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Windows Analysis Report 
https://gateway-ipfs-io.translate.goog/ipfs/QmUwwTYL3U2ehstYvkKKeS953eD8B7T3Vz65LwBotVCmKE/?_x_tr_sl=manual&_x_tr_tl=en&_x_tr_hl=en&_x_tr_pto=wapp…

Overview

General Information
Sample URL: https://gateway-ipfs-

io.translate.goog/ipfs/Q
mUwwTYL3U2ehstYvk
KKeS953eD8B7T...8B7
T3Vz65LwBotVCmKE/?
_x_tr_sl=manual&_x_tr
_tl=en&_x_tr_hl=en&_x
_tr_pto=wapp

Analysis ID: 833723

Infos:

Detection

HTMLPhisher

Score: 72

Range: 0 - 100

Whitelisted: false

Confidence: 100%

Signatures

Antivirus / Scanner detection for sub…

Misleading page title found

Yara detected HtmlPhish10

Phishing site detected (based on log…

Phishing site detected (based on im…

Yara signature match

Found iframes

No HTML title found

Classification

Ransomware

Spreading

Phishing

Banker

Trojan / Bot

Adware

Spyware

Exploiter

Evader

Miner

clean

clean

clean

clean

clean

clean

clean

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

System is w10x64

chrome.exe (PID: 7072 cmdline: C:\Program Files\Google\Chrome\Application\chrome.exe" --start-maximized "about:blank MD5: 0FEC2748F363150DC54C1CAFFB1A9408)
chrome.exe (PID: 6408 cmdline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=network.mojom.NetworkService --lang=en-US --

service-sandbox-type=none --mojo-platform-channel-handle=1716 --field-trial-handle=1864,i,5481355094104188467,5697834867982677076,131072 --disable-features=Optimizati
onGuideModelDownloading,OptimizationHints,OptimizationTargetPrediction /prefetch:8 MD5: 0FEC2748F363150DC54C1CAFFB1A9408)

chrome.exe (PID: 7300 cmdline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=audio.mojom.AudioService --lang=en-US --
service-sandbox-type=audio --mojo-platform-channel-handle=4032 --field-trial-handle=1864,i,5481355094104188467,5697834867982677076,131072 --disable-features=Opt
imizationGuideModelDownloading,OptimizationHints,OptimizationTargetPrediction /prefetch:8 MD5: 0FEC2748F363150DC54C1CAFFB1A9408)

chrome.exe (PID: 7308 cmdline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=video_capture.mojom.VideoCaptureService --
lang=en-US --service-sandbox-type=none --mojo-platform-channel-handle=5264 --field-trial-handle=1864,i,5481355094104188467,5697834867982677076,131072 --disable-
features=OptimizationGuideModelDownloading,OptimizationHints,OptimizationTargetPrediction /prefetch:8 MD5: 0FEC2748F363150DC54C1CAFFB1A9408)
chrome.exe (PID: 7080 cmdline: C:\Program Files\Google\Chrome\Application\chrome.exe" "https://gateway-ipfs-io.translate.goog/ipfs/QmUwwTYL3U2ehstYvkKKeS953eD8B7

T3Vz65LwBotVCmKE/?_x_tr_sl=manual&_x_tr_tl=en&_x_tr_hl=en&_x_tr_pto=wapp MD5: 0FEC2748F363150DC54C1CAFFB1A9408)
chrome.exe (PID: 6440 cmdline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=network.mojom.NetworkService --lang=en-US --

service-sandbox-type=none --mojo-platform-channel-handle=1568 --field-trial-handle=1784,i,2557406685369101048,16038057606139485658,131072 /prefetch:8 MD5:
0FEC2748F363150DC54C1CAFFB1A9408)

cleanup

⊘ No configs have been found

Source Rule Description Author Strings

Process Tree

Malware Configuration

Yara Signatures

Dropped Files
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dropped/chromecache_264 SUSP_obfuscated
_JS_obfuscatorio

Detects JS 
obfuscation done 
by the js 
obfuscator (often 
malicious)

@imp0rtp3 0x3a869:$c8: while(!![])
0x3a888:$d1: parseInt(_0x568677(0x176))/0x1+parseInt(
_0x568677(0x19b))/0x2*(parseInt(_0x568677(0x19f))/0x3
)+-parseInt(_0x568677(0x190))/0x4+parseInt(_0x568677(
0x191))/0x5+-parseInt(_0x568677(0x18d))/0x6*(
0x3a8a7:$d1: parseInt(_0x568677(0x19b))/0x2*(parseInt(
_0x568677(0x19f))/0x3)+-parseInt(_0x568677(0x190))/0x
4+parseInt(_0x568677(0x191))/0x5+-parseInt(_0x568677
(0x18d))/0x6*(parseInt(_0x568677(0x180))/0x7)+
0x3a8c7:$d1: parseInt(_0x568677(0x19f))/0x3)+-parseInt
(_0x568677(0x190))/0x4+parseInt(_0x568677(0x191))/0x
5+-parseInt(_0x568677(0x18d))/0x6*(parseInt(_0x568677
(0x180))/0x7)+parseInt(_0x568677(0x199))/0x8+-
0x3a8e8:$d1: parseInt(_0x568677(0x190))/0x4+parseInt(
_0x568677(0x191))/0x5+-parseInt(_0x568677(0x18d))/0x
6*
(parseInt(_0x568677(0x180))/0x7)+parseInt(_0x568677(0
x199))/0x8+-parseInt(_0x568677(0x17e))/0x9*(

dropped/chromecache_264 JoeSecurity_HtmlP
hish_10

Yara detected 
HtmlPhish_10

Joe Security

Source Rule Description Author Strings

Source Rule Description Author Strings

06536.0.pages.csv SUSP_obfuscated
_JS_obfuscatorio

Detects JS 
obfuscation done 
by the js 
obfuscator (often 
malicious)

@imp0rtp3 0x3b5c8:$c8: while(!![])
0x3b5e7:$d1: parseInt(_0x568677(0x176))/0x1+parseInt(
_0x568677(0x19b))/0x2*(parseInt(_0x568677(0x19f))/0x3
)+-parseInt(_0x568677(0x190))/0x4+parseInt(_0x568677(
0x191))/0x5+-parseInt(_0x568677(0x18d))/0x6*(
0x3b606:$d1: parseInt(_0x568677(0x19b))/0x2*(parseInt(
_0x568677(0x19f))/0x3)+-parseInt(_0x568677(0x190))/0x
4+parseInt(_0x568677(0x191))/0x5+-parseInt(_0x568677
(0x18d))/0x6*(parseInt(_0x568677(0x180))/0x7)+
0x3b626:$d1: parseInt(_0x568677(0x19f))/0x3)+-parseInt
(_0x568677(0x190))/0x4+parseInt(_0x568677(0x191))/0x
5+-parseInt(_0x568677(0x18d))/0x6*(parseInt(_0x568677
(0x180))/0x7)+parseInt(_0x568677(0x199))/0x8+-
0x3b647:$d1: parseInt(_0x568677(0x190))/0x4+parseInt(
_0x568677(0x191))/0x5+-parseInt(_0x568677(0x18d))/0x
6*
(parseInt(_0x568677(0x180))/0x7)+parseInt(_0x568677(0
x199))/0x8+-parseInt(_0x568677(0x17e))/0x9*(

06536.0.pages.csv JoeSecurity_HtmlP
hish_10

Yara detected 
HtmlPhish_10

Joe Security

06787.2.pages.csv SUSP_obfuscated
_JS_obfuscatorio

Detects JS 
obfuscation done 
by the js 
obfuscator (often 
malicious)

@imp0rtp3 0x3b5d2:$c8: while(!![])
0x3b5f1:$d1: 
parseInt(_0x568677(0x176))/0x1+parseInt(_0x568677(0x
19b))/0x2*(parseInt(_0x568677(0x19f))/0x3)+-parseInt(_0
x568677(0x190))/0x4+parseInt(_0x568677(0x191))/0x5+-
parseInt(_0x568677(0x18d))/0x6*(
0x3b610:$d1: parseInt(_0x568677(0x19b))/0x2*(parseInt(
_0x568677(0x19f))/0x3)+-parseInt(_0x568677(0x190))/0x
4+parseInt(_0x568677(0x191))/0x5+-parseInt(_0x568677
(0x18d))/0x6*(parseInt(_0x568677(0x180))/0x7)+
0x3b630:$d1: parseInt(_0x568677(0x19f))/0x3)+-parseInt
(_0x568677(0x190))/0x4+parseInt(_0x568677(0x191))/0x
5+-parseInt(_0x568677(0x18d))/0x6*(parseInt(_0x568677
(0x180))/0x7)+parseInt(_0x568677(0x199))/0x8+-
0x3b651:$d1: parseInt(_0x568677(0x190))/0x4+parseInt(
_0x568677(0x191))/0x5+-parseInt(_0x568677(0x18d))/0x
6*
(parseInt(_0x568677(0x180))/0x7)+parseInt(_0x568677(0
x199))/0x8+-parseInt(_0x568677(0x17e))/0x9*(

06787.2.pages.csv JoeSecurity_HtmlP
hish_10

Yara detected 
HtmlPhish_10

Joe Security

HTML

Copyright Joe Security LLC 2023 Page 6 of 57



AV Detection

Phishing

06787.5.pages.csv SUSP_obfuscated
_JS_obfuscatorio

Detects JS 
obfuscation done 
by the js 
obfuscator (often 
malicious)

@imp0rtp3 0x3b5bb:$c8: while(!![])
0x3b5da:$d1: parseInt(_0x568677(0x176))/0x1+parseInt(
_0x568677(0x19b))/0x2*(parseInt(_0x568677(0x19f))/0x3
)+-parseInt(_0x568677(0x190))/0x4+parseInt(_0x568677(
0x191))/0x5+-parseInt(_0x568677(0x18d))/0x6*(
0x3b5f9:$d1: parseInt(_0x568677(0x19b))/0x2*(parseInt(
_0x568677(0x19f))/0x3)+-parseInt(_0x568677(0x190))/0x
4+parseInt(_0x568677(0x191))/0x5+-parseInt(_0x568677
(0x18d))/0x6*(parseInt(_0x568677(0x180))/0x7)+
0x3b619:$d1: parseInt(_0x568677(0x19f))/0x3)+-parseInt
(_0x568677(0x190))/0x4+parseInt(_0x568677(0x191))/0x
5+-parseInt(_0x568677(0x18d))/0x6*(parseInt(_0x568677
(0x180))/0x7)+parseInt(_0x568677(0x199))/0x8+-
0x3b63a:$d1: parseInt(_0x568677(0x190))/0x4+parseInt(
_0x568677(0x191))/0x5+-parseInt(_0x568677(0x18d))/0x
6*
(parseInt(_0x568677(0x180))/0x7)+parseInt(_0x568677(0
x199))/0x8+-parseInt(_0x568677(0x17e))/0x9*(

Click to see the 3 entries

Source Rule Description Author Strings

⊘ No Sigma rule has matched

⊘ No Snort rule has matched
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Boot or
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3
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Application
Layer
Protocol

Exploit SS7
to Redirect
Phone
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Wipe Data
Without
Authorizati
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Device
Lockout

Sigma Signatures

Snort Signatures

Joe Sandbox Signatures

Antivirus / Scanner detection for submitted sample

Misleading page title found

Yara detected HtmlPhish10

Phishing site detected (based on logo template match)

Phishing site detected (based on image similarity)

Mitre Att&ck Matrix
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Behavior Graph
ID: 833723

URL: https://gateway-ipfs-io.tra...

Startdate: 23/03/2023

Architecture: WINDOWS

Score: 72

Antivirus / Scanner
detection for submitted

sample

Misleading page title
found Yara detected HtmlPhish10 2 other signatures

chrome.exe

15 1

        started       

chrome.exe

        started       

239.255.255.250

unknown

Reserved

chrome.exe

        started       

chrome.exe

        started       

chrome.exe

1 6

        started       

192.168.2.1

unknown

unknown

chrome.exe

        started       

plus.l.google.com

142.250.180.174

GOOGLEUS

United States

www3.l.google.com

142.250.203.110

GOOGLEUS

United States

18 other IPs or domains

Legend:

Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process

Number of created Registry Values

Number of created Files

Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language

Is malicious

Internet

Hide Legend

This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Behavior Graph

Screenshots

Thumbnails
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Source Detection Scanner Label Link

https://gateway-ipfs-
io.translate.goog/ipfs/QmUwwTYL3U2ehstYvkKKeS953eD8B7T3Vz65LwBotVCmKE/?
_x_tr_sl=manual&_x_tr_tl=en&_x_tr_hl=en&_x_tr_pto=wapp

1% Virustotal Browse

https://gateway-ipfs-
io.translate.goog/ipfs/QmUwwTYL3U2ehstYvkKKeS953eD8B7T3Vz65LwBotVCmKE/?
_x_tr_sl=manual&_x_tr_tl=en&_x_tr_hl=en&_x_tr_pto=wapp

0% Avira URL Cloud safe

https://gateway-ipfs-
io.translate.goog/ipfs/QmUwwTYL3U2ehstYvkKKeS953eD8B7T3Vz65LwBotVCmKE/?
_x_tr_sl=manual&_x_tr_tl=en&_x_tr_hl=en&_x_tr_pto=wapp

100% SlashNext Credential Stealing 
type: Phishing & 
Social Engineering

⊘ No Antivirus matches

⊘ No Antivirus matches

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Dropped Files

Unpacked PE Files
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⊘ No Antivirus matches

Source Detection Scanner Label Link

www.broofa.com 0% URL Reputation safe

https://promisesaplus.com/#point-75 0% URL Reputation safe

https://promisesaplus.com/#point-64 0% URL Reputation safe

https://promisesaplus.com/#point-61 0% URL Reputation safe

https://www.google.%/ads/ga-audiences 0% URL Reputation safe

https://gateway-ipfs-io.translate.goog/favicon.ico 0% Avira URL Cloud safe

https://lens.google/?hl= 0% Avira URL Cloud safe

https://ipfs-tech.translate.goog/favicon.ico?_x_tr_sl&_x_tr_tl&_x_tr_hl 0% Avira URL Cloud safe

https://gateway-ipfs-io.translate.goog/favicon.ico 1% Virustotal Browse

https://ipfs-tech.translate.goog/favicon.ico?_x_tr_sl&_x_tr_tl&_x_tr_hl 0% Virustotal Browse

https://gateway-ipfs-
io.translate.goog/ipfs/QmUwwTYL3U2ehstYvkKKeS953eD8B7T3Vz65LwBotVCmKE/?
_x_tr_sl=manual&_x_tr_tl=en&_x_tr_hl=en&_x_tr_pto=wapp

1% Virustotal Browse

Name IP Active Malicious Antivirus Detection Reputation

accounts.google.com 172.217.168.13 true false high

www3.l.google.com 142.250.203.110 true false high

play.google.com 142.250.180.174 true false high

plus.l.google.com 142.250.180.174 true false high

ipfs-tech.translate.goog 142.250.203.97 true false unknown

cdnjs.cloudflare.com 104.17.25.14 true false high

gateway-ipfs-io.translate.goog 216.58.209.33 true false unknown

maxcdn.bootstrapcdn.com 104.18.10.207 true false high

www.google.com 142.251.209.4 true false high

clients.l.google.com 142.251.209.46 true false high

ipv4.imgur.map.fastly.net 151.101.240.193 true false unknown

use.fontawesome.com unknown unknown false high

clients2.google.com unknown unknown false high

code.jquery.com unknown unknown false high

translate.google.com unknown unknown false high

i.imgur.com unknown unknown false high

apis.google.com unknown unknown false high

Name Malicious Antivirus Detection Reputation

https://translate.google.com/_/TranslateWebserverUi/data/batchexecute?
rpcids=IjQUHc&source-path=%2F&f.sid=-685802992898235951&bl=boq_translate-
webserver_20230321.08_p0&hl=en-US&soc-app=1&soc-platform=1&soc-
device=1&_reqid=180218&rt=c

false high

https://translate.google.com/websitetranslationui?parent=https%3A%2F%2Fgateway-ipfs-
io.translate.goog&pfu=https%3A%2F%2Fgateway-ipfs-
io.translate.goog%2Fipfs%2FQmUwwTYL3U2ehstYvkKKeS953eD8B7T3Vz65LwBotVCmKE%2F%3
F_x_tr_sl%3Dmanual%26_x_tr_tl%3Den%26_x_tr_hl%3Den%26_x_tr_pto%3Dwapp&u=https%3A
%2F%2Fgateway.ipfs.io%2Fipfs%2FQmUwwTYL3U2ehstYvkKKeS953eD8B7T3Vz65LwBotVCmKE
%2F&sl=manual&tl=en&opu=https%3A%2F%2Ftranslate.google.com%2Fwebsite%3Fsl%3Dmanual
%26tl%3Den%26hl%3Den%26client%3Dwebapp%26u%3Dhttps%3A%2F%2Fgateway.ipfs.io%2Fip
fs%2FQmUwwTYL3U2ehstYvkKKeS953eD8B7T3Vz65LwBotVCmKE%2F%26anno%3D2&client=w
ebapp&hl=en&uip=true

false high

https://gateway-ipfs-
io.translate.goog/ipfs/QmUwwTYL3U2ehstYvkKKeS953eD8B7T3Vz65LwBotVCmKE/?
_x_tr_sl=manual&_x_tr_tl=en&_x_tr_hl=en&_x_tr_pto=wapp

false 1%, Virustotal, Browse unknown

Domains

URLs

Domains and IPs

Contacted Domains

Contacted URLs
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https://www.virustotal.com/gui/url/d302cb7759b58b2953a1127f32bed31877d66e814e6610756242662279f4043f/detection/u-d302cb7759b58b2953a1127f32bed31877d66e814e6610756242662279f4043f-1666290170
https://www.virustotal.com/gui/url/3d1e7e00ea946ef7c1f6baf5fd09af71bb142d1a9e8ee59f896d75be6cd12174/detection/u-3d1e7e00ea946ef7c1f6baf5fd09af71bb142d1a9e8ee59f896d75be6cd12174-1666290172
https://www.virustotal.com/gui/url/3f4e4b1a0ca82ccdb3bb7e841f449e277398d61b1d107b0eb6fd733668ab22fb/detection/u-3f4e4b1a0ca82ccdb3bb7e841f449e277398d61b1d107b0eb6fd733668ab22fb-1679498225
https://www.virustotal.com/gui/url/3f4e4b1a0ca82ccdb3bb7e841f449e277398d61b1d107b0eb6fd733668ab22fb/detection/u-3f4e4b1a0ca82ccdb3bb7e841f449e277398d61b1d107b0eb6fd733668ab22fb-1679498225


https://maxcdn.bootstrapcdn.com/bootstrap/4.0.0/js/bootstrap.min.js false high

https://translate.google.com/_/TranslateWebserverUi/browserinfo?f.sid=-
8998770674558499094&bl=boq_translate-webserver_20230321.08_p0&hl=en-US&soc-app=1&soc-
platform=1&soc-device=1&_reqid=280201&rt=j

false high

https://translate.google.com/translate_a/element.js?cb=gtElInit&hl=en&client=wt false high

https://i.imgur.com/SyO5Weq.jpg false high

https://play.google.com/log?format=json&hasfast=true false high

https://clients2.google.com/service/update2/crx?
os=win&arch=x64&os_arch=x86_64&nacl_arch=x86-
64&prod=chromecrx&prodchannel=&prodversion=104.0.5112.81&lang=en-
US&acceptformat=crx3&x=id%3Dnmmhkkegccagdldgiimedpiccmgmieda%26v%3D0.0.0.0%26install
edby%3Dother%26uc%26ping%3Dr%253D-1%2526e%253D1

false high

https://translate.google.com/_/TranslateWebserverUi/data/batchexecute?
rpcids=zKAP2e&source-path=%2F&f.sid=-685802992898235951&bl=boq_translate-
webserver_20230321.08_p0&hl=en-US&soc-app=1&soc-platform=1&soc-
device=1&_reqid=80218&rt=c

false high

https://gateway-ipfs-io.translate.goog/favicon.ico false 1%, Virustotal, Browse
Avira URL Cloud: safe

unknown

https://translate.google.com/_/TranslateWebserverUi/bscframe false high

https://translate.google.com/_/TranslateWebserverUi/browserinfo?f.sid=-
685802992898235951&bl=boq_translate-webserver_20230321.08_p0&hl=en-US&soc-app=1&soc-
platform=1&soc-device=1&_reqid=280218&rt=j

false high

https://ipfs-tech.translate.goog/favicon.ico?_x_tr_sl&_x_tr_tl&_x_tr_hl false 0%, Virustotal, Browse
Avira URL Cloud: safe

unknown

https://translate.google.com/gen204?
sl=manual&tl=en&textlen=17&ttt=980&ttl=192&sr=1&nca=te_time&client=wt_lib&logld=vTE_202303
22

false high

https://translate.google.com/ false high

https://www.google.com/log?format=json&hasfast=true false high

https://translate.google.com/_/TranslateWebserverUi/data/batchexecute?
rpcids=zKAP2e&source-path=%2F&f.sid=-8998770674558499094&bl=boq_translate-
webserver_20230321.08_p0&hl=en-US&soc-app=1&soc-platform=1&soc-
device=1&_reqid=80201&rt=c

false high

https://translate.google.com/gen204?
sl=manual&tl=en&textlen=17&ttt=479&ttl=1591&sr=1&nca=te_time&client=wt_lib&logld=vTE_20230
322

false high

https://gateway-ipfs-
io.translate.goog/ipfs/QmUwwTYL3U2ehstYvkKKeS953eD8B7T3Vz65LwBotVCmKE/?
_x_tr_sl=manual&_x_tr_tl=en&_x_tr_hl=en&_x_tr_pto=wapp

true 1%, Virustotal, Browse unknown

https://translate.google.com/gen204?
sl=manual&tl=en&textlen=17&ttt=506&ttl=287&sr=1&nca=te_time&client=wt_lib&logld=vTE_202303
22

false high

Name Malicious Antivirus Detection Reputation

Name Source Malicious Antivirus Detection Reputation

https://support.google.com/translate/answer/2534530?
hl=

chromecache_288.3.dr, chromecache_268.3.dr, 
chromecache_231.3.dr

false high

www.broofa.com chromecache_284.3.dr, chromecache_219.3.dr false URL Reputation: safe unknown

https://apis.google.com/js/client.js chromecache_259.3.dr, chromecache_285.3.dr false high

https://feedback2-
test.corp.googleusercontent.com/tools/feedback/%

chromecache_259.3.dr, chromecache_285.3.dr false high

https://code.jquery.com/jquery-3.2.1.slim.min.js chromecache_264.3.dr false high

https://web.archive.org/web/20100324014747/blindsign
als.com/index.php/2009/07/jquery-delay/

chromecache_281.3.dr false high

https://ampcid.google.com/v1/publisher:getClientId
chromecache_276.3.dr false high

https://promisesaplus.com/#point-75 chromecache_281.3.dr false URL Reputation: safe unknown

https://html.spec.whatwg.org/multipage/forms.html#con
cept-fe-disabled

chromecache_281.3.dr false high

https://workspace.google.com/:session_prefix:marketpl
ace/appfinder?usegapi=1

chromecache_221.3.dr false high

https://bugs.webkit.org/show_bug.cgi?id=29084 chromecache_281.3.dr false high

https://infra.spec.whatwg.org/#strip-and-collapse-
ascii-whitespace

chromecache_281.3.dr false high

https://fontawesome.com chromecache_216.3.dr false high

https://github.com/eslint/eslint/issues/6125 chromecache_281.3.dr false high

URLs from Memory and Binaries
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https://www.virustotal.com/gui/url/d302cb7759b58b2953a1127f32bed31877d66e814e6610756242662279f4043f/detection/u-d302cb7759b58b2953a1127f32bed31877d66e814e6610756242662279f4043f-1666290170
https://www.virustotal.com/gui/url/3d1e7e00ea946ef7c1f6baf5fd09af71bb142d1a9e8ee59f896d75be6cd12174/detection/u-3d1e7e00ea946ef7c1f6baf5fd09af71bb142d1a9e8ee59f896d75be6cd12174-1666290172
https://www.virustotal.com/gui/url/3f4e4b1a0ca82ccdb3bb7e841f449e277398d61b1d107b0eb6fd733668ab22fb/detection/u-3f4e4b1a0ca82ccdb3bb7e841f449e277398d61b1d107b0eb6fd733668ab22fb-1679498225


https://html.spec.whatwg.org/multipage/forms.html#con
cept-option-disabled

chromecache_281.3.dr false high

https://support.google.com/translate?
p=sensitive-disputed-content&hl=

chromecache_288.3.dr, chromecache_268.3.dr, 
chromecache_231.3.dr

false high

https://github.com/twbs/bootstrap/graphs/contributors)
chromecache_262.3.dr false high

https://github.com/jrburke/requirejs/wiki/Updating-
existing-libraries#wiki-anon

chromecache_281.3.dr false high

https://support.google.com/translate/answer/6142468?
ref_topic=7011659&hl=en-US

chromecache_231.3.dr false high

https://bugzilla.mozilla.org/show_bug.cgi?
id=687787

chromecache_281.3.dr false high

https://cloud.google.com/translation-hub?hl= chromecache_288.3.dr, chromecache_247.3.dr false high

https://content-googleapis-
test.sandbox.google.com

chromecache_285.3.dr false high

https://stats.g.doubleclick.net/j/collect chromecache_276.3.dr false high

https://bugs.chromium.org/p/chromium/issues/detail?
id=470258

chromecache_281.3.dr false high

opensource.org/licenses/MIT). chromecache_248.3.dr false high

https://bugs.jquery.com/ticket/13378 chromecache_281.3.dr false high

https://promisesaplus.com/#point-64 chromecache_281.3.dr false URL Reputation: safe unknown

https://github.com/madler/zlib/blob/master/zlib.h chromecache_284.3.dr false high

https://promisesaplus.com/#point-61 chromecache_281.3.dr false URL Reputation: safe unknown

https://www.google.com/tools/feedback chromecache_285.3.dr, chromecache_201.3.dr false high

www.ecma-international.org/ecma-262/5.1/#sec-
C

chromecache_265.3.dr false high

https://inputtools.google.com/ping?cs=1&app= chromecache_214.3.dr false high

https://translate.google.com/websitetranslationui chromecache_201.3.dr false high

https://sandbox.google.com/inapp/% chromecache_259.3.dr, chromecache_285.3.dr false high

https://apis.google.com/js/api.js chromecache_293.3.dr, chromecache_208.3.dr, 
chromecache_241.3.dr

false high

https://translate.google.com/website?
sl=manual&tl=en&hl=en&client=webapp&u=https://g

chromecache_264.3.dr false high

https://translate.google.com chromecache_284.3.dr false high

https://jsperf.com/getall-vs-sizzle/2 chromecache_281.3.dr false high

https://feedback2-
test.corp.google.com/tools/feedback/%

chromecache_259.3.dr, chromecache_285.3.dr false high

https://plus.google.com chromecache_221.3.dr false high

https://developer.mozilla.org/en-
US/docs/CSS/display

chromecache_281.3.dr false high

https://sandbox.google.com/tools/feedback/% chromecache_259.3.dr, chromecache_285.3.dr false high

https://jquery.com/ chromecache_281.3.dr false high

tools.ietf.org/html/rfc1950 chromecache_284.3.dr false high

https://www.google.%/ads/ga-audiences chromecache_276.3.dr false URL Reputation: safe low

https://content-googleapis-
staging.sandbox.google.com

chromecache_285.3.dr false high

https://lens.google/?hl= chromecache_288.3.dr, chromecache_224.3.dr, 
chromecache_233.3.dr

false Avira URL Cloud: safe unknown

https://github.com/twbs/bootstrap/blob/master/LICENS
E)

chromecache_262.3.dr, chromecache_264.3.dr false high

https://github.com/jquery/sizzle/pull/225 chromecache_281.3.dr false high

https://sizzlejs.com/ chromecache_281.3.dr false high

https://bugs.chromium.org/p/chromium/issues/detail?
id=449857

chromecache_281.3.dr false high

https://clients6.google.com chromecache_285.3.dr, chromecache_221.3.dr false high

https://bugs.webkit.org/show_bug.cgi?id=136851 chromecache_281.3.dr false high

jquery.org/license chromecache_281.3.dr false high

https://twitter.com/intent/tweet?text= chromecache_288.3.dr, chromecache_268.3.dr, 
chromecache_231.3.dr

false high

https://www.google.com/images/cleardot.gif chromecache_284.3.dr false high

https://jsperf.com/thor-indexof-vs-for/5 chromecache_281.3.dr false high

Name Source Malicious Antivirus Detection Reputation
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https://bugs.jquery.com/ticket/12359 chromecache_281.3.dr false high

https://support.google.com/inapp/% chromecache_259.3.dr, chromecache_285.3.dr false high

https://accounts.google.com/o/oauth2/postmessageRel
ay

chromecache_221.3.dr false high

https://gateway.ipfs.io/ipfs/QmUwwTYL3U2ehstYvkKK
eS953eD8B7T3Vz65LwBotVCmKE/

chromecache_264.3.dr false high

https://html.spec.whatwg.org/#strip-and-collapse-
whitespace

chromecache_281.3.dr false high

https://translate-
autopush.corp.google.com/websitetranslationui

chromecache_201.3.dr false high

https://www.google.com/support/translate chromecache_284.3.dr false high

https://web.archive.org/web/20141116233347/fluidproje
ct.org/blog/2008/01/09/getting-setting-a

chromecache_281.3.dr false high

https://drafts.csswg.org/cssom/#common-
serializing-idioms

chromecache_281.3.dr false high

https://fontawesome.com/license/free chromecache_216.3.dr false high

https://translate-daily-
1.corp.google.com/websitetranslationui

chromecache_201.3.dr false high

https://github.com/jquery/jquery/pull/557) chromecache_281.3.dr false high

https://bugs.chromium.org/p/chromium/issues/detail?
id=378607

chromecache_281.3.dr false high

https://scone-pa.clients6.google.com chromecache_259.3.dr, chromecache_285.3.dr false high

https://accounts.google.com/o/oauth2/auth chromecache_221.3.dr false high

https://goto.google.com/bad-translation chromecache_288.3.dr false high

https://use.fontawesome.com/releases/v5.7.0/css/all.cs
s

chromecache_264.3.dr false high

https://inputtools.google.com chromecache_214.3.dr false high

https://apis.google.com chromecache_219.3.dr, chromecache_221.3.dr false high

https://www.support.google.com/ chromecache_259.3.dr, chromecache_285.3.dr false high

https://translate-autopush.corp.google.com chromecache_288.3.dr false high

https://domains.google.com/suggest/flow chromecache_221.3.dr false high

Name Source Malicious Antivirus Detection Reputation

No. of IPs < 25%

25% < No. of IPs < 50%

50% < No. of IPs < 75%

75% < No. of IPs

World Map of Contacted IPs
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IP Domain Country Flag ASN ASN Name Malicious

104.18.10.207 maxcdn.bootstrapcdn.co
m

United States 13335 CLOUDFLARENETUS false

142.251.209.4 www.google.com United States 15169 GOOGLEUS false

142.250.203.110 www3.l.google.com United States 15169 GOOGLEUS false

172.217.168.68 unknown United States 15169 GOOGLEUS false

172.217.168.46 unknown United States 15169 GOOGLEUS false

142.250.203.97 ipfs-tech.translate.goog United States 15169 GOOGLEUS false

151.101.240.193 ipv4.imgur.map.fastly.net United States 54113 FASTLYUS false

216.58.209.33 gateway-ipfs-
io.translate.goog

United States 15169 GOOGLEUS false

172.217.168.13 accounts.google.com United States 15169 GOOGLEUS false

142.251.209.46 clients.l.google.com United States 15169 GOOGLEUS false

239.255.255.250 unknown Reserved unknown unknown false

142.250.180.174 play.google.com United States 15169 GOOGLEUS false

104.17.25.14 cdnjs.cloudflare.com United States 13335 CLOUDFLARENETUS false

IP

192.168.2.1

127.0.0.1

Joe Sandbox Version: 37.0.0 Beryl

Analysis ID: 833723

Start date and time: 2023-03-23 22:14:59 +01:00

Joe Sandbox Product: CloudBasic

Overall analysis duration: 0h 5m 16s

Hypervisor based Inspection enabled: false

Report type: light

Cookbook file name: browseurl.jbs

Sample URL: https://gateway-ipfs-io.translate.goog/ipfs/QmUwwTYL3U2ehstYvkKKeS953eD8B7T3Vz65LwBotVCmKE/?
_x_tr_sl=manual&_x_tr_tl=en&_x_tr_hl=en&_x_tr_pto=wapp

Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 104, IE 11, Adobe Reader DC 19, Java 8 Update 211

Number of analysed new started processes 
analysed:

15

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 0

Technologies: HCA enabled
EGA enabled
HDC enabled
AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

Detection: MAL

Classification: mal72.phis.win@39/96@16/15

EGA Information: Failed

HDC Information: Failed

HCA Information: Successful, ratio: 100%
Number of executed functions: 0
Number of non-executed functions: 0

Cookbook Comments: Browse: https://gateway-ipfs-io.translate.goog/ipfs/QmUwwTYL3U2ehstYvkKKeS953eD8B7T3Vz65LwBotVCmKE/?
_x_tr_sl=manual&amp;_x_tr_tl=en&amp;_x_tr_hl=en&amp;_x_tr_pto=wapp#
Browse: https://translate.google.com/
Browse: https://translate.google.com/

Public IPs

Private

General Information

Warnings
Copyright Joe Security LLC 2023 Page 14 of 57



Exclude process from analysis (whitelisted): SgrmBroker.exe, svchost.exe
Excluded IPs from analysis (wh itelisted): 172.217.168.67, 34.104.35.123, 69.16.175.42, 69.16.175.10, 172.217.168.10, 172.217.168.74, 172.64.132.15, 172.64.133.15, 142.250.203.99, 1
42.250.180.131, 172.217.168.42, 216.58.215.234, 142.250.203.106, 142.251.209.14, 216.58.209.35, 172.217.168.35
Excluded domains from analysis (whitelisted): cds.s5x3j6q5.hwcdn.net, fonts.googleapis.com, ssl.gstatic.com, fs.microsof t.com, content-autofill.googleapis.com, ajax.googleapis.com,
fonts.gstatic.com, clientservices.googleapis.com, use.fontawesome.com.cdn.cloudflare.net, edgedl.me.gvt1.com, translate .googleapis.com, update.googleapis.com, www.gstatic.com,
www.google-analytics.com
Not all processes where analyzed, report is missing behavior  information
Report size exceeded maximum capacity and may have missing n etwork information.
Report size getting too big, t oo many NtWriteVirtualMemory calls found.

⊘ No simulations

⊘ No context

⊘ No context

⊘ No context

⊘ No context

⊘ No context

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines (25228), with no line terminators

Category: downloaded

Size (bytes): 25228

Entropy (8bit): 5.545275407830557

Encrypted: false

SSDEEP: 384:gM78SUevMTjuFzouWaqWAlpTpdHjPtcnft:p7oevMX5HjPwft

MD5: 5118E4EFF99867B199027E7EE49BD481

SHA1: 7F315AB10B9D0CA73A98A810C272F405F87EC014

SHA-256: 7DB470720BC87269E9BF81C2DA2649D4F59D54EB54CA5ED4547855758D6688A0

SHA-512: 0F0E1417061B7157E5F32D660798C1A5815722F9EE27189FA72A95A7A820F71C7269D7CA42E430C75F41D55695D8BD68B4D74231479E846911714746AC8CCA59

Malicious: false

Reputation: low

URL: https://www.gstatic.com/_/translate_http/_/ss/k=translate_http.tr.69JJaQ5G5xA.L.W.O/d=0/rs=AN8SPfpC36MIoWPngdVwZ4RUzeJYZaC7rg/m=el_main_css

Simulations

Behavior and APIs

Joe Sandbox View / Context

IPs

Domains

ASNs

JA3 Fingerprints

Dropped Files

Created / dropped Files

Chrome Cache Entry: 199
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Preview: .VIpgJd-ZVi9od-ORHb-OEVmcd{left:0;top:0;height:39px;width:100%;z-index:10000001;position:fixed;border:none;border-bottom:1px solid #6B90DA;margin:0;box-
shadow:0 0 8px 1px #999}.VIpgJd-ZVi9od-xl07Ob-OEVmcd{z-index:10000002;border:none;position:fixed;box-shadow:0 3px 8px 2px #999}.VIpgJd-ZVi9od-SmfZ-O
EVmcd{z-index:10000000;border:none;margin:0}.goog-te-gadget{font-family:arial;font-size:11px;color:#666;white-space:nowrap}.goog-te-gadget img{vertical-align:mi
ddle;border:none}.goog-te-gadget-simple{background-color:#FFF;border-left:1px solid #D5D5D5;border-top:1px solid #9B9B9B;border-bottom:1px solid #E8E8E8;border-
right:1px solid #D5D5D5;font-size:10pt;display:inline-block;padding-top:1px;padding-bottom:2px;cursor:pointer}.goog-te-gadget-icon{margin-left:2px;margin-right:
2px;width:19px;height:19px;border:none;vertical-align:middle}.goog-te-combo{margin-left:4px;margin-right:4px;vertical-align:baseline}.goog-te-gadget .goog-te-co
mbo{margin:4px 0}.VIpgJd-ZVi9od-l4eHX-hSRGPd,.VIpgJd-ZVi9od-

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines (32030)

Category: downloaded

Size (bytes): 86709

Entropy (8bit): 5.367391365596119

Encrypted: false

SSDEEP: 1536:9NhEyjjTikEJO4edXXe9J578go6MWXqcVhrLyB4Lw13sh2bzrl1+iuH7U3gBORDT:jxcq0hrLZwpsYbmzORDU8Cu5

MD5: E071ABDA8FE61194711CFC2AB99FE104

SHA1: F647A6D37DC4CA055CED3CF64BBC1F490070ACBA

SHA-256: 85556761A8800D14CED8FCD41A6B8B26BF012D44A318866C0D81A62092EFD9BF

SHA-512: 53A2B560B20551672FBB0E6E72632D4FD1C7E2DD2ECF7337EBAAAB179CB8BE7C87E9D803CE7765706BC7FCBCF993C34587CD1237DE5A279AEA19911D69067B
65

Malicious: false

Reputation: low

URL: https://code.jquery.com/jquery-3.1.1.min.js

Preview: /*! jQuery v3.1.1 | (c) jQuery Foundation | jquery.org/license */.!function(a,b){"use strict";"object"==typeof module&&"object"==typeof module.exports?module.exports=a.do
cument?b(a,!0):function(a){if(!a.document)throw new Error("jQuery requires a window with a document");return b(a)}:b(a)}("undefined"!=typeof window?window:this,
function(a,b){"use strict";var c=[],d=a.document,e=Object.getPrototypeOf,f=c.slice,g=c.concat,h=c.push,i=c.indexOf,j={},k=j.toString,l=j.hasOwnProperty,m=l.toSt
ring,n=m.call(Object),o={};function p(a,b){b=b||d;var c=b.createElement("script");c.text=a,b.head.appendChild(c).parentNode.removeChild(c)}var q="3.1.1",r=function(a,b)
{return new r.fn.init(a,b)},s=/^[\s\uFEFF\xA0]+|[\s\uFEFF\xA0]+$/g,t=/^-ms-/,u=/-([a-z])/g,v=function(a,b){return b.toUpperCase()};r.fn=r.prototype={jquery:q,constructor:r,
length:0,toArray:function(){return f.call(this)},get:function(a){return null==a?f.call(this):a<0?this[a+this.length]:this[a]},pushStack:function(a){var b=r.merge(this.con

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines (1776)

Category: downloaded

Size (bytes): 30324

Entropy (8bit): 5.529839078874772

Encrypted: false

SSDEEP: 768:oecIIj8f2BPZs0Luuhmlx0TATSCAxPQPF/ulEihfbfKFt83ym3S33/FPYL7as+B/:UPZs0vIcDCPPF/YrQ83MaN2

MD5: 5C74B6B5B63F920BF45071F5AA4AC48E

SHA1: 8CDE6A22ED43713ABE77ED3A20121AE3236D278D

SHA-256: A6403C56E44895746E9F1E7F111F4AAF5C7D742BBB6D4E1BCB345CA06FA0999F

SHA-512: A3461FF2E21274BBB41A194EA053EED90DFA5282CE41601A678D894FE76D8E66EE73B7DCC430513C34FA605D6A585B2C8BE7FF9C38710E839C8F5C838923E26
D

Malicious: false

Reputation: low

URL:
https://www.gstatic.com/_/translate_http/_/js/k=translate_http.tr.en_GB.Yo5I30miBZ0.O/d=1/exm=corsproxy/ed=1/rs=AN8SPfpYME_0xc7tmdHZg9HzP9lctiiNjA/m=navigat
ionui

Preview: "use strict";this.default_tr=this.default_tr||{};(function(_){var window=this;.try{._.Qg=function(a){return _.Da?_.Ea?_.Ea.brands.some(function(b){return(b=b.brand)&&-1!=
b.indexOf(a)}):!1:!1};_.Rg=function(){return _.Fa()?_.Qg("Microsoft Edge"):_.u("Edg/")};_.Sg=function(){return _.u("Firefox")||_.u("FxiOS")};_.Tg=function(){return _.Fa()?
_.Qg("Chromium"):(_.u("Chrome")||_.u("CriOS"))&&!_.Ia()||_.u("Silk")};_.Ug=function(){return _.u("Safari")&&!(_.Tg()||(_.Fa()?0:_.u("Coast"))||_.Ga()||_.Ia()||_.Rg()||(_.Fa()?
_.Qg("Opera"):_.u("OPR"))||_.Sg()||_.u("Silk")||_.u("Android"))};._.Vg=function(){return _.u("Android")&&!(_.Tg()||_.Sg()||_.Ga()||_.u("Silk"))};_.Xg=function(a,b){_.Wg?a[_.W
g]=b:void 0!==a.h?a.h=b:Object.defineProperties(a,{h:{value:b,configurable:!0,writable:!0,enumerable:!1}});return a};_.Yg=_.Sg();_.Zg=_.La()||_.u("iPod");_.$g=_.u("iPad")
;_.ah=_.Vg();_.bh=_.Tg();_.ch=_.Ug()&&!_.Ma();_.dh="undefined"!==typeof Uint8Array;_.eh=!_.C&&"function"===typeof _.r.btoa;_.Wg="function"==

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines (945)

Category: downloaded

Size (bytes): 6118

Entropy (8bit): 5.492847975649585

Encrypted: false

SSDEEP: 96:UHHq1CeFTUSNfG4PFtM8aJcvYq9FaO/xpXxfQ2b6xMDW+P8Le9SCNs4iMoVb:k5WcBm9FaO/xHQ2+NB4s4Y

MD5: 9E6D747C1BBD37AA5A8AED148C9AF472

Chrome Cache Entry: 200

Chrome Cache Entry: 201

Chrome Cache Entry: 202
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SHA1: 3BB03F96F5CA52894D102D1E538D47C94D5B8DB1

SHA-256: 78F681C47E25943BCBCDF0ACE6E16B13FC5FAEB6BD07601178A774BBD6134C4E

SHA-512: C99A43513CB044E68C353399DEF5E4E042148C2CD4B58765333EF8AED0CB5F21E3EAF850137A0965991D9C55DDCAF412B038610EEB0F6619776C3E37993EBF6
B

Malicious: false

Reputation: low

URL: "https://www.gstatic.com/_/mss/boq-translate/_/js/k=boq-translate.TranslateWebserverWebsiteTranslationUi.en.8s0pSmh60x0.es5.O/ck=boq-
translate.TranslateWebserverWebsiteTranslationUi.egOQXOt5Qss.L.B1.O/am=8CwACA/d=1/exm=A7fCU,BBI74,BVgquf,COQbmf,CXsKQe,DFTXbf,EEDORb,EFQ78c,G
kRiKb,HwavCb,IZT63,J1hrIc,JH2zc,JNoxi,JWUKXe,JzDP5e,KG2eXe,KUM7Z,L1AAkb,L2d1X,LEikZe,MdUzUe,Mlhmy,MpJwZc,NwH0H,O1Gjze,O6y8ed,OTA3Ae,OmgaI,
P5Thrf,PHUIyb,PrPYRd,PxcVCe,QIhFr,QM0Gm,RAnnUd,RMhBfe,RqjULd,SdcwHb,SpsfSb,U0aPgd,UUJqVe,Uas9Hd,Ulmmrd,V3dDOb,VNcg1e,VwDzFe,W225x,XVMNv
d,Z5uLle,ZfAoz,ZwDk9d,_b,_r,_tp,aW3pY,aurFic,bTi8wc,bm51tf,byfTOb,cSdwA,e5qFLc,fKUV3e,gychg,hc6Ubd,i5H9N,i5dxUd,kWgXee,lsjVmc,lwddkf,m9oV,n73qwf,ovKu
Ld,pKzUve,pjICDe,pw70Gc,qNG0Fc,qRXAtf,rFVO7,s39S4,sJhETb,soHxf,t1sulf,tQKCld,thZ3rf,tsNC9c,uu7UOe,w9hDv,wg1P6b,ws9Tlc,xQtZb,xUdipf,xzbRj,yDVVkb,yRXb
o,ywOR5c,zbML3c,zr1jrb/excm=_b,_r,_tp,iframenavigationview/ed=1/wt=2/rs=ANkVxDn8eTX7n6MxdHgxl45tpAQqdGitiQ/ee=cEt90b:ws9Tlc;QGR0gd:Mlhmy;uY49fb:CO
Qbmf;yxTchf:KUM7Z;qddgKe:xQtZb;dIoSBb:SpsfSb;EmZ2Bf:zr1jrb;zxnPse:GkRiKb;EVNhjf:pw70Gc;JsbNhc:Xd8iUd;oGtAuc:sOXFj;eBAeSb:zbML3c;NSEoX:lazG7b;Pjpl
ud:EEDORb;io8t5d:yDVVkb;Oj465e:KG2eXe;Erl4fe:FloWmf;ul9GGd:VDovNc;sP4Vbe:VwDzFe;a56pNe:JEfCwb;kMFpHd:OTA3Ae;NPKaK:SdcwHb;pXdRYb:MdUzUe;nA
FL3:s39S4;iFQyKf:QIhFr;xqZiqf:BBI74;SNUn3:ZwDk9d;LBgRLc:SdcwHb;wR5FRb:O1Gjze/m=Wt6vjf,hhhU8,FCpbqb,WhJNk"

Preview: "use strict";this.default_TranslateWebserverWebsiteTranslationUi=this.default_TranslateWebserverWebsiteTranslationUi||{};(function(_){var window=this;.try{._.w(
"Wt6vjf");.var JP=function(a){_.E.call(this,a)};_.I(JP,_.E);JP.prototype.Ma=function(){return _.Qk(this,1)};JP.prototype.Ub=function(a){_.A(this,1,a)};JP.Gb="f.bo";var KP
=function(){_.Cn.call(this)};_.I(KP,_.Cn);KP.prototype.Ta=function(){this.Or=!1;LP(this);_.Cn.prototype.Ta.call(this)};KP.prototype.i=function(){MP(this);if(this.Hk)return 
NP(this),!1;if(!this.Ys)return OP(this),!0;this.dispatchEvent("p");if(!this.Up)return OP(this),!0;this.Do?(this.dispatchEvent("r"),OP(this)):NP(this);return!1};.var PP=function(a)
{var b=new _.$v(a.Cz);null!=a.Jq&&b.i.set("authuser",a.Jq);return b},NP=function(a){a.Hk=!0;var b=PP(a),c="rt=r&f_uid="+encodeURIComponent(String(a.Up));_.Mp(b,
(0,_.L)(a.j,a),"POST",c)};.KP.prototype.j=function(a){a=a.target;MP(this);if(_.Up(a)){this.Dn=0;if(this.Do)this.Hk=!1,this.dispatchEvent("r");else if(this.Ys)t

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines (1657)

Category: downloaded

Size (bytes): 244980

Entropy (8bit): 5.66007145065327

Encrypted: false

SSDEEP: 3072:zScfL2+S3rSrtblG8Pch4MWJu1P8tp5B8zzcKGyA7ZF:ml3r6B5Vp5yzz1HA7/

MD5: 45987928CF92FA57E7151EA26F3A484E

SHA1: 72665984544FB1C9ADCB0A2576F7F2319790935A

SHA-256: 35A103DCE6DC4C8D1AC65B439BC891270B0F8E4414D455F34B45B76CE847E7A2

SHA-512: 3026A15C741AB57A403227091CE360D78F1F1CC35BC6883B76E0EA5A81AB55C275EF0185C9EF83986AFD7128FD8DA6582DAF2AA701059BB554A8304DF50F2EA
D

Malicious: false

Reputation: low

URL: "https://www.gstatic.com/_/mss/boq-translate/_/js/k=boq-translate.TranslateWebserverWebsiteTranslationUi.en.8s0pSmh60x0.es5.O/ck=boq-
translate.TranslateWebserverWebsiteTranslationUi.egOQXOt5Qss.L.B1.O/am=8CwACA/d=1/exm=A7fCU,BBI74,BVgquf,COQbmf,CXsKQe,EEDORb,EFQ78c,GkRiKb,IZ
T63,JNoxi,KG2eXe,KUM7Z,L1AAkb,LEikZe,MdUzUe,Mlhmy,MpJwZc,NwH0H,O1Gjze,O6y8ed,OTA3Ae,OmgaI,P5Thrf,PrPYRd,QIhFr,RMhBfe,SdcwHb,SpsfSb,U0aPgd,
UUJqVe,Uas9Hd,Ulmmrd,V3dDOb,VwDzFe,XVMNvd,Z5uLle,ZfAoz,ZwDk9d,_b,_r,_tp,aW3pY,aurFic,byfTOb,e5qFLc,fKUV3e,gychg,hc6Ubd,kWgXee,lsjVmc,lwddkf,n73q
wf,ovKuLd,pKzUve,pjICDe,pw70Gc,s39S4,w9hDv,ws9Tlc,xQtZb,xUdipf,yDVVkb,zbML3c,zr1jrb/excm=_b,_r,_tp,iframenavigationview/ed=1/wt=2/rs=ANkVxDn8eTX7n6Mx
dHgxl45tpAQqdGitiQ/ee=cEt90b:ws9Tlc;QGR0gd:Mlhmy;uY49fb:COQbmf;yxTchf:KUM7Z;qddgKe:xQtZb;dIoSBb:SpsfSb;EmZ2Bf:zr1jrb;zxnPse:GkRiKb;EVNhjf:pw70Gc;
JsbNhc:Xd8iUd;oGtAuc:sOXFj;eBAeSb:zbML3c;NSEoX:lazG7b;Pjplud:EEDORb;io8t5d:yDVVkb;Oj465e:KG2eXe;Erl4fe:FloWmf;ul9GGd:VDovNc;sP4Vbe:VwDzFe;a56p
Ne:JEfCwb;kMFpHd:OTA3Ae;NPKaK:SdcwHb;pXdRYb:MdUzUe;nAFL3:s39S4;iFQyKf:QIhFr;xqZiqf:BBI74;SNUn3:ZwDk9d;LBgRLc:SdcwHb;wR5FRb:O1Gjze/m=sJhET
b,i5dxUd,m9oV,JH2zc,bTi8wc,i5H9N,RAnnUd,PHUIyb,VNcg1e,DFTXbf,t1sulf,uu7UOe,wg1P6b,J1hrIc,JWUKXe,soHxf,xzbRj,qNG0Fc,HwavCb,qRXAtf,yRXbo,ywOR5c,tQ
KCld,thZ3rf,L2d1X,tsNC9c,QM0Gm,PxcVCe,JzDP5e,rFVO7,W225x,cSdwA"

Preview: "use strict";this.default_TranslateWebserverWebsiteTranslationUi=this.default_TranslateWebserverWebsiteTranslationUi||{};(function(_){var window=this;.try{._.w(
"VoSq8");._.Vla=_.M("lN8i5b");._.z();./*.. Copyright 2016 Google Inc... Permission is hereby granted, free of charge, to any person obtaining a copy. of this software and 
associated documentation files (the "Software"), to deal. in the Software without restriction, including without limitation the rights. to use, copy, modify, merge, publish, 
distribute, sublicense, and/or sell. copies of the Software, and to permit persons to whom the Software is. furnished to do so, subject to the following conditions:.. The 
above copyright notice and this permission notice shall be included in. all copies or substantial portions of the Software... THE SOFTWARE IS PROVIDED "AS IS", WITH
OUT WARRANTY OF ANY KIND, EXPRESS OR. IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY,. FITNESS FOR A PART
ICULAR PURPOSE AND NONINFRINGE

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines (2309)

Category: downloaded

Size (bytes): 13282

Entropy (8bit): 5.436259704602265

Encrypted: false

SSDEEP: 384:UAK4RtLVO7GRdDjkimPXnSAZS9IGqOOqSF89yYBslrs2cLIL:9jcGR6PXIZrhyYeqLIL

MD5: 1833592EDFE4A821E97F5B12C2FEE03D

SHA1: 8B57807E175CF1CCD3280C25D430635441A0DE3C

SHA-256: 0F7E634A80A549929932315CB16291916A4C03DBBE380DF51E85EA0C9AEC757E

SHA-512: 430A4B95CBB118609E0F687F9EB41B164E9DA84C1F1ADC413326238B7B7AE5A5BA008EF5859C73679118E854838338B6F6E2EE6F3F067B0F5F2CC23BA61DCD8
0

Malicious: false

Chrome Cache Entry: 203

Chrome Cache Entry: 204
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Reputation: low

URL: "https://www.gstatic.com/_/mss/boq-translate/_/js/k=boq-translate.TranslateWebserverWebsiteTranslationUi.en.8s0pSmh60x0.es5.O/ck=boq-
translate.TranslateWebserverWebsiteTranslationUi.egOQXOt5Qss.L.B1.O/am=8CwACA/d=1/exm=A7fCU,BBI74,BVgquf,COQbmf,CXsKQe,DFTXbf,EEDORb,EFQ78c,G
kRiKb,HwavCb,IZT63,J1hrIc,JH2zc,JNoxi,JWUKXe,JzDP5e,KG2eXe,KUM7Z,L1AAkb,L2d1X,LEikZe,MdUzUe,Mlhmy,MpJwZc,NwH0H,O1Gjze,O6y8ed,OTA3Ae,OmgaI,
P5Thrf,PHUIyb,PrPYRd,PxcVCe,QIhFr,QM0Gm,RAnnUd,RMhBfe,SdcwHb,SpsfSb,U0aPgd,UUJqVe,Uas9Hd,Ulmmrd,V3dDOb,VNcg1e,VwDzFe,W225x,XVMNvd,Z5uLle
,ZfAoz,ZwDk9d,_b,_r,_tp,aW3pY,aurFic,bTi8wc,byfTOb,cSdwA,e5qFLc,fKUV3e,gychg,hc6Ubd,i5H9N,i5dxUd,kWgXee,lsjVmc,lwddkf,m9oV,n73qwf,ovKuLd,pKzUve,pjIC
De,pw70Gc,qNG0Fc,qRXAtf,rFVO7,s39S4,sJhETb,soHxf,t1sulf,tQKCld,thZ3rf,tsNC9c,uu7UOe,w9hDv,wg1P6b,ws9Tlc,xQtZb,xUdipf,xzbRj,yDVVkb,yRXbo,ywOR5c,zbM
L3c,zr1jrb/excm=_b,_r,_tp,iframenavigationview/ed=1/wt=2/rs=ANkVxDn8eTX7n6MxdHgxl45tpAQqdGitiQ/ee=cEt90b:ws9Tlc;QGR0gd:Mlhmy;uY49fb:COQbmf;yxTchf:KU
M7Z;qddgKe:xQtZb;dIoSBb:SpsfSb;EmZ2Bf:zr1jrb;zxnPse:GkRiKb;EVNhjf:pw70Gc;JsbNhc:Xd8iUd;oGtAuc:sOXFj;eBAeSb:zbML3c;NSEoX:lazG7b;Pjplud:EEDORb;io8t
5d:yDVVkb;Oj465e:KG2eXe;Erl4fe:FloWmf;ul9GGd:VDovNc;sP4Vbe:VwDzFe;a56pNe:JEfCwb;kMFpHd:OTA3Ae;NPKaK:SdcwHb;pXdRYb:MdUzUe;nAFL3:s39S4;iFQy
Kf:QIhFr;xqZiqf:BBI74;SNUn3:ZwDk9d;LBgRLc:SdcwHb;wR5FRb:O1Gjze/m=RqjULd"

Preview: "use strict";this.default_TranslateWebserverWebsiteTranslationUi=this.default_TranslateWebserverWebsiteTranslationUi||{};(function(_){var window=this;.try{._.w(
"RqjULd");.var Haa=function(a){if(_.t&&_.t.performance&&_.t.performance.memory){var b=_.t.performance.memory;if(b){var c=new tO;isNaN(b.jsHeapSizeLimit)||_.A(c,
1,Math.round(b.jsHeapSizeLimit).toString());isNaN(b.totalJSHeapSize)||_.A(c,2,Math.round(b.totalJSHeapSize).toString());isNaN(b.usedJSHeapSize)||_.A(c,3,Math.ro
und(b.usedJSHeapSize).toString());_.Tk(a,tO,1,c)}}},Iaa=function(a){if(uO()){var b=performance.getEntriesByType("navigation");if(b&&b.length){var c=new vO;if(b=b[0])
{switch(b.type){case "navigate":c.Je(1);.break;case "reload":c.Je(2);break;case "back_forward":c.Je(3);break;case "prerender":c.Je(4);break;default:c.Je(0)}var d=_.A
(c,2,Math.round(b.startTime));d=_.A(d,3,Math.round(b.fetchStart));d=_.A(d,4,Math.round(b.domainLookupStart));d=_.A(d,5,Math.round(b.domainLookupEnd));d=_.A(d,6,
Math.round(b.connectStart));d=

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines (6637), with no line terminators

Category: downloaded

Size (bytes): 6637

Entropy (8bit): 5.049044491281893

Encrypted: false

SSDEEP: 96:864aoCtrJc6/X3PDNLWJ1xv/m+DPQ+I4FKoh3tGGIpZV6/zsSwdDJFBsVj8QM0G:x4Vx6/vJLave+zakla8odFBsVjfG

MD5: 58AA35495AD72FBB919779F78EC44FD2

SHA1: 641ADECBF64C0F63C82300A6F9C59C816B2FC93D

SHA-256: EEFDBDB8B26F23E7907BDC5BAF92A7ECAFEA5DBF85ACD8D50AD3CB77E4113291

SHA-512: C1442E7BF449585A3648C0EE806ACEBFC64789552E2D41B9859B5C34A5F6A1684DCC8651539289FF705FA42621B2041294A5BEFF0537A56B0C826A04095EAE0A

Malicious: false

Reputation: low

URL: https://ssl.gstatic.com/inputtools/js/ln/17/en.js

Preview: window.LanguageDisplays = {};window.LanguageDisplays.nativeNames = {'hi':'\u0939\u093f\u0928\u094d\u0926\u0940','ps':'\u067e\u069a\u062a\u0648','fil':'Filipino'
,'hmn':'Hmong','mul-latn':'Multiple languages (Latin)','hr':'Hrvatski','ht':'Haitian Creole','hu':'magyar','yi':'\u05d9\u05d9\u05b4\u05d3\u05d9\u05e9','hy':'\u0570\u0561\
u0575\u0565\u0580\u0565\u0576','ccp':'Chakma','zh-Hans':'\u7b80\u4f53\u4e2d\u6587\uff08\u4e2d\u56fd\uff09','zh-Hant':'\u7e41\u9ad4\u4e2d\u6587\uff08\u53f0\u7063
\uff09','yo':'\u00c8d\u00e8 Yor\u00f9b\u00e1','id':'Indonesia','af':'Afrikaans','is':'\u00edslenska','it':'Italiano','am':'\u12a0\u121b\u122d\u129b','iu':'Inuktitut','ar':'\u0627\u
0644\u0639\u0631\u0628\u064a\u0629','pt-PT':'Portugu\u00eas (Portugal)','as':'\u0985\u09b8\u09ae\u09c0\u09af\u09bc\u09be','ja':'\u65e5\u672c\u8a9e','az':'az\u02
59rbaycan','zu':'isiZulu','ro':'rom\u00e2n\u0103','myh':'Makah','ceb':'Binisaya','ru':'\u0420\u0443\u0441\u0441\u043a\u0438\u0439','be':'\u0431\u0435\u043b\u043
0\u0440\u0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: GIF image data, version 89a, 64 x 64

Category: dropped

Size (bytes): 277497

Entropy (8bit): 7.856574749625998

Encrypted: false

SSDEEP: 6144:VFOwz7TMWuXHwjPlASaUqo3Z9vrW7yfAYgJTuioxKI/yf9:V3z7QWuXHwjK9UqgbrHE1oIf9

MD5: 672BFA55B918B562F6F1DE38EDDFBC93

SHA1: 481B9A02CD93EC8B3D03A386AF43312352D1D6A4

SHA-256: 6F260BF3EACB674168155CFB377A8DF06DA619FD7CC6B62F406ACE0113F81ECC

SHA-512: EC85CBADE2082E4F8971990BD42D4E976EF7465B93D36B2737C670E3079FED0434E7C8C26431BF0DD25F38E54C67475DAC2CFAC3775F81CC607712FE68E5195
F

Malicious: false

Reputation: low

Preview: GIF89a@.@..........!..NETSCAPE2.0.....!.......,....@.@...............................<....!....3..4...................$.....,..*..7............&......9..B..H..>........................./..2..%..&.. ....1../..'{.S..<....,
..'....A.....4..:....u.K..........L.....K..}.ON.|n.b..B..IU.f]....p.S..5..D{.VU....O.m..!`.[i.Q|.M.............M.t..K..L....[..v..../.....@.....~b.Tr.MU..q.`h._r.UV.`..5..*d.pQ..O........M..........u.
.M.....i.t..U..j.nM..V.s.....n.x...................S......B.....2S....t.^..S..)g.rP.....].ez.E...x.I..|k.IX._.!c.i.....r.....#..J..7..Hu.^..M..U..G..?...~.G...._`..d............z.ZX...........................}\
....>...g....B..3..H....Y...3.....hM....z..w.G......`..R..S.......U..v.G..Z..z}....|......n....nb.vW..........W.}n.......e..u...................H......*\....#J.H....3R.D).........I.J..R...[.D.h..c..$H..V.c$.7n.
.......q.......!.....vrxH3u"..4h...E.(..BD.....0.h..BU#...5......Dp..c./CdS....*.!,z.ypb...H.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: SVG Scalable Vector Graphics image

Category: downloaded

Chrome Cache Entry: 205

Chrome Cache Entry: 206

Chrome Cache Entry: 207
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Size (bytes): 1254

Entropy (8bit): 5.066197194954144

Encrypted: false

SSDEEP: 24:t4LsQfefL1bAjUDAh9Q36tg8anACOIYeACxNaADwH4KV7875B7X4KrU:+X2fKPi6eLTYeACXXwHj7qNX5U

MD5: D083C5690DC37F8B7A238A18F195D8A0

SHA1: 3C5E3262B7150E80FA9036338395EF04D8245A46

SHA-256: C2790158F77DF106A523639CEF09BD263A9AE747B9004AC214ACE25DD0D4CBD7

SHA-512: A7A953FC1F6E26694D4324C344B069F48D4FEDCEBCA296AE28F79A0BBBB70FB5C28DC84D96625E5389D05C1AD35D77BE302855FAF4032C0F6FFCACA3E1E558
16

Malicious: false

Reputation: low

URL: https://fonts.gstatic.com/s/i/productlogos/google_cloud/v8/192px.svg

Preview: <svg xmlns="http://www.w3.org/2000/svg" xmlns:xlink="http://www.w3.org/1999/xlink" enable-background="new 0 0 192 192" height="192" viewBox="0 0 192 192" width=
"192"><g><defs><rect height="192" id="SVGID_1_" width="192"/></defs><clipPath id="SVGID_2_"><use overflow="visible" xlink:href="#SVGID_1_"/></clipPath><g clip-
path="url(#SVGID_2_)"><path d="M121.11,60.87l5.89,0.11l16.01-16.01l0.78-6.78C131.07,26.87,114.33,19.98,96,19.98 c-33.19,0-61.18,22.57-69.48,53.17c1.75-
1.21,5.48-0.31,5.48-0.31l32-5.26c0,0,1.66-2.72,2.47-2.55 C73.79,57.02,84.32,51.98,96,51.98C105.5,51.98,114.24,55.32,121.11,60.87z" fill="#EA4335"/><path d="M165
.5,73.19c-3.71-13.72-11.39-25.82-21.72-35.01l-22.68,22.68C130.18,68.2,136,79.42,136,91.98v4 c11.03,0,20,8.97,20,20s-8.97,20-20,20H96L92,140v24l4,3.98h
40c28.67,0,52-23.33,52-52C188,98.25,179.08,82.58,165.5,73.19z" fill="#4285F4"/><path d="M56,167.98h39.97v-32H56c-2.94,0-5.72-0.65-8.24-1.8L42,135.95l-
16.02,16.02l-1.4,5.41 C33.31,164.02,44.2,167.98,56,167.98z" fill="#34A

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines (2790)

Category: downloaded

Size (bytes): 181179

Entropy (8bit): 5.464688009666189

Encrypted: false

SSDEEP: 3072:kc57VAEnsFFNOaKy7G5tX9h5mDwka9ikE:kUxVW3K1tXH92

MD5: 0EA93F85108D22366868D28BE0A0EC0F

SHA1: 1C142F0986073F3BC1098072C298D49CC1BB02F2

SHA-256: 59ED8E5678D073603E04633B7D97D43612BF948F2A8AB474434049C765556D22

SHA-512: F69B35E00CDE1598586A3733931318682783500E6FED733EEAF8EF944B99CF0CC2F8AEF7A0818E4ED1CF054B146175E52BEDD8A53B335CD45A0C979A0897C60
9

Malicious: false

Reputation: low

URL: "https://www.gstatic.com/_/mss/boq-translate/_/js/k=boq-
translate.TranslateWebserverWebsiteTranslationUi.en.8s0pSmh60x0.es5.O/am=8CwACA/d=1/excm=_b,_r,_tp,iframenavigationview/ed=1/dg=0/wt=2/rs=ANkVxDlKJeLfPI
8x5XpL_25k11XYM-UzQA/m=_b,_tp,_r"

Preview: "use strict";this.default_TranslateWebserverWebsiteTranslationUi=this.default_TranslateWebserverWebsiteTranslationUi||{};(function(_){var window=this;.try{./*.. Copyright 
2013 Google LLC.. SPDX-License-Identifier: Apache-2.0.*/./*.. Copyright 2011 Google LLC.. SPDX-License-Identifier: Apache-2.0.*/./*. SPDX-License-Identifier: Apache-
2.0 */./*.. Copyright 2005 Google LLC.. SPDX-License-Identifier: Apache-2.0.*/./*.. Copyright 2008 Google LLC.. SPDX-License-Identifier: Apache-2.0.*/./*.. Copyright The 
Closure Library Authors.. SPDX-License-Identifier: Apache-2.0.*/./*.. SPDX-License-Identifier: Apache-2.0.*/./*.. Copyright 2020 Google LLC.. SPDX-License-Identifier: 
Apache-2.0.*/.var fa,ja,Ha,Ma,Ra,Ta,Ua,Va,Wa,Xa,Ya,ab,bb,cb,eb,fb,gb,ib,jb,ob,wb,zb,Cb,Ib,Ub,Vb,ec,jc,mc,oc,pc,sc,tc,uc,vc,wc,xc,rc,Cc,Gc,Ic,Lc,Jc,Nc,Tc,cd,Y
c,dd,fd,hd,td,xd,ud,zd,B,Dd,Ld,Qd,Td,Ud,$d,be,ke,qe,Fe,ze,Ie,Ke,Le,Ne,cf,ef,mf,nf,uf,yf,zf,Af,Bf,Cf,Kf,Mf,Qf,Vf,aa,Wf,Xf,Yf,$f,ag,cg,dg,kg,lg,mg,og,sg,qg,rg,tg,ug;_.n=fun

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines (733)

Category: downloaded

Size (bytes): 11281

Entropy (8bit): 5.503169384297559

Encrypted: false

SSDEEP: 192:yQHFM+0GQHFxt21UGKg8n6Yus2GUTjq5ALYiH9NUDn+qB:yAiGAOUHNnTqvqilNUDnBB

MD5: A49AE506A03F458FD75532B1C25BCF16

SHA1: 0514DE38EAC860F0CBF1290DEA50C8EBB954B10E

SHA-256: 6357F5EF28451577094339BD34ACA335A8ABAED6987BBA01A301587311A5767C

SHA-512: FDD4885BEDF0E51E20634C4DABDD86BC73A5A2D0EACB41BD2D3BB996C50B761BC38352D41FA4DBBAE0A5D0D1BB43C695EB2E961FB1AA7957C74B0DE5ED4
7BCDB

Malicious: false

Reputation: low

Chrome Cache Entry: 208

Chrome Cache Entry: 209
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URL: "https://www.gstatic.com/_/mss/boq-translate/_/js/k=boq-translate.TranslateWebserverUi.en_US.gU6vqBGj5OA.es5.O/ck=boq-
translate.TranslateWebserverUi.XS_65KTRH0U.L.B1.O/am=gemZDQsCAQg/d=1/exm=A7fCU,AJZZxc,AKLKy,AV6dJd,BVgquf,CHCSlb,COQbmf,CTfTTd,CW8lw,DFTXbf
,E2VjNc,EEDORb,EF8pe,EFQ78c,FZTbYc,G0j0Je,GILUZe,GSlykd,GiFjve,Gkrb3e,HruX3d,HwavCb,I6YDgd,IZT63,Id96Vc,IjTJJb,Izs65d,JE2clc,JH2zc,JNcm2e,JNoxi,JPv
Ypc,JVNQkc,JWUKXe,K4PcAe,KG2eXe,KOuY1b,KUM7Z,L1AAkb,LEikZe,LFynkb,LP4cEc,M2suMc,MDB2J,MI6k7c,MJWMce,MY2OBe,MaBk4,Mlhmy,MnwvSb,MpJwZc,
N2mfec,NotTJb,NufREb,NwH0H,O1Gjze,O6y8ed,OTA3Ae,OmgaI,P6Sgne,PJgxJf,PrPYRd,QIhFr,QKK0O,Qnj3Pe,QqJ8Gd,R6UQsc,RAnnUd,RMhBfe,RqjULd,Ru0Pgb,S
NtCZb,SdcwHb,SpsfSb,TJQ3Ud,Tpj7Pb,TzmfU,U0aPgd,UECOXe,UUJqVe,UWMmZb,Uas9Hd,UfGXTd,Ulmmrd,Un38xf,UthHZe,V3dDOb,V8JnLd,VETAO,VNcg1e,VwDz
Fe,WCciof,WO9ee,WYNSOe,XBRlNc,XMsnSd,XVMNvd,Xn16n,YrN4Fb,ZH8ved,ZbunN,ZfAoz,ZwDk9d,_b,_r,_tp,a4GDlb,aW3pY,aurFic,bD99Db,bTi8wc,bYHiff,byfTOb,c
PVRG,ceo3ne,dmy0Zb,duFQFc,eM1C7d,eYJrS,ehH0Pd,fKBXPe,fKUV3e,fR6Vdb,ff8rzd,fmklff,g8fAWe,gJzDyc,gWGePc,glibvb,gychg,hB8iWe,hKSk3e,hPAkKe,hc6Ubd,h
mxKAd,i5dxUd,j4UNFc,jMem0b,jl0Zdc,kWgXee,kjKdXe,lWpni,lazG7b,lsjVmc,lwddkf,m9oV,mI3LFb,mNvcvf,mdR7q,mmcjze,mzzZzc,n391td,n73qwf,nKuFpb,onWwzb,ovK
uLd,p8L0ob,pKzUve,pjICDe,pvoWvc,pw70Gc,qRXAtf,rCcCxc,rPRh8e,rSlV0d,s2VbJb,s2XCRc,s39S4,sGhhBd,sJhETb,soHxf,t1sulf,tQX3bd,tQbu0,tjiVBd,u8fSBf,uu7UOe,
w9hDv,ws9Tlc,xQtZb,xUdipf,xdp6Ne,xzbRj,yDVVkb,yi1Dad,zbML3c,zr1jrb/excm=_b,_r,_tp,mainview/ed=1/wt=2/rs=ANkVxDlNdNQkIIQ5jdhorHShpbboGm2ObA/ee=cEt9
0b:ws9Tlc;QGR0gd:Mlhmy;uY49fb:COQbmf;yxTchf:KUM7Z;qddgKe:xQtZb;dIoSBb:SpsfSb;EmZ2Bf:zr1jrb;EVNhjf:pw70Gc;eBAeSb:zbML3c;yEQyxe:p8L0ob;JsbNhc:Xd8i
Ud;NSEoX:lazG7b;zxnPse:duFQFc;pXdRYb:XBRlNc;oGtAuc:sOXFj;wQlYve:aLUfP;g8nkx:U4MzKc;Pjplud:EEDORb;io8t5d:yDVVkb;Oj465e:KG2eXe;Erl4fe:FloWmf;ul9G
Gd:VDovNc;sP4Vbe:VwDzFe;a56pNe:JEfCwb;kMFpHd:OTA3Ae;NPKaK:SdcwHb;nAFL3:s39S4;iFQyKf:QIhFr;kbAm9d:MkHyGd;xqZiqf:BBI74;SNUn3:ZwDk9d;LBgRLc:S
dcwHb;wR5FRb:O1Gjze/m=ZakeSe"

Preview: "use strict";this.default_TranslateWebserverUi=this.default_TranslateWebserverUi||{};(function(_){var window=this;.try{._.k("Jnyqrc");._.XP=function(a){_.N.call(this,a.va
)};_.C(_.XP,_.N);_.XP.qa=function(){return{}};_.Tw(_.XP);._.p();./*.. Copyright 2020 Google Inc... Permission is hereby granted, free of charge, to any person obtaining a 
copy. of this software and associated documentation files (the "Software"), to deal. in the Software without restriction, including without limitation the rights. to use, copy, 
modify, merge, publish, distribute, sublicense, and/or sell. copies of the Software, and to permit persons to whom the Software is. furnished to do so, subject to the follo
wing conditions:.. The above copyright notice and this permission notice shall be included in. all copies or substantial portions of the Software... THE SOFTWARE IS 
PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR. IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTA
BILITY,. FITNESS FOR

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: SVG Scalable Vector Graphics image

Category: dropped

Size (bytes): 6225

Entropy (8bit): 5.976934819783072

Encrypted: false

SSDEEP: 96:+R2K3Z4n7tyVwip82hezk6227gLFoXhu1XuE20ot+pVY3YptWDzOzgXK3Zx:ql3KnxyGGMzb7noR20NTww33

MD5: 2BD5C073A88B83ED74DB88282A56DDFB

SHA1: D0EBFC376F8C6A44A8D4CD216817DCD7D0C33650

SHA-256: AB5C23A05E39DEED14D9D8262B0DCE9F024F86105A27196CAD37D14A3F516E09

SHA-512: 5C6C4A92E93FC0F6A675658CC84F6187FDEBD3EEE94EFD07E24658736CBA598F3BC7156B19834B13FB44C1D43FCB7DF9FCCA7F0A453037E30DA76BA8F4B23B
89

Malicious: false

Reputation: low

Preview: <svg xmlns="http://www.w3.org/2000/svg" xmlns:xlink="http://www.w3.org/1999/xlink" height="24" viewBox="0 0 24 24" width="24"><path d="M0 0h24v24H0z" fill="none
"/><defs><path d="M21.5 5h-9.17L11 1H2.5C1.68 1 1 1.68 1 2.5v15c0 .83.68 1.5 1.5 1.5h9.17L13 23h8.5c.82 0 1.5-.68 1.5-1.5v-15c0-.83-.68-1.5-1.5-1.5z" id="a"/></
defs><clipPath id="b"><use overflow="visible" xlink:href="#a"/></clipPath><g clip-path="url(#b)"><image height="31" opacity=".2" overflow="visible" transform="t
ranslate(3 1)" width="29" xlink:href="data:image/png;base64,iVBORw0KGgoAAAANSUhEUgAAAB0AAAAfCAYAAAAbW8YEAAAACXBIWXMAAAsSAAALEgHS3X
78AAAA GXRFWHRTb2Z0d2FyZQBBZG9iZSBJbWFnZVJlYWR5ccllPAAABQBJREFUeNq8V8tu20YUvXdm+LCk RKiMwI1TFEXhVZJd1gW66xekv9DPqPsvXdU/
UaDroJskKy+CInCcGpKtFy2SM/f2DEXZia0odtKW AkFJ8zhzzn3S0Ycvps+79EMDbj3Yfgv4EM+XTN/fEOb3Zg3AXmq7j64D5/e/x/EfzZMnX5jx+LFZ LLyp6yNDOzsk
Yb6RubFdpbdvKUl2Jc+d9PvP5dmzUyH6TVoYXQOq+H5g9vb+cONsO9maLpIyyZPU kZNAppmh9Vpg5kSXwCSVJ5/Vi/r8Tl73y2F9ePidJ3oaga+B4vkUgF+6EW1ndz11g
vNdDdL1bDN

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines (32012)

Category: downloaded

Size (bytes): 69597

Entropy (8bit): 5.369216080582935

Encrypted: false

SSDEEP: 1536:qNhEyjjTikEJO4edXXe9J578go6MWX2xkjVe4c4j2ll2Ac7pK3F71QDU8CuT:Exc2yjq4j2uYnQDU8CuT

MD5: 5F48FC77CAC90C4778FA24EC9C57F37D

SHA1: 9E89D1515BC4C371B86F4CB1002FD8E377C1829F

SHA-256: 9365920887B11B33A3DC4BA28A0F93951F200341263E3B9CEFD384798E4BE398

SHA-512: CAB8C4AFA1D8E3A8B7856EE29AE92566D44CEEAD70C8D533F2C98A976D77D0E1D314719B5C6A473789D8C6B21EBB4B89A6B0EC2E1C9C618FB1437EBC77D3
A269

Malicious: false

Reputation: low

URL: https://code.jquery.com/jquery-3.2.1.slim.min.js

Preview: /*! jQuery v3.2.1 -ajax,-ajax/jsonp,-ajax/load,-ajax/parseXML,-ajax/script,-ajax/var/location,-ajax/var/nonce,-ajax/var/rquery,-ajax/xhr,-manipulation/_evalUrl,-event/ajax,-
effects,-effects/Tween,-effects/animatedSelector | (c) JS Foundation and other contributors | jquery.org/license */.!function(a,b){"use strict";"object"==typeof module
&&"object"==typeof module.exports?module.exports=a.document?b(a,!0):function(a){if(!a.document)throw new Error("jQuery requires a window with a document");return 
b(a)}:b(a)}("undefined"!=typeof window?window:this,function(a,b){"use strict";var c=[],d=a.document,e=Object.getPrototypeOf,f=c.slice,g=c.concat,h=c.push,i=c.indexOf,j=
{},k=j.toString,l=j.hasOwnProperty,m=l.toString,n=m.call(Object),o={};function p(a,b){b=b||d;var c=b.createElement("script");c.text=a,b.head.appendChild(c).pare
ntNode.removeChild(c)}var q="3.2.1 -ajax,-ajax/jsonp,-ajax/load,-ajax/parseXML,-ajax/script,-ajax/var/location,-ajax/var/nonce,-ajax/var/rquery,-ajax/xhr,-manipulation/_e

Chrome Cache Entry: 210

Chrome Cache Entry: 211
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Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines (32065)

Category: downloaded

Size (bytes): 85578

Entropy (8bit): 5.366055229017455

Encrypted: false

SSDEEP: 1536:EYE1JVoiB9JqZdXXe2pD3PgoIiulrUndZ6a4tfOR7WpfWBZ2BJda4w9W3qG9a986:v4J+OlfOhWppCW6G9a98Hr2

MD5: 2F6B11A7E914718E0290410E85366FE9

SHA1: 69BB69E25CA7D5EF0935317584E6153F3FD9A88C

SHA-256: 05B85D96F41FFF14D8F608DAD03AB71E2C1017C2DA0914D7C59291BAD7A54F8E

SHA-512: 0D40BCCAA59FEDECF7243D63B33C42592541D0330FEFC78EC81A4C6B9689922D5B211011CA4BE23AE22621CCE4C658F52A1552C92D7AC3615241EB640F8514D
B

Malicious: false

Reputation: low

URL: https://ajax.googleapis.com/ajax/libs/jquery/2.2.4/jquery.min.js

Preview: /*! jQuery v2.2.4 | (c) jQuery Foundation | jquery.org/license */.!function(a,b){"object"==typeof module&&"object"==typeof module.exports?module.exports=a.document?
b(a,!0):function(a){if(!a.document)throw new Error("jQuery requires a window with a document");return b(a)}:b(a)}("undefined"!=typeof window?window:this,function(a,b)
{var c=[],d=a.document,e=c.slice,f=c.concat,g=c.push,h=c.indexOf,i={},j=i.toString,k=i.hasOwnProperty,l={},m="2.2.4",n=function(a,b){return new n.fn.init(a,b)},o=/^[\s\uF
EFF\xA0]+|[\s\uFEFF\xA0]+$/g,p=/^-ms-/,q=/-([\da-z])/gi,r=function(a,b){return b.toUpperCase()};n.fn=n.prototype={jquery:m,constructor:n,selector:"",length:0,toArray:func
tion(){return e.call(this)},get:function(a){return null!=a?0>a?this[a+this.length]:this[a]:e.call(this)},pushStack:function(a){var b=n.merge(this.constructor(),a);return 
b.prevObject=this,b.context=this.context,b},each:function(a){return n.each(this,a)},map:function(a){return this.pushStack(n.map(this,function(b,c){return a.call

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: Web Open Font Format (Version 2), TrueType, length 31568, version 1.0

Category: downloaded

Size (bytes): 31568

Entropy (8bit): 7.99179193151151

Encrypted: true

SSDEEP: 768:nV/PrFLvj4faRm0uZd9N56pGyOPRA3Y8NyjZ:pPrFbjU0m0Qd56pYA3YUa

MD5: EB11BFB369775FF0739DABB3A5F379CC

SHA1: 2EEBAEA2F7080C0B256FBFC70AB91473243AF0F8

SHA-256: 2E0BDC192134BB3950A1BA4C1148901E39EBD8D2D01F64EF23106E90A9F771B0

SHA-512: 59E89752E932AADE54D5B2B940E09F3C8B12A836F1C5EB515E82036A97492F42E12A4FB3DC156CB8D969D6CB4E8FD8F18B358715F972E12D4596AD390430CB21

Malicious: false

Reputation: low

URL: https://fonts.gstatic.com/s/productsans/v9/pxiDypQkot1TnFhsFMOfGShVF9eO.woff2

Preview: wOF2......{P......H...z...........................X..j.`....l..a.....P.._..8....h.6.$..l. ..8..{...[.3.@..o1.........(..vD.D^r.;..(..7%....?/i.a.t.kKa...fi(T.DE.....P.b..-n.i..=.q-1QR.$...1..3C.....A.
.v...y:.n....&M.}.p)...r...p.l...5t...I..N.....>G..Of.f...N.H"y.{9....d......u/..f.&=...:..@...A.e3.a2.e.R f.L..E..nN...mO...+.....f..`._..G....O...s].q..).m"k..a...U..........SDRR........^J..g.J.....
.Mcic......u.f".|.:...J8./...zv.....?1.........<...[.-<.I........k<.M.kp]j.?...l.....d..Y ........k.(..M.S....E.(...~..#.........}..91 ...d...k...6....m.XA........p*.X.`.6...u.l...o..._....S._.G.....%SZ...K.~..
1.Z.....vu..2...T.+E...Ob...\..D&...KdrR9..T"......Hr.T".. ..e........B0...._.O.\.33w.........-...2....u..K.+.J....R....G.TX....nI....@.."*l.%t..-$z<....1:.F.9.......5...f.4..%Y2.P.@.t.....S
..e.1..z...o<....O.*ECp....z.....g. (...*....];...7...r..w....Z8W.$.z$.z.y{...6.........F.....'..y|...R.ss...[.UM.".}.d....d..f.%.l.A..N+\....H..Y..*t

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines (614)

Category: downloaded

Size (bytes): 315205

Entropy (8bit): 5.675575977669095

Encrypted: false

SSDEEP: 3072:jUfAIV5rC60zO3Apg4y37vak3pp04h3NDQ+d4JDQRIFAjhg/9cODcxVyssUWZJS/:syBp9yrL304NNk+aJDQRIdLpUWbSgqlz

MD5: 28F75E4C90C4A673D5766A221FF65EF8

SHA1: D92E0C76B4AE5CE6975584CF8BEA2A0611EE4AB1

SHA-256: E6214233AD5A0094FFD0F4846BB133599DAEBDC7407D365DC7CBDF4135B6CDC2

SHA-512: C8C287EB83DAE5BAC781A4579D5DB77267A195E40F1BC317246B47AB3F0C78513622131135CE7C21D39DB2FF8A772A87609CEA34FB373C424950EAC20A8CDC6
F

Malicious: false

Reputation: low

URL: https://www.gstatic.com/inputtools/js/ita/inputtools_3.js

Chrome Cache Entry: 212

Chrome Cache Entry: 213

Chrome Cache Entry: 214
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Preview: (function(){/*.. Copyright The Closure Library Authors.. SPDX-License-Identifier: Apache-2.0.*/.'use strict';var aa="-t-k0-und",ba="Africa Latin",ca="CYRILLIC T
YPEWRITTER",g="DIV",da="Deutsch",ea="Din\u00e9 bizaad - Modern",fa="Edge",ha="English",ia="Firefox",ka="Fran\u00e7ais",la="GOOGLE_INPUT_CHEX
T_FLAG",ma="GOOGLE_INPUT_NON_CHEXT_FLAG",na="IFRAME",oa="INPUT",pa="IS_INPUT_ACTIVE",qa="Inscript",ra="Internet Explorer",sa="Invalid event 
type",ta="Italiano",ua="Move cursor to a text field before you click a candidate",va="Nederlands",wa="Opera",xa="PHONETIC",ya="Portugu\u00eas",za="Portugu\u00eas 
brasileiro",.Aa="Portugu\u00eas europeu",Ba="SCRIPT",n="SPAN",Ca="Symbol.iterator",Da="TEXTAREA",Ea="US International",Fa="about:invalid#zClosurez",
Ga="absolute",Ia="act",Ja="action",Ka="activedescendant",La="af-t-i0-handwrit",Ma="am-t-i0-handwrit",Na="am-t-i0-und",Oa="ar-t-i0-handwrit",Pa="ar-t-i0-und",Qa="ar-t-
k0-und",Ra="aria-label",Sa="as-t-i0-handwrit",Ta="assertive",Ua="autocapitalize",Va=

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: JPEG image data, baseline, precision 8, 1920x1080, components 3

Category: dropped

Size (bytes): 14816

Entropy (8bit): 3.6441206238593775

Encrypted: false

SSDEEP: 192:Gh80r9TEA79MMl5hpYc/kD4XbsphvPIxKRvo0J:Ghr9FPW2kD4rsrPI0Rvoi

MD5: 74ED54BE49899F8F9B46E6B09AF92DF0

SHA1: DB9A84FEB8900ADD663868A11EEDD26A2C8BEADD

SHA-256: CD02716AEFD411689E481090941748A4BF0F6D8335CA99166F6CC5873F8D4899

SHA-512: E0128F4A8703F6AC6FBF67A66A3E62BF4C13D2C876724E71B671C16CFA0C5C63A55FF307A6CBEC0B1C101D9A03D03E71A26B85F420BE259D5529A47E8CC5366
3

Malicious: false

Reputation: low

Preview: ......Adobe.d........C..................................................#"""#''''''''''...C..................................................!! !!''''''''''......8....".........................................................!..................................
...........................?..............@....PPE.@..........T.*..@....@.@...@.E.....@.....@..E..DP..Q*......(.. ...........@...D.PQ.Q*........... . .........P.T.....D.....A.......@..(....... (.(.(.(.........A
P......(...............*..(.........(......#H..... ............ .!PTJ(..............A.T..Q.......P...P..P..P......@.P.D.D.DP......@......@...........Z .U....T( ............"..................."............. ..T.D.Q.Q.Q..
...@...P.........T.DP.....Q.........T.P.@DiT...@.......@...@@*P...(............................@...@....................P....P..........A...............E....P.P.T......(.............( ............ . ..............TAE...D
.D.@...........@..........P.i............P......P...AD.@.................P..P.......A@....

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines (54456)

Category: downloaded

Size (bytes): 54641

Entropy (8bit): 4.712564291864468

Encrypted: false

SSDEEP: 768:SuV31Uz1RPq4NvvU63HJYkQCZ/WMQyjJKp7CzsGnQzU:SuczrC4NnzHSBCkgu7cs1w

MD5: 251D28BD755F5269A4531DF8A81D5664

SHA1: C0F035B41B23C6E8FAB735F618AA3CFF0897B4F9

SHA-256: AFDC6BF2DE981FFD7D370B76F44E7580572F197EFBE214B9CFA4005D189D8EAE

SHA-512: 8111F411C21C6011644139DBA4EF24D1696C0F6D31E55CE384E0353A0F3E65402170C502BDDF803C3DF9149C371B31C03F77BE98FDBC61C0C9C55AFBE399681F

Malicious: false

Reputation: low

URL: https://use.fontawesome.com/releases/v5.7.0/css/all.css

Preview: /*!. * Font Awesome Free 5.7.0 by @fontawesome - https://fontawesome.com. * License - https://fontawesome.com/license/free (Icons: CC BY 4.0, Fonts: SIL OFL 1.1, 
Code: MIT License). */..fa,.fab,.fal,.far,.fas{-moz-osx-font-smoothing:grayscale;-webkit-font-smoothing:antialiased;display:inline-block;font-style:normal;font-variant:
normal;text-rendering:auto;line-height:1}.fa-lg{font-size:1.33333em;line-height:.75em;vertical-align:-.0667em}.fa-xs{font-size:.75em}.fa-sm{font-size:.875em}.fa-1x{font-s
ize:1em}.fa-2x{font-size:2em}.fa-3x{font-size:3em}.fa-4x{font-size:4em}.fa-5x{font-size:5em}.fa-6x{font-size:6em}.fa-7x{font-size:7em}.fa-8x{font-size:8em}.fa-9x{font-siz
e:9em}.fa-10x{font-size:10em}.fa-fw{text-align:center;width:1.25em}.fa-ul{list-style-type:none;margin-left:2.5em;padding-left:0}.fa-ul>li{position:relative}.fa-li{left:-2
em;position:absolute;text-align:center;width:2em;line-height:inherit}.fa-border{border:.08em solid #eee;border-radius:.1em;padding:.2em .25em .15em}.fa-pull-lef

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines (2474)

Category: downloaded

Size (bytes): 73413

Entropy (8bit): 5.410899817282405

Encrypted: false

SSDEEP: 768:9Qx3AWo/E5k7lMPRHqUR8WBFPKsQGk0ZFfrqFDIwW7vcD5owgevczB49d+ab1UP9:e51KlWBRzQGk8qucK2+Qd+OmJgNNVED

MD5: 419E141C350F9D994C404545E28D2DA8

SHA1: 7180BD9B2C899309CE620AA282F54F0996CFB634

SHA-256: A7106E6EE70B0951396E9EBCDD92876879F787396FB1F63A44094E21C04C4B05

SHA-512: 4FB4F41D930F32E9F68B48FF2FB27CB2A26285BFB396CDE78348870629E14605483BAAA04B19602F3AD157720A8AA7961D5D0124310D6AFA188C0F107073148F

Malicious: false

Chrome Cache Entry: 215

Chrome Cache Entry: 216

Chrome Cache Entry: 217
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Reputation: low

URL: https://www.gstatic.com/_/translate_http/_/js/k=translate_http.tr.en_GB.Yo5I30miBZ0.O/d=1/rs=AN8SPfpYME_0xc7tmdHZg9HzP9lctiiNjA/m=corsproxy

Preview: "use strict";this.default_tr=this.default_tr||{};(function(_){var window=this;.try{./*.. Copyright The Closure Library Authors.. SPDX-License-Identifier: Apache-2.0.*/./*.. SPDX-
License-Identifier: Apache-2.0.*/.var ba,ea,ja,ra,xa,Aa,Pa,Sa,Ta,Ua,Va,ab,bb,cb,db,eb,fb,hb,ib,mb;_.aa=function(a,b){if(Error.captureStackTrace)Error.captureStack
Trace(this,_.aa);else{var c=Error().stack;c&&(this.stack=c)}a&&(this.message=String(a));void 0!==b&&(this.cause=b)};ba=function(a){_.r.setTimeout(function(){throw 
a;},0)};_.ca=function(a){a&&"function"==typeof a.U&&a.U()};ea=function(a){for(var b=0,c=arguments.length;b<c;++b){var d=arguments[b];_.da(d)?ea.apply(null,d):_.ca(d)}}
;ja=function(){!_.fa&&_.ha&&_.ia();return _.fa};._.ia=function(){_.fa=(0,_.ha)();ka.forEach(function(a){a(_.fa)});ka=[]};_.na=function(a){_.fa&&la(a)};_.pa=function(){_.f
a&&oa(_.fa)};ra=function(a,b){b.hasOwnProperty("displayName")||(b.displayName=a);b[qa]=a};_.ta=function(a,b){return 0<=sa(a,b)};_.ua=function(a,b){_.ta(a,b)||a.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: downloaded

Size (bytes): 455

Entropy (8bit): 5.232179688103835

Encrypted: false

SSDEEP: 12:k6El6qF5EytxhWU18D0IZevDHhivDIyAXfpkbRNkN0:k6Pq7PtxhWU18Hgv1WMy/rkK

MD5: 3609CF4A70B7CC6F144D3134941F7EFE

SHA1: D30E1F85ED3B01A85B178AC902EDA773136923BF

SHA-256: CD1E1EEE482CED6D6546BBB001526072825464528FA359AE40940D28BE521420

SHA-512: DD1221FE50DBDC4B87CB7AF921D5939A678421D52016BE2C9F6D70D146CDEEDEC38DADC244723C00D6189E5D3983845CE6EF4E084242864F77F258F1AC98889
3

Malicious: false

Reputation: low

URL: "https://www.gstatic.com/_/mss/boq-translate/_/js/k=boq-translate.TranslateWebserverUi.en_US.gU6vqBGj5OA.es5.O/ck=boq-
translate.TranslateWebserverUi.XS_65KTRH0U.L.B1.O/am=gemZDQsCAQg/d=1/exm=A7fCU,AJZZxc,AKLKy,AV6dJd,BVgquf,CHCSlb,COQbmf,CTfTTd,CW8lw,DFTXbf
,E2VjNc,EEDORb,EF8pe,EFQ78c,FZTbYc,G0j0Je,GILUZe,GSlykd,GiFjve,Gkrb3e,HgVFRb,HruX3d,HwavCb,I6YDgd,IZT63,Id96Vc,IjTJJb,Izs65d,JE2clc,JH2zc,JNcm2e,J
Noxi,JPvYpc,JVNQkc,JWUKXe,K4PcAe,KG2eXe,KOuY1b,KUM7Z,L1AAkb,LEikZe,LFynkb,LP4cEc,M2suMc,MDB2J,MI6k7c,MJWMce,MY2OBe,MaBk4,Mlhmy,MnwvSb,
MpJwZc,N2mfec,NotTJb,NufREb,NwH0H,O1Gjze,O6y8ed,OTA3Ae,OmgaI,P6Sgne,PJgxJf,PrPYRd,QIhFr,QKK0O,Qnj3Pe,QqJ8Gd,R6UQsc,RAnnUd,RMhBfe,RqjULd,R
u0Pgb,SNtCZb,SdcwHb,SpsfSb,T8kZcd,TJQ3Ud,Tpj7Pb,TzmfU,U0aPgd,UECOXe,UUJqVe,UWMmZb,Uas9Hd,UfGXTd,Ulmmrd,Un38xf,UthHZe,V3dDOb,V8JnLd,VETA
O,VNcg1e,VwDzFe,WCciof,WO9ee,WYNSOe,XBRlNc,XMsnSd,XVMNvd,Xn16n,YrN4Fb,ZH8ved,ZbunN,ZfAoz,ZwDk9d,_b,_r,_tp,a4GDlb,aW3pY,aurFic,bD99Db,bTi8wc
,bYHiff,bm51tf,byfTOb,cPVRG,ceo3ne,dmy0Zb,duFQFc,eM1C7d,eYJrS,ehH0Pd,fKBXPe,fKUV3e,fR6Vdb,ff8rzd,fmklff,g8fAWe,gJzDyc,gWGePc,glibvb,gychg,hB8iWe,hK
Sk3e,hPAkKe,hc6Ubd,hmxKAd,i5dxUd,j4UNFc,jMem0b,jl0Zdc,kWgXee,kjKdXe,lWpni,lazG7b,lsjVmc,lwddkf,m9oV,mI3LFb,mNvcvf,mdR7q,mmcjze,mzzZzc,n391td,n73q
wf,nKuFpb,onWwzb,ovKuLd,p8L0ob,pKzUve,pjICDe,pvoWvc,pw70Gc,q0xTif,qRXAtf,rCcCxc,rPRh8e,rQ304,rSlV0d,s2VbJb,s2XCRc,s39S4,sGhhBd,sJhETb,sOXFj,soHxf
,t1sulf,tQX3bd,tQbu0,tjiVBd,u8fSBf,uD1GC,uu7UOe,w9hDv,ws9Tlc,xQtZb,xUdipf,xdp6Ne,xzbRj,yDVVkb,yi1Dad,zbML3c,zr1jrb/excm=_b,_r,_tp,mainview/ed=1/wt=2/rs=A
NkVxDlNdNQkIIQ5jdhorHShpbboGm2ObA/ee=cEt90b:ws9Tlc;QGR0gd:Mlhmy;uY49fb:COQbmf;yxTchf:KUM7Z;qddgKe:xQtZb;dIoSBb:SpsfSb;EmZ2Bf:zr1jrb;EVNhjf:pw
70Gc;eBAeSb:zbML3c;yEQyxe:p8L0ob;JsbNhc:Xd8iUd;NSEoX:lazG7b;zxnPse:duFQFc;pXdRYb:XBRlNc;oGtAuc:sOXFj;wQlYve:aLUfP;g8nkx:U4MzKc;Pjplud:EEDORb;i
o8t5d:yDVVkb;Oj465e:KG2eXe;Erl4fe:FloWmf;ul9GGd:VDovNc;sP4Vbe:VwDzFe;a56pNe:JEfCwb;kMFpHd:OTA3Ae;NPKaK:SdcwHb;nAFL3:s39S4;iFQyKf:QIhFr;kbAm9
d:MkHyGd;xqZiqf:BBI74;SNUn3:ZwDk9d;LBgRLc:SdcwHb;wR5FRb:O1Gjze/m=xuEY0"

Preview: "use strict";this.default_TranslateWebserverUi=this.default_TranslateWebserverUi||{};(function(_){var window=this;.try{._.k("xuEY0");.var YS=function(a){_.jw.call(this,a.
va)};_.C(YS,_.jw);YS.qa=_.jw.qa;YS.prototype.Hc=function(){return"xuEY0"};YS.prototype.Gd=function(){return!0};YS.prototype.Ic=function(){return _.VS};_.iw(_.ks
a,YS);_.Dv.xuEY0=_.Wz;._.p();.}catch(e){_._DumpException(e)}.}).call(this,this.default_TranslateWebserverUi);.// Google Inc..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines (1583)

Category: downloaded

Size (bytes): 130604

Entropy (8bit): 5.515802788836387

Encrypted: false

SSDEEP: 3072:XwZm1ksMh0CoepFLzY9EqoBL9FxpkCvXijUltAJYhkXkEAtI18w5:XRSLedG5Y9EqoBL9FxpkCvXijUlSGhor

MD5: 04BA4AB84C4FBDEFE3829EFB58BAF8A5

SHA1: 2C8235FE671B8FCA23BB0FCE4D878BC0F14E6616

SHA-256: BBDB8B1702529A89D5056669B6B9D1DB7E5BD21ABD2440052B76DAE432DAC69D

SHA-512: 75BF0777802CC4C835B7912DFD61F98993B7C3E158BB9B1C5EF66B2B7DF8E9C31E109A5C04E1121D77E922BD86AD52696D3C44BC4E8472EC39351F71E459B5A
3

Malicious: false

Reputation: low

URL: "https://www.gstatic.com/og/_/js/k=og.qtm.en_US.ODCNLawGeLk.2019.O/rt=j/m=q_dnp,qmd,qcwid,qapid/exm=qaaw,qabr,qadd,qaid,qalo,qebr,qein,qhaw,qhba,qhbr,qhch
,qhga,qhid,qhin,qhlo,qhmn,qhpc,qhpr,qhsf,qhtt/d=1/ed=1/rs=AA2YrTvkbJWV1adPbuzYq0DsgPYnetf7Bg"

Preview: this.gbar_=this.gbar_||{};(function(_){var window=this;.try{._.Hj=function(a,b){_.Ea?a[_.Ea]&&(a[_.Ea]&=~b):void 0!==a.Bb&&(a.Bb&=~b)};_.Ij=function(a,b,c,d,e){let f=_.E(
a,b,d);Array.isArray(f)||(f=_.gc);const g=_.r(f);g&1||_.Ha(f);if(e)g&2||_.Fa(f,18),c&1||Object.freeze(f);else{e=!(c&2);const h=g&2;c&1||!h?e&&g&16&&!h&&_.Hj(f,16):(f=_.Ha
(Array.prototype.slice.call(f)),_.ic(a,b,f,d))}return f};._.Jj=function(a,b,c,d,e){var f=!!(e&2);a.i||(a.i={});var g=a.i[c],h=_.Ij(a,c,3,void 0,f);if(!g){var l=h;g=[];f=!!(e&2);h=!!(_.r(l)&2
);const A=l;!f&&h&&(l=Array.prototype.slice.call(l));var q=e|(h?2:0);e=h;let v=0;for(;v<l.length;v++){var p=l[v];var u=b;Array.isArray(p)?(_.Oa(p,q),p=new u(p)):p=void 0;void 
0!==p&&(e=e||!!(2&_.r(p.na)),g.push(p))}a.i[c]=g;q=_.r(l);b=q|33;b=e?b&-9:b|8;q!=b&&(e=l,Object.isFrozen(e)&&(e=Array.prototype.slice.call(e)),_.Ga(e,b),l=e);A!==l&&
_.ic(a,c,l);(f||1===d&&h)&&_.Fa(g,.18);(f||1===d)&&Object.freeze(g);return g}if(3===d)return g;f||((f=Object.isFrozen(g),1!==d||f)

Chrome Cache Entry: 218

Chrome Cache Entry: 219

Chrome Cache Entry: 220
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Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines (759)

Category: downloaded

Size (bytes): 1316

Entropy (8bit): 5.273050907637921

Encrypted: false

SSDEEP: 24:k6DrNxDrNQ84pirrQI9HY1nuDuV+9/IVODuQ1si9R2RgepoHs36usYF1ZIdULr2L:XLQ84peFFkCzpCUYRPGTYzZIdULrnDZu

MD5: 6186AB0918704E52B6F80ACB1968FEEE

SHA1: 023A77F589F9558494AE81AD14E06A96BF38E908

SHA-256: 5B1A05054E86DDC6FF3D5AAA6CD86D6DED9E83D122FD207C6070C7484E7D16A1

SHA-512: 30ECE763950BA1AD57B8862A733D7676813745C7C384B01FD2C55901A2AA5C8E57F0DE8581899D27DD67004CA09A23C79F169EED3003DCF89442CF9610EF2337

Malicious: false

Reputation: low

URL: "https://www.gstatic.com/_/mss/boq-translate/_/js/k=boq-translate.TranslateWebserverWebsiteTranslationUi.en.8s0pSmh60x0.es5.O/ck=boq-
translate.TranslateWebserverWebsiteTranslationUi.egOQXOt5Qss.L.B1.O/am=8CwACA/d=1/exm=A7fCU,BBI74,BVgquf,COQbmf,CXsKQe,DFTXbf,EEDORb,EFQ78c,G
kRiKb,HwavCb,IZT63,J1hrIc,JH2zc,JNoxi,JWUKXe,JzDP5e,KG2eXe,KUM7Z,L1AAkb,L2d1X,LEikZe,MdUzUe,Mlhmy,MpJwZc,NwH0H,O1Gjze,O6y8ed,OTA3Ae,OmgaI,
P5Thrf,PHUIyb,PrPYRd,PxcVCe,QIhFr,QM0Gm,RAnnUd,RMhBfe,RqjULd,SdcwHb,SpsfSb,U0aPgd,UUJqVe,Uas9Hd,Ulmmrd,V3dDOb,VNcg1e,VwDzFe,W225x,XVMNv
d,Z5uLle,ZfAoz,ZwDk9d,_b,_r,_tp,aW3pY,aurFic,bTi8wc,byfTOb,cSdwA,e5qFLc,fKUV3e,gychg,hc6Ubd,i5H9N,i5dxUd,kWgXee,lsjVmc,lwddkf,m9oV,n73qwf,ovKuLd,pKz
Uve,pjICDe,pw70Gc,qNG0Fc,qRXAtf,rFVO7,s39S4,sJhETb,soHxf,t1sulf,tQKCld,thZ3rf,tsNC9c,uu7UOe,w9hDv,wg1P6b,ws9Tlc,xQtZb,xUdipf,xzbRj,yDVVkb,yRXbo,ywO
R5c,zbML3c,zr1jrb/excm=_b,_r,_tp,iframenavigationview/ed=1/wt=2/rs=ANkVxDn8eTX7n6MxdHgxl45tpAQqdGitiQ/ee=cEt90b:ws9Tlc;QGR0gd:Mlhmy;uY49fb:COQbmf;y
xTchf:KUM7Z;qddgKe:xQtZb;dIoSBb:SpsfSb;EmZ2Bf:zr1jrb;zxnPse:GkRiKb;EVNhjf:pw70Gc;JsbNhc:Xd8iUd;oGtAuc:sOXFj;eBAeSb:zbML3c;NSEoX:lazG7b;Pjplud:EED
ORb;io8t5d:yDVVkb;Oj465e:KG2eXe;Erl4fe:FloWmf;ul9GGd:VDovNc;sP4Vbe:VwDzFe;a56pNe:JEfCwb;kMFpHd:OTA3Ae;NPKaK:SdcwHb;pXdRYb:MdUzUe;nAFL3:s39
S4;iFQyKf:QIhFr;xqZiqf:BBI74;SNUn3:ZwDk9d;LBgRLc:SdcwHb;wR5FRb:O1Gjze/m=bm51tf"

Preview: "use strict";this.default_TranslateWebserverWebsiteTranslationUi=this.default_TranslateWebserverWebsiteTranslationUi||{};(function(_){var window=this;.try{._.w(
"bm51tf");.var laa=function(a,b,c,d,e){this.l=a;this.H=b;this.o=c;this.v=d;this.T=e;this.i=0;this.j=zN(this)},maa=function(a){var b={};_.Ka(a.Dr(),function(e){b[e]=!0});var 
c=a.tr(),d=a.wr();return new laa(a.oq(),1E3*c.getSeconds(),a.lr(),1E3*d.getSeconds(),b)},zN=function(a){return Math.random()*Math.min(a.H*Math.pow(a.o,a.i),a
.v)},AN=function(a,b){return a.i>=a.l?!1:null!=b?!!a.T[b]:!0};var BN=function(a){_.V.call(this,a.ka);this.l=a.service.Qs;this.o=a.service.metadata;a=a.service.UF;this.j=a
.l.bind(a)};_.I(BN,_.V);BN.W=_.V.W;BN.V=function(){return{service:{Qs:_.xN,metadata:_.yN,UF:_.wN}}};BN.prototype.i=function(a,b){if(1!=this.o.getType(a.ub()))return 
_.Do(a);var c=this.l.i;(c=c?maa(c):null)&&AN(c)?(b=CN(this,a,b,c),a=new _.Co(a,b,2)):a=_.Do(a);return a};.var CN=function(a,b,c,d){return c.then(function(e){return e
},function

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines (1530)

Category: downloaded

Size (bytes): 114093

Entropy (8bit): 5.500299240324395

Encrypted: false

SSDEEP: 3072:zPyvA8D947aPBS71Zrm3ixc3cId03t31YuVOAEm:TyN47aPs83dd8PVFEm

MD5: E436620ED2F34D9D3BAC3FB328CC5112

SHA1: 480866BD075CBC7259A0D0D603F7929C7F1728DA

SHA-256: 3441646E0FF7AD87A85F05AC6FD907E8845A7E715AA23CA33937BC3269440172

SHA-512: 58F063D5995F35C20CCC40090D8865ADB002216E158DC935117E3015262473A8FD2B70880AD7096210FD87B3735BBC3FD91FB1D85A494C6AC8A8F4B4E37C4329

Malicious: false

Reputation: low

URL: "https://apis.google.com/_/scs/abc-static/_/js/k=gapi.gapi.en.fpEXMBCWMKc.O/m=gapi_iframes,googleapis_client/rt=j/sv=1/d=1/ed=1/rs=AHpOoo9SQGHwxhl93I-
W5KEIEdf87vGuqQ/cb=gapi.loaded_0"

Preview: gapi.loaded_0(function(_){var window=this;.var fa,ia,ja,ka,la,oa,ya;_.ea=function(a){return function(){return _.ba[a].apply(this,arguments)}};_.ba=[];fa=function(a){var b
=0;return function(){return b<a.length?{done:!1,value:a[b++]}:{done:!0}}};ia="function"==typeof Object.defineProperties?Object.defineProperty:function(a,b,c){if(a==Array.
prototype||a==Object.prototype)return a;a[b]=c.value;return a};.ja=function(a){a=["object"==typeof globalThis&&globalThis,a,"object"==typeof window&&window,"obj
ect"==typeof self&&self,"object"==typeof global&&global];for(var b=0;b<a.length;++b){var c=a[b];if(c&&c.Math==Math)return c}throw Error("a");};ka=ja(this);la=function(a,b)
{if(b)a:{var c=ka;a=a.split(".");for(var d=0;d<a.length-1;d++){var e=a[d];if(!(e in c))break a;c=c[e]}a=a[a.length-1];d=c[a];b=b(d);b!=d&&null!=b&&ia(c,a,{configurable:!
0,writable:!0,value:b})}};.la("Symbol",function(a){if(a)return a;var b=function(f,h){this.ET=f;ia(this,"description",{configurable:!0,writable:!0,value:h})};b.p

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with no line terminators

Category: downloaded

Size (bytes): 32

Entropy (8bit): 4.390319531114783

Encrypted: false

SSDEEP: 3:HYmpBth0tYY:4mpbgYY

MD5: EB3CE3190D8A58E048D35E620747D3A5

SHA1: 76B5B6461189F839B018EF5C785DB4836B818B7D

SHA-256: 2D670E2962D8D805B95912CACA0822CE7C6913636BA40373C6E6AEA73CAC8457

SHA-512: 08F9C680B09CC25919A91F8E080CFC517F7354F49759DDC8CF6FFEB5ADE2E46F80A866E7531B6EA97188A5E4647093350F91ED51254351C47BCE3488EF88A595

Chrome Cache Entry: 221

Chrome Cache Entry: 222
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Malicious: false

Reputation: low

URL: https://content-autofill.googleapis.com/v1/pages/ChRDaHJvbWUvMTA0LjAuNTExMi44MRIQCaAKgW5ZcSDeEgUNrQmusRIQCTV2Q0r20s14EgUNQ_N2OQ==?
alt=proto

Preview: CgkKBw2tCa6xGgAKCQoHDUPzdjkaAA==

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: downloaded

Size (bytes): 458

Entropy (8bit): 5.21333057467367

Encrypted: false

SSDEEP: 12:k6El6qF5Mtx+x0IHHhiXIy5KjpkbRNkN0:k6Pq7Mtx+hryNrkK

MD5: 4AC8FDBA1087B15D69829DE8F797A6F5

SHA1: 571E0450CB980C5326DF75F76BF0C44EFBFADA0E

SHA-256: CFEE03DBB3DB704624D85380F51BD2DCA68A7E0766B2D0CA3D404F4A0872C130

SHA-512: D69E1C64BC188A95A9597DBBE75D44410D7580B705B5D00F838A8B5CD31126BB26010EE860A9663753E100E93A364AE3F7372059E042AF98195D0BAFC177A97E

Malicious: false

Reputation: low

URL: "https://www.gstatic.com/_/mss/boq-translate/_/js/k=boq-translate.TranslateWebserverUi.en_US.gU6vqBGj5OA.es5.O/ck=boq-
translate.TranslateWebserverUi.XS_65KTRH0U.L.B1.O/am=gemZDQsCAQg/d=1/exm=A7fCU,AJZZxc,AKLKy,AV6dJd,BVgquf,CHCSlb,COQbmf,CTfTTd,CW8lw,DFTXbf
,E2VjNc,EEDORb,EF8pe,EFQ78c,FZTbYc,G0j0Je,GILUZe,GSlykd,GiFjve,Gkrb3e,HgVFRb,HruX3d,HwavCb,I6YDgd,IZT63,Id96Vc,IjTJJb,Izs65d,JE2clc,JH2zc,JNcm2e,J
Noxi,JPvYpc,JVNQkc,JWUKXe,K4PcAe,KG2eXe,KOuY1b,KUM7Z,L1AAkb,LEikZe,LFynkb,LP4cEc,M2suMc,MDB2J,MI6k7c,MJWMce,MY2OBe,MaBk4,Mlhmy,MnwvSb,
MpJwZc,N2mfec,NotTJb,NufREb,NwH0H,O1Gjze,O6y8ed,OTA3Ae,OmgaI,P6Sgne,PJgxJf,PrPYRd,QIhFr,QKK0O,Qnj3Pe,QqJ8Gd,R6UQsc,RAnnUd,RMhBfe,RqjULd,R
u0Pgb,SNtCZb,SdcwHb,SpsfSb,TJQ3Ud,Tpj7Pb,TzmfU,U0aPgd,UECOXe,UUJqVe,UWMmZb,Uas9Hd,UfGXTd,Ulmmrd,Un38xf,UthHZe,V3dDOb,V8JnLd,VETAO,VNcg1
e,VwDzFe,WCciof,WO9ee,WYNSOe,XBRlNc,XMsnSd,XVMNvd,Xn16n,YrN4Fb,ZH8ved,ZbunN,ZfAoz,ZwDk9d,_b,_r,_tp,a4GDlb,aW3pY,aurFic,bD99Db,bTi8wc,bYHiff,b
m51tf,byfTOb,cPVRG,ceo3ne,dmy0Zb,duFQFc,eM1C7d,eYJrS,ehH0Pd,fKBXPe,fKUV3e,fR6Vdb,ff8rzd,fmklff,g8fAWe,gJzDyc,gWGePc,glibvb,gychg,hB8iWe,hKSk3e,hP
AkKe,hc6Ubd,hmxKAd,i5dxUd,j4UNFc,jMem0b,jl0Zdc,kWgXee,kjKdXe,lWpni,lazG7b,lsjVmc,lwddkf,m9oV,mI3LFb,mNvcvf,mdR7q,mmcjze,mzzZzc,n391td,n73qwf,nKuFp
b,onWwzb,ovKuLd,p8L0ob,pKzUve,pjICDe,pvoWvc,pw70Gc,q0xTif,qRXAtf,rCcCxc,rPRh8e,rSlV0d,s2VbJb,s2XCRc,s39S4,sGhhBd,sJhETb,sOXFj,soHxf,t1sulf,tQX3bd,t
Qbu0,tjiVBd,u8fSBf,uu7UOe,w9hDv,ws9Tlc,xQtZb,xUdipf,xdp6Ne,xzbRj,yDVVkb,yi1Dad,zbML3c,zr1jrb/excm=_b,_r,_tp,mainview/ed=1/wt=2/rs=ANkVxDlNdNQkIIQ5jdho
rHShpbboGm2ObA/ee=cEt90b:ws9Tlc;QGR0gd:Mlhmy;uY49fb:COQbmf;yxTchf:KUM7Z;qddgKe:xQtZb;dIoSBb:SpsfSb;EmZ2Bf:zr1jrb;EVNhjf:pw70Gc;eBAeSb:zbML3c;
yEQyxe:p8L0ob;JsbNhc:Xd8iUd;NSEoX:lazG7b;zxnPse:duFQFc;pXdRYb:XBRlNc;oGtAuc:sOXFj;wQlYve:aLUfP;g8nkx:U4MzKc;Pjplud:EEDORb;io8t5d:yDVVkb;Oj465e:
KG2eXe;Erl4fe:FloWmf;ul9GGd:VDovNc;sP4Vbe:VwDzFe;a56pNe:JEfCwb;kMFpHd:OTA3Ae;NPKaK:SdcwHb;nAFL3:s39S4;iFQyKf:QIhFr;kbAm9d:MkHyGd;xqZiqf:BBI7
4;SNUn3:ZwDk9d;LBgRLc:SdcwHb;wR5FRb:O1Gjze/m=T8kZcd"

Preview: "use strict";this.default_TranslateWebserverUi=this.default_TranslateWebserverUi||{};(function(_){var window=this;.try{._.k("T8kZcd");.var lX=function(a){_.jw.call(this,a
.va)};_.C(lX,_.jw);lX.qa=_.jw.qa;lX.prototype.Hc=function(){return"T8kZcd"};lX.prototype.Gd=function(){return!0};lX.prototype.Ic=function(){return _.rS};_.iw(_.Wra,lX);_.
Dv.T8kZcd=_.qz;._.p();.}catch(e){_._DumpException(e)}.}).call(this,this.default_TranslateWebserverUi);.// Google Inc..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines (27811)

Category: downloaded

Size (bytes): 526338

Entropy (8bit): 5.5909942612225025

Encrypted: false

SSDEEP: 6144:MuTxOywjcIl4osAQr/+UoYcISlsSe3T62Kr:ZxOSIl4/Xcv+Se3eBr

MD5: 193AEED5CE3E62D4DB628062FCCD449F

SHA1: 7B3275342E6D9CECC4348E321860595B9E31D0E9

SHA-256: E4A9F89AE5B0D202CB9EBA762BEB6D6096D9D4E60C1E7493DF1923F7B363ADA4

SHA-512: 2198F6A3A90A0E10283FA3F4EF8AD8641A6A4E331ECA1FA1CD4C0BC5B2A737441AD3706ABDA303E098B876A695A21E6138EC93C084B06F4B76A0ACD82660A6
68

Malicious: false

Reputation: low

URL: "https://www.gstatic.com/_/mss/boq-translate/_/js/k=boq-translate.TranslateWebserverUi.en_US.gU6vqBGj5OA.es5.O/ck=boq-
translate.TranslateWebserverUi.XS_65KTRH0U.L.B1.O/am=gemZDQsCAQg/d=1/exm=_b,_r,_tp/excm=_b,_r,_tp,mainview/ed=1/wt=2/rs=ANkVxDlNdNQkIIQ5jdhorHShp
bboGm2ObA/ee=cEt90b:ws9Tlc;QGR0gd:Mlhmy;uY49fb:COQbmf;yxTchf:KUM7Z;qddgKe:xQtZb;dIoSBb:SpsfSb;EmZ2Bf:zr1jrb;EVNhjf:pw70Gc;eBAeSb:zbML3c;yEQyx
e:p8L0ob;JsbNhc:Xd8iUd;NSEoX:lazG7b;zxnPse:duFQFc;pXdRYb:XBRlNc;oGtAuc:sOXFj;wQlYve:aLUfP;g8nkx:U4MzKc;Pjplud:EEDORb;io8t5d:yDVVkb;Oj465e:KG2eX
e;Erl4fe:FloWmf;ul9GGd:VDovNc;sP4Vbe:VwDzFe;a56pNe:JEfCwb;kMFpHd:OTA3Ae;NPKaK:SdcwHb;nAFL3:s39S4;iFQyKf:QIhFr;kbAm9d:MkHyGd;xqZiqf:BBI74;SNU
n3:ZwDk9d;LBgRLc:SdcwHb;wR5FRb:O1Gjze/m=n73qwf,UUJqVe,ws9Tlc,IZT63,TzmfU,CHCSlb,O1Gjze,byfTOb,lsjVmc,xUdipf,OTA3Ae,COQbmf,fKUV3e,aurFic,U0aPg
d,ZwDk9d,V3dDOb,WO9ee,mI3LFb,K4PcAe,j4UNFc,m9oV,p8L0ob,pKzUve,GSlykd,tjiVBd,gWGePc,Izs65d,O6y8ed,mzzZzc,MpJwZc,PrPYRd,LEikZe,NwH0H,OmgaI,laz
G7b,fmklff,s39S4,XVMNvd,KUM7Z,Mlhmy,L1AAkb,hB8iWe,duFQFc,lwddkf,E2VjNc,gychg,w9hDv,EEDORb,RMhBfe,Ru0Pgb,pw70Gc,SdcwHb,aW3pY,QqJ8Gd,UWMmZ
b,EFQ78c,Ulmmrd,ZfAoz,mdR7q,ehH0Pd,MnwvSb,xQtZb,I6YDgd,n391td,N2mfec,glibvb,bD99Db,yi1Dad,hPAkKe,XBRlNc,JNoxi,kWgXee,MI6k7c,kjKdXe,g8fAWe,QIhFr,
BVgquf,YrN4Fb,ovKuLd,hKSk3e,bYHiff,yDVVkb,hc6Ubd,SpsfSb,PJgxJf,G0j0Je,MDB2J,KG2eXe,jl0Zdc,s2VbJb,zbML3c,VwDzFe,lWpni,KOuY1b,rPRh8e,GiFjve,AV6dJd,
AJZZxc,V8JnLd,zr1jrb,JE2clc,UthHZe,Id96Vc,NotTJb,pvoWvc,mmcjze,SNtCZb,A7fCU,VETAO,FZTbYc,Uas9Hd,Qnj3Pe,AKLKy,mNvcvf,pjICDe"

Chrome Cache Entry: 223

Chrome Cache Entry: 224
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Preview: "use strict";_F_installCss(".EDId0c{position:relative}.nhh4Ic{position:absolute;left:0;right:0;top:0;z-index:1;pointer-events:none}.nhh4Ic[data-state=snapping],.nhh4Ic[data-
state=cancelled]{transition:transform 200ms}.MGUFnf{display:block;width:28px;height:28px;padding:15px;margin:0 auto;transform:scale(0.7);background-color:#fa
fafa;border:1px solid #e0e0e0;border-radius:50%;box-shadow:0 2px 2px 0 rgba(0,0,0,.2);transition:opacity 400ms}.nhh4Ic[data-state=resting] .MGUFnf,.nhh4Ic[data-
state=cooldown] .MGUFnf{transform:scale(0);transition:transform 150ms}.nhh4Ic .LLCa0e{stroke-width:3.6px;transform:translateZ(1px)}.nhh4Ic[data-past-threshold=false] 
.LLCa0e{opacity:.3}.rOhAxb{fill:#4285f4;stroke:#4285f4}.A6UUqe{display:none;stroke-width:3px;width:28px;height:28px}.tbcVO{width:28px;height:28px}.bQ7oke{
position:absolute;width:0;height:0;overflow:hidden}.A6UUqe.qs41qe{animation-name:quantumWizSpinnerRotate;animation-duration:1568.63ms;animation-iteration-count:
infinite;animation-timing-func

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with no line terminators

Category: downloaded

Size (bytes): 16

Entropy (8bit): 3.875

Encrypted: false

SSDEEP: 3:HLW8QL:/QL

MD5: A8B8AF627F619BED5184A8EDA5E1F8D8

SHA1: D4173568DA6F8A2FD61FFF2E70EF11FA8C2195A9

SHA-256: 40453F7FC9C38CD46CB519209BBEF35A4CA8A6318D8BBC75E6ED09E6F20A9B94

SHA-512: 6C7D3AF50B4769957E69F9559AC9D6963A4DFB0970231272ED9B21DF24966C17835F7C4F473B60FD4F58668789B11F96CAB2B4E0411BB1C361CD5ADD7D13FBF5

Malicious: false

Reputation: low

URL: https://content-autofill.googleapis.com/v1/pages/ChRDaHJvbWUvMTA0LjAuNTExMi44MRIQCTV2Q0r20s14EgUNQ_N2OQ==?alt=proto

Preview: CgkKBw1D83Y5GgA=

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines (2309)

Category: downloaded

Size (bytes): 13282

Entropy (8bit): 5.436259704602265

Encrypted: false

SSDEEP: 384:UAK4RtLVO7GRdDjkimPXnSAZS9IGqOOqSF89yYBslrs2cLIL:9jcGR6PXIZrhyYeqLIL

MD5: 1833592EDFE4A821E97F5B12C2FEE03D

SHA1: 8B57807E175CF1CCD3280C25D430635441A0DE3C

SHA-256: 0F7E634A80A549929932315CB16291916A4C03DBBE380DF51E85EA0C9AEC757E

SHA-512: 430A4B95CBB118609E0F687F9EB41B164E9DA84C1F1ADC413326238B7B7AE5A5BA008EF5859C73679118E854838338B6F6E2EE6F3F067B0F5F2CC23BA61DCD8
0

Malicious: false

Reputation: low

URL: "https://www.gstatic.com/_/mss/boq-translate/_/js/k=boq-translate.TranslateWebserverWebsiteTranslationUi.en.8s0pSmh60x0.es5.O/ck=boq-
translate.TranslateWebserverWebsiteTranslationUi.egOQXOt5Qss.L.B1.O/am=8C0ACA/d=1/exm=A7fCU,BBI74,BVgquf,COQbmf,CXsKQe,DFTXbf,EEDORb,EFQ78c,Gk
RiKb,HwavCb,IZT63,J1hrIc,JH2zc,JNoxi,JWUKXe,JzDP5e,KG2eXe,KUM7Z,L1AAkb,L2d1X,LEikZe,MdUzUe,Mlhmy,MpJwZc,NwH0H,O1Gjze,O6y8ed,OTA3Ae,OmgaI,P
5Thrf,PHUIyb,PrPYRd,PxcVCe,QIhFr,QM0Gm,RAnnUd,RMhBfe,SdcwHb,SpsfSb,U0aPgd,UUJqVe,Uas9Hd,Ulmmrd,V3dDOb,VNcg1e,VwDzFe,W225x,XVMNvd,Z5uLle,
ZfAoz,ZwDk9d,_b,_r,_tp,aW3pY,aurFic,bTi8wc,byfTOb,cSdwA,e5qFLc,fKUV3e,gychg,hc6Ubd,i5H9N,i5dxUd,kWgXee,lsjVmc,lwddkf,m9oV,n73qwf,ovKuLd,pKzUve,pjICD
e,pw70Gc,qNG0Fc,qRXAtf,rFVO7,s39S4,sJhETb,soHxf,t1sulf,tQKCld,thZ3rf,tsNC9c,uu7UOe,w9hDv,wg1P6b,ws9Tlc,xQtZb,xUdipf,xzbRj,yDVVkb,yRXbo,ywOR5c,zbML3
c,zr1jrb/excm=_b,_r,_tp,iframenavigationview/ed=1/wt=2/rs=ANkVxDna9XWhvfg_zXhKSN-dLj1Au8-
GVA/ee=cEt90b:ws9Tlc;QGR0gd:Mlhmy;uY49fb:COQbmf;yxTchf:KUM7Z;qddgKe:xQtZb;dIoSBb:SpsfSb;EmZ2Bf:zr1jrb;zxnPse:GkRiKb;EVNhjf:pw70Gc;JsbNhc:Xd8iUd;
oGtAuc:sOXFj;eBAeSb:zbML3c;NSEoX:lazG7b;Pjplud:EEDORb;io8t5d:yDVVkb;Oj465e:KG2eXe;Erl4fe:FloWmf;ul9GGd:VDovNc;sP4Vbe:VwDzFe;a56pNe:JEfCwb;kMFp
Hd:OTA3Ae;NPKaK:SdcwHb;pXdRYb:MdUzUe;nAFL3:s39S4;iFQyKf:QIhFr;xqZiqf:BBI74;SNUn3:ZwDk9d;LBgRLc:SdcwHb;wR5FRb:O1Gjze/m=RqjULd"

Preview: "use strict";this.default_TranslateWebserverWebsiteTranslationUi=this.default_TranslateWebserverWebsiteTranslationUi||{};(function(_){var window=this;.try{._.w(
"RqjULd");.var Haa=function(a){if(_.t&&_.t.performance&&_.t.performance.memory){var b=_.t.performance.memory;if(b){var c=new tO;isNaN(b.jsHeapSizeLimit)||_.A(c,
1,Math.round(b.jsHeapSizeLimit).toString());isNaN(b.totalJSHeapSize)||_.A(c,2,Math.round(b.totalJSHeapSize).toString());isNaN(b.usedJSHeapSize)||_.A(c,3,Math.ro
und(b.usedJSHeapSize).toString());_.Tk(a,tO,1,c)}}},Iaa=function(a){if(uO()){var b=performance.getEntriesByType("navigation");if(b&&b.length){var c=new vO;if(b=b[0])
{switch(b.type){case "navigate":c.Je(1);.break;case "reload":c.Je(2);break;case "back_forward":c.Je(3);break;case "prerender":c.Je(4);break;default:c.Je(0)}var d=_.A
(c,2,Math.round(b.startTime));d=_.A(d,3,Math.round(b.fetchStart));d=_.A(d,4,Math.round(b.domainLookupStart));d=_.A(d,5,Math.round(b.domainLookupEnd));d=_.A(d,6,
Math.round(b.connectStart));d=

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: SVG Scalable Vector Graphics image

Category: dropped

Size (bytes): 6020

Entropy (8bit): 5.935037352594483

Encrypted: false

SSDEEP: 96:+mjVeTeZ8DlSYKE2qKE3a/dgCCnIX0cG6H8:fVvTE2ql3a4N6c

Chrome Cache Entry: 225

Chrome Cache Entry: 226

Chrome Cache Entry: 227
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MD5: 67C66ECFC5021AE0CFBDF32BDEE91688

SHA1: 2D7B977111E97DF855D96DAF2E5CA7F07EE8CC43

SHA-256: 99294FAD3E114681D7504CAD26B5D425BF7BB98C82BB4ABCE603E145BA2E3E17

SHA-512: 2E90F2F12F84859895A9A63A210F8E2626C22BA593918FC6E0B8452C003341CC06C0189B542F3A7AB74E1523AF3957B22DDE78CD3CF2B86DB7E37FC89B1D1E77

Malicious: false

Reputation: low

Preview: <svg xmlns="http://www.w3.org/2000/svg" xmlns:xlink="http://www.w3.org/1999/xlink" height="32" viewBox="0 0 32 32" width="32"><path d="M0 0h32v32H0z" fill="none
"/><defs><path d="M28.95 6.98L16.6 7l-2.1-6H3.05C1.92 1 1 1.92 1 3.05v19.91C1 24.08 1.92 25 3.05 25h12.32l2 6h11.59c1.12 0 2.05-.92 2.05-2.05V9.02c-.01-1.12-.93
-2.04-2.06-2.04z" id="a"/></defs><clipPath id="b"><use overflow="visible" xlink:href="#a"/></clipPath><g clip-path="url(#b)"><image height="34" opacity=".2" ove
rflow="visible" transform="translate(5.909 3.909)" width="32" xlink:href="data:image/png;base64,iVBORw0KGgoAAAANSUhEUgAAACEAAAAjCAYAAAAaLGNk
AAAACXBIWXMAAAsSAAALEgHS3X78AAAA GXRFWHRTb2Z0d2FyZQBBZG9iZSBJbWFnZVJlYWR5ccllPAAAA4VJREFUeNrMWMtu21YQnZlL6mVb MWIbhbtqgx
gJYCAb/0D+Jp8RZ5lfSX+hi/6Ad+kiqBYKEkRRFNuSrAdJ8c7kULJduZEsmXXZELh6 XF5yzsyZS50joh/g4MVzhrdXfL+hXtplOFsB4ljoOcnjj6cuin4V1T773cG/A9M
mcm7TarWHvvHg rdLJzx5xbB4MzwM4Otp37wfdCsfjDUdUCRwFZI6NPOcvdWqTkNISBTGPo7FIZdxs/jkh+k2vgPD1 2ufHbrc1qoZJ/aG4dB8zu6a6YWwhTucEIcZKaqS

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: Web Open Font Format (Version 2), TrueType, length 74316, version 329.30932

Category: downloaded

Size (bytes): 74316

Entropy (8bit): 7.997047050204256

Encrypted: true

SSDEEP: 1536:FmpHVNed2v9kA6Tqjrqpah6g+SHQ9aKYFAinzbKH6XrneR4ah:Fmp3ed2v9zjrqpRSwQFAsbK6eZ

MD5: 52134B924FD61958F88323845DEFFC64

SHA1: CFCCDF2C8BE593220EA949989A5ABC0B380EA2AC

SHA-256: 658CF43DB24E9D4C57890E958AA74656A13139754DE24F19E706F0A355279E4D

SHA-512: C95CC6CAF6C00079D72B565F929EF2AFDE882B3CA5EB40FB07BF6BE97507DD3AA76F31281B383AF21CD54F4934104BF6D29859949B1E32E4657F347AAA91D56
F

Malicious: false

Reputation: low

URL: https://use.fontawesome.com/releases/v5.7.0/webfonts/fa-solid-900.woff2

Preview: wOF2......"L.......p..!..Ix.....................?FFTM....`...........:.6.$..$..,.. ..%.._[.@....S..HoV.k.(.2.Q.....U........6........M.b.......F..e.......cT..b...Z.... .|rP.....tH...Y....G....Fhok<Gh....>\.....
.eJ...V...D.".....r...lX-......"....@)..A....)...@D "..}.s.g.C8.(.....m..h...#..........M..w&....4.1.M8S.JTb21..L..k;9.'.......f.].Q.=k.....Lr...b....y..j}B.{...;!...a]..}.0.......`g.G.e.Zg..o;.^.....
...b/....16.V/t.%G..rx~n.._.....`.`..}V....Fm.()..L..........q.g4..^.g\..s.6<..f.'.<".g.b...j....F..".%@...w..,.-.#.[ !...*:.'/..P..*...&Y.z................,.......U...A..p..A..)..(*....~.:..rU..n}\.......E....
J6..$hY....)}.2........:~.X..:..I..r*......ZU..U.._U..5.K..:8... ..E2...:.p......0... ..e%.t..........B.|P%.....G...Q1...........q6......@......Q......Vj..d....(q..........L..W1/..K.P..v...J.....D..k.. ......ZJ
....Dxm....-..........G.7].E...pvb.!..%.....Y..P.g0B.\........t.AC..!...C....f......bcm..9.ZV.`...A..=.....j./]

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: Web Open Font Format (Version 2), TrueType, length 162924, version 1.0

Category: downloaded

Size (bytes): 162924

Entropy (8bit): 7.998614826254304

Encrypted: true

SSDEEP: 3072:XdhkQyBlHVVYwHUFDrzXtPz/qJwZmUyhjpimMS6DW4hb59a06EziVFKth8Biq:wQyBBvYw0FD/tPWJZjI3PXhbrduVFc8f

MD5: 7F2E1B48B71EC58FDA4539018A2F56CC

SHA1: 507BF81F52FA8C99BF2C5C8BD59A981899CA9995

SHA-256: 7F80C4C91054B3D6C80721939242C2D4F68F15E41F251E12641F695D78EB2F35

SHA-512: DD7B52119D1179332147984F6C7D8CDCB3388AEB1E8AF708EF9036ACDDE6E7B3900ACC965221F4E4864DAD89797072E19E5B308CF065A65DDA7656BE884CDD
77

Malicious: false

Reputation: low

URL: https://fonts.gstatic.com/s/materialiconsextended/v149/kJEjBvgX7BgnkSrUwT8UnLVc38YydejYY-oE_LvJ.woff2

Preview: wOF2......|l..........|..................................`..P..........N.....6.$.... .... [.m.A.B.$...c....5s/E...%.u..v..J6...:......;............$........@..M..... 8.HA.6%R...tB ..D..M".f.$G.....<....~.y;..R.
.23.S.T...p...'V{|u.,S....Z...lZ)..Dc..D..;=n...V...<.X6...h.......:sw.....T.6.eF..!=*.f..H\..dDd*.q"s.E.Q......JT..v..#Mf"sH}A.>.....q.h.mLC...Q..Cv...+|.u......6..B...I......K..I...R.[..m(
...P<B."R.Ap.f.j:.o...\o..L..G3Yn.C..........\rI..$$!DH.!....v0r.E...p..WK.v...muW...*X.[. ......j...1\U..8V.&.X..i.T^TO..^\......&.g2Iv....>.J(.T.*..y...v....4.f..a....$.K...M-5...1D.ya...'.'...A 
....!.@..c...$.D.3q..:...:&O.rV..V..v.m...[-.Z..m.......:o......$}.h..i.N.FH.$(..Zq....v...k. ._.A...J&.J..D.......>...~!...H.".$........_...;v...*gU....W Y3lI...;.....RG.....|.rw.. ..=@.....N.
....=.W..=O.(...`..M......Y..&.O. R..'0.~6@$.4f.`I@.dV{..YJ[j`v).1(.L.."(oO...R...cI(.l.K..P,1.C.b....A=,u.B....;wm..H{.>......8e.8d.2.~.4.CDDDDDDDD..|.Z..s.G!.._.....

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: Web Open Font Format (Version 2), TrueType, length 21464, version 1.0

Category: downloaded

Size (bytes): 21464

Entropy (8bit): 7.991635778215233

Chrome Cache Entry: 228

Chrome Cache Entry: 229

Chrome Cache Entry: 230
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Encrypted: true

SSDEEP: 384:kNMw20ZcZdIR049weTGXkBXju/W4irYjhPC09oOtbMDa9HVZycTvwxNTGup:UaxmXXSdiQPCjMvyugNiup

MD5: 923A543CC619EA568F91B723D9FB1EF0

SHA1: 6F4ADE25559645C741D7327C6E16521E43D7E1F9

SHA-256: BF7344209EDB1BE5A2886C425CF6334A102D76CBEA1471FD50171E2EE92877CD

SHA-512: A4153751761CD67465374828B0514D7773B8C4ED37779D1ECFD4F19BE4FAA171585C8EE0B4DB59B556399D5D2B9809BA87E04D4715E9D090E1F488D02219D555

Malicious: false

Reputation: low

URL: https://fonts.gstatic.com/s/googlesans/v14/4UaGrENHsxJlGDuGo1OIlL3Owp4.woff2

Preview: wOF2......S...........St.............................*....`..~..<..u.....H........6.$..|. ..r..K..........V...@yF#b...>.[<;P..@*.....OINd(...T...C..T.w.s.b..$.....6+. ....R8E$..o..f."MD.@T"...fH..fX..
O....AA..F*....+v.Q(KpXF..U"..x@...3|l..E..<.O..~..5M}.".q.#Y9....c.o.s...M.Cr..Dt.,..CtI.O..{D......H..*.+>*K..:.Y..-.l.v......'.....^.Y.k..E..c..~..S..P0.@.....<.!(.P.u.g.2....y..y..Z...v.
^..lu.dC.a..o....{.o....h3A.K.I..-.O,..}.c>....Q1]....($..........s..b.X..........CJ.+..4.gE4T.S.*{g......(^...bA,...~..R..p...<G."..y.G...k..*'...i.u....I..S....\.......e$..m.2...{K........V......{me
.%.}...P3...{.T..i..Av...K..g.... ...R..n..{m....t@Z....1A.H.2...^..R5)..4}..(...T......=...Pg...Y....y..e.$...]U..0.....8..Fs.(..O.....&..f,g..5..1.yo9..:cy...e..A.......i...i...G..4`)..#j.<+..{ai..[..[~.
(,......X......3.f.m+3...B......_D.F.X.i.Y#.X......}_.d..`.i..i......T...7v..A.......?..c..~..g..w.D.H)%..B.!.......:.....ZE{........m.FN.....k...0.X...

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines (1609)

Category: downloaded

Size (bytes): 298839

Entropy (8bit): 5.664752290357521

Encrypted: false

SSDEEP: 3072:eYN0lekTMLvLz7iSLzCZBG8nEN6UmJS3m1RMbYP8dnLfaDKA9hJ2:QeUEpzCZB7ENcSnLyDKw2

MD5: EEC2CC77EFA836EE9BAC168B93BF20F7

SHA1: B302F95BE396BB3E41955101048F97E38E194D26

SHA-256: B1C70F69A9F260B6C368017C9FB0D0A13E624E89D912AFC3989C3413078A7F57

SHA-512: D15156458B96F48489F76EA2B9F7BB481A3957A32931DB94024010D406DEC41C2EE70E086213DFED1F9EE90B43F7E75E546F2A72855740A1E0F434B3D9C7D8DB

Malicious: false

Reputation: low

URL: "https://www.gstatic.com/_/mss/boq-translate/_/js/k=boq-translate.TranslateWebserverUi.en_US.gU6vqBGj5OA.es5.O/ck=boq-
translate.TranslateWebserverUi.XS_65KTRH0U.L.B1.O/am=gemZDQsCAQg/d=1/exm=A7fCU,AJZZxc,AKLKy,AV6dJd,BVgquf,CHCSlb,COQbmf,E2VjNc,EEDORb,EFQ7
8c,FZTbYc,G0j0Je,GSlykd,GiFjve,I6YDgd,IZT63,Id96Vc,Izs65d,JE2clc,JNoxi,JPvYpc,K4PcAe,KG2eXe,KOuY1b,KUM7Z,L1AAkb,LEikZe,MDB2J,MI6k7c,MJWMce,Mlhmy
,MnwvSb,MpJwZc,N2mfec,NotTJb,NwH0H,O1Gjze,O6y8ed,OTA3Ae,OmgaI,PJgxJf,PrPYRd,QIhFr,Qnj3Pe,QqJ8Gd,RAnnUd,RMhBfe,Ru0Pgb,SNtCZb,SdcwHb,SpsfSb,
TJQ3Ud,TzmfU,U0aPgd,UECOXe,UUJqVe,UWMmZb,Uas9Hd,Ulmmrd,UthHZe,V3dDOb,V8JnLd,VETAO,VwDzFe,WO9ee,XBRlNc,XVMNvd,YrN4Fb,ZfAoz,ZwDk9d,_b,_
r,_tp,aW3pY,aurFic,bD99Db,bYHiff,byfTOb,duFQFc,ehH0Pd,fKUV3e,fmklff,g8fAWe,gJzDyc,gWGePc,glibvb,gychg,hB8iWe,hKSk3e,hPAkKe,hc6Ubd,i5dxUd,j4UNFc,jl0Zd
c,kWgXee,kjKdXe,lWpni,lazG7b,lsjVmc,lwddkf,m9oV,mI3LFb,mNvcvf,mdR7q,mmcjze,mzzZzc,n391td,n73qwf,ovKuLd,p8L0ob,pKzUve,pjICDe,pvoWvc,pw70Gc,rCcCxc,r
PRh8e,s2VbJb,s39S4,soHxf,tjiVBd,uu7UOe,w9hDv,ws9Tlc,xQtZb,xUdipf,yDVVkb,yi1Dad,zbML3c,zr1jrb/excm=_b,_r,_tp,mainview/ed=1/wt=2/rs=ANkVxDlNdNQkIIQ5jdh
orHShpbboGm2ObA/ee=cEt90b:ws9Tlc;QGR0gd:Mlhmy;uY49fb:COQbmf;yxTchf:KUM7Z;qddgKe:xQtZb;dIoSBb:SpsfSb;EmZ2Bf:zr1jrb;EVNhjf:pw70Gc;eBAeSb:zbML3c
;yEQyxe:p8L0ob;JsbNhc:Xd8iUd;NSEoX:lazG7b;zxnPse:duFQFc;pXdRYb:XBRlNc;oGtAuc:sOXFj;wQlYve:aLUfP;g8nkx:U4MzKc;Pjplud:EEDORb;io8t5d:yDVVkb;Oj465e:
KG2eXe;Erl4fe:FloWmf;ul9GGd:VDovNc;sP4Vbe:VwDzFe;a56pNe:JEfCwb;kMFpHd:OTA3Ae;NPKaK:SdcwHb;nAFL3:s39S4;iFQyKf:QIhFr;kbAm9d:MkHyGd;xqZiqf:BBI7
4;SNUn3:ZwDk9d;LBgRLc:SdcwHb;wR5FRb:O1Gjze/m=GILUZe,a4GDlb,eYJrS,sJhETb,JH2zc,IjTJJb,fR6Vdb,bTi8wc,Tpj7Pb,u8fSBf,eM1C7d,rSlV0d,t1sulf,VNcg1e,DFT
Xbf,Xn16n,EF8pe,nKuFpb,xzbRj,JWUKXe,ZbunN,WYNSOe,R6UQsc,hmxKAd,P6Sgne,MY2OBe,Gkrb3e,MaBk4,HwavCb,ff8rzd,qRXAtf,CTfTTd,xdp6Ne,s2XCRc,onWwz
b,CW8lw,UfGXTd,LP4cEc,Un38xf,dmy0Zb,ZH8ved,QKK0O,NufREb,LFynkb,XMsnSd,fKBXPe,tQX3bd,tQbu0,sGhhBd,ceo3ne,HruX3d,WCciof,jMem0b,JVNQkc,cPVRG,J
Ncm2e,M2suMc"

Preview: "use strict";this.default_TranslateWebserverUi=this.default_TranslateWebserverUi||{};(function(_){var window=this;.try{._.k("GILUZe");.var PV=function(a){_.N.call(this,a.
va);this.i=a.Xd.Vf};_.C(PV,_.N);PV.qa=function(){return{Xd:{Vf:function(){return new _.hi(function(a,b){_.NV().then(a,b)})}}}};PV.prototype.j=function(){1!=this.i.getStyl
e()&&this.i.close()};PV.prototype.click=function(a){_.Yu(a.event.target,"A")&&this.j();return!0};_.O(PV.prototype,"cOuCgd",function(){return this.click});_.O(PV.prototype
,"Vtdxob",function(){return this.j});_.Sw(_.fwa,PV);._.p();._.k("a4GDlb");.var B1a=_.A("a4GDlb");var KU=function(a){_.N.call(this,a.va)};_.C(KU,_.N);KU.qa=function(){retu
rn{}};_.h=KU.prototype;_.h.g4=function(){this.notify(_.wTa)};_.h.h4=function(){this.notify(_.xTa)};_.h.q4=function(){this.notify(_.yTa)};_.h.r4=function(){this.notify(_.z
Ta)};_.h.t4=function(a){this.notify(_.ATa,a.data)};_.h.x4=function(a){this.notify(_.BTa,a.data)};_.h.IQ=function(a){this.Ea(_.z1a,{hc:a.data})};_.h.JQ

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines (2353)

Category: downloaded

Size (bytes): 248359

Entropy (8bit): 5.502280097293161

Encrypted: false

SSDEEP: 3072:MuYMbhOzOsBLiOgmylIo0hT6sBily4riaU:Mu78zOsNJHN6cX4+aU

MD5: 4E42F3A500CFB0A62955F62CB778FD54

SHA1: CC03D1A4A2E85B84A7651DCBE1FD5C196C38F728

SHA-256: 832BDFE8B0B62729042A01CA53E39A7C853D711EF9EF229091D8587471DC8847

SHA-512: 2420766DBB25E3F8EF3ABE791813C54B016AB44C14296D89123CF6A41138A47CF0B98B8B0F45611D0354446C1BE443A36998931CC87F0E3ED3FB241E3ABD152B

Malicious: false

Reputation: low

Chrome Cache Entry: 231

Chrome Cache Entry: 232
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URL: "https://www.gstatic.com/_/mss/boq-translate/_/js/k=boq-translate.TranslateWebserverWebsiteTranslationUi.en.8s0pSmh60x0.es5.O/ck=boq-
translate.TranslateWebserverWebsiteTranslationUi.egOQXOt5Qss.L.B1.O/am=8CwACA/d=1/exm=_b,_r,_tp/excm=_b,_r,_tp,iframenavigationview/ed=1/wt=2/rs=ANkVxD
n8eTX7n6MxdHgxl45tpAQqdGitiQ/ee=cEt90b:ws9Tlc;QGR0gd:Mlhmy;uY49fb:COQbmf;yxTchf:KUM7Z;qddgKe:xQtZb;dIoSBb:SpsfSb;EmZ2Bf:zr1jrb;zxnPse:GkRiKb;EV
Nhjf:pw70Gc;JsbNhc:Xd8iUd;oGtAuc:sOXFj;eBAeSb:zbML3c;NSEoX:lazG7b;Pjplud:EEDORb;io8t5d:yDVVkb;Oj465e:KG2eXe;Erl4fe:FloWmf;ul9GGd:VDovNc;sP4Vbe:V
wDzFe;a56pNe:JEfCwb;kMFpHd:OTA3Ae;NPKaK:SdcwHb;pXdRYb:MdUzUe;nAFL3:s39S4;iFQyKf:QIhFr;xqZiqf:BBI74;SNUn3:ZwDk9d;LBgRLc:SdcwHb;wR5FRb:O1Gj
ze/m=n73qwf,ws9Tlc,GkRiKb,e5qFLc,IZT63,UUJqVe,O1Gjze,byfTOb,lsjVmc,xUdipf,OTA3Ae,COQbmf,fKUV3e,aurFic,U0aPgd,ZwDk9d,V3dDOb,pKzUve,O6y8ed,PrPYR
d,MpJwZc,LEikZe,NwH0H,OmgaI,XVMNvd,L1AAkb,KUM7Z,Mlhmy,CXsKQe,s39S4,lwddkf,gychg,w9hDv,EEDORb,RMhBfe,SdcwHb,aW3pY,P5Thrf,pw70Gc,EFQ78c,Ul
mmrd,ZfAoz,Z5uLle,xQtZb,JNoxi,kWgXee,BVgquf,BBI74,QIhFr,ovKuLd,yDVVkb,hc6Ubd,SpsfSb,KG2eXe,MdUzUe,VwDzFe,zbML3c,zr1jrb,A7fCU,Uas9Hd,pjICDe"

Preview: "use strict";_F_installCss(".EDId0c{position:relative}.nhh4Ic{position:absolute;left:0;right:0;top:0;z-index:1;pointer-events:none}.nhh4Ic[data-state=snapping],.nhh4Ic[data-
state=cancelled]{transition:transform 200ms}.MGUFnf{display:block;width:28px;height:28px;padding:15px;margin:0 auto;transform:scale(0.7);background-color:#fa
fafa;border:1px solid #e0e0e0;border-radius:50%;box-shadow:0 2px 2px 0 rgba(0,0,0,.2);transition:opacity 400ms}.nhh4Ic[data-state=resting] .MGUFnf,.nhh4Ic[data-
state=cooldown] .MGUFnf{transform:scale(0);transition:transform 150ms}.nhh4Ic .LLCa0e{stroke-width:3.6px;transform:translateZ(1px)}.nhh4Ic[data-past-threshold=false] 
.LLCa0e{opacity:.3}.rOhAxb{fill:#4285f4;stroke:#4285f4}.A6UUqe{display:none;stroke-width:3px;width:28px;height:28px}.tbcVO{width:28px;height:28px}.bQ7oke{
position:absolute;width:0;height:0;overflow:hidden}.A6UUqe.qs41qe{animation-name:quantumWizSpinnerRotate;animation-duration:1568.63ms;animation-iteration-count:
infinite;animation-timing-func

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines (1748)

Category: downloaded

Size (bytes): 249049

Entropy (8bit): 5.5323070976690305

Encrypted: false

SSDEEP: 3072:C6ESN19fS839GNmgkdJBN9LmD80/Jf98ina6Kb68O12Ux4qmXmaASC5vr:CJSlfSy3T62Kr

MD5: 7EFCD85315684EC706290F88A1FF7C78

SHA1: F227083C41221364C21780D2102E49F481949E00

SHA-256: DD7D0F7EA3216BEAFF349E1E62D983657EB789E2C71BF2F604F772E60A056A87

SHA-512: BFFC048536F93DF52F41095F719B0C7EC566FFE5AF156A569D50AF8CAA8927C8A9CF7D1E9DD8D25067DF12DF21AA32C84609F7FB90E13A78A94E2B4C6325BB9
7

Malicious: false

Reputation: low

URL: "https://www.gstatic.com/_/mss/boq-translate/_/js/k=boq-translate.TranslateWebserverUi.en_US.gU6vqBGj5OA.es5.O/ck=boq-
translate.TranslateWebserverUi.XS_65KTRH0U.L.B1.O/am=gemZDQsCAQg/d=1/exm=CHCSlb,IZT63,JE2clc,JPvYpc,KUM7Z,MJWMce,MnwvSb,MpJwZc,O1Gjze,O6y8
ed,PrPYRd,QIhFr,RAnnUd,SdcwHb,SpsfSb,TJQ3Ud,TzmfU,UECOXe,UUJqVe,UWMmZb,XBRlNc,XVMNvd,_b,_r,_tp,duFQFc,fmklff,gJzDyc,hB8iWe,hc6Ubd,i5dxUd,j4U
NFc,m9oV,mzzZzc,n73qwf,pKzUve,pw70Gc,rCcCxc,s39S4,soHxf,uu7UOe,ws9Tlc,xQtZb,zbML3c/excm=_b,_r,_tp,mainview/ed=1/wt=2/rs=ANkVxDlNdNQkIIQ5jdhorHSh
pbboGm2ObA/ee=cEt90b:ws9Tlc;QGR0gd:Mlhmy;uY49fb:COQbmf;yxTchf:KUM7Z;qddgKe:xQtZb;dIoSBb:SpsfSb;EmZ2Bf:zr1jrb;EVNhjf:pw70Gc;eBAeSb:zbML3c;yEQy
xe:p8L0ob;JsbNhc:Xd8iUd;NSEoX:lazG7b;zxnPse:duFQFc;pXdRYb:XBRlNc;oGtAuc:sOXFj;wQlYve:aLUfP;g8nkx:U4MzKc;Pjplud:EEDORb;io8t5d:yDVVkb;Oj465e:KG2e
Xe;Erl4fe:FloWmf;ul9GGd:VDovNc;sP4Vbe:VwDzFe;a56pNe:JEfCwb;kMFpHd:OTA3Ae;NPKaK:SdcwHb;nAFL3:s39S4;iFQyKf:QIhFr;kbAm9d:MkHyGd;xqZiqf:BBI74;SN
Un3:ZwDk9d;LBgRLc:SdcwHb;wR5FRb:O1Gjze/m=byfTOb,lsjVmc,xUdipf,OTA3Ae,COQbmf,fKUV3e,aurFic,U0aPgd,ZwDk9d,V3dDOb,WO9ee,mI3LFb,K4PcAe,p8L0ob,
GSlykd,tjiVBd,gWGePc,Izs65d,LEikZe,NwH0H,OmgaI,lazG7b,Mlhmy,L1AAkb,lwddkf,E2VjNc,gychg,w9hDv,EEDORb,RMhBfe,Ru0Pgb,aW3pY,QqJ8Gd,EFQ78c,Ulmmrd,
ZfAoz,mdR7q,ehH0Pd,I6YDgd,n391td,N2mfec,glibvb,bD99Db,yi1Dad,hPAkKe,JNoxi,kWgXee,MI6k7c,kjKdXe,g8fAWe,BVgquf,YrN4Fb,ovKuLd,hKSk3e,bYHiff,yDVVkb,P
JgxJf,G0j0Je,MDB2J,KG2eXe,jl0Zdc,s2VbJb,VwDzFe,lWpni,KOuY1b,rPRh8e,GiFjve,AV6dJd,AJZZxc,V8JnLd,zr1jrb,UthHZe,Id96Vc,NotTJb,pvoWvc,mmcjze,SNtCZb,A7f
CU,VETAO,FZTbYc,Uas9Hd,Qnj3Pe,AKLKy,mNvcvf,pjICDe"

Preview: "use strict";_F_installCss("/*# sourceMappingURL=class_name.css.map */.Mh0NNb{background-color:#323232;bottom:0;box-sizing:border-box;box-shadow:0px 6px 10px 
0px rgba(0,0,0,.14),0px 1px 18px 0px rgba(0,0,0,.12),0px 3px 5px -1px rgba(0,0,0,.2);color:#fff;display:flex;-webkit-box-orient:vertical;-webkit-box-direction:normal;flex-d
irection:column;font-size:14px;left:0;min-height:48px;position:fixed;right:0;transform:translate(0,100%);visibility:hidden;z-index:99999}.M6tHv{-webkit-box-align:center;box-
align:center;align-items:center;align-content:center;display:flex;-webkit-box-orient:horizontal;-webkit-box-direction:normal;flex-direction:row;min-height:inherit;padd
ing:0}.aGJE1b{box-flex:1;flex-grow:1;flex-shrink:1;line-height:normal;overflow:hidden;padding:14px 24px;text-overflow:ellipsis;word-break:break-word}.x95qze{align-
self:center;color:#eeff41;box-flex:0;flex-grow:0;flex-shrink:0;float:right;text-transform:uppercase;font-weight:500;display:inline-block;cursor:pointer;outline:none;pa

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: Web Open Font Format (Version 2), TrueType, length 31568, version 1.0

Category: downloaded

Size (bytes): 31568

Entropy (8bit): 7.99179193151151

Encrypted: true

SSDEEP: 768:nV/PrFLvj4faRm0uZd9N56pGyOPRA3Y8NyjZ:pPrFbjU0m0Qd56pYA3YUa

MD5: EB11BFB369775FF0739DABB3A5F379CC

SHA1: 2EEBAEA2F7080C0B256FBFC70AB91473243AF0F8

SHA-256: 2E0BDC192134BB3950A1BA4C1148901E39EBD8D2D01F64EF23106E90A9F771B0

SHA-512: 59E89752E932AADE54D5B2B940E09F3C8B12A836F1C5EB515E82036A97492F42E12A4FB3DC156CB8D969D6CB4E8FD8F18B358715F972E12D4596AD390430CB21

Malicious: false

Reputation: low

URL: https://fonts.gstatic.com/s/productsans/v9/pxiDypQkot1TnFhsFMOfGShVF9eO.woff2

Preview: wOF2......{P......H...z...........................X..j.`....l..a.....P.._..8....h.6.$..l. ..8..{...[.3.@..o1.........(..vD.D^r.;..(..7%....?/i.a.t.kKa...fi(T.DE.....P.b..-n.i..=.q-1QR.$...1..3C.....A.
.v...y:.n....&M.}.p)...r...p.l...5t...I..N.....>G..Of.f...N.H"y.{9....d......u/..f.&=...:..@...A.e3.a2.e.R f.L..E..nN...mO...+.....f..`._..G....O...s].q..).m"k..a...U..........SDRR........^J..g.J.....
.Mcic......u.f".|.:...J8./...zv.....?1.........<...[.-<.I........k<.M.kp]j.?...l.....d..Y ........k.(..M.S....E.(...~..#.........}..91 ...d...k...6....m.XA........p*.X.`.6...u.l...o..._....S._.G.....%SZ...K.~..
1.Z.....vu..2...T.+E...Ob...\..D&...KdrR9..T"......Hr.T".. ..e........B0...._.O.\.33w.........-...2....u..K.+.J....R....G.TX....nI....@.."*l.%t..-$z<....1:.F.9.......5...f.4..%Y2.P.@.t.....S
..e.1..z...o<....O.*ECp....z.....g. (...*....];...7...r..w....Z8W.$.z$.z.y{...6.........F.....'..y|...R.ss...[.UM.".}.d....d..f.%.l.A..N+\....H..Y..*t

Chrome Cache Entry: 233

Chrome Cache Entry: 234
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Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: Web Open Font Format (Version 2), TrueType, length 15436, version 1.0

Category: downloaded

Size (bytes): 15436

Entropy (8bit): 7.986311903040136

Encrypted: false

SSDEEP: 384:uJ/qNyGt74AcZEG+69hFFHDJ1CggakKt0y:+q/kAc+ohFx9YgB2y

MD5: 037D830416495DEF72B7881024C14B7B

SHA1: 619389190B3CAFAFB5DB94113990350ACC8A0278

SHA-256: 1D5B7C64458F4AF91DCFEE0354BE47ADDE1F739B5ADED03A7AB6068A1BB6CA97

SHA-512: C8D2808945A9BF2E6AD36C7749313467FF390F195448C326C4D4D7A4A635A11E2DDF4D0779BE2DB274F1D1D9D022B1F837294F1E12C9F87E3EAC8A95CFD8872F

Malicious: false

Reputation: low

URL: https://fonts.gstatic.com/s/roboto/v18/KFOlCnqEu92Fr1MmWUlfBBc4.woff2

Preview: wOF2......<L.......|..;..........................d..z..J.`..L.H..<........e..^...x.6.$..6. ..~. ..).7{...K.. .k~....".v(...[...RE.$..K..C,.'..{BK.C&.....'L!...DZ........+6.r...K..._...<..0..].V..........e.r(RN.
43k;g`...?<?.......b..c.`.. .6..p...5.$zd.R%.........h....";.^WU.....H........S.j..M:..=K..\B.6"f......z.........$...%w.?$-....9.:u....u.I..Tt..s........lY...J.6oN..y...1,I.Yx..lu..}.e...Og..d...Xv.. 
...iF.]..x.N..#%,y.&..,*$.^.n...\.K.P.J.x...H$..-.....p.....t.v...gD^....?..6o......e....,f.)..h...P...<.:.E...X..p....U.?.[m....l.Y.S..p..%..K.,U..3U.qFZo.*...U...3..3.]\.C.#..9T.8P`8......
P...R;..r..J.*...u.j..^vnf.v.... .pw...Z.(.6%$U.[.|....!mU\}./..i,..7D........:t'.a;.W(.."G....q.-.Z......;J..0.&/.5. .T......w..;...t...H.t.<y ..@xx .JA.U.t..;g....@..... .t......<.5(^.|s..Ko.O.x....
.!...........lHF............So{.%..V...7..aA$....C;,"(.J..EE..@.....vOB.,V..../....B#.r+./-t.(.N.S...R.Z$4...4i.c.}t...#3`.......s..;.O,.|..W.A.f.w.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: PNG image data, 24 x 24, 8-bit/color RGBA, non-interlaced

Category: dropped

Size (bytes): 846

Entropy (8bit): 7.658615964509905

Encrypted: false

SSDEEP: 12:6v/75+FiSiSwIl1kctxgR9gZeQP722hGKuDl1DBqBSl6pSdxRP6q0no2fxEpytwX:AzQwIDw+VDv4BqBytJ0o2fSEtHwyKwu

MD5: E9CD262114358F26B7608B56905185DC

SHA1: 6DBDE0A96DEAAB2B529723CE26C62043CF9180AB

SHA-256: 5A861509B658AA24FC3AED2867AC3C061E7D818D90B9990959AFC6D1B5D4FF99

SHA-512: 9CB46A8FD21A1C89A65642E1E5E79AF08BAC183612F88B8AC805A436E59ADD06588B450C6330291A6B61E7E6018B009015950D4457E46B68D9D742F983AB8488

Malicious: false

Reputation: low

Preview: .PNG........IHDR..............w=.....IDATx.b..H..NN]n.Q..s..T.=S...U\.......77......|q......t!.]t.._x\......a.....";n.N..@...+:!....GG.~+..q.&g.B....@DN$.=...`..2..L.(.W.H.)....x..W.....P...
A........p:=.q.....0y$..p.q.Q.E.w..<..$.....c.p`d...I,..G.9"/?..l.S..D......Q......|.....xx...{|DN...E..........d.....-*.s......8vt..b.....q.d....T....j.0>1...9Ir..D^|6.No.....+d......H.`#.-y!.;....2...\D.)....
........L..+.Z.[.T.. ...Ah...kp.).w.9.....E.Y..'.............n...G... ..b.....ph.U..*V..Fy.3.U].u..]r..v;x.^....Di*2.Q.... ....R.%.P&...Np:...,.:....0..t.U.Gpk..wHN..{..............#.Ab&'.$A<~....z(=~
...y.,...b.A.....H...n{Q.1..`....cCKr ..HV.4.L...H.a.$D........Y}b..Z#...Mq.0.W..{?.[T....."pA.+<.l@........v..-......E.ZQ.=j....q.........ay.E%o.J^...Z..`.....[.......ZloW.Z...A........V+=.
|C.:w........e..?.....IEND.B`.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines (2299)

Category: downloaded

Size (bytes): 13296

Entropy (8bit): 5.411547925999927

Encrypted: false

SSDEEP: 192:VmCWVBC0vafg962s0kzSUn6A9SCVN3MsxWH939802JkcFB6dvDs7hVWlXj:Vm5V1Wg962JkzSe6JIWgFuY7+j

MD5: A791E0386AC32D5B8A67286D853CBD4E

SHA1: FA6B193086738EFAA95CD7E631F1096E4C6225F8

SHA-256: 777C099E639AC28A5269C3C190163EA1BA153381DDA3C3C5FAF946834440ED42

SHA-512: 39A1F977493F484077171F54005D621FE452301F760B0D1F16B3ADD2D7D461D754743055CE46D7606043D0E757B3B54B1F00483F1BFC2DBC8A5715DBF5027508

Malicious: false

Reputation: low

Chrome Cache Entry: 235

Chrome Cache Entry: 236

Chrome Cache Entry: 237
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URL: "https://www.gstatic.com/_/mss/boq-translate/_/js/k=boq-translate.TranslateWebserverUi.en_US.gU6vqBGj5OA.es5.O/ck=boq-
translate.TranslateWebserverUi.XS_65KTRH0U.L.B1.O/am=gemZDQsCAQg/d=1/exm=A7fCU,AJZZxc,AKLKy,AV6dJd,BVgquf,CHCSlb,COQbmf,CTfTTd,CW8lw,DFTXbf
,E2VjNc,EEDORb,EF8pe,EFQ78c,FZTbYc,G0j0Je,GILUZe,GSlykd,GiFjve,Gkrb3e,HruX3d,HwavCb,I6YDgd,IZT63,Id96Vc,IjTJJb,Izs65d,JE2clc,JH2zc,JNcm2e,JNoxi,JPv
Ypc,JVNQkc,JWUKXe,K4PcAe,KG2eXe,KOuY1b,KUM7Z,L1AAkb,LEikZe,LFynkb,LP4cEc,M2suMc,MDB2J,MI6k7c,MJWMce,MY2OBe,MaBk4,Mlhmy,MnwvSb,MpJwZc,
N2mfec,NotTJb,NufREb,NwH0H,O1Gjze,O6y8ed,OTA3Ae,OmgaI,P6Sgne,PJgxJf,PrPYRd,QIhFr,QKK0O,Qnj3Pe,QqJ8Gd,R6UQsc,RAnnUd,RMhBfe,Ru0Pgb,SNtCZb,S
dcwHb,SpsfSb,TJQ3Ud,Tpj7Pb,TzmfU,U0aPgd,UECOXe,UUJqVe,UWMmZb,Uas9Hd,UfGXTd,Ulmmrd,Un38xf,UthHZe,V3dDOb,V8JnLd,VETAO,VNcg1e,VwDzFe,WCci
of,WO9ee,WYNSOe,XBRlNc,XMsnSd,XVMNvd,Xn16n,YrN4Fb,ZH8ved,ZbunN,ZfAoz,ZwDk9d,_b,_r,_tp,a4GDlb,aW3pY,aurFic,bD99Db,bTi8wc,bYHiff,byfTOb,cPVRG,ce
o3ne,dmy0Zb,duFQFc,eM1C7d,eYJrS,ehH0Pd,fKBXPe,fKUV3e,fR6Vdb,ff8rzd,fmklff,g8fAWe,gJzDyc,gWGePc,glibvb,gychg,hB8iWe,hKSk3e,hPAkKe,hc6Ubd,hmxKAd,i5
dxUd,j4UNFc,jMem0b,jl0Zdc,kWgXee,kjKdXe,lWpni,lazG7b,lsjVmc,lwddkf,m9oV,mI3LFb,mNvcvf,mdR7q,mmcjze,mzzZzc,n391td,n73qwf,nKuFpb,onWwzb,ovKuLd,p8L0o
b,pKzUve,pjICDe,pvoWvc,pw70Gc,qRXAtf,rCcCxc,rPRh8e,rSlV0d,s2VbJb,s2XCRc,s39S4,sGhhBd,sJhETb,soHxf,t1sulf,tQX3bd,tQbu0,tjiVBd,u8fSBf,uu7UOe,w9hDv,ws9
Tlc,xQtZb,xUdipf,xdp6Ne,xzbRj,yDVVkb,yi1Dad,zbML3c,zr1jrb/excm=_b,_r,_tp,mainview/ed=1/wt=2/rs=ANkVxDlNdNQkIIQ5jdhorHShpbboGm2ObA/ee=cEt90b:ws9Tlc;Q
GR0gd:Mlhmy;uY49fb:COQbmf;yxTchf:KUM7Z;qddgKe:xQtZb;dIoSBb:SpsfSb;EmZ2Bf:zr1jrb;EVNhjf:pw70Gc;eBAeSb:zbML3c;yEQyxe:p8L0ob;JsbNhc:Xd8iUd;NSEoX:l
azG7b;zxnPse:duFQFc;pXdRYb:XBRlNc;oGtAuc:sOXFj;wQlYve:aLUfP;g8nkx:U4MzKc;Pjplud:EEDORb;io8t5d:yDVVkb;Oj465e:KG2eXe;Erl4fe:FloWmf;ul9GGd:VDovNc;
sP4Vbe:VwDzFe;a56pNe:JEfCwb;kMFpHd:OTA3Ae;NPKaK:SdcwHb;nAFL3:s39S4;iFQyKf:QIhFr;kbAm9d:MkHyGd;xqZiqf:BBI74;SNUn3:ZwDk9d;LBgRLc:SdcwHb;wR5
FRb:O1Gjze/m=RqjULd"

Preview: "use strict";this.default_TranslateWebserverUi=this.default_TranslateWebserverUi||{};(function(_){var window=this;.try{._.k("RqjULd");.var Wta=function(a){if(_.ea&&_.ea.p
erformance&&_.ea.performance.memory){var b=_.ea.performance.memory;if(b){var c=new HB;isNaN(b.jsHeapSizeLimit)||_.x(c,1,Math.round(b.jsHeapSizeLimit).
toString());isNaN(b.totalJSHeapSize)||_.x(c,2,Math.round(b.totalJSHeapSize).toString());isNaN(b.usedJSHeapSize)||_.x(c,3,Math.round(b.usedJSHeapSize).toString()
);_.kj(a,HB,1,c)}}},Xta=function(a){if(IB()){var b=performance.getEntriesByType("navigation");if(b&&b.length){var c=new JB;if(b=b[0]){switch(b.type){case "navigate":c.qe(
1);.break;case "reload":c.qe(2);break;case "back_forward":c.qe(3);break;case "prerender":c.qe(4);break;default:c.qe(0)}var d=_.x(c,2,Math.round(b.startTime));d=
_.x(d,3,Math.round(b.fetchStart));d=_.x(d,4,Math.round(b.domainLookupStart));d=_.x(d,5,Math.round(b.domainLookupEnd));d=_.x(d,6,Math.round(b.connectStart));d=_.
x(d,7,Math.round(b.connectEnd)

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: Web Open Font Format (Version 2), TrueType, length 21700, version 1.0

Category: downloaded

Size (bytes): 21700

Entropy (8bit): 7.989666631701204

Encrypted: false

SSDEEP: 384:PxbG/ZciREUTWlMwbptJm5f9/1HuLZ4r38bxSpfGL/+SHA+ilQlO3fq8O/4s:5bfiBWlRPm5fjrruYJGTiqlO3fo/p

MD5: 7D75A9EB3B38B5DD04B8A7CE4F1B87CC

SHA1: 68F598C84936C9720C5FFD6685294F5C94000DFF

SHA-256: 6C24799E77B963B00401713A1DBD9CBA3A00249B9363E2C194D01B13B8CDB3D7

SHA-512: CF0488C34A1AF36B1BB854DEA2DECFC8394F47831B1670CAB3EED8291B61188484CC8AB0A726A524ECDD20B71D291BCCCBC2CE999FD91662ACA63D2D22ED
0D9F

Malicious: false

Reputation: low

URL: https://fonts.gstatic.com/s/googlesans/v14/4UabrENHsxJlGDuGo1OIlLU94YtzCwY.woff2

Preview: wOF2......T...........T_..........................4..*....`..~..d..u.....,..$.....6.$..|. ..V..K..^.=...sp.f.m../....l\.....T.9.n..A...........2x.{P[V..v%..M...f.7..+c.cM.'...$..u.H4[?i.'..T..+.(...L...inV.@.dd
....T.. }b...c.ghRA..I$.su.....`....Q.OB..S.{.#.3..o.{v.........n...]f#b.J_.......}# ..1... F........=?O.|._p........X.6.VQ.*.E..rU...}....dK.$...0.W..2i..Y...9.Y.............f{..6'....C:%.(........}.
....W..._....k...|.........Y8./..e..........L......_.9..v...2F..$..y)....UWu_..T.]qE.H.b..OP...B@.4.!,F..._............z.3.*.A,h.M.(...6~_[U$.....uM2.*..qz.v.........hV\|?.......M-.h..by.A,.}.....?...
52.g.,....<..s..k....h.U.]1.1..O......m......j...}6.j.v.a..R....Fj...).fO3........GSM....... ...GL..({A....$O..&'..\....:.x....{N.p8..q..iF..k...b.>....<..M..`.....d.I.5... .x...mo.L.?A(..F }./.._V.e.
A.Z3.....C...h...f......(,..3....%.h'.?sG..&x..W.......b].'34.S#s...wiG.O....J.ADDDDBw.m;.....K.ti).....?.6.\.M..d.....[.z....4..D.b...6..F.....F..D.r

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: SVG Scalable Vector Graphics image

Category: downloaded

Size (bytes): 6225

Entropy (8bit): 5.976934819783072

Encrypted: false

SSDEEP: 96:+R2K3Z4n7tyVwip82hezk6227gLFoXhu1XuE20ot+pVY3YptWDzOzgXK3Zx:ql3KnxyGGMzb7noR20NTww33

MD5: 2BD5C073A88B83ED74DB88282A56DDFB

SHA1: D0EBFC376F8C6A44A8D4CD216817DCD7D0C33650

SHA-256: AB5C23A05E39DEED14D9D8262B0DCE9F024F86105A27196CAD37D14A3F516E09

SHA-512: 5C6C4A92E93FC0F6A675658CC84F6187FDEBD3EEE94EFD07E24658736CBA598F3BC7156B19834B13FB44C1D43FCB7DF9FCCA7F0A453037E30DA76BA8F4B23B
89

Malicious: false

Reputation: low

URL: https://fonts.gstatic.com/s/i/productlogos/translate/v6/24px.svg

Preview: <svg xmlns="http://www.w3.org/2000/svg" xmlns:xlink="http://www.w3.org/1999/xlink" height="24" viewBox="0 0 24 24" width="24"><path d="M0 0h24v24H0z" fill="none
"/><defs><path d="M21.5 5h-9.17L11 1H2.5C1.68 1 1 1.68 1 2.5v15c0 .83.68 1.5 1.5 1.5h9.17L13 23h8.5c.82 0 1.5-.68 1.5-1.5v-15c0-.83-.68-1.5-1.5-1.5z" id="a"/></
defs><clipPath id="b"><use overflow="visible" xlink:href="#a"/></clipPath><g clip-path="url(#b)"><image height="31" opacity=".2" overflow="visible" transform="t
ranslate(3 1)" width="29" xlink:href="data:image/png;base64,iVBORw0KGgoAAAANSUhEUgAAAB0AAAAfCAYAAAAbW8YEAAAACXBIWXMAAAsSAAALEgHS3X
78AAAA GXRFWHRTb2Z0d2FyZQBBZG9iZSBJbWFnZVJlYWR5ccllPAAABQBJREFUeNq8V8tu20YUvXdm+LCk RKiMwI1TFEXhVZJd1gW66xekv9DPqPsvXdU/
UaDroJskKy+CInCcGpKtFy2SM/f2DEXZia0odtKW AkFJ8zhzzn3S0Ycvps+79EMDbj3Yfgv4EM+XTN/fEOb3Zg3AXmq7j64D5/e/x/EfzZMnX5jx+LFZ LLyp6yNDOzsk
Yb6RubFdpbdvKUl2Jc+d9PvP5dmzUyH6TVoYXQOq+H5g9vb+cONsO9maLpIyyZPU kZNAppmh9Vpg5kSXwCSVJ5/Vi/r8Tl73y2F9ePidJ3oaga+B4vkUgF+6EW1ndz11g
vNdDdL1bDN

Chrome Cache Entry: 238

Chrome Cache Entry: 239
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Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: MS Windows icon resource - 4 icons, 64x64, 32 bits/pixel, 32x32, 32 bits/pixel

Category: dropped

Size (bytes): 32988

Entropy (8bit): 3.7980479441426356

Encrypted: false

SSDEEP: 768:qoc51d1ocG7izw6FdV4qZoW/CnJWjYSMyABwfUqpY940/3E:VcXvoAmtw

MD5: A388ABC14CE81AB733AE69A804E87880

SHA1: A80914F192FDF163AA52DE8C0265D202721B1144

SHA-256: 06FD4BA3B981A0765DC1E8FCD5AA2FAF802323D5367D7CA0B8AFB7F896F2E81F

SHA-512: 3F4C53087C54E5B15F342D4982BC2E01F14F92E32417433C51F9967E3B46F88922831D2CCE4AD5F9A87855586A75F14F49792623C2FB0BDD187C474628641EE1

Malicious: false

Reputation: low

Preview: ......@@.... .(@..F...  .... .(...n@........ .(....P........ .(....Y..(...@......... .....................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
................................................................................................................................................................................................................................................xd............................
.......................................................................qq.......................................................................................................................................

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines (2790)

Category: downloaded

Size (bytes): 181180

Entropy (8bit): 5.464705103084051

Encrypted: false

SSDEEP: 3072:kc57VAEnsFFNOaKy7G5tX9h5mDwka9imE:kUxVW3K1tXH9m

MD5: A11F8442F775A45148E4F82663ADDE12

SHA1: 503316BD0D6C3DBF8445E62796BB563139438EBD

SHA-256: F7764238A3588AB84684EC51F3CC362B246FB68DFA70BD642AA768D409CDF979

SHA-512: 11FC05BA862921AB84B0F3A9491829D423C10AC40A99B09631C2B70CB59EBF01268260C129AF1912D4878FF89AF172BAB713F0A293ED3A2BDE0DD50E19637990

Malicious: false

Reputation: low

URL: "https://www.gstatic.com/_/mss/boq-translate/_/js/k=boq-
translate.TranslateWebserverWebsiteTranslationUi.en.8s0pSmh60x0.es5.O/am=8C0ACA/d=1/excm=_b,_r,_tp,iframenavigationview/ed=1/dg=0/wt=2/rs=ANkVxDl4ZdrP1
73JQk2F1QSZBcDFaMb_0A/m=_b,_tp,_r"

Preview: "use strict";this.default_TranslateWebserverWebsiteTranslationUi=this.default_TranslateWebserverWebsiteTranslationUi||{};(function(_){var window=this;.try{./*.. Copyright 
2013 Google LLC.. SPDX-License-Identifier: Apache-2.0.*/./*.. Copyright 2011 Google LLC.. SPDX-License-Identifier: Apache-2.0.*/./*. SPDX-License-Identifier: Apache-
2.0 */./*.. Copyright 2005 Google LLC.. SPDX-License-Identifier: Apache-2.0.*/./*.. Copyright 2008 Google LLC.. SPDX-License-Identifier: Apache-2.0.*/./*.. Copyright The 
Closure Library Authors.. SPDX-License-Identifier: Apache-2.0.*/./*.. SPDX-License-Identifier: Apache-2.0.*/./*.. Copyright 2020 Google LLC.. SPDX-License-Identifier: 
Apache-2.0.*/.var fa,ja,Ha,Ma,Ra,Ta,Ua,Va,Wa,Xa,Ya,ab,bb,cb,eb,fb,gb,ib,jb,ob,wb,zb,Cb,Ib,Ub,Vb,ec,jc,mc,oc,pc,sc,tc,uc,vc,wc,xc,rc,Cc,Gc,Ic,Lc,Jc,Nc,Tc,cd,Y
c,dd,fd,hd,td,xd,ud,zd,B,Dd,Ld,Qd,Td,Ud,$d,be,ke,qe,Fe,ze,Ie,Ke,Le,Ne,cf,ef,mf,nf,uf,yf,zf,Af,Bf,Cf,Kf,Mf,Qf,Vf,aa,Wf,Xf,Yf,$f,ag,cg,dg,kg,lg,mg,og,sg,qg,rg,tg,ug;_.n=fun

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: GIF image data, version 89a, 64 x 64

Category: downloaded

Size (bytes): 277497

Entropy (8bit): 7.856574749625998

Encrypted: false

SSDEEP: 6144:VFOwz7TMWuXHwjPlASaUqo3Z9vrW7yfAYgJTuioxKI/yf9:V3z7QWuXHwjK9UqgbrHE1oIf9

MD5: 672BFA55B918B562F6F1DE38EDDFBC93

SHA1: 481B9A02CD93EC8B3D03A386AF43312352D1D6A4

SHA-256: 6F260BF3EACB674168155CFB377A8DF06DA619FD7CC6B62F406ACE0113F81ECC

SHA-512: EC85CBADE2082E4F8971990BD42D4E976EF7465B93D36B2737C670E3079FED0434E7C8C26431BF0DD25F38E54C67475DAC2CFAC3775F81CC607712FE68E5195
F

Malicious: false

Reputation: low

URL: https://www.gstatic.com/translate/pwt_hackathon_bard_logo_resting.gif

Chrome Cache Entry: 240

Chrome Cache Entry: 241

Chrome Cache Entry: 242
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Preview: GIF89a@.@..........!..NETSCAPE2.0.....!.......,....@.@...............................<....!....3..4...................$.....,..*..7............&......9..B..H..>........................./..2..%..&.. ....1../..'{.S..<....,
..'....A.....4..:....u.K..........L.....K..}.ON.|n.b..B..IU.f]....p.S..5..D{.VU....O.m..!`.[i.Q|.M.............M.t..K..L....[..v..../.....@.....~b.Tr.MU..q.`h._r.UV.`..5..*d.pQ..O........M..........u.
.M.....i.t..U..j.nM..V.s.....n.x...................S......B.....2S....t.^..S..)g.rP.....].ez.E...x.I..|k.IX._.!c.i.....r.....#..J..7..Hu.^..M..U..G..?...~.G...._`..d............z.ZX...........................}\
....>...g....B..3..H....Y...3.....hM....z..w.G......`..R..S.......U..v.G..Z..z}....|......n....nb.vW..........W.}n.......e..u...................H......*\....#J.H....3R.D).........I.J..R...[.D.h..c..$H..V.c$.7n.
.......q.......!.....vrxH3u"..4h...E.(..BD.....0.h..BU#...5......Dp..c./CdS....*.!,z.ypb...H.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: SVG Scalable Vector Graphics image

Category: downloaded

Size (bytes): 1150

Entropy (8bit): 4.843973639113718

Encrypted: false

SSDEEP: 24:t4AQfefQRbjloRR4dY4G6gI4ds2EaFinQtsy1xClrz:m2fQSupG6b4G2bFO7z

MD5: DF9605D6E9CD696C38649677BB1083E2

SHA1: 5858C4CFFF7431B6704B28EA0832244FBF55F78F

SHA-256: 886E58CA5DDD755FA1A3D120BC10893EF6FA1A49315E44D1C7792292753F0DDC

SHA-512: 60F2135359011F3DF616C4D8A030439DCABD982C1F8903C64A00A0E3CD2A7AAE2780D5635B0E08899A89858F199D18913A0ED8169BED1C635C9A498B18DF6C66

Malicious: false

Reputation: low

URL: https://fonts.gstatic.com/s/i/productlogos/lens_camera/v1/192px.svg

Preview: <svg xmlns="http://www.w3.org/2000/svg" enable-background="new 0 0 192 192" height="192" viewBox="0 0 192 192" width="192"><rect fill="none" height="192" width=
"192"/><g><circle cx="96" cy="104.15" fill="#4285F4" r="28"/><path d="M160,72v40.15V136c0,1.69-0.34,3.29-0.82,4.82v0v0c-1.57,4.92-5.43,8.78-10.35,10.35h0v0 c-1.
53,0.49-3.13,0.82-4.82,0.82H66l16,16h50h12c4.42,0,8.63-0.9,12.46-2.51c3.83-1.62,7.28-3.96,10.17-6.86 c1.45-1.45,2.76-3.03,3.91-4.74c2.3-3.4,3.96-7.28,4.81-11.44
c0.43-2.08,0.65-4.24,0.65-6.45v-12V96.15V84l-6-19l-10.82,2.18 C159.66,68.71,160,70.31,160,72z" fill="#EA4335"/><path d="M32,72c0-1.69,0.34-3.29,0.82-4.82c1.57-4
.92,5.43-8.78,10.35-10.35C44.71,56.34,46.31,56,48,56 h96c1.69,0,3.29,0.34,4.82,0.82c0,0,0,0,0,0L149,45l-17-5l-16-16h-13.44H96h-6.56H76L60,40H48c-17.67,0-
32,14.33-32,32v12v20l16,16 V72z" fill="#4285F4"/><path d="M144,40h-12l16.83,16.83c1.23,0.39,2.39,0.93,3.47,1.59c2.16,1.32,3.97,3.13,5.29,5.29 c0.66,1.08,1.2,
2.24,1.59,3.47v0L176,84V72C176,54.33,161.67,40,144

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: downloaded

Size (bytes): 455

Entropy (8bit): 5.22419567038792

Encrypted: false

SSDEEP: 12:k6El6qF5UyytxJ+D0IxDHhi/DIyGT2pkbRNkN0:k6Pq7UltxJ+Hx1mMyAhrkK

MD5: D509AD04D4861A79739F0AA4383DE0EE

SHA1: 082151D9F16E9FBCC74862F64ACC1648C7B7EA0E

SHA-256: 786FEBEE978219591B526BEE5A265070E759494557A85A588DD92E2EB1D08B9E

SHA-512: AB664B46D1003C320CE950A6A16212A8B24B4BACDC902E74359D7CFBDD671490D5E8AFF13D41A816BB5675A37203ECF3E0B36C92BF44DF7EFA01C2310A0941
D7

Malicious: false

Reputation: low

URL: "https://www.gstatic.com/_/mss/boq-translate/_/js/k=boq-translate.TranslateWebserverUi.en_US.gU6vqBGj5OA.es5.O/ck=boq-
translate.TranslateWebserverUi.XS_65KTRH0U.L.B1.O/am=gemZDQsCAQg/d=1/exm=A7fCU,AJZZxc,AKLKy,AV6dJd,BVgquf,CHCSlb,COQbmf,CTfTTd,CW8lw,DFTXbf
,E2VjNc,EEDORb,EF8pe,EFQ78c,FZTbYc,G0j0Je,GILUZe,GSlykd,GiFjve,Gkrb3e,HgVFRb,HruX3d,HwavCb,I6YDgd,IZT63,Id96Vc,IjTJJb,Izs65d,JE2clc,JH2zc,JNcm2e,J
Noxi,JPvYpc,JVNQkc,JWUKXe,K4PcAe,KG2eXe,KOuY1b,KUM7Z,L1AAkb,LEikZe,LFynkb,LP4cEc,M2suMc,MDB2J,MI6k7c,MJWMce,MY2OBe,MaBk4,Mlhmy,MnwvSb,
MpJwZc,N2mfec,NotTJb,NufREb,NwH0H,O1Gjze,O6y8ed,OTA3Ae,OmgaI,P6Sgne,PJgxJf,PrPYRd,QIhFr,QKK0O,Qnj3Pe,QqJ8Gd,R6UQsc,RAnnUd,RMhBfe,RqjULd,R
u0Pgb,SNtCZb,SdcwHb,SpsfSb,T8kZcd,TJQ3Ud,Tpj7Pb,TzmfU,U0aPgd,UECOXe,UUJqVe,UWMmZb,Uas9Hd,UfGXTd,Ulmmrd,Un38xf,UthHZe,V3dDOb,V8JnLd,VETA
O,VNcg1e,VwDzFe,WCciof,WO9ee,WYNSOe,XBRlNc,XMsnSd,XVMNvd,Xn16n,YrN4Fb,ZH8ved,ZbunN,ZfAoz,ZwDk9d,_b,_r,_tp,a4GDlb,aW3pY,aurFic,bD99Db,bTi8wc
,bYHiff,bm51tf,byfTOb,cPVRG,ceo3ne,dmy0Zb,duFQFc,eM1C7d,eYJrS,ehH0Pd,fKBXPe,fKUV3e,fR6Vdb,ff8rzd,fmklff,g8fAWe,gJzDyc,gWGePc,glibvb,gychg,hB8iWe,hK
Sk3e,hPAkKe,hc6Ubd,hmxKAd,i5dxUd,j4UNFc,jMem0b,jl0Zdc,kWgXee,kjKdXe,lWpni,lazG7b,lsjVmc,lwddkf,m9oV,mI3LFb,mNvcvf,mdR7q,mmcjze,mzzZzc,n391td,n73q
wf,nKuFpb,onWwzb,ovKuLd,p8L0ob,pKzUve,pjICDe,pvoWvc,pw70Gc,q0xTif,qRXAtf,rCcCxc,rPRh8e,rQ304,rSlV0d,s2VbJb,s2XCRc,s39S4,sGhhBd,sJhETb,sOXFj,soHxf
,t1sulf,tQX3bd,tQbu0,tjiVBd,u8fSBf,uu7UOe,w9hDv,ws9Tlc,xQtZb,xUdipf,xdp6Ne,xzbRj,yDVVkb,yi1Dad,zbML3c,zr1jrb/excm=_b,_r,_tp,mainview/ed=1/wt=2/rs=ANkVxDl
NdNQkIIQ5jdhorHShpbboGm2ObA/ee=cEt90b:ws9Tlc;QGR0gd:Mlhmy;uY49fb:COQbmf;yxTchf:KUM7Z;qddgKe:xQtZb;dIoSBb:SpsfSb;EmZ2Bf:zr1jrb;EVNhjf:pw70Gc;e
BAeSb:zbML3c;yEQyxe:p8L0ob;JsbNhc:Xd8iUd;NSEoX:lazG7b;zxnPse:duFQFc;pXdRYb:XBRlNc;oGtAuc:sOXFj;wQlYve:aLUfP;g8nkx:U4MzKc;Pjplud:EEDORb;io8t5d:y
DVVkb;Oj465e:KG2eXe;Erl4fe:FloWmf;ul9GGd:VDovNc;sP4Vbe:VwDzFe;a56pNe:JEfCwb;kMFpHd:OTA3Ae;NPKaK:SdcwHb;nAFL3:s39S4;iFQyKf:QIhFr;kbAm9d:MkHy
Gd;xqZiqf:BBI74;SNUn3:ZwDk9d;LBgRLc:SdcwHb;wR5FRb:O1Gjze/m=uD1GC"

Preview: "use strict";this.default_TranslateWebserverUi=this.default_TranslateWebserverUi||{};(function(_){var window=this;.try{._.k("uD1GC");.var IS=function(a){_.jw.call(this,a.
va)};_.C(IS,_.jw);IS.qa=_.jw.qa;IS.prototype.Hc=function(){return"uD1GC"};IS.prototype.Gd=function(){return!0};IS.prototype.Ic=function(){return _.FS};_.iw(_.hsa,IS);_.Dv
.uD1GC=_.Tz;._.p();.}catch(e){_._DumpException(e)}.}).call(this,this.default_TranslateWebserverUi);.// Google Inc..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines (511)

Category: downloaded

Chrome Cache Entry: 243

Chrome Cache Entry: 244

Chrome Cache Entry: 245
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Size (bytes): 6122

Entropy (8bit): 5.456027998153912

Encrypted: false

SSDEEP: 96:UEdtFc0OUJcC5oRBEutTu2fGVQPkz0AIDxdLQbxpKn6YMDWqX6prtH9vn6bZXdRm:TdtFcLV2+MzVExIxpK6u66prUZXds

MD5: 84CFCABDDB26FD78F3BDB56491458ECC

SHA1: AAAE64DA448023AF4E4F9400955A9230C0AAC1DD

SHA-256: 23547B5119B74FCEF730E0A38EA5E4892A2C56D0993E250A68A05CA95C86F8E9

SHA-512: B1F86032A6469C84F580BF06CDB92CFF6875011AB95F707A0D67005F604D9923FC746EE9AAE28BEA89A79681C08BE73B8D34832DFB63BA05FCDA17E9AABB6A
C1

Malicious: false

Reputation: low

URL: "https://www.gstatic.com/_/mss/boq-translate/_/js/k=boq-translate.TranslateWebserverUi.en_US.gU6vqBGj5OA.es5.O/ck=boq-
translate.TranslateWebserverUi.XS_65KTRH0U.L.B1.O/am=gemZDQsCAQg/d=1/exm=A7fCU,AJZZxc,AKLKy,AV6dJd,BVgquf,CHCSlb,COQbmf,CTfTTd,CW8lw,DFTXbf
,E2VjNc,EEDORb,EF8pe,EFQ78c,FZTbYc,G0j0Je,GILUZe,GSlykd,GiFjve,Gkrb3e,HruX3d,HwavCb,I6YDgd,IZT63,Id96Vc,IjTJJb,Izs65d,JE2clc,JH2zc,JNcm2e,JNoxi,JPv
Ypc,JVNQkc,JWUKXe,K4PcAe,KG2eXe,KOuY1b,KUM7Z,L1AAkb,LEikZe,LFynkb,LP4cEc,M2suMc,MDB2J,MI6k7c,MJWMce,MY2OBe,MaBk4,Mlhmy,MnwvSb,MpJwZc,
N2mfec,NotTJb,NufREb,NwH0H,O1Gjze,O6y8ed,OTA3Ae,OmgaI,P6Sgne,PJgxJf,PrPYRd,QIhFr,QKK0O,Qnj3Pe,QqJ8Gd,R6UQsc,RAnnUd,RMhBfe,RqjULd,Ru0Pgb,S
NtCZb,SdcwHb,SpsfSb,T8kZcd,TJQ3Ud,Tpj7Pb,TzmfU,U0aPgd,UECOXe,UUJqVe,UWMmZb,Uas9Hd,UfGXTd,Ulmmrd,Un38xf,UthHZe,V3dDOb,V8JnLd,VETAO,VNcg1
e,VwDzFe,WCciof,WO9ee,WYNSOe,XBRlNc,XMsnSd,XVMNvd,Xn16n,YrN4Fb,ZH8ved,ZakeSe,ZbunN,ZfAoz,ZwDk9d,_b,_r,_tp,a4GDlb,aW3pY,aurFic,bD99Db,bTi8wc,
bYHiff,bm51tf,byfTOb,cPVRG,ceo3ne,dmy0Zb,duFQFc,eM1C7d,eYJrS,ehH0Pd,fKBXPe,fKUV3e,fR6Vdb,ff8rzd,fmklff,g8fAWe,gJzDyc,gWGePc,glibvb,gychg,hB8iWe,hK
Sk3e,hPAkKe,hc6Ubd,hmxKAd,i5dxUd,j4UNFc,jMem0b,jl0Zdc,kWgXee,kjKdXe,lWpni,lazG7b,lsjVmc,lwddkf,m9oV,mI3LFb,mNvcvf,mdR7q,mmcjze,mzzZzc,n391td,n73q
wf,nKuFpb,onWwzb,ovKuLd,p8L0ob,pKzUve,pjICDe,pvoWvc,pw70Gc,q0xTif,qRXAtf,rCcCxc,rPRh8e,rQ304,rSlV0d,s2VbJb,s2XCRc,s39S4,sGhhBd,sJhETb,sOXFj,soHxf
,t1sulf,tQX3bd,tQbu0,tjiVBd,u8fSBf,uD1GC,uu7UOe,w9hDv,ws9Tlc,xQtZb,xUdipf,xdp6Ne,xuEY0,xzbRj,yDVVkb,yi1Dad,zbML3c,zr1jrb/excm=_b,_r,_tp,mainview/ed=1/wt
=2/rs=ANkVxDlNdNQkIIQ5jdhorHShpbboGm2ObA/ee=cEt90b:ws9Tlc;QGR0gd:Mlhmy;uY49fb:COQbmf;yxTchf:KUM7Z;qddgKe:xQtZb;dIoSBb:SpsfSb;EmZ2Bf:zr1jrb;EV
Nhjf:pw70Gc;eBAeSb:zbML3c;yEQyxe:p8L0ob;JsbNhc:Xd8iUd;NSEoX:lazG7b;zxnPse:duFQFc;pXdRYb:XBRlNc;oGtAuc:sOXFj;wQlYve:aLUfP;g8nkx:U4MzKc;Pjplud:EE
DORb;io8t5d:yDVVkb;Oj465e:KG2eXe;Erl4fe:FloWmf;ul9GGd:VDovNc;sP4Vbe:VwDzFe;a56pNe:JEfCwb;kMFpHd:OTA3Ae;NPKaK:SdcwHb;nAFL3:s39S4;iFQyKf:QIhFr;
kbAm9d:MkHyGd;xqZiqf:BBI74;SNUn3:ZwDk9d;LBgRLc:SdcwHb;wR5FRb:O1Gjze/m=Wt6vjf,hhhU8,FCpbqb,WhJNk"

Preview: "use strict";this.default_TranslateWebserverUi=this.default_TranslateWebserverUi||{};(function(_){var window=this;.try{._.k("Wt6vjf");.var Mu=function(a){_.B.call(this,a)
};_.C(Mu,_.B);Mu.prototype.wb=function(){return _.ej(this,1)};Mu.prototype.Uc=function(a){return _.x(this,1,a)};Mu.Ad="f.bo";var Nu=function(){_.Ql.call(this)};_.C(Nu,_.Q
l);Nu.prototype.vb=function(){this.VB=!1;coa(this);_.Ql.prototype.vb.call(this)};Nu.prototype.i=function(){doa(this);if(this.Mq)return eoa(this),!1;if(!this.BD)return Ou(this),!0;t
his.dispatchEvent("p");if(!this.mz)return Ou(this),!0;this.ox?(this.dispatchEvent("r"),Ou(this)):eoa(this);return!1};.var foa=function(a){var b=new _.pr(a.dN);null!=a.iA&
&b.j.set("authuser",a.iA);return b},eoa=function(a){a.Mq=!0;var b=foa(a),c="rt=r&f_uid="+_.qh(a.mz);_.sn(b,(0,_.Mf)(a.j,a),"POST",c)};.Nu.prototype.j=function(a){a=a.targ
et;doa(this);if(_.vn(a)){this.Hv=0;if(this.ox)this.Mq=!1,this.dispatchEvent("r");else if(this.BD)this.dispatchEvent("s");else{try{var b=_.wn

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: downloaded

Size (bytes): 455

Entropy (8bit): 5.232179688103835

Encrypted: false

SSDEEP: 12:k6El6qF5EytxhWU18D0IZevDHhivDIyAXfpkbRNkN0:k6Pq7PtxhWU18Hgv1WMy/rkK

MD5: 3609CF4A70B7CC6F144D3134941F7EFE

SHA1: D30E1F85ED3B01A85B178AC902EDA773136923BF

SHA-256: CD1E1EEE482CED6D6546BBB001526072825464528FA359AE40940D28BE521420

SHA-512: DD1221FE50DBDC4B87CB7AF921D5939A678421D52016BE2C9F6D70D146CDEEDEC38DADC244723C00D6189E5D3983845CE6EF4E084242864F77F258F1AC98889
3

Malicious: false

Reputation: low

URL: "https://www.gstatic.com/_/mss/boq-translate/_/js/k=boq-translate.TranslateWebserverUi.en_US.gU6vqBGj5OA.es5.O/ck=boq-
translate.TranslateWebserverUi.XS_65KTRH0U.L.B1.O/am=gemZDQsCAQg/d=1/exm=A7fCU,AJZZxc,AKLKy,AV6dJd,BVgquf,CHCSlb,COQbmf,CTfTTd,CW8lw,DFTXbf
,E2VjNc,EEDORb,EF8pe,EFQ78c,FZTbYc,G0j0Je,GILUZe,GSlykd,GiFjve,Gkrb3e,HruX3d,HwavCb,I6YDgd,IZT63,Id96Vc,IjTJJb,Izs65d,JE2clc,JH2zc,JNcm2e,JNoxi,JPv
Ypc,JVNQkc,JWUKXe,K4PcAe,KG2eXe,KOuY1b,KUM7Z,L1AAkb,LEikZe,LFynkb,LP4cEc,M2suMc,MDB2J,MI6k7c,MJWMce,MY2OBe,MaBk4,Mlhmy,MnwvSb,MpJwZc,
N2mfec,NotTJb,NufREb,NwH0H,O1Gjze,O6y8ed,OTA3Ae,OmgaI,P6Sgne,PJgxJf,PrPYRd,QIhFr,QKK0O,Qnj3Pe,QqJ8Gd,R6UQsc,RAnnUd,RMhBfe,RqjULd,Ru0Pgb,S
NtCZb,SdcwHb,SpsfSb,T8kZcd,TJQ3Ud,Tpj7Pb,TzmfU,U0aPgd,UECOXe,UUJqVe,UWMmZb,Uas9Hd,UfGXTd,Ulmmrd,Un38xf,UthHZe,V3dDOb,V8JnLd,VETAO,VNcg1
e,VwDzFe,WCciof,WO9ee,WYNSOe,XBRlNc,XMsnSd,XVMNvd,Xn16n,YrN4Fb,ZH8ved,ZakeSe,ZbunN,ZfAoz,ZwDk9d,_b,_r,_tp,a4GDlb,aW3pY,aurFic,bD99Db,bTi8wc,
bYHiff,bm51tf,byfTOb,cPVRG,ceo3ne,dmy0Zb,duFQFc,eM1C7d,eYJrS,ehH0Pd,fKBXPe,fKUV3e,fR6Vdb,ff8rzd,fmklff,g8fAWe,gJzDyc,gWGePc,glibvb,gychg,hB8iWe,hK
Sk3e,hPAkKe,hc6Ubd,hmxKAd,i5dxUd,j4UNFc,jMem0b,jl0Zdc,kWgXee,kjKdXe,lWpni,lazG7b,lsjVmc,lwddkf,m9oV,mI3LFb,mNvcvf,mdR7q,mmcjze,mzzZzc,n391td,n73q
wf,nKuFpb,onWwzb,ovKuLd,p8L0ob,pKzUve,pjICDe,pvoWvc,pw70Gc,q0xTif,qRXAtf,rCcCxc,rPRh8e,rQ304,rSlV0d,s2VbJb,s2XCRc,s39S4,sGhhBd,sJhETb,sOXFj,soHxf
,t1sulf,tQX3bd,tQbu0,tjiVBd,u8fSBf,uD1GC,uu7UOe,w9hDv,ws9Tlc,xQtZb,xUdipf,xdp6Ne,xzbRj,yDVVkb,yi1Dad,zbML3c,zr1jrb/excm=_b,_r,_tp,mainview/ed=1/wt=2/rs=A
NkVxDlNdNQkIIQ5jdhorHShpbboGm2ObA/ee=cEt90b:ws9Tlc;QGR0gd:Mlhmy;uY49fb:COQbmf;yxTchf:KUM7Z;qddgKe:xQtZb;dIoSBb:SpsfSb;EmZ2Bf:zr1jrb;EVNhjf:pw
70Gc;eBAeSb:zbML3c;yEQyxe:p8L0ob;JsbNhc:Xd8iUd;NSEoX:lazG7b;zxnPse:duFQFc;pXdRYb:XBRlNc;oGtAuc:sOXFj;wQlYve:aLUfP;g8nkx:U4MzKc;Pjplud:EEDORb;i
o8t5d:yDVVkb;Oj465e:KG2eXe;Erl4fe:FloWmf;ul9GGd:VDovNc;sP4Vbe:VwDzFe;a56pNe:JEfCwb;kMFpHd:OTA3Ae;NPKaK:SdcwHb;nAFL3:s39S4;iFQyKf:QIhFr;kbAm9
d:MkHyGd;xqZiqf:BBI74;SNUn3:ZwDk9d;LBgRLc:SdcwHb;wR5FRb:O1Gjze/m=xuEY0"

Preview: "use strict";this.default_TranslateWebserverUi=this.default_TranslateWebserverUi||{};(function(_){var window=this;.try{._.k("xuEY0");.var YS=function(a){_.jw.call(this,a.
va)};_.C(YS,_.jw);YS.qa=_.jw.qa;YS.prototype.Hc=function(){return"xuEY0"};YS.prototype.Gd=function(){return!0};YS.prototype.Ic=function(){return _.VS};_.iw(_.ks
a,YS);_.Dv.xuEY0=_.Wz;._.p();.}catch(e){_._DumpException(e)}.}).call(this,this.default_TranslateWebserverUi);.// Google Inc..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines (550)

Category: downloaded

Chrome Cache Entry: 246

Chrome Cache Entry: 247
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Size (bytes): 5988

Entropy (8bit): 5.624621246995609

Encrypted: false

SSDEEP: 96:UZ2+9elfcq1Dca6I2WBgfCfppMGURxy7C3wP:b+9qReffC4um3e

MD5: 625628DECA295DF8CD4A1A0152E9BDB6

SHA1: CF2BAF2415787B1F7482EF721FC93698C2299905

SHA-256: 9095CB4B3FF4AC5764A220DB788B1DCB01D1AD8AC1BFC5D5EA293BF20730E39E

SHA-512: 48F0A982047726293109CE780812DFD88B35064D19AE33C5D3F70F986309B5354BD4214C07A3DEDA4F639574EAAF84112EF450AD19DC1F829E37871C1B0FDF45

Malicious: false

Reputation: low

URL: "https://www.gstatic.com/_/mss/boq-translate/_/js/k=boq-translate.TranslateWebserverUi.en_US.gU6vqBGj5OA.es5.O/ck=boq-
translate.TranslateWebserverUi.XS_65KTRH0U.L.B1.O/am=gemZDQsCAQg/d=1/exm=A7fCU,AJZZxc,AKLKy,AV6dJd,BVgquf,CHCSlb,COQbmf,CTfTTd,CW8lw,DFTXbf
,E2VjNc,EEDORb,EF8pe,EFQ78c,FCpbqb,FZTbYc,G0j0Je,GILUZe,GSlykd,GiFjve,Gkrb3e,HgVFRb,HruX3d,HwavCb,I6YDgd,IZT63,Id96Vc,IjTJJb,Izs65d,JE2clc,JH2zc,J
Ncm2e,JNoxi,JPvYpc,JVNQkc,JWUKXe,K4PcAe,KG2eXe,KOuY1b,KUM7Z,L1AAkb,LEikZe,LFynkb,LP4cEc,M2suMc,MDB2J,MI6k7c,MJWMce,MY2OBe,MaBk4,Mlhmy,
MnwvSb,MpJwZc,N2mfec,NotTJb,NufREb,NwH0H,O1Gjze,O6y8ed,OTA3Ae,OmgaI,P6Sgne,PJgxJf,PrPYRd,QIhFr,QKK0O,Qnj3Pe,QqJ8Gd,R6UQsc,RAnnUd,RMhBfe,
RqjULd,Ru0Pgb,SNtCZb,SdcwHb,SpsfSb,T8kZcd,TJQ3Ud,Tpj7Pb,TzmfU,U0aPgd,UECOXe,UUJqVe,UWMmZb,Uas9Hd,UfGXTd,Ulmmrd,Un38xf,UthHZe,V3dDOb,V8Jn
Ld,VETAO,VNcg1e,VwDzFe,WCciof,WO9ee,WYNSOe,WhJNk,Wt6vjf,XBRlNc,XMsnSd,XVMNvd,Xn16n,YrN4Fb,ZH8ved,ZbunN,ZfAoz,ZwDk9d,_b,_r,_tp,a4GDlb,aW3pY
,aurFic,bD99Db,bTi8wc,bYHiff,bm51tf,byfTOb,cPVRG,ceo3ne,dmy0Zb,duFQFc,eM1C7d,eYJrS,ehH0Pd,fKBXPe,fKUV3e,fR6Vdb,ff8rzd,fmklff,g8fAWe,gJzDyc,gWGePc,g
libvb,gychg,hB8iWe,hKSk3e,hPAkKe,hc6Ubd,hhhU8,hmxKAd,i5dxUd,j4UNFc,jMem0b,jl0Zdc,kWgXee,kjKdXe,lWpni,lazG7b,lsjVmc,lwddkf,m9oV,mI3LFb,mNvcvf,mdR7q,
mmcjze,mzzZzc,n391td,n73qwf,nKuFpb,onWwzb,ovKuLd,p8L0ob,pKzUve,pjICDe,pvoWvc,pw70Gc,q0xTif,qRXAtf,rCcCxc,rPRh8e,rQ304,rSlV0d,s2VbJb,s2XCRc,s39S4,
sGhhBd,sJhETb,sOXFj,soHxf,t1sulf,tQX3bd,tQbu0,tjiVBd,u8fSBf,uD1GC,uu7UOe,w9hDv,ws9Tlc,xQtZb,xUdipf,xdp6Ne,xuEY0,xzbRj,yDVVkb,yi1Dad,zbML3c,zr1jrb/excm
=_b,_r,_tp,mainview/ed=1/wt=2/rs=ANkVxDlNdNQkIIQ5jdhorHShpbboGm2ObA/ee=cEt90b:ws9Tlc;QGR0gd:Mlhmy;uY49fb:COQbmf;yxTchf:KUM7Z;qddgKe:xQtZb;dIoS
Bb:SpsfSb;EmZ2Bf:zr1jrb;EVNhjf:pw70Gc;eBAeSb:zbML3c;yEQyxe:p8L0ob;JsbNhc:Xd8iUd;NSEoX:lazG7b;zxnPse:duFQFc;pXdRYb:XBRlNc;oGtAuc:sOXFj;wQlYve:aL
UfP;g8nkx:U4MzKc;Pjplud:EEDORb;io8t5d:yDVVkb;Oj465e:KG2eXe;Erl4fe:FloWmf;ul9GGd:VDovNc;sP4Vbe:VwDzFe;a56pNe:JEfCwb;kMFpHd:OTA3Ae;NPKaK:SdcwH
b;nAFL3:s39S4;iFQyKf:QIhFr;kbAm9d:MkHyGd;xqZiqf:BBI74;SNUn3:ZwDk9d;LBgRLc:SdcwHb;wR5FRb:O1Gjze/m=BSwBZd"

Preview: "use strict";this.default_TranslateWebserverUi=this.default_TranslateWebserverUi||{};(function(_){var window=this;.try{._.k("BSwBZd");.var V$a=function(){return"Choose a 
document"},W$a=function(){return"Upload a .docx, .pdf, .pptx, or .xlsx."},X$a=function(){return"Learn more"},XW={},Y$a,Z$a,$$a=function(){_.qJ.call(this)};_.C($$a,_.qJ);.
var aab,bab,cab,dab,eab,fab,gab,hab,iab,jab,kab,lab=function(a,b,c,d){b.open("div","JAXGVe");b.U(eab||(eab=["class","sUGHdf","jsname","NSj5z"]));b.v();b.open("d
iv","J55iib");b.U(fab||(fab=["class","cDGEmc"]));b.v();var e=b.N("zdIwKd");_.DJ(b,"drive_file",void 0,void 0,"QLCFQ");b.H(e);b.close();b.open("div","SeWHed");b.U(gab||(ga
b=["class","ntLOd"]));b.v();b.open("div","tjgAnc");b.U(hab||(hab=["class","MXuJQd","jsname","uzxqBb"]));b.v();_.X(b,c);b.close();b.open("div","gmI46");b.U(iab||(iab=["cla
ss",."d3Mtee","jsname","RPF41d"]));b.v();_.X(b,d);b.close();b.close();b.open("div","ZMqyD");b.U(jab||(jab=["class","Pjatl"]));b.v();b.open("div","NiXAvb");b.U(k

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines (19015)

Category: downloaded

Size (bytes): 19188

Entropy (8bit): 5.212814407014048

Encrypted: false

SSDEEP: 384:+CbuG4xGNoDic2UjKPafxwC5b/4xQviOJU7QzxzivDdE3pcGdjkd/9jt3B+Kb964:zb4xGmiJfaf7gxQvVU7eziv+cSjknZ3f

MD5: 70D3FDA195602FE8B75E0097EED74DDE

SHA1: C3B977AA4B8DFB69D651E07015031D385DED964B

SHA-256: A52F7AA54D7BCAAFA056EE0A050262DFC5694AE28DEE8B4CAC3429AF37FF0D66

SHA-512: 51AFFB5A8CFD2F93B473007F6987B19A0A1A0FB970DDD59EF45BD77A355D82ABBBD60468837A09823496411E797F05B1F962AE93C725ED4C00D514BA40269D14

Malicious: false

Reputation: low

URL: https://cdnjs.cloudflare.com/ajax/libs/popper.js/1.12.9/umd/popper.min.js

Preview: /*. Copyright (C) Federico Zivolo 2017. Distributed under the MIT License (license terms are at http://opensource.org/licenses/MIT).. */(function(e,t){'object'==typeof ex
ports&&'undefined'!=typeof module?module.exports=t():'function'==typeof define&&define.amd?define(t):e.Popper=t()})(this,function(){'use strict';function e(e){return e&&'
[object Function]'==={}.toString.call(e)}function t(e,t){if(1!==e.nodeType)return[];var o=getComputedStyle(e,null);return t?o[t]:o}function o(e){return'HTML'===e.nodeName?
e:e.parentNode||e.host}function n(e){if(!e)return document.body;switch(e.nodeName){case'HTML':case'BODY':return e.ownerDocument.body;case'#document':return e.b
ody;}var i=t(e),r=i.overflow,p=i.overflowX,s=i.overflowY;return /(auto|scroll)/.test(r+s+p)?e:n(o(e))}function r(e){var o=e&&e.offsetParent,i=o&&o.nodeName;return i&&'BOD
Y'!==i&&'HTML'!==i?-1!==['TD','TABLE'].indexOf(o.nodeName)&&'static'===t(o,'position')?r(o):o:e?e.ownerDocument.documentElement:document.documentEleme
nt}functio

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: JPEG image data, baseline, precision 8, 1920x1080, components 3

Category: downloaded

Size (bytes): 14816

Entropy (8bit): 3.6441206238593775

Encrypted: false

SSDEEP: 192:Gh80r9TEA79MMl5hpYc/kD4XbsphvPIxKRvo0J:Ghr9FPW2kD4rsrPI0Rvoi

MD5: 74ED54BE49899F8F9B46E6B09AF92DF0

SHA1: DB9A84FEB8900ADD663868A11EEDD26A2C8BEADD

SHA-256: CD02716AEFD411689E481090941748A4BF0F6D8335CA99166F6CC5873F8D4899

SHA-512: E0128F4A8703F6AC6FBF67A66A3E62BF4C13D2C876724E71B671C16CFA0C5C63A55FF307A6CBEC0B1C101D9A03D03E71A26B85F420BE259D5529A47E8CC5366
3

Chrome Cache Entry: 248

Chrome Cache Entry: 249
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Malicious: false

Reputation: low

URL: https://i.imgur.com/SyO5Weq.jpg

Preview: ......Adobe.d........C..................................................#"""#''''''''''...C..................................................!! !!''''''''''......8....".........................................................!..................................
...........................?..............@....PPE.@..........T.*..@....@.@...@.E.....@.....@..E..DP..Q*......(.. ...........@...D.PQ.Q*........... . .........P.T.....D.....A.......@..(....... (.(.(.(.........A
P......(...............*..(.........(......#H..... ............ .!PTJ(..............A.T..Q.......P...P..P..P......@.P.D.D.DP......@......@...........Z .U....T( ............"..................."............. ..T.D.Q.Q.Q..
...@...P.........T.DP.....Q.........T.P.@DiT...@.......@...@@*P...(............................@...@....................P....P..........A...............E....P.P.T......(.............( ............ . ..............TAE...D
.D.@...........@..........P.i............P......P...AD.@.................P..P.......A@....

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: GIF image data, version 89a, 64 x 64

Category: downloaded

Size (bytes): 111830

Entropy (8bit): 7.886479791646624

Encrypted: false

SSDEEP: 3072:gSEro86gVAGuUJ6m7WLe3KKcj1zG/lHoTSV0fk:dEro86gVAORL3KKc5kIWac

MD5: CAD066AA5000D5318EC2AEB1FF09FC92

SHA1: 874E026942B1621477EC77C0DC2443B8222E19D5

SHA-256: F1C19DEF8ABE99D6E922755FC028D2CF35BF3419B020D7F955F1C202D2C7936C

SHA-512: F2C27B8CA39131DC749A3764D58390D581312F440621AFBB19B212F54D8F946D344FC2FFC9A890C40885062C3AD6DBA73688E0AFE8CF32392BA0ECDE0B5F3276

Malicious: false

Reputation: low

URL: https://www.gstatic.com/translate/pwt_hackathon_bard_logo_processing.gif

Preview: GIF89a@.@..........!..NETSCAPE2.0.....!.......,....@.@...............................<..&..............................,....B..1.....<...... ..%..!..............-l.ah.q}.R..3..'..$..7..9....I.....6...........1.
.0a.\..O.n..C..'..Eu.K..3.......5..@..,M....Zy.I]....E...J..U.f....)p.S...R...'..-...i.Q. ..$...........<..1..5.....O.~K..N..K..K....v.....Q..y.Yc..K.v..ur.M..C....<....~..-b.T..5U..E...U..V.`r.Uu._..
...2L..T.s............x..j....S..._....[....B......{.........c.t....2..z].e....[.y.........k.I..?X._U..c.i.....WU.....O..p.a..r.........R....-..Sy.Vv.G..JW......U{.Kn.t~.Gt.^..M..J....}p.}.....|.D.,.....0..h...
...)..2...i.u..L..2..g...........?..h........n....X..........>.....|..................o.m.........n...V.x..M..V....N...............X{.Oj.sj.s......H......*\....#J.H....3R.e........I....Y2.I^Kv.x...C6..V...!q.$h
.......%p..K.*..!..4...OL(@6u"....<.....&..BT.B...+.`q.!..Wj.&........\...U^..T......!"<.b......m

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines (696)

Category: downloaded

Size (bytes): 3397

Entropy (8bit): 5.259433250583724

Encrypted: false

SSDEEP: 96:UMdH0s0S6+Z74UipI1R+ck/iI2aG2oaW7GtyMSDTwf7RP:7dU/m8qtI2X2DtyMSozB

MD5: 6516FCABDC58AFC33383BE596C2CEC10

SHA1: 9B69D4FFD4348E4AA443B3B3072C32954E3F6958

SHA-256: 1305E8B19A04EAC83F4981853E06988739FCD0373576673F1DE60C78BB8AB3D4

SHA-512: 10AF52E72FD3EB85CB80A5B63A34B77CE5749396956D470E76F2668B26710D6D1D1D8A72E3AD92B65E3C117B933B8346B3A5BF80631328AECC34533AF1740D4F

Malicious: false

Reputation: low

URL: "https://www.gstatic.com/_/mss/boq-translate/_/js/k=boq-translate.TranslateWebserverUi.en_US.gU6vqBGj5OA.es5.O/ck=boq-
translate.TranslateWebserverUi.XS_65KTRH0U.L.B1.O/am=gemZDQsCAQg/d=1/exm=A7fCU,AJZZxc,AKLKy,AV6dJd,BVgquf,CHCSlb,COQbmf,CTfTTd,CW8lw,DFTXbf
,E2VjNc,EEDORb,EF8pe,EFQ78c,FZTbYc,G0j0Je,GILUZe,GSlykd,GiFjve,Gkrb3e,HruX3d,HwavCb,I6YDgd,IZT63,Id96Vc,IjTJJb,Izs65d,JE2clc,JH2zc,JNcm2e,JNoxi,JPv
Ypc,JVNQkc,JWUKXe,K4PcAe,KG2eXe,KOuY1b,KUM7Z,L1AAkb,LEikZe,LFynkb,LP4cEc,M2suMc,MDB2J,MI6k7c,MJWMce,MY2OBe,MaBk4,Mlhmy,MnwvSb,MpJwZc,
N2mfec,NotTJb,NufREb,NwH0H,O1Gjze,O6y8ed,OTA3Ae,OmgaI,P6Sgne,PJgxJf,PrPYRd,QIhFr,QKK0O,Qnj3Pe,QqJ8Gd,R6UQsc,RAnnUd,RMhBfe,RqjULd,Ru0Pgb,S
NtCZb,SdcwHb,SpsfSb,TJQ3Ud,Tpj7Pb,TzmfU,U0aPgd,UECOXe,UUJqVe,UWMmZb,Uas9Hd,UfGXTd,Ulmmrd,Un38xf,UthHZe,V3dDOb,V8JnLd,VETAO,VNcg1e,VwDz
Fe,WCciof,WO9ee,WYNSOe,XBRlNc,XMsnSd,XVMNvd,Xn16n,YrN4Fb,ZH8ved,ZakeSe,ZbunN,ZfAoz,ZwDk9d,_b,_r,_tp,a4GDlb,aW3pY,aurFic,bD99Db,bTi8wc,bYHiff,b
m51tf,byfTOb,cPVRG,ceo3ne,dmy0Zb,duFQFc,eM1C7d,eYJrS,ehH0Pd,fKBXPe,fKUV3e,fR6Vdb,ff8rzd,fmklff,g8fAWe,gJzDyc,gWGePc,glibvb,gychg,hB8iWe,hKSk3e,hP
AkKe,hc6Ubd,hmxKAd,i5dxUd,j4UNFc,jMem0b,jl0Zdc,kWgXee,kjKdXe,lWpni,lazG7b,lsjVmc,lwddkf,m9oV,mI3LFb,mNvcvf,mdR7q,mmcjze,mzzZzc,n391td,n73qwf,nKuFp
b,onWwzb,ovKuLd,p8L0ob,pKzUve,pjICDe,pvoWvc,pw70Gc,qRXAtf,rCcCxc,rPRh8e,rSlV0d,s2VbJb,s2XCRc,s39S4,sGhhBd,sJhETb,soHxf,t1sulf,tQX3bd,tQbu0,tjiVBd,u
8fSBf,uu7UOe,w9hDv,ws9Tlc,xQtZb,xUdipf,xdp6Ne,xzbRj,yDVVkb,yi1Dad,zbML3c,zr1jrb/excm=_b,_r,_tp,mainview/ed=1/wt=2/rs=ANkVxDlNdNQkIIQ5jdhorHShpbboGm
2ObA/ee=cEt90b:ws9Tlc;QGR0gd:Mlhmy;uY49fb:COQbmf;yxTchf:KUM7Z;qddgKe:xQtZb;dIoSBb:SpsfSb;EmZ2Bf:zr1jrb;EVNhjf:pw70Gc;eBAeSb:zbML3c;yEQyxe:p8L0o
b;JsbNhc:Xd8iUd;NSEoX:lazG7b;zxnPse:duFQFc;pXdRYb:XBRlNc;oGtAuc:sOXFj;wQlYve:aLUfP;g8nkx:U4MzKc;Pjplud:EEDORb;io8t5d:yDVVkb;Oj465e:KG2eXe;Erl4fe
:FloWmf;ul9GGd:VDovNc;sP4Vbe:VwDzFe;a56pNe:JEfCwb;kMFpHd:OTA3Ae;NPKaK:SdcwHb;nAFL3:s39S4;iFQyKf:QIhFr;kbAm9d:MkHyGd;xqZiqf:BBI74;SNUn3:ZwDk
9d;LBgRLc:SdcwHb;wR5FRb:O1Gjze/m=sOXFj,q0xTif,T8kZcd"

Preview: "use strict";this.default_TranslateWebserverUi=this.default_TranslateWebserverUi||{};(function(_){var window=this;.try{._.fl(_.gr);._.k("sOXFj");.var xv=function(a){_.M.c
all(this,a.va)};_.C(xv,_.M);xv.Ba=_.M.Ba;xv.qa=_.M.qa;xv.prototype.i=function(a){return a()};_.tv(_.ska,xv);._.p();._.k("oGtAuc");._.voa=new _.ul(_.gr);._.p();._.hw=funct
ion(a){_.Cn.call(this,a.va);this.soy=this.wd=null;if(this.Nf()){var b=_.wl(this.Ce(),[_.om,_.nm]);b=_.Ie([b[_.om],b[_.nm]]).then(function(c){this.soy=c[0];this.wd=c[1]},null,this);
_.Dn(this,b)}this.s=a.Xd.dY};_.C(_.hw,_.Cn);_.hw.qa=function(){return{Xd:{dY:function(){return _.Xe(this)}}}};_.hw.prototype.getContext=function(a){return this.s.getConte
xt(a)};_.hw.prototype.getData=function(a){return this.s.getData(a)};_.hw.prototype.Dx=function(){};._.iw=function(a,b){_.En(b);a&&_.ql.ab().register(a,b)};._.k("q0xTif");.var 
dpa=function(a){var b=function(d){_.co(d)&&(_.co(d).Ca=null,_.Lv(d,null));d.XyHi9&&(d.XyHi9=null)};b(a);a=a.querySelectorAll("[c-wiz]")

Chrome Cache Entry: 250

Chrome Cache Entry: 251

Chrome Cache Entry: 252
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Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines (770)

Category: downloaded

Size (bytes): 1275

Entropy (8bit): 5.298083811852644

Encrypted: false

SSDEEP: 24:k6Pq70VJ8EeVLqnCYw+QIuD/W/ZLyiFOCU9nhxzBzPwb7edGu5pLc6Q5iTr2O1Ns:U70/q+nCvfaPFO9j3s6IgVc6zTrpZErP

MD5: 9BACEB8080AE5EF2DCB3B78820A81525

SHA1: 212F3BA80FF1F4FECD9F26393313C6962281E9F9

SHA-256: 7F6CBC13E6DB1D307E26B3884951D01C650EF43E8C0D57EB46DAD274A0A0A610

SHA-512: C20CD0EACA3D81D9984663EFE21A95AC3496B4C2D10C11FFE6A140813CA200348316979FC536BFBA74959F10E976C54D77C8048BE8F69996054598AB04229AFC

Malicious: false

Reputation: low

URL: "https://www.gstatic.com/_/mss/boq-translate/_/js/k=boq-translate.TranslateWebserverUi.en_US.gU6vqBGj5OA.es5.O/ck=boq-
translate.TranslateWebserverUi.XS_65KTRH0U.L.B1.O/am=gemZDQsCAQg/d=1/exm=A7fCU,AJZZxc,AKLKy,AV6dJd,BVgquf,CHCSlb,COQbmf,CTfTTd,CW8lw,DFTXbf
,E2VjNc,EEDORb,EF8pe,EFQ78c,FZTbYc,G0j0Je,GILUZe,GSlykd,GiFjve,Gkrb3e,HruX3d,HwavCb,I6YDgd,IZT63,Id96Vc,IjTJJb,Izs65d,JE2clc,JH2zc,JNcm2e,JNoxi,JPv
Ypc,JVNQkc,JWUKXe,K4PcAe,KG2eXe,KOuY1b,KUM7Z,L1AAkb,LEikZe,LFynkb,LP4cEc,M2suMc,MDB2J,MI6k7c,MJWMce,MY2OBe,MaBk4,Mlhmy,MnwvSb,MpJwZc,
N2mfec,NotTJb,NufREb,NwH0H,O1Gjze,O6y8ed,OTA3Ae,OmgaI,P6Sgne,PJgxJf,PrPYRd,QIhFr,QKK0O,Qnj3Pe,QqJ8Gd,R6UQsc,RAnnUd,RMhBfe,RqjULd,Ru0Pgb,S
NtCZb,SdcwHb,SpsfSb,TJQ3Ud,Tpj7Pb,TzmfU,U0aPgd,UECOXe,UUJqVe,UWMmZb,Uas9Hd,UfGXTd,Ulmmrd,Un38xf,UthHZe,V3dDOb,V8JnLd,VETAO,VNcg1e,VwDz
Fe,WCciof,WO9ee,WYNSOe,XBRlNc,XMsnSd,XVMNvd,Xn16n,YrN4Fb,ZH8ved,ZbunN,ZfAoz,ZwDk9d,_b,_r,_tp,a4GDlb,aW3pY,aurFic,bD99Db,bTi8wc,bYHiff,byfTOb,c
PVRG,ceo3ne,dmy0Zb,duFQFc,eM1C7d,eYJrS,ehH0Pd,fKBXPe,fKUV3e,fR6Vdb,ff8rzd,fmklff,g8fAWe,gJzDyc,gWGePc,glibvb,gychg,hB8iWe,hKSk3e,hPAkKe,hc6Ubd,h
mxKAd,i5dxUd,j4UNFc,jMem0b,jl0Zdc,kWgXee,kjKdXe,lWpni,lazG7b,lsjVmc,lwddkf,m9oV,mI3LFb,mNvcvf,mdR7q,mmcjze,mzzZzc,n391td,n73qwf,nKuFpb,onWwzb,ovK
uLd,p8L0ob,pKzUve,pjICDe,pvoWvc,pw70Gc,qRXAtf,rCcCxc,rPRh8e,rSlV0d,s2VbJb,s2XCRc,s39S4,sGhhBd,sJhETb,soHxf,t1sulf,tQX3bd,tQbu0,tjiVBd,u8fSBf,uu7UOe,
w9hDv,ws9Tlc,xQtZb,xUdipf,xdp6Ne,xzbRj,yDVVkb,yi1Dad,zbML3c,zr1jrb/excm=_b,_r,_tp,mainview/ed=1/wt=2/rs=ANkVxDlNdNQkIIQ5jdhorHShpbboGm2ObA/ee=cEt9
0b:ws9Tlc;QGR0gd:Mlhmy;uY49fb:COQbmf;yxTchf:KUM7Z;qddgKe:xQtZb;dIoSBb:SpsfSb;EmZ2Bf:zr1jrb;EVNhjf:pw70Gc;eBAeSb:zbML3c;yEQyxe:p8L0ob;JsbNhc:Xd8i
Ud;NSEoX:lazG7b;zxnPse:duFQFc;pXdRYb:XBRlNc;oGtAuc:sOXFj;wQlYve:aLUfP;g8nkx:U4MzKc;Pjplud:EEDORb;io8t5d:yDVVkb;Oj465e:KG2eXe;Erl4fe:FloWmf;ul9G
Gd:VDovNc;sP4Vbe:VwDzFe;a56pNe:JEfCwb;kMFpHd:OTA3Ae;NPKaK:SdcwHb;nAFL3:s39S4;iFQyKf:QIhFr;kbAm9d:MkHyGd;xqZiqf:BBI74;SNUn3:ZwDk9d;LBgRLc:S
dcwHb;wR5FRb:O1Gjze/m=bm51tf"

Preview: "use strict";this.default_TranslateWebserverUi=this.default_TranslateWebserverUi||{};(function(_){var window=this;.try{._.k("bm51tf");.var Pkb=function(a,b,c,d,e){this.o=
a;this.ma=b;this.s=c;this.T=d;this.ua=e;this.i=0;this.j=Okb(this)},Qkb=function(a){var b={};_.Pa(a.wB(),function(e){b[e]=!0});var c=a.jB(),d=a.qB();return new Pkb(a.iz(),
1E3*c.getSeconds(),a.cB(),1E3*d.getSeconds(),b)},Okb=function(a){return Math.random()*Math.min(a.ma*Math.pow(a.s,a.i),a.T)},p2=function(a,b){return a.i>=a.o?!1:
null!=b?!!a.ua[b]:!0};var q2=function(a){_.M.call(this,a.va);this.o=a.service.sD;this.s=a.service.metadata;a=a.service.Z_;this.j=a.o.bind(a)};_.C(q2,_.M);q2.Ba=_.M.Ba;q2.
qa=function(){return{service:{sD:_.Mkb,metadata:_.k2,Z_:_.BH}}};q2.prototype.i=function(a,b){if(1!=this.s.getType(a.tc()))return _.Km(a);var c=this.o.i;(c=c?Qkb(c):null)&
&p2(c)?(b=Rkb(this,a,b,c),a=new _.Hm(a,b,2)):a=_.Km(a);return a};.var Rkb=function(a,b,c,d){return c.then(function(e){return e},function(e){if(!e.status||!p2(d,

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: Web Open Font Format (Version 2), TrueType, length 162924, version 1.0

Category: downloaded

Size (bytes): 162924

Entropy (8bit): 7.998614826254304

Encrypted: true

SSDEEP: 3072:XdhkQyBlHVVYwHUFDrzXtPz/qJwZmUyhjpimMS6DW4hb59a06EziVFKth8Biq:wQyBBvYw0FD/tPWJZjI3PXhbrduVFc8f

MD5: 7F2E1B48B71EC58FDA4539018A2F56CC

SHA1: 507BF81F52FA8C99BF2C5C8BD59A981899CA9995

SHA-256: 7F80C4C91054B3D6C80721939242C2D4F68F15E41F251E12641F695D78EB2F35

SHA-512: DD7B52119D1179332147984F6C7D8CDCB3388AEB1E8AF708EF9036ACDDE6E7B3900ACC965221F4E4864DAD89797072E19E5B308CF065A65DDA7656BE884CDD
77

Malicious: false

Reputation: low

URL: https://fonts.gstatic.com/s/materialiconsextended/v149/kJEjBvgX7BgnkSrUwT8UnLVc38YydejYY-oE_LvJ.woff2

Preview: wOF2......|l..........|..................................`..P..........N.....6.$.... .... [.m.A.B.$...c....5s/E...%.u..v..J6...:......;............$........@..M..... 8.HA.6%R...tB ..D..M".f.$G.....<....~.y;..R.
.23.S.T...p...'V{|u.,S....Z...lZ)..Dc..D..;=n...V...<.X6...h.......:sw.....T.6.eF..!=*.f..H\..dDd*.q"s.E.Q......JT..v..#Mf"sH}A.>.....q.h.mLC...Q..Cv...+|.u......6..B...I......K..I...R.[..m(
...P<B."R.Ap.f.j:.o...\o..L..G3Yn.C..........\rI..$$!DH.!....v0r.E...p..WK.v...muW...*X.[. ......j...1\U..8V.&.X..i.T^TO..^\......&.g2Iv....>.J(.T.*..y...v....4.f..a....$.K...M-5...1D.ya...'.'...A 
....!.@..c...$.D.3q..:...:&O.rV..V..v.m...[-.Z..m.......:o......$}.h..i.N.FH.$(..Zq....v...k. ._.A...J&.J..D.......>...~!...H.".$........_...;v...*gU....W Y3lI...;.....RG.....|.rw.. ..=@.....N.
....=.W..=O.(...`..M......Y..&.O. R..'0.~6@$.4f.`I@.dV{..YJ[j`v).1(.L.."(oO...R...cI(.l.K..P,1.C.b....A=,u.B....;wm..H{.>......8e.8d.2.~.4.CDDDDDDDD..|.Z..s.G!.._.....

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: SVG Scalable Vector Graphics image

Category: downloaded

Size (bytes): 1660

Entropy (8bit): 4.301517070642596

Encrypted: false

SSDEEP: 48:A/S9VU5IDhYYmMqPLmumtrYW2DyZ/jTq9J:A2VUSDhYYmM5trYFw/jmD

MD5: 554640F465EB3ED903B543DAE0A1BCAC

SHA1: E0E6E2C8939008217EB76A3B3282CA75F3DC401A

Chrome Cache Entry: 253

Chrome Cache Entry: 254
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SHA-256: 99BF4AA403643A6D41C028E5DB29C79C17CBC815B3E10CD5C6B8F90567A03E52

SHA-512: 462198E2B69F72F1DC9743D0EA5EED7974A035F24600AA1C2DE0211D978FF0795370560CBF274CCC82C8AC97DC3706C753168D4B90B0B81AE84CC922C055CFF
0

Malicious: false

Reputation: low

URL: https://www.gstatic.com/images/branding/googlelogo/svg/googlelogo_clr_74x24px.svg

Preview: <svg xmlns="http://www.w3.org/2000/svg" width="74" height="24" viewBox="0 0 74 24"><path fill="#4285F4" d="M9.24 8.19v2.46h5.88c-.18 1.38-.64 2.39-1.34 3.1-.86.
86-2.2 1.8-4.54 1.8-3.62 0-6.45-2.92-6.45-6.54s2.83-6.54 6.45-6.54c1.95 0 3.38.77 4.43 1.76L15.4 2.5C13.94 1.08 11.98 0 9.24 0 4.28 0 .11 4.04.11 9s4.17 9 9.13 
9c2.68 0 4.7-.88 6.28-2.52 1.62-1.62 2.13-3.91 2.13-5.75 0-.57-.04-1.1-.13-1.54H9.24z"/><path fill="#EA4335" d="M25 6.19c-3.21 0-5.83 2.44-5.83 5.81 0 3.34 2.62 5.81 
5.83 5.81s5.83-2.46 5.83-5.81c0-3.37-2.62-5.81-5.83-5.81zm0 9.33c-1.76 0-3.28-1.45-3.28-3.52 0-2.09 1.52-3.52 3.28-3.52s3.28 1.43 3.28 3.52c0 2.07-1.52 3.52-3.28 3.
52z"/><path fill="#4285F4" d="M53.58 7.49h-.09c-.57-.68-1.67-1.3-3.06-1.3C47.53 6.19 45 8.72 45 12c0 3.26 2.53 5.81 5.43 5.81 1.39 0 2.49-.62 3.06-1.32h.09v.81c0 
2.22-1.19 3.41-3.1 3.41-1.56 0-2.53-1.12-2.93-2.07l-2.22.92c.64 1.54 2.33 3.43 5.15 3.43 2.99 0 5.52-1.76 5.52-6.05V6.49h-2.42v1zm-2.93 8.03c-1.76 0-3.1-1.5-3.1-3.52 
0-2.05 1.34-3.52 3.1-3

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines (770)

Category: downloaded

Size (bytes): 1275

Entropy (8bit): 5.298083811852644

Encrypted: false

SSDEEP: 24:k6Pq70VJ8EeVLqnCYw+QIuD/W/ZLyiFOCU9nhxzBzPwb7edGu5pLc6Q5iTr2O1Ns:U70/q+nCvfaPFO9j3s6IgVc6zTrpZErP

MD5: 9BACEB8080AE5EF2DCB3B78820A81525

SHA1: 212F3BA80FF1F4FECD9F26393313C6962281E9F9

SHA-256: 7F6CBC13E6DB1D307E26B3884951D01C650EF43E8C0D57EB46DAD274A0A0A610

SHA-512: C20CD0EACA3D81D9984663EFE21A95AC3496B4C2D10C11FFE6A140813CA200348316979FC536BFBA74959F10E976C54D77C8048BE8F69996054598AB04229AFC

Malicious: false

Reputation: low

URL: "https://www.gstatic.com/_/mss/boq-translate/_/js/k=boq-translate.TranslateWebserverUi.en_US.gU6vqBGj5OA.es5.O/ck=boq-
translate.TranslateWebserverUi.XS_65KTRH0U.L.B1.O/am=gemZDQsCAQg/d=1/exm=A7fCU,AJZZxc,AKLKy,AV6dJd,BVgquf,CHCSlb,COQbmf,CTfTTd,CW8lw,DFTXbf
,E2VjNc,EEDORb,EF8pe,EFQ78c,FZTbYc,G0j0Je,GILUZe,GSlykd,GiFjve,Gkrb3e,HruX3d,HwavCb,I6YDgd,IZT63,Id96Vc,IjTJJb,Izs65d,JE2clc,JH2zc,JNcm2e,JNoxi,JPv
Ypc,JVNQkc,JWUKXe,K4PcAe,KG2eXe,KOuY1b,KUM7Z,L1AAkb,LEikZe,LFynkb,LP4cEc,M2suMc,MDB2J,MI6k7c,MJWMce,MY2OBe,MaBk4,Mlhmy,MnwvSb,MpJwZc,
N2mfec,NotTJb,NufREb,NwH0H,O1Gjze,O6y8ed,OTA3Ae,OmgaI,P6Sgne,PJgxJf,PrPYRd,QIhFr,QKK0O,Qnj3Pe,QqJ8Gd,R6UQsc,RAnnUd,RMhBfe,RqjULd,Ru0Pgb,S
NtCZb,SdcwHb,SpsfSb,TJQ3Ud,Tpj7Pb,TzmfU,U0aPgd,UECOXe,UUJqVe,UWMmZb,Uas9Hd,UfGXTd,Ulmmrd,Un38xf,UthHZe,V3dDOb,V8JnLd,VETAO,VNcg1e,VwDz
Fe,WCciof,WO9ee,WYNSOe,XBRlNc,XMsnSd,XVMNvd,Xn16n,YrN4Fb,ZH8ved,ZakeSe,ZbunN,ZfAoz,ZwDk9d,_b,_r,_tp,a4GDlb,aW3pY,aurFic,bD99Db,bTi8wc,bYHiff,b
yfTOb,cPVRG,ceo3ne,dmy0Zb,duFQFc,eM1C7d,eYJrS,ehH0Pd,fKBXPe,fKUV3e,fR6Vdb,ff8rzd,fmklff,g8fAWe,gJzDyc,gWGePc,glibvb,gychg,hB8iWe,hKSk3e,hPAkKe,h
c6Ubd,hmxKAd,i5dxUd,j4UNFc,jMem0b,jl0Zdc,kWgXee,kjKdXe,lWpni,lazG7b,lsjVmc,lwddkf,m9oV,mI3LFb,mNvcvf,mdR7q,mmcjze,mzzZzc,n391td,n73qwf,nKuFpb,onW
wzb,ovKuLd,p8L0ob,pKzUve,pjICDe,pvoWvc,pw70Gc,qRXAtf,rCcCxc,rPRh8e,rSlV0d,s2VbJb,s2XCRc,s39S4,sGhhBd,sJhETb,soHxf,t1sulf,tQX3bd,tQbu0,tjiVBd,u8fSBf,u
u7UOe,w9hDv,ws9Tlc,xQtZb,xUdipf,xdp6Ne,xzbRj,yDVVkb,yi1Dad,zbML3c,zr1jrb/excm=_b,_r,_tp,mainview/ed=1/wt=2/rs=ANkVxDlNdNQkIIQ5jdhorHShpbboGm2ObA/e
e=cEt90b:ws9Tlc;QGR0gd:Mlhmy;uY49fb:COQbmf;yxTchf:KUM7Z;qddgKe:xQtZb;dIoSBb:SpsfSb;EmZ2Bf:zr1jrb;EVNhjf:pw70Gc;eBAeSb:zbML3c;yEQyxe:p8L0ob;JsbN
hc:Xd8iUd;NSEoX:lazG7b;zxnPse:duFQFc;pXdRYb:XBRlNc;oGtAuc:sOXFj;wQlYve:aLUfP;g8nkx:U4MzKc;Pjplud:EEDORb;io8t5d:yDVVkb;Oj465e:KG2eXe;Erl4fe:FloW
mf;ul9GGd:VDovNc;sP4Vbe:VwDzFe;a56pNe:JEfCwb;kMFpHd:OTA3Ae;NPKaK:SdcwHb;nAFL3:s39S4;iFQyKf:QIhFr;kbAm9d:MkHyGd;xqZiqf:BBI74;SNUn3:ZwDk9d;LB
gRLc:SdcwHb;wR5FRb:O1Gjze/m=bm51tf"

Preview: "use strict";this.default_TranslateWebserverUi=this.default_TranslateWebserverUi||{};(function(_){var window=this;.try{._.k("bm51tf");.var Pkb=function(a,b,c,d,e){this.o=
a;this.ma=b;this.s=c;this.T=d;this.ua=e;this.i=0;this.j=Okb(this)},Qkb=function(a){var b={};_.Pa(a.wB(),function(e){b[e]=!0});var c=a.jB(),d=a.qB();return new Pkb(a.iz(),
1E3*c.getSeconds(),a.cB(),1E3*d.getSeconds(),b)},Okb=function(a){return Math.random()*Math.min(a.ma*Math.pow(a.s,a.i),a.T)},p2=function(a,b){return a.i>=a.o?!1:
null!=b?!!a.ua[b]:!0};var q2=function(a){_.M.call(this,a.va);this.o=a.service.sD;this.s=a.service.metadata;a=a.service.Z_;this.j=a.o.bind(a)};_.C(q2,_.M);q2.Ba=_.M.Ba;q2.
qa=function(){return{service:{sD:_.Mkb,metadata:_.k2,Z_:_.BH}}};q2.prototype.i=function(a,b){if(1!=this.s.getType(a.tc()))return _.Km(a);var c=this.o.i;(c=c?Qkb(c):null)&
&p2(c)?(b=Rkb(this,a,b,c),a=new _.Hm(a,b,2)):a=_.Km(a);return a};.var Rkb=function(a,b,c,d){return c.then(function(e){return e},function(e){if(!e.status||!p2(d,

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: PNG image data, 850 x 250, 8-bit gray+alpha, non-interlaced

Category: downloaded

Size (bytes): 14589

Entropy (8bit): 7.945522019911137

Encrypted: false

SSDEEP: 384:l+aUZOeInaJ9obSgvEIEzEPyQvkogkrVqOs8RdF81obX/8DSMt02OJ:lAZxI1b/TEzIkGhqOzu1ojWSC0l

MD5: 5E5848739169BCAA9BA5E40FE5EBF710

SHA1: DE8C33627287A24FECE030C39A9270BDF37AE99F

SHA-256: 95F2122A0FDEB006BDF1B752AEB4444E5DD48C5288029CEE224E4C439DFA8D13

SHA-512: 3B2839A6706D4416969211939C8B8F09F60EE639C5EC8E28DEDCF897D0CB3731FA1D8061234D4C538E3DDD3926D422F3F6E17F4D197998D53C04EFA5409F9A00

Malicious: false

Reputation: low

URL: https://www.gstatic.com/inputtools/images/ita_sprite8.png

Chrome Cache Entry: 255

Chrome Cache Entry: 256
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Preview: .PNG........IHDR...R...............8.IDATx...!.. ...W...-H@24..................................:.F..f....n#.....v.G..f4/..8...............l...5.rr....V.v...j4m...>. ..~...l'.1.r..%<Q....D..%D"...1...........%B<
.......S.i.T..4...N%..C...L....SO.}..'.{.fW...r..zn..H.Z....|......a{..[.R..."W.*../&R.r....z"M[.g6.......\........p.....:Z...<...\r.=ID. ].e.v..h\.I".....|..|..B.xz.s.s.F...1.I......G.<....,&.z......e.........
..]..;..M...p.........5..]dt....b.H]i2..h.(..g...4.....m.D#$i.<4{..'......8z....0.R.4.4$..M)..<...A..h.".y.....4i...RJ.R...d.QC.Zb...q.pH2....g..X.4^..~. ..f..7!$Ig.5.G......B...E..._.E.f.'P.....M.E.g
SN...*j3e..^.tx..!..J.s.Z...S..s..g.9.V3..h._+m.D.-3..E.aZ&.L.*....#x".$q=.I.]4+HG.'...~..}....u..(|....@{.RL.Eh. ..,.5>....y..)G....zF.y.....#.h.df...-..8..=...4...."..%+...O..Q.P.|k.~.;.'.
...l.$........?Ul..T....&8.Dx`hy..2..WZ...T.......Dm.v.......D...kK5.y..!+.....>..O.b..c3u.....h..<.i..8-.....p.H.74...n.9.1>..<J1..x..D..i....MG...

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines (2353)

Category: downloaded

Size (bytes): 248359

Entropy (8bit): 5.502280097293161

Encrypted: false

SSDEEP: 3072:MuYMbhOzOsBLiOgmylIo0hT6sBily4riaU:Mu78zOsNJHN6cX4+aU

MD5: 4E42F3A500CFB0A62955F62CB778FD54

SHA1: CC03D1A4A2E85B84A7651DCBE1FD5C196C38F728

SHA-256: 832BDFE8B0B62729042A01CA53E39A7C853D711EF9EF229091D8587471DC8847

SHA-512: 2420766DBB25E3F8EF3ABE791813C54B016AB44C14296D89123CF6A41138A47CF0B98B8B0F45611D0354446C1BE443A36998931CC87F0E3ED3FB241E3ABD152B

Malicious: false

Reputation: low

URL: "https://www.gstatic.com/_/mss/boq-translate/_/js/k=boq-translate.TranslateWebserverWebsiteTranslationUi.en.8s0pSmh60x0.es5.O/ck=boq-
translate.TranslateWebserverWebsiteTranslationUi.egOQXOt5Qss.L.B1.O/am=8C0ACA/d=1/exm=_b,_r,_tp/excm=_b,_r,_tp,iframenavigationview/ed=1/wt=2/rs=ANkVxD
na9XWhvfg_zXhKSN-dLj1Au8-
GVA/ee=cEt90b:ws9Tlc;QGR0gd:Mlhmy;uY49fb:COQbmf;yxTchf:KUM7Z;qddgKe:xQtZb;dIoSBb:SpsfSb;EmZ2Bf:zr1jrb;zxnPse:GkRiKb;EVNhjf:pw70Gc;JsbNhc:Xd8iUd;
oGtAuc:sOXFj;eBAeSb:zbML3c;NSEoX:lazG7b;Pjplud:EEDORb;io8t5d:yDVVkb;Oj465e:KG2eXe;Erl4fe:FloWmf;ul9GGd:VDovNc;sP4Vbe:VwDzFe;a56pNe:JEfCwb;kMFp
Hd:OTA3Ae;NPKaK:SdcwHb;pXdRYb:MdUzUe;nAFL3:s39S4;iFQyKf:QIhFr;xqZiqf:BBI74;SNUn3:ZwDk9d;LBgRLc:SdcwHb;wR5FRb:O1Gjze/m=n73qwf,ws9Tlc,GkRiKb,
e5qFLc,IZT63,UUJqVe,O1Gjze,byfTOb,lsjVmc,xUdipf,OTA3Ae,COQbmf,fKUV3e,aurFic,U0aPgd,ZwDk9d,V3dDOb,pKzUve,O6y8ed,PrPYRd,MpJwZc,LEikZe,NwH0H,Om
gaI,XVMNvd,L1AAkb,KUM7Z,Mlhmy,CXsKQe,s39S4,lwddkf,gychg,w9hDv,EEDORb,RMhBfe,SdcwHb,aW3pY,P5Thrf,pw70Gc,EFQ78c,Ulmmrd,ZfAoz,Z5uLle,xQtZb,JNo
xi,kWgXee,BVgquf,BBI74,QIhFr,ovKuLd,yDVVkb,hc6Ubd,SpsfSb,KG2eXe,MdUzUe,VwDzFe,zbML3c,zr1jrb,A7fCU,Uas9Hd,pjICDe"

Preview: "use strict";_F_installCss(".EDId0c{position:relative}.nhh4Ic{position:absolute;left:0;right:0;top:0;z-index:1;pointer-events:none}.nhh4Ic[data-state=snapping],.nhh4Ic[data-
state=cancelled]{transition:transform 200ms}.MGUFnf{display:block;width:28px;height:28px;padding:15px;margin:0 auto;transform:scale(0.7);background-color:#fa
fafa;border:1px solid #e0e0e0;border-radius:50%;box-shadow:0 2px 2px 0 rgba(0,0,0,.2);transition:opacity 400ms}.nhh4Ic[data-state=resting] .MGUFnf,.nhh4Ic[data-
state=cooldown] .MGUFnf{transform:scale(0);transition:transform 150ms}.nhh4Ic .LLCa0e{stroke-width:3.6px;transform:translateZ(1px)}.nhh4Ic[data-past-threshold=false] 
.LLCa0e{opacity:.3}.rOhAxb{fill:#4285f4;stroke:#4285f4}.A6UUqe{display:none;stroke-width:3px;width:28px;height:28px}.tbcVO{width:28px;height:28px}.bQ7oke{
position:absolute;width:0;height:0;overflow:hidden}.A6UUqe.qs41qe{animation-name:quantumWizSpinnerRotate;animation-duration:1568.63ms;animation-iteration-count:
infinite;animation-timing-func

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: downloaded

Size (bytes): 1185

Entropy (8bit): 5.488237858804326

Encrypted: false

SSDEEP: 24:81/nQOY7aMOgwAdnQOY7aMOg5to/rnQOY7aMOgHwy9+DGSSf7:coOEaMOg0OEaMOg5toUOEaMOgHNkoD

MD5: 5BFD7881F8A5D01AE358B73450D830B3

SHA1: 0427DA32A536ACE96DDF03439A14DA012D95E192

SHA-256: E1D007077DBE23399DA0D65F37C9A14CEA2FA2E1BABB405ACE619EB6B58A2321

SHA-512: B43C6C8BA46D8ADB72052D8509ADE7BDC129632E51286A3AFC69BF229A8DE759876E3BA6BA2A2163258FF9C9C29537F4903ECC5A3D1C5DEE766FCE7BB09656
67

Malicious: false

Reputation: low

URL: https://fonts.googleapis.com/css?family=Archivo+Narrow&display=swap

Preview: /* vietnamese */.@font-face {.  font-family: 'Archivo Narrow';.  font-style: normal;.  font-weight: 400;.  font-display: swap;.  src: url(https://fonts.gstatic.com/s/archivonarrow/
v28/tss5ApVBdCYD5Q7hcxTE1ArZ0Zz8oY2KRmwvKhhvLFG6rHmsJCQ.woff2) format('woff2');.  unicode-range: U+0102-0103, U+0110-0111, U+0128-0129, U+0168-
0169, U+01A0-01A1, U+01AF-01B0, U+1EA0-1EF9, U+20AB;.}./* latin-ext */.@font-face {.  font-family: 'Archivo Narrow';.  font-style: normal;.  font-weight: 400;.  font-d
isplay: swap;.  src: url(https://fonts.gstatic.com/s/archivonarrow/v28/tss5ApVBdCYD5Q7hcxTE1ArZ0Zz8oY2KRmwvKhhvLFG6rXmsJCQ.woff2) format('woff2');.  unicode-
range: U+0100-024F, U+0259, U+1E00-1EFF, U+2020, U+20A0-20AB, U+20AD-20CF, U+2113, U+2C60-2C7F, U+A720-A7FF;.}./* latin */.@font-face {.  font-family: 'A
rchivo Narrow';.  font-style: normal;.  font-weight: 400;.  font-display: swap;.  src: url(https://fonts.gstatic.com/s/archivonarrow/v28/tss5ApVBdCYD5Q7hcxTE1Ar
Z0Zz8oY2KRmwvKhhvLFG6o3ms.woff2) format(

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines (2324)

Category: downloaded

Size (bytes): 97180

Entropy (8bit): 5.465737051753053

Chrome Cache Entry: 257

Chrome Cache Entry: 258

Chrome Cache Entry: 259
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Encrypted: false

SSDEEP: 1536:la3ky4g6ms5fRYy9VKDMus+FwIHzaZDbcyqmf2XSu1DpldFhmT10KSBEkLH:t3hdODPytZnhlAHDpldXKS3

MD5: 2B39183812A38D650CE2D98F465640EA

SHA1: 2DFDA94A813C0C79403A9300DFC00506C3C2EA5E

SHA-256: 9E2852437BB0EEC00CF23E37B2152A8716ED1454AD1CFE42A8291518ACD9450C

SHA-512: 84CD35DE97CEC462DB5098E9BC4DF43F672A3B14074485073D8FBE76F5930669ED75B64951A8FF2ABEDBAF0B95229890E143156308B7CC01B98E08341830FBB7

Malicious: false

Reputation: low

URL: https://www.gstatic.com/feedback/js/help/prod/service/lazy.min.js

Preview: (function(){/*.. Copyright The Closure Library Authors.. SPDX-License-Identifier: Apache-2.0.*/.var m,aa=function(a){var b=0;return function(){return b<a.length?{done:!1,
value:a[b++]}:{done:!0}}},ba="function"==typeof Object.defineProperties?Object.defineProperty:function(a,b,c){if(a==Array.prototype||a==Object.prototype)return a;a[b]=c.v
alue;return a},ca=function(a){a=["object"==typeof globalThis&&globalThis,a,"object"==typeof window&&window,"object"==typeof self&&self,"object"==typeof global&&
global];for(var b=0;b<a.length;++b){var c=a[b];if(c&&c.Math==Math)return c}throw Error("Cannot find global object");.},da=ca(this),r=function(a,b){if(b)a:{var c=da;a=a.sp
lit(".");for(var d=0;d<a.length-1;d++){var e=a[d];if(!(e in c))break a;c=c[e]}a=a[a.length-1];d=c[a];b=b(d);b!=d&&null!=b&&ba(c,a,{configurable:!0,writable:!0,value:b})}}
;.r("Symbol",function(a){if(a)return a;var b=function(f,g){this.nc=f;ba(this,"description",{configurable:!0,writable:!0,value:g})};b.prototype.toString=function

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: SVG Scalable Vector Graphics image

Category: downloaded

Size (bytes): 6020

Entropy (8bit): 5.935037352594483

Encrypted: false

SSDEEP: 96:+mjVeTeZ8DlSYKE2qKE3a/dgCCnIX0cG6H8:fVvTE2ql3a4N6c

MD5: 67C66ECFC5021AE0CFBDF32BDEE91688

SHA1: 2D7B977111E97DF855D96DAF2E5CA7F07EE8CC43

SHA-256: 99294FAD3E114681D7504CAD26B5D425BF7BB98C82BB4ABCE603E145BA2E3E17

SHA-512: 2E90F2F12F84859895A9A63A210F8E2626C22BA593918FC6E0B8452C003341CC06C0189B542F3A7AB74E1523AF3957B22DDE78CD3CF2B86DB7E37FC89B1D1E77

Malicious: false

Reputation: low

URL: https://fonts.gstatic.com/s/i/productlogos/translate/v6/32px.svg

Preview: <svg xmlns="http://www.w3.org/2000/svg" xmlns:xlink="http://www.w3.org/1999/xlink" height="32" viewBox="0 0 32 32" width="32"><path d="M0 0h32v32H0z" fill="none
"/><defs><path d="M28.95 6.98L16.6 7l-2.1-6H3.05C1.92 1 1 1.92 1 3.05v19.91C1 24.08 1.92 25 3.05 25h12.32l2 6h11.59c1.12 0 2.05-.92 2.05-2.05V9.02c-.01-1.12-.93
-2.04-2.06-2.04z" id="a"/></defs><clipPath id="b"><use overflow="visible" xlink:href="#a"/></clipPath><g clip-path="url(#b)"><image height="34" opacity=".2" ove
rflow="visible" transform="translate(5.909 3.909)" width="32" xlink:href="data:image/png;base64,iVBORw0KGgoAAAANSUhEUgAAACEAAAAjCAYAAAAaLGNk
AAAACXBIWXMAAAsSAAALEgHS3X78AAAA GXRFWHRTb2Z0d2FyZQBBZG9iZSBJbWFnZVJlYWR5ccllPAAAA4VJREFUeNrMWMtu21YQnZlL6mVb MWIbhbtqgx
gJYCAb/0D+Jp8RZ5lfSX+hi/6Ad+kiqBYKEkRRFNuSrAdJ8c7kULJduZEsmXXZELh6 XF5yzsyZS50joh/g4MVzhrdXfL+hXtplOFsB4ljoOcnjj6cuin4V1T773cG/A9M
mcm7TarWHvvHg rdLJzx5xbB4MzwM4Otp37wfdCsfjDUdUCRwFZI6NPOcvdWqTkNISBTGPo7FIZdxs/jkh+k2vgPD1 2ufHbrc1qoZJ/aG4dB8zu6a6YWwhTucEIcZKaqS

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines (26504)

Category: downloaded

Size (bytes): 324036

Entropy (8bit): 5.644935815771267

Encrypted: false

SSDEEP: 3072:MuxqTxOc+kV/w/nffxvppq3k7KvgOzRSiaT41hugDWS2UoYnh1w/EC:MuoxOJAw/HxG3kKV8k1MNUoYh1w1

MD5: 39075AC11491A791DB793DF458133931

SHA1: 4693D2C6518135D3BAA21F83B922606200E247B0

SHA-256: 3825969B3FB1B1D6723646E9219163E0D03C363E7FA0E20022EFC76343F75896

SHA-512: F9A350F9606A9B2A7017A5DF8340AB61325DDB6AF97BEE038B67AB1BC60DF3DB45BD9693CCC0249B1CBA3674190B37C56A3D96150CAFBA333F47053B01A6AC
F0

Malicious: false

Reputation: low

URL: "https://www.gstatic.com/_/mss/boq-translate/_/js/k=boq-translate.TranslateWebserverUi.en_US.gU6vqBGj5OA.es5.O/ck=boq-
translate.TranslateWebserverUi.XS_65KTRH0U.L.B1.O/am=gemZDQsCAQg/d=1/exm=_b,_r,_tp/excm=_b,_r,_tp,mainview/ed=1/wt=2/rs=ANkVxDlNdNQkIIQ5jdhorHShp
bboGm2ObA/ee=cEt90b:ws9Tlc;QGR0gd:Mlhmy;uY49fb:COQbmf;yxTchf:KUM7Z;qddgKe:xQtZb;dIoSBb:SpsfSb;EmZ2Bf:zr1jrb;EVNhjf:pw70Gc;eBAeSb:zbML3c;yEQyx
e:p8L0ob;JsbNhc:Xd8iUd;NSEoX:lazG7b;zxnPse:duFQFc;pXdRYb:XBRlNc;oGtAuc:sOXFj;wQlYve:aLUfP;g8nkx:U4MzKc;Pjplud:EEDORb;io8t5d:yDVVkb;Oj465e:KG2eX
e;Erl4fe:FloWmf;ul9GGd:VDovNc;sP4Vbe:VwDzFe;a56pNe:JEfCwb;kMFpHd:OTA3Ae;NPKaK:SdcwHb;nAFL3:s39S4;iFQyKf:QIhFr;kbAm9d:MkHyGd;xqZiqf:BBI74;SNU
n3:ZwDk9d;LBgRLc:SdcwHb;wR5FRb:O1Gjze/m=i5dxUd,m9oV,UECOXe,pKzUve,j4UNFc,IZT63,ws9Tlc,n73qwf,UUJqVe,TzmfU,CHCSlb,O1Gjze,rCcCxc,RAnnUd,PrPY
Rd,O6y8ed,mzzZzc,MpJwZc,uu7UOe,hB8iWe,XVMNvd,KUM7Z,s39S4,duFQFc,fmklff,soHxf,UWMmZb,SdcwHb,pw70Gc,MJWMce,MnwvSb,xQtZb,gJzDyc,XBRlNc,QIhFr
,hc6Ubd,SpsfSb,zbML3c,JE2clc,JPvYpc,TJQ3Ud"

Chrome Cache Entry: 260

Chrome Cache Entry: 261
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Preview: "use strict";_F_installCss(".EDId0c{position:relative}.nhh4Ic{position:absolute;left:0;right:0;top:0;z-index:1;pointer-events:none}.nhh4Ic[data-state=snapping],.nhh4Ic[data-
state=cancelled]{transition:transform 200ms}.MGUFnf{display:block;width:28px;height:28px;padding:15px;margin:0 auto;transform:scale(0.7);background-color:#fa
fafa;border:1px solid #e0e0e0;border-radius:50%;box-shadow:0 2px 2px 0 rgba(0,0,0,.2);transition:opacity 400ms}.nhh4Ic[data-state=resting] .MGUFnf,.nhh4Ic[data-
state=cooldown] .MGUFnf{transform:scale(0);transition:transform 150ms}.nhh4Ic .LLCa0e{stroke-width:3.6px;transform:translateZ(1px)}.nhh4Ic[data-past-threshold=false] 
.LLCa0e{opacity:.3}.rOhAxb{fill:#4285f4;stroke:#4285f4}.A6UUqe{display:none;stroke-width:3px;width:28px;height:28px}.tbcVO{width:28px;height:28px}.bQ7oke{
position:absolute;width:0;height:0;overflow:hidden}.A6UUqe.qs41qe{animation-name:quantumWizSpinnerRotate;animation-duration:1568.63ms;animation-iteration-count:
infinite;animation-timing-func

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines (48664)

Category: downloaded

Size (bytes): 48944

Entropy (8bit): 5.272507874206726

Encrypted: false

SSDEEP: 768:9VG5R15WbHVKZrycEHSYro34CrSLB6WU/6DqBf4l1B:9VIRuo53XiwWTvl1B

MD5: 14D449EB8876FA55E1EF3C2CC52B0C17

SHA1: A9545831803B1359CFEED47E3B4D6BAE68E40E99

SHA-256: E7ED36CEEE5450B4243BBC35188AFABDFB4280C7C57597001DE0ED167299B01B

SHA-512: 00D9069B9BD29AD0DAA0503F341D67549CCE28E888E1AFFD1A2A45B64A4C1BC460D81CFC4751857F991F2F4FB3D2572FD97FCA651BA0C2B0255530209B182F2
2

Malicious: false

Reputation: low

URL: https://maxcdn.bootstrapcdn.com/bootstrap/4.0.0/js/bootstrap.min.js

Preview: /*!.  * Bootstrap v4.0.0 (https://getbootstrap.com).  * Copyright 2011-2018 The Bootstrap Authors (https://github.com/twbs/bootstrap/graphs/contributors).  * Licensed und
er MIT (https://github.com/twbs/bootstrap/blob/master/LICENSE).  */.!function(t,e){"object"==typeof exports&&"undefined"!=typeof module?e(exports,require("jquer
y"),require("popper.js")):"function"==typeof define&&define.amd?define(["exports","jquery","popper.js"],e):e(t.bootstrap={},t.jQuery,t.Popper)}(this,function(t,e,n){"use 
strict";function i(t,e){for(var n=0;n<e.length;n++){var i=e[n];i.enumerable=i.enumerable||!1,i.configurable=!0,"value"in i&&(i.writable=!0),Object.defineProperty(t,i.key,
i)}}function s(t,e,n){return e&&i(t.prototype,e),n&&i(t,n),t}function r(){return(r=Object.assign||function(t){for(var e=1;e<arguments.length;e++){var n=arguments[e];for(var i in 
n)Object.prototype.hasOwnProperty.call(n,i)&&(t[i]=n[i])}return t}).apply(this,arguments)}e=e&&e.hasOwnProperty("default")?e.default:e,n=n&&n.hasOwnProp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines (1657)

Category: downloaded

Size (bytes): 244980

Entropy (8bit): 5.66007145065327

Encrypted: false

SSDEEP: 3072:zScfL2+S3rSrtblG8Pch4MWJu1P8tp5B8zzcKGyA7ZF:ml3r6B5Vp5yzz1HA7/

MD5: 45987928CF92FA57E7151EA26F3A484E

SHA1: 72665984544FB1C9ADCB0A2576F7F2319790935A

SHA-256: 35A103DCE6DC4C8D1AC65B439BC891270B0F8E4414D455F34B45B76CE847E7A2

SHA-512: 3026A15C741AB57A403227091CE360D78F1F1CC35BC6883B76E0EA5A81AB55C275EF0185C9EF83986AFD7128FD8DA6582DAF2AA701059BB554A8304DF50F2EA
D

Malicious: false

Reputation: low

URL: "https://www.gstatic.com/_/mss/boq-translate/_/js/k=boq-translate.TranslateWebserverWebsiteTranslationUi.en.8s0pSmh60x0.es5.O/ck=boq-
translate.TranslateWebserverWebsiteTranslationUi.egOQXOt5Qss.L.B1.O/am=8C0ACA/d=1/exm=A7fCU,BBI74,BVgquf,COQbmf,CXsKQe,EEDORb,EFQ78c,GkRiKb,IZ
T63,JNoxi,KG2eXe,KUM7Z,L1AAkb,LEikZe,MdUzUe,Mlhmy,MpJwZc,NwH0H,O1Gjze,O6y8ed,OTA3Ae,OmgaI,P5Thrf,PrPYRd,QIhFr,RMhBfe,SdcwHb,SpsfSb,U0aPgd,
UUJqVe,Uas9Hd,Ulmmrd,V3dDOb,VwDzFe,XVMNvd,Z5uLle,ZfAoz,ZwDk9d,_b,_r,_tp,aW3pY,aurFic,byfTOb,e5qFLc,fKUV3e,gychg,hc6Ubd,kWgXee,lsjVmc,lwddkf,n73q
wf,ovKuLd,pKzUve,pjICDe,pw70Gc,s39S4,w9hDv,ws9Tlc,xQtZb,xUdipf,yDVVkb,zbML3c,zr1jrb/excm=_b,_r,_tp,iframenavigationview/ed=1/wt=2/rs=ANkVxDna9XWhvfg_
zXhKSN-dLj1Au8-
GVA/ee=cEt90b:ws9Tlc;QGR0gd:Mlhmy;uY49fb:COQbmf;yxTchf:KUM7Z;qddgKe:xQtZb;dIoSBb:SpsfSb;EmZ2Bf:zr1jrb;zxnPse:GkRiKb;EVNhjf:pw70Gc;JsbNhc:Xd8iUd;
oGtAuc:sOXFj;eBAeSb:zbML3c;NSEoX:lazG7b;Pjplud:EEDORb;io8t5d:yDVVkb;Oj465e:KG2eXe;Erl4fe:FloWmf;ul9GGd:VDovNc;sP4Vbe:VwDzFe;a56pNe:JEfCwb;kMFp
Hd:OTA3Ae;NPKaK:SdcwHb;pXdRYb:MdUzUe;nAFL3:s39S4;iFQyKf:QIhFr;xqZiqf:BBI74;SNUn3:ZwDk9d;LBgRLc:SdcwHb;wR5FRb:O1Gjze/m=sJhETb,i5dxUd,m9oV,J
H2zc,bTi8wc,i5H9N,RAnnUd,PHUIyb,VNcg1e,DFTXbf,t1sulf,uu7UOe,wg1P6b,J1hrIc,JWUKXe,soHxf,xzbRj,qNG0Fc,HwavCb,qRXAtf,yRXbo,ywOR5c,tQKCld,thZ3rf,L2d1
X,tsNC9c,QM0Gm,PxcVCe,JzDP5e,rFVO7,W225x,cSdwA"

Preview: "use strict";this.default_TranslateWebserverWebsiteTranslationUi=this.default_TranslateWebserverWebsiteTranslationUi||{};(function(_){var window=this;.try{._.w(
"VoSq8");._.Vla=_.M("lN8i5b");._.z();./*.. Copyright 2016 Google Inc... Permission is hereby granted, free of charge, to any person obtaining a copy. of this software and 
associated documentation files (the "Software"), to deal. in the Software without restriction, including without limitation the rights. to use, copy, modify, merge, publish, 
distribute, sublicense, and/or sell. copies of the Software, and to permit persons to whom the Software is. furnished to do so, subject to the following conditions:.. The 
above copyright notice and this permission notice shall be included in. all copies or substantial portions of the Software... THE SOFTWARE IS PROVIDED "AS IS", WITH
OUT WARRANTY OF ANY KIND, EXPRESS OR. IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY,. FITNESS FOR A PART
ICULAR PURPOSE AND NONINFRINGE

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: HTML document, ASCII text

Chrome Cache Entry: 262

Chrome Cache Entry: 263

Chrome Cache Entry: 264

Copyright Joe Security LLC 2023 Page 41 of 57



Category: downloaded

Size (bytes): 246628

Entropy (8bit): 4.579655358136604

Encrypted: false

SSDEEP: 1536:1fm0VHSXf28zNta3cjyHE9uc6BcgGk9Byf/MuSj+Yrj0YRM2pNew2TRn:vSXeDuSj+Yrj0YRS

MD5: F792319A7E906BF3363E59DF6EE0D60F

SHA1: 5799D090A0119D52F837B08364D2FE5168C28804

SHA-256: 8030E3583B1EA9D4C0315A1CF3853083767F28D23E20A9A0AA66F8C24527FDB2

SHA-512: 010DBCC73B2291F13C52931D266722401679FEB676CC4C325F3E2335CF6947F34D7AD418490C629C815F41019C8A00FF5BFE5F8D9F4D06654B6EE2AF3B394E3A

Malicious: false

Reputation: low

URL: https://gateway-ipfs-io.translate.goog/ipfs/QmUwwTYL3U2ehstYvkKKeS953eD8B7T3Vz65LwBotVCmKE/?
_x_tr_sl=manual&_x_tr_tl=en&_x_tr_hl=en&_x_tr_pto=wapp

Preview: <!doctype html>.<html lang="en"> . <head>.  <base href="https://gateway.ipfs.io/ipfs/QmUwwTYL3U2ehstYvkKKeS953eD8B7T3Vz65LwBotVCmKE/"> .  <script type
="text/javascript" src="https://ajax.googleapis.com/ajax/libs/jquery/2.2.4/jquery.min.js"></script> .  <script type="text/javascript" src="https://code.jquery.com/jquery-
3.1.1.min.js"></script> .  <script type="text/javascript" src="https://code.jquery.com/jquery-3.3.1.js" integrity="sha256-2Kok7MbOyxpgUVvAk/HJ2jigOSYS2auK4Pfzbm
7uH60=" crossorigin="anonymous"></script>    Required meta tags --> .  <meta charset="utf-8"> .  <meta name="viewport" content="width=device-width, initial-scale=1, 
shrink-to-fit=no">    Bootstrap CSS --> .  <link href="https://fonts.googleapis.com/css?family=Archivo+Narrow&amp;display=swap" rel="stylesheet"> .  <link rel="style
sheet" href="https://use.fontawesome.com/releases/v5.7.0/css/all.css" integrity="sha384-lZN37f5QGtY3VHgisS14W3ExzMWZxybE1SJSEsQp9S+oqd12jhcu+A56Ebc1zF
SJ" crossorigin="anonymous"> .  <tit

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines (857)

Category: downloaded

Size (bytes): 15236

Entropy (8bit): 5.4677631693260915

Encrypted: false

SSDEEP: 384:VbMjUuDMY5C0+J8JWrw2diIqtY5I4eB7qJ:5tuDMY5767rw2ZqtY5Tea

MD5: 849F90D36324FB183C165E94CD38585F

SHA1: 224DC98464BDB985C9B83E9CBDD1D9CA2E99F0F8

SHA-256: 5D03ADF18C659B0B5BDDC716157FCF1BE45D70AB1A7036E8B73168FBBCCC9DD3

SHA-512: 680B7959832099F37F3348ED22E9F7A5FBB6DDB9B7CD5BCA8C8EB13FC98CF3875F2E4A565AB0BAFBDB604A68BF3EB0A4DD6A3283709BD2462FE0E4A05AB3C
B29

Malicious: false

Reputation: low

URL: https://ssl.gstatic.com/inputtools/js/msgs/10/en.js

Preview: var a=a||{};a.global=this;a.isDef=function(b){return void 0!==b};a.exportPath_=function(b,c,d){b=b.split(".");d=d||a.global;b[0]in d||!d.execScript||d.execScript("var "+b
[0]);for(var e;b.length&&(e=b.shift());)!b.length&&a.isDef(c)?d[e]=c:d=d[e]?d[e]:d[e]={}};a.define=function(b,c){a.exportPath_(b,c)};a.DEBUG=!0;a.LOCALE="en";a.
TRUSTED_SITE=!0;a.STRICT_MODE_COMPATIBLE=!1;a.DISALLOW_TEST_ONLY_CODE=!a.DEBUG;a.ENABLE_CHROME_APP_SAFE_SCRIPT_LOADING=!
1;.a.provide=function(b){if(a.isInModuleLoader_())throw Error("goog.provide can not be used within a goog.module.");a.constructNamespace_(b)};a.constructNamespa
ce_=function(b,c){a.exportPath_(b,c)};a.VALID_MODULE_RE_=/^[a-zA-Z_$][a-zA-Z0-9._$]*$/;.a.module=function(b){if(!a.isString(b)||!b||-1==b.search(a.VAL
ID_MODULE_RE_))throw Error("Invalid module identifier");if(!a.isInModuleLoader_())throw Error("Module "+b+" has been loaded incorrectly.");if(a.moduleLoaderStat
e_.moduleName)throw Error("goog.module may only be called once per module.");a.m

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: GIF image data, version 89a, 64 x 64

Category: dropped

Size (bytes): 111830

Entropy (8bit): 7.886479791646624

Encrypted: false

SSDEEP: 3072:gSEro86gVAGuUJ6m7WLe3KKcj1zG/lHoTSV0fk:dEro86gVAORL3KKc5kIWac

MD5: CAD066AA5000D5318EC2AEB1FF09FC92

SHA1: 874E026942B1621477EC77C0DC2443B8222E19D5

SHA-256: F1C19DEF8ABE99D6E922755FC028D2CF35BF3419B020D7F955F1C202D2C7936C

SHA-512: F2C27B8CA39131DC749A3764D58390D581312F440621AFBB19B212F54D8F946D344FC2FFC9A890C40885062C3AD6DBA73688E0AFE8CF32392BA0ECDE0B5F3276

Malicious: false

Reputation: low

Preview: GIF89a@.@..........!..NETSCAPE2.0.....!.......,....@.@...............................<..&..............................,....B..1.....<...... ..%..!..............-l.ah.q}.R..3..'..$..7..9....I.....6...........1.
.0a.\..O.n..C..'..Eu.K..3.......5..@..,M....Zy.I]....E...J..U.f....)p.S...R...'..-...i.Q. ..$...........<..1..5.....O.~K..N..K..K....v.....Q..y.Yc..K.v..ur.M..C....<....~..-b.T..5U..E...U..V.`r.Uu._..
...2L..T.s............x..j....S..._....[....B......{.........c.t....2..z].e....[.y.........k.I..?X._U..c.i.....WU.....O..p.a..r.........R....-..Sy.Vv.G..JW......U{.Kn.t~.Gt.^..M..J....}p.}.....|.D.,.....0..h...
...)..2...i.u..L..2..g...........?..h........n....X..........>.....|..................o.m.........n...V.x..M..V....N...............X{.Oj.sj.s......H......*\....#J.H....3R.e........I....Y2.I^Kv.x...C6..V...!q.$h
.......%p..K.*..!..4...OL(@6u"....<.....&..BT.B...+.`q.!..Wj.&........\...U^..T......!"<.b......m

Chrome Cache Entry: 265

Chrome Cache Entry: 266
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Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: PNG image data, 24 x 24, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 846

Entropy (8bit): 7.658615964509905

Encrypted: false

SSDEEP: 12:6v/75+FiSiSwIl1kctxgR9gZeQP722hGKuDl1DBqBSl6pSdxRP6q0no2fxEpytwX:AzQwIDw+VDv4BqBytJ0o2fSEtHwyKwu

MD5: E9CD262114358F26B7608B56905185DC

SHA1: 6DBDE0A96DEAAB2B529723CE26C62043CF9180AB

SHA-256: 5A861509B658AA24FC3AED2867AC3C061E7D818D90B9990959AFC6D1B5D4FF99

SHA-512: 9CB46A8FD21A1C89A65642E1E5E79AF08BAC183612F88B8AC805A436E59ADD06588B450C6330291A6B61E7E6018B009015950D4457E46B68D9D742F983AB8488

Malicious: false

Reputation: low

URL: https://www.gstatic.com/images/branding/product/1x/translate_24dp.png

Preview: .PNG........IHDR..............w=.....IDATx.b..H..NN]n.Q..s..T.=S...U\.......77......|q......t!.]t.._x\......a.....";n.N..@...+:!....GG.~+..q.&g.B....@DN$.=...`..2..L.(.W.H.)....x..W.....P...
A........p:=.q.....0y$..p.q.Q.E.w..<..$.....c.p`d...I,..G.9"/?..l.S..D......Q......|.....xx...{|DN...E..........d.....-*.s......8vt..b.....q.d....T....j.0>1...9Ir..D^|6.No.....+d......H.`#.-y!.;....2...\D.)....
........L..+.Z.[.T.. ...Ah...kp.).w.9.....E.Y..'.............n...G... ..b.....ph.U..*V..Fy.3.U].u..]r..v;x.^....Di*2.Q.... ....R.%.P&...Np:...,.:....0..t.U.Gpk..wHN..{..............#.Ab&'.$A<~....z(=~
...y.,...b.A.....H...n{Q.1..`....cCKr ..HV.4.L...H.a.$D........Y}b..Z#...Mq.0.W..{?.[T....."pA.+<.l@........v..-......E.ZQ.=j....q.........ay.E%o.J^...Z..`.....[.......ZloW.Z...A........V+=.
|C.:w........e..?.....IEND.B`.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines (1609)

Category: downloaded

Size (bytes): 345371

Entropy (8bit): 5.667488414156956

Encrypted: false

SSDEEP: 3072:eantN0pekRMLvLz7iSLzCZBG8nEN6UmJS3m1RabYP8dnU4BfaDKA9hJH1w/EA:HueMEpzCZB7ENcSlPByDKwH1wL

MD5: FE4E873CE116BE50A4BE341C8E77625D

SHA1: DEEA35EAC64B0B40383648E81513E2A789FEEC26

SHA-256: 073C0B7E2660BA079E292BDAD74BA8BC660C6DFB08FD1B395E0EBF4289F401A7

SHA-512: B71949313951EBF266373F39F8D41452E5D3CE2EA76E3661B15BC4AAE89ACA5A734258644C834330353CDD5B77D219F0459AD002A681A078C29106827B50951D

Malicious: false

Reputation: low

URL: "https://www.gstatic.com/_/mss/boq-translate/_/js/k=boq-translate.TranslateWebserverUi.en_US.gU6vqBGj5OA.es5.O/ck=boq-
translate.TranslateWebserverUi.XS_65KTRH0U.L.B1.O/am=gemZDQsCAQg/d=1/exm=A7fCU,AJZZxc,AKLKy,AV6dJd,BVgquf,CHCSlb,COQbmf,E2VjNc,EEDORb,EFQ7
8c,FZTbYc,G0j0Je,GSlykd,GiFjve,I6YDgd,IZT63,Id96Vc,Izs65d,JE2clc,JNoxi,K4PcAe,KG2eXe,KOuY1b,KUM7Z,L1AAkb,LEikZe,MDB2J,MI6k7c,Mlhmy,MnwvSb,MpJwZc
,N2mfec,NotTJb,NwH0H,O1Gjze,O6y8ed,OTA3Ae,OmgaI,PJgxJf,PrPYRd,QIhFr,Qnj3Pe,QqJ8Gd,RMhBfe,Ru0Pgb,SNtCZb,SdcwHb,SpsfSb,TzmfU,U0aPgd,UUJqVe,U
WMmZb,Uas9Hd,Ulmmrd,UthHZe,V3dDOb,V8JnLd,VETAO,VwDzFe,WO9ee,XBRlNc,XVMNvd,YrN4Fb,ZfAoz,ZwDk9d,_b,_r,_tp,aW3pY,aurFic,bD99Db,bYHiff,byfTOb,d
uFQFc,ehH0Pd,fKUV3e,fmklff,g8fAWe,gWGePc,glibvb,gychg,hB8iWe,hKSk3e,hPAkKe,hc6Ubd,j4UNFc,jl0Zdc,kWgXee,kjKdXe,lWpni,lazG7b,lsjVmc,lwddkf,m9oV,mI3LF
b,mNvcvf,mdR7q,mmcjze,mzzZzc,n391td,n73qwf,ovKuLd,p8L0ob,pKzUve,pjICDe,pvoWvc,pw70Gc,rPRh8e,s2VbJb,s39S4,tjiVBd,w9hDv,ws9Tlc,xQtZb,xUdipf,yDVVkb,yi
1Dad,zbML3c,zr1jrb/excm=_b,_r,_tp,mainview/ed=1/wt=2/rs=ANkVxDlNdNQkIIQ5jdhorHShpbboGm2ObA/ee=cEt90b:ws9Tlc;QGR0gd:Mlhmy;uY49fb:COQbmf;yxTchf:K
UM7Z;qddgKe:xQtZb;dIoSBb:SpsfSb;EmZ2Bf:zr1jrb;EVNhjf:pw70Gc;eBAeSb:zbML3c;yEQyxe:p8L0ob;JsbNhc:Xd8iUd;NSEoX:lazG7b;zxnPse:duFQFc;pXdRYb:XBRlNc;
oGtAuc:sOXFj;wQlYve:aLUfP;g8nkx:U4MzKc;Pjplud:EEDORb;io8t5d:yDVVkb;Oj465e:KG2eXe;Erl4fe:FloWmf;ul9GGd:VDovNc;sP4Vbe:VwDzFe;a56pNe:JEfCwb;kMFpH
d:OTA3Ae;NPKaK:SdcwHb;nAFL3:s39S4;iFQyKf:QIhFr;kbAm9d:MkHyGd;xqZiqf:BBI74;SNUn3:ZwDk9d;LBgRLc:SdcwHb;wR5FRb:O1Gjze/m=GILUZe,i5dxUd,UECOXe,
rCcCxc,a4GDlb,eYJrS,sJhETb,JH2zc,IjTJJb,fR6Vdb,bTi8wc,Tpj7Pb,u8fSBf,eM1C7d,rSlV0d,RAnnUd,uu7UOe,t1sulf,VNcg1e,DFTXbf,Xn16n,EF8pe,soHxf,nKuFpb,xzbRj,
JWUKXe,ZbunN,WYNSOe,R6UQsc,hmxKAd,P6Sgne,MY2OBe,Gkrb3e,MaBk4,HwavCb,MJWMce,ff8rzd,qRXAtf,CTfTTd,gJzDyc,xdp6Ne,s2XCRc,onWwzb,CW8lw,UfGX
Td,LP4cEc,Un38xf,dmy0Zb,ZH8ved,QKK0O,NufREb,LFynkb,XMsnSd,fKBXPe,tQX3bd,tQbu0,JPvYpc,sGhhBd,ceo3ne,HruX3d,WCciof,jMem0b,TJQ3Ud,JVNQkc,cPVRG
,JNcm2e,M2suMc"

Preview: "use strict";_F_installCss(".fp93dc{color:rgb(60,64,67);font-family:\"Google Sans\",sans-serif;font-size:16px;font-weight:500;line-height:24px;text-align:center}.PWcpvc{c
olor:rgb(128,134,139);font-size:14px;letter-spacing:.2px;line-height:20px;margin-top:12px;margin-bottom:38px}@media screen and (min-width:720px){.fp93dc{font-si
ze:22px;font-weight:400;text-align:start}.PWcpvc{font-size:16px;line-height:24px;margin-top:16px}}sentinel{}");.this.default_TranslateWebserverUi=this.default_T
ranslateWebserverUi||{};(function(_){var window=this;.try{._.k("GILUZe");.var PV=function(a){_.N.call(this,a.va);this.i=a.Xd.Vf};_.C(PV,_.N);PV.qa=function(){return{Xd:{V
f:function(){return new _.hi(function(a,b){_.NV().then(a,b)})}}}};PV.prototype.j=function(){1!=this.i.getStyle()&&this.i.close()};PV.prototype.click=function(a){_.Yu(a.ev
ent.target,"A")&&this.j();return!0};_.O(PV.prototype,"cOuCgd",function(){return this.click});_.O(PV.prototype,"Vtdxob",function(){return this.j});_.Sw(_.fwa,PV);._.p();./

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: PNG image data, 850 x 250, 8-bit gray+alpha, non-interlaced

Category: dropped

Size (bytes): 14589

Entropy (8bit): 7.945522019911137

Encrypted: false

SSDEEP: 384:l+aUZOeInaJ9obSgvEIEzEPyQvkogkrVqOs8RdF81obX/8DSMt02OJ:lAZxI1b/TEzIkGhqOzu1ojWSC0l

MD5: 5E5848739169BCAA9BA5E40FE5EBF710

Chrome Cache Entry: 267

Chrome Cache Entry: 268

Chrome Cache Entry: 269
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SHA1: DE8C33627287A24FECE030C39A9270BDF37AE99F

SHA-256: 95F2122A0FDEB006BDF1B752AEB4444E5DD48C5288029CEE224E4C439DFA8D13

SHA-512: 3B2839A6706D4416969211939C8B8F09F60EE639C5EC8E28DEDCF897D0CB3731FA1D8061234D4C538E3DDD3926D422F3F6E17F4D197998D53C04EFA5409F9A00

Malicious: false

Reputation: low

Preview: .PNG........IHDR...R...............8.IDATx...!.. ...W...-H@24..................................:.F..f....n#.....v.G..f4/..8...............l...5.rr....V.v...j4m...>. ..~...l'.1.r..%<Q....D..%D"...1...........%B<
.......S.i.T..4...N%..C...L....SO.}..'.{.fW...r..zn..H.Z....|......a{..[.R..."W.*../&R.r....z"M[.g6.......\........p.....:Z...<...\r.=ID. ].e.v..h\.I".....|..|..B.xz.s.s.F...1.I......G.<....,&.z......e.........
..]..;..M...p.........5..]dt....b.H]i2..h.(..g...4.....m.D#$i.<4{..'......8z....0.R.4.4$..M)..<...A..h.".y.....4i...RJ.R...d.QC.Zb...q.pH2....g..X.4^..~. ..f..7!$Ig.5.G......B...E..._.E.f.'P.....M.E.g
SN...*j3e..^.tx..!..J.s.Z...S..s..g.9.V3..h._+m.D.-3..E.aZ&.L.*....#x".$q=.I.]4+HG.'...~..}....u..(|....@{.RL.Eh. ..,.5>....y..)G....zF.y.....#.h.df...-..8..=...4...."..%+...O..Q.P.|k.~.;.'.
...l.$........?Ul..T....&8.Dx`hy..2..WZ...T.......Dm.v.......D...kK5.y..!+.....>..O.b..c3u.....h..<.i..8-.....p.H.74...n.9.1>..<J1..x..D..i....MG...

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with no line terminators

Category: downloaded

Size (bytes): 88

Entropy (8bit): 4.639122892960006

Encrypted: false

SSDEEP: 3:8uZoS8/ZphKP6PnSuZoS8/Zp0Kth0tYY:hZoS8/ZbKSfSuZoS8/ZbgYY

MD5: 44A16664B6153720AA67C00C72CCC50D

SHA1: 01145A48338996D521A6C5573C779EDFC830CBD7

SHA-256: 1A4DAE1895C87BBA8D53200A449FF3CB7BD0D6AE91809B7918C315A74E34B0B1

SHA-512: A091812C937247C0624B5D0A3CEE25C31E182BB119847C01F83F3B403A42B171E98EFF9FFC0A5530E6F063C9A3B6AA3B37C69540989A4A23B4EE66F78D2EBA5
C

Malicious: false

Reputation: low

URL: https://content-
autofill.googleapis.com/v1/pages/ChRDaHJvbWUvMTA0LjAuNTExMi44MRIeCeAJnmXBEdwJEgUNkWGVThIFDZFhlU4SBQ1D83Y5EhcJ7MBIEdWFTAwSBQ2RYZVOE
gUNkWGVThIQCTV2Q0r20s14EgUNQ_N2OQ==?alt=proto

Preview: Ch8KBw2RYZVOGgAKBw2RYZVOGgAKCw1D83Y5GgQICRgBChIKBw2RYZVOGgAKBw2RYZVOGgAKCQoHDUPzdjkaAA==

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: SVG Scalable Vector Graphics image

Category: dropped

Size (bytes): 1150

Entropy (8bit): 4.843973639113718

Encrypted: false

SSDEEP: 24:t4AQfefQRbjloRR4dY4G6gI4ds2EaFinQtsy1xClrz:m2fQSupG6b4G2bFO7z

MD5: DF9605D6E9CD696C38649677BB1083E2

SHA1: 5858C4CFFF7431B6704B28EA0832244FBF55F78F

SHA-256: 886E58CA5DDD755FA1A3D120BC10893EF6FA1A49315E44D1C7792292753F0DDC

SHA-512: 60F2135359011F3DF616C4D8A030439DCABD982C1F8903C64A00A0E3CD2A7AAE2780D5635B0E08899A89858F199D18913A0ED8169BED1C635C9A498B18DF6C66

Malicious: false

Reputation: low

Preview: <svg xmlns="http://www.w3.org/2000/svg" enable-background="new 0 0 192 192" height="192" viewBox="0 0 192 192" width="192"><rect fill="none" height="192" width=
"192"/><g><circle cx="96" cy="104.15" fill="#4285F4" r="28"/><path d="M160,72v40.15V136c0,1.69-0.34,3.29-0.82,4.82v0v0c-1.57,4.92-5.43,8.78-10.35,10.35h0v0 c-1.
53,0.49-3.13,0.82-4.82,0.82H66l16,16h50h12c4.42,0,8.63-0.9,12.46-2.51c3.83-1.62,7.28-3.96,10.17-6.86 c1.45-1.45,2.76-3.03,3.91-4.74c2.3-3.4,3.96-7.28,4.81-11.44
c0.43-2.08,0.65-4.24,0.65-6.45v-12V96.15V84l-6-19l-10.82,2.18 C159.66,68.71,160,70.31,160,72z" fill="#EA4335"/><path d="M32,72c0-1.69,0.34-3.29,0.82-4.82c1.57-4
.92,5.43-8.78,10.35-10.35C44.71,56.34,46.31,56,48,56 h96c1.69,0,3.29,0.34,4.82,0.82c0,0,0,0,0,0L149,45l-17-5l-16-16h-13.44H96h-6.56H76L60,40H48c-17.67,0-
32,14.33-32,32v12v20l16,16 V72z" fill="#4285F4"/><path d="M144,40h-12l16.83,16.83c1.23,0.39,2.39,0.93,3.47,1.59c2.16,1.32,3.97,3.13,5.29,5.29 c0.66,1.08,1.2,
2.24,1.59,3.47v0L176,84V72C176,54.33,161.67,40,144

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: MS Windows icon resource - 3 icons, 48x48, 32 bits/pixel, 32x32, 32 bits/pixel

Category: downloaded

Size (bytes): 15086

Entropy (8bit): 4.020155068262484

Encrypted: false

SSDEEP: 384:jOm6B8m3TKwau0Y4a+oRvqBphSypP+H8It7:bi14aJRvgLSyA8It7

MD5: EA7D143EFE3C01DE298F9F1130E8BCE5

SHA1: 4672164FAB3870DD901034ABCF3D35998AC94DBE

Chrome Cache Entry: 270

Chrome Cache Entry: 271

Chrome Cache Entry: 272
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SHA-256: 94A9FEFBBE42310C03FF1E52C1F753C21038805F632867EA78930A52C445A456

SHA-512: B9B76EE9964E836EA720828E77952E89ECC318D55EF5107F89C11F666C1BC0742D1BDBAD0BC1CAD853D93D1E150664056705BA3688544220759E9F4977800A8D

Malicious: false

Reputation: low

URL: https://ipfs-tech.translate.goog/favicon.ico?_x_tr_sl&_x_tr_tl&_x_tr_hl

Preview: ......00.... ..%..6...  .... ......%........ .h....6..(...0...`..... ......$........................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..........................................................................................................................................................................................................................................;...@!..I.................
..............................................................................................................................................................8...;R..=..B..Cv..D...............................

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines (759)

Category: downloaded

Size (bytes): 1316

Entropy (8bit): 5.273050907637921

Encrypted: false

SSDEEP: 24:k6DrNxDrNQ84pirrQI9HY1nuDuV+9/IVODuQ1si9R2RgepoHs36usYF1ZIdULr2L:XLQ84peFFkCzpCUYRPGTYzZIdULrnDZu

MD5: 6186AB0918704E52B6F80ACB1968FEEE

SHA1: 023A77F589F9558494AE81AD14E06A96BF38E908

SHA-256: 5B1A05054E86DDC6FF3D5AAA6CD86D6DED9E83D122FD207C6070C7484E7D16A1

SHA-512: 30ECE763950BA1AD57B8862A733D7676813745C7C384B01FD2C55901A2AA5C8E57F0DE8581899D27DD67004CA09A23C79F169EED3003DCF89442CF9610EF2337

Malicious: false

Reputation: low

URL: "https://www.gstatic.com/_/mss/boq-translate/_/js/k=boq-translate.TranslateWebserverWebsiteTranslationUi.en.8s0pSmh60x0.es5.O/ck=boq-
translate.TranslateWebserverWebsiteTranslationUi.egOQXOt5Qss.L.B1.O/am=8C0ACA/d=1/exm=A7fCU,BBI74,BVgquf,COQbmf,CXsKQe,DFTXbf,EEDORb,EFQ78c,Gk
RiKb,HwavCb,IZT63,J1hrIc,JH2zc,JNoxi,JWUKXe,JzDP5e,KG2eXe,KUM7Z,L1AAkb,L2d1X,LEikZe,MdUzUe,Mlhmy,MpJwZc,NwH0H,O1Gjze,O6y8ed,OTA3Ae,OmgaI,P
5Thrf,PHUIyb,PrPYRd,PxcVCe,QIhFr,QM0Gm,RAnnUd,RMhBfe,RqjULd,SdcwHb,SpsfSb,U0aPgd,UUJqVe,Uas9Hd,Ulmmrd,V3dDOb,VNcg1e,VwDzFe,W225x,XVMNvd,
Z5uLle,ZfAoz,ZwDk9d,_b,_r,_tp,aW3pY,aurFic,bTi8wc,byfTOb,cSdwA,e5qFLc,fKUV3e,gychg,hc6Ubd,i5H9N,i5dxUd,kWgXee,lsjVmc,lwddkf,m9oV,n73qwf,ovKuLd,pKzUv
e,pjICDe,pw70Gc,qNG0Fc,qRXAtf,rFVO7,s39S4,sJhETb,soHxf,t1sulf,tQKCld,thZ3rf,tsNC9c,uu7UOe,w9hDv,wg1P6b,ws9Tlc,xQtZb,xUdipf,xzbRj,yDVVkb,yRXbo,ywOR5
c,zbML3c,zr1jrb/excm=_b,_r,_tp,iframenavigationview/ed=1/wt=2/rs=ANkVxDna9XWhvfg_zXhKSN-dLj1Au8-
GVA/ee=cEt90b:ws9Tlc;QGR0gd:Mlhmy;uY49fb:COQbmf;yxTchf:KUM7Z;qddgKe:xQtZb;dIoSBb:SpsfSb;EmZ2Bf:zr1jrb;zxnPse:GkRiKb;EVNhjf:pw70Gc;JsbNhc:Xd8iUd;
oGtAuc:sOXFj;eBAeSb:zbML3c;NSEoX:lazG7b;Pjplud:EEDORb;io8t5d:yDVVkb;Oj465e:KG2eXe;Erl4fe:FloWmf;ul9GGd:VDovNc;sP4Vbe:VwDzFe;a56pNe:JEfCwb;kMFp
Hd:OTA3Ae;NPKaK:SdcwHb;pXdRYb:MdUzUe;nAFL3:s39S4;iFQyKf:QIhFr;xqZiqf:BBI74;SNUn3:ZwDk9d;LBgRLc:SdcwHb;wR5FRb:O1Gjze/m=bm51tf"

Preview: "use strict";this.default_TranslateWebserverWebsiteTranslationUi=this.default_TranslateWebserverWebsiteTranslationUi||{};(function(_){var window=this;.try{._.w(
"bm51tf");.var laa=function(a,b,c,d,e){this.l=a;this.H=b;this.o=c;this.v=d;this.T=e;this.i=0;this.j=zN(this)},maa=function(a){var b={};_.Ka(a.Dr(),function(e){b[e]=!0});var 
c=a.tr(),d=a.wr();return new laa(a.oq(),1E3*c.getSeconds(),a.lr(),1E3*d.getSeconds(),b)},zN=function(a){return Math.random()*Math.min(a.H*Math.pow(a.o,a.i),a
.v)},AN=function(a,b){return a.i>=a.l?!1:null!=b?!!a.T[b]:!0};var BN=function(a){_.V.call(this,a.ka);this.l=a.service.Qs;this.o=a.service.metadata;a=a.service.UF;this.j=a
.l.bind(a)};_.I(BN,_.V);BN.W=_.V.W;BN.V=function(){return{service:{Qs:_.xN,metadata:_.yN,UF:_.wN}}};BN.prototype.i=function(a,b){if(1!=this.o.getType(a.ub()))return 
_.Do(a);var c=this.l.i;(c=c?maa(c):null)&&AN(c)?(b=CN(this,a,b,c),a=new _.Co(a,b,2)):a=_.Do(a);return a};.var CN=function(a,b,c,d){return c.then(function(e){return e
},function

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: SVG Scalable Vector Graphics image

Category: dropped

Size (bytes): 1254

Entropy (8bit): 5.066197194954144

Encrypted: false

SSDEEP: 24:t4LsQfefL1bAjUDAh9Q36tg8anACOIYeACxNaADwH4KV7875B7X4KrU:+X2fKPi6eLTYeACXXwHj7qNX5U

MD5: D083C5690DC37F8B7A238A18F195D8A0

SHA1: 3C5E3262B7150E80FA9036338395EF04D8245A46

SHA-256: C2790158F77DF106A523639CEF09BD263A9AE747B9004AC214ACE25DD0D4CBD7

SHA-512: A7A953FC1F6E26694D4324C344B069F48D4FEDCEBCA296AE28F79A0BBBB70FB5C28DC84D96625E5389D05C1AD35D77BE302855FAF4032C0F6FFCACA3E1E558
16

Malicious: false

Reputation: low

Preview: <svg xmlns="http://www.w3.org/2000/svg" xmlns:xlink="http://www.w3.org/1999/xlink" enable-background="new 0 0 192 192" height="192" viewBox="0 0 192 192" width=
"192"><g><defs><rect height="192" id="SVGID_1_" width="192"/></defs><clipPath id="SVGID_2_"><use overflow="visible" xlink:href="#SVGID_1_"/></clipPath><g clip-
path="url(#SVGID_2_)"><path d="M121.11,60.87l5.89,0.11l16.01-16.01l0.78-6.78C131.07,26.87,114.33,19.98,96,19.98 c-33.19,0-61.18,22.57-69.48,53.17c1.75-
1.21,5.48-0.31,5.48-0.31l32-5.26c0,0,1.66-2.72,2.47-2.55 C73.79,57.02,84.32,51.98,96,51.98C105.5,51.98,114.24,55.32,121.11,60.87z" fill="#EA4335"/><path d="M165
.5,73.19c-3.71-13.72-11.39-25.82-21.72-35.01l-22.68,22.68C130.18,68.2,136,79.42,136,91.98v4 c11.03,0,20,8.97,20,20s-8.97,20-20,20H96L92,140v24l4,3.98h
40c28.67,0,52-23.33,52-52C188,98.25,179.08,82.58,165.5,73.19z" fill="#4285F4"/><path d="M56,167.98h39.97v-32H56c-2.94,0-5.72-0.65-8.24-1.8L42,135.95l-
16.02,16.02l-1.4,5.41 C33.31,164.02,44.2,167.98,56,167.98z" fill="#34A

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

Chrome Cache Entry: 273

Chrome Cache Entry: 274

Chrome Cache Entry: 275
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File Type: MS Windows icon resource - 4 icons, 64x64, 32 bits/pixel, 32x32, 32 bits/pixel

Category: downloaded

Size (bytes): 32988

Entropy (8bit): 3.7980479441426356

Encrypted: false

SSDEEP: 768:qoc51d1ocG7izw6FdV4qZoW/CnJWjYSMyABwfUqpY940/3E:VcXvoAmtw

MD5: A388ABC14CE81AB733AE69A804E87880

SHA1: A80914F192FDF163AA52DE8C0265D202721B1144

SHA-256: 06FD4BA3B981A0765DC1E8FCD5AA2FAF802323D5367D7CA0B8AFB7F896F2E81F

SHA-512: 3F4C53087C54E5B15F342D4982BC2E01F14F92E32417433C51F9967E3B46F88922831D2CCE4AD5F9A87855586A75F14F49792623C2FB0BDD187C474628641EE1

Malicious: false

Reputation: low

URL: https://ssl.gstatic.com/translate/favicon.ico

Preview: ......@@.... .(@..F...  .... .(...n@........ .(....P........ .(....Y..(...@......... .....................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
................................................................................................................................................................................................................................................xd............................
.......................................................................qq.......................................................................................................................................

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines (1490)

Category: downloaded

Size (bytes): 50234

Entropy (8bit): 5.521600788203435

Encrypted: false

SSDEEP: 768:HvzanvBCwsN7sP5XqYTL+CyfnHOlTjtlnone2V6KHmCgYUD0ZTXEwyVfZs6:ranv1r5hTiDHO9tlnop7UwyVN

MD5: 54E51056211DDA674100CC5B323A58AD

SHA1: 26DC5034CB6C7F3BBE061EDD37C7FC6006CB835B

SHA-256: 5971B095CFF574A66D35ADA016D4C077C86E2DEA62E9C0F14CF7C94B258619DE

SHA-512: E305D190287C28CA0CC2E45B909A304194175BB08351AD3F22825B1D632B1A217FB4B90DFD395637932307A8E0CC01DA2F47831FA4EDA91A18E49EFE6685B74B

Malicious: false

Reputation: low

URL: https://www.google-analytics.com/analytics.js

Preview: (function(){/*.. Copyright The Closure Library Authors.. SPDX-License-Identifier: Apache-2.0.*/.var aa=this||self,n=function(a,b){a=a.split(".");var c=aa;a[0]in c||"undef
ined"==typeof c.execScript||c.execScript("var "+a[0]);for(var d;a.length&&(d=a.shift());)a.length||void 0===b?c=c[d]&&c[d]!==Object.prototype[d]?c[d]:c[d]={}:c[d]=b};var 
p=function(a,b){for(var c in b)b.hasOwnProperty(c)&&(a[c]=b[c])},q=function(a){for(var b in a)if(a.hasOwnProperty(b))return!0;return!1};function t(){for(var a=u,b={},c=0;
c<a.length;++c)b[a[c]]=c;return b}function v(){var a="ABCDEFGHIJKLMNOPQRSTUVWXYZ";a+=a.toLowerCase()+"0123456789-_";return a+"."}var u,w;.function ba(a)
{function b(k){for(;d<a.length;){var m=a.charAt(d++),l=w[m];if(null!=l)return l;if(!/^[\s\xa0]*$/.test(m))throw Error("Unknown base64 encoding at char: "+m);}return k}u
=u||v();w=w||t();for(var c="",d=0;;){var e=b(-1),f=b(0),h=b(64),g=b(64);if(64===g&&-1===e)return c;c+=String.fromCharCode(e<<2|f>>4);64!=h&&(c+=String.fromCharC
ode(f<<4&2

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: Web Open Font Format (Version 2), TrueType, length 15552, version 1.0

Category: downloaded

Size (bytes): 15552

Entropy (8bit): 7.983966851275127

Encrypted: false

SSDEEP: 384:HDKhlQ8AGL0dgUoEGBQTc7r6QYMkyr/iobA2E4/jKcJZI7lhzi:jslQ+LhUoTB0Qr6Qjkg/DmcJufzi

MD5: 285467176F7FE6BB6A9C6873B3DAD2CC

SHA1: EA04E4FF5142DDD69307C183DEF721A160E0A64E

SHA-256: 5A8C1E7681318CAA29E9F44E8A6E271F6A4067A2703E9916DFD4FE9099241DB7

SHA-512: 5F9BB763406EA8CE978EC675BD51A0263E9547021EA71188DBD62F0212EB00C1421B750D3B94550B50425BEBFF5F881C41299F6A33BBFA12FB1FF18C12BC7FF
1

Malicious: false

Reputation: low

URL: https://fonts.gstatic.com/s/roboto/v18/KFOlCnqEu92Fr1MmEU9fBBc4.woff2

Preview: wOF2......<...........<Z.........................d..z..J.`..L.\..<.....<.....^...x.6.$..6. .... ..S..}%.......|....x..[j.E...d..-A...]=sjf$X.o.5......V....i?}.\...;...V......5..mO=,[.B..d'..=..M...q...8..U'..N..G...
[..8....Jp..xP...'.?....}.-.1F.C.....%z..#...Q...~.~..3.............r.Xk..v.*.7t.+bw...f..b...q.W..'E.....O..a..HI.....Y.B..i.K.0.:.d.E.Lw....Q..~.6.}B...bT.F.,<./....Qu....|...H....Fk.*-..H..p4.$......
{.2.....".T'..........Va.6+.9uv....RW..U$8...p...........H5...B..N..V...{.1....5}p.q6..T...U.P.N...U...!.w..?..mI..8q.}.... >.Z.K.....tq..}.><Ok..w.. ..v....W...{....o...."+#+,..vdt...p.WKK:.p1
...3`. 3.......Q.].V.$}.......:.S..bb!I...c.of.2uq.n.MaJ..Cf.......w.$.9C...sj.=...=.Z7...h.w M.D..A.t.....]..GVpL...U(.+.)m..e)..H.}i.o.L...S.r..m..Ko....i..M..J..84.=............S..@......
Z.V.E..b...0.....@h>...."$.?....../..?.....?.J.a,..|..d...|`.m5..b..LWc...L...?.G.].i...Q..1.:..LJV.J...bU.2.:\.kt.......t.....k....B..i.z+...........A.....

Chrome Cache Entry: 276

Chrome Cache Entry: 277
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Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines (2228), with no line terminators

Category: downloaded

Size (bytes): 2228

Entropy (8bit): 5.0386287697439895

Encrypted: false

SSDEEP: 24:LqCZq3+q5OWx3VHqLggNx2dpb9lt99tccBtAhnjxPOnZzXgtrucFg8GFm88dEY8p:LUJVKL6MhnjhOpJcFg8Gp8dEY8UKl

MD5: 6C0E4DA5DDE65F8DF310877C66DCF36D

SHA1: 4EB615CC08D513BF0E672C69A72481612ACAFA87

SHA-256: 887F7165CF934298584CADB5F4BB61B39BFDEC0779B9BE1C0EF517830A143F16

SHA-512: 979ECA71A97B8A2F11FA0B9B0B588587AC19DD145F0E639EBC09D730CBC15AE417F8A75C1FACA1C2A9E1232B8BFCF05A418AA25EB0BDC21E82DCFFA3C36F
2DBB

Malicious: false

Reputation: low

URL: "https://www.gstatic.com/og/_/ss/k=og.qtm.y3HyJVcuiBY.L.W.O/m=qmd,qcwid/excm=qaaw,qabr,qadd,qaid,qalo,qebr,qein,qhaw,qhba,qhbr,qhch,qhga,qhid,qhin,qhlo,qhm
n,qhpc,qhpr,qhsf,qhtt/d=1/ed=1/ct=zgms/rs=AA2YrTuX2_exOPeLpC2JFlx3A5jsk92icg"

Preview: .gb_Ve{background:rgba(60,64,67,.90);-webkit-border-radius:4px;border-radius:4px;color:#fff;font:500 12px "Roboto",arial,sans-serif;letter-spacing:.8px;line-height:16px;m
argin-top:4px;min-height:14px;padding:4px 8px;position:absolute;z-index:1000;-webkit-font-smoothing:antialiased}.gb_zc{text-align:left}.gb_zc>*{color:#bdc1c6;line-
height:16px}.gb_zc div:first-child{color:white}.gb_Uc .gb_Qc{overflow:hidden}.gb_Uc .gb_Qc:hover{overflow-y:auto}.gb_Uc .gb_Qc::-webkit-scrollbar{width:16px;
height:16px}.gb_Uc .gb_Qc::-webkit-scrollbar-button{height:0;width:0}.gb_Uc .gb_Qc::-webkit-scrollbar-button:start:decrement,.gb_Uc .gb_Qc::-webkit-scrollbar-bu
tton:end:increment{display:block}.gb_Uc .gb_Qc::-webkit-scrollbar-button:vertical:start:increment,.gb_Uc .gb_Qc::-webkit-scrollbar-button:vertical:end:decrement{display:n
one}.gb_Uc .gb_Qc::-webkit-scrollbar-corner{background-color:transparent}.gb_Uc .gb_Qc::-webkit-scrollbar-track{border:0 solid transparent;background-clip:padding-
box;background-co

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: Web Open Font Format (Version 2), TrueType, length 15344, version 1.0

Category: downloaded

Size (bytes): 15344

Entropy (8bit): 7.984625225844861

Encrypted: false

SSDEEP: 384:ctE5KIuhGO+DSdXwye6i9Xm81v4vMHCbppV0pr3Ll9/w:cqrVO++tw/9CICFbQLlxw

MD5: 5D4AEB4E5F5EF754E307D7FFAEF688BD

SHA1: 06DB651CDF354C64A7383EA9C77024EF4FB4CEF8

SHA-256: 3E253B66056519AA065B00A453BAC37AC5ED8F3E6FE7B542E93A9DCDCC11D0BC

SHA-512: 7EB7C301DF79D35A6A521FAE9D3DCCC0A695D3480B4D34C7D262DD0C67ABEC8437ED40E2920625E98AAEAFBA1D908DEC69C3B07494EC7C29307DE49E91C2
EF48

Malicious: false

Reputation: low

URL: https://fonts.gstatic.com/s/roboto/v18/KFOmCnqEu92Fr1Mu4mxK.woff2

Preview: wOF2......;........H..;..........................d..@..J.`..L.T..<.....x.....^...x.6.$..6. ..t. ..I.h|.l....A....b6........(......@e.]...*:..-.0..r.)..hS..h...N.).D.........b.].......^..t?.m{...."84...9......c...?..r3o..
..}...S]....zbO.../z..{.....~cc....I...#.G.D....#*e.A..b...b`a5P.4........M....v4..fI#X.z,.,...=avy..F.a.\9.P|.[....r.Q@M.I.._.9..V..Q..]......[ {u..L@...]..K......]C....l$.Z.Z...Zs.4........ x.......
..F.?.7N..].|.wb\....Z{1L#..t....0.dM...$JV...{..oX...i....6.v.~......)|.TtAP&).KQ.]y........'...:.d..+..d..."C.h..p.2.M..e,.*UP..@.q..7..D.@...,......B.n. r&.......F!.....\...;R.?-.i...,7..cb../I...E
g...!X.)5.Aj7...Ok..l7.j.A@B`".}.w.m..R.9..T.X.X.d....S..`XI..1... .$C.H.,.\. ..A(.AZ.................`Wr.0]y..-..K.1.............1.tBs..n.0...9.F[b.3x...*$....T..PM.Z-.N.rS?I.<8eR'.3..27..?
;..OLf*.Rj.@.o.W...........j~ATA....vX.N:.3dM.r.)Q.B...4i.f..K.l..s....e.U.2...k..a.GO.}..../.'..%$..ed.*.'..qP....M..j....../.z&.=...q<....-..?.A.%..K..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: downloaded

Size (bytes): 455

Entropy (8bit): 5.22419567038792

Encrypted: false

SSDEEP: 12:k6El6qF5UyytxJ+D0IxDHhi/DIyGT2pkbRNkN0:k6Pq7UltxJ+Hx1mMyAhrkK

MD5: D509AD04D4861A79739F0AA4383DE0EE

SHA1: 082151D9F16E9FBCC74862F64ACC1648C7B7EA0E

SHA-256: 786FEBEE978219591B526BEE5A265070E759494557A85A588DD92E2EB1D08B9E

SHA-512: AB664B46D1003C320CE950A6A16212A8B24B4BACDC902E74359D7CFBDD671490D5E8AFF13D41A816BB5675A37203ECF3E0B36C92BF44DF7EFA01C2310A0941
D7

Malicious: false

Reputation: low

Chrome Cache Entry: 278

Chrome Cache Entry: 279

Chrome Cache Entry: 280
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URL: "https://www.gstatic.com/_/mss/boq-translate/_/js/k=boq-translate.TranslateWebserverUi.en_US.gU6vqBGj5OA.es5.O/ck=boq-
translate.TranslateWebserverUi.XS_65KTRH0U.L.B1.O/am=gemZDQsCAQg/d=1/exm=A7fCU,AJZZxc,AKLKy,AV6dJd,BVgquf,CHCSlb,COQbmf,CTfTTd,CW8lw,DFTXbf
,E2VjNc,EEDORb,EF8pe,EFQ78c,FZTbYc,G0j0Je,GILUZe,GSlykd,GiFjve,Gkrb3e,HruX3d,HwavCb,I6YDgd,IZT63,Id96Vc,IjTJJb,Izs65d,JE2clc,JH2zc,JNcm2e,JNoxi,JPv
Ypc,JVNQkc,JWUKXe,K4PcAe,KG2eXe,KOuY1b,KUM7Z,L1AAkb,LEikZe,LFynkb,LP4cEc,M2suMc,MDB2J,MI6k7c,MJWMce,MY2OBe,MaBk4,Mlhmy,MnwvSb,MpJwZc,
N2mfec,NotTJb,NufREb,NwH0H,O1Gjze,O6y8ed,OTA3Ae,OmgaI,P6Sgne,PJgxJf,PrPYRd,QIhFr,QKK0O,Qnj3Pe,QqJ8Gd,R6UQsc,RAnnUd,RMhBfe,RqjULd,Ru0Pgb,S
NtCZb,SdcwHb,SpsfSb,T8kZcd,TJQ3Ud,Tpj7Pb,TzmfU,U0aPgd,UECOXe,UUJqVe,UWMmZb,Uas9Hd,UfGXTd,Ulmmrd,Un38xf,UthHZe,V3dDOb,V8JnLd,VETAO,VNcg1
e,VwDzFe,WCciof,WO9ee,WYNSOe,XBRlNc,XMsnSd,XVMNvd,Xn16n,YrN4Fb,ZH8ved,ZakeSe,ZbunN,ZfAoz,ZwDk9d,_b,_r,_tp,a4GDlb,aW3pY,aurFic,bD99Db,bTi8wc,
bYHiff,bm51tf,byfTOb,cPVRG,ceo3ne,dmy0Zb,duFQFc,eM1C7d,eYJrS,ehH0Pd,fKBXPe,fKUV3e,fR6Vdb,ff8rzd,fmklff,g8fAWe,gJzDyc,gWGePc,glibvb,gychg,hB8iWe,hK
Sk3e,hPAkKe,hc6Ubd,hmxKAd,i5dxUd,j4UNFc,jMem0b,jl0Zdc,kWgXee,kjKdXe,lWpni,lazG7b,lsjVmc,lwddkf,m9oV,mI3LFb,mNvcvf,mdR7q,mmcjze,mzzZzc,n391td,n73q
wf,nKuFpb,onWwzb,ovKuLd,p8L0ob,pKzUve,pjICDe,pvoWvc,pw70Gc,q0xTif,qRXAtf,rCcCxc,rPRh8e,rQ304,rSlV0d,s2VbJb,s2XCRc,s39S4,sGhhBd,sJhETb,sOXFj,soHxf
,t1sulf,tQX3bd,tQbu0,tjiVBd,u8fSBf,uu7UOe,w9hDv,ws9Tlc,xQtZb,xUdipf,xdp6Ne,xzbRj,yDVVkb,yi1Dad,zbML3c,zr1jrb/excm=_b,_r,_tp,mainview/ed=1/wt=2/rs=ANkVxDl
NdNQkIIQ5jdhorHShpbboGm2ObA/ee=cEt90b:ws9Tlc;QGR0gd:Mlhmy;uY49fb:COQbmf;yxTchf:KUM7Z;qddgKe:xQtZb;dIoSBb:SpsfSb;EmZ2Bf:zr1jrb;EVNhjf:pw70Gc;e
BAeSb:zbML3c;yEQyxe:p8L0ob;JsbNhc:Xd8iUd;NSEoX:lazG7b;zxnPse:duFQFc;pXdRYb:XBRlNc;oGtAuc:sOXFj;wQlYve:aLUfP;g8nkx:U4MzKc;Pjplud:EEDORb;io8t5d:y
DVVkb;Oj465e:KG2eXe;Erl4fe:FloWmf;ul9GGd:VDovNc;sP4Vbe:VwDzFe;a56pNe:JEfCwb;kMFpHd:OTA3Ae;NPKaK:SdcwHb;nAFL3:s39S4;iFQyKf:QIhFr;kbAm9d:MkHy
Gd;xqZiqf:BBI74;SNUn3:ZwDk9d;LBgRLc:SdcwHb;wR5FRb:O1Gjze/m=uD1GC"

Preview: "use strict";this.default_TranslateWebserverUi=this.default_TranslateWebserverUi||{};(function(_){var window=this;.try{._.k("uD1GC");.var IS=function(a){_.jw.call(this,a.
va)};_.C(IS,_.jw);IS.qa=_.jw.qa;IS.prototype.Hc=function(){return"uD1GC"};IS.prototype.Gd=function(){return!0};IS.prototype.Ic=function(){return _.FS};_.iw(_.hsa,IS);_.Dv
.uD1GC=_.Tz;._.p();.}catch(e){_._DumpException(e)}.}).call(this,this.default_TranslateWebserverUi);.// Google Inc..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: downloaded

Size (bytes): 271751

Entropy (8bit): 5.0685414131801165

Encrypted: false

SSDEEP: 6144:+tah6/K+TCtlMhTze/RZcYmDizK8dB7alFys/WL/umH4N0IPfKu5AA11vrIY:9pZcYmDcHwFygmY1PfjAA1Br3

MD5: 6A07DA9FAE934BAF3F749E876BBFDD96

SHA1: 46A436EBA01C79ACDB225757ED80BF54BAD6416B

SHA-256: D8AA24ECC6CECB1A60515BC093F1C9DA38A0392612D9AB8AE0F7F36E6EEE1FAD

SHA-512: E525248B09A6FB4022244682892E67BBF64A3E875EB889DB43B0A24AB4A75077B5D5D26943CA382750D4FEBC3883193F3BE581A4660065B6FC7B5EC20C4A044B

Malicious: false

Reputation: low

URL: https://code.jquery.com/jquery-3.3.1.js

Preview: /*!. * jQuery JavaScript Library v3.3.1. * https://jquery.com/. *. * Includes Sizzle.js. * https://sizzlejs.com/. *. * Copyright JS Foundation and other contributors. * Released 
under the MIT license. * https://jquery.org/license. *. * Date: 2018-01-20T17:24Z. */.( function( global, factory ) {..."use strict";...if ( typeof module === "object" && typeof 
module.exports === "object" ) {....// For CommonJS and CommonJS-like environments where a proper `window`...// is present, execute the factory and get jQuery....// For 
environments that do not have a `window` with a `document`...// (such as Node.js), expose a factory as module.exports....// This accentuates the need for the creation of a 
real `window`....// e.g. var jQuery = require("jquery")(window);...// See ticket #14549 for more info....module.exports = global.document ?....factory( global, true ) :....fu
nction( w ) {.....if ( !w.document ) {......throw new Error( "jQuery requires a window with a document" );.....}.....return factor

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: SVG Scalable Vector Graphics image

Category: downloaded

Size (bytes): 1660

Entropy (8bit): 4.301517070642596

Encrypted: false

SSDEEP: 48:A/S9VU5IDhYYmMqPLmumtrYW2DyZ/jTq9J:A2VUSDhYYmM5trYFw/jmD

MD5: 554640F465EB3ED903B543DAE0A1BCAC

SHA1: E0E6E2C8939008217EB76A3B3282CA75F3DC401A

SHA-256: 99BF4AA403643A6D41C028E5DB29C79C17CBC815B3E10CD5C6B8F90567A03E52

SHA-512: 462198E2B69F72F1DC9743D0EA5EED7974A035F24600AA1C2DE0211D978FF0795370560CBF274CCC82C8AC97DC3706C753168D4B90B0B81AE84CC922C055CFF
0

Malicious: false

Reputation: low

URL: https://www.gstatic.com/images/branding/googlelogo/svg/googlelogo_clr_74x24px.svg

Preview: <svg xmlns="http://www.w3.org/2000/svg" width="74" height="24" viewBox="0 0 74 24"><path fill="#4285F4" d="M9.24 8.19v2.46h5.88c-.18 1.38-.64 2.39-1.34 3.1-.86.
86-2.2 1.8-4.54 1.8-3.62 0-6.45-2.92-6.45-6.54s2.83-6.54 6.45-6.54c1.95 0 3.38.77 4.43 1.76L15.4 2.5C13.94 1.08 11.98 0 9.24 0 4.28 0 .11 4.04.11 9s4.17 9 9.13 
9c2.68 0 4.7-.88 6.28-2.52 1.62-1.62 2.13-3.91 2.13-5.75 0-.57-.04-1.1-.13-1.54H9.24z"/><path fill="#EA4335" d="M25 6.19c-3.21 0-5.83 2.44-5.83 5.81 0 3.34 2.62 5.81 
5.83 5.81s5.83-2.46 5.83-5.81c0-3.37-2.62-5.81-5.83-5.81zm0 9.33c-1.76 0-3.28-1.45-3.28-3.52 0-2.09 1.52-3.52 3.28-3.52s3.28 1.43 3.28 3.52c0 2.07-1.52 3.52-3.28 3.
52z"/><path fill="#4285F4" d="M53.58 7.49h-.09c-.57-.68-1.67-1.3-3.06-1.3C47.53 6.19 45 8.72 45 12c0 3.26 2.53 5.81 5.43 5.81 1.39 0 2.49-.62 3.06-1.32h.09v.81c0 
2.22-1.19 3.41-3.1 3.41-1.56 0-2.53-1.12-2.93-2.07l-2.22.92c.64 1.54 2.33 3.43 5.15 3.43 2.99 0 5.52-1.76 5.52-6.05V6.49h-2.42v1zm-2.93 8.03c-1.76 0-3.1-1.5-3.1-3.52 
0-2.05 1.34-3.52 3.1-3

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: SVG Scalable Vector Graphics image

Chrome Cache Entry: 281

Chrome Cache Entry: 282

Chrome Cache Entry: 283
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Category: dropped

Size (bytes): 1660

Entropy (8bit): 4.301517070642596

Encrypted: false

SSDEEP: 48:A/S9VU5IDhYYmMqPLmumtrYW2DyZ/jTq9J:A2VUSDhYYmM5trYFw/jmD

MD5: 554640F465EB3ED903B543DAE0A1BCAC

SHA1: E0E6E2C8939008217EB76A3B3282CA75F3DC401A

SHA-256: 99BF4AA403643A6D41C028E5DB29C79C17CBC815B3E10CD5C6B8F90567A03E52

SHA-512: 462198E2B69F72F1DC9743D0EA5EED7974A035F24600AA1C2DE0211D978FF0795370560CBF274CCC82C8AC97DC3706C753168D4B90B0B81AE84CC922C055CFF
0

Malicious: false

Reputation: low

Preview: <svg xmlns="http://www.w3.org/2000/svg" width="74" height="24" viewBox="0 0 74 24"><path fill="#4285F4" d="M9.24 8.19v2.46h5.88c-.18 1.38-.64 2.39-1.34 3.1-.86.
86-2.2 1.8-4.54 1.8-3.62 0-6.45-2.92-6.45-6.54s2.83-6.54 6.45-6.54c1.95 0 3.38.77 4.43 1.76L15.4 2.5C13.94 1.08 11.98 0 9.24 0 4.28 0 .11 4.04.11 9s4.17 9 9.13 
9c2.68 0 4.7-.88 6.28-2.52 1.62-1.62 2.13-3.91 2.13-5.75 0-.57-.04-1.1-.13-1.54H9.24z"/><path fill="#EA4335" d="M25 6.19c-3.21 0-5.83 2.44-5.83 5.81 0 3.34 2.62 5.81 
5.83 5.81s5.83-2.46 5.83-5.81c0-3.37-2.62-5.81-5.83-5.81zm0 9.33c-1.76 0-3.28-1.45-3.28-3.52 0-2.09 1.52-3.52 3.28-3.52s3.28 1.43 3.28 3.52c0 2.07-1.52 3.52-3.28 3.
52z"/><path fill="#4285F4" d="M53.58 7.49h-.09c-.57-.68-1.67-1.3-3.06-1.3C47.53 6.19 45 8.72 45 12c0 3.26 2.53 5.81 5.43 5.81 1.39 0 2.49-.62 3.06-1.32h.09v.81c0 
2.22-1.19 3.41-3.1 3.41-1.56 0-2.53-1.12-2.93-2.07l-2.22.92c.64 1.54 2.33 3.43 5.15 3.43 2.99 0 5.52-1.76 5.52-6.05V6.49h-2.42v1zm-2.93 8.03c-1.76 0-3.1-1.5-3.1-3.52 
0-2.05 1.34-3.52 3.1-3

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines (1665)

Category: downloaded

Size (bytes): 212954

Entropy (8bit): 5.580561131766313

Encrypted: false

SSDEEP: 3072:Ue0vxHsVQufTwDQ7mvfWIavKCItJznq5oOPuIw1/b6akaP:rExHk6tJ2WO9i/1

MD5: EB4DE699F982B58566D347E082612029

SHA1: EF00A7927D743226FE2019012D73B03056096CCD

SHA-256: D09010A6E49FB978FC61354AFE205E2AA269EBE9669F7DC3FAF7CFE96E74B344

SHA-512: 6261A07F59C019659A667D1ED2B0B152DFEBCCE3B402376835683547AD359F7876F7611F79835C6ED9BB2A255D7D8033C3FBE9BB4EF7C1859F8A0209236282C9

Malicious: false

Reputation: low

URL:
https://translate.googleapis.com/_/translate_http/_/js/k=translate_http.tr.en_US.mGcPXQcNzsg.O/d=1/exm=el_conf/ed=1/rs=AN8SPfpIboncKjXHH4qWXfHM13Ibth1oFg/
m=el_main

Preview: "use strict";this.default_tr=this.default_tr||{};(function(_){var window=this;.try{._.Qg=function(a){return _.Da?_.Ea?_.Ea.brands.some(function(b){return(b=b.brand)&&-1!=
b.indexOf(a)}):!1:!1};_.Rg=function(){return _.Fa()?_.Qg("Microsoft Edge"):_.u("Edg/")};_.Sg=function(){return _.u("Firefox")||_.u("FxiOS")};_.Tg=function(){return _.Fa()?
_.Qg("Chromium"):(_.u("Chrome")||_.u("CriOS"))&&!_.Ia()||_.u("Silk")};_.Ug=function(){return _.u("Safari")&&!(_.Tg()||(_.Fa()?0:_.u("Coast"))||_.Ga()||_.Ia()||_.Rg()||(_.Fa()?
_.Qg("Opera"):_.u("OPR"))||_.Sg()||_.u("Silk")||_.u("Android"))};._.Vg=function(){return _.u("Android")&&!(_.Tg()||_.Sg()||_.Ga()||_.u("Silk"))};_.Xg=function(a,b){_.Wg?a[_.W
g]=b:void 0!==a.h?a.h=b:Object.defineProperties(a,{h:{value:b,configurable:!0,writable:!0,enumerable:!1}});return a};_.Yg=_.Sg();_.Zg=_.La()||_.u("iPod");_.$g=_.u("iPad")
;_.ah=_.Vg();_.bh=_.Tg();_.ch=_.Ug()&&!_.Ma();_.dh="undefined"!==typeof Uint8Array;_.eh=!_.C&&"function"===typeof _.r.btoa;_.Wg="function"==

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines (2324)

Category: downloaded

Size (bytes): 97180

Entropy (8bit): 5.465737051753053

Encrypted: false

SSDEEP: 1536:la3ky4g6ms5fRYy9VKDMus+FwIHzaZDbcyqmf2XSu1DpldFhmT10KSBEkLH:t3hdODPytZnhlAHDpldXKS3

MD5: 2B39183812A38D650CE2D98F465640EA

SHA1: 2DFDA94A813C0C79403A9300DFC00506C3C2EA5E

SHA-256: 9E2852437BB0EEC00CF23E37B2152A8716ED1454AD1CFE42A8291518ACD9450C

SHA-512: 84CD35DE97CEC462DB5098E9BC4DF43F672A3B14074485073D8FBE76F5930669ED75B64951A8FF2ABEDBAF0B95229890E143156308B7CC01B98E08341830FBB7

Malicious: false

Reputation: low

URL: https://www.gstatic.com/feedback/js/help/prod/service/lazy.min.js

Preview: (function(){/*.. Copyright The Closure Library Authors.. SPDX-License-Identifier: Apache-2.0.*/.var m,aa=function(a){var b=0;return function(){return b<a.length?{done:!1,
value:a[b++]}:{done:!0}}},ba="function"==typeof Object.defineProperties?Object.defineProperty:function(a,b,c){if(a==Array.prototype||a==Object.prototype)return a;a[b]=c.v
alue;return a},ca=function(a){a=["object"==typeof globalThis&&globalThis,a,"object"==typeof window&&window,"object"==typeof self&&self,"object"==typeof global&&
global];for(var b=0;b<a.length;++b){var c=a[b];if(c&&c.Math==Math)return c}throw Error("Cannot find global object");.},da=ca(this),r=function(a,b){if(b)a:{var c=da;a=a.sp
lit(".");for(var d=0;d<a.length-1;d++){var e=a[d];if(!(e in c))break a;c=c[e]}a=a[a.length-1];d=c[a];b=b(d);b!=d&&null!=b&&ba(c,a,{configurable:!0,writable:!0,value:b})}}
;.r("Symbol",function(a){if(a)return a;var b=function(f,g){this.nc=f;ba(this,"description",{configurable:!0,writable:!0,value:g})};b.prototype.toString=function

Chrome Cache Entry: 284

Chrome Cache Entry: 285
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Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: downloaded

Size (bytes): 455

Entropy (8bit): 5.262782536461317

Encrypted: false

SSDEEP: 12:k6El6qF5vMrytxEeD0IkDHhi2vDIytNOpkbRNkN0:k6Pq7vM+tx3Hk13MytN5rkK

MD5: 64306D3A32FE68E8177C3BBB8791F45B

SHA1: 6AF2746D555B5F819840EF46C6A8BA5DD36B7EBD

SHA-256: 5FC46D395B0C72C07D9356C7CFB3C592DF8A4E632DF986E5B260122D20C00CEC

SHA-512: 69B7526B7515ED72E7E416FB7EB80A634CC55D399A42A39F360D7D0A7575C1F6189C3E9457BBD36BBD160302AF012BBECFFC9D3B06E6D7A61EADA15EE667FF
E7

Malicious: false

Reputation: low

URL: "https://www.gstatic.com/_/mss/boq-translate/_/js/k=boq-translate.TranslateWebserverUi.en_US.gU6vqBGj5OA.es5.O/ck=boq-
translate.TranslateWebserverUi.XS_65KTRH0U.L.B1.O/am=gemZDQsCAQg/d=1/exm=A7fCU,AJZZxc,AKLKy,AV6dJd,BVgquf,CHCSlb,COQbmf,CTfTTd,CW8lw,DFTXbf
,E2VjNc,EEDORb,EF8pe,EFQ78c,FZTbYc,G0j0Je,GILUZe,GSlykd,GiFjve,Gkrb3e,HruX3d,HwavCb,I6YDgd,IZT63,Id96Vc,IjTJJb,Izs65d,JE2clc,JH2zc,JNcm2e,JNoxi,JPv
Ypc,JVNQkc,JWUKXe,K4PcAe,KG2eXe,KOuY1b,KUM7Z,L1AAkb,LEikZe,LFynkb,LP4cEc,M2suMc,MDB2J,MI6k7c,MJWMce,MY2OBe,MaBk4,Mlhmy,MnwvSb,MpJwZc,
N2mfec,NotTJb,NufREb,NwH0H,O1Gjze,O6y8ed,OTA3Ae,OmgaI,P6Sgne,PJgxJf,PrPYRd,QIhFr,QKK0O,Qnj3Pe,QqJ8Gd,R6UQsc,RAnnUd,RMhBfe,RqjULd,Ru0Pgb,S
NtCZb,SdcwHb,SpsfSb,T8kZcd,TJQ3Ud,Tpj7Pb,TzmfU,U0aPgd,UECOXe,UUJqVe,UWMmZb,Uas9Hd,UfGXTd,Ulmmrd,Un38xf,UthHZe,V3dDOb,V8JnLd,VETAO,VNcg1
e,VwDzFe,WCciof,WO9ee,WYNSOe,XBRlNc,XMsnSd,XVMNvd,Xn16n,YrN4Fb,ZH8ved,ZakeSe,ZbunN,ZfAoz,ZwDk9d,_b,_r,_tp,a4GDlb,aW3pY,aurFic,bD99Db,bTi8wc,
bYHiff,bm51tf,byfTOb,cPVRG,ceo3ne,dmy0Zb,duFQFc,eM1C7d,eYJrS,ehH0Pd,fKBXPe,fKUV3e,fR6Vdb,ff8rzd,fmklff,g8fAWe,gJzDyc,gWGePc,glibvb,gychg,hB8iWe,hK
Sk3e,hPAkKe,hc6Ubd,hmxKAd,i5dxUd,j4UNFc,jMem0b,jl0Zdc,kWgXee,kjKdXe,lWpni,lazG7b,lsjVmc,lwddkf,m9oV,mI3LFb,mNvcvf,mdR7q,mmcjze,mzzZzc,n391td,n73q
wf,nKuFpb,onWwzb,ovKuLd,p8L0ob,pKzUve,pjICDe,pvoWvc,pw70Gc,q0xTif,qRXAtf,rCcCxc,rPRh8e,rSlV0d,s2VbJb,s2XCRc,s39S4,sGhhBd,sJhETb,sOXFj,soHxf,t1sulf,t
QX3bd,tQbu0,tjiVBd,u8fSBf,uu7UOe,w9hDv,ws9Tlc,xQtZb,xUdipf,xdp6Ne,xzbRj,yDVVkb,yi1Dad,zbML3c,zr1jrb/excm=_b,_r,_tp,mainview/ed=1/wt=2/rs=ANkVxDlNdNQkI
IQ5jdhorHShpbboGm2ObA/ee=cEt90b:ws9Tlc;QGR0gd:Mlhmy;uY49fb:COQbmf;yxTchf:KUM7Z;qddgKe:xQtZb;dIoSBb:SpsfSb;EmZ2Bf:zr1jrb;EVNhjf:pw70Gc;eBAeSb:z
bML3c;yEQyxe:p8L0ob;JsbNhc:Xd8iUd;NSEoX:lazG7b;zxnPse:duFQFc;pXdRYb:XBRlNc;oGtAuc:sOXFj;wQlYve:aLUfP;g8nkx:U4MzKc;Pjplud:EEDORb;io8t5d:yDVVkb;
Oj465e:KG2eXe;Erl4fe:FloWmf;ul9GGd:VDovNc;sP4Vbe:VwDzFe;a56pNe:JEfCwb;kMFpHd:OTA3Ae;NPKaK:SdcwHb;nAFL3:s39S4;iFQyKf:QIhFr;kbAm9d:MkHyGd;xqZi
qf:BBI74;SNUn3:ZwDk9d;LBgRLc:SdcwHb;wR5FRb:O1Gjze/m=rQ304"

Preview: "use strict";this.default_TranslateWebserverUi=this.default_TranslateWebserverUi||{};(function(_){var window=this;.try{._.k("rQ304");.var BS=function(a){_.jw.call(this,a.
va)};_.C(BS,_.jw);BS.qa=_.jw.qa;BS.prototype.Hc=function(){return"rQ304"};BS.prototype.Gd=function(){return!0};BS.prototype.Ic=function(){return _.AS};_.iw(_.fs
a,BS);_.Dv.rQ304=_.Oz;._.p();.}catch(e){_._DumpException(e)}.}).call(this,this.default_TranslateWebserverUi);.// Google Inc..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: JSON data

Category: downloaded

Size (bytes): 227

Entropy (8bit): 4.793371890350351

Encrypted: false

SSDEEP: 6:YWCLlKRiYRFLlKRiYn3C237urKPW0bEdyZ1LMzMePFC:YFBKw0FBKw8Cmv+0bEgYC

MD5: B88036540E6B15F79BF572970954BD15

SHA1: 908F32139DF8025DC470FD858E8DE9E6807A17F8

SHA-256: 1098BF152969D2AAA152E4BE825CD28A64A925D3C852BA5DBB9EC88564DC69BA

SHA-512: 23B63067348AB453A28720E74A95F32D18D76C5CA9378AB39C577563E260EEF0F9590AB4DD2454CADA4968243C7444FD4023F913A0E2EAD084902F6F79127E96

Malicious: false

Reputation: low

URL: https://translate.google.com/_/TranslateWebserverUi/manifest.json

Preview: {"name":"Google Translate","short_name":"Google Translate","start_url":"/?lfhs\u003d2","display":"standalone","theme_color":"#4285F4","icons":[{"src":"//ssl.gstatic.com/t
ranslate/favicon.ico","type":"image/*","sizes":"64x64"}]}

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines (1245)

Category: downloaded

Size (bytes): 122764

Entropy (8bit): 5.719487478515819

Encrypted: false

SSDEEP: 1536:QQwHNJ2kBbxbakQHb/JErrYhYtVjN58LjkSMwZhVHpKwM4YLnscXddyDOloPaVke:QQwHNyb/JErz/gLTpKEYLBdy+VjBkrU

MD5: C534D3A052FCB06D09103134CE7AF53D

SHA1: 3B5DDFE73E10E06BCEB6B7D3BD75DB78F3D284F0

SHA-256: BDCE9C41FA74B338989A410FDCC06FA19898D8285785B5A5FF0F64AF4E76DBC7

Chrome Cache Entry: 286

Chrome Cache Entry: 287

Chrome Cache Entry: 288
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SHA-512: D9D0E3F850029BCF79CD832EFB1DAD259E0FD625A267BE43E7D8A2609127E2B2FC8BC854038D0A2539E0656596466DDCF3B5012CAA0A173550B1AA7413E977B
A

Malicious: false

Reputation: low

URL: "https://www.gstatic.com/_/mss/boq-translate/_/js/k=boq-translate.TranslateWebserverUi.en_US.gU6vqBGj5OA.es5.O/ck=boq-
translate.TranslateWebserverUi.XS_65KTRH0U.L.B1.O/am=gemZDQsCAQg/d=1/exm=A7fCU,AJZZxc,AKLKy,AV6dJd,BVgquf,CHCSlb,COQbmf,CTfTTd,CW8lw,DFTXbf
,E2VjNc,EEDORb,EF8pe,EFQ78c,FZTbYc,G0j0Je,GILUZe,GSlykd,GiFjve,Gkrb3e,HruX3d,HwavCb,I6YDgd,IZT63,Id96Vc,IjTJJb,Izs65d,JE2clc,JH2zc,JNcm2e,JNoxi,JPv
Ypc,JVNQkc,JWUKXe,K4PcAe,KG2eXe,KOuY1b,KUM7Z,L1AAkb,LEikZe,LFynkb,LP4cEc,M2suMc,MDB2J,MI6k7c,MJWMce,MY2OBe,MaBk4,Mlhmy,MnwvSb,MpJwZc,
N2mfec,NotTJb,NufREb,NwH0H,O1Gjze,O6y8ed,OTA3Ae,OmgaI,P6Sgne,PJgxJf,PrPYRd,QIhFr,QKK0O,Qnj3Pe,QqJ8Gd,R6UQsc,RAnnUd,RMhBfe,RqjULd,Ru0Pgb,S
NtCZb,SdcwHb,SpsfSb,TJQ3Ud,Tpj7Pb,TzmfU,U0aPgd,UECOXe,UUJqVe,UWMmZb,Uas9Hd,UfGXTd,Ulmmrd,Un38xf,UthHZe,V3dDOb,V8JnLd,VETAO,VNcg1e,VwDz
Fe,WCciof,WO9ee,WYNSOe,XBRlNc,XMsnSd,XVMNvd,Xn16n,YrN4Fb,ZH8ved,ZbunN,ZfAoz,ZwDk9d,_b,_r,_tp,a4GDlb,aW3pY,aurFic,bD99Db,bTi8wc,bYHiff,bm51tf,by
fTOb,cPVRG,ceo3ne,dmy0Zb,duFQFc,eM1C7d,eYJrS,ehH0Pd,fKBXPe,fKUV3e,fR6Vdb,ff8rzd,fmklff,g8fAWe,gJzDyc,gWGePc,glibvb,gychg,hB8iWe,hKSk3e,hPAkKe,hc
6Ubd,hmxKAd,i5dxUd,j4UNFc,jMem0b,jl0Zdc,kWgXee,kjKdXe,lWpni,lazG7b,lsjVmc,lwddkf,m9oV,mI3LFb,mNvcvf,mdR7q,mmcjze,mzzZzc,n391td,n73qwf,nKuFpb,onWw
zb,ovKuLd,p8L0ob,pKzUve,pjICDe,pvoWvc,pw70Gc,qRXAtf,rCcCxc,rPRh8e,rSlV0d,s2VbJb,s2XCRc,s39S4,sGhhBd,sJhETb,soHxf,t1sulf,tQX3bd,tQbu0,tjiVBd,u8fSBf,uu
7UOe,w9hDv,ws9Tlc,xQtZb,xUdipf,xdp6Ne,xzbRj,yDVVkb,yi1Dad,zbML3c,zr1jrb/excm=_b,_r,_tp,mainview/ed=1/wt=2/rs=ANkVxDlNdNQkIIQ5jdhorHShpbboGm2ObA/ee
=cEt90b:ws9Tlc;QGR0gd:Mlhmy;uY49fb:COQbmf;yxTchf:KUM7Z;qddgKe:xQtZb;dIoSBb:SpsfSb;EmZ2Bf:zr1jrb;EVNhjf:pw70Gc;eBAeSb:zbML3c;yEQyxe:p8L0ob;JsbNh
c:Xd8iUd;NSEoX:lazG7b;zxnPse:duFQFc;pXdRYb:XBRlNc;oGtAuc:sOXFj;wQlYve:aLUfP;g8nkx:U4MzKc;Pjplud:EEDORb;io8t5d:yDVVkb;Oj465e:KG2eXe;Erl4fe:FloWmf
;ul9GGd:VDovNc;sP4Vbe:VwDzFe;a56pNe:JEfCwb;kMFpHd:OTA3Ae;NPKaK:SdcwHb;nAFL3:s39S4;iFQyKf:QIhFr;kbAm9d:MkHyGd;xqZiqf:BBI74;SNUn3:ZwDk9d;LBg
RLc:SdcwHb;wR5FRb:O1Gjze/m=sOXFj,q0xTif,HgVFRb"

Preview: "use strict";this.default_TranslateWebserverUi=this.default_TranslateWebserverUi||{};(function(_){var window=this;.try{._.fl(_.gr);._.k("sOXFj");.var xv=function(a){_.M.c
all(this,a.va)};_.C(xv,_.M);xv.Ba=_.M.Ba;xv.qa=_.M.qa;xv.prototype.i=function(a){return a()};_.tv(_.ska,xv);._.p();._.k("oGtAuc");._.voa=new _.ul(_.gr);._.p();._.hw=funct
ion(a){_.Cn.call(this,a.va);this.soy=this.wd=null;if(this.Nf()){var b=_.wl(this.Ce(),[_.om,_.nm]);b=_.Ie([b[_.om],b[_.nm]]).then(function(c){this.soy=c[0];this.wd=c[1]},null,this);
_.Dn(this,b)}this.s=a.Xd.dY};_.C(_.hw,_.Cn);_.hw.qa=function(){return{Xd:{dY:function(){return _.Xe(this)}}}};_.hw.prototype.getContext=function(a){return this.s.getConte
xt(a)};_.hw.prototype.getData=function(a){return this.s.getData(a)};_.hw.prototype.Dx=function(){};._.iw=function(a,b){_.En(b);a&&_.ql.ab().register(a,b)};._.k("q0xTif");.var 
dpa=function(a){var b=function(d){_.co(d)&&(_.co(d).Ca=null,_.Lv(d,null));d.XyHi9&&(d.XyHi9=null)};b(a);a=a.querySelectorAll("[c-wiz]")

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines (945)

Category: downloaded

Size (bytes): 6118

Entropy (8bit): 5.492847975649585

Encrypted: false

SSDEEP: 96:UHHq1CeFTUSNfG4PFtM8aJcvYq9FaO/xpXxfQ2b6xMDW+P8Le9SCNs4iMoVb:k5WcBm9FaO/xHQ2+NB4s4Y

MD5: 9E6D747C1BBD37AA5A8AED148C9AF472

SHA1: 3BB03F96F5CA52894D102D1E538D47C94D5B8DB1

SHA-256: 78F681C47E25943BCBCDF0ACE6E16B13FC5FAEB6BD07601178A774BBD6134C4E

SHA-512: C99A43513CB044E68C353399DEF5E4E042148C2CD4B58765333EF8AED0CB5F21E3EAF850137A0965991D9C55DDCAF412B038610EEB0F6619776C3E37993EBF6
B

Malicious: false

Reputation: low

URL: "https://www.gstatic.com/_/mss/boq-translate/_/js/k=boq-translate.TranslateWebserverWebsiteTranslationUi.en.8s0pSmh60x0.es5.O/ck=boq-
translate.TranslateWebserverWebsiteTranslationUi.egOQXOt5Qss.L.B1.O/am=8C0ACA/d=1/exm=A7fCU,BBI74,BVgquf,COQbmf,CXsKQe,DFTXbf,EEDORb,EFQ78c,Gk
RiKb,HwavCb,IZT63,J1hrIc,JH2zc,JNoxi,JWUKXe,JzDP5e,KG2eXe,KUM7Z,L1AAkb,L2d1X,LEikZe,MdUzUe,Mlhmy,MpJwZc,NwH0H,O1Gjze,O6y8ed,OTA3Ae,OmgaI,P
5Thrf,PHUIyb,PrPYRd,PxcVCe,QIhFr,QM0Gm,RAnnUd,RMhBfe,RqjULd,SdcwHb,SpsfSb,U0aPgd,UUJqVe,Uas9Hd,Ulmmrd,V3dDOb,VNcg1e,VwDzFe,W225x,XVMNvd,
Z5uLle,ZfAoz,ZwDk9d,_b,_r,_tp,aW3pY,aurFic,bTi8wc,bm51tf,byfTOb,cSdwA,e5qFLc,fKUV3e,gychg,hc6Ubd,i5H9N,i5dxUd,kWgXee,lsjVmc,lwddkf,m9oV,n73qwf,ovKuLd
,pKzUve,pjICDe,pw70Gc,qNG0Fc,qRXAtf,rFVO7,s39S4,sJhETb,soHxf,t1sulf,tQKCld,thZ3rf,tsNC9c,uu7UOe,w9hDv,wg1P6b,ws9Tlc,xQtZb,xUdipf,xzbRj,yDVVkb,yRXbo,y
wOR5c,zbML3c,zr1jrb/excm=_b,_r,_tp,iframenavigationview/ed=1/wt=2/rs=ANkVxDna9XWhvfg_zXhKSN-dLj1Au8-
GVA/ee=cEt90b:ws9Tlc;QGR0gd:Mlhmy;uY49fb:COQbmf;yxTchf:KUM7Z;qddgKe:xQtZb;dIoSBb:SpsfSb;EmZ2Bf:zr1jrb;zxnPse:GkRiKb;EVNhjf:pw70Gc;JsbNhc:Xd8iUd;
oGtAuc:sOXFj;eBAeSb:zbML3c;NSEoX:lazG7b;Pjplud:EEDORb;io8t5d:yDVVkb;Oj465e:KG2eXe;Erl4fe:FloWmf;ul9GGd:VDovNc;sP4Vbe:VwDzFe;a56pNe:JEfCwb;kMFp
Hd:OTA3Ae;NPKaK:SdcwHb;pXdRYb:MdUzUe;nAFL3:s39S4;iFQyKf:QIhFr;xqZiqf:BBI74;SNUn3:ZwDk9d;LBgRLc:SdcwHb;wR5FRb:O1Gjze/m=Wt6vjf,hhhU8,FCpbqb,
WhJNk"

Preview: "use strict";this.default_TranslateWebserverWebsiteTranslationUi=this.default_TranslateWebserverWebsiteTranslationUi||{};(function(_){var window=this;.try{._.w(
"Wt6vjf");.var JP=function(a){_.E.call(this,a)};_.I(JP,_.E);JP.prototype.Ma=function(){return _.Qk(this,1)};JP.prototype.Ub=function(a){_.A(this,1,a)};JP.Gb="f.bo";var KP
=function(){_.Cn.call(this)};_.I(KP,_.Cn);KP.prototype.Ta=function(){this.Or=!1;LP(this);_.Cn.prototype.Ta.call(this)};KP.prototype.i=function(){MP(this);if(this.Hk)return 
NP(this),!1;if(!this.Ys)return OP(this),!0;this.dispatchEvent("p");if(!this.Up)return OP(this),!0;this.Do?(this.dispatchEvent("r"),OP(this)):NP(this);return!1};.var PP=function(a)
{var b=new _.$v(a.Cz);null!=a.Jq&&b.i.set("authuser",a.Jq);return b},NP=function(a){a.Hk=!0;var b=PP(a),c="rt=r&f_uid="+encodeURIComponent(String(a.Up));_.Mp(b,
(0,_.L)(a.j,a),"POST",c)};.KP.prototype.j=function(a){a=a.target;MP(this);if(_.Up(a)){this.Dn=0;if(this.Do)this.Hk=!1,this.dispatchEvent("r");else if(this.Ys)t

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: MS Windows icon resource - 3 icons, 48x48, 32 bits/pixel, 32x32, 32 bits/pixel

Category: dropped

Size (bytes): 15086

Entropy (8bit): 4.020155068262484

Encrypted: false

SSDEEP: 384:jOm6B8m3TKwau0Y4a+oRvqBphSypP+H8It7:bi14aJRvgLSyA8It7

MD5: EA7D143EFE3C01DE298F9F1130E8BCE5

SHA1: 4672164FAB3870DD901034ABCF3D35998AC94DBE

SHA-256: 94A9FEFBBE42310C03FF1E52C1F753C21038805F632867EA78930A52C445A456

SHA-512: B9B76EE9964E836EA720828E77952E89ECC318D55EF5107F89C11F666C1BC0742D1BDBAD0BC1CAD853D93D1E150664056705BA3688544220759E9F4977800A8D

Chrome Cache Entry: 289

Chrome Cache Entry: 290
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Malicious: false

Reputation: low

Preview: ......00.... ..%..6...  .... ......%........ .h....6..(...0...`..... ......$........................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..........................................................................................................................................................................................................................................;...@!..I.................
..............................................................................................................................................................8...;R..=..B..Cv..D...............................

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with no line terminators

Category: downloaded

Size (bytes): 124

Entropy (8bit): 4.03524129740979

Encrypted: false

SSDEEP: 3:kn+8/ZoS8/ZoSISHq/ZoS8/ZoS8/ZoS8/ZoSoniK9nD/ZoS8/ZYn:kn+8/ZoS8/ZoSfq/ZoS8/ZoS8/ZoS8/Q

MD5: 42F85DFC30589BDAF561F73E5C3F816F

SHA1: 2AE4AA83B43E58A0EB09B9490B58C8A106E05C4C

SHA-256: D5304477316C87C6BA23ED536D67B44C0A9B6FB64900C8E8D4A6C092FFC36A81

SHA-512: B3ACDECA1F7B92A1062D98B11D5C760B77327D841E2D06BC327403F7298CC50582DB9C8C7D22F3C5215B155F763C98E9D4CB3C6BCDF76D97E470E1BE8532DC
AD

Malicious: false

Reputation: low

URL: https://content-
autofill.googleapis.com/v1/pages/ChRDaHJvbWUvMTA0LjAuNTExMi44MRJPCQ8CJ4c8slTPEgUNkWGVThIFDZFhlU4SBQ0G7bv_EgUNkWGVThIFDZFhlU4SBQ2RYZ
VOEgUNkWGVThIFDSANMagSBQ2RYZVOEgUNkWGVTg==?alt=proto

Preview: CloKBw2RYZVOGgAKBw2RYZVOGgAKBw0G7bv/GgAKBw2RYZVOGgAKBw2RYZVOGgAKBw2RYZVOGgAKBw2RYZVOGgAKBw0gDTGoGgAKBw2RYZVOGg
AKBw2RYZVOGgA=

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines (511)

Category: downloaded

Size (bytes): 6122

Entropy (8bit): 5.456027998153912

Encrypted: false

SSDEEP: 96:UEdtFc0OUJcC5oRBEutTu2fGVQPkz0AIDxdLQbxpKn6YMDWqX6prtH9vn6bZXdRm:TdtFcLV2+MzVExIxpK6u66prUZXds

MD5: 84CFCABDDB26FD78F3BDB56491458ECC

SHA1: AAAE64DA448023AF4E4F9400955A9230C0AAC1DD

SHA-256: 23547B5119B74FCEF730E0A38EA5E4892A2C56D0993E250A68A05CA95C86F8E9

SHA-512: B1F86032A6469C84F580BF06CDB92CFF6875011AB95F707A0D67005F604D9923FC746EE9AAE28BEA89A79681C08BE73B8D34832DFB63BA05FCDA17E9AABB6A
C1

Malicious: false

Reputation: low

URL: "https://www.gstatic.com/_/mss/boq-translate/_/js/k=boq-translate.TranslateWebserverUi.en_US.gU6vqBGj5OA.es5.O/ck=boq-
translate.TranslateWebserverUi.XS_65KTRH0U.L.B1.O/am=gemZDQsCAQg/d=1/exm=A7fCU,AJZZxc,AKLKy,AV6dJd,BVgquf,CHCSlb,COQbmf,CTfTTd,CW8lw,DFTXbf
,E2VjNc,EEDORb,EF8pe,EFQ78c,FZTbYc,G0j0Je,GILUZe,GSlykd,GiFjve,Gkrb3e,HgVFRb,HruX3d,HwavCb,I6YDgd,IZT63,Id96Vc,IjTJJb,Izs65d,JE2clc,JH2zc,JNcm2e,J
Noxi,JPvYpc,JVNQkc,JWUKXe,K4PcAe,KG2eXe,KOuY1b,KUM7Z,L1AAkb,LEikZe,LFynkb,LP4cEc,M2suMc,MDB2J,MI6k7c,MJWMce,MY2OBe,MaBk4,Mlhmy,MnwvSb,
MpJwZc,N2mfec,NotTJb,NufREb,NwH0H,O1Gjze,O6y8ed,OTA3Ae,OmgaI,P6Sgne,PJgxJf,PrPYRd,QIhFr,QKK0O,Qnj3Pe,QqJ8Gd,R6UQsc,RAnnUd,RMhBfe,RqjULd,R
u0Pgb,SNtCZb,SdcwHb,SpsfSb,T8kZcd,TJQ3Ud,Tpj7Pb,TzmfU,U0aPgd,UECOXe,UUJqVe,UWMmZb,Uas9Hd,UfGXTd,Ulmmrd,Un38xf,UthHZe,V3dDOb,V8JnLd,VETA
O,VNcg1e,VwDzFe,WCciof,WO9ee,WYNSOe,XBRlNc,XMsnSd,XVMNvd,Xn16n,YrN4Fb,ZH8ved,ZbunN,ZfAoz,ZwDk9d,_b,_r,_tp,a4GDlb,aW3pY,aurFic,bD99Db,bTi8wc
,bYHiff,bm51tf,byfTOb,cPVRG,ceo3ne,dmy0Zb,duFQFc,eM1C7d,eYJrS,ehH0Pd,fKBXPe,fKUV3e,fR6Vdb,ff8rzd,fmklff,g8fAWe,gJzDyc,gWGePc,glibvb,gychg,hB8iWe,hK
Sk3e,hPAkKe,hc6Ubd,hmxKAd,i5dxUd,j4UNFc,jMem0b,jl0Zdc,kWgXee,kjKdXe,lWpni,lazG7b,lsjVmc,lwddkf,m9oV,mI3LFb,mNvcvf,mdR7q,mmcjze,mzzZzc,n391td,n73q
wf,nKuFpb,onWwzb,ovKuLd,p8L0ob,pKzUve,pjICDe,pvoWvc,pw70Gc,q0xTif,qRXAtf,rCcCxc,rPRh8e,rQ304,rSlV0d,s2VbJb,s2XCRc,s39S4,sGhhBd,sJhETb,sOXFj,soHxf
,t1sulf,tQX3bd,tQbu0,tjiVBd,u8fSBf,uD1GC,uu7UOe,w9hDv,ws9Tlc,xQtZb,xUdipf,xdp6Ne,xuEY0,xzbRj,yDVVkb,yi1Dad,zbML3c,zr1jrb/excm=_b,_r,_tp,mainview/ed=1/wt
=2/rs=ANkVxDlNdNQkIIQ5jdhorHShpbboGm2ObA/ee=cEt90b:ws9Tlc;QGR0gd:Mlhmy;uY49fb:COQbmf;yxTchf:KUM7Z;qddgKe:xQtZb;dIoSBb:SpsfSb;EmZ2Bf:zr1jrb;EV
Nhjf:pw70Gc;eBAeSb:zbML3c;yEQyxe:p8L0ob;JsbNhc:Xd8iUd;NSEoX:lazG7b;zxnPse:duFQFc;pXdRYb:XBRlNc;oGtAuc:sOXFj;wQlYve:aLUfP;g8nkx:U4MzKc;Pjplud:EE
DORb;io8t5d:yDVVkb;Oj465e:KG2eXe;Erl4fe:FloWmf;ul9GGd:VDovNc;sP4Vbe:VwDzFe;a56pNe:JEfCwb;kMFpHd:OTA3Ae;NPKaK:SdcwHb;nAFL3:s39S4;iFQyKf:QIhFr;
kbAm9d:MkHyGd;xqZiqf:BBI74;SNUn3:ZwDk9d;LBgRLc:SdcwHb;wR5FRb:O1Gjze/m=Wt6vjf,hhhU8,FCpbqb,WhJNk"

Preview: "use strict";this.default_TranslateWebserverUi=this.default_TranslateWebserverUi||{};(function(_){var window=this;.try{._.k("Wt6vjf");.var Mu=function(a){_.B.call(this,a)
};_.C(Mu,_.B);Mu.prototype.wb=function(){return _.ej(this,1)};Mu.prototype.Uc=function(a){return _.x(this,1,a)};Mu.Ad="f.bo";var Nu=function(){_.Ql.call(this)};_.C(Nu,_.Q
l);Nu.prototype.vb=function(){this.VB=!1;coa(this);_.Ql.prototype.vb.call(this)};Nu.prototype.i=function(){doa(this);if(this.Mq)return eoa(this),!1;if(!this.BD)return Ou(this),!0;t
his.dispatchEvent("p");if(!this.mz)return Ou(this),!0;this.ox?(this.dispatchEvent("r"),Ou(this)):eoa(this);return!1};.var foa=function(a){var b=new _.pr(a.dN);null!=a.iA&
&b.j.set("authuser",a.iA);return b},eoa=function(a){a.Mq=!0;var b=foa(a),c="rt=r&f_uid="+_.qh(a.mz);_.sn(b,(0,_.Mf)(a.j,a),"POST",c)};.Nu.prototype.j=function(a){a=a.targ
et;doa(this);if(_.vn(a)){this.Hv=0;if(this.ox)this.Mq=!1,this.dispatchEvent("r");else if(this.BD)this.dispatchEvent("s");else{try{var b=_.wn

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

Chrome Cache Entry: 291

Chrome Cache Entry: 292

Chrome Cache Entry: 293

Copyright Joe Security LLC 2023 Page 52 of 57



File Type: ASCII text, with very long lines (3175)

Category: downloaded

Size (bytes): 217331

Entropy (8bit): 5.485956324040864

Encrypted: false

SSDEEP: 3072:I6T/Jx3BwaCjPE88ZPgbjuZzs92v3VNLsX7Bd7AXDFs7L:IU6ar8Nbyl3ET7L

MD5: A9AADBB0E221999F6777193EC6873108

SHA1: 9904BD094DEE1695D59AB91C05D24825EFAED3C6

SHA-256: DEB28A5AB226B6A347D21673814D4AA080CC587A422FB37721EF5615F74D1E72

SHA-512: A2A2593504C8BFEC46005F3E0CC48349F5F774231E0AFE9D23E3206C323E5F8587C85FEE82578184D7B27D0734CE6C349880736499FEACB9BFCB951A928436D4

Malicious: false

Reputation: low

URL: "https://www.gstatic.com/_/mss/boq-translate/_/js/k=boq-
translate.TranslateWebserverUi.en_US.gU6vqBGj5OA.es5.O/am=gemZDQsCAQg/d=1/excm=_b,_r,_tp,mainview/ed=1/dg=0/wt=2/rs=ANkVxDlSMD8DhlSGNkrwoZkawR
o-o4HR2g/m=_b,_tp,_r"

Preview: "use strict";this.default_TranslateWebserverUi=this.default_TranslateWebserverUi||{};(function(_){var window=this;.try{./*.. Copyright 2013 Google LLC.. SPDX-License-
Identifier: Apache-2.0.*/./*.. Copyright 2011 Google LLC.. SPDX-License-Identifier: Apache-2.0.*/./*. SPDX-License-Identifier: Apache-2.0 */./*.. Copyright 2005 Google 
LLC.. SPDX-License-Identifier: Apache-2.0.*/./*.. Copyright 2008 Google LLC.. SPDX-License-Identifier: Apache-2.0.*/./*.. Copyright The Closure Library Authors.. SPDX-
License-Identifier: Apache-2.0.*/./*.. SPDX-License-Identifier: Apache-2.0.*/./*.. Copyright 2020 Google LLC.. SPDX-License-Identifier: Apache-2.0.*/.var ka,oa,baa,caa,X
a,Ya,Za,$a,cb,db,eb,jb,daa,eaa,mb,ob,qb,rb,faa,Eb,Hb,haa,Lb,Pb,Wb,Xb,jaa,$b,kaa,gc,jc,naa,oaa,qc,qaa,raa,saa,taa,uaa,vaa,waa,xaa,uc,Aaa,Cc,Bc,Baa,Dc,D
aa,Fc,Ec,Faa,Gaa,Jaa,Iaa,Zc,Kaa,Maa,Oaa,Qaa,Naa,Uaa,Vaa,Raa,Saa,Yaa,Zaa,$aa,aba,hd,Xaa,jd,wd,eba,xd,zd,Ad,hba,jba,kba,mba,nba,rba,tba,Wd,vba,yba,Hba,D
ba,se,Kba,Lba,Nba,Fe,Tba,Uba,V

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: downloaded

Size (bytes): 455

Entropy (8bit): 5.262782536461317

Encrypted: false

SSDEEP: 12:k6El6qF5vMrytxEeD0IkDHhi2vDIytNOpkbRNkN0:k6Pq7vM+tx3Hk13MytN5rkK

MD5: 64306D3A32FE68E8177C3BBB8791F45B

SHA1: 6AF2746D555B5F819840EF46C6A8BA5DD36B7EBD

SHA-256: 5FC46D395B0C72C07D9356C7CFB3C592DF8A4E632DF986E5B260122D20C00CEC

SHA-512: 69B7526B7515ED72E7E416FB7EB80A634CC55D399A42A39F360D7D0A7575C1F6189C3E9457BBD36BBD160302AF012BBECFFC9D3B06E6D7A61EADA15EE667FF
E7

Malicious: false

Reputation: low

URL: "https://www.gstatic.com/_/mss/boq-translate/_/js/k=boq-translate.TranslateWebserverUi.en_US.gU6vqBGj5OA.es5.O/ck=boq-
translate.TranslateWebserverUi.XS_65KTRH0U.L.B1.O/am=gemZDQsCAQg/d=1/exm=A7fCU,AJZZxc,AKLKy,AV6dJd,BVgquf,CHCSlb,COQbmf,CTfTTd,CW8lw,DFTXbf
,E2VjNc,EEDORb,EF8pe,EFQ78c,FZTbYc,G0j0Je,GILUZe,GSlykd,GiFjve,Gkrb3e,HgVFRb,HruX3d,HwavCb,I6YDgd,IZT63,Id96Vc,IjTJJb,Izs65d,JE2clc,JH2zc,JNcm2e,J
Noxi,JPvYpc,JVNQkc,JWUKXe,K4PcAe,KG2eXe,KOuY1b,KUM7Z,L1AAkb,LEikZe,LFynkb,LP4cEc,M2suMc,MDB2J,MI6k7c,MJWMce,MY2OBe,MaBk4,Mlhmy,MnwvSb,
MpJwZc,N2mfec,NotTJb,NufREb,NwH0H,O1Gjze,O6y8ed,OTA3Ae,OmgaI,P6Sgne,PJgxJf,PrPYRd,QIhFr,QKK0O,Qnj3Pe,QqJ8Gd,R6UQsc,RAnnUd,RMhBfe,RqjULd,R
u0Pgb,SNtCZb,SdcwHb,SpsfSb,T8kZcd,TJQ3Ud,Tpj7Pb,TzmfU,U0aPgd,UECOXe,UUJqVe,UWMmZb,Uas9Hd,UfGXTd,Ulmmrd,Un38xf,UthHZe,V3dDOb,V8JnLd,VETA
O,VNcg1e,VwDzFe,WCciof,WO9ee,WYNSOe,XBRlNc,XMsnSd,XVMNvd,Xn16n,YrN4Fb,ZH8ved,ZbunN,ZfAoz,ZwDk9d,_b,_r,_tp,a4GDlb,aW3pY,aurFic,bD99Db,bTi8wc
,bYHiff,bm51tf,byfTOb,cPVRG,ceo3ne,dmy0Zb,duFQFc,eM1C7d,eYJrS,ehH0Pd,fKBXPe,fKUV3e,fR6Vdb,ff8rzd,fmklff,g8fAWe,gJzDyc,gWGePc,glibvb,gychg,hB8iWe,hK
Sk3e,hPAkKe,hc6Ubd,hmxKAd,i5dxUd,j4UNFc,jMem0b,jl0Zdc,kWgXee,kjKdXe,lWpni,lazG7b,lsjVmc,lwddkf,m9oV,mI3LFb,mNvcvf,mdR7q,mmcjze,mzzZzc,n391td,n73q
wf,nKuFpb,onWwzb,ovKuLd,p8L0ob,pKzUve,pjICDe,pvoWvc,pw70Gc,q0xTif,qRXAtf,rCcCxc,rPRh8e,rSlV0d,s2VbJb,s2XCRc,s39S4,sGhhBd,sJhETb,sOXFj,soHxf,t1sulf,t
QX3bd,tQbu0,tjiVBd,u8fSBf,uu7UOe,w9hDv,ws9Tlc,xQtZb,xUdipf,xdp6Ne,xzbRj,yDVVkb,yi1Dad,zbML3c,zr1jrb/excm=_b,_r,_tp,mainview/ed=1/wt=2/rs=ANkVxDlNdNQkI
IQ5jdhorHShpbboGm2ObA/ee=cEt90b:ws9Tlc;QGR0gd:Mlhmy;uY49fb:COQbmf;yxTchf:KUM7Z;qddgKe:xQtZb;dIoSBb:SpsfSb;EmZ2Bf:zr1jrb;EVNhjf:pw70Gc;eBAeSb:z
bML3c;yEQyxe:p8L0ob;JsbNhc:Xd8iUd;NSEoX:lazG7b;zxnPse:duFQFc;pXdRYb:XBRlNc;oGtAuc:sOXFj;wQlYve:aLUfP;g8nkx:U4MzKc;Pjplud:EEDORb;io8t5d:yDVVkb;
Oj465e:KG2eXe;Erl4fe:FloWmf;ul9GGd:VDovNc;sP4Vbe:VwDzFe;a56pNe:JEfCwb;kMFpHd:OTA3Ae;NPKaK:SdcwHb;nAFL3:s39S4;iFQyKf:QIhFr;kbAm9d:MkHyGd;xqZi
qf:BBI74;SNUn3:ZwDk9d;LBgRLc:SdcwHb;wR5FRb:O1Gjze/m=rQ304"

Preview: "use strict";this.default_TranslateWebserverUi=this.default_TranslateWebserverUi||{};(function(_){var window=this;.try{._.k("rQ304");.var BS=function(a){_.jw.call(this,a.
va)};_.C(BS,_.jw);BS.qa=_.jw.qa;BS.prototype.Hc=function(){return"rQ304"};BS.prototype.Gd=function(){return!0};BS.prototype.Ic=function(){return _.AS};_.iw(_.fs
a,BS);_.Dv.rQ304=_.Oz;._.p();.}catch(e){_._DumpException(e)}.}).call(this,this.default_TranslateWebserverUi);.// Google Inc..

⊘ No static file info

Chrome Cache Entry: 294

Static File Info

Network Behavior
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Report size exceeds maximum size, go to the download page of this report and download PCAP to see all network behavior.

• chrome.exe

• chrome.exe

• chrome.exe

• chrome.exe

• chrome.exe

• chrome.exe

Click to jump to process

Target ID: 0

Start time: 22:15:54

Start date: 23/03/2023

Path: C:\Program Files\Google\Chrome\Application\chrome.exe

Wow64 process (32bit): false

Commandline: C:\Program Files\Google\Chrome\Application\chrome.exe"  --start-maximized  "about:blank

Imagebase: 0x7ff614650000

File size: 2851656 bytes

MD5 hash: 0FEC2748F363150DC54C1CAFFB1A9408

Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: C, C++ or other language

Reputation: low

There is hidden Windows Behavior. Click on Show Windows Behavior  to show it.

File Path Access Attributes Options Completion Count Source Address Symbol

File Path Completion Count Source Address Symbol

Old File Path New File Path Completion Count Source Address Symbol

File Path Offset Length Value Ascii Completion Count Source Address Symbol

There is hidden Windows Behavior. Click on Show Windows Behavior  to show it.

Statistics

Behavior

System Behavior

Analysis Process: chrome.exe PID: 7072, Parent PID: 4404

General

File Activities

Registry Activities
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Key Path Completion Count Source Address Symbol

Key Path Name Type Data Completion Count Source Address Symbol

Key Path Name Type Old Data New Data Completion Count
Source
Address

Symbol

Target ID: 1

Start time: 22:15:55

Start date: 23/03/2023

Path: C:\Program Files\Google\Chrome\Application\chrome.exe

Wow64 process (32bit): false

Commandline: C:\Program Files\Google\Chrome\Application\chrome.exe" "https://gateway-ipfs-io.translate.goog/ipfs/QmUwwTYL3U2ehstYvkKKeS953eD8B7T3Vz65LwBo
tVCmKE/?_x_tr_sl=manual&_x_tr_tl=en&_x_tr_hl=en&_x_tr_pto=wapp

Imagebase: 0x7ff614650000

File size: 2851656 bytes

MD5 hash: 0FEC2748F363150DC54C1CAFFB1A9408

Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: C, C++ or other language

Reputation: low

There is hidden Windows Behavior. Click on Show Windows Behavior  to show it.

File Path Completion Count Source Address Symbol

Old File Path New File Path Completion Count Source Address Symbol

Key Path Completion Count Source Address Symbol

Key Path Name Type Old Data New Data Completion Count
Source
Address

Symbol

HKEY_CURRENT_US
ER\Software\Goo
gle\Update\ClientState
\{8A69D345-D564-
463c-AFF1-
A69D9E530F96}

dr unicode 0 1 success or wait 1 7FF6146AA143 RegSetValueEx
W

Target ID: 2

Start time: 22:15:56

Start date: 23/03/2023

Path: C:\Program Files\Google\Chrome\Application\chrome.exe

Wow64 process (32bit): false

Commandline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=network.mojom.NetworkService --lang=en-US --service-sandbox-
type=none --mojo-platform-channel-handle=1568 --field-trial-handle=1784,i,2557406685369101048,16038057606139485658,131072 /prefetch:8

Imagebase: 0x7ff614650000

File size: 2851656 bytes

MD5 hash: 0FEC2748F363150DC54C1CAFFB1A9408

Has elevated privileges: true

Analysis Process: chrome.exe PID: 7080, Parent PID: 4404

General

File Activities

Registry Activities

Key Value Modified

Analysis Process: chrome.exe PID: 6440, Parent PID: 7080

General
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Has administrator 
privileges:

true

Programmed in: C, C++ or other language

Reputation: low

Target ID: 3

Start time: 22:15:56

Start date: 23/03/2023

Path: C:\Program Files\Google\Chrome\Application\chrome.exe

Wow64 process (32bit): false

Commandline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=network.mojom.NetworkService --lang=en-US --service-sandbox-
type=none --mojo-platform-channel-handle=1716 --field-trial-handle=1864,i,5481355094104188467,5697834867982677076,131072 --disable-features=
OptimizationGuideModelDownloading,OptimizationHints,OptimizationTargetPrediction /prefetch:8

Imagebase: 0x7ff614650000

File size: 2851656 bytes

MD5 hash: 0FEC2748F363150DC54C1CAFFB1A9408

Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: C, C++ or other language

Reputation: low

There is hidden Windows Behavior. Click on Show Windows Behavior  to show it.

File Path Completion Count Source Address Symbol

Old File Path New File Path Completion Count Source Address Symbol

File Path Offset Length Value Ascii Completion Count Source Address Symbol

Target ID: 13

Start time: 22:16:41

Start date: 23/03/2023

Path: C:\Program Files\Google\Chrome\Application\chrome.exe

Wow64 process (32bit): false

Commandline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=audio.mojom.AudioService --lang=en-US --service-sandbox-type
=audio --mojo-platform-channel-handle=4032 --field-trial-handle=1864,i,5481355094104188467,5697834867982677076,131072 --disable-features=Opt
imizationGuideModelDownloading,OptimizationHints,OptimizationTargetPrediction /prefetch:8

Imagebase: 0x7ff614650000

File size: 2851656 bytes

MD5 hash: 0FEC2748F363150DC54C1CAFFB1A9408

Has elevated privileges: false

Has administrator 
privileges:

false

Programmed in: C, C++ or other language

Reputation: low

Target ID: 14

Start time: 22:16:41

Start date: 23/03/2023

Analysis Process: chrome.exe PID: 6408, Parent PID: 7072

General

File Activities

Analysis Process: chrome.exe PID: 7300, Parent PID: 7072

General

Analysis Process: chrome.exe PID: 7308, Parent PID: 7072

General
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Path: C:\Program Files\Google\Chrome\Application\chrome.exe

Wow64 process (32bit): false

Commandline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=video_capture.mojom.VideoCaptureService --lang=en-US --service-
sandbox-type=none --mojo-platform-channel-handle=5264 --field-trial-handle=1864,i,5481355094104188467,5697834867982677076,131072 --disable-features
=OptimizationGuideModelDownloading,OptimizationHints,OptimizationTargetPrediction /prefetch:8

Imagebase: 0x7ff614650000

File size: 2851656 bytes

MD5 hash: 0FEC2748F363150DC54C1CAFFB1A9408

Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: C, C++ or other language

Reputation: low

There is hidden Windows Behavior. Click on Show Windows Behavior  to show it.

File Path Access Attributes Options Completion Count Source Address Symbol

There is hidden Windows Behavior. Click on Show Windows Behavior  to show it.

Key Path Completion Count Source Address Symbol

Key Path Name Type Data Completion Count Source Address Symbol

⊘ No disassembly

File Activities

Registry Activities

Disassembly
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