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Created / dropped Files
C:\ProgramData\15593502492893213849595709
C:\ProgramData\28325875654976084354326271
C:\ProgramData\28516965580031020035471649
C:\ProgramData\50023325401737157063598945
C:\ProgramData\531951220288921180464 15569
C:\ProgramData\69859612379489584907088796
C:\SystemID\PersonallD.txt
C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\LOG.old
C:\Users\user\AppData\LocalLow\Microsoft\Internet Explore\DOMStore\dDDQNY CN\www.msn[1].xml
C:\Users\user\AppData\Local\439dd104-1941-4ae6-af5f-8afc23993f7a\U59WiZz2Sg.exe
C:\Users\user\AppData\Local\439dd104-1941-4ae6-af5f-8afc23993f7a\U59WtZ2z2Sg.exe:Zone.|dentifier
C:\Users\user\AppData\Local\81bc8e9b-9d47-41ad-b82b-bbc3ff54a6de\build2.exe
C:\Users\user\AppData\Local\81bc8e9b-9d47-41ad-b82b-bbc3ff54abde\build3.exe
C:\Users\user\AppData\Local\Adobe\Acrobat\DC\AdobeCMapFnt19.Ist
C:\Users\user\AppData\Local\Adobe\Acrobat\DC\AdobeSysFnt19.Ist
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C:\Users\user\AppData\Local\Adobe\Acrobat\DC\Cache\AcroFnt19.Ist 31

C:\Users\user\AppData\Local\Adobe\Acrobat\DC\lconCacheRdr65536.dat 31
C:\Users\user\AppData\Local\Adobe\Acrobat\DC\UserCache.bin 31
C:\Users\user\AppData\Local\Adobe\ColoACECache11.Ist 32
C:\Users\user\AppData\Local\Comms\UnistoreDB\USS.jcp 32
C:\Users\user\AppData\Local\Comms\UnistoreDB\USSres00001.jrs 32
C:\Users\user\AppData\Local\Comms\UnistoreDB\USSres00002.jrs 33
C:\Users\user\AppData\Local\Comms\UnistoreDB\USStmp.jtx 33
C:\Users\user\AppData\Local\ConnectedDevicesPlatform\CDPGlobalSettings.cdp 33
C:\Users\user\AppData\Local\Google\Chrome\User Data\BrowserMetrics\BrowserMetrics-62FC182D-10C8.pma 34
C:\Users\user\AppData\Local\Google\Chrome\User Data\CrashpadMetrics-active.pma 34
C:\Users\user\AppData\Local\Google\Chrome\User Data\Crashpad\settings.dat 34
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension Rules\000003.log 34
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension Rules\LOG.old 35
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension Scripts\000003.log 35
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension State\000003.log 35
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension State\LOG.old 36
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extensions\ghbmnnjooekpmoecnnnilnnbdlolhkhi\1.14.0_0\128.png 36
C:\Users\user\AppData\Local\Google\Chrome\User
Data\Default\Extensions\ghbmnnjooekpmoecnnnilnnbdlolhkhi\1.14.0_0\_metadata\computed_hashes.json 36
C:\Users\user\AppData\Local\Google\Chrome\User
Data\Default\Extensions\ghbmnnjooekpmoecnnnilnnbdlolhkhi\1.14.0_0\_metadata\verified_contents.json 37
C:\Users\user\AppData\Local\Google\Chrome\User
Data\Default\Extensions\ghbmnnjooekpmoecnnnilnnbdlolhkhi\1.14.0_0\dasherSettingSchema.json 37
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extensions\ghbmnnjooekpmoecnnnilnnbdlolhkhi\1.14.0_0\eventpage_bin_prod.js
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extensions\ghbmnnjooekpmoecnnnilnnbdlolhkhi\1.14.0_0\manifest.json 3837

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extensions\ghbmnnjooekpmoecnnnilnnbdlolhkhi\1.14.0_0\page_embed_script.js 38
C:\Users\user\AppData\Local\Google\Chrome\User

Data\Default\Extensions\nmmhkkegccagdidgiimedpiccmgmieda\1.0.0.5_0\ metadata\computed_hashes.json 38
C:\Users\user\AppData\Local\Google\Chrome\User
Data\Default\Extensions\nmmhkkegccagdidgiimedpiccmgmieda\1.0.0.5_0\_metadata\verified_contents.json 39

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extensions\nmmhkkegccagdldgiimedpiccmgmieda\1.0.0.5_0\craw_background.js

C:\Users\usen\AppData\Local\Google\Chrome\User Data\Default\Extensions\nmmhkkegccagdldgiimedpiccmgmieda\1.0.0.5_0\craw_window.js 3939
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extensions\nmmhkkegccagdldgiimedpiccmgmieda\1.0.0.5_0\css\craw_window.css
C:\Users\user\AppData\Local\Google\Chrome\User 39
Data\Default\Extensions\nmmhkkegccagdldgiimedpiccmgmieda\1.0.0.5_0\html\craw_window.html 40
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extensions\nmmhkkegccagdldgiimedpiccmgmieda\1.0.0.5_0\images\flapper.gif 40
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extensions\nmmhkkegccagdldgiimedpiccmgmieda\1.0.0.5_0\images\icon_128.png

C:\Users\user\AppData\Local\Google\Chrome\User 4
Data\Default\Extensions\nmmhkkegccagdldgiimedpiccmgmieda\1.0.0.5_0\images\icon_16.png 41
C:\Users\user\AppData\Local\Google\Chrome\User
Data\Default\Extensions\nmmhkkegccagdidgiimedpiccmgmieda\1.0.0.5_0\images\topbar_floating_button.png 41
C:\Users\user\AppData\Local\Google\Chrome\User
Data\Default\Extensions\nmmhkkegccagdidgiimedpiccmgmieda\1.0.0.5_0\images\topbar_floating_button_close.png 41
C:\Users\user\AppData\Local\Google\Chrome\User
Data\Default\Extensions\nmmhkkegccagdldgiimedpiccmgmieda\1.0.0.5_0\images\topbar_floating_button_hover.png 42
C:\Users\user\AppData\Local\Google\Chrome\User
Data\Default\Extensions\nmmhkkegccagdidgiimedpiccmgmieda\1.0.0.5_0\images\topbar_floating_button_maximize.png 42
C:\Users\user\AppData\Local\Google\Chrome\User
Data\Default\Extensions\nmmhkkegccagdldgiimedpiccmgmieda\1.0.0.5_0\images\topbar_floating_button_pressed.png 42
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extensions\nmmhkkegccagdldgiimedpiccmgmieda\1.0.0.5_0\manifest.json 43
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\GCM Store\000003.log 43
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\GCM Store\Encryption\LOG.old 43
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Google Profile.ico 44
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Local Extension Settings\ghbmnnjooekpmoecnnnilnnbdlolhkhi\000003.log 44
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Local Storage\leveldb\000003.log 44
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Local Storage\leveldb\LOG.old 45
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Platform Notifications\LOG.old 45
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Session Storage\000003.log 45
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Session Storage\LOG.old 45
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Site Characteristics Database\000003.log 46
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Sync Data\LevelDB\000003.log 46
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Sync Data\LevelDB\LOG.old 46
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Web Applications\Manifest
Resources\aghbiahbpaijignceidepookljebhfak\lcons\128.png 47
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Web Applications\Manifest
Resources\aghbiahbpaijignceidepookljebhfak\lcons\192.png 47
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Web Applications\Manifest
Resources\aghbiahbpaijignceidepookljebhfak\lcons\256.png 47
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Web Applications\Manifest
Resources\aghbiahbpaijignceidepookljebhfak\lcons\32.png 48
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Web Applications\Manifest
Resources\aghbiahbpaijignceidepookljebhfak\lcons\48.png 48
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Web Applications\Manifest
Resources\aghbiahbpaijignceidepookljebhfak\lcons\64.png 48
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Web Applications\Manifest
Resources\aghbiahbpaijignceidepookljebhfak\lcons\96.png 49

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Web Applications\Manifest
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Resources\agimnkijcaahngcdmfeangaknmldooml\lcons\128.png 49
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Web Applications\Manifest

Resources\agimnkijcaahngcdmfeangaknmldooml\icons\192.png 49
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Web Applications\Manifest
Resources\agimnkijcaahngcdmfeangaknmldooml\lcons\256.png 50
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Web Applications\Manifest
Resources\agimnkijcaahngcdmfeangaknmldooml\lcons\32.png 50
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Web Applications\Manifest
Resources\agimnkijcaahngcdmfeangaknmidooml\lcons\48.png 50
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Web Applications\Manifest
Resources\agimnkijcaahngcdmfeangaknmldooml\lcons\64.png 51
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Web Applications\Manifest
Resources\agimnkijcaahngcdmfeangaknmldooml\lcons\96.png 51
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Web Applications\Manifest
Resources\fhihpiojkbmbpdjeoajapmgkhinakfjf\lcons\128.png 51
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Web Applications\Manifest
Resources\fhihpiojkbmbpdjeoajapmgkhinakfjf\lcons\192.png 52
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Web Applications\Manifest
Resources\fhihpiojkbmbpdjeoajapmgkhinakfjf\lcons\256.png 52
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Web Applications\Manifest
Resources\fhihpiojkbmbpdjeoajapmgkhinakfjf\lcons\32.png 52
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Web Applications\Manifest
Resources\fhihpiojkbmbpdjeoajapmgkhinakfjf\lcons\48.png 53
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Web Applications\Manifest
Resources\fhihpiojkbmbpdjeoajapmgkhinakfjf\lcons\64.png 53
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Web Applications\Manifest
Resources\fhihpiojkbmbpdjeoajapmgkhinakfjf\lcons\96.png 53
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Web Applications\Manifest
Resources\fmgjjmmmlfnkbppncabfkddbjimcfncm\lcons\128.png 54
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Web Applications\Manifest
Resources\fmgjjmmmlfnkbppncabfkddbjimcfncm\lcons\192.png 54
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Web Applications\Manifest
Resources\fmgjjmmmlfnkbppncabfkddbjimcfncm\lcons\256.png 54
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Web Applications\Manifest
Resources\fmgjjmmmlfnkbppncabfkddbjimcfncm\lcons\32.png 55
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\databases\Databases.db 55
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\heavy_ad_intervention_opt_out.db 55
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\previews_opt_out.db 56
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\shared_proto_db\000003.log 56
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\shared_proto_db\metadata\000003.log 56
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\shared_proto_db\metadata\LOG.old 57
C:\Users\user\AppData\Local\lconCache.db 57
C:\Users\user\AppData\Local\Microsoft\CLR_v2.0\UsagelLogs\addinutil.exe.log 57
C:\Users\user\AppData\Local\Microsoft\CLR_v2.0_32\UsageLogs\unarchiver.exe.log 57
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Windows Analysis Report
US9WtZz2Sg.exe
Overview

General Information Detection Signatures Classification

Sample U59WtZz2Sg.exe
Name: MALICIOUS

Analysis ID: 756302

Found ransom note / readme

Yara detected Babuk Ransomware

MDS: 41001fdd7879ce... Antivirus detection for URL or domain
SHAT 215964b0399da3. Yara detected Clipboard Hijacker
SHAZS6: aaef58edededbfe. Snort IDS alert for network traffic
S Multi AV Scanner detection for subm...
Infos: Ly

HTTP

Yara detected Djvu Ransomware

Malicious sample detected (t

Machine Learning detection for sam...

» Babuk, Clipboard

: Hijacker, Djvu, Vidar Yara detected Vidar stealer

- . o0 - -

% Range: 0-100 Multi AV Scanner detection for dom...
A Whitelisted: false Multi AV Scanner detection for drop...
[

2 Confidence: 100%

[

[

Process Tree

= System is w10x64
. ﬁ U59WitZz2Sg.exe (PID: 5228 cmdline: C:\Users\user\Desktop\U59WtZz2Sg.exe MD5: 41001FDD7879CE9EDE214E92C7E492BE)
. {j U59WtZz2Sg.exe (PID: 3692 cmdline: C:\Users\user\Desktop\U59WtZz2Sg.exe MD5: 41001FDD7879CE9EDE214E92C7E492BE)
o [B7 icacls.exe (PID: 1304 cmdline: icacls "C:\Users\user\AppData\Local\439dd104-1941-4ae6-af5f-8afc23993f7a" /deny *S-1-1-0:(Ol)(CI)(DE,DC) MD5:
FFOD1D4317A44C951240FAE75075D501)
. {j U59WtZz2Sg.exe (PID: 1272 cmdline: "C:\Users\user\Desktop\U59W1tZz2Sg.exe" --Admin IsNotAutoStart IsNotTask MD5: 41001FDD7879CE9EDE214E92C7E492BE)
. {j U59WtZz2Sg.exe (PID: 6132 cmdline: "C:\Users\user\Desktop\U59WtZz2Sg.exe" --Admin IsNotAutoStart IsNotTask MD5:

41001FDD7879CEQEDE214E92C7E492BE)
. v;} build2.exe (PID: 1544 cmdline: "C:\Users\user\AppData\Local\81bc8e9b-9d47-41ad-b82b-bbc3ff54abde\build2.exe"” MD5:

B9212DED69FAE1FA1FB5D6DB46A9FB76)
. v;} build2.exe (PID: 5364 cmdline: "C:\Users\user\AppData\Local\81bc8e9b-9d47-41ad-b82b-bbc3ff54abde\build2.exe"” MD5:

B9212DED69FAE1FA1FB5D6DB46A9FB76)
o [E7 build3.exe (PID: 5972 cmdline: "C:\Users\user\AppData\Local\81bc8e9b-9d47-41ad-b82b-bbc3ff54ab6de\build3.exe” MD5:

9EAD10C08E72AE41921191F8DB39BC16)
o [W7 schtasks.exe (PID: 5880 cmdline: /C /create /F /sc minute /mo 1 /tn "Azure-Update-Task" /tr " C:\Users\user\AppData\Roaming\Microsoft\Network\ms
tsca.exe" MD5: 15FF7D8324231381BAD48A052F85DF04)
. conhost.exe (PID: 5968 cmdline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)
. {j U59WtZz2Sg.exe (PID: 3184 cmdline: C:\Users\user\AppData\Local\439dd104-1941-4ae6-af5f-8afc23993f7a\US9WtZz2Sg.exe --Task MD5:
41001FDD7879CE9EDE214E92C7E492BE)
. {j U59WitZz2Sg.exe (PID: 2312 cmdline: C:\Users\user\AppData\Local\439dd104-1941-4ae6-af5f-8afc23993f7a\US9WtZz2Sg.exe --Task MD5:

41001FDD7879CE9EDE214E92C7E492BE)
. {? U59WitZz2Sg.exe (PID: 5900 cmdline: "C:\Users\user\AppData\Local\439dd104-1941-4ae6-af5f-8afc23993f7a\U59WtZz2Sg.exe" --AutoStart MD5:

41001FDD7879CE9EDE214E92C7E492BE)
. {? U59WitZz2Sg.exe (PID: 4296 cmdline: "C:\Users\user\AppData\Local\439dd104-1941-4ae6-af5f-8afc23993f7a\U59WtZz2Sg.exe" --AutoStart MD5:

41001FDD7879CEQEDE214E92C7E492BE)
« [B7 WMIADAP.exe (PID: 4296 cmdline: wmiadap.exe /F /T /R MD5: 9783D0765F31980950445DFD40DB15DA)

o [W7 mstsca.exe (PID: 4536 cmdline: C:\Users\user\AppData\Roaming\Microsoft\Network\mstsca.exe MD5: 9EAD10C08E72AE41921191F8DB39BC16)
o [W7 schtasks.exe (PID: 4612 cmdline: /C /create /F /sc minute /mo 1 /tn "Azure-Update-Task" /tr " C:\Users\user\AppData\Roaming\Microsoft\Network\mstsca.exe" MD5:

15FF7D8324231381BAD48A052F85DF04)
. conhost.exe (PID: 4712 cmdline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)

o ﬁ U59WtZz2Sg.exe (PID: 6096 cmdline: "C:\Users\user\AppData\Local\439dd104-1941-4ae6-af5f-8afc23993f7a\U59WtZz2Sg.exe" --AutoStart MD5:

41001FDD7879CE9EDE214E92C7E492BE)
. ﬁ U59WitZz2Sg.exe (PID: 4756 cmdline: "C:\Users\user\AppData\Local\439dd104-1941-4ae6-af5f-8afc23993f7a\U59WtZz2Sg.exe" --AutoStart MD5:

41001FDD7879CE9EDE214E92C7E492BE)
= cleanup
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Malware Configuration

Threatname: Clipboard Hijacker

"Crypto Addresses": [
"DBbgRYaKG993L FIKCWz 73PZqveWsnwRmGc ",
"3NLzE3tXwoagBrgFs jNNkPZfrESydTD8IP",
"MBD2C8QV7RDrNtSDRe9B21H5r 7yH41Mcxk ",
"ltciqa5lae8k7tzcw5lcjfvfs3nOnhfoz3cgrsz2dym”,

"addr1qx4jwn700r2w6fneakgOr5pkg76vu7qktéqv7zxza3qudw9tyahu77x5a5n8nmvs78grv3aseeupvh5qeuyvImzpezuq60zykl",

"0xa6360e294DfCe4fE4Edf61b170c76770691aA111",

"42UxohbdHGMYGPVW5Uep4 5t 9Rj 2Wv TV958B5G5vHNawZhA4UwoD53Tafn6GRmc GdoSFUFCQN6Xm37LBZZ6qNBor Fw3b6s2",
"89SPVUAPHDL Sq5pRdf8E06SLnKRISBBNSYYnvPL 61 IxGP4FBCBmkeV3CTSL Cbk6uydxRnub4gl H6TBRycxSAQN2m1KcnhrSZ",

"LLiNFWA9hALXVEDigLQ79xQdGi IYCAoHis",
"t1VQgIMcNsBHsDyultXmIZjDpgbm3ftmTGN",
"bnb136ns61fwdzs5hg4n85vdthaad7hq5migtkgf23",

"Ae2tdPwUPEZDGNhACI3ZT5NdVjkNSfGAwa4Mc ONISudKWYz t1VnFngLMnPE",

" 1My 2QNmVgkvN5M13xk8DHFt wCIG1F2w8Z ",
"bc1gx8vykfse9s9llguez9cuyjmy092yeqkesl2rsv"

Threatname: Djvu

"Download URLs": [
"http://uaery.top/dl/build2.exe",
"http://fresherlights.com/files/1/build3.exe"

1,

"C2 url": "http://fresherlights.com/test1/get.php",

"Ransom note file": readme. txt",

"Ransom note": "ATTENTION!\r\n\r\nDon't worry, you can return all your files!\r|\nAll your files like pictures, databases, documents and other important are encrypted with

strongest encryption and unique key.|r\nThe only method of recovering files is to purchase decrypt tool and unique key for you.\r\nThis software will decrypt all your encrypted

files.\r\niWhat guarantees you have?\r\nYou can send one of your encrypted file from your PC and we decrypt it for free.|r|\nBut we can decrypt only 1 file for free. File must not

contain valuable information.|r|\nYou can get and look video overview decrypt tool:|r|nhttps://we.tl/t-5UcwRdS3ED\r\nPrice of private key and decrypt software is

$980. |r\nDiscount 50% available if you contact us first 72 hours, that's price for you is $490.|r|nPlease note that you'll never restore your data without payment.|r|nCheck your

e-mail |"Spam|" or |"Junk\" folder if you don't get answer more than 6 hours.\r\n\r\n\r\nTo get this software you need write on our e-
matil:\r\nsupport@fishmail.top|\r\n|r\nReserve e-mail address to contact us:|r\ndatarestorehelp@airmail.cc|\r\n|\r\nYour personal ID:|r|\n0609djfsiet",

"Ignore Files": [
"ntuser.dat",
"ntuser.dat.L0G1",
"ntuser.dat.L0G2",
"ntuser.pol”,

.sys”,

".int",

".DLL",

".dil,

".blf",

".bat",

" lnk",

.regtrans-ms",

"C:\|\SystemID|\",
"C:\\Users|\Default User|\|",
"C:\\Users||Publicl||",
"C:\\Users\\All Users||",
"C:\\Users\\Default|\",
"C:\\Documents and Settings||",
"C:\\Programbata\\",
"C:\|Recovery|\|",

"C:||System Volume Information||",
"C:\\Users\ \%username%\ \AppData\ |Roaming||",
"C:\\Users\\%username%\ \AppData\\Locall|\",
"C:\\Windows|\",

"C:\\PerfLogs\|",
"C:\\Programbata\\Microsoft||",
"C:\\Programbata\\Package Cache\\",
"C:\||\Users||Public||",
"C:||$Recycle.Bin||",

"C: | | SWINDOWS. ~BT\ | ",

"C:\\delll|",
"C:\\Intell||",
"C:||MSOCache| | ",

"C:\\Program Files|\|",

"C:\\Program Files (x86)\\",
"C:\|\Games|\",

"C:| \Windows.old\||",

"D: | \Users| \%username%\ \AppData\ |Roaming|\",
"D: | \Users| \%username%\ \AppData) |Local||",
"D: | \Windows||",

"D:\\PerfLogs|\",

"D:\\Programbata\ \Desktop||",
"D:\\Programbata\ \Microsoft||",
"D:\\Programbata\ \Package Cachel|",
"D:\|\Users||Public||",
"D:||$Recycle.Bin||",

Copyright joé'S‘ecurity LLC 2022
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\ | SWINDOWS. ~BT\ | ",
|\dell]|",

|\ Intel|l",

| |\MSOCache| | ",

\\Program Files|\|",

\\Program Files (x86)\\",

| \Games||",

| \Users| |%username%\ \AppData\ \Roaming| | ",
| \Users| |%username%\ \AppDatal |Locall|",
| \Windows| | ",

\\PerfLogs||",

|\ \Programbata\ \Desktop||",

|\ \Programbata\ \Microsoft||",

|\ \Programbata\ \Package Cachel\”,

| \Users| |Public||"”,

| |SRecycle.Bin||",

| | SWINDOWS . ~BT\| | ",

|\dell]|",

|\ Intel||",

| |\MSOCache| | ",

\\Program Files|\|",

\\Program Files (x86)\\",

| \Games||",

| \Users| |\%username%\ \AppData\ \Roaming| | ",
| \Users| |\%username%\ \AppData) |Local||",
s\ \Windows || ",

"F:\\PerfLogs|\",

"F:\\Programbata\ \Desktop||",
"F:\\Programbata\ \Microsoft|\|",
"F:|\Users||Public||",
"F:||$Recycle.Bin||",

"F: | | SWINDOWS. ~BT| | ",

"F:\\delll||",
"F:|\Intel||"
1,
"Public Key": "----- BEGIN PUBLIC KEY-----

|\ | | \ nPMIIBIjANBgkghkiGOwOBAQEFAAOCAQS8AMIIBCKCAQEAZOnbtFHH+ICFx810U3fb\ |\ \n2XIrnrBpAvVGXVNXASpZWI txKj+OvFrwG\ \/CEfnINriWfSroK46pQ6f8hd+f01tncP\ |\ \ns+VW+xVZVryNMzYFXUZr+uQfHpOMhRIq
9fOLGo6QD9TZN3030vkgr+fNybGo7HK+| | | | nlZvbXnUfc tQz9D6MBAKeGeFD3yquY7hxUTQMI8U10R1zMKoSAwlgI012f55agMPx | | | | nOUQZGAVURUMQFT 70970\ | /L dPwxmSEWEFnUDS | | /p9rvAaDk | | /SP2E3JHX109+61nVHGa

| | \nIcs473QnGDkUz+08KINPyrFDKSLtu\\|/TtoT7f51E20S\|/nQmISQuwA6eoz\\|/gCv\\/GWMs\ || |ntQIDAQAB\ || |n

}

Threatname: Vidar

{
"C2 url": "https://t.me/asifrazatg”,
"Botnet": "517"

Yara Signatures

PCAP (Network Traffic)
Source

dump.pcap

dump.pcap

Dropped Files

Source

Copyright Joe Security LLC 2022

Rule Description
Windows_Trojan_  unknown
Clipbanker_f9f9e7

9d

Windows_Trojan_  unknown
Clipbanker_787b13

Ob

Rule Description

Author

unknown

unknown

Author

Strings

.

.

.

.

.

.

0x6436a:$at1: 7E 7E OF B7 04 77 83 F8 41 74 69 83 F8 4
27464 83 F8 43 74 5F 83

0x64061:$mutex_setup: 55 8B EC 83 EC 18 53 56 57 E8
F8 F4 FF FF 68 30 30 40 00 6A 00 6A 00 FF 15 40 40 40
00 FF 15 2C 40 40 00 3D B7 00 00 00 75 08 6A 00 FF 15
10 30 40 00

0x640ee:$new_line_check: OF B7 C2 89 45 EC OF B7 C2
83 F8 0A 74 43 BA 0D 0A 00 00 66 3B C2 74 39 83 F8 0
D 74 34 83 F8 20 74 2F 83 F8 09 74 2A
0x640ee:$regex1: OF B7 C2 89 45 EC OF B7 C2 83 F8 0
A 74 43 BA 0D 0A 00 00 66 3B C2 74 39 83 F8 0D 74 34
83 F820 74 2F 83 F8 09 74 2A

0x64414:$regex2: 6A 34 59 66 39 OE 75 7C OF B7 46 02
6A 30 5A 83 F8 41 74 37 83 F8 42 74 32 66 3B C2 74 2D
83 F8 317428 83 F8 32742383 F83374 1E 66 3B C1
741983 F835741483 F836 74 0F83F83774 ...
0x644e2:$regex3: 56 8B F1 56 FF 15 20 40 40 00 83 F8
5F OF 85 84 00 00 00 6A 38 59 66 39 OE 75 7C OF B7 46
02 6A 30 5A 83 F8 41 74 37 83 F8 42 74 32 66 3B C2 74
2D 83 F831742883F832742383F833741E ...

Strings
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Source Rule Description Author Strings

C:\Users\user\AppData\Local\Google\Chrome\User Dat SUSP_GIF_Anom Detects files with Florian Roth
a\Default\Extensions\nmmhkkegccagdldgiimedpiccmgmi alies GIF headers and
eda\1.0.0.5_0\images\flapper.qgif format anomalies -

which means that
this image could
be an obfuscated
file of a different

type
C:\Users\user\AppData\Local\Microsoft\OneDrive\19. SUSP_GIF_Anom Detects files with Florian Roth
086.0502.0006\ScreenshotOptlin.gif alies GIF headers and

format anomalies -
which means that
this image could
be an obfuscated
file of a different

type
C:\Users\user\AppData\Local\Microsoft\OneDrive\19. SUSP_GIF_Anom Detects files with Florian Roth
086.0502.0006\AutoPlayOptln.gif alies GIF headers and

format anomalies -
which means that
this image could
be an obfuscated
file of a different

type
C:\Users\user\AppData\Local\Google\Chrome\User Dat SUSP_GIF_Anom Detects files with Florian Roth
a\Default\Extensions\nmmhkkegccagdldgiimedpiccmgmi alies GIF headers and
eda\1.0.0.5_0\images\flapper.gif format anomalies -

which means that
this image could
be an obfuscated
file of a different

type
C:\Users\user\AppData\Local\Microsoft\OneDrive\19. webshell_php_dyn PHP webshell Arnim Rupp « 0x0:$php_short: <?
086.0502.0006\adm\OneDrive.adml amic_big using $a($code) « 0x5be6:$dynamict: $IxIDK\XE5\XC39\xF4I($

for kind of eval with
encoded blob to
decode, e.g. b374k

Click to see the 6 entries

Memory Dumps

Source Rule Description Author Strings
0000000A.00000000.378213612.0000000000627000.00000  JoeSecurity_Crede Yara detected Joe Security
004.00000020.00020000.00000000.sdmp ntialStealer Credential Stealer

00000011.00000000.367371233.0000000000400000.00000  SUSP_XORed_UR Detects an XORed Florian Roth
040.00000400.00020000.00000000.sdmp L_in_EXE URL in an
executable

0xe23ea:$s1: http:/

0x100498:$s1: \XE8\xF4\xF4\xFO\XxBA\XAF\xAF
0x100b28:$s1: \XxE8\xF4\xF4\xFO\xBA\xAF\xAF
0x100b4b:$s1: \XE8\xF4\xF4\xFO\XxBA\XAF\xAF
0x10472b:$s1: \XE8\xF4\xF4\xFO\XxBA\XAF\xAF
0x102626:$s2: \XE8\xF4\xF4\xFO\XxF3\xBA\XAF\XxAF
0xe23ea:$f1: http:/

.

.

.

.

.

.

.

00000011.00000000.367371233.0000000000400000.00000  JoeSecurity_Djvu  Yara detected Djvu Joe Security
040.00000400.00020000.00000000.sdmp Ransomware

00000011.00000000.367371233.0000000000400000.00000 ~ MALWARE_Win_  Detects STOP ditekSHen
040.00000400.00020000.00000000.sdmp STOP ransomware

0xffe88:$x1: C:\SystemID\PersonallD.txt

0x100334:$x2: /deny *S-1-1-0:(Ol)(CI)(DE,DC)
0xffcf0:$x3: e:\doc\my work (c++)\_git\encryption\
0x105b28:$x3: E:\Doc\My work (C++)\_Git\Encryption\
0x1002ec:$s1: " --AutoStart

0x100300:$s1: " --AutoStart

0x103f48:$s2: --ForNetRes

0x103f10:$s3: --Admin

0x104390:$s4: %username%

0x1044b4:$s5: ?pid=

0x1044c0:$s6: &first=true

0x1044d8:$s6: &first=false

0x1003f4:$s7: delself.bat

0x1043f8:$mutex1: {1D6FC66E-D1F3-422C-8A53-COBB
CF3D900D}

0x104420:$mutex2: {FBB4BCC6-05C7-4ADD-B67B-A98
AB697323C1}

0x104448:$mutex3: {36A698B9-D67C-4E07-BEB2-0EC5
B14B4DF5}

00000011.00000000.367371233.0000000000400000.00000  Windows_Ransom unknown unknown 0x105b28:$a: E:\Doc\My work (C++)\_Git\Encryption\Rel
040.00000400.00020000.00000000.sdmp ware_Stop_1e8d48 ease\encrypt_win_api.pdb
ff 0xd9ef:$b: 68 FF FF FF 50 FF D3 8D 85 78 FF FF FF 50
FF D3 8D 85 58 FF

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

Click to see the 165 entries

Unpacked PEs
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Source Rule Description
5.3.U59WtZz2Sg.exe.3060000.0.raw.unpack JoeSecurity_Clipb  Yara detected
oard_Hijacker Clipboard Hijacker
5.3.U59WtZz2Sg.exe.3060000.0.raw.unpack Windows_Trojan_  unknown
Clipbanker_f9f9e7
9d
5.3.U59WtZz2Sg.exe.3060000.0.raw.unpack Windows_Trojan_  unknown
Clipbanker_787b13
Ob
9.0.U59WtZz2Sg.exe.400000.2.unpack Windows_Ransom unknown

ware_Stop_1e8d48
ff

5.0.U59WtZz2Sg.exe.400000.7.raw.unpack SUSP_XORed_UR Detects an XORed
L_in_EXE URL in an
executable

Author

Joe Security

unknown

unknown

unknown

Florian Roth

Click to see the 361 entries

Sigma Signatures

@ No Sigma rule has matched

Snort Signatures

ET TROJAN Win32/Filecoder.STOP Variant Public Key Download - Source IP: 222.236.49.123 - Destination IP: 192.168.2.5

Timestamp: 222.236.49.123192.168.2.580497042036335 11/30/22-00:22:18.131398
SID: 2036335

Source Port: 80

Destination Port: 49704

Protocol: TCP

Classtype: A Network Trojan was detected

ET TROJAN Win32/Vodkagats Loader Requesting Payload - Source IP: 192.168.2.5 - Destination IP: 222.236.49.123

Timestamp: 192.168.2.5222.236.49.12349706802036333 11/30/22-00:22:26.085731
SID: 2036333

Source Port: 49706

Destination Port: 80

Protocol: TCP

Classtype: A Network Trojan was detected

ET DNS Query to a *.top domain - Likely Hostile - Source IP: 192.168.2.5 - Destination IP: 8.8.8.8

Timestamp: 192.168.2.58.8.8.851441532023883 11/30/22-00:22:16.657289
SID: 2023883

Source Port: 51441

Destination Port: 53

Protocol: ubP

Copyright Joe Security LLC 2022

Strings

0x1203:$a1: 7E 7E OF B7 04 77 83 F8 41 74 69 83 F8 42
74 64 83 F8 43 74 5F 83

Oxefa:$mutex_setup: 55 8B EC 83 EC 18 53 56 57 E8 F8
F4 FF FF 68 30 30 40 00 6A 00 6A 00 FF 15 40 40 40 00
FF 15 2C 40 40 00 3D B7 00 00 00 75 08 6A 00 FF 15 10
304000

0xf87:$new_line_check: OF B7 C2 89 45 EC OF B7 C2 83
F8 0A 74 43 BA 0D 0OA 00 00 66 3B C2 74 39 83 F8 0D 7
434 83 F8 20 74 2F 83 F8 09 74 2A

0xf87:$regex1: OF B7 C2 89 45 EC OF B7 C2 83 F8 0A 7
443 BA 0D 0A 00 00 66 3B C2 74 39 83 F8 0D 74 34 83
F8 20 74 2F 83 F8 09 74 2A

Ox12ad:$regex2: 6A 34 59 66 39 OE 75 7C OF B7 46 02 6
A 305A 83 F841743783F842743266 3B C2742D
83 F8 3174 28 83 F8 32 74 23 83 F8 33 74 1E 66 3B C1
741983 F83574 1483 F8 36 74 OF 83F837 74 ...
0x1335:$regex3: 56 8B F1 56 FF 15 20 40 40 00 83 F8 5
F OF 85 84 00 00 00 6A 38 59 66 39 OE 75 7C OF B7 46 0
26A 305A 83 F841743783F8427432663BC2742
D83 F831742883F832742383F833741E ...

Oxcdef:$b: 68 FF FF FF 50 FF D3 8D 85 78 FF FF FF 50
FF D3 8D 85 58 FF

0xe23ea:$s1: http:/

0x100498:$s1: \XE8\xF4\xF4\xFO\xBA\XAF\xAF
0x100b28:$s1: \XE8\xF4\xF4\xFO\xBA\XAF\xAF
0x100b4b:$s1: \XE8\xF4\xF4\xFO\xBA\XAF\xAF
0x10472b:$s1: \XE8\xF4\xF4\xFO\xBA\XAF\xAF
0x102626:$s2: \XE8\xF4\xF4\xFO\xF3\xBA\XAF\XxAF
Oxe23ea:$f1: http:/
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Classtype: Potentially Bad Traffic

ET TROJAN Potential Dridex.Maldoc Minimal Executable Request - Source IP: 192.168.2.5 - Destination IP: 222.236.49.123 —
Timestamp: 192.168.2.5222.236.49.12349706802020826 11/30/22-00:22:26.085731

SID: 2020826

Source Port: 49706

Destination Port: 80

Protocol: TCP

Classtype: A Network Trojan was detected

ET TROJAN Potential Dridex.Maldoc Minimal Executable Request - Source IP: 192.168.2.5 - Destination IP: 116.121.62.237 —
Timestamp: 192.168.2.5116.121.62.23749705802020826 11/30/22-00:22:17.137850

SID: 2020826

Source Port: 49705

Destination Port: 80

Protocol: TCP

Classtype: A Network Trojan was detected

ET TROJAN Win32/Vodkagats Loader Requesting Payload - Source IP: 192.168.2.5 - Destination IP: 116.121.62.237 -—
Timestamp: 192.168.2.5116.121.62.23749705802036333 11/30/22-00:22:17.137850

SID: 2036333

Source Port: 49705

Destination Port: 80

Protocol: TCP

Classtype: A Network Trojan was detected

Joe Sandbox Signatures

AV Detection

Antivirus detection for URL or domain
Multi AV Scanner detection for submitted file
Multi AV Scanner detection for domain / URL

Multi AV Scanner detection for dropped file

Machine Learning detection for sample

Networking

Snort IDS alert for network traffic

C2 URLs / IPs found in malware configuration

Spam, unwanted Advertisements and Ransom Demands

Found ransom note / readme
Yara detected Babuk Ransomware

Yara detected Djvu Ransomware

Modifies existing user documents (likely ransomware behavior)
Writes many files with high entropy

Writes a notice file (html or txt) to demand a ransom

System Summary

Malicious sample detected (through community Yara rule)
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Boot Survival

Uses schtasks.exe or at.exe to add and modify task schedules

HIPS / PFW / Operating System Protection Evasion

Injects a PE file into a foreign processes

Stealing of Sensitive Information

Yara detected Clipboard Hijacker

Yara detected Vidar stealer

Tries to harvest and steal browser information (history, passwords, etc)

Tries to steal Crypto Currency Wallets

Tries to harvest and steal Putty / WinSCP information (sessions, passwords, etc)

Remote Access Functionality

Yara detected Vidar stealer

Mitre Att&ck Matrix
(e Execution Persistence Privileg.e
Access Escalation

Valid
Accounts  Native APl Scheduled Exploitation
Task/Job for
Privilege
Escalation

Default
Accounts Command  Registry Process
and Run Keys /  Injection
Scripting Startup
Interpreter  Folder

Domain
Accounts Scheduled  Services Scheduled
Task/Job File Task/Job
Permission
s
Weakness
Local At Logon
Accounts (Windows)  Script Registry
(Mac) Run Keys /
Startup
Folder
Cloud Cron Network
Accounts Logon Services
Script File
Permission
s
Weakness

Replication Launchd Rc.commo  Rc.commo

Through n n
Removable

Media

External Scheduled  Startup Startup
Remote Task ltems ltems
Services

Drive-by Command  Scheduled Scheduled

Compromis and Task/Job Task/Job
e Scripting
Interpreter

Copyright Joe Security LLC 2022

Defense Credential
Evasion Access

Deobfuscat OS
e/Decode  Credential

Files or Dumping
Information

Obfuscated Input

Files or Capture
Information

Software Credentials
Packing in Registry
NTDS
Masqueradi

ng

LSA
Virtualizatio Secrets
n/Sandbox

Evasion

Cached

Process Domain
Injection Credentials

DCSync
Services

File

Permission

s

Weakness

Indicator Proc
Removal Filesystem
from Tools

Discover Retre

y Movement
Remote
System Services
Time
Discovery
Remote
Account Desktop
Discovery  Protocol
SMB/Wind
File and ows Admin

Directory Shares
Discovery

Distributed
System Component
Information =~ Object
Discovery  Model

SSH

Security

Software

Discovery

VNC

Virtualizatio

n/Sandbox

Evasion

Windows

Process Remote

Discovery ~ Manageme
nt

Shared

Application = Webroot
Window
Discovery

Collection

Archive
Collected
Data

Data from
Local
System

Screen
Capture

Input
Capture

Keylogging

GUI Input
Capture

Web Portal
Capture

Credential
API
Hooking

Exfiltration

Exfiltration
Over Other
Network
Medium

Exfiltration
Over
Bluetooth

Automated
Exfiltration

Scheduled
Transfer

Data
Transfer
Size Limits

Exfiltration
Over C2
Channel

Exfiltration
Over
Alternative
Protocol

Exfiltration
Over
Symmetric
Encrypted
Non-C2
Protocol

Command
and
Control

Ingress
Tool
Transfer

Encrypted
Channel

Non-
Application
Layer
Protocol

Application
Layer
Protocol

Fallback
Channels

Multiband
Communic
ation

Commonly
Used Port

Application
Layer
Protocol

Network
Effects

Eavesdrop
on Insecure
Network
Communic
ation

Exploit SS7
to Redirect
Phone
Calls/SMS

Exploit SS7
to Track
Device
Location

SIM Card
Swap

Manipulate
Device
Communic
ation

Jamming or
Denial of
Service

Rogue Wi-
Fi Access
Points

Downgrade
to Insecure
Protocols

Remote

Service Impact

Effects

Remotely

Track Data

Device Encrypted

Without for Impact

Authorizati

on

Remotely  Device

Wipe Data  Lockout

Without

Authorizati

on

Obtain Delete

Device Device

Cloud Data

Backups
Carrier
Billing
Fraud
Manipulate
App Store
Rankings
or Ratings
Abuse
Accessibilit
y Features
Data
Encrypted
for Impact
Generate
Fraudulent
Advertising
Revenue
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Initial
Access

Exploit
Public-
Facing
Application

Supply
Chain
Compromis
e

Compromis
e Software
Dependenc
ies and
Developme
nt Tools

Execution

PowerShell

AppleScript

Windows
Command
Shell

Persistence

At (Linux)

At
(Windows)

Cron

Behavior Graph

Privilege
Escalation

At (Linux)

At
(Windows)

Cron

Defense
Evasion

Masqueradi
ng

Invalid
Code
Signature

Right-to-
Left
Override

Credential
Access

/etc/passw
d and
/etc/shado
w

Network
Sniffing

Input
Capture

Discovery Lateral
Movement

Software

System Deploymen

Owner/Use t Tools

r Discovery

Taint

Remote Shared

System Content

Discovery

Replication

System Through

Network Removable

Configurati  Media

on

Discovery

Collection

Data
Staged

Local Data
Staging

Remote
Data
Staging

Exfiltration

Exfiltration
Over
Asymmetric
Encrypted
Non-C2
Protocol

Exfiltration
Over
Unencrypte
d/Obfuscat
ed Non-C2
Protocol

Exfiltration
Over
Physical
Medium

Command

Network .
and Effects Service Impact
Control Effects
Web Rogue Data
Protocols Cellular Destruction
Base
Station
File Data
Transfer Encrypted
Protocols for Impact
Mail Service
Protocols Stop
Hide Legend
Legend:
|:| Process
. Signature
. Created File
Il ons/P info
ﬂ Is Dropped
H Is Windows Process

Y
Lt

ms
o=

i
i
=

8- *u

e
5

o

)

L@ 2 )

Remote

Number of created Registry Values
Number of created Files

Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language

Is malicious

Internet

Screenshots

Thumbnails

This section contains all screenshots as thumbnails, including those not shown in the slideshow.
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Dx g

Excel 2016,

w3

2076

urn on Windows Firewall

tur

= 0 Type here to search 0

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source Detection Scanner Label Link
U59WtZz2Sg.exe 36% Virustotal Browse
U59WitZz2Sg.exe 100% Joe Sandbox ML

Dropped Files
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https://www.virustotal.com/gui/file/aaef58ede9edbfc0cbbdd3dc7abfa9ae0f977ed1b33af4f5d7665123187801d1/detection/f-aaef58ede9edbfc0cbbdd3dc7abfa9ae0f977ed1b33af4f5d7665123187801d1-1669761195

Source Detection Scanner Label Link

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\B87Z87FM\build2[1].exe 45% ReversingLabs Win32.Ransomwar
e.Stop

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\B87Z87FM\build3[1].exe 92% ReversingLabs Win32.Trojan.ClipB
anker

C:\Users\user\AppData\Roaming\Microsoft\Network\mstsca.exe 92% ReversingLabs Win32.Trojan.ClipB
anker

Unpacked PE Files

Source Detection Scanner Label Link Download

17.0.U59WtZz2Sg.exe.400000.9.unpack 100% Avira HEUR/AGEN.12 Download File
23627

5.0.U59WtZz2Sg.exe.400000.6.unpack 100% Avira HEUR/AGEN.12 Download File
23627

17.0.U59WtZz2Sg.exe.400000.10.unpack 100% Avira HEUR/AGEN.12 Download File
23627

9.0.U59W1tZz2Sg.exe.400000.9.unpack 100% Avira HEUR/AGEN.12 Download File
23627

9.0.U59W1tZz2Sg.exe.400000.5.unpack 100% Avira HEUR/AGEN.12 Download File
23627

9.0.U59W1tZz2Sg.exe.400000.4.unpack 100% Avira HEUR/AGEN.12 Download File
23627

5.0.U59W1tZz2Sg.exe.400000.9.unpack 100% Avira HEUR/AGEN.12 Download File
23627

5.0.U59W1tZz2Sg.exe.400000.7.unpack 100% Avira HEUR/AGEN.12 Download File
23627

17.0.U59WtZz2Sg.exe.400000.6.unpack 100% Avira HEUR/AGEN.12 Download File
23627

5.2.U59W1tZz2Sg.exe.400000.0.unpack 100% Avira HEUR/AGEN.12 Download File
23627

9.2.U59W1tZz2Sg.exe.400000.0.unpack 100% Avira HEUR/AGEN.12 Download File
23627

9.0.U59W1tZz2Sg.exe.400000.10.unpack 100% Avira HEUR/AGEN.12 Download File
23627

6.2.U59W1tZz2Sg.exe.400000.0.unpack 100% Avira HEUR/AGEN.12 Download File
23627

1.2.U59WtZz2Sg.exe.400000.0.unpack 100% Avira HEUR/AGEN.12 Download File
23627

14.0.mstsca.exe.ee0000.0.unpack 100% Avira TR/Crypt.XPAC Download File
K.Gen8

17.0.U59WtZz2Sg.exe.400000.4.unpack 100% Avira HEUR/AGEN.12 Download File
23627

14.2.mstsca.exe.ee0000.0.unpack 100% Avira TR/Crypt.XPAC Download File
K.Gen8

5.0.U59WtZz2Sg.exe.400000.4.unpack 100% Avira HEUR/AGEN.12 Download File
23627

5.0.U59WtZz2Sg.exe.400000.8.unpack 100% Avira HEUR/AGEN.12 Download File
23627

17.0.U59WtZz2Sg.exe.400000.8.unpack 100% Avira HEUR/AGEN.12 Download File
23627

17.2.U59WtZz2Sg.exe.400000.0.unpack 100% Avira HEUR/AGEN.12 Download File
23627

17.0.U59WtZz2Sg.exe.400000.7.unpack 100% Avira HEUR/AGEN.12 Download File
23627

8.2.build2.exe.20d15a0.1.unpack 100% Avira TR/Crypt.XPAC Download File
K.Gen

5.0.U59WtZz2Sg.exe.400000.10.unpack 100% Avira HEUR/AGEN.12 Download File
23627

11.2.build3.exe.b90000.0.unpack 100% Avira TR/Crypt.XPAC Download File
K.Gen8

9.0.U59WtZz2Sg.exe.400000.7.unpack 100% Avira HEUR/AGEN.12 Download File
23627

5.0.U59WtZz2Sg.exe.400000.5.unpack 100% Avira HEUR/AGEN.12 Download File
23627

9.0.U59WtZz2Sg.exe.400000.8.unpack 100% Avira HEUR/AGEN.12 Download File
23627

11.0.build3.exe.b90000.0.unpack 100% Avira TR/Crypt.XPAC Download File
K.Gen8

17.0.U59WtZz2Sg.exe.400000.5.unpack 100% Avira HEUR/AGEN.12 Download File
23627
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Source Detection Scanner Label Link

9.0.U59WtZz2Sg.exe.400000.6.unpack 100% Avira HEUR/AGEN.12
23627

Domains

Source Detection Scanner Label

uaery.top 22% Virustotal

fresherlights.com 19% Virustotal

URLs

Source Detection Scanner Label

http://https://deff.nelreports.net/api/report?cat=msn 0% URL Reputation safe

http://facebook.github.io/react/docs/error-decoder.html?invariant 0% URL Reputation safe

http:ff 0% URL Reputation safe

https://adservice.google.co.uk/ddm/fls/i/src=2542116;type=chrom322;cat=chrom01g;0rd=586484977799

8;gt

http://uaery.top/dl/build2.exed_ 100% Avira URL Cloud malware

http://fresherlights.com/files/1/build3.exerun 100% Avira URL Cloud ~ malware

http://https://we.tl/t-5UcwRdS3ED 0% Avira URL Cloud  safe

http://88.198.94.71/176356074953.zip 0% Avira URL Cloud  safe

http://fresherlights.com/test1/get.php?pid=903E7F261711F85395E5CEFBF4173C54&first=trueW 100% Avira URL Cloud malware

http://fresherlights.com/files/1/build3.exe( 100% Avira URL Cloud malware

http://https://we.1l/t-5UcwRdS3 0% Avira URL Cloud  safe

http://uaery.top/dl/build2.exe 100% Avira URL Cloud malware

http:/fuaery.top/dl/build2.exe$run 100% Avira URL Cloud malware

http://fresherlights.com/test1/get.php 100% Avira URL Cloud malware

http://88.198.94.71/ 0% Avira URL Cloud  safe

http://https:/ns1 kriston.ugns2.chalekin.ugns3.unalelath.ugns4.andromath.ug/Error 0% Avira URL Cloud safe

http://fresherlights.com/files/1/build3.exe$run 100% Avira URL Cloud ~ malware

http://fresherlights.com/test1/get.php?pid=903E7F261711F85395E5CEFBF4173C54&first=true 100% Avira URL Cloud malware

http://88.198.94.71/517 0% Avira URL Cloud  safe

http://uaery.top/dl/build2.exerunké 100% Avira URL Cloud malware

Domains and IPs

Contacted Domains

Name IP Active Malicious Antivirus Detection

uaery.top 116.121.62.237 true true o 22%, Virustotal, Browse

fresherlights.com 222.236.49.123 true true « 19%, Virustotal, Browse

t.me 149.154.167.99 true false

api.2ip.ua 162.0.217.254 true false

Contacted URLs

Name

http://https://t. me/asifrazatg

http://uaery.top/dl/build2.exe

http://88.198.94.71/176356074953.zip

http://fresherlights.com/test1/get.php

http://88.198.94.71/
http://fresherlights.com/test1/get.php?pid=903E7F261711F85395E5CEFBF4173C54&first=true
http://88.198.94.71/517

http://https://api.2ip.ua/geo.json

URLs from Memory and Binaries

Copyright Joe Security LLC 2022

Malicious Antivirus Detection

false
true
false
true
false
true
false

false

Avira URL Cloud:
Avira URL Cloud:
Avira URL Cloud:
Avira URL Cloud:
Avira URL Cloud:
Avira URL Cloud:

malware
safe
malware
safe
malware

safe

Download

Download File

Link
Browse

Browse

Link

Reputation
unknown
unknown
high

high

Reputation
high
unknown
unknown
unknown
unknown
unknown
unknown

high
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https://www.virustotal.com/gui/url/0d5c65a132cc32db6c0466e6be859a90380884a326a8182c8c602d7501437dfc/detection/u-0d5c65a132cc32db6c0466e6be859a90380884a326a8182c8c602d7501437dfc-1669124809
https://www.virustotal.com/gui/url/6cff2b97934380a6cf26d8369dbb4cdc24c49d941ed981d16173ad6808d65b31/detection/u-6cff2b97934380a6cf26d8369dbb4cdc24c49d941ed981d16173ad6808d65b31-1668787870
https://www.virustotal.com/gui/url/0d5c65a132cc32db6c0466e6be859a90380884a326a8182c8c602d7501437dfc/detection/u-0d5c65a132cc32db6c0466e6be859a90380884a326a8182c8c602d7501437dfc-1669124809
https://www.virustotal.com/gui/url/6cff2b97934380a6cf26d8369dbb4cdc24c49d941ed981d16173ad6808d65b31/detection/u-6cff2b97934380a6cf26d8369dbb4cdc24c49d941ed981d16173ad6808d65b31-1668787870

Name Source Malicious  Antivirus Detection Reputation

http:/fhttps://mail.google.com/mail/? U59WtZz2Sg.exe, 00000005.00000003.527393 false high
usp=installed_webapp 147.0000000000610000.00000004.00001000.0
0020000.00000000.sdmp

http://fresherlights.com/files/1/build3.exerun U59WtZz2Sg.exe, 00000005.00000003.385286 false « Avira URL Cloud: malware unknown
762.000000000086A000.00000004.00000020.0
0020000.00000000.sdmp

http://searchads.msn.net/.cfm?&&kp=1& U59WtZz2Sg.exe, 00000005.00000003.497150 false high
466.0000000000610000.00000004.00001000.0
0020000.00000000.sdmp

http:ff U59WtZz2Sg.exe, 00000005.00000003.496991 false high
https://2542116.fls.doubleclick.net/activityi;src=254211  699.0000000000610000.00000004.00001000.0
6;type=chrom322;cat=chrom01g;0rd=58648497779 0020000.00000000.sdmp

http://www.inkscape.org/) U59WtZz2Sg.exe, 00000005.00000003.507888 false high
546.0000000000610000.00000004.00001000.0
0020000.00000000.sdmp, U59WtZz2Sg.exe, 0
0000005.00000003.501922929.0000000000610
000.00000004.00001000.00020000.00000000.sdmp

http://https://www.youtube.com/: U59WtZz2Sg.exe, 00000005.00000003.527393 false high
147.0000000000610000.00000004.00001000.0
0020000.00000000.sdmp

http://https:/mail.google.com/mail/ U59WtZz2Sg.exe, 00000005.00000003.527393 false high
147.0000000000610000.00000004.00001000.0
0020000.00000000.sdmp

http://https://deff.nelreports.net/api/report?cat=msn U59W1tZz2Sg.exe, 00000005.00000003.421301 false « URL Reputation: safe unknown
397.000000000306C000.00000004.00001000.0
0020000.00000000.sdmp

http://https:/docs.google.com/document/B U59WtZz2Sg.exe, 00000005.00000003.527393 false high
147.0000000000610000.00000004.00001000.0
0020000.00000000.sdmp

http://https:/mail.google.com/mail/: U59WtZz2Sg.exe, 00000005.00000003.527393 false high
147.0000000000610000.00000004.00001000.0
0020000.00000000.sdmp

http://https:/docs.google.com/ U59W1tZz2Sg.exe, 00000005.00000003.545471 false high
776.0000000000610000.00000004.00001000.0
0020000.00000000.sdmp

http://https:/docs.google.com/document/: U59WtZz2Sg.exe, 00000005.00000003.527393 false high
147.0000000000610000.00000004.00001000.0
0020000.00000000.sdmp

http://https://www.google.com/chrome/ U59W1tZz2Sg.exe, 00000005.00000003.496991 false high
699.0000000000610000.00000004.00001000.0
0020000.00000000.sdmp

http://uaery.top/di/build2.exed_ U59WtZz2Sg.exe, 00000005.00000003.385404 true « Avira URL Cloud: malware unknown
722.00000000008AD000.00000004.00000020.0
0020000.00000000.sdmp, U59WtZz2Sg.exe, 0
0000005.00000002.574964169.00000000008AD
000.00000004.00000020.00020000.00000000.sdmp

http:// U59WtZz2Sg.exe, 00000005.00000003.496991 false high
https://2542116.fls.doubleclick.net/activityi;src=254211  699.0000000000610000.00000004.00001000.0
6;type=clien612;cat=chromx;ord=1;num=3931852 0020000.00000000.sdmp
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Name

http://https:/aka.ms/AA23z1a

http://https:/res-
a.akamaihd.net/__media__/pics/8000/72/941/fallback1
Jpg

http://https://drive.google.com/

http://www.msn.com/?ocid=iehp

http://https:/mail.google.com/mail/B

http://https://api.2ip.ua/geo.json=P

http://https://drive.google.com/?Ifhs=2

Copyright Joe Security LLC 2022

Source Malicious  Antivirus Detection

U59WtZz2Sg.exe, 00000005.00000003.469204 false
147.0000000000610000.00000004.00001000.0
0020000.00000000.sdmp, U59WtZz2Sg.exe, 0
0000005.00000003.449920000.0000000000610
000.00000004.00001000.00020000.00000000.sdmp,
U59WtZz2Sg.exe, 00000005.00000003.450333989.
0000000000610000.00000004.00001000.00020
000.00000000.sdmp, U59WtZz2Sg.exe, 00000
005.00000003.468930777.0000000000610000.
00000004.00001000.00020000.00000000.sdmp,
U59WtZz2Sg.exe, 00000005.00000003.4476
08292.0000000000610000.00000004.00001000
.00020000.00000000.sdmp, U59W1Zz2Sg.exe,
00000005.00000003.446128369.00000000030
60000.00000004.00001000.00020000.0000000
0.sdmp, U59WtZz2Sg.exe, 00000005.0000000
3.471179889.0000000000610000.00000004.00
001000.00020000.00000000.sdmp, U59WtZz2Sg.exe,
00000005.00000003.470164900.000000000061000
0.00000004.00001000.00020000.00000000.sdmp,
U59WtZz2Sg.exe, 00000005.00000003.459195110.00
00000000610000.00000004.00001000.0002000
0.00000000.sdmp, U59W1Zz2Sg.exe, 0000000
5.00000003.458107166.0000000000610000.00
000004.00001000.00020000.00000000.sdmp,
U59WtZz2Sg.exe, 00000005.00000003.471657
839.0000000000610000.00000004.00001000.0
0020000.00000000.sdmp, U59WtZz2Sg.exe, 0
0000005.00000003.469951048.0000000000610
000.00000004.00001000.00020000.00000000.sdmp,
U59WtZz2Sg.exe, 00000005.00000003.446549026.
0000000003060000.00000004.00001000.00020
000.00000000.sdmp, U59W1Zz2Sg.exe, 00000
005.00000003.454318911.0000000000610000.
00000004.00001000.00020000.00000000.sdmp,
U59WtZz2Sg.exe, 00000005.00000003.4625
75287.0000000000610000.00000004.00001000
.00020000.00000000.sdmp, U59W1Zz2Sg.exe,
00000005.00000003.445860097.00000000030
60000.00000004.00001000.00020000.0000000
0.sdmp, US9WtZz2Sg.exe, 00000005.0000000
3.470405278.0000000000610000.00000004.00
001000.00020000.00000000.sdmp, U59WtZz2Sg.exe,
00000005.00000003.461142803.000000000061000
0.00000004.00001000.00020000.00000000.sdmp,
U59WtZz2Sg.exe, 00000005.00000003.467350799.00
00000000610000.00000004.00001000.0002000
0.00000000.sdmp, U59W1Zz2Sg.exe, 0000000
5.00000003.454777697.0000000000610000.00
000004.00001000.00020000.00000000.sdmp,
U59WtZz2Sg.exe, 00000005.00000003.460776
709.0000000000610000.00000004.00001000.0
0020000.00000000.sdmp

U59W1tZz2Sg.exe, 00000005.00000003.497150 false
466.0000000000610000.00000004.00001000.0
0020000.00000000.sdmp

U59WitZz2Sg.exe, 00000005.00000003.545471 false
776.0000000000610000.00000004.00001000.0
0020000.00000000.sdmp

U59W1tZz2Sg.exe, 00000005.00000003.421301 false
397.000000000306C000.00000004.00001000.0
0020000.00000000.sdmp

U59WtZz2Sg.exe, 00000005.00000003.527393 false
147.0000000000610000.00000004.00001000.0
0020000.00000000.sdmp

U59W1tZz2Sg.exe, 00000001.00000002.309333 false
015.0000000000827000.00000004.00000020.0
0020000.00000000.sdmp

U59W1tZz2Sg.exe, 00000005.00000003.527393 false
147.0000000000610000.00000004.00001000.0
0020000.00000000.sdmp

Reputation

high

high

high

high

high

high

high
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Name

http://https://onedrive.live.com/about/en-us/0

http://https://api.2ip.ua/geo.jsongP

http://https://we.tl/t-5UcwRdS3ED

hitp://
https://www.youtube.com/s/notifications/manifest/cr_in
stall.html

http://https://www.youtube.com/B

http://www.reddit.com/

http://www.gt.io/contact-us.

http:/fhttps://www.youtube.com/?feature=ytca

http://www.ecma-international.org/ecma-262/5.1/#sec-
¢

http://https://github.com/google/closure-
library/wiki/goog.module:-an-ES6-module-like-
alternative-to-goog.p

http://https://www.google.com/chrome/application/x-
msdownloadC:
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Source Malicious  Antivirus Detection

U59WtZz2Sg.exe, 00000005.00000003.462575 false
287.0000000000610000.00000004.00001000.0
0020000.00000000.sdmp, U59WtZz2Sg.exe, 0
0000005.00000003.445860097.0000000003060
000.00000004.00001000.00020000.00000000.sdmp,
U59WtZz2Sg.exe, 00000005.00000003.461142803.
0000000000610000.00000004.00001000.00020
000.00000000.sdmp, U59W1tZz2Sg.exe, 00000
005.00000003.460215496.0000000000610000.
00000004.00001000.00020000.00000000.sdmp,
U59WtZz2Sg.exe, 00000005.00000003.4505
91507.0000000000610000.00000004.00001000
.00020000.00000000.sdmp, US9WtZz2Sg.exe,
00000005.00000003.458323064.00000000006
10000.00000004.00001000.00020000.0000000
0.sdmp

U59WtZz2Sg.exe, 00000001.00000002.309333 false
015.0000000000827000.00000004.00000020.0
0020000.00000000.sdmp

U59WtZz2Sg.exe, 00000005.00000002.577338 true « Avira URL Cloud: safe
464.0000000000908000.00000004.00000020.0

0020000.00000000.sdmp, US9WtZz2Sg.exe, 0

0000005.00000003.385599244.0000000000908
000.00000004.00000020.00020000.00000000.sdmp,

U59WtZz2Sg.exe, 00000005.00000002.577980822.
0000000002F50000.00000004.00000800.00020

000.00000000.sdmp

U59WtZz2Sg.exe, 00000005.00000003.527393 false
147.0000000000610000.00000004.00001000.0
0020000.00000000.sdmp

U59WtZz2Sg.exe, 00000005.00000003.527393 false
147.0000000000610000.00000004.00001000.0
0020000.00000000.sdmp

U59WtZz2Sg.exe, 00000005.00000003.350865 false
270.0000000003060000.00000004.00001000.0
0020000.00000000.sdmp

U59WtZz2Sg.exe, 00000005.00000003.530047 false
759.0000000000610000.00000004.00001000.0
0020000.00000000.sdmp, U59WtZz2Sg.exe, 0
0000005.00000003.528005153.0000000000610
000.00000004.00001000.00020000.00000000.sdmp,
U59WtZz2Sg.exe, 00000005.00000003.527905885.
0000000000610000.00000004.00001000.00020
000.00000000.sdmp, U59WtZz2Sg.exe, 00000
005.00000003.527699347.0000000000610000.
00000004.00001000.00020000.00000000.sdmp,
U59WtZz2Sg.exe, 00000005.00000003.5294
04894.0000000000610000.00000004.00001000
.00020000.00000000.sdmp, U59WtZz2Sg.exe,
00000005.00000003.528855392.00000000006
10000.00000004.00001000.00020000.0000000
0.sdmp, U59WtZz2Sg.exe, 00000005.0000000
3.528097089.0000000000610000.00000004.00
001000.00020000.00000000.sdmp, U59WtZz2Sg.exe,
00000005.00000003.528636685.000000000061000
0.00000004.00001000.00020000.00000000.sdmp,
U59WtZz2Sg.exe, 00000005.00000003.529863093.00
00000000610000.00000004.00001000.0002000
0.00000000.sdmp, U59W1tZz2Sg.exe, 0000000
5.00000003.529604993.0000000000610000.00
000004.00001000.00020000.00000000.sdmp,
U59W1tZz2Sg.exe, 00000005.00000003.528540
404.0000000000610000.00000004.00001000.0
0020000.00000000.sdmp, U59WtZz2Sg.exe, 0
0000005.00000003.527571080.0000000000610
000.00000004.00001000.00020000.00000000.sdmp,
U59W1tZz2Sg.exe, 00000005.00000003.528204840.
0000000000610000.00000004.00001000.00020
000.00000000.sdmp

U59W1tZz2Sg.exe, 00000005.00000003.527393 false
147.0000000000610000.00000004.00001000.0
0020000.00000000.sdmp

U59W1tZz2Sg.exe, 00000005.00000003.545871 false
666.0000000000610000.00000004.00001000.0
0020000.00000000.sdmp

U59W1tZz2Sg.exe, 00000005.00000003.545871 false
666.0000000000610000.00000004.00001000.0
0020000.00000000.sdmp

U59WtZz2Sg.exe, 00000005.00000003.420123 false
871.0000000003060000.00000004.00001000.0
0020000.00000000.sdmp

Reputation

high

high

unknown

high

high

high

high

high

high

high

high
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Name

http://https:/docs.google.com/presentation/

http://www.gnu.org/licenses/gpl-2.0.html.

http://https://we.tl/t-5UcwRdS3

hitp://
https://payments.google.com/payments/vé4/js/integrator
Js

http://https://www.gnu.org/licenses/Igpl.html.

http://https://api.2ip.ua/geo.jsonl

http:ifhttps://contextual.media.net/medianet.php?
cid=8CU157172&crid=8584122148&size=306x271&http
s=1
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Source Malicious  Antivirus Detection

U59WtZz2Sg.exe, 00000005.00000003.527393 false
147.0000000000610000.00000004.00001000.0
0020000.00000000.sdmp

U59W1tZz2Sg.exe, 00000005.00000003.530047 false
759.0000000000610000.00000004.00001000.0
0020000.00000000.sdmp, U59WtZz2Sg.exe, 0
0000005.00000003.528005153.0000000000610
000.00000004.00001000.00020000.00000000.sdmp,
U59WtZz2Sg.exe, 00000005.00000003.527905885.
0000000000610000.00000004.00001000.00020
000.00000000.sdmp, U59W1tZz2Sg.exe, 00000
005.00000003.527699347.0000000000610000.
00000004.00001000.00020000.00000000.sdmp,
U59W1tZz2Sg.exe, 00000005.00000003.5294
04894.0000000000610000.00000004.00001000
.00020000.00000000.sdmp, U59WtZz2Sg.exe,
00000005.00000003.528855392.00000000006
10000.00000004.00001000.00020000.0000000
0.sdmp, U59WtZz2Sg.exe, 00000005.0000000
3.528097089.0000000000610000.00000004.00
001000.00020000.00000000.sdmp, U59WtZz2Sg.exe,
00000005.00000003.528636685.000000000061000
0.00000004.00001000.00020000.00000000.sdmp,
U59WtZz2Sg.exe, 00000005.00000003.529863093.00
00000000610000.00000004.00001000.0002000
0.00000000.sdmp, U59W1tZz2Sg.exe, 0000000
5.00000003.529604993.0000000000610000.00
000004.00001000.00020000.00000000.sdmp,
U59WtZz2Sg.exe, 00000005.00000003.528540
404.0000000000610000.00000004.00001000.0
0020000.00000000.sdmp, U59WtZz2Sg.exe, 0
0000005.00000003.527571080.0000000000610
000.00000004.00001000.00020000.00000000.sdmp,
U59WtZz2Sg.exe, 00000005.00000003.528204840.
0000000000610000.00000004.00001000.00020
000.00000000.sdmp

U59WtZz2Sg.exe, 00000005.00000002.577980 true « Avira URL Cloud: safe
822.0000000002F50000.00000004.00000800.0

0020000.00000000.sdmp

U59WtZz2Sg.exe, 00000005.00000003.546543 false

404.0000000000610000.00000004.00001000.0
0020000.00000000.sdmp

U59W1tZz2Sg.exe, 00000005.00000003.530047 false
759.0000000000610000.00000004.00001000.0
0020000.00000000.sdmp, U59WtZz2Sg.exe, 0
0000005.00000003.528005153.0000000000610
000.00000004.00001000.00020000.00000000.sdmp,
U59WtZz2Sg.exe, 00000005.00000003.527905885.
0000000000610000.00000004.00001000.00020
000.00000000.sdmp, U59W1Zz2Sg.exe, 00000
005.00000003.527699347.0000000000610000.
00000004.00001000.00020000.00000000.sdmp,
U59WtZz2Sg.exe, 00000005.00000003.5294
04894.0000000000610000.00000004.00001000
.00020000.00000000.sdmp, U59W1Zz2Sg.exe,
00000005.00000003.528855392.00000000006
10000.00000004.00001000.00020000.0000000
0.sdmp, US9WtZz2Sg.exe, 00000005.0000000
3.528097089.0000000000610000.00000004.00
001000.00020000.00000000.sdmp, U59WtZz2Sg.exe,
00000005.00000003.528636685.000000000061000
0.00000004.00001000.00020000.00000000.sdmp,
U59WtZz2Sg.exe, 00000005.00000003.529863093.00
00000000610000.00000004.00001000.0002000
0.00000000.sdmp, U59W1Zz2Sg.exe, 0000000
5.00000003.529604993.0000000000610000.00
000004.00001000.00020000.00000000.sdmp,
U59W1tZz2Sg.exe, 00000005.00000003.528540
404.0000000000610000.00000004.00001000.0
0020000.00000000.sdmp, U59WtZz2Sg.exe, 0
0000005.00000003.527571080.0000000000610
000.00000004.00001000.00020000.00000000.sdmp,
U59WtZz2Sg.exe, 00000005.00000003.528204840.
0000000000610000.00000004.00001000.00020
000.00000000.sdmp

U59W1tZz2Sg.exe, 00000001.00000002.309333 false
015.0000000000827000.00000004.00000020.0
0020000.00000000.sdmp

U59WtZz2Sg.exe, 00000005.00000003.497150 false
466.0000000000610000.00000004.00001000.0
0020000.00000000.sdmp

Reputation

high

high

unknown

high

high

high

high
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Name

http://fresherlights.com/files/1/build3.exe(

http://https://api.2ip.ua/geo.jsonk

http://https://www.youtube.com/

http:/fuaery.top/dl/build2.exe$run

http://www.msn.com/

http://https:/docs.google.com/spreadsheets/

http://https://api.2ip.ua/geo.json=

http://fresherlights.com/test1/get.php?
pid=903E7F261711F85395E5CEFBF4173C54&(first=tr
ueW

http://https://api.2ip.ua/B

http://sodipodi.sourceforge.net/DTD/sodipodi-0.dtd

http://https://api.2ip.ua/geo.jsons

http://aka.ms/rmssdk)

http://www.youtube.com/

hitp://
https://dl.google.com/tag/s/appguid%3D%7B8A69D34
5-D564-463C-AFF1-
A69DIE530F96%7D%26iid%3D%7BE6B7572D

http:ifhttps://www.google.com/chrome/thank-you.htm|?
statcb=0&installdataindex=empty&defaultbrowser=02G
oogle

Copyright Joe Security LLC 2022

Source Malicious  Antivirus Detection

U59WtZz2Sg.exe, 00000005.00000003.385085 false « Avira URL Cloud: malware
396.0000000002FB9000.00000004.00000800.0
0020000.00000000.sdmp, US9WtZz2Sg.exe, 0
0000005.00000003.522838758.0000000002FB2
000.00000004.00000800.00020000.00000000.sdmp,
U59WtZz2Sg.exe, 00000005.00000003.388272737.
0000000002FB9000.00000004.00000800.00020
000.00000000.sdmp, U59WtZz2Sg.exe, 00000
005.00000003.487679398.0000000002FAA000.
00000004.00000800.00020000.00000000.sdmp,
U59WtZz2Sg.exe, 00000005.00000003.5425
75948.0000000002FAA000.00000004.00000800
.00020000.00000000.sdmp, U59W1Zz2Sg.exe,
00000005.00000003.488792776.0000000002F
B2000.00000004.00000800.00020000.0000000
0.sdmp

U59WtZz2Sg.exe, 00000001.00000003.306241 false
286.000000000089F000.00000004.00000020.0
0020000.00000000.sdmp, U59WtZz2Sg.exe, 0
0000001.00000003.308057042.000000000089F
000.00000004.00000020.00020000.00000000.sdmp,
U59WtZz2Sg.exe, 00000001.00000003.306100466.
000000000089F000.00000004.00000020.00020
000.00000000.sdmp

U59WtZz2Sg.exe, 00000005.00000003.527393 false
147.0000000000610000.00000004.00001000.0
0020000.00000000.sdmp

U59WtZz2Sg.exe, 00000005.00000002.574964 true « Avira URL Cloud: malware
169.00000000008AD000.00000004.00000020.0

0020000.00000000.sdmp

U59WtZz2Sg.exe, 00000005.00000003.421301 false
397.000000000306C000.00000004.00001000.0
0020000.00000000.sdmp

U59WtZz2Sg.exe, 00000005.00000003.527393 false
147.0000000000610000.00000004.00001000.0
0020000.00000000.sdmp

U59WtZz2Sg.exe, 00000001.00000002.309333 false
015.0000000000827000.00000004.00000020.0
0020000.00000000.sdmp

U59W1tZz2Sg.exe, 00000005.00000003.385404 false « Avira URL Cloud: malware
722.00000000008AD000.00000004.00000020.0

0020000.00000000.sdmp, U59WtZz2Sg.exe, 0

0000005.00000002.574964169.00000000008AD

000.00000004.00000020.00020000.00000000.sdmp

U59WtZz2Sg.exe, 00000001.00000002.309333 false
015.0000000000827000.00000004.00000020.0
0020000.00000000.sdmp

U59WtZz2Sg.exe, 00000005.00000003.507888 false
546.0000000000610000.00000004.00001000.0
0020000.00000000.sdmp, US9WtZz2Sg.exe, 0
0000005.00000003.501922929.0000000000610
000.00000004.00001000.00020000.00000000.sdmp

U59W1tZz2Sg.exe, 00000001.00000002.309333 false
015.0000000000827000.00000004.00000020.0
0020000.00000000.sdmp

U59W1tZz2Sg.exe, 00000005.00000003.450591 false
507.0000000000610000.00000004.00001000.0
0020000.00000000.sdmp

U59W1tZz2Sg.exe, 00000005.00000003.351612 false
553.0000000003060000.00000004.00001000.0
0020000.00000000.sdmp

U59WtZz2Sg.exe, 00000005.00000003.420123 false
871.0000000003060000.00000004.00001000.0
0020000.00000000.sdmp

U59W1tZz2Sg.exe, 00000005.00000003.496991 false
699.0000000000610000.00000004.00001000.0
0020000.00000000.sdmp

Reputation

unknown

high

high

unknown

high

high

high

unknown

high

high

high

high

high

high

high
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Name

http://www.gt.io/terms-conditions.

http://www.openssl.org/)

http://www.inkscape.org/namespaces/inkscape

http://https://www.google.com/

http://https:/docs.google.com/document/

http://www.qt.io/licensing/

http:/fhttps://mail.google.com/mail/installwebapp?
usp=chrome_default

Copyright Joe Security LLC 2022

Source Malicious  Antivirus Detection

U59WtZz2Sg.exe, 00000005.00000003.530047 false
759.0000000000610000.00000004.00001000.0
0020000.00000000.sdmp, U59WtZz2Sg.exe, 0
0000005.00000003.528005153.0000000000610
000.00000004.00001000.00020000.00000000.sdmp,
U59WtZz2Sg.exe, 00000005.00000003.527905885.
0000000000610000.00000004.00001000.00020
000.00000000.sdmp, U59WtZz2Sg.exe, 00000
005.00000003.527699347.0000000000610000.
00000004.00001000.00020000.00000000.sdmp,
U59WtZz2Sg.exe, 00000005.00000003.5294
04894.0000000000610000.00000004.00001000
.00020000.00000000.sdmp, U59W1Zz2Sg.exe,
00000005.00000003.528855392.00000000006
10000.00000004.00001000.00020000.0000000
0.sdmp, U59WtZz2Sg.exe, 00000005.0000000
3.528097089.0000000000610000.00000004.00
001000.00020000.00000000.sdmp, U59WtZz2Sg.exe,
00000005.00000003.528636685.000000000061000
0.00000004.00001000.00020000.00000000.sdmp,
U59WtZz2Sg.exe, 00000005.00000003.529863093.00
00000000610000.00000004.00001000.0002000
0.00000000.sdmp, U59W1Zz2Sg.exe, 0000000
5.00000003.529604993.0000000000610000.00
000004.00001000.00020000.00000000.sdmp,
U59WtZz2Sg.exe, 00000005.00000003.528540
404.0000000000610000.00000004.00001000.0
0020000.00000000.sdmp, U59WtZz2Sg.exe, 0
0000005.00000003.527571080.0000000000610
000.00000004.00001000.00020000.00000000.sdmp,
U59WtZz2Sg.exe, 00000005.00000003.528204840.
0000000000610000.00000004.00001000.00020
000.00000000.sdmp

U59WtZz2Sg.exe, 00000005.00000003.408637 false
409.0000000003060000.00000004.00001000.0
0020000.00000000.sdmp

U59WtZz2Sg.exe, 00000005.00000003.507888 false
546.0000000000610000.00000004.00001000.0
0020000.00000000.sdmp, U59WtZz2Sg.exe, 0
0000005.00000003.501922929.0000000000610
000.00000004.00001000.00020000.00000000.sdmp

U59W1tZz2Sg.exe, 00000005.00000003.546543 false
404.0000000000610000.00000004.00001000.0
0020000.00000000.sdmp

U59W1tZz2Sg.exe, 00000005.00000003.527393 false
147.0000000000610000.00000004.00001000.0
0020000.00000000.sdmp

U59W1tZz2Sg.exe, 00000005.00000003.530047 false
759.0000000000610000.00000004.00001000.0
0020000.00000000.sdmp, U59WtZz2Sg.exe, 0
0000005.00000003.528005153.0000000000610
000.00000004.00001000.00020000.00000000.sdmp,
U59WtZz2Sg.exe, 00000005.00000003.527905885.
0000000000610000.00000004.00001000.00020
000.00000000.sdmp, U59W1Zz2Sg.exe, 00000
005.00000003.527699347.0000000000610000.
00000004.00001000.00020000.00000000.sdmp,
U59W1tZz2Sg.exe, 00000005.00000003.5294
04894.0000000000610000.00000004.00001000
.00020000.00000000.sdmp, U59W1Zz2Sg.exe,
00000005.00000003.528855392.00000000006
10000.00000004.00001000.00020000.0000000
0.sdmp, US9WtZz2Sg.exe, 00000005.0000000
3.528097089.0000000000610000.00000004.00
001000.00020000.00000000.sdmp, U59WtZz2Sg.exe,
00000005.00000003.528636685.000000000061000
0.00000004.00001000.00020000.00000000.sdmp,
U59W1tZz2Sg.exe, 00000005.00000003.529863093.00
00000000610000.00000004.00001000.0002000
0.00000000.sdmp, U59W1Zz2Sg.exe, 0000000
5.00000003.529604993.0000000000610000.00
000004.00001000.00020000.00000000.sdmp,
U59W1tZz2Sg.exe, 00000005.00000003.528540
404.0000000000610000.00000004.00001000.0
0020000.00000000.sdmp, U59WtZz2Sg.exe, 0
0000005.00000003.527571080.0000000000610
000.00000004.00001000.00020000.00000000.sdmp,
U59WtZz2Sg.exe, 00000005.00000003.528204840.
0000000000610000.00000004.00001000.00020
000.00000000.sdmp

U59WtZz2Sg.exe, 00000005.00000003.527393 false
147.0000000000610000.00000004.00001000.0
0020000.00000000.sdmp

Reputation

high

high

high

high

high

high

high
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Name

http:ifhttps://drive.google.com/drive/installwebapp?
usp=chrome_default

http://
https://www.google.com/chrome/static/images/favicons
/favicon-16x16.png

http://www.amazon.com/

http://https:/docs.google.com/presentation/B

hitp://
https://docs.google.com/document/installwebapp?
usp=chrome_default

hitp://
https://sandbox.google.com/payments/v4/js/integrator.j
s

http://www.twitter.com/

http://https:/docs.google.com/presentation/:

hitp://
https://docs.google.com/presentation/installwebapp?
usp=chrome_default

http://www.openssl.org/support/fag.html

http://f
https://ns1.kriston.ugns2.chalekin.ugns3.unalelath.ugn
s4.andromath.ug/Error

http://https:/docs.google.com/spreadsheets/?
usp=installed_webapp

hitp://
https:/login.microsoftonline.com/common/oauth2/auth
orize?client_id=9ea1ad79-fdb6-4f9a-8bc3-2b70f96e

http://https:/docs.google.com/spreadsheets/B

http://aka.ms/sia

http:ifhttps://contextual.media.net/checksync.php?
&vsSync=1&cs=18&hb=1&cv=37&ndec=1&cid=8HBI57
XIG&prvid=77%2

http://fresherlights.com/files/1/build3.exe$run

http://https:/docs.google.com/spreadsheets/:

http://www.freetype.org

Copyright Joe Security LLC 2022

Source Malicious  Antivirus Detection
U59WtZz2Sg.exe, 00000005.00000003.527393 false
147.0000000000610000.00000004.00001000.0

0020000.00000000.sdmp

U59W1tZz2Sg.exe, 00000005.00000003.444451 false
772.0000000003060000.00000004.00001000.0

0020000.00000000.sdmp

U59WtZz2Sg.exe, 00000005.00000003.349908 false

003.0000000003060000.00000004.00001000.0
0020000.00000000.sdmp

U59WtZz2Sg.exe, 00000005.00000003.527393 false
147.0000000000610000.00000004.00001000.0
0020000.00000000.sdmp

U59WtZz2Sg.exe, 00000005.00000003.527393 false
147.0000000000610000.00000004.00001000.0
0020000.00000000.sdmp

U59WtZz2Sg.exe, 00000005.00000003.546543 false
404.0000000000610000.00000004.00001000.0
0020000.00000000.sdmp

U59WtZz2Sg.exe, 00000005.00000003.350997 false
403.0000000003060000.00000004.00001000.0
0020000.00000000.sdmp

U59WtZz2Sg.exe, 00000005.00000003.527393 false
147.0000000000610000.00000004.00001000.0
0020000.00000000.sdmp

U59WtZz2Sg.exe, 00000005.00000003.527393 false
147.0000000000610000.00000004.00001000.0
0020000.00000000.sdmp

U59WtZz2Sg.exe, 00000005.00000000.314284 false
082.0000000000400000.00000040.00000400.0
0020000.00000000.sdmp

U59WtZz2Sg.exe, 00000000.00000002.305141 false
359.0000000002220000.00000040.00001000.0
0020000.00000000.sdmp, U59WtZz2Sg.exe, 0
0000001.00000000.303569533.0000000000400
000.00000040.00000400.00020000.00000000.sdmp,
U59WtZz2Sg.exe, 00000001.00000002.309064408.
0000000000400000.00000040.00000400.00020
000.00000000.sdmp, U59W1Zz2Sg.exe, 00000
001.00000000.301786839.0000000000400000.
00000040.00000400.00020000.00000000.sdmp,
U59W1tZz2Sg.exe, 00000003.00000002.3184
81347.00000000021E0000.00000040.00001000
.00020000.00000000.sdmp, U59W1Zz2Sg.exe,
00000004.00000002.362805036.00000000022
80000.00000040.00001000.00020000.0000000
0.sdmp, US9W1tZz2Sg.exe, 00000005.0000000
0.317450025.0000000000400000.00000040.00
000400.00020000.00000000.sdmp, U59WtZz2Sg.exe,
00000005.00000002.564528734.000000000040000
0.00000040.00000400.00020000.00000000.sdmp,
U59W1tZz2Sg.exe, 00000005.00000000.314284082.00
00000000400000.00000040.00000400.0002000
0.00000000.sdmp

« Avira URL Cloud: safe

U59WtZz2Sg.exe, 00000005.00000003.527393 false
147.0000000000610000.00000004.00001000.0
0020000.00000000.sdmp

U59W1tZz2Sg.exe, 00000005.00000003.496991 false
699.0000000000610000.00000004.00001000.0
0020000.00000000.sdmp

U59WtZz2Sg.exe, 00000005.00000003.527393 false
147.0000000000610000.00000004.00001000.0
0020000.00000000.sdmp

U59W1tZz2Sg.exe, 00000005.00000003.450591 false
507.0000000000610000.00000004.00001000.0
0020000.00000000.sdmp

U59W1tZz2Sg.exe, 00000005.00000003.497150 false
466.0000000000610000.00000004.00001000.0
0020000.00000000.sdmp

U59W1tZz2Sg.exe, 00000005.00000003.385404 false « Avira URL Cloud: malware
722.00000000008AD000.00000004.00000020.0

0020000.00000000.sdmp, U59WtZz2Sg.exe, 0

0000005.00000002.574964169.00000000008AD

000.00000004.00000020.00020000.00000000.sdmp

U59W1tZz2Sg.exe, 00000005.00000003.527393 false
147.0000000000610000.00000004.00001000.0
0020000.00000000.sdmp

U59WtZz2Sg.exe, 00000005.00000003.408637 false
409.0000000003060000.00000004.00001000.0
0020000.00000000.sdmp

Reputation

high

high

high

high

high

high

high

high

high

high

low

high

high

high

high

high

unknown

high

high
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Name

http:/fhttps://www.google.com/chrome/thank-you.htm|?
statcb=0&installdataindex=empty&defaultbrowser=0

http://uaery.top/dl/build2.exerunké

http://facebook.github.io/react/docs/error-
decoder.html?invariant

http://www.nytimes.com/

http://https://drive.google.com/:

http://https://api.2ip.ua/

http://aka.ms/rmsfaq)

http:if

https://adservice.google.com/ddm/fls/i/src=2542116;typ
e=chrom322;cat=chrom01g;0rd=5864849777998;gtm=

http:i/

https://adservice.google.co.uk/ddm/fls/i/src=2542116;ty
pe=chrom322;cat=chrom01g;0rd=5864849777998;gt

http://https://aka.ms/Vh5j3k

http://creativecommons.org/ns#

World Map of Contacted IPs

[ No. of IPs < 25%
[ 25% < No. of IPs < 50%
B 50% < No. of IPs < 75%
B 75% < No. of IPs

Public IPs

Copyright Joe Security LLC 2022

Source

U59WtZz2Sg.exe, 00000005.00000003.496991
699.0000000000610000.00000004.00001000.0
0020000.00000000.sdmp

U59WtZz2Sg.exe, 00000005.00000003.385286
762.000000000086A000.00000004.00000020.0
0020000.00000000.sdmp

U59WtZz2Sg.exe, 00000005.00000003.536209
004.0000000000610000.00000004.00001000.0
0020000.00000000.sdmp, US9WtZz2Sg.exe, 0

0000005.00000003.536117643.0000000000610

000.00000004.00001000.00020000.00000000.sdmp

U59WtZz2Sg.exe, 00000005.00000003.350793
064.0000000003060000.00000004.00001000.0
0020000.00000000.sdmp

U59WtZz2Sg.exe, 00000005.00000003.527393
147.0000000000610000.00000004.00001000.0
0020000.00000000.sdmp

U59WtZz2Sg.exe, 00000001.00000002.309333
015.0000000000827000.00000004.00000020.0
0020000.00000000.sdmp, U59WtZz2Sg.exe, 0
0000005.00000003.385286762.000000000086A

000.00000004.00000020.00020000.00000000.sdmp

U59WtZz2Sg.exe, 00000005.00000003.450591
507.0000000000610000.00000004.00001000.0
0020000.00000000.sdmp

U59WtZz2Sg.exe, 00000005.00000003.496991
699.0000000000610000.00000004.00001000.0
0020000.00000000.sdmp

U59WtZz2Sg.exe, 00000005.00000003.496991
699.0000000000610000.00000004.00001000.0
0020000.00000000.sdmp

U59WtZz2Sg.exe, 00000005.00000003.457247
775.0000000000610000.00000004.00001000.0
0020000.00000000.sdmp

U59W1tZz2Sg.exe, 00000005.00000003.507888
546.0000000000610000.00000004.00001000.0
0020000.00000000.sdmp, U59WtZz2Sg.exe, 0

0000005.00000003.501922929.0000000000610
000.00000004.00001000.00020000.00000000.sdmp

Malicious

false

true

false

false

false

false

false

false

false

false

false

Antivirus Detection

« Avira URL Cloud: malware

« URL Reputation: safe

« URL Reputation: safe

Reputation

high

unknown

unknown

high

high

high

high

high

unknown

high

high
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IP Domain Country Flag ASN ASN Name Malicious

116.121.62.237 uaery.top Korea Republic of . 9578 CJNET- true
ASCheiliedangColncKR

88.198.94.71 unknown Germany = 24940 HETZNER-ASDE false

162.0.217.254 api.2ip.ua Canada [ 35893 ACPCA false

222.236.49.123 fresherlights.com Korea Republic of . 9318 SKB- true
ASSKBroadbandCoLtdKR

149.154.167.99 t.me United Kingdom i 62041 TELEGRAMRU false

General Information

Joe Sandbox Version: 36.0.0 Rainbow Opal

Analysis ID: 756302

Start date and time: 2022-11-30 00:21:09 +01:00

Joe Sandbox Product: CloudBasic

Overall analysis duration: Oh 13m 39s

Hypervisor based Inspection enabled: false

Report type: light

Sample file name: US9WtZz2Sg.exe

Cookbook file name: default.jos

Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 104, IE 11, Adobe Reader DC 19, Java 8 Update 211

Number of analysed new started processes 24

analysed:

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 0

Technologies: « HCA enabled

« EGA enabled
« HDC enabled
« AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

Detection: MAL

Classification: mal100.rans.troj.spyw.evad.winEXE@32/1330@8/5
EGA Information: « Successful, ratio: 100%

HDC Information: Successful, ratio: 93.5% (good quality ratio 87.2%)
« Quality average: 80.4%

Quality standard deviation: 29.9%

.

.

HCA Information: Successful, ratio: 93%
« Number of executed functions: 0

« Number of non-executed functions: 0

Cookbook Comments: Found application associated with file extension: .exe

.

Warnings

Exclude process from analysis (whitelisted): MpCmdRun.exe, WerFault.exe, conhost.exe, svch ost.exe
TCP Packets have been reduced to 100

Created / dropped Files have been reduced to 100

Excluded domains from analysis (whitelisted): client.wns.windows.com, ctldl.windowsupdate.com
Not all processes where analyzed, report is missing behavior information

Report creation exceeded maximum time and may have missing d isassembly code information.
Report size exceeded maximum capacity and may have missing b ehavior information.

Report size getting too big, t oo many NtCreateFile calls found.

Report size getting too big, t oo many NtOpenFile calls found.

Report size getting too big, t oo many NtOpenKeyEx calls found.

Report size getting too big, t oo many NtProtectVirtualMemory calls found.

Report size getting too big, t oo many NtQueryAttributesFile calls found.

Report size getting too big, t oo many NtQueryValueKey calls found.

Report size getting too big, t oo many NtReadFile calls found.

Report size getting too big, t oo many NtReadVirtualMemory calls found.

Report size getting too big, t oo many NtSetInformationFile calls found.

Report size getting too big, t oo many NtWriteFile calls found.
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Simulations

Behavior and APIs

Time Type Description

00:22:11 Task Scheduler Run new task: Time Trigger Task path: C:\Users\user\AppData\Local\439dd104-1941-4ae6-af5f-8afc23993f
7a\U59W1tZz2Sg.exe s>--Task

00:22:14 Autostart Run: HKCU\Software\Microsoft\Windows\CurrentVersion\Run SysHelper "C:\Users\user\AppData\Local\439dd
104-1941-4ae6-af5f-8afc23993f7a\US9WtZz2Sg.exe" --AutoStart

00:22:18 API Interceptor 1x Sleep call for process: U59W1tZz2Sg.exe modified

00:22:24 Autostart Run: HKCU64\Software\Microsoft\Windows\CurrentVersion\Run SysHelper "C:\Users\user\AppData\Local\439
dd104-1941-4ae6-af5f-8afc23993f7a\U59WtZz2Sg.exe" --AutoStart

00:22:28 Task Scheduler Run new task: Azure-Update-Task path: C:\Users\user\AppData\Roaming\Microsoft\Network\mstsca.exe

Joe Sandbox View / Context

IPs

@ No context

Domains

@ No context

ASNs

@ No context

JA3 Fingerprints

@ No context

Dropped Files

@ No context

Created / dropped Files

C:\ProgramData\15593502492893213849595709

Process: C:\Users\user\AppData\Local\81bc8e9b-9d47-41ad-b82b-bbc3ff54a6de\build2.exe

File Type: SQLite 3.x database, last written using SQLite version 3038005, page size 2048, file counter 3, database pages 45, cookie 0x3d, schema 4, UTF-8, version-valid-for 3
Category: dropped

Size (bytes): 94208

Entropy (8bit):  1.287139506398081

Encrypted: false

SSDEEP: 192:Qo1/8dpUXbSzTPJPF6N/YVuzdafEwn7PrH944:QS/indc/Y VuzdgfEwn7b944

MD5: 292F98D765C8712910776C89ADDE2311

SHA1: E9F4CCB4577B3E6857C6116CICBAOF3EC63878C5

SHA-256: 9C63F8321526F04D4CDOCFE11EA32576D1502272FE8333536B9DEE2C3B49825E

SHA-512: 205764B34543D8B53118B3AEA88C550B2273E6EBC880AAD5A106F8DB11D520EB8FDEEFD3DB3B87A4500D287187832FCF18F60556072DD7F5CC947BB7A4E3C3
1

Malicious: false

Preview: SQLite format 3......

C:\ProgramData\28325875654976084354326271
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Process:

File Type:

Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Users\user\AppData\Local\81bc8e9b-9d47-41ad-b82b-bbc3ff54a6de\build2.exe

SQLite 3.x database, last written using SQLite version 3038005, file counter 2, database pages 36, 1st free page 10, free pages 4, cookie 0x26, schema 4, UTF-8,
version-valid-for 2

dropped

147456

0.45387870883890413

false

96:iWvdU+bb3DtSOaDN6tOVjNIDLjGQLBE3u:iWvK+H3NGNG6IVi3XBBE3u

9D9851BF9104273B5AB6337A4E38A4AE

OFF6130A7A10B06B73DAB3687ABA6FCD4E92C2E8

DBC976D79FBCOF3BA62CDEAGEFDDEEAEOADD7EBF092B865DBB907A1D9BODASE
DEF485857FB1F882895122AF5ABBC502E708CA62735FFBAC855DEAEC7334D9858019D7889E90B64258EA08E634F3826B7962C29F331392670521 C6EABEAOF5ES
false

SQLite format 8.....@ ...

C:\ProgramData\28516965580031020035471649

Process:

File Type:

Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAT:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Users\user\AppData\Local\81bc8e9b-9d47-41ad-b82b-bbc3ff54a6de\build2.exe

SQLite 3.x database, last written using SQLite version 3038005, file counter 2, database pages 36, 1st free page 10, free pages 4, cookie 0x26, schema 4, UTF-8,
version-valid-for 2

dropped

147456

0.45387870883890413

false

96:iWvdU+bb3DtSOaDN6tOVjNIDLjGQLBE3u:iWvK+H3NGNG6IVi3XBBE3u

9D9851BF9104273B5AB6337A4E38A4AE

OFF6130A7A10B06B73DAB3687ABA6FCD4E92C2ES

DBC976D79FBCOF3BA62CDEAG6EFDDEEAEOADD7EBF092B865DBB907A1DIBIDASE
DEF485857FB1F882895122AF5ABBC502E708CA62735FF8AC855DEAEC7334D9858019D7889E90B64258EAO8E634F3826B7962C29F 331392670521 C6EABEAOF5EE
false

SQLite format 3......

C:\ProgramData\50023325401737157063598945

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAT:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\AppData\Local\81bc8e9b-9d47-41ad-b82b-bbc3ff54a6de\build2.exe

SQLite 3.x database, last written using SQLite version 3038005, page size 2048, file counter 2, database pages 23, cookie 0x19, schema 4, UTF-8, version-valid-for 2
dropped

49152

0.7876734657715041

false

48:43KzO0I1Y3HzrkNSs8LKvUfIKnmIGOUX9g4ICm-+KLka+yJghMOObVEq8Ma0DOHOIx:SqONFeymDIGD9gIm+KL2y0Obn8MouO
CF7758A2FF4A94A5D589DEBAED38F82E

D3380E70DOCAEB9AD78D14DD970EA480E08232B8

6CA783B84D01BFCF9AA7185D7857401D336BAD407A182345B97096E 1F2502B7F

1D0C49B02A159EEB4AA971980CCA02751973E249422A71A0587EE63986A4A0EB8929458BCC575A9898CE3497CC5BDFB7050DF33DF53F5C88D110F386A0804CE
F

false

SQLite format 3......@ .[5..

C:\ProgramData\53195122028892118046415569

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):

C:\Users\user\AppData\Local\81bc8e9b-9d47-41ad-b82b-bbc3ff54a6de\build2.exe

SQLite 3.x database, last written using SQLite version 3038005, page size 2048, file counter 3, database pages 45, cookie 0x3d, schema 4, UTF-8, version-valid-for 3
dropped

94208

1.287139506398081
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Encrypted:
SSDEEP:
MD5:
SHAT:
SHA-256:
SHA-512:

Malicious:

Preview:

false

192:Q01/8dpUXbSzTPJPF6n/YVuzdgfEwn7PrH944:QS/indc/YVuzdgfEwn7b944
292F98D765C8712910776C89ADDE2311
E9F4CCB4577B3E6857C6116C9CBAOF3EC63878C5
9C63F8321526F04D4CDOCFE11EA32576D1502272FE8333536B9DEE2C3B49825E

205764B34543D8B53118B3AEA88C550B2273E6EBC880AAD5A106F8DB11D520EB8FD6EFD3DB3B87A4500D287187832FCF18F60556072DD7F5CC947BB7A4E3C3
1

false

C:\ProgramData\69859612379489584907088796

Process:

File Type:

Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAT:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Users\user\AppData\Local\81bc8e9b-9d47-41ad-b82b-bbc3ff54a6de\build2.exe

SQLite 3.x database, last written using SQLite version 3038005, file counter 10, database pages 7, 1st free page 5, free pages 2, cookie 0x13, schema 4, UTF-8, version-
valid-for 10

dropped

28672

0.4393511334109407

false

24:TLqlj1czkwubXYFpFNYcw+6UwcYzHrSI:TyxcYwuLopFgU1YzLSI

8C31C5487A97BBE73711C5E20600C1F6

D4D6B04226D8FFC894749B3963E7DB7068D6D773

A1326E74262F4B37628F2E712EC077F499B113181A1E937E752D046E43F1689A
394391350524B994504F4E748CCD5C3FABEF980AED850A5A60F09250E8261AC8E300657CBB1DBF305729637BCOE1F043E57799E2A35C82EEA3825CE5CIE70511

false

SQLite format 3

C:\SystemID\PersonallD.txt

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAT:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\U59W1tZz2Sg.exe

ASCI! text, with CRLF line terminators

dropped

42

4.8208888513501895

false

3:cRJ1x6qwZdUmnIQdOX:cHGxnti

53BC8AA5E48C1DA5C959E645EBD3BFOB
1425194A71023EB54098B76F5DE96C89D06CBFA3
8D177185C26DB03DA48D7944B355DAAECIFA251A377401DE195F7520FFE84B53

DEC60480AEABE911DFA29F92C37EDSA3E89342A8A34834FE96B97DEF47A3A4633897AA65D5A93033DEAD5S54E504B5204EC4031ACCF6D4C09C63A560BFEEAOF
C30

false

K6te1YGPnlbo4GcGOEP3iHx1cFFHBUeguxRGmM3XS..

C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\LOG.old

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1:
SHA-256:
SHA-512:

Malicious:

C:\Users\user\Desktop\U59WtZz2Sg.exe

data

dropped

459

7.535586892873741

false

12:vc6EedgoT/kJTZHOg1W/9JgHFWVMtcii9a:vebzwJTZUd6WVybD
28C137D21FF97436D503CB1FC791D488
4E4A9A6311E04B3E9FFAB8C7D5C9DE744BB5DCBF
26FA2C2A74B0D9A23F4157810720E784EB520D6CB3C9AA99C16593B2A91D0858

2FEAA4CBB25A2DA3D6CA3FAB209AF4C5F4C55C3B2FD4A5A587A09ACDE24E57A341D705828DB900FE6F09549EBBEB24993396C 1E3636B355A6C708D699ADC3
B7E

false
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Preview: 20192Y..\.M..|]..(c..h..Tu<.E...u}.<p...H....jm... #. "HL.atMZ1{...| f.,.L.....DU.L6... bALF?..J"]..P..#):"..2Q) oo ... OV %68 V52,3 .GV Zi oo Pl QNP 7V
rZernn O WX m WERM.ce.m{. B> 2 H.G.@$.D.5....j.1....Q. ~O?._..Y.&..95.7..)C3>M;M:.mq......B....[ .Z...Aj.2..E_...IK6te1YGPnIbodGcGOEP3iHx1cFF
HBUeguxRGM3XS{36A698B9-D67C-4E07-BES2-0EC5B14B4DF5}

C:\Users\user\AppData\LocalLow\Microsoft\Internet Explorer\DOMStore\4DDQNYCN\www.msn[1].xml

Process: C:\Users\user\Desktop\U59WtZz2Sg.exe
File Type: data

Category: dropped

Size (bytes): 347

Entropy (8bit): 7.2641222679610795

Encrypted: false

SSDEEP: 6:hnMyNmQqSg4/yUY5PEgh3YMXrrZe8tYFtOmOk050GxntHcii96Z:zNiSgoFOPEghoM7AEgtOmLCRtcii9a

MDS5: 5C207E0ED495D67925B2ED17358A7AD7

SHAT1: E241A04EE6971342F9AFAFFDA97A1BA16AB89974

SHA-256: 022028B912BEB092B738681DE41CA794FE3941E30E161169272C898107950613

SHA-512: 125A098430FD7EC198CE394576C893E79404F12AD1B44A78ED46F1F56DF1B0975DDD9F278B0DE76E3970445E6B3F93474B07B3EF77BOF5E807D368F04D2C99A
Malicious: false

Preview: <rootl......@.."...Q...aR..b..+4-gr\..[K......jl.(.7.:.UI$]..M.....E...uK.d.sD..6..c3.)O.[K..T<\..)ZC.*3. WL.......%.--8)).....a.6..(.~ XU.H#L.....V..&.D)... . LT$...}o.a..V......U.5.S!>g..

8{*|...e.T...[}.Ma.jW..c....{nF.T@..3e....%.h.v.G...K6te 1YGPnlbo4GcGOEP3iHx1cFFHBUeguxRGmM3XS{36 A698B9-D67C-4E07-BE82-0EC5B14B4DF5}

C:\Users\user\AppData\Local\439dd104-1941-4ae6-af5f-8afc23993f7a\U59WtZz2Sg.exe @

Process: C:\Users\user\Desktop\U59W1tZz2Sg.exe
File Type: MS-DOS executable, MZ for MS-DOS
Category: dropped

Size (bytes): 680782

Entropy (8bit):  7.986526926520813

Encrypted: false

SSDEEP: 12288:EEmMtgZhg TOUMA9F8GJF6YINbgGUXOKXZPwWtSRGG/6i515kCYISV:NMMtScu93d9V3U/XZPwYRGQ6I5I5K51E

MD5: E9FE84B69073056ECAC6B24F92F6F06B

SHA1: 7C015C421C888F822EBD97E41EC4FCOCIFFEDAFA

SHA-256: 494AC478C50EF9CBC55ED6C7D324CEB4AEB3FBF0809825C58C17BE91D4078CEC

SHA-512: 1FBEA24E99F888BE972110079B2F00A32E8D54F57D477B79C8E3500A1999923AA524EA5F7802EC525EB1C97BBES54D1F2EEA75F68C3DA271DC496BC207036F7
E

Malicious: true

Preview: MZ...,...2z].1..8@ .....d}z.#}.e.N?cn.s.~.$.Y..=.K_..*N..L.x...8@. "W..M...(W.;8.i..0.h...~..."...0=i..;vgC....I0..[7..sN.O.T}.B.X.._...[V.A....(A.l]....0..S...s..0.3.~.N...
bM..E.qkdR.Po (U 1.5.%..0v.....leeQu0.-AVS LG W95 b T30 9. U [L.m T8t U mUIW, . P@. "> A =R#.>.9D.+=.Z.].rQ.7.X.
[T "D'A..PvAiyrb...y.D..-P./7...=P.f*..;.G..V&...<<c_.UH._...)F..r+.p.3...Q.c..]....J.&?00...U li+.e...z..]q........ mx.DVOM..:dG }s.9..*....m....4.p.-%...5.~.&.VQP_.n.
[.v.@(.c~i.d.....7...%."...cl_....$l.G.."ta..H.7.)..;jS<._z.8)R..*..E....DZ&.R.z.PJWE3d..i.]...*,.GZYLVI[...(.C...k(66....V...g}.;,U&.&g.....p. 2TAY...L[L$..L...Y.l.....a

b2 1Q EW N LN( oy )~V b.g _..2..0.YyAORJIR..G... Dnw..l.a V.. W<..l.j..S..:G.N.Mk.h..).)..]..t[.1.=.b.l...V5.G. . KE}K.....4f..

C:\Users\user\AppData\Local\439dd104-1941-4ae6-af5f-8afc23993f7a\U59WtZz2Sg.exe:Zone.ldentifier @

Process: C:\Users\user\Desktop\U59W1tZz2Sg.exe
File Type: ASCII text, with CRLF line terminators
Category: modified

Size (bytes): 26

Entropy (8bit):  3.95006375643621

Encrypted: false

SSDEEP: 3:ggPYVirPYV

MD5: 187F488E27DB4AF347237FE461A079AD

SHA1: 6693BA299EC1881249D59262276A0D2CB21F8E64

SHA-256: 255A65D30841AB4082BD9DOEEA79D49C5EE88F56136157D8D6156AEF11C12309

SHA-512: 89879F237C0C051EBE784D0690657A6827A312A82735DA42DAD5F744D734FC545BEC9642C19D14C05B2F01FF53BC731530C92F7327BB7DCICDE1B60FB21CD6:
E

Malicious: true

Preview: [ZoneTransfer]....Zoneld=0

C:\Users\user\AppData\Local\81bc8e9b-9d47-41ad-b82b-bbc3ff54abde\build2.exe @

Process: C:\Users\user\Desktop\U59WtZz2Sg.exe
File Type: MS-DOS executable

Category: dropped

Size (bytes): 264526
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Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAT:
SHA-256:
SHA-512:
Malicious:

Preview:

7.940912258179112

false

6144:€93X+USFbjtZ75h10z8LCPd7JkwzLs0+mKnBtt7:¢93X+jJLCPNSwz5tltt7

4CC7A6D87A0FF8F645877054501FE9E7

C17DDDOE5ACB6144D01F8A875FA5BA26549E37D7

46514ABEOBE791F544BA44E2E6348C24174683A15DB8B53EFFA79F0DB506A795
AO9E1D4C4FE972E0361BD49F7FID4F9A0D8645879F6D64013DA722A2B679AB85C4DIBCB8CE012342C325D367AE59A8EF1C50E82C372B6689FDES07185A2532

true
MZ......2.@.....Q.q_.BWF5P.c3|0...0fA ... PzK....._).V....|.;Y..z...b<...K..q...}..iIBP..7E..S.....bv.W.\..3(%b..Cs..{;....0..w.R .:1..7Bh.Kg.]]...
".3e.g...ue.. M. .G....?.).gA&(.W.0..#Zd4(.GZ .+.0P1F.W..(-.&y.hO..GY..h. 1$....... nd.....:b..f.0.s.3..LE.:). pmUt.....S..

8.09.9......#188.T..s'N..d:.L.[[.0..A3....MIt..q.f.|(s..D.;..q..LOV.N.1...Ty..=L..a......=...8K...2.C... ON.......M...R..L.../.E|..pJ.:.OH....(.| %..
0BG rd. SB.gL{U.<....C.o\. J0...0G & 7. Y > \K e ) 22 Al 0. QL.CA. #.=..9b..10......6..27..p...1..NRS.|.<Q2.UT..f0.-:$.X.1...m.3.....+..4.MY..f.
$(.6.R.Jj.Kvf.gw:."Cv...6.9.B.8.{p"[.5.A$$=.[up....RV..*.O.Fn............. \DY4E......U..FV.K..0...~... EK.:8.3K.....O.. ....00..d..".....:"..L).{ ]...v...whOo

C:\Users\user\AppData\Local\81bc8e9b-9d47-41ad-b82b-bbc3ff54abde\build3.exe @

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAT:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\U59W1tZz2Sg.exe

MS-DOS executable

dropped

10062

7.984005486813951

false

192:V9mO073yH7khKup9kt2c7gLmPsCU5hHxmJykUEii26iLH5/:V407 CIMFzh5BIJyR1j5/
3A101335FA444CEA59A97CF434AE57D9
07828E3E75F853D54EF9BB67A429DE41A6BBA13B
0E1326746EAEA1C2FA3990FB83F5B0974E5AC457321F3728 CASE6C8ASE98ECAB

9F2EAFF8137C034D5B2F95A00EC48EB6FF24F1DFB490AA75DAFB32310648CA1603286F3478795CCAEFC729CC84B840568E0861C94B42B6CA75AAA020BIFESE
1

true

MZ..0A........-..0.0.0..95.@4f...E"..0.AH....v..s....... P'w1.x.Q...p" Ju(=N.y.)4.tj=.\.3khaA..S.+..c...d.....2?1.@_8.1........Di....8..0....%# /...73.q......p:.R3..\.".P
.,'Xx.qy.8U.L.Yc..&....]...."p.M....6 ?B.#9.ES1...0...0.7...$.%m..kn.p.,...nZF -3..t kkd..,e\..\...v.E...}i..c:...i...C.(....pxY.a.m.."..|..*2Bo../)M).y .J./.Ax...$..a.T]}...0q.IXr.n..Ag..
Xeo[[2..T.G.H.m{M}{...e7("gD..D....%...M.."WM.$.TD.-S.HV}..y+_4s.....;...z...z.hb[.fG.vH...d.}....A.p.u<.D.C #L..=6.K*.m.?%X$.?.1&p'@..M..R1.S5..~.$.L{NFj.~~) .<6g....
[Z.~.R.>_.0AHx."<..49.H....u8. . 3F<.F..3.>. . .. .HKk"f j..F...%z..%...C.P..BV...eF.T.]Lg|.>(..._;v.G.mX..-./9{ W2..w.a...sG..e..$"
Ljbohl (< Nr... 0Oipfda....f.zk.|.Lk....aT..*..5.th....$q@....../..0.9..}.. \.+.....cX..8Y.E..G$.Q........ &|. Ta}..e..?...Y.O- 1"~ \LdX s {5

C:\Users\user\AppData\Local\Adobe\Acrobat\DC\AdobeCMapFnt19.lst

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:
SHAT:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\U59W1tZz2Sg.exe

PostScript document text

dropped

1369

7.863573339496023

false
24:VLbeYA4DODXARa+TnM/6MJjMeChPB+SXA+ixLHdhUDj857n2+9TSibD:VuJ4DODXARa+Tno6cjMe2cSXFixYe7nn
E837F9AF72A9F997C231D71514E4B137

E6B40E013D7A115BDCDB653C7A7D4C5519A1B3A5
82FFF461C64E101A2D749968BBFI5E2F2072C697DADF1F57FF429208A31A57DE

4E22F42CA238D5CDOE77E741F6F7BBEB33EAOFBB79A4A26EF2ECC26D7B08C9C436C34EF47559139AD8AA038942F82FDADD87D4A6F4CD478B2ABBASAF192A]
17A

false

%!Ado...S.JmD.h5...Qwe.zB [.........;.6.1.nf4..(5..8."..v. W..<.xU.. XQ.(....J.b.X.Rg?..".... (.. hel helFl L <\ Tl Pea...... Sfo2v(/.0b_ N...ln $.f Ne] e
(g..="].....Y....&.y..8...U........D9.R23...c.iY4.SV.>....vV.l..d...g04....v.... " 0...ud.... ...a.YQ.Gv<.......... 3.5..3 ..THY.~.f.06.&}L.I.M....{...0..*p...q.b.M.....=.v..G..N.v
Y.z..%..p.[.smgl...Z.1k....@.=.R..r.../.BBZHt.g+.'86!.cKN.)..|.."w..QUr..4r.l... Wb-<.;.d3.j.2....8n..@.=......1..mBYf...r0{. Yh.x...V.-.wl.ig....P....3.L.*..t.En......l.Fr.....n.0..<c.

C:\Users\user\AppData\Local\Adobe\Acrobat\DC\AdobeSysFnt19.lst B@

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

C:\Users\user\Desktop\U59WtZz2Sg.exe

PostScript document text

dropped

80722

7.9980796222227974

true
1536:clFKoAPYZVLFonlb5TwBeLTjBy4TxNvdic7dx8WJ4tTiJTyWIyEY:2APYXBzGjB70Q8dJyWcL
CBD4463D49BD83DC35F969FEB02B6D97
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SHA1:
SHA-256:
SHA-512:

Malicious:

Preview:

2BF9EA7EBFA774F63CA54E9CDF1D003878ECBD32
2B7095CA74E695B564A04875FC74CD590B078AFB8IE7806C2F9700976E458364

80A89F75374FAD67846ECDFE12FFCC86969F8310D9337B063399CD2356DBF430A543D20F3CE0987333D0B082B30DDE416597969A0D7DA4F34AC83F0AD1DAOBI
2

true

%!AdOT..N..j.,..|..(. X.1...r3y. (& KWZ ... X...... 2. duds L F KL FYPL T L s {008 KL HL25.5].9) 51 Lpt ....;0..r f.]WT...... T~.& K4[x....7"..Uo>...
K.AR....}...Y.0u9.*..P...1b.p.U.....0.P ...~ 9.y Are...Z...~$3Q..IU... %..2.....5....V..]..92...~M....NX..%.9T s.......;'PD_j.. {ul..ty..P...H=.0........ S.'c.?. K~ #.& NI
3.P...i]?7..G......]D.g...4y@...J.. W.h._.@Q..s....<.m.IK3Q.._O....S5....0..Kn+.P.7.-......0. u.;...v¥.X.......... .._Q*.5d...dg..9.........4.0...R
3. X..w..N7A..30.D..P].{$.t./cccmo-l.tX.y.N%1....q.b...R3..*_p..2.>.3.._..72...0..h.K/.L5. .UA..r..1Q........ 1.D..gQ....1........ dt]2.w...Y..b-...aW">G..L.w...w..~.]./hr
LGt z'z1t2..7?. /5% (.CloB... tlg....Q...]....c8.w.Sn.....Br..9.fZ..]...<0../...z(.gs..i...".L.G..v.. X##+....}.OU..,...nhl..Lh:.UDO

C:\Users\user\AppData\Local\Adobe\Acrobat\DC\Cache\AcroFnt19.lst

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAT:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\U59W1tZz2Sg.exe

PostScript document text

dropped

9900

7.980477452728381

false
192:N9+FBYRX1RWbj0MeX0rS27G1MhYWiUTI86hN1JEcAW3iwUq:OFBG1RWPOUrSDETI86JJHAO7
4A5008A86C7059C5C09F19E3AD79BC40

700AF17DEF96C5E47D92EDD42417F497AC9CBEBB
7112EEDE83D22D3660EB744B64BC4A591EB7AD6D9F57BE6C2EE9B02879AC8BA9

F97E14F616B4ED5FFCC29674F6A1D0OF89DFDACBBOEB3C237E1C842BC1FF12FB065B7F115673D715F6696D5135237D7EE674F142D47B64DF501DA9E252EC0CS
F

false

%!Ado.&V .} e P80 e KSA WL pESS).. P JD%,. 2. V..F .8} s ALH..=Y L WLYR.T..O ) ke Y. g.n VLS 6. aE L X ub > FRLLL L
X5}.z...i..&....~.g.FS.>B"....
n....A...2.z. .
\z.@....m.SU..yCV.9k....I3.T..* xU..W.u.v.%.A.@.A.M.T...
.=.Bi..Y&-.~%.N)..p.8.07]..}...5.V..)X.....8.3AG&9......"..a.@...XTg.1.y...

C:\Users\user\AppData\Local\Adobe\Acrobat\DC\IconCacheRdr65536.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAT:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Users\user\Desktop\U59W1tZz2Sg.exe

data

dropped

252320

6.587558359470704

false
3072:r+RmHTgdVjU9UCOCI92k+ngUQUZ/WisHYr7Ah1bT562+WomP4+1:tUdZU93IYvdZuXGkhtT
CA8BE6F01DFA975EFD791171053E6BOCD

3BD444FD681566D1C24CC9F56930923E0228AF91
27A55FD7ECB208CC4E6D5D84D2A66CECB88733B6E80C34D3275E1FF6FE1E56C4
59A69068EF151D779FFBF8AD2D45661C54317A5C10479AA9BC82C046CFBE6GOCD2B75B5278A7BEO1F45031FE6B6C7F068472C083BF08C249E67E814F2146CF7A
false

Adobe...-...T..A.qO.+Js.7..f..h1.J.LJ.u.T..r.5EM.g.w,.G..E.P\X..C{..G.w."...t."p.{x./W[...ff...)
.6...yce.X.?...7j.../.BHf."...u.NL.AX1.C..]..3..].3...".C..{d...C<g..C.uO.B. I..).x\a~<v\.gd.W).>X....H}....i.$%.}....~.7... JdM[.A..5...... A F.
<...Cl.KY..4.N|[.O._..".G.s.|.0)..z.qM.g.{.. ....QM|..5V...U...DY.5Y.G.;-{..u0ULL.Z.$..8/.M..6Y_.m....am.is.E*h...L..
0j..o(Q......... x.m.m.....Q.\...C...ljl..g{t.-A....ph..# UL L&46 XS g Pl ALBANLL 20 8L . M % U C 9 .
.,.y.23}.].5.d"?..0....bm...r21Q".. ... 4..92.. m....... @...Qq.....3p.s...L.r @b =c.K8. V. x. {.....7..3D.S...

#.r.,9/<_.....R.5.po &M% L Ule# . kLj.9.+.......6.C.

C:\Users\user\AppData\Local\Adobe\Acrobat\DC\UserCache.bin B@

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1:
SHA-256:
SHA-512:

C:\Users\user\Desktop\U59WtZz2Sg.exe

data

dropped

32987

7.995165560800251

true
768:125ATIw575s956c9CRUeS3w+dzM+HfGfXaCFo+SB6xRbehYIq4/:125nw57s956c8RUBzzM+/QXaCFo+91/E
1C141C9FC705D03D9AD7B1ABC47332EB

8AD396FA56EFAA83B088FA8859B65CACB143C7DC
887922E064A1A14AC29F1547AD8EB505BB40D45620FA6B7A7EAFAB85505DEA27

2FAECAF5A172EE72C6F58E18C0FF73FA85E80686B25865F0588C34AEF3B628A1B892E72FE86B46CE7C87E1747BF1522053AB11A9CEC3E19FED17DOESOE4D1B
29
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Malicious: true

Preview: 4191si.L.z..~..Q."f....)n& - J KW.....b...s..(>l.#~..G......>.tv.)...c}J"({E+B...D.8..n {.39..@C. ...F9..9..=..X...."...q3.7... C5..~ AW >Qurr,
saar.2.gh.cho Q.bT....I..".p..{H..}9.%.9.99.[Ymd.5.Y [v.P.U.?.>I..."... . K+?-.P.. bIN..2....0.%..._}. .7;h"0(...7}v7.E..r... M.M"...4;....lj.|....[Gh..N..n..c.....G..S.d.dK.

...... }TS..yc..L@.b....W.n..n

+.=.[.U..n6(...u..9..d.....).

C:\Users\user\AppData\Local\Adobe\Color\ACECachell.lst

Process: C:\Users\user\Desktop\U59WtZz2Sg.exe
File Type: data

Category: dropped

Size (bytes): 932

Entropy (8bit): 7.7630039517608225

Encrypted: false

SSDEEP: 24:UTJRiKsDQvm43faBHI5Smqt8 SSCRW8gia5hRVyKLbD:UpsDQx3faBH33FD

MD5: 7A2A13EBF6E38A9D3777C4B8BDBDIC0O9

SHAT: 5BAB8BD2AF64DB9B222999EFDF701622EA8AD705

SHA-256: B1AC86C34F254AFD6FOD8CES3F929680E99D54C33BB26F2EB08877A985A6D93B

SHA-512: BC51B7A336319C02D6A0C321C91DFC51C8D1E8207A7F8D88959CE43611B0E74C515B32495F7CODDA20FEAE87FFB146FF35D9DE818041AC4EF632BCOFOACO14
FO

Malicious: false

Preview: CPSA....$....... 6..Uatl. $u..-.. e QXY 7 (WP 2e=. bl v P2 1)L 7 pukiCbk2.. H.y....MU..H.YL.B.).aR..,...&L... " K.p5.1],gl.4. .i)"k." .+..uch.f.%......vPd.
A r.~t.ge.e kel Cl-JF..... <. %....I."P8.f..5.yO..-..S..f..

.Tp.IW}LA7.b..k3....S_ M,.e0._.-.JL7.....Qd)f...W.z.(..0..".8Yy.)S .&P..x. .0.4°..n}.gu.....f.#..:Q.VM,j0..d2..EOpO|1....X.i[*.B..SP.. ..(e.A..

5-T..N.}1*.c..W.tAm.".a.-Co|~.9..., "........ p........eA?.RC..@.."....z..v..dF....2.D..D.)1...N.[.D.t.-"...$f,1..%u.p.|.N..P.j<.Nib..4..G {..56.{..pW4Og...Y..W.g.m...W..AZ.

s"Xo....U8L...L......3..\.."K6te 1 YGPnlbo4GcGOEP3iHx1cFFHBUeguxRGM3XS{36A698B9-D67C-4E07-BE82-0EC5B14B4DF5}

C:\Users\user\AppData\Local\Comms\UnistoreDB\USS.jcp

Process: C:\Users\user\Desktop\U59W1tZz2Sg.exe
File Type: data

Category: dropped

Size (bytes): 8526

Entropy (8bit):  7.98112083835023

Encrypted: false

SSDEEP: 192:ycwhlZ94azNbRvjufiSXC5K60VLAGjasC5sdM8GPB7pASvt:yc2ZmaDSZXddGyuYPB7R

MD5: D9E8248DCCEC145A2180F79C7440D756

SHAT: 29916A837D707F6944A292D71F256D16693305EB

SHA-256: CFOB9EE72CC7CDBC877BCD4D13052D0E610A5D6AE9911FEF23614CAEASEFD1D1

SHA-512: 4981E6966AD07489868C438A257EF6443A4D5863D7AD2447EA50FFO0DEE234B7ADC04C12ED6305CF981AFF197AFEC74291F92C36FF2F964DAC0OD1279B75F6ES
D

Malicious: false

Preview: ... Fht_ M. 3T 4eMun........).O.>.M?2.QC....1.8.8.2.}.aU{c%]d.. ....6....R.5..@.B.3.(SP'hHH..5..J..J.-U\....1.....6}... 8.x...c... 41..P..M[0... . #.Rx..y...A\.\>.0..8....

X

KB X DM..S.. 9K 0. %V (DS e T V. %@ .2, 1. 80. A x4 0K . 4..mZ]...N..Ny..VIB..U...7.@.".&"\.7SUN&...W.'x6.C...M.O~1....*....
h.d#..%..d....6.jD%...C{.....=j$...J._.m...)...D:.KA.6.... . 20.V@.1. #....2;\IN....G80.3<.mE.T.2.Aw
<x..21.9..m7........d=c@..1~U.i..l..<.B...O....w.a.Rk<.. h$v,..s..@xn. ..Y3..b.....gn..5.vIR.do.18.5".d.Q.....p.

\d....q.F2 HVO.Y..@..<.. 1,9V XM5K. ..oV

C:\Users\user\AppData\Local\Comms\UnistoreDB\USSres00001.jrs

Process: C:\Users\user\Desktop\U59WtZz2Sg.exe
File Type: data

Category: dropped

Size (bytes): 3146062

Entropy (8bit):  0.6705843286483366

Encrypted: false

SSDEEP: 3072:80ud0YPeiQj5+1wl/OJPjnEVhWsyiH1DLaFahAOAnvzKDSNpnjlcig:u0KQj5+6AP|EuspGAhjANZFiSV

MD5: 47FD992FBCF903331FC866FDC10427E9

SHA1: 152108012A2D415773EABAAC5290EDD69B932BE3

SHA-256: EAC957E5C09CFA9230F958C731FBC47BD4BCC9EAB3C1F0185A3A53FC65D7E335

SHA-512: EA5F8103A2977DFB22B376942B2FAA0A78B1053E6D0957102A4EAAAO0CBE 14DBD1D3C4AFCIBBECE991A2B30C4C85336149FBC194795B4142886FCADSAFEG477
F1

Malicious: false
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Preview: ... t.gGBIC. #...0...9.8{...,..0.."........ 1..C....=}7..P"....Z.G..E...=Ps.i.;........a.0..N...(.B_]J...O....Byef.+S|g........ tk.f..Ze..... KG.....G....... a..Y~.j4T....)..T.KP..0..M

j?o]. k. UE8..v.23../8 K....0..P..+.]%......0(. W..=W..*.3....%.*.Y..68J...0+UC..."...._?>..n.nc&J JUNG. bl ] > Z{ [ L. |.n...$0Je....T..7|O’ We..
NU;8.J.Z.i2y$]...z....Pt.N... "Ll LK +GF.CLES.0.n WL XX+ A N h.*b.x..1/..D.qq...xPd... $r. yT
j &N K...R?Y<.70.p...A..X.z.x..b%.U*.\.QL)O."..n. k...
..7.jl.c...c..M.qq,.Q..G!..[1Tc.?./...19.;;m...-/.:0D,..F..h..9..9..... Rl LALL2uDW. T L FLLEL.@-. 0
C:\Users\user\AppData\Local\Comms\UnistoreDB\USSres00002.jrs
Process: C:\Users\user\Desktop\U59WtZz2Sg.exe
File Type: data
Category: dropped
Size (bytes): 3146062
Entropy (8bit): 0.6705734697462741
Encrypted: false
SSDEEP: 6144:G5GZp4pRIjRKkYhiQG3IPcswOoRweN39aww:eGT49jRkYgXOsk2u39av
MD5: BCA3E15713F3FEDF8CF75B5795662AFF
SHA1: D2396F399D600CAAD14F1F28BCB79F661E99A891
SHA-256: 4E066D20B625C274ADCOE6FBD42B65E57B8698D031C1996FC135E5A15ACE14E1
SHA-512: 11D97AE7D65FE8960525442CEA47A8E666A504914969FDDFC8E158111BD3EFD58F15DBA8S0FE16E6AA4700793D20166B38F87053DB643FC4290389CA32218B44+4
Malicious: false
Preview: czKje<ripoNY.LDL- 20y Zo ke Lp UL 2t 0e #. ] T2X d )h. .. _$5...%....8.CCuPk...V..... .B@. .N2.m_R........8h.Fl..d.2...
y. 0 J.= B@OSI .8a..Y.B... |"CJb .n 0..8.~.%.a...2J@F......n2.~.1...MH..H.5..@t..NM...6 1il.A. .6.QIN=Z& g

. nD.2.R../Qt...i,. XY N LCy>9. +WIe W [A.|t*25..ZS4.n.h...E.R../.4&8w.".6..E3...$.....h.p...v3Z...PS.Z.J..60..M].F$\...~"I...
y.V...m..vs.p.<..’ /...hUbo*...G.}. %x...." %.kn...Vd#...T....n..M.d.q2.N.. ...#( All=i.).IWttPa.....E.pL...Cl..... sb..d.aLP. r5P+... th B. 5d e.
%o;w...D’Be.%V: k.I*.e.0."..1H..c.M.(.&9.d....3Zc... x..i$..v@e...}.L....g8.>.Z.8.r.8R].}.%.../../Tn...2..t5Y. . .h.b....~7/L(m...8f [ 4. . Z]-.....

{0

C:\Users\user\AppData\Local\Comms\UnistoreDB\USStmp.jtx

Process: C:\Users\user\Desktop\U59W1tZz2Sg.exe
File Type: data

Category: dropped

Size (bytes): 3146062

Entropy (8bit):  0.6705361118460252

Encrypted: false

SSDEEP: 3072:04wC+rpz8dVo7IHShnZHWu92H3VESEUK8wWKGx:04wC+rpAnqgGH307UII

MD5: C8901987DDA10AFF5F57E2B80E61BEFA

SHA1: AF31791EF53C0F30CAOBC5B54A4FDEDAS99AEA4F

SHA-256: 6740F5CACC786F9C3BAD979E3CAD476819BA119E7B3A2619D2CB56976B8EDBEQ

SHA-512: B782AD75ACB908800C3D27579CDD958FF89CEE970E6E2FS5ECADBC1A9605BCIF32FA93132839A3ABD0102B2AEA5874759C08C12F3E405BDCD4E7E1400D4653:
49

Malicious: false

Preview: ... {.XA.>Fla.In.|.."_a,.L..<....2.f.<..Xp]..8.J... e_Jbj L\ w6+, C..$]y.ab4....N.\Hi....q....7.vwk.T...)..HQ..p'N......... sjh.,5.B...-#..&Rh.+...;.]s7Q....Y..c f...
%.$...6..b,.B.2...). L )tD.AfLLLUL/_6..g) .H"~ Lh.@p..Jx.=k.%...~2..zr1.2yDY....l.G..,\d.R.&H........L,...C....>h...wK..q\$.DTc....R....")..w........K5QS.

6=BY.#N@V.4.....@...@ Rioot" €)= F. t/ Rry.€3......[Vj..cke e.]D+u....2.9.Pe.. .E..L T-M.e..[4.>../8." .E..8w....$.f..Y. Y i/
CX W)Y/ $.7 (o IQy... (U ket QMOB X~ ORSG.3.M..2..... V.4 W..Z.. K......D..=yM4....W.@...L.y..C...|E$....g.D.%MINLG...1+.K|....7...{j+d....C.."...@.n..[ G+.T.
Aol (FR3.My.A.3). VM2 (e JAY<{ HL 4+ wr...U%D ?2.>....3.99.]Q..c. ln7..X@.6..h ... ] Xp.M.P..q.D-...2.".P..D2.dCV.R ;

C:\Users\user\AppData\Local\ConnectedDevicesPlatform\CDPGlobalSettings.cdp

Process: C:\Users\user\Desktop\U59W1tZz2Sg.exe
File Type: data

Category: dropped

Size (bytes): 2323

Entropy (8bit):  7.910646689508133

Encrypted: false

SSDEEP: 24:0qnGBOwWL2yPGlIp0OFiJCIhxN1DoiTsueME43ApH4pn-+kXeigbaTnny8z4i03135C:9k0WeYasYp+QxgdD4i0wicqgheBZD

MD5: 67F53C37E670F036AC5117516F249441

SHA1: 70830E9B3F1E17219BFA77CC451BF4A3632A0EE1

SHA-256: 1F6CFOBBECOEC622854A2D77715C06EBBFIFE0B99695013BF5CA27BAA9976AB1

SHA-512: A264816D46BBEBDAFDF494DAEBE4582BFCBOAD1COE9E07639D6ED5389F499537DCOFEE2D4338FF945E96 CD8AA528E7AF3A97EF640C7CF052F5F69CBD1773¢€
F8B

Malicious: false

Preview: . %...q.7....i..H.d.....PN=X"C....G..E6..2.+.l.....}j.n. LUAGLLyYsmL].

2G".....>.D<.1..{wDg...R...U..tv...aV]. UWSI Y w...G.."..>.Y4..Ys...K...R6..7"..

[yl 1. G M EY.u+..00 &N (.B.W.[..F.C.Rg.Dv<F..Q[QK.K?./...@.(m. Sx...z..m...q..q....)Pf/J {d.}..C.;]>......id>..D"X..Ma..M...5w3.kqwk..{.Q"A..
{.JA‘...#. .8...x....e.%..E.?.v.......g...*..0...a.5V.p...?{.h......k....7. a.....M.Bz. .........C71.?..Kh..e&. k.y...x.-.c.,3Lug........ V..J..U".K.x$.pr.u.(.....<.y..IC~~..8..p.H...N..e.n
.CT0..@..b...e...8..... 4. K*d~.......... E..n.:D. . u.k3l...ds#.".........y..d.S..0..Ju.&W...Nv.H4...N...R.8.[....9e$M....+.M.K_.|.RK....
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C:\Users\user\AppData\Local\Google\Chrome\User Data\BrowserMetrics\BrowserMetrics-62FC182D-10C8.pma

Process: C:\Users\user\Desktop\U59W1tZz2Sg.exe
File Type: data

Category: dropped

Size (bytes): 4194638

Entropy (8bit): 0.7531249128936979

Encrypted: false

SSDEEP: 6144:mhN0OwZqvexC9fpDakU02dCMCFgEVVNjKcHfl+rvCTaHt4A:mz5wZQQmpDTU3g1IHFHoDfX

MD5: 309876A3D1246F8BC255552106DB5C5E

SHAT1: 83D0272A90C0D2E26A5936CEA4E75842252F4556

SHA-256: B0550AD95FDC88D638823A2AF1E3CCA70BDIDF14091431155E718A3535CBFES1

SHA-512: 29478349D7F8F3851DE16310C897CD5CF254C6A923E2726838A491E9E73D3DDCEA530B19456D1633DA9A30E32201858355755DCOFA58424AA18155A13116F25A

Malicious: false

Preview: L @.QW... 7. Qg L] 9 A2 DD e H7 U H ZQ ST =AL L Q. XSy L. 1BAX.D...... 90>.-5. X ALAL Y&AJY j.e M. Z.. WL X. My T.
h (+.<ZXZ.. Sl kW' .dS%6..0.p*..Z.hv}.Z.rl.....oir... yo ... Q..I'S...U99....~.v..>?.$.2.d.....PJE...j..Dnf72zL.2P.N...74..0....(x.k. W9: -...C
2. #._..7.xa..cu.y.P4.byS..... D..+...j~D..0.b.+..,.b A/ $.... 1= H.E...h.}..dOh:....U(.@". . X...,. #V.".A|......B.G_.1v.Sd.hWQK..M8q."..H..
A $e0zh. [ U+Y.@...R.@M.AG...$......C.pocco (5. ~N.3.1..SSSCIL.@.. ... b.PIOAA. .o DD Koo 8. T ZAUDA . BXP. 5 ALY
Z...rx6..7.3.x@.;N......|.n. 1. A" E...D.G.|/oc......Z. A>T 2. L UL{....c.. 7SV (... Wit 1. .WT.0.8?.Z.J."....

C:\Users\user\AppData\Local\Google\Chrome\User Data\CrashpadMetrics-active.pma

Process: C:\Users\user\Desktop\U59W1tZz2Sg.exe

File Type: data

Category: dropped

Size (bytes): 1048910

Entropy (8bit): 1.7685960927841093

Encrypted: false

SSDEEP: 6144:58jsVU401ZHF4hFgloDBUV25fT8VZ0/Jkre:ejsV8zl4hFg1a2BcO/Jkre

MD5: 6CFFOE55062F4F7638762AB89A00F830

SHAT: 020262E42EFF5BF456BE03756A5EE6BF759CB451

SHA-256: F932D64DE7BFA805C6D9B7EF3A01BC6293AA2ED2D49503DBD25BE6G41074443F 1

SHA-512: CB576CFE9EOFDDF87665321C9993445C9B271F9108F9869B9A21BE643976A6AC4ADBABCEAG4064E41C8432EFBB2225141009254963F0CA2EB2157D20077AB31"

Malicious: false

Preview: y.1kn.&....7

. : 1t.pO(..8.LUU ...*.V...b... }0.S.28Gz........0..
i, j#wW.rH.(..1.66.W..jp.B/.X;as+5....T. G.$.V...Eh6.Q .c..T.V....11$..[...R{.._6...2.[56q...F6..+W..0. .
w84 39PpEM. %E....n..F\..AB.a#$.|.)l..1...%...0=.2;D. /. F..a).1..1(..QBS............ y|2i....Np\...L.$bW}"U..h|."...ifn*m..st.
DFT.C.B6...A..f.D\Po.. . TU.Y.E.1.~$.....DQ/...u...L....~# ... m).~TN7.. A=£.5/}28.".Q..q-..|.qY...-2A"......10.5G..7..d......*.. T..<dS..ooo Ve
{X..2L|X.P.*G..5.d.$..q...'sr... #Y.1 . X 6. [R\F.E5+5.+. }.ooo. £.Q.05.8W.0y... > 0.....15}..)..(Y.ulj.e..0.F.7.8@ N.).....Z....a.c.{K

C:\Users\user\AppData\Local\Google\Chrome\User Data\Crashpad\settings.dat

Process: C:\Users\user\Desktop\U59W1tZz2Sg.exe
File Type: data

Category: dropped

Size (bytes): 374

Entropy (8bit):  7.303489315864283

Encrypted: false

SSDEEP: 6:2/7PzLtV4cd3pDyPXBPVkSkxBytRsIEYHCp+zId8e UJRW4T184GxntHcii96Z:LztV33pDyP/kSIBeRsIEYip+fk4T18D1

MD5: 441C1FCA3F74FE2DE63B3BF2F856CC43

SHA1: 54F384EED5902FDEB173E4341936FF5412DCB826

SHA-256: 834218AB617E671E8EDA0636576DE14427AB3072BF95348B4F42352BAAF347C9

SHA-512: FF2966A596E06D2ED383005A770E9B902141845C2CBBD4267416C87C27927EFE3DE660CE67F674D877398131CF86531523348EE473C2776B27DBA898293FA638

Malicious: false

Preview: sdPC.W..Ay.9.n.#},.Mb.}..-.p....mF.#y.Q.m... h.... ..)~1.N.-..e.a.@..8Te.@..FclP.C....7..Id.w...._..W}..7.Ma.. X=.Z..Mu..i..E..}..L....RC..0.....g.&ad....E.. A
#W."|..d.tO.a....n8Uw..L.27P?p" X.FO...._z..j1....0.2...".Z...2U.3.Z....q. H.K......~..IK6te1YGPnlbo4GcGOEP3iHx1cFFHBUeguxRGmM3XS{36 A698B9-D67C-4E07-BE82-
0EC5B14B4DF5}

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension Rules\000003.log

Process: C:\Users\user\Desktop\U59WtZz2Sg.exe
File Type: data

Category: dropped

Size (bytes): 638

Entropy (8bit):  7.660745175577223
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Encrypted:
SSDEEP:
MD5:
SHAT:
SHA-256:
SHA-512:

Malicious:

Preview:

false
12:gtZYsalcZPIXzh2PFOOjkvOFTBKSOnzv7Y7bBAWGT9h+FlzapH7WiJOWS8tcii9a:+ZslcxZInXSNA39IIzlyitCbD
6EFEBBD8E6C10717EE635EF5310CF427

099C68464506259D4CAF734A11D3F9D4E08BD3CO
88FAA5C8FEBBOAAF6C09182F1D0788ECOC6D0CIB6AC27AA6AEOBA44848756B8B

AEF5C0AF89CB567E172379FA204259614F98188F8D67C5C4575D7DEBBF8302AF9FBC578B781BC8F43D2C5DBID894CO5DAEIEACS886COEE29EB63369808AD7B!
96

false

£5..5)4K*4.....D[..1..v.IR6...... " [[e?&N.....r..2.")...jR(.z..Mk.L..n...s...O[......C..*. .. L. .P...q.h..@&B{.Ig...3.m...\...q.5...[Rb.Au..-u" X b+ L XML
d &S FLLELIFYL.&5S9....mgJz]./>........ S&M>rb. JFh.nm..G......c..aM...2."U..V.§(......QD8\".3.4W.N..UUj9[....b......c..Q Ka....ztC.zg.Y ...trl........0... =
.n.9..mSts.T.<:hx.[2Q0.Z.... (T...79..v"1%3.)Y.\O.$........P.u..>.).L.a.&A.._.-.d.(.."H.?F..8Z...{ f....."..K6te 1 YGPnIbo4GcGOEP3iHx 1cFFHBUeguxRGm3XS{36
A698B9-D67C-4E07-BE82-0EC5B14B4DF5}

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension Rules\LOG.old

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAT:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\U59W1tZz2Sg.exe

data

dropped

474

7.423889538166189

false

12:PGRYCPiFk1jV50LStxxoN1DW14Xu4WuRYitcii9a:PGRjH1peSfCN1DOigbD
84C290D94F5097DA812D6337654B7C58
8BBFCE2C96BB8AB008660065B78C686D01670D784
7015780855B3E38E65F0B7A40FBD43C82EAB3E2FEAB1AES8CA9B7650DDBD0671E

95124662ECOEF1E691CE7A7A78015B49ACB7B39442CD96CDB3F7F97EC2DBAB828DSEC71D25AC43A9E689BB51826624490E68ADD7EF517273196B446AD08ESS
BC

false

2020/.n.2.01G.d. _K$.2.....3<51....jh..D...cO#g..8& { XGQ.....-%...G_.~.5%F...m...ti.D.(>V.-w....9J}Ei.BRyp.L....S...XG.../.+Jg.QR..J.@eB.B.2. . f. 1.3
NS0 L[ YAWQ.D.S.% DI X." ..0.)e [ [P B GG D% |OL) SL.ES. X, BAGA QT .Eoc( 5] Y o2 $ider . 80.%1..0.9....Z..F...v..J(.BK6te1YGPnI
bo4GcGOEP3iHx1cFFHBUeguxRGmM3XS{36A698B9-D67C-4E07-BES2-0EC5B14BADF5}

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension Scripts\000003.log

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:
SHAT:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\U59W1tZz2Sg.exe

data

dropped

486

7.458188592526049

false

12:92bfVSXzMzVSgsalW/KDh7yG5RX2U32LHQdcKILpkZtcii9a:BzVIVSjaWwh7P5Rv3gwdy 1kbbD
BF76F471853257785278F8FA2026C00D

3F685A00A9C660C2B7B6C2BC65851C714CDIC481
64EC4277238FB71BC64EF6D507E550384658C5COEF3EB4EOD88A74594E635E81

53E8295280A6FC96DB1AA375822C676E9AD36DA593CE9B1A5492716FB27AA7F7230E806D589A04C0E817DE6SC78B5D08D2C4B7966A6AC4BEB490FOEB10B67AD
7F

false
£5..5 . V.HY o(........y?....i..-.aV>0y.v.. . F k. {d....v.y1.Ck.R.e.P.2J.E_..4l.3.P..X.b..a.m...0.~.z..J.#Xz.GKo.41P.... L1%..66L.p.-..f0...q&i.w..R....[5B.?..
>.b....D..].[.gOm. ... S....;;e.ALDG...mdt.1a. XA%7....}..7..Ue.q....Y. 4 |X. . .y.p.>.l... m.MG. ....q.F...KKlL..l.%.}.;..Xcl..)....[..c. .K6te1YGPnlbo4

GcGOEP3iHx1cFFHBUeguxRGmM3XS{36A698B9-D67C-4E07-BE82-0EC5B14B4DF5}

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension State\000003.log

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1:
SHA-256:
SHA-512:

C:\Users\user\Desktop\U59WtZz2Sg.exe

data

dropped

1702

7.889370767975146

false

48:nXXpQiWVevQdi47Gcg57d3bkSWmA7nBDL4D:UNw4QJycgtdLkSWZ7Zk
F1213D5B6F088AD74D9EC4E601B67CF7
75C2514A95DEB6A1448AE88BC73F59582A5B8459C
D994223C66C6E10C4E716F89B3F6C407120E63C3DE2C3DD5C8366BEBID66B0AC

5A8FA04B79D7397B3D912F8EA420E8AABEBC974F443BDF7783EEAD42D7FAC525369A9E66B214F41D5DB11C176FC60BOCESFF5E1036ECF13916ED1EFFES667C
BO
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Malicious: false

Preview: 15{LiyX.Nz.Lp1n a=....Q9.5.......0. ...L..F.f. M. K|.YIQ.* KG~A.-+R.Q?1..80.$....b.......{S....M.s....b...Un...M.. d...]....0c..dR.JAT..Y.W_...@#.75."A.\.qO)6..
B2 R8T 6 AL o X)o N WS F.Gy1p.<. " & ({ XiH...V..QI%K]...7..... U V5}.V..+..pz...... P.@.3€.8Li..%..V... .O(ccorrron.G=.... 7. PNAA.......0.%.%.2.
YKo (AISMNNB. E(W..(O.[#M...QZO.*..b]NO..b,6...1....5B.>2.C.[:.P.Zu...... | e .'D)..R%QAM. T ey Lo (_CoiLt P VLG N&{2 .o iF )W

.LmE8%@.....6.."".....U=.$...V./.2..>.~..]..U.."..eB0Hd.[f.3..n.. WCG$<<Fi.e..rU..V.}D.(....g....4'FBaC6..|_U{)T.E.k.....c..RT.N
YF...E.@X........ D....T..r2'cL.P..L9![sG.)".Tm.J .uB.n:...$......q.......\h.....{.%0.u.0...90U........ Y+oX....5..s}.L.p;... M0

1.9.%.0.-.t.._=wmp.x.]*#.g.....5._..
?.{@r.5Vq..C.B.....]..a,n.xF3e

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension State\LOG.old

Process: C:\Users\user\Desktop\U59W1tZz2Sg.exe
File Type: data

Category: dropped

Size (bytes): 653

Entropy (8bit):  7.644608849408246

Encrypted: false
SSDEEP: 12:Xs+UhusMCfmKHNZBGx5M4i+zmBhZS175VovjAkf1Lv1AoLClUtcii9a:8+WusZJo5MLQCTSjJf1xAwjbD
MD5: D65F1820AD39DCBA687424470CD84301
SHAT: 2BC1FC5D648B896E438364A3F9A14018C3969B19
SHA-256: 6E619DC3852E8EF8D4C15A3AE4530B98760878AD11866500116F33003212AC15
SHA-512: A29A1B4413FF526CF4E2B623B4729D851370E69174009D1E3F0C697B084COFEB859C647778BFCE79641E22780F557D1BEBCAD13E1733E3A8E774BD13E1673EC
Malicious: false
Preview: 2020/..X...3}2.....{.}..0..
8.+H'#...0.'s..c.coe ~b.."...."%..:
.C.Z}.|...w{e.va.KJ.Qi...zEt.]L... ..... ph.#F3f..]..2.@i....."........ Ud.... #.%B.KJ...eR..p."....i.P..L./.-.d17.2{....z..../..f...K6te 1YGPnlbo4GcGOEP3iHx1cFFHBUe

guxRGmM3XS{36A698B9-D67C-4E07-BE82-0EC5B14B4DF5}

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extensions\ghbmnnjooekpmoecnnnilnnbdlolhkhi\1.14.0_0\128.png

Process: C:\Users\user\Desktop\U59W1tZz2Sg.exe
File Type: data

Category: dropped

Size (bytes): 5316

Entropy (8bit):  7.967877148381009

Encrypted: false

SSDEEP: 96:vmao6sR2eeK2FS4i6GW7yHa0zq0bxdtnVBRSTY2uyxoOI7PvbRljalL+enK8068r:+a3P//4W78bd5V{ZG34XbnOhHOX

MD5: 4A96798DD9BBFDD639D955F4915C05E2

SHAT1: D2A036F6347553B077D6877DA7428E368D7A982C

SHA-256: B30F551FDBAF75EAD8DA9D5E8D389B38013A20F33C27E0D20D4D6610FCAAICBF

SHA-512: EA5C498BAC2EE80BD442FC566B4929F55F2FE2F410D7817451690930E8BD3C4D6741DD447C53628DE932FA37A77A2A4476AC1C3B39765894E6B620A484CFBEE
1

Malicious: false

Preview: PNG.......... X;2.4$..B... He.. T.W...K_...-.C?.Y...(.Y/.(Z.lc.]a"..|...7...) .Y AN.....@{bV....vt.dh.VL6l.. oo We &)y )WL (<X BJH

u2.KrV-....t.qiy Xl \he Hv < OMMAL < el )0 .GLKRLIW<@..c..&..Qs. 2.
b=l HL L0 RIML Sy 8105, %0V, LLALLX\-P..(B. NY L7022 20 NLV.QL
0.C..2&.=.if-.E..P%....S.m..B..?. Kc1.r......e...6.ilL.w." .. k+F.4P.S... {R&J3.j.J.C.7d"..Mh5.kQ6.2.0.....)D....Q|.-.}.. X.....K.p2Q?....U..1..E....) [KL/G..[S....v..p.>..-
Ly Vialasixem.2'K....w..G[../.$I> Cl.al-..\..OE...D...6.....0.0.._.,cccco. PKevirin g...%N...]..f..e....D&.P..._B.m..-U

MAF.@.To kb (L3

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extensions\ghbmnnjooekpmoecnnnilnnbdlolhkhi\1.14.0_0\_metadata\compute

d_hashes.json

Process: C:\Users\user\Desktop\U59WtZz2Sg.exe
File Type: data

Category: dropped

Size (bytes): 3964

Entropy (8bit):  7.954286272790977

Encrypted: false

SSDEEP: 96:rhJZI4rbCSFaADUEAGiI/uzDhzQ2rCxr2tbdwxCInMkjf8xPJ:rh3l/SFa6iuDFQXr2tbdwxClnMkjaPJ

MD5: 0ACD1E2A3547D7B273F4DB56EFBB6769

SHA1: 6B609DA529C0891043D67310342B1403BAD94703

SHA-256: 899B7B18ED7EBB101C903E200B8F85686718A1C843B33A5A998F73539494CC7A

SHA-512: C12228DA6327E29ECB585879C594263466540768C3848CEA77605F4DESE635D906F98DAF0137CF7807FEFC303D91BA705B7FA8FFD52FCE2BE4A8A6C4C98DDF
A

Malicious: false
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Preview: {"fil..w....V...wA..~E0@\._..jD..0n.0q......7.X."%4..5¢j{rg(C." IN@......%we=D..IB.u...|c.....|...)|....6.Us,g.."...:s....0..niN...J*=:...O..... f..ADe..nr..G+...~_4.t.d....5}."> x/TK..7..
LO:Q...V....... s..X08...}...5"..<..i.R....pp..g.yV..L...f.lLi..-..Nw.O..O. kc....l[z...**..$v.J.bo{&..]b..3U....(+.M.L>$...)....B2.,....... d..yK.7...)F.qltp.2r.Y@....IL..2. . M..#.t
S.4.}1.W3?m.3)4..."..>V].. .6.5..... %..W)$;"......9..IH..QK..Q..._ D..p.#2.emK.P.x.q.F..Y.m/ K. . M.1.[.$.b.... .h6..3Y..@1Gl...C.f..qJ.W}8.yA.&.q(C...Yvw.
JTRSBRXGLY.T.>u1=c...\.2j~V.\$.ND.D....U#./...Y ... Kk......U....e)}.e"..]..(W.D>j:.9_b.?.JILc).d..s./.5#..9.....A...|.ql.....@./r.Vm....=..p..
b.'SB.G..JV.1FCo6.c.s.K.{q\d0g..FBt..*a&k.*..g...s.R....- e W.C...0.V&-..D. Ul XKL ... k-G k==2?. #..a b AHL QL XL E.&.6.S .. Lc.l{.

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extensions\ghbmnnjooekpmoecnnnilnnbdlolhkhi\1.14.0_0\_metadata\verifie

d_contents.json

Process: C:\Users\user\Desktop\U59WtZz2Sg.exe
File Type: data

Category: dropped

Size (bytes): 18624

Entropy (8bit):  7.989184679597943

Encrypted: false

SSDEEP: 384.Zd8p+30NR/rHcOcEUol/5wX2Y]NVOnzuorO/4D35/z:Z+A30Nyphol/5g21sy0LLdz

MDS5: 4BFAFE624D63B0BFF54B9B45D352E7DD

SHA1: B57E0CB8EDC20E3E6CB3DDC2A26057BEESF6C80F

SHA-256: 50D4B8144AE4398295E2D33CD48BAD675500F24B220BF7E73BBDEC5CD2860C52

SHA-512: 78DBACF8B3555862D139260458 EAFD87FAFCAA91661913C7E0265C32321650B24FD00D96C7DB8D28DES145ECEE7200C4C34B90EFD5SESDBIC0A1628288B1A0L
A

Malicious: false

Preview: [("de.Y....yn.2 ... Y.EW. KOV 4G k.. TH.L23. 0. f As S e (Ve AL[GG K@ @..2.8, 5 &< I.OGLDT .. FUSWN..i.9....&bL..F.D..A3.

P ABLILQP... ~2X].(%..,~Y .. B M..T.;8Z8..(J....PX.K(@.P|%..[..M({f{gn.K.K...Fi4. Cq.}.3..W.....O L....*s.+.wB.i.m.BN.KXe]... %... ... |[z.5..f." ..ILL
..TL...1O. D.kA@.p.MN.MA.....(..Qg.UE6.DA.QmYrM.M..01. Bm%gl.-....t..0.... *E..i. AN.X..;F. A YA E.../>..
N.:A5..%]......n..09.G..C.~B.UE.E$Y%==f... | {..=....l..... S..0J..eF.d~zP.$W.b.....$.0s.t7..1.m..Lk.P.OLZ)mK. n..P.OPp....). HF7-.)}.&.C....U

.\b..=J.RHT.@T..c..v..LB.Gp._JK...Y..O..0B[.#".(=.d.. D...A..nq... .i...T...Va........ a.;.8.<...JF ..z-]b..z...{ " W+vy.].&d?....,.hU~...6C.*R2..p.m.InO..>aFcJ .r..

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extensions\ghbmnnjooekpmoecnnnilnnbdlolhkhi\1.14.0_0\dasherSettingSche

ma.json

Process: C:\Users\user\Desktop\U59W1tZz2Sg.exe
File Type: data

Category: dropped

Size (bytes): 1188

Entropy (8bit):  7.842147316775836

Encrypted: false

SSDEEP: 24:SwbFGedIKOk37KqOHdJaRY +HvzXfGFaPXVLIFgRZGOSHjbD:Sw5PzkLKRaRYAOFa/boZG0+D

MD5: 6168B1540E442F82CD50A399E66832ED

SHA1: 6A2FFF698F8E47CD32E0E00CC41FCI9F50C0108A

SHA-256: B92AE5C1BBFF385F938BDDD5243A1AD80084553BD8F59B159960AF6C4B885A16

SHA-512: E2297946DE05098E1DBD942FF48E1B8E91F94DE8B162C497B26103C1CCDC89F387DF6C3C6C4B843632EE27E60ED42E799B966F3E2E317E7CA7319CI58E94A6!
5

Malicious: false

Preview: { "....\1....0.Tgag.[. 0..s2.1..CBwW/.p.dE.5...J.&..:?1. K-...209...&.7..7".0 .t..).".<...y.iI5\&{..F..2(V$.X".{X.-%
L=b.Qu Kl Zye ) T zp., v Q2N AWALL () ] VL7 S Y#ALE.LL8BeM (L. @'
s 9L ALLLPLw L w. ge...P.].7..k.G...6w]*.Rb...k..G...k.d..UV...,j.#U9.b.....h.C.6.x..5.Q.F.=,.../ ;K.m.L.*.?..U#B.....c..8h.=..U.
[.. .B..5..S.v.x3..9i<h.TAa7...S".....+0Tx(.k.G.V.bG..(..I2..d...w...N.B.......8. Z, 1 U N 88 v.QLL LS L uZ P2 (bl b Cm

w...mJ..6..h}.m...ZHko..+f.U....s.P.. . 2E.W.J....2.v. ). wX.... k& Xi..O..I.T...',."D[%...70.W_....J}..J|..89..5....cXn3.......... -e.P.nR..(@n.

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extensions\ghbmnnjooekpmoecnnnilnnbdlolhkhi\1.14.0_0\eventpage_bin_prod.js

a®

Process: C:\Users\user\Desktop\U59WtZz2Sg.exe
File Type: data

Category: dropped

Size (bytes): 68133

Entropy (8bit):  7.997517400133588

Encrypted: true

SSDEEP: 1536:0T1F+fopSNCMnLDmHhY Vtaplkk4zOjPQHHDJzabOpXSfGSW:QDQcM2WGkaPMzal1

MD5: E27A2F1357B342B33F51DACA171646CE

SHA1: FACEDSEF8226E9A1D8FOF671E80175064D42FA93

SHA-256: E26533D0A3457140D9C10DE74F8757A9FF6BA17B56F350613AE8DD867A62D0CE

SHA-512: 8A5A893D62758F1714959D1A8F2DC7547643BC4CABC51C915F7676AFACOD1DA5E1C507B06B5DD414019C52C4D3770E6BDB6314BCEF803AAADDIC185867E80!
AC

Malicious: true

Copyright Joe Security LLC 2022 Page 37 of 236



Preview: /Y W6-YLClenrze 1L M3 4= +w]id]d..../ W.c.. W3, #..i... #....).2b..0...9m.._.|P[..g.6.W.?.w...l..e[RA.z.3....>..7b..P.jQw....._$R(.~..... -..E'.p..2"$-
.a>[. .E.. .dM..E..vB..X...B......... Y.hw....Oc.{r@.z.@.a.+Q...'r'J....0[L.w9$.|..[/z..>..#m . .a.... k_0]/@.Q@....+.7G...9...5..9.[.1&1.?qB"}. R9v\....:w ....... q.l.s.L{.]
.24.e..U..-.ykJ+...S8....[0]..2*|..08..]9"y.D./..."g.f....}.0.%..{.;8..0 L} T#.R.)...G.mf.PBtUM.T..cdU.. ..g. ...fR.O.HNP.ncQ...3t) S.$.3.n
\..F.Ei._.5.N.EJi(.xw......Nt...x.7P.p2..E.Z.A....Fi......c.$V.N..h..a... *#.. V....=.Ci.FLRL1{..NIE.AAFI12,.7 .Ri.c....HQ..K*.(T.UH.OJ5....... X.."..G.Nb/.?
aH.)...)b..?.>3Go]..)...r.}.W...b.i.]..K.....a..\pX........ VE.L..G..ZKJ.\.....x %"Y .@7X..FK-Xo.l....5..m..G..)0."O;.:..g..kI.#CvH....P..M..V k$...$...as.

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extensions\ghbmnnjooekpmoecnnnilnnbdlolhkhi\1.14.0_0\manifest.json

Process: C:\Users\user\Desktop\U59W1tZz2Sg.exe
File Type: data

Category: dropped

Size (bytes): 1854

Entropy (8bit): 7.889303549505147

Encrypted: false

SSDEEP: 48:QH7Whxm1zIIScDL3IKYzWfz2pP/INIMZO1kTdGc32u4FpD:S2x7PcDL3QYzWfz2dQfOSGe31S

MDS5: 567AC0DA19B1A4D6E7DB7BAF2CBCA628

SHA1: 68BB1A58F78E57BEA156405F6EA1DFCD87EFB56C

SHA-256: 98AE1F3665CFAE05FD91467371BB2EAEBD4823C553298C74F14C8012F39625AA

SHA-512: 873C0946D8160A97E68EA047425F31FA609C970E4DB576983D56A6890E6224096DEEE108ECF16DOFD26CA184C31ECD18811A626A864D6A6EF70E8F30D042B60!

Malicious: false

Preview: {.. ....C.z._e)}Q._w..i.|.3..\g<.Ho.[y.q.c......iliyV....i......... U2+.7. 0 b _CQ.i...9m...[.sJ..V..h<.z.P.aV.7..Y..c..+..m..a.H.p. H.M5...S..+".Dhr...RJL2.W.s..
V. ]Tjz....q0..W...0.u..9....0@~....f....S0Z.n...5..2RHB...".h.$)i6Pn .4...8.F.Qn.X.r.y0...EL.C...Il.
HE.".A i*hy}$".N.... . L& . .3U|C MR @...E...&p.W...
.Qw.,d. .Kudn..L.ng\f..le@..U"...$...nv.yG. A7W'\Y@]A . .Sanlyt A #e kd.Vv.W._ &' .../ EU....C.

..1...m.=.w.6.F.).XJ.DN.V.@Y].... 5N ].+..9~y... z[}&nn..3.....8.U.70..... k.cx.a.9\7...'F..&x 4t( K?.nb.R.h.v&}.......... 08 .gx} ...... ).EQ..OC

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extensions\ghbmnnjooekpmoecnnnilnnbdlolhkhi\1.14.0_0\page_embed_script.js

Process: C:\Users\user\Desktop\U59W1tZz2Sg.exe
File Type: data

Category: dropped

Size (bytes): 581

Entropy (8bit):  7.584789203489974

Encrypted: false

SSDEEP: 12:22VLGIBoOMT80XF30n0ovUfB2VCEo0AylrdifcMtcii9a:22VLVo7cn0yUfBASGybD

MD5: EB94EBC7F5E1EAA42B45C8181C800BC5

SHAT: B4AC8B1B9A11A99E42FC93367792EFESCB11D5E2

SHA-256: 0AEC796A20AFE074AD5538FA3087961B9F337F5B4601124C252B9759B29CB78D

SHA-512: 213DEB98235EDE3B1BF11AD37299AD14270BD9263D9727F47E70D47D6C1FB6CF55FA0C729F01435E856D398C7C4C75AB154F4FF8186EEBC13D901C23E5565A
8

Malicious: false

Preview: (func.. X VT X..... 7IOsm W.$K.1.gP.....0.....nJJb3;. .....Il..hJ.*._...0=...R.rj*K.=..7b....D f.....5...PO.6... i .G..-.Vi....Cu.l...Fa.[0O..|%.u<.p

e 155(NALT. 5P ) /.D.."X.... ... KMN.OSH.@("0..1. .. R:.O ... 3:6:8..9.K.. hk 4. 60.20W..2.+.0kT.y..B}..|..kPA.|... SmwR....
{LOM. T 1. D TB"..0..%. 4.x@.V.11.B..2.jiL..N.Wm.9.8}.3...r2.Q.<&.." xh... kK6te1 YGPnIbo4GeGOEPiHx 1 cFFHBUeguxRGM3XS{36A698B9-D67C-4E07-BES2-
0EC5B14B4DF5}

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extensions\nmmhkkegccagdldgiimedpiccmgmieda\1.0.0.5_0\_metadata\comput

ed_hashes.json

Process: C:\Users\user\Desktop\U59W1tZz2Sg.exe
File Type: data

Category: dropped

Size (bytes): 18272

Entropy (8bit):  7.988372191864928

Encrypted: false

SSDEEP: 384:0uf3pF9Xuvl/KNyPkzxWXjTouoZxE6Wg/ncGlupNw/l:ouhFO9XC70TouoDM+2YE

MD5: B6677C22EADBEB8CFA11F8F555030DBB

SHA1: 45000524D0E332CAF55293A49466B0C4BAD48E24

SHA-256: D1C4AA2BE081C3B607AFB11F663F8FA8B2C036DOEES50B4E1C1397A348D895A5

SHA-512: DA4COECF78359C3BB99FB882697954907DE715517A5A710762E7EF6BF0434B20AA75BCA6097FCIBAOSDEE7471ED543D1FDFDA314AA3DE4F6B92C2ABE2F63B!
FE

Malicious: false

Preview: {"fil..H...vt..,........R.##q..B.%..5...8..Ti2....... >At[..V.BA"p.\..m.T..l.m...g.Wjn.X..)..q".D...6.t.c.~t.cP.B.....".[...cNzSO.3Bx...G..BB*'4....>&.y.0.0..?73. A.+v.*......2.."L...
3Y.\Vi.z.DLK.6..2+....\[5..U]..Li<+..u.H... X .u4h X.C.(.F. ..e3nXet#e.1....N"%10...6...IM.'Q.&..v.IXzr{ Nn%.6...'y.O.: k....x.4{zc2..F..P..#k.t
LY LTUL (L leX L L<G T g....%..k.D;kw....}.U_...B..N.U..".9....dR]8. .._.V@"w....ZKj.}F8.0nAF.?...,)..$... u*....JH....».a.wQ.Ry.?.6~v.:..
#9LI..@,.Z.z.....$b.0"CruA<. 8l.....aZ=.&....KDlL.cW....p..C.}.HO...c.......... 6.s+K......Y8.t.DL.g......3.y@.....vGl.c,..9....[+:d....Ob..g. A....... X.L.rd .- L1 LK
|m%>9t..z...K5../...81M..h...d.....R....J. {o.ni.=."..A>.ik.g1gmV.P.{.VHA[B..c.-l....i..K.RA..c.Z.\LO8........... aW.wT.|lz.+e.ax..J..0..&....>.2.w8...0..1.>.}..9
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extensions\nmmhkkegccagdldgiimedpiccmgmieda\1.0.0.5_0\_metadata\verifi

ed_contents.json

Process: C:\Users\user\Desktop\U59W1tZz2Sg.exe
File Type: data

Category: dropped

Size (bytes): 8114

Entropy (8bit): 7.980653056438372

Encrypted: false

SSDEEP: 192:vVTVHpx/YKZEIDcGqIMSTG8Sasxs6goSiu052WIWMWUSIFw7xDthxV:vV5HpxhZjhgNGaKs6x WWN9IFwODtd

MDS5: A30BCD80EC177489F7A48C31B47E0C86

SHAT: F2F77813542B3A7745F4683519804A99B10591D4

SHA-256: FO5AF7E7440C7CFFE55B8526D4857570DA1699EBEE377D5D908C47EBC59990DC

SHA-512: 7A218632B7BF5AC1828A4DBB986CA5B611C4AE2CC54CAA7C2C5ABA2FF03BD42257F5F3F50ABB2B31BA2553E7A2942E40BA95B24DBCCD486E2ABA33FC32FE
6573

Malicious: false

Preview: [{"de-..4..f%.0.E.C.i.....s_m..~.VI?..0.8...c.....-.. FL Ly~ TUVLE 0. 3} + .- (-e..e..gn.. . &B."(... [wB..5..)Qc.fK*?EWF...0.2.J..A.T ..O..vH....r.6.. . Ji.u....S..

...H.Bb..Yg..q~0.s.f.Z[.1.n..& . ..VLELS.K.]5loh. jo . T 7ML VDY ...y ./ .NU.V..6..$.]P....b. Ux1w.e..%...0V.]Q..
<U...t4D...0.z../ .ijZ+...}.y..R..R_. . 4#)>...uN.d_v.740...T."+.cqh.+....G. Y{ .E.Bk&...-A5..7.
...... v.&....-.ma.. 2K .c.r5. =S Bl W& . CLv e p~ DU g WA Aw..c.l ULS LS. $.D6. .$..v..E.e0i..$.9.;C..*.=.YI... Oy _I.@@n

A& ymu$. TAZz h P kw E_&L.M.LLP7 s . 2.8.-"@.1(r B&j[...-..}.....d 1L R.\T fzLh..v.....O.....0.h1.....

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extensions\nmmhkkegccagdldgiimedpiccmgmieda\1.0.0.5_0\craw_background.js

Process: C:\Users\user\Desktop\U59W1tZz2Sg.exe
File Type: data

Category: dropped

Size (bytes): 1125962

Entropy (8bit):  5.998288747102356

Encrypted: false

SSDEEP: 6144:WyDmKqbt+4vubsX/O8jXZrp03tPgAhcDnR5eTinZV4VGLPEZz1019sZMbPzWab3/v:nkb3w/fg30Ahcl5e TjIGb

MD5: 6D0D31423A01A0DD34981ECDF29D16C3

SHA1: F213E10A62FFABG8E9168E71318270D95B6303B95

SHA-256: 3D1B4BOE0CA0B6387B27C499BAFBBD7525526 CDDDACB41B6BB49084D 13199241

SHA-512: 4C1ED1F248BD5F991B0083C4E736DB204BF55515C60837244E01436F4B94B1069F3CD606B5EF19D0B4E429759136C2563FCD3ACB56687BBBB602A6FE66C73D6

Malicious: false

Preview: var d.c.j.f..]Jg.N<SIMIN.S....2. Z.J..v... (V.. >\B. /iy 1LS..0.0 L " NLvy@..(...D£.Cs;....M...thy....... Fg..i\7..~A-P.i..kA2Y.NX.q.l...Z...h.k.T.r1U...cs9+..4:8A..
cul b X ].8.]9.>. L. p3;().SOH#M...&.y#8&....4410....]....%..6...M..@....uT._7.<.y+{?&.N..D..t.>2.URK.....~....s..G..q..a.S/."s...A..9.drf...p#r{=...l.0.Ul.Q.E.
WHEO.V. X PINLAVFOTLLPLLY L) 2.gbuvt ] a. V.<N_/j ShrLNLTB.D L {RUAK/< {.Y.g.m\.W..0)Q..F .&... D'.u....G.)%.).%\.,..QZ...TQ
+ VL0 IMu LB > SSLLR (X Lo LS v X="w. .My {y.t..P.....vBLLL..G.Zf.....0E.....( ?{....=#...8P..=..vS...8..._.fNwoN"3..>.Z"_....... ?.{.2..
[CTIRUR g*.Y|."F.M....alh.<B.0.+.Ul..q.ql.a.g..a..Z..."Ng.1.2.H...-4.uWWg.U.......)P0}.X..FU#.E7.7..,.+..8..}..3.H.y.0.Yd..

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extensions\nmmhkkegccagdldgiimedpiccmgmieda\1.0.0.5_0\craw_window.js

Process: C:\Users\user\Desktop\U59W1tZz2Sg.exe
File Type: data

Category: dropped

Size (bytes): 266127

Entropy (8bit):  7.47589802519111

Encrypted: false

SSDEEP: 6144:6/PR8t+E2di5xZh8/i+jNxcINsOVmhYwOmHno:6XiVmcWeyZ57w0J

MD5: 5407256EB12516505B740CFBE11C97B9

SHA1: F5104DAE23F1AB5CF1B4709C9BB1B049C6F6A9A4

SHA-256: F1E06E47E0BC6270AFA0530CBABF6C2C1507828066C2FAE30BF33E006AF755AB

SHA-512: 54B31133A52376A85B781FD52C5050492CA5588226251 DE35FBAA716C997042ED711B7D64C826FB63CEF084BA736FB43C4A747AF03A32DC3EF695B222837C54(
Malicious: false

Preview: var a.=%>C.TZo.!......h..3=....Ap....q.K.u......vKl/......

N:.&.%AL...N.4..8.]}. {U. f.<bR.+#...p.U . . [*u2#..W..[. . el
W LI7.#..,=). U#4.  Erh.nBJ.7.a....m.50V.ws..8..naW...oau.. k..m...\H...Ih.@.Z.Q.=L.I. Z.07[H..B.G...D..r.4%.>"....f.=ul-
..0.27..2.. #.0..Q..8V...c..$.%ll.... .R.M..g..1.d........ ftooond QM.....m?...EM.M. }.I......I=.g..e0+0.y3.).......6n$ " ./...2(@ #.H..3#..3+,.A...Pv...Ye......w.

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extensions\nmmhkkegccagdldgiimedpiccmgmieda\1.0.0.5_0\css\craw_window.
css
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Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\U59WtZz2Sg.exe

data

dropped

2075

7.902006258175799

false
48:JuMgGhgPhAOPiVXDcDQTeit6or3TWvizsfq9HhkwD:Ju+sPCOScQTpJjO08Ss
9DB2C16697AD65C8E052C76977EF3C49
80D89AADS9A259E57A125A9A880A1D077E26C74C
746D2D4467BD945F6267B80C735453E707CE743436FED82C191FDC6D24E4B242

700C36ED89492DA9B26E364875E0F26BEEBS8E07DF2525ED797BF6693931EBDF94CB34650F7D3AB0B738984E7F51A2699F899DC4ESEA9BDF3D92E7BE4AF397F!
B

false

html,.+...\.Gj.]..nB.W\.lg*..dc....x] KHZ...). W&\\>e...& f..F.Pr...T.....Y..@.3.;.".S.>&u.0.C2:.....}.V9..7..u..gA......P....... bct6M.X."....7..mx.|..]..,.v[...{....g?.L.r.(;.F*..
V)L OPC#.(9." N 1.D0>..33.10..:u).B..v.w%w...0.g.U..n..U..9m- L ASH5x......2..".N'z_.u.x.r.b.Px.t......U...z...].Re.C..{.,.-.7.%?..wiz8k..e..x.....Ut7.*....0:...0.....
5.4J..m.1.a.9k.&0 ..&...J.0.[ . AE$.IW.N_. <>..%f..3.4.d4....v.."9.. =KT$ 2zn9TG.....).MQ..V>.......s.hl. kb<..q.\.E....v.9".....m..F.%;...4#. .c(.s..E
fmo AL JYFLLLUT.TAF.C.}...@.5/.....4b...Lu.a.....26D.74....h.GHT..0.2%.0+#9..X. .R(R...].yU.a..an L\U>we/h%..b.zs...V./.. . k...Se..S...T..lj..d0..\r."J.\
7.8.....F(..yl6..h.l.aj#. .I-....=N..;|t...[.Cb...zO...S...;w.1z...-)-8..7..~..V......8--..y~%.K.SY...D..... ... d...}pG..Hh./s.N.(....i..n..M..

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extensions\nmmhkkegccagdldgiimedpiccmgmieda\1.0.0.5_0\html\craw_window

.html

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAT:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\U59W1tZz2Sg.exe

data

dropped

1144

7.820022209000287

false
24:fMP4IMa/aGDwQICGYbh1itpB94UjdO1FyMwmxFPzraYvgiZA+fPGTubD:fMP4IMaHWBCGYN1itf94UwSM5fra5+3L
4156FBCC4BDB8D6001CE129E1BF41F45

8FF17B23BAD87C5BF1323AAC0641231C99BBOF7F
B17068A064677D4E916490BAA6CD8ED01177F3BC3AF4121D8C5D326DEC11D3FB

705C1EF3F753DDA49D4A2E23CCCBF8DB721980ED39F8594D63D143C755E4646C756525246376EAFE9B5CD3DC5531B259E6C15D8979C3B5566BA01529572DCA
4

false

<IDOC.....5W9i.v.5.G.../.W&5\.....P..Y..9¢. ..........v.3.[PZW.|.v.4. [ 68DONUS....pr.Qzf =....1.....Y. kV.VK@.....&&.....[.K .UBT..y.q..G.)..D.......'e's...0.sOL...i&
F..X.. ..20'$0J.x..K#.(00R.SR&.Ji5..V..&C../Fg....B......BL...U\.IYF8> li........a.R..g /;...i+..0..n8.XE.T)..rE3.£.Z. K. 8.+...h....G..p#P:..Yd.h..MA..._K[.It....RBH..q9...I.
i..X.g3&7....~.]%W7. v.d#&?IU.u...."b..P..B.7...c...m.$xh.vu.8k...v.W....pg*9.N....0.C.. |vi....0..0.}....mE...>.@..C..m..5....%F:..@.W..IKJeZ'R......v......F.p.A%.L.
......... H..P2(E*S.m... 1H...K.O.W.$.Z. k%.@...). Al ... bZI[E.X.T......$...r.}4#.Ut.......~.0....B. . .E.Y.iL..$..0U..C.On..... 2o P 130 (ot ].0-~ P XA 2.
>.b50b..G3..U.h..z.... .NAL#4F...V......... M~WQ_AF6..(8.....A.9C.+<....%3_Mo......5.m.s.8x.0\..n2.1..AB._".., ".cxG3..lw....).m......]l..q.."XZ?.5

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extensions\nmmhkkegccagdldgiimedpiccmgmieda\1.0.0.5_0\images\flapper.gif

a®

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAT:
SHA-256:
SHA-512:
Malicious:

Yara Hits:

Preview:

C:\Users\user\Desktop\U59W1tZz2Sg.exe

GIF image data 6044 x 14818

dropped

70698

7.997219341190102

true

1536:XIPH99Brar/W9RBCrR/EQfr3mjrYvItKJLK:XIPH99Ba7iCrfr3mjrwilV
7077BE1F1D4EDD26CD87CBC060619775
72411E2E4EAB51177ACAEE7D893C18FB375E35CE
925133B4B1FED2077BC96D18C16F9A83DC9998BEAOBAA3CFD334623B2B3C7831
EFD09946F4D5099AC19324181047EC1EF5966E4237C3D613AFB2351EE79AA214638C99B500E16BC1B2FIBFB8CEF83812BB1FOCC07941A71152E0238E6F816DD
true

« Rule: SUSP_GIF_Anomalies, Description: Detects files with GIF headers and format anomalies - which means that this image could be an obfuscated file of a
different type, Source: C:\Users\user\AppData\Local\Google\Chrome\User
Data\Default\Extensions\nmmhkkegccagdldgiimedpiccmgmieda\1.0.0.5_0\images\flapper.gif, Author: Florian Roth

« Rule: SUSP_GIF_Anomalies, Description: Detects files with GIF headers and format anomalies - which means that this image could be an obfuscated file of a
different type, Source: C:\Users\user\AppData\Local\Google\Chrome\User
Data\Default\Extensions\nmmhkkegccagdldgiimedpiccmmgmieda\1.0.0.5_0\images\flapper.gif, Author: Florian Roth

4.6M.d...w,

GIF89...9N.z....go..j c.a..H. .Ibs....na...3*.i..6..P.0..._...j..eJ}.\.B..f..y..T435...5". Vw. b.0.....q.s.. : @...i ?_....W.xp..u#g.)b..

..0.H..il-
pl

C..gz..t....0F2mH..K.h...}..FY5...sa....... 1.33.4Te.G.x.+tm......... w...}..GQ...0.* &..p?.u..fW.9Y.>....... Mt
*.0.Q.......3..[m7kG./z,Z..|.u...b]......q.....6...2....V#M%O...K4.E.... gi..[.*h-...0R.>..+../>.VeB8za.. W. . ..s..6.=..
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extensions\nmmhkkegccagdldgiimedpiccmgmieda\1.0.0.5_0\images\icon_128.png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\U59W1tZz2Sg.exe

data

dropped

4698

7.966727909149362

false
96:T26hmF488ywaha/33EtZeMIwB1nVIhJu1pLI4TSEDcQee2CYkZhbEJ:i6A288yxha/30IWpLIkXDcQITU
681A1A6107959ABC285771F8A4BD0OAD8

636B31B18539D9E0F0AAOF726900756D688F5A80
2A602C20FD9BBB99B178AD34BEE427CCE051165696DD1A0611AEE13DF06B765F

593CAD49BEOBF4FFD5CBACS5407A5AFC0393967123A18E987D2CB46B13CF63E67C4AA538573F85BA62301782330B71565E0B8A5AD7FE1363F613316A4E1F7DES
9

false

.PNG...._i.Q.N.J.uH0.{...7...8.9. M++.%%.....Fc..#2)..9m$.[f.J.+.q aZ\) fl.aq.".vs A R [z X .w.B.F..>..e[ .bz&nb5..z.4qiyM.}..7....
"..a.R._s..Y.gFtt.PJi#...IcK.A\.~...)f.L.......-.C.-.)3[...p ..Q.....wh.. .Q1...1U..%.1.0E.m<B>..... 2/..H.BK...%JD...b.3.h.)...q.-..9". k..R.(.$.D?..Q..
p..2...t.ka/}j.....LAZ;. ;> h Z. blirr_Y.r06...Jw......eN...6>]t.>..z.*uM....6JZ....1. S<z@W......zG...1......b..4mb"...0qY..w...=N3...L.f....,.D... \.V..K.0.N\...
.n#kLk..Cor Ul GLBLL(L.O.mL K. N.I<B...m.....wU..:W.3,.. LK.C.0....3.fT..%.@9E.....p..7..-.tD..8<..5..&.5.........Q....3.d.v&....ag.-,.a...x8.(...QW=.....2q.,I...
el <HWL0.ZMZ...RJ.{ ]y V....._. F7N..S.5.." . 9. A#T..2.2.U.NO..Cld...v....
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C:\Users\user\Desktop\U59WtZz2Sg.exe
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C:\Users\user\Desktop\U59W1tZz2Sg.exe
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494
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false
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C:\Users\user\Desktop\U59W1tZz2Sg.exe

data

dropped

500

7.500044316862127

false

12:pMDIDw+xhWt6AjLzl476bon0fVgNLM-+ffktcii9a:+xAoaHIju0fVWnibD
C046DD7596063A2836D7BF21F97BC81A
0E0754ECF63490BABC08813566C2958B317306D7
01E83C07D457785BFB45B7D2FF692A52CE2DE49D4ABAF901A200EF834994C083
BEBCFC615034989D84D19C199BF30567A2F567871CA2321CDF86BF574CE036EBF575156FA4DF419379433C18FD4142C0D5D13B79221B06A90F9BD886743D0511
false

PNG.ed.?...rjQ..@;..MR....i..ZCB.$..\3.+.#.J..6.E.Z=..uW..J.r.V..6Y.....Z....u. Nk K tm..o.. . (id. U 2., H.GL2.&P..Lr.D..(J.P.m.9...n....S..A.3.7L.CR..
* = Im..g.W.CD...id., x$,j}.@.......Y....Q..GB..AAVZ.../T....}.... Q... W.....C...C.AOW.........G...|...[ 2.8......;.. B&UG.IKO...B.N.q.....CGP 7.P..Y........0.gQ.Y.......YWK
.G....94.R9..K6te1 YGPnIbo4GcGOEP3iHx1cFFHBUeguxRGM3XS{36A698B9-D67C-4E07-BES2-0EC5B14B4DFS5)

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extensions\nmmhkkegccagdldgiimedpiccmgmieda\1.0.0.5_0\images\topbar_fl

oating_button_pressed.png

Process:
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C:\Users\user\Desktop\U59WtZz2Sg.exe
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Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAT:
SHA-256:
SHA-512:
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Preview:

7.532809623869233

false
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C:\Users\user\Desktop\U59W1tZz2Sg.exe
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Local Storage\leveldb\LOG.old

Process: C:\Users\user\Desktop\U59W1tZz2Sg.exe
File Type: data

Category: dropped

Size (bytes): 668

Entropy (8bit): 7.670059090967736

Encrypted: false

SSDEEP: 12:1zjNIYLLPQu8kxyUnCqttUBy8eoXPOgAC/QCwzoCKTOMedtcii9a:5jiuHxHnxieMzpFe/bD

MD5: 787D387633F69DF21E1FF8672CB91F82

SHA1: 09CF4A6A2D9D74AF2928CFCEBI1E16324E2A98CF

SHA-256: E58806AAD055CA35E5AA247BD40D10A7BA1FF752AB28E936D0A94AD59A86A9B2

SHA-512: 3D09EF0157A1EFCC4751EE4EF4ED214DC4458BE6C93688745A2434E0B446B3D57CE07600C46DB43B3F7C2D33C242E78168ECA63DFDD4F737CC1ADF56B879D
2D

Malicious: false

Preview: 2020/~E...3..s#.. #.....kf.. {...GV=1.V.uV.w.Es..QN.rw......v.U._T~U~Rs.M3....c.Q8.h1..~ 2.2 L K...?..k..uP.2#<. e.. . k...>:=fdG)jn1...;
H@k>"....g..$....u)6....wi#.0. .x.H(}. ..dy.N{*. +W{0..x.....;{..q...].6."..8..rh_.*..e..T....zJAe...1.B....%...3].)..5r... ] - L # L P7NLPO.\...n.z.. .@).q:...V._
]..b}.G...>....%...%..hF Jz............. " 40w....2.Q..2..0. K ... BV..m+.N/.(74...t *..V.?0..4...8..... A.o.n...ZG. > oL Y emL.LY .z K6te 1YGPNnIbo4GeGOEPSIH

x1cFFHBUeguxRGm3XS{36A698B9-D67C-4E07-BE82-0EC5B14B4DF5}

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Platform Notifications\LOG.old

Process: C:\Users\user\Desktop\U59W1tZz2Sg.exe
File Type: data

Category: dropped

Size (bytes): 667

Entropy (8bit): 7.674052990054767

Encrypted: false

SSDEEP: 12:PQvyLn440vilYIvAnkZfM89Qwk2vc7KDzcTBnZbW8KStcii9a:POlvOaJ6kxBfk2eeQTBZPKsbD

MD5: 1C88A5A637F13C1C5EB13005037EEBCB

SHAT: 4902CF73A0BFOF59C325A91D348D5D9BF763E599

SHA-256: 26DB325F56E60D907D0CB764A4966D286C6EB5A7A16BF789951A3E138D6ECOC3

SHA-512: 582F07774D7BFA561BE64C93A575C51228FCB3AB60A52721D79758E7EFD84AD343633E893EC34D034A3CB5A72A9629F2FC97974B5125C0221B83F30BEE619D6

Malicious: false

Preview: 2020/....... e %) SLXUN v L PLwLL T - n.@156.. f.M.C....v..Z..=..J.J5.b.."..b...._7..A..d.z..1#h[9p.UYe#3&h..y&....... N.W. At ]ehe 20Dk
BT OT) I . P._M%.5..av*.nIX)......=..L.2~".....m6.0..0..</.d............. 87..H.".
B {pxe BuNG LWNULERIVLEH.L .yj..0...$..1.']*K6te 1YGPnlbo4Gc GOEP3iHx1cFFHBUeguxR

Gm3XS{36A698B9-D67C-4E07-BE82-0EC5B14B4DF5}

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Session Storage\000003.log

Process: C:\Users\user\Desktop\U59W1tZz2Sg.exe
File Type: data

Category: dropped

Size (bytes): 769

Entropy (8bit):  7.697798423732244

Encrypted: false

SSDEEP: 24:bK13IvscKBmRTjNVjNK29ZfpPhwJre/pJ Tp/bD:bK1RcKBMhvjYkh52/pJT1D

MD5: E34F5B56C6DEEA610347ED1816F667D8

SHA1: 542DF7E39A4D501123A5654297DF2D243170A3A7

SHA-256: 0CF0523FC019B5804F4A744C7087DFA9430FA72898DC10AA27A6B414D38E2CBC

SHA-512: 09047AF632D8F425CC55A457561FEDIDEID98BC1D8900AD75231ECE91E69DF464F0CCC24DE2223173E78737F34A030D8C3BA9A7BF5CC751F6B50EA548F30DS
3

Malicious: false

Preview: L8N L&A X Y@.. 1X.>".N...0.0)...7...QZ.&P. &.....Hh.w_!7....V....3.ebOV.c>...M....c.{..|[....N..*.=R.M..Hx...;0........1...e.6.C..Wg~NK.....v...Ib....?
Yot =#.0..D o E<d ML dX WDy [ B X W HL AW WY edv. bLIp. t M- - 0. A A6x.S L L....0..D.b. Xy~ @. V&<
LVELP.UK.NR.Gl=....Z..3.2%. *.~.U53a.n?.LEXD..a}.....G...n..Bs|5.0kal.Y.N}K..p.T..q.7..y]..ge..=.t.€.y..)$X.S..uf. k" ..W...%.O....yF.D..]U..

....awV.bl..ezv&l*.9..$.@U.5 =...;,MY.MbK6te1YGPnIbo4GcGOEP3iHx1cFFHBUeguxRGM3XS{36A698B9-D67C-4E07-BE82-0EC5B14B4DF5}

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Session Storage\LOG.old

Process: C:\Users\user\Desktop\U59WtZz2Sg.exe
File Type: data

Category: dropped

Size (bytes): 653
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Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAT:
SHA-256:
SHA-512:

Malicious:

Preview:

7.638873793462919

false
12:bY3LJQIFCJ7LB4nuX8lg30m7mZinuLU+r4BUBP/TBPIdEKicii9a:ktjCJPOus57ugcLRB8bD
3F9394F679ECFA767C6ADA465666E773
1FA448A8E3B9610582030691851CB8E3801A1161
8DE591AEA32A3FDODB36A55F7C974AFBCEB39A3CB393115F9B08054FFFIF58FE

6B8710F4CEOF65792E9A5D8586B4B277BCA98D1DA7881C078EA3291B6C993B024ED0616B3B3C87920A7E4EFFD28FF981721C5079FBE9Q9ECDDFC8A028FD1E2C
07

false
2020/e..BUP4.>....P....5h.4[...d..@h...P.]./..D..5..1"..12.2.%. )...... V.fsK.p...?.....N-..g.T...?4s...00}.&-...@......|.3...P.L..... ...E?.R.+.9.. I{y2".(".X #.d[E.Q.]....B..
&X..\K......e.kIN...L....uBd.P.V.CU.O.]..v.m.b......<+..i.<..X....~.E....k...G..c.2...HV..d....Gy..c.T?2[6.5.. L. Arx..+.,.}. & e b o Y LULLT R v % L F

.=.....Ke..@.0s8s.N....A.h%.).K.....C2..[ +....q..yw.#A..._...V.(.2.n.K.&.3MW..4.c3...AN.nWA.Z f...c.N...\ZxGT....t.......... K6te1YGPnlbo4GcGOEP3iHx1
cFFHBUeguxRGm3XS{36A698B9-D67C-4E07-BE82-0EC5B14B4DF5}

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Site Characteristics Database\000003.log

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAT:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Users\user\Desktop\U59W1tZz2Sg.exe

data

dropped

374

7.396614774215386

false
6:9Z2zk3waD0GZx5z0AlEhza+Pgjaoc6MozxMvazGLEsf4gCWe0grabRAIIGxntHciik:9ZIfDOGZLiv4TukqzGLggC107ADtciik
C8C19ADAF44C9A870BC9A702ECF7A598

931F03138C765063E2BA953BCB660042925BFADC
7C822056DC7E2F30336CE08C33CE7DB971DC491906DDD427748B19BA2893DABC
F84024A02694825EC7A125C1F95EA7AD334933FAC7972148E02BEB55E33747FFFF1D475C974C4313C0B6BE162B4AC1323ED715E03ECE2A7756524E60FF36D56F

false

.On.l.aS.....+.KF.3.W..PH....A*. =.....i0d..._.0.....{m...OM..Z......P....0.....h..0.d..7"..;..\h.....".PL.......... Qv}..v_110...%...Y .. . 8u)emes>A L =Sni<..
Qeer.0..8.yq {#00.[N...-.._ " 7Y ?he L~ NWLL VG q)K6te1YGPNnlbo4GcGOEP3iHx1cFFHBUeguxRGmM3XS{36A698B9-D67C-4E07-BE82-0E
C5B14B4DF5}

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Sync Data\LevelDB\000003.log

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAT:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Users\user\Desktop\U59W1tZz2Sg.exe

data

dropped

9100

7.978760662505691

false

192:1dUf+30eC43EkGeC3PCgpxfTzZMZncDV29tOkvQctSgfRhORgeL 3s:fov3tLmPCuxeGQIvQCctSUORbD3s
BEE09D2C0576FF772EB3F8DDA2BE7F79

CF6D7BC6645E5188E9450BE879AC600045D23156
238DB7F954832886CB2DA1732BCOF9EE326967B48D501853E79EC3D 186834475
0673CE214D58599C158B859653C00F6C97656F344CD08DA45006D75284AD4ED2699AA8F936369E2E0BD01B0F395B8A2D04372E7222D42A51CA1E7EDF01E2261(
false

.N[W.EeNM..C.....W<.m..z.5..Z..nW.U.Q}..K.#K

Ri= ) %2..3......20. [ X5)@.74... A @KSAL).....7.u0..1.m AR..Y...=H...4..G.*aV.._d..X..tP..by.. a.

"h..SE.HhSr.(...e."..H.90..4...\...e.@N9I.Vm...9j.........._Y..;K.1.,..E...Qh.JP.I.....po L'@..U
.J5.8..S['2...
e 2.0.0.5P.C.. %6 W %o (N2 @) ) @... NB....He.....$.Up.Za3. W.. k...E..HKy..-A ' T JW....PiLQ.LE.

..6.9k.).....D7.. k k.g"X*..9.w.b$xEQ..fFH.q3L.PY5.a...j.p.9.... T.I5N.... 9L.@g..X..q.._M". 45, \. % 1.=ga...@....0........L. 1% 2.4 )uk...Ltp....\W:..*

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Sync Data\LevelDB\LOG.old

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:
SHA1:
SHA-256:
SHA-512:

C:\Users\user\Desktop\U59WtZz2Sg.exe

data

dropped

660

7.649127992846428

false

12:1pe9LdO7bwSyBM9IgX0bMDcFd/Twa2XcVgtWrPy9kQj1 CSnxt7dtcii9a:zo8FNYO0bzFVNy9tOWLj1VirbD
1078CFFE322A5F483EF2BC4949198A45

C7E346949ED582BC6F85570F1D40F5E6EDBF58C7
FE62732702AC3E1AB321AB394F75DCC99E6C61104298652E400D5F31A8458E2C
07653149E57ECF4596449C0654198B412AA525487319C38601DE4369DCF23AC57990E 1B7A54EB5C21E86E8BBC12026559C39D48BBDBESC14D93B0OE5S0CD8C490
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Malicious:

Preview:

false

2020/..-]..1...n.f=i...&...2.. ). R<G.M...0...."..Q...0.2u{>C..m.C.na_z...m[1..).5.Y.m./..6.....Es".R?C.{$.C9. x....)MA(.i.).g.._V..)..b."..30p..Ezl....iG...3...."Yq
e GjxKAIG.....0.$.0...C..8..3(.D Nm AP =2, 8.4..COX. . H. NC%. ot B Fo o ToA P XEN, o105 AOE.IBMA.<.3..D..._O.P."}- X...._.4.. 72K I:%[.
J\Puvienin5...).10=I ... bS5 Ko p.
P3iHx1cFFHBUeguxRGM3XS{36A698B9-D67C-4E07-BES2-0EC5B14B4DFS5)

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Web Applications\Manifest Resources\aghbiahbpaijignceidepookljebhfak\I

cons\128.png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAT1:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\U59W1tZz2Sg.exe

data

dropped

8296

7.978450396782321

false
192:9Z3Ey6dvKDeck+HpaYNenBeC+jj8Rnjy97fExX4xCi+La9p:zzeSskeBeNH8Itfw4Ei+cp
5CDB1CE4644F150FB732C6E740F8A88C
949CBC452066C1C0050F6B7512B021E77ABD39AB
071D986F16B321D2C5BD9675014FA2D69BE2B1A1A2062C556E39093953E7FC48

731BEOB952D2FCD8D14175937E09760251D819F33DAC54E483DD3C0C2BCDAFASE250E8EFOCEFEDB92835DA5C7A7A3B05DD995A669560E50E80B9547A66E1B
53

false

. 8@..D...... ~.hpT.>s.fU.
Jp...R..Fo.c..98. J[{.b.n...w.K

~\K.I".q.5m.[#..9.D.30.R.b.&T.
3C.bi. | d(MY..G..|....S...._y#.
L TKTA.9.6. K. WTA.........

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Web Applications\Manifest Resources\aghbiahbpaijignceidepookljebhfak\I

cons\192.png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAT:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\U59W1tZz2Sg.exe

data

dropped

6023

7.972857180537423

false

96:5KquxkBKMBMIbVkHJtw2NNhkBRjW18Dci3v/U4+pT2SxRMHMB3E3c14vo3Jzt08y:5buyBkfkhNNeoyncT2SDuMO0s 1HJztO3
0E23B318DFE7EB2FB7BD908B34BF1DFA

5567653AF56A118ACE91693E5D57CC04B27D5F2C
D59BCE2C217BFEE2025ED724287643A1A50C72DA7D9CD7A65166CF938B42D8CH

7571463FA5F34AEF0947C6C628818798C276A59F9A1DF5828EACD47CAB2024549D3B683815B220F342ADD7D2B69C8A618DE4B7ES594F28E8A286CEEQ0IFECBOSF
6

false

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Web Applications\Manifest Resources\aghbiahbpaijignceidepookljebhfak\I

cons\256.png B @

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:
SHA1:
SHA-256:
SHA-512:

C:\Users\user\Desktop\U59WtZz2Sg.exe

data

dropped

19928

7.990946717067047

true
384:YHCVYPMVU2{8ZCi5sfptG8iJIrW17KD5CHrbHOxx3b:YHoYPMmTcelDiPrW9+5CLz0/L
76BOAECCA79009E4B27CECE4B44AB567
0C9ED9B16BD4E8686D090BF52546E8B41AACCBF2
FB360917F19EAD9C4239C90A0768E9CCF331B450BD2A06EC82DEEG3ESA79ESS1

9CABB97542D2E6348E6218E4A3EDSEAEA252E710D9E7AECF51A2F8A78A859708029C6251344BOCAEBF671A77D4AD9698B81EDBI86F52F1597E712ECF1C9844
EE
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Malicious:

Preview:

true

PNG..w.*..60C..1...d8..HA..VR.k_..=JA......X+..5.~.]2..y?0 .. 2{,7.2. W -y....._.+..hyi..\zQ.].3y..2F..K...-Q..h....%..aZ.%..K.....S.1.Q..8..".O.+X........ _0.......1.N.zgG
LOLMUL b <XIMLE~ 8.<ab. x<5.T. .+.0l......8.Y..i..y.(MC2.0.7........_.Imj...P.K.Q.v....j....uh.B..._8.......2.%.1.0;.5.....a/(..xpKL!....,..m.a.=8..T.B..(........=......0.A...A0
x&HtgU.W..e...T. k..Lp........ S$%....0?9.X.....5.. T.A.Si~Wn.....b3.'8. .| T..7.@K.#V.h...c...+Q.. %\....... E.$ .. pm..8......... EV0.e~X.V.;.}<.._6v#,* .h-..... LL4f

s._V./xn...TG..R.7.UY...<b.~.D..{.....~..<.Y..3..[bQ.6....2...5~7. .........=.G.K;s<U....... d....i)l;......q.T..N...s.l....C..F0O.....0t.9t.....9..%......v.c@Y..}....=r?....j.

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Web Applications\Manifest Resources\aghbiahbpaijignceidepookljebhfak\I

cons\32.png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAT1:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Users\user\Desktop\U59W1tZz2Sg.exe

data

dropped

2150

7.894838455997438

false
48:9yzOKNT79cUjtZbSAug7ApNxpUrKGIC86yu82mnlOHkDQmMD:gojj3SAug7KNxpU2W6uUN+
0368FC44052EBE5766887EDFE863921C
77A16CFEEF768A66D5F5EA8B1A2D8051BB71B1D7
9E88388BFC6EA72A0EB4CEF2D7500C217F9D2ED4854C502497C800281922F398
312EF3542B657361C4989C5BF354B45B1B358397BD311BB198389A04DD01E053328EAE987364C901E06A8DFOC6A381DB08FE83C95048409E2DC57E0647C70422
false

PNG....s....kxm6Hty..b...O... " It.?~H..~..k.SZ..n- A.....G..ZZM.X.;.Z.c=....Bc[.%.R.u.D8.5.08.2J " ....&]...y..<D..6..].G..H.W.....v.%..h..qK3... .hly R.$F K }#..F_

BO:5.Mav.r.-....&3GT..F%.S+Y..KM...b,hG..<~.E...|.2l.>..px...P....D.. er...-.8fg~rHv.Z . n:..eq..$2.2W .01..G...0 ks...A {JF.T.2..0.Gk....i\..F..6FE4u....
T.stZ.E&.1.X.Y. ,GID8E}.0\....p....J. Z.0y.CNO.UW..... |

tf> 0. XB 3~ C AL W

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Web Applications\Manifest Resources\aghbiahbpaijignceidepookljebhfak\I

cons\48.png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:
SHAT:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Users\user\Desktop\U59W1tZz2Sg.exe

data

dropped

3201

7.937383274033901

false

96:AHgMJ+TJ5NSuXhpJbVjA2L57G2Qkf34i0nICkuad:fFNxRH5jAa79NIi1
0E9DB0540EC9F914C573E49C1D3D57B6
2F798EA473C15FCI9C5E2DBBE771CB65A8E13D162
143DCDA4CE752BF6B8DA0189A87265C9DB65B8690938C166916F4C47575247CC
434EE983BI9F0A2BD918FAD8BD11DF5EFCE297E91762011F52933BC3B3472E2277727BDI9CF7CA123E755B64243D20D6281B30355298B608F2A75DA3E2FF8FD6C
false

PNG.~.1. E2(...#2]....- K.IV.%.X".(..E.a..?....D.x..S8."H3..R....a.pS.L.Z"......1..&.>.u.X...B.o.D@...g...}."...la.p.d...Ih...@.T .| #.w..e..e>e.5hd.v.i"#. fi<V{l..q
9. +Kp&eL g [ &028...2..NSLLLLL.7.0.3[g). B X P LT b) MONVLLJLLID LA am)NLH @20 LCL LT [hK> cel6.2. L )+ bk e 7% (.. d_ZF L.
.~.ME8.2...7%..'R..bv..$.0.P AR..[..Y)Z.0. 2.2 kgP.7..)... . #].HT#.=S..0.0../....".......0..b..i.3.F>........0.H"B.G..U%.TFa%.$.m.w..YP" .+..S..K..|.1,.....r...U5.M.
1@.0m..RA4.mAX. .+...._|. V.7..KJ6m....8Zn...q...6.H..7 ;#.....+.W....wxp~...1.2..y...GP$HaC3RS..r. 0[.g.A3...u..........J.0SL..bm..<_..A....c..).4..(.M..ne
peen(J.2. % f.Bo.L 702U+ mRLUF L Gl}..AF.../.c..]..FKu~.7.)).K~.*z..B..}oF ./3..b....8A] _...r....K)v.u..G.#., W...$.Y.9f . B1B%..~S.. X

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Web Applications\Manifest Resources\aghbiahbpaijignceidepookljebhfak\I

cons\64.png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1:
SHA-256:
SHA-512:

Malicious:

C:\Users\user\Desktop\U59WtZz2Sg.exe

data

dropped

4170

7.956316605559718

false

96:Ehc03GYR4fYRY9cs|T57qlyQNPe8dbVSrZ6mWU:EbGEY CsvolyQNvdB66mt
9735BC839F2401673CF7A2A685F842EE
069AA691CD58F018D890AE15D4491B106846F170
3F66D4999B26095E50327C47D83AE8F7AE8C82011414AEB11AD970E5F8ED876C
4EECED280E93B26C9FF19F54DC6F43696F1901497CF527D6917CFAF102D47EEBA79C7E1684109B526958BAA79673F10CF46EA48C69372CA5E0531D38A27053A

false
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Process: C:\Users\user\Desktop\U59WtZz2Sg.exe
File Type: data

Category: dropped

Size (bytes): 6103

Entropy (8bit): 7.972218538034077

Encrypted: false

SSDEEP: 96:269egiySOjz004xYbaf+AISYT1dqNjvtPvszXHHIWjpQDOUPGivEVsA4ibJcRKCT:WINxSwzO046G2AIVHYVtPv4nUjCDOUym

MD5: 7F6A14C1DC76DB709D26FF225487A0CE

SHA1: A1DF7067495572CFFBA4E173DBFF4042A0B279A0

SHA-256: CEE50B5D8E6F0134B4497B55944BD878800C6BCCE22B67194A5F5F97217F0030

SHA-512: 37D164D542C62BD809D97CB14D80AD09ACABDBBEEFA60472CC2B3E03735E6BA77D62195CC719C6AB44D53E8972C4D10EDOA57CIECF20151D94ABE9C2D62C
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Process: C:\Users\user\Desktop\U59W1tZz2Sg.exe
File Type: data

Category: dropped

Size (bytes): 10398

Entropy (8bit):  7.981961379286768

Encrypted: false
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MD5: 6EF88F1B510917DFBBBC8D902BA3C80B

SHA1: 63093781DAAF91D41483A984839BDCE12BB5F764

SHA-256: 9A247E335C18D9ECB437C51ACA2A78ED74851642D067A6BE3602AF9116A8FC6D

SHA-512: 2875E21AE33455F2BF2B062ADB639C28D9FC875AEDOD7A23807B4B5214FF4A7BF6199F45CEDCBE1F08FC2D1E7B3FFOEEA13827BCCA9CB78B79C0F86294021F
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Process: C:\Users\user\Desktop\U59WtZz2Sg.exe
File Type: data

Category: dropped

Size (bytes): 7289

Entropy (8bit):  7.976007936767282

Encrypted: false

SSDEEP: 192:TncOpjJ34U4ggMCbTQy5rcDvinwEA4fodE/NbEpOQMAMBIAMI:TnJLrbkbT1xaouoqNgF8Wd5

MD5: F076A3B2F42CBEA6F27DBACDF7422778

SHA1: 657A8A22FC3FF100F9E9CD2FF8DC854847FFEC34

SHA-256: F690CB7A8CB07948F2939F7B25820EE585B6ECD599FEFED3F301884578E9B952

SHA-512: 69FB4EF7B08D2361BAE352D29CC023F491741ACBIECF4189152EA2490C69BDEB47902654CF051E2F3CD8EF61F784ACC87ADF1DFEC51B9A41B0568D212B57DE
04
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Process: C:\Users\user\Desktop\U59W1tZz2Sg.exe
File Type: data

Category: dropped

Size (bytes): 25673

Entropy (8bit): 7.9939633129255085

Encrypted: true
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MD5: F9D097A93E0D84C55B28 E3E406827376

SHA1: 4D53B3C1A278BE4E516023B152443E3A4573D83C

SHA-256: 4458046279D68BC861963B6BE374EA087E3CA7BIAB0884151EBEBDD7DA44DC53
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Process: C:\Users\user\Desktop\U59W1tZz2Sg.exe
File Type: data

Category: dropped

Size (bytes): 1823

Entropy (8bit):  7.8743531472906465

Encrypted: false
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MD5: 4A3EEFC211932FE5039B61B9DE3585CA

SHAT: 6E07009C5BA7A53B37401068D33E316990DD56D8

SHA-256: FAD4B8217B83675E773089AE59D284797308A608655E5D469EB1956AA11F5C5E
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Process: C:\Users\user\Desktop\U59WtZz2Sg.exe
File Type: data

Category: dropped

Size (bytes): 2747

Entropy (8bit):  7.934144817292472

Encrypted: false

SSDEEP: 48:02sTX5ny606/szFEKHgJh2u30OAEMygqsGM2ngOM+SJdlaXczzyYFkuwD:008LWufOcnCJIHKYts
MD5: B2C6ECE3FED803C21815DEDA4AC424B2

SHAT: FAF6C3F4E78ED5691A07DB923336C64C1D3FE293

SHA-256: 8E5B57F7A36B67E2A1FOSEAOED270A0436AF5510BCCCOF8C4DCD2CC070790CE3
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Process: C:\Users\user\Desktop\U59W1tZz2Sg.exe
File Type: data

Category: dropped

Size (bytes): 4111

Entropy (8bit):  7.949936786165925

Encrypted: false

SSDEEP: 96:tUEAd8PfwLGOhFjfpBpUWinOVsinMnQPXwj3+Wzgls:tUDmwyOhxB6IEUQPXwjuWzUs

MD5: B506C030F5FDBOF2F82015154DC85B28

SHA1: 6437DB3E933FB57B3E0AC61E9250C924239D5803

SHA-256: 8A2EE33073057A42F4575F5FBB2A0E06884F4C1E512B75CAD1803365BBE05977

SHA-512: D3F0A3435BD5ED031B29F8F0C9C884C4CDEAC90C0599F81165F8EFD27A20055C1816F7C5B1FFF1BF993F646CCBEFF235EFOE6B6B09BEBEDDDYAS51D46134C7
EF

Malicious: false

Preview: PNG.J..#...6&n..3.e...T.......TC.Z..aW./6b.H.....S..q....SIL.....m/|...;z.C.b..bV k...n=.7.......).U.._m..%.f.HkpH."4..5.].........H.DAK..Y...tR.. Y... B <.Cs..oct..

im.._Xfd.2.=X_R..UIM.v...8.5M. }. ooy [ #/L5.YZ7.1.Q. .t d 8. |U. B
Uo<tldo ~LLLQ.Y ... #...3.YK_,.n(...d4. %jl.I./LJ.q0.5.8]..Q..C..-S
JoeDQ\$W2V.Ulw..t. Z.L..E...1S.He;kVU 5F>U0..
1~9.7".}.....g.$.....SB.T.Qqgp......GFg.W.|..0../.

q0.s;G...M.pK.X.....m....G...s.}..E...d9a.q..... LXK 8.$=6..Q Y. #.w.
k.RXI..p..W+[..p...qf....e.0G.z..R.a..8.F.a..?.D.."8..a[T\.e.{b.S..b...2..L*.#Z..&....U....8._TTB..
.H.)...84...2.T..c}jzt.O.K.H d. }...u9.M.p..)d...wW:..Gd.. ..g...oHD.{."..w.6."N.ki}w......vo..u..+...OE...R.
F6lal &\ LHL L +..8..d.0.C#Hh~.....J...E.n.)._.*xr].0.*Cl.d._.30.4...... R

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Web Applications\Manifest Resources\agimnkijcaahngcdmfeangaknmldooml\I

cons\96.png

Process: C:\Users\user\Desktop\U59W1tZz2Sg.exe
File Type: data

Category: dropped

Size (bytes): 7049

Entropy (8bit):  7.970794535964921

Encrypted: false
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MD5: 0E214E2B74A4EABAF7ACDOEFC7E2E99A

SHA1: 3315E6BE97B49A0AAD6174F95BA5F97601EF815C

SHA-256: 6B447CC6AD4A09D4F24E5ED4AB0FC57F2ED33F09A48458CBF0A1C5D90D202615
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Process: C:\Users\user\Desktop\U59WtZz2Sg.exe
File Type: data

Category: dropped

Size (bytes): 2642

Entropy (8bit):  7.929673355975747

Encrypted: false

SSDEEP: 48:utNvOwubVFCPJUOK3AHEmM1jxWnAY9+raZ7a2R1rp69AfXGSudCEM2bcNh3b4QD:utFA6vCPgpiEM8nNAY9qUaSrZfsAEMVrd
MD5: CEF6DFCEB828F5D98A6A17EAD46AECOE

SHAT: 280F1B285D68E01BC88773C849C2AA24A5FDAB52

SHA-256: 801702444DA5CC6663EA96C913A0B1D924689645DF07FC452455797F91E5C829
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L&A RuL#)C\ G <40w. b we K\ LT =del 006 L v d ) 5T../EF.a{.d[uE.v...45.7.-x.K64.n./..y'=v,..6#">..e...K]....... %7 W.....r]j
J7_bL{+.5%.0{Q..y".. ffZ.@.z.n.rRr.gTW<.P.....| | t..5.p.e}<.4.:q........e...8=e.2.../5. . MV.e.\.0O. X <.E.2 . * . VI]W. .w....Qrs...X....x.Jx..5{.3..1n..

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\heavy_ad_intervention_opt_out.db

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1:
SHA-256:
SHA-512:

C:\Users\user\Desktop\U59WtZz2Sg.exe

data

dropped

16718

7.988537338661867

false
384:PCSB80I5cCk4j2atfBM4RbWGISQX1DXEIHPcRY68hhlyqFj7S9:PjblFk94JM4RbevX1DXExcpoDIFj70
FF28AB9157240A6D13A91D0CF9D44792

CDE40184515C3EF577C2C146E016E0CF8F3BDF3B
DEC9B6611067CBE43BB7111973DE6B4BCA32C6F786785EE60DFD1B99C2F0B534

8A28364D1819BBOF17E4F14B4917DCC274C2E2DECOB99E1A224E36A3E438728125B24FACCDEF82E1EE1B21E42BA30502EBFA4ACA3C7615C64A8DDFBECSESY
DOF
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Malicious: false

Preview: SQLItN....<+{P.D>..EB.K.U..fY.dv>... .2..8..<..61{e.h*....L.>U.y..l.....>...E..0LVANEYY. X.... 447 . H. 28 NX.Goo AU oo | $.7.H.(M;0.D.S.o.. 7=
X..%..8.0Q... %{ KT.9.6<.D.5..5k.54." B.@..N..[..'d....~...\>0..BW....5.2f..}..." . A.5q.x?r. A....z.b.#. .UePjHu..N.d...d.... .[.L}(.9..[.. X....Y@.P]....@..3..Z5Z. &<.>"".
<O2VBL AN ey B 42, 3.5.{9D.. L' 7.5M € S....M.G..../Q.4.VM_....y.-Jp..) " { {...C=.Uf{.=.Md.WF.O....[6{ I."..h.0.~aH.IB..?. .M.h..H...\xLK.?X9.a.g..@O...]
Ln0.0..@..98." K.L...=f..2F..0..4,M0. 4ol HA N W NP (oo pAFZM... £.RAL 2.8 ... 4X<.&.S'S........8W."...| ] +P.LQ..G...~..18...DBG..H.X'M... X.i
1.4.0%....TZI)....3.MVUO... -..I..2.j..z5.U.. (<o B ] 1%..C.0.@. VR {#.<<.6.+... WX.C.H...WG..RS....2m.B...DYy9.74]...J..2...[G...

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\previews_opt_out.db

Process: C:\Users\user\Desktop\U59W1tZz2Sg.exe
File Type: data

Category: dropped

Size (bytes): 16718

Entropy (8bit): 7.988298566665822

Encrypted: false

SSDEEP: 384:ywhA+fttrQ99vnyrFj9UyUNTDrda/RlIvyljhdhcd:yWifttrunkqR11Q6hu

MD5: A45C3F65662C028B528036AC28018945

SHA1: 38EB93C44ECB77B41BED640BE81C3D03CA89607D

SHA-256: 091B328625B8CC28991F0045A85AEA67D5E76548DAFC0492B15FB83B64FA7915

SHA-512: 03B28486A159FAA25D12A2EF9F099582BE4426B8DCABCI6C24EADS6183B1A76BB922C86FC3D4BF15A4C71DB17EF310CDF370206A9292DFD7142603FE46988ES
C

Malicious: false

Preview: SQLit[j..x3}...d...A...$).=]}N.Bq%X...| .A4........ bS8 6 {%&=.q e 7 Z L TAL LU L bz Qlm i..ucy.Q...S.n>..'BZw....Hvr.$.Q. s.....Sl&e.a..&
V2. ]n8 b +b.7C k..J.[....G";.Cl.0..q .D...6$.5..0..].."r.....p8..V@la...s.IK.Y.dP.R....%].S._KH"".)..0.Xr...Hg.+.]...<.9.5..].D.....re. A..v...,.c..Lf..C.n.....=.U.8.4ci
.Ja..c.lB.a..9)[+@y.3n.<.-#&W.z..d. Xaf;U.r.{.2....$..E.5N....... ~QeXewrorinsoyennnn8...83.UX..3%]C.....);. %dR..8.eWhH.."....E.0......a..}.y L&Y% T VL AL

p...Nj5..0.1.. W..=.6[#t.....u.cr;.. .Q.).b.U.......0.L> .. #L.{$(....... k#..~O....dN. ..p.b...ccd....t...&e.."Ep.../..s{.1..<Y.. j..T.lL.-.g...R....TG.D..(.1.m.r.x..Bqy3...[.[.*

km..O....... f#..g..M.... 0....L;.9)sw...."1.A..<...1zkwB...@... &.0".

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\shared_proto_db\000003.log

Process: C:\Users\user\Desktop\U59W1tZz2Sg.exe
File Type: data

Category: dropped

Size (bytes): 1066

Entropy (8bit):  7.807638670941954

Encrypted: false

SSDEEP: 24:|0iIESxmQwY SC7t0wZizVM55JskEfsXsUbD:11xm9Y1ZiCHJsdOpD

MD5: F581A0EB2AAB13EFOBASFOCBIF84214A

SHAT: 167EE7953A0AE12DFDB413AD510309C5E3190EC5

SHA-256: EF6D539BDAA2E04C3F97D0D70864860A2D41ED27BB8BC8EA4480162FD12F9610

SHA-512: 11A60F308F2E801E3C130191BD49C97F6C98F031F463A36BD076A1E033B97D7A7A97E41D3EES517C7AC1504F4FD1D0OEF7A543715FADBE657B903D28D400A7FD1
0

Malicious: false

Preview: A.r.$.f. [L..DEB.G.D.x.t.r.N+K.N....J...V*..C......2.;HB..yu.K.10..u.0g,..~..~.6~.cH>.X..U..$.%..dS7...2.I...i. K.Z#%0./.."0..A.A...|....p..%.h...b.. KIW..|.(..<..x,A.04.a.
LFg.vc$....ad"'><2.0._.R.s... p..?g..Qa.._....|U.h5h /..>Jy.Z~p.Y.....n-P.S@.U 4.<2.....><T k). W-.j..0.@....."...d.<.e%....K.GG.._....W.J.../20r.U........
X Fod NE0g.€..$....D..0..bN%WOW......G..V.R......C.N.X._.[...a.[8._2.N.....g".a.W..C.. Vo> J X+ BX [ A I.*U..XZR...p..C....{..D&6%1.

Ar&

ca.&i.4.d.1.p./Z. W.s{=....V.,.A.S./.y.q\M.|..%{}....Ph.4 X ]>N.../>..~.. JRO.A...C..1.YC.>.q|.N..)HL.._.<

).2.%7..0S. iz {..z. V. #. L= .
Achnb" U #LY.Q7L6'Z..pQ. ] K b.g.

VP 38..G9.U..PZUC..T.6....WA.. ]YF={..JE.)il.x..C.Qlc.M..au 0. K..b.g....]....E......K6te1 YGPnlbo

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\shared_proto_db\metadata\000003.log

Process: C:\Users\user\Desktop\U59W1tZz2Sg.exe

File Type: data

Category: dropped

Size (bytes): 1061

Entropy (8bit):  7.7843666279256665

Encrypted: false

SSDEEP: 24:esIRm/KUhH4RKwIC1//YHI95PkfSNCsqDjs7XTubD:etRmieYRZv/aLsfDsowgD

MD5: DC7CECB780FA46F49F3E3658461D7DF6

SHA1: 95C09F59D78049ED1E4D6BOF06873CE393313D46

SHA-256: B1633335E2A16B7ED94D5A7F617B6F038E100675882FE87E50C2FB88B 1629754

SHA-512: CCF4C1FA6AD7D83D3ED69623556C1443D89E0AA34FA1D21C93A4339109ABDA2137F2EA2AD3BEC24B4194FD4A863DAC9897842224CF646D78505A64CA4CCCC
94

Malicious: false
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Preview:

.DO&.h...gN.B..n.......V+$.0u..D.U..,..&.DX1..v.4.2.......v_....(J..[].h..t...U.2)T 1..Ud.X.Q..3.M....£.2]..8y.....R...h..7$..D.. X........S... Z...*..O.....;..+3.M ...... GSX...N...Tl.fa..

Eelzs [Mnn3)vedo~Tw ue.-.z....0.0l... W.h+[TY..bs. 9dZ _M[WAYV..c..S......;.. .cGv..h+.
jk..|F.[. Q. . "B.. L#'0.)... k%g V U.sV....,.7y [CZ&" AHA -

{I d]V4S+ < 23#X @\TI . .0...0..[T9..Q>..:\..n..6q......&...} . #.7.." H2 d=M.7.B..0..n.

NVM.x,6.gt.....gu0.............. 1....0.2.Q .. 6Q..%.F...}..>~> 6~ .E.D.]Mn.@.....].n.... IZ T [3U N.S. aKGte1YGPnIb04GcGO

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\shared_proto_db\metadata\LOG.old

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHAT1:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\U59WtZz2Sg.exe

data

dropped

483

7.481380602966872

false
12:09sitj9dyW0stawMtYcz8nh1ntyQzgVV8STY{cii9a:GsitjzXLawM8nTvgVV8fbD
DCCC373C50642EB3CFD515D6FCED268A
70F52ADOEE7190FC464B63D57FFE59A9EC46FBCH
E273869A30365B3646B6132746D33C10C8803E1DF096426159F1986C5AB4E1FC

EC403BA6DB351F2FF1FOFBCF56F07DA3ACEA8B69B3B6481BA691CEB019FAD4DA95B8586530C97151680E46C8AAE4183D5CE798F5511837E3F39194D83FD4FC
60

false

2020/$nj.j......d....bo..80......<$y]..s....0.3.n..5"..i...& Nze.5j 8.0..&,jT.q........"... ]3....Y.Z..._LK. YKWK@!.WJ[... 5.......... - 1@ IH.r . SY T2.%.'W.KvU.v..L....4.;[.v.[
.)..Z....}.he. lfi.oE...oFc.x..H~hAr..Y.drx.c..(.G.D.Jw..;;...; LI o LGVHA4ALL 2. Hg _RxB .e.,q.U.z]JF..3.Y. ....0.)s.... .} .-.Z.{x,K6te
1YGPnlbo4GcGOEP3iHx1cFFHBUeguxRGmM3XS{36A698B9- D67C 4E07 BE82-0EC5B14B4DF5}

C:\Users\user\AppData\Local\lconCache.db

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHAT:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\U59W1tZz2Sg.exe

data

dropped

18296

7.988657311597812

false

384:9Qk4Kqfac/W+6cfCORupGnDCpswxKRtocMppx/Q+n/Ufj:9PxqCjcqquyDatY RtocMpt8f
1687E79B59F47F0E5786C181DA45FBB7
D8B4BB4F2B9E492E85BD8FC99780F0D4375D8027
64F8B5DF1B8FAF64E58E10F89823818E338A066D623AB3C15CE126912A61F207

FE22A926D788128C4D6EDODF73B6B380E966F2E6E489762A9DBE6G1F6052577FCOBDDAA42A21F332DE351607B0FC336572F0E7823A88EFB1B657AC505947A95B
D

false

H..W.,..U.?..G[d)..>1....CC./.l.H.,_.=..0.....&pX........ T mW..* o 1 #2. WL X7.A L BICH#{ +(b...u. . ~W.Ip.S]g...H..y. k..9..l.w$..IF...0.U..Q...1..,.Bn..hS...0.f
L.qiy...g".rH'.D...rG@5..N..+.-.3...u]...G"....C.eW.%....0D.x2!.\.Z.W zT.2.Ma....../.Ug..G..KrH...v9..J.rri.......Ne."".%.0.....}.Q.{i. ... \h.PO.E....
.@ep..tEZ...._.<.n.az:Wsn.K.]8.._N...c<AgY..2L.m.V.."<."..O..6#...#..B..,vMa...iE..[....o@.m..{t....".3..2.R.0"...S3{>......Q.s..e..4.3../..H=.G.{. [...7.8.G.
K.f.z.oM.e.PX.Dh...._.....E...t.indA..W<*p...# }..+.]].... ...i.vq.w‘P]M..".oG..W1.I[...*pedR..J..q..G.p.g.h.k.P..V..=8..‘.N....@8/.......D.Id.R.n..C.C.1#.?nx..b+...Nz.*...$..n.
...... hL<.%.W."..N.....q.f..A[....7...0. .5 @i ... G..K....19p1 ... GU.....WK.&YP.D...n.....8..2M....p..|v.T.s....r._@y6X..f.....03.&.... AY.KL.-.f:S].$E.\.

C:\Users\user\AppData\Local\Microsoft\CLR_v2.0\Usagelogs\addinutil.exe.log

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHA1:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\U59W1tZz2Sg.exe

data

dropped

537

7.548926528026075

false

12:QIKPH/PMFrm/ZskGhJkbjW50kNUaEHv0yQWgAldticii9a:Lsm/ZecZaUgApbD
05D38523CAFBEBE6EBB274416DBE166C
F9A81D70F04E2B94CA832775F4707B735F788C29
32C8CBC6523373ECFE8A17EBF04D8F8FC1C183D8E42D55C1662A5CB61D9DEN8O

50685788E076A9BFE6CA547C0132161A0941C47B45D8A870878C61916A7A90D7EFEAADOAEEBI23B4359012D1F5A763DC14F988E0C8BEBAIASDCEA62AAD294B5E
3

false

1,"fuai =M"l..%./r.M./(gB.\E.."...-.A\..+6U.....r.
<FL4 . . .
)ity M/ b > fMC...d..[..9=.37....L...0%.S.K6te1YGPnlbo4GcGOEP3iHx1cFFHBUeguxRGm3XS{36A698B9-D67C-4E07-BE82-0EC5B14B4DF5}

C:\Users\user\AppData\Local\Microsoft\CLR_v2.0_32\Usagelogs\unarchiver.exe.log
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Process: C:\Users\user\Desktop\U59WtZz2Sg.exe

File Type: data
Category: dropped
Size (bytes): 354

Entropy (8bit): 7.360185954216639

Encrypted: false

SSDEEP: 6:QujwMI4q7mi8OWyAM2Wrb9kuyBUv8e7KZVeo80Z06vXMICJ8VkDGxntHcii96Z:Qkwrtmigjmrb9zyBhbH3/h8lo8Btciik

MD5: D11CA32ADD269F8DF99258B64CAC5BD7

SHA1: A8B55C036EFFEB52DBB764CA5E936A98A321A241

SHA-256: OFAC78C28DF0465A2864AA6FA988BF3DF5338C200696B098064D234F8469CC04

SHA-512: F8C6EC5D21822D7512C2611286235D07EC67FE8A58129E56DCFB161F88D8620F00760620DE383CB6A2392677F4AEEBAB12D6FE6285F86F9BES4230031450E6A5A
Malicious: false

Preview: 1,"fu ).Y..LIC.U}..O.W...6y."l...D.IM...n).*t..y=....D$.N.....0.2.#.>0..j...U...[i~ X&J.Ns.D><.....=0+.....g.."..pr..N..:\Of........ t.CwWem+ Ko Xeen LU FLL L% C X

.@..n..0..Q}}...n.c6%..y.A.s5RIS...i(0.2q.."../:.w..<N~.d<..>. &NK6te 1Y GPnlbo4GcGOEP3iHx1cFFHBUeguxRGmM3XS{36 A698B9-D67C-4E07-BE82-0EC5B 14B4DF 5}

Static File Info
General
File type: PE32 executable (GUI) Intel 80386, for MS Windows

Entropy (8bit):  7.904357034984543

TriD: « Win32 Executable (generic) a (10002005/4) 99.96%
« Generic Win/DOS Executable (2004/3) 0.02%
« DOS Executable Generic (2002/1) 0.02%
« Autodesk FLIC Image File (extensions: flc, fli, cel) (7/3) 0.00%

File name: U59W1tZz2Sg.exe

File size: 680448

MDS5: 41001fdd7879ce9ede214e92c7e492be

SHAT: 215964b0399da37b41b7f420806a72feb72a7c28

SHA256: aaef58ede9edbfcOcbbdd3dc7abfa9ae0f977ed1b33af4f5d7665123187801d1

SHA512: 1d125890b19e323fd3a67b3b2575c97df72f4f8b7f13d5e1d3e010063b88cc40a6f55d25513ada752992434f0b1d350152798381d43cb2ec591020c85eec44d9
SSDEEP: 12288:Q2IMqUe8G9qSkYuZpeKF8GJF6yINbgGUXOKXZPWtSRGG/16i5I5kCYIS:Q2K98cT3d9V3U/XZPwYRGQ6i5I5K5!
TLSH: CEE423217A90D073C887557079228662773F757328FE8C87BF5198E51EB22C67A1A38F

File Content  MZ...oiiiiiicccc @ I.L.IThis program cannot be run in DOS

Preview: J.J2.215.H L+ L+ 4 L+ 4. Rich5.1..

File lcon

Icon Hash: d4b4b0eOeOeaf0cO

Static PE Info

General

Entrypoint: 0x404c97

Entrypoint Section: text

Digitally signed: false

Imagebase: 0x400000

Subsystem: windows gui

Image File Characteristics:
DLL Characteristics:

Time Stamp:

TLS Callbacks:

CLR (.Net) Version:

OS Version Major:

OS Version Minor:

File Version Major:

File Version Minor:

Subsystem Version Major:

Copyright Joe Security LLC 2022
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Subsystem Version Minor: 0

Import Hash: 2ac0f7085258eff31142b9f87cb0f218

Entrypoint Preview
Instruction

call 00007F3200A3565Ch
jmp 00007F3200A2F83Dh
sub eax, 000003A4h

je 00007F3200A2F9E4h
sub eax, 04h

je 00007F3200A2F9D9h
sub eax, 0Dh

je 00007F3200A2F9CEh
dec eax

je 00007F3200A2F9C5h
Xor eax, eax

ret

mov eax, 00000404h

ret

mov eax, 00000412h

ret

mov eax, 00000804h

ret

mov eax, 00000411h

ret

mov edi, edi

push esi

push edi

mov esi, eax

push 00000101h

xor edi, edi

lea eax, dword ptr [esi+1Ch]
push edi

push eax

call 00007F3200A30BCEh
Xor eax, eax

MovzX ecx, ax

mov eax, ecx

mov dword ptr [esi+04h], edi
mov dword ptr [esi+08h], edi
mov dword ptr [esi+0Ch], edi
shl ecx, 10h

or eax, ecx

lea edi, dword ptr [esi+10h]
stosd

stosd

stosd

mov ecx, 004A33A8h

add esp, 0Ch

lea eax, dword ptr [esi+1Ch]
sub ecx, esi

mov edi, 00000101h

mov dl, byte ptr [ecx+eax]
mov byte ptr [eax], dI

inc eax

dec edi

jne 00007F3200A2F9B9h
lea eax, dword ptr [esi+0000011Dh]
mov esi, 00000100h

mov dl, byte ptr [eax+ecx]
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Instruction

mov byte ptr [eax], dl

inc eax

dec esi

jne 00007F3200A2F9B9h
pop edi

pop esi

ret

mov edi, edi

push ebp

mov ebp, esp

sub esp, 0000051Ch

mov eax, dword ptr [004A3FBO0h]
Xor eax, ebp

mov dword ptr [ebp-04h], eax
push ebx

push edi

lea eax, dword ptr [ebp-00000518h]
push eax

push dword ptr [esi+04h]

call dword ptr [00401170h]
mov edi, 00000100h

Rich Headers

Programming Language: « [ASM] VS2008 build 21022
« [C]VS2008 build 21022
« [IMP] VS2005 build 50727
« [C++] VS2008 build 21022
« [RES] VS2008 build 21022
« [LNK] VS2008 build 21022

Data Directories

Name Virtual Address Virtual Size Is in Section
IMAGE_DIRECTORY_ENTRY_EXPORT 0x0 0x0

IMAGE_DIRECTORY_ENTRY_IMPORT 0x10a9¢ 0x50 text
IMAGE_DIRECTORY_ENTRY_RESOURCE 0xd8000 0x3050 .rsrc
IMAGE_DIRECTORY_ENTRY_EXCEPTION 0x0 0x0

IMAGE_DIRECTORY_ENTRY_SECURITY 0x0 0x0

IMAGE_DIRECTORY_ENTRY_BASERELOC 0x0 0x0

IMAGE_DIRECTORY_ENTRY_DEBUG 0x1280 Ox1c text
IMAGE_DIRECTORY_ENTRY_COPYRIGHT 0x0 0x0

IMAGE_DIRECTORY_ENTRY_GLOBALPTR 0x0 0x0

IMAGE_DIRECTORY_ENTRY_TLS 0x0 0x0

IMAGE_DIRECTORY_ENTRY_LOAD_CONFIG 0x2cd8 0x40 text
IMAGE_DIRECTORY_ENTRY_BOUND_IMPORT 0x0 0x0

IMAGE_DIRECTORY_ENTRY_IAT 0x1000 0x23c text
IMAGE_DIRECTORY_ENTRY_DELAY_IMPORT 0x0 0x0
IMAGE_DIRECTORY_ENTRY_COM_DESCRIPTOR 0x0 0x0

IMAGE_DIRECTORY_ENTRY_RESERVED 0x0 0x0

Sections

Name Virtual Address Virtual Size Raw Size Xored PE ZLIB Complexity File Type Entropy Characteristics
text 0x1000 0x107d4 0x10800 False 0.5117039535984849 data 6.09735691865179 IMAGE_SCN_CNT_CODE,

IMAGE_SCN_MEM_EXECUTE,
IMAGE_SCN_MEM_READ

.data 0x12000 0xc5c68 0x92400 False 0.9938334668803419 data 7.994721199860208 IMAGE_SCN_CNT_INITIALIZED
_DATA,
IMAGE_SCN_MEM_READ,
IMAGE_SCN_MEM_WRITE

.rsrc 0xd8000 0x3050 0x3200 False 0.629140625 data 5.666597605339273 IMAGE_SCN_CNT_INITIALIZED
_DATA,
IMAGE_SCN_MEM_READ
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Resources

Name RVA Size Type Language Country

JEBOPOZUSUHARAFA 0xda430 0x55f ASCII text, with very long lines (1375), with no Raeto-Romance Switzerland
line terminators

RT_ICON 0xd82b0 0x6c8 Device independent bitmap graphic, 24 x 48 x 8, Raeto-Romance Switzerland
image size 0

RT_ICON 0xd8978 0x568 Device independent bitmap graphic, 16 x 32 x 8, Raeto-Romance Switzerland
image size 0

RT_ICON 0xd8ee0 0x10a8 Device independent bitmap graphic, 32 x 64 x Raeto-Romance Switzerland
32, image size 0

RT_ICON 0xd9of88 0x468 Device independent bitmap graphic, 16 x 32 x Raeto-Romance Switzerland
32, image size 0

RT_STRING 0xdab78 0x2d8 data Raeto-Romance Switzerland

RT_STRING Oxdae50 Ox1fc data Raeto-Romance Switzerland

RT_ACCELERATOR 0xda990 0xa0 data Raeto-Romance Switzerland

RT_GROUP_ICON 0xda3f0 0x3e data Raeto-Romance Switzerland

RT_VERSION 0xdaa30 0x148 x86 executable not stripped

Imports

DLL Import

KERNEL32.dll OpenMutexW, GetConsoleAliasExesLengthA, CopyFileExA, ReadConsoleOutputCharacterW, CompareStringW,

SetVolumeLabelA, FillConsoleOutputAttribute, GetConsoleTitleA, QueryDosDeviceW, EnumCalendarinfoExA,
GetProcessPriorityBoost, IsProcessinJob, AddConsoleAliasW, CreateFileW, SetMailslotinfo, GetWindowsDirectoryW,
GetModuleHandleA, GlobalLock, CreateDirectoryExW, GetLogicalDriveStringsA, ReadConsolelnputA,
FindNextVolumeMountPointW, OpenWaitableTimerA, GetVersionExA, SearchPathA, MoveFileExW,
CallNamedPipeW, GetCurrentDirectoryW, GetDriveTypeA, CreateMailslotA, BuildCommDCBAndTimeoutsA,
GetProcAddress, LoadLibraryA, LocalAlloc, GetBinaryTypeA, GetCPInfoExW, WriteConsoleOutputA,
GetCommandLineA, EnumDateFormatsW, CancelTimerQueueTimer, GetHandlelnformation, FindResourceA,
CreateJobObjectA, FindFirstVolumeA, GlobalFlags, CreateNamedPipeW, InterlockedIncrement, CloseHandle,
CopyFileW, GetComputerNameExA, GetShortPathNameA, FlushFileBuffers, GetLogicalDriveStringsW,
InterlockedCompareExchange, EnumCalendarinfoW, GetConsoleAliasExesLengthW, InterlockedExchange,
GetNamedPipeHandleStateW, GetModuleHandleW, GetCurrentActCtx, GenerateConsoleCtrlIEvent, MoveFileW,
AddAtomA, SetThreadPriority, FreeEnvironmentStringsW, SetConsoleTitleW, SetVolumeMountPointW, VirtualAlloc,
_hread, EnumResourceLanguagesW, ClearCommBreak, QueryMemoryResourceNotification, GlobalFindAtomA,
HeapWalk, SetFilePointer, GetTickCount, EnumSystemCodePagesW, VerifyVersionInfoA, LoadLibraryW,
CreateFileA, GetLastError, WideCharToMultiByte, HeapReAlloc, HeapAlloc, HeapFree, UnhandledExceptionFilter,
SetUnhandledExceptionFilter, DeleteFileA, GetStartuplnfoA, GetCPInfo, InterlockedDecrement, GetACP, GetOEMCP,
IsValidCodePage, TlsGetValue, TIsAlloc, TlsSetValue, TIsFree, SetLastError, GetCurrentThreadld, TerminateProcess,
GetCurrentProcess, IsDebuggerPresent, EnterCriticalSection, LeaveCriticalSection, DeleteCriticalSection,
HeapCreate, VirtualFree, Sleep, ExitProcess, WriteFile, GetStdHandle, GetModuleFileNameA,
FreeEnvironmentStringsA, GetEnvironmentStrings, GetEnvironmentStringsW, SetHandleCount, GetFileType,
QueryPerformanceCounter, GetCurrentProcessld, GetSystemTimeAsFileTime, LCMapStringA, MultiByteToWideChar,
LCMapStringW, GetStringTypeA, GetStringTypeW, GetLocalelnfoA, SetStdHandle, GetConsoleCP, GetConsoleMode,
RtlUnwind, InitializeCriticalSectionAndSpinCount, WriteConsoleA, GetConsoleOutputCP, WriteConsoleW, HeapSize,
ReadFile

GDI32.dll GetCharWidthA, GetCharABCWidthsA
WINHTTP.dIl WinHttpSetOption

Possible Origin

Language of compilation system Country where language is spoken Map

Raeto-Romance Switzerland

Network Behavior

Snort IDS Alerts

Timestamp Protocol SID Message Source | Dest Source IP Dest IP
Port Port

222.236.49.123192.168.2. TCP 203633 ET TROJAN Win32/Filecoder.STOP Variant Public Key Download 80 49704 222.236.49.1 192.168.2.5

580497042036335 5 23

11/30/22-

00:22:18.131398

192.168.2.5222.236.49.12 TCP 203633 ET TROJAN Win32/Vodkagats Loader Requesting Payload 49706 80 192.168.2.5 222.236.49.1
349706802036333 3 23

11/30/22-

00:22:26.085731
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Timestamp Protocol S

192.168.2.58.8.8.8514415 UDP 202388

32023883 11/30/22- 3
00:22:16.657289

192.168.2.5222.236.49.12 TCP 202082
349706802020826 6
11/30/22-

00:22:26.085731

192.168.2.5116.121.62.23 TCP 202082
749705802020826 6
11/30/22-

00:22:17.137850

192.168.2.5116.121.62.23 TCP 203633
749705802036333 3
11/30/22-

00:22:17.137850

Network Port Distribution

TCP Packets

Timestamp

Nov 30, 2022 00:22:09.435889959 CET
Nov 30, 2022 00:22:09.435945988 CET
Nov 30, 2022 00:22:09.436464071 CET
Nov 30, 2022 00:22:09.469263077 CET
Nov 30, 2022 00:22:09.469322920 CET
Nov 30, 2022 00:22:09.546952009 CET
Nov 30, 2022 00:22:09.547126055 CET
Nov 30, 2022 00:22:09.898497105 CET
Nov 30, 2022 00:22:09.898566008 CET
Nov 30, 2022 00:22:09.899504900 CET
Nov 30, 2022 00:22:09.899597883 CET
Nov 30, 2022 00:22:09.902540922 CET
Nov 30, 2022 00:22:09.902566910 CET
Nov 30, 2022 00:22:09.943552017 CET
Nov 30, 2022 00:22:09.943653107 CET
Nov 30, 2022 00:22:09.943658113 CET
Nov 30, 2022 00:22:09.943805933 CET
Nov 30, 2022 00:22:10.054886103 CET
Nov 30, 2022 00:22:10.054929018 CET
Nov 30, 2022 00:22:16.200620890 CET
Nov 30, 2022 00:22:16.200680017 CET
Nov 30, 2022 00:22:16.200789928 CET
Nov 30, 2022 00:22:16.245260000 CET
Nov 30, 2022 00:22:16.245289087 CET
Nov 30, 2022 00:22:16.312412024 CET
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Message

ET DNS Query to a *.top domain - Likely Hostile

ET TROJAN Potential Dridex.Maldoc Minimal Executable Request

ET TROJAN Potential Dridex.Maldoc Minimal Executable Request

ET TROJAN Win32/Vodkagats Loader Requesting Payload

Total Packets: 54

@ 53 (DNS)

® 80 (HTTP)

® 443 (HTTPS)
Source Port Dest Port Source IP
49702 443 192.168.2.5
443 49702 162.0.217.254
49702 443 192.168.2.5
49702 443 192.168.2.5
443 49702 162.0.217.254
443 49702 162.0.217.254
49702 443 192.168.2.5
49702 443 192.168.2.5
443 49702 162.0.217.254
443 49702 162.0.217.254
49702 443 192.168.2.5
49702 443 192.168.2.5
443 49702 162.0.217.254
443 49702 162.0.217.254
443 49702 162.0.217.254
49702 443 192.168.2.5
49702 443 192.168.2.5
49702 443 192.168.2.5
443 49702 162.0.217.254
49703 443 192.168.2.5
443 49703 162.0.217.254
49703 443 192.168.2.5
49703 443 192.168.2.5
443 49703 162.0.217.254
443 49703 162.0.217.254

Source
Port

51441

49706

49705

49705

Dest

Port Source IP

53 192.168.2.5

80 192.168.2.5

80 192.168.2.5

80 192.168.2.5

Dest IP
162.0.217.254
192.168.2.5
162.0.217.254
162.0.217.254
192.168.2.5
192.168.2.5
162.0.217.254
162.0.217.254
192.168.2.5
192.168.2.5
162.0.217.254
162.0.217.254
192.168.2.5
192.168.2.5
192.168.2.5
162.0.217.254
162.0.217.254
162.0.217.254
192.168.2.5
162.0.217.254
192.168.2.5
162.0.217.254
162.0.217.254
192.168.2.5
192.168.2.5

Dest IP

8.8.8.8

222.236.49.1
23

116.121.62.2
37

116.121.62.2
37
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Timestamp

Nov 30, 2022 00:22:16.312542915 CET
Nov 30, 2022 00:22:16.346792936 CET
Nov 30, 2022 00:22:16.346860886 CET
Nov 30, 2022 00:22:16.347371101 CET
Nov 30, 2022 00:22:16.347579002 CET
Nov 30, 2022 00:22:16.350308895 CET
Nov 30, 2022 00:22:16.350330114 CET
Nov 30, 2022 00:22:16.396068096 CET
Nov 30, 2022 00:22:16.396161079 CET
Nov 30, 2022 00:22:16.396238089 CET
Nov 30, 2022 00:22:16.455621004 CET
Nov 30, 2022 00:22:16.455662966 CET
Nov 30, 2022 00:22:16.704987049 CET
Nov 30, 2022 00:22:16.841957092 CET
Nov 30, 2022 00:22:16.997359991 CET
Nov 30, 2022 00:22:16.997529984 CET
Nov 30, 2022 00:22:17.013473988 CET
Nov 30, 2022 00:22:17.136807919 CET
Nov 30, 2022 00:22:17.137012005 CET
Nov 30, 2022 00:22:17.137850046 CET
Nov 30, 2022 00:22:17.506212950 CET
Nov 30, 2022 00:22:17.635873079 CET
Nov 30, 2022 00:22:18.131397963 CET
Nov 30, 2022 00:22:18.131433964 CET
Nov 30, 2022 00:22:18.131561995 CET
Nov 30, 2022 00:22:18.131875038 CET
Nov 30, 2022 00:22:18.425659895 CET
Nov 30, 2022 00:22:18.428991079 CET
Nov 30, 2022 00:22:18.429039001 CET
Nov 30, 2022 00:22:18.429260015 CET
Nov 30, 2022 00:22:18.725884914 CET
Nov 30, 2022 00:22:18.725986004 CET
Nov 30, 2022 00:22:18.726016998 CET
Nov 30, 2022 00:22:18.726057053 CET
Nov 30, 2022 00:22:18.726106882 CET
Nov 30, 2022 00:22:18.726135015 CET
Nov 30, 2022 00:22:18.726202011 CET
Nov 30, 2022 00:22:18.726202011 CET
Nov 30, 2022 00:22:19.020948887 CET
Nov 30, 2022 00:22:19.021039009 CET
Nov 30, 2022 00:22:19.021250963 CET
Nov 30, 2022 00:22:19.021750927 CET
Nov 30, 2022 00:22:19.021878004 CET
Nov 30, 2022 00:22:19.021920919 CET
Nov 30, 2022 00:22:19.021985054 CET
Nov 30, 2022 00:22:19.021986008 CET
Nov 30, 2022 00:22:19.022032976 CET
Nov 30, 2022 00:22:19.022056103 CET
Nov 30, 2022 00:22:19.022083998 CET
Nov 30, 2022 00:22:19.022130966 CET
Nov 30, 2022 00:22:19.022201061 CET
Nov 30, 2022 00:22:19.316337109 CET
Nov 30, 2022 00:22:19.316379070 CET
Nov 30, 2022 00:22:19.316396952 CET
Nov 30, 2022 00:22:19.316416025 CET
Nov 30, 2022 00:22:19.316667080 CET
Nov 30, 2022 00:22:19.316667080 CET
Nov 30, 2022 00:22:19.316993952 CET
Nov 30, 2022 00:22:19.317049980 CET
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Source Port
49703
49703
443
443
49703
49703
443
443
443
49703
49703
443
49704
49705
80
49704
49704
80
49705
49705
80

80

80

80
49704
49704
80

80

80
49705
80

80
49705
80

80
49705
49705
49705
80

80
49705
80

80

80

80
49705
49705
49705
80

80
49705
80

80

80

80
49705
49705
80

80

Dest Port
443
443
49703
49703
443
443
49703
49703
49703
443
443
49703
80

80
49704
80

80
49705
80

80
49704
49705
49704
49704
80

80
49704
49705
49705
80
49705
49705
80
49705
49705
80

80

80
49705
49705
80
49705
49705
49705
49705
80

80

80
49705
49705
80
49705
49705
49705
49705
80

80
49705
49705

Source IP
192.168.2.5
192.168.2.5
162.0.217.254
162.0.217.254
192.168.2.5
192.168.2.5
162.0.217.254
162.0.217.254
162.0.217.254
192.168.2.5
192.168.2.5
162.0.217.254
192.168.2.5
192.168.2.5
222.236.49.123
192.168.2.5
192.168.2.5
116.121.62.237
192.168.2.5
192.168.2.5
222.236.49.123
116.121.62.237
222.236.49.123
222.236.49.123
192.168.2.5
192.168.2.5
222.236.49.123
116.121.62.237
116.121.62.237
192.168.2.5
116.121.62.237
116.121.62.237
192.168.2.5
116.121.62.237
116.121.62.237
192.168.2.5
192.168.2.5
192.168.2.5
116.121.62.237
116.121.62.237
192.168.2.5
116.121.62.237
116.121.62.237
116.121.62.237
116.121.62.237
192.168.2.5
192.168.2.5
192.168.2.5
116.121.62.237
116.121.62.237
192.168.2.5
116.121.62.237
116.121.62.237
116.121.62.237
116.121.62.237
192.168.2.5
192.168.2.5
116.121.62.237
116.121.62.237

Dest IP
162.0.217.254
162.0.217.254
192.168.2.5
192.168.2.5
162.0.217.254
162.0.217.254
192.168.2.5
192.168.2.5
192.168.2.5
162.0.217.254
162.0.217.254
192.168.2.5
222.236.49.123
116.121.62.237
192.168.2.5
222.236.49.123
222.236.49.123
192.168.2.5
116.121.62.237
116.121.62.237
192.168.2.5
192.168.2.5
192.168.2.5
192.168.2.5
222.236.49.123
222.236.49.123
192.168.2.5
192.168.2.5
192.168.2.5
116.121.62.237
192.168.2.5
192.168.2.5
116.121.62.237
192.168.2.5
192.168.2.5
116.121.62.237
116.121.62.237
116.121.62.237
192.168.2.5
192.168.2.5
116.121.62.237
192.168.2.5
192.168.2.5
192.168.2.5
192.168.2.5
116.121.62.237
116.121.62.237
116.121.62.237
192.168.2.5
192.168.2.5
116.121.62.237
192.168.2.5
192.168.2.5
192.168.2.5
192.168.2.5
116.121.62.237
116.121.62.237
192.168.2.5
192.168.2.5
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Timestamp

Nov 30, 2022 00:22:19.317094088 CET
Nov 30, 2022 00:22:19.317120075 CET
Nov 30, 2022 00:22:19.317167997 CET
Nov 30, 2022 00:22:19.317214966 CET
Nov 30, 2022 00:22:19.317276001 CET
Nov 30, 2022 00:22:19.317364931 CET
Nov 30, 2022 00:22:19.317444086 CET
Nov 30, 2022 00:22:19.317487955 CET
Nov 30, 2022 00:22:19.317508936 CET
Nov 30, 2022 00:22:19.317549944 CET
Nov 30, 2022 00:22:19.317610025 CET
Nov 30, 2022 00:22:19.317665100 CET
Nov 30, 2022 00:22:19.317768097 CET
Nov 30, 2022 00:22:19.317805052 CET
Nov 30, 2022 00:22:19.317894936 CET
Nov 30, 2022 00:22:19.612457991 CET

UDP Packets

Timestamp

Nov 30, 2022 00:22:09.378216028 CET
Nov 30, 2022 00:22:09.401011944 CET
Nov 30, 2022 00:22:16.162992954 CET
Nov 30, 2022 00:22:16.184927940 CET
Nov 30, 2022 00:22:16.657289028 CET
Nov 30, 2022 00:22:16.671861887 CET
Nov 30, 2022 00:22:16.689538002 CET
Nov 30, 2022 00:22:16.839822054 CET
Nov 30, 2022 00:22:30.252228975 CET
Nov 30, 2022 00:22:30.271348953 CET
Nov 30, 2022 00:22:30.948734999 CET
Nov 30, 2022 00:22:30.970451117 CET
Nov 30, 2022 00:22:34.384795904 CET
Nov 30, 2022 00:22:34.407268047 CET
Nov 30, 2022 00:22:41.460248947 CET
Nov 30, 2022 00:22:41.477461100 CET

DNS Queries

Timestamp Source IP

Nov 30, 2022 00:22:09.378216028  192.168.2.5

CET

Nov 30, 2022 00:22:16.162992954  192.168.2.5

CET

Nov 30, 2022 00:22:16.657289028  192.168.2.5

CET

Nov 30, 2022 00:22:16.671861887  192.168.2.5

CET

Nov 30, 2022 00:22:30.252228975  192.168.2.5

CET

Nov 30, 2022 00:22:30.948734999  192.168.2.5

CET

Nov 30, 2022 00:22:34.384795904  192.168.2.5

CET

Nov 30, 2022 00:22:41.460248947  192.168.2.5

CET

DNS Answers
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Dest IP

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Source Port
80
49705
80
49705
80
49705
80

80
49705
49705
80
49705
80

80
49705
80

Source Port
61893
53
60649
53
51441
49177
53

53
49724
53
61452
53
65323
53
51484
53

Trans ID

0Oxe9d1

0xa0fd

0xf43

0x31ae

Oxcfic

0x49a3

Oxcd11

0x5cf6

Dest Port

49705
80
49705
80
49705
80
49705
49705
80
80
49705
80
49705
49705
80
49705

Dest Port

53
61893
53
60649
53
53
49177
51441
53
49724
53
61452
53
65323
53
51484

OP Code

Standard query
(0)
Standard query
(0)
Standard query
(0)
Standard query
(0)
Standard query
(0)
Standard query
(0)
Standard query
0)
Standard query
(0)

Source IP
116.121.62.237
192.168.2.5
116.121.62.237
192.168.2.5
116.121.62.237
192.168.2.5
116.121.62.237
116.121.62.237
192.168.2.5
192.168.2.5
116.121.62.237
192.168.2.5
116.121.62.237
116.121.62.237
192.168.2.5
116.121.62.237

Source IP
192.168.2.5
8.8.8.8
192.168.2.5
8.8.8.8
192.168.2.5
192.168.2.5
8.8.8.8
8.8.8.8
192.168.2.5
8.8.8.8
192.168.2.5
8.8.8.8
192.168.2.5
8.8.8.8
192.168.2.5
8.8.8.8

Name

api.2ip.ua

api.2ip.ua

uaery.top

fresherlights.com

t.me

api.2ip.ua

api.2ip.ua

api.2ip.ua

Type

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Dest IP
192.168.2.5
116.121.62.237
192.168.2.5
116.121.62.237
192.168.2.5
116.121.62.237
192.168.2.5
192.168.2.5
116.121.62.237
116.121.62.237
192.168.2.5
116.121.62.237
192.168.2.5
192.168.2.5
116.121.62.237
192.168.2.5

Dest IP
8.8.8.8
192.168.2.5
8.8.8.8
192.168.2.5
8.8.8.8
8.8.8.8
192.168.2.5
192.168.2.5
8.8.8.8
192.168.2.5
8.8.8.8
192.168.2.5
8.8.8.8
192.168.2.5
8.8.8.8
192.168.2.5

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

DNS over
HTTPS
false

false

false

false

false

false

false

false
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DNS over

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class HTTPS
Nov 30, 2022 8.8.8.8 192.168.2.5 0xe9d1 No error (0) api.2ip.ua 162.0.217.254 A (IP address) IN false
00:22:09.401011944 (0x0001)

CET

Nov 30, 2022 8.8.8.8 192.168.2.5 0xa0fd No error (0) api.2ip.ua 162.0.217.254 A (IP address) IN false
00:22:16.184927940 (0x0001)

CET

Nov 30, 2022 8.8.8.8 192.168.2.5 0x31ae No error (0) fresherlig 222.236.49.12 A (IP address) IN false
00:22:16.689538002 hts.com 3 (0x0001)

CET

Nov 30, 2022 8.8.8.8 192.168.2.5 0x31ae No error (0) fresherlig 46.195.100.42 A (IP address) IN false
00:22:16.689538002 hts.com (0x0001)

CET

Nov 30, 2022 8.8.8.8 192.168.2.5 0x31ae No error (0) fresherlig 109.102.255.2 A (IP address) IN false
00:22:16.689538002 hts.com 30 (0x0001)

CET

Nov 30, 2022 8.8.8.8 192.168.2.5 0x31ae No error (0) fresherlig 190.140.74.43 A (IP address) IN false
00:22:16.689538002 hts.com (0x0001)

CET

Nov 30, 2022 8.8.8.8 192.168.2.5 0x31ae No error (0) fresherlig 211.53.230.67 A (IP address) IN false
00:22:16.689538002 hts.com (0x0001)

CET

Nov 30, 2022 8.8.8.8 192.168.2.5 0x31ae No error (0) fresherlig 37.234.251.22 A (IP address) IN false
00:22:16.689538002 hts.com 1 (0x0001)

CET

Nov 30, 2022 8.8.8.8 192.168.2.5 0x31ae No error (0) fresherlig 190.147.188.5 A (IP address) IN false
00:22:16.689538002 hts.com 0 (0x0001)

CET

Nov 30, 2022 8.8.8.8 192.168.2.5 0x31ae No error (0) fresherlig 210.182.29.70 A (IP address) IN false
00:22:16.689538002 hts.com (0x0001)

CET

Nov 30, 2022 8.8.8.8 192.168.2.5 0x31ae No error (0) fresherlig 195.158.3.162 A (IP address) IN false
00:22:16.689538002 hts.com (0x0001)

CET

Nov 30, 2022 8.8.8.8 192.168.2.5 0x31ae No error (0) fresherlig 211.119.84.11 A (IP address) IN false
00:22:16.689538002 hts.com 2 (0x0001)

CET

Nov 30, 2022 8.8.8.8 192.168.2.5 0xf43 No error (0) uaery.top 116.121.62.23 A (IP address) IN false
00:22:16.839822054 7 (0x0001)

CET

Nov 30, 2022 8.8.8.8 192.168.2.5 0xf43 No error (0) uaery.top 175.119.10.23 A (IP address) IN false
00:22:16.839822054 1 (0x0001)

CET

Nov 30, 2022 8.8.8.8 192.168.2.5 0xf43 No error (0) uaery.top 37.34.248.24 A (IP address) IN false
00:22:16.839822054 (0x0001)

CET

Nov 30, 2022 8.8.8.8 192.168.2.5 0xf43 No error (0) uaery.top 190.117.75.91 A (IP address) IN false
00:22:16.839822054 (0x0001)

CET

Nov 30, 2022 8.8.8.8 192.168.2.5 0xf43 No error (0) uaery.top 201.124.230.1 A (IP address) IN false
00:22:16.839822054 (0x0001)

CET

Nov 30, 2022 8.8.8.8 192.168.2.5 0xf43 No error (0) uaery.top 190.219.54.24 A (IP address) IN false
00:22:16.839822054 2 (0x0001)

CET

Nov 30, 2022 8.8.8.8 192.168.2.5 0xf43 No error (0) uaery.top 181.94.48.228 A (IP address) IN false
00:22:16.839822054 (0x0001)

CET

Nov 30, 2022 8.8.8.8 192.168.2.5 0xf43 No error (0) uaery.top 222.236.49.12 A (IP address) IN false
00:22:16.839822054 4 (0x0001)

CET

Nov 30, 2022 8.8.8.8 192.168.2.5 0xf43 No error (0) uaery.top 123.213.233.1 A (IP address) IN false
00:22:16.839822054 94 (0x0001)

CET

Nov 30, 2022 8.8.8.8 192.168.2.5 0xf43 No error (0) uaery.top 195.158.3.162 A (IP address) IN false
00:22:16.839822054 (0x0001)

CET

Nov 30, 2022 8.8.8.8 192.168.2.5 Oxcfic No error (0) t.me 149.154.167.9 A (IP address) IN false
00:22:30.271348953 9 (0x0001)

CET

Nov 30, 2022 8.8.8.8 192.168.2.5 0x49a3 No error (0) api.2ip.ua 162.0.217.254 A (IP address) IN false
00:22:30.970451117 (0x0001)

CET

Nov 30, 2022 8.8.8.8 192.168.2.5 Oxcd11 No error (0) api.2ip.ua 162.0.217.254 A (IP address) IN false
00:22:34.407268047 (0x0001)

CET
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DNS over

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class HTTPS
Nov 30, 2022 8.8.8.8 192.168.2.5 0x5cf6 No error (0) api.2ip.ua 162.0.217.254 A (IP address) IN false
00:22:41.477461100 (0x0001)

CET

HTTP Request Dependency Graph

« api.2ip.ua

« t.me

« fresherlights.com

« uaery.top

« 88.198.94.71

Statistics

Behavior

o U59WtZz2Sg.exe
o U59WitZz2Sg.exe
@ icacls.exe

o U59WtZz2Sg.exe
@ U59WtZz2Sg.exe
o U59WtZz2Sg.exe
o U59WiZz2Sg.exe
@ U59WtZz2Sg.exe
@ build2.exe

o U59WiZz2Sg.exe
@ build2.exe

@ build3.exe

@ schtasks.exe

@ conhost.exe

@ mstsca.exe

@ schtasks.exe

o U59WitZz2Sg.exe
o U59WtZz2Sg.exe
@ conhost.exe

o WMIADAP.exe

System Behavior

Click to jump to process

Analysis Process: US9WtZz2Sg.exe PID: 5228, Parent PID: 3324

General

Target ID: 0

Start time: 00:22:04

Start date: 30/11/2022

Path: C:\Users\user\Desktop\U59WtZz2Sg.exe

Wow64 process (32bit): true

Commandline: C:\Users\user\Desktop\U59WtZz2Sg.exe
Imagebase: 0x400000

File size: 680448 bytes

MD5 hash: 41001FDD7879CE9EDE214E92C7E492BE
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Has elevated privileges: true

Has administrator true

privileges:

Programmed in: C, C++ or other language

Yara matches: « Rule: JoeSecurity_Djvu, Description: Yara detected Djvu Ransomware, Source:

00000000.00000002.305141359.0000000002220000.00000040.00001000.00020000.00000000.sdmp, Author: Joe Security
« Rule: Windows_Ransomware_Stop_1e8d48ff, Description: unknown, Source:
00000000.00000002.305141359.0000000002220000.00000040.00001000.00020000.00000000.sdmp, Author: unknown
« Rule: Windows_Trojan_RedLineStealer_ed346e4c, Description: unknown, Source:
00000000.00000002.304747895.000000000218B000.00000040.00000800.00020000.00000000.sdmp, Author: unknown

Reputation: low

Analysis Process: US9WtZz2Sg.exe PID: 3692, Parent PID: 5228

General

Target ID: 1

Start time: 00:22:07

Start date: 30/11/2022

Path: C:\Users\user\Desktop\U59WtZz2Sg.exe

Wow64 process (32bit): true

Commandline: C:\Users\user\Desktop\U59WtZz2Sg.exe
Imagebase: 0x400000

File size: 680448 bytes

MDS5 hash: 41001FDD7879CE9EDE214E92C7E492BE

Has elevated privileges: true

Has administrator true

privileges:

Programmed in: C, C++ or other language

Yara matches: « Rule: SUSP_XORed_URL_in_EXE, Description: Detects an XORed URL in an executable, Source:

00000001.00000000.303569533.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: Florian Roth

« Rule: JoeSecurity_Djvu, Description: Yara detected Djvu Ransomware, Source:
00000001.00000000.303569533.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: Joe Security

« Rule: MALWARE_Win_STOP, Description: Detects STOP ransomware, Source:
00000001.00000000.303569533.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: ditekSHen

« Rule: Windows_Ransomware_Stop_1e8d48ff, Description: unknown, Source:
00000001.00000000.303569533.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: unknown

« Rule: SUSP_XORed_URL_in_EXE, Description: Detects an XORed URL in an executable, Source:
00000001.00000000.302933053.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: Florian Roth

« Rule: JoeSecurity_Djvu, Description: Yara detected Djvu Ransomware, Source:
00000001.00000000.302933053.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: Joe Security

« Rule: MALWARE_Win_STOP, Description: Detects STOP ransomware, Source:
00000001.00000000.302933053.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: ditekSHen

« Rule: Windows_Ransomware_Stop_1e8d48ff, Description: unknown, Source:
00000001.00000000.302933053.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: unknown

« Rule: Windows_Ransomware_Stop_1e8d48ff, Description: unknown, Source:
00000001.00000000.301522504.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: unknown

« Rule: SUSP_XORed_URL_in_EXE, Description: Detects an XORed URL in an executable, Source:
00000001.00000002.309064408.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: Florian Roth

« Rule: JoeSecurity Djvu, Description: Yara detected Djvu Ransomware, Source:
00000001.00000002.309064408.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: Joe Security

« Rule: MALWARE_Win_STOP, Description: Detects STOP ransomware, Source:
00000001.00000002.309064408.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: ditekSHen

« Rule: Windows_Ransomware_Stop_1e8d48ff, Description: unknown, Source:
00000001.00000002.309064408.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: unknown

« Rule: SUSP_XORed_URL_in_EXE, Description: Detects an XORed URL in an executable, Source:
00000001.00000000.303182079.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: Florian Roth

« Rule: JoeSecurity Djvu, Description: Yara detected Djvu Ransomware, Source:
00000001.00000000.303182079.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: Joe Security

« Rule: MALWARE_Win_STOP, Description: Detects STOP ransomware, Source:
00000001.00000000.303182079.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: ditekSHen

« Rule: Windows_Ransomware_Stop_1e8d48ff, Description: unknown, Source:
00000001.00000000.303182079.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: unknown

« Rule: SUSP_XORed_URL_in_EXE, Description: Detects an XORed URL in an executable, Source:
00000001.00000000.302301176.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: Florian Roth

« Rule: JoeSecurity Djvu, Description: Yara detected Djvu Ransomware, Source:
00000001.00000000.302301176.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: Joe Security

« Rule: MALWARE_Win_STOP, Description: Detects STOP ransomware, Source:
00000001.00000000.302301176.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: ditekSHen

« Rule: Windows_Ransomware_Stop_1e8d48ff, Description: unknown, Source:
00000001.00000000.302301176.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: unknown

« Rule: SUSP_XORed_URL_in_EXE, Description: Detects an XORed URL in an executable, Source:
00000001.00000000.301786839.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: Florian Roth

« Rule: JoeSecurity Djvu, Description: Yara detected Djvu Ransomware, Source:
00000001.00000000.301786839.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: Joe Security

« Rule: MALWARE_Win_STOP, Description: Detects STOP ransomware, Source:
00000001.00000000.301786839.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: ditekSHen

« Rule: Windows_Ransomware_Stop_1e8d48ff, Description: unknown, Source:
00000001.00000000.301786839.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: unknown
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Reputation: low

File Activities

File Created
File Path Access Attributes Options Completion Count Source Address Symbol
C:\Users\user read data or list  device directory file | object name collision 1 40CFAC InternetOpen
directory | synchronous io Urlw
synchronize non alert | open
for backup ident
| open reparse
point
C:\Users\user\AppData\Local read data or list  device directory file | object name collision 1 40CFAC InternetOpen
directory | synchronous io urlw
synchronize non alert | open
for backup ident
| open reparse
point
C:\Users\user\AppData\Local\Mi read data or list  device directory file | object name collision 1 40CFAC InternetOpen
crosoft\Windows\INetCache directory | synchronous io urlw
synchronize non alert | open
for backup ident
| open reparse
point
C:\Users\user read data or list  device directory file | object name collision 1 40CFAC InternetOpen
directory | synchronous io urlw
synchronize non alert | open
for backup ident
| open reparse
point
C:\Users\user\AppData\Local read data or list  device directory file | object name collision 1 40CFAC InternetOpen
directory | synchronous io urlw
synchronize non alert | open
for backup ident
| open reparse
point
C:\Users\user\AppData\Local\Mi read data or list  device directory file | object name collision 1 40CFAC InternetOpen
crosoft\Windows\INetCookies directory | synchronous io urlw
synchronize non alert | open
for backup ident
| open reparse
point
C:\Users\user read data or list  device directory file | object name collision 1 40CFAC InternetOpen
directory | synchronous io Urlw
synchronize non alert | open
for backup ident
| open reparse
point
C:\Users\user\AppData\Local read data or list  device directory file | object name collision 1 40CFAC InternetOpen
directory | synchronous io urlw
synchronize non alert | open
for backup ident
| open reparse
point
C:\Users\user\AppData\Local\Mi read data or list  device directory file | object name collision 1 40CFAC InternetOpen
crosoft\Windows\INetCookies directory | synchronous io Urlw
synchronize non alert | open
for backup ident
| open reparse
point
C:\Users\user read data or list  device directory file | object name collision 1 40CFAC InternetOpen
directory | synchronous io Urlw
synchronize non alert | open
for backup ident
| open reparse
point
C:\Users\user\AppData\Local read data or list  device directory file | object name collision 1 40CFAC InternetOpen
directory | synchronous io urlw
synchronize non alert | open
for backup ident
| open reparse
point
C:\Users\user\AppData\Local\Microsoft\Windows\History read data or list  device directory file | object name collision 1 40CFAC InternetOpen
directory | synchronous io Urlw
synchronize non alert | open

for backup ident
| open reparse
point
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File Path

C:\Users\user\AppData\Local\439dd104-1941-4ae6-af5f-
8afc23993f7a

C:\Users\user\AppData\Local\439dd104-1941-4ae6-af5f-
8afc23993f7a\U59WtZz2Sg.exe

C:\Users\user\AppData\Local\439dd104-1941-4ae6-af5f-
8afc23993f7a\U59WtZz2Sg.exe\:Zone.ldentifier:$DATA

File Path

File Written

File Path Offset Length

C:\Users\user\AppData\Local\Mi 0
crosoft\Windows\INetCache\lE\B
87Z87FM\geo[1].json

500

C:\Users\user\AppData\Local\43 0
9dd104-1941-4ae6-af5f-8afc2399
3f7a\U59W1tZz2Sg.exe

262144
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Access Attributes Options Completion
read data or list  device directory file | success or wait
directory | synchronous io
synchronize non alert | open

for backup ident

| open reparse

point
read data or list  device sequential only |  success or wait
directory | read non directory file
attributes |
delete | write dac
| synchronize |
generic read |
generic write
read data or list  device sequential only | ' success or wait
directory | synchronous io
synchronize | non alert
generic write

Completion
Value Ascii Completion

7b 22 69 70 22 3a 22 31
30 32 2e 31 32 39 2e 31
34 33 2e 34 39 22 2¢ 22
63 6f 75 6e 74 72 79 5f
63 6f 64 65 22 3a 22 43
48 22 2¢ 22 63 6f 75 6e
747279223a225377
69 74 7a 65 72 6¢ 61 6e
64 22 2¢ 22 63 6f 75 6e
7472795727573 22
3a 22 5¢ 75 30 34 32 38
5c¢ 7530 34 33 32 5¢ 75
30 34 33 35 5¢ 75 30 34
33 39 5¢ 75 30 34 34 36
5c¢ 75 30 34 33 30 5¢ 75
30 34 34 30 5¢ 75 30 34
33 38 5¢ 75 30 34 34 66
22 2¢ 22 63 6f 75 6e 74
7279 5f 75 61 22 3a 22
5c¢ 75 30 34 32 38 5¢ 75
30 34 33 32 5¢ 75 30 34
33 35 5¢ 75 30 34 33 39
5c 75 30 34 34 36 5¢ 75
30 34 33 30 5¢ 75 30 34
34 30 5¢ 75 30 34 35 36
5c 75 30 34 34 66 22 2¢
22 72 65 67 69 6f 6e 22
3a 22 5a757269 63 68
22 2¢ 22 72 65 67 69 6f
6e 5f 72 75 73 22 3a 22
5c¢ 75 30 34 32 36 5¢ 75
30 34 34 65 5¢ 75 30

4d 5a fd 00 03 2c 04 fd
08 7a 7a 5d fd fd 31 fd 15
38 40 20 fd fd fd fd 02 64
7d 28 7a 1323 7d 1a 65
fd fd 4e 3f 63 6e fd 73 fd
7e fd 24 fd 59 10 fd fd 3d
fd 4b 5f 12 fd fd 2a 4e fd
fd fd 49 fd 06 22 78 fd fd
6c fd 38 40 fd 5e 57 fd fd
fd 4d fd fd fd 28 fd 57 79
3b 38 fd 06 69 08 fd 4f Ob
68 fd fd 12 7e fd 13 fd 27
19 fd Oe 4f 3d 69 11 fd 3b
76 67 43 fd fd 2e fd 49 6f
fd fd 5b 37 fd fd 73 4e fd
4f fd 54 7d fd 42 03 fd 58
fd fd 5f fd fd fd 7c 56 fd fd
41 fd fd fd Of 28 12 41 fd
fd 6¢ 5d 00 fd 19 fd fd 6f
fd fd 53 fd fd fd 73 fd fd
30 6¢ fd 33 fd 7e fd 4e fd
fd 19 fd 62 fd 4d fd fd 1d
fd 45 fd 71 fd 6b 08 64 fd
52 95 fd 50 fd fd fd fd fd
05 49 fd f2 0d fd fd 2e fd
28 3f 08 2b 75 40 fd fd fd
0117 15 fd fd fd fd fd fd
fd 08 21

{"ip":"102.129.143.49","c
ountr
y_code":"CH","country":"
Switze
rland","country_rus":"\u04
28\u
0432\u0435\u0439\u0446
\u0430\u
0440\u0438\u044f","coun
try_ua"
"\u0428\u0432\u0435\u0
439\u04
46\u0430\u0440\u0456\u
044f","r
egion":"Zurich","region_ru
s":"\u0426\u044e\u0

MZ,zz]18@ d}(z#}eN?
cns~$Y=K_*N
IXIB@"WM(W;8iOh~'O=i;
vgC.lo[7s
NOT}BX_|VA(AlJoSs0I3~
NbMEqkdRPI.(?+u!

success or wait

success or wait

Count

Count

Count

1

3

Source Address

411F94

412052

412052

Source Address

Source Address

40CFD3

412052

Symbol

CreateDirect
oryW

CopyFileW

CopyFileW

Symbol

Symbol

InternetReadFile

CopyFileW
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File Path Offset Length Value Ascii Completion
C:\Users\user\AppData\Local\43 0 26 5b 5a 6f 6e 65 54 72 61 [ZoneTransfer]Zoneld=0  success or wait
9dd104-1941-4ae6-af5f-8afc2399 6e 73 66 65 72 5d 0d Oa
3f7a\U59WtZz2Sg.exe:Zone.|dentifier 0d Oa 5a 6f 6e 65 49 64

3d 30
File Path Offset Length Completion
Registry Activities
Key Value Created
Key Path Name Type Data Completion
HKEY_CURRENT_USER\Softwar = SysHelper expand unicode "C:\Users\user\AppData\Local\4 success or wait
e\Mic 39dd104-1941-4ae6-af5f-8afc239
rosoft\Windows\CurrentVersion\ 93f7a\U59WtZz2Sg.exe" --AutoStart
Run

Analysis Process: icacls.exe PID: 1304, Parent PID: 3692

General

Target ID: 2

Start time: 00:22:10

Start date: 30/11/2022

Path: C:\Windows\SysWOW64\icacls.exe

Wow64 process (32bit): true

Commandline: icacls "C:\Users\user\AppData\Local\439dd104-1941-4ae6-af5f-8afc23993f7a" /deny *S-1-1-0:(Ol)(CI)(DE,DC)
Imagebase: 0x1190000

File size: 29696 bytes

MD5 hash: FFOD1D4317A44C951240FAE75075D501

Has elevated privileges: true

Has administrator true

privileges:

Programmed in: C, C++ or other language
Reputation: high

File Activities

File Written

File Path Offset Length Value Ascii Completion

unknown unkno 84 invalid handle
wn

unknown unkno 59 invalid handle
wn

Analysis Process: US9WtZz2Sg.exe PID: 1272, Parent PID: 3692

General

Target ID: 3

Start time: 00:22:11

Start date: 30/11/2022

Path: C:\Users\user\Desktop\U59WtZz2Sg.exe

Wow64 process (32bit): true

Commandline: "C:\Users\user\Desktop\U59WtZz2Sg.exe" --Admin IsNotAutoStart IsNotTask
Imagebase: 0x400000

File size: 680448 bytes

MD5 hash: 41001FDD7879CE9EDE214E92C7E492BE

Has elevated privileges: true

Has administrator true

privileges:

Programmed in: C, C++ or other language
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Count

Count

Count

Count

1

1

Source Address

412052

Source Address

Source Address

4120F9

Source Address

1191B0OA

1191B0OA

Symbol

CopyFileW

Symbol

Symbol

RegSetValueEx
W

Symbol

WriteFile

WriteFile
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Yara matches:

Reputation:

Rule: Windows_Trojan_RedLineStealer_ed346e4c, Description: unknown, Source:
00000003.00000002.318350093.00000000020FB000.00000040.00000800.00020000.00000000.sdmp, Author: unknown
Rule: JoeSecurity Djvu, Description: Yara detected Djvu Ransomware, Source:

00000003.00000002.318481347.00000000021E0000.00000040.00001000.00020000.00000000.sdmp, Author: Joe Security

Rule: Windows_Ransomware_Stop_1e8d48ff, Description: unknown, Source:
00000003.00000002.318481347.00000000021E0000.00000040.00001000.00020000.00000000.sdmp, Author: unknown

low

Analysis Process: US9WtZz2Sg.exe PID: 3184, Parent PID: 1084

General
Target ID:
Start time:
Start date:
Path:

Wow64 process (32bit):

Commandline:
Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

Yara matches:

Reputation:

4
00:22:11

30/11/2022
C:\Users\user\AppData\Local\439dd104-1941-4ae6-af5f-8afc23993f7a\U59WtZz2Sg.exe

true

C:\Users\user\AppData\Local\439dd104-1941-4ae6-af5f-8afc23993f7a\U59WtZz2Sg.exe --Task
0x400000

680448 bytes

41001FDD7879CE9EDE214E92C7E492BE

false

false

C, C++ or other language

Rule: JoeSecurity_Djvu, Description: Yara detected Djvu Ransomware, Source:

00000004.00000002.362805036.0000000002280000.00000040.00001000.00020000.00000000.sdmp, Author: Joe Security

Rule: Windows_Ransomware_Stop_1e8d48ff, Description: unknown, Source:
00000004.00000002.362805036.0000000002280000.00000040.00001000.00020000.00000000.sdmp, Author: unknown
Rule: Windows_Trojan_RedLineStealer_ed346e4c, Description: unknown, Source:
00000004.00000002.348844154.000000000210E000.00000040.00000800.00020000.00000000.sdmp, Author: unknown

low

Analysis Process: US9WtZz2Sg.exe PID: 6132, Parent PID: 1272

General
Target ID:
Start time:
Start date:
Path:

Wow64 process (32bit):

Commandline:
Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

5

00:22:12

30/11/2022

C:\Users\user\Desktop\U59W1tZz2Sg.exe

true

"C:\Users\user\Desktop\U59WtZz2Sg.exe" --Admin IsNotAutoStart IsNotTask
0x400000

680448 bytes

41001FDD7879CE9EDE214E92C7E492BE

true

true

C, C++ or other language
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Yara matches:

Reputation: low

File Activities

File Created
File Path

C:\Users\user

C:\Users\user\AppData\Local

C:\Users\user\AppData\Local\Mi

crosoft\Windows\INetCache

C:\Users\user
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Rule: SUSP_XORed_URL_in_EXE, Description: Detects an XORed URL in an executable, Source:

00000005.00000000.317450025.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author:

Rule: JoeSecurity Djvu, Description: Yara detected Djvu Ransomware, Source:

00000005.00000000.317450025.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author:

Rule: MALWARE_Win_STOP, Description: Detects STOP ransomware, Source:

00000005.00000000.317450025.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author:

Rule: Windows_Ransomware_Stop_1e8d48ff, Description: unknown, Source:

00000005.00000000.317450025.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author:

Rule: SUSP_XORed_URL_in_EXE, Description: Detects an XORed URL in an executable, Source:

00000005.00000002.564528734.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author:

Rule: JoeSecurity_Djvu, Description: Yara detected Djvu Ransomware, Source:

00000005.00000002.564528734.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author:

Rule: MALWARE_Win_STOP, Description: Detects STOP ransomware, Source:

00000005.00000002.564528734.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author:

Rule: Windows_Ransomware_Stop_1e8d48ff, Description: unknown, Source:

00000005.00000002.564528734.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author:

Rule: SUSP_XORed_URL_in_EXE, Description: Detects an XORed URL in an executable, Source:

00000005.00000000.314511925.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author:

Rule: JoeSecurity_Djvu, Description: Yara detected Djvu Ransomware, Source:

00000005.00000000.314511925.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author:

Rule: MALWARE_Win_STOP, Description: Detects STOP ransomware, Source:

00000005.00000000.314511925.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author:

Rule: Windows_Ransomware_Stop_1e8d48ff, Description: unknown, Source:

00000005.00000000.314511925.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author:

Rule: SUSP_XORed_URL_in_EXE, Description: Detects an XORed URL in an executable, Source:

00000005.00000000.315044936.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author:

Rule: JoeSecurity_Djvu, Description: Yara detected Djvu Ransomware, Source:

00000005.00000000.315044936.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author:

Rule: MALWARE_Win_STOP, Description: Detects STOP ransomware, Source:

00000005.00000000.315044936.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author:

Rule: Windows_Ransomware_Stop_1e8d48ff, Description: unknown, Source:

00000005.00000000.315044936.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author:

Rule: JoeSecurity_Clipboard_Hijacker, Description: Yara detected Clipboard Hijacker, Source:

00000005.00000003.362157229.0000000003060000.00000004.00001000.00020000.00000000.sdmp, Author:

Rule: Windows_Trojan_Clipbanker_f9f9e79d, Description: unknown, Source:

00000005.00000003.362157229.0000000003060000.00000004.00001000.00020000.00000000.sdmp, Author:

Rule: Windows_Trojan_Clipbanker_787b130b, Description: unknown, Source:

00000005.00000003.362157229.0000000003060000.00000004.00001000.00020000.00000000.sdmp, Author:

Rule: SUSP_XORed_URL_in_EXE, Description: Detects an XORed URL in an executable, Source:

00000005.00000000.317037787.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author:

Rule: JoeSecurity_Djvu, Description: Yara detected Djvu Ransomware, Source:

00000005.00000000.317037787.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author:

Rule: MALWARE_Win_STOP, Description: Detects STOP ransomware, Source:

00000005.00000000.317037787.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author:

Rule: Windows_Ransomware_Stop_1e8d48ff, Description: unknown, Source:

00000005.00000000.317037787.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author:

Rule: SUSP_XORed_URL_in_EXE, Description: Detects an XORed URL in an executable, Source:

00000005.00000000.314284082.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author:

Rule: JoeSecurity_Djvu, Description: Yara detected Djvu Ransomware, Source:

00000005.00000000.314284082.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author:

Rule: MALWARE_Win_STOP, Description: Detects STOP ransomware, Source:

00000005.00000000.314284082.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author:

Rule: Windows_Ransomware_Stop_1e8d48ff, Description: unknown, Source:

00000005.00000000.314284082.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author:

Rule: Windows_Ransomware_Stop_1e8d48ff, Description: unknown, Source:

00000005.00000000.313991274.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author:

Access Attributes Options Completion

read data or list  device directory file | object name collision
directory | synchronous io

synchronize non alert | open

for backup ident
| open reparse

point
read data or list  device directory file | object name collision
directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
read data or list  device directory file | object name collision
directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
read data or list  device directory file | object name collision
directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse
point

Florian Roth
Joe Security
ditekSHen
unknown
Florian Roth
Joe Security
ditekSHen
unknown
Florian Roth
Joe Security
ditekSHen
unknown
Florian Roth
Joe Security
ditekSHen
unknown
Joe Security
unknown
unknown
Florian Roth
Joe Security
ditekSHen
unknown
Florian Roth
Joe Security
ditekSHen
unknown

unknown

Count Source Address Symbol

1 40CFAC InternetOpen
urlw

1 40CFAC InternetOpen
urlw

1 40CFAC InternetOpen
urlw

1 40CFAC InternetOpen
urlw
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C:\Users\user\AppData\Local read data or list  device directory file | object name collision 1 40CFAC InternetOpen
directory | synchronous io Urlw
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Mi read data or list  device directory file | object name collision 1 40CFAC InternetOpen
crosoft\Windows\INetCookies directory | synchronous io urlw
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user read data or list  device directory file | object name collision 1 40CFAC InternetOpen
directory | synchronous io urlw
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local read data or list  device directory file | object name collision 1 40CFAC InternetOpen
directory | synchronous io urlw
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Mi read data or list  device directory file | object name collision 1 40CFAC InternetOpen
crosoft\Windows\INetCookies directory | synchronous io urlw
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user read data or list  device directory file | object name collision 1 40CFAC InternetOpen
directory | synchronous io urlw
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local read data or list  device directory file | object name collision 1 40CFAC InternetOpen
directory | synchronous io urlw
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Microsoft\Windows\History read data or list  device directory file | object name collision 1 40CFAC InternetOpen
directory | synchronous io Urlw
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\81bc8e9b-9d47-41ad-b82b-  read data or list ~ device directory file | success or wait 1 41DDE2 CreateDirect
bbc3ff54aéde directory | synchronous io oryA
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\bowsakkdestx.txt read attributes |  device synchronous io  success or wait 1 43B911 CreateFileW
synchronize | non alert | non
generic write directory file
C:\SystemID read data or list  device directory file | success or wait 1 40C951 CreateDirect
directory | synchronous io oryW
synchronize non alert | open

for backup ident
| open reparse

point
C:\SystemID\PersonallD.txt read attributes |  device synchronous io  success or wait 1 43B911 CreateFileW
synchronize | non alert | non
generic write directory file
C:\Users\user\AppData\Local\81bc8e9b-9d47-41ad-b82b-  read attributes |  device synchronous io  success or wait 1 41E28E CreateFileA
bbc3ff54a6de\build2.exe synchronize | non alert | non
generic write directory file
C:\_readme.txt read attributes |  device synchronous io  success or wait 1 40F12B CreateFileW
synchronize | non alert | non
generic write directory file
C:\Users\user\_readme.txt read attributes |  device synchronous io  success or wait 1 40F12B CreateFileW
synchronize | non alert | non
generic write directory file
C:\Users\user\AppData\Local\81bc8e9b-9d47-41ad-b82b-  read attributes |  device synchronous io  success or wait 1 41E28E CreateFileA
bbc3ff54a6de\build3.exe synchronize | non alert | non
generic write directory file
File Path Completion Count Source Address Symbol
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File Moved
Old File Path

C:\Users\user\AppData\Local\Mi
crosoft\Windows\INetCookies\co
ntainer.dat

C:\Users\user\AppData\Local\Mi
crosoft\Windows\INetCookies\de
precated.cookie

C:\Users\user\Desktop\BPMLNOBV
SB.jpg
C:\Users\user\Desktop\BPMLNOBV
SB.xlsx
C:\Users\user\Desktop\FENIVHOI
KN.png
C:\Users\user\Desktop\JSDNGYCO
WY.mp3

C:\Users\user\Desktop\KZWFNRXY
Kl.docx

C:\Users\user\Desktop\KZWFNRXY
Kl.png
C:\Users\user\Desktop\KZWFNRXY
Kl.xIsx

C:\Users\user\Desktop\LTKMYBSE
YZ.docx

C:\Users\user\Desktop\NEBFQQYW
PS.png

C:\Users\user\Desktop\NWTVCDUM
OB.xlsx

C:\Users\user\Desktop\QNCYCDFI
JJ.mp3

C:\Users\user\Desktop\RAYHIWGK
DlI.pdf

C:\Users\user\Desktop\SFPUSAFI
OL.mp3

C:\Users\user\Desktop\SQRKHNBN
YN.png
C:\Users\user\Desktop\UOOJJOZI
RH.jpg
C:\Users\user\Desktop\WKXEWIOT
Xl.jpg

C:\Users\user\Desktop\WKXEWIOT
Xl.mp3

C:\Users\user\Desktop\WKXEWIOT
Xl.pdf

C:\Users\user\Desktop\WUTJSCBC
FX.docx

C:\Users\user\Desktop\WUTJSCBC
FX.pdf

C:\Users\user\Desktop\YPSIACHY
XW.docx

C:\Users\user\Desktop\YPSIACHY
XW.jpg

C:\Users\user\Desktop\ZBEDCJPB
EY.pdf

C:\Users\user\Desktop\ZBEDCJPB
EY .xlsx

C:\Users\user\Documents\BPMLNO
BVSB.jpg

C:\Users\user\Documents\BPMLNO
BVSB.xlsx

C:\Users\user\Documents\FENIVH
OIKN.png

C:\Users\user\Documents\JSDNGY
COWY.mp3

C:\Users\user\Documents\KZWFNR
XYKI.docx

C:\Users\user\Documents\KZWFNR
XYKl.png

C:\Users\user\Documents\KZWFNR
XYKI.xlIsx

Copyright Joe Security LLC 2022

New File Path

C:\Users\user\Cookies\container.dat.uyro

C:\Users\user\Cookies\deprecated.cookie.uyro

C:\Users\user\Desktop\BPMLNOBVSB.jpg.uyro

C:\Users\user\Desktop\BPMLNOBVSB.xIsx.uyro

C:\Users\user\Desktop\FENIVHOIKN.png.uyro

C:\Users\user\Desktop\JSDNGYCOWY.mp3.uyro

C:\Users\user\Desktop\KZWFNRXYKI.docx.uyro

C:\Users\user\Desktop\KZWFNRXYKI.png.uyro

C:\Users\user\Desktop\KZWFNRXYKI.xIsx.uyro

C:\Users\user\Desktop\LTKMYBSEYZ.docx.uyro

C:\Users\user\Desktop\NEBFQQYWPS.png.uyro

C:\Users\user\Desktop\NWTVCDUMOB.xIsx.uyro

C:\Users\user\Desktop\QNCYCDFIJJ.mp3.uyro

C:\Users\user\Desktop\RAYHIWGKDI.pdf.uyro

C:\Users\user\Desktop\SFPUSAFIOL.mp3.uyro

C:\Users\user\Desktop\SQRKHNBNYN.png.uyro

C:\Users\user\Desktop\UOOJJOZIRH.jpg.uyro

C:\Users\user\Desktop\WKXEWIOTXI.jpg.uyro

C:\Users\user\Desktop\WKXEWIOTXI.mp3.uyro

C:\Users\user\Desktop\WKXEWIOTXI.pdf.uyro

C:\Users\user\Desktop\WUTJSCBCFX.docx.uyro

C:\Users\user\Desktop\WUTJSCBCFX .pdf.uyro

C:\Users\user\Desktop\YPSIACHYXW.docx.uyro

C:\Users\user\Desktop\YPSIACHYXW.jpg.uyro

C:\Users\user\Desktop\ZBEDCJPBEY .pdf.uyro

C:\Users\user\Desktop\ZBEDCJPBEY .xIsx.uyro

C:\Users\user\Documents\BPMLNOBVSB.jpg.uyro

C:\Users\user\Documents\BPMLNOBVSB.xIsx.uyro

C:\Users\user\Documents\FENIVHOIKN.png.uyro

C:\Users\user\Documents\JSDNGYCOWY.mp3.uyro

C:\Users\user\Documents\KZWFNRXYKI.docx.uyro

C:\Users\user\Documents\KZWFNRXYKI.png.uyro

C:\Users\user\Documents\KZWFNRXYKI.xIsx.uyro

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count

1

Source Address

41127D

4116DC

4116DC

4116DC

4116DC

4116DC

4116DC

4116DC

4116DC

4116DC

4116DC

4116DC

4116DC

4116DC

4116DC

4116DC

4116DC

4116DC

4116DC

4116DC

4116DC

4116DC

4116DC

4116DC

4116DC

4116DC

4116DC

4116DC

4116DC

4116DC

4116DC

4116DC

4116DC

Symbol

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW
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Old File Path

C:\Users\user\Documents\LTKMYB
SEYZ.docx

C:\Users\user\Documents\NEBFQQ
YWPS.png

C:\Users\user\Documents\NWTVCD
UMOB.xlsx

C:\Users\user\Documents\QNCYCD
FlJJ.mp3

C:\Users\user\Documents\RAYHIW
GKDl.pdf

C:\Users\user\Documents\SFPUSA
FIOL.mp3

C:\Users\user\Documents\SQRKHN
BNYN.png

C:\Users\user\Documents\UOOJJO
ZIRH.jpg

C:\Users\user\Documents\WKXEWI
OTXLjpg

C:\Users\user\Documents\WKXEWI
OTXI.mp3

C:\Users\user\Documents\WKXEWI
OTXl.pdf

C:\Users\user\Documents\WUTJSC
BCFX.docx

C:\Users\user\Documents\WUTJSC
BCFX.pdf

C:\Users\user\Documents\YPSIAC
HYXW.docx

C:\Users\user\Documents\YPSIAC
HYXW.jpg

C:\Users\user\Documents\ZBEDCJ
PBEY .pdf

C:\Users\user\Documents\ZBEDCJ
PBEY .xlsx

C:\Users\user\Downloads\BPMLNO
BVSB.jpg

C:\Users\user\Downloads\BPMLNO
BVSB.xlsx

C:\Users\user\Downloads\FENIVH
OIKN.png

C:\Users\user\Downloads\JSDNGY
COWY.mp3

C:\Users\user\Downloads\KZWFNR
XYKI.docx

C:\Users\user\Downloads\KZWFNR
XYKIl.png

C:\Users\user\Downloads\KZWFNR
XYKI.xlsx

C:\Users\user\Downloads\LTKMYB
SEYZ.docx

C:\Users\user\Downloads\NEBFQQ
YWPS.png

C:\Users\user\Downloads\NWTVCD
UMOB.xlsx

C:\Users\user\Downloads\QNCYCD
FIJJ.mp3

C:\Users\user\Downloads\RAYHIW
GKDI.pdf

C:\Users\user\Downloads\SFPUSA
FIOL.mp3

C:\Users\user\Downloads\SQRKHN
BNYN.png

C:\Users\user\Downloads\UOOJJO
ZIRH.jpg

C:\Users\user\Downloads\WKXEWI
OTXl.jpg

C:\Users\user\Downloads\WKXEWI
OTXI.mp3

C:\Users\user\Downloads\WKXEWI
OTXI.pdf
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New File Path

C:\Users\user\Documents\LTKMYBSEYZ.docx.uyro

C:\Users\user\Documents\NEBFQQYWPS.png.uyro

C:\Users\user\Documents\NWTVCDUMOB.xIsx.uyro

C:\Users\user\Documents\QNCYCDFIJJ.mp3.uyro

C:\Users\user\Documents\RAYHIWGKDI.pdf.uyro

C:\Users\user\Documents\SFPUSAFIOL.mp3.uyro

C:\Users\user\Documents\SQRKHNBNYN.png.uyro

C:\Users\user\Documents\UOOJJOZIRH.jpg.uyro

C:\Users\user\Documents\WKXEWIOTXL.jpg.uyro

C:\Users\user\Documents\WKXEWIOTXI.mp3.uyro

C:\Users\user\Documents\WKXEWIOTXI.pdf.uyro

C:\Users\user\Documents\WUTJSCBCFX.docx.uyro

C:\Users\user\Documents\WUTJSCBCFX.pdf.uyro

C:\Users\user\Documents\YPSIACHYXW.docx.uyro

C:\Users\user\Documents\YPSIACHYXW.jpg.uyro

C:\Users\user\Documents\ZBEDCJPBEY .pdf.uyro

C:\Users\user\Documents\ZBEDCJPBEY .xIsx.uyro

C:\Users\user\Downloads\BPMLNOBVSB.jpg.uyro

C:\Users\user\Downloads\BPMLNOBVSB.xlIsx.uyro

C:\Users\user\Downloads\FENIVHOIKN.png.uyro

C:\Users\user\Downloads\JSDNGYCOWY.mp3.uyro

C:\Users\user\Downloads\KZWFNRXYKI.docx.uyro

C:\Users\user\Downloads\KZWFNRXYKI.png.uyro

C:\Users\user\Downloads\KZWFNRXYKI.xIsx.uyro

C:\Users\user\Downloads\LTKMYBSEYZ.docx.uyro

C:\Users\user\Downloads\NEBFQQYWPS.png.uyro

C:\Users\user\Downloads\NWTVCDUMOB.xIsx.uyro

C:\Users\user\Downloads\QNCYCDFIJJ.mp3.uyro

C:\Users\user\Downloads\RAYHIWGKDI.pdf.uyro

C:\Users\user\Downloads\SFPUSAFIOL.mp3.uyro

C:\Users\user\Downloads\SQRKHNBNYN.png.uyro

C:\Users\user\Downloads\UOOJJOZIRH.jpg.uyro

C:\Users\user\Downloads\WKXEWIOTXI.jpg.uyro

C:\Users\user\Downloads\WKXEWIOTXI.mp3.uyro

C:\Users\user\Downloads\WKXEWIOTXI.pdf.uyro
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4116DC
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4116DC

4116DC

4116DC

4116DC

4116DC

4116DC

4116DC

4116DC

4116DC

4116DC

4116DC

4116DC

4116DC

4116DC

4116DC

4116DC

4116DC

4116DC

4116DC

4116DC

4116DC

4116DC

4116DC

4116DC

4116DC

4116DC

4116DC

4116DC
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MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW
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Old File Path

C:\Users\user\Downloads\WUTJSC

BCFX.docx

C:\Users\user\Downloads\WUTJSC

BCFX.pdf

C:\Users\user\Downloads\YPSIAC

HYXW.docx

C:\Users\user\Downloads\YPSIAC

HYXW.jpg

C:\Users\user\Downloads\ZBEDCJ

PBEY.pdf

C:\Users\user\Downloads\ZBEDCJ

PBEY .xlsx

C:\Users\user\Favorites\Amazon.url

C:\Users\user\Favorites\Bing.url

C:\Users\user\Favorites\Facebook.url

C:\Users\user\Favorites\Google.url

C:\Users\user\Favorites\Live.url

C:\Users\user\Favorites\NYTimes.url
C:\Users\user\Favorites\Reddit.url
C:\Users\user\Favorites\Twitter.url
C:\Users\user\Favorites\Wikipedia.url

C:\Users\user\Favorites\Youtube.url

C:\Users\user\AppData\Local\bo
wsakkdestx.txt

C:\Users\user\AppData\Local\lc
onCache.db

C:\Users\user\AppData\Roaming\

Microsoft\Windows\SendTo\Bluetooth

File Transfer.LNK

C:\Users\user\AppData\Roaming\

Microsoft\Windows\SendTo\Compr
essed (zipped) Folder.ZFSendToTarget

C:\Users\user\AppData\Roaming\

Microsoft\Windows\SendTo\Desktop

(create shortcut).DeskLink

C:\Users\user\AppData\Roaming\

Microsoft\Windows\SendTo\Docum

ents.mydocs

C:\Users\user\AppData\Roaming\
Microsoft\Windows\SendTo\Mail
Recipient. MAPIMail

C:\Users\user\AppData\Local\Mi
crosoft\Windows\INetCookies\DN
TException\container.dat

C:\Users\user\AppData\Local\Mi
crosoft\Windows\INetCookies\ES
E\container.dat

C:\Users\user\Desktop\KZWFNRXY

KN\BPMLNOBVSB.xIsx

C:\Users\user\Desktop\KZWFNRXY

KN\KZWFNRXYKI.docx

C:\Users\user\Desktop\KZWFNRXY

KI\NEBFQQYWPS.png

C:\Users\user\Desktop\KZWFNRXY

KNQNCYCDFIJJ.mp3

C:\Users\user\Desktop\KZWFNRXY

KI\UOOJJOZIRH.jpg

C:\Users\user\Desktop\KZWFNRXY

KNWKXEWIOTXI.pdf

C:\Users\user\Desktop\LTKMYBSE

YZ\JSDNGYCOWY.mp3

C:\Users\user\Desktop\LTKMYBSE

YZ\KZWFENRXYKI.png

C:\Users\user\Desktop\LTKMYBSE

YZ\LTKMYBSEYZ.docx

C:\Users\user\Desktop\LTKMYBSE

YZ\NWTVCDUMOB.xlIsx

C:\Users\user\Desktop\LTKMYBSE

YZ\WUTJSCBCFX.pdf
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New File Path

C:\Users\user\Downloads\WUTJSCBCFX.docx.uyro

C:\Users\user\Downloads\WUTJSCBCFX.pdf.uyro

C:\Users\user\Downloads\YPSIACHYXW.docx.uyro

C:\Users\user\Downloads\YPSIACHYXW.jpg.uyro

C:\Users\user\Downloads\ZBEDCJPBEY .pdf.uyro

C:\Users\user\Downloads\ZBEDCJPBEY .xIsx.uyro

C:\Users\user\Favorites\Amazon.url.uyro
C:\Users\user\Favorites\Bing.url.uyro
C:\Users\user\Favorites\Facebook.url.uyro
C:\Users\user\Favorites\Google.url.uyro
C:\Users\user\Favorites\Live.url.uyro
C:\Users\user\Favorites\NYTimes.url.uyro
C:\Users\user\Favorites\Reddit.url.uyro
C:\Users\user\Favorites\Twitter.url.uyro
C:\Users\user\Favorites\Wikipedia.url.uyro
C:\Users\user\Favorites\Youtube.url.uyro

C:\Users\user\Local Settings\bowsakkdestx.txt.uyro

C:\Users\user\Local Settings\lconCache.db.uyro

C:\Users\user\SendTo\Bluetooth File Transfer.LNK.uyro

C:\Users\user\SendTo\Compressed (zipped)
Folder.ZFSendToTarget.uyro

C:\Users\user\SendTo\Desktop (create
shortcut).DeskLink.uyro

C:\Users\user\SendTo\Documents.mydocs.uyro

C:\Users\user\SendTo\Mail Recipient. MAPIMail.uyro

C:\Users\user\Cookies\DNTException\container.dat.uyro

C:\Users\user\Cookies\ESE\container.dat.uyro

C:\Users\user\Desktop\KZWFNRXY
KN\BPMLNOBVSB.xIsx.uyro

C:\Users\user\Desktop\KZWFNRXY
KNKZWFNRXYKI.docx.uyro

C:\Users\user\Desktop\KZWFNRXY
KN\NEBFQQYWPS.png.uyro

C:\Users\user\Desktop\KZWFNRXY
KNQNCYCDFIJJ.mp3.uyro

C:\Users\user\Desktop\KZWFNRXY
KNUOOJJOZIRH.jpg.uyro

C:\Users\user\Desktop\KZWFNRXY
KNWKXEWIOTXI.pdf.uyro

C:\Users\user\Desktop\LTKMYBSE
YZ\JSDNGYCOWY.mp3.uyro

C:\Users\user\Desktop\LTKMYBSE
YZ\KZWFNRXYKI.png.uyro

C:\Users\user\Desktop\LTKMYBSE
YZ\LTKMYBSEYZ.docx.uyro

C:\Users\user\Desktop\LTKMYBSE
YZ\NWTVCDUMOB.xIsx.uyro

C:\Users\user\Desktop\LTKMYBSE
YZ\WUTJSCBCFX.pdf.uyro
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SEYZ\LTKMYBSEYZ.docx

C:\Users\user\Documents\LTKMYB
SEYZ\NWTVCDUMOB.xIsx

C:\Users\user\Documents\LTKMYB
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BCFX\ZBEDCJPBEY.pdf

C:\Users\user\Documents\YPSIAC
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C:\Users\user\Documents\YPSIAC
HYXW\YPSIACHYXW.docx

C:\Users\user\Documents\YPSIAC
HYXW\ZBEDCJPBEY .xIsx

C:\Users\user\AppData\Local\81
bc8e9b-9d47-41ad-b82b-bbc3ff54
a6de\build3.exe

C:\Users\user\AppData\Local\Co
nnectedDevicesPlatform\CDPGlob
alSettings.cdp

C:\Users\user\AppData\Local\Te
mp\AdobeARM.log

C:\Users\user\AppData\Local\Te
mp\chrome_installer.log

C:\Users\user\AppData\Local\Te
mp\JavaDeployReg.log

C:\Users\user\AppData\Local\Te

mp\SetupExe(2020072310200717D0

)-log

C:\Users\user\AppData\Local\Te
mp\tmpCDDA.tmp

C:\Users\user\AppData\Local\Temp\

{72C857CF-E54C-4041-A4DB-FE
40A1ED71CD} - OProcSessld.dat

C:\Users\user\AppData\Roaming\
Microsoft\Office\MSO1033.acl

C:\Users\user\AppData\Roaming\
Microsoft\Templates\Normal.dotm

C:\Users\user\AppData\Local\Mi
crosoft\Windows\INetCookies\Lo
W\ESE\container.dat

C:\Users\user\AppData\Local\Ad
obe\Color\ACECache11.Ist

C:\Users\user\AppData\Local\Co
mms\UnistoreDB\USS.jcp

C:\Users\user\AppData\Local\Co
mms\UnistoreDB\USSres00001.jrs

C:\Users\user\AppData\Local\Co
mms\UnistoreDB\USSres00002.jrs

C:\Users\user\AppData\Local\Co
mms\UnistoreDB\USStmp.jtx

C:\Users\user\AppData\Local\Mi
crosoft\Windows\History\Histor
y.IE5\container.dat

C:\Users\user\AppData\Local\Mi
crosoft\CLR_v4.0_32\ngen.log

C:\Users\user\AppData\Local\Mi
crosoft\Internet Explorer\brndlog.txt

C:\Users\user\AppData\Local\Mi
crosoft\Internet Explorenie4uinit-
ClearlconCache.log

C:\Users\user\AppData\Local\Mi
crosoft\Internet Explorer\ie4uinit-
UserConfig.log

C:\Users\user\AppData\Local\Mi
crosoft\Internet Explorer\MSIM
GSIZ.DAT

C:\Users\user\AppData\Local\Mi
crosoft\PenWorkspace\DiscoverC
acheData.dat

C:\Users\user\AppData\Local\Te
mp\CR_4BAC1.tmp\setup.exe

C:\Users\user\AppData\Local\Te

mp\FOAA5307-87B6-41CC-8AB9-9D4

E70F644BD\DismHost.exe

C:\Users\user\AppData\Local\Mi
crosoft\Windows\INetCache\lE\c
ontainer.dat

C:\Users\user\AppData\Local\Mi
crosoft\Windows\INetCache\Low\
MSIMGSIZ.DAT

C:\Users\user\AppData\Local\Mi
crosoft\Windows\INetCache\Low\
SmartScreenCache.dat
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C:\Users\user\Documents\YPSIAC
HYXW\YPSIACHYXW.docx.uyro

C:\Users\user\Documents\YPSIAC
HYXW\ZBEDCJPBEY .xIsx.uyro
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\Microsoft\Office\MSO1033.acl.uyro

C:\Users\user\Application Data
\Microsoft\Templates\Normal.dotm.uyro

C:\Users\user\Cookies\Low\ESE\container.dat.uyro
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dobe\ColoACECache11.Ist.uyro

C:\Users\user\Local Settings\C
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C:\Users\user\Local Settings\Microsoft\Internet Explorer\brn
dlog.txt.uyro

C:\Users\user\Local Settings\Microsoft\Internet Explorenie4
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icrosoft\PenWorkspace\DiscoverCacheData.dat.uyro

C:\Users\user\Local Settings\T
emp\CR_4BAC1.tmp\setup.exe.uyro

C:\Users\user\Local Settings\Temp\FOAA5307-87B6-41CC-
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C:\Users\user\Local Settings\Temporary Internet
Files\Content.|E5\container.dat.uyro

C:\Users\user\Local Settings\Temporary Internet
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Files\Low\SmartScreenCache.dat.uyro

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count

1

Source Address

4116DC

4116DC

4116DC

4116DC

4116DC

4116DC

4116DC

4116DC

4116DC

41127D

4116DC

4116DC

41127D

4116DC

4116DC

4116DC

4116DC

4116DC

41127D

4116DC

4116DC

4116DC

4116DC

4116DC

4116DC

4116DC

4116DC

41127D

4116DC

4116DC

Symbol

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

Page 78 of 236



Old File Path

C:\Users\user\AppData\Roaming\
Microsoft\Bibliography\Style\A
PASixthEditionOfficeOnline.xs|

C:\Users\user\AppData\Roaming\
Microsoft\Bibliography\Style\C
HICAGO.XSL

C:\Users\user\AppData\Roaming\
Microsoft\Bibliography\Style\GB.XSL

C:\Users\user\AppData\Roaming\
Microsoft\Bibliography\Style\G
ostName.XSL

C:\Users\user\AppData\Roaming\
Microsoft\Bibliography\Style\G
ostTitle.XSL

C:\Users\user\AppData\Roaming\
Microsoft\Bibliography\Style\H
arvardAnglia20080fficeOnline.xsl

C:\Users\user\AppData\Roaming\
Microsoft\Bibliography\Style\l
EEE20060fficeOnline.xsl

C:\Users\user\AppData\Roaming\
Microsoft\Bibliography\Style\l
S0690.XSL

C:\Users\user\AppData\Roaming\
Microsoft\Bibliography\Style\l
SO690Nmerical. XSL

C:\Users\user\AppData\Roaming\
Microsoft\Bibliography\Style\M
LASeventhEditionOfficeOnline.xsl|

C:\Users\user\AppData\Roaming\
Microsoft\Bibliography\Style\S
IST02.XSL

C:\Users\user\AppData\Roaming\
Microsoft\Bibliography\Style\T
URABIAN.XSL

C:\Users\user\AppData\Roaming\
Microsoft\Office\Recent\index.dat

C:\Users\user\AppData\Roaming\
Microsoft\Office\Recent\Templates.LNK

C:\Users\user\AppData\Roaming\
Microsoft\Spelling\en-US\default.acl

C:\Users\user\AppData\Roaming\
Microsoft\Spelling\en-US\default.dic

C:\Users\user\AppData\Roaming\
Microsoft\Spelling\en-US\default.exc

C:\Users\user\AppData\Roaming\
Microsoft\Windows\Libraries\Ca
meraRoll.library-ms

C:\Users\user\AppData\Roaming\
Microsoft\Windows\Libraries\Do
cuments.library-ms

C:\Users\user\AppData\Roaming\
Microsoft\Windows\Libraries\Mu
sic.library-ms

C:\Users\user\AppData\Roaming\
Microsoft\Windows\Libraries\Pi
ctures.library-ms

C:\Users\user\AppData\Roaming\
Microsoft\Windows\Libraries\Vi
deos.library-ms

C:\Users\user\AppData\Local\Ad
obe\Acrobat\DC\AdobeCMapFnt19.Ist

C:\Users\user\AppData\Local\Ad
obe\Acrobat\DC\AdobeSysFnt19.Ist

C:\Users\user\AppData\Local\Ad
obe\Acrobat\DC\lconCacheRdr655
36.dat

C:\Users\user\AppData\Local\Ad
obe\Acrobat\DC\UserCache.bin

C:\Users\user\AppData\Local\43
9dd104-1941-4ae6-af5f-8afc2399
3f7a\U59W1tZz2Sg.exe

C:\Users\user\AppData\Local\Co
mms\Unistore\data\AggregateCac
he.uca
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C:\Users\user\Application Data\Microsoft\Bibliography\Style\
APASixthEditionOfficeOnline.xsl.uyro

C:\Users\user\Application Data\Microsoft\Bibliography\Style\
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C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\chrome_s
hutdown_ms.txt

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Crashpad
Metrics-active.pma

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\persiste
d_first_party_sets.json

C:\Users\user\AppData\Local\Mi
crosoft\Windows\History\Histor
y.IE5\MSHist012022081620220817
\container.dat

C:\Users\user\AppData\Local\Mi
crosoft\Windows\History\Low\Hi
story.IE5\container.dat

C:\Users\user\AppData\Local\Mi
crosoft\CLR_v2.0\UsageLogs\add
inutil.exe.log

C:\Users\user\AppData\Local\Mi
crosoft\CLR_v2.0_32\Usagelogs\
unarchiver.exe.log

C:\Users\user\AppData\Local\Mi
crosoft\CLR_v4.0\UsagelLogs\pow
ershell.exe.log

C:\Users\user\AppData\Local\Mi
crosoft\CLR_v4.0\UsageLogs\sdi
agnhost.exe.log

C:\Users\user\AppData\Local\Mi
crosoft\CLR_v4.0_32\Usagelogs\
NGenTask.exe.log

C:\Users\user\AppData\Local\Mi
crosoft\CLR_v4.0_32\Usagelogs\
powershell.exe.log

C:\Users\user\AppData\Local\Mi
crosoft\Internet Explorer\Doma
inSuggestions\en-US.1

C:\Users\user\AppData\Local\Mi
crosoft\Internet Explore\DOMS
tore\container.dat

C:\Users\user\AppData\Local\Mi
crosoft\Internet Explorer\Emie
SiteList\container.dat

C:\Users\user\AppData\Local\Mi
crosoft\Internet Explorer\Emie
UserList\container.dat

C:\Users\user\AppData\Local\Mi
crosoft\Internet Explorer\IECo
mpatData\iecompatdata.xml

C:\Users\user\AppData\Local\Mi
crosoft\Internet Explorer\UrlB
lock\urlblock_637194112741176080.bin

C:\Users\user\AppData\Local\Mi
crosoft\Internet Explorer\Vers
ionManager\versionlist.xml

C:\Users\user\AppData\Local\Mi
crosoft\OneDrive\19.086.0502.0
006\alertlcon.png

C:\Users\user\AppData\Local\Mi
crosoft\OneDrive\19.086.0502.0
006\AppBlue.png

C:\Users\user\AppData\Local\Mi
crosoft\OneDrive\19.086.0502.0
006\AppErrorBlue.png

C:\Users\user\AppData\Local\Mi
crosoft\OneDrive\19.086.0502.0
006\AppErrorWhite.png

C:\Users\user\AppData\Local\Mi
crosoft\OneDrive\19.086.0502.0
006\AppWhite.png

C:\Users\user\AppData\Local\Mi
crosoft\OneDrive\19.086.0502.0
006\AutoPlayOptlin.gif

C:\Users\user\AppData\Local\Mi
crosoft\OneDrive\19.086.0502.0
006\AutoPlayOptin.png

Copyright Joe Security LLC 2022

New File Path

C:\Users\user\Local Settings\Google\Chrome\User
Data\chrome_shutdown_ms.txt.uyro

C:\Users\user\Local Settings\Google\Chrome\User
Data\CrashpadMetrics-active.pma.uyro

C:\Users\user\Local Settings\Google\Chrome\User
Data\persisted_first_party_sets.json.uyro

C:\Users\user\Local Settings\H
istory\History.|[E5\MSHist01202
2081620220817\container.dat.uyro

C:\Users\user\Local Settings\History\Low\History.IE5\contain
er.dat.uyro

C:\Users\user\Local Settings\M
icrosoft\CLR_v2.0\UsageLogs\addinutil.exe.log.uyro

C:\Users\user\Local Settings\M
icrosoft\CLR_v2.0_32\UsagelLogs\unarchiver.exe.log.uyro

C:\Users\user\Local Settings\M
icrosoft\CLR_v4.0\Usagelogs\powershell.exe.log.uyro

C:\Users\user\Local Settings\M
icrosoft\CLR_v4.0\Usagelogs\sdiagnhost.exe.log.uyro

C:\Users\user\Local Settings\M
icrosoft\CLR_v4.0_32\UsagelLogs\NGenTask.exe.log.uyro

C:\Users\user\Local Settings\M
icrosoft\CLR_v4.0_32\Usagelogs\powershell.exe.log.uyro

C:\Users\user\Local Settings\Microsoft\Internet Explorer\Dom
ainSuggestions\en-US.1.uyro

C:\Users\user\Local Settings\Microsoft\Internet
Explore\DOMStore\container.dat.uyro

C:\Users\user\Local Settings\Microsoft\Internet Explorer\Emi
eSiteList\container.dat.uyro

C:\Users\user\Local Settings\Microsoft\Internet Explorer\Emi
eUserList\container.dat.uyro

C:\Users\user\Local Settings\Microsoft\Internet ExplorenlEC
ompatData\iecompatdata.xml.uyro

C:\Users\user\Local Settings\Microsoft\Internet Explorer\Url
Block\urlblock_637194112741176080.bin.uyro

C:\Users\user\Local Settings\Microsoft\Internet Explorer\Ver
sionManager\versionlist.xml.uyro

C:\Users\user\Local Settings\M
icrosoft\OneDrive\19.086.0502.0006\alertlcon.png.uyro

C:\Users\user\Local Settings\M
icrosoft\OneDrive\19.086.0502.0006\AppBlue.png.uyro

C:\Users\user\Local Settings\M
icrosoft\OneDrive\19.086.0502.0006\AppErrorBlue.png.uyro

C:\Users\user\Local Settings\M
icrosoft\OneDrive\19.086.0502.0006\AppErrorWhite.png.uyro

C:\Users\user\Local Settings\M
icrosoft\OneDrive\19.086.0502.0006\AppWhite.png.uyro

C:\Users\user\Local Settings\M
icrosoft\OneDrive\19.086.0502.0006\AutoPlayOptIn.gif.uyro

C:\Users\user\Local Settings\M
icrosoft\OneDrive\19.086.0502.0006\AutoPlayOptin.png.uyro
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C:\Users\user\AppData\Local\Mi
crosoft\OneDrive\19.086.0502.0
006\ElevatedAppBlue.png

C:\Users\user\AppData\Local\Mi
crosoft\OneDrive\19.086.0502.0
006\ElevatedAppWhite.png

C:\Users\user\AppData\Local\Mi
crosoft\OneDrive\19.086.0502.0
006\Error.png

C:\Users\user\AppData\Local\Mi
crosoft\OneDrive\19.086.0502.0
006\ErrorPage.html

C:\Users\user\AppData\Local\Mi
crosoft\OneDrive\19.086.0502.0
006\FileCoAuth.exe

C:\Users\user\AppData\Local\Mi
crosoft\OneDrive\19.086.0502.0
006\FileSyncConfig.exe

C:\Users\user\AppData\Local\Mi
crosoft\OneDrive\19.086.0502.0
006\FileSyncHelper.exe

C:\Users\user\AppData\Local\Mi
crosoft\OneDrive\19.086.0502.0
006\KFMHeroToast.png

C:\Users\user\AppData\Local\Mi
crosoft\OneDrive\19.086.0502.0
006\KFMLockedFileToast.png

C:\Users\user\AppData\Local\Mi
crosoft\OneDrive\19.086.0502.0
006\KFMScanExclusionToast.png

C:\Users\user\AppData\Local\Mi
crosoft\OneDrive\19.086.0502.0
006\LoadingPage.html

C:\Users\user\AppData\Local\Mi
crosoft\OneDrive\19.086.0502.0
006\OneDrive.exe

C:\Users\user\AppData\Local\Mi
crosoft\OneDrive\19.086.0502.0
006\OneDrive.VisualElementsMan
ifest.xml

C:\Users\user\AppData\Local\Mi
crosoft\OneDrive\19.086.0502.0
006\OneDrivel.ogo.png

C:\Users\user\AppData\Local\Mi
crosoft\OneDrive\19.086.0502.0
006\OneDriveSetup.exe

C:\Users\user\AppData\Local\Mi
crosoft\OneDrive\19.086.0502.0
006\OneDriveStandaloneUpdater.exe

C:\Users\user\AppData\Local\Mi
crosoft\OneDrive\19.086.0502.0
006\OneDriveUpdaterService.exe

C:\Users\user\AppData\Local\Mi
crosoft\OneDrive\19.086.0502.0
006\QuotaCritical.png

C:\Users\user\AppData\Local\Mi
crosoft\OneDrive\19.086.0502.0
006\QuotaError.png

C:\Users\user\AppData\Local\Mi
crosoft\OneDrive\19.086.0502.0
006\QuotaNearing.png

C:\Users\user\AppData\Local\Mi
crosoft\OneDrive\19.086.0502.0
006\Resources.pri

C:\Users\user\AppData\Local\Mi
crosoft\OneDrive\19.086.0502.0
006\SaveApplicationEventLogs.wsf

C:\Users\user\AppData\Local\Mi
crosoft\OneDrive\19.086.0502.0
006\ScreenshotOptlIn.gif

C:\Users\user\AppData\Local\Mi
crosoft\OneDrive\19.086.0502.0
006\TestSharePage.html

C:\Users\user\AppData\Local\Mi
crosoft\OneDrive\19.086.0502.0
006\ThirdPartyNotices.txt
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C:\Users\user\Local Settings\M
icrosoft\OneDrive\19.086.0502.
0006\ElevatedAppBlue.png.uyro

C:\Users\user\Local Settings\M
icrosoft\OneDrive\19.086.0502.
0006\ElevatedAppWhite.png.uyro

C:\Users\user\Local Settings\M

icrosoft\OneDrive\19.086.0502.0006\Error.png.uyro

C:\Users\user\Local Settings\M

icrosoft\OneDrive\19.086.0502.0006\ErrorPage.html.uyro

C:\Users\user\Local Settings\M

icrosoft\OneDrive\19.086.0502.0006\FileCoAuth.exe.uyro

C:\Users\user\Local Settings\M

icrosoft\OneDrive\19.086.0502.0006\FileSyncConfig.exe.uyro

C:\Users\user\Local Settings\M

icrosoft\OneDrive\19.086.0502.0006\FileSyncHelper.exe.uyro

C:\Users\user\Local Settings\M
icrosoft\OneDrive\19.086.0502.
0006\KFMHeroToast.png.uyro

C:\Users\user\Local Settings\M
icrosoft\OneDrive\19.086.0502.

0006\KFMLockedFileToast.png.uyro

C:\Users\user\Local Settings\M
icrosoft\OneDrive\19.086.0502.

0006\KFMScanExclusionToast.png.uyro

C:\Users\user\Local Settings\M

icrosoft\OneDrive\19.086.0502.0006\LoadingPage.html.uyro

C:\Users\user\Local Settings\M

icrosoft\OneDrive\19.086.0502.0006\OneDrive.exe.uyro

C:\Users\user\Local Settings\M
icrosoft\OneDrive\19.086.0502.

0006\OneDrive.VisualElementsManifest.xml.uyro

C:\Users\user\Local Settings\M

icrosoft\OneDrive\19.086.0502.0006\OneDrivel.ogo.png.uyro

C:\Users\user\Local Settings\M
icrosoft\OneDrive\19.086.0502.
0006\OneDriveSetup.exe.uyro

C:\Users\user\Local Settings\M
icrosoft\OneDrive\19.086.0502.

0006\OneDriveStandaloneUpdater.exe.uyro

C:\Users\user\Local Settings\M
icrosoft\OneDrive\19.086.0502.

0006\OneDriveUpdaterService.exe.uyro

C:\Users\user\Local Settings\M

icrosoft\OneDrive\19.086.0502.0006\QuotaCritical.png.uyro

C:\Users\user\Local Settings\M

icrosoft\OneDrive\19.086.0502.0006\QuotaError.png.uyro

C:\Users\user\Local Settings\M

icrosoft\OneDrive\19.086.0502.0006\QuotaNearing.png.uyro

C:\Users\user\Local Settings\M

icrosoft\OneDrive\19.086.0502.0006\Resources.pri.uyro

C:\Users\user\Local Settings\M
icrosoft\OneDrive\19.086.0502.

0006\SaveApplicationEventLogs.wsf.uyro

C:\Users\user\Local Settings\M
icrosoft\OneDrive\19.086.0502.
0006\ScreenshotOptln.gif.uyro

C:\Users\user\Local Settings\M
icrosoft\OneDrive\19.086.0502.
0006\TestSharePage.html.uyro

C:\Users\user\Local Settings\M
icrosoft\OneDrive\19.086.0502.
0006\ThirdPartyNotices.txt.uyro
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C:\Users\user\AppData\Local\Mi
crosoft\OneDrive\19.086.0502.0
006\vaultintro.png

C:\Users\user\AppData\Local\Mi
crosoft\OneDrive\19.086.0502.0
006\Warning.png

C:\Users\user\AppData\Local\Mi
crosoft\OneDrive\setup\ECSConfig.json

C:\Users\user\AppData\Local\Mi
crosoft\Vault\4BF4C442-9B8A-41A0-
B380-DD4A704DDB28\Policy.vpol

C:\Users\user\AppData\Local\Mi
crosoft\Vault\UserProfileRoami
ng\Latest.dat

C:\Users\user\AppData\Local\Mi
crosoft\Windows\1033\Structure
dQuerySchema.bin

C:\Users\user\AppData\Local\Mi
crosoft\Windows\ActionCenterCa
che\microsoft-skydrive-desktop
_16_0.png

C:\Users\user\AppData\Local\Mi

crosoft\Windows\ActionCenterCa
che\windows-systemtoast-securi

tyandmaintenance_11_0.png

C:\Users\user\AppData\Local\Mi

crosoft\Windows\ActionCenterCa
che\windows-systemtoast-securi

tyandmaintenance_17_0.png

C:\Users\user\AppData\Local\Mi

crosoft\Windows\ActionCenterCa
che\windows-systemtoast-securi

tyandmaintenance_22_0.png

C:\Users\user\AppData\Local\Mi

crosoft\Windows\ActionCenterCa
che\windows-systemtoast-securi

tyandmaintenance_23_0.png

C:\Users\user\AppData\Local\Mi

crosoft\Windows\ActionCenterCa
che\windows-systemtoast-securi

tyandmaintenance_27_0.png

C:\Users\user\AppData\Local\Mi

crosoft\Windows\ActionCenterCa
che\windows-systemtoast-securi

tyandmaintenance_37_0.png

C:\Users\user\AppData\Local\Mi

crosoft\Windows\ActionCenterCa
che\windows-systemtoast-securi

tyandmaintenance_38_0.png

C:\Users\user\AppData\Local\Mi

crosoft\Windows\ActionCenterCa
che\windows-systemtoast-securi

tyandmaintenance_9_0.png

C:\Users\user\AppData\Local\Mi
crosoft\Windows\AppCache\conta
iner.dat

C:\Users\user\AppData\Local\Mi
crosoft\Windows\Caches\cversions.1.db

C:\Users\user\AppData\Local\Mi
crosoft\Windows\Caches\cversions.3.db

C:\Users\user\AppData\Local\Mi
crosoft\Windows\Caches\{0A0496 DA-
B905-4D30-88C9-B63C603DA134
}.3.ver0x0000000000000001.db

C:\Users\user\AppData\Local\Mi
crosoft\Windows\Caches\{3DA71D5A-
20CC-432F-A115-DFE92379E91F
}.3.ver0x0000000000000013.db

C:\Users\user\AppData\Local\Mi
crosoft\Windows\Caches\{3DA71D5A-
20CC-432F-A115-DFE92379E91F
}.3.ver0x0000000000000016.db

C:\Users\user\AppData\Local\Mi
crosoft\Windows\Caches\{AFBF9F1A-
8EE8-4C77-AF34-C647E37CA0D9
}.1.ver0x000000000000000a.db
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C:\Users\user\Local Settings\M
icrosoft\OneDrive\19.086.0502.0006\vaultintro.png.uyro

C:\Users\user\Local Settings\M
icrosoft\OneDrive\19.086.0502.0006\Warning.png.uyro

C:\Users\user\Local Settings\M
icrosoft\OneDrive\setup\ECSConfig.json.uyro

C:\Users\user\Local Settings\Microsoft\Vault\4BF4C442-
9B8A-41A0-B380-DD4A704DDB28\Policy.vpol.uyro

C:\Users\user\Local Settings\M
icrosoft\Vault\UserProfileRoaming\Latest.dat.uyro

C:\Users\user\Local Settings\M
icrosoft\Windows\1033\StructuredQuerySchema.bin.uyro

C:\Users\user\Local Settings\M
icrosoft\Windows\ActionCenterCache\microsoft-skydrive-
desktop_16_0.png.uyro

C:\Users\user\Local Settings\M

icrosoft\Windows\ActionCenterCache\windows-systemtoast-

securityandmaintenance_11_0.png.uyro

C:\Users\user\Local Settings\M

icrosoft\Windows\ActionCenterCache\windows-systemtoast-

securityandmaintenance_17_0.png.uyro

C:\Users\user\Local Settings\M

icrosoft\Windows\ActionCenterCache\windows-systemtoast-

securityandmaintenance_22_0.png.uyro

C:\Users\user\Local Settings\M

icrosoft\Windows\ActionCenterCache\windows-systemtoast-

securityandmaintenance_23_0.png.uyro

C:\Users\user\Local Settings\M

icrosoft\Windows\ActionCenterCache\windows-systemtoast-

securityandmaintenance_27_0.png.uyro

C:\Users\user\Local Settings\M

icrosoft\Windows\ActionCenterCache\windows-systemtoast-

securityandmaintenance_37_0.png.uyro

C:\Users\user\Local Settings\M

icrosoft\Windows\ActionCenterCache\windows-systemtoast-

securityandmaintenance_38_0.png.uyro

C:\Users\user\Local Settings\M

icrosoft\Windows\ActionCenterCache\windows-systemtoast-

securityandmaintenance_9_0.png.uyro

C:\Users\user\Local Settings\M
icrosoft\Windows\AppCache\container.dat.uyro

C:\Users\user\Local Settings\M
icrosoft\Windows\Caches\cversions.1.db.uyro

C:\Users\user\Local Settings\M
icrosoft\Windows\Caches\cversions.3.db.uyro

C:\Users\user\Local Settings\Microsoft\Windows\Caches\
{0A0496DA-B905-4D30-88C9-B63C603DA13
4}.3.ver0x0000000000000001.db.uyro

C:\Users\user\Local Settings\Microsoft\Windows\Caches\
{3DA71D5A-20CC-432F-A115-DFE92379E91
F}.3.ver0x0000000000000013.db.uyro

C:\Users\user\Local Settings\Microsoft\Windows\Caches\
{3DA71D5A-20CC-432F-A115-DFE92379E91
F}.3.ver0x0000000000000016.db.uyro

C:\Users\user\Local Settings\Microsoft\Windows\Caches\
{AFBF9F1A-8EE8-4C77-AF34-C647E37CAOD
9}.1.ver0x000000000000000a.db.uyro
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C:\Users\user\AppData\Local\Mi
crosoft\Windows\Caches\{AFBF9F1A-
8EE8-4C77-AF34-C647E37CA0D9
}.1.ver0x000000000000000b.db

C:\Users\user\AppData\Local\Mi
crosoft\Windows\Explorer\Explo
rerStartupLog.etl

C:\Users\user\AppData\Local\Mi
crosoft\Windows\Explorer\Explo
rerStartupLog_RunOnce.etl

C:\Users\user\AppData\Local\Mi
crosoft\Windows\Explorer\iconc
ache_1280.db

C:\Users\user\AppData\Local\Mi
crosoft\Windows\Explorer\iconc
ache_1920.db

C:\Users\user\AppData\Local\Mi
crosoft\Windows\Explorer\iconc
ache_2560.db

C:\Users\user\AppData\Local\Mi
crosoft\Windows\Explorer\iconc
ache_768.db

C:\Users\user\AppData\Local\Mi
crosoft\Windows\Explorer\iconc
ache_96.db

C:\Users\user\AppData\Local\Mi
crosoft\Windows\Explorer\iconc
ache_custom_stream.db

C:\Users\user\AppData\Local\Mi
crosoft\Windows\Explorer\iconc
ache_exif.db

C:\Users\user\AppData\Local\Mi
crosoft\Windows\Explorer\iconc
ache_sr.db

C:\Users\user\AppData\Local\Mi
crosoft\Windows\Explorer\iconc
ache_wide.db

C:\Users\user\AppData\Local\Mi
crosoft\Windows\Explorer\iconc
ache_wide_alternate.db

C:\Users\user\AppData\Local\Mi
crosoft\Windows\Explorer\thumb
cache_1280.db

C:\Users\user\AppData\Local\Mi
crosoft\Windows\Explorer\thumb
cache_1920.db

C:\Users\user\AppData\Local\Mi
crosoft\Windows\Explorer\thumb
cache_2560.db

C:\Users\user\AppData\Local\Mi
crosoft\Windows\Explorer\thumb
cache_768.db

C:\Users\user\AppData\Local\Mi
crosoft\Windows\Explorer\thumb
cache_custom_stream.db

C:\Users\user\AppData\Local\Mi
crosoft\Windows\Explorer\thumb
cache_exif.db

C:\Users\user\AppData\Local\Mi
crosoft\Windows\Explorer\thumb
cache_sr.db

C:\Users\user\AppData\Local\Mi
crosoft\Windows\Explorer\thumb
cache_wide.db

C:\Users\user\AppData\Local\Mi
crosoft\Windows\Explorer\thumb
cache_wide_alternate.db

C:\Users\user\AppData\Local\Mi
crosoft\Windows\IECompatCache\
container.dat

C:\Users\user\AppData\Local\Mi
crosoft\Windows\IECompatUaCach
e\container.dat

C:\Users\user\AppData\Local\Mi
crosoft\Windows\IEDownloadHist
ory\container.dat
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C:\Users\user\Local Settings\Microsoft\Windows\Caches\
{AFBF9F1A-8EE8-4C77-AF34-C647E37CAOD
9}.1.ver0x000000000000000b.db.uyro

C:\Users\user\Local Settings\M
icrosoft\Windows\Explorer\ExplorerStartupLog.etl.uyro

C:\Users\user\Local Settings\M
icrosoft\Windows\Explorer\Expl
orerStartupLog_RunOnce.etl.uyro

C:\Users\user\Local Settings\M
icrosoft\Windows\Explorericoncache_1280.db.uyro

C:\Users\user\Local Settings\M
icrosoft\Windows\Explorericoncache_1920.db.uyro

C:\Users\user\Local Settings\M
icrosoft\Windows\Explorer\iconcache_2560.db.uyro

C:\Users\user\Local Settings\M
icrosoft\Windows\Explorericoncache_768.db.uyro

C:\Users\user\Local Settings\M
icrosoft\Windows\Exploreriiconcache_96.db.uyro

C:\Users\user\Local Settings\M
icrosoft\Windows\Explorer\icon
cache_custom_stream.db.uyro

C:\Users\user\Local Settings\M
icrosoft\Windows\Exploreriiconcache_exif.db.uyro

C:\Users\user\Local Settings\M
icrosoft\Windows\Explorericoncache_sr.db.uyro

C:\Users\user\Local Settings\M
icrosoft\Windows\Explorericoncache_wide.db.uyro

C:\Users\user\Local Settings\M

icrosoft\Windows\Explorer\iconcache_wide_alternate.db.uyro

C:\Users\user\Local Settings\M
icrosoft\Windows\Explorer\thumbcache_1280.db.uyro

C:\Users\user\Local Settings\M
icrosoft\Windows\Explorer\thumbcache_1920.db.uyro

C:\Users\user\Local Settings\M
icrosoft\Windows\Explorer\thumbcache_2560.db.uyro

C:\Users\user\Local Settings\M
icrosoft\Windows\Explorer\thumbcache_768.db.uyro

C:\Users\user\Local Settings\M
icrosoft\Windows\Explorer\thum
bcache_custom_stream.db.uyro

C:\Users\user\Local Settings\M
icrosoft\Windows\Explorer\thumbcache_exif.db.uyro

C:\Users\user\Local Settings\M
icrosoft\Windows\Explorer\thumbcache_sr.db.uyro

C:\Users\user\Local Settings\M
icrosoft\Windows\Explorer\thumbcache_wide.db.uyro

C:\Users\user\Local Settings\M
icrosoft\Windows\Explorer\thum
bcache_wide_alternate.db.uyro

C:\Users\user\Local Settings\M
icrosoft\Windows\|IECompatCache\container.dat.uyro

C:\Users\user\Local Settings\M
icrosoft\Windows\|IECompatUaCache\container.dat.uyro

C:\Users\user\Local Settings\M
icrosoft\Windows\IEDownloadHistory\container.dat.uyro
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success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Source Address

4116DC

4116DC

4116DC

4116DC

4116DC

4116DC

4116DC

4116DC

4116DC

4116DC

4116DC

4116DC

4116DC

4116DC

4116DC

4116DC

4116DC

4116DC

4116DC

4116DC

4116DC

4116DC

41127D

41127D

41127D

Symbol

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW
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Old File Path New File Path Completion Count Source Address Symbol

C:\Users\user\AppData\Local\Mi C:\Users\user\Local Settings\Microsoft\Windows\Shell\Default success or wait 1 4116DC MoveFileW
crosoft\Windows\Shell\DefaultL Layouts.xml.uyro

ayouts.xml

C:\Users\user\AppData\Local\Mi C:\Users\user\Local Settings\M success or wait 1 4116DC MoveFileW
crosoft\Windows\UPPS\UPPS.bin icrosoft\Windows\UPPS\UPPS.bin.uyro

C:\Users\user\AppData\Local\Mi C:\Users\user\Local Settings\M success or wait 1 4116DC MoveFileW
crosoft\Windows\WebCache\V01.chk icrosoft\Windows\WebCache\V01.chk.uyro

C:\Users\user\AppData\Local\Mi C:\Users\user\Local Settings\M success or wait 1 4116DC MoveFileW
crosoft\Windows\WebCache\V0100 icrosoft\Windows\WebCache\V0100009.log.uyro

009.log

C:\Users\user\AppData\Local\Mi C:\Users\user\Local Settings\M success or wait 1 4116DC MoveFileW
crosoft\Windows\WebCache\V0100 icrosoft\Windows\WebCache\V010000A.log.uyro

00A.log

C:\Users\user\AppData\Local\Mi C:\Users\user\Local Settings\M success or wait 1 4116DC MoveFileW
crosoft\Windows\WebCache\V0100 icrosoft\Windows\WebCache\V010000B.log.uyro

00B.log

C:\Users\user\AppData\Local\Mi C:\Users\user\Local Settings\M success or wait 1 4116DC MoveFileW
crosoft\Windows\WebCache\V01re icrosoft\Windows\WebCache\V01res00001..jrs.uyro

s00001.jrs

C:\Users\user\AppData\Local\Mi C:\Users\user\Local Settings\M success or wait 1 4116DC MoveFileW
crosoft\Windows\WebCache\VO1re icrosoft\Windows\WebCache\V01res00002.jrs.uyro

s00002.jrs

C:\Users\user\AppData\Local\Mi C:\Users\user\Local Settings\M success or wait 1 4116DC MoveFileW
crosoft\Windows\WebCache\V01tmp.log ' icrosoft\Windows\WebCache\V01tmp.log.uyro

C:\Users\user\AppData\Local\Mi C:\Users\user\Local Settings\Microsoft\Windows Live\Bici\ 00 success or wait 1 4116DC MoveFileW
crosoft\Windows Live\Bici\_00.sqm .sgm.uyro

C:\Users\user\AppData\Local\Mi C:\Users\user\Local Settings\Microsoft\Windows Live\Bici\ 01 success or wait 1 4116DC MoveFileW
crosoft\Windows Live\Bici\_01.sqm .sgm.uyro

C:\Users\user\AppData\Local\Mi C:\Users\user\Local Settings\Microsoft\Windows Live\Bici\_02 success or wait 1 4116DC MoveFileW
crosoft\Windows Live\Bici\_02.sqm .sgm.uyro

C:\Users\user\AppData\Local\Mi C:\Users\user\Local Settings\Microsoft\Windows Live\Bici\ 03 success or wait 1 4116DC MoveFileW
crosoft\Windows Live\Bici\_03.sqm .sgm.uyro

C:\Users\user\AppData\Local\Mi C:\Users\user\Local Settings\Microsoft\Windows Live\Bici\ 04 success or wait 1 4116DC MoveFileW
crosoft\Windows Live\Bici\_04.sqm .sgm.uyro

C:\Users\user\AppData\Local\Mi C:\Users\user\Local Settings\Microsoft\Windows Live\Bici\_05 success or wait 1 4116DC MoveFileW
crosoft\Windows Live\Bici\_05.sqgm .sgm.uyro

C:\Users\user\AppData\Local\Mi C:\Users\user\Local Settings\Microsoft\Windows Live\Bici\ 06 success or wait 1 4116DC MoveFileW
crosoft\Windows Live\Bici\_06.sqm .sgm.uyro

C:\Users\user\AppData\Local\Mi C:\Users\user\Local Settings\Microsoft\Windows Live\Bici\_07 success or wait 1 4116DC MoveFileW
crosoft\Windows Live\Bici\_07.sqm .sgm.uyro

C:\Users\user\AppData\Local\Mi C:\Users\user\Local Settings\Microsoft\Windows Live\Bici\ 08 success or wait 1 4116DC MoveFileW
crosoft\Windows Live\Bici\_08.sqm .sgm.uyro

C:\Users\user\AppData\Local\Mi C:\Users\user\Local Settings\M success or wait 1 41127D MoveFileW
crosoftEdge\SharedCacheContain icrosoftEdge\SharedCacheContai

ers\MicrosoftEdge_DNTException ners\MicrosoftEdge_ DNTException\container.dat.uyro

\container.dat

C:\Users\user\AppData\Local\Pa C:\Users\user\Local Settings\Packages\1527¢705-839a- success or wait 1 41127D MoveFileW
ckages\1527¢705-839a-4832-9118- 4832-9118-54d4Bd6a0c89_cw5n1h2txyewy\S

54d4Bd6a0c89_cw5n1h2txyewy\Se ettings\roaming.lock.uyro

ttings\roaming.lock

C:\Users\user\AppData\Local\Pa C:\Users\user\Local Settings\Packages\1527¢705-839a- success or wait 1 4116DC MoveFileW
ckages\1527¢705-839a-4832-9118- 4832-9118-54d4Bd6a0c89_cw5n1h2txyewy\S

54d4Bd6a0c89_cw5n1h2txyewy\Se ettings\settings.dat.uyro

ttings\settings.dat

C:\Users\user\AppData\Local\Pa C:\Users\user\Local Settings\Packages\c5e2524a-ea46-4f67- success or wait 1 41127D MoveFileW
ckages\c5e2524a-ea46-4f67-841f- 841f-629465d9d515_cw5n1h2txyewy\S

629465d9d515_cw5n1h2txyewy\Se ettings\roaming.lock.uyro

ttings\roaming.lock

C:\Users\user\AppData\Local\Pa C:\Users\user\Local Settings\Packages\c5e2524a-ea46-4f67- success or wait 1 4116DC MoveFileW
ckages\cbe2524a-ea46-4f67-841f- 841f-629465d9d515_cw5n1h2txyewy\S

629465d9d515_cw5n1h2txyewy\Se ettings\settings.dat.uyro

ttings\settings.dat

C:\Users\user\AppData\Local\Pa C:\Users\user\Local Settings\Packages\E2A4F912-2574- success or wait 1 41127D MoveFileW

ckages\E2A4F912-2574-4A75-9BBO- 4A75-9BB0-0D023378592B_cw5n1h2txyewy\S
0D023378592B_cw5n1h2txyewy\Se ettings\roaming.lock.uyro
ttings\roaming.lock

C:\Users\user\AppData\Local\Pa C:\Users\user\Local Settings\Packages\E2A4F912-2574- success or wait 1 4116DC MoveFileW
ckages\E2A4F912-2574-4A75-9BB0- 4A75-9BB0-0D023378592B_cw5n1h2txyewy\S

0D023378592B_cw5n1h2txyewy\Se ettings\settings.dat.uyro

ttings\settings.dat

C:\Users\user\AppData\Local\Pa C:\Users\user\Local Settings\Packages\F46D4000-FD22- success or wait 1 41127D MoveFileW
ckages\F46D4000-FD22-4DB4-AC8E-  4DB4-AC8E-4E1DDDEB828FE_cw5n1h2txyewy\S

4E1DDDEB828FE_cw5n1h2txyewy\Se ettings\roaming.lock.uyro

ttings\roaming.lock
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Old File Path New File Path Completion Count Source Address Symbol
C:\Users\user\AppData\Local\Pa C:\Users\user\Local Settings\Packages\F46D4000-FD22- success or wait 1 4116DC MoveFileW
ckages\F46D4000-FD22-4DB4-AC8E-  4DB4-AC8E-4E1DDDE828FE_cw5n1h2txyewy\S

4E1DDDEB828FE_cw5n1h2txyewy\Se ettings\settings.dat.uyro

ttings\settings.dat

C:\Users\user\AppData\Local\Pa C:\Users\user\Local Settings\P success or wait 1 41127D MoveFileW
ckages\InputApp_cw5n1h2txyewy\ ackages\InputApp_cw5n1h2txyewy

Settings\roaming.lock \Settings\roaming.lock.uyro

C:\Users\user\AppData\Local\Pa C:\Users\user\Local Settings\P success or wait 1 4116DC MoveFileW
ckages\InputApp_cw5n1h2txyewy\ ackages\InputApp_cw5n1h2txyewy\Settings\settings.dat.uyro

Settings\settings.dat

C:\Users\user\AppData\Local\Pa C:\Users\user\Local Settings\P success or wait 1 41127D MoveFileW
ckages\Microsoft. AAD.BrokerPlu ackages\Microsoft. AAD.BrokerPI

gin_cw5n1h2txyewy\Settings\roa ugin_cw5n1h2txyewy\Settings\roaming.lock.uyro

ming.lock

C:\Users\user\AppData\Local\Pa C:\Users\user\Local Settings\P success or wait 1 4116DC MoveFileW
ckages\Microsoft. AAD.BrokerPlu ackages\Microsoft. AAD.BrokerPI

gin_cw5n1h2txyewy\Settings\set ugin_cwb5n1h2txyewy\Settings\settings.dat.uyro

tings.dat

C:\Users\user\AppData\Local\Pa C:\Users\user\Local Settings\P success or wait 1 4116DC MoveFileW
ckages\Microsoft. AAD.BrokerPlu ackages\Microsoft. AAD.BrokerPI

gin_cw5n1h2txyewy\Settings\set ugin_cwb5n1h2txyewy\Settings\settings.dat.LOG1.uyro

tings.dat.LOG1

C:\Users\user\AppData\Local\Pa C:\Users\user\Local Settings\P success or wait 1 41127D MoveFileW
ckages\Microsoft. AAD.BrokerPlu ackages\Microsoft. AAD.BrokerPI

gin_cw5n1h2txyewy\Settings\set ugin_cwb5n1h2txyewy\Settings\settings.dat.LOG2.uyro

tings.dat.LOG2

C:\Users\user\AppData\Local\Pa C:\Users\user\Local Settings\P success or wait 1 41127D MoveFileW
ckages\Microsoft.AccountsContr ackages\Microsoft.AccountsCont

ol_cwb5n1h2txyewy\Settings\roam rol_cw5n1h2txyewy\Settings\roaming.lock.uyro

ing.lock

C:\Users\user\AppData\Local\Pa C:\Users\user\Local Settings\P success or wait 1 4116DC MoveFileW
ckages\Microsoft.AccountsContr ackages\Microsoft.AccountsCont

ol_cwbn1h2txyewy\Settings\settings.dat rol_cw5n1h2txyewy\Settings\settings.dat.uyro

C:\Users\user\AppData\Local\Pa C:\Users\user\Local Settings\P success or wait 1 41127D MoveFileW
ckages\Microsoft.AsyncTextServ ackages\Microsoft. AsyncTextSer

ice_8wekyb3d8bbwe\Settings\roa vice_8wekyb3d8bbwe\Settings\roaming.lock.uyro

ming.lock

C:\Users\user\AppData\Local\Pa C:\Users\user\Local Settings\P success or wait 1 4116DC MoveFileW
ckages\Microsoft.AsyncTextServ ackages\Microsoft.AsyncTextSer

ice_8wekyb3d8bbwe\Settings\set vice_8wekyb3d8bbwe\Settings\settings.dat.uyro

tings.dat

C:\Users\user\AppData\Local\Pa C:\Users\user\Local Settings\P success or wait 1 41127D MoveFileW
ckages\Microsoft.BingWeather_8 ackages\Microsoft.BingWeather_

wekyb3d8bbwe\Settings\roaming.lock 8wekyb3d8bbwe\Settings\roaming.lock.uyro

C:\Users\user\AppData\Local\Pa C:\Users\user\Local Settings\P success or wait 1 4116DC MoveFileW
ckages\Microsoft.BingWeather_8 ackages\Microsoft.BingWeather

wekyb3d8bbwe\Settings\settings.dat 8wekyb3d8bbwe\Settings\settings.dat.uyro

C:\Users\user\AppData\Local\Pa C:\Users\user\Local Settings\P success or wait 1 4116DC MoveFileW
ckages\Microsoft.BingWeather_8 ackages\Microsoft.BingWeather_

wekyb3d8bbwe\Settings\settings 8wekyb3d8bbwe\Settings\settings.dat.LOG1.uyro

.dat.LOG1

C:\Users\user\AppData\Local\Pa C:\Users\user\Local Settings\P success or wait 1 41127D MoveFileW
ckages\Microsoft.BingWeather_8 ackages\Microsoft.BingWeather_

wekyb3d8bbwe\Settings\settings 8wekyb3d8bbwe\Settings\settings.dat.LOG2.uyro

.dat.LOG2

C:\Users\user\AppData\Local\Pa C:\Users\user\Local Settings\P success or wait 1 41127D MoveFileW
ckages\Microsoft.BioEnrollment ackages\Microsoft.BioEnrollmen

_cwbn1h2txyewy\Settings\roaming.lock  t_cw5n1h2txyewy\Settings\roaming.lock.uyro

C:\Users\user\AppData\Local\Pa C:\Users\user\Local Settings\P success or wait 1 4116DC MoveFileW
ckages\Microsoft.BioEnrollment ackages\Microsoft.BioEnrollmen

_cw5bn1h2txyewy\Settings\settings.dat  t_cwb5n1h2txyewy\Settings\settings.dat.uyro

C:\Users\user\AppData\Local\Pa C:\Users\user\Local Settings\P success or wait 1 41127D MoveFileW
ckages\Microsoft.CredDialogHos ackages\Microsoft.CredDialogHo

t_cw5n1h2txyewy\Settings\roaming.lock st _cw5n1h2txyewy\Settings\roaming.lock.uyro

C:\Users\user\AppData\Local\Pa C:\Users\user\Local Settings\P success or wait 1 4116DC MoveFileW
ckages\Microsoft.CredDialogHos ackages\Microsoft.CredDialogHo

t_cwbn1h2txyewy\Settings\settings.dat  st_cw5n1h2txyewy\Settings\settings.dat.uyro

C:\Users\user\AppData\Local\Pa C:\Users\user\Local Settings\P success or wait 1 41127D MoveFileW
ckages\Microsoft.DesktopApplns ackages\Microsoft.DesktopAppIn

taller_8wekyb3d8bbwe\Settings\ staller_8wekyb3d8bbwe\Settings\roaming.lock.uyro

roaming.lock

C:\Users\user\AppData\Local\Pa C:\Users\user\Local Settings\P success or wait 1 4116DC MoveFileW
ckages\Microsoft.DesktopAppIns ackages\Microsoft.DesktopAppIn

taller_8wekyb3d8bbwe\Settings\ staller_8wekyb3d8bbwe\Settings\settings.dat.uyro

settings.dat

C:\Users\user\AppData\Local\Pa C:\Users\user\Local Settings\P success or wait 1 41127D MoveFileW

ckages\Microsoft. ECApp_8wekyb3
d8bbwe\Settings\roaming.lock
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ackages\Microsoft. ECApp_8wekyb
3d8bbwe\Settings\roaming.lock.uyro
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Old File Path

C:\Users\user\AppData\Local\Pa
ckages\Microsoft. ECApp_8wekyb3
d8bbwe\Settings\settings.dat

C:\Users\user\AppData\Local\Pa
ckages\Microsoft.GetHelp_8weky
b3d8bbwe\Settings\roaming.lock

C:\Users\user\AppData\Local\Pa
ckages\Microsoft.GetHelp_8weky
b3d8bbwe\Settings\settings.dat

C:\Users\user\AppData\Local\Pa
ckages\Microsoft.Getstarted_8w
ekyb3d8bbwe\Settings\roaming.lock

C:\Users\user\AppData\Local\Pa
ckages\Microsoft.Getstarted 8w
ekyb3d8bbwe\Settings\settings.dat

C:\Users\user\AppData\Local\Pa
ckages\Microsoft.LockApp_cw5n1
h2txyewy\Settings\roaming.lock

C:\Users\user\AppData\Local\Pa
ckages\Microsoft.LockApp_cw5n1
h2txyewy\Settings\settings.dat

C:\Users\user\AppData\Local\Pa
ckages\Microsoft.Messaging_8we
kyb3d8bbwe\LocalCache\HasRegis
teredAsDefaultApp.setting

C:\Users\user\AppData\Local\Pa
ckages\Microsoft.Messaging_8we
kyb3d8bbwe\LocalCache\Messagin
gBackgroundTaskLog.etl

C:\Users\user\AppData\Local\Pa
ckages\Microsoft.Messaging_8we
kyb3d8bbwe\LocalCache\Transpor
tldList.setting

C:\Users\user\AppData\Local\Pa
ckages\Microsoft.Messaging_8we
kyb3d8bbwe\Settings\roaming.lock

C:\Users\user\AppData\Local\Pa
ckages\Microsoft.Messaging_8we
kyb3d8bbwe\Settings\settings.dat

C:\Users\user\AppData\Local\Pa
ckages\Microsoft.Microsoft3DVi
ewer_8wekyb3d8bbwe\Settings\ro
aming.lock

C:\Users\user\AppData\Local\Pa
ckages\Microsoft.Microsoft3DVi
ewer_8wekyb3d8bbwe\Settings\se
ttings.dat

C:\Users\user\AppData\Local\Pa
ckages\Microsoft.MicrosoftEdge
DevToolsClient_8wekyb3d8bbwe\S
ettings\roaming.lock

C:\Users\user\AppData\Local\Pa
ckages\Microsoft.MicrosoftEdge
DevToolsClient_8wekyb3d8bbwe\S
ettings\settings.dat

C:\Users\user\AppData\Local\Pa
ckages\Microsoft.MicrosoftEdge

_8wekyb3d8bbwe\Settings\roaming.lock

C:\Users\user\AppData\Local\Pa
ckages\Microsoft.MicrosoftEdge

_8wekyb3d8bbwe\Settings\settings.dat

C:\Users\user\AppData\Local\Pa
ckages\Microsoft.MicrosoftEdge

_8wekyb3d8bbwe\Settings\settin
gs.dat.LOG1

C:\Users\user\AppData\Local\Pa
ckages\Microsoft.MicrosoftEdge

_8wekyb3d8bbwe\Settings\settin
gs.dat.LOG2

C:\Users\user\AppData\Local\Pa
ckages\Microsoft.MicrosoftOffi
ceHub_8wekyb3d8bbwe\Settings\r
oaming.lock

C:\Users\user\AppData\Local\Pa
ckages\Microsoft.MicrosoftOffi
ceHub_8wekyb3d8bbwe\Settings\s
ettings.dat
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New File Path

C:\Users\user\Local Settings\P
ackages\Microsoft. ECApp_8wekyb
3d8bbwe\Settings\settings.dat.uyro

C:\Users\user\Local Settings\P
ackages\Microsoft.GetHelp_8wek

yb3d8bbwe\Settings\roaming.lock.uyro

C:\Users\user\Local Settings\P
ackages\Microsoft.GetHelp_8wek
yb3d8bbwe\Settings\settings.dat.uyro

C:\Users\user\Local Settings\P
ackages\Microsoft.Getstarted_8

wekyb3d8bbwe\Settings\roaming.lock.uyro

C:\Users\user\Local Settings\P
ackages\Microsoft.Getstarted 8

wekyb3d8bbwe\Settings\settings.dat.uyro

C:\Users\user\Local Settings\P
ackages\Microsoft.LockApp_cw5n
1h2txyewy\Settings\roaming.lock.uyro

C:\Users\user\Local Settings\P
ackages\Microsoft.LockApp_cw5n
1h2txyewy\Settings\settings.dat.uyro

C:\Users\user\Local Settings\P
ackages\Microsoft.Messaging_8w
ekyb3d8bbwe\LocalCache\HasRegi
steredAsDefaultApp.setting.uyro

C:\Users\user\Local Settings\P
ackages\Microsoft.Messaging_8w
ekyb3d8bbwe\LocalCache\Messagi
ngBackgroundTaskLog.etl.uyro

C:\Users\user\Local Settings\P
ackages\Microsoft.Messaging_8w

ekyb3d8bbwe\LocalCache\TransportldList.setting.uyro

C:\Users\user\Local Settings\P
ackages\Microsoft.Messaging_8w

ekyb3d8bbwe\Settings\roaming.lock.uyro

C:\Users\user\Local Settings\P
ackages\Microsoft.Messaging_8w

ekyb3d8bbwe\Settings\settings.dat.uyro

C:\Users\user\Local Settings\P
ackages\Microsoft.Microsoft3DV

iewer_8wekyb3d8bbwe\Settings\roaming.lock.uyro

C:\Users\user\Local Settings\P
ackages\Microsoft.Microsoft3DV

iewer_8wekyb3d8bbwe\Settings\settings.dat.uyro

C:\Users\user\Local Settings\P
ackages\Microsoft.MicrosoftEdg
eDevToolsClient_8wekyb3d8bbwe\
Settings\roaming.lock.uyro

C:\Users\user\Local Settings\P
ackages\Microsoft.MicrosoftEdg

eDevToolsClient_8wekyb3d8bbwe\Settings\settings.dat.uyro

C:\Users\user\Local Settings\P
ackages\Microsoft.MicrosoftEdg

e_8wekyb3d8bbwe\Settings\roaming.lock.uyro

C:\Users\user\Local Settings\P
ackages\Microsoft.MicrosoftEdg

e_8wekyb3d8bbwe\Settings\settings.dat.uyro

C:\Users\user\Local Settings\P
ackages\Microsoft.MicrosoftEdg

e_8wekyb3d8bbwe\Settings\settings.dat.LOG1.uyro

C:\Users\user\Local Settings\P
ackages\Microsoft.MicrosoftEdg

e_8wekyb3d8bbwe\Settings\settings.dat.LOG2.uyro

C:\Users\user\Local Settings\P
ackages\Microsoft.MicrosoftOff

iceHub_8wekyb3d8bbwe\Settings\roaming.lock.uyro

C:\Users\user\Local Settings\P
ackages\Microsoft.MicrosoftOff

iceHub_8wekyb3d8bbwe\Settings\settings.dat.uyro

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count

Source Address

4116DC

41127D

4116DC

41127D

4116DC

41127D

4116DC

41127D

4116DC

41127D

41127D

4116DC

41127D

4116DC

41127D

4116DC

41127D

4116DC

4116DC

41127D

41127D

4116DC

Symbol

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW
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C:\Users\user\AppData\Local\Pa C:\Users\user\Local Settings\P success or wait 1 41127D MoveFileW
ckages\Microsoft.MicrosoftSoli ackages\Microsoft.MicrosoftSol

taireCollection_8wekyb3d8bbwe\ itaireCollection_8wekyb3d8bbwe\Settings\roaming.lock.uyro

Settings\roaming.lock

C:\Users\user\AppData\Local\Pa C:\Users\user\Local Settings\P success or wait 1 4116DC MoveFileW
ckages\Microsoft.MicrosoftSoli ackages\Microsoft.MicrosoftSol

taireCollection_8wekyb3d8bbwe\ itaireCollection_8wekyb3d8bbwe\Settings\settings.dat.uyro

Settings\settings.dat

C:\Users\user\AppData\Local\Pa C:\Users\user\Local Settings\Packages\Microsoft.MicrosoftSti success or wait 1 41127D MoveFileW
ckages\Microsoft.MicrosoftStic ckyNotes_8wekyb3d8bbwe\Settings\roaming.lock.uyro

kyNotes_8wekyb3d8bbwe\Settings
\roaming.lock

C:\Users\user\AppData\Local\Pa C:\Users\user\Local Settings\Packages\Microsoft.MicrosoftSti success or wait 1 4116DC MoveFileW
ckages\Microsoft.MicrosoftStic ckyNotes_8wekyb3d8bbwe\Settings\settings.dat.uyro

kyNotes_8wekyb3d8bbwe\Settings

\settings.dat

C:\Users\user\AppData\Local\Pa C:\Users\user\Local Settings\P success or wait 1 41127D MoveFileW
ckages\Microsoft.MSPaint_8weky ackages\Microsoft.MSPaint_8wek

b3d8bbwe\Settings\roaming.lock yb3d8bbwe\Settings\roaming.lock.uyro

C:\Users\user\AppData\Local\Pa C:\Users\user\Local Settings\P success or wait 1 4116DC MoveFileW
ckages\Microsoft.MSPaint_8weky ackages\Microsoft.MSPaint_8wek

b3d8bbwe\Settings\settings.dat yb3d8bbwe\Settings\settings.dat.uyro

C:\Users\user\AppData\Local\Pa C:\Users\user\Local Settings\P success or wait 1 41127D MoveFileW
ckages\Microsoft.Office.OneNot ackages\Microsoft.Office.OneNo

e_8wekyb3d8bbwe\Settings\roami te_8wekyb3d8bbwe\Settings\roaming.lock.uyro

ng.lock

C:\Users\user\AppData\Local\Pa C:\Users\user\Local Settings\P success or wait 1 4116DC MoveFileW
ckages\Microsoft.Office.OneNot ackages\Microsoft.Office.OneNo

e_8wekyb3d8bbwe\Settings\settings.dat te_8wekyb3d8bbwe\Settings\settings.dat.uyro

C:\Users\user\AppData\Local\Pa C:\Users\user\Local Settings\P success or wait 1 41127D MoveFileW
ckages\Microsoft.OneConnect_8w ackages\Microsoft.OneConnect_8
ekyb3d8bbwe\Settings\roaming.lock wekyb3d8bbwe\Settings\roaming.lock.uyro

C:\Users\user\AppData\Local\Pa C:\Users\user\Local Settings\P success or wait 1 4116DC MoveFileW
ckages\Microsoft.OneConnect_8w ackages\Microsoft.OneConnect_8

ekyb3d8bbwe\Settings\settings.dat wekyb3d8bbwe\Settings\settings.dat.uyro

C:\Users\user\AppData\Local\Pa C:\Users\user\Local Settings\P success or wait 1 41127D MoveFileW
ckages\Microsoft.People_8wekyb ackages\Microsoft.People_8weky

3d8bbwe\Settings\roaming.lock b3d8bbwe\Settings\roaming.lock.uyro

C:\Users\user\AppData\Local\Pa C:\Users\user\Local Settings\P success or wait 1 4116DC MoveFileW
ckages\Microsoft.People_8wekyb ackages\Microsoft.People_8weky

3d8bbwe\Settings\settings.dat b3d8bbwe\Settings\settings.dat.uyro

C:\Users\user\AppData\Local\Pa C:\Users\user\Local Settings\P success or wait 1 41127D MoveFileW
ckages\Microsoft.PPIProjection ackages\Microsoft.PPIProjectio

_cwbn1h2txyewy\Settings\roaming.lock  n_cw5n1h2txyewy\Settings\roaming.lock.uyro

C:\Users\user\AppData\Local\Pa C:\Users\user\Local Settings\P success or wait 1 4116DC MoveFileW
ckages\Microsoft.PPIProjection ackages\Microsoft.PPIProjectio
_cwbn1h2txyewy\Settings\settings.dat  n_cw5n1h2txyewy\Settings\settings.dat.uyro

C:\Users\user\AppData\Local\Pa C:\Users\user\Local Settings\P success or wait 1 41127D MoveFileW
ckages\Microsoft.Print3D_8weky ackages\Microsoft.Print3D_8wek

b3d8bbwe\Settings\roaming.lock yb3d8bbwe\Settings\roaming.lock.uyro

C:\Users\user\AppData\Local\Pa C:\Users\user\Local Settings\P success or wait 1 4116DC MoveFileW
ckages\Microsoft.Print3D_8weky ackages\Microsoft.Print3D_8wek

b3d8bbwe\Settings\settings.dat yb3d8bbwe\Settings\settings.dat.uyro

C:\Users\user\AppData\Local\Pa C:\Users\user\Local Settings\P success or wait 1 41127D MoveFileW
ckages\Microsoft.StorePurchase ackages\Microsoft.StorePurchas

App_8wekyb3d8bbwe\Settings\roa eApp_8wekyb3d8bbwe\Settings\roaming.lock.uyro

ming.lock

C:\Users\user\AppData\Local\Pa C:\Users\user\Local Settings\P success or wait 1 4116DC MoveFileW
ckages\Microsoft.StorePurchase ackages\Microsoft.StorePurchas

App_8wekyb3d8bbwe\Settings\set eApp_8wekyb3d8bbwe\Settings\settings.dat.uyro

tings.dat

C:\Users\user\AppData\Local\Pa C:\Users\user\Local Settings\P success or wait 1 41127D MoveFileW
ckages\Microsoft.Wallet_8wekyb ackages\Microsoft. Wallet_8weky

3d8bbwe\Settings\roaming.lock b3d8bbwe\Settings\roaming.lock.uyro

C:\Users\user\AppData\Local\Pa C:\Users\user\Local Settings\P success or wait 1 4116DC MoveFileW
ckages\Microsoft.Wallet_8wekyb ackages\Microsoft.Wallet_8weky

3d8bbwe\Settings\settings.dat b3d8bbwe\Settings\settings.dat.uyro

C:\Users\user\AppData\Local\Pa C:\Users\user\Local Settings\P success or wait 1 41127D MoveFileW
ckages\Microsoft.WebMediaExten ackages\Microsoft. WebMediaExte

sions_8wekyb3d8bbwe\Settings\r nsions_8wekyb3d8bbwe\Settings\roaming.lock.uyro

oaming.lock

C:\Users\user\AppData\Local\Pa C:\Users\user\Local Settings\P success or wait 1 4116DC MoveFileW
ckages\Microsoft. WebMediaExten ackages\Microsoft. WebMediaExte

sions_8wekyb3d8bbwe\Settings\s nsions_8wekyb3d8bbwe\Settings\settings.dat.uyro

ettings.dat
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C:\Users\user\AppData\Local\Pa
ckages\Microsoft. Win32WebViewH
ost_cw5n1h2txyewy\Settings\roa
ming.lock

C:\Users\user\AppData\Local\Pa
ckages\Microsoft.Win32WebViewH
ost_cwbn1h2txyewy\Settings\set
tings.dat

C:\Users\user\AppData\Local\Pa
ckages\Microsoft.Windows.Appre
p.ChxApp_cw5n1h2txyewy\Setting
s\roaming.lock

C:\Users\user\AppData\Local\Pa
ckages\Microsoft.Windows.Appre
p.ChxApp_cw5n1h2txyewy\Setting
s\settings.dat

C:\Users\user\AppData\Local\Pa
ckages\Microsoft.Windows.Assig
nedAccessLockApp_cw5n1h2txyewy
\Settings\roaming.lock

C:\Users\user\AppData\Local\Pa
ckages\Microsoft.Windows.Assig
nedAccessLockApp_cw5n1h2txyewy
\Settings\settings.dat

C:\Users\user\AppData\Local\Pa
ckages\Microsoft.Windows.Captu
rePicker_cw5n1h2txyewy\Setting
s\roaming.lock

C:\Users\user\AppData\Local\Pa
ckages\Microsoft.Windows.Captu
rePicker_cw5n1h2txyewy\Setting
s\settings.dat

C:\Users\user\AppData\Local\Pa
ckages\Microsoft. Windows.Cloud
ExperienceHost_cwb5n1h2txyewy\S
ettings\roaming.lock

C:\Users\user\AppData\Local\Pa
ckages\Microsoft. Windows.Cloud
ExperienceHost_cwb5n1h2txyewy\S
ettings\settings.dat

C:\Users\user\AppData\Local\Pa
ckages\Microsoft.Windows.Cloud
ExperienceHost_cwb5n1h2txyewy\S
ettings\settings.dat.LOG1

C:\Users\user\AppData\Local\Pa
ckages\Microsoft. Windows.Cloud
ExperienceHost_cwb5n1h2txyewy\S
ettings\settings.dat.LOG2

C:\Users\user\AppData\Local\Pa
ckages\Microsoft.Windows.Conte
ntDeliveryManager_cw5n1h2txyew
y\Settings\roaming.lock

C:\Users\user\AppData\Local\Pa
ckages\Microsoft.Windows.Conte
ntDeliveryManager_cw5n1h2txyew
y\Settings\settings.dat

C:\Users\user\AppData\Local\Pa
ckages\Microsoft.Windows.Conte
ntDeliveryManager_cw5n1h2txyew
y\Settings\settings.dat.LOG1

C:\Users\user\AppData\Local\Pa
ckages\Microsoft.Windows.Conte
ntDeliveryManager_cw5n1h2txyew
y\Settings\settings.dat.LOG2

C:\Users\user\AppData\Local\Pa
ckages\Microsoft.Windows.Corta
na_cwbn1h2txyewy\Settings\roam
ing.lock

C:\Users\user\AppData\Local\Pa
ckages\Microsoft.Windows.Corta
na_cwb5n1h2txyewy\TempState\Cor
tanaUnifiedTileModelCache.dat

C:\Users\user\AppData\Local\Pa
ckages\Microsoft. Windows.Holog
raphicFirstRun_cw5n1h2txyewy\S
ettings\roaming.lock
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C:\Users\user\Local Settings\P
ackages\Microsoft.Win32WebView
Host_cw5n1h2txyewy\Settings\roaming.lock.uyro

C:\Users\user\Local Settings\P
ackages\Microsoft. Win32WebView
Host_cw5n1h2txyewy\Settings\settings.dat.uyro

C:\Users\user\Local Settings\P
ackages\Microsoft.Windows.Appr
ep.ChxApp_cw5n1h2txyewy\Settings\roaming.lock.uyro

C:\Users\user\Local Settings\P
ackages\Microsoft.Windows.Appr
ep.ChxApp_cw5n1h2txyewy\Settings\settings.dat.uyro

C:\Users\user\Local Settings\P
ackages\Microsoft. Windows.Assi
gnedAccessLockApp_cw5n1h2txyew
y\Settings\roaming.lock.uyro

C:\Users\user\Local Settings\P
ackages\Microsoft. Windows.Assi
gnedAccessLockApp_cw5n1h2txyew
y\Settings\settings.dat.uyro

C:\Users\user\Local Settings\P
ackages\Microsoft.Windows.Capt
urePicker_cw5n1h2txyewy\Settings\roaming.lock.uyro

C:\Users\user\Local Settings\P
ackages\Microsoft.Windows.Capt
urePicker_cw5n1h2txyewy\Settings\settings.dat.uyro

C:\Users\user\Local Settings\P
ackages\Microsoft. Windows.Clou
dExperienceHost_cw5n1h2txyewy\Settings\roaming.lock.uyro

C:\Users\user\Local Settings\P
ackages\Microsoft. Windows.Clou
dExperienceHost_cw5n1h2txyewy\Settings\settings.dat.uyro

C:\Users\user\Local Settings\P
ackages\Microsoft. Windows.Clou
dExperienceHost_cw5n1h2txyewy\
Settings\settings.dat.LOG1.uyro

C:\Users\user\Local Settings\P
ackages\Microsoft. Windows.Clou
dExperienceHost_cw5n1h2txyewy\
Settings\settings.dat.LOG2.uyro

C:\Users\user\Local Settings\P
ackages\Microsoft.Windows.Cont
entDeliveryManager_cw5n1h2txye
wy\Settings\roaming.lock.uyro

C:\Users\user\Local Settings\P
ackages\Microsoft.Windows.Cont
entDeliveryManager_cw5n1h2txye
wy\Settings\settings.dat.uyro

C:\Users\user\Local Settings\P
ackages\Microsoft. Windows.Cont
entDeliveryManager_cw5n1h2txye
wy\Settings\settings.dat.LOG1.uyro

C:\Users\user\Local Settings\P
ackages\Microsoft.Windows.Cont
entDeliveryManager_cw5n1h2txye
wy\Settings\settings.dat.LOG2.uyro

C:\Users\user\Local Settings\P
ackages\Microsoft. Windows.Cort
ana_cw5n1h2txyewy\Settings\roaming.lock.uyro

C:\Users\user\Local Settings\P
ackages\Microsoft. Windows.Cort
ana_cw5n1h2txyewy\TempState\Co
rtanaUnifiedTileModelCache.dat.uyro

C:\Users\user\Local Settings\P
ackages\Microsoft.Windows.Holo
graphicFirstRun_cw5n1h2txyewy\Settings\roaming.lock.uyro
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C:\Users\user\AppData\Local\Pa
ckages\Microsoft.Windows.Holog
raphicFirstRun_cw5n1h2txyewy\S
ettings\settings.dat

C:\Users\user\AppData\Local\Pa
ckages\Microsoft. Windows.OOBEN
etworkCaptivePortal_cwbn1h2txy
ewy\Settings\roaming.lock

C:\Users\user\AppData\Local\Pa
ckages\Microsoft. Windows.OOBEN
etworkCaptivePortal_cw5n1h2txy
ewy\Settings\settings.dat

C:\Users\user\AppData\Local\Pa
ckages\Microsoft. Windows.OOBEN
etworkConnectionFlow_cw5n1h2tx
yewy\Settings\roaming.lock

C:\Users\user\AppData\Local\Pa
ckages\Microsoft. Windows.OOBEN
etworkConnectionFlow_cw5n1h2tx
yewy\Settings\settings.dat

C:\Users\user\AppData\Local\Pa
ckages\Microsoft.Windows.Paren
talControls_cw5n1h2txyewy\Sett
ings\roaming.lock

C:\Users\user\AppData\Local\Pa
ckages\Microsoft.Windows.Paren
talControls_cw5n1h2txyewy\Sett
ings\settings.dat

C:\Users\user\AppData\Local\Pa
ckages\Microsoft. Windows.Peopl
eExperienceHost_cw5n1h2txyewy\
Settings\roaming.lock

C:\Users\user\AppData\Local\Pa
ckages\Microsoft.Windows.Peopl
eExperienceHost_cw5n1h2txyewy\
Settings\settings.dat

C:\Users\user\AppData\Local\Pa
ckages\Microsoft. Windows.Photo
s_8wekyb3d8bbwe\LocalState\Med
iaDb.v1.sqlite

C:\Users\user\AppData\Local\Pa
ckages\Microsoft. Windows.Photo
s_8wekyb3d8bbwe\LocalState\Med
iaDb.v1.sqlite-shm

C:\Users\user\AppData\Local\Pa
ckages\Microsoft. Windows.Photo
s_8wekyb3d8bbwe\LocalState\Med
iaDb.v1.sqlite-wal

C:\Users\user\AppData\Local\Pa
ckages\Microsoft.Windows.Photo
s_8wekyb3d8bbwe\LocalState\Pho
tosAppTracing_startedinBGMode.etl

C:\Users\user\AppData\Local\Pa
ckages\Microsoft.Windows.Photo
s_8wekyb3d8bbwe\Settings\roami
ng.lock

C:\Users\user\AppData\Local\Pa
ckages\Microsoft.Windows.Photo

s_8wekyb3d8bbwe\Settings\settings.dat

C:\Users\user\AppData\Local\Pa
ckages\Microsoft.Windows.Photo
s_8wekyb3d8bbwe\Settings\setti
ngs.dat.LOG1

C:\Users\user\AppData\Local\Pa
ckages\Microsoft.Windows.Photo
s_8wekyb3d8bbwe\Settings\setti
ngs.dat.LOG2

C:\Users\user\AppData\Local\Pa
ckages\Microsoft.Windows.Pinni
ngConfirmationDialog_cw5n1h2tx
yewy\Settings\roaming.lock

C:\Users\user\AppData\Local\Pa
ckages\Microsoft. Windows.Pinni
ngConfirmationDialog_cw5n1h2tx
yewy\Settings\settings.dat

C:\Users\user\AppData\Local\Pa
ckages\Microsoft.Windows.SecHe
althUI_cw5n1h2txyewy\Settings\
roaming.lock
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New File Path

C:\Users\user\Local Settings\P
ackages\Microsoft. Windows.Holo
graphicFirstRun_cw5n1h2txyewy\Settings\settings.dat.uyro

C:\Users\user\Local Settings\P
ackages\Microsoft. Windows.OOBE
NetworkCaptivePortal_cw5n1h2tx
yewy\Settings\roaming.lock.uyro

C:\Users\user\Local Settings\P
ackages\Microsoft. Windows.OOBE
NetworkCaptivePortal_cw5n1h2tx
yewy\Settings\settings.dat.uyro

C:\Users\user\Local Settings\P
ackages\Microsoft. Windows.OOBE
NetworkConnectionFlow_cw5n1h2t
xyewy\Settings\roaming.lock.uyro

C:\Users\user\Local Settings\P
ackages\Microsoft. Windows.OOBE
NetworkConnectionFlow_cw5n1h2t
xyewy\Settings\settings.dat.uyro

C:\Users\user\Local Settings\P
ackages\Microsoft.Windows.Pare
ntalControls_cw5n1h2txyewy\Settings\roaming.lock.uyro

C:\Users\user\Local Settings\P
ackages\Microsoft.Windows.Pare
ntalControls_cw5n1h2txyewy\Settings\settings.dat.uyro

C:\Users\user\Local Settings\P
ackages\Microsoft.Windows.Peop
leExperienceHost_cw5n1h2txyewy
\Settings\roaming.lock.uyro

C:\Users\user\Local Settings\P
ackages\Microsoft.Windows.Peop
leExperienceHost_cw5n1h2txyewy\Settings\settings.dat.uyro

C:\Users\user\Local Settings\P
ackages\Microsoft. Windows.Phot
os_8wekyb3d8bbwe\LocalState\MediaDb.v1.sqlite.uyro

C:\Users\user\Local Settings\P
ackages\Microsoft. Windows.Phot
os_8wekyb3d8bbwe\LocalState\MediaDb.v1.sqlite-shm.uyro

C:\Users\user\Local Settings\P
ackages\Microsoft. Windows.Phot
os_8wekyb3d8bbwe\LocalState\MediaDb.v1.sqglite-wal.uyro

C:\Users\user\Local Settings\P
ackages\Microsoft. Windows.Phot
os_8wekyb3d8bbwe\LocalState\Ph
otosAppTracing_startedinBGMode.etl.uyro

C:\Users\user\Local Settings\P
ackages\Microsoft. Windows.Phot
os_8wekyb3d8bbwe\Settings\roaming.lock.uyro

C:\Users\user\Local Settings\P
ackages\Microsoft. Windows.Phot
os_8wekyb3d8bbwe\Settings\settings.dat.uyro

C:\Users\user\Local Settings\P
ackages\Microsoft. Windows.Phot
os_8wekyb3d8bbwe\Settings\settings.dat.LOG1.uyro

C:\Users\user\Local Settings\P
ackages\Microsoft. Windows.Phot
os_8wekyb3d8bbwe\Settings\settings.dat.LOG2.uyro

C:\Users\user\Local Settings\P

ackages\Microsoft. Windows.Pinn
ingConfirmationDialog_cw5n1h2t
xyewy\Settings\roaming.lock.uyro

C:\Users\user\Local Settings\P
ackages\Microsoft. Windows.Pinn
ingConfirmationDialog_cw5n1h2t
xyewy\Settings\settings.dat.uyro

C:\Users\user\Local Settings\P
ackages\Microsoft. Windows.SecH
ealthUl_cw5n1h2txyewy\Settings\roaming.lock.uyro
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C:\Users\user\AppData\Local\Pa
ckages\Microsoft.Windows.SecHe
althUI_cw5n1h2txyewy\Settings\
settings.dat

C:\Users\user\AppData\Local\Pa
ckages\Microsoft.Windows.Secur
eAssessmentBrowser_cwb5n1h2txye
wy\Settings\roaming.lock

C:\Users\user\AppData\Local\Pa
ckages\Microsoft.Windows.Secur
eAssessmentBrowser_cw5n1h2txye
wy\Settings\settings.dat

C:\Users\user\AppData\Local\Pa
ckages\Microsoft. Windows.Shell
ExperienceHost_cwb5n1h2txyewy\S
ettings\roaming.lock

C:\Users\user\AppData\Local\Pa
ckages\Microsoft.Windows.Shell
ExperienceHost_cwb5n1h2txyewy\T
empState\StartUnifiedTileModel
Cache.dat

C:\Users\user\AppData\Local\Pa
ckages\Microsoft. WindowsAlarms
_8wekyb3d8bbwe\Settings\roaming.lock

C:\Users\user\AppData\Local\Pa
ckages\Microsoft. WindowsAlarms
_8wekyb3d8bbwe\Settings\settings.dat

C:\Users\user\AppData\Local\Pa
ckages\Microsoft. WindowsAlarms
_8wekyb3d8bbwe\Settings\settin
gs.dat.LOG1

C:\Users\user\AppData\Local\Pa
ckages\Microsoft. WindowsAlarms
_8wekyb3d8bbwe\Settings\settin
gs.dat.LOG2

C:\Users\user\AppData\Local\Pa
ckages\Microsoft. WindowsCalcul
ator_8wekyb3d8bbwe\Settings\ro
aming.lock

C:\Users\user\AppData\Local\Pa
ckages\Microsoft. WindowsCalcul
ator_8wekyb3d8bbwe\Settings\se
ttings.dat

C:\Users\user\AppData\Local\Pa
ckages\Microsoft. WindowsCamera
_8wekyb3d8bbwe\Settings\roaming.lock

C:\Users\user\AppData\Local\Pa
ckages\Microsoft. WindowsCamera
_8wekyb3d8bbwe\Settings\settings.dat

C:\Users\user\AppData\Local\Pa
ckages\Microsoft.WindowsCamera
_8wekyb3d8bbwe\Settings\settin
gs.dat.LOG1

C:\Users\user\AppData\Local\Pa
ckages\Microsoft.WindowsCamera
_8wekyb3d8bbwe\Settings\settin
gs.dat.LOG2

C:\Users\user\AppData\Local\Pa
ckages\microsoft.windowscommun
icationsapps_8wekyb3d8bbwe\Loc
alState\HxCommAlwaysOnLog.etl

C:\Users\user\AppData\Local\Pa
ckages\microsoft.windowscommun
icationsapps_8wekyb3d8bbwe\Loc
alState\HxCommAlwaysOnLog_Old.etl

C:\Users\user\AppData\Local\Pa
ckages\microsoft.windowscommun
icationsapps_8wekyb3d8bbwe\Loc
alState\HxStore.hxd

C:\Users\user\AppData\Local\Pa
ckages\microsoft.windowscommun
icationsapps_8wekyb3d8bbwe\Set
tings\roaming.lock

C:\Users\user\AppData\Local\Pa
ckages\microsoft.windowscommun
icationsapps_8wekyb3d8bbwe\Set
tings\settings.dat
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New File Path

C:\Users\user\Local Settings\P
ackages\Microsoft. Windows.SecH

ealthUl_cwb5n1h2txyewy\Settings\settings.dat.uyro

C:\Users\user\Local Settings\P
ackages\Microsoft. Windows.Secu
reAssessmentBrowser_cw5n1h2txy
ewy\Settings\roaming.lock.uyro

C:\Users\user\Local Settings\P
ackages\Microsoft. Windows.Secu
reAssessmentBrowser_cw5n1h2txy
ewy\Settings\settings.dat.uyro

C:\Users\user\Local Settings\P
ackages\Microsoft. Windows.Shel

IExperienceHost_cw5n1h2txyewy\Settings\roaming.lock.uyro

C:\Users\user\Local Settings\P
ackages\Microsoft.Windows.Shel
IExperienceHost_cw5n1h2txyewy\
TempState\StartUnifiedTileModelCache.dat.uyro

C:\Users\user\Local Settings\P
ackages\Microsoft. WindowsAlarm
s_8wekyb3d8bbwe\Settings\roaming.lock.uyro

C:\Users\user\Local Settings\P
ackages\Microsoft. WindowsAlarm
s_8wekyb3d8bbwe\Settings\settings.dat.uyro

C:\Users\user\Local Settings\P
ackages\Microsoft. WindowsAlarm

s_8wekyb3d8bbwe\Settings\settings.dat.LOG1.uyro

C:\Users\user\Local Settings\P
ackages\Microsoft. WindowsAlarm

s_8wekyb3d8bbwe\Settings\settings.dat.LOG2.uyro

C:\Users\user\Local Settings\P
ackages\Microsoft. WindowsCalcu

lator_8wekyb3d8bbwe\Settings\roaming.lock.uyro

C:\Users\user\Local Settings\P
ackages\Microsoft. WindowsCalcu
lator_8wekyb3d8bbwe\Settings\settings.dat.uyro

C:\Users\user\Local Settings\P
ackages\Microsoft. WindowsCamer
a_8wekyb3d8bbwe\Settings\roaming.lock.uyro

C:\Users\user\Local Settings\P
ackages\Microsoft. WindowsCamer
a_8wekyb3d8bbwe\Settings\settings.dat.uyro

C:\Users\user\Local Settings\P
ackages\Microsoft. WindowsCamer

a_8wekyb3d8bbwe\Settings\settings.dat.LOG1.uyro

C:\Users\user\Local Settings\P
ackages\Microsoft. WindowsCamer

a_8wekyb3d8bbwe\Settings\settings.dat.LOG2.uyro

C:\Users\user\Local Settings\P
ackages\microsoft.windowscommu
nicationsapps_8wekyb3d8bbwe\Lo
calState\HxCommAlwaysOnLog.etl.uyro

C:\Users\user\Local Settings\P
ackages\microsoft.windowscommu
nicationsapps_8wekyb3d8bbwe\Lo
calState\HxCommAlwaysOnLog_Old.etl.uyro

C:\Users\user\Local Settings\P
ackages\microsoft.windowscommu

nicationsapps_8wekyb3d8bbwe\LocalState\HxStore.hxd.uyro

C:\Users\user\Local Settings\P
ackages\microsoft.windowscommu

nicationsapps_8wekyb3d8bbwe\Settings\roaming.lock.uyro

C:\Users\user\Local Settings\P
ackages\microsoft.windowscommu

nicationsapps_8wekyb3d8bbwe\Settings\settings.dat.uyro
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C:\Users\user\AppData\Local\Pa
ckages\microsoft.windowscommun
icationsapps_8wekyb3d8bbwe\Set
tings\settings.dat.LOG1

C:\Users\user\AppData\Local\Pa
ckages\microsoft.windowscommun
icationsapps_8wekyb3d8bbwe\Set
tings\settings.dat.LOG2

C:\Users\user\AppData\Local\Pa
ckages\Microsoft.WindowsFeedba
ckHub_8wekyb3d8bbwe\Settings\r
oaming.lock

C:\Users\user\AppData\Local\Pa
ckages\Microsoft.WindowsFeedba
ckHub_8wekyb3d8bbwe\Settings\s
ettings.dat

C:\Users\user\AppData\Local\Pa
ckages\Microsoft.WindowsMaps_8
wekyb3d8bbwe\Settings\roaming.lock

C:\Users\user\AppData\Local\Pa
ckages\Microsoft.WindowsMaps_8
wekyb3d8bbwe\Settings\settings.dat

C:\Users\user\AppData\Local\Pa
ckages\Microsoft. WindowsSoundR
ecorder_8wekyb3d8bbwe\Settings
\roaming.lock

C:\Users\user\AppData\Local\Pa
ckages\Microsoft. WindowsSoundR
ecorder_8wekyb3d8bbwe\Settings
\settings.dat

C:\Users\user\AppData\Local\Pa
ckages\Microsoft.WindowsStore_

8wekyb3d8bbwe\Settings\roaming.lock

C:\Users\user\AppData\Local\Pa
ckages\Microsoft.WindowsStore_
8wekyb3d8bbwe\Settings\settings.dat

C:\Users\user\AppData\Local\Pa
ckages\Microsoft.WindowsStore
8wekyb3d8bbwe\Settings\setting
s.dat.LOG1

C:\Users\user\AppData\Local\Pa
ckages\Microsoft.WindowsStore_
8wekyb3d8bbwe\Settings\setting
s.dat.LOG2

C:\Users\user\AppData\Local\Pa
ckages\Microsoft.Xbox.TCUI_8we
kyb3d8bbwe\Settings\roaming.lock

C:\Users\user\AppData\Local\Pa
ckages\Microsoft.Xbox.TCUI_8we
kyb3d8bbwe\Settings\settings.dat

C:\Users\user\AppData\Local\Pa
ckages\Microsoft.XboxApp_8weky
b3d8bbwe\Settings\roaming.lock

C:\Users\user\AppData\Local\Pa
ckages\Microsoft.XboxApp_8weky
b3d8bbwe\Settings\settings.dat

C:\Users\user\AppData\Local\Pa
ckages\Microsoft. XboxApp_8weky
b3d8bbwe\Settings\settings.dat.LOG1

C:\Users\user\AppData\Local\Pa
ckages\Microsoft. XboxApp_8weky
b3d8bbwe\Settings\settings.dat.LOG2

C:\Users\user\AppData\Local\Pa
ckages\Microsoft.XboxGameCalla
bleUI_cw5n1h2txyewy\Settings\r
oaming.lock

C:\Users\user\AppData\Local\Pa
ckages\Microsoft.XboxGameCalla
bleUI_cw5n1h2txyewy\Settings\s
ettings.dat

C:\Users\user\AppData\Local\Pa
ckages\Microsoft.XboxGameOverl
ay_8wekyb3d8bbwe\Settings\roam
ing.lock

C:\Users\user\AppData\Local\Pa
ckages\Microsoft.XboxGameOverl
ay_8wekyb3d8bbwe\Settings\sett
ings.dat

Copyright Joe Security LLC 2022

New File Path

C:\Users\user\Local Settings\P
ackages\microsoft.windowscommu
nicationsapps_8wekyb3d8bbwe\Se
ttings\settings.dat.LOG1.uyro

C:\Users\user\Local Settings\P
ackages\microsoft.windowscommu
nicationsapps_8wekyb3d8bbwe\Se
ttings\settings.dat.LOG2.uyro

C:\Users\user\Local Settings\P
ackages\Microsoft. WindowsFeedb
ackHub_8wekyb3d8bbwe\Settings\roaming.lock.uyro

C:\Users\user\Local Settings\P
ackages\Microsoft. WindowsFeedb
ackHub_8wekyb3d8bbwe\Settings\settings.dat.uyro

C:\Users\user\Local Settings\P
ackages\Microsoft.WindowsMaps _
8wekyb3d8bbwe\Settings\roaming.lock.uyro

C:\Users\user\Local Settings\P
ackages\Microsoft.WindowsMaps _
8wekyb3d8bbwe\Settings\settings.dat.uyro

C:\Users\user\Local Settings\P
ackages\Microsoft.WindowsSound

Recorder_8wekyb3d8bbwe\Settings\roaming.lock.uyro

C:\Users\user\Local Settings\P
ackages\Microsoft.WindowsSound
Recorder_8wekyb3d8bbwe\Settings\settings.dat.uyro

C:\Users\user\Local Settings\P
ackages\Microsoft.WindowsStore
_8wekyb3d8bbwe\Settings\roaming.lock.uyro

C:\Users\user\Local Settings\P
ackages\Microsoft.WindowsStore
_8wekyb3d8bbwe\Settings\settings.dat.uyro

C:\Users\user\Local Settings\P
ackages\Microsoft.WindowsStore
_8wekyb3d8bbwe\Settings\settings.dat.LOG1.uyro

C:\Users\user\Local Settings\P
ackages\Microsoft.WindowsStore
_8wekyb3d8bbwe\Settings\settings.dat.LOG2.uyro

C:\Users\user\Local Settings\P
ackages\Microsoft.Xbox.TCUI_8w
ekyb3d8bbwe\Settings\roaming.lock.uyro

C:\Users\user\Local Settings\P
ackages\Microsoft.Xbox. TCUI_8w
ekyb3d8bbwe\Settings\settings.dat.uyro

C:\Users\user\Local Settings\P
ackages\Microsoft. XboxApp_8wek
yb3d8bbwe\Settings\roaming.lock.uyro

C:\Users\user\Local Settings\P
ackages\Microsoft. XboxApp_8wek
yb3d8bbwe\Settings\settings.dat.uyro

C:\Users\user\Local Settings\P
ackages\Microsoft. XboxApp_8wek
yb3d8bbwe\Settings\settings.dat.LOG1.uyro

C:\Users\user\Local Settings\P
ackages\Microsoft. XboxApp_8wek
yb3d8bbwe\Settings\settings.dat.LOG2.uyro

C:\Users\user\Local Settings\P
ackages\Microsoft.XooxGameCall
ableUl_cw5n1h2txyewy\Settings\roaming.lock.uyro

C:\Users\user\Local Settings\P
ackages\Microsoft.XooxGameCall
ableUl_cwb5n1h2txyewy\Settings\settings.dat.uyro

C:\Users\user\Local Settings\P
ackages\Microsoft.XooxGameOver
lay_8wekyb3d8bbwe\Settings\roaming.lock.uyro

C:\Users\user\Local Settings\P
ackages\Microsoft.XooxGameOver
lay_8wekyb3d8bbwe\Settings\settings.dat.uyro

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count

1

Source Address

4116DC

41127D

41127D

4116DC

41127D

4116DC

41127D

4116DC

41127D

4116DC

4116DC

41127D

41127D

4116DC

41127D

4116DC

4116DC

41127D

41127D

4116DC

41127D

4116DC

Symbol

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW
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Old File Path

C:\Users\user\AppData\Local\Pa
ckages\Microsoft. XboxGamingOve
rlay_8wekyb3d8bbwe\Settings\ro
aming.lock

C:\Users\user\AppData\Local\Pa
ckages\Microsoft.XboxGamingOve
rlay_8wekyb3d8bbwe\Settings\se
ttings.dat

C:\Users\user\AppData\Local\Pa
ckages\Microsoft.XboxIdentityP
rovider_8wekyb3d8bbwe\Settings
\roaming.lock

C:\Users\user\AppData\Local\Pa
ckages\Microsoft.XboxIdentityP
rovider_8wekyb3d8bbwe\Settings
\settings.dat

C:\Users\user\AppData\Local\Pa
ckages\Microsoft.XboxIdentityP
rovider_8wekyb3d8bbwe\Settings
\settings.dat.LOG1

C:\Users\user\AppData\Local\Pa
ckages\Microsoft.XboxIdentityP
rovider_8wekyb3d8bbwe\Settings
\settings.dat.LOG2

C:\Users\user\AppData\Local\Pa
ckages\Microsoft.XboxSpeechToT
extOverlay_8wekyb3d8bbwe\Setti
ngs\roaming.lock

C:\Users\user\AppData\Local\Pa
ckages\Microsoft.XboxSpeechToT
extOverlay_8wekyb3d8bbwe\Setti
ngs\settings.dat

C:\Users\user\AppData\Local\Pa
ckages\Microsoft.ZuneMusic_8we
kyb3d8bbwe\Settings\roaming.lock

C:\Users\user\AppData\Local\Pa
ckages\Microsoft.ZuneMusic_8we
kyb3d8bbwe\Settings\settings.dat

C:\Users\user\AppData\Local\Pa
ckages\Microsoft.ZuneVideo_8we
kyb3d8bbwe\Settings\roaming.lock

C:\Users\user\AppData\Local\Pa
ckages\Microsoft.ZuneVideo_8we
kyb3d8bbwe\Settings\settings.dat

C:\Users\user\AppData\Local\Pa
ckages\Windows.CBSPreview_cw5n
1h2txyewy\Settings\roaming.lock

C:\Users\user\AppData\Local\Pa
ckages\Windows.CBSPreview_cw5n
1h2txyewy\Settings\settings.dat

C:\Users\user\AppData\Local\Pa
ckages\windows.immersivecontro
Ipanel_cwb5n1h2txyewy\Settings\
roaming.lock

C:\Users\user\AppData\Local\Pa
ckages\windows.immersivecontro
Ipanel_cwbn1h2txyewy\Settings\
settings.dat

C:\Users\user\AppData\Local\Pa
ckages\windows.immersivecontro
Ipanel_cwb5n1h2txyewy\Settings\
settings.dat.LOG1

C:\Users\user\AppData\Local\Pa
ckages\windows.immersivecontro
Ipanel_cwb5n1h2txyewy\Settings\
settings.dat.LOG2

C:\Users\user\AppData\Local\Pa
ckages\Windows.PrintDialog_cw5
n1h2txyewy\Settings\roaming.lock

C:\Users\user\AppData\Local\Pa
ckages\Windows.PrintDialog_cw5
n1h2txyewy\Settings\settings.dat

C:\Users\user\AppData\Local\Te
mp\FOAA5307-87B6-41CC-8AB9-9D4
E70F644BD\en-US\AppxProvider.d
Il.mui

Copyright Joe Security LLC 2022

New File Path

C:\Users\user\Local Settings\P
ackages\Microsoft.XooxGamingOv
erlay_8wekyb3d8bbwe\Settings\roaming.lock.uyro

C:\Users\user\Local Settings\P
ackages\Microsoft.XboxGamingOv
erlay_8wekyb3d8bbwe\Settings\settings.dat.uyro

C:\Users\user\Local Settings\P
ackages\Microsoft. XboxIdentity
Provider_8wekyb3d8bbwe\Settings\roaming.lock.uyro

C:\Users\user\Local Settings\P
ackages\Microsoft. XboxIdentity
Provider_8wekyb3d8bbwe\Settings\settings.dat.uyro

C:\Users\user\Local Settings\P
ackages\Microsoft.XboxIdentity
Provider_8wekyb3d8bbwe\Settings\settings.dat.LOG1.uyro

C:\Users\user\Local Settings\P
ackages\Microsoft.XboxIdentity
Provider_8wekyb3d8bbwe\Settings\settings.dat.LOG2.uyro

C:\Users\user\Local Settings\P
ackages\Microsoft.XboxSpeechTo
TextOverlay_8wekyb3d8bbwe\Settings\roaming.lock.uyro

C:\Users\user\Local Settings\P
ackages\Microsoft.XboxSpeechTo
TextOverlay_8wekyb3d8bbwe\Settings\settings.dat.uyro

C:\Users\user\Local Settings\P
ackages\Microsoft.ZuneMusic_8w
ekyb3d8bbwe\Settings\roaming.lock.uyro

C:\Users\user\Local Settings\P
ackages\Microsoft.ZuneMusic_8w
ekyb3d8bbwe\Settings\settings.dat.uyro

C:\Users\user\Local Settings\P
ackages\Microsoft.ZuneVideo_8w
ekyb3d8bbwe\Settings\roaming.lock.uyro

C:\Users\user\Local Settings\P
ackages\Microsoft.ZuneVideo_8w
ekyb3d8bbwe\Settings\settings.dat.uyro

C:\Users\user\Local Settings\P
ackages\Windows.CBSPreview_cw5
n1h2txyewy\Settings\roaming.lock.uyro

C:\Users\user\Local Settings\P
ackages\Windows.CBSPreview_cw5
n1h2txyewy\Settings\settings.dat.uyro

C:\Users\user\Local Settings\P
ackages\windows.immersivecontr
olpanel_cw5n1h2txyewy\Settings\roaming.lock.uyro

C:\Users\user\Local Settings\P
ackages\windows.immersivecontr
olpanel_cw5n1h2txyewy\Settings\settings.dat.uyro

C:\Users\user\Local Settings\P
ackages\windows.immersivecontr
olpanel_cw5n1h2txyewy\Settings\settings.dat.LOG1.uyro

C:\Users\user\Local Settings\P
ackages\windows.immersivecontr
olpanel_cw5n1h2txyewy\Settings\settings.dat.LOG2.uyro

C:\Users\user\Local Settings\P
ackages\Windows.PrintDialog_cw
5n1h2txyewy\Settings\roaming.lock.uyro

C:\Users\user\Local Settings\P
ackages\Windows.PrintDialog_cw
5n1h2txyewy\Settings\settings.dat.uyro

C:\Users\user\Local Settings\Temp\FOAA5307-87B6-41CC-
8AB9-9D4E70F644BD\en-US\AppxProvider.dll.mui.uyro

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count

Source Address

41127D

4116DC

41127D

4116DC

4116DC

41127D

41127D

4116DC

41127D

4116DC

41127D

4116DC

41127D

4116DC

41127D

4116DC

4116DC

41127D

41127D

4116DC

4116DC

Symbol

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW
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Old File Path

C:\Users\user\AppData\Local\Te
mp\FOAA5307-87B6-41CC-8AB9-9D4
E70F644BD\en-US\AssocProvider.
dll.mui

C:\Users\user\AppData\Local\Te
mp\FOAA5307-87B6-41CC-8AB9-9D4
E70F644BD\en-US\CbsProvider.dll.mui

C:\Users\user\AppData\Local\Te
mp\FOAA5307-87B6-41CC-8AB9-9D4
E70F644BD\en-US\CompatProvider
dil.mui

C:\Users\user\AppData\Local\Te
mp\FOAA5307-87B6-41CC-8AB9-9D4
E70F644BD\en-US\DismCore.dIl.mui

C:\Users\user\AppData\Local\Te
mp\FOAA5307-87B6-41CC-8AB9-9D4
E70F644BD\en-US\DismProv.dIl.mui

C:\Users\user\AppData\Local\Te
mp\FOAA5307-87B6-41CC-8AB9-9D4
E70F644BD\en-US\DmiProvider.dll.mui

C:\Users\user\AppData\Local\Te
mp\FOAA5307-87B6-41CC-8AB9-9D4
E70F644BD\en-US\FfuProvider.dll.mui

C:\Users\user\AppData\Local\Te
mp\FOAA5307-87B6-41CC-8AB9-9D4
E70F644BD\en-US\FolderProvider
.dll.mui

C:\Users\user\AppData\Local\Te
mp\FOAA5307-87B6-41CC-8AB9-9D4
E70F644BD\en-US\GenericProvide
r.dll.mui

C:\Users\user\AppData\Local\Te
mp\FOAA5307-87B6-41CC-8AB9-9D4
E70F644BD\en-US\IBSProvider.dIl.mui

C:\Users\user\AppData\Local\Te
mp\FOAA5307-87B6-41CC-8AB9-9D4
E70F644BD\en-US\ImagingProvide
r.dll.mui

C:\Users\user\AppData\Local\Te
mp\FOAA5307-87B6-41CC-8AB9-9D4
E70F644BD\en-US\IntIProvider.dll.mui

C:\Users\user\AppData\Local\Te
mp\FOAA5307-87B6-41CC-8AB9-9D4
E70F644BD\en-US\LogProvider.dll.mui

File Written
File Path
C:\Users\user\AppData\Local\Mi

crosoft\Windows\INetCache\lE\B
87287FM\geo[1].json

Copyright Joe Security LLC 2022

New File Path

C:\Users\user\Local Settings\Temp\FOAA5307-87B6-41CC-
8AB9-9D4E70F644BD\en-US\AssocProvider.dll.mui.uyro

C:\Users\user\Local Settings\Temp\FOAA5307-87B6-41CC-
8AB9-9D4E70F644BD\en-US\CbsProvider.dll.mui.uyro

C:\Users\user\Local Settings\Temp\FOAA5307-87B6-41CC-
8AB9-9D4E70F644BD\en-US\CompatProvider.dll.mui.uyro

C:\Users\user\Local Settings\Temp\FOAA5307-87B6-41CC-
8AB9-9D4E70F644BD\en-US\DismCore.dIl.mui.uyro

C:\Users\user\Local Settings\Temp\FOAA5307-87B6-41CC-
8AB9-9D4E70F644BD\en-US\DismProv.dll.mui.uyro

C:\Users\user\Local Settings\Temp\FOAA5307-87B6-41CC-
8AB9-9D4E70F644BD\en-US\DmiProvider.dll.mui.uyro

C:\Users\user\Local Settings\Temp\FOAA5307-87B6-41CC-
8AB9-9D4E70F644BD\en-US\FfuProvider.dll.mui.uyro

C:\Users\user\Local Settings\Temp\FOAA5307-87B6-41CC-
8AB9-9D4E70F644BD\en-US\FolderProvider.dIl.mui.uyro

C:\Users\user\Local Settings\Temp\FOAA5307-87B6-41CC-
8AB9-9D4E70F644BD\en-US\GenericProvider.dll.mui.uyro

C:\Users\user\Local Settings\Temp\FOAA5307-87B6-41CC-
8AB9-9D4E70F644BD\en-US\IBSProvider.dll.mui.uyro

C:\Users\user\Local Settings\Temp\FOAA5307-87B6-41CC-
8AB9-9D4E70F644BD\en-US\ImagingProvider.dll.mui.uyro

C:\Users\user\Local Settings\Temp\FOAA5307-87B6-41CC-
8AB9-9D4E70F644BD\en-US\IntIProvider.dIl.mui.uyro

C:\Users\user\Local Settings\Temp\FOAA5307-87B6-41CC-
8AB9-9D4E70F644BD\en-US\LogProvider.dll.mui.uyro

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Completion

{"ip":"102.129.143.49","c
y_code":"CH","country":"

rland","country_rus":"\u04

Offset Length Value Ascii
0 500 7b 22 69 70 22 3a 22 31
30322e3132392e31 ountr
34 33 2e 34 39 22 2¢ 22
63 6f 75 6e 74 72 79 5f  Switze
63 6f 64 65 22 3a 22 43
48222c22636f756e 28w

747279223a225377
69 74 7a 65 72 6¢ 61 6e
64 22 2c 22 63 6f 75 6e

747279 5f72 757322

3a 22 5¢ 75 30 34 32 38
5¢ 75 30 34 33 32 5¢ 75
30 34 33 35 5¢ 75 30 34
33 39 5¢ 75 30 34 34 36
5¢ 75 30 34 33 30 5¢ 75
30 34 34 30 5¢ 75 30 34
33 38 5¢ 75 30 34 34 66
22 2¢ 22 63 6f 75 6e 74

7279 5f 75 61 22 3a 22
5¢ 75 30 34 32 38 5¢ 75
30 34 33 32 5¢ 75 30 34
33 35 5¢ 75 30 34 33 39
5¢ 75 30 34 34 36 5¢ 75
30 34 33 30 5¢ 75 30 34
34 30 5¢ 75 30 34 35 36
5¢ 75 30 34 34 66 22 2¢
22 72 65 67 69 6f 6e 22

3a 22 5a 75 72 69 63 68
22 2¢ 22 72 65 67 69 6f

6e 5f 727573 22 3a 22

5¢ 75 30 34 32 36 5¢ 75
30 34 34 65 5¢ 75 30

0432\u0435\u0439\u0446
\u0430\u
0440\u0438\u044f","coun
try_ua"
"\u0428\u0432\u0435\u0
439\u04
46\u0430\u0440\u0456\u
044£""r
egion":"Zurich","region_ru
s":"\u0426\u044e\u0

success or wait

Count

Count

1

Source Address

4116DC

4116DC

4116DC

4116DC

4116DC

4116DC

4116DC

4116DC

4116DC

4116DC

4116DC

4116DC

4116DC

Source Address

40CFD3

Symbol

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

Symbol

InternetReadFile
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File Path

unknown

unknown

C:\Users\user\AppData\Local\Mi
crosoft\Windows\INetCache\lE\B
87Z87FM\get[1].htm

C:\Users\user\AppData\Local\bo
wsakkdestx.txt

C:\SystemID\PersonallD.txt
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Offset

unkno
wn

unkno
wn

0

0

Length

46

562

562

42

Value

7b 22 70 75 62 6¢ 69 63
5f 6b 65 79 22 3a 22 2d
2d 2d 2d 2d 42 45 47 49
4e 26 23 31 36 30 3b 50
55 42 4¢ 49 43 26 23 31
36 30 3b 4b 45 59 2d 2d
2d 2d 2d 5c¢ 5c 6e 4d 49
49 42 49 6a 41 4e 42 67
6b 71 68 6b 69 47 39 77
3042 41514546 41 41
4f 43 41 51 38 41 4d 49
49 42 43 67 4b 43 41 51
45 41 34 4a 55 50 58 68
63 4f 70 39 56 5¢ 2f 45
39 6¢ 78 5a 73 45 4b 5¢
5c 6e 51 65 30 4¢ 55 52
37 46 78 49 58 39 2b 32
57 5¢ 2f 58 32 6e 47 65
52 59 79 35 64 36 5¢ 2f
78 6b 75 54 77 49 39 4c
4475 42 75 55 4e 59 4c
4c 70 6b 38 41 70 53 66
67 4¢c 37 7272 45 33 64
4d 61 75 31 5¢ 5¢ 6e 53
79 6f 4a 46 37 32 6d 7a
64 6e 76 76 36 53 61 42
59 58 72 49 4a 4e 7a 38
47 62 50 36 7a 6a 69 6f
6f 4e 38 4d 6d 64 33 67
53 66 6d 59 58 46 41 2b
38 45 56 6a 51 37 4d 53
36 68 6a 44 6d 59 63

7b 22 70 75 62 fd 0d fd
03 5a fd 4d 0b fd 58 fd 5d
72 26 6959 18 44 fd fd
1529 7b 38 74 27 fd fd
44 fd fd 0d 5b 23 fd fd 6d
fd 3¢ 57 fd 33 fd fd fd 63
fd 09 37 30 fd fd 4a 00 41
28 71 74 fd fd fd 7f 72 52
68 fd fd 7f Of 37 09 69 03
7ffd Oa fd 1f 6a 36 fd fd
07 Oe fd fd fd Oc fd 3d fd
5f fd 07 fd 15 fd fd 1e fd
fd 20 fd fd 20 6¢ db 34 fd
fd 1f fd fd fd 04 44 09 39
5a fd 5e fd 6¢ fd fd fd fd
57 54 fd 6e Oc 32 79 7c
5a 1d fd fd 74 fd 5d 77 5e
fd 4c 5f fd 4f 5¢ fd fd fd fd
fd 59 4e 55 fd 0a 50 c6
7b 49 07 5e fd fd fd fd Ob
fd fd 66 fd af 1c fd fd fd
15 23 68 fd 49 60 0f fd 58
75 62 fd 27 0d 42 3b fd fd
63 68 11 44 03 fd 2e 6a
22 3c fd fd 1d fd 28 7a 7f
71 32 5b 2c fd 57 52 fd
7e 58 0e 28 20 ¢5 7c 3e
fd fd 40 35

4b 36 74 65 31 59 47 50
6e 49 62 6f 34 47 63 47

4f 45 50 33 69 48 78 31

63 46 46 48 42 55 65 67
75 78 52 47 6d 33 58 53
0d 0a

Ascii Completion

invalid handle 1 42E51E

invalid handle 1 42E51E

{"public_key":"----- success or wait 1 41E975
BEGIN&#160
;PUBLIC&#160;KEY-----
\\nMIIBIj
ANBgkghkiGOWOBAQEF
AAOCAQSAMIIB
CgKCAQEA4JUPXhcOp
9VVESIXZSEK\
\nQeOLUR7FxIX9+2WVX
2nGeRYy5d6
VxkuTwISLDuBUUNYLLp
k8ApSfgL7r
rE3dMau1\\nSyoJF72mz
dnvv6SaBYX
rlJNz8GbP6zjiooN8Mmd
39SfmYXFA+
8EVjQ7MS6hjDmYc

{"pubZMX]&iYD) success or wait 1 42E51E
{8t'D[#m<W3c70JA

(qtrRh7ij6=_

14D9ZANWTn2y|Zt]

wAL_O\YNUP{I*f#hI" Xub'

B;chD.j(zg2[,WR~X(

[>@5

K6te1YGPnlbo4GcGOEP  success or wait 1 42E51E
3iHx1cFFHBU

eguxRGmM3XS

Count Source Address

Symbol

WriteFile

WriteFile

InternetReadFile

WriteFile

WriteFile

Page 94 of 236



File Path

C:\Users\user\AppData\Local\81
bc8e9b-9d47-41ad-b82b-bbc3ff54
a6de\build2.exe

C:\Users\user\AppData\Local\Mi
crosoft\Windows\INetCache\lE\B
87Z87FM\build2[1].exe

Copyright Joe Security LLC 2022

Offset

0

20480

Length Value

10240  4d 5afd 00 03 77 16 fd
04 27 ce 3f 17 40 fd fd 09
fd fd fd 51 fd 71 5f fd 42
57 46 35 50 fd 63 33 7c
6f fd 7f Oa fd 30 66 fd 41
60 fd fd bf fd 50 7a 4b 02
b6 1a fd fd 5f 29 19 56 fd
10 10 fd fd 7c fd fd 3b 59
fd fd 7a 26 Ob fd fd 62 3¢
fd 16 fd fd 4b fd fd 71 93
fd fd 7d fd 2e 69 38 50 fd
05 37 45 Ob fd 53 fd fd 04
fd fd 1e 62 76 fd 57 fd 06
5c 0d fd 33 28 25 62 fd fd
43 73 fd 1c 7b 3b fd fd Of
06 6f fd fd 19 77 fd 52 60
76 3a 3a fd 2e 37 42 68
0d 4b 67 fd 3b 5d fd 2c fd
06 fd 20 fd 47 20 fd 5b 60
fd 3¢ 2d fd fd fd a2 fd fd
27 18 fd 75 fd fd 50 5a fd
fd 1c fd fd fd 22 1d 33 65
fd fd 67 fd 19 fd 31 75 65
fd Oc Of 5e fd fd fd 47 fd
fd fd fd 3f fd 29 fd 67 41
26 28 03 57 fd 6f fd fd 23
5a 64 34 28 0d 47 5a

10240  fd fd 59 fd 46 5¢ 3d fd 22
4000 74 07 50 fd 70 fd fd
fd 59 6a 0d fd fd 10 00 00
59 fd 65 fd 00 fd 7e 68 fd
fd 74 1a 57 fd 15 68 11
40 00 fd fd 75 0f fd fd 58
fd 43 00 74 07 57 fd 43 fd
fd fd 59 fd 45 fd fd fd fd fd
fd 57 00 00 00 6a Oc fd
10 00 00 59 fd 45 fd 01
00 00 00 fd 7e 6¢ fd fd 74
23 57 fd fd fd fd fd 59 3b
3d 60 fd 43 00 74 14 fd fd
fd fd 43 00 74 Oc fd 3f 00
75 07 57 fd fd fd fd fd 59
fd 45 fd fd fd fd fd fd 1e
00 00 00 56 fd fd fd fd fd
59 fd 7b Ob 00 00 fd 04
00 fd 75 08 6a 0d fd 0f 00
00 59 cb 75 08 6a Oc fd
78 0f 00 00 59 cb fd 56
57 fd 30 1¢ 40 00 56 fd
15 fd 10 40 00 fd fd 75 07
56 fd fd 1f 00 00 59 fd fd
fd fd Of fd 5e 01 00 00 fd
35fd 10 40 00 68 7c 1c
4000 57 fd fd 68 70 1c
40 00 57 fd fd 05 47 00 fd
fd 68 64 1c 40 00 57

Ascii Completion Count Source Address

MZ'?
@Qq_BWF5Pc3|o0fA Pz
K)VY
Zb<Kq}i8P7ESbvW\3(%b
Cs{;owR:..7BhKg;], G [<-
'PZ"3egue*G?)gA&
(Wo#Zd4(GZ

success or wait 26 41E301

YF\="@tPpYjYe~htWh@  success or wait 19 41E2CD
uXCtWCYEWjY

E~It#WY;="CtCt?

UWYEVY{ujYujxYV

W0@V@uVY5@h|@Wh

p@WGhd@W

Symbol
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File Path

C:\ _readme.txt

C:\Users\user\_readme.txt

C:\Users\user\AppData\Local\Mi
crosoft\Windows\INetCookies\de
precated.cookie

Copyright Joe Security LLC 2022

Offset

0

0

5]

Length Value

1115

1115

86

41 54 54 45 4e 54 49 4f
4e 21 0d Oa 0d Oa 44 6f
6e 27 74 20 77 6f 72 72
79 2c 20 79 6f 75 20 63
616e 207265747572
6e 20 61 6¢ 6¢ 20 79 6f
7572 20 66 69 6¢ 65 73
21 0d 0a 41 6¢ 6¢ 20 79
6f 75 72 20 66 69 6¢ 65
73 20 6¢ 69 6b 65 20 70
69 63 74 7572 6573 2¢
2064 617461626173
65 73 2c 20 64 6f 63 75
6d 65 6e 74 73 20 61 6e
64 20 6f 74 68 65 72 20
69 6d 70 6f 72 74 61 6e
7420 61 72 65 20 65 6e
6372797074 65 64 20
7769 746820737472
6f 6e 67 65 73 74 20 65
6e 63 72 79 70 74 69 6f
6e 20 61 6e 64 20 75 6e
69 71 75 65 20 6b 65 79
2e 0d Oa 54 68 65 20 6f
6e 6¢ 79 20 6d 65 74 68
6f 64 20 6f 66 20 72 65
63 6f 76 65 72 69 6e 67
20 66 69 6¢ 65 73 20 69
732074 612070 7572
63 68 61 73 65 20 64 65
6372797074 20 74 6f
6f 6¢ 20 61 6e 64 20

41 54 54 45 4e 54 49 4f
4e 21 0d Oa 0d Oa 44 6f
6e 27 7420 77 6f 72 72
79 2¢ 20 79 6f 75 20 63
616e 207265747572
6e 20 61 6¢ 6¢ 20 79 6f
7572 20 66 69 6¢ 65 73
21 0d 0a 41 6¢ 6¢ 20 79
6f 75 72 20 66 69 6¢ 65
73 20 6¢ 69 6b 65 20 70
69 63 74 7572 65 73 2¢
2064 617461626173
65 73 2c 20 64 6f 63 75
6d 65 6e 74 73 20 61 6e
64 20 6f 74 68 65 72 20
69 6d 70 6f 72 74 61 6e
7420 61 72 65 20 65 6e
6372797074 65 64 20
7769 746820737472
6f 6e 67 65 73 74 20 65
6e 63 72 79 70 74 69 6f
6e 20 61 6e 64 20 75 6e
69 71 75 65 20 6b 65 79
2e 0d Oa 54 68 65 20 6f
6e 6¢ 79 20 6d 65 74 68
6f 64 20 6f 66 20 72 65
63 6f 76 65 72 69 6e 67
20 66 69 6¢ 65 73 20 69
732074 6f2070 75 72
63 68 61 73 65 20 64 65
63727970 74 20 74 6f
6f 6¢ 20 61 6e 64 20

fd fd 21 fd 22 53 fd 01 fd
fd fd 4b fd 61 fd 59 29 fd
fd 75 6b 02 05 fd 72 fd fd
22 7d fd 36 fd 4e 03 fd 1d
18 fd 27 fd 12 fd fd 42 fd
7d 51 fd fd 20 fd fd fd 18
fd fd 6b 15 fd 92 5b 62 fd
69 fd 72 fd 58 02 fd fd 74
fd 25 5f 28 fd ae 66 26 57
27

Ascii Completion Count Source Address

ATTENTION!Don't worry,
you can return all your
files!All your files like
pictures, databases,
documents and other
important are encrypted
with strongest encryption
and unique key.The only
method of recovering files
is to purchase decrypt to
ol and

success or wait 1 40F1A7

ATTENTION!Don't worry,
you can return all your
files!All your files like
pictures, databases,
documents and other
important are encrypted
with strongest encryption
and unique key.The only
method of recovering files
is to purchase decrypt to
ol and

success or wait 1 40F1A7

I"SKaY)ukr"}6N'B}Q success or wait 1 411859

KIbirXto%_(f&W'
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File Path Offset

C:\Users\user\AppData\Local\Mi 91
crosoft\Windows\INetCookies\de
precated.cookie

C:\Users\user\AppData\Local\Mi 347
crosoft\Windows\INetCookies\de
precated.cookie

C:\Users\user\AppData\Local\Mi 387
crosoft\Windows\INetCookies\de
precated.cookie

C:\Users\user\Desktop\BPMLNOBV 5
SB.jpg

Copyright Joe Security LLC 2022

Length Value

256 1b 14 fd fd 06 bd 77 fd 40
7cfdfd3bfd 1f 1e 1b 2c
fd fd fd fd 3f 62 fd 70 fd fd
fd Oc 1b fd 6a fd 09 16 fd
fd 29 0f 0d 45 fd 5¢ fd Of
5c 17 fd 39 fd 56 fd fd 3a
fd 67 fd 2b 47 fd fd fd fd
fd fd 5e fd 5d 2d 15 58 fd
04 6e fd 70 fd 67 fd 18 fd
fd fd 6e 4a 27 17 1c fd 7c
fd fd fd fd 34 60 5¢ fd 1e
07 fd 49 fd fd 73 Oc fd fd
3d 59 fd fd 45 11 fd fd fd
3d fd 18 16 fd 5a 5e fd 1e
04 fd 26 00 fd fd fd 18 1a
fd fd fd fd 36 fd fd fd fd Ob
0d fd fd fd 4d fd fd 41 1c
4b fd 4b fd fd fd fd 62 fd
77 Ob fd 52 fd fd 0a 04 fd
fd 26 fd 18 e0 67 Of fd 4f
61 4e fd fd 0a 10 fd 7a 37
fd 13 fd fd 1b 59 fd fd 4b
fd 11 72 fd 51 fd 5e fd 45
44 01 fd fd fd fd fd 19 1f fd
3c 05 4e 65 78 2e fd 05
65 2a fd fd fd 54 fd fd fd
fd 74 fd fd

40 4b 36 74 65 31 59 47 50
6e 49 62 6f 34 47 63 47
4f 45 50 33 69 48 78 31
63 46 46 48 42 55 65 67
7578 52 47 6d 33 58 53

38 7b 33 36 41 36 39 38 42
39 2d 44 36 37 43 2d 34
45 30 37 2d 42 45 38 32
2d 30 45 43 35 42 31 34
423444 46 35 7d

1021 fd 19 28 69 fd fd fd 43 42
fd fd 23 89 7c 68 5f fd 49
4e 15 fd 7a fd fd fd 28 02
407568 fd fd 10 1a 30
Oe 4f 63 fd 58 30 57 78 fd
5a 3b fd 5d 25 4a 19 43
4f 1a 08 fd 08 fd 0d fd 62
73 65 fd 1b 25 7d fd fd 72
06 fd fd 6d fd 45 07 fd 3a
6e 41 30 6f fd 15 35 3e
6a 70 fd 1b fd 70 fd fd fd
fd fd 71 fd fd Oc 24 78 01
fd fd 71 2f 65 19 5e fd fd
2f fd fd 49 fd 6c fd 6d 3a
fd 24 fd 5f 13 52 {3 fd 47
fd 1b fd 5e 00 3a fd fd 39
fd Oc 7e Ob fd 6d 63 fd fd
fd 5f fd f6 fd 77 09 39 7e
5b fd 1a 07 fd Ob fd 66 fd
0a 44 3f 1¢c 2b 13 32 fd fd
fd 4f fd fd 28 18 fd 25 fd
Oc 7e 13 70 fd fd 69 61
47 53 6d 32 fd 6e fd fd fd
fd fd 7c 23 4e fd fd fd fd
0d fd fd 02 fd 21 18 15 63
40 fd 0d fc fd 01 fd fd fd
47 30 52 fd fd fd 5d fd 29
fd fd 13 fd 09 14 45

Ascii Completion Count Source Address
w@|;,?bpj)E\\9V:g+GA]-  success or wait 1 4115FA
Xnpgn'|4

\I=YE=Z"&6MAKKbR&g

0aNz7YKrQ \ED<ex.e*Tt

K6te1YGPnlbo4GcGOEP  success or wait 1 41164B
3iHx1cFFHBU

eguxRGmM3XS

{36A698B9-D67C-4E07-  success or wait 1 41167E
BE82-0EC5B14B4DF5}

(iCB#|h_INz(@uh0OcX0  success or wait 1 411859

WxZ;]%JCOb
se%}rmE:nA005>jppa$xq
/eMl:$_RGA:9~mc_w9~
[fD?+20(%~piaGSm2n
#NIcGOR]) E
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File Path

C:\Users\user\Desktop\BPMLNOBV
SB.pg

C:\Users\user\Desktop\BPMLNOBV
SB.jpg

C:\Users\user\Desktop\BPMLNOBV
SB.jpg

C:\Users\user\Desktop\BPMLNOBV
SB.xlsx

Copyright Joe Security LLC 2022

Offset

1026

1282

1322

Length Value

256

40

38

1021

25 fd fd fd 51 69 fd fd 11
fd 28 0d fd fd 51 68 55 fd
7f 4f fd 47 fd 3e 6f 14 fd
fd 72 fd fd 48 7d fd 7d 17
fd fd 7c fd fd fd fd 70 e3
fd 10 68 35 44 fd fd 07 57
fd fd fd 7e 05 fd 49 36 17
3b fd 04 47 6¢ fd fd 57 fd
fd 39 8f fd 13 Oa 68 fd 46
fd 1f fd fd fd Oc 63 fd fd fd
fd 74 2e fd fd 8a fd fd fd
7¢ 69 74 42 fd 05 1a 38
58 fd 6a fd fd 5e fd 0a 46
Oc Oe 00 fd 2a 00 eb fd fd
fd 79 fd 53 fd 21 fd fd 22
7afd 4b 3b fd 1c fd 2a 3b
fd 25 28 fd fd fd fd 4b 9e
50 47 4c fd fd 07 7b fd 40
69 fd 01 78 0d 95 fd 79
60 fd 21 fd fd 6e fd 44 fd
0510 fd 12 46 69 fd 51
36 07 3b fd 33 77 fd fd fd
fd 35 5a Oe Oe 2e 6a c4
fd 15 69 fd Oc 02 fd 59 fd
fd fd 38 fd fd 77 fd 02 52
40 0d d9 2e fd 5a 11 fd
3b fd fd fd fd

4b 36 74 65 31 59 47 50
6e 49 62 6f 34 47 63 47
4f 45 50 33 69 48 78 31
63 46 46 48 42 55 65 67
7578 52 47 6d 33 58 53

7b 33 36 41 36 39 38 42
39 2d 44 36 37 43 2d 34
45 30 37 2d 42 45 38 32
2d 30 45 43 35 42 31 34
423444 46 35 7d

20 fd 52 fd 6e fd 35 73 fd
22 fd 68 fd fd fd 24 fd 09
fd fd 09 5e fd Oc fd 97 fd
fd 1e 5a 4e fd 74 fd 24 51
3d fd fd fd 3d 66 fd fd fd
4413 fd fd 66 Oe 36 fd fd
fd fd 3b 3¢ 24 04 71 22 fd
12 fd 44 71 fd 00 fd Oc 60
fd 77 25 fd fd 4d 74 16 fd
6e 23 fd fd 23 5e 08 35 fd
10 5a fd {8 fd fd 4a 77 fd
30 fd fd Of fd fd fd fd fd fd
fd fd 52 fd 31 fd fd fd fd
55 fd fd 60 55 40 73 35 fd
1b 1c 2d Oe fd fd 4b fd 1e
1d 76 7a fd 1b fd 22 fd 33
1b 3f fd fd 31 fd fd 49 11
a5 40 fd 39 4f 42 fd 5b 5d
fd 7f 58 fd fd fd fd 46 38
3d 1a 6a fd 40 55 3b fd
0b 7e 21 fd 67 34 70 fd
71 3f Oc 4b fd fd fd 16 36
2d 17 fd 03 5f 34 2e 58 fd
79 ac 46 37 fd fd 01 78 fd
70 fd fd 4e 2b 15 b0 60
4a 0c 5f 1b fd 52 fd 4a 33
05 fd fd 0d 07 fd 22 fd c1
fd fd fd 55 7a

Ascii Completion

%Qi(QhUOG>rH}}|p5DW  success or wait 1
~I6GIW9hFct

[itB8XjAF*yS!"zK;*;%

(KGL{@ixy

*InDFiQ6;3w5Z.jilYBWR@.

Z

4115FA

K6te1YGPnlbo4GcGOEP  success or wait 1
3iHx1cFFHBU
eguxRGmM3XS

41164B

{36A698B9-D67C-4E07-  success or wait 1 41167E

BE82-0EC5B14B4DF5}

Rn5s"h$"ZNt$Q==fDf6;
<$9"Dg W%
Mtn##"5ZJWOR1U" U@s5
-Kvz"3?11@9
OB[]XF8=j@U;~!g4pq?K-
_4.XyF7xpN+J_RJ3"Uz

success or wait 1 411859
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File Path

C:\Users\user\Desktop\BPMLNOBV
SB.xlsx

C:\Users\user\Desktop\BPMLNOBV
SB.xlsx

C:\Users\user\Desktop\BPMLNOBV
SB.xlsx

C:\Users\user\Desktop\FENIVHOI
KN.png

Copyright Joe Security LLC 2022

Offset

1026

1282

1322

Length Value

256 19 fd fd 7d 32 4¢ 75 fd 42
11 fd 19 45 2e fd fd fd 29
fd 19 4e fd 4d 17 fd fd fd
19 fd fd fd 37 59 fd 19 fd
47 fd 25 1f 73 1e fd 53 20
fd 1b fd fd fd 79 17 05 1e
fd fd fd fd 73 3d fd fd fd
09 fd fd 69 4b 29 6d 71 fd
93 59 4d 2b fd fd 28 fd fd
fd fd d4 55 2d 55 fd 05 08
63 fd 61 fd fd fd 19 fd fd
1d 4a fd fd 23 fd 7c 57 fd
fd 26 2f 2¢ fd fd fd fd 00
fd 51 fd 7e fd fd 77 fd 00
fd 02 Oa 25 6¢ fd fd fd fd
2b fd fd 2a fd 45 15 5d fd
fd 20 7e fd 1e fd 64 51 d1
fd 7b 46 fd fd fd fd 2¢ fd
1177 fd fd 50 fd 32 6¢ fd
24 2¢ 33 fd 55 05 41 fd
20 01 61 33 fd 25 40 6d
29 fd 09 fd 3¢ 49 21 3f fd
fd fd cc 16 35 fd fd 54 fd
fd fd fd 30 fd 68 57 fd fd
327249 fd 61 fd fd fd 4d
11 33 fd 41 fd 24 5b 5¢
6a fd 3a 40 37 fd 62 39 fd
3e fd

40 4b 36 74 65 31 59 47 50
6e 49 62 6f 34 47 63 47
4f 45 50 33 69 48 78 31
63 46 46 48 42 55 65 67
7578 52 47 6d 33 58 53

38 7b 33 36 41 36 39 38 42
39 2d 44 36 37 43 2d 34
45 30 37 2d 42 45 38 32
2d 30 45 43 35 42 31 34
423444 46 35 7d

1021 60 fd 32 1f €7 73 59 fd 35
fd fd 5e fd fd 35 55 fd fd
02 fd 5d fd fd fd 72 15 fd
fd 42 04 fd fd 1e 33 74 fd
fd 40 6e fd fd 5d 02 11 fd
15 fd 70 55 fd fd fd 00 24
fd 70 Oe fd 43 fd 5¢ fd 15
14 5d fd 11 57 fd fd fd fd
fd fd 06 15 fd 63 ad 33 fd
fd fd 51 74 fd 71 0d 62 7¢
Oc fd fd fd 25 4c fd 26 fd
57 37 fd 14 fd 0f fd 6b fd
fd fd 6f fd 24 28 fd 63 fd
fd 00 10 fd 00 41 6a fd fd
fd 70 33 fd fd 57 fd 45 5a
fd 32 fd fd 32 fd fd 6¢ fd
fd 13 fd fd fd fd fd 4a fd fd
15 fd 5b 9a 56 57 fd fd 2a
65 45 49 13 55 fd 7b fd f8
fd 25 75 fd 13 fd 14 fd Of
08 fd fd fd 46 fd 7d fd fd
fd 67 39 48 fd 31 fd 56 20
fd fd 05 6b fd 22 fd fd 45
72 fd 1b fd fd 05 fd fd fd
2e 76 fd fd fd 6b 13 fd 53
73 6d 18 fd fd fd 65 33 fd
fd 87 fd fd fd

Ascii Completion Count Source Address

}2LUB.)NM7YG%sS success or wait 1 4115FA
ys=iK)mgYM+(U-

Uca#|W&/,Q~w%I+E]

~dQ{F,wP2I$,3UA

a3%@m)<I!?

5T0h2rlaM3AS[\j:@7b9>

K6te1YGPnlbo4GcGOEP  success or wait 1
3iHx1cFFHBU
eguxRGmM3XS

41164B

{36A698B9-D67C-4E07-  success or wait 1 41167E

BE82-0EC5B14B4DF5}

*2sY55U]rB3t@n]pU$pC\ = success or wait 1 411859
JWcQtab|%

L&W7ko$(cAjp3WEZ221J

[VW*elU{%uF}g9H1V

K"Er.vkSsme3
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File Path Offset
C:\Users\user\Desktop\FENIVHOI 1026
KN.png

C:\Users\user\Desktop\FENIVHOI 1282
KN.png

C:\Users\user\Desktop\FENIVHOI 1322
KN.png

C:\Users\user\Desktop\JSDNGYCO 5
WY.mp3

Copyright Joe Security LLC 2022

Length Value

256

40

38

1021

5b fd fd fd 18 fd 72 fd fd fd [rLzrCki8n3*vM &&9ChL? success or wait 1

fd 4c fd fd 05 fd fd fd Ob
7afd fd 96 02 72 fd fd fd
43 Oe fd 6b 69 fd fd fd fd
38 fd fd fd 6e fd fd 33 2a
fd fd fd 7f fd 1f fd 18 fd 76
4d fd fd fd 20 26 26 fd Ob
39 fd 1b fd fd fd 43 fd fd
fd 68 fd 17 fd 4c 3f fd 66
fd 78 fd 11 59 fd 2d fd 35
3d 6¢ 6¢ 13 0a fd fd 2a 36
fd 69 fd 66 fd 1f fd 1d fd
02 fd 32 fd 2¢c 4f fd fd fd fd
4b 3c fd 41 fd fd 44 03 fd
6b fd 62 2a 56 33 32 1e
62 fd 19 fd 51 fd 61 fd 77
11 fd fd 2e fd 04 fd 20 2¢
61 55 48 fd fd 65 25 13 4f
fd 5d fd fd 44 fd 77 fd 77
fd fd fd 02 62 fd 16 76 fd
fd 05 09 fd 18 fd 1e 36 22
05 54 fd fd fd 44 fd 2¢ 19
fd fd fd fd fd 25 Oa fd 3c fd
fd fd fd fd 33 fd fd fd 21 fd
fd 57 88 78 26 fd fd 26 6f
73 fd 06 02 fd fd 6e 24 09
06 fd fd 6a fd fd

4b 36 74 65 31 59 47 50
6e 49 62 6f 34 47 63 47
4f 45 50 33 69 48 78 31
63 46 46 48 42 55 65 67
7578 52 47 6d 33 58 53

7b 33 36 41 36 39 38 42
39 2d 44 36 37 43 2d 34
45 30 37 2d 42 45 38 32
2d 30 45 43 35 42 31 34
423444 46 35 7d

fd 56 fd 5a fd Ob fd fd fd
51 fd 06 fd 33 57 fd 71 fd
fd 84 2f 70 7f 3c fd 45 64
1c fd Oc fd fd 62 69 4f fd
3173 1d fd 41 Ob fd fd fd
23 fd 71 fd 34 fd fd 47 6¢
57 00 9b 2b 47 48 fd d3
3b fd 01 fd 2f 08 29 76 1b
4afd 11 fdfdfd 1a 10 fd
26 fd fd 21 33 fd fd 9c 27
fd fd 5a fd 28 fd fd 7a fd
62 24 fd fd 50 02 fd fd 04
fd 2a fd 2a fd 27 fd 42 fd
66 fd 09 fd fd 26 fd 57 49
fd 01 fd 2d 4b fd 66 20 fd
6d fd 76 62 fd fd fd fd Od
fd 1b 58 67 fd 3b fd Oa 1d
fd fd 09 fd 21 fd 2f 04 51
fd fd 7f fd Of fd fd fd fd 07
fd 64 37 fd fd fd fd 75 69
fd 5e 68 fd 13 fd 15 fd 70
6a fd 29 fd fd fd fd 44 fd
1b fd 57 fd 4c fd fd 05 fd
72 43 65 2f 5f 44 13 fd 1f
4c 78 19 18 fd 36 fd 4d
1d fd fd 16 2f fd fd fd 5b
4c 3afd 19 fd 7a 2e 3a
29 fd 68 50 5f

Ascii Completion

4115FA
xY-5=ll

*6if2,0K<ADkb*V32bQa.

,aUHe%O]Dwbv6"TD,%

<3IWx&osn$j

K6te1YGPnlbo4GcGOEP  success or wait 1
3iHx1cFFHBU
eguxRGmM3XS

41164B

{36A698B9-D67C-4E07-  success or wait 1 41167E

BE82-0EC5B14B4DF5}

VZQ3Wq/p<EdbiO1sA#q success or wait 1
4GIW+GH;/)v

J&I3'Z(zb$P**'Bf&WI-Kf

mvbXg;!

/Qd7ui*hpj)DWLrCe/_DLx

6M/L:z.:)hP_

411859

Count Source Address
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File Path

C:\Users\user\Desktop\JSDNGYCO
WY.mp3

C:\Users\user\Desktop\JSDNGYCO
WY.mp3

C:\Users\user\Desktop\JSDNGYCO
WY.mp3

C:\Users\user\Desktop\KZWFNRXY
Kl.docx

Copyright Joe Security LLC 2022

Offset

1026

1282

1322

Length Value

52 fd ba fd 5d fd fd 49 fd
fd 54 2b 6f fd 24 fd 41 00
08 43 09 68 fd 73 33 fd
32 fd fd 3b 44 fd 7a fd 75
fd fd fd 1f 38 1c fd fd fd
79 fd fd fd 3d 1d fd 02 31
67 43 04 fd 07 fd fd fd fd
5ffd 31 15 7a fd 41 fd 23
1a77 70 31 09 fd fd fd fd
fd 00 fd 3d 75 fd 56 fd 7b
fd dd fd fd 6e fd 40 6d fd
27 fd 5¢ fd 77 37 01 fd fd
3dfd 17 71 fd fd 5¢ 07 fd
fd 11 72 fd 25 fd ab fd 00
fd fd fd 44 fd fd 18 fd fd fd
57 3c fd fd 49 5¢ 76 fd 24
1d fd 28 fd 53 73 1a 42
63 5b 4f 38 04 fd fd 75 fd
fd 64 48 fd 1a fd ef 00 42
52 27 3e fd 4f fd 41 78 06
fd 3a 17 74 46 fd 69 29
3273 68 89 60 fd fd fd fd
54 3¢ 41 fd fd fd fd fd 6d
7b 22 4a fd fd 37 fd fd 73
4b fd 02 fd 7b 08 15 fd 2f
fd 43 07 fd fd 5b 1e fd fd
fd fd 09 fd 2b fd 71 5d 4a
23 fd 1f

40 4b 36 74 65 31 59 47 50
6e 49 62 6f 34 47 63 47
4f 45 50 33 69 48 78 31
63 46 46 48 42 55 65 67
7578 52 47 6d 33 58 53

38 7b 33 36 41 36 39 38 42
39 2d 44 36 37 43 2d 34
45 30 37 2d 42 45 38 32
2d 30 45 43 35 42 31 34
423444 4635 7d

256

1021 05 fd 7f 12 fd 3¢ fd 57 56
fd 05 fd fd 72 fd 5d 4e 7d
22 fd 7c 11 fd fd fd fd 00
7a 3e fd fd fd 1f 45 3d 35
1a 38 fd 78 fd 4e 04 fd 54
75 fd fd 61 fd 3b 4c fd fd
6e fd 1c 41 5a fd fd 1b fd
17 54 33 fd 4b 6e 50 43
fd fd 6¢ fd 4d 47 fd fd 3d
69 fd 2e 20 33 fd 10 fd fd
fd fd fd 21 fd 3f fd 38 fd
3c 67 fd fd 55 fd Ob fd fd
91 fd 3b 44 fd 42 fd fd 3a
fd 11 6f 5¢ fd fd fd fd fd fd
73 fd c9 7e fd 70 fd fd fd
61 fd 50 fd 17 fd fd 4d fd
fd fd fd fd 79 65 45 fd fd
02 fd 73 fd 77 54 Oa fd 15
fd 4d fd fd fd 5b fd 32 fd
fd fd fd fd 3b 7a 7d fd 46
79 fd 67 fd fd 4e 01 fd fd
1d 02 57 06 fd 69 44 50
fd fd 18 57 61 5a fd fd 59
fd fd 7b 73 76 34 01 fd fd
fd fd 1a fd 18 5e fd 1e fd
43 fd 2d fd 62 74 47 fd 50
fd 1c 61 fd fd 18 1c 19 6¢
4c 3b 41 fd

Ascii Completion Count Source Address

R]T+0$AChs32;Dzu8y=1 success or wait 1 4115FA
gC_1z#twpl=

uV{n@m'\w7=q\r%DW<I\

v$(SsBc[8u

dHBR'>OAX:tFi)2sh' T<A

m{"J7sK{/Cl+q]J#

K6te1YGPnlbo4GcGOEP  success or wait 1
3iHx1cFFHBU
eguxRGmM3XS

41164B

{36A698B9-D67C-4E07-  success or wait 1 41167E

BE82-0EC5B14B4DF5}

<WVrIN}'|z>E=58xNTua; success or wait 1 411859
LnZT3KnPCIMG=i. 3!?

8<gU;Do\s~paPMyeEsw

T

M[2;z}FygNWiDPWaZzZY{s

v4rC-btGPalL;A
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File Path

C:\Users\user\Desktop\KZWFNRXY
Kl.docx

C:\Users\user\Desktop\KZWFNRXY
Kl.docx

C:\Users\user\Desktop\KZWFNRXY
Kl.docx

C:\Users\user\Desktop\KZWFNRXY
Kl.png

Copyright Joe Security LLC 2022

Offset

1026

1282

1322

Length Value

256 fd 7376 70 31 11 fd 67 fd
1e fd fd 4b 3a 28 fd 72 fd
74 fd fd 2d fd 27 28 24 fd
1f 27 fd 35 7e 6b 24 14 fd
fd fd 59 fd 5e 59 29 4f Oe
12 fd fd 54 fd 3e 10 fd fd
50 3d 6a fd 50 fd fd 2f fd
fd fd 66 79 63 fd 03 78 fd
fd 31 fd 1b fd fd fd fd fd
2c fd 2d fd 5e fd fd fd 35
1f fd fd fd 2e fd 06 34 Oe
64 fd 3e 0d 59 fd fd fd 74
fd fd fd fd fd 47 20 3e fd
fd fd fd 11 fd fd fd 04 71
3a 43 3f 21 fd 02 70 65 fd
fd fd fd fd 6e fd 3b fd 33
5d fd fd 76 fd 4e fd fd Ob
58 fd 5f fd fd 4b 36 9f fd
54 fd fd 33 fd 01 fd 74 fd
51 04 fd fd fd 48 62 55 fd
36 bd fd 34 7a fd 48 1b
42 fd 65 fd 48 05 42 4a
13 fd 14 fd 42 41 fd fd 20
fd 42 07 fd 4b 77 52 5a
5c¢ fd Oa fd 3b 35 1e fd fd
34 5e fd 37 fd fd 64 fd 2e
fd fd fd e2 fd fd 08 4d fd
fd fd 1b

40 4b 36 74 65 31 59 47 50
6e 49 62 6f 34 47 63 47
4f 45 50 33 69 48 78 31
63 46 46 48 42 55 65 67
7578 52 47 6d 33 58 53

38 7b 33 36 41 36 39 38 42
39 2d 44 36 37 43 2d 34
45 30 37 2d 42 45 38 32
2d 30 45 43 35 42 31 34
423444 46 35 7d

1021 fd fd 47 fd 79 Oe fd 45 fd
fd fd Oe 2c fd ad 65 fd 47
56 6b 4f 6b 18 fd fd 7e 11
0Ob 72 fd 3d fd fd 33 52 fd
1b 73 fd 34 4d fd 3b 35 fd
fd fd fd fd 51 49 53 fd Oc
fd 03 78 1d fd fd 5e 2d 48
58 fd fd fd fd fd fd 19 fd fd
01 fd 2b fd fd 01 65 1a 39
fd 46 35 40 47 46 fd 14 fd
fd fd 29 6f 36 fd fd 27 5¢
31 fd 46 1d fd 52 1c fd 2¢
6e Oc 88 24 41 fd 28 1a
fd fd 65 fd 4e 33 45 01 Of
fd fd 61 6f 43 20 fd Of fd
17 5b 88 fd 4e 7¢ 57 fd
61 fd 63 fd 5a 17 fd fd 62
fd fd 30 3a 08 fd 31 38 38
4167 fd 69 13 10 78 fd
28 74 3a1a 74 fd 43 fd
4516 fd 47 fd 3d fd 3a fd
94 fd 34 07 72 2a fd fd 4c
71 fd fd fd fd 03 fd 69 04
fd 7b ab Oe 51 fd fd 75 5¢
fd 21 1e fd 60 fd fd fd 70
14 24 fd fd fd fd 3f 17 5d
fd 46 fd fd fd 4b fd 76 75
37 06 fd 32 fd fd

Ascii Completion Count Source Address

svp1gK:(rt- success or wait 1 4115FA
'($5~k$YAY)OTP=jP/f

ycx1,-15.4d>YtG

>q:C?lpen;3JvN

X_K6T3tQHbU64zHBHB

JBA BKwZ\;54"7d.M

K6te1YGPnlbo4GcGOEP  success or wait 1
3iHx1cFFHBU
eguxRGmM3XS

41164B

{36A698B9-D67C-4E07-
BE82-0EC5B14B4DF5}

success or wait 1 41167E

GyE,eGVkOk~r=3Rs4M;
5QISx"-HX+e
9F5@GF)06"\1FR,n$A(eN
3EaoC [N|
WacZb0:188Agix(t:tCEG
=4r*Lqi{Qu\I'p$?]FKu72

success or wait 1 411859
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File Path

C:\Users\user\Desktop\KZWFNRXY
Kl.png

C:\Users\user\Desktop\KZWFNRXY
Kl.png

C:\Users\user\Desktop\KZWFNRXY
Kl.png

C:\Users\user\Desktop\KZWFNRXY
Kl.xlsx

Copyright Joe Security LLC 2022

Offset

1026

1282

1322

Length Value

256

40

38

1021

4f fd fd 02 fd 33 3a 45 fd
fd 46 51 fd fd fd 6f fd fd fd
37 fd 03 fd fd fd 1d 71 6e
26 4a fd 7b fd 45 fd fd fd
fd fd fd 67 04 fd fd fd 02
fd 42 2e 00 1f 22 fd 76 fd
50 fd fd fd fd 28 57 fd fd
79 7b fd 6a fd 04 fd 43 64
fd fd 29 fd fd 1a 31 7a Oa
1c 2e fd 6a 25 46 58 fd fd
2c fd 45 fd fd fd fd fd fd fd
73 fd fd 41 fd 6f 18 fd 1c
fd fd 27 fd fd fd fd 19 fd
47 fd 6b fd fd 24 fd fd 66
fd fd fd 40 19 fd fd Of fd
1d 4b fd fd fd 4b fd fd 40
fd 4b 1f 53 fd 2a ac fd 51
4b fd 58 53 fd fd e0 fd 29
6e 13 40 1c fd 6¢ fd 65
5b 61 fd 71 72 68 41 fd fd
78 61 ba 47 13 29 21 fd
52 15 fd fd fd fd 21 57 fd
fd fd 46 03 fd 66 08 63 29
fd fd fd fd 7e fd fd 36 2a
7a fd 20 26 fd fd 59 fd 4a
70 16 fd 22 23 4b 7a fd
35 fd 12 fd 4d 6d fd 5a 54
4218 fd

4b 36 74 65 31 59 47 50
6e 49 62 6f 34 47 63 47
4f 45 50 33 69 48 78 31
63 46 46 48 42 55 65 67
7578 52 47 6d 33 58 53

7b 33 36 41 36 39 38 42
39 2d 44 36 37 43 2d 34
45 30 37 2d 42 45 38 32
2d 30 45 43 35 42 31 34
423444 4635 7d

fd 60 fd Oe 7c fd 40 fd 64
2e 22 fd fd 38 18 fd 6e 2d
fd 55 51 62 55 fd fd b2 1b
5d fd 78 fd fd fd 7e fd 7e
fd 68 fd 46 1c fd fd 74 1f
64 fd fd fd fd fd 43 fd fd
71 2d 7f 2b 52 35 fd fd 06
fd 35 fd 59 08 fd fd fd 71
58 fd 63 fd fd 39 fd 71 17
fd 08 5a 78 8a 78 fd fd 13
62 fd fd fd 71 fd 37 77 fd
5d 6d fd fd 39 11 03 fd 37
06 01 fd 18 fd fd 58 fd 22
fd fd 26 7a fd 05 fd 47 fd
1e 2¢c 4a 71 fd 69 32 fd fd
fd 3a 10 fd fd 5¢ 78 fd fd
2a fd 1f fd fd 26 fd 6b fd
fd 52 fd fd 6d 42 27 fd e4
4e fd fd 29 fd 2e 2e 27 59
fd 40 66 17 44 52 51 fd
53 50 40 83 Oc 2e 88 12
60 65 58 1b 1b fd d5 fd
42 fd 13 53 fd fd 34 07 49
33 fd 01 5a 1c 06 fd 6¢ fd
18 fd 09 fd fd fd fd 16 fd
3b 27 74 Oe 61 5d fd 2a
17 76 fd fd fd 6b fd 26 e2
26 fd 57 51

Ascii Completion

O3:EFQo7qn&J{EgB."vP( success or wait 1
WyjCd)1.j

%FX,EsA0'Gk$f@KK@K

S*QKXS)n@le[

aqrhAxaG)!R!WFfc)~6*z

&Yp"#Kz5MmZTB

4115FA

K6te1YGPnlbo4GcGOEP  success or wait 1
3iHx1cFFHBU
eguxRGmM3XS

41164B

{36A698B9-D67C-4E07-
BE82-0EC5B14B4DF5}

success or wait 1 41167E

’|@d."8nUQbU]x~~hFtdC = success or wait 1
g-+R55YgX

cqZxxbq7wlm97X"&zG,J

qgi2:\x*&kR

mB'N)..'Y@fDRQSP@. e

XBS413Zl;'ta]*vk&&WQ

411859
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File Path

C:\Users\user\Desktop\KZWFNRXY
Kl.xlsx

C:\Users\user\Desktop\KZWFNRXY
Kl.xlsx

C:\Users\user\Desktop\KZWFNRXY
Kl.xlsx

C:\Users\user\Desktop\LTKMYBSE
YZ.docx

Copyright Joe Security LLC 2022

Offset

1026

1282

1322

Length Value

256

40

38

1021

fd 6b 2c fd fd 74 71 fd fd
2179 fd fd fd fd 51 71 fd
96 2d 28 38 4d fd 51 fd
42 fd fd 48 11 fd 22 fd 56
fd 60 6¢ fd 67 fd fd 7a fd
7c fd 27 fd 43 41 fd 5c¢ fd
fd 14 67 77 fd fd 3d fd 07
7377 1e 4d fd 3f 74 fd 74
fd 4f 3d fd fd 4e 2c 49 fd
7d fd fd fd 2¢ 75 0d 44 55
27 16 fd fd fd 91 1f fd 5d
77 2b 46 fd fd 3¢ 37 fd 37
fd fd 35 fd fd 34 fd 5d fd
49 fd 5a 48 fd 03 10 35
15 34 5c¢ fd 27 fd 44 5e
3a fd 27 fd fd fd 00 fd 2d
47 fd 0a 61 00 29 fd 31 fd
5f fd fd 3f fd 3b fd 5b fd Of
fd 49 21 58 33 16 fd 6e
38 16 7d 62 6f 22 32 74
fd 04 fd fd fd 6a 02 10 fd
fd 79 4d fd fd 7e 7d fd fd
24 fd 53 78 79 fd fd 35 Of
4e fd 01 fd 6f 33 42 6d fd
fd fd 34 23 50 49 fd 6¢ fd
fd 24 fd fd 20 9e 7a 7¢ Of
77 fd 21 fd 3a fd 3b 58 fd

4b 36 74 65 31 59 47 50
6e 49 62 6f 34 47 63 47
4f 45 50 33 69 48 78 31
63 46 46 48 42 55 65 67
7578 52 47 6d 33 58 53

7b 33 36 41 36 39 38 42
39 2d 44 36 37 43 2d 34
45 30 37 2d 42 45 38 32
2d 30 45 43 35 42 31 34
423444 46 35 7d

40 3¢ 32 20 fd fd fd 3e 50
fd fd fd 38 fd 51 72 fd 48
fd 6a 56 fd 75 fd 34 21 fd
61 fd fd 7c fd fd 08 fd fd
47 fd 21 00 fd fd 6e fd 5d
fd 04 02 fd fd 04 fd fd fd
58 44 6f fd fd 6f fd 2d 4d
fd fd 25 fd 1f 54 fd 5b fd
50 12 fd 45 7b 32 fd fd 55
7e fd 1a 56 7f 5d 68 7d
2a0d 76 41 16 47 52 11
05 fd 53 fd 2c 48 fd fd Oe
61 fd fd fd 3a 1c fd 14 fd
fd 3d fd 17 35 1c fd fd 32
5d 02 2f fd 1b fd 32 43 11
fd fd fd 49 07 39 02 2f fd
00 66 03 fd fd fd fd 9b 76
fd 38 02 68 5f 19 3a 23 fd
fd 64 fd 68 4b fd fd fd fd
16 73 fd fd f4 fd 2f 10 6b
fd 75 fd fd 41 62 fd Oe 6¢
fd 76 7e fd fd fd 2a 2f 76
fd fd 22 31 fd fd 1b fd fd
fd 3d fd fd fd 25 Oc fd 2b
fd 36 47 11 fd 07 05 fd 70
2f 78 Ob fd 22 5f fd fd fd
fd 35 27 fd 56 fd 65 fd fd

Ascii Completion Count Source Address

ktqlyQ- success or wait 1 4115FA
(8BMQBH"V'Igz|'CA\gw=w

M?

#tO=N, |}, uDU"\w+F<7754]

1ZH54\'D*:-Ga)1_?;

[11X3n8}bo"2tjyM~

}$Sxy5NoBm4#PII$

zw!;X

K6te1YGPnlbo4GcGOEP  success or wait 1
3iHx1cFFHBU
eguxRGmM3XS

41164B

{36A698B9-D67C-4E07-  success or wait 1 41167E

BE82-0EC5B14B4DF5}

@<2 success or wait 1 411859
>P8QrHjVu4!a|G!n]XDoo-

M%T[

PE{2U~V]h}*vAGRS,Ha:

=52]/2C19/

fvh_:dhK/kuAblv~*/"1=%

+6Gp/x"_5'Ve
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File Path Offset
C:\Users\user\Desktop\LTKMYBSE 1026
YZ.docx

C:\Users\user\Desktop\LTKMYBSE 1282
YZ.docx

C:\Users\user\Desktop\LTKMYBSE 1322

YZ.docx

C:\Users\user\Desktop\NEBFQQYW 5
PS.png

Copyright Joe Security LLC 2022

Length Value

256 fd 28 67 fd fd 47 79 34 54
4d 65 3c fd 39 53 fd 69
0d fd 63 fd 71 fd 3c fd Of
fd fd fd fd 3a 43 fd fd 7f fd
0f 63 fd 4b 7a 17 5d 2d
4a fd 1c 42 6d fd 38 6e Of
fd fd 6a 4f Ob 59 fd 22 79
24 51 76 58 fd fd 6f 46 2b
2a 34 fd fd 64 67 fd fd 01
56 66 68 73 1c fd 06 fd fd
22 00 5d 30 3d fd fd 58
3b 37 3¢ 18 fd 58 61 3¢
5a fd 27 fd fd 3f 17 49 19
12 8b fd 1c fd fd fd 50 7¢
fd 1f fd 57 51 60 fd fd 1a
fd 6b fd fd fd 4c 6d fd 2f
56 fd Oc 53 11 6b fd fd fd
3e 35 fd fd ad 7d fd fd 21
2e fd fd fd 0a 7b fd 1b 1f
40 62 02 fd 4c 24 fd 5e
3145dafd 48 fd 71 54
63 fd fd 43 fd 6¢ fd df fd fd
54 4b 2e 5a 74 5e 79 72
44 53 6d fd 55 fd 35 1b fd
32 31 fd fd 55 1b 1c 47
19 6a fd 1d 70 fd fd fd 53
64 fd 5f 65 Oe fd fd e8 ed
ae fd

40 4b 36 74 65 31 59 47 50
6e 49 62 6f 34 47 63 47
4f 45 50 33 69 48 78 31
63 46 46 48 42 55 65 67
7578 52 47 6d 33 58 53

38 7b 33 36 41 36 39 38 42
39 2d 44 36 37 43 2d 34
45 30 37 2d 42 45 38 32
2d 30 45 43 35 42 31 34
423444 46 35 7d

67 fd fd 1f fd 3c 39 fd 74
47 38142209 fd 21 12
22 03 3c fd 45 fd fd fd fd
06 fd 60 43 25 10 fd fd fd
27 fd 1d fd fd fd 69 fd fd
fd 7¢ 07 11 fd fd fd 2b 38
fd 4f 70 Oc fd 89 7¢ fd fd
32 7a 66 fd 3f fd fd 19 1b
fd 2¢ fd fd fd 2e 7¢ 53 fd
77 fd fd Oc fd fd 1a 40 47
fd 44 fd fd 45 fd fd 7c fd fd
fd fd fd fd 71 fd 7d 27 02
fd fd 42 27 fd 00 10 4f 22
24 fd 4¢ 59 fd fd fd 4f fd
36 1d 35 Oe fd 02 16 fd
76 5b 5f 43 fd fd fd 2d fd
fd fd 67 58 1a 02 38 75
25 65 14 58 50 fd fd fd 76
70 61 2e fd fd fd 16 54 fd
fd fd 07 fd 58 fd 18 fd 17
7e 6¢ 1c 7d fd fd 36 28 fd
04 fd 0a 13 fd fd 68 76 fd
3d fd 58 fd fd 2a fd 99 49
fd fd 33 1e fd fd fd 70 75
58 3d 5e fd fd fd 3b fd 77
fd fd Of 63 2e 07 19 fd 6e
7a 25 2a fd 4b fd 2f 17 09
fd 51 fd

1021

Ascii Completion Count Source Address

(gGy4TMe<9Sicg<:Ccz]-  success or wait 1 4115FA
JBmM8njOoY"

y$QvXoF+dgVfhs"|0=X;7

<Xa<Z'?l;

P|WQ'kLm/VSk>5}!.

{@bL$"HqTcCl

TK.Zt"yrDSmU521UGjpS

de

K6te1YGPnlbo4GcGOEP  success or wait 1 41164B
3iHx1cFFHBU

eguxRGmM3XS

{36A698B9-D67C-4E07-  success or wait 1 41167E

BE82-0EC5B14B4DF5}

g<otGs"!" success or wait 1 411859
<E’C%!i|+80p|2zf?,.|S

W@GDE|q}'B'O"$LYO65v

[_C-gX8u%eXPvpa.TX~I}

(hv=X*I3puX="wc.nz%

*KQ
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File Path

C:\Users\user\Desktop\NEBFQQYW
PS.png

C:\Users\user\Desktop\NEBFQQYW
PS.png

C:\Users\user\Desktop\NEBFQQYW
PS.png

C:\Users\user\Desktop\NWTVCDUM
OB.xlsx

Copyright Joe Security LLC 2022

Offset

1026

1282

1322

Length Value

256

40

38

1021

3e fd fd 44 65 48 Ob 3a
36 fd 2b fd fd fd 76 30 56
73 72 fd 1f fd bb 65 fd fd
40d7 1cd146 17 fd 24
2b 2b 32 0d 73 5f fd 65
44 3c 36 fd 51 fd Oe fd fd
08 fd fd fd 06 fd 05 fd fd
79 fd 14 fd fd fd 38 5¢ 47
57 20 3f 12 fd 01 fd fd fd
6b fd fd 25 18 73 16 3c fd
0Ob 73 29 b5 fd fd 32 fd 06
01 2d fd 26 fd fd fd fd Oe
fd fd 3e fd 1f 18 fd fd fd
2336 fd fd 10 14 fd fd 15
4f fd f2 00 fd 01 fd a9 40
2d 17 1e fd fd 68 fd 08 fd
09 fd fd 7e 083 fd fd fd 28
03 4d fd 11 fd 2f 50 fd 79
60 fd fd 2f 05 14 fd 63 1a
fd 74 51 34 fd 2e fd 12 fd
fd fd 3d Oc 64 10 fd fd 49
fd 22 73 Oe 3f fd 61 4a 75
fd 2e fd fd fd fd fd 58 fd
38 fd fd fd 75 fd 5a fd fd
4e 17 fd fd 03 51 fd fd fd
fd 6e fd fd 2a fd 41 fd 12
5e fd 1e 5e 4a fd fd fd 73
1d 4d

4b 36 74 65 31 59 47 50
6e 49 62 6f 34 47 63 47
4f 45 50 33 69 48 78 31
63 46 46 48 42 55 65 67
7578 52 47 6d 33 58 53

7b 33 36 41 36 39 38 42
39 2d 44 36 37 43 2d 34
45 30 37 2d 42 45 38 32
2d 30 45 43 35 42 31 34
423444 46 35 7d

de fd 52 36 fd fd 9e fd 3¢
Ob fd 3f fd fd 57 fd fd 58

fd 07 fd 55 14 Oc fd 4b fd
19 6f 01 6e fd fd 48 5¢ fd
fd fd fd fd fd dO 28 fd fd

2c 5b 48 4b fd fd 05 6e fd
02 3d fd 30 fd fd fd 7¢c 59
fd fd 17 16 41 fd 5a fd fd
3a 07 fd 36 25 fd 1c fd 41
7a 01 fd Ob fd 7b fd 70 fd
fd 11 Oc b4 39 1b fd 0f 79
fd 4f fd Oa 58 5b 03 fd fd
56 fd 75 50 fd 30 fd 01 11
51 fd c0 77 6d fd 2d fd fd
55 fd fd fd 2a 69 6f 46 fd
fd fd 38 fd 12 1e fd 30 fd
Oa fd fd fd fd 7c 51 67 4c
62 fd Ob 75 fd fd fd fd 6d
fd fd 67 fd fd 15 fd fd 65

1cfd fd 76 fd fd fd 7a fd

5b fd fd 62 fd 51 1d 56 fd
fd 4d fd fd 22 4f fd 67 fd

67 fd 1e fd 08 76 fd 2e 18
fd fd fd 70 fd 55 fd 70 00
1e 6b fd 7f 5d 3f 78 fd 42
fd Oc 2f fd fd fd fd fd fd fd
fd 92 ca 19 6e 6b 76 7d

Ascii Completion

>DeH:+v0Vsre@F$++2s
_eD<6Qy8\GW ?
k%s<8)2-&>#60@-h~
(M/Py*/ctQ4.=1"s?
aJu.X8uZNQn*AMJsM

success or wait 1 4115FA

K6te1YGPnlbo4GcGOEP  success or wait 1
3iHx1cFFHBU
eguxRGmM3XS

41164B

{36A698B9-D67C-4E07-
BE82-0EC5B14B4DF5}

success or wait 1 41167E

R6<?WXUKonH\(,
[HKn=0|YAZ:6%Az{
p9yOX[VuPOQwm-
U*ioF0|QgLbumgev
z[bQVM"Oggv.pUpk]xBn
kv}

success or wait 1 411859
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File Path

C:\Users\user\Desktop\NWTVCDUM
OB.xIsx

C:\Users\user\Desktop\NWTVCDUM
OB.xlsx

C:\Users\user\Desktop\NWTVCDUM
OB.xlsx

C:\Users\user\Desktop\QNCYCDFI
JJ.mp3

Copyright Joe Security LLC 2022

Offset

1026

1282

1322

Length Value

256

40

38

1021

fd 40 fd fd 44 fd fd fd fd
3a6e 61fd 67 61fd 1a
20 54 fd 70 7a fd fd fd 10
fd fd 51 Ob fd 20 fd 7c fd
6e fd 12 fd 3e fd 59 fd 9d
20 1e 69 fd fd 0a 16 fd fd
58 69 43 fd fd 1c fd 04 fd
fd fd Oe fd fd 04 fd fd 7a
29 fd 16 31 fd fd fd 29 37
57 fd 1f 22 fd 5f fd fd fd 38
1e 39 fd fd 23 fd fd fd d4
fd fd fd 1d fd 3a fd fd fd
5b fd 74 22 49 78 33 2e
fd fd fd 51 03 66 74 fd fd
fd 3d 49 76 fd fd 3b fd fd
fd fd 64 7d fd fd 4f fd 19
fd 73 4a 41 53 55 62 75
fd 14 41 fd fd 24 54 fd 1a
58 40 2e fd 28 02 fd 65
37 fd fd 38 Oa 69 fd fd 02
6e fd 38 fd fd fd 21 fd 57
fd 6b 56 76 10 fd fd fd 1d
fd fd 4f fd 43 15 fd 4c fd fd
fd 76 c0 59 7a fd 22 fd fd
fd 4b fd fd 07 fd 36 37 66
fd 42 d7 fd fd 4e 11 6c 69
fd fd 54 54 53 7e 69 3¢
41 1b 08 39 fd 4f

4b 36 74 65 31 59 47 50
6e 49 62 6f 34 47 63 47
4f 45 50 33 69 48 78 31
63 46 46 48 42 55 65 67
7578 52 47 6d 33 58 53

7b 33 36 41 36 39 38 42
39 2d 44 36 37 43 2d 34
45 30 37 2d 42 45 38 32
2d 30 45 43 35 42 31 34
423444 46 35 7d

fd 6f 03 77 46 fd 31 fd 79
6b 58 fd 3b 1a fd 00 fd fd
70 fd 35 08 fd 38 fd 0d 21
5b 11 fd 12 fd 4f 74 fd 34
fd 26 59 22 58 {2 fd 52 fd
72 2e 56 fd fd 36 35 fd fd
64 12 fd 1e 20 Oe fd 4b fd
fd fd fd 73 fd fd 49 32 fd
90 6d 50 fd ¢7 fd 7c 15 5b
fd fd 46 79 fd 04 e1 fd fd
26 fd fd 40 3a fd 64 Ob fd
69 fd 33 fd 29 1a 28 fd Ob
fd fd 04 Of fd 65 6d fd fd
74 4160 fd 16 70 fd fd 45
fd fd 78 2b 6f 74 fd fd 70
67 fd fd fd fd 52 fd 23 2d
fd fd 40 fd fd 6¢ 2e fd 58
28 04 06 fd 24 78 fd 6f fd
fd 03 fd fd fd 68 5b fd 3b
fd fd 13 5d fd fd 5f fd 7e
Oe 1c fd 39 1b fd 17 fd 22
4c 54 29 fd fd 05 4b 18 fd
fd fd 66 fd 4b 1a fd 3a 08
60 fd 4b 38 34 33 fd 5e Of
04 fd 2f 4a fd fd 70 04 53
fd 37 fd Oe fd fd d9 51 fd
71fdfd 1279

Ascii Completion

@D:nag TpzQ |n>Y
iXiCz)1)7W"_89#:
[t"Ix3.Qft=Iv;d}OsJASUbu
ASTX@.
(e78in8!WKVVCLVYZ"K67
fBNIITTS~i<A90

success or wait 1 4115FA

K6te1YGPnlbo4GcGOEP  success or wait 1
3iHx1cFFHBU
eguxRGmM3XS

41164B

{36A698B9-D67C-4E07-
BE82-0EC5B14B4DF5}

success or wait 1 41167E

owF1ykX;p58!
[Ot4&Y"XRr.V65d Ks
12mP|[Fy&@:di3)

(emtO’ pEx+otpgR#-
@I.X$oh[;_~9LT)KK: K84
3*JpS7Qqy

success or wait 1 411859
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File Path

C:\Users\user\Desktop\QNCYCDFI
JJ.mp3

C:\Users\user\Desktop\QNCYCDFI
JJ.mp3

C:\Users\user\Desktop\QNCYCDFI
JJ.mp3

C:\Users\user\Desktop\RAYHIWGK
DlI.pdf

Copyright Joe Security LLC 2022

Offset

1026

1282

1322

Length Value

256

40

38

1021

78 5b 26 fd 54 fd fd 60 fd
57 fd fd fd 4b 36 76 89 73
5b 5f 04 fd 1b 57 fd fd 62
79 fd 03 fd 01 fd 6d fd fd
fd fd fd fd 02 52 3d 56 fd
Oc 01 23 fd 6¢ 02 26 fd
52 13 4b fd 5b 09 25 14
5c¢ 14 fd Ob fd 30 00 36
73 2f fd fd fd fd fd 5¢ fd fd
5d fd fd 5b 20 Oe 58 29 fd
fd 10fd 71 53 fd 72 6d 7e
26 fd fd 65 fd fd 5b 56 fd
11fd 79 14 fd 77 fd 3b Ob
5e 78 fd fd 63 fd 49 fd 45
7e 57 fd 05 3b fd 1a 5f fd
fc 17 fd fd fd 20 5¢ 53 1c
0248 77 61 07 fd fd fd 47
30 fd 47 fd fd 1c 27 fd fd
7e fd fd 1f fd 65 34 fd fd
3e 71 29 fd fd 02 34 7f 42
06 Ob 28 42 fd Of fd fd 41
fd 4a 1b 5¢ 01 Oe fd fd 7d
68 fd 1b 25 fd d3 12 46 fd
6e 5a fd 34 fd 4d fd 32 27
12 fd 33 10 40 42 fd 27 6f
24 5377 7b c2 fd 67 fd
00 76 fd 08 fd 02 fd

4b 36 74 65 31 59 47 50
6e 49 62 6f 34 47 63 47
4f 45 50 33 69 48 78 31
63 46 46 48 42 55 65 67
7578 52 47 6d 33 58 53

7b 33 36 41 36 39 38 42
39 2d 44 36 37 43 2d 34
45 30 37 2d 42 45 38 32
2d 30 45 43 35 42 31 34
423444 46 357d

57 fd fd 6d fd fd fd fd 44 fd
1d 75 16 42 fd 79 fd 65 fd
fd fd c2 4d 72 fd 7b Ob fd
59 44 14 fd fd fd fd 07 5¢
6e 19 22 6b 40 74 48 fd
fd fd fd fd 59 20 11 fd 33
55 6e 7a 49 51 2f fd 40 fd
26 fd fd 2b 5f 24 fd 12 fd
40 fd fd fd Ob 00 fd fd 5f
fd fd fd Oa fd 22 fd fd fd
44 27 fd fd 55 19 fd fd fd
5120 23 fd fd 0f 65 02 fd
fd fd 18 fd 74 fd fd 64 2b
fd fd fd 3e 36 fd 24 40 1c
fd fd 6a 14 fd 00 64 fd 53
fd 2e fd 71 fd fd 64 1c fd
fd 27 5e fd 06 1d Ob fd 40
fd 41 fd 33 c9 23 7f fd fd
1237 2f 13 fd fd fd 1b fd
3a fd 57 fd 76 4a fd fd 55
1afd 0d 7c 06 fd 7a 38
74 57 fd fd fd fd 7a 0a 72
1d fd fd 68 fd 74 49 fd fd
3f 19 fd Oc 05 37 1a 74
21 fd fd fd fd fd 03 fd Oa
20 45 07 fd fd 58 fd fd 36
44 9f fd 25 68 fd 7d 31 fd
fd 10 fd

Ascii Completion

X[&T"WK6vs[ WbymR=V  success or wait 1 4115FA
#I&RK[%\06s\][

X)qSrm~&[Vyw; clE~W;_

\SHw

aG0G'~e>q)4B(BAJ\th%

FnZ4M'3@B'o$Sw{gv

K6te1YGPnlbo4GcGOEP  success or wait 1 41164B
3iHx1cFFHBU

eguxRGmM3XS

{36A698B9-D67C-4E07-  success or wait 1 41167E

BE82-0EC5B14B4DF5}

WmDuByeMr{YD\n"k@tH success or wait 1 411859
Y 3UnzIQ/@&

+_$@_"D'uQ

#etd+>$@jdS.qd""@A3

#7/:WvJU|z8tWzrhtl?7t!

X6D%h}
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File Path

C:\Users\user\Desktop\RAYHIWGK
DlI.pdf

C:\Users\user\Desktop\RAYHIWGK
DI.pdf

C:\Users\user\Desktop\RAYHIWGK
DI.pdf

C:\Users\user\Desktop\SFPUSAFI
OL.mp3

Copyright Joe Security LLC 2022

Offset

1026

1282

1322

Length Value

256

40

38

1021

fd 41 fd fd 5a 08 fd fd fd
fd 5¢c 69 fd 62 78 fd 12 fd
7c fd 27 Oe fd 72 fd fd 2b
4b fd 59 fd 5f 4e fd fd 5a
fd fd fd fd 37 16 fd fd fd
49 e4 67 fd 3f fd fd 4c 10
fd 49 30 fd 45 22 fd 11 3e
fd 3d 4e fd Oc 64 1c 5a
94 33 fd fd 20 21 54 fd 5a
4c fd fd fd 34 fd fd fd fd fd
1d 13 04 3e 18 fd 3a fd
1c 2b fd 43 21 2b 40 fd 3f
fd 39 23 fd fd Oe 48 37 fd
fd 19 08 4a Oc fd fd fd fd
26 5b 69 75 fd 4f fd fd 3d
3c 17 fd 7b 02 02 fd 0d fd
09 fd fd fd fd fd fd fd fd 56
fd Of fd fd Oc 76 fd 3d fd
18 6b 7a 15 fd fd fd 02 1a
6a 1d fd 16 fd 11 Oc 70 fd
26 53 53 76 40 fd 4b 30
fd fd fd ad 6b 03 35 71 1c
fd fd 75 5d 46 fd fd fd 40
fd 50 61 1b fd 08 fd fd 15
03 fd Oe 47 fb fd 01 5b fd
5b fd 2e 43 79 fd Oc fd 24
76 5d 11 fd 60 24 fd 77 fd
6b 1b fd

4b 36 74 65 31 59 47 50
6e 49 62 6f 34 47 63 47
4f 45 50 33 69 48 78 31
63 46 46 48 42 55 65 67
7578 52 47 6d 33 58 53

7b 33 36 41 36 39 38 42
39 2d 44 36 37 43 2d 34
45 30 37 2d 42 45 38 32
2d 30 45 43 35 42 31 34
423444 46 35 7d

fd 64 32 76 fd fd fd 37 fd
fd fd 6f 74 2a 23 fd 75 36
18 10 fd fd fd fd 09 15 6d
fd 54 8e 3d Oe fd 60 60 fd
17 fd fd 27 39 5f fd 64 76
fd fd 73 7f fd 01 fd 6d 32
fd fd 53 2f 0a fd 48 1c 1d
fd 64 fd fd 67 53 15 65 fd
2c¢ 1560 1d fd fd fd 09 fd
14 12 fd 5e 49 fd 2f fd fd
eb 34 fd 31 fd 32 17 fd fd
28 fd f7 fd 4d fd 13 fd 73
fd 36 09 7f 28 fd 78 fd fd
19 fd fd 59 25 55 28 fd fd
2316 32 fd Oe 75 45 fd fd
32 fd 18 fd fd fd 16 fd fd
26 fd 24 fd 4c fd 64 30 60
02 fd fd 3c fd fd fd 26 37
fd fd 7a fd 18 32 fd 10 41
60 fd fd fd 67 Oc fd 28 fd
9a fd 18 fd fd 2f 5b fd 3a
fd 19 fd 17 42 fd 3c fd 36
23 fd fd fd fd 26 36 7a 63
fd 09 59 fd fd 7b fd fd 2a
0d e5 fd fd fd fd fd 57 7d
fd fd fd 52 fd fd fd 19 3a
fd 3f fd 8a 04 fd 02 43 6a
7c

Ascii Completion

AZ\ibx|'r+KY_NZ71g?
LIOE">=NdZ3
ITZL4>:+Cl+@?94#H7J&
[iluO=<{Vv=
kzjp&SSv@0k5qu]F@Pa[
[.Cy$v] $wk

success or wait 1 4115FA

K6te1YGPnlbo4GcGOEP  success or wait 1
3iHx1cFFHBU
eguxRGmM3XS

41164B

{36A698B9-D67C-4E07-
BE82-0EC5B14B4DF5}

success or wait 1 41167E

d2v7ot*#ubmT="9_dvsm success or wait 1 411859
28/dgSe,

“A412(MsB(xY%U(#2uE2

&$Ld0"<&7

z2A'g(/[:B<6#&6zcY{*W}:

2Gj|
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File Path Offset Length Value Ascii Completion Count Source Address Symbol
C:\Users\user\Desktop\SFPUSAFI 1026 256 fd fd fd fd fd 70 78 60 03  px 388[)JT(3ddhfD=z@.5 success or wait 1 4115FA WriteFile
OL.mp3 3306 fd 38 Oe fd fd fd 13  9HY|mh{K

fd fd fd Ob fd fd 27 38 fd  Uxv$>HH*aO6YLUW>6l

5b 29 fd 4a 54 28 3364  VpXmJ#=Y,q[h

C:\Users\user\Desktop\SFPUSAFI 1282
OL.mp3

C:\Users\user\Desktop\SFPUSAFI 1322
OL.mp3

C:\Users\user\Desktop\SQRKHNBN 5
YN.png

Copyright Joe Security LLC 2022

07 64 14 fd 68 fd 66 44 fd
3d 7a 40 2e fd 05 35 39
48 fd fd fd 59 fd 00 7c fd
1c 6d fd fd fd 68 7b fd 04
fd 4b fd fd fd 55 78 76 06
11 fd 06 24 fd 3e 48 48
2a 61 fd fd 4f 36 fd 59 10
fd fd b5 fd fd 12 ca fd 4c
fd 55 57 3e fd 36 08 6¢
12 fd fd 04 56 70 fd 16 11
fd 10 fd fd fd 58 fd 6d 4a
fd fd fd 23 3d fd 59 fd fd
0d fd 2¢ fd 05 fd fd fd 71
fd 5b fd 68 08 c¢7 50 07 5f
fd fd fd fd fd 3c fd fd 47 fd
38 73 fd 14 Oa e2 fd fd 0d
3d fd fd 29 38 01 16 61
24 1cfd 3afd 77 15 14 fd
42 55fd 75 46 fd 1b a5 fd
12fd 25 70 fd 7e fd 6 fd
fd 45 fd fd 5¢ 30 fd 51 1e
fd fd fd fd 08 3¢ 00 65 6¢
1d 30 fd 03 2d fd 4f 3e fd

4b 36 74 65 31 59 47 50
6e 49 62 6f 34 47 63 47
4f 45 50 33 69 48 78 31
63 46 46 48 42 55 65 67
7578 52 47 6d 33 58 53

7b 33 36 41 36 39 38 42
39 2d 44 36 37 43 2d 34
45 30 37 2d 42 45 38 32
2d 30 45 43 35 42 31 34
423444 46 35 7d

53 95 fd Oc fd 10 6f 55 51
10 4¢ fd fd fd fd 19 00 fd
4100 1e fd fd fd 59 33 fd
fd 22 fd 70 e0 51 fd e fd
77 28 34 7b 0a fd fd 2¢
4b fd 7d fd fd fd 63 05 09
4f 34 fd fd 30 fd 5a fd 57
6b fd 01 fd 1c fd 6¢ 23 fd
2b fd fd 1f 6f 09 fd 1f fd fd
21 fd fd 3a 35 63 fd 05 2f
fd fd 52 2d 5¢ 75 19 fd Ob
27 1c fd 04 6e fd 50 fd fd
fd 7f 66 fd 68 fd 64 fd 76
3d fd 7e fd fd 75 77 4b 43
30 fd 22 fd 57 77 51 30
64 fd fd fd fd fd 54 16 00
1d fd 41 fd fd fd 62 1b 0d
4c fd 5e 0d fd fd 37 fd 3b
fd 5f 23 1c fd fd 38 fd 3b
fd fd cc fd 3e fd 38 14 fd
46 02 55 fd 05 33 72 34
67 fd fd fd 13 fd fd 3b fd
79 44 7a fd fd fd fd fd fd
50 fd 4d 13 fd 11 fd fd 43
78 fd 76 56 fd 18 41 fd 06
61 46 fd 36 31 f1 fd 4f 76
6e fd fd 50 40 20 fd

P_<G8s=)a$:wBUuF%p~
E\0Q<el->

K6te1YGPnlbo4GcGOEP  success or wait

3iHx1cFFHBU
eguxRGmM3XS

{36A698B9-D67C-4E07-
BE82-0EC5B14B4DF5}

SoUQLAY3"pQ>w(4{,K}c
O40WKkl#+0!:5¢/R-
\u'nPfhdv=~uwKC0"WwQ
0TAb
LA7;_#;>8FU3r4g;yDzPM
CxvVAaF610vnP@
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File Path

C:\Users\user\Desktop\SQRKHNBN
YN.png

C:\Users\user\Desktop\SQRKHNBN
YN.png

C:\Users\user\Desktop\SQRKHNBN
YN.png

C:\Users\user\Desktop\UOOJJOZI
RH.jpg

Copyright Joe Security LLC 2022

Offset

1026

1282

1322

Length Value

256

40

38

1021

517e 6921 fd fd 75 31
69 fd Oe 2f 4d 6e 3c 6a 5¢
25 53 32 fd fd fd 5d fd fd
38 0d fd Oa 36 fd 6a 20
7c 2f Ob fd fd 2f 1f fd 1b
4f 23 6e fd 06 fd 26 61 6d
fd fd fd Oe fd 7a 01 43 fd
fd 7e 15 47 fd 09 5f 7c fd
fd 06 fd 58 75 71 fd fc fd
7e 1e 55 6b 21 42 28 5f
06 fd 36 5¢ 47 58 fd fd 05
7f 24 fd fd 50 7f fd fd 03
29 fd 68 06 fd 25 18 a7
3b 38 fd 77 33 62 28 fd fd
1e 6f fd fd fd 71 25 3f fd
2a 43 fd 0d fd 4f fd fd 76
fd fd 29 44 0f fd 4¢ 03 fd
fd 2f d7 fd fd 6a fd 1d fd
3b 15 1¢ 61 45 fd 4f 67
79 fd 5e 26 fd 2e 38 fd fd
2a fd 5b 2¢ fd 66 fd fd 4a
fd 5a fd c6 fd 7c 54 fd 5a
fd 70 7a fd 22 fd 3d fd 92
fd 3f 42 77 49 4a 64 fd fd
3a 1d fd 56 fd 17 2b fd cd
fd fd fd fd fd 28 41 24 30
25 Oe fd 3a 1d fd fd fd fd
53 53 7f fd fd

4b 36 74 65 31 59 47 50
6e 49 62 6f 34 47 63 47
4f 45 50 33 69 48 78 31
63 46 46 48 42 55 65 67
7578 52 47 6d 33 58 53

7b 33 36 41 36 39 38 42
39 2d 44 36 37 43 2d 34
45 30 37 2d 42 45 38 32
2d 30 45 43 35 42 31 34
423444 46 35 7d

fd 61 12 fd fd fd 79 2a fd
db 51 56 09 fd 56 fd 19 fd
fd fd fd 12 fd 4f 74 77 00
06 fd fd 41 fd 75 33 65 63
fd fd 44 fd ae 5b fd 2¢c d8
fd fd 70 1f 32 40 fd 29 fd
2e 69 39 3b 26 fd fc d5
7c 6d 33 5d fd 05 18 fd fd
01 1e 15 fd fd fd fd fd 09
49 76 6¢ fd 33 fd 29 fd 45
33 fd fd 62 42 fd fd fd fd
09 fd 00 fd fd fd 6¢ 96 13
fd fd 2a fd 11 fd 4b 1a 62
7b fd 21 2¢ 2a fd 2f 47 3b
fd 16 6f fd 50 fd fd 7d fd
02 74 fd fd 2c 6¢ 55 77 16
fd 2a 18 29 fd 19 77 2a fd
Oc fd 7d fd a7 1e 75 Ob
16 fd 4c 1b 5a fd 2e fd fd
fd 67 fd 4f 6a 2d 4f 61 fb
fd fd 35 32 fd fd 6¢ fd fd
04 0d 31 0b fd 14 3d 3e
78 21 1d fd 00 fd 26 fd fd
43 fd 5a 27 fd 19 7e fd fd
fd fd 41 fd 2e fd 18 13 fd
fd 39 fd 67 72 5d fd 4a 5a
da fd 3e 4e 57 fd 38 fd

Ascii Completion

Q~iluli/Mn<j\%S2]86j success or wait 1 4115FA
|//O#n&am

zC~G_|Xug~Uk!B(_B6\GX

$P)h%;8w3b(0q%?

*COv)DL/j;a0gy"&.8*

[,fZTZpz"=?BwlJd:V+

(A$0%:SS

K6te1YGPnlbo4GcGOEP  success or wait 1 41164B
3iHx1cFFHBU

eguxRGmM3XS

{36A698B9-D67C-4E07-  success or wait 1 41167E

BE82-0EC5B14B4DF5}

ay*QVVOtwAu3cD[,p2@) success or wait 1 411859
.i9;&|m3]!l

vI3)E3bBI*Kb{!,*/G;oP}tIU

w*)wiulLZ.gOj-

0a52/1=>x!&CZ'~A.9gr]J

Z>NW8
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File Path Offset
C:\Users\user\Desktop\UOOJJOZI 1026
RH.jpg

C:\Users\user\Desktop\UOOJJOZI 1282
RH.jpg

C:\Users\user\Desktop\UOOJJOZI 1322
RH.jpg

C:\Users\user\Desktop\WKXEWIOT 5
Xl.jpg

Copyright Joe Security LLC 2022

Length Value

256

40

38

1021

fd 3¢ 15 fd fd fd fd fd Of fd
17 fd fd 6f 56 5b 4d {3 01
34 fd Oc 6d fd 39 55 Of fd
fd fd 5a 3¢ 2a 51 fd 07 00
68 fd 16 fd 40 fd fd 31 46
1f 09 6¢ fd 65 58 fd fd 5b
fd 00 ed 0d fd fd fd 51 3d
47 21 fd fd 70 60 26 64
78 fd 28 fd 3d fd fd b1 6e
fd fd 5b 22 ef 59 fd fd fd
50 fd fd 60 41 fd 5e 1c fd
fd fd fd 48 3b fd 0d fd 4c
fd 50 fd fd 70 72 Oe Oc fd
0f fd 30 7a 72 fd fd 2b fd
fd fd fd fd 21 fd fd 00 01
4d fd fd 2b fd 72 45 fd 6b
fd 4c 36 fd 74 45 37 fd 5e
fd 77 fd Of 7b 54 6c b1 fd
77 fd 65 7a 09 fd fd 42 60
fd 35 07 fd fd 22 4e 35 45
fd fd 1e 17 44 fd 71 fd fd
Oe 67 fd fd 44 4e fd 4f 49
fd 3bfd 77 Oc 1d 6a 1d
56 59 fd 18 05 fd fd 07 fd
11 6b fd fd 6e fd 03 fd 3e
40 6a fd 7e 14 42 5a fd fd
fd fd 04 1f 7d 7d fd Oc fd
fd

4b 36 74 65 31 59 47 50
6e 49 62 6f 34 47 63 47
4f 45 50 33 69 48 78 31
63 46 46 48 42 55 65 67
7578 52 47 6d 33 58 53

7b 33 36 41 36 39 38 42
39 2d 44 36 37 43 2d 34
45 30 37 2d 42 45 38 32
2d 30 45 43 35 42 31 34
423444 46 35 7d

fd 63 36 fd 30 7e 53 32 fd
1cfd 08 01 fd 69 fd fd 5f
74 1d 06 fd fd 41 fd fd 43
18 fd 66 4b 083 fd fd 56 02
fd fd 57 70 6b fd 66 4a fd
47 23 4a fd 07 fd 43 fd 63
fd fd 41 fd 41 64 70 fd fd
fd f1 39 78 36 1b 15 7c fd
20 04 1afd fd 0a 7a fd 72
75 b9 2¢ 00 fd 3b 33 46

d8 58 Oa fd 71 66 36 fd fd
2c fd 2e 73 fd 6e fd 72 fd
6d 4a fd fd 19 fd 14 fd 55
fd 5f 60 fd 02 19 fd fd 1d
fd ee 57 fd 56 fd 74 fd 10
fd 5b 54 1b fd 66 6a fd 7b
fd 61 6¢ 01 46 fd 1b 4c fd
fd 28 fd 02 18 3d fd 1f 75
fd 32 75 77 26 fd fd 6a fd
3d fd fd 36 fd fd fd 44 6c
44 1d 1a fd 1d fd fd f2 56
fd fd 66 2b fd 32 02 fd fd
fd 38 44 3e 0d fd 19 40 fd
74 fd fd fd Ob 65 fd fd 5a
48 fd 11 51 0a 14 50 fd

23 45 fd fd 5e 06 51 72 fd
fd fd 09 fd 23 fd 08 fd fd

Ascii Completion

<oV[M4m9UZ<*Qh@1FI
eX[Q=Glp'&dx
(=n["YP AH;LPpr0zr+!M+
rEKL6tE7

w{TlwezB 5"N5SEDqgDNO
I;wjVYkn>@j~BZ}}

success or wait 1 4115FA

K6te1YGPnlbo4GcGOEP  success or wait 1 41164B
3iHx1cFFHBU

eguxRGmM3XS

{36A698B9-D67C-4E07-  success or wait 1 41167E

BE82-0EC5B14B4DF5}

c6~S2i_tACIKVWpkGi#J  success or wait 1 411859
CcAAdp9x6|

zru,;3Xqf6,.snrmJU_ "WVt

[Tfi{al

FL(=u2uw&j=6DIDVf+28

D>@teZHQP#E"Qr#
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File Path

C:\Users\user\Desktop\WKXEWIOT
Xl.jpg

C:\Users\user\Desktop\WKXEWIOT
Xl.jpg

C:\Users\user\Desktop\WKXEWIOT
Xl.jpg

C:\Users\user\Desktop\WKXEWIOT
XIl.mp3

Copyright Joe Security LLC 2022

Offset

1026

1282

1322

Length Value

256 63 16 fd 39 fd df fd fd 09
fd 7b fd fd 1c 24 0a 70 26
Ob 71 fd 79 fd fd 78 03 4b
02 fd 07 fd 77 15 2c fd 25
1027 fd 05 fd 7c fd 76 fd
fd fd fd 32 50 fd fd fd fd
43 fd 20 26 fd 2d 1b 55
11 fd 31 fd fd fd fd fd 08 fd
42 6b 74 20 fd 18 fd 22
1d 4d 32 fd 79 6a fd 76
3b 3e 3f fd fd 28 74 fd 09
38 1c 40 42 37 3f 28 fd
7e fd fd fd 23 fd 74 fd 5a
fd fd 37 fd 6¢ fd 06 fd fd
08 fd 09 fd 50 fd fd 7¢ 33
Oc 2f fd 72 3d 7c fd fd 1f
22 7c 63 Oe 34 77 7e 55
fd 4d fd 76 fd 2f fd ad fd
66 fd fd 13 fd 4b 3e 77 fd
6129 0d fd 34 fd fd 75 47
fd 66 6¢ 59 23 23 fd 1b fd
42 63 4d 5f 5e 48 87 fd
6c 28 4b 4d fd fd 6¢ 28
27 fd 6a 2e 03 fd Of fd fd
25 51 fd fd 58 02 fd fd 3¢
bb fd fd 1a fd fd 54 fd 5d
6a fd fd 16 fd fd 37 69

40 4b 36 74 65 31 59 47 50
6e 49 62 6f 34 47 63 47
4f 45 50 33 69 48 78 31
63 46 46 48 42 55 65 67
7578 52 47 6d 33 58 53

38 7b 33 36 41 36 39 38 42
39 2d 44 36 37 43 2d 34
45 30 37 2d 42 45 38 32
2d 30 45 43 35 42 31 34
423444 46 35 7d

1021 fd 3f 7c fd fd fd Oc fd 37 fd
70 fd 55 fd 2e fd 79 fd 51
18 01 fd 22 fd 33 4e 56
28 41 35 fd fd fd 43 73 2e
fd fd fd fd 3a fd fd 7d 70
fd fd 76 fd 69 fd fd fd 43
16 fd fd Of 6f fd 64 75 1c
fd 7d 07 fd fd 03 fd fd 34
58 55 0a 7d fd fd fd fd Oa
fd fd 5a fd 05 fd fd Oe fd
99 23 fd fd 5e 17 fd 6f 57
4c fd fd fd 2d fd 64 fd fd
6b 3a 47 fd fd fd fd fd 6b
fd 2e 77 7e 70 fd 54 49
13 fd 6f 14 fd fd 65 64 fd
fd 7e 7d fd 36 7b 6a fd fd
2d 65 74 79 fd 49 fd 08
40 fd 75 fd fd 5¢c fd Oa 14
fd fd 37 5f 09 fd 5¢ 59 fd
fd fd 71 fd 10 fd 39 fd 26
fd 39 fd fd 29 fd 05 a8 17
fd 20 59 74 d9 41 46 2b
fd 23 fd fd fd 16 26 fd 57
fd fd fd fd 26 Of fd 2e 67
fd 63 fd 27 49 2d fd fd 46
5e fd fd 10 2b 1d 2¢ 36 fd
76 fd fd 41 35 46 28 70
3d fd fd fd Of

Ascii Completion

c9{$p&ayxKw,%|v2PC &- success or wait 1 4115FA
UBKt "M2yjv>?(8@B77?

(~#Z71|3/r|"|c4w~UM

v/fK>wa)4uGHlY##BcM_Al

(KMI(j.%QX<TIj7i

K6te1YGPnlbo4GcGOEP  success or wait 1
3iHx1cFFHBU
eguxRGmM3XS

41164B

{36A698B9-D67C-4E07-  success or wait 1 41167E

BE82-0EC5B14B4DF5}

? success or wait 1 411859
|7pU.yQ"3NV(A5Cs.:}pvi

Codu}4XU}Z"oWL-

dk:Gk.w~pTloed~}6{j-et

yl@u\7_\Yq9&9)

YtAF#&W8&.gc'l-F

A+,6VA5F (p=
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File Path

C:\Users\user\Desktop\WKXEWIOT
Xl.mp3

C:\Users\user\Desktop\WKXEWIOT
XIl.mp3

C:\Users\user\Desktop\WKXEWIOT
XIl.mp3

C:\Users\user\Desktop\WKXEWIOT
Xl.pdf

Copyright Joe Security LLC 2022

Offset

1026

1282

1322

Length Value

256

40

38

1021

fd fd fd fd fd fd 00 fd 38 fd
32 fd fd 50 fd fd 21 5b 1e
fd Oe fd fd 41 fd 44 43 28
fd fd 3c 41 fd fd fd 3b 76
fd fd fd fd 3f fd fd 35 4c fd
fd 38 fd Of fd 4d fd 67 fd
2f0a 7d 1d 6¢ 37 fd 18
37 c0 2c fd 4e 54 fd 74
53 fd fd 18 7e fd 14 fd 1f
fd 55 49 4c 58 fd 34 6¢ fd
fd 4b fd fd fd fd fd 20 c1 fd
1e fd fd 2a 36 fd 0d 5f 35
fd fd 67 fd 35 57 78 43 c9
79 7e 71 2e fd 07 3b fd fd
fd fd Oa 54 76 74 3f fd fd
71 fd fd fd Oe 0d 36 fd 2d
4c fd 14 63 fd 00 17 fd fd
25 fd fd 22 48 fd fd fd 64
14 fd fd 2a fd fd Ob d4 5d
fd fd fd 5b fd fd 01 fd fd fd
1c fd 6a 72 fd 08 fd fd 35
fd 1f fd 2d 12 fd 3c 4f 4d
fd fd fd fd 33 5d fd fd 04
2d 00 7d 3d fd 14 fd fd 53
4f fd fd fd 1f fd fd 64 fd ef
09 fd fd 3b 21 4b 57 16
451fd 3144 3247 1d

4b 36 74 65 31 59 47 50
6e 49 62 6f 34 47 63 47
4f 45 50 33 69 48 78 31
63 46 46 48 42 55 65 67
7578 52 47 6d 33 58 53

7b 33 36 41 36 39 38 42
39 2d 44 36 37 43 2d 34
45 30 37 2d 42 45 38 32
2d 30 45 43 35 42 31 34
423444 46 35 7d

Oe Ob fd fd fd 52 fd fd 2b
fd fd 78 fd 02 7e 22 fd fd
fd 25 fd 13 fd fd 60 4c fd
1b fd 64 46 fd fd fd fd 53
13 fd fd 5e fd fd 32 7d 19
fd 3d fd fd fd 23 29 03 39
fd 17 fd 25 65 fd 6b 30 fd
fd fd fd 41 59 Oc 79 Oa fd
fd fd 6d fd 20 fd 2a fd 2f
3b 14 fd 55 48 02 29 56
21 fd 5d fd 64 7b fd 02 Oa
0e 37 30 fd 63 1b fd 15 fd
fd fd fd fd 1d fd 06 fd fd
20 38 fd 47 fd 46 66 56 fd
0f 29 09 24 fd fd fd fd fd
fd fd 64 fd 04 07 fd 7d fd
02 41 fd 1¢ 55 fd 3a 3d
35 fd 22 14 fd fd fd fd 3f
6e 12 fd 15 24 fd 6e 3a fd
fd 65 72 6e 4c fd fd 68 fd
fd fd fd 3a fd 09 fd fd 1a
5d Ob 78 fd fd d3 fd fd 18
fd 32 fd fd 56 fd 54 5¢ fd
fd fd 5b fd fd 55 fd fd fd
09 fd fd fd fd 13 1d 25 fd
71 fd 44 3e fd 42 fd fd 79
fd fd 42 fd 76 fd 3b 4a 38
50 14 a8 01 70 5f fd fd 7f
fd

Ascii Completion

82P![ADC(<A;v?
5L8Mg/}77 NTtS~U
ILX4IK
*6_595WxCy~q.;Tvt?q6-
Lc%"Hd*][jr5-<OM3]-
}=SOd;IKWE1D2G

success or wait 1 4115FA

K6te1YGPnlbo4GcGOEP  success or wait 1
3iHx1cFFHBU
eguxRGmM3XS

41164B

{36A698B9-D67C-4E07-  success or wait 1 41167E

BE82-0EC5B14B4DF5}

R+x~"% LdFS"2}=#)9%e success or wait 1 411859
kOAYym */;UH)V!]d{70c

8GFfV)$d}AU:=5"?n$

n:ernLh:]x2VT\

[U%qD>ByBv;J8Pp_
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File Path

C:\Users\user\Desktop\WKXEWIOT
Xl.pdf

C:\Users\user\Desktop\WKXEWIOT
Xl.pdf

C:\Users\user\Desktop\WKXEWIOT
Xl.pdf

C:\Users\user\Desktop\WUTJSCBC
FX.docx

Copyright Joe Security LLC 2022

Offset

1026

1282

1322

Length Value

256 fd 73 20 fd fd fd 1d fd fd
fd 09 fd 20 1c fd 4b fd fd
70 04 fd fd fd Oc fd fd fd
65 fd 28 fd fd fd 2a fd fd
02 ed Oe fd fd 6d fd fd 53
fd fd fd fd 62 fd 36 fd 7b
0Ob fd fd 6d fd 68 fd 6b 12
7e fd 2e fd 36 fd 62 fd 25
03 43 3b 13 5a 47 0a 68
46 fd fd fd 43 fd fd fd fd fd
fd 58 4a fd 45 59 fd 6f 57
fd 5¢ 63 fd fd fd fd 74 fd
15 fd 44 Oe fd fd fd 30 7c
05 1a 14 fd fd fd 32 fd 5b
fd Oc fd 1c 6d fd fd 7¢ fd
6b 06 72 3e 3a 69 53 fd
42 fd 5d 38 75 fd 2a fd fd
fd 1c fd 7a fd fd Ob fd 5f
69 fd fd 3d fd fd fd fd 58
fd 7c 65 55 53 2f fd fd 32
fd 26 43 38 fd fd 3b 0f 57
52 23 2b 28 fd fd 6¢ 5a fd
3e 61 18 66 fd 63 fd fd 44
78 fd fd 5¢ 7d 6e 52 fd Ob
38 fd 61 f6 Ob 77 fd fd 6f
fd 5f fd fd fd fd 4a fd fd 29
fd fd 3c fd fd

40 4b 36 74 65 31 59 47 50
6e 49 62 6f 34 47 63 47
4f 45 50 33 69 48 78 31
63 46 46 48 42 55 65 67
7578 52 47 6d 33 58 53

38 7b 33 36 41 36 39 38 42
39 2d 44 36 37 43 2d 34
45 30 37 2d 42 45 38 32
2d 30 45 43 35 42 31 34
423444 46 35 7d

49 fd 75 fd fd 5a 16 fd 59
74 4a 41 fd 4d 3c 55 34
fd 02 41 fd 14 fd 09 75 fd
fd fd fd fd 62 fd fd 2¢ 21
47 62 33 fd 5d fd 74 fd fd
2a 04 4128fd0d 77 11
01 fd 38 fd 02 fd fd 36 07
22 53 08 fd 32 4b 44 fd fd
fd 78 61 fd 4d 5c¢ fd fd 5f
bf 78 fd fd 4f fd 72 fd 39
fd fd 2b ec 1f 2e 4d 27 fd
3b fd 37 2¢ 6a 75 7c fd fd
77 4f fd af 5d 38 fd 3a 04
39 2b fd fd 54 59 fd fd 2¢
fd 53 75 fd fd fd fd fd fd fd
40 fd 7f fd fd 77 47 20 fd
6c db 40 fd 1d 45 fd 1f fd
fd 79 43 25 01 44 fd 3b
10 fd 40 fd fd fd fd fd 08 fd
fd fd fd 32 d3 Oa 6f fd 4d
fd fd 77 fd 56 59 fd 6d 5f
03 fd fd 1e 02 Oe 46 fd 5¢c
fd Ob fd e0 fd 2f fd 60 1b
fd 62 fd fd 18 62 64 03 58
65 19 fd 6f fd fd 66 57 7f
3b fd 6d 00 fd 30 fd 2¢ fd
fd fd fd fd fd 7b 4d

1021

Ascii Completion Count Source Address

s success or wait 1 4115FA
Kpe(mSb6{mh~.6b%C;Z

GhFXJEYo

W\ctDO0|2[m|kr>:iSB]8u*z

_i=|eUS/2&8;WR#+

(IZ>afcDx\}nR8awo_J)<

K6te1YGPnlbo4GcGOEP  success or wait 1
3iHx1cFFHBU
eguxRGmM3XS

41164B

{36A698B9-D67C-4E07-  success or wait 1 41167E

BE82-0EC5B14B4DF5}

luZYtJAM<U4Aub,!Gb3]t* success or wait 1
A(w86"S2

KDxaM\_xOr9+.M';7,julw

0]8:9+T,SuwG

I@EyC%D;@20MwVYm_

F\'bbXeofW;m0,{M

411859
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Offset

1026

1282

1322

Length Value

65 59 1e fd 50 0d 3b 04
fd fd 4a 57 2¢ 35 fd 75 5f
52 fd fd 4f fd 12 9d 35 7d
fd 5b 03 fd 33 fd 71 fd fd
fd 12 fd 61 75 fd 13 56 11
fd 53 fd fd fd 63 fd 06 fd
35 7d fd fd 3c 7e 23 fd 42
7e fd 71 51 fd fd fd fd 53
fd 45 fd 6f 25 4f 57 fd fd
fd 42 54 67 6d Ob fd 1e fd
fd 1e 1f fd fd fd 2a fd fd fd
fd 5d 25 33 11 fd 06 fd 1a
34 64 fd 4c 3d 4d 56 63
fd 58 38 fd fd 48 fd fd 22
1173 23 fd fd fd Oa 3f fd
13 75 45 fd 24 fd fd 28 fd
13 5e 1f fd 0f 22 fd 3d 35
11 00 fd 5a 55 fd fd fd fd
0Oa fd fd 3b fd 07 56 1e fd
58 fd fd fd Ob 77 fd 23 Oa
65 fd fd fd 37 7a 14 48 26
fd 06 fd 1a 68 fd 3f 61 fd
5561 3e 77 fd 77 4e fd
64 fd 3d 79 3c fd 62 fd 71
4a fd fd fd fd fd fd 45 5d
07 fd fd fd fd fd 6f fd fd fd
fd 21 5f 3d 59 fd 01 34 44
67 20 7f 27 fd 78 54

256

40 4b 36 74 65 31 59 47 50
6e 49 62 6f 34 47 63 47
4f 45 50 33 69 48 78 31
63 46 46 48 42 55 65 67
7578 52 47 6d 33 58 53

38 7b 33 36 41 36 39 38 42
39 2d 44 36 37 43 2d 34
45 30 37 2d 42 45 38 32
2d 30 45 43 35 42 31 34
423444 46 35 7d

1021 fd 44 fd 78 fd 40 fd 41 72
fd fd fd fd fd fd 65 5f 70 fd
fd 79 fd 60 fd fd Ob fd fd
65 fd fd 6d 2a 0d fd 23 fd
fd fd fd 31 fd fd 67 70 fd
64 24 fd Oc 65 5c¢ fd 74 Oc
33 0c 70 fd 57 1d fd 7e fd
43 fd fd fd fd 69 5d fd 40
fd fd fd 6¢ fd 4a 16 29 fd
fd 57 fd fd 12 fd 4f 45 fd
fd 47 fd 13 fd 07 fd fd fd
fd 26 fd fd 1c 17 fd fd 79
57 54 fd 10 01 fd 11 2¢ fd
fd fd 4c 2c fd 1b 69 1b fd
fd 1f fd 70 5e 36 5b 7e 06
20 51 6b fd 2¢ 2a fd Ob
19 61 Oe 38 fd 67 fd fd fd
29 fd fd fd 03 63 fd 34 fd
fd 14 73 fd {3 fd 7e fd 34
fd 36 28 24 1d fd 0f 2¢ fd
fd 32 32 3f b4 25 fd fd fd
58 Oc fd fd fd fd 65 54 fd
fd 09 2e 47 fd fd 0f fd 3
7e 5c fd 4f fd fd 13 fd 30
fd 06 fd fd 78 fd 2a 7e 34
20 68 18 1a 43 fd fd fd 48
3 61 fd 33 fd fd fd ea

Ascii Completion Count Source Address

eP;:JW,5u_RO5} success or wait 1 4115FA
[3gauVSc5}<~#B~qQ

SE0%OWBTgm*]%34dL

=MVcX8H"s#?uE

$(N"=5ZU;VXwi#e7zH&h?

aUa>wNd=y<

bgJEJo!_=Y4Dg 'xT

K6te1YGPnlbo4GcGOEP  success or wait 1
3iHx1cFFHBU
eguxRGmM3XS

41164B

{36A698B9-D67C-4E07-  success or wait 1 41167E

BE82-0EC5B14B4DF5}

DxArepy em*#1gpd$e\t3p success or wait 1 411859
W~Cil@lJ

)WOEG&YWT,L,ip"6[~

Qk,*a8g)c4s~46($,22?7

%XeT.G~\O0x*~4 hCHa3
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Offset
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Length Value

256

40

38

1021

0Ob fd 60 fd fd fd 45 fd Of
62 40 09 fd 56 fd fd 33 45
49 Oe 1d 41 fd 65 fd fd fd
fd fd 29 fd 33 7e fd fd fd
4c 4d fd 2d fd 10 04 fd fd
31 14 fd fd 48 fd 72 06 35
fd fd 21 fd fd fd 04 fd fd dc
85 fd 2c 62 0d 26 a4 0d
16 7f fd 59 fd fd 3c fd 2e
3b 60 6e fd 48 fd 44 fd 26
fd 00 6e fd 2c 6e 6f Ob fd
57 fd 75 b4 1c 66 fd 2e
6e fd 37 Ob fd 56 37 Oc
63 02 03 fd 38 5e fd 4d
04 3b 2e fd 06 3a 1a fd fd
90 6d 2d 21 15 fd df fd 3f
fd fd 52 fd fd 6c fd 51 fd
54 fd fd 4f fd 58 fd 09 fd
77 2d fd fd fd fd fd 01 fd
75 fd 04 02 4a fd 55 71
1afd 47 fd 72 12 67 fd 74
fd 1b fd 1f 2f 79 62 fd 3e
19 1a 45 a5 54 fd e6 1d
70 6d fd fd 3d 30 69 c3
4e 1afd 70 fd ab 21 fd fd
fd 55 19 fd fd fd fd fd fd
3162 0d 2e 1e fd fd 4e fd
2a

4b 36 74 65 31 59 47 50
6e 49 62 6f 34 47 63 47
4f 45 50 33 69 48 78 31
63 46 46 48 42 55 65 67
7578 52 47 6d 33 58 53

7b 33 36 41 36 39 38 42
39 2d 44 36 37 43 2d 34
45 30 37 2d 42 45 38 32
2d 30 45 43 35 42 31 34
423444 46 35 7d

fd 11 51 17 fd 01 20 3¢
4e 1c 3f fd Of fd 34 fd fd fd
32c7 4a 26 fd 34 40 fd
18 fd 5a 6f fd fd ff 1a 46
7123 3b 1a 64 fd fd 42 fd
7b fd fd fd 09 4b fd 05 fd
04 34 4c fd 68 fd 3b 2¢
16 fd 15 75 44 53 fd fd 66
b3 fd 35 5b fd 1a fd 4b fd
fd 22 1b fd 71 fd fd 04 fd
fd 2f a5 50 3d 37 64 fd fd
3afdfdfd 11 2b4afd 7a
7f51 fdfdfd fd 11 11 fd
fd fd 22 fd Oc fd fd 52 25
60 4b fd 01 76 69 76 7e
fd fd 27 fd fd 26 3a 5b fd
79 7b 1223 79 34 fd 02
3d fd 35 fb fd 21 fd 4d 1b
57 7b 59 66 fd 35 fd 68 fd
fd fd 59 59 6¢ 0f 41 fd 5d
53 fd 47 fd 4a 05 fd 32 3d
fd 2a fd 27 55 7b fd fd fd
729 61 7f fd fd fd 13 6d
58 fd 61 fd fd 37 67 4e 1a
7a 40 fd 73 fd fd fd 47 02
fd 7b 1c 3e 01 fd 97 fd Ob
Oc fd fd 63 fd 32 18 36 2e

Ascii Completion

"Eb@V3EIAe)3~LM- success or wait 1 4115FA
1Hr5!,b&Y<.;'n

HD&n,noWuf.n7V7c8*M;.

:m-1?RIQTOXw-

uJUqGrgt/yb>ETpm=0iN

plU1b.*

K6te1YGPnlbo4GcGOEP  success or wait 1 41164B
3iHx1cFFHBU

eguxRGmM3XS

{36A698B9-D67C-4E07-  success or wait 1 41167E

BE82-0EC5B14B4DF5}

Q<N? success or wait 1 411859
42J84@ZFq#;dB{K4Lh;,

uDSf5

[K"a/P=7d:+JzQ"R% Kviv

~&yly

4=5IMW{Yf5hYYIA]SGJ2

=*'U{)amXa

79gNz@sG{>c26.
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Offset

1026

1282

1322

Length Value

256 fd 70 fd fd fd 3d 2a fd 31
fd 28 fd 38 21 3f 2d Ob 2¢
6b 1d 60 41 13 05 9e fd
2e fd 01 fd 23 29 7c fd 5e
fd fd 64 fd 66 fd 68 fd fd
69 fd 4b 5d fd 3d fd 77 16
3c fd fd 1e fd fd 01 fd Od
48 6¢ 75 69 2a fd 1f fd 37
fd c9 8e 48 60 08 2e fd
69 1d 07 62 fd fd 1b 4f fd
67 fd 3b fd 12 31 21 6e
4b 54 fd 03 fd fd Oa 38 9d
fd fd fd fd fd 1b 60 49 Of
06 fd fd 54 fd 13 fd 19 3e
fd 5b fd 25 00 53 fd 42 34
fd fd fd 55 fd 14 fd 18 68
fd 2e 2d 02 fd 17 aa 5c¢ fd
fd fd 54 fd fd fd fd 11 56
fd 6d 00 fd 47 fd fd 7a 26
fd 62 52 fd 12 57 fd fd 50
fd fd fd 3d fd 22 fd fd 58
48 fd fd 75 1a fd fd 54 fd
fd fd 3d 4e fd 33 fd 64 fd
78 fd 1a fd 4a fd 6b 7b 1c
fd 59 7e fd 52 5b fd 8c fd
5a 55 fd 03 1b 58 fd fd Oc
69 fd fd fd 75 2b 63 fd

40 4b 36 74 65 31 59 47 50
6e 49 62 6f 34 47 63 47
4f 45 50 33 69 48 78 31
63 46 46 48 42 55 65 67
7578 52 47 6d 33 58 53

38 7b 33 36 41 36 39 38 42
39 2d 44 36 37 43 2d 34
45 30 37 2d 42 45 38 32
2d 30 45 43 35 42 31 34
423444 46 35 7d

1021 fd 4e fd fd 03 fd fd fd fd
21 64 fd a2 60 fd 37 20 fd
fd 17 fd 20 31 14 78 fd 50
63 fd fd fd 1f fd fd 6a fd fd
5b fd 51 23 fd 7b fd fd 10
fd 51 fd fd 5a 28 fd 12 57
fd fd 3a fd 49 4d fd fd 09
4d fd 04 05 fd 7f fd 34 01
fd 55 fd 4b 43 fd 76 fd fd
fd 48 fd fd 34 41 fd 17 3e
79 fd 7f 49 53 2c fd fd 24
fd fd 36 fd 2f fd 21 a8 fd
1b fd 7a 47 4c 66 fd fd f4
7d fd 86 3e fd fd 11 fd 64
fd 2b 27 7d 51 4f 31 08 fd
fd fd 44 59 21 fd 05 fd 04
5e 44 fd fd 31 67 4e fd 0d
47 fd 78 10 23 fd fd 53 11
80 75 fd 51 50 14 fd fd fd
fd 74 fd fd 04 fd 68 14 69
fd 64 0d fd fd 29 03 6¢ 20
fd 00 5¢ 2f 61 fd fd fd fd fd
4e 5f fd fd fd 3f 2¢ 51 fd fd
fd fd 3e 4b 3e 10 47 61
68 fd 4c 00 63 1d fd 23
76 25 fd 5e fd 1c fd 4b fd
fd 14

Ascii Completion Count Source Address
p="1(8!?-

K A#)| A dfhiK]=w<HIu
i*7H.ibOg;1!nKT8'I>
[%SB4Uh.\T
VmGz&RWP="XHuT=N3

dxJk{Y~R[ZUiu+c

success or wait 1 4115FA

K6te1YGPnlbo4GcGOEP  success or wait 1
3iHx1cFFHBU
eguxRGmM3XS

41164B

{36A698B9-D67C-4E07-  success or wait 1 41167E

BE82-0EC5B14B4DF5}

NId'7 1xPcj[Q# success or wait 1 411859
{QZ(W:IMM4UKCH4

A>yIS,$6/!1zGLf}>d+1Q0

1DY!"D1g

NGx#SuQPthd)!

VaN_?,Q>K>GahlLc

#v%"K
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Offset
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1282

1322

Length Value

256

40

38

1021

fd fd fd fd fd 5¢ 7f Ob 09 ff

40 fd fd fd fd 57 03 0f 1f f{d m+CvE350

6d 7b fd Ob 3b 76 21 64
fd 68 30 11 fd fd 76 2e 17
44 02 44 4a 16 Oe fd fd fd
59 fd 5d 49 6b 6¢ 30 62
1f fd fd 6d Ob fd 4b fd fd
fd 13 fd 2b 43 fd fd 76 Oe
fd 45 fd fd 33 fd 35 03 05
4f fd 09 fd fd fd 42 fd 22
02 60 fd fd b2 fd fd fd 18
fd fd fd fd 6a 29 b2 fd fd
fd fd fd 10 fd fd fd 4b fd fd
6¢ fd fd 5d 2¢ fd fd fd fd fd
08 fd 41 fd fd 2e fd fd fd fd
fd fd fd 52 fd fd 57 fd fd
b2 30 fd 23 fd fd fd 40 fd
12 00 fd fd 4¢ 3f fd 77 fd
3a2cfd 40 1b 11 fd 76 5¢
28 0d fd fd fd fd 41 10 37
1126 5a 73 fd 41 fd fd 1a
fd 43 40 fd 79 fd fd 08 09
65 3c fd 47 fd 7a 60 fd fd
fd 07 fd 13 3e fd 28 Of 4e
2d fd 06 2f 51 25 fd 62 03
5f 07 4a fd fd fd 1e fd Of
5a fd fd 36 48 78

4b 36 74 65 31 59 47 50
6e 49 62 6f 34 47 63 47
4f 45 50 33 69 48 78 31
63 46 46 48 42 55 65 67
7578 52 47 6d 33 58 53

7b 33 36 41 36 39 38 42
39 2d 44 36 37 43 2d 34
45 30 37 2d 42 45 38 32
2d 30 45 43 35 42 31 34
423444 46 35 7d

2d 63 60 fd 73 3¢ 10 4b
25fd 7c fd 10 fd 12 fd fd
3a 04 5a el fd fd 66 fd fd
56 3e 14 61 fd fd 61 72
65 fd fd fd 31 52 fd 01 fd
4b 7a fd 57 fd fd fd 2c fd
66 fd 14 fd fd 31 fd fd 03
fd 43 fd fd 78 fd fd fd 03
30 1d 4a fd 3c 2e 19 5f fd
fd 1b 23 3a fd 8e 7a fd fd
14 Oe fd fd 76 26 fd 06 02
fd fd fd 59 fd 5d fd 6f fd 1f
42 49 21 fd fd 0d 3d fd 50
fd 5d 5a fd 5¢ 18 fd fd 7e
fd 4d fd fd 70 44 26 5d fd
7c fd 19 3a fd 6e 45 fd 6d
4d fd 49 fd 6¢ 2a 6b Ob
1963 16 fd 79 63 fd 7e
60 fd fd 7e fd fd fd 23 fd
fd 64 5e 26 fd 28 66 02 fd
73 fd 0d 42 fd fd 62 f9 72
57 4e fd 2f fd 09 46 fd Ob
38 71 67 6d 9c fd 3¢ 44
fd fd 3a fd 54 fd fd fd fd
7d fd fd 1b 7a fd fd 47 24
4a 29 2d 26 79 33 00 fd
2c fd fd 6e 03 fd 0a 09 fd
2962 15

Ascii Completion Count Source Address
\@Wm{;v!dhOv.DJY]IkIOb = success or wait 1 4115FA
B"j)KI],A.RW0#@L?

w:,@V\(7&ZsA

C@ye<Gz >(N-

/Q%b_JZ6Hx

K6te1YGPnlbo4GcGOEP  success or wait 1 41164B
3iHx1cFFHBU

eguxRGmM3XS

{36A698B9-D67C-4E07-  success or wait 1 41167E
BE82-0EC5B14B4DF5}

= success or wait 1 411859

¢'s<K%|:ZfV>are1RKzW,
f1Cx0J<.
_#:zv&Y]oBIIP]Z~MpD&]|
:nEmMII*keyc~ ~#d &
(fsBbrWN/F8qgm<D:T}
zG$J)-&3,n)b
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Offset

1026

1282

1322

Length Value

256

40

38

1021

60 fd Ob 4c 05 fd 28 27
3a fd 6e fd fd fd fd fd 52 6f
fd 2b fd 0d fd fd fd 65 42
fd 59 59 fd fd 21 fd fd fd
0d 50 fd 50 46 7e 1b fd fd
f0 51 fd fd 69 fd fd a2 42
fd 28 77 fd 19 fd fd fd 51
59 c9 25 53 fd 26 4d fd
51 fd fd Oc 66 7f fd 32 03
fd 13 fd fd 6e 27 16 fd fd
fd 2a fd fd fd 59 fd 3b 53
61 3d 67 45 61 fd fd 74
64 0c 01 fd 6b 73 04 fd
1afd fd fd 0d 20 06 fd 9f
76 fd fd fd 7c fd 77 fd fd
76 31 fd fd fd fd fd fd 7b fd
fd 1d 18 01 fd 23 fd fd fd
1d fd 2a 2d fd fd 1d fd fd
6b 4d fd fd 68 fd 0d fd fd
fd 1a 4a 12 fd fd ae 32 12
fd 4a 8a fd 1a 2c 2e 48 fd
52 fd 2a fd 2b 71 fd fd 55
5f fd fd fd 27 6d fd fd fd
48 03 fd fd 03 78 Oe fd 78
fd fd 5a c6 fd 02 fd 72 20
4a 77 fd fd fd 42 fd fd 73
4b 0f 2e 1b 1a

4b 36 74 65 31 59 47 50
6e 49 62 6f 34 47 63 47
4f 45 50 33 69 48 78 31
63 46 46 48 42 55 65 67
7578 52 47 6d 33 58 53

7b 33 36 41 36 39 38 42
39 2d 44 36 37 43 2d 34
45 30 37 2d 42 45 38 32
2d 30 45 43 35 42 31 34
423444 46 35 7d

fd fd 13 4f fd 75 fd 75 fd
28 4a fd 23 fd 63 4d fd 2e
59 30 fd 7b 35 16 fd 55
5142 69 48 53 fd fd 77
69 fd 50 52 fd 42 fd fd 1d
6a 3a 41 fd 23 fd 5f 55 53
fd 38 fd 06 22 fd fd fd fd
fd 28 28 fd fd 6f fd 61 52
fd Oe 3a 1c fd fd fd 23 fd
fd fd 04 fd 4f 5f 47 fd fd fd
fd 1d 4b fd fd 21 5f fd 85
fd fd fd bd fd 66 fd fd 2e
6e 3c fd 34 44 fd fd fd fd
06 37 fd 54 fd 60 54 fd Ob
fd 74 fd 01 72 54 {7 3f fd
fd 43 6e Oe 26 12 fd fd 5¢
39 fd fd 14 4e fd fd 39 58
fd fd 37 1f 47 71 68 42 fd
7b 4d 50 fd fd 3¢ fd 04 65
2afd 1c fd 00 09 fd 4c 25
58 69 c5 fd 28 7¢ 02 fd 7f
43 fd fd 54 fd fd 12 4a 74
6f 42 fd fd fd 49 14 fd 58
fd 7b fd 43 68 fd 61 fd 1a
fd fd fd 1d 74 09 fd fd 51
01 52 79 fd 2a 7a 60 36
4411 3¢ 61 fd 16 00 fd fd
fd fd

Ascii Completion

‘L(:nRo+eBYY!PPF~QIiB success or wait 1 4115FA
(WQ%S&MQf

2n"Y;Sa=gEadks

v|wv1{#*-kMhJ2

J,.HR*+qU_'mHxxZr

JwBsK

K6te1YGPnlbo4GcGOEP  success or wait 1 41164B
3iHx1cFFHBU

eguxRGmM3XS

{36A698B9-D67C-4E07-  success or wait 1 41167E

BE82-0EC5B14B4DF5}

Ouu(J#cM.YO{5QBiHSwi  success or wait 1 411859
PRBj:A#_US8"

((0aR:0O_GK!_f.n<4D7T'T

trT?Cn

&\9INIX7GghB{M<e*L%X

i(|CTJtoBIX

{ChatQR*z'6D<a
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Length Value

256

40

38

1021

316e 2317 2ffd fd 51 fd
fd 170 18 fd fd 1c 7d 68
64 fd 7f 2c fd Oa 1e fd 24
fd fd 91 6a fd 6¢ fd fd 0d
59 fd 76 fd fd 59 fd fd fd
41 fd 24 fd 64 58 fd 2d fd
fd 4c fd 13 fd fd 43 15 fd
18 40 fd 09 fd Of fd fd 7c
fd 48 fd fd 39 36 7a 02 {3
fd 00 fd 6f Of fd fd 30 fd fd
fd 58 fd 2d 51 24 fd fd 66
48 38 67 fd fd 1a 07 fd 3b
0d 37 fd fd fd fd 01 fd 05
78 fd 29 fd fd fd 52 76 fd
3b 0f fd fd 1a fd 57 fd 1e
fd fd 39 fd fd fd 6b 4f fd
76 48 fd fd fd 38 fd 68 6a
fd 51 6e 82 fd fd 20 57 58
fd 32 6d 0f fd fd fd fd 14
fd fd fd 14 fd fd 36 fd fd fd
1f fd Oe 4b 77 fd 43 73 fd
50 12 fd 40 fd 00 fd fd 20
75 fd fd fd fd 79 48 fd 7b
39 fd fd 7e 69 fd 6e fd fd
6b fd 6f fd 7e Of fd fd 17
28 2e 6e 64 fd 3d 7e fd fd
fd 5b 21 fd 25 fd Oe fd

4b 36 74 65 31 59 47 50
6e 49 62 6f 34 47 63 47
4f 45 50 33 69 48 78 31
63 46 46 48 42 55 65 67
7578 52 47 6d 33 58 53

7b 33 36 41 36 39 38 42
39 2d 44 36 37 43 2d 34
45 30 37 2d 42 45 38 32
2d 30 45 43 35 42 31 34
423444 46 35 7d

60 fd 7e 46 31 50 fd 5b fd
fd fd 57 fd 58 7e a1 09 52
7cfd 6a 2c 5a 1c 72 26 fd
fd 75 18 fd 5¢ fd 1b 40 39
fd 80 fd fd 6¢ Oa fd fd 7e
71 fd 7b 7b 0d 6c 40 fd fd
fd fd Of fd 03 10 6c fd fd
7106 3e fd 7a fd fd 71 22
fd 51 fd fd fd fd 7a 2e 1a
fd 3d 4a fd 2f 22 fd 6¢c fd
04 fd 3f fd 35 20 fd 73 18
7d 65 68 05 fd 02 fd fd fd
70 fd 14 37 5d fd 3d 1e fd
fd 45 Oe fd fd 1b 27 05 fd
02 fd 25 36 7b 26 65 08
2570 3f 27 6a 4c fd fd 1c
32 7f 23 74 fd Oc 41 Ob fd
fd 72 fd 2c 06 fd 31 5c¢ fd
fd 58 69 fd fd 09 fd 30 fd
27 6272 7c 17 58 00 fd
fd 1e 31 fd 79 67 fd 37 fd
2a 5b 6e 3d fd fd 72 fd 17
fd 5e 03 fd fd fd 3c fd fd
fd fd 4c 25 fd fd fd fd fd fd
4d 3e fd fd fd 53 02 fd 18
fd fd 73 fd 45 fd 4e fd fd
39 fd fd fd fd fd 29 12 73

Ascii Completion

1n#/Qphd,$jlYVYA$AX- success or wait 1 4115FA
LC@|H96z00X-

Q$fH8g;7x)Rv;WIkOVH8

hjQn WX2m6KwCsP@

uyH{9~inko~(.nd=~['%

K6te1YGPnlbo4GcGOEP  success or wait 1 41164B
3iHx1cFFHBU

eguxRGmM3XS

{36A698B9-D67C-4E07-  success or wait 1 41167E

BE82-0EC5B14B4DF5}

“~F1P[WX~RYJj,Z&u@9I~  success or wait 1 411859
q{{l@1>zq"Qz.=J/"1?5

s}ehp7]='%{&e%p?'jL

2#tAr,1\Xi0'br|X1yg7* <L

%M>SsEN9)s
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Offset
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1282

1322

Length Value

256

40

38

1021

44 fd fd 32 54 fd 0Of fd fd fd
55 fd fd 51 Oa fd fd 32 fd
3e fd 5b 6b fd 52 5a fd 15
fd fd fd 24 fd fd fd fd 6d
45 fd 22 54 19 fd 3b 1d fd
0f 37 4d fd 36 6a fd 66 71
54 fd fd 52 fd 19 Oa fd fd
1e fd fd fd fd 6e fd fd fd
00 fd 01 13 fd fd fd 83 fd
fd 2e 5¢ 46 fd fd 6d 72 69
4127 Oe 6b 05 fd 79 fd
21 fd fd 48 2a fd ¢3 75 73
2023fd 31617511 fd
43 fd 44 2e fd 5d fd fd 77
fd fd e5 74 fd 20 5a 6b 4d
fd fd fd fd fd 4e fd fd 28 fd
fd fd 41 fd fd fd 55 79 69
fd 6a fd 68 fd 12 7b fd fd
fd 15 fd fd fd fd Od fd fd
7d fd 34 fd Of fd 7a 52 55
fd fd fd 74 3e 17 34 fd 59
€3 55 99 fd fd fd fd 4e fd
e3 fd 72 fd 00 fd 52 51 fd
fd 47 fd 3a fd fd fd fd fd
1b 71 fd fd 05 fd fd fd fd fd
fd fd fd 45 fd 4f 1c 13 fd
63 62 fd 5a 39 3b

4b 36 74 65 31 59 47 50
6e 49 62 6f 34 47 63 47
4f 45 50 33 69 48 78 31
63 46 46 48 42 55 65 67
7578 52 47 6d 33 58 53

7b 33 36 41 36 39 38 42
39 2d 44 36 37 43 2d 34
45 30 37 2d 42 45 38 32
2d 30 45 43 35 42 31 34
423444 46 357d

fd fd 78 Ob 52 4a fd 70 44
68 2c 79 67 04 1d 01 fd
fd fd f8 5¢ 32 6¢ fd 4b fd
fd fd 16 fd fd fd 28 76 4f
fd 2c fd 53 fd 41 fd 0f 30
fd 7f 50 5b fd fd 6d 15 fd
4d 05 fd 74 fd fd fd fd fd
2a 2d 1b fd fd 27 10 63 fd
6e a5 1a 3b fd 06 fd fd fd
fd fd fd fd 2d fd fd fd 00 fd
fd 7b fd 1a fd 27 2c 6a 3d
fd fd 20 fd Oe 04 fd fd 21
12 fd 6b fd 3c fd fd fd 4c
fd fd 09 fd 31 67 fd fd 50
00 72 fd 48 75 fd fd 16 fd
27 7e 18 fd 34 fd 36 68 fd
23 fd fd 57 fd 37 Oe 4f 31
fd fd fd 79 fd 56 16 fd 1b
fd fd 2a fd fd fd fd fd 01
58 fd fd 03 fd 17 fd 16 1a
39 fd 01 fd 31 fd 1f fd 1f
17 2d fd fd fd 28 fd 2b 6d
0Oa 15 fd fd fd 41 fd fd 2c
1d fd 60 b5 19 fd fd fd fd
48 fd fd fd 65 fd 73 4f fd fd
fd 2d 62 6e 25 fd 45 33
25 fd 39 4b
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256 6¢ 77 65 31 6f fd fd fd b6
42 fd fd fd fd 5e 11 04 40
2a 47 49 5e 70 fd 70 65
fd 0d 7a fd 73 fd fd fd 6d
fd 38 cc fd fd 63 43 fd 31
27 7c¢ 38 fd 01 fd 27 fd fd
fd fd fd fd 1e fd 5b fd fd
34 0Oe 6d fd fd fd fd 00 fd
fd Od fd 69 fd 5f 14 fd 53
3a fd 4f fd fd fd fd 57 fd fd
Oc fd fd fd fd fd fd 44 7d fd
63 fd 5f fd fd 37 69 fd 71
58 fd 65 fd fd fd f0 27 26
fd 3d fd fd fd 4d fd fd fd fd
84 fd fd 2f 6f fd Of 03 fd fd
fd 10 Oe fd 4c 35 fd 11 fd
fd 65 fd 76 fd 67 fd 5c fd
09 31 37 fd 42 18 01 45
3f fd 05 0Of fd fd fd 56 40
fd 41 03 fd fd 14 3b 34 fd
fd fd fd 60 73 d1 25 0d fd
37 fd 68 fd fd 36 27 42 fd
6d fd fd fd 38 fd 09 fd 9e
fd fd fd fd 38 fd 1f 51 10
fd 1d 16 fd fd 36 58 76 74
59 fd 23 fd fd fd fd 5e 49
25 fd 52

40 4b 36 74 65 31 59 47 50
6e 49 62 6f 34 47 63 47
4f 45 50 33 69 48 78 31
63 46 46 48 42 55 65 67
7578 52 47 6d 33 58 53

38 7b 33 36 41 36 39 38 42
39 2d 44 36 37 43 2d 34
45 30 37 2d 42 45 38 32
2d 30 45 43 35 42 31 34
423444 46 35 7d

1021 4c 05 fd fd fd 73 fd 34 6a
fdfd 1e fd 46 33 02 fd fd
fd fd fd fd fd 5b fd 7e 7a
fd 34 65 fd 2d 76 77 fd 07
fd 2a 3b fd 33 1e 39 11
0Oa 2f 67 fd 5a fd fd fd 6f
21 fd 7f fd fd 36 4c 5a 5a
fd 64 fd a9 fd fd fd fd 38
7a fd fd 45 fd 30 4b 68 47
fd fd 01 fd 37 fd 45 fd 14
ce fd 16 53 5b 2d 56 3f bf
18 fd fd fd 29 79 fd 7a fd
2e 20 2d 22 fd 6f fd fd Oe
0d fd fd fd 1e fd 2f 40 69
22 fd 57 fd 68 40 54 62
2e 5d 59 Oc fd 29 fd fd 61
1e 3f Oa fd fd 53 fd 5c¢ fd
4a fd 07 fd fd 60 29 44 03
e8 fd 34 Oe 76 69 4d fd fd
fd fd fd fd 4f 62 6f 64 1e
fd 09 43 fd fd 25 0b 09 31
24 fd fd fd 28 24 fd 13 fd
6b fd 20 03 fd 64 65 fd 2e
03 fd fd 26 61 11 71 67 fd
fd 12 0d fd fd 26 7d 2d fd
fd fd fd fd fd 71 fd 10 03
40 39 fd fd fd fd fd fd fd fd
68 fd 1b fd
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1021

fd 2e 2a 64 27 fd fd fd 7a
fd 69 fd 78 6d fd 36 73 fd
57 fd 3¢ 50 fd 3a fd 54 12
4048 7b fd fd 35 1a 50
50 5d 72 2a 56 fd fd 76
2103 8b 78 fd 3e 3a 24
fd 74 fd fd fd 3e 33 4f 53
2d 27 fd 31 70 fd fd Oe 2d
63 fd 5¢ fd fd fd fd 7f fd 66
fd 49 6a fd 5d 90 37 3f eb
16 fd fd fd fd 29 fd fd fd fd
68 Oc fd 48 63 7e 1b fd
66 1e 3e 37 fd 71 6e 6e
06 1f fd 6e 1f 13 3d 73 03
36 4b 37 6f fd 60 fd 4d fd
15 fd fd fd 01 1f 1e fd fd
6d 69 fd 1¢ 66 13 Oe fd fd
6f 2b fd 20 fd 08 fd 11 fd
fd 06 fd 4d Oc 10 d4 fd b1
fd 7e 4a 60 76 fd fd fd 77
fd fd 3d fd 53 fd fd fd 76
20 fd 06 19 fd fd 4a Oc 39
37 26 fd 73 fd 2d fd 76 fd
fd 23 fd fd 25 fd 4c fd fd
Oc 66 fd 56 fd fd fd 10 46
fd 36 fd 4d 26 fd 79 13 fd
fd fd 4f 5d fd

4b 36 74 65 31 59 47 50
6e 49 62 6f 34 47 63 47
4f 45 50 33 69 48 78 31
63 46 46 48 42 55 65 67
7578 52 47 6d 33 58 53

7b 33 36 41 36 39 38 42
39 2d 44 36 37 43 2d 34
45 30 37 2d 42 45 38 32
2d 30 45 43 35 42 31 34
423444 46 35 7d

50 26 26 68 fd 68 fd 12 fd
29 fd fd fd fd 09 fd fd 10
6f fd 29 fd fd fd 30 fd fd
76 fd 5d 18 fd fd 00 39 71
11 53 44 fd 0f 48 fd fd fd
fd 04 fd 1c fd fd fd 23 fd
fd 50 55 14 fd 63 fd 40 fd
fd 4e fd 29 fd 52 fd fd 32
1b 2f fd fd fd fd Oc fd 1a fd
fd 5d 19 fd 71 fd fd 2b 67
fd 05 18 70 34 72 43 04
07 fd fd 48 00 fd 2e fd fd
5a 44 fd fd f0 2b 12 fd fd
59 fd 22 fd fd 56 43 53 2¢
fd fd 74 fd fd 4b fd 35 6a
34 fd fd fd fd fd 0a 10 fd
fd fd 67 00 65 17 fd 9a fd
fd 10 00 08 1d 05 1b 66
fd fd 6b fd 52 fd fd 10 38
37 66 fd 4a 66 6f 01 3d
34 fd fd 59 fd fd Oa fd fd
fd fd 13 1d fd 35 1c fd fd
fd fd fd fd fd 23 fd 3e Oe
71 fd fd 6e fd fd fd 6¢ fd
39 fd 32 fd 27 28 fd 57 20
13 10 fd 6f fd 7f fd 3b fd fd
14 41 06 fd fd fd fd 36 49
07 fd 75
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1021

fd 3e 49 69 fd 33 fd 14 56
fd 66 fd fd 43 fd fd fd 23

20 fd 04 6f fd 09 fd fd 69

fd fd 6b 52 fd fd 18 fd fd

60 fd 63 fd 0f 79 11 1b 5b
fd 6¢ 7a fd fd 96 Oc fd 21

fd fd fd 75 06 fd 20 fd fd

fd 4e 04 fd fd 1d fd 10 fd

fd 4c fd 7d fd 20 61 fd 15
55 fd 58 fd fd 11 fd 21 Ob
fd fd 3b 30 2e fd 2e fd 51
fd 7b fd 4a fd 71 34 5a fd
fd fd fd fd 25 fd 30 fd 24

13 fd 27 02 fd d2 5b fd 02
16 Oe 03 fd fd fd fd fd 4a
45 fd 06 7c fd fd 5e fd fd

4b fd 21 3c fd fd fd fd 53

fd 55 52 fd 40 fd 1f fd fd

fd 21 fd fd 6f fd fd b2 52

58 65 fd fd fd fd Oe fd 51

33 fd 51 fd fd 47 5e 7a fd
1d fd fd 2e fd 39 5e 03 48
d3 f5 fd fd 1a 03 7c 66 1f
fd fd 5e fd 13 6f 52 6¢ 7¢
0Oc 65 fd 35 02 2b 50 78

fd 21 61 fd fd fd fd fd 23

fd fd fd 33 62 35 48 fd fd
fd 4c

4b 36 74 65 31 59 47 50
6e 49 62 6f 34 47 63 47
4f 45 50 33 69 48 78 31
63 46 46 48 42 55 65 67
7578 52 47 6d 33 58 53

7b 33 36 41 36 39 38 42
39 2d 44 36 37 43 2d 34
45 30 37 2d 42 45 38 32
2d 30 45 43 35 42 31 34
423444 46 35 7d

42 fd fd 6d fd 2f fd 61 fd
4e fd 0d fd 77 fd 10 78 10
3c fd 91 27 6¢ fd 26 fd 69
fd fd fd 03 Oe fd 51 fd 59
78 fd 2¢ 1f fd fd fd 56 6¢
06 45 21 57 04 7f fd fd fd
fd 0a 60 fd 12 58 fd 68 fd
fd 45 69 53 fd fd fd 44 36
fd 51 73 24 fd fd fd 37 45
74 fd fd fd 4d 33 fd fd fd
fd Oe 34 ab 52 fd 70 fd fd
4c fd 2e 32 7a fd fd 02 00
21 fd 31 fd 66 6e 09 17
1b fd 45 35 7¢ 02 fd 68 fd
fd fd 3d Oa fd fd fd 69 fd
7167 37 fd 25 2f Oc 11 fd
fd fd 52 fd 45 fd fd 53 Ob
fd cc 68 fd fd fd 44 fd fd
fd 77 69 69 fd 52 15 fd fd
fd 5a 07 fd fd 06 fd fd 90
56 fd fd 36 08 2e fd fd fd
a3 2a 02 35 fd 26 Ob 2b
fd fd 23 7d fd 7e fd 3d fd
75 50 fd 33 54 3d fd 5¢
7225 71 fd fd fd fd 30 57
fd 65 6d 94 fd 54 4f 37 fd
314d 20 32 08
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40
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1021

fd fd 2f 3e 72 38 40 62 70
60 fd fd 7c 40 62 61 08

2b fd 60 fd fd 6e 3b da 5b
2b fd 55 1a fd 4d 7d fd fd
2f17 fd fd 62 €5 31 1a fd
fd fd 20 72 75 04 fd 5¢ 42
fd 3f 6a fd fd 57 40 fd 67
1b fd fd fd 4a 23 21 fd fd
3b 78 fd 58 04 fd fd 0a 18
73 41 fd 6d fd 45 5b fd 3d
41 fd fd fd 57 78 58 47 68
01 fd fd 34 5b 20 35 68 2f
fd fd fd 62 5e 7e fd 40 1c
2f 31 fd fd 4d fd 52 33 30
fd 0d fd 31 52 fd fd fd 5b
72 69 5f fd fd fd 4d 66 71
1e 27 fd fd 1b 56 fd 40 fd
fd fd 21 24 02 fd 41 4e 37
5d 49 fd 65 68 1a fd 53 fd
fd a0 28 fd 7f 39 fd 54 fd
fd fd 43 fd ad fd fd fd 5b

3f fd fd a3 63 55 6a 78 10
10 1c 4e 2d fe fd 00 4e fd
fd 6¢ 04 48 fd fd 55 68 Oa
32 2f 86 1b 39 fd fd 3d 2d
50 5f 2a 59 fd fd 71 2d 6b

4b 36 74 65 31 59 47 50
6e 49 62 6f 34 47 63 47
4f 45 50 33 69 48 78 31
63 46 46 48 42 55 65 67
7578 52 47 6d 33 58 53

7b 33 36 41 36 39 38 42
39 2d 44 36 37 43 2d 34
45 30 37 2d 42 45 38 32
2d 30 45 43 35 42 31 34
423444 4635 7d

26 19 fd fd 52 fd 5d 07 fd
0f 5f 42 02 fd 70 fd fd fd
fd fd 7c fd 02 fd b8 fd 47
fd fd fd 3a 73 2d fd 06 6f
6d 52 15 5e 03 73 22 fd
45 02 fd fd 4b 5¢ a7 4f fd
2c¢ 04 0d 17 fd fd fd fd fd
61 02 fd 19 fd 4f fd fd 63
fd fd 05 fd 75 18 fd Oc fd
4c fd 77 14 59 fd fd 70 74
61 05 63 07 fd d7 fd 5a 3f
46 67 fd fd 51 55 18 fd 7e
62 2e 3afd 1227 fd 14
01 25 fd 59 fd fd 03 fd 09
31 fd fd 0d 14 17 6b fd fd
fd fd 44 25 fd 6d fd 56 fd
fd fd 36 33 40 3d fd fd 41
fd 25 1b fd 66 fd fd 01 fd
fd 1 fd fd fd 00 3e fd 65
fd 7a fd 76 45 fd 13 fd 23
63 fd 7c 10 fd 3a 33 16
47 fd fd fd fd fd 55 72 39
6¢ fd fd fd fd fd fd fd 05 fd
fd fd fd 70 51 57 78 fd Of
fd 15 fd 7e 48 fd fd fd 57
fd 2b 28 3f 6e Oe 25 fd 3a
2f fd 21 fd fd fd fd 12 fd
01 fd fd 56 69 fd
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1021

33 6d 31 33 7f 28 28 29
fd fd 50 61 fd ab fd 73 fd
03 66 fd 01 fd 11 4c fd 72
fd fd fd 40 fd fd 3b 24 1e
1f fd fd 57 fd 57 fd fd fd fd
fd 5d 53 fd 2f fd 21 64 56
171023 38 11 51 4¢c 71
fd 6c¢ fd 54 3e 59 fd fd 4b
75 fd 74 02 22 fd 76 67 fd
40 fd 00 fd fd df 1b 6b 45
31 75 fd fd fd 52 3f 18 fd
fd 33 11 fd fd 11 40 31 02
41 fd 4d 51 7d fd 6e fd fd
fd fd fd 29 60 19 fd fd 15
37 71 6¢ 22 fd 7d fd 4b fd
fd fd fd 00 fd 36 fd 08 fd
fd 7e 49 fd fd fd fd fd 34
4e 77 fd 33 24 fd 4a fd fd
fd 40 fd 6b 1b 2a fd 17 71
fd fd fd fd 5b 4e fd fd fd
53 52 63 16 05 5f fd 13
49 fd 32 fd 08 44 fd fd fd
02 fd 76 bf 38 2e 6b 76
40 fd 7c 7d fd fd fd 49 fd
fd b5 ea 72 fd Ob fd fd 09
33 fd 1f fd 16 6a fd fd fd
9d 1d 60 3f fd 7f fd fd fd
fd

4b 36 74 65 31 59 47 50
6e 49 62 6f 34 47 63 47
4f 45 50 33 69 48 78 31
63 46 46 48 42 55 65 67
7578 52 47 6d 33 58 53

7b 33 36 41 36 39 38 42
39 2d 44 36 37 43 2d 34
45 30 37 2d 42 45 38 32
2d 30 45 43 35 42 31 34
423444 46 35 7d

fd 65 fd fd 33 fd fd fd 4d
7f 44 16 26 fd 42 3f fd 5d
2d 44 fd 70 34 fd Oe 77 fd
3335fd 117978 78 5d
51 fd 75 fd 98 1b fd 39 fd
0c 1575 fd fd 71 1c fd 75
11 fd fd 62 fd fd fd fd fd
22 16 fd 50 46 fd 2a 78 fd
fd fd fd 5¢ 67 fd 60 12 fd
fd 39 2a fd fd 3d fd fd 3e
fd 24 6d 3f fd 7e 4e fd 6e
07 fd fd 7c fd 63 fd 4b fd
3f d6 f5 2e fd 79 22 6d 68
fd 44 fd fd fd 71 fd 75 fd
fd fd 7f fd fd 3d 4c 6f 20
3c 28 37 77 59 fd 00 2a
69 70 3c fd fd 43 fd fd 09
fd fd fd 16 fa 3f fd 55 fd
2d 49 fd fd 78 fd fd 32 1f
65 fd fd 75 fd 11 53 49 57
36 fd fd fd 21 2f fd fd fd
14 fd 5f 19 fd fd 65 3d fd
3463773bf373fd 1e
07 0f fd fd fd 4c 10 71 54
fd fd fd fd fd fd fd 06 fd c1
63 39 68 fd 33 fd 76 32
59 56 58 Ob fd 46 37 fd 5f
2afd fd
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fd ad 61 fd fd fd b9 fd 40
04 6e 19 38 38 fd fd 53
53 4f fd fd fd d1 62 fd fd
4d 76 7c fd 61 2b fd fd 49
75 04 08 6¢ 08 44 53 fd
a4 fd 3b fd fd fd fd fd 1f fd
fd fd 56 76 fd 40 73 7d 1d
26 17 fd fd fd 62 fd 4f 01
fd fd 59 8d fd 4d fd fd 3b
4f 72 38 57 66 0f 79 fd 45
78 fd fd 77 49 fd 20 46 fd
fd fd fd fd 1b 07 fd 13 fd
57 16 fd fd fd 19 fd fd 31
50 fd 25 2a fd 42 53 fd 4c
73 fd 73 59 24 33 fd 0f 08
77 fd fd 08 fd 07 fd fd 66
31 fd 63 05 5e fd 66 fd 5f
fd 51 7f 6b fd 6b fd 21 fd
471fdfdfd 10 17 28 73 fd
fd fd 23 38 fd fd 30 02 6e
fd 58 20 fd 4f 55 65 2e fd
5a fd 07 fd 50 fd fd 69 61
fd fd fd 54 49 fd 25 79 fd
00 fd fd 61 55 fd 69 fd 42
54 37 fd fd Oc fd fd 04 75
6a fd fd 3f fd 46 fd 13 d1
69 33 74 fd fd fd

256

40 4b 36 74 65 31 59 47 50
6e 49 62 6f 34 47 63 47
4f 45 50 33 69 48 78 31
63 46 46 48 42 55 65 67
7578 52 47 6d 33 58 53

38 7b 33 36 41 36 39 38 42
39 2d 44 36 37 43 2d 34
45 30 37 2d 42 45 38 32
2d 30 45 43 35 42 31 34
423444 46 35 7d

5d fd 52 fd 4a 54 48 22 fd
fd 24 fd 63 67 fd f1 05 fd
fd fd fd fd fd 73 fd e3 0d
71 6afd 53 1a fd 49 1e
66 55 fd fd 13 fd fd fd fd
66 fd 28 65 fd fd 5b 17 fd
1d fd 4e fd fd fd fd 1d fd
23 16 fd 02 fd 4c fd fd 3f
1e Of Oe 62 16 4f fd fd 16
fd 27 79 fd 1e 1e fd 16 31
14 fd fd 48 fd Oc fd fd 70
fd 2d 1d fd 17 35 fd 50 27
6b fd fd Of fd 2d 2a 44 36
1f 6f fd 1a 7f 04 06 fd fd
fd Ob fd fd 30 20 fd fd 38
6c 4e fd fd 72 fd 5a fd 9f
fd 0a 59 fd 05 06 fd Of fd
fd 21 2b fd fd 39 55 fd fd
5f fd 4a 72 77 0d fd fd 37
fd 41 6b fd fd fd fd 54 fd
fd e0 0f 6d fd 63 fd fd 67
1d 9b fd fd 19 33 fd 62 fd
63 fd 04 Oc 4a fd Oe fd 3e
50 fd fd 18 6¢ 2e 65 fd fd
7c fd 29 68 fd 1e fd 43 4c
fd 4f fd 09 fd Oe fd fd Oc
0f fd 12 70 Ob 2c 22 55
14

1021
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Offset
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Length Value

256 07 fd 7d fd 45 fd fd fd Ob
fd 14 fd 3e 1f fd 6¢ fd fd
e8 fd 3f fd 3f fd 3d 3b Ob
46 fd fd fd fd fd 3a 6e 30
fd Ob 53 07 fd 52 fd 30 fd
39 fd 47 fd 45 bf 03 1d 39
fd 0a 36 fd 1c 26 3f 1f 53
fd 32 fd 08 7a 66 21 3a
7d fd fd fd 12 22 06 1c fd
fd 20 fd fd 62 67 33 43 24
05 7e 08 4d fd 1a fd 35 fd
6¢ fd fd 38 fd 66 2a fd 46
5e 78 fd 05 fd fd 00 fd 1f
74 fd 38 fd fd 36 fd 4b d6
fd fd fd fd 5b 6b fd 2a 04
fd fd fd fd fd 50 64 fd 71
79 78 fd fd fd fd fd 91 7¢c
9d 4c fd fd 41 fd Of fd 1d
fd 5b fd 5f fd 1a fd fd fd fd
fd 5a Oe fd fd fd fd 19 fd
fd 48 2b fd 63 0f Oe fd 32
1573 63 fd fd 75 fd 17 fd
fd fd 2e 06 fd 71 fd 5a 7b
3d fd 6¢ fd 71 Oa 3c 6¢ 01
55 fd fd fd fd fd fd 7b fd
53 01 fd 29 34 0b 79 fd
06 fd 50 45 02 42 c1 fd fd

40 4b 36 74 65 31 59 47 50
6e 49 62 6f 34 47 63 47
4f 45 50 33 69 48 78 31
63 46 46 48 42 55 65 67
7578 52 47 6d 33 58 53

38 7b 33 36 41 36 39 38 42
39 2d 44 36 37 43 2d 34
45 30 37 2d 42 45 38 32
2d 30 45 43 35 42 31 34
423444 46 35 7d

1021 3c 44 fd fd 51 fd fd fd fd fd
37 fd 4b 59 48 Oc fd 7e fd
40 00 fd fd fd fd fd fd 67
68 6e 13 4d fd 07 09 72
fd 2d fd 2d fd Oc 68 2d 7f
5e fd 33 fd 4b 79 00 fd 56
031273 fd 11 59 3f 09
18 2e fd 19 67 74 72 4e
fd 2d 71 3e fd fd fd 53 fd
16 fd fd fd fd 52 5¢ 50 fd
fd 33 26 fd 79 21 09 fd 4a
65 08 fd 64 fd 27 26 Oa
5e 09 fd fd 73 fd 4c 48 fd
10 fd fd 67 7b 42 3e 3¢
29 fd 01 fd fd 55 fd fd 5a
47 55 34 fd 54 fd 4e 39 fd
70 fd fd fd fd 1d fd 62 27
fd d9 2a fd 66 7d 51 fd 7e
25 fd 2f fd fd 01 08 75 fd
fd 06 77 22 fd 03 fd 7b fd
18 fd fd 74 fd Ob 71 fd fd
fd fd 66 ab 64 fd fd fd fd
d6 fd fd fd 22 fd fd fd fd fd
fd 07 73 3e fd 6¢ 32 fd fd
33 11 56 fd 00 fd fd fd fd
5f fd fd 7b fd fd 4e 68 fd
05 35 fd 56

Ascii Completion Count Source Address

JE>1?2?
=;F:n0SRO9GE96&?
S2zfl:}"
bg3C$~M5I8f*Fxt86K[K*P
dayx|LA

[ ZH+c2scu.qZ{=Ig<IU{S)
yPEB

success or wait 1 4115FA

K6te1YGPnlbo4GcGOEP  success or wait 1
3iHx1cFFHBU
eguxRGmM3XS

41164B

{36A698B9-D67C-4E07-  success or wait 1 41167E

BE82-0EC5B14B4DF5}

<DQ7KYH~@ghnMr--h-  success or wait 1 411859
A3KyVsY?.gtrN-

g>SR\P3&y!Jed'&"sLHg{

B>)UZGU

4T9pb'f}Q~%/uw"

{tqf"s>I23V_Nh5V
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File Path

C:\Users\user\Documents\NEBFQQ
YWPS.png

C:\Users\user\Documents\NEBFQQ
YWPS.png

C:\Users\user\Documents\NEBFQQ
YWPS.png

C:\Users\user\Documents\NWTVCD
UMOB.xlsx

Copyright Joe Security LLC 2022

Offset

1026

1282

1322

5

Length Value

256 26 fd fd fd fd 2a 5e 0f 79
fd fd 4c 7d fd fd fd 06 7e
45 2f1a7c 28 74 48 40
19 62 fd 7a Oe 67 fd 49 fd
fd 68 79 55 27 38 fd fd 03
55 Oc fd 40 fd 03 fd fd e6
8 fd 1c fd fd 24 6b 2f fd
Oc fd 64 fd 6f 45 4a fd 05
23 fd 64 1afd 14 4d Oa
5066 11 51 fd 50 08 fd fd
17 fd 60 76 2a 53 58 1f fd
6d 67 66 2e 6d 5b fd 7e
fd 00 fd fd 51 fd 6b 58 48
fd fd fd fd fd fd fd 70 fd 1d
fd 52 fd 57 fd fd 16 5c fd
fd 34 45 fd fd 1b fd 74 fd
fd 04 7b fd fd fd 07 2b 75
fd fd fd 2c fd 24 fd 7a 7f
39 fd 06 fd 4e 14 41 23 fd
09 fd 07 fd 40 fd 6a fd fd
63 c1 0e 53 20 fd fd 35 fd
68 57 fd fd 56 fd fd fd 7a
61 5¢ 57 fd 05 69 7d 23
71 fd 1b 74 fd 5b fd fd Oe
38 12 fd 6e 15 fd 22 5¢
2e fd fd fd 3c 4e fd 2f fd
1b 27 Oe fd fd fd 4f fd fd fd
3afd 7b fd

40 4b 36 74 65 31 59 47 50
6e 49 62 6f 34 47 63 47
4f 45 50 33 69 48 78 31
63 46 46 48 42 55 65 67
7578 52 47 6d 33 58 53

38 7b 33 36 41 36 39 38 42
39 2d 44 36 37 43 2d 34
45 30 37 2d 42 45 38 32
2d 30 45 43 35 42 31 34
423444 46 35 7d

1021 7e 2afd 24 48 fd 7a 08 fd
5c 47 fd fd 05 fd fd 30 1f
fd fd fd 7d 74 fd e5 fd fd
73 fd fd fd fd 2d 6¢ fd 76
fd 1b 02 fd 53 67 73 48
63 fd 30 fd fd 55 1c fd fd
1afd fd 7d 3a fd fd fd fd
fd 04 56 fd 33 52 fd 47 44
5f 53 fd fd 6d 07 60 fd 7e
2b 5b fd fd 39 fd 52 fd 1d
2220 fd 69 Oc 11 0f fd Ob
7d fd fd 02 fd 64 fd 68 1e
03 7¢ 00 fd fd fd 09 fd fd
62 9a fd 7d fd 44 fd 02 fd
33 fd fd 18 fd fd fd fd 5d
33 fd fd fd 10 50 fd 75 fd
fd fd fd 35 14 Ob 01 20 22
0f fd 21 fd 79 fd 2f fd fd
55 fd 24 6a 2f fd 46 fd 10
2c¢ 51 3d 73 23 58 fd fd fd
fd fd fd 37 1d 4a 57 4b 53
fd fd 40 71 13 fd 18 37 fd
2f ee 09 fd d8 fd 28 fd 3c
fd 30 fd fd fd fd 69 04 fd
fd fd 19 fd fd 07 46 fd 67
fd fd 3a 1c fd fd fd 1d fd
fd 31 65 63 30 06 28 4d
25 26 fd

Ascii Completion Count Source Address

*AyLI~E/| success or wait 1 4115FA
(tH@bzglhyU'8U@$kdoE

J

#dIMPfQPv*SXmgf.m[~k

XHpRW\4EH{

+U,$z9NA#@jcS

5hWVza\Wil#agt[8n"\.

<N/'O{

K6te1YGPnlbo4GcGOEP  success or wait 1 41164B
3iHx1cFFHBU

eguxRGmM3XS

{36A698B9-D67C-4E07-  success or wait 1 41167E

BE82-0EC5B14B4DF5}

~*$Hz\GO}ts- success or wait 1 411859
IvSgsHcOU}:V3RGD_S

m’~+[9R" i}dh|bD3]3Pu5

"ly/U$;j

/F,Q=s#X7JWKSq7/(<0iF

“1ecO(M%&
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File Path

C:\Users\user\Documents\NWTVCD
UMOB xIsx

C:\Users\user\Documents\NWTVCD
UMOB.xlsx

C:\Users\user\Documents\NWTVCD
UMOB.xlsx

C:\Users\user\Documents\QNCYCD
FlJJ.mp3

Copyright Joe Security LLC 2022

Offset

1026

1282

1322

Length Value

256 6a fd fd 7f 5¢ 5¢ 06 7a 06
fd fd 26 6e 60 fd 60 fd e1
29 4a 46 fd fd 61 07 fd 2¢
03 fd 66 fd 6a fd fd 61 fd
fd 7e fd 3f fd 11 2b fd 5b
fd fd 54 27 fd 57 Oc fd fd
26 7f fd fd 51 34 46 3a 22
30 fd 19 fd 20 0d 1c fd 5e
53 fd 71 39 44 4d 62 fd fd
7c 46 5a 23 fd 7c 2a fd fd
fd 61 1e fd 50 fd Oc 4f fd
0f 54 fd 7e fd fd 07 fd 27
fd fd fd 09 60 74 45 fd 2d
fd 79 34 57 fd 67 fd 27 30
fd 7e 18 7b ee 15 fd 25
7a 01 Oa fd fd 23 fd 46 fd
52 3a fd 4d 44 72 fd fd fd
fd 21 48 1f fd 2¢ 16 31 70
fd 3f 77 30 fd fd fd fd fd
3d 1f fd fd 35 61 13 2a 7d
23 62 fd 7f 64 fd fd 78 7a
3b fd fd 60 10 fd 4a fd fd
fd fd 5a fd 1a Oe fd 5a 6f
49 4f 18 fd fd fd Oa 1c fd
48 fd fd 4a 48 7a fd 63 43
fd fd 37 3f 77 07 19 fd 3f
317574 7afd 1a 19 fd
73 fd fd fd fd 63 fd 63 fd

40 4b 36 74 65 31 59 47 50
6e 49 62 6f 34 47 63 47
4f 45 50 33 69 48 78 31
63 46 46 48 42 55 65 67
7578 52 47 6d 33 58 53

38 7b 33 36 41 36 39 38 42
39 2d 44 36 37 43 2d 34
45 30 37 2d 42 45 38 32
2d 30 45 43 35 42 31 34
423444 46 35 7d

1021 5f fd 18 fd fd 7a fd 7d Of
fd 28 fd 00 e4 fd fd 7b 74
10 fd fd fd 12 4e fd 17 fd
7b 10 fd fd 29 fd 17 01 fd
fd 78 53 75 fd fd 79 fd 42
fd Oc 64 39 23 Ob 4c 49
fd fd fd fd fd 1a 7e 6b 71
16 fd 78 fd fd 19 fd fd 49
fd fd 60 25 2d fd 6d 4e fd
fd 40 11 fd fd 3f fd 4d 21
3e fd 35 fd 05 2b fd fd fd
3b 22 fd fd 11 6¢ fd fd 7a
4970 fd 2¢ 39 fd 22 17
28 fd fd 68 fd 6¢ 35 fd 4f
fd fd 41 fd fd 48 14 fd fd
5a b8 fd 1d fd 7b Oe 7¢c
7b 75 37 fd 40 fd 7a fd fd
03 06 49 48 3c 22 fd ff fd
77 6c¢ fd 9e fd 58 fd fd 6a
fd fd fd fd 00 fd 78 57 fd
05 fd fd 24 61 3b 2¢c 27
28 fd 34 fd 11 60 fd 7c 35
50 59 7a 32 fd 54 fd fd 4a
fd 17 30 fd 26 fd fd 63 5d
1d 55 63 fd 6f 4d fd 43 fd
fd 29 35 7e 6f 74 fd 18 fd
7503 77 06 01 fd fd fd 6¢
fd fd 1b fd 4c fd fd 54

Ascii Completion

\z&n™")JFa,fia~?+
[T'W&Q4F:"0
ASq9DMb|FZ#|*aPOT~"t
E-y4Wg'0~
{%z#FR:MDr!H,1p?
wO0=5a*}#bdxz;
*JZZolOHJHzcC7?w?
1utzsce

success or wait 1 4115FA

K6te1YGPnlbo4GcGOEP  success or wait 1
3iHx1cFFHBU
eguxRGmM3XS

41164B

{36A698B9-D67C-4E07-
BE82-0EC5B14B4DF5}

success or wait 1 41167E

_z} success or wait 1 411859
({tN{)xSuyBd9#LI~kaxI' %

-mN@?M!>5+;"1zIp,9"

(hI5OAHZ{[{u7@z

IH<"wIXjxW$a;,'(4"|5PYz

2TJ0&c]

UcoMC)5~otuwILT

Count Source Address
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File Path

C:\Users\user\Documents\QNCYCD
FIJJ.mp3

C:\Users\user\Documents\QNCYCD
FlJJ.mp3

C:\Users\user\Documents\QNCYCD
FlJJ.mp3

C:\Users\user\Documents\RAYHIW
GKDI.pdf

Copyright Joe Security LLC 2022

Offset

1026

1282

1322

Length Value

256 4c fd 67 79 55 fd Ob 72 fd
fd 4c fd fd 53 fd 76 fd fd
7e fd 69 fd fd 30 fd fd fd
4b 5e 3f fd fd 41 fd 3a 14
fd 72 52 fd fd 23 34 6e fd
4d 1c 61 fd 5f fd fd fd 3¢
2a fd fd 18 45 6e fd 32 fd
43 43 fd 19 fd fd 6b 2e fd
fd fd 3d 70 fd fd 37 04 2c
233079 05 fd 33 fd 1f fd
4a 0f 2a 23 fd 2f fd fd 1d
7b fd 77 fd Oe fd 03 2e fd
fd fd 35 fd fd fd 6e fd 56
06 Oe fd 12 fd fd 3e 1a 2e
756579 76 fd fd a8 52
5c fd 3f 4d 1a fd 36 3c 7a
2042 9cfd 31fd4a 18 fd
fd fd fd 1b fd 13 fd fd 33
6f fd fd 02 64 b9 fd fd fd
fd 1a 02 fd 15 fd fd dd fd
bf fd 4d 6f fd 30 fd fd fd fd
3724 1025fd 04 18 fd
4d 36 4¢ 30 fd fd 77 fd fd
4b fd fd 57 fd fd 44 fd 1d
45 7e 2b fd fd 6f 30 fd 09
76 fd 05 21 fd 2d fd 57 fd
48 4f 61 5a 7f fd 16 fd fd
fd 06

40 4b 36 74 65 31 59 47 50
6e 49 62 6f 34 47 63 47
4f 45 50 33 69 48 78 31
63 46 46 48 42 55 65 67
7578 52 47 6d 33 58 53

38 7b 33 36 41 36 39 38 42
39 2d 44 36 37 43 2d 34
45 30 37 2d 42 45 38 32
2d 30 45 43 35 42 31 34
423444 46 35 7d

fd fd fd fd fd 3d 3d 02 48
76 fd fd 3f fa fd 4a fd 79
24 fd 5f fd 30 70 fd fd 45
1b 47 fd dc 47 18 2e 44
6a fd fd 4b 29 fd 5f 07 50
48 fd 4e 7f fd fd fd fd 20
7d 9f fd 35 fd 2b 32 fd 13
fd 66 fd 63 fd 2a fd 75 42
43 fd 4c 43 fd 1f 02 fd 59
54 2d Ob 58 08 59 fd 7¢
a4 fd 40 31 fd 43 fd 65 fd
60 fd 29 Ob 3d 6c 4f fd 51
4b fd 55 6b 40 71 Ob fd
7b fd fd 5¢ 00 fd 34 64 01
fd 45 fd 2b Oe 38 fd 11 fd
29 50 3e fd fd fd 5a 20 28
00 16 fd fd fd 39 fd 05 55
fd 2b 64 fd 24 66 fd 05 fd
68 2e fd 19 6b fd 5f fd Of
fd 1b 6a fd fd 31 fd 16 34
fd 35 18 61 72 fd fd fd fd
62 6b fd fd fd 45 26 fd 59
4d 72 fd fd fd fd 26 7a fd
fd 11 3e fd 68 fd fd fd fd
70 fd fd fd fd fd Of fd 5¢c 4f
fd 4c 41 fd 3e 5b 79 1a
24 50 fd 03 52 3c 5f 69
56 fd 26 7¢ 12

1021

Ascii Completion Count Source Address
LgyUrLSv~i0KA?
A:rB#4nMa_<*En2C
Ck.=p7,#0y3J*#/{w.5nV>.
ueyvR\?M6<z
B1J30dMo07$MBLOWKW

DE~+00v!-WHOazZ

success or wait 1 4115FA

K6te1YGPnlbo4GcGOEP  success or wait 1
3iHx1cFFHBU
eguxRGmM3XS

41164B

{36A698B9-D67C-4E07-
BE82-0EC5B14B4DF5}

success or wait 1 41167E

==HvJy$_OpEGG.DjK)_P success or wait 1
HN }5+2fc*uBCLCYT-

XY|@1Ce’)=I0QUk@q{\4

dE+8)P>Z

(9U+d$fh_j14arbkE&YMr

&z>hp\OLA>[y$PR<_iV&(|

411859
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File Path

C:\Users\user\Documents\RAYHIW
GKDl.pdf

C:\Users\user\Documents\RAYHIW
GKDI.pdf

C:\Users\user\Documents\RAYHIW
GKDI.pdf

C:\Users\user\Documents\SFPUSA
FIOL.mp3

Copyright Joe Security LLC 2022

Offset

1026

1282

1322

Length Value

256

40

38

1021

23 fd fd fd fd fd fd fd 43 4b
2b fd fd fd 65 fd 5f 75 12
71 63 5a 38 21 6e 94 fd
fd fd 1b 5e 69 94 fd fd 35
fd 2b fd 00 Oa fd Oc 6f 03
22 fd fd fd fd fd fd 5b fd fd
fd fd 42 fd fd 07 30 fd 10
fd fd fd 06 fd 4b 78 28 25
4c fd fd fd fd 09 fd 28 fd fd
50 fd 20 25 fd fd fd 6a fd
fd fd fd 44 6b 4f fd Of fd fd
13 71 fd fd 3b Oa fd 2e 01
17 fd fd 65 2d 19 fd 0d fd
3c 4c 4e fd fd 1a fd fd fd
fd fd fd 77 fd fd 60 fd 02
42 fdfd 1e 31 7c 2b 25 fd
0f fd 41 78 66 fd 19 fd 36
fd fd fd 57 17 09 4e fd 78
08 fd 76 37 35 fd fd fd 2c
2d fd fd fd fd d1 5e 3¢ 2b
1865 12 1e 36 fd 69 66
34 fd fd 47 6f fd fd 40 05
62 fd 1e 0d fd 35 55 fd fd
fd 8d fd 3d fd dc fd 22 fd
68 fd fd 58 fd 37 13 fd 43
fd 78 fd 50 fd 3c 3a 7c 23
62 55 fd 20 fd

4b 36 74 65 31 59 47 50
6e 49 62 6f 34 47 63 47
4f 45 50 33 69 48 78 31
63 46 46 48 42 55 65 67
7578 52 47 6d 33 58 53

7b 33 36 41 36 39 38 42
39 2d 44 36 37 43 2d 34
45 30 37 2d 42 45 38 32
2d 30 45 43 35 42 31 34
423444 46 35 7d

fd 78 fd Oc fd fd 7d fd fd
4b 71 fd fd fd 18 fd 53 21
23 45 fd 44 fd fd 45 62 17
fd 50 36 fd 3a 53 fd 1b 44
fd f2 fd 51 fd 04 27 fd 3f
fd 53 64 fd 79 fd 3f 50 1d
5c¢ fd fd 75 fd 3e fd 6¢ 4e
fd fd 39 65 fd fd 08 fd 09
62 7f fd 4a fd 2e fd fd 52
fd 38 7d 7e 52 fd fd fd fd
05 66 fd fd 53 fd 64 24 1c
56 fd fd fd 05 fd 19 58 7b
27 fa fd fd fd 24 39 25 fd
60 4d 27 fd Ob 37 fd Oa fd
06 2e 13 fd fd fd 0d fd fd
5f fd fd 76 59 fd 48 0d fd
fd 77 fd fd fd 74 fd 17 3e
43 02 fd 7a fd 3e 7e 2b
7d fd fd fd 63 fd 56 fd 2d
1b 56 fd 07 2a 56 Oe fd
42 fd fd fd fd e3 fd 5d fd
36 04 14 fd fd fd 3d fd 6b
5e 15 68 fd fd 74 fd fd fd
fd 29 6a 3e 26 6¢ 16 1b
fd 4f fd 55 d7 2b 14 fd fd
fd 38 Of fd fd 3d fd 3b 04
67 50 fd fd 25 66 fd fd 6a
2521 5a 6a 76 fd 25

Ascii Completion Count Source Address

#CK+e_ugcZIn?i5+0" success or wait 1 4115FA
[BOKX(%L(P%jDkOgq;e-

<LNwB1[+%Axf6WNxv75

e

+e6if4Go@b5U="hX7Cx

P<:|#bU

K6te1YGPnlbo4GcGOEP  success or wait 1 41164B
3iHx1cFFHBU

eguxRGmM3XS

{36A698B9-D67C-4E07-  success or wait 1 41167E

BE82-0EC5B14B4DF5}

x}KqS#DEbP6:SDQ'? success or wait 1 411859
Sdy?\u>IN9eb

J.R8}~RfSA$VX{'$9% M'

7._vYHwt>Cz>~+}cV-

V*VB]6=k"ht)j>&IOU+8=

:gP%f1%!Zjv%
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File Path

C:\Users\user\Documents\SFPUSA
FIOL.mp3

C:\Users\user\Documents\SFPUSA
FIOL.mp3

C:\Users\user\Documents\SFPUSA
FIOL.mp3

C:\Users\user\Documents\SQRKHN
BNYN.png

Copyright Joe Security LLC 2022

Offset

1026

1282

1322

Length Value

256

40

38

1021

07 fd fd 24 4d c3 50 6¢ 04
7a2e 0a46 1a40fd2c
02 fd 37 5e 5b fd fd fd 69
fd a9 fd fd 3b fd fd fd fd fd
fd fd 34 6e Oc fd fd fd fd
fd 26 fd fd 43 fd 7d fd 35
fd 49 fd 51 Oc fd 01 72 fd
1b 43 fd 6a fd fd fd 16 fd
fd 43 fd fd 58 Ob 65 fd 27
fd fd fd fd 39 fd fd 07 fd fd
22 51 fd fd 7c 03 69 fd fd
73 71 fd 24 fd fd fd fd fd fd
8d 21 25 fd fd 1a 44 21
05 33 fd 2f 4e 36 5d fd fd
51 1b fd 86 39 fd 23 fd 75
fd fd fd fd 11 fd 60 fd 79
28 34 43 19 fd fd 2a 65 fd
fd 69 25 fd 7a 5d 5e ea fd
fd fd fd 2f fd 63 fd 04 3e
fd fd fd 1d 3b 76 fd fd 49
22 4c fd fd fd fd 34 1b fd
42 6d 70 fd fd 2f 28 fd 1d
26 fd a1 fd 11 37 2a fd 63
5f 27 fd fd 53 fd fd fd 09
fd 67 fd fd 46 1f 3f fd fd
1a 74 fd fd fd 47 35 fd 17
57 fd fd fd

4b 36 74 65 31 59 47 50
6e 49 62 6f 34 47 63 47
4f 45 50 33 69 48 78 31
63 46 46 48 42 55 65 67
7578 52 47 6d 33 58 53

7b 33 36 41 36 39 38 42
39 2d 44 36 37 43 2d 34
45 30 37 2d 42 45 38 32
2d 30 45 43 35 42 31 34
423444 46 35 7d

fd 07 58 3e 38 7c 6b fd fd
fd fd fd 4c 18 09 6¢ Oe 1f
fd 1e fd fd fd Oa fd 52 fd
52 11 41 3e 4cfd 31 2¢
29 fd fd 5a 04 38 14 55
29 fd fd 5b fd 7a fd fd 05
4c 71 2e 4f 33 58 2a fd
3e fd fd fd 24 fd fd 5a fd
52 17 fd 55 49 fd 7¢ fd fd
fd fd fd fd fd 63 4a fd fd
6e fd 75 fd 25 Ob 08 49 fd
c6 7e fd fd fd fd fd fd fd
57 fd 5¢ 53 fd fd fd 08 41
06 fd ae fd fd fd 40 10 fd
fd fd b5 fd 03 fd fd 6¢ 22
1b fd 47 6c fd fd 52 66 27
66 fd 6¢ 5¢ 44 fd 2d fd 14
48 fd 03 6a fd fd fd fd fd fd
fd 60 7d 15 03 4e Oe fd fd
66 65 59 13 fd fd fd fd fd
fd 54 0f fd 6¢ 43 2e 4e 62
67 fd Oe fd 32 fd 6e 30 1c
6a fd 10 3f fd fd 19 fd fd
fd fd 5d 7a fd 29 fd 3a a6
36 fd fd 38 63 43 fd 4a fd
fd fd fd fd fd fd 2c 55 fd 6b
fd

Ascii Completion

$MPIz.F@,7[i;4n&C}5IQ  success or wait 1 4115FA
rCjCXe'9

"Qlisq$!%D!3/N6]QI#u’y(

4C*ei%z

]*/>vI"L4Bmp/(&7*c_'Sg

F2tG5W

K6te1YGPnlbo4GcGOEP  success or wait 1 41164B
3iHx1cFFHBU

eguxRGmM3XS

{36A698B9-D67C-4E07-  success or wait 1 41167E

BE82-0EC5B14B4DF5}

X>8|LIRRA>L1,)Z8U) success or wait 1 411859
[zq.03X*>$ZR

llcdnul~W\SA@I"GIRf'f\D

HiIN

feYTIC.Ng2n0j?]z):68cCJ

,Uk
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C:\Users\user\Documents\SQRKHN
BNYN.png

C:\Users\user\Documents\SQRKHN
BNYN.png

C:\Users\user\Documents\SQRKHN
BNYN.png

C:\Users\user\Documents\UOOJJO
ZIRH.jpg

Copyright Joe Security LLC 2022

Offset

1026

1282

1322

Length Value

256 3945 fd 2b 79 53 fd 17 fd
fd 5¢ Oe fd fd fd fd 72 fd
37 3e fd 21 fd 7e 55 22
05 22 5b fd 47 fd fd fd fd
45 fd fd 39 fd fd 88 77 6d
fd fd 60 2e fd fd fd fd Od
fd 71 35 79 2c 49 fd fd 55
fd 61 fd 6e fd fd 29 28 fd
0f 59 08 fd 29 7e 43 6b
03 62 fd 70 51 fd fd 28 38
fd fd 21 10 fd 39 67 2a 17
fd fd 54 3a 10 5b 45 04 fd
5e 32 fd 59 fd 5¢ 64 36 fd
4afd fd fd 06 fd 28 2b 3d
06 65 fd 0a 11 fd fd fd 77
87 fd fd 4f fd fd 2e fd 04
92 57 67 50 fd fd fd 2c 09
fd fd 3a 52 fd fd fd 0d 17
fd fd 80 2¢ 93 62 61 fd 2e
58 61 fd 74 46 fd fd 5 Of
fd fd 55 2d 62 fd 25 fd 7c
57 fd fd b6 53 03 fd 2a fd
48 fd fd 25 Of fd 48 7a fd
1c fd 55 64 fd fd 7a 66 60
47 fd fd fd fd fd 65 fd f5 b2
75 06 28 fd 5d 28 fd 6d fd
fd fd

40 4b 36 74 65 31 59 47 50
6e 49 62 6f 34 47 63 47
4f 45 50 33 69 48 78 31
63 46 46 48 42 55 65 67
7578 52 47 6d 33 58 53

38 7b 33 36 41 36 39 38 42
39 2d 44 36 37 43 2d 34
45 30 37 2d 42 45 38 32
2d 30 45 43 35 42 31 34
423444 46 357d

1021 0a325afd1e 1968 1e
6f 3b fd 04 39 3e 1b fd 66
08 fd fd fd fd fd 66 04 25
fd fd 3e fd fd 38 fd 2e 2e
5b 15 fd 3¢ 3¢ fd 31 fd 03
67 75 33 fd fd fd fd fd 6f
5¢ 50 fd fd fd 21 fd 61 fd
04 fd 14 33 29 0f 77 fd 44
fd fd fd fd fd fd 3b 35 fd
0276 fd 77 fd 17 4d fd 4e
7a 40 15 fd da fd Oa 57 fd
72 fd fd fd 48 fd 57 1d fd
fd fd 7a fd fd 3¢ 23 70 6e
fd fd 25 17 fd 00 2e fd fd
4cfd 437324 7c 4e fd
50 fd fd 13 13 00 48 Oa fd
fd 3b 7f 70 70 fd 09 6a 25
64 12 1b fd fd 68 63 68
63 fd fd 2d fd fd 35 3¢ fd
fd 5a 2f 1b fd 44 35 45 38
fd fd 59 78 fd fd 00 fd 7c
43 42 fd 0d 7c 66 fd 1f fd
fd fd 2¢c 09 00 fd 19 fd fd
60 fd fd 2a 6b 31 78 18 fd
75 fd 45 58 6e fd 68 12
43 fd 64 45 4d fd fd 74 fd
27 fd fd fd 3e fd 09 00 16

Ascii Completion Count Source Address

9E+yS\r7>I~U"" success or wait 1 4115FA
[GE9wm'.g5y,IUan)

(Y)~Ckbp(8!9g*T:

[Er2Y\dBJ+=ew

0.Wg,:R,ba.XatFU-

b%|WS*H%HzUdzf Geu(]

(m

K6te1YGPnlbo4GcGOEP  success or wait 1 41164B
3iHx1cFFHBU

eguxRGmM3XS

{36A698B9-D67C-4E07-  success or wait 1 41167E

BE82-0EC5B14B4DF5}

2Zh;>f%>8.. success or wait 1 411859
<<1gu30\P!a3)wD;5v

WMNz@WrHW<#pn%.LC

s$|NPH;ppj%dhchc-

5<Z/D5EYX|CBIf,"k1xuEX

nhCdEMt'>
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C:\Users\user\Documents\UOOJJO
ZIRH.jpg

C:\Users\user\Documents\UOOJJO
ZIRH.jpg

C:\Users\user\Documents\UOOJJO
ZIRH.jpg

C:\Users\user\Documents\WKXEWI
OTXLjpg

Copyright Joe Security LLC 2022

Offset

1026

1282

1322

Length Value

256 64 30 fd 54 fd 77 fd fd fd
40 fd fd fd fd 5f 56 18 01
50 58 fd 2f fd Ob 34 fd 55
06 57 fd fd 52 fd 44 fd fd
fd 52 26 69 cf 30 fd 41 6d
09 a4 fd 13 15 fd 58 fd 3e
48 03 fd 01 fd fd 43 60 fd
39 fd fd 4e 76 5b 68 0f fd
37 fd 1b 29 71 3c fd 48 fd
7d fd fd fd 46 73 fd 76 3d
fd fd fd 3c fd fd fd fd 06 2d
27 69 fd fd 15 fd fd 30 6f
fd 32 fd fd 20 fd fd 7e 61
fd fd 03 fd fd 1d fd 75 fd
fd 42 37 fd 15 63 28 63 fd
fd 14 fd fd 73 c4 46 fd fd
1124 fd 54 06 fd 15 1d
41 fd 5d fd fd fd 6d 20 fd
24 fd 05 fd 64 5d fd 79 fd
5a fd 5b fd 3f 5¢ 59 fd 48
fd 62 fd Of 48 48 Ob 7a fd
fd fd fd fd 0d 50 fd 13 fd
78 04 fd 74 fd fd fd 1c 3b
1b fd 46 fd fd 58 4f fd 39
fd 55 15 fd 4b fd fd 15 14
45 54 45 fd 50 fd 78 16
5c fd 08 fd fd 4e 7e fd 58
70 fd 6d 57

40 4b 36 74 65 31 59 47 50
6e 49 62 6f 34 47 63 47
4f 45 50 33 69 48 78 31
63 46 46 48 42 55 65 67
7578 52 47 6d 33 58 53

38 7b 33 36 41 36 39 38 42
39 2d 44 36 37 43 2d 34
45 30 37 2d 42 45 38 32
2d 30 45 43 35 42 31 34
423444 46 35 7d

1021 fd 61 fd fd fd 45 06 fd fd
5b fd fd ¢3 50 3a Ob 67
44 52 fd fd fd 66 04 55 0d
27 fd 68 3d 40 fd 5¢ fd 66
fd fd fd fd 61 fd 18 70 fd
35fd 75 7a 7b fd fd 15 fd
11 57 fd fd 68 fd fd 2b fd
2162 03 5a 12 1b fd fd
c4 fd 33 17 20 fd fd fd 49
fd 24 fd fd 47 fd fd 15 63
fc fd 2d fd 79 fd fd da fd
07 0a 78 2a fd 79 fd 67
56 1f 5a 78 fd 31 fd 44 48
fd 58 0f 56 fd 30 29 fd fd
fd fd fd 19 6d 39 fd fd fd
fd 04 fd 42 fd fd Oa fd 75
fd 1a fd fd fd 6d fd 2f 3c
Oe fd 57 fd 1d fd 75 fd 68
c5 69 1d 4a fd 34 55 3¢
5c fd 1e fd fd 5d fd 4a 01
fd 12 17 65 fd fd fd fd fd
64 7e fd 0a 37 75 5f 19 fd
fd 4c 93 39 fd 23 05 42
1afd fd fd 41 fd 6e fd 62
fd fd 10 1e fd 72 fd 76 fd
fd 3c 7c fd 03 fd 12 28 74
62 00 fd 22 73 60 17 fd fd

Ascii Completion

dOTw@_VPX/4UWRDR&  success or wait 1 4115FA
i0AmX>C 9Nv[h7)

<H}Fsv=<-'i002

~auB7c(csF$TAIm

$dllyz[?

\YHbHHzPxt;FXO9UKET

EPX\N~XpmW

K6te1YGPnlbo4GcGOEP  success or wait 1 41164B
3iHx1cFFHBU

eguxRGmM3XS

{36A698B9-D67C-4E07-  success or wait 1 41167E

BE82-0EC5B14B4DF5}

aE[P:gRfU'h=@\fap5uz{ success or wait 1 411859
Wh+1bZ3 I1$Gc-

y*ygVZx1DHXV0)9Bum/<

WuhiJ4

U<\lJed~7u_L9#BAnbrv<

(b's’

Count Source Address
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File Path

C:\Users\user\Documents\WKXEWI
OTXLjpg

C:\Users\user\Documents\WKXEWI
OTXLjpg

C:\Users\user\Documents\WKXEWI
OTXLjpg

C:\Users\user\Documents\WKXEWI
OTXI.mp3

Copyright Joe Security LLC 2022

Offset

1026

1282

1322

Length Value

256 fd fd 22 fd 6d 77 fd 3b fd
21 fd fd 6f 7a fd 6b fd 68
38 fd 5f fd 4b 37 3e fd 17
71 fd 2f 6b fd 5d fd 39 1c
52 fd fd 50 fd fd fd 6d 1c
fd 4c 36 1f 3f 77 21 12 32
do fd 60 46 fd fd 5f fd fd
fd fd fd 30 fd f3 fd 11 7f fd
36 23 fd fd fd 5d fd Of fd
7¢ 02 2c 42 fd 5e fd fd fd
62 fd fd fd 7b 56 fd fd 7c
24 2c fd fd 5d fd 4e fd 52
07 24 fd 45 6d 62 56 75
12 fd 31 fd 28 33 fd 39 15
3f 2¢ 3e 02 fd 5e fd fd 37
fd 2e 01 5f fd 36 2b fd 2d
2a fd fd 79 03 fd 00 50 fd
fd 57 0f Ob 00 fd fd fd fd
7e fd 78 48 fd 11 68 35
49 fd 4a fd 44 23 fd fd fd
fd fd fd 04 50 4d 3f 26 03
5e 35 fd fd 3c 1e 00 fd 44
fd 2a 42 1f fd 31 6a 6¢ 6¢
7f fd 63 fd 73 30 fd 06 60
2c¢ 27 2d 54 fd 1f 50 54 fd
fd fd 05 1c fd fd 06 fd 1b
fd 32 53 fd fd fd 54 fd 38
53 fd 47 fd 3a

40 4b 36 74 65 31 59 47 50
6e 49 62 6f 34 47 63 47
4f 45 50 33 69 48 78 31
63 46 46 48 42 55 65 67
7578 52 47 6d 33 58 53

38 7b 33 36 41 36 39 38 42
39 2d 44 36 37 43 2d 34
45 30 37 2d 42 45 38 32
2d 30 45 43 35 42 31 34
423444 46 35 7d

1021 fd 4a 17 fd 20 fd fd ff fd
76 fd 23 26 fd fd 7c 24 7e
30 fd 02 66 fd 5e 03 fd fd
53 fd fd fd 03 65 fd 7f fd
65 fd fd 41 fd Of fd 63 fd
17 fd 53 22 13 55 64 fd
60 04 fd 64 fd 64 fd 47 fd
5f fd 4b 50 fd 49 fd fd 72
fd 15 fd 2¢ 02 21 35 fd fd
fd fd 4f fd 58 73 59 11 09
fd 67 fd d7 2d fd fd 45 fd
fd 7a fd 04 fd Oa fd fd fd
fd 27 fd 35 14 7f fd 70 fd
31 0c fd 18 fd 36 fd 7c 48
34 fd 41 02 05 fd 4a fd 54
54 fd fd 66 03 27 04 fd 05
fd 1a 27 fd 29 fd 1c 49 fd
2b 07 6f fd fd 1f 70 fd 1c
36 fd fd 09 fd fd fd 1a fd
fd 08 fd fd 03 6a 10 fd fd
32 19 fd 05 fd 56 fd 3a 61
6d fd 3d fd fd fd fd fd 59
02 fd fd 34 6a 49 fd 79 fd
fd fd fd fd fd 1e 49 fd 64
08 1a fd fd fd fd fd Oa 5¢
46 16 fd fd 3c 7a 65 1d
14 fd 42 fd 78 2b 39 16
64 03 41

Ascii Completion

"mw;lozkh8_K7>q/k]9RP
mL6?w!2'F
_06#]|,B"b{V|$,]NRSEmMb
Vu1(39?,>77._6+-
*yPW~xHh5IJD#PM&"5<
D*B1jllcs0’,'-
TPT2ST8SG:

success or wait

K6te1YGPnlbo4GcGOEP  success or wait
3iHx1cFFHBU
eguxRGmM3XS

{36A698B9-D67C-4E07-
BE82-0EC5B14B4DF5}

success or wait

J success or wait
#&|~0f"SeeAc"Ud dG_K

PIr,5XsYg-

Ez'5p16|H4AJTT(")I+0p6j

2V:a

m=Y4jlyld\F<eBx+9dA

Count

1

1

1

1

Source Address

4115FA

41164B

41167E

411859

Symbol

WriteFile

WriteFile

WriteFile

WriteFile
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File Path Offset Length Value Ascii Completion Count Source Address Symbol

C:\Users\user\Documents\WKXEWI 1026 256 6a 2c 5a fd 5b 70 4e fd fd  j,Z[pNdIN6E%3nGuG;9L  success or wait 1 4115FA WriteFile

OTXI.mp3

C:\Users\user\Documents\WKXEWI
OTXI.mp3

C:\Users\user\Documents\WKXEWI
OTXI.mp3

C:\Users\user\Documents\WKXEWI
OTXI.pdf

Copyright Joe Security LLC 2022

64 fd 69 4e 9e 00 36 45
25d 33 fd 6e fd 1a 11 fd
fd 47 75 47 3b 39 fd 4c
26 fd fd 66 fd fd fd 1f fd
00 fd 64 38 fd fd fd Oa 65
fd fd 16 05 04 2c fd 5d fd
4c 7f 0d fd 01 Oe fd 44 3b
fd 3e fd fd 13 fd fd 44 fd
6d 6d fd e9 fd fd 78 41 55
5f fd fd 73 13 4b 02 11 fd
58 3d 49 fd 67 1a a0 02
fd fd 5a fd fd 4d fd fd 47
fd fd 3d 67 fd 9e 45 fd fd
fd fd fd 71 fd 1e fd fd fd
307279 fd 69 fd fd fd fd
fd 5f fd 44 fd fd 6e 3a fd
1b 6d fd fd 66 03 79 fd fd
fd 69 fd fd 1d 4d fd 53 fd
2c 49 06 7¢ 51 fd 35 11
46 fd 57 fd 8a 05 79 62
7b 61 fd fd 1¢ 24 34 09 fd
2b Oe fd 5f 2b fd 56 fd fd
fd 3b fd fd 20 38 59 79 83
fd 48 68 fd fd fd 7a fd fd
fd fd 03 fd fd fd 2f 31 fd
6d fd 4a fd 6f 72 fd fd fd
70 fd fd 37

4b 36 74 65 31 59 47 50
6e 49 62 6f 34 47 63 47
4f 45 50 33 69 48 78 31
63 46 46 48 42 55 65 67
7578 52 47 6d 33 58 53

7b 33 36 41 36 39 38 42
39 2d 44 36 37 43 2d 34
45 30 37 2d 42 45 38 32
2d 30 45 43 35 42 31 34
423444 4635 7d

fd 6f 40 fd fd Oc 2f 11 fd fd
4278 fd fd fd 43 fd 19 fd
26 59 56 fd fd 13 31 fd 62
18 7b fd fd fd 46 fd 35 41
78 fd 2c 33 41 30 fd 3f fd
17 07 24 11 30 fd fd fd 52
40 fd fd fd fd 46 fd 70 6e
43 4c 2e fd 2a 2e 14 4f
53 fd fd Ob 49 fd fd fd fd
42 39 fd 7b fd 5d fd 4d fd
fd fd 01 fd fd fd 30 6a fd
3d fd 21 fd 6b fd 42 fd fd
66 fd 13 46 fd fd 3¢ fd 7f
fd fd 02 fd Od fd fd 37 14
fd fd Ob fd 23 fd 49 10 7d
fd 65 6a 78 fd fd 59 5b 7e
fd 32 11 5e fd fd 0d 71 3d
fd fd 3b 67 fd 1b 44 58 72
fd 08 fd 7e 43 2a fd 78 fd
fd 5f fd 3¢ fd fd fd fd 77 54
fd 45 fd fd fd 1e 04 fd 00
fd fd 3d 7d fd 3f 65 3f 42
fd 23 fd 57 00 0f 23 56 09
fd 6d fd fd 2b fd 75 fd 2b
fd 5d Oa af 5a fd 45 97 3b
5a fd 30 fd fd 0d 66 1c fd
fd

&fd8e,]LD;
>DmmxAU_sKX=IgZMG
=gEqOryi_Dn:m
fyiMS,|Q5FWyb{a$4+_+V
; 8YyHhz/1mJorp7

K6te1YGPnlbo4GcGOEP  success or wait

3iHx1cFFHBU
eguxRGmM3XS

{36A698B9-D67C-4E07-
BE82-0EC5B14B4DF5}

0@/BxC&YV1{F5Ax,3A0
?$0R@FpnCL.
*.OSIB9{]MOj=IkBfF<7#l}
ejxY[~2
Ag=;gXr~C*x_<wTE="?e?
B#W#Vm+u+]|ZE;Z0f
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File Path

C:\Users\user\Documents\WKXEWI
OTXI.pdf

C:\Users\user\Documents\WKXEWI
OTXI.pdf

C:\Users\user\Documents\WKXEWI
OTXl.pdf

C:\Users\user\Documents\WUTJSC
BCFX.docx

Copyright Joe Security LLC 2022

Offset

1026

1282

1322

Length Value

256

40

38

1021

fd fd 04 Ob 6¢ 2e fd 01 32
00 6¢ fd fd fd 7b Oa fd 6¢
fd 2f fd 67 04 71 fd fd 93
0Ob fd fd 60 56 fd fd fd fd
2c 6afd fd 17 09 04 fd fd
00 24 fd 23 fd fd fd 15 67
fd 3f 7a 5¢ 3e fd 47 fd 73
2f 3c fd 6d fd b4 fd 12 fd
c3 31 33 19 fd 3e Oe fd fd
12 14 fd 6a 1a 4c fd 04 fd
1e fd 11 5d fd fd fd fd 5e
13 02 fd fd 2c fd fd 76 19
fd fd fd fd 19 fd fd fd 21 fd
117 55 Oc fd fd 2b 91 5b
fd 44 fd 32 fd fd 53 1f fd
3a 20 fd fd 52 2e fd fd 19
50 fd 4c fd 32 fd 02 2e 2a
57 5c fd 56 4f fd 16 fd fd
6e 50 fd fd fd fd 5d fd 65
2e fd fd fd 7d fd Oa 64 74
fd 54 73 17 5a fd fd fd fd
10 fd fd fd fd 09 fd fd fd fd
30 fd fd 51 fd 1c fd fd fd
1d fd 67 fd 61 36 53 28
6a 30 5b fd 3e fd 2f fd 6f
4e fd fd 41 42 2c 71 53
3d fd 27 fd fd 3¢ 3b fd fd
3a

4b 36 74 65 31 59 47 50
6e 49 62 6f 34 47 63 47
4f 45 50 33 69 48 78 31
63 46 46 48 42 55 65 67
7578 52 47 6d 33 58 53

7b 33 36 41 36 39 38 42
39 2d 44 36 37 43 2d 34
45 30 37 2d 42 45 38 32
2d 30 45 43 35 42 31 34
423444 46 35 7d

33 58 35 fd fd 2d fd 62 56
fd 72 fd 2b 6f 1b 3a fd 38
4c fd fd 67 fd 00 55 fd 62
011069 25 7d 3f fd 3b fd
fd fd 03 fd 1a fd 52 77 1c
fd 0d fd fd 2f fd fd 75 fd
4b fd 69 95 fd 41 fd 58 46
41 fd fd 79 20 28 10 43 fd
48 1d 00 2b 50 06 fd 69
fd 14 78 fd 3e fd fd fd fd
fd fd 5e fd 12 fd fd 46 fd
28 10 fd fd fd 08 fd fd fd
fd Oa 4d fd fd fd 15 fd 00
fd fd 19 fd 18 fd 66 3c fd
60 32 fd fd 1c 3c 1a 03 fd
1a 3a 50 3¢ 05 fd 00 fd
48 73 fd fd fd 4e 3e 48 2b
4a fd 62 fd 51 0f fd 2d fd
fd 6f fd 22 fd 35 42 fd 1c
25 3d 77 fd 67 fd 39 84 fd
26 1d 67 fd fd 5d fd 11 fd
fd fd fd fd fd 76 43 4c fd
2¢ 54 1d 72 2¢c fd 15 fd
21 fd fd 47 fd fd 20 15 42
fd fd fd 7c fd 72 fd fd fd fd
fd 5d 20 49 4a 58 fd Oc
1d 2d 79 fd 57 45 fd fd fd
4f12

Ascii Completion

1.2{l/gq’V.,j$#g?
Z2\>Gs/<m13>jL]A,vIU+
[D2S:
R.PL2.*W\VOnP]Je.}
dtTsZ0Qga6S(jo[>/oNAB,
gS='<;:

success or wait 1 4115FA

K6te1YGPnlbo4GcGOEP  success or wait 1
3iHx1cFFHBU
eguxRGmM3XS

41164B

{36A698B9-D67C-4E07-
BE82-0EC5B14B4DF5}

success or wait 1 41167E

3X5- success or wait 1 411859
bVr+0:8LgUbi%}?;Rw/uKi

AXAy

(C+Pix>"F(Mf<'2<:P<Hs

N>H+JbQ-

0"5B%=wg9&g]vCLTr,!G

B|r] IUX-yWEO

Count Source Address
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File Path

C:\Users\user\Documents\WUTJSC
BCFX.docx

C:\Users\user\Documents\WUTJSC
BCFX.docx

C:\Users\user\Documents\WUTJSC
BCFX.docx

C:\Users\user\Documents\WUTJSC
BCFX.pdf

Copyright Joe Security LLC 2022

Offset

1026

1282

1322

Length Value

256 fd 7e fd fd fd 2a 27 1a 2d
fd 35 fd fd fd 22 fd 3b fd
fd 23 fd 70 fd fd 48 71 25
70 56 fd 5e fd 7a f8 f4 12
fd 4e fd 76 70 fd fd fd fd
fd 35 fd fd fd fd fd fd 56 fd
037217 fd 5b 01 86 7d
fd 58 fd fd fd fd fd fd 09 fd
29 5a fd 24 fd fd fd fd fd
fd fd 3c fd 7e fd 01 42 58
42 fd 61 39 fd 4d fd 0d 48
Oc 66 fd 38 fd 28 4b fd 77
13 fd 3a fd 54 57 50 fd 4a
fd fd fd fd 3e 6d 5a fd fd
fd 31 5f 40 47 fd 22 fd fO
59 fd 7e 55 57 43 5d 04
4e 6f 43 68 fd 74 39 fd 5b
Oc 02 fd fd fd fd 37 fd 5¢
18 fd 19 fd 25 fd 5a fd 10
33 fd fd 5a fd 5f 5¢ fd 3d
fd 73 fd fd fd fd 40 4d Oe
fd fd fd 4b 69 1a 3b fd Ob
04 6d 49 e9 5¢ 30 fd fd fd
fd 02 fd 01 34 fd fd fd 1a
27 fd fd fd fd fe fd 2d fd
2b 75 fd fd 4b fd 4c fd 6d
59 fd fd 19 5a fd fd

40 4b 36 74 65 31 59 47 50
6e 49 62 6f 34 47 63 47
4f 45 50 33 69 48 78 31
63 46 46 48 42 55 65 67
7578 52 47 6d 33 58 53

38 7b 33 36 41 36 39 38 42
39 2d 44 36 37 43 2d 34
45 30 37 2d 42 45 38 32
2d 30 45 43 35 42 31 34
423444 46 35 7d

1021 fd fd fd 2f 06 05 fd 6b fd
39 fd 4¢ 28 35 fd fd 7a fd
08 fd 23 74 fd fd 7a fd fd
fd fd fd 3d fd 61 fd fd 47
fd 72 fd 23 17 fd 3d 6¢ fd
2b Ob 68 fd 3f fd fd 47 fd
521973 41 42 fd fd 01 fd
fd fd 6a fd fd 1f 47 fd 7e
fd fd 58 fd 54 fd 74 7d 16
fd c0 12 Ob 7c 5 fd 79 06
c6 62 4e fd 28 fd 3c 31 fd
1d 04 fd 43 5e 03 fd 32
36 fd 01 fd fd 6f 1d 67 4e
19 25 fd 4f fd 56 00 fd fd
fd fd 29 08 3a fd fd fd fd
66 5e fd fd 6f fd 16 66 48
fd fd 5e 4c 30 38 0d 34
3511 fd 64 fd 44 1d fd 2¢
58 06 46 fd fd fd fd 65 62
fd fd 3c 49 59 14 31 6¢
6b fd fd 40 fd 71 32 50 fd
28 fd fd 50 12 9b 42 3b
05 33 59 fd fd fd fd fd 10
31 5¢ fd 5f 6e 21 fd 3¢ 53
fd 14 fd 15 26 fd db 01 fd
19 fd fd 26 33 fd 36 fd 27
fd 50 fd 5f fd 2c fd 3a fd fd
13 21 fd 36 fd fd

Ascii Completion Count Source Address

*1

5";#pHQq%pV*zNp5Vr[}X)
Z<~BX
Ba9MHf8(Kw:TWPJ>mZ
1_@G"Y~UWCI]N
0t9[7\%Z3Z_\=s@MKi;ml
\04'-+uKLmYZ

success or wait 1 4115FA

K6te1YGPnlbo4GcGOEP  success or wait 1
3iHx1cFFHBU
eguxRGmM3XS

41164B

{36A698B9-D67C-4E07-
BE82-0EC5B14B4DF5}

success or wait 1 41167E

/KIL(5z#tz=aGr#=Ih?
GRSAB|G~XTt
}lyb(<1C260gN%OV):fAo
fHAL0845
dD,XFeb<IY1lk@q2P(PB
:3Y1\_nl<S&&36'P_:16

success or wait 1 411859
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File Path

C:\Users\user\Documents\WUTJSC
BCFX.pdf

C:\Users\user\Documents\WUTJSC
BCFX.pdf

C:\Users\user\Documents\WUTJSC
BCFX.pdf

C:\Users\user\Documents\YPSIAC
HYXW.docx

Copyright Joe Security LLC 2022

Offset

1026

1282

1322

Length Value

256 fdfd 12 79 13 fd fd 2d fd
58 fd fd 11 17 fd 53 fd 08
fd 57 6a fd fd fd 85 3f 60
fd fd fd fd fd 73 fd fd 7a
0d 75 fd fd fd 7a fd 61 fd
5f fd Oc fd fd 94 50 fd 11
18 fd 02 fd 18 1f 09 3f fd
fd fd fd fd bc 10 7d 1b 6d
fd 2e fd 42 3d fd 45 fd fd
fd 01 fd 3f fd fd 71 7e fd
10 2a fd fd 39 63 44 fd fd
10 5f fd 33 fd fd fd 28 6a
fd 67 54 Oa fd 7d fd fd 3e
1a 54 fd fd fd fd 4b 4d fd
fd 7f 2c fd 15 fd 07 6d Oe
52 56 26 54 15 38 fd 55
fd fd 57 fd 78 66 1d fd 65
fd 71 fd 1f 40 66 58 fd 44
fd fd fd 38 11 fd 5c fd 4a
fd fd fd 34 26 47 fd 4e 4c
fd 7b fd 67 78 07 fd 6a 2d
52 fd fd fd 4a fd fd Ob fd
fd fd Oa fd fd 44 fd 43 3a
31 fd fd 02 fd 01 72 fd fd
fd 65 fd 09 72 ba fd 2f 43
fd fd fd fd fd 69 56 fd fd 3c
12 4e fd 7b fd fd fd 42 fd
3a

40 4b 36 74 65 31 59 47 50
6e 49 62 6f 34 47 63 47
4f 45 50 33 69 48 78 31
63 46 46 48 42 55 65 67
7578 52 47 6d 33 58 53

38 7b 33 36 41 36 39 38 42
39 2d 44 36 37 43 2d 34
45 30 37 2d 42 45 38 32
2d 30 45 43 35 42 31 34
423444 4635 7d

1021 26 fd 42 fd fd 07 fd 49 fd
3d 69 55 fd 1a 41 5a fd fd
fd fd fd 14 fd 5f 24 5¢ fd
54 73 44 fd fd 35 fd fd 66
1afd 50 fd 15 20 49 34
3b 3a 15 fd fd 70 23 fd 3b
68 05 13 fd 38 4f fd 1d fd
312c 10 fd 1f 74 26 02
16 6e fd 50 fd 2a fd 70 fd
7afdfd 31 7d 22 1c fd 27
3d fd db 36 60 1f fd b4 fd
76 fd 24 0a 04 31 3f 22 3f
451fd 2b 17 fd 17 fd fd fd
fd 79 fd 5b fd 04 fd 4f fd
fd 07 fd 60 27 fd fd 6¢ fd
70 fd 46 fd 12 1e fd fd 50
fd 2a 36 64 fd fd fd 02 fd
57 3b 2a 1f fd 6a 25 fd fd
64 40 fd fd 60 fd 34 fd fd
65 3f fd 7a fd 38 22 2¢ 59
23 fd 98 fd fd fd 32 fd 7a
7b fd fd 66 21 fd 1e fd fd
5b fd Oa 44 6a fd 3¢ 7f 35
1b fd 4a fd fd 36 fd fd 74
fd fd fd fd 58 fd fd Oa fd fd
27 fd fd 63 fd fd 52 fd 48
fd fd 49 69 25 4f fd 72 15

Ascii Completion Count Source Address
y-XSW;j?

‘szuza P?}m.B=E?
q~*9cD_
3(jgT}>TKM,mRV&T8UW
xfeq@fXD8\J4&GNL{gxj-

RJDC:1rer/CiV<N{B:

success or wait 1 4115FA

K6te1YGPnlbo4GcGOEP  success or wait 1
3iHx1cFFHBU
eguxRGmM3XS

41164B

{36A698B9-D67C-4E07-
BE82-0EC5B14B4DF5}

success or wait 1 41167E

&BI=iUAZ_$\TsD5fP
14;:p#;h801,
t&nP*pz1}"'=6'v$1?"?
E+y[O'IpF
P*6dW*|%d 4e?

28", Y#22{fI[Dj5J6
tX'cRHIi%O0r

success or wait 1 411859
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File Path

C:\Users\user\Documents\YPSIAC
HYXW.docx

C:\Users\user\Documents\YPSIAC
HYXW.docx

C:\Users\user\Documents\YPSIAC
HYXW.docx

C:\Users\user\Documents\YPSIAC
HYXW.jpg

Copyright Joe Security LLC 2022

Offset

1026

1282

1322

Length Value

256

40

38

1021

6b 68 15 43 2f fd 27 fd 07
fd 18 4f fd 6e fd 31 fd fd
31fd11fd 15 3e 72fd 72
Oa 7e 78 fd fd fd 6e fd 18
fd fd fd 2a fd fd 24 fd 5b
2d 7f 33 20 37 fd fd fd 62
54 fd fd 76 fd 7e fd 69 74
fd 74 4b fd 26 fd 6d fd 43
fd 6¢ fd fd fd 00 fd fd 03 1f
2b 61 fd fd 32 fd fd 28 fd
4a 76 fd 49 fd 4d fd fd fd
fd 3f fd fd 74 67 53 1c fd
fd fd 2e 4f fd 76 30 35 fd
5f fd 6a 71 59 fd fd fd fd
7d fd 3a 74 03 42 fd 2a fd
fd 16 f1 22 27 fd cc fd 7a
6¢ fd 2f 29 3a 2a fd 7d 51
fd 03 fd fd fd fd fd fd fd 72
2f Oe fd 00 fd fd 74 66 fd
d8 fd 31 1b Oe 2e 67 fd
70 fd 01 04 34 22 39 fd
1cfd 74 13 2d 06 4f 4¢ fd
6e fd fd fd 73 15 35 49 32
79 fd 49 6e 24 fd 2f fd 75
fd 6d 25 42 fd 2e fd 13 11
0d 46 60 fd fd fd fd fd fd
58 Oc 1d 7e 47 fd fd 28 fd
b7

4b 36 74 65 31 59 47 50
6e 49 62 6f 34 47 63 47
4f 45 50 33 69 48 78 31
63 46 46 48 42 55 65 67
7578 52 47 6d 33 58 53

7b 33 36 41 36 39 38 42
39 2d 44 36 37 43 2d 34
45 30 37 2d 42 45 38 32
2d 30 45 43 35 42 31 34
423444 46 35 7d

fd fd fd 68 fd 7a 36 37 fd
07 fd 95 46 0b fd fd 26 69
08 fd 6e fd 79 08 0d 44 fd
76 3e 5b 42 55 20 54 fd
fd Oc 68 2e fd fd fd 7e fd
17 fd fd 56 fd fd 17 fd 40
fd 77 fd fd Oa fd 69 fd fd
6d fd fd 58 fd fd 39 15 3e
43 42 fd fd fd fd fd fd 35
fd 0d 13 fd fd 39 66 fd fd
7e fd fd 9b fd 67 fd 7c 5f
fd fd 19 fd fd fd 51 5e 6f
4c 06 7afd fd fd 03 fd fd
fd fd 63 fd fd fd fd fd fd 10
54 fd 76 29 40 00 Oe fd fd
fd fd 3c 33 fd 49 fd fd 7b
19 fd 74 fd 33 21 60 fd fd
21 fd 2a Ob fd 38 fd 5d fd
fd 23 fd 91 77 4d fd fd 45
10 fd fd fd 68 08 e9 fd fd
fd fd 2c 1e 6d 4c fd 6a 72
64 fd fd 4d fd fd 26 fd fd
39 fd fd fd fd 3f 3c 1a fd
16 fd fd 04 fd fd fd 6f fd 83
08 78 f4 08 21 fd 7b 73 fd
Oa fd fd 34 fd fd fd fd 14
39 46 43

Ascii Completion Count Source Address

khC/'On11>rr~xn*$[-3 success or wait 1 4115FA
7bTv~ittK&mCl+a2(JvIM?

tgS.0Ov05_jqY}:tB*

"'z):*1Qr/tf1.gp4"ot-

OLns5I2yl

n$/um%B." X~G(

K6te1YGPnlbo4GcGOEP  success or wait 1 41164B
3iHx1cFFHBU

eguxRGmM3XS

{36A698B9-D67C-4E07-  success or wait 1 41167E

BE82-0EC5B14B4DF5}

hz67F&inyDv>[BU success or wait 1 411859
Th.~V@imX9>CB5

f~g|_Q oLzcTv)@<3I{t3!"

1*8J#wMEh,mLrdM&9?

<ox!{s9FC
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File Path Offset
C:\Users\user\Documents\YPSIAC 1026
HYXW.jpg

C:\Users\user\Documents\YPSIAC 1282
HYXW.jpg

C:\Users\user\Documents\YPSIAC 1322
HYXW.jpg

C:\Users\user\AppData\Local\81 0

bc8e9b-9d47-41ad-b82b-bbc3ff54
a6de\build3.exe

Copyright Joe Security LLC 2022

Length Value

256 fd 5b fd fd 00 fd fd 27 fd
fd 61 fd 56 fd fd 57 fd 9a
07 fd 2d 3d 3a fd 88 54
26 fd fd 77 4c 34 fd 7e 58
44 14 5d fd 25 fd fd 4d 19
4d 2a fd fd 49 16 09 2b
11 3a fd 08 fd 6e 66 1f Oc
2a 24 1229 fd 08 fd 66
64 fd fd 7d fd 53 fd 1b fd
fd fd 38 48 fd 04 fd e4 63
0d 34 28 fd fd 94 44 fd 21
fd 67 fd 78 2f Oa fd fd fd
56 fd 23 fd fd 45 4e 50 fd
61 fd fd 24 fd 7a 35 03 fd
fd 00 4¢ fd 3a 17 19 fd fd
34 03 42 4d 6¢ 08 2d fd
fd fd fd fd fd 21 fd fd 39 fd
fd fd 52 fd fd 38 09 Oa 69
28 fd 55 4f fd fd fd 79 fd
51 fd 2e 09 1c fd 69 fd Ob
31 6b fd fd 32 fd fd 4c 1a
fd fd fd 45 5b fd fd 53 fd
fd 1a 25 6d 13 68 fd a8
65 33 75 fd fd fd 37 fd 44
Oe 2afd fd fd fd 17 1d fd
0Oa 2d 3f fd fd fd 00 fd 46
0d fd 15 fd fd 7c 4b fd 27
4d 06

40 4b 36 74 65 31 59 47 50
6e 49 62 6f 34 47 63 47
4f 45 50 33 69 48 78 31
63 46 46 48 42 55 65 67
7578 52 47 6d 33 58 53

38 7b 33 36 41 36 39 38 42
39 2d 44 36 37 43 2d 34
45 30 37 2d 42 45 38 32
2d 30 45 43 35 42 31 34
423444 4635 7d

9728 4d 5a fd 00 03 4f 41 fd fd
fd fd 1f fd fd fd 2d fd fd fd
67 fd 4f fd 71 fd fd 39 24
c3 40 34 66 fd fd 13 45
22 fd fd 30 0d 7f 41 48 fd
fd 7c fd 76 16 10 73 fd 10
06 fd 16 fd fd 50 60 77 31
fd 78 27 fd 51 fd b0 00 fd
70 2a fd 7d 75 28 3d 4e
fd 79 Ob 29 34 fd fd 74 6a
3d fd fd 5¢ fd fd 33 6b 68
61 41 fd 27 53 fd 2b fd fd
63 13 fd 2e fd 64 fd fd fd
11 fd fd fd 32 3f 31 fd 0d
fd 40 5f 38 1d 31 fd fd fd
fd fd db 27 ac 15 fd fd fd
44 69 2e 13 fd 04 fd 38 fd
fd fd 4f fd 11 fd fd 01 25
23 20 2f be fd fd 37 33 fd
7110 04 fd 3a 06 fd 70
3a fd 52 33 fd 1e fd 5¢ fd
27 fd 50 fd 2c 27 cd 78
96 71 2a 79 fd 38 55 fd
6c fd 16 59 63 fd 04 26
1c fd fd fd 7c 2e 01 fd fd
2270 1c 4d fd fd fd fd 36
3f 42 fd 23 39 fd 45 53 31
fd fd

Ascii Completion Count Source Address

['laVW- success or wait 1 4115FA
=T&wWL4~XD]%MM*|+:nf

“$)f

d}S8Hc4(D!gx/V#EPa$z5

L:4BMI-19

R8i(UOyQ.i1k2LE[S%mh

eu7D*?F|K'M

K6te1YGPnlbo4GcGOEP  success or wait 1 41164B
3iHx1cFFHBU

eguxRGmM3XS

{36A698B9-D67C-4E07- 41167E

BE82-0EC5B14B4DF5}

success or wait 1

MZOA- 41E301
gOq9$@4fE"0AHVSP w1

X'Qp’}

u(=Ny)4tj=\3khaAS+c.d2

?1@_81'Di.80%#

/730:p:R3\'P,'xq*y8UlYc

&|"pM6?B#IES1

success or wait 1
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C:\Users\user\Documents\ZBEDCJ
PBEY.pdf

C:\Users\user\Documents\ZBEDCJ
PBEY .pdf

C:\Users\user\Documents\ZBEDCJ
PBEY .pdf

C:\Users\user\Documents\ZBEDCJ
PBEY .pdf

Copyright Joe Security LLC 2022

Offset

5

1026

1282

1322

Length Value

1021

256

40

38

16 fd fd 64 fd fd 79 45 6f
2b 4a fd fd 31 fd fd 20 68
7b fd fd 09 fd 12 fd 10 6¢
2d 7b 68 12 fd 3e 03 7¢c
6¢ fd fd fd fd 77 00 61 fd
56 fd Oe 56 fd fd Oe 16 06
fd Oc 6d fd fd 19 15 fd fd
fd 1d 43 fd fd 0d b2 44 3¢
24 fd 62 fd 20 fd 27 76 64
2f 2e fd fd fd fd 08 fd fd fd
64 fd 4a 46 1e fd 20 fd 19
7368 1c fd fd 11 34 54
17 fd fd fd 55 1b 10 fd 1c
72 fd 74 fd fd fd fd 5 fd fd
711d Ob 41 77 66 14 3b
78 fd 3a 78 21 fe 1c 1a fd
3c 54 fd Oe fd 6¢ 58 fd 6f
15 33 fd 66 74 fd 48 6d fd
13 0f fd fd fd 4a fd fd 09
fd fd 13 Oc fd 49 33 31 fd
4efd fd 14 fd 2¢c 7c fd 11
33 fd 2e 98 fd 55 fd 54 fd
19 60 4c fd fd Oa fd 54 24
fd 56 72 07 01 20 fd 2f fd
fd fd fd 17 fd 45 fd 2¢ fd
38 fd fd 74 18 fd fd fd 27
4f fd 49 fd 63 fd fd 68

fd 55 fd fd 5f fd 13 7a 49
fd 6d fd fd fd 4a 05 fd 77
50 5¢ 08 fd 56 fd fd fd 6b
fd fd 23 fd 1d fd 7e fd fd
08 76 fd 72 54 fd 06 66 fd
fd 3d 2f 48 15 78 fd fd 3a
fd 4f 19 0a 1b fd 34 fd fd
fd fd 41 fd Ob 21 fd fd fd
5e fd c0 fd fd 63 4b fd 45
fd 7f fd fd 26 fd 29 fd fd fd
75 04 4a fd 7b 37 fd 37
34 fd fd fd fd fd 4f fd fd fd
4b fd 6a a8 Oa 58 63 fd fd
40 fd 04 67 fd 7b fd 41 fd
fd 01 fd 68 0d 52 af 23 fd
fd fd Ob fd fd fd 5c fd fd 5¢
29 7d fd 23 4f 28 65 5d
25 fd 7a fd fd 2b fd fd 07
3114 fd fd fd 13 17 4f fd
fd 4a 3b 66 fd 14 fd fd fd
fd 43 fd 72 3a 43 fd fd Ob
fd fd fd 2b fd fd fd fd 53 fd
fd fd 49 fd fd fd fd 2d 30
38 fd fd fd fd 1c fd fd fd 4d
fd 08 37 5d fd fd 1c fd 7¢c
62 79 fd fd 26 37 fd fd fd
45 66 67 05

4b 36 74 65 31 59 47 50
6e 49 62 6f 34 47 63 47
4f 45 50 33 69 48 78 31
63 46 46 48 42 55 65 67
7578 52 47 6d 33 58 53

7b 33 36 41 36 39 38 42
39 2d 44 36 37 43 2d 34
45 30 37 2d 42 45 38 32
2d 30 45 43 35 42 31 34
423444 46 35 7d

Ascii Completion Count Source Address
dyEo+J1 h{l- success or wait 1 411859
{h>|lwaVVmCD<$b 'v

d/.dJF sh4TrigAwf;x:x!

<TIXo3ft

HmMJI31N,|3.UT' LT$Vr

/E,8t'Olch

U_zImJwPVk#~vrTf=/Hx: success or wait 1 4115FA
O4AI"cKE&

Jud{7740jXc@g{AhR#\\)}

#0(e]%z+10J;fCr:C+SI-

087]|by&7Efg

K6te1YGPnlbo4GcGOEP  success or wait 1 41164B
3iHx1cFFHBU

eguxRGmM3XS

{36A698B9-D67C-4EQ7-  success or wait 1 41167E

BE82-0EC5B14B4DF5}
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C:\Users\user\Documents\ZBEDCJ
PBEY .xlsx

C:\Users\user\Documents\ZBEDCJ
PBEY .xlsx

C:\Users\user\Documents\ZBEDCJ
PBEY .xlsx

C:\Users\user\Documents\ZBEDCJ
PBEY .xlsx

Copyright Joe Security LLC 2022

Offset

5

1026

1282

1322

Length Value

1021

256

40

38

fd fd fd 66 2f 25 1d 4b 3c
fd 68 00 27 fd 62 1e 47 fd
fd 32 fd fd 79 6b 6d 21 79
fd fd fd 28 fd fd fd 7b 00
3a fd 59 06 fd 61 20 09 fd
fd fd 04 fd fd 04 35 fd 17
fd 05 fd fd fd 2d fd 79 5e
1e 61 fd fd 37 10 fd 7f 33
fd fd 1e 2d 03 fd fd 2a fd
5134 1c 0d 01 fd 41 fd
1e fd Oc 79 fd Ob fd b2 51
fd 72 fd bb fd 6¢ 9d 57 fd
fd fd fd 28 76 28 {7 fd 7a
58 Ob 38 fd 73 fd 31 4c 7c
56 19 1f 0f fd 20 75 fd 73
fd 4e 5a 57 70 2a fd fd fd
7576 fd 11 29 57 2f fd fd
fd fd fd 35 fd fd fd 34 fd
6d 43 95 fd 3e 45 76 fd fd
76 65 fd 51 6e 6¢ fd 34
49 fd fd fd 7a 01 5¢ fd 07
fd fd fd 73 fd 58 15 fd fd
fd fd fd 13 fd fd fd 39 fd
7b 72 fd 50 fd 09 fd 2a 2a
fd a1 fd fd 7e fd 4e 36 22
3a 71 58 fd 67 44 43 00
8c 63 fd fd 3f fd fd 76

fd fd 1f fd fd 72 fd fd 62
48 fd 0d 12 32 fd fd 3a fd
3d fd 3b fd fd 5f fd fd 00
29 2d fd fd 32 fd 58 3e fd
fd fd fd 60 3e 7f fd 28 fd
fd fd 6a 45 fd fd 5b fd 1a
3c fd 2a fd 76 70 fd 06 17
fd fd fd fd 61 fd 2f 01 56
6a fd 3f 5¢ 48 fd ba fd 52
62 56 6e 36 56 5e 5c a2
1ffd fd 20 33 fd 19 73 fd
fd 25 27 fd 08 fd fd fd fd
28 49 fd 7a 7e 39 2e fd
43 3a fd fd fd fd fd fd 74
fd fd fd 6a fd Oe fd 64 Oc

60 fd fd 2b fd 7f fd 58 fd fd

6d 11 26 01 fd 2a 27 fd
1033 62 fd fd 7c fd fd fd
60 1c 68 24 fd fd 7b 69
66 6¢ fd fd 6b 52 fd fd 2e
fd 1e 55 77 fd fd fd fd 51
11 fd Oe fd 6f 11 fd 1f 04
fd fd 5f fd 11 fd e0 fd 5b
fd fd 15 fd fd 22 fd 67 4d
fd fd 6d f5 Oc fd fd fd 7c
58 fd fd 2c 1e fd 57 74 fd
2b fd fd 12 fd d4 fd 2a fd
fd 31

4b 36 74 65 31 59 47 50
6e 49 62 6f 34 47 63 47
4f 45 50 33 69 48 78 31
63 46 46 48 42 55 65 67
7578 52 47 6d 33 58 53

7b 33 36 41 36 39 38 42
39 2d 44 36 37 43 2d 34
45 30 37 2d 42 45 38 32
2d 30 45 43 35 42 31 34
4234 44 46 35 7d

Ascii Completion Count Source Address

fIK<h'bG2ykmly({:Ya 5- success or wait 1 411859
yra73-*Q

4AyQrlW(v(zX8s1L|V

usZWp*uv)W/

54mC>EvveQnl41z\sX9{r

P**~N6":gXgDCc?v

rbH2:=; )-2X>"> success or wait 1 4115FA
(JE[<*vpa/Vj?\HRVNnBV\

35%'(1z~9.C:tjd" +Xm&™'

3b|h${iflkR.Uwo_["gMm|

X,Wit+*1

K6te1YGPnlbo4GcGOEP  success or wait 1 41164B
3iHx1cFFHBU

eguxRGmM3XS

{36A698B9-D67C-4EQ7-  success or wait 1 41167E

BE82-0EC5B14B4DF5}
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C:\Users\user\Downloads\BPMLNO
BVSB.jpg

C:\Users\user\Downloads\BPMLNO
BVSB.jpg

C:\Users\user\Downloads\BPMLNO
BVSB.jpg

C:\Users\user\Downloads\BPMLNO
BVSB.jpg

Copyright Joe Security LLC 2022

Offset

5

1026

1282

1322

Length Value

1021 fd 59 08 68 50 2a a3 fd
5e fd 1a 13 fd 7b fd 47 fd
fd fd fd fd 77 09 3b fd 4f
10 fd fd fd fd 72 fd 60 58
5a 7c 69 1d 34 fd fd 26
Ob 64 3f 41 fd 52 7f fd 19
4d fd fd 6d 15 fd 4a fd 33
0d fd 6e 67 fd 3c fd fd fd
Ob 74 fd fd 03 fd 75 fd fd
53 73 fd fd fd fd 34 4e fd
3f fd 5b 2f fd 1b fd fd 13
fd 3a fd 26 42 06 fd 68 fd
fd 66 fd 38 7b fd 18 6b 38
Ob fd 4e fd fd 43 fd 40 fd
fd 51 fd fd 54 Of 54 fd 4d
fd 55 15 fd fd Oc fd fd fd
3afd 73 76 fd 1a fd fd 10
fd fd 07 2e 7f fd 22 d1 4f
fd 4c a3 53 7f 3f fd 27 fd
08 66 75 fd 57 26 5d fd
Ob fd fd 02 fd 50 1b 28 fd
3f fd Oc 2f 13 47 2¢ 54 02
28 42 fd 36 17 fd Ob Ob
08 4b fd fc 1b 26 fd 3¢ fd
fd 79 30 fd 37 fd fd 36 66
fd 5d 31 fd 4c 6b 6a 02 fd
fd fd 29 0d fd 14 5¢ 22 fd
fd 18 08 2e

256 fd 55 fd 2¢ 78 fd 49 fd 09
28 24 05 22 fd 7¢ fd 33
6e 06 fd Ob 36 2f fd fd fd
10 52 3f 2b 2¢ 46 fd fd 1b
fd fd 64 fd 08 29 18 61 3e
d4 fd 67 6a 27 1a fd fd 4c
20 fd fd fd fd 14 fd 1e 07
0Ob 33 2c 48 6f 3a 2f 54
13 fd fd fd fd 2a 56 fd fd fd
7e fd 39 4e 5e 10 fd fd 48
fd 7c 48 68 3f fd Ob fd 57
fd fd 75 70 54 fd fd 54 fd
3f 5b 4a Oc fd fd fd 3e 19
fd 38 65 fd 00 55 fd 71 fd
3f 4a 20 0a 26 fd fd fd Od
09 fd 33 fd 44 0d fd 68 21
64 fd 19 7a fd fd fd fd fd
6a 1¢ 00 fd fd 21 fd 75 5f
11 3f 40 4c fd fd 34 fd 07
fd fd fd 2f fd 16 2e 2d fd
71 fd e fd 49 76 52 3b fd
fd fd fd 9f 76 60 34 27 53
fd Oe 6f 04 fd fd fd 70 fd
0f 3b 2e fd Oa fd 6d 1c fd
fd fd 20 fd fd fd 6b fd 60
fd 1a 0d fd fd fd 4e fd 67
fd 4f 2e 39 00

40 4b 36 74 65 31 59 47 50
6e 49 62 6f 34 47 63 47
4f 45 50 33 69 48 78 31
63 46 46 48 42 55 65 67
7578 52 47 6d 33 58 53

38 7b 33 36 41 36 39 38 42
39 2d 44 36 37 43 2d 34
45 30 37 2d 42 45 38 32
2d 30 45 43 35 42 31 34
4234 44 46 35 7d

Ascii Completion Count Source Address

YhP*MGw;Or XZ|i4&d?
ARMmJ3ng<tuSs4N?
[/:Bhf8{k8NC@QTTMU:s
v."O
LS?'fuW&]P(?/G,T(B6K&
<y076]1LKj)\".

success or wait 1 411859

U,xI($"|3n6/R? success or wait 1 4115FA
+Fd)a>gj'L3,Ho:/

T*V~9NAH|Hh?WupT?

[>8eUq?J &3hdzjlu_?

@/.-g>IvR;v4'Sop;.m

K'Ng0.9

K6te1YGPnlbo4GcGOEP  success or wait 1
3iHx1cFFHBU
eguxRGmM3XS

41164B

{36A698B9-D67C-4EQ7-  success or wait 1 41167E

BE82-0EC5B14B4DF5}

Symbol

WriteFile

WriteFile

WriteFile

WriteFile

Page 146 of 236



File Path

C:\Users\user\Downloads\BPMLNO
BVSB.xlsx

C:\Users\user\Downloads\BPMLNO
BVSB.xlsx

C:\Users\user\Downloads\BPMLNO
BVSB.xlsx

C:\Users\user\Downloads\BPMLNO
BVSB.xlsx

Copyright Joe Security LLC 2022

Offset

5

1026

1282

1322

Length Value

1021

256

40

38

fd fd 46 fd fd 67 fd 5a fd
fd 58 40 fd 7b fd 07 25 fd
6f 42 3f 1d fd 3d 0f 6¢c 1e
fd Oc fd fd 6d 14 52 fd 36
fd 76 00 c7 16 fd 01 73 fd
7d 22 fd 67 fd fd 5a fd fd
71 fd c8 39 6f 30 57 fd fd
fd fd fd fd 43 fd 72 fd 5¢
34 1ac6 7d 3f 21 d3 79
fd 47 5d fd 40 fd 03 23 3b
fd 39 fd 28 fd fd fd 1a fd
fd 76 39 fd fd 17 fd 5¢ 5e
fd 1a 6d 35 3b fd fd fd 52
24 79 fd fd 7¢ 59 14 23 fd
17 2e 05 fd 5f 02 2f 73 fd
1d 7e fd 4e 1e fd 6a fd fd
15 fd fd 76 fd fd fd fd et
11 fd 55 fd 2b 5d fd 07 fd
fd 67 ee fd fd fd 12 27 65
fd fd 2b 17 04 58 12 fd 22
30 fd fd 62 4e fd 19 6f fd
fd fd 16 66 fd 3e fd fd 45
7d 1d 2f fd 09 2a 1e 13 fd
16 fd 52 fd fd 24 60 1e 1a
2e 41d 0124 03 Oa 1d
fd fd 5f 4e 6a 4a 4f fd fd
0Oa fd fd 7b 02 5f fd 61

77 31 56 15 fd fd 76 20 fd
10 Oa 68 6a fd 32 2a fd fd
fd fd 63 fd fd 7¢ 39 fd fd
62 fd 37 fd 63 fd Oc fd 38
fd fd fd 5b 38 fd 6f fd 99
18 42 4a 17 3c 27 6e fd
50 6a 26 02 fd fd 17 fd 31
fd fd 00 04 3e fd 13 34 fd
fd 52 04 37 fd 29 fd fd 5e
fd fd 7e 68 a3 fd fd 3c a6
fd fd 30 6b 45 Oe 4a fd fd
40 32 fd 73 44 04 fd fd 70
fd 07 fd 6b 7f 38 70 fd fd
fd fd 05 11 32 5b 2¢ 11
7e fd fd fd 50 77 fd 09 fd
0f fd 75 77 fd Of 1a fd 40
fd fd fd fd 6b fd fd 4e 26
24 06 7d fd 50 53 fd 14
12 fd 22 fd 7c fd 03 63 06
fd fd fd fd Oa 6b fd 6e 6f
fd 7f 75 6f 05 07 fd 62 fd
fd 4d 21 0f fd 60 38 fd fd
2f 7b fd fd 76 61 fd 34 37
69 fd fd 10 24 fd 40 fd fd
27 fd 79 27 5d fd fd 7a fd
35 5f 41 00 64 4a 03 10
48 69 fd 77 fd 67 fd 78 79
55 36

4b 36 74 65 31 59 47 50
6e 49 62 6f 34 47 63 47
4f 45 50 33 69 48 78 31
63 46 46 48 42 55 65 67
7578 52 47 6d 33 58 53

7b 33 36 41 36 39 38 42
39 2d 44 36 37 43 2d 34
45 30 37 2d 42 45 38 32
2d 30 45 43 35 42 31 34
423444 4635 7d

Ascii Completion

FgZX@{%0B?
=ImRvs}"gZq900WCr\4}
2lyG]@#;9(vO\"m5;R$y|Y
#. /s~Nj
vU+]g'eX"0bNof>E}/*R$".
A$_NjJO{ a

success or wait 1 411859

wiVv success or wait 1 4115FA
hj2*c|9b7c8[80BJ<'nPj&1

>4

R7)"~h<OKEJ@2sDpk8p

2[,~Pwuw@kN

&$}PS"|cknouobM!'8/{va

47i8@'y'

1z5_AdJHiwgxyU6

K6te1YGPnlbo4GcGOEP  success or wait 1
3iHx1cFFHBU
eguxRGmM3XS

41164B

{36A698B9-D67C-4EQ7-  success or wait 1 41167E

BE82-0EC5B14B4DF5}

Count Source Address
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File Path

C:\Users\user\Downloads\FENIVH
OIKN.png

C:\Users\user\Downloads\FENIVH
OIKN.png

C:\Users\user\Downloads\FENIVH
OIKN.png

C:\Users\user\Downloads\FENIVH
OIKN.png

Copyright Joe Security LLC 2022

Offset

5

1026

1282

1322

Length Value

1021

256

40

38

60 4d 6b 08 fd 55 11 33
fd fd Oe 63 fd 4e fd fd 12
04 fd fd 29 34 7f fd fd fd
15 fd 1c 1e 4c fd fd 3e fd
33 0a fd 653a 30 fd 11
43 6afd 1b 69 fd fd fd fd
4c 21 fdfd 10 fd fd fd fd
39 3b 4f fd 7f 6a 5¢ fd 4b
5717 13d 08 05 1c 34
fd 56 14 fd fd 25 fd 1c 2f
1c fd fd fd 09 35 fd fd 2a
83 fd 03 76 49 3e fd 20 fd
76 fd 2a fd fd 2d 18 fd 53
78 353dfd 4517 73 fd
26 fd 27 fd 67 59 6f 7b fd
fd fd fd 17 06 fd 5e 16 fd
5b 35 fd 32 fd fd fb 66 fd
7f0c fd 16 52 fd 66 74 06
2b fd 6e fd 17 fd 7d fd fd
fd fd 78 fd fd fd 44 fd 7b
74 2¢ fd 5b 2f fd fd 10 19
fd fd 18 fd 00 42 17 67 fd
fd fd Ob fd 30 Oe fd 09 28
fd fd 3a 53 fd fd 23 7a 71
39 fd 3a fd 4c fd fd fd fd
4a 42 fd fd fd 20 fd 19 fd
4e 6f fd 7a fd 7a 40 fd fd
fd fd 78 fd fd fd 16 fd 08

6¢ 57 fd fd 49 7e 42 60 fd
fd fd 32 56 20 56 24 64 fd
fd 22 61 fd 54 10 07 fd 45
fd 73 fd 25 fd fd 26 c0 65
5501 07 74 fd fd fd 5b fd
74 09 65 fd Oe 3¢ 3c 29
fd 44 1b fd 58 fd fd fd fd
3828 11 18 fd 19 2e fd fd
13 fd 4d fd 55 60 73 fd fd
60 fd fd 01 fd fd 3e 2a fd
2b 50 fd fd fd Of fd fd fd 02
45 23 fd 3e fd fd fd fd fd
e7 fd 0f 03 fd 4e 1a fd fd
fd fd 1c 71 09 fd 4c fd 21
64 fd 1b fd 4f 0d 1d 49 3f
fd fd 25 fd 06 fd 45 Oc 1b
fd fd fd 05 fd fd fd 69 7e
08 28 70 fd 62 7d fd 34
1566 7f fd fd 10 Ob 24 fd
4c 19 fd fd fd 47 28 fd fd
1afd fd fd 76 fd 28 2f fd
0d fd fd 46 fd fd 1c fd fd
09 fd fd fd 24 7f 3a 66 2e
fd 5d fd fd 17 fd fd fd fd fd
fd 35 60 fd 4f 3f 2a fd 14
fd 11 fd 08 23 fd fd 72 fd
fd 1b Ob fd 1c fd

4b 36 74 65 31 59 47 50
6e 49 62 6f 34 47 63 47
4f 45 50 33 69 48 78 31
63 46 46 48 42 55 65 67
7578 52 47 6d 33 58 53

7b 33 36 41 36 39 38 42
39 2d 44 36 37 43 2d 34
45 30 37 2d 42 45 38 32
2d 30 45 43 35 42 31 34
423444 4635 7d

Ascii

Completion

"MU3cN)4L>3e:0CjiL!9;0j success or wait

\KW4V%/5*vI> v*-
Sx5=Es&'gYo{"[52fRft+
n}xD{t,[/Bg0(:S#zq9:LJB
Nozz@x

IW~B'2
V$d'aTE%8eU[te<<)DX8
MU's'>*+PE#>NqL!dOI?
%i~(pb}4f$LG
(V(F$:£.]5°02*#r

success or wait

K6te1YGPnlbo4GcGOEP  success or wait

3iHx1cFFHBU
eguxRGmM3XS

{36A698B9-D67C-4E07-
BE82-0EC5B14B4DF5}

success or wait

Count

1

1

1

1

Source Address

411859

4115FA

41164B

41167E
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File Path

C:\Users\user\Downloads\JSDNGY
COWY.mp3

C:\Users\user\Downloads\JSDNGY
COWY.mp3

C:\Users\user\Downloads\JSDNGY
COWY.mp3

C:\Users\user\Downloads\JSDNGY
COWY.mp3

Copyright Joe Security LLC 2022

Offset

5

1026

1282

1322

Length Value

1021

256

40

38

5a fd fd 5¢ fd ¢3 fd fd 33
fd 7d 64 62 22 4b 45 13
fd 30 5f fd 12 56 fd fd 49
6b fd 0a 13 fd 54 fd 2a fd
74 fd fd fd 3d 29 3d 5a fd
fd fd 23 2f 28 fd fd 7f 07
fd e8 fd fd 1c fd fd 4c 25
56 fd 75 fd 11 fd 66 70 01
46 15 fd fd 3a 10 02 fd fd
16 77 76 78 fd fd 19 fd fd
fd fd 7d 6d 7c fd 49 a2 fd
fd fd 5d 24 7a fd fd 15 5f
7a fd f0 fd 50 fd 4e fd 42
00 fd 42 fd 80 fd fd fd fd fd
fd fd fd 5d fd 6d fd fd 6e
fd 4e fd 19 1f fd 62 fd fd
fd fd fd fd 13 fd 65 75 fd
fd 1c fd 41 31 fd fd 36 5e
fd fd fd fd 75 fd fd fd 51
64 76 3afd 3d fd 76 1e
66 fd 53 33 fd 20 fd 34 fd
fd 7f 12 fd 50 58 fd fd fd
fd 4e 41 fd fd 46 15 1d fd
62 65 fd 33 21 16 49 c4
41 fd 6¢ 6d Ob fd 4e 2d
0512 fd 73 fd 79 5b fd 1f
fd fd fd 06 55 fd fd fd

fd 54 35 2e 33 fd 40 fd 07
fdfd 1e 7a 75 18 fd 63 fd
52 1d 42 fd fd 1a fd 5a fd
fd fd fd 10 fd 01 fd fd 13
62 59 fd 23 fd fd 70 3e 17
66 fd 79 27 61 6f 45 fd 29
fd 2f fd fd 21 59 f1 4d fd
fd fd fd fd 67 23 Oa fd fd
5a fd fd 23 fd fd 7c fd 6¢c
fd 2b fd 76 fd 39 Oc 3d fd
fd 39 fd fd 3e fd 53 58 26
fd fd fd 53 5¢ fd 4c 09 fd
700960 43 19 38 fd 4c
1ffd 07 33 21 03 fd c1 09
4afd cc 27 fd 08 4a fd fd
0f 30 17 13 fd 2f fd 5¢ fd
fd fd 26 57 fd 70 17 fd 28
fd fd 7c 1a fd b8 fd 4e 75
5e 3f fd 16 32 1¢ 62 fd fd
71 6b 78 43 6a fd fd fd fd
19 6d fd fd 12 2e fd fd fd
fd fd 75 58 fd 76 fd fd 7c
58 75 69 3d 74 40 fd 2a
50 fd 44 fd 79 5e 7f fd fd
3f 1d fd 5b 24 00 66 71 5f
71093476 a0 35 fd 16
6f fd 67 03 fd 66 fd fd 2b

4b 36 74 65 31 59 47 50
6e 49 62 6f 34 47 63 47
4f 45 50 33 69 48 78 31
63 46 46 48 42 55 65 67
7578 52 47 6d 33 58 53

7b 33 36 41 36 39 38 42
39 2d 44 36 37 43 2d 34
45 30 37 2d 42 45 38 32
2d 30 45 43 35 42 31 34
42 34 44 46 35 7d

Ascii Completion

Z\3}db"KEO_VIkT*t=)=Z/( success or wait 1
L%VufpF

:wvx}m|l]z_zPNBB]mnNb

euA1ruQdv:=viS3

4PXNAFbe3!IAImN-sy[U

411859

T5.3@zucRBZbY#p>fy'a success or wait 1 4115FA
oE)/IYMg#Z

#|+v9=9>SX&SLp C8L3!

J'JOA&Wp|Nu”?

2bgkCjm.uXv|Xui=t@*PD

yA?[$fq_gdv5ogf+

K6te1YGPnlbo4GcGOEP  success or wait 1
3iHx1cFFHBU
eguxRGmM3XS

41164B

{36A698B9-D67C-4E07-
BE82-0EC5B14B4DF5}

success or wait 1 41167E
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Offset

5
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Length Value

1021 fd 41 fd f7 63 09 72 af 62
5127 fd 45 fd fd 78 12 fd
fd fd 10 fd fd 9e 42 65 18
6162 4f fd 78 14 79 38
80 28 fd fd 46 fd 2d fd fd
fd fd 1f 3a fd 4c 54 09 73
7161 fd fd 60 73 fd 1a fd
2b fd 2f 4e 10 06 54 fd fd
6d 55 6a 63 5¢ Ob fd fd fd
Oc 73 fd 6b 12 fd 22 63 fd
fd 06 39 fd fd 17 25 fd 24
77 51 fd 5a fd 73 78 76
0Oa fd 55 42 10 fd 12 22 6f
fd 3f fd fd fd 29 fd 77 04
4d fd 30 cb fd 19 fd 68 fd
fd 39 fd 4a fd 49 fd 0d 7d
fd 70 5¢ 72 6e 4d fd 1d fd
30 6f 21 fd fd fd fd 74 Of
24 26 fd fd fd 13 5b fd fd
2162 06 fd 30 78 fd 7b fd
26 06 30 fd 33 fd fd 74 2e
6a fd fd fd fd 7b 5a 41 fd
3f 5b fd 63 3f 56 18 49 fd
56 43 55 4c 4a fd 16 1c
34 1e 6d fd 45 7a 0d 71
fd 19 02 fd f0 fd fd 71 1c
3549 2d fd 4c 12 fd fd fd

256 fd fd 39 fd 33 fd 11 fd 14
20 58 74 fd 11 6d fd 33
4b 25 55 fd fd 35 fd 54 05
38 1d 0d fd 72 fd 3e fd fd
fd 01 fd 2b 1e fd 51 fd 23
fd 04 fd fd 13 fd fd fd 73
1e fd 68 45 73 fd fd fd fd
7d 3f fd fd 38 3¢ 15 05 3f
79 7e 64 7d fd 32 36 fd
47 fd 67 fd 55 fd Oa fd 47
07 17 23 2f fd 15 fd fd fd
fd 69 fd 6a 45 61 1a fd fd
3a 22 11 04 fd 34 fd 42 fd
02 fd fd 5a fd 23 fd 1c 76
fd 5f fd 57 fd 60 fd 37 1f
fd 13 fd 21 6a 40 fd 57 5b
fd fd 74 6e fd fd 67 fd 05
fd 57 fd 6e 68 05 fd 75 fd
fd 13 32 50 fd fd 27 fd Oe
fd fd 10 fd 44 fd 70 fd 76
fd fd 17 1a 39 fd 2f fd 2b
fd 32 3b fd 1e fd 4a fd 2a
0d 97 72 fd fd fd fd fd 2d
fd fd 22 52 37 fd 5e 73 7¢
60 fd 6e fd 40 61 fd 03 66
fd fd 1b fd fd fd 2e fd 7c
fd 5d 18 fd fd 62 54 fd

40 4b 36 74 65 31 59 47 50
6e 49 62 6f 34 47 63 47
4f 45 50 33 69 48 78 31
63 46 46 48 42 55 65 67
7578 52 47 6d 33 58 53

38 7b 33 36 41 36 39 38 42
39 2d 44 36 37 43 2d 34
45 30 37 2d 42 45 38 32
2d 30 45 43 35 42 31 34
4234 44 46 35 7d

Ascii Completion Count Source Address
AcrbQ'ExBeabOxy8(F-
:LTsga's+/N
TmUjc\sk"c9%$wQZsxvU
B"0?)wMOh9
JI}p\rn MO0 !t$[!b0x{&03t.j{
ZA?[c?VIVCULJ4mMEZ5I-

L

success or wait 1 411859

9 success or wait 1 4115FA
Xtm3K%U5T8r>QitshEs}

?8<?y~d}2

6GgUGH/E:"4BZ#tv_W'7]j

@W][tngWnh

u2P'Dpv9/+2;J*r-

"R7%s| n@af.[]oT

K6te1YGPnlbo4GcGOEP  success or wait 1
3iHx1cFFHBU
eguxRGmM3XS

41164B

{36A698B9-D67C-4E07-
BE82-0EC5B14B4DF5}

success or wait 1 41167E
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fd fd 4b fd fd fd fd 12 12
fd 1a fd fd 00 bd fd 07 07
fd fd fd 31 63 5d 4e b4 5¢
bc 72 fd 45 fd 42 fd fd 65
fd fd 52 71 67 fd 07 fd 27
74 5b fd fd 7a fd 26 53 fd
fd 47 fd fd 5a 2b fd fd 71
fd 41 fd 38 fd fd fd fd 61
4b fd fd 3b 44 54 fd 79 fd
1b fd fd fd fd fd 58 fd fd fd
72 fd fd fd 24 fd fd fd 6a
7d7c 1e 74 79 98 73 56
fd fd fd 4c fd fd fd fd fd 28
fd 29 53 5f 71 fd fd 66 3f
fd 1c 4e 46 43 5¢c 2¢c 18
2e 30 fd 22 60 51 25 4f
26 fd 61 66 3c 55 fd 6b fd
4170 2f fd 7f 33 fd 34 16
fd fd fd 51 00 25 39 fe fd
fd fd 42 fd fd 27 29 33 fd
5f 12 5b 7¢ 1f fd fd 40 Oe
fd fd fd 20 4d 50 fd 00 fd
2c 5b fd fd fd 7c fd fd 68
4b fd 39 42 46 2e fd 24
5d fd 2d fd fd 43 fd 7d 27
fd fd fd 3a 36 fd 36 3b 42
fd fd 5d 3f fd 77 fd fd fd
36

5f 58 fd fd fd 42 66 c2 fd
7e 66 fd 59 2e fd 66 fd 24
fd 4a 4d 61 1d fd b8 7a
26 58 16 fd fd fd 56 Ob 2b
fd 66 fd 21 7a 1b fd 46 55
fd fd fd 62 46 2b fd 25 2a
56 fd 56 01 08 7b fd 7c fd
fd 2b 00 25 fd 16 fd 5e fd
62 73 fd fd 42 5¢ 42 fd fd
fd fd fd 5d 03 fd 26 78 Of
fd 5a fd 43 79 fd fd 6f 3f
7b 6b fd 39 94 77 01 2d
4c fd fd fd 70 66 fd 12 fd
45 46 17 16 fd 27 6e 7d
4a fd 49 fd fd 2d fd 6f 32
fd 78 03 43 51 fd fd 74 fd
6f fd 52 fd 65 fd 6a fd fd
fd 19 37 fd 68 fd 79 Oc Of
fd 50 fd 18 fd 1a 67 fd fd
28 fd 02 6f 67 fd 18 54 fd
fd fd 2¢ fd fd 5¢ fd fd 3a
11 06 5¢ 2b 67 3a 34 23
1b 4c fd fd 77 5b 63 64
23 5a 6f 6a 24 fd 56 fd 4b
fd 4d fd 24 0f 31 4a fd 76
fd 31 70 59 1f fd 77 fd fd
fd 16 4d 75 fd fd fd fd 51
60 1a 6a 6d 37 63 fd

40 4b 36 74 65 31 59 47 50
6e 49 62 6f 34 47 63 47
4f 45 50 33 69 48 78 31
63 46 46 48 42 55 65 67
7578 52 47 6d 33 58 53

1021

256

38 7b 33 36 41 36 39 38 42
39 2d 44 36 37 43 2d 34
45 30 37 2d 42 45 38 32
2d 30 45 43 35 42 31 34
423444 46 35 7d

Ascii Completion Count Source Address

K1cIN\rEBeRqgg't[z&SGZ  success or wait 1 411859
+qA8aK;Ty

Xr$j}|tysVL()S_af?

NFC\,.0" Q%0

&a<UKkAp/34Q%9B")3_]|

@ MP,[|hK9BF.$]-

C}':66:;B]?w6

_XBf~fY.f$JMaz&XV+flz  success or wait 1 4115FA
FUbF+%*VV

{|+%"bs\B]&xZCyo?{k9w-

LpfEF'n}JI-

02xCQtoRej7hyPg(ogT,\:

\+g:4

Lw[cd#Zoj$VKM$1J1pYw

uQ'jm7c

K6te1YGPnlbo4GcGOEP  success or wait 1 41164B
3iHx1cFFHBU

eguxRGmM3XS

{36A698B9-D67C-4EQ7-  success or wait 1 41167E

BE82-0EC5B14B4DF5}

Symbol

WriteFile

WriteFile

WriteFile

WriteFile

Page 151 of 236



File Path

C:\Users\user\Downloads\KZWFNR
XYKI.xlIsx

C:\Users\user\Downloads\KZWFNR
XYKI.xlIsx

C:\Users\user\Downloads\KZWFNR
XYKI.xlsx

C:\Users\user\Downloads\KZWFNR
XYKI.xlsx

Copyright Joe Security LLC 2022

Offset

5
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1282
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Length Value

1021

256

40

38

2b fd 5e fd 59 68 00 22 fd
75 fd fd fd 65 fd 33 fd fd
fd fd 65 29 fd 01 fd 23 32
79 fd 3b 72 2e 77 1e fd
00 fd fd 38 fd 3a 04 fd 46
2b fd fd fd 72 1a fd 3f fd
24 5d 45 fd 6a fd Ob 47 fd
fd fd 1c fd 7e 4f 7c 59 fd
fd 10 0f 16 19 40 fd 07 fd
fd fd 54 fd 02 4f 7d fd 2e
fd fd 60 fd fd 12 71 fd 6d
fd fd 52 fd fd fd fd fd 3f fd
fd 6f fd 2f 51 24 2e Ob fd
1b 63 6d 25 fd fd 61 58 fd
36 fd fd fd fd fd 07 fd 25
1a 6b fd 04 45 fd 7f 24 fd
fd 6a 8¢ fd 32 fd 15 fd Oc
fd 8¢ 17 64 fd fd 59 00 fd
7b fd f3 fd fd 74 fd fd fd
08 Oe fd Of fd 2f fd 7f fd 3¢
fd 2e e7 5a 5a fd fd fd fd
fd 37 fd a1 18 61 13 52
4179 a4 fd 02 fd fd 23 fd
5566 41 75fd 18 fd 77 fd
fd fd 12 fd 65 0d fd 36 47
fd 00 3e fd 29 21 fd Oe 42
51

6e 4a ff fd fd 26 Oc 7f 1b
fd 43 fd 2d 1d 19 57 3a fd
b0 fd 4b fd fd fd 09 3d fd
fd 06 fd 71 32 fd 3f fd fd
fd 48 fd 35 fd 12 1a fd 3d
fd 55 fd fd 78 fd 49 49 66
57 d0 52 2c 34 4d 01 fd
fd 4f Ob fd 78 fd 12 2d 86
2b fd 26 fd 77 fd 20 fd fd
fd fd fd fd 3a 23 fd 3f Oe
fd 47 6a fd fd 59 39 09 26
4a 59 fd fd 00 4b fd 7a 01
5f 57 4e fd 72 51 78 30 fd
15 fd 1a 62 fd fd fd 17 7f
3e 3b 411067 5542 7d
fd fd 09 fd fd fd 77 fd fd fd
76 fd fd fd b8 fd fd 2d 16
fd 47 22 fd 40 fd 55 6e fd
61 1d 70 fd 31 fd 48 fd 4a
fd 17 2f 1a 79 fd fd fd fd
fd fd fd 6b fd fd fd 13 fd
52 fd 23 fd 00 fd fd 6f 70
5f fd fd fd fd fd Ob 1a 7b
75 50 fd 70 2b eb fd 60
58 fd 6f 7a 1d fd fd fd Od
fd fd 7a 35 fd fd fd 19 45
59 63 18 1afd 1a fd fd 7c
fd 33 0b 14 fd

4b 36 74 65 31 59 47 50
6e 49 62 6f 34 47 63 47
4f 45 50 33 69 48 78 31
63 46 46 48 42 55 65 67
7578 52 47 6d 33 58 53

7b 33 36 41 36 39 38 42
39 2d 44 36 37 43 2d 34
45 30 37 2d 42 45 38 32
2d 30 45 43 35 42 31 34
4234 44 46 35 7d

Ascii Completion

+"Yh"ue3e)#2yr.w8:F+r?
$]EiG~O|Y@TO}.'gmR?
0/Q$cm%aX6%kES$j2dY{
t/<.ZZ7aRAy#UfAuwebG
>)IBQ

success or wait 1 411859

nJC-W:K=g2? success or wait 1 4115FA
H5=UxIIfWR,4MOX-+&w

#?

GjY9&JYKz_WNrQx0b>;

AgB}wv-

G"@Unap1HJ/ykR#op_{u

Pp+ Xozz5EYc|3

K6te1YGPnlbo4GcGOEP  success or wait 1 41164B
3iHx1cFFHBU

eguxRGmM3XS

{36A698B9-D67C-4EQ7-  success or wait 1 41167E

BE82-0EC5B14B4DF5}
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Offset
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Length Value

1021

256

40

38

fd 19 7d 3e fd fd 65 fd fd
03 fd fd 07 31 44 2a fd fd
17 43 fd 14 6d 27 1c fd
6b fd 60 3a fd fd 2f fd fd
02 fd 63 1e 73 fd fd fd 32
67 fd 35 58 70 1f fd 62 fd
76 61 fd 2f Ob 74 fd 58 fd
5a 2d fd 33 fd fd fd 7b 58
56 fd 65 fd 36 fd 53 fd fd
fd 5a 3f 66 47 25 fd 39 fd
36 49 04 fd fd fd fd 5¢c 69
fd fd 52 fd 2a 52 59 65 fd
fd 6e 5¢ 2e 22 3f 09 7¢
58 5¢ fd 6b fd 6¢ 01 10 3f
37 fd fd fd 09 fd fd fd 3¢
43 93 fd fd fd 64 fd 14 fd
fd fd 47 26 4b fd 26 01 fd
4b 21 1ffd 79 fd fd 48 fd
6e 67 19 17 fd 21 fd 77
7b 57 69 59 fd 28 57 04
09 16 fd fd 7e fd fd fd 6f fd
fd fd 50 00 fd fd fd fd fd fd
02 fd fd fd fd 1f fd 30 fd
18 44 6b fd 20 1b fd 6a
76 7¢ 30 6d fd fd fd 6¢ 69
fd 21 fd fd 70 fd 4a 44 fd
55 fd fd 68 fd fd 49 09 fd
1a 32 5e

fd fd fd 55 6d fd 57 0d 28
6d fd 1d 15 fd 02 fd 39 d3
14 37 34 62 fd fd 58 2e fd
5121 4d 24 fd ce fd 2f fd
69 25 fd 36 fd 4d fd 2f fd
65 4a 10 14 fd fd fd 09 57
Oe fd fd fd 4a 52 fd 6b fd
1b 7e fd fd fd a2 fd 76 6e
Oe 37 7f fd 4b fd 72 13 fd
fd 4f 4b fd fd 57 14 fd 5f
2b fd 4e fd 69 3f fd fd fd fd
5f36 23 16 7ffd 11 38 7b
fd 38 66 fd 24 fd 37 fd 6d
d6 fd fd fd fd 6a 70 3b 63
61 0c 74 65 fd 4f 2e 18 fd
fd fd fd 06 fd 02 72 fd fd
fd 36 1f fd 28 49 1f Ob 5d
fd 54 fd 19 fd 38 49 fd 5¢
13 50 0d 42 fd 56 4e fd
37 fd 5d 07 fd 7c fd fd fd
5f fd fd 78 6e 63 a3 12 1d
03 fd fd 66 fd 65 7f 5b 7b
76 53 fd fd 7e 59 60 fd fd
fd fd 08 56 6d 27 6b fd 51
fd 1d fd fd 18 4a fd 50 3e
36 4b fd fd Oe fd 7b 8d fd
37 58 fd 6b

4b 36 74 65 31 59 47 50
6e 49 62 6f 34 47 63 47
4f 45 50 33 69 48 78 31
63 46 46 48 42 55 65 67
7578 52 47 6d 33 58 53

7b 33 36 41 36 39 38 42
39 2d 44 36 37 43 2d 34
45 30 37 2d 42 45 38 32
2d 30 45 43 35 42 31 34
4234 44 46 35 7d

Ascii Completion Count Source Address

}>e1D*Cm'k :/cs2g5Xpbv  success or wait 1 411859
a/tXZ-3XVe6SZ?

fG%9IBNIR*RYen\."?|X\I?

7

<Cd&K&K!yHngw{WiY(

W~0oPO0DK jv|

OmlilpJDUNI27

UmW(m974bX.QIM$/i%  success or wait 1 4115FA
M/eJWJRk~vn7

KrOKW_+Ni?

_6#8{8f$7mijp;cateOr6

(ITT8I\PBV7]|_xncfe[{vS~

Y Vm'kQJP>6K{7Xk

K6te1YGPnlbo4GcGOEP  success or wait 1 41164B
3iHx1cFFHBU
eguxRGmM3XS
{36A698B9-D67C-4EQ7-  success or wait 1 41167E

BE82-0EC5B14B4DF5}
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Offset
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Length Value

1021 59 b7 fd fd 65 fd 28 fd 62
fd 15 fd df 74 fd fd 18 6d
fd fd fd 4a fd 3f fd 71 26
fd fd 59 49 2e fd 59 fd fd
fd 79 fd fd 19 4f 37 fd 57
43 fd fd 7c 7f 23 03 4c 57
69 7a 20 fd 2a fd fd fd 3b
34 fd fd 26 63 4e fd fd 2e
52 49 32 fd 4c 84 fd 51
2070 fd fd 77 2b fd 0d fd
3a 51 ¢6 fd 07 fd 5f fd 58
17 24 2d fd fd 54 fd fd 73
fd fd 52 fd 17 4f 78 fd fd
5f 4f 04 08 3b 4b fd 63 6b
fd fd fd 10 fd fd fd 38 39
fd fd 2b aa fd 09 fd fd fd
7a113ffd 531974 2¢
5c fd 42 fd fd 57 fd fd 2d
fd fd 78 68 48 fd 13 fd 01
4cfd 1e fd 60 7e fd 48 72
fd 41 6b fd fd fd fd 31 27
fd fd fd fd fd 10 06 54 55
35 6e fd 18 04 fd 70 32
32 fd 7d fd fd 13 fd 64 fd
77 4c ce 10 05 35 70 fd
02 fd 7d fd 71 3b 38 2d
24 22 1c fd 16 13 fd fd fd
fd fd fd

42 fd 00 62 Oa fd fd fd 1b
fd fd 5d 1c 70 20 fd 12 fd
fd fd 5a fd fd Oc 6b fd 3d
fd 69 fd 79 fd 10 3e 69 35
32 fd 47 fd fd 3b 02 fd 3a
17 27 fd 6e 35 Oc 7a fd
62 0d fd fd fd fd 69 3d 30
fd 68 70 79 58 32 fd fd 08
fd Of 45 27 03 14 fd 52 5¢
37 66 73 1a fd 34 62 50
09 2d 09 fd fd fd fd 6b fd
32 fd 04 65 fd 41 4c 13 fd
fd fd fd 68 2c 6¢ fd fd 2d
1959 46 fd 7c fd fd 38 73
6e 7f 27 27 fd 63 69 3d
5a 16 38 fd 3a 5¢ fd 22
4214 27 4afd 72 fd fd fd
4c 3c 1e fd 65 fd 35 fd bd
fd fd 32 5a 7d 5f fd fd fd
fd 3e 6f 62 fd 00 66 30 fd
3a 40 5e 59 77 16 fd 33
fd 54 6d 1f 31 29 fd 7e 23
1b fd 27 fd fd fd 29 24 40
fd 08 fd fd 1f fd fd 20 7d
fd 51 75 68 55 64 fd fd 2a
15 5¢c 1e 3e 73 fd fd fd fd
fd fd 2b fd 60 fd 23 50 fd
0Oa d5 fd fd 46

256

40 4b 36 74 65 31 59 47 50
6e 49 62 6f 34 47 63 47
4f 45 50 33 69 48 78 31
63 46 46 48 42 55 65 67
7578 52 47 6d 33 58 53

38 7b 33 36 41 36 39 38 42
39 2d 44 36 37 43 2d 34
45 30 37 2d 42 45 38 32
2d 30 45 43 35 42 31 34
423444 46 35 7d

Ascii Completion Count Source Address

Ye(btmJ?
9&YL.YyO7WC|#LWiz
4&cN.RI2LQ pw+:Q_X$-
TsROx_0O;Kck89+z?
St,BW-
xhHL'~HrAk1'TUnp22}dw
L5p}q;8-$"

success or wait 1 411859

BbJp
Zk=iy>i52G;'n5zbi=0hpyX
2E'R\7f4bPk2eALh, |-
YF|8sn"i=Z8:
\"BJrL<e527} >obf0:@"
Yw3Tm1)~#)@
JuhUd*\>s+ #PF

success or wait 1 4115FA

K6te1YGPnlbo4GcGOEP  success or wait 1
3iHx1cFFHBU
eguxRGmM3XS

41164B

{36A698B9-D67C-4E07-
BE82-0EC5B14B4DF5}

success or wait 1 41167E
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Offset

5

1026

1282

1322

Length Value

1021

256

40

38

62 fd fd 10 fd fd fd 2d 16
fd 31 fd 37 fd 42 07 fd 3a
17 fd fd fd fd fd fd 46 fd fd
fd 3f 17 2b 2b Ob 57 fd 54
fd 1e 42 fd 48 04 fd fd fd
0f fd fd 54 23 fd 10 fd 13
fd 6a 13 fd 2d 3b fd Of fd
fd 07 02 31 fd fd 73 72 ee
fd fd fd 19 7b 30 49 fd 27
3b 03 63 fd 5d 16 fd 7d fd
fd 02 0f fd 0 73 33 fd 78
fd fd 02 27 fd 1e 75 7c 58
fd 68 64 43 57 7d 3e 2b
fd fd fd 2c 6a 28 fd 49 56
26 fd 71 14 66 5a fd 39
2e Ob fd fd 15 2d 23 Oe
51 fd fd fd 30 fd fd Of fd fd
fd 3e 07 08 6e 57 3f 10
00 75 fd 74 fd c7 fd 46 fd
5a fd 4d 55 52 37 35 24
fd 5a 53 22 55 26 19 fd fd
fd b2 48 09 73 12 5e 64
0c 49fd 73 1f6b 13 fd 7d
fd 66 02 fd 1d 12 1c fd fd
fd fd fd 04 fd fd fd fd fd 74
fd fd 2a 56 fd 65 5e fd fd
fdfd 13 7a 4b fd 78 16 76
fa7c

44 0b 5f 52 fd 7e 3b 61
12 52 fd 5b 4d f1 03 41 fd
fd 4d fd fd 60 fd 7d fd 09
fd 6b 7b fd fd 6f 23 23 fd
fd 3b 26 fd fd 74 5¢ fd fd
fd fd fd 25 26 fd fd fd 56
54 00 7a fd 48 74 fd fd 5e
fd fd fd 57 fd 1e 3b 54 19
45 fd fd fd fd fd 36 5¢ 28
1d 28 42 fd Oa fd 33 fd 7a
fd 4e fd fd 6d 46 fd 39 fd
0f fd 00 04 fd 1f 19 01 fd
fd 29 fd 40 10 fd 43 fd 0d
32 96 fd 5¢ fd 44 2b 26
9e fd 40 fd fd 57 3a 44 fd
fd fd fd 15 fd 11 45 fd 56
1f 43 fd 47 fd 11 2b fd 77
2a 6a 3b 6e 3b fd 51 50
2e fd 09 75 40 5f 2f fd 1a
fd 25 fd 4f 1f fd fd 6a 4e
39 3e 09 fd fd fd 63 fd fd
6f fd fd 06 fd fd 6d 08 13
62 02 fd 0d fd 44 1e 32
2e 79 68 fd 7d 29 7b 54
fd fd 4f fd 61 fd 64 fd fd
4c fd fd 40 fd 22 7f fd Oa
14 fd fd fd fd 04 fd 1c fd
47 fdfd 15 7a 70 7b 76 4f

4b 36 74 65 31 59 47 50
6e 49 62 6f 34 47 63 47
4f 45 50 33 69 48 78 31
63 46 46 48 42 55 65 67
7578 52 47 6d 33 58 53

7b 33 36 41 36 39 38 42
39 2d 44 36 37 43 2d 34
45 30 37 2d 42 45 38 32
2d 30 45 43 35 42 31 34
423444 46 35 7d

Ascii Completion

b-17B:F?++WTBHT#j- success or wait 1 411859
;1sr{0l';c]}

s3x'uXhdCW}>+,j(IV&afZ

9.-#Q0>nW?

utFZMUR7$ZS"U&Hs"dI

sk}t*Verzxv|

D_R~;aR[MAM}k{o##;&t\ success or wait 1 4115FA
%&VTzt"W;TEB\

((B3zZNmF9)@C\D+&@W

:DEVCG+

wW¥;n;QP.u@_/%O0jN9>co

mbD2.yh})

{TOadL@"Gzp{vO

K6te1YGPnlbo4GcGOEP  success or wait 1 41164B
3iHx1cFFHBU

eguxRGmM3XS

{36A698B9-D67C-4EQ7-  success or wait 1 41167E

BE82-0EC5B14B4DF5}
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Offset

5

1026

1282

1322

Length Value

1021

256

40

38

35 1e 64 fd fd 7f fd fd 58
75 fd 07 3b 70 1a fd Ob
47 fd 69 fd fd 78 fd 39 fd
fd fd fd fd 09 fd 19 60 05
e2 fd 3e 25 2¢ fd fd 01 03
4561 fd 2f 3f fd 13 7e 30
76 1a 08 08 35 fd 3f fd fd
5b da fd 40 fd 2d fd 2¢ fd
fd fd fd 28 fd 1b 34 fd 07
50 6b 25 fd 47 3e 36 67
42 1b fd 4d fd 72 fd fd 57
fd fd 2d 04 25 fd 2c 18 fd
fd 59 fd fd fd fd 28 6d Of
fd 76 62 fd 5a fd f3 61 fd
fd 1e 53 60 fd 01 fd fd fd
Oc 71 fd 1a 67 fd 18 61 fd
34 fd 67 33 fd 32 fd 02 fd
fd Oa fd fd fd 00 fd 06 fd
57 7f fd 04 fd 2¢ 4c 5d 06
fd 5d fd 46 79 fd fd fd fd
1f7b 7e de fd fd 1e 63 2b
fd fd 79 50 36 fd 5¢ 59 54
24 fd 7a fd fd 7e fd 25 69
fd 1c 4c fd 2f fd 19 7d 41
fd fd fd 09 fd fd 5e 61 1e
10 55 fd fd 02 92 fd 22 fd
5e fd fd 17 29 64 fd

0d fd fd 13 09 2d fd 51 52
47 4c 3b 31 fd 1c 2c fd 59
fd fd 00 54 fd fd fd 60 fd

69 1c 29 02 49 28 Oe fd

fd fd 2b fd fd 59 fd 7e fd

fd 3f fd fd fd fd 45 fd 3e 3f
fd 66 5e 71 1a 54 74 7a

35 2f 63 fd fd 26 41 fd fd

cc 6¢ 5b fd fd fd 67 61 3e
3e 67 63 fd 25 fd 57 2f fd
6a 9f fd fd fd fd 54 e fd

fd 0d 3b fd 4a fd 39 fd 25
17 51 fd Oa fd 52 02 fd 69
09 fd fd 4c Oa 46 48 fd fd
ed fd 2a 56 4c 03 fd fd 3c
fd 55 fd 51 21 66 fd fd 02
fd fd fd fd 6f 16 46 13 46

fd 75 fd 78 53 12 32 6f fd
74 fd fd fd 3c 37 fd fd Ob

fd fd 06 fd fd fd fd fd fd fd
e3 fd fd 7f fd fd 29 fd Of fd
fd fd fd fd fd 3d 3d fd 1f fd
06 77 fd 05 fd 6a 10 1d fd
1f6b fd 34 11 fd fd 58 fd

08 1b 32 3e 29 06 77 50

7979 72 5a 62 fd 7a 52

fd fd 1d fd fd 2¢

4b 36 74 65 31 59 47 50
6e 49 62 6f 34 47 63 47
4f 45 50 33 69 48 78 31
63 46 46 48 42 55 65 67
7578 52 47 6d 33 58 53

7b 33 36 41 36 39 38 42
39 2d 44 36 37 43 2d 34
45 30 37 2d 42 45 38 32
2d 30 45 43 35 42 31 34
4234 44 46 35 7d

Ascii Completion

5dXu;pGix9°>%,Ea/~0v5
?[@-,(4Pk%G>6gBMrW-
%,Y(mvbZaS qga4g32W
L
JIFy{~c+yP6\YT$z~%L/}A
AaU"Nd

success or wait 1 411859

-QRGL;1,YTi)l(+Y~?E>? success or wait 1 4115FA
fAqTtz5/

c&Al[ga>>gc%W/jT;J9%

QRILFH*VL<

UQ!foFFuxS2ot<7)==wj4

X2>)wPyyrZbR,

K6te1YGPnlbo4GcGOEP  success or wait 1
3iHx1cFFHBU
eguxRGmM3XS

41164B

{36A698B9-D67C-4E07-
BE82-0EC5B14B4DF5}

success or wait 1 41167E
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Offset

5

1026

1282

1322

Length Value

1021 fd fd 75 4b fd 41 34 1a fd
5e 6f fd fd 2d fd fd 74 fd
11 fd fd fd 3b fd 76 fd fd
46 fd fd 3e fd fd 3b fd fd fd
74 2f 46 fd 52 1b 50 fd 35
fd 37 fd 1¢ 02 37 3e 37 fd
fd fd 79 72 fd 50 7c {8 0d
fd 43 Ob 58 3d 7d fd fd fd
0d fd 3e fd fd 1a 57 6¢ 46
32 51 fd fd 34 48 fd fd 60
fd 3¢ fd 12 fd 3e fd fd fd
67 fd 42 28 10 46 6a 60
04 fd 69 46 36 fd 74 18 fd
2b fd fd fd 6f fd 72 fd 63
fd fd fd fd fd fd fd fd 51 fd
fd 60 fd 3¢ 28 fd fd fd fd
6e 56 59 17 fd 34 fd 3a
1e 26 fd 5e 73 fd fd 6b fd
1871 01 96 29 24 41 32
fd fd 4f 4e 02 79 6b fd fd
37 45 3e fd 40 69 fd 1f fd
76 fd 28 fd 7f 61 fd fd 53
fd 75 6b 2b fd 6¢ 08 fd fd
b2 60 71 40 41 fd fd 11
7a 1507 16 38 51 59 fd
02 fd 2e 47 fd 6d fd 7e fd
7b fd 5f 2b fd 4c fd fd fd fd
39 fd

6a 75 fd 32 2c fd fd fd 72
73 fd fd dd fd 75 36 5c¢ fd
14 fd 25 fd fd Of fd fd Od
79 0a fd 57 24 fd 7e 68 fd
42 58 fd 5a fd fd 54 fd fd
fd 42 fd 15 26 fd 29 fd 9d
2c 7e 23 fd fd fd 10 70 63
fd fd fd 1a 38 fd 96 05 37
fd fd fd 72 fd 53 45 2a fd
37 5e 89 13 fd 3b fd 72
13 fd fd 7d 51 26 22 7b
1909 68 37 fd 64 fd 78 fd
fd fd 4f Oe 16 29 4b fd fd
fd 05 7d fd fd 10 fd Ob fd
fd 03 3a fd fd fd fd fd 2¢
fd 6e 21 31 46 75 fd Ob
02 5e fd 64 7b 3d fd fd 0d
7b fd fd 58 fd 45 34 1b 47
fd 31 fd 4d fd 76 72 78 fd
fd 63 77 fd 73 76 28 fd 24
fd 2d fd 4f 4c fd fd fd fd
0d 0f fd 0c 11 21 48 61 fd
47 69 fd fd 02 72 fd 4b 69
fd 44 fd 3¢ 51 59 1d 72 fd
fd 3a fd 7c 6f 75 fd 25 fd
62 fd 6f fd 42 fd 6e fd fd
6e fd

256

40 4b 36 74 65 31 59 47 50
6e 49 62 6f 34 47 63 47
4f 45 50 33 69 48 78 31
63 46 46 48 42 55 65 67
7578 52 47 6d 33 58 53

38 7b 33 36 41 36 39 38 42
39 2d 44 36 37 43 2d 34
45 30 37 2d 42 45 38 32
2d 30 45 43 35 42 31 34
423444 4635 7d

Ascii Completion Count Source Address
uKA4"o-
VF>t/FRP577>7yr|CX=}>
W

IF2Q4H <>gB(Fj'iF6t+orc
Q'<(nVY
4:8°skq)$A20Nyk7E>@i
v(aSk+lg@Az8QY.Gm~

{+L9

success or wait 1 411859

ju,rsub\%yW$~hBXZTB& success or wait 1 4115FA
),~#C87rSE* 7/ r}&"

{h7dxO)K}:,n!1 Furd{={X

E4G1Mvrxcwsv(-

OL!HairkiD<QYr:|

ou%boBnn

K6te1YGPnlbo4GcGOEP  success or wait 1 41164B
3iHx1cFFHBU

eguxRGmM3XS

{36A698B9-D67C-4EQ7-  success or wait 1 41167E
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Offset
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Length Value

1021

256

40

38

7f fd fd fd fd 7b fd 5d fd fd
01 fd 2e Oa fd fd 4c fd fd
5e 24 fd fd 6d 38 fd fd 3¢
26 0a fd Ob e7 fd 63 26 fd
0b 4e fd 3d fd 08 4d fd 20
fd 2c 3b 1d fd fd fd fd 12
fd 6f fd 39 50 75 39 fd fd
fd Oc fd fd 2a 8e fd fd fd
18 2¢ fd 65 fd 26 33 78
64 94 fd fd fd fd fd 27 26
2a 6¢ 50 7a fd 1b fd fd fd
69 06 fd 53 6¢ 52 3e fd
e3 24 fd fd fd 33 fd fd 77
fd fd fd 52 fd fd fd fd fd 2b
4e fd 6 fd 3¢ fd fd 18 fd
5519 2d 17 fd 07 fd 4f 61
17 3a 69 fd fd 1a 13 55 fd
6e fd 3f fd 6b fd 3e 25 fd
70 04 fd 60 fd 4a Oa fd fd
42 6¢ 33 fd 56 fd fd fd fd
fd 1c fd 4f 2d 7f fd fd 37 fd
fd 03 fd fd fd fd 09 2e 6e
fd 51 60 78 7a fd fd fd 60
fd 04 Oe 6¢ fd 2¢ fd fd 08
4b fd 60 3d 49 24 fd 19
15 fd 32 fd 39 fd 63 2¢ 37
61 bf fd 30 14 fd fd fd 3d
fd

6f 6¢ fd fd 14 07 fd 34 fd
fd 45 04 fd Oa 59 fd 5¢ fd
4afd 1342 4d 75 1f 70
7d 76 4e fd fd 73 fd fd 69
fd 1d fd 69 1d fd fd db fd
fd 04 74 3a 2a fd 32 Oa
7e fd fd 20 03 13 fd 60 66
fd fd 3f 32 3b 4b 71 fd 50
1c 62 fd 09 74 fd 23 fd fd
fd 36 fd 71 65 2e 7c f5 fd
fd fd 51 1c 47 fd fd fd fd
66 32 fd fd 3d fd Oe Ob 2¢
fd fd fd fd fd 7b 67 2d fd
fd fd fd fd fd fd 4d fd 61
1b 6d fd fd fd fd 00 2e 5b
fd 66 62 fd fd 06 4f fd fd
22 fd fd fd 3b fd Oe 30 27
fd fd fd 77 fd 73 69 7c 14
fd 35 fd 73 79 6a Oa 2a
77 63 fd 4d fd 10 fd 6b 6e
fd 57 27 ea 5c¢ 6e fd fd 7a
fd 5e fd 09 fd fd 7e fd 02
fd fd 25 fd 06 fd fd fd 47
3f 20 59 fd fd fd fd 3c fd
75fd23d5fd 71 70 fd 1a
43 fd 1c fd 66 fd fd fd 36
57 77 fd fd fd fd 6e fd 52
fd 09 33 fd Oe

4b 36 74 65 31 59 47 50
6e 49 62 6f 34 47 63 47
4f 45 50 33 69 48 78 31
63 46 46 48 42 55 65 67
7578 52 47 6d 33 58 53

7b 33 36 41 36 39 38 42
39 2d 44 36 37 43 2d 34
45 30 37 2d 42 45 38 32
2d 30 45 43 35 42 31 34
423444 46 35 7d

Ascii Completion Count Source Address
{].LA"$m8<&c&N=M success or wait 1 411859
,;09Pu9,e&3xd'

&*IPziSIR>$3wR+N<U-

Oa:iun?k>%p'JBI3VO-
7.nQ'xz’,K'=$29¢,7a0=

ol4EY\UBMup}vNsiit:*2~  success or wait 1 4115FA
*122;KPbt#6qge.|QGf=,{g-

Mam.[fbO";0'ws

i|5yj* weMknW"\nzA~%G?

Yu#qpCf6WwnR3

K6te1YGPnlbo4GcGOEP  success or wait 1 41164B
3iHx1cFFHBU

eguxRGmM3XS

{36A698B9-D67C-4EQ7-  success or wait 1 41167E
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Length Value

1021

256

40

38

fd fd fd 58 fd fd 51 19 38
05 13 68 fd fd fd 43 fd 46
04 39 fd 29 40 fd 3d fd fd
28 fd 3a fd fd 47 Oc fd 5e
fd fd 7a 66 fd fd fd fd fd fd
36 fd 4f fd 1b 59 fd 5f fd
4afd 01 fd 09 01 52 fd fd
fd 4d 67 56 fd fd 6e fd fd
76 fd fd fd fd 28 fd 33 fd fd
30 fd fd fd fd 45 7f 2¢ fd fd
fd 18 08 fd 70 fd fd fd fd
08 fd fd Oc Oc 7d 01 24 57
fd Ob fd fd 4f 11 12 Of fd
fd fd fd 45 fd fd 43 5b fd
fd fd fd 19 fd fd 11 fd fd fd
fd 79 3b 6d 5d d2 fd 5e
6a fd 3a Oe 3a 77 03 fd
6a 3a 67 fd fd fd 13 76 fd
79 5f fd 39 39 7b fd Oa fd
fd 5a 65 7e fd fd 7d 3e fd
24 fd 7e fd 35 1f 13 fd fd
fd 29 fd fd fd fd 2d fd 12
fd 41 fd 75 65 72 1b fd fd
Oe fd 6b fd 44 fd fd 02 fd
49 fd fd 01 41 26 fd 55 fd
fd 3a 45 fd 29 57 fd fd fd
01 fd 52 63 3d 00 fd fd 3f
fd fd 44 fd fd 26

49 fd fd fd fd 14 12 79 01
fd fd 55 7e 75 fd 36 fd fd
fd 3322 fd 71 28 41 4c fd
74 18 94 fd 3c 53 58 47
64 fd 75 fd 54 52 Oe fd 57
fd 60 fd fd 05 7e 6f fd fd
45 fd Oe fd 40 fd 73 fd fd
3f 76 16 17 fd 01 fd fd fd
fd fd fd fd 2f fd fd fd 18 fd
fd 5a 3a 53 fd 01 fd 3c fd
14 45 fd fd 48 fd fd 67 75
fd 18 fd 2e fd 50 7c 08 75
04 fd 63 38 fd 25 31 fd 23
77 fd fd fd 4d fd 72 fd fd
1f fd fd Oe 60 19 34 fd fd
fd 74 38 fd 2c fd fd fd fd
1d fd fd Oc 03 26 fd fd fd
38 fd fd fd fd 1b fd fd fd fd
fd fd 67 0d fd fd 5¢ fd fd
fd fd 53 fd fd fd fd 11 fd fd
fd 32 13 fd fd 13 26 39 2a
05 fd fd 76 fd 49 22 57 60
4a fd 48 1e fd fd fd 22 43
fd 66 48 51 fd 11 fd 5b fd
fd fd 7e fd fd 48 41 fd fd
67 fd 76 2a 7a fd fd 35 71
fd 64 5a fd fd fd fd 62 08
4a fd

4b 36 74 65 31 59 47 50
6e 49 62 6f 34 47 63 47
4f 45 50 33 69 48 78 31
63 46 46 48 42 55 65 67
7578 52 47 6d 33 58 53

7b 33 36 41 36 39 38 42
39 2d 44 36 37 43 2d 34
45 30 37 2d 42 45 38 32
2d 30 45 43 35 42 31 34
423444 46 35 7d

Ascii Completion Count Source Address
XQ8hCF9)@= success or wait 1 411859
(:G"zf60Y_JRMgVnv(30

E.p}$WOEC[y:m]Aj::wj:gv

y_99{Ze~}>$~5)-

AuerkDIA&U:E)WRc?D&

lyU~u63"q(ALt<SXGduT  success or wait 1 4115FA
RW'~0Es?v/

Z:S<EHgu.Pluc8%1#wMr

"418,889\S

2&9*vI"W'JH"CfHQ[~HA

gv*z5qdZbJ

K6te1YGPnlbo4GcGOEP  success or wait 1 41164B
3iHx1cFFHBU

eguxRGmM3XS

{36A698B9-D67C-4EQ7-  success or wait 1 41167E

BE82-0EC5B14B4DF5}
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Offset
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Length Value

1021

256

40

38

7e 79 fd 56 20 fd 26 fd 07
5a 12 fd fd 35 60 65 1e fd
01 fd 2d a2 fd fd 3e 6f 2e
1e 52 fd 5f fd 4d fd 10 60
2e fd 01 fd fd 5d fd 23 fd
7e fd 62 fd 5¢ fd 78 fd 68
fd fd fd 1f fd 51 fd 2c fd fd
fd fd 11 5d 7f 27 fd 40 fd
6¢ 55 fd fd 79 fd 68 fd 57
627568 fd fd 7d 19 fd 2f
12 fd 5¢ fd 06 3d fd 40 52
fd fd 71 96 fd fd f4 fd fd fd
2e 7d fd fd Of 3¢ fd fd ee
fd {3 fd 39 fd 40 fd 34 46
fd fd fd 25 4a fd fd fd fd fd
5e fd 43 fd 2d 24 12 3f 68
fd fd fd 36 3a 12 fd 1c 6f
2f fd fd 7b fd fd fd 47 76
fd 6f fd fd Ob 7a fd 25 49
fd fd Oa fd fd 4a 79 6c 5f
46 fd fd 70 fd 5e 7b fd fd
45 53 fd 1a 37 41 70 fd 5f
02 13 fd 6¢ fd 62 1a fd 7¢
27 fd fd 27 fd 43 fd 6a fd
fd fd 25 fd 4c fd fd fd fd fd
fd 19 07 16 73 24 7a fd
40 fd 13 20 61 4¢c 69 fd

fd fd 62 10 60 73 1b fd fd
46 7d fd fd 48 fd fd 7c fd
fd 07 2d fd 1b fd fd fd fd
Ob fd 5f 7b 16 fd 4f fd fd
3c fd 79 6b 5¢ 3d fd Ob fd
ac f9 28 15 fd 30 fd 21 69
fd 04 fd fd fd 02 24 fd 56
5b fd fd fd 6¢ 5¢ 01 6b fd
73 6b fd 26 4c fd 01 13 fd
fd 7a 40 fd 5d 72 04 32
0d fd 24 6a fd 22 fd fd fd
14 54 fd 72 fd fd fd 45 fd
fd fd fd fd 24 fd fd fd 4a
0Ob fd fd 6d 58 20 44 52 fd
68 fd 2f fd 11 66 55 fd 13
2f 1c fd 49 fd fd 67 08 5d
fd 61 23 fd 20 fd fd 0d fd
64 fd 48 48 57 fd 52 fd fd
fd 4a fd fd 1c 5a 67 fd 64
fd 5¢ fd fd fd fd 26 fd 8c
44 7a 1e fd 2a 19 fd 59 fd
fd 07 fd 23 fd 7f 1b fd 5f
fd 13 fd fd 05 10 fd fd 79
fd 7a fd 77 fd 32 fd 51 fd
21 41 fd 3a fd fd 3f 07 1f
10 fd 1c 09 fd fd ed 79 fd
fd fd fd 38 fd 75 fd 3b

4b 36 74 65 31 59 47 50
6e 49 62 6f 34 47 63 47
4f 45 50 33 69 48 78 31
63 46 46 48 42 55 65 67
7578 52 47 6d 33 58 53

7b 33 36 41 36 39 38 42
39 2d 44 36 37 43 2d 34
45 30 37 2d 42 45 38 32
2d 30 45 43 35 42 31 34
4234 44 46 35 7d

Ascii

~yV &Z5'e-
>0.R_M'.J#~b\xhQ,]@
IUyhWbuh}\=@R.}
<9@4F%J"C-$?h6
:0/{Gvoz%IJyl_FpMES7A
p_Ilb|"Cj%Ls$z@ aLi

b'sF}H|-_{O<y=
(0i$V[I\ksk&Lz@
Ir2$j"TrE$JmX
DRh/fU/Ig]a# dHH
WRJZgd&Dz*Y#_yzw2Q!
A:?y8u;

K6te1YGPnlbo4GcGOEP  success or wait

3iHx1cFFHBU
eguxRGmM3XS

{36A698B9-D67C-4E07-
BE82-0EC5B14B4DF5}

Completion

success or wait

success or wait

success or wait
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1

1

1
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41167E

Symbol

WriteFile

WriteFile

WriteFile

WriteFile

Page 160 of 236



File Path

C:\Users\user\Downloads\WKXEWI
OTXLjpg

C:\Users\user\Downloads\WKXEWI
OTXLjpg

C:\Users\user\Downloads\WKXEWI
OTXLjpg

C:\Users\user\Downloads\WKXEWI
OTXLjpg

Copyright Joe Security LLC 2022

Offset

5

1026
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Length Value

1021

256

40

38

e5 fd 75 fd 0a 03 64 fd 3d
fd fd 32 27 fd 7d fd fd 45
14 fd fd fd 2a fd fd 17 25
fd 3d fd 5b 57 57 fd fd fd
2b 56 70 3226 02 fd 10
38 fd 39 3e fd 1d fd 0d fd
66 10 fd 53 fd 06 2a Of fd
3c fd fd fd fd fd 18 fd 1d fd
1f 59 17 67 4f 36 fd 05 Oa
75 71 49 fd 72 66 fd fd fd
fd fd 6d fd fd cO 31 fd 44
4c 2¢ 4c fd 2d fd fd 34 fd
fd Of fd 56 52 6a fd fd 00
62 36 75 64 35 fd 37 70
fd 22 fd fd fd fd 6b fd 00
fd fd 2f fd 65 06 fd 5d 2e
6f fd 48 fd 13 fd fd 5b 15
fd 3f fd 25 32 35 fd fd 4c
fd 27 fd fd 28 fd fd fd fd
63 fd 3e 04 fd 7c 63 fd 28
fd fd 2b 48 fd 79 fd fd 24
fd fd 3f 18 fd fd 1f 3c 62
fd 25 02 17 47 fd 1f fd fd
fd 24 10 fd 78 47 67 33
6a fd 2a fd fd 36 fd 62 fd
fd fd fd 2b 14 fd 09 02 37
5d fd fd 3f fd fd 54 fd 1e

fd fd 33 1f 77 fd fd fd fd
58 23 fd Oe fd fd fd 3e fd
3b 8a fd fd fd 65 fd 7b fd
26 fd 31 fd 36 fd fd 59 44
29 1b fd 58 fd fd fd 01 01
34 fd 4e fd fd 38 fd 51 fd
fd 71 4e 45 fd 5e fd fd fd
fd 58 5d 2a fd fd Oe fd fd
fd 33 Oe 5f 09 fd 60 fd 47
fd 7b 64 79 fd 0a 21 2f fd
66 1f fd d8 15 fd 2e 43 Of
fd fd 67 34 fd fd fd 64 fd
78 1e fd fd fd fd 75 5b 11
64 fd 45 Oe 33 2b fd 57
57 fd 2f fd fd Oa fd 59 06
75 fa 5a 61 00 fd 3f 12 fd
fd 37 44 fd fd 75 28 fd 78
76 fd fd fd fd 68 fd fd 78
69 74 22 71 5f 79 67 4a
29 fd 5d fd fd fd 12 55 fd
11 fd 3d fd 4f fd 72 72 48
fd 14 fd b7 07 09 fd aa 32
fd 6d 40 fd fd 05 fd fd 77
0Ob fd 71 fd 49 61 3a fd 71
fd fd 5b 7e fd fd 22 50 6¢
00 63 fd 3c fd 0f 72 6f fd
fd fd 61 62 5e 0f fd 55 7b

4b 36 74 65 31 59 47 50
6e 49 62 6f 34 47 63 47
4f 45 50 33 69 48 78 31
63 46 46 48 42 55 65 67
7578 52 47 6d 33 58 53

7b 33 36 41 36 39 38 42
39 2d 44 36 37 43 2d 34
45 30 37 2d 42 45 38 32
2d 30 45 43 35 42 31 34
4234 44 46 35 7d

Ascii Completion Count Source Address
ud=21E*%=
[WW+Vp2&89>fS*
<YgO6ulrfm1DL,L-
4VRjb6d5p"k/e]oH[?%2
5L'(c>|c(Hy$?
<b%G$xg3j*6b+7]?T

success or wait 1 411859

3wX#>;e&16YD)X4N8Qq success or wait 1 4115FA
NEAX]*3_"G{

dy!/f.Cg4dxu[dE3+WW/Y

uZa?7Du(x

vhxit"_ygJ)]U=Orr2m@w

gla:q[~"Plc<roabU{

K6te1YGPnlbo4GcGOEP  success or wait 1
3iHx1cFFHBU
eguxRGmM3XS

41164B
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1021

256

40

38

fd fd fd 24 04 77 fd 6a 09
fd 6d 30 e0 fd fd fd 77 77
7afd fd 58 25 15 5f fd fd
fd fd 68 fd c2 fd fd 60 fd
fd fd 13 19 4f 71 35 Oc 34
29 64 fd 1b fd 59 fd 20 fd
3b 7d fd fd fd fd fd fd 4c fd
5d fd fd 1c 40 fd 18 fd 7d
fd 78 50 fd fd fd 7d fd fd
fd fd fd 3f 6a Oe fd 24 fd
fd 2f 1f fd 22 fd 59 fd 4f fd
51 fd fd 58 fd db 5d 4d fd
fd 1e 8d fd fd 1b 14 fd 65
47 4f fd 02 32 fd fd fd 27
fd ff 28 fd 5¢ 3¢ fd 7d fd fd
fd 5f 73 fd fd 71 fd fd 27
fd 73 fd 05 fd 10 75 fd fd
7c fd 79 5d fd 24 03 fd 47
33 fd 04 fd fd 70 fd 4a 40
1d 42 69 fd 09 3d 3e fd fd
33 fd fd fd 0a 13 36 75 fd
fd fd 79 Of fd 2f 23 70 64
fd 5b fd 69 fd 05 31 fd ad
55 fd 65 75 18 fd Oa 7a fd
9e fd 09 ef bc fd fd fd Of
6¢ fd 7b fd 67 5a fd fd 33
fd

72 fd 1c fd 7f 65 fd fd 71
fd 4f fd fd fd fd 0d 75 fd fd
07 4e fd 15 61 5e fd fd 60
27 fd 6d fd fd fd 37 02 2d
fd 2d 6a fd 7e fd fd fd 62
fd fd 23 63 44 32 fd 1f 33
fd fd fd fd 76 fd 42 fd Oc
21 71 fd fd 2b fd 07 fd 6f
fd 38 fd 32 3b 69 fd 41 fd
fd 24 75 4f 5b 6e 6e 2c fd
1e fd fd fd fd 77 7b fd fd
43 1f fd fd 30 43 fd 73 7a
fd db fd 55 10 fd fd 71 46
78 fd 50 fd 55 40 fd fd Oa
1afd 16 fd 79 6f 06 fd 33
fd 1c fd 4b fd fd fd fd fd fd
20 17 fd fd fd 70 3e fd Of
fd fd 23 5e fd 24 7d fd 23
fd fd 53 2f 76 57 fd 7c fd
224501 fd 17 21 1f 28
73 fd 47 fd 63 fd fd fd fd
52 93 2e 09 fd fd 40 76 fd
2c 05 3d 8d 03 fd 2d fd
62 28 7d fd fd fd fd 68 fd
fd fd fd 36 2d 33 fd fd 76
fd 5b 72 5a fd 36 64 fd 75
45 fd 3d fd 0d 5a fd

4b 36 74 65 31 59 47 50
6e 49 62 6f 34 47 63 47
4f 45 50 33 69 48 78 31
63 46 46 48 42 55 65 67
7578 52 47 6d 33 58 53

7b 33 36 41 36 39 38 42
39 2d 44 36 37 43 2d 34
45 30 37 2d 42 45 38 32
2d 30 45 43 35 42 31 34
423444 46 35 7d

Ascii Completion
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Y HLxP}?

j$/"YOQX]MeG2'(\

<}_sq'suly]$G3

pJ@Bi=>36uy/#pd[i1Ueu

zl{gZ3

reqOuNa*"'m7-- success or wait 1 4115FA
j~b#D23vBlg+082;

iA$uO[nNn,w{C0CszUqgxP

@yo3K p>#"$}#S/VW"E!

(sGcR@v,=-b(}h6-3[rZ

6duE=Z

K6te1YGPnlbo4GcGOEP  success or wait 1
3iHx1cFFHBU
eguxRGmM3XS

41164B

{36A698B9-D67C-4E07-
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success or wait 1 41167E
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Length Value

1021 04 25 fd fd fd 5b 42 fd fd
5f 5a fd 59 2b fd 58 fd 60
6f fd fd Of 1b fd fd 22 6a
fd 00 27 10 07 44 fd 11 fd
554a3bfd 18 13 2f 3e
58 7b 5b 41 26 fd 59 29
fd 57 fd 52 49 19 49 fd fd
fd 17 67 fd 19 75 fd fd 91
fd fd 00 2f fd 56 7b 63 fd
03 61 fd fd 4c 14 fd 20 1f
fd 4b 7a 56 39 fd fd 3a fd
75 fd fd 0d 6¢ 66 43 10 fd
fd 5a d0 3a 65 57 fd fd 7¢
fd 0a 59 66 53 fd fd 46 3¢
72 fd fd 28 b7 1d 58 fd d5
49 6e fd 38 74 fd 04 42 fd
6b 05 4a 08 fd 6b 7f fd 47
52 58 fd fd 78 Ob a3 1c fd
fd fd 78 fd fd 60 fd 6a fd
11 0a 27 2d 08 fd 1a 6d
fd fd fd 70 fd 1a 5a 2d 68
fd fd fd 3e 7b 10 3f 43 31
54 47 fd fd fd fd 6c fd 5d
78 fd fd 71 fd 7a 57 47 fd
fd 64 fd 76 77 fd 46 fd fd
05 6e fd 4e 1c fd 62 fd 1f
1b fd 9f 3a 68 11 fd fd 55
fd fd

256
fd fd 64 fd 2a 33 6d fd 57
3b fd 6d fd Oc 32 fd Oe fd
fd 76 fd fd 1a 03 fd fd 20
fd fd 3c 38 fd fd fd 53 06
39 39 fd fd 59 fd 55 29 fd
48 6f fd 5d fd fd fd 22 fd
49 fd 52 fd fd 34 03 fd 60
fd 77 fd 1c 5a fd fd fd fd
36 fd fd fd fd fd 25 35 5d
fd 1a fd 03 24 fd fd fd fd
fd fd 6f fd 51 2a fd fd fd fd
44 40 fd 50 5f fd 7f 30 70
54 41 4c 2a 17 21 fd 5e
33 fd fd fd fd 37 18 fd fd
451d 7362 76 e1 25 fd
021e 7d 13 fd fd 1c 07
35 fd 01 fd 6e fd fd Oe 5d
38 14 5d fd 30 fd 64 46 fd
fd ab fd fd fd 1f af fd 10 4f
fd fd 31 fd fd 5e 51 69 33
3e fd 2d fd 2a 3d 1c 51 fd
08 fd 09 fd fd 69 21 48 fd
b4 3a fd fd 3f ec 56 17 73
7b 3e fd 43 67 7c fd 63 fd
6d fd fd 11 30 fd fd 44 fd
fd fd fd 39 76

40 4b 36 74 65 31 59 47 50
6e 49 62 6f 34 47 63 47
4f 45 50 33 69 48 78 31
63 46 46 48 42 55 65 67
7578 52 47 6d 33 58 53

38 7b 33 36 41 36 39 38 42
39 2d 44 36 37 43 2d 34
45 30 37 2d 42 45 38 32
2d 30 45 43 35 42 31 34
4234 44 46 35 7d

3a fd fd 37 fd 43 fd 2f fd fd :7C/d*3mW;m2v
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04 66 fd 4f 00 7c fd fd fd
20 fd 7a Oe 37 fd 20 fd 51
2f fd 92 00 fd fd Oe 37 76
fd 01 4b fd 35 fd 2f 76 fd
4b fd 5d 1b 6¢ fd fd 13 fd
64 0b 43 fd fd fd 16 6d fd
54 61 fd 06 58 02 69 fd
34 fd 7b fd fd 1b 36 fd 39
7a 6e fd fd fd 6b 18 2a 4e
fd 4b 5b 77 24 1e fd 7f 6e
fd 1c 1f fd 14 51 02 1b fd
4b 0d fd 7e 44 56 fd 3c fd
7114 3175fd fd 72 35
39 fd 08 57 61 8¢ 26 fd
45 fd 44 66 fd fd fd 18 3b
76 fd fd fd 4f fd fd fd fd 24
fd fd 32 fd 8¢ fd fd 7f 6b
0Oa 5e 49 fb 03 08 fd 4d
38 fd fd fd 5b 67 23 46 fd
7a 5ffd fd 33 fd fd 11 23
fd 73 7f 57 fd 7f 2b fd 26
05 fd fd Oa fd 25 70 fd fd
3a 24 58 7f 54 fd fd fd 5¢
fd fd 5e fd fd 46 43 fd fd
fd fd fd 67 fd 05 fd 30 fd
fd 55 15 fd 7d 6b fd 20 fd
04 fd Oc 34 68 fd 08 fd 52
fd fd fd

10 fd fd fd 3a 0a 15 fd 16
fd 00 23 fd fd fd fd fd 1a
fd 7e fd 3f 04 43 fd 0f fd
10 fd 2a 76 7c 7e 68 fd fd
fd fd 16 fd 01 fd 2c fd Oe
fd fd 7e 64 fd 1e 66 fd 6d
07 7b fd fd fd fd 1b 07 fd
57 6a 66 fd 13 9b 3c fd
5afd 12 fd 68 17 a3 fd fd
fd Oe 5e 00 Oa 2a fd fd 14
72 05 fd 3d 21 fd fd 6a 5¢
37 38 fd 12 07 2c fd 03 fd
fd fd 29 fd 41 fd 53 Ob 7e
47 ec 20 fd Of 46 fd c2 63
41 fd Oe fd fd fd fd 4f 77
40 3c 72 fd fd 4d fd 7c 70
2c fd fd 24 fd fd 7b fd 3f
64 fd 3d fd fd 1f 01 fd fd
23 fd fd fd 66 fd fd fd 24
68 fd 2a fd fd fd fd fd 44 fd
1cfd 7f 1e 5d 15 14 69
1375 fd 19 51 fd 79 58
6d 36 fd fd fd Oe fd 04 61
68 fd 1c fd 95 fd 47 44 fd
fd 0d 23 fd 4c fd fd fd 32
4d 0a fd fd 3f fd 20 fd 57
fd fd fd 56 02 fd

4b 36 74 65 31 59 47 50
6e 49 62 6f 34 47 63 47
4f 45 50 33 69 48 78 31
63 46 46 48 42 55 65 67
7578 52 47 6d 33 58 53

7b 33 36 41 36 39 38 42
39 2d 44 36 37 43 2d 34
45 30 37 2d 42 45 38 32
2d 30 45 43 35 42 31 34
4234 44 46 35 7d
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Oc fd 1e 7b fd 0d 4f fd 59
Ob fd fd 41 19 Oe fd fd Oc
fd fd 1a 3a 4e 03 fd fd 7f
4d 6d 56 fd fd fd 09 31 fd
9c fd fd 5f 7e fd fd fd 68 fd
86 00 fd fd fd 7d fd fd 3a
22 4e 50 fd 4a 73 5b fd
54 49 fd fd fd 25 0d fd 05
409 20 66 19 fd fd 02 fd
54 fd 52 0d 5¢ 69 fd fd fd
fd 63 3e fd 16 3¢ 02 78 fd
fd 2c 64 09 7a 77 fd fd 64
5b 7b 6e fd ea fd fd fd 31
fd 02 fd fd 49 7b 1e 54 fd
1e 19 52 36 5e fd fd 4b fd
07 28 5a 26 7d 3b 5f fd Of
fd 4e 09 7c 74 fd 0d 3d
66 22 fd 84 fd fd fd fd 69
3329 fd 79 75 3b 55 54
fd fd 57 fd 56 75 42 fd c4
fd fd fd fd 7c 23 fd 07 3b
59 6e fd 1e fd 17 4a fd e9
fd 3d 28 21 fd 40 fd 29 47
2f 37 29 56 7b 51 fd fd d8
fd 14 fd 25 fd fd 01 fd 78
44 1d 34 fd 1b 6e 4e 2b fd
40 72 7e 2c 5¢ fd fd fd 32

44 49 fd fd fd 5b 5a 52 fd
57 fd fd 15 fd fd fd fd 02
41 fd 46 33 fd 74 fd fd fd
68 17 30 27 fd 41 Oe fd fd
fd 53 50 61 71 fd 20 fd fd
fd fd 57 65 Ob 26 21 fd fd
11554e fd 11 fd 31 65 fd
77 1b 72 5d fd fd 5f 16 fd
68 fd Of 6¢ 25 3d 43 75
1961 d9 fd 76 29 fd 5d
36 fd fd fd 4e fd 46 fd fd
fd 6¢ fd Oe fd 59 02 fd 55
66 7178 1d fd 16 fd 79
77 fd fd 20 fd 15 70 fd a8
05 fd 72 e3 fd fd fd 6¢c fd
fd 7d 53 fd fd 5¢ 3b fd fd
6¢ 71 4a 67 59 d6 20 fd
21 fd fd 76 73 2b fd 4f 25
fd 36 Oa fd fd 74 2b 2f fd
fd 79 fd fd 05 fd 45 fd 2f
69 fd 14 1d 65 98 fd fd 26
fd 60 20 78 Oa fd fd 11 07
fd 69 1c fd 34 fd 60 74 fd
723300 74 fd 4 76 fd fd
26 51 fd 4e fd Oe fd fd 1b
5a 77 26 30 58 14 fd 7b
fd fd fd 7e fd fd 4f fd 31 fd
fd

4b 36 74 65 31 59 47 50
6e 49 62 6f 34 47 63 47
4f 45 50 33 69 48 78 31
63 46 46 48 42 55 65 67
7578 52 47 6d 33 58 53

7b 33 36 41 36 39 38 42
39 2d 44 36 37 43 2d 34
45 30 37 2d 42 45 38 32
2d 30 45 43 35 42 31 34
4234 44 46 35 7d
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fd fd fd fd fd 51 59 ca 43
2a fd 8¢ 69 35 fd 78 fd fd
0f fd 39 48 fd 11 6b 37 48
fd fd fd fd fd 65 28 fd 6d
57 7b 44 fd 74 fd 3d fd 69
17 fd fd fd 6a 46 33 fd 30
fd fd fd fd 7a 3c 7f 26 47
06 fd fd Oc fd 5a 64 6d 20
fd 02 49 ea 69 07 79 3b
71 fd fd 26 6d 03 7c fd fd
fd 5e fd fd 5a fd 75 fd 15
03 37 21 38 fd fd 06 61
02 7a fd fd 1f fd 25 fd 49
fd 2d fd 12 3e 21 6a 64
7d fd 6f fd fd fd 41 39 Of
1243 3b fd fd fd fd 7f 17
fd fd fd 16 fd 28 1b aa Of
6b 2f 0d fd 3f 4d fd fd fd
1b fd 49 07 fd 69 75 fd 72
25 fd 52 Ob fd 58 3a 1f 71
fd fd 46 fd 60 fd 55 fd 4b
fd fd fd 7f fd fd 20 fd 74
00 01 58 fd 7a 33 08 67
fd 02 3e fd fd fd 13 7b fd
06 6f 31 4e fd fd fd 05 fd
68 12 38 fd 6b 63 fd 1c
79 7e fd 44 fd Oe fd 25 46
217071 fdfd

fd fd fd 66 1a 5d 3c fd fd

32fd 25 1b 62 fd 24 fd fd
fd 17 fd fd a1 24 25 fd 40
45 fd fd 44 08 35 fd fd 13
fd 55 5f 1b 26 18 fd fd fd

fd 5d 67 55 fd fd 21 fd 13
fd 62 fd fd 01 38 fd fd 6e

fd 34 70 fd fd fd fd fd 25

fd fd 5f fd 60 fd fd fd fd 49
1bfd 21 fd fd 72 01 11 34
1f fd fd 34 6f 6a 23 fd fd

63 54 fd fd 29 fd 16 60 fd
fd 1c fd fd Oe fd 3f fd 6d

20 fd 23 04 36 fd 16 fd 5b
56 6d fd fd 2a 56 fd 49 fd
fd Oe b3 fd fd 6b 78 fd fc
20 fd fd fd 09 43 fd fd 3d

66 7c fd 70 fd 3¢ fd 77 fd
fd 66 5b Ob 28 fd fd 40 02
fd 75 fd fd 1e fd 4f 28 2b
fd fd Oc fd 05 fd 78 fd 7b

34 06 fd 7e fd fd 98 fd fd
fd d3 fd 11 fd fd fd 01 fd

fd 18 31 4e fd fd 00 76 fd
fd fd fd 73 fd fd fd 68 dO

29 31 a3 fd 68 7e 51 fd fd
57 22 fd

4b 36 74 65 31 59 47 50
6e 49 62 6f 34 47 63 47
4f 45 50 33 69 48 78 31
63 46 46 48 42 55 65 67
7578 52 47 6d 33 58 53

7b 33 36 41 36 39 38 42
39 2d 44 36 37 43 2d 34
45 30 37 2d 42 45 38 32
2d 30 45 43 35 42 31 34
4234 44 46 35 7d
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fd 09 1a 7a 54 39 7f 61
0Oc 50 fd 21 40 fd 02 fd 66
7f fd 4c fd fd 3a 20 62 fd
fd fd 48 24 39 fd 4c 70 4a
fd 1c fd fd fd fd fd fd Ob
2d fd 20 22 fd 33 76 5f fd
fd 1b 35 18 fd fd 08 fd fd
0d 29 46 60 fd 4a fd af 6¢
2f 56 2c fd fd fd 28 4c fd
53 60 38 fd 67 fd 3b 47 fd
fd 51 7f 5f fd fd 44 5b 34
fd c0 28 fd fd fd 49 54 fd
47 6a 1e fd 74 fd 2¢ 37 fd
fd fd 78 07 fd fd 40 15 88
fd 10 fd fd 4c 2b 54 fd fd
fd 58 fd 90 Oc fd 00 01 20
18 fd fd 0d fd 19 4b fd fd
74 fd 62 fd fd fd 20 fd 6a
70 38 26 7a fd fd fd fd fd
fd 43 fd fd fd 59 53 0d 6f
fd 8b 6a fd 40 fd 0a 27 fd
fd 4a 7c fd fd 3d 8¢ 3d 79
1577 3a 7f fd 3d fd fd 53
fd fd 7a 6f {7 25 fd 4d fd
46 70 1d 32 fd 9b fd 45
0027 51 62 17 2c fd 3f
72 6a fd fd 28 31 fd 69 fd
fd

fd 30 fd 24 fd 7b fd 00 fd
5c4d 47 fd 60 fd 1e 72
7c fd 46 52 fd 48 42 2f fd
fd 3f 36 fd 08 22 59 45 7e
40 fd 02 fd fd 16 fd fd 59
55 25 fd 2d fd 63 fd fd fd
fd 7e fd 20 3¢ 1f 32 7c 4a
fd 46 fd fd 35 51 fd 4d fd
88 fd fd 28 72 fd fd fd fd
04 fd 0d fd fd fd fd 16 fd fd
fd fd fd fd 38 27 46 Oe fd
10 fd Oc fd fd 28 05 fd 50
fd 75 04 fd fd 23 27 20 fd
02 7b 1d 73 fd 4d fd 48 fd
fd 03 fd 06 39 5d fd fd fd
59 fd 82 5¢ fd 0a 09 22
69 fd 66 7b 63 fd 19 fd fd
36 fd fd fd fd 37 66 fd fd
6a fd fd fd 22 2f 32 26 fd
7f 3a fd fd fd 21 09 7f fd
fd 39 6e fd fd Oe 75 61 fd
fd fd 62 51 fd 04 27 fd fd
fd 3f fd 49 fd fd fd fd fd fd
fd fd 22 fd 52 b8 63 19 3¢
25 fd fd 65 fd fd 65 21 fd
1c 21 5¢ 3afd 26 71 2b
71 fd fd 56 fd 63 1a fd 52

4b 36 74 65 31 59 47 50
6e 49 62 6f 34 47 63 47
4f 45 50 33 69 48 78 31
63 46 46 48 42 55 65 67
7578 52 47 6d 33 58 53

7b 33 36 41 36 39 38 42
39 2d 44 36 37 43 2d 34
45 30 37 2d 42 45 38 32
2d 30 45 43 35 42 31 34
4234 44 46 35 7d
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1021 417072 5d fd fd fd 3a fd
fd 08 3f fd fd fd 23 59 7d
fd fd fd 77 fd fd 15 25 fd
Oe fd 03 1f fd 79 32 fd 4f
78 2e 06 3d fd fd 33 14
55 fd 24 fd fd fd 2f 65 53
4147 fd 50 fd 3a fd fd e9
fd 3d 52 1d fd fd 05 63 fd
fd 7c 39 fd 13 fd 35 4b 50
fd fd 30 43 2e 65 05 fd fd
3a 76 fd fd 1a 5a 7d 34
6a 29 fd 06 77 fd fd fd fd
fd 4c fd fd fd fd 18 93 5a
5c¢ fd fd fd fd 01 fd 78 54
25fd 1549 71 22 51 07
4c fd 4e fd fd 2f 01 1d fd
15 fd 79 16 35 fd fd 36 fd
fd 14 68 fd 48 fd fd 20 72
4d fd 0d 32 19 18 3e 49
3a 62 fd 2d fd 0f 62 7e 14
0d 79 6b 5d 1b fd 36 41
56 fd 2f fd fd 31 fd fd 44
fd fd 37 46 56 41 fd 39 52
36 fd fd fd 66 6b 5d e7 fd
fd fd fd 4d fd 44 fd fd 51
27fdfd 1e 11 59 fd 6d 18
59 fd 01 4b fd 3e fd fd 3f
93 3d 25 08 4a 6a

256 4d fd 6¢ fd 43 fd 2¢c 9b 10
2d 2¢ 32 46 fd 12 5b fd fd
fd 78 7b fd fd 7f {7 39 33
8 1a 10 fd 6a 65 fd 92 73
fd 6f 28 23 4f fd 4f 25 23
fd 52 3d fd fd 39 fd 53 2f
0Oe 50 fd 5a 49 fd 5e fd fd
3f fd fd fd 7¢ 19 fd 43 fd fd
711504 76 48 05 fd 12
4c Oa 62 fd fd fd fd 50 42
fd 70 22 39 44 68 fd Oc fd
4d fd f3 2f 56 fd fd a4 fd
fd fd 32 1e 14 fd 31 fd 2f
01 2b Oc fd 53 2b fd 6e
74 30 32 10 fd 2e 34 26
fd 39 39 36 38 fd 20 fd fb
04 fd fd fd fd 4d fd fd fd fd
76 2a fd 34 13 fd fd Oe fd
21 fd 10 fd fd 43 42 fd fd
30 2d 49 fd 50 2¢ 46 fd
7b 34 fd 7a fd fd 6d fd fd
01 53 6d fd fd fd fd 27 47
fd 7d fd 75 2b 03 fd 67 4c
fd 0d fd 14 fd Ob 13 6a fd
02 fd fd fd 5b fd fd fd 2b
2d 1f 6f 02 fd fd 77 fd fd
fd 2e 17

40 4b 36 74 65 31 59 47 50
6e 49 62 6f 34 47 63 47
4f 45 50 33 69 48 78 31
63 46 46 48 42 55 65 67
7578 52 47 6d 33 58 53
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fd fd fd 5d fd Oe fd 2e fd
21 fd 55 fd Ob 52 fd fd fd
fd fd 4c 66 5a 34 fd fd 1d
fd fd 76 fd fd 79 fd 5c fd
fd 11 67 fd 75 fd fd fd 18
1f2¢ 78 70 7c fd fd fd 04
fd fd fd fd fd 11 fd 03 70
46 fd fd 25 1f fd 4b fd d5
7c 4f 27 fd fd 4d d6 fd fd
4f fd fd 5b fd fd fd fd 52 fd
fd 00 fd 54 46 fd fd 21 71
fd 4e fd 42 7b 61 23 07 fd
7afd fd a3 bc fd fd 63 fd
fd fd 44 7¢ 23 fd fd fd fd
7239 16 fd 0f 21 48 fd fd
4e fd 75 48 62 4a 02 7f
6a 75 63 fd 87 fd fd 49 fd
fd 2a fd 12 12 23 fd fd 57
712a7d fd 03 fd 31 30 fd
fd fd fd 46 fd 1d fd 72 2¢
5c 2d 74 fd 60 60 fd 64 fd
fd Oa fd 34 57 fd 9f 65 34
5b Ob fd 30 74 37 3a 46
fd 1f 3a 4f fd 7c 5b 75 fd
17 fd 68 fd fd 33 56 fd fd
03 42 fd 0d fd 20 fd 76 fd
32fd 7e fd

3e 13 69 fd 77 46 35 62
28 2a 1¢ 59 fd 53 fd fd fd
1b fd fd 5b b0 6f 29 fd 2f
74 04 fd 83 Oc fd 20 fd 51
1e 46 fd 82 fd 72 fd 15 15
fd 06 fd 59 fd 52 fd fd 1a
7970 4afd fd fd 72 fd 11
23 36 5e 20 33 fd fd fd fd
7515 58 75 fd fd 00 fd 4d
fd 4b 3b fd fd 52 fd fd 5b
fd 1f fd fd 3e fd fd fd fd fd
fd fd 49 6d fd fd 31 fd 3b
fd fd fd fd 29 Oe 5e fd fd
ab 09 42 fd fd 31 fd fd 6e
02 6f fd 5a 53 2b fd 23 fd
09 fd 50 46 fd 7d 45 fd 0d
6c 00 07 54 fd 72 2e 1f
6a 5d fd fd 2a fd 33 fd db
fd 62 78 Oc 17 3b fd fd 7f
fd fd 3e 6¢ fd 43 fd 30 68
17 fd fd 00 fd Of 47 69 08
fd 37 10 66 fd fd 17 4c 6f
61 fd 4c fd 1f fd 3c 10 00
08 5b cc fd 62 fd fd 7a fd
60 fd fd 6d fd 10 fd 53 36
fd 63 56 53 57 fd 77 05
5b 6173 28 fd fd 2d 13
52

4b 36 74 65 31 59 47 50
6e 49 62 6f 34 47 63 47
4f 45 50 33 69 48 78 31
63 46 46 48 42 55 65 67
7578 52 47 6d 33 58 53

7b 33 36 41 36 39 38 42
39 2d 44 36 37 43 2d 34
45 30 37 2d 42 45 38 32
2d 30 45 43 35 42 31 34
423444 4635 7d

fd fd 7b 19 79 7a 73 28
89 fd 37 fd fd 20 4f fd fd
2e 0f fd 1f 1a 5d 5f fd 51
69 24 75 22 fd fd 4b fd 31
68 61 fd 16 fd fd fd 6¢ fd
fd 05 fd fd fd 01 fd 45 66
7c fd 34 53 fd 32 fd 47 fd
7a 34 7 06 fd 28 fd fd fd
48 6¢ 76 34 6¢ 6¢ 2a 61
0a 5e 60 72 fd 69 fd fd 1b
0f 48 fd fd 34 fd fd 51 fd
1f fd 4a fd
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BE82-0EC5B14B4DF5}

{yz(7 success or wait 1 411859
0.]_Qi$u"K1halEf|4S2Gz

4(HIv4l*a”'riH4QJ
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File Path

C:\Users\user\Favorites\Amazon.url

C:\Users\user\Favorites\Amazon.url

C:\Users\user\Favorites\Amazon.url

C:\Users\user\Favorites\Bing.url

C:\Users\user\Favorites\Bing.url

Copyright Joe Security LLC 2022

Offset

111

367

407

5

208

Length Value

256 58 50 5c fd 59 fd fd fd 44
1f fd fd fd 9e 48 fd 67 fd
fd 3e 65 fd 16 fd 43 3b ea
fd 40 Oc 29 fd 35 fd fd fd
7c fd 42 fd 7e fd 5a fd 39
fd 45 fd 57 fd {7 2e 73 fd
58 fd 35 fd fd 69 27 fd 01
fd fd fd 64 09 fd fd 55 Ob
fd fd d2 72 0f fd 02 fd fd
fd fd fd fd 7f fd fd fd 25 fd
13 65 3f fd fd 02 7a fd 4a
fd 7d fd fd 07 42 fd 1b 20
08 fd 1e fd 52 fd 70 fd 13
fd fd 74 fd fd 50 fd 65 51
68 4a fd fd fd 22 29 fd 57
2f fd fd fd Of 13 fd fd fd fd
50 de 02 fd 59 2d 62 fd
57 3afd 1a fd 0d 38 2c fd
fd 48 7a fd fd 42 2b 72 fd
6¢ fd fd fd 75 02 fd 2a fd
62 fd fd 4d 3a fd fd 74 65
6f 28 fd 36 fd 6f 02 1c Of
fd 40 05 fd fd fd 43 fd 28
fd fd fd 7a 7d fd 2a 16 63
fd fd 3d fd 16 0f 30 79 fd
5c¢ fd fd fd fd 23 fd fd fd
11 37 56

40 4b 36 74 65 31 59 47 50
6e 49 62 6f 34 47 63 47
4f 45 50 33 69 48 78 31
63 46 46 48 42 55 65 67
7578 52 47 6d 33 58 53

38 7b 33 36 41 36 39 38 42
39 2d 44 36 37 43 2d 34
45 30 37 2d 42 45 38 32
2d 30 45 43 35 42 31 34
423444 46 35 7d

203 3f 01 fd fd fd 3f fd fd 69
2e 48 19 64 fd 01 21 22
fd 3e fd 17 fd 46 fd fd 05
fd fd 49 fd 46 2b 5c 5b 26
fd fd fd 00 3f fd 39 35 33
6521 12 51 fd fd fd 61 fd
66 16 27 fd fd 09 5e 00
5a fd 30 fd fd fd fd 3b 78
08 45 fd fd 7a 75 54 fd 7f
fd fd 7a 03 fd fd 12 6f 32
fd fd 79 fd 7a fd fd fd Of 2¢
71 3b fd fd 42 fd 0d fd 1e
2a fd 77 fd 35 fd 35 fd 6d
fd 13 4f 1f fd 62 32 5¢ 95
4c 3f 60 46 fd 6d fd 14 59
7c 12 fd fd 32 fd fd 41 a5
fd fd ae fd 31 fd 1e 4b fd
fd 46 fd fd 18 46 75 fd 29
3f fd fd 40 6d 26 fd 36 fd
66 2c fd 35 fd 09 36 fd fd
1cfd 53 fd fd fd fd 2¢c 45
fd fd 26 05 fd fd

256 07 58 5b 35 fd fd Oc 5a fd
fd fd fd fd 6f fd 48 fd d6
35 2b 6a 35 58 3d 56 52
24 52 fd 43 fd fd 7a fd fd
74 04 6b 6¢c 42 7554 71
fd fd 4c 17 fd 1e 79 fd 19
fd Oa fd fd 1f fd fd fd 69 fd
fd 2b fd fd 33 07 fd 71 44
fd 26 48 04 71 fd 48 59 fd
2d 26 3d 05 54 64 fd fd
3c 7c 48 fd 24 3f 66 14 fd
fd 4a fd fd 59 fd 70 fd 36
12 fd fd 06 fd fd fd 6e fd
4d fd fd fd 06 23 38 11 24
55 1b fd fd fd fd 29 fd 6c
fd 33 fd 33 1e 3a 2f 21 fd
fd fd fd fd fd 38 1a 4b 19
fd 61 66 5b fd 10 fd fd fd
16 52 fd 7b 2a fd fd 33 fd
25 fd fd fd 18 fd fd fd fd fd
fd 6d 6d 09 2d 20 25 cb
fd 1b 32 55 fd fd fd 3e fd
fd 61 fd 76 4e 25 01 56
4c 6a fd 3a 42 fd fd 2b 71
fd 7c fd fd fd 6b fd fd 62
fd fd 16 3a 06 29 2a 03
70 fd 69 7e Oc fd 3b 2f fd

Ascii Completion

P\YDHg>eC@)5|B~Z9E  success or wait 1 4115FA
W.sX5i'dUr%e?zJ}B

RptPeQhJ")W/PY-

bW:8,HzB+

rlu*bMteo(oC(z}*c=0y\#7

\

K6te1YGPnlbo4GcGOEP  success or wait 1
3iHx1cFFHBU
eguxRGmM3XS

41164B

{36A698B9-D67C-4E07-  success or wait 1 41167E

BE82-0EC5B14B4DF5}

2?21 HdI">FI+\[&? success or wait 1 411859
953e!Qaf'"Z0;x

EzuTzo2yz,q;B*w55mOb

2\L?’ FmY|2A1KFFu)?

@m&6f,568,E&

X[5ZoH5+j5X=R$RCztkl  success or wait 1 4115FA
BuTqLi+3qD&HgHY-

&=Td<|H$?

fJYpnM#8$U)I33:

/18Kaf[R{*3%mm-

%2U>VN%VLj:B+q

|kb:)*p~3/
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File Path

C:\Users\user\Favorites\Bing.url

C:\Users\user\Favorites\Bing.url

C:\Users\user\Favorites\Facebook.url

C:\Users\user\Favorites\Facebook.url

C:\Users\user\Favorites\Facebook.url

C:\Users\user\Favorites\Facebook.url

C:\Users\user\Favorites\Google.url

Copyright Joe Security LLC 2022

Offset

464

504

5

113

369

409

5]

Length

40

38

108

256

40

38

106

Value

4b 36 74 65 31 59 47 50
6e 49 62 6f 34 47 63 47
4f 45 50 33 69 48 78 31
63 46 46 48 42 55 65 67
7578 52 47 6d 33 58 53

7b 33 36 41 36 39 38 42
39 2d 44 36 37 43 2d 34
45 30 37 2d 42 45 38 32
2d 30 45 43 35 42 31 34
4234 44 46 35 7d

fd fd 1e 7a 66 fd 05 34 61
64 fd 75 fd fd fd 65 fd 3d
fd fd fd fd fd fd fd fd 04 5a
fd fd 5a fd 07 41 71 fd fd
4e 6f 02 52 66 fd 64 53 fd
40 5d 43 fd 46 fd 00 fd 48
fd 5f 1d 11 fd 48 fd 51 60
2efd 74 fd 44 24 21 19
db fd 52 09 75 1a 49 5¢
fd fd 4c fd fd 16 fd 7c fd
5d fd fd fd 51 fd 3a fd fd
fd 19 fd 0d fd 3e fd

09 3f 18 24 fd fd 0Of fd 55
70 3e fd fd 58 fd fd fd fd
1b 16 fd fd fd 41 fd 69 fd
24 fd 56 fd 70 06 36 c1
67 08 42 fd 78 65 36 64
2c 51 2a 26 6a 05 fd 6¢
fd fd 24 05 48 79 6e 54
4cfd fd 1d 7b fd 59 45 16
fd 6d fd fd fd 1d 44 2b 5b
72 2a 30 fd fd 6d fd 4f fd
fd fd 77 fd 35 fd 6a 3f 68
35 48 39 0f fd 25 25 06 fd
36 fd 33 fd fd fd 44 fd fd
04 fd fd fd fd 49 66 fd 5¢
fd fd Oc fd fd 68 fd 42 38
fd fd 2e 48 fd fd 40 3c 48
5d 41 fd 4afd 71 1c fd 44
53 fd 12 fd fd fd dO fd fd
fd fd fd 41 74 fd fd fd fd fd
fd 4d 76 03 29 40 66 fd fd
fd fd 53 5f fd fd fd 56 0d
7f43 32 62 fd fd 75 cb fd
fd 26 38 3a fd 21 0a 04
59 28 fd 7¢ 56 fd fd 32 27
2c fd 5e 4f 63 18 08 55 fd
fd 94 1e 65 fd 1e fd fd Od
fd 24

4b 36 74 65 31 59 47 50
6e 49 62 6f 34 47 63 47
4f 45 50 33 69 48 78 31
63 46 46 48 42 55 65 67
7578 52 47 6d 33 58 53

7b 33 36 41 36 39 38 42
39 2d 44 36 37 43 2d 34
45 30 37 2d 42 45 38 32
2d 30 45 43 35 42 31 34
42 34 44 46 35 7d

02 20 fd fd 60 fd fd 01 fd
fd 4b fd 6e 5e 36 5f fd fd
fd fd 78 fd 45 19 fd fd 58
fd 7b fd 4a d4 fd fd fd 5a
fd fd fd 4b 2e 35 fd fd 79
fd 41 34 4¢ 00 20 fd 7d fd
fd fd 49 fd 4f fd 57 fd fd fd
6¢ 6a fd fd 78 fd 6d 03 fd
fd 41 fd fd 60 fd 65 fd fd

fd 49 32 21 42 fd 23 fd 75

75 fd 42 fd 70 fd 51 7d fd

Ascii Completion Count

K6te1YGPnlbo4GcGOEP  success or wait 1
3iHx1cFFHBU
eguxRGm3XS

41164B

{86A698B9-D67C-4EQ07-  success or wait 1 41167E

BE82-0EC5B14B4DF5}

zf4adue=ZZAqNoRfdS]C  success or wait 1 411859

FH_HQ tD$!RulL(]Q:>

? success or wait 1 4115FA
$Up>XA$Vp6gBxebd,Q*

&jISHynTL{YEmD+

[r*OmOw5j?

h5H9%%6DIA\hB8.

H@<H]AJgDSAtMv)@fS

_VC2bu&:!Y(|V2',"OcUe$

K6te1YGPnlbo4GcGOEP  success or wait 1 41164B
3iHx1cFFHBU

eguxRGmM3XS

{36A698B9-D67C-4EQ7-  success or wait 1 41167E

BE82-0EC5B14B4DF5}

"Kn"6_xEX{JZK.5yA4L  success or wait 1 411859

}OWIimAel|B#uuBpQ}
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File Path

C:\Users\user\Favorites\Google.url

C:\Users\user\Favorites\Google.url

C:\Users\user\Favorites\Google.url

C:\Users\user\Favorites\Live.url

C:\Users\user\Favorites\Live.url

C:\Users\user\Favorites\Live.url

Copyright Joe Security LLC 2022

Offset

111

367

407

109

365

Length Value

256

40

38

104

256

40

fd fd 4e 4d fd 46 fd fd fd
40 1c fd 5a 26 43 6¢ 3b
fd 78 1b fd 5f fd fd 59 fd
42 53 4f 5b 3a 71 fd 5e fd
76 fd fd fd 4f 5b 79 62 46
fd 58 fd fd 2a 07 43 3f 57
fd fd fd 1f fd 29 fd fd 27 fd
4b fd 4a Oc 73 fd 7d 64 fd
2e fd 79 fd fd 36 09 fd fd
46 fd 0d 79 32 fd 62 4b
2b 70 07 47 fd fd 5¢ fd 54
72 5f fd fd 39 fd 26 30 fd
07 6e fd 08 1f 1a fd fd 4e
53 fd fd 95 fd fd 27 07 fd
fd 00 6b fd 7d fd c8 fd fd
25 22 6¢ fd 2b 20 fd 54 fd
45 fd Oe fd 78 fd 20 fd 36
25785212 1e fd 45 fd fd
39 06 41 44 21 fd fd 3a fd
fd 04 1a 37 fd fd 5a 17 fd
0a 25 fd fd 69 09 6e 3d fd
fd 5b 29 fd 4d 2a fd fd 6f
fd 3c fd fd fd fd 2f fd fd fd
7ffd 5d 1a fd 7b 65 fd fd
fd 11 fd fd fd fd fd fd 77
20 fd 04 fd fd 48 65 fd 15
7269 58 fd 4d fd 7e 39 fd
44 fd 11 fd fd

4b 36 74 65 31 59 47 50
6e 49 62 6f 34 47 63 47
4f 45 50 33 69 48 78 31
63 46 46 48 42 55 65 67
7578 52 47 6d 33 58 53

7b 33 36 41 36 39 38 42
39 2d 44 36 37 43 2d 34
45 30 37 2d 42 45 38 32
2d 30 45 43 35 42 31 34
423444 4635 7d

fd 64 fd 77 fd 22 d8 fd 7b
39 fd fd fd fd fd fd 77 2a
6f fd fd fd fd fd 4e 6b fd
76 6b 4d 39 fd Oa fd fd 1a
7d fd fd 5e fd 03 fd 3a fd
fd 3f 3b 49 fd fd 62 fd 38
0Ob fd 52 09 3e 1f 70 1d fd
fd 1f 49 59 2f 3d 7c fd 48
7c¢ 12 03 fd 58 fd 55 fd fd
24 fd fd 6f fd 1d 06 fd fd
3b 7f 7a fd fd 3e fd

fd 26 07 fd fd 17 68 3d 64
fd 41 fd 31 6f 2b fd fd 00
57 fd 4f fd 08 4a 49 4c fd
fd fd 7f fd 46 fd 48 fd 79
4510 Ob fd 08 20 45 fd
2a fd 26 33 fd Oc 30 fd Ob
26 fd 78 f2 a7 53 ed 0a
7a 4b Oc fd 02 fd 56 fd fd
fd 04 fd 28 fd 53 fd fd 46
fd 37 6b 72 75 fd a3 0f 10
1f fd fd fd 56 5c fd 4e fd
fd b7 e8 5c fd 68 fd 6b 75
fd fd fd 65 Oc fd 15 48 fd
06 fd 2c fd fd 16 62 7f 47
1d 39 17 fd 26 fd fd 64 96
77 fd 4d 3b 77 49 31 1f fd
41 fd fd 79 fd 68 29 47 5a
93 36 fc 26 fd 7a fd 7a 17
1e 19 fd fd 43 Ob 29 fd fd
fd 64 fd fd fd fd 1c fd fd fd
50 23 fd fd fd fd 25 e3 fd
fd 41 5f 7d fd fd 64 fd fd
40 7f 78 08 5d 63 fd 67
2b fd 07 fd 00 fd fd fd fd
54 fd fd 1e fd 50 73 fd 72
54 03 25 52 7b 4f fd 1c
4b 65 36

4b 36 74 65 31 59 47 50
6e 49 62 6f 34 47 63 47
4f 45 50 33 69 48 78 31
63 46 46 48 42 55 65 67
7578 52 47 6d 33 58 53

Ascii

NMF@Z&Cl;x_YBSO[:q"
VO[ybFX*C?W
)'KJs}d.y6Fy2bK+pG\Tr_
9&0nNS'k}%"l+ TEX
6%xRE9AD!:7Z%in=[)M*
o</l{ew HerXM~9D

Completion

success or wait 1

K6te1YGPnlbo4GcGOEP  success or wait 1

3iHx1cFFHBU
eguxRGmM3XS

{36A698B9-D67C-4E07-
BE82-0EC5B14B4DF5}

dw"
{9w*oNkvkM9}*:2;1b8Rpl
Y/=|H|XU$0;z>

&h=dA10+WOJILFHYE
E*&30&xSzKV(
F7kruV\N\hkueH,bG9&d
wM;wlAyh)G
2&zzC)dP#%A_}d@x]cg
+TPsrT%R{Ke6

success or wait 1

success or wait 1

success or wait 1

K6te1YGPnlbo4GcGOEP  success or wait 1

3iHx1cFFHBU
eguxRGm3XS

Count

Source Address

4115FA

41164B

41167E

411859

4115FA

41164B
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File Path

C:\Users\user\Favorites\Live.url

C:\Users\user\Favorites\NYTimes.url

C:\Users\user\Favorites\NYTimes.url

C:\Users\user\Favorites\NYTimes.url

C:\Users\user\Favorites\NYTimes.url

C:\Users\user\Favorites\Reddit.url

Copyright Joe Security LLC 2022

Offset

405

5

112

368

408

5

Length Value

38

107

256

40

38

106

7b 33 36 41 36 39 38 42
39 2d 44 36 37 43 2d 34
4530 37 2d 42 45 38 32
2d 30 45 43 35 42 31 34
4234 44 46 35 7d

fd fd fd fd 39 41 fd 5b fd
45fd 75 fd 77 2a 27 fd fd
79 fd fd fd 6b fd 3d fd fd
fd 69 1f fd fd fd 4b 45 fd
fd 4f fd fd fd 2b 7e 2d fd
fd 19 2b fd 54 fd fd 28 72
fd 27 fd fd fd fd 33 4f 32
fd 09 4a 41 4a 42 7d fd
2a 55 fd 31 2b fd 5¢ fd fd
fd 60 25 40 fd 51 fd 7¢ 52
2a2d 7¢ 59 40 fd 43 6d
19 23 fd

0f fd 7e fd 03 fd 1f 5a 3a
66 fd 79 01 74 37 66 fd
7374 fd 15 fd 33 65 0d
32 fd 06 57 71 fd fd 49 fd
7d fd 63 fd fd fd 01 fd 0d
fd fd 58 fd 43 77 fd fd 5¢
06 fd 2b 7b 46 fd fd fd 30
fd 66 fd fd fd fd 05 fd fd fd
fd fd fd fd 5a 08 70 4f 1b
21 fd fd 45 06 49 1a 68 fd
72 fd 7d fd fd 14 fd fd fd
68 6d fd 41 33 fd fd 26 59
fd 05 0f fd 7e fd fd 15 fd
fd fd fd 38 fd fd 32 fd 73
fd 1229 29 10 2¢ fd fd 62
fd 47 1f fd 30 36 fd fd fd
79 fd fd 56 75 35 04 32 fd
0d 46 fd 76 fd 6¢c fd fd Oa
fd 5e fd fd 35 06 fd 18 1a
fd 02 6f fd 39 fd 63 fd 0d
fd 70 2a fd Oe 7e 75 5e fd
fd 6e fd fd fd 78 41 7c 3d
7b fd 4e fd 65 5b 1e 28
38 fd fd 50 fd fd fd 74 6a
58 26 32 fd fd fd 77 5¢ 48
35 fd 4d fd 77 66 fd 74 fd
7b 2f fd fd 26 fd Oe fd fd
71 fd 62 6a 19 05

4b 36 74 65 31 59 47 50
6e 49 62 6f 34 47 63 47
4f 45 50 33 69 48 78 31
63 46 46 48 42 55 65 67
7578 52 47 6d 33 58 53

7b 33 36 41 36 39 38 42
39 2d 44 36 37 43 2d 34
45 30 37 2d 42 45 38 32
2d 30 45 43 35 42 31 34
423444 4635 7d

fd fd 59 fd 35 fd Oa fd 30
47 fd 19 fd 2f 5¢ fd fd 1d
15301a3979fd 72 fd
7277 fd 17 6¢ 39 fd 45
33 fd 15 fd 58 16 50 7e fd
fd 7d 21 fd fd fd 35 5e 55
2c 72 31 6¢fd fd 19 23 fd
fd 05 70 17 fd 41 fd 07 fd
7c fd 2f 1f 7c fd 47 fd 16
fd fd fd 57 77 fd fd fd fd fd
61 fd 36 3d 71 68 fd fd fd
6f fd 37 fd fd

Ascii Completion

{386A698B9-D67C-4E07-  success or wait 1 41167E

BE82-0EC5B14B4DF5}

9A[Euw*'yk=iKO~- success or wait 1 411859
+T(r'302JAJB}*

U1+\%@Q|R*-|Y@Cm#

~Z:fyt7fst3e2Wql}cXC\+  success or wait 1 4115FA
{FOfZp!E

IhrthmA3&Y~82s)),bG06

yVub2FvI*50cp*~uxA|=

{Ne[(8PtjX&2w\H5Mw

ft{/&abj

K6te1YGPnlbo4GcGOEP  success or wait 1 41164B
3iHx1cFFHBU

eguxRGmM3XS

{36A698B9-D67C-4EQ7-  success or wait 1 41167E

BE82-0EC5B14B4DF5}

YOGA09yrrwI9E3XP~}I5"  success or wait 1 411859

U,r1#pA|/|GWwab=gho7
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File Path

C:\Users\user\Favorites\Reddit.url

C:\Users\user\Favorites\Reddit.url

C:\Users\user\Favorites\Reddit.url

C:\Users\user\Favorites\Twitter.url

C:\Users\user\Favorites\Twitter.url

C:\Users\user\Favorites\Twitter.url

Copyright Joe Security LLC 2022

Offset

111

367

407

5

112

368

Length Value

256

40

38

107

256

40

56 fd 2f fd 10 7f 55 01 fd
fd 64 32 1f 42 fd 77 fd 21
fd fd fd 70 61 fd 12 46 4c
22 fd fd fd fd 06 fd 12 5e
fd 2d fd fd af 29 fd 41 51
67 fd fd fd 13 2d fd 28 61
fd 6¢c 1c fd 41 fd fd Oa fd
50 fd 65 fd fd fd 54 7d 24
fb fd 54 1e fd 52 39 fd 38
6a 53 46 20 27 5f 5a 53
fd 5d 3e fd 76 6e 72 28 fd
fd 29 fd fd 76 09 4f fd fd
fd fd fd fd 05 fd fd fd 35
1b f0 66 fd fd 05 Oe Oa fd
5d fd fd 2b 65 Oe fd fd 20
73 5d 7f 76 fd fd 1c 6b 49
fd fd 36 3c fd 43 6a fd 5¢
5b 66 4a 25 22 26 fd fd fd
fd fd 68 1c fd fd fd 6d 59
fd fd fd 12 fd Ob fd 3d fd
fd 68 fd 5f fd 29 0d 00 09
fd fd fd fd fd 3a fd 01 6¢
2b 59 Oe 4f fd 73 Ob 7b 1f
fd fd fd 07 fd 14 6f fd 59
6d fd 37 64 27 fd 0d 74
09 26 4a fd fd 37 fd 07 7e
6f 6afd 11 48 Oe fd fd 1c
09 fd

4b 36 74 65 31 59 47 50
6e 49 62 6f 34 47 63 47
4f 45 50 33 69 48 78 31
63 46 46 48 42 55 65 67
7578 52 47 6d 33 58 53

7b 33 36 41 36 39 38 42
39 2d 44 36 37 43 2d 34
45 30 37 2d 42 45 38 32
2d 30 45 43 35 42 31 34
423444 46 35 7d

fd 17 Oc fd 57 fd fd 6e 77
fd 47 7 51 fd fd 15 fd 1f
fd 62 66 1d 45 71 0a Oa
5c 1f 7f 7e 02 17 5¢ 72 fd
52 fd 2e 51 fd 78 40 17
Oe fd fd 11 fd 25 fd 39 45
fd 3¢ 2a 04 45 fd 9b 07
05 59 fd 23 fd fd fd fd 16
fd 4f fd 59 fd 10 fd fd fd
3b fd fd 13 fd 59 4e 01 fd
3f fd fd fd fd fd 43 fd Oe fd
fd 71 08 fd fd 4b 36

fd fd fd Ob fd 53 6d 04 fd
41 fd ec Of fd fd 46 fd 63
fd 33 fd 1b fd 29 68 fd fd
fd fd 37 fd fd 1f fd 40 fd
55 02 38 fd fd fd 39 fd 3e
fd fd 22 78 47 fd fd 79 fd
fd fd 47 41 fd fd 76 fd 07
fd fd fd 7b fd 3e fd fd fd
33554027 6a 12 fd fd
17 7d fd 30 fd fd 12 Oc 2b
fd 60 41 61 76 47 42 fd
05 fd fd fd fd 5f fd 3b 11
7b fd 64 fd 36 fd fd 56 fd
fd Ob fd fd 77 fd 02 fd 2a
27 fd fd 7e fd 3c 49 fd fd
63 4a 2e 2d 9b fd 7b 58
33 27 1f fd fd 23 fd 3a fd
fd 4b 32 30 fd 27 fd fd 6b
7¢ 02 fd fd fd fd 69 53 18
5a 09 fd 27 14 5d 42 fd
4b fd 11 fd fd fd 51 fd fd
64 fd fd fd 3f fd fd Oc 7f fd
78 fd fd fd 3c fd fd fd 11 fd
36 44 5d 4f fd 76 1f fd fd
fd fd 21 69 74 fd 33 fd fd
46 43 08 22 2e 7a 00 6a
2b fd fd fd 64 79 45 fd 78
fd 6e fd fd fd

4b 36 74 65 31 59 47 50
6e 49 62 6f 34 47 63 47
4f 45 50 33 69 48 78 31
63 46 46 48 42 55 65 67
7578 52 47 6d 33 58 53

Ascii Completion

V/Ud2Bw!paFL"*-)AQ-
(IAPeT}$TR98jSF

' ZS>vnr()vO5f]+e
S]vkI6Cj\
[f(J%"&mY=h_):1+YOs{o
Ym7d't&J7~ojH

success or wait 1 4115FA

K6te1YGPnlbo4GcGOEP  success or wait 1
3iHx1cFFHBU
eguxRGmM3XS

41164B

{36A698B9-D67C-4E07-  success or wait 1 41167E

BE82-0EC5B14B4DF5}

WnwGQbfEQ\~\rR.x@%9  success or wait 1 411859

E<*EY#OY;YN?CqK6

SmAFc3)h7@U89>"xGy  success or wait 1 4115FA
GAV{>3U@'}0+ AavGB_;

{d6Vw*'~<lcJ.-{X3'#:K

20'k|iSZ'|BKQdx<6D]Ov!it

3FC".zj+dyExn

K6te1YGPnlbo4GcGOEP  success or wait 1
3iHx1cFFHBU
eguxRGm3XS

41164B
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File Path

C:\Users\user\Favorites\Twitter.url

C:\Users\user\Favorites\Wikipedia.url

C:\Users\user\Favorites\Wikipedia.url

C:\Users\user\Favorites\Wikipedia.url

C:\Users\user\Favorites\Wikipedia.url

C:\Users\user\Favorites\Youtube.url

Copyright Joe Security LLC 2022

Offset

408

5

114

370

410

5]

Length Value

38

109

256

40

38

107

7b 33 36 41 36 39 38 42
39 2d 44 36 37 43 2d 34
4530 37 2d 42 45 38 32
2d 30 45 43 35 42 31 34
4234 44 46 35 7d

fd fe 15 ff 12 58 27 fd 32
7afd fd fd fd 57 21 fd 1c
fd fd fd Of fd 3f fd 7d fd 37
4e 38 23 fd 48 fd fd fd 2e
25 fd fd 5d 33 3¢ 01 fd fd
fd 01 51 3ffd 1e fd 7d fd
27 07 49 26 55 fd 39 7b
53 68 7a fd fd fd 19 fd 26
2c Oe 00 7a fd fd fd fd fd
Ob fd 53 fd fd 15 3f fd fd
3117 fd 68 fd fd fd fd fd
0Ob 3a 39 4a 3b fd

fd fd fd 66 fd 15 00 3d 12
fd fd fd 29 fd 75 fd fd 4d
76 56 fd fd fd 7e fd fd 69
fd fd 61 4e 43 55 fd fd Of
0f fd 67 66 29 fd 65 45 52
fd 64 54 fd 24 fd Oe fd fd
2e 7¢ 5f fd 28 01 57 72 fd
6f 6a 6¢ fd 75 fd fd fd 4e
3a fd Oe 25 07 24 26 67
fd 39 fd 50 d2 48 Oc fd fd
01 05 5a fd 69 fd 44 33 fd
57 4¢ 20 4a fd 28 37 67
1e fd fd 70 fd 09 3e 4b 57
3d 14 fd 25 35 43 fd 33
Oe fd 19 fd fd fd fd 48 fd
79 72 fd 63 fd fd 55 44 fd
fd fd Of fd 65 6¢ fd fd 29
fd 45 16 fd 25 fd 43 3e 7a
17¢c3382d fd fd fd e2 17
fd fd fd 65 01 00 25 6e fd
3c fd 14 00 4e fd 6a fd 38
02 63 19 fd fd 60 4c 7a
02 59 fd 62 6b fd 1b 69
41 0a 6b 55 fd fd fd 7a 06
fd 78 12 09 fd 5e 19 60
55 fd ba fd 30 fd fd fd fd
57 fd 49 5b fd 02 fd 13 fd
fd 6b 4c fd fd fd

4b 36 74 65 31 59 47 50
6e 49 62 6f 34 47 63 47
4f 45 50 33 69 48 78 31
63 46 46 48 42 55 65 67
7578 52 47 6d 33 58 53

7b 33 36 41 36 39 38 42
39 2d 44 36 37 43 2d 34
45 30 37 2d 42 45 38 32
2d 30 45 43 35 42 31 34
423444 4635 7d

fd 3a fd 37 53 fd fd 22 4f
fd 31 1b fd 5d fd 05 73 fd
58 44 47 Oe fd fd fd fd 4d
fd fd 44 fd 01 Oe 3c 6a fd
23 fd 2f fd fd 2f 2a fd 35
66 fd 55 63 fd fd fd 02 4b
7a fd fd 2e 5b 6d fd 3e 79
46 fd ca 7f 3a fd 5a 46 00
66 2a fd 5b fd fd 2c fd 16
fd 1d fd fd fd fd 27 59 fd
3c 4c 3e fd 7b 5¢ fd 32 fd
fd 2d

Ascii Completion

{36A698B9-D67C-4E07-
BE82-0EC5B14B4DF5}

success or wait 1 41167E

X'2zZW!1?}7N8#H.%]3<Q?} success or wait 1 411859

'1&U9{Shz&zS?1h:9J;

f=)uMvViaNCUgf)eERdT  success or wait 1 4115FA
$.|_(Wrojl

uN:%$&g9PHZID3WL

J(7gp>W=%5C3H

yrcUDel)E%C>z8-

en<Nj8c’LzYbkiA

kUz"" UOWITKL

K6te1YGPnlbo4GcGOEP  success or wait 1
3iHx1cFFHBU
eguxRGmM3XS

41164B

{36A698B9-D67C-4E07-  success or wait 1 41167E

BE82-0EC5B14B4DF5}

:17S"01]sXDGMD<j#//*5f  success or wait 1 411859

Uc.[ms>yF:ZFF],YL>{\2-

Count Source Address

Symbol

WriteFile

WriteFile

WriteFile

WriteFile

WriteFile

WriteFile
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File Path

C:\Users\user\Favorites\Youtube.url

C:\Users\user\Favorites\Youtube.url

C:\Users\user\Favorites\Youtube.url

C:\Users\user\AppData\Local\bo
wsakkdestx.txt

Copyright Joe Security LLC 2022

Offset

112

368

408

5

Length Value

256 fd fd fd 7f 22 03 fd 37 68
45 fd fd fd 5b 10 fd fd fd
fd 73 fd fd 73 f2 fd 05 73
12fd 13 02 77 1a2579
6e 51 fd 3b fd 1d fd a6 34
fd fd 72 fd fd 6d a4 fd fd
2129 0a 32 fd 6b 04 24
fd 0d fd 28 fd fd 79 fd 3e
7e 57 fd fd 79 fd fd 25 3b
7121 4¢ fd fd 09 fd fd be
26 18 fd 13 fd fd 7d fd cO
2b 64 fd 62 1c 14 1a 05
2a fd 11 fd fd 03 7f fd Oe
fd 64 e7 48 fd fd fd 4d fd
6¢ 23 fd fd 1e fd fd fd fd
6d fd 2d 37 3a fd 74 fd 15
fd 25 fd 1d 1e 18 fd 73 48
04 18 6a 6b fd fd fd 11 36
fd fd 50 bb fd fd fd 58 11
81 fd 7e Ob fd 64 fd 6b 6b
fd 11 fd 66 14 fd fd fd f1
fd Oc fd fd 19 5e fd fd 25
03 fd fd 4d 09 fd fd 60 fd
53 fd 51 fd fd fd fd 47 06
fd 2e 7a 47 70 4c 65 fd fd
fd fd 73 fd 22 a2 01 00 fa
53 fd 16

40 4b 36 74 65 31 59 47 50
6e 49 62 6f 34 47 63 47
4f 45 50 33 69 48 78 31
63 46 46 48 42 55 65 67
7578 52 47 6d 33 58 53

38 7b 33 36 41 36 39 38 42
39 2d 44 36 37 43 2d 34
45 30 37 2d 42 45 38 32
2d 30 45 43 35 42 31 34
423444 46 35 7d

557 fd 0d fd 03 5a fd 4d Ob fd
58 fd 5d 72 26 69 59 18
44 fd fd 1529 7b 38 74
27 fd fd 44 fd fd 0d 5b 23
fd fd 6d fd 3¢ 57 fd 33 fd
fd fd 63 fd 09 37 30 fd fd
42004128 71 74 fd fd fd
7f 72 52 68 fd fd 7f 0f 37
09 69 03 7f fd Oa fd 1f 6a
36 fd fd 07 Oe fd fd fd Oc
fd 3d fd 5f fd 07 fd 15 fd
fd 1e fd fd 20 fd fd 20 6¢c
db 34 fd fd 1f fd fd fd 04
44 09 39 5a fd 5e fd 6¢ fd
fd fd fd 57 54 fd 6e Oc 32
79 7c 5a 1d fd fd 74 fd 5d
77 5e fd 4c 5f fd 4f 5¢ fd
fd fd fd fd 59 4e 55 fd Oa
50 c6 7b 49 07 5e fd fd fd
fd Ob fd fd 66 fd af 1c fd fd
fd 15 23 68 fd 49 60 Of fd
58 75 62 fd 27 0d 42 3b
fd fd 63 68 11 44 03 fd 2e
6a 22 3c fd fd 1d fd 28 7a
7f 71 32 5b 2¢ fd 57 52 fd
7e 58 0e 28 20 c5 7c 3e
fd fd 40 35 fd fd 1d fd fd

Ascii Completion

"7hE[sssw%ynQ4rm!)2k$ success or wait 1 4115FA
(y>~Wy%;q

IL&}db*dHMI#m-

7:1%sHjk6PX~dkkf

"% SQG.zGplLes"S

K6te1YGPnlbo4GcGOEP  success or wait 1
3iHx1cFFHBU
eguxRGmM3XS

41164B

{36A698B9-D67C-4E07-  success or wait 1 41167E

BE82-0EC5B14B4DF5}

ZMX]&iYD) success or wait 1 411859
{8t'D[#m<W3c70JA(qtrR

h7ij6=_

14D9ZNWTn2y|Ztlw L_O

\YNUP{I*f#hI Xub'B;chD.j

(Z92LWR~X( |>@5

Count Source Address

Symbol

WriteFile

WriteFile

WriteFile

WriteFile
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File Path

C:\Users\user\AppData\Local\bo
wsakkdestx.txt

C:\Users\user\AppData\Local\bo
wsakkdestx.txt

C:\Users\user\AppData\Local\bo
wsakkdestx.txt

C:\Users\user\AppData\Local\lc
onCache.db

Copyright Joe Security LLC 2022

Offset

562

818

858

Length Value

256 Ob 73 fd 18 fd fd fd fd fd
4269 7e fd fd 31 fd fd 16
2e fd fd 4d fd 4b 7e 0a Oc
fd fd fd 5c fd 46 52 0d fd
fd fd d1 fd fd 27 39 fd 57
59 30 fd 66 1a 51 2e fd fd
fd fd 6e fd 38 5a 05 77 fd
16 55 77 fd 5f fd fd fd 33
fd fd fd fd fd fd fd 20 df fd
67 4f fd fd fd 24 fd fd 56 fd
6b fd Oc fd fd 3d fd 36 fd
68 2d fd fd fd fd fd fd fd fd
66 03 27 01 fd 48 fd fd 1a
fd fd fd fd fd 56 01 fd 3d
fd 22 fd fd fd 72 17 fd fd
30 4e 79 fd 98 fd 14 46
41 fd fd 8a 7d 2e 1a fd 30
fd 37 39 9c fd 7b 53 39 fd
20 fd fd fd fd fd fd 50 fd 3¢
fd 32 fd fd fd 58 6d fd 13
fd 4e 77 68 22 1d fd 27 fd
1e 3563 72 fd 21 50 12
26 fd 31 35 fd fd 76 28 fd
3c 44 fd 07 fd fd fd fd 3e
11 fd fd fd 44 02 fd 23 fd
79 fd fd fd 55 4c 45 6b 26
fd 2b 15 4b fd fd fd fd 57

40 4b 36 74 65 31 59 47 50
6e 49 62 6f 34 47 63 47
4f 45 50 33 69 48 78 31
63 46 46 48 42 55 65 67
7578 52 47 6d 33 58 53

38 7b 33 36 41 36 39 38 42
39 2d 44 36 37 43 2d 34
45 30 37 2d 42 45 38 32
2d 30 45 43 35 42 31 34
423444 46 35 7d

17957  1c 2c fd 04 fd 55 fd 20 3f
1a 19 47 5b 64 29 fd 09
3e 31 14 fd fd fd 43 43 fd
2f ce fd 49 fd fd 48 fd 2¢
5f Oc 3d 05 1d 4f fd 14 fd
fd fd 1526 70 fd 78 fd fd
1b1afd fd 14 fd 27 31 fd
03 fd fd 1f Of fd ff 6d 57 fd
00 2a 1c 6a fd fd 02 31 7f
fd 23 3f fd fd fd fd 57 fd
e5 58 37 fd 5e fd fd fd fd
1042 7c 43 1123 7b fd
2b 28 fd 5¢ 62 fd fd 1d fd
75 fd 60 fd fd 7e 57 fd 7f
2170 fd 53 5d 71 fd fd fd
48 fd 18 79 fd fd 6b fd fd
fd 39 fd fd 49 fd fd 77 24
fd fd 6¢ 46 fd fd Oe 30 fd
55 fd fd 51 fd fd 11 31 18
01 2c fd 42 6e 01 fd 68
53 fd fd fd 30 fd 66 fd fd
21 1cfd 71 fd 69 79 fd fd
0a 67 22 fd 72 48 27 1e
4419 fd cO 1d 72 47 40
35 fd fd 4e fd fd 2b fd 2d
2e 33 fd fd fd 75 5d fd fd
fd 47 22 17 fd 18 fd 43 fd
6557 fd 25 1b

Ascii Completion Count Source Address

sBi~1.MK~\FR'9WYO0fQ.n success or wait 1
8ZUw_3 gO$Vk=6h-

f'HV="rONyFA}.079{S9

P<

2XmNwh"'5cr!P&15v(<D

>D#yULEK&+KW

4115FA

K6te1YGPnlbo4GcGOEP  success or wait 1
3iHx1cFFHBU
eguxRGmM3XS

41164B

{36A698B9-D67C-4E07-  success or wait 1 41167E

BE82-0EC5B14B4DF5}

,uU? success or wait 1 411859
G[d)>1CC/IH,_=0&px'1m

WH1#?WX7"B|C#{+

(bu™~W!pS]gHyk9Iw$IF

0UQ1,BnhS0flgiyg"rH'Dr

G@5N+-.3u]G"CeW%

Symbol

WriteFile

WriteFile

WriteFile

WriteFile
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File Path Offset Length Value

C:\Users\user\AppData\Local\lc 17962 256
onCache.db

C:\Users\user\AppData\Local\lc 18218 40
onCache.db

C:\Users\user\AppData\Local\lc 18258 38
onCache.db

C:\Users\user\AppData\Roaming\ 5 1044

Microsoft\Windows\SendTo\Bluetooth
File Transfer.LNK

Copyright Joe Security LLC 2022

05 fd 25 02 fd 43 6d fd 77
fd fd fd fd fd 5a fd fd fd 3b
25 40 5e fd 02 48 67 fd
0b fd 07 6¢ 41 4c fd 69 fd
fd fd 66 fd 2d fd fd 18 2a
fd fd fd fd 4c fd fd fd fd 44
fd fd fd 30 4c 6b fd 74 12
1afdfd 1560 15 fd fd 47
7f 5a fd 1b fd 40 33 fd 06
fd 5d 64 72 fd fd fd 3b Ob
174 08 10 fd 08 7c 2f fd
cc fd fd 28 22 fd 35 57 fd
2f 7e fd fd 68 4f fd 5b 14
6¢ 55 fd 26 74 fd fd 21 70
fd fd 34 1f 2d fd fd fd 3b
fd fd fd 55 fd 2a fd fd 03
fd 2f fd 06 fd 5b fd fd fd
0Ob 47 fd fd fd 2d 5a fd fd
59 44 fd fd Oe 5d 0d fd 36
fd Ob fd 20 2e 6¢ fd 14 32
fd fd 45 3a 52 4b fd 26 fd
56 36 fd 0f 08 45 fd 35 25
1d 14 42 fd 45 79 fd e2
74 fd fd fd fd 2f fd fd 25
72 fd 39 39 02 fd fd 03 13
fd 52 fd 5f Ob fd 3f 52 50
fd 75 Ob 65 10 fd Oc 32 fd

4b 36 74 65 31 59 47 50
6e 49 62 6f 34 47 63 47
4f 45 50 33 69 48 78 31
63 46 46 48 42 55 65 67
7578 52 47 6d 33 58 53

7b 33 36 41 36 39 38 42
39 2d 44 36 37 43 2d 34
45 30 37 2d 42 45 38 32
2d 30 45 43 35 42 31 34
423444 46 35 7d

34 12 1ffd 2a 16 65 fd 2¢
fd 33 fd 66 66 fd 6b fd fd
fd fd 07 06 7d fd 6¢ fd fd
18 Ob fd fd 15 52 fd 2e fd
7c 18 4a 0c fd 19 fd 42 fd
fd 63 61 74 fd fd 09 fd fO
fd 10 6e fd 4e 68 49 4d fd
4c 6b fd fd fd 1e 36 1b 36
fd 63 fd 23 fd fd 3e fd 26
fd fd 39 7e fd 05 fd fd fd
fd 46 fd fd fd 5d 1d fd 64
fd 60 fd fd fd 3d 27 16 29
fd fd Oe 29 fd 70 fd 67 70
fd 1e fd 52 57 fd 1d fd fd
fd fd fd 2e 59 54 18 84 6a
fd fd 50 05 fd 06 fd fd fd
b4 fd 5b fd fd fd 23 fd fd
07 7c 46 44 75 2f 33 6d
56 52 55 5b e4 83 fd 2f
6e fd 68 fd 02 fd 3b 57 2¢
fd 47 fd fd 64 fd 73 37 7e
53 57 06 2f 0a fd b0 2a fd
fd 52 5d 16 fd fd 73 fd fd
6c 00 fd 09 7f 81 fd fd 29
fd 41 fd 7b 2a 5d 06 05
73 fd 35 47 fd fd fd Ob 2e
fd fd fd 38 6a fd fd fd 3b
fd fd

Ascii Completion Count Source Address

%CmwZ;%@"HglALif- success or wait 1 4115FA
*LDOLkt GZ@3]

dr;t|/("5W~hO[IU&t!p4-

;U*[G-ZYD]6

|I2E:RK&VBE5%BE/%r9

9R_?RPue2

K6te1YGPnlbo4GcGOEP  success or wait 1
3iHx1cFFHBU
eguxRGmM3XS

41164B

{36A698B9-D67C-4E07-  success or wait 1 41167E

BE82-0EC5B14B4DF5}

47e,3ffk}IR.JBcatnNhIML  success or wait 1
k66c#>&

9F]d =) pgpRW.YT|P[#|F

Du/3mVR

U[/nh;W,Gd7~SW/*R]sl)A

{*1s5G.8j;

411859

Symbol

WriteFile

WriteFile

WriteFile

WriteFile
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File Path

C:\Users\user\AppData\Roaming\
Microsoft\Windows\SendTo\Bluetooth
File Transfer.LNK

C:\Users\user\AppData\Roaming\
Microsoft\Windows\SendTo\Bluetooth
File Transfer.LNK

C:\Users\user\AppData\Roaming\
Microsoft\Windows\SendTo\Bluetooth
File Transfer.LNK

C:\Users\user\AppData\Roaming\
Microsoft\Windows\SendTo\Desktop
(create shortcut).DeskLink

C:\Users\user\AppData\Roaming\
Microsoft\Windows\SendTo\Desktop
(create shortcut).DeskLink

C:\Users\user\AppData\Roaming\
Microsoft\Windows\SendTo\Desktop
(create shortcut).DeskLink

C:\Users\user\AppData\Roaming\
Microsoft\Windows\SendTo\Desktop
(create shortcut).DeskLink

Copyright Joe Security LLC 2022

Offset

1049

1305

1345

5

7

263

303

Length Value

256

40

38

256

40

38

7c 78 28 67 fd 06 fd 76
74 fd 67 fd 39 41 47 fd 24
fd fd fd 4a fd fd fd 74 03
fd 13 fd fd fd 75 57 fd fd
17 54 fd 3f 5f 20 fd fd ed
47 fd 6¢ fd 7a fd fd 1e 6¢
fd 73 1a 22 37 fd 7b 2d
00 4f fd 56 fd fd 2e fd fd
72 5a 7afd fd 3d 41 68 fd
48 79 8afd 2b fd 15 7e fd
fd 72 fd fd 11 4b fd 6¢ 36
fd 63 7¢c 2b aa b4 fd 7e
40 fd 04 74 7e 44 fd fd fd
fd 38 2d 75 fd 7f fd fd 09
16 2d 40 fd Of fd 36 1a fd
fd 17 fd 03 fd 55 fd 37 fd
fd 25 fa 35 65 5b 64 fd Ob
fd 61 71 fd fd fd 33 65 3a
Oc 1a 7f 25 fd 4a 18 Oe
43 fd 7b fd 21 fd fd 12 fd
fd 12 51 66 fd fd 3b fd fd
4f fd fd 56 Oe fd fd 52 22
3b 3a fd fd 3e fd 1e 5a 49
fd 64 57 fd 47 fd 23 fd 04
fd 24 73 32 fd Ob 5d fd 40
fd 2d fd 51 fd 6¢ 6e 48 fd
35 fd fd fd 61 57 fd 2f 44
fd 3a fd

4b 36 74 65 31 59 47 50
6e 49 62 6f 34 47 63 47
4f 45 50 33 69 48 78 31
63 46 46 48 42 55 65 67
7578 52 47 6d 33 58 53

7b 33 36 41 36 39 38 42
39 2d 44 36 37 43 2d 34
45 30 37 2d 42 45 38 32
2d 30 45 43 35 42 31 34
423444 46 35 7d

fd fd

77 fd fd 04 87 fd 6f fd 79
23 fd fd 06 37 6e fd fd fd
18 04 fd 4b 2b 74 77 07
3b fd 52 20 d0 51 fd fd 43
74 6d fd fd 7a 63 fd fd 0d
fd fd 42 21 fd 59 74 fd fd
fd fd fd fd 54 fd 13 fd 6e
4f 08 71 fd 74 1d fd fd 5a
3e fd 29 fd 12 4a 3e Ob fd
18 41 7e 1b fd 27 8b 7f
65 41 fd 6b 78 fd 06 58 fd
fd fd fd 41 fd 0d 15 fd fd
13 67 fd 36 3e 26 fd 65
67 3e fd 2b fd 2d fd fd fd
46 78 fd 48 fd fd 11 16 fd
fd 6b 5b 3d 44 18 fd 3¢
63 2c 07 08 29 fd 4b fd fd
fd 60 fd 7e fd 62 71 fd 3¢
fd fd fd fd fd fd 77 fd 61
45 5f 04 55 1a 1f 62 fd fd
fd fd fd 22 03 fd fd 41 3¢
fd fd fd fd 51 fd fd 2b fd fd
76 fd fd 75 fd 3a fd 7c 16
64 7c 2f 48 53 27 fd 21 fd
3e 60 fd 20 6¢ fd fd fd fd
fd 1f 5a fd fd 7f 34 68 57
42 fd fd fd fd fd 2f 25 5¢
3c 36 fd 31

4b 36 74 65 31 59 47 50
6e 49 62 6f 34 47 63 47
4f 45 50 33 69 48 78 31
63 46 46 48 42 55 65 67
7578 52 47 6d 33 58 53

7b 33 36 41 36 39 38 42
39 2d 44 36 37 43 2d 34
4530 37 2d 42 45 38 32
2d 30 45 43 3542 31 34
423444 46 357d

Ascii Completion

[X(gvtg9AGSJItUWT?_
1zIs"7{-OV.
rZzAhHy+~rKl6c|+~@t~D
8--@6U7%5
e[daqg3e:%JC{!Qf;0VR";:
>ZIdWG#$s2]@-
QInH5aW/D:

success or wait

K6te1YGPnlbo4GcGOEP  success or wait
3iHx1cFFHBU
eguxRGmM3XS

{36A698B9-D67C-4E07-  success or wait
BE82-0EC5B14B4DF5}

success or wait

woy#7nK+w;R success or wait
QCtmzcB!YtTnOqt>)J
>A~'eAkxXAg6>&eg>+-

FxHk[=D<c,)

K'~bg<waE_UbA<Q+vu:|

d|/HS'l>" Z4hWB/%\<61

K6te1YGPnlbo4GcGOEP  success or wait
3iHx1cFFHBU
eguxRGm3XS

{36A698B9-D67C-4EQ7-  success or wait
BE82-0EC5B14B4DF5}

Source Address

4115FA

41164B

41167E

411859

4115FA

41164B

41167E

Symbol

WriteFile

WriteFile

WriteFile

WriteFile

WriteFile

WriteFile

WriteFile
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File Path

C:\Users\user\Desktop\KZWFNRXY
KIN\BPMLNOBVSB.xIsx

C:\Users\user\Desktop\KZWFNRXY
KN\BPMLNOBVSB.xIsx

C:\Users\user\Desktop\KZWFNRXY
KN\BPMLNOBVSB.xIsx

C:\Users\user\Desktop\KZWFNRXY
KNBPMLNOBVSB.xIsx

Copyright Joe Security LLC 2022

Offset

5

1026

1282

1322

Length Value

1021 fd 40 26 68 fd 40 fd 6b fd
fd fd 06 75 42 fd 6e fd fd
fd 19 fd 13 60 fd 62 03 41
fd 67 fd 60 1e 19 fd fd 09
fd fd 6d fd 2¢ 2a fd 12 2f
fd 41 fd 00 38 4c 53 fd 2f
fd 42 Oc fd fd 57 16 fd 3f
54 fd 6¢ fd 20 fd fd 34 1f
fd 77 40 52 4e fd 2d 3f 6f
3a 3a 09 fd 79 50 fd 03 fd
9a fd 54 1b 58 fd fd 60 fd
00 30 fd fd 47 fd 01 49 2f
0a472e 17 fd 71 42 22
fd 3¢ 7d fd 72 fd 01 fd 38
fd fd fd 22 65 4d fd 3f fd
10 fd fd 57 38 fd fd fd 13
fd fd 04 11 fd fd 03 47 fd
34 3e Ob fd 41 7a 45 03
fd 5f 5e 2b fd 48 7a 74 fd
fd 19 fd 4a 19 fd 4b 3b 33
05 36 fd Oe 3e 19 2c fd fd
fd 16 16 7c 04 11 35 fd
3507 fd 72 10 78 50 5a
fd 63 63 0f 70 fd fd fd 09
fd 4c 5e fd fd 41 fd 13 2e
fd fd 10 57 fd fd 7f 59 fd
fd 61 fd 65 fd 4a fd fd fd
fd 52 a8 76

256 fd fd fd 6d fd 55 46 fd 6¢
60 7f 27 22 fd 4e 51 fd 67
fd 45 fd 7a 3f 2c 01 fd 17
fd 1d fd fd 04 fd 75 54 50
2f 7ffd 0d 0d 01 62 fd 7d
fd fd fd 48 50 fd 12 37 73
fd 27 fd Oe fd 3d 5e 3a fd
4c b4 fd 1f fd 19 5e fd fd
17 fd 4f 46 5e fd fd 02 fd
20 57 6a 7d fd fd fd fd 5f
fd fd 13 fd 2e 25 6d fd 27
22 52 5¢ fd Oe 36 fd 49 fd
37 43 19 51 78 fd fd fd 31
fd fd fd 63 2e 14 2a 16 fd
72 fd 50 fd 6a fd c5 02 74
fd 1c 08 25 fd 4e 0f fd fd
2f 5e 5f 33 4a 38 71 fd 22
5a 7b fd Ob Oe fd fd fd fd
fd fd 4c 74 26 25 fd fd fd
65 7f fd fd Of 46 fd fd fd 7d
24 5e 1d 25 50 33 fd 3e
5c¢ fd fd Oc 55 58 fd 1c fd
2b 5e fd 5b 57 36 fd fd fd
00 21 fd 19 68 fd 66 20 fd
fd 70 fd 56 fd 69 6d fd fd
5e 68 fd 1d fd 56 6e 17
35 6f fd 37 fd fd fd 50 cc
fd fd 11

40 4b 36 74 65 31 59 47 50
6e 49 62 6f 34 47 63 47
4f 45 50 33 69 48 78 31
63 46 46 48 42 55 65 67
7578 52 47 6d 33 58 53

38 7b 33 36 41 36 39 38 42
39 2d 44 36 37 43 2d 34
45 30 37 2d 42 45 38 32
2d 30 45 43 35 42 31 34
423444 46 35 7d

Ascii Completion Count Source Address
@&h@kuBn'bAg'm,*/A8
LS/BW?TI 4w@RN-?
0::PTX 0GI/G.gB"
<}r8"eM?8
4>AzE_"+HztJK;36>,|55r

xPZccpL"A.WYaeJRv

success or wait 1 411859

mUFI"™NQgEz?,uTP/b}H
Ps'=:L"OF*
Wij}_.%m"R\617CQx1c.*r
Pijt%N/
"_3J80"Z{Lt&%eF}$"%P
3>\UX+A[W6!hf
pVim*hVn507P

success or wait 1 4115FA

K6te1YGPnlbo4GcGOEP  success or wait 1
3iHx1cFFHBU
eguxRGmM3XS

41164B

{36A698B9-D67C-4E07-
BE82-0EC5B14B4DF5}

success or wait 1 41167E
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WriteFile

WriteFile

WriteFile

WriteFile
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File Path

C:\Users\user\Desktop\KZWFNRXY

KNKZWFNRXYKI.docx

C:\Users\user\Desktop\KZWFNRXY

KNKZWFNRXYKI.docx

C:\Users\user\Desktop\KZWFNRXY

KNKZWFNRXYKI.docx

C:\Users\user\Desktop\KZWFNRXY

KINKZWFNRXYKI.docx

Copyright Joe Security LLC 2022

Offset

5

1026

1282

1322

Length Value

1021

256

40

38

fd 49 Oc 39 46 26 57 fd
40 fd 15 fd fd 42 07 21 5d
31 fd fd fd 30 7e 67 fd fd
fd fd 70 fd cb 52 fd 02 fd
fd 42 fd fd 3c 08 fd 1e fd
4e 0f fd f5 06 fd 7d fd fd fd
3e fd fd 39 fd 4b 59 2b fd
5f fd 5e 6¢ fd fd 71 7e 6e
fd 55 fd 61 7d fd 6¢ fd fd
fd 5f fd 38 47 fd fd 33 08
fd 4d fd 30 fd fd 5d 24 fd
2b 04 fd 4b e1 fd 65 fd 1f
fd 64 Ob 57 fd 5d 38 79 fd
fd fd 34 fd fd 20 57 Of fd
fd 47 fd fd fd 3c 43 6b Ob
fd 50 3b fd fd 10 fd fd 2d
fd fd 17 0d 4a 18 07 fd 67
3a fd 6e 75 66 0d 08 fd fd
4514 fd 4d fd 32 fd 1c fd
fd fd 4e 33 fd 5e 33 c5 ce
fd 34 fd fd fd fd 6a fd Oa
fd fd fd 02 fd fd 84 18 fd
6d 0b 60 1b 31 fd 1e fd
55 fd 01 fd 22 3f 09 fd fd
56 fd 29 5d fd fd 44 fd 7¢
5d fd 02 fd 4e fd fd 5a fd
59 38 05 34 2b fd 51 fd
33 fd fd

09 6f 2a fd fd 6b fd fd 48
75317317 40 02 54 fd
07 67 fd 65 fd fd 31 fd 3a
fd 5f fd fd fd fd fd 69 25 fd
fd Oa fd 3a 08 f2 38 fd 2e
13 2¢c fd fd 24 fd 11 fd fd
4f fd 0d 46 fd fd 46 fd 4b
fd 50 fd fd fd 1e fd fd 3b
3c 01 fd fd 21 0f fd fd fd
cd 5b fd fd a3 fd 39 14 61
fd fd 48 70 20 Oa 5d fd 6a
fd fd 2b fd fd 6d fd fd 3¢
db 2b fd 61 fd 03 fd fd 35
3c 20 fd fd 40 35 1a fd 11
1a 5e 20 fd 3b fd 20 17 fd
fd fd 1d 78 fd Oa 2a fd 4e
3d fd 09 fd 01 fd e7 4e 46
fd fd 64 57 fd fd 03 fd 4a
fd 72 fd 55 36 fd 22 3d 09
54 fd fd 3d 7f 08 fd 78 fd
fd 23 fd 30 fd fd fd 6a 03
fd fd fd fd 2e 2f fd 61 fd
72 fd 27 58 fd fd 6b fd fd
45 fd 05 fd 71 fd 49 4a fd
5e fd 73 fd 30 61 2a fd 7¢
fd 1d 75 fd 30 fd 04 66 6b
0Ob fd 28 13

4b 36 74 65 31 59 47 50
6e 49 62 6f 34 47 63 47
4f 45 50 33 69 48 78 31
63 46 46 48 42 55 65 67
7578 52 47 6d 33 58 53

7b 33 36 41 36 39 38 42
39 2d 44 36 37 43 2d 34
45 30 37 2d 42 45 38 32
2d 30 45 43 35 42 31 34
423444 4635 7d

Ascii

I9F&W@B!]1~gpRB<N}> success or wait

9KY+_"lg~nU
a}l_8G3MO]$+KedW]8y4
WG<CkP;-J
g:nUfEM2N334jm* 1U"?
V)]D[INZY84+Q3

o*kuls@Tgel: i%:8.,$0
FFP;<![9aHp]j+m<+a5<
@5" ; x*N=NFdWJrU6
"=T=x#0j./ar'’XkEqlJ"s0a|
uOfk(

Completion

success or wait

K6te1YGPnlbo4GcGOEP  success or wait

3iHx1cFFHBU
eguxRGmM3XS

{36A698B9-D67C-4E07-
BE82-0EC5B14B4DF5}

success or wait

Count

1

1

1

1

Source Address

411859

4115FA

41164B

41167E
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WriteFile

WriteFile

WriteFile
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File Path

C:\Users\user\Desktop\KZWFNRXY
KN\NEBFQQYWPS.png

C:\Users\user\Desktop\KZWFNRXY
KI\NEBFQQYWPS.png

C:\Users\user\Desktop\KZWFNRXY
KI\NEBFQQYWPS.png

C:\Users\user\Desktop\KZWFNRXY
KI\NEBFQQYWPS.png

Copyright Joe Security LLC 2022

Offset

5

1026

1282

1322

Length Value

1021 fd 3a fd fd fd 14 fd 23 fd
7d fd fd fd 26 48 fd 4a 3f
fd 7e fd 6¢ 08 fd 7d fd 39
37 70 fd fd 55 60 fd 3d fd
24 fd fd 5d 04 6¢ 6d fd 78
Oe fd fd 39 37 8f 75 76 49
fd 19 fd 30 fd 5d 58 fd 72
2d 70 58 08 fd 11 fd 6¢
5a fd 31 50 56 28 fd 4e
76 7c 67 1f fd 4b fd fd fd
5d fd fd 33 04 fd 73 00 5d
2822451c28fdfd 1d
2a 0f fd 0a 39 14 4f fd 7e
fd 46 76 26 1b 51 39 fd fd
31 fd 05 2f 1a fd Oe 69 39
45 fd fd fd 35 1c fd fd 3e
fd 5d fd 14 fd 11 55 62 fd
fd 24 fd fd fd fd 3d fd 04
fd fd 27 68 1f fd 48 53 12
2d fd fd 01 fd 2e 5¢ fd fd
78 22 fd fd 67 00 55 09 fd
fd 40 fd fd 56 fd fd fd 52
21 32 fd fd 00 22 1f fd fd
Oc fd fd 73 33 fd fd 1b 03
fd 19 fd 53 41 fd 5¢ fd 7e
fd fd 05 16 4a 2f 0d Of fd
52 fd fd 72 36 fd 37 42 6d
60 54 fd 5e 7d fd

256 00 1c fd 7f 2c fd fd fd Oe
fd fd 0d fd 04 fd 2¢ fd 1a
37 24 5e fd fd fd fd 7¢ fd
fd Oc fd 22 fd fd 35 fd fd
47 fd fd fd Oc fd 69 fd 49
17 fd 1a fd fd fd fd 1b 59
fd 2f 1e fd fd 16 76 fd 31
fd 20 6a fd fd 6b fd 3a 20
fd fd 00 fd 61 43 fd fd fd
64 fd 3f fd 5f fd fd 3a fd fd
47 39 fd fd 19 fd 24 fd 6f
fd fd 3c fd 1b fd fd fd fd 56
13 47 09 64 58 04 fd 4e
92 52 78 fd 71 7b 50 45
fd 11 fd 03 fd 13 fd fd 07
5e fd fd fd fd fd 03 61 fd
4d 6d 17 fd fd fd fd 53 2d
fd 20 fd 31 7b fd fd fd fd
01 31 3¢ fd 5b fd 6¢ 5d fd
7170 fd 3d fd fd fd fd fd
fd fd 73 76 fd Oa 4f fd 18
1e fd 3d 4c fd fd 63 fd 1f
fd fd 7c 53 fd 60 fd fd fd
67 05 fd 1e 38 38 fd 70
50 fd fd 73 74 fd 38 fd 05
fd 71 1b 5f fd fd 60 fd 68
34 43 fd 7d 82 fd fd Ob fd
36 fd

40 4b 36 74 65 31 59 47 50
6e 49 62 6f 34 47 63 47
4f 45 50 33 69 48 78 31
63 46 46 48 42 55 65 67
7578 52 47 6d 33 58 53

38 7b 33 36 41 36 39 38 42
39 2d 44 36 37 43 2d 34
45 30 37 2d 42 45 38 32
2d 30 45 43 35 42 31 34
4234 44 46 35 7d

Ascii Completion Count Source Address
#I&HJ?
~[}97pU’=$]Imx97uvI0]Xr-
pXIZ1PV(Nv|gK]3s]
("E(*90~Fv&Q
91/i9E5>]Ub$="hHS-
\X"gU@VR!2"

s3SA\~J/Rr67Bm'T}

success or wait 1 411859

., 7$|"5GilY/v1 jk:aCd?
_:G90<VG
dXNRxq{PE*amS-
1{1<[lJgp=svO=L
¢|S’g88pPst8q_"h4C}6

success or wait 1 4115FA

K6te1YGPnlbo4GcGOEP  success or wait 1
3iHx1cFFHBU
eguxRGmM3XS

41164B

{36A698B9-D67C-4E07-
BE82-0EC5B14B4DF5}

success or wait 1 41167E
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WriteFile

WriteFile

WriteFile
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File Path

C:\Users\user\Desktop\KZWFNRXY
KNQNCYCDFIJJ.mp3

C:\Users\user\Desktop\KZWFNRXY
KINQNCYCDFIJJ.mp3

C:\Users\user\Desktop\KZWFNRXY
KNQNCYCDFIJJ.mp3

C:\Users\user\Desktop\KZWFNRXY
KNQNCYCDFIJJ.mp3

Copyright Joe Security LLC 2022

Offset

5

1026

1282

1322

Length Value

1021 fd fd 57 fd fd 51 73 07 fd
24 fd fd fd 09 f9 3b 3f fd
2c fd 72 fd Oc 14 57 4a
55 fd 13 fd 56 fd 64 73 fd
1 fd 31 75 fd 10 fd fd fd
fd fd 69 64 fd 48 1f 69 44
fd fd fd 50 4a 5¢ 40 fd 61
79 fd fd fd fd 55 fd Ob 53
fd 04 5d 47 dc 33 fd fd 29
fd 53 52 24 fd fd fd 51 51
21fd 48 72 fd fd fd 75 fd
23 12 fd 46 fd 74 fd a5 fd
fd 50 fd 53 71 fd fd 5¢ 37
35 5f 05 3c fd 0f 49 fd fd
5b fd fd fd 3a 22 fd 59 4f
fd 23 fd 5e fd 5a fd 3a 1d
65 2e 1c fd fd 74 fd 08 fd
fd 25 2b 14 fd fd fd 24 fd
fd fd fd fd 3¢ 09 fd fd fd fd
42 3d fd fd d4 fd 39 22 fd
3e 07 10 fd 40 fd 46 fd Oa
5a 0c 05 5c¢ 31 fd 7b fd
2e 29 fd fd fd fd 47 fd fd
fd fd fd 34 4c 47 fd fd fd
fd 52 1e fd fd 03 fd 46 5¢
3376 1afd Oc fd 53 fd 16
5e fd fd fd 25 59 fd fd fd
30

fd 24 2b 66 fd fd fd 54 fd
fd fd f4 9b 54 2f 62 fd fd
6b fd 1f 46 52 6d fd fd fd
fd 3c fd 7a fd 4c fd 08 6e
27 3e 3¢ 36 08 1d fd 4c
29 27 fd 29 1d 77 fd fd 3f
fd fd fd fd 38 31 42 fd fd
fd 76 fd 51 29 fd 5¢ 38 fd
02 fd 64 fd 3d 2a fd 56 5b
fd fd fd fd 02 20 7b fd fd
fd fd 26 40 5e fd 6f fd 32
fd 0a 32 00 10 fd fd 5b 45
7e 66 68 fd 6a 34 74 00
42 52 00 62 46 fd 49 47
6b fd 57 73 fd 1b fd 06 fd
69 54 14 49 fd 2f 71 33
2a2e 77 21 fd fd 04 3e
70 fd 51 fd fd 52 03 fd fd
4f fd fd fd 68 6d 51 fd 05
61 fd 00 33 26 fd 50 fd fd
4565 fd fd 19 fd 2a 1a fd
fd 62 15 1a fd fd 79 fd fd
50 3e 5e fd fd fd fd fd fd
Oc 3f fd fd fd 7c fd 3c 06
6e 78 2a fd 46 60 fd 73
272270 35 fd fd fd 6f fd
fd 23 fd fd fd 10 fd 62 fd
fd 6d fd fd

256

40 4b 36 74 65 31 59 47 50
6e 49 62 6f 34 47 63 47
4f 45 50 33 69 48 78 31
63 46 46 48 42 55 65 67
7578 52 47 6d 33 58 53

38 7b 33 36 41 36 39 38 42
39 2d 44 36 37 43 2d 34
45 30 37 2d 42 45 38 32
2d 30 45 43 35 42 31 34
4234 44 46 35 7d

Ascii Completion Count Source Address

WQs$;?,rWJUVds1uidHi
DPJ\@ayUS]
G3)SR$QQ!Hru#FtPSq\7
5_<I[:"YO#
AZ:et%+$<B=9">@FZ\1{.
)G4LGRF\3vS"%Y0

success or wait 1 411859

$+TT/bkFRm<zLn'>
<6')w?81BvQ)8d="V[
{&@"022[E~fhj4tBRbFIG
kWsi
Tl/g3*.w!>pQRhmQa&PE
e*byP>"?|<

nx*F s"pSo#bm

success or wait 1 4115FA

K6te1YGPnlbo4GcGOEP  success or wait 1
3iHx1cFFHBU
eguxRGmM3XS

41164B

{36A698B9-D67C-4E07-
BE82-0EC5B14B4DF5}

success or wait 1 41167E
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File Path

C:\Users\user\Desktop\KZWFNRXY
KNUOOJJOZIRH.jpg

C:\Users\user\Desktop\KZWFNRXY
KNUOOJJOZIRH.jpg

C:\Users\user\Desktop\KZWFNRXY
KNUOOJJOZIRH.jpg

C:\Users\user\Desktop\KZWFNRXY
KNUOOJJOZIRH.jpg
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Offset

5

1026

1282

1322

Length Value

1021

256

40

38

fd 53 fd fd fd fd 25 fd 52
357b 19 fd 58 fd 38 b1
4c 77 31 fd 30 fd fd 65 fd
fd 48 58 42 3¢ 16 fd 64 fd
17 51 1a fd 2d 6¢ fd 6e 6f
fd 03 fd fd 52 44 fd fd fd
fd fd 20 fd 4d 31 fd 28 fd
35 5¢ 1c fd 2f 78 fd 6d fd
33 36 36 fd fd 07 35 65
60 5b fd 77 23 48 4c 6a
5e 62 42 fd 2d 40 03 32
fd 33 09 fd fd 61 fd 29 fd
6¢c 14 09 3a fd fd 4d 17
54 6e 56 6¢ 14 23 fd fd
17 fd fd 58 Oe 5c¢ fd fd 74
1d 36 37 fd 00 00 fd fd fd
6162 fd 0d fd 17 fd fd fd
1122 43 fd fd Oc 55 1c fd
59 fd 14 30 fd 17 52 06 fd
06 fd 2c fd fd 32 1e 49 fd
fd fd fd Ob fd fd 9a fd fd
1a 68 fd fd fd fd fd fd 2c
14 11 27 fd fd 26 fd 26 Oe
fd 22 fd 49 fd fd fd fd fd fd
57 35 fd 23 6b 01 fd 4c
6b fd 72 Ob fd fd 21 fd 06
fd 56 fd fd b0 fd 53 fd 73
2d 61 fd 4e fd fd fd

fd fd 38 2a 3b 27 fd 41 56
fd 08 42 40 67 54 3d fd
11 fd 6e fd fd 69 fd 17 Oc
70 fd 3b 7e fd fd 2c fd fd
3c Ob fd fd fd 7d fd 36 fd
fd fd 3f fd 76 35 75 09 06
16 12 4d 1b fd 74 7c da
fd fd fd 34 fd 3b 3a 76 7b
be 2d fd 5¢ fd fd 24 74 5f
04 3f fd 29 fd 1e ad fd 46
19 16 50 fd 46 36 31 fd
5279 fd fd 74 fd fd 07 54
50 fd fd fd fd 32 fd 79 1d
fd 28 53 fd Oe fd 01 33 fd
fd 2a 2b fd 75 30 fd fd 26
07 6e fd 09 46 fd fd 7b 48
46 fd 43 fd 15 bb fd 62 6d
fd 6b fd fd 44 fd fd 31 64
fd fd fd fd fd 64 6b 19 fd
59 fd fd 20 20 fd fd fd 77
4f 77 2b fd 2d fd fd fd fd
65 fd fd 09 60 7f 1a 78 23
21 5f fd 64 fd fd fd 54 fd
4771 17 fd 58 fd 57 fd fd
fd 12 39 fd fd 41 fd fd 2f
1b fd 61 33 fd 25 fd 4d 08
0Ob fd 33 fd fd 50 56 25 3b
fd fd 2d Oe

4b 36 74 65 31 59 47 50
6e 49 62 6f 34 47 63 47
4f 45 50 33 69 48 78 31
63 46 46 48 42 55 65 67
7578 52 47 6d 33 58 53

7b 33 36 41 36 39 38 42
39 2d 44 36 37 43 2d 34
45 30 37 2d 42 45 38 32
2d 30 45 43 35 42 31 34
423444 46 35 7d

Ascii Completion Count Source Address
S%R5{X8Lw10eHXB<dQ success or wait 1
-InoRD M1(5\

/m3665e’ [wi#HLj"bB-

@2a)l:MTnVI#

X\t67ab"CUYOR,2lh,'&&"l

W5#KLrIVSs-aN

411859

8*'AVB@gT=ip;~,<}6?
v5uMt|4;:v{-
\$t_?)FPF61RytTP2y(S3*
+U0&nF{HFCbmkD1ddkY
wOw-+-e'x#!_dTgX
WOA/a3%M3PV%;-

success or wait 1 4115FA

K6te1YGPnlbo4GcGOEP  success or wait 1
3iHx1cFFHBU
eguxRGmM3XS

41164B

{36A698B9-D67C-4E07-
BE82-0EC5B14B4DF5}

success or wait 1 41167E
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WriteFile

WriteFile

WriteFile
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File Path

C:\Users\user\Desktop\KZWFNRXY
KNWKXEWIOTXI.pdf

C:\Users\user\Desktop\KZWFNRXY
KNWKXEWIOTXI.pdf

C:\Users\user\Desktop\KZWFNRXY
KNWKXEWIOTXI.pdf

C:\Users\user\Desktop\KZWFNRXY
KNWKXEWIOTXI.pdf

Copyright Joe Security LLC 2022

Offset

5

1026

1282

1322

Length Value

1021

256

40

38

fd 20 09 fd fd 40 44 fd fd
28 fd 7b 4e fd fd Oc fd 14
fd 55 fd 14 fd fd fd fd fd

13 fd fd 2b 1b fd 00 fd 2f
64 fd fd 33 fd 25 fd 2b 3f
58 Oc 04 3a 67 fd 00 2a

fd fd fd fd fd Oc 16 fd fd

27 4b fd 2a fd 78 32 fd fd
fd fd fd 1e fd fd fd fd fd Oe
fd fd fd 04 32 fd 13 fd fd

6e 6d 9c 35 fd 30 fd 50 fd
fd fd fd 1b fd fd fd 25 Ob

fd db 90 fd fd fd 44 29 56
31 4d fd 65 55 fd 1b fd 04
16 2f 3d fd 16 fd 7b fd fd
1a 23 53 fd 29 fd fd fd fd
75 6b fd fd 1a fd fd 01 4f
fd fd 08 4a fd 24 fd 13 fd
21 fd fd f1 31 49 5a 19 fd
3f fd 20 77 57 fd 72 fd fd
fd 6a fd fd 3e 68 fd fd 08
3b fd fd 49 5¢ fd fd 30 fd
fd fd fd 11 75 1e fd fd fd

Oe Of fd Of 3f 47 fd 6¢ 10
fd 1f 74 5a 65 41 fd 25 7¢
74 0d 45 2b 62 fd 4e fd

2d 0d 51 fd 54 fd fd 1a fd

fd fd 5e 49 11 fd 42 fd Oe
53 fd 05 fd 48 fd 54 fd fd
fd fd 19 33 fd fd 30 18 33
fd 04 5a 5d fd 32 fd 47 fd
fd fd fd 39 fd 2c fd fd fd fd
4b 01 54 fd fd 4a 36 fd 13
fd 6e fd 7f fd 60 fd fd fd fd
34 4d 21 36 09 75 fd fd 6f
20 fd 22 fd 16 7e fd 6a fd
5d fd fd fd 28 42 37 fd fd
56 48 fd fd 44 68 fd fd 55
fd 52 fd 07 69 42 fd 11 fd
3260 fd fd fd fd 25 fd 05
39 Oe fd fd fd 6e 67 6a fd
fd fd 52 Ob 55 fd 60 1f fd
49 28 fd fd 01 17 05 fd fd
54 fd fd fd fd 38 49 fd 78
fd 7a fd 16 3a fd fd fd fd
fd 3e 2f fd 25 67 fd fd fd
04 fd 7a fd fd fd fd 27 24
63 fd Oc 75 0d fd fd fd fd
31 fd 43 fd fd fd fd 3f fd fd
fd Oa fd fd fd 4e 7c 36 fd
fd 6d 32 19 4d 16 4f 1c fd
6e 6¢ ec fd fd fd 73 3a fd
23 fd fd 27 fd fd 91 fd Of
fd 79 fd 24 5f fd

4b 36 74 65 31 59 47 50
6e 49 62 6f 34 47 63 47
4f 45 50 33 69 48 78 31
63 46 46 48 42 55 65 67
7578 52 47 6d 33 58 53

7b 33 36 41 36 39 38 42
39 2d 44 36 37 43 2d 34
45 30 37 2d 42 45 38 32
2d 30 45 43 35 42 31 34
423444 46 35 7d

Ascii

@D({NU+/d3+?
X:g*K*x22nm50P%D)
ViMeU/={#S)ukOJ$!11Z?
wWrj>h;\0u?
GltZeA%|tE+bN-QT

NBSHT303Z]2G9,KTJ6n®
4MI16uo "~j]
(B7VHDhURIB2' %9ngjR’|
(T8Ixz:>/%gz'$cu1C?
N|6m2MOnls:#'y$

Kéte1YGPNnIbo4GcGOEP
3iHx1cFFHBU
eguxRGmM3XS

{36A698B9-D67C-4E07-
BE82-0EC5B14B4DF5}

Completion

success or wait

success or wait

success or wait

success or wait

Count

1

1

1

1

Source Address

411859

4115FA

41164B

41167E

Symbol

WriteFile

WriteFile

WriteFile

WriteFile
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File Path

C:\Users\user\Desktop\LTKMYBSE

YZ\JSDNGYCOWY.mp3

C:\Users\user\Desktop\LTKMYBSE

YZ\JSDNGYCOWY.mp3

C:\Users\user\Desktop\LTKMYBSE

YZ\JSDNGYCOWY.mp3

C:\Users\user\Desktop\LTKMYBSE

YZ\JSDNGYCOWY.mp3

Copyright Joe Security LLC 2022

Offset

5

1026

1282

1322

Length Value

1021

256

40

38

fd 62 4a 32 fd fd fd fd 7b
6afd 7b 27 7d 31 Oe Oe
fd fd 25 60 4d fd fd fd 28
fd 60 fd fd 00 34 fd a6 fd
56 60 12 fd fd 6d fd Oe fd
69 fd fd 33 39 fd 72 24 13
00 fd 2¢ 52 39 a4 fd fd 3¢
fd 33 fd 6¢ fd 2e 5e 43 74
fd fd 37 fd 2e fd 6b fd 60
fd fd 6e fd fd fd 76 2c 2¢
05 e6 30 43 2a 5b 14 33
79 fd fd 04 d6 fd fd 6f 33
fd 52 fd 11 fd 30 fd 29 fd
7ffd fd 68 fd 15 fd fd 2a
fd 00 fd 2b fd fd 05 6f 08
61 21 fd fd 6b 58 02 fd 30
fd 1d fd 55 4a 38 fd 11 67
13 76 fd fd fd fd Oc 3a fd
52 fd fd 1b 4f 41 51 fd fd
fd fd fd 32 5b fd fd fd fd fd
fd fd fd 15 47 Oa fd fd 53
57 32 fd fd fd fd fd 01 fd
00 1e 62 3d 27 fd fd fd fd
fd fd Oc 34 49 28 6a 30
49 fd fd 4e fd fd 21 2a 65
06 fd 1c 7f fd 68 fd 47 5f
3e fd 17 21 05 fd fd fd 36
fd

40 fd 11 fd fd 13 fd fd fd
39 41 2¢ 37 68 3f 40 27
16 fd fd fd fd 32 e1 77 fd
64 63 10 4d fd 79 58 fd fd
fd fd 66 Ob fd 1a 35 35 2f
fd fd fd fd fd fd 2e fd fd 52
fd fd 45 7e fd 16 fd fd fd
fd 14 42 fd 19 64 fd Of fd
4f 3b 45 33 77 fd 6f 16 fd
1c 6a 48 fd 7d 57 fd 1b fd
14 3e fd fd 7a 60 45 Oa
60 15 59 fd 68 7b fd 3d
32 5¢ fd 05 fd 59 4e fd 70
40 51 19 52 fd 42 66 fd fd
7a 1d 3e 02 4e fd fd 21
01 fd 7a 3f fd 7b 31 fd fd
5b 4ffd 17 17 30 18 fd fd
6a fd fd 32 42 fd fd fd 47
36 fd 59 6e 56 fd fd 28 fd
fd 3f fd fd fd 21 43 35 11
36 fd 64 48 fd fd fd fd 14
27 17 fd 21 7¢ 15 fd 6e fd
67 fd fd fd fd 71 35 3 fd
07 fd 52 25 5b fd fd fd 5¢
55 27 7c 0f 69 47 3f 45
2370 fd 72 4d fd 33 fd 7f
fd 0d 7a 39 07 fd 55 5b
1d 71 fd 19

4b 36 74 65 31 59 47 50
6e 49 62 6f 34 47 63 47
4f 45 50 33 69 48 78 31
63 46 46 48 42 55 65 67
7578 52 47 6d 33 58 53

7b 33 36 41 36 39 38 42
39 2d 44 36 37 43 2d 34
45 30 37 2d 42 45 38 32
2d 30 45 43 35 42 31 34
423444 46 35 7d

Ascii Completion Count Source Address

bJ2{j{'}1% M('4V'mi39r$, success or wait 1 411859
R<3I.ACt7.k’nv,,0C*

[3yo3R0)h*+0alkX0

UJ8gv:ROAQ2[GSW2b='

41(j0IN!*ehG_>!6

@9A,7h?
@'2wdcMyXf55/.RE~Bd
O;E3

WojH}W>z E"Yh{=2\YNp
@QRBfz>N!z?
{[O0j2BG6YnV(?!C56dH'!
[nga5R%[\U'[iG?

success or wait 1 4115FA

#prM3z9U[q

K6te1YGPnlbo4GcGOEP  success or wait 1 41164B
3iHx1cFFHBU

eguxRGmM3XS

{36A698B9-D67C-4EQ7-  success or wait 1 41167E

BE82-0EC5B14B4DF5}
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WriteFile

WriteFile
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File Path

C:\Users\user\Desktop\LTKMYBSE
YZ\KZWFNRXYKI.png

C:\Users\user\Desktop\LTKMYBSE
YZ\KZWFNRXYKI.png

C:\Users\user\Desktop\LTKMYBSE
YZ\KZWFNRXYKI.png

C:\Users\user\Desktop\LTKMYBSE
YZ\KZWFNRXYKI.png

Copyright Joe Security LLC 2022

Offset

5

1026

1282

1322

Length Value

1021 cc fd 46 64 fd 70 6f 33 7f
fd fd 5d fd 77 fd fd fd fd
34 fd 46 70 7d 2a 7a fd
41fd 2c fd 73 17 fd fd 57
3f fd fd fd fd 68 7d fd fd
79 fd fd 7d 5a fd fd 3e fd
07 1c 3d fd fd fd 5e 95 44
fd fd 33 16 fd fd 5f fd 45
35 fd 28 fd fd fd 74 fd 55
fd 5a 72 fd fd 7¢ 57 16 fd
fd fd fd 08 45 fd 11 fd fd
fd 05 00 fd fd fd fd 15 34
fd fd 7d 7e 68 fd 36 60 73
57 3a 0f fd fd 6d fd 43 20
fd 72 5d 2a fd 51 fd fd 21
fd 27 59 Ob fd 7a fd 1a fd
fd fd fd 04 34 fd 5f 7e e8
fd 32 6a fd 5a 13 3d 22 fd
Oe 13 fd fd 84 fd 6d fd 3e
07 9a 61 8e fd fd 23 6e fd
fd 70 29 2e fd 21 60 Oe
31 3f fd 55 fd 79 0f fd 37
6e fd 29 fd fd fd fd fd 15
fd fd fd fd 26 fd fd 5¢c fd
11 fd fd 5¢c 41 26 50 64 4f
fd 60 11 1b 43 fd fd 40 01
4c fd 6d fd 02 33 2c fd

256 12 fd 40 10 40 fd 7c fd 3f
fd fd fd fd Oc fd fd 59 5a
fd 66 1d fd 4a fd fd fd 5¢
89 fd fd fd 8a 47 fd 32 fd
62 fd 47 fd fd fd 7f fd 6a
fd 7c 2d 2f 9f 27 fd 0d 3e
0d 3f fd 22 79 09 b7 fd Oc
fd 5e 2b 9f 06 fd fd fd fd
fd 08 7f fd fd Oe 69 51 fd
76 3a 06 fd fd fd 02 fd 43
6a fd 4e fd fd 52 fd 6a fd
fd 4b Oc fd 76 fd 31 fd 00
fd fd 20 Oc fd fd 47 fd fd
19 fd 6b fd 15 Oe fd 68 35
00 4b fd fd fd 78 4d fd 2a
fd 76 53 11 59 74 1f fd 69
0Ob fd 08 fd fd 33 fd fd e0
fd 67 fd 63 fd 2b fd 63 fd
fd 6e fd fd 10 3b fd 5f fd
fd 2f 39 75 24 fd fd 43 fd
74 2a 42 fd fd 79 55 7c fd
fd fd 4a fd fd 00 fd 1f fd
48 fd 29 fd 0a 17 fd fd fd
fd 02 7b fd fd 59 fd 76 fd
352b 51 fd 77 fd 07 fd fd
1d 1a 0d 64 5b 09 fd fd fd
fd 7c fd 09 55 24

40 4b 36 74 65 31 59 47 50
6e 49 62 6f 34 47 63 47
4f 45 50 33 69 48 78 31
63 46 46 48 42 55 65 67
7578 52 47 6d 33 58 53

38 7b 33 36 41 36 39 38 42
39 2d 44 36 37 43 2d 34
45 30 37 2d 42 45 38 32
2d 30 45 43 35 42 31 34
423444 46 35 7d

Ascii Completion Count Source Address
Fdpo3]w4Fp}*zA,sW?
h}y}Z>"D3_E5
(tUr|WE4~h6'sW:mC
*Ql'Yz4_~2
jZ="m>a#np).I"1?
Uy7n)&\A&PdO'@Lm3,

success or wait 1 411859

@@|?YZfJG2bGj|- success or wait 1 4115FA
/'>?"yA+iQv:CjNRjKv1

Gkh5KxM*vSYti3gc+cn;_

9u$Ct*ByU|JH)

(Yv5+Qwd[$

K6te1YGPnlbo4GcGOEP  success or wait 1
3iHx1cFFHBU
eguxRGmM3XS

41164B

{36A698B9-D67C-4E07-
BE82-0EC5B14B4DF5}

success or wait 1 41167E
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WriteFile

WriteFile

WriteFile

WriteFile
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File Path

C:\Users\user\Desktop\LTKMYBSE
YZ\LTKMYBSEYZ.docx

C:\Users\user\Desktop\LTKMYBSE
YZ\LTKMYBSEYZ.docx

C:\Users\user\Desktop\LTKMYBSE
YZ\LTKMYBSEYZ.docx

C:\Users\user\Desktop\LTKMYBSE
YZ\LTKMYBSEYZ.docx

Copyright Joe Security LLC 2022

Offset

5

1026

1282

1322

Length Value

1021 73 58 fd fd fd 56 16 59 36
1d 16 fd 3c fd fd fd 2a 67
07 fd fd 5¢ fd Oa fd 6f fd
56 fd fd Oe fd 49 61 4d 55
4d 21 fd fd e5 fd 27 fd fd
02 50 79 55 67 4b 51 3d
fd fd fd fd 14 30 60 fd 7f
50 fd 4b 6f 63 59 59 fd 15
fd fd 40 fd fd 3b 6a fd fd
4e 47 fd 30 56 fd 59 fd 4d
4e 3dfd4cfd 1279 fd 16
1b fd 2f fd 72 fd 35 fd cf
06 fd fd 32 09 76 fd 31 fd
37 fd fd 76 33 Ob 22 fd fd
08 41 21 fd fd 1c fd fd 74
1e 74 06 52 04 74 fd 25
46 2a 7a fd 03 fd fd fd 16
fd 50 63 fd 7b 57 fd 39 fd
fd 5d 33 5d 61 1e 6b 5d
4d fd 57 fd fd 48 31 53 2a
7e 76 fd 59 01 47 63 fd
7d 4a 4b 58 20 35 53 fd
5a fd 42 fd fd 083 fd fd fd
71 fd fd fd fd 47 38 78 fd
fd 18 22 09 35 fd fd de 5a
fd 68 fd fd fd 2a fd 6¢ 44
66 fd fd fd fd 50 fd fd fd 4f
05

256 06 fd 26 3f 02 55 fd 49 fd
fd 1d fd fd 2d 77 37 fd fd
5d 3ffd 17 fd 4e 74 fd 5d
5d 70 fd 62 fd fd 3e 58 fd
fd Oa fd 33 fd fd 50 Oe 29
23 fd fd fd 59 fd 6a 43 fd
7e fd fd 59 43 6b 3d 4b fd
2c 26 fd fd 21 fd 6b 20 fd
42 fd fd 76 fd fd 33 22 21
3f fd 6b 1a Ob fd fd fd 48
11 6b fd 12 2b 38 1a 49
18 fd fd fd da 4e 42 76 fd
5c 32 fd 47 fd fd 65 fd 1b
1¢ 06 73 Ob 27 fd 77 fd
6e 05 fd 1f 3¢ fd 5b 78 77
64 23 48 fd fd e4 fd fd 3d
29 fd 5¢ fd 3e 4f fd 56 6a
63 50 44 fd 14 fd fd 60 77
73103272 fd 72 fd 5a fd
31 fd fd 03 fd fd fd fd 01
fd 2e fd 4e 10 11 2f 72 0f
fd fd fd fd fd 6b 14 23 fd
fd fd fd 56 53 fd fd fd fd
45 fd fd 4a fd 23 fd fd 74
62 fd fd fd fd fd fd 36 fd fd
34 06 fd f4 2a fd fd 1a fd
66 49 fd fd fd fd 70 3f fd
fd 03

40 4b 36 74 65 31 59 47 50
6e 49 62 6f 34 47 63 47
4f 45 50 33 69 48 78 31
63 46 46 48 42 55 65 67
7578 52 47 6d 33 58 53

38 7b 33 36 41 36 39 38 42
39 2d 44 36 37 43 2d 34
45 30 37 2d 42 45 38 32
2d 30 45 43 35 42 31 34
423444 46 35 7d

Ascii Completion Count Source Address
sXVY6<*g\oVIaMUM!'Py
UgKQ=0"PKo
cYY@;iNGOVYMN=Ly/r5
2v17v3"Altt
Rt%F*zPcW9]3ak]MWH1
S*~vYGc}JKX

5SZBqG8x"5Zh*IDfP

success or wait 1 411859

&?Ul-w7]?
Nt]Jpb>X3P)#jC~YCk=K&
lk Bv3"1?
kHKk+8INBV\2Ges'wn<[xw
d#H=)\>OVjcPD wsrrZ1.
N/rkVSEJ#tb64*flp?

success or wait 1 4115FA

K6te1YGPnlbo4GcGOEP  success or wait 1
3iHx1cFFHBU
eguxRGmM3XS

41164B

{36A698B9-D67C-4E07-
BE82-0EC5B14B4DF5}

success or wait 1 41167E
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WriteFile

WriteFile

WriteFile

WriteFile
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File Path

C:\Users\user\Desktop\LTKMYBSE
YZ\NWTVCDUMOB.xIsx

C:\Users\user\Desktop\LTKMYBSE
YZ\NWTVCDUMOB.xIsx

C:\Users\user\Desktop\LTKMYBSE
YZ\NWTVCDUMOB.xIsx

C:\Users\user\Desktop\LTKMYBSE
YZ\NWTVCDUMOB.xIsx

Copyright Joe Security LLC 2022

Offset

5

1026

1282

1322

Length Value

1021 fd 79 51 fd fd 18 fd fd Of
38 fd fd fd 41 8a 03 fd 69
52 11 fd fd 41 3f 47 fd fd
53 fd fd 6f 35 fd 3c 1d 65
49 fd fd 10 33 7c fd fd fd
16 fd fd fd 7a 3e 65 fd fd
1e fd 1c 23 2d fd 2c 26
1b 61 fd 74 c3 36 fd fd 6d
fd fd 54 fd fd fd 1e fd Ob
78 39 50 3c fd 76 fd 75
50 fd fd fd 7a fd 12 fd 4d
16 fd 3d 6d 30 fd 75 02 fd
4e fd 69 3a 03 fd fd fd fd
fd fd fd fd fd 6f fd Oc fd 3f
fd 43 fd 82 70 fd 13 5b fd
53 fd 23 fd 26 fd 01 fd 2e
fd fd 21 3¢ 36 fd 09 fd d5
fd 28 52 fd fd fd fd fd 4f fd
6¢ fd fd 1f 3f 4e 32 5¢ Oc
fd fd fd fd 12 1e 11 47 fd
fd fd 20 1d fd 37 fd 7c 10
Oc fd 4c fd fd fd 6f fd a8 fd
fd fd 73 fd fd 4a fd 02 3a
55 fd fd 06 45 fd 6e fd 5¢
fd 69 78 fd fd fd fd fd 60
fd 7b fd 17 03 fd 40 fd 09
fd 52 fd 51 fd 4b fd

256 fd 02 54 18 23 59 1d fd
58 21 40 fd 02 4a fd 22
89 6¢ fd 26 45 fd fd 15 fd
fd 31 fd 4a fd fd 14 fd 21
fd 45 fd 1b fd 12 51 02 fd
fd 17 fd 1d 10 fd 5e 31 fd
43 45 4a 5f 37 fd fd 5d fd
fd 20 20 4f fd fd fd 7a 45
18 62 47 fd 7f fd 51 2e 7e
fdfd 19 fd 20 73 fd 71 fd
fd 3f 2b 3e fd 78 1d 55 26
fd 30 43 7d fd fd 42 fd fd
fd 2e 01 6¢ fd 62 fd fd 1d
4 d9 44 2c fd fd fd 3b fd
fd 49 fd 6f fd 6f 64 75 67
62 fd 45 fd 15 36 24 11 fd
10 fd fd 46 7b 3d cc 61
5177 fd fd 15 fd fd 4d 5b
23 fd 10 3d fd fd fd fd 50
63 fd fd 5e fd fd 2c 04 fa
40 72 fd 39 fd 41 fd fd 53
01 41 08 48 fd 43 fd 5a fd
4d 12 fd 4e fd 24 5¢ fd 07
fd 64 4c 28 fd fd fd fd bc
6a fd fd 51 6¢ fd 48 fd fd
fd 4e fd 02 58 fd fd fd 5¢
6f 3f fd 5f fd

40 4b 36 74 65 31 59 47 50
6e 49 62 6f 34 47 63 47
4f 45 50 33 69 48 78 31
63 46 46 48 42 55 65 67
7578 52 47 6d 33 58 53

38 7b 33 36 41 36 39 38 42
39 2d 44 36 37 43 2d 34
45 30 37 2d 42 45 38 32
2d 30 45 43 35 42 31 34
423444 46 35 7d

Ascii Completion Count Source Address
yQ8AiRA?
GSob5<el3|z>e#-
,&atbmTx
9P<vuzM=mOuNi:0?
Cp[S#&.1<6(ROI?N2\G

7|LosJ:UEn\ix {@RQK

success or wait 1 411859

T#YXI@J"I&E1IQMCEJ_  success or wait 1 4115FA
7] OzEbGQ. sq?

+>xU&O0C}B.Ib,;loodugbE

6%F

{=aQwM[#=Pc*,@r9ASA

HCZMNS$\dL(jQIHNX\0?_

K6te1YGPnlbo4GcGOEP  success or wait 1
3iHx1cFFHBU
eguxRGmM3XS

41164B

{36A698B9-D67C-4E07-
BE82-0EC5B14B4DF5}

success or wait 1 41167E
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WriteFile

Page 189 of 236



File Path

C:\Users\user\Desktop\LTKMYBSE
YZ\WUTJSCBCFX.pdf

C:\Users\user\Desktop\LTKMYBSE
YZ\WUTJSCBCFX.pdf

C:\Users\user\Desktop\LTKMYBSE
YZ\WUTJSCBCFX.pdf

C:\Users\user\Desktop\LTKMYBSE
YZ\WUTJSCBCFX.pdf

Copyright Joe Security LLC 2022

Offset

5

1026

1282

1322

Length Value

1021

256

40

38

fd fd ¢5 3f 70 4b fd 5f fd
7e fd 05 7f 4c 6f fd fd 48
fd 2d fd fd 07 fd fd fd 70
55 6d 4c Oc 02 7f 55 7d
3134 02 1b 20 fd fd 28
2c fd fd 3c fd 4a fd 2d fd
12 fd fd 4f 4c fd fd fd a6
51 2f 4e f3 7a fd fd fd 50
fd 21 fd fd fd fd 01 fa fd
03 fd fd 45 fd 75 53 fd 5b
fd fd 11 70 fd 2b 08 08 fd
08 fd 60 21 fd 1b 68 48
91 0c 58 fd fd 1d 29 1b fd
fd 72 fd 50 63 fd 46 fd 25
fd fd 08 fd fd 09 fd fd fd
3d 45 11 6d 5d 05 fd d2
2d 5a fd fd fd 18 2c fd fd
fd 67 02 fd fd fd fd fd fd fd
30 2f 70 fd 1f 60 fd fd fd
25 fd fd 71 34 30 fd fd ab
fd 2d fd 25 76 58 3f fd 57
fd fd a3 fd b8 fd fd fd fd
79 fd fd fd 4f 41 5f fd 5¢ fd
4b fd 17 fd 3f 1f fd fd 2a
fd 7b fd 5¢ fd 37 6 fd 1d
fd fd fd fd 3c 18 5e 02 25
fd fd 7a 09

fd fd 24 75 22 fd 31 fd fd
74 1d 60 fd 7d fd 4d 19 fd
77 fd 2c fd fd 41 4a 4d fd
fd Oe fd 62 Ob fd 68 Oa fd
74 1d 71 fd Oc 29 42 7¢ fd
0Ob 37 0f fd 25 fd 08 1f fd
3c 24 fd fd 7c fd 80 3c 09
00 22 fd 3e fd 42 10 fd 3e
3f 27 22 fd 69 fd 5b 4d Oe
fd fd 68 fd 10 fd 56 35 21
fd 05 18 3d fd fd 13 fd 31
20 55 fd 68 fd fd 5¢ fd fd
38 78 19 53 fd 2b fd 03
69 fd fd fd 6a 66 fd 66 50
4c 6b fd fd 55 62 fd 08 fd
1c fd fd fd fd 2f fd 07 46
64 2b fd 4a 20 7d 73 0d
fd fd 5a fd fd 20 Ob 34 4d
7afd fd 03 4d fd 58 07 fd
751d fd 79 fd 24 a1 13 fd
24 48 fd fd fd fd fd 28 70
fd 12 fd 3¢ 31 14 fd fd 2f
47 31 64 fd 7f fd 09 50 fd
fd Of 4e 5f 31 fd 6e fd 0d
fd fd fd fd 36 6b fd 64 fd
33 66 fd fd 26 bc 64 3f fd
fd 4e fd 3a 7c fd 07 6d 00
54 df 08 6a

4b 36 74 65 31 59 47 50
6e 49 62 6f 34 47 63 47
4f 45 50 33 69 48 78 31
63 46 46 48 42 55 65 67
7578 52 47 6d 33 58 53

7b 33 36 41 36 39 38 42
39 2d 44 36 37 43 2d 34
45 30 37 2d 42 45 38 32
2d 30 45 43 35 42 31 34
423444 4635 7d

Ascii

?pK_~LoH-pUmLU}14 ,<- success or wait

OLQ/NzP!E

uS[p+ hHX)rPcF%=Em]-
Z,90/p’ %0q40-%VvX?
WyOA \K?*{(\7< %z

$u"1t }Mw,AJMbhtq)B|%
<$|<">B>?"I[MhV5!=1
Uh\8xS+ijffPLkUb/Fd+J
sZ
4AMzMXuy$$H(p<1/G1dP
N_1n6kd3f&d?N:|mTj

Completion

success or wait

K6te1YGPnlbo4GcGOEP  success or wait

3iHx1cFFHBU
eguxRGmM3XS

{36A698B9-D67C-4E07-
BE82-0EC5B14B4DF5}

success or wait

Count

1

1

1

1

Source Address

411859

4115FA

41164B

41167E
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File Path

C:\Users\user\Desktop\LTKMYBSE
YZ\YPSIACHYXW.jpg

C:\Users\user\Desktop\LTKMYBSE
YZ\YPSIACHYXW.jpg

C:\Users\user\Desktop\LTKMYBSE
YZ\YPSIACHYXW.jpg

C:\Users\user\Desktop\LTKMYBSE
YZ\YPSIACHYXW.jpg
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Offset

5

1026

1282

1322

Length Value

1021 fd 25 fd fd 4e 1b 3a 59 fd
5144 39 fd 07 21 fd 7c fd
8f fd 12 2e fd fd 6e 42 fd
5e 15 fd 7e 27 76 28 90
18 fd fd 5e 09 33 fd fd 55
fd fd 73 fd fd 79 fd 4a fd
fd fd 2c fd fd 29 fd 05 74
fd 3e 47 5e 34 1a 1d fd
46 fd fd 7e fd 35 43 7c fd
63 6d 16 fd fd fd fd fd 75
fd 5b 2e 23 fd fd fd 3f fd
10 fd Oe fd fd fd fd 28 fd
fd fd 77 fd fd fd 63 5b 2d
fd 4c fd 45 cd fd fd 73 fd
fd 7b 1e fd 09 fd fd fd fd
5b 56 fd 25 fd 67 2¢c 06
02 fd 37 fd 5d fd 5f fd 02
fd Oe fd 3f 67 3d 7b 4b 1c
fd Ob fd fd fd 64 30 fd fd
fd 7f fd 72 77 72 fd Ob 4f
fd fd 7c 78 fd 49 fd 2a 34
39 10 08 fd fd 37 5b fd fd
56 fd 48 16 fd 59 fd 17 fd
55 fd fd 07 80 fd fd fd 5a
77 59 6d 7d 32 1a fd 24
39 3e 54 38 14 fd 49 7d
33 53 4f fd 22 fd fd 00 6e
22 fd 2f fd fd 4f fd

59 59 fd 67 fd 1c 3a 30 fd
3d fd fd fd fd fd 61 fd 18
31 7e fd 5e fd 71 fd fd fd
fd fd 4a 39 fd 7¢c 18 45 fd
64 1d fd fd 6d fd fd fd 6¢
fd 18 52 47 fd 05 fd fd 43
32 fd 81 fd fd fd 5d 7f 3e
fd fd 4b 3e fd fd fd 05 6b
7t 29 fd 64 4c 6b fd 6f fd
fd fd 4f fd 5e fd fd 63 63
fd fd 3c fd fd fd fd 54 fd 66
fd 28 fd 5¢ fd 41 71 05 fd
03 44 3e fd fd 42 fd 1b 5a
4203 3b fd 13 27 06 7a
3127 fd fd fd 2e fd 46 fd
fd 42 3c 4f fd 47 1f 2e 7e
Ob fd fd 25 fd 45 12 2f fd
5b 01 fd fd Ob fd fd 43 08
4b 13 fd Oc fd 51 fd 6f fd
fd fd 08 13 7a fd fd fd 64
Oe 75 37 73 0a fd 74 26
43 01 fd fd fd fd 57 fd 1b
3339 37 fd 17 fd 6b 5f fd
3c fd fd 57 fd fd fd 3a fd
06 5f fd fd 39 fd a8 60 fd
53 6f 60 5d 24 68 fd 3d
69 98 78 17 11 fd 5f fd fd
fd 09 03 fd 68 fd

40 4b 36 74 65 31 59 47 50
6e 49 62 6f 34 47 63 47
4f 45 50 33 69 48 78 31
63 46 46 48 42 55 65 67
7578 52 47 6d 33 58 53

256

38 7b 33 36 41 36 39 38 42
39 2d 44 36 37 43 2d 34
45 30 37 2d 42 45 38 32
2d 30 45 43 35 42 31 34
4234 44 46 35 7d

Ascii Completion Count Source Address

%N:YQD9!|.nBA~'v(*3Us  success or wait 1 411859
yJ,)t>G N F~5C|cmul.#?

(we[-LEs{[V%g,7]_?g=

{KdOrwrO|xI*497[VHYUZ

wYm}2$9>T81}3S0"n"/O

YYg:0=a1~"qJ9|EdmIRG success or wait 1 4115FA
C2]>K>k)dL

kocc<Tf(\AgD>BZB;'z1'.

FB<OG.~

%E/[CKQozdu7st&CW39

7k_<W:_9'So']$h=ix_

K6te1YGPnlbo4GcGOEP  success or wait 1 41164B
3iHx1cFFHBU

eguxRGmM3XS

{36A698B9-D67C-4EQ7-  success or wait 1 41167E

BE82-0EC5B14B4DF5}
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File Path

C:\Users\user\Desktop\WUTJSCBC
FX\BPMLNOBVSB.jpg

C:\Users\user\Desktop\WUTJSCBC
FX\BPMLNOBVSB.jpg

C:\Users\user\Desktop\WUTJSCBC
FX\BPMLNOBVSB.jpg

C:\Users\user\Desktop\WUTJSCBC
FX\BPMLNOBVSB.jpg

Copyright Joe Security LLC 2022

Offset

5

1026

1282

1322

Length Value

1021

256

40

38

68 93 03 fd 1f fd fd fd fd fd
6e 63 fd fd fd 3c fd 3d fd
fdfd fd 14 17 60 fd 47 55
55 49 fd fd Oa fd 49 68 55
ff 74 25 3d 53 fd fd 16 fd
fd fd 68 fd fd fd fd 7d Oa
78 fd 1b 42 fd 4d fd fd fd
13 fd 26 fd fd fd fd 4c 4c
7b 54 fd fd fd fd 68 5e Oe
fd fd 55 Ob fd fd fd fd 5d
fd 30 55 fd 68 2c 6e fd fd
6f 20 fd 60 67 fd 1e fd fd
fd fd fd fd fd fd 10 fd fd 1a
77 1d 58 fd fd 11 fd 37 4a
68 4a 73 1c 20 6b 5d Oe
59 fd Oe fd 4e 3a 74 71
34 fd 23 27 fd fd fd 41 fd
6f fd fd 15 fd 50 fd 70 1c
fd fd 21 49 26 Oa 39 fd fd
77 fd 07 0f 08 6d fd fd fd
fd fd 5a 7c fd 04 46 fd fd
14 38 23 fd fd fd 94 fd 38
1afdfd 68 fd 1e fd fd fd
52 3e 52 fd fd 26 fd 32 18
fd fd 43 fd 43 52 59 fd fd
17 fd 1d Oc 01 31 fd fd 5b
5f fd 1b fd fd 45 fd 25 7b

6576 11 fd 5f fd fd 12 26
1179 fd 20 1a 30 5d 16
fd 1f 7d fd 11 fd fd fd 6a
fd fd 1c 14 fd 14 60 6b 7b
fd fd 1f fd fd 51 fd 50 54
fd 24 fd 3b fd 43 1b fd fd
65 fd fd 5d fd 0a 47 1f Oc
6146 74 18 fd 61 fd 3e fd
fd fd 2a 5a fd 58 4e fd 18
fd fd fd 35 fd fd 69 fd fd
3e fd fd fd 2e 00 fd 24 fd
5d 00 1b fd 5e fd 10 fd fd
12d 75 16 fd fd 16 fd 21
02 fd fd 46 fd fd fd 77 fd
fd 1a fd fd 62 fd fd 3c fd
fd 5a 2d fd fd 4e fd fd fd
46 77 fd 48 2d 33 fd fd 34
54 25 fd 59 4¢ 26 77 26
33 fd 45 fd 1b fd 78 7a 7a
57 61 fd 7b 75 fd 63 32 fd
fd 6f 75 fd fd 03 79 4b fd
fd 67 fd 73 97 fd 67 3f 3c
71 1fd fd 00 19 fd fd fd 17
fd fd 39 fd fd 61 fd fd 70
fd Oe fd 45 fd 5b fd fd fd
fd fd fd 54 53 73 fd 51 4a
62 fd 31 fd fd fd fd fd 7e 6f
66

4b 36 74 65 31 59 47 50
6e 49 62 6f 34 47 63 47
4f 45 50 33 69 48 78 31
63 46 46 48 42 55 65 67
7578 52 47 6d 33 58 53

7b 33 36 41 36 39 38 42
39 2d 44 36 37 43 2d 34
45 30 37 2d 42 45 38 32
2d 30 45 43 35 42 31 34
4234 44 46 35 7d

Ascii Completion

hnc<="GUUIIhUt%=Sh}x
BM&LL{ThAU]OUh,no
“gwX7JhJs K]Y:q4#'AoPp
11&9wmZ|F8#8hR>R&2C
CRY1[_E%({

success or wait 1 411859

ev_&y success or wait 1 4115FA
0]}j k{QPT$;Ce]GFta>*Z

XN5i>.$] u!Fwb<Z-

NFwH-34T%YL&W3E

xzzWa{uc2ouyKgsg?

<q9ap[TSsQJb1~f

K6te1YGPnlbo4GcGOEP  success or wait 1
3iHx1cFFHBU
eguxRGmM3XS

41164B

{36A698B9-D67C-4EQ7-  success or wait 1 41167E

BE82-0EC5B14B4DF5}

Count Source Address

Symbol

WriteFile

WriteFile

WriteFile
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File Path

C:\Users\user\Desktop\WUTJSCBC
FX\FENIVHOIKN.png

C:\Users\user\Desktop\WUTJSCBC
FX\FENIVHOIKN.png

C:\Users\user\Desktop\WUTJSCBC
FX\FENIVHOIKN.png

C:\Users\user\Desktop\WUTJSCBC
FX\FENIVHOIKN.png

Copyright Joe Security LLC 2022

Offset

5

1026

1282

1322

Length Value

01 2f fd 45 7f fd fd 4b fd fd
65 28 fd fd fd ad 22 39 fd
fd 45 20 7b fd Ob fd fd 60
23 Oe fd 23 32 fd 61 62 fd
62 2a 24 fd 51 2b 4f fd fd
fd 54 fd fd 37 6e fd fd fd
02 fd 51 37 63 fd 15 03 2f
0a 55 fd fd 78 6e fd fd 6f
73 3¢ 32 fd 06 37 fd fd 55
7ffd 2f 24 74 fd 56 fd fd
1371 18 fd fd 2f 17 76 fd
65 5e 2f 69 fd fd fd 78 37
fd 4e fd fd 3d fd 63 5f 43
59 48 4e fd 2b 53 fd 41
7d 79 7d fd 25 fd 7c fd fd
65 0f fd 76 4d 39 fd fd 2f
Oe fd 01 fd fd fd 78 57 fd
fd 7c fd fd a7 36 fd fd 2a
7c fd fd fd Oc fd 7e 21 fd
20 fd 45 7a fd fd Oa fd fd
6b 76 25 7d 35 61 a7 fd
fd fd 6¢ Oe 25 fd 1c 5f 39
64 fd 28 fd fd 05 2d 44 01
11 6e 24 fd Oc fd fd fd 32
fd fd fd 3b fd 66 fd 52 55
fd 78 fd fd 00 70 4c 54 fd
fd fd fd fd fd 49 77 68 fd
43 14

fd 63 fd fd 7f fd fd fd fd 6b
fd fd 4f 20 3b 53 fd fd 6a
Ob fd fd 42 fd fd fd 2f fd fd
6147 fd 21 7d fd fd 07 fd
fd fd 7c fd 5¢ 48 2¢ 36 fd
fd 15 6d fd 73 fd 37 fd fd
73 2¢ fd fd fd fd 77 fd 64
fd Of 38 5f fd fd 4f fd 33
50 fd fd 3f fd fd 2e fd fd 64
4d fd fd fd fd fd fd fd 46 fd
18 fd 2e 3e 29 bf 5d fd 65
7c 2b fd 61 0d 6¢ 68 10
8 37 2f fd 57 64 fd 6d fd
3f 4a fd 03 3a fd 5e fd 6d
fd fd fd fd 4b 4d 7e 6a 3d
73 7b fd 06 fd 7d 17 fd fd
50 2e 68 21 fd 76 1d fd fd
21 2e fd 10 fd fd fd fd fd
3d 7d fd fd fd 19 fd 24 fd
fd fd 59 fd 36 6b 53 fd 1b
04 fd 38 fd fd 72 4¢ 78 fd
29 1f fd 04 fd 1e 1b fd Ob
fd fd 4f fd fd fd 14 14 1f fd
4d fd fd 56 fd fd 52 fd fd
69 37 fd 53 40 fd 64 fd 6f
6d fd fd 2d 05 fd fd 79 16
fd 2a 2e 46 7d fd Oc fd fd

1021

256

40 4b 36 74 65 31 59 47 50
6e 49 62 6f 34 47 63 47
4f 45 50 33 69 48 78 31
63 46 46 48 42 55 65 67
7578 52 47 6d 33 58 53

38 7b 33 36 41 36 39 38 42
39 2d 44 36 37 43 2d 34
45 30 37 2d 42 45 38 32
2d 30 45 43 35 42 31 34
423444 4635 7d

Ascii Completion Count Source Address

/EKe("9E success or wait 1 411859
{ ##2abb*$Q+0T7nQ7c/

U

xnos<27U/$tVa/ve /ix7N

=c_CYHN+

SA}y}%ev9/xW|6*|~!

Ezkv%}5al%_9d(-

Dn$2;fRUxpLTIwhC

ckO success or wait 1 4115FA
;SjB/aGl}|\Héms7s,d8_3P

?.dMF.>)]e[+alh7/Wdm?

J:AmKM~j=s{}

P.hIv1.}$Y6KS8rLXx)OMVR

i7S@dom-y*.F}

K6te1YGPnlbo4GcGOEP  success or wait 1 41164B
3iHx1cFFHBU

eguxRGmM3XS

{36A698B9-D67C-4EQ7-  success or wait 1 41167E

BE82-0EC5B14B4DF5}
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WriteFile

WriteFile

WriteFile

WriteFile
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File Path

C:\Users\user\Desktop\WUTJSCBC
FX\KZWFNRXYKI.xIsx

C:\Users\user\Desktop\WUTJSCBC
FX\KZWFNRXYKI.xIsx

C:\Users\user\Desktop\WUTJSCBC
FX\KZWFNRXYKI.xIsx

C:\Users\user\Desktop\WUTJSCBC
FX\KZWFNRXYKI.xIsx

Copyright Joe Security LLC 2022

Offset

5

1026

1282

1322

Length Value

1021

256

40

38

fd 21 fd fd fd 71 4c fd fd
69 fd 58 7e 3e fd 6¢ 33
76 fd fd fd fd 27 fd fd 10
2d fd 2b 2d 1d fd fd 6f fd
06 fd fd 33 54 64 fd fd fd
3148 1c fd fd fd fd 6b 2b
06 15 5f fd 2e fd 7c fd 30
5c¢ fd fd Ob fd fd fd fd fd fd
el113fd1d 12 1e 41 fd
24 02 1b fd fd fd fd 32 fd
1d fd 54 1e fd 5d fd 6¢ 23
fd 65 47 fd 28 7a fd fd 7b
fd 33 fd fd fd 34 44 26 04
fd 3b 72 fd fd 3b 06 fd 49
c7 2c fd fd fd 30 fd 2a 34
fd 38 fd fd 6f 2e 29 fd 18
5f fd fd Oe 2b fd 17 70 fd
55 fd 86 fd fd fd fd 30 fd
fd fd 67 fd 77 fd fd fd fd
05 8¢ fd fd 18 fd fd 59 fd
78 75 fd Oc fd 7f 58 fd fd
fd 40 59 4b 6b 4c 1d fd
69 fd Oe fd fd 3b fd 6a 6¢
bc 23 37 fd 66 28 28 fd fd
9c 33 fd 27 5f fd fd 04 fd
bf 4d 7d fd 00 22 fd fd 55
fd fd 7e 2f fd fd

fd fd 2b fd 45 fd 35 4d fd
fd Oc 6d fd 75 2d 42 3c
7e 7e ae 59 fd fd 36 fd fd
6¢ 71 fd 47 fd 3e fd 73 fd
5569 61 fd 54 13 fd 3b
2d fd 57 1b fd fd 23 4e fd
fd fd fd fd 63 48 fd fd 55
78 fd 64 fd fd 38 5d 21 fd
fd 35 fd 69 45 fd 7e 7f 7e
fd 5d 37 Oe 65 6¢ 22 fd fd
03 fd fd fd 72 fd 7f fd 59
33 fd fd fd 78 6a bd b9 11
1d 18 41 19 5d fd fd Of fd
fd fd fd fd 5d fd fd 28 53
1f e8 Of fd fd 20 fd 4c 25
25 fd 49 21 10 78 fd 59
49 fd fd 76 20 fd 57 7a fd
45 1f fd 59 08 7b fd fd 24
4b 56 64 4e 5e 35 28 fd
18 fd fd fd fd d5 5c Oe fd
7c fd 06 fd fd 69 fd 58 2a
fd 3b 2c fd 15 72 fd 79 fd
fd fd 02 fd 69 fd fd fd 7b
17 fd fd 17 Oc 6¢ fd fd 18
44 fd 5¢ 6e 78 fd fd 0d fd
19 fd 50 6a fd 7f 71 18 38
fd 5b 0f fd 2d 3d fd fd fd
3c 2e 6f f6

4b 36 74 65 31 59 47 50
6e 49 62 6f 34 47 63 47
4f 45 50 33 69 48 78 31
63 46 46 48 42 55 65 67
7578 52 47 6d 33 58 53

7b 33 36 41 36 39 38 42
39 2d 44 36 37 43 2d 34
45 30 37 2d 42 45 38 32
2d 30 45 43 35 42 31 34
423444 4635 7d

Ascii Completion

IgLiX~>I3V'-+-
03Td1Hk+_.|0\A$2
T]li#eG(z{34D&;r;1,0*480.)
_+pU0
gWXUX@YKKLI;jI#7f((3'_
MU~/

success or wait 1 411859

+E5Mmu-
B<~~Y6lqG>sUiaT-
W#NcHUXx
d8]!5iE~~]7el"rY3xjA]](S
L%%IxYIv
WZEY{$KVdA5(\[iX*;,ryi{l
D\nxPjq8[-=<.0

success or wait 1 4115FA

K6te1YGPnlbo4GcGOEP  success or wait 1
3iHx1cFFHBU
eguxRGmM3XS

41164B

{36A698B9-D67C-4E07-
BE82-0EC5B14B4DF5}

success or wait 1 41167E

Count Source Address
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WriteFile

WriteFile

WriteFile
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File Path

C:\Users\user\Desktop\WUTJSCBC
FX\WKXEWIOTXI.mp3

C:\Users\user\Desktop\WUTJSCBC
FX\WKXEWIOTXI.mp3

C:\Users\user\Desktop\WUTJSCBC
FX\WKXEWIOTXI.mp3

C:\Users\user\Desktop\WUTJSCBC
FX\WKXEWIOTXI.mp3

Copyright Joe Security LLC 2022

Offset

5

1026

1282

1322

Length Value

1021 06 Oc 0f fd fd 21 fd fd 4b
08 66 fd 33 fd fd fd 46 fd
fd fd 63 fd 53 fd 20 fd 31
61 fd 06 fd Ob 78 fd 5¢ 04
f9 fd Oe fd 01 32 fd 73 31
fd 40 fd fd 61 fd 65 fd fd
00 59 28 7b 22 fd 43 fd
7e 04 fd 28 42 71 fd fd 24
fd fd fd 37 fd fd 4f fd fd fd
fd fd 30 7e 05 35 75 5e
015d215716 11 11 fd
2e 7e 3b 38 30 6¢ 23 97
0d 25 58 fd fd 19 fd 28 fd
7e 0c 18 fd 10 fd 2e fd fd
2a fd 20 37 fd fd fd 74 fd
63 0b 7e 17 fd 60 35 76
56 fd 12 54 fd 60 fd 60 fd
6b 51 fd 1d 7b 69 3a 57
fd 12 7a 4a 1a fd fd fd Ob
25 2e fd 30 31 7b 4e 61
1e 45 fd fd 3a fd fd 45 fd
fd 75 fd 5¢ 1d 57 02 fd 5e
fd fd 6f 32 76 fd 78 5b fd
5e 0a 73 fd fd 60 fd 5b fd
fd fd 12 25 fd 02 22 fd fd
21 3b fd fd fd 5¢c fd fd 2a
fd Oc 3e 1a fd fd fd 25 fd
34 fd fd 40 fd fd fd

fd 47 fd 4b fd fd 1a 25 fd
02 51 41 fd 58 fd 77 fd 75
52 fd 46 49 fd 6b fd 14 fd
fd 7c fd 3e fd 67 Of fd fd fd
29 fd 33 fd Oa fd fd fd 3¢
4d 2¢ 22 fd 31 68 fd 36
57 Oe fd 5¢ 77 fd 18 20
73 5a 1c fd 4d 5f 49 fd 69
29 fd 5e 1a fd 3f 72 fd fd
03 fd 3b fd 79 77 46 Oc fd
0Oa 4b 65 fd 77 7d 02 fd fd
fd 78 e6 fd fd fd 4d 2f 01
fd 3b fd 40 5¢ 3a fd 21 fd
5a fd 6d fd 16 15 01 fd fd
fd 08 fd 07 fd 5e fd fd 36
fd fd 35 1b 6d fd 2e fd 37
fd fd 48 fd Of fd 33 31 6f
fd 3d 4c fd 06 Ob fd fd fd
28 fd fd 52 33 fd 45 fd 61
Oc 08 fd fd 3d fd Oe ba 05
55 fd fd 55 1c 72 4e 1c
19 fd fd 46 fd fd fd fd fd fd
fd 4e 31 02 2e fd fd fd 77
4e fd 2b 67 0a 74 67 69
fd 6d fd fd fd fd 32 16 fd
92 fd 71 38 28 fd fd 5a fd
fd 6b 7f 55 44 5b fd 08 4a
fd

40 4b 36 74 65 31 59 47 50
6e 49 62 6f 34 47 63 47
4f 45 50 33 69 48 78 31
63 46 46 48 42 55 65 67
7578 52 47 6d 33 58 53

256

38 7b 33 36 41 36 39 38 42
39 2d 44 36 37 43 2d 34
45 30 37 2d 42 45 38 32
2d 30 45 43 35 42 31 34
4234 44 46 35 7d

Ascii Completion Count Source Address
IKf3FcS
1ax\2s1@aeY({"C~
(Bg$70
0~5uL~;0l#%X(~.*
7te~"5WT
kQfi:zJ%.01{NaE:Eu\W*
02vX["s'[%"\*>%4@

success or wait 1 411859

GK%QAXwuRFIk|>g)3<  success or wait 1 4115FA
M,"1h6W\w sM_i)A?

r;iywFKew}xM/;@\:!Zm"6

5m.

7H310=L(R3Ea=UUrNFN

1.wN-+1gim2q8(ZkUD[

K6te1YGPnlbo4GcGOEP  success or wait 1 41164B
3iHx1cFFHBU

eguxRGmM3XS

{36A698B9-D67C-4EQ7-  success or wait 1 41167E

BE82-0EC5B14B4DF5}
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WriteFile

WriteFile

WriteFile

WriteFile
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File Path

C:\Users\user\Desktop\WUTJSCBC

FX\WUTJSCBCFX.docx

C:\Users\user\Desktop\WUTJSCBC

FX\WUTJSCBCFX.docx

C:\Users\user\Desktop\WUTJSCBC

FX\WUTJSCBCFX.docx

C:\Users\user\Desktop\WUTJSCBC

FX\WUTJSCBCFX.docx

Copyright Joe Security LLC 2022

Offset

5

1026

1282

1322

Length Value

1021

256

40

38

65 43 4f fd 2a fd 4d 79 fd
2a 5c¢ fd fd fd 32 fd fd fd
27 fd fd 54 5a 52 4b 4f fd
fd fd 73 18 fd 43 fd fd 76
fd 74 6a 6b fd fd 37 fd d2
08 fd fd 07 fd 28 2b fd 2¢
fd 6f 5e fd fd fd fd 47 fd fd
fd 57 03 fd fd fd 74 fd 13
64 fd fd fd 13 fd 56 fd 3b
fd 42 fd 6d 63 fd fd fd 48
4f 5¢ 57 fd fd fd fd 77 41
a8 58 7e fd fd 78 fd 78 1b
fd fd fd fd 74 38 2e 7a 30
fd 41 53 fd fd 55 21 fd 1f
fd fd 2e 7e Oe fd fd 31 12
76 54 fd fd eb 12 fd 4c fd
76 fd 16 04 fd 3b fd fd fd
41 21 a3 fd fd 6f fd fd 63
0d 03 4b Oe fd 4e fd 39
14 7¢c 5a fd fd 5b fd 1e e2
fd fd 1e 5a 55 fd 0d fd 60
fd Ob e4 fd 5f 40 2f fd 49
fd 23 4b 2d 2b fd 74 7a
67 55 fd fd 42 fd fd 2d 53
fd 4c 3b fd 1e fd 18 4a fd
7e 68 59 fd Ob 79 fd 43
11 fd fd 52 fd Ob fd 49 fd
fd

fd fd 6¢ fd 19 45 fd 63 11
7b 5b fd 47 fd 19 fd 1a 6d
3172fd 30 fd 05 Oc fd 7¢
fd fd 53 fd fd 47 fd fd 2e
fd 61 02 fd fd 12 fd fd 3d
4f fd fd fd Oe fd fd fd fd fd
fd 67 fd fd 7d 7f 33 5¢ fd
fd 4c 2f fd fd fd 63 34 12
fd fd 53 1a fd fd 5b 5b fd
49 fd 50 fd fd 61 38 fd fd
44 28 fd fd fd 49 fd fd 5¢
fd 3b 29 fd fd fd 40 06 fd
fd 45 fd fd fd fd fd 1f 23 fd
76 4a fd 3e Oa fd fd 6¢ fd
5f 34 fd 4a 4f fd 61 13 fd
fd 13 fd fd 5e fd 62 32 6e
fd 49 0d 49 57 0f 2f 1a 4d
3c fd 66 fd fd fd 56 39 2¢
fd 49 fd 54 4a fd 72 33 6e
fd Oc fd 51 40 fd 1f 16 fd
fd 4c 53 fd fd fd fd fd fd
73 fd fd 42 0a 53 fd 03 fd
fd 5¢ fd 31 34 fd 29 42 2a
5d 4c 03 4a 14 fd fd fd 79
38 9a fd fd 4c 6e 1d 38 fd
fd fd fd 54 fd fd Ob fd fd
7d fd fd 20 45 fd 34 fd 6a
fd fd

4b 36 74 65 31 59 47 50
6e 49 62 6f 34 47 63 47
4f 45 50 33 69 48 78 31
63 46 46 48 42 55 65 67
7578 52 47 6d 33 58 53

7b 33 36 41 36 39 38 42
39 2d 44 36 37 43 2d 34
45 30 37 2d 42 45 38 32
2d 30 45 43 35 42 31 34
423444 46 35 7d

Ascii

eC*My*\2'ZRKOsCvtjk7(+ success or wait

,0AGWtdV
;BmcHO\WwAX~xxt8.z0
ASU!.~1vTLv;AlocK9|
[ZU"_@/1#K-+tzgUB-SL;J
~hYyCRI

IEc{[Gm1r0|SG.a=0g}3\L  success or wait

/cAS[[IP
a8D(I\;) @E#vJ>|_4J0a’b
2nlIW/M<
1V9,ITJr3nQ@LSsBS\14)
B*]LJy8LnST} E4j

K6te1YGPnlbo4GcGOEP  success or wait

3iHx1cFFHBU
eguxRGmM3XS

{36A698B9-D67C-4E07-
BE82-0EC5B14B4DF5}

Completion

success or wait

Count

1

1

1

1

Source Address

411859

4115FA

41164B

41167E
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File Path

C:\Users\user\Desktop\WUTJSCBC
FX\ZBEDCJPBEY .pdf

C:\Users\user\Desktop\WUTJSCBC
FX\ZBEDCJPBEY .pdf

C:\Users\user\Desktop\WUTJSCBC
FX\ZBEDCJPBEY .pdf

C:\Users\user\Desktop\WUTJSCBC
FX\ZBEDCJPBEY .pdf

Copyright Joe Security LLC 2022

Offset

5

1026

1282

1322

Length Value

1021

256

40

38

fd fd fd c9 fd 54 fd 6b fd fd
6f 29 64 fd fd 4b fd fd 64
fd fd 2a fd fd fd fd 1a fd
3557 50 49 fd fd fd fd fd
cc 32 1e 47 fd Of fd 0Of fd
12 fd fd 4c fd b8 30 6¢ fd
fd 18 fd 30 09 3a 2d fd Oc
fd fd fd fd fd 5¢ fd fd 11 fd
a0 fd fd fd 10 fd fd 62 30
7e 73 47 fd 0a 08 31 70
fd 5e fd 3e fd fd fd 5a 36
fd fd 0d fd fd 4c fd 12 Ob
fd fd fd 4a 74 61 2e 06 22
fd 63 64 2¢ 51 d0 fd 33
7116 fd 7e 13 7e fd 36
1c fd 41 fd 3d 68 fd 77 62
fd 21 5e 04 fd fd 66 10 2e
fd fd fd 40 33 fd fd fd 5f
5c fd 3d fd 3e 08 54 fd 4b
73 68 fdfdfd 1b 78 16 19
fd fd 68 fd fd fd 68 fd 69
09 6b2172fd 73 75 fd
78 fd 39 fd fd 22 54 74 fd
1914 07 fd 12 fd 27 73
07 fd 1f 67 fd 16 28 fd fd
fd fd 3c fd 22 fd fd Of fd
24 39 7b fd fd 00 fd fd fd

fd fd fd 68 68 40 fd fd 53
5c fd 4e 46 43 09 fd 5f fd
29 5d fd 2b fd fd 55 ¢5 fd
d5 55 39 fd 7e 45 43 fd Of
fd fd 52 50 fd 1f fb fd 4d
18 1c fd 43 fd fd fd fd fd
42 fd fd 74 fd 56 5¢ fd 59
fd 1c fd 43 1c 50 4d d2
08 28 fd 40 62 fd 3b fd 63
fd 5d 88 fd fd 21 5d fd 7f
fd 74 40 67 61 fd 46 fd fd
53 fa 7a fd 2d fd fd 41 fd
fd 20 fd fd fd 4c fd 34 23
56 fd 06 3b fd 1a 28 4f 6d
5a 49 fd fd fd 07 19 fd fd
fd fd fd 24 38 fd fd fd 6f fd
01 fd 1a 62 53 06 70 fd
6e fd 4e fd 5b 41 fd fd 14
fd 49 fd fd fd fd fd 25 fd
1574 fd 25 fd 01 fd fd 73
43 fd 61 fd 03 fd 5b fd fd
fd 12 fd fd fd fd 05 25 6f
fd fd fd 05 fd Oc fd 24 58
61 fd fd 77 68 fd fd 42 fd
fd 20 fd fd fd 6e 14 45 fd
fd 3b 45 66 4f 3f fd fd 6d
03 14 fd 8b 40

4b 36 74 65 31 59 47 50
6e 49 62 6f 34 47 63 47
4f 45 50 33 69 48 78 31
63 46 46 48 42 55 65 67
7578 52 47 6d 33 58 53

7b 33 36 41 36 39 38 42
39 2d 44 36 37 43 2d 34
45 30 37 2d 42 45 38 32
2d 30 45 43 35 42 31 34
42 34 44 46 35 7d

Ascii Completion Count Source Address
Tko)dKd*5WPI2GLOIO0:- success or wait 1 411859
\bO~sG1p">

Z6Lta."cd,Q3g~~6A=hwb

IN.@3 \=

>TKshxhhikIrsux9"Tt'sg(<

"$9{

hh@S\NFC_)]+UU9~EC  success or wait 1 4115FA
RPCBtV\YCPM(

@bic]t@gFSz-A L4#V;

(OmZI$8ob

SpnN[AI%t%sCal%$Xaw

hB nE;EfO?m@

K6te1YGPnlbo4GcGOEP  success or wait 1 41164B
3iHx1cFFHBU

eguxRGmM3XS

{36A698B9-D67C-4EQ7-  success or wait 1 41167E

BE82-0EC5B14B4DF5}
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File Path

C:\Users\user\Desktop\YPSIACHY
XW\RAYHIWGKDI.pdf

C:\Users\user\Desktop\YPSIACHY
XW\RAYHIWGKDI.pdf

C:\Users\user\Desktop\YPSIACHY
XW\RAYHIWGKDI.pdf

C:\Users\user\Desktop\YPSIACHY
XW\RAYHIWGKDI.pdf

Copyright Joe Security LLC 2022

Offset

5

1026

1282

1322

Length Value

1021

256

40

38

61 fd fd fd Oa fd 26 fd 2d
fd fd 78 fd 69 3a fd 00 48
fd fd 29 00 65 fd 43 0f 27
fd 24 46 fd fd 68 48 79 fd
fd 60 fd 59 fd fd fd 37 30
7a03 19 6d fd 7d fd 01 fd
Oe 4e fd 4c fd fd 2¢ 2a 3f
2b 01 fd fd 35 6a fd 01 Ob
25 fd fd 10 fd fd fd 40 fd
7t 14 4b fd fd fd 24 62 fd
44 5a fd fd 04 fd 02 3f 14
fd 2d fd fd 40 fd fd fd fd fd
fd fd 1f 3b fd fd fd 31 fd fd
61 fd 62 fd 31 fd 62 fd 71
fd fd db f2 30 58 54 44 31
0f fd 4¢c 53 40 fd 76 75 69
fd 57 fd fd fd fd 2b 09 58
fd fd 6¢ 09 fd 78 21 fd 3d
52 fd fd fd f5 3f fd 07 6e
fd 14 2¢ fd fd fd fd fd 75
fd 7b 51 fd 69 fd fd fd Of
46 fd fd fd 74 fd 12 fd 0d
fd fd 13 3¢ fd 56 2b fd 23
fd fd 66 fd fd 57 fd fd 11
fd fd fd 1c 29 4e 5b 4b ab
fd fd 8¢ 70 75 65 fd fd 4b
2e 76 fd fd 51 04 3e

fd 7e 28 fd fd fd 22 fd fd
5b 2¢ 5b 69 05 66 fd fd
45 fd fd fd 6¢ fd fd 6f 54 fd
65 44 fd 25 37 fd 65 6a
1d fd fd fd 5b fd a8 52 09
fd 07 fd 2d Oc fd fd 5e fd
fd 50 fd fd 25 fd 16 3a 17
3e fd fd 00 23 5f fd 2b 24
fd e3 fd fd 71 45 7f 5b 70
fd 62 6a fd 2d 24 fd 33 58
fd 46 83 fd fd 70 fd 53 fd
7e 7e 33 fd fd 49 fd fd fd
10 fd 51 fd 3f 08 7a fd fd
fd fd 24 34 39 fd fd 08 fd
70 1f fd fd 3a 5¢ 15 fd 1f
6e 5b 3a fd fd 44 23 Oc fd
fd 5f 39 73 51 fd 01 5 fd
40 fd 7c c8 7a fd 66 fd fd
15 fd 18 fd fd 3d fd fd 59
fd Of fd fd fd 31 fd 5¢ fd 65
fd 47 fd c4 fd fd 1f 53 24
fd 3e fd fd 3e fd fd 58 74
7c fd fd 1¢ 08 fd 27 fd fd
fd 1b fd fd fd 60 75 55 6e
fd 05 fd 43 6f fd b0 fd 27
fd 3a 46 61 49 fd 51 03 fd

4b 36 74 65 31 59 47 50
6e 49 62 6f 34 47 63 47
4f 45 50 33 69 48 78 31
63 46 46 48 42 55 65 67
7578 52 47 6d 33 58 53

7b 33 36 41 36 39 38 42
39 2d 44 36 37 43 2d 34
45 30 37 2d 42 45 38 32
2d 30 45 43 35 42 31 34
4234 44 46 35 7d

Ascii Completion Count Source Address

a&- success or wait 1 411859
xi:H)eC'$FhHy Y70zm}NL

,*?+5]%@K$bDZ?-

@;1ab1bgq0OXTD1LS@ui

W+XIx!=R?

n,u{QiFt<V+#W)N[Kpue

KvQ>

~("[[IEloTeD%7ej[R- success or wait 1 4115FA
AP%:>#+$qE[pbj-

$3XFpS~~3I1Q?

z$49p:\n[:D#_

9sQ@|zf=Y1eG$>>Xt|"u

UnCo':FalQ

K6te1YGPnlbo4GcGOEP  success or wait 1
3iHx1cFFHBU
eguxRGmM3XS

41164B

{36A698B9-D67C-4EQ7-  success or wait 1 41167E

BE82-0EC5B14B4DF5}
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File Path

C:\Users\user\Desktop\YPSIACHY

XW\SFPUSAFIOL.mp3

C:\Users\user\Desktop\YPSIACHY

XW\SFPUSAFIOL.mp3

C:\Users\user\Desktop\YPSIACHY

XW\SFPUSAFIOL.mp3

C:\Users\user\Desktop\YPSIACHY

XW\SFPUSAFIOL.mp3

Copyright Joe Security LLC 2022

Offset

5

1026

1282

1322

Length Value

1021

256

40

38

fd 6c fd fd fd fd fd fd fd fd
fd 57 fd 27 fd 17 15 fd 76
76 fd 23 fd 15 Of fd 43 fd
04 47 00 fd 57 fd 26 5b
46 5f 56 19 fd 29 87 2b fd
2e fd fd 58 fd 02 3f 08 78
48 1d 47 55 fd fd fd fd fd
5f 38 71 74 fd 4d fd fd fd
2¢ 57 52 fd fd fd 06 fd 22
fd fb fd 37 fd Od fd fd 06
fd Oe e8 4e 11 1e fd 4f fd
3b 03 fd 2d 50 fd 5a 5d fd
32 6f fd Oc fd fd 34 5f fd fd
17 fd 0d fd fd 72 fd 4b fd
58 1b 54 fd fd 2f 23 fd 14
fd fd fd Of 67 28 62 5c¢ fd
fd 79 fd 3e fd 36 2d fd 6a
48 97 fd 52 44 fd 23 fd 25
fd 31 fd fd fd 77 fd 55 fd
00 fd fd 6b fd 6b 69 fd 21
72 fd 51 fd fd fd 49 3d 04
45 fd 5d fd fd fd 14 1a fd
3232 0b 79 fd fd 38 6e fd
fd 73 fd 40 50 29 fd fd 60
6e 05 fd fd 00 66 fd fd fd
312148 31 fd 1f 0f 3b fd
48 fd 3b 11 fd

fd 3b 38 fd fd 69 7d fd fd
02 30 3f fd 71 43 fd fd fd
fc 7e 5a 39 6e fd 29 4a
79 fd fd 5d fd 56 fd fd fd
Oc fd 70 fd 67 fd 05 Oe 54
fd 39 61 fd fd 57 01 fd fd
69 7e 5a 11 fd fd 47 50 fd
5e fd fd Oe fd fd 21 62 fd
7b fd fd 06 03 06 fd 08 5b
2c 5d fd 12 fd 14 1d 46 fd
19 67 04 29 fd 43 fd fd fd
62 fd fd 05 76 0f 01 5b fd
fd 66 30 2e fd 26 fd 59 fd
63 70 fd 56 fd 10 5¢ fd fd
7f fd 4f 7f 74 32 fd Ob fd
14 fd fd 0a 39 45 fd 67 fd
00 fd 1b fd fd fd 1f 26 7e
3c 2d 95 0f fd 1d fd 2b fd
fd 66 7d fd 62 fd 3a fd fd
fd 22 1a fd 61 fd fd 01 fd
1e 5e 5b fd 48 67 7e 7c
fd fd fd af 10 32 fd fd 36
fd fd 18 fd 1f fd 47 7b 55
fd 07 7a 02 fd 02 29 14 fd
fd 73 40 fd 22 22 fd fd 26
fd 36 fd 17 fd 20 41 5d 24
2f fd 56 52 39 fd 40 3f fd
fd

4b 36 74 65 31 59 47 50
6e 49 62 6f 34 47 63 47
4f 45 50 33 69 48 78 31
63 46 46 48 42 55 65 67
7578 52 47 6d 33 58 53

7b 33 36 41 36 39 38 42
39 2d 44 36 37 43 2d 34
45 30 37 2d 42 45 38 32
2d 30 45 43 35 42 31 34
423444 4635 7d

Ascii Completion Count Source Address

IW'vwW#CGW&[F_V)+.X?  success or wait 1 411859
xHGU_8qtM,WR"NO;-

PZ]204_rKXT/#g(b\y>6-

jHR

D#%1wUKkilrQI=E]2y8ns

@P)'nf1IH1;H;

;8i}0? success or wait 1 4115FA
q~Z9n)Jy]VpgT9aWi~ZG

P7lb

{[.]IFg)Cbv[f0.&YcpV\O29

g9&~<-fb

""a[Hg~[26G{Uz)s@""&6

AJ$/VRI@?

K6te1YGPnlbo4GcGOEP  success or wait 1 41164B
3iHx1cFFHBU
eguxRGmM3XS

{36A698B9-D67C-4EQ7-  success or wait 1 41167E
BE82-0EC5B14B4DF5}
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File Path

C:\Users\user\Desktop\YPSIACHY
XW\SQRKHNBNYN.png

C:\Users\user\Desktop\YPSIACHY
XW\SQRKHNBNYN.png

C:\Users\user\Desktop\YPSIACHY
XW\SQRKHNBNYN.png

C:\Users\user\Desktop\YPSIACHY
XW\SQRKHNBNYN.png

Copyright Joe Security LLC 2022

Offset

5

1026

1282

1322

Length Value

fd 44 fd fd fd fd 6e fd fd
02 fd 43 63 fd 24 fd fd 35
fd fd 06 5¢c 3¢ 6¢ 71 fd fd
5b 68 fd 56 fd fd ed fd 76
0d fd fd 59 33 fd 23 fd 48
fd 5b 7d fd fd 69 66 25 fd
2a 1f 4f fd 69 38 b8 27 fd
fd fd fd 10 39 21 12 fd 6d
30 fd 2f 1b fd fd 62 fd 23
3c fd fd fd fd 20 fd fd fd fd
fd 07 fd fd 4d 7c 68 fd 5e
fd 73 4e 79 fd fd 31 1e fd
18 00 fd 63 7d fd Oe fd 4f
fd 55 2d 06 fd 75 fd fd 24
fd fd 54 fd e8 fd 41 20 12
79 45 fd 37 fd 23 fd fd 74
fd fd 08 fd fd fd fd 4f fd fd
3c fd fd 63 10 3a 1e 79
5c¢ fd fd 29 59 fd 4f 35 fd
65 49 53 3d 4d fd fd 53
31 66 20 2a 7f fd fd 2c 40
fd 11 3d Oc fd fd 55 fd 36
fd 7b 31 fd 20 6f 51 47 fd
fd 68 55 3e 47 fd 3b fd 1c
fd 11 65 fd fd fd fd 6¢ fd
fd fd fd fd 48 77 fd 8d fd
23 ¢7 17 6530 09 ad 28
fd 10 Oa fd

256 04 48 66 a3 fd 66 64 3e
fd be fd fd 20 34 45 fd 5¢
fd fd 47 67 fd fd fd 2f bf fd
5b 5e 04 49 fd 57 5d 70
3c 4b 32 fd fd 4b 32 1d fd
0f 33 6d 60 2c 7a 63 fd fd
5b 64 41 64 5d 6e 1c fd
2d 4b 38 fd fd 07 75 fd 27
2a fd fd fd fd 0d 1f fd 3a
2a1c 11 fd fd 1c 60 39
18 7d 2f 3e 74 70 fd 48 fd
7a 06 fd fd fd 7b fd fd 6¢c
fd 26 fd 45 37 11 fd fd 22
fd Oe 67 fd 4e fd Oe 29 39
66 fd fd 09 13 31 55 7e fd
66 17 33 5f fd 50 42 fd fd
fd 1f 7a 4e fd 14 5¢ fd 57
371043 fd fd 10 0a 47 fd
fd 1f 69 54 9e 26 71 fd fd
78 00 fd 3d 1d fd fd 38 7f
fd 19 fd 2¢ 45 29 2b fd 04
4d 12 fd 53 28 fd 8d 54 fd
3e 77 fd 2¢ fd fd 26 63 fd
fd 47 08 59 57 36 fd 76
03 32 3e fd fd fd 2e 48 fd
09 2d fd 64 33 fd 6¢ fd fd
0f fd 4d 0f 6b 15 08 fd 19
fd fd fd

40 4b 36 74 65 31 59 47 50
6e 49 62 6f 34 47 63 47
4f 45 50 33 69 48 78 31
63 46 46 48 42 55 65 67
7578 52 47 6d 33 58 53

1021

38 7b 33 36 41 36 39 38 42
39 2d 44 36 37 43 2d 34
45 30 37 2d 42 45 38 32
2d 30 45 43 35 42 31 34
423444 46 35 7d

Ascii Completion Count Source Address

DnCc$5\ success or wait 1 411859
<lg[hVvY3#H[}if%*0i8'9!

mO/b#< M|h"sNy1c}OU-

U$TA yE7#t

O<c:y\)YO5elS=MS1f

*@=UB{1 0Q

GhU>G;elHw#e0(

Hffds>
4E\Gg/[MW]p<K223m’ zc
[dAd]n-

K8** 9}/>tpz{I&E"gN)9f1
u
~f3_PBzN\W7CGiT&qx=
8,E)+MS(T>w
&CGYW6v2>H-d3IMk

success or wait 1 4115FA

K6te1YGPnlbo4GcGOEP  success or wait 1
3iHx1cFFHBU
eguxRGmM3XS

41164B

{36A698B9-D67C-4EQ7-  success or wait 1 41167E

BE82-0EC5B14B4DF5}
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WriteFile

WriteFile

WriteFile
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File Path

C:\Users\user\Desktop\YPSIACHY
XW\WKXEWIOTXL.jpg

C:\Users\user\Desktop\YPSIACHY
XW\WKXEWIOTXL.jpg

C:\Users\user\Desktop\YPSIACHY
XW\WKXEWIOTXI.jpg

C:\Users\user\Desktop\YPSIACHY
XW\WKXEWIOTXI.jpg

Copyright Joe Security LLC 2022

Offset

5

1026

1282

1322

Length Value

1021

256

40

38

5f 72 39 fd 4e fd 03 fd 35
66 5a 1d fd 75 3e 1f fd 7b

Ascii Completion Count Source Address

_r9N5fZu> success or wait 1 411859

{{Ru$vLsd5XO@dySdwS

7b fd 17 fd 74 fd Of fd fd fd %Z

52 fd fd 75 24 fd fd 76 fd
18 0d 4c fd 73 fd 64 35
58 06 4f 40 fd fd fd fd 06
fd 0a 64 79 53 64 fd 77 fd
fd 53 fd 15 25 fd fd fd fd
16 5a 1b fd 46 32 fd 18
78 fd Oc fd fd fd fd Ob 51
fd 04 fd fd 5d fd 70 16 fd
5f 73 fd 79 fd 47 fd fd 58
fd 15 fd fd 7c 46 fd 54 fd
fd 6b 33 Oa 5f fd 0d fd 12
58 77 46 03 22 fd fd 79
59 51 fd 79 fd 29 4d 4d
65 fd fd 2e fd 2e 50 7e fd
14 54 fd 77 fd 56 1f fd ff
3166 fd 3a 10 24 fd 4f 48
fd 1b fd 2b 40 Ob fd 48 fd
238 06 1c 38 fd 41 71
74 fd 0a 38 47 fd fd 09 fd
fd fd 19 12 fd 40 1b fd 08
fd fd 29 fd 7f 4b fd 4f fd
11 76 5a 05 fd 07 67 Oe
fd fd fd 53 fd 31 4d fd fd
68 62 29 5b 0f 54 36 5a
2e fd 76 fd 49 04 fd

fd 6d 74 fd fd 37 7e 1a 3e
23 fd 00 10 fd fd fd fd fd
5c fd 57 6b 79 fd 02 17 fd
11 35 61 58 fd 2b fd 09
2b 17 fd 4f 7d fd 07 fd 7¢
fd fd 1c fd 65 fd 7d 69 fd
fd fd fd fd fd fd fd fd 16 fd
1c fd fd 31 fd fd 2a 1c 00
34 3e 5b fd fd 4e fd 14 fd
4b fd 6b fd fd 1e 12 58 fd
fd 5f fd 7c Ob Oc fd 7d 58
00 37 fd 02 06 57 fd 16
55 fd 72 36 44 fd 6e 71
3e fd fd 03 1b fd fd 45 fd
fd fd 1d fd 12 56 fd fd fd
02 fd 07 06 fd fd fd 62 Oa
08 fd fd 4a 6b fd 31 0d fd
63 fd fd 4c fd 60 fd 33 2b
6c 48 66 3e fd 66 fd 32
31 fd 4f 06 fd fd fd fd fd
2e 33 fd 12 fd 1e c0 05
56 fd 6d fd fd 67 06 fd 09
13 5b fd fd 2b 75 60 fd 7¢
fd fd 48 79 77 7d fd fd 41
e5 fd fd fd 3f 17 06 0f 2¢
fd 75 fd 68 2f fd 54 fd 95
fd fd 56 4e 42 47 5f fd fd
1771 1d

4b 36 74 65 31 59 47 50
6e 49 62 6f 34 47 63 47
4f 45 50 33 69 48 78 31
63 46 46 48 42 55 65 67
7578 52 47 6d 33 58 53

7b 33 36 41 36 39 38 42
39 2d 44 36 37 43 2d 34
45 30 37 2d 42 45 38 32
2d 30 45 43 35 42 31 34
423444 46 35 7d

F2xQ]psyGX|FTk3_XwF"
yYQy)MM..P
TwV1{$0H+@H/88AqI8G
@)KOvZgS1Mhb)[T6Z.vI

mt7~>#Wky5aX++O}|e}i ~success or wait 1 4115FA
1*45[NKkX

_[IX7WU6Dng>EVbJkic

L' 3+IHf>f21

0.3Vmg[+u’|Hy}A?,uh/TV

NBG_q

K6te1YGPnlbo4GcGOEP  success or wait 1 41164B
3iHx1cFFHBU

eguxRGmM3XS

{36A698B9-D67C-4EQ7-  success or wait 1 41167E

BE82-0EC5B14B4DF5}
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File Path

C:\Users\user\Desktop\YPSIACHY
XW\YPSIACHYXW.docx

C:\Users\user\Desktop\YPSIACHY
XW\YPSIACHYXW.docx

C:\Users\user\Desktop\YPSIACHY
XW\YPSIACHYXW.docx

C:\Users\user\Desktop\YPSIACHY
XW\YPSIACHYXW.docx

Copyright Joe Security LLC 2022

Offset

5

1026

1282

1322

Length Value

1021 18 78 fd 01 fd fd fd 5b 5¢
56 fd 28 2c fd 5¢ 42 fd fd
73 66 fd 09 fd 4d fd 74 3c
fd fd fd fd 16 fd 48 7c fd
fd 26 fd 4c fd 24 54 19 21
65 fd 7d 48 fd fd 4c 61 2¢
00 fd 6d 7e fd 0d fd 4d 51
06 32 42 1f 40 fd fd 34 53
70 fd fd fd fd fd 5f 1f 2a fd
d5 22 27 bb 70 50 fd fd fd
fd 1a fd 23 5e 3e 1e 7e
1551 a8 20 fd fd fd 53 59
fd fd 67 fd fd 10 4f 4a fd
fd 2a 28 7f 72 fd fd 68 fd
1b 38 fd 37 fd fd 2b 5f fd
5b 42 25 fd fd fd fd fd fd
71 fd fd Of fd 6e fd 7f 6d
3e fd 03 52 fd 74 fd fd fd
58 3f 21 fd 2c 27 41 fd 1e
fd 10 fd 49 fd 52 fd 65 fd
fd 66 fd fd 4d 1d 71 7b fd
23 6d 2f fd 4e fd fd fd 59
fd 23 62 fd 1e 7a fd fd fd
fd 48 fd 42 1a 77 fd 41 1a
fd fd 11 55 fd 3e fd fd 49
fd fd 3c 24 ab 55 fd fd 24
55 fd 15 63 fd 32 fd 02 fd
1567 37 38

256 7d 2e fd 2d fd fd 22 78 48
1a fd fd fd fd 44 3c fd fd
08 fd 13 fd fd 64 fd fd 48
63 43 28 1c fd fd 4b fd fd
fd fd fd fd fd fd fd fd Of 4d
fd fd Of 1f 37 65 fd 79 46
0f fd 10 20 41 Oe 74 4b
139 78 fd fd 28 1d 22 fd
fd 50 16 fd fd 63 57 5e 7f
fd 6¢ fd 5¢ 34 fd fd 65 18
3d fd 37 fd fd fd 0f 07 2e
47 5e 35 fd fd 01 fd fd 25
fd Oe 6f fd 44 76 5e fd 13
fd fd 3b 47 fd fd 41 fd c2
1a6d 21 fd 01 2e fd fd 5¢
6b Oc fd 4d fd 67 fd 14 11
3f 49 fd 63 61 fd fd fd fd
30 04 fd 40 fd 18 7c 0d fd
52 fd fd 3c fd 4f 33 5f fd
11 fd 0d fd fd 2f fd 05 37
fd fd fd 5a 32 fd fd 5b 5f
fd fd fd Ob fd fd fd 10 68
fd 26 5a fd Of fd fd 38 44
2977 18 1d fd fd 20 2a
4d fd 3e fd fd 7e fd 24 fd
5¢ 77 fd fd 11 28 61 fd 0a
fd fd Oe fd 37 5f 5e 51 fd
5e

40 4b 36 74 65 31 59 47 50
6e 49 62 6f 34 47 63 47
4f 45 50 33 69 48 78 31
63 46 46 48 42 55 65 67
7578 52 47 6d 33 58 53

38 7b 33 36 41 36 39 38 42
39 2d 44 36 37 43 2d 34
45 30 37 2d 42 45 38 32
2d 30 45 43 35 42 31 34
423444 46 35 7d

Ascii Completion Count Source Address

x[\V(,\BsfMt<H|&L$T!e}H  success or wait 1 411859
La,m~MQ

2B@4Sp_*"pP#">~Q

SYgOJ(rh8+_B

%qnm>RtX?!,'AIRefMq{#

m/NY#bzHB

wAU>I<U$Uc2g78

}.-xHD<dHcC(KM7eyF success or wait 1 4115FA
AX("PcWA\4

e=7.G"5%0Dv";Gm!.\kM

g?lca0@R<0O

3_/7Z2[_hZ8D)w

*M>~$\w(a7_"Qr

K6te1YGPnlbo4GcGOEP  success or wait 1 41164B
3iHx1cFFHBU

eguxRGmM3XS

{36A698B9-D67C-4EQ7-  success or wait 1 41167E

BE82-0EC5B14B4DF5}
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File Path

C:\Users\user\Desktop\YPSIACHY

XW\ZBEDCJPBEY .xIsx

C:\Users\user\Desktop\YPSIACHY

XW\ZBEDCJPBEY .xIsx

C:\Users\user\Desktop\YPSIACHY

XW\ZBEDCJPBEY .xIsx

C:\Users\user\Desktop\YPSIACHY

XW\ZBEDCJPBEY .xIsx

Copyright Joe Security LLC 2022

Offset

5

1026

1282

1322

Length Value

1021

256

40

38

2c 62 4c fd 3a 79 7c fd 73
fd 53 3c fd fd fd 1b 27 68
97 7c fd 67 7b fd fd 69 6¢
fd Oa 1a fd fd fd 50 6b fd
fd fd 65 22 69 7f 35 1d 01
fd fd fd 5b fd fd fd fd 33
28 fd 67 fd 0d fd 3a 68 fd
fd 4c fd fd fd 2f fd 72 46
30 fd 25 fd 6d fd fd 1f 36
fd 2a fd fd 7f 5d fd 30 14
d7 fd 44 1e 16 6b 79 fd
6a 58 fd 29 fd 66 70 fd fd
55 40 fd 47 24 0f 2b fd fd
fd 6b 45 fd 40 6¢ fd fd 45
fd 35 4b fd 76 5¢ 7e fd ee
fd 02 32 09 3e fd 69 1b fd
79 fd fd fd fd 71 fd fd fd
31 4e 1e fd fd 5c fd 72 6f
fd 08 00 fd 18 5a 02 fd 44
3e 1b 50 fd fd 04 fd fd fd
fd fd 3f 7b 3d 7b 2d 51 fd
fd fd 3c fd 12 fd 08 13 1e
48 fd 32 fd 65 fd fd Oc 39
5e 52 2a 27 fd 5b 1e 47
7¢ 06 4c fd fd 22 23 2b 3¢
2a fd fd fd 42 dO fd fd 15
38 fd 6e fd 6 fd fd 53 18
1cfd

fd 73 24 4c fd 5d a7 19 fd
4d 06 7a fd fd 16 32 29
2afdfdfd 7d 1d 17 1e 37
fd fd 1539 10 d3 fd fd 2d
fd fd 24 fd Of 5d 55 07 fd
fd 19 29 fd 0d fd 5a fd 7b
fd fd d2 ce 52 77 fd 7d fd
fd 35 2a f4 fd 3¢ fd 6f fd
fd 6f fd fd fd fd fd fd 15 fd
18 53 3e 0a 59 4c¢ 1b 56
6156 39 fd fd 50 52 fd fd
0517 fd 42 0f fd 10 76 15
fd fd Oe Oe 07 16 fd 65 11
fd 03 fd 7a 53 fd fd 44 fd
0d fd 2f 7c 25 fd fd 1c 2a
1c 14 fd 31 fd fd 7d 5b 5f
fd 31 fd fd d4 fd 28 fd fd
39 fd 6f fd 46 25 fd 44 fd
fd 04 fd 13 fd d3 38 64 fd
fd 45 7a 7b 35 00 fd fd 61
02 fd b2 fd Oe fd 08 43 7¢c
fd d5 fd 20 3a fd 56 6e fd
0Oa 3e fd 4e fd fd 39 13 fd
fd fd 67 fd 2a b7 47 76 54
fd 31 fd Oc fd fd 22 fd fd
fd 26 fd fd 69 fd fd 1e Of
fd 6b fd

4b 36 74 65 31 59 47 50
6e 49 62 6f 34 47 63 47
4f 45 50 33 69 48 78 31
63 46 46 48 42 55 65 67
7578 52 47 6d 33 58 53

7b 33 36 41 36 39 38 42
39 2d 44 36 37 43 2d 34
45 30 37 2d 42 45 38 32
2d 30 45 43 35 42 31 34
423444 4635 7d

Ascii Completion Count Source Address

,bL:y|sS<'h|g{ilPke"i5[3(g: success or wait 1 411859
hL/

rF0%m6*]0DkyjX)fpU@G

$+kE@IESKv

\~2>iyq1N\roZD>P?{=

{Q<2e9"R*[G|L"#+

<*B8nS

s$LIMz2)*}79- success or wait 1 4115FA
$]U)Z{Rw}5*<00>YL

VaV9PRBvezSD/|%*1}

[_1(90F%D8dEz{5aC|

:Vn>N9g*GvT1"&ik

K6te1YGPnlbo4GcGOEP  success or wait 1 41164B
3iHx1cFFHBU

eguxRGmM3XS

{36A698B9-D67C-4EQ7-  success or wait 1 41167E

BE82-0EC5B14B4DF5}
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File Path

C:\Users\user\Documents\KZWFNR

XYKNBPMLNOBVSB.xlIsx

C:\Users\user\Documents\KZWFNR

XYKI\BPMLNOBVSB.xIsx

C:\Users\user\Documents\KZWFNR

XYKI\BPMLNOBVSB.xIsx

C:\Users\user\Documents\KZWFNR

XYKNBPMLNOBVSB.xIsx

Copyright Joe Security LLC 2022

Offset

5

1026

1282

1322

Length Value

1021

256

40

38

fd 6e 3d 66 31 15 fd 5a
09 4a 32 5¢ fd fd 13 60
06 5d fd 77 7f 11 96 fd fd
7f 55 ba fd fd fd 59 1c fd
59 fd 54 fd 63 12 fd Of 1f
1a 38 2c 31 fd 7d fd 38 fd
01 1a54fc38791fd 18
31 53 fd 60 1f 48 2a fc fd
7tfd fd 67 36 fd 12 7e 5a
1e 09 4d fd fd 49 28 69 fd
4b fd fd 08 4e fd 17 78 1c
fd 27 fd fd 3c 43 fd fd Oe
fd fd 77 fd 5a 17 fd 69 6d
4f 11 fd bd 06 c3 fd 34 Oc
fd 61 fd fd fd 2b cf fd 7b
09 56 fd 77 fd fd fd fd 39
29 fd 03 5f 72 fd fd 28 fd
1e 2b 53 47 31 35 2a fd
fd fd 3d fd 0d 47 73 fd 63
fd 4d fd 1a 60 3e fd ef fd
2d fd fd fd 24 fd ec fd fd
47 4e 07 0c 53 17 fd 2d
fd fd fd fd fd 58 14 fd 1a
3d fd fd 41 34 fd 6d 49 66
fd 1e 4c fd fd 52 fd fd fd
3c 7e 58 fd 05 fd 15 2¢
66 2d 19 fd fd 04 4b ca
1103 4afd 17

fd fd 5f 7c Ob 54 2a fd 74
23 3a fd 5d fd fd 67 32 48
29 33 0b 28 fd fd 1f fd 72
62 47 02 2c fd 5b 79 fd
6d 08 5e fd 13 fd 4b fd 2a
fd 6b fd fd 4f fd fd 00 74
fd 13 33 fd 59 fd fd 27 2b
fd fd 54 fd 10 fd fd fd 7a
fd 5d 66 76 fd fd 12 7f 22
79 fd fd fd 38 fd fd 6¢ 34
2d fd 16 fd 73 fd 12 fd 6f
70 66 52 2b fd 39 7c fd
14 fd fd fd 33 fd fd 2¢ fd
67 fd fd fd d9 fd 53 fd fd
fd 35 69 15 2d Oc 6f fd fd
2b fd 20 fd 46 47 fd fd 2f
fd 6b fd fd fd Of fd fd 6¢
18 56 fd fd fd fd fd 50 21
Oe fd 74 fd 51 fd 7e 67 40
7e fd fd 33 fd fd fd Ob fd
fd fd 27 fd fd fd fd 00 fd
06 39 fd fd fd fd 09 11 fd
fd fd 5d 3d 26 fd 32 15 4e
fd 61 fd 45 50 21 fd 09 fd
77 fd fd 54 51 fd 33 69 fd
fd 6d 48 fd 61 fd fd fd fd
4f fd fe 27 55 53 2¢ 34 70
fd

4b 36 74 65 31 59 47 50
6e 49 62 6f 34 47 63 47
4f 45 50 33 69 48 78 31
63 46 46 48 42 55 65 67
7578 52 47 6d 33 58 53

7b 33 36 41 36 39 38 42
39 2d 44 36 37 43 2d 34
45 30 37 2d 42 45 38 32
2d 30 45 43 35 42 31 34
423444 46 35 7d

Ascii Completion Count Source Address

=f1ZJ2\']wUZYYTc8,1}8T success or wait 1
8y1S'H*g

6~ZMI(IKNx'<CwZimO4a

+Vw9)_r(+

SG15*=scM >-$GNS-

XA4mIfLR<~X,f-K

411859

[T*t#:]92H)3(rbG,

[ym K*kOt3Y'+Tz]fv"y8l4-
sopfR+9|3,9S5i-0+ F
G/kIVPtQ~g@3'9]=&2Na
EPIwTQ3imHaO'US,4p

success or wait 1 4115FA

K6te1YGPnlbo4GcGOEP  success or wait 1
3iHx1cFFHBU
eguxRGmM3XS

41164B

{36A698B9-D67C-4E07-
BE82-0EC5B14B4DF5}

success or wait 1 41167E
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File Path

C:\Users\user\Documents\KZWFNR
XYKINKZWFNRXYKI.docx

C:\Users\user\Documents\KZWFNR
XYKINKZWFNRXYKI.docx

C:\Users\user\Documents\KZWFNR
XYKINKZWFNRXYKI.docx

C:\Users\user\Documents\KZWFNR
XYKINKZWFNRXYKI.docx

Copyright Joe Security LLC 2022

Offset

5

1026

1282

1322

Length Value

1021 fd 59 fd fd 75 6c fd 68 90
Oc fd fd fd 16 49 fd fd 28
fd 5b fd 9d fd 7e 2d fd 02
fd 45 fd 16 71 fd fd 1f fd
fd fd fd 21 O0e 11 2b Oa 1a
fd fd 59 fd 4a 1a fd fd 60
46 fd 7d fd 43 14 fd fd 4e
66 19 02 fd fd 5e 63 25
4d fd 1d 30 3b 55 fd fd 51
fd 2a 1c fd 13 71 fd fd 45
5f 43 fd fd 37 fd 31 69 49
38 fd fd fd fd 4d fd 5a fd
Oa fd 1d 67 fd 27 fd 10 fd
fd fd fd fd 78 5¢ 1f 71 15
fd fd fd 69 fd 90 6f fd fd
60 Oc fd fd 21 fd fd Od 41
Ob fd 6a 45 76 fd 51 fd 04
fd fd fd fd 6a fd 30 fd 7e
5e 69 fd 3d fd 47 65 4a
09 3f fd 06 5f 73 fd 69 fd
16 fd fd 31 fd 7¢ 02 7d fd
7e fd 4f fd 50 45 17 3a fd
4e fd 7e 10 7e 65 fd fd 70
fd 4e 31 5f fd fd fd fd fd
45 fd fd 69 20 76 fd fd fd
50 7f 16 fd fd fd 17 4f 36
34 ¢8 50 fd fd 2a 4b fd 67
70 fd fd fd fd 22 fd

Oe fd 72 3b 15 fd 48 fd fd
fd 3¢ fd fd 57 Oc fd fd fd
51 3b 55 3b 78 fd fd fd fd
40 67 fd 07 fd 3f 7e 1b 44
63 fd 23 fd fd fd 47 fd fd
fd 26 fd fd 15 69 fd 4d fd
77 fd fd fd fd fd 54 1c fd fd
29 fd 17 ae 78 65 4e fd fd
0Oa fd 6d fd e2 3e fd 6b Ob
4e 3b 47 69 01 47 fd 45
70 47 fd 3f fd fd 5b fd 6d
6d 42 fd 84 fd 4f fd fd e4
2c fd 59 fd cb fd fd fd fd fd
79 fd 1c 56 fd 66 fd fd 63
fd 56 fd 15 1a 33 fd fd fd
08 fd fd fd 7a fd 20 61 32
fd fd 58 fd 47 39 7d fd 28
fd 50 5e fd fd 5d 31 fd 15
fd fd fd 6a 51 57 ad fd fd
64 fd 31 fd 7f 5f fd 66 60
fd fd 61 29 42 3d 77 20 fd
77 19 2a 57 fd fd fd 4b fd
fd 4a 7e fd 2e 79 aa 1d fd
6d 08 fd 08 fd 3f fd fd 26
17 6f fd 09 31 07 68 fd fd
14 44 5d fd 4a 2c 6¢ 15 fd
fd 64 fd 2a fd fd

256

40 4b 36 74 65 31 59 47 50
6e 49 62 6f 34 47 63 47
4f 45 50 33 69 48 78 31
63 46 46 48 42 55 65 67
7578 52 47 6d 33 58 53

38 7b 33 36 41 36 39 38 42
39 2d 44 36 37 43 2d 34
45 30 37 2d 42 45 38 32
2d 30 45 43 35 42 31 34
4234 44 46 35 7d

Ascii Completion Count Source Address
Yulhl([~-

Eq!+YJ F}CNfAc%MO;UQ
gE_C71il8MZg'x\qio’|AJE
vQjO~"i=Ged?
_si1[}~OPE:N~~epN1_Ei
PO64P*Kgp

success or wait 1 411859

r;H<WQ;U;x@g?
~Dc#G&IMwT)xeNmkN
;GIGEpG?
[mmBO,YyVfcV3z
a2XGK(
PA[1jWd1_f'a)B=w
wW*WKJ~.ym?&o1hD]J,ld*

success or wait 1 4115FA

K6te1YGPnlbo4GcGOEP  success or wait 1
3iHx1cFFHBU
eguxRGmM3XS

41164B

{36A698B9-D67C-4EQ7-  success or wait 1 41167E

BE82-0EC5B14B4DF5}
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File Path

C:\Users\user\Documents\KZWFNR

XYKINEBFQQYWPS png

C:\Users\user\Documents\KZWFNR

XYKI\NEBFQQYWPS.png

C:\Users\user\Documents\KZWFNR

XYKI\NEBFQQYWPS.png

C:\Users\user\Documents\KZWFNR

XYKINEBFQQYWPS.png

Copyright Joe Security LLC 2022

Offset

5

1026

1282

1322

Length Value

1021

256

40

38

fd 5b 4a fd 6d fd fd 36 fd
fd 1e fd fd fd fd 13 fd 18
07 fd fd 4c 6f 63 42 40 12
4e 13 5a 62 fd 78 5f 4f fd
fd 52 36 fd fd 72 71 68 24
5126 20 7f fd 14 fd 39 75
fd 4f 75 fd 1f fd 1f 01 fd fd
fd fd 00 30 6e fd fd 44 10
17 2b fd fd fd 6¢ fd 51 fd
42 Oc fd fd fd 25 fd fd 54
fd fd fd 53 fd 5¢ 31 fd fd
73 fd 25 2e fd 7a fd 58 fd
fd 6e 06 76 70 fd fd fd e8
fd 08 60 fd 5a 26 64 fd fd
fd fd fd fd 30 fd Oc 27 43
Oc 0e 1956 72 1afd fd
72 fd 3c fd 00 fd 79 fd fd
fd fd fd fd 78 71 69 fd Oa
fd fd fd 5¢ 3d fd fd Oe fd
fd 15 57 46 fd 6a 92 fd fd
fd fd fd fd fd 65 fd e1 fd
a7 7afd fd 44 fd 17 fd fd
74 2e 7f 4a fd 2¢ fd fd fd
50 59 63 fd fd 22 4e fd 48
43 2f 51 1d 5b fd fd 3¢ fd
fd fd 70 fd 00 fd 5a 70 44
37 fd fd fd 3b 33 fd

fd fd fd 44 23 fd 58 27 fd
fd fd fd 2b 36 fd 12 fd 30
fd fd fd 7f 3e fd fd Oc fd
22 fd 0d fd fd 4e fd 65 fd
fd fd fd 1c Oe fd 6d 56 35
fd 2f 2c 57 55 fd fd 6b 5e
fd fd fd fd 68 22 7f 51 fd
15 Oa fd Of 5e fd 43 fd 1c
fd fd fd 1c 7f fd fd 57 15
121824 42 06 fd 78 fd fd
fd 7d Oa fd 5d 4d 31 1f 50
fd fd 46 fd 3e 74 74 7f 74
fd fd fd fd 6f fd 51 27 52
fd 27 20 fd fd 29 fd 64 fd
fd fd 61 fd fd Ob 79 fd 54
1d fd fd 74 0d fd 21 fd 71
fd 18 fd 6b 1f fd 1b fd 57
fd 33 fd fd fd 71 29 fd 2b
fd 6b fd fd fd 7a 4e 39 fd
2b fd fd fd Of 73 30 5¢ 1d
fd fd fd 3c 04 fd fd 13 fd
36 50 fd fd fd fd fd fd 43
32 fd 67 fd 07 67 44 Ob
72 6e fd 00 7d 64 5f fd fd
7f 25 fd 53 09 fd fd 53 fd
fd 66 fd 69 fd fd 6a ab fd
58 1e 5b fd 37 fd fd 03 fd
fd 4b fd Oc fd 15 66 30

4b 36 74 65 31 59 47 50
6e 49 62 6f 34 47 63 47
4f 45 50 33 69 48 78 31
63 46 46 48 42 55 65 67
7578 52 47 6d 33 58 53

7b 33 36 41 36 39 38 42
39 2d 44 36 37 43 2d 34
45 30 37 2d 42 45 38 32
2d 30 45 43 35 42 31 34
4234 44 46 35 7d

Ascii Completion Count Source Address

[Jm6LocB@NZbx_OR6rq success or wait 1
h$Q& 9uOuln

D+QB%TS\1s%zXnvp'Z

&d0'CVrr<yxq

i\=WFjezt.J,PYc"NHC/Q[

<pZpD;3

411859

D#X'+60>"NemV5/,WUK" ' success or wait 1 4115FA
h"Q"CW$Bx}

IM1PF>tttoQ'R'

)day TtlgkW3q)+k

zN9+s0<6C2ggDrn}d_%

SSHijX[7Kf0

K6te1YGPnlbo4GcGOEP  success or wait 1
3iHx1cFFHBU
eguxRGmM3XS

41164B

{36A698B9-D67C-4EQ7-  success or wait 1 41167E

BE82-0EC5B14B4DF5}
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File Path

C:\Users\user\Documents\KZWFNR
XYKINQNCYCDFIJJ.mp3

C:\Users\user\Documents\KZWFNR
XYKINQNCYCDFIJJ.mp3

C:\Users\user\Documents\KZWFNR
XYKINQNCYCDFIJJ.mp3

C:\Users\user\Documents\KZWFNR
XYKINQNCYCDFIJJ.mp3

Copyright Joe Security LLC 2022

Offset

5

1026

1282

1322

Length Value

1021

256

40

38

46 72 fd 37 fd 27 24 fd fd
38 fd 4f 14 fd 62 fd fd 11
fd 18 ¢7 fd 52 fd fd fd 5a
44 5a fd fd 49 fd fd fd Of
09 fd 10 2¢ 68 b0 fd 09 fd
03 fd fd Of fd fd 59 17 5f
fd 2e fd 00 fd fd 5f 51 fd
51 7e fd fd 6a fd 1a 4a fd
07 fd 78 fd 3c 6f fd fd fd
52 4e 0d fd 7e 05 fd fd fd
fd 4f fd Of fd fd 10 fd fd 63
fd fd 33 fd fd fd 21 fd 52
28 00 fd fd 5b fd fd fd fd fd
7ffd fd 53 fd 5a fd fd fd
5a f1 fd 3d fd fd 30 3d 01
7e 10 fd bc 43 59 fd fd 7d
20 69 fd fd 32 fd 1f fd 31
fd fd 4c 3f fd fd fd 05 fd
76 62 fd 1c 1f fd fd 71 fd
1b fd fd 45 50 fd fd 29 fd
fd 32 fd 18 78 79 56 5a
16 €9 fd 7e 5a fd 23 00 fd
fd 2f Of 2e 25 Of 5a 66 68
68 33 fd 0f 3a 3a 03 71
6d 41 fd 58 fd 54 11 fd fd
14 fd fd fd fd fd fd 78 7¢c
34 fd 5e 9d fd 21 25 fd fd
01

18 fd 69 05 fd 4f fd 18 75
27 12 69 fd fd 03 23 48
59 19 06 1d 4d fd 7e 52
fd 6f fd 65 fd 11 5e fd fd
99 4d fd fd fd fd fd 2a 5d
28 5a fd 76 fd fd fd 23 fd
71 3efd 71 3afd fd 74 74
22 fd 31 fd 5e fd fd 24 33
fd 69 6b 68 52 fd 75 07
2e 3b fd 3¢ 3¢ 13 fd fd 41
fd fd Ob fd 4c fd fd 79 fd
3f fd fd fd 17 21 fd 43 41
fd fd fd Oc 7a fd fd 10 72
67 fd 5a 6b fd 4a fd fd fd
7afd 12 2afd 1d 42 4¢c
5172 fd 60 fd 39 fd 46 fd
fd fd 3f 7f 02 25 76 58 19
78 64 fd 3f 59 fd fd 57 1e
fd fd fd 2d fd 66 fd fd fd
28 fd fd 93 fd 26 fd 67 19
fd fd fd fd 08 64 46 fd 76
4c 4b 2d fd fd fd fd 40 68
74 1d 7f 34 fd 13 fd fd 2b
357d 40 2d fd 29 42 fd
73 4e fd 4b fd Oa 3f 27 fd
18 fd 44 3d fd 40 fd fd fd
62 fd 01 55 fd fd 04 36 51
06 4d 7e 1a fd fd 09

4b 36 74 65 31 59 47 50
6e 49 62 6f 34 47 63 47
4f 45 50 33 69 48 78 31
63 46 46 48 42 55 65 67
7578 52 47 6d 33 58 53

7b 33 36 41 36 39 38 42
39 2d 44 36 37 43 2d 34
45 30 37 2d 42 45 38 32
2d 30 45 43 35 42 31 34
423444 46 35 7d

Ascii Completion

Fr7'$80bRZDZI,hY_._QQ success or wait 1
~jJx<oRN~

O3!R([SZZ=0=~CY}

i21L?vbgEP)2x

yVZ~Z#/.%Zthh3::gmAXT

X|4"M%

411859

Ou'i#HYM~Roe"M*]
(Zv#g>q:t"17$3ikhRu.;
<<ALy?!CAzrgZkJz*BLQr
"9F ?%vXxd?YW-
f(&gdFVLK-@ht4+5}@-
)BsNK?'D=@bUBQM~

success or wait 1 4115FA

K6te1YGPnlbo4GcGOEP  success or wait 1
3iHx1cFFHBU
eguxRGmM3XS

41164B

{36A698B9-D67C-4E07-
BE82-0EC5B14B4DF5}

success or wait 1 41167E
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File Path

C:\Users\user\Documents\KZWFNR

XYKINUOOJJOZIRH.jpg

C:\Users\user\Documents\KZWFNR

XYKNUOOJJOZIRH.jpg

C:\Users\user\Documents\KZWFNR

XYKNUOOJJOZIRH.jpg

C:\Users\user\Documents\KZWFNR

XYKINUOOJJOZIRH.jpg

Copyright Joe Security LLC 2022

Offset

5

1026

1282

1322

Length Value

1021

256

40

38

2e 4f 0a 57 2d 68 7c 26
fd 19 11 65 fd 22 21 fd 40
fd 94 fd fd fd 2c fd 6b 2a
fd 1e fd fd fd 41 01 67 24
6a 3c 29 04 59 12 fd 65
5b 2b 07 fd fd fd 0d 64 fd
fd 2c 1f 4e fd fd fd 1d fd
5c fd 20 52 7f 75 fd 18 56
50 70 fd fd 12 fd 5b 55 06
51 ¢9 28 fd 34 1b 2¢ 38
40 fd fd fd fd 3f fd 19 fd
77 11 3b 13 18 fd 6f 6e 16
05 fd 09 0d 63 25 fd 21 fd
fd fd fd 1b fd d2 fd c6 fd
fd fd 78 16 65 fd Oe c8 65
fd 71 fc 1d fd 5¢ 79 08 54
fd 64 fd fd 44 5f fd 1f da
1ffd 2b fd 07 10 3a 30 fd
09 fd fd 3f 44 00 fd 27 fd
fd fd 2e fd fd 42 fd 67 fd
01 fd 15 65 fd fd 2f fd 59
fd 24 2f fd fd 47 fd 65 fd
fd b4 57 7e fd 64 2e fd fd
57 54 fd 7e fd 37 fd fd 20
fd 20 19 fd 33 3d fd 1d 3d
03 29 fd fd 69 04 fd 51 68
fd 4e 2d 62 3f fd fd

fd 5f 77 fd fd fd 26 12 2b
7a28fd 58 7d 7d 74 4a
fd fd 24 67 fd 53 6a fd 5d
5d 6131 fd 1e 05 7b 46
fd 99 20 fd fd 1560 78 fd
1b fd fd 4d 13 3e fd 65 dc
44 1d 78 1c fd fd 29 fd fd
fd 5¢ fd Ob fd 7f 16 16 72
06 22 2b fd 56 27 fd fd 71
59 2¢ fd fd 21 41 fd 76 37
fd 16 fd fd 69 fd 69 fd fd
06 5a 41 fd fd fd 22 fd fd
51 1c fd 65 5d fd 5¢ fd fd
fd fd fd 54 fd 1a fd fd 42
52 fd 31 59 7a 48 6¢ 62
1a e fd fd fd 6b fd 09 52
fd 04 05 fd fd 82 Oc 03 fd
15 fd 35 fd 6¢ fd 55 24 6f
fd Ob 7d 19 fd 27 fd fd 42
17 6f fd Of fd fd fd 41 fd
44 32 fd 6¢ 45 fd 0f fd fd
4c fd 14 60 54 16 fd 6b fd
52 7c 1d fd 6¢ fd 76 fd fd
fd 3e 59 2b fd 77 fd 3e 7f
fd fd 3b 6b fd 27 35 Oc 03
2f 4f 1a 0e 49 61 78 7d fd
7c fd 36 3d

4b 36 74 65 31 59 47 50
6e 49 62 6f 34 47 63 47
4f 45 50 33 69 48 78 31
63 46 46 48 42 55 65 67
7578 52 47 6d 33 58 53

7b 33 36 41 36 39 38 42
39 2d 44 36 37 43 2d 34
45 30 37 2d 42 45 38 32
2d 30 45 43 35 42 31 34
423444 46 35 7d

Ascii Completion Count Source Address

.OW- success or wait 1 411859
h|&e"|@,k*Ag$j<)Ye[+d,N

\ RuVPp[UQ(4,8@7?

w;onc%!xeeqyTdD_+:0?

D'.Bge/Y$/GeW~d.WT~7

3==)iQhN-b?

_w&+z(X}H$gSjllat{F success or wait 1 4115FA
“xMeDx\r"

+V'qY,!Av7iiZA"Qe]\TR1z

HIbkRS5I

U$o}'BoAD2IEL TKR|Iv>Y

+w>;k'5/0lax}|6=

K6te1YGPnlbo4GcGOEP  success or wait 1 41164B
3iHx1cFFHBU
eguxRGmM3XS

{36A698B9-D67C-4EQ7-  success or wait 1 41167E
BE82-0EC5B14B4DF5}

Symbol

WriteFile

WriteFile

WriteFile

WriteFile
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File Path Offset Length Value Ascii Completion Count Source Address Symbol

C:\Users\user\Documents\KZWFNR 5 1021 65 fd 6¢ 21 fd fd 02 fd 65  IIK#08'wNe{m!e2H~j success or wait 1 411859 WriteFile
XYKNWKXEWIOTXI.pdf fdfd 4b fd fd fd 1a23 fd  mz1X8zOaRzm

fd 09 6f 38 fd 27 fd 16 15  [I"IBT#g5@wW%-

fd 1e 01 fd 77 fd 0f fd 01 }p_t%@"#p}>qz[q[

fd fd 4e fd 65 7b fd 6d 00 = jcK&Am}?eGbA(dJ

21 fd fd fd 12 fd 7f 65 32

fd fd 1f fd 3f fd fd Oc fd Of

48 fd fd 91 fd fd fd fd 7e

fd 11 6a fd fd fd 20 fd fd

6d 19 fd fd 7a fd 02 fd fd

31 fd fd 5d 58 fd fd 38 fd

fd 1b fd 00 7a fd fd fd 1f

4f 61 fd 52 06 7a fd 6d fd

fd 6c fd 49 18 fd 22 21 6¢

fd 42 fd fd 54 23 fd 67 fd

35fd 40 77 25 2d fd 7d 7f

16 fd 70 fd 02 fd fd 5f fd

1974 25 86 14 95 fd fd

151240 5e 19 fd fd fd 23

fd 70 0d fd Oa fd fd fd fd

7dfd 3e fd 71 19 7a fd fd

fd 5b 71 €0 fd 1b 5b fd fd

fd 6a 63 fd fd 4b 26 fd Oc

41 6d fd fd 7d fd 3f 6¢ fd

fd fd fd fd fd fd fd 65 fd fd

fd 47 62 fd fd fd fd fd 41

15128 64 4a

C:\Users\user\Documents\KZWFNR 1026 256 fd 13 fd 30 30 fd fd fd 7b  00{9+D6ro$vB success or wait 1 4115FA WriteFile
XYKINWKXEWIOTXI.pdf fdfd fd 10 fd fd 39 a8 fd ~ Jd]FU4N_,&UQ]7\o<

17 fd 2b 0d 44 05 fd 00 }Y0MX-]

36 fd 72 fd fd fd 6f fd fd fd = <fTIm\8/fQlc.mxR#t2w@

2476 12 fd 42 fd 20 4a fd nr=vNODLP_}*Ic;l:n,X";#

64 12 5d 06 64 46 55 34  7Ev

4e 5f 2¢ 26 fd Oe 1c fd 55

fd 51 fd 02 fd fd 5d 37 fd

5c¢ fd fd 14 fd fd 6f fd fd 3c

7d 59 fd fd 14 07 30 5e

3b 58 2d fd 5d fd 1b fd fd

fd fd fd fd fd 13 20 3c 66

fd 54 49 fd 6d fd 5¢ 1c fd

fd 38 2f fd fd fd fd fd fd fd

fd 66 fd bb 11 fd fd fd 51

fd fd 02 1a fd 49 13 fd Of

14 fd fd 05 08 63 00 87

2e fd 6d fd fd fd 78 52 fd

23 fd Oe 74 32 77 fd 40

00 0d 6e fd fd fd 72 fd fd

00 fd 1c fd 3d 01 fd 76 df

fd 4e 4f fd aa 44 fd 4c 50

b0 fd fd 5f 7d 2a fd Of 49

fd fd fd 63 3b 49 05 3a fd

fd 6e fd fd fd 2c 0d fd fd fd

fd fd 58 fd 22 15 1a 3b 0d

23 37 fd fd fd 45 76 fd fd

C:\Users\user\Documents\KZWFNR 1282 40 4b 36 74 6531594750 K6te1YGPnlbo4GcGOEP  success or wait 1 41164B WriteFile
XYKINWKXEWIOTXI.pdf 6e 49 62 6f 34 47 6347  3iHx1cFFHBU

4455033 6948 7831  eguxRGm3XS

63 46 46 48 42 55 65 67

75 78 52 47 6d 33 58 53

C:\Users\user\Documents\KZWFNR 1322 38 7b 33 364136393842 {36A698B9-D67C-4EQ7- success or wait 1 41167E WriteFile
XYKNWKXEWIOTXI.pdf 392d 44 36 37 432d 34  BE82-0EC5B14B4DF5}

45 30 37 2d 42 45 38 32

2d 30 45 43 354231 34

423444 46 35 7d
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File Path

C:\Users\user\Documents\LTKMYB
SEYZ\JSDNGYCOWY.mp3

C:\Users\user\Documents\LTKMYB
SEYZ\JSDNGYCOWY.mp3

C:\Users\user\Documents\LTKMYB
SEYZ\JSDNGYCOWY.mp3

C:\Users\user\Documents\LTKMYB
SEYZ\JSDNGYCOWY.mp3

Copyright Joe Security LLC 2022

Offset

5

1026

1282

1322

Length Value

1021 27 7b fd 5a fd db fd 5a 2e
f0 28 fd 6e 61 30 01 24 fd
6f fd fd 7f 2e fd 2d fd fd fd
fd 7a 52 fd 0f 44 1e fd 05
fd 43 Oc fd fd 6f 4c fd 77
66 fd 5f fd 36 28 30 07 fd
fd 59 fd fd 43 fd fd f2 16
63 fd 00 4a 12 21 67 6a
3d 46 fd 70 fd 62 4f fd fd
76 fd 02 44 3c fd fd 66 2¢
fd 59 fd 1f 58 fd 06 47 fd
fd 72 5a fd 3d fd 14 49 fd
7f 20 fd fd fd 7d 75 fd fd
13 56 fd fd 55 fd 25 fd 13
fd 2f fd 13 fd fd fd 62 68
fd 47 73 fd 94 21 fd fd fd
fd fd 78 fd 39 7e fd 38 fd
fd 15 fd 20 fd 44 7f fd 5e
fd 58 44 79 66 51 fd 21 fd
fd 1d 77 fd 69 0d fd 7f 60
74 fd 4f 78 fd fd fd fd 01
24 0d fd fd fd 07 fd 3e 6f
5f fd fd 5¢ fd 3a 01 fd fd
fd fd 31 fd fd 1f 12 74 fd
fd fd 53 09 0d 17 44 fd 37
75 43 5a fd fd 75 3e fd Oc
fd 57 fd fd 61 fd 55 fd fd

43 60 09 70 fd 6f fd 6b 43
07 85 fd fd 7d 9b fd fd fd
fd 6¢ fd fd 14 38 13 56 fd
fd fd 6e 63 fd 10 fd 2a 20
55 fd 7f 65 fd 45 fd b7 4b
06 fd fd fd 00 17 45 44 27
6110 fd 02 33 3¢ 7¢ fd fd
06 56 17 7d 1b fd fd 4c
2a 4c 61 77 fd fd 5a 3d
7209 fd 41 fd 6e 6d 18
77 fd 6e fd fd 07 fd fd fd
fd fd 5¢ 7f 1d fd 5a 38 fd
fd 7f 31 fd 22 fd 31 3b fd
fd 54 6d 70 5d fd fd fd 3b
fd 65 fd fd 56 64 fd fd fd
fd fd fd 73 bb 28 2a 1f 5a
0d 5f fd 2d 2b fd fd 2a fd
fd fd 61 fd 72 fd fd fd 45
00 fd fd 30 5d 01 fd fd fd
fd 20 fd 7d Of 1b 30 fd 7e
08 fd fd 42 fd 00 7f fd fd fd
fd 62 fd 44 fd fd 50 00 fd
fd Oc fd fd 69 0a 32 fd fd
1a 1f fd fd 6f 2¢ fd fd 1d fd
fd 64 24 fd 65 fd fd 53 fd
fd 55 1d fd 57 fd 2a 6b 4e
fd fd fd 3c 6¢ 1b fd fd 53
35 fd

40 4b 36 74 65 31 59 47 50
6e 49 62 6f 34 47 63 47
4f 45 50 33 69 48 78 31
63 46 46 48 42 55 65 67
7578 52 47 6d 33 58 53

256

38 7b 33 36 41 36 39 38 42
39 2d 44 36 37 43 2d 34
45 30 37 2d 42 45 38 32
2d 30 45 43 35 42 31 34
4234 44 46 35 7d

Ascii Completion Count Source Address
'{Z.(na0%o.-
zRDColwf_6(0YCclgj
=FpbOvD<f,YXGrZ=|
JuVU%/bhGs!x9~8
DAXDyfQ!wi'tOx$>0_\:1t

SD7uCZu>WaU

success or wait 1 411859

C pokC}i8Vnc* success or wait 1 4115FA
UeEKED'a3<|V}L*L

awZrAnmwn\81"1;Tmp];e

Vds(*Z_-+*arEQ]

}0~BbDPi20,deSUW*kN<

IS5

K6te1YGPnlbo4GcGOEP  success or wait 1
3iHx1cFFHBU
eguxRGmM3XS

41164B

{36A698B9-D67C-4EQ7-  success or wait 1 41167E

BE82-0EC5B14B4DF5}

Symbol

WriteFile

WriteFile

WriteFile

WriteFile

Page 210 of 236



File Path

C:\Users\user\Documents\LTKMYB

SEYZ\KZWFNRXYKI.png

C:\Users\user\Documents\LTKMYB

SEYZ\KZWFNRXYKI.png

C:\Users\user\Documents\LTKMYB

SEYZ\KZWFNRXYKI.png

C:\Users\user\Documents\LTKMYB

SEYZ\KZWFNRXYKI.png

Copyright Joe Security LLC 2022

Offset

5

1026

1282

1322

Length Value

1021

256

40

38

fd 5e 6a fd fd fd 67 fd fd
fd fd 72 fd 31 fd 7d fd 5¢
fd fd fd 7d 5a 18 5b 7d fd
06 1c fd 4d 5f Of fd 39 fd
fd fd fd 02 7f Oa fd 36 75
4d 3f 4d 3a fd 06 02 fd 16
003b 19 19 fd fd 20 3b fd
38 fd fd 73 49 3e 00 Of fd
fd Oe 3a 24 fd fd 24 fd fd
06 12 fd fd 6e 91 fd 15 37
fd 4f fd 2f Oe fd 22 fd 3b
5b fd 48 fd 54 65 fd fd 7c
fd 52 fd 6f fd 1b fd fd fd
74 21 26 fd 59 fd fd 5c 4f
fd 73 fd 2a fd 2a fd fd fd
fd 07 fd 49 fd 49 02 fd 45
59 40 77 fd 15 fd fd 06 fd
05 fd 1f fd 08 dc 1f fd 45
fd 44 fd fd fd 4e 59 10 fd
Oe 34 fd fd 75 fd 7a 01 2a
4572 04 fd fd 6f fd 14 fd
58 11 6¢ fd 38 fd fd 10 57
3c 47 2f fd 78 28 2e fd fd
fb 2a 06 fd Ob 32 fd 3d 79
fd 5d fd fd fd 56 fd 04 fd
fd Oc 77 fd 0d 57 fd fd 58
fd fd fd fd 54 fd 57 36 fd
fd

23 61 2e fd 66 58 79 44

06 fd 12 56 fd 17 67 fd fd
11 2f 69 fd fd fd fd 41 5e
fd e fd fd 5e fd fd 7a 73
fd 4b 9a Oa fd 19 fd 45 fd
30 7b fd 40 fd 3d 5a 47 fd
fd fd 1d df fd fd 29 fd 13

fd 48 fd 2d fd fd 53 64 fd
32 fd fd fd 16 b2 fd 30 fd
28 10 09 fd 2d 0f 76 58 fd
fd fd 71 63 fd 6b fd 07 fd
36 fd 31 fd fd 3e fd 53 fd
4511 3f fd fd 19 01 41 fd
4d fd 08 35 fd 22 68 b2 fd
7e fd 17 4b fd 02 35 fd fd
42 45 23 fd fd 5b 2f 39 Ob
fd fd 40 1d 7d 10 1afd 7c
fd fd 75 64 55 fd 1a 09 07
6113 5¢ 1958 52 34 1c

fd fd 51 fd fd fd 2c 2e fd

fd 00 ¢7 fd fd 7d 00 22 fd
fd fd 60 fd fd 49 fd 1d fd

fd 41 fd 24 fd 16 fd 6b fd
28 15 fd fd 53 7e 3a fd 3d
25 5b 39 94 78 fd 1f 62 fd
fd 4e 62 6¢ fd fd 1a fd 1c
51 04 08 fd fd fd fd fd fd

3500 fd

4b 36 74 65 31 59 47 50
6e 49 62 6f 34 47 63 47
4f 45 50 33 69 48 78 31
63 46 46 48 42 55 65 67
7578 52 47 6d 33 58 53

7b 33 36 41 36 39 38 42
39 2d 44 36 37 43 2d 34
45 30 37 2d 42 45 38 32
2d 30 45 43 35 42 31 34
4234 44 46 35 7d

Ascii

Ajgri\}Z[}M_SuM?M;;
;81>:$$n70/";
[HTe|Rot!&Y\Os*IIEY@E
DNY4u
Z*EroXI8BW<G/x(.*2=y]Vw
WXTW6

#a.fXyDVQiAN>"zsKE{@
=ZG)H-Sd20(-
vXqck61>SE?
AM5"h~K5BE#[/9@}|
udUa\R4Q,.}"" IA$K(S:=%
[9xbNbIQ5

Kéte1YGPNnIbo4GcGOEP
3iHx1cFFHBU
eguxRGmM3XS

{36A698B9-D67C-4E07-
BE82-0EC5B14B4DF5}

Completion

success or wait

success or wait

success or wait

success or wait

Count

1

1

1

1

Source Address

411859

4115FA

41164B

41167E

Symbol

WriteFile

WriteFile

WriteFile

WriteFile
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File Path

C:\Users\user\Documents\LTKMYB

SEYZ\LTKMYBSEYZ.docx

C:\Users\user\Documents\LTKMYB

SEYZ\LTKMYBSEYZ.docx

C:\Users\user\Documents\LTKMYB

SEYZ\LTKMYBSEYZ.docx

C:\Users\user\Documents\LTKMYB

SEYZ\LTKMYBSEYZ.docx

Copyright Joe Security LLC 2022

Offset

5

1026

1282

1322

Length Value

1021

256

40

38

3e 24 7a fd fd fd fd fd fd fd
54 fd 12 fd Oc fd fd 6d fd
fd 3a fd 7e fd Oe 5a 35 57
42 fd 77 fd 70 6b 5f 10 fd
4a fd fd 2a 42 fd fd 39 fd
fd fd 17 33 0f 68 1c 35 fd
6f 25 fd fd fd 27 fd fd fd
8b 10 fd 3f fd 4e 2a fd 37
fd 06 2d fd 13 fd fd Of fd
09 96 Oe fd fd 1b 13 59 fd
fd 29 fd fd b7 fd fd fd 3f
0Ob 5a 54 fd 30 6e 20 fd
65 fd fd d5 fd fd 70 fd fd
fd 1e 3e fd fd 39 fd fd 4d
fd fd 2e 5e fd 63 fd fd fd
Oc 42 fd fd 71 fd fd 4e 51
fd 48 06 fd 35 fd fd 13 fd
fd 05 fd fd 6¢ bb 3c fd 47
10 49 fd fd fd 36 4a fd 1b
37 76 fd fd 6f 37 6d fd fd
31 fd fd 76 95 fd 70 fd fd
1a 39 fd 68 fd fd 4d 05 fb
15 13 3a 7b 04 fd fd fd fd
2e 5e 4f 09 fd 37 fd fd 61
fd 62 78 15 fd 0d 6a fd 19
6b 2d 73 fd fd fd fd 49 fd
2e fd 43 7f

fd 2e fd fd fd fd 57 45 fd
21 4a b1 fd fd 06 65 2c fd
fd fd fd fd 66 2c fd fd 20
48 fd 2f 74 fd 5d 52 6f fd
15 74 fd fd fd 67 45 2f fd
49 43 1a fd fd 39 fd 00 20
6f 08 57 fd 2¢ 89 fd 5¢ 44
5d fd 7e 5¢ 47 2c fd 51 fd
3c 21 03 40 60 fd Oc fd
30 fd 35 3d fd 30 73 35
53 20 Oc fd 3a fd fd 28 7b
51 6a 66 3a 3a 3d fd 16
31 36 5e fd 63 1f fd 57 fd
74 73 65 7a fd fd fd 2¢c 30
fd fd fd 53 48 2c ed fd fd
00 fd fd fd 7e fd 1b 75 16
fd 78 fd fd fd 2e 0f 00 41
fd 66 fd fd fd 25 3b 2b fd
fd 4e fd fd fd 22 6b a7 78
07 fd fd fd 42 05 fd 51 55
fd 4c 3e 1a fd 3d 7e fd 35
79 5b fd 77 fd fd 76 fd Oc
7f fd fd fd fd 6d 58 4f 10
48 fd 5a 31 fd 5¢ 52 51 fd
fd fd fd 5d fd fd 75 fd fd
11 6¢ 52 7¢ 3¢ 47 fd fd fd
fd 27 fd fd Oe fd 2d 19 52
54 2d 12 6b fd

4b 36 74 65 31 59 47 50
6e 49 62 6f 34 47 63 47
4f 45 50 33 69 48 78 31
63 46 46 48 42 55 65 67
7578 52 47 6d 33 58 53

7b 33 36 41 36 39 38 42
39 2d 44 36 37 43 2d 34
45 30 37 2d 42 45 38 32
2d 30 45 43 35 42 31 34
423444 4635 7d

Ascii Completion Count Source Address

>$zTm:~ZWBwpk_*B93h success or wait 1 411859
50%'?N*7-Y)?ZT0n

p>9M.*cBgNQH5I<GI6J7

vo7m1vp9hM:{.*O7abxjk-

sIC

.WEUWJe,f,H/t]RotgE/IC9 success or wait 1 4115FA
oW,\D]~

\G,Q<!@°05=0s5S :

({Qjf::=16cWt

sez,0SH,~ux.Af%;+N"kxB

QUL>=~5y

[wvmXOHZ1\RQJuIR|<G'"-

RT-k

K6te1YGPnlbo4GcGOEP  success or wait 1
3iHx1cFFHBU
eguxRGmM3XS

41164B

{36A698B9-D67C-4EQ7-  success or wait 1 41167E

BE82-0EC5B14B4DF5}

Symbol

WriteFile

WriteFile

WriteFile

WriteFile

Page 212 of 236



File Path

C:\Users\user\Documents\LTKMYB
SEYZ\NWTVCDUMOB xIsx

C:\Users\user\Documents\LTKMYB
SEYZ\NWTVCDUMOB .xIsx

C:\Users\user\Documents\LTKMYB
SEYZ\NWTVCDUMOB.xIsx

C:\Users\user\Documents\LTKMYB
SEYZ\NWTVCDUMOB.xlsx

Copyright Joe Security LLC 2022

Offset

5

1026

1282

1322

Length Value

1021 fd 59 2d 28 17 6¢ 07 fd
40 fd fd 82 5e 37 fd 10 fd
ed fd fd 13 21 fd 62 5c 4e
7b fd {8 fd fd fd 31 Oe 62
01 fd 7c 23 32 52 fd 66
61 5¢ fd fd fd 25 3e 63 45
17 fd 79 fd fd 2b 25 fd fd
12 fd Oe fd 48 fd fd fd fd
6b 6d 51 7c fd 3b fd 7e
3e 56 fd 78 09 fd 09 5b
35 fd 5d fd 76 7c fd 5b 25
4f 04 27 fd fd 51 fd fd fd
fd fd 5¢ 59 fd 67 4a 7d 21
fd 67 3b 16 75 34 fd 55 fd
3b 21 fd fd 04 04 3f 07 49
fd d9 6c fd fd fd 73 fd 32
00 33 44 fd fd 3a fd 5d fd
fd fd fd fd 28 30 fd fd 03
5714 3e 34 12 edf2 fd
7e 37 4e 62 10 fd 19 fd fd
fd 72 fd fc fd 41 1e 0d 7e
fd 7c fd fd fd 69 36 3a 35
fd fd fd 1f fd fd 6a 03 26
54 fd 1d 4¢ fd 21 44 00 fd
06 00 70 26 fd 34 fd fd 7b
44 fd fd fd fd fd fd 05 fd 42
fd fd fd 32 fd 25 fd 10 56
12 fd

fd fd 02 fd 27 fd 5b fd fd
4426 70 70 Oe fd 74 05
3c fd fd 70 77 fd fd 2d fd
12 6a fd 02 3a 46 fd 2¢ fd
fd fd fd 7b fd fd fd fd fd Oc
fd fd fd fd 52 16 1b 2c 0d
49 fd fd fd fd 70 42 fd 66
52 68 fd fd fd 67 fd 61 fd
fd 5¢ 72 01 fd 36 41 5¢ fd
fd 58 fd fd fd fd fd fd 01 fd
cafd 7c 53 fd 37 61 2b
10 fd 2d 5a fd 73 fd 39 03
6b fd 18 5b 53 8d 70 15
18 fd fd 6e 04 fd fd fd 6d
fd 63 1c fd 4f fd 06 59 fd
Oe fd 74 32 fd fd 5b 7b 27
55 1a fd fd c3 b8 4a 53 fd
fd 47 fd fd 7c fd fd 3a fd
fd 2¢ 4c fd fd 7a 2f fd 5f fd
7b fd fd 38 4c 40 7a fd 4f
fd 7d fd 6e 4d 5b 6f fd 73
fd fd 47 fd fd 26 7d fd 3d
26 fd fd 70 67 fd fd 40 1a
65 fd fd 70 7¢c 38 fd 1a 07
fd fd Of 59 fd fd fd 2c 48
71 fd 4a fd 6¢ fd fd 46 6¢
3c fd fd 79 51 fd

256

40 4b 36 74 65 31 59 47 50
6e 49 62 6f 34 47 63 47
4f 45 50 33 69 48 78 31
63 46 46 48 42 55 65 67
7578 52 47 6d 33 58 53

38 7b 33 36 41 36 39 38 42
39 2d 44 36 37 43 2d 34
45 30 37 2d 42 45 38 32
2d 30 45 43 35 42 31 34
423444 4635 7d

Ascii Completion Count Source Address

Y- success or wait 1 411859
(I@"7'b\N{1b|#2Rfa\%>c

Ey+%HkmQ];~>Vx[5]|

[%0'Q\YgJ}!g;udU;!?

11s23D:]

(OW>4~7NbrA~|i6:j&TL!

Dp&4{DB2%\V

‘[D&ppt<pw-jF, success or wait 1 4115FA
{R,IpBfRhga\r6A\X|S7a+-
Zs9[SpnmcOYt2[{'UJSG]:

Lz/_{8L@zO}nM[osG&}&
pg@ep|8Y,HaJIFI<yQ

K6te1YGPnlbo4GcGOEP  success or wait 1 41164B
3iHx1cFFHBU

eguxRGmM3XS

{36A698B9-D67C-4EQ7-  success or wait 1 41167E

BE82-0EC5B14B4DF5}

Symbol

WriteFile

WriteFile

WriteFile

WriteFile
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File Path

C:\Users\user\Documents\LTKMYB
SEYZ\WUTJSCBCFX.pdf

C:\Users\user\Documents\LTKMYB
SEYZ\WUTJSCBCFX.pdf

C:\Users\user\Documents\LTKMYB
SEYZ\WUTJSCBCFX.pdf

C:\Users\user\Documents\LTKMYB
SEYZ\WUTJSCBCFX.pdf

Copyright Joe Security LLC 2022

Offset

5

1026

1282

1322

Length Value

1021 fd fd fd 75 2f fd 24 64 38
6e fd fd fd 5e 5d 2e fd 6b
fd bb 03 15 fd 3f fd 4f 5¢
fd fd 31 fd 6¢ 4d fd 17 34
fd 1e 31 0d 17 fd 07 fd 26
fd fd 49 70 32 fd fd 6a f9
62 fd 03 53 fd 0f fd fd fd
6f 78 2e 23 fd 2a fd fd 74
fd 08 fd fd fd fd fd 6f fd fd
fd fd 68 53 fd fd fd 65 61
fd 47 fd 28 fd fd 44 56 fd
51 35 62 48 7e fd 28 3b
fd fd 44 fd fd 78 1e fd fd
38 fd fd 20 24 fd 62 fd fd
fd fd fd 39 09 fd fd 2a fd
fd fd 5f fd fd 16 3e 68 fd
fd fd fd 06 fd 71 69 fd fd
3023 2a787e07711d
fd 5¢ fd 75 fd 4d fd 19 a1
fd 4b fd 34 fd 13 fd 6a fd
fd 31 fd 6a 57 fd fd 27 fd
2e fd fd 78 fd 30 20 70 4a
5b fd 6¢ 70 2e fd 70 08
21 fd fd 71 fd 58 57 fd fd
38 7d fd 13 fd 25 fd fd fd
26 fd fd fd 05 fd 71 00 fd
fd 64 fd fd fd 56 31 34 02
fd fd 5e 57 fd 2e 2b

256 6¢ fd fd fd fd 3f 2d 66 fd
73 fd 63 47 fd fd 30 fd 26
fd 13 fd fd 71 18 08 77 66
Ob fd fd 49 fd fd fd 19 32
11 fd 51 fd 20 fd fd 60 fd
42 99 06 55 7a 62 fd fd
16 79 fd ce fd 4d Oc fd 65
4d fd e5 7a 19 fd 64 fd fd
fd 7f 47 0Of fd 71 fd fd fd
55 2d fd fd 3e 02 09 49
61 fd 5e fd 34 fd 2b 65 5e
18 fd fd 8a fd 47 51 fd fd
fd 34 fd 5e fd 64 5¢ 57 fd
28 fd fd 4f fd fd 24 fd fd fd
fd 2e fd 4a fd fd fd 5¢ 2a
06 fd 3a 3b fd fd 38 fd fd
66 54 fd 2d fd 73 12 fd 11
50 fd 46 fd 70 1c 42 14 fd
77 fd 7b 27 fd fd fd fd 12
37 04 2c fd 51 00 41 fd fd
fd fd 10 fd 8f fd fd 7c fd
Oe 50 13 fd 48 fd 75 3b
08 fd 79 61 fd 61 15 fd fd
33 6e fd 18 fd 1a fd fd 06
fd 59 fd 2b 3f 1d fd fd 62
7b a7 1166 fd 1b 77 1c
59 18 54 44 fd fd fd 61 fd
2939 71

40 4b 36 74 65 31 59 47 50
6e 49 62 6f 34 47 63 47
4f 45 50 33 69 48 78 31
63 46 46 48 42 55 65 67
7578 52 47 6d 33 58 53

38 7b 33 36 41 36 39 38 42
39 2d 44 36 37 43 2d 34
45 30 37 2d 42 45 38 32
2d 30 45 43 35 42 31 34
423444 46 35 7d

Ascii Completion Count Source Address
u/$d8n”].k?
O\1IM41&Ip2jbSox.#*
tohSeaG(DVQ5bH~(;Dx8
$b9*_>hqi
0#*x~q\uMK4j1jW'.x0
pJ[lp.p!gX
W8}%&qdV14"W.+

success or wait 1 411859

1?-fscG0&qwI2Q success or wait 1 4115FA
"BUzbyMeMzdGqU-

>lar4+e"GQ4Nd\W(0$.J\

*1;8fT-sP

FpBw{'7,QA|PHu;yaa3nY

+?b{fwYTDa)9q

K6te1YGPnlbo4GcGOEP  success or wait 1
3iHx1cFFHBU
eguxRGmM3XS

41164B

{36A698B9-D67C-4EQ7-  success or wait 1 41167E

BE82-0EC5B14B4DF5}

Symbol

WriteFile

WriteFile

WriteFile

WriteFile
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File Path

C:\Users\user\Documents\LTKMYB 5
SEYZ\YPSIACHYXW.jpg

C:\Users\user\Documents\LTKMYB
SEYZ\YPSIACHYXW.jpg

File Read
File Path

C:\Users\user\AppData\Local\Microsoft\Windows\INetCookies\de

precated.cookie

C:\Users\user\AppData\Local\Microsoft\Windows\INetCookies\de

precated.cookie
C:\Users\user\Desktop\BPMLNOBVSB.jpg
C:\Users\user\Desktop\BPMLNOBVSB.jpg
C:\Users\user\Desktop\BPMLNOBVSB.xIsx
C:\Users\user\Desktop\BPMLNOBVSB.xIsx
C:\Users\user\Desktop\FENIVHOIKN.png
C:\Users\user\Desktop\FENIVHOIKN.png
C:\Users\user\Desktop\JSDNGYCOWY.mp3
C:\Users\user\Desktop\JSDNGYCOWY.mp3
C:\Users\user\Desktop\KZWFNRXYKI.docx
C:\Users\user\Desktop\KZWFNRXYKI.docx
C:\Users\user\Desktop\KZWFNRXYKI.png
C:\Users\user\Desktop\KZWFNRXYKI.png
C:\Users\user\Desktop\KZWFNRXYKI.xIsx
C:\Users\user\Desktop\KZWFNRXYKI.xIsx
C:\Users\user\Desktop\LTKMYBSEYZ.docx

Copyright Joe Security LLC 2022

Offset

1026

Length Value

1021

256

44 01 fd fd fd fd 29 58 7b
26 56 fd 0d fd 06 fd fd 27
5f fd fd 6d fd fd fd 66 fd
41 4e fd 2c fd fd 45 3f fd
57 fd fd 45 57 01 23 fd fd
7c fd fd 78 66 fd 55 65 58
€9 5d 07 04 21 fd 69 9¢c
fd fd Ob fd 75 fd 98 fd 34
fd fd 63 fd 74 fd Oe fd 73
02 61 fd fd fd fd fd fd 08
Ob fd fd 03 12 2d 7b 35 fd
fd fd fb 6a fd Ob 77 fd fd
fd 4a 7c fd fd fd fd fd 4c
67 29 44 fd 76 49 fd fd 61
47 1f fd 6f 2c fd 49 b5 3e
fd 03 36 fd 43 2¢ 7d 5b fd
4b 75 39 08 fd 61 59 fd
43 55 21 69 61 28 08 fd
65 5e fd 56 45 fd fd 1b fd
30 fd fd Ob 15 fd 61 fd 7f
fd 06 69 fd 66 77 fd 49 3d
fd 29 fd 62 6a 30 Oa fd fd
62 69 39 5d 43 fd fd fd 60
fd 36 44 fd fd fd 79 0d fd
65 4b 51 42 f5 30 14 3b
1f fd fd 40 fd 4c 05 fd 68
29 1229 fd fd 41 fd 28

fd fd 39 fd fd fd fd fd 15 fd
fd 43 fd 06 fd fd fd fd fd fd
04 24 fd fd 42 fd 4c fd fd
48 0d 11 fd fd 06 61 fd 2b
fd fd 48 fd Of 2a fd fd 4c
5c fd 10 63 fd fd fd 38 68
fd fd 5¢ fd 5b 32 fd fd 34
73 fd 57 6d fd 6f 12 fd 2b
fd fd fd fd 78 fd fd fd fd 8e
fd 48 31 2¢ fd 1f fd 39 7a
fd 7f fd 12 6e fd fd fd 62
20 fd 33 54 13 fd fd fd 48
fd fd 73 01 39 3f 33 75 fd
fd 40 33 fd 5f 1¢ 43 0f 5¢
fd fd 6b 07 40 Oc fd fd 27
18 fd 20 37 72 01 20 fd
19 03 fd 29 fd 37 39 56 fd
fd fd 28 00 34 b3 59 22
5e fd 7b 30 fd fd fd fd 41
12 fd 4¢c 02 fd 0d 47 6b
5d 23 36 fd fd 7c fd 3d fd
fd 4d Oe 12 74 71 fd fd fd
fd fd fd 48 fd 13 3¢ 73 01
fd fd fd 27 Oc fd fd fd fd 59
fd 4e 7e fd fd 48 25 fd 67
fd fd 60 e6 33 fd Oe Oc fd
59 49 fd fd fd 7f fd 00 2b
45 fd 48

Offset

unknown

unknown

unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown

unknown

Ascii

D)X{&V'_mfAN,E?
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Length

38

153605

38
153605
38
153605
38
153605
38
153605
38
153605
38
153605
38
153605
38

Completion

success or wait

success or wait

Completion

success or wait

success or wait

success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait

success or wait

Count

1

1

Count

1

Source Address

411859

4115FA

Source Address

41134B

41140B

41134B
41140B
41134B
41140B
41134B
41140B
41134B
41140B
41134B
41140B
41134B
41140B
41134B
41140B
41134B

Symbol

WriteFile

WriteFile

Symbol

ReadFile

ReadFile

ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
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C:\Users\user\Desktop\LTKMYBSE YZ.docx unknown 153605 success or wait 1 41140B ReadFile
C:\Users\user\Desktop\NEBFQQYWPS.png unknown 38 success or wait 1 41134B ReadFile
C:\Users\user\Desktop\NEBFQQYWPS.png unknown 153605 success or wait 1 41140B ReadFile
C:\Users\user\Desktop\NWTVCDUMOB.xIsx unknown 38 success or wait 1 41134B ReadFile
C:\Users\user\Desktop\NWTVCDUMOB.xIsx unknown 153605 success or wait 1 41140B ReadFile
C:\Users\user\Desktop\QNCYCDFIJJ.mp3 unknown 38 success or wait 1 41134B ReadFile
C:\Users\user\Desktop\QNCYCDFIJJ.mp3 unknown 153605 success or wait 1 41140B ReadFile
C:\Users\user\Desktop\RAYHIWGKDI.pdf unknown 38 success or wait 1 41134B ReadFile
C:\Users\user\Desktop\RAYHIWGKDI.pdf unknown 153605 success or wait 1 41140B ReadFile
C:\Users\user\Desktop\SFPUSAFIOL.mp3 unknown 38 success or wait 1 41134B ReadFile
C:\Users\user\Desktop\SFPUSAFIOL.mp3 unknown 153605 success or wait 1 41140B ReadFile
C:\Users\user\Desktop\SQRKHNBNYN.png unknown 38 success or wait 1 41134B ReadFile
C:\Users\user\Desktop\SQRKHNBNYN.png unknown 153605 success or wait 1 41140B ReadFile
C:\Users\user\Desktop\UOOJJOZIRH.jpg unknown 38 success or wait 1 41134B ReadFile
C:\Users\user\Desktop\UOOJJOZIRH.jpg unknown 153605 success or wait 1 41140B ReadFile
C:\Users\user\Desktop\WKXEWIOTXI.jpg unknown 38 success or wait 1 41134B ReadFile
C:\Users\user\Desktop\WKXEWIOTXI.jpg unknown 153605 success or wait 1 41140B ReadFile
C:\Users\user\Desktop\WKXEWIOTXI.mp3 unknown 38 success or wait 1 41134B ReadFile
C:\Users\user\Desktop\WKXEWIOTXI.mp3 unknown 153605 success or wait 1 41140B ReadFile
C:\Users\user\Desktop\WKXEWIOTXI.pdf unknown 38 success or wait 1 41134B ReadFile
C:\Users\user\Desktop\WKXEWIOTXI.pdf unknown 153605 success or wait 1 41140B ReadFile
C:\Users\user\Desktop\WUTJSCBCFX.docx unknown 38 success or wait 1 41134B ReadFile
C:\Users\user\Desktop\WUTJSCBCFX.docx unknown 153605 success or wait 1 41140B ReadFile
C:\Users\user\Desktop\WUTJSCBCFX.pdf unknown 38 success or wait 1 41134B ReadFile
C:\Users\user\Desktop\WUTJSCBCFX.pdf unknown 153605 success or wait 1 41140B ReadFile
C:\Users\user\Desktop\YPSIACHYXW.docx unknown 38 success or wait 1 41134B ReadFile
C:\Users\user\Desktop\YPSIACHYXW.docx unknown 153605 success or wait 1 41140B ReadFile
C:\Users\user\Desktop\YPSIACHYXW.jpg unknown 38 success or wait 1 41134B ReadFile
C:\Users\user\Desktop\YPSIACHYXW.jpg unknown 153605 success or wait 1 41140B ReadFile
C:\Users\user\Desktop\ZBEDCJPBEY .pdf unknown 38 success or wait 1 41134B ReadFile
C:\Users\user\Desktop\ZBEDCJPBEY .pdf unknown 153605 success or wait 1 41140B ReadFile
C:\Users\user\Desktop\ZBEDCJPBEY .xIsx unknown 38 success or wait 1 41134B ReadFile
C:\Users\user\Desktop\ZBEDCJPBEY .xIsx unknown 153605 success or wait 1 41140B ReadFile
C:\Users\user\Documents\BPMLNOBVSB.jpg unknown 38 success or wait 1 41134B ReadFile
C:\Users\user\Documents\BPMLNOBVSB.jpg unknown 153605 success or wait 1 41140B ReadFile
C:\Users\user\Documents\BPMLNOBVSB.xIsx unknown 38 success or wait 1 41134B ReadFile
C:\Users\user\Documents\BPMLNOBVSB.xIsx unknown 153605 success or wait 1 41140B ReadFile
C:\Users\user\Documents\FENIVHOIKN.png unknown 38 success or wait 1 41134B ReadFile
C:\Users\user\Documents\FENIVHOIKN.png unknown 153605 success or wait 1 41140B ReadFile
C:\Users\user\Documents\USDNGYCOWY.mp3 unknown 38 success or wait 1 41134B ReadFile
C:\Users\user\Documents\USDNGYCOWY.mp3 unknown 153605 success or wait 1 41140B ReadFile
C:\Users\user\Documents\KZWFNRXYKI.docx unknown 38 success or wait 1 41134B ReadFile
C:\Users\user\Documents\KZWFNRXYKI.docx unknown 153605 success or wait 1 41140B ReadFile
C:\Users\user\Documents\KZWFNRXYKI.png unknown 38 success or wait 1 41134B ReadFile
C:\Users\user\Documents\KZWFNRXYKI.png unknown 153605 success or wait 1 41140B ReadFile
C:\Users\user\Documents\KZWFNRXYKI.xIsx unknown 38 success or wait 1 41134B ReadFile
C:\Users\user\Documents\KZWFNRXYKI.xIsx unknown 153605 success or wait 1 41140B ReadFile
C:\Users\user\Documents\LTKMYBSEYZ.docx unknown 38 success or wait 1 41134B ReadFile
C:\Users\user\Documents\LTKMYBSEYZ.docx unknown 153605 success or wait 1 41140B ReadFile
C:\Users\user\Documents\NEBFQQYWPS.png unknown 38 success or wait 1 41134B ReadFile
C:\Users\user\Documents\NEBFQQYWPS.png unknown 153605 success or wait 1 41140B ReadFile
C:\Users\user\Documents\NWTVCDUMOB..xIsx unknown 38 success or wait 1 41134B ReadFile
C:\Users\user\Documents\NWTVCDUMOB..xIsx unknown 153605 success or wait 1 41140B ReadFile
C:\Users\user\Documents\QNCYCDFIJJ.mp3 unknown 38 success or wait 1 41134B ReadFile
C:\Users\user\Documents\QNCYCDFIJJ.mp3 unknown 153605 success or wait 1 41140B ReadFile
C:\Users\user\Documents\RAYHIWGKDI.pdf unknown 38 success or wait 1 41134B ReadFile
C:\Users\user\Documents\RAYHIWGKDI.pdf unknown 153605 success or wait 1 41140B ReadFile
C:\Users\user\Documents\SFPUSAFIOL.mp3 unknown 38 success or wait 1 41134B ReadFile
C:\Users\user\Documents\SFPUSAFIOL.mp3 unknown 153605 success or wait 1 41140B ReadFile
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C:\Users\user\Documents\SQRKHNBNYN.png unknown 38 success or wait 1 41134B ReadFile
C:\Users\user\Documents\SQRKHNBNYN.png unknown 153605 success or wait 1 41140B ReadFile
C:\Users\user\Documents\UOOJJOZIRH.jpg unknown 38 success or wait 1 41134B ReadFile
C:\Users\user\Documents\UOOJJOZIRH.jpg unknown 153605 success or wait 1 41140B ReadFile
C:\Users\user\Documents\WKXEWIOTXl.jpg unknown 38 success or wait 1 41134B ReadFile
C:\Users\user\Documents\WKXEWIOTXl.jpg unknown 153605 success or wait 1 41140B ReadFile
C:\Users\user\Documents\WKXEWIOTXI.mp3 unknown 38 success or wait 1 41134B ReadFile
C:\Users\user\Documents\WKXEWIOTXI.mp3 unknown 153605 success or wait 1 41140B ReadFile
C:\Users\user\Documents\WKXEWIOTXI.pdf unknown 38 success or wait 1 41134B ReadFile
C:\Users\user\Documents\WKXEWIOTXI.pdf unknown 153605 success or wait 1 41140B ReadFile
C:\Users\user\Documents\WUTJSCBCFX.docx unknown 38 success or wait 1 41134B ReadFile
C:\Users\user\Documents\WUTJSCBCFX.docx unknown 153605 success or wait 1 41140B ReadFile
C:\Users\user\Documents\WUTJSCBCFX.pdf unknown 38 success or wait 1 41134B ReadFile
C:\Users\user\Documents\WUTJSCBCFX.pdf unknown 153605 success or wait 1 41140B ReadFile
C:\Users\user\Documents\YPSIACHYXW.docx unknown 38 success or wait 1 41134B ReadFile
C:\Users\user\Documents\YPSIACHYXW.docx unknown 153605 success or wait 1 41140B ReadFile
C:\Users\user\Documents\YPSIACHYXW.jpg unknown 38 success or wait 1 41134B ReadFile
C:\Users\user\Documents\YPSIACHYXW.jpg unknown 153605 success or wait 1 41140B ReadFile
C:\Users\user\Documents\ZBEDCJPBEY.pdf unknown 38 success or wait 1 41134B ReadFile
C:\Users\user\Documents\ZBEDCJPBEY .pdf unknown 153605 success or wait 1 41140B ReadFile
C:\Users\user\Documents\ZBEDCJPBEY .xIsx unknown 38 success or wait 1 41134B ReadFile
C:\Users\user\Documents\ZBEDCJPBEY .xIsx unknown 153605 success or wait 1 41140B ReadFile
C:\Users\user\Downloads\BPMLNOBVSB.jpg unknown 38 success or wait 1 41134B ReadFile
C:\Users\user\Downloads\BPMLNOBVSB.jpg unknown 153605 success or wait 1 41140B ReadFile
C:\Users\user\Downloads\BPMLNOBVSB.xlsx unknown 38 success or wait 1 41134B ReadFile
C:\Users\user\Downloads\BPMLNOBVSB.xlsx unknown 153605 success or wait 1 41140B ReadFile
C:\Users\user\Downloads\FENIVHOIKN.png unknown 38 success or wait 1 41134B ReadFile
C:\Users\user\Downloads\FENIVHOIKN.png unknown 153605 success or wait 1 41140B ReadFile
C:\Users\user\Downloads\JSDNGYCOWY.mp3 unknown 38 success or wait 1 41134B ReadFile
C:\Users\user\Downloads\JSDNGYCOWY.mp3 unknown 153605 success or wait 1 41140B ReadFile
C:\Users\user\Downloads\KZWFNRXYKI.docx unknown 38 success or wait 1 41134B ReadFile
C:\Users\user\Downloads\KZWFNRXYKI.docx unknown 153605 success or wait 1 41140B ReadFile
C:\Users\user\Downloads\KZWFNRXYKI.png unknown 38 success or wait 1 41134B ReadFile
C:\Users\user\Downloads\KZWFNRXYKI.png unknown 153605 success or wait 1 41140B ReadFile
C:\Users\user\Downloads\KZWFNRXYKI.xIsx unknown 38 success or wait 1 41134B ReadFile
C:\Users\user\Downloads\KZWFNRXYKI.xIsx unknown 153605 success or wait 1 41140B ReadFile
C:\Users\user\Downloads\LTKMYBSEYZ.docx unknown 38 success or wait 1 41134B ReadFile
C:\Users\user\Downloads\LTKMYBSEYZ.docx unknown 153605 success or wait 1 41140B ReadFile
C:\Users\user\Downloads\NEBFQQYWPS.png unknown 38 success or wait 1 41134B ReadFile
C:\Users\user\Downloads\NEBFQQYWPS.png unknown 153605 success or wait 1 41140B ReadFile
C:\Users\user\Downloads\NWTVCDUMOB..xIsx unknown 38 success or wait 1 41134B ReadFile
C:\Users\user\Downloads\NWTVCDUMOB.xIsx unknown 153605 success or wait 1 41140B ReadFile
C:\Users\user\Downloads\QNCYCDFIJJ.mp3 unknown 38 success or wait 1 41134B ReadFile
C:\Users\user\Downloads\QNCYCDFIJJ.mp3 unknown 153605 success or wait 1 41140B ReadFile
C:\Users\user\Downloads\RAYHIWGKDI.pdf unknown 38 success or wait 1 41134B ReadFile
C:\Users\user\Downloads\RAYHIWGKDI.pdf unknown 153605 success or wait 1 41140B ReadFile
C:\Users\user\Downloads\SFPUSAFIOL.mp3 unknown 38 success or wait 1 41134B ReadFile
C:\Users\user\Downloads\SFPUSAFIOL.mp3 unknown 153605 success or wait 1 41140B ReadFile
C:\Users\user\Downloads\SQRKHNBNYN.png unknown 38 success or wait 1 41134B ReadFile
C:\Users\user\Downloads\SQRKHNBNYN.png unknown 153605 success or wait 1 41140B ReadFile
C:\Users\user\Downloads\UOOJJOZIRH.jpg unknown 38 success or wait 1 41134B ReadFile
C:\Users\user\Downloads\UOOJJOZIRH.jpg unknown 153605 success or wait 1 41140B ReadFile
C:\Users\user\Downloads\WKXEWIOTXl.jpg unknown 38 success or wait 1 41134B ReadFile
C:\Users\user\Downloads\WKXEWIOTXl.jpg unknown 153605 success or wait 1 41140B ReadFile
C:\Users\user\Downloads\WKXEWIOTXI|.mp3 unknown 38 success or wait 1 41134B ReadFile
C:\Users\user\Downloads\WKXEWIOTXI|.mp3 unknown 153605 success or wait 1 41140B ReadFile
C:\Users\user\Downloads\WKXEWIOTXI.pdf unknown 38 success or wait 1 41134B ReadFile
C:\Users\user\Downloads\WKXEWIOTXI.pdf unknown 153605 success or wait 1 41140B ReadFile
C:\Users\user\Downloads\WUTJSCBCFX.docx unknown 38 success or wait 1 41134B ReadFile
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C:\Users\user\Downloads\WUTJSCBCFX.docx unknown 153605 success or wait 1 41140B ReadFile
C:\Users\user\Downloads\WUTJSCBCFX.pdf unknown 38 success or wait 1 41134B ReadFile
C:\Users\user\Downloads\WUTJSCBCFX.pdf unknown 153605 success or wait 1 41140B ReadFile
C:\Users\user\Downloads\YPSIACHYXW.docx unknown 38 success or wait 1 41134B ReadFile
C:\Users\user\Downloads\YPSIACHYXW.docx unknown 153605 success or wait 1 41140B ReadFile
C:\Users\user\Downloads\YPSIACHYXW.jpg unknown 38 success or wait 1 41134B ReadFile
C:\Users\user\Downloads\YPSIACHYXW.jpg unknown 153605 success or wait 1 41140B ReadFile
C:\Users\user\Downloads\ZBEDCJPBEY .pdf unknown 38 success or wait 1 41134B ReadFile
C:\Users\user\Downloads\ZBEDCJPBEY .pdf unknown 153605 success or wait 1 41140B ReadFile
C:\Users\user\Downloads\ZBEDCJPBEY .xIsx unknown 38 success or wait 1 41134B ReadFile
C:\Users\user\Downloads\ZBEDCJPBEY .xIsx unknown 153605 success or wait 1 41140B ReadFile
C:\Users\user\Favorites\Amazon.url unknown 38 success or wait 1 41134B ReadFile
C:\Users\user\Favorites\Amazon.url unknown 153605 success or wait 1 41140B ReadFile
C:\Users\user\Favorites\Bing.url unknown 38 success or wait 1 41134B ReadFile
C:\Users\user\Favorites\Bing.url unknown 153605 success or wait 1 41140B ReadFile
C:\Users\user\Favorites\Facebook.url unknown 38 success or wait 1 41134B ReadFile
C:\Users\user\Favorites\Facebook.url unknown 153605 success or wait 1 41140B ReadFile
C:\Users\user\Favorites\Google.url unknown 38 success or wait 1 41134B ReadFile
C:\Users\user\Favorites\Google.url unknown 153605 success or wait 1 41140B ReadFile
C:\Users\user\Favorites\Live.url unknown 38 success or wait 1 41134B ReadFile
C:\Users\user\Favorites\Live.url unknown 153605 success or wait 1 41140B ReadFile
C:\Users\user\Favorites\NYTimes.url unknown 38 success or wait 1 41134B ReadFile
C:\Users\user\Favorites\NYTimes.url unknown 153605 success or wait 1 41140B ReadFile
C:\Users\user\Favorites\Reddit.url unknown 38 success or wait 1 41134B ReadFile
C:\Users\user\Favorites\Reddit.url unknown 153605 success or wait 1 41140B ReadFile
C:\Users\user\Favorites\Twitter.url unknown 38 success or wait 1 41134B ReadFile
C:\Users\user\Favorites\Twitter.url unknown 153605 success or wait 1 41140B ReadFile
C:\Users\user\Favorites\Wikipedia.url unknown 38 success or wait 1 41134B ReadFile
C:\Users\user\Favorites\Wikipedia.url unknown 153605 success or wait 1 41140B ReadFile
C:\Users\user\Favorites\Youtube.url unknown 38 success or wait 1 41134B ReadFile
C:\Users\user\Favorites\Youtube.url unknown 153605 success or wait 1 41140B ReadFile
C:\Users\user\AppData\Local\bowsakkdestx.txt unknown 38 success or wait 1 41134B ReadFile
C:\Users\user\AppData\Local\bowsakkdestx.txt unknown 153605 success or wait 1 41140B ReadFile
C:\Users\user\AppData\Local\lconCache.db unknown 38 success or wait 1 41134B ReadFile
C:\Users\user\AppData\Local\lconCache.db unknown 153605 success or wait 1 41140B ReadFile
C:\Users\user\AppData\Roaming\Microsoft\Windows\SendTo\Bluetooth unknown 38 success or wait 1 41134B ReadFile
File Transfer.LNK

C:\Users\user\AppData\Roaming\Microsoft\Windows\SendTo\Bluetooth unknown 153605 success or wait 1 41140B ReadFile
File Transfer.LNK

C:\Users\user\AppData\Roaming\Microsoft\Windows\SendTo\Desktop unknown 153605 success or wait 1 41140B ReadFile
(create shortcut).DeskLink

C:\Users\user\Desktop\KZWFNRXYKN\BPMLNOBVSB.xIsx unknown 38 success or wait 1 41134B ReadFile
C:\Users\user\Desktop\KZWFNRXYKN\BPMLNOBVSB.xIsx unknown 153605 success or wait 1 41140B ReadFile
C:\Users\user\Desktop\KZWFNRXYKNKZWFNRXYKI.docx unknown 38 success or wait 1 41134B ReadFile
C:\Users\user\Desktop\KZWFNRXYKNKZWFNRXYKI.docx unknown 153605 success or wait 1 41140B ReadFile
C:\Users\user\Desktop\KZWFNRXYKI\NEBFQQYWPS.png unknown 38 success or wait 1 41134B ReadFile
C:\Users\user\Desktop\KZWFNRXYKI\NEBFQQYWPS.png unknown 153605 success or wait 1 41140B ReadFile
C:\Users\user\Desktop\KZWFNRXYKINQNCYCDFIJJ.mp3 unknown 38 success or wait 1 41134B ReadFile
C:\Users\user\Desktop\KZWFNRXYKINQNCYCDFIJJ.mp3 unknown 153605 success or wait 1 41140B ReadFile
C:\Users\user\Desktop\KZWFNRXYKNUOOJJOZIRH.jpg unknown 38 success or wait 1 41134B ReadFile
C:\Users\user\Desktop\KZWFNRXYKNUOOJJOZIRH.jpg unknown 153605 success or wait 1 41140B ReadFile
C:\Users\user\Desktop\KZWFNRXYKNWKXEWIOTXI.pdf unknown 38 success or wait 1 41134B ReadFile
C:\Users\user\Desktop\KZWFNRXYKNWKXEWIOTXI.pdf unknown 153605 success or wait 1 41140B ReadFile
C:\Users\user\Desktop\LTKMYBSEYZ\JSDNGYCOWY.mp3 unknown 38 success or wait 1 41134B ReadFile
C:\Users\user\Desktop\LTKMYBSEYZ\JSDNGYCOWY.mp3 unknown 153605 success or wait 1 41140B ReadFile
C:\Users\user\Desktop\LTKMYBSEYZ\KZWFNRXYKI.png unknown 38 success or wait 1 41134B ReadFile
C:\Users\user\Desktop\LTKMYBSEYZ\KZWFNRXYKI.png unknown 153605 success or wait 1 41140B ReadFile
C:\Users\user\Desktop\LTKMYBSEYZ\LTKMYBSEYZ.docx unknown 38 success or wait 1 41134B ReadFile
C:\Users\user\Desktop\LTKMYBSEYZ\LTKMYBSEYZ.docx unknown 153605 success or wait 1 41140B ReadFile
C:\Users\user\Desktop\LTKMYBSEYZ\NWTVCDUMOB.xlsx unknown 38 success or wait 1 41134B ReadFile
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C:\Users\user\Desktop\LTKMYBSEYZ\NWTVCDUMOB.xlsx unknown 153605 success or wait 1 41140B ReadFile
C:\Users\user\Desktop\LTKMYBSEYZ\WUTJSCBCFX.pdf unknown 38 success or wait 1 41134B ReadFile
C:\Users\user\Desktop\LTKMYBSEYZ\WUTJSCBCFX.pdf unknown 153605 success or wait 1 41140B ReadFile
C:\Users\user\Desktop\LTKMYBSEYZ\YPSIACHYXW.jpg unknown 38 success or wait 1 41134B ReadFile
C:\Users\user\Desktop\LTKMYBSEYZ\YPSIACHYXW.jpg unknown 153605 success or wait 1 41140B ReadFile
C:\Users\user\Desktop\WUTJSCBCFX\BPMLNOBVSB.jpg unknown 38 success or wait 1 41134B ReadFile
C:\Users\user\Desktop\WUTJSCBCFX\BPMLNOBVSB.jpg unknown 153605 success or wait 1 41140B ReadFile
C:\Users\user\Desktop\WUTJSCBCFX\FENIVHOIKN.png unknown 38 success or wait 1 41134B ReadFile
C:\Users\user\Desktop\WUTJSCBCFX\FENIVHOIKN.png unknown 153605 success or wait 1 41140B ReadFile
C:\Users\user\Desktop\WUTJSCBCFX\KZWFNRXYKI.xIsx unknown 38 success or wait 1 41134B ReadFile
C:\Users\user\Desktop\WUTJSCBCFX\KZWFNRXYKI.xIsx unknown 153605 success or wait 1 41140B ReadFile
C:\Users\user\Desktop\WUTJSCBCFX\WKXEWIOTXI.mp3 unknown 38 success or wait 1 41134B ReadFile
C:\Users\user\Desktop\WUTJSCBCFX\WKXEWIOTXI.mp3 unknown 153605 success or wait 1 41140B ReadFile
C:\Users\user\Desktop\WUTJSCBCFX\WUTJSCBCFX.docx unknown 38 success or wait 1 41134B ReadFile
C:\Users\user\Desktop\WUTJSCBCFX\WUTJSCBCFX.docx unknown 153605 success or wait 1 41140B ReadFile
C:\Users\user\Desktop\WUTJSCBCFX\ZBEDCJPBEY .pdf unknown 38 success or wait 1 41134B ReadFile
C:\Users\user\Desktop\WUTJSCBCFX\ZBEDCJPBEY .pdf unknown 153605 success or wait 1 41140B ReadFile
C:\Users\user\Desktop\YPSIACHYXW\RAYHIWGKDI.pdf unknown 38 success or wait 1 41134B ReadFile
C:\Users\user\Desktop\YPSIACHYXW\RAYHIWGKDI.pdf unknown 153605 success or wait 1 41140B ReadFile
C:\Users\user\Desktop\YPSIACHYXW\SFPUSAFIOL.mp3 unknown 38 success or wait 1 41134B ReadFile
C:\Users\user\Desktop\YPSIACHYXW\SFPUSAFIOL.mp3 unknown 153605 success or wait 1 41140B ReadFile
C:\Users\user\Desktop\YPSIACHYXW\SQRKHNBNYN.png unknown 38 success or wait 1 41134B ReadFile
C:\Users\user\Desktop\YPSIACHYXW\SQRKHNBNYN.png unknown 153605 success or wait 1 41140B ReadFile
C:\Users\user\Desktop\YPSIACHYXW\WKXEWIOTXI.jpg unknown 38 success or wait 1 41134B ReadFile
C:\Users\user\Desktop\YPSIACHYXW\WKXEWIOTXI.jpg unknown 153605 success or wait 1 41140B ReadFile
C:\Users\user\Desktop\YPSIACHYXW\YPSIACHYXW.docx unknown 38 success or wait 1 41134B ReadFile
C:\Users\user\Desktop\YPSIACHYXW\YPSIACHYXW.docx unknown 153605 success or wait 1 41140B ReadFile
C:\Users\user\Desktop\YPSIACHYXW\ZBEDCJPBEY .xlsx unknown 38 success or wait 1 41134B ReadFile
C:\Users\user\Desktop\YPSIACHYXW\ZBEDCJPBEY .xlsx unknown 153605 success or wait 1 41140B ReadFile
C:\Users\user\Documents\KZWFNRXYKI\BPMLNOBVSB.xIsx unknown 38 success or wait 1 41134B ReadFile
C:\Users\user\Documents\KZWFNRXYKI\BPMLNOBVSB.xIsx unknown 153605 success or wait 1 41140B ReadFile
C:\Users\user\Documents\KZWFNRXYKI\KZWFNRXYKI.docx unknown 38 success or wait 1 41134B ReadFile
C:\Users\user\Documents\KZWFNRXYKINKZWFNRXYKI.docx unknown 153605 success or wait 1 41140B ReadFile
C:\Users\user\Documents\KZWFNRXYKI\NEBFQQYWPS.png unknown 38 success or wait 1 41134B ReadFile
C:\Users\user\Documents\KZWFNRXYKI\NEBFQQYWPS.png unknown 153605 success or wait 1 41140B ReadFile
C:\Users\user\Documents\KZWFNRXYKI\QNCYCDFIJJ.mp3 unknown 38 success or wait 1 41134B ReadFile
C:\Users\user\Documents\KZWFNRXYKI\QNCYCDFIJJ.mp3 unknown 153605 success or wait 1 41140B ReadFile
C:\Users\user\Documents\KZWFNRXYKNUOOJJOZIRH.jpg unknown 38 success or wait 1 41134B ReadFile
C:\Users\user\Documents\KZWFNRXYKINUOOJJOZIRH.jpg unknown 153605 success or wait 1 41140B ReadFile
C:\Users\user\Documents\KZWFNRXYKINWKXEWIOTXI.pdf unknown 38 success or wait 1 41134B ReadFile
C:\Users\user\Documents\KZWFNRXYKNWKXEWIOTXI.pdf unknown 153605 success or wait 1 41140B ReadFile
C:\Users\user\Documents\LTKMYBSEYZ\JSDNGYCOWY.mp3 unknown 38 success or wait 1 41134B ReadFile
C:\Users\user\Documents\LTKMYBSEYZ\JSDNGYCOWY.mp3 unknown 153605 success or wait 1 41140B ReadFile
C:\Users\user\Documents\LTKMYBSEYZ\KZWFNRXYKI.png unknown 38 success or wait 1 41134B ReadFile
C:\Users\user\Documents\LTKMYBSEYZ\KZWFNRXYKI.png unknown 153605 success or wait 1 41140B ReadFile
C:\Users\user\Documents\LTKMYBSEYZ\LTKMYBSEYZ.docx unknown 38 success or wait 1 41134B ReadFile
C:\Users\user\Documents\LTKMYBSEYZ\LTKMYBSEYZ.docx unknown 153605 success or wait 1 41140B ReadFile
C:\Users\user\Documents\LTKMYBSEYZ\NWTVCDUMOB.xIsx unknown 38 success or wait 1 41134B ReadFile
C:\Users\user\Documents\LTKMYBSEYZ\NWTVCDUMOB.xIsx unknown 153605 success or wait 1 41140B ReadFile
C:\Users\user\Documents\LTKMYBSEYZ\WUTJSCBCFX.pdf unknown 38 success or wait 1 41134B ReadFile
C:\Users\user\Documents\LTKMYBSEYZ\WUTJSCBCFX.pdf unknown 153605 success or wait 1 41140B ReadFile
C:\Users\user\Documents\LTKMYBSEYZ\YPSIACHYXW.jpg unknown 38 success or wait 1 41134B ReadFile
C:\Users\user\Documents\LTKMYBSEYZ\YPSIACHYXW.jpg unknown 153605 success or wait 1 41140B ReadFile
C:\Users\user\Documents\WUTJSCBCFX\BPMLNOBVSB.jpg unknown 38 success or wait 1 41134B ReadFile
C:\Users\user\Documents\WUTJSCBCFX\BPMLNOBVSB.jpg unknown 153605 success or wait 1 41140B ReadFile
C:\Users\user\Documents\WUTJSCBCFX\FENIVHOIKN.png unknown 38 success or wait 1 41134B ReadFile
C:\Users\user\Documents\WUTJSCBCFX\FENIVHOIKN.png unknown 153605 success or wait 1 41140B ReadFile
C:\Users\user\Documents\WUTJSCBCFX\KZWFNRXYKI.xIsx unknown 38 success or wait 1 41134B ReadFile
C:\Users\user\Documents\WUTJSCBCFX\KZWFNRXYKI.xIsx unknown 153605 success or wait 1 41140B ReadFile
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C:\Users\user\Documents\WUTJSCBCFX\WKXEWIOTXI.mp3 unknown 38 success or wait 1 41134B ReadFile
C:\Users\user\Documents\WUTJSCBCFX\WKXEWIOTXI.mp3 unknown 153605 success or wait 1 41140B ReadFile
C:\Users\user\Documents\WUTJSCBCFX\WUTJSCBCFX.docx unknown 38 success or wait 1 41134B ReadFile
C:\Users\user\Documents\WUTJSCBCFX\WUTJSCBCFX.docx unknown 153605 success or wait 1 41140B ReadFile
C:\Users\user\Documents\WUTJSCBCFX\ZBEDCJPBEY .pdf unknown 38 success or wait 1 41134B ReadFile
C:\Users\user\Documents\WUTJSCBCFX\ZBEDCJPBEY .pdf unknown 153605 success or wait 1 41140B ReadFile
C:\Users\user\Documents\YPSIACHYXW\RAYHIWGKDI.pdf unknown 38 success or wait 1 41134B ReadFile
C:\Users\user\Documents\YPSIACHYXW\RAYHIWGKDI.pdf unknown 153605 success or wait 1 41140B ReadFile
C:\Users\user\Documents\YPSIACHYXW\SFPUSAFIOL.mp3 unknown 38 success or wait 1 41134B ReadFile
C:\Users\user\Documents\YPSIACHYXW\SFPUSAFIOL.mp3 unknown 153605 success or wait 1 41140B ReadFile
C:\Users\user\Documents\YPSIACHYXW\SQRKHNBNYN.png unknown 38 success or wait 1 41134B ReadFile
C:\Users\user\Documents\YPSIACHYXW\SQRKHNBNYN.png unknown 153605 success or wait 1 41140B ReadFile
C:\Users\user\Documents\YPSIACHYXW\WKXEWIOTXI.jpg unknown 38 success or wait 1 41134B ReadFile
C:\Users\user\Documents\YPSIACHYXW\WKXEWIOTXI.jpg unknown 153605 success or wait 1 41140B ReadFile
C:\Users\user\Documents\YPSIACHYXW\YPSIACHYXW.docx unknown 38 success or wait 1 41134B ReadFile
C:\Users\user\Documents\YPSIACHYXW\YPSIACHYXW.docx unknown 153605 success or wait 1 41140B ReadFile
C:\Users\user\Documents\YPSIACHYXW\ZBEDCJPBEY .xIsx unknown 38 success or wait 1 41134B ReadFile
C:\Users\user\Documents\YPSIACHYXW\ZBEDCJPBEY .xIsx unknown 153605 success or wait 1 41140B ReadFile
C:\Users\user\AppData\Local\81bc8e9b-9d47-41ad-b82b-bbc3ff54 unknown 38 success or wait 1 41134B ReadFile
a6de\build3.exe

C:\Users\user\AppData\Local\81bc8e9b-9d47-41ad-b82b-bbc3ff54 unknown 153605 success or wait 1 41140B ReadFile
a6de\build3.exe

C:\Users\user\AppData\Local\ConnectedDevicesPlatform\CDPGlob unknown 38 success or wait 1 41134B ReadFile
alSettings.cdp

C:\Users\user\AppData\Local\ConnectedDevicesPlatform\CDPGlob unknown 153605 success or wait 1 41140B ReadFile
alSettings.cdp

C:\Users\user\AppData\Local\Temp\AdobeARM.log unknown 38 success or wait 1 41134B ReadFile
C:\Users\user\AppData\Local\Temp\AdobeARM.log unknown 153605 success or wait 1 41140B ReadFile
C:\Users\user\AppData\Local\Temp\chrome_installer.log unknown 38 success or wait 1 41134B ReadFile
C:\Users\user\AppData\Local\Temp\chrome_installer.log unknown 153605 success or wait 1 41140B ReadFile
C:\Users\user\AppData\Local\Temp\JavaDeployReg.log unknown 38 success or wait 1 41134B ReadFile
C:\Users\user\AppData\Local\Temp\JavaDeployReg.log unknown 153605 success or wait 1 41140B ReadFile
C:\Users\user\AppData\Local\Temp\SetupExe(2020072310200717D0).log  unknown 38 success or wait 1 41134B ReadFile
C:\Users\user\AppData\Local\Temp\SetupExe(2020072310200717D0).log  unknown 153605 success or wait 1 41140B ReadFile
C:\Users\user\AppData\Local\Temp\tmpCDDA.tmp unknown 38 success or wait 1 41134B ReadFile
C:\Users\user\AppData\Local\Temp\tmpCDDA.tmp unknown 153605 success or wait 1 41140B ReadFile
C:\Users\user\AppData\Roaming\Microsoft\Office\MSO1033.acl unknown 38 success or wait 1 41134B ReadFile
C:\Users\user\AppData\Roaming\Microsoft\Office\MSO1033.acl unknown 153605 success or wait 1 41140B ReadFile
C:\Users\user\AppData\Roaming\Microsoft\Templates\Normal.dotm unknown 38 success or wait 1 41134B ReadFile
C:\Users\user\AppData\Roaming\Microsoft\Templates\Normal.dotm unknown 153605 success or wait 1 41140B ReadFile
C:\Users\user\AppData\Local\Adobe\ColoACECache11.Ist unknown 38 success or wait 1 41134B ReadFile
C:\Users\user\AppData\Local\Adobe\ColoACECache11.Ist unknown 153605 success or wait 1 41140B ReadFile
C:\Users\user\AppData\Local\Comms\UnistoreDB\USS.jcp unknown 38 success or wait 1 41134B ReadFile
C:\Users\user\AppData\Local\Comms\UnistoreDB\USS.jcp unknown 153605 success or wait 1 41140B ReadFile
C:\Users\user\AppData\Local\Comms\UnistoreDB\USSres00001 .jrs unknown 38 success or wait 1 41134B ReadFile
C:\Users\user\AppData\Local\Comms\UnistoreDB\USSres00001 .jrs unknown 153605 success or wait 1 41140B ReadFile
C:\Users\user\AppData\Local\Comms\UnistoreDB\USSres00002.jrs unknown 38 success or wait 1 41134B ReadFile
C:\Users\user\AppData\Local\Comms\UnistoreDB\USSres00002.jrs unknown 153605 success or wait 1 41140B ReadFile
C:\Users\user\AppData\Local\Comms\UnistoreDB\USStmp.jtx unknown 38 success or wait 1 41134B ReadFile
C:\Users\user\AppData\Local\Comms\Unistore DB\USStmp.jtx unknown 153605 success or wait 1 41140B ReadFile
C:\Users\user\AppData\Local\Microsoft\CLR_v4.0_32\ngen.log unknown 38 success or wait 1 41134B ReadFile
C:\Users\user\AppData\Local\Microsoft\CLR_v4.0_32\ngen.log unknown 153605 success or wait 1 41140B ReadFile
C:\Users\user\AppData\Local\Microsoft\Internet Explorer\brndlog.txt unknown 38 success or wait 1 41134B ReadFile
C:\Users\user\AppData\Local\Microsoft\Internet Explorer\brndlog.txt unknown 153605 success or wait 1 41140B ReadFile
C:\Users\user\AppData\Local\Microsoft\Internet Explorenie4uinit- unknown 38 success or wait 1 41134B ReadFile

ClearlconCache.log

C:\Users\user\AppData\Local\Microsoft\Internet Explorenie4uinit- unknown 153605 success or wait 1 41140B ReadFile
ClearlconCache.log

C:\Users\user\AppData\Local\Microsoft\Internet Explorenie4uinit- unknown 38 success or wait 1 41134B ReadFile
UserConfig.log

C:\Users\user\AppData\Local\Microsoft\Internet Explorenie4uinit- unknown 153605 success or wait 1 41140B ReadFile
UserConfig.log
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C:\Users\user\AppData\Local\Microsoft\Internet ExplorenMSIMGSIZ.DAT  unknown 38 success or wait 1 41134B ReadFile
C:\Users\user\AppData\Local\Microsoft\Internet Explorer\MSIMGSIZ.DAT unknown 153605 success or wait 1 41140B ReadFile
C:\Users\user\AppData\Local\Microsoft\PenWorkspace\DiscoverC unknown 38 success or wait 1 41134B ReadFile

acheData.dat

C:\Users\user\AppData\Local\Microsoft\PenWorkspace\DiscoverC unknown 153605 success or wait 1 41140B ReadFile
acheData.dat

C:\Users\user\AppData\Local\Temp\CR_4BAC1.tmp\setup.exe unknown 38 success or wait 1 41134B ReadFile
C:\Users\user\AppData\Local\Temp\CR_4BAC1.tmp\setup.exe unknown 153605 success or wait 1 41140B ReadFile
C:\Users\user\AppData\Local\Temp\FOAA5307-87B6-41CC-8AB9-9D4 unknown 38 success or wait 1 41134B ReadFile
E70F644BD\DismHost.exe

C:\Users\user\AppData\Local\Temp\FOAA5307-87B6-41CC-8AB9-9D4 unknown 153605 success or wait 1 41140B ReadFile
E70F644BD\DismHost.exe

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\Low\ unknown 38 success or wait 1 41134B ReadFile
MSIMGSIZ.DAT

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\Low\ unknown 153605 success or wait 1 41140B ReadFile
MSIMGSIZ.DAT

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\Low\ unknown 38 success or wait 1 41134B ReadFile
SmartScreenCache.dat

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\Low\ unknown 153605 success or wait 1 41140B ReadFile
SmartScreenCache.dat

C:\Users\user\AppData\Roaming\Microsoft\Bibliography\Style\A unknown 38 success or wait 1 41134B ReadFile
PASixthEditionOfficeOnline.xsl

C:\Users\user\AppData\Roaming\Microsoft\Bibliography\Style\A unknown 153605 success or wait 1 41140B ReadFile
PASixthEditionOfficeOnline.xsl

C:\Users\user\AppData\Roaming\Microsoft\Bibliography\Style\C unknown 38 success or wait 1 41134B ReadFile
HICAGO.XSL

C:\Users\user\AppData\Roaming\Microsoft\Bibliography\Style\C unknown 153605 success or wait 1 41140B ReadFile
HICAGO.XSL

C:\Users\user\AppData\Roaming\Microsoft\Bibliography\Style\GB.XSL unknown 38 success or wait 1 41134B ReadFile
C:\Users\user\AppData\Roaming\Microsoft\Bibliography\Style\GB.XSL unknown 153605 success or wait 1 41140B ReadFile
C:\Users\user\AppData\Roaming\Microsoft\Bibliography\Style\G unknown 38 success or wait 1 41134B ReadFile
ostName.XSL

C:\Users\user\AppData\Roaming\Microsoft\Bibliography\Style\G unknown 153605 success or wait 1 41140B ReadFile
ostName.XSL

C:\Users\user\AppData\Roaming\Microsoft\Bibliography\Style\G unknown 38 success or wait 1 41134B ReadFile
ostTitle.XSL

C:\Users\user\AppData\Roaming\Microsoft\Bibliography\Style\G unknown 153605 success or wait 1 41140B ReadFile
ostTitle.XSL

C:\Users\user\AppData\Roaming\Microsoft\Bibliography\Style\H unknown 38 success or wait 1 41134B ReadFile
arvardAnglia20080fficeOnline.xsl

C:\Users\user\AppData\Roaming\Microsoft\Bibliography\Style\H unknown 153605 success or wait 1 41140B ReadFile
arvardAnglia20080fficeOnline.xsl

C:\Users\user\AppData\Roaming\Microsoft\Bibliography\Style\l unknown 38 success or wait 1 41134B ReadFile
EEE20060fficeOnline.xsl

C:\Users\user\AppData\Roaming\Microsoft\Bibliography\Style\l unknown 153605 success or wait 1 41140B ReadFile
EEE20060fficeOnline.xsl

C:\Users\user\AppData\Roaming\Microsoft\Bibliography\Style\ISO690.XSL  unknown 38 success or wait 1 41134B ReadFile
C:\Users\user\AppData\Roaming\Microsoft\Bibliography\Style\ISO690.XSL  unknown 153605 success or wait 1 41140B ReadFile
C:\Users\user\AppData\Roaming\Microsoft\Bibliography\Style\l unknown 38 success or wait 1 41134B ReadFile
SO690Nmerical. XSL

C:\Users\user\AppData\Roaming\Microsoft\Bibliography\Style\l unknown 153605 success or wait 1 41140B ReadFile
SO690Nmerical. XSL

C:\Users\user\AppData\Roaming\Microsoft\Bibliography\Style\M unknown 38 success or wait 1 41134B ReadFile
LASeventhEditionOfficeOnline.xsl|

C:\Users\user\AppData\Roaming\Microsoft\Bibliography\Style\M unknown 153605 success or wait 1 41140B ReadFile
LASeventhEditionOfficeOnline.xsl

C:\Users\user\AppData\Roaming\Microsoft\Bibliography\Style\SIST02.XSL  unknown 38 success or wait 1 41134B ReadFile
C:\Users\user\AppData\Roaming\Microsoft\Bibliography\Style\SIST02.XSL  unknown 153605 success or wait 1 41140B ReadFile
C:\Users\user\AppData\Roaming\Microsoft\Bibliography\Style\T unknown 38 success or wait 1 41134B ReadFile
URABIAN.XSL

C:\Users\user\AppData\Roaming\Microsoft\Bibliography\Style\T unknown 153605 success or wait 1 41140B ReadFile
URABIAN.XSL

C:\Users\user\AppData\Roaming\Microsoft\Office\Recent\index.dat unknown 153605 success or wait 1 41140B ReadFile
C:\Users\user\AppData\Roaming\Microsoft\Office\Recent\Templates.LNK  unknown 38 success or wait 1 41134B ReadFile
C:\Users\user\AppData\Roaming\Microsoft\Office\Recent\Templates.LNK  unknown 153605 success or wait 1 41140B ReadFile
C:\Users\user\AppData\Roaming\Microsoft\Windows\Libraries\Ca unknown 38 success or wait 1 41134B ReadFile

meraRoll.library-ms
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C:\Users\user\AppData\Roaming\Microsoft\Windows\Libraries\Ca unknown 153605 success or wait 1 41140B ReadFile
meraRoll.library-ms

C:\Users\user\AppData\Roaming\Microsoft\Windows\Libraries\Do unknown 38 success or wait 1 41134B ReadFile
cuments.library-ms

C:\Users\user\AppData\Roaming\Microsoft\Windows\Libraries\Do unknown 153605 success or wait 1 41140B ReadFile
cuments.library-ms

C:\Users\user\AppData\Roaming\Microsoft\Windows\Libraries\Mu unknown 38 success or wait 1 41134B ReadFile
sic.library-ms

C:\Users\user\AppData\Roaming\Microsoft\Windows\Libraries\Mu unknown 153605 success or wait 1 41140B ReadFile
sic.library-ms

C:\Users\user\AppData\Roaming\Microsoft\Windows\Libraries\Pi unknown 38 success or wait 1 41134B ReadFile
ctures.library-ms

C:\Users\user\AppData\Roaming\Microsoft\Windows\Libraries\Pi unknown 153605 success or wait 1 41140B ReadFile
ctures.library-ms

C:\Users\user\AppData\Roaming\Microsoft\Windows\Libraries\Vi unknown 38 success or wait 1 41134B ReadFile
deos.library-ms

C:\Users\user\AppData\Roaming\Microsoft\Windows\Libraries\Vi unknown 153605 success or wait 1 41140B ReadFile
deos.library-ms

C:\Users\user\AppData\Local\Adobe\Acrobat\DC\AdobeCMapFnt19.Ist unknown 38 success or wait 1 41134B ReadFile
C:\Users\user\AppData\Local\Adobe\Acrobat\DC\AdobeCMapFnt19.Ist unknown 153605 success or wait 1 41140B ReadFile
C:\Users\user\AppData\Local\Adobe\Acrobat\DC\AdobeSysFnt19.Ist unknown 38 success or wait 1 41134B ReadFile
C:\Users\user\AppData\Local\Adobe\Acrobat\DC\AdobeSysFnt19.Ist unknown 153605 success or wait 1 41140B ReadFile
C:\Users\user\AppData\Local\Adobe\Acrobat\DC\lconCacheRdr65536.dat  unknown 38 success or wait 1 41134B ReadFile
C:\Users\user\AppData\Local\Adobe\Acrobat\DC\lconCacheRdr65536.dat  unknown 153605 success or wait 1 41140B ReadFile
C:\Users\user\AppData\Local\Adobe\Acrobat\DC\UserCache.bin unknown 38 success or wait 1 41134B ReadFile
C:\Users\user\AppData\Local\Adobe\Acrobat\DC\UserCache.bin unknown 153605 success or wait 1 41140B ReadFile
C:\Users\user\AppData\Local\439dd104-1941-4ae6-af5f-8afc2399 unknown 38 success or wait 1 41134B ReadFile
3f7a\U59W1tZz2Sg.exe

C:\Users\user\AppData\Local\439dd104-1941-4ae6-af5f-8afc2399 unknown 153605 success or wait 1 41140B ReadFile
3f7a\U59W1tZz2Sg.exe

C:\Users\user\AppData\Local\Google\Chrome\User Data\CrashpadMetrics-  unknown 38 success or wait 1 41134B ReadFile
active.pma

C:\Users\user\AppData\Local\Google\Chrome\User Data\CrashpadMetrics- unknown 153605 success or wait 1 41140B ReadFile
active.pma

C:\Users\user\AppData\Local\Microsoft\CLR_v2.0\UsagelLogs\add unknown 38 success or wait 1 41134B ReadFile
inutil.exe.log

C:\Users\user\AppData\Local\Microsoft\CLR_v2.0\UsagelLogs\add unknown 153605 success or wait 1 41140B ReadFile
inutil.exe.log

C:\Users\user\AppData\Local\Microsoft\CLR_v2.0_32\UsagelLogs\ unknown 153605 success or wait 1 41140B ReadFile

unarchiver.exe.log

C:\Users\user\AppData\Local\Microsoft\CLR_v4.0\Usagelogs\sdi unknown 38 success or wait 1 41134B ReadFile
agnhost.exe.log

C:\Users\user\AppData\Local\Microsoft\CLR_v4.0\Usagelogs\sdi unknown 153605 success or wait 1 41140B ReadFile
agnhost.exe.log

C:\Users\user\AppData\Local\Microsoft\CLR_v4.0_32\UsagelLogs\ unknown 38 success or wait 1 41134B ReadFile
NGenTask.exe.log

C:\Users\user\AppData\Local\Microsoft\CLR_v4.0_32\UsagelLogs\ unknown 153605 success or wait 1 41140B ReadFile
NGenTask.exe.log

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Doma unknown 38 success or wait 1 41134B ReadFile
inSuggestions\en-US.1

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Doma unknown 153605 success or wait 1 41140B ReadFile
inSuggestions\en-US.1

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\lECo unknown 38 success or wait 1 41134B ReadFile
mpatData\iecompatdata.xml

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\lECo unknown 153605 success or wait 1 41140B ReadFile
mpatData\iecompatdata.xml

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\UrIB unknown 38 success or wait 1 41134B ReadFile
lock\urlblock_637194112741176080.bin

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\UrIB unknown 153605 success or wait 1 41140B ReadFile
lock\urlblock_637194112741176080.bin

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Vers unknown 38 success or wait 1 41134B ReadFile
ionManager\versionlist.xml

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Vers unknown 153605 success or wait 1 41140B ReadFile
ionManager\versionlist.xml

C:\Users\user\AppData\Local\Microsoft\OneDrive\19.086.0502.0 unknown 38 success or wait 1 41134B ReadFile
006\alertlcon.png

C:\Users\user\AppData\Local\Microsoft\OneDrive\19.086.0502.0 unknown 153605 success or wait 1 41140B ReadFile
006\alertlcon.png

Copyright Joe Security LLC 2022 Page 222 of 236



File Path Offset Length Completion Count Source Address Symbol

C:\Users\user\AppData\Local\Microsoft\OneDrive\19.086.0502.0 unknown 38 success or wait 1 41134B ReadFile
006\AppBlue.png

C:\Users\user\AppData\Local\Microsoft\OneDrive\19.086.0502.0 unknown 153605 success or wait 1 41140B ReadFile
006\AppBlue.png

C:\Users\user\AppData\Local\Microsoft\OneDrive\19.086.0502.0 unknown 38 success or wait 1 41134B ReadFile
006\AppErrorBlue.png

C:\Users\user\AppData\Local\Microsoft\OneDrive\19.086.0502.0 unknown 153605 success or wait 1 41140B ReadFile
006\AppErrorBlue.png

C:\Users\user\AppData\Local\Microsoft\OneDrive\19.086.0502.0 unknown 38 success or wait 1 41134B ReadFile
006\AppErrorWhite.png

C:\Users\user\AppData\Local\Microsoft\OneDrive\19.086.0502.0 unknown 153605 success or wait 1 41140B ReadFile
006\AppErrorWhite.png

C:\Users\user\AppData\Local\Microsoft\OneDrive\19.086.0502.0 unknown 38 success or wait 1 41134B ReadFile
006\AppWhite.png

C:\Users\user\AppData\Local\Microsoft\OneDrive\19.086.0502.0 unknown 153605 success or wait 1 41140B ReadFile
006\AppWhite.png

C:\Users\user\AppData\Local\Microsoft\OneDrive\19.086.0502.0 unknown 38 success or wait 1 41134B ReadFile
006\AutoPlayOptln.gif

C:\Users\user\AppData\Local\Microsoft\OneDrive\19.086.0502.0 unknown 153605 success or wait 1 41140B ReadFile
006\AutoPlayOptln.gif

C:\Users\user\AppData\Local\Microsoft\OneDrive\19.086.0502.0 unknown 38 success or wait 1 41134B ReadFile
006\AutoPlayOptin.png

C:\Users\user\AppData\Local\Microsoft\OneDrive\19.086.0502.0 unknown 153605 success or wait 1 41140B ReadFile
006\AutoPlayOptin.png

C:\Users\user\AppData\Local\Microsoft\OneDrive\19.086.0502.0 unknown 38 success or wait 1 41134B ReadFile
006\ElevatedAppBlue.png

C:\Users\user\AppData\Local\Microsoft\OneDrive\19.086.0502.0 unknown 153605 success or wait 1 41140B ReadFile
006\ElevatedAppBlue.png

C:\Users\user\AppData\Local\Microsoft\OneDrive\19.086.0502.0 unknown 38 success or wait 1 41134B ReadFile
006\ElevatedAppWhite.png

C:\Users\user\AppData\Local\Microsoft\OneDrive\19.086.0502.0 unknown 153605 success or wait 1 41140B ReadFile
006\ElevatedAppWhite.png

C:\Users\user\AppData\Local\Microsoft\OneDrive\19.086.0502.0 unknown 38 success or wait 1 41134B ReadFile
006\Error.png

C:\Users\user\AppData\Local\Microsoft\OneDrive\19.086.0502.0 unknown 153605 success or wait 1 41140B ReadFile
006\Error.png

C:\Users\user\AppData\Local\Microsoft\OneDrive\19.086.0502.0 unknown 38 success or wait 1 41134B ReadFile
006\ErrorPage.html

C:\Users\user\AppData\Local\Microsoft\OneDrive\19.086.0502.0 unknown 153605 success or wait 1 41140B ReadFile
006\ErrorPage.html

C:\Users\user\AppData\Local\Microsoft\OneDrive\19.086.0502.0 unknown 38 success or wait 1 41134B ReadFile
006\FileCoAuth.exe

C:\Users\user\AppData\Local\Microsoft\OneDrive\19.086.0502.0 unknown 153605 success or wait 1 41140B ReadFile
006\FileCoAuth.exe

C:\Users\user\AppData\Local\Microsoft\OneDrive\19.086.0502.0 unknown 38 success or wait 1 41134B ReadFile
006\FileSyncConfig.exe

C:\Users\user\AppData\Local\Microsoft\OneDrive\19.086.0502.0 unknown 153605 success or wait 1 41140B ReadFile
006\FileSyncConfig.exe

C:\Users\user\AppData\Local\Microsoft\OneDrive\19.086.0502.0 unknown 38 success or wait 1 41134B ReadFile
006\FileSyncHelper.exe

C:\Users\user\AppData\Local\Microsoft\OneDrive\19.086.0502.0 unknown 153605 success or wait 1 41140B ReadFile
006\FileSyncHelper.exe

C:\Users\user\AppData\Local\Microsoft\OneDrive\19.086.0502.0 unknown 38 success or wait 1 41134B ReadFile
006\KFMHeroToast.png

C:\Users\user\AppData\Local\Microsoft\OneDrive\19.086.0502.0 unknown 153605 success or wait 1 41140B ReadFile
006\KFMHeroToast.png

C:\Users\user\AppData\Local\Microsoft\OneDrive\19.086.0502.0 unknown 38 success or wait 1 41134B ReadFile
006\KFMLockedFileToast.png

C:\Users\user\AppData\Local\Microsoft\OneDrive\19.086.0502.0 unknown 153605 success or wait 1 41140B ReadFile
006\KFMLockedFileToast.png

C:\Users\user\AppData\Local\Microsoft\OneDrive\19.086.0502.0 unknown 38 success or wait 1 41134B ReadFile
006\KFMScanExclusionToast.png

C:\Users\user\AppData\Local\Microsoft\OneDrive\19.086.0502.0 unknown 153605 success or wait 1 41140B ReadFile
006\KFMScanExclusionToast.png

C:\Users\user\AppData\Local\Microsoft\OneDrive\19.086.0502.0 unknown 38 success or wait 1 41134B ReadFile
006\LoadingPage.html

C:\Users\user\AppData\Local\Microsoft\OneDrive\19.086.0502.0 unknown 153605 success or wait 1 41140B ReadFile
006\LoadingPage.html

C:\Users\user\AppData\Local\Microsoft\OneDrive\19.086.0502.0 unknown 38 success or wait 1 41134B ReadFile
006\OneDrive.exe
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C:\Users\user\AppData\Local\Microsoft\OneDrive\19.086.0502.0 unknown 153605 success or wait 1 41140B ReadFile
006\OneDrive.exe

C:\Users\user\AppData\Local\Microsoft\OneDrive\19.086.0502.0 unknown 38 success or wait 1 41134B ReadFile
006\OneDrive.VisualElementsManifest.xml

C:\Users\user\AppData\Local\Microsoft\OneDrive\19.086.0502.0 unknown 153605 success or wait 1 41140B ReadFile
006\OneDrive.VisualElementsManifest.xml

C:\Users\user\AppData\Local\Microsoft\OneDrive\19.086.0502.0 unknown 38 success or wait 1 41134B ReadFile
006\OneDrivelLogo.png

C:\Users\user\AppData\Local\Microsoft\OneDrive\19.086.0502.0 unknown 153605 success or wait 1 41140B ReadFile
006\OneDrivelLogo.png

C:\Users\user\AppData\Local\Microsoft\OneDrive\19.086.0502.0 unknown 38 success or wait 1 41134B ReadFile
006\OneDriveSetup.exe

C:\Users\user\AppData\Local\Microsoft\OneDrive\19.086.0502.0 unknown 153605 success or wait 1 41140B ReadFile
006\OneDriveSetup.exe

C:\Users\user\AppData\Local\Microsoft\OneDrive\19.086.0502.0 unknown 38 success or wait 1 41134B ReadFile
006\OneDriveStandaloneUpdater.exe

C:\Users\user\AppData\Local\Microsoft\OneDrive\19.086.0502.0 unknown 153605 success or wait 1 41140B ReadFile
006\OneDriveStandaloneUpdater.exe

C:\Users\user\AppData\Local\Microsoft\OneDrive\19.086.0502.0 unknown 38 success or wait 1 41134B ReadFile
006\OneDriveUpdaterService.exe

C:\Users\user\AppData\Local\Microsoft\OneDrive\19.086.0502.0 unknown 153605 success or wait 1 41140B ReadFile
006\OneDriveUpdaterService.exe

C:\Users\user\AppData\Local\Microsoft\OneDrive\19.086.0502.0 unknown 38 success or wait 1 41134B ReadFile
006\QuotaCritical.png

C:\Users\user\AppData\Local\Microsoft\OneDrive\19.086.0502.0 unknown 153605 success or wait 1 41140B ReadFile
006\QuotaCritical.png

C:\Users\user\AppData\Local\Microsoft\OneDrive\19.086.0502.0 unknown 38 success or wait 1 41134B ReadFile
006\QuotaError.png

C:\Users\user\AppData\Local\Microsoft\OneDrive\19.086.0502.0 unknown 153605 success or wait 1 41140B ReadFile
006\QuotaError.png

C:\Users\user\AppData\Local\Microsoft\OneDrive\19.086.0502.0 unknown 38 success or wait 1 41134B ReadFile
006\QuotaNearing.png

C:\Users\user\AppData\Local\Microsoft\OneDrive\19.086.0502.0 unknown 153605 success or wait 1 41140B ReadFile
006\QuotaNearing.png

C:\Users\user\AppData\Local\Microsoft\OneDrive\19.086.0502.0 unknown 38 success or wait 1 41134B ReadFile
006\Resources.pri

C:\Users\user\AppData\Local\Microsoft\OneDrive\19.086.0502.0 unknown 153605 success or wait 1 41140B ReadFile
006\Resources.pri

C:\Users\user\AppData\Local\Microsoft\OneDrive\19.086.0502.0 unknown 38 success or wait 1 41134B ReadFile
006\SaveApplicationEventLogs.wsf

C:\Users\user\AppData\Local\Microsoft\OneDrive\19.086.0502.0 unknown 153605 success or wait 1 41140B ReadFile
006\SaveApplicationEventLogs.wsf

C:\Users\user\AppData\Local\Microsoft\OneDrive\19.086.0502.0 unknown 38 success or wait 1 41134B ReadFile
006\ScreenshotOptIn.gif

C:\Users\user\AppData\Local\Microsoft\OneDrive\19.086.0502.0 unknown 153605 success or wait 1 41140B ReadFile
006\ScreenshotOptIn.gif

C:\Users\user\AppData\Local\Microsoft\OneDrive\19.086.0502.0 unknown 38 success or wait 1 41134B ReadFile
006\TestSharePage.html

C:\Users\user\AppData\Local\Microsoft\OneDrive\19.086.0502.0 unknown 153605 success or wait 1 41140B ReadFile
006\TestSharePage.html

C:\Users\user\AppData\Local\Microsoft\OneDrive\19.086.0502.0 unknown 38 success or wait 1 41134B ReadFile
006\ThirdPartyNotices.txt

C:\Users\user\AppData\Local\Microsoft\OneDrive\19.086.0502.0 unknown 153605 success or wait 1 41140B ReadFile
006\ThirdPartyNotices.txt

C:\Users\user\AppData\Local\Microsoft\OneDrive\19.086.0502.0 unknown 38 success or wait 1 41134B ReadFile
006\vaultIntro.png

C:\Users\user\AppData\Local\Microsoft\OneDrive\19.086.0502.0 unknown 153605 success or wait 1 41140B ReadFile
006\vaultintro.png

C:\Users\user\AppData\Local\Microsoft\OneDrive\19.086.0502.0 unknown 38 success or wait 1 41134B ReadFile
006\Warning.png

C:\Users\user\AppData\Local\Microsoft\OneDrive\19.086.0502.0 unknown 153605 success or wait 1 41140B ReadFile
006\Warning.png

C:\Users\user\AppData\Local\Microsoft\OneDrive\setup\ECSConfig.json unknown 38 success or wait 1 41134B ReadFile
C:\Users\user\AppData\Local\Microsoft\OneDrive\setup\ECSConfig.json unknown 153605 success or wait 1 41140B ReadFile
C:\Users\user\AppData\Local\Microsoft\Vault\4BF4C442-9B8A-41A0-B380- unknown 38 success or wait 1 41134B ReadFile
DD4A704DDB28\Policy.vpol

C:\Users\user\AppData\Local\Microsoft\Vault\4BF4C442-9B8A-41A0-B380- unknown 153605 success or wait 1 41140B ReadFile
DD4A704DDB28\Policy.vpol

C:\Users\user\AppData\Local\Microsoft\Windows\1033\Structure unknown 38 success or wait 1 41134B ReadFile
dQuerySchema.bin
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C:\Users\user\AppData\Local\Microsoft\Windows\1033\Structure
dQuerySchema.bin

C:\Users\user\AppData\Local\Microsoft\Windows\ActionCenterCa
che\microsoft-skydrive-desktop_16_0.png

C:\Users\user\AppData\Local\Microsoft\Windows\ActionCenterCa
che\microsoft-skydrive-desktop_16_0.png

C:\Users\user\AppData\Local\Microsoft\Windows\ActionCenterCa
che\windows-systemtoast-securityandmaintenance_11_0.png

C:\Users\user\AppData\Local\Microsoft\Windows\ActionCenterCa
che\windows-systemtoast-securityandmaintenance_11_0.png

C:\Users\user\AppData\Local\Microsoft\Windows\ActionCenterCa
che\windows-systemtoast-securityandmaintenance_17_0.png

C:\Users\user\AppData\Local\Microsoft\Windows\ActionCenterCa
che\windows-systemtoast-securityandmaintenance_17_0.png

C:\Users\user\AppData\Local\Microsoft\Windows\ActionCenterCa
che\windows-systemtoast-securityandmaintenance_22_0.png

C:\Users\user\AppData\Local\Microsoft\Windows\ActionCenterCa
che\windows-systemtoast-securityandmaintenance_22_0.png

C:\Users\user\AppData\Local\Microsoft\Windows\ActionCenterCa
che\windows-systemtoast-securityandmaintenance_23_0.png

C:\Users\user\AppData\Local\Microsoft\Windows\ActionCenterCa
che\windows-systemtoast-securityandmaintenance_23_0.png

C:\Users\user\AppData\Local\Microsoft\Windows\ActionCenterCa
che\windows-systemtoast-securityandmaintenance_27_0.png

C:\Users\user\AppData\Local\Microsoft\Windows\ActionCenterCa
che\windows-systemtoast-securityandmaintenance_27_0.png

C:\Users\user\AppData\Local\Microsoft\Windows\ActionCenterCa
che\windows-systemtoast-securityandmaintenance_37_0.png

C:\Users\user\AppData\Local\Microsoft\Windows\ActionCenterCa
che\windows-systemtoast-securityandmaintenance_37_0.png

C:\Users\user\AppData\Local\Microsoft\Windows\ActionCenterCa
che\windows-systemtoast-securityandmaintenance_38_0.png

C:\Users\user\AppData\Local\Microsoft\Windows\ActionCenterCa
che\windows-systemtoast-securityandmaintenance_38_0.png

C:\Users\user\AppData\Local\Microsoft\Windows\ActionCenterCa
che\windows-systemtoast-securityandmaintenance_9_0.png

C:\Users\user\AppData\Local\Microsoft\Windows\ActionCenterCa
che\windows-systemtoast-securityandmaintenance_9_0.png

C:\Users\user\AppData\Local\Microsoft\Windows\Caches\cversions.1.db
C:\Users\user\AppData\Local\Microsoft\Windows\Caches\cversions.1.db
C:\Users\user\AppData\Local\Microsoft\Windows\Caches\cversions.3.db
C:\Users\user\AppData\Local\Microsoft\Windows\Caches\cversions.3.db

C:\Users\user\AppData\Local\Microsoft\Windows\Caches\{0A0496 DA-
B905-4D30-88C9-B63C603DA134}.3.ver0x0000000000000001.db

C:\Users\user\AppData\Local\Microsoft\Windows\Caches\{0A0496 DA-
B905-4D30-88C9-B63C603DA134}.3.ver0x0000000000000001.db

C:\Users\user\AppData\Local\Microsoft\Windows\Caches\{3DA71D5A-
20CC-432F-A115-DFE92379E91F}.3.ver0x0000000000000013.db

C:\Users\user\AppData\Local\Microsoft\Windows\Caches\{3DA71D5A-
20CC-432F-A115-DFE92379E91F}.3.ver0x0000000000000013.db

C:\Users\user\AppData\Local\Microsoft\Windows\Caches\{3DA71D5A-
20CC-432F-A115-DFE92379E91F}.3.ver0x0000000000000016.db

C:\Users\user\AppData\Local\Microsoft\Windows\Caches\{3DA71D5A-
20CC-432F-A115-DFE92379E91F}.3.ver0x0000000000000016.db

C:\Users\user\AppData\Local\Microsoft\Windows\Caches\{AFBFIF1A-
8EE8-4C77-AF34-C647E37CA0D9}.1.ver0x000000000000000a.db

C:\Users\user\AppData\Local\Microsoft\Windows\Caches\{AFBFIF1A-
8EEB8-4C77-AF34-C647E37CA0D9}.1.ver0x000000000000000a.db

C:\Users\user\AppData\Local\Microsoft\Windows\Caches\{AFBFIF1A-
8EE8-4C77-AF34-C647E37CA0D9}.1.ver0x000000000000000b.db

C:\Users\user\AppData\Local\Microsoft\Windows\Caches\{AFBFIF1A-
8EE8-4C77-AF34-C647E37CA0D9}.1.ver0x000000000000000b.db

C:\Users\user\AppData\Local\Microsoft\Windows\Explorer\Explo
rerStartupLog.etl

C:\Users\user\AppData\Local\Microsoft\Windows\Explorer\Explo
rerStartupLog.etl

C:\Users\user\AppData\Local\Microsoft\Windows\Explorer\Explo
rerStartupLog_RunOnce.etl

C:\Users\user\AppData\Local\Microsoft\Windows\Explorer\Explo
rerStartupLog_RunOnce.etl
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Offset

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown
unknown
unknown
unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

Length
153605

38

153605

38

153605

38

153605

38

153605

38

153605

38

153605

38

153605

38

153605

38

153605

38
153605
38
153605
38

153605

38

153605

38

153605

38

153605

38

153605

38

153605

38

153605

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait
success or wait
success or wait
success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count

1

Source Address

41140B

41134B

41140B

41134B

41140B

41134B

41140B

41134B

41140B

41134B

41140B

41134B

41140B

41134B

41140B

41134B

41140B

41134B

41140B

41134B
41140B
41134B
41140B
41134B

41140B

41134B

41140B

41134B

41140B

41134B

41140B

41134B

41140B

41134B

41140B

41134B

41140B

Symbol

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile
ReadFile
ReadFile
ReadFile
ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile
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C:\Users\user\AppData\Local\Microsoft\Windows\Explorer\iconc unknown 153605 success or wait 1 41140B ReadFile
ache_1280.db

C:\Users\user\AppData\Local\Microsoft\Windows\Explorer\iconc unknown 153605 success or wait 1 41140B ReadFile
ache_1920.db

C:\Users\user\AppData\Local\Microsoft\Windows\Explorer\iconc unknown 153605 success or wait 1 41140B ReadFile
ache_2560.db

C:\Users\user\AppData\Local\Microsoft\Windows\Explorer\iconc unknown 153605 success or wait 1 41140B ReadFile
ache_768.db

C:\Users\user\AppData\Local\Microsoft\Windows\Explorer\iconc unknown 153605 success or wait 1 41140B ReadFile
ache_96.db

C:\Users\user\AppData\Local\Microsoft\Windows\Explorer\iconc unknown 153605 success or wait 1 41140B ReadFile
ache_custom_stream.db

C:\Users\user\AppData\Local\Microsoft\Windows\Explorer\iconc unknown 153605 success or wait 1 41140B ReadFile
ache_exif.db

C:\Users\user\AppData\Local\Microsoft\Windows\Explorer\iconcache_sr.db = unknown 153605 success or wait 1 41140B ReadFile
C:\Users\user\AppData\Local\Microsoft\Windows\Explorer\iconc unknown 153605 success or wait 1 41140B ReadFile
ache_wide.db

C:\Users\user\AppData\Local\Microsoft\Windows\Explorer\iconc unknown 153605 success or wait 1 41140B ReadFile
ache_wide_alternate.db

Registry Activities

Key Value Created

Key Path Name Type Data Completion Count Source Address Symbol
HKEY_CURRENT_USER\Softwar = SysHelper dword 1 success or wait 1 40C72B RegSetValueEx
e\Mic W

rosoft\Windows\CurrentVersion

Analysis Process: US9WtZz2Sg.exe PID: 2312, Parent PID: 3184

General

Target ID: 6

Start time: 00:22:15

Start date: 30/11/2022

Path: C:\Users\user\AppData\Local\439dd104-1941-4ae6-af5f-8afc23993f7a\U59WtZz2Sg.exe

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

true

C:\Users\user\AppData\Local\439dd104-1941-4ae6-af5f-8afc23993f7a\U59WtZz2Sg.exe --Task
0x400000

680448 bytes

41001FDD7879CE9EDE214E92C7E492BE

false

false

C, C++ or other language
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Yara matches:

Reputation: low

File Activities

File Created
File Path

C:\Users\user

C:\Users\user\AppData\Local

C:\Users\user\AppData\Local\Mi

crosoft\Windows\INetCache

C:\Users\user

Copyright Joe Security LLC 2022

Rule: SUSP_XORed_URL_in_EXE, Description: Detects an XORed URL in an executable, Source:

00000006.00000000.323219375.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author:

Rule: JoeSecurity_Djvu, Description: Yara detected Djvu Ransomware, Source:

00000006.00000000.323219375.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author:

Rule: MALWARE_Win_STOP, Description: Detects STOP ransomware, Source:

00000006.00000000.323219375.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author:

Rule: Windows_Ransomware_Stop_1e8d48ff, Description: unknown, Source:

00000006.00000000.323219375.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author:

Rule: SUSP_XORed_URL_in_EXE, Description: Detects an XORed URL in an executable, Source:

00000006.00000000.324169163.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author:

Rule: JoeSecurity_Djvu, Description: Yara detected Djvu Ransomware, Source:

00000006.00000000.324169163.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author:

Rule: MALWARE_Win_STOP, Description: Detects STOP ransomware, Source:

00000006.00000000.324169163.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author:

Rule: Windows_Ransomware_Stop_1e8d48ff, Description: unknown, Source:

00000006.00000000.324169163.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author:

Rule: Windows_Ransomware_Stop_1e8d48ff, Description: unknown, Source:

00000006.00000000.321377469.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author:

Rule: SUSP_XORed_URL_in_EXE, Description: Detects an XORed URL in an executable, Source:

00000006.00000000.322799276.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author:

Rule: JoeSecurity_Djvu, Description: Yara detected Djvu Ransomware, Source:

00000006.00000000.322799276.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author:

Rule: MALWARE_Win_STOP, Description: Detects STOP ransomware, Source:

00000006.00000000.322799276.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author:

Rule: Windows_Ransomware_Stop_1e8d48ff, Description: unknown, Source:

00000006.00000000.322799276.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author:

Rule: SUSP_XORed_URL_in_EXE, Description: Detects an XORed URL in an executable, Source:

00000006.00000002.364455127.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author:

Rule: JoeSecurity Djvu, Description: Yara detected Djvu Ransomware, Source:

00000006.00000002.364455127.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author:

Rule: MALWARE_Win_STOP, Description: Detects STOP ransomware, Source:

00000006.00000002.364455127.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author:

Rule: Windows_Ransomware_Stop_1e8d48ff, Description: unknown, Source:

00000006.00000002.364455127.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author:

Rule: SUSP_XORed_URL_in_EXE, Description: Detects an XORed URL in an executable, Source:

00000006.00000000.322395529.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author:

Rule: JoeSecurity_Djvu, Description: Yara detected Djvu Ransomware, Source:

00000006.00000000.322395529.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author:

Rule: MALWARE_Win_STOP, Description: Detects STOP ransomware, Source:

00000006.00000000.322395529.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author:

Rule: Windows_Ransomware_Stop_1e8d48ff, Description: unknown, Source:

00000006.00000000.322395529.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author:

Rule: SUSP_XORed_URL_in_EXE, Description: Detects an XORed URL in an executable, Source:

00000006.00000000.323671151.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author:

Rule: JoeSecurity_Djvu, Description: Yara detected Djvu Ransomware, Source:

00000006.00000000.323671151.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author:

Rule: MALWARE_Win_STOP, Description: Detects STOP ransomware, Source:

00000006.00000000.323671151.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author:

Rule: Windows_Ransomware_Stop_1e8d48ff, Description: unknown, Source:

00000006.00000000.323671151.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author:

Access Attributes Options Completion

read data or list  device directory file | object name collision
directory | synchronous io

synchronize non alert | open

for backup ident
| open reparse

point
read data or list  device directory file | object name collision
directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
read data or list  device directory file | object name collision
directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
read data or list  device directory file | object name collision
directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse
point

Florian Roth
Joe Security
ditekSHen
unknown
Florian Roth
Joe Security
ditekSHen
unknown
unknown
Florian Roth
Joe Security
ditekSHen
unknown
Florian Roth
Joe Security
ditekSHen
unknown
Florian Roth
Joe Security
ditekSHen
unknown
Florian Roth
Joe Security
ditekSHen

unknown

Count Source Address

1 40CFAC
1 40CFAC
1 40CFAC
1 40CFAC

Symbol

InternetOpen
urlw

InternetOpen
urlw

InternetOpen
urlw

InternetOpen
urlw
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C:\Users\user\AppData\Local read data or list  device directory file | object name collision 1 40CFAC InternetOpen
directory | synchronous io urlw
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Mi read data or list  device directory file | object name collision 1 40CFAC InternetOpen
crosoft\Windows\INetCookies directory | synchronous io Urlw
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user read data or list  device directory file | object name collision 1 40CFAC InternetOpen
directory | synchronous io urlw
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local read data or list  device directory file | object name collision 1 40CFAC InternetOpen
directory | synchronous io urlw
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Mi read data or list  device directory file | object name collision 1 40CFAC InternetOpen
crosoft\Windows\INetCookies directory | synchronous io urlw
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user read data or list  device directory file | object name collision 1 40CFAC InternetOpen
directory | synchronous io urlw
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local read data or list ~ device directory file | object name collision 1 40CFAC InternetOpen
directory | synchronous io Urlw
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Microsoft\Windows\History read data or list  device directory file | object name collision 1 40CFAC InternetOpen
directory | synchronous io Urlw
synchronize non alert | open

for backup ident
| open reparse

point
File Path Completion Count Source Address Symbol
File Written
File Path Offset Length Value Ascii Completion Count Source Address Symbol
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C:\Users\user\AppData\Local\Mi 0 500 7b226970223a2231 ({"ip""102.129.143.49","c  success or wait 1 40CFD3 InternetReadFile
crosoft\Windows\INetCache\lE\B 30322e3132392e31 ountr
87Z87FM\geo[1].json 34332e3439222c22 y_code":"CH","country":"

63 6f 75 6e 74 72 79 5f  Switze

63 6f 64 6522 322243  rland","country_rus":"\u04
48222c22636f756e 28w
747279223a225377 0432\u0435\u0439\u0446
6974 7a65726¢c616e \u0430\u

64 22 2c 22 63 6f 75 6e  0440\u0438\u044f","coun
7472795t72757322  try_ua"
3a225c7530343238  :"\u0428\u0432\u0435\u0
5c75303433325c75  439\u04

3034 33355c 753034  46\u0430\u0440\u0456\u
33395c7530343436 044f"r

5¢ 753034 33305¢c 75 | egion":"Zurich","region_ru
3034 34305c753034  s":"u0426\u044e\ud

33 38 5¢ 75 30 34 34 66

22 2c 22 63 6f 75 6e 74

7279 5f 75 61 22 3a 22

5c 75 30 34 32 38 5¢ 75

30 34 33 32 5¢ 75 30 34

33 35 5¢ 75 30 34 33 39

5c 75 30 34 34 36 5¢ 75

30 34 33 30 5¢ 75 30 34

34 30 5¢ 75 30 34 35 36

5c 75 30 34 34 66 22 2¢

22 72 65 67 69 6f 6e 22

3a 22 5a 757269 63 68

22 2c 22 72 65 67 69 6f

6e 5f 72 75 73 22 3a 22

5¢ 75 30 34 32 36 5¢ 75

30 34 34 65 5¢ 75 30

File Path Offset Length Completion Count Source Address Symbol

Analysis Process: US9WtZz2Sg.exe PID: 5900, Parent PID: 3324

General

Target ID: 7

Start time: 00:22:23

Start date: 30/11/2022

Path: C:\Users\user\AppData\Local\439dd104-1941-4ae6-af5f-8afc23993f7a\U59WtZz2Sg.exe

Wow64 process (32bit): true

Commandline: "C:\Users\user\AppData\Local\439dd104-1941-4ae6-af5f-8afc23993f7a\U59WtZz2Sg.exe" --AutoStart
Imagebase: 0x400000

File size: 680448 bytes

MD5 hash: 41001FDD7879CE9EDE214E92C7E492BE

Has elevated privileges: false

Has administrator false
privileges:
Programmed in: C, C++ or other language

Yara matches: Rule: Windows_Trojan_RedLineStealer_ed346e4c, Description: unknown, Source:
00000007.00000002.350733876.0000000002105000.00000040.00000800.00020000.00000000.sdmp, Author: unknown
Rule: JoeSecurity_Djvu, Description: Yara detected Djvu Ransomware, Source:
00000007.00000002.351892792.00000000021A0000.00000040.00001000.00020000.00000000.sdmp, Author: Joe Security
Rule: Windows_Ransomware_Stop_1e8d48ff, Description: unknown, Source:

00000007.00000002.351892792.00000000021A0000.00000040.00001000.00020000.00000000.sdmp, Author: unknown

Reputation: low

Analysis Process: build2.exe PID: 1544, Parent PID: 6132

General

Target ID: 8

Start time: 00:22:24

Start date: 30/11/2022

Path: C:\Users\user\AppData\Local\81bc8e9b-9d47-41ad-b82b-bbc3ff54a6de\build2.exe

Wow64 process (32bit): true
Commandline: "C:\Users\user\AppData\Local\81bc8e9b-9d47-41ad-b82b-bbc3ff54a6de\build2.exe”
Imagebase: 0x400000
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File size: 264192 bytes

MD5 hash: B9212DED69FAE1FA1FB5D6DB46A9FB76

Has elevated privileges: true

Has administrator true

privileges:

Programmed in: C, C++ or other language

Yara matches: « Rule: JoeSecurity_Vidar_1, Description: Yara detected Vidar stealer, Source:

00000008.00000002.350956103.00000000020D0000.00000040.00001000.00020000.00000000.sdmp, Author: Joe Security
« Rule: Windows_Trojan_RedLineStealer_ed346e4c, Description: unknown, Source:
00000008.00000002.349827384.00000000004B9000.00000040.00000020.00020000.00000000.sdmp, Author: unknown

Reputation: low

Analysis Process: US9WtZz2Sg.exe PID: 4296, Parent PID: 5900

General

Target ID: 9

Start time: 00:22:26

Start date: 30/11/2022

Path: C:\Users\user\AppData\Local\439dd104-1941-4ae6-af5f-8afc23993f7a\U59WtZz2Sg.exe

Wow64 process (32bit): true

Commandline: "C:\Users\user\AppData\Local\439dd104-1941-4ae6-af5f-8afc23993f7a\U59WtZz2Sg.exe" --AutoStart
Imagebase: 0x400000

File size: 680448 bytes

MD5 hash: 41001FDD7879CE9EDE214E92C7E492BE

Has elevated privileges: false

Has administrator false
privileges:
Programmed in: C, C++ or other language
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Yara matches: « Rule: Windows_Ransomware_Stop_1e8d48ff, Description: unknown, Source:

00000009.00000000.343989029.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: unknown

« Rule: SUSP_XORed_URL_in_EXE, Description: Detects an XORed URL in an executable, Source:
00000009.00000000.345862911.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: Florian Roth

« Rule: JoeSecurity_Djvu, Description: Yara detected Djvu Ransomware, Source:
00000009.00000000.345862911.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: Joe Security

« Rule: MALWARE_Win_STOP, Description: Detects STOP ransomware, Source:
00000009.00000000.345862911.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: ditekSHen

« Rule: Windows_Ransomware_Stop_1e8d48ff, Description: unknown, Source:
00000009.00000000.345862911.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: unknown

+ Rule: SUSP_XORed_URL_in_EXE, Description: Detects an XORed URL in an executable, Source:
00000009.00000000.344652371.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: Florian Roth

« Rule: JoeSecurity_Djvu, Description: Yara detected Djvu Ransomware, Source:
00000009.00000000.344652371.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: Joe Security

« Rule: MALWARE_Win_STOP, Description: Detects STOP ransomware, Source:
00000009.00000000.344652371.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: ditekSHen

« Rule: Windows_Ransomware_Stop_1e8d48ff, Description: unknown, Source:
00000009.00000000.344652371.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: unknown

« Rule: SUSP_XORed_URL_in_EXE, Description: Detects an XORed URL in an executable, Source:
00000009.00000000.347232318.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: Florian Roth

« Rule: JoeSecurity_Djvu, Description: Yara detected Djvu Ransomware, Source:
00000009.00000000.347232318.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: Joe Security

« Rule: MALWARE_Win_STOP, Description: Detects STOP ransomware, Source:
00000009.00000000.347232318.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: ditekSHen

« Rule: Windows_Ransomware_Stop_1e8d48ff, Description: unknown, Source:
00000009.00000000.347232318.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: unknown

« Rule: SUSP_XORed_URL_in_EXE, Description: Detects an XORed URL in an executable, Source:
00000009.00000000.345188173.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: Florian Roth

« Rule: JoeSecurity_Djvu, Description: Yara detected Djvu Ransomware, Source:
00000009.00000000.345188173.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: Joe Security

« Rule: MALWARE_Win_STOP, Description: Detects STOP ransomware, Source:
00000009.00000000.345188173.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: ditekSHen

« Rule: Windows_Ransomware_Stop_1e8d48ff, Description: unknown, Source:
00000009.00000000.345188173.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: unknown

« Rule: SUSP_XORed_URL_in_EXE, Description: Detects an XORed URL in an executable, Source:
00000009.00000000.346399832.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: Florian Roth

« Rule: JoeSecurity_Djvu, Description: Yara detected Djvu Ransomware, Source:
00000009.00000000.346399832.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: Joe Security

« Rule: MALWARE_Win_STOP, Description: Detects STOP ransomware, Source:
00000009.00000000.346399832.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: ditekSHen

« Rule: Windows_Ransomware_Stop_1e8d48ff, Description: unknown, Source:
00000009.00000000.346399832.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: unknown

« Rule: SUSP_XORed_URL_in_EXE, Description: Detects an XORed URL in an executable, Source:
00000009.00000002.353616538.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: Florian Roth

« Rule: JoeSecurity_Djvu, Description: Yara detected Djvu Ransomware, Source:
00000009.00000002.353616538.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: Joe Security

« Rule: MALWARE_Win_STOP, Description: Detects STOP ransomware, Source:
00000009.00000002.353616538.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: ditekSHen

« Rule: Windows_Ransomware_Stop_1e8d48ff, Description: unknown, Source:
00000009.00000002.353616538.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: unknown

Reputation: low

Analysis Process: build2.exe PID: 5364, Parent PID: 1544

General

Target ID: 10

Start time: 00:22:27

Start date: 30/11/2022

Path: C:\Users\user\AppData\Local\81bc8e9b-9d47-41ad-b82b-bbc3ff54a6de\build2.exe

Wow64 process (32bit):

Commandline:
Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

true
"C:\Users\user\AppData\Local\81bc8e9b-9d47-41ad-b82b-bbc3ff54a6de\build2.exe”
0x400000

264192 bytes

B9212DED69FAE1FA1FB5D6DB46A9FB76

true

true

C, C++ or other language
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Yara matches:

Reputation:

Rule: JoeSecurity_Vidar_1, Description: Yara detected Vidar stealer, Source:

0000000A.00000000.347600742.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author

Rule: JoeSecurity_Vidar_1, Description: Yara detected Vidar stealer, Source:

0000000A.00000000.369240104.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author

Rule: JoeSecurity Vidar_1, Description: Yara detected Vidar stealer, Source:

0000000A.00000000.347031103.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author

Rule: JoeSecurity_Vidar_1, Description: Yara detected Vidar stealer, Source:

0000000A.00000000.347942903.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author

Rule: JoeSecurity_Vidar_1, Description: Yara detected Vidar stealer, Source:

0000000A.00000000.347322735.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author

low

Analysis Process: build3.exe PID: 5972, Parent PID: 6132

General
Target ID:
Start time:
Start date:
Path:

Wow64 process (32bit):

Commandline:
Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

Yara matches:

Reputation:

11

00:22:28

30/11/2022
C:\Users\user\AppData\Local\81bc8e9b-9d47-41ad-b82b-bbc3ff54a6de\build3.exe
true
"C:\Users\user\AppData\Local\81bc8e9b-9d47-41ad-b82b-bbc3ff54a6de\build3.exe”
0xb90000

9728 bytes

9EAD10C08E72AE41921191F8DB39BC16

true

true

C, C++ or other language

« Rule: Windows_Trojan_Clipbanker_f9f9e79d, Description: unknown, Source:

Rule: JoeSecurity_CredentialStealer, Description: Yara detected Credential Stealer, Source:
0000000A.00000000.378213612.0000000000627000.00000004.00000020.00020000.00000000.sdmp, Author

: Joe Security
: Joe Security
: Joe Security
: Joe Security
: Joe Security

: Joe Security

0000000B.00000000.345320617.0000000000B91000.00000020.00000001.01000000.00000007.sdmp, Author: unknown

« Rule: Windows_Trojan_Clipbanker_787b130b, Description: unknown, Source:

0000000B.00000000.345320617.0000000000B91000.00000020.00000001.01000000.00000007.sdmp, Author: unknown

« Rule: Windows_Trojan_Clipbanker_f9f9e79d, Description: unknown, Source:

0000000B.00000002.347163945.0000000000B91000.00000020.00000001.01000000.00000007.sdmp, Author: unknown

« Rule: Windows_Trojan_Clipbanker_787b130b, Description: unknown, Source:

0000000B.00000002.347163945.0000000000B91000.00000020.00000001.01000000.00000007.sdmp, Author: unknown

moderate

Analysis Process: schtasks.exe PID: 5880, Parent PID: 5972

General
Target ID:
Start time:
Start date:
Path:

Wow64 process (32bit):

Commandline:
Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

Reputation:

12

00:22:28

30/11/2022
C:\Windows\SysWOW64\schtasks.exe

true

/C /create /F /sc minute /mo 1 /tn "Azure-Update-Task" /tr "C:\Users\user\AppData\Roaming\Microsoft\Network\mstsca.exe"

0x340000

185856 bytes
15FF7D8324231381BAD48A052F85DF04
true

true

C, C++ or other language

high

Analysis Process: conhost.exe PID: 5968, Parent PID: 5880

General
Target ID:
Start time:
Start date:
Path:

13
00:22:28
30/11/2022

C:\Windows\System32\conhost.exe
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Wow64 process (32bit):

Commandline:
Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

Reputation:

false

C:\Windows\system32\conhost.exe 0xffffffff -ForceV1

0x7ff7fcd70000

625664 bytes

EA777DEEA782E8B4D7C7C33BBF8A4496

true

true

C, C++ or other language

high

Analysis Process: mstsca.exe PID: 4536, Parent PID: 1084

General
Target ID:
Start time:
Start date:
Path:

Wow64 process (32bit):

Commandline:
Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

Yara matches:

Antivirus matches:

Reputation:

14

00:22:28
30/11/2022

C:\Users\user\AppData\Roaming\Microsoft\Network\mstsca.exe

true

C:\Users\user\AppData\Roaming\Microsoft\Network\mstsca.exe

0xee0000

9728 bytes

9EAD10C08E72AE41921191F8DB39BC16

false

false

C, C++ or other language

.

Rule: Windows_Trojan_Clipbanker_f9f9e79d, Description: unknown, Source:
0000000E.00000000.347198189.0000000000EE 1000.00000020.00000001.01000000.00000008.sdmp, Author: unknown
Rule: Windows_Trojan_Clipbanker_787b130b, Description: unknown, Source:
0000000E.00000000.347198189.0000000000EE 1000.00000020.00000001.01000000.00000008.sdmp, Author: unknown
Rule: Windows_Trojan_Clipbanker_f9f9e79d, Description: unknown, Source:
0000000E.00000002.564552396.0000000000EE 1000.00000020.00000001.01000000.00000008.sdmp, Author: unknown
Rule: Windows_Trojan_Clipbanker_787b130b, Description: unknown, Source:
0000000E.00000002.564552396.0000000000EE 1000.00000020.00000001.01000000.00000008.sdmp, Author: unknown
Rule: JoeSecurity_Clipboard_Hijacker, Description: Yara detected Clipboard Hijacker, Source:
C:\Users\user\AppData\Roaming\Microsoft\Network\mstsca.exe, Author: Joe Security

Rule: Windows_Trojan_Clipbanker_f9f9e79d, Description: unknown, Source: C:\Users\user\AppData\Roaming\Microsoft\Network\mstsca.exe, Author:

unknown

Rule: Windows_Trojan_Clipbanker_787b130b, Description: unknown, Source: C:\Users\user\AppData\Roaming\Microsoft\Network\mstsca.exe, Author:

unknown

Detection: 92%, ReversingLabs

moderate

Analysis Process: schtasks.exe PID: 4612, Parent PID: 4536

General
Target ID:
Start time:
Start date:
Path:

Wow64 process (32bit):

Commandline:
Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

15

00:22:29

30/

1/2022

C:\Windows\SysWOW64\schtasks.exe

true

/C /create /F /sc minute /mo 1 /tn "Azure-Update-Task" /tr "C:\Users\user\AppData\Roaming\Microsoft\Network\mstsca.exe"

0x340000

185856 bytes

15FF7D8324231381BAD48A052F85DF04

false

false

C, C++ or other language

Analysis Process: US9WtZz2Sg.exe PID: 6096, Parent PID: 3324
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General

Target ID:

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

Yara matches:

16

00:22:33

30/11/2022

C:\Users\user\AppData\Local\439dd104-1941-4ae6-af5f-8afc23993f7a\U59WtZz2Sg.exe

true

"C:\Users\user\AppData\Local\439dd104-1941-4ae6-af5f-8afc23993f7a\U59WtZz2Sg.exe" --AutoStart
0x400000

680448 bytes

41001FDD7879CE9EDE214E92C7E492BE

false

false

C, C++ or other language

« Rule: Windows_Trojan_RedLineStealer_ed346e4c, Description: unknown, Source:
00000010.00000002.373204030.00000000020F3000.00000040.00000800.00020000.00000000.sdmp, Author: unknown

« Rule: JoeSecurity_Djvu, Description: Yara detected Djvu Ransomware, Source:
00000010.00000002.378615646.0000000002230000.00000040.00001000.00020000.00000000.sdmp, Author: Joe Security

« Rule: Windows_Ransomware_Stop_1e8d48ff, Description: unknown, Source:
00000010.00000002.378615646.0000000002230000.00000040.00001000.00020000.00000000.sdmp, Author: unknown

Analysis Process: US9WtZz2Sg.exe PID: 4756, Parent PID: 6096

General
Target ID:
Start time:
Start date:
Path:

Wow64 process (32bit):

Commandline:
Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

17

00:22:35

30/11/2022

C:\Users\user\AppData\Local\439dd104-1941-4ae6-af5f-8afc23993f7a\U59WtZz2Sg.exe

true

"C:\Users\user\AppData\Local\439dd104-1941-4ae6-af5f-8afc23993f7a\U59WtZz2Sg.exe" --AutoStart
0x400000

680448 bytes

41001FDD7879CE9EDE214E92C7E492BE

false

false

C, C++ or other language
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Yara matches: « Rule: SUSP_XORed_URL_in_EXE, Description: Detects an XORed URL in an executable, Source:

00000011.00000000.367371233.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: Florian Roth

« Rule: JoeSecurity_Djvu, Description: Yara detected Djvu Ransomware, Source:
00000011.00000000.367371233.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: Joe Security

« Rule: MALWARE_Win_STOP, Description: Detects STOP ransomware, Source:
00000011.00000000.367371233.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: ditekSHen

« Rule: Windows_Ransomware_Stop_1e8d48ff, Description: unknown, Source:
00000011.00000000.367371233.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: unknown

« Rule: SUSP_XORed_URL_in_EXE, Description: Detects an XORed URL in an executable, Source:
00000011.00000002.378588767.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: Florian Roth

« Rule: JoeSecurity_Djvu, Description: Yara detected Djvu Ransomware, Source:
00000011.00000002.378588767.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: Joe Security

« Rule: MALWARE_Win_STOP, Description: Detects STOP ransomware, Source:
00000011.00000002.378588767.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: ditekSHen

« Rule: Windows_Ransomware_Stop_1e8d48ff, Description: unknown, Source:
00000011.00000002.378588767.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: unknown

« Rule: SUSP_XORed_URL_in_EXE, Description: Detects an XORed URL in an executable, Source:
00000011.00000000.364650257.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: Florian Roth

« Rule: JoeSecurity_Djvu, Description: Yara detected Djvu Ransomware, Source:
00000011.00000000.364650257.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: Joe Security

« Rule: MALWARE_Win_STOP, Description: Detects STOP ransomware, Source:
00000011.00000000.364650257.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: ditekSHen

« Rule: Windows_Ransomware_Stop_1e8d48ff, Description: unknown, Source:
00000011.00000000.364650257.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: unknown

« Rule: SUSP_XORed_URL_in_EXE, Description: Detects an XORed URL in an executable, Source:
00000011.00000000.365343536.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: Florian Roth

« Rule: JoeSecurity_Djvu, Description: Yara detected Djvu Ransomware, Source:
00000011.00000000.365343536.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: Joe Security

« Rule: MALWARE_Win_STOP, Description: Detects STOP ransomware, Source:
00000011.00000000.365343536.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: ditekSHen

« Rule: Windows_Ransomware_Stop_1e8d48ff, Description: unknown, Source:
00000011.00000000.365343536.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: unknown

« Rule: Windows_Ransomware_Stop_1e8d48ff, Description: unknown, Source:
00000011.00000000.363751420.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: unknown

« Rule: SUSP_XORed_URL_in_EXE, Description: Detects an XORed URL in an executable, Source:
00000011.00000000.366169302.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: Florian Roth

« Rule: JoeSecurity_Djvu, Description: Yara detected Djvu Ransomware, Source:
00000011.00000000.366169302.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: Joe Security

« Rule: MALWARE_Win_STOP, Description: Detects STOP ransomware, Source:
00000011.00000000.366169302.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: ditekSHen

« Rule: Windows_Ransomware_Stop_1e8d48ff, Description: unknown, Source:
00000011.00000000.366169302.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: unknown

« Rule: SUSP_XORed_URL_in_EXE, Description: Detects an XORed URL in an executable, Source:
00000011.00000000.364114264.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: Florian Roth

« Rule: JoeSecurity_Djvu, Description: Yara detected Djvu Ransomware, Source:
00000011.00000000.364114264.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: Joe Security

« Rule: MALWARE_Win_STOP, Description: Detects STOP ransomware, Source:
00000011.00000000.364114264.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: ditekSHen

« Rule: Windows_Ransomware_Stop_1e8d48ff, Description: unknown, Source:
00000011.00000000.364114264.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: unknown

Analysis Process: conhost.exe PID: 4712, Parent PID: 4612

General

Target ID: 18

Start time: 00:22:36

Start date: 30/11/2022

Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

false

C:\Windows\system32\conhost.exe 0xffffffff -ForceV1
0x7ff7fcd70000

625664 bytes
EA777DEEA782E8B4D7C7C33BBF8A4496

false

false

C, C++ or other language

Analysis Process: WIMIADAP.exe PID: 4296, Parent PID: 2156

General
Target ID:
Start time:
Start date:
Path:

23

00:23:58

30/11/2022
C:\Windows\System32\wbem\WMIADAP.exe
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Wow64 process (32bit):

Commandline:
Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

Disassembly

@ No disassembly

false

wmiadap.exe /F /T /R

0x7ff715590000

177664 bytes
9783D0765F31980950445DFD40DB15DA
true

true

C, C++ or other language
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