JOESandbox Cloud™*

ID: 753409

Cookbook: urldownload.jbs
Time: 19:13:53

Date: 24/11/2022

Version: 36.0.0 Rainbow Opal



Table of Contents

Table of Contents

Windows Analysis Report https://download.techsmith.com/camtasiastudio/releases/camtasia.exe
Overview
General Information
Detection
Signatures
Classification
Process Tree
Malware Configuration
Yara Signatures
Sigma Signatures
Snort Signatures
Joe Sandbox Signatures
HIPS / PFW / Operating System Protection Evasion
Mitre Att&ck Matrix
Behavior Graph
Screenshots
Thumbnails
Antivirus, Machine Learning and Genetic Malware Detection
Initial Sample
Dropped Files
Unpacked PE Files
Domains
URLs
Domains and IPs
Contacted Domains
URLs from Memory and Binaries

©COWOWowowmo~N~N~NoOoDOOononohAAMAMMALMNNNSDN DD

World Map of Contacted IPs 13
Public IPs 13
General Information 14
Warnings 14
Simulations 14
Behavior and APls 14
Joe Sandbox View / Context 14
IPs 14
Domains 15
ASNs 15
JA3 Fingerprints 15
Dropped Files 15
Created / dropped Files 15
C:\Users\user\Desktop\cmdline.out 15
C:\Users\user\Desktop\download\camtasia.exe 15
C:\Windows\Temp\{7E66493E-A433-47D4-9045-EEADE201F171}\.ba\1028\mbapreq.wxI 16
C:\Windows\Temp\{7E66493E-A433-47D4-9045-EEADE201F171}\.ba\1029\mbapreq.wxI 16
C:\Windows\Temp\{7E66493E-A433-47D4-9045-EEADE201F171}\.ba\1030\mbapreq.wxI 16
C:\Windows\Temp\{7E66493E-A433-47D4-9045-EEADE201F171}\.ba\1031\mbapreq.wx! 17
C:\Windows\Temp\{7E66493E-A433-47D4-9045-EEADE201F171}\.ba\1032\mbapreq.wxI 17
C:\Windows\Temp\{7E66493E-A433-47D4-9045-EEADE201F171}\.ba\1035\mbapreq.wx! 17
C:\Windows\Temp\{7E66493E-A433-47D4-9045-EEADE201F171}\.ba\1036\mbapreq.wxI 18
C:\Windows\Temp\{7E66493E-A433-47D4-9045-EEADE201F171}\.ba\1038\mbapreq.wx! 18
C:\Windows\Temp\{7E66493E-A433-47D4-9045-EEADE201F171}\.ba\1040\mbapreq.wxI 18
C:\Windows\Temp\{7E66493E-A433-47D4-9045-EEADE201F171}\.ba\1041\mbapreq.wx! 19
C:\Windows\Temp\{7E66493E-A433-47D4-9045-EEADE201F171}\.ba\1042\mbapreq.wxI 19
C:\Windows\Temp\{7E66493E-A433-47D4-9045-EEADE201F171}\.ba\1043\mbapreqg.wxl 19
C:\Windows\Temp\{7E66493E-A433-47D4-9045-EEADE201F171}\.ba\1044\mbapreq.wxI 20
C:\Windows\Temp\{7E66493E-A433-47D4-9045-EEADE201F171}\.ba\1045\mbapreq.wxI 20
C:\Windows\Temp\{7E66493E-A433-47D4-9045-EEADE201F171}\.ba\1046\mbapreq.wxI 20
C:\Windows\Temp\{7E66493E-A433-47D4-9045-EEADE201F171}\.ba\1049\mbapreq.wxI 21
C:\Windows\Temp\{7E66493E-A433-47D4-9045-EEADE201F171}\.ba\1051\mbapreq.wxI 21
C:\Windows\Temp\{7E66493E-A433-47D4-9045-EEADE201F171}\.ba\1053\mbapreq.wxI 21
C:\Windows\Temp\{7E66493E-A433-47D4-9045-EEADE201F171}\.ba\1055\mbapreq.wx| 22
C:\Windows\Temp\{7E66493E-A433-47D4-9045-EEADE201F171}\.ba\1060\mbapreq.wxI 22
C:\Windows\Temp\{7E66493E-A433-47D4-9045-EEADE201F171}\.ba\2052\mbapreq.wx| 22
C:\Windows\Temp\{7E66493E-A433-47D4-9045-EEADE201F171}\.ba\2070\mbapreq.wxI 23
C:\Windows\Temp\{7E66493E-A433-47D4-9045-EEADE201F171}\.ba\3082\mbapreq.wx! 23
C:\Windows\Temp\{7E66493E-A433-47D4-9045-EEADE201F171}\.ba\Bootstrapper.de-DE.wxI 23
C:\Windows\Temp\{7E66493E-A433-47D4-9045-EEADE201F171}\.ba\Bootstrapper.en-US.wxI 24
C:\Windows\Temp\{7E66493E-A433-47D4-9045-EEADE201F171}\.ba\Bootstrapper.es-ES.wxI 24
C:\Windows\Temp\{7E66493E-A433-47D4-9045-EEADE201F171}\.ba\Bootstrapper.fr-FR.wxI 24
C:\Windows\Temp\{7E66493E-A433-47D4-9045-EEADE201F171}\.ba\Bootstrapper.ja-JP.wxI 25

Copyright Joe Security LLC 2022 Page 2 of 70



C:\Windows\Temp\{7E66493E-A433-47D4-9045-EEADE201F171}\.ba\Bootstrapper.pt-BR.wxI 25

C:\Windows\Temp\{7E66493E-A433-47D4-9045-EEADE201F171}\.ba\Bootstrapper.zh-CN.wxI 25
C:\Windows\Temp\{7E66493E-A433-47D4-9045-EEADE201F171}\.ba\BootstrapperApplicationData.xml 26
C:\Windows\Temp\{7E66493E-A433-47D4-9045-EEADE201F171}\.ba\BootstrapperCore.config 26
C:\Windows\Temp\{7E66493E-A433-47D4-9045-EEADE201F171}\.ba\BootstrapperCore.dll 26
C:\Windows\Temp\{7E66493E-A433-47D4-9045-EEADE201F171}\.ba\CamtasiaBootstrapperApplication.dll 27
C:\Windows\Temp\{7E66493E-A433-47D4-9045-EEADE201F171}\.ba\EditionConstants.dll 27
C:\Windows\Temp\{7E66493E-A433-47D4-9045-EEADE201F171}\.ba\Microsoft.Deployment.Windowslnstaller.dll 27
C:\Windows\Temp\{7E66493E-A433-47D4-9045-EEADE201F171}\.ba\Microsoft.Expression.Interactions.dll 28
C:\Windows\Temp\{7E66493E-A433-47D4-9045-EEADE201F171}\.ba\System.Windows.Interactivity.dll 28
C:\Windows\Temp\{7E66493E-A433-47D4-9045-EEADE201F171}\.ba\TechSmith.Win32.dll 28
C:\Windows\Temp\{7E66493E-A433-47D4-9045-EEADE201F171}\.ba\WPFCommonControls.dll 29
C:\Windows\Temp\{7E66493E-A433-47D4-9045-EEADE201F171}\.ba\WPFCommonViewModel.dll 29
C:\Windows\Temp\{7E66493E-A433-47D4-9045-EEADE201F171}\.ba\de-DE\CamtasiaBootstrapperApplication.resources.dll 29
C:\Windows\Temp\{7E66493E-A433-47D4-9045-EEADE201F171}\.ba\es-ES\CamtasiaBootstrapperApplication.resources.dll 30
C:\Windows\Temp\{7E66493E-A433-47D4-9045-EEADE201F171}\.ba\fr-FR\CamtasiaBootstrapperApplication.resources.dll 30
C:\Windows\Temp\{7E66493E-A433-47D4-9045-EEADE201F171}\.ba\ja-JP\CamtasiaBootstrapperApplication.resources.dll 30
C:\Windows\Temp\{7E66493E-A433-47D4-9045-EEADE201F171}\.ba\mbahost.dl| 31
C:\Windows\Temp\{7E66493E-A433-47D4-9045-EEADE201F171}\.ba\mbapreq.dll 31
C:\Windows\Temp\{7E66493E-A433-47D4-9045-EEADE201F171}\.ba\mbapreq.png 32
C:\Windows\Temp\{7E66493E-A433-47D4-9045-EEADE201F171}\.ba\mbapreq.thm 32
C:\Windows\Temp\{7E66493E-A433-47D4-9045-EEADE201F171}\.ba\mbapreq.wxI 32
C:\Windows\Temp\{7E66493E-A433-47D4-9045-EEADE201F171}\.ba\pt-BR\CamtasiaBootstrapperApplication.resources.dll 33
C:\Windows\Temp\{7E66493E-A433-47D4-9045-EEADE201F171}\.ba\zh-CN\CamtasiaBootstrapperApplication.resources.dll 33
C:\Windows\Temp\{CB5AD3D6-270A-4AB0-A898-D5E0F7C2252B}\.cr\camtasia.exe 33
Static File Info 34
Network Behavior 34
Statistics 34
Behavior 34
System Behavior 34
Analysis Process: cmd.exePID: 3868, Parent PID: 2144 34
General 34
File Activities 3%
File Created 35
Analysis Process: conhost.exePID: 1504, Parent PID: 3868 35
General 35
Analysis Process: wget.exePID: 2692, Parent PID: 3868 35
General 35
File Activities 3%
File Created 35

File Written 35
Analysis Process: camtasia.exePID: 2600, Parent PID: 3528 36
General 36
File Activities 36
File Created 36

File Written 37

File Read 37
Analysis Process: camtasia.exePID: 1172, Parent PID: 2600 37
General 37
File Activities 38
File Created 38

File Written 42

File Read 69
Disassembly 70

Copyright Joe Security LLC 2022 Page 3 of 70



Windows Analysis Report

https://download.techsmith.com/camtasiastudio/releases/camtasia.exe

Overview

General Information Detection Signatures Classification

Sample URL:  http://

- .NET source code references suspic...
h.com/camtasiastudio/rele

https://download.techsmit
) Queries the volume information (nam...
ases/camtasia.exe

Analysis ID: 753409 Contains functionality to check if a d...

Infos: i'} Q 3“

Very long cmdline option found, this...

Uses code obfuscation techniques (...

® Found evasive API chain (date chec...
2
a PE file contains sections with non-s...
]
2 Detected potential crypto function
]
B Found potential string decryption / a...
] .
o Score: 80 Found dropped PE file which has no...
Range: 0-100
o Uses the system / local time for bra...
Whitelisted: false
Confidence: 80% Contains functionality which may be...

Process Tree

= System is w10x64
cmd.exe (PID: 3868 cmdline: C:\Windows\system32\cmd.exe /c wget -t 2 -v -T 60 -P "C:\Users\user\Desktop\download" --no-check-certificate --content-disposition --user-ag
ent="Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; AS; rv:11.0) like Gecko" "https://download.techsmith.com/camtasiastudio/releases/camtasia.exe" > cmdline.out 2>&1 MD5:
F3BDBE3BB6F734E357235F4D5898582D)
. conhost.exe (PID: 1504 cmdline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)
o B wget.exe (PID: 2692 cmdline: wget -t 2 -v -T 60 -P "C:\Users\user\Desktop\download" --no-check-certificate --content-disposition --user-agent="Mozilla/5.0 (Windows NT 6.1;
WOWE4; Trident/7.0; AS; rv:11.0) like Gecko" "https://download.techsmith.com/camtasiastudio/releases/camtasia.exe” MD5: 3DADB6E2ECE9C4B3E1E322E617658B60)
. % camtasia.exe (PID: 2600 cmdline: C:\Users\user\Desktop\download\camtasia.exe MD5: 0C60C5F487C288CF2C6B09FE7E4A7D77)
. % camtasia.exe (PID: 1172 cmdline: "C:\Windows\Temp\{CB5AD3D6-270A-4AB0-A898-D5E0F7C2252B}\.cr\camtasia.exe” -burn.clean.room="C:\Users\user\Desktop\downlo
ad\camtasia.exe" -burn.filehandle.attached=180 -burn.filehandle.self=624 MD5: FD85D1BD644ED79F10801C69ECBF27B1)
= cleanup

Malware Configuration

@ No configs have been found

Yara Signatures

@ No yara matches

Sigma Signatures

@ No Sigma rule has matched
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Snort Signatures

@ No Snort rule has matched

Joe Sandbox Signatures

HIPS / PFW / Operating System Protection Evasion

.NET source code references suspicious native API functions

Mitre Att&ck Matrix
Initi
AEL Execution Persistence
Access
Valid Path
Accounts Command  Interceptio
and n
Scripting
Interpreter
Default Boot or
Accounts  Native APl Logon
Initializatio
n Scripts
Domain At (Linux)  Logon
Accounts Script
(Windows)
Local At Logon
Accounts (Windows)  Script
(Mac)
Cloud Cron Network
Accounts Logon
Script
Replication  Launchd Rc.commo
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Removable
Media
External Scheduled  Startup
Remote Task Items
Services
Drive-by Command  Scheduled
Compromis and Task/Job
e Scripting
Interpreter

Behavior Graph
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Legend:

Behavior Graph |:|

ID: 753409 MALICIOUS D

URL: https://download.techsmith. SUSAICIODS) .

Startdate: 24/11/2022 CLEAN

Architecture:  WINDOWS ONKNOTN

Score: 30 ==

By

/ By

A

TR

\NET source code references mee

suspicious native APl started st
funciions .
WEUAL
ERZIC
1™
=1 tasia. 5
camtasia.exe ' 111
oo &
=
G i N S,y
Med C]
C:\Windows\Temp\...\camtasia.exe, PE32 started
camtasia.exe Pl wgetexe
n B s
88858
dropped dropped dropped dropped GOOGLEUS
United States EZ

CamtasiaBootstrapp...ation.resources.dll, PE32 CamtasiaBootstrapp...ation.resources.dll, PE32 C:Windows\Temp\..\mbapreq.dil, PE32 14 other files (none is malicious)

Screenshots
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TechSmith Camtasia

Please select a language.

B B

JDDHMPC  GLTYDMD

1

JDDHMPC

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source Detection Scanner Label Link
hitp:// https://download.techsmith.com/camtasiastudio/releases/camtasia.exe 0% Virustotal Browse
hitp://https://download.techsmith.com/camtasiastudio/releases/camtasia.exe 0% Avira URL Cloud safe

Dropped Files

Source Detection Scanner Label Link
C:\Users\user\Desktop\download\camtasia.exe 0% ReversinglLabs
C:\Windows\Temp\{7E66493E-A433-47D4-9045-EEADE201F171}\.ba\BootstrapperCore.dll 2% ReversinglLabs
C:\Windows\Temp\{7E66493E-A433-47D4-9045-EEADE201F171}\.ba\CamtasiaBootstrapperApplication 0% ReversinglLabs

Kelll

C:\Windows\Temp\{7E66493E-A433-47D4-9045-EEADE201F171}\.ba\EditionConstants.dll 0% ReversinglLabs
C:\Windows\Temp\{7E66493E-A433-47D4-9045-EEADE201F171}\.ba\Microsoft.Deployment. 0% ReversinglLabs

Windowslnstaller.dll

C:\Windows\Temp\{7E66493E-A433-47D4-9045-EEADE201F171}\.ba\Microsoft. Expression.Interactio 0% ReversingLabs

ns.dll

C:\Windows\Temp\{7E66493E-A433-47D4-9045-EEADE201F171}\.ba\System.Windows.Interactivity.dll 0% ReversinglLabs
C:\Windows\Temp\{7E66493E-A433-47D4-9045-EEADE201F171}\.ba\TechSmith.Win32.dll 0% ReversinglLabs
C:\Windows\Temp\{7E66493E-A433-47D4-9045-EEADE201F171}\.ba\WPFCommonControls.dll 0% ReversinglLabs
C:\Windows\Temp\{7E66493E-A433-47D4-9045-EEADE201F171}\.oa\WPFCommonViewModel.dll 0% ReversinglLabs
C:\Windows\Temp\{7E66493E-A433-47D4-9045-EEADE201F171}\.ba\de-DE\CamtasiaBootstr 0% ReversinglLabs

apperApplication.resources.dll
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https://www.virustotal.com/gui/url/c9fdebc78c203a6ba7b70b8fa9cfbc5bb310accb7401204412fc5c4036e6e504/detection/u-c9fdebc78c203a6ba7b70b8fa9cfbc5bb310accb7401204412fc5c4036e6e504-1668692473

Source

C:\Windows\Temp\{7E66493E-A433-47D4-9045-EEADE201F171}\.ba\es-ES\CamtasiaBootstr
apperApplication.resources.dll

C:\Windows\Temp\{7E66493E-A433-47D4-9045-EEADE201F171}\.ba\fr-FR\CamtasiaBootstrapperAppli
cation.resources.dll

C:\Windows\Temp\{7E66493E-A433-47D4-9045-EEADE201F171}\.ba\ja-JP\CamtasiaBootstrapperAppli
cation.resources.dll

C:\Windows\Temp\{7E66493E-A433-47D4-9045-EEADE201F171}\.ba\mbahost.dll
C:\Windows\Temp\{7E66493E-A433-47D4-9045-EEADE201F171}\.ba\mbapreq.dll

C:\Windows\Temp\{7E66493E-A433-47D4-9045-EEADE201F171}\.ba\pt-BR\CamtasiaBootstrapperAppli
cation.resources.dll

C:\Windows\Temp\{7E66493E-A433-47D4-9045-EEADE201F171}\.ba\zh-CN\CamtasiaBootstr
apperApplication.resources.dll

C:\Windows\Temp\{CB5AD3D6-270A-4AB0-A898-D5EO0F7C2252B}\.cr\camtasia.exe

Unpacked PE Files

@ No Antivirus matches

Domains

@ No Antivirus matches

URLs

Source

http://appsyndication.org/2006/appsynapplicationc:

http://appsyndication.org/2006/appsyn

http://foo/install%20states/csisrunningusercontrol.xaml
http://foo/bar/images/marketinganimation/desktop3.png
http://foo/Images/MarketingAnimation/camtasia2.png

http://https://www.techsmith.comd=

http://www.josbuivenga.demon.nlMuseo

http://www.marksimonson.comq

http://www.josbuivenga.demon.nl

http://foo/install%20states/installusercontrol.xaml
http://foo/bar/images/marketinganimation/cursor.png
http://foo/Images/MarketingAnimation/desktop3.png
http://foo/install%20states/errormessageusercontrol.xaml
http://defaultcontainer/CamtasiaBootstrapperApplication;component/ResourceDictionary.xaml
http://foo/install%20states/optionsusercontrol.xaml
http://foo/bar/install%20states/optionsusercontrol.baml
http://foo/bar/install%20states/progressusercontrol.baml
http://foo/bar/fonts/proximanova-semibold.otf
http://defaultcontainer/CamtasiaBootstrapperApplication;component/Fonts/proximanova-semibold.otf
http://foo/bar/install%20states/installusercontrol.baml
http://defaultcontainer/CamtasiaBootstrapperApplication;component/windows/selectlanguagedialog.xaml
http://foo/Images/MarketingAnimation/cursor.png
http://defaultcontainer/CamtasiaBootstrapperApplication;,component/usercontrols/featuresusercontrol.x
http://foo/bar/images/marketinganimation/desktop6.png
http://foo/bar/images/marketinganimation/share-menu.png
http://foo/bar/install%20states/csisrunningusercontrol.baml
http:/fwww.josbuivenga.demon.niCopyright

http:/foo/usercontrols/featuresusercontrol.xaml
http:/ffoo/bar/install%20states/uninstallusercontrol.baml
http:/ffoo/install%20states/progressusercontrol.xaml

http://www.marksimonson.comProxima

http://foo/Fonts/proximanova-regular.otf

http://foo/Images/MarketingAnimation/desktop2.png

http://https:/support.techsmith.comd=

http://foo/install%20states/changeusercontrol.xaml

http://foo/bar/images/marketinganimation/camtasial.png
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Source Detection Scanner Label Link

http://foo/bar/windows/selectlanguagedialog.baml 0% Avira URL Cloud safe
http://foo/install%20states/uninstallusercontrol.xaml 0% Avira URL Cloud safe
http://foo/bar/images/marketinganimation/camtasia2.png 0% Avira URL Cloud safe
http://foo/bar/install%20states/changeusercontrol.baml 0% Avira URL Cloud safe
http://foo/install%20states/finishedusercontrol.xaml 0% Avira URL Cloud safe
http://foo/bar/install%20states/modifyusercontrol.oaml 0% Avira URL Cloud  safe
http://foo/bar/install%20states/finishedusercontrol.oaml 0% Avira URL Cloud  safe
http://foo/windows/selectlanguagedialog.xaml 0% Avira URL Cloud safe
http://foo/Images/MarketingAnimation/share-menu.png 0% Avira URL Cloud safe
http://www.marksimonson.comrK 0% Avira URL Cloud  safe
http://defaultcontainer/CamtasiaBootstrapperApplication;,component/Fonts/proximanova-regular.otf 0% Avira URL Cloud safe
http://foo/bar/usercontrols/featuresusercontrol.oaml 0% Avira URL Cloud  safe
http://foo/install%20states/modifyusercontrol.xaml 0% Avira URL Cloud  safe
http://www.marksimonson.comcomd 0% Avira URL Cloud safe
http://www.marksimonson.comrV 0% Avira URL Cloud safe
http://foo/bar/fonts/proximanova-regular.otf 0% Avira URL Cloud safe
http://foo/bar/images/marketinganimation/desktop2.png 0% Avira URL Cloud safe
http://foo/bar/install%20states/errormessageusercontrol.baml 0% Avira URL Cloud  safe
http://www.marksimonson.comCopyright 0% Avira URL Cloud safe
http:ff 0% Avira URL Cloud safe
defaultcontainer/CamtasiaBootstrapperApplication;component/Images/MarketingAnimation/cursor.p

http://foo/Fonts/proximanova-semibold.otf 0% Avira URL Cloud  safe
http://foo/Images/MarketingAnimation/desktop6.png 0% Avira URL Cloud safe

Domains and IPs

Contacted Domains

@ No contacted domains info

URLs from Memory and Binaries
Name Source Malicious  Antivirus Detection Reputation

http://www.josbuivenga.demon.nlMuseo camtasia.exe, 00000006.00000002.75859834 false « Avira URL Cloud: safe unknown
4.0000000005F12000.00000002.00000001.010
00000.0000000E.sdmp, WPFCommonControls.dIl.6.dr

http://foo/Images/MarketingAnimation/camtasia2.png  camtasia.exe, 00000006.00000002.75227613 false « Avira URL Cloud: safe low
5.00000000031E1000.00000004.00000800.000
20000.00000000.sdmp
http://foo/install%20states/csisrunningusercontrol.xaml  camtasia.exe, 00000006.00000002.75227613 false « Avira URL Cloud: safe low
5.00000000031E1000.00000004.00000800.000
20000.00000000.sdmp
http://https://www.techsmith.comd= camtasia.exe, 00000005.00000002.75069904 false « Avira URL Cloud: safe low
6.0000000002CD0000.00000004.00000800.000
20000.00000000.sdmp, camtasia.exe, 00000
006.00000002.752029151.0000000002CA0000.
00000004.00000800.00020000.00000000.sdmp
http:// camtasia.exe, 00000006.00000002.75227613 false « Avira URL Cloud: safe low
foo/bar/images/marketinganimation/desktop3.png 5.00000000031E1000.00000004.00000800.000
20000.00000000.sdmp
http://www.josbuivenga.demon.nl camtasia.exe, 00000006.00000002.75859834 false « Avira URL Cloud: safe unknown
4.0000000005F12000.00000002.00000001.010
00000.0000000E.sdmp, WPFCommonControls.dIl.6.dr
http:{fwww.marksimonson.comq camtasia.exe, 00000006.00000002.75138665 false « Avira URL Cloud: safe unknown
5.0000000000C4B000.00000004.00000020.000
20000.00000000.sdmp
http:/f https://www.techsmith.com/redirect.asp? camtasia.exe, 00000005.00000002.75069904 false high
target=windowsninstall&product=camtasiastudio&ver=  6.0000000002CD0000.00000004.00000800.000
22.3.0&lang 20000.00000000.sdmp, camtasia.exe, 00000
006.00000002.752029151.0000000002CA0000.
00000004.00000800.00020000.00000000.sdmp
http:/f CamtasiaBootstrapperApplication.resources.dll0.6.dr false high
https://support.techsmith.com/hc/de/articles/20373266
8
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Name

http://foo/Images/MarketingAnimation/desktop3.png

http:ifhttps://www.techsmith.com/redirect.asp?
target=systemrequirements&product=camtasiastudio&
ver=22.3.0&l

http://foo/install%20states/installusercontrol.xaml

http://foo/bar/images/marketinganimation/cursor.png

hitp://
foo/install%20states/errormessageusercontrol.xaml

http://https://www.techsmith.com/redirect.asp?
target=windowsninstall&product=camtasiastudio&ver=
22.

hitp://
defaultcontainer/CamtasiaBootstrapperApplication;com
ponent/ResourceDictionary.xaml

http://https://www.techsmith.com/redirect.asp?
target=systemrequirements&product=camtasiastudio&
ver=

hitp://
https://support.techsmith.com/hc/ja/articles/203732668
-TechSmith-Return-Policy

http://https://www.youtube.com/t/terms

http://foo/install%20states/optionsusercontrol.xaml

http://wixtoolset.org/news/

http://https://policies.google.com/privacy ?hi=de

hitp://
https://download.techsmith.com/camtasiastudio/releas
es/camtasia.exe6

http://foo/bar/install%20states/optionsusercontrol.baml

http://wixtoolset.org/releases/SCreating

hitp://
foo/bar/install%20states/progressusercontrol.baml

hitp://
defaultcontainer/CamtasiaBootstrapperApplication;com
ponent/Fonts/proximanova-semibold.otf

http:iffoo/bar/fonts/proximanova-semibold.otf

http:/foo/bar/install%20states/installusercontrol.oaml

Copyright Joe Security LLC 2022

Source

camtasia.exe, 00000006.00000002.75227613
5.00000000031E1000.00000004.00000800.000
20000.00000000.sdmp

camtasia.exe, 00000005.00000002.75069904
6.0000000002CD0000.00000004.00000800.000
20000.00000000.sdmp, camtasia.exe, 00000
006.00000002.752029151.0000000002CA0000.
00000004.00000800.00020000.00000000.sdmp

camtasia.exe, 00000006.00000002.75227613
5.00000000031E1000.00000004.00000800.000
20000.00000000.sdmp

camtasia.exe, 00000006.00000002.75227613
5.00000000031E1000.00000004.00000800.000
20000.00000000.sdmp

camtasia.exe, 00000006.00000002.75428331
4.000000000348D000.00000004.00000800.000
20000.00000000.sdmp

camtasia.exe, 00000006.00000002.75131752
9.0000000000C30000.00000004.00000020.000
20000.00000000.sdmp

camtasia.exe, 00000006.00000002.75227613
5.00000000031E1000.00000004.00000800.000
20000.00000000.sdmp, camtasia.exe, 00000
006.00000002.754151345.0000000003466000.
00000004.00000800.00020000.00000000.sdmp,
camtasia.exe, 00000006.00000002.754862
185.00000000035E9000.00000004.00000800.0
0020000.00000000.sdmp, camtasia.exe, 000
00006.00000002.754283314.000000000348D00
0.00000004.00000800.00020000.00000000.sdmp

camtasia.exe, 00000006.00000002.75131752
9.0000000000C30000.00000004.00000020.000
20000.00000000.sdmp

CamtasiaBootstrapperApplication.resources.dll.6.dr

CamtasiaBootstrapperApplication.resources.dll4.6.dr

camtasia.exe, 00000006.00000002.75227613
5.00000000031E1000.00000004.00000800.000
20000.00000000.sdmp

camtasia.exe, camtasia.exe, 00000006.000
00002.755966145.0000000005362000.0000000
2.00000001.01000000.00000009.sdmp, Micro
soft.Deployment.WindowslInstaller.dll.6.dr, Bootstr
apperCore.dll.6.dr

CamtasiaBootstrapperApplication.resources.dll0.6.dr

wget.exe, 00000002.00000003.477392459.00
00000000BC1000.00000004.00000800.0002000
0.00000000.sdmp, wget.exe, 00000002.0000
0002.477815634.0000000000BC1000.00000004
.00000800.00020000.00000000.sdmp

camtasia.exe, 00000006.00000002.75227613
5.00000000031E1000.00000004.00000800.000
20000.00000000.sdmp

camtasia.exe, 00000006.00000002.75596614
5.0000000005362000.00000002.00000001.010
00000.00000009.sdmp, BootstrapperCore.dll.6.dr

camtasia.exe, 00000006.00000002.75428331
4.000000000348D000.00000004.00000800.000
20000.00000000.sdmp

camtasia.exe, 00000006.00000002.75521933
1.00000000036A2000.00000004.00000800.000
20000.00000000.sdmp

camtasia.exe, 00000006.00000002.75521933
1.00000000036A2000.00000004.00000800.000
20000.00000000.sdmp

camtasia.exe, 00000006.00000002.75227613
5.00000000031E1000.00000004.00000800.000
20000.00000000.sdmp

Malicious

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

Antivirus Detection

« Avira URL Cloud: safe

.

.

.

.

Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:

safe

safe

safe

safe

« Avira URL Cloud: safe

.

.

.

.

.

Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:

safe

safe

safe

safe

safe

Reputation

low

high

low

low

low

high

low

high

high

high

low

high

high

high

low

high

low

low

low

low
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Name

http://appsyndication.org/2006/appsynapplicationc:

hitp://
defaultcontainer/CamtasiaBootstrapperApplication;com
ponent/windows/selectlanguagedialog.xaml

http://foo/Images/MarketingAnimation/cursor.png

http://wixtoolset.org

hitp://
https://download.techsmith.com/camtasiastudio/releas
es/camtasia.exe

hitp://
defaultcontainer/CamtasiaBootstrapperApplication;com
ponent/usercontrols/featuresusercontrol.x

hitp://
foo/bar/images/marketinganimation/desktop6.png

http://foo/bar/images/marketinganimation/share-
menu.png

hitp://
foo/bar/install%20states/csisrunningusercontrol.baml

http://www.josbuivenga.demon.nlCopyright

http:i/

foo/bar/install%20states/uninstallusercontrol.oaml

http://foo/usercontrols/featuresusercontrol.xaml

http://foo/install%20states/progressusercontrol.xaml

http://www.marksimonson.comProxima

http://foo/Fonts/proximanova-regular.otf

hitp://
https://security.google.com/settings/security/permissio
ns

http://foo/Images/MarketingAnimation/desktop2.png

http://https:/support.techsmith.comd=

http:/ffoo/install%20states/changeusercontrol.xam|

hitp://
foo/bar/images/marketinganimation/camtasial.png

http:/ffoo/bar/windows/selectlanguagedialog.baml

http://schemas.xmlsoap.org/soap/encoding/

Copyright Joe Security LLC 2022

Source

camtasia.exe, 00000005.00000000.48973758
9.00000000011DA000.00000002.00000001.010
00000.00000003.sdmp, camtasia.exe, 00000
005.00000002.750467361.00000000011DA00O0.
00000002.00000001.01000000.00000003.sdmp,
camtasia.exe, 00000006.00000000.490838
479.000000000090A000.00000002.00000001.0
1000000.00000005.sdmp, camtasia.exe, 000
00006.00000002.750881184.000000000090A00
0.00000002.00000001.01000000.00000005.sdmp,
camtasia.exe.5.dr, camtasia.exe.2.dr

camtasia.exe, 00000006.00000002.75486218
5.00000000035E9000.00000004.00000800.000
20000.00000000.sdmp

camtasia.exe, 00000006.00000002.75227613
5.00000000031E1000.00000004.00000800.000
20000.00000000.sdmp

mbahost.dll.6.dr, Microsoft.Deployment.WindowsInst
aller.dll.6.dr, BootstrapperCore.dIl.6.dr, mbapreq
.dil.6.dr

wget.exe, 00000002.00000002.477846105.00
00000000CE0000.00000004.00000020.0002000
0.00000000.sdmp, cmdline.out.0.dr

camtasia.exe, 00000006.00000002.75415134
5.0000000003466000.00000004.00000800.000
20000.00000000.sdmp, camtasia.exe, 00000
006.00000002.754283314.000000000348D000.
00000004.00000800.00020000.00000000.sdmp

camtasia.exe, 00000006.00000002.75227613
5.00000000031E1000.00000004.00000800.000
20000.00000000.sdmp

camtasia.exe, 00000006.00000002.75227613
5.00000000031E1000.00000004.00000800.000
20000.00000000.sdmp

camtasia.exe, 00000006.00000002.75227613
5.00000000031E1000.00000004.00000800.000
20000.00000000.sdmp

camtasia.exe, 00000006.00000002.75859834
4.0000000005F12000.00000002.00000001.010
00000.0000000E.sdmp, WPFCommonControls.dIl.6.dr

camtasia.exe, 00000006.00000002.75428331
4.000000000348D000.00000004.00000800.000
20000.00000000.sdmp

camtasia.exe, 00000006.00000002.75415134
5.0000000003466000.00000004.00000800.000
20000.00000000.sdmp

camtasia.exe, 00000006.00000002.75428331
4.000000000348D000.00000004.00000800.000
20000.00000000.sdmp

WPFCommonControls.dIl.6.dr

camtasia.exe, 00000006.00000002.75492660
8.0000000003608000.00000004.00000800.000
20000.00000000.sdmp

CamtasiaBootstrapperApplication.resources.dll4.6.dr

camtasia.exe, 00000006.00000002.75227613
5.00000000031E1000.00000004.00000800.000
20000.00000000.sdmp

camtasia.exe, 00000005.00000002.75069904
6.0000000002CD0000.00000004.00000800.000
20000.00000000.sdmp, camtasia.exe, 00000
006.00000002.752029151.0000000002CA0000.
00000004.00000800.00020000.00000000.sdmp

camtasia.exe, 00000006.00000002.75428331
4.000000000348D000.00000004.00000800.000
20000.00000000.sdmp

camtasia.exe, 00000006.00000002.75227613
5.00000000031E1000.00000004.00000800.000
20000.00000000.sdmp

camtasia.exe, 00000006.00000002.75486218
5.00000000035E9000.00000004.00000800.000
20000.00000000.sdmp

camtasia.exe, 00000006.00000002.75227613
5.00000000031E1000.00000004.00000800.000
20000.00000000.sdmp

Malicious

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

Antivirus Detection

« URL Reputation: safe

« Avira URL Cloud: safe

« Avira URL Cloud: safe

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:
Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:

safe

safe

safe

safe

safe

safe

safe

safe

safe

safe

safe

safe

safe

safe

safe

Reputation

unknown

low

low

high

high

low

low

low

low

unknown

low

low

low

unknown

low

high

low

low

low

low

low

high
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Name

http:ifhttps://assets.techsmith.com/Docs/Camtasia-
2021-Deployment-Tool-Guide.pdf

http://foo/install%20states/uninstallusercontrol.xaml

http://wixtoolset.org/Whttp://wixtoolset.org/telemetry/v

http://https://www.techsmith.com

http:i/

foo/bar/images/marketinganimation/camtasia2.png

http://foo/bar/install%20states/changeusercontrol.baml

http://foo/install%20states/finishedusercontrol.xaml

http://foo/bar/install%20states/modifyusercontrol.baml

http://foo/bar/install%20states/finishedusercontrol.oaml

http://https://policies.google.com/privacy ?hl=ja

http://https://support.techsmith.com/hc/en-
us/articles/203732668-TechSmith-Return-Policy

http://https://www.techsmith.com/redirect.asp?target=

http://foo/windows/selectlanguagedialog.xaml

http://www.marksimonson.comrK

http://wixtoolset.org/releases/

http://foo/Images/MarketingAnimation/share-menu.png

hitp://
defaultcontainer/CamtasiaBootstrapperApplication;com
ponent/Fonts/proximanova-regular.otf

http://foo/bar/usercontrols/featuresusercontrol.baml

http://foo/install%20states/modifyusercontrol.xaml

http://www.marksimonson.comcomd

http://www.marksimonson.comrV

http:/foo/bar/fonts/proximanova-regular.otf

http://schemas.xmlsoap.org/wsdl/

Copyright Joe Security LLC 2022

Source

CamtasiaBootstrapperApplication.resources.dll4.6.dr

camtasia.exe, 00000006.00000002.75428331
4.000000000348D000.00000004.00000800.000
20000.00000000.sdmp

camtasia.exe, 00000006.00000002.75596614
5.0000000005362000.00000002.00000001.010
00000.00000009.sdmp, Microsoft.Deploymen
t.Windowslnstaller.dll.6.dr, BootstrapperCore.dIl.6.dr

wget.exe, 00000002.00000003.434632058.00
00000000BB8000.00000004.00000800.0002000
0.00000000.sdmp, wget.exe, 00000002.0000
0003.434681470.0000000000BBA000.00000004
.00000800.00020000.00000000.sdmp, wget.exe,
00000002.00000003.434597617.00000000
00BB0000.00000004.00000800.00020000.0000
0000.sdmp, camtasia.exe.5.dr, camtasia.exe.2.dr

camtasia.exe, 00000006.00000002.75227613
5.00000000031E1000.00000004.00000800.000
20000.00000000.sdmp

camtasia.exe, 00000006.00000002.75428331
4.000000000348D000.00000004.00000800.000
20000.00000000.sdmp

camtasia.exe, 00000006.00000002.75428331
4.000000000348D000.00000004.00000800.000
20000.00000000.sdmp

camtasia.exe, 00000006.00000002.75428331
4.000000000348D000.00000004.00000800.000
20000.00000000.sdmp

camtasia.exe, 00000006.00000002.75428331
4.000000000348D000.00000004.00000800.000
20000.00000000.sdmp

CamtasiaBootstrapperApplication.resources.dll.6.dr

camtasia.exe, 00000006.00000002.75700002
3.00000000058F7000.00000002.00000001.010
00000.0000000A.sdmp, CamtasiaBootstrappe
rApplication.resources.dll4.6.dr

camtasia.exe, 00000006.00000002.75668547
8.0000000005882000.00000002.00000001.010
00000.0000000A.sdmp

camtasia.exe, 00000006.00000002.75486218
5.00000000035E9000.00000004.00000800.000
20000.00000000.sdmp

camtasia.exe, 00000006.00000002.75138665
5.0000000000C4B000.00000004.00000020.000
20000.00000000.sdmp

camtasia.exe, Microsoft.Deployment. WindowsInstalle
r.dil.6.dr

camtasia.exe, 00000006.00000002.75227613
5.00000000031E1000.00000004.00000800.000
20000.00000000.sdmp

camtasia.exe, 00000006.00000002.75521933
1.00000000036A2000.00000004.00000800.000
20000.00000000.sdmp, camtasia.exe, 00000
006.00000002.754926608.0000000003608000.
00000004.00000800.00020000.00000000.sdmp

camtasia.exe, 00000006.00000002.75415134
5.0000000003466000.00000004.00000800.000
20000.00000000.sdmp

camtasia.exe, 00000006.00000002.75428331
4.000000000348D000.00000004.00000800.000
20000.00000000.sdmp

camtasia.exe, 00000006.00000002.75138665
5.0000000000C4B000.00000004.00000020.000
20000.00000000.sdmp

camtasia.exe, 00000006.00000002.75138665
5.0000000000C4B000.00000004.00000020.000
20000.00000000.sdmp

camtasia.exe, 00000006.00000002.75492660
8.0000000003608000.00000004.00000800.000
20000.00000000.sdmp

camtasia.exe, 00000006.00000002.75227613
5.00000000031E1000.00000004.00000800.000
20000.00000000.sdmp

Malicious

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false
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false

Antivirus Detection
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Avira URL Cloud:
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low
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high

low

low

low

low
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Name

hitp:/fwww.marksimonson.com

http://wixtoolset.org/
hitp:/fwixtoolset.org/telemetry/v

http://https://policies.google.com/privacy

http:/f
foo/bar/images/marketinganimation/desktop2.png

http://https://policies.google.com/privacy ?hi=pt-BR

http:/f
foo/bar/install%20states/errormessageusercontrol.bam
|

http://www.marksimonson.comCopyright

http:/f
defaultcontainer/CamtasiaBootstrapperApplication;com
ponent/Images/MarketingAnimation/cursor.p

http://foo/Fonts/proximanova-semibold.otf

http:/ffoo/lmages/MarketingAnimation/desktop6.png

http://appsyndication.org/2006/appsyn

World Map of Contacted IPs

[] No. of IPs < 25%
B 25% < No. of IPs < 50%
B 50% < No. of IPs < 75%
B 75% <No. of IPs

Public IPs

Copyright Joe Security LLC 2022

Source

camtasia.exe, 00000006.00000002.75138665
5.0000000000C4B000.00000004.00000020.000
20000.00000000.sdmp, camtasia.exe, 00000
006.00000002.755219331.00000000036A2000.
00000004.00000800.00020000.00000000.sdmp,
camtasia.exe, 00000006.00000002.761967
978.0000000009592000.00000004.00000800.0
0020000.00000000.sdmp, WPFCommonControls
.dIl.6.dr

camtasia.exe
camtasia.exe

camtasia.exe, 00000006.00000002.75700002
3.00000000058F7000.00000002.00000001.010
00000.0000000A.sdmp

camtasia.exe, 00000006.00000002.75227613
5.00000000031E1000.00000004.00000800.000
20000.00000000.sdmp

CamtasiaBootstrapperApplication.resources.dll4.6.dr

camtasia.exe, 00000006.00000002.75428331
4.000000000348D000.00000004.00000800.000
20000.00000000.sdmp

camtasia.exe, 00000006.00000002.75668547
8.0000000005882000.00000002.00000001.010
00000.0000000A.sdmp, camtasia.exe, 00000
006.00000002.758598344.0000000005F 12000.
00000002.00000001.01000000.0000000E.sdmp,
camtasia.exe, 00000006.00000002.755219
331.00000000036A2000.00000004.00000800.0
0020000.00000000.sdmp, WPFCommonControls
.dIl.6.dr

camtasia.exe, 00000006.00000002.75227613
5.00000000031E1000.00000004.00000800.000
20000.00000000.sdmp

camtasia.exe, 00000006.00000002.75521933
1.00000000036A2000.00000004.00000800.000
20000.00000000.sdmp

camtasia.exe, 00000006.00000002.75227613
5.00000000031E1000.00000004.00000800.000
20000.00000000.sdmp

camtasia.exe

Malicious

false

false
false

false

false

false

false

false

false

false

false

false

Antivirus Detection

Avira URL Cloud: safe

Avira URL Cloud: safe

Avira URL Cloud: safe
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Avira URL Cloud: safe

Avira URL Cloud: safe

URL Reputation: safe
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high

high
high
high

low

high

low

unknown

low

low

low
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IP Domain Country Flag ASN ASN Name Malicious

8.8.8.8 unknown United States = 15169 GOOGLEUS false
23.205.232.22 unknown United States BE 16625 AKAMAI-ASUS false
General Information

Joe Sandbox Version: 36.0.0 Rainbow Opal

Analysis ID: 753409

Start date and time: 2022-11-24 19:13:53 +01:00

Joe Sandbox Product: CloudBasic

Overall analysis duration: Oh 13m 35s

Hypervisor based Inspection enabled: false

Report type: light

Cookbook file name: urldownload.jbs

Sample URL: http://https://download.techsmith.com/camtasiastudio/releases/camtasia.exe

Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 104, IE 11, Adobe Reader DC 19, Java 8 Update 211
Number of analysed new started processes 10

analysed:

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 0

Technologies: « HCA enabled

« EGA enabled
« HDC enabled
« AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

Detection: SuUSs

Classification: sus30.evad.win@7/55@0/2
EGA Information: « Successful, ratio: 66.7%

HDC Information:

.

Successful, ratio: 64.5% (good quality ratio 61.9%)
« Quality average: 73.2%
Quality standard deviation: 27.4%

.

HCA Information: Successful, ratio: 84%
« Number of executed functions: 0

« Number of non-executed functions: 0

Warnings

« Behavior information exceeds normal sizes, reducing to normal. Report will have missing behavior information.

« Exclude process from analysis (whitelisted): MpCmdRun.exe, audiodg.exe, WMIADAP.exe, conhost.exe, backgroundTaskHost.exe
« Execution Graph export aborted for target wget.exe, PID 2692 because there are no executed function

« Not all processes where analyzed, report is missing behavior information

« Report creation exceeded maximum time and may have missing d isassembly code information.

« Report size exceeded maximum capacity and may have missing disassembly code.

« Report size getting too big, t oo many NtAllocateVirtualMemory calls found.

« Report size getting too big, t oo many NtQueryValueKey calls found.

« Report size getting too big, t oo many NtSetinformationFile calls found.

Simulations

Behavior and APIs

@ No simulations

Joe Sandbox View / Context

IPs
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@ No context

Domains

@ No context

ASNs

@ No context

JA3 Fingerprints

@ No context

Dropped Files

@ No context

Created / dropped Files

C:\Users\user\Desktop\cmdline.out

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAT:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Windows\SysWOW64\cmd.exe

ASCI! text, with CRLF line terminators

modified

560894

2.189471291564133

false
1536:dK8QXYadk+N2Ryy1WSIMQ3JnGsxc2REiLDsKZIAMFd8JDhuWsfLIDhCS/ciSuHz1:sxdEzJae61
513243550C654A23E9443A54D674AEEC

220674420B8BE12412AB9DF40DA74794FC07362D
19A91D33FE2E21A052A51DE2624BA071554C6BECOEDF1784DD1EBC58A6398A29
E8C5D7C3060A402F0DB33A5E8BIC6112C91591E1EDB7365FE03997F461C458AB94A44B6929D34F67B785A83385C29021781095F2A3949DCE1A9A17FBC27AC2FI
false

low

--2022-11-24 19:14:43-- https://download.techsmith.com/camtasiastudio/releases/camtasia.exe..Resolving download.techsmith.com (download.techsmith.com)... 23.20
5.232.22..Connecting to download.techsmith.com (download.techsmith.com)|23.205.232.22|:443... connected...HTTP request sent, awaiting response... 200 OK..Length:
368315368 (351M) [application/octet-stream)..Saving to: 'C:/Users/user/Desktop/download/camtasia.exe'.... .. 0% 902K 6m39s..
BOK it et e e s 0% 1.24M 5mdis.. 100K ...ccoooet coiviiint vt e e 0% 1.16M 5m29s.. 150K ..
1.86M 4m54s.. 200K ...ccoovs coviieies et et e 0% 1.20M 4m53s.. 250K ...ceeves cvviiins veeieeies e e 0% 2.35M 4m29s.. 300K .....cccce coveeree weeriens o
.................. 0% 1.88M 4m17s.. 350K ....

C:\Users\user\Desktop\download\camtasia.exe v E

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1:
SHA-256:
SHA-512:

Malicious:
Antivirus:

Reputation:

C:\Windows\SysWOW64\wget.exe

PE32 executable (GUI) Intel 80386, for MS Windows

dropped

368315368

7.99971960397624

true
6291456:j6ZqpwjluzjEinRLMtQRBj4xfEXPuaoZhPNEyvpYORwtpG2SepZimkxe49WvMBQD:j6cuXzjEoRWCjDQVEGY9pG2v3ILwBvMC
0C60C5F487C288CF2C6B09FE7E4A7D77

0927751BA365DD9B672B2A10CF7FB1584579FC7D
3913A1981B8FAE2BB3A9D5C6B00BIOADEA03AB407C2FE958D7C01DC3383F0945

A786DFB0C7394E4D44D87B2A392A830B2616EFEF522A59FBI9BC48B6FE7FI8AA908DA3A60AF601AEE3CE13E3FD805751E24A663B5533CFC1A719E2770781D37¢
4

false
« Antivirus: ReversinglLabs, Detection: 0%

low
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Preview:

.@....wixburn8.

C:\Windows\Temp\{7E66493E-A433-47D4-9045-EEADE201F171}\.ba\1028\mbapreq.wxl

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Windows\Temp\{CB5AD3D6-270A-4AB0-A898-D5EO0F7C2252B}\.cr\camtasia.exe

XML 1.0 document, Unicode text, UTF-8 text, with CRLF line terminators

dropped

2025

6.231406644010833

false
48:cxX7DTAT8tMBCus9T3FVWmHdniarRFeOrw8Nhv2VyfN3mKNWFP44SBWWW1GyfiPq:8L4T2RJhfHP8+VYuTmQUc2mE
1D4B831F77EFEC96FFBC70BC4B59B8B5

1B3ED82655AEC8A52DAEC60F8674BC7E07F8CFEB
1B93556F07C35AC0564D57E0743CCBA231950962C6506C8D4A74A31CD66FD04C

C6CCB188281F161DEBF02DCDDE24B77D8D14943DEED8852E77E5AFB18F3F62683AB1AE06DCEB1E09D53804A76DF6400A360712D8E7E228B7F971054BB4FB2-
96

false
low

<?xml version="1.0" encoding="utf-8"?>.. Copyright (c) .NET Foundation and contributors. All rights reserved. Licensed under the Microsoft Reciprocal License. See
LICENSE.TXT file in the project root for full license information. -->......<WixLocalization Culture="zh-tw" Language="1028" xmlIns="http://schemas.microsoft.com/wix/
2006/localization">.. <String Id="Caption">[WixBundleName] ....</String>.. <String ld="Title">[WixBundleName] ...... Microsoft .NET Framework</String>.. <String
ld="ConfirmCancelMessage">.......?</String>.. <String ld="HelpHeader">......</String>.. <String ld="HelpText">/passive | /quiet - ...... Ul Ul ul......
..../norestart - /log log.txt - ............ %TEMP% ...... </String>.. <Stri

C:\Windows\Temp\{7E66493E-A433-47D4-9045-EEADE201F171}\.ba\1029\mbapreq.wxl

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAT:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Windows\Temp\{CB5AD3D6-270A-4AB0-A898-D5E0F7C2252B}\.cr\camtasia.exe

XML 1.0 document, Unicode text, UTF-8 text, with CRLF line terminators

dropped

2458

5.36165936198009

false

48:cxX7DTZT8u9cktosM6re4dmSTcllyfl7sh/ DMNwIHWAoN3mepNRfKPNWZ0hgAQZfC:8LxTK23f33AwIViRrRynRuZfiMS
CC8C6D04DC707B38EOFOC08BA16FE49B

95EA7F570677AEA52393D02FDB21CEBB218A7343
DC445E2457ED31ABF536871F90FF7CC96800A40B6BC033F37D45E3156A3B4FA9

A4B19EBC8BB0OD88ABA7D3D5783E28F8B6E0960582A540059BC71076B1203BF43BCA15EA726272D15395C7B4E431046ADA1CBBID55072BBC5DBE7729C4599F0
EO

false
low

<?xml version="1.0" encoding="utf-8"?>.. Copyright (c) .NET Foundation and contributors. All rights reserved. Licensed under the Microsoft Reciprocal License. See
LICENSE.TXT file in the project root for full license information. -->......<WixLocalization Culture="cs-cz" Language="1029" xmlIns="http://schemas.microsoft.com/wix/
2006/localization">.. <String Id="Caption">Instalace produktu [WixBundleName]</String>.. <String Id="Title">Pro instalaci produktu [WixBundleName] je vy.adov.no
rozhran. Microsoft .NET Framework.</String>.. <String Id="ConfirmCancelMessage">Opravdu chcete akci zru.it?</String>.. <String ld="HelpHeader">N.pov.da k i
nstalaci</String>.. <String ld="HelpText">/passive | /quiet - Zobraz. minim.In. u.ivatelsk. rozhran. bez jak.chkoli.. v.zev, nebo nezobraz. ..dn. u.ivatelsk. rozhran. ani
..dn. v.zvy. Ve v.choz.m.. nastaven. se jak u.ivatelsk. rozhran., tak i v.echny v.zvy zobrazui....../norestart - Potla.. jak.koli p

C:\Windows\Temp\{7€66493E-A433-47D4-9045-EEADE201F171}\.ba\1030\mbapreq.wxl

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1:
SHA-256:
SHA-512:

Malicious:

Reputation:

C:\Windows\Temp\{CB5AD3D6-270A-4AB0-A898-D5E0F7C2252B}\.cr\camtasia.exe

XML 1.0 document, Unicode text, UTF-8 text, with CRLF line terminators

dropped

2286

5.061915970731254

false
48:cxX7DCrT81tbzjamsjFq7LhzqGgdRDJINbgoN3mpN+ELPnfyOwYxPyzraXnAF:8LaTOkaEQiIGd/BwF
7C6E4CE87870B3B5E71D3EF4555500F8

E831E8978A48BEAFA04AAD52A564B7EADED4311D
CAC263E0E90A4087446A290055257B1C39F17E11F065598CB2286DF4332C7696

2A02415A3E5F073F4530FD87C97B685D95B8C0E1B15EFD185CC5CB046FCF1D0DCE28DB9889AD52588B96FE01841A7A61F6B7DE6D2FE669EAB10A8926C46B8E93
D1

false

low
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Preview:

<?xml version="1.0" encoding="utf-8"?>.. Copyright (c) .NET Foundation and contributors. All rights reserved. Licensed under the Microsoft Reciprocal License. See
LICENSE.TXT file in the project root for full license information. -->......<WixLocalization Culture="da-dk" Language="1030" xmIns="http://schemas.microsoft.com/wix/
2006/localization">.. <String Id="Caption">Installation af [WixBundleName]</String>.. <String Id="Title">Microsoft .NET Framework skal v.re installeret i forbindelse med
Installationen af [WixBundleName]</String>.. <String Id="ConfirmCancelMessage">Er du sikker p., at du vil annullere?</String>.. <String Id="HelpHeader">Hj.Ip til inst
allation</String>.. <String ld="HelpText">/passive | /quiet - viser en minimal brugergr.nseflade uden prompter eller.. viser ingen brugergr.nseflade og ingen prompter...
Brugergr.nsefladen og alle prompter vises som standard...../norestart - skjuler fors.g p. genstart. Der vises som standard en.. foresp.rgse

C:\Windows\Temp\{7E66493E-A433-47D4-9045-EEADE201F171}\.ba\1031\mbapreq.wxl

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Windows\Temp\{CB5AD3D6-270A-4AB0-A898-D5EO0F7C2252B}\.cr\camtasia.exe

XML 1.0 document, Unicode text, UTF-8 text, with CRLF line terminators

dropped

2442

5.094465051245675

false
48:cxX7DASTcCwit/soJy9hkVByUZN+29N3mfN65PS9CvZwZi7uuASD:8LxT8itGeVB97+gyC9BdaSD
C8E7E0B4E63B3076047B7F49C76D56E1

4E44E656A0D552B2FFD65911CB45245364E5DBF3
631D46CB048FB6CFOB9A1362F8E5A1854C46E9525A0260C7841A04B2316C8295

FD7E8896F9414FODB7A88F926F55EE24E0591DA676F330200BC6BB829EB32648D90D3094E0011BFE36C7BA8BE41DFD74B12D444AFEA0D2866801258DA4FA16E
8

false
low

<?xml version="1.0" encoding="utf-8"?>.. Copyright (c) .NET Foundation and contributors. All rights reserved. Licensed under the Microsoft Reciprocal License. See
LICENSE.TXT file in the project root for full license information. -->......<WixLocalization Culture="de-de" Language="1031" xmIns="http://schemas.microsoft.com/wix/
2006/localization">.. <UI Control="InstallButton" Width="180" />.. .. <String Id="Caption">[WixBundleName]-Setup</String>.. <String ld="Title">F.r das [WixB
undleName]-Setup ist Microsoft .NET Framework erforderlich.</String>.. <String Id="ConfirmCancelMessage">Sind Sie sicher, dass Sie den Vorgang abbrechen m.chte
n?</String>.. <String Id="HelpHeader">Setup-Hilfe</String>.. <String Ild="HelpText">/passive | /quiet - zeigt eine minimale Benutzeroberfl.che ohne.. Eingabe
aufforderungen oder keine Benutzeroberfl.che und keine.. Eingabeaufforderungen an. Standardm..ig werden die Benutzeroberfl.che und.. alle Eingabeaufforderungen
angezeigt...../no

C:\Windows\Temp\{7E66493E-A433-47D4-9045-EEADE201F171}\.ba\1032\mbapreq.wxl

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAT:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Windows\Temp\{CB5AD3D6-270A-4AB0-A898-D5E0F7C2252B}\.cr\camtasia.exe

XML 1.0 document, Unicode text, UTF-8 text, with CRLF line terminators

dropped

3400

5.279888750092028

false
48:cxX7D8jVT8dUk9Ug/usO02pNSBIbESVR2drdESPzghC76DeN2hL0eLoN3mOLSNIx:8L45TCyop5riGzH7xgJit8lgSsBwak
074D5921AF07E6126049CB45814246ED

91D4BDDA8D2B703879CFE2C28550E0A46074FA57
B8E9OE20EDF110AAAAEA54FBC8533872831777BES589E380CFDD17E1F93147B5

28DAC36516BCC76BCC598C6E7ABDE359695F85AB7A830D6ADBC844EB240D9FA372CB5A5CE4DBE21E250408C6B246D371D3CDD656D2178FBOEC22DAC7D39(
BD9F

false
low

<?xml version="1.0" encoding="utf-8"?>.. Copyright (c) .NET Foundation and contributors. All rights reserved. Licensed under the Microsoft Reciprocal License. See
LICENSE.TXT file in the project root for full license information. -->......<WixLocalization Culture="el-gr" Language="1032" xmIns="http://schemas.microsoft.com/wix/
2006/localization">.. <String Id="Caption">........... ... [WixBundleName]</String>.. <String ld="Title">... ... ........... ... [WixBundleName] .......... .. Microsoft .NET Fram
ework</String>.. <String ld="ConfirmCancelMessage">..... ....... ... e et eues oo ;</String>.. <String ld="HelpHeader">....... ... ... ........... </String>.. <String ld="HelpTex
> D a S STVl U6 R ——

C:\Windows\Temp\{7€66493E-A433-47D4-9045-EEADE201F171}\.ba\1035\mbapreq.wxl

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1:
SHA-256:
SHA-512:

C:\Windows\Temp\{CB5AD3D6-270A-4AB0-A898-D5E0F7C2252B}\.cr\camtasia.exe

XML 1.0 document, Unicode text, UTF-8 text, with CRLF line terminators

dropped

2235

5.142592159444541

false
48:cxX7DE+T8Z+bm5snwETMA0QEATN27uNBDReg4N3mJeNHNP64NsFKJJem4vyAs:8L.ZTDkZ7+2IBCht6J8neHs
E338408F1101499EB22507A3451F7B06

83B42F9D7307265A108FC339D0460D36B66A8BI4

B7D9528F29761C82C3D926EFE5E0D5036 A0EOD83EB4CCA7282846C86A9D6FIF3

F7BE923DC2856E0941D0669E2DE5SA5C307C98DC7EBAOA1B68728EB29C95B4625145C2AD3AC6F6B6D82F062887EA349E2187F1F91785DDESA5083BC1150E563:
6

Copyright Joe Security LLC 2022 Page 17 of 70



Malicious:
Reputation:

Preview:

false
low

<?xml version="1.0" encoding="utf-8"?>.. Copyright (c) .NET Foundation and contributors. All rights reserved. Licensed under the Microsoft Reciprocal License. See
LICENSE.TXT file in the project root for full license information. -->......<WixLocalization Culture="fi-fi" Language="1035" xmIns="http://schemas.microsoft.com/wix/
2006/localization">.. <String Id="Caption">[WixBundleName] -asennus</String>.. <String ld="Title">Microsoft .NET Framework tarvitaan [WixBundleName] -asennusta
varten</String>.. <String ld="ConfirmCancelMessage">Haluatko varmasti peruuttaa?</String>.. <String Id="HelpHeader">Asennusohjelman ohje</String>.. <String
ld="HelpText">/passive | /quiet - n.ytt.. mahdollisimman v.h.n k.ytt.littym.st.; ei.. kehotteita tai ei k.ytt.littym.. ja kehotteita. Oletusarvoisesti.. k.ytt.littym. ja kaikki keho
tteet n.ytet..n...../norestart - est.. uudelleenk.ynnistysyritykset. Oletusarvoisesti.. k.ytt.littym. kysyy ennen uudelleenk.yn

C:\Windows\Temp\{7E66493E-A433-47D4-9045-EEADE201F171}\.ba\1036\mbapreq.wxl

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAT1:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Windows\Temp\{CB5AD3D6-270A-4AB0-A898-D5E0F7C2252B}\.cr\camtasia.exe

XML 1.0 document, Unicode text, UTF-8 text, with CRLF line terminators

dropped

2306

5.076293283609686

false

48:cxX7DyBT81BbKBswAL 1xV1wjRcDSNwDXoN3mSZfNhkLPkQpznsdMEodAY :8LWwTK5KHsijmEXY
AA32A059AADD42431F7837CB1BE7257F

4CD21661E341080FB8C2DEFD9F32F134561FC3BA
88E7DDACD6B714D94D5322876BD50051479B7A0C686DC2E9EB06B3B7A0BC06C9
78E201F369E65535E25722DFCOEFE99EDF641F7C14EFF1526DC1CC047FF11640079F1E3D25C9072CF25F4804195891BE006FC5ED313063AFCB91FB5700120B88
false

low

<?xml version="1.0" encoding="utf-8"?>.. Copyright (c) .NET Foundation and contributors. All rights reserved. Licensed under the Microsoft Reciprocal License. See
LICENSE.TXT file in the project root for full license information. -->......<WixLocalization Culture="fr-fr" Language="1036" xmlIns="http://schemas.microsoft.com/wix/
2006/localization">.. <String Id="Caption">Installation de [WixBundleName]</String>.. <String ld="Title">Microsoft .NET Framework requis pour l'installation de
[WixBundleName]</String>.. <String ld="ConfirmCancelMessage">.tes-vous s.r de vouloir annuler.?</String>.. <String ld="HelpHeader">Aide de l'installation</String>..
<String ld="HelpText">/passive | /quiet - affiche une interface minimale sans invites ou n'affiche.. aucune interface ni aucune invite. Par d.faut, l'interface et toutes les..
invites sont affich.es...../norestart - annule toute tentative de red.marrage. Par d.faut, l'interface.. affiche une invite avant de red.marrer..

C:\Windows\Temp\{7E66493E-A433-47D4-9045-EEADE201F171}\.ba\1038\mbapreq.wxl

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAT:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Windows\Temp\{CB5AD3D6-270A-4AB0-A898-D5E0F7C2252B}\.cr\camtasia.exe

XML 1.0 document, Unicode text, UTF-8 text, with CRLF line terminators

dropped

2392

5.293225307744296

false
48:cxX7DwzT8cSwvs48mF7GD/g1vOwH7N3wwJxL990N3m/ZNRUYPBZRT1XESW30/ULG:8LQT2wpFGbgT3WMN2QR;/y/LKr
17FB605A2F02DA203DF06F714D1CC6DE

3A71D13D4CCA06116B111625C90DD1C451EA9228
55CF62D54EFB79801A9D94B24B3C9BA221C2465417A068950D40A67C52BA66EF
D05008D37143A1CC031F4B6268490A5A10FBB686C86984D20DB94843BDC4624EF9651D158DCB5B660FC239C3C3E8D087EBSD23FFFB8C4681910CBC376148F0F
false

low

<?xml version="1.0" encoding="utf-8"?>.. Copyright (c) .NET Foundation and contributors. All rights reserved. Licensed under the Microsoft Reciprocal License. See
LICENSE.TXT file in the project root for full license information. -->......<WixLocalization Culture="hu-hu" Language="1038" xmIns="http://schemas.microsoft.com/wix/
2006/localization">.. <String Id="Caption">[WixBundleName] telep.t.</String>.. <String Id="Title">A(z) [WixBundleName] telep.t.s.hez Microsoft .NET-keretrendszer
sz.ks.ges</String>.. <String Id="ConfirmCancelMessage">Biztosan megszak.tja?</String>.. <String ld="HelpHeader">A telep.t. s.g.ja</String>.. <String ld="HelpText">
/passive | /quiet - Minim.lis felhaszn.l.i fel.let megjelen.t.se k.rd.sek.. n.lk.l, illetve felhaszn.Lifel.let .s k.rd.sek megjelen.t.se n.Ik.li.. telep.t.s. Alapesetben a felhaszn.l.i
fel.let .s minden k.rd.s megjelenik...../norestart - Az .jraind.t.si k.r.sek elrejt.se. Alapeset

C:\Windows\Temp\{7€66493E-A433-47D4-9045-EEADE201F171\.ba\1040\mbapreq.wxl

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1:
SHA-256:
SHA-512:

C:\Windows\Temp\{CB5AD3D6-270A-4AB0-A898-D5E0F7C2252B}\.cr\camtasia.exe

XML 1.0 document, Unicode text, UTF-8 text, with CRLF line terminators

dropped

2304

4.985260685429469

false
48:cxX7DQyT81ebRcesyB+Y25ukVpkXJM2DJNXhpXZoN3mMMhNTM+POYO/n1YxXlcl5:8LFTzLtkiwWWKXHZi37MIDp
50261379B89457B1980FF19CFABE6GA08

F80B1F416539D33206CE3C24BA3B14B799A84813
A40C94EB33F8841C79E9F6958433AFFD517F97B4570F731666AF572E63178BB7

BBD9794181EEC95D6BE7A1B7BA83FD61AF2B2DF61D9DASDDA2788B61BEC53C30FCEFES222EDF134166532B36D3AB6CE8996F2D670DC6907C1864AF881A21E
A40
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Malicious: false
Reputation: low

Preview: <?xml version="1.0" encoding="utf-8"?>.. Copyright (c) .NET Foundation and contributors. All rights reserved. Licensed under the Microsoft Reciprocal License. See
LICENSE.TXT file in the project root for full license information. -->......<WixLocalization Culture="it-it" Language="1040" xmIns="http://schemas.microsoft.com/wix/
2006/localization">.. <String Id="Caption">Installazione di [WixBundleName]</String>.. <String Id="Title">Microsoft .NET Framework necessario per l'installazione di [Wi
xBundleName]</String>.. <String Id="ConfirmCancelMessage">Annullare?</String>.. <String Id="HelpHeader">Guida dell'installazione</String>.. <String Id="HelpT
ext">/passive | /quiet - visualizza l'interfaccia utente minima senza istruzioni.. oppure non visualizza n. l'interfaccia utente n. le istruzioni. Per.. impostazione predefinita
vengono visualizzate interfaccia utente e.. istruzioni...../norestart - elimina eventuali tentativi di riavvio. Per impostazione.. predefinita I'int

C:\Windows\Temp\{7E66493E-A433-47D4-9045-EEADE201F171}\.ba\1041\mbapreq.wxl

Process: C:\Windows\Temp\{CB5AD3D6-270A-4AB0-A898-D5EO0F7C2252B}\.cr\camtasia.exe
File Type: XML 1.0 document, Unicode text, UTF-8 text, with CRLF line terminators

Category: dropped

Size (bytes): 2545

Entropy (8bit):  5.923292576429967

Encrypted: false

SSDEEP: 48:cxX7DpcYT86WyscLpTIFw6tnOUjsj/D3NIgHcQN3MKN/WPOhT0SXsDay+z8QZEcE:8L1TccOFw6tnOUjsjpICnlO0934apWz

MD5: DBOF5BAB42403FD67C0A18E35E6880EC

SHAT: COA18C8C5BCD7B88C384B5304B56EEB85A0DA3DC

SHA-256: CCDCDB111EFA152C5F9FF4930033698B843390A549699AE802098D87431F16FE

SHA-512: 589522BD4A26BF54CCF3564E392E41BBBA4E7B3FD1ED74E7F4F6AD6F2E65CDE11FFF32D0C5F3BCD09052FES110FDC361D1926E220FDOBAD2D38CAC21BBEY!
211

Malicious: false

Reputation: low

Preview: <?xml version="1.0" encoding="utf-8"?>.. Copyright (c) .NET Foundation and contributors. All rights reserved. Licensed under the Microsoft Reciprocal License. See

LICENSE.TXT file in the project root for full license information. -->......<WixLocalization Culture="ja-jp" Language="1041" xmIns="http://schemas.microsoft.com/wix/
2006/localization">.. <String Id="Caption">[WixBundleName] ...... </String>.. <String Id="Title">[WixBundleName] ........ Microsoft .NET Framework .....</String>.. <String
ld="ConfirmCancelMessage"> </String>.. <String ld="HelpText">/passive | /quiet- ... Ul .................... UL, s
../norestart

C:\Windows\Temp\{7E66493E-A433-47D4-9045-EEADE201F171}\.ba\1042\mbapreq.wxl

Process: C:\Windows\Temp\{CB5AD3D6-270A-4AB0-A898-D5E0F7C2252B}\.cr\camtasia.exe
File Type: XML 1.0 document, Unicode text, UTF-8 text, with CRLF line terminators

Category: dropped

Size (bytes): 2236

Entropy (8bit): 5.97627825234954

Encrypted: false

SSDEEP: 48:cxX7D3sT8ZeusKOWOWGYKCstFmhENI2Y +kN3mp4iNmi6lPa0dDaolunvZqIHUSUH:8LQTXVRFhIzl44wmgko04US5TY

MD5: 442F8463EF5CA42B99B2EFACAG96BDO01

SHAT: 67496DB91CBAA85AC0727B12FC2D35E990537DAC

SHA-256: D22F6ADA97DBFFC1E7548E52163807F982B30B11A2A5109E71F42985102CCCBD

SHA-512: A350EAF9E7AEAFAB1163D7C0B8D014AFE07EE98BAE3915CBDD3C26282E345A0838E853C89BAES8943474758DCBCFDOBB0724A0C75CBF969F321FAB4944E870
4FD

Malicious: false

Reputation: low

Preview: <?xml version="1.0" encoding="utf-8"?>.. Copyright (c) .NET Foundation and contributors. All rights reserved. Licensed under the Microsoft Reciprocal License. See

LICENSE.TXT file in the project root for full license information. -->......<WixLocalization Culture="ko-kr" Language="1042" xmIns="http://schemas.microsoft.com/wix/
2006/localization">.. <String Id="Caption">[WixBundleName] ..</String>.. <String Id="Title">[WixBundleName] ... ... Microsoft .NET Framework</String>.. <String
ld="ConfirmCancelMessage">. ?</String>.. <String ld="HelpHeader">.. ...</String>.. <String ld="HelpText">/passive | /quiet - ... .. .. Ul ..Ul ... ... ... ... ul.
................ /norestart - ........... PO oo i (o s R (I

C:\Windows\Temp\{7E66493E-A433-47D4-9045-EEADE201F171}\.ba\1043\mbapreq.wxl

Process: C:\Windows\Temp\{CB5AD3D6-270A-4AB0-A898-D5E0F7C2252B}\.cr\camtasia.exe
File Type: XML 1.0 document, ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 2312

Entropy (8bit):  4.965432037520827

Encrypted: false

SSDEEP: 48:cxX7DK1T8u7hbU7Asd7MgpSwzCcHGFN9OsNN3mvoNBC7hPFtO7+xw7t0Yza2Al:8LcTtpGLFSwJHmMPnnKhEBts|

MD5: 67F28BCDB3BA6774CD66AA198B06FF38

SHAT: 85D843B7248A5E1173FF9BD59CB73BB505F69B66

SHA-256: 226B778604236931B4AE45F6F272586C884A11517444A34BF45CD5CAE49BEG2E

SHA-512: 7BC7D3E6E19ECF865B2CABFC46C75D516561D5A8A81A8ED55B4EDBA41A13A7110F474473740200AFB035B9597A2511D08C2A2E7A9ADE2C2AB4D3F168944B8%
28
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Malicious:
Reputation:

Preview:

false
low

<?xml version="1.0" encoding="utf-8"?>.. Copyright (c) .NET Foundation and contributors. All rights reserved. Licensed under the Microsoft Reciprocal License. See
LICENSE.TXT file in the project root for full license information. -->......<WixLocalization Culture="nl-nl" Language="1043" xmins="http://schemas.microsoft.com/wix/
2006/localization">.. <String Id="Caption">[WixBundleName] Installatie</String>.. <String Id="Title">Microsoft .NET Framework is vereist voor installatie [Wix
BundleName]</String>.. <String Id="ConfirmCancelMessage">Weet u zeker dat u de installatie wilt annuleren?</String>.. <String Id="HelpHeader">Help bij Setup</
String>.. <String Id="HelpText">/passive | /quiet - geeft een minimale gebruikersinterface weer zonder prompts.. of geeft geen gebruikersinterface en geen prompts weer
. Gebruikersinterface.. en alle prompts worden standaard weergegeven...../norestart - pogingen tot opnieuw opstarten onderdrukken... Gebruikersinterface vraagt stan
daard al

C:\Windows\Temp\{7E66493E-A433-47D4-9045-EEADE201F171}\.ba\1044\mbapreq.wxl

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAT1:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Windows\Temp\{CB5AD3D6-270A-4AB0-A898-D5E0F7C2252B}\.cr\camtasia.exe

XML 1.0 document, Unicode text, UTF-8 text, with CRLF line terminators

dropped

2171

5.089922193759582

false
48:cxX7DTeT8uUbnFdsLnFHv+Gpm1gL5DQNDDaoN3mpZfN15dPnfuO0g5wZ5uAq8fAS:8L+Tec1x8Siule4S
5454F724C9CDAB8172678A1CC7057220

241A57018ACE1210881583A9CF646E7D2E51412F
41545AC1247B61C3C3E2A7E4659D9FAD2BCCA8347C69F2EB7BIDOCF5FC31E113

40E311EADA299996E32A7D35223CA678A03C869D63C023D59BCY7A7B2049B0252AA9D0A7EC8558D5ACB73BD14C7BFA913097E65ABEE7455658DB7E35BBDAS)
E1

false
low

<?xml version="1.0" encoding="utf-8"?>.. Copyright (c) .NET Foundation and contributors. All rights reserved. Licensed under the Microsoft Reciprocal License. See
LICENSE.TXT file in the project root for full license information. -->......<WixLocalization Culture="nb-no" Language="1044" xmiIns="http://schemas.microsoft.com/wix/
2006/localization">.. <String Id="Caption">[WixBundleName] Installasjonsprogram</String>.. <String Id="Title">Microsoft NET Framework kreves for [WixBundleName]-
installasjon</String>.. <String ld="ConfirmCancelMessage">Er du sikker p. at du vil avbryte?</String>.. <String Id="HelpHeader">Installasjonshjelp</String>.. <String
ld="HelpText">/passive | /quiet - viser minimalt brukergrensesnitt uten ledetekster, eller.. ikke noe brukergrensesnitt og ingen ledetekster. Som standard vises..
brukergrensesnitt og alle ledetekster...../norestart - undertrykker alle fors.k p. omstart. Som standard sp.r.. brukergrensesnittet f.r omstart.../log log.txt

C:\Windows\Temp\{7E66493E-A433-47D4-9045-EEADE201F171}\.ba\1045\mbapreq.wxl

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAT:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Windows\Temp\{CB5AD3D6-270A-4AB0-A898-D5E0F7C2252B}\.cr\camtasia.exe

XML 1.0 document, Unicode text, UTF-8 text, with CRLF line terminators

dropped

2368

5.270514043715206

false
48:cxX7Du40T82gXusarwkfpYrKD8DTNkbNuoN3mjbsNnilPh8ynN1NYd4iYuffAL:8LKTsXgpYr2lyoiiOffpT3L
96ACAAASAEF7798E9048BAFF4AC3FA8D3

E76629973F6C1CFC06F60BA64FE9F237B2DB9698
F4AA983E39FB29C95E3306082F034B3A43E1D26489C997B8E6697B6A3B2FIF3C

964F73E572BDCB1AD946C770E6A2FB4A1CES54AF4B5BB072F64256083BA27A223FADAD4A95BID2A646180806D1F977726147970B06AAC35EED75AEC6CAB9ED3
37

false
low

<?xml version="1.0" encoding="utf-8"?>.. Copyright (c) .NET Foundation and contributors. All rights reserved. Licensed under the Microsoft Reciprocal License. See
LICENSE.TXT file in the project root for full license information. -->......<WixLocalization Culture="pl-pl" Language="1045" xmIns="http://schemas.microsoft.com/wix/
2006/localization">.. <String Id="Caption">Instalator programu [WixBundleName]</String>.. <String Id="Title">Do zainstalowania programu [WixBundleName] jest w
ymagany program Microsoft .NET Framework</String>.. <String Id="ConfirmCancelMessage">Czy na pewno chcesz anulowa.?</String>.. <String ld="HelpHeade
r'">Pomoc instalatora</String>.. <String Id="HelpText">/passive | /quiet - wy.wietla minimalny interfejs u.ytkownika bez monit.w.. lub nie wy.wietla interfejsu u.ytkownika
ani monit.w. Domy.Inie jest.. wy.wietlany interfejs u.ytkownika i wszystkie monity...../norestart - pomija wszelkie pr.by ponownego uruchomienia. Domy.Inie.. interf

C:\Windows\Temp\{7E66493E-A433-47D4-9045-EEADE201F171\.ba\1046\mbapreq.wxl

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1:

C:\Windows\Temp\{CB5AD3D6-270A-4AB0-A898-D5E0F7C2252B}\.cr\camtasia.exe
XML 1.0 document, Unicode text, UTF-8 text, with CRLF line terminators

dropped

2147

5.130635342194656

false

48:cxX7DuoT85b0s/4TDoYDj4NF5j2hN3mMNYskPDXKIMaKcP9A5g:8L1 TmBHjs59M8r6
BD39ADB6B872163FD2D570028E9F3213
688B8A109688D3EA483548F29DE2E57A8A56C868
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SHA-256: ECB5C22E6C2423CAF07AEBE6IF4FAF22450164EEE9587B64EF45A2D7F658CA15

SHA-512: F2826BE203E767D09FF0D7677E1CF5B13113B773D529166DAE02A1F5DB2DC58E0856A34901DF70011EBABBEE964FAB7ACF38590E650BD629D4E4DC4CB36C8L
45

Malicious: false

Reputation: low

Preview: <?xml version="1.0" encoding="utf-8"?>.. Copyright (c) .NET Foundation and contributors. All rights reserved. Licensed under the Microsoft Reciprocal License. See

LICENSE.TXT file in the project root for full license information. -->......<WixLocalization Culture="pt-br" Language="1046" xmIns="http://schemas.microsoft.com/wix/
2006/localization">.. <String Id="Caption">[WixBundleName] Instala..o</String>.. <String Id="Title">Microsoft .NET Framework . necess.rio para instala..o do [
WixBundleName]</String>.. <String ld="ConfirmCancelMessage">Tem certeza de que deseja cancelar?</String>.. <String ld="HelpHeader">Ajuda da Instala..o</String
>.. <String Id="HelpText">/passive | /quiet - exibe Ul m.nima sem avisos ou exibe sem Ul e.. sem avisos. Por padr.o a Ul e todos avisos s.0 exibidos...../norestart -
suprime qualquer tentativa de reinicializa..o. Por padr.o a Ul.. ir. solicitar antes de reiniciar.../log log.txt - logs para um arquivo espec.fico. Por padr.

C:\Windows\Temp\{7E66493E-A433-47D4-9045-EEADE201F171}\.ba\1049\mbapreq.wxl

Process: C:\Windows\Temp\{CB5AD3D6-270A-4AB0-A898-D5EO0F7C2252B}\.cr\camtasia.exe
File Type: XML 1.0 document, Unicode text, UTF-8 text, with CRLF line terminators

Category: dropped

Size (bytes): 2880

Entropy (8bit): 5.408094213063887

Encrypted: false

SSDEEP: 48:cxX7DkTT8fjtEeusogrohY2Ar7DHNNjTh530N3miRMNKrdPin+/uYcbSkuElcOvG:8LYT8EeHMMJRNi1Ruwi3OwL

MD5: DAF167AF4031EF47E562056A7D51AA73

SHAT: 0156B230CADD6169AC2820865E3C031ED79785EF

SHA-256: C91C9E87AB4A6DB078F1991F4A2CDC726B58A40E47BCE49D39168A8F8F151C3B

SHA-512: 5E87EE3838E3595ADBD7EABAGE3E33CDFEASE15ED716FBCCDBD55235B3E53E1E41EAS5A907F425E96C35167543C7F75AC5214B5AEE177D299FC2464A68B228
51E

Malicious: false

Reputation: low

Preview: <?xml version="1.0" encoding="utf-8"?>.. Copyright (c) .NET Foundation and contributors. All rights reserved. Licensed under the Microsoft Reciprocal License. See

LICENSE.TXT file in the project root for full license information. -->......<WixLocalization Culture="ru-ru" Language="1049" xmins="http://schemas.microsoft.com/wix/
2006/localization">.. <String Id="Caption">......... [WixBundleName]</String>.. <String Id="Title">. .. [WixBundleName] ... Microsoft .NET Framework</String>..
<String ld="ConfirmCancelMessage">.. .. ..7</String>.. <String Id="HelpHeader">....... .. ......... </String>.. <String ld="HelpText">/passive | /quiet - ...

C:\Windows\Temp\{7E66493E-A433-47D4-9045-EEADE201F171}\.ba\1051\mbapreq.wxl

Process: C:\Windows\Temp\{CB5AD3D6-270A-4AB0-A898-D5E0F7C2252B}\.cr\camtasia.exe
File Type: XML 1.0 document, Unicode text, UTF-8 text, with CRLF line terminators

Category: dropped

Size (bytes): 2334

Entropy (8bit):  5.397882326481071

Encrypted: false

SSDEEP: 48:cxX7D+cT8muPusz2qgs1u+Vh1TgDINHZJoN3m8fNOvPp3OAwa2ywSODAm:8L1 TuPdKNzfifFmcatm

MDS5: 016C278E515F87F589AD22C856B201F7

SHAT: F20C7DB38B3161B143DEC4E578CE71D7F585F436

SHA-256: 4A7FDF4A9033FE05C31F565ED3AESB8C67D324B7AEADB737CE95DBB416D46868

SHA-512: 310C85B27E1ECF4C6729E88051037150CFBA0234A0138666C26662B3D665FF38B74E95ABCADDEEF6CBEBB23E3357FAC487E6EESEBSFE158C269D77672191B0-
2

Malicious: false

Reputation: low

Preview: <?xml version="1.0" encoding="utf-8"?>.. Copyright (c) .NET Foundation and contributors. All rights reserved. Licensed under the Microsoft Reciprocal License. See

LICENSE.TXT file in the project root for full license information. -->......<WixLocalization Culture="sk-sk" Language="1051" xmIns="http://schemas.microsoft.com/wix/
2006/localization">.. <String Id="Caption">[WixBundleName] . in.tal.cia</String>.. <String Id="Title">Na in.tal.ciu aplik.cie [WixBundleName] sa vy.aduje s..as. Microsoft
.NET Framework</String>.. <String lId="ConfirmCancelMessage">Naozaj chcete zru.i. oper.ciu?</String>.. <String Id="HelpHeader">Pomocn.k pre in.tal.ciu</String>..
<String Id="HelpText">/passive | /quiet . zobraz. minim.Ine pou..vate.sk. rozhranie bez v.ziev alebo.. nezobraz. .iadne pou..vate.sk. rozhranie ani v.zvy. Predvolene sa..
zobrazuje pou..vate.sk. rozhranie aj v.etky v.zvy...../norestart . zru.. v.etky pokusy o re.tart. Pou..vate

C:\Windows\Temp\{7€66493E-A433-47D4-9045-EEADE201F171}\.ba\1053\mbapreq.wxl

Process: C:\Windows\Temp\{CB5AD3D6-270A-4AB0-A898-D5E0F7C2252B}\.cr\camtasia.exe
File Type: XML 1.0 document, Unicode text, UTF-8 text, with CRLF line terminators

Category: dropped

Size (bytes): 2132

Entropy (8bit):  5.1255014007111495

Encrypted: false
SSDEEP: 48:cxX7DviT8NFLbu9sM2vECjf26axBZYXcqADCNKTbkoN3maT6NWOJEXPauOOKYnhf:8LmTAcRNQXFPKOiHMsfb2Ws3M
MD5: D95E81164C57B6FD75E7C3022454192E
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SHAT:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

5D5ACBC56E7078AF4D04C45B78COFF090C02EE6A

6DD61CC6B87B53EAF28430068A2A459730FD4B2BCF876CCDF040212D04C4FE7D
9E4BA81A145574818DD6A1F1DOEC38EA1629C7771919C35923F440E31EA9912E1630D94FCDB82B71104EBD61D0321DCDF935BA20D69988EE6EIB22259186AF0
false

low

<?xml version="1.0" encoding="utf-8"?>.. Copyright (c) .NET Foundation and contributors. All rights reserved. Licensed under the Microsoft Reciprocal License. See
LICENSE.TXT file in the project root for full license information. -->......<WixLocalization Culture="sv-se" Language="1053" xmIns="http://schemas.microsoft.com/wix/
2006/localization">.. <String Id="Caption">[WixBundleName]-installation</String>.. <String Id="Title">Microsoft .NET Framework kr.vs f.r installation av [WixB
undleName]</String>.. <String Id="ConfirmCancelMessage">Vill du avbryta?</String>.. <String ld="HelpHeader">Installationshj.Ip</String>.. <String ld="HelpTex
t">/passive | /quiet - visar ett minimalt anv.ndargr.nssnitt utan prompter,.. alternativt inget anv.ndargr.nssnitt och inga prompter. Som standard visas.. anv.ndargr.nssnitt
och samtliga prompter...../norestart - hejdar omstart. Som standard visar anv.ndargr.nssnittet en.. prompt f.re omstart.../log log.txt - skapar logg till

C:\Windows\Temp\{7E66493E-A433-47D4-9045-EEADE201F171}\.ba\1055\mbapreq.wxl

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAT1:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Windows\Temp\{CB5AD3D6-270A-4AB0-A898-D5E0F7C2252B}\.cr\camtasia.exe

XML 1.0 document, Unicode text, UTF-8 text, with CRLF line terminators

dropped

2303

5.2754753523795275

false
48:cxX7DNcYT8anOSMsHEqGpcBztpvrdlrs2ZmNI2+Yo6irN3m22NFcPc+4Trzrdge7:8LZHTE7APaTI9sq6yEbgg
01B200E06BAG00A4EFO0CO0F7AAC5CE4

22234426C42637E069A46217019551E4434A4AB6
06BFB6DFBC38105C699DEA226A029DF3EF673C33E4B8928DC4EC7FB8F761487D

8BDCF7533A6BCFA231B42A7EF845A70C7535FBF607D62FF6404928D5941BA6AFBF139450A1A1B58C65FACF88DC0785AEC4ABEFBCC803466A58B1930F7C468C
DD

false
low

<?xml version="1.0" encoding="utf-8"?>.. Copyright (c) .NET Foundation and contributors. All rights reserved. Licensed under the Microsoft Reciprocal License. See
LICENSE.TXT file in the project root for full license information. -->......<WixLocalization Culture="tr-tr" Language="1055" xmIns="http://schemas.microsoft.com/wix/
2006/localization">.. <String Id="Caption">[WixBundleName] Kurulumu</String>.. <String Id="Title">[WixBundleName] kurulumu i.in Microsoft .NET Framework gerek
ir</String>.. <String Id="ConfirmCancelMessage">.ptal etmek istedi.inizden emin misiniz?</String>.. <String ld="HelpHeader">Kurulum Yard.m.</String>.. <String
ld="HelpText">/passive | /quiet - komut istemi olmayan olabildi.ince k...k bir Ul.. g.r.nt.ler veya komut istemi ve Ul g.r.nt.lemez. Varsay.lan olarak Ul.. ve t.m komut iste
mleri g.r.nt.lenir...../norestart - yeniden ba.latma denemelerini engeller. Varsay.lan.. olarak Ul yeniden ba.latmadan .nce komut isteyecekt

C:\Windows\Temp\{7E66493E-A433-47D4-9045-EEADE201F171}\.ba\1060\mbapreq.wxl

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAT:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Windows\Temp\{CB5AD3D6-270A-4AB0-A898-D5E0F7C2252B}\.cr\camtasia.exe

XML 1.0 document, Unicode text, UTF-8 text, with CRLF line terminators

dropped

2200

5.1485120966265

false

48:cxX7DZ0T80bZsw9g59S56K97D7NCt2VoN3mQXNJPOhP58vqc1qwueo3RAL:8LY TLIS9h9hCtsihdxOh+NL
5836F0C655BDD97093F68AAFE9AB2BAB

B6842E816F9EO0DCC559A5692E4D26101D10B4B16
C015247D022BDC108B4FFCAE89CB55D1E313034D7E6EED18744C1BB55F108F8C

640A79D6A756E591AD02DDCCC53BC43F855C5148B8CBB5CEBC1CAF5419CA02F7B2AFF89CCA4C056356814D3899EF79BF038B4E8B4B79EB85138A3CEDCCEY!
E5B

false
low

<?xml version="1.0" encoding="utf-8"?>.. Copyright (c) .NET Foundation and contributors. All rights reserved. Licensed under the Microsoft Reciprocal License. See
LICENSE.TXT file in the project root for full license information. -->......<WixLocalization Culture="sl-si" Language="1060" xmIns="http://schemas.microsoft.com/wix/
2006/localization".. <String Id="Caption">[WixBundleName] Namestitev</String>.. <String ld="Title">Microsoft .NET Framework, potreben za namestitev paketa [W
ixBundleName]</String>.. <String ld="ConfirmCancelMessage">Ali ste prepri.ani, da .elite preklicati?</String>.. <String Id="HelpHeader">Pomo. za namestitev</String>..
<String Id="HelpText">/passive | /quiet - prika.e minimalni uporabni.ki vmesnik brez pozivov ali ne prika.e.. uporabni.kega vmesnika in pozivov. Privzeto so prikazani u
porabni.ki vmesnik in.. vsi pozivi...../norestart - skrije vse mo.nosti za vnovicni zagon. Privzeto uporabni.ki vmesnik.. prika.e poziv pred ponovnim zag

C:\Windows\Temp\{7€66493E-A433-47D4-9045-EEADE201F171\.ba\2052\mbapreq.wxl

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:

C:\Windows\Temp\{CB5AD3D6-270A-4AB0-A898-D5E0F7C2252B}\.cr\camtasia.exe
XML 1.0 document, Unicode text, UTF-8 text, with CRLF line terminators

dropped

1980

6.189594519053644

false

48:cxX7DjQT8tOBousi+zq+frUR2ropNV2rfN3msNUqPPTIT+DwZ9f5wDTAV:8L4ATGUGW3V8N3RykV
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MDS5:
SHA1:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

A34DCF7771198C779648B89156483E83
AB6EOFA91CD50048511C7BEF1BE3A8D32B42B6D1F
89C559C6765F8D643469E3C8F4AA93023F09369B0395EA647FADSAF3C2893EB6

OF1D7BC4FD64E18EEEC488CDCE01FB6BFASCD3BFF614A8D03E388D39F569B8341E74302946877EB25BA1EB17AEC137499189605E251FAFB6B20051744CB463
B1

false
low

<?xml version="1.0" encoding="utf-8"?>.. Copyright (c) .NET Foundation and contributors. All rights reserved. Licensed under the Microsoft Reciprocal License. See
LICENSE.TXT file in the project root for full license information. -->......<WixLocalization Culture="zh-ch" Language="2052" xmIns="http://schemas.microsoft.com/wix/
2006/localization">.. <String Id="Caption">[WixBundleName] ..</String>.. <String ld="Title">[WixBundleName] .... Microsoft .NET Framework</String>.. <String
ld="ConfirmCancelMessage"....... ?</String>.. <String ld="HelpHeader">......</String>.. <String Id="HelpText">/passive | /quiet - ..... Ul Ul ul...
....... /norestart - ........... Ul ......./log log.txt - .............. %6 TEMP% ........</String>.. <String Id="HelpCloseButton"

C:\Windows\Temp\{7E66493E-A433-47D4-9045-EEADE201F171}\.ba\2070\mbapreq.wxl

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAT:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Windows\Temp\{CB5AD3D6-270A-4AB0-A898-D5E0F7C2252B}\.cr\camtasia.exe

XML 1.0 document, Unicode text, UTF-8 text, with CRLF line terminators

dropped

2211

5.1155097909395035

false
48:cxX7DbT8QGIs54nK3znl5zKDj4NLkdoN3MMNYsEPbpK2Aegeu9A5g:8LXTUasJnYdi59som6
8A278E519EF81B2847490EFB070219BC
7365EDF6E4F9E66B6CEE47933B6C70FFOBOECFF8
E2BFDB2CF3BEAE2E988827C52C58006D7EEAD4ABA5312B5EAE1F6CCF3863C385

88275C1136FFB15AB04D315E8601BE2DE77387F3E00F17E9807E415A9DFC4A73E2CD3B5710E4CA58006F91E18180D7CFAEEF4E8319C624E1B81397F9CBIECAS
2

false
low

<?xml version="1.0" encoding="utf-8"?>.. Copyright (c) .NET Foundation and contributors. All rights reserved. Licensed under the Microsoft Reciprocal License. See
LICENSE.TXT file in the project root for full license information. -->......<WixLocalization Culture="pt-pt" Language="2070" xmIns="http://schemas.microsoft.com/wix/
2006/localization">.. <String Id="Caption">Configura..o do [WixBundleName]</String>.. <String Id="Title">O Microsoft .NET Framework . necess.rio para a configura..o
do [WixBundleName]</String>.. <String Id="ConfirmCancelMessage">Tem a certeza de que pretende cancelar?</String>.. <String ld="HelpHeader">Ajuda da Con
figura..o</String>.. <String ld="HelpText">/passive | /quiet - apresenta IU m.nima sem mensagens ou n.o apresenta |U nem.. mensagens. Por predefini..o, s.o
apresentadas a IU e todas as mensagens...../norestart - suprimir qualquer tentativa de rein.cio. Por predefini..o, a IU.. avisar. antes de reiniciar.../log log.txt - r

C:\Windows\Temp\{7E66493E-A433-47D4-9045-EEADE201F171}\.ba\3082\mbapreq.wxl

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAT:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Windows\Temp\{CB5AD3D6-270A-4AB0-A898-D5E0F7C2252B}\.cr\camtasia.exe

XML 1.0 document, Unicode text, UTF-8 text, with CRLF line terminators

dropped

2400

4.992567587099768

false
48:cxX7DLT8/0usS2V8j4Lq+7dKzCLdgaaDENJaXFoN3MRNLo3PWKWnRcsBIA8:8LITz+8EPqKqTJiFikUgk8
1024AA88AE01BC7BA797193CC6023375

9252A309C1CB32573F4D58A595A78660FDF54B2F
B884C4ABB8867553C1FFADD6721C2135EC5F9F1455C3F668D711CCEAB5363D1A
77E6DD332104C0461B7C5A08469161AF3F1DC51D3B55585D39DDI9FCIE2088DA036BDF2278CFBI6CA702FD26CE073C6C6F66611313270700B9E7A76600C1C8E!
false

low

<?xml version="1.0" encoding="utf-8"?>.. Copyright (c) .NET Foundation and contributors. All rights reserved. Licensed under the Microsoft Reciprocal License. See
LICENSE.TXT file in the project root for full license information. -->......<WixLocalization Culture="es-es" Language="3082" xmlIns="http://schemas.microsoft.com/wix/
2006/localization">.. <String Id="Caption">Instalaci.n de [WixBundleName]</String>.. <String Id="Title">La instalaci.n de [WixBundleName] requiere Microsoft .NET
Framework</String>.. <String Id="ConfirmCancelMessage">.Est. seguro de que desea cancelar?</String>.. <String ld="HelpHeader">Ayuda del programa de instal
aci.n</String>.. <String ld="HelpText">/passive | /quiet - muestra una interfaz de usuario m.nima y no realiza.. preguntas, o bien no muestra interfaz de usuario y no
realiza preguntas... De manera predeterminada se muestra la interfaz de usuario completa y se.. realizan todas las preguntas necesarias...../norestart - suprime cu

C:\Windows\Temp\{7E66493E-A433-47D4-9045-EEADE201F171}\.ba\Bootstrapper.de-DE.wxl

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:

C:\Windows\Temp\{CB5AD3D6-270A-4AB0-A898-D5E0F7C2252B}\.cr\camtasia.exe

XML 1.0 document, Unicode text, UTF-8 text, with very long lines (336), with CRLF line terminators
dropped

1020

5.233721305179343

false

24:2d54+QGRLjoEDo+xRvn1lQoPoecam+6N0ObYoxZaVwWJs2ix8d5:c9TSET71CQLt0bzIJ
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MD5:
SHAT:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

7D187DAD9DDIDC8DECC740DF4BF476D9

EA17C69D4CB679A8B3BE22365BE28105BF7D2EF1

1E893384D56472D5D6CC5AF101D1CE659E67DFE1D29029C320CE144112942B1F
AOABE5F3D621F2A9220AAC3E482317F0523827AB3DFB37AA240F2A52E6AC9752116466DD8A2E23A9A91D50A1DFIF11F702FCC74608A19F6DD63E133D853E30F
false

low

<?xml version="1.0" encoding="utf-8"?>..<WixLocalization Culture="de-DE" Codepage="1252" xmIns="http://schemas.microsoft.com/wix/2006/localization">.. <String
ld="LaunchCondition_Windows">F.r die Installation von [WixBundleName] wird Microsoft Windows.10 Version.1909 oder neuer ben.tigt. Bitte aktualisieren Sie zun.chst
Windows gem.. den &lt;a href=&quot;[RedirectURL_systemrequirements]&quot;&gt;Systemanforderungen&lt;/a&gt; und starten Sie dann die Installation erneut.</String>..
<String ld="LaunchCondition_64Bit">[WixBundleName] ben.tigt ein 64-Bit-Betriebssystem.&#xD;&#xA;&#xD;&#xA;Die Installation kann nicht fortgesetzt werden.</Stri
ng>.. <String ld="LaunchCondition_MediaFeaturePack">Um [WixBundleName] unter Windows N und KN nutzen zu k.nnen, muss das das Windows Media Feature Pack
installiert sein. Bitte installieren Sie das Windows Media Feature Pack f.r Ihre Betriebssystem-Version &lt;a href=&quot;[RedirectURL_windowsninstall]&quot;&gt;hier&l
t;/a&gt;.</String>..

C:\Windows\Temp\{7E66493E-A433-47D4-9045-EEADE201F171}\.ba\Bootstrapper.en-US.wxl

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAT:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Windows\Temp\{CB5AD3D6-270A-4AB0-A898-D5E0F7C2252B}\.cr\camtasia.exe

XML 1.0 document, Unicode text, UTF-8 (with BOM) text, with very long lines (302), with CRLF line terminators
dropped

920

5.201493348802633

false

24:Jd04+QGRLjorp+xHyOgJSoecC1QsoQc3640Ewblags:30TS0TgJ9+GPhcl0
2C0A13A927382F371D2706F7F2B7BDEB

B75968C17B7A96CC6267D9218ABI3E8C42C30582
197E948199466201AE29B258E79961BD5A3B0A2B8F61D05C815C8B09553080D4
75F03909458280935F5B93F825295C4572CAEB7508EB45DEF91484BE37A39008230FB0644513D5C78EB45CF06CAA8054A8C012F82613522E0336744248BB2E98
false

low

.<?xml version="1.0" encoding="utf-8"?>..<WixLocalization Culture="en-us" Codepage="1252" xmIns="http://schemas.microsoft.com/wix/2006/localization">.. <String
ld="LaunchCondition_Windows">[WixBundleName] requires Microsoft Windows 10 version 1909 or newer to install. Please update Windows based on our &lt;a href=&q
uot;[RedirectURL_systemrequirements]&quot;&gt;system requirements&lt;/a&gt; before trying your installation again.</String>.. <String Id="LaunchCondition_64Bit">
[WixBundleName] requires a 64-bit operating system.&#xD;&#xA;&#xD;&#xA;Installation cannot continue.</String>.. <String ld="LaunchCondition_MediaFeaturePack">
[WixBundleName] requires Windows Media Feature Pack be installed on Windows N and KN editions. Please install Windows Media Feature Pack for your Operating S
ystem's version &lt;a href=&quot;[RedirectURL_windowsninstall]&quot;&gt;here&lt;/a&gt;.</String>..</WixLocalization>..

C:\Windows\Temp\{7E66493E-A433-47D4-9045-EEADE201F171}\.ba\Bootstrapper.es-ES.wxl

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAT:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Windows\Temp\{CB5AD3D6-270A-4AB0-A898-D5E0F7C2252B}\.cr\camtasia.exe

XML 1.0 document, Unicode text, UTF-8 text, with very long lines (312), with CRLF line terminators
dropped

964

5.168443890300373

false

24:2dgo4+QGRLjor8xHrCD5t/3oecwEkwtioQcbZU8HXZntge:cPTSo8le8E//3Tntj
F80B16DDFDF530127076C34519F03C48

DF117500B2EB3650EC54991FFA48C59669A762FF
E986448D0BB106EA7E516031C3664730FC7E58DBEE73A48EAB792B47D34E6025

2FFCB5FA7FF8A64BFAABD3A0C7385EDA6101E65C062AB41E51A18885D64E5E3B3C6867CCC7F1C60EE4022C3CA94B122BBAC6715F50C690E28D337AF946975!
A8

false
low

<?xml version="1.0" encoding="utf-8"?>..<WixLocalization Culture="es-ES" Codepage="1252" xmIns="http://schemas.microsoft.com/wix/2006/localization">.. <String
Id="LaunchCondition_Windows">[WixBundleName] requiere la instalaci.n de Microsoft Windows 10 versi.n 1909 o posterior. Actualiza Windows en funci.n de nuestros
&lt;a href=&quot;[RedirectURL_systemrequirements]&quot;&gt;requisitos del sistema&lt;/a&gt; antes de intentar instalarlo de nuevo.</String>.. <String Id="LaunchCondit
ion_64Bit">[WixBundleName] requiere un sistema operativo de 64 bits.&#xD;&#xA;&#xD;&#xA;La instalaci.n no puede continuar.</String>.. <String ld="LaunchCondit
ion_MediaFeaturePack">[WixBundleName] requiere la instalaci.n de Windows Media Feature Pack para las versiones N y KN de Windows. Instala Windows Media
Feature Pack para la versi.n de tu sistema operativo &lt;a href=&quot;[RedirectURL_windowsninstalll&quot;&gt;aqu.&lt;/a&gt;.</String>..</WixLocalization>..

C:\Windows\Temp\{7E66493E-A433-47D4-9045-EEADE201F171}\.ba\Bootstrapper.fr-FR.wxl

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):

Encrypted:

C:\Windows\Temp\{CB5AD3D6-270A-4AB0-A898-D5E0F7C2252B}\.cr\camtasia.exe

XML 1.0 document, Unicode text, UTF-8 text, with very long lines (348), with CRLF line terminators
dropped

1080

5.2506564347881985

false
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SSDEEP:
MDS5:
SHA1:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

24:2dj4+QGRLjoKCIxHs8N9dTQe2Rnco68gnYOb5toQc1zngPiUGznU/Y9J:cPTSKTOK9+Rn/NBObcz2fG1J
534F2469EEC9D749ACE4AE627D252EBD

98C37C21B36F481BE3FOE6C22D2FE4563835F8B7
6420409E6C929642C2725560533F6B5F32FACIFICIF591CB1D60A4D1834CDD71

D835F47F5B5E293155B2A0165A8D80CESE1F199B31CE1E6CA1A747E84E5ED2F1B7504ADD11E5777668A2CF6E76D33093B320B6B926EB2796CD4F7716518FAFL
5

false
low

<?xml version="1.0" encoding="utf-8"?>..<WixLocalization Culture="fr-FR" Codepage="1252" xmins="http://schemas.microsoft.com/wix/2006/localization">.. <String
ld="LaunchCondition_Windows">L.installation de [WixBundleName] n.cessite Microsoft Windows 10 version 1909 ou une version plus r.cente. Veuillez mettre . jour
Windows en respectant la &lt;a href=&quot;[RedirectURL _systemrequirements]&quot;&gt;configuration requise&lt;/a&gt; pour le logiciel avant de proc.der . Linstallation.<
/String>.. <String Id="LaunchCondition_64Bit">Vous devez disposer d.un syst.me d.exploitation 64.bits pour ex.cuter [WixBundleName].&#xD;8#xA;&#xD;&#xA;L.inst
allation ne peut pas se poursuivre.</String>.. <String Id="LaunchCondition_MediaFeaturePack">[WixBundleName] n.cessite d.installer le Windows Media Feature Pack
pour les .ditions Windows N et KN. Veuillez installer le Windows Media Feature Pack pour votre version du syst.me d.exploitation, &lt;a href=&quot;[RedirectURL_wi

C:\Windows\Temp\{7E66493E-A433-47D4-9045-EEADE201F171}\.ba\Bootstrapper.ja-JP.wxl

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAT:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Windows\Temp\{CB5AD3D6-270A-4AB0-A898-D5E0F7C2252B}\.cr\camtasia.exe

XML 1.0 document, Unicode text, UTF-8 text, with CRLF line terminators

dropped

1201

5.8659845373957005

false
24:2dy4+QGRLjorcKxG60oNXGu2fnRfZoecxxXGrb/oQcwQj49WbN6yY4Mc:cwTS4KkjcstKuASQOaLMc
494FDFF94397D5D257909CA117860AAF

4C63CD9E8DC535C914AF810CF7FF08A587B2C85C
948931CD34CB3A28EA3535F495EDD41EFACOD6B996D33526F2F76FCAE3959458

F8DC771DFD55F2443AAC5692AD2BA28315129A0220C1COD86FD389F5CA0468C3E02E551AADFCB8093CDA72B6142B7C03231C3EF9EABC3DAB7281F44AC8600
71

false
low

<?xml version="1.0" encoding="utf-8"?>..<WixLocalization Culture="ja-JP" Codepage="932" xmIns="http://schemas.microsoft.com/wix/2006/localization">.. <String

ld="LaunchCondition_Windows">[WixBundleName] ........... Microsoft Windows 10..... 1909 ....&lt;a href=&quot;[RedirectURL_systemrequirements]&quot;&gt
o &lti/a&gt;..... Windows ... </String>.. <String ld="LaunchCondition_64Bit">[WixBundleName] ....... 64 ... ........ .......... &H#HXD;&HXA;BHXD;&HXA; ... </String>..
<String Id="LaunchCondition_MediaFeaturePack">[WixBundleName] ........ Windows . N ... KN ....... Windows Media Feature Pack ................. &lt;a href=&quot;[Re

directURL_windowsninstall]&quot;&gt;..

C:\Windows\Temp\{7E66493E-A433-47D4-9045-EEADE201F171}\.ba\Bootstrapper.pt-BR.wxl

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAT:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Windows\Temp\{CB5AD3D6-270A-4AB0-A898-D5E0F7C2252B}\.cr\camtasia.exe

XML 1.0 document, Unicode text, UTF-8 text, with very long lines (318), with CRLF line terminators
dropped

981

5.186546315874703

false

24:2dD4+QGRLjoeZxH6Is7K6KFkAoeSKLTHoO0F2ZINUZhql:cvTSi5s30YNINK4
66EF836E4BF990648546E4F9979A7076

EB7AC755B45F7EB0C772D2F5D7C51262BF9C3ES5
CDEB23E9BE69A7AC7E3095F0BD98E422259F4663FEFD721260D00F814C9446F7
7E9E9E84496682D52130756B9C8D80089F2410C1A57C817FCBC3DE00237F8007B8D5E7C13790A525F58F0F6115D166BC28D7C9668840A04150B1744942A46BAE
false

low

<?xml version="1.0" encoding="utf-8"?>..<WixLocalization Culture="pt-BR" Codepage="1252" xmIns="http://schemas.microsoft.com/wix/2006/localization">.. <String
Id="LaunchCondition_Windows">O [WixBundleName] requer o Microsoft Windows 10 vers.o 1909 ou mais recente para ser instalado. Atualize o Windows de acordo com
0s nossos &lt;a href=&quot;[RedirectURL_systemrequirements]&quot;&gt;requisitos de sistema&lt;/a&gt; antes de tentar a instala..o novamente.</String>.. <String
Id="LaunchCondition_64Bit">O [WixBundleName] requer um sistema operacional de 64 bits.&#xD;&#xA;&#xD;&#xA;N.o foi poss.vel continuar a instala..o.</String>..
<String |d="LaunchCondition_MediaFeaturePack">0 [WixBundleName] requer o Windows Media Feature Pack para ser instalado nas edi..es N e KN do Windows.
Instale o Windows Media Feature Pack para a vers.o do seu sistema operacional &lt;a href=&quot;[RedirectURL_windowsninstall]&quot;&gt;aqui&lt;/a&gt;.</String>..
</WixLocalization>..

C:\Windows\Temp\{7E66493E-A433-47D4-9045-EEADE201F171}\.ba\Bootstrapper.zh-CN.wxl

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):

C:\Windows\Temp\{CB5AD3D6-270A-4AB0-A898-D5E0F7C2252B}\.cr\camtasia.exe
XML 1.0 document, Unicode text, UTF-8 text, with CRLF line terminators

dropped

868

6.170692116826478
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Encrypted:
SSDEEP:
MD5:
SHAT:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

false

24:2dE4+QGRLjorXWxatpiSSyoecn9HoQcFT2UY+8045:ciTS7WcedLO3TaD
D8641897EDBA695COAAE6B20E16B2543
BC052880915C5C67703664FEE44FOCODC911FF04
7DB5163792DC2AB7E2BA567571EFBFOEEBI0820A4DA3D713862F544D731F7032

54608CBB4F6C3F2EABA0C2348A1EE9DED45931F1A5C20B94596564D5E9ADC2190A8145D1A7D673C905A5504D363B5C92F62D1E56A952FCC6206ED9B7B94CE"
35

false
low

<?xml version="1.0" encoding="utf-8"?>..<WixLocalization Culture="zh-CN" Codepage="936" xmIns="http://schemas.microsoft.com/wix/2006/localization">.. <String
ld="LaunchCondition_Windows">[WixBundleNamel].... Microsoft Windows 10 .. 1909 ........... &lt;a href=&quot;[RedirectURL_systemrequirements]&quot;&gt;....&lt;/a&gt;..
Windows.......... </String>.. <String ld="LaunchCondition_64Bit">[WixBundleName] .. 64 ...... &H#xD;&H#XA;8H#xXD;&H#XA,;....... </String>.. <String Id="LaunchCondition_Me
diaFeaturePack">[WixBundleName] ... Windows N . KN ..... Windows Media Feature Pack...&lt;a href=&quot;[RedirectURL_windowsninstall]&quot;&gt;..&lt;/a&gt;.............
Windows Media Feature Pack.</String>..</WixLocalization>..

C:\Windows\Temp\{7E66493E-A433-47D4-9045-EEADE201F171}\.ba\BootstrapperApplicationData.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAT:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Windows\Temp\{CB5AD3D6-270A-4AB0-A898-D5E0F7C2252B}\.cr\camtasia.exe

XML 1.0 document, Unicode text, UTF-16, little-endian text, with very long lines (573), with CRLF line terminators
dropped

22588

3.704158393359043

false
192:X0sGsNs4gjTGSRFxFOF1xErF/FUFyFOFgF+FVFhFwucFjFNF6FJFhFWWFhFpFGfi:X0sGsNs4gjTCEN12reCCmT
B9C42AD32B9F3D203F227C724DEESC1B

FA61E6A81BA514A9292A11F04B2A0633DB164DD9
052E1F0665783530B47A57ED290158CE25167ABC024314B53D9DD1C94CE915C0
7D03C468DF8AAA2C4F5E307281361DCCF64E4951BFC497A5EC72E11F9A084EB86207F095155A727AC3A799F6715FA7C88F63729D8A0770F6DC1AB45796487D8
false

low

.<.?x.ml version="1.0" enc.o.ding="utf-16."?>..<B.o.otstrap.p.erApp.licationD.ata. xmlns.="http..//s.chem.as..mic.r.o.s.0.
ft..c.o.m./w.i.x/.2.0.1.0./.B.o.otstrap.p.erAp.p.licationData">.. ..<W.ix.B.alC.o.nd.itio.n .Co.nditio.n="V.ersionNT64" Message="[
W.ix.B.u.n.dleN.am.el]. .requ.ires. .a. .6.4.-b.it .op.erating. system. &#x.D.; &#xA.; . &#xD.; &#xA, .l.nstallatio.n. canno.t continue.".
J>...... .<W.i.x.B.alC.o.nd.iti.o.n. .C.o.n.d.i.ti.o. .N.O.T. .V.ers.io.n9.X. .AN.D. .Veers.io.nN.T. .&g.t,;v.6..2. AND. .(W.LN.D.OW.S._.B.U.LLD._.N.UMB.
E.R. .&g.t.;= MinimumW.ind.ow.s.1.0.B.uildNumb.er)." Mess.ag.e="[W.ix.Bu.n.dleNam.el]. req.u.ires. .Micro.s.o.ft Window.s..1.0..v.
ers.i.o.n..1.9.0.

C:\Windows\Temp\{7E66493E-A433-47D4-9045-EEADE201F171}\.ba\BootstrapperCore.config

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAT:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Windows\Temp\{CB5AD3D6-270A-4AB0-A898-D5E0F7C2252B}\.cr\camtasia.exe

XML 1.0 document, Unicode text, UTF-8 (with BOM) text, with CRLF line terminators

dropped

621

4.928176017224312

false
12:MMHd41id71zc+TXYr+XFy9bWzc+TXYcXIIfMVymhsSY9g3XmG/nQ3bxT:Jd17RtYrx9itYsmhV3WenQ3I
B21B189DDA42B3C02641CC8913E7D5A2

23078EA5CA53CA64106C52A1758E6DAAED2CF151
1AC8B06B7FAFB709D47BF1053DD16A247B3A39C034A6A88B0A5A341B9A5D6710

DEA15F3C4758804BEAF5203471BDFE160F18DCB47F819E670741C52B80329B788C580E6B8C97A7D1691E81EE71421628F2A41A040BOD3FEDDD5CB508D49A78E
2

false
low

.<?xml version="1.0" encoding="utf-8" ?>..<configuration>.... <configSections>.. <sectionGroup name="wix.bootstrapper" type="Microsoft.Tools.WindowsInstalle
rXml.Bootstrapper.BootstrapperSectionGroup, BootstrapperCore">..  <section name="host" type="Microsoft. Tools.WindowsInstallerXml.Bootstrapper.HostSection, B
ootstrapperCore" />.. </sectionGroup>.. </configSections>.... <startup useLegacyV2RuntimeActivationPolicy="true">.. ~<supportedRuntime version="v4.0" />.. </start
up>.. <wix.bootstrapper>.. <host assemblyName="CamtasiaBootstrapperApplication" />.. </wix.bootstrappers....</configuration>

C:\Windows\Temp\{7E66493E-A433-47D4-9045-EEADE201F171}\.ba\BootstrapperCore.dLl v

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):

Encrypted:

C:\Windows\Temp\{CB5AD3D6-270A-4AB0-A898-D5E0F7C2252B}\.cr\camtasia.exe
PE32 executable (DLL) (console) Intel 80386 Mono/.Net assembly, for MS Windows
dropped

90032

5.688550211341784

false
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SSDEEP: 768:9BgPxZIx0MBps+j7ejaab0Y60OwWE7v10WHSp5fh06iG27N9k+6ybJ 1 ErEgtCmYjhm:HHMBp/GRbgi5ofpiG2pg+51EogsmY]

MD5: BOD10A2A622A322788780E7A3CBB85F3

SHAT: 04D90B16FA7B47A545C1133D5C0CA9E490F54633

SHA-256: F2C2B3CE2DF70A3206F3111391FFC7B791B32505FA97AEF22C0C2DBF6F3B0426

SHA-512: 62B0AA09234067E67969C5F785736D92CD7907F1F680A07F6B44A1CAF43BFEB2DF96F29034016F3345C4580C6C9BC1B04BEA932D06ES3621DA4FCF7B8C0A489
Malicious: false

Antivirus: « Antivirus: ReversingLabs, Detection: 2%

Reputation: low

Preview: MZ I..L.IThis program cannot be run in DOS mode....$.

C:\Windows\Temp\{7E66493E-A433-47D4-9045-EEADE201F171}\.ba\CamtasiaBootstrapperApplication.dll v

Process: C:\Windows\Temp\{CB5AD3D6-270A-4AB0-A898-D5EO0F7C2252B}\.cr\camtasia.exe
File Type: PE32 executable (DLL) (console) Intel 80386 Mono/.Net assembly, for MS Windows
Category: dropped
Size (bytes): 741376

Entropy (8bit):  7.098862290420886

Encrypted: false

SSDEEP: 12288:yWOP5P6Mfv32KwxUc1iLiGDISSMRoHQkupgv:ypPhvGV1iINOSMRy

MD5: 53EA819BA99A05D6BC41414E2B48F2E4

SHA1: CA9915D9730633C2CE9930164026B0C1ADEBBCCA

SHA-256: 2B42BEF74C17A08341BEE7A0B0D0246B90412D79505D4AC97638EE2204B73EA7

SHA-512: CBCB30E99BDCD8ACE8DC491A0CC3C56F8AACOE72578D45616F63008F7E4A53049FDA9C65806719C53EFD55CA7622348DDB587704C85B6C74C7932A3A5E868!
9

Malicious: false

Antivirus: « Antivirus: ReversingLabs, Detection: 0%

Reputation: low

Preview:

C:\Windows\Temp\{7E66493E-A433-47D4-9045-EEADE201F171}\.ba\EditionConstants.dLl v

Process: C:\Windows\Temp\{CB5AD3D6-270A-4AB0-A898-D5E0F7C2252B}\.cr\camtasia.exe
File Type: PE32 executable (DLL) (console) Intel 80386 Mono/.Net assembly, for MS Windows
Category: dropped

Size (bytes): 12288

Entropy (8bit):  5.052927687512696

Encrypted: false

SSDEEP: 192:3tja0qSpC00lyozQW6EZKINOcmJW2FI18p4wRSrBIOg+YbQ+4GkdL93T2:FaOhpilVQW6ErVmJW2MewRUNLk3T2

MD5: 52B1DEDB325A75827408D8EDCBDECB9A

SHA1: 9AB6A3CB354A2FB45FCEOAB5EB8D5E 1DD9352DA95

SHA-256: 76901D237E39F84C3A0DAD621C103AAC76B4858EDE825A2F8C8752DA7F5F8315

SHA-512: 30E753527D1052DF7E5811AC8419129F65A56C4A7A4B3754354364E003423A3912CE1BE032D40383A173C8DB79C8FD4F3210867ED2FA70BD1D64367190E2AC99
Malicious: false

Antivirus: « Antivirus: ReversinglLabs, Detection: 0%

Reputation: low

Preview: Mz

O.....&... ST Vr..p...r7.p... Vra..pr..pr..p(...."B(....r..p(....".r...|
.0"..".0..

B B P O
0. Lo & 2,500 %0.0.. (ot F (L

C:\Windows\Temp\{7€66493E-A433-47D4-9045-EEADE201F171}\.ba\Microsoft.Deployment.WindowslInstaller.dll v

Process: C:\Windows\Temp\{CB5AD3D6-270A-4AB0-A898-D5E0F7C2252B}\.cr\camtasia.exe
File Type: PE32 executable (DLL) (console) Intel 80386 Mono/.Net assembly, for MS Windows
Category: dropped
Size (bytes): 184240

Entropy (8bit):  5.876033362692288
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Encrypted: false

SSDEEP: 3072:BGfZS7hUuK3PcbFeRRLxyR69UgoCaf8+aCnfKIRUjW01KymkO:9zMRLkR6joxfRPW

MD5: 1A5CAEA6734FDD07CAA514C3F3FB75DA

SHAT: FO070AC0D91BD337D7952ABD1DDF19A737B94510C

SHA-256: CF06D4ED4A8BAF88C82D6CIAEOEFC81C469DE6DA8788AB35F373B350A4B4CDCA

SHA-512: A22DD3B7CF1C2EDCF5B540F3DAA482268D8038D468B8FO0CA623D1C254AFFBBC1446E5BD42ADC3D8E274BE3BA776B0034E179FACCDIAC8612CCD75186D1E
3BF1

Malicious: false

Antivirus: « Antivirus: ReversinglLabs, Detection: 0%

Reputation: low

Preview:

C:\Windows\Temp\{7E66493E-A433-47D4-9045-EEADE201F171}\.ba\Microsoft.Expression.Interactions.dll v

Process: C:\Windows\Temp\{CB5AD3D6-270A-4AB0-A898-D5E0F7C2252B}\.cr\camtasia.exe
File Type: PE32 executable (DLL) (console) Intel 80386 Mono/.Net assembly, for MS Windows
Category: dropped

Size (bytes): 91648

Entropy (8bit): 5.836675531273972

Encrypted: false

SSDEEP: 1536:Srf5GttgxHXEURMGS5rtkGY4CEMWAXXSSYhhS98ca2Wvsd65FJDIGWwWKEY :a5GttWHXEUx5r65LxXshk8JDIWP

MD5: 6A3BIE46C41E42E7B8E1479468D892AF

SHA1: E31C05AE685E51D07808B1DD24CECED9D299ED8S1

SHA-256: F3B14DEFBD05493B8573016B08B86E5B5D53B486B0457FD75F67BF8BFF04BE38

SHA-512: D6416204875CE732EDAC51E36F267C9CCA52F60BA79CD981B388988E435BD1CCE87F972A9E90BE4FDIA7FD25CB316293F938F45FB645F25A4F62B980A37236E
7

Malicious: false

Antivirus: « Antivirus: ReversingLabs, Detection: 0%

Reputation: low

Preview: MZ... .
L@... y..K. .
OC.ovvorrrrenn: ST @.B ..yk..bdd . .).PsR@... aL... XDgM.X}..~)2.v-.4.......... EAZZ......
[.H...05*C.0...5/l.m.12.. #.:. U (OO O OUUI SOOI O (O P00 0020 (6

e P (ot B (J(s }F(

C:\Windows\Temp\{7E66493E-A433-47D4-9045-EEADE201F171}\.ba\System.Windows.Interactivity.dLl v

Process: C:\Windows\Temp\{CB5AD3D6-270A-4AB0-A898-D5E0F7C2252B}\.cr\camtasia.exe
File Type: PE32 executable (DLL) (console) Intel 80386 Mono/.Net assembly, for MS Windows
Category: dropped

Size (bytes): 39936

Entropy (8bit):  5.593512133791687

Encrypted: false

SSDEEP: 768:6MazwAgR8/XJ665bKZdxuB8DCul.5enM7JxKjuMIZCZN+ROE7E:63wBccZdxuB8mQen6JxKjriIMZgROEo

MD5: 3AB57A33A6E3A1476695D5A6E856C06A

SHAT: DABB4ECFFD0OC422A8EEBFF5D4EC8116A6E90D7E7

SHA-256: 4AACEBC8A330AE8429CD8CC1B6804076D3A9FFD6E33470F91FD36BDD25BB57876

SHA-512: 58DBFCF9199D72D370E2D98B8EF2713D74207A597C9494BOECF5E4C7BF7CF60C5E85F4A92B2A1896DFF63D9D5107F0D81D7DDDBC7203E9E559AB7219ECAOD
92

Malicious: false

Antivirus: « Antivirus: ReversinglLabs, Detection: 0%

Reputation: low

Preview: MZ... L.IThis program cannot be run in DOS mode....$....... PE..L...du.K.

.@

@..B
T..Z.9Sl....6.(
$...0%....... (&...0%.....(

C:\Windows\Temp\{7E66493E-A433-47D4-9045-EEADE201F171\.ba\TechSmith.Win32.dll v

Process: C:\Windows\Temp\{CB5AD3D6-270A-4AB0-A898-D5E0F7C2252B}\.cr\camtasia.exe
File Type: PE32 executable (DLL) (console) Intel 80386 Mono/.Net assembly, for MS Windows
Category: dropped
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Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAT:
SHA-256:
SHA-512:

Malicious:
Antivirus:
Reputation:

Preview:

35328

5.895235960595344

false
768:RB9QbO/taV0arVikz3qVjenIHCIPsNhYTmeBUOkWZ+EAQz:Z0JxPqVj6IHC3uhYTLyWUED
9B7262268522E3110914B0FB197D2370
BE5SE3CB4B6352BA96CCC7F5F67F672830CB601BC
CF66B59B248CB5D63AA655FF3B5B220AD6113367A7FF21128057285F7F342BC5

70E746662BFA13D1ADB63EC87ECAA0531ABB23D199B2E43514B8E33D3C91823401710AA8E2DFE6BE706F83A91C903773ABFOC33D89D839BA01FCOAB3DADS5D:
83

false
« Antivirus: ReversinglLabs, Detection: 0%

low

B0t O
("o (P8 o o X@[()... 0 #

C:\Windows\Temp\{7E66493E-A433-47D4-9045-EEADE201F171}\.ba\WPFCommonControls.dll v

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAT:
SHA-256:
SHA-512:
Malicious:
Antivirus:
Reputation:

Preview:

C:\Windows\Temp\{CB5AD3D6-270A-4AB0-A898-D5E0F7C2252B}\.cr\camtasia.exe

PE32 executable (DLL) (console) Intel 80386 Mono/.Net assembly, for MS Windows

dropped

562688

6.600314060415237

false
6144:duW1g+cmqDkdA4FdVECRm7cclOw11Sxs79L95HtFtISqTNGV8CvOEP91f36bGRw+:duW1VA4FHAD6Mfv32KwobzI4
790253CBA1EF332266357D09FC03F62D

3B5A71BC97BC827C8B03931135EFD98463D8D588
58D679CCCBA0664439C5FF3F894477C9E862E436E642357892000F 1 FFB44E202
FB27E99B179E22808012525E53CA9AFD8D84A226 CAF286726AF4628D991FA2E340FBE99E4387FD2A34D3C073B925278CA0165F1CEC1E8688D46D27D701A1B97
false

« Antivirus: ReversinglLabs, Detection: 0%

low

C:\Windows\Temp\{7E66493E-A433-47D4-9045-EEADE201F171}\.ba\WPFCommonViewModel.dll v

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAT:
SHA-256:
SHA-512:

Malicious:
Antivirus:
Reputation:

Preview:

C:\Windows\Temp\{CB5AD3D6-270A-4AB0-A898-D5E0F7C2252B}\.cr\camtasia.exe

PE32 executable (DLL) (console) Intel 80386 Mono/.Net assembly, for MS Windows

dropped

7680

4.765172486061349

false

96:BH46qr600N6E8mMYj/+Dj79q01Jb+rmJy633BM19wLJzr/N:BHVqr6 DNfqj/+DjYb+ru3BMELNr/N
6BOE7E074D99B03CC289F33C92EC7379
D1B2946ADB8FC85EDACF2B897A73F73567A7982B
EA0D692FB1A71EE8DBAF8C07B7A90ED6132183AA678DD04A4B7B27EE0152DA2F

A4B7E2D573493D1225AAE19E888040D53F4B284FFC87EFF73EES89EF109D00CDB6672B2A53B73BF34CAC74A63DEB48F06269AEEBBBC54585D9DD9433233445
6

false

« Antivirus: ReversinglLabs, Detection: 0%

low

C:\Windows\Temp\{7€66493E-A433-47D4-9045-EEADE201F171}\.ba\de-DE\CamtasiaBootstrapperApplication.resources.dll v

Process:

C:\Windows\Temp\{CB5AD3D6-270A-4AB0-A898-D5E0F7C2252B}\.cr\camtasia.exe
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File Type: PE32 executable (DLL) (console) Intel 80386 Mono/.Net assembly, for MS Windows
Category: dropped

Size (bytes): 96256

Entropy (8bit): 5.20949991216615

Encrypted: false

SSDEEP: 1536:J2xR3fwTRWhyOCCQJ6vDA+boDy+Ujw15PrCc8QilOXwzdigM+HfdV:J2r3fwNWhyO7Q4foDy 7kpilOy8dV

MD5: A39974ECOEEFD2872E35836AE96327D1

SHAT: A1C5EC8B981A27DF6286D194F6BCAC5203C59B2D

SHA-256: 55D6CC71F99F020A6F5ED87D6C142D06832BFE33195A1D6CD6E840D5157D989F

SHA-512: 14A1E60CA2B75C03B7CE321815ABC277786B8F82299448CF9CD8490D2497B14BOEF536A17343203EBA6B5BFD6241B7628ABF4FD32578A5C2EC769A37149AA48
Malicious: false

Antivirus: « Antivirus: ReversinglLabs, Detection: 0%

Reputation: low

Preview: MZ..ooiid @ I..L.IThis program cannot be run in DOS mode....$....... PE..L..yrc........... R OO

Hoos text...m... ... Mo SrC. . Xen | Peverieeins @..@.rel

@..B H P

.@.B.... . ISystem.Resources.ResourceReader, mscorlib, Version=4.0.0.0, Cul
ture=neutral, PublicKeyToken=b77a5c561934e089#System.Resources.RuntimeResourceSet............ PADPADP......p....H...8....L\AL.......R.A.>.$.0..h...E.....EO..EQ..
E0..E0.Z..]J.ccccernnnn 8..L.E..1b-l.jojojlp0.30s B Vel PLSLLULVLWLZ

C:\Windows\Temp\{7E66493E-A433-47D4-9045-EEADE201F171}\.ba\es-ES\CamtasiaBootstrapperApplication.resources.dll v

Process: C:\Windows\Temp\{CB5AD3D6-270A-4AB0-A898-D5E0F7C2252B}\.cr\camtasia.exe
File Type: PE32 executable (DLL) (console) Intel 80386 Mono/.Net assembly, for MS Windows
Category: dropped

Size (bytes): 91136

Entropy (8bit):  5.073136095594621

Encrypted: false

SSDEEP: 1536:d2xR3fTYVOFQK+rgWxn8nhPNkJgQ8KM70XdhW7XHm8nebXym20EOkOJUi6Ua7Vei:d2r3fTYVOFQKE98G20NqW/XyAK7VABd8

MDS5: F1A30A8F3E7C18D417B350ADCE2B954F

SHA1: 9C23861EA0289D00BBAD2FD35098476A2824521B

SHA-256: D213345E58EFC32F976BA5SEEB060087316F5A3B090405AE00B5CEAD1EA2DFF48

SHA-512: F83D2D915B972FF808A05F8DF85CC1F238F778DE463F2033CCE7395408 EEEE60915889B143EA797898EA39DCIB5E1B1CB6255F6D76214F495F20FAD50D620EB
Malicious: false

Antivirus: « Antivirus: ReversinglLabs, Detection: 0%

Reputation: low

Preview: MZ... L.IThis program cannot be run in DOS mode....$.......

@ X..W. . text..X... .. Z..... ursreL U X

oc. .B.... X.....H Ut P.. T ISystem.Resources.ResourceReader, mscorlib, Version=4.0.0.0, Cu
lture=neutral, PublicKeyToken=b77a5c561934e089#System.Resources.RuntimeResourceSet. ....PADPADP.....p....H...8....)\A.........R.»..>.$.0..h...E.....E0..EO.
E0.E0.Z..]ccccooe 8 LB bl pe 00308 B Vel PLUSLLULLVLWL Z

C:\Windows\Temp\{7E66493E-A433-47D4-9045-EEADE201F171}\.ba\fr-FR\CamtasiaBootstrapperApplication.resources.dll v

Process: C:\Windows\Temp\{CB5AD3D6-270A-4AB0-A898-D5E0F7C2252B}\.cr\camtasia.exe
File Type: PE32 executable (DLL) (console) Intel 80386 Mono/.Net assembly, for MS Windows
Category: dropped

Size (bytes): 99328

Entropy (8bit):  5.137513025025834

Encrypted: false

SSDEEP: 3072:72r3evq/2AZMhoXtGJQECfSR6i+khLF68id8:l0XQJQECcfShLF6fd

MDS5: 686D783A6A43534030BCA2B253D6F706

SHA1: A2E5C9C499FA183947B2669660A90D694AE7B6ES

SHA-256: 3E92C5F6A2F1B7DB02475AAE5A76036462C80E1C951BA3FFA4EBAEBOC61DDEST

SHA-512: 7B63119EBC270A440A074ABA0D999300774B44894FC01FFOEF7146B83AA3D03C2A7D722588878B87BD4D120120D794FAAF15A78282A7BEFFF3EFDF558AC73CA
D

Malicious: false

Antivirus: « Antivirus: ReversinglLabs, Detection: 0%

Reputation: low

Preview: MZ.ooooiiiend @ I..L.IThis program cannot be run in DOS mode....$....... PE..L..y.rc.c..e. [ SR N s s
L@... . WHe text...TX... ... Zeeeeeeeeen e SaSIC.L Xeies Jeeeeeneeas @..@.rel
oc. .@..B..... 0.......H. P.. teeee........ISystem.Resources.ResourceReader, mscorlib, Version=4.0.0.0, Cu
lture=neutral, PublicKeyToken=b77a5c561934e089#System.Resources.RuntimeResourceSet............ PADPADP.....p....H...8......L)\A.........R.»..>.$.0..h...E.....E0..EOQ.
.E0..E0.Z...]...........8. LB db-l oo jlp0.30 s B Ve LSV WL Z

C:\Windows\Temp\{7€E66493E-A433-47D4-9045-EEADE201F171}\.ba\ja-JP\CamtasiaBootstrapperApplication.resources.dll v
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Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1:
SHA-256:
SHA-512:

Malicious:
Antivirus:
Reputation:

Preview:

C:\Windows\Temp\{CB5AD3D6-270A-4AB0-A898-D5E0F7C2252B}\.cr\camtasia.exe

PE32 executable (DLL) (console) Intel 80386 Mono/.Net assembly, for MS Windows

dropped

207360

4.590826361002773

false
1536:02xR3gpCifGHg6ed53BgXo0zCh6wBPkQHtSD4MQI+hm4gkA86phOyOhmdu:02r3gpC4GHg6K3BVwWCh6cPF04bpFdu
70122771D7C2FD74D65D3BC0OB5B3D5D5

8ACO08F1289BFAC938136A3E886225F3AEG5A46AB
F67E5C448A0A1F5772A34E4C6188931429113CFEEE77D09DA858812D0A70B4F0

0C1861C8B3E4ECDED1CF5BESDI5DF09AC2983849D55638C93070A1AE13E522467B3947687F5E7CA7368D6BA0C4B63B2B8D0A2B1906DC2170710D6157F658B7!
3

false

« Antivirus: ReversinglLabs, Detection: 0%

low

L.IThis program cannot be run in DOS mode....$....... PE..L..zrc...

. .@..@.rel
ISystem.Resources.ResourceReader, mscorlib, Version=4.0.0.0, Cu
....PADPADP.....p....H...8...L.\A.........R."..>.$.0..h...E.....E0..EQ.

lture=neutral, PublicKeyToken=b77a5c561934e089#System.Resources.RuntimeResourceSet.
E0.E0.Z..]ccccc.. 8 LB bl jlp 0030 s B Vel PLSLLULLVLWLZ

C:\Windows\Temp\{7E66493E-A433-47D4-9045-EEADE201F171}\.ba\mbahost.dlL v

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAT:
SHA-256:
SHA-512:

Malicious:
Antivirus:
Reputation:

Preview:

C:\Windows\Temp\{CB5AD3D6-270A-4AB0-A898-D5E0F7C2252B}\.cr\camtasia.exe
PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

dropped

122288

6.643662045821993

false

3072:iyjfrCvv4JR5zsemsABCFOTPSLNegl/+b:xrrCYRsehsIX/E
(€59832217903CE88793A6C40888E3CAE
6D9FACABF41DCF53281897764D467696780623B8
9DFA1BC5D2AB4C652304976978749141B8C312784B05CB577F338A0AA91330DB

1B1F4CB2E3FA57CB481E28A967B19A6FEFA74F3C77A3F3214A6B09E11CEB20AE428D036929F000710B4EB24A2C57D5D7DFE39661D5A1F48EE69A02D83381D1
A9

false

« Antivirus: ReversinglLabs, Detection: 0%

low

C:\Windows\Temp\{7E66493E-A433-47D4-9045-EEADE201F171}\.ba\mbapreq.dLl v

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAT:
SHA-256:
SHA-512:

Malicious:
Antivirus:
Reputation:

Preview:

C:\Windows\Temp\{CB5AD3D6-270A-4AB0-A898-D5E0F7C2252B}\.cr\camtasia.exe

PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

dropped

188848

6.598346436496911

false
3072:iaVVzfor2vM357-+pwnohBliv8+2kt2GOTALPN20bXbE7PKPU9+Wxhsz7CMD:iaLzfplsHhBIggGOTALFdbz7f
FE7EOBD53F52E6630473C31299A49FDD

F706F45768BFB95F4C96DFAOBE36DF57AA863898
2BEA14D70943A42D344E09B7C9DE5S562FA7E109946E1C615DD584DA30D06CC80

FEED48286B1E182996A3664F0FACDF42AAE3692D3D938EA004350C85764DB7A0BEA996DFDDF7A77149C0D4B8B776FB544E8B1CESE9944086A5B1EDEABA239/
3C

false
« Antivirus: ReversinglLabs, Detection: 0%
low

MZ.ooooiiiiind @ I..L.IThis program cannot be run in DOS mode....$........v.O~.c.~.c.~.c....t.c.....c....f.c.,.g.n.c.,.".l.c.,.f.a.c.wo..z.c.wo.
~a...c.Rich~.c........PE..L..Yp.] e 1...@.... e IS

.c.c.~.b.|.c.~f.g.c.~c..c.~...C.~v..
TR T H..@....
..@..@.reloc..".
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C:\Windows\Temp\{7E66493E-A433-47D4-9045-EEADE201F171}\.ba\mbapreq.png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Windows\Temp\{CB5AD3D6-270A-4AB0-A898-D5E0F7C2252B}\.cr\camtasia.exe

PNG image data, 63 x 63, 8-bit/color RGBA, non-interlaced

dropped

797

7.648767094164769

false

12:6v/7rW3M/|DYAIFTzdvhKZ7e/cbp4/82UNb6MjmIKPNXheD 1H0oJodgSXaTbutak:IQD11ldv8Z7g04/82Y6+Pxi19mDoqt5
A356956FD269567B8F4612A33802637B

75AE41181581FD6376CA9CA88147011E48BFIA30
A401A225ADDAF89110B4BOF6E8CF94779E7C0640BCDD2D670FFCF05AABODADO3

AOF7836AEFA1747F481C116F6B085F503B5C09B3A1DD97CD2189F7CE4E6E7EA98F1F66503CBA2E6AB3E873248CC7507328710DFA670AA5763DFSAEDCC56028!
E

false

C:\Windows\Temp\{7E66493E-A433-47D4-9045-EEADE201F171}\.ba\mbapreq.thm

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAT:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Windows\Temp\{CB5AD3D6-270A-4AB0-A898-D5E0F7C2252B}\.cr\camtasia.exe

XML 1.0 document, ASCII text, with CRLF line terminators

dropped

3915

5.15881451198739

false
48:cecHddpXBT2E/zPHWgtpmAPH8TSJmBP+NPHrM/O8YpQbFUuhJ3PK7usPH4Lr:wHdHxS4Z9UG4BmNjCOhpsB3PswP
A20778EC90A094A62A6C3A6AB2A6DC7D

74C131B5FD80446FFDF2AFAD723762DD36621309
F8C3A03F47F0B9B3C20F0522A2481DA28C77FECDBB302F8DD8FBED87758 CBAEA
47F34A9F416D223DCBF071E7292A05554AF3D27CDE67FC8C161C1BED564C6E7FC448C2F482E05F33149C782E09C681BD65730CA00CFIEC68B284128214B7552
false

low

<?xml version="1.0" encoding="utf-8"?>..<Theme xmlns="http://wixtoolset.org/schemas/thmutil/2010">.. <Window Width="485" Height="300" HexStyle="100a0000" Fon
tld="0">#(loc.Caption)</Window>.. <Font Id="0" Height="-12" Weight="500" Foreground="000000" Background="FFFFFF">Segoe Ul</Font>.. <Font Id="1" Height="-2
4" Weight="500" Foreground="000000">Segoe Ul</Font>.. <Font Id="2" Height="-22" Weight="500" Foreground="666666">Segoe Ul</Font>.. <Font Id="3" Height="-
12" Weight="500" Foreground="000000" Background="FFFFFF">Segoe Ul</Font>.. <Font Id="4" Height="-12" Weight="500" Foreground="ff0000" Background="FF
FFFF" Underline="yes">Segoe Ul</Font>.... <Image X="11"Y="11" Width="64" Height="64" ImageFile="mbapreq.png" Visible="yes"/>.. <Text X="80" Y="11" Width=
"-11" Height="96" Fontld="1" Visible="yes" DisablePrefix="yes">#(loc.Title)</Text>.... <Page Name="Help">.. <Text X="11"Y="112" Width="-11" Height="30"
Fontld="2" DisablePrefix="yes">#(loc.HelpHeader

C:\Windows\Temp\{7E66493E-A433-47D4-9045-EEADE201F171}\.ba\mbapreq.wxl

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAT:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Windows\Temp\{CB5AD3D6-270A-4AB0-A898-D5E0F7C2252B}\.cr\camtasia.exe

XML 1.0 document, ASCII text, with CRLF line terminators

dropped

2464

5.076345322304751

false

48:cxX7DxMT8dbCsK19Wqag8+JIDXN3Wm2WceN3miNILPDHXsmkaYXfXQ2BmGA7b1fABP:8LUTY 1xmmmTerNROAT10
4D2C8D10C5DCCA6EB938B71C8F02CABA8

11577021465379E9D1FF4260E607149BA5DFA6B3
CB63DES5F309502F9272402587A6BE22624D1BC2FEACD1BD33FB11E44CD6614B96
AE791C1F05821167F1D2E1D07DBF95FE7E72B35B3E4B1E22720006C7A672B1330B748414792392B0E806F111AA4EFC1C424F4479EBDE349E3F079792DBB3BF47
false

low

<?xml version="1.0" encoding="utf-8"?>.. Copyright (c) .NET Foundation and contributors. All rights reserved. Licensed under the Microsoft Reciprocal License. See
LICENSE.TXT file in the project root for full license information. -->......<WixLocalization Culture="en-us" Language="1033" xmIns="http://schemas.microsoft.com/wix/
2006/localization">.. <String Id="Caption">[WixBundleName] Setup</String>.. <String Id="Title">Microsoft .NET Framework required for [WixBundleName] setup</St
ring>.. <String Id="ConfirmCancelMessage">Are you sure you want to cancel?</String>.. <String |d="HelpHeader">Setup Help</String>.. <String Id="HelpText">/pa
ssive | /quiet - displays minimal Ul with no prompts or displays no Ul and.. no prompts. By default Ul and all prompts are displayed...../norestart - suppress any at
tempts to restart. By default Ul will prompt before restart.../log log.txt - logs to a specific file. By default a log file is created in % TEMP%.</String>.. <String Id="HelpClos

Copyright Joe Security LLC 2022 Page 32 of 70



C:\Windows\Temp\{7E66493E-A433-47D4-9045-EEADE201F171}\.ba\pt-BR\CamtasiaBootstrapperApplication.resources.dll v

Process: C:\Windows\Temp\{CB5AD3D6-270A-4AB0-A898-D5E0F7C2252B}\.cr\camtasia.exe
File Type: PE32 executable (DLL) (console) Intel 80386 Mono/.Net assembly, for MS Windows
Category: dropped

Size (bytes): 91648

Entropy (8bit): 5.134240795112116

Encrypted: false

SSDEEP: 1536:i2xR3nVSXEtapbwpOwgpcdixXsAeY57VphIXIL99CI4gS2h+tedT:i2r3nVSX4ap6WexXsnY5j+TdT

MD5: 2CB03012D457B4E3887BA3D944079EBA

SHAT: 02B2EF15AFD898AD9334598A32619F3328757762

SHA-256: 1DE6142CAA4EE1683F5AE91E29F63DD8FOC1E11541ABC766854509DA751DD8E2

SHA-512: 34D07859BAB1C5CA140537911C8E69850B3617BBCB27AAF56AB6DB075F531384D25641DEBB28FD598277641782C8DF9643DA0CB80BF93B8A66295B6C9D56C7¢
C

Malicious: false

Antivirus: « Antivirus: ReversinglLabs, Detection: 0%

Reputation: low

Preview:

“rsre.. X.
ISystem.Resources.ResourceReader, mscorlib, Version=4
.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089#System.Resources.RuntimeResourceSet PADPADP.....p....H...8...L.\A.......R.A".>$.0.h..E..
...E0..E0..E0..E0.Z... LG8l Elidbel e jlp.0.30 s L B V. PLSLULVLWLZ

C:\Windows\Temp\{7€E66493E-A433-47D4-9045-EEADE201F171}\.ba\zh-CN\CamtasiaBootstrapperApplication.resources.dll v

Process: C:\Windows\Temp\{CB5AD3D6-270A-4AB0-A898-D5E0F7C2252B}\.cr\camtasia.exe
File Type: PE32 executable (DLL) (console) Intel 80386 Mono/.Net assembly, for MS Windows
Category: dropped
Size (bytes): 128000

Entropy (8bit):  4.838800823163518

Encrypted: false

SSDEEP: 768:7DyxR3Aup5VdsV{ZiegEqcyvCxcamR2nbBwrwYUNskIPb0o+WMEGIXYT/6FOOwWO0B:72xR3Au5dsfZihQSesHOuWadR

MD5: 943A37A2CA7B130BDD98CC547ACBECIC

SHA1: 3F057B938FB717DABB658EC66D0C5B421CC210FA

SHA-256: 088E8BE2331F7D4D38665D24A9453EBEC41DE5830049CC08B897C27F8F5958CF

SHA-512: D0985F2FB6D5FA42B81508A03B7A41A1606C40D19753FC3102C5A5C832E331C6C3CDES0FDD36FA836218CECF0862A3BD37597C1249F17FF920972F7612D876B
Malicious: false

Antivirus: « Antivirus: ReversinglLabs, Detection: 0%

Reputation: low

Preview: MZ I..L.IThis program cannot be run in DOS mode....$. PE.L..ZrCo s i e

@ W. .@.. texto. .arsre X .@..@.rel
oC....... @. @.B.ooin Hooo WP ....ISystem.Resources.ResourceReader, mscorlib, Version=4.0.0.0, Cu
lture=neutral, PublicKeyToken=b77a5c561934e089#System.Resources.RuntimeResourceSet............ PADPADRP.....p....H...8....)\A..........R.».>.$.0..h...E.....E0..EO.
E0.E0.Z..Jorrrceeeen8u LB 0Ll 0.8 80 B Ve P S UL VLWL Ze

C:\Windows\Temp\{CB5AD3D6-270A-4AB0-A898-D5E0F7C2252B}\.cr\camtasia.exe v

Process: C:\Users\user\Desktop\download\camtasia.exe

File Type: PE32 executable (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 1707656

Entropy (8bit):  7.817645109909811

Encrypted: false

SSDEEP: 49152:2T2pZ1Xrp9c4H5p9i6ImPli4sVwP8jLI4DtEm9+:2T0zp9c4H5VIIMUHHDLEF

MD5: FD85D1BD644ED79F10801C69ECBF27B1

SHA1: B4C5A3B83AB35ED1957B032335812013A3DAABA3

SHA-256: B5BCB60B49216BE9BDE71BFB402F2C16E34B5D1BBFO0E2A3DBFCFF4B60FBFD69

SHA-512: 7506D08B94B345986D450D3B0CD9EE2220D707011CA4981627BCOED13A2961EE4704908142E035D8A5F31C36B294905607CF1C606D98F23A271CFDCB34D1F8AI

Malicious: false

Antivirus: « Antivirus: ReversinglLabs, Detection: 0%

Reputation: low
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Preview:

.@....wixburn8.

Static File Info

@ No static file info

Network Behavior

@ No network behavior found

Statistics

Behavior

@ cmd.exe

@ conhost.exe
@ wget.exe

@ camtasia.exe
@ camtasia.exe

@

System Behavior

Click to jump to process

Analysis Process: cmd.exe PID: 3868, Parent PID: 2144

General

Target ID: 0

Start time: 19:14:43

Start date: 24/11/2022

Path: C:\Windows\SysWOW64\cmd.exe

Wow64 process (32bit): true

Commandline: C:\Windows\system32\cmd.exe /c wget -t 2 -v -T 60 -P "C:\Users\user\Desktop\download" --no-check-certificate --content-disposition --user-agent="Mozilla/5.0
(Windows NT 6.1; WOW64; Trident/7.0; AS; rv:11.0) like Gecko" "https://download.techsmith.com/camtasiastudio/rel amtasia.exe" > cmdline.out 2>&1

Imagebase: 0xd90000

File size: 232960 bytes

MD5 hash: F3BDBE3BB6F734E357235F4D5898582D

Has elevated privileges: true

Has administrator true
privileges:
Programmed in: C, C++ or other language

Copyright Joe Security LLC 2022
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Reputation:

File Activities

File Created
File Path

C:\Users\user\Desktop\cmdline.out

low

Access Attributes

read attributes |  device
synchronize |

generic write

Analysis Process: conhost.exe PID: 1504, Parent PID: 3868

General
Target ID:
Start time:
Start date:
Path:

Wow64 process (32bit):

Commandline:
Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

Reputation:

1
19:14:43

24/11/2022

C:\Windows\System32\conhost.exe

false

C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
0x7ff7c72c0000

625664 bytes
EA777DEEA782E8B4D7C7C33BBF8A4496

true

true

C, C++ or other language

low

Analysis Process: wget.exe PID: 2692, Parent PID: 3868

General
Target ID:
Start time:
Start date:
Path:

Wow64 process (32bit):

Commandline:

Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

Reputation:

File Activities

File Created
File Path

C:\Users\user\Desktop\download\camtasia.exe

File Written
File Path

2

19:14:43

24/11/2022
C:\Windows\SysWOW64\wget.exe

true

Options Completion

synchronous io  success or wait
non alert | non

directory file

Count

1

Source Address

D9D194

Symbol

CreateFileW

wget -t2-v-T 60 -P "C:\Users\user\Desktop\download" --no-check-certificate --content-disposition --user-agent="Mozilla/5.0 (Windows NT 6.1; WOW64;

Trident/7.0; AS; rv:11.0) like Gecko" "https://download.techsmith.com/camtasiastudio/releases/camtasia.exe”

0x400000

3895184 bytes
3DADB6E2ECE9C4B3E1E322E617658B60
true

true

C, C++ or other language

low

Access Attributes
read attributes |  device
synchronize |
generic write

Offset Length Value Ascii

Copyright Joe Security LLC 2022

Options Completion

synchronous io  success or wait
non alert | non

directory file

Completion

Count

1

Count

Source Address

46596C

Source Address

Symbol

fopen

Symbol
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File Path

C:\Users\user\Desktop\download 0

\camtasia.exe

Offset Length Value

4096 4d 5a fd 00 03 00 00 00
04 00 00 00 fd fd 00 00 fd
00 00 00 00 00 00 00 40
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 08 01 00 00 Oe
1f fd Oe 00 fd 09 fd 21 fd
01 4c fd 21 54 68 69 73
2070 72 6f 67 72 61 6d
20 63 61 6e 6e 6f 74 20
62 65 20 72 75 6e 20 69
6e 20 44 4f 53 20 6d 6f
64 65 2e 0d 0d Oa 24 00
00 00 00 00 00 00 39 0a
6f fd 7d 6b 01 fd 7d 6b 01
fd 7d 6b 01 fd fd fd fd 77
6b 01 fd fd fd fd 00 6b 01
fd fd fd fd 65 6b 01 fd 2f
03 05 fd 6e 6b 01 fd 2f 03
02 fd 69 6b 01 fd 2f 03 04
fd 56 6b 01 fd 74 13 fd fd
78 6b 01 fd 74 13 fd fd 6¢
6b 01 fd 7d 6b 00 fd 28
6a 01 fd fd 02 04 fd 36 6b
01 fd fd 02 fd fd 7c 6b 01
fd 7d 6b fd fd 7f 6b 01 fd
fd 02 03 fd 7c 6b 01 fd 52

Ascii

MZ@!L!This program
cannot be run in DOS
mode.$90}k}k}kwkkek/
nk/ik/Vkixktlk}k (j6k|K}kk|k
Rich}k

69 63 68 7d 6b 01

File Path Offset Length

Analysis Process: camtasia.exe PID: 2600, Parent PID: 3528

General

Target ID: 5

Start time: 19:16:14

Start date: 24/11/2022

Path: C:\Users\user\Desktop\download\camtasia.exe

Wow64 process (32bit): true

Commandline: C:\Users\user\Desktop\download\camtasia.exe

Imagebase: 0x1190000

File size: 368315368 bytes

MD5 hash: 0C60C5F487C288CF2C6B09FE7E4A7D77

Has elevated privileges: true

Has administrator true

privileges:

Programmed in: C, C++ or other language

Antivirus matches: « Detection: 0%, ReversinglLabs

Reputation: low

File Activities

File Created

File Path Access Attributes Options

C:\Windows\Temp\{CB5AD3D6-270A-4AB0-A898- read data or list  device directory file |

D5SEOF7C2252B}\ directory | synchronous io

synchronize non alert | open

for backup ident
| open reparse
point

C:\Windows\Temp\{CB5AD3D6-270A-4AB0-A898- read data or list  device directory file |

D5EOF7C2252B}\.cr directory | synchronous io

synchronize non alert | open

for backup ident
| open reparse
point

C:\Windows\Temp\{CB5AD3D6-270A-4AB0-A898- read attributes |  device sequential only |

D5EOF7C2252B}\.cr\camtasia.exe

synchronize |
generic write

Copyright Joe Security LLC 2022

synchronous io
non alert | non
directory file

Completion

success or wait

Count

Completion Count
Completion Count
success or wait 1
success or wait 1
success or wait 1

Source Address

32792 47F21C

Source Address

Source Address

1194173

1194173

11A85FA

Symbol

fwrite

Symbol

Symbol

CreateDirect
oryW

CreateDirect
oryW

CreateFileW
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File Written

File Path Offset Length

C:\Windows\Temp\{CB5AD3D6-270A- 0
4AB0-A898-D5E0F7C2252B}\.cr\c
amtasia.exe

4096

C:\Windows\Temp\{CB5AD3D6-270A-
4AB0-A898-D5E0F7C2252B}\.cr\c
amtasia.exe

352 4

C:\Windows\Temp\{CB5AD3D6-270A-
4AB0-A898-D5E0F7C2252B}\.cr\c
amtasia.exe

416 4

C:\Windows\Temp\{CB5AD3D6-270A-
4AB0-A898-D5E0F7C2252B}\.cr\c
amtasia.exe

420 4

C:\Windows\Temp\{CB5AD3D6-270A-
4AB0-A898-D5E0F7C2252B}\.cr\c
amtasia.exe

431644 12

File Read

File Path
C:\Users\user\Desktop\download\camtasia.exe
C:\Users\user\Desktop\download\camtasia.exe
C:\Users\user\Desktop\download\camtasia.exe
C:\Users\user\Desktop\download\camtasia.exe
C:\Users\user\Desktop\download\camtasia.exe
C:\Users\user\Desktop\download\camtasia.exe

C:\Users\user\Desktop\download\camtasia.exe

Value

4d 5a fd 00 03 00 00 00
04 00 00 00 fd fd 00 00 fd
00 00 00 00 00 00 00 40
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 08 01 00 00 Oe
1f fd Oe 00 fd 09 fd 21 fd
01 4c fd 21 54 68 69 73
2070 72 6f 67 72 61 6d
20 63 61 6e 6e 6f 74 20
62 65 20 72 75 6e 20 69
6e 20 44 4f 53 20 6d 6f
64 65 2e 0d 0d Oa 24 00
00 00 00 00 00 00 39 0a
6f fd 7d 6b 01 fd 7d 6b 01
fd 7d 6b 01 fd fd fd fd 77
6b 01 fd fd fd fd 00 6b 01
fd fd fd fd 65 6b 01 fd 2f
03 05 fd 6e 6b 01 fd 2f 03
02 fd 69 6b 01 fd 2f 03 04
fd 56 6b 01 fd 74 13 fd fd
78 6b 01 fd 74 13 fd fd 6¢
6b 01 fd 7d 6b 00 fd 28
6a 01 fd fd 02 04 fd 36 6b
01 fd fd 02 fd fd 7c 6b 01
fd 7d 6b fd fd 7f 6b 01 fd
fd 02 03 fd 7c 6b 01 fd 52

69 63 68 7d 6b 01

08 fd 1a 00

fd fd 19 00

fd 2a 00 00

00 00 00 00 00 00 00 00

00 00 00 00
Offset
unknown
unknown
unknown
unknown
unknown
unknown
unknown

Analysis Process: camtasia.exe PID: 1172, Parent PID: 2600

General

Target ID: 6

Start time: 19:16:14
Start date: 24/11/2022
Path:

Wow64 process (32bit): true

Commandline:

rn.filehandle.attached=180 -burn.filehandle.self=624

Imagebase: 0x8c0000

File size: 1707656 bytes

MD5 hash: FD85D1BD644ED79F10801C69ECBF27B1
Has elevated privileges: true

Has administrator true

privileges:

Copyright Joe Security LLC 2022

Ascii

MZ@!L!This program
cannot be run in DOS
mode.$90}k}k}kwkkek/
nk/ik/Vkixktlk}k (j6k| K kk|k
Rich}k

Length
64
24
36
16

4096

C:\Windows\Temp\{CB5AD3D6-270A-4AB0-A898-D5E0F7C2252B}\.cr\camtasia.exe

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

Completion

success or wait
success or wait
success or wait
success or wait
success or wait
success or wait

success or wait

Count

417

Count

417

Source Address

11D467A

11D467A

11D467A

11D467A

11D467A

Source Address
119B56F
119B621
11B07DA
11B07DA
11B07DA
11B07DA
11D37A5

Symbol

WriteFile

WriteFile

WriteFile

WriteFile

WriteFile

Symbol

ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile

"C:\Windows\Temp\{CB5AD3D6-270A-4AB0-A898-D5EQ0F7C2252B}\.cr\camtasia.exe" -burn.clean.room="C:\Users\user\Desktop\download\camtasia.exe" -bu
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Programmed in: .Net C# or VB.NET
Antivirus matches: « Detection: 0%, ReversingLabs

Reputation: low

File Activities

File Created
File Path Access Attributes Options Completion Count Source Address Symbol
C:\Windows\Temp\{7E66493E-A433-47D4-9045- read data or list  device directory file | success or wait 1 8C4173 CreateDirect
EEADE201F171}\ directory | synchronous io oryW
synchronize non alert | open
for backup ident
| open reparse
point
C:\Windows\Temp\{7E66493E-A433-47D4-9045- read data or list  device directory file | success or wait 1 8C4173 CreateDirect
EEADE201F171}\.ba\ directory | synchronous io oryW
synchronize non alert | open
for backup ident
| open reparse
point
C:\Windows\Temp\{7E66493E-A433-47D4-9045- read data or list  device directory file | object name collision 23 8C4173 CreateDirect
EEADE201F171}\.ba\ directory | synchronous io oryW
synchronize non alert | open
for backup ident
| open reparse
point
C:\Windows\Temp\{7E66493E-A433-47D4-9045- read attributes |  device synchronous io  success or wait 1 8E0OD6B CreateFileW
EEADE201F171}\.ba\mbahost.dll synchronize | non alert | non
generic write directory file
C:\Windows\Temp\{7E66493E-A433-47D4-9045- read attributes |  device synchronous io  success or wait 1 8E0OD6B CreateFileW
EEADE201F171}\.ba\BootstrapperCore.dll synchronize | non alert | non
generic write directory file
C:\Windows\Temp\{7E66493E-A433-47D4-9045- read attributes |  device synchronous io  success or wait 1 8E0OD6B CreateFileW
EEADE201F171}\.ba\CamtasiaBootstrapperApplication.dll  synchronize | non alert | non
generic write directory file
C:\Windows\Temp\{7E66493E-A433-47D4-9045- read attributes |  device synchronous io  success or wait 1 8E0OD6B CreateFileW
EEADE201F171}\.ba\System.Windows.Interactivity.dll synchronize | non alert | non
generic write directory file
C:\Windows\Temp\{7E66493E-A433-47D4-9045- read attributes |  device synchronous io  success or wait 1 8E0OD6B CreateFileW
EEADE201F171}\.ba\TechSmith.Win32.dll synchronize | non alert | non
generic write directory file
C:\Windows\Temp\{7E66493E-A433-47D4-9045- read attributes |  device synchronous io  success or wait 1 8E0D6B CreateFileW
EEADE201F171}\.ba\EditionConstants.dll synchronize | non alert | non
generic write directory file
C:\Windows\Temp\{7E66493E-A433-47D4-9045- read data or list  device directory file | success or wait 1 8C4173 CreateDirect
EEADE201F171}\.ba\de-DE\ directory | synchronous io oryW
synchronize non alert | open
for backup ident
| open reparse
point
C:\Windows\Temp\{7E66493E-A433-47D4-9045- read attributes |  device synchronous io  success or wait 1 8E0D6B CreateFileW
EEADE201F171}\.ba\de-DE\CamtasiaBootstrapperAppli synchronize | non alert | non
cation.resources.dll generic write directory file
C:\Windows\Temp\{7E66493E-A433-47D4-9045- read data or list  device directory file | success or wait 1 8C4173 CreateDirect
EEADE201F171}\.ba\fr-FR\ directory | synchronous io oryW
synchronize non alert | open
for backup ident
| open reparse
point
C:\Windows\Temp\{7E66493E-A433-47D4-9045- read attributes |  device synchronous io  success or wait 1 8EOD6B CreateFileW
EEADE201F171}\.ba\fr-FR\CamtasiaBootstrapperAppli synchronize | non alert | non
cation.resources.dll generic write directory file
C:\Windows\Temp\{7E66493E-A433-47D4-9045- read data or list  device directory file | success or wait 1 8C4173 CreateDirect
EEADE201F171}\.ba\zh-CN\ directory | synchronous io oryW
synchronize non alert | open
for backup ident
| open reparse
point
C:\Windows\Temp\{7E66493E-A433-47D4-9045- read attributes |  device synchronous io  success or wait 1 8E0D6B CreateFileW
EEADE201F171}\.ba\zh-CN\CamtasiaBootstrapperAppli synchronize | non alert | non
cation.resources.dll generic write directory file
C:\Windows\Temp\{7E66493E-A433-47D4-9045- read data or list  device directory file | success or wait 1 8C4173 CreateDirect
EEADE201F171}\.ba\es-ES\ directory | synchronous io oryW
synchronize non alert | open

for backup ident
| open reparse
point
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C:\Windows\Temp\{7E66493E-A433-47D4-9045- read attributes |  device synchronous io  success or wait 1 8E0D6B CreateFileW

EEADE201F171}\.ba\es-ES\CamtasiaBootstrapperAppli synchronize | non alert | non

cation.resources.dll generic write directory file

C:\Windows\Temp\{7E66493E-A433-47D4-9045- read data or list  device directory file | success or wait 1 8C4173 CreateDirect

EEADE201F171}\.ba\pt-BR\ directory | synchronous io oryW
synchronize non alert | open

for backup ident
| open reparse

point

C:\Windows\Temp\{7E66493E-A433-47D4-9045- read attributes |  device synchronous io  success or wait 1 8EOD6B CreateFileW
EEADE201F171}\.ba\pt-BR\CamtasiaBootstrapperAppli synchronize | non alert | non
cation.resources.dll generic write directory file
C:\Windows\Temp\{7E66493E-A433-47D4-9045- read attributes |  device synchronous io  success or wait 1 8EOD6B CreateFileW
EEADE201F171}\.ba\BootstrapperCore.config synchronize | non alert | non

generic write directory file
C:\Windows\Temp\{7E66493E-A433-47D4-9045- read attributes |  device synchronous io  success or wait 1 8E0OD6B CreateFileW
EEADE201F171}\.ba\Microsoft.Deployment. WindowsIns synchronize | non alert | non
taller.dll generic write directory file
C:\Windows\Temp\{7E66493E-A433-47D4-9045- read attributes |  device synchronous io  success or wait 1 8E0OD6B CreateFileW
EEADE201F171}\.ba\Bootstrapper.en-US.wxI synchronize | non alert | non

generic write directory file
C:\Windows\Temp\{7E66493E-A433-47D4-9045- read attributes |  device synchronous io  success or wait 1 8E0OD6B CreateFileW
EEADE201F171}\.ba\Bootstrapper.ja-JP.wxI synchronize | non alert | non

generic write directory file
C:\Windows\Temp\{7E66493E-A433-47D4-9045- read attributes |  device synchronous io  success or wait 1 8E0OD6B CreateFileW
EEADE201F171}\.ba\Bootstrapper.pt-BR.wxI synchronize | non alert | non

generic write directory file
C:\Windows\Temp\{7E66493E-A433-47D4-9045- read attributes |  device synchronous io  success or wait 1 8E0OD6B CreateFileW
EEADE201F171}\.ba\mbapreq.dll synchronize | non alert | non

generic write directory file
C:\Windows\Temp\{7E66493E-A433-47D4-9045- read attributes |  device synchronous io  success or wait 1 8E0OD6B CreateFileW
EEADE201F171}\.ba\mbapreq.thm synchronize | non alert | non

generic write directory file
C:\Windows\Temp\{7E66493E-A433-47D4-9045- read attributes |  device synchronous io  success or wait 1 8E0OD6B CreateFileW
EEADE201F171}\.ba\mbapreq.png synchronize | non alert | non

generic write directory file
C:\Windows\Temp\{7E66493E-A433-47D4-9045- read attributes |  device synchronous io  success or wait 1 8E0D6B CreateFileW
EEADE201F171}\.ba\mbapreq.wx| synchronize | non alert | non

generic write directory file
C:\Windows\Temp\{7E66493E-A433-47D4-9045- read data or list  device directory file | success or wait 1 8C4173 CreateDirect
EEADE201F171}\.ba\1028\ directory | synchronous io oryW

synchronize non alert | open

for backup ident
| open reparse

point
C:\Windows\Temp\{7E66493E-A433-47D4-9045- read attributes |  device synchronous io  success or wait 1 8E0OD6B CreateFileW
EEADE201F171}\.ba\1028\mbapreq.wx| synchronize | non alert | non
generic write directory file
C:\Windows\Temp\{7E66493E-A433-47D4-9045- read data or list  device directory file | success or wait 1 8C4173 CreateDirect
EEADE201F171}\.ba\1029\ directory | synchronous io oryW
synchronize non alert | open

for backup ident
| open reparse

point
C:\Windows\Temp\{7E66493E-A433-47D4-9045- read attributes |  device synchronous io  success or wait 1 8E0D6B CreateFileW
EEADE201F171}\.ba\1029\mbapreq.wx| synchronize | non alert | non
generic write directory file
C:\Windows\Temp\{7E66493E-A433-47D4-9045- read data or list  device directory file | success or wait 1 8C4173 CreateDirect
EEADE201F171}\.ba\1030\ directory | synchronous io oryW
synchronize non alert | open

for backup ident
| open reparse

point
C:\Windows\Temp\{7E66493E-A433-47D4-9045- read attributes |  device synchronous io  success or wait 1 8EOD6B CreateFileW
EEADE201F171}\.ba\1030\mbapreq.wx! synchronize | non alert | non
generic write directory file
C:\Windows\Temp\{7E66493E-A433-47D4-9045- read data or list  device directory file | success or wait 1 8C4173 CreateDirect
EEADE201F171}\.ba\1031\ directory | synchronous io oryW
synchronize non alert | open

for backup ident
| open reparse

point
C:\Windows\Temp\{7E66493E-A433-47D4-9045- read attributes |  device synchronous io  success or wait 1 8E0D6B CreateFileW
EEADE201F171}\.ba\1031\mbapreq.wxI synchronize | non alert | non
generic write directory file
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C:\Windows\Temp\{7E66493E-A433-47D4-9045- read data or list  device directory file | success or wait 1 8C4173 CreateDirect
EEADE201F171}\.ba\1032\ directory | synchronous io oryW
synchronize non alert | open

for backup ident
| open reparse

point
C:\Windows\Temp\{7E66493E-A433-47D4-9045- read attributes |  device synchronous io  success or wait 1 8EOD6B CreateFileW
EEADE201F171}\.ba\1032\mbapreq.wxI synchronize | non alert | non
generic write directory file
C:\Windows\Temp\{7E66493E-A433-47D4-9045- read data or list  device directory file | success or wait 1 8C4173 CreateDirect
EEADE201F171}\.ba\1035\ directory | synchronous io oryW
synchronize non alert | open

for backup ident
| open reparse

point
C:\Windows\Temp\{7E66493E-A433-47D4-9045- read attributes |  device synchronous io  success or wait 1 8E0OD6B CreateFileW
EEADE201F171}\.ba\1035\mbapreq.wxI synchronize | non alert | non
generic write directory file
C:\Windows\Temp\{7E66493E-A433-47D4-9045- read data or list  device directory file | success or wait 1 8C4173 CreateDirect
EEADE201F171}\.ba\1036\ directory | synchronous io oryW
synchronize non alert | open

for backup ident
| open reparse

point
C:\Windows\Temp\{7E66493E-A433-47D4-9045- read attributes |  device synchronous io  success or wait 1 8E0OD6B CreateFileW
EEADE201F171}\.ba\1036\mbapreq.wxI synchronize | non alert | non
generic write directory file
C:\Windows\Temp\{7E66493E-A433-47D4-9045- read data or list  device directory file | success or wait 1 8C4173 CreateDirect
EEADE201F171}\.ba\1038\ directory | synchronous io oryW
synchronize non alert | open

for backup ident
| open reparse

point
C:\Windows\Temp\{7E66493E-A433-47D4-9045- read attributes |  device synchronous io  success or wait 1 8E0OD6B CreateFileW
EEADE201F171}\.ba\1038\mbapreq.wxI synchronize | non alert | non
generic write directory file
C:\Windows\Temp\{7E66493E-A433-47D4-9045- read data or list  device directory file | success or wait 1 8C4173 CreateDirect
EEADE201F171}\.ba\1040\ directory | synchronous io oryW
synchronize non alert | open

for backup ident
| open reparse

point
C:\Windows\Temp\{7E66493E-A433-47D4-9045- read attributes |  device synchronous io  success or wait 1 8E0OD6B CreateFileW
EEADE201F171}\.ba\1040\mbapreq.wx| synchronize | non alert | non
generic write directory file
C:\Windows\Temp\{7E66493E-A433-47D4-9045- read data or list  device directory file | success or wait 1 8C4173 CreateDirect
EEADE201F171}\.ba\1041\ directory | synchronous io oryW
synchronize non alert | open

for backup ident
| open reparse

point
C:\Windows\Temp\{7E66493E-A433-47D4-9045- read attributes |  device synchronous io  success or wait 1 8E0OD6B CreateFileW
EEADE201F171}\.ba\1041\mbapreq.wx| synchronize | non alert | non
generic write directory file
C:\Windows\Temp\{7E66493E-A433-47D4-9045- read data or list  device directory file | success or wait 1 8C4173 CreateDirect
EEADE201F171}\.ba\1042\ directory | synchronous io oryW
synchronize non alert | open

for backup ident
| open reparse

point
C:\Windows\Temp\{7E66493E-A433-47D4-9045- read attributes |  device synchronous io  success or wait 1 8EOD6B CreateFileW
EEADE201F171}\.ba\1042\mbapreq.wx! synchronize | non alert | non
generic write directory file
C:\Windows\Temp\{7E66493E-A433-47D4-9045- read data or list  device directory file | success or wait 1 8C4173 CreateDirect
EEADE201F171}\.ba\1043\ directory | synchronous io oryW
synchronize non alert | open

for backup ident
| open reparse

point
C:\Windows\Temp\{7E66493E-A433-47D4-9045- read attributes |  device synchronous io  success or wait 1 8E0D6B CreateFileW
EEADE201F171}\.ba\1043\mbapreq.wx! synchronize | non alert | non
generic write directory file
C:\Windows\Temp\{7E66493E-A433-47D4-9045- read data or list  device directory file | success or wait 1 8C4173 CreateDirect
EEADE201F171}\.ba\1044\ directory | synchronous io oryW
synchronize non alert | open

for backup ident
| open reparse
point
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C:\Windows\Temp\{7E66493E-A433-47D4-9045- read attributes |  device synchronous io  success or wait 1 8E0D6B CreateFileW
EEADE201F171}\.ba\1044\mbapreq.wx! synchronize | non alert | non
generic write directory file
C:\Windows\Temp\{7E66493E-A433-47D4-9045- read data or list  device directory file | success or wait 1 8C4173 CreateDirect
EEADE201F171}\.ba\1045\ directory | synchronous io oryW
synchronize non alert | open

for backup ident
| open reparse

point
C:\Windows\Temp\{7E66493E-A433-47D4-9045- read attributes |  device synchronous io  success or wait 1 8EOD6B CreateFileW
EEADE201F171}\.ba\1045\mbapreq.wx| synchronize | non alert | non
generic write directory file
C:\Windows\Temp\{7E66493E-A433-47D4-9045- read data or list  device directory file | success or wait 1 8C4173 CreateDirect
EEADE201F171}\.ba\1046\ directory | synchronous io oryW
synchronize non alert | open

for backup ident
| open reparse

point
C:\Windows\Temp\{7E66493E-A433-47D4-9045- read attributes |  device synchronous io  success or wait 1 8E0OD6B CreateFileW
EEADE201F171}\.ba\1046\mbapreq.wx| synchronize | non alert | non
generic write directory file
C:\Windows\Temp\{7E66493E-A433-47D4-9045- read data or list  device directory file | success or wait 1 8C4173 CreateDirect
EEADE201F171}\.ba\1049\ directory | synchronous io oryW
synchronize non alert | open

for backup ident
| open reparse

point
C:\Windows\Temp\{7E66493E-A433-47D4-9045- read attributes |  device synchronous io  success or wait 1 8E0OD6B CreateFileW
EEADE201F171}\.ba\1049\mbapreq.wx| synchronize | non alert | non
generic write directory file
C:\Windows\Temp\{7E66493E-A433-47D4-9045- read data or list  device directory file | success or wait 1 8C4173 CreateDirect
EEADE201F171}\.ba\1051\ directory | synchronous io oryW
synchronize non alert | open

for backup ident
| open reparse

point
C:\Windows\Temp\{7E66493E-A433-47D4-9045- read attributes |  device synchronous io  success or wait 1 8E0OD6B CreateFileW
EEADE201F171}\.ba\1051\mbapreq.wx| synchronize | non alert | non
generic write directory file
C:\Windows\Temp\{7E66493E-A433-47D4-9045- read data or list  device directory file | success or wait 1 8C4173 CreateDirect
EEADE201F171}\.ba\1053\ directory | synchronous io oryW
synchronize non alert | open

for backup ident
| open reparse

point
C:\Windows\Temp\{7E66493E-A433-47D4-9045- read attributes |  device synchronous io  success or wait 1 8E0OD6B CreateFileW
EEADE201F171}\.ba\1053\mbapreq.wx| synchronize | non alert | non
generic write directory file
C:\Windows\Temp\{7E66493E-A433-47D4-9045- read data or list  device directory file | success or wait 1 8C4173 CreateDirect
EEADE201F171}\.ba\1055\ directory | synchronous io oryW
synchronize non alert | open

for backup ident
| open reparse

point
C:\Windows\Temp\{7E66493E-A433-47D4-9045- read attributes |  device synchronous io  success or wait 1 8E0D6B CreateFileW
EEADE201F171}\.ba\1055\mbapreq.wx| synchronize | non alert | non
generic write directory file
C:\Windows\Temp\{7E66493E-A433-47D4-9045- read data or list  device directory file | success or wait 1 8C4173 CreateDirect
EEADE201F171}\.ba\1060\ directory | synchronous io oryW
synchronize non alert | open

for backup ident
| open reparse

point
C:\Windows\Temp\{7E66493E-A433-47D4-9045- read attributes |  device synchronous io  success or wait 1 8EOD6B CreateFileW
EEADE201F171}\.ba\1060\mbapreq.wx! synchronize | non alert | non
generic write directory file
C:\Windows\Temp\{7E66493E-A433-47D4-9045- read data or list  device directory file | success or wait 1 8C4173 CreateDirect
EEADE201F171}\.ba\2052\ directory | synchronous io oryW
synchronize non alert | open

for backup ident
| open reparse

point
C:\Windows\Temp\{7E66493E-A433-47D4-9045- read attributes |  device synchronous io  success or wait 1 8E0D6B CreateFileW
EEADE201F171}\.ba\2052\mbapreq.wx! synchronize | non alert | non
generic write directory file
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C:\Windows\Temp\{7E66493E-A433-47D4-9045- read data or list  device directory file | success or wait 1 8C4173 CreateDirect
EEADE201F171}\.ba\2070\ directory | synchronous io oryW
synchronize non alert | open

for backup ident
| open reparse

point
C:\Windows\Temp\{7E66493E-A433-47D4-9045- read attributes |  device synchronous io  success or wait 1 8EOD6B CreateFileW
EEADE201F171}\.ba\2070\mbapreq.wx| synchronize | non alert | non
generic write directory file
C:\Windows\Temp\{7E66493E-A433-47D4-9045- read data or list  device directory file | success or wait 1 8C4173 CreateDirect
EEADE201F171}\.ba\3082\ directory | synchronous io oryW
synchronize non alert | open

for backup ident
| open reparse

point

C:\Windows\Temp\{7E66493E-A433-47D4-9045- read attributes |  device synchronous io  success or wait 1 8E0OD6B CreateFileW
EEADE201F171}\.ba\3082\mbapreq.wxI synchronize | non alert | non

generic write directory file
C:\Windows\Temp\{7E66493E-A433-47D4-9045- read attributes |  device synchronous io  success or wait 1 8E0OD6B CreateFileW
EEADE201F171}\.ba\WPFCommonViewModel.dll synchronize | non alert | non

generic write directory file
C:\Windows\Temp\{7E66493E-A433-47D4-9045- read attributes |  device synchronous io  success or wait 1 8E0OD6B CreateFileW
EEADE201F171}\.ba\WPFCommonControls.dll synchronize | non alert | non

generic write directory file
C:\Windows\Temp\{7E66493E-A433-47D4-9045- read attributes |  device synchronous io  success or wait 1 8E0OD6B CreateFileW
EEADE201F171}\.ba\Microsoft.Expression.Interactions.dll  synchronize | non alert | non

generic write directory file
C:\Windows\Temp\{7E66493E-A433-47D4-9045- read data or list  device directory file | success or wait 1 8C4173 CreateDirect
EEADE201F171}\.ba\ja-JP\ directory | synchronous io oryW

synchronize non alert | open

for backup ident
| open reparse

point
C:\Windows\Temp\{7E66493E-A433-47D4-9045- read attributes |  device synchronous io  success or wait 1 8E0OD6B CreateFileW
EEADE201F171}\.ba\ja-JP\CamtasiaBootstrapperAppli synchronize | non alert | non
cation.resources.dll generic write directory file
C:\Windows\Temp\{7E66493E-A433-47D4-9045- read attributes |  device synchronous io  success or wait 1 8E0D6B CreateFileW
EEADE201F171}\.ba\Bootstrapper.de-DE.wxI synchronize | non alert | non
generic write directory file
C:\Windows\Temp\{7E66493E-A433-47D4-9045- read attributes |  device synchronous io  success or wait 1 8E0OD6B CreateFileW
EEADE201F171}\.ba\Bootstrapper.es-ES.wxI synchronize | non alert | non
generic write directory file
C:\Windows\Temp\{7E66493E-A433-47D4-9045- read attributes |  device synchronous io  success or wait 1 8E0OD6B CreateFileW
EEADE201F171}\.ba\Bootstrapper.fr-FR.wxI synchronize | non alert | non
generic write directory file
C:\Windows\Temp\{7E66493E-A433-47D4-9045- read attributes |  device synchronous io  success or wait 1 8E0OD6B CreateFileW
EEADE201F171}\.ba\Bootstrapper.zh-CN.wxI synchronize | non alert | non
generic write directory file
C:\Windows\Temp\{7E66493E-A433-47D4-9045- read attributes |  device synchronous io  success or wait 1 8E0D6B CreateFileW
EEADE201F171}\.ba\BootstrapperApplicationData.xml synchronize | non alert | non
generic write directory file
C:\Users\user\AppData\Local\Temp\ read data or list  device directory file | object name collision 1 8C4173 CreateDirect
directory | synchronous io oryW
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Te read attributes |  device synchronous io  success or wait 1 8C3099 CreateFileW
mp\Camtasia_2022_20221124191617.log synchronize | non alert | non
generic write directory file
C:\Users\user read data or list  device directory file | object name collision 1 6D32CF06 unknown
directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Roaming read data or list  device directory file | object name collision 1 6D32CF06 unknown
directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse
point

File Written
File Path Offset Length Value Ascii Completion Count Source Address Symbol
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File Path

C:\Windows\Temp\{7E66493E-A433-
47D4-9045-EEADE201F171}\.ba\m
bahost.dll

C:\Windows\Temp\{7E66493E-A433-
47D4-9045-EEADE201F171}\.ba\B
ootstrapperCore.dll

Copyright Joe Security LLC 2022

Offset

0

0

Length Value

7236

16020

4d 5a fd 00 03 00 00 00
04 00 00 00 fd fd 00 00 fd
00 00 00 00 00 00 00 40
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
0000 00 10 01 00 00 Oe
1f fd Oe 00 fd 09 fd 21 fd
01 4c fd 21 54 68 69 73
2070 72 6f 67 72 61 6d
20 63 61 6e 6e 6f 74 20
62 65 20 72 75 6e 20 69
6e 20 44 4f 53 20 6d 6f
64 65 2e 0d 0d Oa 24 00
00 00 00 00 00 00 fd 76
fd fd fd 17 fd fd fd 17 fd fd
fd 17 fd fd 10 fd 7f fd fd
17fd fd 10 fd 7d fd fd 17
fd fd 10 fd 7c fd fd 17 fd fd
fd 7f fd fd fd 17 fd fd fd 7f
fd fd fd 17 fd fd fd 7f fd fd
fd 17 fd fd fd 6f 1d fd fd
17fd fd fd 17 fd fd 14 17
fd fd 32 7e fd fd fd 17 fd
fd 32 7e fd fd fd 17 fd fd
327e71fdfd 17 fd fd fd
1719fd fd 17 fd fd 32 7e
fd fd fd 17 fd fd 52 69 63
68 fd 17 fd

4d 5a fd 00 03 00 00 00
04 00 00 00 fd fd 00 00 fd
00 00 00 00 00 00 00 40
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 fd 00 00 00 Oe
1f fd Oe 00 fd 09 fd 21 fd
01 4c fd 21 54 68 69 73
2070 72 6f 67 72 61 6d
20 63 61 6e 6e 6f 74 20
62 65 20 72 75 6e 20 69
6e 20 44 4f 53 20 6d 6f
64 65 2e 0d 0d 0a 24 00
00 00 00 00 00 00 50 45
00 00 4c 01 03 00 4d 70
fd 5d 00 00 00 00 00 00
00 00 fd 00 22 20 Ob 01
300000 1001 00 00 20
00 00 00 00 00 00 fd 2e
01 00 00 20 00 00 00 40
0100 00 00 00 10 00 20
00 00 00 10 00 00 04 00
00 00 00 00 00 00 04 00
00 00 00 00 00 00 00 fd
0100 00 10 00 00 4e fd
01 00 03 00 40 fd 00 00
10 00 00 10 00 00 00 00
10 00 00 10 00 00 00 00
00 00 10 00 00 00 00 00
00 00 00 00 00

Ascii

MZ@!L!This program
cannot be run in DOS
mode.$v}o2~2~2~g2~R
ich

MZ@!L!This program

cannot be run in DOS
mode.$PELMp]" 0 . @
N@

Completion

success or wait

success or wait

Count

5

4

Source Address

8E09AC

8E09AC

Symbol

WriteFile

WriteFile
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File Path

C:\Windows\Temp\{7E66493E-A433-
47D4-9045-EEADE201F171}\.ba\C
amtasiaBootstrapperApplication.dll

C:\Windows\Temp\{7E66493E-A433-
47D4-9045-EEADE201F171}\.ba\S
ystem.Windows. Interactivity.dll

Copyright Joe Security LLC 2022

Offset

0

0

Length Value

24292

3812

4d 5a fd 00 03 00 00 00
04 00 00 00 fd fd 00 00 fd
00 00 00 00 00 00 00 40
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 fd 00 00 00 Oe
1f fd Oe 00 fd 09 fd 21 fd
01 4c fd 21 54 68 69 73
2070 72 6f 67 72 61 6d
20 63 61 6e 6e 6f 74 20
62 65 20 72 75 6e 20 69
6e 20 44 4f 53 20 6d 6f
64 65 2e 0d 0d Oa 24 00
00 00 00 00 00 00 50 45
00 00 4c 01 03 00 79 fd
72 63 00 00 00 00 00 00
00 00 fd 00 22 20 Ob 01
30 00 00 46 Ob 00 00 08
00 00 00 00 00 00 fd 64
0b 00 00 20 00 00 00 fd
0b 00 00 00 00 10 00 20
00 00 00 02 00 00 04 00
00 00 00 00 00 00 04 00
00 00 00 00 00 00 00 fd
0b 00 00 02 00 00 00 00
00 00 03 00 40 fd 00 00
10 00 00 10 00 00 00 00
10 00 00 10 00 00 00 00
00 00 10 00 00 00 00 00
00 00 00 00 00

4d 5a fd 00 03 00 00 00
04 00 00 00 fd fd 00 00 fd
00 00 00 00 00 00 00 40
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 fd 00 00 00 Oe
1f fd Oe 00 fd 09 fd 21 fd
01 4c fd 21 54 68 69 73
2070 72 6f 67 72 61 6d
20 63 61 6e 6e 6f 74 20
62 65 20 72 75 6e 20 69
6e 20 44 4f 53 20 6d 6f
64 65 2e 0d 0d 0a 24 00
00 00 00 00 00 00 50 45
00 00 4c 01 03 00 64 75
fd 4b 00 00 00 00 00 00
00 00 fd 00 02 21 Ob 01
08 00 00 fd 00 00 00 08
00 00 00 00 00 00 fd fd
00 00 00 20 00 00 00 fd
00 00 00 00 20 3b 00 20
00 00 00 02 00 00 04 00
00 00 00 00 00 00 04 00
00 00 00 00 00 00 00 00
0100 00 02 00 00 fd Oc
01 00 03 00 40 fd 00 00
10 00 00 10 00 00 00 00
10 00 00 10 00 00 00 00
00 00 10 00 00 00 00 00
00 00 00 00 00

Ascii

MZ@!L!This program
cannot be run in DOS
mode.$PELyrc" OFd @

MZ@!L!This program
cannot be run in DOS
mode.$PELduK! ; @

Symbol

WriteFile

WriteFile
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File Path

C:\Windows\Temp\{7E66493E-A433-
47D4-9045-EEADE201F171}\.ba\T
echSmith.Win32.dll

C:\Windows\Temp\{7E66493E-A433-
47D4-9045-EEADE201F171}\.ba\E
ditionConstants.dll

Copyright Joe Security LLC 2022

Offset

0

0

Length Value

29412

12288

4d 5a fd 00 03 00 00 00
04 00 00 00 fd fd 00 00 fd
00 00 00 00 00 00 00 40
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 fd 00 00 00 Oe
1f fd Oe 00 fd 09 fd 21 fd
01 4c fd 21 54 68 69 73
2070 72 6f 67 72 61 6d
20 63 61 6e 6e 6f 74 20
62 65 20 72 75 6e 20 69
6e 20 44 4f 53 20 6d 6f
64 65 2e 0d 0d Oa 24 00
00 00 00 00 00 00 50 45
00 00 4c 01 03 00 fd 76
52 54 00 00 00 00 00 00
00 00 fd 00 02 21 Ob 01
0b 00 00 fd 00 00 00 08
00 00 00 00 00 00 fd fd
00 00 00 20 00 00 00 fd
00 00 00 00 00 10 00 20
00 00 00 02 00 00 04 00
00 00 00 00 00 00 04 00
00 00 00 00 00 00 00 fd
00 00 00 02 00 00 00 00
00 00 03 00 40 fd 00 00
10 00 00 10 00 00 00 00
10 00 00 10 00 00 00 00
00 00 10 00 00 00 00 00
00 00 00 00 00

4d 5a fd 00 03 00 00 00
04 00 00 00 fd fd 00 00 fd
00 00 00 00 00 00 00 40
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 fd 00 00 00 Oe
1f fd Oe 00 fd 09 fd 21 fd
01 4c fd 21 54 68 69 73
2070 72 6f 67 72 61 6d
20 63 61 6e 6e 6f 74 20
62 65 20 72 75 6e 20 69
6e 20 44 4f 53 20 6d 6f
64 65 2e 0d 0d 0a 24 00
00 00 00 00 00 00 50 45
00 00 4c 01 03 00 2a fd
7b 00 00 00 00 00 00 00
00 fd 00 22 20 Ob 01 30
00 00 26 00 00 00 08 00
00 00 00 00 00 fd 45 00
00 00 20 00 00 00 60 00
00 00 00 00 10 00 20 00
00 00 02 00 00 04 00 00
00 00 00 00 00 04 00 00
00 00 00 00 00 00 fd 00
00 00 02 00 00 00 00 00
00 03 00 40 fd 00 00 10
00 00 10 00 00 00 00 10
00 00 10 00 00 00 00 00
00 10 00 00 00 00 00 00
00 00 00 00

Ascii

MZ@!L!This program
cannot be run in DOS
mode.$PELVRT! @

MZ@!L!This program
cannot be run in DOS
mode.$PEL*" 0&E * @

Symbol

WriteFile

WriteFile
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File Path

C:\Windows\Temp\{7E66493E-A433-
47D4-9045-EEADE201F171}\.ba\de-
DE\CamtasiaBootstrapperAppli
cation.resources.dll

C:\Windows\Temp\{7E66493E-A433-
47D4-9045-EEADE201F171}\.ba\fr-
FR\CamtasiaBootstrapperAppli
cation.resources.dll

Copyright Joe Security LLC 2022

Offset

0

0

Length
14564

16612

Value

4d 5a fd 00 03 00 00 00
04 00 00 00 fd fd 00 00 fd
00 00 00 00 00 00 00 40
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 fd 00 00 00 Oe
1f fd Oe 00 fd 09 fd 21 fd
01 4c fd 21 54 68 69 73
2070 72 6f 67 72 61 6d
20 63 61 6e 6e 6f 74 20
62 65 20 72 75 6e 20 69
6e 20 44 4f 53 20 6d 6f
64 65 2e 0d 0d Oa 24 00
00 00 00 00 00 00 50 45
00 00 4c 01 03 00 79 fd
72 63 00 00 00 00 00 00
00 00 fd 00 02 21 Ob 01
0b 00 00 6e 01 00 00 08
00 00 00 00 00 00 fd fd
0100 00 20 00 00 00 fd
0100 00 00 00 10 00 20
00 00 00 02 00 00 04 00
00 00 00 00 00 00 04 00
00 00 00 00 00 00 00 fd
0100 00 02 00 00 00 00
00 00 03 00 40 fd 00 00
10 00 00 10 00 00 00 00
10 00 00 10 00 00 00 00
00 00 10 00 00 00 00 00
00 00 00 00 00

4d 5a fd 00 03 00 00 00
04 00 00 00 fd fd 00 00 fd
00 00 00 00 00 00 00 40
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 fd 00 00 00 Oe
1f fd Oe 00 fd 09 fd 21 fd
01 4c fd 21 54 68 69 73
2070 72 6f 67 72 61 6d
20 63 61 6e 6e 6f 74 20
62 65 20 72 75 6e 20 69
6e 20 44 4f 53 20 6d 6f
64 65 2e 0d 0d 0a 24 00
00 00 00 00 00 00 50 45
00 00 4c 01 03 00 79 fd
72 63 00 00 00 00 00 00
00 00 fd 00 02 21 Ob 01
0b 00 00 7a 01 00 00 08
00 00 00 00 00 00 4e fd
0100 00 20 00 00 00 fd
0100 00 00 00 10 00 20
00 00 00 02 00 00 04 00
00 00 00 00 00 00 04 00
00 00 00 00 00 00 00 fd
01 00 00 02 00 00 00 00
00 00 03 00 40 fd 00 00
10 00 00 10 00 00 00 00
10 00 00 10 00 00 00 00
00 00 10 00 00 00 00 00
00 00 00 00 00

Ascii

MZ@!L!This program

cannot be run in DOS

mode.$PELyrcln @

MZ@!L!This program
cannot be run in DOS
mode.$PELyrclzN @

Symbol

WriteFile

WriteFile
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File Path

C:\Windows\Temp\{7E66493E-A433-
47D4-9045-EEADE201F171}\.ba\zh-
CN\CamtasiaBootstrapperAppli
cation.resources.dll

C:\Windows\Temp\{7E66493E-A433-
47D4-9045-EEADE201F171}\.ba\es-
ES\CamtasiaBootstrapperAppli
cation.resources.dll

Copyright Joe Security LLC 2022

Offset

0

0

Length
15588

18660

Value

4d 5a fd 00 03 00 00 00
04 00 00 00 fd fd 00 00 fd
00 00 00 00 00 00 00 40
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 fd 00 00 00 Oe
1f fd Oe 00 fd 09 fd 21 fd
01 4c fd 21 54 68 69 73
2070 72 6f 67 72 61 6d
20 63 61 6e 6e 6f 74 20
62 65 20 72 75 6e 20 69
6e 20 44 4f 53 20 6d 6f
64 65 2e 0d 0d Oa 24 00
00 00 00 00 00 00 50 45
00 00 4c 01 03 00 7a fd
72 63 00 00 00 00 00 00
00 00 fd 00 02 21 Ob 01
0b 00 00 fd 01 00 00 08
00 00 00 00 00 00 fd 09
02 00 00 20 00 00 00 20
02 00 00 00 00 10 00 20
00 00 00 02 00 00 04 00
00 00 00 00 00 00 04 00
00 00 00 00 00 00 00 60
02 00 00 02 00 00 00 00
00 00 03 00 40 fd 00 00
10 00 00 10 00 00 00 00
10 00 00 10 00 00 00 00
00 00 10 00 00 00 00 00
00 00 00 00 00

4d 5a fd 00 03 00 00 00

04 00 00 00 fd fd 00 00 fd cannot be run in DOS

00 00 00 00 00 00 00 40
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 fd 00 00 00 Oe

1f fd Oe 00 fd 09 fd 21 fd
01 4c fd 21 54 68 69 73

2070 72 6f 67 72 61 6d

20 63 61 6e 6e 6f 74 20

62 65 20 72 75 6e 20 69
6e 20 44 4f 53 20 6d 6f

64 65 2e 0d 0d 0a 24 00
00 00 00 00 00 00 50 45
00 00 4c 01 03 00 79 fd

72 63 00 00 00 00 00 00
00 00 fd 00 02 21 Ob 01

0b 00 00 5a 01 00 00 08
00 00 00 00 00 00 fd 78

0100 00 20 00 00 00 fd

0100 00 00 00 10 00 20
00 00 00 02 00 00 04 00
00 00 00 00 00 00 04 00
00 00 00 00 00 00 00 fd

01 00 00 02 00 00 00 00
00 00 03 00 40 fd 00 00

10 00 00 10 00 00 00 00
10 00 00 10 00 00 00 00
00 00 10 00 00 00 00 00
00 00 00 00 00

Ascii

MZ@!L!This program

cannot be run in DOS

mode.$PELzrc! '@

MZ@!L!This program

mode.$PELyrclZx @

Symbol

WriteFile

WriteFile
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File Path

C:\Windows\Temp\{7E66493E-A433-
47D4-9045-EEADE201F171}\.ba\pt-
BR\CamtasiaBootstrapperAppli
cation.resources.dll

C:\Windows\Temp\{7E66493E-A433-
47D4-9045-EEADE201F171}\.ba\B
ootstrapperCore.config

Copyright Joe Security LLC 2022

Offset

0

0

Length
25828

621

Value

4d 5a fd 00 03 00 00 00
04 00 00 00 fd fd 00 00 fd
00 00 00 00 00 00 00 40
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 fd 00 00 00 Oe
1f fd Oe 00 fd 09 fd 21 fd
01 4c fd 21 54 68 69 73
2070 72 6f 67 72 61 6d
20 63 61 6e 6e 6f 74 20
62 65 20 72 75 6e 20 69
6e 20 44 4f 53 20 6d 6f
64 65 2e 0d 0d Oa 24 00
00 00 00 00 00 00 50 45
00 00 4c 01 03 00 7a fd
72 63 00 00 00 00 00 00
00 00 fd 00 02 21 Ob 01
0b 00 00 5¢ 01 00 00 08
00 00 00 00 00 00 5e 7b
0100 00 20 00 00 00 fd
0100 00 00 00 10 00 20
00 00 00 02 00 00 04 00
00 00 00 00 00 00 04 00
00 00 00 00 00 00 00 fd
0100 00 02 00 00 00 00
00 00 03 00 40 fd 00 00
10 00 00 10 00 00 00 00
10 00 00 10 00 00 00 00
00 00 10 00 00 00 00 00
00 00 00 00 00

ff 8¢ 3f 78 6d 6¢ 20 76 65
7273 69 6f 6e 3d 22 31
2e 30 22 20 65 6e 63 6f
64 69 6e 67 3d 22 75 74
66 2d 38 22 20 3f 3e 0d
0Oa 3c 63 6f 6e 66 69 67
7572 61 74 69 6f 6e 3e
0d 0a 0d 0a 20 20 3c 63
6f 6e 66 69 67 53 65 63
74 69 6f 6e 73 3e 0d Oa
2020 20 20 3¢ 73 65 63
74 69 6f 6e 47 72 6f 75
70 20 6e 61 6d 65 3d 22
77 69 78 2e 62 6f 6f 74
7374726170706572
22207479 70 65 3d 22
4d 69 63 72 6f 73 6f 66
74 2e 54 6f 6f 6¢ 73 2e
57 69 6e 64 6f 77 73 49
6e 73 74 61 6¢ 6¢ 65 72
58 6d 6¢c 2e 42 6f 6f 74
7374726170706572
2e 42 6f 6f 74 73 74 72
6170 70 65 72 53 65 63
74 69 6f 6e 47 72 6f 75
70 2c 20 42 6f 6f 74 73
7472 617070657243
6f 72 65 22 3e 0d 0a 20
2020 20 20 20 3¢ 73 65
63 74 69 6f 6e 20 6e 61
6d 65 3d 22 68 6f 73 74
22207479

Ascii Completion Count
MZ@!L!This program success or wait 4 8E09AC
cannot be run in DOS

mode.$PELzrc\N @

<?xml version="1.0" success or wait 1 8E09AC

encoding="utf-8" ?>
<configuration> <con
figSections>
<sectionGroup
name="wix.bootstrapper"
type="
Microsoft.Tools.Windows|
nstall
erXml.Bootstrapper.Boot
strapperSectionGroup,
BootstrapperCore">
<section name="host" ty

Source Address

Symbol

WriteFile

WriteFile
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File Path

C:\Windows\Temp\{7E66493E-A433-
47D4-9045-EEADE201F171}\.ba\M
icrosoft.Deployment.WindowslIns
taller.dll

C:\Windows\Temp\{7E66493E-A433-
47D4-9045-EEADE201F171}\.ba\B
ootstrapper.en-US.wx|

Copyright Joe Security LLC 2022

Offset

0

0

Length
31863

920

Value

4d 5a fd 00 03 00 00 00
04 00 00 00 fd fd 00 00 fd
00 00 00 00 00 00 00 40
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 fd 00 00 00 Oe
1f fd Oe 00 fd 09 fd 21 fd
01 4c fd 21 54 68 69 73
2070 72 6f 67 72 61 6d
20 63 61 6e 6e 6f 74 20
62 65 20 72 75 6e 20 69
6e 20 44 4f 53 20 6d 6f
64 65 2e 0d 0d Oa 24 00
00 00 00 00 00 00 50 45
00 00 4c 01 03 00 fd 6f fd
5d 00 00 00 00 00 00 00
00 fd 00 22 20 Ob 01 30
00 00 fd 02 00 00 20 00
00 00 00 00 00 7a fd 02
00 00 20 00 00 00 fd 02
00 00 00 00 10 00 20 00
00 00 10 00 00 04 00 00
00 00 00 00 00 04 00 00
00 00 00 00 00 00 fd 02
0000 10 00 00 fd fd 02
00 03 00 40 fd 00 00 10
0000 10 00 00 00 00 10
00 00 10 00 00 00 00 00
00 10 00 00 00 00 00 00
00 00 00 00

ff 8¢ 3f 78 6d 6¢ 20 76 65
7273 69 6f 6e 3d 22 31
2e 30 22 20 65 6e 63 6f
64 69 6e 67 3d 22 75 74
66 2d 38 22 3f 3e 0d 0a
3c 57 69 78 4c 6f 63 61
6c 69 7a 61 74 69 6f 6e
2043 75 6¢ 74 75 72 65
3d 22 65 6e 2d 75 73 22
20 43 6f 64 65 70 61 67
65 3d 22 31 32 35 32 22
20 78 6d 6¢ 6e 73 3d 22
68 74 74 70 3a 2f 2f 73
63 68 65 6d 61 73 2e 6d
69 63 72 6f 73 6f 66 74
2e 63 6f 6d 2f 77 69 78 2f
32 30 30 36 2f 6¢ 6f 63
61 6¢ 69 7a 61 74 69 6f
6e 22 3e 0d 0a 20 20 20
3c 53 74 72 69 6e 67 20
49 64 3d 22 4c 61 75 6e
63 68 43 6f 6e 64 69 74
69 6f 6e 5f 57 69 6e 64 6f
77 73 22 3e 5b 57 69 78
4275 6e 64 6¢ 65 4e 61
6d 65 5d 20 72 65 71 75
69 72 65 73 20 4d 69 63
72 6f 73 6f 66 74 20 57
69 6e 64 6f 77 73 20 31
3020 76 65 72 73 69 6f
6e 20 31 39 30 39 20 6f
72 20

Ascii Completion Count
MZ@!L!This program success or wait 6 8E09AC
cannot be run in DOS

mode.$PEL0]" 0z @

<?xml version="1.0" success or wait 1 8E09AC

encoding="utf-8"?>
<WixLocalization Cultu
re="en-us"
Codepage="1252" xml|
ns="http://schemas.micro
soft.c
om/wix/2006/localization”
> <String
Id="LaunchCondition_Wi
ndows">
[WixBundleName]
requires Microsoft
Windows 10 version
1909 or

Source Address

Symbol

WriteFile

WriteFile
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File Path

C:\Windows\Temp\{7E66493E-A433-
47D4-9045-EEADE201F171}\.ba\B
ootstrapper.ja-JP.wx|

C:\Windows\Temp\{7E66493E-A433-
47D4-9045-EEADE201F171}\.ba\B
ootstrapper.pt-BR.wxI

Copyright Joe Security LLC 2022

Offset

0

0

Length Value

1201

981

3c 3f 78 6d 6¢ 20 76 65
72 73 69 6f 6e 3d 22 31
2e 30 22 20 65 6e 63 6f
64 69 6e 67 3d 22 75 74
66 2d 38 22 3f 3e 0d Oa
3c 57 69 78 4c 6f 63 61
6¢ 69 7a 61 74 69 6f 6e
2043 756¢c 74757265
3d 22 6a 61 2d 4a 50 22
20 43 6f 64 65 70 61 67
65 3d 22 39 33 32 22 20
78 6d 6¢ 6e 73 3d 22 68
747470 3a 2f 2f 73 63
68 65 6d 61 73 2e 6d 69
63 72 6f 73 6f 66 74 2e
63 6f 6d 2f 77 69 78 2f 32
30 30 36 2f 6¢ 6f 63 61 6C
69 7a 61 74 69 6f 6e 22
3e 0d 0a 20 20 20 3c 53
74 72 69 6e 67 20 49 64
3d 22 4¢ 61 75 6e 63 68
43 6f 6e 64 69 74 69 6f
6e 5f 57 69 6e 64 6f 77
73 22 3e 5b 57 69 78 42
75 6e 64 6¢ 65 4e 61 6d
65 5d 20 92 a4 {3 b9 c8
fc eb 59 8b 6b 6f 20 4d
69 63 72 6f 73 6f 66 74
20 57 69 6e 64 6f 77

3c 3f 78 6d 6¢ 20 76 65
7273 69 6f 6e 3d 22 31
2e 30 22 20 65 6e 63 6f
64 69 6e 67 3d 22 75 74
66 2d 38 22 3f 3e 0d 0a
3c 57 69 78 4c 6f 63 61
6¢ 69 7a 61 74 69 6f 6e
2043 756¢ 74 7572 65
3d 22 70 74 2d 42 52 22
20 43 6f 64 65 70 61 67
65 3d 22 31 32 35 32 22
20 78 6d 6¢ 6e 73 3d 22
68 74 74 70 3a 2f 2f 73
63 68 65 6d 61 73 2e 6d
69 63 72 6f 73 6f 66 74
2e 63 6f 6d 2f 77 69 78 2f
32 30 30 36 2f 6¢ 6f 63
61 6¢ 69 7a 61 74 69 6f
6e 22 3e 0d 0a 20 20 20
3c 53 74 72 69 6e 67 20
49 64 3d 22 4c 61 75 6e
63 68 43 6f 6e 64 69 74
69 6f 6e 5f 57 69 6e 64 6f
77 73 22 3e 4f 20 5b 57
69 78 42 75 6e 64 6¢ 65
4e 61 6d 65 5d 20 72 65
7175 65 72 20 6f 20 4d
69 63 72 6f 73 6f 66 74
20 57 69 6e 64 6f 77 73
2031302076657273
e3 6f 20 31 39 30 39 20
6f 75 20 6d

Ascii Completion

<?xml version="1.0" success or wait 1 8E09AC
encoding="utf-8"?>
<WixLocalization Cultu
re="ja-JP"
Codepage="932" xmin
s="http://schemas.micros
oft.co
m/wix/2006/localization">
<String
Id="LaunchCondition_Wi
ndows">
[WixBundleName]
Microsoft Window

<?xml version="1.0" success or wait 1 8E09AC
encoding="utf-8"?>
<WixLocalization Cultu
re="pt-BR"
Codepage="1252" xml
ns="http://schemas.micro
soft.c
om/wix/2006/localization”
> <String
Id="LaunchCondition_Wi
ndows">0
[WixBundleName] requer
o Microsoft Windows 10
verso 1909 ou m

Count Source Address

Symbol

WriteFile

WriteFile
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File Path Offset Length Value Ascii Completion Count Source Address Symbol

4d 5a fd 00 03 00 00 00 success or wait 7 8E09AC WriteFile

04 00 00 00 fd fd 00 00 fd

C:\Windows\Temp\{7E66493E-A433- 0
47D4-9045-EEADE201F171}\.ba\m

8361 MZ@!L!This program

cannot be run in DOS

C:\Windows\Temp\{7E66493E-A433-
47D4-9045-EEADE201F171}\.ba\m

Copyright Joe Security LLC 2022

00 00 00 00 00 00 00 40
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 10 01 00 00 Oe
1f fd Oe 00 fd 09 fd 21 fd
01 4c fd 21 54 68 69 73
2070 72 6f 67 72 61 6d
20 63 61 6e 6e 6f 74 20
62 65 20 72 75 6e 20 69
6e 20 44 4f 53 20 6d 6f
64 65 2e 0d 0d 0a 24 00
00 00 00 00 00 00 3a 76
0d 4f 7e 17 63 1c 7e 17
63 1c 7e 17 63 1c 8b fd
1c 741763 1c8bfd 1c
06 1763 1c 8b fd 1c 66
17 63 1c 2¢c 7f 67 1d 6e
17 63 1c 2¢c 7f 60 1d 6¢
17 63 1c 2c 7f 66 1d 61
1763 1c 77 6ffd 1c 7a
17 63 1c 77 6f fd 1c 63
1763 1c7e 1762 1c 7c
16 63 1c fd 7e 66 1d 67
17 63 1c fd 7e 63 1d 7f
1763 1cfd 7e fd 1c 7f 17
63 1c 7e 17 fd 1¢c 7 17
63 1cfd 7e 61 1d 7f 17
63

3c 3f 78 6d 6¢ 20 76 65
7273 69 6f 6e 3d 22 31
2e 30 22 20 65 6e 63 6f
64 69 6e 67 3d 22 75 74
66 2d 38 22 3f 3e 0d 0a
3c 54 68 65 6d 65 20 78
6d 6¢ 6e 73 3d 22 68 74
7470 3a 2f 2f 77 69 78
74 6f 6f 6¢ 73 65 74 2e 6f
72 67 2f 73 63 68 65 6d
6173 2f 74 68 6d 75 74
69 6¢ 2f 32 30 31 30 22
3e 0d 0a 20 20 20 20 3c
57 69 6e 64 6f 77 20 57
69 64 74 68 3d 22 34 38
3522 20 48 65 69 67 68
74 3d 22 33 30 30 22 20
48 65 78 53 74 79 6¢ 65
3d 22 31 30 30 61 30 30
30 30 22 20 46 6f 6e 74
49 64 3d 22 30 22 3e 23
28 6¢ 6f 63 2e 43 61 70
74 69 6f 6e 29 3c 2f 57
69 6e 64 6f 77 3e 0d 0a
20 20 20 20 3c 46 6f 6e
74 20 49 64 3d 22 30 22
20 48 65 69 67 68 74 3d
22 2d 31 32 22 20 57 65
69 67 68 74 3d 22 35 30
30 22 20 46 6f 72 65 67
72 6f 75 6e 64 3d 22 30
3030 30 3030 22

mode.$:vO~c~c~ctccfc
,gnc, 'Ic,facwozcwocc~blc
~fgc~cc~c~c~ac

<?xml version="1.0"
encoding="utf-8"?>
<Theme xmins="http://w
ixtoolset.org/schemas/th
mutil/2010">  <Window
Width="485"
Height="300"
HexStyle="100a0000"
Fontld="0">#
(loc.Caption)</Window>
<Font 1d="0" Height="-
12" Weight="500"
Foreground="000000"



File Path

C:\Windows\Temp\{7E66493E-A433-
47D4-9045-EEADE201F171}\.ba\m
bapreq.png

C:\Windows\Temp\{7E66493E-A433-
47D4-9045-EEADE201F171}\.ba\m
bapreq.wxl

Copyright Joe Security LLC 2022

Offset

0

0

Length Value

797 fd 50 4e 47 0d Oa 1a Oa
00 00 00 0d 49 48 44 52
00 00 00 3f 00 00 00 3f
08 06 00 00 00 57 5f 10
fd 00 00 00 01 73 52 47
42 00 fd fd 1c fd 00 00 00
04 67 41 4d 41 00 00 fd
fd Ob fd 61 05 00 00 00
09 70 48 59 73 00 00 Oe
fd 00 00 Oe fd 01 fd 2b Oe
1b 00 00 02 fd 49 44 41
54 68 43 fd 2f 57 fd 30 Oc
fd fd fd 50 28 14 Oe fd 44
62 2b 71 38 24 Oa fd fd fd
cd fd fd fd fd 4a a4 72 fd
2d fd fd 38 fd 65 5d fd 5f
fd fd 3b fd fd 2f fd 3a fd fd
fd 59 fd 07 fd 20 fd 59 fd
fd fd fd 7a 5¢ 71 fd fd fd
04 fd fd fd 7b 57 7c fd 7f
5c¢ fd 2f 71 04 ec 3¢ 25 Of
fd fd fd 18 43 35 fd fd 16
30 fd fd fd fd 4f 72 55 fd Of
fd 7f 2c 10 fd 5e Oa fd fd
fd fd fd 6b fd 29 fd 1e fd
fd fd 32 1c fd Ob a1 fd fd
fd 69 fd 47 65 fd fd 54 39
54 fd 2e 7d fd 37

2464 3c 3f 78 6d 6¢ 20 76 65
7273 69 6f 6e 3d 22 31
2e 30 22 20 65 6e 63 6f
64 69 6e 67 3d 22 75 74
66 2d 38 22 3f 3e 0d 0a
3c 21 2d 2d 20 43 6f 70
797269 67 68 74 20 28
63 29 20 2e 4e 45 54 20
46 6f 75 6e 64 61 74 69
6f 6e 20 61 6e 64 20 63
6f 6e 74 72 69 62 75 74
6f 72 73 2e 20 41 6¢ 6¢
207269 67 68 74 73 20
726573 65 72 76 65 64
2e 20 4¢ 69 63 65 6e 73
65 64 20 75 6e 64 65 72
20 74 68 65 20 4d 69 63
72 6f 73 6f 66 74 20 52
65 63 69 70 72 6f 63 61
6c 20 4c¢ 69 63 65 6e 73
65 2e 20 53 65 65 20 4c
49 43 45 4e 53 45 2e 54
58 54 20 66 69 6¢ 65 20
69 6e 20 74 68 65 20 70
72 6f 6a 65 63 74 20 72
6f 6f 74 20 66 6f 72 20 66
75 6¢ 6¢ 20 6C 69 63 65
6e 73 65 20 69 6e 66 6f
72 6d 61 74 69 6f 6e 2e
20 2d 2d 3e 0d 0a 0d Oa
0d 0a 3¢ 57 69 78 4c 6f
63 61 6¢ 69 7a 61

Ascii Completion Count Source Address
PNGIHDR??
W_sRGBgAMAapHYs+
DAThC/WOP(Db+q8$J-
8e] ;Y Yz\{W|/g<

%C500rU,")2iGeTIT.}7

success or wait 1 8E09AC

<?xml version="1.0" success or wait 1 8E09AC
encoding="utf-8"?>
Copyright (c) .NET
Foundation and
contributors. All rights
reserved. Licensed under
the Microsoft Reciprocal
License. See
LICENSE.TXT file in the
project root for full license
information. --><WixLoc

aliza

Symbol

WriteFile

WriteFile
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File Path

C:\Windows\Temp\{7E66493E-A433-
47D4-9045-EEADE201F171}\.ba\1
028\mbapreq.wxI

C:\Windows\Temp\{7E66493E-A433-
47D4-9045-EEADE201F171}\.ba\1
029\mbapreq.wxI

Copyright Joe Security LLC 2022

Offset

0

0

Length Value

2025 3c 3f 78 6d 6¢ 20 76 65
72 73 69 6f 6e 3d 22 31
2e 30 22 20 65 6e 63 6f
64 69 6e 67 3d 22 75 74
66 2d 38 22 3f 3e 0d Oa
3c 21 2d 2d 20 43 6f 70
797269 67 68 74 20 28
63 29 20 2e 4e 45 54 20
46 6f 75 6e 64 61 74 69
6f 6e 20 61 6e 64 20 63
6f 6e 74 72 69 62 75 74
6f 7273 2e 20 41 6¢ 6¢
207269 67 68 74 73 20
726573 65 72 76 65 64
2e 20 4¢ 69 63 65 6e 73
65 64 20 75 6e 64 65 72
20 74 68 65 20 4d 69 63
72 6f 73 6f 66 74 20 52
65 63 69 70 72 6f 63 61
6¢ 20 4c¢ 69 63 65 6e 73
65 2e 20 53 65 65 20 4c
49 43 45 4e 53 45 2e 54
58 54 20 66 69 6¢ 65 20
69 6e 20 74 68 65 20 70
72 6f 6a 65 63 74 20 72
6f 6f 74 20 66 6f 72 20 66
75 6¢ 6¢ 20 6C 69 63 65
6e 73 65 20 69 6e 66 6f
72 6d 61 74 69 6f 6e 2e
20 2d 2d 3e 0d 0a 0d Oa
0d 0a 3¢ 57 69 78 4c 6f
63 61 6¢ 69 7a 61

2458 3c 3f 78 6d 6¢ 20 76 65
72 73 69 6f 6e 3d 22 31
2e 30 22 20 65 6e 63 6f
64 69 6e 67 3d 22 75 74
66 2d 38 22 3f 3e 0d Oa
3c 21 2d 2d 20 43 6f 70
797269 67 68 74 20 28
63 29 20 2e 4e 45 54 20
46 6f 75 6e 64 61 74 69
6f 6e 20 61 6e 64 20 63
6f 6e 74 72 69 62 75 74
6f 72 73 2e 20 41 6¢ 6¢
207269 67 68 74 73 20
726573 65 72 76 65 64
2e 20 4c 69 63 65 6e 73
65 64 20 75 6e 64 65 72
20 74 68 65 20 4d 69 63
72 6f 73 6f 66 74 20 52
65 63 69 70 72 6f 63 61
6c 20 4c 69 63 65 6e 73
65 2e 20 53 65 65 20 4c
49 43 45 4e 53 45 2e 54
58 54 20 66 69 6¢ 65 20
69 6e 20 74 68 65 20 70
72 6f 6a 65 63 74 20 72
6f 6f 74 20 66 6f 72 20 66
75 6¢ 6¢ 20 6C 69 63 65
6e 73 65 20 69 6¢e 66 6f
72 6d 61 74 69 6f 6e 2e
20 2d 2d 3e 0d 0a 0d Oa
0d 0a 3c 57 69 78 4c 6f
63 61 6¢ 69 7a 61

Ascii Completion Count Source Address

<?xml version="1.0" success or wait 1 8E09AC
encoding="utf-8"?>
Copyright (c) .NET
Foundation and
contributors. All rights
reserved. Licensed under
the Microsoft Reciprocal
License. See
LICENSE.TXT file in the
project root for full license
information. --><WixLoc

aliza

<?xml version="1.0" success or wait 1 8E09AC
encoding="utf-8"?>
Copyright (c) .NET
Foundation and
contributors. All rights
reserved. Licensed under
the Microsoft Reciprocal
License. See
LICENSE.TXT file in the
project root for full license
information. --><WixLoc

aliza

Symbol
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File Path

C:\Windows\Temp\{7E66493E-A433-
47D4-9045-EEADE201F171}\.ba\1
030\mbapreq.wxI

C:\Windows\Temp\{7E66493E-A433-
47D4-9045-EEADE201F171}\.ba\1
031\mbapreq.wxI

Copyright Joe Security LLC 2022

Offset

0

0

Length Value

2286 3c 3f 78 6d 6¢ 20 76 65
72 73 69 6f 6e 3d 22 31
2e 30 22 20 65 6e 63 6f
64 69 6e 67 3d 22 75 74
66 2d 38 22 3f 3e 0d Oa
3c 21 2d 2d 20 43 6f 70
797269 67 68 74 20 28
63 29 20 2e 4e 45 54 20
46 6f 75 6e 64 61 74 69
6f 6e 20 61 6e 64 20 63
6f 6e 74 72 69 62 75 74
6f 7273 2e 20 41 6¢ 6¢
207269 67 68 74 73 20
726573 65 72 76 65 64
2e 20 4¢ 69 63 65 6e 73
65 64 20 75 6e 64 65 72
20 74 68 65 20 4d 69 63
72 6f 73 6f 66 74 20 52
65 63 69 70 72 6f 63 61
6¢ 20 4c¢ 69 63 65 6e 73
65 2e 20 53 65 65 20 4c
49 43 45 4e 53 45 2e 54
58 54 20 66 69 6¢ 65 20
69 6e 20 74 68 65 20 70
72 6f 6a 65 63 74 20 72
6f 6f 74 20 66 6f 72 20 66
75 6¢ 6¢ 20 6C 69 63 65
6e 73 65 20 69 6e 66 6f
72 6d 61 74 69 6f 6e 2e
20 2d 2d 3e 0d 0a 0d Oa
0d 0a 3¢ 57 69 78 4c 6f
63 61 6¢ 69 7a 61

2176 3c 3f 78 6d 6¢ 20 76 65
72 73 69 6f 6e 3d 22 31
2e 30 22 20 65 6e 63 6f
64 69 6e 67 3d 22 75 74
66 2d 38 22 3f 3e 0d Oa
3c 21 2d 2d 20 43 6f 70
797269 67 68 74 20 28
63 29 20 2e 4e 45 54 20
46 6f 75 6e 64 61 74 69
6f 6e 20 61 6e 64 20 63
6f 6e 74 72 69 62 75 74
6f 72 73 2e 20 41 6¢ 6¢
207269 67 68 74 73 20
726573 65 72 76 65 64
2e 20 4c 69 63 65 6e 73
65 64 20 75 6e 64 65 72
20 74 68 65 20 4d 69 63
72 6f 73 6f 66 74 20 52
65 63 69 70 72 6f 63 61
6c 20 4c 69 63 65 6e 73
65 2e 20 53 65 65 20 4c
49 43 45 4e 53 45 2e 54
58 54 20 66 69 6¢ 65 20
69 6e 20 74 68 65 20 70
72 6f 6a 65 63 74 20 72
6f 6f 74 20 66 6f 72 20 66
75 6¢ 6¢ 20 6C 69 63 65
6e 73 65 20 69 6¢e 66 6f
72 6d 61 74 69 6f 6e 2e
20 2d 2d 3e 0d 0a 0d Oa
0d 0a 3c 57 69 78 4c 6f
63 61 6¢ 69 7a 61

Ascii Completion Count Source Address

<?xml version="1.0" success or wait 1 8E09AC
encoding="utf-8"?>
Copyright (c) .NET
Foundation and
contributors. All rights
reserved. Licensed under
the Microsoft Reciprocal
License. See
LICENSE.TXT file in the
project root for full license
information. --><WixLoc

aliza

<?xml version="1.0" success or wait 2 8E09AC
encoding="utf-8"?>
Copyright (c) .NET
Foundation and
contributors. All rights
reserved. Licensed under
the Microsoft Reciprocal
License. See
LICENSE.TXT file in the
project root for full license
information. --><WixLoc

aliza
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File Path

C:\Windows\Temp\{7E66493E-A433-
47D4-9045-EEADE201F171}\.ba\1
032\mbapreq.wxI

C:\Windows\Temp\{7E66493E-A433-
47D4-9045-EEADE201F171}\.ba\1
035\mbapreq.wxI

Copyright Joe Security LLC 2022

Offset

0

0

Length Value

3400 3c 3f 78 6d 6¢ 20 76 65
72 73 69 6f 6e 3d 22 31
2e 30 22 20 65 6e 63 6f
64 69 6e 67 3d 22 75 74
66 2d 38 22 3f 3e 0d Oa
3c 21 2d 2d 20 43 6f 70
797269 67 68 74 20 28
63 29 20 2e 4e 45 54 20
46 6f 75 6e 64 61 74 69
6f 6e 20 61 6e 64 20 63
6f 6e 74 72 69 62 75 74
6f 7273 2e 20 41 6¢ 6¢
207269 67 68 74 73 20
726573 65 72 76 65 64
2e 20 4¢ 69 63 65 6e 73
65 64 20 75 6e 64 65 72
20 74 68 65 20 4d 69 63
72 6f 73 6f 66 74 20 52
65 63 69 70 72 6f 63 61
6¢ 20 4c¢ 69 63 65 6e 73
65 2e 20 53 65 65 20 4c
49 43 45 4e 53 45 2e 54
58 54 20 66 69 6¢ 65 20
69 6e 20 74 68 65 20 70
72 6f 6a 65 63 74 20 72
6f 6f 74 20 66 6f 72 20 66
75 6¢ 6¢ 20 6C 69 63 65
6e 73 65 20 69 6e 66 6f
72 6d 61 74 69 6f 6e 2e
20 2d 2d 3e 0d 0a 0d Oa
0d 0a 3¢ 57 69 78 4c 6f
63 61 6¢ 69 7a 61

2235 3c 3f 78 6d 6¢ 20 76 65
72 73 69 6f 6e 3d 22 31
2e 30 22 20 65 6e 63 6f
64 69 6e 67 3d 22 75 74
66 2d 38 22 3f 3e 0d Oa
3c 21 2d 2d 20 43 6f 70
797269 67 68 74 20 28
63 29 20 2e 4e 45 54 20
46 6f 75 6e 64 61 74 69
6f 6e 20 61 6e 64 20 63
6f 6e 74 72 69 62 75 74
6f 72 73 2e 20 41 6¢ 6¢
207269 67 68 74 73 20
726573 65 72 76 65 64
2e 20 4c 69 63 65 6e 73
65 64 20 75 6e 64 65 72
20 74 68 65 20 4d 69 63
72 6f 73 6f 66 74 20 52
65 63 69 70 72 6f 63 61
6c 20 4c 69 63 65 6e 73
65 2e 20 53 65 65 20 4c
49 43 45 4e 53 45 2e 54
58 54 20 66 69 6¢ 65 20
69 6e 20 74 68 65 20 70
72 6f 6a 65 63 74 20 72
6f 6f 74 20 66 6f 72 20 66
75 6¢ 6¢ 20 6C 69 63 65
6e 73 65 20 69 6¢e 66 6f
72 6d 61 74 69 6f 6e 2e
20 2d 2d 3e 0d 0a 0d Oa
0d 0a 3c 57 69 78 4c 6f
63 61 6¢ 69 7a 61

Ascii Completion Count Source Address

<?xml version="1.0" success or wait 1 8E09AC
encoding="utf-8"?>
Copyright (c) .NET
Foundation and
contributors. All rights
reserved. Licensed under
the Microsoft Reciprocal
License. See
LICENSE.TXT file in the
project root for full license
information. --><WixLoc

aliza

<?xml version="1.0" success or wait 1 8E09AC
encoding="utf-8"?>
Copyright (c) .NET
Foundation and
contributors. All rights
reserved. Licensed under
the Microsoft Reciprocal
License. See
LICENSE.TXT file in the
project root for full license
information. --><WixLoc

aliza

Symbol
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File Path

C:\Windows\Temp\{7E66493E-A433-
47D4-9045-EEADE201F171}\.ba\1
036\mbapreq.wxI

C:\Windows\Temp\{7E66493E-A433-
47D4-9045-EEADE201F171}\.ba\1
038\mbapreq.wxI

Copyright Joe Security LLC 2022

Offset

0

0

Length Value

2306 3c 3f 78 6d 6¢ 20 76 65
72 73 69 6f 6e 3d 22 31
2e 30 22 20 65 6e 63 6f
64 69 6e 67 3d 22 75 74
66 2d 38 22 3f 3e 0d Oa
3c 21 2d 2d 20 43 6f 70
797269 67 68 74 20 28
63 29 20 2e 4e 45 54 20
46 6f 75 6e 64 61 74 69
6f 6e 20 61 6e 64 20 63
6f 6e 74 72 69 62 75 74
6f 7273 2e 20 41 6¢ 6¢
207269 67 68 74 73 20
726573 65 72 76 65 64
2e 20 4¢ 69 63 65 6e 73
65 64 20 75 6e 64 65 72
20 74 68 65 20 4d 69 63
72 6f 73 6f 66 74 20 52
65 63 69 70 72 6f 63 61
6¢ 20 4c¢ 69 63 65 6e 73
65 2e 20 53 65 65 20 4c
49 43 45 4e 53 45 2e 54
58 54 20 66 69 6¢ 65 20
69 6e 20 74 68 65 20 70
72 6f 6a 65 63 74 20 72
6f 6f 74 20 66 6f 72 20 66
75 6¢ 6¢ 20 6C 69 63 65
6e 73 65 20 69 6e 66 6f
72 6d 61 74 69 6f 6e 2e
20 2d 2d 3e 0d 0a 0d Oa
0d 0a 3¢ 57 69 78 4c 6f
63 61 6¢ 69 7a 61

2392 3c 3f 78 6d 6¢ 20 76 65
72 73 69 6f 6e 3d 22 31
2e 30 22 20 65 6e 63 6f
64 69 6e 67 3d 22 75 74
66 2d 38 22 3f 3e 0d Oa
3c 21 2d 2d 20 43 6f 70
797269 67 68 74 20 28
63 29 20 2e 4e 45 54 20
46 6f 75 6e 64 61 74 69
6f 6e 20 61 6e 64 20 63
6f 6e 74 72 69 62 75 74
6f 72 73 2e 20 41 6¢ 6¢
207269 67 68 74 73 20
726573 65 72 76 65 64
2e 20 4c 69 63 65 6e 73
65 64 20 75 6e 64 65 72
20 74 68 65 20 4d 69 63
72 6f 73 6f 66 74 20 52
65 63 69 70 72 6f 63 61
6c 20 4c 69 63 65 6e 73
65 2e 20 53 65 65 20 4c
49 43 45 4e 53 45 2e 54
58 54 20 66 69 6¢ 65 20
69 6e 20 74 68 65 20 70
72 6f 6a 65 63 74 20 72
6f 6f 74 20 66 6f 72 20 66
75 6¢ 6¢ 20 6C 69 63 65
6e 73 65 20 69 6¢e 66 6f
72 6d 61 74 69 6f 6e 2e
20 2d 2d 3e 0d 0a 0d Oa
0d 0a 3c 57 69 78 4c 6f
63 61 6¢ 69 7a 61

Ascii Completion Count Source Address

<?xml version="1.0" success or wait 1 8E09AC
encoding="utf-8"?>
Copyright (c) .NET
Foundation and
contributors. All rights
reserved. Licensed under
the Microsoft Reciprocal
License. See
LICENSE.TXT file in the
project root for full license
information. --><WixLoc

aliza

<?xml version="1.0" success or wait 1 8E09AC
encoding="utf-8"?>
Copyright (c) .NET
Foundation and
contributors. All rights
reserved. Licensed under
the Microsoft Reciprocal
License. See
LICENSE.TXT file in the
project root for full license
information. --><WixLoc

aliza
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File Path

C:\Windows\Temp\{7E66493E-A433-
47D4-9045-EEADE201F171}\.ba\1
040\mbapreq.wxI

C:\Windows\Temp\{7E66493E-A433-
47D4-9045-EEADE201F171}\.ba\1
041\mbapreq.wxI

Copyright Joe Security LLC 2022

Offset

0

0

Length Value

2304 3c 3f 78 6d 6¢ 20 76 65
72 73 69 6f 6e 3d 22 31
2e 30 22 20 65 6e 63 6f
64 69 6e 67 3d 22 75 74
66 2d 38 22 3f 3e 0d Oa
3c 21 2d 2d 20 43 6f 70
797269 67 68 74 20 28
63 29 20 2e 4e 45 54 20
46 6f 75 6e 64 61 74 69
6f 6e 20 61 6e 64 20 63
6f 6e 74 72 69 62 75 74
6f 7273 2e 20 41 6¢ 6¢
207269 67 68 74 73 20
726573 65 72 76 65 64
2e 20 4¢ 69 63 65 6e 73
65 64 20 75 6e 64 65 72
20 74 68 65 20 4d 69 63
72 6f 73 6f 66 74 20 52
65 63 69 70 72 6f 63 61
6¢ 20 4c¢ 69 63 65 6e 73
65 2e 20 53 65 65 20 4c
49 43 45 4e 53 45 2e 54
58 54 20 66 69 6¢ 65 20
69 6e 20 74 68 65 20 70
72 6f 6a 65 63 74 20 72
6f 6f 74 20 66 6f 72 20 66
75 6¢ 6¢ 20 6C 69 63 65
6e 73 65 20 69 6e 66 6f
72 6d 61 74 69 6f 6e 2e
20 2d 2d 3e 0d 0a 0d Oa
0d 0a 3¢ 57 69 78 4c 6f
63 61 6¢ 69 7a 61

2545 3c 3f 78 6d 6¢ 20 76 65
72 73 69 6f 6e 3d 22 31
2e 30 22 20 65 6e 63 6f
64 69 6e 67 3d 22 75 74
66 2d 38 22 3f 3e 0d Oa
3c 21 2d 2d 20 43 6f 70
797269 67 68 74 20 28
63 29 20 2e 4e 45 54 20
46 6f 75 6e 64 61 74 69
6f 6e 20 61 6e 64 20 63
6f 6e 74 72 69 62 75 74
6f 72 73 2e 20 41 6¢ 6¢
207269 67 68 74 73 20
726573 65 72 76 65 64
2e 20 4c 69 63 65 6e 73
65 64 20 75 6e 64 65 72
20 74 68 65 20 4d 69 63
72 6f 73 6f 66 74 20 52
65 63 69 70 72 6f 63 61
6c 20 4c 69 63 65 6e 73
65 2e 20 53 65 65 20 4c
49 43 45 4e 53 45 2e 54
58 54 20 66 69 6¢ 65 20
69 6e 20 74 68 65 20 70
72 6f 6a 65 63 74 20 72
6f 6f 74 20 66 6f 72 20 66
75 6¢ 6¢ 20 6C 69 63 65
6e 73 65 20 69 6¢e 66 6f
72 6d 61 74 69 6f 6e 2e
20 2d 2d 3e 0d 0a 0d Oa
0d 0a 3c 57 69 78 4c 6f
63 61 6¢ 69 7a 61

Ascii Completion Count Source Address

<?xml version="1.0" success or wait 1 8E09AC
encoding="utf-8"?>
Copyright (c) .NET
Foundation and
contributors. All rights
reserved. Licensed under
the Microsoft Reciprocal
License. See
LICENSE.TXT file in the
project root for full license
information. --><WixLoc

aliza

<?xml version="1.0" success or wait 1 8E09AC
encoding="utf-8"?>
Copyright (c) .NET
Foundation and
contributors. All rights
reserved. Licensed under
the Microsoft Reciprocal
License. See
LICENSE.TXT file in the
project root for full license
information. --><WixLoc

aliza

Symbol

WriteFile

WriteFile

Page 57 of 70



File Path

C:\Windows\Temp\{7E66493E-A433-
47D4-9045-EEADE201F171}\.ba\1
042\mbapreq.wx!

C:\Windows\Temp\{7E66493E-A433-
47D4-9045-EEADE201F171}\.ba\1
043\mbapreq.wxI

Copyright Joe Security LLC 2022

Offset

0

0

Length Value

2236 3c 3f 78 6d 6¢ 20 76 65
72 73 69 6f 6e 3d 22 31
2e 30 22 20 65 6e 63 6f
64 69 6e 67 3d 22 75 74
66 2d 38 22 3f 3e 0d Oa
3c 21 2d 2d 20 43 6f 70
797269 67 68 74 20 28
63 29 20 2e 4e 45 54 20
46 6f 75 6e 64 61 74 69
6f 6e 20 61 6e 64 20 63
6f 6e 74 72 69 62 75 74
6f 7273 2e 20 41 6¢ 6¢
207269 67 68 74 73 20
726573 65 72 76 65 64
2e 20 4¢ 69 63 65 6e 73
65 64 20 75 6e 64 65 72
20 74 68 65 20 4d 69 63
72 6f 73 6f 66 74 20 52
65 63 69 70 72 6f 63 61
6¢ 20 4c¢ 69 63 65 6e 73
65 2e 20 53 65 65 20 4c
49 43 45 4e 53 45 2e 54
58 54 20 66 69 6¢ 65 20
69 6e 20 74 68 65 20 70
72 6f 6a 65 63 74 20 72
6f 6f 74 20 66 6f 72 20 66
75 6¢ 6¢ 20 6C 69 63 65
6e 73 65 20 69 6e 66 6f
72 6d 61 74 69 6f 6e 2e
20 2d 2d 3e 0d 0a 0d Oa
0d 0a 3¢ 57 69 78 4c 6f
63 61 6¢ 69 7a 61

2312 3c 3f 78 6d 6¢ 20 76 65
72 73 69 6f 6e 3d 22 31
2e 30 22 20 65 6e 63 6f
64 69 6e 67 3d 22 75 74
66 2d 38 22 3f 3e 0d Oa
3c 21 2d 2d 20 43 6f 70
797269 67 68 74 20 28
63 29 20 2e 4e 45 54 20
46 6f 75 6e 64 61 74 69
6f 6e 20 61 6e 64 20 63
6f 6e 74 72 69 62 75 74
6f 72 73 2e 20 41 6¢ 6¢
207269 67 68 74 73 20
726573 65 72 76 65 64
2e 20 4c 69 63 65 6e 73
65 64 20 75 6e 64 65 72
20 74 68 65 20 4d 69 63
72 6f 73 6f 66 74 20 52
65 63 69 70 72 6f 63 61
6c 20 4c 69 63 65 6e 73
65 2e 20 53 65 65 20 4c
49 43 45 4e 53 45 2e 54
58 54 20 66 69 6¢ 65 20
69 6e 20 74 68 65 20 70
72 6f 6a 65 63 74 20 72
6f 6f 74 20 66 6f 72 20 66
75 6¢ 6¢ 20 6C 69 63 65
6e 73 65 20 69 6¢e 66 6f
72 6d 61 74 69 6f 6e 2e
20 2d 2d 3e 0d 0a 0d Oa
0d 0a 3c 57 69 78 4c 6f
63 61 6¢ 69 7a 61

Ascii Completion Count Source Address

<?xml version="1.0" success or wait 1 8E09AC
encoding="utf-8"?>
Copyright (c) .NET
Foundation and
contributors. All rights
reserved. Licensed under
the Microsoft Reciprocal
License. See
LICENSE.TXT file in the
project root for full license
information. --><WixLoc

aliza

<?xml version="1.0" success or wait 1 8E09AC
encoding="utf-8"?>
Copyright (c) .NET
Foundation and
contributors. All rights
reserved. Licensed under
the Microsoft Reciprocal
License. See
LICENSE.TXT file in the
project root for full license
information. --><WixLoc

aliza
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File Path

C:\Windows\Temp\{7E66493E-A433-
47D4-9045-EEADE201F171}\.ba\1
044\mbapreq.wx!

C:\Windows\Temp\{7E66493E-A433-
47D4-9045-EEADE201F171}\.ba\1
045\mbapreq.wxI

Copyright Joe Security LLC 2022

Offset

0

0

Length Value

2171 3c 3f 78 6d 6¢ 20 76 65
72 73 69 6f 6e 3d 22 31
2e 30 22 20 65 6e 63 6f
64 69 6e 67 3d 22 75 74
66 2d 38 22 3f 3e 0d Oa
3c 21 2d 2d 20 43 6f 70
797269 67 68 74 20 28
63 29 20 2e 4e 45 54 20
46 6f 75 6e 64 61 74 69
6f 6e 20 61 6e 64 20 63
6f 6e 74 72 69 62 75 74
6f 7273 2e 20 41 6¢ 6¢
207269 67 68 74 73 20
726573 65 72 76 65 64
2e 20 4¢ 69 63 65 6e 73
65 64 20 75 6e 64 65 72
20 74 68 65 20 4d 69 63
72 6f 73 6f 66 74 20 52
65 63 69 70 72 6f 63 61
6¢ 20 4c¢ 69 63 65 6e 73
65 2e 20 53 65 65 20 4c
49 43 45 4e 53 45 2e 54
58 54 20 66 69 6¢ 65 20
69 6e 20 74 68 65 20 70
72 6f 6a 65 63 74 20 72
6f 6f 74 20 66 6f 72 20 66
75 6¢ 6¢ 20 6C 69 63 65
6e 73 65 20 69 6e 66 6f
72 6d 61 74 69 6f 6e 2e
20 2d 2d 3e 0d 0a 0d Oa
0d 0a 3¢ 57 69 78 4c 6f
63 61 6¢ 69 7a 61

2368 3c 3f 78 6d 6¢ 20 76 65
72 73 69 6f 6e 3d 22 31
2e 30 22 20 65 6e 63 6f
64 69 6e 67 3d 22 75 74
66 2d 38 22 3f 3e 0d Oa
3c 21 2d 2d 20 43 6f 70
797269 67 68 74 20 28
63 29 20 2e 4e 45 54 20
46 6f 75 6e 64 61 74 69
6f 6e 20 61 6e 64 20 63
6f 6e 74 72 69 62 75 74
6f 72 73 2e 20 41 6¢ 6¢
207269 67 68 74 73 20
726573 65 72 76 65 64
2e 20 4c 69 63 65 6e 73
65 64 20 75 6e 64 65 72
20 74 68 65 20 4d 69 63
72 6f 73 6f 66 74 20 52
65 63 69 70 72 6f 63 61
6c 20 4c 69 63 65 6e 73
65 2e 20 53 65 65 20 4c
49 43 45 4e 53 45 2e 54
58 54 20 66 69 6¢ 65 20
69 6e 20 74 68 65 20 70
72 6f 6a 65 63 74 20 72
6f 6f 74 20 66 6f 72 20 66
75 6¢ 6¢ 20 6C 69 63 65
6e 73 65 20 69 6¢e 66 6f
72 6d 61 74 69 6f 6e 2e
20 2d 2d 3e 0d 0a 0d Oa
0d 0a 3c 57 69 78 4c 6f
63 61 6¢ 69 7a 61

Ascii Completion Count Source Address

<?xml version="1.0" success or wait 1 8E09AC
encoding="utf-8"?>
Copyright (c) .NET
Foundation and
contributors. All rights
reserved. Licensed under
the Microsoft Reciprocal
License. See
LICENSE.TXT file in the
project root for full license
information. --><WixLoc

aliza

<?xml version="1.0" success or wait 1 8E09AC
encoding="utf-8"?>
Copyright (c) .NET
Foundation and
contributors. All rights
reserved. Licensed under
the Microsoft Reciprocal
License. See
LICENSE.TXT file in the
project root for full license
information. --><WixLoc

aliza
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File Path

C:\Windows\Temp\{7E66493E-A433-
47D4-9045-EEADE201F171}\.ba\1
046\mbapreq.wxI

C:\Windows\Temp\{7E66493E-A433-
47D4-9045-EEADE201F171}\.ba\1
049\mbapreq.wxI

Copyright Joe Security LLC 2022

Offset

0

0

Length Value

2147 3c 3f 78 6d 6¢ 20 76 65
72 73 69 6f 6e 3d 22 31
2e 30 22 20 65 6e 63 6f
64 69 6e 67 3d 22 75 74
66 2d 38 22 3f 3e 0d Oa
3c 21 2d 2d 20 43 6f 70
797269 67 68 74 20 28
63 29 20 2e 4e 45 54 20
46 6f 75 6e 64 61 74 69
6f 6e 20 61 6e 64 20 63
6f 6e 74 72 69 62 75 74
6f 7273 2e 20 41 6¢ 6¢
207269 67 68 74 73 20
726573 65 72 76 65 64
2e 20 4¢ 69 63 65 6e 73
65 64 20 75 6e 64 65 72
20 74 68 65 20 4d 69 63
72 6f 73 6f 66 74 20 52
65 63 69 70 72 6f 63 61
6¢ 20 4c¢ 69 63 65 6e 73
65 2e 20 53 65 65 20 4c
49 43 45 4e 53 45 2e 54
58 54 20 66 69 6¢ 65 20
69 6e 20 74 68 65 20 70
72 6f 6a 65 63 74 20 72
6f 6f 74 20 66 6f 72 20 66
75 6¢ 6¢ 20 6C 69 63 65
6e 73 65 20 69 6e 66 6f
72 6d 61 74 69 6f 6e 2e
20 2d 2d 3e 0d 0a 0d Oa
0d 0a 3¢ 57 69 78 4c 6f
63 61 6¢ 69 7a 61

2880 3c 3f 78 6d 6¢ 20 76 65
72 73 69 6f 6e 3d 22 31
2e 30 22 20 65 6e 63 6f
64 69 6e 67 3d 22 75 74
66 2d 38 22 3f 3e 0d Oa
3c 21 2d 2d 20 43 6f 70
797269 67 68 74 20 28
63 29 20 2e 4e 45 54 20
46 6f 75 6e 64 61 74 69
6f 6e 20 61 6e 64 20 63
6f 6e 74 72 69 62 75 74
6f 72 73 2e 20 41 6¢ 6¢
207269 67 68 74 73 20
726573 65 72 76 65 64
2e 20 4c 69 63 65 6e 73
65 64 20 75 6e 64 65 72
20 74 68 65 20 4d 69 63
72 6f 73 6f 66 74 20 52
65 63 69 70 72 6f 63 61
6c 20 4c 69 63 65 6e 73
65 2e 20 53 65 65 20 4c
49 43 45 4e 53 45 2e 54
58 54 20 66 69 6¢ 65 20
69 6e 20 74 68 65 20 70
72 6f 6a 65 63 74 20 72
6f 6f 74 20 66 6f 72 20 66
75 6¢ 6¢ 20 6C 69 63 65
6e 73 65 20 69 6¢e 66 6f
72 6d 61 74 69 6f 6e 2e
20 2d 2d 3e 0d 0a 0d Oa
0d 0a 3c 57 69 78 4c 6f
63 61 6¢ 69 7a 61

Ascii Completion Count Source Address

<?xml version="1.0" success or wait 1 8E09AC
encoding="utf-8"?>
Copyright (c) .NET
Foundation and
contributors. All rights
reserved. Licensed under
the Microsoft Reciprocal
License. See
LICENSE.TXT file in the
project root for full license
information. --><WixLoc

aliza

<?xml version="1.0" success or wait 1 8E09AC
encoding="utf-8"?>
Copyright (c) .NET
Foundation and
contributors. All rights
reserved. Licensed under
the Microsoft Reciprocal
License. See
LICENSE.TXT file in the
project root for full license
information. --><WixLoc

aliza
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File Path

C:\Windows\Temp\{7E66493E-A433-
47D4-9045-EEADE201F171}\.ba\1
051\mbapreq.wxI

C:\Windows\Temp\{7E66493E-A433-
47D4-9045-EEADE201F171}\.ba\1
053\mbapreq.wxI

Copyright Joe Security LLC 2022

Offset

0

0

Length Value

2334 3c 3f 78 6d 6¢ 20 76 65
72 73 69 6f 6e 3d 22 31
2e 30 22 20 65 6e 63 6f
64 69 6e 67 3d 22 75 74
66 2d 38 22 3f 3e 0d Oa
3c 21 2d 2d 20 43 6f 70
797269 67 68 74 20 28
63 29 20 2e 4e 45 54 20
46 6f 75 6e 64 61 74 69
6f 6e 20 61 6e 64 20 63
6f 6e 74 72 69 62 75 74
6f 7273 2e 20 41 6¢ 6¢
207269 67 68 74 73 20
726573 65 72 76 65 64
2e 20 4¢ 69 63 65 6e 73
65 64 20 75 6e 64 65 72
20 74 68 65 20 4d 69 63
72 6f 73 6f 66 74 20 52
65 63 69 70 72 6f 63 61
6¢ 20 4c¢ 69 63 65 6e 73
65 2e 20 53 65 65 20 4c
49 43 45 4e 53 45 2e 54
58 54 20 66 69 6¢ 65 20
69 6e 20 74 68 65 20 70
72 6f 6a 65 63 74 20 72
6f 6f 74 20 66 6f 72 20 66
75 6¢ 6¢ 20 6C 69 63 65
6e 73 65 20 69 6e 66 6f
72 6d 61 74 69 6f 6e 2e
20 2d 2d 3e 0d 0a 0d Oa
0d 0a 3¢ 57 69 78 4c 6f
63 61 6¢ 69 7a 61

872 3c 3f 78 6d 6¢ 20 76 65
72 73 69 6f 6e 3d 22 31
2e 30 22 20 65 6e 63 6f
64 69 6e 67 3d 22 75 74
66 2d 38 22 3f 3e 0d Oa
3c 21 2d 2d 20 43 6f 70
797269 67 68 74 20 28
63 29 20 2e 4e 45 54 20
46 6f 75 6e 64 61 74 69
6f 6e 20 61 6e 64 20 63
6f 6e 74 72 69 62 75 74
6f 72 73 2e 20 41 6¢ 6¢
207269 67 68 74 73 20
726573 65 72 76 65 64
2e 20 4c 69 63 65 6e 73
65 64 20 75 6e 64 65 72
20 74 68 65 20 4d 69 63
72 6f 73 6f 66 74 20 52
65 63 69 70 72 6f 63 61
6c 20 4c 69 63 65 6e 73
65 2e 20 53 65 65 20 4c
49 43 45 4e 53 45 2e 54
58 54 20 66 69 6¢ 65 20
69 6e 20 74 68 65 20 70
72 6f 6a 65 63 74 20 72
6f 6f 74 20 66 6f 72 20 66
75 6¢ 6¢ 20 6C 69 63 65
6e 73 65 20 69 6¢e 66 6f
72 6d 61 74 69 6f 6e 2e
20 2d 2d 3e 0d 0a 0d Oa
0d 0a 3c 57 69 78 4c 6f
63 61 6¢ 69 7a 61

Ascii Completion Count Source Address

<?xml version="1.0" success or wait 1 8E09AC
encoding="utf-8"?>
Copyright (c) .NET
Foundation and
contributors. All rights
reserved. Licensed under
the Microsoft Reciprocal
License. See
LICENSE.TXT file in the
project root for full license
information. --><WixLoc

aliza

<?xml version="1.0" success or wait 2 8E09AC
encoding="utf-8"?>
Copyright (c) .NET
Foundation and
contributors. All rights
reserved. Licensed under
the Microsoft Reciprocal
License. See
LICENSE.TXT file in the
project root for full license
information. --><WixLoc

aliza

Symbol

WriteFile

WriteFile
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File Path

C:\Windows\Temp\{7E66493E-A433-
47D4-9045-EEADE201F171}\.ba\1
055\mbapreq.wxl

C:\Windows\Temp\{7E66493E-A433-
47D4-9045-EEADE201F171}\.ba\1
060\mbapreq.wxI

Copyright Joe Security LLC 2022

Offset

0

0

Length Value

2303 3c 3f 78 6d 6¢ 20 76 65
72 73 69 6f 6e 3d 22 31
2e 30 22 20 65 6e 63 6f
64 69 6e 67 3d 22 75 74
66 2d 38 22 3f 3e 0d Oa
3c 21 2d 2d 20 43 6f 70
797269 67 68 74 20 28
63 29 20 2e 4e 45 54 20
46 6f 75 6e 64 61 74 69
6f 6e 20 61 6e 64 20 63
6f 6e 74 72 69 62 75 74
6f 7273 2e 20 41 6¢ 6¢
207269 67 68 74 73 20
726573 65 72 76 65 64
2e 20 4¢ 69 63 65 6e 73
65 64 20 75 6e 64 65 72
20 74 68 65 20 4d 69 63
72 6f 73 6f 66 74 20 52
65 63 69 70 72 6f 63 61
6¢ 20 4c¢ 69 63 65 6e 73
65 2e 20 53 65 65 20 4c
49 43 45 4e 53 45 2e 54
58 54 20 66 69 6¢ 65 20
69 6e 20 74 68 65 20 70
72 6f 6a 65 63 74 20 72
6f 6f 74 20 66 6f 72 20 66
75 6¢ 6¢ 20 6C 69 63 65
6e 73 65 20 69 6e 66 6f
72 6d 61 74 69 6f 6e 2e
20 2d 2d 3e 0d 0a 0d Oa
0d 0a 3¢ 57 69 78 4c 6f
63 61 6¢ 69 7a 61

2200 3c 3f 78 6d 6¢ 20 76 65
72 73 69 6f 6e 3d 22 31
2e 30 22 20 65 6e 63 6f
64 69 6e 67 3d 22 75 74
66 2d 38 22 3f 3e 0d Oa
3c 21 2d 2d 20 43 6f 70
797269 67 68 74 20 28
63 29 20 2e 4e 45 54 20
46 6f 75 6e 64 61 74 69
6f 6e 20 61 6e 64 20 63
6f 6e 74 72 69 62 75 74
6f 72 73 2e 20 41 6¢ 6¢
207269 67 68 74 73 20
726573 65 72 76 65 64
2e 20 4c 69 63 65 6e 73
65 64 20 75 6e 64 65 72
20 74 68 65 20 4d 69 63
72 6f 73 6f 66 74 20 52
65 63 69 70 72 6f 63 61
6c 20 4c 69 63 65 6e 73
65 2e 20 53 65 65 20 4c
49 43 45 4e 53 45 2e 54
58 54 20 66 69 6¢ 65 20
69 6e 20 74 68 65 20 70
72 6f 6a 65 63 74 20 72
6f 6f 74 20 66 6f 72 20 66
75 6¢ 6¢ 20 6C 69 63 65
6e 73 65 20 69 6¢e 66 6f
72 6d 61 74 69 6f 6e 2e
20 2d 2d 3e 0d 0a 0d Oa
0d 0a 3c 57 69 78 4c 6f
63 61 6¢ 69 7a 61

Ascii Completion Count Source Address

<?xml version="1.0" success or wait 1 8E09AC
encoding="utf-8"?>
Copyright (c) .NET
Foundation and
contributors. All rights
reserved. Licensed under
the Microsoft Reciprocal
License. See
LICENSE.TXT file in the
project root for full license
information. --><WixLoc

aliza

<?xml version="1.0" success or wait 1 8E09AC
encoding="utf-8"?>
Copyright (c) .NET
Foundation and
contributors. All rights
reserved. Licensed under
the Microsoft Reciprocal
License. See
LICENSE.TXT file in the
project root for full license
information. --><WixLoc

aliza

Symbol

WriteFile

WriteFile
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File Path

C:\Windows\Temp\{7E66493E-A433-
47D4-9045-EEADE201F171}\.ba\2
052\mbapreq.wxI

C:\Windows\Temp\{7E66493E-A433-
47D4-9045-EEADE201F171}\.ba\2
070\mbapreq.wxI

Copyright Joe Security LLC 2022

Offset

0

0

Length Value

1980 3c 3f 78 6d 6¢ 20 76 65
72 73 69 6f 6e 3d 22 31
2e 30 22 20 65 6e 63 6f
64 69 6e 67 3d 22 75 74
66 2d 38 22 3f 3e 0d Oa
3c 21 2d 2d 20 43 6f 70
797269 67 68 74 20 28
63 29 20 2e 4e 45 54 20
46 6f 75 6e 64 61 74 69
6f 6e 20 61 6e 64 20 63
6f 6e 74 72 69 62 75 74
6f 7273 2e 20 41 6¢ 6¢
207269 67 68 74 73 20
726573 65 72 76 65 64
2e 20 4¢ 69 63 65 6e 73
65 64 20 75 6e 64 65 72
20 74 68 65 20 4d 69 63
72 6f 73 6f 66 74 20 52
65 63 69 70 72 6f 63 61
6¢ 20 4c¢ 69 63 65 6e 73
65 2e 20 53 65 65 20 4c
49 43 45 4e 53 45 2e 54
58 54 20 66 69 6¢ 65 20
69 6e 20 74 68 65 20 70
72 6f 6a 65 63 74 20 72
6f 6f 74 20 66 6f 72 20 66
75 6¢ 6¢ 20 6C 69 63 65
6e 73 65 20 69 6e 66 6f
72 6d 61 74 69 6f 6e 2e
20 2d 2d 3e 0d 0a 0d Oa
0d 0a 3¢ 57 69 78 4c 6f
63 61 6¢ 69 7a 61

2211 3c 3f 78 6d 6¢ 20 76 65
72 73 69 6f 6e 3d 22 31
2e 30 22 20 65 6e 63 6f
64 69 6e 67 3d 22 75 74
66 2d 38 22 3f 3e 0d Oa
3c 21 2d 2d 20 43 6f 70
797269 67 68 74 20 28
63 29 20 2e 4e 45 54 20
46 6f 75 6e 64 61 74 69
6f 6e 20 61 6e 64 20 63
6f 6e 74 72 69 62 75 74
6f 72 73 2e 20 41 6¢ 6¢
207269 67 68 74 73 20
726573 65 72 76 65 64
2e 20 4c 69 63 65 6e 73
65 64 20 75 6e 64 65 72
20 74 68 65 20 4d 69 63
72 6f 73 6f 66 74 20 52
65 63 69 70 72 6f 63 61
6c 20 4c 69 63 65 6e 73
65 2e 20 53 65 65 20 4c
49 43 45 4e 53 45 2e 54
58 54 20 66 69 6¢ 65 20
69 6e 20 74 68 65 20 70
72 6f 6a 65 63 74 20 72
6f 6f 74 20 66 6f 72 20 66
75 6¢ 6¢ 20 6C 69 63 65
6e 73 65 20 69 6¢e 66 6f
72 6d 61 74 69 6f 6e 2e
20 2d 2d 3e 0d 0a 0d Oa
0d 0a 3c 57 69 78 4c 6f
63 61 6¢ 69 7a 61

Ascii Completion Count Source Address

<?xml version="1.0" success or wait 1 8E09AC
encoding="utf-8"?>
Copyright (c) .NET
Foundation and
contributors. All rights
reserved. Licensed under
the Microsoft Reciprocal
License. See
LICENSE.TXT file in the
project root for full license
information. --><WixLoc

aliza

<?xml version="1.0" success or wait 1 8E09AC
encoding="utf-8"?>
Copyright (c) .NET
Foundation and
contributors. All rights
reserved. Licensed under
the Microsoft Reciprocal
License. See
LICENSE.TXT file in the
project root for full license
information. --><WixLoc

aliza

Symbol

WriteFile

WriteFile
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File Path

C:\Windows\Temp\{7E66493E-A433-
47D4-9045-EEADE201F171}\.ba\3
082\mbapreq.wxI

C:\Windows\Temp\{7E66493E-A433-
47D4-9045-EEADE201F171}\.ba\W
PFCommonViewModel.dll

Copyright Joe Security LLC 2022

Offset

0

0

Length Value

2400 3c 3f 78 6d 6¢ 20 76 65
72 73 69 6f 6e 3d 22 31
2e 30 22 20 65 6e 63 6f
64 69 6e 67 3d 22 75 74
66 2d 38 22 3f 3e 0d Oa
3c 21 2d 2d 20 43 6f 70
797269 67 68 74 20 28
63 29 20 2e 4e 45 54 20
46 6f 75 6e 64 61 74 69
6f 6e 20 61 6e 64 20 63
6f 6e 74 72 69 62 75 74
6f 7273 2e 20 41 6¢ 6¢
207269 67 68 74 73 20
726573 65 72 76 65 64
2e 20 4¢ 69 63 65 6e 73
65 64 20 75 6e 64 65 72
20 74 68 65 20 4d 69 63
72 6f 73 6f 66 74 20 52
65 63 69 70 72 6f 63 61
6¢ 20 4c¢ 69 63 65 6e 73
65 2e 20 53 65 65 20 4c
49 43 45 4e 53 45 2e 54
58 54 20 66 69 6¢ 65 20
69 6e 20 74 68 65 20 70
72 6f 6a 65 63 74 20 72
6f 6f 74 20 66 6f 72 20 66
75 6¢ 6¢ 20 6C 69 63 65
6e 73 65 20 69 6e 66 6f
72 6d 61 74 69 6f 6e 2e
20 2d 2d 3e 0d 0a 0d Oa
0d 0a 3¢ 57 69 78 4c 6f
63 61 6¢ 69 7a 61

4d 5a fd 00 03 00 00 00
04 00 00 00 fd fd 00 00 fd
00 00 00 00 00 00 00 40
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 fd 00 00 00 Oe
1f fd Oe 00 fd 09 fd 21 fd
01 4c fd 21 54 68 69 73
2070 72 6f 67 72 61 6d
20 63 61 6e 6e 6f 74 20
62 65 20 72 75 6e 20 69
6e 20 44 4f 53 20 6d 6f
64 65 2e 0d 0d 0a 24 00
00 00 00 00 00 00 50 45
00 00 4c 01 03 00 fd fd 6¢c
5400 00 00 00 00 00 00
00 fd 00 02 21 Ob 01 Ob
00 00 16 00 00 00 06 00
00 00 00 00 00 fd 35 00
00 00 20 00 00 00 40 00
00 00 00 00 10 00 20 00
00 00 02 00 00 04 00 00
00 00 00 00 00 04 00 00
00 00 00 00 00 00 fd 00
00 00 02 00 00 00 00 00
00 03 00 40 fd 00 00 10
0000 10 00 00 00 00 10
00 00 10 00 00 00 00 00
00 10 00 00 00 00 00 00
00 00 00 00

7680

Ascii Completion Count Source Address

<?xml version="1.0" success or wait 1 8E09AC
encoding="utf-8"?>
Copyright (c) .NET
Foundation and
contributors. All rights
reserved. Licensed under
the Microsoft Reciprocal
License. See
LICENSE.TXT file in the
project root for full license
information. --><WixLoc

aliza

MZ@!L!This program
cannot be run in DOS
mode.$PELITI5 @ @

success or wait 1 8E09AC

Symbol

WriteFile

WriteFile
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File Path

C:\Windows\Temp\{7E66493E-A433-
47D4-9045-EEADE201F171}\.ba\W

PFCommonControls.dll

C:\Windows\Temp\{7E66493E-A433-
47D4-9045-EEADE201F171}\.ba\M
icrosoft.Expression.Interactions.dll

Copyright Joe Security LLC 2022

Offset

0

0

Length Value

12734

7102

4d 5a fd 00 03 00 00 00
04 00 00 00 fd fd 00 00 fd
00 00 00 00 00 00 00 40
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 fd 00 00 00 Oe
1f fd Oe 00 fd 09 fd 21 fd
01 4c fd 21 54 68 69 73
2070 72 6f 67 72 61 6d
20 63 61 6e 6e 6f 74 20
62 65 20 72 75 6e 20 69
6e 20 44 4f 53 20 6d 6f
64 65 2e 0d 0d Oa 24 00
00 00 00 00 00 00 50 45
00 00 4c 01 03 00 fd 3a
32 56 00 00 00 00 00 00
00 00 fd 00 02 21 Ob 01
0b 00 00 fd 08 00 00 08
00 00 00 00 00 00 fd fd
08 00 00 20 00 00 00 fd
08 00 00 00 00 10 00 20
00 00 00 02 00 00 04 00
00 00 00 00 00 00 04 00
00 00 00 00 00 00 00 00
09 00 00 02 00 00 00 00
00 00 03 00 40 fd 00 00
10 00 00 10 00 00 00 00
10 00 00 10 00 00 00 00
00 00 10 00 00 00 00 00
00 00 00 00 00

4d 5a fd 00 03 00 00 00
04 00 00 00 fd fd 00 00 fd
00 00 00 00 00 00 00 40
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 fd 00 00 00 Oe
1f fd Oe 00 fd 09 fd 21 fd
01 4c fd 21 54 68 69 73
2070 72 6f 67 72 61 6d
20 63 61 6e 6e 6f 74 20
62 65 20 72 75 6e 20 69
6e 20 44 4f 53 20 6d 6f
64 65 2e 0d 0d 0a 24 00
00 00 00 00 00 00 50 45
00 00 4c 01 03 00 65 75
fd 4b 00 00 00 00 00 00
00 00 fd 00 02 21 Ob 01
08 00 00 5¢ 01 00 00 08
00 00 00 00 00 00 1e 7a
0100 00 20 00 00 00 fd
01 00 00 00 40 00 00 20
00 00 00 02 00 00 04 00
00 00 00 00 00 00 04 00
00 00 00 00 00 00 00 fd
0100 00 02 00 00 fd fd
01 00 03 00 40 fd 00 00
10 00 00 10 00 00 00 00
10 00 00 10 00 00 00 00
00 00 10 00 00 00 00 00
00 00 00 00 00

Ascii

MZ@!L!This program
cannot be run in DOS
mode.$PEL:2V! @

MZ@!L!This program
cannot be run in DOS
mode.$PELeuK\z @ @

Symbol

WriteFile

WriteFile
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File Path

C:\Windows\Temp\{7E66493E-A433-
47D4-9045-EEADE201F171}\.ba\ja-
JP\CamtasiaBootstrapperAppli
cation.resources.dll

C:\Windows\Temp\{7E66493E-A433-
47D4-9045-EEADE201F171}\.ba\B
ootstrapper.de-DE.wx|

Copyright Joe Security LLC 2022

Offset

0

0

Length
13758

1020

Value

4d 5a fd 00 03 00 00 00
04 00 00 00 fd fd 00 00 fd
00 00 00 00 00 00 00 40
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 fd 00 00 00 Oe
1f fd Oe 00 fd 09 fd 21 fd
01 4c fd 21 54 68 69 73
2070 72 6f 67 72 61 6d
20 63 61 6e 6e 6f 74 20
62 65 20 72 75 6e 20 69
6e 20 44 4f 53 20 6d 6f
64 65 2e 0d 0d Oa 24 00
00 00 00 00 00 00 50 45
00 00 4c 01 03 00 7a fd
72 63 00 00 00 00 00 00
00 00 fd 00 02 21 Ob 01
0b 00 00 20 03 00 00 08
00 00 00 00 00 00 Oe 3f
03 00 00 20 00 00 00 40
03 00 00 00 00 10 00 20
00 00 00 02 00 00 04 00
00 00 00 00 00 00 04 00
00 00 00 00 00 00 00 fd
03 00 00 02 00 00 00 00
00 00 03 00 40 fd 00 00
10 00 00 10 00 00 00 00
10 00 00 10 00 00 00 00
00 00 10 00 00 00 00 00
00 00 00 00 00

3c 3f 78 6d 6¢ 20 76 65
7273 69 6f 6e 3d 22 31
2e 30 22 20 65 6e 63 6f
64 69 6e 67 3d 22 75 74
66 2d 38 22 3f 3e 0d Oa
3c 57 69 78 4c 6f 63 61
6¢ 69 7a 61 74 69 6f 6e
2043 756¢ 74 7572 65
3d 22 64 65 2d 44 45 22
20 43 6f 64 65 70 61 67
65 3d 22 31 32 35 32 22
20 78 6d 6¢ 6e 73 3d 22
68 74 74 70 3a 2f 2f 73
63 68 65 6d 61 73 2e 6d
69 63 72 6f 73 6f 66 74
2e 63 6f 6d 2f 77 69 78 2f
32 30 30 36 2f 6¢ 6f 63
61 6¢ 69 7a 61 74 69 6f
6e 22 3e 0d 0a 20 20 20
3c 53 74 72 69 6e 67 20
49 64 3d 22 4c 61 75 6e
63 68 43 6f 6e 64 69 74
69 6f 6e 5f 57 69 6e 64 6f
77 73 22 3e 46 fc 72 20
64 69 65 20 49 6e 73 74
61 6¢ 6¢ 61 74 69 6f 6e
20 76 6f 6e 20 5b 57 69
78 42 75 6e 64 6¢c 65 4e
61 6d 65 5d 20 77 69 72
64 20 4d 69 63 72 6f 73
6f 66 74 20 57 69 6e 64
6f 77 73 fd

Ascii Completion Count
MZ@!L!This program success or wait 7 8E09AC
cannot be run in DOS

mode.$PELzrc! ? @ @

<?xml version="1.0" success or wait 1 8E09AC

encoding="utf-8"?>
<WixLocalization Cultu
re="de-DE"
Codepage="1252" xml|
ns="http://schemas.micro
soft.c
om/wix/2006/localization”
> <String
Id="LaunchCondition_Wi
ndows">Fr die
Installation von
[WixBundleName] wird
Microsoft Windows

Source Address

Symbol

WriteFile

WriteFile
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File Path

C:\Windows\Temp\{7E66493E-A433-
47D4-9045-EEADE201F171}\.ba\B
ootstrapper.es-ES.wxI

C:\Windows\Temp\{7E66493E-A433-
47D4-9045-EEADE201F171}\.ba\B
ootstrapper.fr-FR.wx|

Copyright Joe Security LLC 2022

Offset

0

0

Length Value

964 3c 3f 78 6d 6¢ 20 76 65
72 73 69 6f 6e 3d 22 31
2e 30 22 20 65 6e 63 6f
64 69 6e 67 3d 22 75 74
66 2d 38 22 3f 3e 0d Oa
3c 57 69 78 4c 6f 63 61
6¢ 69 7a 61 74 69 6f 6e
2043 756¢c 74757265
3d 22 65 73 2d 45 53 22
20 43 6f 64 65 70 61 67
65 3d 22 31 32 35 32 22
20 78 6d 6¢ 6e 73 3d 22
68 74 74 70 3a 2f 2f 73
63 68 65 6d 61 73 2e 6d
69 63 72 6f 73 6f 66 74
2e 63 6f 6d 2f 77 69 78 2f
32 30 30 36 2f 6¢ 6f 63
61 6¢ 69 7a 61 74 69 6f
6e 22 3e 0d 0a 20 20 20
3c 53 74 72 69 6e 67 20
49 64 3d 22 4¢ 61 75 6e
63 68 43 6f 6e 64 69 74
69 6f 6e 5f 57 69 6e 64 6f
77 73 22 3e 5b 57 69 78
4275 6e 64 6¢ 65 4e 61
6d 65 5d 20 72 65 71 75
69 65 72 65 20 6¢ 61 20
69 6e 73 74 61 6¢ 61 63
69 f3 6e 20 64 65 20 4d
69 63 72 6f 73 6f 66 74
20 57 69 6e 64 6f 77 73
20 313020

3c 3f 78 6d 6¢ 20 76 65
72 73 69 6f 6e 3d 22 31
2e 30 22 20 65 6e 63 6f
64 69 6e 67 3d 22 75 74
66 2d 38 22 3f 3e 0d Oa
3c 57 69 78 4c 6f 63 61
6c 69 7a 61 74 69 6f 6e
2043 756¢c 74757265
3d 22 66 72 2d 46 52 22
20 43 6f 64 65 70 61 67
65 3d 22 31 32 35 32 22
20 78 6d 6¢ 6e 73 3d 22
68 74 74 70 3a 2f 2f 73
63 68 65 6d 61 73 2e 6d
69 63 72 6f 73 6f 66 74
2e 63 6f 6d 2f 77 69 78 2f
32 30 30 36 2f 6¢ 6f 63
61 6¢ 69 7a 61 74 69 6f
6e 22 3e 0d 0a 20 20 20
3c 53 74 72 69 6e 67 20
49 64 3d 22 4c 61 75 6e
63 68 43 6f 6e 64 69 74
69 6f 6e 5f 57 69 6e 64 6f
77 73 22 3e 4c 19 69 6e
7374 61 6¢ 6¢ 61 74 69
6f 6e 20 64 65 20 5b 57
69 78 42 75 6e 64 6¢ 65
4e 61 6d 65 5d 20 6e €9
63 65 73 73 69 74 65 20
4d 69 63 72 6f 73 6f 66
74 20 57 69 6e 64 6f 77
73 20

1022

Ascii Completion Count Source Address

<?xml version="1.0" success or wait 1 8E09AC
encoding="utf-8"?>
<WixLocalization Cultu
re="es-ES"
Codepage="1252" xml
ns="http://schemas.micro
soft.c
om/wix/2006/localization"
> <String
Id="LaunchCondition_Wi
ndows">
[WixBundleName]
requiere la instalacin de
Microsoft Windows 10

<?xml version="1.0" success or wait 2 8E09AC
encoding="utf-8"?>
<WixLocalization Cultu
re="fr-FR"
Codepage="1252" xml|
ns="http://schemas.micro
soft.c
om/wix/2006/localization”
> <String
Id="LaunchCondition_Wi
ndows">Linstallation de
[WixBundleName]
ncessite Microsoft Wi
ndows

Symbol

WriteFile

WriteFile
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File Path

C:\Windows\Temp\{7E66493E-A433-
47D4-9045-EEADE201F171}\.ba\B
ootstrapper.zh-CN.wxI

C:\Windows\Temp\{7E66493E-A433-
47D4-9045-EEADE201F171}\.ba\B
ootstrapperApplicationData.xml

unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown

unknown

Copyright Joe Security LLC 2022

Offset

0

0

4178
4334
4438
4558
4639
4720
4836
4900
4998
5664
5755
6702
6915
7031
7452
10444

Length Value

868 3c 3f 78 6d 6¢ 20 76 65
72 73 69 6f 6e 3d 22 31
2e 30 22 20 65 6e 63 6f
64 69 6e 67 3d 22 75 74
66 2d 38 22 3f 3e 0d Oa
3c 57 69 78 4c 6f 63 61
6¢ 69 7a 61 74 69 6f 6e
204375 6¢ 74 7572 65
3d 22 7a 68 2d 43 4e 22
20 43 6f 64 65 70 61 67
65 3d 22 39 33 36 22 20
78 6d 6¢ 6e 73 3d 22 68
747470 3a 2f 2f 73 63
68 65 6d 61 73 2e 6d 69
63 72 6f 73 6f 66 74 2e
63 6f 6d 2f 77 69 78 2f 32
30 30 36 2f 6¢ 6f 63 61 6C
69 7a 61 74 69 6f 6e 22
3e 0d 0a 20 20 20 3c 53
74 72 69 6e 67 20 49 64
3d 22 4¢c 61 75 6e 63 68
43 6f 6e 64 69 74 69 6f
6e 5f 57 69 6e 64 6f 77
73 22 3e 5b 57 69 78 42
75 6e 64 6¢ 65 4e 61 6d
65 5d 00 81 89 ¢5 20 4d
69 63 72 6f 73 6f 66 74
20 57 69 6e 64 6f 77 73
20 31 3020 48 2¢ 20 31
39303920 16 fd

fd fd 3¢ 00 3f 00 78 00 6d
00 6¢ 00 20 00 76 00 65
00 72 00 73 00 69 00 6f
00 6e 00 3d 00 22 00 31
00 2e 00 30 00 22 00 20
00 65 00 6e 00 63 00 6f
00 64 00 69 00 6e 00 67
00 3d 00 22 00 75 00 74
00 66 00 2d 00 31 00 36
00 22 00 3f 00 3e 00 0d
00 0a 00 3c 00 42 00 6f
00 6f 00 74 00 73 00 74
00720061 00 70 00 70
0065 00 72 00 41 00 70
00 70 00 6¢ 00 69 00 63
00 61 00 74 00 69 00 6f
00 6e 00 44 00 61 00 74
00 61 0020 00 78 00 6d
00 6¢ 00 6e 00 73 00 3d
00 22 00 68 00 74 00 74
00 70 00 3a 00 2f 00 2f
00 73 00 63 00 68 00 65
00 6d 00 61 00 73 00 2e
00 6d 00 69 00 63 00 72
00 6f 00 73 00 6f 00 66
00 74 00 2e 00 63 00 6f
00 6d 00 2f 00 77 00 69
00 78 00 2f 00 32 00 30
00 31 00 30 00 2f 00 42
00 6f 00 6f 00 74 00 73
0074 00 72 00 61 00 70
0070 00 65 00 72

22588

4178 75 6e 6b 6e 6f 77 6e

156 75 6e 6b 6e 6f 77 6e
104 75 6e 6b 6e 6f 77 6e
120 75 6e 6b 6e 6f 77 6e
81 75 6e 6b 6e 6f 77 6e
81 75 6e 6b 6e 6f 77 6e
116 75 6e 6b 6e 6f 77 6e
64 75 6e 6b 6e 6f 77 6e
98 75 6e 6b 6e 6f 77 6e
111 75 6e 6b 6e 6f 77 6e
91 75 6e 6b 6e 6f 77 6e
92 75 6e 6b 6e 6f 77 6e
95 75 6e 6b 6e 6f 77 6e
116 75 6e 6b 6e 6f 77 6e
102 75 6e 6b 6e 6f 77 6e
132 75 6e 6b 6e 6f 77 6e

109 75 6e 6b 6e 6f 77 6e

Ascii Completion Count Source Address
<?xml version="1.0" success or wait 1 8E09AC
encoding="utf-8"?>

<WixLocalization Cultu

re="zh-CN"

Codepage="936" xmin

s="http://schemas.micros

oft.co

m/wix/2006/localization">

<String

Id="LaunchCondition_Wi

ndows">

[WixBundleName]

Microsoft Windows 10

1909

<?xml version="1.0" success or wait 1 8E09AC
encoding="utf-16"?>

<BootstrapperApplicat

ionData

xmlns="http://schemas.

microsoft.com/wix/2010/B

ootstrapper

unknown success or wait 1 900082
unknown success or wait 1 900082
unknown success or wait 1 900082
unknown success or wait 1 900082
unknown success or wait 1 900082
unknown success or wait 1 900082
unknown success or wait 1 900082
unknown success or wait 1 900082
unknown success or wait 3 900082
unknown success or wait 7 900082
unknown success or wait 6 900082
unknown success or wait 1 900082
unknown success or wait 2 900082
unknown success or wait 1 900082
unknown success or wait 4 900082
unknown success or wait 24 900082
unknown success or wait 1 900082

Symbol

WriteFile

WriteFile

WriteFile
WriteFile
WriteFile
WriteFile
WriteFile
WriteFile
WriteFile
WriteFile
WriteFile
WriteFile
WriteFile
WriteFile
WriteFile
WriteFile
WriteFile
WriteFile
WriteFile
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File Read

File Path Offset Length Completion Count Source Address Symbol
C:\Windows\Temp\{CB5AD3D6-270A-4AB0-A898-D5E0F7C2252B}\.cr\c unknown 64 success or wait 1 8CB56F ReadFile
amtasia.exe

C:\Windows\Temp\{CB5AD3D6-270A-4AB0-A898-D5E0F7C2252B}\.cr\c unknown 24 success or wait 1 8CB621 ReadFile
amtasia.exe

C:\Windows\Temp\{CB5AD3D6-270A-4AB0-A898-D5E0F7C2252B}\.cr\c unknown 36 success or wait 1 8E07DA ReadFile
amtasia.exe

C:\Windows\Temp\{CB5AD3D6-270A-4AB0-A898-D5E0F7C2252B}\.cr\c unknown 16 success or wait 53 8E07DA ReadFile
amtasia.exe

C:\Windows\Temp\{CB5AD3D6-270A-4AB0-A898-D5E0F7C2252B}\.cr\c unknown 8 success or wait 1 8E07DA ReadFile
amtasia.exe

C:\Windows\Temp\{CB5AD3D6-270A-4AB0-A898-D5E0F7C2252B}\.cr\c unknown 8 success or wait 1 8E07DA ReadFile
amtasia.exe

C:\Windows\Temp\{CB5AD3D6-270A-4AB0-A898-D5E0F7C2252B}\.cr\c unknown 8 success or wait 88 8E07DA ReadFile
amtasia.exe

C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config  unknown 4095 success or wait 1 6D305705 unknown
C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config  unknown 6135 success or wait 1 6D305705 unknown
C:\Windows\assembly\Nativelmages_v4.0.30319_32\mscorlib\a152 unknown 176 success or wait 1 6D2603DE ReadFile
fe02a317a77aeee36903305e8ba6\mscorlib.ni.dll.aux

C:\Windows\Temp\{7E66493E-A433-47D4-9045-EEADE201F171}\.ba\B unknown 4095 success or wait 1 6D30CA54 ReadFile
ootstrapperCore.config

C:\Windows\Temp\{7E66493E-A433-47D4-9045-EEADE201F171}\.ba\B unknown 8175 end of file 1 6D30CA54 ReadFile
ootstrapperCore.config

C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config  unknown 4095 success or wait 1 6D30CA54 ReadFile
C:\Windows\Temp\{7E66493E-A433-47D4-9045-EEADE201F171}\.ba\B unknown 4095 success or wait 1 6D305705 unknown
ootstrapperCore.config

C:\Windows\Temp\{7E66493E-A433-47D4-9045-EEADE201F171}\.ba\B unknown 8175 end of file 1 6D305705 unknown
ootstrapperCore.config

C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Config unknown 864 success or wait 1 6D2603DE ReadFile
uration\8d67d92724ba494b6c7fd089d6f25b48\System.Configuratio

n.ni.dll.aux

C:\Windows\assembly\Nativelmages _v4.0.30319_32\System\4f0a7e unknown 620 success or wait 1 6D2603DE ReadFile
efa3cd3e0ba98b5ebddbbc72e6\System.ni.dll.aux

C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Core\f unknown 900 success or wait 1 6D2603DE ReadFile
1d8480152e0da9a60ad49c6d16a3b6d\System.Core.ni.dll.aux

C:\Windows\assembly\Nativelmages _v4.0.30319_32\System.Xml\b2 unknown 748 success or wait 1 6D2603DE ReadFile
19d4630d26b88041b59¢21e8e2b95¢\System.Xml.ni.dll.aux

C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config ~ unknown 4095 success or wait 1 6D305705 unknown
C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config  unknown 8171 end of file 1 6D305705 unknown
C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config  unknown 4096 success or wait 1 6C171B4F ReadFile
C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config ~ unknown 4096 end of file 1 6C171B4F ReadFile
C:\Windows\Temp\{7E66493E-A433-47D4-9045-EEADE201F171}\.ba\B unknown 4096 success or wait 1 6C171B4F ReadFile
ootstrapperCore.config

C:\Windows\Temp\{7E66493E-A433-47D4-9045-EEADE201F171}\.ba\B unknown 4096 end of file 1 6C171B4F ReadFile
ootstrapperCore.config

C:\Windows\Temp\{7E66493E-A433-47D4-9045-EEADE201F171}\.ba\B unknown 4096 success or wait 1 6C171B4F ReadFile
ootstrapperCore.config

C:\Windows\assembly\Nativelmages_v4.0.30319_32\Presentatio5a unknown 2516 success or wait 1 6D2603DE ReadFile
e0f00f#\889128adc9a7¢c9370e5e293f65060164\PresentationFramewo

rk.ni.dll.aux

C:\Windows\assembly\Nativelmages_v4.0.30319_32\PresentationC unknown 1912 success or wait 1 6D2603DE ReadFile
ore\820a27781e8540ca263d835ec155f1a5\PresentationCore.ni.dll.aux

C:\Windows\assembly\Nativelmages_v4.0.30319_32\WindowsBase\d unknown 1348 success or wait 1 6D2603DE ReadFile
d5a228cf16a218ff0d3f02cdcbab8c9\WindowsBase.ni.dll.aux

C:\Windows\Temp\{7E66493E-A433-47D4-9045-EEADE201F171}\.ba\B unknown 4096 success or wait 1 6C171B4F ReadFile
ootstrapperApplicationData.xml

C:\Windows\Temp\{7E66493E-A433-47D4-9045-EEADE201F171}\.ba\B unknown 4096 success or wait 2 6C171B4F ReadFile
ootstrapperApplicationData.xml

C:\Windows\Temp\{7E66493E-A433-47D4-9045-EEADE201F171}\.ba\B unknown 4096 success or wait 2 6C171B4F ReadFile

ootstrapperApplicationData.xml

C:\Windows\Temp\{7E66493E-A433-47D4-9045-EEADE201F171}\.ba\B unknown 4096 success or wait 1 6C171B4F ReadFile
ootstrapperApplicationData.xml

C:\Windows\Temp\{7E66493E-A433-47D4-9045-EEADE201F171}\.ba\B unknown 964 end of file 1 6C171B4F ReadFile
ootstrapperApplicationData.xml

C:\Windows\Temp\{7E66493E-A433-47D4-9045-EEADE201F171}\.ba\B unknown 4096 end of file 1 6C171B4F ReadFile
ootstrapperApplicationData.xml

C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Xam/\8 unknown 572 success or wait 1 6D2603DE ReadFile
¢85184f1e0cfe359eea86373661a3f8\System.Xaml.ni.dll.aux
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File Path Offset Length Completion Count Source Address Symbol

C:\Windows\assembly\Nativelmages_v4.0.30319_32\Presentatioae unknown 1252 success or wait 1 6D2603DE ReadFile
c034ca#\71c166f74def9b205fafc80dbd0c1015\PresentationFramewo
rk.Aero2.ni.dll.aux

C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config  unknown 4096 success or wait 1 6C171B4F ReadFile
C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config  unknown 4096 end of file 1 6C171B4F ReadFile
C:\Windows\Temp\{7E66493E-A433-47D4-9045-EEADE201F171}\.ba\B unknown 4096 success or wait 1 6C171B4F ReadFile
ootstrapperCore.config

C:\Windows\Temp\{7E66493E-A433-47D4-9045-EEADE201F171}\.ba\B unknown 4096 end of file 1 6C171B4F ReadFile

ootstrapperCore.config

Disassembly

@ No disassembly
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