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Linux Analysis Report NEaRhAVeo9
Overview

General Information Detection Signatures Classification

Sample NEaRhAVe09
Name: MALICIOUS

Analysis ID: 514293

Snort IDS alert for network traffic (e....

Yara detected Mirai

MD5: . .
867a2d8164b377 .. Multi AV Scanner detection for subm...
SHA1L:
94fa01d9123399b. Uses known network protocols on no...
SHA256: 6cc9ef0821d28b4. ; "
Sample tries to killl many processes...
@
Samplehas stripped symbolitable
Infos: ;f & L

Usesithe "uname! system callito gu...
Most interesting Screenshot:

Enumerates|processes withinithe "p...

Tiries to)connect:to) HilFliP servers; by..

72

Score: Detected TEPorr UDP traffic o non...
Range: 0-100 Sample!listensionia socket:
Whitelisted: false

Analysis Advice

All HTTP servers contacted by the sample do not answer. Likely the sample is an old dropper which does no longer work

Static ELF header machine description suggests that the sample might not execute correctly on this machine

General Information

Joe Sandbox Version: 34.0.0 Boulder Opal
Analysis ID: 514293

Start date: 03.11.2021

Start time: 03:56:57

Joe Sandbox Product: CloudBasic

Overall analysis duration: Oh 6m 52s

Hypervisor based Inspection enabled: false

Report type: light

Sample file name: NEaRhAVe09

Cookbook file name: defaultlinuxfilecookbook.jbs
Analysis system description: Ubuntu Linux 20.04 x64 (Kernel 5.4.0-72, Firefox 91.0, Evince Document Viewer 3.36.10, LibreOffice 6.4.7.2, OpenJDK 11.0.11)
Analysis Mode: default

Detection: MAL

Classification: mal72.spre.troj.lin@0/6 @0/0
Warnings: Show All

Process Tree
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= system is Inxubuntu20
o NEaRhAVeo09 (PID: 5238, Parent: 5111, MD5: 8943e5f8f8c280467b4472c15ae93ba9) Arguments: /tmp/NEaRhAVeo9
¢ NEaRhAVe09 New Fork (PID: 5240, Parent: 5238)
e NEaRhAVe09 New Fork (PID: 5409, Parent: 5240)
e NEaRhAVe09 New Fork (PID: 5411, Parent: 5240)
e NEaRhAVe09 New Fork (PID: 5413, Parent: 5411)
o NEaRhAVe09 New Fork (PID: 5428, Parent: 5413)
e NEaRhAVe09 New Fork (PID: 5430, Parent: 5413)
e NEaRhAVe09 New Fork (PID: 5415, Parent: 5411)
e NEaRhAVe09 New Fork (PID: 5416, Parent: 5411)
e NEaRhAVe09 New Fork (PID: 5241, Parent: 5238)
o NEaRhAVe09 New Fork (PID: 5242, Parent: 5238)
o NEaRhAVe09 New Fork (PID: 5246, Parent: 5242)
e NEaRhAVe09 New Fork (PID: 5248, Parent: 5242)
e NEaRhAVe09 New Fork (PID: 5249, Parent: 5242)
systemd New Fork (PID: 5279, Parent: 1)
sshd (PID: 5279, Parent: 1, MD5: dbca7a6bbf7bf57fedac243d4b2ch340) Arguments: /usr/shin/sshd -t
systemd New Fork (PID: 5280, Parent: 1)
sshd (PID: 5280, Parent: 1, MD5: dbca7a6bbf7bf57fedac243d4b2ch340) Arguments: /usr/sbin/sshd -D
systemd New Fork (PID: 5399, Parent: 1)
sshd (PID: 5399, Parent: 1, MD5: dbca7a6bbf7bf57fedac243d4b2ch340) Arguments: /usr/sbin/sshd -t
systemd New Fork (PID: 5400, Parent: 1)
sshd (PID: 5400, Parent: 1, MD5: dbca7a6bbf7bf57fedac243d4b2ch340) Arguments: /usr/sbin/sshd -D
systemd New Fork (PID: 5401, Parent: 1)
sshd (PID: 5401, Parent: 1, MD5: dbca7a6bbf7bf57fedac243d4b2ch340) Arguments: /usr/sbin/sshd -t
systemd New Fork (PID: 5402, Parent: 1)
sshd (PID: 5402, Parent: 1, MD5: dbca7a6bbf7bf57fedac243d4b2ch340) Arguments: /usr/sbin/sshd -D
cleanup

m 0O © O e O ¢ O © O ® O e

Yara Overview

PCAP (Network Traffic)

Source Rule Description Author Strings

dump.pcap JoeSecurity_Mirai_12  Yara detected Mirai Joe Security

Jbx Signature Overview

@ AV Detection

@ Networking

@ System Summary

@ Persistence and Installation Behavior

@ Hooking and other Techniques for Hiding and Protection
@ Malware Analysis System Evasion

® Stealing of Sensitive Information

@ Remote Access Functionality

@

AV Detection:

Click to jump to signature section

=

Multi AV Scanner detection for submitted file

]‘

Networking:

Snort IDS alert for network traffic (e.g. based on Emerging Threat rules)
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System Summary:

‘]

Hooking and other Techniques for Hiding and Protection:

‘]

Stealing of Sensitive Information:

=

Yara detected Mirai

]‘

Remote Access Functionality:

Yara detected Mirai

Mitre Att&ck Matrix

Command Remote
Initial Privilege Defense  Credential Lateral and Network Service
Access Execution Persistence Escalation Evasion Access Discovery Movement Collection Exfiltration Control Effects Effects Impact
Valid Windows Path Path Direct 0s Security Remote Data from  Exfiltration Encrypted Eavesdrop on Remotely Modify
Accounts Management  Interception Interception Volume Credential  Software Services Local Over Other Channel Insecure Track Device System
Instrumentation Access Dumping Discovery System Network Network Without Partitiol
Medium Communication Authorization
Default  Scheduled Boot or Boot or Rootkit LSASS Application Remote Data from  Exfiltration Non- Exploit SS7to  Remotely Device
Accounts Task/Job Logon Logon Memory Window Desktop Removable Over Standard  Redirect Phone Wipe Data  Lockou
Initialization  Initialization Discovery Protocol Media Bluetooth  Port Calls/SMS Without
Scripts Scripts Authorization
Domain At (Linux) Logon Script Logon Obfuscated Security Query Registry SMB/Windows Data from  Automated Application Exploit SS7to Obtain Delete
Accounts (Windows)  Script Files or Account Admin Shares Network Exfiltration  Layer Track Device  Device Device
(Windows) Information Manager Shared Protocol Location Cloud Data
Drive Backups

Malware Configuration

No configs have been found

Behavior Graph
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Hide Legend

Behavior Graph
D: 514293 Legend:
Sample: NEaRhAVeo9
Startdate:  03/11/2021 Process
Architecture:  LINUX
Score: 72 Signature
Created File
11
VOYAGERNET- gerlntermetLtNZ] DNS/IP Info
\
Is Dropped

NEaRhAVeo9
- s s
NEaRhAVeo9 NEaRhAVeo9

started started started

NEaRhAVeo9

NEaRhAVeo9

NEaRhAVeo9

started

NEaRhAVeo9

NEaRhAVeo9

Screenshots

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.
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Number of created Files
Is malicious

Internet

com sEONO

systemd
sshd

systemd
sshd

NEaRhAVeo9

N

4 other processes

started started started

NEaRhAVeo9 NEaRhAVeo9

/Svaned \ Nﬁ,

NEaRhAVeo9 NEaRhAVeo9 NEaRhAVeo9
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saturnino

File System

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source Detection Scanner Label Link

Dropped Files
No Antivirus matches
Domains

No Antivirus matches
URLs

No Antivirus matches

Domains and IPs

Contacted Domains

No contacted domains info

Copyright Joe Security LLC 2021 Page 8 of 21


https://www.virustotal.com/gui/file/6cc9ef0821d28b4e98f8bb2faf3080466b0436b7556002dcb7e9c1cf0fe83dfc/detection/f-6cc9ef0821d28b4e98f8bb2faf3080466b0436b7556002dcb7e9c1cf0fe83dfc-1635903920

Contacted IPs

Public
P Domain Country Flag ASN ASN Name Malicious
102.59.105.239 unknown Egypt = 36992 ETISALAT-MISREG false
77.80.250.84 unknown Sweden H-] 760 UNIVIEUniversityofViennaAu false
striaAT
175.78.157.22 unknown China ] 9394 CTTNETChinaTieTongTelec false
ommunicationsCorporationC
N
63.143.199.203 unknown United States = 6128 CABLE-NET-1US false
185.146.23.58 unknown United States = 55293 A2HOSTINGUS false
186.181.194.128 unknown Colombia ] 27831 ColombiaMovilCO false
222.250.209.242 unknown Taiwan; Republic of China 17709 APTAsiaPacificTelecomTW false
(ROC)
197.141.53.67 unknown Algeria E 36891 ICOSNET-ASDZ false
48.170.46.52 unknown United States = 2686 ATGS-MMD-ASUS false
103.39.233.215 unknown China ] 4816 CHINANET-IDC- false
GDChinaTelecomGroupCN
189.41.97.237 unknown Brazil = 53006 ALGARTELECOMSABR false
114.23.243.63 unknown New Zealand =] 56030 VOYAGERNET-AS- false
APVoyagerInternetLtdNZ
193.168.198.191 unknown Germany ] 33657 CMCSUs false
247.112.22.45 unknown Reserved 7] unknown unknown false
186.13.215.228 unknown Argentina = 11664 TechtelLMDSComunicacione false
sinteractivasSAAR
1.223.175.16 unknown Korea Republic of - 3786 LGDACOMLGDACOMCorpor false
ationKR
253.146.78.242 unknown Reserved 7] unknown unknown false
162.232.118.174 unknown United States = 7018 ATT-INTERNET4US false
115.160.102.114 unknown Korea Republic of - 9694 SEOKYUNG-CATV-AS- false
KRSeokyungCableTelevision
CoLtdKR
204.89.164.3 unknown United States £S5 11404 AS-WAVE-1US false
41.30.192.131 unknown South Africa = 29975 VODACOM-ZA false
255.84.124.13 unknown Reserved 7] unknown unknown false
193.97.121.164 unknown Germany - 702 UUNETUS false
116.86.235.237 unknown Singapore = 55430 STARHUB- false
NGNBNStarhubLtdSG
70.30.224.189 unknown Canada I+ 577 BACOMCA false
210.224.100.190 unknown Japan L] 2516 KDDIKDDICORPORATIONJ false
P
173.74.205.249 unknown United States £S5 5650 FRONTIER-FRTRUS false
128.28.157.54 unknown Japan L] 2514 INFOSPHERENTTPCComm false
unicationsincJP
246.98.206.61 unknown Reserved 7] unknown unknown false
188.95.105.27 unknown Russian Federation - 44300 IPLS- false
ASIPLSautonomoussystemR
U
144.67.69.55 unknown United States = 3243 MEO-RESIDENCIALPT false
195.239.166.15 unknown Russian Federation - 3216 SOVAM-ASRU false
139.159.133.134 unknown China ] 55990 HWCSNETHuaweiCloudServ false
icedatacenterCN
142.139.21.226 unknown Canada I+ 11998 GNB-ORGCA false
193.128.126.200 unknown United Kingdom ] 702 UUNETUS false
34.189.44.22 unknown United States = 2686 ATGS-MMD-ASUS false
194.10.160.159 unknown European Union 7] 2686 ATGS-MMD-ASUS false
165.185.89.222 unknown Canada i+l 7046 RFC2270-UUNET- false
CUSTOMERUS
94.241.172.71 unknown Iran (ISLAMIC Republic Of) = 207141 NAKHLJONOOBIR false
23.7.49.136 unknown United States = 16625 AKAMAI-ASUS false
93.144.181.222 unknown Italy 1] 30722 VODAFONE-IT-ASNIT false
156.92.118.129 unknown United States = 10695 WAL-MARTUS false
126.154.151.1 unknown Japan L] 17676 GIGAINFRASoftbankBBCorp false
JP
184.104.7.244 unknown United States = 6939 HURRICANEUS false
249.10.240.91 unknown Reserved 7] unknown unknown false
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P Domain Country Flag ASN ASN Name Malicious

198.25.133.43 unknown United States = 721 DNIC-ASBLK-00721- false
00726US
141.201.65.82 unknown Austria — 1109 UNI- false
SALZBURGUniversityofSalz
burgAT
53.93.42.127 unknown Germany - 31399 DAIMLER- false
ASITIGNGIobalNetworkDE
112.160.41.22 unknown Korea Republic of . 4766 KIXS-AS- false
KRKoreaTelecomKR
117.35.219.181 unknown China ] 4835 CHINANET-IDC- false
SNChinaTelecomGroupCN
197.144.26.138 unknown Morocco e 36884 MAROCCONNECTMA false
171.236.227.137 unknown Viet Nam bl 7552 VIETEL-AS- false
APViettelGroupVN
250.91.6.231 unknown Reserved 7] unknown unknown false
148.86.141.31 unknown United States = 31822 CITY-UNIVERSITY-OF- false
NEW-YORKUS
150.239.179.14 unknown United States = 36351 SOFTLAYERUS false
223.6.160.129 unknown China ] 37963 CNNIC-ALIBABA-CN-NET- false
APHangzhouAlibabaAdvertis
ingColLtd
221.75.48.35 unknown Japan L] 17676 GIGAINFRASoftbankBBCorp false
JP
184.123.30.71 unknown United States = 7922 COMCAST-7922US false
171.24.37.144 unknown Germany ] 34457 AMB-GENERALIDE false
255.181.207.167 unknown Reserved 7] unknown unknown false
154.193.215.4 unknown Seychelles £ 26484 IKGUL-26484US false
216.58.210.101 unknown United States = 15169 GOOGLEUS false
183.109.186.156 unknown Korea Republic of - 4766 KIXS-AS- false
KRKoreaTelecomKR
69.15.30.145 unknown United States = 17184 ATL-CBEYONDUS false
77.60.20.41 unknown Netherlands - 1136 KPNKPNNationalEU false
99.200.241.26 unknown United States = 10507 SPCSUS false
69.98.209.211 unknown United States = 4261 BLUEGRASSNETUS false
180.92.14.224 unknown Taiwan; Republic of China Bl 9924 TFN- false
(ROC) TWTaiwanFixedNetworkTelc
oandNetworkServiceProvi
18.228.247.203 unknown United States £S5 16509 AMAZON-02US false
32.61.35.234 unknown United States £S5 2687 ATGS-MMD-ASUS false
255.50.75.226 unknown Reserved 7] unknown unknown false
171.115.46.131 unknown China ] 4134 CHINANET- false
BACKBONENo031Jin-
rongStreetCN
90.139.215.108 unknown Sweden == 1257 TELE2EU false
128.31.70.173 unknown United States £S5 3 MIT-GATEWAYSUS false
71.60.183.163 unknown United States = 7922 COMCAST-7922US false
104.226.222.199 unknown United States £S5 5650 FRONTIER-FRTRUS false
20.49.16.175 unknown United States = 8075 MICROSOFT-CORP-MSN-  false
AS-BLOCKUS
179.124.146.184 unknown Brazil = 263613 FundacaoUniversitariadoDes false
envolvimentodoOesteBR
171.137.55.163 unknown United States = 9874 STARHUB- false
MOBILEStarHubLtdSG
188.119.203.229 unknown Spain = 49565 EURONA-ASES false
14.184.247.110 unknown Viet Nam bl 45899 VNPT-AS-VNVNPTCorpVN false
199.61.144.15 unknown United States = 11105 SFU-ASCA false
107.255.69.48 unknown United States = 7018 ATT-INTERNET4US false
123.33.121.197 unknown Korea Republic of - 6619 SAMSUNGSDS-AS- false
KRSamsungSDSInckKR
249.0.126.191 unknown Reserved 7] unknown unknown false
95.62.231.163 unknown Spain = 12430 VODAFONE_ESES false
186.45.173.251 unknown Trinidad and Tobago 55 5639 TelecommunicationServices false
ofTrinidadandTobagoTT
126.145.222.149 unknown Japan L] 17676 GIGAINFRASoftbankBBCorp false
JP
57.34.76.190 unknown Belgium 1] 2686 ATGS-MMD-ASUS false
180.175.189.243 unknown China ] 4812 CHINANET-SH- false
APChinaTelecomGroupCN
156.244.80.242 unknown Seychelles £ 133201 COMING- false
ASABCDEGROUPCOMPAN
YLIMITEDHK
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P
247.91.147.159
191.68.143.34
136.122.177.117
44.61.25.187
148.93.35.184

141.55.19.227

115.152.56.84

65.197.4.134
45.148.84.71

Runtime Messages

Command:

Exit Code:

Exit Code Info:
Killed:

Standard Output:

Standard Error:

Domain

unknown
unknown
unknown
unknown

unknown

unknown

unknown

unknown

unknown

Country Flag
Reserved
Colombia
United States
United States

United States

Germany

China

United States

Il IR

Spain

/tmp/NEaRhAVeo09
0

False

Connected To CNC

Joe Sandbox View | Context

IPs

Match
197.141.53.67

Domains

No context

ASN

Match

UNIVIEUniversityofViennaAustriaAT

ETISALAT-MISREG

Copyright Joe Security LLC 2021

Associated Sample Name / URL SHA 256
Get hash

Associated Sample Name / URL SHA 256
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash

Get hash
Get hash

Get hash

Get hash
Get hash
Get hash
Get hash

Get hash

ASN

unknown

26611
15169
7377
786

680

4134

701
204667

Detection

malicious

Detection
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

malicious

malicious

malicious

malicious

malicious
malicious
malicious

malicious

malicious

ASN Name
unknown
COMCELSACO
GOOGLEUS
UCSDUS

Malicious
false
false
false

false

JANETJiscServicesLimitedG false

B

DFNVereinzurFoerderungein false
esDeutschenForschungsnetz

ese

CHINANET- false

BACKBONENo031Jin-

rongStreetCN

UUNETUS false

BENINTELECOMES false

Link Context

Browse

Link Context

Browse e 77.80.249.67

Browse e 77.80.70.96

Browse e 192.174.98.22

Browse e 217.52.60.143

Browse e 105.92.155.137

Browse e 156.176.96.231

Browse e 156.179.81.161

Browse e 41.176.104.145

Browse e 156.182.16
8.223

Browse e 197.195.10
0.248

Browse e 217.55.79.76

Browse e 197.196.13
7.142

Browse e 105.200.19
9.237

Browse e 105.202.218.82

Browse e 217.53.86.178

Browse e 197.123.112.51

Browse e 197.193.23
2.138

Browse e 197.123.112.81
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https://view.joesandbox.com/analysis/358891/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/358891/html/none?idtype=webid
https://view.joesandbox.com/analysis/393563/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393563/html/none?idtype=webid
https://view.joesandbox.com/analysis/369095/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/369095/html/none?idtype=webid
https://view.joesandbox.com/analysis/81697/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/81697/html/none?idtype=webid
https://view.joesandbox.com/analysis/404331/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/404331/html/none?idtype=webid
https://view.joesandbox.com/analysis/404300/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/404300/html/none?idtype=webid
https://view.joesandbox.com/analysis/403569/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/403569/html/none?idtype=webid
https://view.joesandbox.com/analysis/403561/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/403561/html/none?idtype=webid
https://view.joesandbox.com/analysis/403560/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/403560/html/none?idtype=webid
https://view.joesandbox.com/analysis/403552/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/403552/html/none?idtype=webid
https://view.joesandbox.com/analysis/403550/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/403550/html/none?idtype=webid
https://view.joesandbox.com/analysis/403535/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/403535/html/none?idtype=webid
https://view.joesandbox.com/analysis/403534/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/403534/html/none?idtype=webid
https://view.joesandbox.com/analysis/403461/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/403461/html/none?idtype=webid
https://view.joesandbox.com/analysis/403439/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/403439/html/none?idtype=webid
https://view.joesandbox.com/analysis/403237/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/403237/html/none?idtype=webid
https://view.joesandbox.com/analysis/403226/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/403226/html/none?idtype=webid
https://view.joesandbox.com/analysis/403223/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/403223/html/none?idtype=webid
https://view.joesandbox.com/analysis/403220/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/403220/html/none?idtype=webid

Match Associated Sample Name / URL SHA 256 Detection Link Context
_ Get hash malicious Browse e 197.123.112.81
_ Get hash malicious Browse e 156.179.81.140
_ Get hash malicious Browse e 197.199.16

6.214
_ Get hash malicious Browse e 41.65.101.92
_ Get hash malicious Browse e 156.184.17
2.215

CTTNETChinaTieTongTelecommunicatio _ Get hash malicious Browse e 111.159.71.178

nsCorporationCN _ Get hash malicious Browse e 110.197.173.55
_ Get hash malicious Browse e 123.72.218.66
_ Get hash malicious Browse e 123.88.172.155
_ Get hash malicious Browse e 36.214.127.151
_ Get hash malicious Browse e 111.149.24

5.129
_ Get hash malicious Browse e 123.91.190.144
_ Get hash malicious Browse e 222.49.53.142
_ Get hash malicious Browse e 122.92.20.176
_ Get hash malicious Browse e 110.203.9.8
_ Get hash malicious Browse e 36.201.83.211
_ Get hash malicious Browse e 123.91.142.249
_ Get hash malicious Browse e 111.134.16

6.239
_ Get hash malicious Browse e 123.82.64.248
_ Get hash malicious Browse e 36.215.139.62
_ Get hash malicious Browse o 11114210

9.142
_ Get hash malicious Browse e 123.87.90.253
_ Get hash malicious Browse e 110.116.63.192
_ Get hash malicious Browse e 22253.62.234
_ Get hash malicious Browse e 123.90.252.196

JA3 Fingerprints

No context

Dropped Files

No context

Created / dropped Files

Iproc/5280/oom_score_adj

Process: lusr/sbin/sshd

File Type: ASCII text

Category: dropped

Size (bytes): 6

Entropy (8bit):  1.7924812503605778

Encrypted: false

SSDEEP: 3:ptn:Dn

MD5: CBF282CC55ED0792C33D10003D1F760A

SHAL: 007DD8BD75468E6B7ABA4285E9B267202C7EAEED

SHA-256: FCDBAB99FCCOF4409E5F9D7D6FC497780288B4C441698126BB62832412774D22

SHA-512: 4643A8675D213C7DA35CCOC2BFB3B6F20324F9C48AEA7BA79F470615698CIAOCEFDA45CAAL1957FC29110EE746BC8458ABSAB1E43EB513912A5E1E8858812CC

0

Malicious: false

Reputation: high, very likely benign file

Preview:

-1000.

Iproc/5400/oom_score_adj

Process: lusr/sbin/sshd
File Type: ASCII text
Category: dropped

Size (bytes): 6

Copyright Joe Security LLC 2021
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https://view.joesandbox.com/analysis/403207/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/403207/html/none?idtype=webid
https://view.joesandbox.com/analysis/403068/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/403068/html/none?idtype=webid
https://view.joesandbox.com/analysis/403040/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/403040/html/none?idtype=webid
https://view.joesandbox.com/analysis/403037/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/403037/html/none?idtype=webid
https://view.joesandbox.com/analysis/403022/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/403022/html/none?idtype=webid
https://view.joesandbox.com/analysis/404350/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/404350/html/none?idtype=webid
https://view.joesandbox.com/analysis/404348/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/404348/html/none?idtype=webid
https://view.joesandbox.com/analysis/404339/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/404339/html/none?idtype=webid
https://view.joesandbox.com/analysis/404315/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/404315/html/none?idtype=webid
https://view.joesandbox.com/analysis/404299/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/404299/html/none?idtype=webid
https://view.joesandbox.com/analysis/404298/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/404298/html/none?idtype=webid
https://view.joesandbox.com/analysis/404062/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/404062/html/none?idtype=webid
https://view.joesandbox.com/analysis/404059/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/404059/html/none?idtype=webid
https://view.joesandbox.com/analysis/403878/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/403878/html/none?idtype=webid
https://view.joesandbox.com/analysis/403858/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/403858/html/none?idtype=webid
https://view.joesandbox.com/analysis/403856/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/403856/html/none?idtype=webid
https://view.joesandbox.com/analysis/403841/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/403841/html/none?idtype=webid
https://view.joesandbox.com/analysis/403835/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/403835/html/none?idtype=webid
https://view.joesandbox.com/analysis/403828/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/403828/html/none?idtype=webid
https://view.joesandbox.com/analysis/403820/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/403820/html/none?idtype=webid
https://view.joesandbox.com/analysis/403814/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/403814/html/none?idtype=webid
https://view.joesandbox.com/analysis/403806/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/403806/html/none?idtype=webid
https://view.joesandbox.com/analysis/403545/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/403545/html/none?idtype=webid
https://view.joesandbox.com/analysis/403534/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/403534/html/none?idtype=webid
https://view.joesandbox.com/analysis/403529/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/403529/html/none?idtype=webid

Iproc/5400/oom_score_adj
Entropy (8bit):  1.7924812503605778

Encrypted: false

SSDEEP: 3:ptn:Dn

MDS5: CBF282CC55ED0792C33D10003D1F760A

SHAL: 007DD8BD75468E6B7ABA4285E9B267202C7EAEED

SHA-256: FCDBAB99FCCOF4409E5F9D7D6FC497780288B4C441698126BB62832412774D22

SHA-512: 4643A8675D213C7DA35CCOC2BFB3B6F20324F9C48AEATBA7IF470615698CIA0CEFDA45CAAL957FC29110EE746BC8458AB8AB1E43EB513912A5E1E8858812CC
0

Malicious: false

Reputation: high, very likely benign file

Preview:
-1000.

Iproc/5402/oom_score_adj

Process: Jusr/sbin/sshd
File Type: ASCII text
Category: dropped

Size (bytes): 6

Entropy (8bit):  1.7924812503605778

Encrypted: false

SSDEEP: 3:ptn:Dn

MDS5: CBF282CC55ED0792C33D10003D1F760A

SHAL: 007DD8BD75468E6B7ABA4285E9B267202C7EAEED

SHA-256: FCDBAB99FCCOF4409E5F9D7D6FC497780288B4C441698126BB62832412774D22

SHA-512: 4643A8675D213C7DA35CCOC2BFB3B6F20324F9C48AEATBA7IF470615698CIA0CEFDA45CAAL957FC29110EE746BC8458AB8AB1E43EB513912A5E1E8858812CC
0

Malicious: false

Reputation: high, very likely benign file

Preview:
-1000.

Irun/sshd.pid

Process: Jusr/sbin/sshd
File Type: ASCII text
Category: dropped
Size (bytes): 5
Entropy (8bit):  2.321928094887362
Encrypted: false
SSDEEP: 3:E9v:E9v
MD5: F5C95F44670BC79E174B73A7774F84E7
SHA1L: C976DFB429C554B04258A216F32FABEF78E89B23
SHA-256: 5CE957B4904672349696C721E32BDDD56E875C84826A40541870F64BAAC27823
SHA-512: AE48DE4042F202E9699B498A04FC259DED3888A287824AFC3F05D71C483923AEBA7EDOSCDBES9A408590D30135C24E3722182A12F1858137A42592CD315ECF5E
Malicious: false
Reputation: low
Preview:
5402.

Static File Info

General
File type:

Entropy (8bit):
TriD:

File name:
File size:
MDS5:
SHAL:
SHA256:

Copyright Joe Security LLC 2021

ELF 32-bit LSB executable, Renesas SH, version 1 (
SYSV), statically linked, stripped

6.767297080338865

e ELF Executable and Linkable format (generic)
(4004/1) 100.00%

NEaRhAVeo9

51584

867a2d8164b37794053b064b4e667b45
94fa01d9123399bed491685bfe36475dead575c1

6cc9ef0821d28b4e98f8bb2faf3080466b0436b7556002d
ch7e9clcfofe83dfc
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General

SHAS512:

SSDEEP:

File Content Preview:

Static ELF Info

ELF header

Class:

Data:

Version:

Machine:

Version Number:

Type:

OS/ABI:

ABI Version:

Entry Point Address:

Flags:

ELF Header Size:

Program Header Offset:
Program Header Size:
Number of Program Headers:
Section Header Offset:
Section Header Size:
Number of Section Headers:

Header String Table Index:

Sections
Name Type Address Offset

NULL 0x0 0x0
.init PROGBITS 0x400094 0x94
text PROGBITS 0x4000e0 0Oxe0
fini PROGBITS 0x40c020 0xc020
.rodata PROGBITS 0x40c044 0xc044
.ctors PROGBITS 0x41c640 0xc640
.dtors PROGBITS 0x41c648 0xc648
.data PROGBITS 0x41c654 0xc654
.bss NOBITS 0x41c7b0 0xc7b0
.shstrtab STRTAB 0x0 0xc7b0
Program Segments

Physical

Type Offset Virtual Address Address
LOAD 0x0 0x400000 0x400000
LOAD 0xc640 0x41c640 0x41c640
GNU_STACK 0x0 0x0 0x0

Network Behavior

Network Port Distribution

Copyright Joe Security LLC 2021

File Size
0xc63c
0x170
0x0

Size
0x0
0x30
0xbf40
0x24
0x5f8
0x8
0x8
0x15¢
0x280
0x3e

Memory
Size

0xc63c
0x3f0
0x0

ELF32

2's complement, little endian

1 (current)
<unknown>

Ox1

EXEC (Executable file)

UNIX - System V

dea67bf87f29a4f7be4b5647a5297514e1055f895069fe8h
f5fd3ff1cc8e0d9f9ecd6004b9ae632ch49052d76d6c8998
99638eb4cc5179bd43a02fcf37a0f328

768:jaixFwtLSYAagMo0ebH4/ZvQX3hyWfs3INgCJUU/q
MCgKomQRCvh:jaQFwtOGBvQXxfs3kgCJt/gMF/RCvh

.ELF.. .@..@.<..<

L1"O.n..
wold.lat0.ln...ab("..q.

Entropy Flags

0

0x4001a0

0x9

52

52

32

3

51184

40

10

9

Flags
EntSize Flags Description Link Info Align
0x0 0x0 0 0 0
0x0 0x6 AX 0 0 4
0x0 0x6 AX 0 0 32
0x0 0x6 AX 0 0 4
0x0 0x2 A 0 0 4
0x0 0x3 WA 0 0 4
0x0 0x3 WA 0 0 4
0x0 0x3 WA 0 0 4
0x0 0x3 WA 0 0 4
0x0 0x0 0 0 1
Flags

Description Align

4.6306 0x5 RE 0x10000
0.4302 0x6 RW 0x10000
0.0000 Ox7 RWE 0x4

Prog Interpreter Section Mappings

.nit .text .fini .rodata

.ctors .dtors .data .bss

Page 14 of 21



Total Packets: 99

© 23 (Telnet)
@ 1312 undefined

TCP Packets

System Behavior

Analysis Process: NEaRhAVeo9 PID: 5238 Parent PID: 5111

General

Start time: 03:57:40

Start date: 03/11/2021

Path: /tmp/NEaRhAVe09

Arguments: /tmp/NEaRhAVe09

File size: 4139976 bytes

MDS5 hash: 8943e5f8f8c280467b4472c15ae93ba9

File Activities

File Read

Analysis Process: NEaRhAVeo9 PID: 5240 Parent PID: 5238

General

Start time: 03:57:40

Start date: 03/11/2021

Path: /tmp/NEaRhAVe09

Arguments: n/a

File size: 4139976 bytes

MDS5 hash: 8943e5f8f8c280467b4472c15ae93ba9

File Activities

File Read

Directory Enumerated

Copyright Joe Security LLC 2021 Page 15 of 21



Analysis Process: NEaRhAVeo9 PID: 5409 Parent PID: 5240

General

Start time:
Start date:
Path:
Arguments:
File size:

MD5 hash:

04:00:53

03/11/2021

/tmp/NEaRhAVeo09

n/a

4139976 bytes
8943e5f8f8c280467b4472c15ae93ba9

Analysis Process: NEaRhAVeo9 PID: 5411 Parent PID: 5240

General

Start time:
Start date:
Path:
Arguments:
File size:

MD5 hash:

04:00:53

03/11/2021

/tmp/NEaRhAVeo09

n/a

4139976 bytes
8943e5f8f8c280467b4472c15ae93ba9

Analysis Process: NEaRhAVeo9 PID: 5413 Parent PID: 5411

General

Start time:
Start date:
Path:
Arguments:
File size:
MD5 hash:

04:00:53

03/11/2021

/tmp/NEaRhAVe09

n/a

4139976 bytes
8943e5f8f8c280467b4472c15ae93ba9

Analysis Process: NEaRhAVeo9 PID: 5428 Parent PID: 5413

General

Start time:
Start date:
Path:
Arguments:
File size:
MD5 hash:

04:00:58

03/11/2021

/tmp/NEaRhAVe09

n/a

4139976 bytes
8943e5f8f8c280467b4472c15ae93ba9

Analysis Process: NEaRhAVeo9 PID: 5430 Parent PID: 5413

General

Start time:
Start date:
Path:
Arguments:
File size:

MD5 hash:

Copyright Joe Security LLC 2021

04:00:58

03/11/2021

/tmp/NEaRhAVeo09

n/a

4139976 bytes
8943e5f8f8c280467b4472c15ae93ba9
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Analysis Process: NEaRhAVeo9 PID: 5415 Parent PID: 5411

General

Start time:
Start date:
Path:
Arguments:
File size:

MD5 hash:

04:00:53

03/11/2021

/tmp/NEaRhAVeo09

n/a

4139976 bytes
8943e5f8f8c280467b4472c15ae93ba9

Analysis Process: NEaRhAVeo9 PID: 5416 Parent PID: 5411

General

Start time:
Start date:
Path:
Arguments:
File size:

MD5 hash:

04:00:53

03/11/2021

/tmp/NEaRhAVeo09

nla

4139976 bytes
8943e5f8f8c280467b4472c15ae93bad

Analysis Process: NEaRhAVeo9 PID: 5241 Parent PID: 5238

General

Start time:
Start date:
Path:
Arguments:
File size:
MD5 hash:

03:57:40

03/11/2021

/tmp/NEaRhAVe09

n/a

4139976 bytes
8943e5f8f8c280467b4472c15ae93ba9

Analysis Process: NEaRhAVeo9 PID: 5242 Parent PID: 5238

General

Start time:
Start date:
Path:
Arguments:
File size:
MD5 hash:

03:57:40

03/11/2021

/tmp/NEaRhAVeo9

n/a

4139976 bytes
8943e5f8f8c280467b4472c15ae93ba9

Analysis Process: NEaRhAVeo9 PID: 5246 Parent PID: 5242

General

Start time:
Start date:
Path:
Arguments:
File size:

MD5 hash:

Copyright Joe Security LLC 2021

03:57:40

03/11/2021

/tmp/NEaRhAVeo09

nla

4139976 bytes
8943e5f8f8c280467b4472c15ae93bad
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File Activities

File Read

Directory Enumerated

Analysis Process: NEaRhAVeo9 PID: 5248 Parent PID: 5242

General

Start time:
Start date:
Path:
Arguments:
File size:

MD5 hash:

03:57:40

03/11/2021

/tmp/NEaRhAVeo09

n/a

4139976 bytes
8943e5f8f8c280467b4472c15ae93ba9

Analysis Process: NEaRhAVeo09 PID: 5249 Parent PID: 5242

General

Start time:
Start date:
Path:
Arguments:
File size:

MD5 hash:

03:57:40

03/11/2021

/tmp/NEaRhAVeo09

nla

4139976 bytes
8943e5f8f8c280467b4472c15ae93ba9

Analysis Process: systemd PID: 5279 Parent PID: 1

General

Start time:
Start date:
Path:
Arguments:
File size:
MD5 hash:

03:57:53

03/11/2021

Just/lib/systemd/systemd

n/a

1620224 bytes
9b2bec7092a40488108543f9334aah75

Analysis Process: sshd PID: 5279 Parent PID: 1

General

Start time:
Start date:
Path:
Arguments:
File size:

MD5 hash:

File Activities

File Read

Copyright Joe Security LLC 2021

03:57:53

03/11/2021

Jusr/sbin/sshd

Jusr/sbin/sshd -t

876328 bytes
dbca7abbbf7bf57fedac243d4b2cb340
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Directory Enumerated

Analysis Process: systemd PID: 5280 Parent PID: 1

General

Start time:
Start date:
Path:
Arguments:
File size:

MD5 hash:

03:57:53

03/11/2021
lusr/lib/systemd/systemd
n/a

1620224 bytes

9b2bec7092a40488108543f9334aah75

Analysis Process: sshd PID: 5280 Parent PID: 1

General

Start time:
Start date:
Path:
Arguments:
File size:

MD5 hash:

File Activities

File Read

File Written

Directory Enumerated

03:57:53

03/11/2021

Jusr/sbin/sshd

Jusr/sbin/sshd -D

876328 bytes
dbca7a6bbf7bf57fedac243d4b2ch340

Analysis Process: systemd PID: 5399 Parent PID: 1

General

Start time:
Start date:
Path:
Arguments:
File size:
MD5 hash:

04:00:36

03/11/2021

Just/lib/systemd/systemd

n/a

1620224 bytes
9b2bec7092a40488108543f9334aab75

Analysis Process: sshd PID: 5399 Parent PID: 1

General

Start time:
Start date:
Path:
Arguments:
File size:

MD5 hash:

Copyright Joe Security LLC 2021

04:00:36

03/11/2021

Jusr/sbin/sshd

Jusr/sbin/sshd -t

876328 bytes
dbca7abbbf7bf57fedac243d4b2cb340
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File Activities

File Read

Directory Enumerated

Analysis Process: systemd PID: 5400 Parent PID: 1

General

Start time:
Start date:
Path:
Arguments:
File size:

MD5 hash:

04:00:36

03/11/2021

lustr/lib/systemd/systemd

nla

1620224 bytes
9b2bec7092a40488108543f9334aab75

Analysis Process: sshd PID: 5400 Parent PID: 1

General

Start time:
Start date:
Path:
Arguments:
File size:
MD5 hash:

File Activities

File Read

File Written

Directory Enumerated

04:00:36

03/11/2021

Jusr/sbin/sshd

Jusr/sbin/sshd -D

876328 bytes
dbca7a6bbf7bf57fedac243d4b2ch340

Analysis Process: systemd PID: 5401 Parent PID: 1

General

Start time:
Start date:
Path:
Arguments:
File size:
MD5 hash:

04:00:37

03/11/2021

Just/lib/systemd/systemd

n/a

1620224 bytes
9b2bec7092a40488108543f9334aah75

Analysis Process: sshd PID: 5401 Parent PID: 1

General

Start time:
Start date:
Path:

Copyright Joe Security LLC 2021

04:00:37
03/11/2021

Jusr/sbin/sshd
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Arguments: lusr/sbin/sshd -t

File size: 876328 bytes

MD5 hash: dbca7a6bbf7bf57fedac243d4b2ch340

File Activities

File Read

Directory Enumerated

Analysis Process: systemd PID: 5402 Parent PID: 1

General

Start time: 04:00:38

Start date: 03/11/2021

Path: Justr/lib/systemd/systemd

Arguments: n/a

File size: 1620224 bytes

MD5 hash: 9b2bec7092a40488108543f9334aab75

Analysis Process: sshd PID: 5402 Parent PID: 1

General

Start time: 04:00:38

Start date: 03/11/2021

Path: Jusr/sbin/sshd

Arguments: Jusr/sbin/sshd -D

File size: 876328 bytes

MDS5 hash: dbca7a6bbf7bf57fedac243d4b2ch340

File Activities

File Read

File Written

Directory Enumerated

Copyright Joe Security LLC 2021
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