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5241 Parent PID:

5243 Parent PID:

5244 Parent PID:

5247 Parent PID:

5248 Parent PID:

5250 Parent PID:

5253 Parent PID:

5255 Parent PID:
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Linux Analysis Report a37hi217yO

Overview

General Information

Sample a37hi1217y0
Name:

Analysis ID: 511953

MDS: b8a4lee39e5b69..
SHAL: 0eb7833ab11889..
SHA256: 76ecce3554afe22

Infos: ;f Q & L

Analysis Advice

Detection Signatures

F MALICIOUS ]

Classification

Snort IDS alert for network traffic (e....
Yara detected Mirai

Multi AV Scanner detection for subm...
Found C&C like URL pattern

Yara signature match

Samplehas stripped symbolitable

Uses the "uname! systemicallito gu...

Detected TEPR orr UDP traffic on'n:

Sample!listensjonia socket:

68

Score:
Range: 0-100
Whitelisted: false

Some HTTP requests failed (404). It is likely the sample will exhibit less behavior

Static ELF header machine description suggests that the sample might not execute correctly on this machine

General Information

Joe Sandbox Version:
Analysis ID:

Start date:

Start time:

Joe Sandbox Product:

Overall analysis duration:

Hypervisor based Inspection enabled:

Report type:

Sample file name:
Cookbook file name:
Analysis system description:
Analysis Mode:

Detection:

Classification:

Warnings:

Process Tree

Copyright Joe Security LLC 2021

34.0.0 Boulder Opal
511953

29.10.2021

20:27:05

CloudBasic

Oh 5m 37s

false

light

a37hl217y0
defaultlinuxfilecookbook.jbs
Ubuntu Linux 20.04 x64 (Kernel 5.4.0-72, Firefox 91.0, Evince Document Viewer 3.36.10, LibreOffice 6.4.7.2, OpenJDK 11.0.11)
default

MAL
mal68.troj.lin@0/0@0/0
Show All
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= system is Inxubuntu20

o a37hI217y0O (PID: 5241, Parent: 5116, MD5: cd177594338c77b895ae27c33f8f86¢cc) Arguments: /tmp/a37hi217yO

e a37hI217yO New Fork (PID: 5243, Parent: 5241)

e a37hi217yO New Fork (PID: 5244, Parent: 5241)
e a37hi217yO New Fork (PID: 5247, Parent: 5244)
e a37hI217yO New Fork (PID: 5248, Parent: 5244)
e a37hI217yO New Fork (PID: 5250, Parent: 5244)
e a37hI217yO New Fork (PID: 5253, Parent: 5244)
e a37hI217yO New Fork (PID: 5255, Parent: 5244)

= cleanup

Yara Overview

Initial Sample

Source

a37hi217y0

a37hi217y0

Memory Dumps

Source

5243.1.000000007de0c393.00000000014c2ff6.rw-.sdmp

5241.1.000000007de0c393.00000000014c¢2ff6.rw-.sdmp

5253.1.000000007de0c393.00000000014¢2ff6.rw-.sdmp

5241.1.00000000f82549db.00000000893e6565.r-x.sdmp

5241.1.00000000f82549db.00000000893e6565.r-x.sdmp
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Rule Description Author

SUSP_XORed_Mozilla Detects suspicious Florian Roth
XORed keyword -

Mozilla/5.0

JoeSecurity_Mirai_8 Yara detected Joe Security
Mirai
Rule Description Author

SUSP_XORed_Morzilla Detects suspicious Florian Roth
XORed keyword -

Mozilla/5.0

SUSP_XORed_Morzilla Detects suspicious Florian Roth
XORed keyword -

Mozilla/5.0

SUSP_XORed_Morzilla Detects suspicious Florian Roth
XORed keyword -

Mozilla/5.0

SUSP_XORed_Mozilla Detects suspicious Florian Roth
XORed keyword -

Mozilla/5.0

Yara detected
Mirai

JoeSecurity_Mirai_8 Joe Security

Click to see the 4 entries

Strings

e o o o o o o o o o

0x12591:$x01: oMXKNNC\XOD\x17\x0C\x12
0x12601:$x01: oMXKNNC\XOD\x17\x0C\x12
0x12671:$x01: oMXKNNC\XOD\x17\x0C\x12
0x126€e0:$x01: oMXKNNC\XOD\x17\x0C\x12
0x1274f:$x01: oMXKNNC\x0D\x17\x0C\x12
0x129b7:$x01: oOMXKNNC\XOD\x17\x0C\x12
0x12a0a:$x01: oMXKNNC\xOD\x17\x0C\x12
0x12a5d:$x01: oOMXKNNC\xOD\x17\x0C\x12
0x12ab0:$x01: oMXKNNC\xOD\x17\x0C\x12
0x12b04:$x01: oMXKNNC\XOD\x17\x0C\x12

Strings

© © © o o © o 0o 0 0 o 0 0 0 0 0 0 06 0 06 o 0 0 0 0 0 0 0 o o

e o o o o 0o o o o o

0x298:$x01: oMXKNNC\x0D\x17\x0C\x12
0x30c:$x01: oOMXKNNC\XOD\x17\x0C\x12
0x380:$x01: oMXKNNC\x0D\x17\x0C\x12
0x3f4:$x01: oOMXKNNC\XOD\x17\x0C\x12
0x468:$x01: oOMXKNNC\x0D\x17\x0C\x12
0x6e8:$x01: oOMXKNNC\x0D\x17\x0C\x12
0x740:$x01: oMXKNNC\x0D\x17\x0C\x12
0x798:$x01: oOMXKNNC\x0D\x17\x0C\x12
0x7f0:$x01: oOMXKNNC\XOD\x17\x0C\x12
0x848:$x01: oOMXKNNC\x0D\x17\x0C\x12

0x298:$x01: oOMXKNNC\x0D\x17\x0C\x12
0x30c:$x01: oOMXKNNC\XOD\x17\x0C\x12
0x380:$x01: oOMXKNNC\x0D\x17\x0C\x12
0x3f4:$x01: oOMXKNNC\XOD\x17\x0C\x12
0x468:$x01: oOMXKNNC\x0D\x17\x0C\x12
0x6e8:$x01: oOMXKNNC\x0D\x17\x0C\x12
0x740:$x01: oMXKNNC\x0D\x17\x0C\x12
0x798:$x01: oOMXKNNC\x0D\x17\x0C\x12
0x7f0:$x01: oOMXKNNC\XOD\x17\x0C\x12
0x848:$x01: oOMXKNNC\x0D\x17\x0C\x12

0x%298:$x01: oMXKNNC\X0D\x17\x0C\x12
0x30c:$x01: oMXKNNC\x0D\x17\x0C\x12
0x380:$x01: oMXKNNC\X0D\x17\x0C\x12
0x3f4:$x01: oMXKNNC\XOD\x17\x0C\x12
0x468:$x01: oMXKNNC\X0OD\x17\x0C\x12
0x6e8:$x01: oMXKNNC\X0D\x17\x0C\x12
0x740:$x01: oOMXKNNC\X0D\x17\x0C\x12
0x798:$x01: oOMXKNNC\XOD\x17\x0C\x12
0x7f0:$x01: oMXKNNC\XOD\x17\x0C\x12
0x848:$x01: oOMXKNNC\X0OD\x17\x0C\x12

0x12591:$x01: oMXKNNC\XOD\x17\x0C\x12
0x12601:$x01: oOMXKNNC\XOD\x17\x0C\x12
0x12671:$x01: oMXKNNC\XOD\x17\x0C\x12
0x126€0:$x01: oOMXKNNC\XOD\x17\x0C\x12
0x1274f:$x01: oOMXKNNC\XOD\x17\x0C\x12
0x129b7:$x01: oOMXKNNC\XOD\x17\x0C\x12
0Ox12a0a:$x0l: oMXKNNC\XOD\x17\x0C\x12
0x12a5d:$x01: oMXKNNC\XOD\x17\x0C\x12
0x12ab0:$x01: oMXKNNC\X0OD\x17\x0C\x12
0x12b04:$x01: oOMXKNNC\XOD\x17\x0C\x12
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Jbx Signature Overview

@ AV Detection

® Networking

@ System Summary

@ Malware Analysis System Evasion
@ Stealing of Sensitive Information
@ Remote Access Functionality

@ Click to jump to signature section

=

AV Detection:

Multi AV Scanner detection for submitted file

3‘

Networking:

Snort IDS alert for network traffic (e.g. based on Emerging Threat rules)

=

Stealing of Sensitive Information:

Yara detected Mirai

Remote Access Functionality:

=

Yara detected Mirai

Mitre Att&ck Matrix

Remote

Initial Privilege Defense Credential Lateral Command Network Service
Access Execution Persistence Escalation Evasion  Access Discovery Movement Collection Exfiltration and Control Effects Effects Impa
Valid Windows Path Path Direct os Security Remote Data from  Exfiltration Encrypted Eavesdrop on  Remotely Modit
Accounts Management  Interception Interception Volume Credential Software Services Local Over Other Channel Insecure Track Device Syste
Instrumentation Access Dumping  Discovery System Network Network Without Partit

Medium Communication Authorization

Default  Scheduled Boot or Boot or Rootkit LSASS Application Remote Data from  Exfiltration Non-Standard Exploit SS7to Remotely Devic
Accounts Task/Job Logon Logon Memory  Window Desktop Removable Over Port Redirect Phone Wipe Data  Lock«

Initialization Initialization Discovery Protocol Media Bluetooth Calls/SMS Without

Scripts Scripts Authorization

Domain At (Linux) Logon Script Logon Obfuscated Security Query Registry SMB/Windows Data from Automated Non- Exploit SS7 to  Obtain Delet
Accounts (Windows)  Script Files or Account Admin Shares Network Exfiltration  Application Track Device  Device Devic
(Windows) Information Manager Shared Layer Location Cloud Data

Drive Protocol Backups
Local At (Windows)  Logon Script Logon Binary NTDS System Distributed Input Scheduled Application SIM Card Carrit
Accounts (Mac) Script Padding Network Component Capture Transfer Layer Swap Billing
(Mac) Configuration  Object Model Protocol Frauc

Discovery

Cloud Cron Network Network Software  LSA Remote System SSH Keylogging Data Ingress Tool  Manipulate Mani|
Accounts Logon Script Logon Packing Secrets Discovery Transfer Transfer Device App ¢
Script Size Limits Communication Rank
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Malware Configuration

No configs have been found

Behavior Graph

ID:

Sample:
Startdate:
Architecture:

Score:

246.145 207.77.250.136

VODAFONE_ESES

Spain &= United States E=

Behavior Graph
511953
a37hI217y0
29/10/2021
LINUX
68

98 other IPs or domains

MALICIOUS

a37hi217y0

a37hi217y0

Hide Legend

Legend:

started

a37hi217y0

cow sEOO

Process

Signature

Created File

DNS/IP Info

Is Dropped

Number of created Files
Is malicious

Internet

=)
H

B
started

™

started / started

a37hI217y0

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source

Detection

Scanner

started

vd

a37hI217y0

\ started

a37hi217y0

2othr processes

Label

Link

Dropped Files

No Antivirus matches

Domains

No Antivirus matches

URLs

Source
http://209.141.40.100/w.sh;

http://209.141.40.100/bins/x86
Copyright Joe Security LLC 2021

Detection
0%
0%

Scanner
Avira URL Cloud
Avira URL Cloud

Label
safe

safe

Link
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Source Detection Scanner Label Link

http://192.168.0.14:80/cgi-bin/ViewLog.asp 0% Avira URL Cloud safe

Domains and IPs

Contacted Domains

No contacted domains info

Contacted URLs

Name Malicious Antivirus Detection Reputation

http://192.168.0.14:80/cgi-bin/ViewLog.asp false e Avira URL Cloud: safe unknown
URLs from Memory and Binaries

Contacted IPs

Public
P Domain Country Flag ASN ASN Name Malicious
95.145.60.24 unknown United Kingdom ] 12576 EELtdGB false
112.145.173.236 unknown Korea Republic of - 17858 POWERVIS-AS- false
KRLGPOWERCOMMKR
62.232.92.98 unknown United Kingdom gt 5413 AS5413GB false
31.223.57.119 unknown Turkey <] 12735 ASTURKNETTR false
85.196.204.181 unknown Estonia = 61307 EE-AS-STVEE false
112.93.165.56 unknown China ] 17816 CHINA169- false
GZChinaUnicomIPnetworkC
hinal69Guangdongprovi
95.66.84.252 unknown Kuwait = 42961 GPRS-ASZAINKW false
61.155.46.41 unknown China ] 4134 CHINANET- false
BACKBONENo031Jin-
rongStreetCN
94.253.22.185 unknown Russian Federation - 21453 FLEX-ASRU false
94.25.27.78 unknown Russian Federation - 12389 ROSTELECOM-ASRU false
44.129.32.54 unknown United States = 7377 UCSDUS false
62.19.114.223 unknown Italy (1] 16232 ASN-TIMServiceProviderIT  false
157.6.53.135 unknown Japan . 2907 SINET- false
ASResearchOrganizationofin
formationandSystemsN
41.169.49.30 unknown South Africa = 36937 Neotel-ASZA false
62.23.59.125 unknown United Kingdom ] 8220 COLTCOLTTechnologyServi false
cesGroupLimitedGB
94.59.56.213 unknown United Arab Emirates = 5384 EMIRATES- false
INTERNETEmiratesinternet
AE
62.219.245.7 unknown Israel = 8551 BEZEQ-INTERNATIONAL- false
ASBezegintinternetBackbon
elL
157.117.145.237 unknown Japan L] 9605 DOCOMONTTDOCOMOINC false
JP
85.196.204.178 unknown Estonia = 61307 EE-AS-STVEE false
95.231.17.243 unknown Italy 1] 3269 ASN-IBSNAZIT false
85.112.35.31 unknown Russian Federation - 12389 ROSTELECOM-ASRU false
153.74.2.148 unknown United States = 14962 NCR-252US false
41.225.14.101 unknown Tunisia 5] 31245 ATI-ISPTN false
95.92.102.17 unknown Portugal 5] 2860 NOS_COMUNICACOESPT false
48.157.193.137 unknown United States = 2686 ATGS-MMD-ASUS false
94.137.178.54 unknown Georgia o o 16010 MAGTICOMASCaucasus- false
OnlineGE
141.86.39.120 unknown United States = 12816 MWN-ASDE false
95.24.169.217 unknown Russian Federation - 8402 CORBINA- false
ASOJSCVimpelcomRU
95.20.61.11 unknown Spain = 12479 UNI2-ASES false

Copyright Joe Security LLC 2021 Page 7 of 14



P Domain Country Flag ASN ASN Name Malicious

31.109.64.200 unknown United Kingdom =] 12576 EELtdGB false
94.72.179.72 unknown Bulgaria ] 42735 MAXTELECOM-ASBG false
41.92.37.129 unknown Morocco e 36925 ASMediMA false
94.94.36.87 unknown Italy 1] 3269 ASN-IBSNAZIT false
85.14.7.240 unknown Bulgaria ] 200533 INITLABBG false
31.133.168.237 unknown Switzerland [+ 51290 HOSTEAM-ASPL false
95.54.216.135 unknown Russian Federation - 12389 ROSTELECOM-ASRU false
136.194.240.212 unknown United States = 60311 ONEFMCH false
207.77.250.136 unknown United States = 701 UUNETUS false
41.102.91.5 unknown Algeria E 36947 ALGTEL-ASDZ false
31.42.231.166 unknown Russian Federation - 50060 ANNETRU false
62.198.53.85 unknown Denmark H 3308 TELIANET-DENMARKDK false
85.158.231.127 unknown Austria — 8692 BRZAT false
94.153.184.232 unknown Ukraine = 15895 KSNET-ASUA false
95.121.68.39 unknown Spain = 3352 TELEFONICA_DE_ESPANA false
ES
85.246.179.242 unknown Portugal 5] 3243 MEO-RESIDENCIALPT false
77.180.155.72 unknown Germany - 6805 TDDE-ASN1DE false
197.204.9.227 unknown Algeria E 36947 ALGTEL-ASDZ false
88.139.72.255 unknown France [T} 8228 CEGETEL-ASFR false
95.183.142.129 unknown Turkey = 8517 ULAKNETTR false
179.111.72.113 unknown Brazil = 27699 TELEFONICABRASILSABR false
195.135.18.27 unknown France [T} 8399 SEWAN-FR false
85.84.200.59 unknown Spain = 12338 EUSKALTELES false
94.65.166.77 unknown Greece = 6799 OTENET-GRAthens- false
GreeceGR
88.123.212.16 unknown France [T} 12322 PROXADFR false
52.65.67.25 unknown United States = 16509 AMAZON-02US false
20.92.28.90 unknown United States = 8075 MICROSOFT-CORP-MSN- false
AS-BLOCKUS
31.121.27.0 unknown United Kingdom gt 2856 BT-UK- false
ASBTnetUKRegionalnetwork
GB
5.239.215.224 unknown Iran (ISLAMIC Republic Of) = 58224 TCIIR false
94.122.216.159 unknown Turkey = 12978 DOGAN-ONLINETR false
62.83.246.145 unknown Spain = 12430 VODAFONE_ESES false
197.26.6.250 unknown Tunisia 5] 37492 ORANGE-TN false
62.31.100.66 unknown United Kingdom ] 5089 NTLGB false
95.64.90.47 unknown Iran (ISLAMIC Republic Of) = 197207 MCCI-ASIR false
94.94.36.61 unknown Italy 1] 3269 ASN-IBSNAZIT false
94.87.100.181 unknown Italy 1] 3269 ASN-IBSNAZIT false
94.132.45.248 unknown Portugal 5] 2860 NOS_COMUNICACOESPT false
116.64.179.137 unknown Japan L 9824 JTCL-JP- false
ASJupiterTelecommunicatio
nColtdJP
31.94.153.250 unknown United Kingdom gt 12576 EELtdGB false
216.114.123.86 unknown United States = 23155 HTC-NETUS false
176.165.42.219 unknown France 1] 5410 BOUYGTEL-ISPFR false
94.101.198.13 unknown Bulgaria - 50810 MOBINNET- false
ASASA47823belongstoArvan
CloudCDNthatismobinn
112.40.230.247 unknown China ] 56044 CMNET-AS- false

LIAONINGChinaMobilecom
municationscorporationC

95.108.101.27 unknown Poland - 43118 EAW- false
ASEastandWestNetworkPL

112.105.248.195 unknown Taiwan; Republic of China @l 4780 SEEDNETDiIgitalUnitedIncT false

(ROC) W

101.191.81.121 unknown Australia ol 1221 ASN- false
TELSTRATelstraCorporation
LtdAU

94.204.216.79 unknown United Arab Emirates = 15802 DU-AS1AE false

221.244.200.169 unknown Japan L] 17506 UCOMARTERIANetworksCo false
rporationJP

95.187.48.173 unknown Saudi Arabia = 39891 ALJAWWALSTC-ASSA false

216.111.178.134 unknown United States = 25836 STERLING-JEWELERSUS false

94.246.67.5 unknown Sweden H 12552 IPO-EUSE false

31.73.161.92 unknown United Kingdom ] 12576 EELtdGB false

Copyright Joe Security LLC 2021 Page 8 of 14



P Domain Country Flag ASN ASN Name Malicious
82.45.135.211 unknown United Kingdom =] 5089 NTLGB false
95.170.15.93 unknown France [T} 25540 ALPHALINK-ASFR false
85.43.244.54 unknown Italy 1] 3269 ASN-IBSNAZIT false
62.225.64.127 unknown Germany - 3320 DTAGInternetserviceprovider false
operationsDE
171.33.188.27 unknown Germany - 196714 TNETKOM-ASDE false
62.54.189.132 unknown Germany - 6805 TDDE-ASN1DE false
85.242.248.253 unknown Portugal 5] 3243 MEO-RESIDENCIALPT false
112.175.220.157 unknown Korea Republic of . 4766 KIXS-AS- false
KRKoreaTelecomKR
62.125.244.161 unknown United Kingdom =] 702 UUNETUS false
197.159.104.84 unknown Kenya 2= 37421 CellulantKE false
62.31.100.47 unknown United Kingdom ] 5089 NTLGB false
191.46.115.131 unknown Brazil = 7738 TelemarNorteLesteSABR false
95.156.28.211 unknown Macedonia v 6821 MT-AS- false
OWNbulOrceNikolovbbMK
98.153.107.17 unknown United States = 20001 TWC-20001-PACWESTUS false
85.25.248.163 unknown Germany ] 8972 GD-EMEA-DC-SXB1DE false
95.100.100.157 unknown European Union 7] 20940 AKAMAI-ASN1EU false
78.47.94.136 unknown Germany ] 24940 HETZNER-ASDE false
197.94.15.44 unknown South Africa = 10474 OPTINETZA false
94.69.81.60 unknown Greece = 6799 OTENET-GRAthens- false
GreeceGR
Runtime Messages
Command: /tmp/a37hi217yO
Exit Code: 0
Exit Code Info:
Killed: False
Standard Output: Infected By Cult
Standard Error:
Joe Sandbox View | Context
IPs
Match Associated Sample Name / URL SHA 256 Detection Link Context
95.145.60.24 _ Get hash malicious Browse
94.253.22.185 _ Get hash malicious Browse
95.231.17.243 _ Get hash malicious Browse
94.25.27.78 _ Get hash malicious Browse
_ Get hash malicious Browse
_ Get hash malicious Browse
112.145.173.236 NoMzRABIVD T Get hash malicious Browse
62.232.92.98 _ Get hash malicious Browse
85.112.35.31 _ Get hash malicious Browse
41.169.49.30 _ Get hash malicious Browse
Domains
No context
ASN
Match Associated Sample Name / URL SHA 256 Detection Link Context
AS5413GB danskkAmQ ] Get hash malicious Browse « 62.105.89.65
[enadpixmits ) Gethash malicious Browse o 62.232.92.86
pwFakvexsy I Gethash malicious Browse o 62.232.92.77

Copyright Joe Security LLC 2021 Page 9 of 14


https://view.joesandbox.com/analysis/367601/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/367601/html/none?idtype=webid
https://view.joesandbox.com/analysis/394953/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394953/html/none?idtype=webid
https://view.joesandbox.com/analysis/364892/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/364892/html/none?idtype=webid
https://view.joesandbox.com/analysis/372233/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/372233/html/none?idtype=webid
https://view.joesandbox.com/analysis/364823/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/364823/html/none?idtype=webid
https://view.joesandbox.com/analysis/355989/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/355989/html/none?idtype=webid
https://view.joesandbox.com/analysis/367597/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/367597/html/none?idtype=webid
https://view.joesandbox.com/analysis/371156/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/371156/html/none?idtype=webid
https://view.joesandbox.com/analysis/355582/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/355582/html/none?idtype=webid
https://view.joesandbox.com/analysis/384636/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/384636/html/none?idtype=webid
https://view.joesandbox.com/analysis/402370/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/402370/html/none?idtype=webid
https://view.joesandbox.com/analysis/400867/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/400867/html/none?idtype=webid
https://view.joesandbox.com/analysis/400858/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/400858/html/none?idtype=webid

Match

EELtdGB

POWERVIS-AS-
KRLGPOWERCOMMKR

Copyright Joe Security LLC 2021

SHA 256
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash
Get hash

Get hash
Get hash
Get hash
Get hash

Get hash
Get hash
Get hash

Get hash
Get hash
Get hash

Get hash
Get hash

Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash

Get hash

Get hash
Get hash

>
[}
@
<]
[}
2
@
-
[
o
3
-
®
2
o
3
®
[=
a
[

Get hash

Detection
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

malicious

malicious

malicious
malicious
malicious

malicious

malicious
malicious

malicious

malicious
malicious

malicious

malicious

malicious

malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

malicious

malicious

malicious
malicious

malicious

Link

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Browse

Browse

Browse
Browse
Browse

Browse

Browse
Browse

Browse

Browse
Browse

Browse

Browse

Browse

Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Browse

Browse

Browse
Browse

Browse

Context

62.105.90.53
212.103.247.10
62.232.23.30
62.44.89.115
62.105.89.59
62.105.89.67
62.105.89.84
62.105.89.60
62.232.92.93
62.105.89.96
62.44.89.189
62.105.89.83
77.44.74.161

62.105.89.92
62.44.89.199
93.95.110.164
80.234.199.174
31.108.221.74
95.150.154.175
31.66.232.249
31.85.27.159
31.69.207.237
31.67.116.137
31.67.116.129
95.147.136.187
31.103.60.103
31.71.172.12
31.113.208.22
178.105.99.69

178.103.19
3.167

178.105.88.161

109.180.10
8.171

31.94.153.247
95.145.60.61
31.86.138.248

178.103.14
5.208

31.77.222.204
112.148.154.57

182.210.14
1.110

112.155.167.14
112.150.86.246

112.156.10
9.133

125.190.23.11

182.209.21
4.224

14.4.158.180
116.40.43.28
182.219.54.94
122.46.175.188
116.36.16.209
119.65.100.121
122.33.60.159

125.243.13
6.199

115.141.19
8.227

115.139.12
3.158

122.36.44.51
115.136.104.95
124.51.246.28
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https://view.joesandbox.com/analysis/398622/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/398622/html/none?idtype=webid
https://view.joesandbox.com/analysis/398147/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/398147/html/none?idtype=webid
https://view.joesandbox.com/analysis/398079/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/398079/html/none?idtype=webid
https://view.joesandbox.com/analysis/398076/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/398076/html/none?idtype=webid
https://view.joesandbox.com/analysis/396438/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/396438/html/none?idtype=webid
https://view.joesandbox.com/analysis/396408/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/396408/html/none?idtype=webid
https://view.joesandbox.com/analysis/396403/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/396403/html/none?idtype=webid
https://view.joesandbox.com/analysis/396329/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/396329/html/none?idtype=webid
https://view.joesandbox.com/analysis/396308/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/396308/html/none?idtype=webid
https://view.joesandbox.com/analysis/396210/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/396210/html/none?idtype=webid
https://view.joesandbox.com/analysis/395173/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/395173/html/none?idtype=webid
https://view.joesandbox.com/analysis/395170/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/395170/html/none?idtype=webid
https://view.joesandbox.com/analysis/394971/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394971/html/none?idtype=webid
https://view.joesandbox.com/analysis/394953/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394953/html/none?idtype=webid
https://view.joesandbox.com/analysis/394952/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394952/html/none?idtype=webid
https://view.joesandbox.com/analysis/394770/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394770/html/none?idtype=webid
https://view.joesandbox.com/analysis/394480/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394480/html/none?idtype=webid
https://view.joesandbox.com/analysis/402406/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/402406/html/none?idtype=webid
https://view.joesandbox.com/analysis/402402/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/402402/html/none?idtype=webid
https://view.joesandbox.com/analysis/402383/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/402383/html/none?idtype=webid
https://view.joesandbox.com/analysis/402380/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/402380/html/none?idtype=webid
https://view.joesandbox.com/analysis/402377/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/402377/html/none?idtype=webid
https://view.joesandbox.com/analysis/402370/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/402370/html/none?idtype=webid
https://view.joesandbox.com/analysis/402367/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/402367/html/none?idtype=webid
https://view.joesandbox.com/analysis/402363/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/402363/html/none?idtype=webid
https://view.joesandbox.com/analysis/402361/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/402361/html/none?idtype=webid
https://view.joesandbox.com/analysis/402132/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/402132/html/none?idtype=webid
https://view.joesandbox.com/analysis/401289/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401289/html/none?idtype=webid
https://view.joesandbox.com/analysis/400867/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/400867/html/none?idtype=webid
https://view.joesandbox.com/analysis/400854/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/400854/html/none?idtype=webid
https://view.joesandbox.com/analysis/400849/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/400849/html/none?idtype=webid
https://view.joesandbox.com/analysis/399518/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/399518/html/none?idtype=webid
https://view.joesandbox.com/analysis/399409/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/399409/html/none?idtype=webid
https://view.joesandbox.com/analysis/399408/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/399408/html/none?idtype=webid
https://view.joesandbox.com/analysis/399406/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/399406/html/none?idtype=webid
https://view.joesandbox.com/analysis/399214/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/399214/html/none?idtype=webid
https://view.joesandbox.com/analysis/398934/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/398934/html/none?idtype=webid
https://view.joesandbox.com/analysis/402406/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/402406/html/none?idtype=webid
https://view.joesandbox.com/analysis/402380/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/402380/html/none?idtype=webid
https://view.joesandbox.com/analysis/402370/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/402370/html/none?idtype=webid
https://view.joesandbox.com/analysis/402363/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/402363/html/none?idtype=webid
https://view.joesandbox.com/analysis/402132/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/402132/html/none?idtype=webid
https://view.joesandbox.com/analysis/402097/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/402097/html/none?idtype=webid
https://view.joesandbox.com/analysis/402087/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/402087/html/none?idtype=webid
https://view.joesandbox.com/analysis/402070/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/402070/html/none?idtype=webid
https://view.joesandbox.com/analysis/401660/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401660/html/none?idtype=webid
https://view.joesandbox.com/analysis/401651/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401651/html/none?idtype=webid
https://view.joesandbox.com/analysis/401161/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401161/html/none?idtype=webid
https://view.joesandbox.com/analysis/401144/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401144/html/none?idtype=webid
https://view.joesandbox.com/analysis/400854/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/400854/html/none?idtype=webid
https://view.joesandbox.com/analysis/400849/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/400849/html/none?idtype=webid
https://view.joesandbox.com/analysis/399865/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/399865/html/none?idtype=webid
https://view.joesandbox.com/analysis/399519/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/399519/html/none?idtype=webid
https://view.joesandbox.com/analysis/399518/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/399518/html/none?idtype=webid
https://view.joesandbox.com/analysis/399408/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/399408/html/none?idtype=webid
https://view.joesandbox.com/analysis/398899/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/398899/html/none?idtype=webid
https://view.joesandbox.com/analysis/398888/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/398888/html/none?idtype=webid

JA3 Fingerprints

No context

Dropped Files

No context

Created |/ dropped Files

No created / dropped files found

Static File Info

General
File type:

Entropy (8bit):
TriD:

File name:
File size:
MD5:
SHA1L:
SHA256:

SHAS512:

SSDEEP:

File Content Preview:

Static ELF Info

ELF header

Class:

Data:

Version:

Machine:

Version Number:

Type:

OS/ABI:

ABI Version:

Entry Point Address:

Flags:

ELF Header Size:

Program Header Offset:
Program Header Size:
Number of Program Headers:
Section Header Offset:
Section Header Size:
Number of Section Headers:

Header String Table Index:
Sections

Name Type Address
NULL 0x0

Copyright Joe Security LLC 2021

ELF 32-bit MSB executable, Motorola m68k, 68020, v
ersion 1 (SYSV), statically linked, stripped

6.388515687095991

e ELF Executable and Linkable format (generic)
(4004/1) 100.00%

a37hi217y0

79320

b8a41ee39e5h697f20c347c25b86d310
0eb7833ab11889e72818e45f7bcd3685c0a03113

76ecce3554afe22304c6d91clce827c¢521c74b9dd12023
bf120073a146a4ee88

7a7075cef37d023903e2efe9a5fdc984ec50e5d86040c9f
394b69647f3b86a3fbb4b7cfe30b8b013ea5e6913a9caae
b70d5c00344a4d093b529ffb00115eb6de

1536:b4RcHUfF8LMx8twK/P4Uo8wm1zFz9TrRGPIWJ
Out8y8M8rm:bHUNMMIitwKZzFS3xP8dlI

ELF e, Dol BH.o B oo, 1.1,
............ 1.Qu Qe L Qe NV L
_da....PNANUNV..J9..T.1>"y..Q. QJ.g.X#...Q.N."y..Q. QJ
fA....0.0.Hy. . L.N.X......T.NANuNV..NANuN

ELF32

2's complement, big endian
1 (current)

MC68000

Ox1

EXEC (Executable file)
UNIX - System V

0

0x80000144

0x0

52

52

32

3

78920

40

10

Flags
EntSize Flags Description Link Info

0x0 0x0 0 0

Align

0
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Name Type Address Offset
.init PROGBITS 0x80000094 0x94
text PROGBITS 0x800000a8 0xa8
fini PROGBITS 0x80011f22 0x11f22
.rodata PROGBITS 0x80011f30 0x11f30
.ctors PROGBITS 0x800151dc 0x131dc
.dtors PROGBITS 0x800151e4 0x131e4
.data PROGBITS 0x800151f0 0x131f0
.bss NOBITS 0x80015408 0x13408
.shstrtab STRTAB 0x0 0x13408
Program Segments

Physical
Type Offset  Virtual Address Address
LOAD 0x0 0x80000000 0x80000000
LOAD 0x131dc 0x800151dc 0x800151dc
GNU_STACK 0x0 0x0 0x0

Network Behavior

Network Port Distribution

File Size
0x131d8
0x22c
0x0

TCP Packets

HTTP Request Dependency Graph

e 192.168.0.14:80

System Behavior

Size
0x14
Oxlle7a
Oxe
0x12a8
0x8

0x8
0x218
Ox2cc

O0x3e

Memory
Size

0x131d8
0x4f8
0x0

EntSize
0x0
0x0
0x0
0x0
0x0
0x0
0x0
0x0
0x0

Entropy Flags
45526 0x5
1.6629 0x6
0.0000 0x6

Total Packets: 99

® 37215 undefined
® 80 (HTTP)

Flags
0x6
0x6
0x6
0x2
0x3
0x3
0x3
0x3
0x0

Flags

Flags
Description Link

AX
AX
AX
A
WA
WA
WA
WA

Description Align

RE
RW
RW

0x2000
0x2000
0x4

0

o O O O O o o o

Prog Interpreter

Info Align

o O O O O o o o o
oA B B B NN BN

Section Mappings
.init .text .fini .rodata

.ctors .dtors .data .bss

Analysis Process: a37hl217yO PID: 5241 Parent PID: 5116

General

Start time:

Start date:

Copyright Joe Security LLC 2021

20:27:53
29/10/2021
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Path:
Arguments:
File size:

MD5 hash:

/tmp/a37hi1217yO

/tmp/a37hI1217yO

4463432 bytes
cd177594338¢77b895ae27c33f8f86¢cc

File Activities

File Read

Analysis Process: a37hi217yO PID: 5243 Parent PID: 5241

General

Start time:
Start date:
Path:
Arguments:
File size:

MD5 hash:

20:27:53

29/10/2021

/tmp/a37hI217yO

nla

4463432 bytes
cd177594338c77b895ae27c33f8f86¢cC

Analysis Process: a37hl217yO PID: 5244 Parent PID: 5241

General

Start time:
Start date:
Path:
Arguments:
File size:
MD5 hash:

20:27:53

29/10/2021

/tmp/a37hI217yO

n/a

4463432 bytes
cd177594338c77b895ae27¢33f8f86¢cc

Analysis Process: a37hl217yO PID: 5247 Parent PID: 5244

General

Start time:
Start date:
Path:
Arguments:
File size:
MD5 hash:

20:27:53

29/10/2021

/tmp/a37hI217yO

n/a

4463432 bytes
cd177594338c77b895ae27c33f8f86¢cC

Analysis Process: a37hl217yO PID: 5248 Parent PID: 5244

General

Start time:
Start date:
Path:
Arguments:
File size:
MD5 hash:

Copyright Joe Security LLC 2021

20:27:53

29/10/2021

[tmp/a37hI217y0

n/a

4463432 bytes
cd177594338¢77h895ae27c33f8f86¢c
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Analysis Process: a37hi217yO PID: 5250 Parent PID: 5244

General

Start time:
Start date:
Path:
Arguments:
File size:

MD5 hash:

20:27:53

29/10/2021

/tmp/a37hi217yO

n/a

4463432 bytes
cd177594338c77b895ae27c33f8f86¢cc

Analysis Process: a37hl217yO PID: 5253 Parent PID: 5244

General

Start time:
Start date:
Path:
Arguments:
File size:

MD5 hash:

20:27:53

29/10/2021

/tmp/a37hI1217yO

n/a

4463432 bytes
cd177594338c77b895ae27¢c33f8f86¢cc

Analysis Process: a37hl217yO PID: 5255 Parent PID: 5244

General

Start time:
Start date:
Path:
Arguments:
File size:

MD5 hash:

Copyright Joe Security LLC 2021

Copyright Joe Security LLC 2021

20:27:53

29/10/2021

/tmp/a37hi217yO

n/a

4463432 bytes
cd177594338c77b895ae27¢33f8f86¢C

Page 14 of 14



http://www.joesecurity.org

	Table of Contents
	Linux Analysis Report a37hI2I7yO
	Overview
	General Information
	Detection
	Signatures
	Classification
	Analysis Advice

	General Information
	Process Tree
	Yara Overview
	Initial Sample
	Memory Dumps

	Jbx Signature Overview
	AV Detection:
	Networking:
	Stealing of Sensitive Information:
	Remote Access Functionality:

	Mitre Att&ck Matrix
	Malware Configuration
	Behavior Graph
	Antivirus, Machine Learning and Genetic Malware Detection
	Initial Sample
	Dropped Files
	Domains
	URLs

	Domains and IPs
	Contacted Domains
	Contacted URLs
	URLs from Memory and Binaries
	Contacted IPs
	Public
	Runtime Messages

	Joe Sandbox View / Context
	IPs
	Domains
	ASN
	JA3 Fingerprints
	Dropped Files

	Created / dropped Files
	Static File Info
	General
	Static ELF Info
	ELF header
	Sections
	Program Segments


	Network Behavior
	Network Port Distribution
	TCP Packets
	HTTP Request Dependency Graph

	System Behavior
	Analysis Process: a37hI2I7yO PID: 5241 Parent PID: 5116
	General
	File Activities

	Analysis Process: a37hI2I7yO PID: 5243 Parent PID: 5241
	General

	Analysis Process: a37hI2I7yO PID: 5244 Parent PID: 5241
	General

	Analysis Process: a37hI2I7yO PID: 5247 Parent PID: 5244
	General

	Analysis Process: a37hI2I7yO PID: 5248 Parent PID: 5244
	General

	Analysis Process: a37hI2I7yO PID: 5250 Parent PID: 5244
	General

	Analysis Process: a37hI2I7yO PID: 5253 Parent PID: 5244
	General

	Analysis Process: a37hI2I7yO PID: 5255 Parent PID: 5244
	General




