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Windows Analysis Report Mes_Drivers_3.0.4.exe

Overview

General Information Detection Signatures Classification
Sample Mes_Drivers_3.0.4.exe

Name: Antivirus detection for URL or domain

Analysis ID: 445340 Detected unpacking (changes PE se...

MDS: 50a5e891da27es.. F MALICIOUS ] Multi AV Scanner detection for dropp...

SHAL: 87073d85a7bad2..

SHA256: 0788aaea249d92..

Infos: fiB Qb

HEF
v

Most interesting Screenshot:

Score: 72
Range: 0-100
Whitelisted: false
Confidence: 100%

Process Tree

= System is wl0x64

. Vﬂ Mes_Drivers_3.0.4.exe (PID: 400 cmdline: ‘C:\Users\user\Desktop\Mes_Drivers_3.0.4.exe’ MD5: 50A5E891DA27E63D54E68511E48AA026)
. cmd.exe (PID: 1500 cmdline: 'C:\Windows\system32\cmd.exe' /C START " 'C:\Users\user\AppData\Local\Temp\interface.lnk’ MD5: F3BDBE3BB6F734E357235F4D5898582D)
conhost.exe (PID: 2904 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)
cmd.exe (PID: 5064 cmdline: C:\Windows\system32\cmd.exe /c “"C:\Users\user\AppData\Local\Temp\interface.cmd' ' MD5: F3BDBE3BB6F734E357235F4D5898582D)
Bl conhost.exe (PID: 5468 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)
mode.com (PID: 5624 cmdline: MODE CON: COLS=76 LINES=15 MD5: D781CD6A6484C276A4D0750D9206A382)
cmd.exe (PID: 2588 cmdline: C:\Windows\system32\cmd.exe /S /D /c' VER ' MD5: F3BDBE3BB6F734E357235F4D5898582D)
e [m] findstr.exe (PID: 6040 cmdline: FINDSTR /I /R /C:'version 5\.[0-1]\." MD5: 8B534A7FC0630DE41BB1F98C882C19EC)
e B waitfor.exe (PID: 2172 cmdline: WAITFOR unlock MD5: 83E921720CA3BD03CF6BF5686E802C3D)
e pLg detection.exe (PID: 5556 cmdline: ‘C:\Users\user\AppData\Local\Temp\detection.exe’ MD5: 02BA1C44B6392F013A7AAOBI1314F45A)
. conhost.exe (PID: 5976 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)
. :// curl_x64.exe (PID: 5968 cmdline: 'C:\Users\user\AppData\Local\Temp\curl_x64.exe" --connect-timeout 5 --max-time 20 --fail --silent --request GET 'https://www.tousl
esdrivers.com/php/mes_drivers/version.php?v_version=3.0.4' MD5: EB0C8CB9887A7C9426D4E843DDDB8A44)
e [ waitfor.exe (PID: 1012 cmdline: WAITFOR /S DESKTOP-716T771 /Sl unlock MD5: 83E921720CA3BD03CF6BF5686E802C3D)
e [ sc.exe (PID: 5852 cmdline: SC query Winmgmt MD5: 24A3E2603E63BCB9695A2935D3B24695)
e [ waitfor.exe (PID: 2904 cmdline: WAITFOR /S DESKTOP-716T771 /Sl unlock MD5: 83E921720CA3BD03CF6BF5686E802C3D)
o [ detect x64.exe (PID: 360 cmdline: 'C:\Users\user\AppData\Local\Temp\detect_x64.exe' driverfiles 1394\* DISPLAY\* HDAUDIO\* HID\* MONITOR\* PCI\* PCMCIA\*
SBP2\* SD\* USB\* MD5: 6A7EC375AF8BA2E87FF7F23497E9944E)
o [ detect x64.exe (PID: 5504 cmdline: 'C:\Users\user\AppData\Local\Temp\detect_x64.exe' drivernodes 1394\* DISPLAY\* HDAUDIO\* HID\* MONITOR\* PCI\* PCMCIA\*
SBP2\* SD\* USB\* MD5: 6A7EC375AF8BA2E87FF7F23497E9944E)
o [ detect_x64.exe (PID: 1012 cmdline: 'C:\Users\user\AppData\Local\Temp\detect_x64.exe' hwids 1394\* DISPLAY\* HDAUDIO\* HID\* MONITOR\* PCI\* PCMCIA\* SBP2\*
SD\* USB\* MD5: 6A7TEC375AF8BA2E87FF7F23497E9944E)
o B detect_x64.exe (PID: 1692 cmdline: 'C:\Users\user\AppData\Local\Temp\detect_x64.exe' stack 1394\* DISPLAY\* HDAUDIOV* HID\* MONITOR\* PCI\* PCMCIA\* SBP2\*
SD\* USB\* MD5: 6A7EC375AF8BA2E87FF7F23497E9944E)
o B detect x64.exe (PID: 1704 cmdline: 'C:\Users\user\AppData\Local\Temp\detect_x64.exe' status 1394\* DISPLAY\* HDAUDIO\* HID\* MONITOR\* PCI\* PCMCIA\* SBP2\*
SD\* USB\* MD5: 6A7EC375AF8BA2E87FF7F23497E9944E)
o [ waitfor.exe (PID: 6812 cmdline: WAITFOR /S DESKTOP-716T771 /SI unlock MD5: 83E921720CA3BD03CF6BF5686E802C3D)
% aes_x64.exe (PID: 7004 cmdline: 'C:\Users\user\AppData\Local\Temp\aes_x64.exe' -e -p anT"UpFuzpuC@I|OvsoPVe2kiNTidaBo<zl|BeaRnUOResFwAy@dEnuCkU
d)hAzOh -o 'C:\Users\user\AppData\Local\Temp\8KVKWmfznwDbzahM\8KVKWmfznwDbzahM' - MD5: E5125D4651C008EBA61D9FD3ABD5AB31)

. Sj/ curl_x64.exe (PID: 7020 cmdline: 'C:\Users\user\AppData\Local\Temp\curl_x64.exe" --connect-timeout 5 --max-time 20 --fail --silent --request POST --form 'v_configu
ration=<C:\Users\user\AppData\Local\Temp\8KVKWmfznwDbzahM\8KVKWmfznwDbzahM' 'https://www.touslesdrivers.com/php/mes_drivers/envoi.php?v_id=8KVKWmfznwD
bzahM&v_version=3.0.4' MD5: EBOC8CB9887A7C9426D4E843DDDB8A44)

. cmd.exe (PID: 7064 cmdline: 'C:\Windows\system32\cmd.exe' /C START " 'http://www.touslesdrivers.com/index.php?v_page=31&v_id=8KVKWmfznwDbzahM' MD5:
F3BDBE3BB6F734E357235F4D5898582D)

. @ iexplore.exe (PID: 7120 cmdline: 'C:\Program Files\Internet Exploreniexplore.exe" http://www.touslesdrivers.com/index.php?v_page=31&v_id=8KVKWmfznwDbzahM
MD5: 6465CB92B25A7BC1DF8E01DSAC5E7596)
. @ iexplore.exe (PID: 3000 cmdline: 'C:\Program Files (x86)\Internet ExplorelIEXPLORE.EXE' SCODEF:7120 CREDAT:17410 /prefetch:2 MD5:
071277CC2E3DF41EEEA8013E2AB58D5A)
o [ waitfor.exe (PID: 7072 cmdline: WAITFOR /S DESKTOP-716T771 /SI unlock MD5: 83E921720CA3BD03CF6BF5686E802C3D)
= cleanup
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Malware Configuration

No configs have been found

Yara Overview

Initial Sample

Source

Mes_Drivers_3.0.4.exe

Dropped Files

Source

C:\Users\user\AppData\Local\Temp\aes_x64.exe

C:\Users\user\AppData\Local\Temp\aes_x86.exe

Memory Dumps

Source

00000001.00000000.218185318.000000000040
1000.00000020.00020000.sdmp

00000001.00000002.407834625.000000000040
1000.00000020.00020000.sdmp

00000024.00000002.388115021.00007FF69769
5000.00000002.00020000.sdmp

00000004.00000003.399944667.00000000009B
3000.00000004.00000001.sdmp

00000004.00000002.402849297.000000000040
1000.00000040.00020000.sdmp

Unpacked PEs

Source

4.3.detection.exe.7fa95e2c.0.unpack
36.0.aes_x64.exe.7ff697680000.0.unpack
4.3.detection.exe.2506990.6.raw.unpack
4.3.detection.exe.2506990.6.unpack

4.2.detection.exe.400000.0.unpack
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Rule Description Author

JoeSecurity_DelphiSyste  Detected Delphi use of Joe Security

mParamCount System.ParamCount()
Rule Description Author
JoeSecurity AESCRYPTT Yara detected Joe Security
ool AESCRYPT Tool
JoeSecurity AESCRYPTT Yara detected Joe Security
ool AESCRYPT Tool

Rule Description Author

JoeSecurity_DelphiSyste  Detected Delphi use of Joe Security
mParamCount System.ParamCount()

JoeSecurity_DelphiSyste  Detected Delphi use of Joe Security
mParamCount System.ParamCount()

JoeSecurity AESCRYPTT Yara detected
ool AESCRYPT Tool

Joe Security

webshell_asp_generic Generic ASP webshell Arnim Rupp
which uses any

eval/exec function

indirectly on user input

or writes a file

JoeSecurity_DelphiSyste  Detected Delphi use of Joe Security

mParamCount System.ParamCount()

Click to see the 6 entries
Rule Description Author
JoeSecurity AESCRYPTT Yara detected Joe Security
ool AESCRYPT Tool
JoeSecurity AESCRYPTT Yara detected Joe Security
ool AESCRYPT Tool
JoeSecurity AESCRYPTT Yara detected Joe Security
ool AESCRYPT Tool
JoeSecurity AESCRYPTT Yara detected Joe Security

ool AESCRYPT Tool

JoeSecurity_DelphiSyste  Detected Delphi use of Joe Security
mParamCount System.ParamCount()

Click to see the 4 entries

Strings

Strings

Strings

Ox3cce:$asp_gen_obfl: "+"
0x3da4:$asp_gen_obfl: "+"
0x3f20:$asp_gen_obf1: "+"
0x148e2:$tagasp_classidl: 72C24DD5-D70A-438B-8
A42-98424B8BAFB8

0xa040:$asp_inputl: request
0xf2be:$asp_inputl: request
0x9ccc:$asp_xml_methodl: GET
0xa050:$asp_xml_methodl: GET
Oxee06:$asp_xml_method2: POST
0xf2ce:$asp_xml_method2: POST
0x13d4:$asp_payload1l: WScript.Shell
0x1340:$asp_multi_payload_onel: CreateObject
0x13b8:$asp_multi_payload_onel: CreateObject
0x1340:$asp_multi_payload_fourl: CreateObject
0x13b8:$asp_multi_payload_fourl: CreateObject
Oxeb56:$asp_always_writel: .Write
0xaa80:$asp_write_way_one3: CreateTextFile
0x1340:$asp_cr_writel: CreateObject(
0x13b8:$asp_cr_writel: CreateObject(
0x148e2:$tagasp_capa_classidl: 72C24DD5-D70A-4
38B-8A42-98424B88AFB8

e o o o

© © © o o o o 0o o 0 0o 0 0 o o o

Strings
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Sigma Overview

No Sigma rule has matched

Jbx Signhature Overview

@ Click to jump to signature section

AV Detection:

Antivirus detection for URL or domain

Multi AV Scanner detection for dropped file

Multi AV Scanner detection for submitted file

Data Obfuscation:

Detected unpacking (changes PE section rights)

Malware Analysis System Evasion:

Mitre Att&ck Matrix

Initial
Access

Valid
Accounts

Default
Accounts

Domain
Accounts

Local
Accounts

Cloud
Accounts

Replication
Through
Removable
Media

Execution

Windows Management

Instrumentation

Native API

Command and Scripting

Interpreter

Service Execution

Cron

Launchd
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Logon Script Logon Script
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Network Network Logon
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Capture
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Capture
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GUI Input
Capture
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Initial Privilege Credential Lateral Command I

Access Execution Persistence Escalation Defense Evasion Access Discovery Movement Collection Exfiltration and Control |
External Scheduled Task Startup Startup Items ~ Process DCSync Process Discovery Windows Web Exfiltration Commonly I
Remote Items Injection Remote Portal Over Used Port /
Services Management Capture Alternative

Protocol
Drive-by Command and Scripting Scheduled  Scheduled Indicator Removal Proc Application Window  Shared Credential Exfiltration Application [
Compromise Interpreter Task/Job Task/Job from Tools Filesystem Discovery Webroot API Over Layer Protocol |

Hooking Symmetric I

Encrypted

Non-C2

Protocol
Exploit PowerShell At (Linux) At (Linux) Masquerading letc/passwd Remote System Software Data Exfiltration Web Protocols |
Public- and Discovery Deployment  Staged Over I
Facing letc/shadow Tools Asymmetric
Application Encrypted

Non-C2

Protocol

Behavior Graph

Sehavir Graph Legend:

s”"f.l w" ﬁ I:' Process

I:' Signature

I:' Created File

Il onsie info

.I.a Is Dropped

Is Windows Process

@

+*

Number of created Registry Values

LI
s
"en

Number of created Files

Y

Visual Basic

g5
2z
oz

)

Delphi

i
i
=

Java

.Net C# or VB.NET

C, C++ or other language

D@ 2 i~

I B g S Is malicious

Internet

w BB =

@ G m

Screenshots

Thumbnails

This section contains all screenshots as thumbnails, including those not shown in the slideshow.
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g hitps://wwovtouslesdrivers.comfindexphp?v_page=318_id ~ @ ¢ | | Search...

g Mes Drivers - détection aut...

Touslesidrivers.com
MARQUES | MES DRIVERS | ACTUALITE! IERS | INDISPENSABLES | UTILITAIRES | FORUM | ESPACE MEMERES | PAR

® Rechechersur © LD @ Googte [T [T & Fovors f Démarroge 4 Envoyer

! Accueil > Mes Drivers

L'analyse de votre configuration matérielle a permis de détecter un certain nombre de composants
périphériques ainsi que les drivers correspondants. Par défaut, seuls les drivers plus récents que ceu
installés sur votre ordinateur sont affichés.

Pour toute question sur ce service ou en cas de difficulté, n'hésitez pas 3 intervenir sur le forum de discus

Rappot
IQ RESUME DE VOTRE CONFIGURATION

[& Nom de la machine DESKTOP-T16T771
== Systéme d'exploitation Microsaft Windows 10 Pro 64 bit (build 10.0.17134)
¥ Carte mére PCIRAEYF7Z CIGPNSVFOF None (BIOS 1BH5B)

<> Processeur Intel Core2 6600 2,20 GHz CPU 0 (Intel64 Family & moc¥
>

H 0 Type here to search i}

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source Detection Scanner Label Link
Mes_Drivers_3.0.4.exe 12% Virustotal Browse
Mes_Drivers_3.0.4.exe 14% Metadefender Browse
Mes_Drivers_3.0.4.exe 17% ReversingLabs

Dropped Files

Source Detection Scanner Label Link
C:\Users\user\AppData\Local\Temp\aes_x64.exe 0% Metadefender Browse
C:\Users\user\AppData\Local\Temp\aes_x64.exe 0% ReversingLabs
C:\Users\user\AppData\Local\Temp\aes_x86.exe 21% Metadefender Browse
C:\Users\user\AppData\Local\Temp\aes_x86.exe 21% ReversingLabs Win32.Packed.Generic
C:\Users\user\AppData\Local\Temp\curl_x64.exe 0% Metadefender Browse
C:\Users\user\AppData\Local\Temp\curl_x64.exe 0% ReversingLabs
C:\Users\user\AppData\Local\Temp\curl_x86.exe 0% Metadefender Browse
C:\Users\user\AppData\Local\Temp\curl_x86.exe 3% ReversingLabs
C:\Users\user\AppData\Local\Temp\detect_x64.exe 0% Metadefender Browse

Copyright Joe Security LLC 2021 Page 8 of 55


https://www.virustotal.com/gui/file/0788aaea249d92a84f70047efcacaa54c26320b439c490ba3ce00457955031d6/detection/f-0788aaea249d92a84f70047efcacaa54c26320b439c490ba3ce00457955031d6-1625227045
https://www.metadefender.com/#!/results/file/bzIwMTExMUVLTkM2cWZpZko3YU51UzUwSkc/regular/analysis
https://www.metadefender.com/#!/results/file/YnpJd01EVXlPR0pmTVRSRGRrMVFhZ1pvZTJKTlYwWTQ/regular/analysis
https://www.metadefender.com/#!/results/file/WVRFMk1USXhOMU41UkUxR1MyZFJWbVVya0piZFMxN2M1Uw/regular/analysis
https://www.metadefender.com/#!/results/file/bzE3MDcwM1N5Vmt4YW1QTmJTa1hhQ19ndW9T/regular/analysis
https://www.metadefender.com/#!/results/file/bzE3MDYwMUJKUFdYb0I5NldaSEptMTdQZDA4Qg/regular/analysis
https://www.metadefender.com/#!/results/file/YnpFNU1USXdOSEo1Y210eGFFaElWSElTMS1acjZTcmFT/regular/analysis

Source Detection Scanner Label Link

C:\Users\user\AppData\Local\Temp\detect_x64.exe 0% ReversingLabs
C:\Users\user\AppData\Local\Temp\detect_x64_2.exe 0% Metadefender Browse
C:\Users\user\AppData\Local\Temp\detect_x64_2.exe 0% ReversingLabs
C:\Users\user\AppData\Local\Temp\detect_x86.exe 0% Metadefender Browse
C:\Users\user\AppData\Local\Temp\detect_x86.exe 0% ReversingLabs

Unpacked PE Files

Source Detection Scanner Label Link Download

Domains

Source Detection Scanner Label Link
46-105-202-207.any.cdn.anycast.me 0% Virustotal Browse
cdn.appconsent.io 1% Virustotal Browse
ads.sportslocalmedia.com 1% Virustotal Browse
URLs

Source Detection Scanner Label Link
http:/fwww.post.com/postit.cgi 0% Avira URL Cloud safe
http:/fhelp.with.curl.com/curlhelp.html 0% Avira URL Cloud safe
http:/fwww.weirdserver.com:8000/ 0% Avira URL Cloud  safe
Ppiwwwnatonsbankeom!  10%  AV@URLClud phistng
http://https://www.secure-site.com 0% Avira URL Cloud  safe
http:ifhttps://trust.web.deO 0% Avira URL Cloud safe
http:/fmachine.domain/full/path/to/file 0% Avira URL Cloud  safe
http:/fwww.formpost.com/getthis/post.cgi 0% Avira URL Cloud safe

http:ihttps://git.fedora- 0% Avira URL Cloud safe
http:/fwww.abyssmedia.com 0% Avira URL Cloud safe
http:/ithat.secret.site.comEXTRA 0% Avira URL Cloud  safe
http:/fwww.where.com/guest.cgi 0% Avira URL Cloud safe
http:/focsp.thawte.comO 0% URL Reputation safe
http:/focsp.thawte.comO 0% URL Reputation safe
http:/focsp.thawte.comO 0% URL Reputation safe
http:ifhttps://curl.haxx.seFTP 0% Avira URL Cloud safe
http:i/https://trust.web.de01 0% Avira URL Cloud safe
http:/fwww.drh-consultancy.d 0% Avira URL Cloud safe
http:/iftp://ftp.leachsite.com/README 0% Avira URL Cloud safe
http:/fwww.formpost.com/getthis/ 0% Avira URL Cloud safe
http:/iftp://ftp.com/moo.exe 0% Avira URL Cloud safe
http:/fwww.drh-consultancy.demon.co.uk/ 0% Avira URL Cloud  safe

http:/fwww.get.this/ 0% Avira URL Cloud safe
http:/fwww.upload.com/myfile 0% Avira URL Cloud safe

Domains and IPs

Contacted Domains

Name P Active Malicious Antivirus Detection Reputation
partnerad.l.doubleclick.net 142.250.180.226 true false high
googleads.g.doubleclick.net 216.58.214.194 true false high
srvl.touslesdrivers.com 85.31.204.81 true false high
46-105-202-207.any.cdn.anycast.me 46.105.202.207 true false e 0%, Virustotal, Browse unknown
cdn.appconsent.io 35.227.209.167 true false e 1%, Virustotal, Browse unknown
tags.smilewanted.com 104.26.7.39 true false high
securepubads.g.doubleclick.net unknown unknown false high
ads.sportslocalmedia.com unknown unknown false e 1%, Virustotal, Browse unknown
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https://www.metadefender.com/#!/results/file/YnpJd01Ea3dPRTkyTTNKM2VrWm5lRk1HNGk0TDczWWFU/regular/analysis
https://www.metadefender.com/#!/results/file/YnpFNU1UQXpNWEo1VnpjNFJXRmZOVUlCMU11UlZUZGNI/regular/analysis
https://www.metadefender.com/#!/results/file/YnpFNU1URXdObE41Ylc5TlZXdDRhVk1TMVFlNEl5eG9y/regular/analysis
https://www.virustotal.com/gui/url/959e7c7375dfb9537d785b5b94b9aaa8d27b8ce959deab52d583ba61c74e18f2/detection/u-959e7c7375dfb9537d785b5b94b9aaa8d27b8ce959deab52d583ba61c74e18f2-1451219000
https://www.virustotal.com/gui/url/d625d03b2270ff6b9a943762d0add93c3f210d70f46119dbd5015688310cbee9/detection/u-d625d03b2270ff6b9a943762d0add93c3f210d70f46119dbd5015688310cbee9-1624414835
https://www.virustotal.com/gui/url/bf6c5558c755ebb187066868e487978324887ac00ce9b64359a5f8675b19778b/detection/u-bf6c5558c755ebb187066868e487978324887ac00ce9b64359a5f8675b19778b-1624425774
https://www.virustotal.com/gui/url/959e7c7375dfb9537d785b5b94b9aaa8d27b8ce959deab52d583ba61c74e18f2/detection/u-959e7c7375dfb9537d785b5b94b9aaa8d27b8ce959deab52d583ba61c74e18f2-1451219000
https://www.virustotal.com/gui/url/d625d03b2270ff6b9a943762d0add93c3f210d70f46119dbd5015688310cbee9/detection/u-d625d03b2270ff6b9a943762d0add93c3f210d70f46119dbd5015688310cbee9-1624414835
https://www.virustotal.com/gui/url/bf6c5558c755ebb187066868e487978324887ac00ce9b64359a5f8675b19778b/detection/u-bf6c5558c755ebb187066868e487978324887ac00ce9b64359a5f8675b19778b-1624425774

Name P Active Malicious Antivirus Detection Reputation

www.touslesdrivers.com unknown unknown false high

Contacted URLs

Name Malicious Antivirus Detection Reputation

http://www.touslesdrivers.com/index.php?v_page=31&v_id=8KVKWmfznwDbzahM false high
URLs from Memory and Binaries

Contacted IPs

Public
P Domain Country Flag ASN ASN Name Malicious
85.31.204.81 srvl.touslesdrivers.com Sweden H 30781 JAGUAR-ASFR false
46.105.202.207 46-105-202- France 1] 16276 OVHFR false
207.any.cdn.anycast.me
142.250.180.226 partnerad.l.doubleclick.net United States £S5 15169 GOOGLEUS false
104.26.7.39 tags.smilewanted.com United States £S5 13335 CLOUDFLARENETUS false
35.227.209.167 cdn.appconsent.io United States = 15169 GOOGLEUS false
216.58.214.194 googleads.g.doubleclick.ne United States £S5 15169 GOOGLEUS false
t
Private
P
192.168.2.1
General Information
Joe Sandbox Version: 32.0.0 Black Diamond
Analysis ID: 445340
Start date: 07.07.2021
Start time: 16:17:26
Joe Sandbox Product: CloudBasic
Overall analysis duration: Oh 13m 13s
Hypervisor based Inspection enabled: false
Report type: light
Sample file name: Mes_Drivers_3.0.4.exe
Cookbook file name: default.jbs
Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8 Update 211
Number of analysed new started processes 45
analysed:
Number of new started drivers analysed: 0
Number of existing processes analysed: 0
Number of existing drivers analysed: 0
Number of injected processes analysed: 0
Technologies: e HCA enabled
e EGA enabled
e HDC enabled
* AMSI enabled
Analysis Mode: default
Analysis stop reason: Timeout
Detection: MAL
Classification: mal72.evad.winEXE@52/81@9/7
EGA Information: e Successful, ratio: 100%
HDC Information: e Successful, ratio: 10.2% (good quality ratio 8.7%)

e Quality average: 63.5%
e Quality standard deviation: 34.3%

HCA Information: Failed
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Cookbook Comments: e Adjust boot time
e Enable AMSI
e Found application associated with file extension: .exe

Warnings: Show All

Simulations

Behavior and APIs

Time Type Description

16:18:27 API Interceptor 4x Sleep call for process: waitfor.exe modified

Joe Sandbox View | Context

IPs
Match Associated Sample Name / URL SHA 256 Detection Link Context
85.31.204.81 - Get hash malicious Browse e www.tousl
esdrivers.
com/index.php?
v_page
=31&v_id=q
h9KWfRS01S
5Sbvf
Domains
Match Associated Sample Name / URL SHA 256 Detection Link Context
tags.smilewanted.com _ Get hash malicious Browse e 104.24.19.41
srvl.touslesdrivers.com _ Get hash malicious Browse e 85.31.204.81
ASN
Match Associated Sample Name / URL SHA 256 Detection Link Context
JAGUAR-ASFR [ZCOESVACES I et hash malicious Browse o 1042424541
_ Get hash malicious Browse o 194.242.45.41
_ Get hash malicious Browse o 194.242.45.41
_ Get hash malicious Browse e 31.7.255.66
_ Get hash malicious Browse e 194.88.246.242
_ Get hash malicious Browse o 194.88.246.242
_ Get hash malicious Browse e 194.88.246.242
_ Get hash malicious Browse e 194.88.246.242
IMedia Showerexe ) Get hash malicious Browse o 104.88.246.242
[67207exe ) Get hash malicious Browse o 104.88.246.242
2018 doc i Get hash malicious Browse o 104.88.246.242
[2018/doc Y Get hash malicious Browse o 104.88.246.242
JAVkehDPidos Y Get hash malicious Browse o 104.88.246.242
JAVkehDPidos Y Get hash malicious Browse o 104.88.246.242
FiudACH formidoe I Get hash malicious Browse o 104.88.246.242
FiudACH formidoe I Get hash malicious Browse o 104.88.246.242
lemotetziexe’ ) Get hash malicious Browse o 104.88.246.242
|ESteRamalizkiidoc S Get hash malicious Browse o 104.88.246.242
|ESteRamalizkiaidoc I Get hash malicious Browse o 104.88.246.242
|Guistanding Invicesidoe I Get hash malicious Browse o 104.88.246.242
OVHFR _ Get hash malicious Browse e 5.39.91.110
_ Get hash malicious Browse e 51.254.241.28
_ Get hash malicious Browse e 51.79.119.231
_ Get hash malicious Browse e 51.75.77.27
_ Get hash malicious Browse e 142.44.243.6
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https://view.joesandbox.com/analysis/67197/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/67197/html/none?idtype=webid
https://view.joesandbox.com/analysis/67197/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/67197/html/none?idtype=webid
https://view.joesandbox.com/analysis/67197/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/67197/html/none?idtype=webid
https://view.joesandbox.com/analysis/264548/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/264548/html/none?idtype=webid
https://view.joesandbox.com/analysis/264203/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/264203/html/none?idtype=webid
https://view.joesandbox.com/analysis/263992/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/263992/html/none?idtype=webid
https://view.joesandbox.com/analysis/224716/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/224716/html/none?idtype=webid
https://view.joesandbox.com/analysis/118195/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/118195/html/none?idtype=webid
https://view.joesandbox.com/analysis/118194/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/118194/html/none?idtype=webid
https://view.joesandbox.com/analysis/118155/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/118155/html/none?idtype=webid
https://view.joesandbox.com/analysis/118154/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/118154/html/none?idtype=webid
https://view.joesandbox.com/analysis/118152/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/118152/html/none?idtype=webid
https://view.joesandbox.com/analysis/118042/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/118042/html/none?idtype=webid
https://view.joesandbox.com/analysis/118040/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/118040/html/none?idtype=webid
https://view.joesandbox.com/analysis/118039/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/118039/html/none?idtype=webid
https://view.joesandbox.com/analysis/117972/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/117972/html/none?idtype=webid
https://view.joesandbox.com/analysis/117971/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/117971/html/none?idtype=webid
https://view.joesandbox.com/analysis/117895/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/117895/html/none?idtype=webid
https://view.joesandbox.com/analysis/117894/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/117894/html/none?idtype=webid
https://view.joesandbox.com/analysis/117855/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/117855/html/none?idtype=webid
https://view.joesandbox.com/analysis/117854/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/117854/html/none?idtype=webid
https://view.joesandbox.com/analysis/117853/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/117853/html/none?idtype=webid
https://view.joesandbox.com/analysis/117732/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/117732/html/none?idtype=webid
https://view.joesandbox.com/analysis/349449/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/349449/html/none?idtype=webid
https://view.joesandbox.com/analysis/349369/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/349369/html/none?idtype=webid
https://view.joesandbox.com/analysis/349311/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/349311/html/none?idtype=webid
https://view.joesandbox.com/analysis/348886/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/348886/html/none?idtype=webid
https://view.joesandbox.com/analysis/348793/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/348793/html/none?idtype=webid

Match

CLOUDFLARENETUS

JA3 Fingerprints

Match
9e10692f1b7f78228b2d4e424db3a98c
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SHA 256

Get hash
Get hash
Get hash
Get hash
Get hash

Get hash

Get hash
Get hash
Get hash
Get hash

Get hash
Get hash
Get hash
Get hash

Get hash

Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash
Get hash
Get hash
Get hash

Get hash
Get hash

Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash

SHA 256
Get hash

Get hash

Get hash

Get hash

> >
I n
@ 7]
o <]
Q, [}
2 2
@ @
-3 -3
[ [
o o
3 3
= -
o ®
=z 2
o o
3 3
® ®
c c
x a
[ [

Detection

malicious
malicious
malicious
malicious

malicious

malicious

malicious
malicious
malicious

malicious

malicious
malicious
malicious

malicious

malicious

malicious
malicious
malicious
malicious
malicious
malicious

malicious

malicious
malicious
malicious

malicious

malicious

malicious

malicious
malicious
malicious
malicious
malicious
malicious

malicious

Detection

malicious

malicious

malicious

malicious

Link

Browse
Browse
Browse
Browse

Browse

Browse

Browse
Browse
Browse

Browse

Browse
Browse
Browse

Browse

Browse

Browse
Browse
Browse
Browse
Browse
Browse

Browse

Browse
Browse
Browse

Browse

Browse

Browse

Browse
Browse
Browse
Browse
Browse
Browse

Browse

Link

Browse

Browse

Browse

Browse

Context

e 176.31.117.84
e 176.31.117.84
e 176.31.117.84
e 192.99.3.72

e 188.165.207.8

e 51.68.125.34

e 142.44.243.6
e 54.39.106.25
e 54.39.106.25
e 142.4.200.50

e 54.39.106.25
e 178.33.222.243
e 145.239.131.55

e 217.182.17
5.206

e 217.182.17
5.206

e 104.21.19.200
e 104.21.80.171
e 104.21.19.200
e 172.67.188.154
e 172.67.188.154
e 104.21.51.99

e 162.159.13
5.233

e 104.21.91.43
e 104.20.184.68
e 104.21.42.63

e 162.159.13
0.233

e 104.21.19.200

e 162.159.12
9.233

e 104.22.10.83

e 172.67.188.154
e 104.22.11.83

e 104.21.19.200
e 104.21.19.200
e 104.21.52.111
e 104.21.52.111

Context

e 104.26.7.39

e 46.105.202.207

e 142.250.18
0.226

e 35.227.209.167

e 216.58.214.194

e 104.26.7.39

e 46.105.202.207

e 142.250.18
0.226

e 35.227.209.167

e 216.58.214.194

e 104.26.7.39

e 46.105.202.207

e 142.250.18
0.226

e 35.227.209.167

e 216.58.214.194

e 104.26.7.39

e 46.105.202.207

e 142.250.18
0.226

e 35.227.209.167

e 216.58.214.194
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https://view.joesandbox.com/analysis/348484/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/348484/html/none?idtype=webid
https://view.joesandbox.com/analysis/348483/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/348483/html/none?idtype=webid
https://view.joesandbox.com/analysis/348482/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/348482/html/none?idtype=webid
https://view.joesandbox.com/analysis/348446/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/348446/html/none?idtype=webid
https://view.joesandbox.com/analysis/348439/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/348439/html/none?idtype=webid
https://view.joesandbox.com/analysis/348437/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/348437/html/none?idtype=webid
https://view.joesandbox.com/analysis/348432/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/348432/html/none?idtype=webid
https://view.joesandbox.com/analysis/348418/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/348418/html/none?idtype=webid
https://view.joesandbox.com/analysis/348415/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/348415/html/none?idtype=webid
https://view.joesandbox.com/analysis/348402/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/348402/html/none?idtype=webid
https://view.joesandbox.com/analysis/348379/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/348379/html/none?idtype=webid
https://view.joesandbox.com/analysis/348324/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/348324/html/none?idtype=webid
https://view.joesandbox.com/analysis/348218/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/348218/html/none?idtype=webid
https://view.joesandbox.com/analysis/348215/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/348215/html/none?idtype=webid
https://view.joesandbox.com/analysis/348208/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/348208/html/none?idtype=webid
https://view.joesandbox.com/analysis/349480/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/349480/html/none?idtype=webid
https://view.joesandbox.com/analysis/349471/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/349471/html/none?idtype=webid
https://view.joesandbox.com/analysis/349451/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/349451/html/none?idtype=webid
https://view.joesandbox.com/analysis/349450/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/349450/html/none?idtype=webid
https://view.joesandbox.com/analysis/349442/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/349442/html/none?idtype=webid
https://view.joesandbox.com/analysis/349441/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/349441/html/none?idtype=webid
https://view.joesandbox.com/analysis/349437/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/349437/html/none?idtype=webid
https://view.joesandbox.com/analysis/349429/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/349429/html/none?idtype=webid
https://view.joesandbox.com/analysis/349414/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/349414/html/none?idtype=webid
https://view.joesandbox.com/analysis/349406/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/349406/html/none?idtype=webid
https://view.joesandbox.com/analysis/349397/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/349397/html/none?idtype=webid
https://view.joesandbox.com/analysis/349388/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/349388/html/none?idtype=webid
https://view.joesandbox.com/analysis/349369/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/349369/html/none?idtype=webid
https://view.joesandbox.com/analysis/349352/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/349352/html/none?idtype=webid
https://view.joesandbox.com/analysis/349350/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/349350/html/none?idtype=webid
https://view.joesandbox.com/analysis/349344/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/349344/html/none?idtype=webid
https://view.joesandbox.com/analysis/349326/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/349326/html/none?idtype=webid
https://view.joesandbox.com/analysis/349322/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/349322/html/none?idtype=webid
https://view.joesandbox.com/analysis/349317/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/349317/html/none?idtype=webid
https://view.joesandbox.com/analysis/349316/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/349316/html/none?idtype=webid
https://view.joesandbox.com/analysis/349463/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/349463/html/none?idtype=webid
https://view.joesandbox.com/analysis/349414/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/349414/html/none?idtype=webid
https://view.joesandbox.com/analysis/349287/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/349287/html/none?idtype=webid
https://view.joesandbox.com/analysis/349242/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/349242/html/none?idtype=webid

Match
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Associated Sample Name /| URL SHA 256
Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Detection

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

Link

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Context

e 104.26.7.39
e 46.105.202.207
e 142.250.18

0.226

e 35.227.209.167
e 216.58.214.194

e 104.26.7.39
e 46.105.202.207
e 142.250.18

0.226

e 35.227.209.167
e 216.58.214.194

e 104.26.7.39
e 46.105.202.207
e 142.250.18

0.226

e 35.227.209.167
e 216.58.214.194

e 104.26.7.39
e 46.105.202.207
e 142.250.18

0.226

e 35.227.209.167
e 216.58.214.194

104.26.7.39

e 46.105.202.207
e 142.250.18

0.226
35.227.209.167

e 216.58.214.194

e 104.26.7.39
e 46.105.202.207
e 142.250.18

0.226

e 35.227.209.167
e 216.58.214.194

e 104.26.7.39
e 46.105.202.207
e 142.250.18

0.226

e 35.227.209.167
e 216.58.214.194

e 104.26.7.39
e 46.105.202.207
e 142.250.18

0.226

e 35.227.209.167
e 216.58.214.194

e 104.26.7.39
e 46.105.202.207
e 142.250.18

0.226

e 35.227.209.167
e 216.58.214.194

e 104.26.7.39
e 46.105.202.207
e 142.250.18

0.226

e 35.227.209.167
e 216.58.214.194

e 104.26.7.39
e 46.105.202.207
e 142.250.18

0.226

e 35.227.209.167
e 216.58.214.194

e 104.26.7.39
e 46.105.202.207
e 142.250.18

0.226

e 35.227.209.167
e 216.58.214.194

e 104.26.7.39
e 46.105.202.207
e 142.250.18

0.226

e 35.227.209.167
e 216.58.214.194
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https://view.joesandbox.com/analysis/349240/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/349240/html/none?idtype=webid
https://view.joesandbox.com/analysis/349228/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/349228/html/none?idtype=webid
https://view.joesandbox.com/analysis/349085/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/349085/html/none?idtype=webid
https://view.joesandbox.com/analysis/349084/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/349084/html/none?idtype=webid
https://view.joesandbox.com/analysis/349056/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/349056/html/none?idtype=webid
https://view.joesandbox.com/analysis/349038/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/349038/html/none?idtype=webid
https://view.joesandbox.com/analysis/349036/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/349036/html/none?idtype=webid
https://view.joesandbox.com/analysis/348945/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/348945/html/none?idtype=webid
https://view.joesandbox.com/analysis/348931/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/348931/html/none?idtype=webid
https://view.joesandbox.com/analysis/348863/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/348863/html/none?idtype=webid
https://view.joesandbox.com/analysis/348738/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/348738/html/none?idtype=webid
https://view.joesandbox.com/analysis/348690/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/348690/html/none?idtype=webid
https://view.joesandbox.com/analysis/348676/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/348676/html/none?idtype=webid

Match Associated Sample Name / URL SHA 256 Detection Link Context

Get hash malicious Browse e 104.26.7.39
e 46.105.202.207
e 142.250.18
0.226
e 35.227.209.167
e 216.58.214.194

Get hash malicious Browse e 104.26.7.39
e 46.105.202.207
e 142.250.18
0.226
e 35.227.209.167
e 216.58.214.194

Get hash malicious Browse e 104.26.7.39
e 46.105.202.207
e 142.250.18
0.226
e 35.227.209.167
e 216.58.214.194

Dropped Files

Match Associated Sample Name /| URL SHA 256 Detection Link Context

C:\Users\user\AppData\Local\Temp\aes_ _ Get hash malicious Browse

%86.exe _ Get hash malicious Browse
_ Get hash malicious Browse
_ Get hash malicious Browse

Created / dropped Files

C:\Users\luser\AppData\Local\Microsoft\internet Explorer\DOMStore\DURNCK2N\www.touslesdrivers[1].xml

Process: C:\Program Files (x86)\Internet Exploren\iexplore.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 1149

Entropy (8bit):  4.747828800985921

Encrypted: false

SSDEEP: 24:WU5QKG4RpG4RfG4RVKIGARO5GARKGAMUSQKGARPGARIGARVKIGARO5G4RKG4ghnh:L5Qx4+4Y 4W44884d4N5Qx4+4Y4W4488|
MD5: 38431A6165E6465C6653B93612467878

SHA1L: B5AB5255FD5F650380D890E8F98AG8F68A7F3C85

SHA-256: 19EF1B12D477C4B14FOE0C2B9584CC46B85963BDCA9ADI7AFCO36AA84C3DCBCY

SHA-512: 735A2F226F2B8FE6E936BBC5AEB2BO9EFF19F947B85A7210CDFC75D89B3DD98E47193C8B004B184A4D4594330984065A765BA580FE364A206011371BC5406C1F
Malicious: false

Preview:

<root></root><root><item name="goog_pem_mod" value="219" Itime="2404659120" htime="30897030" /><item name="google_experiment_mod34" value="233" Itime=
"2404659120" htime="30897030" /><item name="google_experiment_mod53" value="546" Itime="2404659120" htime="30897030" /><item name="google_experiment_m
0d36" value="593" Itime="2404659120" htime="30897030" /><item name="google_experiment_mod37" value="538" Itime="2404659120" htime="30897030" /><item n
ame="google_experiment_mod44" value="66" Itime="2404659120" htime="30897030" /></root><root><item name="goog_pem_mod" value="219" ltime="2404659120" h
time="30897030" /><item name="google_experiment_mod34" value="233" Itime="2404659120" htime="30897030" /><item name="google_experiment_mod53" value="5
46" Itime="2404659120" htime="30897030" /><item name="google_experiment_mod36" value="593" Itime="2404659120" htime="30897030" /><item name="google_ex
periment_mod37" value="538" Itime="2404659120" htime="30897030" /><item name="google_experiment_mod4

C:\Users\luser\AppData\Local\Microsoft\internet Explorer\Recovery\High\Active\RecoveryStore.{CB2B1FBA-DF79-11EB-90E5-ECF4BB570DC9}.dat

Process: C:\Program Files\internet explorer\iexplore.exe

File Type: Microsoft Word Document

Category: dropped

Size (bytes): 24152

Entropy (8bit):  1.7566510753587679

Encrypted: false

SSDEEP: 96:1AZHZen2eGkWeGoZteGovfeGo587teGo5TItAKWeGolaTxY6:rAZHZg2IWCtSTARLWM

MD5: F2094B58785E889300E51A297B323A13

SHAL: 3E0656A812951617423CD41E7343F8C9AB52D289

SHA-256: A362C87F77828C195DC393A3A8246D454E1C8526F77091E4A741FOBD09D95BF8

SHA-512: C14BB522BE7DA852EEF14756B8472CC4A6A86F1DEA6CCICCHE0353A9F5030444DFD94715C4EEBBFCC77FFEOBA80269C9810BE1D89F8E28D3352E519CB3A7F
OF

Malicious: false
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https://view.joesandbox.com/analysis/348670/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/348670/html/none?idtype=webid
https://view.joesandbox.com/analysis/348643/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/348643/html/none?idtype=webid
https://view.joesandbox.com/analysis/348575/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/348575/html/none?idtype=webid
https://view.joesandbox.com/analysis/323116/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/323116/html/none?idtype=webid
https://view.joesandbox.com/analysis/292904/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/292904/html/none?idtype=webid
https://view.joesandbox.com/analysis/264485/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/264485/html/none?idtype=webid
https://view.joesandbox.com/analysis/262101/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/262101/html/none?idtype=webid

C:\Users\user\AppDatal\Local\Microsoft\internet Explorer\Recovery\High\Active\RecoveryStore.{CB2B1FBA-DF79-11EB-90E5-ECF4BB570DC9}.dat

Preview:

C:\Users\luser\AppData\Local\Microsoft\internet Explorer\Recovery\High\Active\{CB2B1FBC-DF79-11EB-90E5-ECF4BB570DC9}.dat

Process: C:\Program Files\internet explorer\iexplore.exe
File Type: Microsoft Word Document

Category: dropped

Size (bytes): 28434

Entropy (8bit):  2.121175278022863

Encrypted: false

SSDEEP: 192:r1Z/QjiQh0QEFKQHUWQL2QIVQKbyi7y+89IMVcKIQXs/Mt8r:rl4ehHKSBOLpoM6XsUK

MDS5: 3D75EF0B794B72284F831C33F1CFI11F

SHA1L: 28CA94FO0CCE17724AEFF73BBAF1C45CD994A976E

SHA-256: 6A91CICFDE7ED356C4647E28DEAIB6F9299094C8D74231D7B5C2E64BE338C6FB

SHA-512: 1BCA7CE57C6016E14579F6F6586E1321A8E22D1D6CB61F8A1B8B7C469185CAELAC3EIF44F9978CC7CDD1ES51E3763D4DBD6F43536EB99AC381A8277B4AF6FF7
3

Malicious: false

Preview:

C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\Tiles\pin-17529550060\msapplication.xml

Process: C:\Program Files\internet explorer\iexplore.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 657

Entropy (8bit):  5.070960637996196

Encrypted: false

SSDEEP: 12: TMHANMNxOEGwJIw/CnWiml002EtM3MHANMNXOEGwWJIw/CnWimI00ONVbKEtMb:2d6NxOISHSZHKd6NXOISHSZ7Qb
MD5: C820C86A16E361C049E45BD7BD2633B1

SHAL: 8C490BBD560F1C156F467FEDECA469F7992B9E427

SHA-256: 70D14EDC26FF956FB80AB91C702AB9433639F498F05844F25E3983049BDEC58B

SHA-512: 87C8170F7C3A29027796C5A7FIF2B2EA76250C1141CBDIOE78969A486E354168148367EC72EE03FF23FF74A2B7E4710E236EB6D036C6DF713E76F8FF68D804758
Malicious: false

Preview:

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.twitter.com/"/><date>0xa20013e5,0x01d77386</date><
accdate>0xa20013e5,0x01d77386</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.twitter.com/"/><date>0xa20013e5,0x01d77386</date><accdate>0
xa20013e5,0x01d77386</accdate></config><tile><wide310x150logo/><square310x310logo/><square 70x70logo/><favorite src="C:\Users\user\Favorites\Twitter.url"/></tile
></msapplication></browserconfig>..

C:\Users\luser\AppDatal\Local\Microsoft\internet Explorer\Tiles\pin-18270793970\msapplication.xml

Process: C:\Program Files\internet explorer\iexplore.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 654

Entropy (8bit):  5.0767930435485145

Encrypted: false

SSDEEP: 12: TMHANMNxe2kUKTK7CnWimI002EtM3MHANMNxe2kUKTK7CnWimI00ONkak6EtMb:2d6NxrLKTKuSZHKdENxrLKTKuSZ72a7b
MD5: 0566A379CAD412A4472E56F3012ADES3

SHAL: 09C59E53918537468B6BA4C87B8E4D9779C25211

SHA-256: 700A16961A5A598794052284518200F7E7CF50967066AA7540CB0241F287A6A2

SHA-512: DB6ADCBADF682A766F7DA1AF796500C3121629431138247CFD249F5C1E5AD87A5DFI8D53BBE1FIA3602B60001F48AA981E809BC3649426D4785079FB6695873F
Malicious: false

Preview:

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.amazon.com/"/><date>0xalf0d1a5,0x01d77386</date><a
ccdate>0xalf0d1a5,0x01d77386</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.amazon.com/"/><date>0xa1f0d1a5,0x01d77386</date><a
ccdate>0xalf0d1a5,0x01d77386</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Am
azon.url"/></tile></msapplication></browserconfig>..

C:\Users\user\AppDatal\Local\Microsoft\internet Explorer\Tiles\pin-21706820\msapplication.xml

Process: C:\Program Files\internet explorer\iexplore.exe
File Type: XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators
Category: dropped
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C:\Users\user\AppDatal\Local\Microsoft\internet Explorer\Tiles\pin-21706820\msapplication.xml

Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

663

5.09038772814423

false

12:TMHANMNxvLGwWJIw/CnWiml002EtM3MHANMNXVLGwWJIW/CnWimI00ONmMZEtMb:2d6NxviSHSZHKdENxviSHSZ7Ub

324831E1E7870332C641A0ADC532DB48

ED6641C62255137886967E337B56ACA1B8103E72

0A4551E8674190FF4C6CA4DA430DCAABE4652BABFEF9BIA7C8554C6E6ADIEBOB
9CF0414B252A88D3B0OD5CF6177222BEF8398DAE5S3B2753C354DE99FOE4B6E71FFD0519C6F7D091E3002CEED5D83F1E47D0C8E615021A10F6A048743B205E9AF

false

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.wikipedia.com/"/><date>0xa20013e5,0x01d77386</date>
<accdate>0xa20013e5,0x01d77386</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..
<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.wikipedia.com/"/><date>0xa20013e5,0x01d77386</date><accda
te>0xa20013e5,0x01d77386</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Wikipe
dia.url"/></tile></msapplication></browserconfig>..

C:\Users\luser\AppData\Local\Microsoft\internet Explorer\Tiles\pin-4759708130\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\internet exploren\iexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

648

5.085808071867358

false

12: TMHANMNXxiGwJIw/CnWiml002EtM3MHANMNXxiGwJIw/CnWimI00ONd5EtMb: 2d6NxbSHSZHKdENXbSHSZ 7njb
F2A7FD434E6DA631F08C263AA5CB8D86

0B87F3DEC9775670FAC4ED2B8C73D0220328F83E
2F1AA046DE93B7F62BF2983D5710DCAACEA4864D377FC34F99AD8BOC7577EEIC
915B08D87832D92213BD204D598BACCA043BC3056362837352C6626B24B9B2416B7ED5F971A90014AC7DFEF4C1EC87971C8B01EEBBBF4E4F075F69230EE9D43

false

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.live.com/"/><date>0xa20013e5,0x01d77386</date><acc
date>0xa20013e5,0x01d77386</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?xml
version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.live.com/"/><date>0xa20013e5,0x01d77386</date><accdate>0xa2001
3e5,0x01d77386</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Live.url"/></tile>
</msapplication></browserconfig>..

C:\Users\user\AppData\Local\Microsoft\internet Explorer\Tiles\pin-6757900\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\internet explorer\iexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

657

5.111091333937085

false

12: TMHANMNxhGwGwJIw/CnWimI002EtM3MHANMNXhGwGw5CnWimI00ON8K075EtMb:2d6NxQ5SHSZHKd6NXQ5vSZ7uKajb
9B16649B7FB0304B871035958FAGE45F

18A15A23266DAB013DC5B0533242A6504C949964
178A3C0OBOFFD4D51E8964574836BAF7B02AB19D280D36FA32EC4B8131F78A869

3B49CC4DC056FFECA26AC3E3CEFC8F911BD09CC19AE7DA7D33D916DC769A0080B86C8BA277AC0OD70B251220A2664F300A88B7FACDE2C2B6F23C5D856D9771
53

false

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.youtube.com/'/><date>0xa20013e5,0x01d77386</date><
accdate>0xa20013e5,0x01d77386</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.youtube.com/"/><date>0xa20013e5,0x01d77386</date><accdate>0
xa207b505,0x01d77386</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Youtube.url"/>
</tile></msapplication></browserconfig>..

C:\Users\user\AppDatal\Local\Microsoft\internet Explorer\Tiles\pin-8760897390\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

C:\Program Files\internet explorer\iexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

654

5.074601648309996

false

12: TMHANMNxOnGwJIw/CnWiml002EtM3MHANMNXONGwJw/CnWimI00ONXEtMb:2d6NXOGSHSZHKd6NXOGSHSZ7Vb
46B355072F66142857F85733C9845FDF

87EBBED7053F49C3EAF9348EA8D36B70FESAE30E
A78C9B36EF276B589D84D36375ED25EAD84154772AAA7T0B33C2F3AEF3302E6FD
98B9375ADD8232449387829287340599496110F1A5BA4ACDF3E5E441511F96B6B06943EFCF246DDBFFF21C8D38879DAFC7ACD431D2009C060CCCE169F9101EC
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C:\Users\user\AppDatal\Local\Microsoft\internet Explorer\Tiles\pin-8760897390\msapplication.xml

Malicious:

Preview:

false

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.reddit.com/"/><date>0xa20013e5,0x01d77386</date><a
ccdate>0xa20013e5,0x01d77386</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.reddit.com/"/><date>0xa20013e5,0x01d77386</date><accdate>0xa
20013e5,0x01d77386</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Reddit.url"/></tile>
</msapplication></browserconfig>..

C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\Tiles\pin20259167780\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\internet exploren\iexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

657

5.11053558965378

false

12: TMHANMNxxGwIw/CnWiml002EtM3MHANMNXxGwJIw/CnWimI00ON6Kg5EtMb:2d6Nx0SHSZHKd6NXoSHSZ7ub
29C27095F70CE27F08ED4680D4AC18CE

BF26A97CECD18DD8F78D4DBF4440394F494D4B7E
4DEC647A5C0320FF239EFAE87E2C4181BF813409A9AB019F3403F67ECADCO033A

E27B5366F287F1DC9C603BB17D8CCOCF8531C9E3F38B193D46204DDBA0436C8A69E1F89BADEFESACC3446F72C3307D1A83F5BEAD1DA960769F7737086AD579
4

false

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.nytimes.com/"/><date>0xa20013e5,0x01d77386</date><
accdate>0xa20013e5,0x01d77386</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.nytimes.com/"/><date>0xa20013e5,0x01d77386</date><accdate>0
xa20013e5,0x01d77386</accdate></config><tile><wide310x150logo/><square310x310logo/><square 70x70logo/><favorite src="C:\Users\user\Favorites\NYTimes.url"/>
</tile></msapplication></browserconfig>..

C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\Tiles\pin20332743330\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\internet explorer\iexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

660

5.090841465801232

false

12: TMHANMNxcGwJIw/CnWiml002EtM3MHANMNxcGwJIw/CnWimIOOONVEtMb:2d6NX9SHSZHKA6NX9SHSZ71b
714DC758FEADC372CF5979C7A52E26A0

28930CA1058279D870189DB532B1996D9BF64F96
874AA2450E699F8BDDEGD8FCC705265328790FF1B76CDF664825BA7C8111739E
A810183045FEF141D37A6AEE4AEFA4F3601AF407F6EDG0AG843797F63761703F70635C7C1462D86D99F5C99900F7683914FB2FDDBD3F1389E2E485D0E14EC6D8

false

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.facebook.com/"/><date>0xa20013e5,0x01d77386</date>
<accdate>0xa20013e5,0x01d77386</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.facebook.com/'/><date>0xa20013e5,0x01d77386</date><accdate
>0xa20013e5,0x01d77386</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Facebook
.url"/></tile></msapplication></browserconfig>..

C:\Users\luser\AppData\Local\Microsoft\internet Explorer\Tiles\pin8215062560\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\internet explorer\iexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

654

5.071300069294579

false

12: TMHANMNxfnGwJw/CnWiml002EtM3MHANMNXxfnGwJw/CnWiml00ONe5EtMb:2d6Nx+SHSZHKd6Nx+SHSZ7Ejb
DF1C8EOED2200BDAD29BB5E68A5B86A6

67500311DD242A0B554ADB5CBB97BCCDB5F60AE9
72E9737B3336D415FF75E06A4BEEOF1536B1B58C2C71F73212172BC60B436495
40476AE6C98F437E629AB7BFAF901663D792390F934B3AD32B141BFE8029155383159FE285C41E50E26CB620AFCDOB1FA2C254295FDD3DE6SDDD14F5E8B5BAA

false

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.google.com/"/><date>0xa20013e5,0x01d77386</date><a
ccdate>0xa20013e5,0x01d77386</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.google.com/"/><date>0xa20013e5,0x01d77386</date><a
ccdate>0xa20013e5,0x01d77386</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Go
ogle.url"/></tile></msapplication></browserconfig>..
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C:\Users\user\AppDatal\Local\Microsoft\internet Explorerlimagestore\dikxvgflimagestore.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

data

modified

3384

4.546830126769735

false

48:pONSVGNwTINNUBA8dKEGBgT+bzoz7QzM8Y45vI/f40rWF:gkvGN/NNBUKEN6Y XQwMoOr+
8F4DED883F678051B34684898FCA42C1

95138326896D7E394AB6EGIE12A5BF45952D56EF
EFFFA36F8FCE3897799F1ED80A93F656F7D46B5E17E226C438690980BFB09D62

D46EBA8A776D6B076D53D6E4A1D3AA8510C8EDC5A90BBD6COEG797BAAA453256158D30E66A92D850CD4740152A30F19A9975DF56D46547631B393A24C3989DI
B

false

*h.ttp.s..//ww.w..to.u.s.les.driv.ers..c.om./fav.i.c.o.n..ic.0.......

A (L&

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lIE\4PB7FJIMT\f[1].txt

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

downloaded

138064

5.5669460283060115

false
1536:2Xhvx2zPDi4gC4lsfg4tS+kssmhpfWTxKO1CPYxStSTuljeJILDrIOF7R7IMMAPmM:NZzY167k2gJIxCj62KR7IX1RQ69PM
BDB37E14039F70677DCE242D596CABBC

8AD1EOBB3A471D584F6A5ABCACB7C1D3ADB573D2
BE708150523CC8B5E75C597397DB27DA8A982A077BD14EDB0164EA097C3A7A62
793978B9CB5C394827E7F0177F625D6A1D51E6BBA067A8BACCDIEI6053D2F24ADAC3F227758F17A540FD242557AAD22F768D23518107D4D60EE47657C6A96BA
false

http://https://pagead2.googlesyndication.com/pagead/js/adsbygoogle.js

(function(sttc){/* . . Copyright The Closure Library Authors. . SPDX-License-Identifier: Apache-2.0 .*/ .var n,aa;function ba(a){var b=0;return function(){return b<a.length?
{done:!1,value:a[b++]}:{done:!0}}}var ca="function"==typeof Object.defineProperties?Object.defineProperty:function(a,b,c){if(a==Array.prototype||a==Object.prototype)re
turn a;a[b]=c.value;return a}; .function ea(a){a=["object"==typeof globalThis&&globalThis,a,"object"==typeof window&&window,"object"==typeof self&&self,"object"==typeof
global&&global];for(var b=0;b<a.length;++b){var c=a[b];if(c&&c.Math==Math)return c}throw Error("Cannot find global object");}var fa=ea(this),ha="function"===typeof
Symbol&&"symbol“===typeof Symbol("x"),p={},ia={};function r(a,b){var c=ia[b];if(null==c)return a[b];c=a[c];return void 0!==c?c:a[b]} .function ja(a,b,c){if(b)a:{var d=a.split(".
");a=1===d.length;var e=d[0],f;!a&&e in p?f=p:f=fa;for(e=0;e<d.length-1;e++){var g=d[e];if((g in f))break a;f=f[g]}d=d[d.length-1];,c=ha&&"es6"===c?f[

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\APB7FJMT\favicon[1].ico

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

MS Windows icon resource - 1 icon, 32x32, 24 bits/pixel

downloaded

3262

4.485268324024185

false
48:wvGNwTINNUBA8dKEGBgT+bz0z7QzM8Y45vI/f40rW:wvGN/NN6UKENEYXQwMoOr
0580BE944FDBOCA958CEE222CE2C33EF
76840612E4FB069A0257E1D541CEFF3E05258C5B
EFDCC2E389940AF4E17F30027E2DE083A4A6206BD93865D573F35AEB24D48548

2EE223EE90D804AD96C7CD34B37FEE91B04426BBF03390AC3D5BA25D4636E7FOCCEOBCD5F96DD8CF04FCA197C2A4A049EE47TFABCB93942558D8117A3803F1
42

false

http:i/https://www.touslesdrivers.com/favicon.ico

...................................... bt 54 58 AR (1B Mo L5 20 20 IF LF (GBI @

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellE\4PB7FIMT\fond_cadre_gauche[1].gif

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:

C:\Program Files (x86)\Internet Explorer\iexplore.exe
GIF image data, version 89a, 20 x 1

downloaded

96

5.537374739988986

false
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellE\4PB7FJMT\fond_cadre_gauche[1].gif

SSDEEP: 3:C2ImRKVA2Hy8|GYF+YdmRa//lillhojE:6sq23Gm+YdQI74E

MDS5: C24692F799AAF2F5AD6639C6B7951AA5

SHA1L: 41AAC8D27A14C1A44E0259624B26FD34A548EFFD

SHA-256: F460795DED908CA63FD1EDDC5A41FE275A916 A0DCACDB7A28E2B3D37FB5E36B2

SHA-512: 560B7832F0AALE02BBDA31A5BD25EBD69EA84CB856F2847B714F6D1F2410D3B104D2C8A6FAID8B6CAEDDACBO1EI7F8C6964B48D6B387E3879474599A447D6L
4D

Malicious: false

|IE Cache URL: http://https://www.touslesdrivers.com/images/site/fond_cadre_gauche.gif

Preview:
GIF89a........ L{....ec)bipee.. P~.V...... Dl (R EL....@O.F.;

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\4PB7FJMT\host_name[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 32 x 32, 8-bit/color RGBA, non-interlaced
Category: downloaded

Size (bytes): 2193

Entropy (8bit):  7.889290673872146

Encrypted: false

SSDEEP: 48:dM1pX9knogc+HJI2F6onxETbr5a+OwenXz7mD7paMfQ3wPOe:qlsndc+ULlEThrdxenXXmRffPOe

MDS5: AD8E6747D4030231BA900F9B099E7290

SHA1L: 3510865939B06510F48A73495B9EF09E8B325C40

SHA-256: B3208CACE7FFE15BE999E3A06335FDADF465F4AD9D5B53817C73AFD78701CB26

SHA-512: 99F12AC94A7AB8753B3D3F9667DFF84819F0ACA27F092282FC2127F20447D4102813886C7D34A7477A80B568D2D7E060791A3791622EE33196E76EFDOAISD5EA
Malicious: false

IE Cache URL:  http://https://www.touslesdrivers.com/images/mes_drivers/resume/host_name.png

Preview:
PNG........ IHDR... ... ... szz....tEXtSoftware.Adobe ImageReadyq.e<...3IDATx..Wil.......... 2...$.7.0kH..v.J.LrJ$.>T.P.Z.RD.UT.U4R...BK...u.q..s. X.W.. Koo &
{3 LIALyId L & t'n(3.&. L(\P.X ... ZZZ L& WRL....w|.u..'< JO{..]|..n..H.......7/...$M..e.mmmp.\3....QUU.UU.%P.z.?:..U.6....w;.9\.L.?2...:.<.%.]..9.._....(.7
L.]x<.0.%..E}...[.> L KELSL W T o..]C.m.=.7.1fw"..Ub.#£S...7.n...J[2... e XWL L =T8R98 7 1..#.C...|.Sry.w..ne..$&
3'.Dd4.B.@...PT..h0."TC....Ze\....).......2Z.N...Th.=.R.D@..=..V...A.;..c.. . tH...oo.o. 4.x....hL/..aC$."..[.5}.QI&L!@....Mc..c.nug2.i..0.}.7.....2.A ).n..8;...7.gc™".., ...
L9.i..oRh.#k W.l|ty..1.;}.";;0.BS.... a.@....R. adXanQuL L.CLVomu w3~ $<K..N........... ul...w=._.(.M....,...Qlry..e%.;9"

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellE\4PB7FJIMT\loader[1].js

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text

Category: downloaded

Size (bytes): 263

Entropy (8bit): 4.845707282245

Encrypted: false

SSDEEP: 6:Qr/8/iIFSgbDRWs+0i+8mg09I3sGAicLmsBtWcawncG5n:YYiFXDRWXu3xAixsjown35
MD5: 939C4AB6F35E346B2014E2719E073E03

SHA1L: A24ACAFA350E3CF1DB80557BF1F5FBF1F1FOF842

SHA-256: 45FCB9A07E3F111F6EB17F93E31450B0D60240FABOASCF361478D12F3CA908AB
SHA-512: 0D87FOCE57463594E827F30DE056008A8875B77CEFDA45BF0B347ADBC466D03998FE68C3A616D1001B038906160A094BD7A12CE4F05085CDD34F39E6AB484D2F
Malicious: false

IE Cache URL:  http:i/https://cdn.appconsent.io/loader.js

Preview:
‘use strict'.var baseUrl = 'https://cdn.appconsent.io/tcf2/28.4.0".var head = document.getElementsByTagName(‘head')[0].var script = document.createElement('script’).scrip
t.type = 'text/javascript'.script.src = baseUrl + ‘/core.bundle.js'.head.appendChild(script).

C:\Users\luser\AppDatal\Local\Microsoft\Windows\INetCachellE\4PB7FIMT\memory[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 32 x 32, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 1077

Entropy (8bit):  7.775326271252012

Encrypted: false

SSDEEP: 24:38Uvz66BLEp70PKfsx30uDivHwaMVAYKpFUOqqr:J8+EhzycHfMVzvYr

MD5: 2BC67C912BCC4A8FCDDD17D405A1F3D5

SHAL: 986EBE371D7040D1740D12AF537BD9755E411781

SHA-256: EB7813C98D7B33ED273059B95B781918B53F1D02AE42D888577BCE7F8F7DD61A
SHA-512: 55D6BE705F771385C09E5D9EO5DAOBFE396FFAB853B884C7C1FBC77D249CF1AAFC1832004F1741D0246CB280AEOSDE40089F79A90AA75855675E79FEBA2646B
Malicious: false

|IE Cache URL: http://https://www.touslesdrivers.com/images/mes_drivers/resume/memory.png
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellE\4PB7FIMT\memory[1].png

Preview:

."V.5./.s...2..9¢p.73\4.9.X...5v....L.7....y..Y.6...;
Q= B.<.N,..0s.7:H..S.J\.T......7..

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJMT\motherboard[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 32 x 32, 8-bit/color RGBA, non-interlaced
Category: downloaded

Size (bytes): 1286

Entropy (8bit):  7.774039023750853

Encrypted: false

SSDEEP: 24:LLXrJ8DTdgPBOiIX04ApvL90an+Gkn72PQjUtnRHNpB1MJILAJOHCIdTsR:LHJI8vddiXivLEFMPQIBRxe7JOsR

MD5: 8BODF2F8C82A0E94378DE269173A6245

SHA1L: 445CB77AB76C36E36687D512882A9547E169FAE2

SHA-256: 7624E79929506F747AAB48020B944198DE22D008CB3F94195B8FEC3C88044BD2

SHA-512: 24066AF31B910A99FE18BEE33AF2632B65AADBCACEBFABBEE4E60427A985EE3D338F3CAABFBE3EE3C8BADID621957458E130F55256A3C0751B0881F895D830°
7

Malicious: false

|IE Cache URL: http://https://www.touslesdrivers.com/images/mes_drivers/resume/motherboard.png

Preview:
tEXtSoftware.Adobe ImageReadyq.e<....IDATX..V]L[e.~........ e..c...dH...b..c.,......%.h\4..g...-t.#..0.*.eA8(.....=..=.._@7..79..5...y..
{8..y._TfF.$6s/..C’?....&..
...... eL.._.k=.f.
16....= {w.->....
L@.F2..Q.,...\W.
LH.
C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJMT\option_moteur[1].gif
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe
File Type: GIF image data, version 89a, 16 x 16
Category: downloaded
Size (bytes): 1022
Entropy (8bit): 6.064376998696999
Encrypted: false
SSDEEP: 12:pKSinliOl9outoBvk+/O7bUC|SLZYRHHpwCIf+iX3:UGSpe/yGz8HQGIX3
MD5: C4A9703806307A8F55D5D0DEBO47EFCA
SHAL: 5C8A91273A6A2B36E215E2761DDFBEYA7970BCBD
SHA-256: F76A5BA234C7A9DF93A5566B3EDIE9562934D589F610079418525C1728775633
SHA-512: D7CB660411B5EA23A68B1D7C0446A1D70804658397705E6BFD87125ECB1F5D87BB19EEE31D56BD3D4DEF9BC7982928E1D92C3B93C05CC48EE70EOFASOE7OF
9
Malicious: false

IE Cache URL:  http:i/https://www.touslesdrivers.com/images/site/option_moteur.gif

Preview:

a(%@.@)\.P@
@..4HR j.. .(c...).Q... #'9( HO.6.X .. (<. .28, UN. (o Ol .2,

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJMT\processor[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 32 x 32, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 1132

Entropy (8bit):  7.78418742492434

Encrypted: false

SSDEEP: 24:LgcGvPgl+5dyO6dKS/LOPcllylhYVEVIFeAEKMrNgvjscomC5H:LgfPgl+5ZzYLCpvDVMILHOZ
MD5: BFD62B86E92836CB415C208E20041EA4

SHAL: 8F77DE6DACFEE18FEE144F11CAC3CCA29FD3FC8A

SHA-256: 4CF76316082969F2EF3200B2E6B7EEF27A9E715E208CBC23DC5BC7987AD2B1E9
SHA-512: BD1E935FD56C43D829796545829FF6FA0898475778FE663CFABCF30782951C452A6157D3212BDF15A8D738FAC3AE481FEDASA9DC7BOEDODF22345D7FB797156
Malicious: false

|IE Cache URL: http://https://www.touslesdrivers.com/images/mes_drivers/resume/processor.png
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellE\4PB7FJMT\processor[1].png

Preview:

IHDR... ... ..... szz....tEXtSoftware.Adobe ImageReadyq.e<....IDATx..[0.G...=...0..v1-%.".8i." .V.J...U{....w.D..J..R.P...%.B&F....166.k.=t....G.ZF...9<...}3.,.B.K...
E.@.}.}..4...)).14H. w.....M........ |..jv¥?.\..=6.-C3.... K....O..80. t.C.C.SHCT.= M. KY _NX..W....|.....8 A |.. A 2{.0.....z.N......... fE2.R.B.D..G(

........ }>_.#20.G}.S}...w..5IN.U<*.f.Re.$.3}a.0?..f N)'...IN.g...{.....aiv....G.{0[iz5.$I.C.$.>....v... L. WAT+.{.10N.X..u....P.
9..%.B3..bA.... T.. I.EEQD..C".G.F./"/..d.y.......v.(.aX.Ey...-..[.t4 ht...u=...F..d..0...XZ....aWVM!.L". X)..e....e.. XL..... T.R.W5V*> . .&?2.._f~..i.
El.n))-vil*&>0N9 % ko fly ] =@....0% X&;.490. .. Ti...g...J. X.V.U....eN...9. [, 'C.g..N..Z...X.N...Sr...,.r.vwl.H...._\>_....V.0.

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJMT\resume[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 48 x 48, 8-bit/color RGBA, non-interlaced

downloaded

3089

7.91147236565472

false
48:hAIJGMA5AYHNWOFZRIV56tlcx6qdEOpbH2boCXbDD7xCXFK9koyZcrOkNoGUx:hA/J25AYweMpPXIEnY XeyZPkNAX
113C088A7AF096B0780EABC7EFESAO5C

5DB34253736A4DA8A4B399F412391C9076E2A443
41D08DA568B2A2E8703144828DCFADB56D8AB31B221FA8439D26FBSACB30F80A
ODCDB93D9DFEB21239749412DE2C346519D69EDFIB3ESC1683AB736212B7F8732004A955614511DB420EADISFOEOCB33E2D9615A5AE3E23857F99D837162E38:
false

http://https://www.touslesdrivers.com/images/mes_drivers/resume.png

PNG........ IHDR...0...0....W....... tEXtSoftware.Adobe ImageReadyq.e<....IDATX..YKL[..?.....6.........B.4.J..jNk.t..K2.....n_.U}i...&u..tY..P....... &,0........ {..M..KBU.\s..w..w..
..g.M.h..00.<...@...0....;033..B..B.....H$PPX. k...fs... x.......h.d2..D".(..L...7...F..OE.hO........ KTV .U 7UW...2.hr ... 47V__.Y.....zO0.....PZZ...q.#...;vn.B....{z}.r..

.0..E..D,..\N....@0.64 .}~...sii. \.K.R.}.6.......0...0..1...;M....2.00.€9.M.&.9R..2 L. [..sL.g. X....y..]?u. " ] $..h.eY ... }.709.9..333s..~4......e....SpoD..W?... °5...4S8...0T
r\b.2, v \LhiZ)) Q. A.mu.2(.@.....7XA....ccaG.u...... .wzfy..n..mY.i.s~>..L..OR.F.(P\.DA..1.b;@...~.z=..].(;>.T.<......z.Z/s.\~\"...Y.. .....9...Q. X....x0..
..... ,.0K..@.bO(.(....vPZ..B..BO{.H..TI..O.xp....;.70.0ij<......"$.d..L.l.Eb.h.3..X.........0~.r.05=..x.td..ad.q.&hP"...........LS.-S~.......A0...Z/.*8..P....LV....P..

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJMT\style[1].css

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

UTF-8 Unicode text, with very long lines, with CRLF line terminators

downloaded

24423

5.069870974752049

false
192:d2wjAMhAUN2J52n4sEcjzg7aD8JL8fWAzy4AXqCFxdlY88E+7ubSL38pRIfOpG5Y:iezPG/4Zx
45A9ADE38A96D6750D6B38B769DFEBO6
AF7D1E493DEFD724FFE8F79DBA72BA3EC750897E
104B3BB884AE25296EDE724AF5AEDF559BF5E51C8F38F5E9090F1B97E0484EC3
650C5C4A9833FC23A8DF24BC23031DA8E8S269920914976E492027ABEEFE44B66E8D54225E724AA6ADFA3650EAE416A1201E3446B739A98B60E7F68BD62DCDO5
false

http://https://www.touslesdrivers.com/style.css

body.site. .{...margin:5px;...background:#FOFOFO;...font-family:"segoe ui","trebuchet ms",tahoma,verdana;...font-size:13px;...color:#000000;...text-align:center;..}..div.d
iv_principal..{...width:988px;...height:100%;...margin:auto;...padding:0px;...border: 1px solid #000000;...background:#004483;..}..div.menu. {...width:100%;...height:25px;
...margin:0px;...padding:0px;...border:0px;...font-size:12px;...font-weight:bold;...text-transform:uppercase;...clear:both;..}..div.recherche. {...width:510px;...height:25px;...mar
gin:0px;...padding:0px;...padding-left:10px;...border:0px;...font-size:12px;...font-weight:bold;...color:#FFFFFF;.. text-align:left;...float:left;..}..div.options. {...width:auto;.
..height:25px;...margin:0px;...padding:0px;...padding-right: 10px;...border:0px;...font-size:12px;...font-weight:bold;...color:#FFFFFF;...text-align:right;...float:right;..}..div.ac
cueil_alphabetique..{...border:0px;...text-align:center;...line-height:20pXx;..}..table.tableau_haut. {...width:100%;...h

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellE\4PB7FJIMT\touslesdrivers[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

UTF-8 Unicode text, with very long lines, with CRLF, LF line terminators

downloaded

17150

5.39774626082103

false

384:4GYyLZTviuBFtpRSy+QytgNgTpRSHNKrK6z13mAZJISF1KIZKIpj4Up:kyLZ TVIOFnR1+ftqQNR8M7mJIK7Lj4C
88DA5EF5222E92651FAF2358BFCBA19E

8503805D80717E81F2E42CC6DCO2E51209C5D350
45165DE545F39D4DB70FOEEEBI93F4AE7DAFEEBB91252B839513929BC4089F544
65F8A7F707CF601C2103A7903115446C09896523B75B781BF6628F906DD8C1FDB62EB239E4066CBB4112CDA12D5FBC04229ABDESIC0A2784B7E22608AD50986¢
false

http://https://tags.smilewanted.com/formats/corner-video/touslesdrivers.com

.I* TAGS 2 - 2021-07-07 16:02:43 */....function create_pixel_ad_sw(){.. var smile_img = document.createElement(img’);.... smile_img.height =1;.. smile_img
.width = 1;.. smile_img.style = 'border-style:none’;.. smile_img.alt=";.... return smile_img;..}....function getRandomInt(min, max){.. return Math.floor(Math.random()
* (max - min + 1)) + min;..}......function insert_script_js(script_src){.. var insert_script_js = document.createElement('script’);.. insert_script_js.type = 'text/javascript’..
insert_script_js.async = true;.. insert_script_js.src = script_src;.. top.document.getElementsByTagName(‘head')[0].appendChild(insert_script_js);..}......function i
nsert_stylesheet_css(css_src){.. var insert_stylesheet_css = document.createElement('link’);.. insert_stylesheet_css.rel ='stylesheet’;.. insert_stylesheet_css.type =
‘text/css';.. insert_stylesheet_css.href = css_src;.. top.document.getElementsByTagName(‘head’)[0].appendC
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellE\4PB7FJMT\touslesdrivers[1].js

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJIJMT\windows-10[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 32 x 32, 8-bit/color RGBA, non-interlaced

downloaded

795

7.635887404652688

false

24:sj+XPY9INUyr8wmHDw1GcJIsYi2j2cFCD48:swkHOHDwZ5Ck8
70E6CA2183E6990D2D07C64C812B8610
620BC3ECC5D4DC8A31674974DDC894BBB9A7C0O3C
5C5ECDF1D507D2FCCA0880DE4548BF435FDBA0895381FB983D2A3269AD44D4C2
81861D2DBF3832F7C67E15DA7D713FEBD444803C8F422599C7340A2F5FDFAB8038574EB763C0A121943DAD05BF59D7E8164783543BF30F3CD89060BF16EEGECT/
false

http://https://www.touslesdrivers.com/images/systemes/windows-10.png

PNG........ IHDR... ... ... szz....tEXtSoftware.Adobe ImageReadyq.e<....IDATx..W?0.P....(...).i....G>.R".G@,H|.&....0 ...L.Z..1t..H.U-..mH.&...g?'i.qb(.x..|O.w.{........ [
T7_H?Vr.0C>.:0$..G.FlL..T.+..-.SW.,..Y....& )P.W.4t.IKhmM...t.s.u..[#......3_?@:...b..D..g...)..R..w.1..u.GA'@c......I116!.@.P..?.2.5..m3.q.m3.?X...&.<.9.JAa.t(..P.l..x
...... A8H..D..=@..!.Gb.ud..F..i?.E.u . 1L....@1wWE l.p.....0 ...$.Ib.Y..v.~. r.K~AD.m.G.&%.J.e..lu.q......t..z.JQ.t.n\S....,.I.../.h.Gp..p.Xn...XxNsb?.@...#i..w....k
JomeT.g0.49.49.)y5. LGN an LS weL N MR L= fikeos AL x> PLwB ). zCLp..6:.{ 49 .}<...n:&i.D.[(JoN ]..s.v..F.@..Rwh....f.....ky..S k..l...-.....J.
f....IEND.B".

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\B87Z87FM\aide[1].gif

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

GIF image data, version 89a, 16 x 16

downloaded

1070

5.7516212260153265

false
12:W4z/2hyWMt8VVv8bCX2pzIFUgsh4+wab04H25u97QCGI8Kng+O/A9ELF5RBphw:7zLATtMaYdMQCa8Kq+8iGpzw
FOD40551F94B4B5C709B00858474EE18

8ED6447D78E62966031DD75BOE7E2FBE65B7C2DE
DB979530CD662BE3DF8742FALEG8E30B5797F84A32F07DED951C43347D4391A2
9A413C2B862D12DC3F55354B793483781A597A656E40A37BDDBD7E7BF701F20CE2ABA05C79089D4CC6E8B291B3179F6661D343A12102D485215A6787F13A7890
false

http://https://www.touslesdrivers.com/images/site/aide.gif

XA+ .(Z.-b.+].*[..b.0d.-".1e.0c.2e.2f.49.3f.2c.2¢.1b.5h.4f.49.2b.6h.6i.6h.6h.8k.3a.;m.8f.Cm.Is ]..c..g..q..........bgq....

....... AcklALL\aloC. e (LA

C:\Users\luser\AppDatal\Local\Microsoft\Windows\INetCachellE\B87Z87FM\coin_bas_gauche[1].gif

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

GIF image data, version 89a, 20 x 20

downloaded

758

7.5004875313232535

false
12:E8VfIPUPvm5alTEUNU4GskL5TkM7p348/WgY8DfZiopTmX9BUnXeN4:E8Wu+algwULskxpp3ZFYSi4dTmHgeW
F15847DF515D7F4B6C95C1301919D0F5

31B9F56EA0598C86C514E7DC32A2B314274E3566
AF65CB93C4094FA0B363881CD59B48887C6CD5361A1F10BD0924F5D215F0FFA4
2E872EFB5D7DEA272B12E79F5C573856D6DD72777AA156B3416BEF302863DDI0F7D7744C1F9AF905DC3A142C9AD1333E65C3C8971CC438966722104AC5E30B€
false

http://https://www.touslesdrivers.com/images/site/coin_bas_gauche.gif

GIF89a........ J.R;0.V.HV..F. . *C...l...... Bt.b.....8m."].K....... e ".LI.N}....Ew.d.._..E. X .M.(b..E.G/f.N...cooovnn 1h...P.h..T.P..S.6K....4j....... Xeororonnn 1" )b.RLv.
Ko Z...Ew...S.... =q..L..O.*c....... |.j...G..U...... X.& . HX.... \...Y.3i....Zu.M|.L...K...E...GX...+C....L....... D L T, tg..NAL.L+Y..<s
LLWH3BT.E8_R..2[....c..j)J..st... 7] .(?D\F. *t1%PG&..U;H.AIM-..$0.@...B/X6S.I1-..R<tt=.b.ZC...,n.M.J_..."..0.a...IXL.a$...t..@#..K<..@.N.@.....|HR.B.4..4 .uj.. B...

PX.LI.@MSK>........... 1.)..hyPe.*.. . k.StP..1...Q.p.E. Z%F.@L. Ib....0. #\..(d\.0.D:$J.0.L.t.;
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellE\B87Z87FM\f[1].txt

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe
File Type: ASCII text, with no line terminators

Category: downloaded

Size (bytes): 145

Entropy (8bit):  4.498125758800745

Encrypted: false

SSDEEP: 3:xRqzdK6JAJULRLOdK6J9QpHEYWHaEHWcHZaE+kpHsWU+J60EHQJq:xReLJRLSLIXyWIHZIsWU+4QJq

MDS5: 1A92A1FD251BD6AA2A01FA62F1341B16

SHA1L: E8C29B7B0C5DF6D3730D94F567F5985C7CIFC539

SHA-256: 676D52535C21965D7FE22AF9731986407A002C596ACOE8A1011CB0525D79FA63

SHA-512: BD4F30640E35596DABDFAA26DOEOC1IA9EAACE9378DFFFFD98A12890D23BF3A8468A8D43FFBA744400F93F0C7C1124561CFABF263C45D3A20247CA4A562F1A0
D

Malicious: false

|IE Cache URL: http://https://securepubads.g.doubleclick.net/pagead/ppub_config?ippd=www.touslesdrivers.com

Preview:
[["touslesdrivers.com",null,"www.touslesdrivers.com”,[[null,"1015413",1,0],[null,"1023879",2,1],[null,"158819131",5,0],[null,"6917646",5,2]]],[1]

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachel\lE\B87Z87FM\graphics[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 32 x 32, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 1553

Entropy (8bit): 7.830135956630017

Encrypted: false

SSDEEP: 48:PloZKEDW87Kb1ShdyPZ98wHrHUW;j8gr//7TEXMT:PloZKESpREYPZIPHrHUa8+G+
MD5: FC611C23DFA2DCB45B81E655FFA7917E

SHA1L: 4A089C97EB976F8F1B6E63FE258C41AE2C30A04C

SHA-256: 3CE5A65EB73B13A87CD4074C4A57519663D8DCEED164B07842442980E5871B0A
SHA-512: 9C845A8166A9F8F0947778CA54D0A25AA6501074CEFOF2B06E4B4C114ABF01BES981E94B0B3B22635EF74F28399636D66EB1D4495228CD263048A0A53C1A45AF
Malicious: false

IE Cache URL:  http:i/https://www.touslesdrivers.com/images/mes_drivers/resume/graphics.png

Preview:

)%...._..0.%Ip .
...AQ.6.Rr..iD.1M..8pL...M...& A<.m *CLY Owe.wstr X <LTyMo#
..&m...>a..s).f.Cp.H...>$ ..GLLT&g .".mZ".Ch.D2E..pC...M"gZo.

\.Pe.@1...0c.c t2.p*. ..ew.B-"@..f1"...

C:\Usersl\user\AppData\Local\Microsoft\Windows\INetCachellE\B87Z87FM\index[1].htm

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: HTML document, UTF-8 Unicode text

Category: dropped

Size (bytes): 211

Entropy (8bit):  5.2516964360365215

Encrypted: false

SSDEEP: 3:8ROFKGQIeRvvXbvx9IMB49RvZ80ouRY QxdzfmEZDgDISLXOdK3MKbHY6Vrxh4z4uhv:AY SlaXLxu9RRtuHzHgLXShKbHY6TM4n4
MDS5: 07EED7B5172684A3129EOECDOB2FCCC4

SHA1: 3C5079950C57E9EF28A7D771EC6B6CE7125A6E0C

SHA-256: CEAFB5D7DA9C6B37B506ECB23CF3C212A31F5D9EC3BD1D25C21BA24535206785

SHA-512: DC622B7AB54FD0350DA295DD367BC24054FC5F61A9CCF483EB5841CACE87ECODCCEC82FEA2822247A89400A7AA40E548F35103072704B758172E96AE5958D7:
Malicious: false

Preview:

<head><title>Document d.plac.</title></head>.<body><h1>Objet d.plac.</h1>Ce document peut .tre consult. <a HREF="https://www.touslesdrivers.com/index.php?
v_page=31&amp;v_id=8KVKWmfznwDbzahM">ici</a></body>

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellE\B87Z87FM\logo_fond_bleu[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.02, aspect ratio, density 100x100, segment length 16, baseline, precision 8, 230x90, frames 3
Category: downloaded

Size (bytes): 9555

Entropy (8bit): 7.940269913655646

Encrypted: false

SSDEEP: 192:ZrZ47bKsgDpBHt/PNm8cfj+8Z5CK1JZcizICSSWVAp8eY6KMIUwWjRTUANQ4JOP/:DIpB94/nCMJIZ9zrZp5JU43nQTX

MD5: 23E22ABF0229B627DA00445714AF9AC3

SHAL: AE9DEA0D5132D9819362D7A21DF8FCA270D4BBAA

SHA-256: B1428BA0BB29A2709DE20C8AE6G3E4366F6E77B2BO9EICF72AF8619758F06BD3CA

SHA-512: 5DEC3E39244E4B883212D497B6FF27893BD298C3BEFOF3D51207EDADOEG5A9157276EF526CDC35E65DE777B785CE729AFECA3982F14488D7871511080881328%
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellE\B87Z87FM\logo_fond_bleu[1].jpg
Malicious: false
|IE Cache URL: http://https://www.touslesdrivers.com/images/site/logo_fond_bleu.jpg

Preview:

L2.t.dift2.
. KnCCIQVFq(du
.l.n.M1l.m..~*u. HSqR..h.VB..:4 . aK..l.eJd.*..].).(._.<Bu....
....)...Bn .e._JK(AUM;i.J./5.F.R.. |R} .0./..U.G. |......QM.nB. % w.Mb....P..(H.k. ]S]J +S.)B..<s.BQ..c.Z.V..Cf.#.GP...

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\B87Z87FM\network[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 32 x 32, 8-bit/color RGBA, non-interlaced
Category: downloaded

Size (bytes): 1106

Entropy (8bit):  7.764479488532236

Encrypted: false

SSDEEP: 24:Z09hdOufulObiylILHNdMUqGCwvU7r2DgCKNtKaNtGcKoxJ813L5Nu97:Z0HddfGOerLEUK7rY CrNt5+1b5Nc

MD5: 627C716857CB369DB460456CEF212FC6

SHA1L: D633581A401417F737AFE99CA377F12238946705

SHA-256: DAFA2DE794AA0DB620D3C4EC5EO0F2F4BAC6584A8ADA34F0A79BB1D970AA0FEES

SHA-512: 900E572A441CFF96ECB3FB47A876A3C328CC4F1EOFBCFE429DBA0C6A590CESBFF5E31C4539D3E8ECAD453B3123810CBASEEAAEAB3C84016207F77968B5761¢
2D

Malicious: false

IE Cache URL:  http://https://www.touslesdrivers.com/images/mes_drivers/resume/network.png

Preview:
PNG........ IHDR... ... ... szz....tEXtSoftware.Adobe ImageReadyq.e<....IDATX...0.U....v&v=xl..%......"..bR.U."..@......@B.._.......@H.....DQ....7..8i.'6Ml....V..Q{...F2.y.7.
...yUU.L.08..u.@. X.........y.q...C.}.@.*.2...N..g8....IM$...|>0......... as__....Flii). ..+.+g...Gh..F..Y,.0.....{. .0...R.W*.G."...?2d.s.hv.xmg!5...%..S.....j}..+t...)
2.m... H.IM....14.N...AH]m]..w.....T..Y..f 0..9.U.o [ X#F.21%.28.$........Y k.....CK.V-...vuu.\.=8&a.9e......7.F.p.li...P..b.*.....(P..P).\.C.. . )LH.....(X..Z.
_..mS.LA.@.....0...$Q.Y .ak..60gA..h.R...>..k..0..$..L.&....6.R....aww. F.@z. . H.~$.p ... "_.{S.xZ[k.J..%b.>l.4z.").e%d
.f~M\U....(..zagg....N...G...cL....Id4.$..%y..m/.D...01.=.$.L. k5.x.1\.L..7...Q...9..8.m8yhh....%.8....D.2..."..../[E].z..|.w..?40..

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\B87Z87FM\option_imprimer[1].gif

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: GIF image data, version 89a, 16 x 16

Category: downloaded

Size (bytes): 344

Entropy (8bit): 5.625170380731303

Encrypted: false

SSDEEP: 6:NO/bp45z4tL XbV3udgXt5tWunZfhT9qw1IfR32Fo1d2:AF4I4t/V3agdzWu/12W1Y

MD5: 52AB34BB7CDBCD7A1A48C8475E64F643

SHA1: ADA9035A41765EC1D5C86DOEDEF4564C3182C16C

SHA-256: CF5CD181B19B9E3FFEAE358C8C3E41CAAEEAFFO3CF3C682123D0955ADB56C20D

SHA-512: 1F239E01099AC2B3B09F5AAED19EDICF89ECA0CEG2F40279FE2143A257A6A3C71FE0251B5684BE1239272507F5F5AFODFEAGEFA1173C4847DEEC53FBB590360
5

Malicious: false

IE Cache URL:  http:i/https://www.touslesdrivers.com/images/site/option_imprimer.gif

Preview:
GIF89a.... .$S5@AFy.. ..M..Pn..Z.CXdu.
Uu@.P.)..$.In.M'J}B.j..x."..p..h2w....p6. .. x.... 2. Jp L\

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachel\lE\B87Z87FM\option_rechercher[1].gif

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: GIF image data, version 89a, 16 x 16

Category: downloaded

Size (bytes): 567

Entropy (8bit):  6.654219453782099

Encrypted: false

SSDEEP: 12:x9NetOXBQhvswzdCWRBaxIN2zaulxamx4XpVgHNy00KC:x/45s2dCWRBaKauaBWXCNe9
MD5: B23F2CC1CAD76B4F1C57621E0AFD7775

SHAL: FB1C3E2193A551570B39114F7F9010CEAFO8EBDD

SHA-256: B3C26803A31FACEA8F871CE1484CC662B903630F306098DC44ADEBE9753883F0
SHA-512: 461AAC1928CE34E331D84A33D63B4DC51B85D8FEE01C5576800B7CD387B18399FA99EE29363F965DA5FI9F1D0D906269A8986767D59801F14714049EFBBC3CD!
Malicious: false

|IE Cache URL: http://https://www.touslesdrivers.com/images/site/option_rechercher.gif

Preview:
..K.N..N..O...
8%.BFGDC..6($@HNPMI..#1'BLSURJ...51A

07...

Q.)24>]..

..3...<EKOT.. [f +9".._Vdg. ZYbi.. AWaj.mAXLM.21.15.6...;
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellE\B87Z87FM\options[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 48 x 48, 8-bit/color RGBA, non-interlaced

downloaded

1976

7.872877123173845

false

48:YMp92RgpMuBbUOhZ017PEFgSrmMa+jly9l:YMWcMPso1YZI
940ED732BF865EDA62DC30F097D1430A
45AFFAD2A061DCB21911563668A9FDE44F4C13CD
FB3D8F2500CDAC839A8A1CD8483A11FFADC20D71CBBBA4ABFC3387DDD0F02867

270AF31EB67B6B19ESE20C9815D57535AC727EA2DEA72C1CB59B7D19845289DBA99CFFBB381313768D9D4AD545C4EBEEBO9AAA307DDE18F57033BFB723E971
Al

false

http://https://www.touslesdrivers.com/images/mes_drivers/options.png

;.ZCd....... S..
=.{ML.4...q.].=FH..mo.i.x.+.A(v|....J/1.gAv...Q~...rDa..X"Q.L.dl..2.h.w....5.(.6h:.;"OE.u.a.+.1&.& LZ.0....s]...2h.V.X.G....
N.$......3...0'p..m=.3Y....05...n.3...8x...[...,..5......Q..<.c%....R.|.m.nu..u\...%.%sB....W...#-.B".~.B.JAOS .+.....0.."..5...B..
A .a/oN.J|....E$.....z/[JAd%.L..@4.>.U.H.L.v.Q..@.
20X (1).E-Blw.V..g...M..2..p<Atd ...Am.HN9.a.-5L.c...]...3..B.}(....d.<.

tva....
T.Y)..tVEb.)ru...}0>I...8J.
.@AH...4.R2..b.*%x..x/.K:..[<...~.{DT+
bH.K.&....k.gv.=....&D. x.DK.s..IL.}L.......

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\B87Z87FM\pubads_impl_2021062901[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

downloaded

336329

5.4979853949800335

false
3072:17F0x4/w25h0NHg+10awM1IfruQLmLCAJSwg39P7G+LwgarXt:4xxr9uLaxJy39Pr8gaDt
F2DC4879B80EF68790C42C3F0958FC95
A0981897EABOF18D0OF658F29B7BEC2DDC4C462D6
B3AF206751CC535EA2F272EE9C3B5A3D2CE8957A719C103720234C2A02472C26
5FDC94896C61891BCF778B9E87173C58DB2CF07052E5F119E2673BFBB2A65CBCD33B688693181256548DD8238E89882B7030A1F382296064B59C3482BEDA4E98F
false

http://https://securepubads.g.doubleclick.net/gpt/pubads_impl_2021062901.js

(function(_){/*.. Copyright The Closure Library Authors.. SPDX-License-Identifier: Apache-2.0.*/.var aa,ca,ba,ea,fa,ha,ka,ma,pa,ua la,sa,va,wa,xa,ya,za,Ba,Ea,Ga,la,Fa,lLa,
Ma,0a,Qa,Ra,Ta,Va,Xa,Ya,$a,bb,ch,fb,gb,ib,kb,qb,rb,tb,ub,vb,Fb,Gb,Hb,Kb,Lb,Mb,Nb,Pb,Ob,Sh,Ub,Tbh,hc,w,mc,jc,qc,rc,sc,uc,we,yc,zc,0Oc,Re,ad,hd,kd,md,rd,t
d,wd,Ad,Dd,Ed,Fd,Gd,Kd,Md,0d,Ud,Wd,ce,he,ie, le,ne,pe,ge,se,te,ve,we, xe,ze Ae,Be Ee,Fe,He,Je,Le,Ne,Ke, Te, Xe,bf,gf We,zf, Af, Ef, Ff, Hf, Kf Lf, Mf, Nf,Of, Pf, Rf,WF, Y, $f
,ag,bg,dg,fg,eq,kg,lg,09,99,r9,wg,zg9,Bg,Dg,1g9,Jg9,Kg,Mg,Ng,0g,Pg,Vg,$g,ch,th,ih,kh,oh,sh,uh,xh,Bh,Ch,Mh,J,Nh,Oh,Ph,Qh,Rh,D,Sh,Th,Uh,Vh,Tf,Wh,Xh,Yh,bi,ci,di,si,ti
Jra,ja,ui,vi,wi,xi,Df,ca=function(a,b){b=ba(a,b);return 0>b?null:"string"===typeof a?a.charAt(b):a[b]};ba=function(a,b){for(var c=a.length,d="string"===typeof a?a.split("
"):a,e=0;e<c;e++)if(e in d&&b.call(void 0,d[e],e,a))return e;return-1};ea=function(a,b){b=_.da(a,b);var c;(c=0<=b)&&Array.prototype.splice.call(a,b,1);return c};fa=function(a)
{var b=a.length

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachel\lE\B87Z87FM\storage[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 32 x 32, 8-bit/color RGBA, non-interlaced

downloaded

1461

7.806113204330809

false
24:93q0SZVICK6gPaOvUpQ/7ThwvSONPbFswjgodQWJIFn/IVYfLP1HWkqub:40eHKJIBDjyvSOdmwBQEN/IsSHWkqub
C6D43B97B02A1FC945C88F3CBB645609

4E253786BCF27FADDA2A999FE372519968F1A822
D3768B9D6DF3F6BBB7E8440FC22E249D2048885E44A5CA8187B850C1A4CD3022

3BOB8E154B44DBE2B313D4F2940E8707A3104BA0C83BC6FAE9BAS5217DA26EBIC3DE332AA55205F132E68655E8AD782218D8640051ED6FOEBDC3C6A9061B90BI
D

false

http://https://www.touslesdrivers.com/images/mes_drivers/resume/storage.png

zz.... tEXtSoftware.Adobe ImageReadyq.e<... WIDATX..V[O[G..c...&/..P.$.MB.m...%.N...=.......&..~A+...T.MP...
DAPXP.r..H.T*.(.J.8.>.r9(...."0.....J...... Il...0|.Rk....}h........ g".’ G.)**.k...X,j.3..d......S.pDL.D.W)...v.1.~0lz....w..S[[[}.?.D..V.=.%"..y......3.)....... vp..
kj.a.8.R..d..}..D.4..B?q.c" .0....CYy9TWWCee%...@&.A...
“E.N.SVVA&LO#S.fz.<.d..P(.uu..qQj.t.(...,u.(U*Q..0......d..t:C...kk.

.ccl.9.Y...H lya..>g..v...$l.

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellE\B87Z87FM\systeme[1].png

Process:

File Type:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 32 x 32, 8-bit/color RGBA, non-interlaced
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellE\B87Z87FM\systeme[1].png
Category: downloaded

Size (bytes): 2324

Entropy (8bit):  7.887056390234713

Encrypted: false

SSDEEP: 48:1hPG7RZdhxRKINylaWm4wiY3EaTJeTQyeS2z1:Ih+/3xRKIYFztwzT4cyeSI1

MDS5: 4B96278270EC17AB767A668989C4F906

SHA1L: C4651AEC1CEA11042CBB78E7765FE5778D39B6D7

SHA-256: 36875AB32B094B7E436945EEC069C29466E6FE2F61A0EECAE897AFC099D3ABAL

SHA-512: E233818550D30C354228729EB368EB159BFIDFA7F5994A3F91B7DAESD21DA2863F93820DA44A3191FACCCEF324B8FO0CALA2FDCB1906EC624D20DFFC92C492(
D

Malicious: false

|IE Cache URL: http://https://www.touslesdrivers.com/images/mes_drivers/classes/systeme.png

Preview:
W XINFE > {QF B ML LK &S G$..0.6..-.9......... Ko Y

(0=d.2.8t
JI T TN, x=.b..=6.._y..G2p....[.L|LyX..'uX ..b{o..{.0.&]..S...6..N..QLT.G..w....., J9/*.I..R.UW.EYK..Q?....|Z$$..5...y$n €.3$sF.C.?Kk..%.?......~..........d...SYtLItt,.x.0..
HX....a..>B..Z[E@.D@..N.M.0*.$......K...;. 1oc.....@...MU.]JyZIIVIT . |>.... 2442 |M.... .N7.....(.*..S.1].2&i.C..T.L.L.k.@ .GQWW...8: W~V~...+_T..<.v.S*

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\B87Z87FM\zrt_lookup[1].htm

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: HTML document, ASCII text, with very long lines

Category: downloaded

Size (bytes): 10178

Entropy (8bit): 5.4736397929046365

Encrypted: false

SSDEEP: 192:28di1oblV3nWkQO86/Mf085PI0Z+ToHCDZ2pridM:2tyDWSsEfF5gy+TpZ2pridM

MD5: 0A37869DAD80436884288D9FD263E34F

SHA1L: A70DEFBOE96A5D81A2559D82AB9896FDA7D6DD53

SHA-256: 20B3BAD1427E2212DD847357841F993F025B5061C4AF1D382DCC727E102CC1E4

SHA-512: 6754AB7373A0BEFAE160A606EEA85DD0B8D55104D47DDAF3CA047DB2490D7193C4511D8D89BOE669CEEBI1IDDO6ECDI193765ADB93935D69084FA1DE6F801B!
3A

Malicious: false

IE Cache URL:  http:i/https://googleads.g.doubleclick.net/pagead/html/r20210630/r20190131/zrt_lookup.html

Preview:
<IDOCTYPE htmI><html><head></head><body><script>.(function(){/*.. Copyright The Closure Library Authors.. SPDX-License-Identifier: Apache-2.0.*/.var aa="functio
n"==typeof Object.defineProperties?Object.defineProperty:function(a,b,c){if(a==Array.prototype||a==Object.prototype)return a;a[b]=c.value;return a};function ba(a){a=["obj
ect"==typeof globalThis&&globalThis,a,"object"==typeof window&&window, "object"==typeof self&&self,"object"==typeof global&&global];for(var b=0;b<a.length;++b){var
c=a[b];if(c&&c.Math==Math)return c}throw Error("Cannot find global object");}var ca=ba(this);.function da(a,b){if(b)a:{var c=ca;a=a.split(".");for(var d=0;d<a.length-1;d++)
{var e=a[d];if(!(e in c))break a;c=c[e]}a=a[a.length-1];d=c[a];b=b(d);b!=d&&null'=b&&aa(c,a,{configurable:!0,writable:!0,value:b})}}da("Array.prototype.find",function(a){return
a?a:function(b,c){a:{var d=this;d instanceof String&&(d=String(d));for(var e=d.length,f=0;f<e;f++){var g=d|f];if(b.call(c,g,f,d)){b=g;break a}}b=void O}return

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IEINUEPGTR9\analytics[1].js

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 49377

Entropy (8bit):  5.521008419138659

Encrypted: false

SSDEEP: 768:/yR3fYFBCWsNDsP5XqYO0TyPnHpl1TY3So0avyVv6PU+CgYUDOIGEWOStZK:/y9g1r5hOUHp/Y3SowCwOsy

MD5: 042B7183D8645F5CF9DOD6ACD5FF8358

SHA1L: 447A98467EA31E253ECB63EE8564C8B5E1E77D58

SHA-256: 73D6A5EA11FB7BF6E6A6CCD44B1635D52C79B0A00623D0387C9DDDD4B7C68E89

SHA-512: 72AA2F221BB5EFEC3A9COCBC2D01DEBD827361369F7E84AA613D4CA70838FF68EA2C3300167FB263A4F416A857BABF0354A1FF8B3EC669BF88452633981CA1E
F

Malicious: false

IE Cache URL: http:i/https://www.google-analytics.com/analytics.js

Preview:
(function(){/*.. Copyright The Closure Library Authors.. SPDX-License-Identifier: Apache-2.0.*/.var n=this||self,p=function(a,b){a=a.split(".");var c=n;a[0]in c||"undefin
ed"==typeof c.execScript||c.execScript("var "+a[0]);for(var d;a.length&&(d=a.shift());)a.length||void 0===b?c=c[d]&&c[d]'==0bject.prototype[d]?c[d]:c[d]={}:c[d]=b};var g=
{},r=function(){q. TAGGING=0.TAGGING||[];q9. TAGGING[1]=!0};var t=function(a,b){for(var c in b)b.hasOwnProperty(c)&&(a[c]=b[c])},v=function(a){for(var b in a)if(a.
hasOwnProperty(b))return!O;return!1};var x=/~(?:(?:https?|mailtolftp):|[*:/?#]*(?:[/?#]|$))/i;var y=window,z=document,A=function(a,b){z.addEventListener?z.addEventListene
r(a,b,!1):z.attachEvent&&z.attachEvent("on"+a,b)};var B=/:[0-9]+$/,C=function(a,b,c){a=a.split("&");for(var d=0;d<a.length;d++){var e=a[d].split("=");if(decodeURIComponen
t(e[0]).replace(\+/g," ")===Db)return b=e.slice(1).join("="),c?b:decodeURIComponent(b).replace(/\+/g," ")}},F=function(a,b){b&&(b=String(b).toLowerCase());if("p

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lIEINUEPGTR9\coin_haut_gauche[1].gif

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe
File Type: GIF image data, version 89a, 20 x 20

Category: downloaded

Size (bytes): 758

Copyright Joe Security LLC 2021 Page 26 of 55



C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lIEINUEPGTR9\coin_haut_gauche[1].gif
Entropy (8bit):  7.448773312814686

Encrypted: false

SSDEEP: 12:E8VfIPUPvm5alTEUNU4GskL5TkM7p3cinH+PEFPbrkw/oKO05MsKz4Ua7D5pw7uS:E8Wu+algwULskxpp3+H3FjrX5b5B7D38

MDS5: 58D1EF5E4D9950918BADDD39CDD5F1A6

SHA1L: BA808305C1198333426F1144B4CC309308B5C9A5

SHA-256: 0D250FEB5FD1F1686D04CB8C78A6A1CC1F390605CCBB5B590371FBFE451949E1

SHA-512: 5B3880D6120B487D2B044D98595B97A1F5B99A22351696692B7680D102707C26BCF29CBD535D52BC22D30BF80B7513B4ADA02CDBD3D1D7B7321E41A2C74A737
Malicious: false

|IE Cache URL: http://https://www.touslesdrivers.com/images/site/coin_haut_gauche.gif

Preview:

LY. 3iZue M) L KLELLLGX e
M4l @&7..N.qt .0..Qb..].3A. k..a>....."..1. .d.5.fZ.U.:T....do.IK.CB;(c.....0a..m...(@.CA.&
rZ\. ...P..pP..$.S..h..9x...z....(~..b..x.L..%.....(.&.....N.2B...T.4(...

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IEINUEPGTR9\ecrans[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 32 x 32, 8-bit/color RGBA, non-interlaced
Category: downloaded

Size (bytes): 2552

Entropy (8bit):  7.908104740806198

Encrypted: false

SSDEEP: 48:0A7DrodpiwR/cighzSIISNQt6M+VBjSnX4jzgkxTQ+S/0xY 35/9ymc:dH4/cbzSFNQR+VhSnX4jzqOt1YB9tc

MD5: 18D833E44DF2DD742BE9188284C20546

SHA1L: 644EE4FD678BDCA8B3F27A1C6E16D8A425F98C68

SHA-256: 06EB1DF7F5F99ACD74C86B0OE47F41EF3DBA445E24883E64A33E667728DCAB84E

SHA-512: 2CE913B73BA1439803E62BEBCA04974AC237F9003C58365C06A9C7F7COCCO70A6BB381EEAB3261DA908990214C88C1FB77C27FA4177B3E8D3101BBE429F15CE
E

Malicious: false

IE Cache URL:  http:i/https://www.touslesdrivers.com/images/mes_drivers/classes/ecrans.png

Preview:
.PNG. IHDR... ..IDATx...yl\.

. %,J[..".)..E.....H.".4@..G(5.MZR5.5..,..8&"...3.X.....{.s.." 1..+...w.5.....W.5.Pq.cF..K...zDQ.Z.....c.f/j.>... K?
h4..H..qQ....5..5k..Y}].Juu5. k...... M&Yv....... . x8&l...b.._.8\....I1(.0.3*..".M.." .Lp.2Qd2Az.g.!. 'E{.. J#cl.....,.2%....L.U...y..?.y.Q.....(a...20..i$%c...1$...$.." IE.D&
-9w_ 1.=.8.w.k..2.0c(hG(.G..b.XV......@..Qu.....I.. kw..E.Y....Z"J.. .%.H...<N.>..B..b.y".n..V..C.&@M."Dp..+.L&W~.."..g...c..16..=.h>"F
L2+..@.b.70.aJ0l..@..B.{ {IP).d.N.n..+.45Z.S..b....M. . j

..B.2.W....U7.L.V.q..|..&.mV... .u.q..=HS$........ 4}pe0..ko.Q..2.|...T..cqV..W.8m

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\NUEPGTRO\f[1].txt

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 277784

Entropy (8bit):  5.512300070739565

Encrypted: false

SSDEEP: 3072:DkHn6jxH8gd4ICcdF5VWjWO0qydAvz3mahbGrxWQyPaJdOnXhKacDBHpto:b2gqlCcdF52igAvTmahbkVOcacDd8
MD5: 28EC0C791D6CEED5874946013989C66E

SHA1L: 1DA65838CD547A33B3B5A3BABB8643FFA757B00D

SHA-256: BEA65CFCABEC36415D41AD2D31CDCFECE92129DE0329D11AC0373AC623F07ED2

SHA-512: BC6163516DF91553312388A096203A718A0764ADFC25E175A67F4D4AC7BDF718FCF0A646A75D70899448DF2D2D79498E61B2773BDE8533F448E5CB10D5170FB21
Malicious: false

|IE Cache URL: http:{fhttps://pagead2.googlesyndication.com/pagead/js/r20210630/r20190131/show_ads_impl_with_ama.js?client=ca-pub-
9949628778928908&plah=www.touslesdrivers.com&amaexp=1&bust=exp%3D31061746

Preview:
(function(sttc){/* . . Copyright The Closure Library Authors. . SPDX-License-Identifier: Apache-2.0 .*/ .var t,aa;function ba(a){var b=0;return function(){return b<a.length?
{done:!1,value:a[b++]}:{done:!0}}}var ca="function"==typeof Object.defineProperties?Object.defineProperty:function(a,b,c){if(a==Array.prototype||a==Object.prototype)re
turn a;a[b]=c.value;return a}; .function fa(a){a=["object"==typeof globalThis&&globalThis,a,"object"==typeof window&&window,"object"==typeof self&&self,"object"==typeof
global&&globall;for(var b=0;b<a.length;++b){var c=a[b];if(c&&c.Math==Math)return c}throw Error("Cannot find global object");}var ha=fa(this),ja="function"===typeof
Symbol&&"symbol"===typeof Symbol("x"),u={} ka={};function v(a,b){var c=ka[b];if(null==c)return a[b];c=a[c];return void 0!==c?c:a[b]} .function x(a,b,c){if(b)a:{var d=a
.split(".");a=1===d.length;var e=d[0],f;!a&&e in u?f=u:f=ha;for(e=0;e<d.length-1;e++){var g=d[e];if(!(g in f))break a;f=f[g]}d=d[d.length-1];c=ja&&"es6"===c?f[d

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\IEINUEPGTR9\fleche[1].gif

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: GIF image data, version 89a, 12 x 12

Category: downloaded

Size (bytes): 123

Entropy (8bit): 5.543481781708185

Encrypted: false

SSDEEP: 3:CkGIpGB1GQIl+zaXaaa/lwljréspSgtd5im6We:HyW1Eea5dIS69e
MD5: 93EE8B1F523DAE138C009317F5901E5B
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\IEAINUEPGTR9\fleche[1].gif

SHAL:
SHA-256:
SHA-512:

Malicious:
IE Cache URL:

Preview:

805A8CBAD70517540ED6DE3E5S7771B3230F35854
41B3BAB569F3397D8CA19738D8CESF4A0BE337F09F12E18BO6AE71AG594B172E

37A75C2DD7CE42B444CA4ETACCAS37B674F07D4AEOA38086997BED8486130902584DC495636FD4D5AE92EEF9860C2D9613513AEDAES152B3ACA483296DB03C
A

false

http://https://www.touslesdrivers.com/images/site/fleche.gif

GIF89a.......cccveuee d..k.n.x#.K.g.Zoooooorren L e (..l...u.\m.1.g1... 0....!lus.%._gH...;

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IEINUEPGTR9\fond_cadre_bas[1].gif

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

GIF image data, version 89a, 1 x 20

downloaded

96

5.495708073322321

false

3:CBMOKVA2Hy8jGYF+YdmRa/liZCMJIn:wCq23Gm+Yd4ZCMJ
76FE5C98A87C786DD24C78CC83BE35C2
4A07827CBA888544B8A7F264B7991210044D7BE9
0C69488DDAEC47BA919B9262CEC30872392161D1348CD927043CDC1665CC645B
D4AD16750DF12671F54AC0131BCD5E8749958BB4F088B2F27473E9942E0F838FD2373B24EB8256BA2F513D5E31EE0177101B497BE099FE7420269FBEF6FDB8DA
false

http://https://www.touslesdrivers.com/images/site/fond_cadre_bas.gif

GIF89a.......L.{uw€)DuriPer P~V Dl 1.DY..0...D.;

C:\Users\luser\AppDatal\Local\Microsoft\Windows\INetCache\IE\NUEPGTR9\javascript[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

UTF-8 Unicode text, with very long lines, with CRLF line terminators

downloaded

28609

5.356446510786698

false
768:/Mqa7g7TkoETgshtGaféwZKLzdLueRv0zZ7fxSICRA5dQfSi7RHyum:/Mga797Mg4GaféwZKLzdLueRv0zZ7fx6
FBF6DB649596193E7FA1CEA3B4048F5D

81D4406B460EA4FEDBC14DD0582979D4A8134AD8
5B98B036FF932A147228CEAED725CA868B9B6D8D502EA70575FCF98C87671B90

5D00BD936BEE43EC82F41979D3F004B3F4BOF4EB23E9C5AFES4438292CDAD40693C9C42E8FAEA3LIEBBDI7E44F23A468583F3FCD958168E443386A74D5049FA1
4

false

http://https://www.touslesdrivers.com/javascript.php

..function navigateur()..{...var ua = navigator.userAgent;...var reg_ie12 = new RegExp('.*msie 12.*'');...var reg_iell = new RegExp('.*msie 11.*,");...var reg_iel0 = new
RegExp('.*msie 10.*'");...var reg_ie9 = new RegExp('.*msie 9.*,'');...var reg_ie8 = new RegExp('.*msie 8.*'i');...var reg_ie7 = new RegExp('.*msie 7.*,'');...var reg_ie6 =
new RegExp('.*msie 6.*,'");...var reg_ie5 = new RegExp('.*msie 5.*,');...var reg_ie4 = new RegExp('.*msie 4.*,');...var reg_ff = new RegExp('.*firefox.*'{');...if(navigator.
appName == 'Microsoft Internet Explorer' && reg_ie12.exec(ua) != null)..{....return 'ie12';...}...if(navigator.appName == 'Microsoft Internet Explorer' && reg_iell.exec(ua) !=
null)..{....return 'iell";...}...if(havigator.appName == 'Microsoft Internet Explorer' && reg_ie10.exec(ua) != null)...{....return 'ie10';...}...if(navigator.appName == 'Microsoft In
ternet Explorer' && reg_ie9.exec(ua) != null)...{....return 'ie9’;...}...if(navigator.appName == 'Mi

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IEINUEPGTR9\option_demarrage[1].gif

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

|IE Cache URL:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

GIF image data, version 89a, 16 x 16

downloaded

1039

5.735189013161626

false
12:tjeQYpTk2Ro/V2RDXCOXNVXGZyGgfLLRVPBFQEEYUYnPacmjGSM1E:IQOTkHNoDXRH2yGgfLFnFQEEMicOGh1E
86D1C8F1D03361FBAFFA7D510FCF741A

8B96C6AC221D6F97E9EIBIFDEC3E95229198B9A2
45F55ED174CE419D4583BB5AA861D6605C864E3B313AAC04583EAED7B7059E25

2EFF160D028ABB73417CA83CAA71A953C378971C920C5793D2DA15C6482DF377FC30A0EFCDDAB956D5475ADC72830767BA0S4EEGE3EA981E2CI9E90DCF5AT(
Cc4

false

http://https://www.touslesdrivers.com/images/site/option_demarrage.gif
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lIEINUEPGTR9\option_demarrage[1].gif

Preview:

GIF89a
<Y..=

2. Ho s Y gim(Gt......
*.@.BY}

| ISR X..>.t...n.. @...Q.@G.9,b..A.\..PDdC...1! .@\X.....\s...v...h..4.<c4..YF...M..-..1.L.8+.q..+B..IC....8....... $.Rc..?..C....
LKALLAL

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IEINUEPGTR9\option_rss[1].gif

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

GIF image data, version 89a, 16 x 16

downloaded

1085

7.019133672798381

false

24:GUWGTPxqr24VzADSskVoooe5hAivkQ5HoH1:1vj49eQVVh5kQKV
7CEB3D6E2A6BA71E1FFADEFAFADA2F46
3882737C518CAC57FE9B6D68DB2125D7D286CF7E
3561DA5EF20565EC264830E67E282FF04D782183C3C86E76421A6B03299EDF26

E968D1AB1810E4DB05D9D136F9C3D85C7E670DE7B861D126BD72BF7672ECBA998F471D85FEFFE3A3B99B2A8C89C5EAGF85692B380409A2E712EDB8819DC5CH
36

false

http://https://www.touslesdrivers.com/images/site/option_rss.gif

GIF89a......ccvviiiian /.0..4.8.8.9....G.R.S. ] #.0.7.8..9..9..9.<.C.F.]. . _.Suiiii, %.'0..1.1..1.3..6.5.6.6..7..7.6..8..8.7..9.9.....<.@.C..E..t..t.w..
Jorrrirnnn&).)*.5.2.3.4.4.4.6 >A2.@..0.Zccooooeeemn).0.0.1.2.3.2.2>.2.2.25>.@.@.2.B KR A _._. Koo 8%.25 X* X-}1.~3..4.~3.>..<.=.=>.>>.2.2.2.N.W

.h...p.g).u0.w2.25.|: {<.{;.}=.~=..>}=V.W.l....... h$.m&.k(.0).n-.p0.r3.u8.y;.x;.w;.y<.N...b".g(;j+.n2.J.~L...~...N .Z ~%.f+..U.U [&Z'd......cc..........
| TR M..$Jv..sgK...@.zU...+Wh...a..i.".b....-n..@..2.b..@sL.1.4.."..$D...JA.. 4... Af. A"&...fLY f.=...AB..E

#.1P...b....EF..%

LLLL4.X .D.Bx.}.. H#(.@..G...8.*.GG....L..DJ..

C:\Users\luser\AppDatal\Local\Microsoft\Windows\INetCache\IEINUEPGTR9\plus[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 12 x 12, 8-bit/color RGB, non-interlaced

downloaded

323

6.996682098827877

false
6:6v/IhPkd5nDsp7JOhDJE6T2IX+YZ+2TOGsj60Nfw7k20R0JrFjp:6v/7yOROJIPTEk2CPGONfw7/0iJIN
BOCAB0221BE8F354F593A7E0C55B0CFC

F122C70B312091DD06B9A253B680F1EAE02EE9S1
50B47EDCAF67166B3F97A97F9A4D90476694223DDC33AC493038051C21101C37

D20EB00C48528D201D85507818C9034518BC695726F4C8EC4B60575BAFC58620A1E0878F3ECEDEEE23BA580BD682A51CAAECO1A4B1F12ES5E452D2EAD77448D
4

false

http://https://www.touslesdrivers.com/images/mes_drivers/plus.png

PNG........ IHDR.....cocid tEXtSoftware.Adobe ImageReadyq.e<...IDATX.|P..D@.....(..Ft>.0..N.;T*F..$..N."+..N"Vv..3g.=s...A..;.c.#.el.=#._.ml.eM..TU.p..qR..."d....}.
Jozon(LiLY.a@...(3..0.8Y . a Y.y lg.e . (Gn. 4t 4Me9. WL T, #0..8P...a.S....[v.@<."....IEND.B".

C:\Users\luser\AppDatal\Local\Microsoft\Windows\INetCache\IE\NUEPGTRO9\titres[1].gif

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

GIF image data, version 89a, 16 x 16

downloaded

1016

5.86443252822339

false
12:PuKkxdBYM0aR69GdHmenIR5fhiOPHkxfWDJImWukQp1/ktijiOaaO7rng5awbyXJZd:PyFYMOnQnn75fEOHkIWz8/5iaaJ9J6An
64662C06E79D5BA2A7TFBFOES9A77A3D9

35B9E7EB489C92F076C7CC86F47BDCFBCCD9BACS
218DESAA4E39FE2E929D901A264C38B604C56893222DE282FD4A3913A185F5BD

1FDE8F7A88ADC80F01AEBA1B01D85702D51165C321B4D441B14E56CE550B81360BD80A9DF6DESDDADS950AE49F890D2BA8615C009346958987041C24C2117Al
F

false

http://https://www.touslesdrivers.com/images/site/titres. gif

9.H....Ar).@M#.a..."I\..r.%.nVT.pAF.+K.l.....N.b..a...3N....N..P...G...<t.f..D~Lp..C.
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\IEINUEPGTR9\usb[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 32 x 32, 8-bit/color RGBA, non-interlaced
Category: downloaded

Size (bytes): 1125

Entropy (8bit):  7.818938363635054

Encrypted: false

SSDEEP: 24:ckwxaWzKaE3b+7xhy4zT/PAGCZHEYj91mbNG4i62V1qIORXNPoOchJwW227:6xv+13aNo43plYrpyNvi62V1qlOdNX27

MDS5: DEBBBESE772CB97EA6B2FA4F56471CA3

SHA1L: C6C5CBC200EF6DC15B46AA426F2A909685E504F8

SHA-256: 0D021445DF903C57A7DE927A542E5E5EEC7373B71B2C156DDC598D28017EFDB7

SHA-512: 0C7B2D1A264015468F5811807038A5D9605AC9322B530EFA9D727E4FFDACO9EBE6D926C40EA4C25C5230AA15BECC339E094B7B4E7A15515ADAC1B1COF2B857
E

Malicious: false

|IE Cache URL: http://https://www.touslesdrivers.com/images/mes_drivers/classes/usb.png

Preview:

IDATx TkL[e.~.....r.F..B.....s.C...
..q..d.. . X J )juz~.&)..hd..g. 8
J..coy. Iy -(..&lY9.q. ..4.4p..i.9]...um...T..2.,mD..6.D.U..0..F.}?.Co. X’V\
..S.N.{.d..\..~.4j....p.|/...%XXrAfF..dg...2.\..SSSXI.$"*..+R..&&T.. X[JAEVQ...h/.0 LT
.UO ..c.P.g;..@J.1..>.=..*@00Br...5.D.L.....W.....N..37. ...|.l.....pf+F..[.+.U....... s

<L Y C S UL & HKE B8 Y. I
$ZJ.FYI..H.UU. L[C.~e..R.LI! .
G-...e(.<.Q..PBLLN...5...JHKK...P(....h.i.4]1.0.q.A. (R$@Q.....C..

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\PEJLKQAS\cartes-reseaux[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 32 x 32, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 1320

Entropy (8bit):  7.822834708351263

Encrypted: false

SSDEEP: 24:733IPox0Y Tr+hkpZ1CImtPK9AYn4FsD/KC5ayPTNewaYQbgw9LK2+uuiechoO01:3J50B+s1CImFKiY4yD/KCcyPxeClwk2d
MD5: A2AF4E32BE5326B570465E1689CD628A

SHA1L: 4F01D503D192D07458997C185207F62C6089B393

SHA-256: 28D2CA0C449AF087B5BFB75577CC4A8A08A60EFF24F025D31CCCEF45F01D3712

SHA-512: 879C038AF6F75309616548D0AA607C198DFEEQ07647DCC011856828183949C37DB083849792BE3199F50DE52E05D4D6F1402BDE67FCC76F2C2651B5B32DCFF59(C
Malicious: false

IE Cache URL:  http:i/https://www.touslesdrivers.com/images/mes_drivers/classes/cartes-reseaux.png

Preview:

Kt.....d..m...%c.C...... <..(.BK.....[.O{.."q...
...57(.T..S.ADA.WA...@A...Aw .X.t>S.G BAEH Q-L[.n... .}.dA.\.A8.
..%%.YuumE.l..du...GT*).. }AT*AH$a0.d.P,.T
ol 20r-0r8L . CNeEjeS < 7...u..6;../"b.Q)[6.+....VUU......7;..6f<.d..%6...Vb.....Mhjj".I... {..
VW {L SAZIHL A.{K.bAGN.JbA..#GJ.Zl... LS8 WL, dBhLL&H..

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\PEJLKQAS8\core.bundle[1].js

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: downloaded

Size (bytes): 322912

Entropy (8bit):  5.335646858089646

Encrypted: false

SSDEEP: 3072:1CcY/QFb6ncS/ebSEIuB3wZdFkl1VGPeQ/yoaMSghloUKgidcwcAd4o:1CcPuFGPXgoHci
MDS5: EF40427DE4D853AC6C7DFO03FEEG8F17

SHAL: 0CC88A0CB14EBE3A46B7A7312E1A9DE94EBASB19

SHA-256: 722C50C6E8C66E55DC3BE656D1DEEOD0091451A65F012259508AACC81E87C1AS
SHA-512: 7386CC1B2B41685141BB5E0364680B531BA67B7C40D72B18CDE8533241A73FAFE4030CA47E9EB1508D1984A26AE25428A40DC588F33266A195F4A0447079EBE2
Malicious: false

IE Cache URL: http:{fhttps://cdn.appconsent.io/tcf2/28.4.0/core.bundle.js

Preview:
var appconsent=function(e){function t(t){for(var n,s,a=t[0],c=t[1],I=t[3]|[],p=0,f=[];p<a.length;p++)s=a[p],Object.prototype.hasOwnProperty.call(r,s)&&r[s]&&f.push(r[s][
0]),r[s]=0;for(n in c)Object.prototype.hasOwnProperty.call(c,n)&&(e[n]=c[n]);for(u&&u(t),l.forEach((function(e){if(void 0===r[e]){r[e]=null;var t=document.createElement("
link");i.nc&&t.setAttribute("nonce",i.nc),t.rel="prefetch",t.as="script",t.href=o(e),document.head.appendChild(t)}}));f.length;)f.shift()()}var n={},r={10:0};function o(e){return i
p+'"'+({0'"Consentable~Mandatories~Mandatory~Privacy~StackDetaiIs~VendorsScene" 1:"Banner", 2"'Consentab|e" 3'"Mandatories" 4'"Mandatory" 5'"Privacy" 6

rts,var r=n[t]= {l.

I:!l,exports.{)},retum e[t].call(r.exports,r,r.exports,l),r.l !O,r.exports}l.e-functlon(e){var t—[],n re];if(0!= n)|f(n)t.push(n[2]),else{

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lIE\PEJLKQAB8\devices[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 48 x 48, 8-bit/color RGBA, non-interlaced
Category: downloaded

Size (bytes): 2908
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellIE\PEJLKQAB8\devices[1].png
Entropy (8bit):  7.916331340776394

Encrypted: false

SSDEEP: 48:taC1HzBbjkJmPsrogzL9YaohHIF2yJiF1i:XtXFPs7H9A0F2yJiFU

MDS5: FEBB8F633A2BFC01CC571526E9AA0926F

SHA1L: 718F32D2F40B30E39E41BF8A09F6B610383AB168

SHA-256: D5EAFA01511DDCE1D284306ED3362578EEE26D7FEBOCFBID5FCFD701BF00275E

SHA-512: ED5C56E1F83C9023664A309DEOE7A35D67FC1C2CEA712B7292C4326B775CB8F7AA6C7C60119CF58FAD8325FEFBO4ACEC54825FD49B874228255890B4D5C9576!
Malicious: false

|IE Cache URL: http://https://www.touslesdrivers.com/images/mes_drivers/devices.png

Preview:

.PNG
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;.~N.C#.AW..WP..T..C..H....,....H\. C...pg..fz...x9....... Y...[..y...<.E..n..0z?..8.N.&d..PP.n4.....B.=]| 5.....,......Qh.5.9.d.u..gA8...
..=Mr =+...].......0.1~.Bl444. +.z. {x..}2....4.G.....q.YQ.Q.*.p~..KV.E"3...._..]Y..u< .00j.mo..><48....-...w..N74n.{..mm
L@ jw...mw=~.z.l.m..v.A..70.J.[.H$. e. vjttd4F..}.+...S.,;..K..0..5.B.4h._..N...R pD.f..2..L.u....q...hAa..N.8...0.....L#1._\O|..u..Z..z<..

.Du..;YA]
XT..+

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lIE\PEJLKQAS8\disques-durs-internes[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 32 x 32, 8-bit/color RGBA, non-interlaced
Category: downloaded

Size (bytes): 1289

Entropy (8bit):  7.771537600081928

Encrypted: false

SSDEEP: 24:0VLUa094DAqQ7EVILYphu34U6t60x5DIF80jt4HccGISUIGC8LX90qf TSCW:Uz1Dp78tYY4UKLBIF80j9SulYXIgTXW

MD5: 64804589C24B89169BOE21ADF20B707A

SHA1L: 90F583E900EB6550FEF58D53CCFFDAF33CC7D8FF

SHA-256: 3B9BEF5C6192B1167D6CE3DD1D8DC748A2335740255356848295A06E6BOD64AE

SHA-512: 800E0B0E5C2150E6A55F78B840327A506F39C96A25A878BEAF88BF16F419E597BE7EBC5CC682A8F1B5684C3F119D6E30EED88181021E36FEF3D4D3DA04DFB27
Malicious: false

IE Cache URL:  http:i/https://www.touslesdrivers.com/images/mes_drivers/classes/disques-durs-internes.png

Preview:
.K.6b#A....1....Vh.HA..R...RE.u...d..1u7~=..ZHC..)"8|..{.9 )--. [..zZRWW.mJJ.....H1.f.zZYPP
-N.D...5.M..W...4........@kkk+000....$......LLLH.R 33.1."22Rcii.B....[(LH@.. . @...488H...
licc..#£$..y....U.).>...<.-.$1..666.2...D..D...DA.
".zM7..$K....mnnR[[.edd....MOO.".

C:\Usersl\user\AppData\Local\Microsoft\Windows\INetCache\IE\PEJLKQAS8\fond[1].gif

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: GIF image data, version 89a, 1 x 110

Category: downloaded

Size (bytes): 531

Entropy (8bit):  5.236762969184709

Encrypted: false

SSDEEP: 6:KZv24QEdpyJfKDfyFBaKylGmsYgOR+TINwi9YWbHUXS6L9IDh151zIInhIP4Bf1h:80HG0oJFB5xCoTwHYcOTDhfnp4af4p

MD5: 65894FBCA40316DB335F6C46489D6A82

SHA1L: 21D15B84CE95C348D3539327369CAF434347B1F8

SHA-256: 2B540D49D5121A63B206F73240713D331A8A308CFB0OD89860773686C63ECF32B

SHA-512: BAA7A6080A72C45792408EDBFDF7EF567D12F6CAD322FC6911AEEB3EF2F35B423754B37BB020BFECD4E09ECFOA9DAS51FDIDEBFOBCEE15AC8595B8912AD09¢
51D

Malicious: false

|IE Cache URL: http:ifhttps://www.touslesdrivers.com/images/site/fond.gif

Preview:

..... 1oornn.P...<..0..450RMC]?.$N6 e.W.:D[K1.'H72+P&.8.(.9\Z3X!..;.-. *c..=dEQY"....>."_JSA..0..@T..aLFG/bBI....U... J.V..;

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lIE\PEJLKQAB8\fond_cadre_haut[1].gif

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: GIF image data, version 89a, 1 x 20

Category: downloaded

Size (bytes): 96

Entropy (8bit): 5.537374739988986

Encrypted: false

SSDEEP: 3:CBMOKVA2Hy8|GYF+YdmRa//IRE:wCq23Gm+YdvE

MD5: 4B71B963E4B535A7DAEBCE91951D8032

SHAL: 88F22E4E042B1ECF2D09EB4F5BBC3F540391E7FD

SHA-256: E445A6B92FEFDA7B58D77E741F18168EF9F6E60E26293EC30B8B6SBAESBE02BAA
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellIE\PEJLKQAB8\fond_cadre_haut[1].gif

SHA-512:

Malicious:
|IE Cache URL:

Preview:

94514D2E8E682D9031DBD4ED2F3CCF1B00ES8233A93704DB048AD9823207D14ACEAA891C1BF3D3452319B3F33D2B52C5346AA7TEBO1A70DF5C44B077A7B4D36
8

false

http://https://www.touslesdrivers.com/images/site/fond_cadre_haut.gif

GIF89a.......L.{o.)DueiPrcee P~V Dol EL....@O.F.;

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\PEJLKQAS8\gpt[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

downloaded

70017

5.631218215251697

false

1536:uJstHwjMIwyx03j/m9DwwjuqfFBBPLNVxirPtL/iS:6s9wjOC/mPBbTUPLLf
DAE2D8F68E7CODF6075F47CFE46F76EB
FAFD399EC1D8B64E3C8060FD816077F90A931445
2A4FDC9B11DABFBAOBI5C811036BE6523C8502F43A21783F0C55E91958BDABBB

FFD060439FE75B1BDFOBD10E3614C65E42673634702E8FCFB1D60270F054AC73B8E89F8DIECI7FCEB7A255D492DBC5DC5755D7EA2213BE12DD67B9DBC1F3C
B1

false

http://https://securepubads.g.doubleclick.net/tag/js/gpt.js

(function(E){var window=this;if(window.googletag&&googletag.evalScripts){googletag.evalScripts();}if(window.googletag&&googletag._loaded_)return;/*.. Copyright The
Closure Library Authors.. SPDX-License-ldentifier: Apache-2.0.*/.var aa=function(a){var b=0;return function(){return b<a.length?{done:!1,value:a[b++]}:{done:!0}}},ba=
"function"==typeof Object.defineProperties?Object.defineProperty:function(a,b,c){if(a==Array.prototype||a==Object.prototype)return a;a[b]=c.value;return a},ca=function(a)
{a=["object"==typeof globalThis&&globalThis,a,"object"==typeof window&&window,"object"==typeof self&&self,"object"==typeof global&&global];for(var b=0;b<a.lengt
h;++b){var c=a[b];if(c&&c.Math==Math)return c}throw Error("Cannot find global object");},da=ca(this),ea="function"===typeof Symbol&&"symbol"===typeof Symbol("x"),m=
{},fa={},n=function(a,b){var c=fa[b];if(null==c)return a[b];c=a[c];return void 0!==c?c:a[b]},p=function(a,b,c){if(b)a:{var d=a.split(".");a=1===d.length;var e=d[0],f;!a&&e in m

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lIE\PEJLKQAS8\index[1].htm

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1:
SHA-256:
SHA-512:

Malicious:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

HTML document, ASCII text, with very long lines, with CRLF line terminators

downloaded

39056

5.240538189249216

false
384:SMuWsROToqiKIKilKit7aJHfc3eN/XjcB7utVMEVAiI6dCCKDCU+75Mull6H2aQil:SuDToqiSzlzVEr+7H+65cB
54EA94F9B16797296FOE34CCFA9C7EGD

07083D67A091BC5CDFSAFEBDEC2ACAF93DF726C2
FO6FAED5C678C840BDB779640BAA9E7CDE432DA4BC7A4DA6DE2DDB43B955EFFA

BO5CDO9C6AA7AECIF2A9E70269C397A1172D30E698B959117A43B3D627680A09DE6GBC37BAESFA48A0C7B50884FCD7B0C14EB0253F3B10708A2EAGF7724D3CA
C

false

http://https://www.touslesdrivers.com/index.php?v_page=31&v_id=8KVKWmfznwDbzahM

<IDOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.0rg/TR/xhtm|1/DTD/xhtml1-transitional.dtd">..<html xmIns="http://www.w3.
0rg/1999/xhtml">...<head>....<title>Mes Drivers - d&eacute;tection automatique des drivers, des pilotes et de la configuration</title>...<meta name="description" content=
"TousLesDrivers.com permet de t&eacute;|&eacute;charger gratuitement toutes les mises &agrave; jour n&eacute;cessaires au bon fonctionnement d'un PC. Les drivers
pilotes, BIOS, firmwares, utilitaires, logiciels et applications sont t&eacute;|&eacute;chargeables rapidement et facilement gr&acirc;ce au classement des fichiers par
cat&eacute;gories de mat&eacute;riel et par marques. Plus de 1500 fabricants informatiques sont r&eacute;f&eacute;renc&eacute;s."” />...<meta name="keywords" co
ntent="drivers,driver,pilotes,pilote,bios,firmware firmwares,drivers carte graphique,driver carte graphique,drivers carte son,driver carte son,drivers carte mere,driver carte
mere,drivers im

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lIE\PEJLKQA8\manettes[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

|IE Cache URL:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 32 x 32, 8-bit/color RGBA, non-interlaced

downloaded

2140

7.901809119079006

false
48:SCuLCTgRUNKknMXnumg6k07OHSbh6NeJ9SHbaMFpdy+7pdIBximz:S0ZXqd07IbWw8S2m8Vz
F703CC1FADF387E3AD3543AB6166DDB5
85C8F512D8B3951F51482A88764D14CDA09F745B
93047161D6B912EE525228FA1B1BB183D169FA28AFDAD81EBA482D83BCAG5708
7EB8C02D8B379471571976BC44A5220688416DDAC1257279816EAF01B6D812E8DE61944611801B2691709ECEC806F9B4846650DED36A74D773C7AD6A353E4868
false

http://https://www.touslesdrivers.com/images/mes_drivers/classes/manettes.png
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellIE\PEJLKQA8\manettes[1].png

Preview:

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\PEJLKQA8\mes_drivers[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.02, aspect ratio, density 100x100, segment length 16, baseline, precision 8, 180x60, frames 3
downloaded

5078

7.889414565056289

false

96:D0Z2+/j09GLDIla5SRLh2G4aRiRPXqHtEAIp5eB4fX7n8jhV:f+/yola5SRLgPkiRfgHtja8jhV
AlEC386AD35E52BBF7378F43ECAA3F05

584CBE8683703F0C030AB8E2EAE384DECBF8F5EQ
C1134C18F6CFA5025695E819A60322E14145502D75D4AFF8175C0557184BC6DE

BE3E532E56CAC977AES57ADF278C1F37EC645EA77F3EQE61A9CAFE72A143B0497760FEEOFFF91726DDAAFF7CFADB639EB21009CDB89304EFBEC70212A1DOF6E
95

false

http://https://www.touslesdrivers.com/images/mes_drivers/mes_drivers.jpg

...... JFIF o DUCKY . P dAODE.O. bbbt b bbbttt Sat et b et b bbbttt
11.AQa.q"....2.BR....b#. I ?.(ec4Smaf /$U..T.._.....D..J..Ob.H.......
B'rJ/.mj?.#...0<..L.sn...S.p[*h2%.9<.<.9~..Sm~..O...,9W.{w.l.cX.N[. <..2....J.S.E...O.../6.@B.h..(.\Y..&0..L"a...D.&0..L"a...ER...H..Q.9%...W...5...0Q~.<..&W.....

0..VPAFtJ|.L}Y0..3 >....l........ z..In.z.$HD.S.......L.5.3.2.8..7 ,yrB+....... Lh™. . (.@.F°
.&.0..L"a...D.&.0..}.......58.F.x.<h.AU..g,. LY 4 tdo oy KEM24|Um. 5 +y L2=. ..

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lIE\PEJLKQAS8\option_envoyer[1].gif

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

GIF image data, version 89a, 16 x 16

downloaded

1051

6.527634676403194

false
24:EOCKWVrEYcl8I+VylFzyz1HzWs6XNVNSZ4usE:qQviLylFzyzxzZWs6xNNSuQ
6B8E1CBDA2E2E7C6851BC9272DB2F156
C5D8D19713599F5833C54D1E90C7FB6AA4018691
F3FBE24E565206A92046F4FFB55A571FAA054E2005FF257C8EB2B06FE33986D7

9AAAD2EB13B5993E8FA88C749E8426B317413190D06E0B25C905634DC101383EE938C84FC88F1B51EDBE44AGSE31DEAG6CA45A2C9F1DBC36755DF5BABG0SESBL
C5

false

http://https://www.touslesdrivers.com/images/site/option_envoyer.gif

L1 1= OO OO OO

H...*.8B..Q.118.P .N.J..5K.0....B

W.2a.D.&0.......... 6.Ze A.X.1..0$:M,D.$...j.....0.F...141..99..aR."DO.<r.h..CrlPA.....A.%...70...1#M..q

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lIE\PEJLKQAS8\option_favoris[1].gif

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

GIF image data, version 89a, 16 x 16

downloaded

574

7.212915520705348

false

12:n/5P6CILzIxG4CVFCri18tiprY FSpWKJcc+hcXTCfoxhIThttCVmrhKPSWe:n/NzJIxkFSJIpeS8c+gjiattvoPe
E4EDDF2D20FCEA5320963A52F0C73D69

099519A5E939D9DA4099587BDFCA7196F4FDD5F7
5C1FADC5DBEE4BC7EB75BE521D7C88E4C163B48E34383AB4E3FB3DC2AESDC695
1785BC70EA8A40DD4B66B2536AD1B41C472579D2A5758E85D047755B7F218D5490CC7E03DAG62B6AA70EIC355EDCIC564953432761216CD5A225D7AD388B0304
false

http://https://www.touslesdrivers.com/images/site/option_favoris.gif

GIF89a.... oo ifoPoa M@ Wb 2. 3 LRR. %8 16 < F DGl #.().0.C. 0Ll Ldove.....
........ 7<ilid.0.>.C.F.M.Ms....-. > frae Kb _{ {3 NP e {0.b>.{38d..U21Z..0(,U..a%. Fi\=*.+MI06 LB@G<"zT9....C".
.../Oj.cN$#25....:[tX;.....Ps.kH3... ] h&.... Eq.yR4!IQf..Dm.W'-S..Y..J.+7...$..D_$rsF..@.;
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lIE\PEJLKQAS8\sIm.prebid.touslesdrivers[1].js

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: downloaded

Size (bytes): 16749

Entropy (8bit): 5.409147335144714

Encrypted: false

SSDEEP: 384:Ti/kOXmXC38F7DJgDfQf4Dsyfxv0ZqJBt:2MumX7FIt

MDS5: 89E6092876ECDD0820176584BE14BE40

SHA1L: FB30FODCO022C6526F1COE6BBA455B74F941526E6

SHA-256: 5C1EE526F487606C846F5465C380C9D6B86241DEODD58CB7915DF2F75BF025FC
SHA-512: 80BC92FC5D8DCD8BDB413BE484209CBBF7D3B4F4504D818F7D84A218E5ADF2673CBFA183195E5806855566A742D195FF6C084D8EAOCC51548F87035C256426E
Malicious: false

IE Cache URL:  http:i/https://ads.sportslocalmedia.com/sim.prebid.touslesdrivers.js

Preview:
(O=>{var e,a,d={},i={};function r(e){if(i[e])return i[e].exports;var a=i[e]={id:e,loaded:!1,exports:{}};return d[e].call(a.exports,a,a.exports,r),a.loaded=!0,a.exports}r.m=d,r.n=e=>
{var a=e&&e.__esModule?()=>e.default:()=>e;return r.d(a,{a}),a},r.d=(e,a)=>{for(var d in a)r.o(a,d)&&!r.o(e,d)&&Object.defineProperty(e,d,{enumerable:!0,get:a[d]})},r.f=
{},r.e=e=>Promise.all(Object.keys(r.f).reduce(((a,d)=>(r.f[d](e,a),a)),[])),r.u=e=>({1662:"slmadshb",2937:"instream",8216:"advanced-video-player“}[e] +".js"),r.g=function()
{if("object"==typeof globalThis)return globalThis;try{return this||new Function("return this")()}catch(e){if("object"==typeof window)return window}}(),r.hmd=e=>((e=Obje
ct.create(e)).children||(e.children=[]),Object.defineProperty(e,"exports" {enumerable:!0,set:()=>{throw new Error("ES Modules may not assign module.exports or exports.*,
Use ESM export syntax, instead: "+e.id)}}),e),r.o=(e,a)=>Object.prototype.hasOwnProperty.call(e,a),e={},a="sIm-ads:" r.I=(d,i,s)=>{if(e[d])e

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\PEJLKQAS8\souris[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 32 x 32, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 1542

Entropy (8bit): 7.8247839964894865

Encrypted: false

SSDEEP: 24:7A0APo0LZ09zIYwn/bu6BMDyeADrNei3d5709ddSTWEj6oKWtHEGx6:M060L2zDu6imfDrgi3wddUwM7KMEGx6

MD5: 8158744CD7509D7AC5B58AF7154669D5

SHA1L: 5462F27B98223202FF3B900C922DDDC19ED8B34B

SHA-256: 6C9736223A39C89BF37ED59BB818A0F47F627DFB1E149C87215FAE07F245DD44

SHA-512: 57674061DA6B06D54A617395C30CEO0SO0DELIAS4AE134C9988A8BC17106A42C12D5B1A7838CEOB3896DCI9E2BAIEBCA06F239A61069CB2DIESD27FAC265D0EFB,
E

Malicious: false

IE Cache URL:  http:i/https://www.touslesdrivers.com/images/mes_drivers/classes/souris.png

Preview:
b~ yBN8>LLCl
X&......%88X."... \XX....
1.03777 {.>[ZZdnnNe..
KFp.Q.. ..@nn....

*..9.FQQQzaaaBYY...

Process: C:\Users\user\AppData\Local\Temp\aes_x64.exe

File Type: data

Category: dropped

Size (bytes): 22964

Entropy (8bit):  7.988416177688223

Encrypted: false

SSDEEP: 384:2vIEb1SIH/ad6/yqlZGZLwgwgF8FI30jaON4rXEiD 7blpPIpFFh7QkD/idV2Tsop:uaHyPQ8LT8FGOMUIDHIVPFFh7Q8/idVA

MD5: 9E12786503113586E5B7697F573D37F9

SHAL: 525A4D4D38B9ECS5711CB8F1318E0DFED64921CAF

SHA-256: 16A8BEDB47003743DDDAC64848275A0FB49AA9761A05AD481CAO0C1CE3303E5A5

SHA-512: 1DF907649A9117ADCB1463F8460A361DBE4B36689CD87CBAOE68563A40CFA721A3FE39C90993B82C20B379EDBEE8D20F42D597697EE04B55E48B380E853ACA¢
7

Malicious: true

Preview:
AES....CREATED_BY.AESCIYPE 3.10. .. et tutttetetiteiiete ettt sttt ettt ettt est e b et e st e s e et e eb e eb st eb et es bt e en et e st ebeeaeneenen P on../A.)._.....Al.ol{.H.(.....~d..=3.J0.

.E7a=.NG....(#.......Zr..D".EzZWG....... k.. LTLZ . OlawiQz...L) fou (L pW WX e < M$...../m=1.))..&Q.....~..5.€6... kB .......]k-.....A.|.$Z|H...aD:/.>
..h%g,..M(.d..JE...VR..K...?d].M.,jK..?....(.8 enle~llScal) b 20 Lt K KO L AN X) 9eyNLLj.utBb. T .............=2.5.0./8........ Q. Q.u.ft
..QF.b>.7.€&..v0....w....Q..B..V.3..N5...f......X.d..q.}.z...5.#."...b.c."0..G@.Yy.2....1.g!10.0..A.....S.A..l.mN1"....bn8.$.5.....FZ.....;....Zd."3...H.D.Up.=._.x.$B.q.{3J.d
.O.....\.L..iS...e..ue.D+L.l.d "m.m...9...i709.ga.9...f.\."

Process: C:\Users\user\AppData\Local\Temp\detection.exe
File Type: PE32+ executable (console) x86-64, for MS Windows
Category: dropped

Size (bytes): 155136
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Entropy (8bit):

Encrypted:
SSDEEP:
MDS5:
SHA1L:
SHA-256:
SHA-512:

Malicious:
Yara Hits:

Antivirus:

Preview:

6.66841365910386

false

3072:qPjqdc4gShSWvT+Ykjse0/xZ3EILpPShi76u7:gPWIWVT+jse05KEi
E5125D4651C008EBA61D9FD3ABD5SAB31
4A85E5D6AB73891832C9ADAA4ATOC1896773C279
874CB7A8513B781B25E176828FESFESAC73FA2FE29EA2AACSFEOEAADS0EG3F39

26BA2CECF7324E1C5FE46112C31523E2FABADSDE34FE84CE3A9E3A63922B0F85D84982E7C6BAE13D2E3CF65193F7A19A67A2FC80AF5A78EF8CFEG11FCELAY:
09

true
e Rule: JoeSecurity AESCRYPTTool, Description: Yara detected AESCRYPT Tool, Source: C:\Users\user\AppData\Local\Temp\aes_x64.exe, Author: Joe Security

e Antivirus: Metadefender, Detection: 0%, Browse
e Antivirus: ReversingLabs, Detection: 0%

MZ.oiiiiiiiis @i LT
|.0...0.].0...0Rich...O.
........................ P.h......

.@..@.reloc..:

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Yara Hits:

Antivirus:

C:\Users\user\AppData\Local\Temp\detection.exe

PE32 executable (console) Intel 80386, for MS Windows

dropped

144384

6.805779966193588

false

3072:NgzEhDpHGK/gqrYxgHNEt3koNOShi76u7:NiEhNHggrLme-+i
82FF688AA9253B356E5D890FF311B59E
4A143FC08B6A55866403966918026509BEFCC7C1
B68FC901D758BA9EA3A5A616ABD34D1662197AA31B502F27CBF2579A947E53E9

CBB3D81E3237B856E158C5F38F84230A50F913BDADAOEF37B679E27E7DDF3C970173B68D2415DD8A7377BA543206BB8EOFE77C61334B47C5684E3DDFFF86ACI
D

true

e Rule: JoeSecurity AESCRYPTTool, Description: Yara detected AESCRYPT Tool, Source: C:\Users\user\AppData\Local\Temp\aes_x86.exe, Author: Joe Security

e Antivirus: Metadefender, Detection: 21%, Browse
e Antivirus: ReversingLabs, Detection: 21%

Joe Sandbox e Filename: 53c0505a_by_Libranalysis.exe, Detection: malicious, Browse
View: e Filename: hztxqReczN.exe, Detection: malicious, Browse

e Filename: BleachGap.exe, Detection: malicious, Browse

e Filename: SuperEnjoy.exe, Detection: malicious, Browse
Preview:

1..L.IThis program cannot be run in DOS mode....$.. d.d.dA.dA.dA.7d..d.e.d..dA.dA.dA..dRic

C:\Users\user\AppData\Local\Temp\curl_x64.exe v
Process: C:\Users\user\AppData\Local\Temp\detection.exe
File Type: PE32+ executable (console) x86-64, for MS Windows
Category: dropped
Size (bytes): 860232
Entropy (8bit):  6.330103845723899
Encrypted: false
SSDEEP: 12288:VBhSKWefubWiuJBmMSalayJZIQyyEmRwYGdOCj/cHBg3ui7KMTFhIMVs+b:VBhSBwy 76 MM1vBycddHj/cGTFS
MD5: E80C8CB9887A7C9426D4E843DDDB8A44
SHAL: A04821E6D51F45B72A10BDBD3BB7E49DE069CCD2
SHA-256: 3DF4725778C0351E8472A0F8E18CAF4FA9BI5CI8E4F2D160A26C3749F9869568
SHA-512: 41B4BD84336785D4DA13B5653183BF2A405B918AFAD3ACD934F253D23B1E00460173E36B2D65A61F77EF2B942DBA735655FC5B4EC561C375896F5A010E053D3:
Malicious: false
Antivirus: e Antivirus: Metadefender, Detection: 0%, Browse

e Antivirus: ReversingLabs, Detection: 0%
Preview:
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https://www.metadefender.com/#!/results/file/YnpJd01EVXlPR0pmTVRSRGRrMVFhZ1pvZTJKTlYwWTQ/regular/analysis
https://www.metadefender.com/#!/results/file/WVRFMk1USXhOMU41UkUxR1MyZFJWbVVya0piZFMxN2M1Uw/regular/analysis
https://view.joesandbox.com/analysis/323116/html/none
https://view.joesandbox.com/analysis/292904/html/none
https://view.joesandbox.com/analysis/264485/html/none
https://view.joesandbox.com/analysis/262101/html/none
https://www.metadefender.com/#!/results/file/bzE3MDcwM1N5Vmt4YW1QTmJTa1hhQ19ndW9T/regular/analysis

C:\Users\user\AppData\Local\Temp\curl_x86.exe v

Process:
File Type:
Category:
Size (bytes):

C:\Users\user\AppData\Local\Temp\detection.exe

PE32 executable (console) Intel 80386, for MS Windows

dropped
690760

Entropy (8bit):  6.379028616802886
Encrypted: false
SSDEEP: 12288:yy+N4weOnEbORHuybDmM5EsKDiVwx3g5smKQwT49zw64GdUCjfcwC6dum708TPVsT:CN4X0nvjibDm5v5wizHIdnjfcsTI
MD5: 213A2CEOC3E3BCC71DF42A9EDADOBA3S
SHA1L: A82D8374BDBEAOCD3B0OS8EDBDE32EAC29E061AD96
SHA-256: FBCOD3A56DCCOB9C6FFE556D1FD58C57502325780F137B64788FBBBDFC13BB82
SHA-512: 77BECC9354014573A7C348E94632ED484C156C24585EBACBA3E62FD8BB13085D41090EBBEDO56A58BE0658DA5918E639BF5FOAEBFAFCEE3F2270E8A701A134¢
C

Malicious: false
Antivirus: e Antivirus: Metadefender, Detection: 0%, Browse

e Antivirus: ReversingLabs, Detection: 3%
Preview:
C:\Users\luser\AppData\Local\Temp\detect_x64.exe v
Process: C:\Users\user\AppData\Local\Temp\detection.exe
File Type: PE32+ executable (console) x86-64, for MS Windows
Category: dropped
Size (bytes): 82432
Entropy (8bit):  4.904297032300948
Encrypted: false
SSDEEP: 1536:mGdmmlzdwlinY nyxHOGSrFc5VIF407W5ia:mGdsqZxM5cXLRWSi
MD5: 6A7EC375AF8BA2E87FF7F23497E9944E
SHA1: 791FB650E9E27E9857B332F534A0ADE1EAE28BE7
SHA-256: 65C68FD55281A0A4598807EA83531A0CBOE4E79A8C5BF38E9637E776F72C3514
SHA-512: C6FA4AC94692DDB8D60C8AB40AA33B17E9D0800C802EESD3C7D6F0DB24C507638743287A274D7EC62FES68B6AA1C69932D52E74A50040720A89138CB5C8BE7

A

Malicious: false
Antivirus: e Antivirus: Metadefender, Detection: 0%, Browse

e Antivirus: ReversingLabs, Detection: 0%
Preview:

....... 1..L.IThis program cannot be run in DOS mode....$ jo...pN..pN..pN.VsO..pN.VtO..pN.VuO..pN.VgO..pN..gN..pN.VyO..
P s

C:\Users\user\AppData\Local\Temp\detect_x64 2.exe v
Process: C:\Users\user\AppData\Local\Temp\detection.exe
File Type: PE32+ executable (console) x86-64, for MS Windows
Category: dropped
Size (bytes): 81408
Entropy (8bit): 4.8816791730814995
Encrypted: false
SSDEEP: 768:rrNZEAAWF11A/YuQu2QVoh1Ad5pWQIgTORopXJAiFaptHI82BSOe90KSJ2SLDOBF:NEAIA/YuQNNeUTORopXebptHIF407W1
MD5: 635E57FD7AEFFAF87F6242AF79FA19AA
SHAL: BC727A929A778C395675BACCF281A803B4CADAEF
SHA-256: 4A097314779F4D9CC594F40DB5509487AA4C2C8BDC58BC7230FCB183334BFD97
SHA-512: 69E5BEDB1925CFD5A2618C57C2F7DE82816183423B8F022614681511931B86A961FE02DB4F9FB94700981A0B8948E8AS55DFCC60897462233DB819594D4DECEAL
Malicious: false
Antivirus: e Antivirus: Metadefender, Detection: 0%, Browse

e Antivirus: ReversingLabs, Detection: 0%
Preview:
C:\Users\user\AppData\Local\Temp\detect x86.exe v
Process: C:\Users\user\AppData\Local\Temp\detection.exe
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https://www.metadefender.com/#!/results/file/bzE3MDYwMUJKUFdYb0I5NldaSEptMTdQZDA4Qg/regular/analysis
https://www.metadefender.com/#!/results/file/YnpFNU1USXdOSEo1Y210eGFFaElWSElTMS1acjZTcmFT/regular/analysis
https://www.metadefender.com/#!/results/file/YnpJd01Ea3dPRTkyTTNKM2VrWm5lRk1HNGk0TDczWWFU/regular/analysis

C:\Users\luser\AppData\Local\Temp\detect_x86.exe 9

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Antivirus:

Preview:

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Antivirus:

Preview:

PE32 executable (console) Intel 80386, for MS Windows

dropped

78848

4.9059415705271885

false

768:w44f/8vj/BaTway4Sj5dED/bAzqY ptHh82BS0e90KSJ2SLDOBEZWKSiSbA:wHsvFaUY/khptHhF4O7W5iSbhA
42344B0A6F2941A402BF7AAC3893A6BA

713476D0AF007882639A8F703EE5SCBCE34380293
F6971D84A1600EA51FD7508C4DA636BESBFIEA406D472FC2D9E42B4AC58B77D8

8C3BBB98507B963FBOF77C404CAAE78ADFDCFD132DF53985C9D8EY692FFC50744B19D52477C2701810A7967BD6ESECF13AF912D2EFF47FC2CA68BD045C56D¢
5

false

e Antivirus: Metadefender, Detection: 0%, Browse
e Antivirus: ReversingLabs, Detection: 0%

MZ.

C:\Users\user\Desktop\Mes_Drivers_3.0.4.exe

MS-DOS executable, MZ for MS-DOS

dropped

1165312

7.9946328993180025

true

24576:4AmTUWOC8wW79c0634s62yG2fzjTrqVHqOxX:4B/OBVIoswV2LjHzOx
02BA1C44B6392F013A7AAOB91314F45A
724C1977101ECAE88E4F104A8422B64BFEC01A98
7FBE59195F5F6F45C8B38B12488A169FDCB3A272004DBAF44C9D92A60A3690CB
56BED935B028257E6EB485C555002F3E07E86788452CCAOE28786098CC9254A7462B777A7TA46AEG594911A73D786A6D15DEE248F05A4C33A1BC749BE071BCC3I
true

e Antivirus: Metadefender, Detection: 10%, Browse
e Antivirus: ReversingLabs, Detection: 28%

1.L.\Win32 .EXE...$@...PE..L...+.W .
. .@.(@...0. T MPRESS1..(. MPRESS2X... ..rsrc..16....(..8 .@.....
............................................... v2.19..n|.. ..o th /XN ABT%.....6.80.F..n. LULRX.Tsb... Ay..zIw. .1.x;T* M. #...cy..u..DW...wk.z_by..hp..YCJ.D(@... k~?..
W..W...H00.*%e|L(...n...n.mR..<.;. #=UF"z..x=]..]..9..("#...~...0koQt.-...V2iZ.....0J..r..2UK5.Njz.Sx. Wr@..@(X..E..;.g...0.Z.D.~"...Ui..$"...UD6.v...w .. J....A...........

C:\Users\user\AppData\Local\Templinterface.cmd

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\Mes_Drivers_3.0.4.exe

DOS batch file, Non-ISO extended-ASCII text, with CRLF, NEL line terminators

dropped

2669

5.137308062929335

false
48:A5SvrvPuel4uFaBRACQzgNuXISbRTmlvy5BkdNN439kfOk0rn:A5SvzPJI4FRAPzGuUV5bmvs84kfvgn
EOEB53551ACA2ACFF814DDD7ACA212E2

EE825C865D5ABF244D6165EE838735F1BAOSBFCB
11993A03F68A33500A3CESFBEB3E3C2042A28299D04F39EED40147709E76CA79

DDDE3D274B2EA8DAOD645F88BD6B340902DCA83E599BA0C7249953A7C1F2DD512F764802134A6EFA1F48CA6CAE23B78881569228F908DD0746ABE3C46E95A3
8

false

@ECHO OFF..SETLOCAL....COLOR F0..MODE CON: COLS=76 LINES=15....SET "version=3.0.4"..::SET "version=%version% b.ta".... TITLE Mes Drivers %version%....S
ET "dossier=%TMP%\"....IF EXIST "%dossier%mes_drivers_update" (DEL /F "%dossier%mes_drivers_update")....VER | FINDSTR /I /R /C:"version 5\.[0-1]\." > NUL
2>&1..IF %ERRORLEVEL% EQU 0 (SET "waitfor=waitfor_x86.exe") ELSE (SET "waitfor=WAITFOR")....SET "titre=TousLesDrivers.com - Mes Drivers - %version%"..SET
"message_1=Etape 1/4 - Recherche d'une nouvelle version de l'application...".. SET "message_2=Etape 2/4 - D.tection de la configuration syst.me..."..SET "message_3
=Etape 3/4 - D.tection des composants mat.riels et des drivers install.s..."..SET "message_4=Etape 4/4 - Envoi des informations au serveur TousLesDrivers.com..."..SET
"message_update_1=Cette version de I'application n'est plus . jour."..SET "message_update_2=T.l.chargez la derni.re version sur www.TousLesDrivers.com"..SET "messa

ge_error=Erreur fatale"..SET "message_attente=Merc

C:\Users\user\AppDatal\Local\Templinterface.Ink

Process:

File Type:

C:\Users\user\Desktop\Mes_Drivers_3.0.4.exe

MS Windows shortcut, Item id list present, Points to a file or directory, Has Relative path, Has Working directory, Icon number=0, Archive, ctime=Wed Jul 7 22:18:15 2021
, mtime=Wed Jul 7 22:18:15 2021, atime=Wed Jul 7 22:18:15 2021, length=2669, window=hide
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https://www.metadefender.com/#!/results/file/YnpFNU1UQXpNWEo1VnpjNFJXRmZOVUlCMU11UlZUZGNI/regular/analysis
https://www.metadefender.com/#!/results/file/YnpFNU1URXdObE41Ylc5TlZXdDRhVk1TMVFlNEl5eG9y/regular/analysis

C:\Users\user\AppDatal\Local\Templinterface.Ink

Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MDS5:
SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

dropped

1947

3.6394959900450687

false

24:8C2/kFINMGAZREgKDbmM4m2yAfo8KYbOPYCTp7aB6m:8v/kF7AZR+6MXufo8vCEB6

5A67FBC6C1C047B2548C6B2ADD486510

8A35A359AD9987D3B599FA00E502078D7D3E7431

95D4DD8CE16C7F44BBE46DDCBE2A71F6D23A2D9B5EB5CE7F8F234BF73AD767AE
B3BF54845F70811FFOCDBD8B66FI88DA744EA0367BBF899EBBB1C53ECIBBE1195132594E0133576A771AD1DDEBCBB48264E9058648617E42E1CBFA012F02F36

.q.\'s...g.\.s...g.\.s.m ©..DG..Yr?.D..U..k0.&...&...... ..8...8p.]:s......t...CFSF..1......NM...AppData...t. Y ...H.g.3..(.
...R.Ap.p.D.ata..B.P.1....>Qbu..Local.<....... NM..RB......Y... . / L.o.c.al...N.1.....RC.. Temp........NM..RC...
LAT.emp.....h.2zm.. .RH. .INTERF~1.CMD..L....... RH..RH......S...... ,ninterfa.c.e..cm. d ....... SPPUUURRE R M g.....C:\Users\user\AppData\
Local\Temp\interface.cmd......\.i.n.t.e.r.f.a.c.e..cm.d#C..\Us.ers.\a. I f o.n. s\A p.p.D.atal.L.o.cal\T.em.p.\.-. Us.ers\alfo.ns\D.esskto.p\M.e.s._.D.

riv.ers._.3..0..4..ex.e......%USERPROFILEY\DESKIOP\MES_DIVEIS_3.0.4.EXE.....ccuiuiiiiiieitteteeete ettt ettt ettt e e st et e ehe s e e bt bt e s e et e e bt eh e e eb e e bt e s e et e ebe e e e bt ebtane e b e eneaneean

C:\Users\luser\AppData\Local\Temp\waitfor_x86.exe

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Users\user\Desktop\Mes_Drivers_3.0.4.exe

PE32 executable (console) Intel 80386, for MS Windows

dropped

38400

5.771125779123941

false
768:2Q1a0TfPUGS21Rux8NVB/QA6I1uZXs8fOXUwpBg4pjCOulr3HX:+1Tr8ovpQA6ILisiTEB8Ir33
DD8C73BDCF2077B82DBB6DDD8ECB6AGD
34D59EAFBC485052C5BD5C61697FCCC3D0878D5B
C3370E8EC5CA54E8FD7EAC19C278689CF122EDACI1FAA4376DC24B1D807FES10
8E01822020C34B9F08BF01CB64FCCEBE03709797C4B2350C3E14DC174D2B8CD0OA7D46A1108409DFEEFAFED13F30B8E217E55F6A47E791868EE60C14F774482L

false

1..L.IThis program cannot be run in DOS mode....$.......
& . o. .
.................. text....goe N datan @ 1STCLL8 & (N @..@.8.5X. 8500850852, 8.

.KERNEL32.dILNTDLL.DLL.msvcrt.dI.LUSER32.dI.LNETAPI32.dIl.WS2_32.dIl.SHLWAPL.dI.MPR.dIl.Secur32.dIl. VERSION.dII

Jou. & & & & & & & .80..& & . & & & & & & . &Rich.

C:\Users\luser\AppData\Local\Temp\waitfor_x86_2.exe

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Users\user\AppData\Local\Temp\detection.exe

PE32 executable (console) Intel 80386, for MS Windows

dropped

38400

5.771125779123941

false
768:2Q1aoTfPUGS21Rux8NVB/QA6I1uZXs8fOXUwpBg4pjCOulr3HX:+1Tr8ovpQA6I1isiTEBS8Ir33
DD8C73BDCF2077B82DBB6DDDSECB6AGD
34D59EAFBC485052C5BD5C61697FCCC3D0878D5B
C3370EBEC5CAS4E8FD7EAC19C278689CF122EDAC91FAA4376DC24B1D807FES10
8E01822020C34B9F08BF01CB64FCCEBE03709797C4B2350C3E14DC174D2B8CD0OA7D46A1108409DFEEFAFED13F30B8E217E55F6A47E791868EE60C14F774482L

false

I..L.IThis program cannot be run in DOS mode....$......J..u...&..&..&...&...&..&...&..&9..&.&...&..&..&..&...&..&...&Rich.

C:\Users\user\AppData\Local\Temp\~DF085E27A7477E5391.TMP

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHAL:
SHA-256:

C:\Program Files\internet explorer\iexplore.exe

data

dropped

37347

0.8254349064808411

false

192:kBgoxKYQ1Q5QSQnKQAKQVQNQBQSQ2y+89MVcKIQXs/M:kBgoxKYqGtY KyKKQUN5IM6EXsU
EDD41FC06BF8A21DCF9C4CA190C3CB72

6DF7968465B8388D4A7D5DFE7C694CBB1113C7BA
4AB3F27326EC6714FEB54A5EAD1ICA2A12537DC49D2186161F95D270847AF1893
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C:\Users\user\AppData\Local\Temp\~DF085E27A7477E5391.TMP

SHA-512: 6CD58CC5465A598F3E793DC7C12EF83AE7830935404BES5F869A9F97A4106BFA91F2E404ECD513460BE9A305B31C905116F0AE153A7EBO76C91DF5E5B3BBC8Y
Malicious: false
Preview:

¥%.H.M..{y..+.0...( X% H.M..{y..+.0...

C:\Users\luser\AppData\Local\Temp\~DF64AAEB065551F5B2.TMP

Process: C:\Program Files\internet exploren\iexplore.exe
File Type: data

Category: dropped

Size (bytes): 12965

Entropy (8bit):  0.4181458623307724

Encrypted: false

SSDEEP: 24:¢c9ILh9ILh9IINYIINYloel9loeY 9IWeDKIKNKYKQII2:kBgolejeVeGIKNKYTII2

MDS5: FDDB2C34C8D8854EC0A0B438C2836284

SHA1L: 0BB28171D280454C46BF468AB91B27BE6C420C17

SHA-256: BA4FCA736A2075E91B07B932523A8D2B141B8C5102E097882C2B1111EACEBB97

SHA-512: EA5DFB8140252D67FB3D7FB46A59E8D85A5F378E4EE7AB8956254F6173A077F84BF27018889A5BF204EDDEOC507973AE9134A5C574CE1F9CECD7EL1C25B716D7¢€
Malicious: false

Preview:

............................. R LY V0 O OO 7 & 0 Y 0 (VA O (OO

Static File Info

General
File type: PE32 executable (GUI) Intel 80386, for MS Windows
Entropy (8bit): 7.80639394183153
TriD: e Win32 Executable (generic) a (10002005/4)
99.40%
e Win32 EXE PECompact compressed (generic)
(41571/9) 0.41%
e Windows Screen Saver (13104/52) 0.13%
e Win16/32 Executable Delphi generic (2074/23)
0.02%
e Generic Win/DOS Executable (2004/3) 0.02%
File name: Mes_Drivers_3.0.4.exe
File size: 1624440
MD5: 50a5e891da27e63d54e68511e48aa026
SHAL: 87073d85a7ba420b15c8bh9a9edadc64db2bcfef
SHA256: 0788aaea249d92a84f70047efcacaa54c¢26320b439¢490k
a3ce00457955031d6
SHA512: 6df8811e3e1f6a4110ca3b7c498af13898b46962a308888
79180b2f11dda24344a1de4807663d46dd86f7eal1855d!
8137980cc85fe71e688d082f2f79994909
SSDEEP: 24576:AfHFW5b9DONFYrv+kjgipUompMEONMDY SkbD
knol6JK+ZYtEIBETtAMSB:sjFYrv+kjV450eYSRnyJhOtE
Vcf5B

File Content Preview:

File Icon

y|

Icon Hash: 03894ca5a5cle074

Static PE Info

General
Entrypoint: 0x45678c
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General
Entrypoint Section:
Digitally signed:
Imagebase:
Subsystem:

Image File Characteristics:

DLL Characteristics:

Time Stamp:

TLS Callbacks:

CLR (.Net) Version:

OS Version Major:

OS Version Minor:

File Version Major:

File Version Minor:
Subsystem Version Major:
Subsystem Version Minor:

Import Hash:

Authenticode Signature

Signature Valid:

Signature Issuer:

Signature Validation Error:
Error Number:

Not Before, Not After
Subject Chain

Version:

Thumbprint MD5:
Thumbprint SHA-1:
Thumbprint SHA-256:

Serial:

Entrypoint Preview

Data Directories

Sections

Name  Virtual Address

text 0x1000
0x56000

.itext

.data 0x57000

.bss 0x59000

.idata 0x60000
.didata  0x62000
s 0x63000
.rdata 0x64000
.reloc 0x65000

Virtual Size
0x54bac

0Oxcd0

0x1c90

0x6098

0x1486

0x154

0x10

0x18

0x80a8

Copyright Joe Security LLC 2021

Raw Size
0x54c00

0xe00

0x1e00

0x0

0x1600

0x200

0x0

0x200

0x0

Xored PE

False

False

False

False

False

False

False

False

False

ZLIB Complexity
0.41686255531

0.561383928571

0.377213541667

0.323686079545

0.30859375

0.05078125

.itext
true
0x400000

windows gui

LOCAL_SYMS_STRIPPED, 32BIT_MACHINE, BYTES_REVERSED_LO,
EXECUTABLE_IMAGE, LINE_NUMS_STRIPPED, BYTES_REVERSED_HI,

RELOCS_STRIPPED

0x57D32BF4 [Fri Sep 9 21:39:00 2016 UTC]

o o0 o uu o u»

1d58845e01168b11e8fe1f814f39f398

true

CN=COMODO Code Signing CA 2, O=COMODO CA Limited, L=Salford, S=Greater

Manchester, C=GB
The operation completed successfully
0
e 11/30/2016 4:00:00 PM 12/1/2017 3:59:59 PM

e CN=Tous Les Drivers, OU=IT, O=Tous Les Drivers, STREET=75 avenue de Marseille,
L=Vitrolles, S=Bouches-du-Rh&#195;&#180;ne, PostalCode=13127, C=FR

3
9FCA37DC296D67356D8D08964CD71785
48171D12F1CC636CEC19B926648D3CA247711D48

70833935EE77C609DAFC1CF8395D3E99A1D44ED204943FB57D375B1F3AFF8343

4513E8E5C8BBB6D79305E44A01921076

File Type Entropy

data 6.34358551635
data 5.76394574755
data 3.91882656946
empty 0.0
MIPSEB-LE MIPS-IIl ECOFF 4.84798937347
executable stripped - version 0.6

data 2.41945210787
empty 0.0

data 0.206920017787
empty 0.0

Characteristics

IMAGE_SCN_MEM_EXECUTE,
IMAGE_SCN_CNT_CODE,
IMAGE_SCN_MEM_READ

IMAGE_SCN_MEM_EXECUTE,
IMAGE_SCN_CNT_CODE,
IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZE
D_DATA,
IMAGE_SCN_MEM_WRITE,
IMAGE_SCN_MEM_READ

IMAGE_SCN_MEM_WRITE,
IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZE
D_DATA,
IMAGE_SCN_MEM_WRITE,
IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZE
D_DATA,
IMAGE_SCN_MEM_WRITE,
IMAGE_SCN_MEM_READ

IMAGE_SCN_MEM_WRITE,
IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZE
D_DATA,
IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZE
D_DATA,
IMAGE_SCN_MEM_DISCARDA
BLE, IMAGE_SCN_MEM_READ
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Name  Virtual Address Virtual Size Raw Size  Xored PE
.rsrc 0x6e000 0x13029¢ 0x130400 False
Resources

Imports

Version Infos

Possible Origin

Language of compilation system

English

Network Behavior

Network Port Distribution

TCP Packets

UDP Packets

DNS Queries

Timestamp Source IP
Jul 7, 2021 16:18:20.389908075 CEST 192.168.2.5
Jul 7, 2021 16:19:34.233503103 CEST 192.168.2.5
Jul 7, 2021 16:19:37.108648062 CEST 192.168.2.5
Jul 7, 2021 16:19:38.239557981 CEST 192.168.2.5
Jul 7, 2021 16:19:38.977114916 CEST 192.168.2.5
Jul 7, 2021 16:19:38.982193947 CEST 192.168.2.5
Jul 7, 2021 16:19:39.035197020 CEST 192.168.2.5
Jul 7, 2021 16:19:39.151463032 CEST 192.168.2.5
Jul 7, 2021 16:19:39.846795082 CEST 192.168.2.5
DNS Answers

Timestamp Source IP Dest IP Trans ID
Jul 7, 2021 8.8.8.8 192.168.2.5 Oxbee
16:18:20.444008112

CEST

Jul 7, 2021 8.8.8.8 192.168.2.5 Oxbee
16:18:20.444008112

CEST

Jul 7, 2021 8.8.8.8 192.168.2.5 ox6df
16:19:34.289171934

CEST

Jul 7, 2021 8.8.8.8 192.168.2.5 0ox6df
16:19:34.289171934

CEST

Copyright Joe Security LLC 2021

ZLIB Complexity File Type

0.954636786154 data

Country where language is spoken

United States

Dest IP Trans ID
8.8.8.8 Oxbee
8.8.8.8 oxedf
8.8.8.8 0xf631
8.8.8.8 0x3ddd
8.8.8.8 0x5a92
8.8.8.8 0x30ac
8.8.8.8 Oxeafa
8.8.8.8 0x6328
8.8.8.8 0xb80d

Reply Code Name

No error (0) www.tousle

sdrivers.com

No error (0) srvl.tousl

esdrivers.com

www.tousle
sdrivers.com

No error (0)

srvl.tousl
esdrivers.com

No error (0)

OP Code
Standard query
)

Standard query
()

Standard query
)

Standard query
(©)

Standard query
(©)

Standard query
(©)

Standard query
(©)
Standard query
(©)
Standard query
(©)

CName

srvl.touslesdrivers.com

srvl.touslesdrivers.com

Entropy
7.98099551661

Name

www.tousle
sdrivers.com

www.tousle
sdrivers.com

www.tousle
sdrivers.com

www.tousle
sdrivers.com

ads.sports
localmedia.com

securepuba
ds.g.doubl
eclick.net

tags.smile
wanted.com

cdn.appcon
sent.io

googleads.
g.doubleclick.net

Address

85.31.204.81

85.31.204.81

Characteristics

IMAGE_SCN_CNT_INITIALIZE
D_DATA,
IMAGE_SCN_MEM_READ

Type Class
A (IP address) IN (0x0001)
A (IP address) IN (0x0001)
A (IP address) IN (0x0001)
A (IP address) IN (0x0001)
A (IP address) IN (0x0001)
A (IP address) IN (0x0001)
A (IP address) IN (0x0001)
A (IP address) IN (0x0001)
A (IP address) IN (0x0001)
Type Class
CNAME IN (0x0001)
(Canonical
name)
A (IP address)  IN (0x0001)
CNAME IN (0x0001)
(Canonical
name)
A (IP address)  IN (0x0001)
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Timestamp Source IP Dest IP

Trans ID

Jul 7, 2021 8.8.8.8 192.168.2.5 0xf631

16:19:37.166660070
CEST

Jul 7, 2021 8.8.8.8 192.168.2.5 0xf631

16:19:37.166660070
CEST

Jul 7, 2021 8.8.8.8 192.168.2.5 0x3ddd

16:19:38.311676025
CEST

Jul 7, 2021 8.8.8.8 192.168.2.5 0x3ddd

16:19:38.311676025
CEST

Jul 7, 2021 8.8.8.8 192.168.2.5 0x5a92

16:19:39.036107063
CEST

Jul 7, 2021 8.8.8.8 192.168.2.5 0x5a92

16:19:39.036107063
CEST

Jul 7, 2021 8.8.8.8 192.168.2.5 0x5a92

16:19:39.036107063
CEST

Jul 7, 2021 8.8.8.8 192.168.2.5 0x30ac

16:19:39.037107944
CEST

Jul 7, 2021 8.8.8.8 192.168.2.5 0x30ac

16:19:39.037107944
CEST

Jul 7, 2021 8.8.8.8 192.168.2.5 Oxeafa

16:19:39.093420029
CEST

Jul 7, 2021 8.8.8.8 192.168.2.5 Oxeafa

16:19:39.093420029
CEST

Jul 7, 2021 8.8.8.8 192.168.2.5 Oxeafa

16:19:39.093420029
CEST

Jul 7, 2021 8.8.8.8 192.168.2.5 0x6328

16:19:39.200596094
CEST

Jul 7, 2021 8.8.8.8 192.168.2.5 0xb80d

16:19:39.913527966
CEST

HTTP Request Dependency Graph

e www.touslesdrivers.com

HTTP Packets

Session ID Source IP
0 192.168.2.5

kBytes
Timestamp transferred
Jul 7, 2021 5945

16:19:38.407059908 CEST

Copyright Joe Security LLC 2021

Source Port
49735

Direction
ouT

Reply Code Name CName Address Type
No error (0) www.tousle srvl.touslesdrivers.com CNAME
sdrivers.com (Canonical
name)
No error (0) srvl.tousl 85.31.204.81 A (IP address)

esdrivers.com

No error (0) www.tousle srvl.touslesdrivers.com CNAME
sdrivers.com (Canonical
name)
No error (0) srvl.tousl 85.31.204.81 A (IP address)

esdrivers.com

No error (0) ads.sports ads.sportslocalmedia.com CNAME
localmedia.com .web.cdn.anycast.me (Canonical
name)
No error (0) ads.sports 46-105-202- CNAME
localmedia 207.any.cdn.anycast.me (Canonical
.com.web.c name)

dn.anycast.me

No error (0) 46-105-202- 46.105.202.207 A (IP address)
207.any.c
dn.anycast.me

No error (0) securepuba partnerad.l.doubleclick.ne CNAME
ds.g.doubl t (Canonical
eclick.net name)

No error (0) partnerad. 142.250.180.226 A (IP address)

|.doubleclick.net

No error (0) tags.smile 104.26.7.39 A (IP address)
wanted.com

No error (0) tags.smile 172.67.71.185 A (IP address)
wanted.com

No error (0) tags.smile 104.26.6.39 A (IP address)
wanted.com

No error (0) cdn.appcon 35.227.209.167 A (IP address)
sent.io

No error (0) googleads. 216.58.214.194 A (IP address)

g.doubleclick.net

Destination IP  Destination Port Process
85.31.204.81 80 C:\Users\user\AppData\Local\Temp\curl_x64.exe

Data

GET /index.php?v_page=31&v_id=8KVKWmfznwDbzahM HTTP/1.1

Accept: text/html, application/xhtml+xml, image/jxr, */*

Accept-Language: en-US

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko
Accept-Encoding: gzip, deflate

Host: www.touslesdrivers.com

Connection: Keep-Alive

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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kBytes

Timestamp transferred

Jul 7, 2021
16:19:38.464884043 CEST

5946

HTTPS Packets

Source

Timestamp Source IP Port

Jul 7, 2021 46.105.202.207 443
16:19:39.159789085

CEST

Jul 7, 2021
16:19:39.160123110
CEST

46.105.202.207 443

Jul 7, 2021
16:19:39.195291042
CEST

104.26.7.39 443

Jul 7, 2021
16:19:39.198674917
CEST

104.26.7.39 443

Copyright Joe Security LLC 2021

Direction Data
IN HTTP/1.1 301 Moved Permanently
Content-Type: text/html; charset=UTF-8
Location: https://www.touslesdrivers.com/index.php?v_page=31&v_id=8KVKWmfznwDbzahM
Server: HTTP
X-Frame-Options: SAMEORIGIN
Date: Wed, 07 Jul 2021 14:19:35 GMT
Content-Length: 211
Data Raw: 3c 68 65 61 64 3e 3c 74 69 74 6¢ 65 3e 44 6f 63 75 6d 65 6e 74 20 64 c3 a9 70 6¢ 61 63 c3 a9 3c 2f 74 69 74
6¢C 65 3e 3c 2f 68 65 61 64 3e 0a 3c 62 6f 64 79 3e 3c 68 31 3e 4f 62 6a 65 74 20 64 c3 a9 70 6¢ 61 63 c3 a9 3c 2f 68 31
3e 43 65 20 64 6f 63 75 6d 65 6e 74 20 70 65 75 74 20 c3 aa 74 72 65 20 63 6f 6e 73 75 6¢ 74 c3 a9 20 3c 61 20 48 52 45
463d 2268 74747073 3a2f2f77 77 77 2e 74 6f 75 73 6¢ 65 73 64 72 69 76 65 72 73 2e 63 6f 6d 2f 69 6e 64 65 78 2e
7068 70 3f 76 5f 70 61 67 65 3d 33 31 26 61 6d 70 3b 76 5f 69 64 3d 38 4b 56 4b 57 6d 66 7a 6e 77 44 62 7a 61 68 4d 22
3e 69 63 69 3c 2f 61 3e 3c 2f 62 6f 64 79 3e
Data Ascii: <head><title>Document dplac</title></head><body><h1>Objet dplac</h1>Ce document peut tre consult <a
HREF="https://www.touslesdrivers.com/index.php?v_page=31&amp;v_id=8KVKWmfznwDbzahM">ici</a></body>
Dest Not Not JA3 SSL Client
Dest IP Subject Issuer Before After Fingerprint JA3 SSL Client Digest
192.168.2.5 49741 CN=ads.slmads.com CN=R3, CN=R3, O=Let's FriMay Thu Aug 771,49196- 9e10692f1b7f78228b2d4e
O=Let's Encrypt, C=US Encrypt, C=US 21 19 49195-49200- 424db3a98c
CN=DST Root CA  17:28:17 17:28:17 49199-49188-
X3, O=Digital CEST CEST 49187-49192-
Signature Trust Co. 2021 2021 49191-49162-
Wed Oct Wed 49161-49172-
07 Sep29 49171-157-156-
21:21:40 21:21:40 61-60-53-47-
CEST CEST 10,0-10-11-13-
2020 2021 35-16-23-24-
CN=R3, O=Let's Encrypt, ~ CN=DSTRootCA Wed Oct Wed  09281,29-23-24,0
c=USs X3, O=Digital 07 Sep 29
Signature Trust Co. 21:21:40 21:21:40
CEST CEST
2020 2021
192.168.2.5 49740 CN=ads.slmads.com CN=R3, CN=R3, O=Let's FriMay Thu Aug 771,49196- 9e10692f1b7f78228b2d4e
O=Let's Encrypt, C=US Encrypt, C=US 21 19 49195-49200- 424db3a98c
CN=DST Root CA  17:28:17 17:28:17 49199-49188-
X3, O=Digital CEST CEST 49187-49192-
Signature Trust Co. 2021 2021 49191-49162-
Wed Oct Wed 49161-49172-
07 Sep29 49171-157-156-
21:21:40 21:21:40 61-60-53-47-
CEST CEST 10,0-10-11-13-
2020 2021 35-16-23-24-
CN=R3, O=lets Encrypt, ~ CN=DSTRootCA  Wed Oct Wed ~ 09281,29-23-24,0
C=Us X3, O=Digital 07 Sep 29
Signature Trust Co. 21:21:40 21:21:40
CEST  CEST
2020 2021
192.168.2.5 49747 CN=sni.cloudflaressl.com, CN=Cloudflare Inc ~ Tue Aug Wed 771,49196- 9e10692f1b7f78228b2d4e
O="Cloudflare, Inc.", L=San  ECC CA-3, 18 Aug 18  49195-49200- 424db3a98c
Francisco, ST=CA, C=US O="Cloudflare, Inc.”, 02:00:00 14:00:00 49199-49188-
CN=Cloudflare Inc ECC CA-3, C=US CN=Baltimore CEST  CEST  49187-49192-
O="Cloudflare, Inc.", C=US CyberTrust Root, 2020 2021 49191-49162-
OU=CyberTrust, Mon Jan Wed 49161-49172-
O=Baltimore, C=IE 27 Jan 01 49171-157-156-
13:48:08 00:59:59 61-60-53-47-
CET CET 10,0-10-11-13-
2020 2025 35-16-23-24-
CN=Cloudflare Inc ECC CA-3, CN=Baltimore MonJan Wed  65281,29-23-24.0
O="Cloudflare, Inc.", C=US CyberTrust Root, 27 Jan 01
OU=CyberTrust, 13:48:08 00:59:59
O=Baltimore, C=IE  CET CET
2020 2025
192.168.2.5 49748 CN=sni.cloudflaressl.com, CN=Cloudflare Inc  Tue Aug Wed 771,49196- 9e10692f1b7f78228b2d4e
O="Cloudflare, Inc.", L=San ECC CA-3, 18 Aug 18  49195-49200- 424db3a98c
Francisco, ST=CA, C=US O="Cloudflare, Inc.", 02:00:00 14:00:00 49199-49188-
CN=Cloudflare Inc ECC CA-3, C=US CN=Baltimore CEST  CEST  49187-49192-
O="Cloudflare, Inc.", C=US CyberTrust Root, 2020 2021 49191-49162-
OU=CyberTrust, Mon Jan Wed 49161-49172-
O=Baltimore, C=IE 27 Jan 01  49171-157-156-
13:48:08 00:59:59 61-60-53-47-
CET CET 10,0-10-11-13-
2020 2025 35-16-23-24-
CN=Cloudflare Inc ECC CA-3, CN=Baltimore Mon Jan Wed 65281,29-23-24,0
O="Cloudflare, Inc.", C=US CyberTrust Root, 27 Jan 01
OU=CyberTrust, 13:48:08 00:59:59
O=Baltimore, C=IE  CET CET
2020 2025
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Source

Timestamp Source IP Port

Jul 7, 2021
16:19:39.224272966
CEST

142.250.180.226 443

Jul 7, 2021
16:19:39.240375996
CEST

142.250.180.226 443

Jul 7, 2021
16:19:39.332803965
CEST

35.227.209.167 443

Jul 7, 2021 35.227.209.167 443
16:19:39.334471941

CEST

Jul 7, 2021
16:19:40.067873001
CEST

216.58.214.194 443

Copyright Joe Security LLC 2021

Dest

Dest IP Port

192.168.2.5 49743

192.168.2.5 49742

192.168.2.5 49752

192.168.2.5 49751

192.168.2.5 49755

Subject

CN=*.g.doubleclick.net,
0O=Google LLC, L=Mountain
View, ST=California, C=US
CN=GTS CA 101, O=Google
Trust Services, C=US

CN=GTS CA 101, O=Google
Trust Services, C=US

CN=*.g.doubleclick.net,
0O=Google LLC, L=Mountain
View, ST=California, C=US
CN=GTS CA 101, O=Google
Trust Services, C=US

CN=GTS CA 101, O=Google
Trust Services, C=US

CN=cdn.appconsent.io
CN=R3, O=Let's Encrypt,
C=US

CN=R3, O=Let's Encrypt,
C=Us

CN=cdn.appconsent.io
CN=R3, O=Let's Encrypt,
C=US

CN=R3, O=Let's Encrypt,
C=US

CN=*.g.doubleclick.net
CN=GTS CA 1C3, O=Google
Trust Services LLC, C=US
CN=GTS Root R1, O=Google
Trust Services LLC, C=US

CN=GTS CA 1C3, O=Google
Trust Services LLC, C=US

CN=GTS Root R1, O=Google
Trust Services LLC, C=US

Issuer

CN=GTS CA 101,
0O=Google Trust
Services, C=US
CN=GlobalSign,
O=GlobalSign,
OU=GlobalSign
Root CA - R2

CN=GlobalSign,
O=GlobalSign,
OU=GlobalSign
Root CA - R2

CN=GTS CA 101,
0O=Google Trust
Services, C=US
CN=GlobalSign,
O=GlobalSign,
OU=GlobalSign
Root CA - R2

CN=GlobalSign,
O=GlobalSign,
OU=GlobalSign
Root CA - R2

CN=R3, O=Let's
Encrypt, C=US
CN=DST Root CA
X3, O=Digital
Signature Trust Co.

CN=DST Root CA
X3, O=Digital
Signature Trust Co.

CN=R3, O=Let's
Encrypt, C=US
CN=DST Root CA
X3, O=Digital
Signature Trust Co.

CN=DST Root CA
X3, O=Digital
Signature Trust Co.

CN=GTS CA 1C3,
O=Google Trust
Services LLC, C=US
CN=GTS Root R1,
O=Google Trust
Services LLC, C=US
CN=GlobalSign
Root CA, OU=Root
CA, O=ClobalSign
nv-sa, C=BE

CN=GTS Root R1,
O=Google Trust
Services LLC, C=US

CN=GlobalSign
Root CA, OU=Root
CA, O=GlobalSign
nv-sa, C=BE

Not
Before

Tue Jun
22
15:35:18
CEST
2021
Thu Jun
15
02:00:42
CEST
2017

Thu Jun
15
02:00:42
CEST
2017

Tue Jun
22
15:35:18
CEST
2021
Thu Jun
15
02:00:42
CEST
2017

Thu Jun
15
02:00:42
CEST
2017

Wed
May 26
12:09:31
CEST
2021
Wed Oct
07
21:21:40
CEST
2020

Wed Oct
07
21:21:40
CEST
2020

Wed
May 26
12:09:31
CEST
2021
Wed Oct
07
21:21:40
CEST
2020

Wed Oct
07
21:21:40
CEST
2020

Tue Jun
22
15:35:26
CEST
2021
Thu Aug
13
02:00:42
CEST
2020 Fri
Jun 19
02:00:42
CEST
2020

Thu Aug
13
02:00:42
CEST
2020

Fri Jun
19
02:00:42
CEST
2020

Not
After

Tue Sep
14
15:35:17
CEST
2021
Wed
Dec 15
01:00:42
CET
2021

Wed
Dec 15
01:00:42
CET
2021

Tue Sep
14
15:35:17
CEST
2021
Wed
Dec 15
01:00:42
CET
2021

Wed
Dec 15
01:00:42
CET
2021

Tue Aug
24
12:09:31
CEST
2021
Wed
Sep 29
21:21:40
CEST
2021

Wed
Sep 29
21:21:40
CEST
2021

Tue Aug
24
12:09:31
CEST
2021
Wed
Sep 29
21:21:40
CEST
2021

Wed
Sep 29
21:21:40
CEST
2021

Tue Sep
14
15:35:25
CEST
2021
Thu Sep
30
02:00:42
CEST
2027 Fri
Jan 28
01:00:42
CET
2028

Thu Sep
30
02:00:42
CEST
2027

Fri Jan
28
01:00:42
CET
2028

JA3 SSL Client

Fingerprint JA3 SSL Client Digest

9e10692f1b7{78228b2d4e
424db3a98c

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-24,0

9e10692f1b7f78228b2d4e
424db3a98c

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-24,0

9e10692f1b7f78228b2d4e
424db3a98c

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-24,0

9e10692f1b7f78228b2d4e
424db3a98c

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-24,0

9e10692f1b7f78228b2d4e
424db3a98c

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-24,0
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Source Dest Not Not JA3 SSL Client

Timestamp Source IP Port Dest IP Port  Subject Issuer Before After Fingerprint JA3 SSL Client Digest
Jul 7, 2021 216.58.214.194 443 192.168.2.5 49756 CN=*.g.doubleclick.net CN=GTS CA1C3, TueJun Tue Sep 771,49196- 9e10692f1b7f78228b2d4e
16:19:40.068058014 CN=GTS CA 1C3, O=Google O=Google Trust 22 14 49195-49200- 424db3a98c

CEST Trust Services LLC, C=US Services LLC, C=US 15:35:26 15:35:25 49199-49188-

CN=GTS Root R1, O=Google CN=GTS RootR1, CEST CEST  49187-49192-
Trust Services LLC, C=US 0O=Google Trust 2021 2021 49191-49162-
Services LLC, C=US Thu Aug Thu Sep 49161-49172-
CN=GlobalSign 13 30 49171-157-156-
Root CA, OU=Root  02:00:42 02:00:42 61-60-53-47-
CA, O=GlobalSign CEST CEST  10,0-10-11-13-
nv-sa, C=BE 2020 Fri 2027 Fri 35-16-23-24-
Jun19 Jan28 65281,29-23-24,0
02:00:42 01:00:42

CEST CET
2020 2028
CN=GTS CA 1C3, O=Google CN=GTS RootR1, ThuAug Thu Sep
Trust Services LLC, C=US 0O=Google Trust 13 30
Services LLC, C=US 02:00:42 02:00:42
CEST CEST
2020 2027
CN=GTS Root R1, O=Google CN=GlobalSign FriJun  FriJan
Trust Services LLC, C=US Root CA, OU=Root 19 28
CA, O=GlobalSign  02:00:42 01:00:42
nv-sa, C=BE CEST CET
2020 2028

Code Manipulations

Statistics

Behavior

\E’ Click to jump to process

System Behavior

Analysis Process: Mes_Drivers_3.0.4.exe PID: 400 Parent PID: 5784

General

Start time: 16:18:14

Start date: 07/07/2021

Path: C:\Users\user\Desktop\Mes_Drivers_3.0.4.exe

Wow64 process (32bit): true

Commandline: ‘C:\Users\user\Desktop\Mes_Drivers_3.0.4.exe"

Imagebase: 0x400000

File size: 1624440 bytes

MDS5 hash: 50A5E891DA27E63D54E68511E48AA026

Has elevated privileges: true

Has administrator privileges: true

Programmed in: Borland Delphi

Yara matches: e Rule: JoeSecurity_DelphiSystemParamCount, Description: Detected Delphi use of
System.ParamCount(), Source:
00000001.00000000.218185318.0000000000401000.00000020.00020000.sdmp, Author:
Joe Security

e Rule: JoeSecurity_DelphiSystemParamCount, Description: Detected Delphi use of

System.ParamCount(), Source:
00000001.00000002.407834625.0000000000401000.00000020.00020000.sdmp, Author:
Joe Security

Reputation: low
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File Activities

File Created

File Deleted

File Written

Registry Activities

Show Windows behavior

Show Windows behavior

Analysis Process: cmd.exe PID: 1500 Parent PID: 400

General

Start time:

Start date:

Path:

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

16:18:16

07/07/2021
C:\Windows\SysWOW64\cmd.exe
true

‘C:\Windows\system32\cmd.exe' /C START " 'C:\Users\user\AppData\Local\Temp\int
erface.Ink'

0x150000

232960 bytes
F3BDBE3BB6F734E357235F4D5898582D
true

true

C, C++ or other language

Reputation: high
File Activities Show Windows behavior
Analysis Process: conhost.exe PID: 2904 Parent PID: 1500

General

Start time: 16:18:16

Start date: 07/07/2021

Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

false

C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
0x7ff7ecfc0000

625664 bytes
EA777DEEA782E8B4D7C7C33BBF8A4496

true

true

C, C++ or other language

Reputation: high
Analysis Process: detection.exe PID: 5556 Parent PID: 400
General
Start time: 16:18:17
Start date: 07/07/2021
Path: C:\Users\user\AppData\Local\Temp\detection.exe
Wow64 process (32bit): true

Commandline:

Copyright Joe Security LLC 2021

‘C:\Users\user\AppData\Local\Temp\detection.exe'
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Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

0x400000

1165312 bytes
02BA1C44B6392F013A7AA0B91314F45A
true

true

Borland Delphi

e Rule: webshell_asp_generic, Description: Generic ASP webshell which uses any
evallexec function indirectly on user input or writes a file, Source:
00000004.00000003.399944667.00000000009B3000.00000004.00000001.sdmp, Author:
Arnim Rupp

e Rule: JoeSecurity_DelphiSystemParamCount, Description: Detected Delphi use of
System.ParamCount(), Source:
00000004.00000002.402849297.0000000000401000.00000040.00020000.sdmp, Author:
Joe Security

e Rule: JoeSecurity AESCRYPTTool, Description: Yara detected AESCRYPT Tool, Source:
00000004.00000003.225305782.000000007FA70000.00000004.00000001.sdmp, Author:
Joe Security

e Rule: JoeSecurity AESCRYPTTool, Description: Yara detected AESCRYPT Tool, Source:
00000004.00000003.401509038.0000000002A78000.00000004.00000001.sdmp, Author:
Joe Security

e Rule: JoeSecurity AESCRYPTTool, Description: Yara detected AESCRYPT Tool, Source:
00000004.00000003.401894830.00000000024D1000.00000004.00000001.sdmp, Author:
Joe Security

Reputation: low
File Activities Show Windows behavior
File Created
File Deleted
File Written
File Read
Analysis Process: conhost.exe PID: 5976 Parent PID: 5556
General
Start time: 16:18:17
Start date: 07/07/2021
Path: C:\Windows\System32\conhost.exe
Wow64 process (32bit): false
Commandline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
Imagebase: 0x7ff7ecfc0000
File size: 625664 bytes
MD5 hash: EA777DEEA782E8B4D7C7C33BBF8A4496
Has elevated privileges: true
Has administrator privileges: true

Programmed in:

C, C++ or other language

Reputation: high
Analysis Process: cmd.exe PID: 5064 Parent PID: 1500
General
Start time: 16:18:17
Start date: 07/07/2021
Path: C:\Windows\SysWOW64\cmd.exe

Wow64 process (32bit):
Commandline:

Imagebase:

Copyright Joe Security LLC 2021

true
C:\Windows\system32\cmd.exe /c "C:\Users\user\AppData\Local\Temp\interface.cmd" '
0x150000
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https://www.metadefender.com/#!/results/file/YnpFNU1URXdObE41Ylc5TlZXdDRhVk1TMVFlNEl5eG9y/regular/analysis

File size: 232960 bytes

MDS5 hash: F3BDBE3BB6F734E357235F4D5898582D

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high
File Activities Show Windows behavior
File Read

Analysis Process: conhost.exe PID: 5468 Parent PID: 5064

General
Start time: 16:18:18
Start date: 07/07/2021
Path: C:\Windows\System32\conhost.exe
Wow64 process (32bit): false
Commandline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
Imagebase: 0x7ff7ecfc0000
File size: 625664 bytes
MD5 hash: EA777DEEA782E8B4D7C7C33BBF8A4496
Has elevated privileges: true
Has administrator privileges: true
Programmed in: C, C++ or other language
Reputation: high
File Activities Show Windows behavior

Analysis Process: mode.com PID: 5624 Parent PID: 5064

General
Start time: 16:18:18
Start date: 07/07/2021
Path: C:\Windows\SysWOW64\mode.com
Wow64 process (32bit): true
Commandline: MODE CON: COLS=76 LINES=15
Imagebase: 0x7ff797770000
File size: 27648 bytes
MDS5 hash: D781CD6A6484C276A4D0750D9206A382
Has elevated privileges: true
Has administrator privileges: true
Programmed in: C, C++ or other language
Reputation: moderate
File Activities Show Windows behavior

Analysis Process: cmd.exe PID: 2588 Parent PID: 5064

General

Start time: 16:18:19

Start date: 07/07/2021

Path: C:\Windows\SysWOW64\cmd.exe
Wow64 process (32bit): true
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Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

C:\Windows\system32\cmd.exe /S /D /c' VER'
0x150000

232960 bytes
F3BDBE3BB6F734E357235F4D5898582D
true

true

C, C++ or other language

Reputation: high
File Activities Show Windows behavior
Analysis Process: findstr.exe PID: 6040 Parent PID: 5064

General

Start time: 16:18:19

Start date: 07/07/2021

Path: C:\Windows\SysWOW64\findstr.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

true

FINDSTR /I /R /C:'version 5\.[0-1]\."
0x11c0000

29696 bytes
8B534A7FC0630DE41BB1F98C882C19EC
true

true

C, C++ or other language

Reputation: moderate
File Activities Show Windows behavior
File Read
Analysis Process: curl_x64.exe PID: 5968 Parent PID: 5556
General
Start time: 16:18:20
Start date: 07/07/2021
Path: C:\Users\user\AppData\Local\Temp\curl_x64.exe
Wow64 process (32bit): false
Commandline: ‘C:\Users\user\AppData\Local\Temp\curl_x64.exe"' --connect-timeout 5 --max-time 20 --fail --
silent --request GET 'https://www.touslesdrivers.com/php/mes_drivers/version.php?v_versio
n=3.0.4'
Imagebase: 0x400000
File size: 860232 bytes
MDS5 hash: E80C8CB9887A7C9426D4E843DDDB8A44

Has elevated privileges:
Has administrator privileges:

Programmed in:

true
true

C, C++ or other language

File Activities

Show Windows behavior

Analysis Process: waitfor.exe PID: 2172 Parent PID: 5064

General
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https://www.metadefender.com/#!/results/file/bzE3MDcwM1N5Vmt4YW1QTmJTa1hhQ19ndW9T/regular/analysis

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

File Activities

16:18:20

07/07/2021
C:\Windows\SysWOW64\waitfor.exe

true

WAITFOR unlock

0x910000

32256 bytes
83E921720CA3BD0O3CF6BF5686E802C3D
true

true

C, C++ or other language

Show Windows behavior

File Read

Analysis Process: waitfor.exe PID: 1012 Parent PID: 5556

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

File Activities

16:18:21
07/07/2021
C:\Windows\SysWOW64\waitfor.exe

true

WAITFOR /S DESKTOP-716T771 /S| unlock

0x910000

32256 bytes
83E921720CA3BD03CF6BF5686E802C3D
true

true

C, C++ or other language

Show Windows behavior

Analysis Process: sc.exe PID: 5852 Parent PID: 5556

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

File Activities

16:18:28

07/07/2021
C:\Windows\SysWOW64\sc.exe

true

SC query Winmgmt

0xb60000

60928 bytes
24A3E2603E63BCB9695A2935D3B24695
true

true

C, C++ or other language

Show Windows behavior

Analysis Process: waitfor.exe PID: 2904 Parent PID: 5556

General

Start time:
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Start date:
Path:

Wow64 process (32bit):

Commandline:
Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator privileges:

Programmed in:

07/07/2021
C:\Windows\SysWOW64\waitfor.exe

true

WAITFOR /S DESKTOP-716T771 /S| unlock
0x910000

32256 bytes
83E921720CA3BD0O3CF6BF5686E802C3D
true

true

C, C++ or other language

File Activities

Show Windows behavior

Analysis Process: detect x64.exe PID: 360 Parent PID: 5556

General

Start time:
Start date:
Path:

Wow64 process (32bit):

Commandline:

Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator privileges:

Programmed in:

16:18:34

07/07/2021
C:\Users\usen\AppData\Local\Temp\detect_x64.exe
false

‘C:\Users\usen\AppData\Local\Temp\detect_x64.exe’ driverfiles 1394\* DISPLAY\* HDAUDIO\*
HID\* MONITOR\* PCI\* PCMCIA\* SBP2\* SD\* USB\*

0x7ff7a7450000

82432 bytes
6A7EC375AF8BA2E87FF7F23497E9944E
true

true

C, C++ or other language

File Activities

Show Windows behavior

Analysis Process: detect x64.exe PID: 5504 Parent PID: 5556

General

Start time:
Start date:
Path:

Wow64 process (32bit):

Commandline:

Imagebase:
File size:
MDS5 hash:

Has elevated privileges:

Has administrator privileges:

Programmed in:

File Activities

16:18:34

07/07/2021
C:\Users\user\AppData\Local\Temp\detect_x64.exe
false

‘C:\Users\user\AppData\Local\Temp\detect_x64.exe' drivernodes 1394\* DISPLAY\* H
DAUDIOW* HID\* MONITOR\* PCI\* PCMCIA\* SBP2\* SD\* USB\*

0x7ff7a7450000

82432 bytes
6ATEC375AF8BA2E87FF7F23497E9944E
true

true

C, C++ or other language

Show Windows behavior

Analysis Process: detect_x64.exe PID: 1012 Parent PID: 5556

General

Start time:
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Start date:
Path:
Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

07/07/2021
C:\Users\user\AppData\Local\Temp\detect_x64.exe
false

‘C:\Users\user\AppData\Local\Temp\detect_x64.exe' hwids 1394\* DISPLAY\* HDAUDIO\*
HID\* MONITOR\* PCI\* PCMCIA\* SBP2\* SD\* USB\*

0x7ff7a7450000

82432 bytes
6A7EC375AF8BA2EB7FF7F23497E9944E
true

true

C, C++ or other language

Analysis Process: detect_x64.exe PID: 1692 Parent PID: 5556

General

Start time:

Start date:

Path:

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

16:18:35

07/07/2021
C:\Users\user\AppData\Local\Temp\detect_x64.exe
false

‘C:\Users\user\AppData\Local\Temp\detect_x64.exe' stack 1394\* DISPLAY\* HDAUDIO\*
HID\* MONITOR\* PCI\* PCMCIA\* SBP2\* SD\* USB\*

0x7ff7a7450000

82432 bytes
6A7TEC375AF8BA2E87FF7F23497E9944E
true

true

C, C++ or other language

Analysis Process: detect x64.exe PID: 1704 Parent PID: 5556

General

Start time:

Start date:

Path:

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

16:18:36

07/07/2021
C:\Users\user\AppData\Local\Temp\detect_x64.exe
false

‘C:\Users\user\AppData\Local\Temp\detect_x64.exe' status 1394\* DISPLAY\* HDAUDIO\*
HID\* MONITOR\* PCI\* PCMCIA\* SBP2\* SD\* USB\*

0x7ff7a7450000

82432 bytes
6A7EC375AF8BA2E87FF7F23497E9944E
true

true

C, C++ or other language

Analysis Process: waitfor.exe PID: 6812 Parent PID: 5556

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:

Copyright Joe Security LLC 2021

16:19:27

07/07/2021
C:\Windows\SysWOW64\waitfor.exe

true

WAITFOR /S DESKTOP-716T771 /S| unlock
0x910000

32256 bytes
83E921720CA3BDO3CF6BF5686E802C3D

true

Page 52 of 55



Has administrator privileges: true

Programmed in: C, C++ or other language

Analysis Process: aes_x64.exe PID: 7004 Parent PID: 5556

General
Start time: 16:19:32
Start date: 07/07/2021
Path: C:\Users\user\AppData\Local\Temp\aes_x64.exe
Wow64 process (32bit): false
Commandline: ‘C:\Users\user\AppData\Local\Temp\aes_x64.exe" -e -p anT"UpFuzpuC@IOvsoPVe2kiNTi
daBo<zl|BeaRnUOResFwAy@dEnuCkUd)hAzOh -o 'C:\Users\user\AppData\Local\
Temp\8KVKWmfznwDbzahM\8KVKWmfznwDbzahM' -
Imagebase: 0x7ff697680000
File size: 155136 bytes
MD5 hash: E5125D4651C008EBA61D9FD3ABD5AB31
Has elevated privileges: true
Has administrator privileges: true
Programmed in: C, C++ or other language
Yara matches: e Rule: JoeSecurity AESCRYPTTool, Description: Yara detected AESCRYPT Tool, Source:
00000024.00000002.388115021.00007FF697695000.00000002.00020000.sdmp, Author:
Joe Security

e Rule: JoeSecurity AESCRYPTTool, Description: Yara detected AESCRYPT Tool, Source:
00000024.00000000.386024517.00007FF697695000.00000002.00020000.sdmp, Author:
Joe Security

e Rule: JoeSecurity AESCRYPTTool, Description: Yara detected AESCRYPT Tool, Source:
C:\Users\user\AppData\Local\Temp\aes_x64.exe, Author: Joe Security

‘ Analysis Process: curl_x64.exe PID: 7020 Parent PID: 5556 ’

General

Start time: 16:19:33

Start date: 07/07/2021

Path: C:\Users\user\AppData\Local\Temp\curl_x64.exe

Wow64 process (32bit): false

Commandline: ‘C:\Users\user\AppData\Local\Temp\curl_x64.exe' --connect-timeout 5 --max-time 20 --fail --
silent --request POST --form 'v_configuration=<C:\Users\user\AppData\Local\Temp
\8KVKWmfznwDbzahM\8KVKWmfznwDbzahM' 'https://www.touslesdrivers.com/php/mes_driv
ers/envoi.php?v_id=8KVKWmfznwDbzahM&v_version=3.0.4'

Imagebase: 0x400000

File size: 860232 bytes

MDS5 hash: E80C8CB9887A7C9426D4E843DDDB8A44

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Analysis Process: cmd.exe PID: 7064 Parent PID: 5556

General

Start time: 16:19:35

Start date: 07/07/2021

Path: C:\Windows\SysWOW64\cmd.exe

Wow64 process (32bit): true

Commandline: ‘C:\Windows\system32\cmd.exe' /C START " ‘http://www.touslesdrivers.com/index.php?
v_page=31&v_id=8KVKWmfznwDbzahM'

Imagebase: 0x150000

File size: 232960 bytes
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MD5 hash:
Has elevated privileges:
Has administrator privileges:

Programmed in:

F3BDBE3BB6F734E357235F4D5898582D
true
true

C, C++ or other language

Analysis Process: waitfor.exe PID: 7072 Parent PID: 5556

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

16:19:35

07/07/2021
C:\Windows\SysWOW64\waitfor.exe

true

WAITFOR /S DESKTOP-716T771 /S| unlock
0x910000

32256 bytes
83E921720CA3BD0O3CF6BF5686E802C3D
true

true

C, C++ or other language

Analysis Process: iexplore.exe PID: 7120 Parent PID: 7064

General

Start time:

Start date:

Path:

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

16:19:36

07/07/2021

C:\Program Files\internet explorer\iexplore.exe
false

‘C:\Program Files\Internet Explorer\iexplore.exe" http://www.touslesdrivers.com/index.php?
v_page=31&v_id=8KVKWmfznwDbzahM

0x7ff69bf80000

823560 bytes
6465CB92B25A7BC1DF8E01DSAC5E7596
true

true

C, C++ or other language

Analysis Process: iexplore.exe PID: 3000 Parent PID: 7120

General

Start time:

Start date:

Path:

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

Disassembly

Copyright Joe Security LLC 2021

16:19:37

07/07/2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe
true

‘C:\Program Files (x86)\Internet Explore\lEXPLORE.EXE' SCODEF:7120 CREDAT:17410
Iprefetch:2

0x1030000

822536 bytes
071277CC2E3DF41EEEA8013E2AB58D5A
true

true

C, C++ or other language
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