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Analysis Report http://lwebaccess.gaports.com/expressl/...
Overview

General Information Detection Signatures Classification

Sample URL:  http:/fwebaccess.gaports.c

om/express/secure/today.j Snort IDS alert for network traffic (e....
mAticios

HTML titledoesinot match/ URL

None HiITPS page querying sensitivi..

Analysis ID: 429144
Infos: ;f il &

Most interesting Screenshot:

Score: 48
Range: 0-100
Whitelisted: false
Confidence: 100%

Process Tree

= System is w10x64

. @ iexplore.exe (PID: 5116 cmdline: 'C:\Program Files\Internet Exploreniexplore.exe' -Embedding MD5: 6465CB92B25A7BC1DF8E01D8AC5E7596)
. @ iexplore.exe (PID: 4996 cmdline: 'C:\Program Files (x86)\Internet ExplorenlEXPLORE.EXE' SCODEF:5116 CREDAT:17410 /prefetch:2 MD5:
071277CC2E3DF41EEEA8013E2AB58D5A)
= cleanup

Malware Configuration

No configs have been found

Yara Overview

No yara matches

Sigma Overview

No Sigma rule has matched

Signature Overview
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@ Phishing

® Compliance

@ Networking

@ System Summary

g

Click to jump to signature section

Networking: -i.

Snort IDS alert for network traffic (e.g. based on Emerging Threat rules)

Mitre Att&ck Matrix

Command Remote
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Accounts Task/Job Logon Logon Injection Memory  Window Desktop Removable Over Application Redirect Phone Wipe Data
Initialization Initialization Discovery Protocol Media Bluetooth  Layer Calls/SMS Without
Scripts Scripts Protocol Authorization
Domain At (Linux) Logon Script Logon Obfuscated Files Security Query SMB/Windows Data from Automated Application Exploit SS7to Obtain
Accounts (Windows)  Script or Information Account Registry Admin Shares Network Exfiltration Layer Track Device  Device
(Windows) Manager Shared Protocol §§ Location Cloud
Drive Backups
Local Accounts At (Windows)  Logon Script Logon Binary Padding NTDS System Distributed Input Scheduled Ingress SIM Card
(Mac) Script Network Component Capture Transfer Tool Swap
(Mac) Configuration Object Model Transfer

Discovery

Behavior Graph
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Behavior Graph
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Screenshots

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.
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hitp://webaccess.gaports.com/express/secure/today jsp?Facility= GCT ~ | Search..

Company

Terminal Facili
O arp

Search For Jun 3, 2021 10:17:08 AM EDT
® Equipment
Booking
Gate Transactions
User ID

Password

L J

Log In

Password lookup

About Navis WebAceess | Contact Us | Terms Of Use

poveered o>

N@VIS confidential tnformation of Navis.

Copyright © 2002-2019 All Rights Reserved.

0 Type here to search

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source Detection Scanner Label Link

hitp:/fwebaccess.gaports.com/express/secure/today.jsp?Facility=GCT 0% Avira URL Cloud safe

Dropped Files

No Antivirus matches

Unpacked PE Files

No Antivirus matches

Domains

Source Detection Scanner Label Link
webaccess.gaports.com 0% Virustotal Browse
snilgl.wpc.gammacdn.net 0% Virustotal Browse
a.b0e8.com 0% Virustotal Browse
cdn.bcOa.com 0% Virustotal Browse
URLs
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https://www.virustotal.com/gui/url/fbaa1e71958dd3cb315cc7c20fbb30d898ba2d90e113e193cfa0b505fa4e7940/detection/u-fbaa1e71958dd3cb315cc7c20fbb30d898ba2d90e113e193cfa0b505fa4e7940-1578132748
https://www.virustotal.com/gui/url/604d6956b01b92e15812aa70f2dc178b49a4e6a4458896675f21516c4af134cb/detection/u-604d6956b01b92e15812aa70f2dc178b49a4e6a4458896675f21516c4af134cb-1609823412
https://www.virustotal.com/gui/url/7c05908ad7eb373169c58cc7cddac9095196ace8c6097f995814b4b1108bc0b3/detection/u-7c05908ad7eb373169c58cc7cddac9095196ace8c6097f995814b4b1108bc0b3-1622647122
https://www.virustotal.com/gui/url/f90f25c1129822f9c7364b73b628e84a9d8ae70ff5f58eacb77acf597e3e8661/detection/u-f90f25c1129822f9c7364b73b628e84a9d8ae70ff5f58eacb77acf597e3e8661-1598204761

Source Detection Scanner Label Link

http://https://tc39.github.io/proposal-setmap-offrom/#sec-weakmap.of 0% Avira URL Cloud safe
http://webaccess.gaports.com/favicon.ico 0% Avira URL Cloud safe
http://https://promisesaplus.com/#point-75 0% URL Reputation safe
http://https://promisesaplus.com/#point-75 0% URL Reputation safe
http://https://promisesaplus.com/#point-75 0% URL Reputation safe
http://webaccess.gaports.com 0% Avira URL Cloud safe
http://albertino.eti.br 0% Avira URL Cloud safe
http://https://tc39.github.io/proposal-setmap-offrom/#sec-map.from 0% Avira URL Cloud safe
http://getbootstrap.com) 0% Avira URL Cloud safe
http://jfbastien.github.io/papers/Math.signbit.html 0% Avira URL Cloud safe
http://https://tc39.github.io/ecma262/#sec-toindex 0% Avira URL Cloud safe
http://https://tc39.github.io/proposal-flatMap/#sec-Array.prototype.flatten 0% Avira URL Cloud safe
http://https://promisesaplus.com/#point-64 0% URL Reputation safe
http://https://promisesaplus.com/#point-64 0% URL Reputation safe
http://https://promisesaplus.com/#point-64 0% URL Reputation safe
http://https://tc39.github.io/proposal-setmap-offrom/#sec-set.of 0% Avira URL Cloud safe
http://https://promisesaplus.com/#point-61 0% URL Reputation safe
http://https://promisesaplus.com/#point-61 0% URL Reputation safe
http://https://promisesaplus.com/#point-61 0% URL Reputation safe
http://https://tc39.github.io/proposal-setmap-offrom/#sec-weakset.of 0% Avira URL Cloud safe
http://https://tc39.github.io/proposal-setmap-offrom/#sec-weakmap.from 0% Avira URL Cloud safe
http://kenwheeler.github.io 0% Avira URL Cloud safe
http://https://tc39.github.io/proposal-flatMap/#sec-Array.prototype.flatMap 0% Avira URL Cloud safe
http://https://cct.google/taggy/agent.js 0% URL Reputation safe
http://https://cct.google/taggy/agent.js 0% URL Reputation safe
http://https://cct.google/taggy/agent.js 0% URL Reputation safe
http://https://rwaldron.github.io/proposal-math-extensions/ 0% Avira URL Cloud safe
http://https://iwww.google.%/ads/ga-audiences 0% URL Reputation safe
http://https://iwww.google.%/ads/ga-audiences 0% URL Reputation safe
http://https://iwww.google.%/ads/ga-audiences 0% URL Reputation safe
http://www.it97 .de/javascript/js_tutorial/bstat/browseraol.html 0% Avira URL Cloud safe
http://https://tc39.github.io/String. prototype.matchAll/ 0% Avira URL Cloud safe
http://https://tc39.github.io/proposal-setmap-offrom/#sec-map.of 0% Avira URL Cloud safe
http://https://tc39.github.io/proposal-flatMap/#sec-FlattenintoArray 0% Avira URL Cloud safe
http://tim.dobbelaere.com) 0% Avira URL Cloud safe
http://mjijackson.com/2008/02/rgb-to-hsl-and-rgh-to-hsv-color-model-conversion-algorithms-in-javascr 0% URL Reputation safe
http://mjijackson.com/2008/02/rgb-to-hsl-and-rgh-to-hsv-color-model-conversion-algorithms-in-javascr 0% URL Reputation safe
http://mjijackson.com/2008/02/rgb-to-hsl-and-rgh-to-hsv-color-model-conversion-algorithms-in-javascr 0% URL Reputation safe
http://james.padolsey.com) 0% Avira URL Cloud safe
http://www.it97 .de/javascript/js_tutorial/bstat/navobj.html 0% Avira URL Cloud safe
http://brm.io/jquery-match-height/ 0% URL Reputation safe
http://brm.io/jquery-match-height/ 0% URL Reputation safe
http://brm.io/jquery-match-height/ 0% URL Reputation safe
http://vodkabears.github.io/vide/ 0% Avira URL Cloud safe
http://daneden.me/animate 0% URL Reputation safe
http://daneden.me/animate 0% URL Reputation safe
http://daneden.me/animate 0% URL Reputation safe
http://webaccess.gaports.com/ 0% Avira URL Cloud safe
http://https://tc39.github.io/proposal-setmap-offrom/ 0% Avira URL Cloud safe
http://kenwheeler.github.io/slick 0% Avira URL Cloud safe

Domains and IPs

Contacted Domains

Name Active Malicious Antivirus Detection Reputation
snilgl.wpc.gammacdn.net 152.199.21.175 true false e 0%, Virustotal, Browse unknown
a.b0e8.com 34.95.105.148 true false e 0%, Virustotal, Browse unknown
cdn.bcOa.com 35.201.125.192 true false e 0%, Virustotal, Browse unknown
cdn.bOe8.com 35.190.5.192 true false unknown
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https://www.virustotal.com/gui/url/fbaa1e71958dd3cb315cc7c20fbb30d898ba2d90e113e193cfa0b505fa4e7940/detection/u-fbaa1e71958dd3cb315cc7c20fbb30d898ba2d90e113e193cfa0b505fa4e7940-1578132748
https://www.virustotal.com/gui/url/604d6956b01b92e15812aa70f2dc178b49a4e6a4458896675f21516c4af134cb/detection/u-604d6956b01b92e15812aa70f2dc178b49a4e6a4458896675f21516c4af134cb-1609823412
https://www.virustotal.com/gui/url/7c05908ad7eb373169c58cc7cddac9095196ace8c6097f995814b4b1108bc0b3/detection/u-7c05908ad7eb373169c58cc7cddac9095196ace8c6097f995814b4b1108bc0b3-1622647122
https://www.virustotal.com/gui/url/f90f25c1129822f9c7364b73b628e84a9d8ae70ff5f58eacb77acf597e3e8661/detection/u-f90f25c1129822f9c7364b73b628e84a9d8ae70ff5f58eacb77acf597e3e8661-1598204761

Name P Active
prod-east-stats-tap-alb-627711272.us-east- 54.86.117.43 true
1.elb.amazonaws.com

stats.l.doubleclick.net 142.251.5.154 true
a4d6c1c8368a911ea98860aeh4ebdc37- 52.0.129.236 true
182063218.us-east-1.elb.amazonaws.com

cdnjs.cloudflare.com 104.16.19.94 true
www.google.co.uk 172.217.19.99 true
prod-east-pipedream-alb-988701200.us-east- 52.6.75.166 true
1.elb.amazonaws.com

fast.wistia.com unknown unknown
assets.adobedtm.com unknown unknown
www.navis.com unknown unknown
stats.g.doubleclick.net unknown unknown
embed-fastly.wistia.com unknown unknown
pipedream.wistia.com unknown unknown
dc.services.visualstudio.com unknown unknown
marvel-b2-cdn.bcOa.com unknown unknown
dl.episerver.net unknown unknown
fg8vvsvnieiv3ejl16jby.litix.io unknown unknown
distillery.wistia.com unknown unknown
Contacted URLs

Name

http:// https://www.navis.com/

Malicious

false

Malicious

false

false

false

false
false

false

false
false
false
false
false
false
false
false
false
false

false

Antivirus Detection

Antivirus Detection

Reputation

high

high
high

high
unknown

high

high
high
high
high
high
high
high
unknown
high
unknown

high

Reputation

high

URLs from Memory and Binaries

Name

http://https://tc39.github.io/proposal-setmap-offrom/#sec-
weakmap.of

http:// https://www.navis.com/favicon.png#

http://
https://web.archive.org/web/20100324014747/blindsignals.co
m/index.php/2009/07/jquery-delay/

http://github.com/kenwheeler/slick
http://https://promisesaplus.com/#point-75

http://webaccess.gaports.com

http://https://github.com/rwaldron/tc39-
notes/blob/master/es6/2014-09/sept-25.md#510-globalasap-
for-enqueui

http://https://github.com/tc39/proposal-string-pad-start-end

http://
https://html.spec.whatwg.org/multipage/forms.html#concept-
fe-disabled

http://https:/bugs.webkit.org/show_bug.cgi?id=29084

http://https://github.com/tc39/proposal-object-
getownpropertydescriptors

http://https://github.com/eslint/eslint/issues/6125

http://
https://html.spec.whatwg.org/multipage/forms.html#concept-
option-disabled

http://albertino.eti.br

http://
https://github.com/scottjehl/picturefill/blob/master/Authors.txt;

http://https://caniuse.com/#search=webp
http://code.jquery.com/jquery-1.6.4.js

http://https://tc39.github.io/proposal-setmap-offrom/#sec-
map.from

http://https://github.com/jrburke/requirejs/wiki/Updating-
existing-libraries#wiki-anon

http://www.videolan.org/x264.html

http://getbootstrap.com)
http://https://bugzilla.mozilla.org/show_bug.cgi?id=687787
http://jfbastien.github.io/papers/Math.signbit.html

Copyright Joe Security LLC 2021

Source

global[1].js.2.dr

imagestore.dat.2.dr

global[1].js.2.dr

global[1].js.2.dr
global[1].js.2.dr

index[1].htm.2.dr
global[1].js.2.dr

global[1].js.2.dr
global[1].js.2.dr

global[1].js.2.dr
global[1].js.2.dr

global[1].js.2.dr
global[1].js.2.dr

global[1].js.2.dr
picturefill.min[1].js.2.dr

popover[1].js.2.dr
popover[1].js.2.dr
global[1].js.2.dr

global[1].js.2.dr

a738e8611683187741614d60b63625
112599f189[1].dat.2.dr

global[1].css.2.dr
global[1].js.2.dr
global[1].js.2.dr

Malicious

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false
false

false

false

false

false
false

false

Antivirus Detection

Avira URL Cloud: safe

URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

Avira URL Cloud: safe

Avira URL Cloud: safe

Avira URL Cloud: safe

Avira URL Cloud: safe

Avira URL Cloud: safe

Reputation

unknown

high
high

high

unknown

unknown

high

high
high

high
high

high
high

unknown

high

high
high

unknown

high

high

low
high
unknown
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Name
http://https://tc39.github.io/ecma262/#sec-toindex
http://https://stats.g.doubleclick.net/j/collect

http://https://bugs.chromium.org/p/chromium/issues/detail?
id=470258

http://https://bugs.jquery.com/ticket/13378

http://https://tc39.github.io/proposal-flatMap/#sec-
Array.prototype.flatten

http://https://promisesaplus.com/#point-64

http://https://tc39.github.io/proposal-setmap-offrom/#sec-set.of
http://https://github.com/tc39/proposal-promise-finally

http:// https://www.navis.com/

http:// https://github.com/nickpettit/glide
http://https://promisesaplus.com/#point-61

http://https://tc39.github.io/proposal-setmap-offrom/#sec-
weakset.of

http://https://tc39.github.io/proposal-setmap-offrom/#sec-
weakmap.from

http://kenwheeler.github.io
http://tech.irt.org/articles/js052/index.htm

http:// https://github.com/moagrius/Color/blob/master/Color.js
http://https://jsperf.com/getall-vs-sizzle/2

http://https://tc39.github.io/proposal-flatMap/#sec-
Array.prototype.flatMap

http://https://cct.google/taggy/agent.js

http://https://developer.mozilla.org/en-US/docs/CSS/display
http://https://rwaldron.github.io/proposal-math-extensions/
http:// https://github.com/ljharb/proposal-is-error
http://https://jquery.com/
http://https:/iwww.google.%/ads/ga-audiences

http://www.it97 .de/javascript/js_tutorial/bstat/browseraol.html
http://https://tc39.github.io/String. prototype.matchAll/

http://https://tc39.github.io/proposal-setmap-offrom/#sec-
map.of

http:// https://github.com/twbs/bootstrap/blob/master/LICENSE)
http://https://github.com/mathiasbynens/String.prototype.at

http://https://tc39.github.io/proposal-flatMap/#sec-
FlattenIntoArray

http://https://github.com/tc39/proposal-global

http://https://people.mozilla.org/~jorendorff/es6-draft.html#sec-
generatorresume

http://https://github.com/jquery/sizzle/pull/225

http:ff
https://html.spec.whatwg.org/multipage/infrastructure. html#stri
p-and-collapse-whitespace

http:// https://sizzlejs.com/

http://https://bugs.chromium.org/p/chromium/issues/detail?
id=449857

http://tim.dobbelaere.com)

http://mjijackson.com/2008/02/rgb-to-hsl-and-rgh-to-hsv-color-
model-conversion-algorithms-in-javascr

http://https://github.com/Albejr/jquery-albe-timeline
http://james.padolsey.com)
http://https://bugs.webkit.org/show_bug.cgi?id=136851
http://jquery.org/license
http://https://github.com/websockets/ws/pull/645
http://https://github.com/facebook/regenerator/issues/274
http://https://jsperf.com/thor-indexof-vs-for/5
http://https://bugs.jquery.com/ticket/12359

http://www.it97 .de/javascript/js_tutorial/bstat/navobj.html

http://https://github.com/DavidBruant/Map-
Set.prototype.toJSON
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Source
global[1].js.2.dr
analytics[1].js.2.dr
global[1].js.2.dr

global[1].js.2.dr
global[1].js.2.dr

global[1].js.2.dr

global[1].js.2.dr

global[1].js.2.dr
~DF28BA84602B075A4F. TMP.1.dr
animate[1].css.2.dr

global[1].js.2.dr

global[1].js.2.dr

global[1].js.2.dr

global[1].js.2.dr
simplecalendar[1].js.2.dr
popover[1].js.2.dr
global[1].js.2.dr
global[1].js.2.dr

gtm[1].js.2.dr

global[1].js.2.dr
global[1].js.2.dr
global[1].js.2.dr
global[1].js.2.dr
analytics[1].js.2.dr

browserSniff[1].js.2.dr
global[1].js.2.dr
global[1].js.2.dr

global[1].js.2.dr, global[1].css.2.dr
global[1].js.2.dr
global[1].js.2.dr

global[1].js.2.dr
global[1].js.2.dr

global[1].js.2.dr
global[1].js.2.dr

global[1].js.2.dr
global[1].js.2.dr

browserSniff[1].js.2.dr
popover[1].js.2.dr

global[1].js.2.dr
global[1].js.2.dr
global[1].js.2.dr
global[1].js.2.dr
global[1].js.2.dr
global[1].js.2.dr
global[1].js.2.dr
global[1].js.2.dr
browserSniff[1].js.2.dr
global[1].js.2.dr

Malicious
false
false

false

false

false

false

false
false
false
false

false

false

false

false
false
false
false

false

false

false
false
false
false

false

false
false

false

false
false

false

false

false

false

false

false

false

false

false

false
false
false
false
false
false
false
false
false

false

Antivirus Detection

e Avira URL Cloud: safe

e Avira URL Cloud: safe

e URL Reputation: safe
e URL Reputation: safe
e URL Reputation: safe

e Avira URL Cloud: safe

e URL Reputation: safe
e URL Reputation: safe
e URL Reputation: safe

e Avira URL Cloud: safe

e Avira URL Cloud: safe

e Avira URL Cloud: safe

e Avira URL Cloud: safe

e URL Reputation: safe
e URL Reputation: safe
e URL Reputation: safe

e Avira URL Cloud: safe

e URL Reputation: safe
e URL Reputation: safe
e URL Reputation: safe

e Avira URL Cloud: safe
e Avira URL Cloud: safe
e Avira URL Cloud: safe

e Avira URL Cloud: safe

e Avira URL Cloud: safe

e URL Reputation: safe
e URL Reputation: safe
e URL Reputation: safe

e Avira URL Cloud: safe

e Avira URL Cloud: safe

Reputation
unknown
high

high

high

unknown

unknown

unknown
high
high
high

unknown

unknown

unknown

unknown
high
high
high

unknown

unknown

high
unknown
high
high

low

unknown
unknown

unknown

high
high

unknown

high
high

high
high

high
high

low

unknown

high

low

high

high

high

high

high

high
unknown

high

Page 10 of 102



Name Source Malicious Antivirus Detection Reputation
http://getbootstrap.com/javascript/#modals global[1].js.2.dr false high

http://brm.io/jquery-match-height/ jquery.matchHeight-min[1].js.2.dr false e URL Reputation: safe unknown
e URL Reputation: safe
e URL Reputation: safe

http://https://html.spec.whatwg.org/#strip-and-collapse- global[1].js.2.dr false high
whitespace

http://https://github.com/zloirock/core-js/issues/280 global[1].js.2.dr false high
http:/f global[1].js.2.dr false high

https://raw.github.com/facebook/regenerator/master/LICENSE

http:/f global[1].js.2.dr false high
https://web.archive.org/web/20141116233347/fluidproject.org/
blog/2008/01/09/getting-setting-a

http://https://drafts.csswg.org/cssom/#common-serializing- global[1].js.2.dr false high
idioms

http://vodkabears.github.io/vide/ global[1].js.2.dr false e Avira URL Cloud: safe unknown
http://https://github.com/zenparsing/es-observable global[1].js.2.dr false high
http:/f global[1].js.2.dr false high
https://gist.github.com/BrendanEich/4294d5c212a6d2254703

http://https://github.com/jquery/jquery/pull/557) global[1].js.2.dr false high
http://https://bugs.chromium.org/p/chromium/issues/detail? global[1].js.2.dr false high
id=378607

http://daneden.me/animate animate[1].css.2.dr false e URL Reputation: safe unknown

e URL Reputation: safe
e URL Reputation: safe

http://https://github.com/zloirock/core-js/issues/339 global[1].js.2.dr false high
http://https://github.com/tc39/proposal-object-values-entries global[1].js.2.dr false high
http:// github.com/kenwheeler/slick/issues global[1].js.2.dr false high
http://https://github.com/zloirock/core-js/issues/173 global[1].js.2.dr false high
http://www.navis.com/pr_webaccess.jsp about[1].htm.2.dr false high
http:// https://github.com/amitguptagwl global[1].js.2.dr false high
http://www.navis.com/ about[1].htm.2.dr false high
http://www.apache.org/licenses/LICENSE-2.0 KFOICngEU92FriMmYUtfBBcI[1].tt false high

f.2.dr, KFOMCnqEu92FriMu4mxP[1

].ttf.2.dr
http://https://github.com/tc39/Array.prototype.includes global[1].js.2.dr false high
http://https://tc39.github.io/proposal-setmap-offrom/ global[1].js.2.dr false e Avira URL Cloud: safe unknown
http://https://drafts.csswg.org/cssom/#resolved-values global[1].js.2.dr false high
http://kenwheeler.github.io/slick global[1].js.2.dr false e Avira URL Cloud: safe unknown
http://https://bugs.chromium.org/p/chromium/issues/detail? global[1].js.2.dr false high
id=589347

Contacted IPs
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] No. of IPs < 25%
B 25% < No. of IPs < 50%
B 50% < No. of IPs < 75%
Bl 75% <No. of IPs

Public
P Domain Country Flag ASN ASN Name Malicious
35.190.5.192 cdn.bOe8.com United States = 15169 GOOGLEUS false
35.201.125.192 cdn.bcOa.com United States = 15169 GOOGLEUS false
52.0.129.236 a4d6c1c8368a911ea98860 United States £S5 14618 AMAZON-AESUS false
aeb4e6dc37-
182063218.us-east-
1.elb.amazonaws.com
34.95.105.148 a.b0e8.com United States = 15169 GOOGLEUS false
142.251.5.154 stats.l.doubleclick.net United States = 15169 GOOGLEUS false
104.26.6.110 webaccess.gaports.com United States = 13335 CLOUDFLARENETUS true
152.199.21.175 snilgl.wpc.gammacdn.net United States £S5 15133 EDGECASTUS false
172.217.19.99 www.google.co.uk United States £S5 15169 GOOGLEUS false
54.86.117.43 prod-east-stats-tap-alb- United States £S5 14618 AMAZON-AESUS false
627711272.us-east-
1.elb.amazonaws.com
52.6.75.166 prod-east-pipedream-alb-  United States £S5 14618 AMAZON-AESUS false
988701200.us-east-
1.elb.amazonaws.com
104.16.19.94 cdnjs.cloudflare.com United States £S5 13335 CLOUDFLARENETUS false

General Information

Joe Sandbox Version:

Analysis ID:

Start date:

Start time:

Joe Sandbox Product:

Overall analysis duration:

Hypervisor based Inspection enabled:
Report type:

Cookbook file name:

Sample URL:

Copyright Joe Security LLC 2021

32.0.0 Black Diamond
429144

03.06.2021

16:16:17

CloudBasic

Oh 6m 20s

false

light

browseurl.jbs

http:/fwebaccess.gaports.com/express/secure/today.jsp

?Facility=GCT
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Analysis system description:

Number of analysed new started processes analysed:

Number of new started drivers analysed:
Number of existing processes analysed:
Number of existing drivers analysed:

Number of injected processes analysed:

Technologies:

Analysis Mode:
Analysis stop reason:
Detection:
Classification:

Cookbook Comments:

Copyright Joe Security LLC 2021

Windows 10 64 bit v1803 with Office Professional Plus
2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8
Update 211

18

o O o o

e HCA enabled
e EGA enabled
e AMSI enabled

default

Timeout

MAL
mal48.win@3/139@17/11

Adjust boot time

Enable AMSI

Browsing link: http://webaccess.gaports.com/

Browsing link: http://webacces

s.gaports.com/express/about.jsp

e Browsing link: http://webacces
s.gaports.com/express/showNotice.do?
report_type=1&amp;GKEY=112

e Browsing link: http://webacces
s.gaports.com/express/terms.jsp

e Browsing link: http://www.navis.com/

e o o o
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Warnings:

Simulations

Copyright Joe Security LLC 2021

Show All

.

e o o o

Exclude process from analysis (whitelisted):
MpCmdRun.exe, audiodg.exe,
BackgroundTransferHost.exe, ielowutil.exe,
WMIADAP.exe, backgroundTaskHost.exe,
conhost.exe, svchost.exe, wuapihost.exe

HTTP Packets have been reduced

TCP Packets have been reduced to 100

Created / dropped Files have been reduced to 100
Excluded IPs from analysis (whitelisted):
104.42.151.234, 168.61.161.212, 52.147.198.201,
104.43.193.48, 88.221.62.148, 142.250.201.196,
142.250.180.234, 172.217.16.99, 172.217.20.3,
13.64.90.137, 20.82.209.183, 152.199.19.161,
104.16.64.41, 104.16.63.41, 142.250.201.202,
184.30.20.234, 151.101.2.110, 151.101.66.110,
151.101.130.110, 151.101.194.110, 104.18.19.118,
104.18.18.118, 172.217.19.104, 172.217.19.110,
40.114.241.141, 151.101.2.133, 151.101.66.133,
151.101.130.133, 151.101.194.133,
205.185.216.10, 205.185.216.42, 52.155.217.156,
20.54.26.129, 92.122.213.194, 92.122.213.247,
184.30.20.56

Excluded domains from analysis (whitelisted):
gstaticadssl.l.google.com,
www.navis.com.cdn.cloudflare.net, cn-
assets.adobedtm.com.edgekey.net, fs-
wildcard.microsoft.com.edgekey.net,
e€11290.dspg.akamaiedge.net,
audownload.windowsupdate.nsatc.net,
au.download.windowsupdate.com.hwcdn.net,
www.google.com,
dualstack.f4.shared.global.fastly.net,
watson.telemetry.microsoft.com, www.gstatic.com,
au-bg-shim.trafficmanager.net, www.google-
analytics.com, fonts.googleapis.com,
fs.microsoft.com, ajax.googleapis.com,
displaycatalog-rp-
europe.md.mp.microsoft.com.akadns.net, ris-
prod.trafficmanager.net,
skypedataprdcolcus17.cloudapp.net,
d.sni.global.fastly.net,
skypedataprdcolcus15.cloudapp.net,
az416426.vo.msecnd.net, ris.api.iris.microsoft.com,
blobcollector.events.data.trafficmanager.net,
cs9.wpc.vOcdn.net, al449.dscg2.akamai.net, fs-
wildcard.microsoft.com.edgekey.net.globalredir.aka
dns.net, arc.msn.com, consumerrp-displaycatalog-
aks2eap-europe.md.mp.microsoft.com.akadns.net,
weu-breeziest-in.cloudapp.net,
iecvlist.microsoft.com,
db5eap.displaycatalog.md.mp.microsoft.com.akadn
s.net, go.microsoft.com,
www.googletagmanager.com,
arc.trafficmanager.net,
displaycatalog.mp.microsoft.com, img-prod-cms-rt-
microsoft-com.akamaized.net,
prod.fs.microsoft.com.akadns.net, displaycatalog-
europeeap.md.mp.microsoft.com.akadns.net,
skypedataprdcolwus17.cloudapp.net, iris-de-prod-
azsc-neu.northeurope.cloudapp.azure.com, www-
google-analytics.l.google.com, fonts.gstatic.com,
ie9comview.vo.msecnd.net,
dl.episerver.net.cdn.cloudflare.net, www-
googletagmanager.l.google.com,
ctldl.windowsupdate.com,
e1723.g.akamaiedge.net, cds.d2s7g6s2.hwecdn.net,
skypedataprdcoleus16.cloudapp.net,
e7808.dscg.akamaiedge.net,
go.microsoft.com.edgekey.net,
dc.trafficmanager.net,
dc.applicationinsights.microsoft.com,
skypedataprdcolwus16.cloudapp.net,
displaycatalog-rp.md.mp.microsoft.com.akadns.net
Not all processes where analyzed, report is missing
behavior information

Report size getting too big, too many NtCreateFile
calls found.

Report size getting too big, too many
NtDeviceloControlFile calls found.

Report size getting too big, too many
NtQueryAttributesFile calls found.
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Behavior and APIs

No simulations

Joe Sandbox View | Context
IPs
No context

Domains

No context

ASN

No context

JA3 Fingerprints

No context

Dropped Files

No context

Created |/ dropped Files

C:\Users\luser\AppData\Local\Microsoft\internet Explorer\DOMStore\EQAWN5DV\webaccess.gaports[1].xml

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with no line terminators

Category: dropped

Size (bytes): 187

Entropy (8bit): 5.60769803854195

Encrypted: false

SSDEEP: 3:D90aK1ryRtFws5YgWHQgJQAQVcobhAIEBYLVt7dgAIDxAatCCoA/jWg3Q9gSeVWFA:JFK1rUFqgDeAqVcwGIELVZZJiah/q2Qi
MD5: 370ADFB8C99F499E834043FAOEACDA40

SHA1L: 1B11E1FAF35007C94A967CA577D204FCA85CC5CD

SHA-256: 073FA92B1BBE8A8652E82A0D332A0785D0DA3698532022ECAFFB32EFE6D00520

SHA-512: 462DBA6AE300FFB351A24E4A8B23B395EEE67E4036DOE7FF53808 ABOD6D63565C24510B04F0AB7954EEC72784485F01D1EBAEEF95F917D1F669DA1E042152191
Malicious: false

Reputation: low

Preview:

<root></root><root><item name="_grecaptcha" value="09ANbImnjkZvN-_NAe2flperWIz2XGXnHiWnaZQnAUroajYvuQJHSdx-Mw8fjlp8qPd0Y 3Q5f6_HCvewlLHggdadDE"
Itime="2511703760" htime="30890190" /></root>

C:\Users\user\AppData\Local\Microsoft\internet Explorer\DOMStore\IB42RK38\www.navis[1].xml|

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 4954

Entropy (8bit): 5.204753484228026

Encrypted: false

SSDEEP: 96:3RzR97zR97GgazR97zR97zR97pzR97pzR97pzR97padzR97pajzR97pajzR971af: ZHigUHH111i00gfv

MD5: 2DE26B9735E8E31891DA2349871AEOFD

SHA1L: B85C8FAE7ED3EF24B1F6CCI0EB36D55A1EA42F40

SHA-256: 38A647F76BIF1E46129617CD806FD00544465F47B36B05648E83194F12E7A384

SHA-512: A18C5F4E54B5D5B5F15129ACCB8DOCAE61DF5933A5855338DA9FE82FE9276 CE01E4F591A297BA9EE81B420090E6112DABD6F88D01F162AB169C2A4519FA067¢
2
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C:\Users\luser\AppData\Local\Microsoft\internet Explorer\DOMStore\IB42RK38\www.navis[1].xml|

Malicious:
Reputation:

Preview:

false

low

<root></root><root><item name="com.adobe.reactor.dataElementCookiesMigrated" value="true" Itime="2806183760" htime="30890190" /></root><root><item nam
e="com.adobe.reactor.dataElementCookiesMigrated" value="true" Itime="2806183760" htime="30890190" /><item name="undefined" value="null" Itime="2816713760"
htime="30890190" /></root><root><item name="com.adobe.reactor.dataElementCookiesMigrated" value="true" ltime="2806183760" htime="30890190" /><item
name="undefined" value="null" ltime="2816713760" htime="30890190" /><item name="Thu Jun 03 2021 16:17:45 GMT-0700 (Pacific Daylight Time)" value="Thu Jun 03 2
021 16:17:45 GMT-0700 (Pacific Daylight Time)" ltime="2838193760" htime="30890190" /></root><root><item name="com.adobe.reactor.dataElementCookiesMigrated"
value="true" Itime="2806183760" htime="30890190" /><item name="undefined" value="null" ltime="2816713760" htime="30890190" /></root><root><item name="com.
adobe.reactor.dataElementCookiesMigrated" value="true" ltime="2806183760" htime=

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\DOMStore\UM9GSJ8J\www.google[1].xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with no line terminators

dropped

393

4.99551123674007

false
12:JUA4EYELWEM9+kKDrUA4EYELWEM9+kKcXOy8quKDrUA4EYELWEM9+kKt:ysLWEM9jyUsLWEM9j+5quyUsLwEM9j4
F6462A88C6E5BB91144E4811C2FIC6D3

OF7E3DA8B6E1C7ACC6A07ADIF1F5862BDF1B7AAL8
1D7246628773D12F5912E7657E28915597FC432B1E0B78010A963CBA082D98D1
BE3779BADF5B11C5438BCOE721C92BF303982A495455EFDA132FBF9741900736EAACES0A67D408F2C51543BCB0O03EB3E4A865318E6D8A14C86ECI542632AF97!
false

low

<root><item name="rc::a" value="eW1uNWNOMWJzanlvaw==" ltime="2501183760" htime="30890190" /></root><root><item name="rc::a" value="eW1uNWNOM
WJzanlvaw=="Itime="2501183760" htime="30890190" /><item name="rc::d-1622762232143" value="b2tsd2s1ZTEwemJ6" Itime="2504173760" htime="30890190" /></r
oot><root><item name="rc::a" value="eW1uNWNOMWJzanlvaw==" ltime="2501183760" htime="30890190" /></root>

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Recovery\High\Active\RecoveryStore.{CF7C2D6C-C4C1-11EB-90E5-ECF4BB2D2496}.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\internet exploreniexplore.exe

Microsoft Word Document

dropped

30296

1.8531570251791758

false
96:rpZgZol20YWottoQ2AfoQjKRfrIMowjkDTo5j/mJIRo51J+fo5IxfWIX:rpZgZol20YWottoufonxMono+oVfoKMX
2C76852C96CF6474EA877ED845B6FB8D

72E12BA28156877E09D6474ACCCOFAA9DEC1CE21
5B06131D44702311312ADDACOCCCE4AB9F39E7803E77FF18ADOES84F8274D52D
349E724BBCEC42254A61F8FF5F62ABFA31718D85D5883684FCF05CF3147CFF15A034DBDF1COB2FF81776D98E514FD4293330784466DC8D61BC35AF8FFD1AB3E

false

low

C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\Recovery\High\Active\{CF7C2D6E-C4C1-11EB-90E5-ECF4BB2D2496}.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\internet exploreniexplore.exe

Microsoft Word Document

dropped

119952

2.7984932229146358

false
384:rZ4qCrE4ShHebWBXRXpXgtMEImebWBXRXpXqtME6vwWUSk/ybKqYxouoryibBgc7f:DBhZGIIIBhZGI6CX
5EO0BB78DA17DD7DB4A98CEBD2B3C7CBA

D770969DB73C3ACA1ADAGE62CE101DIF832F8BC7
90B2F678FD1300621A2C5918585ACB44971BE6E1068EEEOEB65D85B790410CC3
75204C8BF2A25E96E5E970A55F017CB5B6B4C38EA2C1729E8B1DB661041E99E92B281643C22DCAD049281D88594982CFOE104FA3C90FF26332157AF48CA59D8E

false

low
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C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\Recovery\High\Active\{D5DE7A22-C4C1-11EB-90E5-ECF4BB2D2496}.dat

Process: C:\Program Files\internet exploreniexplore.exe

File Type: Microsoft Word Document

Category: dropped

Size (bytes): 16984

Entropy (8bit): 1.565040861483868

Encrypted: false

SSDEEP: 48:lwXGcprCGwpavG4pQ3GrapbhSoGQpKiG7HpRgTGIpG:rdZqQh6LBSQANTOA
MDS5: 0FB49552ACB8C2A68EB2C5BB57C3BIDE

SHA1L: 51C4D059AD90BE4F41539FF24F426A6CED74677C

SHA-256: 323A647962899CE033CAB54C148101775AAA544AC3A70E1B3F0431F597FF46B1
SHA-512: E832C1923C199FE99E373588BFEF8CCD836C77286CAF894FAEE731BD327FFIF0287D42500C9FC6B47443FA6D29259F7949DD65F2508B462556C92EDBCC5CDD!I
Malicious: false

Reputation: low

Preview:

C:\Users\luser\AppData\Local\Microsoft\internet Explorerlimagestorel\wim7nl14\imagestore.dat

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: data

Category: dropped

Size (bytes): 1663

Entropy (8bit): 4.050222909009826

Encrypted: false

SSDEEP: 24:KIWvIOmMF8loeEwioQT/So6uoJPIH3fIFvdA:zIOmPv1oMz6/Pq3flA

MDS5: FD1EOFBD0O0A514945A24C22C219B50D2

SHA1L: E5B5758417F767BF0569C1DB966D7BI9BE9IBDI02C

SHA-256: 4EBDF14E7741D68BF1822B75AED785680049E08957F0F1D57EC4BE697F8A20FE

SHA-512: 002BA2D355C3C34EF8E6F63250C4FEE91ADF7B459EA2FBICC097D6940FCAFAOBF6272E7B8C13880AF491CE3DF449F9119A194FF52DC451DBD07729D2BA9DOF
6

Malicious: false

Reputation: low

Preview:

C:\Users\user\AppData\Local\Microsoft\Windows\History\History.IE5\mms\SF2G561B\a738e861168318774f614d60b63625f12599f189[1].dat

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: data

Category: dropped

Size (bytes): 5439488

Entropy (8bit): 7.978550581661482

Encrypted: false

SSDEEP: 98304:dxLax87FW2wQnJbwjWwQmS8Srihh08pUFHLup5eAFgRQL8Q09e7xme2vwTR:dxW2pTwY JbwjWo8S3h0TZuNFg+8HO+vU
MD5: F21084014D81049594B7F1742BD828E4

SHA1L: 7686C35E2544FDB1E281B84797846D77270DF237

SHA-256: 252BD54FEFC530A2ECAC6A16E359F956DBFOE7D1ED97073FEC5B980D393CF658

SHA-512: D3A300C68A75B49A68C7103CDBD5F2EA59B288065603A2096CDC69126143881EBC4864B34B67B82ECA66A655B5D02E6686DE8029E3B523FB0083F2361538F98C
Malicious: false

Reputation: low

Preview:

...8.....)..5G..hb.}t..

L@t fsT A {o. ?..1.%..
zez..DLX&L0. LV A
kIG.IOP.I5. LN LOL L EL RS @

%...5L..C ..V 9.n Y..AY..T...b)..o0..
L1)w Bl K+LSTLFonvd. ~X $....
L& #.>.$.0.8T..$d..$nm

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\3Y2ADQKS\KFOICngEu92FriMmYUtfBBc9[1].ttf

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: TrueType Font data, 18 tables, 1st "GDEF", 8 names, Microsoft, language 0x409, Copyright 2011 Google Inc. All Rights Reserved.Roboto BlackRegularVersion 2.137;
2017Roboto-Bla

Category: downloaded

Size (bytes): 35208

Entropy (8bit):  6.392518822467014

Encrypted: false
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\3Y2ADQKS\KFOICngEu92FriMmYUtfBBc9[1].ttf

SSDEEP:
MD5:
SHAL:
SHA-256:
SHA-512:

Malicious:

Reputation:

|IE Cache URL:

Preview:

768:53Dmu13ucOmpIN22bN806Ze0XIGV+uM49pSeCu7XniviDffwémo/quUR:ID13DjSNzOXIGOuL9YeCu7Xn4iTo9o/4
4D99B85FA964307056C1410F78F51439

FBE30A1A61011F1EE42435D7E18BA7E21D4EEB94
01027695832F4A3850663C9E798EBO3EADFD1462D0B76E7C5AC6465D2D77DBDO

13D93544B16453FE9ACIOFC025C3D4320C1C83A2ECA4CD01132CESC68B12E150BC7D96341F10CBAA2777526CF72B2CA0CD64458B3DF1875A184BBB907C5E3D’
1

false
low

http:// https://fonts.gstatic.com/s/roboto/v18/KFOICNqEU92FriMmY UtfBBc9. ttf

z\...dGPOS......z.....GSUB7b q ....head...R..I....6hh
ocaK./...j....maxp.... 9
e B WLLXANUAL 9./

_+..v.5.8.S8.....z.... ot XY O1.###5

34#53.3.3.3.3.1.3.L.#3#d.C.C....ED.EE..,

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\3Y2ADQKS\L8W3KS7K.htm

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

HTML document, UTF-8 Unicode text, with very long lines, with CRLF, LF line terminators

downloaded

209023

5.015572724697433

false
1536:CjcSlol6dXWsWe7ACY69Z5WzvIj9gUwLkIMQUF2Qhly9Ejo8SRAVNhqthTYIuupD:CjcSIWXHKZEchBPHQLbgv
9C70E8BBF5EEFOEB79D9670AE04560C5

21A53EAE5BFA92C33FF4EB22068BCDAEGDFD217D
CAB8D65845F445230CECC3717CDE4136DDD4563CB84BAA2BB387277ECOF90532
141B1E43A4130BCE700095015C14DE79AABICD6928068396698293A228F33AA67161FE547723B48CBC3691D7DF8511D124B3EFE1EF3130CDBDFB762DB7E9235'
false

low

http:// https://www.navis.com/

...... <IDOCTYPE html>..<html>..<head>.. <meta charset="UTF-8">.. <meta name="viewport" content="width=device-width, initial-scale=1">..  <link rel="shortcut icon"
type="image/png" href="/favicon.png" />.. <title>.. Navis.. <[title>.. <meta name="keywords" content="tos, terminal operating system, software,
vessel performance, n4, macs3, bluetracker, stowman, tos, terminal operating software, terminal software, supply chain, container terminal planning, logistics, terminal
operating system, n4, Get More N4, Get More With N4, tos efficiency, terminal efficiency, terminal productivity, cargo logistics, general cargo, container management, che
productivity, customize tos, terminal planning, vessel planning, yard planning, berth planning, berth optimization, yard optimization, optimize yard, automated terminal,
automated che" />.. <meta name="description" content="Navis, a part of Cargotec Corporation, is a provider of operational technologi

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\3Y2ADQKS\ai.0[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

downloaded

96705

5.228470338380378

false

1536:EVpXOWPGHRGUVJIEZXPNLgyLUG6XV3yV/QtJ+j1YeO4PFWYit: EVOWPGHRGUVJEZXxOMQV3yV/ERaNWYit
1DD63DE72CF1F702324245441844BE13

58A8BDCDCB398AF7DB424357DF70DF18E7B30E9D
5201C813C37A4168CC5C20C701D4391FD0A55625F97EBIF263A74FB52B52FDOE
532D1E907B433AB97785CF632D9637A957152BAF0BA57879C856 CBAA469BFFECA22C4F99485679539944B27068D39E70F7D44282594F999142454DA57329A11B
false

low

http://https://az416426.vo.msecnd.net/scripts/a/ai.0.js

"use strict";var Al,Microsoft,__extends=this&&this.__extends||function(){var i=Object.setPrototypeOf||{__proto__:[J}instanceof Array&&function(e,t){e.__proto__=t}||functi
on(e,t){for(var n in t)t.hasOwnProperty(n)&&(e[n]=t[n])};return function(e,t){function n(){this.constructor=e}i(e,t),e.prototype=null===t?Object.create(t):(n.prototype=t.
prototype,new n)}}();function _endsWith(e,t){var n=e.length,i=n-t.length;return e.substring(0<=i?i:0,n)===t}!function(e){e.Applicationinsights||(e.ApplicationInsights={})}
(Microsoft||(Microsoft={})),function(e){var t;t=function n(){},(e.Telemetry||(e.Telemetry={})).Base=t}(Microsoft||(Microsoft={})),function(e){var t;t=function n(){this.ver=1,this.
sampleRate=100,this.tags={}},(e. Telemetry||(e. Telemetry={})).Envelope=t}(Microsoft||(Microsoft=(})),function(e){var t;(t=e.Applicationinsights||(e.Applicationinsights={})
).Context||(t. Context={})}(Microsoft||(Microsoft=(})),function(e){var t;(t=e.ApplicationInsights||(e.ApplicationInsights={})). Context||(t.Co

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\3Y2ADQKS\allIntegrations[1].js

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:

C:\Program Files (x86)\Internet Explorer\iexplore.exe
ASCII text, with very long lines

downloaded

42258

5.407780090427473

false
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\3Y2ADQKS\allIntegrations[1].js

SSDEEP:
MD5:
SHAL:
SHA-256:
SHA-512:

Malicious:

Reputation:

|IE Cache URL:

Preview:

384:eZFIXSdlguShg3ASHPa//kHOuffcLRzy4cT4AKbTmMoVNIWDJI8Z6iAJGe+oFLU0X4:sWSdIJ4QC/NVrkTmMoVNIM+6iAJvXpq
A2D5632D818CBF81717E8EA0984CA04D

108CE55398DE4DEDBC6A3FDOFOB5E0669B243A48
A5286188332CB9933E5E540384979886B5E6503A4C4E24FAAB4A400A7TAF3440C

3874C8E86B97E66A634E743FB553EE21FOB5E1BFOF5924BDDA89E38AB2FODFBF96231976CES5588331DF81EA7D1BC5575A90F6CEFAG61417C383AD39547A88DFF
9

false
low

http://https://fast.wistia.com/assets/external/allintegrations.js

[e+=xx] (function() { // webpackBootstrap./******/ .var __webpack_modules__ = ({../***/ 149:./***/ (function(__unused_webpack_module, _ webpack_exports__, _ we
bpack_require__) {.."use strict";.__webpack_require__.r(__webpack_exports__);./* harmony export */ __webpack_require__.d(__webpack_exports__, {./* harmony export
*/ "getPlugin": function() { return /* binding */ getPlugin; },./* harmony export */ "defaultGetHubspotUtk": function() { return /* binding */ defaultGetHubspotUtk; },./* har
mony export */ "registerPlugin”: function() { return /* binding */ registerPlugin; }./* harmony export */ });./* harmony import */ var wistia_namespace_js__WEBPACK_IMPO
RTED_MODULE_0__ =__webpack_require__(1);./* harmony import */ var utilities_stopgo_ WEBPACK_IMPORTED_MODULE_1__ =__ webpack_require__(41);./*
harmony import */ var utilities_stopgo_ WEBPACK_IMPORTED_MODULE_1___ default = /*#__PURE__*/__webpack_require__.n(utilities_stopgo__ WEBPAC
K_IMPORTED_MODULE_1_);./* harmony import */ var u

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\3Y2ADQKS\analytics[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

downloaded

49153

5.520906949461031

false
768:/yR3fYFBLbfs5sP5XqY3TyPnHpl1WY3SoavFVv6PU+CgYUDOIgEw0stZM:/y9gZfl5h3UHpaY3SoRCw0sk
6DF1787C4BE82D1BB24F8BFFA10C7738

3634E839429E462E49C5F42B75FBFB4BA318AF6D
2CB09C7B3E19BFC41743CA3624EF81C3258D56525647FEAC76AAT57E0292627A

CB3CE2BCEB61F390298C21E470423CCEB6DD93E648A7DD0467195B11FEF30BF7A086DFF47C4494E2533498D1448C1A22AAB1414C14FD73278F1C92EOF7BC3F!
4

false
low

http://https://www.google-analytics.com/analytics.js

(function(){/*.. Copyright The Closure Library Authors.. SPDX-License-ldentifier: Apache-2.0.*/.var n=this||self,p=function(a,b){a=a.split(".");var c=n;a[0]in c||"undefin
ed"==typeof c.execScript||c.execScript("var "+a[0]);for(var d;a.length&&(d=a.shift());)a.length||void 0===b?c=c[d]&&c[d]!==0bject.prototype[d]?c[d]:c[d]={}:c[d]=b};var q=
{},r=function(){q. TAGGING=q.TAGGING]|[];q. TAGGING[1]=!0};var t=function(a,b){for(var c in b)b.hasOwnProperty(c)&&(a[c]=b[c])} v=function(a){for(var b in a)if(a.
hasOwnProperty(b))return!O;return!1};var x=/"(?:(?:https?|mailto|ftp):|[:/?#]*(?:[/?#]|$))/i;var y=window,z=document,A=function(a,b){z.addEventListener?z.addEventListene
r(a,b,!1):z.attachEvent&&z.attachEvent("on"+a,b)};var B=/:[0-9]+$/,C=function(a,b,c){a=a.split("&");for(var d=0;d<a.length;d++){var e=a[d].split("=");if(decodeURIComponen
t(e[0]).replace(\+/g," ")===b)return b=e.slice(1).join("="),c?b:decodeURIComponent(b).replace(/\+/g," ")}},F=function(a,b){b&&(b=String(b).toLowerCase());if("p

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\3Y2ADQKS\api[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with no line terminators

downloaded

884

5.617515138170987

false

24:2jkm94/zKPccARVC+KVCetTZ1qCsLqo40RWUNYN:VKEckKoeX1gDLrwUnG
129AF537CDD639CD32EEEFBE364F71B5
AA2D71E9881D748BCC582C6F76D3DEB789BF2E5F
092B05CC27EB17949DDEC8D361B6A22C19FDOAE7FA8FA96150FBELA955CFF969

E34BECB83276BFED023B1550B9874944EDBB717C4061CD338F7EF36FCA7646C189D3E813413B56C6100F073EF91C3FB2BD01A4EE7AO05C5F4E4E420AC0OAOB3A!
4

false
low

http://https://www.google.com/recaptcha/api.js?render=6Ld9IQAVAAAAALMKIOQIzXSrPG6V5UJsGaktklj5

/* PLEASE DO NOT COPY AND PASTE THIS CODE. */(function(){var w=window,C="___grecaptcha_cfg',cfg=w[C]=w[C]||{},N="grecaptcha’;var gr=w[N]=w[N]||{};gr.r
eady=gr.ready||function(f){(cfg['fns']=cfg['fns"]||[]).push(f);};w[’__recaptcha_api']="https://www.google.com/recaptcha/api2/';(cfg['render]=cfg['render]||[]).push(‘6Ld
9IQAVAAAAALMKIOQIzXSrPG6V5UJsGaktklj5");w['__google_recaptcha_client’]=true;var d=document,po=d.createElement('script’);po.type="text/javascript’;po.async=true;
po.src="https://www.gstatic.com/recaptcha/releases/sG0iO6gHcGdWJzjJjW9AY49S/recaptcha__en.js';po.crossOrigin="anonymous';po.integrity="sha384-+xoUonkP
GEYHjXNbLWoTg/M+06pSjtw4HyuOyqg5yVumYnwysETdYuyFwwY TB7S35';var e=d.querySelector(‘'scriptinonce]’),n=e&&(e['nonce’]||e.getAttribute('nonce’));if(n){po.s
etAttribute('nonce’,n);}var s=d.getElementsByTagName('script’)[0];s.parentNode.insertBefore(po, s);})();

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\3Y2ADQKS\bootstrap-switch.min[1].js

Process:
File Type:
Category:
Size (bytes):

C:\Program Files (x86)\Internet Explorer\iexplore.exe
ASCII text, with very long lines, with CRLF line terminators
downloaded

14337
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\3Y2ADQKS\bootstrap-switch.min[1].js

Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Reputation:

|IE Cache URL:

Preview:

5.1172037605178575

false
192:RDA4PHgH7hcO0NaZEptdyPfAlw+M2Z0hQje9ls|+140cVgnM2BYEVUIR3VBcCp57:RNPHUhcOONay 7DFKUQKWb+R0OcKPB3VJ1
5F78AB3522AF9AA9F41B027786CD5C7B

A1101526C12E7883DE94ADC02718D597D9DD6B3F
692F727417E2CBD82077CF4D157CBOCB6EC7032CDODE261E1F3D62F76177E4FC

0B25BC7D7A46E5833C62309D4C2D22E91A3EE3A610DEAD153789D3352638F5780FBF35DF49C12ADF2ED2153217835DCF8784973EFE2C7ED7FD29FEAQ0B3272E
E

false
low

http:// https://iwww.navis.com/Content/bootstrap-switch-master/js/bootstrap-switch.min.js

/**.. * bootstrap-switch - Turn checkboxes and radio buttons into toggle switches... *.. * @version v3.3.5.. * @homepage https://bttstrp.github.io/bootstrap-switch.. *
@author Mattia Larentis <mattia@larentis.eu> (http://larentis.eu).. * @license MIT.. */....(function(a,b){if(‘function'==typeof define&&define.amd)define(['jquery'],b);else if
(‘'undefined'!=typeof exports)b(require(‘jquery’));else{b(a.jquery),a.bootstrapSwitch={exports:{}}.exports}})(this,function(a){'use strict';function c(x,y){if(!(x instanceof y))throw
new TypeError(‘Cannot call a class as a function’)}function d(x,y){var z=x.state,A=x.size,B=x.disabled,C=x.readonly,D=x.indeterminate,E=x.inverse;return[z?'on":'off',A,
B?'disabled":void 0,C?'readonly":void 0,D?'indeterminate":void 0,E?'inverse":void 0,y?'id-"+y:void 0].filter(function(F){return null==F})}function e(){return{state:this.$element.is
(:checked),size:this.$element.data('size"),animate:this.$element.data(‘animate’),disabled:this.$element.is(":disabled’

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\3Y2ADQKS\calendar[1].css

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text

downloaded

2243

4.790540967728705

false
24:¢58p3r8XmLIAEjdrSSE+nkSECJHSECtMNF2S77nF2SQF2SAIXXSECtFCpSSFtSgu:8MDplu9+k9C79CW2gF2I12N9CtIBLjVO3
E71A69916C3BC6A0C8BEAC10B2AD17B26

F85870D57E056071E90F1F52C963DD043FEDF46F
909D2A0CA824E4750082230AFE6856279931E7FA32976465171D5C5BDF24B9D4
OEA24F311E235B80281E42DBEC1508D8639EE5B0BBC118369DB867EDA2E9OF229FA18A852355843EFFOAC549B7DB0B600739B3FEBO2FFE9E93E6A5342301A55!
false

low

http://webaccess.gaports.com/express/css/modules/calendar.css

#container {. position : absolute;. left : 100px;. top : 100px;. width : 116px;. I*height : 152px;. clip:rect(Opx 128px 152px 0px);*/. visibility :
hidden;. z-index : 2;. border:1px solid #999;.}..#cPop.{. margin:Opx;. padding:0px;. background-color: #E4E4E4;.}..#containerPop {. left : 10
Opx;. top : 100px;. width : 116px;. height : 152px;. I*clip:rect(Opx 128px 152px 0px);*/. z-index : 4;. border:1px solid #999;. padding:0px;.
}.td.cal{. font-family: Arial,Helvetica,Sans-serif;. ~font-size: 11px;. color: #333;.}..td.calBtn.{. cursor:pointer;.}..select. month.{. font-family: Arial,Helvetica,Sans-seri
f;. font-size: 11px;. color: #333;. width: 85px;.}..input.year.{. font-family: Arial,Helvetica,Sans-serif;. font-size: 11px;. color: #333;. width: 30px;.}...calDiv.{.
border-top:1px solid #999;.  border-bottom:1px

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\3Y2ADQKS\down[1].gif

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

GIF image data, version 89a, 8 x 12

downloaded

175

5.141111913514078

false
3:Cs//9nfRfW/e0Rs5/Wiiw49gG44Z07yl4rt5imbW1ZEhCU3023:FirmWpDsHrlaCg
6COC4B5AF5ABD8ES152A593D7FBB8855
CO14FFB7EB47A428139D88C4E08684AB4CA15E91
28A39A8D75B76C26577F972739C81F4B02672545AD269EATE8F32D244077E159
88615DB0D7DB3850E41D5C8C596B11AE8D1FAE840BF530B6F18DB35525AF161B072D5449A07929D3B1AF3242F7F6C77F3FA4EBEEB65825446FEDC58290FC176
false

low

http://webaccess.gaports.com/express/images/down.gif

GIF89a................... AAA. 333 Lo R ,%..8.yl@:..U...l....- ."1..S] .%z...;

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\3Y2ADQKS\export[1].gif

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:

C:\Program Files (x86)\Internet Explorer\iexplore.exe
GIF image data, version 89a, 20 x 20

downloaded

313

6.832486810870939

false

6:/150devJO3qt0fara9XL5yah93FUJrR3gajHG5:r04yyO9XL5ya93FwWR3Ljg
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\3Y2ADQKS\export[1].gif

MD5: 95204DE99B173B397C61AES7EBF52286

SHA1L: 0CBAD40296393C1F203CF14F63CC3D37128A9293

SHA-256: 96D76287E669F0F127F7A9BA7B54314872FCABESE8066F087542CB0567BA4CD6

SHA-512: D25CF087CA76157D97FC8F5E562578D49D3BA425BEFDOCCA2A12486130CE26588A6317C08343FA565D29A14AABIC83BB086B565EBF67634B91C86A4513179D1
Malicious: false

Reputation: low

|IE Cache URL: http://webaccess.gaports.com/express/images/icons/export.gif

Preview:
"di..l.z.g..eS._.(W...A. . H@."Y..B.0p....jJA"..C$.....a..x..I.".<....

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\3Y2ADQKS\global[1].css

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: data

Category: downloaded

Size (bytes): 202273

Entropy (8bit): 4.578855962703777

Encrypted: false

SSDEEP: 1536:UdOGloeOhnV3xdgSvLghONwUDgffbJo2ufHdRmgSg2:UdO4eOhnViivLOwwUDgfzKfHd1Sg2
MDS5: AlF461CAD8CBODBCD668BE1AE29B1848E

SHAL: CEE90A1491448740D90EF5727416459504DB75BA

SHA-256: F674643B0B2C1ED11BF7841FAF2223688D0730F778C6F3961EAF4605D022C0B9

SHA-512: ODBOD4EF4002DE614A244AC2AF61443A26B8B0282C1635FBE6589D97351101ADC8CIC206E7C3F561D555749F5078627E8FFEB474EF7890A088F5859A954B3916
Malicious: false

Reputation: low

|IE Cache URL: http:// https://www.navis.com/content/css/global.css?v=1

Preview:
.@charset "UTF-8";....[class*=" icon-"],..[class"=icon-] {.. font-family: icomoon !important;.. speak: none;.. font-style: normal;.. font-weight: 400;.. font-variant:
normal;.. text-transform: none;.. line-height: 1;.. -webkit-font-smoothing: antialiased;.. -moz-osx-font-smoothing: grayscale..}.....icon-graph:before {.. ~content:
"\e912"..}.....icon-list:before {.. content: "\e915"..}.....icon-tools:before {.. content: "\e916"..}.....icon-cloud:before {.. content: "\e917"..}.....icon-support:before {.. ¢
ontent: "\e918"..}.....icon-training:before {.. content: "\e919"..}.....icon-speed:before {.. ~content: "\e91a"..}.....icon-idea:before {.. content: "\e91b"..}.....icon-fac
ebook:before {.. content: "\e901"..}.....icon-instagram:before {.. content: "\e902". .}.....icon-linkedin:before {.. content: "\e908"..}.....icon-ncc-circle:before {.. content: "\
e90f"..}.....icon-twitter2:before {..  content: "\e910"..}.....icon-youtube:

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachel\lE\3Y2ADQKS\global[1].js

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: UTF-8 Unicode text, with very long lines, with CRLF line terminators

Category: downloaded

Size (bytes): 993699

Entropy (8bit): 4.094562590882588

Encrypted: false

SSDEEP: 6144:11+QAZVxjxzNQJIb7dfzVqg8dXjuQKL+JPv/6 TF/RxtOqfzVylpwngmPDbAJGjgoz:cL+G5ilpwn7UJGJHMNmMTE/Adx
MDS5: 58BEC5EDE87024297D2B6B8BE182455D

SHA1L: 35F4001E22291A68411E7D9A082A73D1F3E35DDA

SHA-256: 7D485850F839CF2A260BACCF0832E59A061C70C9812BF88438599A33E42C18DA

SHA-512: 308D96ECO5EABCE079E8759832F718F4B42A37916AB802062FB5C0273AC64642AA4D04ECAO8E7577ED30FO0E89B74DD92C2DD4465EA5048AE8009839DCE8ES87
Malicious: false

Reputation: low

|IE Cache URL: http:// https:/iwww.navis.com/content/js/global js?v=1

Preview:
(function e(t, n, r) { function s(o, u) { if (!n[o]) { if ('t[o]) { var a = typeof require == "function" && require; if ('u && a) return a(o, !0); if (i) return i(o, !0); var f = new Error("
Cannot find module " + o + ""); throw f.code = "MODULE_NOT_FOUND", f } var | = n[o] = { exports: {} }; t[o][0].call(l.exports, function (e) { var n = t[o][1][e]; return s(n ? n :
e) }, |, Lexports, e, t, n, r) } return n[o].exports } var i = typeof require == "function" && require; for (var o = 0; o < r.length; o++)s(r[o]); return s })({..  1: [function (require,
module, exports) {.. ‘use strict';.... var _typeof = typeof Symbol === "function" && typeof Symbol.iterator === "symbol" ? function (obj) { return typeof obj; } : fu
nction (obj) { return obj && typeof Symbol === "function" && obj.constructor === Symbol && obj !== Symbol.prototype ? "symbol" : typeof obj; };
* Bootstrap: modal.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\3Y2ADQKS\header[1].css

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text

Category: downloaded

Size (bytes): 1517

Entropy (8bit): 4.376247713321071

Encrypted: false

SSDEEP: 24:mTLsXVIumIcFIEXQX5W1GjQmnKop9tJ+SZaKxC:mTLsXQFU5caQOKop9tJ+zv
MDS5: BB3104366160489E7495E6D80EASFEG9

SHAL: AB892632E07E8343D7F2DF24B5E408A5D21341CF3

SHA-256: 888C6FA31075309070923E0E516068B494A0597F971A2E9E6707C1503F89E97D
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\3Y2ADQKS\header[1].css

SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

D3A1C8EE386EE994CDEFD49A31D867E8BFFF642DA3D47BA9C818BCBEACOE90130F7D72F44FF14F3B0440D178F324606EDCDASD6EY712E5A7BI96CAB084001E
CFE

false
low

http://webaccess.gaports.com/express/css/modules/header.css

/ ./**** HEADER.CSS xxK] |

/.1 Header Pane| ***xxisssiiaxsaxiixx| [xx | Jsed for header area, including header tabs. k| [kt
/..headerTabLink, .headerTabLink_active.{..border-top:1px solid #F5F5F5;..color:#666;..text-decoration:none;..c
ursor:pointer;..font-size:10px;..padding: 3px 10px;...display:block;..white-space:nowrap;..vertical-align:middle;.}..headerRow.{. background-image:url(../../images/tab
s/tab2/tabRowBgTile.gif);. background-repeat:repeat-x;. background-position:bottom;.  vertical-align:bottom;.}..utilLink.{. ~color:#7B7B7B;. text-decoration:none;.
font-size:11px;.}..utilLink:hover.{. text-decoration:underline;.}.../**# skt

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\3Y2ADQKS\icon_to%20optimize[1].png

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 252 x 252, 8-bit colormap, non-interlaced

downloaded

3321

7.88101175992329

false

96:kDv4c3M17x/7NVOBKIcWvPeW4l+SzACVhkcuw:kzLMz07eW4l+S3scv
ABE44D5480D32D4CE483A9DFF2C09244
BEOBCDD6FE8F52B87B463F4086B195B2C6888D3A
7B1FBCE3728BAF56CD8AFCB4C7A984D02256C49111BB7B3BC3786D77F8C062CC
DEEODB60F3710CED73D49FD16F1C049BD2073E64488068506E6FA2FECAE77C775C21B001FDFF042CF656378FD8E98AA769C5973E4B6ABEI18423184075BFC8E
false

low

http:// https://www.navis.com/Content/images/icon_to%20optimize.png

PNG........ IHDR....c.cueun dudu...gAMA......a.....sRGB........PLTE.....P..P.R.X.X..P..Z.U..Z. .U .U.X. T.V.V.S.V.V.X.U.X.U.W.W.W.V.XV.W.W.V.W.W.U.W..
WXV XCWL WLV WLWL WLV WL WL WL ULRLR.P..P..P..N..N..L..K..L..|~.G~.F}.F|.E{.Dz.Cy.Cy.Bw.@v.@t.>t.=r.;p.9n.7m.7k.4i.2..J....1tRNS.... 00000@@PPP_
=.4Y.. jIDATX..J}..H.n..7..f..3.L.r.MpN..D........ ~1* Tu74..5/.PUOUUW.!...m....a.%....W.}.. T.2.U.k.=0.[...*.~..u).]........& A.2\.08..)#t...p.Q3)....
.M..S...F8.G....<.El..R.T...... b}._...(../6...P....[Z8..."=>b..".SI.YO./qQS./......1%CnY..3.._\.R.h.......g*1..N..H.5....c.J.H..R@.]....... LK./|.wh...
co-l~a~HKV{ = r ke k(. PLA Az V...V..-3.N+.v.> b~jl..... V.uTz. K........ (oyeWz...qg93... {7 e v&O......... <qj7..~".v.L. frf<s LY

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\3Y2ADQKS\instagram_default[1].png

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 25 x 24, 8-bit colormap, non-interlaced

downloaded

390

6.945337398524976

false

12:6v/766nM2m//+yjEa9kszOVK3esrW72W+J8cqiLMN:41muyjEiDqyW+5LMN
8696A3867C089C2BADFCE43D4EC2BD7C
3D6COFB2F557F98BD39CD6685D90C0ABB54FAD6A
D8B6D7561EC5A2FAFD1F784E830D704BA87034F9F6A1697FA1BAF2A4A7936E85
AC53503B03C60EF42A37115C24EABC3A1EE4D8599F2047F3461F7D587B73CFC435D0A09AFCIC798DFDBI80E768C473A38408A08B4EB38273E9733B72A3E4B79
false

low

http:// https://iwww.navis.com/globalassets/footer/instagram_default.png

fPLTE...0@":Z4@\6@\5@]6>"6@\6>\77]62°67\67]67]57].
@.4)GF..&...0.%2..d]D.iy.$0..-.d). Vorrroris sl S S k(B XK B

...t{.ho.ho.\c{[c{OW(qCKg6?] s......tRN
"0~ZU....s.a..\..C.2.9...9&..K.C|..M.....IEND.B".

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\3Y2ADQKS\jquery.min[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

downloaded

86659

5.36781915816204

false
1536:YNhEYjjTIkEJO4edXXe9J578go6MWX2xkj8e4c4j2ll2AckaXEP6N15HZ+FhFcQ7:uxc2yjx4j2uX/kcQDU8CuU9
CI9F5AEECA3AD37BF2AA006139B935F0A

1055018C28AB41087EF9CCEFE411606893DABEA2
87083882CC6015984EB0411A99D3981817F5DC5CI90BA24F0940420C5548D82DE

DCFF2B5C2B8625D3593A7531FF4DDCD633939CCOF7ACFEB79C18A9E6038FDAA99487960075502F159D44F902D965B0B5AED32B41BFAG6A1DC07D85B5D51528
8

false
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\3Y2ADQKS\jquery.min[1].js

Reputation:
|IE Cache URL:

Preview:

low

http:// https://ajax.googleapis.com/ajax/libs/jquery/3.2.1/jquery.min.js

/*!'jQuery v3.2.1 | (c) JS Foundation and other contributors | jquery.org/license */.!function(a,b){"use strict";"object"==typeof module&&"object"==typeof module.exports?
module.exports=a.document?b(a,!0):function(a){if(!a.document)throw new Error("jQuery requires a window with a document");return b(a)}:b(a)}("undefined"!=typeof
window?window:this,function(a,b){"use strict";var c=[],d=a.document,e=Object.getPrototypeOf,f=c.slice,g=c.concat,h=c.push,i=c.indexOf,j={} k=j.toString,|=j.hasO
wnProperty,m=l.toString,n=m.call(Object),o={};function p(a,b){b=b||d;var c=b.createElement("script");c.text=a,b.head.appendChild(c).parentNode.removeChild(c)}var
g="3.2.1",r=function(a,b){return new r.fn.init(a,b)},s=/"\s\uUFEFF\xAQ]+|[\s\uFEFF\xAQ]+$/g,t=/"-ms-/,u=/-([a-z])/g,v=function(a,b){return b.toUpperCase()};r.fn=r.prototype=
{jquery:qg,constructor:r,length:0,toArray:function(){return f.call(this)},get:function(a){return null==a?f.call(this):a<07?this[a+this.length]:this[a]},pushStack:function(a){var

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\3Y2ADQKS\linkedin_default[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 25 x 24, 8-bit colormap, non-interlaced

downloaded

335

6.862232441643012

false
6:6v/IhPySFNnMRrizbC+JGFOo0JoFc3U7gVVaP01hF9sMwFP+BZKgfilKGKdYII2up:6v/766nMa9JGRuFc3lgVwP070jFP+8qB
AAB072CC4C4BBBA3D127CA929D1DBOEF

1DFB6AFFE525F0CFCD50B73BE339AA0A0355D6EF
44B05AD4FD5E0915287844266D9C95E5C49042E2F697D031AD344B68091DB6CO

757712FD2B4DF1DF2DA00B6CA25AE6AA4ABOF4FA7DCD76C8724E968B03A236CE138496DB479CFAFEDSB1EB453ABECF7619A86FA239387806F651065B0230BE
6A

false
low

http://https://www.navis.com/globalassets/footer/linkedin_default.png

PNG.....IHDR............. 8K.....gAMA......a.....SRGB....... ZPLTE.. 5@]5>"7@]7@[7=]6>"6 @\6 \6 226216 7].........crsrrrorrrrreeeens u{.ho.ho.\c{[c{OW(CKg6?]3a.l... tRNS. oppp....
.N....{IDATX....0.P...$%l..7...@.......Q.....|./@.]. #mdZ* .ufYSIUL.Y* . #..<)....=..q".1.fM... "&...}...V....9.m.T.. .IEND.B".

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\3Y2ADQKS\logo[1].gif

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

GIF image data, version 89a, 288 x 146

downloaded

12519

7.900283426223947

false

384:57TRRs6ab+WQSSEbNNjP0+5KI8zu4GAVjsT/o:sPRu6aq7IHoutNTQ
39EF6381F2514837E883A6411A739F56
75C4B56837C7F5A9EBBEFE144D3A1CE90917CCD7
5B976D47C6A9CCBE9IE2E6CAB65C3CC017C95C3B4C5D4E941D805A64AAD1IAD8CC
4969786B7B45151182469EF60A763ABF49B1B7A61158B889BEC71320815C78C6C7FDDDD53609D05A6B3D6B66284C4E0B149372BAF993A9EE43783D8EB39077EF
false

low

http://webaccess.gaports.com/express/skins/gpa/logo.gif

GIF89a............ 3o +. 434+ 4+ UL UBURULUL U3 f Bof B 3.f 3..3.33.f3..3..3..3+.3+33+3+.3+.3+.3U.3U33Uf3U.3U.3U.3..3.33.
3..3..3..3..3.33.13..3..3..3..3.33.f3.3..3..3..3.33.13..3.. 3..f. £ 3F.ff..f.f..f+ f+3f+ff+.f+ f+ U FUSFUFU . fU.FU . .£. 3Eff. £ f. £ £. 30 £ £ £ £ 3£ f £ £.3F.6f.f.f
3444+ U USULU.LUU...3.f 3. 3.f.. Bofos 3o +.+3.+f+.+.+.U..U3.ULU..U..U...3f....... 3.f. L3LE .3

........ +.+3. 44+ +.UU3.URU.U.U....3.f..........3.f... Bufn Bl cieee:HM0.@. E. - BiL.IS.MI(..(1..8:r$X...20...7...8s
H/.Z..&P..F..N.5i...1&...8.>......e..QS...<....0.0aB&....5...L.......,Z E..-*..J.TM].bM.5GW.a..M.#.

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\3Y2ADQKS\mega_promo_360ms[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 370 x 300, 8-bit colormap, non-interlaced

downloaded

4970

7.904710798515039

false

96:hwO+m++1Vo8LckFcv9/aQ1lU0XpcsHj4f/Dbskv:00+1Cr9FK51Ncu4fl
ACOB72CBCDA1ED1FODFF3F3C3BF0999A
0C3FFBCCC1C0230C684BABEO2FD69F65ECOESAS6
F67B24D0AF7700A7D08F7297CEB32FD50306EFA41D8256C9450D4E2780632CAC
7FB4F61B30176379F23D15D972E8071196A8347A2419693D708ADB531109BCF0127FE3D912B326EB5FA42D785C694DE41672C07AD411F7ASD7ES58F7562E0DB13
false

low

http:// https://www.navis.com/contentassets/c77cd6d0c78840baa8h884b470e782de/mega_promo_360ms.png
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\3Y2ADQKS\mega_promo_360ms[1].png

Preview:
..................................................................................................................................... too~foger. Xt fe..J. f . [....U..<LOY
..h.Q.hx2<..5.._A.1.GGG.W.(.. ...
s ..Z?|y6W.. |.9.0{...-.....G.y.
%....|.@..Y.z.....F...[}.7../..Qy.]..t.
C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\3Y2ADQKS\mtn_hp[1].png E
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe
File Type: PNG image data, 480 x 205, 8-bit colormap, non-interlaced
Category: downloaded
Size (bytes): 61127
Entropy (8bit):  7.994262000480126
Encrypted: true
SSDEEP: 1536:vUqUOrbr53rn3bS4hp33JgAvXEGVA02/zQ/NR39XtaHAYyWP33M:curbr5LbxHfpEGkkLNdzM
MD5: 9F75CB5B64E7FC6EASBDG6ECEO1IACFICBC
SHA1L: 6FE9EO0F2B32070223021B3DF78C5B61AE9B041CF
SHA-256: 5E2976C341FDEF2BF9694EAAB8B50BD10A1665526E9F655938809972670F3119
SHA-512: 625B95BFFA05C2E69C63F41395B8317CBF3C70020160020A85BA888E3345792AC58D68547987D30923FAB7BB6B67E21818497FES4CAAEE868AD591FF190D14B3
Malicious: false
Reputation: low

|IE Cache URL: http:// https://iwww.navis.com/contentassets/860339f8e24e47049d8c385ddaceb37f/mtn_hp.png

Preview:
PNG........ IHDR............. WOS.....PLTE#q..h..v....."C.X.*Q.;s. ;...{..+.0.F..5...].0...2..S.....0LEX...[........kc...(K.b..b... #...].5.Wv....K..J..3a....As.....9..$...S...(.9k.#J.Dz.t.
Qbr2...R.....1.d...D{D...b..0[".. . OV *Ka. o #AS.{.8d. X L.(y.D.4c.. Tl
j.*...0U....... K.9e.3I*........ +QQ.+Z.1.Q........ 0T.3kJ|....R.....[.,...d..RyOHU.{..$R...4\...! .0..D..;..U.R..B....Z....Bm..N...D.Jr.#J([..j..e......6....S..(E5...8\.,,
8\.p.z..H...Y..(E(gR.Jq.|.&7H....OMA...n....!l..<p{.DaH....... +.0~3$R......&2.0M..-._..[.*....%1=<0... ,.0...S.E.$Z..$.. ..0."..4..".. .0..5.$..$.. ....$.. ...5U...9..}.0.... Tk..
...IDATx.I.xSe.6..$...."1.....Z.4.PC#-.....B05..... .SKP.hA#TD|..gp.J......... L f.... U0 L& S..._3f..Y.3. 3. L<+.7i.p.FS+. $#.[>O(...M....... B.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\3Y2ADQKS\n4standard[1].css

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text

Category: downloaded

Size (bytes): 19654

Entropy (8bit): 5.132195051149054

Encrypted: false

SSDEEP: 192:NiZCZbBA+/GPPJuWomxiXvwMAOWMNk2MM:UoZNAIPPYWOwWMrn8M

MD5: E1CBBAOCE1DEEOFB7E605AF45AA8CDF3

SHA1L: 7A8200D7782E1015CC2D3D2680613C5524E16C8D

SHA-256: D4F8056F7E67ED1E4DF5C4467BDAD4BA17EB8DFC1B89694E09779F0D017339AC
SHA-512: 904AB0670917DAF3F3A9E4881EEAA82B77B162AC84612A9FACI732ED9278111B23F5E2B1FC5853A26000F44BOFDFEA03739CF3C98DF812C8CA1D0D542928259(
Malicious: false

Reputation: low

|IE Cache URL: http://webaccess.gaports.com/express/ndstandard.css

Preview:
/. N4 Standard style sheet.. See Html document that describes the usage of this before modifying.. Copyright (c) 2003 by Navis Corp.. Written by Andrew J. Pe
terson, 2003.  $ld: n4dstandard.css,v 1.4.2.2 2010/05/21 08:47:07 uganesan Exp $.*/..table.mainTable.{..border-right: #ccc 2px solid;..border-top: #ccc 2px solid;..border-
left: #ccc 2px solid;..border-bottom: #ccc Opx solid;..margin: Opx;..font-weight: normal;..font-family: verdana, arial,helvetica;..width: 100%;../*height: 1200px;*/..color: #000;
..background-color: #fff;.}..iframe.{. margin:10px;.}..div.help.{..border-top-width: 4px;..padding-right: 6px;..padding-left: 6px;..border-left-width: 4px;..font-size: 10pt;..border-
left-color: #999;..border-bottom-width: 4px;..border-bottom-color: #999;..padding-bottom: 6pXx;..width: 100%;..color: #900;..border-top-color: #999;..padding-top: 6px;.
.height: 72px;..background-color: #ccc;..border-right-width: 4px;..border-right-color: #999;.}..a.{..color: #666;..text-decoration

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\3Y2ADQKS\navPane[1].css

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text

Category: downloaded

Size (bytes): 3126

Entropy (8bit): 4.7757886415975745

Encrypted: false

SSDEEP: 48:+Piy+luClenW5Jih5CQh53t0xMUj22Jel4r25pdn:+PiflllcnW5IWh90xj1Qkf

MDS5: FAC58BE919F16E3109B45B4F97E248DA

SHA1L: 906AF5AC690D0AACEB13546F947F4D0OAAB4FI61A

SHA-256: 616D6C5D580AES59E167ADD48587947E7C1CFF83EFBD1EA323AFASB8DA43DA2E3
SHA-512: D3200E3889AC1AB78AAB9A5E97C84E073D16EE7530981CFCBAB6G32E573EC8E4C3C1AB74C9CIE398549D41851010F4A8EOEO0ABBI28FF1B60BB1898F239185E80
Malicious: false

Reputation: low

|IE Cache URL: http://webaccess.gaports.com/express/css/modules/navPane.css
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\3Y2ADQKS\navPane[1].css

Preview:

/ 1.**** navPane.CSS wxix[ [*xxx Controls appearance of elements in the
left-hand navigation = ****/./**** panel. wxx /...navUtilities.{.}..navUt
ilTitle.{. color#666;. font-weight:bold;. font-size:10px;. padding: Opx 5px;.}..searchPanel.{. border-top:1px solid #A9A9A9;. border-bottom:1px solid #A9A9A9;.

background-color:#F5F5EB;.  padding:5px 10px;. font-weight:normal;. margin-bottom:10px;. white-space:nowrap;.}..recentltemsPanel.{. border-top:1px solid #
A9A9AY9;. background-color:#F5F5EB;. padding:5px 10px;.}..recentltemsPanel a.{. color:#5C5C5C;. text-decoration:none;. font-size:10px;.}..recentltemsPanel a
:hover.{. text-decoration:underline;.}../ glo

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\3Y2ADQKS\ncc_default[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 25 x 24, 8-bit colormap, non-interlaced

Category: downloaded

Size (bytes): 417

Entropy (8bit): 6.98603414758231

Encrypted: false

SSDEEP: 12:6v/766nM3QGWpwbL/+NtvwDQHt5IMOULV:4mQBMaNtXEHt5S0ULv

MDS5: 1225F144DC7A3D01900A6CAB5B82694F

SHA1L: DAB80FDC2A4BF3B815DAD18176221471ED91D935

SHA-256: 60327016AA495D30E97CB6B820BCI87E269D807D3A7D12BD26954DCFOD7DA7DA

SHA-512: 605DAA63D57CIBBDE4CC4A7TF9918455B27E2C9BD01412A88D5B45F92BC7265313FE90A8B4BD33C53F8C088CCEACHF10B516CC13917C746A77CC092AA0CCET
5A

Malicious: false

Reputation: low

|IE Cache URL: http:// https://iwww.navis.com/globalassets/footer/ncc_default.png

Preview:
u{.{.ho.ho.[c
~*0..d7.., E. ...'F.}..0Pke..

{OW(CKg6?]2QQ.
...0/.%..ax~\.....L..V......IEND.B".

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\3Y2ADQKS\predictions_2021_hp[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 480 x 205, 8-bit colormap, non-interlaced

Category: downloaded

Size (bytes): 53111

Entropy (8bit): 7.989843524190983

Encrypted: false

SSDEEP: 1536:+pNtuH27ulh88rdIELoFnfwe26JaBaNu0Z:+P0TIg8hIELunfwhUUaNBZ

MDS5: 8C35665F90E9F68CB89ABCO03E8159A7E

SHA1L: 6726B36BE085108ED1271FBB3713AF89ACAA3088

SHA-256: 14E62F17AAACB199CFA5392315BB666D6FIAE3F3C55E3A3177C1F3F36A5E1DCA

SHA-512: B1DACA4F3F4C890D1B4A36AE503A1E4CB4AABFEB3EOD48B174D299EEDB7CFE04805B72C7B808AF166B6692B619164C1321A4078501642C10F3071E6645DD0A
1

Malicious: false

Reputation: low

|IE Cache URL: http:// https://www.navis.com/contentassets/6abea65chfe849118ebdf51b13d8bb9e/predictions_2021_hp.png

Preview:
PLTE...FTWG[.6Gg.._L6l.pkiXjo.......7Rz9X.(LX....3U%7T.$7UZw.u.5d.Wc..Fo.1"Q....Fldeh........ hYHg..2W'Dg)R....FBX.TS5B\.*Cvx....4Ls]
WSjyt.l{.VFX...z..54l...w.Cfay(Q}w.....T..i8L.....Xcz.SkfHW..4......Vt...vgwy....Yr......_#+BUKb.sU...g........ w..WFW/[...,Q$Y..OLyV\.
1.d.5(@....... (oot X@M*Y...yDJ......... .@Mo'.5G*A~wz.9a..3...10.gce]OZ#<V{..k{XLD?JIs....$U.....

N..J<\WQH.{.y..PMp(U..,N...]O.......fyt....~1}.00..*hWN......P@?..v.muOV.Hu.Wn...$.>\nj.%Pg.. #Z.Co..."..@T...

....... +....2IDATX..}P[/.... bad|..c.zl0...C.aR<..N,...3.N...8t.0..[.9..aN....4g.2.v.s...... T=.ni e @M <UL ]+
C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\3Y2ADQKS\promo_pr_acquisition_banner[1].png E
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe
File Type: PNG image data, 2500 x 1500, 8-bit/color RGB, non-interlaced
Category: downloaded
Size (bytes): 6258876
Entropy (8bit):  7.991104779286385
Encrypted: true
SSDEEP: 98304:958r6e2r5K1/kGBC5+cf7bKX71XVOTrEnGqgOsvwkeiHvIk5hOD6fzA68nCnOgb7:ti5/ccj+XBXFqOs4kezAeD67AXCOU;]

MD5: 28C02FB2D8AAA4FIBEEAO14EB914AAD7

SHA1L: 7E171E990781D9F8012699148DBF260058DBAC4B

SHA-256: 69860AFF30AAAA6BD4CD883D2C7D7B348BOSED9SADFB4AS51F3B28E3F86494E77

SHA-512: CBF6429C69768904A4DAF7A81E9D845FCE3CD2570FB250F2B3C680C509F6B0864BF997410A5608D1E136A1502E3FFF36DAES0BB818830C098784F584687481B3
Malicious: false

Reputation: low

|IE Cache URL: http://https://www.navis.com/globalassets/home-page/promo_pr_acquisition_banner.png
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\3Y2ADQKS\promo_pr_acquisition_banner[1].png E

Preview:

._IDATX.4..-. 7KE..<.5..TQ'cJ..[e.Yr. ;. . .t ... lp.. WA [d...5.p#...;S{..s.9.0.....E..Paj...P...a.{ A#.QD.|[U.e.N;[{ #.B.".c..*0..K.....W.
T3h.P.D..... W-..FLALLLAAY8L# L P NLYT.U$.[.T;TnvWm..U..0IPs..N..5......C.t..._.*."#0...q...+aS....E...... 2U.0&.1#{.6....v.z.b....4Al@V-."f.....d.0#..U.pe.."..8.e.T.*.
.$.\y..3_h..c...L.0.k.J\..BF..NLd.Z.&5*@..q'e@.....+.'F.-.$.....h.Qd3..D...Tn/.S..A.+..0,j.....c<....4.k.J... ALL[<V-.0;.... ... Zh.jen &1 R kel am 2z
\..7.d.7..X1.6.d...N..A...N8.(.c.5...N/I..ZBg.@F...........6.n.B.@..ul_.7...[.>l..k.P....+.B.w...c...\t+y.890...F.....8.].)..5..b.{g......|. X.J....AF..)2.#...r.g6a...{ f.8.Y [<....9.}
\U..)...<T].%x.......... & +.0.5\....e....... +1.2Q...\..L..p.D.+..c.5.0.E....k...(.. H=1.Z2.1....2. "+ ... L.T.@.. .&u.\Fg.

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\3Y2ADQKS\recaptcha__en[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

downloaded

350180

5.711967267537503

false
6144:aq09SoRPYSmIFCzEKh7IohRGDk2ZpGBBq9qVAX/oXq:aq9SoRPNEzEKhZoHEKWGBBj+0Xq
40018AB74791324F5BA0459A05F80D07

4EAC42BC4ACEADFEB3C0849277236AD03CB50A7E
33DF66CA469E2DESAE4723C4944B20FD37D65DAA2F095B6EC2FFOD70ED6C3D57

824A444D00D98BEDOAYE72E25034FF1CODBE241395AEBO9EEC1B4ESDOEOO3DDDESF9487F5EECED1D405F66232950E7FC5DFDD11B806A5B590441B8DI6AEB8S6
F9

false
low

http:// https://www.gstatic.com/recaptcha/releases/sG0iO6gHcGdWJzjJjW9AY49S/recaptcha__en.js

(function(){/*.. Copyright The Closure Library Authors.. SPDX-License-ldentifier: Apache-2.0.*/.var w=function(){return[function(A,T,a,B,b,t,J,Y,D,G){if(D=[null,96,0],3==
((AI3)&15))if(Array.isArray(b))for(t=D[2];t<b.length;t++)w[D[2]](1,D[0],a,B, String(b[t]));else b!=T&&B.push(a+("'===b?" +encodeURIComponent(String(b))));if(!
((A"965)%10))for(t=[12,"fontSize",1],J=k[6](5,"px",D[2],"SPAN" t[2],B),x[15](D[1],B,t[1],J+"px"),b=w[26](17,B).height;J>t[D[2]]&&!(a<=D[2]&&b<=T*J)&&!(b<=a);)J-=T x[15](
D[1],B,t[1],J+"px"),b=w[26](16,B).height;return 2==(((A|5)%((A-4)%7||T&&T.parentNode&&T.parentNode.removeChild(T),.21)||(Tb.call(this),this.X=D[0],this.R=D[0],t
his.U=window.Worker&&T?new Worker(v[21](18,m[44](13,"error",T)),void 0):null),A>>1)&11)&&(t.response={},t.P$(T),Y=c(function(){this.G4(B,b,J)},t),k[21](25,t.W).
width!=t.um().width||k[21](33,t.W).height!=t.um().height?(K[24](30,t,Y),m[18](4,a,t,t.um())):Y()),G},function(A, T,a,B,b,t,J,Y,D,G,N,I,M,z,H,e,Q,P,F){if(!((((P=["undefined
"13,5],A<

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\3Y2ADQKS\shadow[1].css

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text

downloaded

718

4.651574976809006

false

12:UMUggi29gehwallsQpggcrullsQpggcévn:2gCKK4Q0gz4Q0gHN
BF48EB79FDD88149A88AD6B40A99342C
C3FC7BF475015B49A567FB8472929A4737AED7EE
49B5825B22EFDEF60989F15C8890F56473CA82DCFAEOB7B27746FFBA088749D3

7A1C5C67AC5C872D8D287BBE8B64CA2269E4D03518ACE9DCO0A3A4FBC837DA64E648735761E6CE47FE7493E6A13795F81288706EA25F755CCFADBD389ES8D
7

false
low

http://webaccess.gaports.com/express/css/modules/shadow.css

/ 1.**** SHADOW.CSS *xik[ [*xxx Controls appearance of shadow elem
ents. rxkx | /...shadow.{. .FILTER:progid:DXImageTransform.Microsoft.Alpha(style=0,0
pacity=10);. .-moz-opacity:0.1;..position:absolute;..top:0px;..left:0px;..background-color:#000000;..visibility:hidden;..z-index:1;.}...dropShadow {. .FILTER:progid:DXI
mageTransform.Microsoft.Alpha(style=0,opacity=10);. .-moz-opacity:0.1;..position:absolute;..top:0px;..left:0px;..background-color:#000000;..display:block;..visibility:hi
dden;.}.

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\3Y2ADQKS\showNotice[1].htm

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

HTML document, ASCII text, with very long lines

downloaded

37538

4.805814401610027

false
768:24/41UaxIHIgmxcSfpPWelkjyAe2P2wLtm8uRb+uw/bEr:Z4/RXxIHIgmxzWelkjyAe2P28A8uRb+E
31EBDD9E05945C9536B23D55315C5D4A

5660F1655FCF40945683D3F9AF7653795FBECFOD
701A27C74312A0A0255291260BCF7D100A5FA4A7E2C561A9BD8BA23C887ABFOB
25E39551E67633F74C0AB562C2FC2E38B918B97BAFOFF552155613B34DES7ES5119F2AA9D27109F921DA448299299142C9863DF0353CE22125F29F09D3D13A567
false

low

http://webaccess.gaports.com/express/showNotice.do?report_type=1&GKEY=112
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\3Y2ADQKS\showNotice[1].htm

Preview:

cript type="text/javascript" language="JavaScript">..// Webaccess JavaScript Library (c) 2000 Fortuity Consulting. All Rights Reserved..//l[lI/II11THTTTTHTHTTHTTHTTTITTHHTIIII
111111 specify the name of a servlet that responds to requests:.var servietName = "Dispatcher";./[[IIHHTHTHTHHTTTHTTTTTTTTTTTITTTTITIII Extract the URL of the current
directory (the application context):.function getContext().{.firstSlashes = window.location.href.indexOf("//");.secondSlash = window.location.href.indexOf("/" firstSlashes +
2);.thirdSlash = window.location.href.indexOf("/",secondSlash + 1);.var path = window.location.href.substring(0,thir

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\3Y2ADQKS\tab[1].css

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text

Category: downloaded

Size (bytes): 2768

Entropy (8bit): 4.5808363897818225

Encrypted: false

SSDEEP: 48:SBCHAOAFix5R2H05jR5y5vBOaU5Q2pr5Bly5ch6:SAHveUDgvkaid1web6

MDS5: CE57DC419BAF2AED91CB97DCEEA68434

SHA1L: 14B55C8F61F3865C3CBICEBDBID0O6FD81FD80C77

SHA-256: 6FB857E679C4EA34E1566D5D47C62B05D5236A1B09BCEB643B708B696E7E9019

SHA-512: 12D5B3C9EDC1F9593EFCF483C194850E606544ABDCICF66616B7859B97827AD978DF05F20B3879E3E54DB50EBABSC7A9DCD26D3D8AA14AF0032F6D9960B323
2

Malicious: false

Reputation: low

|IE Cache URL: http://webaccess.gaports.com/express/css/modules/tab.css

Preview:
/ /./**** TAB.CSS *xik[ [Fxxx Controls appearance of tabs.
ik 1.1 Globals [.1=*** Applies to all tabs.
wxxk] | /..tabTabIe.{. Width:auto-.)..It*kkk***k****kk***k****kk*ﬁ* Content Tabs ***xxkkkrx
k| x4k Jsed for tabs appearing in the content area. xRk /..tabLink, .tabLink

_active {..border-top:1px solid #F5F5F5;..color:#333;..text-decoration:none;..font-size:11px;..padding: 3px 10px;...display:block;..white-space:nowrap;..vertical-align:mi
ddle;.}..tabLink_active.{.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\3Y2ADQKS\twitter_default[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 24 x 24, 8-bit colormap, non-interlaced

Category: downloaded

Size (bytes): 335

Entropy (8bit): 6.8095314333586

Encrypted: false

SSDEEP: 6:6v/IhPknWCNMRYYYZz9j+JIX2QFO029tK8m1leYa3WsNSK4T1FhtxThOYKIZCN6ztp:6v/7gtnMY YKCcQpHmM1+0TDhtRO/7N6zD

MD5: EF3BA06C0897F5CE35D4F89C4D7B35E9

SHA1L: 4714FC12B71932FE279457DE9OABSEOFC97DB16B

SHA-256: E6743EBD3A6343780BFB00D498CD59D06D4DESC3175DEBO3DICBA2A7567FEBSC

SHA-512: CBD094D3BE9892DF538314B87EA0F620F3DAESCF5300FDDF8049331E8EF481EBA255C1A52C45EADBFD1E75701808F2FB81A3272E0A360C83CC74B6C47A1614
6

Malicious: false

Reputation: low

|IE Cache URL: http://https://www.navis.com/globalassets/footer/twitter_default.png

Preview:
.PNG.......IHDR....

_TPLTE..5@]5=]5>"7@]7@[7=]62"67).
D..(U...2Q."7...4...md....

cnlnl L L YpKLAS.LLpeuw_{...N.....

...u{.u{.ho.[c{OWQ67?]..&{....tRNS. "oppp...K......IDATX.....0

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\3Y2ADQKS\wistia-mux[1].js

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 96330

Entropy (8bit): 5.495899885233113

Encrypted: false

SSDEEP: 1536:svROtbpVGtMtfDZwael5P8KSs5USYw/NXnj/Sc67RuxTwp5JS+cC:svKzPdDZwXps9uxTwgJC

MD5: E8E035E488B21FA6A3DDF3FOFEC73ADB

SHAL: 215FACADFDE395F7965DB630BB310891719BBDA5S

SHA-256: 5FEF4203FDD3629C33EDOA745D8437E59E17E7E9DEC036B4BB91C863FADFBECE

SHA-512: 45BD731B5EB1DE3BBCB3B5DFAOCEA2D776A932214BE195A4E7CE2BBD53FCC07973C0A92ABESBEAIFA892CCFO7CEBC71EC116E2C96B1C3695817EEF3D41C2¢
1EDF

Malicious: false

Reputation: low

|IE Cache URL: http://https://fast.wistia.com/assets/external/wistia-mux.js
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\3Y2ADQKS\wistia-mux[1].js

Preview:

[e+=xx] (function() { // webpackBootstrap./******/ .var __webpack_modules__ = ({../***/ 635:./***/ (function(module, exports, __ webpack_require__) {../* module decorator */
module = __webpack_require__.nmd(module);.function _typeof(obj){"@babel/helpers - typeof*;return _typeof="function"==typeof Symbol&&"symbol"==typeof Symbol.
iterator?function _typeof(obj){return typeof obj}:function _typeof(obj){return obj&&"function"==typeof Symbol&&obj.constructor===Symbol&&obj!==Symbol.prototype?
"symbol":typeof obj},_typeof(obj)}/**. * mux-embed. * @version 2.4.5. * @copyright 2018 Mux, Inc. */(function(){var define=!1;!function(e,t){"object"==( false?0:_typeof(e
xports))&&"object"==( false?0:_typeof(module))?module.exports=t(): false?0:"object"==( false?0:_typeof(exports))?exports.mux=t():e.mux=t()}(this,function(){return functio
n(e){function t(a){if(i[a])return i[a].exports;var r=i[a]={i:a,|:!1,exports:{}};return e[a].call(r.exports,r,r.exports,t),r.I=10,r.exports}var i={};return t. m=e,t.c=i,t.d

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\3Y2ADQKS\youtube_default[1].png

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 25 x 24, 8-bit colormap, non-interlaced

downloaded

376

6.885155894365008

false

6:6v/IhPySFNMRwY CKZNUaWFO28FOrgxfOgz+Fq9bL1IgCX7I3yAhnm9tiKwddvgHi:6v/766nMwY CENVWp8FIoOgS41r7I3yA9
8C928E72A17DA39DF7987600E2F524F4

5C5AA1F8399B72D730147D22310578730ED8CADS
B7B76D30CCBAGC8E1BFA590EDE2D386C09EF4BCOCD76390C6F1A8027E0A9921C
04B0A176971707AA066D625A15F103A0CF3D79BC4ECC2245381550B7977001A68C8407CBACCDI0FC1F5100414C2B71E993203ABA1DB1B654A115E0497665006C
false

low

http:// https://www.navis.com/globalassets/footer/youtube_default.png

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\9QTQHWWN\E-v1[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

downloaded

630724

5.258472779687222

false

6144:nAzocXPMnz8iDEGZz93biPXEhqStdVQt+xEOw4jF:nAocXEnz8iRzIVK+XEO0xX
6217B26B39F391E3001A2B3AE1BA22D8
95D31DAEE312551479A647290452B55FF2D58358
502026CCAD6843FB707C19F5C52D77A2CB5EBD7DDES07392EDB530CC620BAF67

3AAGE3ADBB6E1965AE0C8A96D96FF87CBDF371F8149881E68441B4CD8350285931FF9DC140F000E13D700A9B4718CB08B7EFCA4EFA85F6688AB9603B9A372C40
D

false
low

http://https://fast.wistia.com/assets/external/E-v1.js

/%! For license information please see E-v1-with-vulcan-v2.js.LICENSE.txt */.(function(){var __webpack_modules__=[,function(t,e,n){"use strict";n.r(e);var i=n(2);null==i.
default.Wistia&&(i.default. Wistia={});var o=i.default.Wistia;null==0._initializers&&(o._initializers={}),null==0._destructors&&(o._destructors={}),null==0.mixin&&(o0.mixin
=function(t,e){for(var n in e)e.hasOwnProperty(n)&&(t[n]=e[n])}),e.default=i.default.Wistia},function(t,e,n){"use strict";function i(t){return(i="function"==typeof Symbol
&&"symbol"==typeof Symbol.iterator?function(t){return typeof t}:function(t){return t&&"function"==typeof Symbol&&t.constructor===Symbol&&t!==Symbol.prototype?"s
ymbol*:typeof t})(t)}var o;n.r(e);try{(o=self).self'==0&&void 0!==i(0.self)&&"undefined"!=typeof window&&(o=window)}catch(t){o="undefined"==typeof globalThis?wi
ndow:globalThis}e.default=0},,,function(t,e,n){"use strict";n.r(e),n.d(e {standardSvgAttrs:function(){return s}});var i=n(1);function o(t,e){var n=Object.keys(t);if(Objec

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\9QTQHWWN\GetFormInitScript[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

|IE Cache URL:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

downloaded

6153

5.215255664867872

false
192:gX0//hCa5w5BU1LxdBULLY1BU1LZ1BU1I0UCUKBU1LX0BU1In2UHcyBU19zdjK9G:U03hCa5w5BoLxdBoLY1BoLZ1BolOnuKN
8ADCE2D1DE784E220635C92B9B20962D

07548055A4C7EB7782F70F35D5078DB026D6D130
C6CC641C4B2F4091FD42495A23EE741912A720E732537E6DFIF69BF83931CDID

832583EA32822530B6EC5D55A8222698CB59FD2BOEAD2A05528D3A56CAA6D89428B5A0DF5FADEDC06179C20D5A35F9935D10621DEEBBB43D0C2692505AE752
1

false
low

http:// https://www.navis.com/EPiServer.Forms/DataSubmit/GetFormInitScript?formGuid=7e146e8f-cc51-4922-9922-dea5dbed1f4a&formLanguage=en
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\9QTQHWWN\GetFormInitScript[1].js

Preview:

..I* This view acts as a rendering template to render InitScript(and server-side Form's descriptor) in FormContainerBlock's client-side for Form[7e146e8f-cc51-4922-9922-d
ea5dbed1f4a).. TECHNOTE: all serverside (paths, dynamic values) of EPiServerForms will be transfered to client side here in this section. */.(function initializeOnRenderin
gFormDescriptor() {.  // each workingFormInfo is store inside epi.EPiServer.Forms, lookup by its FormGuid. var workingFormInfo = epi.EPiServer.Forms["7e146e8f-
cc51-4922-9922-dea5dbed1f4a"] = {. Id: "7e146e8f-cc51-4922-9922-dea5dbed1f4a”,. Name: "chat",. /I whether this Form can be submitted which relates to
the visitor's data (cookie, identity) and Form's settings (AllowAnonymous, AllowXXX).. SubmittableStatus : {"submittable":false,"message":"You must be logged in to
submit this form. If you are logged in and still cannot post, make sure \"Do not track\" in your browser settings is disabled."}, . ConfirmM

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\9QTQHWWN\JTURjlg1_i6t8kCHKm45_bZF3gnD-A[1].woff

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

Web Open Font Format, TrueType, length 23628, version 1.1

downloaded

23628

7.97652223541331

false
384:aWXmwssTJIH1/G6rbr24JIn5GTIJO8XWSN20yyW/nGGxnslEYe3cB68HOeHS9AVgmMT:aW2wdx1/HPCQIn5F8XL2frP5pMB68H/N
7C839D15A6F54E7025BA8C0OC4B333E8F

09FC9F1CA6B859952A3641EDBFB1424E1C873F5D
46226ABFCDE5DB2598FED8FDODE77AFIBI6C8242DCOE72242971FOBBCF566A38

239EDDCB1FE723077F1FDC76B265A3D5E6F946F5258C968B15AB99CDD817D0D67D85248DA13820D9EBFOEA256F1E29ADB975894707E1901BCBDB0OC2908ABCE
Cc2

false
low

http://https://fonts.gstatic.com/s/montserrat/v15/JTUR]jlg1l_i6t8kCHKmMA45_bZF3gnD-A.woff

. .,.0S/2..|..M... " Ti.mcmap.............. h.cvt ....... d...2..fpgm....... F..mM$.|gasp...<.........
...glyf...D..4..._.F.1.head..S....6. LS hmtx . ST$.. >* . oca.. U....l...(N.e.maxp..W... .+.FOpost..X.........D.z.prep..[. K..x.%....
P.....@:D..$.. ]l...h...2/.$....DAF.ua].N...%> /. .X..p....RK.Z-..m.-.= .a..... JJFLLY X _eswlSLL9d. . (...5.).0.
z2.>..0Q..7J...>..J....K$a6. .._P.IXP."...6....le.sY5.n.t".C..-.5.2...4.} .. HP...w......OX.. {C}...V.%.i...v.L9K..C.....N".r.P.../.7.UN.."..0...-
.Q..M..06.....-.&l.B.w..x....e>....CB...&.......&.P.S..3..Y..Q>/..e..B.+..|.00..l.#L ]Ja.... /..o &.gLz..J..9l. $..4#..2L..>.P..gF.67.@.}...IX.&....7Vi...ORR

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\9QTQHWWN\KFOICnqEu92Fr1IMmEU9fBBc9[1].ttf

Process:

File Type:

Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

TrueType Font data, 18 tables, 1st "GDEF", 8 names, Microsoft, language 0x409, Copyright 2011 Google Inc. All Rights Reserved.Roboto MediumRegularVersion 2.137;
2017Roboto-Me

downloaded

35588

6.410135551455154

false

768:6yVJglpAqZsXgDNHOBBPXNOKdhT1N+06XAxGrzmoqpxk0SnuUR:eng8050BBdhT1NPEXAXGryoqp2

4D88404F733741EAACFDA2E318840A98

49E0F3D32666AC36205F84AC7457030CAO0A9DISF

B464107219AF95400AF44C949574D9617DE760E100712D4DEC8F51A76C50DDAL
2E5D3280D5F7E70CA3EA29E7CO01F47FEB57FE93FC55FDOEA63641E99E5D699BB4B1F1F686DA25CI1BA4F64833F9946070F7546558CBD68249B0D853949FF85C!
false

low

http:// https://fonts.gstatic.com/s/roboto/v18/KFOICNqEU92FrIMmEU9fBBCO. ttf

U .9
FwW.LX AN LY AXLLY /0141462, ..e.@.......
....... /01 #3. #3. #..#. .w}. ). EX. ) SYLEX L SYLEXLLLSYLEX LY L9 XY L A XL Y e 01

##5.#51.3.3.3.3.#.3##3 4. LL....NN.N.N....L.v.: LL£8.9.d- 8 L9 EX L SYLEX L L SY LEX .

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\9QTQHWWN\KFOmMCnqEu92FriMu4mxP[1].ttf

Process:

File Type:

Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

TrueType Font data, 18 tables, 1st "GDEF", 8 names, Microsoft, language 0x409, Copyright 2011 Google Inc. All Rights Reserved.RobotoRegularVersion 2.137; 2017Ro
boto-Regularht

downloaded

35408

6.412277939913633

false
768:PX4i+tezjtQYgu30G0xLINQbUEL7LQ09SBxQbptgKmomjJivh:PJ2z3G0xpUusLEBKptgNomjV
372D0CC3288FEBE97DF49742BAEFCEQ0
754D9EAA4A009C42E8D6ED40C632A1DADEDA4EC21
466989FD178CA6ED13641893B7003E5D6EC36E42C2A816DEE71F87B775EA097F
8447BC59795B16877974CD77C52729F6FF08A1E741F68FF445C087ECC09C8C4822B83E8907D156A00BE81CB2C0259081926E758C12B3AEA023AC574E4A6C9885
false

low

http://https://fonts.gstatic.com/s/roboto/v18/KFOmMCngEU92FriMu4mxPp.ttf
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\9QTQHWWN\KFOmMCnqEu92FriMu4mxP[1].ttf

Preview:

g . .
" Y EX e DY EX e DY LEX o SY XY TS I 2 01.1##50.151.31.3.3.4#
BHHIL PP E.RR.RR.E.P..E..fb. . o f#b. 0. +i EX). >Y.EX'.">Y." 9o +X1.

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lIE\9QTQHWWN\USGYLORO

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with CRLF line terminators

dropped

5

1.5219280948873621

false

3:hn:h

FDA44910DEB1A460BE4AC5D56D61D837
F6D0C643351580307B2EAABA7560E76965496BC7
933B971C6388D594A23FA1559825DB5BEC8ADE2DB1240AA8FCIDOC684949E8CI
57DDA9AAT7C29F960CD7948A4E4567844D3289FA729E9E388E7F4EDCBDF16BF6A94536598B4F9FF8942849F1F96BD3C00BC24A75E748A36FBF2A145F63BF904C
false

low

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\9QTQHWWN\WebResource[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

downloaded

97163

5.373204330051448

false
1536:GYE1JV0iB9JqZdXXe2pD3PgoliulrUdTISFk/zkZ4HjL508sr0aS9TwD6b7/Jp9i:t4J+R3jL5TCOauTwDEFdNCVQNea98HrV
4F252523D4AF0B478C810C2547A63E19

5A9DCFBEF655A2668E78BAEBEAASDC6F41D8DABB
668B046D12DB350CCBA6728890476B3EFEES3B2F42DBB84743E5E9F1AE0CC404
8C6BOC1FCDE8B29EF5AB02A643959019D4AC30D3A7CC25F9A7640760FEFFF26D9713B84AB2E825D85B3B2B08150265A10143F82E05975ACCB10645EFA2635747¢
false

low

http:// https://www.navis.com/WebResource.axd?d=rQapnFTI|_pgMjn3yGS-
nPhMH5pAn7wAmaJottpNQWTsNbAD7LW2RrjNi8c4xuFPu9isdvAz_q42YJ8_I3YnOtsV3Fh_HORT]30ar4WpKQRdIKFLItaIEVI8CQEHUMjg92XzAmK7QnWZw949nLXRK5
ynnnToONJ6ShPENODz4jes1&t=636540400180000000

/*1jQuery v1.12.4 | (c) jQuery Foundation | jquery.org/license */.!function(a,b){"object"==typeof module&&"object"==typeof module.exports?module.exports=a.document?
b(a,!0):function(a){if(!a.document)throw new Error("jQuery requires a window with a document");return b(a)}:b(a)}("undefined"!=typeof window?window:this,function(a,b)
{var c=[],d=a.document,e=c.slice,f=c.concat,g=c.push,h=c.indexOf,i={},j=i.toString,k=i.hasOwnProperty,|I={},m="1.12.4", n=function(a,b){return new n.fn.init(a,b)}0=/"\s\
UFEFF\XAO]+|\s\uFEFF\xA0]+$/g,p=/"-ms-/,q=/-([\da-z])/gi,r=function(a,b){return b.toUpperCase()};n.fn=n.prototype={jquery:m,constructor:n,selector:"" length:0,toArray:fu
nction(){return e.call(this)},get:function(a){return null'=a?0>a?this[a+this.length]:this[a]:e.call(this)},pushStack:function(a){var b=n.merge(this.constructor(),a);return
b.prevObject=this,b.context=this.context,b},each:function(a){return n.each(this,a)},map:function(a){return this.pushStack(n.map(this,function(b,c){return a.ca

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\9QTQHWWN\about[1].htm

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

|IE Cache URL:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

HTML document, ASCI!I text, with very long lines

downloaded

33333

4.5864627800247835

false
768:+LsyjUaxIHIgmxcSfpPWelkjyAe2P2wLtm8uvb+BvCu8hEv:+LsQXxIHIgmxzWelkjyAe2P28A8uvb+b
D1CAE6C4918C20AC387480430E514E10

23367406E33F5D4FFIF871630BA68ABD66E0857B
9ABEFCIOF1F86B5F91F5C00AD485A97824061FEB028FFF595A0BB59493748CE45

311C026AF7F193130CD6D1DCC3DE7E78ADBCC054F75F6269EE817ED13749D1F33ACFB2C143A6A08A4FA442BE2372C968EF8FD2C36BB6A35EC2DB510B93ED?2
00

false
low

http://webaccess.gaports.com/express/about.jsp

Copyright Joe Security LLC 2021 Page 30 of 102



C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\9QTQHWWN\about[1].htm

Preview:

<script type= "text/]avascrlpt" Ianguage "JavaScript">. // Webaccess JavaScrlpt L|brary (c) 2000 Fonuny Consultmg All Rights Reserved../[HTHTTTHHTTHITTHTTHTITTNIII
/I////I////I////I////I////I/ /I specify the name of a servlet that responds to requests:.var servietName = "Dispatcher";./[//IHHIHTHTHTTHTHTTHHIHTHIITTTTITII Extract the URL of
the current directory (the application context):.function getContext().{.firstSlashes = window.location.href.indexOf("//");.secondSlash = window.location.href.indexOf("/" fi
rstSlashes + 2);.thirdSlash = window.location.href.indexOf("/",secondSlash + 1);.var path = window.location.href.substri

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\9QTQHWWN\appointment[1].css

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text

downloaded

1227

4.607950452157535

false

12:UMjC4FTYp4Jhxv/88/1EcLmPv/88/186x89acLcXAa8X6BG0O885W8Avh88DY eNvh:gjpOhMcj+vS8egEj37HcPd0
ADC362FB33CF07257D8242F4A3D06D92

1D749FEOEOCE31DBFAA18875FCCCFB2F50B578F2
4093CFEF7D4609E47C90FA987EA49061F216A1BDE9F2931C55845B1D720EFC1D

2BAF435FFE56D761225E6674F13DD7B85642EB540F138D41632CEA25FAA7B016F51BC94B6696023BC3B17DB68C4074EC925FAEB4CO0FF1EB7DEBB37E49E022E
1

false
low

http://webaccess.gaports.com/express/css/modules/appointment.css

/ 1./**** APPOINTMENT.CSS wxik] [exx Styles used to display appointment
related pages. k] fiokx ik /...labelHeader.{. backg
round-color:#aaaaaa;. font-weight:bold;. white-space:nowrap;.}..nbrHeader.{. background-color:#aaaaaa;. font-weight:bold;. text-align:center;.}..labelEntry {.
background-color:#D5D5D5;.  text-align:left;. white-space:nowrap;. width:82px;.}..radioEntry.{. background-color:#EBEBEB;. text-align:center;.}..addEntry.{.
padding:0;. background-color:#EBEBEB;.}..table_background.{. background-color:#999;.}...td_background.{. background-color:#F9F9F9;.}.div.apptTable {. border-
style:solid;. border-width:1px;. border-color:#999;.}..formLabelTd.{. b

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\9QTQHWWN!\blank[1].gif

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

GIF image data, version 89a, 100 x 100

downloaded

1214

6.925737607348584

false

24:xal1hiyWwjx821Y2T30VkK53yJ3VmA2LOsj8GY8a9AH: CuNn2kwJ3AAeOsYL8aAH
FBDC4ED9ALE2EE4917A265306927BCF1
6D177725D8230DF0457E72004080F712E26FE624
A78759EA185FDOFA42CA9BELIFC5BCA4D3167A2836DC6CB5E479A19DBF57FE2C2

E529A409048C78837FOD6AGEB77450070EEECC7915D81C45970915F3BBE92BFDAF9056580BB84C14B21C499D04A73945EECDOAD33C61942C5D28DAF06CC7C4
D

false
low

http://https://fast.wistia.com/assets/images/blank.gif

GIF89ad.d... XMP DataXMP<?xpacket begin="." id="W5M0OMpCehiHzreSzNTczkc9d"?> <x:xmpmeta xmIns:x="adobe:ns:meta/" x:xmptk="Adobe XMP Core 5.6-c
067 79.157747, 2015/03/30-23:40:42 "> <rdf:RDF xmins:rdf="http://www.w3.0rg/1999/02/22-rdf-syntax-ns#"> <rdf:Description rdf:about="" xmIns:xmp="http://n
s.adobe.com/xap/1.0/" xmIns:xmpMM="http://ns.adobe.com/xap/1.0/mm/" xmins:stRef="http://ns.adobe.com/xap/1.0/sType/ResourceRef#" xmp:CreatorTool="Adobe
Photoshop CC 2015 (Macintosh)" xmpMM:InstancelD="xmp.iid:B06C130C478A11E6B3E8D67655718D4D" xmpMM:DocumentID="xmp.did:B06C130D478A11E6B3E8D
67655718D4D"> <xmpMM:DerivedFrom stRef:instancelD="xmp.iid:492A1D7F478811E6B3E8D67655718D4D" stRef:documentID="xmp.did:492A1D80478811E6B3E8D
67655718D4D"/> </rdf:Description> </rdf:RDF> </x:XMPMEta™> <2XPACKET ENTT"T" 2> ... ittt ettt et b bt e a e e bt e bt e ae e eb et e et e e bt et e et e b e ebe et e ebeateenee ~H
{zyxwvutsrgponmlkjihgfedcba™_"\[ZYXWVUTSRQPONML

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\9QTQHWWN!\button[1].css

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

HTML document, ASCII text

downloaded

3835

4.846639095328846

false
48:5a95z5Xj03EEOMRsSPSQnb+aQloU870sEEN9NdTsPg2P32Qnb+1mQloUd:555z5XeOVklaez5mR5wr
159C9171D4DCEEB76F9F6DFF20B8F924

5F14559490A89952D55B04361C76EDB8F71CDOE3
D946320BOD8FBBD4775BCB64565E72FCEFD85D659B6035B76F8ADD1E7A41308E
57FE46A2CEE9097748BF4CD35B1C81DB72865E383303BC53502B05FD0OC3F5A35AEFACIA713FFCA3FBFF4203CC19AF9940F20CE08692AD3844A95ED57FC7257¢

false
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\9QTQHWWNI\button[1].css

Reputation:
|IE Cache URL:

Preview:

low

http://webaccess.gaports.com/express/css/modules/button.css

/ /.**** BUTTON.CSS *xik] [*xxx Controls appearance of all buttons

across the application.  ****// 1.1 buttonArea N ekl
Used by the <table> that contains the button elements. kx| /..buttonArea.{. padding:0px 10px 10px
10px;. text-align:right;.}..buttonTable.{. margin:0px;.}..buttonRow.{. padding:0px;.}../ buttonl [./**** Gray bu
ttons. Used for page-level operations. xRk | [.I*** the parent <td> is used to draw the border ***/.

.button1Td, .button1Td_default.{..border:1px solid #9F9F9F;.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lIE\9QTQHWWN\content[1].css

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text

downloaded

2627

4.740376940473023

false
48:gUp1leMQ6NM2n5vI0J5VEBJI5VS+t5iP85iWx5i4J5UJ5rXycuyMyPx:gKINMGvzVMVS+viP6iWrilcTyFyMyPx
0C1FB1D65C30AB7F92A875D73826E9DD

DA43B3C6501A685FF5FBC491F5832CF1A33B850E
4854D7C79D8464F08901BAEBD821F723DC94B9482EDOC105D2F2D7BA836212B7
B52FFD84227C8829525EF9EDAS8ECFA915C61B34067368FB777E925E01517C471F25395C1703970AC1DF5A6B21692137B9242B93D2490A3941A353B7DD7BA363
false

low

http://webaccess.gaports.com/express/css/modules/content.css

/ [.**** CONTENT.CSS wxxx] [oxx sed by any page with a content panel.
Controls the *xik] [xx gppearance of the content framing, margins, highlights, etc. ****/./ /W kil
ksl contentTable ./**** Used to frame-up the content area in a gray panel. kx| |

kx| contentPanel.{.  padding:Opx;. background-color:#FFF;.}..contentPanelTable.{. /* determines whether the gray box in the content panel
stretches 100% width and/or height */.  width:100%;. height:100%;.}..contentArea.{. padding:10px;.}..contentTable.{. width:100%;. height:100%;.}..conten
tHeaderRow.{. background-image:url(../../images/tabs/tabl/tabRowBgTile.gif);. backgr

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\9QTQHWWN\conv_v3[1].js

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

downloaded

68718

5.568303356883967

false

1536:RLAT264hQPgNBAUIsLughTvwQVVLIgAakRih:RLATF4aOQhjohPih
60D40D10D1DB0O3EEA011CC595B2C6AAS
7AD3BB61C934588E9C3A0EC2206324E5AF4511BE
AFDD29778A35ECF1638FC1C8BEE1D4F7843D437D01B5DB08CDF364DA6BOEDEAF
9CDC981D17970C8CE02A9698E79D00553C36022E70A2F3B4D9E754B732012BF9252C7558616A32178846C37FCB81663E4F75ADE2001537161C2B8EF5BE169026
false

low

http://https://cdn.bOe8.com/conv_v3.js

function initializeFPJSLibrary(){var x64Add=function(m,n){m=[m[0]>>>16,m[0]&65535,m[1]>>>16,m[1]&65535];n=[n[0]>>>16,n[0]&65535,n[1]>>>16,n[1]&65535];var 0=[0,0
,0,0];0[3]+=m[3]+n[3];0[2]+=0[3]>>>16;0[3]&=65535;0[2]+=m[2]+n[2];0[1]+=0[2]>>>16;0[2]&=65535;0[1]+=m[1]+n[1];0[0]+=0[1]>>>16;0[1]&=65535;0[0]+=m[0]+n[0];0[0]&=
65535;return[(0[0]<<16)|0[1],(0[2]<<16)|o[3]]};var x64Multiply=function(m,n){m=[m[0]>>>16,m[0]&65535,m[1]>>>16,m[1]&65535];n=[n[0]>>>16,n[0]&65535,n[1]>>>16,n[1
1&65535];var 0=[0,0,0,0];0[3]+=m[3]*n[3];0[2]+=0[3]>>>16;0[3]&=65535;0[2]+=m[2]*n[3];0[1]+=0[2]>>>16;0[2]&=65535;0[2]+=m[3]*n[2];0[1]+=0[2]>>>16;0[2]&=65535;0[1
J+=m[1]*n[3];0[0]+=0[1]>>>16;0[1]&=65535;0[1]+=m[2]*n[2];0[0]+=0[1]>>>16;0[1]&=65535;0[1]+=m[3]*n[1];0[0]+=0[1]>>>16;0[1]&=65535;0[0]+=(m[0]*n[3])+(m[1]*n[2])+(
m[2]*n[1])+(m[3]*n[0]);0[0]&=65535;return[(o[0]<<16)|o[1],(0[2]<<16)|o[3]]};var x64Rotl=function(m,n){n%=64;if(n===32){return[m[1],m[0]]}else{if(n<32){return[(m[0]<<n)|(m
[1]>>>(32-n)),(m[1]<<n)|(m[0]>

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lIE\9QTQHWWN\facebook_default[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 25 x 24, 8-bit colormap, non-interlaced

downloaded

334

6.726260763801135

false
6:6v/IhPySFNMRUYYzbNUaWFO280D0jUtyRbVCs9sSXr4+70fhB0zA8CJId7dWOIdp:6v/766nMUYgNVWp80gjXbVCs5d75A8Cp
D21A0B988E89523B49F6E5DB66D88BAE

43346CF7F01F6D4B4E1D93607AAF210724FCF111
1B4097927CE1689E681BAF451481A171EE8D4CBCB5E662D0OBEC38D7D3D2B6011
30DBB878C3B05F45713086FABOC5EFOEBGBEFIES852564E67DDDEDDS2F527F4423627F342F8FA24016F0A747525067FEF11F592A56A96EC37BC66D520669421C

false
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lIE\9QTQHWWN\facebook_default[1].png
Reputation: low
|IE Cache URL: http://https://iwww.navis.com/globalassets/footer/facebook_default.png

Preview:

PLTE..5@]5>"7@[7=]6>"6@\7?]6?\6?6?]67]57?]
Peeeens I.L....sIDATx....O..Pq$AI IN..K.Z..r_. B Ub... ...h.\.V/ez..O.(..=.)...... #K,..m...0..p\..~S........

..................... t{.ho.ho.\c{[c{OWQqCKg67]........tRNS. op
.IEND.B".

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lIE\9QTQHWWN\favicon[1].ico

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: MS Windows icon resource - 1 icon, 16x16, 32 bits/pixel

Category: downloaded

Size (bytes): 1150

Entropy (8bit): 2.490039098412334

Encrypted: false

SSDEEP: 12:XFRa+aoSHEwxEoKV2c3jzToacJShiNbLaooYnw:XF8loeEwioQT/So6uo

MD5: 52BB0512EFC5707E16E08997ACB89E45

SHAL: 358125E90183732DCD38AB56037D71D0050171A0

SHA-256: 8EOAEBB08F295EEC8640A67437292F6A1FF56B2EAF2F613ED598933B0AA42EDO
SHA-512: 9D08BEBA9353F501979BEB5DDO0BEAF463F985055B9B38AFIB40F350E4DCCDDBC7027651BF2C51F8CB44EF29389954B369E324892656D409CD0192C59626A6A
Malicious: false

Reputation: low

|IE Cache URL: http://webaccess.gaports.com/favicon.ico

Preview:

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\9QTQHWWNI\gptw_small_web_banner[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 370 x 300, 8-bit/color RGB, non-interlaced

Category: downloaded

Size (bytes): 14663

Entropy (8bit): 7.917914432046883

Encrypted: false

SSDEEP: 384:LviJ+m3F5mpc/cdTdPd4mufri4a9dPBwB0eBzST1/YbV4YXOLf3YJ1N:Lvw3FopecdTd5qrJaDPBwBOUSG4zf3AN
MDS5: 7A98E41400C0365ABED45880D2F275FE

SHA1L: 97F5F54606B3F30BBDCB5A31DB7B14DDEBC87604

SHA-256: 416668D0B1D1F84686FBOE5372CA6B76FB504159FE4CA732D6C9495B4A1B1642

SHA-512: B12A7ABBE6DF4437984925F8FC0B85B10B620BE3B594CE895566F898D0F720D18F88DE9548E0229379312B2E35880F7530D4DF3CFEEAC286056BB223E4E5E459
Malicious: false

Reputation: low

|IE Cache URL: http:// https://www.navis.com/contentassets/Ob3f40ef14014206b71abf40dbbb4593/gptw_small_web_banner.png

Preview:

........ IHDR...I...,.....Q....9.IDATX..\\.G..m.h4.Dc,ID. {...5.vMDc.1."..bo.a/.;* X...EE...q....9f]f........Gr;3.{|.y.9."..0....e. 3.+ R.(..#P . X V... V... .@.. X.+. . X +...
Ll Xl XV H.LLLLMSLL9&. 20.Qu [ mZVeY A +.JJ..m...Y.by.v9y.JJ.. k)].X.V...65%J$......7..D\......
Vo..+..V...cz.(aTy..U...6U N. S$Htal XX .| f V. obL....+E...8B|..6.....K.Q...iR..j.0 .
......... i Xall~ L) x . Qeu.gy..Q.,.i5...U. ]US Wb....D XaX.".{.0W.).E..g..... U.l.m./.2rD.....5w..%K.Z.l..H.._.[.>0.>..D... ]XVrV-{r RS TR WY S
._?kR.KN(.A...B..5./_. .6._)cJd..e+..U...zI&N]...)...)..5.m..,z. V-.B.L.... V... X Tly..H..

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\9QTQHWWN!\icon_Automation1[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 1000 x 839, 8-bit gray+alpha, non-interlaced

Category: downloaded

Size (bytes): 27911

Entropy (8bit): 7.925867260380531

Encrypted: false

SSDEEP: 384:5jKalWM;jJ4TJI6ljylGTBxBjz9s8Gt17pFsBIDMgC6eYQCI3EgIPItNIRATS33Gil:5IMabgcP9gPsfgX6eavPItORF3I0cv

MDS5: F684093B26BB084767EOECE3269CAB55

SHA1L: 1AD415A9B96844D9B1A836DF94DCCAIAACD3BFF3

SHA-256: 3835D040353F03E78E1255D03CC657D4CBF5479F84260BCD3FB38A51D4575D97

SHA-512: EDE2BEF40AA61EC3B623E6BE599F87DAEC5FD829C2430CCEAC308622EES5E1909C17B12422267456988F81CF1D50C06FD3A9C8C64D9025BIC8FF536AF17680B
0

Malicious: false

Reputation: low

|IE Cache URL: http:// https:/iwww.navis.com/Content/images/icon_Automationl1.png
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\9QTQHWWN!\icon_Automation1[1].png

Preview:
..................................................................................................................................... z
S . ..ob....o." b
AL WLLELXL@....... oYt A din{ df.... . AL U.....05{...> ...5,.=Y=p.. <. NCA...@Q.I2VYt...-

AJ.....HQ......e.d.... J...SIEy..,..s1..scy.Y. ALL.N>Kg.?...QV...V..v..b.8..1:)Kg.2.2Z..L.... L$..1.....I.... 3.0 @..0~.. .[EALT&..] (. 0..&.
L4.7.h HUXL,A 2 b Jumh3.n# ALC 3y.h....EW.sD.....)).k".d.?N.EW.s;j..

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\9QTQHWWN\ieEmulation[1].js

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text

Category: downloaded

Size (bytes): 6959

Entropy (8bit):  4.07944089921338

Encrypted: false

SSDEEP: 96:GBWO8/SML3g3k2kN6MGVQ/k2Vn+MGCKceyl:eML3MYB6MGVQ/tn+bCL2

MD5: 162B891519F3B3C6E84D27B6F3760746

SHA1L: 2D866214430BE82200F285CC684F33E2030C2440

SHA-256: 692AF71C8ABE71E5D04C3187DB75257C240DB7B434B60671CF109D11834059FE

SHA-512: 6032A3BAB2ED70CE304C4DA2A8DDB63C8D89EG931FAA3B38ECB09F44CC13200F7E3FBF52B5D9F047C12E2B9FSEOAA99B952113F90DFODAL7E7C63CD82338D
C3

Malicious: false

Reputation: low

|IE Cache URL: http://webaccess.gaports.com/express/javascript/ieEmulation.js

Preview:
/ /./**** This script contains modifications to Mozilla prototypes that ****/./**** allow Mozilla-based browsers to
emulate proprietary |E kkkk/ll*kkk functionality_ *kkk/llk*x* kkkk/l/*kkkkkk*ir*k****kk***t***
TN kil *xxk] [xxx This file depends upon the following JavaScript files: K] [k
-none KAk [HAAK HHHk| |
xR [ ./**** Mozilla doesn't have a click() method for anchor tags. The ****/./**** following code cre

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\9QTQHWWN\launch-55dc93f37385.min[1].js

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 21404

Entropy (8bit): 5.20339050190055

Encrypted: false

SSDEEP: 384:e4/UumCsJO90Ue9VwkdARPnvhgP4gBdyPHIEeNaQCGIzIH3pb9aXKT7brnoT/ABZ:6umdM929VwFTNgBdyPiwQfTbblw

MDS5: CBADA97E2B8228EE33AFELE12ED67BE9

SHA1L: ED1CEA5BE4848272627CFC02943CC8A7F89726CE

SHA-256: A231E75BFF45A4F5A8911D1AFF15FCADABD4EC47997BB8E081741D53312F4E86

SHA-512: 6A1BOCOE50BI9CFB2FA1AD35B84F0B7BCC4C7CAOC704BF3BBFCIAD42949C3A66CI9E4463B23CFB0217F694532617C76B78FF62B978AAAS31E948EA4A7CB0E0]
F8

Malicious: false

Reputation: low

|IE Cache URL: http://https://assets.adobedtm.com/175f7caa2b90/53d2855b9b40/launch-55dc93f37385.min.js

Preview:
/I For license information, see "https://assets.adobedtm.com/175f7caa2b90/53d2855b9b40/launch-55dc93f37385.js ..window._satellite=window._satellite||{},window._
satellite.container={buildIinfo:{minified:!0,buildDate:"2021-02-02T721:23:06Z",environment:"production",turbineBuildDate:"2021-01-19T16:25:50Z" turbineVersion:"27
.0.4"},dataElements:{},extensions:{core:{displayName:"Core",modules:{},hostedLibFilesBaseUrl:"https://assets.adobedtm.com/extensions/EP0fe6b1b3170b414e92e8f7ad4
f74f857/"}},company:{orgld:"AD246FC2526 ABOCD0A490D44@AdobeOrg"},property:{name:"339043 - Navis LLC",settings:{domains:["octopi.co","navis.com","jadelo
gistics.com","biarrirail.com"],undefinedVarsReturnEmpty:!1,ruleComponentSequencingEnabled:!1}},rules:[]};var _satellite=function(){"use strict";function e(t){if(t.__esMod
ule)return t;var r=Object.defineProperty({},"__esModule",{value:!0});return Object.keys(t).forEach(function(e){var n=Object.getOwnPropertyDescriptor(t,e);Object.definePro
perty(r,e,n.get?n:{enumerable:

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\9QTQHWWNI\logo_navis[1].svg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: SVG Scalable Vector Graphics image

Category: downloaded

Size (bytes): 2300

Entropy (8bit): 4.94191701996074

Encrypted: false

SSDEEP: 48:czAvf3QFH1x85R3Bs7DefPdY9HoDQJ8nB2qK8alD5sLimD:vvfgFVuRbYRB8Ej8ASsimD

MDS5: 5D87C709B9F90542A2D133A75F2DC181

SHA1L: 18FC84D1EF755B0F87BE470D2969D32C7A5F1B05

SHA-256: FC6E3E521DAA26E02B4926E65731EFB15452EF4CF9907265F40BC4D98CFC6F86

SHA-512: 2C4FACEO08511F8BE34C9EABEE6CCI72B296DB6ED8B2D0A96DC74074B49BFO0BE94A375CF89A406AEE34501F5406A6B7C8C7E68D0C25674B71B7CIOFAGD7772E
3F

Malicious: false

Reputation: low
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\9QTQHWWNI\logo_navis[1].svg

|IE Cache URL:

Preview:

http:// https://www.navis.com/globalassets/logo_navis.svg

<?xml version="1.0" encoding="utf-8"?>. Generator: Adobe lllustrator 22.0.1, SVG Export Plug-In . SVG Version: 6.00 Build 0) -->.<svg version="1.1" id="Layer_1"
xmins="http://www.w3.0rg/2000/svg" xmins:xlink="http://www.w3.0rg/1999/xlink" x="0px" y="0px".. viewBox="0 0 186 57.4" style="enable-background:new 0 0 186 57.4;"
xml:space="preserve">.<style type="text/css">...stO{fill:#FFFFFF;}...st1{fill:#76BC21;}.</style>.<g>..<g>...<path class="st0" d="M0,22.6h10.2v5c3.6-3.9,8-5.8,12.9-
5.8¢5.6,0,9.9,2,12.1,5.3¢1.8,2.8,2,6.1,2,10.4v18.2H27v-16....c0-6.6-1.4-9.7-7.2-9.7¢-5.9,0-9.6,3.5-9.6,9.4v16.3H0V22.62"/>...<path class="st0" d="M78.7,50.4V34.6c0-4.5-
0.4-7.5-3.3-9.6¢-3.1-2.3-7.7-3.5-13.7-3.5¢-12.4,0-18.8,4.4-18.8,12.1h10.7....c0.1-3.9,2.5-5.5,7.5-5.5¢5.1,0,7.6,1.2,7.6,3.7c0,3.6-4.5,3.4-13.1,4.1C45.1,36.7,40,39.1,40,45.9
c0,6.6,5.3,11,14.7,11....¢5.7,0,10.1-1.4,13.8-4.810.5,3.6h11.3V55C79,54.1,78.7,52.6,78.7,50.4 M68.7,39.8c0.7,5.8-4.1,10.1-11.7,10.1....c-3.4,0-5.5-1.7-5.5-4.2c0-3.1,3-3

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\9QTQHWWN\mail[1].png

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 16 x 16, 8-bit gray+alpha, non-interlaced

downloaded

200

6.267930132862246

false

6:6v/IhPO67CnMRWB8CUIHec8rc3on/hkdFZuVp:6v/7P+nMUUX830MFc7
10F3A0C3E33218463FACA3BBEA73FEES
F1EB2547DA013FFF45B0013C4229068DABF1A226
A26CD65615398ADF84E548233176E2B03A175EA473097B1C39ADCCCC67AF511F
02143FF5B7B5DFFDB693C9F043EEB67823CA0BCOB4F4676595A05BD721853BB6A704950A7F638EF56ACCO15F1640A65A003A2643A7EFD4F84300A83ADE446264
false

low

http:// https://www.navis.com/Content/images/mail.png

rIDATX..m.. .D+.H@.N@..NJ%T.[R...0Y.&{.[T$j....c}.b..d.=<.R.@}.C..7".%... *.(....{...\.7.9..pF..$.Q.C.M.

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\9QTQHWWN\marvel[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with no line terminators

downloaded

8852

5.246414188322988

false
192:D5qt++Arx8Mb/oxPOuOk3Bmz/P/8d1b43QqWdSaTH4CRaV/ig9fga5CulvKVkh+N:8t++APb/oxPOuoj/8043QqWdBHhg/igv
3E921F5930B44539358A9B6658675D78

DBEF9AF5621F97815A8A6772A7FE95A728EC85AC
04358F8C79513A23B07E61CD7F91E86BIF703499C0D9252D50A57483B79AD050

D91FB09462D49CD165ECB1A19D68BD7EA2B691055C79D01952FA01BF5D17BF49FA64DBOESD3BE9SD3188A418CAE457F61843954DD332D976C7C32D746BCD11
9

false
low

http://https://marvel-b2-cdn.bcOa.com/marvel.js

Ifunction(){"use strict";var e,t,r,a,n,i,o,d,s,l,u,c,g,m,b,fy="marvel-1.77.0",h=10,p=!1,x=10,0=!1,C=[], A="http://" w="https://" k="//",y="data:",N="/",L=".svg",V=".gif" j]=".mp4",M
=".webm", T=".0ogv",E="src",W="data-src",1="srcset",R="img",z="source",B="style",F="div",U="section",D="article", S="figure",_="a",q="attributes",G="body",H="background-
image",J="background:",K="background ",P="url",Q="(",X=")",Y="",Z=""$="",ee="," te=1;function re(A){e=A;var w,k,y,N=!1;try{if(-1!==navigator.userAgent.indexOf("
MSIE")||navigator.appVersion.indexOf("Trident/")>-1)return;if(t=document.getElementByld("marvel"))N=t.getAttribute("data-testmode"),r=t.getAttribute("data-custo
merid"),c=t.getAttribute("data-opt");else{if(!e)return;N=A["data-testmode"],r=A["data-customerid"],c=A["data-opt"|}ae("data-opt")&&(c=ae("data-opt")),p=!1,(w=ae("marvel-d
ebug"))&&"true"==w&&(p=10),N?(h=!1,(y=ae("marvel-testpage"))&&"true"==y&&(h=10)):(h=!0,(k=ae("marvel-activate"))&&"false"==k&&(h=!1)),r?0==(r=r.trim()).length&&

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\9QTQHWWN\megapromo_n4_saas[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

|IE Cache URL:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 480x300, frames 3
downloaded

38849

7.981755362348129

false

768:BCNW2+dZ99DtM9kI/+ajTaAghFhfxn4MQGIThjTp7AGk:BCNWdNpM2+avaAghfpOGIVTRAGk
2D2460331E040D02FBCA11BOCEAB33E7

740147E3A4302D317D12FB3C1217F3FC8C3ECDB7
576DC433D268CADE56BAC1DC5A9129913F7DB65B233FABC2EBAFF94E077C2509

5025A2CB99DDAEC4D051C93B6132BC8DCOF58847D8BESBD287980D75A13B9FD5EF4562DB17353514CC3AAA23EBABDDD56D4023495D520CDAF70A668CB6COI
ODE

false
low

http:// https://www.navis.com/contentassets/9e5938154b774105bfb181a07809308f/megapromo_n4_saas.jpg
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\9QTQHWWN\megapromo_n4_saas[1].jpg

Preview:

M..*.x.8..z..<+.Vf...0...k.e..b.".J.@..zt6aC..m..e.s,.;..w"..Z.N.]../g.
F.&8.x[.. 0 jo Yo ). H*Y .GUItG..d..~.6N...=."5....../Os=......_.|.W...5....".D..... 4 Y5.RVLLIL..& ... .E[.~.. #A
.G...P..>C.dt..7/..>=u8.am|....*..4.=.~Y|.N2.aV.F.4.{.9.Au]..9.Wm.Y...F...P5....c.F..

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\9QTQHWWN\mem8YaGs126MiZpBA-UFVZ0d[1].woff

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Web Open Font Format, TrueType, length 18160, version 1.1

Category: downloaded

Size (bytes): 18160

Entropy (8bit): 7.961831708897042

Encrypted: false

SSDEEP: 384:K9BQHZEFEbXISNPoWVbYZbX9rnztP94u6pZ4nmrOmbSi+x:KLSb1GIbN76j4008j+x

MDS5: 20890DE1FB4E49EAOB36F058BCA1B7E7

SHA1L: 023D6720D92A54A3BB0AB219818D2EGE6AAD24A7

SHA-256: C71180612EA84F5F9882D35DF024707E5B5E1BB18EFB2C8123FA5BDD30D3E079

SHA-512: E6B921D20C0B7BFEA5A79D18D1C23DA7C79BB4E4AD76A29AF48D7705CIC1F43E9E6578F1F36E00624DACD97411B68A214E750D0EDEB7BF12E889F16B6C522E1
BO

Malicious: false

Reputation: low

|IE Cache URL: http:// https://fonts.gstatic.com/s/opensans/v20/mem8YaGs126MiZpBA-UFVZ0d.woff

Preview:

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\9QTQHWWN\n4addendum[1].css

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: assembler source, ASCII text

Category: downloaded

Size (bytes): 9069

Entropy (8bit): 5.275627378135868

Encrypted: false

SSDEEP: 192:N9UpMOZcsr6KJaw5Isk/APHTkd/UNt6+cFjwRHel5etS+41aJt:N9A8S+4Q

MDS5: 9193DCF176E055F1BA73D0BA88B0ASBE6G

SHA1L: AACED685B5F52599E97F3635E4BAC3F19CFDD816

SHA-256: E46381F36EACE1CAA6CB42E08A44F737EEECE2245931A08FEB4CD66CFOE30ASE

SHA-512: 7E2EE6A90FD8930DA3D67E44EEE1BID031AAAS3888E4F13A01B477E6A39783634AA13EF70C5D6501C51229CB63EE909D980D4AD3F827E9B78BB3FBEF512326F
4

Malicious: false

Reputation: low

|IE Cache URL: http://webaccess.gaports.com/express/n4addendum.css

Preview:
/*. This is an N4 Standard style sheet addendum..** It should be rolled into the N4 std as soon as reasonable.. See Html document that describes the usage of this
before modifying.. Copyright (c) 2003 by Navis Corp.. Written by Clay Newton, 2003.  $ld: n4addendum.css,v 1.14 2008/03/05 06:21:55 uganesan Exp $.*/..select{.
width:170px.}..select.grande{. width:320px;.}..select.med{. width:180px;.}..select.Irg{. width:247px;.}../* tabLink needs to work for other elements besides anchors */..tab
Link.{..margin: Opx;..font-weight: bold;..color: #666666;..font-size: 11px;..font-family: verdana, arial,helvetica;..text-decoration: none;.}...loginTable{..font-weight: bold;..color:
#666666;..font-size: 13px;..background-color:#EEEEDD;.}...loginSubmitRow{. height:40px;.}...stdTable{..width:500pXx;.}..tr.odd td.loginTable{ background-color:#EOEOEQ
}...helpLink {. font-family:verdana,arial,helvetica;. color:#999;. font-size:10px;. text-decoration:none;. background-color:#

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\9QTQHWWN\paging[1].js

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text

Category: downloaded

Size (bytes): 998

Entropy (8bit): 4.481795950542114

Encrypted: false

SSDEEP: 12:pKg/Rg2fAhcV3c8FgnfV4BYGyFwY 1bsYiOwyNAX8x0ayRYiShOvZwX:phR/8k3ceK4qGyZ1xiVVal/ilRI
MD5: 8FC910B4FF3F6B16CAF939ACAF24E222

SHAL: 722860724F8C017681C750FB249D3842EBEBDCCC

SHA-256: B6EB01B93296BDD43FFD38A39FFA6CFIAB8FI9DCF50A92518A8A26AD3C5B59BE

SHA-512: 52A50FD9AFF7C60BA09C640065C885E5397F5A0DDBED08D68D756824D0469D5F94B7741A392F7A8FE46A4A2527178A6A71AD5FD041E582B657DE7FC1423D01E
Malicious: false

Reputation: low

|IE Cache URL: http://webaccess.gaports.com/express/javascript/paging.js
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\9QTQHWWN\paging[1].js

Preview:
function previousPage(fromindex,itemsPerPage,querySize,urlParameters). {. var prevOffset = fromindex - itemsPerPage;. if(prevOffset < 1). p
revOffset = 1;. goToPage(prevOffset,querySize,urlParameters);. }. . . function nextPage(tolndex,querySize,urlParameters). {. var nextindex = tolndex +
1;. goToPage(nextindex,querySize,urlParameters);. }.. function goToPage(offset,querySize,urlParameters). {. /I compose the url with the required query
parameters to execute the query.. var url = composeQueryUrl(urlParameters);. url = addQueryParameter(url, 'offset’, offset);. url = addQueryParameter(url,
‘guerySize', querySize);. window.location.href = url;.  }...function composeQueryUrl(urlParameters). {. var url = getContext() + "displayReport.do?" + url
Parameters ;. url = addQueryParameter(url, 'method’, '‘querySubmit');. return url;. 1.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\9QTQHWWNI\playPauseLoadingControl[1].js

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: UTF-8 Unicode text, with very long lines

Category: downloaded

Size (bytes): 64464

Entropy (8bit): 5.411741687509476

Encrypted: false

SSDEEP: 1536:awINPuvF7vDht+kWXM76V4THGUoHsbk1p2:fupFpUMuV4TmUo8lY

MDS5: B4A57922FA85692DEDESF7E483544872

SHA1L: 40C6E148EC5F0259D4E2ECABE6056746A3B29FF8

SHA-256: EA16648CF37210A9CEBE707910FABAGEF51F94827B83AB12D1B692DA4A8DELFF

SHA-512: 23B9211F3CBD172896AC36AE24D2D14026DESIABBBB0EFDAEDSFCBAEF210CACT718A824F4B467763D68B8FBE9920C572B7E77BB4171287519DA59C4E2D6C3A0
6

Malicious: false

Reputation: low

|IE Cache URL: http:// https://fast.wistia.com/assets/external/playPauseloadingControl.js

Preview:
[e+=xx] (function() { // webpackBootstrap./******/ .var __webpack_modules__ = ({../***/ 27:./***/ (function(module) {..function _typeof(obj){"@babel/helpers - typeof";return
_typeof="function"==typeof Symbol&&"symbol"==typeof Symbol.iterator?function _typeof(obj){return typeof obj}:function _typeof(obj){return obj&&"function"==typeof Sym
bol&&obj.constructor===Symbol&&obj!'==Symbol.prototype?"symbol":typeof obj},_typeof(obj)}/**@license MIT-promiscuous-.Ruben Verborgh*/(function(func,obj){// Type
checking utility function.function is(type,item){return _typeof(item)[0]==type}// Creates a promise, calling callback(resolve, reject), ignoring other parameters..function
Promise(callback,handler){return handler=function pendingHandler(resolved,rejected,value,queue,then,i){// Case 1) handle a .then(resolved, rejected) call.if(queue=pend
ingHandler.q,resolved!=is)return Promise(function(resolve,reject){queue.push({p:this,r:resolve j:reject,1:resolved,0:rejected})});// Case 2) handle a resolve o

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\9QTQHWWN\poweredbynavis[1].gif

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: GIF image data, version 89a, 96 x 30

Category: downloaded

Size (bytes): 840

Entropy (8bit): 7.620548433478473

Encrypted: false

SSDEEP: 12:FPEHmM/ODO78egyhlDgp5Spt3E1651goQVvyBlluO2HprKoHWUIRSCXxDNh:KHHOyhIDgp5SzEF1goXVuOEprDWupX17

MDS5: 001B2FD09963257BCD14F6F70911A349

SHA1L: 64F6A7TE64A22AA066C5DF9964F09COEFE7B69148

SHA-256: FF29F424A854E8676B65241160D3074E64874D191A66E1428DBEC847627D241C

SHA-512: 453FE3D7782D94F01B42EE1B990E55F649338307FES3EB6DID8327EBE08B29FFOEFD4F7CD61FE9DFOBCF448353232FCD012DA7E1A3D6E87FFADES446FAOEE2
A7

Malicious: false

Reputation: low

|IE Cache URL: http://webaccess.gaports.com/express/images/poweredbynavis.gif

Preview:

1.8..7(.d.%Lb.,{4.7,....k.8@ ".b....A..4..clz|$.Sc....K-W.I8W..OH ...... pN...2a~8.QO|\...{[F.s..x.j@.6L...+.Vf|K....
JO/.zxI*.eu.*.n.....&s..P...J.. /A . W..f..1d0."...q%.sS].........1..t1..O0.[l.z......0..n.R.R.P.@.&..*"X E.... A....H..99a....... f.,G...KA.X"MPJ.z.... .,."...B4D.2."..0X."Y .4.S.B
*ME........ mvu\.@l..bg.).d..$.MP...h..N.AXMH.mb..\.)...L.+.-A.S.$.y...A.M..J....m...(..[...Dj.N...L.+(H.xwo_.XG....... H>.Q...P..|.V.<....CAX.5-p=..JS.w.@....P

.S.g.gA...’h.c.Ma...ll .a.PLK.P.s.&4. Lh..x.orw..x. AY.UO.H..@b8:....FV..&.. .8.1.i.QyRv@e....5..h.[k*..Lu9.SS..cw!pSm.Q..Q.,..e.U....".Mh.x.C."....Y...Z...".b...

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\9QTQHWWNI\spacer[1].gif

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: GIF image data, version 89a, 1 x 1

Category: downloaded

Size (bytes): 43

Entropy (8bit): 2.7374910194847146

Encrypted: false

SSDEEP: 3:CU9yltxIHh/:m/

MDS5: DF3E567D6F16D040326C7AOEA29A4F41

SHA1L: EA7DF583983133B62712B5E73BFFBCD45CC53736

SHA-256: 548F2D6F4D0D820C6C5FFBEFFCBD7FOE73193E2932EEFE542ACCC84762DEEC87

SHA-512: B2CA25A3311DC42942E046EB1A27038B71D689925B7D6B3EBB4D7CD2C7BI9A0C7DE3D10175790AC060DC3F8ACF3C1708C336626BE06879097F4DOECAATF567C
1

Malicious: false

Reputation: low
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\9QTQHWWNI\spacer[1].gif

|IE Cache URL:

Preview:

http://webaccess.gaports.com/express/images/spacer.gif

GIF89a..

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\9QTQHWWN!\table[1].css

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text

downloaded

3121

4.389319456372845

false

48:BbslPatvs+f9j9+LgyoNtvI5wgole+8xrGFuBtk5d:BbukpQLgFV5i8tGkBgd
CD904863939CD75DAD1BFDB1A36A431B
32EC3B95BE42F6EOACT747F1478F75608B0644CA3
B24D85405A28CBB6D6BABF95D9C1B23EAA054D2077925DD69B03D92C00A2DFID

29D3787C87613262E47D6C424AE493C7E088A71E39BDBDIAGED1F8A95AESAABE2EF19D77BACSEEBC8407066B4B44F3DF1450B4D161F5859C809F17319C03C7!
2

false
low

http://webaccess.gaports.com/express/css/modules/table.css

/ /./**** TABLE.CSS *xik] [xx Content tables are those use to display
forms, reports or ~ ****/ [**** |ists of items. wxx /.1

table globals *x*kxsiaiisriiik] sk (Jsed for all content tables. kx| | /
..tableTitleRow.{. background-color:#BBB;.}..tableTitleRow th.{. padding:0px;.}..tableTitle.{. ~color:#333;. font-weight:bold;. font-size:11px;. text-align:left;.
padding:3px;. width:100%;.}..tableActions.{. white-space:nowrap;. padding:0px 3px;.}../Frrkksskkitiis formTable 1.*** Used to

contain and display forms.

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\9QTQHWWN!\tooltip[1].css

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text

downloaded

1853

4.990032959746764

false
48:m7FnbglVswTnbW3Xn00nydnb41V06wrnbWa:m7FbgkwThW3X00ydb4RwrbWa
9562D87852136AA9CFOD7253D07A4C1A
A591A0A83463B5EED951C547743CDEBFAD847827
OC3EACOFEFD876E244B82EF05E99C18351F5D0EB34A9175BDF93978CD9B41B24

5AE32B60E7768E0C89309FB2D10306D11DBFC6B97AA469DDES7A935993E0A7AG25F7CF290D8544D0BFC42B56D3D5FCESCO9EBOBBCFDASF21AA2EEODA4FD35E
6DB

false
low

http://webaccess.gaports.com/express/css/modules/tooltip.css

/ [.**** TOOLTIP.CSS wxik] [xxx Controls appearance of application
tooltips. rxkk 1.1 imports [./¥*** Import a
ny module css required by this css kx| /....tip.{..FILTER:progid:DXImageTransform.Mic

rosoft.Alpha(style=0,opacity=90);..-moz-opacity:0.9;. .position:absolute;..top:1px;..left:1px;..background-color:#6DAD21;..padding:3pXx;..font-size:10px;..font-family:ver
dana,arial,sans-serif;..color:#FFFFFF;..display:block;..visibility:hidden;.}..tipPointer.{..FILTER:progid:DXImageTransform.Microsoft. Alpha(style=0,opacity=90);..-moz-opac
ity:0.9;..top:1px;..left:1px;..visibility:hidden;..position:absolute;.}..tipShadow.{. .FI

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\9QTQHWWN\web_1 people-success_404x262-1[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 404 x 262, 8-bit/color RGB, non-interlaced

downloaded

190122

7.983133695049005

false
3072:BRnqzPt79NCz677WQKe/RQaRzIOpFqcag0OFZWo8X7bTsAsDg5IJmCwNLZr7a2A6c:zqz1hNCO5NkOpcwFZ38XLs76mmibe
E98EDCF663AF48E06AB87A6DD2E11CE9

0310D689C2E86A7ABF36E84417DC2530B9FA32BC
716870A7BB5249E2CEDB19065D8FF0D2803D129EE959E397DC6A022EF80A0670
C748D10B2F1C9BF2BFF2B6A4243221CF9173028FE7D77071620063D52DA885E32344A553494D298BDESDA305AFF3B01CBF4B347A1EB909A975AB7032604BFAD(
false

low

http:// https://www.navis.com/contentassets/5h5e56663a8c418eb89e4d9c18910427/web_1_people-success_404x262-1.png
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\9QTQHWWN\web_1 people-success_404x262-1[1].png

Preview:

I$JH..$.$F.FLa...?0E..P..&\%..|1?..f{;'O...@_t+b...9.l.....J"bE|..}_....3.1F.l._.Q....T.u.f...*..B./d..7..9.....4
NLd%j& W.C0.... 27 ..qo.k /w.... .\.al...ZmGx......s.

. AR =M...s..|BX..v...< NMo-....U...

7.Q.m.. .D.2.cD...}.."w.]9.A. N.c.;0.e."kmY.&.[;..D...V....A...{%cCc.@.A.Y?.|to.c...R..3=..b.t... kz..whag{n.....%..d...h.3..0>*.|.....6....PsV..... ..N33 B.../.n.iX+

...... u..9j.k..."VE..lg...]...>_..F....;.....a}.p...}O.(<g..=.F3-.h.;"..d.L.&x.6Ky......"....q..P.{tn..). N/@:&.K....aC.Y.* . I.Z . Wb .y k..."...b..

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\G62TDH9B\43kvwrxr86[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

downloaded

5132

5.101838348485578

false

96:f/ExB3xg5M6xJyIRXUNCXZXxXGx15xbex0dNTxN18je EHL:NEXB3XKxJAXUAXZXXGXLxgxOdNTxNur
597308EBDCC626CEF01502759949F741

2DC11F91D553032423E88BCC2799A76F9B925189
7B5DAB9170430BE31A28E797994CEADF7DBBB943E3168DADES97E425A70B6376
CCF8119E3F765B9AF02B79CECC43836F699642FFD1773BC3F333B7FDIFA7063838E930D9B167D13A3405D7C9F751066A5885465FDCC7BF390300C88C39D454CH
false

low

http://https://fast.wistia.com/embed/medias/43kvwrxr86.jsonp

window['wistiajsonp-/embed/medias/43kvwrxr86.jsonp'] = {"media":{"assets":[{"type":"original","slug":"original","display_name":"Original file","details":{},"width":3840,"
height":2160,"size":1963086513,"bitrate":78354,"public":true,"status":2,"progress":1.0,"url":"https://embed-ssl.wistia.com/deliveries/4cfb299bb410043f9e 166e14f9
7e6b5f.bin","created_at":1559603811},{"type":"iphone_video","slug":"mp4_h264_1331k","display_name":"360p","details":{},"container":"mp4","codec":"h264","width":
640,"height":360,"ext":"mp4","size":33343314,"bitrate":1331,"public":true,"status":2,"progress":1.0,"metadata":{"max_bitrate":287191,"average_bitrate":177479,"e
arly_max_bitrate":382159},"url":"https://embed-ssl.wistia.com/deliveries/9d79ee9e658d4ffdb7b85db498e0f88abc1d9ed3.bin", "created_at":1559603811,"segment_duration
":3,"opt_vhitrate™:1200},{"type":"mp4_video","slug":"mp4_h264_362k","display_name":"224p","details":{},"container":"mp4","codec":"h264","width":400,"height":224
J'ext":"mp4","size":9069809,"b

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lIE\G62TDH9B\H7LQIMH5.htm

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

HTML document, ASCII text, with CRLF line terminators

downloaded

237

5.218205340944087

false
6:qT5BNImMLRLwaHKGW3t+g2XRPD/5kuhdwBM+ggqHaR/OMWXfGv:qTLNLXwMKGg8q2X9DxrdwBWNL8GvV
E258C2BE0577848B4FF2643945FBCAES

8C8B4CF592A89CA9A91CA03D5B9975360D8410B4
23BD1825FA6B2FB2B6F7C24B78BD16061624D3904979CFIC617AB50E87EEFO7E
0BF9750C8935CDC64C7C5213597B74CAB70F1F9061D192A9CD055B862AC0597546D0B627BEEF356BAA5713C1F7867487695028A7C1C82B6A353D6857408A2224
false

low

http://webaccess.gaports.com/

<!doctype html public "-//w3c//dtd html 4.0 transitional//en">..<html|>..<head>..<META HTTP-EQUIV="Refresh" CONTENT="0;..URL=http://webaccess.gaports.c
om/express/index.jsp">..<title>WebAccess</title>..</head>..<body>..</body>..</html>....

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\G62TDH9B\JTUR]lgl _i6t8kCHKm45_cJD3gnD-A[1].woff

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

Web Open Font Format, TrueType, length 23256, version 1.1

downloaded

23256

7.977753236160612

false
384:2gMWys|22L.2wL/yhGTJO87uvLzyBFvQ3dol9ET1EMIFOgBhkIkYaUplJ8eQOiUiJ:2gMWX12LvDyhF87GzUvSCjYD9FOgvsYI
8DCI95FABICF98D02CABD76E97D3DFF60

FA51AFC9A31F67078FAA9124BEF881655DF4317B
25F8FO0A6FE95DED91ABE33E70154AEE1562760D0D969368D4BAD84BFES5F8D0
992131CBE01D3DC13831557DD59368B6870BEE453D0C753A5814D001B11327DB60CDEB8D71E4B579E1A5C0238F08E07DF1267CB645738C96197C808E24443A4(
false

low

http:// https://fonts.gstatic.com/s/montserrat/v15/JTUR]jlgl_i6t8kCHKmA45_cJD3gnD-A.woff
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\G62TDH9B\JTURjlgl _i6t8kCHKm45_cJD3gnD-A[1].woff

Preview:

|Etpost..WD........ D.z.prep..Z.......... K..x.%....
=236 WL _ .D@. x......0...~....{.)N$.0.Q...M...?..0Q.X..x0.i..Z...s...n".hL.K
6..5..6..<..Z...@myrT..q.${...@.S11.@ X..3G$.Z.@="WK.....c..[a.@[NG.T.I..jF..NVGB..V..+....(..7ThAi.rB.k."{>W....B..B.n.W.h.F.
‘za.r.@....7.)..0..3... 2. 5. .d*W.IWs. \+A.N.......n... [N VLBL......+._."h.eTV...X%4.Zh ]hf.PO..g#.4~.0.21"W.u.."....$.....-Q.%4...C...hf>.......6"..A)S.....dK...N.
_X.G...3...."UA

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\G62TDH9B\JTUSjlgl_i6t8kCHKmM459WIhzQ[1].woff

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

Web Open Font Format, TrueType, length 23480, version 1.1

downloaded

23480

7.981253427621622

false
384:IEfDbJfERIrQIhTVId2GTIO8Z84zUESEW3md2TOLUYXDbMdK30LmvTHc5qawV:IEf3JPrQI8d2F8WDE9WOFLThMdK+Cvj3
8102C4838F9E3D08DAD644290A9CB701

5AF1938D1327395F47C84E57B6BA7756234D2262
60CEBEA4C9183F51FBD323F14DD729E18768BE4F6395467013216AE36526CF9IC
E8AOD6B72163E407DEB2170E4560044CAE90116D1DD3CFA20F140E4379C8AABDC5BEAC6DDI65D0E925CA673E41C42A858975C47F1F8152637958569D239E91F
false

low

http://https://fonts.gstatic.com/s/montserrat/v15/JTUS]jlgl_i6t8kCHKm459WIhzQ.woff

WOFF.....[coos L2 FTTTT R GDEF....... G...X.g"\GPOS.......... 2....GSUB............ ,.08/2..\...N..."S..Ucmap.............. h.cvt ..p..\..../R.Hfpgm....... F..mM$.|gasp.............
glyf......3X..].,..$head..Rt...6...6.F.nhhea..R.... ... $....hmtx..R....%...>.x..loca..T........ (..*Omaxp..W.... ... .h.Yname..W4

.@:D..$..]"...h....2/. ... DAF..ua].N...%>./..x..utl....e+..0...9.7..13333333333.-.e/.cgYAs....R.{.G..A.L $. .
..w6cG.J...U....... 1 g.jhT\l..;,M.zYK..x:.n.R...(........ 9).~ X BT T k7. .l..@.%.r..X\.L _d.#R..4c"..2> .A.D;..e>"|Tt.1.

......... 8.._K.+....Y~TA..D./.W.ob...[8KZ8Gtq.0..|..DKE+. ".V..\r._-Se.=.A1$.<E.CL.%QB.8.9...,Jv.=..%.i.U*V. Ub.IN.D..O."...18...<

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\G62TDH9B\WebResource[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with no line terminators

downloaded

28801

5.275368091249163

false
768:0CFBKOQ3GMeQ1bl5exAMae4e9j8Zfopwl:OCFBKOQ3G7ublsxAOP9j8ZfX
8C9ED695ADACBEC524B7426267349E0C
3B67271FC171CE88D04623221B82763585218D9F
6F3270704B4C7C7A04573D79075DDF7EEBA886D50A9B033A1435BOFFCO5F8765

7DD818B0OC95FE8DC73B5E490E2C2BED63B2E2DD813255C528E9B50AAA0A9C19F3E19D3DF4A83256E61561CEEOAES247AF7BF688ED6C83DE2FA20251CCA919
00

false
low

http://https://www.navis.com/WebResource.axd?d=TzRGICddaaqtz0lm2nSJhCRH4aTg4-avzaBJbXi4OnCnQ5NgPK_FNgOGCfj6viwplz-
Z7_S3Vv8Haapc1VunMOVFKDdkqeOtiMt4Qr85W957vKINmMJICEgqxVWX0OMrMICeaQGQ5ij00H7RX02yCayzTKjkekMnErQrTnKd2-NUpHE1&t=636540400180000000

(function(n){if(typeof epi=="undefined"||typeof epi.EPiServer=="undefined"||typeof epi.EPiServer.Forms=="undefined"){console.error("Forms is not initialized correctly");r
eturn}if(typeof n=="undefined"){console.error("Forms cannot work without jQuery");return}var t=epi.EPiServer.Forms.Utils,i=epi.EPiServer.Forms.Data,r=epi.EPiSer
ver.Forms.Extension,u=epi.EPiServer.Forms.Validation,f=epi.EPiServer.Forms.Navigation;epi.EPiServer.Forms.__DebounceTimer=null;epi.EPiServer.Forms.__Initialized
=!(epi.EPiServer.Forms.__Initialized===undefined);n.extend(!0,epi.EPiServer.Forms,{Utils:{debounce:function(n,t){return function(){var i=this,r=arguments;clearTimeout(thi
s.__DebounceTimer);this.__DebounceTimer=setTimeout(function(){n.apply(i,r}t)}},loadExternalScriptOnDemand:function(n,t,i){for(var o=document.getElementsByTagN
ame("head")[0],u=0,f=n.length,e=null,r;u<f;u++)e=n[u],r=document.createElement("script"),r.type="text/javascript",r.async=i||!1,r.defer=i||'1,r.src=e,0.appendChild(r),u===f-
1&&this

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\G62TDH9B\a446ffaa267af444d29c503af3499302b74e39e9[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Reputation:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, baseline, precision 8, 1280x720, frames 3
downloaded

323300

7.964679050501411

false

6144:0wuvsj9NgHirblzaéaHmtn/ueF82iJa+idwfPjTOr6MfGZ5QnyaMMfGN:Ow5qwl26aHmMtnGeF8GwWPNOGKLON
3596295B38180C66E79146874B7FF4B7

2F093448351828A01E3552D1A3CEOE30B2ABC22E
F17A655513BE24B5C3A17F0B158C40AADBE7539BB6EF31B6BOB8C8BI1E4ABF1C
A7F1D6153EF330874DCDB09166860A62E680C544E4316067F3F3FDAGF387383770C38D4EE9300AC10266385AD17E6BEAABF116453996E7C5565427C717C94600
false

low
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\G62TDH9B\a446ffaa267af444d29c503af3499302b74e39e9[1].jpg
|IE Cache URL: http://https://embed-fastly.wistia.com/deliveries/a446ffaa267af444d29c503af3499302b74e39e9.jpg?image_crop_resized=1280x720

Preview:

..C
...%&'()*456789:CDEFGHIJSTUVWXY Zcdefghijstuvwxyz.
.aq."2...B....#3R..br...$4.%.....&'()*56789:CDEFGHIJSTUVWXY Zcdefghijstuvwxyz...........
..... FX.R....kr...NU.\.....ibV*H8........u5+.0.q..S....(.i..RO....N.L7....FO..h#.Q...WjAn.....O.10.." #.6..*.
L Z.@'Ga....1.*Tg..R..0......z.K.s.."...h.l.hAgrdB.g. H... *.-r . h)+nFo L iwe T X X {1 N9 H.

11A..Qa."q.
w......!11.AQ
L2l seauE L UL~ ~VDLE

... ;. f(R).5S.ZE...h0....}..XO..;S.Il.

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\G62TDH9B\a446ffaa267af444d29c503af3499302b74e39e9[2].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, baseline, precision 8, 640x360, frames 3
Category: downloaded

Size (bytes): 105053

Entropy (8bit): 7.9601578760335565

Encrypted: false

SSDEEP: 3072:WRqB7KyJWEbwxPqgzpssujBvky2pdPVH/PwB:6qRW/II+BVER3wB

MDS5: 812F7661A19420148974BA4ADCEE4669

SHA1L: 327648987825B056ACC9A2C921D6D761B7242718

SHA-256: 079AA2221F9A201B6CBIF46EA3C3111377B5C68B7AEOFESA84FA952D0B4BF5BA

SHA-512: 25527B96C1D7F09BFOFA70D3E7A6D09B2ED9A1E41C85B023C4E88DCO1F987B88837FB7114978363BCDD32A6F99066E86A0EEC84A88491131E9D0319B78E7E21!
Malicious: false

Reputation: low

|IE Cache URL: http://https://embed-fastly.wistia.com/deliveries/a446ffaa267af444d29c503af3499302b74e39e9.jpg?image_crop_resized=640x360

Preview:

11A..Qa."q.

2...#B..R.$3br........%&'()*456 789: CDEFGHIJSTUVWXYZcdefghijstuvwxyz.... w......!11.AQ
.ag."2...B.... #3R..br...$4.%.....&'()*56789:CDEFGHIJSTUVWXY Zcdefghijstuvwxyz. 2. =T.=.h.08.5S-.=1.W..I....Qa.
S.%..m'd.....QEa. .>.". #..;2.G.i~...d.4....A..OAL6.pv.=*.. Kr;T..8...1M;.Y ..(.ug..=..A.@|.......c.y.....e.$.,;.<..]......=.0s@Z.... . [« RPN n@..).n.2....Q-...0.H.. V.. 0z[..y..
LS.

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\G62TDH9B\animate[1].css

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with CRLF line terminators

Category: downloaded

Size (bytes): 25427

Entropy (8bit):  4.912353770243002

Encrypted: false

SSDEEP: 192:uNavX0fZtAXf4j3GQ20deOte8HININApz81cV+DVa/ndCIZZPd3WKmj4CYPyNpu6:ujf4qGc0QsFtdk0j3qOkS

MD5: 1C7ADOA97D2DC2DA70B8D855AE946CAE

SHA1L: 7F3596852663437B7F89231CC750628A0D86E403

SHA-256: CB09AB0572C6A6549A782E2843218C00285CB737AES50FE29A5061CA96AFF0234

SHA-512: C8A8A7FD2FB0793981FAAOCDB0ED876B58E0959784662360CC65B523F88D0A3C25067C00F3DB353D2D432013C4D2B9A81CFD42E41AABAOFEFC9581598883C9¢

Malicious: false

Reputation: low

IE Cache URL:  hitp://https://www.navis.com/content/css/animate.css

Preview:
@charset "UTF-8";..../*.. * animate.css -http://daneden.me/animate.. * Version - 3.5.2.. * Licensed under the MIT license - http://opensource.org/licenses/MIT.. *.. * Co
pyright (c) 2017 Daniel Eden.. */.....animated {.. animation-duration: 1s;.. animation-fill-mode: both;..}.....animated.infinite {.. animation-iteration-count: infinite;..}.....
animated.hinge {.. animation-duration: 2s; .animated.flipOutX,...animated.flipOutY,...animated.bounceln,...animated.bounceOut {.. animation-duration: .75s;..}....
@keyframes bounce {.. from, 20%, 53%, 80%, to {.. ~animation-timing-function: cubic-bezier(0.215, 0.610, 0.355, 1.000);.. transform: translate3d(0,0,0);.. }.... 40%,
43% {.. animation-timing-function: cubic-bezier(0.755, 0.050, 0.855, 0.060);.. transform: translate3d(0, -30px, 0);.. }.... 70% {.. animation-timing-function: cubic-
bezier(0.755, 0.050, 0.855, 0.060);.. transform: translate3d(0, -15px, 0);.. }.... 90% {.. transform: translate3d(0,-4px,0

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\G62TDH9B\autocomplete[1].js

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text

Category: downloaded

Size (bytes): 21234

Entropy (8bit): 5.05334159162696

Encrypted: false

SSDEEP: 384:ij2pHOWUucrAKRwvuil9JDaPSKeFCBcviPhixbgAUkaUpEONYOHEuU:igOXucrMpJDaPSKeYPoRgFSPnYOHX
MDS5: 4FE758327035EDBCC04974E861924924

SHA1L: CF79C079F04031CDF833CC9DA29EFAOOE956F984

SHA-256: 80D5649CE6635E1CCC16EF6E4BSEFALC3B970557120BCEDCIDB5B49229128760

SHA-512: 2AAB65CD91FC344E89AB0B367A88812A1ED392FA14DAEEBD3BBF22B97486087C627284A5BAB96931D2DD707F65180D4F763330B8C607B9344FESD664FI9B1AS2E
Malicious: false

Reputation: low

|IE Cache URL: http://webaccess.gaports.com/express/javascript/autocomplete.js
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\G62TDH9B\autocomplete[1].js

Preview:

[** @(#)autocomplete.js $Revision: 1.6.2.3 $ $Date: 2011/04/29 04:13:04 $.*.* Copyright Navis Corporation 2003.* All Rights Reserved.*.* Confidential Information of Navi
s Corporation.* Unauthorized use is strictly prohibited.*.* This work contains valuable confidential proprietary trade secret.* information of Navis Corporation and is pr
otected by specific.* agreements and federal copyright. This work or any part thereof.* may not be disclosed, transmitted, copied, or reproduced in any.* form or medium w
ithout prior written authorization from Navis.* Corporation..*/../*.* autocomplete implements the LOV class of object used in N4 in the.*.place of the standard select box..*.*
@version $Revision: 1.6.2.3 $ $Date: 2011/04/29 04:13:04 $.* @author: Darren Luvaas.*/../ .7** Used by
form inputs to autocomplete data entry by loading ~ ****/./**** strings from an associated <select> input. i/

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\G62TDH9B\bootstrap-switch.min[1].css

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with CRLF line terminators

downloaded

5614

4.730153182629456

false
96:3hJLz0WjHUcmWjugWUXNTOOFWnNEIVJII8+8ATh3Wa+PzPJAEOgFNoKo4vRCPn+La:Rxzb7IWKa+bxAmJIQnAxF2DRc/q
D1B6128D901BAEF2780DCBIC6E6GFF51A

F743588E28CA4797824BEB4421EC228711AE6DA6
20764FDA67E653BEEDC4A141C991816D36FAOEDA395D61AF75CE27027B23E5C7
15D8BFOC6F62F04ECEOC86A5A1A81276292826460EF9E5770EE7CE67F91ASDCOBICAAECESC48000857C51F743F00EBB308A06B3BB2B1514980381620B5C64D6!
false

low

http:// https://www.navis.com/Content/bootstrap-switch-master/css/bootstrap3/bootstrap-switch.min.css

/**.. * bootstrap-switch - Turn checkboxes and radio buttons into toggle switches... *.. * @version v3.3.5.. * @homepage https://bttstrp.github.io/bootstrap-switch.. *
@author Mattia Larentis <mattia@larentis.eu> (http://larentis.eu).. * @license MIT.. */.....bootstrap-switch{display:inline-block;direction:ltr;cursor:pointer;border-radius:4p
x;border:1px solid #ccc;position:relative;text-align:left;overflow:hidden;line-height:8px;z-index:0;-webkit-user-select:none;-moz-user-select:none;-ms-user-select:none;user-
select:none;vertical-align:middle;-webkit-transition:border-color ease-in-out .15s,box-shadow ease-in-out .15s;-o-transition:border-color ease-in-out .15s,box-shadow ease-
in-out .15s;transition:border-color ease-in-out .15s,box-shadow ease-in-out .15s}.bootstrap-switch .bootstrap-switch-container{display:inline-block;top:0;border-radius:4px;-
webkit-transform:translate3d(0,0,0);transform:translate3d(0,0,0)}.bootstrap-switch .bootstrap-switch-handle-off,.bootstrap-switch .bo

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\G62TDH9B\brightedge3[1].gif

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

GIF image data, version 89a, 1 x 1

downloaded

35

2.9302005337813077

false

3:CUXJ/45:Da5

55D25E9DC950D5DB4D53A3B195C046C6
75E91AE3E549DAB12ED1C9787ADE9131AEF1C981
AOD3AOAFF7DC3BF32D2176FC3DCDAGE7ABA2867C4F4D1F7AF6355D2CFC6C44F8
E508D5D17E94D14B126164082342A9CA4774F404E87A3DD56C26812493EE18DIC3D6DAACCAI79134A94A003066ACA24116DE874596D00D1E52130C1283D5420¢
false

low

http://https://a.b0e8.com/brightedge3.php?
id=f00000000202132&p_id=862N4884L884R46A4N88PRBABAAAAAAAAHELf=e678d92c50ddc5329c0e32efd32864f2&url=https%3A//www.navis.com/&ref=&bn=1&bv=3.
43&title=Navis&metadesc=Navis%2C%20a%20part%200f%20Cargotec%20Corporation%2C%20is%20a%20provider%200f%200perational%20technologies%20and%20s
ervices%20that%20unlock%20greater%20performance%20and%20efficiency%20for%20the%20world%u2019s%20leading%20organizations%20across%20the%20shippi
ng%20supply%20chain.%20Navis%20combines%20industry%20best%20practices%20wit&metakeywords=tos%2C%?20terminal%20operating%20system%2C%20softwar
e%2C%20vessel%20performance%2C%20n4%2C%20macs3%2C%20bluetracker%2C%20stowman%2C%?20tos%2C%20terminal%20operating%20software%2C%20ter
minal%20software%2C%20supply%20chain%2C%20container%20terminal%20planning%2C%20logistics%2C%?20terminal%20operating%20system%2C%20n4%2C%20
Get%20More%20N4%2C%20Get%20More%20&s_id=862N4884L884RP8446L.8PRBASBAAAAAAAAH

GIF89a....... R D..;

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\G62TDH9B\browserSniff[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text

downloaded

15400

4.865798690069456

false
384:wSI5ZU+hn7vayhcncZhFtPksve007Xaz8DgUfz:QU+R2ScncZhFtPksTO2zCnb
B565005A4FF0B8BD2B0B686D07C2D812
E90D083AE0689E8FDA7EIFFAFAF2A0A2E1700E54
B3B090E2B5ED092EC7A186DB6ACI841B5CE32368835DE56206A84DBAD3ESEACH

5BB48CB1EE7F131F25B8DFCA0623790AE3BA4DFF6659F038525FBODBADICDFEDA17958076973E58AB65B24CA44C77C31F27EB1CAS9EB183F5ABF3650FCODB!
7B

false

Copyright Joe Security LLC 2021 Page 42 of 102



C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\G62TDH9B\browserSniff[1].js

Reputation:
|IE Cache URL:

Preview:

low

http://webaccess.gaports.com/express/javascript/browserSniff.js

/I Ultimate client-side JavaScript client sniff. Version 4.02.// based upon: Ultimate client-side JavaScript client sniff. Version 3.03.// (C) Netscape Communications 1999-
2001. Permission granted to reuse and distribute..// Revised 17 May 99 to add is.nav5up and is.ie5up (see below)..// Revised 21 Nov 00 to add is.gecko and is.ie5_5 Also

Changed is.nav5 and is.nav5up to is.navé and is.navéup.// Revised 22 Feb 01 to correct Javascript Detection for IE 5.x, Opera 4, .// correct Opera 5 detectio
n.// add support for winME and win2k.// synch with browser-type-o0.js.// add is.aol5, is.aol6.// Revised 26 Mar 01 to correct O
pera detection.// Revised 02 Oct 01 to add IE6 detection.// Revised 08 Oct 02 by Tim Dobbelaere (http://tim.dobbelaere.com).// to add WinXP (is.winxp),
Windows.NET (is.windotnet).// correct Mozilla & Netscape browser/user distiction <<< use user d

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\G62TDH9B\common[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text

downloaded

5576

4.491397305963433

false
96:tWYfgyjVfn1H41WQhIZ06JIDUBIEJIWF7nXFPQwFwt:tgCpchlGAduKErlyXFPQME
E934016F9E4AE4D43A1C314A612CCEE9
EFD5F184A9BI9CDC61E513CECASA61DCAE99ICFFCO
F6C2EE7FFA0D7602377975AD037180BFEABF4D32B43944462F43054076289EB3

2979669746E6E89CB7B26425F77369B67A02C1F67D1E26EB9188AD3DEALIE145DD8ESBID179FCC83997CB8FCE0460FEBEGF539FFOF3EE7B5AB00871431A5AD1:
A

false
low

http://webaccess.gaports.com/express/javascript/common.js

/ /./**** This script contains utility functions called by many other ****/ /**** functions throughout the

application. KAk [HhAK HHHk] | TN i
wxix] [xx This file depends upon the following JavaScript files: wxkk] [rrxx_browserSniff.js K] [k
wHxk] | 1.1 [
Locate objects in the DOM. kx| /..function findObj(myld).

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lIE\G62TDH9B\css[1].css

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text

dropped

1145

5.2420083994729145

false
24:5500YN+H+500Ysb500YXa8500YUTe500YN7FMOYsl:nOOW+HEOOLVOOgauOOXTKOOCGOLI
9CE0002D9F8D0OBFAF667E6F797B7B881

51028A5CA30EE731BF83C07ED5C256B7BD17E5F2
D3C0906E7609269C73574CF5991BA3D06B8FE848D7BDE74B620AE25C49EE8259
4847B525B695C73DA1B4D74EAG64E9EB5ABF2B487A3F560358FF5435C23F4D7CBA2996560AB5B86AF6C0082B8611A37D663F1EA73A6AFC51B240575B0E2703494
false

low

@font-face {. font-family: 'Montserrat';. font-style: normal;. font-weight: 300;. src: url(https://fonts.gstatic.com/s/montserrat/v15/JTURjlgl_i6t8KCHKm45_cJD3gnD-A.w
off) format(‘'woff');.}. @font-face {. font-family: 'Montserrat’;. font-style: normal;. font-weight: 400;. src: url(https://fonts.gstatic.com/s/montserrat/v15/JTUSjlgl_
i6t8kCHKmM459WIhzQ.woff) format(‘'woff');.}. @font-face {. font-family: 'Montserrat';. font-style: normal;. font-weight: 500;. src: url(https://fonts.gstatic.com/s/monts
errat/v15/JTURjlgl_i6t8kCHKm45_ZpC3gnD-A.woff) format(‘woff');.}. @font-face {. font-family: 'Montserrat';. font-style: normal;. font-weight: 600;. src: url(https://fo
nts.gstatic.com/s/montserrat/v15/JTURjlgl_i6t8KCHKm45_bZF3gnD-A.woff) format('woff');.}. @font-face {. font-family: 'Montserrat’;. font-style: normal;. font-weight: 700;.
src: url(https://fonts.gstatic.com/s/montserrat/v15/JTUR]jlgl_i6t8k CHKm45_dJE3gnD-A.woff) format(‘woff');.}.@font-face {. font-family: 'Open Sans'

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\G62TDH9B\email-decode.min[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Reputation:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

HTML document, ASCI!I text, with very long lines

downloaded

1239

5.068464054671174

false
24:ch63Cf5WBQPIHRZ3hwVFS39bYGwNeflyTZsNUkQ1sZmSuLgNWRco5Jcn5IKM6cuY:C6SQnw/x+SR8ZZkQbplRZ5JwiKMm7Zc
9EBF56E8E1806253BA01A95CFC3D392C

ABAF90D7482E1E99D03DE6BF88FED2315C5DD728
2595496FE48DF6FCF9B1BC57C29A744C121EB4DD11566466BC13D2E52E6BBCCS

63FOF6F94FBABADC3F774CCAABA401696E8A7651A074BC077D214F91DA080B36714FD799EB40FED64154972008E34FC733D6EE314AC675727B37B58FFBEBEBE
E

false

low
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\G62TDH9B\email-decode.min[1].js

|IE Cache URL:

Preview:

http://webaccess.gaports.com/cdn-cgi/scripts/5c5dd728/cloudflare-static/email-decode.min.js

Ifunction(){"use strict";function e(e){try{if("undefined"==typeof console)return;"error"in console?console.error(e):console.log(e)}catch(e){}}function t(e){return d.inner
HTML='<a href=""+e.replace(/"/g,"&quot;")+"></a>",d.childNodes[0].getAttribute("href")||""}function r(e,t){var r=e.substr(t,2);return parselnt(r,16)}function n(n,c){for(var o="",a
=r(n,c),i=c+2;i<n.length;i+=2){var |=r(n,i)"a;0+=String.fromCharCode(l)}try{o=decodeURIComponent(escape(o))}catch(u){e(u)}return t(o)}function c(t){for(var r=t.querySelec
torAll("a"),c=0;c<r.length;c++)try{var o=r[c],a=0.href.indexOf(l);a>-1&&(0.href="mailto:"+n(0.href,a+l.length))}catch(i)}{e(i)}}function o(t){for(var r=t.querySelectorAll(
u),c=0;c<r.length;c++)try{var o=r[c],a=o.parentNode,i=o.getAttribute(f);if(i){var I=n(i,0),d=document.createTextNode(l);a.replaceChild(d,o)}}catch(h){e(h)}}function a(t){
for(var r=t.querySelectorAll("template"),n=0;n<r.length;n++)try{i(r[n].content)}catch(c){e(c)}}function i(t){try{c(t),o(t),a(t)}catch(r){e(r

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\G62TDH9B\find[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with no line terminators

downloaded

5993

5.393428277547384

false
96:2)WON3qYI70TNWp+uciVreGS+TaPfim6P3aEjwnItSK/LIx:Mb8ucidW+Tiflm6P3vjwcSK/LIx
90DE0B17536023316CA9F8D5895F0571
EF351E6F5BSEBIC3BE434A32CE1B10C60A51CA82
C74FBF06FBC387F21C3DDE88SCFDB524DBFDF7C65892353943680275334C77BCO

88389FC1706B46763C056DCA94CD7E3C5DAD885CBB2331667D5CB5484D98FC05A760C2E12FF842BEC90E7645BCC044CA09146691CBB3B2C2A8C5C6974318F6
C

false
low

http://https://dl.episerver.net/13.4.4.1/epi-util/find.js

function FindApi(){this._applicationUrl="/" this._serviceApiBaseUrl=""this._trackld=""this._trackParam="_t_" this._dontTrackQueryParam="_t_dtq",this._allowTra
ckingCookieName=null,this._bufferTrackRequest=!0,this.setApplicationUrl=function(t){this._applicationUrl=t},this.setServiceApiBaseUrl=function(t){this._serviceA
piBaseUrl=t},this.setAllowTrackingCookieName=function(t){this._allowTrackingCookieName=t},this.setTrackParam=function(t){this._trackParam=t},this.setDontTrackQu
eryParam=function(t){this._dontTrackQueryParam=t},this.bindWindowEvents=function(){var t=this;window.history&&(window.onbeforeunload=function(){var e=document.|
ocation.href;e.indexOf("q=")>0&&-1==e.indexOf(t._dontTrackQueryParam+"=")&&window.history.replaceState(window.history.state,window.document.title,e+(e.indexOf("
?2")>0?7"&":"?")+t._dontTrackQueryParam+"=true")}),window.addEventListener("load" function(){var e=t._toArray(document.getElementsByTagName("A")),r=document.creat
eElement("A");r.href=document.location.h

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\G62TDH9B\font[1].css

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text

downloaded

833

4.283738169022541

false

12:UMaii3iJ45wLcTJIcphleVxdCxS9QyZ/ThsNhPw/dc9f18te9f18tt: Am6TSqySIQETchPwWK9f1Z9f1G
03453ED3B55645BDACBFE4B8DBCD37F6

EBOE1D4CC985C8645416471F037ED474604615B7
25903575FE4DD927B0A1E46E1D67F13618BAFOBFB6DBALCA373FA0D55E93B160

774BEABDDOASCO08AAB30226C85A42672CD166B75A68194F365EFB15F28B012A0D27CC5AA61ECIDC2177647F7D17EF125ADD30F410724C78A9C8C96E3953D4B!
E

false
low

http://webaccess.gaports.com/express/css/modules/font.css

/ [./**** FONT.CSS wxk] [exx Controls the appearance of all fonts used
in the application. ****/./**** All pages should call this file. ik /..body, td, p, li, input,
textarea, a, button, option, select.{. font-size:11px;. font-weight:normal;. font-style:normal;. font-family:verdana,arial,sans-serif;.  color:#333;.}..error.{. co
lor:#cc0000;. font-weight:bold;.}..warning.{. color:#996600;. font-weight:bold;.}.h1.{. color:#333;. font-size:12px;. font-weight:bold;. margin:0px;.}.h2.{.
color:#333;. font-size:12px;. font-weight:bold;. margin:0px;.}.

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\G62TDH9B\form[1].css

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with CR line terminators

downloaded

1113

4.712564132482775

false
24:uFd+/SuxPSQ3FnvW4Q6gV1gIB6j1ALcbxogMeouaduzd5TnqTBFPy:uFd+/SESQ3FnvWn5V1gz/lagfouaduxJ
758D0E2D8655E37AE92D30DOE7BIDAF2

A1F9E64192B440151571A5EBB2COAB1D2E539B4E
A5BFF6D7C540DFF4E548DC0002CA53B7692A73A28592CCA471F436B404EEFCAS

7CF77AC0817542F3ECEEA41FD98COE4COEFF57598EEEE3E83D4F2D0ADD8DC61660660CAE95C1DOCD693D66032E2488479AD393BC51B1692D7556B2554D997(
B
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\G62TDH9B\form[1].css
Malicious: false

Reputation: low

|IE Cache URL: http://webaccess.gaports.com/express/css/modules/form.css

Preview:

/ 1.**** FORM.CSS wxxk] [exx Controls the appearance of form el

ements. k] [.form.{. margin:Opx;.}..txtInput.{. width:100%;. background-color:#F9F9F
9;. vertical-align:middle;.}..textArea.{. width:100%;. background-color:#F9F9F9;.}..lov.{. display:none;. position:absolute;. top:0px;. left:1px;. FILTER:pr
ogid:DXImageTransform.Microsoft.Alpha(style=0,0opacity=80);. -moz-opacity:0.8;. background-color: #£EDEDED;. z-index:1000;. border-right: 1px solid #000;. bo
rder-bottom: 1px solid #000;. overflow:auto;.}.select.lov option.{.  color:#000;.}..inputWidget.{. vertical-align:middle;. border:none;. margin:none;.}..disabled.{.
background-color:#E4E4E4;.}..inputError.{. background-color:#CC0000;. color:#FFF;.

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\G62TDH9B\globalEvents[1].js

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text

Category: downloaded

Size (bytes): 3702

Entropy (8bit): 4.715541521109457

Encrypted: false

SSDEEP: 48:fFiaRwO+XvX3WCrLa7W1L2AYVKfolFUEMVpaWc8Im19845tjitXMROQWw:fFmvX3WCrSx82w

MDS5: 6D023FDC78B62260752B193E0779AFD6

SHA1L: 5422E841ABFFDE835239BB6C109B981DA97C199B

SHA-256: DE5C1D359F25B404AF281462830B54AEAB6D7065042ED5C5172AEC8661363C3F

SHA-512: BEAAOOE7237938AC54F40571D45F788C907FAB8DD4096720E6F1EA93715EB31E59B1B81160BCFB428813EDF15BFC946CADD5441EB5C606C209EEABDDID3415
8

Malicious: false

Reputation: low

|IE Cache URL: http://webaccess.gaports.com/express/javascript/globalEvents.js

Preview:
/** @(#)globalEvents.js $Revision: 1.9 $ $Date: 2006/12/04 04:55:01 $.*.* Copyright Navis Corporation 2003.* All Rights Reserved.*.* Confidential Information of Navis Co
rporation.* Unauthorized use is strictly prohibited.*.* This work contains valuable confidential proprietary trade secret.* information of Navis Corporation and is protected by
specific.* agreements and federal copyright. This work or any part thereof.* may not be disclosed, transmitted, copied, or reproduced in any.* form or medium without prior
written authorization from Navis.* Corporation..*/../ [.I**** The following script is used to contain page-level

event wkx] ek hindings. K] [rsek wxxk] |
kkk*ir*k****kk*x******kk*/ _/kkkk

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\G62TDH9B\gtm[1].js

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 90553

Entropy (8bit): 5.51511660620421

Encrypted: false

SSDEEP: 1536:9FgZsqyPmSNOMS5+HqWJIvOwWFEdDVFhJisOR4JEH1U9FKPmM1Z9LpC+oZTUw:9qZs5eMOwBp1kEd+Dw

MDS5: 0E5147522065997B229B2A64AC38D4E4

SHA1L: 10D9A2ED9886A96F521CIE765E1AA91667ECECID

SHA-256: 0709F0746C79A0F71AA081F284C713A68E596A1F11DDFEBDBO3DE6GAABLO695AA

SHA-512: 4D6FAB87758352C74D2ACD6A0ODCE7B32644D02B54A7BI9CE7C982AC658FA60CIDB0O7F11A9F1EG8CI67F972844736FA3327DA4AACE3ECT7865A489F17F73AE4FA
1

Malicious: false

Reputation: low

|IE Cache URL: http://https://www.googletagmanager.com/gtm.js?id=GTM-MJV6S56

Preview:

./l Copyright 2012 Google Inc. All rights reserved..(function(){..var data = {."resource": {. "version":"3",. . "macros":[{. " e". }{  “function":"__gas",.
"vtp_cookieDomain":"auto",.  "vtp_doubleClick":false,.  "vtp_setTrackerName":false,.  "vtp_useDebugVersion"false,.  "vtp_useHashAutoLink":false,. "v
tp_decorateFormsAutoLink™:false,.  "vtp_enableLinkld":false,.  "vtp_enableEcommerce":false,.  "vtp_trackingld":"UA-42962273-1",.  "vtp_enableRecaptchaOpti
on"false,.  "vtp_enableUaRlIsa™false,.  "vtp_enableUselnternalVersion™false. },{.  “function™:"__v",.  "vtp_name":"gtm.triggers",.  "vtp_datalLayerVersion":
2,. "vip_setDefaultValue":true,.  "vtp_defaultvalue™:™. },{.  "function":" ,. "vtp_component":"URL",.  "vtp_enableMultiQueryKeys":false,.  "vtp_ena

u",.  "vtp_component":"PATH",.  "vtp_enabl

blelgnoreEmptyQueryParam™:false. },{.  "function":

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\G62TDH9B\icon_Optimization1[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 1000 x 839, 8-bit gray+alpha, non-interlaced

Category: downloaded

Size (bytes): 8352

Entropy (8bit): 7.50820391396626

Encrypted: false

SSDEEP: 96:VRXPhNOCT6pU+GMBa5FVIiAn3b76COzttOdiBDkmS6WfOgReuHYbbbFssqfxBWq0:nxkK+FByvGn3zOJAcSIOPr3HF1K
MD5: E43EC949B7538A49B180532C547770E5

SHA1L: 27C4260722C0722429755B48D54BD82007B5CCCE

SHA-256: E546C70F6F91EBE3A2789594F0BCED439FB23BA6FF80158EB6EF81C78C191426
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\G62TDH9B\icon_Optimization1[1].png

SHA-512:
Malicious:
Reputation:

|IE Cache URL:

Preview:

DFC19B9AC86639875EB233486BCODEF327E4EBBIACB39E7D9963459040B385CA1AF588D25BB31DEC2D4059936EF02E28B67BD1482F7008A39C9244720D750EA
false
low

http:// https://www.navis.com/Content/images/icon_Optimization1.png

PNG........ IHDR....... G....... T.. gIDATx..m....J.$ ...$.....H@BS$ a......._........ T TSSO U PO U O TTE U SOSOT OO P O TO TSR UP PP UUTUPTOPRPON
?.ktg....gt.E......3.5....[....K3...... G.OW{U. . E#..3%...9f .x.*..$..u.20~.  {lap..yp.<{+t.F._.-
bO.KI1.0?.m..)..0/.M..?. A H#en T .>D~<G..19.D..u..IAF..G...90..8.gt.~..}..]..'|...8...8E7..0.0:...m...W/...6A..<....u...[}..QI?.. #..

LXxG2etpa~dezfl Pl K8 s t.%.~tX > %A FLLLU LS ALy =cel;...5..3.@.,..}j...~1<N...i.
.CLF3.5.... >D.....~.2.

cc;.Jz......0.0x.;..10$...0m...nJhg|V|+...}j...">sN~%....
.ch.F.Q.M........ 7.k&}V......1.J...5.a8G.."R..g..yzZ..._.

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\G62TDH9B\logo_48[1].png

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 48 x 48, 8-bit/color RGBA, non-interlaced

downloaded

2228

7.82817506159911

false
48:4/6MuQu6DYYEcBDIBVzgawiHI10upgl8m7NCnagQJFknwD:4SabhtXqMHyCI8m7N0ag6D
EF9941290C50CD3866E2BA6B793F010D
4736508C795667DCEA21F8D864233031223B7832
1B9EFB22C938500971AAC2B2130A475FA23684DD69E43103894968DF83145B8A
A0C69C70117C5713CAF8B12F3B6ESBBBBICDAF72768E5DBIDB5831A3C37541B87613C6B020DD2FIB8760064A8C7337F175E7234BFE776EEESE3588DC5662419C
false

low

http://https:/iwww.gstatic.com/recaptcha/api2/logo_48.png

.PNG.......IHDR...0...0.....W.
o.L.i.l..1fl..4..ujL&6$.
).AJDf.3V....0..
S..5.$".X9....Ex.=.u.*iJ nl$L%20 Uy 8L TR.0.p . @<, -Mon@ (s @....
W T.L0S.. T@RV..;.....9....56< X .o 2.k1l..dd.V...m.y5./4]..G.p.V....6..}..B....5.&.v.yTd.6../mK..(.

.. CHRM..z&... ....u0.
.\._.CeK...g..%..P..L7...96.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\G62TDH9B\main[1].css

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text

downloaded

1732

4.157363498082571

false
12:UMvKiahelxtYjbEdhpGOrolZBQCjRJIPyfWMyhn13ws5mRGOoLWEiJv8uJ+kEpar:RK7wIxtLB2PyYD5mRGOowJ5EpOXNG2HB
7C943FBDEB188A9D13D2616DD7CCC784

AACBC2685CAF5EDA4E68DC944C16C8FE33FB81BE
745843BEED43B2062F3BF779BEA14BCE257DCEB178CEDA5S47D19E2423147CABB
D65D634E065ADB1CD779E51D3BESBF71B054C039F952872103F61F70DD98D38E57519B26B05564E418EE2C1D49EF7C2C7A7091097B2E36DA0CAFEB8CD03269!
false

low

http://webaccess.gaports.com/express/css/main.css

/ 1.<*** MAIN.CSS wxxk] [xx This is the primary CSS file, used by all pa
ges that appear  ****/./**** in the main application window. ik /.1

imports [.*** Import all the modular stylesheets used by main content pages. ****/./**** Do not change the order of these impor
ts. kx| /.@import url("modules/font.css");.@import url("modules/menu.css");.@import

url("modules/actionbar.css");.@import url(*modules/tooltip.css");.@import url("modules/content.css");.@import url("modules/navPane.css");.@import url("modules/b
utton.css");.@import url("modules/table.css");.@import url("modules/form.css");.@import ur

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\G62TDH9B\main[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

UTF-8 Unicode (with BOM) text, with CRLF line terminators

downloaded

8522

4.723047001435356

false
96:rZIVIA+p6BgmyTQZ2VKAsuqlRajnYsTLrViU44ITdEG+nAyesRjiJjC5qo:rZTfMBeQhV4ITi991ilco
E9726BE670758E3E481BE90ALOFA4EGE

73D54040492EB3051C8B5C537C7DF3720768E8E7
B58210709468C2DD80BF7C8DBD783A4459A9B83249972718E44C2F4299EDF1DE

8C9945C925643494EEC1BA563033BA5D58CA2DD073B5BFADE2FC2C3DCIFABEG571C989B6158ACDAG4BFD5A2533B3A29A65C5BEB2F5B80C6DDFDBOBDAGSEL
FBFD
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\G62TDH9B\main[1].js

Malicious:
Reputation:
|IE Cache URL:

Preview:

false
low

http:// https:/iwww.navis.com/Content/js/main.js?v=1

_function wowJS() {.. var wow = new WOW({.. offset: 50,.. mobile: true..  });..  wow.init();..}..//function isOnScreen() {..$.fn.isOnScreen = function () {.. var
win = $(window);.. var viewport = {.. top: win.scrollTop(),.. left: win.scrollLeft().. };.. viewport.right = viewport.left + win.width();.. viewport.bottom =
viewport.top + win.height();..  var bounds = this.offset();.. bounds.right = bounds.left + this.outerwidth();.. bounds.bottom = bounds.top + this.outerHeight();.. return!
(viewport.right < bounds.left || viewport.left > bounds.right || viewport.bottom < bounds.top || viewport.top > bounds.bottom);..};....function spetCounter() {.. = $(".stat-numb
er').each(function () {.. $(this).prop(‘counter’, 0).animate({.. counter: $(this).text().. b duration: 4000,.. easing: 'swing',..

step: function (now) {.. $(this).text(Math.c

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\G62TDH9B\mega_promo_ncc_2[1].jpg

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 370x300, frames 3
downloaded

7032

7.702852448750285

false

192:INorqOVhWL0oZ2tNy2aygsTTTPz8DwIdTTT67uTg+Z2JS:fCTs7Lyygk77uT/U

B862067F563147AFFB5D6AA3E2CF7CE9

0967501AC3E33FDBC24BCO0AEF157C9B03148A5F
22AE71C4F073FDIE57DECOAD4CE22207C6B471FD84071ED2CA76C872F933C4B3
FAAQOF932380F458ED4A28D7016A5A8EE4612D988384CDE30F370196971E93B2609E3615CF3B6409C6E4ADOF1429ACCOF9ED272F290D83F71757BD88C1808CO6E
false

low

http:// https://www.navis.com/contentassets/2f2def53d86e4a40ae3ccfbe5d77752e/mega_promo_ncc_2.jpg

JRT TSRO TUTTPTRRPTOI | I
. O..l#> > u)Luyl=* >0,
j.c.l.yg.0.S.}.]....(.b.~f..[o.~...c.g"_@...&&i[D...*......0...8y...%.f.G.y.s]W.T|....... X.Ve. X+ o ke..nt.M.M."........ 0.....C>...
$k.E..... B.l..m.o....=[.5..%.. W}'R..t...7I6M.J.&......l.J... .{...BMDN...L[S.W3...[..~#.]...]..

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\G62TDH9B\popover[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

UTF-8 Unicode text, with very long lines

downloaded

206394

5.422456540358311

false
3072:NNAZHcg6CxtQUOdU56giGeFsn/VOKGNROYlauLL5:NSZ8g6+tQJUjHGNRd
D4C39BC2B87048814EDB117FB750C1EQ
2E3FC9BBA4129DF860FDB40BD4B5365BEE4BFEAA
1FD438A3754C24ABC775D24C2F4656A80C340823E9E0B63F6E249652DDBEF377

E39391BBCDC76B26E87B8DESACO7A1C334B885A3804ACOCOF559E5A9E076A5B7A2AF3EGE40F9CB1FD9A3046D61126D5626A756EDA7AEL144449202A1303B8EB
BF

false
low

http://https://fast.wistia.com/assets/external/popover.js

[e=exx] (function() { // webpackBootstrap./******/ .var __webpack_modules__ = ({../***/ 27:./***/ (function(module) {..function _typeof(obj){"@babel/helpers - typeof";return
_typeof="function"==typeof Symbol&&"symbol"==typeof Symbol.iterator?function _typeof(obj){return typeof obj}:function _typeof(obj){return obj&&"function"==typeof Sym
bol&&obj.constructor===Symbol&&obj!'==Symbol.prototype?"symbol":typeof obj},_typeof(obj)}/**@license MIT-promiscuous-.Ruben Verborgh*/(function(func,obj){// Type
checking utility function.function is(type,item){return _typeof(item)[0]==type}// Creates a promise, calling callback(resolve, reject), ignoring other parameters..function
Promise(callback,handler){return handler=function pendingHandler(resolved,rejected,value,queue,then,i){// Case 1) handle a .then(resolved, rejected) call.if(queue=pend
ingHandler.q,resolved!=is)return Promise(function(resolve,reject){queue.push({p:this,r:resolve j:reject,1:resolved,0:rejected})});// Case 2) handle a resolve o

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\G62TDH9B\popupWindow[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text

downloaded

2361

4.623752167774135

false
24:WzOHXWgMnn3Ttr58ouZzoWdco3V5SwFikOaoCao3V/IsfyG3pk0aoCao3V/Isflx:WzO3WqgMn3rEdiwFmg7G3Pg6x
7D56837100E6A814BAD710C290958F9E

01A2EB4EC66A1547EF09BB304F59794F7FA58099
00D5DOE15A9FD37611A796DD5B3F73D9114F0C20BFE18458C3D3560434DDAB13

C4356B8A60D8839C89CBC32B196D7B698EC904699BE3076C34C66BFE7B0805AB36B808A667FDB7F0378DFC8BBB2DA4D958FFBF4D4E7A9E984099C0DBI3F6FE
8
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\G62TDH9B\popupWindow[1].js
Malicious: false
Reputation: low

|IE Cache URL: http://webaccess.gaports.com/express/includes/popupWindow.js

Preview:
/ .1**** JavaScript for poping up new windows.
kkkk/ll / ./**t*
JavasScript files: FERE[ % -none KK, ricxk

k| fiokkk

*xik] [xx This file depends upon the following

kx| |

/...function popWin(targetURL,h,w,winName,props) {. var winProps,myWin;. var tool='no’;. if((winName == 'print')&&(is.safari)){. tool="yes';.

}.. winName = (winName) ? winName : 'popup’;. winProps = (h != null) ? *height="+ h + "' : 'height=400,";. winProps += (w != null) ? 'width="+ w + ;" : 'width=600,";. winPr

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\G62TDH9B\s[1].gif

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: GIF image data, version 89a, 1 x 1

Category: downloaded

Size (bytes): 43

Entropy (8bit): 2.7374910194847146

Encrypted: false

SSDEEP: 3:CU9yltxIHh/:m/

MDS5: DF3E567D6F16D040326C7AOEA29A4F41

SHA1L: EA7DF583983133B62712B5E73BFFBCD45CC53736

SHA-256: 548F2D6F4D0D820C6C5FFBEFFCBD7FOE73193E2932EEFES42ACCC84762DEEC87

SHA-512: B2CA25A3311DC42942E046EB1A27038B71D689925B7D6B3EBB4D7CD2C7B9A0C7DE3D10175790AC060DC3F8ACF3C1708C336626BE06879097F4ADOECAATF567C
1

Malicious: false

Reputation: low

|IE Cache URL: http://webaccess.gaports.com/express/images/s.gif

Preview:
GIF89a............. Lo e D.;

Static File Info

No static file info

Network Behavior

Snort IDS Alerts
Timestamp Protocol SID Message
06/03/21- TCP 882 WEB-CGI calendar access

16:17:10.209291

06/03/21- TCP 2925 INFO web bug 0x0 gif attempt
16:17:11.111578

06/03/21- TCP 2925 INFO web bug 0x0 gif attempt
16:17:11.374346

06/03/21- TCP 882 WEB-CGI calendar access
16:17:32.080467

06/03/21- TCP 882 WEB-CGI calendar access
16:17:33.901585

06/03/21- TCP 882 WEB-CGI calendar access
16:17:35.913499

06/03/21- TCP 882 WEB-CGI calendar access
16:17:38.611507

Network Port Distribution

Total Packets: 117

Copyright Joe Security LLC 2021

Source

Port

49718

80

80

49713

49714

49718

49713

Dest

Port

80

49716

49717

80

80

80

80

Source IP Dest IP
192.168.2.6 104.26.6.110

104.26.6.110 192.168.2.6

104.26.6.110 192.168.2.6

192.168.2.6 1 104.26.6.110

192.168.2.6 104.26.6.110

192.168.2.6 104.26.6.110

192.168.2.6 104.26.6.110
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TCP Packets

Timestamp

Jun 3, 2021 16:17:08.282505035 CEST
Jun 3, 2021 16:17:08.282649040 CEST
Jun 3, 2021 16:17:08.325522900 CEST
Jun 3, 2021 16:17:08.325546980 CEST
Jun 3, 2021 16:17:08.325649023 CEST
Jun 3, 2021 16:17:08.326534033 CEST
Jun 3, 2021 16:17:08.326891899 CEST
Jun 3, 2021 16:17:08.369716883 CEST
Jun 3, 2021 16:17:08.679749012 CEST
Jun 3, 2021 16:17:08.679775953 CEST
Jun 3, 2021 16:17:08.679884911 CEST
Jun 3, 2021 16:17:08.807969093 CEST
Jun 3, 2021 16:17:08.808001995 CEST
Jun 3, 2021 16:17:08.808125019 CEST
Jun 3, 2021 16:17:08.939526081 CEST
Jun 3, 2021 16:17:08.939552069 CEST
Jun 3, 2021 16:17:08.939666033 CEST
Jun 3, 2021 16:17:09.070668936 CEST
Jun 3, 2021 16:17:09.070738077 CEST
Jun 3, 2021 16:17:09.070776939 CEST
Jun 3, 2021 16:17:09.070807934 CEST
Jun 3, 2021 16:17:09.070846081 CEST
Jun 3, 2021 16:17:09.070883036 CEST
Jun 3, 2021 16:17:09.130692005 CEST
Jun 3, 2021 16:17:09.131683111 CEST
Jun 3, 2021 16:17:09.133948088 CEST
Jun 3, 2021 16:17:09.135338068 CEST
Jun 3, 2021 16:17:09.141660929 CEST
Jun 3, 2021 16:17:09.173736095 CEST
Jun 3, 2021 16:17:09.174535036 CEST
Jun 3, 2021 16:17:09.174679041 CEST
Jun 3, 2021 16:17:09.175164938 CEST
Jun 3, 2021 16:17:09.176619053 CEST
Jun 3, 2021 16:17:09.176733971 CEST
Jun 3, 2021 16:17:09.177208900 CEST
Jun 3, 2021 16:17:09.178237915 CEST
Jun 3, 2021 16:17:09.178503990 CEST
Jun 3, 2021 16:17:09.178812027 CEST
Jun 3, 2021 16:17:09.184617043 CEST
Jun 3, 2021 16:17:09.184813976 CEST
Jun 3, 2021 16:17:09.185264111 CEST
Jun 3, 2021 16:17:09.200269938 CEST
Jun 3, 2021 16:17:09.200350046 CEST
Jun 3, 2021 16:17:09.200373888 CEST

Copyright Joe Security LLC 2021

® 53 (DNS)
@ 80 (HTTP)

Source Port
49713
49714
80

80
49713
49714
49713
80

80

80
49713
80

80
49713
80

80
49713
80

80

80

80
49713
49713
49714
49715
49716
49717
49718
80

80
49715
49715
80
49716
49716
80
49717
49717
80
49718
49718
80

80
49713

Dest Port
80

80
49713
49714
80

80

80
49713
49713
49713
80
49713
49713
80
49713
49713
80
49713
49713
49713
49713
80

80

80

80

80

80

80
49714
49715
80

80
49716
80

80
49717
80

80
49718
80

80
49713
49713
80

Source IP
192.168.2.6
192.168.2.6
104.26.6.110
104.26.6.110
192.168.2.6
192.168.2.6
192.168.2.6
104.26.6.110
104.26.6.110
104.26.6.110
192.168.2.6
104.26.6.110
104.26.6.110
192.168.2.6
104.26.6.110
104.26.6.110
192.168.2.6
104.26.6.110
104.26.6.110
104.26.6.110
104.26.6.110
192.168.2.6
192.168.2.6
192.168.2.6
192.168.2.6
192.168.2.6
192.168.2.6
192.168.2.6
104.26.6.110
104.26.6.110
192.168.2.6
192.168.2.6
104.26.6.110
192.168.2.6
192.168.2.6
104.26.6.110
192.168.2.6
192.168.2.6
104.26.6.110
192.168.2.6
192.168.2.6
104.26.6.110
104.26.6.110
192.168.2.6

Dest IP
104.26.6.110
104.26.6.110
192.168.2.6
192.168.2.6
104.26.6.110
104.26.6.110
104.26.6.110
192.168.2.6
192.168.2.6
192.168.2.6
104.26.6.110
192.168.2.6
192.168.2.6
104.26.6.110
192.168.2.6
192.168.2.6
104.26.6.110
192.168.2.6
192.168.2.6
192.168.2.6
192.168.2.6
104.26.6.110
104.26.6.110
104.26.6.110
104.26.6.110
104.26.6.110
104.26.6.110
104.26.6.110
192.168.2.6
192.168.2.6
104.26.6.110
104.26.6.110
192.168.2.6
104.26.6.110
104.26.6.110
192.168.2.6
104.26.6.110
104.26.6.110
192.168.2.6
104.26.6.110
104.26.6.110
192.168.2.6
192.168.2.6
104.26.6.110
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Timestamp

Jun 3, 2021 16:17:09.200419903 CEST
Jun 3, 2021 16:17:09.200642109 CEST
Jun 3, 2021 16:17:09.200686932 CEST
Jun 3, 2021 16:17:09.200712919 CEST
Jun 3, 2021 16:17:09.200745106 CEST
Jun 3, 2021 16:17:09.201517105 CEST
Jun 3, 2021 16:17:09.201603889 CEST
Jun 3, 2021 16:17:09.206156969 CEST
Jun 3, 2021 16:17:09.218099117 CEST
Jun 3, 2021 16:17:09.219885111 CEST
Jun 3, 2021 16:17:09.221622944 CEST
Jun 3, 2021 16:17:09.228251934 CEST
Jun 3, 2021 16:17:09.249109030 CEST
Jun 3, 2021 16:17:09.477128983 CEST
Jun 3, 2021 16:17:09.477166891 CEST
Jun 3, 2021 16:17:09.477219105 CEST
Jun 3, 2021 16:17:09.477257967 CEST
Jun 3, 2021 16:17:09.481024981 CEST
Jun 3, 2021 16:17:09.508323908 CEST
Jun 3, 2021 16:17:09.508394957 CEST
Jun 3, 2021 16:17:09.508431911 CEST
Jun 3, 2021 16:17:09.508464098 CEST
Jun 3, 2021 16:17:09.508465052 CEST
Jun 3, 2021 16:17:09.508507013 CEST
Jun 3, 2021 16:17:09.508538008 CEST
Jun 3, 2021 16:17:09.512181997 CEST
Jun 3, 2021 16:17:09.512234926 CEST
Jun 3, 2021 16:17:09.512260914 CEST
Jun 3, 2021 16:17:09.512281895 CEST
Jun 3, 2021 16:17:09.513542891 CEST
Jun 3, 2021 16:17:09.513575077 CEST
Jun 3, 2021 16:17:09.514017105 CEST
Jun 3, 2021 16:17:09.514539003 CEST
Jun 3, 2021 16:17:09.514576912 CEST
Jun 3, 2021 16:17:09.514765978 CEST
Jun 3, 2021 16:17:09.514806032 CEST
Jun 3, 2021 16:17:09.519903898 CEST
Jun 3, 2021 16:17:09.522988081 CEST
Jun 3, 2021 16:17:09.523026943 CEST
Jun 3, 2021 16:17:09.523045063 CEST
Jun 3, 2021 16:17:09.523061037 CEST
Jun 3, 2021 16:17:09.523103952 CEST
Jun 3, 2021 16:17:09.523139000 CEST
Jun 3, 2021 16:17:09.523905039 CEST
Jun 3, 2021 16:17:09.525973082 CEST
Jun 3, 2021 16:17:09.526004076 CEST
Jun 3, 2021 16:17:09.526150942 CEST
Jun 3, 2021 16:17:09.526201963 CEST
Jun 3, 2021 16:17:09.526591063 CEST
Jun 3, 2021 16:17:09.531037092 CEST
Jun 3, 2021 16:17:09.548713923 CEST
Jun 3, 2021 16:17:09.549709082 CEST
Jun 3, 2021 16:17:09.556557894 CEST
Jun 3, 2021 16:17:09.562711000 CEST
Jun 3, 2021 16:17:09.573971987 CEST
Jun 3, 2021 16:17:09.591645956 CEST

UDP Packets

Timestamp

Jun 3, 2021 16:17:00.546792030 CEST
Jun 3, 2021 16:17:00.595483065 CEST
Jun 3, 2021 16:17:01.902146101 CEST
Jun 3, 2021 16:17:01.943564892 CEST

Copyright Joe Security LLC 2021

Source Port
49713
80

80
49713
49713
80
49713
49713
80

80

80

80

80

80

80
49714
49714
49714
80

80

80

80
49716
49716
49716
80

80

80

80
49717
49717
49716
80

80
49715
49715
49715
80

80

80

80
49718
49718
80

80

80
49713
80
49713
49718
49717
49713
80

80

80

80

Source Port
49448

53

60342

53

Dest Port
80
49713
49713
80

80
49713
80

80
49715
49716
49717
49718
49713
49714
49714
80

80

80
49716
49716
49716
49716
80

80

80
49717
49717
49717
49717
80

80

80
49715
49715
80

80

80
49718
49718
49718
49718
80

80
49714
49713
49713
80
49713
80

80

80

80
49716
49715
49718
49717

Dest Port
53

49448

53

60342

Source IP
192.168.2.6
104.26.6.110
104.26.6.110
192.168.2.6
192.168.2.6
104.26.6.110
192.168.2.6
192.168.2.6
104.26.6.110
104.26.6.110
104.26.6.110
104.26.6.110
104.26.6.110
104.26.6.110
104.26.6.110
192.168.2.6
192.168.2.6
192.168.2.6
104.26.6.110
104.26.6.110
104.26.6.110
104.26.6.110
192.168.2.6
192.168.2.6
192.168.2.6
104.26.6.110
104.26.6.110
104.26.6.110
104.26.6.110
192.168.2.6
192.168.2.6
192.168.2.6
104.26.6.110
104.26.6.110
192.168.2.6
192.168.2.6
192.168.2.6
104.26.6.110
104.26.6.110
104.26.6.110
104.26.6.110
192.168.2.6
192.168.2.6
104.26.6.110
104.26.6.110
104.26.6.110
192.168.2.6
104.26.6.110
192.168.2.6
192.168.2.6
192.168.2.6
192.168.2.6
104.26.6.110
104.26.6.110
104.26.6.110
104.26.6.110

Source IP
192.168.2.6
8.8.8.8
192.168.2.6
8.8.8.8

Dest IP
104.26.6.110
192.168.2.6
192.168.2.6
104.26.6.110
104.26.6.110
192.168.2.6
104.26.6.110
104.26.6.110
192.168.2.6
192.168.2.6
192.168.2.6
192.168.2.6
192.168.2.6
192.168.2.6
192.168.2.6
104.26.6.110
104.26.6.110
104.26.6.110
192.168.2.6
192.168.2.6
192.168.2.6
192.168.2.6
104.26.6.110
104.26.6.110
104.26.6.110
192.168.2.6
192.168.2.6
192.168.2.6
192.168.2.6
104.26.6.110
104.26.6.110
104.26.6.110
192.168.2.6
192.168.2.6
104.26.6.110
104.26.6.110
104.26.6.110
192.168.2.6
192.168.2.6
192.168.2.6
192.168.2.6
104.26.6.110
104.26.6.110
192.168.2.6
192.168.2.6
192.168.2.6
104.26.6.110
192.168.2.6
104.26.6.110
104.26.6.110
104.26.6.110
104.26.6.110
192.168.2.6
192.168.2.6
192.168.2.6
192.168.2.6

Dest IP
8.8.8.8
192.168.2.6
8.8.8.8
192.168.2.6
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Timestamp

Jun 3, 2021 16:17:02.818176985 CEST
Jun 3, 2021 16:17:02.859169960 CEST
Jun 3, 2021 16:17:03.672178984 CEST
Jun 3, 2021 16:17:03.721543074 CEST
Jun 3, 2021 16:17:04.645418882 CEST
Jun 3, 2021 16:17:04.696572065 CEST
Jun 3, 2021 16:17:05.552086115 CEST
Jun 3, 2021 16:17:05.601408005 CEST
Jun 3, 2021 16:17:07.020237923 CEST
Jun 3, 2021 16:17:07.069302082 CEST
Jun 3, 2021 16:17:08.219753027 CEST
Jun 3, 2021 16:17:08.272259951 CEST
Jun 3, 2021 16:17:09.225436926 CEST
Jun 3, 2021 16:17:09.242629051 CEST
Jun 3, 2021 16:17:09.274035931 CEST
Jun 3, 2021 16:17:09.291480064 CEST
Jun 3, 2021 16:17:10.396441936 CEST
Jun 3, 2021 16:17:10.439426899 CEST
Jun 3, 2021 16:17:11.336635113 CEST
Jun 3, 2021 16:17:11.399486065 CEST
Jun 3, 2021 16:17:11.559454918 CEST
Jun 3, 2021 16:17:11.611854076 CEST
Jun 3, 2021 16:17:12.345547915 CEST
Jun 3, 2021 16:17:12.409971952 CEST
Jun 3, 2021 16:17:12.932252884 CEST
Jun 3, 2021 16:17:12.981148005 CEST
Jun 3, 2021 16:17:16.130600929 CEST
Jun 3, 2021 16:17:16.180830002 CEST
Jun 3, 2021 16:17:17.548250914 CEST
Jun 3, 2021 16:17:17.597038031 CEST
Jun 3, 2021 16:17:18.441297054 CEST
Jun 3, 2021 16:17:18.482672930 CEST
Jun 3, 2021 16:17:19.281550884 CEST
Jun 3, 2021 16:17:19.323652983 CEST
Jun 3, 2021 16:17:20.385874987 CEST
Jun 3, 2021 16:17:20.427262068 CEST
Jun 3, 2021 16:17:25.902492046 CEST
Jun 3, 2021 16:17:25.951567888 CEST
Jun 3, 2021 16:17:26.287250996 CEST
Jun 3, 2021 16:17:26.342637062 CEST
Jun 3, 2021 16:17:26.807941914 CEST
Jun 3, 2021 16:17:26.851500034 CEST
Jun 3, 2021 16:17:27.765886068 CEST
Jun 3, 2021 16:17:27.816900015 CEST
Jun 3, 2021 16:17:33.898458958 CEST
Jun 3, 2021 16:17:33.965545893 CEST
Jun 3, 2021 16:17:37.276257038 CEST
Jun 3, 2021 16:17:37.317718983 CEST
Jun 3, 2021 16:17:37.813323021 CEST
Jun 3, 2021 16:17:37.857460976 CEST
Jun 3, 2021 16:17:38.317327976 CEST
Jun 3, 2021 16:17:38.358741999 CEST
Jun 3, 2021 16:17:39.040855885 CEST
Jun 3, 2021 16:17:39.083451986 CEST
Jun 3, 2021 16:17:39.599733114 CEST
Jun 3, 2021 16:17:39.651021957 CEST
Jun 3, 2021 16:17:40.090884924 CEST
Jun 3, 2021 16:17:40.140887022 CEST
Jun 3, 2021 16:17:40.550472975 CEST
Jun 3, 2021 16:17:40.605654955 CEST
Jun 3, 2021 16:17:41.600413084 CEST
Jun 3, 2021 16:17:41.649491072 CEST
Jun 3, 2021 16:17:42.116749048 CEST
Jun 3, 2021 16:17:42.126805067 CEST

Copyright Joe Security LLC 2021

Source Port
61346
53
51774
53
56023
53
58384
53
60261
53
56061
53
58336
53781
53

53
54064
53
52811
53
55299
53
63745
53
50055
53
61374
53
50339
53
63307
53
49694
53
54982
53
50010
53
63718
53
62116
53
63816
53
55014
53
62208
53
57574
53
62208
53
57574
53
62208
53
57574
53
51818
53
62208
53
56628
60778

Dest Port
53
61346
53
51774
53
56023
53
58384
53
60261
53
56061
53

53
58336
53781
53
54064
53
52811
53
55299
53
63745
53
50055
53
61374
53
50339
53
63307
53
49694
53
54982
53
50010
53
63718
53
62116
53
63816
53
55014
53
62208
53
57574
53
62208
53
57574
53
62208
53
57574
53
51818
53
62208
53

53

Source IP
192.168.2.6
8.8.8.8
192.168.2.6
8.8.8.8
192.168.2.6
8.8.8.8
192.168.2.6
8.8.8.8
192.168.2.6
8.8.8.8
192.168.2.6
8.8.8.8
192.168.2.6
192.168.2.6
8.8.8.8
8.8.8.8
192.168.2.6
8.8.8.8
192.168.2.6
8.8.8.8
192.168.2.6
8.8.8.8
192.168.2.6
8.8.8.8
192.168.2.6
8.8.8.8
192.168.2.6
8.8.8.8
192.168.2.6
8.8.8.8
192.168.2.6
8.8.8.8
192.168.2.6
8.8.8.8
192.168.2.6
8.8.8.8
192.168.2.6
8.8.8.8
192.168.2.6
8.8.8.8
192.168.2.6
8.8.8.8
192.168.2.6
8.8.8.8
192.168.2.6
8.8.8.8
192.168.2.6
8.8.8.8
192.168.2.6
8.8.8.8
192.168.2.6
8.8.8.8
192.168.2.6
8.8.8.8
192.168.2.6
8.8.8.8
192.168.2.6
8.8.8.8
192.168.2.6
8.8.8.8
192.168.2.6
8.8.8.8
192.168.2.6
192.168.2.6

Dest IP
8.8.8.8
192.168.2.6
8.8.8.8
192.168.2.6
8.8.8.8
192.168.2.6
8.8.8.8
192.168.2.6
8.8.8.8
192.168.2.6
8.8.8.8
192.168.2.6
8.8.8.8
8.8.8.8
192.168.2.6
192.168.2.6
8.8.8.8
192.168.2.6
8.8.8.8
192.168.2.6
8.8.8.8
192.168.2.6
8.8.8.8
192.168.2.6
8.8.8.8
192.168.2.6
8.8.8.8
192.168.2.6
8.8.8.8
192.168.2.6
8.8.8.8
192.168.2.6
8.8.8.8
192.168.2.6
8.8.8.8
192.168.2.6
8.8.8.8
192.168.2.6
8.8.8.8
192.168.2.6
8.8.8.8
192.168.2.6
8.8.8.8
192.168.2.6
8.8.8.8
192.168.2.6
8.8.8.8
192.168.2.6
8.8.8.8
192.168.2.6
8.8.8.8
192.168.2.6
8.8.8.8
192.168.2.6
8.8.8.8
192.168.2.6
8.8.8.8
192.168.2.6
8.8.8.8
192.168.2.6
8.8.8.8
192.168.2.6
8.8.8.8
8.8.8.8
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Timestamp

Jun 3, 2021 16:17:42.130208969 CEST
Jun 3, 2021 16:17:42.165467024 CEST
Jun 3, 2021 16:17:42.171324015 CEST
Jun 3, 2021 16:17:42.175384045 CEST
Jun 3, 2021 16:17:42.249507904 CEST
Jun 3, 2021 16:17:42.253943920 CEST
Jun 3, 2021 16:17:42.268951893 CEST
Jun 3, 2021 16:17:42.291882992 CEST
Jun 3, 2021 16:17:42.298305035 CEST
Jun 3, 2021 16:17:42.303903103 CEST
Jun 3, 2021 16:17:42.317205906 CEST
Jun 3, 2021 16:17:42.345679045 CEST
Jun 3, 2021 16:17:42.801443100 CEST
Jun 3, 2021 16:17:42.804101944 CEST
Jun 3, 2021 16:17:42.863900900 CEST
Jun 3, 2021 16:17:42.868837118 CEST
Jun 3, 2021 16:17:45.408024073 CEST
Jun 3, 2021 16:17:45.460575104 CEST
Jun 3, 2021 16:17:45.611197948 CEST
Jun 3, 2021 16:17:45.655237913 CEST
Jun 3, 2021 16:17:45.978455067 CEST
Jun 3, 2021 16:17:46.042891026 CEST
Jun 3, 2021 16:17:46.175215960 CEST
Jun 3, 2021 16:17:46.218826056 CEST
Jun 3, 2021 16:17:46.351268053 CEST
Jun 3, 2021 16:17:46.399959087 CEST
Jun 3, 2021 16:17:46.909616947 CEST
Jun 3, 2021 16:17:46.957263947 CEST
Jun 3, 2021 16:17:46.975368023 CEST
Jun 3, 2021 16:17:47.008277893 CEST
Jun 3, 2021 16:17:47.270174026 CEST
Jun 3, 2021 16:17:47.319098949 CEST
Jun 3, 2021 16:17:47.320575953 CEST
Jun 3, 2021 16:17:47.383482933 CEST
Jun 3, 2021 16:17:48.152573109 CEST
Jun 3, 2021 16:17:48.201194048 CEST
Jun 3, 2021 16:17:48.723992109 CEST
Jun 3, 2021 16:17:48.776736021 CEST
Jun 3, 2021 16:17:55.236676931 CEST
Jun 3, 2021 16:17:55.285692930 CEST
Jun 3, 2021 16:18:11.898530006 CEST
Jun 3, 2021 16:18:12.017153978 CEST
Jun 3, 2021 16:18:12.642488956 CEST
Jun 3, 2021 16:18:12.692769051 CEST
Jun 3, 2021 16:18:13.060400963 CEST
Jun 3, 2021 16:18:13.127068996 CEST
Jun 3, 2021 16:18:13.563688040 CEST
Jun 3, 2021 16:18:13.706765890 CEST
Jun 3, 2021 16:18:15.031153917 CEST
Jun 3, 2021 16:18:15.080044985 CEST
Jun 3, 2021 16:18:17.002460003 CEST
Jun 3, 2021 16:18:17.052701950 CEST
Jun 3, 2021 16:18:17.851561069 CEST
Jun 3, 2021 16:18:17.900908947 CEST
Jun 3, 2021 16:18:18.117458105 CEST
Jun 3, 2021 16:18:18.167408943 CEST
Jun 3, 2021 16:18:18.568968058 CEST
Jun 3, 2021 16:18:18.617532015 CEST
Jun 3, 2021 16:18:19.774902105 CEST
Jun 3, 2021 16:18:19.824765921 CEST
Jun 3, 2021 16:18:22.248498917 CEST
Jun 3, 2021 16:18:22.297702074 CEST
Jun 3, 2021 16:18:24.341567993 CEST
Jun 3, 2021 16:18:24.479172945 CEST

Copyright Joe Security LLC 2021

Source Port
57574
53

53

53
53799
54683
59329
64021
53

53

53

53
56129
58177
53

53
50700
53
62208
53
54069
53
57574
53
61178
53
57017
56327
53

53
50243
62055
53

53
61249
53
65252
53
64367
53
55066
53
60211
53
56570
53
58454
53
55180
53
58721
53
57691
53
52943
53
59489
53
64022
53
60023
53
57193
53

Dest Port
53
56628
57574
60778
53

53

53

53
53799
54683
59329
64021
53

53
56129
58177
53
50700
53
62208
53
54069
53
57574
53
61178
53

53
57017
56327
53

53
50243
62055
53
61249
53
65252
53
64367
53
55066
53
60211
53
56570
53
58454
53
55180
53
58721
53
57691
53
52943
53
59489
53
64022
53
60023
53
57193

Source IP
192.168.2.6
8.8.8.8
8.8.8.8
8.8.8.8
192.168.2.6
192.168.2.6
192.168.2.6
192.168.2.6
8.8.8.8
8.8.8.8
8.8.8.8
8.8.8.8
192.168.2.6
192.168.2.6
8.8.8.8
8.8.8.8
192.168.2.6
8.8.8.8
192.168.2.6
8.8.8.8
192.168.2.6
8.8.8.8
192.168.2.6
8.8.8.8
192.168.2.6
8.8.8.8
192.168.2.6
192.168.2.6
8.8.8.8
8.8.8.8
192.168.2.6
192.168.2.6
8.8.8.8
8.8.8.8
192.168.2.6
8.8.8.8
192.168.2.6
8.8.8.8
192.168.2.6
8.8.8.8
192.168.2.6
8.8.8.8
192.168.2.6
8.8.8.8
192.168.2.6
8.8.8.8
192.168.2.6
8.8.8.8
192.168.2.6
8.8.8.8
192.168.2.6
8.8.8.8
192.168.2.6
8.8.8.8
192.168.2.6
8.8.8.8
192.168.2.6
8.8.8.8
192.168.2.6
8.8.8.8
192.168.2.6
8.8.8.8
192.168.2.6
8.8.8.8

Dest IP
8.8.8.8
192.168.2.6
192.168.2.6
192.168.2.6
8.8.8.8
8.8.8.8
8.8.8.8
8.8.8.8
192.168.2.6
192.168.2.6
192.168.2.6
192.168.2.6
8.8.8.8
8.8.8.8
192.168.2.6
192.168.2.6
8.8.8.8
192.168.2.6
8.8.8.8
192.168.2.6
8.8.8.8
192.168.2.6
8.8.8.8
192.168.2.6
8.8.8.8
192.168.2.6
8.8.8.8
8.8.8.8
192.168.2.6
192.168.2.6
8.8.8.8
8.8.8.8
192.168.2.6
192.168.2.6
8.8.8.8
192.168.2.6
8.8.8.8
192.168.2.6
8.8.8.8
192.168.2.6
8.8.8.8
192.168.2.6
8.8.8.8
192.168.2.6
8.8.8.8
192.168.2.6
8.8.8.8
192.168.2.6
8.8.8.8
192.168.2.6
8.8.8.8
192.168.2.6
8.8.8.8
192.168.2.6
8.8.8.8
192.168.2.6
8.8.8.8
192.168.2.6
8.8.8.8
192.168.2.6
8.8.8.8
192.168.2.6
8.8.8.8
192.168.2.6
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Timestamp

Jun 3, 2021 16:18:25.045608997 CEST
Jun 3, 2021 16:18:25.233331919 CEST
Jun 3, 2021 16:18:39.550360918 CEST
Jun 3, 2021 16:18:39.600895882 CEST
Jun 3, 2021 16:18:50.167295933 CEST
Jun 3, 2021 16:18:50.218147039 CEST

DNS Queries

Timestamp

Jun 3, 2021 16:17:08.219753027 CEST
Jun 3, 2021 16:17:26.287250996 CEST
Jun 3, 2021 16:17:40.550472975 CEST
Jun 3, 2021 16:17:42.126805067 CEST
Jun 3, 2021 16:17:42.249507904 CEST
Jun 3, 2021 16:17:42.253943920 CEST
Jun 3, 2021 16:17:42.268951893 CEST
Jun 3, 2021 16:17:42.291882992 CEST
Jun 3, 2021 16:17:42.801443100 CEST
Jun 3, 2021 16:17:46.351268053 CEST

Jun 3, 2021 16:17:46.909616947 CEST

Jun 3, 2021 16:17:46.957263947 CEST
Jun 3, 2021 16:17:47.270174026 CEST
Jun 3, 2021 16:17:47.319098949 CEST
Jun 3, 2021 16:17:48.152573109 CEST
Jun 3, 2021 16:17:48.723992109 CEST

Jun 3, 2021 16:18:22.248498917 CEST

DNS Answers

Timestamp Source IP Dest IP

Jun 3, 2021 8.8.8.8 192.168.2.6

16:17:08.272259951
CEST

Jun 3, 2021 8.8.8.8 192.168.2.6

16:17:08.272259951
CEST

Jun 3, 2021 8.8.8.8 192.168.2.6

16:17:08.272259951
CEST

Jun 3, 2021 8.8.8.8 192.168.2.6

16:17:26.342637062
CEST

Jun 3, 2021 8.8.8.8 192.168.2.6

16:17:26.342637062
CEST

Jun 3, 2021 8.8.8.8 192.168.2.6

16:17:26.342637062
CEST

Jun 3, 2021 8.8.8.8 192.168.2.6

16:17:40.605654955
CEST

Jun 3, 2021 8.8.8.8 192.168.2.6

16:17:40.605654955
CEST

Copyright Joe Security LLC 2021

Source IP

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

Trans ID

Oxalae

Oxalae

Oxalae

0xc6d5

0xc6d5

0xc6d5

0x6ecO

0x6ecO

Source Port
50248

53

64413

53

60429

53

Dest IP
8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Dest Port
53

50248

53

64413

53

60429

Trans ID

Oxalae

0xc6d5

0x6ecO

0x676a

0x20b3

0xf51b

0x5ff

Oxd2fc

Oxdf42

Oxc41d

0x799f

Oxdf2d

0x3094

Oxddla

0x8al7

0x5ef4

0x18ed

Name

webaccess.
gaports.com

webaccess.
gaports.com

webaccess.
gaports.com

webaccess.
gaports.com

webaccess.
gaports.com

webaccess.
gaports.com

Source IP
192.168.2.6
8.8.8.8
192.168.2.6
8.8.8.8
192.168.2.6
8.8.8.8

OP Code
Standard query
(0)

Standard query
(0)

Standard query
(0)

Standard query
(0)

Standard query
(0)

Standard query
(0)

Standard query
(0)

Standard query
(0)

Standard query
(0)

Standard query
(0)

Standard query
(0)

Standard query
(0)
Standard query
(0)
Standard query
(0)
Standard query
(0)
Standard query
(0)
Standard query
(0)

CName

Name

webaccess.
gaports.com

webaccess.
gaports.com

www.navis.com

cdnjs.clou
dflare.com

marvel-b2-
cdn.bcOa.com

assets.ado
bedtm.com

fast.wistia.com

dl.episerver.net

cdn.bOe8.com

a.b0e8.com

dc.service
s.visualst
udio.com

stats.g.do
ubleclick.net

embed-fast
ly.wistia.com

www.google
.co.uk

distillery.wistia.co
m

pipedream.
wistia.com

fg8vvsvnie
iv3ej16jby.litix.io

Address

104.26.6.110

104.26.7.110

172.67.73.251

104.26.7.110

172.67.73.251

104.26.6.110

www.navis.com  www.navis.com.dxcloud.e

WWW.navis.
com.dxclou
d.episerver.net

piserver.net

www.navis.com.cdn.cloud

flare.net

Dest IP
8.8.8.8
192.168.2.6
8.8.8.8
192.168.2.6
8.8.8.8
192.168.2.6

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp Source IP

Jun 3, 2021 8.8.8.8
16:17:42.175384045
CEST

Jun 3, 2021 8.8.8.8
16:17:42.175384045
CEST

Jun 3, 2021 8.8.8.8
16:17:42.298305035
CEST

Jun 3, 2021 8.8.8.8
16:17:42.298305035
CEST

Jun 3, 2021 8.8.8.8
16:17:42.303903103
CEST

Jun 3, 2021 8.8.8.8
16:17:42.317205906
CEST

Jun 3, 2021 8.8.8.8
16:17:42.345679045
CEST

Jun 3, 2021 8.8.8.8
16:17:42.863900900
CEST

Jun 3, 2021 8.8.8.8
16:17:45.460575104
CEST

Jun 3, 2021 8.8.8.8
16:17:46.399959087
CEST

Jun 3, 2021 8.8.8.8
16:17:46.975368023
CEST

Jun 3, 2021 8.8.8.8
16:17:46.975368023
CEST

Jun 3, 2021 8.8.8.8
16:17:46.975368023
CEST

Jun 3, 2021 8.8.8.8
16:17:46.975368023
CEST

Jun 3, 2021 8.8.8.8
16:17:47.008277893
CEST

Jun 3, 2021 8.8.8.8
16:17:47.008277893
CEST

Jun 3, 2021 8.8.8.8
16:17:47.008277893
CEST

Jun 3, 2021 8.8.8.8
16:17:47.008277893
CEST

Jun 3, 2021 8.8.8.8
16:17:47.008277893
CEST

Jun 3, 2021 8.8.8.8
16:17:47.320575953
CEST

Jun 3, 2021 8.8.8.8
16:17:47.383482933
CEST

Jun 3, 2021 8.8.8.8
16:17:48.201194048
CEST

Jun 3, 2021 8.8.8.8
16:17:48.201194048
CEST

Jun 3, 2021 8.8.8.8
16:17:48.201194048
CEST

Copyright Joe Security LLC 2021

Dest IP
192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

Trans ID

0x676a

0x676a

0x20b3

0x20b3

0xf51b

0x5ff

Oxd2fc

Oxdf42

0x7604

Oxc41d

0x799f

0x799f

0x799f

0x799f

Oxdf2d

Oxdf2d

Oxdf2d

Oxdf2d

Oxdf2d

0x3094

Oxddla

0x8al7

0x8al7

0x8al7

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name

cdnjs.clou
dflare.com

cdnjs.clou
dflare.com

marvel-b2-
cdn.bcOa.com

cdn.bcOa.com

assets.ado
bedtm.com

fast.wistia.com

dl.episerver.net

cdn.bOe8.com

snilgl.wpc
.gammacdn.net

a.b0e8.com

dc.service
s.visualst
udio.com

dc.applica
tioninsigh
ts.azure.com
global.in.
ai.monitor
.azure.com

global.in.
ai.private
link.monit
or.azure.com

stats.g.do
ubleclick.net

stats.l.do
ubleclick.net

stats.l.do
ubleclick.net

stats.l.do
ubleclick.net

stats.l.do
ubleclick.net

embed-fast
ly.wistia.com

www.google
.co.uk

distillery
.wistia.com

prod-east-stats-
tap-alb-627711
272.us-east-
1l.elb.am
azonaws.com

prod-east-stats-
tap-alb-627711
272.us-east-
1l.elb.am
azonaws.com

CName

cdn.bcOa.com

cn-
assets.adobedtm.com.ed
gekey.net

dualstack.f4.shared.globa
|.fastly.net

dl.episerver.net.cdn.cloud
flare.net

dc.applicationinsights.mic
rosoft.com

global.in.ai.monitor.azure.
com

global.in.ai.privatelink.mo
nitor.azure.com

dc.trafficmanager.net

stats.l.doubleclick.net

d.sni.global.fastly.net

prod-east-stats-tap-alb-
627711272.us-east-
1.elb.amazonaws.com

Address
104.16.19.94

104.16.18.94

35.201.125.192

35.190.5.192

152.199.21.175

34.95.105.148

142.251.5.154

142.251.5.155

142.251.5.157

142.251.5.156

172.217.19.99

54.86.117.43

52.87.45.133

Type
A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp Source IP Dest IP

Trans ID

Jun 3, 2021 8.8.8.8 192.168.2.6 Ox5ef4

16:17:48.776736021
CEST

Jun 3, 2021 8.8.8.8 192.168.2.6 Ox5ef4d

16:17:48.776736021
CEST

Jun 3, 2021 8.8.8.8 192.168.2.6 Ox5ef4

16:17:48.776736021
CEST

Jun 3, 2021 8.8.8.8 192.168.2.6 Ox18ed

16:18:22.297702074
CEST

Jun 3, 2021 8.8.8.8 192.168.2.6 Ox18ed

16:18:22.297702074
CEST

Jun 3, 2021 8.8.8.8 192.168.2.6 Ox18ed

16:18:22.297702074
CEST

Jun 3, 2021 8.8.8.8 192.168.2.6 Ox18ed

16:18:22.297702074
CEST

Jun 3, 2021 8.8.8.8 192.168.2.6 Ox18ed

16:18:22.297702074
CEST

Jun 3, 2021 8.8.8.8 192.168.2.6 Ox18ed

16:18:22.297702074
CEST

Jun 3, 2021 8.8.8.8 192.168.2.6 Ox18ed

16:18:22.297702074
CEST

HTTP Request Dependency Graph

e webaccess.gaports.com

HTTP Packets

Session ID Source IP
0 192.168.2.6

kBytes
Timestamp transferred
Jun 3, 2021 1054

16:17:08.326891899 CEST

Copyright Joe Security LLC 2021

Source Port

49713

Direction

ouT

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name

pipedream.
wistia.com

prod-east-
pipedream-alb-
988701200.us-
east-1.elb.am
azonaws.com

prod-east-
pipedream-alb-
988701200.us-
east-1.elb.am
azonaws.com

fg8vvsvnie
iv3ej16jby.litix.io

a4d6c1c836
8a911ea988
60aeb4e6dc37-
182063218.us-
east-1.elb.ama
zonaws.com

a4d6c1c836
8a911ea988
60aeb4e6dc37-
182063218.us-
east-1.elb.ama
zonaws.com

a4d6c1c836
8a911ea988
60aeb4e6dc37-
182063218.us-
east-1.elb.ama
zonaws.com

a4d6c1c836
8a911ea988
60aeb4e6dc37-
182063218.us-
east-1.elb.ama
zonaws.com

a4d6c1c836
8a911ea988
60aeb4e6dc37-
182063218.us-
east-1.elb.ama
zonaws.com

a4d6c1c836
8a911ea988
60aeb4e6dc37-
182063218.us-
east-1.elb.ama
zonaws.com

CName

prod-east-pipedream-alb-
988701200.us-east-
1.elb.amazonaws.com

a4d6c1c8368a911ea9886
Oaeb4e6dc37-
182063218.us-east-
1.elb.amazonaws.com

Destination IP Destination Port Process

104.26.6.110 80

Data

Address

52.6.75.166

34.237.200.61

52.0.129.236

34.236.95.28

50.16.76.135

34.230.166.132

18.208.14.26

100.25.172.5

Type
CNAME
(Canonical
name)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

C:\Program Files (x86)\Internet Explorer\iexplore.exe

GET /express/secure/today.jsp?Facility=GCT HTTP/1.1
Accept: text/html, application/xhtml+xml, image/jxr, */*

Accept-Language: en-US
User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko
Accept-Encoding: gzip, deflate
Host: webaccess.gaports.com

Connection: Keep-Alive

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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kBytes
Timestamp transferred

Jun 3, 2021 1055
16:17:08.679749012 CEST

Jun 3, 2021 1073
16:17:09.206156969 CEST

Jun 3, 2021 1092
16:17:09.525973082 CEST

Copyright Joe Security LLC 2021

Direction

IN

ouT

Data

HTTP/1.1 200 OK

Date: Thu, 03 Jun 2021 14:17:08 GMT

Content-Type: text/html;charset=UTF-8

Transfer-Encoding: chunked

Connection: keep-alive

Cache-Control: private

Expires: Wed, 31 Dec 1969 19:00:00 EST

Set-Cookie: JSESSIONID=AA9DOCAAC5FFF61AF33033B2BAE8BAC30.tomcat3; Path=/express; HttpOnly
CF-Cache-Status: DYNAMIC

cf-request-id: 0a73d54007000017626c188000000001

Report-To: {"endpoints":[{"url":"https:VVa.nel.cloudflare.com\/report\/v2?s=fuAWZBPQUXIbF6MvSckqus2tuBlubLj1
dbOjL86bMQ8YgXHgnJ0g6jykGoF%2Bu2yezq3qT6Q5PDAWDZ%2BdXy5ZLgErIHfAoX5kslJp0y TBNGy%2FrvDwjXzE
6MNnCHVO09RMIwac%3D"}],"group”:"cf-nel","max_age":604800}

NEL: {"report_to":"cf-nel","max_age":604800}

Server: cloudflare

CF-RAY: 65998b133e351762-FRA

Content-Encoding: gzip

Data Raw: 32 65 61 0d Oa 1f 8b 08 00 00 00 00 00 00 03 c4 55 4d 6f e2 30 10 3d 27 bf 62 9a Ob 41 7c b5 d7 86 20 6d 51
2b 75 85 76 0f a0 bd 54 3d 98 64 42 9c 1a 1b c5 26 29 da f2 df 57 8e 1d be 4a 40 ea ae b4 1c 42 3c f3 66 9e 67 de 8c e2
ba f6 37 94 51 4e 57 0a 18 el 8b 35 59 60 €8 7d 27 05 99 56 46 6f 34 bc €9 f5 dc 8¢ 14 ¢4 a0 ee 4b ca 63 51 f6 53 2a 95
c8 37 fd 44 e4 25 c9 63 ff ae 1d b8 83 41 af 37 1a Oe Oc 70 54 67 4f d5 92 8d dc 61 8a 24 1e b9 8e eb 5¢c 23 74 9d 82 e4
40 e5 e3 fb 8a f0 18 63 08 21 21 4c 62 €0 ba 4e b2 e6 91 a2 82 43 4a 63 9c 90 0d e6 d2 6f c3 6f d7 71 b4 el 39 f6 3d a6
8d d3 b1 d7 Oe 4e 8d e3 b3 c6 a9 31 0e 06 c7 e6 99 36 bb ce d6 dd 31 46 29 el Ob 9c 91 b9 5f a6 34 4a db 9a 54 46 33
32871062 11 ad 97 c8 55 7f 81 ea 91 al 7e 7d d8 3c c7 7e 4b 46 8a cc 5b 15 43 74 0d 1b 1d 60 e5 35 ac dc 61 05 87 10
5a 8a cc bf 45 8a 16 d8 d2 a6 24 b1 36 50 64 3e al fc ad a5 91 12 d5 8c cc 9f 6¢ 41 b6 Oc ad 1a 70 51 82 44 05 2a 45 1d
01112352 a2 d4 31255551 7a 50 b2 €3 44 44 22 b4 ¢6 d3 d6 7d 75 b4 5d €8 57 31 3f ¢8 12 21 04 91 24 81 75 46 17
9d f2 93 93 d7 be 79 8e e4 2d 38 64 1c 7f 99 91 5f 20 dc 07 1e 30 c6 98 90 35 53 17 f8 f8 57 Ob 3¢ ¢3 b7 75 b7 87 b3 7d
a2 53 c2 f7 13 5e 8f bc 19 59 58 92 37 04 b2 5a e5 62 95 53 a2 10 aa el 85 82 4a 3a 67 a8 e5 4b 45 b9 1b 6a 0f 3a 90 70
3b d7 07 7c 4b 51 e0 4c 4c 1e fc 24 17 cb 09 95 aa ab 84 fe 33 b4 d5 32 42 08 b7 10 d8 53 b6 3b 25 22 f7 69 78 db cd 42
13d117 2b 9d 51 f6 19 f2 85 4a 03 a0 30 84 3a eb 67 67 a7 63 28 1c 9a 80 7f 0a 7b al af 7d 89 Oc 23 85 b1 85 55 38 38
07 2c 08 5b 23 dc 84 e0 79 50 83 ab bb 1a Oc 84 c0 b1 84 9f 2b d3 d0 33 09 14 be ab 6e 63 e6 b6 49 88 05 61 be 77 5c e
a4b f6 1a 9a 57 cfa2 ce 64 09 f9 9a 31 e3 d5 cd cb 3a 77 e6 a0 fb 4a al 07 77 66 24 b6 ae

Data Ascii: 2eaUMo0="bA| mQ+uvT=dB&)WJI@B<fg7QNW5Y }'VF04KcQS*7D%cA7pTgOa$\#t@c!!LbNCJIcooq9
=N161F)_4JTF32bU~}<~KF[Ct 5aZE$6Pd>IApQD*E#R1%UQzPDD"Ju]W1?!$uFy-8d_ 05SW<u}S Y X7ZbSJ:gKE]j
:p;|KQLL$32BS;%"ixB+QJ0:ggc({}#U88, [#yP+3nclam\KWd1:wIwf$

GET /express/includes/ImageSwap.js HTTP/1.1

Accept: application/javascript, */*;q=0.8

Referer: http://webaccess.gaports.com/express/secure/today.jsp?Facility=GCT
Accept-Language: en-US

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko
Accept-Encoding: gzip, deflate

Host: webaccess.gaports.com

Connection: Keep-Alive

Cookie: JSSESSIONID=AA9DOCAAC5FFF61AF33033B2BAESAC30.tomcat3

HTTP/1.1 200 OK

Date: Thu, 03 Jun 2021 14:17:09 GMT

Content-Type: text/javascript

Transfer-Encoding: chunked

Connection: keep-alive

ETag: W/"2128-1619547718000"

Last-Modified: Tue, 27 Apr 2021 18:21:58 GMT

Cache-Control: max-age=14400

CF-Cache-Status: REVALIDATED

cf-request-id: 0a73d543770000176276b00000000001

Report-To: {"endpoints":[{"url":"https:VVa.nel.cloudflare.com\/report\Vw2?s=ZdZpjQQ69DwCgkM{TZ2%2BsGMC1PXnr7
268%2Fzw%2BgnTpZdImWVJOVmM2%2F02zbRA0Vf28WdZD%2F8b%2FgWUICucuG34fK%2FRCI9kmCRgYezq
OmztXtZ86t%2BD6h1B5gNybb0g4Z1GY 1wlQ%3D"}],"group":"cf-nel","max_age":604800}

NEL: {"report_to":"cf-nel","max_age":604800}

Vary: Accept-Encoding

Server: cloudflare

CF-RAY: 65998b18b9391762-FRA

Content-Encoding: gzip

Data Raw: 32 66 31 0d Oa 1f 8b 08 00 00 00 00 00 00 03 c5 54 cb 6e d4 30 14 dd e7 2b 4e 67 d1 3a 4c 95 29 88 15 21 a0
4220 34 0b 0a a2 48 2c 46 b3 70 63 27 73 ab c4 8e 1c 87 4e 55 cd bf 23 db f1 3¢ 4a 5b 84 a8 84 17 96 1f d7 e7 9e 73 1f
9e bd 78 62 60 fe f9 fc d3 47 5c fe 38 ff 3a bf f8 84 a7 4c 5f cc 92 99 7f f2 7d 25 51 e9 a6 d1 37 a4 6a f4 a5 al ce 82 7a Oc
bd 14 b0 1a 9d 91 8d e6 02 d4 f2 5a f6 20 65 35 ec 4a e2 ¢3 97 cf 00 b0 Of c5 95 40 7f ¢3 3b 07 64 57 b2 ¢5 0d d9 55 7¢
68 a4 12 d2 48 01 6e 41 8a 2c f1 06 1e d8 52 2b b3 fb 50 ff 38 9e 10 78 ab 2c 5f a3 5fe9 al 11 b8 92 41 27 a9 9e 84 04
57 b7 d0 57 d7 b2 b4 b0 2b 6e 7f 83 1a 5f 59 43 75 2d 0d b8 0a e2 bc 8 37 7f ¢7 ea 19 05 ba al 55 ab 87 5e ea 9f d2 14
13 47 67 de d6 ec 64 41 6d 7d c1 5b b9 3c 39 3d 59 54 d4 c8 8e db d5 cc 2d c2 69 9a 4f 1e 87 1a 6¢ 31 al b6 fe 26 7b ab
8d 64 de f6 bf 08 7c 8e 31 4b 92 9f dc 40 a0 80 d0 e5 d0 4a 65 f3 24 a9 06 55 5a d2 2a 16 39 4b 91 dc 25 00 55 4c 64 al
6e 53 dc 21 71 84 a8 62 47 ee b0 3e 37 86 df a6 b8 4b 02 d1 dd 19 0a 28 79 03 bf 66 69 ee ef 37 7e 76 ae af 9d eb ad 6d
d6 48 55 db 55 be bd e6 28 c0 4d ed 99 f5 el b8 d2 86 11 0a 9c e5 20 bc 05 8f 6f 40 d3 e9 43 fe 17 d7 cb 91 c2 dc 51 8f
14 Oe 4d a6 d3 65 d6 9b d2 79 5b d0 72 47 72 93 6¢ f6 €2 d1 €8 92 5b c9 4 bc ad 4f al 3f €8 72 Oc 8c 63 da e5 €3 82 e2
62 9d c3 c5 28 01 66 b3 8a 94 88 3d 44 0a 95 el ad ec 43 48 8f 02 90 9b 5d 2c 72 84 63 d6 al 80 f3 94 91 12 72 fd a5 62
9379334 c53b9c el f8 18 1d 37 52 d9 2c 00 8d 21 88 ea 47 a8 03 93 85 87 ea 87 ab de 1a 52 35 eb a6 2f d3 65 16 bc
clfb 89 ee 76 36 67 a7 9d Of d6 e6 31 15 da b4 bd ff de 1a 7e 2b 4d cf 2e 2e 5f a7 a3 28 b6 2e 84 7 b9 4c 1d 5d 91 f1 a6
89 fc d6 3e e7 bc 69 82 41 74 51 69 83 98 d9 a3 b5 7b e5 f2 2b 32 ef e6 al 2c 07 1c 7f bd a0 e5 9f cO 44 16 58 ee 80 c3 fe
3le4fd

Data Ascii: 2f1Tn0+Ng:L)!J 4H,Fpc'sNU#<J[sxb G\8:L_}%Q7jzZ e5J@;dWU|hHnA R+P8x,  A'WW+n_YCu-7U*GgdAm}
[<9=YT-iOl1&{d|1K@Je$UZ*9K%ULdNnS!ghG>7K(yfi7~vmHUU(M o@CQMey[rGrl[O?rch(f=DCH],rcrb4;7R,!GR5/ev6gl~
+M.._(.L]>IAtQi{+2,DX1
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kBytes
Timestamp transferred Direction

Jun 3, 2021 1102 ouT
16:17:09.549709082 CEST

Jun 3, 2021 1162 IN
16:17:09.882013083 CEST

Jun 3, 2021 1164 ouT
16:17:10.121349096 CEST

Jun 3, 2021 1176 IN
16:17:10.452696085 CEST

Copyright Joe Security LLC 2021

Data

GET /express/css/modules/actionbar.css HTTP/1.1

Accept: text/css, */*

Referer: http://webaccess.gaports.com/express/secure/today.jsp?Facility=GCT
Accept-Language: en-US

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko
Accept-Encoding: gzip, deflate

Host: webaccess.gaports.com

Connection: Keep-Alive

Cookie: JSSESSIONID=AA9DOCAAC5FFF61AF33033B2BAESAC30.tomcat3

HTTP/1.1 200 OK

Date: Thu, 03 Jun 2021 14:17:09 GMT

Content-Type: text/css

Transfer-Encoding: chunked

Connection: keep-alive

ETag: W/"2708-1619547718000"

Last-Modified: Tue, 27 Apr 2021 18:21:58 GMT

Cache-Control: max-age=14400

CF-Cache-Status: REVALIDATED

cf-request-id: 0a73d544d2000017625b9a7000000001

Report-To: {"endpoints":[{"url":"https:VVa.nel.cloudflare.com\/report\/\v2?s=ugqB1hO77K9yD03AG5bJwcjCQ2NgtZtsK
UAML%2FRODxbWOXg9beNh8riMFf8x6QkeoY CQfvZxwnmu40P3uYkxVPw2SY2VCH8cAPvDiKDwx3hDLtquloTyZTd5M
MKTcLiL1Uvw%3D"}],"group”:"cf-nel","max_age":604800}

NEL: {"report_to":"cf-nel","max_age":604800}

Vary: Accept-Encoding

Server: cloudflare

CF-RAY: 65998b1laed611762-FRA

Content-Encoding: gzip

Data Raw: 32 61 39 0d Oa 1f 8b 08 00 00 00 00 00 00 03 c5 56 5f 4f db 30 10 7f 6e 3e c5 49 bc 55 6d 0a 74 94 91 3¢ 95 b6
48 93 b6 21 0d f6 01 2e f1 25 b1 48 7d 91 €3 96 32 d4 ef 3e 39 09 25 49 69 19 dO 6d f6 43 92 73 ee 77 ff 7e 3e 7b d0 3d
d0 18 38 03 fb 80 f1 e4 6 cb f5 f7 cb f1 Of 77 72 73 03 6f 1e 75 a8 9f 39 09 08 1e 00 d5 03 64 18 13 dc 4b 93 c0 9c d4 22
40 dd 03 ¢3 9c 16 2f ac 21 d0 84 22 d4 8b 79 00 01 6a b7 0d 75 98 00 5f c3 02 Oc 8d 64 75 89 la fe 30 59 45 84 11 eb 4a
d3 fa9e 03 66 19 al 96 2a 06 a9 c0 24 04 21 2b 43 ca 00 6a 42 77 47 b2 Oe 13 al bb 89 e0 56 38 8f 4e 27 60 2d 48 7 03
36 86 e7 de 49 b6 82 9¢ 53 29 e0 e8 e2 ca 4e df e9 dc 27 d2 50 3f cf 30 24 4f f1 bd c6 cc 77 3a el 42 e7 ac bd 8c a5 32
a4 7d 67 5d 03 9e ca 65 0d d9 70 56 87 8d a2 c8 df ac a5 14 99 9d 8b 5a c6 49 63 35 3c b5 d3 df e3 f3 3 1f 18 de c5 9a
17 4a f4 43 4e 59 7b 47 4 c9 ce 5d el 64 28 84 54 b1 77 9c ad e0 e4 38 5b d9 08 4b bd cf 27 76 fa 4e 27 al c2 9f d3 62
b5 15 2e ¢8 79 dc 83 a6 08 9d 47 c¢7 56 70 dO 5d 92 36 32 c4 b4 8f a9 8¢ 95 37 97 42 a4 e4 77 07 16 e5 99 d5 5f a5 ba b3
69 6b d9 6d fc 73 ab 51 a6 ce a3 e3 ac f7 32 15 12 42 41 7a bc el 2a bc 89 a9 96 90 76 Ob 5a ae 02 47 ¢5 77 89 08 19 2a
4a 7b 4f ac 9d a3 54 c5 b6 75 ff 0a 53 5b 51 7c 88 af 35 32 2a 56 f4 cc 60 41 11 2e 52 53 24 ba 65 b0 c9 e3 6d 8b d3 f3
€9 f9 64 f6 22 db 66 b3 d9 6¢ 3a 7d 8d 6d c3 82 68 11 2b d3 cf 5 2f f2 9a cc 1b 8d 46 fe 6b 85 8e 98 4d bd d0 dd Of 17 ba
44 fc b7 85 6e 45 d1 28 74 ab 7d 8c 2f ec f4 8b 9d 5 3e 2a ac b7 ec ed ed 57 57 76 9c f9 ff 9d 06 6e 6e dO 2c f2 6f 94 e7
1853 91 22 9b 83 1a 46 d5 b8 ac b4 52 1d Oe 87 €5 77 1b db ca 76 e4 26 e4 ec al e8 bc 1b 13 15 58 3d f3 2f e1 19 5a 99
aac3 15faab b4 d5fb caec f9 0d d7 6d cf 3d 2b 9b ea el 9b da 84 95 d1 9c 3e 1d b9 a8 42 02 54 02 02 4a 70 29 b9 a0
3d 67 a4 d1 a2 d6 Of e6 ed bb 8a bd 9a 48 55 3f c¢7 dd 77 5e 7b Oe b4 6d

Data Ascii: 2a9V_00n>IUmt<H!.%H}2>9%limCsw~>{=8wrsou9dK"@/!"yju_du0YEJf*$!+CjBwGV8N"-H6IS)N'P?0$0w:
B2}g]epVZIc5<ICNY{G]d(Tw8[K'VN'b.yGVp]627Bw_ikmsQ2BAz*vZGw*J{OTuS[Q|52*V"A.RS$emd"fl:}mh+/FkMDnE(t}/
>*WWvnn,0S"FRwv&X=/Zm=+>BTJp)=gHU?w"{m

GET /express/css/modules/form.css HTTP/1.1

Accept: text/css, */*

Referer: http://webaccess.gaports.com/express/secure/today.jsp?Facility=GCT
Accept-Language: en-US

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko
Accept-Encoding: gzip, deflate

Host: webaccess.gaports.com

Connection: Keep-Alive

Cookie: JSSESSIONID=AA9DOCAAC5FFF61AF33033B2BAESAC30.tomcat3

HTTP/1.1 200 OK
Date: Thu, 03 Jun 2021 14:17:10 GMT
Content-Type: text/css
Transfer-Encoding: chunked
Connection: keep-alive
ETag: W/"1113-1619547718000"
Last-Modified: Tue, 27 Apr 2021 18:21:58 GMT
Cache-Control: max-age=14400
CF-Cache-Status: REVALIDATED
cf-request-id: 0a73d547100000176243259000000001
Report-To: {"endpoints":[{"url":"https:VVa.nel.cloudflare.com\/report\\v2?s=Pn%2Btrgqd%2BIjfOs78ZA09UZS28pdg
VjGpoAa0%2BzuY7PK1vK2izZespl16ufUipqoVixjZZOBFUkg6Pm7Va3I3YbVoHMyZ5v5c1%2FGqqjpzg3jO3neKrd
JDKkCjQ6JyTw%2FDPIWk%3D"}],"group":"cf-nel","max_age":604800}
NEL: {"report_to":"cf-nel","max_age":604800}
Vary: Accept-Encoding
Server: cloudflare
CF-RAY: 65998ble7ca91762-FRA
Content-Encoding: gzip
Data Raw: 31 63 32 0d Oa 1f 8b 08 00 00 00 00 00 00 03 ad 52 6d 6b db 30 10 fe 05 fe 0f 82 30 d8 c6 ec 38 b0 75 8d 4a 3f
14 c7 86 c0 ca a0 2d 6¢ 5f 65 eb ec 88 ¢9 3a 21 5d 12 a7 23 ff 7d 28 56 d6 6¢ 6b 18 1b d5 7d 10 f7 f6 9c 9e e7 34 7d fb 42
67 9a 4c c3 c5 aa cf 77 b7 59 71 7f cf fe ef 9c 42 15 68 c8 al f6 8¢c 56 c0 84 b5 20 9c 30 0d 30 6¢ 59 8b ae 67 a0 al 07 43
3e fb 2b d4 cb 10 Oc 43 93 ef 49 c0 ee 85 eb 94 el b9 1d ae 92 7d 92 d1 40 4b 63 d7 14 b3 5b 25 69 c5 67 79 fe ea ea e0
d7 a2 f9 d6 39 5¢ 1b 99 36 a8 d1 f1 49 35 0Of 36 66 37 e0 48 35 42 a7 42 ab ce fO 5e 49 a9 61 84 85 81 6e 1c 88 7f 86 dd
27 99 c6 4d 6¢ 93 ca 5b 2d 76 dc a0 81 b1 d1 a2 57 a4 d0 70 51 7b d4 6b 8a 61 42 3b 32 0a 8e 86 96 8 ec €8 55 cb 4f Of
e5 1d b7 0e 3b 259 e2 eb b2 17 1d 3c 38 61 7c 10 25 bb 55 8d 43 8f 2d 65 37 da ae c4 6b 4f 3b 0d d7 f9 3b b4 a2 51 b4
bb be cc df 8c 38 69 8f 8f 69 8c f2 3c bb 3c 43 84 4d ca 45 b0 31 fd 98 2a 23 61 08 cc f3 d8 80 4e 82 4b 9d ea 56 c4 d9 cc
Oe cc a3 56 92 4d 7e af a8 91 08 fb €7 4b 70 03 ae d5 b8 e5 62 4d 18 34 f3 a0 al al a0 1c 43 1b f4 89 02 46 71 0f 8d fb
24 53 61 d3 5f 94 ec e0 b8 ef 33 1b 7c 7a c7 89 6 f1 e7 8¢ 81 7d 92 49 e5 45 ad 41 46 a8 3f 77 5a be 0f f6 34 b9 74 Oe dd
d9 ea a2 c8 7f 12 3c 7e 8a aa la fd 16 0d a5 5b 38 88 56 a3 96 27 6¢ 84 33 ca 74 67 51 ab 8f 8b f2 43 f1 Ob ea 7c 7e 71
71 1c f4 1c fO Of a9 09 ec b3 59 04 00 00 0d Oa
Data Ascii: 1c2Rmk008uJd?-I_e:!]#}(VIk}4}BgLwYqgBhV 00lYgC>+Cl}@Kc[%igy9\6156f7H5BB N an'MI[-vWpQ{kaB;2UO;%
<8a|%UC-e7kO;;Q8ii<<CME1*#aNKVVM~KpbM4CFq$Sa_3|z} EAF?wZ4t<~[8V'[3tgQC|~qqY
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kBytes
Timestamp transferred

Jun 3, 2021 1182
16:17:10.661714077 CEST

Jun 3, 2021 1204
16:17:11.008935928 CEST

Jun 3, 2021 1205
16:17:11.011837006 CEST

Copyright Joe Security LLC 2021

Direction

ouT

ouT

Data

GET /express/javascript/lovHandlers.js HTTP/1.1

Accept: application/javascript, */*;q=0.8

Referer: http://webaccess.gaports.com/express/secure/today.jsp?Facility=GCT
Accept-Language: en-US

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko
Accept-Encoding: gzip, deflate

Host: webaccess.gaports.com

Connection: Keep-Alive

Cookie: JSESSIONID=AA9DOCAACS5FFF61AF33033B2BAEBAC30.tomcat3

HTTP/1.1 200 OK

Date: Thu, 03 Jun 2021 14:17:10 GMT

Content-Type: text/javascript

Transfer-Encoding: chunked

Connection: keep-alive

ETag: W/'1695-1619547718000"

Last-Modified: Tue, 27 Apr 2021 18:21:58 GMT

Cache-Control: max-age=14400

CF-Cache-Status: REVALIDATED

cf-request-id: 0a73d549320000176298ac9000000001

Report-To: {"endpoints":[{"url":"https:VVa.nel.cloudflare.com\/report\Vw2?s=eUX64R227iuhs7azNHe0ofDwPzoPP9SI
7bgRCC%2F9DYgQRAQfWfEpmkjjaNLZKnZIkoTEdWICnOw44nurt6c62zRauY JHGsYEANvoHIp7Er%2FtCOyApiFPhp
6xzq5W65e0Ak4%3D"}],"group":"cf-nel","max_age":604800}

NEL: {"report_to":"cf-nel","max_age":604800}

Vary: Accept-Encoding

Server: cloudflare

CF-RAY: 65998b21ebf11762-FRA

Content-Encoding: gzip

Data Raw: 33 34 30 0d Oa 1f 8b 08 00 00 00 00 00 00 03 95 54 61 6f db 36 10 fd 2c fe 8a 43 17 cO b6 52 c8 4e 3b Oc 9b bd
0049 1c 03 0b €0 da 41 e2 f5 cb 30 Oc b4 78 b2 2f a3 48 ed 78 72 a6 16 f9 ef 03 25 3b 31 d0 76 6d 3f 49 3c f2 3d be 7b {7
c0 61 aa 52 b8 e8 ff 30 b0 7e f7 9b 76 c6 22 87 ec 21 c0 c9 1d ee 28 90 77 63 38 cb ce e0 04 4e ae b5 e0 18 de 8c 46 6f
87 a3 5f 86 6f de c2 d9 4f e3 b3 9f ¢7 3f 8e e0 44 45 92 a9 af 1a a6 cd 56 60 al 77 14 60 ea b9 f2 ac 85 bc 6b 51 2a 85 4b
6b el 2e 1e 09 70 87 01 79 87 66 Of 75 05 19 74 42 da c2 8d 2b 3c 97 1d ce 17 9f 92 a9 14 7e 77 ba 96 ad 67 fa 80 06 ea
8040 01 82 30 e5 62 1b a8 d8 6f 69 4d b2 e7 5e 6d 29 c0 a3 e7 bf 21 7 4e 34 b9 00 3b 6d 6b bd b6 18 2b 2f f7 56 ec 2b
26 14 cd 0d 08 6b 83 10 30 67 14 95 02 7d 45 12 68 67 a2 86 8a bd 60 2e 68 60 dd 40 a8 30 a7 82 72 95 82 de 30 62 89
4e 42 7b b2 40 83 ac 2d e4 07 c¢7 b2 23 95 9e 41 bb 06 2a cd 02 b2 45 46 5f a8 14 4a dd 80 f3 02 6b 04 43 21 b7 3e a0 79
1d 65 ba 50 92 48 5c e4 be a2 f8 f5 Oc 8¢ 15 7b 53 e7 68 80 a2 b8 46 a5 10 3b 88 7b 25 1a aa 4b 78 24 d9 fa 5a a0 62 f2
Oc 8f 1c 49 1c 1c 6¢ ed ba 2a d8 97 5d b3 ed 8c 9e db cd 54 3a 54 6a 18 dd 3d 4a cd 8b bf 45 ed f2 78 2e 80 78 20 47 d1
5e fa 80 8f 60 1a a7 4b ca 61 be 7c 1f b2 76 3a 17 3b e4 98 b2 ef cd 1b 5¢c 74 52 c¢7 30 b5 ba 81 05 3e 4a 4c c6 5e 56 b2
5a c2f5 72 ac d2 24 59 78 87 47 7a 6f de dd ce 67 ef 66 8b d5 e5 ea 66 b9 80 c5 72 35 bb 1f ab 14 6e 35 eb 12 05 39 1c
a3 e2 ef ea b8 05 dO 2e 8a 7f 0d e4 72 5b 1b 04 0d af Oc 56 €8 62 88 5e 01 fe 5b 69 67 7c 1b 25 64 69 cO bb 38 43 88 3¢
01 2d e6 12 e3 13 2b f3 e5 fb 8e ff Oe ff a9 89 b1 bb 76 63 fd 5a db bd al d9 43 88 35 5d 8b cf 7d 59 59 14 dc 97 36 28 cb
aa 35 b8 2d Oc 95 3a 38 de 4a 9d fb 5d e8 Of d4 47 b5 d3 Oc da da 7b b4 70 Oe c6 e7 75 8¢ 60 b6 41 99 d9 2e 8d 57 cd 4a
6f 16 ba c4 7e ef 7e 36 9f 4d 57 bd c1 a4 45 59

Data Ascii: 340Tao6,CRN;IA0x/Hxr%;1lvm?I<={aR0~v"!|(wc8NFo_oO?DEV 'w kQ*Kk.pyfutB+<~wg@0boiM”"m)!N4;mk+/
V+&k0g}Ehg'.h’ @OrObNB{@-#A*EF_JkC!>yePH\{ShF;{%KXx$ZbII*|T: Tj=JEx.x G"'Ka|v:;tR0>JLAVZr$YxGzogffron5
9.1[Vb"[ig|%di8C<-+vcZC5]}YY6(5-:8J]G{pu A.WJo~~6MWEY

GET /express/skins/gpa/logo.gif HTTP/1.1

Accept: image/png, image/svg+xml, image/jxr, image/*;q=0.8, */*;q=0.5

Referer: http://webaccess.gaports.com/express/secure/today.jsp?Facility=GCT
Accept-Language: en-US

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko
Accept-Encoding: gzip, deflate

Host: webaccess.gaports.com

Connection: Keep-Alive

Cookie: JSESSIONID=AA9DOCAACS5FFF61AF33033B2BAEBAC30.tomcat3
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kBytes
Timestamp transferred

Jun 3, 2021 1230
16:17:11.337860107 CEST

Jun 3, 2021 1777
16:17:31.904557943 CEST

Jun 3, 2021 1782
16:17:31.971411943 CEST

Jun 3, 2021 1783
16:17:31.972403049 CEST

Copyright Joe Security LLC 2021

Direction

ouT

ouT

Data

HTTP/1.1 200 OK

Date: Thu, 03 Jun 2021 14:17:11 GMT

Content-Type: image/gif

Content-Length: 12519

Connection: keep-alive

ETag: W/'12519-1535742675345"

Last-Modified: Fri, 31 Aug 2018 19:11:15 GMT

Cache-Control: max-age=14400

CF-Cache-Status: REVALIDATED

Accept-Ranges: bytes

cf-request-id: 0a73d54a84000017628ebd6000000001

Report-To: {"endpoints":[{"url":"https:VVa.nel.cloudflare.com\/report\\v2?s=HBqfe FO%2FpsVa%2Fde%2FA8GvUaKc8z
IWNZ6D2qi4SViGer40igagjqglv4QhltpzBCqFMSnAUFkxBcxohlkbj71zZ9CWLRWvxpAufpMvY SRIdpvk7h2jtz8om
bW8aMWsrTbT8bEI%3D"}],"group":"cf-nel","max_age":604800}

NEL: {"report_to":"cf-nel","max_age":604800}

Vary: Accept-Encoding

Server: cloudflare

CF-RAY: 65998b24090e1762-FRA

Data Raw: 47 49 46 38 39 61 20 01 92 00 f7 00 00 00 00 00 00 00 33 00 00 66 00 00 99 00 00 cc 00 00 ff 00 2b 00 00 2b
3300 2b 66 00 2b 99 00 2b cc 00 2b ff 00 55 00 00 55 33 00 55 66 00 55 99 00 55 cc 00 55 ff 00 80 00 00 80 33 00 80 66
0080 99 00 80 cc 00 80 ff 00 aa 00 00 aa 33 00 aa 66 00 aa 99 00 aa cc 00 aa ff 00 d5 00 00 d5 33 00 d5 66 00 d5 99 00
d5 cc 00 d5 ff 00 ff 00 00 ff 33 00 ff 66 00 ff 99 00 ff cc 00 ff ff 33 00 00 33 00 33 33 00 66 33 00 99 33 00 cc 33 00 ff 33 2b
00 33 2b 33 33 2b 66 33 2b 99 33 2b cc 33 2b ff 33 55 00 33 55 33 33 55 66 33 55 99 33 55 cc 33 55 ff 33 80 00 33 80 33
3380 66 33 80 99 33 80 cc 33 80 ff 33 aa 00 33 aa 33 33 aa 66 33 aa 99 33 aa cc 33 aa ff 33 d5 00 33 d5 33 33 d5 66 33
d5 99 33 d5 cc 33 d5 ff 33 ff 00 33 ff 33 33 ff 66 33 ff 99 33 ff cc 33 ff ff 66 00 00 66 00 33 66 00 66 66 00 99 66 00 cc 66
00 ff 66 2b 00 66 2b 33 66 2b 66 66 2b 99 66 2b cc 66 2b ff 66 55 00 66 55 33 66 55 66 66 55 99 66 55 cc 66 55 ff 66 80
00 66 80 33 66 80 66 66 80 99 66 80 cc 66 80 ff 66 aa 00 66 aa 33 66 aa 66 66 aa 99 66 aa cc 66 aa ff 66 d5 00 66 d5 33
66 d5 66 66 d5 99 66 d5 cc 66 d5 ff 66 ff 00 66 ff 33 66 ff 66 66 ff 99 66 ff cc 66 ff ff 99 00 00 99 00 33 99 00 66 99 00 99 9
900 cc 99 00 ff 99 2b 00 99 2b 33 99 2b 66 99 2b 99 99 2b cc 99 2b ff 99 55 00 99 55 33 99 55 66 99 55 99 99 55 cc 99 5
5 ff 99 80 00 99 80 33 99 80 66 99 80 99 99 80 cc 99 80 ff 99 aa 00 99 aa 33 99 aa 66 99 aa 99 99 aa cc 99 aa ff 99 d5 00
99 d5 33 99 d5 66 99 d5 99 99 d5 cc 99 d5 ff 99 ff 00 99 ff 33 99 ff 66 99 ff 99 99 ff cc 99 ff ff cc 00 00 cc 00 33 cc 00 66
cc 00 99 cc 00 cc cc 00 ff cc 2b 00 cc 2b 33 cc 2b 66 cc 2b 99 cc 2b cc cc 2b ff cc 55 00 cc 55 33 cc 55 66 cc 55 99 cc 55
cc cc 55 ff cc 80 00 cc 80 33 cc 80 66 cc 80 99 cc 80 cc cc 80 ff cc aa 00 cc aa 33 cc aa 66 cc aa 99 cc aa cc cc aa ff cc
d5 00 cc d5 33 cc d5 66 cc d5 99 cc d5 cc cc d5 ff

Data Ascii: GIF89a 3f++3+f+++UU3UfUUU3f3{3f3f3333f3333+3+33+f3+3+3+3U3U33Uf3U3U3U3333f3333333f333333
33333333333 3ffffff++3f+ff+f+f+fUFUIFUFFUFUTU T3S 3fff3f T 3fffff3f++3+f+++UUBUfUUU3I3f3f3f3f++3+f+++UU3
UfUUU3f3f3f

GET /express/n4addendum.css HTTP/1.1

Accept: text/css, */*

Referer: http://webaccess.gaports.com/express/index.jsp

Accept-Language: en-US

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko
Accept-Encoding: gzip, deflate

Host: webaccess.gaports.com

If-Modified-Since: Tue, 27 Apr 2021 18:21:56 GMT

If-None-Match: W/"'9069-1619547716000"

Connection: Keep-Alive

Cookie: JSESSIONID=AA9DOCAAC5FFF61AF33033B2BAESAC30.tomcat3

HTTP/1.1 304 Not Modified

Date: Thu, 03 Jun 2021 14:17:31 GMT

Connection: keep-alive

ETag: W/"9069-1619547716000"

Last-Modified: Tue, 27 Apr 2021 18:21:56 GMT

Cache-Control: max-age=14400

CF-Cache-Status: HIT

Age: 22

cf-request-id: 0a73d59¢2100001762a1b82000000001

Report-To: {"endpoints":[{"url":"https:VVa.nel.cloudflare.com\/report\/\v2?s=hvcXMKrX%2Bp57rlIHQmyp%2FTfcgFTh
AAY%2Fkiqo6FJz41mMn1k%2Bq991B083WhChZmpOSwWNZ7AerDi7sX5V%2FOGXzCWq6gJj%2BdLIcfnlLazPkI67jBi
Mgy%2FmdGSsciRRenucc8Ec%3D"}],"group”:"cf-nel","max_age":604800}

NEL: {"report_to":"cf-nel","max_age":604800}

Vary: Accept-Encoding

Server: cloudflare

CF-RAY: 65998ba69fc71762-FRA

GET /express/css/modules/navPane.css HTTP/1.1

Accept: text/css, */*

Referer: http://webaccess.gaports.com/express/index.jsp

Accept-Language: en-US

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko
Accept-Encoding: gzip, deflate

Host: webaccess.gaports.com

If-Modified-Since: Tue, 27 Apr 2021 18:21:58 GMT

If-None-Match: W/"3126-1619547718000"

Connection: Keep-Alive

Cookie: JSSESSIONID=AA9DOCAAC5FFF61AF33033B2BAESAC30.tomcat3
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kBytes

Timestamp transferred
Jun 3, 2021 1791
16:17:32.026026964 CEST

Jun 3, 2021 1792
16:17:32.027582884 CEST

Jun 3, 2021 1796
16:17:32.079648972 CEST

Jun 3, 2021 1798
16:17:32.080466986 CEST

Jun 3, 2021 1810
16:17:32.160410881 CEST

Jun 3, 2021 1810

16:17:32.161423922 CEST

Copyright Joe Security LLC 2021

Direction

IN

ouT

ouT

ouT

Data

HTTP/1.1 304 Not Modified

Date: Thu, 03 Jun 2021 14:17:32 GMT

Connection: keep-alive

ETag: W/"3126-1619547718000"

Last-Modified: Tue, 27 Apr 2021 18:21:58 GMT

Cache-Control: max-age=14400

CF-Cache-Status: HIT

Age: 22

cf-request-id: 0a73d59c¢650000176250273000000001

Report-To: {"endpoints":[{"url":"https:VVa.nel.cloudflare.com\/reportVw2?s=k%2F5AM60OUHKJZ19IbrAclOjaNXBeXgK
FsG%2B50sqwpj4R1BdXttIby8vaTky TiQwqf5B99Y SSAMBhL5PU%2BwWn36M6VjafbEOBhEZr%2B0OhK0xJK5CsoINRd
OFRFIrr%2BS1VUH8Xv0%3D"}],"group”:"cf-nel","max_age":604800}

NEL: {"report_to":"cf-nel","max_age":604800}

Vary: Accept-Encoding

Server: cloudflare

CF-RAY: 65998ba708ff1762-FRA

GET /express/css/modules/tab.css HTTP/1.1

Accept: text/css, */*

Referer: http://webaccess.gaports.com/express/index.jsp

Accept-Language: en-US

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko
Accept-Encoding: gzip, deflate

Host: webaccess.gaports.com

If-Modified-Since: Tue, 27 Apr 2021 18:21:58 GMT

If-None-Match: W/"2768-1619547718000"

Connection: Keep-Alive

Cookie: JSSESSIONID=AA9DOCAAC5FFF61AF33033B2BAESAC30.tomcat3

HTTP/1.1 304 Not Modified

Date: Thu, 03 Jun 2021 14:17:32 GMT

Connection: keep-alive

ETag: W/"2768-1619547718000"

Last-Modified: Tue, 27 Apr 2021 18:21:58 GMT

Cache-Control: max-age=14400

CF-Cache-Status: HIT

Age: 22

cf-request-id: 0a73d59¢9c000017627811d000000001

Report-To: {"endpoints":[{"url":"https:VVa.nel.cloudflare.com\/report\Vw2?s=V7zFHOxIqUT7EvO5Cs6Qqh67WJYzAqo6
ODbcrZS%2FGaTGBMOmVdAyrZDmiYFEgFNXi3wEyQCMEFwLY02QgWmosOO1P7qJKiq9PKc270Bpk%2FSg
nu090XN6CyIOy75BFBuoDBA%3D"}],"group™:"cf-nel","max_age":604800}

NEL: {"report_to":"cf-nel","max_age":604800}

Vary: Accept-Encoding

Server: cloudflare

CF-RAY: 65998ba759db1762-FRA

GET /express/css/modules/calendar.css HTTP/1.1

Accept: text/css, */*

Referer: http://webaccess.gaports.com/express/index.jsp

Accept-Language: en-US

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko
Accept-Encoding: gzip, deflate

Host: webaccess.gaports.com

If-Modified-Since: Tue, 27 Apr 2021 18:21:58 GMT

If-None-Match: W/"2243-1619547718000"

Connection: Keep-Alive

Cookie: JSSESSIONID=AA9DOCAAC5FFF61AF33033B2BAESAC30.tomcat3

HTTP/1.1 304 Not Modified

Date: Thu, 03 Jun 2021 14:17:32 GMT

Connection: keep-alive

ETag: W/"2243-1619547718000"

Last-Modified: Tue, 27 Apr 2021 18:21:58 GMT

Cache-Control: max-age=14400

CF-Cache-Status: HIT

Age: 22

cf-request-id: 0a73d59cd200001762b1005000000001

Report-To: {"endpoints":[{"url":"https:VVa.nel.cloudflare.com\/report\Vv2?s=EXA0sqru2U%2B10t4G9RZe Yn4LgEygqd

UsInYQyRWopywMpOWa8a6rvpDzIIEyYXZ3dYP%2BtqccclQOROTpaSsJfpmHEx5gFuKt3S60MdgQG5bVO3MpHW|TKE

gmmbFTm160LpY%3D"}],"group":"cf-nel","max_age":604800}
NEL: {"report_to":"cf-nel","max_age":604800}

Vary: Accept-Encoding

Server: cloudflare

CF-RAY: 65998ba7ba921762-FRA

GET /express/javascript/autocomplete.js HTTP/1.1

Accept: application/javascript, */*;q=0.8

Referer: http://webaccess.gaports.com/express/index.jsp

Accept-Language: en-US

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko
Accept-Encoding: gzip, deflate

Host: webaccess.gaports.com

If-Modified-Since: Tue, 27 Apr 2021 18:21:58 GMT

If-None-Match: W/'21234-1619547718000"

Connection: Keep-Alive

Cookie: JSESSIONID=AA9DOCAAC5FFF61AF33033B2BAESAC30.tomcat3
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kBytes

Timestamp transferred Direction
Jun 3, 2021 1821 IN
16:17:32.245268106 CEST

Jun 3, 2021 1823 ouT
16:17:32.261384964 CEST

Jun 3, 2021 1827 IN
16:17:32.313924074 CEST

Jun 3, 2021 1827 ouT
16:17:32.394179106 CEST

Jun 3, 2021 1830 IN

16:17:32.448714972 CEST

Copyright Joe Security LLC 2021

Data

HTTP/1.1 304 Not Modified

Date: Thu, 03 Jun 2021 14:17:32 GMT

Connection: keep-alive

ETag: W/'21234-1619547718000"

Last-Modified: Tue, 27 Apr 2021 18:21:58 GMT

Cache-Control: max-age=14400

CF-Cache-Status: HIT

Age: 22

cf-request-id: 0a73d59d2100001762b593c000000001

Report-To: {"endpoints":[{"url":"https:VVa.nel.cloudflare.com\/report\Vv2?s=OBNIOAL6Gcy6RsqlZBGebENoLCPs3fJS
9vCPY4AbpYAhDGhr3xD6UysYvyxvul890sAUxDez8gxB45QnqUhvVXT3%2F%2FsZRC4U0TaUCRUhZgb2iTvISHTel%
2FbIVL%2FOrCHid60%3D"}],"group":"cf-nel","max_age":604800}

NEL: {"report_to":"cf-nel","max_age":604800}

Vary: Accept-Encoding

Server: cloudflare

CF-RAY: 65998ba83bc81762-FRA

GET /express/images/down.gif HTTP/1.1

Accept: image/png, image/svg+xml, image/jxr, image/*;q=0.8, */*;q=0.5
Referer: http://webaccess.gaports.com/express/index.jsp

Accept-Language: en-US

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko
Accept-Encoding: gzip, deflate

Host: webaccess.gaports.com

If-Modified-Since: Tue, 27 Apr 2021 18:21:58 GMT

If-None-Match: W/"175-1619547718000"

Connection: Keep-Alive

Cookie: JSSESSIONID=AA9DOCAAC5FFF61AF33033B2BAESAC30.tomcat3

HTTP/1.1 304 Not Modified

Date: Thu, 03 Jun 2021 14:17:32 GMT

Connection: keep-alive

ETag: W/'175-1619547718000"

Last-Modified: Tue, 27 Apr 2021 18:21:58 GMT

Cache-Control: max-age=14400

CF-Cache-Status: HIT

Age: 21

cf-request-id: 0a73d59d86000017628b8f5000000001

Report-To: {"endpoints":[{"url":"https:VVa.nel.cloudflare.com\/report\/v2?s=WdSqTeUknZIKPEyX3e1R42LISjUKxvkJ
1%2FCj2xyIM7FLgSAeXByrIWAf%2FVKH84RSGyY4pb8AOHBzYWIMLXUIv4AhTa2H5ILKZ0X 1MIogzp510k4H40K2c50
ffohdJ8PUpyn%2B0%3D"}],"group":"cf-nel","max_age":604800}

NEL: {"report_to":"cf-nel","max_age":604800}

Vary: Accept-Encoding

Server: cloudflare

CF-RAY: 65998ba8dd171762-FRA

GET /express/images/icons/export.gif HTTP/1.1

Accept: image/png, image/svg+xml, image/jxr, image/*;q=0.8, */*;q=0.5

Referer: http://webaccess.gaports.com/express/index.jsp

Accept-Language: en-US

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko
Accept-Encoding: gzip, deflate

Host: webaccess.gaports.com

Connection: Keep-Alive

Cookie: JSSESSIONID=AA9DOCAAC5FFF61AF33033B2BAESAC30.tomcat3

HTTP/1.1 200 OK

Date: Thu, 03 Jun 2021 14:17:32 GMT

Content-Type: image/gif

Content-Length: 313

Connection: keep-alive

ETag: W/"313-1619547718000"

Last-Modified: Tue, 27 Apr 2021 18:21:58 GMT

Cache-Control: max-age=14400

CF-Cache-Status: HIT

Age: 4136

Accept-Ranges: bytes

cf-request-id: 0a73d59e0b00001762a9a22000000001

Report-To: {"endpoints":[{"url":"https:VVa.nel.cloudflare.com\/report\/v2?s=bj52V3rnPrbgx8QbxEepiet47e5xNavo
393jAHUt9a7muTVPXYHSiIX831hfUT5rMQUR]j5501ZI0D%2BfFOvvTachKDV4k81pTqY4jlcp7h4190hk80bPsYsJih
7mgRRG1QtrE%3D"}],"group":"cf-nel","max_age":604800}

NEL: {"report_to":"cf-nel","max_age":604800}

Vary: Accept-Encoding

Server: cloudflare

CF-RAY: 65998ba9aee31762-FRA

Data Raw: 47 49 46 38 39 61 14 00 14 00 c4 1f 00 9e 9e 9e 73 73 73 5¢ 5¢ 5¢ 85 85 85 63 63 63 a5 a5 a5 eb eb eb 7e 7e
79999 99 79 79 79 bl bl b1 49 49 49 8c 8c 8c 4d 4d 4d 6a 6a 6a 91 91 91 37 37 37 6d 6d 6d el el el e7 e7 e7 95 95
95 a8 a8 a8 ab ab ab 50 50 50 d3 d3 d3 cb cb cb 56 56 56 df df df d9 d9 d9 94 94 94 be be be cc cc cc 21 f9 04 01 00 00
1f 00 2c 00 00 00 00 14 00 14 00 00 05 b6 €0 27 8e 64 69 9e a8 €9 ad 6¢ eb 7a a4 67 cc 12 b7 65 53 ae 5f f0 28 57 08 81
€341 00 20 00 48 40 a3 27 92 59 12 81 42 12 30 70 1c 94 cc 8f 13 6a 41 22 02 91 43 24 b2 c8 fe 10 84 61 80 a2 €9 78 00
82 72 cc 60 a9 3c 12 03 01 fa a0 60 c4 cd 1c Of 15 5d 07 10 Ob 1a 03 7d 17 10 66 19 02 15 15 04 04 1a 51 08 05 97 4b 31
18 01 0a 0a 50 07 69 88 16 05 3c 9a 01 48 Oe 11 0f 01 07 09 02 14 16 a5 3e 1b 11 92 04 03 1d b9 0f 02 03 b1 66 12 0Of 07
07 0f 14 77 03 79 Of be 31 12 b9 cd ae 93 bd a4 66 0b d4 d4 0d 10 86 Ob 17 db b2 4d 2f df 2b 29 e2 e3 e4 21 00 3b

Data Ascii: GIF89asss\\\ccc~~~yyyllIMMM;jj777mmmPPPVVV!,'dilzgeS_(WA H@'YBOpjA"C$axr < JHQK1Pi<H>fw
y1fM/+)!;
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kBytes
Timestamp transferred

Jun 3, 2021 1869
16:17:33.695452929 CEST

Session ID Source IP
1 192.168.2.6

kBytes
Timestamp transferred
Jun 3, 2021 1064

16:17:09.130692005 CEST

Jun 3, 2021 1076
16:17:09.477128983 CEST

Jun 3, 2021 1077
16:17:09.481024981 CEST

Copyright Joe Security LLC 2021

Direction

ouT

Source Port

49714

Direction

ouT

ouT

Data

GET /express/n4standard.css HTTP/1.1

Accept: text/css, */*

Referer: http://webaccess.gaports.com/express/about.jsp

Accept-Language: en-US

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko
Accept-Encoding: gzip, deflate

Host: webaccess.gaports.com

If-Modified-Since: Tue, 27 Apr 2021 18:21:56 GMT

If-None-Match: W/"19654-1619547716000"

Connection: Keep-Alive

Cookie: JSESSIONID=AA9DOCAAC5FFF61AF33033B2BAESAC30.tomcat3

Destination IP Destination Port Process

104.26.6.110 80 C:\Program Files (x86)\Internet Explorer\iexplore.exe

Data

GET /express/css/modules/tooltip.css HTTP/1.1

Accept: text/css, */*

Referer: http://webaccess.gaports.com/express/secure/today.jsp?Facility=GCT
Accept-Language: en-US

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko
Accept-Encoding: gzip, deflate

Host: webaccess.gaports.com

Connection: Keep-Alive

Cookie: JSESSIONID=AA9DOCAAC5FFF61AF33033B2BAESAC30.tomcat3

HTTP/1.1 200 OK

Date: Thu, 03 Jun 2021 14:17:09 GMT

Content-Type: text/css

Transfer-Encoding: chunked

Connection: keep-alive

ETag: W/'1853-1619547718000"

Last-Modified: Tue, 27 Apr 2021 18:21:58 GMT

Cache-Control: max-age=14400

CF-Cache-Status: REVALIDATED

cf-request-id: 0a73d5432b00002bddc7b94000000001

Report-To: {"endpoints":[{"url":"https:VVa.nel.cloudflare.com\/report\/\v2?s=1e 9TYDbFvqtJFkc1%2F%2Bp0kkDs8qzc
1uHMzAKB3dL0cVncykQpXAHObc3tgtBwHYQDsrFo4ZK%2BY AlotVp0IM1P%2B3haclyDBkPLnosTfonUFzZRWAXxx%2B
LAMYc8XoHwEe1XigAFE%3D"},"group":"cf-nel","max_age":604800}

NEL: {"report_to":"cf-nel","max_age":604800}

Vary: Accept-Encoding

Server: cloudflare

CF-RAY: 65998b184a382bdd-FRA

Content-Encoding: gzip

Data Raw: 31 62 36 0d Oa 1f 8b 08 00 00 00 00 00 00 03 cd 93 51 6b dc 30 Oc c7 9f €3 4f 61 d8 cb 36 2e b9 64 83 41 1d fa
50 ee 56 38 €8 68 d9 e5 61 af ba d8 49 44 1d cb 93 7d ed d2 b2 ef 3e 92 de d8 18 c¢7 56 ae b7 52 bd d8 16 b2 f4 d7 4f 68
fe f6 48 36 17 f3 f1 90 d5 e5 e5 45 b5 ba ca 16 eb b5 3c c0 7e 4f b5 20 17 99 6¢ 90 €0 bd 01 06 57 1b 49 cd f8 b2 58 43 44
72 32 12 d9 88 3e 64 7f 4f 75 9c 06 ff 95 4b 62 ef 89 63 78 28 fd 18 58 ab €9 83 04 37 c8 9e f4 d6 1a 59 87 20 d9 7c dd 22
1b 2d 37 83 8c 1d 86 c9 29 9f a5 43 91 45 f4 e2 5e 24 e7 ab 8b ea €3 67 €5 99 5a d4 6a f9 65 d5 43 6b 2a 06 17 1ae2 3e
fb 84 35 53 a0 26 66 67 d6 77 fO 3a c4 c1 9a d3 7c 46 1e 6a 8c c3 €9 49 fe a6 14 49 da d3 5d ba 73 a9 3c 3b 29 85 94 89
a7 80 e3 ec 14 6¢ 02 d9 6d 34 a5 48 22 79 55 8 6f a5 48 ac 69 e2 ee ba 81 fa ba 65 da 3a 9d d6 64 89 d5 ab Of cb b3 e5
bb a2 14 89 07 ad d1 b5 ea fd 14 d8 90 8b 69 c0 3b a3 8a fc 97 a3 81 1e ed a0 6e Oc 6b 70 30 03 46 b0 b3 00 2e a4 c1 30
36 a5 48 76 59 cf 27 2b 45 a2 31 78 Ob 83 da 58 aa af 4b 91 dc 60 c0 0d da 51 7c 87 5a 1b 57 8a ef 13 a0 2b 42 17 0d ff
47 4e fb 89 ec 11 b4 0Of e7 83 ¢8 75 07 9a 6e c5 fd c8 fc 89 2a 8b 51 a5 94 7f ea 2c f6 97 7f ec 34 f3 c9 Oe 0 fe 3¢ 9d 3d
7102 86 99 b8 7a c1 ch b4 58 ec fO 1f 67 99 a6 b0 5b 83 6d 17 95 23 ee c1 1e bc 61 3f d1 bd f8 35 fb 01 f4 27 5¢ b7 3d 07
00 00 0d Oa

Data Ascii: 1b6Qk00a6.dAPV8halD}>VROhH6E<~O IWIXCDr2>dOuKbex(X7Y |"-7)CE"$gZjeCk*>5S&fgw:|Fjll]s<;)
m4H"yUoHie:di;nkpOF.06HVY'+E1xXK Q|ZW+BGNun*Q,4<=gzXg[m#a?5'\=

GET /express/includes/popupWindow.js HTTP/1.1

Accept: application/javascript, */*;q=0.8

Referer: http://webaccess.gaports.com/express/secure/today.jsp?Facility=GCT
Accept-Language: en-US

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko
Accept-Encoding: gzip, deflate

Host: webaccess.gaports.com

Connection: Keep-Alive

Cookie: JSSESSIONID=AA9DOCAAC5FFF61AF33033B2BAESAC30.tomcat3
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kBytes
Timestamp transferred

Jun 3, 2021 1148
16:17:09.817701101 CEST

Jun 3, 2021 1148
16:17:09.820899010 CEST

Jun 3, 2021 1165
16:17:10.151787043 CEST

Copyright Joe Security LLC 2021

Direction

IN

ouT

Data

HTTP/1.1 200 OK

Date: Thu, 03 Jun 2021 14:17:09 GMT

Content-Type: text/javascript

Transfer-Encoding: chunked

Connection: keep-alive

ETag: W/"2361-1619547718000"

Last-Modified: Tue, 27 Apr 2021 18:21:58 GMT

Cache-Control: max-age=14400

CF-Cache-Status: REVALIDATED

cf-request-id: 0a73d5449500002bddcc111000000001

Report-To: {"endpoints":[{"url":"https:VVa.nel.cloudflare.com\/report\/v2?s=4tIHPi6NiFXSPWRkJrFuTSHmM%2FER8ce
IbEC6nBzeJ1zCUY6iXbXQ%2FAU1W2I6rvFFWPbWJIdvP2SwGhx%2BQZ710yXHEeHCKNdZb6aN46jW2BPI0ytee9krTw
SWifxc30cnEC%2Byx0%3D"}],"group":"cf-nel","max_age":604800}

NEL: {"report_to":"cf-nel","max_age":604800}

Vary: Accept-Encoding

Server: cloudflare

CF-RAY: 65998b1a78612bdd-FRA

Content-Encoding: gzip

Data Raw: 32 36 35 0d Oa 1f 8b 08 00 00 00 00 00 00 03 ed 94 4d 6f db 30 Oc 86 ef fe 15 dc a5 4e 56 2f c9 al c8 c1 86 51
Oc d8 a1 18 b6 61 d8 07 72 56 6d 3a 16 a6 52 82 24 d7 c9 86 fe f7 81 b2 9d da 4d 03 Oc 5b Oe c3 30 1d 62 85 e2 4b d1 7c
9f 64 f9 f2 4¢c 6b 19 2d f9 01 6f c5 bd f8 5¢ 58 69 3c 54 da 82 d1 46 d2 16 1a 03 84 2d b4 92 4a dd ba 05 9c 5c e3 52 7f b8
46 a5 ce f9 82 e7 eb 0a be d4 d2 41 25 15 42 89 06 a9 74 dO 18 4d €0 6b 84 4a 2b a5 5b 1e dd 78 a0 52 al 4b 4f cc ea 15
69 c2 73 74 f5 b7 8d 3d 8a aa 86 Oa 2f 35 31 4d 1b 49 33 2f ec 16 fd d7 4f ef 92 3a 69 93 56 d2 07 71 87 89 b1 da b8 39 fc
88 00 ee 85 65 d6 3e 72 24 b9 db 6f 24 65 7d d4 6b ad f2 98 74 cc 01 59 cd 66 bd 1a 2 1c 62 63 25 f9 78 7e 71 31 93 6e
el 44 25 ac 9c cf b9 5e a7 da a3 Ob b2 87 28 02 38 8 60 28 31 87 eb 43 34 85 d8 68 d3 98 90 3f 74 c2 b9 35 bc c8 81 1la
a5 38 3b ae 51 6e 6b 9f c7 70 09 35 5¢ 42 9c ¢4 ac ec a3 57 ab 55 32 d5 5f f2 65 93 02 ad 2c 7d 1d f4 ed a3 be Ob ae 9f
93 c7 fc 26 b7 c2 06 09 ef 3b d5 d1 2d fd 2c af 21 6¢ b8 68 d5 28 e5 0a 8b 48 39 e9 44 €9 42 b0 23 bc bf 43 6a b8 24 €9
c4 a2 93 df c¢5 ad c2 7c 8f 2e 71 85 d5 8a 6f 73 dd 57 2f 7c e3 38 cd 4b af b0 97 94 d2 62 el b5 95 c8 47 a1 93 08 20 78
06 79 ff 87 b1 d0 06 c7 ae Of 8e Of 2d cf b3 41 b2 a8 74 d1 b8 59 08 58 f4 8d 25 e8 ed 7f 98 62 f4 5e 97 42 3d 01 49 d8 ad
7b 86 a2 1b be 67 c3 1f af 39 el 29 57 dd e8 6e 82 b9 3c b1 60 a4 d9 05 27 d6 ab 95 d9 0d d3 dd 04 56 02 25 7d 4a Oa f1
d5 3883 eb 73 12 37 c2 79 fc e4 32 47 14 1d db 13 0f 8d 3c 92 16 00 29 a5 50 7a 7b 13 88 4a 0f 9c 99 5d 16 fa 9b 9c 86
56 b2 67 88 1b 15 da 30 5a €9 81 b7 69 9d ee 70 7d a2 cc 71 cf 05 92 47 9b ee d1 65 58 6e 31 75 0d 7d 43 ca 02 44 c8
14 a5 a4 b3 0e a2 b0 Ob fc fO ae 21 51 6a 4b 58 a6 dd 4f 72 04 8c ab 75 1b bc 7d 13 5a 9a 42 33 f1 ef 97 18 41 85 ce fd c7
e4 5f c5 24 d8 fb 7b a4 fc 04 49

Data Ascii: 265MoONV/QarVm:R$M[0bK|dLk-0\Xi<TF-J\RFA%BtMkJ+[xRKOist=/51MI3/O:iVq9e>r$o$e}ktYfbcvox~ql
nD%"(8'(1C4h?t58;Qnkp5\BWU2_e, }&;-,!lh(HODB#Cj$|.qosW/|8KbG xy-AtYX%bB=I{g9)Wn<""V%}J8s7y2G<)Pz{J]V
g0Zip}gGeXnlu}CD!QjKXOru}ZB3A_${I

GET /express/css/modules/content.css HTTP/1.1

Accept: text/css, */*

Referer: http://webaccess.gaports.com/express/secure/today.jsp?Facility=GCT
Accept-Language: en-US

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko
Accept-Encoding: gzip, deflate

Host: webaccess.gaports.com

Connection: Keep-Alive

Cookie: JSSESSIONID=AA9DOCAAC5FFF61AF33033B2BAESAC30.tomcat3

HTTP/1.1 200 OK

Date: Thu, 03 Jun 2021 14:17:10 GMT

Content-Type: text/css

Transfer-Encoding: chunked

Connection: keep-alive

ETag: W/"2627-1619547718000"

Last-Modified: Tue, 27 Apr 2021 18:21:58 GMT

Cache-Control: max-age=14400

CF-Cache-Status: REVALIDATED

cf-request-id: 0a73d545dd00002bdd43828000000001

Report-To: {"endpoints":[{"url":"https:VVa.nel.cloudflare.com\/report\w2?s=Yz07%2FkQ0cTKqOBqfMW7joVi8zofHKI
E1Wi4R0TtiYK43UZc16MG85YF3xVtCAirlez8bshALMYTCCrOHr302clZUHk1ornjvoV8IpLUahyiDy%2FAMdPhMV8
CJy1lku6hUz7N8%3D"}],"group":"cf-nel","max_age":604800}

NEL: {"report_to":"cf-nel","max_age":604800}

Vary: Accept-Encoding

Server: cloudflare

CF-RAY: 65998b1c9e392bdd-FRA

Content-Encoding: gzip

Data Raw: 32 36 34 0d Oa 1f 8b 08 00 00 00 00 00 00 03 bd 56 51 6f da 30 10 7e e7 57 9c 34 4d da aa 92 80 b6 27 fa b4
b2 a2 3d 4c 5d d5 b2 e7 ea 92 5¢ 1c 6b c6 b6 ce c7 28 9a f6 df 27 3b 50 a0 dO 96 b6 d1 82 94 08 fb fc 7d f7 7d 97 e3 c8 4f
3a ba f2 5e 1le 1f 30 fe 71 39 bd b8 9c 66 €3 9b 1b 78 c5 b5 0d f5 33 50 05 ¢5 12 dO 2e c1 a3 22 58 68 69 00 al 74 56 c8
0a 78 b4 64 32 80 b1 b3 c2 ce 04 90 86 le 81 42 ef 09 19 6d 49 e0 ea 14 b7 06 a9 19 67 da aa 53 98 21 2b 6d c3 29 34
5a 35 46 ab 46 c2 29 90 94 d9 2e 54 37 5e 3d 89 b5 ce 6d 8a 85 al 96 fc 79 df 93 59 e2 92 le ea cf fd 8e 48 64 42 d0 16
10 14 e3 f2 de b8 c3 66 75 a3 30 5b 71 5f 45 ae de 9f 5e 24 f1 58 55 da aa d1 c0 df 9d a5 85 02 cb 5f 8a dd dc 56 fd d2 19
c7a37793c9ed acf7 77 f7 74 f2 61 05 91 9f 40 45 42 3c d3 96 02 2c 1a 92 86 38 69 4d ca 0a 77 17 75 6e 6b 4f 62 21
0893 94 0d 05 18 0e 06 ef 61 al ab f8 2a d9 2a 77 Oc 0d c5 6a c3 49 9e 18 d2 d6 28 46 b5 39 b6 bb ab 85 4d 66 5f 98 fO
81 ac 61 d2 b5 09 d9 ce fb 48 d4 6f 84 15 f1 b5 5b ac 8e 6d 19 a4 67 a8 68 34 67 f3 21 cb f2 2c cb d3 f7 90 Ob 16 €9 36 8c
b7 6b b7 38 57 53 6d 28 53 ba fe b8 e7 31 93 27 94 51 fb €8 ef d7 cO bb a0 45 3b 3b 2a 9c 88 9b b5 fb bf 89 45 97 68 fa
68 b4 da 6¢ 1d c8 f9 d6 50 2d 63 c7 96 f8 75 €9 9f bb 6a d9 9e bf 15 7 bf 53 2d 2b 1d 87 ¢8 38 1a d8 1d db 75 84 db a3
8b 31 9b 6aec 14 ed 80 37 e2 fc c3 ¢3 ¢9 93 d7 e7 d7 56 33 81 1c 53 d2 e5 1e 7d 72 e9 cd fc bc 65 ce cb 12 d8 a7 5e 35
fa c5 e7f8 39 7b b2 81 26 ce c9 1b ba 61 4b 40 fb d6 fe cf ae b8 cf bd cb ae 68 69 Oe 36 c6 86 af cb c6 68 09 77 7b e3 a8
d9 95 46 4e 78 66 78 ad 67 d7 15 53 20 2b 18 5d 86 da 31 54 ba ae 23 48 a0 32 ae 85 87 43 7b 77 80 75 3f bb 82 a0 cc
€3 81 9f f8 4f fe Oe 86 47 8¢ 2f 65 5¢ 81 e6 0a 15 7d a5 50 3e 01 04 83 23 11 d1 10 3f 36 74 5e 86 e4 {7 b3 6a ff fb f4 db
6a 6f da 90 98 1d 3f 1b f6 Of d5 04 d4 d9 43 0a 00 00 0d Oa

Data Ascii: 264VQo0~W4M'=L]\k(‘;P}}0:10q9fx3P."XhitVxd2BmIgS!+m)4Z5FF).T7/=myYHdBfuO[q_E"$XU_Vwwta@E
B<,8iMwunkOb!a**wjl(FOMf_aHo[mgh4g!,6k8WSm(S1'QE;;*EhhIP-cujS-+8ulj7V3S}re"59{&aK@hi6hw{FNxfxgS +]1T
#H2C{wu?0G/e\}P>#?6t"jjo?C
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kBytes

Timestamp transferred

Jun 3, 2021 1166
16:17:10.175268888 CEST

Jun 3, 2021 1177
16:17:10.498203993 CEST

Jun 3, 2021 1181
16:17:10.656577110 CEST

Copyright Joe Security LLC 2021

Direction

ouT

ouT

Data

GET /express/css/modules/header.css HTTP/1.1

Accept: text/css, */*

Referer: http://webaccess.gaports.com/express/secure/today.jsp?Facility=GCT
Accept-Language: en-US

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko
Accept-Encoding: gzip, deflate

Host: webaccess.gaports.com

Connection: Keep-Alive

Cookie: JSESSIONID=AA9DOCAACS5FFF61AF33033B2BAESAC30.tomcat3

HTTP/1.1 200 OK

Date: Thu, 03 Jun 2021 14:17:10 GMT

Content-Type: text/css

Transfer-Encoding: chunked

Connection: keep-alive

ETag: W/'1517-1619547718000"

Last-Modified: Tue, 27 Apr 2021 18:21:58 GMT

Cache-Control: max-age=14400

CF-Cache-Status: REVALIDATED

cf-request-id: 0a73d5473f00002bdd67a75000000001

Report-To: {"endpoints":[{"url":"https:VVa.nel.cloudflare.com\/report\w2?s=VXRzFD%2F4iMPUmljnCojz7VLitquleA
lyopPagufj3LyCtABEM5ihLY8%2B680HSNZ 1i6R%2Bbs26pZhmOdAPJhRN2cMUqorc8353MnVFpjYAXTIDXV1iD72p
glpmFL%2FflkbtOgc%3D"}],"group”:"cf-nel","max_age":604800}

NEL: {"report_to":"cf-nel","max_age":604800}

Vary: Accept-Encoding

Server: cloudflare

CF-RAY: 65998blecclc2bdd-FRA

Content-Encoding: gzip

Data Raw: 31 66 61 0d Oa 1f 8b 08 00 00 00 00 00 00 03 bd 53 51 6b db 30 10 7e b6 7e 85 a0 2f db 88 5 66 a5 19 c8 4f
cb da d2 cl 1e 46 9b 3d 0f d9 3a 3b 47 14 9d 90 e5 24 5b c8 7f 1f b2 1d 96 25 59 57 46 €9 09 24 74 67 7d fe ee bb bb ec
dd Ob 59 c6 b2 78 f0 fb db 8f 37 b7 Of e2 d3 e3 23 ff 1f 3b 80 7a 19 56 ff c0 e2 {7 a0 34 78 fe 55 59 30 fc 59 19 7e 6b 40 f3
8a 3c 9f f7 4f 95 07 35 e2 68 4b d3 6a b4 5 de 1d 54 d1 88 d7 c8 50 f4 3f 9c a9 e2 Ob da c5 88 ff 79 ff ae ca 80 2b 60 5b
96 14 e4 35 f8 34 90 93 63 b7 el 0d 19 d4 fc e2 ee 3a ae 9c¢ 25 25 19 2 2 62 32 99 e4 2¢ 09 b0 09 a9 86 92 bc Oa 48 56
5a b2 10 bf 69 7d 43 5e 3a 42 1b c0 e7 2c a9 ¢8 86 b4 c1 9f 20 c7 97 6e 93 b3 c4 29 1d 55 90 fc ca 6d 78 €7 4b 58 a2 bl
7146 fd 90 85 al 72 91 b3 64 3d c7 00 69 e3 54 09 d2 d2 da 2b 97 b3 64 05 3e 60 a9 4c aa Oc d6 56 2e 51 6b 03 39 db
ed 13 7c a0 35 db b2 28 61 al ca 45 ed a9 b5 3a c5 a5 aa 41 b6 de bc 11 22 13 22 eb ee 4d 16 ¢5 8f db fb b8 3d dO 7a 5a
cf d0 80 a8 b1 7a 9b 1f 43 78 70 a0 82 ec 8f 74 73 12 77 d4 60 a7 41 41 21 d0 b2 8f 1f 91 dd 87 76 4c b4 01 4d 14 7e e0
3a a8 fa6l 1a57 ff f6 bc b6 31 72 a0 e6 38 aa 79 00 27 e7 b4 02 3f 80 1le 23 b4 56 83 37 68 3b b9 9e 6¢ 79 de 36 €0 39
da 8a b8 eb 5a 9e 3f bb e5 03 f1 al 8e 07 20 68 79 98 c3 dO f3 e2 b5 86 5a 44 02 9f 6d 45 dd d8 b2 6d 27 d4 e0 9a a9 c2
c0a0d352f9 1aad bc 72 a7 55 1d ea 72 33 8d 2b 3f 01 e0 41 0f 18 fb 86 7e 02 e4 ae b3 93 12 5e ee 5f 9c €9 81 73 13
7086 03 c7 65 3d e2 a7 6e 35 90 fb cb cc fc ce 3d 35 50 85 9e fb 8e fd 02 64 ef 1c 4b ed 05 00 00 Od Oa

Data Ascii: 1faSQk0~~/fOF=:;G$[%YWFS$tg}Yx7#;zV4xUY0OY~k@<O5hKjTP?y+'[54c:%%b2,HVZi}C:B, n)UmxKXgFrd=
iT+d>"LV.Qk9|5(aE:A"'M=zZzCxptsw AAIVLM~:aW1r8y'?#V7h;ly69Z? hyZDmEm'RrUr3+?A~"_spe=n5=5PdK

GET /express/javascript/common.js HTTP/1.1

Accept: application/javascript, */*;q=0.8

Referer: http://webaccess.gaports.com/express/secure/today.jsp?Facility=GCT
Accept-Language: en-US

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko
Accept-Encoding: gzip, deflate

Host: webaccess.gaports.com

Connection: Keep-Alive

Cookie: JSESSIONID=AA9DOCAACS5FFF61AF33033B2BAEBAC30.tomcat3
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kBytes
Timestamp transferred

Jun 3, 2021 1191
16:17:10.974594116 CEST

Jun 3, 2021 1201
16:17:10.979486942 CEST

Jun 3, 2021 1225
16:17:11.306339979 CEST

Copyright Joe Security LLC 2021

Direction

IN

ouT

Data

HTTP/1.1 200 OK

Date: Thu, 03 Jun 2021 14:17:10 GMT

Content-Type: text/javascript

Transfer-Encoding: chunked

Connection: keep-alive

ETag: W/'5576-1619547718000"

Last-Modified: Tue, 27 Apr 2021 18:21:58 GMT

Cache-Control: max-age=14400

CF-Cache-Status: REVALIDATED

cf-request-id: 0a73d5492100002bddc7840000000001

Report-To: {"endpoints":[{"url":"https:VVa.nel.cloudflare.com\/report\/v2?s=uA93hAva7Hlabe5|%2B0ZI5CTrxfK8Hy
Bws0OXPshLswG2gRNL5Ykho6jZE7IhOVmrGY TZrduc%2BVIv8Kf2yLMKzgk4yDntksAcVDEcV3nFqtT1yktDLKICM{P
EZV4Ked4XBdpY%3D"}],"group":"cf-nel","max_age":604800}

NEL: {"report_to":"cf-nel","max_age":604800}

Vary: Accept-Encoding

Server: cloudflare

CF-RAY: 65998b21cc842bdd-FRA

Content-Encoding: gzip

Data Raw: 35 31 34 0d Oa 1f 8b 08 00 00 00 00 00 00 03 cd 58 5d 6f db 36 14 7d d7 af b8 f3 43 2d 2f a9 54 ec 31 9e 30 34
b1 07 64 68 93 a0 e9 Oa Ob c3 1e 68 f1 ca 66 4a 93 02 49 d9 31 82 fe f7 81 a4 28 cb b1 5d ac 89 db 54 80 61 49 3c bc 1f
87 87 97 a4 d2 5f 8f 74 a5 51 6a ff e0 e3 9¢ 69 dO 85 62 95 81 42 0a 43 98 d0 50 1b c6 99 59 43 59 8b c2 30 29 34 14 84
73 a4 30 5d ¢3 82 88 35 48 33 47 05 00 d0 35 b5 41 9b b9 92 f5 6¢ 2e 6b 03 66 8e 40 aa 8a b3 82 d8 b6 04 Oe 5e 5d 53 cf
bc 3a a6 8e c9 d5 f1 a2 f2 b4 97 8¢ 23 50 ac 50 50 0d 75 25 85 63 ab 94 9c cb 15 13 33 f8 8b 2c c9 ad 1f 1a Ob d5 67 07
b8 7a 3d 55 72 a5 51 dd 0a 56 96 c¢9 9d 7e 72 54 3f 1b ed c7 1f c2 77 b2 20 06 41 4e ef b0 30 1a 98 a7 7c 74 fd 3e 79 al
Oc c3 a4 81 92 09 7a 3d bd 8b 17 eb 4b 3a 88 1e a2 34 €5 52 7e Oe 53 29 84 09 46 3a 24 10 30 44 cd d0 34 a9 d8 99 79
398a 00 96 44 01 3d 45 3e 8c 22 80 52 2a 88 ed 1b 96 bd 19 02 fb bd 22 0a 85 49 4a 45 16 a8 13 8e 62 66 €6 43 60 27
278308 €0 21 b2 19 52 ¢8 60 Ob f6 Of fb 37 al b2 a8 17 28 cc d0 41 58 09 71 78 93 cc dO 8c 39 da db 3 f5 25 5 d1 c3 2f
19 f4 6a 41 b1 64 02 69 6f e0 7a 79 f3 f6 42 Oe 19 dO bd 3d 87 2d 48 a1 a9 95 00 9b 88 7d fc 12 d9 df 97 Oe 5f 33 34 37 2e
ce 31 8f b5 2a ae a7 77 a7 0d 25 63 7e Oa 78 5f f0 9a €2 98 7b 2a Ob 45 56 1c ea 6a 97 46 41 83 2b db 14 Oc 44 b0 b1 00
19 c4 1b 73 f0 47 a7 e5 Oc fa e7 d7 a3 bc 6f 63 5¢ cd ed 6¢ 6e 42 49 Oc 99 5d 91 05 5a 26 82 cd c4 c8 bf ab 0a d5 05 d1
18 0f e0 d5 2b d8 c5 b6 a6 ff 0f d8 fb de Oc 9d 47 40 16 a0 7e 18 af 24 ¢5 61 e4 19 6¢ 32 f5 ed c3 c7 74 8e 97 28 4c 8c 96
31 3fc8 4c 27 Oc 37 6 11 32 58 31 41 e5 2a c1 65 a3 86 8e 55 dc 31 78 ab 8a 31 f7 06 d3 d4 a3 b4 a3 59 cb 5a 15 08 e8
87 1f 64 09 ce 20 e0 d2 58 4f 56 b1 d6 59 27 a6 61 78 af ad 4d c8 40 d4 dc 4b 23 bc c0 c4 dd 61 d0 €9 26 d7 31 77 91 1d
bd 96 8c d0 a0 5a 30 81 30 79 9d 43 21 a5 a2 4c 10

Data Ascii: 514X]06}C-/T104dhhfJI1(]Tal<_tQjibBCPYCY0)4s0]5H3G5Al.kf@"]S:#PPPu%c3,gz=UrQV~rT?w ANO|t
>yz=K:4R~S)F:$0D4y9D=E>"R*"|JEbfC IR 7(AXqx9%/jAdiozyB=-H}_347.1*w%c~x_{*EVjFA+DsGoc\InBI]Z&+G@~$a
12t(L1?L'72X1A*eU1x1YZd XOVY'axM@K#a&1wZ00yC!L

GET /expressl/javascript/dropShadow.js HTTP/1.1

Accept: application/javascript, */*;q=0.8

Referer: http://webaccess.gaports.com/express/secure/today.jsp?Facility=GCT
Accept-Language: en-US

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko
Accept-Encoding: gzip, deflate

Host: webaccess.gaports.com

Connection: Keep-Alive

Cookie: JSSESSIONID=AA9DOCAAC5FFF61AF33033B2BAESAC30.tomcat3

HTTP/1.1 200 OK

Date: Thu, 03 Jun 2021 14:17:11 GMT

Content-Type: text/javascript

Transfer-Encoding: chunked

Connection: keep-alive

ETag: W/"2700-1619547718000"

Last-Modified: Tue, 27 Apr 2021 18:21:58 GMT

Cache-Control: max-age=14400

CF-Cache-Status: REVALIDATED

cf-request-id: 0a73d54a6600002bdd5a328000000001

Report-To: {"endpoints":[{"url":"https:VVa.nel.cloudflare.com\/report\Vwv2?s=EVwmID0%2F8Wfpdj6ad7DfDIDL93rvhj
TEayhrp8jpnbof295ztu4E9IrsviatOdDbaKujZzPMSq3r01ZXi0D8XpkPUP8FcLm5riWJidZcJrjVAjykAJylubaSG2QTQgMO04
0%3D"}],"grou f-nel","max_age":604800}

NEL: {"report_to":"cf-nel","max_age":604800}

Vary: Accept-Encoding

Server: cloudflare

CF-RAY: 65998b23d9b92bdd-FRA

Content-Encoding: gzip

Data Raw: 34 35 30 0d Oa 1f 8b 08 00 00 00 00 00 00 03 a5 56 db 6e db 38 10 7d 16 bf 62 d6 1b 20 b6 1a 48 49 16 dd 8b
5d 77 db 26 46 1b a0 75 8a d4 8b 5d 3f d2 e2 c8 9a 96 26 05 92 b2 aa 2d fa ef Ob 52 2 ad a9 13 14 fb 60 58 a4 €7 1c cd
39 33 1c 3a 8d 59 Oc 2f fa 3f 0f 84 d1 e5 87 82 0b 5d 27 1f 2d 9c dc el 9a 2c 69 35 84 8b e4 02 4e e0 e4 9a 3b 1c c2 e5 f9
9 2f €9 f9 1f €9 ¢5 25 5c¢ fc 36 be fc 7d f8 f4 57 38 61 9e 3 4a 97 8d al 65 el 60 ca d7 64 el 4a 9b 52 1b ee 48 ab 80 62
31 bc 94 12 ee 7c 88 85 3b b4 68 d6 28 3a a8 ca 49 a0 72 c4 25 dc a8 5¢ 9b 55 8b d3 f9 7d 32 16 c3 5f 8a 57 ae dO 86 fe
45 01 95 45 20 0b d6 19 ca 9c 6¢ a0 34 ba a0 05 b9 8e 7b 56 90 85 5a 9b 4f 90 69 e5 38 29 0b 6b 2e 2b be 90 e8 77 76 ef
2d 8d 2e 0d al e3 a6 01 67 b8 40 b0 98 19 74 2¢c 06 7a 24 25 €0 4a f8 1c 4a a3 1d 66 Oe 05 2c 1a b0 25 66 94 53 c6 62
€0 4b 83 b8 42 e5 6¢ 88 cc 51 a0 el 12 b2 8d 63 c9 5e 96 da 00 57 0d 94 dc 38 70 05 1a d4 39 8b 61 c5 1b 50 da c1 02
4190 cd a4 b6 28 ce 7c 9a ca ae c8 39 bf c8 74 49 fe 5b 1b 30 58 1a 2d aa Oc 05 90 4f ae 61 31 78 05 fe b7 15 Oa aa 56
5093 2b 74 e5 a0 34 a4 0d d4 c6 93 28 d8 d8 da aa ca 8d 5e b5 62 43 8d b6 72 13 16 a7 8c a5 bl b7 f7 7a db 35 de 00
Oe 4b 54 5e 5b a8 8c 5e 7c c4 cc ab e0 Oe 32 ae 60 81 2c 8e 2a 8b 02 9c 86 8¢ 5b 07 36 20 2d 2c b0 20 25 3c 9c d6 a8
3a 60 12 ea f7 62 8d c6 7 el 8f 76 24 bc 68 c5 Oc el 4a f2 06 a6 58 3b df 3b 6d e6 2c 86 9b 77 ef df 4e de 4d a6 b3 97 b3
9b db 29 4c 6f 67 93 Of 43 16 47 91 77 86 94 {7 de f7 87 75 a6 ca 9c 36 de bf b0 d7 89 6a 74 05 35 d9 c2 4b f1 49 03 ef c4
9c 01 17 22 44 e6 5a 4a 5d 93 5a 06 da 28 4a 53 78 35 79 7d 33 6d 57 ae 20 9b b4 10 18 83 c2 7a cf ca fe 60 b4 1f 84 ae
dd 7e af 2d 85 c2 8c c1 a2 db 85 6f f6 f7 41 06 bf 07 Ob bb 47 81 69 0a 93 €9 b5 77 fd c0 85 53 5b 8 fa 34 34 b7 76 4d 89
3f a6 fO db 2c b6 da d2 34 bc 2¢ 65 Oc 7¢ 2b 41 fb 81 d9 2d

Data Ascii: 450Vn8}b HIJw&Fu]?&-R*X93:Y/?]"-,i5N;/%\6}W8aJe dJRHb1|;h(:Ir%\U}2_WEE 14{VZOi8)k.+wv-.g@t,z$%JJf,
%fSbKBIQc "W8p9aPA(|9tI[0X-OalxVP+t4("bCrz5KTA[M2",*[6 -, %<:"bv$hIX;;m,wNM)LogCGwu6jt5KI"DZJ]Z(ISx5y}3mW
z' ~-0AGiwS[44vM?,4,e|+A-
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kBytes

Timestamp transferred Direction
Jun 3, 2021 1228 ouT
16:17:11.327986002 CEST

Jun 3, 2021 1280 IN
16:17:11.661987066 CEST

Jun 3, 2021 1406 ouT
16:17:11.885226011 CEST

Jun 3, 2021 1468 IN
16:17:12.211294889 CEST

Jun 3, 2021 1769 ouT

16:17:30.500962973 CEST

Copyright Joe Security LLC 2021

Data

GET /express/images/up.gif HTTP/1.1

Accept: image/png, image/svg+xml, image/jxr, image/*;q=0.8, */*;q=0.5

Referer: http://webaccess.gaports.com/express/secure/today.jsp?Facility=GCT
Accept-Language: en-US

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko
Accept-Encoding: gzip, deflate

Host: webaccess.gaports.com

Connection: Keep-Alive

Cookie: JSESSIONID=AA9DOCAAC5FFF61AF33033B2BAESAC30.tomcat3

HTTP/1.1 200 OK

Date: Thu, 03 Jun 2021 14:17:11 GMT

Content-Type: image/gif

Content-Length: 172

Connection: keep-alive

ETag: W/'172-1619547718000"

Last-Modified: Tue, 27 Apr 2021 18:21:58 GMT

Cache-Control: max-age=14400

CF-Cache-Status: REVALIDATED

Accept-Ranges: bytes

cf-request-id: 0a73d54bc100002bdd9c9c3000000001

Report-To: {"endpoints":[{"url":"https:VVa.nel.cloudflare.com\/report\/\v2?s=uHibRIUVuY CIv4toHQ5XEZt%2Fr7LGsE
HTO0onYII6VIPUZ%2B9AtUTMgLIsiU2SIZFsCmdr5vaesop6s%2FDBY etaxkFJc9GsXHv3Ror%2B3a25s%2Bd1IxPfy
PrvON6s0S9JRN9WdIf0%3D"}],"group™:"cf-nel","max_age":604800}

NEL: {"report_to":"cf-nel","max_age":604800}

Vary: Accept-Encoding

Server: cloudflare

CF-RAY: 65998b260fad2bdd-FRA

Data Raw: 47 49 46 38 39 61 08 00 Oc 00 c4 00 00 00 00 00 02 02 02 06 06 06 08 08 08 41 41 41 f0 fO fO 11 11 11 03 03
03 8 f8 f8 fa fa fa 09 09 09 1c 1c 1c 2e 2e 2e 07 07 07 33 33 33 Oc Oc Oc 15 15 15 20 20 20 05 05 05 13 13 13 Oa Oa Oa 1d
1d 1d f1 f1 f1 ff ff ff 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 21 f9 04 01 00 00 17 00 2¢
00 00 00 00 08 00 Oc 00 00 05 29 e0 75 3d 62 29 Oe 84 79 02 8c da 00 cO 22 1a cl 01 03 d5 75 ef d2 7e 2b 02 41 e0 36
2951 60 11 13 cc al 02 40 54 3a 55 08 00 3b

Data Ascii: GIF89aAAA...333 !,)u=b)y"u~+A6)Q @T:U;

GET /favicon.ico HTTP/1.1

Accept: */*

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko
Host: webaccess.gaports.com

Connection: Keep-Alive

HTTP/1.1 200 OK

Date: Thu, 03 Jun 2021 14:17:12 GMT

Content-Type: image/x-icon

Transfer-Encoding: chunked

Connection: keep-alive

Last-Modified: Thu, 13 Apr 2017 16:11:34 GMT

ETag: W/'47e-54d0e9428d616"

Cache-Control: max-age=14400

CF-Cache-Status: REVALIDATED

cf-request-id: 0a73d54def00002bddaeb8b000000001

Report-To: {"endpoints":[{"url":"https:VVa.nel.cloudflare.com\/report\v2?s=iylUBgxQm1R5ycV9IEpj4d1LQCwcANRC
ddG3tW9t6nCCABzNuX9A6YdmLbdnUd22CNoEua2lplyQ3P00YOkTdE6eENS03YuCtDx0gBo2HbFbnmunKgZsM5XDI
OfwalLrTes%3D"}],"group":"cf-nel","max_age":604800}

NEL: {"report_to":"cf-nel","max_age":604800}

Vary: Accept-Encoding

Server: cloudflare

CF-RAY: 65998b29796c2bdd-FRA

Content-Encoding: gzip

Data Raw: 31 36 39 0d Oa 1f 8b 08 00 00 00 00 00 00 03 ed 92 bb 4e 42 41 10 86 87 84 ce 86 58 68 8b 9d 9d 4f 60 7c Oa
Ob 3b 1b 13 7b 63 69 69 d4 56 Ob Ob 04 35 al 92 4a 62 21 88 48 42 bc a0 41 2e e7 a0 92 53 00 02 39 08 22 28 37 11 76
7fe3 1e 40 28 c4 5b 61 e3 97 4c 66 67 26 ff ec 64 67 89 74 a4 23 83 81 48 47 46 9a d5 13 0d 11 d1 28 11 19 88 c8 48 5a
5e a0 27 1a 1c dO ac 0d fe f9 7b 38 07 67 4d 70 ce 5b 21 03 67 4c f3 5d 06 fO cf 1a f5 b9 e2 e3 5a a5 70 87 44 c0 85 52 3e
8d 46 bd 8a 8c e2 c7 6d e8 08 6a d4 07 35 7a 8e 5¢c 5¢ 46 22 e8 46 a5 90 e9 cc d7 4d 22 e0 c1 c2 18 c1 be 38 29 62 d9
b5 0d e5 74 17 be 9d 65 48 Oe Ob a2 5e 1b e4 83 2d 94 ee 53 a2 ce 9a 8d le 7d 32 ec c1 d2 04 61 7d 6a 18 f1 80 Ob 8a 6f
0f 91 43 2b 24 €7 26 2e ed 6b 90 9c 16 c4 fc Oe 84 f7 37 10 76 98 71 e5 b6 8a 39 db a4 23 c7 42 6b 9a 1e 81 6d 7e 1c 39
c9 8d e7 72 01 95 62 16 €5 07 55 d8 63 26 86 94 ec 45 b5 98 c5 53 2e d9 f3 1e 2f b5 32 94 33 3b 4e cc 73 30 ad cc 60 35
98 ec ec e5 ab 34 ea 35 e4 63 21 dc 5¢ fb 71 51 6a 69 df f6 da f2 da 99 bd e7 fa ee 8d ff e4 13 89 fe 8c 31 b0 6f c8 e9 97
bc 02 9¢ 9d 82 1b 7e 04 00 00 0d Oa

Data Ascii: 169NBAXhO'[;{ciiV5Jb!HBA.S9"(7v@ ([aLfg&dgt#HGF(HZM{8gMpl[!gL]ZpDR>Fmj5z\\F"FM"8)bteH-S}
2a}joC+$&.k7vq9#Bkm~9rbUc&ES./23;Ns0"545¢c!\qQjilo~

GET /HTTP/1.1

Accept: text/html, application/xhtml+xml, image/jxr, */*

Accept-Language: en-US

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko
Accept-Encoding: gzip, deflate

Host: webaccess.gaports.com

Connection: Keep-Alive
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kBytes

Timestamp transferred Direction Data
Jun 3, 2021 1770 IN HTTP/1.1 200 OK
16:17:30.826843977 CEST Date: Thu, 03 Jun 2021 14:17:30 GMT

Content-Type: text/html

Transfer-Encoding: chunked

Connection: keep-alive

Last-Modified: Fri, 23 Sep 2005 20:23:59 GMT

CF-Cache-Status: DYNAMIC

cf-request-id: 0a73d596a700002bdd8f39f000000001

Report-To: {"endpoints":[{"url":"https:VVa.nel.cloudflare.com\/report\Vwv2?s=IWBfNEB7fXngB%2Fd6uOvmGiNoNRgeXN
YRg5JAmhxzFDD1gkfGWiXbYtJjNPb5dZypidpqow30ZsF3Xd9Lm1bu9tlhvusQkx3wVbAwBKsoli44TEPMBSk7nvin
X9LgzFgeOMA%3D"}],"group”:“cf-nel","max_age":604800}

NEL: {"report_to":"cf-nel","max_age":604800}

Server: cloudflare

CF-RAY: 65998b9dddad2bdd-FRA

Content-Encoding: gzip

Data Raw: 63 64 0d Oa 1f 8b 08 00 00 00 00 00 00 03 3c 8e cb 0a c2 30 14 44 {7 85 fe 43 cc be bd 82 ae b4 2d 14 29 28 {8
26 ea 3a 4d ae 36 52 9b d0 5c 51 ff 5e 5a 1f ab 19 e6 30 cc 24 03 6d 15 bd 1c b2 8a 6e 35 73 f7 b2 36 8a f1 08 e0 31 52
00 9a f4 07 8c e3 21 a3 56 36 de 90 b1 8d ac 01 b0 el 59 18 24 1d ed 15 a5 ee 74 55 88 9c cd 85 d8 46 c5 ee b0 38 a6 7c
8fe7 16 7d c5 d9 6¢ b3 16 c5 5a a4 7c 38 0d 83 ¢3 7e 99 56 44 6e 02 fO c0 52 2a 85 de c¢7 17 €9 6¢ 4b 3e 56 f6 06 f8 74
2d 7a 0f a6 d1 f8 8c af de f5 6b 64 a8 c6 ec 84 65 de 37 12 f8 04 61 90 cO ef 40 69 f5 ab Of fe e6 7b 31 Oc de 00 00 00 ff ff
03 00 28 98 81 37 ed 00 00 00 Od Oa

Data Ascii: cd<0DC-)(&:M6R\Q"Z0$mn5s61R!V6YS$tUF8|}HZ|8~VDnR*IK>Vt-zkde7a@i{1(7

Jun 3, 2021 1771 ouT GET /express/index.jsp HTTP/1.1
16:17:31.409764051 CEST Accept: text/html, application/xhtml+xml, image/jxr, */*
Accept-Language: en-US
User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko
Accept-Encoding: gzip, deflate
Host: webaccess.gaports.com
Connection: Keep-Alive
Cookie: JSSESSIONID=AA9DOCAAC5FFF61AF33033B2BAESAC30.tomcat3

Jun 3, 2021 1773 IN HTTP/1.1 200 OK

16:17:31.752535105 CEST Date: Thu, 03 Jun 2021 14:17:31 GMT
Content-Type: text/html;charset=1SO-8859-1
Transfer-Encoding: chunked
Connection: keep-alive
CF-Cache-Status: DYNAMIC
cf-request-id: 0a73d59a3500002bdd9c9c4000000001
Report-To: {"endpoints":[{"url":"https:VVa.nel.cloudflare.com\/report\/\v2?s=03J1WNJsxu7m0Op7N14BRurBr7FVz8mQu
UBcihBPWXL7WBSEZjUZjKb%2FkxzTpXMzk09WgkU7NvDh23m2Sk5HVWOaHTWvat63CY 1CMOv3jOotOA%
2FM8IMgZ%2B8gq974hCfFQ8tE%3D"}],"group":"cf-nel","max_age":604800}
NEL: {"report_to":"cf-nel","max_age":604800}
Server: cloudflare
CF-RAY: 65998ba38ba02bdd-FRA
Content-Encoding: gzip
Data Raw: 33 62 37 0d Oa 1f 8b 08 00 00 00 00 00 00 03 cc 55 51 73 da 46 10 7e ee fd 8a 1d 3d 10 18 40 18 3a 4e 6¢ 63
€171 09 4e dc 31 24 c1 72 da b7 ce 21 2d d2 35 a7 3b f9 6e 85 61 3a fe ef 9d 93 84 0d 4d 9c 78 da b4 53 f1 80 6e 6f 77
bf 4f fb 7d d2 31 c6 18 3b 4d 29 93 23 76 9a 22 8f 47 ec 87 f2 ¢7 d8 €9 74 12 9e c¢3 db 30 7c df 9d 7c b8 b9 fc 18 78 ef 0d
4f 32 ee c1 f8 dd 2c 9c cc c2 c0 9b e9 ee 98 47 29 7a a3 3a 3b 25 ca bb 78 5b 88 55 €0 8d b5 22 54 d4 0d 37 39 7a 10 55
ab c0 23 5¢ 53 cf 01 Oe 21 4a b9 b1 48 c1 4d 78 d1 3d 7a e8 b1 8b 38 59 €7 c2 a0 dd 81 Oc Ob 84 3 22 81 c1 00 fa 47 27
87 3f 9e f4 0f 0 cd 34 84 fe f1 ab 43 d7 22 43 e2 7b 34 7e ed de 9c 77 c7 3a cb 39 89 85 dc 65 72 39 09 8e 3d 18 3d Oe
a0 9c 0509 92 38 0a 75 cc 37 a7 bd 6a c1 9e ba 4e 6d 64 44 4e 40 9b 1c eb 27 fb 9d af 78 15 5 40 72 95 14 3c c¢1 cO fb
99 af f8 75 15 1d 31 d6 eb c1 2f b8 e0 51 84 d6 c2 e3 16 5¢ 89 85 el 66 03 cd a8 05 83 83 83 03 b8 d0 86 0a 41 1b 18 6b
65 0b 49 42 25 3e 9c 4b 09 73 91 a4 64 61 8e 16 cd 0a 63 9f f5 fe d9 e5 28 d9 1c 23 b1 dc 00 a5 08 8a 67 08 7a 09 1c 1c
80 44 02 4a 39 81 41 9b 6b 15 5b 20 0d 06 6f Ob b4 64 4f d8 8a 9b 6d da cc d5 05 €0 bd 16 36 7 14 a5 68 bc el {7 e0 36
5993 el 11 95 dc 6e 6 57 8e 9a bb 8d 0a 63 50 11 c4 c2 60 44 da 8d ce 85 79 9e 4b 11 71 12 5a 55 6a af a9 75 c2 96
85 8a ca 50 82 34 ae a2 cd 16 fb 83 2d 85 b1 74 2d b9 4d d1 42 00 77 42 c5 fa ce 97 ba 6a e0 a7 06 97 be 50 31 ae df 2d
9b 5e af e7 b5 86 cc 62 a4 55 5¢ d6 7c bb c2 eb ec 21 b4 61 dO 1a 32 4a 85 79 7e 83 5d bc 36 f4 5b c3 72 €6 39 a7 27 ab
6d bl b0 64 84 4a 9a 07 9d 1d ac aa d8 20 15 46 95 f5 43 76 ff 3d f4 99 f2 4f 08 7c eb 09 58 6a 53 ae 72 6d c8 79 85 43 fc
60 88 ad 55 3a 5b ¢3 09 95 40 aa 6d 5 16 75 5¢ b7 ba d0 99 b0 e3 7a 65 9c a0 f9 36 9c 5e b9 1a 83 3¢ b6 29 ba 06 48 51
ab 03 5¢c c5 ce a7 42 25 12 21 e7 86 67 48 68 76 f4 ae 59 cd cb ae 4d 07 e5 3e 49 9d 1a 66 b6 83 e2 ec 50 18 09 01 34
77 4d 02 6d fO 6a d6 3d Of da 7b 66 6f 83 77 96 21 a5 3a Oe dc 33 4a be a9 70 1a 5b 9c c0 55 6¢ 17 2e bd 51 72 2¢ ¢3 8f
Oc ca 8d 8a 44 b9 53 3f b5 8b 8a 38 e8 bf 1c Oc 5e 0d 8e 8f Oe fb 2f 07 87 ce 80 3a 47 d5 2c 8c ec 80 7 1b €9 dc 7b 14 95
4c 81 ff 8e a8 cf d1 bl 9a 44 29 c9 57 94 98 96
Data Ascii: 3b7UQsF~=@:NIcqN1$r!-5;na:MxSnowO}1;M)#v"Gt0||x02,G)z:;%x[U"T79zU#\SIJHMx=28Y"G'?4C"C{4~
w:9er9==8u7jNmdDN@'x@r<ul/Q\fAkelB%>Ksdac(#gzDJ9AK[ odOm6h6YnWcP DyKqgZUjuP4-t-MBwBjP1-"bU\|!a2Jy~]6[
r9'mdJ FCv=0|XjSrmyC U:[@mu\ze6"<)HQ\B%!gHhvYM>IfP4wMmij={fow!:3Jp[U].Qr,DS?8"/:G {LD)W

Jun 3, 2021 1809 ouT GET /express/javascript/globalEvents.js HTTP/1.1
16:17:32.142391920 CEST Accept: application/javascript, */*;q=0.8
Referer: http://webaccess.gaports.com/express/index.jsp
Accept-Language: en-US
User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko
Accept-Encoding: gzip, deflate
Host: webaccess.gaports.com
If-Modified-Since: Tue, 27 Apr 2021 18:21:58 GMT
If-None-Match: W/"3702-1619547718000"
Connection: Keep-Alive
Cookie: JSSESSIONID=AA9DOCAAC5FFF61AF33033B2BAESAC30.tomcat3
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kBytes

Timestamp transferred
Jun 3, 2021 1815
16:17:32.193761110 CEST

Jun 3, 2021 1816
16:17:32.194751978 CEST

Jun 3, 2021 1822
16:17:32.246464014 CEST

Jun 3, 2021 1822
16:17:32.259030104 CEST

Jun 3, 2021 1826
16:17:32.310175896 CEST

Jun 3, 2021 1828

16:17:32.407236099 CEST

Copyright Joe Security LLC 2021

Direction

IN

ouT

ouT

ouT

Data

HTTP/1.1 304 Not Modified

Date: Thu, 03 Jun 2021 14:17:32 GMT

Connection: keep-alive

ETag: W/"3702-1619547718000"

Last-Modified: Tue, 27 Apr 2021 18:21:58 GMT

Cache-Control: max-age=14400

CF-Cache-Status: HIT

Age: 22

cf-request-id: 0a73d59d0e00002bdd6299b000000001

Report-To: {"endpoints":[{"url":"https:VVa.nel.cloudflare.com\/report\\w2?s=IcLIdJTLFpN7CO0ztaYIsDIrHoNtsT4ABG
yd0Y26h5VFducjHU%2B0aio7MLKk5qCSC7i9jSYMOAIMSShpBvVOIiYAYyJMyRk4EbWU2ilZZEghHKYROt8dJBUNXXKT
NGLrdb60QTE%3D"}],"group":"cf-nel","max_age":604800}

NEL: {"report_to":"cf-nel","max_age":604800}

Vary: Accept-Encoding

Server: cloudflare

CF-RAY: 65998ba818522bdd-FRA

GET /express/includes/simplecalendar.js HTTP/1.1

Accept: application/javascript, */*;q=0.8

Referer: http://webaccess.gaports.com/express/index.jsp

Accept-Language: en-US

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko
Accept-Encoding: gzip, deflate

Host: webaccess.gaports.com

If-Modified-Since: Tue, 27 Apr 2021 18:21:58 GMT

If-None-Match: W/"18756-1619547718000"

Connection: Keep-Alive

Cookie: JSSESSIONID=AA9DOCAAC5FFF61AF33033B2BAESAC30.tomcat3

HTTP/1.1 304 Not Modified

Date: Thu, 03 Jun 2021 14:17:32 GMT

Connection: keep-alive

ETag: W/'18756-1619547718000"

Last-Modified: Tue, 27 Apr 2021 18:21:58 GMT

Cache-Control: max-age=14400

CF-Cache-Status: HIT

Age: 21

cf-request-id: 0a73d59d4300002bdd90bbe000000001

Report-To: {"endpoints":[{"url":"https:VVa.nel.cloudflare.com\/report\Vw2?s=pDG0zbKBIYQxM70CdaUDYXU%2FZKM7ds
Fsn70yUM7d0%2FdE9zfmWfImAONIRG GuZcp3610%2Fz%2BSQ%2BhXxFIXEhGtolE%2FwepMvpg6hUhWoQ3Wjn8qixf
C3fKmiYSaKOeQAbZHUAcY%3D"}],"group":"cf-nel","max_age":604800}

NEL: {"report_to":"cf-nel","max_age":604800}

Vary: Accept-Encoding

Server: cloudflare

CF-RAY: 65998ba8691f2bdd-FRA

GET /express/images/up.gif HTTP/1.1

Accept: image/png, image/svg+xml, image/jxr, image/*;q=0.8, */*;q=0.5
Referer: http://webaccess.gaports.com/express/index.jsp

Accept-Language: en-US

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko
Accept-Encoding: gzip, deflate

Host: webaccess.gaports.com

If-Modified-Since: Tue, 27 Apr 2021 18:21:58 GMT

If-None-Match: W/"172-1619547718000"

Connection: Keep-Alive

Cookie: JSSESSIONID=AA9DOCAAC5FFF61AF33033B2BAESAC30.tomcat3

HTTP/1.1 304 Not Modified

Date: Thu, 03 Jun 2021 14:17:32 GMT

Connection: keep-alive

ETag: W/'172-1619547718000"

Last-Modified: Tue, 27 Apr 2021 18:21:58 GMT

Cache-Control: max-age=14400

CF-Cache-Status: HIT

Age: 21

cf-request-id: 0a73d59d8300002bdda6ba4000000001

Report-To: {"endpoints":[{"url":"https:VVa.nel.cloudflare.com\/report\/v2?s=I18pRwODwUTtW9gBU8aPafrZK71DYtbh3
IwLHgwr7MgHK%2B3txGavkesgx9vde WK2QAIKAWhGwWAWS5RIIoDFKqV4oVpbxiYKh%2BiIWRNuU9vfdY GIFJJisaaXKk
ydF1sQRB%2FD10Q%3D"}],"group":"cf-nel","max_age":604800}

NEL: {"report_to":"cf-nel","max_age":604800}

Vary: Accept-Encoding

Server: cloudflare

CF-RAY: 65998ba8da2f2bdd-FRA

GET /express/images/icons/pdf.gif HTTP/1.1

Accept: image/png, image/svg+xml, image/jxr, image/*;q=0.8, */*;q=0.5

Referer: http://webaccess.gaports.com/express/index.jsp

Accept-Language: en-US

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko
Accept-Encoding: gzip, deflate

Host: webaccess.gaports.com

Connection: Keep-Alive

Cookie: JSSESSIONID=AA9DOCAAC5FFF61AF33033B2BAESAC30.tomcat3
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kBytes
Timestamp transferred

Jun 3, 2021 1831
16:17:32.456654072 CEST

Jun 3, 2021 1868
16:17:33.692537069 CEST

Session ID Source IP
2 192.168.2.6

kBytes
Timestamp transferred
Jun 3, 2021 1065

16:17:09.175164938 CEST

Copyright Joe Security LLC 2021

Direction

IN

ouT

Source Port

49715

Direction

ouT

Data

HTTP/1.1 200 OK

Date: Thu, 03 Jun 2021 14:17:32 GMT

Content-Type: image/gif

Content-Length: 980

Connection: keep-alive

ETag: W/'980-1619547718000"

Last-Modified: Tue, 27 Apr 2021 18:21:58 GMT

Cache-Control: max-age=14400

CF-Cache-Status: HIT

Age: 4136

Accept-Ranges: bytes

cf-request-id: 0a73d59e1700002bddaebc8000000001

Report-To: {"endpoints":[{"url":"https:VVa.nel.cloudflare.com\/reportVw2?s=INw2EXhKCSZcYNXZ5ZMXWpX0xO3NgEsY
cKYgewsHaJJ6R6f6VPiIVLMACAHigsWdcyNbwTq%2FVOQMkKFGvhVY92RkdiLORbKWpi66s2n5dNAMBrC6HexIgNXqgDr
HI5SXKpfPOd8%3D"}],"group":"cf-nel","max_age":604800}

NEL: {"report_to":"cf-nel","max_age":604800}

Vary: Accept-Encoding

Server: cloudflare

CF-RAY: 65998ba9bc7c2bdd-FRA

Data Raw: 47 49 46 38 39 61 14 00 14 00 f7 00 00 9e 9e 9e 73 73 73 5¢ 5¢ 5¢ 85 85 85 63 63 63 a5 a5 a5 eb eb eb 7e 7e
79999 99 79 79 79 bl bl b1 49 49 49 8c 8c 8c 4d 4d 4d 6a 6a 6a 91 91 91 37 37 37 6d 6d 6d el el el e7 e7 e7 95 95
95 a8 a8 a8 ab ab ab 50 50 50 d3 d3 d3 cb cb cb 56 56 56 df df df d9 d9 d9 94 94 94 be be be cc cc cc 00 00 00 00 ff 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00

Data Ascii: GIF89asss\\\ccc~~~yyyllIMMM]jj777mmmPPPVVV

GET /express/css/main.css HTTP/1.1

Accept: text/css, */*

Referer: http://webaccess.gaports.com/express/about.jsp

Accept-Language: en-US

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko
Accept-Encoding: gzip, deflate

Host: webaccess.gaports.com

If-Modified-Since: Tue, 27 Apr 2021 18:21:58 GMT

If-None-Match: W/"1732-1619547718000"

Connection: Keep-Alive

Cookie: JSESSIONID=AA9DOCAACS5FFF61AF33033B2BAEBAC30.tomcat3

Destination IP Destination Port Process

104.26.6.110 80 C:\Program Files (x86)\Internet Explorer\iexplore.exe

Data

GET /express/css/main.css HTTP/1.1

Accept: text/css, */*

Referer: http://webaccess.gaports.com/express/secure/today.jsp?Facility=GCT
Accept-Language: en-US

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko
Accept-Encoding: gzip, deflate

Host: webaccess.gaports.com

Connection: Keep-Alive

Cookie: JSESSIONID=AA9DOCAACS5FFF61AF33033B2BAEBAC30.tomcat3
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kBytes
Timestamp transferred

Jun 3, 2021 1086
16:17:09.514539003 CEST

Jun 3, 2021 1087
16:17:09.519903898 CEST

Jun 3, 2021 1150
16:17:09.846472025 CEST

Copyright Joe Security LLC 2021

Direction

IN

ouT

Data

HTTP/1.1 200 OK

Date: Thu, 03 Jun 2021 14:17:09 GMT

Content-Type: text/css

Transfer-Encoding: chunked

Connection: keep-alive

ETag: W/'1732-1619547718000"

Last-Modified: Tue, 27 Apr 2021 18:21:58 GMT

Cache-Control: max-age=14400

CF-Cache-Status: REVALIDATED

cf-request-id: 0a73d5435800004eb551905000000001

Report-To: {"endpoints":[{"url":"https:VVa.nel.cloudflare.com\/report\Vwv2?s=rbWXcunaNRg1D6Y QRsokXxvFk4AunZ5I
IBioH1%2Fy%2Bh6TYtCRtQfjx7rAMDZgjF74d0YnHwWQtVnxWY%2F7%2FMaH2csWjJggambox4nvOiT1Sw72M7aY 3fB
Ufw6VPfhoC5w4nTq8%3D"}],"group”:“cf-nel","max_age":604800}

NEL: {"report_to":"cf-nel","max_age":604800}

Vary: Accept-Encoding

Server: cloudflare

CF-RAY: 65998b188df64eb5-FRA

Content-Encoding: gzip

Data Raw: 31 66 62 0d Oa 1f 8b 08 00 00 00 00 00 00 03 bd 54 5d 6f d3 40 10 7c cf af 58 15 al b6 51 b0 c3 6b 22 24 50
4a a4 3c 14 45 2a fc 80 b5 bd b6 4f ac 77 ad bb 75 53 83 f8 ef €8 6¢ €8 07 42 Oe 85 88 7b 39 9d 6e 3c 3b 3b be 9d 74 7e
a2 95 ce d2 b8 c1 f5 bb dd 87 64 73 73 03 7f b7 1e 53 7d ac 5d 00 17 c0 6a 82 d6 bb 06 7d 0f 91 b9 74 4c Ob e8 02 15 90
5 80 cc d0 62 45 11 87 06 d8 b6 84 fe 57 2a 27 03 4b 83 4e 22 82 5d 8e e6 54 €0 €0 a4 d0 43 f2 Oc 55 a7 f1 ea 18 17 b8
a6 55 6f 61 2c fd 27 be ef 86 0f 06 37 86 4e b5 €8 18 3d 04 eb 99 42 4d 64 el de bl c1 85 5¢ c5 48 6¢ b4 2e 79 62 d6 95
82 a8 41 5e a3 54 34 b0 a9 2f c8 83 96 f1 10 e8 a7 b8 e4 3f 99 f5 76 ac 07 9d e7 8b b3 al 31 0a 69 a9 62 49 1e c2 d9 e5
fa 7 80 86 a4 9b 04 60 1e 9f 40 86 7e 12 65 aa 6¢ ae 9d c4 fc f0 72 12 23 78 bb 47 al 49 4c d6 99 a9 4c cb c1 8c a7 49
4af5cd 318ac9 fb 9a b0 a0 69 53 42 8d 71 6¢ 26 ed d7 02 f9 ca 21 6b 35 ed 1d 32 49 71 e4 27 60 db aa 13 6b 1e 99 7c
7c 84 2a d6 Oc f9 19 23 b4 51 31 af 3c 06 4e al 79 17 eb 41 a6 45 0f ce 02 71 99 00 ec 19 73 82 ac 82 5¢ 59 7d 58 40 83
be 72 12 16 4f £3 86 2c 4f a0 26 4f c9 bf a6 e0 69 46 28 36 31 fb 3a 8b dc a3 e0 d5 b2 bd 5b 0f e7 Oc f3 cf 95 d7 4e 8a 57
43 4f ab 17 db ed 76 bc 4a e7 a0 b7 e4 4b d6 ¢3 0a 3b 53 c8 b1 0b 31 68 e3 23 84 9a 5¢ 55 db 9b d7 cb e5 4b 28 d1 71
e7 29 e6 ec b5 7e 71 cc 98 00 7c Oa 4e 2a 40 01 ba 6b 3d 85 10 03 97 24 44 9c Oa f7 b0 7b 0f 2a b0 df c0 c1 31 c¢7 74 02
8b 89 8f 66 de 65 9d 51 02 f3 74 d0 71 2f e2 81 e8 e2 3c Oa 3a bf 5¢ cf be cd be 03 5b b4 6d ba c4 06 00 00 0d Oa

Data Ascii: 1fbT]o@|XQKk"$PJI<E*OwuSIB{9n<;;t~dssS}|j}HLbEW*KN"]TCUUoa, 7N=BMd\HLybA"T4/?v1ibl' @~elr
#XGILLIJ1iSBql&!k521g"K|[*#Q1<NyAEqs\Y}IX@rO,0&0iF (61:[NWCOVJIK;S1h#\UK(q)~q|N*@k=$D{*1tfeQtq/<:\[m

GET /expressl/javascript/ieEmulation.js HTTP/1.1

Accept: application/javascript, */*;q=0.8

Referer: http://webaccess.gaports.com/express/secure/today.jsp?Facility=GCT
Accept-Language: en-US

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko
Accept-Encoding: gzip, deflate

Host: webaccess.gaports.com

Connection: Keep-Alive

Cookie: JSSESSIONID=AA9DOCAAC5FFF61AF33033B2BAESAC30.tomcat3

HTTP/1.1 200 OK

Date: Thu, 03 Jun 2021 14:17:09 GMT

Content-Type: text/javascript

Transfer-Encoding: chunked

Connection: keep-alive

ETag: W/'6959-1619547718000"

Last-Modified: Tue, 27 Apr 2021 18:21:58 GMT

Cache-Control: max-age=14400

CF-Cache-Status: REVALIDATED

cf-request-id: 0a73d544b000004eb51a3e4000000001

Report-To: {"endpoints":[{"url":"https:VVa.nel.cloudflare.com\/report\/v2?s=04igNRHGtAOqzD%2FTa3qLIOFFMSNRcx
S5wMuURNI5yEle7SsYuzSs1myarylsarjZZxUNIU97AllmQiB%2Fx05x0bjxWk6153TiiC%2Bohu%2FOmhz3bRQ%2Bca
rvYUJ7a2J9MgrrAwGoU%3D"}],"group”:"cf-nel","max_age":604800}

NEL: {"report_to":"cf-nel","max_age":604800}

Vary: Accept-Encoding

Server: cloudflare

CF-RAY: 65998blabca24eb5-FRA

Content-Encoding: gzip

Data Raw: 36 31 31 0d Oa 1f 8b 08 00 00 00 00 00 00 03 dd 58 6d 6f db 36 10 fe ee 5f 71 cd 87 5a 1a 1c a5 fd b2 0f 35 02
ac ed d2 ae 43 5b 14 8b b1 35 18 8a 80 92 4e 12 5b 9a 14 c8 93 5f 56 e4 bf 0f 24 f5 6a 3b b1 d3 26 5d 3b c1 b0 0d 91 7c
ee 78 f7 f0 8e 77 27 3f dd d1 73 32 3a b1 3f 30 2b b8 01 93 68 5e 12 24 4a 12 e3 d2 c0 5c a5 3c €3 09 23 ae a4 01 52 fO
46 fd c3 85 60 50 6a 45 8a d6 25 1a a0 82 11 40 1f 8a 09 al 96 cd d4 e3 98 19 4c 21 d6 6a 69 50 3b 10 9¢ 57 82 11 5a 90
52 73 24 a6 d7 fO ea Oc 9a a7 0f 95 55 32 b1 c2 99 e0 b4 8e e0 b6 4f 1f ea 2b 9f 1e d4 5d 9a fd ee b4 f2 1e cc b8 40 48 bl
44 99 1a a8 4a 25 81 0a 84 4c 59 97 70 99 c3 ef 6¢ c1 ce bd 97 ed 54 3 e4 1a 5b 1d 4b 25 f1 2e b4 fa de cc 7e f7 2e 6c ce
44 aa d0 c8 3141 c1 16 08 Oc 12 c1 93 4f 41 08 73 a4 42 a5 90 29 0d 4c 26 85 d2 40 2¢c 37 11 c0 ac c0 2d ba b7 7e 4a 54
8a 90 68 64 84 06 94 c4 e8 3f 31 16 cf 02 7b 8 55 06 bf cd de bc 7e ea d4 3f 13 38 47 49 0f 4e 8f 2a 99 62 c6 25 a6 47 fO
f0 21 3c d8 9a 12 b5 51 22 72 ¢6 08 47 9f 47 56 cd bd 13 el b4 3d f8 41 08 9f c1 ad 5a 30 0d b8 20 38 05 2a b8 89 d4 52
a2 fe 55 25 95 03 f0 96 3a 5b a0 a4 60 fc 46 55 c6 ff 37 €3 70 ea 57 €3 82 22 2e 39 75 63 c1 d8 c9 1a 4f 80 74 85 ed f7 36
76 8a 19 ab 04 fd ¢9 71 39 81 c7 13 78 d4 fb 64 4c 18 bc e6 €7 d1 04 64 25 44 a3 81 43 4e b9 29 19 25 85 d7 00 17 e4 47
af 46 57 f7 48 cc 25 17 02 34 52 a5 25 30 20 5¢ 11 48 4b af 80 67 96 5a 80 2b 6e c8 84 8e a2 d7 9c 62 a3 93 ¢6 57 9e b8
1d 53 1d 7a a6 74 82 56 a0 8d ef 4c 2c d9 da b4 12 e5 10 0a 5b 9c ef 23 20 74 1c 77 4e 19 fO da 33 d6 bd ef 71 f4 f2 d2 8f
bf 44 22 d4 97 97 c1 51 67 9e a3 49 4b 5d b0 dc 75 ae 77 dc 75 26 af c9 4b 4c e7 48 53 3f b8 2c 6¢ cc Oe ec 78 64 bf 66
eb 12 el c1 29 3c Oe 9b 35 6e a8 64 1a 25 bd 55 29 d6 eb 6a fb ca fa cd 55 38 bd 57 16 55 06 0d 08 b6 46 7d 01 4c a6 fe
ef 7b e0 d2 10 b2 14

Data Ascii: 611Xmo6_gZ5C[5N[_V$j;&];|xw'?s2:20+h"$J\<#RF PJE%@L!jiP;WZRs$U20+]|@HDJI%LYpIT[K%.~.IDIAOCA
SB)L&@,7-~JThd?1{U~?8GIN*b%G!<Q"rGGV=AZ0 8*RU%:[ FU7pW".9ucOt6vqIxdLd%DCN)%GFWH%4R%0 \HKgZ
+nbWSztVL, [# twN3gD"QgIKJuwu&KLHS?,Ixdf)<5nd%U)jU8WUF}L{
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kBytes

Timestamp transferred

Jun 3, 2021 1151
16:17:09.850696087 CEST

Jun 3, 2021 1167
16:17:10.175813913 CEST

Jun 3, 2021 1168
16:17:10.179707050 CEST

Jun 3, 2021 1178
16:17:10.519140959 CEST

Copyright Joe Security LLC 2021

Direction

ouT

ouT

Data

GET /express/css/modules/navPane.css HTTP/1.1

Accept: text/css, */*

Referer: http://webaccess.gaports.com/express/secure/today.jsp?Facility=GCT
Accept-Language: en-US

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko
Accept-Encoding: gzip, deflate

Host: webaccess.gaports.com

Connection: Keep-Alive

Cookie: JSESSIONID=AA9DOCAAC5FFF61AF33033B2BAESAC30.tomcat3

HTTP/1.1 200 OK

Date: Thu, 03 Jun 2021 14:17:10 GMT

Content-Type: text/css

Transfer-Encoding: chunked

Connection: keep-alive

ETag: W/"3126-1619547718000"

Last-Modified: Tue, 27 Apr 2021 18:21:58 GMT

Cache-Control: max-age=14400

CF-Cache-Status: REVALIDATED

cf-request-id: 0a73d545fd00004eb5191b4000000001

Report-To: {"endpoints":[{"url":"https:VVa.nel.cloudflare.com\/report\/v2?s=LnJ8NsC08Mn65L2JGSIOCICSINIMT%2F
92GFTA4GV69UM2J3t7Lgbx42pnsVNw37rrjgZBjmZILuX3mfZn7 E%2FNESk6q1jx0pEQyzI%2FHAFIMIQ17%2FjrwQR
kr8NPOtLTyK%2FV7s7A%3D"}],"group":"cf-nel","max_age":604800}

NEL: {"report_to":"cf-nel","max_age":604800}

Vary: Accept-Encoding

Server: cloudflare

CF-RAY: 65998blccaf94eb5-FRA

Content-Encoding: gzip

Data Raw: 32 62 63 0d Oa 1f 8b 08 00 00 00 00 00 00 03 cd 55 51 6f 9b 30 10 7e 86 5f 61 a9 9a b4 4d 82 d0 45 74 2b 79
ea 52 22 4d 9a aa 4a 4d 7f 80 81 0b 58 75 7c¢ 96 ed 10 b6 aa ff 7d 32 21 09 4d 60 49 db 74 9a fd 90 70 1c 77 e7 fb ee fb
3c f8 7c a2 35 70 07 f6 87 08 5a de 52 01 fe f8 ee 8e bc 62 b5 43 8d 51 18 85 5¢ 13 2a 25 50 45 45 0a 04 67 04 38 cc 41
18 4d 98 20 a6 00 c2 61 66 bc 82 8a cc €6 66 39 35 Oc c5 6e 28 49 05 70 9f bc 76 b5 42 9d a6 57 ae 2f 68 79 6f 18 67 86
8176 1f dd a7 8d 65 ca Oc 07 f7 d1 b5 79 53 e4 a8 a2 b3 8b 8b 8b 51 fd 3c 43 61 bc 25 b0 bc 30 51 82 3c 6b 59 35 fb 0d
d179 20 ab 95 4d d2 2c 63 22 8f 48 20 2b 12 5a eb 93 eb 6b a0 2a 2d 2c 3c bc 49 90 a0 ca 40 79 06 65 74 2e 2b a2 91
b3 8c 9c 5d 5d da 3d 6a 7b 24 68 Oc ce 7b 9d 68 fa 90 2b 5¢ 88 cc 6b 4a 9e 84 93 30 fe fe bc 96 50 56 64 5b 61 fb 2¢c 02
d5 9c f2 95 7d 4e 55 ce ¢4 26 el c6 7f 59 30 03 9e 96 34 85 48 e0 52 51 59 9f 49 41 Oa c2 fc 30 30 d7 2f 3c d8 Ob 6b ee
c8 45 e8 73 9c c2 b1 dd ab 00 06 2a e3 65 90 a2 aa 07 32 12 28 a0 1b ae ce c0 51 81 25 a8 26 fc 6e ac 85 c8 40 71 66
03 3e b9 87 c792e4 1c 13 cac9 bl 14 9e 16 40 66 c8 39 2e 99 c8 2d f9 38 03 4d Oc 12 ca 79 9b 63 6b 22 fa ef 4¢c 16 cb
Oc db 9b 69 46 7c 9a 1a 56 c2 0d 2d d7 38 6f 51 64 73 9a 43 b4 50 fc a3 ef Of 7c 7f 50 3f eb 81 15 24 64 c2 80 f2 73 36 fb
b4 07 be 02 09 d4 8e 60 3 6f cf 41 a2 66 75 db d7 68 €9 45 72 f3 96 8a 56 df 9f b6 a8 43 ed ae 55 f2 86 96 47 Of c1 bd 86
8c cc 50 75 cb 6b Of f4 ef 3c 04 6d 82 97 a0 Oc 4b 29 f7 28 67 b9 88 Oc ca 3e 5a c¢7 71 1c 5f 5f 37 22 ¢2 32 53 44 e7 df d6
50 6e 26 eb b9 6¢ 1c 50 bb 95 93 6d 4c 9f 4b 8f 58 35 €9 7e 32 f1 e0 3e ba 4e 5b de 9d 6e c5 9a d8 15 6e 5f ef 26 dd 7d
bf 5f f9 78 62 f7 d6 43 d5 8a db €9 dO ab 88 4e b7 9a 39 fb f7 91 b3 b9 78 86 b2 22 5f 65 35 72 5¢ 27 63 5a 72 fa 2b 4a 38
a6 0f 23 d7 69 50 08 82 0f db 0f 9a 93 ed 00 63 3b b5

Data Ascii: 2bcUQo0~_aMEt+yR"MIMXu[}2!M’Itpw<|5pZRbCQ\*%PEEg8AM aff95n(IpvBW/hyogveySQ<Ca%0Q<kY5y M,
c"H +Zk*- <l@yet.+]]=[{$h{h+\kJOPVd[a,}NU&Y04HRQYIA00/<kEs*e2(Q%&n@df>@f9.-8Myck"LiF|V-80QdsCP|P?$ds

6 0AfuhErVCUGPuk<mK)(g>Zq__7"2SDPn&IPMLKX5~2>N[nn_&} xbCN9x"_e5r\'cZr+J8#iPc;

GET /express/css/modules/shadow.css HTTP/1.1

Accept: text/css, */*

Referer: http://webaccess.gaports.com/express/secure/today.jsp?Facility=GCT
Accept-Language: en-US

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko
Accept-Encoding: gzip, deflate

Host: webaccess.gaports.com

Connection: Keep-Alive

Cookie: JSSESSIONID=AA9DOCAAC5FFF61AF33033B2BAESAC30.tomcat3

HTTP/1.1 200 OK

Date: Thu, 03 Jun 2021 14:17:10 GMT

Content-Type: text/css

Transfer-Encoding: chunked

Connection: keep-alive

ETag: W/"718-1619547718000"

Last-Modified: Tue, 27 Apr 2021 18:21:58 GMT

Cache-Control: max-age=14400

CF-Cache-Status: REVALIDATED

cf-request-id: 0a73d5474400004eb5f608e000000001

Report-To: {"endpoints":[{"url":"https:VVa.nel.cloudflare.com\/report\/\v2?s=izHKe4CMONgZY58%2Fjq4ILXf8TaQ2Pq
XVx2sEIW9HyZgtruo%2BF29TaCG9Wh182adZIq%2FpORzj7DrmdnObzi7EXj0gEEW0YASDrHAITL7RQYtwLEEY6COt
PEbzgNACuUXJ%2Bst|%3D"}],"group":"cf-nel","max_age":604800}

NEL: {"report_to":"cf-nel","max_age":604800}

Vary: Accept-Encoding

Server: cloudflare

CF-RAY: 65998bled8dadeb5-FRA

Content-Encoding: gzip

Data Raw: 31 31 31 0d Oa 1f 8b 08 00 00 00 00 00 00 03 d5 90 b1 4e c3 30 10 86 e7 dc 53 58 62 01 44 9c 64 b5 d5 al 6a
4154 02 21 91 4a b0 3a b6 93 58 75 7c 96 ed 42 53 d4 77 47 al 1d 18 18 10 ea c2 bf dc €9 1f be d3 77 ¢5 f5 99 52 40 31
0d 52 df cf 97 4f 2f 74 51 d7 e4 2f f9 8e 5a a0 4b 01 6d 24 c2 7b 2d 82 70 52 13 6¢ 49 ec 85 c2 77 a2 ad 1le b4 4b 91 fe 02
75 1e 41 a0 c7 d3 f0 01 84 64 77 ab 87 f5 ed 33 f3 01 3b a3 d8 f2 75 35 88 4e af 83 70 b1 c5 30 d0 47 23 03 46 6¢ 13 9d
5b df 8b cb 98 46 ab 67 €5 0d 7a 21 4d 1a 67 55 79 c5 27 4c 3e e0 3e 3f 95 ac a4 15 87 cc 63 34 c9 a0 63 a2 89 68 b7 49
73 ¢8 12 7a 56 fa 1d 87 cc ea 36 9d d6 46 c8 4d 17 70 eb 54 2e d1 62 60 17 e5 57 38 64 6f 26 9a c6 d8 09 da 1b a5 b4 e3
90 ed 73 €3 94 de b1 8a c3 01 80 aa 80 be 3e fe f2 1f 08 29 13 bd 15 23 6b 2c ca cd cf 82 07 f8 04 96 24 3e 9e ce 02 00
00 0d Oa

Data Ascii: 111NOSXbDdjAT!J:Xu|BSWGWR@1RO/tQ/ZKm${-pRIIWKuAdw3;uSNp0G#FI[Fgz!MgUy'L>>?c4chlszZV6FMpT.
b"'W8do&s>)#k,$>

Page 71 of 102



kBytes

Timestamp transferred Direction
Jun 3, 2021 1181 ouT
16:17:10.656898022 CEST

Jun 3, 2021 1193 IN
16:17:10.974834919 CEST

Jun 3, 2021 1202 ouT

16:17:10.980211973 CEST

Copyright Joe Security LLC 2021

Data

GET /express/javascript/globalEvents.js HTTP/1.1

Accept: application/javascript, */*;q=0.8

Referer: http://webaccess.gaports.com/express/secure/today.jsp?Facility=GCT
Accept-Language: en-US

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko
Accept-Encoding: gzip, deflate

Host: webaccess.gaports.com

Connection: Keep-Alive

Cookie: JSESSIONID=AA9DOCAACS5FFF61AF33033B2BAEBAC30.tomcat3

HTTP/1.1 200 OK

Date: Thu, 03 Jun 2021 14:17:10 GMT

Content-Type: text/javascript

Transfer-Encoding: chunked

Connection: keep-alive

ETag: W/"3702-1619547718000"

Last-Modified: Tue, 27 Apr 2021 18:21:58 GMT

Cache-Control: max-age=14400

CF-Cache-Status: REVALIDATED

cf-request-id: 0a73d5492100004eb54631a000000001

Report-To: {"endpoints":[{"url":"https:VVa.nel.cloudflare.com\/report\\v2?s=y6rt%2FscSkO%2FsinDaemhJCtU7LK6G
GrNop71sxui9EJZMmN3YNgF9zHzPpgveZ2xaJj0ocuppVMcaT%2FNS52foEyOuxFPtUs5%2Babgg7P%2FIOwjKFU51
VCD8KfVADQpttTogFaE%3D"}],"group”:"cf-nel","max_age":604800}

NEL: {"report_to":"cf-nel","max_age":604800}

Vary: Accept-Encoding

Server: cloudflare

CF-RAY: 65998b21c96f4eb5-FRA

Content-Encoding: gzip

Data Raw: 34 39 66 0d Oa 1f 8b 08 00 00 00 00 00 00 03 cd 57 6d 8f d4 36 10 fe 4c 7e c5 88 9e 60 b3 2a c9 41 al 52 6f 75
55 €9 1d d0 ab Oe ae 82 a3 fd ec b5 27 59 83 e3 bl 6¢ 27 cb 52 f1 df ab 89 b3 af 39 5a b5 3d 24 fc 61 d7 f6 cc 3c f3 78 3¢
63 3b e5 34 9b c2 4f 93 6f f2 da dO 5¢ 98 67 1d da 18 8a 77 01 8e 5e 63 a7 83 26 7b 02 0f 8b 1f €0 08 8e ce 45 c4 13 78
74 7cfc 7d f9 fO 51 79 fc 18 8e 1f 9f 3¢ 79 72 72 fc 10 8e 32 46 39 23 b7 2 ba 5e 44 78 25 3a 1d e0 8¢ bc 23 2f a2 26 cb
56 df 65 53 78 6a Oc bc 66 95 00 af 31 a0 ef 50 0d a6 b6 d2 0a 6d d4 c2 cO 85 ad c8 37 c9 8e aa 31 58 36 85 b7 56 b4 71
41 5e 7f 44 05 6d 40 dO 01 42 f4 5a 46 b3 02 e7 69 al e7 3a Oe d8 d7 Ob 1d 60 49 fe 3d 48 b2 51 68 1b a0 13 a6 15 73 83
3c b3 f5 eb 3¢ 39 af 31 0a bf 82 e8 85 42 08 28 3d c6 6¢ Oa fa 1f 28 81 b0 8a 39 38 4f 11 65 44 05 f3 15 04 87 52 57 5a 66
53 10 b5 47 6¢ 38 b4 bd 66 85 0a bd 30 20 d7 11 2b 76 58 92 07 61 57 €0 84 8f 10 17 €8 91 aa 6¢ Oa 8d 58 81 a5 08 73
04 a5 83 34 14 50 7d cb 34 6d 68 74 8¢ 3c 90 e4 34 ff 93 07 8f ce 93 6a 25 2a d0 4c 6e 95 4d 81 57 c0 b2 06 95 6e 1b 58
ea b8 a0 36 82 f3 9a 3c 2c 3d 83 58 58 87 35 ad aa f2 d4 a4 c5 f6 7b b4 59 6e 91 4d cb 2c 2b a7 b7 d4 ca 04 05 d7 Ob 84
8a 8c al a5 b6 3504 e9 b5 8b 1c d5 36 a0 82 48 eb fd 03 27 6a 7c 60 b0 43 03 c8 f9 0a a9 ed 42 cd b5 55 da d6 al 80 ff
d4 76 al fe 67 db 81 ba cd 58 dd 1e ab 94 7a 95 36 08 Oa 1d 5a 15 a0 75 64 39 f7 76 76 €3 57 d1 89 37 69 47 58 35 9c 7¢c
26 56 0f 2¢ 59 bc 0d 56 5f 5b d8 b3 4e 78 50 24 el 94 7f 5b 2e e6 59 96 29 92 05 d9 86 da 80 d4 al 4f c2 ab Oe fd 6¢ 4f d4
c6 41 d2 c6 b5 40 1a 2d df a7 d9 33 ee ee 19 28 5a da 24 3b a7 a5 dd 13 b5 2e 09 de ba 0d 12 d9 88 1f 62 83 b6 1d f0 d2
c4 4b b4 ed 2c 5b 6a ab 68 59 90 35 24 14 9c c2 52 db ab be 3f cb b2 aa b5 b2 2f f4 81 f4 24 cf fe cc 00 ca 92 d7 8a 26 69
b3 75 5f 66 45 f0 f2 99

Data Ascii: 49fWm6L~*ARouU'YI'R9Z=$a<x<c;400\gw c&{Ext|}Qy<yrr2F9#"Dx%:#/&VeSxjf1lPm71X6VqA"DM@BZFi:
“I=HQhs<<91B(=1(980eDRWZfSGI8f0 +vXaWIXs4P}4mht<4j%*LnMWnX6<,=XX5{YnM,+56H'j| CBUvgXz6Zud9
WW7iGX5|&V,YV_[NxP$[.Y)OIOA@-3(Z$;.bK,[jhY5$R?/$&iu_fE

GET /express/includes/simplecalendar.js HTTP/1.1

Accept: application/javascript, */*;q=0.8

Referer: http://webaccess.gaports.com/express/secure/today.jsp?Facility=GCT
Accept-Language: en-US

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko
Accept-Encoding: gzip, deflate

Host: webaccess.gaports.com

Connection: Keep-Alive

Cookie: JSESSIONID=AA9DOCAACS5FFF61AF33033B2BAESAC30.tomcat3
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kBytes
Timestamp transferred

Jun 3, 2021 1219
16:17:11.305036068 CEST

Jun 3, 2021 1777
16:17:31.917172909 CEST

Jun 3, 2021 1783
16:17:31.971807003 CEST

Jun 3, 2021 1784
16:17:31.973251104 CEST

Copyright Joe Security LLC 2021

Direction

IN

ouT

ouT

Data

HTTP/1.1 200 OK

Date: Thu, 03 Jun 2021 14:17:11 GMT

Content-Type: text/javascript

Transfer-Encoding: chunked

Connection: keep-alive

ETag: W/'18756-1619547718000"

Last-Modified: Tue, 27 Apr 2021 18:21:58 GMT

Cache-Control: max-age=14400

CF-Cache-Status: REVALIDATED

cf-request-id: 0a73d54a6400004eb56f90a000000001

Report-To: {"endpoints":[{"url":"https:VVa.nel.cloudflare.com\/report\v2?s=IDfq4u2P9JS9AM3hyrWOc%2B2cKDuU5n
HADEA7EogdBFLNTiBDsoSIv9cvvdotEYLvPvXn4q67nKbpLOuezk7n6aS3h4Ks%2Fzu7nsfYzJdXNY DtujyG%2BWwD
alBLgl6Zm%2BfsdWI1%3D"}],"group":"cf-nel","max_age":604800}

NEL: {"report_to":"cf-nel","max_age":604800}

Vary: Accept-Encoding

Server: cloudflare

CF-RAY: 65998b23dee34eb5-FRA

Content-Encoding: gzip

Data Raw: 31 34 33 32 0d 0Oa 1f 8b 08 00 00 00 00 00 00 03 cd 3c 6b 73 db 38 92 9f a9 5f d1 e6 d4 46 62 2c 8b a4 6¢c e7
2199 4e 65 €2 4c 4d b6 92 c9 d6 c5 b3 7b b9 a9 a9 2b 88 84 24 26 14 al 05 21 cb da 19 ff f7 ab c6 83 04 29 52 b6 33 7b
73 a7 0f b1 84 47 77 a3 d1 6f 00 71 fc a7 3d e7 €9 37 7c 7a ce eb 8d 58 32 Oe 13 78 4f 09 7c 5a 11 2e 7a ce 27 b6 el 31
8509 6¢ b7 db 91 60 82 64 d9 ae c0 ae 54 8¢ 62 b6 ea 39 57 44 60 {7 73 ff d4 1f 07 41 d8 73 ae 7e bc fe fO 1e de 90 8¢
€609 el 3d e7 ef 94 17 29 cb 21 1c 85 3d a7 €7 7c 66 1b 20 9c c2 9c 53 0a 82 c1 a6 a0 20 96 69 01 31 4b 28 a4 73 d8 bl
0d 70 2a 48 9a ab 6 25 25 09 e5 23 35 33 61 90 33 01 39 a5 09 4e ce d2 fc 2b fe 5d ed a0 48 05 85 c1 8c 42 9e c6 08 91
6d 16 cb 23 ef db 58 81 cc 78 ea f7 9c 1b c2 41 a4 2b ca 36 e2 8a 66 64 07 11 84 41 10 4c c1 f7 61 95 66 59 5a d0 98 e5
49 31 84 78 49 f2 85 5e 88 5e 43 96 7e a5 43 28 a8 40 02 03 98 33 Oe 62 49 21 d6 8c c1 d6 9c de 50 Oe 64 23 18 24 69
41 d6 6b 8a Oc eb 39 be Of 6b 4e 33 46 12 48 57 64 41 Ob 45 4a ba 5a fc bc 86 08 72 ba 85 77 d8 3e 78 31 Oc c7 de b4 e7
c89e 51 c1 63 88 a0 af a6 f8 9b f5 68 91 ce fb d3 72 ee 15 db e6 5d b3 b1 af 31 3f c1 26 Ob 42 42 04 fd 81 f1 15 11 10 81
bb 5a f9 49 e2 ef 76 bb 9d 3b d5 24 6f 0a 9a c0 6¢c 67 38 a6 d6 b5 4c 13 0a f3 4d 1e 8b 94 e5 45 8d a5 ef 12 88 60 4e b2
82 1a 08 c8 9f 9c 6d al 10 04 59 94 c0 8c b3 6d 41 39 14 79 3a 9f 53 Oe 71 46 8a a2 e7 18 78 fO bd ea 1f 78 bf f5 1c 90 dc
1f 25 6¢ 05 11 24 2c de ac 68 2e 46 Ob 2a de 66 14 bf 7e bf 7b 97 bc 0a 27 c1 b4 1c 9a d2 33 88 60 50 8e 25 59 06 4f 9e
c09181e3d587e7 45 7d 78 46 76 94 17 87 67 3c c3 19 25 5d 38 d4 c6 e6 35 e9 39 6f Oe 3f 30 9a 7d 85 a8 5a 2 ef bf
57 6b 32 df f3 e2 ac 1a be ce 88 98 33 8e cc c9 c9 4d ba 20 82 f1 b2 71 da 73 ee d4 de 18 8e 2b 39 29 f9 3b ed 39 6a 8b
10 97 1e 53 00 a7 ff dc a4 5c¢ 8b fd 96

Data Ascii: 1432<ks8_Fb,I!NeLM{+$&!)R3{sGwoq=7|zX2x0|Z.z'1I"dTb9WD sAs~=)!=|f S i1K(sp*H%%#53a39N+]H
Bm#XxA+6fdALafYZI1xIMC~C(@3bI!Pd#$iAkIKN3FHWIAEJIZrw>x1Qchr]1?&BBZIv;$0lg8LME NmYmA9y:SqFx
X%I$,h.F*f~{'3"P%Y OE}xFvg<%]8590?0}ZWk23M s+9);9jS\

GET /express/skins/gpa/n4client.css HTTP/1.1

Accept: text/css, */*

Referer: http://webaccess.gaports.com/express/index.jsp

Accept-Language: en-US

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko
Accept-Encoding: gzip, deflate

Host: webaccess.gaports.com

I1f-Modified-Since: Tue, 24 Apr 2018 18:47:44 GMT

If-None-Match: W/"13807-1524595664000"

Connection: Keep-Alive

Cookie: JSESSIONID=AA9DOCAAC5FFF61AF33033B2BAESAC30.tomcat3

HTTP/1.1 304 Not Modified

Date: Thu, 03 Jun 2021 14:17:31 GMT

Connection: keep-alive

ETag: W/'13807-1524595664000"

Last-Modified: Tue, 24 Apr 2018 18:47:44 GMT

Cache-Control: max-age=14400

CF-Cache-Status: HIT

Age: 22

cf-request-id: 0a73d59¢2d00004eb52d8ef000000001

Report-To: {"endpoints":[{"url":"https:VVa.nel.cloudflare.com\/report\v2?s=k6 0lmhLMkINd9qRIQHIQvXrLxYcq90I2
FejxvOmlaA8XagnbfsEu7zQIc8IRhV7Ce7Z22v25rCzEhofM0OsMLa7rofclvVdGberLlyOsNQv664ZAWFx4%2BHcDI
X%2BKtYQMKuf0%3D"}],"group”:"cf-nel","max_age":604800}

NEL: {"report_to":"cf-nel","max_age":604800}

Vary: Accept-Encoding

Server: cloudflare

CF-RAY: 65998ba6aa4f4eb5-FRA

GET /express/css/modules/content.css HTTP/1.1

Accept: text/css, */*

Referer: http://webaccess.gaports.com/express/index.jsp

Accept-Language: en-US

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko
Accept-Encoding: gzip, deflate

Host: webaccess.gaports.com

If-Modified-Since: Tue, 27 Apr 2021 18:21:58 GMT

If-None-Match: W/"2627-1619547718000"

Connection: Keep-Alive

Cookie: JSSESSIONID=AA9DOCAAC5FFF61AF33033B2BAESAC30.tomcat3
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kBytes

Timestamp transferred
Jun 3, 2021 1790
16:17:32.022211075 CEST

Jun 3, 2021 1790
16:17:32.023396969 CEST

Jun 3, 2021 1795
16:17:32.076324940 CEST

Jun 3, 2021 1796
16:17:32.077182055 CEST

Jun 3, 2021 1801
16:17:32.131912947 CEST

Jun 3, 2021 1802

16:17:32.132997990 CEST

Copyright Joe Security LLC 2021

Direction

IN

ouT

ouT

ouT

Data

HTTP/1.1 304 Not Modified

Date: Thu, 03 Jun 2021 14:17:32 GMT

Connection: keep-alive

ETag: W/"2627-1619547718000"

Last-Modified: Tue, 27 Apr 2021 18:21:58 GMT

Cache-Control: max-age=14400

CF-Cache-Status: HIT

Age: 22

cf-request-id: 0a73d59c6500004eb52d8f7000000001

Report-To: {"endpoints":[{"url":"https:VVa.nel.cloudflare.com\/report\/\v2?s=gra2VvmpU%2FE46 MoE2Jw%2BTx4nfmn3
USQtY1lcJevV823%2BeUDwWM3pMdgaS7E3SDHORzqXkj3lcZuiAL8S6zPBJoCG%2BtING00%2BWCgJ61twNbcAoxt09G
RP7whlA2a45R%2B1GwWNtE%3D"}],"group”:"cf-nel","max_age":604800}

NEL: {"report_to":"cf-nel","max_age":604800}

Vary: Accept-Encoding

Server: cloudflare

CF-RAY: 65998ba70b614eb5-FRA

GET /express/css/modules/form.css HTTP/1.1

Accept: text/css, */*

Referer: http://webaccess.gaports.com/express/index.jsp

Accept-Language: en-US

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko
Accept-Encoding: gzip, deflate

Host: webaccess.gaports.com

If-Modified-Since: Tue, 27 Apr 2021 18:21:58 GMT

If-None-Match: W/"1113-1619547718000"

Connection: Keep-Alive

Cookie: JSSESSIONID=AA9DOCAAC5FFF61AF33033B2BAESAC30.tomcat3

HTTP/1.1 304 Not Modified

Date: Thu, 03 Jun 2021 14:17:32 GMT

Connection: keep-alive

ETag: W/'1113-1619547718000"

Last-Modified: Tue, 27 Apr 2021 18:21:58 GMT

Cache-Control: max-age=14400

CF-Cache-Status: HIT

Age: 22

cf-request-id: 0a73d59c9700004eb524afd000000001

Report-To: {"endpoints":[{"url":"https:VVa.nel.cloudflare.com\/report\/\v2?s=8SR10LM%2FeTZwkR2Q8tXz0L2%2F7D1J
YFPGjgGFGnCzfSENiXrrD45W%2BpNGCsA7NO3xV6rmWceTTdgp44YGiFQsHNuwGoVCFwUNZgmcaCDEFk
Wdzjv98e G8K4BNJIsSRb70fGbs%3D"}],"group”:"cf-nel","max_age":604800}

NEL: {"report_to":"cf-nel","max_age":604800}

Vary: Accept-Encoding

Server: cloudflare

CF-RAY: 65998ba75c424eb5-FRA

GET /express/css/modules/modalDialog.css HTTP/1.1

Accept: text/css, */*

Referer: http://webaccess.gaports.com/express/index.jsp

Accept-Language: en-US

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko
Accept-Encoding: gzip, deflate

Host: webaccess.gaports.com

If-Modified-Since: Tue, 27 Apr 2021 18:21:58 GMT

If-None-Match: W/"863-1619547718000"

Connection: Keep-Alive

Cookie: JSSESSIONID=AA9DOCAAC5FFF61AF33033B2BAESAC30.tomcat3

HTTP/1.1 304 Not Modified

Date: Thu, 03 Jun 2021 14:17:32 GMT

Connection: keep-alive

ETag: W/"863-1619547718000"

Last-Modified: Tue, 27 Apr 2021 18:21:58 GMT

Cache-Control: max-age=14400

CF-Cache-Status: HIT

Age: 22

cf-request-id: 0a73d59cce00004eb53c260000000001

Report-To: {"endpoints":[{"url":"https:VVa.nel.cloudflare.com\/report\w2?s=%2FOtiAh%2F7LaOthKoKLyWdwg900jUo
IPr5Gtsme653nbw20%2FIDRnzK2KDolvgeFzZW101yOnOcXBmONmMDsFAWNVa7L%2FEmH91Q7g0Ik319ZtX1vghL6y%?2
F4WobZsjo8ROzHTYgK0%3D"}],"group”:"cf-nel","max_age":604800}

NEL: {"report_to":"cf-nel","max_age":604800}

Vary: Accept-Encoding

Server: cloudflare

CF-RAY: 65998ba7bd4d4eb5-FRA

GET /expressl/javascript/browserSniff.js HTTP/1.1

Accept: application/javascript, */*;q=0.8

Referer: http://webaccess.gaports.com/express/index.jsp

Accept-Language: en-US

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko
Accept-Encoding: gzip, deflate

Host: webaccess.gaports.com

If-Modified-Since: Tue, 27 Apr 2021 18:21:58 GMT

If-None-Match: W/"15400-1619547718000"

Connection: Keep-Alive

Cookie: JSESSIONID=AA9DOCAAC5FFF61AF33033B2BAESAC30.tomcat3
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kBytes

Timestamp transferred
Jun 3, 2021 1811
16:17:32.185236931 CEST

Jun 3, 2021 1811
16:17:32.186311007 CEST

Jun 3, 2021 1818
16:17:32.236912012 CEST

Jun 3, 2021 1819
16:17:32.237876892 CEST

Jun 3, 2021 1824
16:17:32.295140982 CEST

Jun 3, 2021 1829

16:17:32.417490005 CEST

Copyright Joe Security LLC 2021

Direction

IN

ouT

ouT

ouT

Data

HTTP/1.1 304 Not Modified

Date: Thu, 03 Jun 2021 14:17:32 GMT

Connection: keep-alive

ETag: W/'15400-1619547718000"

Last-Modified: Tue, 27 Apr 2021 18:21:58 GMT

Cache-Control: max-age=14400

CF-Cache-Status: HIT

Age: 23

cf-request-id: 0a73d59d0500004eb503387000000001

Report-To: {"endpoints":[{"url":"https:VVa.nel.cloudflare.com\/report\v2?s=JAA69eMGNOjbmfMrc3MI0dE820pMNZdk
Q57YFmgJghtFiZAs9e2t0Wdals42e4RcEBGLUW1jocNBb9PXgBEtvZnUYZzOZCyLIIXDOPVHpjVxUjn2yzXgyN2bpZ
QE%2BQFXV7s%3D"}],"group":"cf-nel","max_age":604800}

NEL: {"report_to":"cf-nel","max_age":604800}

Vary: Accept-Encoding

Server: cloudflare

CF-RAY: 65998ba80e2f4eb5-FRA

GET /expressl/javascript/lovHandlers.js HTTP/1.1

Accept: application/javascript, */*;q=0.8

Referer: http://webaccess.gaports.com/express/index.jsp

Accept-Language: en-US

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko
Accept-Encoding: gzip, deflate

Host: webaccess.gaports.com

If-Modified-Since: Tue, 27 Apr 2021 18:21:58 GMT

If-None-Match: W/"1695-1619547718000"

Connection: Keep-Alive

Cookie: JSSESSIONID=AA9DOCAAC5FFF61AF33033B2BAESAC30.tomcat3

HTTP/1.1 304 Not Modified

Date: Thu, 03 Jun 2021 14:17:32 GMT

Connection: keep-alive

ETag: W/'1695-1619547718000"

Last-Modified: Tue, 27 Apr 2021 18:21:58 GMT

Cache-Control: max-age=14400

CF-Cache-Status: HIT

Age: 22

cf-request-id: 0a73d59d3a00004eb509008000000001

Report-To: {"endpoints":[{"url":"https:VVa.nel.cloudflare.com\/report\/\v2?s=%2FtCV70ih9sRJIpOnyL4fDAqvByUIECO
aV9sMFm2zlfaeGTSIncwpwTbhY8zIW0%2FZ4rCGIXUTBjO9R3pRk713r%2F7p6gLY61S0Bf67T3iiklgcIKSUSs1Ym
hvVmaJikEGUVg90%3D"}],"group":"cf-nel","max_age":604800}

NEL: {"report_to":"cf-nel","max_age":604800}

Vary: Accept-Encoding

Server: cloudflare

CF-RAY: 65998ba85efe4eb5-FRA

GET /express/skins/gpa/logo.gif HTTP/1.1

Accept: image/png, image/svg+xml, image/jxr, image/*;q=0.8, */*;q=0.5
Referer: http://webaccess.gaports.com/express/index.jsp

Accept-Language: en-US

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko
Accept-Encoding: gzip, deflate

Host: webaccess.gaports.com

I1f-Modified-Since: Fri, 31 Aug 2018 19:11:15 GMT

If-None-Match: W/"12519-1535742675345"

Connection: Keep-Alive

Cookie: JSSESSIONID=AA9DOCAAC5FFF61AF33033B2BAESAC30.tomcat3

HTTP/1.1 304 Not Modified

Date: Thu, 03 Jun 2021 14:17:32 GMT

Connection: keep-alive

ETag: W/'12519-1535742675345"

Last-Modified: Fri, 31 Aug 2018 19:11:15 GMT

Cache-Control: max-age=14400

CF-Cache-Status: HIT

Age: 21

cf-request-id: 0a73d59d6e00004eb54bab8000000001

Report-To: {"endpoints":[{"url":"https:VVa.nel.cloudflare.com\/report\Vw2?s=NrTszCNtfiSCJIxjF31Hen8UoCF601Q2d
S9TAd1CuhBnNbQ5IEdVN8YqwBnDhdrBae30zIA7OHD9IQZ2TLgXAnJeUHdfBPpU9elXFYcG4hKvyhME2SIQdFEYZCR
rkAARg2vg%3D"}],"group”:"cf-nel","max_age":604800}

NEL: {"report_to":"cf-nel","max_age":604800}

Vary: Accept-Encoding

Server: cloudflare

CF-RAY: 65998ba8aff84eb5-FRA

GET /express/images/poweredbynavis.gif HTTP/1.1

Accept: image/png, image/svg+xml, image/jxr, image/*;q=0.8, */*;q=0.5
Referer: http://webaccess.gaports.com/express/index.jsp

Accept-Language: en-US

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko
Accept-Encoding: gzip, deflate

Host: webaccess.gaports.com

If-Modified-Since: Tue, 27 Apr 2021 18:21:58 GMT

If-None-Match: W/"840-1619547718000"

Connection: Keep-Alive

Cookie: JSESSIONID=AA9DOCAAC5FFF61AF33033B2BAESAC30.tomcat3

Page 75 of 102



kBytes
Timestamp transferred

Jun 3, 2021 1833
16:17:32.473756075 CEST

Jun 3, 2021 1834
16:17:33.206437111 CEST

Jun 3, 2021 1847
16:17:33.547646046 CEST

Session ID Source IP
3 192.168.2.6

kBytes
Timestamp transferred
Jun 3, 2021 1066

16:17:09.177208900 CEST

Copyright Joe Security LLC 2021

Direction

IN

ouT

Source Port

49716

Direction

ouT

Data

HTTP/1.1 304 Not Modified

Date: Thu, 03 Jun 2021 14:17:32 GMT

Connection: keep-alive

ETag: W/'840-1619547718000"

Last-Modified: Tue, 27 Apr 2021 18:21:58 GMT

Cache-Control: max-age=14400

CF-Cache-Status: HIT

Age: 21

cf-request-id: 0a73d59e2200004eb549852000000001

Report-To: {"endpoints":[{"url":"https:VVa.nel.cloudflare.com\/report\v2?s=rXejSKpahre8oAKDVeRorMfJqIXj1rPM
45vtkQiH%2FBONBHgH%2BFTcFg2tNjio91LCMwMvzOo2vbmgEptg%2B8Z3MfrOK5wZID50bfXG0Z2ygSGfdawlgUTu
72jYVzdVtKg4%2BNs%3D"}, "group":"cf-nel","max_age":604800}

NEL: {"report_to":"cf-nel","max_age":604800}

Vary: Accept-Encoding

Server: cloudflare

CF-RAY: 65998ba9cafe4eb5-FRA

GET /express/about.jsp HTTP/1.1

Accept: text/html, application/xhtml+xml, image/jxr, */*

Accept-Language: en-US

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko
Accept-Encoding: gzip, deflate

Host: webaccess.gaports.com

Connection: Keep-Alive

Cookie: JSESSIONID=AA9DOCAAC5FFF61AF33033B2BAESAC30.tomcat3

HTTP/1.1 200 OK

Date: Thu, 03 Jun 2021 14:17:33 GMT

Content-Type: text/html;charset=1SO-8859-1

Transfer-Encoding: chunked

Connection: keep-alive

CF-Cache-Status: DYNAMIC

cf-request-id: 0a73d5a13700004eb524b8a000000001

Report-To: {"endpoints":[{"url":"https:VVa.nel.cloudflare.com\/report\/v2?s=A74tYBgyaRBLARQEUPdZLc6wlbrdZip0
9Lf1sqlggC%2B772U%2F%2FPrrE2adTvnp5G75GaX47%2BENWgtHZIXwrMRUMIXZZGL8cAi84frzX0UDIYHzhICISC
%2B6uc9YNmxtWPQDAXE%3D"}],"group":"cf-nel","max_age":604800}

NEL: {"report_to":"cf-nel","max_age":604800}

Server: cloudflare

CF-RAY: 65998baeb8c64eb5-FRA

Content-Encoding: gzip

Data Raw: 33 62 34 0d Oa 1f 8b 08 00 00 00 00 00 00 03 cc 55 c1 72 db 36 10 3d 87 5f b1 83 83 22 8d 24 ca 52 ea c6 b6
4c 65 54 45 4e dc b1 95 c4 a6 d3 de 3a 20 b9 22 d1 80 00 0d 2c 65 6b 3a fe f7 Oe 48 ca 96 9a 38 f1 b4 69 a7 b8 48 5¢c ec
ee 7b d8 f7 08 7a 9e 5b c¢7 19 e5 72 e2 1d 67 ¢8 93 89 f7 cc 7b e6 62 e7 f3 70 Oa 6f c3 fO 7d 7f fe el ea f4 63 cO de 1b 9e
e6 9c cl ec dd 22 9c 2f c2 80 2d 74 7f c6 e3 Oc d9 a4 c9 ce 88 8a 3e 5e 97 62 15 b0 99 56 84 8a fa el ba 40 06 71 fd 14
30 c2 5b 1a 38 b8 31 c4 19 37 16 29 b8 Oa 4f fa 07 f7 3d b6 11 e7 b7 85 30 68 b7 20 c3 12 61 5a a6 30 1a cl f0 e0 68 ff c5
d1 70 Of de 9¢c 87 30 3c 7c b9 ef 5a e4 48 7c 87 c6 af fd ab 69 7f a6 f3 82 93 88 e4 36 93 d3 79 70 c8 60 f2 70 fc 6a 12 24
48 e2 64 1la e9 92 e0 17 8¢ a6 71 8c d6 1e Of ea b0 f7 d8 3a b6 b1 11 05 01 ad Ob 6¢ ce f8 3b 5f f1 3a ca 40 72 95 96 3¢
¢5 80 fd cc 57 fc b2 8e 4e 3c 6f 30 70 18 bc c2 80 87 2d 38 13 91 el 66 0d ed b8 03 a3 bd bd 3d 38 d1 86 4a 41 6b 98 69
65 4b 49 42 a5 3e 4c a5 84 0b 91 66 64 el 02 2d 9a 15 26 be 37 8 67 cb 51 b2 05 c¢6 62 b9 06 ca 10 14 cf 11 f4 12 38 38
0089 04 94 71 02 83 b6 d0 2a b1 40 1a Oc 5e 97 68 c9 1e 79 2b 6e 36 69 Ob 57 17 00 7b 2d 6¢ c1 29 ce d0 b0 f1 f7 e0 36
bf 25 ¢3 63 aa b8 5d 5d 9c 39 6a ee 6f 5¢c 1a 83 8a 20 11 06 63 d2 6e 74 2e cc 8b 42 8a 98 93 d0 aa d6 fd 96 3a 47 de b2
54 71 15 4a 91 66 75 b4 dd f1 fe f0 96 c2 58 ba 94 dc 66 68 21 80 1b al 12 7d e3 4b 5d 37 f0 33 83 4b 5f a8 04 6f df 2d db
6¢ 30 60 9d b1 67 31 d6 2a a9 6a be 5d c1 7a 3b 08 5d 18 75 c6 1e 65 c2 3c bd c1 36 5e 17 86 9d 71 35 f3 82 d3 a3 d5
b6 8c 2c 19 al d2 f6 5e 6f Ob ab 2e 36 48 a5 51 55 fd d8 bb fb 1e fa 9c 3 4f 08 7c e3 09 58 6a 53 3d 15 da 90 f3 0a 87 e4
de 10 1b ab f4 36 86 13 2a 85 4c db fa 2d ea b9 6e 4d al 33 61 cf f5 ca 39 41 fb 6d 78 7e e6 6a Oc f2 c4 66 €8 1a 20 c5 9d
le 70 95 38 9f 0a 95 4a 84 82 1b 9e 23 a1 d9 d2 bb 61 75 51 75 6d 3b 28 77 39 f5 1a 98 c5 16 8a b3 43 69 24 04 dO de
36 09 74 81 35 ac 07 Oc ba 3b 66 ef 02 7b 95 23 65 3a 09 dc 19 25 5f d7 38 ad 0d 4e e0 2a 36 0f 2e bd 55 71 ac c2 0f Oc
aa 8d 9a 44 b5 d3 9c da 45 45 12 Oc 7f 1c 8d 5e 8e 0Oe Of f6 5f fc 30 3¢ 74 06 d4 05 aa 76 69 64 0f d8 6f a4 Ob f6 20 2a 99
12 ff 1d 51 9f a2 63 3d

Data Ascii: 3b4Ur6=_"$RLeTEN: ",ek:H8iH\{z[rg{bpo}c"/-t>"bV@q0[817)O=0h aZ0hp0<|ZH|i6yp pj$Hdq:l;_:@r<WN<o0p-8
f=8JAkieKIB>Lfd-&7gQb88q*@"hy+n6iW{-)6%c]]9jo\ cnt.B:GTqJfuXfh!}K]73K_o-10"g1*j]z;Jue<6”q5,70.6HQUO|XjS=6*L-n
M3a9Amx~jf p8J#auQum;(w9Ci$6t5;f{#e:%_8N*6.UgDEE”" O<tvido *Qc=

Destination IP Destination Port Process

104.26.6.110 80 C:\Program Files (x86)\Internet Explorer\iexplore.exe

Data

GET /express/n4standard.css HTTP/1.1

Accept: text/css, */*

Referer: http://webaccess.gaports.com/express/secure/today.jsp?Facility=GCT
Accept-Language: en-US

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko
Accept-Encoding: gzip, deflate

Host: webaccess.gaports.com

Connection: Keep-Alive

Cookie: JSSESSIONID=AA9DOCAAC5FFF61AF33033B2BAESAC30.tomcat3
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kBytes
Timestamp transferred

Jun 3, 2021 1078
16:17:09.508323908 CEST

Jun 3, 2021 1085
16:17:09.514017105 CEST

Jun 3, 2021 1154
16:17:09.860052109 CEST

Copyright Joe Security LLC 2021

Direction

IN

ouT

Data

HTTP/1.1 200 OK

Date: Thu, 03 Jun 2021 14:17:09 GMT

Content-Type: text/css

Transfer-Encoding: chunked

Connection: keep-alive

ETag: W/'19654-1619547716000"

Last-Modified: Tue, 27 Apr 2021 18:21:56 GMT

Cache-Control: max-age=14400

CF-Cache-Status: REVALIDATED

cf-request-id: 0a73d5435a0000dfd7d8071000000001

Report-To: {"endpoints":[{"url":"https:VVa.nel.cloudflare.com\/report\/\v2?s=anD8QQGmMO4%2BfJ%2FCX8eWZAOptDEGg
YAKZS6YVx2%2B%2BGmfRiLZaGXm32AgxIGkVS5Rh%2B2bgGUfguPsj9RyO5VLGTNXdgrmGu%2BhpmMBYV
%2BvCh8s7egYZ%2BgkuNaQC1GFPLi6iCyU0%3D"}],"group":"cf-nel","max_age":604800}

NEL: {"report_to":"cf-nel","max_age":604800}

Vary: Accept-Encoding

Server: cloudflare

CF-RAY: 65998b188c40dfd7-FRA

Content-Encoding: gzip

Data Raw: 63 37 39 0d Oa 1f 8b 08 00 00 00 00 00 00 03 dd 5c 6d 6f €3 36 12 fe 1c ff 8a 01 d2 03 ee 8c 44 96 65 e7 cd fe
72 89 ed ed ee al 5d 14 4d ef fa b1 a0 45 da 22 56 96 04 8a 76 e2 2e f2 df Of 7c 93 45 89 52 94 20 €9 ae 6b 61 b1 8e 48
Oe 67 9e 19 Oe 47 ¢3 91 07 fd 1e 00 c0 e7 31 dc 73 94 60 c4 30 e4 7c 1f 13 ¢8 23 42 b8 27 1b ef 09 81 8f 7c 13 03 4e c3
ed 86 24 1c 78 84 38 60 92 87 8c 2e 49 Oe 3c 22 b0 cd d1 9a 40 ba 02 1e d1 1c 96 64 95 32 02 9b 14 d3 d5 e 26 6b 45
6896 66 7b 46 d7 11 87 7f 86 ff 82 c0 f7 47 b0 dc ¢3 67 b4 a3 39 cc 52 96 a9 5e bf 33 ca 39 49 44 d3 6d 82 19 79 80 ff 78
fO Ob el 84 e5 69 72 26 87 c9 7e 3f 7c c2 13 48 c6 b9 e6 db Ob f3 fc 6¢ 07 43 6f ec 05 5e 00 81 3f f4 07 fe c5 20 18 82 7f
3d 19 5f 4d fc 2b d8 ae 51 42 72 94 c0 e2 31 83 1f 7a fd 41 af c7 d1 32 26 de 06 d1 e4 37 f1 ad f7 b5 77 b2 4c 19 26 ec 5¢
32 3a81d3300c 21 c8 le 21 4f 63 8a a7 45 33 4f b3 €6 c6 98 ac 5a 86 2e 53 ce d3 8d 6e f7 4b ed 1b c4 d6 34 99 88 7b
d3 de c9 2a 4d 8 f9 03 51 6¢ 24 29 db a0 d8 dc 5d al 0d 8d f7 13 d8 11 86 51 82 ce 00 31 8a e2 b3 88 c4 3b c2 69 88 a6
bd 93 07 8a 79 34 81 al ef ff 63 da 3b 19 f4 23 4d 68 18 f8 82 7c¢ 7f d0 3b 09 d3 38 65 13 38 f5 7d 5f 30 87 c2 2f 6b 96 6e
13 7c 6e 1a 56 ab d5 b4 7 d4 eb d1 15 43 1b 81 0d 80 66 71 28 59 7c ea f5 30 dd 79 11 89 b3 12 70 3c cd ce f5 ec 63 29
48 86 30 a6 c9 da 20 7a 69 dd 54 50 a9 7b 25 f4 6¢ 0a 52 €8 9c fe 49 84 40 19 af 74 35 ec de dc dc 54 41 b6 c9 d8 4d f6
30 ¢c3 8f51 8e €2 c8 46 b1 18 al 00 3b 88 eb 26 25 4d 44 d1 31 e8 5f 05 8a 91 3a d6 61 18 4e 6d db 73 2 ae 5a ac f9 9e
7a 3d 24 e0 37 37 2f 2f 2f a7 bd 13 4e 1e f9 39 26 61 ca 10 a7 69 32 81 6d 82 09 8b 69 42 d4 88 c9 8e e6 94 13 2¢ b5 Oa
a0 06 2b 53 90 cd 51 ba 23 cc 22 3b bf 9d 07 ¢3 €7 29 d3 cd ba be 8a 36 04 d3 ed 06 92 54 74 b2 96 90 b3 45 19 85 b3 c9
e8c7 6a 7c ea f5 bc 38 5d

Data Ascii: c79\mo6Der]ME"VV.|ER kaHgG1s 0|#B'|N$x8".I<"@d2&kEhf{FGgIR"39IDmyxir&~?|HICo"? =_M+QBrlz
A2&7wWL&\2:0!!0cE30Z.SnK4{*MQI$)]Q1;iy4c;#Mh]|;8e8}_0/kn|nVCfq(Y|0yp<c)HO ziTP{%IRI@t5TAMOQF;&%MD1_:aN
msZz=$77//IN9&ai2miB,+SQ#";)6 TtE]|8]

GET /expressl/javascript/browserSniff.js HTTP/1.1

Accept: application/javascript, */*;q=0.8

Referer: http://webaccess.gaports.com/express/secure/today.jsp?Facility=GCT
Accept-Language: en-US

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko
Accept-Encoding: gzip, deflate

Host: webaccess.gaports.com

Connection: Keep-Alive

Cookie: JSSESSIONID=AA9DOCAAC5FFF61AF33033B2BAESAC30.tomcat3

HTTP/1.1 200 OK

Date: Thu, 03 Jun 2021 14:17:09 GMT

Content-Type: text/javascript

Transfer-Encoding: chunked

Connection: keep-alive

ETag: W/"15400-1619547718000"

Last-Modified: Tue, 27 Apr 2021 18:21:58 GMT

Cache-Control: max-age=14400

CF-Cache-Status: REVALIDATED

cf-request-id: 0a73d544aa0000dfd7¢c41c4000000001

Report-To: {"endpoints":[{"url":"https:VVa.nel.cloudflare.com\/report\Vv2?s=nurEL8zdmgnMQcIDrxCkTZk3gqa8YmROR
e3okuqg3L0jmU4TouQxtZMOtcehaabaplE%2FI3CgCYPjjQvibMsO27SFkc9Pv1SUfdUTOvm7UAVfU748PfWp%2BMRi
%2BMNcd04e4k7S0%3D"}],"group":"cf-nel","max_age":604800}

NEL: {"report_to":"cf-nel","max_age":604800}

Vary: Accept-Encoding

Server: cloudflare

CF-RAY: 65998blaa86ddfd7-FRA

Content-Encoding: gzip

Data Raw: 31 30 32 32 0d Oa 1f 8b 08 00 00 00 00 00 00 03 ad 3b 5d 77 db 38 ae cf cd af 40 fd dO da 3d 8e 6¢ 59 b2 62
a7 cd dc d3 db c9 dc 4d 67 92 f4 b4 d9 ce be f5 d0 32 1d 33 91 49 1d 91 b2 9d d9 ee 7f df 03 52 1f d4 97 9d 4e 6f 1f 1a 88
04 40 00 04 40 12 a4 47 23 f8 67 a4 d8 86 28 0a 61 c4 28 57 a7 92 2d 29 7c 24 5b 2 25 4c 58 ac b2 66 90 9c ad 56 Oe 7c
ab 89 64 82 83 ef 8¢c 27 27 a3 11 2c 88 a4 4b 48 63 c1 cf ff 26 27 c¢f 19 7b c¢8 a9 ff 61 00 37 54 c¢9 90 c4 14 3e 88 cd 26 e5
2c 24 8a 09 2e c1 9d cf e7 a7 93 f1 d8 75 00 3e d1 64 c3 a4 26 bd 4f 08 57 74 09 4a 40 42 53 49 81 f0 25 2c 99 54 09 5b
a4 8a 3a c8 f6 33 dd 32 14 d1 3d 83 6b f2 04 f3 39 62 93 e5 12 98 74 38 d9 4e d3 58 53 31 €9 30 8a 1f 7d 49 29 2c 68 24
76 83 Oa fd c4 85 1b b1 85 f1 d8 a2 bf a7 el a3 b0 c8 bf 4d el 7d 24 05 7c 58 13 7e 4f 8b 21 72 8c 6¢ 38 25 b2 8f cO ea 08
d2 b8 32 da 04 7e a3 0b 18 bb 88 1d 8a 24 al al d2 a6 94 c6 94 bf 52 45 43 b4 0d ac 44 02 57 97 30 75 6 43 b8 8d 69 42
c0 1f 02 b2 6a fd 97 b3 32 98 53 58 e6 7c 3a 29 50 55 99 c6 b1 48 94 1e 6b c7 f8 f5 a5 16 7c c7 f8 e4 bl 93 4e 3e f1 70 0d
3b a6 d6 b0 48 c4 4e d2 e4 54 3d c5 f4 54 08 e7 41 1e 1c 8d 49 87 88 68 3a cc 80 a0 62 97 00 ae 49 52 b3 8b 51 a6 a2
4a 8e 3f 9e c0 6d a8 32 7c 64 7e 75 19 74 60 ce Oc e6 04 16 4f 70 c7 36 fO ab 58 2c 68 44 68 42 al bf 56 2a 3e 1f 8d 14
db 38 cb a2 d9 09 c5 66 dO ae 49 36 d8 9f 8¢ ff eb 13 f4 99 74 76 8c ef 3 c1 10 5b 96 62 27 9d 9b cb bb bc 7d 29 14 a7
6a 70 74 ca ae c5 5f 2c 8a 08 bc 2a a3 24 33 ec 88 f2 7b c6 a9 f6 7c 66 bc e2 dd bb 77 80 01 91 {7 e4 1a bf ec 1c 66 93 bl
37 14 e7 68 fc 8d 8 6b 98 fd 9d 14 40 1a e7 a0 57 00 65 9b 5f 00 65 db b4 00 8c 8f c3 61 01 32 a5 72 09 b0 6d 68 c1 ee
51 43 b5 06 d7 dO 8a f9 b3 dc b5 0a 60 a6 01 81 7e 14 58 e0 41 79 33 7e 1b 12 0a 39 2c a0 59 09 ce 4b 70 5f cb 24 ef e3
04 c6 1le 7a da af 24 49 28 87 8f fO

Data Ascii: 1022;]w8@=1YbMg23IRNo@ @G#g(a(W-)|$[%LXfV|d", KHc& {a7T>&,$.u>d&OWtI@BSI%, T[:32=k9bt8NXS1
O}),h$vM}$|X~0!r18%2~$RECDWOUCIBj2SX|:) PUHK|N>p;HNT=TAIlh:bIRQJ?m2|d~ut Op6X,hDhBV*>8fi6tv[b})jpt_,
*$3{|fwf7hk@We_ea2rmhQC ~XAy3~9,YKp_$z$I(
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kBytes

Timestamp transferred

Jun 3, 2021 1159
16:17:09.866041899 CEST

Jun 3, 2021 1170
16:17:10.203888893 CEST

Jun 3, 2021 1172
16:17:10.207772017 CEST

Jun 3, 2021 1184
16:17:10.675565958 CEST

Copyright Joe Security LLC 2021

Direction

ouT

ouT

Data

GET /express/css/modules/table.css HTTP/1.1

Accept: text/css, */*

Referer: http://webaccess.gaports.com/express/secure/today.jsp?Facility=GCT
Accept-Language: en-US

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko
Accept-Encoding: gzip, deflate

Host: webaccess.gaports.com

Connection: Keep-Alive

Cookie: JSESSIONID=AA9DOCAAC5FFF61AF33033B2BAESAC30.tomcat3

HTTP/1.1 200 OK

Date: Thu, 03 Jun 2021 14:17:10 GMT

Content-Type: text/css

Transfer-Encoding: chunked

Connection: keep-alive

ETag: W/"3121-1619547718000"

Last-Modified: Tue, 27 Apr 2021 18:21:58 GMT

Cache-Control: max-age=14400

CF-Cache-Status: REVALIDATED

cf-request-id: 0a73d546100000dfd7ca3b7000000001

Report-To: {"endpoints":[{"url":"https:VVa.nel.cloudflare.com\/report\Vw2?s=eBOYsj678qu9K17PHABP0O6dUfbxHJ1lar
ctrDXMROMUzIkVb6hxt2YaKZdRVF6p6A3sJ7KEh%2BIENLjbAvnl4dLcHcFLOZFH34CxaFW4MO6HY%2FiObARISRgel
zEopS%2BjRfOn5c%3D"}],"group”:"cf-nel","max_age":604800}

NEL: {"report_to":"cf-nel","max_age":604800}

Vary: Accept-Encoding

Server: cloudflare

CF-RAY: 65998b1ced51dfd7-FRA

Content-Encoding: gzip

Data Raw: 32 64 65 0d Oa 1f 8b 08 00 00 00 00 00 00 03 c5 56 4b 6f 1a 31 10 3e c3 af 18 29 8a d4 46 c5 40 50 Oe ec e
02 0d ea 21 a7 86 fe 80 d9 f5 c0 5a 31 f6 ca 1e 1e 69 d5 ff 5e ed 03 58 96 67 1a d4 ae Of 2b db e3 79 7e df d8 ed bb 2b 7d
ed 66 3b fb c1 f8 71 fO fc 24 86 2f 2f f0 57 5f 55 d5 d0 1a 26 c3 c0 18 69 f2 80 8e 80 13 eb 09 e6 9e 80 2d 48 e5 53 8d 6f
30 b1 6e e6 bf 80 a3 d4 3a f6 60 dd be 2a ad 7c b6 33 01 c5 34 3 e2 03 5e 5d 27 57 27 75 15 01 ¢3 54 db 08 b5 2f ac 9f
cd fb Of 4f 32 cb 04 a0 d6 10 ef 64 4e fc 8f 08 45 6e 7b ac 58 d3 77 bb 6c fe 6a 66 56 22 8c 5f a7 ce ce 8d 6¢ ¢5 56 5b 17
dc Oc 06 83 b0 f9 bb 26 0d 9c 94 07 52 94 52 99 69 d0 49 57 35 b1 52 a0 54 d3 eb 5 c2 7c 3e b1 86 5b 4b 52 d3 84 83 c8
6a 59 59 f5 ea 27 05 dd 6e a6 29 5b 63 5a 71 Ob b5 9a 9a 40 d3 84 c3 1d 7b bd b5 d4 52 49 4e 82 6e a7 73 bb b5 ff 18 b3
b2 c6 97 1e 2c 13 ¢5 d4 f2 29 c6 14 18 bb 74 98 86 75 d7 al 57 b8 7f 26 bf 39 90 c¢7 79 ed el 42 b6 €5 55 67 9b 17 1c 95
01347297 16 e2 1f 57 7d 13 c2 d1 8a 7 fb fd 43 a9 65 29 34 46 a4 c7 f2 €8 c9 af 0f d9 38 51 bd 63 a5 28 2c dd af ed 28
93 ce f9 84 9d a7 41 36 c2 4b ab 5b b5 f1 d0 b9 2d 6¢ 2c 50 cf €9 83 36 aa 2a b7 89 85 43 20 ac 00 bc a4 0a 4b 81 b9 c8
502 85 03 ac b8 00 d5 59 ef bd 1e aa 31 d7 77 b2 95 5f 1f d5 9b 10 de 8d 6a 27 ac 3c 5f 80 5¢ 90 16 64 2e 93 8c ad fe 46
28 c9 ed f4 ca 3a 06 ea ed d0 58 37 43 fd ae e6 77 00 13 8d 05 39 56 31 ea 2 f8 4c 49 a9 29 6¢ 36 aa 9d b8 71 9c bc 87
02 10 de 3a 2e d3 db 88 ac 93 e4 82 6e ba 02 6f b5 92 el 7a 69 ad 69 34 1a cl cd fO 3e 1b db ff 68 34 2a 7c 8e e7 ce 5b
17 48 9a e0 5c 97 81 b5 ef ea 4a el a6 3f ca 46 78 d7 ce 10 2c 8c 65 1a 5a 7d e8 d6 a9 14 f5 f6 78 5a ce d3 20 d2 36 7e
7d ce b0 7b 0d 1a e4 da f2 17 4d 4e 87 92 Ob 4f 18 27 c5 56 ed fd 83 69 4a €8 3c e0 14 95 f1 Oc 58 04 51 01 9a 00 18 14
3a b3 77 96 a7 14 1d 32 49 88 de ea aa 80 13 65 40 2b 43

Data Ascii: 2deVKo1>)F@P!Z1i"Xg+y~+}f;q$//W_U&i-HSo0n: *|34"]'W'uT/O2dNEn{XwljfV"_IV[&RRiIW5RT|>[KRjYY'n)
[cZg@{RINns,)tuW&9yBUg4rW}Ce)4F8Qc(,(A6K[-,P6*C KY1w_j'< \d.F(:X7Cw9V1LI)I6q:.nozii4>h4*|[H\J?Fx,eZ}xZ 6~}
{MNO'ViJ<XQ:w2le@+C

GET /express/css/modules/modalDialog.css HTTP/1.1

Accept: text/css, */*

Referer: http://webaccess.gaports.com/express/secure/today.jsp?Facility=GCT
Accept-Language: en-US

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko
Accept-Encoding: gzip, deflate

Host: webaccess.gaports.com

Connection: Keep-Alive

Cookie: JSSESSIONID=AA9DOCAAC5FFF61AF33033B2BAESAC30.tomcat3

HTTP/1.1 200 OK

Date: Thu, 03 Jun 2021 14:17:10 GMT

Content-Type: text/css

Transfer-Encoding: chunked

Connection: keep-alive

ETag: W/'863-1619547718000"

Last-Modified: Tue, 27 Apr 2021 18:21:58 GMT

Cache-Control: max-age=14400

CF-Cache-Status: REVALIDATED

cf-request-id: 0a73d547600000dfd7d51c3000000001

Report-To: {"endpoints":[{"url":"https:VVa.nel.cloudflare.com\/report\/\v2?s=1zDpsnQapKYjiLIQbnhcbPcsvOcxvAff
%2BMwvbtjl72Qv29MZLVG4VzM8XEswFriKQDmChakO0IVpnu2Czfpcn97vkx7cXWXfHPgDZt9cOnfuEH6P7BUbxUtPo
BHDCStho0Zc%3D"}],"group":"cf-nel","max_age":604800}

NEL: {"report_to":"cf-nel","max_age":604800}

Vary: Accept-Encoding

Server: cloudflare

CF-RAY: 65998blefa2edfd7-FRA

Content-Encoding: gzip

Data Raw: 31 38 62 0d Oa 1f 8b 08 00 00 00 00 00 00 03 95 52 4b 4b 03 31 10 be cf af 10 8a a0 e0 2e f1 89 26 78 fO 55 28
58 11 f5 e0 35 db 64 77 07 b3 99 25 3b b5 ad a5 ff 5d e2 b6 dd 52 eb c1 e4 92 4¢ 92 ef 35 €9 55 1a fd 1d 79 b6 9e 61 Oe
3535 ¢8 48 5e ea ac 21 37 66 ab 80 a9 96 7b a2 9e 2a 70 36 e7 e5 f2 2b 41 6f ec 54 26 ¢7 0a 32 3d fa 28 02 8d bd 49 46
e4 28 c8 cc 8d ad 82 05 40 af 22 a3 dd b3 Oe ff 03 ff c4 06 33 74 ¢8 33 59 a2 31 d6 b7 60 4d 89 d6 99 bf 71 c4 12 44 74 f2
76 a9 eb f5 7f 86 82 09 1a 2e e5 b1 10 Oa 4a 8b 45 c9 ed ba 3f 78 7c 7b 78 91 75 a0 02 8d bc 7f 1f 54 ba b0 6f 41 fb 26 a7
50 a5 43 1c 05 6a 28 e7 f4 c6 d5 a5 3e 68 78 e6 ec b5 38 a2 5a 8f 90 67 d7 17 €2 50 41 52 d1 57 b2 ac 48 91 5e b4 06 b8
b4 c3 18 c8 ff 2c 88 9d 26 6e ae e2 54 50 6b 63 d0 17 f2 64 23 f0 41 1e 74 65 61 Oe 19 05 63 43 44 5b 00 a4 b9 36 3f c5
6d ac 60 8d 02 58 40 ea a9 ff ¢7 95 15 db 9a 22 fe 98 40 ae 81 79 17 e3 7e 97 e3 65 6¢ e3 5a 5a dc fc 76 f0 70 1b a7 02
b6 53 4e b4 c3 c2 cb 10 5f 6f 5a 3f d9 a2 6¢ ff 11 7d da 90 3b 9a 48 3d 66 52 eb 6d 32 5d 16 ba 7 a7 3b 88 57 ed 5f c9 3b
8f f2 d6 2c 4f 6d 72 b9 23 cd 32 f6 62 57 ae 1d c1 59 1b ad 09 54 bf 96 da dO 64 e3 34 8a ff 06 1c 2e 13 16 5f 03 00 00 0d
Oa

Data Ascii: 18bRKK1.&xU(X5dw%;]RL5Uya55HMN 7f{*p6+A0T&2=(IF(@"3t3Y1 MgDtv.JE?X|{xuToA&PCj(>hx8ZgPARWH

A &nTPkcd#AteacCD[6?m X@"@y~elZZvpSN_oZ?I};;H=fRm2J;W_;,Omr#2bWYTd4._
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kBytes
Timestamp transferred Direction

Jun 3, 2021 1184 ouT
16:17:10.678864956 CEST

Jun 3, 2021 1208 IN
16:17:11.039191961 CEST

Jun 3, 2021 1210 ouT
16:17:11.043409109 CEST

Jun 3, 2021 1213 IN
16:17:11.111577988 CEST

Jun 3, 2021 1214 ouT
16:17:11.112694025 CEST

Copyright Joe Security LLC 2021

Data

GET /expressl/javascript/getOptions.js HTTP/1.1

Accept: application/javascript, */*;q=0.8

Referer: http://webaccess.gaports.com/express/secure/today.jsp?Facility=GCT
Accept-Language: en-US

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko
Accept-Encoding: gzip, deflate

Host: webaccess.gaports.com

Connection: Keep-Alive

Cookie: JSSESSIONID=AA9DOCAAC5FFF61AF33033B2BAESAC30.tomcat3

HTTP/1.1 200 OK

Date: Thu, 03 Jun 2021 14:17:11 GMT

Content-Type: text/javascript

Transfer-Encoding: chunked

Connection: keep-alive

ETag: W/"4948-1619547718000"

Last-Modified: Tue, 27 Apr 2021 18:21:58 GMT

Cache-Control: max-age=14400

CF-Cache-Status: REVALIDATED

cf-request-id: 0a73d5495a0000dfd7a1a83000000001

Report-To: {"endpoints":[{"url":"https:VVa.nel.cloudflare.com\/report\/v2?s=wDWWPIEx88DayDWXBrpwsH9kxhbgp7ml
nShURIZmOmM3FL%2FapNmcoxISoeMIjWV4AS5hxiXm7GM8YN7x90RvbKjtFKBWR0zZ362VWh4%2BWG30p
fyTnz8RWs6mHfdtnops%2F3CQ%3D"}],"group™:"cf-nel","max_age":604800}

NEL: {"report_to":"cf-nel","max_age":604800}

Vary: Accept-Encoding

Server: cloudflare

CF-RAY: 65998b22095adfd7-FRA

Content-Encoding: gzip

Data Raw: 36 36 30 0d Oa 1f 8b 08 00 00 00 00 00 00 03 bd 57 5b 6f e3 b6 12 7e 96 7e c5 20 5d c0 97 ba b2 9d dd 6e 7
c4 35 b0 d9 24 e7 34 80 d7 5a 24 d9 c5 01 Oc 3f d0 e2 c8 a6 23 93 2a 49 3b 75 8b fc 7 62 48 c9 96 72 df 22 e7 f8 21 91
c8 6f 86 73 f9 66 86 ea b6 c3 36 7c 6¢ fe d0 9a a3 8d 73 2b 94 34 d1 d2 c0 9b Ob dc 08 23 94 3c 82 7e d4 87 37 f0 e6 94
59 3c 82 c3 5e ef 6d b7 {7 af ee el 5b e8 bf 3f ea 7f 38 7a d7 83 37 21 €9 38 51 f9 56 8b f9 c2 c2 98 6d 84 81 13 a5 73 a5
19 69 74 52 61 1b 8e b3 Oc 2e 08 62 €0 02 0d ea 0d f2 42 54 a6 82 a3 b4 82 65 70 2e 53 a5 57 5e 4e a5 f7 95 85 6d 8 2a
d9 da 2e 94 16 7f 22 87 b5 41 10 06 8c d5 22 b1 d9 16 72 ad 16 62 26 6¢ al fb 6a 21 Oc dc 28 7d 0d 89 92 96 09 69 60 c3
b2 35 9b 65 48 2b fb 73 73 ad 72 2d d0 32 bd 05 ab 19 47 30 98 68 b4 61 1b c4 33 26 01 93 9c 6¢ c8 b5 b2 98 58 e4 30
db 82 ¢c9 31 11 a9 48 c2 36 b0 b9 46 5¢c al b4 c6 21 53 e4 a8 59 06 49 19 b1 a8 62 a5 d2 c0 e4 16 72 a6 2d d8 05 6a 54
69 d8 86 15 db 82 54 16 66 08 5¢c 98 24 53 06 79 87 cc 94 66 25 ac a5 97 44 e5 82 fe 2b 0d 1a 73 ad f8 3a 41 Oe 82 8c db
86 6d 20 Of 68 6f 85 5¢c ac 57 70 23 ec 42 ad 2d e4 5a 28 0d 37 9a 94 48 28 c3 ea bd 4a b5 5a 79 67 5d 8e 76 ee 46 61 bb
1b 86 5d 8a ee 9e 34 90 8a 2c 33 30 8a bf 19 98 31 83 1c 94 84 d5 3a b3 e2 27 2e 56 28 89 4b 2c 03 a6 35 db 1a e0 98
0a e9 30 61 3b 6030 17 1b 94 fO db d5 e7 11 e4 6¢ 8e 91 cb dc c7 0d 6a 92 fa 5e 2e c¢2 47 ef c6 11 9c 64 6¢ Ob 63 bc bl
74 4c 61 72 70 15 c3 69 7c 14 b6 83 60 ac 24 56 7c 39 ff fc 65 74 {6 f9 6¢ 7c 75 7c 75 1e 8f 61 1c 5f 9d 5d 1e 85 6d 8 c2
34 5bal 45 6d 9c d4 25 22 a5 02 0d cc 30 53 37 ce d6 20 38 75 Oe 51 ¢6 28 75 28 ad cb 34 ¢7 1c 25 11 ec 81 48 1c bb
48 38 95 41 b0 61 1a f2 38 b7 6e bl 0Of 43 98 {8 5 49 83 ¢8 8a fd 46 07 1a 16 ff b0 fd c6 b4 53 db 39 2c 77 Oe 1b 53 bf 11
4591 7f 98 ee 55 f3 07 55 4f ae 71 7b 54 58 eb 8f 99

Data Ascii: 660W[0~~ In5$4Z$?#*|;ubHr"l0sf6|ls+4#<~7Y<"m[?827!8QVmsitRa.bBTep.SWANm*."A"rb&lj!(}i'5eH+ssr-2G0h
a3&IX01H6F\ISYIbr-TiTA$SYf%D+s:Am ho\Wp#B-Z(7H(JZyg]vFa]4,301:".V(K,50a; 0lj*.GdIctLarpi| $V|9etl|ulua_]m4[E
m%"0S7 8uQ(u(4%HH8Aa8NCIFS9,WSEUUOG{TX

GET /express/images/spacer.gif HTTP/1.1

Accept: image/png, image/svg+xml, image/jxr, image/*;q=0.8, */*;q=0.5

Referer: http://webaccess.gaports.com/express/secure/today.jsp?Facility=GCT
Accept-Language: en-US

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko
Accept-Encoding: gzip, deflate

Host: webaccess.gaports.com

Connection: Keep-Alive

Cookie: JSSESSIONID=AA9DOCAAC5FFF61AF33033B2BAESAC30.tomcat3

HTTP/1.1 200 OK

Date: Thu, 03 Jun 2021 14:17:11 GMT

Content-Type: image/gif

Content-Length: 43

Connection: keep-alive

ETag: W/"'43-1619547718000"

Last-Modified: Tue, 27 Apr 2021 18:21:58 GMT

Cache-Control: max-age=14400

CF-Cache-Status: HIT

Age: 329

Accept-Ranges: bytes

cf-request-id: 0a73d54aa60000dfd786332000000001

Report-To: {"endpoints":[{"url":"https:VVa.nel.cloudflare.com\/report\/\v2?s=3IBRWoqzW3FkQD9j5HJWKE1M800ZDPIS
DziFgfqvzZTWuoP5y2S6EjDV80XYrTyxB5ZCIRmNWnadh6fLxFagX5E5mc4ImjcXTVrOoxs4Bwb%2BbeHfARjjVpman
CoaJ0GpbndU%3D"}],"group":"cf-nel","max_age":604800}

NEL: {"report_to":"cf-nel","max_age":604800}

Vary: Accept-Encoding

Server: cloudflare

CF-RAY: 65998b243d5adfd7-FRA

Data Raw: 47 49 46 38 39 61 01 00 01 00 80 00 00 00 00 00 00 00 00 21 f9 04 01 00 00 00 00 2¢ 00 00 00 00 01 00 01 00
0002 02 44 01 00 3b

Data Ascii: GIF89a!,D;

GET /express/images/poweredbynavis.gif HTTP/1.1

Accept: image/png, image/svg+xml, image/jxr, image/*;q=0.8, */*;q=0.5

Referer: http://webaccess.gaports.com/express/secure/today.jsp?Facility=GCT
Accept-Language: en-US

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko
Accept-Encoding: gzip, deflate

Host: webaccess.gaports.com

Connection: Keep-Alive

Cookie: JSSESSIONID=AA9DOCAAC5FFF61AF33033B2BAESAC30.tomcat3
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kBytes

Timestamp transferred Direction Data
Jun 3, 2021 1246 IN HTTP/1.1 200 OK
16:17:11.443335056 CEST Date: Thu, 03 Jun 2021 14:17:11 GMT

Content-Type: image/gif

Content-Length: 840

Connection: keep-alive

ETag: W/'840-1619547718000"

Last-Modified: Tue, 27 Apr 2021 18:21:58 GMT

Cache-Control: max-age=14400

CF-Cache-Status: REVALIDATED

Accept-Ranges: bytes

cf-request-id: 0a73d54aea0000dfd7e4100000000001

Report-To: {"endpoints":[{"url":"https:VVa.nel.cloudflare.com\/report\/v2?s=wAiW33nGd0Jj911BwMnyQUC1ONx9Buv5
XNXXzN2xeGrbdb2YLGb9hvLI1SRA%2BYZjTRIeT7TvGnz1BafZxMfsSWQ4e5y%2FHFILqnZUfP%2BtDHigC4IHN88w
e7QytBIbZPYSurM%3D"}],"group”:"cf-nel","max_age":604800}

NEL: {"report_to":"cf-nel","max_age":604800}

Vary: Accept-Encoding

Server: cloudflare

CF-RAY: 65998b24ae43dfd7-FRA

Data Raw: 47 49 46 38 39 61 60 00 1e 00 b3 0f 00 76 bc 4c 56 5¢ 5d 8f c6 6e c8 c9 c9 85 8a 8b ab cf 96 6¢ 71 73 9e cb 84
3a4143d7 dd d4 a2 a5 a5 b5 b7 b8 c1 d7 b4 59 b2 24 29 31 33 e4 e4 e4 21 f9 04 01 00 00 Of 00 2c 00 00 00 00 60 00 1e
00 00 04 ff fO c9 49 ab bd 38 eb cd bb ff 60 28 8e 64 89 25 4c 62 ae 2c 7b 34 8c 37 2c b4 da de e6 1b 6b 09 81 38 40 60
60 d1 62 00 Oe 80 c6 41 92 10 34 94 0f 63 21 7a 7c 24 00 53 63 03 10 13 1c Oa 4b 2d 57 82 6¢ 38 77 98 c1 4f 48 20 04 80
06 16 3 c9 70 4e 93 8¢ 82 32 61 7e 38 1b 51 30 7c 5¢ 00 00 Of 49 7b 5b 46 86 73 02 05 78 19 6a 40 04 36 4c 06 Oe 04
2b 8d 56 66 7c 4b 87 86 85 Of 4a 30 2f Of 7a 5e 78 49 2a a8 65 75 0d 2a 3a 19 6e 01 Oa 18 97 03 26 73 9f 8a 50 87 80 3a
b0 4a 00 02 Of 2f 5e 07 07 57 80 c6 66 c9 ca 49 64 30 18 60 cf 95 15 06 71 25 9b 73 53 5b 9c ¢5 83 86 02 90 dd a7 al cc
€6 8f cd 31 90 17 88 74 69 08 ba 4f 88 ac 5b ee 49 c5 7a cc bf fa bf 13 92 fc e3 83 6f da bb 27 f1 6e d1 fb 52 a0 52 9e 86
13 50 a8 40 81 26 01 98 1d Oc 2a 5e 8c 58 20 45 0a Oc f0 ff Oc 5e ¢8 b5 cd 17 8e 1b 48 0a 8d 39 39 61 17 89 01 Oa da 10
d1 b0 20 66 1b 99 2c 47 da bc a9 e0 9a 4b 9a 41 1c 04 78 a0 60 4d 50 4a 15 7a 18 0d Oa 27 d7 a5 20 f3 2c Oc 60 ba e0
0542 34 44 97 32 1d 22 al d1 96 30 58 ac 60 59 10 34 c0 53 a6 42 2a 4d 45 8b 16 c1 Oc aa 16 ce 0a 6d 76 75 82 5¢c b6
40 6¢ cd el 62 67 dO 29 18 64 f1 b2 cd 24 el 4d 50 04 01 02 68 1d 6a 18 4e 85 b5 41 88 58 4d 48 00 6d 62 b6 Ob 5c f2 29
e6 a4 89 al cO 4c 11 2b Oe 2d 41 01 53 ¢2 12 24 05 79 00 1a c8 b5 ca 41 86 d2 4d d8 d8 81 81 4a Ob 96 12 f8 f9 6d 17 94
d6 93 28 dc 95 00 5b 88 85 da 44 6a a3 4e b0 d4 d6 6¢ 83 a7 2b 28 48 9c 78 77 6f 5f f6 58 47 a7 90 00 ee Oc 1a Ob 48 3e
98 51 1c 08 11 d3 50 27 94 8f fa 7c 87 56 ¢4 3c c3 b7 ac f7 ¢4 c6 0b 43 da 83 5e 58 3a 93 35 2d ad 70 3d d0 9c f5 04 03
4a53d7 0377 e1 1540 2e 12 e5e1 50 0353 e4 67 dc 71 41 11 91 9b 60 68 cd 84 9e 63 1b 3a c0 5e 7b

Data Ascii: GIF89a'vLV\]nlgs:ACY$)13!,18*(d%Lb,{47 k8@ "bA4c!z|$ScK-WIBwOH pN2a~8QO|\{[Fsxj@6L+Vf|KJ0/z xI*e
u*:n&sP:J/AWfld0'q%sS[1tiO[Izo'nRRP@&**X E"H99a f,GKAX'MPJz' ,'B4D2"0X"Y4SB*MEmvu\@I|bg)d$MPhjNAXMHMb
\)L+-AS$YAMIM([DjNI+(Hxwo_XGH>QP'|V<CAX:5-p=JSw@.PSggA hc:{

Jun 3, 2021 1776 ouT GET /express/css/main.css HTTP/1.1
16:17:31.896773100 CEST Accept: text/css, */*
Referer: http://webaccess.gaports.com/express/index.jsp
Accept-Language: en-US
User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko
Accept-Encoding: gzip, deflate
Host: webaccess.gaports.com
If-Modified-Since: Tue, 27 Apr 2021 18:21:58 GMT
If-None-Match: W/"1732-1619547718000"
Connection: Keep-Alive
Cookie: JSSESSIONID=AA9DOCAAC5FFF61AF33033B2BAESAC30.tomcat3

Jun 3, 2021 1779 IN HTTP/1.1 304 Not Modified
16:17:31.951420069 CEST Date: Thu, 03 Jun 2021 14:17:31 GMT
Connection: keep-alive
ETag: W/'1732-1619547718000"
Last-Modified: Tue, 27 Apr 2021 18:21:58 GMT
Cache-Control: max-age=14400
CF-Cache-Status: HIT
Age: 22
cf-request-id: 0a73d59¢1a0000dfd7e507e000000001
Report-To: {"endpoints":[{"url":"https:VVa.nel.cloudflare.com\/report\/v2?s=Z0kzjHq1cOltbyRSAcO6a9RGhxOuy9zN
8%2FEk%2Fqle9sm%2FgXy7EyR3aktGESAWIFBSUPAXBIFDBDCHtPmMCEyY81zI1ehVXPqUsTN920Zq%2Bn
aCxKbipH7avC58vvtjao%2BsU%2F{%2BA%3D"}],"group":"cf-nel","max_age":604800}
NEL: {"report_to":"cf-nel","max_age":604800}
Vary: Accept-Encoding
Server: cloudflare
CF-RAY: 65998ba68b95dfd7-FRA

Jun 3, 2021 1781 ouT GET /express/css/modules/menu.css HTTP/1.1
16:17:31.957490921 CEST Accept: text/css, */*
Referer: http://webaccess.gaports.com/express/index.jsp
Accept-Language: en-US
User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko
Accept-Encoding: gzip, deflate
Host: webaccess.gaports.com
If-Modified-Since: Tue, 27 Apr 2021 18:21:58 GMT
If-None-Match: W/"2886-1619547718000"
Connection: Keep-Alive
Cookie: JSSESSIONID=AA9DOCAAC5FFF61AF33033B2BAESAC30.tomcat3
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kBytes

Timestamp transferred
Jun 3, 2021 1788
16:17:32.014494896 CEST

Jun 3, 2021 1789
16:17:32.016169071 CEST

Jun 3, 2021 1797
16:17:32.080413103 CEST

Jun 3, 2021 1799
16:17:32.081267118 CEST

Jun 3, 2021 1803
16:17:32.135821104 CEST

Jun 3, 2021 1804

16:17:32.137340069 CEST

Copyright Joe Security LLC 2021

Direction

IN

ouT

ouT

ouT

Data

HTTP/1.1 304 Not Modified

Date: Thu, 03 Jun 2021 14:17:32 GMT

Connection: keep-alive

ETag: W/"2886-1619547718000"

Last-Modified: Tue, 27 Apr 2021 18:21:58 GMT

Cache-Control: max-age=14400

CF-Cache-Status: HIT

Age: 23

cf-request-id: 0a73d59c¢5a0000dfd7d5ab9000000001

Report-To: {"endpoints":[{"url":"https:VVa.nel.cloudflare.com\/report\/\v2?s=0S2WEa2hletY5B2aXdVo50m1ZQ4QN5Nb
0miC6VihK121tPkkn6%2B9dsCrrlcVwaZPAt8Kh9zHCRMSRINQIOF%2BmLmMYLYASVRXR1sSENIQacipPgKxfPQFZIr6
gZABGprz%2F2n6k%3D"}],"group":"cf-nel","max_age":604800}

NEL: {"report_to":"cf-nel","max_age":604800}

Vary: Accept-Encoding

Server: cloudflare

CF-RAY: 65998ba6ec35dfd7-FRA

GET /express/css/modules/table.css HTTP/1.1

Accept: text/css, */*

Referer: http://webaccess.gaports.com/express/index.jsp

Accept-Language: en-US

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko
Accept-Encoding: gzip, deflate

Host: webaccess.gaports.com

If-Modified-Since: Tue, 27 Apr 2021 18:21:58 GMT

If-None-Match: W/"3121-1619547718000"

Connection: Keep-Alive

Cookie: JSSESSIONID=AA9DOCAAC5FFF61AF33033B2BAESAC30.tomcat3

HTTP/1.1 304 Not Modified

Date: Thu, 03 Jun 2021 14:17:32 GMT

Connection: keep-alive

ETag: W/'3121-1619547718000"

Last-Modified: Tue, 27 Apr 2021 18:21:58 GMT

Cache-Control: max-age=14400

CF-Cache-Status: HIT

Age: 22

cf-request-id: 0a73d59c¢900000dfd77e28f000000001

Report-To: {"endpoints":[{"url":"https:VVa.nel.cloudflare.com\/report\/\v2?s=QP2eEJ%2BXUAxP2RCfU0K1%2BQIpl7cg
9vfl%2FbyRNSkXUxXPthukrf5Y TtF6bXN4%2BtrjjH6gOB1xC%2F5A80vjCZBaKfrbVnsUJDY5k8cMfA8d%2BkrFHWN
b9vp%2BO78MgMFIjE%2BGIY41%3D"}],"group”:"cf-nel","max_age":604800}

NEL: {"report_to":"cf-nel","max_age":604800}

Vary: Accept-Encoding

Server: cloudflare

CF-RAY: 65998ba74ce7dfd7-FRA

GET /express/css/modules/appointment.css HTTP/1.1

Accept: text/css, */*

Referer: http://webaccess.gaports.com/express/index.jsp

Accept-Language: en-US

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko
Accept-Encoding: gzip, deflate

Host: webaccess.gaports.com

If-Modified-Since: Tue, 27 Apr 2021 18:21:58 GMT

If-None-Match: W/"1227-1619547718000"

Connection: Keep-Alive

Cookie: JSSESSIONID=AA9DOCAAC5FFF61AF33033B2BAESAC30.tomcat3

HTTP/1.1 304 Not Modified

Date: Thu, 03 Jun 2021 14:17:32 GMT

Connection: keep-alive

ETag: W/'1227-1619547718000"

Last-Modified: Tue, 27 Apr 2021 18:21:58 GMT

Cache-Control: max-age=14400

CF-Cache-Status: HIT

Age: 22

cf-request-id: 0a73d59cd30000dfd7dabe0000000001

Report-To: {"endpoints":[{"url":"https:VVa.nel.cloudflare.com\/report\/\v2?s=VoY 4jLPBwf8ehjMfOVy6 SR2G78cALT%2
BGXomjpcdjNU99vJj602qS7Qsrq0%2B0CcgDS5ixc3N4gXTUc3cxPgVuOLF1DLSuelMa5DjfkZILdZ8CpKKn%2Bscq
JFTZOpY{%2F%2ByVwWNQ%3D"}],"group”:"cf-nel","max_age":604800}

NEL: {"report_to":"cf-nel","max_age":604800}

Vary: Accept-Encoding

Server: cloudflare

CF-RAY: 65998ba7bdd8dfd7-FRA

GET /expressl/javascript/ieEmulation.js HTTP/1.1

Accept: application/javascript, */*;q=0.8

Referer: http://webaccess.gaports.com/express/index.jsp

Accept-Language: en-US

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko
Accept-Encoding: gzip, deflate

Host: webaccess.gaports.com

If-Modified-Since: Tue, 27 Apr 2021 18:21:58 GMT

If-None-Match: W/"6959-1619547718000"

Connection: Keep-Alive

Cookie: JSESSIONID=AA9DOCAAC5FFF61AF33033B2BAESAC30.tomcat3
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kBytes

Timestamp transferred

Jun 3, 2021 1813

16:17:32.188816071 CEST

Jun 3, 2021 1814

16:17:32.189692974 CEST

Jun 3, 2021 1820

16:17:32.243592978 CEST

Jun 3, 2021 1870

16:17:33.702013969 CEST

Session ID Source IP

4 192.168.2.6
kBytes

Timestamp transferred

Jun 3, 2021 1066

16:17:09.178812027 CEST

Copyright Joe Security LLC 2021

Direction

IN

ouT

ouT

Source Port

49717

Direction

ouT

Data

HTTP/1.1 304 Not Modified

Date: Thu, 03 Jun 2021 14:17:32 GMT

Connection: keep-alive

ETag: W/'6959-1619547718000"

Last-Modified: Tue, 27 Apr 2021 18:21:58 GMT

Cache-Control: max-age=14400

CF-Cache-Status: HIT

Age: 23

cf-request-id: 0a73d59d090000dfd7813f6000000001

Report-To: {"endpoints":[{"url":"https:VVa.nel.cloudflare.com\/report\/v2?s=9QebsGnXRJsVOOw(q9Ix%2BzAMtO7XfE3
gpWr6SppViihK591Q94yMxUsLYsxpy6GjggP3TTM48Tv8a6Bas20hSQ86LULBNYNLh%2FyrJ4t%2BAhyL1t280%2Fp
%2FziQVmoShMJYRY7TU%3D"}],"group":"cf-nel","max_age":604800}

NEL: {"report_to":"cf-nel","max_age":604800}

Vary: Accept-Encoding

Server: cloudflare

CF-RAY: 65998ba80e78dfd7-FRA

GET /expressl/javascript/dropShadow.js HTTP/1.1

Accept: application/javascript, */*;q=0.8

Referer: http://webaccess.gaports.com/express/index.jsp

Accept-Language: en-US

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko
Accept-Encoding: gzip, deflate

Host: webaccess.gaports.com

If-Modified-Since: Tue, 27 Apr 2021 18:21:58 GMT

If-None-Match: W/"2700-1619547718000"

Connection: Keep-Alive

Cookie: JSSESSIONID=AA9DOCAAC5FFF61AF33033B2BAESAC30.tomcat3

HTTP/1.1 304 Not Modified

Date: Thu, 03 Jun 2021 14:17:32 GMT

Connection: keep-alive

ETag: W/"2700-1619547718000"

Last-Modified: Tue, 27 Apr 2021 18:21:58 GMT

Cache-Control: max-age=14400

CF-Cache-Status: HIT

Age: 21

cf-request-id: 0a73d59d3f0000dfd7861c7000000001

Report-To: {"endpoints":[{"url":"https:VVa.nel.cloudflare.com\/report\\v2?s=eycZKbc4N7hdPio7NDazZs6 PUxDsdZbZo
yHheORjOWXM50N2bnSWK%2BNUF%2B8aCr4UoagAcVgbWc%2F5thEfHkMba2sn4ZV41ecQr8lYocS176ymLQtLVWuOw
211FmIWMPZ4%2Bjnc%3D"}],"group":"cf-nel","max_age":604800}

NEL: {"report_to":"cf-nel","max_age":604800}

Vary: Accept-Encoding

Server: cloudflare

CF-RAY: 65998ba86f0ddfd7-FRA

GET /express/skins/gpa/n4client.css HTTP/1.1

Accept: text/css, */*

Referer: http://webaccess.gaports.com/express/about.jsp

Accept-Language: en-US

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko
Accept-Encoding: gzip, deflate

Host: webaccess.gaports.com

If-Modified-Since: Tue, 24 Apr 2018 18:47:44 GMT

If-None-Match: W/"13807-1524595664000"

Connection: Keep-Alive

Cookie: JSSESSIONID=AA9DOCAAC5FFF61AF33033B2BAESAC30.tomcat3

Destination IP Destination Port Process

104.26.6.110 80 C:\Program Files (x86)\Internet Explorer\iexplore.exe

Data

GET /express/n4addendum.css HTTP/1.1

Accept: text/css, */*

Referer: http://webaccess.gaports.com/express/secure/today.jsp?Facility=GCT
Accept-Language: en-US

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko
Accept-Encoding: gzip, deflate

Host: webaccess.gaports.com

Connection: Keep-Alive

Cookie: JSSESSIONID=AA9DOCAAC5FFF61AF33033B2BAESAC30.tomcat3
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kBytes
Timestamp transferred

Jun 3, 2021 1083
16:17:09.512181997 CEST

Jun 3, 2021 1102
16:17:09.548713923 CEST

Jun 3, 2021 1160
16:17:09.881597042 CEST

Copyright Joe Security LLC 2021

Direction

IN

ouT

Data

HTTP/1.1 200 OK

Date: Thu, 03 Jun 2021 14:17:09 GMT

Content-Type: text/css

Transfer-Encoding: chunked

Connection: keep-alive

ETag: W/"9069-1619547716000"

Last-Modified: Tue, 27 Apr 2021 18:21:56 GMT

Cache-Control: max-age=14400

CF-Cache-Status: REVALIDATED

cf-request-id: 0a73d5435b00004€32d1098000000001

Report-To: {"endpoints":[{"url":"https:VVa.nel.cloudflare.com\/report\/\v2?s=5qiAGCkaGMndH1NR6JVAFPrKYJnJkzmO
RWZ4Hr%2BxIgD9Pe6QeEDGIGGAW5cRXISEWUHg52Dr%2FvX5%2F3gb3dbJaviFQePDHadxY9PrmeNs%2
FjFLZuwV%2FIZAtMyzG9X5%2FH3H6HQ%3D"}],"group":"cf-nel","max_age":604800}

NEL: {"report_to":"cf-nel","max_age":604800}

Vary: Accept-Encoding

Server: cloudflare

CF-RAY: 65998b189c5d4e32-FRA

Content-Encoding: gzip

Data Raw: 38 36 61 0d Oa 1f 8b 08 00 00 00 00 00 00 03 e5 5a 6d 6f 22 39 12 fe 9c fe 15 25 cd de 69 07 05 68 20 c9 4c 9a
4f 04 7a 32 68 99 10 11 66 56 fb 09 99 76 01 d6 34 76 cb 36 10 16 f1 df 57 b6 bb 09 2f 4d 26 17 66 72 27 5d 47 49 d4 b6
ab ea f1 53 e5 f2 5b 97 Ob 1e 00 40 7f c2 14 30 05 84 c3 dd 05 3c 68 c2 29 91 14 94 5e c6 08 6a 82 a8 81 50 8a 9c ce a6
25 af 50 00 68 6b 50 13 31 8b 29 Oc 11 a4 88 63 a4 c0 b8 16 a0 27 68 54 28 4d 81 28 50 42 70 f3 5f 22 51 82 93 61 8c 25
6b ef 01 11 3e eb 69 Oc 54 44 b3 29 72 0d 7a 42 34 50 54 91 64 43 54 56 cd 4c 91 31 82 18 81 36 €8 86 38 12 12 61 2a
28 1b 2d 19 1f 3b 45 4d 91 2c 25 1b 4f 34 fc 1e bd 87 aa ef d7 60 b8 84 3b 32 67 0a 9a 42 26 ae d5 9f 92 69 8d dc 54 35
63 b2 84 3b 5¢ 68 cl cf 6d 7b db e0 b7 36 0d 80 5f 6¢ fa 18 29 75 3e 87 4a a9 72 61 da 7c 2c fb b5 b2 7f 09 fe 55 50 ad
04 97 97 30 1b 13 8e 8a 70 08 1f 13 f8 cd 2b 94 3d 4f 61 8c 91 5e 79 b0 60 54 4f 82 ca 07 3f 79 f4 d6 59 79 69 2c 09 a7
b8 a9 ae 55 fd e4 bl be 55 3f 45 fa 24 fb 71 af 32 96 €3 4d 65 f5 e2 43 5a 59 2e 80 26 c3 Oe e3 df 81 23 52 05 5a c0 42 c8
ef 30 12 12 84 9e a0 04 8c d1 90 6b c8 53 8c a2 f1 6f 34 11 52 41 al ec 95 52 61 6f 5 9d 4d 89 1c 33 1e 80 b5 7b 36 12
5c 17 17 68 58 0d 60 28 62 5a f7 ce 22 11 0b 19 c0 bb 2b fb 64 8d 14 fb 1b 03 a8 54 9e c4 46 64 ca e2 65 00 73 94 94 70
72 0e 44 32 12 9f 4f 30 9e a3 66 11 a9 7b 67 1a 1f 75 91 62 24 24 d1 4c fO 00 b8 e0 68 7b 54 8a c5 98 f1 be 09 93 d5 2b
60 d4 2c 8¢ 21 89 be 8f a5 98 71 5a 74 ad df 85 61 18 b6 5a 5b 16 1e 66 ¢3 29 d3 3d b1 58 79 30 71 06 2e 32 ca 4b 4a d3
Oc 81 63 fc d2 cf ea b4 2c 09 4a 41 d3 6d a0 90 63 d0 37 3f 60 b4 4d 30 4e ac 8b 56 36 ce b6 39 ca 28 3a 60 c8 34 4c 35
5d 5f 5f d7 9f 04 6d 3f 2b 16 8d 29 db 27 d2 f1 68 6a 8e 73 60 6b 85 a4 28 03 25 62 46 al 92 3c c2 93 99 84 50 ca f8 38 d8
d8 48 23 63 f3 9e d2 55 b9 ca 0a 52 89 a2 1d 84

Data Ascii: 86aZmo"9%ih LOz2hfVv4veW/M&fr'|GIS[@0<h)*P%PhkP1)c'hT(M(PBp_"Qa%k>iTD)rzB4APTdCTVL168a*(-
;EM,%047;2gB&iT5¢;\hm{6_l)u>Jra|,UPOp+=0a"y TO?yYyi,UU?E$q2MeCZY.&#RZB0kS04RARaoM3{6\hX (bZ"+dTFdes
prD200f{gub$$Lh{T+",!qZtaZ[f)=Xy0q.2KJIc,JAmc7? " MONV69(:'4L5]__m?+)'hjs k(%bF<P8H#cUR

GET /express/css/modules/menu.css HTTP/1.1

Accept: text/css, */*

Referer: http://webaccess.gaports.com/express/secure/today.jsp?Facility=GCT
Accept-Language: en-US

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko
Accept-Encoding: gzip, deflate

Host: webaccess.gaports.com

Connection: Keep-Alive

Cookie: JSSESSIONID=AA9DOCAAC5FFF61AF33033B2BAESAC30.tomcat3

HTTP/1.1 200 OK

Date: Thu, 03 Jun 2021 14:17:09 GMT

Content-Type: text/css

Transfer-Encoding: chunked

Connection: keep-alive

ETag: W/"2886-1619547718000"

Last-Modified: Tue, 27 Apr 2021 18:21:58 GMT

Cache-Control: max-age=14400

CF-Cache-Status: REVALIDATED

cf-request-id: 0a73d544cd00004e32e70d0000000001

Report-To: {"endpoints":[{"url":"https:VVa.nel.cloudflare.com\/report\/v2?s=R6D9wuDIFwh0xllo95RyW87eg9e AO6iH
bpJSAjWk6rQxakmtxQF1SxB6pJUSZk%2FW%2FtK3%2FiV%2FmJIBYVKX4JC7sWBmdaL TmgnixdC%2FJR4ialfY%2BZ
HpHUnvxkkNgmz0Z1c5tVQ%3D"}],"group":"cf-nel","max_age":604800}

NEL: {"report_to":"cf-nel","max_age":604800}

Vary: Accept-Encoding

Server: cloudflare

CF-RAY: 65998blaeaa04e32-FRA

Content-Encoding: gzip

Data Raw: 33 31 65 0d Oa 1f 8b 08 00 00 00 00 00 00 03 bd 55 5b 4f db 30 14 7e cf af b0 8a 26 b5 53 1b 92 55 50 08 aa
b4 42 53 a9 d2 d8 c¢3 00 89 3d 4d 4e ec 34 16 8e 9d d9 4e 2f 4c fc {7 c9 4e 4b 9c a6 b4 63 83 a5 0f 49 bf 73 3 f9 ce ¢5 c7
1f df e8 39 76 8e f5 Ob 5¢ 87 5f ef dc ab 9b 1b fO 77 8f ed ea 4e 62 04 a2 15 88 39 53 78 a9 40 86 59 21 01 64 c8 7c 45 50
94 88 7b d8 d5 db 24 78 ¢8 17 20 59 ce 85 92 65 e8 3f 21 6b 6a Oc 00 64 2b 90 71 54 50 Oc 62 29 81 c0 3f Ob 22 ca dc 55
4a a4 01 ff 4b 86 9f cb Oc 40 21 68 bb 25 53 88 f8 c2 8d a5 6¢ 75 2e 1c c7 81 ae a6 fb b2 50 8a b3 2e b0 ff 05 94 b0 87 2d
08 c6 8a cc f1 16 38 27 92 28 8¢ b6 d0 94 cf bl a8 63 a3 1d d6 25 b6 23 d6 5a 00 5f b6 59 c7 75 7e 39 00 a4 98 cc 52 15
f8 9e f7 el c2 01 20 87 08 11 36 Ob fa f9 12 9c e4 4b 0d c5 85 90 5¢ 04 08 27 b0 a0 4a 23 09 67 aa b7 28 0d 23 4e d1 33
26 c9 23 Oe 7c af b4 b3 b5 18 17 19 a4 95 9e 5a 51 6¢ 81 11 8¢ 1f 66 82 17 Oc f5 62 4e b9 08 8e c2 30 Oc c7 63 13 de 00
€0 e8 f4 f4 d4 a8 72 81 b0 08 fc 7c 09 24 a7 04 01 4b 55 8f 45 0f e1 98 Ob a8 08 67 01 €3 Oc 6b 1c 11 99 53 b8 0a 08 a3
a4 44 1e 7b 84 21 bc Oc bc 0b e7 ¢9 69 b2 6f 98 29 23 f5 14 cf ed 68 93 ¢9 a4 3a 46 8f e2 44 bd 2c 8d b8 52 3c b3 e5 e3
c178 70 15 5a 2a a2 64 bf a9 51 3f d6 fb 34 c0 4e 59 83 80 66 16 5 2c 1b 29 d4 c5 5b fc 35 18 d8 a6 d0 52 68 76 c5 28
1c 8d cf 3539 88 cc cd d1 cd 41 73 2e 89 29 38 80 91 e4 b4 50 a6 c6 c6 31 58 37 a3 3e c5 €6 5b 67 1f 11 4a d4 2a 00 29
41 08 33 bb 25 80 ef 79 3b a3 db 9d 6 62 6f 1c 6¢ 8f 43 1d 72 e6 e9 df 3e 7a 2b 8d cd b0 6e 12 9b 4c bf dc 86 df 02 47 2f
c35c f0 19 41 c1 8 7e 9a c1 19 be 15 90 c9 84 8b cc bd 26 b1 e0 92 27 ca 9d 40 84 db a8 28 67 65 €8 6 bb ba f0 14 e6
43 df f5 bc 8e 4d f2 8d 59 7d 7b a8 6e 56 ca 33 cf de 32 6¢ a6 12 44 94 c¢7 0f f5 12 bc 3e 9b 11 cd 53 d8 36 8b 65 €8 75 79
Oe 63 a2 56 43 df eb bc 11 1b d5 e9 ce

Data Ascii: 31eU[O0~&SUPBS=MN4N/LNKclIs9v\_wNb9Sx@Y!d|EP{$x Ye?!kjd+qTPb)?"UIK@!h%SIu.P.-8'(c%#Z_Yu~9
R 6K\'J#g(#N3&#|ZQIfbNOcr|$KUEgkSD{!io)#h:FD,R<xpZ*dQ?4NYf,)[5Rhv(59As.)8P1X7>[gJ*)A3%y;bolCr>z+nLG/
\A~&'@(geCMYHnV32ID>S6euycVC
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kBytes

Timestamp transferred Direction
Jun 3, 2021 1164 ouT
16:17:10.122651100 CEST

Jun 3, 2021 1174 IN
16:17:10.445218086 CEST

Jun 3, 2021 1180 ouT
16:17:10.656352043 CEST

Jun 3, 2021 1206 IN

16:17:11.014352083 CEST

Copyright Joe Security LLC 2021

Data

GET /express/css/modules/tab.css HTTP/1.1

Accept: text/css, */*

Referer: http://webaccess.gaports.com/express/secure/today.jsp?Facility=GCT
Accept-Language: en-US

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko
Accept-Encoding: gzip, deflate

Host: webaccess.gaports.com

Connection: Keep-Alive

Cookie: JSESSIONID=AA9DOCAAC5FFF61AF33033B2BAESAC30.tomcat3

HTTP/1.1 200 OK

Date: Thu, 03 Jun 2021 14:17:10 GMT

Content-Type: text/css

Transfer-Encoding: chunked

Connection: keep-alive

ETag: W/"2768-1619547718000"

Last-Modified: Tue, 27 Apr 2021 18:21:58 GMT

Cache-Control: max-age=14400

CF-Cache-Status: REVALIDATED

cf-request-id: 0a73d5470b00004e32f78eb000000001

Report-To: {"endpoints":[{"url":"https:VVa.nel.cloudflare.com\/report\v2?s=3j0dKOIMWWWFVw141%2BgNM6GePqulpg9
xSR0SopupMBgpNeiBaEFTqga3kgSh2vNtlflBGzCdM5wMcC3Z7V8qGIIUIGjYzMovliOghGsRHyr3dON%2Fxexu208LT
0%2FthaKSQgC6io%3D"}],"group":"cf-nel","max_age":604800}

NEL: {"report_to":"cf-nel","max_age":604800}

Vary: Accept-Encoding

Server: cloudflare

CF-RAY: 65998ble7d2b4e32-FRA

Content-Encoding: gzip

Data Raw: 32 33 34 0d Oa 1f 8b 08 00 00 00 00 00 00 03 cd 55 41 6f db 20 14 3e db bf 02 a9 97 ad 9a ed 25 d9 Oe c3 a7
c6 4d b7 43 4f ab 77 8e 9e cd b3 8d 42 00 01 69 dc 4d fd ef 13 76 d2 a6 4d ab 64 59 52 15 24 63 1b f4 de f7 7d 8f 0f 92 {3
23 b5 24 4c fc 40 f2 8b 71 9c dd dc 90 03 db 66 a8 4c 49 67 94 b0 04 b4 46 30 20 4b 24 aa 22 Oe Oa 1b ff 5b a8 €3 10 dc
19 8b 7c 17 aa 00 61 c9 be 62 5d 68 2d 38 5a 2 14 01 21 f6 66 76 32 86 b1 83 22 87 42 60 f8 27 f4 09 96 9c b9 86 c2 c2
a9 34 be df c1 bf 2b 17 4a 47 72 28 76 29 b0 e6 ff cb 22 23 95 32 1d 3 55 99 b9 ac 09 97 c4 35 48 ca 55 44 30 08 f1 5b f1
bf €6 72 f6 89 ac df a6 50 3a 7e eb f5 08 0a 65 18 9a c8 29 4d 07 ba 25 56 09 ce c8 d9 d5 57 df d3 30 28 95 50 86 9e 8d
46 a3 34 Oc 1c b6 2e 62 58 2a 03 8e 2b 49 a5 92 98 86 41 a5 a4 8b 2c ff 8d 74 30 dO 6d 1a 06 1a 18 e3 b2 a6 64 a4 5b 32
f8 ac db 34 08 03 c6 ad 16 70 47 Ob al ca 59 1a 06 cb 86 3b 8c ac 86 12 a9 54 4b 03 3a 0d 83 5b 34 8e 97 20 22 10 bc 96
74 ce 19 13 e8 ab b4 8d dc 4b 55 2e 8¢ 55 86 32 ac 60 21 dc 7a 5d 06 7a 2a b0 72 eb 72 bf 90 ¢8 ff 2f a0 9c d5 46 2d 24
8b f8 1c 6a a4 Ob 23 3e c4 71 12 ¢7 49 f7 6d 13 5f 3f ff 18 24 7d d6 bc 8b 7d 8d 95 9b 16 75 ce 05 c6 35 af 3e 6e 45 33 a8
11 1c ed 87 e8 6e 35 ff a2 ce df ae 7c ef 57 3c e3 5e 28 e7 d4 3c dd d8 b1 43 2f ee 23 45 c3 eb €6 98 1c dd 7f b0 7b 05 7b
0f 36 67 4f ab b6 5b 8a 57 d3 b5 5b f3 5a 59 de 6d c6 4d bd 36 €6 57 1b 78 f2 c5 {7 47 44 87 40 d9 47 c1 9f 6a 39 de 5b
bc 83 d9 64 59 b6 fb e8 3a 27 3f 10 18 9a 23 1e 5d 4d 1f 50 83 44 d1 5d 5a 0d 92 39 70 49 34 d4 18 9f e2 €8 ea 33 e6 27
305 f0 7d 99 fa 09 d1 e3 5a 7b 78 22 6b 3f 40 7e 17 06 9f 4c 26 97 97 cf 71 9d c0 e6 c¢3 b7 b3 b9 bf 83 27 €3 34 bc ff Ob
4e 8e 02 95 dO 0a 00 00 0d Oa

Data Ascii: 234UAo0 >%MCOwWBIMvMdYR$c}#$L@gfLIgQFO K$"[|ab]h-8Z!fv2"B™'4+JGr(v)"#2U5HUDO[rP:~e)M%VWO(PF
4.bX*+IA,t0md[24pGY;TK:[4 "tKU.U2'1Z]z*rr/F-$j#>qIm_?$}us>nE3n5|W<A(<CHE{6gO[W[ZYmMBWXGD@G|9[dY:'?
#]MPD]Z9pl43'0}Z{x"k?@~L&q'4N

GET /express/css/modules/appointment.css HTTP/1.1

Accept: text/css, */*

Referer: http://webaccess.gaports.com/express/secure/today.jsp?Facility=GCT
Accept-Language: en-US

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko
Accept-Encoding: gzip, deflate

Host: webaccess.gaports.com

Connection: Keep-Alive

Cookie: JSESSIONID=AA9DOCAAC5FFF61AF33033B2BAESAC30.tomcat3

HTTP/1.1 200 OK

Date: Thu, 03 Jun 2021 14:17:11 GMT

Content-Type: text/css

Transfer-Encoding: chunked

Connection: keep-alive

ETag: W/'1227-1619547718000"

Last-Modified: Tue, 27 Apr 2021 18:21:58 GMT

Cache-Control: max-age=14400

CF-Cache-Status: REVALIDATED

cf-request-id: 0a73d5492100004e32ed819000000001

Report-To: {"endpoints":[{"url":"https:VVa.nel.cloudflare.com\/report\/\v2?s=p9hxvEsARahRcOOUBBANyT2290ttI52P
0tM3V9SxPpPE9OQyiiwvBHFU8Q8FTGZNOo0x7SsNiFe9zmAUzVIODKRad71PJ%2FsZ26dV5y Sf2WpUFzI9s0BycqGv3v
DFdrAw9p5Pw%3D"}],"group™:"cf-nel","max_age":604800}

NEL: {"report_to":"cf-nel","max_age":604800}

Vary: Accept-Encoding

Server: cloudflare

CF-RAY: 65998b21cf504€32-FRA

Content-Encoding: gzip

Data Raw: 31 38 32 0d Oa 1f 8b 08 00 00 00 00 00 00 03 ad 94 df 6b c2 30 10 c7 df f3 57 04 86 2f 42 ab 93 c9 6¢ 7d d2 d9
32617303 7d 1f 69 73 d6 b0 98 84 e4 9c ca fO 7f 1f a9 ce 29 a3 ee 87 de 3d 14 ae c9 e7 fb ed 5d 93 46 fd 42 d1 20 0d ff
a0 bd e7 e7 a7 el 68 f2 98 8¢ 26 el dd 78 4c ff 18 87 a8 31 ae 25 38 ba 70 c0 29 6a ca 85 33 92 ad 29 33 46 0b 85 73 50
48 2d 48 86 c0 a9 61 05 b8 b0 1a 75 66 1c a0 2e d3 2b 12 4a 96 81 bc 07 c6 c1 92 77 e2 45 32 96 bf 16 56 2f 14 0f 72 2d
b5 8d af 58 19 dd f2 ed 54 2b Oc 96 20 8a 19 c6 99 96 7c 5b 5d ce 04 42 e0 Oc cb 21 56 7a 69 99 €9 92 0d 09 55 66 cf 46
23 ac 30 60 52 14 2a ce 41 21 d8 92 5¢ da 4e 14 da 75 25 7a dO f6 f9 0d 22 61 8a d5 a6 cb ba e0 38 8b 3b 2d b3 2a a5 2¢
e3 42 9f 96 4a fa 3e 4f f9 65 9c 1f 22 Oc e3 5¢ a8 22 6e 76 7f 20 6e 48 88 2c 93 fO f2 b5 a4 d2 45 14 45 7e 03 09 91 ff 66
79 1a f9 f4 3b b8 78 Ob 99 31 38 f1 4a 74 b7 5e 5b Oe 36 70 fe df 8f 9d 96 62 37 8e 5d 7d db a3 6b df a2 83 ea b1 91 70
aa ed fc c1 Of 6a 52 ed 62 70 9b 4 d2 ce bf a7 d4 aa ed 95 86 ca 2c f0 84 52 d2 4f 6f d2 fe 69 e8 7e 2e 9f 1f b6 55 69 37
6b 64 e3 cf 1d 4d 14 3f 3a f8 ce 40 2e a6 22 a7 6e 7b 49 d4 eb 8d Of 7a 23 f6 cd cb 04 00 00 0d Oa

Data Ascii: 182k0W/BI}2as}is)=]FB h&xL1%8p)j3)3FsPH-Hauf.+JWE2V/r-XT+ |[|B!VziUfF#0 R*A\Nu%z"a8;-*,BJ>0e"\"nv
nH,EE~fy;x18Jt"[6pb7]}kpjRbp,RO0i~.Ui7TkdM?:@."n{lz#
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kBytes
Timestamp transferred Direction

Jun 3, 2021 1206 ouT
16:17:11.018070936 CEST

Jun 3, 2021 1244 IN
16:17:11.374346018 CEST

Jun 3, 2021 1776 ouT
16:17:31.900827885 CEST

Jun 3, 2021 1780 IN
16:17:31.952325106 CEST

Jun 3, 2021 1780 ouT
16:17:31.956181049 CEST

Jun 3, 2021 1785 IN
16:17:32.008690119 CEST

Copyright Joe Security LLC 2021

Data

GET /express/images/s.gif HTTP/1.1

Accept: image/png, image/svg+xml, image/jxr, image/*;q=0.8, */*;q=0.5

Referer: http://webaccess.gaports.com/express/secure/today.jsp?Facility=GCT
Accept-Language: en-US

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko
Accept-Encoding: gzip, deflate

Host: webaccess.gaports.com

Connection: Keep-Alive

Cookie: JSSESSIONID=AA9DOCAAC5FFF61AF33033B2BAESAC30.tomcat3

HTTP/1.1 200 OK

Date: Thu, 03 Jun 2021 14:17:11 GMT

Content-Type: image/gif

Content-Length: 43

Connection: keep-alive

ETag: W/"'43-1619547718000"

Last-Modified: Tue, 27 Apr 2021 18:21:58 GMT

Cache-Control: max-age=14400

CF-Cache-Status: REVALIDATED

Accept-Ranges: bytes

cf-request-id: 0a73d54a8f00004e32ef046000000001

Report-To: {"endpoints":[{"url":"https:VVa.nel.cloudflare.com\/report\/v2?s=VBI5VzKQws25ZP%2FI8wXkSYACY3%2Bh
DIkHdp%2FIp9y%2F\Val0zbW8wDxrhwm5pU82gQbjxwiCVJIvQdQfvVexHD2tadoPW4ew7ckcRC7ZOfTYBVNYhsLTZS%
2F8Ln7fR301i1065gXQ%3D"}],"group":"cf-nel","max_age":604800}

NEL: {"report_to":"cf-nel","max_age":604800}

Vary: Accept-Encoding

Server: cloudflare

CF-RAY: 65998b241ddb4e32-FRA

Data Raw: 47 49 46 38 39 61 01 00 01 00 80 00 00 00 00 00 00 00 00 21 f9 04 01 00 00 00 00 2¢ 00 00 00 00 01 00 01 00
0002 02 44 01 00 3b

Data Ascii: GIF89a!,D;

GET /express/n4standard.css HTTP/1.1

Accept: text/css, */*

Referer: http://webaccess.gaports.com/express/index.jsp

Accept-Language: en-US

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko
Accept-Encoding: gzip, deflate

Host: webaccess.gaports.com

If-Modified-Since: Tue, 27 Apr 2021 18:21:56 GMT

If-None-Match: W/"19654-1619547716000"

Connection: Keep-Alive

Cookie: JSSESSIONID=AA9DOCAAC5FFF61AF33033B2BAESAC30.tomcat3

HTTP/1.1 304 Not Modified

Date: Thu, 03 Jun 2021 14:17:31 GMT

Connection: keep-alive

ETag: W/'19654-1619547716000"

Last-Modified: Tue, 27 Apr 2021 18:21:56 GMT

Cache-Control: max-age=14400

CF-Cache-Status: HIT

Age: 22

cf-request-id: 0a73d59c1e00004e327cbb1000000001

Report-To: {"endpoints":[{"url":"https:VVa.nel.cloudflare.com\/report\Vw2?s=03covnFuJOLx7YG1Z0FmYjMxWB4Z4re3
mhX%2FLH34%2FA23g%2BgnViu%2BOngeW4xzg5hqEfiadyjvSC3TZIEY S09tGbbkvVHz%2FPE0%2BBXxWsQ25T5bjpf
0zCYhDg9yGMp7mInBrDXE%3D"}],"group":"cf-nel","max_age":604800}

NEL: {"report_to":"cf-nel","max_age":604800}

Vary: Accept-Encoding

Server: cloudflare

CF-RAY: 65998ba699da4e32-FRA

GET /express/css/modules/font.css HTTP/1.1

Accept: text/css, */*

Referer: http://webaccess.gaports.com/express/index.jsp

Accept-Language: en-US

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko
Accept-Encoding: gzip, deflate

Host: webaccess.gaports.com

If-Modified-Since: Tue, 27 Apr 2021 18:21:58 GMT

If-None-Match: W/"833-1619547718000"

Connection: Keep-Alive

Cookie: JSSESSIONID=AA9DOCAAC5FFF61AF33033B2BAESAC30.tomcat3

HTTP/1.1 304 Not Modified

Date: Thu, 03 Jun 2021 14:17:31 GMT

Connection: keep-alive

ETag: W/'833-1619547718000"

Last-Modified: Tue, 27 Apr 2021 18:21:58 GMT

Cache-Control: max-age=14400

CF-Cache-Status: HIT

Age: 22

cf-request-id: 0a73d59c5400004€32939e6000000001

Report-To: {"endpoints":[{"url":"https:VVa.nel.cloudflare.com\/report\\v2?s=F0qj35hxXvywI2VNg4j3yvyQYbolIKZfDtto6amtrT
P16%2Bn1rMFEVAhtOKUaiCPE%2Fdvwh1LBgvnd%2BxWxSy1rL C3ESXwfUWShy6t22d%2Bm7NO20igGWFf3UgAYMG1n
tU3pg6A%3D"}],"group”:“cf-nel","max_age":604800}

NEL: {"report_to":"cf-nel","max_age":604800}

Vary: Accept-Encoding

Server: cloudflare

CF-RAY: 65998ba6eac14e32-FRA
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kBytes

Timestamp transferred Direction
Jun 3, 2021 1788 ouT
16:17:32.009980917 CEST

Jun 3, 2021 1794 IN
16:17:32.064129114 CEST

Jun 3, 2021 1794 ouT
16:17:32.065104008 CEST

Jun 3, 2021 1800 IN
16:17:32.124943018 CEST

Jun 3, 2021 1801 ouT
16:17:32.126076937 CEST

Jun 3, 2021 1812 IN

16:17:32.186532021 CEST

Copyright Joe Security LLC 2021

Data

GET /express/css/modules/button.css HTTP/1.1

Accept: text/css, */*

Referer: http://webaccess.gaports.com/express/index.jsp

Accept-Language: en-US

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko
Accept-Encoding: gzip, deflate

Host: webaccess.gaports.com

If-Modified-Since: Tue, 27 Apr 2021 18:21:58 GMT

If-None-Match: W/"3835-1619547718000"

Connection: Keep-Alive

Cookie: JSSESSIONID=AA9DOCAAC5FFF61AF33033B2BAESAC30.tomcat3

HTTP/1.1 304 Not Modified

Date: Thu, 03 Jun 2021 14:17:32 GMT

Connection: keep-alive

ETag: W/"3835-1619547718000"

Last-Modified: Tue, 27 Apr 2021 18:21:58 GMT

Cache-Control: max-age=14400

CF-Cache-Status: HIT

Age: 22

cf-request-id: 0a73d59c¢8a00004e32f63d7000000001

Report-To: {"endpoints":[{"url":"https:VVa.nel.cloudflare.com\/report\/v2?s=xNwsCro5iQI%2FQNRNAOQVi70hEGgalW
Xp7SLs%2FjA0%2FCzkjHfg1VIi9d5EIXjnDuW4X4AKidhlOi6aL8tXUOFk8ZyRI8yYiZSI%2FMv%2BDmeLBTT5QeNgN
SqWGP6%2F%2F30qvo%2BVyoY0%3D"}],"group":"cf-nel","max_age":604800}

NEL: {"report_to":"cf-nel","max_age":604800}

Vary: Accept-Encoding

Server: cloudflare

CF-RAY: 65998ba74bd44e32-FRA

GET /express/css/modules/shadow.css HTTP/1.1

Accept: text/css, */*

Referer: http://webaccess.gaports.com/express/index.jsp

Accept-Language: en-US

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko
Accept-Encoding: gzip, deflate

Host: webaccess.gaports.com

If-Modified-Since: Tue, 27 Apr 2021 18:21:58 GMT

If-None-Match: W/"718-1619547718000"

Connection: Keep-Alive

Cookie: JSESSIONID=AA9DOCAAC5FFF61AF33033B2BAESAC30.tomcat3

HTTP/1.1 304 Not Modified

Date: Thu, 03 Jun 2021 14:17:32 GMT

Connection: keep-alive

ETag: W/"718-1619547718000"

Last-Modified: Tue, 27 Apr 2021 18:21:58 GMT

Cache-Control: max-age=14400

CF-Cache-Status: HIT

Age: 22

cf-request-id: 0a73d59cc900004e32851aa000000001

Report-To: {"endpoints":[{"url":"https:VVa.nel.cloudflare.com\/report\/v2?s=FAe9e87BpLWzN23jolUwNPwt4USHIEVxX
GaDmuHbDdI91TyBLhE%2BS73daEED3k6ipdRe%2FM%2FWhRsQV1Yf4110WM47D6DzAf%2BhkrifMUI45
G4KkdBRgYAxJcHp0kJ%2BXIWEQKxA%3D"},"group":"cf-nel","max_age":604800}

NEL: {"report_to":"cf-nel","max_age":604800}

Vary: Accept-Encoding

Server: cloudflare

CF-RAY: 65998ba7acf64e32-FRA

GET /express/includes/popupWindow.js HTTP/1.1

Accept: application/javascript, */*;q=0.8

Referer: http://webaccess.gaports.com/express/index.jsp

Accept-Language: en-US

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko
Accept-Encoding: gzip, deflate

Host: webaccess.gaports.com

If-Modified-Since: Tue, 27 Apr 2021 18:21:58 GMT

If-None-Match: W/"2361-1619547718000"

Connection: Keep-Alive

Cookie: JSESSIONID=AA9DOCAAC5FFF61AF33033B2BAESAC30.tomcat3

HTTP/1.1 304 Not Modified

Date: Thu, 03 Jun 2021 14:17:32 GMT

Connection: keep-alive

ETag: W/"2361-1619547718000"

Last-Modified: Tue, 27 Apr 2021 18:21:58 GMT

Cache-Control: max-age=14400

CF-Cache-Status: HIT

Age: 23

cf-request-id: 0a73d59cfe00004e328f1a8000000001

Report-To: {"endpoints":[{"url":"https:VVa.nel.cloudflare.com\/report\/v2?s=X0QaxEbz6jXFUG6sVg30GZmSUCJIRXmHd
wa72g3hbBUQ1LiKPPeLKQ19MOA7h9DPWThEszfeBP%2BcPvy2XTYKI5%2B7E6Xu3yX4gtr3cBsPTrfVICUIO82zghjK
gbCj80FNv6gWY%3D"}],"group":"cf-nel","max_age":604800}

NEL: {"report_to":"cf-nel","max_age":604800}

Vary: Accept-Encoding

Server: cloudflare

CF-RAY: 65998ba7fdfade32-FRA
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kBytes

Timestamp transferred Direction
Jun 3, 2021 1813 ouT
16:17:32.187231064 CEST

Jun 3, 2021 1818 IN
16:17:32.237107038 CEST

Jun 3, 2021 1820 ouT
16:17:32.238801003 CEST

Jun 3, 2021 1825 IN
16:17:32.297590971 CEST

Jun 3, 2021 1828 ouT
16:17:32.414556980 CEST

Jun 3, 2021 1833 IN

16:17:32.467664003 CEST

Copyright Joe Security LLC 2021

Data

GET /expressl/javascript/getOptions.js HTTP/1.1

Accept: application/javascript, */*;q=0.8

Referer: http://webaccess.gaports.com/express/index.jsp

Accept-Language: en-US

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko
Accept-Encoding: gzip, deflate

Host: webaccess.gaports.com

If-Modified-Since: Tue, 27 Apr 2021 18:21:58 GMT

If-None-Match: W/"'4948-1619547718000"

Connection: Keep-Alive

Cookie: JSESSIONID=AA9DOCAAC5FFF61AF33033B2BAEBAC30.tomcat3

HTTP/1.1 304 Not Modified

Date: Thu, 03 Jun 2021 14:17:32 GMT

Connection: keep-alive

ETag: W/'4948-1619547718000"

Last-Modified: Tue, 27 Apr 2021 18:21:58 GMT

Cache-Control: max-age=14400

CF-Cache-Status: HIT

Age: 21

cf-request-id: 0a73d59d3c00004e329b8ec000000001

Report-To: {"endpoints":[{"url":"https:VVa.nel.cloudflare.com\/reportVv2?s=Yoxkal5a1%2BGloXyC3391%2FAYOMBVS

3NIdH%2BBaPmMQGEriZvIstJsUWnOkGZal zBYtv%2FqSi8XFEUOF7S1NvWyplIXxQDECUGhxmXK%2FFxGgigOb4yoxxR

T70ogwLsHAMQDxywLZH8%3D"}],"group":"cf-nel","max_age":604800}
NEL: {"report_to":"cf-nel","max_age":604800}

Vary: Accept-Encoding

Server: cloudflare

CF-RAY: 65998ba85efc4e32-FRA

GET /express/images/s.gif HTTP/1.1

Accept: image/png, image/svg+xml, image/jxr, image/*;q=0.8, */*;q=0.5
Referer: http://webaccess.gaports.com/express/index.jsp

Accept-Language: en-US

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko
Accept-Encoding: gzip, deflate

Host: webaccess.gaports.com

If-Modified-Since: Tue, 27 Apr 2021 18:21:58 GMT

If-None-Match: W/"43-1619547718000"

Connection: Keep-Alive

Cookie: JSESSIONID=AA9DOCAAC5FFF61AF33033B2BAEBAC30.tomcat3

HTTP/1.1 304 Not Modified

Date: Thu, 03 Jun 2021 14:17:32 GMT

Connection: keep-alive

ETag: W/'43-1619547718000"

Last-Modified: Tue, 27 Apr 2021 18:21:58 GMT

Cache-Control: max-age=14400

CF-Cache-Status: HIT

Age: 21

cf-request-id: 0a73d59d6f00004e329chfb000000001

Report-To: {"endpoints":[{"url":"https:VVa.nel.cloudflare.com\/report\Vwv2?s=E%2BaVOr4S0VhuffBy6byf8jh Y FU%2BR
IW1nCkd6Zg%2F8UgpB3bVNH4MgkqUJeSXUymncgEKkzsIVHXij2gjaJwcVVO0IspE6%2BkjDAQsSXIEg1M5Mt9GyZ0%
2FfAJSMtyZ6hADxyhzE%3D"}],"group™:"cf-nel","max_age":604800}

NEL: {"report_to":"cf-nel","max_age":604800}

Vary: Accept-Encoding

Server: cloudflare

CF-RAY: 65998ba8bfc54e32-FRA

GET /express/images/spacer.gif HTTP/1.1

Accept: image/png, image/svg+xml, image/jxr, image/*;q=0.8, */*;q=0.5
Referer: http://webaccess.gaports.com/express/index.jsp

Accept-Language: en-US

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko
Accept-Encoding: gzip, deflate

Host: webaccess.gaports.com

If-Modified-Since: Tue, 27 Apr 2021 18:21:58 GMT

If-None-Match: W/"43-1619547718000"

Connection: Keep-Alive

Cookie: JSSESSIONID=AA9DOCAAC5FFF61AF33033B2BAESAC30.tomcat3

HTTP/1.1 304 Not Modified

Date: Thu, 03 Jun 2021 14:17:32 GMT

Connection: keep-alive

ETag: W/'43-1619547718000"

Last-Modified: Tue, 27 Apr 2021 18:21:58 GMT

Cache-Control: max-age=14400

CF-Cache-Status: HIT

Age: 350

cf-request-id: 0a73d59e1e00004e3298047000000001

Report-To: {"endpoints":[{"url":"https:VVa.nel.cloudflare.com\/report\\v2?s=T%2FrWxBFOgNpp4R%2BCg1XyKCIAXLeD
ISINSQB%2FLn8s0VrimaSD%2BmXIlUMpc8sc7uQoWEVF87cwKHp9h1gtétiqo4eaSsVWKjahHCNOGFXLFi8Lz24QsQ
PnM3a5RgM3sDPAIKA%3D"}],"group":"cf-nel","max_age":604800}

NEL: {"report_to":"cf-nel","max_age":604800}

Vary: Accept-Encoding

Server: cloudflare

CF-RAY: 65998ba9cadf4e32-FRA
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kBytes

Timestamp transferred

Jun 3, 2021 1868

16:17:33.680558920 CEST

Jun 3, 2021 1870

16:17:33.731535912 CEST

Session ID Source IP

5 192.168.2.6
kBytes

Timestamp transferred

Jun 3, 2021 1067

16:17:09.185264111 CEST

Jun 3, 2021 1088

16:17:09.522988081 CEST

Copyright Joe Security LLC 2021

Direction

ouT

Source Port

49718

Direction

ouT

Data

GET /express/css/modules/tooltip.css HTTP/1.1

Accept: text/css, */*

Referer: http://webaccess.gaports.com/express/about.jsp

Accept-Language: en-US

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko
Accept-Encoding: gzip, deflate

Host: webaccess.gaports.com

If-Modified-Since: Tue, 27 Apr 2021 18:21:58 GMT

If-None-Match: W/"1853-1619547718000"

Connection: Keep-Alive

Cookie: JSSESSIONID=AA9DOCAAC5FFF61AF33033B2BAESAC30.tomcat3

HTTP/1.1 304 Not Modified

Date: Thu, 03 Jun 2021 14:17:33 GMT

Connection: keep-alive

ETag: W/'1853-1619547718000"

Last-Modified: Tue, 27 Apr 2021 18:21:58 GMT

Cache-Control: max-age=14400

CF-Cache-Status: HIT

Age: 24

cf-request-id: 0a73d5a31100004e3279b38000000001

Report-To: {"endpoints":[{"url":"https:VVa.nel.cloudflare.com\/report\Vv2?s=wd05athuH2nkAQOvQ2WcQLG7Fosp4Lls
b565XF4%2BYkOvODgQUG7Kd4q8hiodyM5PwgXWw2ZolTF3m9Q8kIEus1C6GoL5vnaRZgL2sxPOC4GSD1boSeRYgSla
Mu40BOKGFJE%3D"}],"group":"cf-nel","max_age":604800}

NEL: {"report_to":"cf-nel","max_age":604800}

Vary: Accept-Encoding

Server: cloudflare

CF-RAY: 65998bb1b9a34e32-FRA

Destination IP Destination Port Process

104.26.6.110 80 C:\Program Files (x86)\Internet Explorer\iexplore.exe

Data

GET /express/skins/gpa/n4client.css HTTP/1.1

Accept: text/css, */*

Referer: http://webaccess.gaports.com/express/secure/today.jsp?Facility=GCT
Accept-Language: en-US

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko
Accept-Encoding: gzip, deflate

Host: webaccess.gaports.com

Connection: Keep-Alive

Cookie: JSESSIONID=AA9DOCAAC5FFF61AF33033B2BAESAC30.tomcat3

HTTP/1.1 200 OK

Date: Thu, 03 Jun 2021 14:17:09 GMT

Content-Type: text/css

Transfer-Encoding: chunked

Connection: keep-alive

ETag: W/'13807-1524595664000"

Last-Modified: Tue, 24 Apr 2018 18:47:44 GMT

Cache-Control: max-age=14400

CF-Cache-Status: REVALIDATED

cf-request-id: 0a73d5436200004ea4c5049000000001

Report-To: {"endpoints":[{"url":"https:VVa.nel.cloudflare.com\/report\/\v2?s=Lm%2FNrwnvflIKD1peTkG7I7hHksZv%2F
TWM8%2FGGsq3NZsAU5XQ7Ku560EtpSTunStMOXM4dQRgRYz2hxchNLXQAhXVwUu5ArsXFgxHUfhw3Fjermbm4mQlfl
qOjtwPRcV4Ke8A0%3D"}],"group”:"cf-nel","max_age":604800}

NEL: {"report_to":"cf-nel","max_age":604800}

Vary: Accept-Encoding

Server: cloudflare

CF-RAY: 65998b189dab4ead-FRA

Content-Encoding: gzip

Data Raw: 39 39 34 0d Oa 1f 8b 08 00 00 00 00 00 00 03 d5 5a ed 4f e3 38 13 ff bc 48 fc 0f 23 71 27 dd 22 5a d2 96 b7 a6
9f fa 92 72 e8 01 ba ea b2 7b da 4f c¢8 6d dc d6 da d4 8e 1c b7 c0 21 fe f7 47 7e 4b 93 26 69 Ob 05 Oe 1a dd 69 63 8f 3d
33 bf 19 4f 66 c6 1c ee ef ee 00 00 5¢ 1f 41 3b 20 98 0a 88 42 3c 24 23 32 84 48 3¢ 04 18 a2 09 c6 a2 ac 89 7a 73 cc 39
f1 71 04 6¢ 04 98 Oa 4e 70 04 84 02 3d 8a 04 a2 3e e2 7e 79 18 45 30 62 7c bl cb 50 ed 1a €9 0d da 2c 7c e0 64 3c 11 fO
d7 f0 2b 54 1d a7 06 83 07 b8 46 73 12 41 9b f1 dO fO f9 87 13 21 30 95 73 df 26 24 80 3e 1b 60 2e 22 46 0f d4 1a 4d f4 c7
85 ef 02 3d d2 fb 4b be 07 73 a8 94 8f 15 c5 61 c5 39 74 4e al 5a 71 2b c7 6e b5 Oe b3 90 a3 08 f9 e0 dd 87 fO c7 ee ce fe
el eece ee 4e 79 c0 11 f5 09 1d 37 39 46 bb 3b 8f bb 3b 5f 46 8c 8a 52 44 fe c5 2e d4 aa al 68 ec ee 7c b9 23 be 98 b8
50 71 9c 3f e5 eb 00 0d 7f 8f 39 9b 51 bf 34 64 01 3 2e ec 39 4e ad 56 af 37 76 77 9e e4 ae c2 2f 07 6¢ 4c a8 dc f4 00 84
5f 9e e0 20 5¢ 70 18 30 ee 63 ee 42 25 bc 87 88 05 c4 87 ef 24 98 63 de 48 73 af 54 ¢2 7b 39 34 ¢7 5¢ 90 21 Oa 4a 28 20
63 ea 82 60 al 1c 36 6f Oa 4a f9 be 10 45 fe Oa e4 ec 9c 7a cd ee 99 9c Oc 91 2f f5 76 el 58 71 bl 72 4f aa 20 dO 20 c0 5a
ec aa fe bf 12 3b b3 9b e2 54 ab d9 c5 e5 08 23 3e 9c 2c d4 34 1c 4a 4a 42 17 4e b4 36 76 34 c0 23 21 21 d5 a3 39 6a 5b
€2 011382 4d e3f553 c4c7 84 ba50d3 af 56 bl 9a 12 24 5e 24 58 18 af 58 05 83 96 7¢ 68 5d f2 79 c2 d7 9e 29 bb 62
76 b8 0Of 63 8e 1f 60 30 13 82 51 90 6e 58 d6 ff ae b8 01 al bf Of 20 7e 9d 93 88 08 ec 2f 46 8c fb 14 1b 22 b6 6a 35 89 ce
5e b7 db 8d 05 bd c3 4a a3 01 Ob fc b4 f0 56 76 03 b0 d9 41 e0 7b 51 f2 f1 90 71 24 08 a3 2e 65 14 37 62 1f d6 38 2f fc 78
af 5e 93 4f 82 c0 98 79 05 85 41 38 41 72 d4 94 4f 82 c4 c2 98 47 23 ¢3 c0 44 eb 54 d5 ce 24 47 86 33 1e 31 ee 4e 105 6
3 2b 5b 58 27 6¢ 8e f9 02 d4 5b f5 5e 04 ed 69

Data Ascii: 994Z08H#q"Zr{Om!G~K&iic=30f\A; B<$#2H<zs9qINp=>~yEOb|P,|d<+TFsAl0s&$>"."FM=Ksa9tNZg+nNy
79F;;_FRD.h[#Pq?9Q4d.9NV7vw/IL_ \pOcB%S$cHST{94\1J( c'60JEZ/VXqrO Z;T#>,4JIBN6VA#!I9[MSPVS$ $XX|h]y)
bvc'0QnX ~/F'i5NIVVA{Qq$.e7b8/x "OyABArOG#DT$G31Nc+[X'I[Mi
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kBytes

Timestamp transferred

Jun 3, 2021 1093
16:17:09.531037092 CEST

Jun 3, 2021 1152
16:17:09.857608080 CEST

Jun 3, 2021 1158
16:17:09.862010002 CEST

Jun 3, 2021 1171
16:17:10.206104040 CEST

Copyright Joe Security LLC 2021

Direction

ouT

ouT

Data

GET /express/css/modules/font.css HTTP/1.1

Accept: text/css, */*

Referer: http://webaccess.gaports.com/express/secure/today.jsp?Facility=GCT
Accept-Language: en-US

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko
Accept-Encoding: gzip, deflate

Host: webaccess.gaports.com

Connection: Keep-Alive

Cookie: JSESSIONID=AA9DOCAAC5FFF61AF33033B2BAESAC30.tomcat3

HTTP/1.1 200 OK

Date: Thu, 03 Jun 2021 14:17:09 GMT

Content-Type: text/css

Transfer-Encoding: chunked

Connection: keep-alive

ETag: W/'833-1619547718000"

Last-Modified: Tue, 27 Apr 2021 18:21:58 GMT

Cache-Control: max-age=14400

CF-Cache-Status: REVALIDATED

cf-request-id: 0a73d544bc00004ea483b79000000001

Report-To: {"endpoints":[{"url":"https:VVa.nel.cloudflare.com\/report\w2?s=Lc40Xx%2FsHt5IbNN2dA9mtkNSTOwxuT
7BWNSESU5tQHpvpiDAVhVIYh3hi9hDajei6LbpYHbfuhQ2ZEoHg6MdimQZperlKYepcSqObCXyi68gTTAO00GdVU3t
EWhgzChCeY1%3D"}],"group":"cf-nel","max_age":604800}

NEL: {"report_to":"cf-nel","max_age":604800}

Vary: Accept-Encoding

Server: cloudflare

CF-RAY: 65998blaccOd4ead-FRA

Content-Encoding: gzip

Data Raw: 31 33 31 0d Oa 1f 8b 08 00 00 00 00 00 00 03 ad 50 c1 6a 02 31 10 bd €7 2b 06 7a 2b 71 5d 15 04 d7 53 11 7a
6¢ Of f6 07 c6 ec ec ee c0 98 84 24 5b b5 c5 7f 2f 51 4b b5 96 52 8a 73 19 78 f3 de €3 bd 19 de df 68 86 6a 98 17 3c 3e 3f
bd 14 8b e5 12 fe 37 €7 56 0b 67 53 70 12 21 75 04 e8 3d 61 40 6b 08 5¢ 03 28 02 8d b3 29 42 1f a9 06 b6 9f 1c 61 83 89
9d 2d 2e ad 1e 44 c0 63 4b 11 62 e7 7a a9 c1 64 87 d4 71 84 86 85 8a bf a7 ba cd af d4 ca d5 3b 0d a9 d6 e0 35 08 6b 60
eb fb a4 21 d1 36 61 20 d4 80 1a 56 7d 4a ce 6a 70 3e 57 d2 10 49 c8 24 f5 ae 72 a6 5¢ 7f 10 f9 8d aa d1 c8 6f e7 5f d8 86
b8 ed 52 65 5d 58 a3 9c el 31 ed 84 ae el 06 d7 2c bb ea 95 42 8d 16 35 06 46 d1 11 6d 1c 44 Oa dc 1c 99 c6 89 Ob d5
dd 64 32 99 ab bd 2a 28 04 17 4e 39 4e 27 63 ca b2 2c af 63 ac 9c d4 07 cd 06 83 65 db 5e aa 66 b3 €9 f4 37 55 37 ba e4
1f 02 7c 6b 3f fe a9 fd d1 20 a3 6b Oc 2d db aa cc ac bd ea c6 37 36 fc 00 f6 63 14 f6 41 03 00 00 Od Oa

Data Ascii: 131Pj1+z+q]SzI$[/QKRsxhj<>?7VgSp!u=a@k\()Ba-.DcKbzdg;5k !16a V}Jjp>WI$r\o_Re]X1,B5FmDd2*(
NIN'c,cef7U7|k? k-76cA

GET /express/css/modules/button.css HTTP/1.1

Accept: text/css, */*

Referer: http://webaccess.gaports.com/express/secure/today.jsp?Facility=GCT
Accept-Language: en-US

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko
Accept-Encoding: gzip, deflate

Host: webaccess.gaports.com

Connection: Keep-Alive

Cookie: JSSESSIONID=AA9DOCAAC5FFF61AF33033B2BAESAC30.tomcat3

HTTP/1.1 200 OK

Date: Thu, 03 Jun 2021 14:17:10 GMT

Content-Type: text/css

Transfer-Encoding: chunked

Connection: keep-alive

ETag: W/"3835-1619547718000"

Last-Modified: Tue, 27 Apr 2021 18:21:58 GMT

Cache-Control: max-age=14400

CF-Cache-Status: REVALIDATED

cf-request-id: 0a73d5461100004ea4898de000000001

Report-To: {"endpoints":[{"url":"https:VVa.nel.cloudflare.com\/report\\v2?s=6bFyAdkEDrlv8 GuKkeNNVSlcvyFAT%2F
6BuksRFiH2wUzPOZfjErsisDeiCSmEtVsCnPi69P5jXWrcia2uk9oDFLPUBMYuQcklblkizZWryOQLWfw2cTqQxorlE
3QMCZ6alsHc%3D"}],"group”:"cf-nel","max_age":604800}

NEL: {"report_to":"cf-nel","max_age":604800}

Vary: Accept-Encoding

Server: cloudflare

CF-RAY: 65998blcea864ead-FRA

Content-Encoding: gzip

Data Raw: 33 34 37 0d Oa 1f 8b 08 00 00 00 00 00 00 03 cd 55 db 6e e2 30 10 7d 26 5f 31 6a df aa 05 4a €8 6d 43 55 a9
2574 df 76 a5 6d fb bc 1a ec 81 58 75 ed c8 31 85 aa da 7f 5f 39 21 e4 42 0a a8 2d bb 9b 91 b8 78 26 €3 39 33 c7 3e dd
a3 4f 7a ba 5e d7 7d c1 cd c3 fd fd 8f ef 9d el dd 1d bc e7 29 a7 1a 6a 65 8d 96 09 60 1c 13 1a 54 8c 40 4f 00 a5 84 f1 cc
5aad 12 40 66 74 92 80 8d c8 05 49 c1 d0 Oa ad 3a f5 54 9f 03 70 5b ae 65 55 d7 86 10 76 6b d6 43 42 1c c6 2f 69 fd 97
16 c7 92 ae c0 46 68 81 69 65 51 a8 Oc 59 96 16 48 d2 13 29 9b 74 9a 9a 5 39 08 3b 05 02 ef d5 73 5b ¢4 c¢8 b9 50 d3 e0
38 5e 40 af f2 31 48 fd 96 16 b6 8d 52 4c 55 60 c4 34 b2 03 ef 77 9e e5 de el 59 a6 79 42 33 15 2a 48 5f 5b 05 fc d4 {3 f5
5d 9c 7f 2b a4 65 4b 7a b0 2b 2b bf 19 7c c9 49 d3 81 ac ef 13 6d 20 c6 29 b5 25 3d 93 04 1d 93 49 d9 53 6a fO de 1a ed
52 a5 b3 8d d1 90 b2 70 69 f9 15 88 04 66 ae 30 ab 81 1b 9c 67 b3 d7 86 93 81 2 74 7a 7 fc Ob 14 bf 7f 71 9a e0 4c 5a ef
d5 6b 65 d1 41 2f 5e 40 a2 a5 e0 70 f8 f5 d6 d9 c0 6b cd 23 61 a9 9d c4 c8 28 50 7a 6e 30 1e 78 2d 36 33 89 36 41 ac 85
b2 64 4a a3 d9 9a 7 74 e8 cc bd b1 82 b2 a4 a9 b0 09 c9 89 03 e3 40 28 98 Ob 1b 01 82 14 ea 11 b4 c9 fe a6 7c cf e2 af
72 5e 57 31 16 08 f3 3a 8a 95 00 99 15 cf b4 1e b2 74 b8 8a 99 96 da 04 87 fd 7e 7f 90 97 df b6 3a 2e 43 b8 3d 75 56 b8
25 4d ec 26 ff 58 5b ab 9f ca 11 ¢3 5b 67 45 44 7a 02 9a 03 90 3d 4e 8d 9e 29 de 5e 56 36 3a 71 36 f0 5a 9 09 e2 c4 74
c6 be 40 69 45 0d a3 69 e5 67 04 fa f1 02 ce e3 c5 a0 e5 b5 ba 47 5¢ 24 b1 ¢4 97 60 2c 35 7b 1c 1c 75 f3 81 1c 2c 5b 72
b0 ba 2a 19 2a 40 99 68 88 f0 99 00 81 8b c9 84 52 2 95 ae d7 ca Oc 4a Oc 70 87 60 1d 43 78 el ac 89 04 9 4c 23 4c e0
49 1b b7 2e a4 6d Ob 95 1f 75 77 cd 29 40 b8 c4 2b b0 38 05 ae 29 c9 76 cf 32 14 3c a8 fe af d5 94 37 c5 f5 dc cf 2e 8f 7a
29 0e 37 8b 50 4d a9 Oc 74 1e 91 02 26 05 7b 24 5e 45 bd 0b bb de 64 04

Data Ascii: 347Un0}&_1jJmCU%tvmXul_9!B-x&93>0z"})je T@OZ@ftl: Tp[eUvkCB/iFhieQYH)t9;s[P8"@1HRLU 4wYyB
3*H_[]+eKz++|Im )%=1SjRpif0gtzqLZkeA/*@pk#a(Pzn0x-636AdJt@(|r"W1:t~:.C=uV%M&X[[gEDz=N)"V6:06 Zt@IEIgG
\$',5{u,[M*@hRJIp CXL#Ll.muw)@+8)v2<7.z)7PMt&{$"Ed
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kBytes

Timestamp transferred Direction
Jun 3, 2021 1173 ouT
16:17:10.209290981 CEST

Jun 3, 2021 1180 IN
16:17:10.538352013 CEST

Jun 3, 2021 1182 ouT

16:17:10.657188892 CEST

Copyright Joe Security LLC 2021

Data

GET /express/css/modules/calendar.css HTTP/1.1

Accept: text/css, */*

Referer: http://webaccess.gaports.com/express/secure/today.jsp?Facility=GCT
Accept-Language: en-US

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko
Accept-Encoding: gzip, deflate

Host: webaccess.gaports.com

Connection: Keep-Alive

Cookie: JSESSIONID=AA9DOCAACS5FFF61AF33033B2BAESAC30.tomcat3

HTTP/1.1 200 OK

Date: Thu, 03 Jun 2021 14:17:10 GMT

Content-Type: text/css

Transfer-Encoding: chunked

Connection: keep-alive

ETag: W/"2243-1619547718000"

Last-Modified: Tue, 27 Apr 2021 18:21:58 GMT

Cache-Control: max-age=14400

CF-Cache-Status: REVALIDATED

cf-request-id: 0a73d5476100004ea4edbcd000000001

Report-To: {"endpoints":[{"url":"https:VVa.nel.cloudflare.com\/report\/v2?s=AG ShkDFDmtC2iMI2u1r9n1l2aydGyriH
LjE6xHzAe%2BTBVV%2Fa%2FaZiY1sjdC%2BQiJDikVRJI3mTk1ZMNtMahMjsJ6oHPyBHWoGPNvnlkQa2ANozmgyqldF
Qww2LZ3Xjzo0aR%2FLw%3D"}],"group":"cf-nel","max_age":604800}

NEL: {"report_to":"cf-nel","max_age":604800}

Vary: Accept-Encoding

Server: cloudflare

CF-RAY: 65998b1f09af4ead-FRA

Content-Encoding: gzip

Data Raw: 32 33 65 0d Oa 1f 8b 08 00 00 00 00 00 00 03 b5 55 c1 8e da 30 10 bd e7 2b 2c al 4a ed 6a 03 09 ec ae c0 9c
a0 54 e2 d6 4a 3d ec d9 89 27 c9 68 8d 1d 39 Oe 85 ad 6 df 2b 27 26 09 81 42 a5 02 23 71 98 99 3c cf 7b 33 1e 0f 62 25
0d 43 09 da fb ed 11 f7 cb 55 81 06 95 24 94 b0 a8 50 a2 34 30 6f 82 02 12 43 28 09 83 20 df b5 5e a3 f2 53 7 2f e4 26
b3 ee f0 a5 eb 1e 3d 64 80 69 56 al 3c 8f bb 91 58 60 4e 35 c4 e6 73 90 ef 48 38 9e da 7f 9b 42 82 7c 7 65 fe 30 6a 32
b7 58 60 84 02 cd 9e 50 92 21 e7 20 5b 98 77 1f 25 87 1d al 64 dc 3a 23 a5 39 68 1a e6 3b 52 28 81 9c Oc 66 b3 d9 dc fb
fO bc 41 fc 43 e5 1d fa 1b a6 53 94 f4 88 4a ce 38 47 99 1e 3b 23 16 bf a5 5a 95 92 fb b1 12 4a 53 32 {8 f6 64 cd c1 1le a4
3d 86 ff 7f 01 ff 26 df e8 el df 05 6¢ 35 7a ba aa d1 59 11 3e 3c cf f0 61 cc 84 a3 96 28 69 fc 84 6d 50 ec 29 59 68 64 €2
71 0d 62 Ob 06 63 f6 f8 93 9 c2 2f 40 63 32 6f 93 Ob 7c 07 cb ed 40 el a0 el 64 32 €9 c0 2f 8d 74 27 c4 a5 2e 94 a6 b9
42 69 40 57 29 05 08 88 cd 70 a3 a4 c9 ee 53 47 d3 06 4a a6 cf 8e 37 ca bc 34 ¢3 3d 30 7d f7 33 27 07 ad ad 14 2b dc ba
03 eb 46 9 46 e5 67 9b e5 c2 91 32 46 6d ba 19 49 92 1c 65 d8 59 bc 84 a0 ed a0 9d 05 a8 67 90 36 f3 57 d7 1b 06 c1 27
07 dO bf 1b 83 ¢5 cc 5a 43 66 99 7e b5 fe 9b 2b d8 52 b8 78 3b ab 12 2a 92 f7 29 e3 9a d2 fd 78 af 95 fd fO 49 23 56 al b5
2b ed 3e 24 39 be 6b 4c 33 61 81 ee 4d f9 54 f9 26 76 32 27 f5 ca 21 67 f6 32 bb df 76 a9 36 2e ec 8c cf 21 56 9a d9 c7 8e
12 a9 24 b4 07 d3 b5 da c2 ed 45 7a 59 2d 56 €3 fO 5a 05 43 8e 05 8b 04 ac d8 fe €6 15 4c 03 6b 17 2b a8 1f 93 7e ab dc
95 af 1c ee 25 a9 be 67 02 53 49 63 a8 b7 2 f9 cb bf Oc ac 39 6e 6¢ 5f 7c 4f 5e 01 de ba dc ea 72 67 6e dd b1 61 e9 b7 dd
ef 97 59 4a Oe 5a 60 2d d6 1f 75 67 6f fa c3 08 00 00 Od Oa

Data Ascii: 23eU0+,JjTI="h9+'&B#q<{3b%CU$P400C( *S/&=diV<X 'N5sH8B|e0j2X P! [w%d:#9h;R(fACSJI8G;#ZJS2d
=&I5zY><a(imP)Yhdgbc/@c2o|@d2/t'.Bi@W)pSGJI74=0}3"+FFg2FmleYg6W'ZCf~+Rx;*)x1#V+>$9kL3aMT&v2'Ig2v6.!V$
EzY-VZCLk+~%gSlc9nl_|O"rgnaYJZ -ugo

GET /express/javascript/autocomplete.js HTTP/1.1

Accept: application/javascript, */*;q=0.8

Referer: http://webaccess.gaports.com/express/secure/today.jsp?Facility=GCT
Accept-Language: en-US

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko
Accept-Encoding: gzip, deflate

Host: webaccess.gaports.com

Connection: Keep-Alive

Cookie: JSESSIONID=AA9DOCAACS5FFF61AF33033B2BAEBAC30.tomcat3
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kBytes
Timestamp transferred

Jun 3, 2021 1195
16:17:10.976955891 CEST

Jun 3, 2021 1202
16:17:10.982307911 CEST

Jun 3, 2021 1227
16:17:11.322958946 CEST

Jun 3, 2021 1228
16:17:11.327435970 CEST

Copyright Joe Security LLC 2021

Direction

IN

ouT

ouT

Data

HTTP/1.1 200 OK

Date: Thu, 03 Jun 2021 14:17:10 GMT

Content-Type: text/javascript

Transfer-Encoding: chunked

Connection: keep-alive

ETag: W/'21234-1619547718000"

Last-Modified: Tue, 27 Apr 2021 18:21:58 GMT

Cache-Control: max-age=14400

CF-Cache-Status: REVALIDATED

cf-request-id: 0a73d5492100004€a492881000000001

Report-To: {"endpoints":[{"url":"https:VVa.nel.cloudflare.com\/report\/v2?s=kk3Ly TIOCMe 716 QKzK585wF7m2XpQepH
h2SUwRe1h2vedFNk310tckC500EHM4z1G72LgC3QlhU3rDN7sEMyTnxRx3XclO2YuwXxI0CmpbQgE9sO9dmHVcahY4
QS26NiIMBE%3D"}],"group":"cf-nel","max_age":604800}

NEL: {"report_to":"cf-nel","max_age":604800}

Vary: Accept-Encoding

Server: cloudflare

CF-RAY: 65998b21c8a%4ea4-FRA

Content-Encoding: gzip

Data Raw: 31 36 36 33 0d Oa 1f 8b 08 00 00 00 00 00 00 03 ed 3c 6b 77 13 b9 92 9f ed 5f 51 78 €7 60 9b 38 76 02 dc el
11 cc 4e 08 el 4e 76 02 e1 90 c0 bd 1c 86 e5 c8 dd b2 2d d2 6e 5 4a 6a 3b 1e e0 bf ef 29 bd 5a fd 70 12 5e bb 7 ec d9
7c 00 5b 2a 95 4a a5 52 a9 5e 2 8 56 fb 16 fc d6 fb b7 3e c9 15 8f f8 22 4b a8 a2 ¢3 8f 12 7e 79 45 97 4c 32 9e 3e 84 dd
el af c3 db c3 3b f0 Ob fc f2 94 28 fa 10 6e ef ec ee 8e 76 ee 8e 6e 3f 80 9d bb 0f 77 ef 3c dc b9 Ob bf b4 11 d3 01 cf d6 82
cd e6 0a 5e 90 25 93 70 c0 45 c6 05 51 8c a7 70 7b 67 €7 4e fb 16 ec 27 09 bc 42 10 09 af a8 a4 62 49 63 3b 34 9d b2 98
a6 8a 91 04 8e d2 29 17 Ob 33 8e 4f eb c8 da b7 e0 75 4a 72 35 e7 82 fd 45 63 ¢8 25 05 26 41 2a c1 22 95 ac 21 13 7c ce
26 4c 59 dc 67 73 26 61 c5 ¢5 39 44 3¢ 55 84 a5 12 96 24 c9 ¢9 24 al d8 52 cc 9b 09 9e 09 46 15 11 6b 50 82 c4 14 24
8d 04 55 ed 5b c0 ae 20 09 48 1a 23 0d 99 e0 8a 46 8a c6 30 59 83 cc 68 c4 a6 2c 6a df 02 32 13 94 2e 68 aa a4 86 9c d2
98 0a 92 40 e4 38 36 Oc a8 e4 02 48 ba 86 8c 08 05 6a 4e 05 e5 d3 f6 2d 58 90 35 a4 5¢ c1 84 42 cc 64 94 70 49 e3 01
92 99 ca 05 53 0a bf 44 3c 63 f8 3f 17 20 68 26 78 9c 47 34 06 86 c4 ad db b7 00 57 80 7d Ob 1a b3 7c 01 2b a6 e6 3c 57
90 09 c6 05 ac 04 22 49 c1 bl d5 ac 6a 2a f8 c2 2c 56 ef 91 5f ee b0 7d 6b d4 6e 8f 90 bb al e8 00 c3 ff cd 32 d5 9c c2 f1
c9 1b 88 12 22 25 2 8¢ 4f 3e d2 48 el 66 69 9a 5e dc c5 7f d5 9c b6 6f b5 b2 84 44 14 61 70 90 54 24 8d 89 88 41 d2 04
07 4c f8 c5 50 ef e3 6f 4b 2a 50 26 bf 45 3a el 37 b3 b0 87 f0 94 08 41 53 38 ce 97 84 48 bb 8¢ 1f f4 37 32 a8 €0 b5 34 fb
af 19 ce d2 2¢ 47 76 f0 32 a7 62 a2 08 d0 54 89 35 42 26 9c c4 2c 9d 81 fe Ob 51 al 4c a7 33 69 36 82 a4 40 a4 e4 11 23
28 60 8f Oc 7f 1e 9b 19 86 dO f4 17 a2 fa ce bf 00 d5 8f e4 d5 8f a3 ca 9c a0 29 4b 28 c4 34 a3 69 2c 21 cf b8 16 31 98 f2
24 el 2b e4 f0 7f 90 25 39 8d 04 cb 94 06 95 0f 37 fO

Data Ascii: 1663<kw_Qx 8vNNv-nJj;)Zp/|[*IRNV>"K~yEL2>;(nvn?w<"%pEQp{gN'Bblc;4)30uJr5Ec%&A*|&LYgs&a
9D<U$SRFKPS$U[ H#FOYh,j2.h@86H]N-X5\BdpISD<c? h&xGAW}+<W"Ij*,V_}kn2"%O>Hfi"oDapT$SALPOK*P&E
{7AS8H724,Gv2bT5B&,QL3i6@#()K (4i,11$+%97

GET /expressl/javascript/paging.js HTTP/1.1

Accept: application/javascript, */*;q=0.8

Referer: http://webaccess.gaports.com/express/secure/today.jsp?Facility=GCT
Accept-Language: en-US

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko
Accept-Encoding: gzip, deflate

Host: webaccess.gaports.com

Connection: Keep-Alive

Cookie: JSSESSIONID=AA9DOCAAC5FFF61AF33033B2BAESAC30.tomcat3

HTTP/1.1 200 OK

Date: Thu, 03 Jun 2021 14:17:11 GMT

Content-Type: text/javascript

Transfer-Encoding: chunked

Connection: keep-alive

ETag: W/"998-1619547718000"

Last-Modified: Tue, 27 Apr 2021 18:21:58 GMT

Cache-Control: max-age=14400

CF-Cache-Status: REVALIDATED

cf-request-id: 0a73d54a6a00004ea4ed24e000000001

Report-To: {"endpoints":[{"url":"https:VVa.nel.cloudflare.com\/report\v2?s=laWFUK5Tfv6N5nTE1PtgwSHOgYkRViDQ
YLGczrunQb7PHgynfblra8BRP2zdPt9uSbOc6gHedimXM21i%2F6ZIVNMOMd3ce QECCEXR3Y4XHUBKwhOSNgY %2F8Pf
jmCuV%2FYIiEHKACc%3D"}],"group":"cf-nel","max_age":604800}

NEL: {"report_to":"cf-nel","max_age":604800}

Vary: Accept-Encoding

Server: cloudflare

CF-RAY: 65998b23ddbc4ead-FRA

Content-Encoding: gzip

Data Raw: 31 36 63 0d Oa 1f 8b 08 00 00 00 00 00 00 03 95 92 cf 4e 83 40 10 c6 cf f6 29 26 bd 00 29 d2 f4 5¢ 89 07 4f 9e
ac ff 1e 00 61 28 9b 00 43 87 d9 96 da f8 ee 66 17 5d c0 68 d5 39 4c 16 76 be 5f be 6f b2 00 90 eb 3a 15 45 35 34 8¢ 7b
45 ba dd 24 5b f4 73 a6 ea b6 ce b0 Ob 95 60 d5 6e 90 cd ef 70 a7 91 8f 8f ea 15 43 cd €5 26 el a4 42 41 6e 83 19 00 cO
c9 76 53 fb 84 2d ee 2e cf 5b 14 88 c1 el e0 12 c6 c0 b5 93 a8 dc 1f 29 ae 60 15 b8 2b 53 13 da 6a 90 6d €9 89 ac el 61
e0 47 93 bd ea cd f6 al b9 fc 35 76 62 51 42 7d f2 7f 84 35 da 3e 5f Oc 1f 72 58 7c eb d3 4d fe 6a 73 ea ce 01 e8 7c c8 2f
€6 96 4b 48 a9 6a a8 45 90 02 41 73 09 07 25 85 fd 60 dc 69 c5 98 81 65 41 e3 20 20 04 d8 61 aa a5 57 d9 fb 68 12 d8 80
e2 4ff4 bd b9 7f e6 d2 ff 2e 88 a9 7e 3a c9 32 3b e9 46 cc 7c 08 5e 9f c8 Ob al 3f fc 59 e7 56 e0 85 e0 ce 23 f5 41 d5 19
1d a2 92 d2 c4 ac 30 2a 18 73 88 0d d4 ad f8 c2 ed f7 7c 14 c¢7 3c 8d 5f €5 b0 88 2d ca 0d d5 82 9d f8 01 2c 60 9e a9 b6
2993 e3 0336 c4 12 65 74 3d 87 05 4c 90 b0 1e 93 ce 07 ad 50 Oa ca 3¢ 17 59 bf 54 4a bc 60 42 60 14 cd f5 10 6e f4 86
66 ef 48 a4 1d 55 e6 03 00 00 Od Oa

Data Ascii: 16cN@)&)\Oa(Cflh9Lv_0:E54{E$[s npC&BANVS-.[) +SjmaG5vbQB}5>_rX|Mjs|/KHJEAs% ieA aWhO.~:2;F|"?
YV#AO*s|<_-,")6et=LP<YTJ B nfHU

GET /express/images/down.gif HTTP/1.1

Accept: image/png, image/svg+xml, image/jxr, image/*;q=0.8, */*;q=0.5

Referer: http://webaccess.gaports.com/express/secure/today.jsp?Facility=GCT
Accept-Language: en-US

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko
Accept-Encoding: gzip, deflate

Host: webaccess.gaports.com

Connection: Keep-Alive

Cookie: JSSESSIONID=AA9DOCAAC5FFF61AF33033B2BAESAC30.tomcat3
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kBytes

Timestamp transferred Direction Data
Jun 3, 2021 1268 IN HTTP/1.1 200 OK
16:17:11.646622896 CEST Date: Thu, 03 Jun 2021 14:17:11 GMT

Content-Type: image/gif

Content-Length: 175

Connection: keep-alive

ETag: W/'175-1619547718000"

Last-Modified: Tue, 27 Apr 2021 18:21:58 GMT

Cache-Control: max-age=14400

CF-Cache-Status: REVALIDATED

Accept-Ranges: bytes

cf-request-id: 0a73d54bc000004ea49c12a000000001

Report-To: {"endpoints":[{"url":"https:VVa.nel.cloudflare.com\/report\/\v2?s=dhljqiZnFyLTg79k8LIaxgf%2FeS2Gel
aAWKEf4tRIKGxc5BPRUNPTOB]Y 71%2FD230kbBpW06XUGID86XLnWevCgx3cjYjdLrvyYP4%2BwWXsEy91kLdGlymWk
IGbypRckKRZn5kA%3D"}],"group”:"cf-nel","max_age":604800}

NEL: {"report_to":"cf-nel","max_age":604800}

Vary: Accept-Encoding

Server: cloudflare

CF-RAY: 65998b25fba04ead-FRA

Data Raw: 47 49 46 38 39 61 08 00 Oc 00 c4 00 00 00 00 00 02 02 02 06 06 06 08 08 08 41 41 41 f0 fO fO 11 11 11 03 03
03 8 f8 f8 fa fa fa 09 09 09 1c 1c 1c 2e 2e 2e 07 07 07 33 33 33 Oc Oc Oc 15 15 15 20 20 20 05 05 05 13 13 13 Oa Oa Oa 1d
1d 1d f1 f1 f1 ff ff ff 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 21 f9 04 01 00 00 17 00 2¢
00 00 00 00 08 00 Oc 00 00 05 2¢ e0 25 8a cf 38 12 83 79 31 40 3a 2e 00 d0 8c 55 Oc 1c 81 21 d9 bc c2 db 97 89 2d 20 10
882231 8acall535d2000e7 25 7a09 0100 3b

Data Ascii: GIF89aAAA...333 !,,%8y1@:.U!- "1S] %z;

Jun 3, 2021 1775 ouT GET /express/css/modules/tooltip.css HTTP/1.1
16:17:31.889765978 CEST Accept: text/css, */*
Referer: http://webaccess.gaports.com/express/index.jsp
Accept-Language: en-US
User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko
Accept-Encoding: gzip, deflate
Host: webaccess.gaports.com
If-Modified-Since: Tue, 27 Apr 2021 18:21:58 GMT
If-None-Match: W/"1853-1619547718000"
Connection: Keep-Alive
Cookie: JSSESSIONID=AA9DOCAAC5FFF61AF33033B2BAESBAC30.tomcat3

Jun 3, 2021 1778 IN HTTP/1.1 304 Not Modified
16:17:31.943804979 CEST Date: Thu, 03 Jun 2021 14:17:31 GMT
Connection: keep-alive
ETag: W/'1853-1619547718000"
Last-Modified: Tue, 27 Apr 2021 18:21:58 GMT
Cache-Control: max-age=14400
CF-Cache-Status: HIT
Age: 22
cf-request-id: 0a73d59c1200004ea4d28c0000000001
Report-To: {"endpoints":[{"url":"https:VVa.nel.cloudflare.com\/report\/\v2?s=mUau5AvLEG7Eb9yURYao8CJdI390Jugm
H758g7rrOVY 1rkaae%2BYudiAycz8ZfxOFNzPOLvA9%2BOBIJ5ScktwbNbCACINTzgn1cNU8Isj3rgLNO%2FwDoXys
PbaTcNVwBt1rOLk%3D"}],"group”:"cf-nel","max_age":604800}
NEL: {"report_to":"cf-nel","max_age":604800}
Vary: Accept-Encoding
Server: cloudflare
CF-RAY: 65998ba68a8d4ead-FRA

Jun 3, 2021 1781 ouT GET /express/css/modules/actionbar.css HTTP/1.1
16:17:31.962426901 CEST Accept: text/css, */*
Referer: http://webaccess.gaports.com/express/index.jsp
Accept-Language: en-US
User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko
Accept-Encoding: gzip, deflate
Host: webaccess.gaports.com
If-Modified-Since: Tue, 27 Apr 2021 18:21:58 GMT
If-None-Match: W/"2708-1619547718000"
Connection: Keep-Alive
Cookie: JSSESSIONID=AA9DOCAAC5FFF61AF33033B2BAESAC30.tomcat3

Jun 3, 2021 1792 IN HTTP/1.1 304 Not Modified
16:17:32.026318073 CEST Date: Thu, 03 Jun 2021 14:17:32 GMT
Connection: keep-alive
ETag: W/"2708-1619547718000"
Last-Modified: Tue, 27 Apr 2021 18:21:58 GMT
Cache-Control: max-age=14400
CF-Cache-Status: HIT
Age: 23
cf-request-id: 0a73d59c5e00004ea4cf17c000000001
Report-To: {"endpoints":[{"url":"https:VVa.nel.cloudflare.com\/report\/v2?s=6yW68iFbkU3cbUva2Hr%2BAD%2BFA50t
rOPN21urHptt%2FN9GbmRokh7r53r9epmDGbb%2FUAKT3rLuTrx3PLjJhhCByx3Wm7F6x0OlAwwhzc9jHeiqglRU3%2B
u2|U0ia%2FgbQPUWPBIu4%3D"}],"group":"cf-nel","max_age":604800}
NEL: {"report_to":"cf-nel","max_age":604800}
Vary: Accept-Encoding
Server: cloudflare
CF-RAY: 65998ba6fbcedead-FRA
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kBytes

Timestamp transferred Direction
Jun 3, 2021 1793 ouT
16:17:32.029690981 CEST

Jun 3, 2021 1798 IN
16:17:32.081113100 CEST

Jun 3, 2021 1800 ouT
16:17:32.082525015 CEST

Jun 3, 2021 1804 IN
16:17:32.137085915 CEST

Jun 3, 2021 1808 ouT
16:17:32.140736103 CEST

Jun 3, 2021 1815 IN

16:17:32.194442034 CEST

Copyright Joe Security LLC 2021

Data

GET /express/css/modules/header.css HTTP/1.1

Accept: text/css, */*

Referer: http://webaccess.gaports.com/express/index.jsp

Accept-Language: en-US

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko
Accept-Encoding: gzip, deflate

Host: webaccess.gaports.com

If-Modified-Since: Tue, 27 Apr 2021 18:21:58 GMT

If-None-Match: W/"1517-1619547718000"

Connection: Keep-Alive

Cookie: JSESSIONID=AA9DOCAAC5FFF61AF33033B2BAESAC30.tomcat3

HTTP/1.1 304 Not Modified

Date: Thu, 03 Jun 2021 14:17:32 GMT

Connection: keep-alive

ETag: W/'1517-1619547718000"

Last-Modified: Tue, 27 Apr 2021 18:21:58 GMT

Cache-Control: max-age=14400

CF-Cache-Status: HIT

Age: 22

cf-request-id: 0a73d59c9e00004ea4e3177000000001

Report-To: {"endpoints":[{"url":"https:VVa.nel.cloudflare.com\/reportVw2?s=YkgbZaY XHxSxcnieCqyVAlctE%2Bq6NB
bC%2B8Qob7Zf2sChzkAuXNCGnHyoMyA7HSJIGV5cv2%2BGuoDNVihX%2BJyQMX1IBCEQpDuzvcZuSMwQA
Ugaz%2BhsPMQePbjyXHjBQys3QFXY%3D"}],"group":"cf-nel","max_age":604800}

NEL: {"report_to":"cf-nel","max_age":604800}

Vary: Accept-Encoding

Server: cloudflare

CF-RAY: 65998ba76cd34ead-FRA

GET /express/includes/ImageSwap.js HTTP/1.1

Accept: application/javascript, */*;q=0.8

Referer: http://webaccess.gaports.com/express/index.jsp

Accept-Language: en-US

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko
Accept-Encoding: gzip, deflate

Host: webaccess.gaports.com

If-Modified-Since: Tue, 27 Apr 2021 18:21:58 GMT

If-None-Match: W/"2128-1619547718000"

Connection: Keep-Alive

Cookie: JSESSIONID=AA9DOCAAC5FFF61AF33033B2BAESAC30.tomcat3

HTTP/1.1 304 Not Modified

Date: Thu, 03 Jun 2021 14:17:32 GMT

Connection: keep-alive

ETag: W/"2128-1619547718000"

Last-Modified: Tue, 27 Apr 2021 18:21:58 GMT

Cache-Control: max-age=14400

CF-Cache-Status: HIT

Age: 23

cf-request-id: 0a73d59cd500004ea4c29e1000000001

Report-To: {"endpoints":[{"url":"https:VVa.nel.cloudflare.com\/report\/v2?s=HGbuSFIEOCHGZz27bE7 Xiy24uus6yzHBG
ljddpylasFOBOXfoYoa9avLj8MOY8qgleZcVcltgtbawrrl9HUtr6 3ykOMnnoLN7B45kwD3A0OpT6A%2F8tNDf2Ny2aY
%2BICtIMWJFOE%3D"}],"group”:"cf-nel","max_age":604800}

NEL: {"report_to":"cf-nel","max_age":604800}

Vary: Accept-Encoding

Server: cloudflare

CF-RAY: 65998ba7bdef4ead-FRA

GET /express/javascript/common.js HTTP/1.1

Accept: application/javascript, */*;q=0.8

Referer: http://webaccess.gaports.com/express/index.jsp

Accept-Language: en-US

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko
Accept-Encoding: gzip, deflate

Host: webaccess.gaports.com

If-Modified-Since: Tue, 27 Apr 2021 18:21:58 GMT

If-None-Match: W/"5576-1619547718000"

Connection: Keep-Alive

Cookie: JSSESSIONID=AA9DOCAAC5FFF61AF33033B2BAESAC30.tomcat3

HTTP/1.1 304 Not Modified

Date: Thu, 03 Jun 2021 14:17:32 GMT

Connection: keep-alive

ETag: W/'5576-1619547718000"

Last-Modified: Tue, 27 Apr 2021 18:21:58 GMT

Cache-Control: max-age=14400

CF-Cache-Status: HIT

Age: 22

cf-request-id: 0a73d59d0e00004ea4bca4d000000001

Report-To: {"endpoints":[{"url":"https:VVa.nel.cloudflare.com\/report\w2?s=SgQ0CSZqzB4Emp3CoSri3hltLhFjM4oL
4xUGYmPWHIiOktVIDjqy TEKKEJtypK12dfgL2heZjaVvOChSCSJj0AIJMW7AhGARaYtsoLtekXt8oLVpMASCgcZGXxKO
bdh4bes3U%3D"}],"group":"cf-nel","max_age":604800}

NEL: {"report_to":"cf-nel","max_age":604800}

Vary: Accept-Encoding

Server: cloudflare

CF-RAY: 65998ba81f084ea4-FRA
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kBytes

Source

Timestamp transferred
Jun 3, 2021 1817
16:17:32.195483923 CEST

Jun 3, 2021 1824
16:17:32.271924973 CEST

Jun 3, 2021 1869
16:17:33.699433088 CEST

HTTPS Packets

Timestamp Source IP Port
Jun 3, 2021 104.16.19.94 443
16:17:42.331501961

CEST

Jun 3, 2021 104.16.19.94 443
16:17:42.332082033

CEST

Copyright Joe Security LLC 2021

Direction

ouT

ouT

Dest IP

192.168.2.6 49748

192.168.2.6 49749

Dest
Port

Data

GET /express/javascript/paging.js HTTP/1.1

Accept: application/javascript, */*;q=0.8

Referer: http://webaccess.gaports.com/express/index.jsp

Accept-Language: en-US

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko
Accept-Encoding: gzip, deflate

Host: webaccess.gaports.com

I-Modified-Since: Tue, 27 Apr 2021 18:21:58 GMT

If-None-Match: W/'998-1619547718000"

Connection: Keep-Alive

Cookie: JSESSIONID=AA9DOCAACS5FFF61AF33033B2BAEBAC30.tomcat3

HTTP/1.1 304 Not Modified

Date: Thu, 03 Jun 2021 14:17:32 GMT

Connection: keep-alive

ETag: W/"998-1619547718000"

Last-Modified: Tue, 27 Apr 2021 18:21:58 GMT

Cache-Control: max-age=14400

CF-Cache-Status: HIT

Age: 21

cf-request-id: 0a73d59d4700004ea47faf8000000001

Report-To: {"endpoints":[{"url":"https:VVa.nel.cloudflare.com\/report\/v2?s=hxgy%2BJh2A7wJIPxwqnsJV5jReRpR%2B
ydSu5G4YL%2Fo02cs2tiWgFj5Xr5DLASSfNVILPEc18v3uK4xbUEXIfatxY2Y IEhTOy8QtUqtcto3kULn4g%2BHqOXw
kuVycEZD6gY%2BFvjbl%3D"}],"group":"cf-nel","max_age":604800}

NEL: {"report_to":"cf-nel","max_age":604800}

Vary: Accept-Encoding

Server: cloudflare

CF-RAY: 65998ba868004ea4-FRA

GET /express/n4addendum.css HTTP/1.1

Accept: text/css, */*

Referer: http://webaccess.gaports.com/express/about.jsp

Accept-Language: en-US

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko
Accept-Encoding: gzip, deflate

Host: webaccess.gaports.com

I-Modified-Since: Tue, 27 Apr 2021 18:21:56 GMT

If-None-Match: W/"9069-1619547716000"

Connection: Keep-Alive

Cookie: JSESSIONID=AA9DOCAACS5FFF61AF33033B2BAEBAC30.tomcat3

Not Not JA3 SSL Client
Subject Issuer Before After Fingerprint JA3 SSL Client Digest
CN-=sni.cloudflaressl.com, CN=Cloudflare Inc ECC Wed Oct Thu Oct 771,49196- 9e10692f1b7f78228b2d4e

O="Cloudflare, Inc.", L=San 424db3a98c

Francisco, ST=CA, C=US

CA-3, O="Cloudflare, 21 21 49195-49200-
Inc.", C=US 02:00:00 01:59:59 49199-49188-

CN=Cloudflare Inc ECC CA- CN=Baltimore CEST CEST  49187-49192-
3, O="Cloudflare, Inc.", CyberTrust Root, 2020 2021 49191-49162-
Cc=Us OU=CyberTrust, Mon Jan Wed 49161-49172-
O=Baltimore, C=IE 27 Jan 01  49171-157-156-
13:48:08 00:59:59 61-60-53-47-
CET CET 10,0-10-11-13-
2020 2025 35-16-23-24-
CN=Cloudflare Inc ECC CA- CN=Baltimore Mon Jan Wed 65281,29-23-
3, O="Cloudflare, Inc.", CyberTrust Root, 27 Jan 01 24,0
C=Us OU=CyberTrust, 13:48:08 00:59:59
O=Baltimore, C=IE CET CET
2020 2025
CN-=sni.cloudflaressl.com, CN=Cloudflare Inc ECC Wed Oct Thu Oct 771,49196- 9e10692f1b7f78228b2d4e
O="Cloudflare, Inc.", L=San  CA-3, O="Cloudflare, 21 21 49195-49200- 424db3a98c
Francisco, ST=CA, C=US Inc.", C=US 02:00:00 01:59:59 49199-49188-

CN=Cloudflare Inc ECC CA- CN=Baltimore CEST CEST  49187-49192-
3, O="Cloudflare, Inc.", CyberTrust Root, 2020 2021 49191-49162-
C=UsS OU=CyberTrust, Mon Jan Wed 49161-49172-
O=Baltimore, C=IE 27 Jan 01  49171-157-156-
13:48:08 00:59:59 61-60-53-47-
CET CET 10,0-10-11-13-
2020 2025 35-16-23-24-
CN=Cloudflare Inc ECC CA- CN=Baltimore Mon Jan Wed 65281,29-23-
3, O="Cloudflare, Inc.", CyberTrust Root, 27 Jan 01 24,0
C=Us OU=CyberTrust, 13:48:08 00:59:59
O=Baltimore, C=IE CET CET
2020 2025
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Timestamp

Jun 3, 2021
16:17:42.366060019
CEST

Jun 3, 2021
16:17:42.368207932
CEST

Jun 3, 2021
16:17:42.369291067
CEST

Jun 3, 2021
16:17:42.395064116
CEST

Jun 3, 2021
16:17:42.395380020
CEST

Source

Source IP Port
104.16.19.94 443
104.16.19.94 443
104.16.19.94 443

35.201.125.192 443

35.201.125.192 443

Copyright Joe Security LLC 2021

Dest

Dest IP Port

192.168.2.6 49750

192.168.2.6 49751

192.168.2.6 49752

192.168.2.6 49753

192.168.2.6 49754

Subject

CN-=sni.cloudflaressl.com,
O="Cloudflare, Inc.", L=San
Francisco, ST=CA, C=US
CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.",
C=USs

CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.",
C=USs

CN-=sni.cloudflaressl.com,
O="Cloudflare, Inc.", L=San
Francisco, ST=CA, C=US
CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.",
C=USs

CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.",
C=USs

CN-=sni.cloudflaressl.com,
O="Cloudflare, Inc.", L=San
Francisco, ST=CA, C=US
CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.",
C=USs

CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.",
C=USs

CN=cdn.bcOa.com CN=GTS
CA 1D4, O=Google Trust
Services LLC, C=US
CN=GTS Root R1,
0O=Google Trust Services
LLC, C=US

CN=GTS CA 1D4, O=Google
Trust Services LLC, C=US

CN=GTS Root R1,
0O=Google Trust Services
LLC, C=US

CN=cdn.bcOa.com CN=GTS
CA 1D4, O=Google Trust
Services LLC, C=US
CN=GTS Root R1,
0O=Google Trust Services
LLC, C=US

Issuer

CN=Cloudflare Inc ECC
CA-3, O="Cloudflare,
Inc.", C=US
CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

CN=Cloudflare Inc ECC
CA-3, O="Cloudflare,
Inc.", C=US
CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

CN=Cloudflare Inc ECC
CA-3, O="Cloudflare,
Inc.", C=US
CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

CN=GTS CA 1D4,
0O=Google Trust
Services LLC, C=US
CN=GTS Root R1,
0O=Google Trust
Services LLC, C=US
CN=GlobalSign Root
CA, OU=Root CA,
O=GlobalSign nv-sa,
C=BE

CN=GTS Root R1,
0O=Google Trust
Services LLC, C=US

CN=GlobalSign Root
CA, OU=Root CA,
O=GlobalSign nv-sa,
C=BE

CN=GTS CA 1D4,
0O=Google Trust
Services LLC, C=US
CN=GTS Root R1,
O=Google Trust
Services LLC, C=US
CN=GlobalSign Root
CA, OU=Root CA,
0O=GlobalSign nv-sa,
C=BE

Not
Before

Wed Oct
21
02:00:00
CEST
2020
Mon Jan
27
13:48:08
CET
2020

Mon Jan
27
13:48:08
CET
2020

Wed Oct
21
02:00:00
CEST
2020
Mon Jan
27
13:48:08
CET
2020

Mon Jan
27
13:48:08
CET
2020

Wed Oct
21
02:00:00
CEST
2020
Mon Jan
27
13:48:08
CET
2020

Mon Jan
27
13:48:08
CET
2020

Sat May
01
11:27:42
CEST
2021
Thu Aug
13
02:00:42
CEST
2020 Fri
Jun 19
02:00:42
CEST
2020

Thu Aug
13
02:00:42
CEST
2020

Fri Jun
19
02:00:42
CEST
2020

Sat May
01
11:27:42
CEST
2021
Thu Aug
13
02:00:42
CEST
2020 Fri
Jun 19
02:00:42
CEST
2020

Not
After

Thu Oct
21
01:59:59
CEST
2021
Wed

Jan 01
00:59:59
CET
2025

Wed

Jan 01
00:59:59
CET
2025

Thu Oct
21
01:59:59
CEST
2021
Wed

Jan 01
00:59:59
CET
2025

Wed

Jan 01
00:59:59
CET
2025

Thu Oct
21
01:59:59
CEST
2021
Wed

Jan 01
00:59:59
CET
2025

Wed

Jan 01
00:59:59
CET
2025

Fri Jul
30
12:27:42
CEST
2021
Thu Sep
30
02:00:42
CEST
2027 Fri
Jan 28
01:00:42
CET
2028

Thu Sep
30
02:00:42
CEST
2027

Fri Jan
28
01:00:42
CET
2028

Fri Jul
30
12:27:42
CEST
2021
Thu Sep
30
02:00:42
CEST
2027 Fri
Jan 28
01:00:42
CET
2028

JA3 SSL Client
Fingerprint

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

JA3 SSL Client Digest

9e10692f1b7f78228h2d4e
424db3a98c

9e10692f1b7f78228h2d4e
424db3a98c

9e10692f1b7f78228h2d4e
424db3a98c

9e10692f1b7f78228h2d4e
424db3a98c

9e10692f1b7f78228h2d4e
424db3a98c
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Timestamp

Jun 3, 2021
16:17:43.023406982
CEST

Jun 3, 2021
16:17:43.023912907
CEST

Jun 3, 2021
16:17:45.558315992
CEST

Source

Source IP Port
35.190.5.192 443
35.190.5.192 443

152.199.21.175 443

Copyright Joe Security LLC 2021

Dest

Dest IP Port

192.168.2.6 49762

192.168.2.6 49763

192.168.2.6 49767

Subject

CN=GTS CA 1D4, O=Google
Trust Services LLC, C=US

CN=GTS Root R1,
0O=Google Trust Services
LLC, C=US

CN=cdn.bOe8.com CN=GTS
CA 1D4, O=Google Trust
Services LLC, C=US
CN=GTS Root R1,
0O=Google Trust Services
LLC, C=US

CN=GTS CA 1D4, O=Google
Trust Services LLC, C=US

CN=GTS Root R1,
0O=Google Trust Services
LLC, C=US

CN=cdn.bOe8.com CN=GTS
CA 1D4, O=Google Trust
Services LLC, C=US
CN=GTS Root R1,
0O=Google Trust Services
LLC, C=US

CN=GTS CA 1D4, O=Google
Trust Services LLC, C=US

CN=GTS Root R1,
0O=Google Trust Services
LLC, C=US

CN=snile6ffgl.wpc.edgecast
cdn.net, OU=SecOps,
O="Verizon Digital Media
Services, Inc.", L=Los
Angeles, ST=California,
C=US CN=DigiCert SHA2
Secure Server CA,
O=DigiCert Inc, C=US

CN=DigiCert SHA2 Secure
Server CA, O=DigiCert Inc,
C=USs

Issuer

CN=GTS Root R1,
0O=Google Trust
Services LLC, C=US

CN=GlobalSign Root
CA, OU=Root CA,
0O=GlobalSign nv-sa,
C=BE

CN=GTS CA 1D4,
0O=Google Trust
Services LLC, C=US
CN=GTS Root R1,
0O=Google Trust
Services LLC, C=US
CN=GlobalSign Root
CA, OU=Root CA,
0O=GlobalSign nv-sa,
C=BE

CN=GTS Root R1,
0O=Google Trust
Services LLC, C=US

CN=GlobalSign Root
CA, OU=Root CA,
O=GlobalSign nv-sa,
C=BE

CN=GTS CA 1D4,
0O=Google Trust
Services LLC, C=US
CN=GTS Root R1,
0O=Google Trust
Services LLC, C=US
CN=GlobalSign Root
CA, OU=Root CA,
0O=GlobalSign nv-sa,
C=BE

CN=GTS Root R1,
0O=Google Trust
Services LLC, C=US

CN=GlobalSign Root
CA, OU=Root CA,
0O=GlobalSign nv-sa,
C=BE

CN=DigiCert SHA2
Secure Server CA,
O=DigiCert Inc, C=US
CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

Not
Before

Thu Aug
13
02:00:42
CEST
2020

Fri Jun
19
02:00:42
CEST
2020

Sat May
01
11:16:16
CEST
2021
Thu Aug
13
02:00:42
CEST
2020 Fri
Jun 19
02:00:42
CEST
2020

Thu Aug
13
02:00:42
CEST
2020

Fri Jun
19
02:00:42
CEST
2020

Sat May
01
11:16:16
CEST
2021
Thu Aug
13
02:00:42
CEST
2020 Fri
Jun 19
02:00:42
CEST
2020

Thu Aug
13
02:00:42
CEST
2020

Fri Jun
19
02:00:42
CEST
2020

Thu Apr
16
02:00:00
CEST
2020 Fri
Mar 08
13:00:00
CET
2013

Fri Mar
08
13:00:00
CET
2013

Not
After

Thu Sep
30
02:00:42
CEST
2027

Fri Jan
28
01:00:42
CET
2028

Fri Jul
30
12:16:16
CEST
2021
Thu Sep
30
02:00:42
CEST
2027 Fri
Jan 28
01:00:42
CET
2028

Thu Sep
30
02:00:42
CEST
2027

Fri Jan
28
01:00:42
CET
2028

Fri Jul
30
12:16:16
CEST
2021
Thu Sep
30
02:00:42
CEST
2027 Fri
Jan 28
01:00:42
CET
2028

Thu Sep
30
02:00:42
CEST
2027

Fri Jan
28
01:00:42
CET
2028

Thu Apr
21
14:00:00
CEST
2022
Wed
Mar 08
13:00:00
CET
2023

Wed
Mar 08
13:00:00
CET
2023

JA3 SSL Client
Fingerprint

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

JA3 SSL Client Digest

9e10692f1b7f78228b2d4e
424db3a98c

9e10692f1b7f78228b2d4e
424db3a98c

9e10692f1b7f78228h2d4e
424db3a98c
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Source Dest Not Not JA3 SSL Client

Timestamp Source IP Port Dest IP Port  Subject Issuer Before After Fingerprint JA3 SSL Client Digest
Jun 3, 2021 152.199.21.175 443 192.168.2.6 49766 CN=snile6ffgl.wpc.edgecast CN=DigiCert SHA2 Thu Apr  Thu Apr  771,49196- 9e10692f1b7f78228b2d4e
16:17:45.558994055 cdn.net, OU=SecOps, Secure Server CA, 16 21 49195-49200- 424db3a98c
CEST O="Verizon Digital Media O=DigiCert Inc, C=US  02:00:00 14:00:00 49199-49188-

Services, Inc.", L=Los CN=DigiCert Global CEST CEST  49187-49192-

Angeles, ST=California, Root CA, 2020 Fri 2022 49191-49162-

C=US CN=DigiCert SHA2 OU=www.digicert.com, Mar08 Wed 49161-49172-

Secure Server CA, O=DigiCert Inc, C=US  13:00:00 Mar 08 49171-157-156-

O=DigiCert Inc, C=US CET 13:00:00 61-60-53-47-

2013 CET 10,0-10-11-13-
2023 35-16-23-24-

CN=DigiCert SHA2 Secure  CN=DigiCert Global Fri Mar  Wed 65281,29-23-
Server CA, O=DigiCert Inc,  Root CA, 08 Marog 240
C=UsS OU=www.digicert.com, 13:00:00 13:00:00
O=DigiCert Inc, C=US CET CET
2013 2023
Jun 3, 2021 34.95.105.148 443 192.168.2.6 49771 CN=b0Oe8.com CN=GTS CA CN=GTS CA 1D4, Sat May Fri Jul 771,49196- 9e10692f1b7f78228b2d4e
16:17:46.502135038 1D4, O=Google Trust 0O=Google Trust 01 30 49195-49200- 424db3a98c
CEST Services LLC, C=US Services LLC, C=US 01:29:30 02:29:30 49199-49188-
CN=GTS Root R1, CN=GTS Root R1, CEST CEST 49187-49192-
0O=Google Trust Services 0O=Google Trust 2021 2021 49191-49162-
LLC, C=US Services LLC, C=US Thu Aug Thu Sep 49161-49172-
CN=GlobalSign Root 13 30 49171-157-156-
CA, OU=Root CA, 02:00:42 02:00:42 61-60-53-47-
0O=GlobalSign nv-sa, CEST CEST 10,0-10-11-13-
C=BE 2020 Fri 2027 Fri 35-16-23-24-

Jun19 Jan28 65281,29-23-
02:00:42 01:00:42 24,0

CEST CET
2020 2028
CN=GTS CA 1D4, O=Google CN=GTS Root R1, Thu Aug Thu Sep
Trust Services LLC, C=US 0O=Google Trust 13 30
Services LLC, C=US 02:00:42 02:00:42
CEST CEST
2020 2027
CN=GTS Root R1, CN=GlobalSign Root FriJun  FriJan
0O=Google Trust Services CA, OU=Root CA, 19 28
LLC, C=US O=GlobalSign nv-sa, 02:00:42 01:00:42
C=BE CEST CET
2020 2028
Jun 3, 2021 34.95.105.148 443 192.168.2.6 49770 CN=b0e8.com CN=GTS CA CN=GTS CA 1D4, SatMay FriJul  771,49196- 9e10692f1b7f78228b2d4e
16:17:46.503643990 1D4, O=Google Trust 0O=Google Trust 01 30 49195-49200- 424db3a98c
CEST Services LLC, C=US Services LLC, C=US 01:29:30 02:29:30 49199-49188-
CN=GTS Root R1, CN=GTS Root R1, CEST CEST  49187-49192-
0O=Google Trust Services 0O=Google Trust 2021 2021 49191-49162-
LLC, C=US Services LLC, C=US Thu Aug Thu Sep 49161-49172-
CN=GlobalSign Root 13 30 49171-157-156-
CA, OU=Root CA, 02:00:42 02:00:42 61-60-53-47-
0O=GlobalSign nv-sa, CEST CEST 10,0-10-11-13-
C=BE 2020 Fri 2027 Fri 35-16-23-24-

Jun19 Jan28 65281,29-23-
02:00:42 01:00:42 24,0

CEST CET
2020 2028
CN=GTS CA 1D4, O=Google CN=GTS Root R1, Thu Aug Thu Sep
Trust Services LLC, C=US 0O=Google Trust 13 30
Services LLC, C=US 02:00:42 02:00:42
CEST CEST
2020 2027
CN=GTS Root R1, CN=GlobalSign Root FriJun  FriJan
0O=Google Trust Services CA, OU=Root CA, 19 28
LLC, C=US O=GlobalSign nv-sa, 02:00:42 01:00:42
C=BE CEST CET
2020 2028
Jun 3, 2021 142.251.5.154 443 192.168.2.6 49774 CN=*.g.doubleclick.net, CN=GTS CA 101, Mon Mon Jul  771,49196- 9e10692f1b7f78228b2d4e
16:17:47.148710966 0O=Google LLC, L=Mountain  O=Google Trust May 03 26 49195-49200- 424db3a98c
CEST View, ST=California, C=US  Services, C=US 11:01:14 11:01:13 49199-49188-
CN=GTS CA 101, O=Google CN=GlobalSign, CEST CEST  49187-49192-
Trust Services, C=US O=GlobalSign, 2021 2021 49191-49162-
OU=GlobalSign Root Thu Jun Wed 49161-49172-
CA-R2 15 Dec 15 49171-157-156-

02:00:42 01:00:42 61-60-53-47-
CEST CET 10,0-10-11-13-
2017 2021 35-16-23-24-

CN=GTS CA 101, 0=Google CN=GlobalSign, ThuJun wed  65281,29-23-
Trust Services, C=US O=GlobalSign, 15 Dec 15 24,0
OU=GlobalSign Root 02:00:42 01:00:42
CA-R2 CEST CET
2017 2021
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Source

Timestamp Source IP Port

Jun 3, 2021
16:17:47.151067019
CEST

142.251.5.154 443

Jun 3, 2021
16:17:47.519711971
CEST

172.217.19.99 443

Jun 3, 2021
16:17:47.520598888
CEST

172.217.19.99 443

Jun 3, 2021
16:17:48.489790916
CEST

54.86.117.43 443

Copyright Joe Security LLC 2021

Dest

Dest IP Port

192.168.2.6 49775

192.168.2.6 49778

192.168.2.6 49779

192.168.2.6 49780

Subject

CN=*.g.doubleclick.net,
0O=Google LLC, L=Mountain
View, ST=California, C=US
CN=GTS CA 101, O=Google
Trust Services, C=US

CN=GTS CA 101, O=Google
Trust Services, C=US

CN=www.google.co.uk,
0O=Google LLC, L=Mountain
View, ST=California, C=US
CN=GTS CA 101, O=Google
Trust Services, C=US

CN=GTS CA 101, O=Google
Trust Services, C=US

CN=www.google.co.uk,
0O=Google LLC, L=Mountain
View, ST=California, C=US
CN=GTS CA 101, O=Google
Trust Services, C=US

CN=GTS CA 101, O=Google
Trust Services, C=US

CN=*.wistia.com
CN=Amazon, OU=Server CA
1B, O=Amazon, C=US
CN=Amazon Root CA 1,
O=Amazon, C=US
CN=Starfield Services Root
Certificate Authority - G2,
O="Starfield Technologies,
Inc.", L=Scottsdale,
ST=Arizona, C=US

CN=Amazon, OU=Server CA
1B, O=Amazon, C=US

CN=Amazon Root CA 1,
O=Amazon, C=US

CN=Starfield Services Root
Certificate Authority - G2,
O="Starfield Technologies,
Inc.", L=Scottsdale,
ST=Arizona, C=US

Issuer

CN=GTS CA 101,
0O=Google Trust
Services, C=US
CN=GlobalSign,
O=GlobalSign,
OU=GlobalSign Root
CA-R2

CN=GlobalSign,
O=GlobalSign,
OU=GlobalSign Root
CA-R2

CN=GTS CA 101,
0O=Google Trust
Services, C=US
CN=GlobalSign,
O=GlobalSign,
OU=GlobalSign Root
CA-R2

CN=GlobalSign,
O=GlobalSign,
OU=GlobalSign Root
CA-R2

CN=GTS CA 101,
0O=Google Trust
Services, C=US
CN=GlobalSign,
O=GlobalSign,
OU=GlobalSign Root
CA-R2

CN=GlobalSign,
O=GlobalSign,
OU=GlobalSign Root
CA-R2

CN=Amazon,
OU=Server CA 1B,
O=Amazon, C=US
CN=Amazon Root CA
1, O=Amazon, C=US
CN=Starfield Services
Root Certificate
Authority - G2,
O="Starfield
Technologies, Inc.",
L=Scottsdale,
ST=Arizona, C=US
OU=starfield Class 2
Certification Authority,
O="Starfield
Technologies, Inc.",
C=USs

CN=Amazon Root CA
1, O=Amazon, C=US

CN=Starfield Services
Root Certificate
Authority - G2,
O="Starfield
Technologies, Inc.",
L=Scottsdale,
ST=Arizona, C=US

OuU=starfield Class 2
Certification Authority,
O="Starfield
Technologies, Inc.",
C=USs

Not
Before

Mon
May 03
11:01:14
CEST
2021
Thu Jun
15
02:00:42
CEST
2017

Thu Jun
15
02:00:42
CEST
2017

Mon
May 03
12:46:16
CEST
2021
Thu Jun
15
02:00:42
CEST
2017

Thu Jun
15
02:00:42
CEST
2017

Mon
May 03
12:46:16
CEST
2021
Thu Jun
15
02:00:42
CEST
2017

Thu Jun
15
02:00:42
CEST
2017

Thu Apr
01
02:00:00
CEST
2021
Thu Oct
22
02:00:00
CEST
2015
Mon
May 25
14:00:00
CEST
2015
Wed
Sep 02
02:00:00
CEST
2009

Thu Oct
22
02:00:00
CEST
2015

Mon
May 25
14:00:00
CEST
2015

Wed
Sep 02
02:00:00
CEST
2009

Not
After

Mon Jul
26
11:01:13
CEST
2021
Wed
Dec 15
01:00:42
CET
2021

Wed
Dec 15
01:00:42
CET
2021

Mon Jul
26
12:46:15
CEST
2021
Wed
Dec 15
01:00:42
CET
2021

Wed
Dec 15
01:00:42
CET
2021

Mon Jul
26
12:46:15
CEST
2021
Wed
Dec 15
01:00:42
CET
2021

Wed
Dec 15
01:00:42
CET
2021

Sun May
01
01:59:59
CEST
2022
Sun Oct
19
02:00:00
CEST
2025
Thu Dec
31
02:00:00
CET
2037
Wed
Jun 28
19:39:16
CEST
2034

Sun Oct
19
02:00:00
CEST
2025

Thu Dec
31
02:00:00
CET
2037

Wed

Jun 28
19:39:16
CEST
2034

JA3 SSL Client
Fingerprint

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

JA3 SSL Client Digest

9e10692f1b7f78228h2d4e
424db3a98c

9e10692f1b7f78228h2d4e
424db3a98c

9e10692f1b7f78228h2d4e
424db3a98c

9e10692f1b7f78228h2d4e
424db3a98c
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Timestamp

Jun 3, 2021
16:17:50.194245100
CEST

Jun 3, 2021
16:18:22.744918108
CEST

Source IP

52.6.75.166

52.0.129.236

Copyright Joe Security LLC 2021

Source
Port

443

443

Dest

Dest IP Port

192.168.2.6 49781

192.168.2.6 49797

Subject

CN=*.wistia.com
CN=Amazon, OU=Server CA
1B, O=Amazon, C=US
CN=Amazon Root CA 1,
O=Amazon, C=US
CN=Starfield Services Root
Certificate Authority - G2,
O="Starfield Technologies,
Inc.", L=Scottsdale,
ST=Arizona, C=US

CN=Amazon, OU=Server CA
1B, O=Amazon, C=US

CN=Amazon Root CA 1,
O=Amazon, C=US

CN=Starfield Services Root
Certificate Authority - G2,
O="Starfield Technologies,
Inc.", L=Scottsdale,
ST=Arizona, C=US

CN=* litix.io CN=Amazon,
OU=Server CA 1B,
O=Amazon, C=US
CN=Amazon Root CA 1,
O=Amazon, C=US
CN=Starfield Services Root
Certificate Authority - G2,
O="Starfield Technologies,
Inc.", L=Scottsdale,
ST=Arizona, C=US

CN=Amazon, OU=Server CA
1B, O=Amazon, C=US

CN=Amazon Root CA 1,
O=Amazon, C=US

CN=Starfield Services Root
Certificate Authority - G2,
O="Starfield Technologies,
Inc.", L=Scottsdale,
ST=Arizona, C=US

Issuer

CN=Amazon,
OU=Server CA 1B,
O=Amazon, C=US
CN=Amazon Root CA
1, O=Amazon, C=US
CN=Starfield Services
Root Certificate
Authority - G2,
O="Starfield
Technologies, Inc.",
L=Scottsdale,
ST=Arizona, C=US
OuU=Starfield Class 2
Certification Authority,
O="Starfield
Technologies, Inc.",
C=USs

CN=Amazon Root CA
1, O=Amazon, C=US

CN=Starfield Services
Root Certificate
Authority - G2,
O="Starfield
Technologies, Inc.",
L=Scottsdale,
ST=Arizona, C=US

OuU=starfield Class 2
Certification Authority,
O="Starfield
Technologies, Inc.",
C=USs

CN=Amazon,
OU=Server CA 1B,
O=Amazon, C=US
CN=Amazon Root CA
1, O=Amazon, C=US
CN=Starfield Services
Root Certificate
Authority - G2,
O="Starfield
Technologies, Inc.",
L=Scottsdale,
ST=Arizona, C=US
OuU=starfield Class 2
Certification Authority,
O="Starfield
Technologies, Inc.",
C=USs

CN=Amazon Root CA
1, O=Amazon, C=US

CN=Starfield Services
Root Certificate
Authority - G2,
O="Starfield
Technologies, Inc.",
L=Scottsdale,
ST=Arizona, C=US

OuU=starfield Class 2
Certification Authority,
O="Starfield
Technologies, Inc.",
C=USs

Not
Before

Thu Apr
01
02:00:00
CEST
2021
Thu Oct
22
02:00:00
CEST
2015
Mon
May 25
14:00:00
CEST
2015
Wed
Sep 02
02:00:00
CEST
2009

Thu Oct
22
02:00:00
CEST
2015

Mon
May 25
14:00:00
CEST
2015

Wed
Sep 02
02:00:00
CEST
2009

Fri Nov
27
01:00:00
CET
2020
Thu Oct
22
02:00:00
CEST
2015
Mon
May 25
14:00:00
CEST
2015
Wed
Sep 02
02:00:00
CEST
2009

Thu Oct
22
02:00:00
CEST
2015

Mon
May 25
14:00:00
CEST
2015

Wed
Sep 02
02:00:00
CEST
2009

Not
After

Sun May
01
01:59:59
CEST
2022
Sun Oct
19
02:00:00
CEST
2025
Thu Dec
31
02:00:00
CET
2037
Wed
Jun 28
19:39:16
CEST
2034

Sun Oct
19
02:00:00
CEST
2025

Thu Dec
31
02:00:00
CET
2037

Wed

Jun 28
19:39:16
CEST
2034

Mon
Dec 27
00:59:59
CET
2021
Sun Oct
19
02:00:00
CEST
2025
Thu Dec
31
02:00:00
CET
2037
Wed
Jun 28
19:39:16
CEST
2034

Sun Oct
19
02:00:00
CEST
2025

Thu Dec
31
02:00:00
CET
2037

Wed

Jun 28
19:39:16
CEST
2034

JA3 SSL Client
Fingerprint

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

JA3 SSL Client Digest

9e10692f1b7f78228h2d4e
424db3a98c

9e10692f1b7f78228b2d4e
424db3a98c
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Timestamp

Jun 3, 2021
16:18:22.745481968
CEST

Source IP

52.0.129.236

Source
Port

443

Code Manipulations

Statistics

Behavior

o)

System Behavior

Dest

Dest IP Port

192.168.2.6 49798

Click to jump to process

Subject

CN=* litix.io CN=Amazon,
OU=Server CA 1B,
O=Amazon, C=US
CN=Amazon Root CA 1,
O=Amazon, C=US
CN=Starfield Services Root
Certificate Authority - G2,
O="Starfield Technologies,
Inc.", L=Scottsdale,
ST=Arizona, C=US

CN=Amazon, OU=Server CA
1B, O=Amazon, C=US

CN=Amazon Root CA 1,
O=Amazon, C=US

CN=Starfield Services Root
Certificate Authority - G2,
O="Starfield Technologies,
Inc.", L=Scottsdale,
ST=Arizona, C=US

Issuer

CN=Amazon,
OU=Server CA 1B,
O=Amazon, C=US
CN=Amazon Root CA
1, O=Amazon, C=US
CN=Starfield Services
Root Certificate
Authority - G2,
O="Starfield
Technologies, Inc.",
L=Scottsdale,
ST=Arizona, C=US
OuU=Starfield Class 2
Certification Authority,
O="Starfield
Technologies, Inc.",
C=USs

CN=Amazon Root CA
1, O=Amazon, C=US

CN=Starfield Services
Root Certificate
Authority - G2,
O="Starfield
Technologies, Inc.",
L=Scottsdale,
ST=Arizona, C=US

OuU=starfield Class 2
Certification Authority,
O="Starfield
Technologies, Inc.",
C=USs

@ iexplore.exe
@ iexplore.exe

Not
Before

Fri Nov
27
01:00:00
CET
2020
Thu Oct
22
02:00:00
CEST
2015
Mon
May 25
14:00:00
CEST
2015
Wed
Sep 02
02:00:00
CEST
2009

Thu Oct
22
02:00:00
CEST
2015

Mon
May 25
14:00:00
CEST
2015

Wed
Sep 02
02:00:00
CEST
2009

Not
After

Mon
Dec 27
00:59:59
CET
2021
Sun Oct
19
02:00:00
CEST
2025
Thu Dec
31
02:00:00
CET
2037
Wed
Jun 28
19:39:16
CEST
2034

Sun Oct
19
02:00:00
CEST
2025

Thu Dec
31
02:00:00
CET
2037

Wed

Jun 28
19:39:16
CEST
2034

JA3 SSL Client
Fingerprint

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

JA3 SSL Client Digest

9e10692f1b7f78228h2d4e
424db3a98c
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Analysis Process: iexplore.exe PID: 5116 Parent PID: 792

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

16:17:06

03/06/2021

C:\Program Files\internet exploren\iexplore.exe

false

‘C:\Program Files\Internet Exploren\iexplore.exe' -Embedding
0x7ff721e20000

823560 bytes

6465CB92B25A7BC1DF8E01D8AC5E7596

true

true

C, C++ or other language

Reputation: low
File Activities
Source
File Path Access Attributes Options Completion Count Address Symbol
Source
File Path Offset Length Value Ascii Completion Count Address Symbol
Source
File Path Offset Length Completion Count Address Symbol
Registry Activities
Source
Key Path Completion Count Address Symbol
Source
Key Path Name Type Data Completion Count Address Symbol
Source
Key Path Name Type Old Data New Data Completion Count Address Symbol
Analysis Process: iexplore.exe PID: 4996 Parent PID: 5116
General
Start time: 16:17:06
Start date: 03/06/2021
Path: C:\Program Files (x86)\Internet Explorer\iexplore.exe

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

File Activities

File Path

File Path

File Path

Copyright Joe Security LLC 2021

Offset

Access

Length Value

true

'‘C:\Program Files (x86)\Internet Explore'\lIEXPLORE.EXE' SCODEF:5116 CREDAT:17410

Iprefetch:2

0xbd0000

822536 bytes
071277CC2E3DF41EEEA8013E2AB58D5A
true

true

C, C++ or other language

low

Attributes Options Completion
Ascii Completion
Offset Length Completion

Source
Count Address Symbol

Source
Count Address Symbol

Source
Count Address Symbol
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Source
File Path Offset Length Completion Count Address Symbol

Registry Activities

Source

Key Path Completion Count Address Symbol
Source

Key Path Name Type Data Completion Count Address Symbol
Source

Key Path Name Type Old Data New Data Completion Count Address Symbol

Disassembly
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