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Windows Analysis Report

https://www.virustotal.com/gui/url/e351253f7259f2428dbc9434621cc4200e964eb194276749b87e4...

Overview

General Information Detection Signatures Classification

Sample URL: http:ff
https://www.virustotal.c
om/gui/url/e351253f725
9f2428dbc9434621cc42
00e964eb194276749b8
7e482a40c7a860

Creates files inside the system direc...
Deletes files inside the Windows fol...

Detected non-DNS traffic on DNS po...

Analysis ID: 1523940

Score: 1
Range: 0-100
Whitelisted: false
Confidence: 80%

Process Tree

= System is w10x64
. G chrome.exe (PID: 792 cmdline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --start-maximized "about:blank" MD5: 45DE480806D1B5D462A7DDE4DCEFC4E4)

. G chrome.exe (PID: 5220 cmdline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=network.mojom.NetworkService --lang=en-US --
service-sandbox-type=none --mojo-platform-channel-handle=2072 --field-trial-handle=2000,i,10225704562238604479,4340716547395235314,262144 --disable-features
=OptimizationGuideModelDownloading,OptimizationHints,OptimizationHintsFetching,OptimizationTargetPrediction /prefetch:8 MD5: 45DE480806D1B5D462A7DDE4DCEFC4E4)

. G chrome.exe (PID: 6384 cmdline: "C:\Program Files\Google\Chrome\Application\chrome.exe" "https://www.virustotal.com/gui/url/e351253f7259f2428dbc9434621cc4200e964e

b194276749087e482a40c7a860" MD5: 45DE480806D1B5D462A7DDE4DCEFC4E4)
= cleanup

Malware Configuration

@ No configs have been found

Yara Signatures

@ No yara matches

Sigma Signatures

@ No Sigma rule has matched
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Suricata Signatures

@ No Suricata rule has matched

Joe Sandbox Signatures

There are no malicious signatures

Mitre Att&ck Matrix

Reconnai...

Gather
Victim
Identity
Information

Credentials

Email
Addresses

Employee
Names

Resource
Developm...

Acquire

Infrastructur
e

Domains

DNS Server

Virtual
Private
Server

Initial
Access

Valid
Accounts

Default
Accounts

Domain
Accounts

Local
Accounts

Behavior Graph

Copyright Joe Security LLC 2024

Execution

Windows
Managemen
t
Instrumentat
ion
Scheduled
Task/Job

At

Cron

Persisten...

Path
Interception

Boot or
Logon
Initialization
Scripts

Logon Script
(Windows)

Login Hook

Privilege
Escalation

Process
Injection

1
gtra
Window
Memory
Injection

Logon Script
(Windows)

Login Hook

Defense
Evasion

Masqueradi
ng

Process
Injection

File Deletion

Extra

Window
Memory
Injection

Credential
Access

os
Credential
Dumping

LSASS
Memory

Security
Account
Manager

NTDS

Discovery

System
Service
Discovery

Application
Window
Discovery

Query
Registry

System
Network
Configuratio
n Discovery

Lateral
Movement

Remote
Services

Remote
Desktop
Protocol

SMB/Windo
ws Admin
Shares

Distributed
Component
Object
Model

Collection

Data from
Local
System

Data from
Removable
Media

Data from
Network
Shared
Drive

Input
Capture

Command
and
Control

Encrypted
Channel

Non-
Application
Layer
Protocol
Application
Layer
Protocol
Ingress Tool
Transfer

Exfiltration

Exfiltration
Over Other
Network
Medium

Exfiltration
Over
Bluetooth

Automated
Exfiltration

Traffic
Duplication

Impact

Abuse
Accessibility
Features

Network
Denial of
Service

Data
Encrypted
for Impact

Data
Destruction

Page 5 of 55



Behavior Graph Legend:

ID: 1523940 MALICIOUS D Process
URL: https://www.virustotal.com/... SUSPICIOUS I:‘ Signature
Startdate: 02/10/2024 m I:I Created File
Architecture:  WINDOWS
UNKNOUN
Soore: 1 Il ons/P info
.I'; Is Dropped
started started :g Is Windows Process
E:’:' Number of created Registry Values
chrome.exe -4 chrome.exe Number of created Files

Y

Visual Basic

75
22
&3

)

Delphi

i
i
=

Java
.Net C# or VB.NET

C, C++ or other language

D@ 2 i~

192.168.2.4, 138, 443, 49511 239.255.255.250
unknown unknown started Is malicious
unknown Reserved Internet

chrome.exe l.-.

c]

www.google.com &
142.250.185.132, 443, 49745, 53846
GOOGLEUS
United States

142.250.185.227, 443, 49806, 49878
GOOGLEUS 7 other IPs or domains
United States

Screenshots
Thumbnails

This section contains all screenshots as thumbnails, including those not shown in the slideshow.
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@ aboutblank

X @ virustotal.com/guifurl/

Our product Community
Contact Us Join Community
Get Support Vote and Comment
How It Works Contributors

ToS | Privacy Notice Top Users
Blog | Releases Community Buzz

£ Type here to search o]

Tools

API Scripis

YARA

Deskiop Apps
Browser Extensions
Mobile App

Premium Services

Get ademo
Intelligence
Hunting
Graph

API V3| v2

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

@ No Antivirus matches

Dropped Files

@ No Antivirus matches

Unpacked PE Files

@ No Antivirus matches

Domains

@ No Antivirus matches

URLs

Source

hitp:// https:/stats.g.doubleclick.net/g/collect
hitp:/fhttps://developers.google.com/recaptcha/docs/fag#localhost_support
hitp://https://support.google.com/recaptcha#6262736
http:/fhttps://ampcid.google.com/v1/publisher:getClientld
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Source
http:ifhttps://support.google.com/recaptcha/?hl=en#6223828
http://https:/support.google.com/recaptcha/#6175971
http://https://stats.g.doubleclick.net/j/collect
http://https://support.google.com/recaptcha
http://https://cct.google/taggy/agent.js

http://https:/developers.google.com/recaptcha/docs/fag#my-computer-or-network-may-be-sending-
automated-que

http://https://fonts.google.com/license/googlerestricted
http://https://cloud.google.com/contact
hitp://

Detection
0%
0%
0%
0%
0%
0%

0%
0%
0%

https://www.virustotal.com/go/utm/cd77c8df6bc6eb8677c5a42c8971ebfbad1eb93069bc8ac38ac764f6¢c2

3227148

http://https://www.virustotal.com/ui/user_notifications/20230221-reminder-feb-22-threat-hunting-session 0%

http://https://content.powerapps.com/resource/powerappsportal/img/close.png
http://https://www.virustotal.com/gui/27197.598dbd3bfe6cc1efe979.js
http://https://storage.mtls.cloud.google.com/

http://https://content.powerapps.com/resource/powerappsportal/dist/app.BootstrapV5.bundle-
3c181c74ce.js

http://https://www.virustotal.com/gui/images/favicon.svg

0%
0%
0%
0%

1%

http://https://content.powerapps.com/resource/powerappsportal/dist/pcf-extended.bundle-e303d53553.js 0%

http://https://dialogflow.cloud.google.com/v1/cx/locations/
http://https://www.virustotal.com/gui/29301.001dbf985¢c19fcadOele.js

http://https://content.powerapps.com/resource/powerappsportal/dist/client-telemetry.bundle-
ecbf4ab0d0.js

http:i/

0%
1%
0%

0%

https://www.virustotal.com/go/utm/91b04a56e316ee99fc59696 1b024a8f5e52235b8f10e6 1b9e6a229e295

5b1597a0
http://https://recaptcha.net/recaptcha/api2/

http://https://dialogflow.cloud.google.com/v1/cx/integrations/messenger/webhook

0%
0%

http://https://content.powerapps.com/resource/powerappsportal/controls/host/main.04a618205e.chunk.js 0%

http://https://www.google.com
http://https:/d30y9cdsu7xIg0.cloudfront.net/png/29715-200.png
hitp://

0%
0%
0%

https://www.virustotal.com/go/utm/91b04a56e316ee99fc596961b024a8f5b50080e1939b026378399d220

517a03a94
http://https://www.virustotal.com/gui/1402accbefdec6a25762.woff2
http://https://www.recaptcha.net/recaptcha/api2/

http://https:/content.powerapps.com/resource/powerappsportal/dist/bootstrap.BootstrapV5.bundle-
be8391e97d.

http://https://www.virustotal.com/gui/images/manifest/icon-192x192.png

http://https:/png.pngtree.com/png-clipart/20220612/original/pngtree-pdf-file-icon-png-png-
image_7965915.pn

http://https://www.virustotal.com/gui/22232.071dcfa8690a5cc65de2.js
http://https://www.virustotal.com/gui/ee990a93df7 1bfdfb3b5.woff2

Domains and IPs

Contacted Domains

Name IP Active
ghs-svc-https-c46.ghs-ssl.googlehosted.com 74.125.34.46 true
www.recaptcha.net 142.250.74.195 true
www.google.com 142.250.185.132 true
recaptcha.net 142.250.186.163 true
fp2e7a.wpc.phicdn.net 192.229.221.95 true
www.virustotal.com unknown unknown

Contacted URLs
Name

http://https://www.virustotal.com/gui/images/favicon.svg
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https://www.virustotal.com/gui/url/a21968acbd884479a6880060650d83fc7e21710970d4cd914c53cf5b499c3392/detection/u-a21968acbd884479a6880060650d83fc7e21710970d4cd914c53cf5b499c3392-1696922496
https://www.virustotal.com/gui/url/65ab3a20232bf741f12f2d16906650ffa4d712d4157d8264799da91f54bd9451/detection/u-65ab3a20232bf741f12f2d16906650ffa4d712d4157d8264799da91f54bd9451-1715814674
https://www.virustotal.com/gui/url/5f2d14945f1d409a9b30755c1ef145d4debe0bb50e026da15f6d814e6e7c1674/detection/u-5f2d14945f1d409a9b30755c1ef145d4debe0bb50e026da15f6d814e6e7c1674-1676857331
https://www.virustotal.com/gui/url/dd22f4abf5035c76e52b5b476272584aad30e7e1034e056a5dcbb0edb24f9409/detection/u-dd22f4abf5035c76e52b5b476272584aad30e7e1034e056a5dcbb0edb24f9409-1718203651
https://www.virustotal.com/gui/url/303b8aa51c71bbe293458fbc8ada10f52abb8f66c306602f18c2727dbc545f76/detection/u-303b8aa51c71bbe293458fbc8ada10f52abb8f66c306602f18c2727dbc545f76-1725495902
https://www.virustotal.com/gui/url/b92adcdfbb40f29cf33c58691525521b661da748f47d4632dcbea67eddee9672/detection/u-b92adcdfbb40f29cf33c58691525521b661da748f47d4632dcbea67eddee9672-1727090360
https://www.virustotal.com/gui/url/c652834ae3149ee0f7ecb6bf873d6d89cb48b510879c7d45aa8e4859bc75b78a/detection/u-c652834ae3149ee0f7ecb6bf873d6d89cb48b510879c7d45aa8e4859bc75b78a-1724373540
https://www.virustotal.com/gui/url/dc360fd6e16b2b49caecd455567d1689cf5433e8d72ef6d27d9966cb956133d4/detection/u-dc360fd6e16b2b49caecd455567d1689cf5433e8d72ef6d27d9966cb956133d4-1676857331
https://www.virustotal.com/gui/url/8abe605991e1619668c2b717cddf2fbb1918379b65aa40af0bcc8b5caf0c1246/detection/u-8abe605991e1619668c2b717cddf2fbb1918379b65aa40af0bcc8b5caf0c1246-1711645954
https://www.virustotal.com/gui/url/bba35b5e98ab9876a0ffc7cc0819da5034e4f4f1acc80a86f2dd4d2593202544/detection/u-bba35b5e98ab9876a0ffc7cc0819da5034e4f4f1acc80a86f2dd4d2593202544-1720729436
https://www.virustotal.com/gui/url/977c4da7cc522a94bf6940876ed883152ddea9f73fe844bd8f22641512e88cb7/detection/u-977c4da7cc522a94bf6940876ed883152ddea9f73fe844bd8f22641512e88cb7-1727178487
https://www.virustotal.com/gui/url/5a5aa9be2d0206d7bb1d348d2f0117b7c10d5fdc4dc2925f8088632d17082426/detection/u-5a5aa9be2d0206d7bb1d348d2f0117b7c10d5fdc4dc2925f8088632d17082426-1696922496
https://www.virustotal.com/gui/url/e1869a48bff2d45842a78b4b22d024b24371ee980c624e414fb5468a210d70a3/detection/u-e1869a48bff2d45842a78b4b22d024b24371ee980c624e414fb5468a210d70a3-1622900846
https://www.virustotal.com/gui/url/b30c7a12881caa745d989a00386b6ea6124f15e95626c37f5f9cd760e19a64af/detection/u-b30c7a12881caa745d989a00386b6ea6124f15e95626c37f5f9cd760e19a64af-1702995223
https://www.virustotal.com/gui/url/bae3cd7f78e7cc9c74b7f255bdab9ca561854ec18477bf11ea49be8771eb9279/detection/u-bae3cd7f78e7cc9c74b7f255bdab9ca561854ec18477bf11ea49be8771eb9279-1727178420
https://www.virustotal.com/gui/url/d0e196a0c25d35dd0a84593cbae0f38333aa58529936444ea26453eab28dfc86/detection/u-d0e196a0c25d35dd0a84593cbae0f38333aa58529936444ea26453eab28dfc86-1727856267
https://www.virustotal.com/gui/url/a5ac376f7a347a9bf39ad843272677de5269aa58632b7da8f76529772710f5e5/detection/u-a5ac376f7a347a9bf39ad843272677de5269aa58632b7da8f76529772710f5e5-1598531206
https://www.virustotal.com/gui/url/28614af04cd42fe1c16c8db3809ac882423b59eb5b0c996652e17657793bdbf3/detection/u-28614af04cd42fe1c16c8db3809ac882423b59eb5b0c996652e17657793bdbf3-1696922496
https://www.virustotal.com/gui/url/5c67e4b0e77eabb01598d5df3c48cddc213af820ca4947d57c21ae3cf6c65f96/detection/u-5c67e4b0e77eabb01598d5df3c48cddc213af820ca4947d57c21ae3cf6c65f96-1724373099
https://www.virustotal.com/gui/url/7d65d7948bd14bc8c75a265558e2b6260e8d8ae667dce3b2840168f68dc137ab/detection/u-7d65d7948bd14bc8c75a265558e2b6260e8d8ae667dce3b2840168f68dc137ab-1658583873
https://www.virustotal.com/gui/url/d3d5909f49eb950d2156a2e196f96dafbd552b52a34634905448d21b53d84319/detection/u-d3d5909f49eb950d2156a2e196f96dafbd552b52a34634905448d21b53d84319-1710857526
https://www.virustotal.com/gui/url/58ad5540243c9fbd0d0b6a75bba516af203206d7f16c47f6d6030bf1478b09e3/detection/u-58ad5540243c9fbd0d0b6a75bba516af203206d7f16c47f6d6030bf1478b09e3-1722480546
https://www.virustotal.com/gui/url/65b91e173af2b22a27bd830f6b5e9bb501bff909abd687c8e77842d60ab044f1/detection/u-65b91e173af2b22a27bd830f6b5e9bb501bff909abd687c8e77842d60ab044f1-1710380150
https://www.virustotal.com/gui/url/45d980e0be4b79597d0eba772dff27eed8d448393e9e383b5958b11bd65ecd5d/detection/u-45d980e0be4b79597d0eba772dff27eed8d448393e9e383b5958b11bd65ecd5d-1720906102
https://www.virustotal.com/gui/url/df1778e13537713f418ba5155c2a596aa6967a6148ad5c56584127152649405d/detection/u-df1778e13537713f418ba5155c2a596aa6967a6148ad5c56584127152649405d-1709963987
https://www.virustotal.com/gui/url/c652834ae3149ee0f7ecb6bf873d6d89cb48b510879c7d45aa8e4859bc75b78a/detection/u-c652834ae3149ee0f7ecb6bf873d6d89cb48b510879c7d45aa8e4859bc75b78a-1724373540

Name

http://https://www.virustotal.com/gui/27197.598dbd3bfe6cc1efe979.js
http://https://www.virustotal.com/gui/44288.d69fccOea934ead 12bda.js
http://https://www.virustotal.com/gui/84569.e77ed7a71908ab11d9a6.js
http://https://www.virustotal.com/gui/29301.001dbf985c19fcadOele.js
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http://
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a40c7a860/votes?relationships=voter&limit=5

http://https://www.virustotal.com/gui/63606.4b8336b8b31703df1f65.js

http://
https://www.virustotal.com/ui/urls/e351253f7259f2428dbc9434621cc4200e964eb194276749b87e482
a40c7a860/graphs?relationships=owner&limit=5
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http://https://www.virustotal.com/gui/22232.071dcfa8690a5cc65de2.js
http://https://www.virustotal.com/gui/13420.2099364bebdd02277¢f9.js
http://https://recaptcha.net/recaptcha/api2/webworker.js ?hl=en&v=xds0rzGrktR88uEZ2JUvdgOY
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http://https://www.virustotal.com/gui/26044.e227fd5¢c65cff1753dd6.js

hitp://
https://www.virustotal.com/ui/urls/e351253f7259f2428dbc9434621cc4200e964eb194276749b87e482
a40c7a860/comments?relationships=author&limit=5

http://https://www.virustotal.com/ui/user_notifications
http://https://www.virustotal.com/gui/26571.fa844a0f71a1f5181833.js
http://https://www.virustotal.com/gui/33274.186e9fb49d3ce6fbe3b3.js
http://https://www.virustotal.com/gui/3768.ab1352a36d0ccc511f27.js
http://https://www.virustotal.com/gui/25076.f1d5707846ec1ba9ed7f.js

hitp://
https://www.virustotal.com/gui/url/e351253f7259f2428dbc9434621cc4200e964eb194276749b87e482
a40c7a860

http://https://www.virustotal.com/ui/cookie_disclaimer

http://https://www.virustotal.com/gui/stackdriver-errors.3069a6025a2308368{46.js

hitp://
https://www.virustotal.com/ui/urls/e351253f7259f2428dbc9434621cc4200e964eb194276749b87e482
a40c7a860/related_comments?limit=5

http://https://www.virustotal.com/gui/51452.bfed120085deab858144.js
http://https://www.virustotal.com/gui/63976.a80a8ef36be009598ac3.js
http://https://www.virustotal.com/gui/87347.3a0cd1d6e27482e138fc.js
http://https://www.virustotal.com/gui/manifest.json
http://https://www.virustotal.com/gui/30192.921b0afa75900b7e88e4.js
http://https://www.virustotal.com/gui/11468.5d7f86dcbccfbb757011.js
http://https://www.virustotal.com/gui/main.25d37c0da1175373d425.js
http://https://www.virustotal.com/gui/41289.7e661c98dc7ddcb82d27.js
http://https://www.virustotal.com/gui/29990.adbdd6925{7fce 145654.js
http://https://www.google.com/js/bg/5Hh2ALJWVCoAq5i04w6Tc_tdOSFewt2xcFfRkbQms3o.js

hitp://
https://www.virustotal.com/ui/urls/e351253f7259f2428dbc9434621cc4200e964eb194276749b87e482
a40c7a8607relationships=network_location

http://https://www.virustotal.com/gui/2121f4aabac6fbe523ec.woff2

URLs from Memory and Binaries
Name Source

http:/f chromecache_208.2.dr
https://content.powerapps.com/resource/powerappspor
tal/dist/pcf-extended.bundle-e303d53553.js

http:/f chromecache_208.2.dr
https://content.powerapps.com/resource/powerappspor
tal/img/close.png

http:/f chromecache_164.2.dr
https://www.virustotal.com/go/utm/cd77c8df6bc6eb867
7c5a42c8971ebfba91eb93069bc8ac38ac764f6c2f3a27f

48
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Malicious Antivirus Detection

false
false
false
false
false
false
false

false

false

false

false
false
false
false
false
false
false

false

false
false
false
false
false

false

false
false

false

false
false
false
false
false
false
false
false
false
false

false

false

« 0%, Virustotal, Browse

« 1%, Virustotal, Browse

« 1%, Virustotal, Browse

« 1%, Virustotal, Browse

« 1%, Virustotal, Browse

« 0%, Virustotal, Browse

Malicious

false

false

false

Antivirus Detection

o 0%, Virustotal, Browse

o 0%, Virustotal, Browse

o 0%, Virustotal, Browse

Reputation
unknown
unknown
unknown
unknown
unknown
unknown
unknown

unknown

unknown

unknown

unknown
unknown
unknown
unknown
unknown
unknown
unknown

unknown

unknown
unknown
unknown
unknown
unknown

unknown

unknown
unknown

unknown

unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown

unknown

unknown

Reputation

unknown

unknown

unknown
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https://www.virustotal.com/gui/url/dd22f4abf5035c76e52b5b476272584aad30e7e1034e056a5dcbb0edb24f9409/detection/u-dd22f4abf5035c76e52b5b476272584aad30e7e1034e056a5dcbb0edb24f9409-1718203651
https://www.virustotal.com/gui/url/bba35b5e98ab9876a0ffc7cc0819da5034e4f4f1acc80a86f2dd4d2593202544/detection/u-bba35b5e98ab9876a0ffc7cc0819da5034e4f4f1acc80a86f2dd4d2593202544-1720729436
https://www.virustotal.com/gui/url/5c67e4b0e77eabb01598d5df3c48cddc213af820ca4947d57c21ae3cf6c65f96/detection/u-5c67e4b0e77eabb01598d5df3c48cddc213af820ca4947d57c21ae3cf6c65f96-1724373099
https://www.virustotal.com/gui/url/58ad5540243c9fbd0d0b6a75bba516af203206d7f16c47f6d6030bf1478b09e3/detection/u-58ad5540243c9fbd0d0b6a75bba516af203206d7f16c47f6d6030bf1478b09e3-1722480546
https://www.virustotal.com/gui/url/45d980e0be4b79597d0eba772dff27eed8d448393e9e383b5958b11bd65ecd5d/detection/u-45d980e0be4b79597d0eba772dff27eed8d448393e9e383b5958b11bd65ecd5d-1720906102
https://www.virustotal.com/gui/url/df1778e13537713f418ba5155c2a596aa6967a6148ad5c56584127152649405d/detection/u-df1778e13537713f418ba5155c2a596aa6967a6148ad5c56584127152649405d-1709963987
https://www.virustotal.com/gui/url/dc360fd6e16b2b49caecd455567d1689cf5433e8d72ef6d27d9966cb956133d4/detection/u-dc360fd6e16b2b49caecd455567d1689cf5433e8d72ef6d27d9966cb956133d4-1676857331
https://www.virustotal.com/gui/url/5f2d14945f1d409a9b30755c1ef145d4debe0bb50e026da15f6d814e6e7c1674/detection/u-5f2d14945f1d409a9b30755c1ef145d4debe0bb50e026da15f6d814e6e7c1674-1676857331
https://www.virustotal.com/gui/url/a21968acbd884479a6880060650d83fc7e21710970d4cd914c53cf5b499c3392/detection/u-a21968acbd884479a6880060650d83fc7e21710970d4cd914c53cf5b499c3392-1696922496

Name

http://https:/stats.g.doubleclick.net/g/collect

http://https://storage.mtls.cloud.google.com/
http://

https://www.virustotal.com/ui/user_notifications/202302
21-reminder-feb-22-threat-hunting-session

hitp://
https://content.powerapps.com/resource/powerappspor
tal/dist/app.BootstrapV5.bundle-3c181c74ce.js

hitp://
https://developers.google.com/recaptcha/docs/fag#loc
alhost_support

hitp://
https://dialogflow.cloud.google.com/v1/cx/locations/

hitp://
https://www.virustotal.com/ui/user_notifications/202303
15-use-vt-api-like-a-pro-webinar

http://https://recaptcha.net/recaptcha/api2/

hitp://
https://www.virustotal.com/go/utm/91b04a56e316ee99f

¢596961b024a8f5e52235b8f10e61b9e6a229e2955b159

7a0

hitp://
https://content.powerapps.com/resource/powerappspor
tal/dist/client-telemetry.bundle-ecbf4ab0d0.js

http://https:/support.google.com/recaptcha#6262736

hitp://
https://content.powerapps.com/resource/powerappspor
tal/controls/host/main.04a618205e.chunk.js

hitp://
https://www.virustotal.com/go/utm/91b04a56e316ee99f
€596961b024a8f5b50b80e1939b026378399d220517a0
3a%4

hitp://
https://ampcid.google.com/v1/publisher:getClientld

hitp://
https://dialogflow.cloud.google.com/vi/cx/integrations/
messenger/webhook

hitp://
https://d30y9cdsu7xIg0.cloudfront.net/png/29715-
200.png

http://https:/support.google.com/recaptcha/?
hl=en#6223828

http://https://www.google.com
http://https://www.recaptcha.net/recaptcha/api2/

hitp://
https://www.virustotal.com/ui/user_notifications/202303
14-vt-for-splunk

http://https:/support.google.com/recaptcha/#6175971

http://https:/stats.g.doubleclick.net/j/collect

hitp://
https://www.virustotal.com/ui/user_notifications/202401
10093621-everyone

hitp://
https://content.powerapps.com/resource/powerappspor
tal/dist/bootstrap.BootstrapV5.bundle-be8391e97d.

http://https:/png.pngtree.com/png-
clipart/20220612/original/pngtree-pdf-file-icon-png-png-
image_7965915.pn

hitp://
https://www.virustotal.com/ui/ip_addresses/20.105.224
.32

http://www.iana.org/assignments/ipv4-recovered-
address-space

http://https://support.google.com/recaptcha

http:ff
https://www.virustotal.com/go/utm/be91ae163b0b7020

4e9a73cc5d0590fe87d4c8f6a5b1073b6e4141916d373d

8859

http://www.iana.org/assignments/ipv4-address-space

Copyright Joe Security LLC 2024

Source

chromecache_146.2.dr, chromecache_137.2.dr,
chromecache_236.2.dr, chromecache_149.2.dr

chromecache_185.2.dr, chromecache_147.2.dr

chromecache_164.2.dr

chromecache_208.2.dr

chromecache_156.2.dr, chromecache_248.2.dr,
chromecache_143.2.dr

chromecache_185.2.dr, chromecache_147.2.dr

chromecache _164.2.dr

chromecache_190.2.dr, chromecache_166.2.dr

chromecache_164.2.dr

chromecache 208.2.dr

chromecache 156.2.dr, chromecache 248.2.dr,
chromecache_143.2.dr

chromecache_208.2.dr

chromecache_164.2.dr

chromecache_180.2.dr, chromecache_133.2.dr

chromecache_185.2.dr, chromecache_147.2.dr

chromecache_147.2.dr

chromecache_156.2.dr, chromecache_248.2.dr,
chromecache_143.2.dr

chromecache_149.2.dr, chromecache_163.2.dr
chromecache_140.2.dr, chromecache_255.2.dr

chromecache_164.2.dr

chromecache_156.2.dr, chromecache_248.2.dr,
chromecache_143.2.dr

chromecache_133.2.dr

chromecache_164.2.dr

chromecache_208.2.dr

chromecache_208.2.dr

chromecache_228.2.dr

chromecache_228.2.dr

chromecache_143.2.dr

chromecache_164.2.dr

chromecache_228.2.dr

Malicious

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false
false

false

false

false

false

false

false

false

false

false

false

false

Antivirus Detection

« URL Reputation: safe

0%, Virustotal, Browse

.

.

0%, Virustotal, Browse

0%, Virustotal, Browse

.

.

URL Reputation: safe

0%, Virustotal, Browse

.

0%, Virustotal, Browse

.

.

0%, Virustotal, Browse

0%, Virustotal, Browse

.

.

URL Reputation: safe

0%, Virustotal, Browse

.

.

0%, Virustotal, Browse

URL Reputation: safe

.

0%, Virustotal, Browse

.

0%, Virustotal, Browse

.

.

URL Reputation: safe

0%, Virustotal, Browse

.

.

0%, Virustotal, Browse

URL Reputation: safe

.

URL Reputation: safe

.

0%, Virustotal, Browse

.

.

0%, Virustotal, Browse

« URL Reputation: safe

Reputation

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown
unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown
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https://www.virustotal.com/gui/url/303b8aa51c71bbe293458fbc8ada10f52abb8f66c306602f18c2727dbc545f76/detection/u-303b8aa51c71bbe293458fbc8ada10f52abb8f66c306602f18c2727dbc545f76-1725495902
https://www.virustotal.com/gui/url/65ab3a20232bf741f12f2d16906650ffa4d712d4157d8264799da91f54bd9451/detection/u-65ab3a20232bf741f12f2d16906650ffa4d712d4157d8264799da91f54bd9451-1715814674
https://www.virustotal.com/gui/url/b92adcdfbb40f29cf33c58691525521b661da748f47d4632dcbea67eddee9672/detection/u-b92adcdfbb40f29cf33c58691525521b661da748f47d4632dcbea67eddee9672-1727090360
https://www.virustotal.com/gui/url/8abe605991e1619668c2b717cddf2fbb1918379b65aa40af0bcc8b5caf0c1246/detection/u-8abe605991e1619668c2b717cddf2fbb1918379b65aa40af0bcc8b5caf0c1246-1711645954
https://www.virustotal.com/gui/url/e1869a48bff2d45842a78b4b22d024b24371ee980c624e414fb5468a210d70a3/detection/u-e1869a48bff2d45842a78b4b22d024b24371ee980c624e414fb5468a210d70a3-1622900846
https://www.virustotal.com/gui/url/5a5aa9be2d0206d7bb1d348d2f0117b7c10d5fdc4dc2925f8088632d17082426/detection/u-5a5aa9be2d0206d7bb1d348d2f0117b7c10d5fdc4dc2925f8088632d17082426-1696922496
https://www.virustotal.com/gui/url/977c4da7cc522a94bf6940876ed883152ddea9f73fe844bd8f22641512e88cb7/detection/u-977c4da7cc522a94bf6940876ed883152ddea9f73fe844bd8f22641512e88cb7-1727178487
https://www.virustotal.com/gui/url/bae3cd7f78e7cc9c74b7f255bdab9ca561854ec18477bf11ea49be8771eb9279/detection/u-bae3cd7f78e7cc9c74b7f255bdab9ca561854ec18477bf11ea49be8771eb9279-1727178420
https://www.virustotal.com/gui/url/28614af04cd42fe1c16c8db3809ac882423b59eb5b0c996652e17657793bdbf3/detection/u-28614af04cd42fe1c16c8db3809ac882423b59eb5b0c996652e17657793bdbf3-1696922496
https://www.virustotal.com/gui/url/b30c7a12881caa745d989a00386b6ea6124f15e95626c37f5f9cd760e19a64af/detection/u-b30c7a12881caa745d989a00386b6ea6124f15e95626c37f5f9cd760e19a64af-1702995223
https://www.virustotal.com/gui/url/a5ac376f7a347a9bf39ad843272677de5269aa58632b7da8f76529772710f5e5/detection/u-a5ac376f7a347a9bf39ad843272677de5269aa58632b7da8f76529772710f5e5-1598531206
https://www.virustotal.com/gui/url/d0e196a0c25d35dd0a84593cbae0f38333aa58529936444ea26453eab28dfc86/detection/u-d0e196a0c25d35dd0a84593cbae0f38333aa58529936444ea26453eab28dfc86-1727856267
https://www.virustotal.com/gui/url/7d65d7948bd14bc8c75a265558e2b6260e8d8ae667dce3b2840168f68dc137ab/detection/u-7d65d7948bd14bc8c75a265558e2b6260e8d8ae667dce3b2840168f68dc137ab-1658583873
https://www.virustotal.com/gui/url/d3d5909f49eb950d2156a2e196f96dafbd552b52a34634905448d21b53d84319/detection/u-d3d5909f49eb950d2156a2e196f96dafbd552b52a34634905448d21b53d84319-1710857526
https://www.virustotal.com/gui/url/65b91e173af2b22a27bd830f6b5e9bb501bff909abd687c8e77842d60ab044f1/detection/u-65b91e173af2b22a27bd830f6b5e9bb501bff909abd687c8e77842d60ab044f1-1710380150

Name

http://
https://content.powerapps.com/resource/powerappspor
tal/dist/pcf-dependency.bundle-805a1661b7.js

http://https://rauch-cc.powerappsportals.com/
http://

https://content.powerapps.com/resource/powerappspor
tal/dist/default-1033.moment_2_29 4.bundle-eda4e6

http://www.iana.org.

http://https://cct.google/taggy/agent.js

hitp://
https://content.powerapps.com/resource/powerappspor
tal/dist/pcf-loader.bundle-f4a0e619b8.js

hitp://
https://developers.google.com/recaptcha/docs/fag#my-
computer-or-network-may-be-sending-automated-que

http://https://play.google.com/log?
format=json&hasfast=true

hitp://
https://www.virustotal.com/ui/user_notifications/202302
20-feb-22-threat-hunting-session

hitp://
https://www.brighttalk.com/webcast/18282/574204?
utm_source=VirusTotal&utm_medium=email&utm_ca
mpaign=

http://https://www.google.%/ads/ga-audiences

http://www.iana.org/assignments/iana-ipv4-special-
registry

hitp://
https://www.virustotal.com/ui/urls/e351253f7259f2428d

bc9434621cc4200e964eb194276749b87e482a40c7a86

0/

hitp://
https://content.powerapps.com/resource/powerappspor
tal/img/web.png

hitp://
https://cloud.google.com/dialogflow/cx/docs/concept/int
egration/dialogflow-messenger/fulfillment.

http://https:/fonts.google.com/license/googlerestricted
hitp://

https://content.powerapps.com/resource/powerappspor
tal/dist/pcf.bundle-9183da3d63.js

hitp://
https://www.virustotal.com/ui/user_notifications/202302
27-in-app-nots-upgrade-api-v2-to-v3

http://www.apnic.net/

hitp://
https://www.brighttalk.com/webcast/18282/5921777?
utm_source=VirusTotal&utm_medium=email&utm_ca
mpaign=

http://https://ytimg.googleusercontent.com/vi/
http://https://github.com/markedjs/marked.
http://www.afrinic.net/

http://https://cloud.google.com/terms/service-terms

hitp://
https://content.powerapps.com/resource/powerappspor
tal/dist/postpreform.BootstrapV5.bundle-11a5a9149

http://https://cloud.google.com/contact

http:/fhttps://www.youtube.com/embed

World Map of Contacted IPs
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Source

chromecache_208.2.dr

chromecache_208.2.dr

chromecache_208.2.dr

chromecache_228.2.dr

chromecache_146.2.dr, chromecache_137.2.dr,
chromecache_224.2.dr, chromecache_236.2.dr, ch
romecache_149.2.dr, chromecache_163.2.dr

chromecache_208.2.dr

chromecache_156.2.dr, chromecache 248.2.dr,
chromecache_143.2.dr

chromecache_143.2.dr

chromecache_164.2.dr

chromecache_164.2.dr

chromecache_180.2.dr, chromecache_133.2.dr

chromecache_228.2.dr

chromecache_208.2.dr, chromecache_237.2.dr

chromecache_208.2.dr

chromecache_185.2.dr, chromecache_147.2.dr

chromecache_157.2.dr

chromecache_208.2.dr

chromecache_164.2.dr

chromecache_228.2.dr

chromecache_164.2.dr

chromecache_185.2.dr, chromecache_147.2.dr
chromecache_185.2.dr, chromecache_147.2.dr
chromecache_228.2.dr

chromecache_185.2.dr, chromecache_147.2.dr

chromecache_208.2.dr

chromecache_156.2.dr, chromecache_248.2.dr,
chromecache_143.2.dr

chromecache_185.2.dr, chromecache_147.2.dr

Malicious

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false
false
false
false

false

false

false

Antivirus Detection

« URL Reputation: safe

« URL Reputation: safe

« URL Reputation: safe

« URL Reputation: safe

Reputation

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown
unknown
unknown
unknown

unknown

unknown

unknown
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[] No. of IPs < 25%
B 25% < No. of IPs < 50%
Bl 50% < No. of IPs < 75%
B 75% <No. of IPs

Public IPs

IP Domain Country Flag ASN ASN Name Malicious

142.250.185.227 unknown United States S 15169 GOOGLEUS false

74.125.34.46 ghs-svc-https-c46.ghs- United States S 15169 GOOGLEUS false
ssl.googlehosted.com

142.250.74.195 www.recaptcha.net United States S 15169 GOOGLEUS false

142.250.185.67 unknown United States 3 15169 GOOGLEUS false

142.250.185.68 unknown United States = 15169 GOOGLEUS false

142.250.186.163 recaptcha.net United States S 15169 GOOGLEUS false

142.250.185.132 www.google.com United States S 15169 GOOGLEUS false

216.58.206.68 unknown United States 3 15169 GOOGLEUS false

239.255.255.250 unknown Reserved unknown unknown false

Private

P

192.168.2.4

General Information

Joe Sandbox version: 41.0.0 Charoite

Analysis ID: 1523940

Start date and time: 2024-10-02 10:07:26 +02:00

Joe Sandbox product: CloudBasic

Overall analysis duration: 0h 3m 37s

Hypervisor based Inspection enabled: false

Report type: light

Cookbook file name: browseurl.jbs

Sample URL: hitp:/f https://www.virustotal.com/gui/url/e351253f7259f2428dbc9434621cc4200e964eb194276749b87e482a40c7a860

Analysis system description: Windows 10 x64 22H2 with Office Professional Plus 2019, Chrome 117, Firefox 118, Adobe Reader DC 23, Java 8 Update 381, 7zip

23.01

Number of analysed new started processes 8

analysed:

Number of new started drivers analysed: 0

Number of existing processes analysed: 0
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Number of existing drivers analysed:

Number of injected processes analysed:

Technologies:

Analysis Mode:
Analysis stop reason:
Detection:
Classification:

EGA Information:

HCA Information:

Warnings

« HCA enabled
« EGA enabled
« AMSI enabled

default

Timeout

CLEAN
clean1.win@18/218@20/10
Failed

« Successful, ratio: 100%
« Number of executed functions: 0
« Number of non-executed functions: 0

Exclude process from analysis (whitelisted): MpCmdRun.exe, WMIADAP.exe, SIHClient.exe, conhost.exe, svchost.exe
TCP Packets have been reduced to 100

Created / dropped Files have been reduced to 100
Excluded IPs from analysis (whitelisted): 142.251.168.84, 142.250.181.238, 142.250.186.67, 34.104.35.123, 142.250.185.72, 172.217.23.99, 172.217.18.14, 142.250.186.40,

142.250.184.227, 142.250.186.170, 142.250.186.106, 142.250.74.202, 172.217.16.138, 216.58.206.74, 142.250.184.202, 172.217.18.10, 216.58.212.170, 142.250.186.74,
142.250.186.42, 142.250.186.138, 216.58.206.42, 172.217.16.202, 142.250.181.234, 142.250.184.234, 142.250.185.74, 142.250.186.46, 142.250.186.99, 142.250.185.195, 13.85.23.86,
142.250.185.163, 93.184.221.240, 192.229.221.95, 52.165.164.15, 13.95.31.18, 142.250.181.227

Excluded domains from analysis (whitelisted): slscr.update.microsoft.com, clientservices.googleapis.com, wu.azureedge.net, clients2.google.com, ocsp.digicert.com, www.googletagmana
ger.com, bg.apr-52dd2-0503.edgecastdns.net, cs11.wpc.vOcdn.net, ocsp.edge.digicert.com, glb.cws.prod.dcat.dsp.trafficmanager.net, sls.update.microsoft.com, hib.apr-52dd2-0.edgecast
dns.net, update.googleapis.com, www.gstatic.com, wu-b-net.tr afficmanager.net, www.google-analytics.com, glb.sls.prod.dcat.dsp.trafficmanager.net, fonts.googleapis.com, fs.microsoft
.com, accounts.google.com, content-autofill.googleapis.com, fonts.gstatic.com, ctldl.windowsupdate.com.delivery.microsoft.com, wu.ec.azureedge.net, ctldl.windowsupdate.com, fe3cr.d
elivery.mp.microsoft.com, fe3.delivery.mp.microsoft.com, edgedl.me.gvt1.com, clients.l.google.com

Not all processes where analyzed, report is missing behavior information

Simulations

Behavior and APIs

@ No simulations

LLM Input / Output

Input

URL:

https://www.virustotal.com/gui/url/e351253f7259f2428dbc9434621cc4200e964eb194276749b

87e482a40c7a860 Model: joxai

Our product

Copyright Joe Security LLC 2024

Report size getting too big, t oo many NtSetInformationFile calls found.
Some HTTPS proxied raw data pa ckets have been limited to 10 per session. Please view the P CAPs for the complete data.

Tools i Documentation
APIScripts

Int

Hunting

Graph

w1z

Output

{

"brand":[],
"contains_trigger_text":false,
"trigger_text":"",
"prominent_button_name":"Sign up",
"text_input_field_labels":"unknown",
"pdf_icon_visible":false,
"has_visible_captcha"false,
"has_urgent_text":false,
"has_visible_qgrcode":false}
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Input

URL:
https://www.virustotal.com/gui/url/e351253f7259f2428dbc9434621cc4200e964eb194276749b
87e482a40c7a860 Model: jbxai

Our product Community

Contact Us J API Scripts

Get Support YARA

How It Works. Deskiop Apps
Piivacy Notice Browser Extensions
Mobile App

URL:

https://www.virustotal.com/gui/url/e351253f7259f2428dbc9434621cc4200e964eb194276749b

87e482a40c7a860 Model: joxai

hitps:/Jrauch-cc.powerappsportals.com/
fauch-cc.powerappsportals.com

DETAIS  COMMUNITY

Join our Community and

Security vendors' analysis ©
Abusix
ADMINUSLabs

AlienVault

Antiy-AvL

benkow.cc

BlockList

Certego

CINS Amy

cRoF

200

AlLabs (VONITORAPP)

alphaMountain.ai

Artiss Against 419

BitDefender

Bluellv

ChongLuaDao

CMC Threat nteligence

13

Joe Sandbox View / Context

IPs

@ No context

Domains

@ No context

ASNs

@ No context

JA3 Fingerprints

@ No context

Copyright Joe Security LLC 2024

Premium Services

Geta demo
ntel

APIV3| V2

C Reanalyze

tex/htmi; charset=utf8

Documentation

son D

QSearch 3 Graph 4 API

P

22hoursago

0 you want to automate checks?

Output

"brand":[],

"contains_trigger_text":false,

"trigger_text":"",
"prominent_button_name"

"pdf_icon_visible":false,
"has_visible_captcha":false,
"has_urgent_text":false,
"has_visible_grcode":false}

{
"brand":["Abusix",
"ADMINUS Labs",
"AlienVault",
"Antiy-AVL",
"benkow.cc",
"BlockList",
"Certego",

"CINS Army",
"CRDF",

"Cvble",

"CV Radar"],
"contains_trigger_text":true,

"Sign up",
"text_input_field_labels":"unknown",

"trigger_text":"Join our Community and enjoy additional community insights and crowdsourced det

ections,

plus an API key to automate checks.",
"prominent_button_name":"unknown",
"text_input_field_labels":["Abusix",

"ADMINUS Labs",
"AlienVault",

"Antiy-AVL",

"benkow.cc",

"BlockList",

"Certego",

"CINS Army",

"CRDF",

"Cvble",

"CV Radar"],
"pdf_icon_visible":false,
"has_visible_captcha":false,
"has_urgent_text":false,
"has_visible_qrcode":false}
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Dropped Files

@ No context

Created / dropped Files

C:\Windows\SystemTemp\chrome_PuffinComponentUnpacker_BeginUnzipping792_640476487\_metadata\verified_contents.json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAT1:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

JSON data

dropped

1311

5.980927481700407

false
24:pZRj/fITDhVmddLh7aoXE6WGyna/V7TWCXoX4Af1kQoQcAe:p/hIAdX7akVWGynaoCXkz1kQoQU
F584E95EC547F8E9892079DCCB8C0300

9B0819F3F03267093B7C975F840BDA5FB1A343A9
229276E289709A403DAEC9B03DFB1477D3AB6801094B79A8983474223C4CF963
265E5406C965032E3477CB250AE8878843CCB62412B23D7454AC520B6DBDD367F45F0810DA708A4D29E3B0D219FA1B40B8DA0638F1EO0E6B831836FAD2108548t
false

low

[{"description":"treehash per file","signed_content":{"payload":"eyJjb250ZW50X2hhc2hlcyl6W3siYmxvY2tfc216ZSIBNDA5NiwiZGInZXNOljoic2hhMjU2liwiZmIsZXMiO
[t7InBhdGgiOiJtYW5pZmVzdC5qc29uliwicm9vdF9oYXNoljoidmhzdFMxaUF XRWxoeEc3STdTZHJidVEtcFpYYVZuSUNhTOJiMDIY SIUWQSJ9IXSwiZm9ybWFOljoidHJ
1ZWhhc2giLCJoYXNoX2Jsb2NrX3NpemUiOjQwOTZ9IXSwiaXRIbVIpZCléimxsa2dgZmZjZHBmZm1o0aWFrbWZjZGNibG9oY2NwZm1vliwiaXRIbV92ZXJzaW9uljoiMS4wL
JAUMTciLCJwem90b2NvbF92ZXJzaW9uljoxfQ","signatures™:[{"header":{"kid":"publisher"},"protected":"eyJhbGciOiJSUzI1NiJ9","signature":"FmyKp6Be TnEz402ZeEr
htHi561C6YqZWvYffP8tIXaVpUdgn2H7wE99CzI03-8QinTEJ_PTuudrhNTrUM4e-SOewVi5E4wDijHU1eMgE9A_A2nGBubVvivKINIY Tp4Ut175fTe4AhWMpbYyrsECEuQ
Nf5AXYpnXg8F3WOqJj5TPWtuPMn2xmiJUKEnRs9okD6guLeMx4yhkdXOme2LnLFAfe6UIfxew_XHXvZ1Y7MohLS_R1QPH Ellf2HuJTZIlyvNPehR4nJGG8FC--7fI9xw6
EAsozvwpTUTKEktRcl1 FXWRWIIAmtuK-g3HH_d30putZeNp1bDNUctkDolQKBVQ"},{"header":{"kid":"webstore"},"protected":"eyJhbGciOiJSUzI 1NiJ9","signature":"D-
sVn2blf9c5r4WX327I1VOuEthjKF5c7Flagu

C:\Windows\SystemTemp\chrome_PuffinComponentUnpacker_BeginUnzipping792_640476487\manifest.fingerprint

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAT:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCI! text, with no line terminators

dropped

66

3.850937210714388

false

3:SXHWANEr7uwTsBtU:SXWANS5sM

DD4911D1000B0779A63B51B9DC72BA6F
0853C546284867A3BCDB59E506DD2F0B596145A1
57D878544717AB76EEFB05BFA9409AFA38ED565813B81A7EED8FDDD929015E40

1D763C57CAA7DCD84547E90466CD8B5A85158052D344A3A9FFBC55BEE7F3AFC535EE658F09055D4C68B7BEBDC2B3C590F62B41274F25E3DASA0F9009A0DD3!
AB

false
low

1.2638e3c2d1fa1d417bfdc31dd21bc938f106d3b436a6488b41b014cade2b7541

C:\Windows\SystemTemp\chrome_PuffinComponentUnpacker_BeginUnzipping792_640476487\manifest.json

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1:
SHA-256:

C:\Program Files\Google\Chrome\Application\chrome.exe

JSON data

dropped

300

4.725809151196814

false

6:2eXC6WQpVyTJCAEIfd26V2dablA6V2/CewrhKXk7VmO1LwyAGl/zqSkhDY:0e TUCAEQL4ahQ2DgK0711LqGik5Y
01F3DE10093B3B262105724E85817FA6

97DEE66ECE41B53A27CBD4579F44C204E35D19D6
BE1B2D4B5880584961C46EC8ED276B6EE43EA595DA56720268E05BD3D5C95340
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SHA-512:

Malicious:
Reputation:

Preview:

9646B13E23C4214BCC45715FBC60EBIAFB29F934D5D33B3471EE89A6F399A68D83B5BDFF14748F73CE6A7C2C9FDCE782A4CE849F855A900514636B529E9B40(
F

false
low

{. "description" : "Origin Trials public key updates and disabled features list",. "manifest_version" : 3,. "minimum_chrome_version" : "88",. "name" : "Origin Trials
Updates",. "origin-trials" : null,. "update_url" : "https://clients2.google.com/service/update2/crx”,. "version" : "1.0.0.17".}

Chrome Cache Entry: 122

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAT1:
SHA-256:
SHA-512:

Malicious:
Reputation:
URL:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

gzip compressed data, max compression, original size modulo 2"32 11639

downloaded

3352

7.9431385645979615

false
48:XvXu81FkR3i90hdpo6JqgfMyi+TdacZzUb56Q9GQ9bovv48m7gkt3brTsh4gyesAd:5U9lhcbcfTIBaWzgKQb5z24gyesa
70738F8C72347E5A5749E4410BF3FBOF

7C6644F671AFA452455959EE2203414C730E89B5
F35D69AF25A7C42127F985594AD3D807D80EB7557A467FA7BFFC581F2F8971D4

0035481DAA2872862039FB4D7B94729DE8B896D4C5A64614FFD81F6CD6712C5E16CFF4E45B9AC41BEFC5AB4FF952D5CESF7CAA1650438C958D5A1703D6F06C
D

false
low
http://https://www.virustotal.com/gui/16949.54ade17128318bedc165.js

JRUTUN |
M.d.K._.".A.

€ @hHOK L} Vor-HC..Covrero i 2y APK. ..
DaB.;E.8..d./L.)..&C9.S....1.8.}..0.c...7..M.).)...5.a.R.3./.a]6pl, .} )
@..J.Db.(&..3-.r<q"88.Us.1..gl..|..g.G (.. YH..;..P-N.3.+MQ..b../.A.m" 2.8\L..4.
[.0}.ZHO(.OH.M{.29..2{j.R.O......g. K" .. k..-..S"\2t.z5p..Y.1....G5......|AY.M...x...R..0..Zg..4.>.. =
%..r...MQB.Rz. XT-.&(-Ai..1B..>W.e..

NV V%> 6.\". g VLKL ML w7 L. D$%.r
IIs...-.#.N...#.. Q.g. eD.,..-5...

Chrome Cache Entry: 123

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAT:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

gzip compressed data, max compression, original size modulo 232 314

dropped

250

6.978954722591275

false
6:XtsGKGrj27rf0tWeleOHNUG5zUiD6Yi4klYQIQWNwISr:XM2jCAIOHUILDESOcQWNz
B6A9D8D081CC891B1ESAE6E9FFC5F4DA
F88CDF1A4E0BA2C7D2D3B544FE2C96AE1B5A28AD
0385D1AA058BE36022BDDA4EE04046EFD0043C5487EB23773B04B6C4CE85F51F

A8732DC9E04594740746BBIDC2CDDB292C0A2506E2C0990682C2361689E2D5A89EE17DA1BAADIF95D865836FE785854017F42428DEE7F598B807C9B1E21EQEE
D

false
low

.......... | AO.@........{[*QZ..AMzly]" - vQC."=...|.L.v..L.Q..QWO0..Y.....|..|.;..8.%I1.Q.$l..c...US$..g.A..... 6. 8J"..E...°@_l.Si....Cl.Bk..B.7.m. hz.6v....
0....b.8.CT(VG.......... Fl...

Chrome Cache Entry: 124

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1:
SHA-256:
SHA-512:

Malicious:

Reputation:

C:\Program Files\Google\Chrome\Application\chrome.exe

gzip compressed data, max compression, original size modulo 232 39531

downloaded

11051

7.981780132164781

false
192:tsZE63YAuU6LcIBNhOWaUhpRF5asLRWaYxu5S8IkRIJIr90B2Ygwle4nV0xm:PpgczhvaUhpRF55R 15wUOBN9Wm
FDBD2C2D329C7438D202E74B0C7739F8

7A3E61EF8DC99ED43D3E518EFFD28C2D31A3119D
7BF3A12ACE5481FB92613B8F39C60BB4A8A37F77C942A47C51258EFA094FECCE

D5619C9D20F6D6615A97EDF6601BDC079365777AEA7488D3F53E88797DD0CD85C26726EABI920CODA7ACC7073F527F236C5C98CFET1FAD26A1ECEE6D765208!
A

false

low
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URL: http://https://www.virustotal.com/gui/76934.b9f1e32e702a497245a3.js
Preview: ... tys.H...)..C.. 0 Z....& 9L(.C..h. } v L& top<gy W)L 9L b -u_~ VY acu]. > A2 sWUY e LyA)L..g..mL. O M\LL{.A..pC]I.....O..x..|A.icC=......".

.a.~.OhV......qJ.h..].|YC..dE..J.E..B..6..Y.7..].
9.0, (/S UQA? S Ho ST IS o S

Chrome Cache Entry: 125 E

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: gzip compressed data, max compression, original size modulo 2"32 98153
Category: dropped

Size (bytes): 34314

Entropy (8bit):  7.991928874623848

Encrypted: true

SSDEEP: 384:TUyiFi1eWViH+0ZwahO0QHTzisOVkvd/SonQwRRKRaSus8VPqgvJCmkt1TvIKoal:oyigViHL2agv50OWfQwRoaxsQygqPJ

MD5: 9E0AC32DD76A55CD2643D23B18325493

SHA1: 3F73E7C5AEB04F128EA34CEFF6D67E18849B2E13

SHA-256: 6D9D58BB624B7353D4DEC90E679E77D1F0774290D81A05C7CAD7D7A77FDF4349

SHA-512: CE4DOE419E3680789E542A5EB3D12B555E944CFA73E2C8596127EF288DEE84DC6D8FE000284015E0F6D04322A930629A018290991CC9C637FF36AA281A6C365/

Malicious: false

Reputation: low

Preview: w2 F{+4.4A..2%...1.db..Q4..$.... %E.....e..}%....(fA<E... . UU..i" .. y..}.70.N.i... |v...x..h7. .a..(i...IRy.(.Y..Hy5.t.."}3.fXne.. Xng#..9....W.
..... Jiggi#..m}OM...F.ofLy...h~d.7M..x{....yz....;.#_..a%....+a.ai.0..t+0_.+.Z. .-...r.g3..N...=.LZN.K. ~Q:M..+[9u...7jeq.%q........=..A7i.)X.q\|. ?..WR.IG".....
HKZvraweo.<o o lexd, 4q...1.bn.1...6....3..)J.X.0.r. AL 1Y f...AM./.Nj.ekkzU.......". 6....qt..i..q.....}......~.B/&it..F/.K..GO.r.}w

joor Koo i A WGA...890...._~t. oo r A )W M.QOI).p%.%..U...j...]..;.U.3 k. h..m.)&.9...4K .4, N...Lq..L...o.(yR.A._8.$. NNa8)."H.&L.|t
T.8...W.ho2.N.M.I.....v.m.T..03.N.b>.......... 0'U.S..C.UbL.......0.G......H2.ng%W....V.\>.ON...i_R Lfe+i.Lo.F \].h....162.0..

Chrome Cache Entry: 126

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: gzip compressed data, max compression, original size modulo 232 266372
Category: downloaded

Size (bytes): 80388

Entropy (8bit):  7.983153023051787

Encrypted: false

SSDEEP: 1536:QziMvjJFUT9CBZxYYgCF16pMSKy8YuCmDV8vuHCuaA:eHJFuTaHFAMKUDGVtA

MDS5: 35A46116980C974751122A331D47FD84

SHA1: CD6E9014E38596C681641A27706124B5B69F86FC

SHA-256: CCAB92B9BFA43457F743CD83E454BCC63A768DEB352FBAD2D06D718EB2815A66

SHA-512: AA4F484D3CA65525D5613243797D7E025E552DBD4E68BD9887D88D32FC6928C13DD7A47E8FI7C77436924478D451445FA121D1BC1958A0BA94A2A0515934504¢

Malicious: false

Reputation: low

URL: http://https://www.virustotal.com/gui/36253.6f4dc6a9d8dab2123ae5.js

Preview: W0 U9.C8.1.4. E2C.... <> KL iy~ ].@) 4. VO e i<=00u {y{....0.9.7n..{....W[.z...z= Lot NLLGLtag.dk P
138.>.5.2... b UL.NES. W Zeo .0 7o A X N ZW....G.F. |0 [22%./~.p.......2.0..* A} {S..~...32N...........8../~.b..zq.DK . W.h.6...... " W.....
...... E.....{m_7.7>75; Hooo v kw892 L2 g s W W l.ze...0.WW.o...o.........0.5.X.....N.=728.~vx}C.4

.$..K He z..\.Z.@&#.N..N.....0....

f...waz|._ .
Kl.om\.AL\

9J.k....ON.JuL.0..2P...{..+....

...<a..PTk....... b.>{.....

Chrome Cache Entry: 127

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: JSON data

Category: downloaded

Size (bytes): 223

Entropy (8bit):  4.8775982878451325

Encrypted: false

SSDEEP: 6:3RsJwouzsYB6A++sdLA21/3NTNRt5X516 TuvLMIKAN:K+F2Awx/3RxJ516 TuvLMoA

MD5: 8C167EEB3EAC953267AEOEC5BESC66C5

SHA1: BCC278900DEB513143AB68CD2A740AEA2FC857D5

SHA-256: 6F23B868B1FEA3844BBFODF38365B864F38B6F35E7DA5282F0B1FCCC85399182

SHA-512: FCEBEFE622571E27F277D08A987ED3022F6A31FE9B50D18423DC490AC2FA33A9D2382EDCFI5DDE0797CB6EDSCEDCEBEC7E781BE3DFD1E09A0F7BB6306E98
EB29

Malicious: false

Reputation: low
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URL:

Preview:

http:if https://www.virustotal.com/ui/urls/e351253f7259f2428dbc9434621cc4200e964eb194276749b87e482a40c7a860/related_comments?limit=5

{. ‘"data":[],. "meta":{. "count": 0. },. ‘"links": {. "self": "https://www.virustotal.com/ui/urls/e351253f7259f2428dbc9434621cc4200e964eb 194276

749b87e482a40c7a860/related_comments?limit=5". }.}

Chrome Cache Entry: 128

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1:
SHA-256:
SHA-512:

Malicious:
Reputation:
URL:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

gzip compressed data, max compression, original size modulo 2"32 37094

downloaded

11510

7.981175818284362

false

192:pyjlzUtK/ET+4YGmTr1DNgIEdddY2khO0o 1vwHy3Hi28e8ncBwiVHSX7k9it8UC5:cjlz2hY Gm0d60wH8B8cBPy X7k9q8Uilg
DECD5514A48C557459A1F8964FA6COFB

71B31698E118BB1DB0D827033E1C61547AFB29B4
D7582B31D7F8CEE369D208529A82F04A6DAD04398EA519C2F436968COEAB47B8

74A3E1A4CFF7FDOE30AA9B8FD28BI5FE4E9B863760AF487BF477F498778F5E5F7396918449C8A15CFD605F0B239F57BD73987AFD60CBC94EBD419EBASF2BOES

3
false
low

http://https://www.virustotal.com/gui/41289.7e661c98dc7ddcb82d27.js

........... IK{.F...+".1."+)S.Gg6>....... #. . HOD\..%...y.....)....'6....w..*b.(.(d\.N.E<....h../.9...X%..0l.....n\...w..l;.v..6 ;hh e yv.,..>..V.8..".b5/_.eR..h]xw7x..%7J7..U.;.
0k..tO....1}vO..(..0.8..v......[S_.E.\w..>. " {.RS..@:89.."..GG......N..zI>.N..q.."..LF.x.?9q.1>u{..}...c....zZK|<<..X3jz.9...a.......~{[..v{..1..7....7.NV.L.T...5- .a>]-.,.

y.N....?. j>..[..2qL.o..l..qlea..4.[7m.28& x2G.'OZ... .Y....UsSd.=.. .&#..a....... s..Nohoibu = <l<Q..l 2
e....U...A. MK *a.%.. Y. LyR.d9...,GOnZ.(~." <.......d." p.0.q..e.8.Ld.p....y. {..w.$.> A =0V \W..G.i.\914LY6.y.a.[....W

(. $.CforrSU o X ) G d K L. {.KC5.A}....P.Qb..B[.9...ak jB.p8Z.€..0..F1.3..W...j~i|.O.......S....v.....T3t..uw......Cl

Chrome Cache Entry: 129

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAT:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

gzip compressed data, max compression, original size modulo 2"32 9182

dropped

4104

7.948910842499831

false
96:5/0w4xzd8si6nn1QdZ5cR2INKITWEIiLLotVKekJZkTiybkuD25iP0:IsZnWmHEfTWEJtszJgRbfCic
BDC5A45E28B2FD2F352FD82A5619892C
846356F067ADBFOFE2B5D640E57DC4E7F9063AEB
BBB7F07353D10EBA66A6EEFAC5AB6CB7D8E3AA40555516C8E358CC35758C7004

N CLLLYZSW..M....UR..W
....... |.1Zg..._%>x.H"u.2.-,......Ga....

E675AEF317F892E6D761E80D3D5817C0D049A27D539913A21 E2EEECDAF4BAF5F76656417D7C0633F32875621F1B2C2C7478861914A18E649084C14EAFEDFEFS!

false
low

........... ZYs.8.~...t....K6*..N.ru.;.N..n_7DAb.......~...%."...8.9........0.0.x9I.|."

*J+x XYV \4... %.n08...OL.TOM®@........i.. .N\f....a.B....AZ.CL.Elka.A.j..DH.3Ypm....;~.
{$.JSC..).....W.Bi-W#-..1;...D.s.U...Y....PILy..... >.9.)....~.1.2Gd......Zx.|.1S[.*1..}.r.b....a
1.zl_wn.o...U.F"j..D.9.mD..P...H@q"%.....OK+..C.U\.u.\rC...t:.Y.pA. .7.t._E2.-.Z...82.....00..T.(>.R>{.0..+..6W+.~..

Chrome Cache Entry: 130

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1:
SHA-256:
SHA-512:

Malicious:
Reputation:

URL:

C:\Program Files\Google\Chrome\Application\chrome.exe

PNG image data, 48 x 48, 8-bit/color RGBA, non-interlaced

downloaded

2228

7.82817506159911

false

48:4/6MuQu6DY YECBDIBVzqawiHI10upgl8m7NCnagQJFknwD:4SabhtXgMHyCI8m7N0agéD
EF9941290C50CD3866E2BA6B793F010D
4736508C795667DCEA21F8D864233031223B7832
1B9EFB22C938500971AAC2B2130A475FA23684DD69E43103894968DF83145B8A

RoRu |Xeorr Eo7ohe 2.0 X A/<.G2...]....Y.V\G..|.C..y..0
Korot. 263, REY..%E....R@.u.Q..X.Kk06.0'l...t.9L. .y t...yto.EFd PLP.p.7.8yx80.X.\ .GL.\.7CL)1..y...

BT 1B VAL 21 H.2..<5"51 %, #.D.d..Z.
....2853..D&...5q".... k4.91k[C.d....0./5]..a.....| k.m..

t...'q"0<|...E<4.~C.\k.F
19.cZ.GF.$..Z[1}..V:...C

A0C69C70117C5713CAF8B12F3B6ESBBBICDAF72768E5DBIDB5831A3C37541B87613C6B020DD2F9B8760064A8C7337F175E7234BFE776 EEESE3588DC5662419(

9
false
low

http://https://www.gstatic.com/recaptcha/api2/logo_48.png
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Preview: PNG........ IHDR...0...0....W......gAMA......a.... cHRM..z&..............
.0.L.i.l.1fl..4..ujL&6$
.).A}D.f.3.V....0..
s..5..$".X9.....Ex.=.u."i

j.@.. . J.E?./]..2p.W..H..d5% WA+
(SN @ 1.$.%.2
2k 1.dd.V....m.y5./4]..Gp.V....

JoeiBren 5 8V YT JMLK (.

Chrome Cache Entry: 131

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: gzip compressed data, max compression, original size modulo 232 266372
Category: dropped

Size (bytes): 80388

Entropy (8bit): 7.983153023051787

Encrypted: false

SSDEEP: 1536:QziMvjJFUT9CBZxYYgCF16pMSKy8YuCmDV8vuHCuaA:eHJFuTaHFAMKUDGVtA

MDS5: 35A46116980C974751122A331D47FD84

SHA1: CD6E9014E38596C681641A27706124B5B69F86FC

SHA-256: CCAB92B9BFA43457F743CD83E454BCC63A768DEB352FBAD2D06D718EB2815A66

SHA-512: AA4F484D3CA65525D5613243797D7E025E552DBD4E68BD9887D88D32FC6928C13DD7A47E8F97C77436924478D451445FA121D1BC1958A0BA94A2A0515934504¢

Malicious: false

Reputation: low

Preview: e WQU9.C814.E2C.. <> KL iy~ ].@) #...VO P = W () B— {y{.....0..9.7n. {.. W[.z..z=...: JJotNLLGLtag.dk P
138.>.5.2.. .t U NES. W Zee .99 e A X MNP ZW. o GUF |0 [228/~ .o 2D 2L S .82 .81/~ 0.2 DK WLHLB. W
...... E.....{m_7.7>75; +Hoo kw892 L2 g s W .z.e...0.WW.o....o..........0.5.X......N..=.?8.~vx}C.4
..@#.\Vy.=f..waz|._.. ..nz...K.5.U..8Sek.{.c.P._2EYs//.(>.[ _. .u.g=2.% LHe z...\.Z.@&"#.N.N....o.........<a..PTk........ b.>{.....
gJ.k....ON.Jul.0..2P...{..+...£.Z/O... }.O.W....FK[.d.7.2.\..2.*7&..K..VtH........_0...<........&..coo~.KLOMVALN,

Chrome Cache Entry: 132

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: gzip compressed data, max compression, original size modulo 2"32 14932

Category: dropped

Size (bytes): 5836

Entropy (8bit):  7.9646126879254755

Encrypted: false

SSDEEP: 96:QO5lJOXEPbKE27juQqGfpdnSPyE/O3hrM53y5VEjgAdBfUPK1dIit76YWe:TIJ4IX+QJznSd/OX8gmBfJdIWke

MD5: 3FA432B49F76A51CA1624F5C85830760

SHAT: DBOE8DA86CA542A3ECE88F151688BA03F6FBBB06

SHA-256: B33F28882236EE1A0C843FE71307DC14603CCAOE2B5E9EB221EA4C4FB1CF1211

SHA-512: F4BD8CE50B555187B86ADBDE48A2D4D7750145F6C6A54BB4A126CC56CFDFC901BE963CCC59F202D62F9DBY02F224ACA762700DF7CDA863998CCFDF3DB54F
9DC

Malicious: false

Reputation: low

Preview: .. [W.Hr~....X..2...v.%..DVh.h..@..4%1 . {.......L.g-.Joo-foo.[-(cornre.Crrees t<. D0 &Q.Y. X} YOV. sl N DG L 8.0 G fAH. . 2 U+ SO X
Oy o> 1.Qu LK)/ W-6."1..r.d. V.p........4... 9P ... " n.u...ga.}..Q.\z.d..2..Ey.b0..e<..5 U.".@W. .$t2... Z..,..cco.. oo W.9.. Z. {1 V.W.GS..Y ... €
1=.K8<..;..X.0. Xerroon. (.= &LFL.);gW...pece L Eoy L B oMb n AL MUP.. e 1.8 U(S...... [ Z=...E..y|....2.....P 8.L/X.....7 ..b..}$.9aKw . JS......L...7..

o iFon4a. W@..." . .RF.u.../.5d...{Qw .E~...e.b..Rn5L..4.p.ym.H}.V..X.....U.-Y...g...?DSy....B>.(

.B.S..H{.S...Zq..IC....$..8....0M...Jg...O0y6.c...8pq..H...; !
..... bz ALy} {2 QWY LML W YQL W 2. Py l..... ... 34/bM > C.. "R+ WZ..ak..q+ 6.

Chrome Cache Entry: 133

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text, with very long lines (2343)

Category: downloaded

Size (bytes): 52916

Entropy (8bit):  5.51283890397623

Encrypted: false

SSDEEP: 768:0HzaMKHBCwsZtisP5XqYofL+qviHOITjdNoVJDe6VyKaqgYUDOZTTE8yVfZsk:caMKH125hYiM80O9dNoVJ3N48yVL

MD5: 575B5480531DA4D14E7453E2016FEOBC

SHAT: E5C5F3134FE29E60B591C87EA85951FOAEA3GEET

SHA-256: DE36E50194320A7D3EF1ACE9BD34A875A8BD458B253C061979DD628EIBF49AFD

SHA-512: 174E48F4FB2A7E7AOBE1E16564F9ED2D0BBCC8B4AF18CB89AD49CF42B1C3894C8F8E29CE673BC5D9BC8552F88D1D47294EE0E216402566A3F446F04ACA248~
7A

Malicious: false

Reputation: low

URL: http://https://www.google-analytics.com/analytics.js
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Preview:

(function(){/*.. Copyright The Closure Library Authors.. SPDX-License-Identifier: Apache-2.0.*/.var n=this||self,p=function(a,b){a=a.split(".");var c=n;a[0]in c||"undefin
ed"==typeof c.execScript||c.execScript("var "+a[0]);for(var d;a.length&&(d=a.shift());)a.length||void 0===b?c=c[d]&&c[d]!==0bject.prototype[d] ?c[d]:c[d]={}:c[d]=b};function
q(){for(var a=r,b={},c=0;c<a.length;++c)b[a[c]]=c;return b}function u(){var a="ABCDEFGHIJKLMNOPQRSTUVWXYZ";a+=a.toLowerCase()+"0123456789-_";return
a+"."}var r,v;.function aa(a){function b(k){for(;d<a.length;){var m=a.charAt(d++),l=v[m];if(nulll=l)return L;if(!/*[\s\xa0]*$/.test(m))throw Error("Unknown base64 encoding at
char: "+m);}return Kjr=r{|u();v=v||q();for(var c="",d=0;;){var e=b(-1),f=b(0),h=b(64),9=b(64);if(64===9&&-1===e)return c;c+=String.fromCharCode(e<<2|f>>4);64!=h&&(c
+=String.fromCharCode(f<<4&240|h>>2),64!=9&&(c+=String.fromCharCode(h<<6&192|g)))}};var w={},y=function(a){w.TAGGING=w.TAGGING||[];w.TAGGING[a]=!0};var
ba=Array.isArray,c

Chrome Cache Entry: 134

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAT:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

gzip compressed data, max compression, original size modulo 232 12401

dropped

3646

7.943458129876683

false

96:fVDpZ5mViBRh1Bz8dmGXNjnK1fDxd8sIrW:R0g/FG5K17YsIrW
A30F8DB830D2C28A5033926E5F57E7EC
009D90FB8BD8A11D8FA3373595FFAF62A7EE0750
856173A59182C4B5E1E56066D0CFF67DD2B106B154E4A95160EBDE5S4690DC119

8F9D154BADADE605D3D1505CFF91C442C187781ED157B4A5458E60157056472EFA57550A24E8ADFOCB589F80B39537E0B0D24DFDCA19B1FD7672D69E384B47¢
E

false
low

........... ZKko....._A..A".-.Y2.5.56..y.E]..4k..#)....s98.%Yr.5v..AL..s......H.m. L.N.F...a$..n..4.m6..ulX.....a......j..10..T8g.........7_J/.c.....B<60..u.+.#.G....G.G...4...Z...
...... r..e6[..%.X"H.l....a..0YL.r1>M....s.P.v6.7.2.w..h.@..2ZW..7. "G k.e>|jC.|.~.&.....A..8|..3..#.
..Hc..@W.N{.Il...AD".X....wr-]..d. .?ai0O....A..G 9.lALLCLDLLI 0. bl.y).[.q@....-F..;....4.|P.F. ... .&E#4..Vogk.X E?.).F..".._.4.Y.0S.f3....R+W7......
8.X.. ..8.K}..H..02...cc.3..6.Is...H1#...2lla.X..4....T..0..a.1...uj . 5./b.v.;7Fe..L.@.f3vIK#.d.VAM....@[+.R..x..7.6....

e @+..cQ.l+g M LY7o L (2L ALL L 0.gp ) VXA zpaA Qs S..b...8p. J...sX....q

Chrome Cache Entry: 135 E

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAT:
SHA-256:
SHA-512:

Malicious:
Reputation:
URL:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

Web Open Font Format (Version 2), TrueType, length 21324, version 1.0

downloaded

21324

7.991052983575686

true
384:eZBf10hSB1nBGAKqTZzHO0CBa4|Oy+0ucFaZ9xiSXDFFXztOpd0jF2RZZY:kBf10016qTZACBaZ2cMZ9xiSDFvAdOjR
1435F3CFD01BFOF3C24B8983E6780DB0

439AB7FFA6F9D5B654710691D8736EEDF2B6E892
8CD3F9F312E86BADE2E77EB25C28EBA805707909441D49E29288944677CE6D47

DDEDO0517B2C8F6C6EA045BA87F3AE870DF63843291C3E2219E7BDEB4E33BAF360B5FDB6065F0566FD1C79253105574EE4CA8CB13A11F7E6A51BF20EACF031E
5B

false
low
http://https://fonts.gstatic.com/s/googlesans/v61/4Ua_rENHsxJIGDuGo10IIJfC6l_24rICK1Yo_lgcsih3SAyH6cAwhX9RFD48TE6300YKtrwElJlIpyk.woff2

WOF2......SLo $oRee 6.4 ?STATX. oo (288 A KeSl T Vv ]g.b.8.1..d.$2. W..VU. ... PE.JX gh....q.d.n." N.D.-....U<W.......U-
P Qe {{@ VS Wt X)X o (o #QWN..Gi_[JOM23..o FE V.. Qe *FalE..YJD'....}...<[UT..J..R*5.C+(.D.q....c][X)...$.....&T..*.....mg.

GV UL Lo Lo HoO . P #78.. T4 7}g. 5. D =Y L RISE.<E.J.X.9....it.C....1.G.g..0].......... ] 70. 8 #L O<L U} 0. VHAZ.. /)., Xa%9
_pl9B}...)...NO...a" N.+ZX......0..R.[9.%J.(k0.r. k.0.g5.M..A.)..BD..W..Wb..../~.... """ .G\M.V......AV..%+p... W../G...2r...f...

Chrome Cache Entry: 136

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1:
SHA-256:
SHA-512:

Malicious:

C:\Program Files\Google\Chrome\Application\chrome.exe

gzip compressed data, max compression, original size modulo 2/32 17898

dropped

3839

7.950616403853049

false
96:P1to/LW64ez71Q+mKwYCX5gWs+muVB+cPKIWVPY:P1C5h71QZKwY6jsxeBIY
813BAE2828FDODED4425C08BC988EABA
90C8170923DE72D44B5723CBE57E90C7F2B1B883
186FFEBBC68EEF10CCD821EC9ED6BI2EE46B93E3D3C57BDADIE098A78CAT1A139
7BBC77B436861267D4212067E6C3FA9380A4513467BD569A81E811B79DCEEBF7F97B77F2AF8BA4C8211ABC07FCBIF2F4EC3D749410953913AB4FBCB144C6872

false
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Reputation:

Preview:

u\..#.%....u.w]..}.9tL#....
$.n;..6..7....ID..".2"S...2."I....V.D$&...L.......... ....h_zC*.b.-..._R.OY"9 .".G'L.\./....".e.%,.yl. 4....<....F.8..,.
*nk..r L EplSabeu S LR HP L Z (L )< &) S8K L X29.fB2a C.zW.....x?.. X.-. X.A..=. Al ag..tfe.8y/d.." A$.\r.r........ 6.
.G..p...R.M.n.m.y#9.\g...L..7.T.&E. .AD-."..0.~. ... s\Q...3.2".h%A. . xx1.$...}j.. #KD\.6...K.]=B..i..7,/..v5sy.@......R......t.q....|
.LR.K.X.L.. b.5fa.i...B.32..<j........J....aW4.*A,.@....R.\OtC..L....,5..gi....p.-x.h..V........

j)..m.’.

Chrome Cache Entry: 137

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAT1:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines (7711)

dropped

288167

5.612969259611343

false

6144:JLan+yZmzRszjrgBB9Tch2+4jceNVewOuOpUDSVh:VxumzRviO9pUDg
10AB18B60BE62C8E04E0011AB4444A83
2508105BDOD8A6BD6E271799D3B69C82BAESBF4D
23E4561C8FBB78AB910E92CBE4063A57EACE773E5C9A3EF06AF6F3B666538E0E

FCE5F1DF3F0592806605574C60B97742C5F339C40D080CDB84684487344D7FO00EFFF1B29C1ED943BBBFAE25604B44D4C1CBO5SED1FAB6B4A2BB8CEC76CF31F(
D8

false
low

./l Copyright 2012 Google Inc. All rights reserved.. .(function(){..var data = {."resource": {. "version":"2",. . "macros":[{"function":"__e"},{"function":"__c","vtp_value":""},
{"function":"__c","vtp_value™:0}],. "tags":[{"function":"__ogt_dma","priority":10,"vtp_delegationMode":"ON","vtp_dmaDefault":"DENIED","tag_id":8},{"function":"__ogt_1p_d

ata_v2","priority":10,"vtp_isAutoEnabled":true,"vtp_autoCollectExclusionSelectors":["list",["map","exclusionSelector",""]],"vtp_isEnabled":true,"vtp_city Type'
CSS_SELECTOR","vtp_manualEmailEnabled":false,"vtp_firstNameType":"CSS_SELECTOR","vtp_countryType":"CSS_SELECTOR","vtp_cityValue":"","vtp_ema
iIType":"CSS_SELECTOR","vtp_regionType":"CSS_SELECTOR","vtp_autoEmailEnabled":true,"vtp_postalCodeValue":"","vtp_lastNameValue":"","vtp_phoneType":"CS
S_SELECTOR","vtp_phoneValue":"","vtp_streetType":"CSS_SELECTOR","vtp_autoPhoneEnabled":false,"vtp_postalCodeType":"CSS_SELECTOR","vtp_emailValue":"","
vtp_firstNameValue":"","vtp_streetValue":"","vtp_|

Chrome Cache Entry: 138

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAT:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

JSON data

dropped

181

4.328146837827697

false

3:TDFFFOKBoJEV5hPKZHFFFizXO8HOAWRRKPFzA5KIAFVTCWI1 ASHFNhBUIIAN:TD/uaoBZAbO8HVWRRe3ePiINXUwAn
478EBD50127DA8FF67F45FF32B1FADCY

1AD153784C05C6BE30B95D8835CEDDID5183FFA8
EE402D01A943841EAFC309DF31EA958A981844B5C7A4A833164A22036B624C42

B1EA3400186FCFE43A9DFFCA955A13A0ESDF6COA77EAE47129447F1FB9110B618B786969ABADF975D3AE36A3CB4B19F1CD1483232F3024F3BA5B10BC902D10
18

false
low

{. "error":{. "code": "RecaptchaRequiredError",. "message": "Please re-send request with a valid reCAPTCHA response in the \"x-recaptcha-response\" head
er. }}

Chrome Cache Entry: 139

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1:
SHA-256:
SHA-512:
Malicious:
Reputation:

URL:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines (65536), with no line terminators

downloaded

78840

6.022413301778022

false

1536:0fGNbFoZJSUYOOaLnAW8+IcTOllbuhXwW4nxM:mGRFauOxLA/+IcTOjX/
0CA290F7801B0434CFE66A0F300A324C
0891B431E5F2671A211DDD8F03ACF1D07792F076
0C613DC5F9E10DFF735C7A102433381C97B89C4A26CE26C78DIFFAD1ADDDC528
AF70C75F30B08D731042C45091681B55E398EABE6D96189BCI935CE25584A57240C678FF44C0C0428F93BF1F6A504E0558BC63F233D66D1BIASB477BA1EF1533
false

low

http:/f https://www.gstatic.com/recaptcha/releases/xds0rzGrktR88uEZ2JUvdgOY/styles__ltr.css
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Preview:

.goog-inline-block{position:relative;display:-moz-inline-box;display:inline-block}* html .goog-inline-block{display:inline}*:first-child+html .goog-inline-block{display:inline}.rec
aptcha-checkbox{border:none;font-size:1px;height:28px;margin:4px;width:28px;overflow:visible;outline:0;vertical-align:text-bottom}.recaptcha-checkbox-border{-webkit-
border-radius:2px;-moz-border-radius:2px;border-radius:2px;background-color:#fff;border:2px solid #c1c1c1;font-size:1px;height:24px;position:absolute;width:24px;z-in
dex:1}.recaptcha-checkbox-borderAnimation{background-image:url(data:image/png;base64,iVBORWOKGgoAAAANSUhEUgAAAFQAAANICAY AAABZIBIBAAAAIGNIUKO
AAHomAACAhAAA+gAAAIDoAABTMAAABMAAADGYAAAXcIy6UTWAAAAGYktHRAD/AP8A/6CIpSMAAHQISURBVHja7Z15fF TI9f/fd9ZMIn1PgCyEXSSRNYKCgAu
ilipuVSuudavV1tg6W/WrtnWrrZbWDZUqUqUoColEQhBI2JesELKvMIMTWe7c3x83d5xAlkky8fva2ftsvfKC19znOWfuZ571POc5B1SoUKFChQoVKISoUKFChQoVKISoU
KFChQoVKISoUKFChQoVKISoUKFChQoVKISoUKFChQoVKISoUKHifwGCRqgsTNFrdj6VPq9XqtNof T9+wvutQyEyad8t9laPPntFUd

Chrome Cache Entry: 140

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAT:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines (1750), with no line terminators

dropped

1750

5.8853951058236

false

48:VKEAhixKo75X120vtUjPKtXsDXx/gS1aiRLrwUnG:fAQgMI5czZv5suG
4A586E5D61B6B778B179BC0843BF3798
8D3D9B942CD78FE69B1D661DIASBIBI4E426A385
DEE6DD792D9ACFAA6745811E5F094FB2B215E6820793F973EB8B864CDEECBE43

89EE6990CF67CB97BE036C97705544B529C0EB0944F480A758F68577C2F657BF81E9AB3DA4EE9EBA4D60CD4EA992FBEAGDOCAEA2544D2492F376524EF25E062
4

false
low

/* PLEASE DO NOT COPY AND PASTE THIS CODE. */(function(){var w=window,C="___grecaptcha_cfg',cfg=w[C]=w[C]||{},N="grecaptcha’;var gr=w[N]=w[N]||{};gr.r
eady=gr.ready||function(f){(cfg['fns']=cfg['fns"]|[]).push(f);};w['__recaptcha_api']='https://www.recaptcha.net/recaptcha/api2/';(cfg['render']=cfg['render’]||[]).push(‘explicit’)
;w['__google_recaptcha_client]=true;var d=document,po=d.createElement('script’);po.type="text/javascript';po.async=true; po.charset='utf-8"var v=w.navigator,m
=d.createElement('meta’);m.httpEquiv="origin-trial';m.content="A7uxtj3+hJmOcZFooF TOPs276 PuOqGnM1jfoPbFvxWp73VC60LnYGzayHVvcFeEiFOqrwy7fQAL+g
GVXU+f9IQcAAACTeyJveminaW4iOiJodHRwczovL 3J1Y2FwdGNoYS5uZXQ6NDQzliwiZmVhdHVyZSI61kRpc2FibGVUaGlyZFBhecnR5U3RvemFnZVBhenRpdGlvbmiuZzl
iLCJleHBpcnkiOjJE3NDIzZNDIzOTksImlzU3ViZG9tYWluljpOcnVILCJpc1RoaXJkUGFydHKIOnRydWV9';if(v&&v.cookieDeprecationLabel){v.cookieDeprecationLabel.
getValue().then(function(l){if(I!=="treatment_1.1'&&l!=="treatment_1.2'&&I!=="control_1.1'){d.head.p

Chrome Cache Entry: 141

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAT:
SHA-256:
SHA-512:

Malicious:
Reputation:
URL:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

PNG image data, 192 x 192, 8-bit/color RGBA, non-interlaced

downloaded

8764

7.944825415489751

false
192:8MWksO8NCI+7A2ZIWbvIXw/e0e/igOERIi/pKFVG+tfGBZzLdnmmv:PWksTNtA2hbdkw8/pKFU-+t+BR5nmmv
D834C97492CF87524B1FFA201AE05BBB

0915C22AC8353C9423DCFCC61E7071D49F4C0C08
1614E807C8DF7665D0BDF4BF47099C45A94FC27EC69BIDES3C081B7A92929D65

95CE816D69CCEC15AC381B23D8DDB0891A2DCIF6943DC66CA75038733A26932706DD8206A00CEBCA8BCB8B2956124B146A2F8DF44918A5DF584E1B623B85075
A

false
low
http://https://www.virustotal.com/gui/images/manifest/icon-192x192.png

PNG.......IHDRueoorrooeo. Rl IDATX oo Ueeee e WoreoHo G UL ML L) L LG WL 5 WS <~ MMMAY...6.10A....... %303 =G 4. W..G=...
8 @.2.3.£.0..@...]V.L..@... 4. ... 6K~ .X.F.U.K... NWyIm..c...65.......U.Kmp..W.8L;. f&........ j."....r.32.8eL.b.BFR.ME....0......0.3.T.1&D.
oo Fenii Qe IS WU o PPV 980095 D. P2 Mo OL 2T Mo e LUK Z.C).7.).. X /CV...nM..&.6.#]2{.319...

@0 L %N W...5Q.$.j:0.C.4E.gO.W.0st#*hO<. ].y.*;.dD.) £.t=*7K...iC.....a.. XJ......}..da...C..&.D.(r..CgW....0Y.<.[....;Xh..23.v.)..C. ..5..v.
0..QW.S$......Cl.S. Fr.M..@....m.T.. fab.T.Gg$.tf...=.).<@...U$.3.0T..|..} L@e.P.qc..l7...U...I..C...|..7.GB

.8 VoW,

Chrome Cache Entry: 142

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1:
SHA-256:

C:\Program Files\Google\Chrome\Application\chrome.exe

gzip compressed data, max compression, original size modulo 232 221

downloaded

200

6.841014064623295

false

6:XtgDe7vzgnoDf20BZm/6EIIKTOUgo+F8RI:XSA2gs/6EIICLo8RI
751911295BFFBFE07B94E21C19D23E50
CB4BBFB5C73B6A38FDC2DE7E55D32AD984D0106A
413AC989E713AF6DF5BF755FF4063A782E139E0C8B666836508DCD4C03370EAT
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SHA-512: 92F3AF4802BB5F6F208A7F8B68E3BE742231C68CC5DF207D3B6BCOCFC335DF202CEE4C04AE11C74B10ECBCF5B7AAB43C7251DC5E0713F85C30D986DCEACB

CC6
Malicious: false
Reputation: low
URL: http://https://www.virustotal.com/gui/images/favicon.svg
Preview: el 0w~ UL TPR)(.VJRLJLLDLNLLG. [ Vafz k... {7<.Z...1..|\...Q..3.8....dDPJ...j.z..9...Z_...B3.a. A+<..R@.."....5......E.n[0Y..($.H.+}. JUN..[|......k?....

Chrome Cache Entry: 143

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text, with very long lines (724)

Category: dropped

Size (bytes): 551834

Entropy (8bit): 5.646059185430787

Encrypted: false

SSDEEP: 6144:ytxIUYTteVvsOE8gSdoxS4MLYw1tZnAzsz119VBojCdzNDC2vPpD:ybYTZMgGopkAzsz1ciEU2d

MD5: 33AFF52B82A1DF246136E75500D093220

SHA1: 4675754451AF81F996EAB925923C31EF5115A9F4

SHA-256: B5EBEC5D4DCC080657DEB2D004F65D974BF4AECOE9AASD621E10749182FFF8731

SHA-512: 2E1BAAE95052737BDB3613A6165589643516A1F4811D19C2F037D426265AA5ADF3C70334C1106B1BOEEF779244389F0D7C8C52B4CD55FCE9BAB2E4FCB064272
Malicious: false

Reputation: low

Preview: (function(){/*.. Copyright The Closure Library Authors.. SPDX-License-Identifier: Apache-2.0.*/./*.. Copyright 2005, 2007 Bob Ippolito. All Rights Reserved.. Copyright The

Closure Library Authors.. SPDX-License-Identifier: MIT.*/./*.. Copyright Google LLC. SPDX-License-Identifier: Apache-2.0.*/./*. Copyright The Closure Library Authors..
SPDX-License-Identifier: Apache-2.0.*/.var z=function(){return[function(v,p,K,u, W,n){if(!((v>>2&(n=[6,"Unknown format requested type for int64",9],n[0])||'U[22](11,this.U
(),p)&&this.dispatchEvent("enter")&&this.isEnabled()&&R[23](n[2],this,2) &&R[3](n[0],2,!0,this) ,v-1)<20&&(v>>18&7)>=4&&(u=new vf, W=R[41](1,p,u,kV,K==p?K:P[8](37 K
),5)),v<<1&11))throw Error(n[1]);return W},function(v,p,K,u,W){return((W=[17,7,46],v)<<2&W/[1]||(p=function(n){return K.call(p.src,p.listener,n)},K=UJ,u=p),(v-1]12)<v&&(v-
9(59)>=v)&&(u=M[W[2]](15,p)&&!M[W[2]](13,."iPod") && M[W[2]](W[0],K)),((v|8)&W[1])==1&&(u=p.Y ?p.Y:p.I?"application/x-protobuffer":""),u},function(v,p,K,u,W){retu

Chrome Cache Entry: 144

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: gzip compressed data, max compression, original size modulo 2"32 69248
Category: dropped

Size (bytes): 20538

Entropy (8bit):  7.989499051256352

Encrypted: false
SSDEEP: 384:lwMnATgKhTkjw3atHznZOWn8gEuYDP3ag2CjPep2KCIAEG/Id:IwMnAnhIBznZOWnKj30Cjm09B
MD5: 6578757D6AA901C2FFDO8FFC3173216A
SHAT: AF796FF91EF402A4F000E455CBB928EA58784B3C
SHA-256: C6E035EB71B74B746506711528578D391F2D600ASBAFEBB8DD02B65C22FD6E3F
SHA-512: 3205452059EA98F784FE64771CFAC43B57ADF5411079A7E8406A406C222B0C3ADIAABDFOB07AAC21B634386602AFC8C57CDCDD61F18E6504331001D1384F7AC
Malicious: false
Reputation: low
Preview: ...
{~. #

(.gyX.p...0.x.M1.74.tX*p....W.v..v>,. Q..<.P..q..e.04.T.p>."., /.4 "x./flLv..
X*...<JdgY.<[.\;R..D.. .G...-.WL. AAX...e\.4...h\D.+.hl..h;Y 'm'.}3<.}.%../uY./LE...nv.ewl E.V.Lm-" <.
[yv.+.M"O..0...a.&Ew..y....<.E3 Y6+.......1q.}..{€..%.Q..ZUNEBtf."....g..E5..LB.$..4.'UdT x..W$.d.U../.../.2...5..n...

Chrome Cache Entry: 145

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text, with very long lines (18030)

Category: downloaded

Size (bytes): 18650

Entropy (8bit):  5.648575961776466

Encrypted: false

SSDEEP: 384:jA1TuuRF74alOsJZcnBweep0cVj1dAHKx50k9SvatinaeoHEI030:joauRuOWZcbwcekjfQwIcamaeCC9

MD5: 52C5C97B26CBA07F7E59A5BA8CEG0A3D

SHAT: 056ADB56291967583E49FC3FBD208AFF219DB2AC

SHA-256: E4787600B270542A00AB98B4E30E9373FB5DD1215CC2DDB17057D191B426B37A

SHA-512: 08FE8755BF5042E83046B26624A4C8BC90CB85AA2BB5539C2C2C7E856590EFFB4FDF7E9768B884E9C15988DE705B4C809E708F34D9CCCA982BFEICAF58AAEE
5F

Malicious: false
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Reputation:
URL:

Preview:

low
http:/f https://www.google.com/js/bg/5Hh2ALJwVCo0Ag5i04w6Tc_td0SFcewt2xcFfRkbQms3o.js

/* Anti-spam. Want to say hello? Contact (base64) Ym90Z3VhcmQtY29udGFjdEBnb29nbGUuUY29t */ (function(){var u=this||self,d=function(c){return c},A=function(c,T){i
f((T=(c=null,u).trustedTypes,!T)||!T.createPolicy)return c;try{c=T.createPolicy("bg",{createHTML:d,createScript:d,createScriptURL:d})}catch(Y){u.console&&u.cons
ole.error(Y.message)}return c};(0,eval)(function(c, T){return(T=A())&&c.eval(T.createScript("1"))===1?function(Y){return T.createScript(Y)}:function(Y){return""+Y}}(u)(Arr
ay(Math.random()*7824|0).join("\n")+['(function(){/*',.",.' Copyright Google LLC',." SPDX-License-Identifier: Apache-2.0',."/,.'var uT=function(Y,c,T,d){return O(c,(M(c,
(Yd(T,((d=0O(c,498),c.A)&&d<c.T?(M(c,493,c.T),Tx(Y,c)):M(c,493,Y),c)),493),d),511))},R=function(Y,c){c.C.splice(0,0,Y)},D=this||self B=function(Y,c,T,d,A,S,v,k,u,Q,,N,P
V){if(A=0(c,493),A>=c.T)throw[w,31];for(k=(l=(u=(P=0,c.kc.length),Y),A);1>0;)N=k>>3,V=c.A[N],d=k%8,S=8-(d|0),S=S<I?S:I, T&&(v=k,Q=c,Q.g=v>>6&&(Q.g=v>
>6,v=0(Q,116),Q.hz=d

Chrome Cache Entry: 146

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAT1:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines (7711)

dropped

283961

5.611178832554718

false

6144:JLan+yZmzRszjrgBB9Tch2+4jqeNVewOu0pUDSVh:VxumzRvdO9pUDg
F3414BFEFDECE368EC05949336373F3F
1DD4311196AD5F1AEE7D156BE22DF1674ADDF6F5
83B254DA35ADICABBAA707D4897862DE0471009BADA0098C8326A673347ADBAD

0E3D8931E6BB495B4764B0OAEOSF3ESEDGE658B166C8C181ACAAASF2362A41E1AF9DF542F60C0E97F3F27387007D3EFO0B02DC63E67E171EC2E953332DCO60EA!
3

false

low

. "macros":[{"function":"__e"},{"function":"__c","vtp_value"

ON","vtp_dmaDefault":"DENIED","tag_id":8},{"function":"__ogt_1p_d
ata_v2","priority":10,"vtp_isAutoEnabled":true,"vtp_autoCollectExclusionSelectors":["list",["map","exclusionSelector",""]],"vtp_isEnabled":true,"vtp_city Type'
CSS_SELECTOR","vtp_manualEmailEnabled":false,"vtp_firstNameType":"CSS_SELECTOR","vtp_countryType":"CSS_SELECTOR","vtp_cityValue":"","vtp_ema
iIType":"CSS_SELECTOR","vtp_regionType":"CSS_SELECTOR","vtp_autoEmailEnabled":true,"vtp_postalCodeValue":"","vtp_lastNameValue":"","vtp_phoneType":"CS
S_SELECTOR","vtp_phoneValue":"","vtp_streetType":"CSS_SELECTOR","vtp_autoPhoneEnabled":false,"vtp_postalCodeType":"CSS_SELECTOR","vtp_emailValue":"","
vtp_firstNameValue' vip_streetValue":"","vtp_|

./l Copyright 2012 Google Inc. All rights reserved.. .(function(){..var data = {."resource": {. "version
{"function":"__c","vtp_value":0}],. "tags":[{"function":"__ogt_dma","priority":10,"vtp_delegationMode"

Chrome Cache Entry: 147

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAT:
SHA-256:
SHA-512:

Malicious:
Reputation:
URL:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines (1212)

downloaded

359366

5.549209156154755

false
6144:vUI+ZD0zC5CzD4bU2bUZT8zu1NOu3VKDInZRRu/tGghyXV8AXvPh+zaohh:hZzJ2tGecyXV80OvC{7
6986FB735FDCE62D18DAF8BAOSE17B6D

6EB769D93846C4FAOFEEF2F3D7726C5D63797398
89237639FFFDFBB3F05FE2FEF2F70F484F583CD97279882A18DCA1C95A6A501A

A42E682FCFB34AB54229B81BCD1611B467A588EC5349938B1EF881D1DC6307DD98F755E99A1EE1E264BC0D556578E156FAC1697C87946CF0736E813B0D6DODI
D

false
low
http://https://www.gstatic.com/dialogflow-console/fast/df-messenger/prod/v1/df-messenger.js

/**.Copyright 2024 Google LLC.This Software is made available under Section 3 of the General Service Terms of the Google Cloud Platform Service Specific Terms at
https://cloud.google.com/terms/service-terms, except that Customer may additionally embed and/or distribute this Software to Customer End Users in connection with
Customer Applications integrating with the Dialogflow Service..*/'use strict';var DF_M;function DF_Maa(a){var b=0;return function(){return b<a.length?{done:!1,value:
a[b++]}:{done:!0}}}var DF_Mba=typeof Object.defineProperties=="function"?Object.defineProperty:function(a,b,c){if(a==Array.prototype||a==Object.prototype)return
a;a[b]=c.value;return a};.function DF_Mca(a){a=["object"==typeof globalThis&&globalThis,a,"object"==typeof window&&window,"object"==typeof self&&self,"object"=
=typeof global&&globall;for(var b=0;b<a.length;++b){var c=a[b];if(c&&c.Math==Math)return c}throw Error("Cannot find global object");}var DF_Ma=DF_Mca(this);.function
DF_Mb(a,b){if(b)a:{var ¢

Chrome Cache Entry: 148

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:

C:\Program Files\Google\Chrome\Application\chrome.exe

gzip compressed data, max compression, original size modulo 232 19651
downloaded

6674

7.970311064437511

false

96:FhfzDpURIkuXIGQqVG90JgM6tct7RYga3oK1W4+JuQQkqGWhdcGXB85KITC:F5CIkuXIEVGquMemRY930BDR8PTXXTC

Copyright Joe Security LLC 2024 Page 24 of 55



MD5:
SHAT:
SHA-256:
SHA-512:
Malicious:
Reputation:
URL:

Preview:

59746E4D13F46D3428FAB5A57CB87AAB

36335AF94E8289EEE5D882483D2B7B47AD4EF30B

1401D2B5E8C972FFCC1C0E45639FA4070288EFC4FAFE4175F8C1370633C70A7A
680D68014C93F68B04CE8FF38F5A32E97202D66AA7E057831598F5D83009C23B18038912BCD91A05F081B304C8B8F440046E648EF66E91256D23DC6514A2FE74
false

low

http://https://www.virustotal.com/gui/29990.adbdd6925{7fce 145654.js

o8OV TN E& BN SH0..G B Y (4.9 Lo MB].BVleccc o Vo8> b DM QVL B KL 4> Y L K?Y.PLAN .
.MvS.CJK3..NI3..Q.....7.{?..eM4...}.. [ $.Nr.An. w.......0,36W.. .S.y1}g.s.....h...G..-3.VCC.1.%..)... 2K..a..%.4..6?..C\Ub,..c.",..n...L...7.y..ild.....60........F...7g....8.3x.€3
7A}.4.0eS.[Berecennnn. Mb......yk t'p."M.P K..b.K........Y.GEOW.€A.......... @P.&E.82.p. H3..(..LY.$..y......|.~S.Y....1Zh...p.m.e.k?g.e]."Ng.m.p."..YT.4..) .h
Jooo Mo QG SHEE WL AZ 1) T MU X VA %] S.$.KQW.>Q.....A.*. \DB....pZ-}3. W_.fv.....M...M.iZ..\9+.B.CLxD-..E.N?..~..8"

Chrome Cache Entry: 149

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAT:
SHA-256:
SHA-512:

Malicious:
Reputation:
URL:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines (7711)

downloaded

283961

5.611178832554718

false

6144:JLan+yZmzRszjrgBB9Tch2+4jqeNVewOuOpUDSVh:VxumzRvdO9pUDg
F3414BFEFDECE368EC05949336373F3F
1DD4311196AD5F1AEE7D156BE22DF1674ADDF6F5
83B254DA35AD9CABBAA707D4897862DE0471009BADA0098C8326A673347ADBAD

0E3D8931E6BB495B4764B0OAEO5SF3ESEDGE658B166C8C181ACAAASF2362A41E1AFIDF542F60C0E97F3F27387007D3EFO0B02DC63E67E171EC2E953332DCO60EA!
3

false
low

http://https://www.googletagmanager.com/gtag/js?id=G-BLNDV9X2JR&I=datalL ayer&cx=c

(function(){..var data = {."resource": {. "version" macros":[{"function":"__e"},{"function":"__c","vtp_value":""},

./l Copyright 2012 Google Inc. All rights reserved
{"function":"__c","vtp_value™:0}],. "tags":[{"function™:"__ogt_dma","priority":10,"vtp_delegationMode":"ON","vtp_dmaDefault":"DENIED","tag_id":8},{"function":"__ogt_1p_d
ata_v2","priority":10,"vtp_isAutoEnabled":true,"vtp_autoCollectExclusionSelectors":["list",["map","exclusionSelector",""]],"vtp_isEnabled":true,"vtp_city Type":"
CSS_SELECTOR","vtp_manualEmailEnabled":false,"vtp_firstNameType":"CSS_SELECTOR","vtp_countryType":"CSS_SELECTOR","vtp_cityValue":"","vtp_ema
iIType":"CSS_SELECTOR","vtp_regionType":"CSS_SELECTOR","vtp_autoEmailEnabled":true,"vtp_postalCodeValue":"","vtp_lastNameValue":"","vtp_phoneType":"CS
S_SELECTOR","vtp_phoneValue":"","vtp_streetType":"CSS_SELECTOR","vtp_autoPhoneEnabled":false,"vtp_postalCodeType":"CSS_SELECTOR","vtp_emailValue":"","
vtp_firstNameValue":"","vtp_streetValue":"","vtp_|

Chrome Cache Entry: 150

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAT1:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

gzip compressed data, max compression, original size modulo 2"32 39531

dropped

11051

7.981780132164781

false
192:tsZE63YAu6LcIBNnhOWaUhpRF5asLRWaYxu5S8IkRIJIr90B2Ygwle4nV0xm:PpgczhvaUhpRF55R 15wUOBN9jWm
FDBD2C2D329C7438D202E74B0C7739F8

7A3E61EF8DC99ED43D3E518EFFD28C2D31A3119D
7BF3A12ACE5481FB92613B8F39C60BB4A8A37F77C942A47C51258EFA094FECCE

D5619C9D20F6D6615A97EDF6601BDC079365777AEA7488D3F53E88797DD0CD85C26726EABI920CODA7ACC7073F527F236C5C98CFET1FAD26A1ECEEGD765208!
A

false

low

Chrome Cache Entry: 151

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):

C:\Program Files\Google\Chrome\Application\chrome.exe

gzip compressed data, max compression, original size modulo 232 17898
downloaded

3839

7.950616403853049
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Encrypted:
SSDEEP:
MD5:
SHAT:
SHA-256:
SHA-512:
Malicious:
Reputation:
URL:

Preview:

false

96:P1to/LW64ez71Q+mKwYCX5gWs+muVB+cPKIWVPY:P1C5h71QZKwY6jsxeBIY

813BAE2828FDODED4425C08BCI88EABA

90C8170923DE72D44B5723CBE57E90C7F2B1B883

186FFEBBC68EEF10CCD821ECI9ED6BI2EE46BI3E3D3C57BDADIE098A78CAT1A139
7BBC77B436861267D4212067E6C3FA9380A4513467BD569A81E811B79DCEEBF7F97B77F2AF8BA4C8211ABC07FCBIF2F4EC3D749410953913AB4FBCB144C6872
false

low

http://https://www.virustotal.com/gui/63606.4b8336b8b31703df1165.js

b4.?0ew......... V....c{...&..0..hp....... KOs L |.w. J..N.....;
.h_zC*..b.-..._R.OY"9 .".G'l..\../
H. WXL XA XLAL =AM aq.. tfe..8y/d. ""$\ .
. .G..p.. R Mn my#9\g L.7. T&E .V0"%.[.<|....s\Q. .3.2 h%A XXL.$...}j.. #KD\.6...K.]=B..i..7,/..v6sy.@.....R.....t.q
j)..m. L LRKLXL. b.5fa.i...B.32..<j........J.. |aW4 *A .@...R.. l\OtC L.5.gi.p.xh.Vo....

U\ H# % uw]U Ot
e.%,.y!..4. ..F.8..,.

Chrome Cache Entry: 152

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MDS5:
SHAT:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

gzip compressed data, max compression, original size modulo 232 18471

dropped

6230

7.971814493099923

false
192:UmjVmK7MEtsxZTSNgfz+uMoC5TdApJflhQmzZ077c+:dVmK7GzYo9vTmOT
2BA486D0D41BF764C8C5A0ADCEAC4E29
4083267859B0AB11B03E220E5F550B95BC9864E4
65A9A26AA54D5C92A1C5F4A4B06D2F6B6180C79C692ECD7BOESF459EF7222D34

67AC164F6C49E92434D0629C56ADF8BEBE968BB6653F96F33A477C916039C94442987B334B6F902DC83D30D2C600BD024DFCA21C97E023A6FBBCCBBC3FB6F(
8A

false
low

..\mS....Bh..#+6..&.!@r.C*..KQD...,y.6...JN.HM['23...n..Dn......#.L.R../..d. .a.q...N.kq1....g #.....p<).ccce. 200 WL P22} .C~ o Ca 0..X)d e J ALK
A.. <nim...."...3..(.. .. ..Dg{G...8+..fH..8..i?..."....1.9.90...i.&y.v..../[E>.%..V..55.0.2.K..}.5.i.|4.......r2b.(W...q...W.....2.a<...8Znm2...)w..i.f.p..n&q.>bX.7.S......O.t:..4.

(.L.T.)....8.Zel.Q..E....Ex....;.B....
#.d?0...e.y..."....4.<.h
-#~Juzl Sy we LA

e Eves)iwany..g. 05U 2.0 .5 NG L @05 we . d~ LU Btp. K keex {.dp) Y LAY L0+ Gy..L.d.
M.'’5C.;..L8..X.u{uU....}..J....GgW.u...]<q.J.VWY.....K...h". . .e.(.C.7.. k.. %.-......[p.GR......&N.NB....K"2..... Qt?N..=F=.%"....nJ........ G.>Z.a.n.
.3.0.0\..r/J=.i8..$e.E.....S..+.q.~...e...s3. [r...8Mo.e.D...j..P. UJH..7a

Chrome Cache Entry: 153

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHA1:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

gzip compressed data, max compression, original size modulo 2"32 1641

dropped

1044

7.824719522652342

false
24:Xi4JO/EGFYW2T/ZYr2FUWdYRX1Ntmg1lcXbGLM:Xi4JghfYW2tYrOdkX9mg/cbSM
7949B4CEE3174871953F6A166E700BC1
5A256FFEOB3D59E8A4B92C4057D340B75A90D248
94E23705D039ABC185876BFCOE7B3D4132EF3F9C169ABC1FAF93FB66EDE0776D
A60D02716335433649070441D0C08FICID1E6065BF4DB7E1E82DDA6G82FF45858F2168AE3F58269BAB712B87444F7B44BAD41AB66D1A2C55608276EFF8971FC65
false

low

]oBun i+ H.S M..N...40V)i$SC. ). 2..dim. W.IC..0.4...V.>H . UF.."..6.....7".. X|.N5>>N..M......<..P3.>. .RRMOV7.....5......b1..P..22.B..|.. Y (0. N+..L | R K ...
Klq....2t ...... e B5e [ TN 0. Y 5 2B b [ RRoQe Vo 0. BY{} o (O @ G B ALK NG KO Q... T@N... 2.2 B W, 5N UL FE:
G 41 Y] DL p.E. N -BOL..OZE oo o 5L S Co HWe X W {2001 80V.... J M. ... <dM)P.G. X" 2W.KI*.........2hD.. \\...uU...... V..o W= DL,
.80.y.. - 1E(. o b......8D.CT..T..8.5.2.. . 2.8Z. . LD..XH....0........X4..C.XI&4.....87....0..).bi-B.D.]cc .hforrsssd OO o) Lo XMAT. >y~ IO& D
A LP YA 248 CLQ W 1,60, >SMN.P| AL 5.....[%omyM...L.. V. O.. T ... R4..6,...p.~C...

Chrome Cache Entry: 154

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:

C:\Program Files\Google\Chrome\Application\chrome.exe

gzip compressed data, max compression, original size modulo 232 66876
dropped

17016

7.987018182329579

false
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SSDEEP:
MDS5:
SHA1:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

384:rZSDa+D5QRPj3uepDjGZoHQ4wZujlgxgyOLBdO/m0ZU50tLKv:rZalD5wPjeeR6sQZZuliO/n9Kv
D992D53878B8A7E3987113DD3868255A

AAA63CE8BC2ED1DCABD6A4320ADFE6EO1EAC778A0
2A3DF651BDFD0244F722960D7D000F4EESFB3C0A441B939BAIDE76186A464C64

1930C5DC955C91800D80C8DDFED306E1CADBASC5EA771865897CIAD7E07434FE834A33C6776AB1FA979AFD1CFICA78A371EF8A32DODBASA2D882AA4A482CH
339

false

low

g oML AL>..Q..80....A8i6D......E.O0.."2C...z....8........$3."..6Ag4.p...z...s.Z"......... M,)."mF....~"..>.G...c..H.I.D...?..?V...0..,,U=7Z.<3h......e....N?.n.>_..(u:
1.7.Y. . M=38...|...p..u%i..Y. &a.c.)./$. m.f.0g.&u.Z....... S?m6éL.$.1....5g" Y.L Vi dIF L+ Vbl 1%\ [ w.Y9?+.)p
18m.y.~*x.Q..T.MUT..C.zA.l.x.1.K.O:.3"....IX...NZ-2.#.. .ht. k......

o =xX.gV.Wh.}ry. [W...

Chrome Cache Entry: 155

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAT:
SHA-256:
SHA-512:
Malicious:
Reputation:
URL:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

gzip compressed data, max compression, original size modulo 232 1641

downloaded

1044

7.824719522652342

false
24:Xi4JO/EGFYW2T/ZYr2FUWdYRX1Ntmg1lcXbGLM:Xi4JghfYW2tYrOdkX9mg/cbSM
7949B4CEE3174871953F6A166E700BC1
5A256FFEOB3D59E8A4B92C4057D340B75A90D248
94E23705D039ABC185876BFCOE7B3D4132EF3F9C169ABC1FAF93FB66ED6E0776D
AB0D02716335433649070441D0C0O8FICID1E6065BF4DB7E1E82DDA682FF45858F2168AE3F58269BAB712B87444F7B44BAD41AB66D1A2C55608276EFF8971FC65
false

low

http://https://www.virustotal.com/gui/25076.f1d5707846ec1ba9ed7f.js

dl+..H.S m...n...40v)i$sC.*1)..z.d;m.W.IC..0.4..V.5H.UF."._6..

B5...[07V.h..0.<Y.5;. .j.2E~.b..[.RR.%Q..}v.....0.3y{}. j~3.... 4 )LI'K..15... k0% . oo Bh N FE
G 41 Y] Dl ..o p.E. N -BQ)..OZE oo o 5L (S O HW. X W {20180V JM....|... <dM.)p.q.X".2W.KI-*..........2hD..\\....uU......V....W=.......a... D./.
8.0.y..f1E( . b.....8D.CT.T..85.2.. 2.8Z. . LD..XH....O........x4..C.XI&4.......87....q..).bi-B.*D.]... .hjorrrid .00 s )l XMAT. >y ~m.. " IO8 b
%P YA i?V.4S.... . CLQ_W....u.,60..>SMN.P.|.4.[" 5.....1%myM...L..V._O..T=..m...R4..6,.....p..~C...

Chrome Cache Entry: 156

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAT:
SHA-256:
SHA-512:
Malicious:
Reputation:
URL:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCI! text, with very long lines (724)

downloaded

551834

5.646059185430787

false
6144:ytxIUYTteVvsOE8gSdoxS4MLYw1tZnAzsz119VBojCdzNDC2vPpD:ybYTZMgGopkAzsz1ciEU2d
33AFF52B82A1DF246136E75500D93220

4675754451AF81F996EAB925923C31EF5115A9F4
B5ESBEC5D4DCC080657DEB2D004F65D974BF4ECOE9AASD621E10749182FFF8731
2E1BAAE95052737BDB3613A6165589643516A1F4811D19C2F037D426265AA5ADF3C70334C1106B1BOEEF779244389F0D7C8C52B4CD55FCEIBAB2E4FCB064272
false

low
http://https://www.gstatic.com/recaptcha/releases/xds0rzGrktR88uEZ2JUvdgOY/recaptcha__en.js

(function(){/*.. Copyright The Closure Library Authors.. SPDX-License-Identifier: Apache-2.0.*/./*.. Copyright 2005, 2007 Bob Ippolito. All Rights Reserved.. Copyright The
Closure Library Authors.. SPDX-License-Identifier: MIT.*/./*.. Copyright Google LLC. SPDX-License-Identifier: Apache-2.0.*/./*. Copyright The Closure Library Authors..
SPDX-License-Identifier: Apache-2.0.*/.var z=function(){return[function(v,p,K,u, W,n){if(!((v>>2&(n=[6,"Unknown format requested type for int64",9],n[0])||!U[22](11,this.U
(),p)&&this.dispatchEvent("enter")&&this.isEnabled () &&R[23](n[2],this,2) &&R[3](n[0],2,!0,this),v-1)<20&&(v>>1&7)>=4&&(u=new vf, W=R[41](1,p,u,kV,K==p?K:P[8](37,K
),5)),v<<1&11))throw Error(n[1]);return W},function(v,p,K,u,W){return((W=[17,7,46],v)<<2&W[1]||(p=function(n){return K.call(p.src,p.listener,n)},K=UJ,u=p),(v-1|12)<v&&(v-
959)>=Vv)&&(u=M[W[2]](15,p)&& M[W[2]](13,."iPod") &&!M[W[2]](W[0],K)),((v|8)&W[1])==18&&(u=p.Y ?p.Y:p.I?"application/x-protobuffer":""),u},function(v,p,K,u,W){retu

Chrome Cache Entry: 157

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):

C:\Program Files\Google\Chrome\Application\chrome.exe
ASCII text, with very long lines (1572)

downloaded

9534

5.621386501803875
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Encrypted:
SSDEEP:
MD5:
SHA1:
SHA-256:
SHA-512:
Malicious:
Reputation:
URL:

Preview:

false

192:0QViXZkkJG/+NR8QB02CbqGIwDBZKHqeBdzC:CJOqJO

38F7502AAF2BDA10385D1703C21C86E6

C7935E468EA1D1E7E2F48BB51B85C5BE2A3A7EEF

FF2974D7306642074176EEC8F6D813047CB3F32478191ED18A43220B08599904
FOBBEE0713863D441F1F81F2F0B1C4892D24713A3C97C33E9B6B50419FF5422F14BESD2F773DE801628FBA2AC2009AD1F7727BE92F129065BE2F8BBEA1AA3AY!
false

low

http://https://fonts.googleapis.com/css?family=Google+Sans

/*. * See: https://fonts.google.com/license/googlerestricted. */./* armenian */.@font-face {. font-family: 'Google Sans';. font-style: normal;. font-weight: 400;. src: url(http
s://fonts.gstatic.com/s/googlesans/v61/4Ua_rENHsxJIGDuGo10IIJfC6l_24rICK1Yo_lgcsih3SAyH6cAwWhX9RFD48TE6300YKtrwEIJI1pynSEg.woff2) format(‘woff2');. un
icode-range: U+0308, U+0530-058F, U+2010, U+2024, U+25CC, U+FB13-FB17;.}./* bengali */.@font-face {. font-family: 'Google Sans';. font-style: normal;. font-weight:
400;. src: url(https:/fonts.gstatic.com/s/googlesans/v61/4Ua_rENHsxJIGDuGo10IIJfC6l_24rICK1Yo_Ilgcsih8SAyH6cAWhX9RFD48TE6300YKirwEIJI3pynSEg.woff2)
format('woff2');. unicode-range: U+0951-0952, U+0964-0965, U+0980-09FE, U+1CDO, U+1CD2, U+1CD5-1CD6, U+1CD8, U+1CE1, U+1CEA, U+1CED, U+1CF2, U+
1CF5-1CF7, U+200C-200D, U+20B9, U+25CC, U+A8F1;.}./* cyrillic-ext */.@font-face {. font-family: 'Google Sans';. font-style: normal;. font-weight: 400;. src: url(https
‘//fonts.gstatic.com/s/googlesans/v61/4U

Chrome Cache Entry: 158

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAT:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

gzip compressed data, max compression, original size modulo 2"32 18985

dropped

6269

7.970268682034988

false
192:n8YF0ixii8BMMpwlehhcJDK6xKHssy3gkd6A/lw2f94R:8Y19fxyhc5Lxzdgkd6A2gS
CA06A4D4B76539571A73B2F125CD630C
F7E2A76BDD387D1AF258057C8C3ED94DE819B3C5
92717AC8AA33333D73D3BB7BA88025873E8ED65EDFCA6FCCEE65F33C508D8E2F

A42B741E108CB63F14FD789A337B6B50DD6AC27156A0386C10AA02DD2713745951BCF2A0DE38ESA8E370284A9E73C3677A149C543CEF9CDA7EFC66C240DC5/
25

false
low

........... \k{.H..>.Baz<..I....3n..$..L....q..0..J....8.1.${.1...:u.4.93."..q.. Y<uVI.....2./n.....#u.?. e>k..u.5.{. . .x.... 8. V..-. K......Z= g\ X=.k..6].uG..bVn..
7.6...0.<.YadgA......7;..1...11.27.9.....0.2..(5...... X.NOW._ j;iv{.r]..-..4..q#Xf.K..4N..9. 1#w.G.....6...8.m....pe. ,r6..t3n} s\ LL?
>Z.J..R?.{.B... ..SC .X...Ls.N 9XL..".q....$.8%x0.....y..<.......5...6..d. ..e..<kC}...eMfZR..8]..U..~...Y.9{ P{?3.q....V......(d.F.(f;..
It{.....5K.......QxQ.2..<J..]. Xp.S..8p.]..v.3p...S!]..J...gY.z.x...Y: .[cA7).....00p.g9.".._3..l...nY..Z.? < |&....g..e.d.f.iS.. [V

r..>m9...E.9w9F;..QbO.Y......#.....<Q.0...2.C.......)..Z F. 5-...\i....Cx..r.=.n. KA 5M+F.N...

Chrome Cache Entry: 159

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAT:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCI! text, with no line terminators

dropped

102

4.921030304008144

false

3:JSbMgSL1cdXWKQKzaXORdQzXWaee:PLKAXNQKGeOL
59EE3965FCB16F88E9BDC20B9CD8612E
3D93A27E4DACI9DDA01DC5BBCCA9E1F53E827DAF2
020A92F2FB27981D1398F916AE17400F8F11473962EBD858B7BF6901814EDD7B

3E4C07DICE3DEDE2998A59C32A3FE12D781AAE33C4AFESD2BIBOD12C18EBI6257373098497B5F3CI09ECT EDEBAFEB4B4074DBDB9678B4D6B019CD64360222
49

false
low

importScripts('https://www.gstatic.com/recaptcha/releases/xds0rzGrktR88uEZ2JUvdgOY/recaptcha__en.js');

Chrome Cache Entry: 160

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):

Encrypted:

C:\Program Files\Google\Chrome\Application\chrome.exe

gzip compressed data, max compression, original size modulo 232 29075
dropped

8779

7.974310392674005

false
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SSDEEP:
MDS5:
SHA1:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

192:wHMkIToU95BIAqddPKCpRbUkt01xkVpKarKDZWGvIWZPt8Dv8xNyv5GfOg:wnJ5BItdx5Hrt04Vwi/GlagfsJg

9649362A779A0DE830138C8A4369DB54

E5CC775B024B7B3DA7B2C839F5621EACC41D2F9B

6338280D2BFAD77F05F1771D052FE7C3A2F9DF4D1033ABA16D9C8777504679FA
E62819F7BC36968F51F3BA5B5AF09357B7EAA295EAA26C119BE4F8FA0AO0A943DA57257A9183BD2722CA56DB49FFCF367A96417CCAE3C1564D95392B3109427L

..0...>.8.(.7/05....@.M....Y..ws./..1]...g.Mru]|.D.Wa.L....... | IO u30x.;y...3.....E...rl...z.N.i....zi...w..000.........."xr..1>.
.3 U (K[ fd XFE.&LSY Vo ${.~.N..$......b..f.6..&K..4.;).vI0O.. Tt#w.*KWQ..L.iMMA_.L[;..O.....bR,..K'av.V....j.D.§]
n..y
..... aF..u..y.j2..hzt.N9..(...j bo
...l.e.w..s36;:.e.. ...Y.$Qr..>.Lc.D..D.K......g3 ....

AH..8.xb.<.w.M.D..& H...{..y#.D.+.v.f../.(.st~rGKES...Z..E..%.u{*.l.<\.go........ Fng._.?F..".K.8...6...;.d..n
.G.D@...Q........Y. L.(.e.. 2w " . xCyX~lb..i/.8.. .H."..s.

Chrome Cache Entry: 161

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAT:
SHA-256:
SHA-512:
Malicious:
Reputation:
URL:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

gzip compressed data, max compression, original size modulo 2"32 9182

downloaded

4104

7.948910842499831

false
96:5/0w4xzd8sienn1QdZ5cR2INKITWEILLotVKekJZkTiybkuD25iP0:IsZnWmHEfTWEJtszJgRbfCic
BDC5A45E28B2FD2F352FD82A5619892C

846356F067ADBFOFE2B5D640E57DC4E7FI063AEB
BBB7F07353D10EBA66AGEEFAC5AB6CB7D8E3AA40555516C8E358CC35758C7004
E675AEF317F892E6D761E80D3D5817C0D049A27D539913A21 E2EEECDAF4BAF5F76656417D7C0633F32875621F1B2C2C7478861914A18E649084C14EAF6DFEFS!
false

low

http://https://www.virustotal.com/gui/vt-ui-sw-installer.3166763520a2b299ee12.js

288~ 1. K6* N.ru..N.n_7DAb RoRe X Eo 7o h 2L nx . <.G2.. | 'q"0<]...E<4.~C\k..F
Kort.26.3.REY.%E. . .R@.u.Q.x yto.E.F.d. PLP.p. 7. 8yx80..X..\ .G.L )1y 19.CZ.GF.$...Z[1}..V:...C
*J+x XYV \4... %.n0&......0L.TOM@... .AZ.C\ Elka. A j..DH3Ypm...;~ ooy BT 5 VA 21 ) H..2...<5"1 %, #.D.d..Z.
{$.JSC..).cc. W.BI-WH-.1;...D.5.U...Y..PILy.....47.99.Q.rvVFQ".2.1i>9.}......~.L.2Gd......Zx.| rS[.*1.}.r.b.....a...2853..D&... 50" ... k4..91k[C.d.....0./>]..a.....| k.m..

1zl_wn.0...UFj.:D.9.mD..P...H@q"%.....0K+.C.UAUNC...t..Y.pA. .7.t._E2.-.Z...82....00.T.(>.R>{.O..+.6W+.~..

Chrome Cache Entry: 162

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAT:
SHA-256:
SHA-512:

Malicious:
Reputation:
URL:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

gzip compressed data, max compression, original size modulo 2"32 37745

downloaded

10180

7.977767446577486

false
192:mz4St4Tl4c0cl7EtyKW)NZLr9zKMoyQB6pMKZBZf/r/10/zyOU:M4TycpKWjNZLrhDv/MKR/r/uvU
87DE92308D48062682CE065CA 1752834
DD02F7C5EEE33BBF33A54C03A218B02CAD5B51E5
A5E82A3F90E51794B5DA372A072072941CC24BCCE184294C7BF784E1EF0B4956

B027674D8C4E18CDF04D092A321F9AFFAF8ES9F4E238ED82C81F709BBF14BE44F15DAF76603E12A0B9C2C4BB6946668A323BF524BA98E009E450D6D61FCC5C!
1

false

low

http://https://www.virustotal.com/gui/30192.921b0afa75900b7e88e4.js

M.t....Lv...g.c...tt8..~< qg.
..3Gcd.h...v...id.v;mw...>t....M.p.Ig.?...G.. s..D....=J
.Cg. U. ...%.Y.td.G...lv.. f\Zois........ % .CK}.. X .4..Z.0.,._w.919..Dv%DDU k72....8D..".m{...S".......2Z.&b... ...1:..Y._SGz.K...A.u

CHQV. L 4D L p. L,
1Y[.y..."&...Rg...%n...p.U.db.]..D .
Jterd. 8w.L\. $1.9K...._...g.L..1q.....

Chrome Cache Entry: 163

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):

C:\Program Files\Google\Chrome\Application\chrome.exe
ASCII text, with very long lines (24102)

dropped

253237

5.549221521644118
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Encrypted:
SSDEEP:
MD5:
SHAT:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

false
3072:6FkUeQ62WH41JKQE0+qz020Jjt+/KjhZNp6ch2+4jRaUqvb9:6npyyzyvjBkch2+4jVah
6077457BBA528AD38BEE35949B108255
FOF012F5A5959107C7DFDABE21D09BAB436A985D
B9739A27D4181568CCFA6C3ED8B12C6750A95BFI6F83E3D4DB50AC43226921E6

CDCE2522B17F4D554F6E656143A5326D9E36200BCC82B4441F1B90C93C8954EECOB895858A2E8F28BDCCC799C0154B21BC61B785DA1FC22A421E84841B56F7I
F

false
low

./l Copyright 2012 Google Inc. All rights reserved.. . (function(w,g){w[g]=w[g]||{};- w[g].e=function(s){return eval(s);};})(window,'google_tag_manager');. .(function(){..var

data = {."resource": {. "version":"54",. . "macros":[{"function":"__u","vtp_component":"PATH","vtp_enableMultiQueryKeys":false,"vtp_enablelgnoreEmptyQueryParam":f

alse},{"function":"__e"},{"function":"__remm","vtp_setDefaultValue":false,"vtp_input":["macro”,0],"vtp_fullMatch":true,"vtp_replaceAfterMatch":true,"vtp_ignoreCase":true,

"vtp_map":["Iist",[Eap","key","VguiVsearch\/(["\\\/]*)\/fiIes ,"value","VguiVsearchV:search_query\files"],["map","key","VguiVgroupV(["\\V]*)Vusers","value","VguiVgroupV:idVus

ers"]]},{"function":"__v","vtp_datalLayerVersion":2,"vtp_setDefaultValue":false,"vip_name":"user_id"},{"function":"__v","vtp_datalayerVersion":2,"vtp_setDefaultValue":fals

e,"vtp_name":"custom_event.elementld"},{"function":"__u","vtp_component":"URL","vtp_enableMultiQueryKeys":false,"vtp_enablelgnoreE

Chrome Cache Entry: 164

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAT:
SHA-256:
SHA-512:
Malicious:
Reputation:
URL:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

JSON data

downloaded

15576

4.971780855193176

false
192:/1AUzZx9pSHOoNLUDRx9J6kY6rx9CTBBG+QGbbx9h6uZE0x99at6+Mzx97vH498hn:NTGOA2fP88EbtkP4iGvx4WpK8PoEmM
61B745CC1B7CACB889CC4BBFF773735C

76FC7BBEAA065D0257994BD10DD486B3EFAF62C2
C0536CE58EF6A0EBI37DE49AAB33DCA8ABD4074FEC206323C5449D78EC1809B3
B50B26DOED2AAABD101739F36970C79CDADB203129C4209B0DA465FBC755C3D0960F6AF895685E556311731B51C56D6554D19006D6933D8AC290186EBID7741
false

low

http://https://www.virustotal.com/ui/user_notifications

{. "data":[. {- "id": "20240110093621-everyone",. "type": "user_notification",. "links": {. "self": "https://www.virustotal.com/ui/
user_notifications/20240110093621-everyone". I "attributes": {. "target_tags": [. "everyone". ].. "title": "Threat
Hunting Open Session - Episode 5",. "link_url": "https://www.brighttalk.com/webcast/18282/604369?utm_source=VirusTotal&utm_medium=brighttalk&u
tm_campaign=604369",. "date": 1704879381,. "body": "<p><a href=\"https://www.brighttalk.com/webcast/18282/604369?utm_source=VirusT

otal&utm_medium=brighttalk&utm_campaign=604369\">Join us</a> next <b>January 11th</b> for a new <b>Threat Hunting live session</b> where we will cover how to
hunt through <b>Sigma rules</b> with the latest features we have added on macOS and Linux, and explore how <b>Crowdsourced Al</b> an

Chrome Cache Entry: 165

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAT:
SHA-256:
SHA-512:

Malicious:
Reputation:
URL:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCI! text

downloaded

569

4.896633254731508

false
12:Uc11FP/sO6ZRoT6pHACIJkSAX/s6ZmOHcIN+5cMK00k14enEPCedG:3F80YsKuJXYmOOk4TfenEPCD
71D6A57D21337114032CA39B294F3591

ADA1D867672276F16EF4D3B8A46A519FBASE3D4E
36B2057EB5EEF261A2CBB8C149DCF3A11EDAA15CCD8E3D462EB34999F5FF8F2A

BC5F5B55C2741FED993D5D25A36030028C388C8888EA2D1D1F24970AEC4F856CDA366940B99D54FF2D4D9AF16DF8DE39AB847A7BA2BEOB649DE1CE2CIE70A
30

false
low
http:if https://fonts.googleapis.com/icon?family=Material+lcons

/* fallback */.@font-face {. font-family: 'Material Icons';. font-style: normal;. font-weight: 400;. src: url(https:/fonts.gstatic.com/s/materialicons/v142/flUhRq6tzZclQEJ-
Vdg-luiaDsNc.woff2) format('woff2');.}...material-icons {. font-family: 'Material Icons';. font-weight: normal;. font-style: normal;. font-size: 24px;. line-height: 1;. letter-s
pacing: normal;. text-transform: none;. display: inline-block;. white-space: nowrap;. word-wrap: normal;. direction: Itr;. -webkit-font-feature-settings: 'liga’;. -webkit-font-
smoothing: antialiased;.}.

Chrome Cache Entry: 166

Process:
File Type:
Category:

C:\Program Files\Google\Chrome\Application\chrome.exe
ASCII text, with very long lines (17486), with no line terminators

downloaded
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Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAT:
SHA-256:
SHA-512:
Malicious:
Reputation:
URL:

Preview:

1746

5.885326239201276

false

48:VKEzixKo75XI20vtUjPKtXsDXx/gS1aiRLrwUnG:f2gMI5¢czZv5suG
4802226A0071ABE732B5AEBD862202EE
6681CDD41F16766211E41F29241A568AF2C90126
9D47F93A870EA94787E8CFBB531B222DD31488BE45BB3C48A2790E72C0180E54
E69212E289572E4459EFD23E05D0A67777F2BF7247A1E90018B7B80CAF7A6E9951988129085743C2F76494322D3F851D6B9ESD60D23DA8C8BCE6BCBBIADB10A
false

low

http://https://recaptcha.net/recaptcha/api.js ?render=explicit

/* PLEASE DO NOT COPY AND PASTE THIS CODE. */(function(){var w=window,C="___grecaptcha_cfg',cfg=w[C]=w[C]||{},N="grecaptcha’;var gr=w[N]=w[N]||{}:;gr.r
eady=gr.ready||function(f){(cfg['fns']=cfg['fns"]||[]).push(f);};w['__recaptcha_api'|="https://recaptcha.net/recaptcha/api2/';(cfg['render]=cfg['render]||[]).push(‘explicit');w["
__google_recaptcha_client']=true;var d=document,po=d.createElement('script');po.type="text/javascript’;po.async=true; po.charset='utf-8'";var v=w.navigator,m=d.c
reateElement('meta’);m.httpEquiv="origin-trial';m.content="A7uxtj3+hJmOcZFooFTOPs276 PuOqGnM1jfoPbFvxWp73VC60LnYGzayHVvcFeEiFOqrwy 7fQAL+gGVXU
+f9IQcAAACTeyJveminaW4iOiJodHRwczovL3JIY 2FwdGNoYS5uZXQ6NDQzliwiZmVhdHVyZSI6IkRpc2FibGVUaGlyZFBhenR5U3RvemFnZVBhenRpdGivbmiuZzIiLCJ
leHBpcnkiOjE3NDIzZNDIzOTksImIzU3ViZGOtYWIuljpOcnVILCJpc1 RoaXJkUGFydHKkiOnRydWV9';if(v&&v.cookieDeprecationLabel){v.cookieDeprecationLabel.getV
alue().then(function(l){if(l!=="treatment_1.1'&&l!=="treatment_1.2'&&l!=="control_1.1"){d.head.prepe

Chrome Cache Entry: 167

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAT:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

gzip compressed data, max compression, original size modulo 2"32 11604

dropped

3330

7.935392702198804

false

96:715ARrHfYXT6BWR2Q+HWsUZsuvT7cL8ZtiG9//:hWR7YD6BIfPb7K8ZQS//
A34C9F17EE2EFD4CD0D41A1E9AF9F474
BC08273FA97EDE12E5787303B6D27C463479CA10
78C72B1547C07AA3D10F94B978ABF5FE20ECE2E4A1A6C75CA6D6BECCAABE740B

319A3444C93972E12A322DDB8C8C7546308DEEOF4652304BE1FF373E6DB706469709642BEF16478EAFF6282BEDD567804BA7FE9E68CA5CDC3429150DDBFCI7(
8

false
low

........... Zks.6.....v=......N..i.4.lfv=.%.......U..s.aK~$u...C.. p......T".(W.<;. X.........DEU...4.0yvyyr..e%G........)..n.om.<.8.~..L.....#.T.p.. 1{.....=(.?..S..0.]=H..$.N
.occgw.g9...;.}&1. \.YF.[.;;>+hvsmk..;..J...>..q...tOpU..Q.....b7.r.3.~...2."..b.....S...*. E0.K.S...i.K..s.?...c/...C.. X.F.E.x.R5.\6....b.S.....s....7.V..T..Vc.....
ON....k-.T.Ci.H.v.,.<0q."6.p.S..J..ArwH.TDOQ...K...#.\..s.p...2.2- (V)] 7..-..6.#+.C.0..R..7S...)c,w.[Qa..H..2..;...E.
ALPAXGe N WLLBLLT b R.@...sp.y1.;9E.L.T...a. A FZO..... W<.. .T.b9B.6i.V.u...m... .E.(..D....T..8.Z...Q....... VK."
J6..G.R\Nt<.......(.~.8..d W RLBLL (LG 2BALwLLGlon G LB "...G...|6....j..d.nln.IB...up.dF8D...j~...v.2]s...E...O.

Chrome Cache Entry: 168

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAT:
SHA-256:
SHA-512:

Malicious:
Reputation:
URL:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with no line terminators

downloaded

102

4.921030304008144

false

3:JSbMgSL1cdXWKQKzaXORdQzXWaee:PLKAXNQKGeOL
59EE3965FCB16F88E9BDC20B9CD8612E
3D93A27E4DAC9DDA01DC5BBCCA9E1F53E827DAF2
020A92F2FB27981D1398F916AE17400F8F11473962EBD858B7BF6901814EDD7B

3E4C07D9CE3DEDE2998A59C32A3FE12D781AAE33C4AFESD2B9B0D12C18EB96257373098497B5F3C909EC1EDE6G4FEB4B4074DBDB9678B4D6B019CD64360222
49

false

low

http:ifhttps://recaptcha.net/recaptcha/api2/webworker.js ?hl=en&v=xds0rzGrktR88uEZ2JUvdgOY
importScripts('https://www.gstatic.com/recaptcha/releases/xds0rzGrktR88uEZ2JUvdgOY/recaptcha__en.js');

Chrome Cache Entry: 169

Process:
File Type:
Category:

C:\Program Files\Google\Chrome\Application\chrome.exe
gzip compressed data, max compression, original size modulo 232 11639

dropped
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Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAT:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

3352

7.9431385645979615

false

48:XvXu81FkR3i90hdpo6JqfMyi+TdacZzUb56Q9GQ9bovv48m7gkt3brTsh4gyesAJ:5U9hc6ef TIBaWzgKQb5z24gyesa
70738F8C72347E5A5749E4410BF3FBOF

7C6644F671AFA452455959EE2203414C730E89B5
F35D69AF25A7C42127F985594AD3D807D80EB7557A467FA7BFFC581F2F8971D4

0035481DAA2872862039FB4D7B94729DE8B896D4C5A64614FFD81F6CD6712C5E16CFF4E45B9AC41BEFC5AB4FF952D5CESF7CAA1650438C958D5A1703D6F06C
D

false

low

Chrome Cache Entry: 170

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAT:
SHA-256:
SHA-512:
Malicious:
Reputation:
URL:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

gzip compressed data, max compression, original size modulo 232 12670

downloaded

4307

7.952589996144058

false
96:DAO5npCukgpsahyyvswdxymtY/uipsWD9obLmlyNE5SOPZ+f:EODCufthy65Qy3Wi2NOlyCOP4f
50B302D39976D6F17E830E47B96EB1FF

564A16046F0B3C226952BF42D2915182972A107B
0B04286E2F90A4D86E246517F9A3BFDFA3CBDICDB8E41CAFED5CB02C246E4606
8B8A03A39957F22D10235FD7518DB1210E404F4EE00B480B8CF3812507A6FE90F076C8829CD9B23B6ECEB26F703AD890399A86ADF9853597078B04BC54910F59
false

low

http://https://www.virustotal.com/gui/88454.aa6480a33eed897be1b5.js

........... [Ko........$@.0G....S7TH.$.c. pZbK."......._T..{0........S.5......(4.8W.?%...q]..]0+. =<|..&...0u........N....F,L..0l.{.[{2...."07........QN.WEET."=.GrN...b XY."...r.#...B.
2.@$#">...10+1.|P.(@..Gl.. . bl..r.G..Zd....&r"9x...|.M..YNy..

MiverooOUT oo b A 8. W.[...CS...FZ1;:mYM...my.....5..9<1.%..0.2.K'x ) LLGY..C.di$.. T kh~jM.m.[.d..Fuj.
PV ] W W @K) G AQY. W ROt MGl DN B Y e K ERMWLULE. 2. G 4. EO.W..C.3.. ] ..

\..sQa...fq3C.. #.w......
IM.Y.YrY. T.@.mx.kp.$l.F....AUy....3..bTBq./u_x_.K.V.6.*.$.*.c.50Vl....2. .8 ."...4.D....cl...S...S.........b3..G6.v3

Chrome Cache Entry: 171

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAT:
SHA-256:
SHA-512:
Malicious:
Reputation:
URL:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

Web Open Font Format (Version 2), TrueType, length 14892, version 1.0
downloaded

14892

7.98489201092774

false
384:LKrbeS3uuEGg706yDdWa/TQcNc+rAsmnsTJ39cUZi:LKneSe4/6yDFUBrAGJZE
9EC6DEAF6BADA919E20B98FIF7B718B1
501D36403AD8205E4644532600019ECB10F5CBOA
7B348B30EA1FE43857E68FC462C29E5C6E63C97666AF75135C4396A272E54762
03849431CEF204A1584FFE6F23DBE86730AFD076146AB3D1855B9C3402168A97FAABA529E69FAE45EA24CFF7110C2930CB4744162BA0ED95D95600F6E777B322
false

low

http:if https://www.virustotal.com/gui/1402accbefdec6a25762.woff2

WOF2.....yeoe o Qe B0 b L4.d.6.$.D. £.4.N%....... D..dd.do.....:d. M....E.&.J..G...3.Mxp....i...V..u$.[0;MU.§.2. {+/<...s... \[.dd... t A .z...]
NA.o 2o MY KFL AL UYU..........$.0=5..2q..L.2.1.C..."x~n=."Ur.66V.{] /.L1..P..<.0.<8.... Z/+.H...y..F...h5...V....|.O#.-Q...99......2..8v];u,0.."...C.\r.....] &w..
%@..ZM. 8., A W{....h8}4..S/.Z..1"$. a.$Mb.... . W.."y.H.<.g.......ONS.MO... X.%.8..y.\..ly. W..%-.~.0.ZZ~G.....B....@...._...g.F_..d-..aA_. #kl...x..P.}z.JQ&E..

Chrome Cache Entry: 172

Process:
File Type:
Category:

C:\Program Files\Google\Chrome\Application\chrome.exe
gzip compressed data, max compression, original size modulo 232 18985

downloaded
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Size (bytes): 6269
Entropy (8bit): 7.970268682034988

Encrypted: false

SSDEEP: 192:n8YFOixii8MMpwlehhcJDK6xKHssy3gkd6A/lw2f94R:8Y19fxyhc5Lxzdgkd6A2gS

MD5: CA06A4D4B76539571A73B2F125CD630C

SHAT: F7E2A76BDD387D1AF258057C8C3ED94DE819B3C5

SHA-256: 92717AC8AA33333D73D3BB7BA88025873E8ED65EDFCA6FCCEE6G5F33C508D8E2F

SHA-512: A42B741E108CB63F14FD789A337B6B50DD6AC27156A0386C10AA02DD2713745951BCF2A0DE38ESABE370284A9E73C3677A149C543CEF9CDA7EFC66C240DC54
25

Malicious: false

Reputation: low

URL: http://https://www.virustotal.com/gui/26571.fa844a0f71a1f5181833.js

Preview: g\ X=.k..6].uG..bVn..

7;...1...0£.27.9.....0.2..(5..9.... X.NOW._j;iv{.r]..-..4..g#Xf. K.4N.9........ {X.Ih.,.e..~1#.w.G....... 6....8..m.....p.e. L6tk s\ L2

..SC.. L fux. . Ls.N.L L. 9XL Lg....$.8%0... 1.y .. .<.......5..J.6..d.0....&ZSt.N...c..A.".. L e...<kC}...eMfZR..8]...U..~....Y.9{.P.{?3.q....V......(d.F.(f;..
1.QxQ.2..<J..].Xp.S..8p.]..v.3p..S!.J...gY.zx... Vi W....D.&....0...6.@...dYD.". /..../.4y IZ..=..|cA7)....0op.g9.".._3..l...nY..Z.? < |&....g..e.df. . iS..[V

r...>m9...E.9wOF;.QbO.Y.....#.....<Q.0...2.C......).Z.....;....F.VKO..~ 5-...\i....Cx..r.=.n. KA BM+F.N...

Chrome Cache Entry: 173

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: JSON data

Category: dropped

Size (bytes): 181

Entropy (8bit):  4.328146837827697

Encrypted: false

SSDEEP: 3:TDFFFOKBoJEV5hPKZHFFFizXO8HOAWRRKPFzA5KIAFVTCWI1ASHFNhBUIIAN:TD/uaoBZAbO8HVWRRe3ePiINXUwAn

MD5: 478EBD50127DA8FF67F45FF32B1FADCY

SHAT: 1AD153784C05C6BE30B95D8835CEDDID5183FFA8

SHA-256: EE402D01A943841EAFC309DF31EA958A981844B5C7A4A833164A22036B624C42

SHA-512: B1EA3400186FCFE43A9DFFCA955A13A0ESDF6COA77EAE47129447F1FB9110B618B786969ABADFI75D3AE36A3CB4B19F1CD1483232F3024F3BA5B10BC902D10
18

Malicious: false

Reputation: low

Preview: {. "error":{. "code": "RecaptchaRequiredError",. "message": "Please re-send request with a valid reCAPTCHA response in the \"x-recaptcha-response\" head

er'. }}

Chrome Cache Entry: 174

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: gzip compressed data, max compression, original size modulo 2"32 11604
Category: downloaded

Size (bytes): 3330

Entropy (8bit):  7.935392702198804

Encrypted: false

SSDEEP: 96:715ARrHfYXT6BWR2Q+HWsUZsuvT7¢cL8ZtiG9//:hWR7YD6BIfPb7K8ZQS//

MD5: A34C9F17EE2EFD4CDOD41A1E9AFIF474

SHAT: BC08273FA97EDE12E5787303B6D27C463479CA10

SHA-256: 78C72B1547C07AA3D10F94B978ABF5FE20ECE2E4A1A6C75CA6D6BECCAABE740B

SHA-512: 319A3444C93972E12A322DDB8C8C7546308DEEOF4652304BE1FF373E6DB706469709642BEF16478EAFF6282BEDD567804BA7FE9E68CA5CDC3429150DDBFCI7(
8

Malicious: false

Reputation: low

URL: http:ifhttps://www.virustotal.com/gui/40946.52e58c8b2a8b55ad5067 .js

Preview: ... 6.....v=.....n.i4.lfv=.%.....U..s..aK~$u...C.. p.......

ON..oo.k. T.CoHoo Ve, <. "6.5.p..S 0 d AL WH.TDOQ. . K. .\ S.p... 2.2+
* AP AX et W, 6., T.....b.R.@...sp.y1..9E.LT...a. A FZO......
6..G.RINE<.cooo (B RB (2B A W GO

Chrome Cache Entry: 175

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: gzip compressed data, max compression, original size modulo 232 30025
Category: dropped
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Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAT:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

8824

7.973206878276978

false

192:GeEFWjAfcSYWIFY7wg3HKpXUMKEWWhMo+994Pv7:v+KyjCIM/kwWhMozr

D2511FF7E7A4971B41F6DAF8719E557E

2DC320530D706F113FF11D91060D3C7846FC11CF

3BD77D11B9F12D8EA247D0890EE9A48EBA09F2A7CD564A43266E17FADSDOF6B0
1823F30B404D9626BBE7883C813CA3015700459EA23FE5C97C1ACBBED2F68821EAF3CF94BC1911BC419A38F43C7E949492243C4893740AEDOB54ACF167A6688!
false

low

........ 3IXIM..tW....9...7..:.q.....0..7..%K.OX/ #...E..$...|..7...m}. X .4 We... .B..[If.f.>{S..Mc<,..es]...5d.b$. T<.G.9vIW...mZEi.N.?..../.....(9.:0-.2{>{&
W.Y.2J.....=0.(.diITX.M\.Llg...@/..$......... 6Y.F.K.I...0.9:?2. t7Y.Y}.....0?N.x.(...)+.G...i.q..h..EIM..Y....r8..1g.?7....{...n;.0.e.9{7..q....({!".24[.._w&.H.5q.;..
T\ku...P.={..2~.n...{.0..0-{g~...).ccccccc...5.. X . ML (. t6S L+l %, MLC.[.~n}.L, 59 .{.qORLLy L~ &adg V. AL .6.y.zR&.*Al..gEa.ze.%e...m.Y_-3..../.<L@.
a.P.P.~..Co...lJ..k....q.|..UBDO..n.....L...2.$+....0%<..=f.. %...a.J.~..L./.G... y..|. .a.cXn]f...6...~..p.,.9%P.5].JY...,.4$.f..E.......0..Ql

Chrome Cache Entry: 176

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAT:
SHA-256:
SHA-512:
Malicious:
Reputation:
URL:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

gzip compressed data, max compression, original size modulo 2"32 19516

downloaded

7082

7.970534013791315

false
192:mOMgyS6VwrlewfFZUQbz0Z6YnEe78ql6VhpUED683:mOoSCFwfFZU8Qx+TUG3
EFC93C41A0F83151168CD3884906C34E
E13E12F99CCE04BE44DC318C11BC575CF4FA33D2
864COE7F5CD89B0D0C373995B2875B2BADACE588EA5DC4D423CF14CBBESBA35B
5DB898F19137887CB5233828D448EF39652432DB947BD0C43F82F49EO0ACAC74E46439B415F9199D146F0886097ABBB7BBA135CE236A9F53501BFD57F0F0725FC
false

low

http://https://www.virustotal.com/gui/88116.be3428c199d3d7ca9393.js

v.ev...Cox..l.a....NJgx...I" t. (L
?U...H S..u..j.k...~.ON..M (). 79Q..E..B.R:s..$.....f.e.D.}O>toP
.qY...0.#...r.SO>p.2.. +..ND.R,.y.#..n.k{...h.(.. M.t u....2m=|po....0]Y..t...). \j;J...nG..W.64.4..L...)
R B ?ly..g.;...=.0.y. . t-,..B.i.d. CoWFAALX o jm (59, v.gnK........ 2b.Z.(.....4....N. R4 IM....vY....... 2. VP.VK[K.(
9_i.YO..:.wk..g6....t:0.".%...~Sn.5...7.. .C..e...SeQ. Kr.8..s.db...=.0.2...V.

2o 8]

Chrome Cache Entry: 177

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAT:
SHA-256:
SHA-512:
Malicious:
Reputation:
URL:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

gzip compressed data, max compression, original size modulo 2"32 95680

downloaded

16612

7.988238858828672

false
384:VIIRGZLNR5WulCGwak9yKhDeUg3uORqszfZ2nZGdzgE:+HGZjICGwWR3hDsZ2nZGdzgE
1C66B1B957CB345776E5D87A74348AF1
10332FC01B028A8607489FC127C12697D28D97D9
80CC735E8838731EB406A00D0A93A93F45E5BB3C37AA661A69CF2448BFA25892
8AC79B415C31B64A6E981396670F8722FC5BD2A094733B9DAB501E3E69CI3F978EB260982023F325BFCD9FB410098110777B33656 AE2A66AC4F5C29256 CFDFIC
false

low

http:ifhttps://www.virustotal.com/gui/51452.bfed120085deab858144.js

(hi* AL...S...SU.==.HJ #g..m........J..q8J.G.D.& 5\......<}...p1.L. Lo WN.... A OLGui b/ N.O.... LABMIN.L....yPPeceree. V.h.RL.
q.°A-U4...u..0.1..:¢5.. U.p...$; #5.vL...|8Pz.....{41.[.d..0Z..7.Af.4.V?xD.OF_.C..}..U.............LPf..
5.5 8 W.....-. A T.e>.uV.$...fy.Z.c.d #]K.3.fc.cL.p....4F.kKpqoOh.... #U.. N
11.c80.E..|.&.....$.$\a.....Z.M.Q'\...d,<...S.owd5.. oo i 2X. Ly ALgj...nxC).p... . 1v3Z.3..@S.N.1.b5.8G4.Fqt1N.U<BJ...Yx..#..DQ ..{.... .t f.i.....e8n; x..0" 2.fc/
Z0QV.=..85... @) ... O+ [0<U.D.ZAP$I7.@, . N:Q.t..J.p.9.f4.N.... |5 A <X2. 01 XKoo L4 ef. 1,48 16.Ry.S;.0. ... .

Chrome Cache Entry: 178

Process:
File Type:
Category:

C:\Program Files\Google\Chrome\Application\chrome.exe
gzip compressed data, max compression, original size modulo 232 31646

downloaded

Copyright Joe Security LLC 2024 Page 34 of 55



Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAT:
SHA-256:
SHA-512:

Malicious:
Reputation:
URL:

Preview:

8002

7.973394611833112

false
192:5v80cS7GJcALprNY6aFgeUx3Dhjf5G7z6Arc1KGz5dpgJJP:5vr8LplUgtgz6zFDpgJJP
1F61D134A8EE8B1E3F9226F44C1AF042
7D823CD8F81888581AF4E5D6EC1DE8F81651F903
5405350AD814C71D2726BDA1B2899522499C0CCDBD978E496D5ACD25A058B7B0

C35810BEC18C5A865579266BDA8F1C6B7D4B098B5EA83492361C092F762336C23F8A099FF8E967DDESADEB525B9C21135F686C90AAA8CI384D598E9A099B037
E

false
low
http://https://www.virustotal.com/gui/29301.001dbf985c19fcadOele.js

........... Jw.F.~._.0;.".@..H.N2N..s2..8./*...6E.l......b_..././.. N..OGVb.}....[W.z.RxeU.l.K]G.b.../6..M..C..].f........r..z4..0.h2. " E .._<?...t.0..y..rp..%>/."~....x.1.N.....
~.n2@0d] XY e<GAKLL 20 2L HLZT (LB s g Vs LBl - (L (WH L /TsSd - el Q<)L 0 X = BTUVPLY LY A
|b....6.KO..D.*.*.......1.8.1....2..(2..j..Q..W..V,>...J.x.(.c.[.wy.J K."-_. I (R M<*.@Z.7...2x...W...0...0.+.. A s {yL UL UL @1Q. L&

[« TR, yr.Xve......{}.<T..G.. ..E...;.....S..a...p.oW=..d.&0.=..0CIKY. {.g..z..A?......... ~&. e {pepe<..Qo&UIX. ) Ker g 50 L WLLK.G!C.,G..Z
1...V.1A\}B.Z}..|.1...93...<..H.i..[&y.].n..y . %.......y. {KX7p.6.....]....R.KQ....C[=TcBaDU.6..w..F.;C~..=....

Chrome Cache Entry: 179

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAT:
SHA-256:
SHA-512:
Malicious:
Reputation:
URL:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

gzip compressed data, max compression, original size modulo 232 30282

downloaded

6114

7.967188667746753

false
96:KGJooKQOk+zE1RSU1vhkdcjCJDRWfuHtcwuY1J1v+9BITBgKb8MpH:SoK+FvhlEufuYT2yB9pH
A3F7841D3E0477EDDC2FAEE619F04545

281A69C5D0011B2C5F37466AF2154F90C7F234FA
F33B7AA283FA389CDA9CI0F85DEF174FAD44B65C29334EB91EA8F8FACIC5F249
A2F9322C83E9658447ADD48296915538F6AB4A21E8D7D2C6F4F1C0A7F306F1DF72CAAFCC058F276D5269D6F2401583D600730939AA538427F07081228ABB0OD30
false

low

http://https://www.virustotal.com/gui/49272.372a1ed11135b11cd4{7.js

99X...y.. *..y{.. A-FE.Fl+....mT..i9.m7Gw....Pei.
%.v.uhb[...Tiul.....q...1.h9.bch..a...l........\.V.}

T5.d.us->....} A ALM. A )D.a]W.hxT...O...ush....
(on#.4.6.0.Q.7.62...."...tf4;.. #ow.&re..&....G...SR..T[..

Chrome Cache Entry: 180

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAT:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines (2343)

dropped

52916

5.51283890397623

false
768:0HzaMKHBCwsZtisP5XqYofL+qviHOITjdNoVJDe6VyKaqgYUDOZTTE8yV{Zsk:caMKH125hYiM8O9dNoVJ3N48yVL
575B5480531DA4D14E7453E2016FEOBC

E5C5F3134FE29E60B591C87EA85951FOAEA36EET
DE36E50194320A7D3EF1ACE9BD34A875A8BD458B253C061979DD628E9BF49AFD

174E48F4FB2A7E7AOBE1E16564F9ED2D0BBCC8B4AF18CB89AD49CF42B1C3894C8F8E29CE673BC5D9BC8552F88D1D47294EE0E216402566A3F446F04ACA248¢E
7A

false
low

(function(){/*.. Copyright The Closure Library Authors.. SPDX-License-Identifier: Apache-2.0.*/.var n=this||self,p=function(a,b){a=a.split(".");var c=n;a[0]in c||"undefin
ed"==typeof c.execScript||c.execScript("var "+a[0]);for(var d;a.length&&(d=a.shift());)a.length||void 0===b?c=c[d]&&c[d]!==0bject.prototype[d] ?c[d]:c[d]={}:c[d]=b};function
q(){for(var a=r,b={},c=0;c<a.length;++c)b[a[c]]=c;return b}function u(){var a="ABCDEFGHIJKLMNOPQRSTUVWXYZ";a+=a.toLowerCase()+"0123456789-_";return
a+"."}var r,v;.function aa(a){function b(k){for(;d<a.length;){var m=a.charAt(d++),l=v[ml;if(null!=lreturn Lif(!/*[\s\xa0]*$/.test(m))throw Error("Unknown base64 encoding at
char: "+m);}return Kjr=r||u();v=v||q();for(var c="",d=0;;){var e=b(-1),f=b(0),h=b(64),9=b(64);if(64===9&&-1===e)return c;c+=String.fromCharCode(e<<2|f>>4);64!=h&&(c
+=String.fromCharCode(f<<4&240|h>>2),64!=g&&(c+=String.fromCharCode(h<<6&192|g)))}};var w={},y=function(a){w.TAGGING=w.TAGGING]|[l;w.TAGGING[a]=!0};var
ba=Array.isArray,c

Chrome Cache Entry: 181

Process:

C:\Program Files\Google\Chrome\Application\chrome.exe

Copyright Joe Security LLC 2024 Page 35 of 55



File Type: gzip compressed data, max compression, original size modulo 232 12670
Category: dropped

Size (bytes): 4307

Entropy (8bit): 7.952589996144058

Encrypted: false

SSDEEP: 96:DA05npCukgpsahyyvswdxymtY/uipsWD9obLmlyNE5SOPZ+f:EODCufthy65Qy3Wi2NOlyCOP4f

MD5: 50B302D39976D6F17E830E47B96EB1FF

SHAT: 564A16046F0B3C226952BF42D2915182972A107B

SHA-256: 0B04286E2F90A4D86E246517F9A3BFDFA3CBD9CDB8E41CAFED5CB02C246E4606

SHA-512: 8B8A03A39957F22D10235FD7518DB1210E404F4EE00B480B8CF3812507A6FE90F076C8829CD9B23B6ECEB26F703AD890399A86ADF9853597078B04BC54910F59
Malicious: false

Reputation: low

Preview: ... [ko......... $@.0G....s7H.$.c’. pZbK."........_T...{0.........S..5.......(:4.8&W.?%...q]...]O.+.".=<|..&...0.........N....F,L..ol..{..[{a.q.. o? ......... QN.WEET."=.GrN...b XY."..r#..B.
$.H."%..AQy......2.@%#"> ....rJ+1,.|P..(.@...GI ...... Mi9.>.a....0lX..dtPVD.J...UC.....16.."Ra... ..bl.r.G..Zd....&.r*ox.....M..YNy..
i ..b.A.......8.W][.cS..Fz1;,mYM..my....5..q<l. %..O.Z.Kx o..I&.r.a. ..II..GY..C.dj$...T...k.h.~.j.M..m.[...d...Fuj..
. o s5-m.g<l....b\ 4...Eo.w...c.3..
....... AUy......3..bTBq./u_x_..K.V.6.*.$.*.c.50V!.....Z2",.3 .."...4.D.....cl..S...S...

\..sQa...f[q3C...#.w.
IM.Y.Yr.Y.. T.@.mx.k.p.$l..F.

Chrome Cache Entry: 182

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: gzip compressed data, max compression, original size modulo 2"32 29075
Category: downloaded

Size (bytes): 8779

Entropy (8bit): 7.974310392674005

Encrypted: false

SSDEEP: 192:wHMKIToU95BIAqddPKCpRbUKt01xkVpKarKDZWGvOWZPt8Dv8xNyv5GfOg:wnJ5BItdx5Hrt04Vwi/GlagfsJg

MD5: 9649362A779A0DEB30138C8A4369DB54

SHA1: E5CC775B024B7B3DA7B2C839F5621EACC41D2F9B

SHA-256: 6338280D2BFAD77F05F1771D052FE7C3A2F9DF4D1033ABA16D9C8777504679FA

SHA-512: E62819F7BC36968F51F3BASB5AF09357B7EAA295EAA26C119BE4F8FAO0A0A943DA57257A9183BD2722CA56DB49FFCF367A96417CCAE3C1564D95392B3109427C
2

Malicious: false

Reputation: low

URL: http://https://www.virustotal.com/gui/5978.4206cee10d7d4c2afd11.js

Preview: e Y 2L @$08.)J.€9..0.:6.U...I........0...>.8.(.7/05....@.M....Y..ws./..1]..g.Mru] . D.Wa.L......N.............. u30X.y...300. Bt 2. Nii.. Z o W...000. ... XI5,
L3 . (KoL { O XIE. 8LSYV T B~ .N..$......b..f.6..&K..4.,).vIOO..Tl#w.*KWQ..L.i\MMA..I.[.;..O.:.....bR,..K‘av.Y....j.D.Sj
n..yb8.p...D..S..y7.SN...$.x.V.$.1.2Kox..";.. "N.D.2..XB..".,......81J6q<.L...w.2.Y.\.W7.N..Yq...gY......h..<..ywk...b.c..QG....b.fal.D.7M...ICIF....~..<.....\|p......N. #F.
..... aF.u.y.j2..hztN9..(..7.1.~...0...D$.....mgi.......6..;. ..;..1H..8 xb.<W.M.D...& . H... {...y#.D.+.v.f..L.(.St~.(GKES...Z..E..%.u{*.l.<\.go.......Fn.q.._.?F...".K_.8.. .6...;.d..n
e W..836;06. (e Y.$Qr..>.Lc.D..D.K......g3 ...j.G.D@...Q............ Yol W, X.CyX.~Lb. i /.8. H.. s,

Chrome Cache Entry: 183

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: Web Open Font Format (Version 2), TrueType, length 15344, version 1.0

Category: downloaded

Size (bytes): 15344

Entropy (8bit):  7.984625225844861

Encrypted: false

SSDEEP: 384:ctE5KIUhGO+DSdXwye6i9Xm81v4vMHCbppVOpr3LI9/w:cqrVO++tw/9CICFbQLIXw

MD5: 5D4AEB4E5SF5EF754E307D7FFAEF688BD

SHA1: 06DB651CDF354C64A7383EA9C77024EFAFBACEF8

SHA-256: 3E253B66056519AA065B00A453BAC37AC5ED8F3E6FE7B542E93A9DCDCC11D0BC

SHA-512: 7EB7C301DF79D35A6A521FAE9D3DCCC0A695D3480B4D34C7D262DD0C67ABEC8437ED40E2920625E98AAEAFBA1D908DECE9C3B07494EC7C29307DE49E91C2
EF48

Malicious: false

Reputation: low

URL: http:if https://fonts.gstatic.com/s/roboto/v18/KFOMCngEu92Fr1 Mu4mxK.woff2

Preview:  WOF2.o. oo Hoeeeeeed d.@.J. . LT.<o XM X.8.8.6. .t L[] AL DB (@€ .0..1.) . hS N DD ] A 12.m.. 849 .. 2,130

-} Sl
2N, ]|wb\ Z{iL#.
g...1X)5.A7...0k.17.]A@B"" }.w.m..R.9.T.X.X.d...S."XI..1... $C.H.,\. .A(AZ.. .
..OLf* Rj.@.0.W........... j~ATA...vX.N:.3dM.r)Q.B..4if. K .s...e.U.2..k.a.GO.}.../.". %$..ed.". qP... M i

#.G.D...#%e.A.b..ba5P.4..
.0.dM...$JV..{..0X...i...B.v.~

M...va f#X.z,.,
|. TtAP&).KQ.]ly

=avy..F.a\9.P|[...rQ@M.l.._9..V.Q.]....[{u.L@ D
d..+..d.."C.h..p.2.M..e,.*UP. @q7D@ 2-0.,7.cb./ILE
.1.tBs..n.0...9.F[b.3x...*$....T..PM.Z-.N. rS"I <8eR'.3..27..7
J.z2&.=...0<...-..7.A.%. K..

Chrome Cache Entry: 184 E
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Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1:
SHA-256:
SHA-512:

Malicious:
Reputation:
URL:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

Web Open Font Format (Version 2), TrueType, length 128352, version 1.0
downloaded

128352

7.998349465466699

true

3072:b4XkN5u3RbAR2r41J8FBnP7fNblbKBRvay:fGJABFBP7fNb5y
53436ACA8627A49F4DEAAA44DCOE3C05
0BC0C675480D94EC7E8609DDA6227F88C5D08D2C
8265F64786397D6B832D1CAO0AAFDF149AD84E72759FFFA9F7272E91A0FB015D1

6655E0426EBOC78A7CB4D4216A3AF7A6EDD50ABA8C92316608B1F79B8FC15F895CBA9314BEB7A35400228786E2A78A33E8C03322DA04E0DA94C2F109241547E
8

false
low

http://https:/fonts.gstatic.com/s/materialicons/v142/flUhRq6tzZcIQEJ-Vdg-luiaDsNc.woff2

...................... D. et X06.80p. oz [WMLB....-.VT .&"..Qc.=.U..XwD...7Q.v.a.*; (.. vt YooV NY LIV 48,97 X J........_0)C[

3Zmk"8.Kk.......UR%U2..<...'a.L.4.8...P.X... 25 je++... M. X11.....%.Z<UT.G.)L........A...O~ev..-z... |..._.pE.@17..4.>..}.U[y...08..
AMLO04 . tgee ) BB 0 1.( 0.8 VX -p=on i QLB S 41" 2.118...0..Qu ket N.MEM. (. \.O...ono. V. H.[B<. . 1. B, ... 6.8...6.x.0.=...T.....Os.._...g.
{W$VD..A1.......BL.<un..t...k.nO..... . 0&....%.@..c.. TV..pTNp...U..%H+ZP...@...b......... ~ D O$...]....$WB42..S....2.plL.... Z[x0.r.{d)l.P.-)0.K .~ 8.
[.m.3d...A.v.s.d.KW.jdlc.m. P ./Wj.>B.BJ......[?...$.".~ . KP.R.K..Dz(.7_..=...b.C..2. 4F.+...P..{ #..G.GS.

Chrome Cache Entry: 185

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAT:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines (1212)

dropped

359366

5.549209156154755

false
6144:vUI+ZD0zC5CzD4bU2bUZT8zu1NOu3VKDInZRRu/tGghyXV8AXvPh+zaohh:hZzJ2tGecyXV80OvCi7
6986FB735FDCE62D18DAF8BAOSE17B6D

6EB769D93846C4FAOFEEF2F3D7726C5D63797398
89237639FFFDFBB3F05FE2FEF2F70F484F583CD97279882A18DCA1C95A6A501A

A42E682FCFB34AB54229B81BCD1611B467A588EC5349938B1EF881D1DC6307DD98F755E99A1EE1E264BC0D556578E156FAC1697C87946CF0736E813B0D6DODI
D

false
low

/**.Copyright 2024 Google LLC.This Software is made available under Section 3 of the General Service Terms of the Google Cloud Platform Service Specific Terms at
https://cloud.google.com/terms/service-terms, except that Customer may additionally embed and/or distribute this Software to Customer End Users in connection with
Customer Applications integrating with the Dialogflow Service..*/'use strict';var DF_M:;function DF_Maa(a){var b=0;return function(){return b<a.length?{done:!1,value:
a[b++]}:{done:!0}}}var DF_Mba=typeof Object.defineProperties=="function"?Object.defineProperty:function(a,b,c){if(a==Array.prototype||a==Object.prototype)return
a;a[b]=c.value;return a};.function DF_Mca(a){a=["object"==typeof globalThis&&globalThis,a,"object"==typeof window&&window,"object"==typeof self&&self,"object"=
=typeof global&&globall;for(var b=0;b<a.length;++b){var c=a[b];if(c&&c.Math==Math)return c}jthrow Error("Cannot find global object");}var DF_Ma=DF_Mca(this);.function
DF_Mb(a,b){if(b)a:{var ¢

Chrome Cache Entry: 186

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAT:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

gzip compressed data, max compression, original size modulo 2"32 21631

dropped

8178

7.9746321228938095

false
192:HrZJTzO4NfGoUHGVMIKK4xqlYSECiJzZQ7WCFvw99rSQ:H1JVOKTUMVMKTAIQCKrp
58EDF1EEA65EDDD82F56C4614FD58AF8

519B80D7811346B105E06 CA093AAFCE17B4AC7A9E
BE4B6CB44E9COE9986F6AD849691939A57EE98DECBDB9148491E9C52782FADDO

ABE6F169ECCE62AF804FC245F6AEFC1771F8239F17F5C62295D7299ADAE2B10DB752A60BB1F2AD0C8B1120CF674DD728136D916DB2D0D7A81D1448BBA 11561
D7

false
low

........... \is.F.....&... ..e.Qf\.$.v&[ Yo~ W.Mg.kV.w....C+." }o...d.Z....h.0.i.b...q.f.yu..F>..a...i5...q..V..i.i..W5.rZ;.qaZ3.ea
....m3.ZP_{.i....?0.[]....B[..gibZ;| #?.LKE.Q....... s=..z.f@.....,.Md............. LWLk -Gl ErsO.7@4 0wk d Ly 46, r . unY L _ueu. k.u.m.zLD. W.r<....t.>m
Y.4.e.. #.1. . [f.S9k.b%8. fxIM%. . wU..W.m..f.+..b:&. pkR.... .2 .U.JL1.gQH,.IYL.R. . .y.7..[Y4.f?6..(a.3v.#i.q.60..h.]lm.{Q.n.y.g..E.j8bn.."b..
19.4.%.~..ii_oe| oy W.V.]Q.. 2" O [W..... JU,..f..s.]...Aq.V...}-Di$zF ... E.<...u...ur....0..+....|.2.6.D>1.S,.Zg[ {P....we;..0.%..:.G.3.;..&4@...r.f..{..-.89g...n0.S..>....+..zz4\gz.
C....|.blsy.F . j~.c....<:lc.SlL.A A.L.G84~r~J. .a..wl.G.fy{.k...Q..R.saV.....Bn{lWY.y...x.3.+N8.[...x.b.)..S.n@..RV.(.t:
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Chrome Cache Entry: 187

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

JSON data

dropped

181

4.328146837827697

false

3:TDFFFOKBoJEV5hPKZHFFFizXO8HOAWRRKPFzA5SKIAFVTCWI1A5SHFNhBUIAN: TD/uaoBZAbO8HvVWRRe3ePilNXUwAN
478EBD50127DA8FF67F45FF32B1FADCY

1AD153784C05C6BE30B95D8835CEDDID5183FFA8
EE402D01A943841EAFC309DF31EA958A981844B5C7A4A833164A22036B624C42

B1EA3400186FCFE43A9DFFCA955A13A0ESDF6COA77EAE47129447F1FB9110B618B786969ABADF975D3AE36A3CB4B19F1CD1483232F3024F3BA5B10BC902D10
18

false
low

{- "error":{. "code": "RecaptchaRequiredError",. "message": "Please re-send request with a valid reCAPTCHA response in the \"x-recaptcha-response\" head
er. }}

Chrome Cache Entry: 188

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAT:
SHA-256:
SHA-512:
Malicious:
Reputation:
URL:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

gzip compressed data, max compression, original size modulo 2"32 30025
downloaded

8824

7.973206878276978

false

192:GeEFWjAfcSYWIFY7wg3HKpXUMKEWWhMo+994Pv7:v+KyjCfIM/kwWhMozr
D2511FF7E7A4971B41F6DAF8719E557E
2DC320530D706F113FF11D91060D3C7846FC11CF
3BD77D11B9F12D8EA247D0890EE9A48EBA09F2A7CD564A43266E17FAD8DOF6B0
1823F30B404D9626BBE7883C813CA3015700459EA23FE5C97C1ACB6ED2F68821EAF3CF94BC1911BC419A38F43C7E949492243C4893740AEDOB54ACF167A6688!
false

low

http://https://www.virustotal.com/gui/84569.e77ed7a71908ab11d9a6.js

AV XWWL£8<95 Li.0n.. [~ Ve U XS
£.5(S...Mx<,..es]....5d.b.8. T<.G.9vOMW. . mZEi.N.
. . )+.G.i.qh EIM.Y....r.8..0.g.2.....{.n;.0.6.9{7..q...({" .24[._w&H.5q.;..
KU P.={.. 27000 {.0..0-{ g~ e X Moo 18S ol Yo MLC.L ) . 9.4 QOR...yl.~. 884G V. A.......=.6.y.ZR&.*Al. gEa.ze %e. | m.Y_-3...../.<.L@.
aP.P.~.Co..1J.k..ql.UBDO.n....L...2$+....0?<..=F..%...a.J-..L/.G... y..|. .a.cXn]f...6...~.p.,.9%P.5|.JY....48.1.E......0.Ql

Chrome Cache Entry: 189

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAT:
SHA-256:
SHA-512:

Malicious:
Reputation:
URL:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

gzip compressed data, max compression, original size modulo 2"32 17630

downloaded

5811

7.967036072983005

false
96:Ppu3Bgb70jYnEJ+IKlggag/6VelnnS/lw3WjKcUAge07cHt 1 wWFG3UhHEEUeFkBV :huxsiuEJ3zdD6VUS/v3WeAgOCsFE ViUV
618E767D6D994BB6BB005B72DAA09FCA

5576FDF89COEFESEB07697681D14F60D9A2CAO6E
FA76BFAB54228EDBEA9F09664B58954193A217D5AC8BF5F796901CE339D4753F

36EF9241EC95D315653E4F1AC8DBF1169083329DB3610A145FC2DDCABEFFD278D51CED1C84D82D46F55D381CA7FD8B6B9D02152E931C91108FF43D6904D327
0

false
low
http:/fhttps://www.virustotal.com/gui/27197.598dbd3bfe6cc1efe979.js

........... \..6..0A+...lLR.(.1.I..L23"......J.S..I..Q..w.n.d.. )u;.=g..F...B.n.2:... " j\<..,..7.C..L......_}....z;~.nz7Y.WN.g0...a........Z.+.Y.....k;5.N...D......SP.|6..N......v;..NI'"...? ...y
Ks.}.rX....e.6..]7I~W,....... d...Ke=n X Bhe~ L _{ULPL/
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Chrome Cache Entry: 190

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text, with very long lines (1746), with no line terminators
Category: dropped

Size (bytes): 1746

Entropy (8bit): 5.885326239201276

Encrypted: false

SSDEEP: 48:VKEzixKo75XI20vtUjPKtXsDXx/gS1aiRLrwUnG:f2gMI5¢czZv5suG

MD5: 4802226A0071ABE732B5AEBD862202EE

SHA1: 6681CDD41F16766211E41F29241A568AF2C90126

SHA-256: 9D47F93A870EA94787E8CFBB531B222DD31488BE45BB3C48A2790E72C0180E54

SHA-512: E69212E289572E4459EFD23E05D0A67777F2BF7247A1E90018B7B80CAF7AB6E9951988129085743C2F76494322D3F851D6BIESDE60D23DA8C8BCE6BCBBIADB10A
Malicious: false

Reputation: low

Preview: /* PLEASE DO NOT COPY AND PASTE THIS CODE. */(function(){var w=window,C="___grecaptcha_cfg',cfg=w[C]=w[C]||{},N="grecaptcha’;var gr=w[N]=w[N]||{}:;gr.r

eady=gr.ready||function(f){(cfg['fns']=cfg['fns"]||[]).push(f);};w['__recaptcha_api'|="https://recaptcha.net/recaptcha/api2/';(cfg['render']=cfg['render]||[]).push(‘explicit');w["
__google_recaptcha_client']=true;var d=document,po=d.createElement('script');po.type="text/javascript’;po.async=true; po.charset='utf-8';var v=w.navigator,m=d.c
reateElement('meta’);m.httpEquiv='origin-trial';m.content="A7uxtj3+hJmOcZFooFTOPs276 PuOqGnM1jfoPbFvxWp73VC60LnYGzayHVvcFeEiFOqrwy 7fQAL+gGVXU
+f9IQcAAACTeyJveminaW4iOiJodHRwczovL3JIY 2FwdGNoYS5uZXQ6NDQzliwiZmVhdHVyZSI61kRpc2FibGVUaGlyZFBhecnR5U3RvemFnZVBhenRpdGlvbmiuZzIiLCJ
leHBpcnkiOjE3NDIzZNDIzOTksImIzU3ViZGOtYWIuljpOcnVILCJpc1 RoaXJkUGFydHkiOnRydWV9';if(v&&v.cookieDeprecationLabel){v.cookieDeprecationLabel.getV
alue().then(function(l){if(I!=="treatment_1.1'&&l!=="treatment_1.2'&&I!=="control_1.1"){d.head.prepe

Chrome Cache Entry: 191

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: gzip compressed data, max compression, original size modulo 2"32 23912
Category: dropped

Size (bytes): 8769

Entropy (8bit):  7.9739407171910015

Encrypted: false

SSDEEP: 192:BzMATII61/PTESWXVV4xutOEpt6EPglIxLix+ot5wNuHTI63Fbh3/:B/S62ew1EptEgdgNus63b/

MD5: 4B05DE09A116BDCO4DECD1C5EF857189

SHA1: 0856BF5385A182C8EC93755FEA4DB2B7991075B1

SHA-256: A72809BA9IB63CC2656305E224A93BICE36A8DEDBESED949D9D3708B3DAA67369

SHA-512: FA9DE40CA98F708ED99CC309A0D4EA8249A417ED4D76AFD2C023530B41954557630410204F26BI9ED25164C6A2CEAASFC285FA0039B462FE3CFI3C63E58D5BE
1

Malicious: false

Reputation: low

Preview: kB BY+|tdK g7.$M. $ms....|e... W...y.R.<c99...LA... M)..*.O{.f....LY._T.m..q...l.... }K.).._..<wBOF#7..C......w84</.F.(.1p....Cc.x.#..a’8

.M. L$C.E.A 1| LLP8. P.J.J.\Im..r o

RFh G 9 A9dA UNB...@..x~ . .0.. .2cb<7..X....J..g.
N..le.E..."_...~,.H.U"..B.8Mg==gR}<...".i..,C.{..Z. |T$yW LYge=e..Q.q..5... >MM K (rZ$ Ue> 6.JC. {{..STKW... g[VquYJ )~i$..$_a.$..M..z.e5.F

....*..t.i.r.....+LL.M%..=..b...r\..U\...f.Lv. 2ICXU...7..2.n.Sr Pilg.. T ko R..7R....0.0.3.%..A. X.+.m. D E.N5...{iNj.6...G.V.y}.$y...>}ZY.&0.d..a.0.[

Chrome Cache Entry: 192 E

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: gzip compressed data, max compression, original size modulo 232 6298835
Category: downloaded

Size (bytes): 1624328

Entropy (8bit):  7.999447019885675

Encrypted: true

SSDEEP: 24576:fgxk1EICc22GMuyNj9gY5PjPNexgoGi3pnJZAjVZjDg:fgxh2QNjGY5Poyog3g

MD5: 580297DA54B3627F6E11CFID0656DCCA

SHAT: 8CFCA45C85B02423CF998C74BE076190A88FB2D2

SHA-256: 73FDBABA11613C05054475307929827D41B79930B8B1092F71F6B8A49EEEID5E

SHA-512: 768723DE9BE9BB7011496BB810E8B1B982259DB3C4F573CBD4B69AD809D1834DB117BE3A279AF4AB15441DF60FD2F199B06DEDC5F2238908582963E6FCCIF4
B

Malicious: false

Reputation: low

URL: http:// https://www.virustotal.com/gui/main.25d37¢0da1175373d425.js

Copyright Joe Security LLC 2024 Page 39 of 55



Preview:

........... m[...6.}...;...cw...l.. H& b..n..f.6...sW.JR..... %...R. A8 0.l V.EALT. G~ k_&..A20.L...O.(....%..S " W.... V... 280 M &BLDL- R
.ame..V..$7Q..L..0Q.0.*....1d%(._"... s.|.t.$C.In...U..D...].iw3...].."F.0....)...Ed...LMD.{ .W>c..H.3.§...............|..2..Ush..e.r.E.3..A..2..... .t @F;.0..i"." %1e[....A.._%.=
[R\.Q+.8&L.."4a..."...D..N.A3 {g...i...G.
.Onzt...... k.. X..7..

Chrome Cache Entry: 193

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

PNG image data, 192 x 192, 8-bit/color RGBA, non-interlaced

dropped

8764

7.944825415489751

false
192:8MWksO8NCI+7A2ZIWbvIXw/e0e/iqOERIi/pKFVG+fGBZzLdnmmv:PWksTNtA2hbdkw8/pKFU+t+BR5nmmv
D834C97492CF87524B1FFA201AE05BBB

0915C22AC8353C9423DCFCC61E7071D49F4C0C08
1614E807C8DF7665D0BDF4BF47099C45A94FC27EC69BIDES3C081B7A92929D65

95CE816D69CCEC15AC381B23D8DDB0891A2DCIF6943DC66CA75038733A26932706DD8206A00CEBCA8CB8B2956124B146A2F8DF44918A5DF584E1B623B85075
A

false

low

PNG........ IHDR......c.c..e R.LIDATX bW Hec UM L) LH U e AWL L s awj{ens <~ mmmimA .6 1A ... %;..n3....=G.. 4. W..G=...
& @..2.3.£0.@...].V.L..@....MA4.... ....(4M.Z*Y........6K~X"F.UK...NWylm..c...6S........ U.Kmp...W.&tf;..f& j..".....r..32.8el.b.BFR..mE....0......0.3.T.1&.D.
_.c.lu el Qs dsawaut L 2F VL ~.9&....9.;.D.".fh.?. M...... O[.7T... A....o~eiCe LU K 22070 X /Cv..nm..&.6 #]a{ .. 319.....

..... L *%.N.*..w...5Q.$.j:b.C.4E.gO.w.0st#*hO<. ].y.*.dD.) f.t="7K ..iC.....a..XJ.....}..da...c..&D.(r..CgW....0Y.<[....;Xh..23.v.)..C. .. 5.v....h....8.....V.OVW/...
ClL.S..Fr.M...@....Lm.T.|...fab.T.Gg$ tf...=.)..<@...U.$.3.0T......}.L@e.P.qc...7....U..l..C/...|...7.GB

Chrome Cache Entry: 194

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAT:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

gzip compressed data, max compression, original size modulo 232 6226

dropped

2663

7.920513419260439

false
48:X7GrLunh7BfNbMO0idVJxvkVirBMI84WbaHhbcBIOBLzQGKg+IVIL3osuMAc5qYe:yri7jbM0iDbvK8WxI0zQGkU+K3dlc5ql
E3A94175F71B4F57A76AC911EBDAC485

2DB1D8CC3E1819BFB38197F01F429C9DA818DDA7
51C605471AD30C96C193920B389512034AC017465EDFC2401EOEDIDAES45D516
210F469EC53D1471AE22FE63B6BBA90AF366131FDA3374B91EF2F2C7584A63ADA350545C05CF04D68E8019D7DC2C2E2D1475B4893B77820D964551560E5D0ED

false

low

X,..>...S)YdM....3 A E.?~R?.....7.mW3..,j]].GQ.N...1...|.sB"....7.>....$..1$.D'g".....18..2...... %=
.Ow.Z.M.5..0...E*/!)..<S..N.).Q.)>C....).a.H).W_..iv.3mK..V.T..,..>vIR2mH.MxP2~.
$4.C.i..0%.L"_..’$Q....D.. .OW.SO...G..S.......L....v..37h..E.1.u6.3.5..s..//...\.....hH..ZaN._dI....... (..
MTy{x.U.. {+pA.18.zQ.&...t:g..m.h.]E.....r. ]hwW.Q/it[.z.@.. t<.. c..F.z.L.D.IF.b.d.*..n~61=0...K2............... 4o vTLLKAN? L 5em...s..g...)..2.VOd.....h?
ene=pz=X  TiyJol g 8k.Dw.pd...b...Os..|.<I../.g&/y..0...7;...p../&...._..m...Zg..04...Pmp6...xe. T{.N..C.P..h.E.74.. x..va...=J7.c.....:(*.1.NS.W.

Chrome Cache Entry: 195

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1:
SHA-256:
SHA-512:
Malicious:
Reputation:
URL:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with no line terminators

downloaded

16

3.75

false

3:HOhCKY:UUKY

AFB69DF47958EB78B4E941270772BD6A

DIFE9A625E906FF25C1F165E7872B1D9C731E78E

874809FB1235F80831B706B9E9B903D80BD5662D036B7712CC76F8C684118878
FD92B98859FFCCFD12AD57830887259F03C7396DA6569C0629B64604CD964E0DF15D695F1A770D2E7F8DF238140FOE6DA7E7D176B54E31C3BB75DDE9BI127C:
false

low

http:if https://content-autofill.googleapis.com/v1/pages/ChVDaHJvbWUvMTESLjAUNTkzOC4xMzISEAIxnlgomOC7AxIFDVNaR8U="alt=proto
CgkKBw1TWKIFGgA=

Copyright Joe Security LLC 2024 Page 40 of 55



Chrome Cache Entry: 196

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: gzip compressed data, max compression, original size modulo 232 14932
Category: downloaded

Size (bytes): 5836

Entropy (8bit): 7.9646126879254755

Encrypted: false

SSDEEP: 96:QO5lJOXEPbKE27juQqGfpdnSPyE/O3hrM53y5VEjgAdBfUPK1dIit76YWe:TIJ4IX+QJznSd/OX8gmBfJdIWke

MD5: 3FA432B49F76A51CA1624F5C85830760

SHA1: DBOE8DA86CA542A3ECE88F151688BA03F6FBBB06

SHA-256: B33F28882236EE1A0C843FE71307DC14603CCAOE2B5E9EB221EA4C4FB1CF1211

SHA-512: F4BD8CE50B555187B86ADBDE48A2D4D7750145F6C6A54BB4A126CC56CFDFC901BE963CCC59F202D62F9DB902F224ACA762700DF7CDA863998CCFDF3DB54F
9DC

Malicious: false

Reputation: low

URL: http://https://www.virustotal.com/gui/34894.97bff62caf0d2e23e882.js

Preview: ... [[w.Hr~...-.x..2..v.%..DVh.h.@..4%1 . {......L.g-.].{.[.(....... C.es t<.n.Do0..&Q...y.x}...YOv...;.;l{............N....nbg.}.8.q.." Coe fAHLLL 2 U+ ESOL XL
Oy.|>.1.Qu LK)/ W-6."1..r.d. Vp.....4..9P. .. *".n.u.ga.}.Q.\z.d.2.Eyb0.e<.5u.".@w. . .$t2..Z.,....J..w9.Z.{. ... vwg$.y..p..e
1=.K8<..;0.X.0. Koo (= &Ll ) ;W LB L B mb....n.A..,M.P....e1.&.U(S.....[ Z=..E..y|...7....P 8.L/X...7 .b.}$.9aKw . JS........7..

.B.S..H{.S..Zq..IC....$..8...JM...Jg...0y6.C...8pq...H...;... %...F..............4.a. . W@.."..RF.u./.5d..{Qw .E~...e.b.Rn5L..4.p.ym.H}.V.X....U.-Y...9...?DSy....B>.(
..... h.bd.z. ' {oc4ly b =Quwy M. W.YQ...W...|2.....P..ney.l...e...3+b" >.c.."R+.WZ..ak..q+.6..

Chrome Cache Entry: 197

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: PNG image data, 48 x 48, 8-bit/color RGBA, non-interlaced
Category: dropped

Size (bytes): 2228

Entropy (8bit): 7.82817506159911

Encrypted: false

SSDEEP: 48:4/6MuQu6DYYEcBDIBVzgawiHI1Oupgl8m7NCnagQJFknwD:4SabhtXqMHyCI8m7N0ag6D

MD5: EF9941290C50CD3866E2BA6B793F010D

SHA1: 4736508C795667DCEA21F8D864233031223B7832

SHA-256: 1B9EFB22C938500971AAC2B2130A475FA23684DD69E43103894968DF83145B8A

SHA-512: A0C69C70117C5713CAF8B12F3B6ESBBBICDAF72768E5DBIDB5831A3C37541B87613C6B020DD2F9B8760064A8C7337F175E7234BFE776EEESE3588DC56624 190
9

Malicious: false

Reputation: low

Preview: PNG........ IHDR...0...0....W....... gAMA.....a.... cHRM..z&.............. u0...".......p..Q<....bKGD....... C.....pHYSsu o IDATh...P....=..8.....Nx. ..PIP8..;.C.1iL#6...*.Z..]......3.p0
.0.L.i.1.1fl..4..ujL&6$ R A0 R
)A}DL.3V....0..... X?W...J.@..G=Ed.XF........J..E?../]..2p.W..H..d5% WA+.....)2r..+.'qk8../HS.[...u.z.P.*...- A}......| .P...S..

5..8.8 X9 Ex=u ide ke (SNl @. 1.$..%.2...

5 l...al...U..y..t1.8..TF.op+@<g.....-.M
WL TLOs . T@RV..;.....9....56< X..........2.k.1...dd.V....m..y5./4|..G.p.V....

B 58V Y TA6 o MK

Chrome Cache Entry: 198

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: gzip compressed data, max compression, original size modulo 2"32 37745
Category: dropped

Size (bytes): 10180

Entropy (8bit):  7.977767446577486

Encrypted: false

SSDEEP: 192:mz4St4Tl4c0cl7EtyKWINZLr9zKMoyQEpMKZBZf/r/10/zyOU:M4TycpKWINZLrhDv/MKR/r/uvU

MD5: 87DE92308D48062682CE065CA 1752834

SHA1: DD02F7C5EEE33BBF33A54C03A218B02CAD5B51E5

SHA-256: A5E82A3F90E51794B5DA372A072072941CC24BCCE184294C7BF784E1EF0B4956

SHA-512: B027674D8C4E18CDF04D092A321F9AFFAF8ES9F4E238ED82C81F709BBF14BE44F15DAF76603E12A0B9C2C4BB6946668A323BF524BA98E009E450D6D61FCC5C!
1

Malicious: false

Reputation: low
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Preview:

M.t.....Lv...q.C.. 18..~<...fe Qe q
-b..LLMN...,.2.]x..../W.I..Iv.L.A...8i.&.i00.b..5.f k...b....At.....7..d.......3Gc4.h...v..id4.v;imw..>t...M.p.lg.?...G.........s..l.D.......
_HQurv. L...4.LD~j... {.." #p. 4.t .Cg. U. ...%..Y.t1d.G...L.v... .i.s........”...Ck}.X.4..Z.0.,._w.9t9..Dv%DDU k72....8D.."m{...S".......Z.&b... ....1:..Y._SGz.K...A.u
LY. m& 1. .Rg...%n...p.U..db.]...D...;E.4. ..ak.0gS9GA"...b."..8...Cv.~.d. ]..[.dQ...&0&"....O[...7....T..p..AX+.0..u.[...b.." pm.. )H..O .f..>f...2u.wM]KWn...d.h..).r..5.t.
rdo 8wl 89k g kg L NV G &~ [NV ()b N <= u&.n....co....RY .. Ly DL FLQL

2. {c..W.L.$;.V..M.eA... #[w..,.6+.e...h

Chrome Cache Entry: 199

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAT1:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

gzip compressed data, max compression, original size modulo 232 95680

dropped

16612

7.988238858828672

false
384:VIIRGZLNR5WulCGwak9yKhDeUg3u0RqszfZ2nZGdzgE:+HGZjICGwR3hDsZ2nZGdzgE
1C66B1B957CB345776E5D87A74348AF1
10332FC01B028A8607489FC127C12697D28D97D9
80CC735E8838731EB406A00D0A93A93F45E5BB3C37AA661A69CF2448BFA25892
8AC79B415C31B64A6E981396670F8722FC5BD2A094733B9DAB501E3E69CI3F978EB260982023F325BFCDIFB410098110777B33656 AE2A66AC4F5C29256 CFDFIC

false

low

X (05 LALC LS. SU == HJ #g..m........ J...q8J.G.D.&.5\........ <}..pt.l.lrlo..w.N.. A OLG...:b/...NO...A3mn.l..ypp...
....<R..h0OY-Fi.-.S?j]Sg.....\-3S..t... X f.. z. A LFi.T../.?..R..3..p.Fq....1.q...~-U4....u..0.l..:c5.. U.p...$;.#5.vL...|8Pz......{41.[.d...0Z..7.A.f.4.V?xD.OF._.C...}..U..
Y., HOLjIN..2L.....(ZAV#Z..u..25;. Jal 4L . AL i8f ({]. ]\ 80058 W= AT e uV S Ry 2. e, d #.]K..3. fe..cL. p.......4.F .kKpgoOh
L.c8O.E..|.&......$..$.\a.....Z.M.Q"\...d,<...S.cwd5... i {...2X...Ly.4Lgj...nxc}.p...". 1v3Z.3..@S.N.t.b5.&q4.Fqt1N.U<BJ...Yx..#..DQ.j. {.....t..f.i......
Zewe QV.=..85..@.}....N....... d+...[.o<u.D.ZtP$!7.@, N:Q.t..J.p.9.f+.n....[5...[.d.[.<X2.5 1. X.....L...4. ...ef. .. 1..4&..16.Ry.s;.0........ %

Chrome Cache Entry: 200

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAT:
SHA-256:
SHA-512:

Malicious:
Reputation:
URL:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

gzip compressed data, max compression, original size modulo 232 18471
downloaded

6230

7.971814493099923

false
192:UmjVmK7MEtsxZTSNgfz+uMoC5TdApJflhQmzZ077c+:dVmK7GzYo9vTmOT
2BA486D0D41BF764C8C5A0ADCEAC4E29
4083267859B0AB11B03E220E5F550B95BC9864E4
65A9A26AA54D5C92A1C5F4A4B06D2F6B6180C79C692ECD7BOESF459EF7222D34

67AC164F6C49E92434D0629C56ADF8BEBE968BB6653F96F33A477C916039C94442987B334B6F902DC83D30D2C600BD024DFCA21C97E023A6FBBCCBBC3FB6F(
8A

false
low
http://https://www.virustotal.com/gui/28623.dac1b4b86214e263e11d.js

..\mS....Bh..#+6..&.!@r.C*..KQD...,y.6...}N.HM['23...n..Dn......#.LR./..d. .a.q..N.kq1...g.#.....p<).......Z.
. ce<nim...CBu( . .Da{G...8+..fH..8. 1.9.90...i.8y.v... /[E>.%..V..55.b.2.K..[.5.i.| 4......r2b.(w...q...W.....2.a<...8Znm2...w..i.f.p..n&q.>bX.7.S......O.1...4.
(L.T.)....8.Zel.Q..E....Ex...;.B...._..L.[....E.v..s .wa..y...g.."5U....7.b..5..N Jeen.@#.+.).>.5. ) w.dov U Btp. K keex {.dp)Y A4 L0+ .Gy
#.d?0...e.y..."....4.<.h.....M.'5C.;.L8. X.uf{uU....}.J...GgW.u...]<q.J. VWY.....K...h"..e.(.C.7.. k...%.-.....,.|p.GR......&N.NB....K"2..... Qt?N..=F=.%"....n........ G.>Z.a.n.
U.-#~ Juz. $y.w.1.A(l.2...3.0.0\..r/J=.8.%e.E...S..+.q.~..e.s3.....t[r.8Mo.e.D. j.P....UJH..7a

W22} G G 00.X)0rr A K2

Chrome Cache Entry: 201 E

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1:
SHA-256:
SHA-512:

Malicious:

Reputation:

C:\Program Files\Google\Chrome\Application\chrome.exe

gzip compressed data, max compression, original size modulo 232 122248
downloaded

37323

7.990559061262773

true
768:008MiNAfxkKamy/VGwsG5Z/X6Vivuc626kD+kTE:O5tAJkKby/wgZ/X6SulL26G+k4
318B18151E9AD11A971C9A4718A126DD
205870DFDD681DC9A86BEFC5746D9F642487F29F
7FD5BD1CBD5D9A1AA53575823C522B0C6DA90B70E4AB3EAIBF63FE078E7996E5

5D5590393252CA5A773D0210A2370AFF66EDF928C670AC7CB119A4853F851B66AA9CBF7CC23EC54623154D21ADDCFF676CC4D8BC798C7626B5DEB266B8872(
D

false

low
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URL:

Preview:

http:// https://www.virustotal.com/gui/service-worker.js

............ w...W@..R.]JH..8....$..0C.r.(P.gU..A.y..Z...}.M...w..7.N&G. \...."..g....20.Wi...7........_W..U....38Vss..E.X....=...{19...U}6 1GW...". .}L..a...540.f}..u.....v..72....;

........ N....E-s. .GW....y..Yyeiwe itk j wo>mnnnl Oy QL BLY 7. { L Ourprr.
/..zfe....... +. Pl fKoQ.....1.16_......Ss...._.a}-...;N.k... .5~j.b.*W...a.n./8....0....x...U~...Y
=yl M.~0.{ #o..... .2 YMVG...>_IwS.....Ib....v.<....>}7)... {U. f+.Bagw... M- > gKL L+ Glps Ly V6.0 NLOmLLUKAD L x 6L = L tnux

Chrome Cache Entry: 202

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAT:
SHA-256:
SHA-512:

Malicious:
Reputation:
URL:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

gzip compressed data, max compression, original size modulo 232 66876

downloaded

17016

7.987018182329579

false
384:rZSDa+D5QRPj3uepDjGZoHQ4wZujlgxgyOLBdO/m0ZU50tLKv:rZalD5wPjeeR6sQZZuliO/n9Kv
D992D53878B8A7E3987113DD3868255A

AAAB3CE8BC2ED1DCABD6EA4320ADF6EOT1EAC778A0
2A3DF651BDFD0244F722960D7D000F4EESFB3C0A441B939BA9DE76186A464C64

1930C5DC955C91800D80C8DDFED306E1CADBASC5EA771865897CIAD7E07434FE834A33C6776AB1FA979AFD1CFICA78A371EF8A32DODBASA2D882AA4A482CH
339

false

low

http://https://www.virustotal.com/gui/12184.470648832d1b5668dcdf.js

...... -wwk.... A v we N O~ up N<HL
.G{g.+...{1..0..5..”..FY.G.[7n..dR@.0O...

s >.G...
.0g.&u.Z........ S?m6L.$.1.
fX.LNZ-2.04 ke

Chrome Cache Entry: 203 E

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:
SHAT:
SHA-256:
SHA-512:
Malicious:
Reputation:
URL:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

gzip compressed data, max compression, original size modulo 2"32 98153

downloaded

34314

7.991928874623848

true
384:TUyiFi1eWViH+0ZwahO0QHTzisOVkvd/SonQwRRKRaSus8VPqgvJCmkt1TvIKoal:oyigViHL2agv50WfQwRoaxsQygqPJ
9EO0AC32DD76A55CD2643D23B18325493

3F73E7C5AEB04F128EA34CEFF6D67E18849B2E13
6D9D58BB624B7353D4DEC90E679E77D1F0774290D81A05C7CAD7D7A77FDF4349
CE4DOE419E3680789E542A5EB3D12B555E944CFA73E2C8596127EF288DEE84DC6D8FE000284015E0F6D04322A930629A018290991CCIC637FF36AA281A6C365/
false

low

http://https://www.virustotal.com/gui/87347.3a0cd1d6e27482e138fc.js

............ 2F.{+4.4A...2%...1.db..Q4...$.... %E.....e... 3% (FA<E UV i ey JTON o Ve X W7 (i JRY. (Y Hy 5t " 130X 0. XNGH. ... W.
..... it i#t..mJOM..F.o{Ly...h~d 7M. x{....yz....;.#_.a%.....+8.80.0.. t+0_+.Z. -....g3..N..=.LZN.K..(.. .. .q:M..+[9U...7}eq.%........=... A7i)X.q\. 2..WR.IG .....
HK e VAW 0o X hX\EEzt\.=.2.J. #.j..[~.....4q... bn.1...6....3.)J. X.O.r.A}.IY.f...AM./.N.j.ekkzU G}~ B/&ILFLK.GOr W
jo Kl i A WG.A...890 E3A MW, M.OI).p%.%..U..j...]..U.3.k..h..m.)&.9...4K....4...N....Lq..L...o..(yR.._8..$. NNa8).."H..&L.|.t

T.5.. W.ho2.N.M.l....v.m.T..03.N.b>......... O'U.S..C.Ub.L......0.G......H?.hg%W....V.\>..ON...i..R.Lfe+i.Lo.F.\].,h....f62.0..

Chrome Cache Entry: 204

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1:
SHA-256:
SHA-512:

C:\Program Files\Google\Chrome\Application\chrome.exe

gzip compressed data, max compression, original size modulo 232 314

downloaded

250

6.978954722591275

false
6:XtsGKGrj27rf0tWeleOHNUG5zUiD6Yi4kl Y QtQWNwIST:XM2jCAIOHUILDESOcQWNz
B6A9D8D081CC891B1ESAE6E9FFC5F4DA
F88CDF1A4E0BA2C7D2D3B544FE2C96AE1B5A28AD
0385D1AA058BE36022BDDA4EE04046EFD0043C5487EB23773B04B6C4CE85F51F

A8732DC9E04594740746BBIDC2CDDB292C0A2506E2C0990682C2361689E2D5A89EE17DA1BAADIFI5D865836FE785854017F42428DEE7F598B807C9B1E21EOEE
D
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Malicious:
Reputation:
URL:

Preview:

false

low

http://https://www.virustotal.com/gui/44288.d69fccOea934ead 12bda.js

i....Cl.Bk...B.7.m."hz..6v.....

Chrome Cache Entry: 205

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1:
SHA-256:
SHA-512:

Malicious:
Reputation:
URL:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

gzip compressed data, max compression, original size modulo 2"32 17409
downloaded

6653

7.968945719012011

false

192:99J+Q+huGM6V5h85ZH2JnTKFpjg5R52YVI1c:4/+r5/85UM1wWR3Tc
128B8577BE73FO0DBD4104D6ED2843754
DF92B70F21403D3EE8E8209068C9IBB104F988CC2
C9EC52006C7A96F4CCED86E30560848825ADC46E148F9C74DB1401E6D2AB26FD

C4CC7510D539443F392E4572BEDEOF14ED7C8AB7B9C62A117E7BB8DECOCODDD53B6AA35886CC3BB63B6F79728554F532D5DF57FA9FEBEE26AA65DA5977A8¢
E18

false
low
http://https://www.virustotal.com/gui/88687.ccabb938f5ec6b221b34.js

AYLF~_Qfd..g..dO...y..c.Q.@..i...".
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LALX"g.W.gO..g AJ.Zr ...

1S..)_..a9..PHE@..l....Vh%........ HY e G.H.MM7.z..W.E....... U$.T..a./x...q..+.e.7.L..h2. . t.#YeK.%,

U6, JW.) WYYM...

$

Chrome Cache Entry: 206

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAT:
SHA-256:
SHA-512:

Malicious:
Reputation:
URL:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

gzip compressed data, max compression, original size modulo 232 28481

downloaded

9630

7.978738284459937

false
192:9yrN++2BpY3dkJjf1v3DhpQEDIZTSMANKtFPvtov2uQqgTB9k0or:grN+NpY30X3DhXD3TPAKtFnPgkkr
AACB70DA45EA561A9C3F7F2CEC7C1413

2A6BC17D136E0BA03501729D9A2B7F053ED6B985
BODE41CA052D9A71E0AE20D2958A246F6BE846A0D5D7815B6ED9C59B568C35FE

A65D65D5EB2F2282E8454CE60A96C7AE2FB97D3E4565462A73C755001659B4B807CCEA66A56B56E446ED09BO60E33FAE07E46C76793536DB6EAF36BFDI87E9/
4

false

low

http://https://www.virustotal.com/gui/74278.4e291418bc556b622962.js

488" [.m]." )7 Es. 0.8 <X ML.B.0..Al. Y. (] (o AP DZN. 1 5 {f].o . YK T2 WSb.....aP (1. (. 4Ga.a[YP..g..gV.X4. J.a>....D.K.Q&.e..(...}.L.r".D.Q.N.b
LA T+/nb..GY.ji..L.\....V.Wir,h..gar!P..X....QM.U....Eu..2.F..P...a.r.9.i./.b2{u.X..2.y..e.p.s;E.C...~
W.%e.%h.6.Y1.m+..\.~..mse.K..t.c1.L.7.0d7"...d..*/.pfi....H..]..b?.."6x~5$....%....i.|.A...5..T.M5 KS...P.BL(H....q .P.....B.<.h;.3N"r...\>.%. \.....*.a0..."|. ...B..6B
L BLAFS . %el.....- X gl FNIg;. X6, E........m2.. L RA7.€. 17 W [X....Y]....e.. 040 WY4.Q i M....5_{G.NLn ... #....8..q...7..8.1.2.....L.%.U.." ..........=...6)

Chrome Cache Entry: 207

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1:
SHA-256:

C:\Program Files\Google\Chrome\Application\chrome.exe

gzip compressed data, max compression, original size modulo 232 35260

dropped

11435

7.984585819292661

false
192:Wj6Z¢/874e9TUIdrmW3AITKJIU7Y00iQV+RwclbwRi8dIABpfyzGXnQY7RsxVZC:c6ZcZoU9JmrK8kVismbwldIKpfmGXDSE
FB830B5846B72EF50E3001D0D706401B

F325E2A043414C549B2ABA7725CCIEEADD2AB265
4A79796C6905B3022B97CF5EE0C8AD95FE4762798060153BEB8C69F63E02CB21
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SHA-512:

Malicious:
Reputation:

Preview:

7FB1CF1525F62D394DF0OBE51DF985DDBE2ECIFIBE3003C5D33BCD3B090EABAFF1705AEC812E258534176089DCB159338EFC08B409E2F8279937E6E6CD8AB4L
07

false

low

].Kf.q..w. . . .&...q.~.M..

0...Q8 .Nd.BM..w.hf{.p..e.i}..U.?...c.R.\..n4
ATH.Y.Ggj

Chrome Cache Entry: 208

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAT1:
SHA-256:
SHA-512:

Malicious:
Reputation:
URL:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

JSON data

downloaded

27362

3.607069471522597

false
96:2++t/ZMuOfQMhFkzE5+BmHfV1E101810121e10101j1/721B1r1c1k1Q1S101h13:4D+Zqch7wCzI6yvF2AQFIEp1xxSCyb
2AF81FBD958C684D7E5046BC757608F0

78606667DFA86426F6389D16BBCE2E50601402D6
B1D97E76A0E2ABEE4C90B01BE530409B3354E0986B3E5C51E71A7D062D0BOBCF

EEF4E8D09D9DDC7F7B00373EE8ADOBA9029329D8A91801D64A8868BF31E8F4E50CDIB77B6EC1B200E48F666B734621292AE55EDC89382DBCAF7095D55C5A2¢
B4

false
low
http://https://www.virustotal.com/ui/urls/e351253{7259f2428dbc9434621cc4200e964eb194276749b87e482a40c7a860?relationships=network_location

{. "data"{. "id": "e351253f7259f2428dbc9434621cc4200e964eb194276749b87e482a40c7a860",. "type": "url",. "links": {. "self": "https://w
ww.virustotal.com/ui/urls/e351253f7259f2428dbc9434621cc4200e964eb194276749b87e482a40c7a860". b "attributes": {. "outgoing_links": [.
"https://content.powerapps.com/resource/powerappsportal/img/web.png",. "https://content.powerapps.com/resource/powerappsportal/img/close.png”,.
"https://png.pngtree.com/png-clipart/20220612/original/pngtree-pdf-file-icon-png-png-image_7965915.png",. "https://content.powerapps.com/resource/
powerappsportal/dist/client-telemetry.bundle-ecbf4ab0d0.js",. "https://content.powerapps.com/resource/powerappsportal/dist/client-telemetry-wrapper.bundle-
633e70f51b.js",. "https://content.powerapps.com/resource/powerappsportal/dist/preform.BootstrapV5.moment_2_ 29 4.bundle-cf8e0fd942.js",.

Chrome Cache Entry: 209

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAT:
SHA-256:
SHA-512:

Malicious:
Reputation:
URL:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

gzip compressed data, max compression, original size modulo 2"32 18493

downloaded

6610

7.967775880024486

false

96:he T8YNUPfDEmgHIWGGBYINwzfGkOsG+PTbLNm91wBbR6ib5Ubm9CUKYbZU+swTOu:MVNSfDEmMO2EHPLNg+R60UgbHZbh
747203310F61F61F18468636A92A4384

F164A90DA0322C2B598E7931B1D66061EB7E6G38E
4835EF4F76BC242B172F2CFE77F28A663BD81AB858A2579CEDE79986F130F770

86602E9956F8359DE9D8A031AB65C557BF1991F3E3C75B857808325D3298BA9B3C5A8AE1DAA56056660CB9AA71C181DA95D08D2ABO9ESF3C5BF772A9475D063
E

false

low

http://https://www.virustotal.com/gui/94940.0b7c2d9e5c367a9¢5362.js

?;:b..Z,U.."R.9..Q.

N).9..#v>..|..Ea...%aa...<..Iq.... ;
b (2\ge(Ysovos v f 2

SWeo e Q. T0.Q62..2.. A 4NV 16.... ] 27....ZK.$y }..1.i665@..(.

Chrome Cache Entry: 210

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

C:\Program Files\Google\Chrome\Application\chrome.exe

gzip compressed data, max compression, original size modulo 232 18493

dropped

6610

7.967775880024486

false

96:he T8YNUPfDEmMgHIWGGBYINwzfGkOsG+PTbLNmM91wBbR6ib5Ubm9ICUKYbZU+swTOu:MVNSFDEmMO2EHPLNg+R60UgbHZbh
747203310F61F61F18468636A92A4384
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SHA1:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

F164A90DA0322C2B598E7931B1D66061EB7E638E
4835EF4F76BC242B172F2CFE77F28A663BD81AB858A2579CEDE79986F 130F770

86602E9956F8359DE9D8A031AB65C557BF1991F3E3C75B857808325D3298BA9B3C5A8AE1DAA56056660CBIAA71C181DA95D08D2ABO9ESF3C5BF772A9475D063
E

false
low

........... \s.F....$2...a..m.%V.Al..0.}...MM5c..w.1W3.2..[.g..f~p.rdnn.Ut.d.. 2.0 * . .[.>9IwOFV.0"'g.[?7.In.N["..k..2.N..A..._;Nw';..uN.....ud." AV

Bj...{.. YMLYO. 5 (M. [ WKLLLAM L ULO& .. Jo....%0.4cy ... .A.ee.[t.Q.f....dR>d,..0.,. #Sma.. Hs.d.?...j.c.rfX..LJ.].=N.&q.M......." [{T...../.m.....<1.?:..)C6...
N).9..#v>..|..Ea...%aa...<..|q...@/.n..r..._..+./_$v.r2...VI...co.i.- ..LEL.e." XQur...7..4)J#.@.5.f.2...h. . .&].~..w.X..=?;:b..Z,U.."R9..Q.........V.0..g$.e.K6...#. #
SW...W...Q.*T..i..Q62..2...A...4h..Y.I6.....] 27....Zk.$y}..1J.i66>@..(.." LB ((GNLPTL 2K LUKLLALGGL R XL BLT L b (2\g. . (Y s oS v f 2 Vs
.U.@.pc\q../8r?V7..EQ.A.L.b....PK35..>......... [#ul-" 8 AL ez V.MV..g.Ad4>1._6...81.~8gF.. .B7...Ix.+W..K.?/S(..w,..#.g....v.v.

Chrome Cache Entry: 211

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAT:
SHA-256:
SHA-512:
Malicious:
Reputation:
URL:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

JSON data

downloaded

236

4.930559886939839

false

6:3RsJwouzsYBA++sdLA21/3NTNRt5XKuvLM2bAAn:K+F2Awx/3RxJvwwLM2MA

DBFEE6A53245116E4F22F1CCFD17D4F7

72339E59FFF6AFA01EECE931E533CD59F590B581

928DOE6B0OF9374AE27EDC87483AACFDDFC5494B215FBE16B1ABES587F1797C0D
9FFB07C294FBF4711E6B76DD7653C148D399C2081C5422F86A2D9016498B3D384B34CDEYA9IA40C2EA8C10B8A1AB0F484091776B17753B1D1DD8EO0A05BE31A5
false

low

http://https://www.virustotal.com/ui/urls/e351253{7259f2428dbc9434621cc4200e964eb194276749b87e482a40c7a860/comments ?relationships=author&limit=5

{- "data":[],, "meta":{. "count™: 0. },. ‘"links": {. "self": "https://www.virustotal.com/ui/urls/e351253f7259f2428dbc9434621cc4200e964eb 194276
749b87e482a40c7a860/comments?limit=5&relationships=author”.  }.}

Chrome Cache Entry: 212

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAT:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

JSON data

dropped

181

4.328146837827697

false

3:TDFFFOKBoJEV5hPKZHFFFizXO8HOAWRRKPFzA5KIAFVTCWI1 ASHFNhBUIIAN:TD/uaoBZAbO8HVWRRe3ePiINXUwAn
478EBD50127DA8FF67F45FF32B1FADCY

1AD153784C05C6BE30B95D8835CEDDID5183FFA8
EE402D01A943841EAFC309DF31EA958A981844B5C7A4A833164A22036B624C42

B1EA3400186FCFE43A9DFFCA955A13A0ESDF6COA77EAE47129447F1FB9110B618B786969ABADFI75D3AE36A3CB4B19F1CD1483232F3024F3BA5B10BC902D10
18

false
low

{. "error":{. "code": "RecaptchaRequiredError",. "message": "Please re-send request with a valid reCAPTCHA response in the \"x-recaptcha-response\" head
er. }}

Chrome Cache Entry: 213

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1:
SHA-256:
SHA-512:

C:\Program Files\Google\Chrome\Application\chrome.exe

gzip compressed data, max compression, original size modulo 232 60567
downloaded

15209

7.984518900436045

false

384:qo05/0LfMu/9baYNJ2QVE025DT53HCIzXrZ2:a5WkvYN+Dt3ilzrk
2278682B109BFC04902E04DB565C1732
205F0628DB1AAC7FD3DBDBIFBB208BFE53C68B93
3E8DC61A53980A81B3999025B736C4EB345AACADB12238698E699D6919B2FC06

98604F48A23EF6B4E2892D31516A89054F7F790BF4C0DC26B37B7DFCDC62109EC6CFA98583C2C2411C94DFF1EA4DF42B71CBCB23AFOE01AD3C802EDA07F98!
3C
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Malicious:
Reputation:
URL:

Preview:

false
low
http://https://www.virustotal.com/gui/3768.ab1352a36d0ccc511f27.js

........... Heo)d8uH g W & AT MU ZY L8 vUw &L 2 40 mX. L 219 muyvzv S A LA L muvfewen.Ly L T MLV % B g muven L 2.0
2.v.Q....K{6.F/.niio..4....v.C...j...i.,.U@....t....(y..~.#..U.x. Km.8..6H.q.1..J3.$.pA.D\.2..w. .[0...u.=..1..9.

Chrome Cache Entry: 214

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAT1:
SHA-256:
SHA-512:
Malicious:
Reputation:
URL:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

gzip compressed data, max compression, original size modulo 232 30533

downloaded

10419

7.979179836928558

false
192:IBEi4MXaW0e6WaXfknjtlOMJ5mOTPCvifk4JenlZrvwPR3gu5:lvXD0e0sm5m00eJlkkJJ
2A587EE083FDCCA95175E181631D765C
F42880A80DBF4E4D1DF44840EF79BE1EOE995445
7399E4981B3AFB22BC79B09E4F663C7CC790EBD2888AC619566C6FF7119D429E
FD5B546DE7454F1F51AF6C563C5E4885F51697D917BE056293EDC6ES13C19DES27A24F167809895469A68F62883BFEEBA09112C5FF77517DC56867BBFE529DBI
false

low

http://https://www.virustotal.com/gui/vt-ui-shell-extra-deps.2f0832bf9cf1fc541bab.js

- JiwFol NG hm S (ze l H.@....S.@..e.9... Kuu.U...."..}.bi..<.?.,..t.8.0......... . L
b&."."..[{.E?YLafY. . wi(.(M&.t...Y</.@&Nn?;.G.rS;...HG.k1.....a.[0..4..j" W. MwWR wV9.8.2.........C..Q.[.Clane...x

2. ALL{/) . WL<..MNG.-6..4..NW...ON....4 X@>(j*r.,w".,.<..Go.N.<p.. ...Q4..B5.A.9Y4.>.... K...,...".essl.o.(/~..I".0.[..eb...vH....... k@V[..M]'...{ >M...6./......j..Z.
(y2m.C*.<E..;wl0.. Y. i..". +.&.E<..l.Se0..M.Y.N"H...a.Z-..b.*."|?...g..[.e.F.(~..d...p.L1...0.C9...P jr._.~A$."..8.....VH....]68.u...]>ImmS. " <....0.=.%]|... . ":=
o..]...s....j.sM..b1;..=..H.gk.={o...{......+.P.0.5.E".3%...BIZ...6{.;......R4.tFB....*..?.s"...n....D.GcA.....fok.x.q...E4}.%.

Chrome Cache Entry: 215

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAT:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

gzip compressed data, max compression, original size modulo 2"32 19516

dropped

7082

7.970534013791315

false
192:mOMgyS6VwrlcwfFZUQbz0Z6YnEe78ql6VhpUED683:mO0oSCFwfFZU8Qx+TUG3
EFC93C41A0F83151168CD3884906C34E
E13E12F99CCE04BE44DC318C11BC575CF4FA33D2
864COE7F5CD89B0D0C373995B2875B2BADACE588EA5DC4D423CF14CBBESBA3SB
5DB898F19137887CB5233828D448EF39652432DB947BD0C43F82F49E0ACAC74E46439B415F9199D146F0886097ABBB7BBA135CE236A9F53501BFD57F0F0725FC

false

vyl Coxlan T NJgxe L

...79Q..E..B.R:s..$.....f.e.D.}O>toP

b ? L20]Yt) . hGLW.64..4. L. )
..=.0y...rey.c o UE. X b, Bl .3w.<..0w. 2b.Z.(cc.d.N. Ri4dAM....VY .. ?...VP.VK.[K..(

9_i.YO...wk..g6....t:0.".%...~Sn.5...7...q..NV.z....C...e.....Se.Q..K.r..8..s..db....=..0..2....V.

Chrome Cache Entry: 216

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1:
SHA-256:
SHA-512:

C:\Program Files\Google\Chrome\Application\chrome.exe

gzip compressed data, max compression, original size modulo 232 21631

downloaded

8178

7.9746321228938095

false
192:HrZJTzO4NfGoUHGVMIKK4xqlYsECiJzQ7WCFvw99rSQ:H1JvOKTUMVMKTAIQCKrp
58EDF1EEA65EDDD82F56C4614FD58AF8

519B80D7811346B105E06 CA093AAFCE17B4C7A9E
BE4B6CB44E9COE9986F6AD849691939A57EE98DECBDB9148491E9C52782FADDO

ABE6F169ECCEB2AF804FC245F6AEFC1771F8239F17F5C62295D7299ADAE2B10DB752A60BB1F2AD0C8B1120CF674DD728136D916DB2D0D7A81D1448BBA 11561
D7
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Malicious:
Reputation:
URL:

Preview:

false
low
http:// https://www.virustotal.com/gui/26044.e227fd5c65cff1753dd6.js

........... \is.F.....&... ..e.Qf\.$.v&[ E
....m3.ZP.{.i....20.[]....B[..gibZ;| #?.LKE.Q....... s=...2..f@.....,M.d.............. LWk -Glr Bl rsO.7@4 0wk d V... 46..rn..._unY...._u.eu..k.um.zLD..W.r<...t.>m
"L[f.S9.k..b%8. .f.xIM%..wU..W.m..f.+...b:&,.pkR......"..2..U..].1..qQ\H,.IYLL.R.."...y.7...[.Y4..f?.6...(a...3v..£.i..q.60....h..].m..{Q..n..y.g..E..j8.bn...." b....
w.V.]q..z".9f. |W....... JU,..f..s]...2q.V..}-Di$zF ... E<...u...ur....0..+....|.2.6.D>1.S,.Zg[ {P....we;..0.%...G.3.;..&4@...r..f..{..-.89g...1M0.5..>....+..2z4\gz.
<.lc.SL.AAL.G84~.r~J.a....w].G.fy{. k....Q...R ..s.aV.. X..3...#N8.[....x..b.)...8..n.@....RV.(..t:

Chrome Cache Entry: 217

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAT1:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

gzip compressed data, max compression, original size modulo 232 28481

dropped

9630

7.978738284459937

false

192:9yrN++2BpY3dkJjf1v3DhpQ6DIZTSMANKtFPvtov2uQqg TB9kO0or:grN+NpY30X3DhXD3TPAKtFnPgkkr
AACB70DA45EA561A9C3F7F2CEC7C1413

2A6BC17D136E0BA03501729D9A2B7F053ED6B985
BODE41CA052D9A71E0AE20D2958A246F6BE846A0D5D7815B6ED9C59B568C35FE

AB5D65D5EB2F2282E8454CEB0A96C7AE2FBI7D3E4565462A73C755001659B4B807 CCEA66A56B56E446ED09BO60E33FAEQ7E46C76793536 DB6EAF36BFDI87E9/
4

false

low

Lh L T+/nb GY i L.\ V.Wir,h..garlP..X...QM.U....Eu..2..F..P...a.r.9.i./.b2{u..X..2..y..e.p..s;.E..C...~
W+.2e.%h.6.Y1.m+..\.~..mse.K...t..c1.L.7.0d7*....d..* /.p"fi....H..]..b?.."6x~58.....%....i..|.A...5..T.M5 kS...P..BL(H.....q .P.....B.<.h;.8N*r..\>.%. .\.....*.a0.."’|. ....B..6B
B AFSL %<l X .1 FN.Ig;. x.e...E.. .z...Rd7.e. 17.W.[x....Y]....e..+lJ.wY4.Q..iM....5. {G.NL.n_... #...8..q....7..s.1.. ...6)

L. %..u.." .

Chrome Cache Entry: 218

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: Web Open Font Format (Version 2), TrueType, length 14824, version 1.0

Category: downloaded

Size (bytes): 14824

Entropy (8bit): 7.984080702126934

Encrypted: false

SSDEEP: 384:9FhwoadnaNM4+g4PQPq20RxaT108SURx1gA3Vyl6UvrkBxLAOTHRTe:ZKaNMQ4oPG4T1FLXzFyZU92Hs

MD5: 48598BAD30F08E1C3EB3D0OE69B420BD5

SHA1: 28C2CF160273C2062F909A875C4B4C0541EE2F84

SHA-256: CA57B79A870BBF54700730858603A70D79743779C1B059922EC401BFDDC5ADCY

SHA-512: 0033327198BD448927A53EADAYAEDS51ED4F8DA3C8619EDA3B10948F437213F20270C233F7FD403C8C192A05CAEEDE905A02D8C62EC22B3885A6A7D6C018F 73
C

Malicious: false

Reputation: low

URL: http:// https://www.virustotal.com/gui/ee990a93df7 1bfdfb3b5.woff2

Preview: ..n.6....0.b..Px.d..6.8..D. ..|.4.9v%.m...B...y....sB.<...t..:S.@.\.w.x..8AMW.S.....Z2.$.....mut.. X.@.._.._$..Afg....d.x.q&.T1Q
...z }.#v'....s.s......PIVBEW.2R....8g....."..J +Z.&..6trL.15.L.cn.D..I~N.WZ.DcJBB....$.<..T...ue.}...+..j..;:U..S...}.6a.iS.i.LId....K.. u.%.$...H..8<B....... a.’c.i1.m="...
1.B9;..2..w.Jehi.8p.5.... . #....v.Yibo L L IVQK XY (O DA K+ b 2 P (@P.pQL e BFLV L W= B WG DL @
(..9...R.\T.W)tvSz.4NU..rQu...|...<Bl...H.k.)...8.@ gS..9kIE...L.[S}.*.0..}2.U....@...a$X..../N...ll. 5.e..(...V..]... ...AVUN...s....BW.H.l...>....
d..b.G.h##......q.zuf...0..s.]H?....(..0.,.N;00..G.4.~.N...C......"T.,.OW...z+?w..A.B{.ebz....OL."._...~.21181...... .......s..N..pC.(.

Static File Info

@ No static file info

Network Behavior

Network Port Distribution
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Total Packets: 62

@ 53 (DNS)

@ 443 (HTTPS)
TCP Packets
Timestamp Source Port Dest Port Source IP Dest IP
Oct 2, 2024 10:08:26.572305918 CEST 49735 443 192.168.2.4 74.125.34.46
Oct 2, 2024 10:08:26.572345972 CEST 443 49735 74.125.34.46 192.168.2.4
Oct 2, 2024 10:08:26.572424889 CEST 49735 443 192.168.2.4 74.125.34.46
Oct 2, 2024 10:08:26.572623014 CEST 49736 443 192.168.2.4 74.125.34.46
Oct 2, 2024 10:08:26.572659969 CEST 443 49736 74.125.34.46 192.168.2.4
Oct 2, 2024 10:08:26.572716951 CEST 49736 443 192.168.2.4 74.125.34.46
Oct 2, 2024 10:08:26.572844028 CEST 49735 443 192.168.2.4 74.125.34.46
Oct 2, 2024 10:08:26.572860956 CEST 443 49735 74.125.34.46 192.168.2.4
Oct 2, 2024 10:08:26.573064089 CEST 49736 443 192.168.2.4 74.125.34.46
Oct 2, 2024 10:08:26.573081970 CEST 443 49736 74.125.34.46 192.168.2.4
Oct 2, 2024 10:08:27.109735012 CEST 443 49735 74.125.34.46 192.168.2.4
Oct 2, 2024 10:08:27.137200117 CEST 443 49736 74.125.34.46 192.168.2.4
Oct 2, 2024 10:08:27.157378912 CEST 49736 443 192.168.2.4 74.125.34.46
Oct 2, 2024 10:08:27.157432079 CEST 443 49736 74.125.34.46 192.168.2.4
Oct 2, 2024 10:08:27.158428907 CEST 443 49736 74.125.34.46 192.168.2.4
Oct 2, 2024 10:08:27.158497095 CEST 49736 443 192.168.2.4 74.125.34.46
Oct 2, 2024 10:08:27.160657883 CEST 49735 443 192.168.2.4 74.125.34.46
Oct 2, 2024 10:08:27.266933918 CEST 49735 443 192.168.2.4 74.125.34.46
Oct 2, 2024 10:08:27.266964912 CEST 443 49735 74.125.34.46 192.168.2.4
Oct 2, 2024 10:08:27.267927885 CEST 49736 443 192.168.2.4 74.125.34.46
Oct 2, 2024 10:08:27.267992973 CEST 443 49735 74.125.34.46 192.168.2.4
Oct 2, 2024 10:08:27.268053055 CEST 443 49736 74.125.34.46 192.168.2.4
Oct 2, 2024 10:08:27.268085003 CEST 49735 443 192.168.2.4 74.125.34.46
Oct 2, 2024 10:08:27.271410942 CEST 49735 443 192.168.2.4 74.125.34.46
Oct 2, 2024 10:08:27.271472931 CEST 443 49735 74.125.34.46 192.168.2.4
Oct 2, 2024 10:08:27.271475077 CEST 49736 443 192.168.2.4 74.125.34.46
Oct 2, 2024 10:08:27.271516085 CEST 443 49736 74.125.34.46 192.168.2.4
Oct 2, 2024 10:08:27.319159031 CEST 49736 443 192.168.2.4 74.125.34.46
Oct 2, 2024 10:08:27.319432020 CEST 49735 443 192.168.2.4 74.125.34.46
Oct 2, 2024 10:08:27.319467068 CEST 443 49735 74.125.34.46 192.168.2.4
Oct 2, 2024 10:08:27.367515087 CEST 49735 443 192.168.2.4 74.125.34.46
Oct 2, 2024 10:08:27.450748920 CEST 443 49736 74.125.34.46 192.168.2.4
Oct 2, 2024 10:08:27.450783968 CEST 443 49736 74.125.34.46 192.168.2.4
Oct 2, 2024 10:08:27.450805902 CEST 443 49736 74.125.34.46 192.168.2.4
Oct 2, 2024 10:08:27.450824022 CEST 49736 443 192.168.2.4 74.125.34.46
Oct 2, 2024 10:08:27.450859070 CEST 443 49736 74.125.34.46 192.168.2.4
Oct 2, 2024 10:08:27.450896978 CEST 49736 443 192.168.2.4 74.125.34.46
Oct 2, 2024 10:08:27.451776981 CEST 443 49736 74.125.34.46 192.168.2.4
Oct 2, 2024 10:08:27.452367067 CEST 443 49736 74.125.34.46 192.168.2.4
Oct 2, 2024 10:08:27.452404976 CEST 49736 443 192.168.2.4 74.125.34.46
Oct 2, 2024 10:08:27.452419043 CEST 443 49736 74.125.34.46 192.168.2.4
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Timestamp

Oct 2, 2024 10:08:27.453130007 CEST
Oct 2, 2024 10:08:27.453169107 CEST
Oct 2, 2024 10:08:27.475856066 CEST
Oct 2, 2024 10:08:27.475888968 CEST
Oct 2, 2024 10:08:27.536698103 CEST
Oct 2, 2024 10:08:27.565598965 CEST
Oct 2, 2024 10:08:27.565606117 CEST
Oct 2, 2024 10:08:27.565658092 CEST
Oct 2, 2024 10:08:27.566114902 CEST
Oct 2, 2024 10:08:27.566127062 CEST
Oct 2, 2024 10:08:27.583398104 CEST
Oct 2, 2024 10:08:27.681010008 CEST
Oct 2, 2024 10:08:27.681050062 CEST
Oct 2, 2024 10:08:27.681169033 CEST
Oct 2, 2024 10:08:27.681186914 CEST
Oct 2, 2024 10:08:27.681701899 CEST
Oct 2, 2024 10:08:27.681761980 CEST
Oct 2, 2024 10:08:27.681771040 CEST
Oct 2, 2024 10:08:27.683043003 CEST
Oct 2, 2024 10:08:27.683095932 CEST
Oct 2, 2024 10:08:27.683100939 CEST
Oct 2, 2024 10:08:27.683825970 CEST
Oct 2, 2024 10:08:27.683943987 CEST
Oct 2, 2024 10:08:27.683950901 CEST
Oct 2, 2024 10:08:27.697829962 CEST
Oct 2, 2024 10:08:27.697853088 CEST
Oct 2, 2024 10:08:27.697949886 CEST
Oct 2, 2024 10:08:27.697957039 CEST
Oct 2, 2024 10:08:27.698019028 CEST
Oct 2, 2024 10:08:27.711489916 CEST
Oct 2, 2024 10:08:27.757404089 CEST
Oct 2, 2024 10:08:27.757435083 CEST
Oct 2, 2024 10:08:27.771853924 CEST
Oct 2, 2024 10:08:27.771881104 CEST
Oct 2, 2024 10:08:27.772083998 CEST
Oct 2, 2024 10:08:27.772116899 CEST
Oct 2, 2024 10:08:27.772347927 CEST
Oct 2, 2024 10:08:27.772736073 CEST
Oct 2, 2024 10:08:27.772778034 CEST
Oct 2, 2024 10:08:27.772912979 CEST
Oct 2, 2024 10:08:27.772919893 CEST
Oct 2, 2024 10:08:27.774462938 CEST
Oct 2, 2024 10:08:27.774503946 CEST
Oct 2, 2024 10:08:27.774521112 CEST
Oct 2, 2024 10:08:27.774527073 CEST
Oct 2, 2024 10:08:27.774791002 CEST
Oct 2, 2024 10:08:27.774796963 CEST
Oct 2, 2024 10:08:27.775530100 CEST
Oct 2, 2024 10:08:27.775753975 CEST
Oct 2, 2024 10:08:27.775759935 CEST
Oct 2, 2024 10:08:27.776144981 CEST
Oct 2, 2024 10:08:27.776170969 CEST
Oct 2, 2024 10:08:27.776192904 CEST
Oct 2, 2024 10:08:27.776211023 CEST
Oct 2, 2024 10:08:27.776217937 CEST
Oct 2, 2024 10:08:27.776237011 CEST
Oct 2, 2024 10:08:27.788151026 CEST
Oct 2, 2024 10:08:27.788184881 CEST
Oct 2, 2024 10:08:27.788307905 CEST
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Source Port
443
49736
49736
443
49735
49739
443
49739
49739
443
443
443
443
49735
443
443
49735
443
443
49735
443
443
49735
443
443
443
49735
443
49735
443
49735
443
443
443
49735
443
49735
443
443
49735
443
443
443
49735
443
49735
443
443
49735
443
443
443
443
49735
443
49735
443
443
49735

Dest Port
49736
443
443
49736
443
443
49739
443
443
49739
49735
49735
49735
443
49735
49735
443
49735
49735
443
49735
49735
443
49735
49735
49735
443
49735
443
49735
443
49735
49735
49735
443
49735
443
49735
49735
443
49735
49735
49735
443
49735
443
49735
49735
443
49735
49735
49735
49735
443
49735
443
49735
49735
443

Source IP
74.125.34.46
192.168.2.4
192.168.2.4
74.125.34.46
192.168.2.4
192.168.2.4
142.250.74.195
192.168.2.4
192.168.2.4
142.250.74.195
74.125.34.46
74.125.34.46
74.125.34.46
192.168.2.4
74.125.34.46
74.125.34.46
192.168.2.4
74.125.34.46
74.125.34.46
192.168.2.4
74.125.34.46
74.125.34.46
192.168.2.4
74.125.34.46
74.125.34.46
74.125.34.46
192.168.2.4
74.125.34.46
192.168.2.4
74.125.34.46
192.168.2.4
74.125.34.46
74.125.34.46
74.125.34.46
192.168.2.4
74.125.34.46
192.168.2.4
74.125.34.46
74.125.34.46
192.168.2.4
74.125.34.46
74.125.34.46
74.125.34.46
192.168.2.4
74.125.34.46
192.168.2.4
74.125.34.46
74.125.34.46
192.168.2.4
74.125.34.46
74.125.34.46
74.125.34.46
74.125.34.46
192.168.2.4
74.125.34.46
192.168.2.4
74.125.34.46
74.125.34.46
192.168.2.4

Dest IP
192.168.2.4
74.125.34.46
74.125.34.46
192.168.2.4
74.125.34.46
142.250.74.195
192.168.2.4
142.250.74.195
142.250.74.195
192.168.2.4
192.168.2.4
192.168.2.4
192.168.2.4
74.125.34.46
192.168.2.4
192.168.2.4
74.125.34.46
192.168.2.4
192.168.2.4
74.125.34.46
192.168.2.4
192.168.2.4
74.125.34.46
192.168.2.4
192.168.2.4
192.168.2.4
74.125.34.46
192.168.2.4
74.125.34.46
192.168.2.4
74.125.34.46
192.168.2.4
192.168.2.4
192.168.2.4
74.125.34.46
192.168.2.4
74.125.34.46
192.168.2.4
192.168.2.4
74.125.34.46
192.168.2.4
192.168.2.4
192.168.2.4
74.125.34.46
192.168.2.4
74.125.34.46
192.168.2.4
192.168.2.4
74.125.34.46
192.168.2.4
192.168.2.4
192.168.2.4
192.168.2.4
74.125.34.46
192.168.2.4
74.125.34.46
192.168.2.4
192.168.2.4
74.125.34.46
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UDP Packets

Timestamp

Oct 2, 2024 10:08:24.997144938 CEST
Oct 2, 2024 10:08:25.000329018 CEST
Oct 2, 2024 10:08:26.147609949 CEST
Oct 2, 2024 10:08:26.496857882 CEST
Oct 2, 2024 10:08:26.497118950 CEST
Oct 2, 2024 10:08:26.550365925 CEST
Oct 2, 2024 10:08:26.595027924 CEST
Oct 2, 2024 10:08:27.539480925 CEST
Oct 2, 2024 10:08:27.539655924 CEST
Oct 2, 2024 10:08:27.552018881 CEST
Oct 2, 2024 10:08:27.554034948 CEST
Oct 2, 2024 10:08:27.554673910 CEST
Oct 2, 2024 10:08:28.863255978 CEST
Oct 2, 2024 10:08:28.864821911 CEST
Oct 2, 2024 10:08:28.870250940 CEST
Oct 2, 2024 10:08:28.871660948 CEST
Oct 2, 2024 10:08:30.849666119 CEST
Oct 2, 2024 10:08:30.849935055 CEST
Oct 2, 2024 10:08:30.856450081 CEST
Oct 2, 2024 10:08:30.859920979 CEST
Oct 2, 2024 10:08:31.014836073 CEST
Oct 2, 2024 10:08:31.021687031 CEST
Oct 2, 2024 10:08:31.023727894 CEST
Oct 2, 2024 10:08:31.030647039 CEST
Oct 2, 2024 10:08:31.113465071 CEST
Oct 2, 2024 10:08:31.143527985 CEST
Oct 2, 2024 10:08:31.364833117 CEST
Oct 2, 2024 10:08:31.365272999 CEST
Oct 2, 2024 10:08:31.373359919 CEST
Oct 2, 2024 10:08:31.386149883 CEST
Oct 2, 2024 10:08:32.474339008 CEST
Oct 2, 2024 10:08:32.474627972 CEST
Oct 2, 2024 10:08:32.524858952 CEST
Oct 2, 2024 10:08:32.524874926 CEST
Oct 2, 2024 10:08:32.646001101 CEST
Oct 2, 2024 10:08:33.205807924 CEST
Oct 2, 2024 10:08:33.206058979 CEST
Oct 2, 2024 10:08:33.275763035 CEST
Oct 2, 2024 10:08:33.275815010 CEST
Oct 2, 2024 10:08:33.275875092 CEST
Oct 2, 2024 10:08:35.333184958 CEST
Oct 2, 2024 10:08:35.333369017 CEST
Oct 2, 2024 10:08:35.340336084 CEST
Oct 2, 2024 10:08:35.340346098 CEST
Oct 2, 2024 10:08:36.349760056 CEST
Oct 2, 2024 10:08:36.467299938 CEST
Oct 2, 2024 10:08:36.467442989 CEST
Oct 2, 2024 10:08:36.540321112 CEST
Oct 2, 2024 10:08:36.540338039 CEST
Oct 2, 2024 10:08:39.873622894 CEST
Oct 2, 2024 10:08:43.597599983 CEST
Oct 2, 2024 10:09:02.674628019 CEST
Oct 2, 2024 10:09:24.312920094 CEST
Oct 2, 2024 10:09:25.819725990 CEST
Oct 2, 2024 10:09:27.666136980 CEST
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Source Port
53

53

53
64650
50079
53

53
60927
58218
53

53

53
62030
49511
53

53
56542
55483
53

53
61920
53
54536
53

53

53
60719
63281
53

53
56213
51647
53

53

53
64192
58179
53

53

53
50962
53024
53

53

53
64156
50666
53

53
138
53

53

53

53

53

Dest Port
53293
63289
59022
53

53
64650
50079
53

53
62691
60927
58218
53

53
62030
49511
53

53
56542
55483
53
61920
53
54536
60497
52531
53

53
60719
63281
53

53
56213
51647
64899
53

53
64192
58179
55601
53

53
50962
53024
63835
53

53
50666
64156
138
59199
54369
59790
59190
59915

Source IP
1.1.11
1.1.1.1
1.1.141
192.168.2.4
192.168.2.4
1.1.11
1.1.141
192.168.2.4
192.168.2.4
1.1.11
1.1.14
1.1.141
192.168.2.4
192.168.2.4
1.1.14
1.1.14
192.168.2.4
192.168.2.4
1.1.14
1.1.14
192.168.2.4
1.1.14
192.168.2.4
1.1.14
1.1.14
1.1.14
192.168.2.4
192.168.2.4
1.1.14
1.1.14
192.168.2.4
192.168.2.4
1114
1.1.14
1.1.14
192.168.2.4
192.168.2.4
1.1.14
1.1.14
1.1.14
192.168.2.4
192.168.2.4
1.1.14
VolloloT
1.1.14
192.168.2.4
192.168.2.4
VololoT
1.1.14
192.168.2.4
1.1.14
1.1.14
1.1.141
1.1.11
1.1.141

Dest IP
192.168.2.4
192.168.2.4
192.168.2.4
1.1.141
1.1.141
192.168.2.4
192.168.2.4
1.1.141
1.1.141
192.168.2.4
192.168.2.4
192.168.2.4
1.1.14
1.1.14
192.168.2.4
192.168.2.4
11141
1.1.141
192.168.2.4
192.168.2.4
1114
192.168.2.4
1.1.14
192.168.2.4
192.168.2.4
192.168.2.4
1114
1.1.14
192.168.2.4
192.168.2.4
1114
1114
192.168.2.4
192.168.2.4
192.168.2.4
1114
1114
192.168.2.4
192.168.2.4
192.168.2.4
1114
1114
192.168.2.4
192.168.2.4
192.168.2.4
Vollolol
1114
192.168.2.4
192.168.2.4
192.168.2.255
192.168.2.4
192.168.2.4
192.168.2.4
192.168.2.4
192.168.2.4
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ICMP Packets

Timestamp Source IP Dest IP Checksum Code Type
Oct 2, 2024 10:08:26.595122099 CEST 192.168.2.4 1.1.1.1 c256 (Port Destination
unreachable) Unreachable
Oct 2, 2024 10:08:31.386209011 CEST 192.168.2.4 1.1.1.1 c256 (Port Destination
unreachable) Unreachable

DNS Queries

. DNS over
Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

HTTPS

Oct 2, 2024 10:08:26.496857882 192.168.2.4 1.1.11 0xc759 Standard query  www.virust A (IP address) IN (0x0001) false
CEST (0) otal.com
Oct 2, 2024 10:08:26.497118950 192.168.2.4 1.1.1.1 0x772 Standard query  www.virust 65 IN (0x0001) false
CEST (0) otal.com
Oct 2, 2024 10:08:27.539480925 192.168.2.4 1.1.1.1 0x84a3 Standard query  www.recapt A (IP address) IN (0x0001) false
CEST 0) cha.net
Oct 2, 2024 10:08:27.539655924 192.168.2.4 1.1.1.1 0x29e9 Standard query  www.recapt 65 IN (0x0001) false
CEST (0) cha.net
Oct 2, 2024 10:08:28.863255978 192.168.2.4 1.1.11 0xcf08 Standard query  www.google.com A (IP address) IN (0x0001) false
CEST 0)
Oct 2, 2024 10:08:28.864821911 192.168.2.4 1.1.1.1 0xc8e8 Standard query  www.google.com 65 IN (0x0001) false
CEST 0)
Oct 2, 2024 10:08:30.849666119 192.168.2.4 1.1.11 0xf3bc Standard query  recaptcha.net A (IP address) IN (0x0001) false
CEST (0)
Oct 2, 2024 10:08:30.849935055 192.168.2.4 1.1.1.1 0x13d5 Standard query  recaptcha.net 65 IN (0x0001) false
CEST (0)
Oct 2, 2024 10:08:31.014836073 192.168.2.4 1.1.1.1 0x3c8e Standard query  www.recapt A (IP address) IN (0x0001) false
CEST (0) cha.net
Oct 2, 2024 10:08:31.023727894 192.168.2.4 1.1.1.1 0x38a6 Standard query  www.recapt 65 IN (0x0001) false
CEST 0) cha.net
Oct 2, 2024 10:08:31.364833117 192.168.2.4 1.1.1.1 0xf2ch Standard query  www.virust A (IP address) IN (0x0001) false
CEST 0) otal.com
Oct 2, 2024 10:08:31.365272999 192.168.2.4 1.1.1.1 0x56b4 Standard query ~ www.virust 65 IN (0x0001) false
CEST 0) otal.com
Oct 2, 2024 10:08:32.474339008 192.168.2.4 1.1.11 0x3eab Standard query  recaptcha.net A (IP address) IN (0x0001) false
CEST 0)
Oct 2, 2024 10:08:32.474627972 192.168.2.4 1.1.1.1 Oxca8b Standard query  recaptcha.net 65 IN (0x0001) false
CEST (0)
Oct 2, 2024 10:08:33.205807924 192.168.2.4 1.1.1.1 Oxfcce Standard query  recaptcha.net A (IP address) IN (0x0001) false
CEST (0)
Oct 2, 2024 10:08:33.206058979 192.168.2.4 1.1.1.1 0x5715 Standard query  recaptcha.net 65 IN (0x0001) false
CEST (0)
Oct 2, 2024 10:08:35.333184958 192.168.2.4 1.1.11 0xc5b8 Standard query  www.google.com A (IP address) IN (0x0001) false
CEST (0)
Oct 2, 2024 10:08:35.333369017 192.168.2.4 1.1.1.1 0xf90b Standard query  www.google.com 65 IN (0x0001) false
CEST (0)
Oct 2, 2024 10:08:36.467299938 192.168.2.4 1.1.1.1 0xd5¢ Standard query  www.google.com A (IP address) IN (0x0001) false
CEST (0)
Oct 2, 2024 10:08:36.467442989 192.168.2.4 1.1.1.1 Oxcal0 Standard query  www.google.com 65 IN (0x0001) false
CEST 0)
DNS Answers

, DNS over
Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class HTTPS
Oct 2, 2024 1114 192.168.2.4 0xc759 No error (0) www.virust ghs-svc-https- CNAME IN false
10:08:26.550365925 otal.com c46.ghs- (Canonical (0x0001)
CEST ssl.googlehost name)

ed.com
Oct 2, 2024 1114 192.168.2.4 0xc759 No error (0) ghs-svc-https- 74.125.34.46 A (IP address) IN false
10:08:26.550365925 c46.ghs- (0x0001)
CEST ssl.goog
lehosted.com
Oct 2, 2024 1114 192.168.2.4 0x77f2 No error (0) www.virust ghs-svc-https- CNAME IN false
10:08:26.595027924 otal.com c46.ghs- (Canonical (0x0001)
CEST ssl.googlehost name)
ed.com

Oct 2, 2024 1114 192.168.2.4 0x84a3 No error (0) www.recapt 142.250.74.19 A (IP address) IN false
10:08:27.554034948 cha.net 5 (0x0001)
CEST
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DNS over

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class HTTPS
Oct 2, 2024 1.1.14 192.168.2.4 0xcf08 No error (0) www.google 142.250.185.1 A (IP address) IN false
10:08:28.870250940 .com 32 (0x0001)
CEST
Oct 2, 2024 1.1.141 192.168.2.4 0xc8e8 No error (0) www.google 65 IN false
10:08:28.871660948 .com (0x0001)
CEST
Oct 2, 2024 1.1.14 192.168.2.4 0xf3bc No error (0) recaptcha.net 142.250.186.1 A (IP address) IN false
10:08:30.856450081 63 (0x0001)
CEST
Oct 2, 2024 1.1.141 192.168.2.4 0x3c8e No error (0) www.recapt 142.250.181.2 A (IP address) IN false
10:08:31.021687031 cha.net 27 (0x0001)
CEST
Oct 2, 2024 1111 192.168.2.4 0xf2cb No error (0) www.virust ghs-svc-https- CNAME IN false
10:08:31.373359919 otal.com c46.ghs- (Canonical (0x0001)
CEST ssl.googlehost name)

ed.com
Oct 2, 2024 1.1.1.1 192.168.2.4 0xf2cb No error (0) ghs-svc-https- 74.125.34.46 A (IP address) IN false
10:08:31.373359919 c46.ghs- (0x0001)
CEST ssl.goog

lehosted.com

Oct 2, 2024 1.1.1.1 192.168.2.4 0x56b4 No error (0) www.virust ghs-svc-https- CNAME IN false
10:08:31.386149883 otal.com c46.ghs- (Canonical (0x0001)
CEST ssl.googlehost name)

ed.com
Oct 2, 2024 1.1.1.1 192.168.2.4 0x3eab No error (0) recaptcha.net 142.250.185.6 A (IP address) IN false
10:08:32.524858952 7 (0x0001)
CEST
Oct 2, 2024 1111 192.168.2.4 Oxfcce No error (0) recaptcha.net 142.250.185.2 A (IP address) IN false
10:08:33.275763035 27 (0x0001)
CEST
Oct 2, 2024 1.1.1.1 192.168.2.4 0xc5b8 No error (0) www.google 142.250.185.6 A (IP address) IN false
10:08:35.340336084 .com 8 (0x0001)
CEST
Oct 2, 2024 1111 192.168.2.4 0xf90b No error (0) www.google 65 IN false
10:08:35.340346098 .com (0x0001)
CEST
Oct 2, 2024 1.1.1.1 192.168.2.4 Oxcal0 No error (0) www.google 65 IN false
10:08:36.540321112 .com (0x0001)
CEST
Oct 2, 2024 1.1.11 192.168.2.4 0xd5¢c No error (0) www.google 216.58.206.68 A (IP address) IN false
10:08:36.540338039 .com (0x0001)
CEST
Oct 2, 2024 1111 192.168.2.4 0x8b4b No error (0) fp2e7a.wpc fp2e7a.wpc.phi CNAME IN false
10:08:42.789189100 .2be4.phic cdn.net (Canonical (0x0001)
CEST dn.net name)
Oct 2, 2024 1.1.11 192.168.2.4 0x8b4b No error (0) fp2e7a.wpc 192.229.221.9 A (IP address) IN false
10:08:42.789189100 .phicdn.net 5 (0x0001)
CEST
Oct 2, 2024 1111 192.168.2.4 0x5b25 No error (0) fp2e7a.wpc fp2e7a.wpc.phi CNAME IN false
10:08:55.753050089 .2be4.phic cdn.net (Canonical (0x0001)
CEST dn.net name)
Oct 2, 2024 1114 192.168.2.4 0x5b25 No error (0) fp2e7a.wpc 192.229.221.9 A (IP address) IN false
10:08:55.753050089 .phicdn.net 5 (0x0001)
CEST
Oct 2, 2024 UoToilol 192.168.2.4 0x362f No error (0) fp2e7a.wpc fp2e7a.wpc.phi CNAME IN false
10:09:19.014076948 .2be4.phic cdn.net (Canonical (0x0001)
CEST dn.net name)
Oct 2, 2024 1114 192.168.2.4 0x362f No error (0) fp2e7a.wpc 192.229.221.9 A (IP address) IN false
10:09:19.014076948 .phicdn.net 5 (0x0001)
CEST
Oct 2, 2024 1114 192.168.2.4 0x362f No error (0) fp2e7a.wpc fp2e7a.wpc.phi CNAME IN false
10:09:19.014226913 .2be4.phic cdn.net (Canonical (0x0001)
CEST dn.net name)
Oct 2, 2024 1114 192.168.2.4 0x362f No error (0) fp2e7a.wpc 192.229.221.9 A (IP address) IN false
10:09:19.014226913 .phicdn.net 5 (0x0001)
CEST
Oct 2, 2024 11141 192.168.2.4 0xd25¢ No error (0) fp2e7a.wpc fp2e7a.wpc.phi CNAME IN false
10:09:40.874706030 .2be4.phic cdn.net (Canonical (0x0001)
CEST dn.net name)
Oct 2, 2024 1.1.14 192.168.2.4 0xd25¢c No error (0) fp2e7a.wpc 192.229.221.9 A (IP address) IN false
10:09:40.874706030 .phicdn.net 5 (0x0001)
CEST

HTTP Request Dependency Graph
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« www.virustotal.com

« https:
« www.recaptcha.net
« recaptcha.net
« www.google.com

« fs.microsoft.com

Statistics

Behavior

All data are 0.

System Behavior

Analysis Process: chrome.exe PID: 792, Parent PID: 3152

General

Target ID: 0

Start time: 04:08:19

Start date: 02/10/2024

Path: C:\Program Files\Google\Chrome\Application\chrome.exe

Wow64 process (32bit): false

Commandline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --start-maximized "about:blank"
Imagebase: 0x7ff76e190000

File size: 3'242'272 bytes

MD5 hash: 45DE480806D1B5D462A7DDE4DCEFC4E4

Has elevated privileges: true

Has administrator true

privileges:

Programmed in: C, C++ or other language
Reputation: low

Has exited: false

File Activities

There is hidden Windows Behavior. Click on Show Windows Behavior to show it.

File Path Access Attributes Options Completion Count Source Address Symbol
File Path Completion Count Source Address Symbol
Old File Path New File Path Completion Count Source Address Symbol

Analysis Process: chrome.exe PID: 5220, Parent PID: 792

General

Target ID: 2

Start time: 04:08:23
Start date: 02/10/2024
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Path: C:\Program Files\Google\Chrome\Application\chrome.exe
Wow64 process (32bit): false

Commandline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=network.mojom.NetworkService --lang=en-US --service-sandbox-
type=none --mojo-platform-channel-handle=2072 --field-trial-handle=2000,i,10225704562238604479,43407 16547395235314,262144 --disable-features
=OptimizationGuideModelDownloading,OptimizationHints,OptimizationHintsFetching,OptimizationTargetPrediction /prefetch:8

Imagebase: 0x7ff76e190000

File size: 3'242'272 bytes

MD5 hash: 45DE480806D1B5D462A7DDE4DCEFC4E4
Has elevated privileges: true

Has administrator true

privileges:

Programmed in: C, C++ or other language

Reputation: low

Has exited: false

File Activities

There is hidden Windows Behavior. Click on Show Windows Behavior to show it.

File Path Completion Count Source Address Symbol

Old File Path New File Path Completion Count Source Address Symbol

Analysis Process: chrome.exe PID: 6384, Parent PID: 3152

General

Target ID: 3

Start time: 04:08:25

Start date: 02/10/2024

Path: C:\Program Files\Google\Chrome\Application\chrome.exe

Wow64 process (32bit): false

Commandline: "C:\Program Files\Google\Chrome\Application\chrome.exe" "https://www.virustotal.com/gui/url/e351253f7259f2428dbc9434621cc4200e964eb 194276749
b87e482a40c7a860"

Imagebase: 0x7ff76e190000

File size: 3'242'272 bytes

MDS5 hash: 45DE480806D1B5D462A7DDE4DCEFC4E4

Has elevated privileges: true

Has administrator true

privileges:

Programmed in: C, C++ or other language
Reputation: low

Has exited: true
Disassembly

@ No disassembly
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