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Windows Analysis Report

YY#UG6302#US53f7#U534f#U8bae.exe

Overview

General Information Detection Signatures Classification

Sample name:  YY#U6302#U53f7#U53
4f#U8bae.exerenamed
because original name
is a hash value

Multi AV Scanner detection for subm

Al detected suspicious sample

Original sample vy exe Detected VMProtect packer
name:

Machine Learning detection for sam...
Analysis ID: 1457838 F MALICIOUS 1 g

MDS5: 765ci453d0cea.. Contains functionality to check if a d...
SHA1: 060ae0476bbd.. Contains functionality to check the p...
SHA256: 3d76cc27be32... Contains functionality to dynamicall...
Tags: exe Contains functionality to query CPU...
Infos: ielo} Contains functionality which may be...

R Score: 60 Detected potential crypto function

B Range: 0-100

2B Drops PE files

Whitelisted: false

Confidence: 100% Drops files with a non-matching file ...

B
B
2
2
3

Process Tree

= System is w10x64
. Qm YY#U6302#U53f7#U534f#U8bae.exe (PID: 908 cmdline: "C:\Users\user\Desktop\YY#U6302#U53f7#U534f#U8bae.exe" MD5: 765CF453D0CEA3719B619E4C55881093)
= cleanup

Malware Configuration

@ No configs have been found

Yara Signatures

@ No yara matches

Sigma Signatures

@ No Sigma rule has matched
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Snort Signatures

@ No Snort rule has matched

Joe Sandbox Signatures

AV Detection

Multi AV Scanner detection for submitted file

Al detected suspicious sample

Machine Learning detection for sample

System Summary

Detected VMProtect packer

Mitre Att&ck Matrix
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ID:
Sample:
Startdate:

Architecture:

Score:

Behavior Graph
1457838
YY#UB302#U537#U534f#U8bae.exe
15/06/2024
WINDOWS
60

MALICIOUS

o e=b e o=

Screenshots

Thumbnails

This section contains all screenshots as thumbnails, including those not shown in the slideshow.
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Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source Detection Scanner Label Link
YY#U6302#U53f7#U534f#U8bae.exe 50% Virustotal Browse
YY#U6302#U53f7#U534f#U8bae.exe 100% Joe Sandbox ML

Dropped Files

Source Detection Scanner Label Link
C:\Users\user\AppData\Local\Temp\iext1.fnr.bbs.125.la 5% ReversingLabs
Unpacked PE Files

@ No Antivirus matches

Domains

@ No Antivirus matches

URLs
Source Detection Scanner Label Link
http://www.openssl.org/support/fag.html.................... rbwb.rndC:HOMERANDFILEPRNG 0% Avira URL Cloud safe
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https://www.virustotal.com/gui/file/3d76cc27be3265077a5c15f2c76848b73148df035b7d3a3d2b9ad77232587cfd/detection/f-3d76cc27be3265077a5c15f2c76848b73148df035b7d3a3d2b9ad77232587cfd-1718474239

Source Detection Scanner Label Link

http:ifhttps://ysapi.yy.com/api/internal/nobleQuery/QueryUserinfoReq.json?data= 0% Avira URL Cloud safe
http://www.yy.com/search- 0% Avira URL Cloud safe
http://https://www.yy.com/zone/assets/total.json 0% Avira URL Cloud safe
http:/fhgame.yy.com/action/getUserLoginlnfo.jsondata.ownChannels 0% Avira URL Cloud safe
http://120.26.95.191:5659/ 0% Avira URL Cloud safe
http://www.openssl.org/V 0% Avira URL Cloud safe
http://https://ysapi.yy.com/api/internal/nobleQuery/QueryUserinfoReq.json?data= 0% Virustotal Browse
http://https://www.yy.com/zone/assets/total.json 0% Virustotal Browse
http://www.yy.com/ 0% Avira URL Cloud safe
http://www.openssl.org/V 0% Virustotal Browse
http://peipei.yy.com/web/account/internal/account/list 0% Avira URL Cloud safe

http://www.yy.com/ 0% Virustotal Browse
http://https://www.yy.com/u/ 0% Avira URL Cloud safe
http://www.yy.com/search- 0% Virustotal Browse
http://bbs.125.la/ 0% Avira URL Cloud safe
http:/fhgame.yy.com/action/getUserLoginInfo.jsondata.ownChannels NaN% Virustotal Browse
http://https://bbs.125.1a/thread-14738139-1-1.html 0% Avira URL Cloud  safe
http://120.26.95.191:5659/ NaN% Virustotal Browse
http://vip.yy.com/service/web/user/info?_time=vipLevel 0% Avira URL Cloud safe
http://https://www.yy.com/u/ 0% Virustotal Browse
http://www.openssl.org/support/fag.htmi................... rbwb.rndC:HOMERANDFILEPRNG 0% Virustotal Browse
http://peipei.yy.com/web/account/internal/account/list NaN% Virustotal Browse
http://bbs.125.la/ 1% Virustotal Browse
http:/fhgame.yy.com/action/getUserLoginInfo.json 0% Avira URL Cloud safe
http://https://www.dmdaili.com/yaoqing/33405.html 0% Avira URL Cloud safe
http://https://captcha.yy.com/baidu/submit.do?appid= 0% Avira URL Cloud safe
http://https://passport.baidu.com/viewlog/getstyle ?ak= 0% Avira URL Cloud safe
http://https://bbs.125.1a/thread-14738139-1-1.html 1% Virustotal Browse
http://vip.yy.com/service/web/user/info?_time=vipLevel NaN% Virustotal Browse
http://https://www.yy.com/zone/userinfo/getUserInfo.json 0% Avira URL Cloud safe
http://https://passport.baidu.com/viewlog/getstyle ?ak= 0% Virustotal Browse
http://www.openssl.org/support/fag.html 0% Avira URL Cloud safe
http://https://www.dmdaili.com/yaoqing/33405.html NaN% Virustotal Browse
http://https://hd.vip.yy.com/service/hdplatform/drawgift/202402ee1a8f/giftpagingp? 0% Avira URL Cloud safe
drawGiftGroupld=202402ee1

http:/fhgame.yy.com/action/getUserLoginInfo.json NaN% Virustotal Browse
http://https://captcha.yy.com/baidu/submit.do?appid= 0% Virustotal Browse
http://https://iexui.com/downexui 0% Avira URL Cloud safe
http://www.openssl.org/support/fag.html 0% Virustotal Browse
http://do-dw.yy.com/user.php?sids= 0% Avira URL Cloud safe
http://https://hgame.yy.com/person/p_account 0% Avira URL Cloud safe
http://https://iexui.com/downexui 0% Virustotal Browse
http://https://captcha.yy.com/baidu/submit.do?appid=obj 0% Avira URL Cloud safe

http://https://yyfkw.cn 0% Avira URL Cloud safe
http://117.72.34.175:1011/?0rderID=4BA33E0B1BE84295&ipnumber=50 0% Avira URL Cloud safe
http://https://hd.vip.yy.com/service/hdplatform/drawgift/202402ee1a8f/giftpagingp? NaN% Virustotal Browse
drawGiftGroupld=202402ee1

http://https://hgame.yy.com/person/p_account 0% Virustotal Browse
http://120.26.95.191:5658/ 0% Avira URL Cloud safe
http:ifhttps://www.yy.com/zone/userinfo/getUserlnfo.json NaN% Virustotal Browse
http:ifhttps://captcha.yy.com/baidu/submit.do?appid=obj 0% Virustotal Browse
http:ifhttps://Ixcode.bs2cdn.yy.com/a413808b-e679-47f1-9380-be7b3ebf8813.xmlI? 0% Avira URL Cloud safe
from=yywebconfigData/giftDatac

http:ifhttps://yyfkw.cn 0% Virustotal Browse
http:/fvip.yy.com/service/web/user/info?_time= 0% Avira URL Cloud safe
http://120.26.95.191:5658/ NaN% Virustotal Browse
http:ifhttps://Ixcode.bs2cdn.yy.com/a413808b-e679-47f1-9380-be7b3ebf8813.xml? 0% Virustotal Browse
from=yywebconfigData/giftDatac

http:/fvip.yy.com/vip/vcard/indexrest?_time= 0% Avira URL Cloud safe

http://www.yy.com/sid 0% Avira URL Cloud safe
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https://www.virustotal.com/gui/url/2e0c221e345069f4a030854ffa39afeeeed72618f33b23b04927b2fee981ecc7/detection/u-2e0c221e345069f4a030854ffa39afeeeed72618f33b23b04927b2fee981ecc7-1696227969
https://www.virustotal.com/gui/url/821e3fd749c59289d9738012bdf7008c7844b7e7db46ded46b6e7209fd9621ee/detection/u-821e3fd749c59289d9738012bdf7008c7844b7e7db46ded46b6e7209fd9621ee-1692018184
https://www.virustotal.com/gui/url/7d6e80d811242f6d139d40aa18b53128e64e41009a0f84684af6d14352c56760/detection/u-7d6e80d811242f6d139d40aa18b53128e64e41009a0f84684af6d14352c56760-1663749547
https://www.virustotal.com/gui/url/1c95455cbfa3c833e745afa542dcfcbfbcd30755ab3b7bc6e0df9c4772a55bab/detection/u-1c95455cbfa3c833e745afa542dcfcbfbcd30755ab3b7bc6e0df9c4772a55bab-1708647690
https://www.virustotal.com/gui/url/6ed01a5dba0bbac094a76f4707d7718583178362cc0be4dfe6cc738b7b268ae6/detection/u-6ed01a5dba0bbac094a76f4707d7718583178362cc0be4dfe6cc738b7b268ae6-1696227969
https://www.virustotal.com/gui/url/3716bb8df653be06be74347dcc9e410382969d1c6d98dc230118c32873204541/detection/
https://www.virustotal.com/gui/url/0051bcc017472b70401367fcfc5217410933a5f51084f0d5c4d99cb776ef6e51/detection/
https://www.virustotal.com/gui/url/add036df33bc7546fe4602bc394970be24a827235d39f6616b004fe5a5222e8b/detection/u-add036df33bc7546fe4602bc394970be24a827235d39f6616b004fe5a5222e8b-1692037166
https://www.virustotal.com/gui/url/26003c9d533714455bc9edbc5c233c2d16e9b3fe1a8492f8447e41b082277aa3/detection/u-26003c9d533714455bc9edbc5c233c2d16e9b3fe1a8492f8447e41b082277aa3-1663746892
https://www.virustotal.com/gui/url/01c98b1767af9f37d7d07242c63bb609460caa0694df7db9e01006a39d12abe5/detection/
https://www.virustotal.com/gui/url/f1372b18bf1f04b406361dc6d56052a2129d003645774336c005fa3ec0b6f5af/detection/u-f1372b18bf1f04b406361dc6d56052a2129d003645774336c005fa3ec0b6f5af-1686827807
https://www.virustotal.com/gui/url/ef7e7eec45c95937c6f797b11445b857475dea93ddd53d21d36b276a806ab3d3/detection/u-ef7e7eec45c95937c6f797b11445b857475dea93ddd53d21d36b276a806ab3d3-1692231396
https://www.virustotal.com/gui/url/f7e2343765edd72c63afe61b30a625aa1ead3367ef3c5b1c484038260bb3772e/detection/
https://www.virustotal.com/gui/url/aea97f25d51a71f014360bc13629cde90610721b8836c07d63bb36b9dcc3554b/detection/u-aea97f25d51a71f014360bc13629cde90610721b8836c07d63bb36b9dcc3554b-1692644403
https://www.virustotal.com/gui/url/a3feda337715c1829f3cef6acbb3458284229bfa8bf31ac2f747f5f58d945c0d/detection/
https://www.virustotal.com/gui/url/8baff276f6a7133593cf31d58b1102bfa00c0489f8a860cfec2722f220d9d69c/detection/
https://www.virustotal.com/gui/url/d3e28a2b84a4c8d0e36a9b84b9d6d5146fca324fb2a18dba61b07a89d872b206/detection/u-d3e28a2b84a4c8d0e36a9b84b9d6d5146fca324fb2a18dba61b07a89d872b206-1692018184
https://www.virustotal.com/gui/url/c2e6efea35c1709623bc0998dd83dec74bc62a33319e3dae25a5016fff6d1346/detection/u-c2e6efea35c1709623bc0998dd83dec74bc62a33319e3dae25a5016fff6d1346-1717453481
https://www.virustotal.com/gui/url/c87819c21ac948f71ddccb7f0fb323b378fceddd7492dcf167b42f21c53bf955/detection/u-c87819c21ac948f71ddccb7f0fb323b378fceddd7492dcf167b42f21c53bf955-1694696754
https://www.virustotal.com/gui/url/f45946a55bec58aac19cca09010eeb2692ebb9d4de9471ba6fc88ee1863d128f/detection/
https://www.virustotal.com/gui/url/4af5c264561326e6f30cb078ad4c301f0481f1b566d74847a1e7a7dc7ad239e0/detection/u-4af5c264561326e6f30cb078ad4c301f0481f1b566d74847a1e7a7dc7ad239e0-1696227969
https://www.virustotal.com/gui/url/f78ed047c161416d7bdf21cfa4121aefd689ae028cdfcae939da9f5ccba47f3d/detection/
https://www.virustotal.com/gui/url/d1b0faee16634ba32606c44dc68ae1eb0d0a8bf71b44fe2159e7c9c488cd2b19/detection/u-d1b0faee16634ba32606c44dc68ae1eb0d0a8bf71b44fe2159e7c9c488cd2b19-1716552066
https://www.virustotal.com/gui/url/a416667e6e9a1401e75a41f46e6819809182136fbfc8ca4114aca8de705f01d6/detection/u-a416667e6e9a1401e75a41f46e6819809182136fbfc8ca4114aca8de705f01d6-1700130813
https://www.virustotal.com/gui/url/a4ae92013ae7f556bb3c3c3a331c74ad40711be7baf0a6f38e4de68f30891b8a/detection/
https://www.virustotal.com/gui/url/8c410bed0f79f58ad9731d06870c3c396535c30f607451acad2c9112ec0238dd/detection/u-8c410bed0f79f58ad9731d06870c3c396535c30f607451acad2c9112ec0238dd-1702028515

Source
http:ifhttps://www.xiequ.cn/index.html?dc1bbee2
http://www.uc.cn/ip

http://www.yy.com/sid
http://https://udb.yy.com/authentication.do?

action=authenticate&appid=50608&busiUrl=http%3A%2F %2Fwww.yy.com&

http://do-dw.yy.com/user.php?sids=
http://vip.yy.com/service/web/user/info?_time=

http://https://udb.yy.com/authentication.do?

action=authenticate&appid=50608&busiUrl=http%3A%2F %2Fwww.yy.com&

http://117.72.34.175:1011/?0rderID=4BA33E0B1BE84295&ipnumber=50

http://https://www.yy.com/gu/
http://www.uc.cn/ip

http://www.uc.cn/ipIP:http://
http://https://www.yy.com/gu/
http://https://www.xiequ.cn/index.html?dc1bbee2
http://https://nfnba.lanzoub.com/ietawOudyhid

http://https://yyfkw.cn999https://nfnba.lanzoub.com/ietawOudyhid

http:if

120.26.95.191:5658/http://120.26.95.191:5659/qq17336171577b2cc005¢28¢42472000e7863283a2128&

=h

http://https://Ixcode.bs2cdn.yy.com/a413808b-e679-47f1-9380-be7b3ebf8813.xmlI?from=yyweb

http://https://passport.baidu.com/viewlog?ak=
http://https://nfnba.lanzoub.com/ietawOudyhid
http://vip.yy.com/vip/vcard/indexrest?_time=
http://channel.yy.com/ajax/member/indexAction
http://www.uc.cn/ipIP:http:/

http://

120.26.95.191:5658/http://120.26.95.191:5659/0q17336171577b2cc005¢28¢42472000e7863283a2128 _

=h

http://https://Ixcode.bs2cdn.yy.com/a413808b-e679-47f1-9380-be7b3ebf8813.xmlI?from=yyweb

Domains and IPs

Contacted Domains

@ No contacted domains info

URLs from Memory and Binaries
Name

hitp://
www.openssl.org/support/fag.html.................... rbwb.rn
dC:HOMERANDFILEPRNG

hitp://
https://ysapi.yy.com/api/internal/nobleQuery/QueryUse
rinfoReq.json?data=

hitp://
hgame.yy.com/action/getUserLoginInfo.jsondata.ownC
hannels

http://https://www.yy.com/zone/assets/total.json

http:/fwww.yy.com/search-

http://120.26.95.191:5659/

http://www.openssl.org/V

http://www.yy.com/
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Source

YY#U6302#U53{7#U534f#U8bae.exe, 00000000
.00000002.1699727907.00000000005A0000.00
000002.00000001.01000000.00000003.sdmp

YY#U6302#U53{7#U534f#U8bae.exe, 00000000
.00000002.1699727907.00000000005A0000.00
000002.00000001.01000000.00000003.sdmp

YY#U6302#U53{7#U534f#U8bae.exe, 00000000
.00000002.1699727907.00000000005A0000.00
000002.00000001.01000000.00000003.sdmp

YY#U6302#U53{7#U534f#U8bae.exe, 00000000
.00000002.1699727907.00000000005A0000.00
000002.00000001.01000000.00000003.sdmp

YY#U6302#U53{7#U534f#U8bae.exe, 00000000
.00000002.1699727907.00000000005A0000.00
000002.00000001.01000000.00000003.sdmp

YY#U6302#U53f7#U534f#U8bae.exe, 00000000
.00000002.1699727907.00000000005A0000.00
000002.00000001.01000000.00000003.sdmp

YY#U6302#U53f7#U534f#U8bae.exe, 00000000
.00000002.1699727907.00000000005A0000.00
000002.00000001.01000000.00000003.sdmp

YY#U6302#U53f7#U534f#U8bae.exe, 00000000
.00000002.1699727907.00000000005A0000.00
000002.00000001.01000000.00000003.sdmp

Detection
0%
0%
0%
0%

0%
0%
0%

NaN%
0%
0%
0%
0%
NaN%
0%
0%
0%

0%
0%
NaN%
0%
0%
0%
NaN%

0%

Malicious

false

false

false

false

false

false

false

false

Scanner Label
Avira URL Cloud safe
Avira URL Cloud safe
Virustotal

Avira URL Cloud safe

Virustotal
Virustotal

Virustotal

Virustotal
Avira URL Cloud safe
Virustotal
Avira URL Cloud safe
Virustotal
Virustotal
Avira URL Cloud safe
Avira URL Cloud safe
Avira URL Cloud safe

Avira URL Cloud safe
Avira URL Cloud safe
Virustotal
Virustotal
Avira URL Cloud safe
Virustotal

Virustotal

Virustotal

Antivirus Detection

.

0%, Virustotal, Browse
Avira URL Cloud: safe

.

0%, Virustotal, Browse
Avira URL Cloud: safe

.

.

NaN%, Virustotal, Browse
Avira URL Cloud: safe

.

.

0%, Virustotal, Browse
Avira URL Cloud: safe

.

.

.

0%, Virustotal, Browse
Avira URL Cloud: safe

.

NaN%, Virustotal, Browse
Avira URL Cloud: safe

.

.

0%, Virustotal, Browse
Avira URL Cloud: safe

.

.

0%, Virustotal, Browse
Avira URL Cloud: safe

.

.

Link

Browse

Browse
Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Reputation

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown
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https://www.virustotal.com/gui/url/c7a7a4c516d2406478cf42064c05b7c3aed1ada35f6fda307934d6d157c44543/detection/u-c7a7a4c516d2406478cf42064c05b7c3aed1ada35f6fda307934d6d157c44543-1696736718
https://www.virustotal.com/gui/url/629d40ba0581616c68b6f63ddad548eccf8d3b70436755ab6ae99f8cae1436cc/detection/u-629d40ba0581616c68b6f63ddad548eccf8d3b70436755ab6ae99f8cae1436cc-1692644403
https://www.virustotal.com/gui/url/6d0adf9c3f27a6375aceb4528249d7a7282e9301afdab4872f3b302f57ca7838/detection/u-6d0adf9c3f27a6375aceb4528249d7a7282e9301afdab4872f3b302f57ca7838-1692084789
https://www.virustotal.com/gui/url/1da30d1d0d7fd21842ab72f2d6e767f5093737590709fcffe1683cf46bf022ba/detection/u-1da30d1d0d7fd21842ab72f2d6e767f5093737590709fcffe1683cf46bf022ba-1695959788
https://www.virustotal.com/gui/url/894799687197b82e119c98c179b781c26f2c6fe8eef7c27c484178fc583ae80d/detection/
https://www.virustotal.com/gui/url/d3e2407a0c688ccde5aee647fc0a0667903653c6285294c6933c6a9960fb64ef/detection/u-d3e2407a0c688ccde5aee647fc0a0667903653c6285294c6933c6a9960fb64ef-1692071446
https://www.virustotal.com/gui/url/457bb61a13c2797ef93bb9a92102d41aa1ba7c0811eb6439c2207ce49605539b/detection/u-457bb61a13c2797ef93bb9a92102d41aa1ba7c0811eb6439c2207ce49605539b-1692019047
https://www.virustotal.com/gui/url/67e8be3519045a70673679ed458db484ad694d66bd1f24c16f13aabc84233fa9/detection/
https://www.virustotal.com/gui/url/eadc1362b892672ad1e4886b1704c7c29c09117050625ac017077a6d230e65e7/detection/
https://www.virustotal.com/gui/url/63019a9950208eb3a89abe008ad56027e70f8ad2092cd15ce749f616d5ac4a2e/detection/u-63019a9950208eb3a89abe008ad56027e70f8ad2092cd15ce749f616d5ac4a2e-1696227969
https://www.virustotal.com/gui/url/ade7d4e884942ae410fb3a0ed0cf156a52a290c49c0874b5b3428384457c20c7/detection/u-ade7d4e884942ae410fb3a0ed0cf156a52a290c49c0874b5b3428384457c20c7-1710819405
https://www.virustotal.com/gui/url/18bbb0a0f31d87028ecedb2fd8eb807849aa3f9f0168ae1f3b5c57f753bf94a1/detection/
https://www.virustotal.com/gui/url/429d6fe198b051e15ea6788337f836440829a50dd62c594f2555f6b939f3484e/detection/u-429d6fe198b051e15ea6788337f836440829a50dd62c594f2555f6b939f3484e-1696227969
https://www.virustotal.com/gui/url/26003c9d533714455bc9edbc5c233c2d16e9b3fe1a8492f8447e41b082277aa3/detection/u-26003c9d533714455bc9edbc5c233c2d16e9b3fe1a8492f8447e41b082277aa3-1663746892
https://www.virustotal.com/gui/url/2e0c221e345069f4a030854ffa39afeeeed72618f33b23b04927b2fee981ecc7/detection/u-2e0c221e345069f4a030854ffa39afeeeed72618f33b23b04927b2fee981ecc7-1696227969
https://www.virustotal.com/gui/url/3716bb8df653be06be74347dcc9e410382969d1c6d98dc230118c32873204541/detection/
https://www.virustotal.com/gui/url/821e3fd749c59289d9738012bdf7008c7844b7e7db46ded46b6e7209fd9621ee/detection/u-821e3fd749c59289d9738012bdf7008c7844b7e7db46ded46b6e7209fd9621ee-1692018184
https://www.virustotal.com/gui/url/6ed01a5dba0bbac094a76f4707d7718583178362cc0be4dfe6cc738b7b268ae6/detection/u-6ed01a5dba0bbac094a76f4707d7718583178362cc0be4dfe6cc738b7b268ae6-1696227969
https://www.virustotal.com/gui/url/0051bcc017472b70401367fcfc5217410933a5f51084f0d5c4d99cb776ef6e51/detection/
https://www.virustotal.com/gui/url/7d6e80d811242f6d139d40aa18b53128e64e41009a0f84684af6d14352c56760/detection/u-7d6e80d811242f6d139d40aa18b53128e64e41009a0f84684af6d14352c56760-1663749547
https://www.virustotal.com/gui/url/1c95455cbfa3c833e745afa542dcfcbfbcd30755ab3b7bc6e0df9c4772a55bab/detection/u-1c95455cbfa3c833e745afa542dcfcbfbcd30755ab3b7bc6e0df9c4772a55bab-1708647690

Name

http://peipei.yy.com/web/account/internal/account/list

http://https://www.yy.com/u/

http://bbs.125.la/

http://https://bbs.125.1a/thread-14738139-1-1.html

http://vip.yy.com/service/web/user/info?_time=vipLevel

http:/fhgame.yy.com/action/getUserLoginInfo.json

http://https://captcha.yy.com/baidu/submit.do?appid=

http://https://www.dmdaili.com/yaoqing/33405.html

http://https://passport.baidu.com/viewlog/getstyle?ak=

hitp://
https://www.yy.com/zone/userinfo/getUserInfo.json

http://www.openssl.org/support/fag.html

hitp://
https://hd.vip.yy.com/service/hdplatform/drawgift/20240
2eela8f/giftpagingp?drawGiftGroupld=202402ee1

http://https://iexui.com/downexui

http://do-dw.yy.com/user.php?sids=

http://https://hgame.yy.com/person/p_account

http://https://captcha.yy.com/baidu/submit.do?

appid=0bj

http://https://yyfkw.cn

http://117.72.34.175:1011/?

OrderID=4BA33E0B1BE84295&ipnumber=50

http://120.26.95.191:5658/

http://https:/Ixcode.bs2cdn.yy.com/a413808b-e679-
4711-9380-be7b3ebf8813.xml?
from=yywebconfigData/giftDatac

http:/fvip.yy.com/service/web/user/info?_time=

http:/fvip.yy.com/vip/vcard/indexrest?_time=

http://www.yy.com/sid

http:ifhttps://www.xiequ.cn/index.html?dc1bbee2

Copyright Joe Security LLC 2024

Source

YY#U6302#U53f7#U534f#U8bae.exe, 00000000
.00000002.1699727907.00000000005A0000.00
000002.00000001.01000000.00000003.sdmp

YY#U6302#U53f7#U534f#U8bae.exe, 00000000
.00000002.1699727907.00000000005A0000.00
000002.00000001.01000000.00000003.sdmp

iext1.fnr.bbs.125.1a.0.dr

YY#U6302#U53f7#U534f#U8bae.exe, 00000000
.00000002.1701213455.0000000002F09000.00
000004.00000020.00020000.00000000.sdmp,
YY#U6302#U53f7#U534f#U8bae.exe, 00000000
.00000002.1701495506.000000006 CF60000.00
000002.00000001.01000000.00000004.sdmp,
iext1.fnr.bbs.125.1a.0.dr

YY#U6302#U53f7#U534f#U8bae.exe, 00000000
.00000002.1699727907.00000000005A0000.00
000002.00000001.01000000.00000003.sdmp

YY#U6302#U53f7#U534f#U8bae.exe, 00000000
.00000002.1699727907.00000000005A0000.00
000002.00000001.01000000.00000003.sdmp

YY#U6302#U53f7#U534f#U8bae.exe, 00000000
.00000002.1699727907.00000000005A0000.00
000002.00000001.01000000.00000003.sdmp

YY#U6302#U53f7#U534f#UBbae.exe, 00000000
.00000002.1699727907.00000000005A0000.00
000002.00000001.01000000.00000003.sdmp

YY#U6302#U53f7#U534f#U8bae.exe, 00000000
.00000002.1699727907.00000000005A0000.00
000002.00000001.01000000.00000003.sdmp

YY#U6302#U53{7#U534f#U8bae.exe, 00000000
.00000002.1699727907.00000000005A0000.00
000002.00000001.01000000.00000003.sdmp

YY#U6302#U53{7#U534f#U8bae.exe, 00000000
.00000002.1699727907.00000000005A0000.00
000002.00000001.01000000.00000003.sdmp

YY#U6302#U53{7#U534f#U8bae.exe, 00000000
.00000002.1699727907.00000000005A0000.00
000002.00000001.01000000.00000003.sdmp

YY#U6302#U53{7#U534f#U8bae.exe, 00000000
.00000002.1699727907.00000000005A0000.00
000002.00000001.01000000.00000003.sdmp

YY#U6302#U53{7#U534f#U8bae.exe, 00000000
.00000002.1699727907.00000000005A0000.00
000002.00000001.01000000.00000003.sdmp

YY#U6302#U53{7#U534f#U8bae.exe, 00000000
.00000002.1699727907.00000000005A0000.00
000002.00000001.01000000.00000003.sdmp

YY#U6302#U53{7#U534f#U8bae.exe, 00000000
.00000002.1699727907.00000000005A0000.00
000002.00000001.01000000.00000003.sdmp

YY#U6302#U53{7#U534f#U8bae.exe, 00000000
.00000002.1699727907.00000000005A0000.00
000002.00000001.01000000.00000003.sdmp

YY#U6302#U53{7#U534f#U8bae.exe, 00000000
.00000003.1699125254.0000000001351000.00
000004.00000020.00020000.00000000.sdmp

YY#U6302#U53{7#U534f#U8bae.exe, 00000000
.00000002.1699727907.00000000005A0000.00
000002.00000001.01000000.00000003.sdmp

YY#U6302#U53{7#U534f#U8bae.exe, 00000000
.00000002.1699727907.00000000005A0000.00
000002.00000001.01000000.00000003.sdmp

YY#U6302#U53{7#U534f#U8bae.exe, 00000000
.00000002.1699727907.00000000005A0000.00
000002.00000001.01000000.00000003.sdmp

YY#U6302#U53f7#U534f#U8bae.exe, 00000000
.00000002.1699727907.00000000005A0000.00
000002.00000001.01000000.00000003.sdmp

YY#U6302#U53f7#U534f#U8bae.exe, 00000000
.00000002.1699727907.00000000005A0000.00
000002.00000001.01000000.00000003.sdmp

YY#U6302#U53f7#U534f#U8bae.exe, 00000000
.00000002.1699727907.00000000005A0000.00
000002.00000001.01000000.00000003.sdmp

Malicious

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

Antivirus Detection

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

NaN%, Virustotal, Browse
Avira URL Cloud: safe

0%, Virustotal, Browse
Avira URL Cloud: safe

1%, Virustotal, Browse
Avira URL Cloud: safe

1%, Virustotal, Browse
Avira URL Cloud: safe

NaN%, Virustotal, Browse
Avira URL Cloud: safe

NaN%, Virustotal, Browse
Avira URL Cloud: safe

0%, Virustotal, Browse
Avira URL Cloud: safe

NaN%, Virustotal, Browse
Avira URL Cloud: safe

0%, Virustotal, Browse
Avira URL Cloud: safe

NaN%, Virustotal, Browse
Avira URL Cloud: safe

0%, Virustotal, Browse
Avira URL Cloud: safe

NaN%, Virustotal, Browse
Avira URL Cloud: safe

0%, Virustotal, Browse
Avira URL Cloud: safe

0%, Virustotal, Browse
Avira URL Cloud: safe

0%, Virustotal, Browse
Avira URL Cloud: safe

0%, Virustotal, Browse
Avira URL Cloud: safe

0%, Virustotal, Browse
Avira URL Cloud: safe

NaN%, Virustotal, Browse
Avira URL Cloud: safe

NaN%, Virustotal, Browse
Avira URL Cloud: safe

0%, Virustotal, Browse
Avira URL Cloud: safe

0%, Virustotal, Browse
Avira URL Cloud: safe

0%, Virustotal, Browse
Avira URL Cloud: safe

0%, Virustotal, Browse
Avira URL Cloud: safe

NaN%, Virustotal, Browse
Avira URL Cloud: safe

Reputation

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown
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https://www.virustotal.com/gui/url/01c98b1767af9f37d7d07242c63bb609460caa0694df7db9e01006a39d12abe5/detection/
https://www.virustotal.com/gui/url/add036df33bc7546fe4602bc394970be24a827235d39f6616b004fe5a5222e8b/detection/u-add036df33bc7546fe4602bc394970be24a827235d39f6616b004fe5a5222e8b-1692037166
https://www.virustotal.com/gui/url/f1372b18bf1f04b406361dc6d56052a2129d003645774336c005fa3ec0b6f5af/detection/u-f1372b18bf1f04b406361dc6d56052a2129d003645774336c005fa3ec0b6f5af-1686827807
https://www.virustotal.com/gui/url/ef7e7eec45c95937c6f797b11445b857475dea93ddd53d21d36b276a806ab3d3/detection/u-ef7e7eec45c95937c6f797b11445b857475dea93ddd53d21d36b276a806ab3d3-1692231396
https://www.virustotal.com/gui/url/f7e2343765edd72c63afe61b30a625aa1ead3367ef3c5b1c484038260bb3772e/detection/
https://www.virustotal.com/gui/url/8baff276f6a7133593cf31d58b1102bfa00c0489f8a860cfec2722f220d9d69c/detection/
https://www.virustotal.com/gui/url/d3e28a2b84a4c8d0e36a9b84b9d6d5146fca324fb2a18dba61b07a89d872b206/detection/u-d3e28a2b84a4c8d0e36a9b84b9d6d5146fca324fb2a18dba61b07a89d872b206-1692018184
https://www.virustotal.com/gui/url/a3feda337715c1829f3cef6acbb3458284229bfa8bf31ac2f747f5f58d945c0d/detection/
https://www.virustotal.com/gui/url/aea97f25d51a71f014360bc13629cde90610721b8836c07d63bb36b9dcc3554b/detection/u-aea97f25d51a71f014360bc13629cde90610721b8836c07d63bb36b9dcc3554b-1692644403
https://www.virustotal.com/gui/url/f78ed047c161416d7bdf21cfa4121aefd689ae028cdfcae939da9f5ccba47f3d/detection/
https://www.virustotal.com/gui/url/c2e6efea35c1709623bc0998dd83dec74bc62a33319e3dae25a5016fff6d1346/detection/u-c2e6efea35c1709623bc0998dd83dec74bc62a33319e3dae25a5016fff6d1346-1717453481
https://www.virustotal.com/gui/url/f45946a55bec58aac19cca09010eeb2692ebb9d4de9471ba6fc88ee1863d128f/detection/
https://www.virustotal.com/gui/url/c87819c21ac948f71ddccb7f0fb323b378fceddd7492dcf167b42f21c53bf955/detection/u-c87819c21ac948f71ddccb7f0fb323b378fceddd7492dcf167b42f21c53bf955-1694696754
https://www.virustotal.com/gui/url/629d40ba0581616c68b6f63ddad548eccf8d3b70436755ab6ae99f8cae1436cc/detection/u-629d40ba0581616c68b6f63ddad548eccf8d3b70436755ab6ae99f8cae1436cc-1692644403
https://www.virustotal.com/gui/url/4af5c264561326e6f30cb078ad4c301f0481f1b566d74847a1e7a7dc7ad239e0/detection/u-4af5c264561326e6f30cb078ad4c301f0481f1b566d74847a1e7a7dc7ad239e0-1696227969
https://www.virustotal.com/gui/url/d1b0faee16634ba32606c44dc68ae1eb0d0a8bf71b44fe2159e7c9c488cd2b19/detection/u-d1b0faee16634ba32606c44dc68ae1eb0d0a8bf71b44fe2159e7c9c488cd2b19-1716552066
https://www.virustotal.com/gui/url/a416667e6e9a1401e75a41f46e6819809182136fbfc8ca4114aca8de705f01d6/detection/u-a416667e6e9a1401e75a41f46e6819809182136fbfc8ca4114aca8de705f01d6-1700130813
https://www.virustotal.com/gui/url/894799687197b82e119c98c179b781c26f2c6fe8eef7c27c484178fc583ae80d/detection/
https://www.virustotal.com/gui/url/a4ae92013ae7f556bb3c3c3a331c74ad40711be7baf0a6f38e4de68f30891b8a/detection/
https://www.virustotal.com/gui/url/8c410bed0f79f58ad9731d06870c3c396535c30f607451acad2c9112ec0238dd/detection/u-8c410bed0f79f58ad9731d06870c3c396535c30f607451acad2c9112ec0238dd-1702028515
https://www.virustotal.com/gui/url/6d0adf9c3f27a6375aceb4528249d7a7282e9301afdab4872f3b302f57ca7838/detection/u-6d0adf9c3f27a6375aceb4528249d7a7282e9301afdab4872f3b302f57ca7838-1692084789
https://www.virustotal.com/gui/url/63019a9950208eb3a89abe008ad56027e70f8ad2092cd15ce749f616d5ac4a2e/detection/u-63019a9950208eb3a89abe008ad56027e70f8ad2092cd15ce749f616d5ac4a2e-1696227969
https://www.virustotal.com/gui/url/c7a7a4c516d2406478cf42064c05b7c3aed1ada35f6fda307934d6d157c44543/detection/u-c7a7a4c516d2406478cf42064c05b7c3aed1ada35f6fda307934d6d157c44543-1696736718
https://www.virustotal.com/gui/url/67e8be3519045a70673679ed458db484ad694d66bd1f24c16f13aabc84233fa9/detection/

Name

http://www.uc.cn/ip

http:ifhttps://udb.yy.com/authentication.do?
action=authenticate&appid=50608&busiUrl=http%3A%2
F%2Fwww.yy.com&

http://https://www.yy.com/gu/

http://www.uc.cn/ipIP:http:/

http://https://nfnba.lanzoub.com/ietawOudyhid

hitp://
https://yytkw.cn999https://nfnba.lanzoub.com/ietawOud
yhid

hitp://
120.26.95.191:5658/http:/120.26.95.191:5659/qq1733
6171577b2cc005¢c28c42472000e7863283a2128 _=h

http://https://Ixcode.bs2cdn.yy.com/a413808b-e679-
47f1-9380-be7b3ebf8813.xml?from=yyweb

http://https://passport.baidu.com/viewlog?ak=

http://channel.yy.com/ajax/member/indexAction

World Map of Contacted IPs

@ No contacted IP infos

General Information

Joe Sandbox version:

Analysis ID:

Start date and time:

Joe Sandbox product:

Overall analysis duration:

Hypervisor based Inspection enabled:
Report type:

Cookbook file name:

Analysis system description:

Number of analysed new started processes analysed:
Number of new started drivers analysed:

Number of existing processes analysed:

Number of existing drivers analysed:

Number of injected processes analysed:

Technologies:

Analysis Mode:
Analysis stop reason:
Sample name:

Original Sample Name:
Detection:
Classification:

EGA Information:

HCA Information:

Cookbook Comments:

Copyright Joe Security LLC 2024

Source Malicious  Antivirus Detection

YY#U6302#U53f7#U534f#U8bae.exe, 00000000 false o 0%, Virustotal, Browse
.00000002.1699727907.00000000005A0000.00 Avira URL Cloud: safe
000002.00000001.01000000.00000003.sdmp

.

YY#U6302#U53f7#U534f#U8bae.exe, 00000000 false
.00000002.1699727907.00000000005A0000.00
000002.00000001.01000000.00000003.sdmp

0%, Virustotal, Browse
Avira URL Cloud: safe

.

.

YY#U6302#U53f7#U534f#U8bae.exe, 00000000 false
.00000002.1699727907.00000000005A0000.00
000002.00000001.01000000.00000003.sdmp

0%, Virustotal, Browse
Avira URL Cloud: safe

.

.

YY#U6302#U53f7#U534f#U8bae.exe, 00000000 false
.00000002.1699727907.00000000005A0000.00
000002.00000001.01000000.00000003.sdmp

0%, Virustotal, Browse
Avira URL Cloud: safe

.

.

YY#U6302#U53f7#U534f#U8bae.exe, 00000000 false « NaN%, Virustotal, Browse
.00000002.1699727907.00000000005A0000.00 Avira URL Cloud: safe
000002.00000001.01000000.00000003.sdmp

.

YY#U6302#U53f7#U534f#U8bae.exe, 00000000 false
.00000002.1699727907.00000000005A0000.00
000002.00000001.01000000.00000003.sdmp

YY#U6302#U53f7#U534f#UBbae.exe, 00000000 false « NaN%, Virustotal, Browse
.00000002.1699727907.00000000005A0000.00 Avira URL Cloud: safe
000002.00000001.01000000.00000003.sdmp

Avira URL Cloud: safe

.

.

YY#U6302#U53f7#U534f#U8bae.exe, 00000000 false
.00000002.1699727907.00000000005A0000.00
000002.00000001.01000000.00000003.sdmp

0%, Virustotal, Browse
Avira URL Cloud: safe

.

.

YY#U6302#U53f7#U534f#U8bae.exe, 00000000 false Avira URL Cloud: safe
.00000002.1699727907.00000000005A0000.00

000002.00000001.01000000.00000003.sdmp

.

YY#U6302#U53f7#U534f#U8bae.exe, 00000000 false Avira URL Cloud: safe
.00000002.1699727907.00000000005A0000.00

000002.00000001.01000000.00000003.sdmp

.

40.0.0 Tourmaline

1457838

2024-06-15 20:02:07 +02:00
CloudBasic

Oh 3m 35s

false

light

default.jos

Reputation

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

Windows 10 x64 22H2 with Office Professional Plus 2019, Chrome 117, Firefox 118, Adobe Reader DC 23, Java 8

Update 381, 7zip 23.01
1

o o o o

« HCA enabled
« EGA enabled
« AMSI enabled

default
Timeout
YY#U6302#U53f7#U534f#U8bae.exerenamed because original name is a hash value
YY.exe
MAL
mal60.winEXE@1/1@0/0
« Successful, ratio: 100%
Failed

« Found application associated with file extension: .exe
« Stop behavior analysis, all processes terminated
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https://www.virustotal.com/gui/url/d3e2407a0c688ccde5aee647fc0a0667903653c6285294c6933c6a9960fb64ef/detection/u-d3e2407a0c688ccde5aee647fc0a0667903653c6285294c6933c6a9960fb64ef-1692071446
https://www.virustotal.com/gui/url/1da30d1d0d7fd21842ab72f2d6e767f5093737590709fcffe1683cf46bf022ba/detection/u-1da30d1d0d7fd21842ab72f2d6e767f5093737590709fcffe1683cf46bf022ba-1695959788
https://www.virustotal.com/gui/url/457bb61a13c2797ef93bb9a92102d41aa1ba7c0811eb6439c2207ce49605539b/detection/u-457bb61a13c2797ef93bb9a92102d41aa1ba7c0811eb6439c2207ce49605539b-1692019047
https://www.virustotal.com/gui/url/ade7d4e884942ae410fb3a0ed0cf156a52a290c49c0874b5b3428384457c20c7/detection/u-ade7d4e884942ae410fb3a0ed0cf156a52a290c49c0874b5b3428384457c20c7-1710819405
https://www.virustotal.com/gui/url/eadc1362b892672ad1e4886b1704c7c29c09117050625ac017077a6d230e65e7/detection/
https://www.virustotal.com/gui/url/18bbb0a0f31d87028ecedb2fd8eb807849aa3f9f0168ae1f3b5c57f753bf94a1/detection/
https://www.virustotal.com/gui/url/429d6fe198b051e15ea6788337f836440829a50dd62c594f2555f6b939f3484e/detection/u-429d6fe198b051e15ea6788337f836440829a50dd62c594f2555f6b939f3484e-1696227969

Simulations

Behavior and APIs

@ No simulations

Joe Sandbox View / Context

IPs

@ No context

Domains

@ No context

ASNs

@ No context

JA3 Fingerprints

@ No context

Dropped Files

@ No context

Created / dropped Files

C:\Users\user\AppData\Local\Temp\iext1.fnr.bbs.125.la v

Process: C:\Users\user\Desktop\YY#U6302#U53f7#U534f#U8bae.exe
File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows
Category: dropped

Size (bytes): 741376

Entropy (8bit):  6.917105002705599

Encrypted: false

SSDEEP: 12288:wKBQAJdbyF+XZrjvhle WgtNSXcTXrTmYSGTTTTTTTTTy8L1d8GsgFMwq:wKBZbpXZrjhI8N5sT7TzGTTTTTTTTTy9

MD5: A96FBD5E66B31F3D816AD80F623E9BD9

SHA1: 4EDA42260BD3EB930CD4EAFD7D15C6AF367BCF18

SHA-256: 2E67BA278646FDE95BB614DCBCC7DA1C6BF7976C918B2C6AD3D78640000326F3

SHA-512: 43921107313775EA14B1BD33CF758C13798F4FA1C1074771C1C96B1B43B98F3416D249ED8AB3171383772D0054829C3754A91B5E94135F1DF6D67A76F599C80E
Malicious: false

Antivirus: « Antivirus: ReversinglLabs, Detection: 5%

Reputation: low

Preview:

..@.reloc..‘k...@.:.l .......

Static File Info

Copyright Joe Security LLC 2024
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General

File type: PE32 executable (GUI) Intel 80386, for MS Windows

Entropy (8bit): 7.921437760987104

TriD: « Win32 Executable (generic) a (10002005/4) 99.96%
« Generic Win/DOS Executable (2004/3) 0.02%
« DOS Executable Generic (2002/1) 0.02%
« Autodesk FLIC Image File (extensions: flc, fli, cel) (7/3) 0.00%

File name: YY#UB302#U53f7#U534f#U8bae.exe

File size: 4'972'544 bytes

MD5: 765cf453d0cea3719b619e4c55881093

SHAT: 060ae0476bbd908d08537c8b6bb24d2ec83d524¢

SHA256: 3d76cc27be3265077a5¢15f2c76848b73148df035b7d3a3d2b9ad77232587cfd

SHA512: 2132af60567aaf5c89001c36edd0764ef5e336dd2260d20287953ce2dac4b80c7817d0c0fe410a0d092900181¢3d360999f7f2c06b5eba51a2e54821175cec18
SSDEEP: 98304:ygvEIT54uia2ki5SCyJsAh6wbwPy7kl/CNBIsOIApvWJ:yFT54rHi4H+Ah/bOUKVQY20J

TLSH: 893633D84EF59834C2A6033CE43172374EBFF657D628936E265CE6AEAC4D1819341A37

File Content  MZ..coiiiiiiccc @ I..L.IThis program cannot be run in DOS mode....$........ #.vOB.%0OB.%0B.% ].%FB.%
Preview: 1.%IB.%.".%bB.%4".%JB.%.].%cB.%.J.%MB.%0B.%.@.%-].%RB.%Yyd.%.B.%yd.%7B.%.].%.B.%.].%RB.%0B.%.B.%.D.%NB.
Filelcon

Icon Hash: 099c9113582f8b55

Static PE Info

General

Entrypoint: 0xb93dda

Entrypoint Section: .vmp1

Digitally signed: false

Imagebase: 0x400000

Subsystem: windows gui

Image File Characteristics:
DLL Characteristics:

Time Stamp:

TLS Callbacks:

CLR (.Net) Version:

OS Version Major:

OS Version Minor:

File Version Major:

File Version Minor:
Subsystem Version Major:
Subsystem Version Minor:

Import Hash:

Entrypoint Preview
Instruction

push 0E4B68F2h

call 00007F34FD55337Dh
add byte ptr [eax], al

push esp

insb

jnc 00007F34FDO9BFES8h
jc 00007F34FD09C007h
add byte ptr [eax], al

add byte ptr [edi+65h], al
je 00007F34FD09BFF5h
jns 00007F34FD09CO015h
je 00007F34FD09C007h
insd

push esp

Copyright Joe Security LLC 2024

EXECUTABLE_IMAGE, LINE_NUMS_STRIPPED, LOCAL_SYMS_STRIPPED, 32BIT_MACHINE

0x66653771 [Sun Jun 9 05:02:41 2024 UTC]

o & O &~ O »

fe512f2e549df2214891378c91f66a42
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Instruction

imul ebp, dword ptr [ebp+65h], 24648D00h
sbb al, E8h

popfd

add dword ptr [eax], eax
add byte ptr [ebx-18h], dI
lock add dword ptr [eax], eax
add byte ptr [eax], al

add byte ptr [ebx+65h], dI
je 00007F34FD0O9BFF9h
imul ebp, dword ptr [esi+64h], 7845776Fh
je 00007F34FDO9BFE7h
js 00007F34FD09BFA2h
add byte ptr [eax], al

inc edi

je 00007F34FD09BFF9h
outsd

insb

jne 00007F34FD09CO0Fh
dec ecx

outsb

outsw

jc 00007F34FDO9CO0Fh
popad

je 00007F34FD09C00Bh
outsd

outsb

inc ecx

add byte ptr [eax], al

add byte ptr [ebx+72h], al
popad

je 00007F34FD09C007h
push esp

push 64616572h

add al, ch

pop esi

or al, byte ptr [eax]

add byte ptr [eax], al

add byte ptr [ebx+72h], al
popad

je 00007F34FD09C007h
inc esp

imul esi, dword ptr [edx+65h], 726F7463h
jns 00007F34FD0O9BFE3h
add byte ptr [eax], al

add byte ptr [edi+69h], dI
inc ebx

push 6F547261h

dec ebp

jne 00007F34FD09CO0Eh
je 00007F34FD09C00Bh
inc edx

jns 00007F34FD09CO16h
add byte ptr [eax], al

add byte ptr [edi+61h], dI
imul esi, dword ptr [esi+eax*2+6Fh], 6C754D72h
je 00007F34FD09C00Bh
jo 00007F34FD09CO0Eh
dec edi

bound ebp, dword ptr [edx+65h]
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Instruction

arpl word ptr [ebx+esi*2+00h], si
add byte ptr [eax], al

inc ecx

jo 00007F34FD09C012h
outsb

dec ebp

outsb

jne 00007F34FDO9BFE3h
add byte ptr [eax], al

add byte ptr [ebx+72h], al
popad

je 00007F34FD09C007h

Rich Headers

Programming Language:

Data Directories

Name

IMAGE_DIRECTORY_ENTRY_EXPORT
IMAGE_DIRECTORY_ENTRY_IMPORT
IMAGE_DIRECTORY_ENTRY_RESOURCE
IMAGE_DIRECTORY_ENTRY_EXCEPTION
IMAGE_DIRECTORY_ENTRY_SECURITY
IMAGE_DIRECTORY_ENTRY_BASERELOC
IMAGE_DIRECTORY_ENTRY_DEBUG
IMAGE_DIRECTORY_ENTRY_COPYRIGHT
IMAGE_DIRECTORY_ENTRY_GLOBALPTR
IMAGE_DIRECTORY_ENTRY_TLS
IMAGE_DIRECTORY_ENTRY_LOAD_CONFIG
IMAGE_DIRECTORY_ENTRY_BOUND_IMPORT
IMAGE_DIRECTORY_ENTRY_IAT
IMAGE_DIRECTORY_ENTRY_DELAY_IMPORT
IMAGE_DIRECTORY_ENTRY_COM_DESCRIPTOR
IMAGE_DIRECTORY_ENTRY_RESERVED

Sections

Name Virtual Address Virtual Size Raw Size
text 0x1000 0x19e742 0x0

.rdata 0x1a0000 0x577b12 0x0

.data  0x718000 0x6f3ca 0x0

.rsrc 0x788000 0x6190 0x3000
.vmp0  0x78f000 0x3024 0x0

Copyright Joe Security LLC 2024

Virtual Address
0x0
0x79627¢
0x788000
0x0

0x0
0xc4c000
0x0

0x0

0x0

0x0

0x0

0x0
0xb9735b
0x0

0x0

0x0

MD5

d41d8cd98f00b204e980099
8ecf8427e

d41d8cd98f00b204e980099
8ecf8427e

d41d8cd98f00b204e980099
8ecf8427e

a1864bf4c4f443ebfc78e5e2
fff8348b

d41d8cd98f00b204e980099
8ecf8427¢

Xored PE

False

.

.

.

.

.

unknown

False

False

False

[ C]VS98 (6.0) SP6 build 8804
[C++] VS98 (6.0) SP6 build 8804
[C++] VS98 (6.0) build 8168

[ C]VS98 (6.0) build 8168
[EXP] VC++ 6.0 SP5 build 8804

Virtual Size
0x0
0x168
0x6190
0x0
0x0
Ox4c
0x0
0x0
0x0
0x0
0x0
0x0
0x850
0x0
0x0
0x0

ZLIB Complexity  File Type
0 empty
unknown unknown
0 empty
0.394287109375 data

0 empty

Is in Section

.vmp1

.rsrc

.reloc

.vmp1

Entropy Characteristics

0.0 IMAGE_SCN_CNT_CODE,
IMAGE_SCN_MEM_EXEC
UTE,

IMAGE_SCN_MEM_READ

unknown IMAGE_SCN_CNT_INITIAL
IZED_DATA,

IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIAL
IZED_DATA,
IMAGE_SCN_MEM_READ,
IMAGE_SCN_MEM_WRIT
E

IMAGE_SCN_CNT_INITIAL
IZED_DATA,
IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_CODE,
IMAGE_SCN_CNT_INITIAL
IZED_DATA,
IMAGE_SCN_MEM_EXEC
UTE,
IMAGE_SCN_MEM_READ

0.0

4.088331277576032

0.0
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Name Virtual Address Virtual Size Raw Size MD5 Xored PE  ZLIB Complexity  File Type Entropy Characteristics

.vmp1 0x793000 0x4b8233 0x4b9000 5d3194b71clal1ae1687b1 unknown unknown unknown  unknown IMAGE_SCN_CNT_CODE,
d9c64ef151 IMAGE_SCN_MEM_DISCA
RDABLE,
IMAGE_SCN_MEM_EXEC
UTE,

IMAGE_SCN_MEM_READ,
IMAGE_SCN_MEM_WRIT

E
.reloc  0xc4c000 Ox4c 0x1000 31b33e1e166e82486ce754 False 0.0224609375 data 0.11968309355305998  IMAGE_SCN_CNT_INITIAL
0bf78125ec IZED_DATA,
IMAGE_SCN_MEM_DISCA
RDABLE,

IMAGE_SCN_MEM_READ

Resources

Name RVA Size Type Language Country ZLIB Complexity

TEXTINCLUDE 0x78a5b8 Oxb data Chinese China 1.0

TEXTINCLUDE 0x78a5c4 0x16 data Chinese China 0.5

TEXTINCLUDE 0x78a5dc 0x151 data Chinese China 0.03857566765578635

RT_CURSOR 0x78a730 0x134 data Chinese China 0.04220779220779221

RT_CURSOR 0x78a864 0x134 data Chinese China 0.04220779220779221

RT_CURSOR 0x78a998 0x134 data Chinese China 0.04220779220779221

RT_CURSOR 0x78aacc 0Oxb4 data Chinese China 0.06666666666666667

RT_BITMAP 0x78ab80 Ox16c data Chinese China 0.03571428571428571

RT_BITMAP 0x78acec 0x248 data Chinese China 0.025684931506849314

RT_BITMAP 0x78af34 0x144 data Chinese China 0.058823529411764705

RT_BITMAP 0x78b078 0x158 empty Chinese China 0

RT_BITMAP 0x78b1d0 0x158 empty Chinese China 0

RT_BITMAP 0x78b328 0x158 empty Chinese China 0

RT_BITMAP 0x78b480 0x158 empty Chinese China 0

RT_BITMAP 0x78b5d8 0x158 empty Chinese China 0

RT_BITMAP 0x78b730 0x158 empty Chinese China 0

RT_BITMAP 0x78b888 0x158 empty Chinese China 0

RT_BITMAP 0x78b9e0 0x158 empty Chinese China 0

RT_BITMAP 0x78bb38 0x5e4 empty Chinese China 0

RT_BITMAP 0x78c1ic 0xb8 empty Chinese China 0

RT_BITMAP 0x78c1d4 Ox16¢ empty Chinese China 0

RT_BITMAP 0x78c340 0x144 empty Chinese China 0

RT_ICON 0x788bf4 0x2e8 Device independent bitmap graphic, 32  Chinese China 0.26344086021505375
x 64 x 4, image size 640

RT_ICON 0x788edc 0x128 Device independent bitmap graphic, 16 Chinese China 0.41216216216216217
x 32 x 4, image size 192

RT_ICON 0x789004 0x10a8 Device independent bitmap graphic, 32 0.6824577861163227
x 64 x 32, image size 0, resolution 2834
x 2834 px/m

RT_MENU 0x78c484 Oxc empty Chinese China 0

RT_MENU 0x78c490 0x284 empty Chinese China 0

RT_DIALOG 0x78c714 0x98 empty Chinese China 0

RT_DIALOG 0x78c7ac 0x17a empty Chinese China 0

RT_DIALOG 0x78c928 Oxfa empty Chinese China 0

RT_DIALOG 0x78ca24 Oxea empty Chinese China 0

RT_DIALOG 0x78cb10 0x8ae empty Chinese China 0

RT_DIALOG 0x78d3c0 0xb2 empty Chinese China 0

RT_DIALOG 0x78d474 Oxcc empty Chinese China 0

RT_DIALOG 0x78d540 0xb2 empty Chinese China 0

RT_DIALOG 0x78d5f4 0xe2 empty Chinese China 0

RT_DIALOG 0x78d6d8 0x18¢c empty Chinese China 0

RT_STRING 0x78d864 0x50 empty Chinese China 0

RT_STRING 0x78d8b4 0x2c empty Chinese China 0

RT_STRING 0x78d8e0 0x78 empty Chinese China 0

RT_STRING 0x78d958 Ox1c4 empty Chinese China 0

RT_STRING 0x78db1c 0x12a empty Chinese China 0

RT_STRING 0x78dc48 0x146 empty Chinese China 0

RT_STRING 0x78dd90 0x40 empty Chinese China 0

Copyright Joe Security LLC 2024 Page 15 of 18



Name

RT_STRING
RT_STRING
RT_STRING
RT_STRING
RT_GROUP_CURSOR
RT_GROUP_CURSOR
RT_GROUP_CURSOR
RT_GROUP_ICON
RT_GROUP_ICON
RT_GROUP_ICON
RT_VERSION
RT_MANIFEST

Imports
DLL

RASAPI32.dlIl
WINMM.dll

Ws2_32.dll

KERNEL32.dll

USER32.dll

Copyright Joe Security LLC 2024

RVA
0x78ddd0
0x78de34
0x78e00c
0x78e120
0x78e144
0x78e158
0x78e16¢c
0x78a0ac
0x78a0c0
0x78a0d4
0x78a0e8
0x78a2fc

Size
0x64
0x1d8
0x114
0x24
0x14
0x14
0x22
0x14
0x14
0x14
0x214
0x2b9

Type
empty
empty
empty
empty
empty
empty
empty
data
data
data
data

XML 1

Language Country ZLIB Complexity

Chinese China 0

Chinese China 0

Chinese China 0

Chinese China 0

Chinese China 0

Chinese China 0

Chinese China 0

1.2

Chinese China 1.2

Chinese China 1.25

Chinese China 0.5375939849624061
.0 document, ASCII text, with very 0.5279770444763271

long lines (697), with no line terminators

Import
RasHangUpA, RasGetConnectStatusA

midiStreamRestart, midiStreamClose, midiOutReset, midiStreamStop, midiStreamOut, midiOutPrepareHeader,
waveOutRestart, waveOutUnprepareHeader, waveOutPrepareHeader, waveOutWrite, waveOutPause,
waveOutReset, midiStreamProperty, midiStreamOpen, midiOutUnprepareHeader, waveOutOpen,
waveOutClose, waveOutGetNumDevs

WSAAsyncSelect, closesocket, send, select, WSACleanup, WSAStartup, gethostbyname, inet_ntoa, inet_addr,
gethostname, htons, socket, sendto, recvfrom, ioctlsocket, connect, listen, getpeername, accept,
__WSAFDIsSet, ntohs, htonl, bind, ntohl, WSAGetLastError, getsockname, recv

UnmapViewOfFile, CreateFileMappingA, MapViewOfFile, OpenFileMappingA, GetCurrentProcessld,
GetSystemDirectoryA, GetWindowsDirectoryA, GetCurrentProcess, TerminateThread, GetModuleHandleW,
VirtualQuery, LoadLibraryW, GetVersionExW, DeleteFileW, TerminateProcess, GetFileSize, SetFilePointer,
CreateFileW, GetTempPathW, FileTimeToSystemTime, GetTimeZonelnformation, SetLastError, GetVersion,
LocalFree, FormatM geA, CreateMutexA, Rel Mutex, SuspendThread, GetACP, CreateSemaphoreA,
ResumeThread, InterlockedExchange, ReleaseSemaphore, IsBadCodePtr, IsBadReadPtr, CompareStringW,
CompareStringA, GetStringTypeW, GetStringTypeA, SetUnhandledExceptionFilter, IsBadWritePtr, VirtualAlloc,
LCMapStringW, LCMapStringA, SetEnvironmentVariableA, VirtualFree, HeapCreate, HeapDestroy,
GetEnvironmentVariableA, GetStdHandle, SetHandleCount, GetEnvironmentStringsW,
GetEnvironmentStrings, FreeEnvironmentStringsW, FreeEnvironmentStringsA, UnhandledExceptionFilter,
GetFileType, SetStdHandle, HeapSize, ExitThread, GetLocalTime, GetSystemTime, RaiseException,
RtlUnwind, GetStartupInfoA, GetOEMCP, GetCPInfo, GetProcessVersion, SetErrorMode, GlobalFlags,
GetCurrentThread, GetFileTime, TIsGetValue, LocalReAlloc, TIsSetValue, TlsFree, GlobalHandle, TisAlloc,
LocalAlloc, IstrcmpA, GlobalGetAtomNameA, GlobalAddAtomA, GlobalFindAtomA, GlobalDeleteAtom,
IstrempiA, SetEndOfFile, UnlockFile, LockFile, FlushFileBuffers, DuplicateHandle, IstrcpynA,
FileTimeToLocalFileTime, InterlockedDecrement, Interlockedincrement, EnterCriticalSection,
LeaveCriticalSection, GetProfileStringA, WriteFile, WaitForMultipleObjects, CloseHandle, WaitForSingleObject,
CreateProcessA, GetTickCount, GetCommandLineA, MulDiv, GetProcAddress, GetModuleHandleA,
GetVolumelnformationA, SetCurrentDirectoryA, GetCurrentDirectoryA, CreateDirectoryA, CopyFileA,
DeleteFileA, GetFileAttributesA, SetFileAttributesA, FindClose, FindFirstFileA, GetTempPathA, CreateFileA,
SetEvent, FindResourceA, LoadResource, LockResource, ReadFile, IstrlenW, RemoveDirectoryA,
GetModuleFileNameA, GetCurrentThreadld, ExitProcess, GlobalSize, GlobalFree, DeleteCriticalSection,
InitializeCriticalSection, IstrcatA, IstrlenA, WinExec, IstrcpyA, FindNextFileA, GlobalReAlloc, HeapFree,
HeapReAlloc, GetProcessHeap, HeapAlloc, GetUserDefaultLCID, MultiByteToWideChar,
WideCharToMultiByte, GetFullPathNameA, FreeLibrary, LoadLibraryA, GetlLastError, GetVersionExA,
WritePrivateProfileStringA, GetPrivateProfileStringA, CreateThread, CreateEventA, Sleep, GlobalAlloc,
GloballLock, GlobalUnlock

GetClassNameA, GetDesktopWindow, GetDIgltem, SetWindowTextA, MessageBoxW, GetSysColorBrush,
wsprintfA, WaitForlnputldle, FindWindowExA, GetWindowTextA, ReleaseDC, LoadStringA,
GetMenuCheckMarkDimensions, GetMenuState, SetMenultemBitmaps, CheckMenultem, MoveWindow,
GetForegroundWindow, DefWindowProcW, GetPropA, RegisterClassA, CreateWindowEXA, SetPropA,
LoadlconA, TranslateMessage, DrawFrameControl, DrawEdge, DrawFocusRect, WindowFromPoint,

GetM: jeA, DispatchM geA, SetRectEmpty, RegisterClipboardFormatA, CreatelconFromResourceEx,
CreatelconFromResource, DrawlconEx, CreatePopupMenu, AppendMenuA, ModifyMenuA, CreateMenu,
CreateAcceleratorTableA, GetDIgCtrlID, GetSubMenu, EnableMenultem, ClientToScreen,
EnumDisplaySettingsA, LoadlmageA, SystemParametersinfoA, ShowWindow, IsWindowEnabled,
TranslateAcceleratorA, IsDialogMessageA, ScrollWindowEx, SendDIgltemMessageA, MapWindowPoints,
AdjustWindowRectEx, GetScrollPos, GetMenultemCount, GetMenultemID, SetWindowsHookEXA,
CallNextHookEx, GetClassLongA, UnhookWindowsHookEx, CallWindowProcA, RemovePropA,
GetMessageTime, GetlLastActivePopup, RegisterWindowMessageA, GetWindowPlacement,
GetNextDIgTabltem, EndDialog, CreateDialogIndirectParamA, DestroyWindow, GrayStringA, DrawTextA,
TabbedTextOutA, EndPaint, BeginPaint, GetWindowDC, CharUpperA, GetWindowTextLengthA, GetKeyState,
CopyAcceleratorTableA, PostQuitMessage, IsZoomed, GetClassInfoA, DefWindowProcA, GetSystemMenu,
DeleteMenu, GetMenu, SetMenu, PeekMessageA, Islconic, SetFocus, GetActiveWindow, GetWindow,
DestroyAcceleratorTable, SetWindowRgn, GetMessagePos, ScreenToClient, ChildWindowFromPointEx,
CopyRect, LoadBitmapA, WinHelpA, KillTimer, SetTimer, ReleaseCapture, GetCapture, SetCapture,
GetScrollRange, SetScrollRange, SetScrollPos, SetRect, InflateRect, IntersectRect, Destroylcon, PtinRect,
OffsetRect, IsWindowVisible, EnableWindow, RedrawWindow, GetWindowLongA, SetWindowLongA,
GetSysColor, SetActiveWindow, SetCursorPos, LoadCursorA, SetCursor, GetDC, FillRect, IsRectEmpty,
UnregisterClassA, IsChild, TrackPopupMenu, DestroyMenu, SetForegroundWindow, GetWindowRect,
EqualRect, UpdateWindow, ValidateRect, InvalidateRect, GetClientRect, GetFocus, GetParent,
GetTopWindow, PostMessageA, IsWindow, SetParent, DestroyCursor, SendMessageA, SetWindowPos,
MessageBoxA, GetCursorPos, GetSystemMetrics, EmptyClipboard, SetClipboardData, OpenClipboard,
GetClipboardData, CloseClipboard
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DLL

GDI32.dll

WINSPOOL.DRV
ADVAPI32.dIl

SHELL32.dll
ole32.dll

OLEAUT32.dlI

COMCTL32dll
WLDAP32.dlI
WININET.dII

comdig32.dll
KERNEL32.dlI
USER32.dll

Possible Origin

Language of compilation system

Chinese

Network Behavior

@ No network behavior found

Statistics

@ No statistics

System Behavior

Import

ExtSelectClipRgn, LineTo, MoveToEXx, ExcludeClipRect, GetClipBox, ScaleWindowEXxtEx, SetWindowExtEx,
SetWindowOrgEx, ScaleViewportExtEx, SetViewportExtEx, OffsetViewportOrgEx, SetViewportOrgEXx,
SetMapMode, SetTextColor, SetROP2, SetPolyFillMode, SetBkMode, SelectClipRgn, DeleteObject,
CreateDIBitmap, GetSystemPaletteEntries, SelectPalette, RealizePalette, GetDIBits, GetWindowEXxtEx,
GetViewportOrgEx, GetWindowOrgEx, BeginPath, EndPath, PathToRegion, CreateEllipticRgn,
CreateRoundRectRgn, GetTextColor, GetBkMode, GetBkColor, GetROP2, GetStretchBltMode,
GetPolyFillMode, CreateCompatibleBitmap, CreateDCA, CreateBitmap, SelectObject, CreatePen, PatBlt,
CombineRgn, CreateRectRgn, FillRgn, CreateSolidBrush, CreateFontIndirectA, GetStockObject, GetObjectA,
EndPage, EndDoc, DeleteDC, StartDocA, StartPage, BitBlt, CreateCompatibleDC, Ellipse, Rectangle, LPtoDP,
DPtoLP, GetCurrentObject, RoundRect, GetTextExtentPoint32A, GetDeviceCaps, GetViewportExtEx,
PtVisible, RectVisible, TextOutA, ExtTextOutA, Escape, GetTextMetricsA, CreatePolygonRgn, GetClipRgn,
SetStretchBltMode, CreateRectRgnindirect, SetBkColor, CreatePalette, StretchBlt, SaveDC, RestoreDC

OpenPrinterA, DocumentPropertiesA, ClosePrinter

RegSetValueExA, RegOpenKeyExA, RegCloseKey, RegQueryValueA, CryptReleaseContext,
CryptDestroyHash, CryptGetHashParam, CryptHashData, CryptCreateHash, CryptAcquireContextA,
RegCreateKeyExA

DragQueryFileA, SHGetSpecialFolderPathA, Shell_NotifylconA, ShellExecuteA

OleRun, CoCreatelnstance, CLSIDFromString, OleUninitialize, Olelnitialize, RegisterDragDrop,
RevokeDragDrop, ReleaseStgMedium, CLSIDFromProgID

SafeArrayAccessData, SafeArrayGetElement, VariantCopylnd, Variantinit, SysAllocString, SafeArrayDestroy,
SafeArrayCreate, SafeArrayPutElement, RegisterTypeLib, LHashValOfNameSys, LoadTypeLib,
SafeArrayUnaccessData, UnRegisterTypelLib, SafeArrayGetDim, SafeArrayGetLBound, SafeArrayGetUBound,
VariantChangeType, VariantClear, VariantCopy

ImageList_Destroy

InternetCanonicalizeUrlA, InternetCrackUrlA, HitpOpenRequestA, HttpSendRequestA, HttpQuerylnfoA,
InternetReadFile, InternetConnectA, InternetSetOptionA, InternetCloseHandle, InternetOpenA

ChooseColorA, ChooseFontA, GetFileTitleA, GetSaveFileNameA, GetOpenFileNameA
VirtualProtect, GetModuleFileNameA, ExitProcess

MessageBoxA

Country where language is spoken Map

China

Analysis Process: YY#U6302#U53f7#U534f#U8bae.exe PID: 908, Parent PID: 2580

General

Target ID: 0

Start time: 14:02:56

Start date: 15/06/2024

Path: C:\Users\user\Desktop\YY#U6302#U53f7#U534f#U8bae.exe

Copyright Joe Security LLC 2024
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Wow64 process (32bit): true

Commandline: "C:\Users\user\Desktop\YY#U6302#U53{7#U534f#U8bae.exe"
Imagebase: 0x400000

File size: 4'972'544 bytes

MD5 hash: 765CF453D0CEA3719B619E4C55881093

Has elevated privileges: true

Has administrator true

privileges:

Programmed in: C, C++ or other language

Reputation: low

Has exited: true

File Activities

File Created

File Path Access Attributes Options Completion Count Source Address Symbol

C:\Users\user\AppData\Local\Temp\iext1.fnr.bbs.125.la read attributes |  device synchronous io  success or wait 1 53B714 CreateFileW
synchronize | non alert | non
generic write directory file

File Written
File Path Offset Length Value Ascii Completion Count Source Address Symbol

C:\Users\user\AppData\Local\Te 0 741376 4d 5afd 0003 000000 MZ@!L!This program success or wait 1 53B7CB WriteFile
mp\iext1.fnr.bbs.125.1a 04 00 00 00 fd fd 00 00 fd  cannot be run in DOS

00 00 00 00 00 00 00 40  mode.$CL|LzL{HHz/H{H

00 00 00 00 00 00 00 00  |L~~wH}Rich

00 00 00 00 00 00 00 00

00 00 00 00 00 00 00 00

00 00 00 00 00 00 00 00

00 00 00 10 01 00 00 Oe

1f fd Oe 00 fd 09 fd 21 fd

01 4c fd 21 54 68 69 73

2070 72 6f 67 72 61 6d

20 63 61 6e 6e 6f 74 20

62 65 20 72 75 6e 20 69

6e 20 44 4f 53 20 6d 6f

64 65 2e 0d 0d Oa 24 00

00 00 00 00 00 00 43 fd

11 fd 07 fd 7f fd 07 fd 7f fd

07 fd 7f fd 4c fd 7c fd 09

fd 7f fd 4c fd 7a 28 fd 7f

fd 4c fd 7b fd 11 fd 7f fd

48 c2 fd 02 fd 7f fd 48 fd

7a fd 2f fd 7f fd 48 fd 7b

fd 16 fd 7f fd 48 fd 7c fd

12 fd 7f fd 4c fd 7e fd 08

fd 7f fd 07 fd 7e fd fd fd 7f

fd fd fd 77 fd 48 fd 7f fd fd

fd 7f fd 06 fd 7f fd fd cO fd

06 fd 7f fd fd fd 7d fd 06

fd 7f fd 52 69 63 68 07 fd

7f

File Path Offset Length Completion Count Source Address Symbol

Disassembly

@ No disassembly

Copyright Joe Security LLC 2024 Page 18 of 18



	Table of Contents
	Windows Analysis Report  YY#U6302#U53f7#U534f#U8bae.exe
	Overview
	General Information
	Detection
	Signatures
	Classification

	Process Tree
	Malware Configuration
	Yara Signatures
	Sigma Signatures
	Snort Signatures
	Joe Sandbox Signatures
	AV Detection
	System Summary

	Mitre Att&ck Matrix
	Behavior Graph
	Screenshots
	Thumbnails

	Antivirus, Machine Learning and Genetic Malware Detection
	Initial Sample
	Dropped Files
	Unpacked PE Files
	Domains
	URLs

	Domains and IPs
	Contacted Domains
	URLs from Memory and Binaries
	World Map of Contacted IPs

	General Information
	Simulations
	Behavior and APIs

	Joe Sandbox View / Context
	IPs
	Domains
	ASNs
	JA3 Fingerprints
	Dropped Files

	Created / dropped Files
	C:\Users\user\AppData\Local\Temp\iext1.fnr.bbs.125.la

	Static File Info
	General
	File Icon
	Static PE Info
	General
	Entrypoint Preview
	Rich Headers
	Data Directories
	Sections
	Resources
	Imports
	Possible Origin


	Network Behavior
	Statistics
	System Behavior
	Analysis Process: YY#U6302#U53f7#U534f#U8bae.exePID: 908, Parent PID: 2580
	General
	File Activities


	Disassembly


