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Windows Analysis Report

bUHMg54m60.exe

Overview

General Information Detection Signatures Classification

Sample name:  bUHMqg54m6Q.exerena
med because original MALICIOUS

name is a hash value

Antivirus detection for URL or domain

Multi AV Scanner detection for drop...

Original sample ' o¢4p5ci32775...

name: Snort IDS alert for network traffic

Analysis ID: 1437130 Yara detected RisePro Stealer

MD5:
2ci4bSef32775... Connects to many ports of the same...
SHAT: 020751648f382...
Contains functionality to inject threa...
SHA256: a275c369ef53¢...

Found many strings related to Crypt...

Tags: RiseProStealer

. Found stalling execution ending in A...
Infos: - RO RisePro Stealer

& 1t Machine Learning detection for drop...
&5 (I B Score: 100
Range: 0-100 Machine Learning detection for sam...
Whitelisted: false PE file contains section with specia...
Confidence: 100%

Query firmware table information (lik...

Process Tree

= System is w10x64
. z bUHMqg54m6Q.exe (PID: 6556 cmdline: "C:\Users\user\Desktop\bUHMq54m6Q.exe" MD5: 2CF4B5CF327757376E717AB5554B921B)
« [B7 schtasks.exe (PID: 3560 cmdline: schtasks /create /f /RU "user” /tr "C:\ProgramData\MPGPH131\MPGPH131.exe" /tn "MPGPH131 HR" /sc HOURLY /rl HIGHEST MD5:

48C2FE20575769DE916F48EF0676A965)
« B conhost.exe (PID: 3200 cmdline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1 MD5: 0D698AF330FD17BEE3BF90011D49251D)

« [B7 schtasks.exe (PID: 5412 cmdline: schtasks /create /f /RU "user” /tr "C:\ProgramData\MPGPH131\MPGPH131.exe" /tn "MPGPH131 LG" /sc ONLOGON /rl HIGHEST MD5:

48C2FE20575769DE916F48EF0676A965)
. conhost.exe (PID: 4412 cmdline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1 MD5: 0D698AF330FD17BEE3BF90011D49251D)

. @ WerFault.exe (PID: 1836 cmdline: C:\Windows\SysWOW64\WerFault.exe -u -p 6556 -s 1888 MD5: C31336C1EFC2CCB44B4326EA793040F2)
MPGPH131.exe (PID: 4896 cmdline: C:\ProgramData\MPGPH131\MPGPH131.exe MD5: 2CF4B5CF327757376E717AB5554B921B)

@ WerFault.exe (PID: 5088 cmdline: C:\Windows\SysWOW&64\WerFault.exe -u -p 4896 -s 1148 MD5: C31336C1EFC2CCB44B4326EA793040F2)
MPGPH131.exe (PID: 2836 cmdline: C:\ProgramData\MPGPH131\MPGPH131.exe MD5: 2CF4B5CF327757376E717AB5554B921B)
RageMP131.exe (PID: 3604 cmdline: "C:\Users\user\AppData\Local\RageMP131\RageMP131.exe" MD5: 2CF4B5CF327757376E717AB5554B921B)
RageMP131.exe (PID: 5700 cmdline: "C:\Users\user\AppData\Local\RageMP131\RageMP131.exe" MD5: 2CF4B5CF327757376E717AB5554B921B)

= cleanup

BBt . B

Malware Configuration

@ No configs have been found

Yara Signatures
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Dropped Files
Source

C:\Users\user\AppData\Local\Temp\NoSoV6eJxRbhINXMC
2XnYgm.zip

C:\Users\user\AppData\Local\Temp\eK26yDxmyAbMrjg7C
dmfOmj.zip

Memory Dumps

Source

00000000.00000003.2159759925.0000000005C56000.0000
0004.00000020.00020000.00000000.sdmp

00000000.00000002.2276746268.000000000122E000.0000
0004.00000020.00020000.00000000.sdmp

00000000.00000002.2280792333.0000000005C5F000.0000
0004.00000020.00020000.00000000.sdmp

00000006.00000002.2282419782.0000000005A70000.0000
0004.00000020.00020000.00000000.sdmp

00000000.00000002.2280715188.0000000005C30000.0000
0004.00000020.00020000.00000000.sdmp

Sigma Signatures

System Summary

Sigma detected: CurrentVersion Autorun Keys Modification

Snort Signatures

ET TROJAN [ANY.RUN] RisePro TCP (Token) - Source IP: 147.45.47.126 - Destination IP: 192.168.2.6

Rule

JoeSecurity RiseP
roStealer

JoeSecurity_RiseP
roStealer

Rule

JoeSecurity_RiseP
roStealer

JoeSecurity_RiseP
roStealer

JoeSecurity RiseP
roStealer

JoeSecurity_RiseP
roStealer

JoeSecurity_RiseP
roStealer

Description

Yara detected
RisePro Stealer

Yara detected
RisePro Stealer

Description

Yara detected
RisePro Stealer

Yara detected
RisePro Stealer

Yara detected
RisePro Stealer

Yara detected
RisePro Stealer

Yara detected
RisePro Stealer

Author

Joe Security

Joe Security

Author

Joe Security

Joe Security

Joe Security

Joe Security

Joe Security

Click to see the 7 entries

Timestamp: 05/07/24-01:32:16.104894
SID: 2046266

Source Port: 58709

Destination Port: 49703

Protocol: TCP

Classtype: A Network Trojan was detected

ET TROJAN [ANY.RUN] RisePro TCP (Token) - Source IP: 147.45.47.126 - Destination IP: 192.168.2.6

Timestamp: 05/07/24-01:32:30.432420
SID: 2046266

Source Port: 58709

Destination Port: 49720

Protocol: TCP

Classtype: A Network Trojan was detected

ET TROJAN [ANY.RUN] RisePro TCP (Token) - Source IP: 147.45.47.126 - Destination IP: 192.168.2.6

Timestamp: 05/07/24-01:32:13.660877
SID: 2046266

Source Port: 58709

Destination Port: 49699

Protocol: TCP

Classtype: A Network Trojan was detected

ET TROJAN [ANY.RUN] RisePro TCP (External IP) - Source IP: 147.45.47.126 - Destination IP: 192.168.2.6

Timestamp:

SID: 2046267

Copyright Joe Security LLC 2024
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Strings

Strings
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Source Port: 58709

Destination Port: 49699

Protocol: TCP

Classtype: A Network Trojan was detected

ET TROJAN [ANY.RUN] RisePro TCP (Token) - Source IP: 147.45.47.126 - Destination IP: 192.168.2.6 —
Timestamp: 05/07/24-01:32:16.124524

SID: 2046266

Source Port: 58709

Destination Port: 49702

Protocol: TCP

Classtype: A Network Trojan was detected

ET TROJAN RisePro TCP Heartbeat Packet - Source IP: 192.168.2.6 - Destination IP: 147.45.47.126 -—
Timestamp: 05/07/24-01:32:13.477244

SID: 2049060

Source Port: 49699

Destination Port: 58709

Protocol: TCP

Classtype: A Network Trojan was detected

ET TROJAN [ANY.RUN] RisePro TCP (Activity) - Source IP: 192.168.2.6 - Destination IP: 147.45.47.126 —
Timestamp: 05/07/24-01:32:19.524067

SID: 2046269

Source Port: 49699

Destination Port: 58709

Protocol: TCP

Classtype: A Network Trojan was detected

ET TROJAN [ANY.RUN] RisePro TCP (Token) - Source IP: 147.45.47.126 - Destination IP: 192.168.2.6 -—
Timestamp: 05/07/24-01:32:39.555621

SID: 2046266

Source Port: 58709

Destination Port: 49724

Protocol: TCP

Classtype: A Network Trojan was detected

Joe Sandbox Signatures

AV Detection

Antivirus detection for URL or domain

Multi AV Scanner detection for dropped file

Machine Learning detection for dropped file

Machine Learning detection for sample

Snort IDS alert for network traffic

Connects to many ports of the same IP (likely port scanning)

System Summary

PE file contains section with special chars

Copyright Joe Security LLC 2024 Page 7 of 89



Boot Survival

Uses schtasks.exe or at.exe to add and modify task schedules

Malware Analysis System Evasion

Found stalling execution ending in API Sleep call

Query firmware table information (likely to detect VMs)

Tries to detect sandboxes / dynamic malware analysis system (registry check)

HIPS / PFW / Operating System Protection Evasion

Contains functionality to inject threads in other processes

Stealing of Sensitive Information

Yara detected RisePro Stealer

fipal

Found many strings related to Crypto-Wallets (likely being stolen)

Tries to harvest and steal browser information (history, passwords, etc)

Tries to steal Mail credentials (via file / registry access)

Remote Access Functionality

Yara detected RisePro Stealer

Mitre Att&ck Matrix
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Network
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e
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Access
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Execution
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Scheduled
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Scheduled
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Systemd
Timers

Container
Orchestratio
n Job

. Privilege
Persisten... |
Escalation
DLL Side- DLL Side-
Loading Loading
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Task/Job Injection
Registry Scheduled
Run Keys/  Task/Job
Startup
Folder
Login Hook
Registry
Run Keys /
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Network Network
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Files or
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Screenshots
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This section contains all screenshots as thumbnails, including those not shown in the slideshow.
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Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample
Source

bUHMg54m6Q.exe

Dropped Files
Source

C:\Users\user\AppData\Local\RageMP131\RageMP131.exe
C:\ProgramData\MPGPH131\MPGPH131.exe
C:\ProgramData\MPGPH131\MPGPH131.exe

C:\Users\user\AppData\Local\RageMP131\RageMP131.exe

Unpacked PE Files

@ No Antivirus matches

Copyright Joe Security LLC 2024

Detection

100%

Detection
100%
100%
47%

47%

Scanner

Joe Sandbox ML

Scanner
Joe Sandbox ML
Joe Sandbox ML

ReversinglLabs

ReversinglLabs

Label Link

Label Link

Win32.Trojan.Rise
ProStealer

Win32.Trojan.Rise
ProStealer
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Domains

@ No Antivirus matches

URLs

Source

http://crl.micro
http://193.233.132.56/cost/go.exe207
http://147.45.47.102:57893/hera/amadka.exe68.0
http://147.45.47.102:57893/hera/amadka.exeaO
http://193.233.132.56/cost/go.exeWOUI-
http://193.233.132.56/cost/go.exeServer
http://147.45.47.102:57893/hera/amadka.exe)=
http://193.23
http://147.45.47.102:57893/hera/amadka.exe
http://193.233.132.56/cost/go.exeTerracoin=
http://193.233.132.56/cost/go.exe
http://193.233.132.56/cost/lenin.exe

Domains and IPs

Contacted Domains
Name
ipinfo.io

db-ip.com

Contacted URLs

Detection Scanner Label
0% URL Reputation safe
0% Avira URL Cloud safe
0% Avira URL Cloud safe
0% Avira URL Cloud safe
0% Avira URL Cloud safe
0% Avira URL Cloud safe
0% Avira URL Cloud safe
0% Avira URL Cloud safe
100% Avira URL Cloud malware
0% Avira URL Cloud safe
0% Avira URL Cloud safe
0% Avira URL Cloud safe
Active Malicious Antivirus Detection
34.117.186.192 true false
104.26.4.15 true false

Name Malicious Antivirus Detection
http://https://db-ip.com/demo/home.php?s=156.146.37.102 false
http://https://ipinfo.io/widget/demo/156.146.37.102 false

URLs from Memory and Binaries

Name Source Malicious  Antivirus Detection
http://https://duckduckgo.com/chrome_newtab bUHMg54m6Q.exe, 00000000.00000003.215026 false
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5902.0000000005C6F000.00000004.00000020.
00020000.00000000.sdmp, bUHMg54m6Q.exe,
00000000.00000003.2152690333.0000000005C
93000.00000004.00000020.00020000.0000000
0.sdmp, bUHM@54m6Q.exe, 00000000.0000000
3.2151263071.0000000005C92000.00000004.0
0000020.00020000.00000000.sdmp, MPGPH131.exe,
00000006.00000003.2181530040.0000000005EFD00
0.00000004.00000020.00020000.00000000.sdmp,
MPGPH131.exe, 00000006.00000003.2179
554394.0000000005EFB000.00000004.0000002
0.00020000.00000000.sdmp, MPGPH131.exe,
00000006.00000003.2180030463.0000000005F
00000.00000004.00000020.00020000.0000000
0.sdmp, RVFvg_w1ZQYbWeb Data.0.dr, 9V16n
hmObFZXWeb Data.0.dr, Lml4gt7uNt6|Web Data.0.dr,
uH4Klb1syK8iWeb Data.6.dr, KslfLLPbfavZWeb
Data.6.dr, eOWJiscSE76mWeb Data.6.dr

Link

Reputation
high
high

Reputation
high
high

Reputation

high
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Name

http:/f https://duckduckgo.com/ac/?q=

http://193.233.132.56/cost/go.exe207

http://https://db-ip.com/demo/home.php?
s=156.146.37.102D

http://https://ipinfo.io/widget/demo/156.146.37.102p

http://147.45.47.102:57893/hera/amadka.exe

http://https://db-ip.com/

http://https://t. me/RiseProSUPPORTBB~

http://https://t. ne/RiseProSUPPORTf

http://147.45.47.102:57893/hera/amadka.exe68.0

Copyright Joe Security LLC 2024

Source Malicious  Antivirus Detection

bUHMg54m6Q.exe, 00000000.00000003.215026 false
5902.0000000005C6F000.00000004.00000020.
00020000.00000000.sdmp, bUHMg54m6Q.exe,
00000000.00000003.2152690333.0000000005C
93000.00000004.00000020.00020000.0000000
0.sdmp, bUHMg54m6Q.exe, 00000000.0000000
3.2151263071.0000000005C92000.00000004.0
0000020.00020000.00000000.sdmp, MPGPH131.exe,
00000006.00000003.2181530040.0000000005EFD00
0.00000004.00000020.00020000.00000000.sdmp,
MPGPH131.exe, 00000006.00000003.2179
554394.0000000005EFB000.00000004.0000002
0.00020000.00000000.sdmp, MPGPH131.exe,
00000006.00000003.2180030463.0000000005F
00000.00000004.00000020.00020000.0000000
0.sdmp, RVFvg_w1ZQYbWeb Data.0.dr, 9V16n
hmObFZXWeb Data.0.dr, Lml4gt7uNt6|Web Data.0.dr,
uH4KIb1syK8iWeb Data.6.dr, KslfLLPbfavZWeb
Data.6.dr, eOWJiscSE76mWeb Data.6.dr

bUHMqg54m6Q.exe, 00000000.00000002.227674 false
6268.00000000012BC000.00000004.00000020.
00020000.00000000.sdmp

« Avira URL Cloud: safe

RageMP131.exe, 0000000E.00000002.2325536 false
566.00000000010F0000.00000004.00000020.0
0020000.00000000.sdmp

MPGPH131.exe, 00000006.00000002.22751333 false
56.0000000000D1B000.00000004.00000020.00
020000.00000000.sdmp

bUHMqg54m6Q.exe, 00000000.00000002.227674 false
6268.00000000012BC000.00000004.00000020.
00020000.00000000.sdmp, bUHMg54m6Q.exe,
00000000.00000003.2158606160.0000000005C
71000.00000004.00000020.00020000.0000000
0.sdmp, bUHMq54m6Q.exe, 00000000.0000000
3.2159759925.0000000005C73000.00000004.0
0000020.00020000.00000000.sdmp, bUHMq54m
6Q.exe, 00000000.00000003.2158405940.000
0000005C71000.00000004.00000020.00020000
.00000000.sdmp, bUHMq54m6Q.exe, 00000000
.00000002.2280792333.0000000005C73000.00
000004.00000020.00020000.00000000.sdmp,
bUHMqg54m6Q.exe, 00000000.00000003.215851
2133.0000000005C71000.00000004.00000020.
00020000.00000000.sdmp, MPGPH131.exe, 00
000006.00000002.2275133356.0000000000D36
000.00000004.00000020.00020000.00000000.sdmp,
MPGPH131.exe, 00000007.00000002.2174199079.0
000000001CA7000.00000004.00000020.000200
00.00000000.sdmp

« Avira URL Cloud: malware

RageMP131.exe, 0000000E.00000002.2325536 false
566.00000000010F0000.00000004.00000020.0
0020000.00000000.sdmp, RageMP131.exe, 00
000012.00000002.2429829682.00000000011BC
000.00000004.00000020.00020000.00000000.sdmp

bUHMg54m6Q.exe, 00000000.00000003.215975 false
9925.0000000005C56000.00000004.00000020.
00020000.00000000.sdmp, bUHMg54m6Q.exe,
00000000.00000002.2280792333.0000000005C
5F000.00000004.00000020.00020000.0000000

0.sdmp

bUHMqg54m6Q.exe, 00000000.00000002.227674 false
6268.000000000122E000.00000004.00000020.
00020000.00000000.sdmp

MPGPH131.exe, 00000006.00000002.22751333 false
56.0000000000D36000.00000004.00000020.00
020000.00000000.sdmp

« Avira URL Cloud: safe

Reputation

high

unknown

high

high

unknown

high

high

high

unknown
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Name

http:ifhttps://ch.search.yahoo.com/sugg/chrome?
output=fxjson&appid=crmas&command=

http://https://t. me/risepro_bot7.102

http://https://t. me/RiseProSUPPORTq3i

http://https://t. me/risepro_botr5

http://https://ipinfo.io/widget/demo/156.146.37.102d

http://https://ipinfo.io/x

http://193.233.132.56/cost/go.exe

http://https://db-ip.com/demo/home.php?

5=156.146.37.102_i

http://https://ipinfo.io/e7

http://https://ipinfo.io/o

http://https://t. ne/RiseProSUPPORTP

hitp://
https://ch.search.yahoo.com/favicon.icohttps://ch.searc
h.yahoo.com/search

Copyright Joe Security LLC 2024

Source Malicious  Antivirus Detection

bUHMg54m6Q.exe, 00000000.00000003.215026 false
5902.0000000005C6F000.00000004.00000020.
00020000.00000000.sdmp, bUHMg54m6Q.exe,
00000000.00000003.2152690333.0000000005C
93000.00000004.00000020.00020000.0000000
0.sdmp, bUHMg54m6Q.exe, 00000000.0000000
3.2151263071.0000000005C92000.00000004.0
0000020.00020000.00000000.sdmp, MPGPH131.exe,
00000006.00000003.2181530040.0000000005EFD00
0.00000004.00000020.00020000.00000000.sdmp,
MPGPH131.exe, 00000006.00000003.2179
554394.0000000005EFB000.00000004.0000002
0.00020000.00000000.sdmp, MPGPH131.exe,
00000006.00000003.2180030463.0000000005F
00000.00000004.00000020.00020000.0000000
0.sdmp, RVFvg_w1ZQYbWeb Data.0.dr, 9V16n
hmObFZXWeb Data.0.dr, Lml4gt7uNt6|Web Data.0.dr,
uH4KIb1syK8iWeb Data.6.dr, KslfLLPbfavZWeb
Data.6.dr, eOWJiscSE76mWeb Data.6.dr

RageMP131.exe, 0000000E.00000002.2325536 false
566.00000000010F0000.00000004.00000020.0
0020000.00000000.sdmp

MPGPH131.exe, 00000006.00000002.22751333 false
56.0000000000CBE000.00000004.00000020.00
020000.00000000.sdmp

RageMP131.exe, 00000012.00000002.2429829 false
682.00000000011BC000.00000004.00000020.0
0020000.00000000.sdmp

RageMP131.exe, 0000000E.00000002.2325536 false
566.00000000010AC000.00000004.00000020.0
0020000.00000000.sdmp

MPGPH131.exe, 00000007.00000002.21741990 false
79.0000000001C27000.00000004.00000020.00
020000.00000000.sdmp

bUHMqg54m6Q.exe, 00000000.00000002.227674 false
6268.00000000012BC000.00000004.00000020.
00020000.00000000.sdmp, bUHMg54m6Q.exe,
00000000.00000003.2158606160.0000000005C
71000.00000004.00000020.00020000.0000000
0.sdmp, bUHMq54m6Q.exe, 00000000.0000000
3.2159759925.0000000005C73000.00000004.0
0000020.00020000.00000000.sdmp, bUHMq54m
6Q.exe, 00000000.00000002.2280792333.000
0000005C73000.00000004.00000020.00020000
.00000000.sdmp, bUHMa54m6Q.exe, 00000000
.00000003.2158512133.0000000005C71000.00
000004.00000020.00020000.00000000.sdmp,
MPGPH131.exe, 00000006.00000002.22751333
56.0000000000D36000.00000004.00000020.00
020000.00000000.sdmp, MPGPH131.exe, 0000
0007.00000002.2174199079.0000000001CA700
0.00000004.00000020.00020000.00000000.sdmp

« Avira URL Cloud: safe

RageMP131.exe, 00000012.00000002.2429829 false
682.00000000011BC000.00000004.00000020.0
0020000.00000000.sdmp

bUHMqg54m6Q.exe, 00000000.00000002.227674 false
6268.000000000129C000.00000004.00000020.
00020000.00000000.sdmp

RageMP131.exe, 0000000E.00000002.2325536 false
566.00000000010C3000.00000004.00000020.0
0020000.00000000.sdmp

bUHMg54m6Q.exe, 00000000.00000002.228071 false
5188.0000000005C30000.00000004.00000020.
00020000.00000000.sdmp

bUHMg54m6Q.exe, 00000000.00000003.215026 false
5902.0000000005C6F000.00000004.00000020.
00020000.00000000.sdmp, bUHMqg54m6Q.exe,
00000000.00000003.2152690333.0000000005C
93000.00000004.00000020.00020000.0000000
0.sdmp, bUHMg54m6Q.exe, 00000000.0000000
3.2151263071.0000000005C92000.00000004.0
0000020.00020000.00000000.sdmp, MPGPH131.exe,
00000006.00000003.2181530040.0000000005EFD00
0.00000004.00000020.00020000.00000000.sdmp,
MPGPH131.exe, 00000006.00000003.2179
554394.0000000005EFB000.00000004.0000002
0.00020000.00000000.sdmp, MPGPH131.exe,
00000006.00000003.2180030463.0000000005F
00000.00000004.00000020.00020000.0000000
0.sdmp, RVFvg_w1ZQYbWeb Data.0.dr, 9V16n
hmObFZXWeb Data.0.dr, Lml4gt7uNt6IWeb Data.0.dr,
uH4KIb1syK8iWeb Data.6.dr, KslfLLPbfavZWeb
Data.6.dr, e0WJiscSE76mWeb Data.6.dr

Reputation

high

high

high

high

high

high

unknown

high

high

high

high

high
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Name

http://https://ipinfo.io/t

http://
https:/t.me/RiseProSUPPORTPROCESSOR_LEVEL=
6PROCES

http://https://t. me/risepro_botisepro_bot_Aj

http://https://t. me/risepro_botrisepro

http://193.233.132.56/cost/go.exeTerracoin=

http://https://db-ip.com/demo/home.php?
s=156.146.37.102LS

hitp://
https://www.google.com/images/branding/product/ico/g
oogleg_lodp.ico

http://https://ipinfo.io/widget/demo/156.146.37.102=

http://https://t. me/RiseProSUPPORT2

http://https://t. me/risepro_botPrim

http://https://t. me/risepro_botrisep

http://https://t. me/RiseProSUPPORT=L

Copyright Joe Security LLC 2024

Source Malicious

MPGPH131.exe, 00000007.00000002.21741990 false
79.0000000001C5F000.00000004.00000020.00
020000.00000000.sdmp

RageMP131.exe, 0000000E.00000002.2325536 false
566.000000000105E000.00000004.00000020.0
0020000.00000000.sdmp

MPGPH131.exe, 00000006.00000002.22751333 false
56.0000000000D36000.00000004.00000020.00
020000.00000000.sdmp

RageMP131.exe, 0000000E.00000002.2325536 false
566.00000000010F0000.00000004.00000020.0
0020000.00000000.sdmp

bUHMqg54m6Q.exe, 00000000.00000003.215860 false
6160.0000000005C71000.00000004.00000020.
00020000.00000000.sdmp, bUHMg54m6Q.exe,
00000000.00000003.2159759925.0000000005C
73000.00000004.00000020.00020000.0000000
0.sdmp, bUHMq54m6Q.exe, 00000000.0000000
2.2280792333.0000000005C73000.00000004.0
0000020.00020000.00000000.sdmp, bUHMq54m
6Q.exe, 00000000.00000003.2158512133.000
0000005C71000.00000004.00000020.00020000
.00000000.sdmp

MPGPH131.exe, 00000007.00000002.21741990 false
79.0000000001CA7000.00000004.00000020.00
020000.00000000.sdmp

bUHMqg54m6Q.exe, 00000000.00000003.215026 false
5902.0000000005C6F000.00000004.00000020.
00020000.00000000.sdmp, bUHMg54m6Q.exe,
00000000.00000003.2152690333.0000000005C
93000.00000004.00000020.00020000.0000000
0.sdmp, bUHMg54m6Q.exe, 00000000.0000000
3.2151263071.0000000005C92000.00000004.0
0000020.00020000.00000000.sdmp, MPGPH131.exe,
00000006.00000003.2181530040.0000000005EFD00
0.00000004.00000020.00020000.00000000.sdmp,
MPGPH131.exe, 00000006.00000003.2179
554394.0000000005EFB000.00000004.0000002
0.00020000.00000000.sdmp, MPGPH131.exe,
00000006.00000003.2180030463.0000000005F
00000.00000004.00000020.00020000.0000000
0.sdmp, RVFvg_w1ZQYbWeb Data.0.dr, 9V16n
hmObFZXWeb Data.0.dr, Lml4gt7uNt6|Web Data.0.dr,
uH4KIb1syK8iWeb Data.6.dr, KslfLLPbfavZWeb
Data.6.dr, eOWJiscSE76mWeb Data.6.dr

MPGPH131.exe, 00000006.00000002.22751333 false
56.0000000000D36000.00000004.00000020.00
020000.00000000.sdmp

RageMP131.exe, 00000012.00000002.2429829 false
682.0000000001147000.00000004.00000020.0
0020000.00000000.sdmp

MPGPH131.exe, 00000006.00000002.22751333 false
56.0000000000D36000.00000004.00000020.00
020000.00000000.sdmp

RageMP131.exe, 00000012.00000002.2429829 false
682.00000000011BC000.00000004.00000020.0
0020000.00000000.sdmp

MPGPH131.exe, 00000006.00000002.22824197 false
82.0000000005A70000.00000004.00000020.00
020000.00000000.sdmp

Antivirus Detection

« Avira URL Cloud: safe

Reputation

high

high

high

high

unknown

high

high

high

high

high

high

high

Page 14 of 89



Name

http://
https://ipinfo.io/https://www.maxmind.com/en/locate-
my-ip-addressWs2_32.dll

hitp://
https://duckduckgo.com/favicon.icohttps://duckduckgo.
com/?q=

http://upx.sf.net
http://https://t. ne/RiseProSUPPORT

Copyright Joe Security LLC 2024

Source Malicious  Antivirus Detection

bUHMqg54m6Q.exe, 00000000.00000002.227296 false
6412.000000000066D0000.00000002.00000001.
01000000.00000003.sdmp, bUHMg54m6Q.exe,
00000000.00000003.2086040857.00000000011
80000.00000004.00001000.00020000.0000000
0.sdmp, MPGPH131.exe, 00000006.00000003.
2114405302.0000000000C50000.00000004.000
01000.00020000.00000000.sdmp, MPGPH131.exe,
00000006.00000002.2277258884.0000000
00105D000.00000002.00000001.01000000.000
00004.sdmp, MPGPH131.exe, 00000007.00000
002.2168458625.000000000105D000.00000002
.00000001.01000000.00000004.sdmp, MPGPH1
31.exe, 00000007.00000003.2114630366.000
0000001A50000.00000004.00001000.00020000
.00000000.sdmp, RageMP131.exe, 0000000E.
00000002.2324438250.00000000004BD000.000
00002.00000001.01000000.00000008.sdmp, R
ageMP131.exe, 0000000E.00000003.22550084
40.0000000002A30000.00000004.00001000.00
020000.00000000.sdmp, RageMP131.exe, 000
00012.00000002.2427181585.00000000004BD0
00.00000002.00000001.01000000.00000008.sdmp,
RageMP131.exe, 00000012.00000003.2337606735.0
000000002BE0000.00000004.00001000.000200
00.00000000.sdmp

bUHMqg54m6Q.exe, 00000000.00000003.215026 false
5902.0000000005C6F000.00000004.00000020.
00020000.00000000.sdmp, bUHMg54m6Q.exe,
00000000.00000003.2152690333.0000000005C
93000.00000004.00000020.00020000.0000000
0.sdmp, bUHMg54m6Q.exe, 00000000.0000000
3.2151263071.0000000005C92000.00000004.0
0000020.00020000.00000000.sdmp, MPGPH131.exe,
00000006.00000003.2181530040.0000000005EFD00
0.00000004.00000020.00020000.00000000.sdmp,
MPGPH131.exe, 00000006.00000003.2179
554394.0000000005EFB000.00000004.0000002
0.00020000.00000000.sdmp, MPGPH131.exe,
00000006.00000003.2180030463.0000000005F
00000.00000004.00000020.00020000.0000000
0.sdmp, RVFvg_w1ZQYbWeb Data.0.dr, 9V16n
hmObFZXWeb Data.0.dr, Lml4gt7uNt6|Web Data.0.dr,
uH4KIb1syK8iWeb Data.6.dr, KslfLLPbfavZWeb
Data.6.dr, eOWJiscSE76mWeb Data.6.dr

Amcache.hve.10.dr false

bUHMqg54m6Q.exe, 00000000.00000003.215975 false
9925.0000000005C56000.00000004.00000020.
00020000.00000000.sdmp, bUHMg54m6Q.exe,
00000000.00000002.2276746268.00000000012
2E000.00000004.00000020.00020000.0000000
0.sdmp, bUHMg54m6Q.exe, 00000000.0000000
2.2280792333.0000000005C5F000.00000004.0
0000020.00020000.00000000.sdmp, bUHMq54m
6Q.exe, 00000000.00000002.2280715188.000
0000005C30000.00000004.00000020.00020000
.00000000.sdmp, MPGPH131.exe, 00000006.0
0000002.2275133356.0000000000CBE000.0000
0004.00000020.00020000.00000000.sdmp, MP
GPH131.exe, 00000006.00000002.2282419782
.0000000005A70000.00000004.00000020.0002
0000.00000000.sdmp, MPGPH131.exe, 000000
07.00000002.2174199079.0000000001C27000.
00000004.00000020.00020000.00000000.sdmp,
RageMP131.exe, 0000000E.00000002.23255
36566.000000000105E000.00000004.00000020
.00020000.00000000.sdmp, RageMP131.exe,
00000012.00000002.2429829682.0000000001 1
47000.00000004.00000020.00020000.0000000
0.sdmp, NoSoV6eJxRbhINXMC2XnYgm.zip.6.dr,
eK26yDxmyAbMrijg7CdmfOm;.zip.0.dr

Reputation

high

high

high
high
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Name

http://https://www.ecosia.org/newtab/

http://https://ipinfo.io/Mozilla/5.0

http://https://ipinfo.io:443/widget/demo/156.146.37.102

http://https:/support.mozilla.org/kb/customize-firefox-
controls-buttons-and-toolbars?utm_source=firefox-br

http://193.233.132.56/cost/go.exeServer

http://147.45.47.102:57893/hera/amadka.exe)=

http://https://db-ip.com:443/demo/home.php?
s=156.146.37.102A

http://193.233.132.56/cost/go.exeWOUI-

Copyright Joe Security LLC 2024

Source

bUHMg54m6Q.exe, 00000000.00000003.215026
5902.0000000005C6F000.00000004.00000020.
00020000.00000000.sdmp, bUHMg54m6Q.exe,
00000000.00000003.2152690333.0000000005C
93000.00000004.00000020.00020000.0000000
0.sdmp, bUHMg54m6Q.exe, 00000000.0000000
3.2151263071.0000000005C92000.00000004.0
0000020.00020000.00000000.sdmp, MPGPH131.exe,
00000006.00000003.2181530040.0000000005EFD00
0.00000004.00000020.00020000.00000000.sdmp,
MPGPH131.exe, 00000006.00000003.2179
554394.0000000005EFB000.00000004.0000002
0.00020000.00000000.sdmp, MPGPH131.exe,
00000006.00000003.2180030463.0000000005F
00000.00000004.00000020.00020000.0000000
0.sdmp, RVFvg_w1ZQYbWeb Data.0.dr, 9V16n
hmObFZXWeb Data.0.dr, Lml4gt7uNt6|Web Data.0.dr,
uH4KIb1syK8iWeb Data.6.dr, KslfLLPbfavZWeb
Data.6.dr, eOWJiscSE76mWeb Data.6.dr

bUHMqg54m6Q.exe, 00000000.00000002.227674
6268.00000000012A7000.00000004.00000020.
00020000.00000000.sdmp, MPGPH131.exe, 00
000006.00000002.2275133356.0000000000D36
000.00000004.00000020.00020000.00000000.sdmp,
MPGPH131.exe, 00000007.00000002.2174199079.0
000000001C9B000.00000004.00000020.000200
00.00000000.sdmp, RageMP131.exe, 0000000
E.00000002.2325536566.00000000010D6000.0
0000004.00000020.00020000.00000000.sdmp,
RageMP131.exe, 00000012.00000002.242982
9682.00000000011BC000.00000004.00000020.
00020000.00000000.sdmp

bUHMqg54m6Q.exe, 00000000.00000002.227674
6268.00000000012A7000.00000004.00000020.
00020000.00000000.sdmp, MPGPH131.exe, 00
000006.00000002.2275133356.0000000000D36
000.00000004.00000020.00020000.00000000.sdmp,
MPGPH131.exe, 00000007.00000002.2174199079.0
000000001C9B000.00000004.00000020.000200
00.00000000.sdmp, RageMP131.exe, 0000000
E.00000002.2325536566.00000000010D6000.0
0000004.00000020.00020000.00000000.sdmp,
RageMP131.exe, 00000012.00000002.242982
9682.00000000011BC000.00000004.00000020.
00020000.00000000.sdmp

D87fZN3R3jFeplaces.sqlite.7.dr

MPGPH131.exe, 00000006.00000002.22751333
56.0000000000D36000.00000004.00000020.00
020000.00000000.sdmp

bUHMqg54m6Q.exe, 00000000.00000003.215860
6160.0000000005C71000.00000004.00000020.
00020000.00000000.sdmp, bUHMg54m6Q.exe,
00000000.00000003.2159759925.0000000005C
73000.00000004.00000020.00020000.0000000
0.sdmp, bUHMq54m6Q.exe, 00000000.0000000
3.2158405940.0000000005C71000.00000004.0
0000020.00020000.00000000.sdmp, bUHMq54m
6Q.exe, 00000000.00000002.2280792333.000
0000005C73000.00000004.00000020.00020000
.00000000.sdmp, bUHMg54m6Q.exe, 00000000
.00000003.2158512133.0000000005C71000.00
000004.00000020.00020000.00000000.sdmp

bUHMqg54m6Q.exe, 00000000.00000002.227674
6268.00000000012BC000.00000004.00000020.
00020000.00000000.sdmp

MPGPH131.exe, 00000007.00000002.21741990
79.0000000001CA7000.00000004.00000020.00
020000.00000000.sdmp

Malicious  Antivirus Detection

false

false

false

false

false « Avira URL Cloud: safe

false « Avira URL Cloud: safe

false

false « Avira URL Cloud: safe

Reputation

high

high

high

high

unknown

unknown

high

unknown
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Name

http:ifhttps://ac.ecosia.org/autocomplete?q=

http://https://t. me/risepro_bot

http://147.45.47.102:57893/hera/amadka.exeaO

hittp://193.23

http://crl.micro

http://https://ipinfo.io/

hitp://
https://support.mozilla.org/products/firefoxgro.allizom.tr
oppus.ZAnPVwXvBbYt

http://https://www.maxmind.com/en/locate-my-ip-
address

http://https://t. me/risepro_botz

http://193.233.132.56/cost/lenin.exe

http://www.winimage.com/zLibDlI

http://https:/support.mozilla.org
http:ifhttps://t.me/risepro_botrisepro;O

Copyright Joe Security LLC 2024

Source Malicious  Antivirus Detection

bUHMg54m6Q.exe, 00000000.00000003.215026 false
5902.0000000005C6F000.00000004.00000020.
00020000.00000000.sdmp, bUHMg54m6Q.exe,
00000000.00000003.2152690333.0000000005C
93000.00000004.00000020.00020000.0000000
0.sdmp, bUHMg54m6Q.exe, 00000000.0000000
3.2151263071.0000000005C92000.00000004.0
0000020.00020000.00000000.sdmp, MPGPH131.exe,
00000006.00000003.2181530040.0000000005EFD00
0.00000004.00000020.00020000.00000000.sdmp,
MPGPH131.exe, 00000006.00000003.2179
554394.0000000005EFB000.00000004.0000002
0.00020000.00000000.sdmp, MPGPH131.exe,
00000006.00000003.2180030463.0000000005F
00000.00000004.00000020.00020000.0000000
0.sdmp, RVFvg_w1ZQYbWeb Data.0.dr, 9V16n
hmObFZXWeb Data.0.dr, Lml4gt7uNt6|Web Data.0.dr,
uH4KIb1syK8iWeb Data.6.dr, KslfLLPbfavZWeb
Data.6.dr, eOWJiscSE76mWeb Data.6.dr

RageMP131.exe, 00000012.00000002.2429829 false
682.00000000011BC000.00000004.00000020.0
0020000.00000000.sdmp, RageMP131.exe, 00
000012.00000002.2429829682.000000000121F
000.00000004.00000020.00020000.00000000.sdmp,
passwords.txt.0.dr, passwords.txt.6.dr

MPGPH131.exe, 00000007.00000002.21741990 false
79.0000000001CA7000.00000004.00000020.00
020000.00000000.sdmp

« Avira URL Cloud: safe

MPGPH131.exe, 00000007.00000002.21741990 false
79.0000000001CA7000.00000004.00000020.00
020000.00000000.sdmp

« Avira URL Cloud: safe

MPGPH131.exe, 00000006.00000002.22751333 false « URL Reputation: safe
56.0000000000D36000.00000004.00000020.00
020000.00000000.sdmp

RageMP131.exe, 00000012.00000002.2429829 false
682.0000000001180000.00000004.00000020.0
0020000.00000000.sdmp, RageMP131.exe, 00
000012.00000002.2429829682.0000000001172
000.00000004.00000020.00020000.00000000.sdmp

D87fZN3R3jFeplaces.sqlite.7.dr false
bUHMqg54m6Q.exe, MPGPH131.exe false
bUHMqg54m6Q.exe, 00000000.00000002.227674 false

6268.00000000012BC000.00000004.00000020.
00020000.00000000.sdmp

MPGPH131.exe, 00000006.00000002.22751333 false
56.0000000000D36000.00000004.00000020.00
020000.00000000.sdmp, MPGPH131.exe, 0000
0007.00000002.2174199079.0000000001CA700
0.00000004.00000020.00020000.00000000.sdmp

« Avira URL Cloud: safe

bUHMqg54m6Q.exe, 00000000.00000002.227296 false
6412.000000000066D000.00000002.00000001.
01000000.00000003.sdmp, bUHMg54m6Q.exe,
00000000.00000003.2086040857.00000000011
80000.00000004.00001000.00020000.0000000
0.sdmp, MPGPH131.exe, 00000006.00000003.
2114405302.0000000000C50000.00000004.000
01000.00020000.00000000.sdmp, MPGPH131.exe,
00000006.00000002.2277258884.0000000
00105D000.00000002.00000001.01000000.000
00004.sdmp, MPGPH131.exe, 00000007.00000
002.2168458625.000000000105D000.00000002
.00000001.01000000.00000004.sdmp, MPGPH1
31.exe, 00000007.00000003.2114630366.000
0000001A50000.00000004.00001000.00020000
.00000000.sdmp, RageMP131.exe, 0000000E.
00000002.2324438250.00000000004BD000.000
00002.00000001.01000000.00000008.sdmp, R
ageMP131.exe, 0000000E.00000003.22550084
40.0000000002A30000.00000004.00001000.00
020000.00000000.sdmp, RageMP131.exe, 000
00012.00000002.2427181585.00000000004BD0
00.00000002.00000001.01000000.00000008.sdmp,
RageMP131.exe, 00000012.00000003.2337606735.0
000000002BE0000.00000004.00001000.000200
00.00000000.sdmp

D87{ZN3R3jFeplaces.sqlite.7.dr false

MPGPH131.exe, 00000007.00000002.21741990 false
79.0000000001CA7000.00000004.00000020.00
020000.00000000.sdmp

Reputation

high

high

unknown

low

unknown

high

high

high

high

unknown

high

high
high
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Name

http:ifhttps://db-ip.com:443/demo/home.php?
§=156.146.37.102

http:if https://ipinfo.io/$E

hitp://
https://cdn.ecosia.org/assets/images/ico/favicon.icohttp
s://www.ecosia.org/search?q=

World Map of Contacted IPs

[ No. of IPs < 25%
[ 25% < No. of IPs < 50%
B 50% < No. of IPs < 75%

B 75% < No. of IPs
Public IPs
P Domain
34.117.186.192 ipinfo.io
147.45.47.126 unknown
104.26.4.15 db-ip.com

Copyright Joe Security LLC 2024

Source Malicious  Antivirus Detection

MPGPH131.exe, 00000006.00000002.22751333 false
56.0000000000D36000.00000004.00000020.00
020000.00000000.sdmp, MPGPH131.exe, 0000
0007.00000002.2174199079.0000000001CA700
0.00000004.00000020.00020000.00000000.sdmp,
RageMP131.exe, 0000000E.00000002.232
5536566.00000000010F0000.00000004.000000
20.00020000.00000000.sdmp, RageMP131.exe,
00000012.00000002.2429829682.000000000
11BC000.00000004.00000020.00020000.00000
000.sdmp

MPGPH131.exe, 00000006.00000002.22751333 false
56.0000000000CF1000.00000004.00000020.00

020000.00000000.sdmp

bUHMqg54m6Q.exe, 00000000.00000003.215026 false
5902.0000000005C6F000.00000004.00000020.
00020000.00000000.sdmp, bUHMg54m6Q.exe,
00000000.00000003.2152690333.0000000005C
93000.00000004.00000020.00020000.0000000
0.sdmp, bUHMqg54m6Q.exe, 00000000.0000000
3.2151263071.0000000005C92000.00000004.0
0000020.00020000.00000000.sdmp, MPGPH131.exe,
00000006.00000003.2181530040.0000000005EFD00
0.00000004.00000020.00020000.00000000.sdmp,
MPGPH131.exe, 00000006.00000003.2179
554394.0000000005EFB000.00000004.0000002
0.00020000.00000000.sdmp, MPGPH131.exe,
00000006.00000003.2180030463.0000000005F
00000.00000004.00000020.00020000.0000000
0.sdmp, RVFvg_w1ZQYbWeb Data.0.dr, 9V16n
hmObFZXWeb Data.0.dr, Lml4gt7uNt6|Web Data.0.dr,
uH4KIb1syK8iWeb Data.6.dr, KslfLLPbfavZWeb
Data.6.dr, eOWJiscSE76mWeb Data.6.dr

Country Flag ASN
United States = 139070
Russian Federation - 2895
United States = 13335

Reputation

high

high

high
ASN Name Malicious
GOOGLE-AS- false
APGoogleAsiaPacificPteLtd
SG

FREE-NET-ASFREEnetEU  true

CLOUDFLARENETUS false
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General Information

Joe Sandbox version: 40.0.0 Tourmaline

Analysis ID: 1437130

Start date and time: 2024-05-07 01:31:24 +02:00

Joe Sandbox product: CloudBasic

Overall analysis duration: 0h 9m 12s

Hypervisor based Inspection enabled: false

Report type: light

Cookbook file name: default.jos

Analysis system description: Windows 10 x64 22H2 with Office Professional Plus 2019, Chrome 117, Firefox 118, Adobe Reader DC 23, Java 8
Update 381, 7zip 23.01

Number of analysed new started processes analysed: 20

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 0

Technologies: « HCA enabled

« EGA enabled
« AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

Sample name: bUHMqg54m6Q.exerenamed because original name is a hash value
Original Sample Name: 2cf4b5cf327757376e717ab5554b921b.exe

Detection: MAL

Classification: mal100.troj.spyw.evad.winEXE@13/58@3/3

EGA Information: Successful, ratio: 100%

.

Successful, ratio: 67%
Number of executed functions: 0
Number of non-executed functions: 0

HCA Information:

Cookbook Comments:

.

Found application associated with file extension: .exe

Warnings

Exclude process from analysis (whitelisted): dllhost.exe, WerFault.exe, WMIADAP.exe, SIHClient.exe, svchost.exe
TCP Packets have been reduced to 100

Excluded IPs from analysis (whitelisted): 20.42.73.29

Excluded domains from analysis (whitelisted): ocsp.digicert.com, login.live.com, slscr.update.microsoft.com, blobcollector.events.data.trafficmanager.net, onedsblobprdeus15.eastus.
cloudapp.azure.com, ctidl.windowsupdate.com, umwatson.events.data.microsoft.com, fe3cr.delivery.mp.microsoft.com
Not all processes where analyzed, report is missing behavior information

Report creation exceeded maximum time and may have missing d isassembly code information.

Report size exceeded maximum capacity and may have missing b ehavior information.

Report size exceeded maximum capacity and may have missing disassembly code.

Report size getting too big, t oo many NtCreateFile calls found.

Report size getting too big, t oo many NtOpenFile calls found.

Report size getting too big, t oo many NtOpenKeyEx calls found.

Report size getting too big, t oo many NtQueryValueKey calls found.

VT rate limit hit for: bUHMg54m6Q.exe

Simulations

Behavior and APIs

Time Type Description

01:32:12 Task Scheduler Run new task: MPGPH131 HR path: C:\ProgramData\MPGPH131\MPGPH131.exe

01:32:13 Task Scheduler Run new task: MPGPH131 LG path: C:\ProgramData\MPGPH131\MPGPH131.exe

01:32:15 Autostart Run: HKCU\Software\Microsoft\Windows\CurrentVersion\Run RageMP131 C:\Users\user\AppData\Lo

cal\RageMP131\RageMP131.exe

01:32:27 Autostart Run: HKCU64\Software\Microsoft\Windows\CurrentVersion\Run RageMP131 C:\Users\user\AppData\
Local\RageMP131\RageMP131.exe

01:32:28 API Interceptor 2x Sleep call for process: WerFault.exe modified
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Joe Sandbox View / Context

IPs

@ No context

Domains

@ No context

ASNs

@ No context

JA3 Fingerprints

@ No context

Dropped Files

@ No context

Created / dropped Files

C:\ProgramData\MPGPH131\MPGPH131.exe ¥ €}

Process: C:\Users\user\Desktop\bUHMqg54m6Q.exe

File Type: PE32 executable (GUI) Intel 80386, for MS Windows
Category: dropped

Size (bytes): 2298896

Entropy (8bit):  7.943949707127546

Encrypted: false
SSDEEP: 49152:JZ2Z22yJFMXgNp/R21ABbgdThoxEN2IcHMNNQfwo:JZZF7N1ROABbgdThog24fwo
MD5: 2CF4B5CF327757376E717AB5554B921B
SHA1: 020751E48F382DBD25341228E0ACF66818428B12
SHA-256: A275C369EF53EBA4655CA43244E230FD7B38E45DBF25FC0B614918A58B3D07A6
SHA-512: CECCBEAF87660EA08D9BDC5804546C16A2ABEA4F73C8F80345E711CF5C4A8ABI330CA64022B890457187BDE83DE2687177CB50C1A4FC1BFID49054510E2418
FA
Malicious: true
Antivirus: « Antivirus: Joe Sandbox ML, Detection: 100%
« Antivirus: ReversinglLabs, Detection: 47%
Reputation: low
Preview: MZ.oiid @i I..L.IThis program cannot be run in DOS mode....$.......j.....s...s...5.e.p.%.5.e.v...s.e.t./.s..y.. " S.yw.=.5..yp.4.S..yv.U.S.
ew.6.seu/serbs..r.s.zz2s.z./s../s.zq./s.Rich.s........ .
P N RO 6.@.
Feeeeeeeeeeens @.@ XeopeLioDici @..B.vm_sec..@ @

.@..@.themida. 5..@..........ccoceeee. “..boot. .t Pt “.reloc. R

C:\ProgramData\MPGPH131\MPGPH131.exe:Zone.ldentifier

Process: C:\Users\user\Desktop\bUHMq54m6Q.exe
File Type: ASCII text, with CRLF line terminators
Category: dropped

Size (bytes): 26

Entropy (8bit):  3.95006375643621

Encrypted: false

SSDEEP: 3:9gPYViIPYV

MD5: 187F488E27DB4AF347237FE461A079AD

SHAT: 6693BA299EC1881249D59262276A0D2CB21F8E64

SHA-256: 255A65D30841AB4082BDIDOEEA79D49C5EE88F56136157D8D6156AEF11C12309
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SHA-512:

Malicious:
Reputation:

Preview:

89879F237C0C051EBE784D0690657A6827A312A82735DA42DAD5F744D734FC545BEC9642C19D14C05B2F01FF53BC731530C92F7327BB7DCICDE1B60FB21CD6!
E

false
high, very likely benign file

[ZoneTransfer]....Zoneld=0

C:\ProgramData\Microsoft\Windows\WER\ReportQueue\AppCrash_MPGPH131.exe_5ae7e4c267f7e8254d33e44a3aef75514fc3925e_0010bad0

_310ee076-0ele-4dc2-a821-22b2cb294147\Report.wer

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAT1:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Windows\SysWOW64\WerFault.exe

Unicode text, UTF-16, little-endian text, with CRLF line terminators

dropped

65536

1.0528304363184986

false
192:QKlIcZzR8D107ETI6E6jjyZrofxjPzuiFGZ2410826t:t2ReW7ET4jLPzuiFGY4l08p
55FFA6AEB68627E18595895A40485121
AE5696883F3C06E49D31DAB177D1223C6B39CFC4
859047D27DE298B2397FF427B2C29AF186EA31070DE9401F1C329CD172538B29

2E80144AC3251CA2BB9172822638597460BF76 D3AFD7EE184AFFC904EA3B6E3109113FB3A23DA9A9EBY575F6D1D3BA455A4FF6004464D654BE28A285BDFB11LC
8

false
low

.Version=1...EventType=APPCRASH.. EventTime=1335951194464.04.189...Rep.ortType=2..Consent=1..Up.l
0.2.d.T.i.m.e.=13.3595.1194.737479.25...ReportStatus=524384..Reportldentifier=3.10.e.e.0.7.6.-0e.1.e.-4d.c2-a821.-22b.2c.
b.2.9.4.14.7....IntegratorRep.ortlden.t.ifier=3.15.d.05d5.-3.06.1.-4129.-b.283.-cd1.2b.c.03.2a6.7..W.0w.6.4Ho.:s.1=344.0.4..W.ow.6.
4.G.u.est=.332..NsAppName=MP.GP.H131. exe..Orig.inalF.ilename=Cross.D.euv.iceS.ettingsHos.t.exe..Ap.pS.e.s.s.io.nG.u.i
d.=.0.0.0.0.1.3.2.0.-.0.0.0.1.-.0.0.1.5.-.1.c.2.f.-.5..9.£.0.d.a.0.d.a.0.1.... T.ar.g.e.t.App.p.l.d.=W...0.0.0.6.e.6.7.a.b.c.f.8.d.6.c.2.5.2.9.7..d.9.7.2.3.e.f.1.6.c.3.8.1.3.6.
0.0.0.0.0.9.1.0.1.0.0.0.0.0.2.0.7.5.1.e.4.8.£.3.8.2.d.b.d.2.5.3.4.1.2.

C:\ProgramData\Microsoft\Windows\WER\ReportQueue\AppCrash_bUHMq54m60Q.exe_7f5678ff3d44ce164b9187a831663245298324_7fe652d7

_b9d6888b-1509-4a56-aeb6-1b74ada72881\Report.wer

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAT:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Windows\SysWOW64\WerFault.exe

Unicode text, UTF-16, little-endian text, with CRLF line terminators

dropped

65536

1.0564993166343377

false

192:kz2FyGpe0AYvcjyZrosLZuzuiFGZ24108w:DFyGpFAYvcjyuzuiFGY4l08w
2496724ADC3F946A9EC4B66BA7FSE3AF
413DB74471545DB74251D665B0E2655A98368916
1E7358379E3E413E7E0B108224F599DA60E1DOED170F5589194853F8B52601B7

24698623A0845B1E59CC4229900A1CABDE1FB8536D0D869AC4F2B36BB2129D2C945B4792966B41CFFEB6854C34193AA13EEEAOEEBIE4E0900225A9D41B80EC!
F

false
low

.Version=1...EventType=APPCRASH.. . EventTim.e=1335951.194.136.0.7658...Rep.o.rtType=2..Consent=1..Up.l
0.a.d.T.im.e=.13.359511942220.1.443..ReportStatus=524384...Reportldentifier=b.9.d.6.888b.-150.9.-4a56.-aeb.b.-1b74a
d.a.7.2.8.8.1....L.nte.g.rato.r.R.e.p.ortlde.ntifier=751fd.3.c5f-9.2a3.-4a.c.1.-.9.28f-3fd9.ce1.f1b.7.c...W.ow.6.4.Ho..t=34.4.04...W.ow.6.
4.G.u.est=.332...NsAppName=bUHM.Jqg54m6.Q.exe..O0riginalF.ilename=Cross.D.euviceSettingsHost.exe..App.Ses.
s.i.0.n.G.u.i.d.=.0.0.0.0.1.9.9.¢c.-.0.0.0.1.-.0.0.1.5.-.9.5.8.0.-.b.d.9.d.0.d.a.0.d.a.0.1.....T.a.r.g.e.t.A.p.p.l.d.=.W.:.0.0.0.6.e.6.7.a.b.c.f.8.d.6.c.2.5.2.9.7..d.9.7.2.3.e.f.1.
6.c.3.8.£.3.6.0.0.0.0.0.9.1.0.1.0.0.0.0.0.2.0.7.5.1.€.4.8.£.3.8.2.d.b.d.2.5.3.4.

C:\ProgramData\Microsoft\Windows\WER\Temp\WER2FC2.tmp.dmp

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1:

C:\Windows\SysWOW64\WerFault.exe

Mini DuMP crash report, 15 streams, Mon May 6 23:32:21 2024, 0x1205a4 type

dropped

121480

1.855363340823153

false
384:DD+AADAdOFtvk7wkhOvOYASAEGG3gAJzIZI0BaQfK+rF9z2:DD+he0FtvcUOYASrobaE9z
D265223288CCD39728494EDACC4D45CD
4ECOFD691CD4E11EAD031D358DCFBF6A5C1E79E
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SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

3A1EE8B072CC72BC32AEDC6A301DC67B033B20CB4F6E4606AF43E0611AAB027A

19C823276AD1500C61CE121857EC766FED99485B43E0491417FAEDFEE9A8630BEEEDAF7C4ABOB3F2000ABAF116B28B34B5C0C1D724A8E9A339B268B7A07111
7F

false

low

MDMP..a..... ... hOf e (cevren Lo O 8 o IR HJ.@........... B Bttt ed....... &..
....Genuinelntel........ T........zh9f ... 0.2 W... .E.uro.p.e..Standa.rd. . T.i.me

Time.. a.m.d.6.4.fre..vb._.rele.as.e..1.9.1.20.6.-.14.06......

C:\ProgramData\Microsoft\Windows\WER\Temp\WER3215.tmp.WERInternalMetadata.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAT1:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Windows\SysWOW64\WerFault.exe

XML 1.0 document, Unicode text, UTF-16, little-endian text, with CRLF line terminators

dropped

8396

3.708401782548626

false
192:R617wVeJBMEGKrP56Y2DDSU/yAgmfsJlyprw89btOsfKEPm:R6EIXJ66PP56YeSUqAgmisJIKINIK
BFF72A7437A4CFE9B3A33B115D4942B4

8296D052352D269EADE7E733B3B1C6BE03531913
AE160FD624E0970377AF57CA774FAFDFCBF04F5819A2538C99F29860D75D9418

4A2CEDDCOAAEB1DEEES90F581DD15059DDC4CCDA200452DD43A4B87F3312B30FC318DB4ACF2614B0C086B50272B47CF640A544BBA6678163593815AE84D8L
67

false

.<.?x.ml version="1.0" enc.o.ding="UTF-16."7>..<WERR.ep.ortMetadatas...<0S8Versio.nlnformations>....<W.ind.
o.w.s.N.T.V.ers.ion.>1.0..0.</WindowsNTV.ers.ions....<Build>19.045</Bu.ild>.....<Produ.ct>(0x.3.0.).... W.ind.o.w.s..1.0. .P.ro.
</.Products>.....<Editio.n>Profess.ional</Editions>....<BuildString>19.04.1.20.06..amd6.4fre.vb._.releas.e..1.9120.6.-.

1.4.0.6.<./B.uild.S.tring.>.....<Rewv.is.io0n.>20.0.6.</R.evisions>....<Flavor>Multipro.c.ess.o.r Free</Flavo.rs>....<Archite.c.
ture>X6.4.</Architectures....<LClD>2057</LCIlD>...</0.8Versionlnformations>...<Pro.cess.lnformadtions....<P.i
d.>.6.5.5.6.<./.P.i.

C:\ProgramData\Microsoft\Windows\WER\Temp\WER3245.tmp.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:
SHAT:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Windows\SysWOW64\WerFault.exe

XML 1.0 document, ASCII text, with CRLF line terminators

dropped

4728

4.5356433746061215

false
48:cviwWI8zshQJg77al9rCBWpW8VYAYm8M4JKNFNIz+q8Yf5+EQyffd:uljfs|74Q7VgJqzRPQynd
D52E3C37BBCBDD516F70697AC8B54A96

975DE1864954B059C8D6F50837E9526627C2FCB3
28435826EB843D3C8F5F29C60181A36224782383BCF8B26141C324E232324EC2

5D1673CA7EE38D7COEEC780AD44D501F8E467C611ED38B8AA202ECEC840F74607DC02E2EB70CE07E8C01FEFC058CD92208AC0B2961CE00C2F21C7166BEF8E
07A

false

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>..<req ver="2">.. <tim>.. <src>..  <desc>.. <machs.. <0S>.. <arg nm="vermaj" val="10"

/>.. <arg nm="vermin" val="0" />.. <arg nm="verbld" val="19045" />.. <arg nm="vercsdbld" val="2006" />.. <arg nm="vergfe" val="2006" />..
<arg nm="csdbld" val="2006" />.. <arg nm="versp" val="0" />.. <arg nm="arch" val="9" />.. <arg nm="Icid" val="2057" />.. <argn

m="geoid" val="223" />.. <arg nm="sku" val="48" />.. <arg nm="domain" val="0" />.. <arg nm="prodsuite" val="256" />.. <arg nm="ntprodtyp

e"val="1"/>.. <arg nm="platid" val="2" />.. <arg nm="tmsi" val="311915" />.. <arg nm="osinsty" val="1"/>.. <arg nm="iever" val="11.78

9.19041.0-11.0.1000" />.. <arg nm="portos" val="0" />.. <arg nm="ram" val="409

C:\ProgramData\Microsoft\Windows\WER\Temp\WER3C94.tmp.dmp

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1:
SHA-256:

C:\Windows\SysWOW64\WerFault.exe

Mini DuMP crash report, 15 streams, Mon May 6 23:32:25 2024, 0x1205a4 type

dropped

110138

1.9059204889344317

false

384:1Y+st5xZhwFtvF6VIpZdoVq3VorSJgX16IUHtFBIF 1 FQEOUw8xNvtz+7kpU:1Y+sB/+FtvF6kZdeljz+e
3A3COCE18EF40D4E92E7C7EF400FOEES

A7B1ADF42CA16E93E32D0164D91D91F749CF5634
063504D6E121A76A6CA07CBDDC067EFB18EA8840028299F85A2D8E2592FE28E6
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SHA-512:
Malicious:

Preview:

6F7D883A74620053431694C42B4A5CB83340FA69760F374D1DFB84F8C4650E455AB3034574CCC12EE34BFF9925CEC612C0289E9FBOE48B9250BFA2811C9E3BO(

false

[N 0.2, e W... .E.ur.o.p.e. .Standard. .Tim.e
.1.9.04.1..1...am.d.6.4fre..vb._.rele.as.e..1.9.120.6.-.1.4.06......ccccoc.......

C:\ProgramData\Microsoft\Windows\WER\Temp\WER461A.tmp.WERInternalMetadata.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAT:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Windows\SysWOW64\WerFault.exe

XML 1.0 document, Unicode text, UTF-16, little-endian text, with CRLF line terminators
dropped

6362

3.7263411812944227

false

192:R617wVeJKuD6nYi5JIDRprg89bAnstkAm:R6IXJHENYSJIzAsfy
6A14978891945B9E38AC53D5780BI6EE
2DCDB9B3AE42ACAC20BA24F2708601D1234962AE
61BF7B38559DD5F584E31F7344B0BA23A363C59A6280FB571C73A1C2013E2A1E
C9A8545A9119AF1C63531F023D104ADF3098A75DDC4637295468C66C457A5C02EF0A4583F83BC06DF79BC84E3BOES507AF0546D76017F268708CE7FD03167AB2!
false

.<.?xml version="1.0" enc.o.ding="UTF-16."7>..<WERRep.ortMetadatas...<0S8Versio.nlnformations>....<W.ind.
o.w.s.N.T.V.ers.i.on.>10..0.</Wind.owsNTV.ers.ions>....<Build>19.045</Bu.ild>.....<Produ.ct>(0x.3.0.)... W.ind.o.w.s. .1.0. .P.ro.
</.Products>.....<Editio.n>Profess.ional</Editions>....<BuildString>19.04.1..20.06..amd6.4fre.vb._.releas.e..191206.-.

1.4.0.6.<./B.u.ild.S.tring.>.....<Rewv.is.i.0n.>20.0.6.</R.evisio.ns>....<Flavor>Multip.ro.c.ess.or Free</Flav.o.rs>....<Archite.c.
ture>X.6.4.</Architectures....<LClD>2057</LCIlD>...</0.8Versionlnformations>...<Pro.cess.lnformadtions....<P.i
d.>.4.8.9.6.<./.P.i

C:\ProgramData\Microsoft\Windows\WER\Temp\WER463A.tmp.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:
SHAT:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Windows\SysWOW64\WerFault.exe

XML 1.0 document, ASCII text, with CRLF line terminators

dropped

4718

4.523696716084494

false
48:cviwWI8zshQJg77al9rCBWpW8VYmYm8M4JkteF61+q80v0S5+71Iwfd:uljfs|74Q7VyJ/VATl+d
5CFBEOADA8596312330D36347D38BFC8
F5C3AEED32ADDD63E4FA0B1A87E8CO0AC2EC7BE3
164763BF3B7E5CACBOCB189AB3E7D8235E6B0CD97DE6985C03953D21127826D7

0B666C4E159C55B786FC002D513756A672049EE3810FFFBECC1B47244C0F3AFICCH8A42B0SED76ADBDF6A276599E0A4F 1 ACI8A1676DF647DB79FEAB20BIBAE
4C

false

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>..<req ver="2">.. <tim>.. <src>..  <desc>.. <machs.. <08>.. <arg nm="vermaj" val="10"

/>.. <arg nm="vermin" val="0" />.. <arg nm="verbld" val="19045" />.. <arg nm="vercsdbld" val="2006" />.. <arg nm="vergfe" val="2006" />..
<arg nm="csdbld" val="2006" />.. <arg nm="versp" val="0" />.. <arg nm="arch" val="9" />.. <arg nm="lcid" val="2057" />.. <argn

m="geoid" val="223" />.. <arg nm="sku" val="48" />.. <arg nm="domain" val="0"/>.. <arg nm="prodsuite" val="256" />.. <arg nm="ntprodtyp

e"val="1"/>.. <arg nm="platid" val="2" />.. <arg nm="tmsi" val="311915" />.. <arg nm="osinsty" val="1" />.. <arg nm="iever" val="11.78

9.19041.0-11.0.1000" />.. <arg nm="portos" val="0" />.. <arg nm="ram" val="409

C:\Users\user\AppData\Local\RageMP131\RageMP131.exe v@

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1:
SHA-256:
SHA-512:

Malicious:

C:\Users\user\Desktop\bUHMq54m6Q.exe

PE32 executable (GUI) Intel 80386, for MS Windows

dropped

2298896

7.943949707127546

false
49152:JZ2Z2yJFMXgNp/R21ABbgdThoxEN2IcHMNNQfwo:JZZF7N1ROABbgdThog24fwo
2CF4B5CF327757376E717AB5554B921B
020751E48F382DBD25341228E0ACF66818428B12
A275C369EF53EBA4655CA43244E230FD7B38E45DBF25FC0B614918A58B3D07A6

CECCBEAF87660EA08D9BDC5804546C16A2ABEA4F73C8F80345E711CF5C4A8AB9330CA64022B890457187BDE83DE2687177CB50C1A4FC1BF9D49054510E2418
FA

true
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Antivirus: « Antivirus: Joe Sandbox ML, Detection: 100%
« Antivirus: ReversinglLabs, Detection: 47%

Preview:
e.w.6.s.e.u/s.erbs..r.s.zz2s..z./s.../.s..zq./s.Rich..s................ PE..L....96f
3 O S —— 6.@

.@.. .@..B.vm_sec..@ @
......... @..@.themida. 5..@........c..ccuee.nee.oboot P relOC L h

C:\Users\user\AppData\Local\RageMP131\RageMP131.exe:Zone.ldentifier

Process: C:\Users\user\Desktop\bUHMq54m6Q.exe
File Type: ASCII text, with CRLF line terminators
Category: dropped

Size (bytes): 26

Entropy (8bit): 3.95006375643621

Encrypted: false

SSDEEP: 3:9gPYVirPYV

MD5: 187F488E27DB4AF347237FE461A079AD

SHA1: 6693BA299EC1881249D59262276A0D2CB21F8E64

SHA-256: 255A65D30841AB4082BD9DOEEA79D49C5EE88F56136157D8D6156AEF11C12309

SHA-512: 89879F237C0C051EBE784D0690657A6827A312A82735DA42DAD5F744D734FC545BEC9642C19D14C05B2F01FF53BC731530C92F7327BB7DCICDE1B60FB21CD6:
E

Malicious: false

Preview: [ZoneTransfer]....Zoneld=0

C:\Users\user\AppData\Local\Temp\NoSoV6eJxRbhINXMC2XnYgm.zip @

Process: C:\ProgramData\MPGPH131\MPGPH131.exe

File Type: Zip archive data, at least v2.0 to extract, compression method=deflate
Category: dropped

Size (bytes): 2860

Entropy (8bit):  7.739784447128016

Encrypted: false

SSDEEP: 48:9raVXZV//QWGPvcpJ VIMR7kIBQbBHyY3Rr7350S 1hcj8xNnDyBZVYun3KJ67k00j:yZV//Q1vcGQAHA30MNIzYu3KJZ

MD5: CC7DEAFED3A6A0D17C8B8648F48BBB28

SHAT: F132D9ADBFC2BD3D5605BCC2E9E5C1B06CA0A800

SHA-256: 6E29C3B738F43B9F11E9ACA40DA25E96COFB91C23C6370AEOE3BBESEF5E8D28F

SHA-512: B930BD3ESESBIEECAF0A1C30617CDFEODB25918E1586286FC672A975723ED5B7D42FACD7DBD5F4F8C29B51E1C5DF760E126816BEB41EC661844A9BF56E1CD
209

Malicious: true

Yara Hits: « Rule: JoeSecurity_RiseProStealer, Description: Yara detected RisePro Stealer, Source: C:\Users\user\AppData\Local\Temp\NoSoV6eJxRbhINXMC2XnYgm.zip,

Author: Joe Security

Preview: PK..oooeee ) ST Cookies\..PK........... XA Yo Cookies\Chrome_Default.txt...@......... i.&h.Cn..L..\.\FA@.~..v7..0...%les f..../S..a..@.,ek.%.H......</<2..,...l.w...
...19.f.F+PiM.=h.5..2....0....0..u_.~}Z.UM........ y...Rj..4H..D..xLY@....[.d.c&...... .
Lhye-odaisare . MLLE...GS...C...X..C.U..v.%......C,.L0,......5.=....6.....PK
K.$.V.b8.j.*-.1......Qm..fc.4z&."....sJ8.r0..47...$4L..G.....9...d>R.26..yB.ppkt.....B.fg4b.Q..".Pm...C-.7...Z.T...P.?..| X.>Mh8.+..90p"F..L...e.,
.0.j}_..y.N..<..c..lQ@.<S..I>".$..0.hS.4.1.40.jLv..Q...V.2..1.Z0S..... B. .w._.>"}.].J.~...9K.u.2U.mZD..t.(...E./7.>......... e..

gLl PPl ALy. NG/
.Ok.Oi.L..l.Km 2r.6.

C:\Users\user\AppData\Local\Temp\eK26yDxmyAbMrjg7CdmfOmj.zip @

Process: C:\Users\user\Desktop\bUHMq54m6Q.exe

File Type: Zip archive data, at least v2.0 to extract, compression method=deflate
Category: modified

Size (bytes): 2860

Entropy (8bit):  7.720862667626285

Encrypted: false

SSDEEP: 48:9BarXZV//QWGPvcUVwNupS38FIwH5uuEr7qL8V2jm49zieHkzuXYzS3M/dRn3K6:6ZV//Q1vcUOIpSRTUZA99HFI1zVT3KJ4

MD5: 7BAAF6EFC43F0561B018A102B243D445

SHAT: F4061F8E1B37F9954E0A59E17592485CABD22721

SHA-256: F1C1160A830CE3BDB771D6707C576A3773E82D56E7A13453C3F40776D04E68B7

SHA-512: 8DBE7AA30E74E36DD64C1493DA4DA71FCE6D44CA3C378E2587326E734929654F6D906D7BA74994C37C09CAB7287B2868C70790B8A5BCDCB64E0022656A5805
0

Malicious: true

Yara Hits: « Rule: JoeSecurity_RiseProStealer, Description: Yara detected RisePro Stealer, Source: C:\Users\user\AppData\Local\Temp\eK26yDxmyAbMrjg7CdmfOmj.zip,

Author: Joe Security
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Preview: PK........... ) SO Cookies\..PK........... XA %o Cookies\Chrome_Default.txt....@......... i.&h.Cn..L..\.FA@.~..v7..0...%les.f..../S..a..@.,ek.%.H......</<2..,...l.w...
..19.f.F+PiM.=h.5..2....0....0..u_.~}Z.UM........ y...Rj.4H..D..XLY@....[.d.c& TSR i%q%....Y.|.....P...u..u..85/..Z"...-..c.."A8n...Y 3......;.Gl....c...AM@!._W.yQbs.@...
....C....M...E..GS...C... X..C.U..V.%.. information.txt.Y.S.F........Lk.%....@...qh.}..Q#\..N...Nv.9%.a....v....O7i
..8'Q.0D....4..

C:\Users\user\AppData\Local\Temp\rage131MP.tmp

Process: C:\Users\user\Desktop\bUHMq54m6Q.exe
File Type: ASCII text, with no line terminators
Category: dropped

Size (bytes): 13

Entropy (8bit): 2.6612262562697895

Encrypted: false

SSDEEP: 3:LsXUW:wUW

MD5: DOA75EBFF72FA9B67AA2874A9CEF49CB

SHA1: 1321F58A68CAAF00627A03FA4E1D2C274B115757

SHA-256: 1D30EA87A95BC86360BD27D6F5399E126E4B2B135AC5BF437AD2FD213CE807B9

SHA-512: 95E55D568E8C4561468BDEEBFA6295701D009796FFOBDF5F949A09499540E3788D3FF697FF256760A069FD7FD4FC5B8E7690CA5921BAB76DD52D8B2E002DA39
Malicious: false

Preview: 1715044508013

C:\Users\user\AppData\Local\Temp\spanlgSFE9XfFRUKm\ 02zdBXl47cvzcookies.sqlite

Process: C:\Users\user\Desktop\bUHMq54m6Q.exe

File Type: SQLite 3.x database, user version 12, last written using SQLite version 3042000, page size 32768, writer version 2, read version 2, file counter 3, database pages 3, cook
ie Ox1, schema 4, UTF-8, version-valid-for 3

Category: dropped
Size (bytes): 98304
Entropy (8bit): 0.08235737944063153

Encrypted: false

SSDEEP: 12:DQAsfWK73Fmdmc/OPVJXfPNn43etRRfYR508atLgxeYaNcDakMG/IO:DQAsff32mNVpP965Ra8KNOMG/IO

MDS5: 369B6DD66F1CAD49D0952C40FEB9AD41

SHA1: D05B2DE29433FB113EC4C558FF33087ED7481DD4

SHA-256: 14150D582B5321D91BDE0841066312AB3E6673CA51C982922BC293B82527220D

SHA-512: 771054845B27274054B6C73776204C235C46E0C742ECF3E2D9B650772BA5D259C8867B2FA92C3A9413D3E1AD35589D8431AC683DF84A53E13CDE361789045928
Malicious: false

Preview: SQLite format 3.....@ ...

C:\Users\user\AppData\Local\Temp\spanlgSFE9XfRUKm\3b6N2Xdh3CYwplaces.sqlite

Process: C:\Users\user\Desktop\bUHMqg54m6Q.exe

File Type: SQLite 3.x database, user version 75, last written using SQLite version 3042000, page size 32768, writer version 2, read version 2, file counter 2, database pages 46, coo
kie 0x26, schema 4, UTF-8, version-valid-for 2

Category: dropped
Size (bytes): 5242880
Entropy (8bit): 0.0357803477377646

Encrypted: false

SSDEEP: 192:58rJQaXoMXp0VWIFxWwJUOVnQphI1mJ/8GJK:58r54w0VW3xWB0Val4

MD5: 76D181A334D47872CD2E37135CC83F95

SHA1: B563370B023073CE6E0F63671AA4AF169ABBF4E1

SHA-256: 52D831CC6F56C3A25EBI238AAF25348E1C4A3D361DFE7F99DB1D37D89A0057FD

SHA-512: 23E0D43E4785E5686868D5448628718720C5A8D9328EE814CB77807260F7CDA2D01C5DEE8F58B5713F4F09319E6CB7AB24725078C01322BAE04777418A49A9F7
Malicious: false

Preview: SQLite format 3.....@ ....cococvvveene < R, SR jooowma>.~...|0{dz.z.2"y.y3x.XxKw.v.u.uGt.t;sAs.q.p.q.p{o.ohn.nem.n,m9l.k.IPj.j.h.h.g.d.c.c6b.b.a.a>..

C:\Users\user\AppData\Local\Temp\spanlgSFEIXfFRUKm\ 8aQjHf7utHnSHistory

Process: C:\Users\user\Desktop\bUHMq54m6Q.exe
File Type: SQLite 3.x database, last written using SQLite version 3042000, file counter 1, database pages 38, cookie 0x1f, schema 4, UTF-8, version-valid-for 1
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Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAT:
SHA-256:
SHA-512:

Malicious:

Preview:

dropped

155648

0.5407252242845243

false
96:0gWyejzH+bDoYysX0IxQzZkHtpVJINIYDL]GQLBE3CeEOKE:OJhH+bDo3iN0Z2TVJkXBBE3yb
7B955D976803304F2C0505431A0CF1CF

E29070081B18DA0EF9D98D4389091962E3D37216
987FBIBFC2A84C4C605DCB339D4935B52A969B24E70D6DEAC8946BA9A2B432DC

CE2F1709F39683BE4131125BED409103F5EDF1DED545649B186845817C0D69E3D0B832B236F7C4FC09AB7F7BB88E7COF1E4F7047D1AF56D429752D4D8CBED4!
A

false

SQLite format 3.....@ ....... e OO S OO U U RO PSP PTOURTOON

C:\Users\user\AppData\Local\Temp\spanlgSFE9IXfRUKm\9V16nhmObFZXWeb Data

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAT:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\bUHMq54m6Q.exe

SQLite 3.x database, last written using SQLite version 3042000, page size 2048, file counter 3, database pages 52, cookie 0x21, schema 4, UTF-8, version-valid-for 3
dropped

106496

1.136471148832945

false

192:ZWTblyVZTnGtgTgabTanQeZVuSVumZaéc1/k4:MnlyfnGixnfVuSVumEH1s4

37B1FC046E4B29468721F797A2BB968D

50055EF1C50E4C1A7CCF7D00620E95128E4C448B

7BBD5DFC9026E0D477B027B9A2A3F022F2E72FCIB4E05E697461A00677AESEFD

1D8AOFOAE76E5A1CF131F6D2C5156EA4204449942210EF029D5B018464355DBF94E2D8ABDEASA9CDFE4271DCD22703BF26 ECESFEE902E122184680F1BB0011+
9

false

C:\Users\user\AppData\Local\Temp\spanlgSFE9XfRUKm\D87fZN3R3jFeplaces.sqlite

Process:

File Type:

Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Users\user\Desktop\bUHMq54m6Q.exe

SQLite 3.x database, user version 75, last written using SQLite version 3042000, page size 32768, writer version 2, read version 2, file counter 2, database pages 46, coo
kie 0x26, schema 4, UTF-8, version-valid-for 2

dropped

5242880

0.0357803477377646

false

192:58rJQaXoMXp0VWIFxWwJUOVnQphl1mJ/8GJK:58r54w0VW3xWBO0OVal4

76D181A334D47872CD2E37135CC83F95

B563370B023073CE6EO0F63671AA4AF169ABBF4E1

52D831CC6F56C3A25EBI238AAF25348E1C4A3D361DFE7F99DB1D37D89A0057FD
23E0D43E4785E5686868D5448628718720C5A8D9328EE814CB77807260F7CDA2D01C5DEE8F58B5713F4F09319E6CB7AB24725078C01322BAE04777418A49A9F7
false

SQLite format 3.....@ ......ccvveuene L PSRN jooorma>.~...|0{dz.z.2"y.y3x.xKw.v.u.uGt.t;sAs.q.p.q.p{o.ohn.nem.n,m9l.k.IPj.j.h.h.g.d.c.c6b.b.a.a>..

C:\Users\user\AppData\Local\Temp\spanlgSFE9IXfRUKm\ EvDoFjSc27w4History

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:

C:\Users\user\Desktop\bUHMq54m6Q.exe

SQLite 3.x database, last written using SQLite version 3042000, file counter 1, database pages 39, cookie 0x20, schema 4, UTF-8, version-valid-for 1
dropped

159744

0.5394293526345721

false

96:AquejzH+bF+UIYysX0IxQzh/tsVONfLiLqLy0e9S8E:AqtH-+bF+UIZINORSVOK3qLyj9
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MDS5:
SHA1:
SHA-256:
SHA-512:

Malicious:

Preview:

52701A76A821CDDBC23FB25C3FCA4968
440D4B5A38AF50711C5E6C6BE22D80BC17BF32DE
D602B4D0B3EB9B51535F6EBA33709DCB881237FA95C5072CB39CECFOE06AO0AC4A

2653C8DB9C20207FA7006BC9C63142B7C356FBIDCI7F9184D60C75D0987DC0848A8159C239E83E2FCID45C522FEAE8D273CDCD31183DED91B8B587596183FC(
0

false

SQLite format 8.....@ ......

C:\Users\user\AppData\Local\Temp\spanlgSFE9XfFRUKm\FQEh_xU7vRTGWeb Data

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAT:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Users\user\Desktop\bUHMq54m6Q.exe

SQLite 3.x database, last written using SQLite version 3042000, page size 2048, file counter 8, database pages 89, cookie 0x37, schema 4, UTF-8, version-valid-for 8
dropped

196608

1.1239949490932863

false

384:929g0B1nxCkvSA1LyKOMq+8iP5GDHP/0j:9q+n0E91LyKOMqg+8iP5GLP/0

271D5F995996735B01672CF227C81C17

7AEAACD66A59314D1CBF4016038D3A0A956BAF33

9D772D093F99F296CD906B7B5483A41573E1C6BD4C91EF8DBACDA79CDF1436B4

62F15B7636222CA89796FCC23FC5722657382FAAAFEDC937506 CAB3286AA696609F2A5A8F479158574D9FB92D37C0AA74EA15F7A172EBF1F3D260EF6124CF8B!
false

SQLite format 8.....@ .......

C:\Users\user\AppData\Local\Temp\spanlgSFE9XfRUKm\JEr8LVONTEQKLogin Data

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAT:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\bUHMqg54m6Q.exe

SQLite 3.x database, last written using SQLite version 3042000, page size 2048, file counter 1, database pages 20, cookie Oxb, schema 4, UTF-8, version-valid-for 1
dropped

40960

0.8553638852307782

false

48:2x7BA+IIF7CVEq8Ma0DOHOIf/6ykwp1EUWMHZq10bvJKLkw8s8LKvUfIKVyJ7h/f:QNDCn8MouB6wz8iZgmvJKLPeymwil
28222628A3465C5F0D4B28F70F97F482

1BAA3DEB7DFD7C9B4CA9FDB540F236C24917DD14

93A6AF6939B17143531FA4474DFC564FA55359308B910E6FODCA774D322C9BE4

C8FB93F658C1A654186FA6AA2039E40791E6B0A1260B223272BB01279A7B574E238B28217DADF3E1850C7083ADFA2FESDAOCCE6FIBCABDS9E1FFD1061B3A88
F7

false

C:\Users\user\AppData\Local\Temp\spanlgSFEIXfRUKm\Lml4gt7uNt6lWeb Data

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1:
SHA-256:
SHA-512:

Malicious:

C:\Users\user\Desktop\bUHMq54m6Q.exe

SQLite 3.x database, last written using SQLite version 3042000, page size 2048, file counter 3, database pages 52, cookie 0x21, schema 4, UTF-8, version-valid-for 3
dropped

106496

1.136471148832945

false

192:ZWTblyVZTnGtgTgabTanQeZVuSVumZaéc1/k4:MnlyfnGixnfVuSVumEH1s4

37B1FC046E4B29468721F797A2BB968D

50055EF1C50E4C1A7CCF7D00620E95128E4C448B

7BBD5DFC9026E0D477B027B9A2A3F022F2E72FCIB4E05E697461A00677AE8EFD

1D8AOFOAE76E5A1CF131F6D2C5156EA4204449942210EF029D5B018464355DBF94E2D8ABD6ASA9CDFE4271DCD22703BF26ECESFEE902E122184680F1BB0011+4
9

false
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Preview:

SQLite format 3......@ ....... G OO ) U RSOSSN

C:\Users\user\AppData\Local\Temp\spanlgSFE9XfFRUKm\P8T1BgZgt5t1Cookies

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAT:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Users\user\Desktop\bUHMq54m6Q.exe

SQLite 3.x database, last written using SQLite version 3042000, file counter 7, database pages 5, cookie 0x5, schema 4, UTF-8, version-valid-for 7
dropped

20480

0.6732424250451717

false

24:TLO1nKbXYFpFNYcoqT1kwE6UwpQ9YHVXxZ6HB:Tq1KLopF+SawLUO1Xj8B

CFFF4E2B77FC5A18AB6323AF9BF95339

3AA2C2115A8EB4516049600E8832E9BFFE0C2412

EC8B67EF7331A87086A6CC085B085A6B7FFFD325E1B3C90BD3BIB1B119F696AE

0BFDC8D28D09558AA97F4235728 AD656FE9F6F2C61DDA2D09B416F89AB60038537B7513B070B907E57032A68B9717F03575DB6778B68386254C8157559A3F1BC
false

SQLite format 3.....@ ..o O O« IO OO OO U TSSO TRT PRSP

C:\Users\user\AppData\Local\Temp\spanlgSFE9IXfRUKm\RVFvq_w1ZQYbWeb Data

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAT:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\bUHMq54m6Q.exe

SQLite 3.x database, last written using SQLite version 3042000, page size 2048, file counter 3, database pages 52, cookie 0x21, schema 4, UTF-8, version-valid-for 3
dropped

106496

1.136471148832945

false

192:ZWTblyVZTnGtgTgabTanQeZVuSVumZaéc1/k4:MnlyfnGitxnfVuSVumEH1s4

37B1FC046E4B29468721F797A2BB968D

50055EF1C50E4C1A7CCF7D00620E95128E4C448B

7BBD5DFC9026E0D477B027B9A2A3F022F2E72FCIB4E05E697461A00677AESEFD

1D8AOFOAE76E5A1CF131F6D2C5156EA4204449942210EF029D5B018464355DBF94E2D8ABDEASA9CDFE4271DCD22703BF26 ECESFEE902E122184680F1BB0011+
9

false

C:\Users\user\AppData\Local\Temp\spanlgSFE9XfRUKm\dn59MYeqcUJmWeb Data

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAT:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Users\user\Desktop\bUHMq54m6Q.exe

SQLite 3.x database, last written using SQLite version 3042000, page size 2048, file counter 8, database pages 89, cookie 0x37, schema 4, UTF-8, version-valid-for 8
dropped

196608

1.1239949490932863

false

384:92qOB1nxCkvSA1LyKOMq+8iP5GDHP/0j:9q+n0E91LyKOMq+8iP5GLP/0

271D5F995996735B01672CF227C81C17

7AEAACD66A59314D1CBF4016038D3A0A956BAF33

9D772D093F99F296CD906B7B5483A41573E1C6BD4C91EF8DBACDA79CDF1436B4

62F15B7636222CA89796FCC23FC5722657382FAAAFEDC937506 CAB3286AA696609F2A5A8F479158574D9FB92D37C0AA74EA15F7A172EBF1F3D260EF6124CF8B!

false

C:\Users\user\AppData\Local\Temp\spanlgSFE9IXfRUKm\ KkvrLBGO6UilLogin Data For Account

Process:

C:\Users\user\Desktop\bUHMq54m6Q.exe
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File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1:
SHA-256:
SHA-512:

Malicious:

Preview:

SQLite 3.x database, last written using SQLite version 3042000, page size 2048, file counter 1, database pages 20, cookie Oxb, schema 4, UTF-8, version-valid-for 1
dropped

40960

0.8553638852307782

false

48:2x7BA+IIF7CVEq8Ma0DOHOIf/6ykwp1EUWMHZq10bvJKLkw8s8LKvUIKVyJ7h/f:QNDCn8MouB6wz8iZgmvJKLPeymwil
28222628A3465C5F0D4B28F70F97F482

1BAA3DEB7DFD7C9B4CA9FDB540F236C24917DD14

93A6AF6939B17143531FA4474DFC564FA55359308B910E6FODCA774D322C9BE4

C8FB93F658C1A654186FA6AA2039E40791E6B0A1260B223272BB01279A7B574E238B28217DADF3E1850C7083ADFA2FESDAOCCE6F9BCABDS9E1FFD1061B3A88
F7

false

SQLite format 3......@ ...eeiiiieee OSSPSR P PPTOUR OO

C:\Users\user\AppData\Local\Temp\spanlgSFE9IXfRUKm\nQVbv3R1YjF8Cookies

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAT:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\bUHMq54m6Q.exe

SQLite 3.x database, last written using SQLite version 3042000, file counter 6, database pages 5, cookie 0x3, schema 4, UTF-8, version-valid-for 6
dropped

20480

0.8508558324143882

false

24:TLIF1kwNbXYFpFNYcw+6UwcQVXH5{BaJvVWKCOABNdzGrW7swaE:TxFawNLopFgU10XJBaEKQxdgQsw
933D6D14518371B212F36C3835794D75

92D056D912B3C0260D379330D3CC0359B57A322B

55390EE61FB85370A8A7F51A8DD5374F7B1801D1D7DF09D6A90CDD74ED6E7D1E

EAC706D8A579500EADA26FB9883E1F3CE9112A03F38EE78B11B393AB0A3285945F8E06EB406BFC17D1CB540F840E435E515FABFC265399CE6F5193980FDE3F2
C

false

C:\Users\user\AppData\Local\Temp\spanlgSFE9XfRUKm\ oVix2UaWI8VCHistory

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAT1:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\bUHMq54m6Q.exe

SQLite 3.x database, last written using SQLite version 3042000, file counter 1, database pages 38, cookie 0x1f, schema 4, UTF-8, version-valid-for 1
dropped

155648

0.5407252242845243

false

96:0gWyejzH+bDoYysX0IxQzZkHtpVJNIYDL]GQLBE3CeEOKE:OJhH+bDo3iN0Z2TVJkXBBE3yb

7B955D976803304F2C0505431A0CF1CF

E29070081B18DA0EF9D98D4389091962E3D37216

987FB9BFC2A84C4C605DCB339D4935B52A969B24E70D6DEAC8946BA9A2B432DC

CE2F1709F39683BE4131125BED409103F5EDF1DED545649B186845817C0D69E3D0B832B236F7C4FC09AB7F7BB88E7CIF1E4F7047D1AF56D429752D4D8CBED4!
A

false

SQLite format 3......@ ....... Bl OSSOSO RSSO

C:\Users\user\AppData\Local\Temp\spanlgSFE9IXfRUKm\ q58jgT3UDnoOWeb Data

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):

Encrypted:

C:\Users\user\Desktop\bUHMq54m6Q.exe

SQLite 3.x database, last written using SQLite version 3042000, page size 2048, file counter 8, database pages 89, cookie 0x37, schema 4, UTF-8, version-valid-for 8
dropped

196608

1.1239949490932863

false
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SSDEEP: 384:92qOB1nxCkvSA1LyKOMq+8iP5GDHP/0j:9q+n0E91LyKOMq+8iP5GLP/0

MD5: 271D5F995996735B01672CF227C81C17

SHAT: 7AEAACD66A59314D1CBF4016038D3A0A956BAF33

SHA-256: 9D772D093F99F296CD906B7B5483A41573E1C6BD4C91EFBDBACDA79CDF1436B4

SHA-512: 62F15B7636222CA89796FCC23FC5722657382FAAAFEDC937506CAB3286AA696609F2A5A8F479158574D9FBI2D37COAA74EA15F7A172EBF1F3D260EF6124CF8B!
Malicious: false

Preview: SQLite format 3.....@ ....... Yoo T e ) ST X OSSR

C:\Users\user\AppData\Local\Temp\spanlgSFE9XfRUKm\w07ebxHrMjWrHistory

Process: C:\Users\user\Desktop\bUHMqg54m6Q.exe

File Type: SQLite 3.x database, last written using SQLite version 3042000, file counter 1, database pages 39, cookie 0x20, schema 4, UTF-8, version-valid-for 1
Category: dropped

Size (bytes): 159744

Entropy (8bit): 0.5394293526345721

Encrypted: false

SSDEEP: 96:AquejzH-+bF+UIYysX0IxQzh/tsVONfLiLqLy0e9S8E:AqtH-+bF +UI3INORSVOk3qLyj9

MD5: 52701A76A821CDDBC23FB25C3FCA4968

SHA1: 440D4B5A38AF50711C5E6C6BE22D80BC17BF32DE

SHA-256: D602B4DOB3EB9B51535F6EBA33709DCB881237FA95C5072CB39CECFOEO6AOAC4

SHA-512: 2653C8DB9C20207FA7006BC9C63142B7C356FBIDCI7F9184D60C75D987DC0848A8159C239E83E2FCID45C522FEAE8D273CDCD31183DED91B8B587596183FC(
0

Malicious: false

Preview: SQLite format 3.....@ ......."

C:\Users\user\AppData\Local\Temp\spanlgSFE9XfFRUKm\wib805ADjjQsLogin Data

Process: C:\Users\user\Desktop\bUHMq54m6Q.exe

File Type: SQLite 3.x database, last written using SQLite version 3042000, page size 2048, file counter 2, database pages 25, cookie Oxe, schema 4, UTF-8, version-valid-for 2
Category: dropped

Size (bytes): 51200

Entropy (8bit):  0.8745947603342119

Encrypted: false

SSDEEP: 96:aZ8mmwLCn8MouB6wzFIOqUvJKLReZ{f44EK:W8yLG7IwRWf4

MD5: 378391FDB591852E472D99DC4BF837DA

SHAT: 10CB2CDAD4EDCCACEQOA7748005F52C5251F6FOEQ

SHA-256: 513C63B0E44FFDE2B4E511A69436799A8B59585CBOEBSCCFDA7A9A8F06BA4808

SHA-512: F099631BEC265A6E8E4F8808270B57FFF28D7CBF75CC6FA046BB516E8863F36E8506C7A38AD682132FCB1134D26326A58F5B588B9EC9604F09FD7155B2AEF2D,
Malicious: false

Preview: SQLite format 3.....@ ...

C:\Users\user\AppData\Local\Temp\spanuNssGOkGarHs\02zdBXl47cvzcookies.sqlite

Process: C:\ProgramData\MPGPH131\MPGPH131.exe

File Type: SQLite 3.x database, user version 12, last written using SQLite version 3042000, page size 32768, writer version 2, read version 2, file counter 3, database pages 3, cook
ie 0x1, schema 4, UTF-8, version-valid-for 3

Category: dropped
Size (bytes): 98304
Entropy (8bit): 0.08235737944063153

Encrypted: false

SSDEEP: 12:DQAsfWK73Fmdmc/OPVJXfPNn43etRRfYR508atLgxeYaNcDakMG/IO:DQAsff32mNVpP965Ra8KNOMG/IO

MD5: 369B6DD66F1CAD49D0952C40FEB9AD41

SHA1: D05B2DE29433FB113EC4C558FF33087ED7481DD4

SHA-256: 14150D582B5321D91BDE0841066312AB3E6673CA51C982922BC293B82527220D

SHA-512: 771054845B27274054B6C73776204C235C46E0C742ECF3E2D9B650772BA5D259C8867B2FA92C3A9413D3E1AD35589D8431AC683DF84A53E13CDE361789045928
Malicious: false
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Preview:

SQLite format 3......@ ..oovoeeieeeee s O OSSPSR

C:\Users\user\AppData\Local\Temp\spanuNssGOkGarHs\1oBLao5WFReelogin Data For Account

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\ProgramData\MPGPH131\MPGPH131.exe

SQLite 3.x database, last written using SQLite version 3042000, page size 2048, file counter 1, database pages 20, cookie Oxb, schema 4, UTF-8, version-valid-for 1
dropped

40960

0.8553638852307782

false

48:2x7BA+IIF7CVEq8Ma0DOHOIf/6ykwp1EUWMHZq10bvJKLkw8s8LKvUIKVyJ7h/f:QNDCn8MouB6wz8iZgmvJKLPeymwil
28222628A3465C5F0D4B28F70F97F482

1BAA3SDEB7DFD7C9B4CA9FDB540F236C24917DD14

93A6AF6939B17143531FA4474DFC564FA55359308B910E6FODCA774D322C9BE4

C8FB93F658C1A654186FA6AA2039E40791E6B0A1260B223272BB01279A7B574E238B28217DADF3E1850C7083ADFA2FESDAOCCE6F9BCABDS9E1FFD1061B3A88
F7

false

SQLite format 8.....@ ...

C:\Users\user\AppData\Local\Temp\spanuNssGOkGarHs\3b6N2Xdh3CYwplaces.sqlite

Process:

File Type:

Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAT:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\ProgramData\MPGPH131\MPGPH131.exe

SQLite 3.x database, user version 75, last written using SQLite version 3042000, page size 32768, writer version 2, read version 2, file counter 2, database pages 46, coo
kie 0x26, schema 4, UTF-8, version-valid-for 2

dropped

5242880

0.0357803477377646

false

192:58rJQaXoMXp0VWIFxWwJUOVnQphl1mJ/8GJK:58r54w0VW3xWBO0Val4

76D181A334D47872CD2E37135CC83F95

B563370B023073CE6EO0F63671AA4AF169ABBF4E1

52D831CC6F56C3A25EBI238AAF25348E1C4A3D361DFE7F99DB1D37D89A0057FD
23E0D43E4785E5686868D5448628718720C5A8D9328EE814CB77807260F7CDA2D01C5DEE8F58B5713F4F09319E6CB7AB24725078C01322BAE04777418A49A9F7
false

SQLite format 3.....@ ......cccoeeeee < R Ko joooom@>.~...|0{dz.z.2"y.y3x.xKw.v.u.uGt.t;sAs.q.p.q.p{o.ohn.nem.n,m9L k.IPj.j.h.h.g.d.c.céb.b.a.a>..

C:\Users\user\AppData\Local\Temp\spanuNssGOkGarHs\Bs1Rik95T3UPWeb Data

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAT:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\ProgramData\MPGPH131\MPGPH131.exe

SQLite 3.x database, last written using SQLite version 3042000, page size 2048, file counter 8, database pages 89, cookie 0x37, schema 4, UTF-8, version-valid-for 8
dropped

196608

1.1239949490932863

false

384:9290B1nxCkvSA1LyKOMgq+8iP5GDHP/0j:99+n0E91LyKOMq+8iP5GLP/0

271D5F995996735B01672CF227C81C17

7AEAACD66A59314D1CBF4016038D3A0A956BAF33

9D772D093F99F296CD906B7B5483A41573E1C6BD4C91EF8DBACDA79CDF1436B4

62F15B7636222CA89796FCC23FC5722657382FAAAFEDC937506 CAB3286AA696609F2A5A8F479158574D9FB92D37C0AA74EA15F7A172EBF1F3D260EF6124CF8B!
false

SQLite format 3......@ ....... Yoo T e ) T LSS

C:\Users\user\AppData\Local\Temp\spanuNssGOkGarHs\D87fZN3R3jFeplaces.sqlite
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Process:

File Type:

Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\ProgramData\MPGPH131\MPGPH131.exe

SQLite 3.x database, user version 75, last written using SQLite version 3042000, page size 32768, writer version 2, read version 2, file counter 2, database pages 46, coo
kie 0x26, schema 4, UTF-8, version-valid-for 2

dropped

5242880

0.0357803477377646

false

192:58rdJQaXoMXp0VWIFXxWwJUOVnQphl1mJ/8GJK:58r54w0VW3xWBO0Val4

76D181A334D47872CD2E37135CC83F95

B563370B023073CE6EOF63671AA4AF169ABBF4E1

52D831CC6F56C3A25EB9238AAF25348E1C4A3D361DFE7F99DB1D37D89A0057FD
23E0D43E4785E5686868D5448628718720C5A8D9328EE814CB77807260F7CDA2D01C5DEE8F58B5713F4F09319E6CB7AB24725078C01322BAE04777418A49A9F7
false

SQLite format 3.....@ ... & K joroom@>.~...|0{dz.z.2"y.y3x.xKw.v.u.uGt.t;sAs.q.p.q.p{o.ohn.nem.n,m9L k.IPj.j.h.h.g.d.c.c6b.b.a.a>..

C:\Users\user\AppData\Local\Temp\spanuNssGOkGarHs\F27iDkUSbUX4History

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAT:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\ProgramData\MPGPH131\MPGPH131.exe

SQLite 3.x database, last written using SQLite version 3042000, file counter 1, database pages 38, cookie 0x1f, schema 4, UTF-8, version-valid-for 1
dropped

155648

0.5407252242845243

false

96:0gWyejzH+bDoYysX0IxQzZkHtpVJNIYDL]GQLBE3CeEOKE:OJhH+bDo3iN0Z2TVJkXBBE3yb

7B955D976803304F2C0505431A0CF1CF

E29070081B18DA0OEF9D98D4389091962E3D37216

987FB9BFC2A84C4C605DCB339D4935B52A969B24E70D6DEAC8946BA9A2B432DC

CE2F1709F39683BE4131125BED409103F5EDF1DED545649B186845817C0D69E3D0B832B236F7C4FC09AB7F7BB88E7CIF1E4F7047D1AF56D429752D4D8CBED4!
A

false

SQLite format 38.....@ ...

C:\Users\user\AppData\Local\Temp\spanuNssGOkGarHs\GoTBCXWsNltoCookies

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAT:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\ProgramData\MPGPH131\MPGPH131.exe

SQLite 3.x database, last written using SQLite version 3042000, file counter 6, database pages 5, cookie 0x3, schema 4, UTF-8, version-valid-for 6
dropped

20480

0.8508558324143882

false

24:TLIF1kwNbXYFpFNYcw+6UwcQVXH5{BaJvVWKCO0ABNdzGrW7swaE:TxFawNLopFgU10XJBaEKQxdgQsw
933D6D14518371B212F36C3835794D75

92D056D912B3C0260D379330D3CC0359B57A322B

55390EE61FB85370A8A7F51A8DD5374F7B1801D1D7DF09D6A90CDD74ED6GE7D1E

EAC706D8A579500EADA26FB9883E1F3CE9112A03F38EE78B11B393AB0A3285945F8E06EB406BFC17D1CB540F840E435E515FABFC265399CE6F5193980FDE3F2
C

false

SQLite format 3......@

C:\Users\user\AppData\Local\Temp\spanuNssGOkGarHs\luMVYmRLxIIELogin Data

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):

C:\ProgramData\MPGPH131\MPGPH131.exe

SQLite 3.x database, last written using SQLite version 3042000, page size 2048, file counter 1, database pages 20, cookie Oxb, schema 4, UTF-8, version-valid-for 1
dropped

40960

0.8553638852307782
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Encrypted:
SSDEEP:
MD5:
SHAT:
SHA-256:
SHA-512:

Malicious:

Preview:

false
48:2x7BA+IIF7CVEq8Ma0DOHOIf/6ykwp1EUWMHZq10bvJKLkw8s8LKvUfIKVyJ7h/f:QNDCn8MouB6wz8iZgmvJKLPeymwil
28222628A3465C5F0D4B28F70F97F482

1BAA3DEB7DFD7C9B4CA9FDB540F236C24917DD14
93A6AF6939B17143531FA4474DFC564FA55359308B910E6FODCA774D322C9BE4

C8FB93F658C1A654186FA6AA2039E40791E6B0A1260B223272BB01279A7B574E238B28217DADF3E1850C7083ADFA2FESDAOCCE6F9BCABDS9E1FFD1061B3A88
F7

false

C:\Users\user\AppData\Local\Temp\spanuNssGOkGarHs\KsIfLLPbfavZWeb Data

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAT:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\ProgramData\MPGPH131\MPGPH131.exe

SQLite 3.x database, last written using SQLite version 3042000, page size 2048, file counter 3, database pages 52, cookie 0x21, schema 4, UTF-8, version-valid-for 3
dropped

106496

1.136471148832945

false

192:ZWTblyVZTnGtgTgabTanQeZVuSVumZaéc1/k4:MnlyfnGixnfVuSVumEH1s4

37B1FC046E4B29468721F797A2BB968D

50055EF1C50E4C1A7CCF7D00620E95128E4C448B

7BBD5DFC9026E0D477B027B9A2A3F022F2E72FCIB4E05E697461A00677AE8EFD

1D8AOFOAE76E5A1CF131F6D2C5156EA4204449942210EF029D5B018464355DBF94E2D8ABD6ASA9CDFE4271DCD22703BF26 ECESFEE902E122184680F1BB0011+
9

false

SQLite format 3

C:\Users\user\AppData\Local\Temp\spanuNssGOkGarHs\SrMOR5IqDZZTCookies

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAT:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\ProgramData\MPGPH131\MPGPH131.exe

SQLite 3.x database, last written using SQLite version 3042000, file counter 7, database pages 5, cookie 0x5, schema 4, UTF-8, version-valid-for 7
dropped

20480

0.6732424250451717

false

24:TLO1TnKbXYFpFNYcogT1kwE6UwpQ9YHVXxZ6HB:Tq1KLopF+SawLUO1Xj8B

CFFF4E2B77FC5A18AB6323AF9BF95339

3AA2C2115A8EB4516049600E8832E9BFFE0C2412

EC8B67EF7331A87086A6CC085B085A6B7FFFD325E1B3C90BD3B9B1B119F696AE

0BFDC8D28D09558AA97F4235728 AD656FE9F6F2C61DDA2D09B416F89AB60038537B7513B070B907E57032A68B9717F03575DB6778B68386254C8157559A3F1BC

false

C:\Users\user\AppData\Local\Temp\spanuNssGOkGarHs\TQLOdLOETHSsHistory

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1:
SHA-256:

C:\ProgramData\MPGPH131\MPGPH131.exe

SQLite 3.x database, last written using SQLite version 3042000, file counter 1, database pages 39, cookie 0x20, schema 4, UTF-8, version-valid-for 1
dropped

159744

0.5394293526345721

false

96:AquejzH-+bF +UIYysX0IxQzh/ts VONifLjLqLy0e9S8E:AqtH+bF+UI3INORSVOk3qLyj9

52701A76A821CDDBC23FB25C3FCA4968

440D4B5A38AF50711C5E6C6BE22D80BC17BF32DE

D602B4D0B3EB9B51535F6EBA33709DCB881237FA95C5072CB39CECFOEO6A0AC4A
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SHA-512:

Malicious:

Preview:

2653C8DB9C20207FA7006BC9C63142B7C356FBIDCI7F9184D60C750987DC0848A8159C239E83E2FCID45C522FEAE8D273CDCD31183DED91B8B587596183FC(
0

false

C:\Users\user\AppData\Local\Temp\spanuNssGOkGarHs\W4StvYRvRm8RLogin Data

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAT1:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\ProgramData\MPGPH131\MPGPH131.exe

SQLite 3.x database, last written using SQLite version 3042000, page size 2048, file counter 2, database pages 25, cookie Oxe, schema 4, UTF-8, version-valid-for 2
dropped

51200

0.8745947603342119

false

96:aZ8mmwLCn8MouB6wzFIOqUVvJKLReZ{f{44EK:W8yLG7IwRWf4

378391FDB591852E472D99DC4BF837DA

10CB2CDAD4EDCCACEOA7748005F52C5251F6FOEQ

513C63B0E44FFDE2B4E511A69436799A8B59585CBOEBSCCFDA7A9A8F06BA4808
F099631BEC265A6E8E4F8808270B57FFF28D7CBF75CC6FA046BB516E8863F36E8506C7A38AD682132FCB1134D26326A58F5B588B9ECI604F09FD7155B2AEF2D.

false

C:\Users\user\AppData\Local\Temp\spanuNssGOkGarHs\djGL4g0VacKhHistory

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAT:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\ProgramData\MPGPH131\MPGPH131.exe

SQLite 3.x database, last written using SQLite version 3042000, file counter 1, database pages 39, cookie 0x20, schema 4, UTF-8, version-valid-for 1
dropped

159744

0.5394293526345721

false

96:AquejzH+bF+UIYysX0IxQzh/tsVONIfLjLgLy0e9S8E:AqtH+bF+UI3INORSVOk3qLyj9

52701A76A821CDDBC23FB25C3FCA4968

440D4B5A38AF50711C5E6C6BE22D80BC17BF32DE

D602B4DOB3EB9B51535F6EBA33709DCB881237FA95C5072CB39CECFOE06A0AC4

2653C8DB9C20207FA7006BC9C63142B7C356FBIDCI7F9184D60C750987DC0848A8159C239E83E2FCID45C522FEAE8D273CDCD31183DED91B8B587596183FC(
0

false

SQLite format 3.....@ ....... et ettt OSSOSO P PSRRI

C:\Users\user\AppData\Local\Temp\spanuNssGOkGarHs\eOWJiscSE7T6mWeb Data

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\ProgramData\MPGPH131\MPGPH131.exe

SQLite 3.x database, last written using SQLite version 3042000, page size 2048, file counter 3, database pages 52, cookie 0x21, schema 4, UTF-8, version-valid-for 3
dropped

106496

1.136471148832945

false

192:ZWTblyVZTnGtgTgabTanQeZVuSVumZaéc1/k4:MnlyfnGixnfVuSVumEH1s4

37B1FC046E4B29468721F797A2BB968D

50055EF1C50E4C1A7CCF7D00620E95128E4C448B

7BBD5DFC9026E0D477B027B9A2A3F022F2E72FCIB4E05E697461A00677AE8EFD

1D8AOFOAE76E5A1CF131F6D2C5156EA4204449942210EF029D5B018464355DBF94E2D8ABD6ASA9CDFE4271DCD22703BF26ECESFEE902E122184680F1BB0011+4
9

false
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C:\Users\user\AppData\Local\Temp\spanuNssGOkGarHs\uH4Klb1syK8iWeb Data

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\ProgramData\MPGPH131\MPGPH131.exe

SQLite 3.x database, last written using SQLite version 3042000, page size 2048, file counter 3, database pages 52, cookie 0x21, schema 4, UTF-8, version-valid-for 3
dropped

106496

1.136471148832945

false

192:ZWTblyVZTnGtgTgabTanQeZVuSVumZaéc1/k4:MnlyfnGtxnfVuSVumEH1s4

37B1FC046E4B29468721F797A2BB968D

50055EF1C50E4C1A7CCF7D00620E95128E4C448B

7BBD5DFC9026E0D477B027B9A2A3F022F2E72FCIB4E05E697461A00677AEBEFD

1D8AOFOAE76E5A1CF131F6D2C5156EA4204449942210EF029D5B018464355DBF94E2D8ABD6ASA9CDFE4271DCD22703BF26ECES8FEEQ02E122184680F1BB0011+4
9

false

SQLite format 3.....@

C:\Users\user\AppData\Local\Temp\spanuNssGOkGarHs\uyAd3P89yfWTHistory

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAT:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\ProgramData\MPGPH131\MPGPH131.exe

SQLite 3.x database, last written using SQLite version 3042000, file counter 1, database pages 38, cookie 0x1f, schema 4, UTF-8, version-valid-for 1
dropped

155648

0.5407252242845243

false

96:0gWyejzH+bDoYysX0IxQzZkHtpVJNIYDL]GQLBE3CeEOKE:OJhH+bDo3iN0Z2TVJkXBBE3yb

7B955D976803304F2C0505431A0CF1CF

E29070081B18DA0EF9D98D4389091962E3D37216

987FB9BFC2A84C4C605DCB339D4935B52A969B24E70D6DEAC8946BA9A2B432DC

CE2F1709F39683BE4131125BED409103F5EDF1DED545649B186845817C0D69E3D0B832B236F7C4FC09AB7F7BB88E7CIF1E4F7047D1AF56D429752D4D8CBED4!
A

false

C:\Users\user\AppData\Local\Temp\spanuNssGOkGarHs\vCcKyxUjjGyAWeb Data

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAT:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\ProgramData\MPGPH131\MPGPH131.exe

SQLite 3.x database, last written using SQLite version 3042000, page size 2048, file counter 8, database pages 89, cookie 0x37, schema 4, UTF-8, version-valid-for 8
dropped

196608

1.1239949490932863

false

384:g2qOB1nxCkvSA1LyKOMg+8iP5GDHP/0j:9q+n0E91LyKOMq+8iP5GLP/0

271D5F995996735B01672CF227C81C17

7AEAACD66A59314D1CBF4016038D3A0A956BAF33

9D772D093F99F296CD906B7B5483A41573E1C6BD4C91EF8DBACDA79CDF1436B4

62F15B7636222CA89796FCC23FC5722657382FAAAFEDC937506 CAB3286AA696609F2A5A8F479158574D9FB92D37C0AA74EA15F7A172EBF1F3D260EF6124CF8B!

false

C:\Users\user\AppData\Local\Temp\spanuNssGOkGarHs\z81g9YDMLrJHWeb Data

Process:
File Type:
Category:
Size (bytes):

C:\ProgramData\MPGPH131\MPGPH131.exe

SQLite 3.x database, last written using SQLite version 3042000, page size 2048, file counter 8, database pages 89, cookie 0x37, schema 4, UTF-8, version-valid-for 8
dropped

196608
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Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAT:
SHA-256:
SHA-512:
Malicious:

Preview:

1.1239949490932863

false

384:929O0B1nxCkvSA1LyKOMq+8iP5GDHP/0j:9q+n0E91LyKOMqg+8iP5GLP/0

271D5F995996735B01672CF227C81C17

7AEAACD66A59314D1CBF4016038D3A0A956BAF33

9D772D093F99F296CD906B7B5483A41573E1C6BD4C91EF8DBACDA79CDF1436B4
62F15B7636222CA89796FCC23FC5722657382FAAAFEDC937506CAB3286AA696609F2A5A8F479158574D9FB92D37C0AA74EA15F7A172EBF1F3D260EF6124CF8B!
false

SQLite format 3......@

C:\Users\user\AppData\Local\Temp\trixylgSFE9XfRUKm\ Cookies\Chrome_Default.txt

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAT:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Users\user\Desktop\bUHMq54m6Q.exe

ASCII text, with very long lines (369), with CRLF line terminators

dropped

530

6.005544722730675

false
12:c7F2v4kMx/6UsMbf4/LJPhvkRj6a9kuEYTCRopYxOOVtouEYv:SCJyHXbfQJPh8RdKYiFoYv
987FB1A1830BOEB5C0D306F8A2DE9981
8374E6320AD99C3FF177A9889F1AB75448F6EB19
5EF24A6CE57CA3048431555909EC23CD5494DA76845F84271946442249DDA891
9E2A48264084B79051FC275DD7780A5552B56220459A1CDDBEGF6A307FEOES5759AE20BC243D085D9734153879AC4E66233AB83F92551DD8092EABF85B16F2D1¢
false

.google.com.TRUE./. TRUE.1712298002.NID.ENC893*_djEwx6CLkXLg8 AuSZWCgyImAsMNnd1LSfbcL+IfCgMvX/m5IrzdSwxt6X6n5S6C7wCoUoWvuixZpzrMizGZ
c50hlpmsviOrGTOhFkQ4+ICF6fVHOQNPBBb2702nXM8em7EAYS1bYZC2LV04SqpgyxJmdfFA7UyWUoK8kFZQDRIOvdOzWdvAoumw2skuCCtJC20G3z30YbLT
LDbM7wYvVmfDeqgtnZRihAAt+ptql6cfY1a+KOIXP+4XkDSXW7JhsexYHBqzSSBmUisGZ7f9E=_DrTFYLsM7YVgEN6pCv/RXeb8Bq748EwHbsLCIGvi1kEc="...google.c
om.FALSE./.TRUE.1699078840.1P_JAR.ENC893*_djEwZKzV9KAsIchfQWnVTck71JHMVRC24lvVAWgdI5SWpYIXIINsSbQSVWzkKU=_DrTFYLsM7YVgEN6pCv/RXeb8Bq7
48EwHbsLCIGv1kEc="..

C:\Users\user\AppData\Local\Temp\trixylgSFE9XfRUKm\information.txt

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:
SHAT:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\bUHMq54m6Q.exe

ASCII text, with CRLF, LF line terminators

dropped

6788

5.454511401811121

false
96:xyONORzSJLcBC11UIzhge+U8Acf99+KQeTw470GhLfgAgkM4/DhPigy62/0A61Yg:xYRIL84IUIzhsB
06FC6A2B56EABC4E7CDD6DESAC35FBIF

88FE1D2F77ACBCCA7A7621611721CF6DD22CE3F9
BOE5B51EE03901CB820B662ADB6337F863E4272A5A06DF904ECE22EA2443BD97

1087D72E81BDC0017052B73839F034C9935AF7EC8545A9B61EA1927E17DFFABD555B1D2F5BE96D0084A5C2336416A0683C8B90CIFCCC22DA99B15BAB7ED782
5

false

Build: combo..Version: 2.0....Date: Tue May 7 01:32:17 2024.MachinelD: 9e146be9-c76a-4720-bcdb-53011b87bd06..GUID: {a33c7340-61ca-11ee-8c18-806e6f6e6
963}..HWID: 904752e9437da3bfff870d09bb5572b2....Path: C:\Users\user\Desktop\bUHMg54m6Q.exe..Work Dir: C:\Users\user\AppData\Local\Temp\trixylgSFE9IXfRU
Km....IP: 156.146.37.102..Location: US, New York City..ZIP (Autofills): -..Windows: Windows 10 Pro [x64]..Computer Name: 390120 [WORKGROUP]..User Name:
user..Display Resolution: 1280x1024..Display Language: en-CH..Keyboard Languages: English (United Kingdom) / English (United Kingdom)..Local Time: 7/5/2024 1:
32:17..TimeZone: UTC1....[Hardware]..Processor: Intel(R) Core(TM)2 CPU 6600 @ 2.40 GHz..CPU Count: 4..RAM: 8191 MB..VideoCard #0: Microsoft Basic Display
Adapter....[Processes]..System [4]..Registry [92]..smss.exe [328]..csrss.exe [412]..wininit.exe [488]..csrss.exe [496]..winlogon.exe [560]..services.exe [632]..Isass.exe
[652]..svchost.exe [752]..fontdrvhost.exe [780]..fontd

C:\Users\user\AppData\Local\Temp\trixylg SFE9XfRUKm\passwords.txt

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

C:\Users\user\Desktop\bUHMq54m6Q.exe

Unicode text, UTF-8 text, with CRLF, LF line terminators

dropped

4897

2.518316437186352

false

48:4MMMMMMMMMMdMMMM 1 MMMMMMMM 1 MMMMMMMM 1 MMMMMMMM 1 MMMMMMMMMMdMMMMMMMMS:q
B3E9DOE1B8207AA74CB8812BAAF52EAE
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SHA1:
SHA-256:
SHA-512:

Malicious:

Preview:

A2DCEOFB6B0BBC955A1E72EF3D87CADCC6E3CC6B
4993311FC913771ACB526BB5EF73682EDA69CD31AC14D25502E7BDA578FFA37C
B17ADF4AA80CADC581A09C72800DA22F62E5FB32953123F2C513D2E88753C430CCI96E82AAE7190C8CB3340FCF2D9EOD759D99D909D2461369275FBESC68C2

C:\Users\user\AppData\Local\Temp\trixyuNssGOkGarHs\Cookies\Chrome_Default.txt

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAT1:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\ProgramData\MPGPH131\MPGPH131.exe

ASCII text, with very long lines (369), with CRLF line terminators

dropped

530

6.005544722730675

false
12:c7F2v4kMx/6UsMbf4/LJPhvkRj6a9kuEYTCRopYxOOVtouEYv:SCJyHXbfQJPh8RdKYiFoYv
987FB1A1830BOEB5C0D306F8A2DE9981
8374E6320AD99C3FF177A9889F1AB75448F6EB19
5EF24A6CE57CA3048431555909EC23CD5494DA76845F84271946442249DDA891
9E2A48264084B79051FC275DD7780A5552B56220459A1CDDBEGF6A307FEOES5759AE20BC243D085D9734153879AC4E66233AB83F92551DD8092EABF85B16F2D1¢
false

.google.com.TRUE./. TRUE.1712298002.NID.ENC893*_djEwx6CLkXLg8AuSZWCgyImAsMNnd1LSfbcL+If{CgMvX/m5IrzdSwxt6X6n5S6C7wCoUoWvuixZpzrMizGZ
c50hlpmsviOrGTOhFkQ4+ICF6fVHOQNPBBb2702nXM8em7EAYS1bYZC2LV04SqpgyxJmdfFA7UyWUoK8kFZQDRIOvdOzWdvAoumw2skuCCtJC20G3z30YbLT
LDbM7wYvVmfDeqgtnZRihAAt+ptql6cfY1a+KO9IXP+4XkDSXW7JhsexYHBqzSSBmUisGZ7f9E=_DrTFYLsM7YVgEN6pCv/RXeb8Bq748EwHbsLCIGvi1kEc="...google.c
om.FALSE./.TRUE.1699078840.1P_JAR.ENC893*_djEwZKzV9KAsIchfQWnVTck71JHMVRC24lvAWgdI5SWpYIXIINsbQSVWzkKU=_DrTFYLsM7YVgEN6pCv/RXeb8Bq7
48EwHbsLCIGv1kEc="..

C:\Users\user\AppData\Local\Temp\trixyuNssGOkGarHs\information.txt

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:
SHAT:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\ProgramData\MPGPH131\MPGPH131.exe

ASCII text, with CRLF, LF line terminators

dropped

6763

5.453486822202273

false
96:xysBORzSLcBC11UIzhge+U8Acf99+KQeTw470GhLigAgkM4/DhPigy62/0OA61YLv:xWRW841UIzhPB
B8958E5F1DE6GDE3ESAC54C767F4BEF84

C4B15EDB99B71BA90A811636B2CAECIEAC30EC90
A07F9B147FBCC63536AFE4F3F3D7294E1BD64105A4EEBEB2663322F5C6882F61

6BCB2BC14DA4740C943A3EFDF0286183C12A4AE7338281B4EFCCA8DC471C4CA633C0FA9945EB2B7F8E2AFBSEF9FEA032AD11E468C059DE1DD6A0897DABF8
3365

false

Build: combo..Version: 2.0....Date: Tue May 7 01:32:20 2024.MachinelD: 9e146be9-c76a-4720-bcdb-53011b87bd06..GUID: {a33c7340-61ca-11ee-8c18-806e6f6e6
963}..HWID: 904752e9437da3bfff870d09bb5572b2....Path: C:\ProgramData\MPGPH131\MPGPH131.exe..Work Dir: C:\Users\user\AppData\Local\Temp\trixyuNssGOkGar
Hs....IP: 156.146.37.102..Location: US, New York City..ZIP (Autofills): -..Windows: Windows 10 Pro [x64]..Computer Name: 390120 [WORKGROUP]..User Name: user..Di
splay Resolution: 1280x1024..Display Language: en-CH..Keyboard Languages: English (United Kingdom) / English (United Kingdom)..Local Time: 7/5/2024 1:32:20..Tim
eZone: UTC1....[Hardware]..Processor: Intel(R) Core(TM)2 CPU 6600 @ 2.40 GHz..CPU Count: 4..RAM: 8191 MB..VideoCard #0: Microsoft Basic Display Adapter....
[Processes]..System [4]..Registry [92]..smss.exe [328]..csrss.exe [412]..wininit.exe [488]..csrss.exe [496]..winlogon.exe [560]..services.exe [632]..Isass.exe [652].
.svchost.exe [752]..fontdrvhost.exe [780]..fontdrvho

C:\Users\user\AppData\Local\Temp\trixyuNssGOkGarHs\passwords.txt

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1:
SHA-256:
SHA-512:

Malicious:

C:\ProgramData\MPGPH131\MPGPH131.exe

Unicode text, UTF-8 text, with CRLF, LF line terminators

dropped

4897

2.518316437186352

false

48:4MMMMMMMMMMdMMMM 1 MMMMMMMM 1 MMMMMMMM 1 MMMMMMMM 1 MMMMMMMMMMdMMMMMMMM3:q
B3E9DOE1B8207AA74CB8812BAAF52EAE

A2DCEOFB6B0BBC955A1E72EF3D87CADCCEE3CC6B
4993311FC913771ACB526BB5EF73682EDA69CD31AC14D25502E7BDA578FFA37C

B17ADF4AA80CADC581A09C72800DA22F62E5FB32953123F2C513D2E88753C430CCI96E82AAE7190C8CB3340FCF2D9E0D759D99D909D2461369275FBESC68C2
A

false
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Lad 153712 TP

C:\Windows\appcompat\Programs\Amcache.hve

Process: C:\Windows\SysWOW64\WerFault.exe

File Type: MS Windows registry file, NT/2000 or above
Category: dropped

Size (bytes): 1835008

Entropy (8bit): 4.47233161646703

Encrypted: false

SSDEEP: 6144:kzZfpi6ceLPx9skLmb0fvZWSP3aJG8nAgeiJRMMhA2zX4WABIuuNWjDH5S:KZHtvZWOKnMM6bFpMj4

MDS5: 7089E7B13B3F7D5480AC10E9FC9BC7BD

SHA1: B80ODCAABFC25F3670FA3SEF3D0892CCFB4687B462

SHA-256: 1440607BC822FC949BE90C3A333B2C52EF52E3FOADFE88A9D28ADOFFC23F5272

SHA-512: AE6085618880C9A12125CADB435C05F5ACF31739DE941DD330E040C0339730E2E37C61EAD3A41DEE36AED981B3A9078102D4EDF86B4F86A4AD5DES79E71431
3

Malicious: false

Preview:

Static File Info
General
File type: PE32 executable (GUI) Intel 80386, for MS Windows

Entropy (8bit):  7.943949707127546

TriD: « Win32 Executable (generic) a (10002005/4) 99.96%
« Generic Win/DOS Executable (2004/3) 0.02%
« DOS Executable Generic (2002/1) 0.02%
« Autodesk FLIC Image File (extensions: flc, fli, cel) (7/3) 0.00%

File name: bUHMqg54m6Q.exe
File size: 2'298'896 bytes
MD5: 2cf4b5cf327757376e717ab5554b921b
SHAT: 020751e48{382dbd25341228e0acf66818428b12
SHA256: a275c369ef53eba4655ca43244e230fd7b38e45dbf25fc0b614918a58b3d07a6
SHA512: ceccbeaf87660ea08d9bdc5804546¢16a2abeadf73c8f80345e711cf5c4a8ab9330ca64022b890457187bde83de2687177ch50c1adfc1bfod49054510e2418fa
SSDEEP: 49152:J772yJFMXgNp/R21ABbgdThoxEN2IcHMNNQfwo:JZZF7N1ROABbgdThog24fwo
TLSH: 81B533E824E3CFADD275EBF22503911944606F61DFE24BC4B24F696DABE264D437031A
File Content (@ s I.L.IThis program cannot be run in DOS
Preview: .5..8..8.e.p.%.s.ev..s.et/s.y. " s.yw.=s.yp.4s.yv.us.ew.b.s.eu/s.erbs..r.s..zz.2s.z./5..../5
File lcon
£
5
Icon Hash: 1e637808c76¢1d83
Static PE Info
General
Entrypoint: 0x906058
Entrypoint Section: .boot
Digitally signed: false
Imagebase: 0x400000
Subsystem: windows gui

Image File Characteristics:
DLL Characteristics:

Time Stamp:

TLS Callbacks:
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EXECUTABLE_IMAGE, 32BIT_MACHINE
DYNAMIC_BASE, TERMINAL_SERVER_AWARE
0x663639CA [Sat May 4 13:36:10 2024 UTC]
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CLR (.Net) Version:
OS Version Major:
OS Version Minor:
File Version Major:
File Version Minor:

Subsystem Version Major:

o o o o o o

Subsystem Version Minor:

Import Hash: 63814aaf116bababb6496ce4bcad24c6

Entrypoint Preview
Instruction

call 00007FA7CD44E5F0h
push ebx

mov ebx, esp

push ebx

mov esi, dword ptr [ebx+08h]
mov edi, dword ptr [ebx+10h]
cld

mov dl, 80h

mov al, byte ptr [esi]

inc esi

mov byte ptr [edi], al

inc edi

mov ebx, 00000002h

add dl, dl

jne 00007FA7CD44E4A7h
mov dI, byte ptr [esi]

inc esi

adc dl, dI

jnc 00007FA7CD44E48Ch
add dl, dl

jne 00007FA7CD44E4A7h
mov dI, byte ptr [esi]

inc esi

adc dl, dI

jnc 00007FA7CD44E4F3h
Xor eax, eax

add dl, dl

jne 00007FA7CD44E4A7h
mov dl, byte ptr [esi]

inc esi

adc dl, dl

jnc 00007FA7CD44E587h
add dl, dl

jne 00007FA7CD44E4A7h
mov dl, byte ptr [esi]

inc esi

adc dl, dlI

adc eax, eax

add dl, dl

jne 00007FA7CD44E4A7h
mov dl, byte ptr [esi]

inc esi

adc dl, dI

adc eax, eax

add dI, dl

jne 00007FA7CD44E4A7h
mov dl, byte ptr [esi]

inc esi

adc dl, dI
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Instruction

adc eax, eax

add dI, dl

jne 00007FA7CD44E4A7h
mov dl, byte ptr [esi]

inc esi

adc dl, dI

adc eax, eax

je 00007FA7CD44E4AAR
push edi

mov eax, eax

sub edi, eax

mov al, byte ptr [edi]

pop edi

mov byte ptr [edi], al

inc edi

mov ebx, 00000002h

jmp 00007FA7CD44E43Bh
mov eax, 00000001h

add dl, dl

jne 00007FA7CD44E4A7h
mov dI, byte ptr [esi]

inc esi

adc dl, dI

adc eax, eax

add dl, dl

jne 00007FA7CD44E4A7h
mov dI, byte ptr [esi]

inc esi

adc dl, dI

jc 00007FA7CD44E48Ch
sub eax, ebx

mov ebx, 00000001h

jne 00007FA7CD44E4CAh
mov ecx, 00000001h

add dl, dl

jne 00007FA7CD44E4A7h
mov dI, byte ptr [esi]

inc esi

adc dl, dI

adc ecx, ecx

add dl, dl

jne 00007FA7CD44E4A7h
mov dI, byte ptr [esi]

inc esi

adc dl, dI

jc 00007FA7CD44E48Ch
push esi

mov esi, edi

sub esi, ebp

Data Directories

Name Virtual Address Virtual Size Is in Section
IMAGE_DIRECTORY_ENTRY_EXPORT 0x0 0x0

IMAGE_DIRECTORY_ENTRY_IMPORT 0x1a518b 0x184 .idata
IMAGE_DIRECTORY_ENTRY_RESOURCE 0x1a7000 0xc8c0 .rsrc
IMAGE_DIRECTORY_ENTRY_EXCEPTION 0x0 0x0

IMAGE_DIRECTORY_ENTRY_SECURITY 0x0 0x0
IMAGE_DIRECTORY_ENTRY_BASERELOC 0x68e000 0x10 .reloc
IMAGE_DIRECTORY_ENTRY_DEBUG 0x0 0x0
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Name

IMAGE_DIRECTORY_ENTRY_COPYRIGHT 0x0
IMAGE_DIRECTORY_ENTRY_GLOBALPTR 0x0
IMAGE_DIRECTORY_ENTRY_TLS 0x1a6018
IMAGE_DIRECTORY_ENTRY_LOAD_CONFIG 0x0
IMAGE_DIRECTORY_ENTRY_BOUND_IMPORT 0x0
IMAGE_DIRECTORY_ENTRY_IAT 0x0
IMAGE_DIRECTORY_ENTRY_DELAY_IMPORT 0x18369¢c
IMAGE_DIRECTORY_ENTRY_COM_DESCRIPTOR 0x0
IMAGE_DIRECTORY_ENTRY_RESERVED 0x0

Sections

e Virtual Virtual Raw
Address Size Size
0x1000 Ox15bae8  0x80000
0x15d000 0x27e32 0xc600
0x185000 0x4930 0x800
0x18a000 0xc8c0 0x7200
0x197000 0x9858 0x4c00

.vm_se 0x1a1000 0x4000 0x4000

®

.idata  0x1a5000 0x1000 0x400

tls 0x1a6000 0x1000 0x200

.rsrc 0x1a7000 0Oxca00 0xca00

.themid  0x1b4000
a

0x352000  0x0
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Virtual Address

MD5

71df898e3bb7791{76e12
ed59326dcd2

d46b2925dda747e309f7
3efc7cfe5f72

3418c8de7b7967df6bb6
c2c10ed53efb

ab55f75¢506de7bda0f69
00ce3592598

b115c4aeaf5dbd0a5ed6
289fe244caf5

260e2630b7c17aeasfcc
14acc331fbdc

€9c064d6bd76a21fe27d
dabad4cibad5

e0820cafed729136bac8
79e4277031ad

128d0357f9cf8c6aeddea
c65154bce26

d41d8cd98f00b204e980 unknown

0998ecf8427e

Xored
PE

False

False

False

False

False

False

False

False

False

ZLIB Complexity

1.000030517578125

0.998697916666666
6

0.9267578125

0.999246162280701
7

0.995271381578947
3

0.1627197265625

0.3994140625

0.056640625

0.600924350247524
8

unknown

Virtual Size
0x0

0x0

0x18

0x0

0x0

0x0

0x40

0x0

0x0

File Type

data

data

data

interLaced eXtensible
Trace (LXT) file (Version
19394)

OpenPGP Public Key

data

data

data

DIY-Thermocam raw
data (Lepton 2.x), scale
0-0, spot sensor
temperature 0.000000,
unit celsius, color
scheme 0, calibration:
offset 0.000000, slope
47954702271817418398
90482462720.000000

unknown

Is in Section

Als

7.99965539534534

7.995213678819302

7.434788372867102

7.990156009217108

7.97673825198549

2.8943699511117487

3.405869808210115

0.1812018767820029

5.557009435024348

Characteristics

IMAGE_SCN_CNT_CO
DE,
IMAGE_SCN_MEM_EX
ECUTE,
IMAGE_SCN_MEM_RE
AD

IMAGE_SCN_CNT_INIT
IALIZED_DATA,
IMAGE_SCN_MEM_RE
AD

IMAGE_SCN_CNT_INIT
IALIZED_DATA,
IMAGE_SCN_MEM_RE
AD,
IMAGE_SCN_MEM_WR
ITE

IMAGE_SCN_CNT_INIT
IALIZED_DATA,
IMAGE_SCN_MEM_RE
AD

IMAGE_SCN_CNT_INIT
IALIZED_DATA,
IMAGE_SCN_MEM_DIS
CARDABLE,
IMAGE_SCN_MEM_RE
AD

IMAGE_SCN_CNT_INIT
IALIZED_DATA,
IMAGE_SCN_MEM_RE
AD,
IMAGE_SCN_MEM_WR
ITE

IMAGE_SCN_CNT_INIT
IALIZED_DATA,
IMAGE_SCN_MEM_RE
AD,
IMAGE_SCN_MEM_WR
ITE

IMAGE_SCN_MEM_RE
AD,
IMAGE_SCN_MEM_WR
ITE

IMAGE_SCN_CNT_INIT
IALIZED_DATA,
IMAGE_SCN_MEM_RE
AD

IMAGE_SCN_CNT_CO
DE,
IMAGE_SCN_CNT_INIT
IALIZED_DATA,
IMAGE_SCN_MEM_EX
ECUTE,
IMAGE_SCN_MEM_RE
AD,
IMAGE_SCN_MEM_WR
ITE
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Virtual Virtual Raw Xored

Name Address Size Size MD5 PE ZLIB Complexity File Type Entropy Characteristics
.boot 0x506000 0x187400  0x18740 clel1fc63d9c36264abf09 False 0.985874475838658 data 7.954415800190369 IMAGE_SCN_CNT_CO
0 0352999e312 2 DE,
IMAGE_SCN_CNT_INIT
IALIZED_DATA,
IMAGE_SCN_MEM_EX
ECUTE,
IMAGE_SCN_MEM_RE
AD
reloc 0x68e000 0x1000 0x10 9a86cd9aad32621e9b3f False 1.5 GLS_BINARY_LSB_FIR 2.474601752714581 IMAGE_SCN_MEM_RE
c39ac1644b9c ST AD
Resources
Name RVA Size Type Language Country ZLIB Complexity
RT_ICON 0x1a7280 0x668 Device independent bitmap graphic, 48 x Russian Russia 0.31402439024390244
96 x 4, image size 1152
RT_ICON 0x1a78f8 0x2e8 Device independent bitmap graphic, 32 x Russian Russia 0.42338709677419356
64 x 4, image size 512
RT_ICON 0x1a7bf0 Ox1e8 Device independent bitmap graphic, 24 x Russian Russia 0.5061475409836066
48 x 4, image size 288
RT_ICON Ox1a7de8 0x128 Device independent bitmap graphic, 16 x Russian Russia 0.5675675675675675
32 x 4, image size 128
RT_ICON 0x1a7f20 Oxea8 Device independent bitmap graphic, 48 x Russian Russia 0.46961620469083154
96 x 8, image size 2304, 256 important
colors
RT_ICON 0x1a8dd8 0x8a8 Device independent bitmap graphic, 32 x Russian Russia 0.4020758122743682
64 x 8, image size 1024, 256 important
colors
RT_ICON 0x1a9690 0x6c8 Device independent bitmap graphic, 24 x Russian Russia 0.45506912442396313
48 x 8, image size 576, 256 important
colors
RT_ICON 0x1a9d68 0x568 Device independent bitmap graphic, 16 x Russian Russia 0.2904624277456647
32 x 8, image size 256, 256 important
colors
RT_ICON Ox1aa2e0 0x4b55 PNG image data, 256 x 256, 8-bit/color ~ Russian Russia 0.9921182266009853
RGBA, non-interlaced
RT_ICON Ox1aee4d8 0x25a8 Device independent bitmap graphic, 48 x Russian Russia 0.316701244813278
96 x 32, image size 9600
RT_ICON 0x1b1400 0x10a8 Device independent bitmap graphic, 32 x Russian Russia 0.36186679174484054
64 x 32, image size 4224
RT_ICON 0x1b24b8 0x988 Device independent bitmap graphic, 24 x Russian Russia 0.42418032786885246
48 x 32, image size 2400
RT_ICON 0x1b2e50 0x468 Device independent bitmap graphic, 16 x Russian Russia 0.5026595744680851
32 x 32, image size 1088
RT_GROUP_ICON 0x1b32c8 Oxbc data Russian Russia 0.6170212765957447
RT_VERSION 0x1b3394 0x398 OpenPGP Public Key Russian Russia 0.42282608695652174
RT_MANIFEST 0x1b373c 0x17d XML 1.0 document, ASCII text, with English United States 0.5931758530183727
CRLF line terminators
Imports
DLL Import
kernel32.dll GetModuleHandleA
USER32.dll wsprintfA
GDI32.dll CreateCompatibleBitmap
ADVAPI32.dlIl RegQueryValueExA
SHELL32.dll ShellExecuteA
ole32.dll Colnitialize
Ws2_32.dll WSAStartup
CRYPT32.dll CryptUnprotectData
SHLWAPLdII PathFindExtensionA
gdiplus.dll GdipGetimageEncoders
SETUPAPLdII SetupDiEnumDevicelnfo
ntdil.dll RtlUnicodeStringToAnsiString

RstrtMgr.DLL

Possible Origin
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RmStartSession
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Language of compilation system

Russian

English

Network Behavior

Snort IDS Alerts

Timestamp

05/07/24-
01:32:16.104894

05/07/24-
01:32:30.432420

05/07/24-
01:32:13.660877

05/07/24-
01:32:13.858546

05/07/24-
01:32:16.124524

05/07/24-
01:32:13.477244

05/07/24-
01:32:19.524067

05/07/24-
01:32:39.555621

Network Port Distribution

TCP Packets

Timestamp

Protocol

TCP

TCP

TCP

TCP

TCP

TCP

TCP

TCP

SID
204626
6

204626
6

204626
6

204626
7

204626
6

204906
0

204626
9

204626
6

May 7, 2024 01:32:13.278567076 CEST

May 7, 2024 01:32:13.469449043 CEST

May 7, 2024 01:32:13.469577074 CEST

May 7, 2024 01:32:13.477243900 CEST

May 7, 2024 01:32:13.660876989 CEST

May 7, 2024 01:32:13.667802095 CEST

May 7, 2024 01:32:13.667845964 CEST
Copyright Joe Security LLC 2024

Country where language is spoken

Russia

United States

Message

ET TROJAN [ANY.RUN] RisePro TCP (Token)

ET TROJAN [ANY.RUN] RisePro TCP (Token)

ET TROJAN [ANY.RUN] RisePro TCP (Token)

ET TROJAN [ANY.RUN] RisePro TCP (External IP)

ET TROJAN [ANY.RUN] RisePro TCP (Token)

ET TROJAN RisePro TCP Heartbeat Packet

ET TROJAN [ANY.RUN] RisePro TCP (Activity)

ET TROJAN [ANY.RUN] RisePro TCP (Token)

Total Packets: 50

® 53 (DNS)
© 443 (HTTPS)
® 58709 undefined

Source Port Dest Port
49699 58709
58709 49699
49699 58709
49699 58709
58709 49699
58709 49699
49699 58709

Source IP
192.168.2.6
147.45.47.126
192.168.2.6
192.168.2.6
147.45.47.126
147.45.47.126
192.168.2.6

Map

Source Dest

Port

58709

58709

58709

58709

58709

49699

49699

58709

Port

49703

49720

49699

49699

49702

58709

58709

49724

Source IP
147.45.47.12
6

147.45.47.12
6

147.45.47.12
6

147.45.47.12
6

147.45.47.12
6

192.168.2.6

192.168.2.6

147.45.47.12
6

Dest IP

147.45.47.126

192.168.2.6

147.45.47.126

147.45.47.126

192.168.2.6

192.168.2.6

147.45.47.126

Dest IP
192.168.2.6
192.168.2.6
192.168.2.6
192.168.2.6
192.168.2.6
147.45.47.12

6

147.45.47.12
6

192.168.2.6
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Timestamp Source Port Dest Port Source IP Dest IP

May 7, 2024 01:32:13.783052921 CEST 49699 58709 192.168.2.6 147.45.47.126
May 7, 2024 01:32:13.858546019 CEST 58709 49699 147.45.47.126 192.168.2.6
May 7, 2024 01:32:13.907537937 CEST 49699 58709 192.168.2.6 147.45.47.126
May 7, 2024 01:32:14.020678043 CEST 58709 49699 147.45.47.126 192.168.2.6
May 7, 2024 01:32:14.139029026 CEST 49700 443 192.168.2.6 34.117.186.192
May 7, 2024 01:32:14.139059067 CEST 443 49700 34.117.186.192 192.168.2.6
May 7, 2024 01:32:14.139132977 CEST 49700 443 192.168.2.6 34.117.186.192
May 7, 2024 01:32:14.142656088 CEST 49700 443 192.168.2.6 34.117.186.192
May 7, 2024 01:32:14.142673969 CEST 443 49700 34.117.186.192 192.168.2.6
May 7, 2024 01:32:14.329277992 CEST 443 49700 34.117.186.192 192.168.2.6
May 7, 2024 01:32:14.329396009 CEST 49700 443 192.168.2.6 34.117.186.192
May 7, 2024 01:32:14.333462000 CEST 49700 443 192.168.2.6 34.117.186.192
May 7, 2024 01:32:14.333468914 CEST 443 49700 34.117.186.192 192.168.2.6
May 7, 2024 01:32:14.334161997 CEST 443 49700 34.117.186.192 192.168.2.6
May 7, 2024 01:32:14.376305103 CEST 49700 443 192.168.2.6 34.117.186.192
May 7, 2024 01:32:14.421844959 CEST 49700 443 192.168.2.6 34.117.186.192
May 7, 2024 01:32:14.468121052 CEST 443 49700 34.117.186.192 192.168.2.6
May 7, 2024 01:32:14.540182114 CEST 443 49700 34.117.186.192 192.168.2.6
May 7, 2024 01:32:14.540312052 CEST 443 49700 34.117.186.192 192.168.2.6
May 7, 2024 01:32:14.540374994 CEST 49700 443 192.168.2.6 34.117.186.192
May 7, 2024 01:32:14.542649031 CEST 49700 443 192.168.2.6 34.117.186.192
May 7, 2024 01:32:14.542665005 CEST 443 49700 34.117.186.192 192.168.2.6
May 7, 2024 01:32:14.542674065 CEST 49700 443 192.168.2.6 34.117.186.192
May 7, 2024 01:32:14.542680025 CEST 443 49700 34.117.186.192 192.168.2.6
May 7, 2024 01:32:14.632894993 CEST 49701 443 192.168.2.6 104.26.4.15
May 7, 2024 01:32:14.632950068 CEST 443 49701 104.26.4.15 192.168.2.6
May 7, 2024 01:32:14.633013964 CEST 49701 443 192.168.2.6 104.26.4.15
May 7, 2024 01:32:14.633465052 CEST 49701 443 192.168.2.6 104.26.4.15
May 7, 2024 01:32:14.633486032 CEST 443 49701 104.26.4.15 192.168.2.6
May 7, 2024 01:32:14.817739010 CEST 443 49701 104.26.4.15 192.168.2.6
May 7, 2024 01:32:14.817826986 CEST 49701 443 192.168.2.6 104.26.4.15
May 7, 2024 01:32:14.820949078 CEST 49701 443 192.168.2.6 104.26.4.15
May 7, 2024 01:32:14.820969105 CEST 443 49701 104.26.4.15 192.168.2.6
May 7, 2024 01:32:14.821257114 CEST 443 49701 104.26.4.15 192.168.2.6
May 7, 2024 01:32:14.822922945 CEST 49701 443 192.168.2.6 104.26.4.15
May 7, 2024 01:32:14.864126921 CEST 443 49701 104.26.4.15 192.168.2.6
May 7, 2024 01:32:15.073194981 CEST 443 49701 104.26.4.15 192.168.2.6
May 7, 2024 01:32:15.073291063 CEST 443 49701 104.26.4.15 192.168.2.6
May 7, 2024 01:32:15.073404074 CEST 49701 443 192.168.2.6 104.26.4.15
May 7, 2024 01:32:15.075107098 CEST 49701 443 192.168.2.6 104.26.4.15
May 7, 2024 01:32:15.075129032 CEST 443 49701 104.26.4.15 192.168.2.6
May 7, 2024 01:32:15.075156927 CEST 49701 443 192.168.2.6 104.26.4.15
May 7, 2024 01:32:15.075164080 CEST 443 49701 104.26.4.15 192.168.2.6
May 7, 2024 01:32:15.075567961 CEST 49699 58709 192.168.2.6 147.45.47.126
May 7, 2024 01:32:15.303148031 CEST 58709 49699 147.45.47.126 192.168.2.6
May 7, 2024 01:32:15.315984011 CEST 49699 58709 192.168.2.6 147.45.47.126
May 7, 2024 01:32:15.526426077 CEST 58709 49699 147.45.47.126 192.168.2.6
May 7, 2024 01:32:15.532722950 CEST 49699 58709 192.168.2.6 147.45.47.126
May 7, 2024 01:32:15.723454952 CEST 49702 58709 192.168.2.6 147.45.47.126
May 7, 2024 01:32:15.724183083 CEST 49703 58709 192.168.2.6 147.45.47.126
May 7, 2024 01:32:15.733865023 CEST 58709 49699 147.45.47.126 192.168.2.6
May 7, 2024 01:32:15.733885050 CEST 58709 49699 147.45.47.126 192.168.2.6
May 7, 2024 01:32:15.733897924 CEST 58709 49699 147.45.47.126 192.168.2.6
May 7, 2024 01:32:15.733911037 CEST 58709 49699 147.45.47.126 192.168.2.6
May 7, 2024 01:32:15.733928919 CEST 58709 49699 147.45.47.126 192.168.2.6
May 7, 2024 01:32:15.733941078 CEST 58709 49699 147.45.47.126 192.168.2.6
May 7, 2024 01:32:15.733961105 CEST 49699 58709 192.168.2.6 147.45.47.126
May 7, 2024 01:32:15.733983040 CEST 58709 49699 147.45.47.126 192.168.2.6
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Timestamp Source Port Dest Port Source IP Dest IP

May 7, 2024 01:32:15.733995914 CEST 58709 49699 147.45.47.126 192.168.2.6
May 7, 2024 01:32:15.734019995 CEST 58709 49699 147.45.47.126 192.168.2.6
May 7, 2024 01:32:15.734021902 CEST 49699 58709 192.168.2.6 147.45.47.126
May 7, 2024 01:32:15.734035015 CEST 58709 49699 147.45.47.126 192.168.2.6
May 7, 2024 01:32:15.734064102 CEST 49699 58709 192.168.2.6 147.45.47.126
May 7, 2024 01:32:15.734191895 CEST 49699 58709 192.168.2.6 147.45.47.126
May 7, 2024 01:32:15.913988113 CEST 58709 49702 147.45.47.126 192.168.2.6
May 7, 2024 01:32:15.914170027 CEST 49702 58709 192.168.2.6 147.45.47.126
May 7, 2024 01:32:15.914343119 CEST 58709 49703 147.45.47.126 192.168.2.6
May 7, 2024 01:32:15.914413929 CEST 49703 58709 192.168.2.6 147.45.47.126
May 7, 2024 01:32:15.924654007 CEST 58709 49699 147.45.47.126 192.168.2.6
May 7, 2024 01:32:15.924668074 CEST 58709 49699 147.45.47.126 192.168.2.6
May 7, 2024 01:32:15.924679041 CEST 58709 49699 147.45.47.126 192.168.2.6
May 7, 2024 01:32:15.924695015 CEST 58709 49699 147.45.47.126 192.168.2.6
May 7, 2024 01:32:15.924706936 CEST 58709 49699 147.45.47.126 192.168.2.6
May 7, 2024 01:32:15.924717903 CEST 58709 49699 147.45.47.126 192.168.2.6
May 7, 2024 01:32:15.924746037 CEST 49699 58709 192.168.2.6 147.45.47.126
May 7, 2024 01:32:15.924808025 CEST 49699 58709 192.168.2.6 147.45.47.126
May 7, 2024 01:32:15.930231094 CEST 49703 58709 192.168.2.6 147.45.47.126
May 7, 2024 01:32:15.931149960 CEST 49702 58709 192.168.2.6 147.45.47.126
May 7, 2024 01:32:15.970340967 CEST 49699 58709 192.168.2.6 147.45.47.126
May 7, 2024 01:32:16.104893923 CEST 58709 49703 147.45.47.126 192.168.2.6
May 7, 2024 01:32:16.124524117 CEST 58709 49702 147.45.47.126 192.168.2.6
May 7, 2024 01:32:16.157565117 CEST 49703 58709 192.168.2.6 147.45.47.126
May 7, 2024 01:32:16.162386894 CEST 58709 49703 147.45.47.126 192.168.2.6
May 7, 2024 01:32:16.165083885 CEST 58709 49699 147.45.47.126 192.168.2.6
May 7, 2024 01:32:16.173194885 CEST 49702 58709 192.168.2.6 147.45.47.126
May 7, 2024 01:32:16.188956976 CEST 49699 58709 192.168.2.6 147.45.47.126
May 7, 2024 01:32:16.347762108 CEST 58709 49703 147.45.47.126 192.168.2.6
May 7, 2024 01:32:16.363729000 CEST 58709 49702 147.45.47.126 192.168.2.6
May 7, 2024 01:32:16.386547089 CEST 58709 49699 147.45.47.126 192.168.2.6
May 7, 2024 01:32:16.391907930 CEST 49703 58709 192.168.2.6 147.45.47.126
May 7, 2024 01:32:16.399765015 CEST 49704 443 192.168.2.6 34.117.186.192
May 7, 2024 01:32:16.399806023 CEST 443 49704 34.117.186.192 192.168.2.6
May 7, 2024 01:32:16.399882078 CEST 49704 443 192.168.2.6 34.117.186.192
UDP Packets

Timestamp Source Port Dest Port Source IP Dest IP

May 7, 2024 01:32:14.047110081 CEST 57165 53 192.168.2.6 1114

May 7, 2024 01:32:14.132601976 CEST 53 57165 1.1.14 192.168.2.6
May 7, 2024 01:32:14.544753075 CEST 55608 53 192.168.2.6 1114

May 7, 2024 01:32:14.631848097 CEST 53 55608 VolloloT 192.168.2.6
May 7, 2024 01:32:40.073369980 CEST 64982 53 192.168.2.6 1114

May 7, 2024 01:32:40.159960032 CEST 53 64982 1.1.14 192.168.2.6
DNS Queries

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class 5:‘_?;2’”
May 7, 2024 01:32:14.047110081 192.168.2.6 1111 Oxee9b Standard query  ipinfo.io A (IP address) IN (0x0001) false
CEST (0)

May 7, 2024 01:32:14.544753075 192.168.2.6 1.1.141 0x3800 Standard query  db-ip.com A (IP address) IN (0x0001) false
CEST (0)

May 7, 2024 01:32:40.073369980 192.168.2.6 1.1.141 0x7a90 Standard query  ipinfo.io A (IP address) IN (0x0001) false
CEST (0)

DNS Answers
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Timestamp

May 7, 2024
01:32:14.132601976
CEST

May 7, 2024
01:32:14.631848097
CEST

May 7, 2024
01:32:14.631848097
CEST

May 7, 2024
01:32:14.631848097
CEST

May 7, 2024
01:32:40.159960032
CEST

Source IP Dest IP

1111 192.168.2.6

1.1.1.1 192.168.2.6
1.1.1.1 192.168.2.6
1.1.1.1

192.168.2.6

1.1.1.1 192.168.2.6

HTTP Request Dependency Graph

« https:
« ipinfo.io

« db-ip.com

Statistics

Behavior

Trans ID

Oxee9b

0x3800

0x3800

0x3800

0x7a90

System Behavior

Click to jump to process

Reply Code

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Analysis Process: bUHMq54m6Q.exe PID: 6556, Parent PID: 4004

General

Target ID:

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

0
01:32:10
07/05/2024

C:\Users\user\Desktop\bUHMq54m6Q.exe

true

"C:\Users\user\Desktop\bUHMg54m6Q.exe"

0x510000

Copyright Joe Security LLC 2024

Name

ipinfo.io

db-ip.com

db-ip.com

db-ip.com

ipinfo.io

@ bUHMg54m6Q.exe
@ schtasks.exe

@ conhost.exe

@ schtasks.exe

@ conhost.exe

o MPGPH131.exe
o MPGPH131.exe
o WerFault.exe

o WerFault.exe

o RageMP131.exe
@ RageMP131.exe

CName

Address Type

34.117.186.19 A (IP address)

2
104.26.4.15 A (IP address)
104.26.5.15 A (IP address)

172.67.75.166 A (IP address)

34.117.186.19
2

A (IP address)

Class

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

DNS over
HTTPS

false

false

false

false

false

Page 46 of 89



File size:
MDS5 hash:
Has elevated privileges:

Has administrator
privileges:

Programmed in:

Yara matches:

Reputation:

Has exited:

File Activities

Registry Activities

2'298'896 bytes
2CF4B5CF327757376E717AB5554B921B
true

true

C, C++ or other language

Rule: JoeSecurity RiseProStealer, Description: Yara detected RisePro Stealer, Source:

00000000.00000003.2159759925.0000000005C56000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security

Rule: JoeSecurity RiseProStealer, Description: Yara detected RisePro Stealer, Source:

00000000.00000002.2276746268.000000000122E000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security

Rule: JoeSecurity_RiseProStealer, Description: Yara detected RisePro Stealer, Source:

00000000.00000002.2280792333.0000000005C5F000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security

Rule: JoeSecurity_RiseProStealer, Description: Yara detected RisePro Stealer, Source:

00000000.00000002.2280715188.0000000005C30000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security

low

true

Analysis Process: schtasks.exe PID: 3560, Parent PID: 6556

General

Target ID:

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MDS5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:
Reputation:

Has exited:

File Activities

2

01:32:12

07/05/2024
C:\Windows\SysWOW64\schtasks.exe

true

schtasks /create /f /RU "user" /tr "C:\ProgramData\MPGPH131\MPGPH131.exe" /tn "MPGPH131 HR" /sc HOURLY /rl HIGHEST

0x1e0000

187'904 bytes
48C2FE20575769DE916F48EF0676A965
true

true

C, C++ or other language
high

true

There is hidden Windows Behavior. Click on Show Windows Behavior to show it.

File Path

Access Attributes

Analysis Process: conhost.exe PID: 3200, Parent PID: 3560

General

Target ID:

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:
Reputation:

Has exited:

3

01:32:12

07/05/2024

C:\Windows\System32\conhost.exe

false

C:\Windows\system32\conhost.exe 0xffffffff -ForceV1
0x7ff66e660000

862'208 bytes
0D698AF330FD17BEE3BF90011D49251D

true

true

C, C++ or other language
high

true

Copyright Joe Security LLC 2024

Options

Completion

Count Source Address

Symbol
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Analysis Process: schtasks.exe PID: 5412, Parent PID: 6556

General
Target ID:
Start time:
Start date:
Path:

Wow64 process (32bit):

Commandline:
Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:
Reputation:

Has exited:

File Activities

4
01:32:12

07/05/2024
C:\Windows\SysWOW64\schtasks.exe

true

schtasks /create /f /RU "user" /tr "C:\ProgramData\MPGPH131\MPGPH131.exe" /tn "MPGPH131 LG" /sc ONLOGON /rl HIGHEST

0x1e0000

187'904 bytes
48C2FE20575769DE916F48EF0676A965
true

true

C, C++ or other language
high

true

There is hidden Windows Behavior. Click on Show Windows Behavior to show it.

File Path

Access Attributes

Analysis Process: conhost.exe PID: 4412, Parent PID: 5412

General
Target ID:
Start time:
Start date:
Path:

Wow64 process (32bit):

Commandline:
Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:
Reputation:

Has exited:

5

01:32:12

07/05/2024

C:\Windows\System32\conhost.exe

false

C:\Windows\system32\conhost.exe 0xffffffff -ForceV1
0x7ff66e660000

862'208 bytes
0D698AF330FD17BEE3BF90011D49251D

true

true

C, C++ or other language
high

true

Analysis Process: MIPGPH131.exe PID: 4896, Parent PID: 1064

General
Target ID:
Start time:
Start date:
Path:

Wow64 process (32bit):

Commandline:
Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

6

01:32:12

07/05/2024
C:\ProgramData\MPGPH131\MPGPH131.exe
true
C:\ProgramData\MPGPH131\MPGPH131.exe
0xf00000

2'298'896 bytes
2CF4B5CF327757376E717AB5554B921B
true

true

C, C++ or other language

Copyright Joe Security LLC 2024

Options

Completion

Count Source Address

Symbol
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Yara matches: « Rule: JoeSecurity_RiseProStealer, Description: Yara detected RisePro Stealer, Source:
00000006.00000002.2282419782.0000000005A70000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security

Antivirus matches: « Detection: 100%, Joe Sandbox ML
« Detection: 47%, ReversingLabs

Reputation: low

Has exited: true

File Activities

File Created
File Path

C:\Users\user\AppData\Local\Temp\trixyuNssGOkGarHs

C:\Users\user\AppData\Local\Temp\spanuNssGOkGarHs

C:\Users\user\AppData\Local\Te
mp\spanuNssGOkGarHs\Ei8DrAmaYu9Ksignons.sqlite

C:\Users\user\AppData\Local\Te
mp\spanuNssGOkGarHs\8ghN89CsjOW 1signons.sqlite

C:\Users\user\AppData\Local\Te
mp\spanuNssGOkGarHs\D87fZN3R3jFeplaces.sqlite

C:\Users\user\AppData\Local\Te
mp\spanuNssGOkGarHs\02zdBXI47cvzcookies.sqlite

C:\Users\user\AppData\Local\Te
mp\spanuNssGOkGarHs\luMVYmRLxIIELogin Data

C:\Users\user\AppData\Local\Te
mp\spanuNssGOkGarHs\1oBLao5WFReelLogin Data For
Account

C:\Users\user\AppData\Local\Te
mp\spanuNssGOkGarHs\KslfLLPbfavZWeb Data

C:\Users\user\AppData\Local\Te
mp\spanuNssG0OkGarHs\TQLOdLOETHSsHistory

Copyright Joe Security LLC 2024

Access

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory | read
attributes |
delete | write dac
| synchronize |
generic read |
generic write

read data or list
directory | read
attributes |
delete | write dac
| synchronize |
generic read |
generic write

read data or list
directory | read
attributes |
delete | write dac
| synchronize |
generic read |
generic write

read data or list
directory | read
attributes |
delete | write dac
| synchronize |
generic read |
generic write

read data or list
directory | read
attributes |
delete | write dac
| synchronize |
generic read |
generic write

read data or list
directory | read
attributes |
delete | write dac
| synchronize |
generic read |
generic write

read data or list
directory | read
attributes |
delete | write dac
| synchronize |
generic read |
generic write

read data or list
directory | read
attributes |
delete | write dac
| synchronize |
generic read |
generic write

Attributes

device

device

device

device

device

device

device

device

device

device

Options Completion

directory file | success or wait
synchronous io

non alert | open

for backup ident

| open reparse

point

directory file | object name collision
synchronous io

non alert | open

for backup ident

| open reparse

point

sequential only |  success or wait
non directory file

sequential only |  success or wait
synchronous io

non alert | non

directory file

sequential only |  success or wait
synchronous io

non alert | non

directory file

sequential only |  success or wait
synchronous io

non alert | non

directory file

sequential only |  success or wait
synchronous io

non alert | non

directory file

sequential only |  success or wait
synchronous io

non alert | non

directory file

sequential only |  success or wait
synchronous io

non alert | non

directory file

sequential only |  success or wait
synchronous io

non alert | non

directory file

Count

1

1

Source Address

F5A4D7

F5A4FD

FD69A6

FD69A6

FD6CA7

FD69A6

FD69A6

FD69A6

FD69A6

FD69A6

Symbol

CreateDirect
oryA

CreateDirect
oryA

CopyFileA

CopyFileA

CopyFileA

CopyFileA

CopyFileA

CopyFileA

CopyFileA

CopyFileA
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File Path

C:\Users\user\AppData\Local\Te
mp\spanuNssGOkGarHs\eOWJiscSE76mWeb Data

C:\Users\user\AppData\Local\Te
mp\spanuNssGOkGarHs\Dy_2BSqOm3HvCookies

C:\Users\user\AppData\Local\Te
mp\spanuNssGOkGarHs\GoTBCXWsNItoCookies

C:\Users\user\AppData\Local\Te
mp\spanuNssGOkGarHs\djGL4gOVacKhHistory

C:\Users\user\AppData\Local\Te
mp\spanuNssGOkGarHs\uH4KIb1syK8iWeb Data

C:\Users\user\AppData\Local\Te
mp\spanuNssGOkGarHs\W4StvYRvRm8RLogin Data

C:\Users\user\AppData\Local\Te

mp\spanuNssGOkGarHs\Eoy10p_mBubgLogin Data For

Account

C:\Users\user\AppData\Local\Te
mp\spanuNssGOkGarHs\z81g9YDMLrJHWeb Data

C:\Users\user\AppData\Local\Te
mp\spanuNssGOkGarHs\uyAd3P89yfWTHistory

C:\Users\user\AppData\Local\Te
mp\spanuNssGOkGarHs\Bs1Rik95T3UPWeb Data

C:\Users\user\AppData\Local\Te
mp\spanuNssGOkGarHs\NUYRN8kYshuRCookies
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Access

read data or list
directory | read
attributes |
delete | write dac
| synchronize |
generic read |
generic write

read data or list
directory | read
attributes |
delete | write dac
| synchronize |
generic read |
generic write

read data or list
directory | read
attributes |
delete | write dac
| synchronize |
generic read |
generic write

read data or list
directory | read
attributes |
delete | write dac
| synchronize |
generic read |
generic write

read data or list
directory | read
attributes |
delete | write dac
| synchronize |
generic read |
generic write

read data or list
directory | read
attributes |
delete | write dac
| synchronize |
generic read |
generic write

read data or list
directory | read
attributes |
delete | write dac
| synchronize |
generic read |
generic write

read data or list
directory | read
attributes |
delete | write dac
| synchronize |
generic read |
generic write

read data or list
directory | read
attributes |
delete | write dac
| synchronize |
generic read |
generic write

read data or list
directory | read
attributes |
delete | write dac
| synchronize |
generic read |
generic write

read data or list
directory | read
attributes |
delete | write dac
| synchronize |
generic read |
generic write

Attributes

device

device

device

device

device

device

device

device

device

device

device

Options

sequential only |
synchronous io
non alert | non
directory file

sequential only |
synchronous io
non alert | non
directory file

sequential only |
synchronous io
non alert | non
directory file

sequential only |
synchronous io
non alert | non
directory file

sequential only |
synchronous io
non alert | non
directory file

sequential only |
synchronous io
non alert | non
directory file

sequential only |
synchronous io
non alert | non
directory file

sequential only |
synchronous io
non alert | non
directory file

sequential only |
synchronous io
non alert | non
directory file

sequential only |
synchronous io
non alert | non
directory file

sequential only |
synchronous io
non alert | non
directory file

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count

1

Source Address

FD69A6

FD69A6

FD69A6

FD69A6

FD69A6

FD69A6

FD69A6

FD69A6

FD69A6

FD69A6

FD69A6

Symbol

CopyFileA

CopyFileA

CopyFileA

CopyFileA

CopyFileA

CopyFileA

CopyFileA

CopyFileA

CopyFileA

CopyFileA

CopyFileA
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File Path

C:\Users\user\AppData\Local\Te

mp\spanuNssGOkGarHs\SrMOR51gDZZTCookies

C:\Users\user\AppData\Local\Te

mp\spanuNssGOkGarHs\F27iDkUSbUX4History

C:\Users\user\AppData\Local\Te

mp\spanuNssGOkGarHs\vCcKyxUjjGyAWeb Data

C:\Users\user\AppData\Local\Te
mp\trixyuNssGOkGarHs\passwords.txt

C:\Users\user\AppData\Local\Te
mp\trixyuNssGOkGarHs\information.txt

C:\Users\user\AppData\Local\Te
mp\trixyuNssGOkGarHs\Cookies

C:\Users\user\AppData\Local\Te

mp\trixyuNssGOkGarHs\Cookies\Chrome_Default.txt

C:\Users\user\AppData\Local\Te
mp\trixyuNssGOkGarHs\Autofill

C:\Users\user\AppData\Local\Te
mp\trixyuNssGOkGarHs\FTP

C:\Users\user\AppData\Local\Te
mp\trixyuNssGOkGarHs\FTP\FileZilla

C:\Users\user\AppData\Local\Te
mp\trixyuNssGOkGarHs\Downloads

C:\Users\user\AppData\Local\Te
mp\trixyuNssGOkGarHs\FTP\TotalCommander

C:\Users\user\AppData\Local\Te
mp\trixyuNssGOkGarHs\Games

C:\Users\user\AppData\Local\Te
mp\trixyuNssGOkGarHs\Games\Growtopia
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Access

read data or list
directory | read
attributes |
delete | write dac
| synchronize |
generic read |
generic write

read data or list
directory | read
attributes |
delete | write dac
| synchronize |
generic read |
generic write

read data or list
directory | read
attributes |
delete | write dac
| synchronize |
generic read |
generic write

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read data or list
directory |
synchronize

read attributes |
synchronize |
generic write

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

Attributes

device

device

device

device

device

device

device

device

device

device

device

device

device

device

Options

sequential only |
synchronous io
non alert | non
directory file

sequential only |
synchronous io
non alert | non
directory file

sequential only |
synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

synchronous io
non alert | non
directory file

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count

1

Source Address

FD69A6

FD69A6

FD69A6

F429AF

F429AF

FE6BDB

F429AF

FE6BDB

FOBAOA

FOBAD4

FE6BDB

FOBDOA

FOCOCE

FOC198

Symbol

CopyFileA

CopyFileA

CopyFileA

CreateFileW

CreateFileW

CreateDirect
oryA

CreateFileW

CreateDirect
oryA

CreateDirect
oryA

CreateDirect
oryA

CreateDirect
oryA

CreateDirect
oryA

CreateDirect
oryA

CreateDirect
oryA
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File Path Access Attributes Options Completion Count Source Address Symbol

C:\Users\user\AppData\Local\Te read data or list  device directory file | success or wait 1 FOC577 CreateDirect
mp\trixyuNssGOkGarHs\Games\Minecraft directory | synchronous io oryA
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Te read data or list  device directory file | success or wait 1 FOD29C CreateDirect
mp\trixyuNssGOkGarHs\Games\TLauncher directory | synchronous io oryA
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Te read data or list  device directory file | success or wait 1 FOD6FA CreateDirect
mp\trixyuNssGOkGarHs\Games\FeatherClient directory | synchronous io oryA
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Te read data or list  device directory file | success or wait 1 FODAD9 CreateDirect
mp\trixyuNssGOkGarHs\Games\LunarClient directory | synchronous io oryA
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Te read data or list  device directory file | success or wait 1 FODF3E CreateDirect
mp\trixyuNssGOkGarHs\Games\Battle.net directory | synchronous io oryA
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Te read data or list  device directory file | success or wait 1 FOE6FC CreateDirect
mp\trixyuNssGOkGarHs\Games\Steam directory | synchronous io oryA
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Te read data or list  device directory file | success or wait 1 FOF45D CreateDirect
mp\trixyuNssGOkGarHs\Messengers directory | synchronous io oryA
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Te read data or list  device directory file | success or wait 1 FOF527 CreateDirect
mp\trixyuNssGOkGarHs\Messengers\Skype directory | synchronous io oryA
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Te read data or list  device directory file | success or wait 1 FOF935 CreateDirect
mp\trixyuNssGOkGarHs\Messengers\Element directory | synchronous io oryA
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Te read data or list  device directory file | success or wait 1 FOFC57 CreateDirect
mp\trixyuNssGOkGarHs\Messengers\ICQ directory | synchronous io oryA
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Te read data or list  device directory file | success or wait 1 FOFEF3 CreateDirect
mp\trixyuNssGOkGarHs\Messengers\Signal directory | synchronous io oryA
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Te read data or list  device directory file | success or wait 1 F10F14 CreateDirect
mp\trixyuNssGOkGarHs\Messengers\Tox directory | synchronous io oryA
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Te read data or list  device directory file | success or wait 1 F11906 CreateDirect
mp\trixyuNssGOkGarHs\Messengers\Pidgin directory | synchronous io oryA
synchronize non alert | open

for backup ident
| open reparse
point
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File Path Access Attributes Options Completion Count Source Address Symbol

C:\Users\user\AppData\Local\Te read data or list  device directory file | success or wait 1 F11E70 CreateDirect
mp\trixyuNssGOkGarHs\VPN directory | synchronous io oryA
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Te read data or list  device directory file | success or wait 1 F11FCO CreateDirect
mp\trixyuNssGOkGarHs\VPN\OpenVPN Connect directory | synchronous io oryA
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Te read data or list  device directory file | success or wait 1 FSE1C4 CreateDirect
mp\trixyuNssGOkGarHs\Plugins directory | synchronous io oryA
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Te read data or list  device directory file | success or wait 1 F5E908 CreateDirect
mp\trixyuNssGOkGarHs\Wallets directory | synchronous io oryA
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Te read data or list  device directory file | success or wait 1 FE6BDB CreateDirect
mp\trixyuNssGOkGarHs\CC directory | synchronous io oryA
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Te read data or list  device directory file | success or wait 1 F65C36 CreateDirect
mp\trixyuNssGOkGarHs\GoogleAccounts directory | synchronous io oryA
synchronize non alert | open

for backup ident
| open reparse

point

C:\Users\user\AppData\Local\Te read attributes |  device synchronous io  success or wait 1 F429AF CreateFileW
mp\NoSoV6eJxRbhINXMC2XnYgm.zip synchronize | non alert | non

generic write directory file
File Deleted
File Path Completion Count Source Address Symbol
C:\Users\user\AppData\Local\Temp\spanuNssGOkGarHs\Ei8DrAmaYu9Ksignons.sqlite success or wait 1 F4B9DE DeleteFileW
C:\Users\user\AppData\Local\Temp\spanuNssGOkGarHs\8ghN89CsjOW1signons.sqlite success or wait 1 F4B9DE DeleteFileW
C:\Users\user\AppData\Local\Temp\spanuNssGOkGarHs\D87fZN3R3jFeplaces.sqlite success or wait 1 F4B9DE DeleteFileW
C:\Users\user\AppData\Local\Temp\spanuNssGOkGarHs\02zdBXI47cvzcookies.sqlite success or wait 1 F4B9DE DeleteFileW
C:\Users\user\AppData\Local\Temp\spanuNssGOkGarHs\3b6N2Xdh3CYwplaces.sqlite success or wait 1 F4B9DE DeleteFileW
C:\Users\user\AppData\Local\Temp\spanuNssGOkGarHs\luMVYmRLXxIIELogin Data success or wait 1 F4B9DE DeleteFileW
C:\Users\user\AppData\Local\Temp\spanuNssGOkGarHs\1oBLao5WFReeLogin Data For Account success or wait 1 F4B9DE DeleteFileW
C:\Users\user\AppData\Local\Temp\spanuNssGOkGarHs\KslfLLPbfavZWeb Data success or wait 1 F4B9DE DeleteFileW
C:\Users\user\AppData\Local\Temp\spanuNssGOkGarHs\TQLOdLOETHSsHistory success or wait 1 F4B9DE DeleteFileW
C:\Users\user\AppData\Local\Temp\spanuNssGOkGarHs\eOWJiscSE76mWeb Data success or wait 1 F4B9DE DeleteFileW
C:\Users\user\AppData\Local\Temp\spanuNssGOkGarHs\Dy_2BSqOm3HvCookies success or wait 1 F4B9DE DeleteFileW
C:\Users\user\AppData\Local\Temp\spanuNssGOkGarHs\GoTBCXWsNItoCookies success or wait 1 F4B9DE DeleteFileW
C:\Users\user\AppData\Local\Temp\spanuNssGOkGarHs\djGL4gOVacKhHistory success or wait 1 F4B9DE DeleteFileW
C:\Users\user\AppData\Local\Temp\spanuNssGOkGarHs\uH4KlIb1syK8iWeb Data success or wait 1 F4B9DE DeleteFileW
C:\Users\user\AppData\Local\Temp\spanuNssGOkGarHs\W4StvYRvRm8RLogin Data success or wait 1 F4B9DE DeleteFileW
C:\Users\user\AppData\Local\Temp\spanuNssGOkGarHs\Eoy10p_mBubglLogin Data For Account success or wait 1 F4B9DE DeleteFileW
C:\Users\user\AppData\Local\Temp\spanuNssGOkGarHs\z81g9YDMLrJHWeb Data success or wait 1 F4B9DE DeleteFileW
C:\Users\user\AppData\Local\Temp\spanuNssGOkGarHs\uyAd3P89yfW THistory success or wait 1 F4B9DE DeleteFileW
C:\Users\user\AppData\Local\Temp\spanuNssGOkGarHs\Bs1Rik95T3UPWeb Data success or wait 1 F4B9DE DeleteFileW
C:\Users\user\AppData\Local\Temp\spanuNssGOkGarHs\NUYRN8kYshuRCookies success or wait 1 F4B9DE DeleteFileW
C:\Users\user\AppData\Local\Temp\spanuNssGOkGarHs\SrMOR5IqDZZTCookies success or wait 1 F4B9DE DeleteFileW
C:\Users\user\AppData\Local\Temp\spanuNssGOkGarHs\F27iDkUSbUX4History success or wait 1 F4B9DE DeleteFileW
C:\Users\user\AppData\Local\Temp\spanuNssGOkGarHs\vCcKyxUjjGyAWeb Data success or wait 1 F4B9DE DeleteFileW
C:\Users\user\AppData\Local\Temp\NoSoV6eJxRbhINXMC2XnYgm.zip success or wait 1 FC7071 DeleteFileA
File Written
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File Path

C:\Users\user\AppData\Local\Te
mp\rage131MP.tmp

C:\Users\user\AppData\Local\Te
mp\spanuNssGOkGarHs\D87fZN3R3j
Feplaces.sqlite

C:\Users\user\AppData\Local\Te
mp\spanuNssGOkGarHs\02zdBXI47¢c
vzcookies.sqlite

Copyright Joe Security LLC 2024

Offset

0

0

0

Length
13

524288

98304

Value

3137 31353034 3435
3038 303133

53 51 4¢c 69 74 65 20 66
6f 72 6d 61 74 20 33 00
fd 00 02 02 00 40 20 20
00 00 00 02 00 00 00 2e
00 00 00 00 00 00 00 00
00 00 00 26 00 00 00 04
00 00 00 00 00 00 00 00
00 00 00 01 00 00 00 4b
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 02
00 2e 6a fd 0d 7f fd 00 2d
61 3e 00 7e fd 7f fd 7¢c 30
7b 64 7a fd 7a fd 7a 22
79 fd 79 33 78 fd 78 4b
77 1d 76 fd 75 fd 75 47 74
fd 74 3b 73 41 73 fd 71 fd
70 fd 71 fd 70 7b 6f fd 6f
68 6e fd 6e 65 6d fd 6e
2c 6d 39 6¢ fd 6b fd 6¢ 50
6a fd 6a 01 68 fd 68 1f 67
fd 64 fd 63 fd 63 36 62 17
62 fd 61 fd 61 3e 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00

53 51 4¢ 69 74 65 20 66
6f 72 6d 61 74 20 33 00
fd 00 02 02 00 40 20 20
00 00 00 03 00 00 00 03
00 00 00 00 00 00 00 00
00 00 00 01 00 00 00 04
00 00 00 00 00 00 00 00
00 00 00 01 00 00 00 Oc
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 03
00 2e 6a fd 0d 7f fd 00 02
7d fd 00 7d fd 7f fd 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00

Ascii Completion Count Source Address

1715044508013 success or wait 1 F49914

SQLite format 3@ .&K.- success or wait 10 FD6CA7
a>~|0{

dzzz"yy3xxKwvuuGitt;sAs

gpap{ooh

nnemn,m9lkIPjjhhgdccéb

baa>

SQLite format 3@ .j}} success or wait 1 FD69A6

Symbol

WriteFile

CopyFileA

CopyFileA
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File Path

C:\Users\user\AppData\Local\Te
mp\spanuNssGOkGarHs\3b6N2Xdh3C
Ywplaces.sqlite

C:\Users\user\AppData\Local\Te
mp\spanuNssGOkGarHs\luMVYmRLxI
|IELogin Data

Copyright Joe Security LLC 2024

Offset

0

0

Length Value

524288 53 51 4c 69 74 65 20 66

40960

6f 72 6d 61 74 20 33 00
fd 00 02 02 00 40 20 20
00 00 00 02 00 00 00 2e
00 00 00 00 00 00 00 00
00 00 00 26 00 00 00 04
00 00 00 00 00 00 00 00
00 00 00 01 00 00 00 4b
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 02
00 2e 6a fd 0d 7f fd 00 2d
61 3e 00 7e fd 7f fd 7¢c 30
7b 64 7a fd 7a fd 7a 22
79 fd 79 33 78 fd 78 4b
77 1d 76 fd 75 fd 75 47 74
fd 74 3b 73 41 73 fd 71 fd
70 fd 71 fd 70 7b 6f fd 6f
68 6e fd 6e 65 6d fd 6e
2c 6d 39 6¢ fd 6b fd 6¢ 50
6a fd 6a 01 68 fd 68 1f 67
fd 64 fd 63 fd 63 36 62 17
62 fd 61 fd 61 3e 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00

53 51 4¢ 69 74 65 20 66
6f 72 6d 61 74 20 33 00
08 00 01 01 00 40 20 20
00 00 00 01 00 00 00 14
00 00 00 00 00 00 00 00
00 00 00 Ob 00 00 00 04
00 00 00 00 00 00 00 00
00 00 00 01 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 01
00 2e 6a fd 05 00 00 00
01 07 fd 00 00 00 00 0d
07 fd 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00

Ascii

SQLite format 3@ .&K.j-
a>~|0{
dzzz"yy3xxKwvuuGit;sAs

gpap{ooh
nnemn,m9lkIPjjhhgdccéb
baa>

SQLite format 3@ .j

Completion

success or wait

success or wait

Count

10

1

Source Address

FD69A6

FD69A6

Symbol

CopyFileA

CopyFileA
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File Path Offset Length Value Ascii Completion Count Source Address Symbol

C:\Users\user\AppData\Local\Te 0 40960 53514c6974652066 @ SQlite format 3@ .j success or wait 1 FD69A6 CopyFileA
mp\spanuNssGOkGarHs\1oBLao5WF 6f 72 6d 61 74 20 33 00
Reelogin Data For Account 08 00 01 01 00 40 20 20

00 00 00 01 00 00 00 14
00 00 00 00 00 00 00 00
00 00 00 Ob 00 00 00 04
00 00 00 00 00 00 00 00
00 00 00 01 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 01
00 2e 6a fd 05 00 00 00
01 07 fd 00 00 00 00 Od
07 fd 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00

C:\Users\user\AppData\Local\Te 0 106496 53 514c 6974652066 SQLite format 3@ 4!.j1 success or wait 1 FD69A6 CopyFileA

mp\spanuNssGOkGarHs\KslIfLLPbfa 6f 72 6d 61 74 20 33 00

vZWeb Data 08 00 01 01 00 40 20 20
00 00 00 03 00 00 00 34
00 00 00 00 00 00 00 00
00 00 00 21 00 00 00 04
00 00 00 00 00 00 00 00
00 00 00 01 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 03
00 2e 6a fd 05 00 00 00
04 07 fd 00 00 00 00 31
07 fd 07 fd 07 fd 07 fd 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00
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File Path

C:\Users\user\AppData\Local\Te
mp\spanuNssG0kGarHs\TQLOdLOET
HSsHistory

C:\Users\user\AppData\Local\Te
mp\spanuNssGOkGarHs\eOWJiscSE7
6mWeb Data

Copyright Joe Security LLC 2024

Offset

0

0

Length
131072

106496

Value

53 51 4¢c 69 74 65 20 66
6f 72 6d 61 74 20 33 00
10 00 01 01 00 40 20 20
00 00 00 01 00 00 00 27
00 00 00 00 00 00 00 00
00 00 00 20 00 00 00 04
00 00 00 00 00 00 00 00
00 00 00 01 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 01
00 2e 6a fd 05 00 00 00
01 0f fd 00 00 00 00 1a Of
fd 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00

53 51 4¢ 69 74 65 20 66
6f 72 6d 61 74 20 33 00
08 00 01 01 00 40 20 20
00 00 00 03 00 00 00 34
00 00 00 00 00 00 00 00
00 00 00 21 00 00 00 04
00 00 00 00 00 00 00 00
00 00 00 01 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 03
00 2e 6a fd 05 00 00 00
04 07 fd 00 00 00 00 31
07 fd 07 fd 07 fd 07 fd 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00

Ascii

SQLite format 3@ ' .j

SQLite format 3@ 4!.j1

Completion

success or wait

success or wait

Count

2

1

Source Address

FD69A6

FD69A6

Symbol

CopyFileA

CopyFileA
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File Path

C:\Users\user\AppData\Local\Te
mp\spanuNssGOkGarHs\GoTBCXWs
NltoCookies

C:\Users\user\AppData\Local\Te
mp\spanuNssGOkGarHs\djGL4gOVac
KhHistory

Copyright Joe Security LLC 2024

Offset

0

0

Length Value

20480

131072

53 51 4¢c 69 74 65 20 66
6f 72 6d 61 74 20 33 00
10 00 01 01 00 40 20 20
00 00 00 06 00 00 00 05
00 00 00 00 00 00 00 00
00 00 00 03 00 00 00 04
00 00 00 00 00 00 00 00
00 00 00 01 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 06
00 2e 6a fd 0d Of fd 00 04
Oc fd 00 0f 67 Of fd 0d 24
Oc fd 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00

53 51 4¢ 69 74 65 20 66
6f 72 6d 61 74 20 33 00
10 00 01 01 00 40 20 20
00 00 00 01 00 00 00 27
00 00 00 00 00 00 00 00
00 00 00 20 00 00 00 04
00 00 00 00 00 00 00 00
00 00 00 01 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 01
00 2e 6a fd 05 00 00 00
01 0f fd 00 00 00 00 1a Of
fd 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00

Ascii

SQLite format 3@ .jg$

SQLite format 3@ ' .j

Completion

success or wait

success or wait

Count

1

2

Source Address

FD69A6

FD69A6

Symbol

CopyFileA

CopyFileA
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File Path

C:\Users\user\AppData\Local\Te
mp\spanuNssGOkGarHs\uH4KIb1syK
8iWeb Data

C:\Users\user\AppData\Local\Te
mp\spanuNssGOkGarHs\W4StvYRVR
m8RLogin Data

Copyright Joe Security LLC 2024

Offset

0

0

Length Value

106496 53 51 4c 69 74 65 20 66

51200

6f 72 6d 61 74 20 33 00
08 00 01 01 00 40 20 20
00 00 00 03 00 00 00 34
00 00 00 00 00 00 00 00
00 00 00 21 00 00 00 04
00 00 00 00 00 00 00 00
00 00 00 01 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 03
00 2e 6a fd 05 00 00 00
04 07 fd 00 00 00 00 31
07 fd 07 fd 07 fd 07 fd 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00

53 51 4¢ 69 74 65 20 66
6f 72 6d 61 74 20 33 00
08 00 01 01 00 40 20 20
00 00 00 02 00 00 00 19
00 00 00 00 00 00 00 00
00 00 00 Oe 00 00 00 04
00 00 00 00 00 00 00 00
00 00 00 01 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 02
00 2e 6a fd 05 00 00 00
02 07 fd 00 00 00 00 18
07 fd 07 fd 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00

Ascii

SQLite format 3@ 4!.j1

SQLite format 3@ .j

Completion

success or wait

success or wait

Count

1

1

Source Address

FD69A6

FD69A6

Symbol

CopyFileA

CopyFileA
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File Path

C:\Users\user\AppData\Local\Te
mp\spanuNssGOkGarHs\z81g9YDMLr
JHWeb Data

C:\Users\user\AppData\Local\Te
mp\spanuNssGOkGarHs\uyAd3P89yf
WTHistory

Copyright Joe Security LLC 2024

Offset

0

0

Length Value

131072

131072

53 51 4¢c 69 74 65 20 66
6f 72 6d 61 74 20 33 00
08 00 01 01 00 40 20 20
00 00 00 08 00 00 00 59
00 00 00 00 00 00 00 00
00 00 00 37 00 00 00 04
00 00 00 00 00 00 00 00
00 00 00 01 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 08
00 2e 6a fd 05 00 00 00
08 07 fd 00 00 00 00 57
07 fd 07 fd 07 fd 07 fd 07
fd 07 fd 07 fd 07 fd 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00

53 51 4¢ 69 74 65 20 66
6f 72 6d 61 74 20 33 00
10 00 01 01 00 40 20 20
00 00 00 01 00 00 00 26
00 00 00 00 00 00 00 00
00 00 00 1f 00 00 00 04
00 00 00 00 00 00 00 00
00 00 00 01 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 01
00 2e 6a fd 05 00 00 00
01 0f fd 00 00 00 00 1a Of
fd 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00

Ascii

Completion

SQLite format 3@ Y7.jW  success or wait

SQLite format 3@ &.j

success or wait

Count

2

2

Source Address

FD69A6

FD69A6

Symbol

CopyFileA

CopyFileA
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File Path

C:\Users\user\AppData\Local\Te
mp\spanuNssGOkGarHs\Bs1Rik95T3
UPWeb Data

C:\Users\user\AppData\Local\Te
mp\spanuNssGOkGarHs\SrMOR5IgD
ZZTCookies

Copyright Joe Security LLC 2024

Offset

0

0

Length Value

131072 53 51 4c 69 74 65 20 66

20480

6f 72 6d 61 74 20 33 00
08 00 01 01 00 40 20 20
00 00 00 08 00 00 00 59
00 00 00 00 00 00 00 00
00 00 00 37 00 00 00 04
00 00 00 00 00 00 00 00
00 00 00 01 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 08
00 2e 6a fd 05 00 00 00
08 07 fd 00 00 00 00 57
07 fd 07 fd 07 fd 07 fd 07
fd 07 fd 07 fd 07 fd 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00

53 51 4¢ 69 74 65 20 66
6f 72 6d 61 74 20 33 00
10 00 01 01 00 40 20 20
00 00 00 07 00 00 00 05
00 00 00 00 00 00 00 00
00 00 00 05 00 00 00 04
00 00 00 00 00 00 00 00
00 00 00 01 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 07
00 2e 6a fd 0d 0d 24 00
04 0a Oc 00 0f 67 Of fd Oa
Oc Oc fd 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00

Ascii

Completion

SQLite format 3@ Y7.jW  success or wait

SQLite format 3@ .j$g

success or wait

Count

2

1

Source Address

FD69A6

FD69A6

Symbol

CopyFileA

CopyFileA
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File Path

C:\Users\user\AppData\Local\Te
mp\spanuNssGOkGarHs\F27iDkUSbU
X4History

C:\Users\user\AppData\Local\Te
mp\spanuNssGOkGarHs\vCcKyxUjjG
yAWeb Data

Copyright Joe Security LLC 2024

Offset

0

0

Length Value

131072

131072

53 51 4¢ 69 74 65 20 66
6f 72 6d 61 74 20 33 00
10 00 01 01 00 40 20 20
00 00 00 01 00 00 00 26
00 00 00 00 00 00 00 00
00 00 00 1f 00 00 00 04
00 00 00 00 00 00 00 00
00 00 00 01 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 01
00 2e 6a fd 05 00 00 00
01 0f fd 00 00 00 00 1a Of
fd 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00

53 51 4¢ 69 74 65 20 66
6f 72 6d 61 74 20 33 00
08 00 01 01 00 40 20 20
00 00 00 08 00 00 00 59
00 00 00 00 00 00 00 00
00 00 00 37 00 00 00 04
00 00 00 00 00 00 00 00
00 00 00 01 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 08
00 2e 6a fd 05 00 00 00
08 07 fd 00 00 00 00 57
07 fd 07 fd 07 fd 07 fd 07
fd 07 fd 07 fd 07 fd 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00

Ascii Completion

SQLite format 3@ &.j success or wait

SQLite format 3@ Y7.jW  success or wait

Count

2

2

Source Address

FD69A6

FD69A6

Symbol

CopyFileA

CopyFileA
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File Path

C:\Users\user\AppData\Local\Te
mp\trixyuNssGOkGarHs\Cookies\C
hrome_Default.txt

C:\Users\user\AppData\Local\Te
mp\trixyuNssGOkGarHs\passwords.txt

C:\Users\user\AppData\Local\Te
mp\trixyuNssGOkGarHs\passwords.txt

C:\Users\user\AppData\Local\Te
mp\trixyuNssGOkGarHs\informati
on.txt

Copyright Joe Security LLC 2024

Offset

0

0

4096

0

Length Value

530

4096

801

4096

2e 67 6f 6f 67 6¢ 65 2e
63 6f 6d 09 54 52 55 45
09 2f 09 54 52 55 45 09
3137 31 32 32 39 38 30
30 32 09 4e 49 44 09 45
4e 43 38 39 33 2a 5f 64
6a 45 77 78 36 43 4c 6b
58 4c 67 38 41 75 53 5a
57 43 67 79 6¢ 6d 41 73
4d 4e 6e 64 31 4c 53 66
62 63 4c 2b 49 66 43 67
4d 76 58 2f 6d 35 49 72
7a 64 53 77 78 74 36 58
36 6e 35 53 36 43 37 77
43 6f 55 6f 57 76 75 69
78 5a70 7a 72 4d 69 7a
47 5a 63 35 6f 68 49 70
6d 73 76 6¢ 4f 72 47 54
4f 68 46 6b 51 34 2b 6¢
43 46 36 66 56 48 30 51
4e 50 42 42 62 32 37 6f
32 6e 58 4d 38 65 6d 37
45 41 59 53 31 62 59 5a
43 32 4¢ 56 30 34 53 71
7067 79 78 4a 6d 64 66
46 41 37 55 79 57 55 6f
4b 38 6b 46 5a 51 44 52
6¢ 30 76 64 4f 7a 57 64
76 41 6f 75 6d 77 32 73
6b 75 43 43 74 4a 43 32
6f 47 33 7a 33 4f 59 62
4c 54 4c 44 62 4d 37

00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00

00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 0d Oa 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 fd

4275 69 6¢ 64 3a 20 63
6f 6d 62 6f 0d Oa 56 65
72 73 69 6f 6e 3a 20 32
2e 30 0d 0a 0d 0a 44 61
74 65 3a 20 54 75 65 20
4d 61 79 20 20 37 20 30
31 3a 3332 3a 323020
32303234 0a 4d 61 63
68 69 6e 65 49 44 3a 20
39 65 31 34 36 62 65 39
2d 63 37 36 61 2d 34 37
3230 2d 62 63 64 62 2d
353330 3131623837
62 64 30 36 0d Oa 47 55
49 44 3a 20 7b 61 33 33
63 37 33 34 30 2d 36 31
63 61 2d 31 31 65 65 2d
38 63 31 38 2d 38 30 36
65 36 66 36 65 36 39 36
33 7d 0d 0a 48 57 49 44
3a 20 39 30 34 37 35 32
65 39 34 33 37 64 61 33
62 66 66 66 38 37 30 64
3039 62 62 35 35 37 32
62 32 0d 0a 0d 0a 50 61
74 68 3a 20 43 3a 5¢ 50
72 6f 67 72 61 6d 44 61
74 61 5¢c 4d 50 47 50 48
31 33 31 5¢ 4d 50 47 50
48 31 33 31 2e 65 78 65
0d 0a 57 6f 72 6b 20 44
69 72 3a 20 43 3a 5¢

Ascii Completion

.google.comTRUE/TRUE  success or wait 1 F49914
1712298002
NIDENC893*_djEwx6CLk
XLg8AuSZWC
gylmAsMNnd1LSfbcL+If
CgMvX/m5Ir
zdSwxt6X6n5S6C7wColU
oWvuixZpzrM
izGZc50hlpmsviOrGTOh
FkQ4+ICF6f
VHOQNPBBb2702nXM8e
m7EAYS1bYZC2
LV04SqgpgyxJmdfFA7Uy
WUO0K8kFZQDR
10vdOzWdvAoumw2skuC
CtJC20G3z30
YbLTLDbM7

success or wait 1 F49914

success or wait 1 F49914

Build: comboVersion: success or wait 1 F49914
2.0Date: Tue May 7
01:32:20 2024Machin
elD: 9e146be9-c76a-
4720-bcdb-5
3011b87bd06GUID:
{a83c7340-61ca-11ee-
8c18-
806e6f6e6963}HWID:
904752€9437da3bfff870d
09bb5572b2Path:
C:\ProgramData\MPGPH
1
31\MPGPH131.exeWork
Dir: C:\

Count Source Address

Symbol

WriteFile

WriteFile

WriteFile

WriteFile
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File Path

C:\Users\user\AppData\Local\Te
mp\trixyuNssGOkGarHs\informati
on.txt

C:\Users\user\AppData\Local\Te
mp\trixyuNssGOkGarHs\informati
on.txt

Copyright Joe Security LLC 2024

Offset

4096

0

Length Value

2667 79 4c 6e 4c 6f 76 5a 73
6e 41 68 2e 65 78 65 20
5b 31 34 32 38 5d 0d 0a
4b 57 4f 61 64 6a 69 4c
6d 76 51 55 42 79 4c 6e
4c 6f 76 5a 73 6e 41 68
2e 65 78 65 20 5b 35 39
30 34 5d 0d 0a 4b 57 4f
61 64 6a 69 4c 6d 76 51
55 42 79 4c 6e 4c 6f 76
5a 73 6e 41 68 2e 65 78
65 20 5b 35 39 32 38 5d
0d 0a 4b 57 4f 61 64 6a
69 4c 6d 76 51 55 42 79
4c 6e 4c 6f 76 5a 73 6e
41 68 2e 65 78 65 20 5b
35 39 38 30 5d 0d Oa 4b
57 4f 61 64 6a 69 4c 6d
76 51 55 42 79 4c 6e 4c
6f 76 5a 73 6e 41 68 2e
65 78 65 20 5b 35 37 37
36 5d 0d Oa 4b 57 4f 61
64 6a 69 4c 6d 76 51 55
42 79 4c 6e 4c 6f 76 5a
73 6e 41 68 2e 65 78 65
20 5b 35 37 38 38 5d 0d
0Oa 4b 57 4f 61 64 6a 69
4c 6d 76 51 55 42 79 4c
6e 4c 6f 76 5a 73 6e 41
68 2e 65 78 65 20 5b 34
39 30 30 5d 0d 0a 4b 57
4f 61 64 6a 69 4c 6d

4096 4275 69 6¢ 64 3a 20 63
6f 6d 62 6f 0d 0a 56 65
72 73 69 6f 6e 3a 20 32
2e 30 0d Oa 0d Oa 44 61
74 65 3a 20 54 75 65 20
4d 61 79 20 20 37 20 30
31 3a 33 32 3a 32 30 20
3230 32 34 0a 4d 61 63
68 69 6e 65 49 44 3a 20
39 65 31 34 36 62 65 39
2d 63 37 36 61 2d 34 37
32 30 2d 62 63 64 62 2d
3533 30 31 316238 37
62 64 30 36 0d Oa 47 55
49 44 3a20 7b 61 33 33
63 37 33 34 30 2d 36 31
63 61 2d 31 31 65 65 2d
38 63 31 38 2d 38 30 36
65 36 66 36 65 36 39 36
33 7d 0d 0a 48 57 49 44
3a 20 39 30 34 37 35 32
65 39 34 33 37 64 61 33
62 66 66 66 38 37 30 64
30 39 62 62 35 35 37 32
62 32 0d 0a 0d 0a 50 61
74 68 3a 20 43 3a 5¢ 50
72 6f67 72 61 6d 44 61
74 61 5¢c 4d 50 47 50 48
31 33 31 5¢ 4d 50 47 50
48 31 33 31 2e 65 78 65
0d 0a 57 6f 72 6b 20 44
69 72 3a 20 43 3a 5¢

Ascii Completion Count Source Address

yLnLovZsnAh.exe success or wait 1 F49914
[1428]KWOadjiL
mvQUBYyLnLovZsnAh.ex
e [5904]KWO
adjiLmvQUBYyLnLovZsnA
h.exe [592
8]KWOadjiLmvQUByLnL
ovZsnAh.exe
[56980]KWOadjiLmvQUBY
LnLovZsnAh.exe
[6776]KWOadjiLmvQUBY
LnLovZsnAh.exe
[56788]KWOadjiLmvQUB
yLnLovZsnAh.exe
[4900]KWOadjiLm

Build: comboVersion: success or wait 1 F49914
2.0Date: Tue May 7
01:32:20 2024Machin
elD: 9e146be9-c76a-
4720-bcdb-5
3011b87bd06GUID:
{a83c7340-61ca-11ee-
8c18-
806e6f6e6963}HWID:
904752e9437da3bfff870d
09bb5572b2Path:
C:\ProgramData\MPGPH
1
31\MPGPH131.exeWork
Dir: C:\

Symbol

WriteFile

WriteFile
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File Path Offset Length Value

C:\Users\user\AppData\Local\Te 4096 2667
mp\trixyuNssGOkGarHs\informati
on.txt

C:\Users\user\AppData\Local\Te 0 40
mp\NoSoV6eJxRbhINXMC2XnYgm.zi
P

C:\Users\user\AppData\Local\Te 14 12
mp\NoSoV6eJxRbhINXMC2XnYgm.zi
p

C:\Users\user\AppData\Local\Te 2546 314
mp\NoSoV6eJxRbhINXMC2XnYgm.zi
p

File Read

File Path
C:\ProgramData\MPGPH131\MPGPH131.exe
C:\ProgramData\MPGPH131\MPGPH131.exe

79 4c 6e 4c 6f 76 5a 73
6e 41 68 2e 65 78 65 20
5b 31 34 32 38 5d 0d 0a
4b 57 4f 61 64 6a 69 4c
6d 76 51 55 42 79 4c 6e
4c 6f 76 5a 73 6e 41 68
2e 65 78 65 20 5b 35 39
30 34 5d 0d 0a 4b 57 4f
61 64 6a 69 4c 6d 76 51
55 42 79 4c 6e 4c 6f 76
5a 73 6e 41 68 2e 65 78
65 20 5b 35 39 32 38 5d
0d 0a 4b 57 4f 61 64 6a
69 4c 6d 76 51 55 42 79
4c 6e 4c 6f 76 5a 73 6e
41 68 2e 65 78 65 20 5b
35 39 38 30 5d 0d Oa 4b
57 4f 61 64 6a 69 4c 6d
76 51 55 42 79 4c 6e 4c
6f 76 5a 73 6e 41 68 2e
65 78 65 20 5b 35 37 37
36 5d 0d Oa 4b 57 4f 61
64 6a 69 4c 6d 76 51 55
42 79 4c 6e 4c 6f 76 5a
73 6e 41 68 2e 65 78 65
20 5b 35 37 38 38 5d 0d
0Oa 4b 57 4f 61 64 6a 69
4c 6d 76 51 55 42 79 4c
6e 4c 6f 76 5a 73 6e 41
68 2e 65 78 65 20 5b 34
39 30 30 5d 0d 0a 4b 57
4f 61 64 6a 69 4c 6d

50 4b 03 04 14 00 00 08
08 00 0Oa Oc fd 58 00 00
00 00 02 00 00 00 00 00
00 00 08 00 00 00 43 6f
6f 6b 69 65 73 5¢ 03 00

00 00 00 00 02 00 00 00
00 00 00 00

50 4b 01 02 00 Ob 14 00
00 08 08 00 0a Oc fd 58
00 00 00 00 02 00 00 00
00 00 00 00 08 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 43 6f
6f 6b 69 65 73 5¢ 50 4b
0102 00 Ob 14 00 00 08
08 00 0Oa Oc fd 58 41 fd
60 25 fd 01 00 00 12 02
00 00 1a 00 00 00 00 00
00 00 01 00 00 00 00 00
28 00 00 00 43 6f 6f 6b
69 65 73 5¢ 43 68 72 6f
6d 65 5f 44 65 66 61 75
6¢ 74 2e 74 78 74 50 4b
0102 00 0Ob 14 00 00 08
08 00 0Oa Oc fd 58 6a fd
64 fd fd 06 00 00 6b 1a
00 00 0f 00 00 00 00 00
00 00 01 00 00 00 00 00
fd 01 00 00 69 6e 66 6f
72 6d 61 74 69 6f 6e 2e
7478 74 50 4b 01 02 00
0b 14 00 00 08 08 00 0a
Oc fd 58 fd 46 fd fd 01 01
0000 21 13 00 00 0d 00
00 00 00 00 00 00 01 00
00 00 00 00 fd 08 00 00
7061737377 6f 72 64
73 2e 74 78 74 50 4b 05
06 00 00 00 00 04

Offset

C:\Users\user\AppData\Local\Temp\spanuNssGOkGarHs\Ei8DrAmaYu 0

9Ksignons.sqlite

C:\Users\user\AppData\Local\Temp\spanuNssGOkGarHs\8ghN89CsjO 0

Wi1signons.sqlite

C:\Users\user\AppData\Local\Temp\spanuNssGOkGarHs\D87fZN3R3j 0

Feplaces.sqlite

Copyright Joe Security LLC 2024

Ascii Completion Count Source Address

yLnLovZsnAh.exe success or wait 1 F49914

[1428]KWOadjiL

mvQUBYyLnLovZsnAh.ex

e [5904]KWO

adjiLmvQUBYyLnLovZsnA

h.exe [592

8]KWOadjiLmvQUByLnL

ovZsnAh.exe

[56980]KWOadjiLmvQUBY

LnLovZsnAh.exe

[56776]KWOadjiLmvQUBY

LnLovZsnAh.exe

[56788]KWOadjiLmvQUB

yLnLovZsnAh.exe

[4900]KWOadjiLm

PKXCookies\ success or wait 4 F49914

success or wait 4 F49914

PKXCookies\PKXA % success or wait 1 F49914

(Cookies\Chro

me_Default.txtPKXjdkinfo

rmatio

n.ixtPKXFlpasswords.txt

PK
Length Completion Count Source Address
1998848 success or wait 1 F48BE4
4096 success or wait 1 F48BE4
100 end of file 1 1045968
100 end of file 1 1045968
100 success or wait 1 1045968

Symbol

WriteFile

WriteFile

WriteFile

WriteFile

Symbol

ReadFile
ReadFile
ReadFile

ReadFile

ReadFile
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File Path Offset Length Completion Count Source Address Symbol

C:\Users\user\AppData\Local\Temp\spanuNssGOkGarHs\D87fZN3R3] 0 32768 success or wait 1 1045968 ReadFile
Feplaces.sqlite

C:\Users\user\AppData\Local\Temp\spanuNssG0OkGarHs\02zdBXI47¢c 0 100 success or wait 1 1045968 ReadFile
vzcookies.sqlite

C:\Users\user\AppData\Local\Temp\spanuNssG0OkGarHs\02zdBXI47¢c 0 32768 success or wait 1 1045968 ReadFile
vzcookies.sglite

C:\Users\user\AppData\Local\Temp\spanuNssG0OkGarHs\02zdBXI47¢c 0 16 success or wait 1 1045968 ReadFile
vzcookies.sqlite

C:\Users\user\AppData\Local\Temp\spanuNssG0OkGarHs\3b6N2Xdh3C 0 100 success or wait 1 1045968 ReadFile
Ywplaces.sqlite

C:\Users\user\AppData\Local\Temp\spanuNssG0OkGarHs\3b6N2Xdh3C 0 32768 success or wait 1 1045968 ReadFile
Ywplaces.sqlite

C:\Users\user\AppData\Local\Google\Chrome\User Data\Local State 0 65536 success or wait 1 F48BE4 ReadFile
C:\Users\user\AppData\Local\Temp\spanuNssGOkGarHs\luMVYmRLxI 0 100 success or wait 1 1045968 ReadFile
|IELogin Data

C:\Users\user\AppData\Local\Temp\spanuNssGOkGarHs\luMVYmRLxI 0 2048 success or wait 1 1045968 ReadFile
|IELogin Data

C:\Users\user\AppData\Local\Google\Chrome\User Data\Local State 0 65536 success or wait 1 F48BE4 ReadFile
C:\Users\user\AppData\Local\Google\Chrome\User Data\Local State 0 4096 success or wait 1 F48BE4 ReadFile
C:\Users\user\AppData\Local\Temp\spanuNssGOkGarHs\1oBLao5WFR 0 100 success or wait 1 1045968 ReadFile
eelogin Data For Account

C:\Users\user\AppData\Local\Temp\spanuNssGOkGarHs\1oBLao5WFR 0 2048 success or wait 1 1045968 ReadFile
eelogin Data For Account

C:\Users\user\AppData\Local\Temp\spanuNssGOkGarHs\Ks|fLLPbfa 0 100 success or wait 1 1045968 ReadFile
vZWeb Data

C:\Users\user\AppData\Local\Temp\spanuNssGOkGarHs\Ks|fLLPbfa 0 2048 success or wait 1 1045968 ReadFile
vZWeb Data

C:\Users\user\AppData\Local\Temp\spanuNssGOkGarHs\TQLOdLOETH 0 100 success or wait 1 1045968 ReadFile
SsHistory

C:\Users\user\AppData\Local\Temp\spanuNssGOkGarHs\TQLOdLOETH 0 4096 success or wait 1 1045968 ReadFile
SsHistory

C:\Users\user\AppData\Local\Temp\spanuNssGOkGarHs\TQLOdLOETH 0 4096 success or wait 1 1045968 ReadFile
SsHistory

C:\Users\user\AppData\Local\Google\Chrome\User Data\Local State 0 65536 success or wait 1 F48BE4 ReadFile
C:\Users\user\AppData\Local\Temp\spanuNssGOkGarHs\eOWJiscSE7 0 100 success or wait 1 1045968 ReadFile
6mWeb Data

C:\Users\user\AppData\Local\Temp\spanuNssGOkGarHs\eOWJiscSE7 0 2048 success or wait 1 1045968 ReadFile
6mWeb Data

C:\Users\user\AppData\Local\Google\Chrome\User Data\Local State 0 65536 success or wait 1 F48BE4 ReadFile
C:\Users\user\AppData\Local\Temp\spanuNssGOkGarHs\Dy_2BSqOm3 0 100 end of file 1 1045968 ReadFile
HvCookies

C:\Users\user\AppData\Local\Google\Chrome\User Data\Local State 0 65536 success or wait 1 F48BE4 ReadFile
C:\Users\user\AppData\Local\Temp\spanuNssGOkGarHs\GoTBCXWsNI 0 100 success or wait 1 1045968 ReadFile
toCookies

C:\Users\user\AppData\Local\Temp\spanuNssGOkGarHs\GoTBCXWsNI 0 4096 success or wait 1 1045968 ReadFile
toCookies

C:\Users\user\AppData\Local\Temp\spanuNssGOkGarHs\djGL4gOVac 0 100 success or wait 1 1045968 ReadFile
KhHistory

C:\Users\user\AppData\Local\Temp\spanuNssGOkGarHs\djGL4gOVac 0 4096 success or wait 1 1045968 ReadFile
KhHistory

C:\Users\user\AppData\Local\Google\Chrome\User Data\Local State 0 65536 success or wait 1 F48BE4 ReadFile
C:\Users\user\AppData\Local\Google\Chrome\User Data\Local State 0 4096 success or wait 1 F48BE4 ReadFile
C:\Users\user\AppData\Local\Temp\spanuNssGOkGarHs\uH4Klb1syK 0 100 success or wait 1 1045968 ReadFile
8iWeb Data

C:\Users\user\AppData\Local\Google\Chrome\User Data\Local State 0 65536 success or wait 1 F48BE4 ReadFile
C:\Users\user\AppData\Local\Google\Chrome\User Data\Local State 0 4096 success or wait 1 F48BE4 ReadFile
C:\Users\user\AppData\Local\Microsoft\Edge\User Data\Local State 0 40960 success or wait 1 F48BE4 ReadFile
C:\Users\user\AppData\Local\Microsoft\Edge\User Data\Local State 0 4096 success or wait 1 F48BE4 ReadFile
C:\Users\user\AppData\Local\Temp\spanuNssGOkGarHs\W4StvYRvRm 0 100 success or wait 1 1045968 ReadFile
8RLogin Data

C:\Users\user\AppData\Local\Microsoft\Edge\User Data\Local State 0 40960 success or wait 1 F48BE4 ReadFile
C:\Users\user\AppData\Local\Microsoft\Edge\User Data\Local State 0 4096 success or wait 1 F48BE4 ReadFile
C:\Users\user\AppData\Local\Microsoft\Edge\User Data\Local State 0 40960 success or wait 1 F48BE4 ReadFile
C:\Users\user\AppData\Local\Temp\spanuNssGOkGarHs\Eoy10p_mBu 0 100 end of file 1 1045968 ReadFile
bglLogin Data For Account

C:\Users\user\AppData\Local\Temp\spanuNssGOkGarHs\z81g9YDMLr 0 100 success or wait 1 1045968 ReadFile

JHWeb Data
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File Path Offset Length Completion Count Source Address Symbol
C:\Users\user\AppData\Local\Temp\spanuNssGOkGarHs\uyAd3P89yf 0 100 success or wait 1 1045968 ReadFile
WTHistory
C:\Users\user\AppData\Local\Microsoft\Edge\User Data\Local State 0 40960 success or wait 1 F48BE4 ReadFile
C:\Users\user\AppData\Local\Temp\spanuNssGOkGarHs\Bs1Rik95T3 0 100 success or wait 1 1045968 ReadFile
UPWeb Data
C:\Users\user\AppData\Local\Temp\spanuNssGOkGarHs\Bs1Rik95T3 0 2048 success or wait 1 1045968 ReadFile
UPWeb Data
C:\Users\user\AppData\Local\Microsoft\Edge\User Data\Local State 0 40960 success or wait 1 F48BE4 ReadFile
C:\Users\user\AppData\Local\Microsoft\Edge\User Data\Local State 0 40960 success or wait 1 F48BE4 ReadFile
C:\Users\user\AppData\Local\Microsoft\Edge\User Data\Local State 0 4096 success or wait 1 F48BE4 ReadFile
C:\Users\user\AppData\Local\Temp\spanuNssGOkGarHs\NUYRN8kYsh 0 100 end of file 1 1045968 ReadFile
uRCookies
C:\Users\user\AppData\Local\Microsoft\Edge\User Data\Local State 0 40960 success or wait 1 F48BE4 ReadFile
C:\Users\user\AppData\Local\Temp\spanuNssGOkGarHs\SrMOR5IqDZ 0 100 success or wait 1 1045968 ReadFile
ZTCookies
C:\Users\user\AppData\Local\Temp\spanuNssGOkGarHs\F27iDkUSbU 0 100 success or wait 1 1045968 ReadFile
X4History
C:\Users\user\AppData\Local\Microsoft\Edge\User Data\Local State 0 40960 success or wait 1 F48BE4 ReadFile
C:\Users\user\AppData\Local\Temp\spanuNssGOkGarHs\vCcKyxUjjG 0 100 success or wait 1 1045968 ReadFile
yAWeb Data
C:\Users\user\AppData\Local\Temp\spanuNssGOkGarHs\vCcKyxUjjG 0 2048 success or wait 1 1045968 ReadFile
yAWeb Data
C:\Users\user\AppData\Local\Microsoft\Edge\User Data\Local State 0 40960 success or wait 1 F48BE4 ReadFile
C:\Users\user\AppData\Local\Microsoft\Edge\User Data\Local State 0 4096 success or wait 1 F48BE4 ReadFile
C:\Users\user\AppData\Local\Temp\trixyuNssGOkGarHs\information.txt 0 4096 success or wait 1 F48BE4 ReadFile
C:\Users\user\AppData\Local\Temp\trixyuNssGOkGarHs\Cookies\C 0 4096 success or wait 1 F48BE4 ReadFile
hrome_Default.txt
C:\Users\user\AppData\Local\Temp\trixyuNssGOkGarHs\Cookies\C 0 4096 end of file 1 F48BE4 ReadFile
hrome_Default.txt
C:\Users\user\AppData\Local\Temp\trixyuNssGOkGarHs\information.txt 0 4096 success or wait 2 F48BE4 ReadFile
C:\Users\user\AppData\Local\Temp\trixyuNssGOkGarHs\information.txt 0 4096 end of file 1 F48BE4 ReadFile
C:\Users\user\AppData\Local\Temp\trixyuNssGOkGarHs\passwords.txt 0 4096 success or wait 2 F48BE4 ReadFile
C:\Users\user\AppData\Local\Temp\trixyuNssGOkGarHs\passwords.txt 0 4096 end of file 1 F48BE4 ReadFile
C:\Users\user\AppData\Local\Temp\NoSoV6eJxRbhINXMC2XnYgm.zip 0 4096 success or wait 1 F48BE4 ReadFile
Registry Activities
There is hidden Windows Behavior. Click on Show Windows Behavior to show it.
Key Path Completion Count Source Address Symbol
Key Path Name Type Data Completion Count Source Address Symbol
Source

Key Path N T Id D: New D i

ey Pat ame ype Old Data ew Data Completion Count Address Symbol

Analysis Process: MIPGPH131.exe PID: 2836, Parent PID: 1064

General

Target ID: 7

Start time: 01:32:13

Start date: 07/05/2024

Path: C:\ProgramData\MPGPH131\MPGPH131.exe

Wow64 process (32bit):

Commandline:

true

C:\ProgramData\MPGPH131\MPGPH131.exe

Imagebase: 0xf00000

File size: 2'298'896 bytes

MD5 hash: 2CF4B5CF327757376E717AB5554B921B
Has elevated privileges: true

Has administrator true

privileges:

Programmed in:

C, C++ or other language
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Reputation: low

Has exited: true

File Activities

File Created
File Path Access Attributes Options Completion Count Source Address Symbol
C:\Users\user\AppData\Local\Temp\trixyuNssGOkGarHs read data or list  device directory file | object name collision 1 F5A4D7 CreateDirect
directory | synchronous io oryA
synchronize non alert | open
for backup ident
| open reparse
point
C:\Users\user\AppData\Local\Temp\spanuNssGOkGarHs  read data or list  device directory file | success or wait 1 F5A4FD CreateDirect
directory | synchronous io oryA
synchronize non alert | open
for backup ident
| open reparse
point
C:\Users\user\AppData\Local\Te read data or list  device sequential only |  success or wait 1 FD69A6 CopyFileA
mp\spanuNssGOkGarHs\Ei8DrAmaYu9Ksignons.sqlite directory | read non directory file
attributes |
delete | write dac
| synchronize |
generic read |
generic write
C:\Users\user\AppData\Local\Te read data or list  device sequential only |  success or wait 1 FD69A6 CopyFileA
mp\spanuNssGOkGarHs\8ghN89CsjOW 1signons.sqlite directory | read synchronous io
attributes | non alert | non
delete | write dac directory file
| synchronize |
generic read |
generic write
C:\Users\user\AppData\Local\Te read data or list  device sequential only |  success or wait 1 FD69A6 CopyFileA
mp\spanuNssGOkGarHs\D87fZN3R3jFeplaces.sqlite directory | read synchronous io
attributes | non alert | non
delete | write dac directory file
| synchronize |
generic read |
generic write
C:\Users\user\AppData\Local\Te read data or list  device sequential only |  success or wait 1 FD69A6 CopyFileA
mp\spanuNssGOkGarHs\02zdBXl47cvzcookies.sqlite directory | read synchronous io
attributes | non alert | non
delete | write dac directory file
| synchronize |
generic read |
generic write
C:\Users\user\AppData\Local\Te read data or list  device sequential only |  success or wait 1 FD69A6 CopyFileA
mp\spanuNssGOkGarHs\3b6N2Xdh3CYwplaces.sqlite directory | read synchronous io
attributes | non alert | non
delete | write dac directory file
| synchronize |
generic read |
generic write
File Deleted
File Path Completion Count Source Address Symbol
C:\Users\user\AppData\Local\Temp\spanuNssGOkGarHs\Ei8DrAmaYu9Ksignons.sglite success or wait 1 F4B9DE DeleteFileW
C:\Users\user\AppData\Local\Temp\spanuNssG0OkGarHs\8ghN89CsjOW1signons.sqlite success or wait 1 F4B9DE DeleteFileW
C:\Users\user\AppData\Local\Temp\spanuNssGOkGarHs\D87fZN3R3jFeplaces.sqlite success or wait 1 F4B9DE DeleteFileW
C:\Users\user\AppData\Local\Temp\spanuNssGOkGarHs\02zdBX|47cvzcookies.sqlite success or wait 1 F4B9DE DeleteFileW
File Written
File Path Offset Length Value Ascii Completion Count Source Address Symbol
C:\Users\user\AppData\Local\Te 0 13 3137313530343435 1715044508013 success or wait 1 F49914 WriteFile
mp\rage131MP.tmp 3038303133
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File Path

C:\Users\user\AppData\Local\Te
mp\spanuNssGOkGarHs\D87fZN3R3j
Feplaces.sqlite

C:\Users\user\AppData\Local\Te
mp\spanuNssGO0kGarHs\02zdBXI47¢c
vzcookies.sqlite

Copyright Joe Security LLC 2024

Offset

0

0

Length Value

524288 53 51 4c 69 74 65 20 66

98304

6f 72 6d 61 74 20 33 00
fd 00 02 02 00 40 20 20
00 00 00 02 00 00 00 2e
00 00 00 00 00 00 00 00
00 00 00 26 00 00 00 04
00 00 00 00 00 00 00 00
00 00 00 01 00 00 00 4b
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 02
00 2e 6a fd 0d 7f fd 00 2d
61 3e 00 7e fd 7f fd 7c 30
7b 64 7a fd 7a fd 7a 22
79 fd 79 33 78 fd 78 4b
77 1d 76 fd 75 fd 75 47 74
fd 74 3b 73 41 73 fd 71 fd
70 fd 71 fd 70 7b 6f fd 6f
68 6e fd 6e 65 6d fd 6e
2c 6d 39 6¢ fd 6b fd 6¢ 50
6a fd 6a 01 68 fd 68 1f 67
fd 64 fd 63 fd 63 36 62 17
62 fd 61 fd 61 3e 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00

53 51 4¢ 69 74 65 20 66
6f 72 6d 61 74 20 33 00
fd 00 02 02 00 40 20 20
00 00 00 03 00 00 00 03
00 00 00 00 00 00 00 00
00 00 00 01 00 00 00 04
00 00 00 00 00 00 00 00
00 00 00 01 00 00 00 Oc
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 03
00 2e 6a fd 0d 7f fd 00 02
7d fd 00 7d fd 7f fd 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00

Ascii

SQLite format 3@ .&K.j-
a>~|0{
dzzz"yy3xxKwvuuGit;sAs

gpap{ooh
nnemn,m9lkIPjjhhgdccéb
baa>

SQLite format 3@ .j}}

Completion

success or wait

success or wait

Count

10

1

Source Address

FD69A6

FD69A6

Symbol

CopyFileA

CopyFileA
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File Path Offset Length Value Ascii Completion Count Source Address Symbol

C:\Users\user\AppData\Local\Te 0
mp\spanuNssGOkGarHs\3b6N2Xdh3C
Ywplaces.sqlite

524288 53514c6974652066 SQLite format 3@ .&K.-  success or wait 10 FD69A6 CopyFileA
6f726d 6174203300  a>~|0{
fd 00 02 02 004020 20  dzzz"yy3xxKwvuuGtt;sAs
00 00 00 02 00 0000 2e  gpgp{ooh
00 00 00 00 00 00 00 00  nnemn,m9lkIPjjhhgdcceb
00 00 00 26 00 00 00 04  baa>
00 00 00 00 00 00 00 00
00 00 00 01 00 00 00 4b
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 02
00 2e 6a fd 0d 7f fd 00 2d
61 3e 00 7e fd 7f fd 7c 30
7b 64 7a fd 7a fd 7a 22
79 fd 79 33 78 fd 78 4b
77 fd 76 fd 75 fd 75 47 74
fd 74 3b 73 41 73 fd 71 fd
70 fd 71 fd 70 7b 6f fd 6f
68 6e fd 6e 65 6d fd 6e
2c¢ 6d 39 6¢ fd 6b fd 6¢ 50
6a fd 6a 01 68 fd 68 1f 67
fd 64 fd 63 fd 63 36 62 17
62 fd 61 fd 61 3e 00 00

00 00 00 00 00 00 00 00

00 00 00 00 00 00 00 00

00 00 00 00 00 00 00 00

00 00 00 00 00 00 00 00

00 00 00 00 00 00 00 00

00 00 00 00 00 00 00 00

00 00 00 00 00 00 00
File Read
File Path Offset Length Completion Count Source Address Symbol
C:\ProgramData\MPGPH131\MPGPH131.exe 0 1998848 success or wait 1 F48BE4 ReadFile
C:\ProgramData\MPGPH131\MPGPH131.exe 0 4096 success or wait 1 F48BE4 ReadFile
C:\Users\user\AppData\Local\Temp\spanuNssGOkGarHs\Ei8DrAmaYu 0 100 end of file 1 1045968 ReadFile
9Ksignons.sqlite
C:\Users\user\AppData\Local\Temp\spanuNssGOkGarHs\8ghN89CsjO 0 100 end of file 1 1045968 ReadFile
W1signons.sqlite
C:\Users\user\AppData\Local\Temp\spanuNssGOkGarHs\D87fZN3R3j 0 100 success or wait 1 1045968 ReadFile
Feplaces.sqlite
C:\Users\user\AppData\Local\Temp\spanuNssGOkGarHs\D87fZN3R3j 0 32768 success or wait 1 1045968 ReadFile
Feplaces.sqlite
C:\Users\user\AppData\Local\Temp\spanuNssGOkGarHs\02zdBX|47¢c 0 100 success or wait 1 1045968 ReadFile
vzcookies.sqlite
C:\Users\user\AppData\Local\Temp\spanuNssGOkGarHs\02zdBX|47¢c 0 32768 success or wait 1 1045968 ReadFile
vzcookies.sglite
C:\Users\user\AppData\Local\Temp\spanuNssGOkGarHs\02zdBX|47¢c 0 16 success or wait 1 1045968 ReadFile
vzcookies.sglite
C:\Users\user\AppData\Local\Temp\spanuNssGOkGarHs\3b6N2Xdh3C 0 100 success or wait 1 1045968 ReadFile
Ywplaces.sqlite
C:\Users\user\AppData\Local\Temp\spanuNssGOkGarHs\3b6N2Xdh3C 0 32768 success or wait 1 1045968 ReadFile
Ywplaces.sqlite
C:\Users\user\AppData\Local\Temp\spanuNssGOkGarHs\3b6N2Xdh3C 0 16 success or wait 1 1045968 ReadFile

Ywplaces.sqlite

Analysis Process: WerFault.exe PID: 1836, Parent PID: 6556

General

Target ID: 10

Start time: 01:32:21

Start date: 07/05/2024

Path: C:\Windows\SysWOW64\WerFault.exe

Wow64 process (32bit):

Commandline:
Imagebase:
File size:

MD5 hash:

Has elevated privileges:

true

C:\Windows\SysWOW64\WerFault.exe -u -p 6556 -s 1888
0x970000

483'680 bytes
C31336C1EFC2CCB44B4326EA793040F2

true
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Has administrator
privileges:

Programmed in:

true

C, C++ or other language

Reputation: high
Has exited: true
File Activities
File Created
File Path Access Attributes Options Completion
C:\ProgramData\Microsoft\Windo delete | generic  device delete on close  success or wait
ws\WER\Temp\3e5f863b-f117-4412-96b2-5ca580be5846  read | generic

write
C:\ProgramData\Microsoft\Windows\WER\Temp\c5f97f31-  delete | generic  device delete onclose  success or wait
b48a-4bd6-9736-b5eff0de2748 read | generic

write
C:\ProgramData\Microsoft\Windo delete | generic  device delete on close  success or wait
ws\WER\ReportArchive\811ef8a0-c1ec-4a3d-b4c1- read | generic
b1076f54e2e9 write
C:\ProgramData\Microsoft\Windo delete | generic  device delete on close  success or wait
ws\WER\ReportQueue\fbeddbca-a215-40e0-b998- read | generic
2d08ae692e26 write
C:\ProgramData\Microsoft\Windo read attributes |  device synchronous io  success or wait
ws\WER\Temp\WER2FC2.tmp synchronize | non alert | non

generic read directory file
C:\ProgramData\Microsoft\Windo read attributes |  device synchronous io  success or wait
ws\WER\Temp\WER2FC2.tmp.dmp synchronize | non alert | non

generic read | directory file

generic write
C:\ProgramData\Microsoft\Windo read attributes |  device synchronous io  success or wait
ws\WER\Temp\WER3215.tmp synchronize | non alert | non

generic read directory file
C:\ProgramData\Microsoft\Windo read attributes |  device synchronous io  success or wait
ws\WER\Temp\WER3215.tmp.WERInternalMetadata.xml  synchronize | non alert | non

generic read | directory file

generic write
C:\ProgramData\Microsoft\Windo read attributes |  device synchronous io  success or wait
ws\WER\Temp\WER3245.tmp synchronize | non alert | non

generic read directory file
C:\ProgramData\Microsoft\Windo read attributes |  device synchronous io  success or wait
ws\WER\Temp\WER3245.tmp.xml synchronize | non alert | non

generic read | directory file

generic write
C:\ProgramData\Microsoft\Windo delete | generic  device delete on close  success or wait
ws\WER\Temp\d887ac29-8cd1-4b63-b1ef-2d8cde99167e  read | generic

write
C:\ProgramData\Microsoft\Windo read data or list  device directory file | success or wait
ws\WER\ReportQueue\AppCrash_bU directory | synchronous io
HMqg54m6Q.exe_7f5678ff3d44ce164 synchronize non alert | open
b9187a831663245298324_7fe652d7_b9d6888b-1509- for backup ident
4a56-aeb6-1b74ada72881 | open reparse

point

C:\ProgramData\Microsoft\Windo delete | generic  device delete on close  success or wait
ws\WER\ReportQueue\AppCrash_bU read | generic
HMa54m6Q.exe_75678ff3d44ce164 write
b9187a831663245298324_7fe652d7_b9d6888b-1509-
4a56-aeb6-1b74ada72881\ed909821-f24f-40c5-bb08-
657de0a62401
C:\ProgramData\Microsoft\Windo read attributes |  device synchronous io  success or wait
ws\WER\ReportQueue\AppCrash_bU synchronize | non alert | non
HMqg54m6Q.exe_7f5678ff3d44ce164 generic write directory file
b9187a831663245298324_7fe652d7_b9d6888b-1509-
4a56-aeb6-1b74ada72881\Report.wer
File Path Completion
File Written
File Path Offset Length Value Ascii Completion
C:\ProgramData\Microsoft\Windo 0 32 4d 44 4d 50 fd fd 61 fd 0f MDMPa hof success or wait

ws\WER\Temp\WER2FC2.tmp.dmp

C:\ProgramData\Microsoft\Windo 9904 6 00 00 00 00 00 00

00 00 00 20 00 00 00 00

00 00 00 fd 68 39 66 fd
0512 00 00 00 00 00

ws\WER\Temp\WER2FC2.tmp.dmp

Copyright Joe Security LLC 2024

success or wait

Count

Count

1

1

Count

1

6C806C4D

6C806C4D

6C806C4D

6C806C4D

6C806C4D

6C806C4D

6C806C4D

6C806C4D

6C806C4D

6C806C4D

6C806C4D

6C806C4D

6C806C4D

6C806C4D

Source Address

Source Address

6C806C4D

6C806C4D

Source Address

Symbol

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

Symbol

Symbol

unknown

unknown
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File Path Offset Length Value Ascii Completion Count Source Address Symbol

C:\ProgramData\Microsoft\Windo 212 1420 00 00 06 00 08 fd 04 01 eJ&GenuinelntelTzh9f02  success or wait 1 6C806C4D unknown
ws\WER\Temp\WER2FC2.tmp.dmp 0a 00 00 00 00 00 00 00  W. Europe Standard

65 4a 00 00 02000000 TimeW. Europe Summer

fd 26 00 00 00 01 0000  Time

47 65 6e 75 69 6e 65 49

6e 74 65 6¢ fd 06 08 00

fd fd fd Of 00 00 00 00 54

05 00 00 fd 03 00 00 fd

19 00 00 7a 68 39 66 00

00 00 00 01 00 00 00 fd

07 00 00 fd 07 00 00 fd

07 00 00 01 00 00 00 01

00 00 00 00 30 00 00 32

00 00 00 00 00 00 00 02

00 00 00 fd fd fd fd 57 00

2e 00 20 00 45 00 75 00

72 00 6f 00 70 00 65 00

20 00 53 00 74 00 61 00

6e 00 64 00 61 00 72 00

64 00 20 00 54 00 69 00

6d 00 65 00 00 00 00 00

00 00 00 00 00 00 00 00

00 00 00 00 00 00 00 00

0a 00 00 00 05 00 03 00

00 00 00 00 00 00 00 00

00 00 57 00 2e 00 20 00

4500 75 00 72 00 6f 00

70 00 65 00 20 00 53 00

75 00 6d 00 6d 00 65 00

72 00 20 00 54 00 69 00

6d 00 65 00 00 00 00 00

00 00 00 00 00

C:\ProgramData\Microsoft\Windo 11882 716 70001 0000000000  +S++e# 9CwW8p?wH#F+ success or wait 1 6C806C4D unknown

ws\WER\Temp\WER2FC2.tmp.dmp 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 fd fd fd fd fd
fd fd fd fd fd fd fd fd fd fd
fd fd fd fd fd fd fd fd fd fd
fd fd fd fd fd fd fd fd fd fd
fd fd fd fd fd fd fd fd fd fd
fd fd fd fd fd fd fd fd fd fd
fd fd fd fd fd fd fd fd fd fd
fd fd fd fd fd fd fd fd fd fd
fd fd fd fd fd fd fd fd fd fd
fd fd fd fd fd fd fd fd fd fd
fd fd fd fd fd fd fd fd fd fd
fd fd fd fd fd fd fd 2b 00
00 00 53 00 00 00 2b 00
00 00 2b 00 00 00 fd 65
23 01 02 00 00 00 00 00
00 00 60 39 43 77 38 fd
fd 00 08 fd fd 00 18 fd fd
00 fd 70 3f 77 23 00 00
00 46 02 00 00 fd fd fd 00
2b 00 00 00 fd fd fd fd fd
fd fd fd fd fd fd fd fd fd fd
fd fd fd fd fd fd fd fd fd fd
fd fd fd fd fd fd fd fd fd fd
fd fd fd fd fd fd fd fd fd fd

fd fd fd fd fd fd
C:\ProgramData\Microsoft\Windo 1632 168 fd 16 00 00 00 00 00 00  tp?w 9Cw,"@8B#8w,. success or wait 1 6C806C4D unknown
ws\WER\Temp\WER2FC2.tmp.dmp 74 03 00 fd 01 00 00 00

00 00 00 00 00 00 00 00

fd 70 3f 77 00 00 00 00
0100 00 00 00 00 00 00
60 39 43 77 00 00 00 00
fd 01 00 00 00 00 00 00
2c fd 22 01 00 00 00 00
11 00 00 00 00 00 00 00
fd fd fd 00 00 00 00 00 00
00 fd 00 00 00 00 00 fd fd
fd 00 00 00 00 00 11 00
00 00 00 00 00 00 40 fd
fd 00 00 00 00 00 38 42
230100 00 00 00 fd fd fd
00 00 00 00 00 00 fd 38
77 00 00 00 00 fd 2c fd
02 00 00 00 00 fd fd fd fd
fd fd fd fd fd fd fd 00 00
00 00 00 fd 02 00 00 6a

2e 00 00
C:\ProgramData\Microsoft\Windo 20474 20 2d 00 00 00 00 fd fd 00 -R success or wait 45 6C806C4D unknown
ws\WER\Temp\WER2FC2.tmp.dmp 00 00 00 00 fd 04 00 00

fd 52 00 00
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER2FC2.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER2FC2.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER2FC2.tmp.dmp

Copyright Joe Security LLC 2024

Offset

21198

90342

1800

Length Value

1192

256

4

00 00 00 04 fd fd fd fd 00
00 51 00 fd 5d 43 77 fd
0a 22 01 00 00 00 00 00
0022 01 40 5b 43 77 00
00 00 00 00 00 00 00 00
00 00 00 70 13 fd 76 00
00 00 00 00 00 00 00 00
00 fd 00 00 00 00 00 30
5d 43 77 fd fd fd fd 03 00
00 00 00 00 fd 7f 00 00
00 00 50 07 fd 7f 00 00 fd
7t 28 02 fd 7f 50 06 fd 7f
04 00 00 00 00 00 00 00
00 00 00 00 00 fd fd 07
6d fd fd fd 00 00 10 00 00
20 00 00 00 00 01 00 00
10 00 00 03 00 00 00 10
00 00 00 40 48 43 77 00
00 00 00 00 00 00 00 00
00 00 00 fd 33 43 77 Oa
00 00 00 00 00 00 00 65
4a 00 00 02 00 00 00 02
00 00 00 06 00 00 00 00
00 00 00 03 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00

fd 74 2d 51 68 44 3b 33
77 6a 00 6a 65 fd 5b fd fd
fd fd fd 10 fd 7d 08 00 74
15 fd 65 fd 00 fd fd 07 33
fd 40 cb 65 fd fd 45 fd fd
fd fd fd fd 45 fd fd 45 fd
33 fd 40 fd 45 fd fd 65 fd
00 fd 45 fd Oc 39 77 fd 45
fd fd 45 fd fd 45 fd fd 4d
fd fd 12 00 00 00 fd 4d fd
64 fd 0d 00 00 00 00 59
5f 5e 5b fd fd 04 00 6a 18
68 fd fd 41 77 fd 0d fd fd
fd 65 fd 00 51 fd 2d 1c fd
fd fd 33 fd 4d fd 01 fd 00
fd 45 09 4d fd 45 fd 6a 00
fd 45 fd fd 70 04 fd 45 fd
fd 30 fd 38 fd fd fd 75 fd
6a fd fd 7f fd fd fd 33 fd 40
cb 65 fd fd 45 fd fd fd fd fd
fd 4d fd 64 fd 0d 00 00 00
00 59 5f 5e 5b fd cd fd 00
fd fd fd 56 fd fd fd 12 77
0Ob fd fd fd fd fd fd fd fd 14
76 14 fd 00 00 00 fd fd 74
0f fd fd 58 fd fd fd fd fd 1a
77 04 fd 01 5e fd 32 fd

0b 00 00 00

Ascii Completion Count Source Address

QJCw""'@[Cwpv0]CWP(P  success or wait 44 6C806C4D
m @HCw3CwedJ

t success or wait 1 6C806C4D
QhD;3wjje[}te3@eEEE3

@EeE9WEE

EMMdY_*[jhAweQ-

3MEME]EpE08uj3@

eEMdAY_A[VwvtXw"2

success or wait 11 6C806C4D

Symbol

unknown

unknown

unknown
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER2FC2.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER2FC2.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER2FC2.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER2FC2.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER2FC2.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER2FC2.tmp.dmp

Copyright Joe Security LLC 2024

Offset

12598

2284

2344

9910

9044

11708

Length Value

716

48

34

120

54

3f 00 01 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 fd fd fd fd fd
fd fd fd fd fd fd fd fd fd fd
fd fd fd fd fd fd fd fd fd fd
fd fd fd fd fd fd fd fd fd fd
fd fd fd fd fd fd fd fd fd fd
fd fd fd fd fd fd fd fd fd fd
fd fd fd fd fd fd fd fd fd fd
fd fd fd fd fd fd fd fd fd fd
fd fd fd fd fd fd fd fd fd fd
fd fd fd fd fd fd fd fd fd fd
fd fd fd fd fd fd fd fd fd fd
fd fd fd fd fd fd fd 2b 00
00 00 53 00 00 00 2b 00
00 00 2b 00 00 00 fd fd fd
fd 00 00 00 00 00 00 00
00603943 77 38 fd fd
00 00 00 00 00 fd fd fd 00
4c 30 38 77 23 00 00 00
06 02 00 00 fd fd fd 00 2b
00 00 00 fd fd fd fd fd fd
fd fd fd fd fd fd fd fd fd fd
fd fd fd fd fd fd fd fd fd fd
fd fd fd fd fd fd fd fd fd fd
fd fd fd fd fd fd fd fd fd fd
fd fd fd fd fd

7c¢ 0c 00 00 01 00 00 00
00 fd 00 00 00 00 00 00
00 fd fd 00 00 00 00 00 fd
fd fd 05 00 00 00 00 04
0a 00 00 2e 22 01 00 fd
02 00 00 2e 4d 00 00

3f 00 00 00

1¢ 00 00 00 62 00 55 00
48 00 4d 00 71 00 35 00
34 00 6d 00 36 00 51 00
2e 00 65 00 78 00 65 00
00 00

00 00 30 77 00 00 00 00
00 fd 00 00 fd fd 00 00 fd
cb 37 fd 2d 00 00 fd 04 fd
fd 00 00 01 00 00 00 Oa
00 fd 02 61 4a 00 00 Oa
00 fd 02 61 4a 3f 00 00
00 00 00 00 00 04 00 04
00 02 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 Oc 00 00 00 18 00 00
00 04 00 00 00

30 00 00 00 72 00 65 00
73 00 6f 00 75 00 72 00
63 00 65 00 70 00 6f 00
6¢ 00 69 00 63 00 79 00
63 00 6¢ 00 69 00 65 00
6e 00 74 00 2e 00 64 00
6¢ 00 6¢ 00 00 00

Ascii

?+S++ 9CwWBLOBW#+

"M

bUHMg54m6Q.exe

Ow7-adJad?

Oresourcepolicyclient.dll

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count

11

63

63

4

Source Address

6C806C4D

6C806C4D

6C806C4D

6C806C4D

6C806C4D

6C806C4D

Symbol

unknown

unknown

unknown

unknown

unknown

unknown
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER2FC2.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER2FC2.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER2FC2.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER3215.tmp.WERIn
ternalMetadata.xml

Copyright Joe Security LLC 2024

Offset

9236

90598 30882

32

0

Length Value

668

120

00 00 fd 6e 00 00 00 00
00 fd 0d 00 fd 58 Oe 00 fd
6b 07 fd 4c 2e 00 00 01
00 0f 00 5a 62 02 00 00
10 00 00 0d fd 0f 00 02
00 00 00 fd fd 13 00 00
00 0100 00 00 01 00 00
00 00 00 fd fd fd 7f 00 00
00 00 0f 00 00 00 00 00
00 00 04 00 00 00 00 70
fd 02 00 00 00 00 00 fd fd
02 00 00 00 00 fd fd 01
0000 01 00 00 00 00 00
00 fd fd fd fd 00 00 00 00
fd 55 05 00 00 00 00 00
fd fd 05 00 00 00 00 00
00 00 00 00 00 00 00 00
fd fd 19 00 00 00 00 00 fd
27 06 00 00 00 00 00 40
fd 1f 00 00 00 00 00 18 fd
06 00 00 00 00 00 72 fd
fd fd 00 00 00 00 62 fd 61
27 00 00 00 00 20 68 52
20 00 00 00 00 fd 30 fd
00 00 00 00 00 fd 7e 01
00 fd fd 01 00 0f fd 05 00
fd 35 09 00 fd 27 06 00
0d fd 1f 00 18 fd 06 00 7e
fd 39 00 26 2f 01 00 fd 36
13 00 00 00 00 00 fd 42
23 00 6e fd 06

0a 00 00 00 45 00 76 00
65 00 6e 00 74 00 00 00
00 00 00 00 06 00 00 00
08 00 00 00 00 00 00 00
0100 00 00 0a 00 00 00
45 00 76 00 65 00 6e 00
7400 00 00 00 00 00 00
06 00 00 00 08 00 00 00
0100 00 00 00 00 00 00
28 00 00 00 57 00 61 00
69 00 74 00 43 00 6f 00
6d 00 70 00 6¢ 00 65 00
74 00 69 00 6f 00 6e 00
50 00 61 00 63 00 6b 00
65 00 74 00 00 00 18 00
00 00 49 00 6f 00 43 00
6f 00 6d 00 70 00 6¢ 00
65 00 74 00 69 00 6f 00
6e 00 00 00 1e 00 00 00
54 00 70 00 57 00 6f 00
72 00 6b 00 65 00 72 00
46 00 61 00 63 00 74 00
6f 00 72 00 79 00 00 00
0Oe 00 00 00 49 00 52 00
54 00 69 00 6d 00 65 00
7200 00 00 28 00 00 00
57 00 61 00 69 00 74 00
43 00 6f 00 6d 00 70 00
6c 00 65 00 74 00 69 00
6f 00 6e 00 50 00 61 00
63 00 6b 00 65 00 74 00
00 00 Oe 00 00 00 49

03 00 00 00 14 02 00 00
08 07 00 00 04 00 00 00
fd 1a 00 00 28 09 00 00
0e 00 00 00 6¢ 00 00 00
fd 23 00 00 05 00 00 00
fd 02 00 00 fd 4f 00 00 06
00 00 00 fd 00 00 00 60
06 00 00 07 00 00 00 38
00 00 00 fd 00 00 00 Of
00 00 00 54 05 00 00 Oc
0100 00 Oc 00 00 00 48
4a 00 00 40 fd 01 00 15
00 00 00 fd 01 00 00 2¢
2400 00 16 00 00 00 fd
00 00 00 18 26 00 00

fd fd

Ascii

nXkL.ZbpU'@rba' hR
0~5'~9&/6B#n

Completion

success or wait

EventEvent(WaitCompleti success or wait

onPacke
tloCompletionTpWorkerF
actorylR
Timer(WaitCompletionPa
cketl

(I#O"8THJ@,$&

success or wait

success or wait

Count

1

1

1

1

Source Address

6C806C4D

6C806C4D

6C806C4D

6C806C4D

Symbol

unknown

unknown

unknown

unknown
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER3215.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER3215.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER3215.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER3215.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER3215.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER3215.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER3215.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER3215.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER3215.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER3215.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER3215.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER3215.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER3215.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER3215.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER3215.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER3215.tmp.WERIn
ternalMetadata.xml

Copyright Joe Security LLC 2024

Offset

2

80

84

122

126

128

172

176

180

262

266

270

310

314

318

400

Length

78

38

44

82

40

82

Value

3c 00 3f 00 78 00 6d 00
6¢ 0020 00 76 00 65 00
72 00 73 00 69 00 6f 00
6e 00 3d 00 22 00 31 00
2e 00 30 00 22 00 20 00
65 00 6e 00 63 00 6f 00
64 00 69 00 6e 00 67 00
3d 00 22 00 55 00 54 00
46 00 2d 00 31 00 36 00
22 00 3f 00 3e 00

0d 00 0a 00

3c 00 57 00 45 00 52 00
52 00 65 00 70 00 6f 00
7200 74 00 4d 00 65 00
7400 61 00 64 00 61 00
7400 61 00 3e 00

0d 00 0a 00

09 00

3c 00 4f 00 53 00 56 00
6500 72 00 73 00 69 00
6f 00 6e 00 49 00 6e 00
66 00 6f 00 72 00 6d 00
61 00 74 00 69 00 6f 00
6e 00 3e 00

0d 00 0a 00

09 00

3c 00 57 00 69 00 6e 00
64 00 6f 00 77 00 73 00
4e 00 54 00 56 00 65 00
7200 73 00 69 00 6f 00
6e 00 3e 00 31 00 30 00
2e 00 30 00 3c 00 2f 00
57 00 69 00 6e 00 64 00
6f 00 77 00 73 00 4e 00
54 00 56 00 65 00 72 00
73 00 69 00 6f 00 6e 00
3e 00

0d 00 0a 00

09 00

3c 00 42 00 75 00 69 00
6¢ 00 64 00 3e 00 31 00
39 00 30 00 34 00 35 00
3c 00 2f 00 42 00 75 00
69 00 6¢ 00 64 00 3e 00

0d 00 0a 00

09 00

3c 00 50 00 72 00 6f 00
64 00 75 00 63 00 74 00
3e 00 28 00 30 00 78 00
33 00 30 00 29 00 3a 00
20 00 57 00 69 00 6e 00
64 00 6f 00 77 00 73 00
2000 31 00 30 00 20 00
50 00 72 00 6f 00 3¢ 00

2f 00 50 00 72 00 6f 00

64 00 75 00 63 00 74 00
3e 00

0d 00 0a 00

Ascii

<?xml version="1.0"
encoding="UTF-16"?>

<WERReportMetadata>

<OSVersionInformation>

<WindowsNTVersion>10.
0</WindowsNTVersion>

<Build>19045</Build>

<Product>(0x30):
Windows 10 Pr
o</Product>

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count

1

1

Source Address

6C806C4D

6C806C4D

6C806C4D

6C806C4D

6C806C4D

6C806C4D

6C806C4D

6C806C4D

6C806C4D

6C806C4D

6C806C4D

6C806C4D

6C806C4D

6C806C4D

6C806C4D

6C806C4D

Symbol

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER3215.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER3215.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER3215.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER3215.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER3215.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER3215.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER3215.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER3215.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER3215.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER3215.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER3215.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER3215.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER3215.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER3215.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER3215.tmp.WERIn
ternalMetadata.xml

Copyright Joe Security LLC 2024

Offset

404

408

470

474

478

616

620

624

674

678

682

754

758

762

826

Length

2

62

138

50

72

64

Value

09 00

3c 00 45 00 64 00 69 00
74 00 69 00 6f 00 6e 00

3e 00 50 00 72 00 6f 00

66 00 65 00 73 00 73 00
69 00 6f 00 6e 00 61 00

6¢ 00 3¢ 00 2f 00 45 00

64 00 69 00 74 00 69 00
6f 00 6e 00 3e 00

0d 00 0a 00

09 00

3c 00 42 00 75 00 69 00
6¢c 00 64 00 53 00 74 00
7200 69 00 6e 00 67 00
3e 00 31 00 39 00 30 00
3400 31 00 2e 00 32 00
30 00 30 00 36 00 2e 00
61 00 6d 00 64 00 36 00
34 00 66 00 72 00 65 00
2e 00 76 00 62 00 5f 00
7200 65 00 6¢ 00 65 00
6100 73 00 65 00 2e 00
310039 00 31 00 32 00
30 00 36 00 2d 00 31 00
3400 30 00 36 00 3c 00
2f 00 42 00 75 00 69 00
6¢c 00 64 00 53 00 74 00
7200 69 00 6e 00 67 00
3e 00

0d 00 0a 00

09 00

3c 00 52 00 65 00 76 00
69 00 73 00 69 00 6f 00
6e 00 3e 00 32 00 30 00
30 00 36 00 3c 00 2f 00
52 00 65 00 76 00 69 00
73 00 69 00 6f 00 6e 00
3e 00

0d 00 0a 00

09 00

3c 00 46 00 6¢ 00 61 00
76 00 6f 00 72 00 3e 00
4d 00 75 00 6¢ 00 74 00
69 00 70 00 72 00 6f 00
63 00 65 00 73 00 73 00
6f 00 72 00 20 00 46 00
72 00 65 00 65 00 3c 00
2f 00 46 00 6¢ 00 61 00
76 00 6f 00 72 00 3e 00

0d 00 0a 00

09 00

3c 00 41 00 72 00 63 00
68 00 69 00 74 00 65 00
63 00 74 00 75 00 72 00
65 00 3e 00 58 00 36 00
34 00 3¢ 00 2f 00 41 00
72 00 63 00 68 00 69 00
74 00 65 00 63 00 74 00
7500 72 00 65 00 3e 00

0d 00 0a 00

Ascii

<Edition>Professional</E
dition>

<BuildString>19041.2006
.amd64f
re.vb_release.191206-
1406</BuildString>

<Revision>2006</Revisio
n>

<Flavor>Multiprocessor
Free</Flavor>

<Architecture>X64</Archi
tecture>

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count

2

Source Address

6C806C4D

6C806C4D

6C806C4D

6C806C4D

6C806C4D

6C806C4D

6C806C4D

6C806C4D

6C806C4D

6C806C4D

6C806C4D

6C806C4D

6C806C4D

6C806C4D

6C806C4D

Symbol

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER3215.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER3215.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER3215.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER3215.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER3215.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER3215.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER3215.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER3215.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER3215.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER3215.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER3215.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER3215.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER3215.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER3215.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER3215.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER3215.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER3215.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER3215.tmp.WERIn
ternalMetadata.xml

Copyright Joe Security LLC 2024

Offset

830

834

868

872

874

920

924

926

966

970

974

1004

1008

1012

1086

1090

1094

1184

Length

2

34

46

40

30

74

4

2

90

4

Value

09 00

3c 00 4c 00 43 00 49 00
44 00 3e 00 32 00 30 00
3500 37 00 3¢ 00 2f 00

4c 00 43 00 49 00 44 00
3e 00

0d 00 0a 00

09 00

3c 00 2f 00 4f 00 53 00
56 00 65 00 72 00 73 00
69 00 6f 00 6e 00 49 00
6e 00 66 00 6f 00 72 00
6d 00 61 00 74 00 69 00
6f 00 6e 00 3e 00

0d 00 0a 00

09 00

3c 00 50 00 72 00 6f 00
63 00 65 00 73 00 73 00
49 00 6e 00 66 00 6f 00
7200 6d 00 61 00 74 00
69 00 6f 00 6e 00 3e 00

0d 00 0a 00

09 00

3c 00 50 00 69 00 64 00
3e 00 36 00 35 00 35 00
36 00 3¢ 00 2f 00 50 00
69 00 64 00 3e 00

0d 00 0a 00

09 00

3c 00 49 00 6d 00 61 00
67 00 65 00 4e 00 61 00
6d 00 65 00 3e 00 62 00
55 00 48 00 4d 00 71 00
3500 34 00 6d 00 36 00
51 00 2e 00 65 00 78 00
65 00 3¢ 00 2f 00 49 00
6d 00 61 00 67 00 65 00
4e 00 61 00 6d 00 65 00
3e 00

0d 00 0a 00

09 00

3c 00 43 00 6d 00 64 00
4c 00 69 00 6e 00 65 00
53 00 69 00 67 00 6e 00
6100 74 00 75 00 72 00
65 00 3e 00 30 00 30 00
30 00 30 00 30 00 30 00
30 00 30 00 3c 00 2f 00
43 00 6d 00 64 00 4c 00
69 00 6e 00 65 00 53 00
69 00 67 00 6e 00 61 00
7400 75 00 72 00 65 00
3e 00

0d 00 0a 00

Ascii

<LCID>2057</LCID>

</OSVersionInformation>

<ProcessInformation>

<Pid>6556</Pid>

<ImageName>bUHMq54
m6Q.exe</ImageName>

<CmdLineSignature>000
00000</Cm
dLineSignature>

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count

2

1

2

1

1

Source Address

6C806C4D

6C806C4D

6C806C4D

6C806C4D

6C806C4D

6C806C4D

6C806C4D

6C806C4D

6C806C4D

6C806C4D

6C806C4D

6C806C4D

6C806C4D

6C806C4D

6C806C4D

6C806C4D

6C806C4D

6C806C4D

Symbol

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER3215.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER3215.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER3215.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER3215.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER3215.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER3215.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER3215.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER3215.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER3215.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER3215.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER3215.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER3215.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER3215.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER3215.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER3215.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
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Copyright Joe Security LLC 2024

Offset

1188

1192

1236

1240

1244

1326

1330

1334

1386

1390

1394

1438

1442

1448

1536

1540

Length

2

44

82

52

44

88

4

2

Value

09 00

3c 00 55 00 70 00 74 00
69 00 6d 00 65 00 3e 00
310031 00 37 00 37 00
30 00 3¢ 00 2f 00 55 00
70 00 74 00 69 00 6d 00
65 00 3e 00

0d 00 0a 00

09 00

3c 00 57 00 6f 00 77 00
36 00 34 00 20 00 67 00
7500 65 00 73 00 74 00
3d 00 22 00 33 00 33 00
3200 22 00 20 00 68 00
6f 00 73 00 74 00 3d 00
2200 33 00 34 00 34 00
30 00 34 00 22 00 3e 00
31 00 3¢ 00 2f 00 57 00
6f 00 77 00 36 00 34 00
3e 00

0d 00 0a 00

09 00

3c 00 49 00 70 00 74 00
45 00 6e 00 61 00 62 00
6c 00 65 00 64 00 3e 00
30 00 3¢ 00 2f 00 49 00
70 00 74 00 45 00 6e 00
61 00 62 00 6¢ 00 65 00
64 00 3e 00

0d 00 0a 00

09 00

3c 00 50 00 72 00 6f 00
63 00 65 00 73 00 73 00
56 00 6d 00 49 00 6e 00
66 00 6f 00 72 00 6d 00
61 00 74 00 69 00 6f 00
6e 00 3e 00

0d 00 0a 00

09 00

3c 00 50 00 65 00 61 00
6b 00 56 00 69 00 72 00
7400 75 00 61 00 6¢ 00
53 00 69 00 7a 00 65 00
3e 00 31 00 35 00 39 00
30 00 37 00 32 00 32 00
35 00 36 00 3c 00 2f 00
50 00 65 00 61 00 6b 00
56 00 69 00 72 00 74 00
7500 61 00 6¢ 00 53 00
69 00 7a 00 65 00 3e 00

0d 00 0a 00

09 00

Ascii

<Uptime>11770</Uptime
>

<Wow64 guest="332"
host="34404
">1</Wow64>

<IptEnabled>0</IptEnabl
ed>

<ProcessVminformation>

<PeakVirtualSize>15907
2256</PeakVirtualSize>

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count

2

1

3

Source Address

6C806C4D

6C806C4D

6C806C4D

6C806C4D

6C806C4D

6C806C4D

6C806C4D

6C806C4D

6C806C4D

6C806C4D

6C806C4D

6C806C4D

6C806C4D

6C806C4D

6C806C4D

6C806C4D

Symbol

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER3215.tmp.WERIn

ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER3215.tmp.WERIn

ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER3215.tmp.WERIn

ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER3215.tmp.WERIn

ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER3215.tmp.WERIn

ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER3215.tmp.WERIn

ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER3215.tmp.WERIn

ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER3215.tmp.WERIn

ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER3215.tmp.WERIn

ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER3215.tmp.WERIn

ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER3215.tmp.WERIn

ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER3215.tmp.WERIn

ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER3215.tmp.WERIn

ternalMetadata.xml

Copyright Joe Security LLC 2024

Offset

1546

1618

1622

1628

1704

1708

1714

1812

1816

1822

1904

1908

1914

Length

72

4

2

76

4

2

98

4

2

82

4

2

114

Value

3c 00 56 00 69 00 72 00
7400 75 00 61 00 6¢ 00
53 00 69 00 7a 00 65 00
3e 00 31 00 34 00 38 00
39 00 38 00 37 00 39 00
30 00 34 00 3c 00 2f 00
56 00 69 00 72 00 74 00
7500 61 00 6¢ 00 53 00
69 00 7a 00 65 00 3e 00

0d 00 0a 00

09 00

3c 00 50 00 61 00 67 00
65 00 46 00 61 00 75 00
6¢ 00 74 00 43 00 6f 00
75 00 6e 00 74 00 3e 00
310032 00 31 00 30 00
35 00 3¢ 00 2f 00 50 00
6100 67 00 65 00 46 00
6100 75 00 6¢ 00 74 00
43 00 6f 00 75 00 6e 00
74 00 3e 00

0d 00 0a 00

09 00

3c 00 50 00 65 00 61 00
6b 00 57 00 6f 00 72 00
6b 00 69 00 6e 00 67 00
53 00 65 00 74 00 53 00
69 00 7a 00 65 00 3e 00
3200 34 00 36 00 34 00
39 00 37 00 32 00 38 00
3c 00 2f 00 50 00 65 00
61 00 6b 00 57 00 6f 00
72 00 6b 00 69 00 6e 00
67 00 53 00 65 00 74 00
53 00 69 00 7a 00 65 00
3e 00

0d 00 0a 00

09 00

3c 00 57 00 6f 00 72 00
6b 00 69 00 6e 00 67 00
53 00 65 00 74 00 53 00
69 00 7a 00 65 00 3e 00
3200 32 00 33 00 37 00
36 00 34 00 34 00 38 00
3c 00 2f 00 57 00 6f 00
72 00 6b 00 69 00 6e 00
67 00 53 00 65 00 74 00
53 00 69 00 7a 00 65 00
3e 00

0d 00 0a 00

09 00

3c 00 51 00 75 00 6f 00
7400 61 00 50 00 65 00
61 00 6b 00 50 00 61 00
67 00 65 00 64 00 50 00
6f 00 6f 00 6¢ 00 55 00
73 00 61 00 67 00 65 00
3e 00 32 00 32 00 35 00
3500 32 00 30 00 3c 00
2f 00 51 00 75 00 6f 00
74 00 61 00 50 00 65 00
61 00 6b 00 50 00 61 00
67 00 65 00 64 00 50 00
6f 00 6f 00 6¢ 00 55 00
7300 61 00 67 00 65 00
3e 00

Ascii

<VirtualSize>148987904
</VirtualSize>

<PageFaultCount>12105  success or wait

</PageFaultCount>

<PeakWorkingSetSize>2 success or wait

4649728</
PeakWorkingSetSize>

<WorkingSetSize>22376
448</WorkingSetSize>

<QuotaPeakPagedPoolU  success or wait

sage>22552
0</QuotaPeakPagedPool
Usage>

Source Address

6C806C4D

6C806C4D

6C806C4D

6C806C4D

6C806C4D

6C806C4D

6C806C4D

6C806C4D

6C806C4D

6C806C4D

6C806C4D

6C806C4D

6C806C4D

Symbol

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

Page 80 of 89



File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER3215.tmp.WERIn
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C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER3215.tmp.WERIn

ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER3215.tmp.WERIn

ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER3215.tmp.WERIn

ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER3215.tmp.WERIn

ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER3215.tmp.WERIn

ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER3215.tmp.WERIn

ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER3215.tmp.WERIn

ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER3215.tmp.WERIn

ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER3215.tmp.WERIn

ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER3215.tmp.WERIn

ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER3215.tmp.WERIn

ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER3215.tmp.WERIn

ternalMetadata.xml

Copyright Joe Security LLC 2024

Offset

2028

2032

2038

2136

2140

2146

2270

2274

2280

2388

2392

2398

2476

Length

4

2

98

4

2

124

4

2

108

4

2

78

4

Value

0d 00 0a 00

09 00

3c 00 51 00 75 00 6f 00
7400 61 00 50 00 61 00
67 00 65 00 64 00 50 00
6f 00 6f 00 6¢ 00 55 00
73 0061 00 67 00 65 00
3e 00 32 00 32 00 33 00
30 00 38 00 30 00 3c 00
2f 00 51 00 75 00 6f 00
7400 61 00 50 00 61 00
67 00 65 00 64 00 50 00
6f 00 6f 00 6¢ 00 55 00
730061 00 67 00 65 00
3e 00

0d 00 0a 00

09 00

3c 00 51 00 75 00 6f 00
74 00 61 00 50 00 65 00
61 00 6b 00 4e 00 6f 00
6e 00 50 00 61 00 67 00
65 00 64 00 50 00 6f 00
6f 00 6¢ 00 55 00 73 00
61 00 67 00 65 00 3e 00
38 00 39 00 38 00 38 00
30 00 3¢ 00 2f 00 51 00
75 00 6f 00 74 00 61 00
50 00 65 00 61 00 6b 00
4e 00 6f 00 6e 00 50 00
61 00 67 00 65 00 64 00
50 00 6f 00 6f 00 6¢ 00
5500 73 00 61 00 67 00
65 00 3e 00

0d 00 0a 00

09 00

3c 00 51 00 75 00 6f 00
74 00 61 00 4e 00 6f 00
6e 00 50 00 61 00 67 00
65 00 64 00 50 00 6f 00
6f 00 6¢ 00 55 00 73 00
61 00 67 00 65 00 3e 00
38 00 38 00 38 00 37 00
32 00 3¢ 00 2f 00 51 00
75 00 6f 00 74 00 61 00
4e 00 6f 00 6e 00 50 00
6100 67 00 65 00 64 00
50 00 6f 00 6f 00 6¢ 00
5500 73 00 61 00 67 00
65 00 3e 00

0d 00 0a 00

09 00

3c 00 50 00 61 00 67 00
65 00 66 00 69 00 6¢ 00
6500 55 00 73 00 61 00
67 00 65 00 3e 00 31 00
30 00 32 00 35 00 36 00
33 00 38 00 34 00 3c 00
2f 00 50 00 61 00 67 00
65 00 66 00 69 00 6¢ 00
6500 55 00 73 00 61 00
67 00 65 00 3e 00

0d 00 0a 00

Ascii

<QuotaPagedPoolUsage
>223080</Q
uotaPagedPoolUsage>

<QuotaPeakNonPagedP
oolUsage>89
880</QuotaPeakNonPag
edPoolUsage>

<QuotaNonPagedPoolUs
age>88872<
/QuotaNonPagedPoolUsa
ge>

<PagefileUsage>102563
84</PagefileUsage>

Completion

success or wait 1
success or wait 3
success or wait 1
success or wait 1
success or wait 3
success or wait 1
success or wait 1
success or wait 3
success or wait 1
success or wait 1
success or wait 3
success or wait 1
success or wait 1

Count

Source Address

6C806C4D

6C806C4D

6C806C4D

6C806C4D

6C806C4D

6C806C4D

6C806C4D

6C806C4D

6C806C4D

6C806C4D

6C806C4D

6C806C4D

6C806C4D

Symbol

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER3215.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER3215.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER3215.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER3215.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER3215.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER3215.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER3215.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER3215.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER3215.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER3215.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER3215.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER3215.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER3215.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER3215.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER3215.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER3215.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER3215.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER3215.tmp.WERIn
ternalMetadata.xml

Copyright Joe Security LLC 2024

Offset

2480

2486

2580

2584

2590

2664

2668

2672

2718

2722

2726

2756

2760

2766

2806

2810

2818

2848

Length

2

94

4

2

74

46

30

40

30

Value Ascii
09 00
3c 0050 0065006100 <PeakPagefileUsage>12

6b 00 50 00 61 00 67 00
65 00 66 00 69 00 6¢ 00
65 00 55 00 73 00 61 00
67 00 65 00 3e 00 31 00
32 00 34 00 39 00 36 00
38 00 39 00 36 00 3c 00
2f 00 50 00 65 00 61 00
6b 00 50 00 61 00 67 00
65 00 66 00 69 00 6¢ 00
65 00 55 00 73 00 61 00
67 00 65 00 3e 00

496896</P
eakPagefileUsage>

0d 00 0a 00

09 00

3c 00 50 00 72 00 69 00
76 00 61 00 74 00 65 00
5500 73 00 61 00 67 00
65 00 3e 00 31 00 30 00
3200 35 00 36 00 33 00
38 00 34 00 3c 00 2f 00
50 00 72 00 69 00 76 00
61 00 74 00 65 00 55 00
730061 00 67 00 65 00
3e 00

<PrivateUsage>1025638
4</PrivateUsage>

0d 00 0a 00

09 00

3c002f0050007200  </ProcessVminformation
6f 0063 0065007300 >

73 00 56 00 6d 00 49 00

6e 00 66 00 6f 00 72 00

6d 00 61 00 74 00 69 00

6f 00 6e 00 3e 00

0d 00 0a 00

09 00

3c 00 50 00 61 00 72 00
65 00 6e 00 74 00 50 00
72 00 6f 00 63 00 65 00
7300 73 00 3e 00

<ParentProcess>

0d 00 0a 00

09 00

3c 00 50 00 72 00 6f 00
63 00 65 00 73 00 73 00
49 00 6e 00 66 00 6f 00
7200 6d 00 61 00 74 00
69 00 6f 00 6e 00 3e 00

<ProcessInformation>

0d 00 0a 00

09 00

3c 00 50 00 69 00 64 00
3e 00 34 00 30 00 30 00
3400 3¢ 00 2f 00 50 00
69 00 64 00 3e 00

<Pid>4004</Pid>

0d 00 0a 00

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count

3

1

1

3

1

Source Address

6C806C4D

6C806C4D

6C806C4D

6C806C4D

6C806C4D

6C806C4D

6C806C4D

6C806C4D

6C806C4D

6C806C4D

6C806C4D

6C806C4D

6C806C4D

6C806C4D

6C806C4D

6C806C4D

6C806C4D

6C806C4D

Symbol

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER3215.tmp.WERIn
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C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER3215.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER3215.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER3215.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER3215.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER3215.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER3215.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER3215.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER3215.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER3215.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER3215.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER3215.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER3215.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER3215.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER3215.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER3215.tmp.WERIn
ternalMetadata.xml

Copyright Joe Security LLC 2024

Offset

2852

2860

2930

2934

2942

3032

3036

3044

3092

3096

3104

3182

3186

3194

3246

3250

Length

2

70

4

2

90

48

78

52

Value

09 00

3c 00 49 00 6d 00 61 00
67 00 65 00 4e 00 61 00
6d 00 65 00 3e 00 65 00
78 00 70 00 6¢ 00 6f 00
7200 65 00 72 00 2e 00
65 00 78 00 65 00 3c 00
2f 00 49 00 6d 00 61 00
67 00 65 00 4e 00 61 00
6d 00 65 00 3e 00

0d 00 0a 00

09 00

3c 00 43 00 6d 00 64 00
4c 00 69 00 6e 00 65 00
53 00 69 00 67 00 6e 00
6100 74 00 75 00 72 00
65 00 3e 00 38 00 30 00
30 00 30 00 34 00 30 00
30 00 35 00 3c 00 2f 00
43 00 6d 00 64 00 4c 00
69 00 6e 00 65 00 53 00
69 00 67 00 6e 00 61 00
7400 75 00 72 00 65 00
3e 00

0d 00 0a 00

09 00

3c 00 55 00 70 00 74 00
69 00 6d 00 65 00 3e 00
36 00 33 00 36 00 38 00
38 00 32 00 39 00 3¢ 00
2f 00 55 00 70 00 74 00
69 00 6d 00 65 00 3e 00

0d 00 0a 00

09 00

3c 00 57 00 6f 00 77 00
36 00 34 00 20 00 67 00
75 00 65 00 73 00 74 00
3d 00 22 00 30 00 22 00
20 00 68 00 6f 00 73 00
74 00 3d 00 22 00 33 00
34 00 34 00 30 00 34 00
22 00 3e 00 30 00 3c 00
2f 00 57 00 6f 00 77 00
36 00 34 00 3e 00

0d 00 0a 00

09 00

3c 00 49 00 70 00 74 00
45 00 6e 00 61 00 62 00
6¢ 00 65 00 64 00 3e 00
30 00 3c 00 2f 00 49 00
70 00 74 00 45 00 6e 00
61 00 62 00 6¢ 00 65 00
64 00 3e 00

0d 00 0a 00

09 00

Ascii

<IlmageName>explorer.e
xe</ImageName>

<CmdLineSignature>800
04005</Cm
dLineSignature>

<Uptime>6368829</Upti
me>

<Wow64 guest="0"
host="34404">
0</Wow64>

<IptEnabled>0</IptEnabl
ed>

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count

4

1

1

4

1

Source Address

6C806C4D

6C806C4D

6C806C4D

6C806C4D

6C806C4D

6C806C4D

6C806C4D

6C806C4D

6C806C4D

6C806C4D

6C806C4D

6C806C4D

6C806C4D

6C806C4D

6C806C4D

6C806C4D

Symbol

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown
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File Path

C:\ProgramData\Microsoft\Windo
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C:\ProgramData\Microsoft\Windo
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C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER3215.tmp.WERIn

ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER3215.tmp.WERIn

ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER3215.tmp.WERIn

ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER3215.tmp.WERIn

ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER3215.tmp.WERIn

ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER3215.tmp.WERIn

ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER3215.tmp.WERIn

ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER3215.tmp.WERIn

ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER3215.tmp.WERIn

ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER3215.tmp.WERIn

ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER3215.tmp.WERIn

ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER3215.tmp.WERIn

ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER3215.tmp.WERIn

ternalMetadata.xml

Copyright Joe Security LLC 2024

Offset

3258

3302

3306

3316

3406

3410

3420

3494

3498

3508

3586

3590

3600

3700

3704

Length

44

90

4

2

74

4

2

78

4

2

100

4

2

Value

3c 00 50 00 72 00 6f 00
63 00 65 00 73 00 73 00
56 00 6d 00 49 00 6e 00
66 00 6f 00 72 00 6d 00
6100 74 00 69 00 6f 00
6e 00 3e 00

0d 00 0a 00

09 00

3c 00 50 00 65 00 61 00
6b 00 56 00 69 00 72 00
7400 75 00 61 00 6¢ 00
53 00 69 00 7a 00 65 00
3e 00 34 00 32 00 39 00
3400 39 00 36 00 37 00
3200 39 00 35 00 3c 00
2f 00 50 00 65 00 61 00
6b 00 56 00 69 00 72 00
7400 75 00 61 00 6¢ 00
53 00 69 00 7a 00 65 00
3e 00

0d 00 0a 00

09 00

3c 00 56 00 69 00 72 00
7400 75 00 61 00 6¢ 00
53 00 69 00 7a 00 65 00
3e 00 34 00 32 00 39 00
3400 39 00 36 00 37 00
3200 39 00 35 00 3c 00
2f 00 56 00 69 00 72 00
7400 75 00 61 00 6¢ 00
53 00 69 00 7a 00 65 00
3e 00

0d 00 0a 00

09 00

3c 00 50 00 61 00 67 00
65 00 46 00 61 00 75 00
6¢ 00 74 00 43 00 6f 00

75 00 6e 00 74 00 3e 00
310031 00 33 00 31 00
37 00 36 00 3c 00 2f 00

50 00 61 00 67 00 65 00
46 00 61 00 75 00 6¢ 00
74 00 43 00 6f 00 75 00
6e 00 74 00 3e 00

0d 00 0a 00

09 00

3c 00 50 00 65 00 61 00
6b 00 57 00 6f 00 72 00
6b 00 69 00 6e 00 67 00
53 00 65 00 74 00 53 00
69 00 7a 00 65 00 3e 00
3100 33 00 32 00 30 00
3500 35 00 30 00 34 00
30 00 3¢ 00 2f 00 50 00
6500 61 00 6b 00 57 00
6f 00 72 00 6b 00 69 00
6e 00 67 00 53 00 65 00
74 00 53 00 69 00 7a 00
65 00 3e 00

0d 00 0a 00

09 00

Ascii

<ProcessVminformation>

<PeakVirtualSize>42949
67295</PeakVirtualSize>

<VirtualSize>429496729
5</VirtualSize>

<PageFaultCount>11317
6</PageFaultCount>

<PeakWorkingSetSize>1
32055040<
/PeakWorkingSetSize>

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count

1

Source Address

6C806C4D

6C806C4D

6C806C4D

6C806C4D

6C806C4D

6C806C4D

6C806C4D

6C806C4D

6C806C4D

6C806C4D

6C806C4D

6C806C4D

6C806C4D

6C806C4D

6C806C4D

Symbol

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown
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File Path

C:\ProgramData\Microsoft\Windo
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ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER3215.tmp.WERIn

ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER3215.tmp.WERIn

ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER3215.tmp.WERIn

ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER3215.tmp.WERIn

ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER3215.tmp.WERIn

ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER3215.tmp.WERIn

ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER3215.tmp.WERIn

ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER3215.tmp.WERIn

ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER3215.tmp.WERIn

ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER3215.tmp.WERIn

ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER3215.tmp.WERIn

ternalMetadata.xml

Copyright Joe Security LLC 2024

Offset

3714

3798

3802

3812

3928

3932

3942

4042

4046

4056

4180

4184

Length

84

4

2

116

4

2

100

4

2

124

4

2

Value

3c 00 57 00 6f 00 72 00
6b 00 69 00 6e 00 67 00
53 00 65 00 74 00 53 00
69 00 7a 00 65 00 3e 00
3100 32 00 39 00 37 00
36 00 31 00 32 00 38 00
30 00 3¢ 00 2f 00 57 00
6f 00 72 00 6b 00 69 00
6e 00 67 00 53 00 65 00
74 00 53 00 69 00 7a 00
65 00 3e 00

0d 00 0a 00

09 00

3c 00 51 00 75 00 6f 00
74 00 61 00 50 00 65 00
61 00 6b 00 50 00 61 00
67 00 65 00 64 00 50 00
6f 00 6f 00 6¢ 00 55 00
73 0061 00 67 00 65 00
3e 0031 00 31003100
3200 36 00 33 00 32 00
3c 00 2f 00 51 00 75 00
6f 00 74 00 61 00 50 00
6500 61 00 6b 00 50 00
61 00 67 00 65 00 64 00
50 00 6f 00 6f 00 6¢ 00
5500 73 00 61 00 67 00
65 00 3e 00

0d 00 0a 00

09 00

3c 00 51 00 75 00 6f 00
740061 00 50 00 61 00
67 00 65 00 64 00 50 00
6f 00 6f 00 6¢ 00 55 00
7300 61 00 67 00 65 00
3e 00 31 00 30 00 31 00
30 00 30 00 35 00 36 00
3c 00 2f 00 51 00 75 00
6f 00 74 00 61 00 50 00
61 00 67 00 65 00 64 00
50 00 6f 00 6f 00 6¢ 00
5500 73 00 61 00 67 00
65 00 3e 00

0d 00 0a 00

09 00

3c 00 51 00 75 00 6f 00
7400 61 00 50 00 65 00
61 00 6b 00 4e 00 6f 00
6e 00 50 00 61 00 67 00
65 00 64 00 50 00 6f 00
6f 00 6¢ 00 55 00 73 00
6100 67 00 65 00 3e 00
38 00 37 00 32 00 36 00
3400 3¢ 00 2f 00 51 00
75 00 6f 00 74 00 61 00
50 00 65 00 61 00 6b 00
4e 00 6f 00 6e 00 50 00
6100 67 00 65 00 64 00
50 00 6f 00 6f 00 6¢ 00
5500 73 00 61 00 67 00
65 00 3e 00

0d 00 0a 00

09 00

Ascii

<WorkingSetSize>12976
1280</WorkingSetSize>

<QuotaPeakPagedPoolU  success or wait

sage>11126
32</QuotaPeakPagedPo
olUsage>

<QuotaPagedPoolUsage  success or wait

>1010056</
QuotaPagedPoolUsage>

<QuotaPeakNonPagedP
oolUsage>87
264</QuotaPeakNonPag
edPoolUsage>

Source Address

6C806C4D

6C806C4D

6C806C4D

6C806C4D

6C806C4D

6C806C4D

6C806C4D

6C806C4D

6C806C4D

6C806C4D

6C806C4D

6C806C4D

Symbol

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER3215.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER3215.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER3215.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER3215.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER3215.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER3215.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER3215.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER3215.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER3215.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER3215.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER3215.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER3215.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER3215.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER3215.tmp.WERIn
ternalMetadata.xml
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Offset

4194

4302

4306

4316

4394

4398

4408

4502

4506

4516

4590

4594

4602

4648

Length

108

4

2

78

4

2

94

4

2

74

46

Value

3c 00 51 00 75 00 6f 00
7400 61 00 4e 00 6f 00
6e 00 50 00 61 00 67 00
65 00 64 00 50 00 6f 00
6f 00 6¢ 00 55 00 73 00
6100 67 00 65 00 3e 00
38 00 33 00 32 00 36 00
34 00 3¢ 00 2f 00 51 00
75 00 6f 00 74 00 61 00
4e 00 6f 00 6e 00 50 00
61 00 67 00 65 00 64 00
50 00 6f 00 6f 00 6¢ 00
5500 73 00 61 00 67 00
65 00 3e 00

0d 00 0a 00

09 00

3c 00 50 00 61 00 67 00
65 00 66 00 69 00 6¢ 00
65 00 55 00 73 00 61 00
67 00 65 00 3e 00 34 00
3400 34 00 39 00 34 00
38 00 34 00 38 00 3c 00
2f 00 50 00 61 00 67 00
65 00 66 00 69 00 6¢ 00
65 00 55 00 73 00 61 00
67 00 65 00 3e 00

0d 00 0a 00

09 00

3c 00 50 00 65 00 61 00
6b 00 50 00 61 00 67 00
65 00 66 00 69 00 6¢ 00
65 00 55 00 73 00 61 00
67 00 65 00 3e 00 34 00
3400 38 00 33 00 34 00
38 0031 00 36 00 3c 00
2f 00 50 00 65 00 61 00
6b 00 50 00 61 00 67 00
65 00 66 00 69 00 6¢ 00
65 00 55 00 73 00 61 00
67 00 65 00 3e 00

0d 00 0a 00

09 00

3¢ 00 50 00 72 00 69 00
76 00 61 00 74 00 65 00
5500 73 00 61 00 67 00
65 00 3e 00 34 00 34 00
34 00 39 00 34 00 38 00
3400 38 00 3c 00 2f 00
50 00 72 00 69 00 76 00
6100 74 00 65 00 55 00
73 00 61 00 67 00 65 00
3e 00

0d 00 0a 00

09 00

3c 00 2f 00 50 00 72 00
6f 00 63 00 65 00 73 00
73 00 56 00 6d 00 49 00
6e 00 66 00 6f 00 72 00
6d 00 61 00 74 00 69 00
6f 00 6e 00 3e 00

0d 00 0a 00

Ascii

<QuotaNonPagedPoolUs
age>83264<
/QuotaNonPagedPoolUsa
ge>

<PagefileUsage>444948
48</PagefileUsage>

<PeakPagefileUsage>44
834816</P
eakPagefileUsage>

<PrivateUsage>4449484
8</PrivateUsage>

</ProcessVminformation
>

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count

1

Source Address

6C806C4D

6C806C4D

6C806C4D

6C806C4D

6C806C4D

6C806C4D

6C806C4D

6C806C4D

6C806C4D

6C806C4D

6C806C4D

6C806C4D

6C806C4D

6C806C4D

Symbol

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown
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File Path Offset Length
C:\ProgramData\Microsoft\Windo 4652 2
ws\WER\Temp\WER3215.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo 4658 42

ws\WER\Temp\WER3215.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo 4700 4
ws\WER\Temp\WER3215.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo 4704 2
ws\WER\Temp\WER3215.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo 4708 32
ws\WER\Temp\WER3215.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo 4740 4
ws\WER\Temp\WER3215.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo 4744 2
ws\WER\Temp\WER3215.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo 4746 42
ws\WER\Temp\WER3215.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo 4788 4
ws\WER\Temp\WER3215.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo 4792 2
ws\WER\Temp\WER3215.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo 4794 38
ws\WER\Temp\WER3215.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo 4832 4
ws\WER\Temp\WER3215.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo 4836 2
ws\WER\Temp\WER3215.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo 4840 62
ws\WER\Temp\WER3215.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo 4902 4
ws\WER\Temp\WER3215.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo 4906 2
ws\WER\Temp\WER3215.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo 4910 78
ws\WER\Temp\WER3215.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo 5580 4
ws\WER\Temp\WER3215.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo 5584 2
ws\WER\Temp\WER3215.tmp.WERIn
ternalMetadata.xml
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Value

09 00

3c 00 2f 00 50 00 72 00
6f 00 63 00 65 00 73 00
73 00 49 00 6e 00 66 00
6f 00 72 00 6d 00 61 00
74 00 69 00 6f 00 6e 00
3e 00

0d 00 0a 00

09 00

3c 00 2f 00 50 00 61 00
7200 65 00 6e 00 74 00
50 00 72 00 6f 00 63 00
65 00 73 00 73 00 3e 00

0d 00 0a 00

09 00

3c 00 2f 00 50 00 72 00
6f 00 63 00 65 00 73 00
73 00 49 00 6e 00 66 00
6f 00 72 00 6d 00 61 00
74 00 69 00 6f 00 6e 00
3e 00

0d 00 0a 00

09 00

3c 00 50 00 72 00 6f 00
62 00 6¢ 00 65 00 6d 00
53 00 69 00 67 00 6e 00
6100 74 00 75 00 72 00
65 00 73 00 3e 00

0d 00 0a 00

09 00

3c 00 45 00 76 00 65 00
6e 00 74 00 54 00 79 00
70 00 65 00 3e 00 41 00
50 00 50 00 43 00 52 00
4100 53 00 48 00 3c 00
2f 00 45 00 76 00 65 00
6e 00 74 00 54 00 79 00
70 00 65 00 3e 00

0d 00 0a 00

09 00

3c 00 50 00 61 00 72 00
61 00 6d 00 65 00 74 00
65 00 72 00 30 00 3e 00
62 00 55 00 48 00 4d 00
7100 35 00 34 00 6d 00
36 00 51 00 2e 00 65 00
78 00 65 00 3c 00 2f 00
50 00 61 00 72 00 61 00
6d 00 65 00 74 00 65 00
72 00 30 00 3e 00

0d 00 0a 00

09 00

Ascii

</ProcessInformation>

</ParentProcess>

</ProcessInformation>

<ProblemSignatures>

<EventType>APPCRAS
H</EventType>

<Parameter0>bUHMqg54
m6Q.exe</Parameter0>

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count

3

8

16

8

1

1

Source Address

6C806C4D

6C806C4D

6C806C4D

6C806C4D

6C806C4D

6C806C4D

6C806C4D

6C806C4D

6C806C4D

6C806C4D

6C806C4D

6C806C4D

6C806C4D

6C806C4D

6C806C4D

6C806C4D

6C806C4D

6C806C4D

6C806C4D

Symbol

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER3215.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER3215.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER3215.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER3215.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER3215.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER3215.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER3215.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER3215.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER3215.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER3215.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER3215.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER3215.tmp.WERIn
ternalMetadata.xml

Offset

5586

5626

5630

5632

5670

5674

5678

6232

6236

6238

6278

6282

Analysis Process: WerFault.exe

General

Target ID: 13

Start time: 01:32:24
Start date: 07/05/2024
Path:

Wow64 process (32bit): true

Commandline:

Imagebase: 0x970000
File size: 483'680 bytes
MDS5 hash:

Has elevated privileges: true

Has administrator true
privileges:

Programmed in:
Reputation: high

Has exited: true

Copyright Joe Security LLC 2024

Length

40

38

96

40

Value

3c 00 2f 00 50 00 72 00
6f 00 62 00 6¢ 00 65 00
6d 00 53 00 69 00 67 00
6e 00 61 00 74 00 75 00
72 00 65 00 73 00 3e 00

0d 00 0a 00

09 00

3c 00 44 00 79 00 6e 00
61 00 6d 00 69 00 63 00
53 00 69 00 67 00 6e 00
6100 74 00 75 00 72 00
6500 73 00 3e 00

0d 00 0a 00

09 00

3c 00 50 00 61 00 72 00
61 00 6d 00 65 00 74 00
6500 72 00 31 00 3e 00
3100 30 00 2e 00 30 00
2e 00 31 00 39 00 30 00
3400 35 00 2e 00 32 00
2e 00 30 00 2e 00 30 00
2e 00 32 00 35 00 36 00
2e 00 34 00 38 00 3c 00
2f 00 50 00 61 00 72 00
61 00 6d 00 65 00 74 00
6500 72 00 31 00 3e 00

0d 00 0a 00

09 00

3c 00 2f 00 44 00 79 00
6e 00 61 00 6d 00 69 00
63 00 53 00 69 00 67 00
6e 00 61 00 74 00 75 00
72 00 65 00 73 00 3e 00

0d 00 0a 00

09 00

PID: 5088, Parent PID: 4896

C, C++ or other language

C:\Windows\SysWOW64\WerFault.exe

C:\Windows\SysWOW64\WerFault.exe -u -p 4896 -s 1148

C31336C1EFC2CCB44B4326EA793040F2

Ascii

</ProblemSignatures>

<DynamicSignatures>

<Parameter1>10.0.19045
.2.0.0.2
56.48</Parameteri>

</DynamicSignatures>

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count

1

Source Address

6C806C4D

6C806C4D

6C806C4D

6C806C4D

6C806C4D

6C806C4D

6C806C4D

6C806C4D

6C806C4D

6C806C4D

6C806C4D

6C806C4D

Symbol

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown
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Analysis Process: RagelMP131.exe PID: 3604, Parent PID: 4004

General

Target ID: 14

Start time: 01:32:25

Start date: 07/05/2024

Path: C:\Users\user\AppData\Local\RageMP131\RageMP131.exe

Wow64 process (32bit):

Commandline:

true

"C:\Users\user\AppData\Local\RageMP131\RageMP131.exe"

Imagebase: 0x360000

File size: 2'298'896 bytes

MDS5 hash: 2CF4B5CF327757376E717AB5554B921B
Has elevated privileges: false

Has administrator false

privileges:
Programmed in:

Antivirus matches:

Reputation:

Has exited:

C, C++ or other language

« Detection: 100%, Joe Sandbox ML
« Detection: 47%, ReversingLabs

low

true

Analysis Process: RageMP131.exe PID: 5700, Parent PID: 4004

General

Target ID: 18

Start time: 01:32:35

Start date: 07/05/2024

Path: C:\Users\user\AppData\Local\RageMP131\RageMP131.exe

Wow64 process (32bit):

Commandline:

true

"C:\Users\user\AppData\Local\RageMP131\RageMP131.exe"

Imagebase: 0x360000

File size: 2'298'896 bytes

MD5 hash: 2CF4B5CF327757376E717AB5554B921B
Has elevated privileges: false

Has administrator false

privileges:

Programmed in:

C, C++ or other language

Reputation: low
Has exited: true
Disassembly

@ No disassembly

Copyright Joe Security LLC 2024
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