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Windows Analysis Report

Securitelnfo.com.Adware.Elemental.22.28512.27778.exe

Overview

General Information

Sample name:  Securitelnfo.com.Adwar
e.Elemental.22.28512.2

7778.exe
Analysis ID: 1417615
MD5: dbb69ee00786..
SHA1: 40a82d88b06e..
SHA256: dbc32537a29f5..
Tags: exe
Infos: Il - O

Welcome to Opera GX

Analysis Advice

Detection Compliance

Score: 34 Score: 35
Range: 0-100 Range: 0-100

Whitelist false
ed:

Confide 0%
nce:

Signatures

Multi AV Scanner detection for subm

Contains functionality to register a lo...
Found direct / indirect Syscall (likely...
Installs a global event hook (focus c...
Tries to harvest and steal browser in...
Writes many files with high entropy
Adds / modifies Windows certificates
Binary contains a suspicious time s...
Contains functionality for execution ...
Contains functionality to check ifa d...
Contains functionality to communica...
Contains functionality to dynamicall...

Contains functionality to launch a pr...

Classification

Sample may offer command line options, please run it with the 'Execute binary with arguments’ cookbook (it's possible that the command line switches require additional

characters like: "-", "/", "--")

Sample drops PE files which have not been started, submit dropped PE samples for a secondary analysis to Joe Sandbox

Sample tries to load a library which is not present or installed on the analysis machine, adding the library might reveal more behavior

Sample searches for specific file, try point organization specific fake files to the analysis machine

Sample has functionality to log and monitor keystrokes, analyze it with the 'Simulates keyboard and window changes' cookbook

Process Tree

= System is w10x64

. & Securitelnfo.com.Adware.Elemental.22.28512.27778.exe (PID: 6512 cmdline: "C:\Users\user\Desktop\Securitelnfo.com.Adware.Elemental.22.28512.27778.exe" MD5:

DBB69EE00786BED3E12A04518E0F469A)
. & Securitelnfo.com.Adware.Elemental.22.28512.27778.tmp (PID: 5996 cmdline: "C:\Users\user\AppData\Local\Temp\is-TG3DC.tmp\SecuriteInfo.com.Adware.Elemental

.22.28512.27778.tmp" /SL5="$1043A,1055917,832512,C:\Users\user\Desktop\SecuriteInfo.com.Adware.Elemental.22.28512.27778.exe" MD5:
668D5368DEF8B65631C43EECBD50EA48)
. . OperaGXSetup.exe (PID: 1396 cmdline: "C:\Users\user\AppData\Local\Temp\is-NM93K.tmp\OperaGXSetup.exe" --silent --allusers=0 MD5:

3C5239C753641E08EA3C2080FBFD5D51)
. . OperaGXSetup.exe (PID: 3276 cmdline: C:\Users\user\AppData\Local\Temp\is-NM93K.tmp\OperaGXSetup.exe --type=crashpad-handler /prefetch:7 --monitor-self-

annotation=ptype=crashpad-handler "--database=C:\Users\user\AppData\Roaming\Opera Software\Opera GX Stable\Crash Reports" "--crash-count-file=C:\Users\user\
AppData\Roaming\Opera Software\Opera GX Stable\crash_count.txt" --url=https://crashstats-collector.opera.com/collector/submit --annotation=channel=Stable --anno
tation=plat=Win32 --annotation=prod=OperaDesktopGX --annotation=ver=107.0.5045.79 --initial-client-data=0x2e4,0x2e8,0x2ec,0x2c0,0x2f0,0x6bb4623c,0x6bb
46248,0x6bb46254 MD5: 3C5239C753641E08EA3C2080FBFD5D51)
. . OperaGXSetup.exe (PID: 5068 cmdline: "C:\Users\user\AppData\Local\Temp\.opera\Opera GX Installer Temp\OperaGXSetup.exe" --version MD5:

3C5239C753641E08EA3C2080FBFD5D51)
. . OperaGXSetup.exe (PID: 652 cmdline: "C:\Users\user\AppData\Local\Temp\is-NM93K.tmp\OperaGXSetup.exe" --backend --install --import-browser-data=0 --

enable-stats=1 --enable-installer-stats=1 --consent-given=0 --general-interests=0 --general-location=0 --personalized-content=0 --personalized-ads=0 --launchopera=1 --in
stallfolder="C:\Users\user\AppData\Local\Programs\Opera GX" --profile-folder --language=en-GB --singleprofile=0 --copyonly=0 --allusers=0 --setdefaultbrowser=1 --
pintotaskbar=1 --pintostartmenu=1 --run-at-startup=1 --server-tracking-data=server_tracking_data --initial-pid=1396 --package-dir-prefix="C:\Users\user\AppData\Local\Te
mp\.opera\Opera GX Installer Temp\opera_package 20240329191858" --session-guid=8ddbc8bc-cada-4c2b-a001-468713504759 --server-tracking-blob=NGFjMjBjZGM
20TE2N2RINmJIYjdmY2M2YTBmMZDdmMDY4ZjE3N2Y30OWFNmEXN2RhOTU2NGUYNWUyOTFkYjhINjp7ImNvdW50cnkiOidVUylsimVkaXRpb24i0iJzdGQtMSI
sImluc3RhbGxIcl9uYW1lljoiT3BlcmFHWFNIdHVwLmV4ZSIsInByb2R1Y3QiOnsibmFtZSI16lm9wZXJhX2d4In0sInF1ZXJ5ljoiL29wZXJhX2d4L3NOYWJsZS9IZGl0a
W9uUL3N0ZC0xP3V0bV9zb3VyY2UIUFAOZ2FtZXMmdXRtX211ZGI1bT1wYSZ1dG1fY2FtcGFpZ249UFdOX1VTX1BCNF8zNzQyJnV0ObV9pZD04MDVjOTQ2ZWM3Y
zUONjgwYjM3Zju4MmQ1OGRIMTgzMCZ1dG1fY29udGVudD0zNzQyX3NIdHVwaW8iLCJzeXNOZWO0iOnsicGxhdGZvem0iOnsiY XJjaCl6Ing4NI82NCIsIm9wce3lzljoiV2l
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uZG93cylsim9wce3IzLXZIcnNpb24iOilxMClsInBhY2thZ2UiOiJFWEUifX0sInRpbWVzdGFtcCI6liIEBMTE3MzYzMzYuNTMONCIsInVzZXJhZ2VudCl6lklubm8gU2V0d
XAgNi4yLjliLCJ1dG0iOnsiY2FtcGFpZ24i0iJQV05fVVNIUEIOXzM3NDILCJjb250ZW501j0iMzcOMI9zZXR 1cGlvliiwiaWQiOil4MDVjOTQ2ZWM3YzUONjgwYjM3Zju
4MmQ10GRIMTgzMClsIm11ZGl1bSI6InBhliwic291cmNIljoiUFdOZ2FZXMifSwidXVpZCl6ImFIN2E4AMGUWLWY 1MjItNDZjMy 1iYzdILWQxNzkz YjlwNDhIMiJ9 --silent --des
ktopshortcut=1 --wait-for-package --initial-proc-handle=7005000000000000 MD5: 3C5239C753641E08EA3C2080FBFD5D51)

. . OperaGXSetup.exe (PID: 4612 cmdline: C:\Users\user\AppData\Local\Temp\is-NM93K.tmp\OperaGXSetup.exe --type=crashpad-handler /prefetch:7 --monitor-s

elf-annotation=ptype=crashpad-handler "--database=C:\Users\user\AppData\Roaming\Opera Software\Opera GX Stable\Crash Reports" "--crash-count-file=C:\U
sers\user\AppData\Roaming\Opera Software\Opera GX Stable\crash_count.txt" --url=https:/crashstats-collector.opera.com/collector/submit --annotation=c
hannel=Stable --annotation=plat=Win32 --annotation=prod=OperaDesktopGX --annotation=ver=107.0.5045.79 --initial-client-data=0x308,0x30c,0x310,0x2d8,0x
314,0x6aeb623c,0x6aeb6248,0x6aeb6254 MD5: 3C5239C753641E08EA3C2080FBFD5D51)
. installer.exe (PID: 3504 cmdline: "C:\Users\user\AppData\Local\Programs\Opera GX\107.0.5045.79\installer.exe" --backend --initial-pid=1396 --install --import-
browser-data=0 --enable-stats=1 --enable-installer-stats=1 --consent-given=0 --general-interests=0 --general-location=0 --personalized-content=0 --personalized-
ads=0 --launchopera=1 --installfolder="C:\Users\user\AppData\Local\Programs\Opera GX" --profile-folder --language=en-GB --singleprofile=0 --copyonly=0 --all
users=0 --setdefaultorowser=1 --pintotaskbar=1 --pintostartmenu=1 --run-at-startup=1 --server-tracking-data=server_tracking_data --package-dir="C:\Users\usen\Ap
pData\Local\Temp\.opera\Opera GX Installer Temp\opera_package_202403291918581" --session-guid=8ddbc8bc-ca9a-4c2b-a001-468713504759 --server-tracking-b
lob=NGFjMjBjZGM20OTE2N2RiNmJIYjJmY2M2YTBmZDdmMDY4ZE3N2Y30WFNmExN2RhOTU2NGUYNWUyOTFkYjhINjp7ImNvdW50cnkiOiJVUylsimVkaXRp
b24i0iJzdGQtMSIsImluc3RhbGxIcl9uYW1lljoiT3BlcmFHWFNIdHVwLmMV4ZSIsIinByb2R1Y3QiOnsibmFtZSI6Im9wZXJhX2d4In0sInF1ZXJ5ljoiL29wZXJhX2d4L3
NOYWJsZS9I1ZGI0aW9uL3N0ZCOxP3V0bV9zb3VyY2U9UFAOZ2FtZXMmdXRtX21IZGI1bT1wYSZ1dG1fY2FtcGFpZ249UFdOX1VTX1BCNF8zNzQyJnV0ObV9pZD
04MDVjOTQ2ZWM3YzUONjgwYjM3Zju4MmQ10GRIMTgzMCZ1dG1fY29udGVudD0zNzQyX3NIdHVwaW8iLCJzeXNOZWO0iOnsicGxhdGZvem0iOnsiYXJjaCl6In
g4NI82NClsIm9wc3lzljoiV2IuZG93cylsim9wce3IzLXZIcnNpb24iOilxMClsinBhY2thZ2UiOiJFWEUifX0sInRpbWVzdGFtcCIG IESMTE3MzYzMzYuNTMONCIsInVz
ZXJhZ2VudCl6lklubm8gU2V0dXAgNi4yLjliLCJ1dG0iOnsiY2FtcGFpZ24i0iJQVO5fVVNFUEIOXzZM3NDIILCJjb250ZW501j0iMzcOMI9zZXR 1cGlvliiwiaWQiOil4MD
VjOTQ2ZWM3YzUONjgwYjM3ZjU4MmQ10GRIMTgzMClsIm1IZGI1bSI6InBhliwic291cmNIljoiUFdOZ2FtZXMifSwidXVpZCI6 ImFIN2EAMGUWLWY 1 MjItNDZjMy 1iYzdl
LWQxNzkzYjlwNDhIMiJ9 --silent --desktopshortcut=1 --install-subfolder=107.0.5045.79 MD5: 21AD4599ABD2E 158DB5128F32D3CC4EE)

. . installer.exe (PID: 6188 cmdline: "C:\Users\user\AppData\Local\Programs\Opera GX\107.0.5045.79\installer.exe" --type=crashpad-handler /prefetch:7 --

wn

.

monitor-self-annotation=ptype=crashpad-handler "--database=C:\Users\user\AppData\Roaming\Opera Software\Opera GX Stable\Crash Reports" "--crash-count-
file=C:\Users\user\AppData\Roaming\Opera Software\Opera GX Stable\crash_count.txt" --url=https://crashstats-collector.opera.com/collector/submit --annotatio
n=channel=Stable --annotation=plat=Win64 --annotation=prod=OperaDesktopGX --annotation=ver=107.0.5045.79 --initial-client-data=0x2¢8,0x2cc,0x2d0,0x2a4
,0x2d4,0x7ff8a8dad180,0x7ff8a8dad18¢c,0x7ff8a8dad 198 MD5: 21AD4599ABD2E 158DB5128F32D3CCAEE)

o ‘s explorer.exe (PID: 1028 cmdline: C:\Windows\Explorer.EXE MD5: 662F4F92FDE3557E86D110526BB578D5)

. @ opera.exe (PID: 5144 cmdline: "C:\Users\user\AppData\Local\Programs\Opera GX\opera.exe" --start-maximized --ran-launcher --instance-name=a7a
be095bcfd6dc868442c2e858a30d1 --splash-handle=1040 --lowered-browser MD5: F452A15BC7E4392149F6BB2675EAAA59)

« [B1 opera_crashreporter.exe (PID: 2436 cmdline: "C:\Users\user\AppData\Local\Programs\Opera GX\107.0.5045.79\opera_crashreporter.exe" --ty
pe=crashpad-handler /prefetch:7 --monitor-self-annotation=ptype=crashpad-handler "--database=C:\Users\user\AppData\Roaming\Opera Software\Op
era GX Stable\Crash Reports" "--crash-count-file=C:\Users\user\AppData\Roaming\Opera Software\Opera GX Stable\crash_count.txt" --url=https:/
/crashstats-collector.opera.com/collector/submit --annotation=channel=Stable --annotation=plat=Win64 --annotation=prod=OperaDesktopGX --anno
tation=ver=107.0.5045.79 --initial-client-data=0x290,0x294,0x298,0x28¢,0x29¢c,0x7{f8a6189628,0x7{{8a6 189638,0x7{f8a6189648 MD5:
26DF88B2E68E23B60COEEAB3E29496BB)

. @ opera.exe (PID: 2952 cmdline: "C:\Users\user\AppData\Local\Programs\Opera GX\opera.exe" --type=gpu-process --no-appcompat-clear --start-
stack-profiler --ab_tests=GXCTest50-test:DNA-99214_GXCTest50 --gpu-preferences=WAAAAAAAAADgAAAMAAAAAAAAAAAAAAAAAAB
gAAAAAAA4AAAAAAAAAAAAAAAEAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAGAAAAAAAAAAYAAAAAAAAAAGAAAAAAAAACAAAAAA
AAAAIAAAAAAAAAA== --mojo-platform-channel-handle=1848 --field-trial-handle=1860,i,17205455559367761425,8087887266479412671,262144 --
variations-seed-version /prefetch:2 MD5: F452A15BC7E4392149F6BB2675EAAA59)

. @ opera.exe (PID: 5436 cmdline: "C:\Users\user\AppData\Local\Programs\Opera GX\opera.exe" --type=utility --utility-sub-type=network.mojom.Netw
orkService --lang=en-GB --service-sandbox-type=none --enable-quic --no-appcompat-clear --start-stack-profiler --ab_tests=GXCTest50-test:DNA-
99214_GXCTest50 --mojo-platform-channel-handle=1972 --field-trial-handle=1860,i,17205455559367761425,8087887266479412671,262144 --
variations-seed-version /prefetch:8 MD5: F452A15BC7E4392149F6BB2675EAAA59)

. @ opera.exe (PID: 3136 cmdline: "C:\Users\user\AppData\Local\Programs\Opera GX\opera.exe" --type=utility --utility-sub-type=storage.mojom.Stor
ageService --lang=en-GB --service-sandbox-type=service --enable-quic --no-appcompat-clear --ab_tests=GXCTest50-test:DNA-99214_GXCTest50 --mo
jo-platform-channel-handle=2776 --field-trial-handle=1860,i,17205455559367761425,8087887266479412671,262144 --variations-seed-version /prefe
tch:8 MD5: F452A15BC7E4392149F6BB2675EAAA59)

. @ opera.exe (PID: 5372 cmdline: "C:\Users\user\AppData\Local\Programs\Opera GX\opera.exe" --type=utility --utility-sub-type=data_decoder.mojom
.DataDecoderService --lang=en-GB --service-sandbox-type=service --enable-quic --no-appcompat-clear --ab_tests=GXCTest50-test: DNA-9
9214_GXCTest50 --mojo-platform-channel-handle=3216 --field-trial-handle=1860,i,17205455559367761425,8087887266479412671,262144 --v
ariations-seed-version /prefetch:8 MD5: F452A15BC7E4392149F6BB2675EAAA59)

. @ opera.exe (PID: 3204 cmdline: "C:\Users\user\AppData\Local\Programs\Opera GX\opera.exe" --type=utility --utility-sub-type=data_decoder.mojom
.DataDecoderService --lang=en-GB --service-sandbox-type=service --enable-quic --no-appcompat-clear --ab_tests=GXCTest50-test:DNA-9
9214_GXCTest50 --mojo-platform-channel-handle=3356 --field-trial-handle=1860,i,17205455559367761425,8087887266479412671,262144 --v
ariations-seed-version /prefetch:8 MD5: F452A15BC7E4392149F6BB2675EAAA59)

. @ opera.exe (PID: 5336 cmdline: "C:\Users\user\AppData\Local\Programs\Opera GX\opera.exe" --type=utility --utility-sub-type=data_decoder.mojom
.DataDecoderService --lang=en-GB --service-sandbox-type=service --enable-quic --no-appcompat-clear --ab_tests=GXCTest50-test:DNA-9
9214_GXCTest50 --mojo-platform-channel-handle=4364 --field-trial-handle=1860,i,17205455559367761425,8087887266479412671,262144 --v
ariations-seed-version /prefetch:8 MD5: F452A15BC7E4392149F6BB2675EAAA59)

. @ opera.exe (PID: 6452 cmdline: "C:\Users\user\AppData\Local\Programs\Opera GX\opera.exe" --type=utility --utility-sub-type=data_decoder.mojom
.DataDecoderService --lang=en-GB --service-sandbox-type=service --enable-quic --no-appcompat-clear --ab_tests=GXCTest50-test:DNA-9
9214_GXCTest50 --mojo-platform-channel-handle=4764 --field-trial-handle=1860,i,17205455559367761425,8087887266479412671,262144 --v
ariations-seed-version /prefetch:8 MD5: F452A15BC7E4392149F6BB2675EAAA59)

. @ launcher.exe (PID: 5656 cmdline: "C:\Users\user\AppData\Local\Programs\Opera GX\launcher.exe" --start-maximized MD5:
D737A64C835D918DBE53B2C7724488FF)
« [E1 opera_gx_splash.exe (PID: 2992 cmdline: "C:\Users\user\AppData\Local\Programs\Opera GX\107.0.5045.79\opera_gx_splash.exe" --instance-
name=a7abe095bcfd6dc868442c2e858a30d1 MD5: 706FE814240C22A6CB09FBF48CB86020)
. @ opera.exe (PID: 3656 cmdline: "C:\Users\user\AppData\Local\Programs\Opera GX\opera.exe" --start-maximized --ran-launcher --instance-name=a7a
be095bcfd6dc868442c2e858a30d1 --splash-handle=1040 MD5: F452A15BC7E4392149F6BB2675EAAAS9)

« [B7 opera_crashreporter.exe (PID: 5860 cmdline: "C:\Users\user\AppData\Local\Programs\Opera GX\107.0.5045.79\opera_crashreporter.exe" --ty
pe=crashpad-handler /prefetch:7 --monitor-self-annotation=ptype=crashpad-handler "--database=C:\Users\user\AppData\Roaming\Opera Software\Op
era GX Stable\Crash Reports" "--crash-count-file=C:\Users\user\AppData\Roaming\Opera Software\Opera GX Stable\crash_count.txt" --url=https:/
/crashstats-collector.opera.com/collector/submit --annotation=channel=Stable --annotation=plat=Win64 --annotation=prod=OperaDesktopGX --anno
tation=ver=107.0.5045.79 --initial-client-data=0x284,0x288,0x28¢c,0x280,0x290,0x7 f8a6189628,0x7{f8a6 189638,0x7f8a6 189648 MD5:
26DF88B2E68E23B60COEEAB3E29496BB)

. G koksDTgWjvmuJdFhyPGIECI.exe (PID: 6416 cmdline: "C:\Program Files (x86)\iVbaHhMGgjRPQdstHmgQTgkbxiYBLxBpyzsEuAKAsKqyZeBOVIMTYbkO
nfulVKzSyxpCQrvLHujso\koksDTqWjvmuJdFhyPGIECI.exe" MD5: 32B8ADEECA9094891E792631BAEA9717)
. G koksDTgWjvmuJdFhyPGIECI.exe (PID: 1096 cmdline: "C:\Program Files (x86)\iVbaHhMGgjRPQdstHmgQTgkbxiYBLxBpyzsEuAKAsKqyZeBOVIMTYbkO
nfulVKzSyxpCQrvLHujso\koksDTqWjvmuJdFhyPGIECI.exe" MD5: 32B8ADEECA9094891E792631BAEA9717)
« [B7] Opera_GX_ assistant _73.0.3856.382_Setup.exe_sfx.exe (PID: 4952 cmdline: "C:\Users\user\AppData\Local\Temp\.opera\Opera GX Installer Temp\opera
_package_202403291918581\assistant\Opera_GX_assistant_73.0.3856.382_Setup.exe_sfx.exe" MD5: E9A2209B61F4BE34F25069A6E54AFFEA)
« [B7 assistant_installer.exe (PID: 4320 cmdline: "C:\Users\user\AppData\Local\Temp\.opera\Opera GX Installer Temp\opera_package_202403291918581\assistant\assis
tant_installer.exe" --version MD5: 4C8FBED0044DA34AD25F781C3D117A66)
« [E1 assistant_installer.exe (PID: 2964 cmdline: "C:\Users\user\AppData\Local\Temp\.opera\Opera GX Installer Temp\opera_package_202403291918581\assis
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tant\assistant_installer.exe" --type=crashpad-handler /prefetch:7 --monitor-self-annotation=ptype=crashpad-handler "--database=C:\Users\user\AppData\R
oaming\Opera Software\Opera GX Stable\Crash Reports" "--crash-count-file=C:\Users\user\AppData\Roaming\Opera Software\Opera GX Stable\crash_count.txt" --
url=https://crashstats-collector.opera.com/collector/submit --annotation=channel=Stable --annotation=plat=Win32 --annotation=prod=OperaDesktopGX --annotation
=ver=73.0.3856.382 --initial-client-data=0x270,0x274,0x278,0x24c,0x27c,0xdb4f48,0xdb4f58,0xdb4f64 MD5: 4C8FBED0044DA34AD25F781C3D117A66)

. @ launcher.exe (PID: 1220 cmdline: "C:\Users\user\AppData\Local\Programs\Opera GX\launcher.exe" --scheduledautoupdate 0 MD5: D737A64C835D918DBE53B2C7724488FF)

. . installer.exe (PID: 2316 cmdline: "C:\Users\user\AppData\Local\Temp\.opera\OEA40E5ABO6B\installer.exe" --version MD5: 21AD4599ABD2E158DB5128F32D3CC4EE)
« W opera_autoupdate.exe (PID: 5516 cmdline: "C:\Users\user\AppData\Local\Programs\Opera GX\107.0.5045.79\opera_autoupdate.exe" --pipeid=oauc_task_piped42b

87436846297e467003cba27fe2f4 --version=107.0.5045.79 --producttype --requesttype=automatic --downloaddir="C:\Users\user\AppData\Local\Temp\.opera\0EA40E5AB06B" --
installationdatadir="C:\Users\user\AppData\Local\Programs\Opera GX" --operadir="C:\Users\user\AppData\Local\Programs\Opera GX\107.0.5045.79" --installdir="C:\Users\user
\AppData\Local\Programs\Opera GX" --user-data-dir="C:\Users\user\AppData\Roaming\Opera Software\Opera GX Stable" --nometrics --scheduledtask MD5:
6026F4719045033EFD7EC6127ED6370C)

o W' opera_autoupdate.exe (PID: 2972 cmdline: "C:\Users\user\AppData\Local\Programs\Opera GX\107.0.5045.79\opera_autoupdate.exe" --type=crashpad-handler "--user-

data-dir=C:\Users\user\AppData\Roaming\Opera Software\Opera GX Stable" /prefetch:7 --monitor-self-annotation=ptype=crashpad-handler "--database=C:\Users\us
enAppData\Roaming\Opera Software\Opera GX Stable\Crash Reports" "--crash-count-file=C:\Users\user\AppData\Roaming\Opera Software\Opera GX Stable\crash_count.tx
t" --url=https://crashstats-collector.opera.com/collector/submit --annotation=channel=Stable --annotation=plat=Win64 --annotation=prod=OperaDesktopGX --annotati
on=ver=107.0.5045.79 --initial-client-data=0x22¢,0x230,0x234,0x208,0x238,0x 7{{6e85938fc,0x 7ff6e8593908,0x7ff6e8593918 MD5:
6026F4719045033EFD7EC6127ED6370C)

= cleanup

Malware Configuration

@ No configs have been found

Yara Signatures

@ No yara matches

Sigma Signatures

@ No Sigma rule has matched

Snort Signatures

@ No Snort rule has matched

Joe Sandbox Signatures

AV Detection

Multi AV Scanner detection for submitted file

Compliance

EXE planting / hijacking vulnerabilities found

Uses 32bit PE files

Creates a software uninstall entry

Creates install or setup log file

Creates license or readme file

PE / OLE file has a valid certificate

Contains modern PE file flags such as dynamic base (ASLR) or NX

Binary contains paths to debug symbols
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Key, Mouse, Clipboard, Microphone and Screen Capturing

Contains functionality to register a low level keyboard hook

Installs a global event hook (focus changed)

Spam, unwanted Advertisements and Ransom Demands

Writes many files with high entropy

HIPS / PFW / Operating System Protection Evasion

Found direct / indirect Syscall (likely to bypass EDR)

Stealing of Sensitive Information

Tries to harvest and steal browser information (history, passwords, etc)

Mitre Att&ck Matrix

. Resource Initial . . Privilege Defense Credential . Lateral .
Reconnai... Execution Persisten... . . Discovery Collection
Developm... Access Escalation Evasion Access Movement

Gather Acquire Remote (1] 1]
Victim Infrastructur ~ Valid Windows DLL Side- Abuse Disable or oS System Services Archive
Identity e Accounts Managemen Loading Elevation Modify Credential Time Collected
Information t Control Tools Dumping Discovery Data
Instrumentat Mechanism
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Credentials  Domains Default Remote (1]
Accounts Native APl DLL Search  DLL Side- Deobfuscate Credential Account Desktop Browser
Order Loading /Decode API Hooking = Discovery Protocol Session
Hijacking Files or Hijacking
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Email DNS Server Domain SMB/Windo
Addresses Accounts Command Valid DLL Search  Abuse Input File and ws Admin Data from
and Accounts Order Elevation Capture Directory Shares Local
Scripting Hijacking Control Discovery System
Interpreter Mechanism
Employee  Virtual Local Cron NTDS Distributed
Names Private Accounts Windows Valid Obfuscated System Component  Credential
Server Service Accounts Files or Information  Object API Hooking
Information Discovery Model
Gather Server Cloud Launchd Network LSA Secrets SSH (1]
Victim Accounts Logon Script Access Software Query Input
Network Token Packing Registry Capture
Information Manipulatio
n
Domain Botnet Replication  Scheduled  RC Scripts Cached VNC GUI Input
Properties Through Task Windows Timestomp  Domain Security Capture
Removable Service Credentials ~ Software
Media Discovery
DNS Web External Systemd Startup DCSync Windows Web Portal
Services Remote Timers Iltems Process DLL Side- Process Remote Capture
Services Injection Loading Discovery Managemen
t
Network Serverless  Drive-by Container Scheduled  Scheduled Proc Cloud Credential
Trust Compromis  Orchestratio Task/Job Task/Job DLL Search Filesystem  Virtualizatio = Services API Hooking
Dependenci e n Job Order n/Sandbox
es Hijacking Evasion
Network Malvertising  Exploit Command At At /etc/passwd Direct Cloud Data Staged
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Facing Scripting ng /etc/shadow  Owner/User  Connections
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Screenshots
Thumbnails

This section contains all screenshots as thumbnails, including those not shown in the slideshow.
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Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample
Source Detection Scanner Label Link
Securitelnfo.com.Adware.Elemental.22.28512.27778.exe 37% ReversingLabs Win32.Trojan.Gene

ric
Securitelnfo.com.Adware.Elemental.22.28512.27778.exe 43% Virustotal Browse
Dropped Files
Source Detection Scanner Label Link
C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\53IVYM2Y\Opera_GX_assistant_73. 0% ReversingLabs
0.3856.382_Setup[1].exe
C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\53IVYM2Y\Opera_GX_assistant_73. 1% Virustotal Browse
0.3856.382_Setup[1].exe
C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\I[E\9C680Q69\Opera_GX_107.0.5045.79 0% Virustotal Browse
_Autoupdate_x64[1].exe
C:\Users\user\AppData\Local\Programs\Opera GX\107.0.5045.79\CUESDK.x64_2017.dll 0% ReversingLabs
C:\Users\user\AppData\Local\Programs\Opera GX\107.0.5045.79\CUESDK.x64_2017.dll 0% Virustotal Browse
C:\Users\user\AppData\Local\Programs\Opera GX\107.0.5045.79\assistant_package 0% ReversingLabs
C:\Users\user\AppData\Local\Programs\Opera GX\107.0.5045.79\assistant_package 0% Virustotal Browse
C:\Users\user\AppData\Local\Programs\Opera GX\107.0.5045.79\d3dcompiler_47.dlI 0% ReversingLabs
C:\Users\user\AppData\Local\Programs\Opera GX\107.0.5045.79\d3dcompiler_47.dll 0% Virustotal Browse
C:\Users\user\AppData\Local\Programs\Opera GX\107.0.5045.79\dxcompiler.dll 0% ReversingLabs
C:\Users\user\AppData\Local\Programs\Opera GX\107.0.5045.79\dxcompiler.dll 0% Virustotal Browse
C:\Users\user\AppData\Local\Programs\Opera GX\107.0.5045.79\dxil.dll 0% ReversingLabs
C:\Users\user\AppData\Local\Programs\Opera GX\107.0.5045.79\dxil.dll 0% Virustotal Browse
C:\Users\user\AppData\Local\Programs\Opera GX\107.0.5045.79\installer.exe 0% ReversingLabs
C:\Users\user\AppData\Local\Programs\Opera GX\107.0.5045.79\installer.exe 0% Virustotal Browse
C:\Users\user\AppData\Local\Programs\Opera GX\107.0.5045.79\installer_helper_64.exe 0% ReversingLabs
C:\Users\user\AppData\Local\Programs\Opera GX\107.0.5045.79\installer_helper_64.exe 0% Virustotal Browse
C:\Users\user\AppData\Local\Programs\Opera GX\107.0.5045.79\launcher.exe 0% ReversingLabs
C:\Users\user\AppData\Local\Programs\Opera GX\107.0.5045.79\launcher.exe 0% Virustotal Browse
C:\Users\user\AppData\Local\Programs\Opera GX\107.0.5045.79\launcher.exe.1711736396.0ld (copy) 0% ReversingLabs
C:\Users\user\AppData\Local\Programs\Opera GX\107.0.5045.79\launcher.exe.1711736396.0ld (copy) 0% Virustotal Browse
C:\Users\user\AppData\Local\Programs\Opera GX\107.0.5045.79\libEGL.dII 0% ReversingLabs
C:\Users\user\AppData\Local\Programs\Opera GX\107.0.5045.79\libEGL.dII 0% Virustotal Browse
C:\Users\user\AppData\Local\Programs\Opera GX\107.0.5045.79\libGLESv2.dlI 0% ReversingLabs
C:\Users\user\AppData\Local\Programs\Opera GX\107.0.5045.79\libGLESv2.dlI 0% Virustotal Browse
C:\Users\user\AppData\Local\Programs\Opera GX\107.0.5045.79\mojo_core.dll 0% ReversingLabs
C:\Users\user\AppData\Local\Programs\Opera GX\107.0.5045.79\mojo_core.dll 0% Virustotal Browse
C:\Users\user\AppData\Local\Programs\Opera GX\107.0.5045.79\notification_helper.exe 0% ReversingLabs
C:\Users\user\AppData\Local\Programs\Opera GX\107.0.5045.79\notification_helper.exe 0% Virustotal Browse
C:\Users\user\AppData\Local\Programs\Opera GX\107.0.5045.79\opera.exe 0% ReversingLabs
C:\Users\user\AppData\Local\Programs\Opera GX\107.0.5045.79\opera.exe 0% Virustotal Browse
C:\Users\user\AppData\Local\Programs\Opera GX\107.0.5045.79\opera_autoupdate.exe 0% ReversingLabs
C:\Users\user\AppData\Local\Programs\Opera GX\107.0.5045.79\opera_autoupdate.exe 0% Virustotal Browse

Unpacked PE Files

@ No Antivirus matches

Domains

@ No Antivirus matches

URLs

@ No Antivirus matches
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https://www.virustotal.com/gui/file/dbc32537a29f5eba5406aa3f2ae409eb52ea904e76c19a74bfb480a8c8c63d69/detection/f-dbc32537a29f5eba5406aa3f2ae409eb52ea904e76c19a74bfb480a8c8c63d69-1711622472
https://www.virustotal.com/gui/file/e950f17f4181009eeafa9f5306e8a9dfd26d88ca63b1838f44ff0efc738e7d1f/detection/f-e950f17f4181009eeafa9f5306e8a9dfd26d88ca63b1838f44ff0efc738e7d1f-1707935014
https://www.virustotal.com/gui/file/fd238e7993a9800f8b9d5c0c0f4fb90e624823bc4a085f658f9544296a4a967d/detection/f-fd238e7993a9800f8b9d5c0c0f4fb90e624823bc4a085f658f9544296a4a967d-1711539596
https://www.virustotal.com/gui/file/d2c6e0e2e2c24a1ae11a8d638a5eb11d97f0279946874d13e893afa520dbd2fe/detection/f-d2c6e0e2e2c24a1ae11a8d638a5eb11d97f0279946874d13e893afa520dbd2fe-1711539743
https://www.virustotal.com/gui/file/550c9209eea87801ecec9b2435ba7c5bf333df38bbffee4bbcf4cef2d0f9fcbe/detection/f-550c9209eea87801ecec9b2435ba7c5bf333df38bbffee4bbcf4cef2d0f9fcbe-1711539744
https://www.virustotal.com/gui/file/ab6fd3ab40931dfd337c5d4d34b95f44a0bdd44d56507d740d97278ab254139f/detection/f-ab6fd3ab40931dfd337c5d4d34b95f44a0bdd44d56507d740d97278ab254139f-1711539745
https://www.virustotal.com/gui/file/aa5d6ebc4765063fba4d02d24d9fc4b5845d5c8f86418ef7b8514b3c05eda306/detection/f-aa5d6ebc4765063fba4d02d24d9fc4b5845d5c8f86418ef7b8514b3c05eda306-1711539747
https://www.virustotal.com/gui/file/3faa3a0b1dd6ad2ba2855d6f82376e223b18a51a39159f5923f2aa33668211e4/detection/f-3faa3a0b1dd6ad2ba2855d6f82376e223b18a51a39159f5923f2aa33668211e4-1711539743
https://www.virustotal.com/gui/file/f7cb5a7a18fe1102a2f591b6ad7b79c68c972742de2f34691771c1e9ba6bd82d/detection/f-f7cb5a7a18fe1102a2f591b6ad7b79c68c972742de2f34691771c1e9ba6bd82d-1711720343
https://www.virustotal.com/gui/file/03d73af7132eb077586eca4e0e6af7bc60a04a01d241a3960093c290e302e73f/detection/f-03d73af7132eb077586eca4e0e6af7bc60a04a01d241a3960093c290e302e73f-1711539743
https://www.virustotal.com/gui/file/e8acdd3fdf21ace7f2a5a1a82ce5655a18fc52fc81d354a5ff685aa868fe1a98/detection/f-e8acdd3fdf21ace7f2a5a1a82ce5655a18fc52fc81d354a5ff685aa868fe1a98-1711705417
https://www.virustotal.com/gui/file/e8acdd3fdf21ace7f2a5a1a82ce5655a18fc52fc81d354a5ff685aa868fe1a98/detection/f-e8acdd3fdf21ace7f2a5a1a82ce5655a18fc52fc81d354a5ff685aa868fe1a98-1711705417
https://www.virustotal.com/gui/file/42089a9c43d4715413a971f3e9b0f01b718a5fc7dc220a87608297635e2758d2/detection/f-42089a9c43d4715413a971f3e9b0f01b718a5fc7dc220a87608297635e2758d2-1711539743
https://www.virustotal.com/gui/file/d98f9e4fa6dee9ea08e8760c594600e280c5a7af5e552ba65446081fbbcd4966/detection/f-d98f9e4fa6dee9ea08e8760c594600e280c5a7af5e552ba65446081fbbcd4966-1711539744
https://www.virustotal.com/gui/file/404b31b77dabbebedcdd2f02780576059ea3bcf5cba2ac6135d981b3d267cd25/detection/f-404b31b77dabbebedcdd2f02780576059ea3bcf5cba2ac6135d981b3d267cd25-1711539743
https://www.virustotal.com/gui/file/f4602c5293e8645f699212f831f3567e930b5c2d4d317c58700021667ea0d346/detection/f-f4602c5293e8645f699212f831f3567e930b5c2d4d317c58700021667ea0d346-1711539743
https://www.virustotal.com/gui/file/b2a73aa659a5901760e6cecf28491386241339c2911481383ce9f119f3ee7231/detection/f-b2a73aa659a5901760e6cecf28491386241339c2911481383ce9f119f3ee7231-1711582581
https://www.virustotal.com/gui/file/4fd8c460b0bb0a976d5e01275ba0afdef02ffbff760cd2cd2981ea6e3fc045e5/detection/f-4fd8c460b0bb0a976d5e01275ba0afdef02ffbff760cd2cd2981ea6e3fc045e5-1711689198

Domains and IPs

Contacted Domains

@ No contacted domains info
URLs from Memory and Binaries

Name

http://https://try.opera.com/72TR8R7/KLRL579/?
sub1=setupio&sub2=31120

http://https://yandex.ua/search/?clid=2358536&text=

http://https://legal.opera.com/terms

http://https://www.deezer.com/st/login

http://https://api.browser.yandex.ua/suggest/get?part=

http://https:/help.opera.com/latest/

http://anglebug.com/4633

hitp://
https://addons.opera.com/extensions/download/13655f
413caacdcc677b24dc0c615d1f5328d6a3/

http://https:/anglebug.com/7382

http://https://issuetracker.google.com/284462263

Copyright Joe Security LLC 2024

Source Malicious  Antivirus Detection

Securitelnfo.com.Adware.Elemental.22.28512.27778.t  false
mp, 00000001.00000003.2008449429.0000000
000993000.00000004.00000020.00020000.000

00000.sdmp, explorer.exe, 00000011.00000
000.2701335122.0000000001731000.00000002
.00000001.00040000.00000000.sdmp

installer.exe, 0000000D.00000003.2707774 false
182.00004D5400604000.00000004.00001000.0
0020000.00000000.sdmp

Securitelnfo.com.Adware.Elemental.22.28512.27778.t  false
mp, 00000001.00000003.2008449429.0000000
000993000.00000004.00000020.00020000.000
00000.sdmp, OperaGXSetup.exe, 00000003.0
0000002.2850171237.000000000018A000.0000
0040.00000001.01000000.00000008.sdmp, Op
eraGXSetup.exe, 00000004.00000002.288599
3218.000000000018A000.00000040.00000001.
01000000.00000008.sdmp, OperaGXSetup.exe,
00000005.00000002.2061459211.000000000
09CA000.00000040.00000001.01000000.00000
00B.sdmp, OperaGXSetup.exe, 00000006.000
00002.2922787938.000000000018A000.000000
40.00000001.01000000.00000008.sdmp, installer.exe,
0000000D.00000000.2625540919.00007FF65F
517000.00000002.00000001.01000000.000000
12.sdmp, installer.exe, 0000000E.00000000.26288338
36.00007FF65F517000.00000002.00000001.01
000000.00000012.sdmp

installer.exe, 0000000D.00000003.2707774 false
182.00004D5400604000.00000004.00001000.0
0020000.00000000.sdmp

installer.exe, 0000000D.00000003.2707774 false
182.00004D5400604000.00000004.00001000.0
0020000.00000000.sdmp

OperaGXSetup.exe, OperaGXSetup.exe, 0000 false
0006.00000002.2922787938.00000000001B000
0.00000040.00000001.01000000.00000008.sdmp,
installer.exe, 0000000D.00000000.2625540919.00
007FF65F517000.00000002.00000001.0100000
0.00000012.sdmp, installer.exe, 0000000E.00000000.
2628833836.00007FF65F517000.00000002.000
00001.01000000.00000012.sdmp, launcher.exe,
00000012.00000002.2766223989.000060E
€00288000.00000004.00001000.00020000.000
00000.sdmp, opera.exe, 00000015.00000002
.2787646170.0000608400254000.00000004.00
001000.00020000.00000000.sdmp

opera.exe, 0000001C.00000003.2793241123. false
00006E54023AC000.00000004.00001000.00020
000.00000000.sdmp

installer.exe, 0000000D.00000003.2707774 false
182.00004D5400604000.00000004.00001000.0
0020000.00000000.sdmp

opera.exe, 0000001C.00000003.2793241123. false
00006E54023AC000.00000004.00001000.00020
000.00000000.sdmp

opera.exe, 0000001C.00000003.2793241123. false
00006E54023AC000.00000004.00001000.00020
000.00000000.sdmp
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Name

http://https://policies.google.com/terms;

http://https://www.baidu.com/favicon.ico

http://https:/desktop-netinstaller-
sub.osp.opera.software/v1/binaryera.software3

http://https:/ff.search.yahoo.com/gossip?
output=fxjson&command=

http://autoupdate-staging.services.ams.osa/

http://localhost:3001api/prefs/?
product=$1&version=$2..

hitp://www.opera.com

hitp://
https://crashpad.chromium.org/https://crashpad.chromi
um.org/bug/new

Copyright Joe Security LLC 2024

Source Malicious  Antivirus Detection

OperaGXSetup.exe, 00000003.00000002.2850 false
171237.000000000018A000.00000040.0000000
1.01000000.00000008.sdmp, OperaGXSetup.exe,
00000004.00000002.2885993218.0000000
00018A000.00000040.00000001.01000000.000
00008.sdmp, OperaGXSetup.exe, 00000005.0
0000002.2061459211.00000000009CA000.0000
0040.00000001.01000000.0000000B.sdmp, Op
eraGXSetup.exe, 00000006.00000002.292278
7938.000000000018A000.00000040.00000001.
01000000.00000008.sdmp, installer.exe, 0
000000D.00000000.2625540919.00007FF65F51
7000.00000002.00000001.01000000.00000012.sdmp,
installer.exe, 0000000E.00000000.2628833836
.00007FF65F517000.00000002.00000001.0100
0000.00000012.sdmp

installer.exe, 0000000D.00000003.2707774 false
182.00004D5400604000.00000004.00001000.0
0020000.00000000.sdmp

OperaGXSetup.exe, 00000003.00000003.2329 false
742679.0000000000C94000.00000004.0000002
0.00020000.00000000.sdmp, OperaGXSetup.exe,
00000003.00000002.2869606187.0000000
000C94000.00000004.00000020.00020000.000
00000.sdmp, OperaGXSetup.exe, 00000003.0
0000003.2841379432.0000000000C89000.0000
0004.00000020.00020000.00000000.sdmp, Op
eraGXSetup.exe, 00000003.00000003.284346
1930.0000000000C93000.00000004.00000020.
00020000.00000000.sdmp

installer.exe, 0000000D.00000003.2707774 false
182.00004D5400604000.00000004.00001000.0
0020000.00000000.sdmp

OperaGXSetup.exe false

OperaGXSetup.exe, 00000003.00000002.2850 false
171237.00000000001B0000.00000040.0000000
1.01000000.00000008.sdmp, OperaGXSetup.exe,
00000004.00000002.2885993218.0000000
0001B0000.00000040.00000001.01000000.000
00008.sdmp, OperaGXSetup.exe, 00000005.0
0000002.2061459211.00000000009F0000.0000
0040.00000001.01000000.0000000B.sdmp, Op
eraGXSetup.exe, 00000006.00000002.292278
7938.00000000001B0000.00000040.00000001.
01000000.00000008.sdmp, installer.exe, 0
000000D.00000000.2625540919.00007FF65F51
7000.00000002.00000001.01000000.00000012.sdmp,
installer.exe, 0000000E.00000000.2628833836
.00007FF65F517000.00000002.00000001.0100
0000.00000012.sdmp

OperaGXSetup.exe, 00000003.00000003.2845 false
554919.0000000036474000.00000004.0000100
0.00020000.00000000.sdmp, OperaGXSetup.exe,
00000003.00000003.2258300885.0000000
03634C000.00000004.00001000.00020000.000

00000.sdmp

OperaGXSetup.exe, 00000003.00000002.2850 false
171237.00000000001B0000.00000040.0000000
1.01000000.00000008.sdmp, OperaGXSetup.exe,
00000004.00000002.2885993218.0000000
0001B0000.00000040.00000001.01000000.000
00008.sdmp, OperaGXSetup.exe, 00000005.0
0000002.2061459211.00000000009F0000.0000
0040.00000001.01000000.0000000B.sdmp, Op
eraGXSetup.exe, 00000006.00000002.292278
7938.00000000001B0000.00000040.00000001.
01000000.00000008.sdmp, Opera_GX_assista
nt_73.0.3856.382_Setup.exe_sfx.exe, 0000
0009.00000003.2278137134.00000000032A800
0.00000004.00000020.00020000.00000000.sdmp,
Opera_GX_assistant_73.0.3856.382_Setup.exe_sfx
.exe, 00000009.00000003.2278137134.00000
00003415000.00000004.00000020.00020000.0
0000000.sdmp, assistant_installer.exe, 0000000A.00
000000.2279825246.0000000000067000.00000
002.00000001.01000000.00000011.sdmp, ass
istant_installer.exe, 0000000B.00000000.2284793354
.0000000000D67000.00000002.00000001.0100
0000.00000011.sdmp, installer.exe, 00000
00D.00000000.2625540919.00007FF65F517000
.00000002.00000001.01000000.00000012.sdmp,
installer.exe, 0000000E.00000000.2628833836.000
07FF65F517000.00000002.00000001.01000000
.00000012.sdmp
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Name

http://https:/desktop-netinstaller-
sub.osp.opera.software/SysWOW64

http:ifhttps://features.opera-api2.com/C

http://
https://addons.opera.com/extensions/download/0239ef
3d7¢95570d61b12b2fb509af435ccc2131/

http://https://www.deezer.com/no/login

http://https://www.deezer.com/ro/login

hitp://
https://completion.amazon.com/search/complete?q=
http://https:/anglebug.com/7714

http://https://listen.tidal.com/

http://https:/desktop-netinstaller-
sub.osp.opera.software/v1/binaryera.software

hitp://
https://addons.opera.com/extensions/download/ad5be
aae2fc679ccbaldb1f7b3c9503d8daéec70/

http://https://www.remobjects.com/ps

http://https://www.innosetup.com/

http://anglebug.com/6248

http://https:/download.opera.com/R

http:ifhttps://www.deezer.com/fi/login

http://https:/download3.operacdn.com/

http://anglebug.com/6929

http://anglebug.com/5281

Copyright Joe Security LLC 2024

Source Malicious

OperaGXSetup.exe, 00000003.00000002.2866 false
378247.0000000000C51000.00000004.0000002
0.00020000.00000000.sdmp

OperaGXSetup.exe, 00000003.00000003.2071 false
654247.0000000000C74000.00000004.0000002
0.00020000.00000000.sdmp

installer.exe, 0000000D.00000003.2707774 false
182.00004D5400604000.00000004.00001000.0
0020000.00000000.sdmp

installer.exe, 0000000D.00000003.2707774 false
182.00004D5400604000.00000004.00001000.0
0020000.00000000.sdmp

installer.exe, 0000000D.00000003.2707774 false
182.00004D5400604000.00000004.00001000.0
0020000.00000000.sdmp

installer.exe, 0000000D.00000003.2707774 false
182.00004D5400604000.00000004.00001000.0
0020000.00000000.sdmp

opera.exe, 0000001C.00000003.2793241123. false
00006E54023AC000.00000004.00001000.00020
000.00000000.sdmp

installer.exe, 0000000D.00000003.2707774 false
182.00004D5400604000.00000004.00001000.0
0020000.00000000.sdmp

OperaGXSetup.exe, 00000003.00000002.2869 false
606187.0000000000C94000.00000004.0000002
0.00020000.00000000.sdmp, OperaGXSetup.exe,
00000003.00000003.2841379432.0000000
000C89000.00000004.00000020.00020000.000

00000.sdmp, OperaGXSetup.exe, 00000003.0
0000003.2843461930.0000000000C93000.0000
0004.00000020.00020000.00000000.sdmp

installer.exe, 0000000D.00000003.2707774 false
182.00004D5400604000.00000004.00001000.0
0020000.00000000.sdmp

Securitelnfo.com.Adware.Elemental.22.28512.27778.e  false
xe, 00000000.00000003.1960705178.0000000
002680000.00000004.00001000.00020000.000

00000.sdmp, Securitelnfo.com.Adware.Elemental.22.2
8512.27778.exe, 00000000.00000003.196105
8453.000000007FB40000.00000004.00001000.
00020000.00000000.sdmp, Securitelnfo.com
.Adware.Elemental.22.28512.27778.tmp, 00
000001.00000000.1962311586.0000000000401
000.00000020.00000001.01000000.00000004.sdmp

Securitelnfo.com.Adware.Elemental.22.28512.27778.e  false
xe, 00000000.00000003.1960705178.0000000
002680000.00000004.00001000.00020000.000

00000.sdmp, Securitelnfo.com.Adware.Elemental.22.2
8512.27778.exe, 00000000.00000003.196105
8453.000000007FB40000.00000004.00001000.
00020000.00000000.sdmp, Securitelnfo.com
.Adware.Elemental.22.28512.27778.tmp, 00
000001.00000000.1962311586.0000000000401
000.00000020.00000001.01000000.00000004.sdmp

opera.exe, 0000001C.00000003.2793241123. false
00006E54023AC000.00000004.00001000.00020
000.00000000.sdmp

OperaGXSetup.exe, 00000003.00000003.2090 false
712500.0000000000CB1000.00000004.0000002
0.00020000.00000000.sdmp, OperaGXSetup.exe,
00000003.00000003.2182012704.0000000
000CB1000.00000004.00000020.00020000.000
00000.sdmp, OperaGXSetup.exe, 00000003.0
0000003.2087362255.0000000000CB1000.0000
0004.00000020.00020000.00000000.sdmp

installer.exe, 0000000D.00000003.2707774 false
182.00004D5400604000.00000004.00001000.0
0020000.00000000.sdmp

OperaGXSetup.exe, 00000003.00000002.2866 false
378247.0000000000C25000.00000004.0000002
0.00020000.00000000.sdmp

opera.exe, 0000001C.00000003.2793241123. false
00006E54023AC000.00000004.00001000.00020
000.00000000.sdmp

opera.exe, 0000001C.00000003.2793241123. false
00006E54023AC000.00000004.00001000.00020
000.00000000.sdmp

Antivirus Detection

Reputation
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Name

http:ifcrl4.dig-

http://https://www.so.com/favicon.ico

http://
https://download5.operacdn.com/ftp/pub/opera_gx/107
.0.5045.79/win/Opera_GX_107.0.5045.79_Autoupdate

http://https://www.deezer.com/mx/login

http://https://issuetracker.google.com/255411748

http://www.autoitscript.com/autoit3/J

http://https://crashpad.chromium.org/

hitp://
https://addons.opera.com/en/extensions/details/dify-
cashback/

http://https:/anglebug.com/7246

http://https:/anglebug.com/7369

http://https://www.deezer.com

http://https:/anglebug.com/7489

http://https://autoupdate.geo.opera.com/geolocation/

http://https:/desktop-netinstaller-
sub.osp.opera.software/appxBundleSipPutSignedData
Msgniuid=DII-f522-46¢3

http://https:/desktop-netinstaller-
sub.osp.opera.software/Xw

http:ifhttps://duckduckgo.com/?g=

http:ifhttps://yandex.com.tr/search/?
clid=1669559&text=

Copyright Joe Security LLC 2024

Source

OperaGXSetup.exe, 00000003.00000002.2870
614189.0000000001068000.00000004.0000002
0.00020000.00000000.sdmp

installer.exe, 0000000D.00000003.2707774
182.00004D5400604000.00000004.00001000.0
0020000.00000000.sdmp

OperaGXSetup.exe, 00000003.00000003.2090
712500.0000000000CB1000.00000004.0000002
0.00020000.00000000.sdmp, OperaGXSetup.exe,
00000003.00000002.2866378247.0000000
000C51000.00000004.00000020.00020000.000
00000.sdmp, OperaGXSetup.exe, 00000003.0
0000003.2182012704.0000000000CB1000.0000
0004.00000020.00020000.00000000.sdmp, Op
eraGXSetup.exe, 00000003.00000003.208741
4766.0000000000C8D000.00000004.00000020.
00020000.00000000.sdmp, OperaGXSetup.exe,
00000003.00000003.2087362255.000000000
0CB1000.00000004.00000020.00020000.00000
000.sdmp, OperaGXSetup.exe, 00000003.000
00003.2090712500.0000000000C8D000.000000
04.00000020.00020000.00000000.sdmp, Oper
aGXSetup.exe, 00000003.00000003.20872667
46.00000000041EF000.00000004.00000020.00
020000.00000000.sdmp

installer.exe, 0000000D.00000003.2707774
182.00004D5400604000.00000004.00001000.0
0020000.00000000.sdmp

opera.exe, 0000001C.00000003.2793241123.
00006E54023AC000.00000004.00001000.00020
000.00000000.sdmp

explorer.exe, 00000011.00000000.27193350
16.000000000C8B4000.00000004.00000001.00
020000.00000000.sdmp

assistant_installer.exe, assistant_installer.exe,
0000000B.00000000.2284793354.0000000000D
67000.00000002.00000001.01000000.0000001
1.sdmp, installer.exe, 0000000D.00000000.262554091
9.00007FF65F517000.00000002.00000001.010
00000.00000012.sdmp, installer.exe, 0000000E.00000
000.2628833836.00007 FF65F517000.00000002
.00000001.01000000.00000012.sdmp

launcher.exe, 00000013.00000000.27280563
34.00007FF7385C4000.00000002.00000001.01
000000.00000017.sdmp

opera.exe, 0000001C.00000003.2793241123.
00006E54023AC000.00000004.00001000.00020
000.00000000.sdmp

opera.exe, 0000001C.00000003.2793241123.
00006E54023AC000.00000004.00001000.00020
000.00000000.sdmp

installer.exe, 0000000D.00000003.2707774
182.00004D5400604000.00000004.00001000.0
0020000.00000000.sdmp

opera.exe, 0000001C.00000003.2793241123.
00006E54023AC000.00000004.00001000.00020
000.00000000.sdmp

OperaGXSetup.exe, OperaGXSetup.exe, 0000
0006.00000002.2922787938.00000000001B000
0.00000040.00000001.01000000.00000008.sdmp,
installer.exe, 0000000D.00000000.2625540919.00
007FF65F517000.00000002.00000001.0100000
0.00000012.sdmp, installer.exe, 0000000E.00000000.
2628833836.00007FF65F517000.00000002.000
00001.01000000.00000012.sdmp

OperaGXSetup.exe, 00000003.00000002.2866
378247.0000000000C51000.00000004.0000002
0.00020000.00000000.sdmp

OperaGXSetup.exe, 00000003.00000002.2866
378247.0000000000C25000.00000004.0000002
0.00020000.00000000.sdmp

installer.exe, 0000000D.00000003.2707774
182.00004D5400604000.00000004.00001000.0
0020000.00000000.sdmp

installer.exe, 0000000D.00000003.2707774
182.00004D5400604000.00000004.00001000.0
0020000.00000000.sdmp

Malicious  Antivirus Detection

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

Reputation
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Name

http://https://crashstats-
collector.opera.com/collector/submit

http://https://download.opera.com/4

http://www.kymoto.orgAbout

http://https://try.opera.com/72TR

http://anglebug.com/8417

hitp://
https://addons.opera.com/extensions/download/4d3d8f
7f070d279fbe0d2795e10e69fbab5d3824/

http://https://opera.com/privacy

http://www.kymoto.org

http:ifhttps://issuetracker.google.com/161903006

http://https://www.opera.com/eula/computers

http://https:/desktop-netinstaller-
sub.osp.opera.software/etUrICache

Copyright Joe Security LLC 2024

Source Malicious  Antivirus Detection

installer.exe, 0000000E.00000002.2921864 false
598.000001D74CF70000.00000004.00000020.0
0020000.00000000.sdmp, installer.exe, 0000000E.000
00000.2628833836.00007FF65F517000.000000
02.00000001.01000000.00000012.sdmp, installer.exe,
0000000E.00000003.2919717296.00004A5000
238000.00000004.00001000.00020000.000000

00.sdmp, opera.exe, 00000015.00000003.27
47900384.00006084002E0000.00000004.00001
000.00020000.00000000.sdmp

OperaGXSetup.exe, 00000003.00000003.2322 false
528834.0000000000C89000.00000004.0000002
0.00020000.00000000.sdmp, OperaGXSetup.exe,
00000003.00000003.2329742679.0000000
000C94000.00000004.00000020.00020000.000
00000.sdmp, OperaGXSetup.exe, 00000003.0
0000003.2090712500.0000000000CB1000.0000
0004.00000020.00020000.00000000.sdmp, Op
eraGXSetup.exe, 00000003.00000003.218201
2704.0000000000CB1000.00000004.00000020.
00020000.00000000.sdmp, OperaGXSetup.exe,
00000003.00000002.2869606187.000000000
0C94000.00000004.00000020.00020000.00000
000.sdmp, OperaGXSetup.exe, 00000003.000
00003.2841379432.0000000000C89000.000000
04.00000020.00020000.00000000.sdmp, Oper
aGXSetup.exe, 00000003.00000003.20873622
55.0000000000CB1000.00000004.00000020.00
020000.00000000.sdmp, OperaGXSetup.exe,
00000003.00000003.2843461930.0000000000C
93000.00000004.00000020.00020000.0000000
0.sdmp, OperaGXSetup.exe, 00000003.00000
003.2258071768.0000000000C91000.00000004
.00000020.00020000.00000000.sdmp, OperaG
XSetup.exe, 00000003.00000003.2322594580
.0000000000C93000.00000004.00000020.0002
0000.00000000.sdmp

Securitelnfo.com.Adware.Elemental.22.28512.27778.e  false
xe, 00000000.00000003.1959440394.0000000
002540000.00000004.00001000.00020000.000

00000.sdmp, Securitelnfo.com.Adware.Elemental.22.2
8512.27778.tmp, 00000001.00000003.196499
2515.00000000035E0000.00000004.00001000.
00020000.00000000.sdmp

Securitelnfo.com.Adware.Elemental.22.28512.27778.t  false
mp, 00000001.00000003.2008449429.0000000
000993000.00000004.00000020.00020000.000

00000.sdmp

opera.exe, 0000001C.00000003.2793241123. false
00006E54023AC000.00000004.00001000.00020
000.00000000.sdmp

installer.exe, 0000000D.00000003.2707774 false
182.00004D5400604000.00000004.00001000.0
0020000.00000000.sdmp

OperaGXSetup.exe, OperaGXSetup.exe, 0000 false
0006.00000002.2922787938.00000000001B000
0.00000040.00000001.01000000.00000008.sdmp,
installer.exe, 0000000D.00000000.2625540919.00
007FF65F517000.00000002.00000001.0100000
0.00000012.sdmp, installer.exe, 0000000E.00000000.
2628833836.00007FF65F517000.00000002.000
00001.01000000.00000012.sdmp

Securitelnfo.com.Adware.Elemental.22.28512.27778.e  false
xe, 00000000.00000003.1959440394.0000000
002540000.00000004.00001000.00020000.000

00000.sdmp, Securitelnfo.com.Adware.Elemental.22.2
8512.27778.tmp, 00000001.00000003.196499
2515.00000000035E0000.00000004.00001000.
00020000.00000000.sdmp

opera.exe, 0000001C.00000003.2793241123. false
00006E54023AC000.00000004.00001000.00020
000.00000000.sdmp

Securitelnfo.com.Adware.Elemental.22.28512.27778.t  false
mp, 00000001.00000003.2008449429.0000000
000993000.00000004.00000020.00020000.000

00000.sdmp

OperaGXSetup.exe, 00000003.00000002.2866 false
378247.0000000000C51000.00000004.0000002
0.00020000.00000000.sdmp

Reputation
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Name

http://https://gamemaker.io)

http://autoupdate-
staging.services.ams.osa/v4/v5/netinstaller///windows/
x64v2/Fetching

http://https:/duckduckgo.com/favicon.ico

http://https://www.google.com/favicon.ico

http://https:/desktop-netinstaller-
sub.osp.opera.software/v1/binaryera.softwarep

http://anglebug.com/3078

http://anglebug.com/7553

http://anglebug.com/5375

hitp://
https://addons.opera.com/extensions/download/3ed73
47a5e10c404eabcb96281265ff23092¢f8f/

hitp://
https://addons.opera.com/extensions/download/e27cf3
ebc2172a1a7d9cb6978a031ef52ed55596/

http://https:/desktop-netinstaller-
sub.osp.opera.software/r-sub.osp.opera.software/N

http://anglebug.com/5371

http://https://extension-
updates.opera.com/api/omaha/update/MT6L

http://anglebug.com/4722

http://https://www.deezer.com/ru/login

http:ff
https://addons.opera.com/extensions/download/434b0
a6daa530638a964132e86b8a01d7b39aa7c/

Copyright Joe Security LLC 2024

Source Malicious  Antivirus Detection

OperaGXSetup.exe, OperaGXSetup.exe, 0000 false
0006.00000002.2922787938.000000000018A00
0.00000040.00000001.01000000.00000008.sdmp,
installer.exe, 0000000D.00000000.2625540919.00
007FF65F517000.00000002.00000001.0100000
0.00000012.sdmp, installer.exe, 0000000E.00000000.
2628833836.00007FF65F517000.00000002.000
00001.01000000.00000012.sdmp

OperaGXSetup.exe, 00000003.00000002.2850 false
171237.00000000001B0000.00000040.0000000
1.01000000.00000008.sdmp, OperaGXSetup.exe,
00000004.00000002.2885993218.0000000
0001B0000.00000040.00000001.01000000.000
00008.sdmp, OperaGXSetup.exe, 00000005.0
0000002.2061459211.00000000009F0000.0000
0040.00000001.01000000.0000000B.sdmp, Op
eraGXSetup.exe, 00000006.00000002.292278
7938.00000000001B0000.00000040.00000001.
01000000.00000008.sdmp, installer.exe, 0
000000D.00000000.2625540919.00007FF65F51
7000.00000002.00000001.01000000.00000012.sdmp,
installer.exe, 0000000E.00000000.2628833836
.00007FF65F517000.00000002.00000001.0100
0000.00000012.sdmp

installer.exe, 0000000D.00000003.2707774 false
182.00004D5400604000.00000004.00001000.0
0020000.00000000.sdmp

installer.exe, 0000000D.00000003.2707774 false
182.00004D5400604000.00000004.00001000.0
0020000.00000000.sdmp

OperaGXSetup.exe, 00000003.00000003.2322 false
528834.0000000000C89000.00000004.0000002
0.00020000.00000000.sdmp, OperaGXSetup.exe,
00000003.00000003.2329742679.0000000
000C94000.00000004.00000020.00020000.000
00000.sdmp, OperaGXSetup.exe, 00000003.0
0000002.2869606187.0000000000C94000.0000
0004.00000020.00020000.00000000.sdmp, Op
eraGXSetup.exe, 00000003.00000003.284137
9432.0000000000C89000.00000004.00000020.
00020000.00000000.sdmp, OperaGXSetup.exe,
00000003.00000003.2843461930.000000000
0C93000.00000004.00000020.00020000.00000
000.sdmp, OperaGXSetup.exe, 00000003.000
00003.2322594580.0000000000C93000.000000
04.00000020.00020000.00000000.sdmp

opera.exe, 0000001C.00000003.2793241123. false
00006E54023AC000.00000004.00001000.00020
000.00000000.sdmp

opera.exe, 0000001C.00000003.2793241123. false
00006E54023AC000.00000004.00001000.00020
000.00000000.sdmp

opera.exe, 0000001C.00000003.2793241123. false
00006E54023AC000.00000004.00001000.00020
000.00000000.sdmp

installer.exe, 0000000D.00000003.2707774 false
182.00004D5400604000.00000004.00001000.0
0020000.00000000.sdmp

installer.exe, 0000000D.00000003.2707774 false
182.00004D5400604000.00000004.00001000.0
0020000.00000000.sdmp, installer.exe, 0000000D.000
00003.2635441252.000001D885A3C000.000000
04.00000020.00020000.00000000.sdmp

OperaGXSetup.exe, 00000003.00000002.2866 false
378247.0000000000C51000.00000004.0000002
0.00020000.00000000.sdmp

opera.exe, 0000001C.00000003.2793241123. false
00006E54023AC000.00000004.00001000.00020
000.00000000.sdmp

installer.exe, 0000000D.00000003.2708034 false
650.00004D5400360000.00000004.00001000.0
0020000.00000000.sdmp

opera.exe, 0000001C.00000003.2793241123. false
00006E54023AC000.00000004.00001000.00020
000.00000000.sdmp

installer.exe, 0000000D.00000003.2707774 false
182.00004D5400604000.00000004.00001000.0
0020000.00000000.sdmp

installer.exe, 0000000D.00000003.2707774 false
182.00004D5400604000.00000004.00001000.0
0020000.00000000.sdmp
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Name

http://https://gamemaker.io/en/get.

hitp://
https://addons.opera.com/extensions/download/aad01
b6c6f7f2f01beab584af044c96d8850f748/

http://https://crashstats-
collector.opera.com/collector/submitJP

http://https:/gamemaker.io

http://anglebug.com/7556

http://https://autoupdate.geo.opera.com/api/prefs/?
product=Opera%20GX&version=107.0.5045.79

hitp://
https://addons.opera.com/extensions/download/313b7f
796952f2b34bf6bcebbal0a7b51bd18913/

http://https:/desktop-netinstaller-
sub.osp.opera.software/v1/binaryera.softwareV

hitp://
https://translate.yandex.net/main/v2.92.1465389915/i/f
avicon.ico

hitp://
https://addons.opera.com/extensions/download/505f20
c0ceb331ebec9f6b8d9def5e0f59bed612/

http://https://browser-notifications.opera.com/api/v1/

http://https://www.deezer.com/us/login

http://https:/smolecular.icu/tfg/?src=setuplO

Copyright Joe Security LLC 2024

Source

OperaGXSetup.exe, OperaGXSetup.exe, 0000
0006.00000002.2922787938.000000000018A00
0.00000040.00000001.01000000.00000008.sdmp,
installer.exe, 0000000D.00000000.2625540919.00
007FF65F517000.00000002.00000001.0100000
0.00000012.sdmp, installer.exe, 0000000E.00000000.
2628833836.00007FF65F517000.00000002.000
00001.01000000.00000012.sdmp

installer.exe, 0000000D.00000003.2707774
182.00004D5400604000.00000004.00001000.0
0020000.00000000.sdmp

installer.exe, 0000000E.00000002.2926616
195.00004A50002C4000.00000004.00001000.0
0020000.00000000.sdmp

OperaGXSetup.exe, OperaGXSetup.exe, 0000
0006.00000002.2922787938.000000000018A00
0.00000040.00000001.01000000.00000008.sdmp,
installer.exe, 0000000D.00000000.2625540919.00
007FF65F517000.00000002.00000001.0100000
0.00000012.sdmp, installer.exe, 0000000E.00000000.
2628833836.00007FF65F517000.00000002.000
00001.01000000.00000012.sdmp

opera.exe, 0000001C.00000003.2793241123.
00006E54023AC000.00000004.00001000.00020
000.00000000.sdmp

OperaGXSetup.exe, 00000003.00000002.2876
049672.00000000041ED000.00000004.0000002
0.00020000.00000000.sdmp, OperaGXSetup.exe,
00000003.00000003.2841379432.0000000
000C89000.00000004.00000020.00020000.000
00000.sdmp, OperaGXSetup.exe, 00000003.0
0000003.2329765016.00000000041EE000.0000
0004.00000020.00020000.00000000.sdmp, Op
eraGXSetup.exe, 00000003.00000003.232965
3768.0000000000C89000.00000004.00000020.
00020000.00000000.sdmp, OperaGXSetup.exe,
00000003.00000002.2868631396.000000000
0C89000.00000004.00000020.00020000.00000
000.sdmp

installer.exe, 0000000D.00000003.2707774
182.00004D5400604000.00000004.00001000.0
0020000.00000000.sdmp

OperaGXSetup.exe, 00000003.00000002.2869
606187.0000000000C94000.00000004.0000002
0.00020000.00000000.sdmp, OperaGXSetup.exe,
00000003.00000003.2841379432.0000000
000C89000.00000004.00000020.00020000.000
00000.sdmp, OperaGXSetup.exe, 00000003.0
0000003.2843461930.0000000000C93000.0000
0004.00000020.00020000.00000000.sdmp

installer.exe, 0000000D.00000003.2707774
182.00004D5400604000.00000004.00001000.0
0020000.00000000.sdmp

installer.exe, 0000000D.00000003.2707774
182.00004D5400604000.00000004.00001000.0
0020000.00000000.sdmp

Opera_GX_assistant_73.0.3856.382_Setup.e
xe_sfx.exe, 00000009.00000003.2278137134
.0000000003415000.00000004.00000020.0002
0000.00000000.sdmp

installer.exe, 0000000D.00000003.2707774
182.00004D5400604000.00000004.00001000.0
0020000.00000000.sdmp

Securitelnfo.com.Adware.Elemental.22.28512.27778.t
mp, 00000001.00000003.2008449429.0000000
000993000.00000004.00000020.00020000.000
00000.sdmp

Malicious  Antivirus Detection

false

false

false

false

false

false

false

false

false

false

false

false

false
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Name

http://
https://autoupdate.geo.opera.com/https://autoupdate.g
eo.opera.com/geolocation/OperaDesktopGXhttps://

hitp:/fhttps://word.office.comon

http://anglebug.com/6692

hitp:/fhttps://issuetracker.google.com/258207403

http://https://www.deezer.com/es/login

hitp:/fanglebug.com/3502

http://anglebug.com/3623

World Map of Contacted IPs

[] No. of IPs < 25%
B 25% < No. of IPs < 50%
B 50% < No. of IPs < 75%
B 75% <No. of IPs

Public IPs

IP Domain
204.79.197.200 unknown
13.107.246.40 unknown
54.225.130.57 unknown

Copyright Joe Security LLC 2024

Source Malicious  Antivirus Detection

OperaGXSetup.exe, 00000003.00000002.2850
171237.00000000001B0000.00000040.0000000
1.01000000.00000008.sdmp, OperaGXSetup.exe,
00000004.00000002.2885993218.0000000
0001B0000.00000040.00000001.01000000.000
00008.sdmp, OperaGXSetup.exe, 00000005.0
0000002.2061459211.00000000009F0000.0000
0040.00000001.01000000.0000000B.sdmp, Op
eraGXSetup.exe, 00000006.00000002.292278
7938.00000000001B0000.00000040.00000001.
01000000.00000008.sdmp, installer.exe, 0
000000D.00000000.2625540919.00007 FF65F51
7000.00000002.00000001.01000000.00000012.sdmp,
installer.exe, 0000000E.00000000.2628833836
.00007FF65F517000.00000002.00000001.0100
0000.00000012.sdmp

false

explorer.exe, 00000011.00000000.27072413 false
17.00000000099B0000.00000004.00000001.00

020000.00000000.sdmp

opera.exe, 0000001C.00000003.2793241123. false
00006E54023AC000.00000004.00001000.00020

000.00000000.sdmp

opera.exe, 0000001C.00000003.2793241123. false
00006E54023AC000.00000004.00001000.00020

000.00000000.sdmp

installer.exe, 0000000D.00000003.2707774
182.00004D5400604000.00000004.00001000.0
0020000.00000000.sdmp

false

opera.exe, 0000001C.00000003.2793241123. false
00006E54023AC000.00000004.00001000.00020

000.00000000.sdmp

false

opera.exe, 0000001C.00000003.2793241123.
00006E54023AC000.00000004.00001000.00020
000.00000000.sdmp

Country Flag ASN
United States = 8068
United States BE 8068
United States = 14618

Reputation
ASN Name Malicious
MICROSOFT-CORP-MSN-  false
AS-BLOCKUS
MICROSOFT-CORP-MSN-  false
AS-BLOCKUS
AMAZON-AESUS false
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IP Domain
23.61.11.143 unknown
142.251.163.188 unknown
37.228.108.132 unknown
142.251.111.104 unknown
82.145.216.15 unknown
172.253.115.147 unknown
20.110.205.119 unknown
107.167.96.30 unknown
107.167.96.31 unknown
1.1.1.1 unknown
142.250.31.138 unknown
142.251.163.119 unknown
172.253.63.95 unknown
37.228.108.144 unknown
104.45.184.134 unknown
172.253.63.102 unknown
172.253.122.94 unknown
88.208.5.115 unknown
239.255.255.250 unknown
107.167.110.218 unknown
107.167.110.216 unknown
23.48.104.107 unknown
107.167.110.211 unknown
23.61.11.162 unknown
104.18.7.134 unknown
13.107.21.200 unknown
142.251.16.156 unknown
96.6.42.17 unknown
104.18.8.172 unknown
142.251.167.95 unknown
185.26.182.111 unknown
104.18.10.89 unknown
18.160.41.53 unknown
185.26.182.112 unknown
172.64.162.29 unknown
142.251.167.156 unknown
104.18.6.134 unknown
192.229.211.108 unknown
3.21.115.179 unknown
142.251.16.97 unknown
104.78.188.21 unknown
107.167.125.189 unknown
99.84.191.43 unknown
23.222.79.195 unknown
Private

P

192.168.2.5

127.0.0.1

General Information

Joe Sandbox version:

Analysis ID:

Copyright Joe Security LLC 2024

Country
United States
United States
Norway

United States
United Kingdom
United States

United States

United States
United States
Australia
United States
United States
United States
Norway

United States

United States
United States

Netherlands

Reserved

United States
United States
United States
United States
United States
United States

United States

United States
United States
United States
United States
Norway

United States
United States
Norway

United States
United States
United States
United States
United States
United States
United States
United States
United States

United States

40.0.0 Tourmaline
1417615

I

I

I B

o

I

I IR

wE

T T

I

W IR RO OIR IR IR OE WK E ROR IR R

I

ASN

20940
15169
39832
15169
39832
15169
8075

53755
53755
13335
15169
15169
15169
39832
8075

15169
15169
39572

unknown
21837
21837
20940
21837
20940
13335
8068

15169
20940
13335
15169
39832
13335
3

39832
13335
15169
13335
15133
16509
15169
16625
21837
16509
20940

ASN Name
AKAMAI-ASN1EU
GOOGLEUS
NO-OPERANO
GOOGLEUS
NO-OPERANO
GOOGLEUS

Malicious
false
false
false
false
false

false

MICROSOFT-CORP-MSN-  false

AS-BLOCKUS
IOFLOODUS
IOFLOODUS
CLOUDFLARENETUS
GOOGLEUS
GOOGLEUS
GOOGLEUS
NO-OPERANO

false
false
false
false
false
false

false

MICROSOFT-CORP-MSN-  false

AS-BLOCKUS
GOOGLEUS
GOOGLEUS

ADVANCEDHOSTERS-
ASNL

unknown
OPERASOFTWAREUS
OPERASOFTWAREUS
AKAMAI-ASN1EU
OPERASOFTWAREUS
AKAMAI-ASN1EU
CLOUDFLARENETUS

false
false

false

false
false
false
false
false
false

false

MICROSOFT-CORP-MSN-  false

AS-BLOCKUS
GOOGLEUS
AKAMAI-ASN1EU
CLOUDFLARENETUS
GOOGLEUS
NO-OPERANO
CLOUDFLARENETUS
MIT-GATEWAYSUS
NO-OPERANO
CLOUDFLARENETUS
GOOGLEUS
CLOUDFLARENETUS
EDGECASTUS
AMAZON-02US
GOOGLEUS
AKAMAI-ASUS
OPERASOFTWAREUS
AMAZON-02US
AKAMAI-ASN1EU

false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false

false
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Start date and time:

Joe Sandbox product:

Overall analysis duration:

Hypervisor based Inspection enabled:
Report type:

Cookbook file name:

Analysis system description:

Number of analysed new started processes

analysed:

Number of new started drivers analysed:

Number of existing processes analysed:

Number of existing drivers analysed:

Number of injected processes analysed:

Technologies:

Analysis Mode:
Analysis stop reason:
Sample name:
Detection:
Classification:

EGA Information:

HCA Information:

Cookbook Comments:

Warnings

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

Simulations

Behavior and APIs

2024-03-29 19:18:05 +01:00
CloudBasic

Oh 13m 24s

false

light

default.jos

Windows 10 x64 22H2 with Office Professional Plus 2019, Chrome 117, Firefox 118, Adobe Reader DC 23, Java 8 Update 381, 7zip

23.01
37

w o o o

+ HCA enabled
+ EGA enabled
« AMSI enabled

default

Timeout

Securitelnfo.com.Adware.Elemental.22.28512.27778.exe

SuUS

sus34.rans.spyw.evad.winEXE@118/1236@0/49

« Successful, ratio: 42.9%

.

Successful, ratio: 70%
« Number of executed functions: 0
« Number of non-executed functions: 0

.

Exclude process from analysis (whitelisted): dilhost.exe, WMIADAP.exe, SIHClient.exe, svchost.exe
Created / dropped Files have been reduced to 100
Report creation exceeded maximum time and may have missing d isassembly code information.
Report size exceeded maximum capacity and may have missing b ehavior information.
Report size exceeded maximum capacity and may have missing disassembly code.
Report size getting too big, t oo many NtAllocateVirtualMemory calls found.

Report size getting too big, t oo many NtCreateFile calls found.

Report size getting too big, t oo many NtDeviceloControlFile calls found.

Report size getting too big, t oo many NtEnumerateKey calls found.

Report size getting too big, t oo many NtOpenFile calls found.

Report size getting too big, t oo many NtOpenKey calls found.

Report size getting too big, t oo many NtOpenKeyEx calls found.

Report size getting too big, t oo many NtProtectVirtualMemory calls found.

Report size getting too big, t oo many NtQueryAttributesFile calls found.

Report size getting too big, t oo many NtQueryValueKey calls found.

Report size getting too big, t oo many NtQueryVolumelnformationFile calls found.
Report size getting too big, t oo many NtReadFile calls found.

Report size getting too big, t oo many NtReadVirtualMemory calls found.

Report size getting too big, t oo many NtSetInformationFile calls found.

Report size getting too big, t oo many NtSetValueKey calls found.

Report size getting too big, t oo many NtWriteFile calls found.

Report size getting too big, t oo many NtWriteVirtualMemory calls found.

Skipping network analysis since amount of network traffic is too extensive

Time Type Description
19:18:50 API Interceptor
19:20:03 API Interceptor
19:20:04 Task Scheduler
19:20:30 API Interceptor
19:20:34 API Interceptor

Copyright Joe Security LLC 2024

Found application associated with file extension: .exe

4x Sleep call for process: Securitelnfo.com.Adware.Elemental.22.28512.27778.tmp modified

8x Sleep call for process: explorer.exe modified

1x Sleep call for process: opera_autoupdate.exe modified

1x Sleep call for process: opera.exe modified

Run new task: Opera GX scheduled Autoupdate 1711736395 path: C:\Users\user\AppData\Local\Programs\Op
era GX\launcher.exe s>--scheduledautoupdate $(Arg0)
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Joe Sandbox View / Context

IPs

@ No context

Domains

@ No context

ASNs

@ No context

JA3 Fingerprints

@ No context

Dropped Files

@ No context

Created / dropped Files

C:\Users\user\AppData\LocalLow\Microsoft\CryptnetUrlCache\Content\F2E248BEDDBB2D85122423C41028BFD4

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:
SHAT:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Users\user\AppData\Local\Temp\is-NM93K.tmp\OperaGXSetup.exe

Certificate, Version=3

dropped

1428

7.688784034406474

false
24:nIGWnSIGWnSGc9VIlyyOKuiUQ+7n0TCDZJCCAyulqwmCFUZnPQ1LSdT:nIL7LJSRQ+QgAyuxwfynPQmR
78F2FCAAB01F2FB4EBC937BA532E7549

DDFB16CD4931C973A2037D3FC83A4D7D775D05E4
552F7BDCF1A7AF9E6CE672017F4F12ABF77240C78E761AC203D1D9D20AC89988

BCAD73A7A5AFB7120549DD54BA1F15C551AE24C7181F008392065D1EDO06E6FA4FA5A60538D52461B15A12F5292049E929CFFDE15CC400DECICDFCA0B36A6¢
DD

false
unknown

()N () S A— W..12.9..wu\0...*. H........0b1.0...U....US1.0...U....DigiCert Inc1.0...U....www.digicert.com1!0...U....DigiCert Trusted Root G40...130801120000Z..38011

5120000Z0b1.0...U....US1.0...U....DigiCert Inc1.0...U....www.digicert.com1!0...U....DigiCert Trusted Root G40.."0...*.H............. 0. sh..JJ<0"0i3..%..I=..Y..).=X.v. {....
0..8.V.m...y...._.<RR..~.W.YUrhp.ujs2..D.....t;mg.-... .. .c)-."N..la.4..\[.....4@_.zf w.HAWW.TX..+.0.0.V.{].O"5.1. ... @.y X...}.8.... 7..}..>.p.UA2..s"n..|
IL....ulxf.:1D.3@...ZI...g."..09.. X..$\F.d..i.v.v=Y]Bv...izH...ft.K...c.....=...E%...D.+~...am.3..K..}...l......p,A"..c.D..vb~....d.3....C... w.......T)%...RQGt.&..Au.z._.?..A..
[..P.1.r" |Lu?c.]_. Qko...O.E_. ...~ &...i/.m............BO@O...U........0....0...U..... 0..U.coee qldL..g?....00..."  H............. atl. dh.V.w.p...J..x\.._...)V.6l]Dc..

f#.=y.mkT.<.C@..P.R..;...ik.

C:\Users\user\AppData\Locallow\Microsoft\CryptnetUrlCache\MetaData\F2E248BEDDBB2D85122423C41028BFD4

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:
SHA1:
SHA-256:
SHA-512:

C:\Users\user\AppData\Local\Temp\is-NM93K.tmp\OperaGXSetup.exe

data

dropped

254

3.0578008846792457

false

6:kK9+sNIpLDcJgjcalgRAOAUSWOPTKDXMOXISKIUp:8sNIpLY S4WOxSWOPAMsZp
1338251D8056D8DABCA670706A5C27A1
EE2200F10C47D1BC18DE6DE03BD58A6CE66952C7
5D6E2BDF6A9E76A39066A379AC8825BBACE7D68438C7FA598AE7C151A8FB70BA

25B3C002DE3C05CBESFAECAD343BD4086E89AE4D7D00C2FA72D57F45754D4D556BC682959B5D914B0CB20504037C5A956 AFEAF1A992425AE941739A7CCOF6
A9

Copyright Joe Security LLC 2024 Page 23 of 127



Malicious: false
Reputation: unknown

Preview: Lhttp.i//cacerts..digicert.com/D.ig.iC.ertTrustedR.o0.0tG4..crt."5a2

C:\Users\user\AppData\Local\Microsoft\Windows\Caches\{3DA71D5A-20CC-432F-A115-DFE92379E91F}.3.ver0x0000000000000015.db

Process: C:\Windows\explorer.exe
File Type: data

Category: dropped

Size (bytes): 107064

Entropy (8bit): 4.025348499885685

Encrypted: false

SSDEEP: 1536:/kYGWjvoGD6WyrMhlilGEnOKFJKh1Qxhwpt:/kY GQAGD6hrMhlibKF6Qxagn

MDS5: 5DCD558469E8D306BA03EABAEFE2569D

SHA1: 97D648A219D80B2E9D40ACB7CES3E7B79F611780

SHA-256: EDC7011A8A20109D2A6350CD77B016C02D81100206EF852F362FC2D204D399FD

SHA-512: BBEF17D987AFFBABDDOEOFDA780CB0B928152BC5C9B3360D29510C7AFC6C722E443370880E1F11D52A342CDA2FC9F6392DDFDD10FAAFD25294314AD335AE(
FFB

Malicious: false

Reputation: unknown

Preview: ehel L3 TR Pl Y. Ho (covemes W......e.n-.C.H;en-GB...oooooveeecee . PLOL 14000 /Ci\ P USEIS.<.oiiiiiiiicicecceee
ceenUsers. T user.>... el fons. VT d coeeenApop.Daactian. V1L

.......................... R.o.am.i.n.g....\.1..........Microsoft.D.........cccceoevururnene
w.s... o Start Menu..F......

nUssiers. Tl user.>

C:\Users\user\AppData\Local\Microsoft\Windows\Caches\{3DA71D5A-20CC-432F-A115-DFE92379€E91F}.3.ver0x0000000000000016.db

Process: C:\Windows\explorer.exe
File Type: data

Category: dropped

Size (bytes): 105184

Entropy (8bit):  4.0385543778533926

Encrypted: false

SSDEEP: 768:T716Pzk8G975s2jk02kp4nVwRNMLGKyjLzZMXPyAbR1vcSYB7smwypf34xeKWohlQ:gkf7Up4nVwD-+vhlizG/n/sFrk1pTdA

MD5: AF342F6A19533FA201024892E59CD664

SHA1: F6739C86075BBD123C80CC5E9B18C67899B03845

SHA-256: 43FB539DB0029555B202799C7848CA42978D941C86C3BDIEF33060BBA4AC86D3

SHA-512: 6456F1D06C4FEEAD79D0C381A5F12B1BB82DC278C0E1F606391FE1B317085EF002DEEE86CC075EA14AAE758E665148B6DF62F02EF986E0997BC9334AD12F5C
A0

Malicious: false

Reputation: unknown

Preview: che P Yoo R 0 IO X..W......e.n.-.C.H.;.en-GB......co......Peecceo . P.O. i 400, /Ci\ P USEIS <ot
enUsers. T user.>........ creeeeald fons. VT d ceenAlpip.Daactian. VT

....Microsoft.D.......covviciiiiinns

.......................... R.0.am.i.n.g...\.1.
w.s... o Start Menu..F...... Start . Menu...(oe. PO L4000 /Ci\e Pl USErs.<..cocooivvciiiicciciicee
e Users. T ..user.>

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\53IVYM2Y\Opera_GX_assistant_73.0.3856.382_Setup([1).exe v

Process: C:\Users\user\AppData\Local\Temp\is-NM93K.tmp\OperaGXSetup.exe
File Type: PE32 executable (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 1499104

Entropy (8bit):  7.985603261747699

Encrypted: false

SSDEEP: 24576:4ACKcQz8HkfJ8dQnd4GrbwsgY +UfLBCQAI5f3cjCRgCPPWCUZry8k/GUrbN:5p T8HkfJ5eGrbmR0afsXCBrG

MD5: E9A2209B61F4BE34F25069A6E54AFFEA

SHAT: 6368B0A81608C701B06B97AEFF194CE88FDOE3CO

SHA-256: E950F17F4181009EEAFA9F5306E8A9DFD26D88CA63B1838F44FFOEFC738E7D1F

SHA-512: 59E46277CA79A43ED8B0A25B24EFF013E251A75F90587E013B9C12851E5DD7283B6172F7D48583982F6A32069457778EE440025C1C754BF7BB6CESAE1D2C3FCE
Malicious: false

Antivirus: « Antivirus: ReversinglLabs, Detection: 0%

« Antivirus: Virustotal, Detection: 1%, Browse
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https://www.virustotal.com/gui/file/e950f17f4181009eeafa9f5306e8a9dfd26d88ca63b1838f44ff0efc738e7d1f/detection/f-e950f17f4181009eeafa9f5306e8a9dfd26d88ca63b1838f44ff0efc738e7d1f-1707935014

Reputation:

Preview:

unknown

MZ i @ s I..L.IRequire Windows..$PE..L.....P......c.......... [ S e @@ T e b....

@i text....&....... S ‘rdata...5..@...6...%...... )
. h.. .@..@.......U.. A......S3.,.VWL.I9.b.At... A.P...P.l..Y.nj'"v....u..v..=.BA..6P.....P...9"..].v8.A..3......hhDA.P..........
24.j..IAA...1$..D...3.9.HAL..@...9D$.1..1$.Ph...5@.A...BA.3....D$.. ...|$..u.@.....3....15..D$..1$... . A.....1$..P.Q..% .A..D$..V..t..P.Q. . VW |$....t.W.P.. . t..
P.Q.>._A..T$.LS...f. AABBf..u..L$.3.f9.t.@f.<A.U..S\$.V..C,AILW3 ). Z........... Q......3.9F.Y~9F.~. f.Af.G@;F.|..6....

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\9C680069\0pera_GX_107.0.5045.79_Autoupdate_x64[1].exe v B@

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAT:
SHA-256:
SHA-512:
Malicious:
Antivirus:
Reputation:

Preview:

C:\Users\user\AppData\Local\Temp\is-NM93K.tmp\OperaGXSetup.exe
PE32 executable (GUI) Intel 80386, for MS Windows
dropped
142198520
7.999995421447281
true
3145728:4PPyb5NN6TkxOYod/OocWSqlsw6I3iYwiA1+ulOYZ:gP4Z0/jl0vVB+usg
E5C66BC2A10855CB4164EEF86F92FBOD
9453AA10DEOOE311EE3415D1C07F1990FE6FB491
FD238E7993A9800F8BID5COCOF4FBI0E624823BC4A085F658F9544296A4A967D
CFE5614CD7FBA269DC89A69240382B42649AA45449266447EC29E95A01C69D898F317AD75E07651BD75AB7FCF42C1E6E1731457F91A51397810744D95F1F96B9
true

« Antivirus: Virustotal, Detection: 0%, Browse
unknown

MZ i @i AR I..L.IRequire Windows..$PE..L....P.....cccccoe.ce. (cFee SR @@ Zoeeete e b.....
text....&....... (oo “.rdata...5..@...6... e .
P...9".].v8.A.3......hhDA.P..
A....t5..P.Q..% .A..D$..V
Q.>._ALT$.LS... f..AABBf..u..L$.3.f9.t.@f.<A.U..S\$.V..C;A LW j.Z...........Q......3.9F .Y~ 9F .~ . f..Af..G@;F .|..6....

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PMW3U6MX\1698947853-custom_partner_content[1].json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:
SHAT:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Users\user\AppData\Local\Temp\is-NM93K.tmp\OperaGXSetup.exe

Unicode text, UTF-8 text, with very long lines (1824)

dropped

1344708

6.081849998191263

false
24576:idUTvr+x0E4H3CAHkd0OhPVVUCs4dxemFiG7V76d5vQVUCaxU:iKTHhySkuz/G65v1y
1FB07CF2B20D516ADC1067D9C4C57BB7
DAOBFEB9A98B2FDAF422A1B52FFA33ECAQ684EAT1
294592F92BDDA407A531D81D64B7D141979F7B5B052370C1041430530DB7C481
F4B17E1E60281465A3288E5BDE7C537AC419236A72B680AD533E93CAE81DC8E12221339A737C27257B0A561192F655C70230D818EB0219CCB5E4641B5FF811D¢
false

unknown

/I DUwgkzpRs2UBZDQI77+cT3P6rFCB1A0dTs323s0P8VWKPNxJg7UC76QDbcCRMySUWu60S1yzTCguRIUY TcidgpeZdtHOL09/z+luPzIHHgB/VQIrnmKvNPJpGrBJKKS
ytTOuw9v8frDeZaeH6r4iB1b3lcxXDVBG/cZiVMvhj0/b9SbAbkgN94GUrDjIArHE049eBMFcYKuLFjOUmbiRUESFn3RIx1SFNsPk2GEohrRvsb3Fzh9UH6hwKFUEBXxwUW

IGMtPpf2rIDmUxAEUigjvrWMiGoDk4x5FdM+p5livY90VeyVGtcfDm8zZJ3psJ6Uz8cqK1ZhYsebZFUup9rZA=={. "version": 32,. "partner_id": "std-1",. "user_agent": "std-
1",. "search_engines": {. "location":{.  "ad":{. "other": {. "list": [. "google_com",. "yahoo",. "duckduckgo”,. "amazon",.
"bing_attributed_ysrcunow",. "wiki". ].. "speed_dial_index_list": [0]. booho ralmd{ "other": {. "list": [. "google_com",.

"yahoo",. "duckduckgo",. "amazon",. "bing_attributed_ysrcunow",. "wiki". ], "speed_dial_index_list": [0].

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\TO9RRWRNL\features[1].json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1:
SHA-256:
SHA-512:

Malicious:

C:\Users\user\AppData\Local\Temp\is-NM93K.tmp\OperaGXSetup.exe

JSON data

dropped

1523

4.399292637963254

false
24:YPiRyiRAS3R+GRH4rRUtRCRMRE6mMRIR5DR3RoRY+RWEIIRGIRCR8xRIjRuAcBpDRC:YqRyiRhR/RYRUtRCRMR6MRIR5DR3RoRY
B7C15128A1E2AA333069D2797BFEFD6E

5BD78BF3DF58921E80A72895BFDF2DE3F6549A50
FA5789F32C280FCDEABE61CA8A322F859390C64CE8776D131CE73421D9882A93

DCC4EA98D587CDBC7FB21A7EB383938CE70744DF897EC9D8A7BCF1532E1028D0D1395B9732494FC3196AD2D080D33F5F2153A82A3DFCOF2F055D5E31B50DA
5F

false
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https://www.virustotal.com/gui/file/fd238e7993a9800f8b9d5c0c0f4fb90e624823bc4a085f658f9544296a4a967d/detection/f-fd238e7993a9800f8b9d5c0c0f4fb90e624823bc4a085f658f9544296a4a967d-1711539596

Reputation: unknown

Preview: {"features":{"01979299c8cd":{"state":"enabled"},"13e025f64bd6":{"state":"disabled"},"13eeaf851da7":{"state":"enabled"},"15322f489976":{"state":"enabled"},"1ad69
b007ce5":{"state":"enabled"},"1c4dddb65bac":{"state":"enabled"},"1d24dceb937a":{"state":"enabled"},"278deecb29a1":{"state":"enabled"},"2c1429a5a72¢e"{"state":"e
nabled"},"3389f6c15eb9":{"state":"enabled"},"40db6e644d2c":{"state":"disabled"},"50796 754ffc7"{"state":"enabled"},"5448a57d6689":{"state":"disabled"},"54726ed4401e":
{"state":"enabled"},"56d717ae3ad6":{"state":"enabled"},"5a28d66c82cd":{"state":"enabled"},"603cade21cf7":{"state":"enabled"},"654296fe9d6¢c"{"state":"enabled"},"818
c3ef12d0b"{"state":"enabled","dna_filter":{"required_dna":["64336fb81a04836eb8108d24fbca3aa3682db0a5"],"forbidden_dna":["5b3eb4a6c335a0659d16d1a189ca
155e4441ea14"]}},"8511df77ed15"{"state":"enabled"},"970fe421a344":{"state":"enabled"},"9ec4e68ae70a":{"state":"disabled"},"b2a2a32b832b" {"state":"enabled"},"b
7751444d14a"{"state":"enabled"},"b9677b

C:\Users\user\AppData\Local\Opera Software\Opera GX Stable\Cache\Cache_Data\data_0

Process: C:\Users\user\AppData\Local\Programs\Opera GX\opera.exe
File Type: data

Category: dropped

Size (bytes): 45056

Entropy (8bit): 1.5782420290561074

Encrypted: false

SSDEEP: 192:dNYsLXKixA+ibMIwTkPhE2cSsYNEPsqN7I/vw2tvVP94Yo0:d+sU+ibXTku2cSvN/qRI/0

MD5: D23E72F49AC300CB38FE2825115373A6

SHA1: 7903C9A9C53E04F0391B6EA6A4440E237A8E9B92

SHA-256: BAB3520927A787D7EA3BE12D2918B7F762F5B10E7DC07676CD36DB807AA67190

SHA-512: 6ECAFC811491883D2D72C2E2AA885A0EB69AAD36E813736CDCF70ES6EA8D2D49767297D92082E38C196B9C3624EB53C112D5F7881856312996CCA12A54B9A ¢
Malicious: false

Reputation: unknown

Preview: ... OO OSSO OO OSSOSO SE PRSP STPT RPN

C:\Users\user\AppData\Local\Opera Software\Opera GX Stable\Cache\Cache_Data\data_1

Process: C:\Users\user\AppData\Local\Programs\Opera GX\opera.exe
File Type: data

Category: dropped

Size (bytes): 270336

Entropy (8bit):  2.936568291408256

Encrypted: false

SSDEEP: 1536:nuOeDhYbrHZuiO3qgj/h2am05022CPa4U:udDhYn5sjq05Z2f

MD5: E75E88498027D92A327851B2E2C031A6

SHAT: 6D781679929777E5516EA46950EEA90248B32C83

SHA-256: 98AEF573FEOCF675117857492EAF3455955CB5F6ED4F1B21401053964B9F23B8

SHA-512: C9BBF0902578FACB218FD5A65050000B1F49A62375B7EAF14074DC6158E2AFC1227CFF438637DA3C9EB534469153EB6F968516633EE4C6EC85F54544ED00BIS5(
Malicious: false

Reputation: unknown

Preview: ... Lttt ettt h b a btk S et e eE s e b e et eh £ b e e es s ea e oA e R e eh e eEeR £ eh et e s £ s e e eR € eE e R e eE e e ek e b e R e e Rt s oA e eR e e oAt eE e Rt ek e et e R £ es e e eh £ e e R e e b et e h e e h et e Rt s e Rt et et ea e e en e ebe b ea e b neneas

C:\Users\user\AppData\Local\Opera Software\Opera GX Stable\Cache\Cache_Data\data_2

Process: C:\Users\user\AppData\Local\Programs\Opera GX\opera.exe
File Type: data

Category: dropped

Size (bytes): 2105344

Entropy (8bit):  4.561363137892783

Encrypted: false

SSDEEP: 3072:FFRt3PSEq+NnVSx0k7GaXx3GaXx+ddys9Drt5BXuxqYLTa5D6b3IC:FRI+1dMsZt5BhYLTa47

MD5: 673B5E69D1E5190A710CB32A7511AD49

SHA1: 18888ED7FF8A92FE356DFB70AD6EEB857679AC46

SHA-256: BCB109FC3FAAEE573756EDDC9611802943F652814EB4318E4521C3EC51D62D3D

SHA-512: B06226D70FF43BF5C09F6536D6F3579C28062FD39E788F1B4D74E8A2FD93D4EED8A22EF2ECA80549C4D5210880EC63BBC3A9176400356270819EC09BA4124F2!
Malicious: false

Reputation: unknown
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Preview: ... s OO

C:\Users\user\AppData\Local\Opera Software\Opera GX Stable\Cache\Cache_Data\data_3

Process: C:\Users\user\AppData\Local\Programs\Opera GX\opera.exe
File Type: data

Category: dropped

Size (bytes): 4202496

Entropy (8bit): 2.251248661269294

Encrypted: false

SSDEEP: 24576:3Zim3HgR+zL+HSQUNULUFUhURKWLeCn3mXiFcWZ:3Zim3HgUzL+yrLeHyX

MDS5: 12B960EC1E9025A1E6406BD7142E204F

SHAT: AEDE287F0006017D353D5F76087E09123F6217BF

SHA-256: 74E0A626A0CDFD87630A5A59A5BF8F417B65BE41EAF399A2940E383F379E65A2

SHA-512: AEFD46BE6D9EC3A590789A06DF6185921673C8A9C1B394A8B17BA88433ADIEBI18FI9AG8DFSEA5408AET1AE2309FD79AC16F26977FF4AEED2EC68998C81ED12E
66

Malicious: false

Reputation: unknown

Preview:

C:\Users\user\AppData\Local\Opera Software\Opera GX Stable\Cache\Cache_Data\f_000001

Process: C:\Users\user\AppData\Local\Programs\Opera GX\opera.exe
File Type: ASCII text, with very long lines (49525)

Category: dropped

Size (bytes): 179256

Entropy (8bit):  5.382954896250264

Encrypted: false

SSDEEP: 3072:1XN5I+PN3NpnQ20Y8IGI3vzL61gsMY2meNkkEDZpu//A/FS59:1951gG71qsJIOKEDZY//A/d

MD5: 2AA9094D225A4197394B173E77F8722B

SHAT1: 63478FD6245BE38260007E818119EC37A409BBB3

SHA-256: 46C71F4549663C5304CE350447025DB57E8B771D37F2427FE9CABD971F0F24DD

SHA-512: DF098137BOCD6ACB3D2D2AA6A30A8A3302A74B47E67FADAS4E6377F4726790DFES3F6BI0BEF7AFEA93DAAD79C54770FBD65929E07BD04ASFEEFA179876382(
FO

Malicious: false

Reputation: unknown

Preview: (function(){try{var e=typeof window<"u"?window:typeof global<"u"?global:typeof self<"u"?self:{},t=new Error().stack;t&&(e._sentryDebuglds=e._sentryDebuglds||{},

e._sentryDebuglds[t]="a8225bd0-7159-4e04-9948-78b2d86cb6f8",e._sentryDebugldidentifier="sentry-dbid-a8225bd0-7159-4e04-9948-78b2d86cb6f8")}catch{}})();var
qo=typeof window<"u"?window:typeof global<"u"?global:typeof self<"u"?self:{};00.SENTRY_RELEASE={id:"corner-desktop@5.13.0+6626"};function D(){}const Zt=e=>
e;function Vo(e,t){for(const n in t)e[n]=t[n];return e}function Wo(e){return!le&&(typeof e=="object"||typeof e=="function")&&typeof e.then=="function"}function ji(e){return
e()Hunction Br(){return Object.create(null)}function oe(e){e.forEach(ji)}function ye(e){return typeof e=="function"}function Xo(e,t){return el=e?t==t:e!==t||e&&typeof
e=="object"||typeof e=="function"}let xt;function $r(e,t){return e===t?!0:(xt||(xt=document.createElement("a")),xt.href=t,e===xt.href)}function Fr(e){return e.split(",")
.map(t=>t.trim().spl

C:\Users\user\AppData\Local\Opera Software\Opera GX Stable\Cache\Cache_Data\f_000002

Process: C:\Users\user\AppData\Local\Programs\Opera GX\opera.exe
File Type: ASCII text, with very long lines (65536), with no line terminators
Category: dropped

Size (bytes): 183955

Entropy (8bit):  5.132262442335376

Encrypted: false

SSDEEP: 1536:/ejFU9yb5abYO3/Cg7eEHU+Yz110it7n7MQd2MFN:27b8jGVI

MD5: CB5DAB4C23CAB678B12A44A03455D6BA

SHA1: 547A8D7056EEAE96D1529F7B2A6EBD64A282888C

SHA-256: 8178D1BCADEGIFE8DAF3D49515EDB867E28417C9FCC570920CE814776A98D061

SHA-512: 6015571C82A4DE9EBECF6D8CF84EE7C3F46EBF5328893687E1A9B8D973D90F000A0EO0D6C135261E540464165437EEAF8935538801B1D425024A6CB52CF326A8¢
Malicious: false

Reputation: unknown
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Preview:

img{max-width:100%}img+h1{margin-top:.46emy}.lazy-resolved img{height:auto}html{font-size:62.5%;scroll-behavior:smooth;scroll-padding-top:6.5rem}@media(min-width
:1024px){html{scroll-padding-top:7.5rem}}@media(min-width:1824px){html.large-screen-ready{font-size:65%}}@media(min-width:1924px){html.large-screen-ready{font-s
ize:88%}}body,htmi{height:100%}body{background-color:#fff;color:#000;display:-ms-flexbox;display:-webkit-flex;-webkit-flex-direction:column;-moz-flex-direction:column;-
ms-flex-direction:column;flex-direction:column;font-weight:400;height:auto;min-height:100%;overflow-x:hidden}:focus{outline:none}main{-webkit-font-smoothing:antia
liased;box-sizing:border-box;flex:1 0 auto;font-family:Be Vietnam Pro,Roboto,sans-serif;letter-spacing:.02em;line-height:1.5;overflow:hidden;width:100%}@media(min-
width:1224px)and (hover:hover){main{overflow:unset}}main,main article,main aside,main details,main figcaption,main figure,main footer,main header,main hgroup,main
nav,main section{display

C:\Users\user\AppData\Local\Opera Software\Opera GX Stable\Cache\Cache_Data\f_000003

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAT:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Users\user\AppData\Local\Programs\Opera GX\opera.exe

PNG image data, 742 x 942, 8-bit colormap, non-interlaced

dropped

110481

7.948420085309236

false
3072:wN6LzbEzOpFQjuUCKbHig72R4c3C4tshxLvpdIOifN/:wyEGQuUCKWw2pTKtdIOiV/
CAF9DBA66D56E14DE32D32E040C0OD1F6
AB9A92EC7719D6992640A8CD26E1501BDF42556F
CEC63F3EA6863E556F02C79067F2F1E2CF3C18A137126C764C9B7EB0581761F5

D133E6B4A4FB1632E2F5B4F821E6B1F6435FC5A0EC8716758ECFF245950A6A2A9B7D2CDB52D3DB2F973812EE4BFOB6FA578A2324B54EEDBA840F08ED67A92B
09

false

unknown

PNG........ IHDR.... e 1&$+-212.0 »

....B9bad. .{.1*F.. X.)..6..G..L.N..A..> N #...36.5.7Y.".%9...)@.&N..@. ...E.*k.&R.%|.%M.-T. @..

+D.2V0Kj.+2.....U.5.. X&B6...0M;.. %B@..F. MSAXCI[FQzDW.g[fOY......_@J..;.8V<$/......D+6L....fGQ...&FpVA ... V6By.2
#G.Es.&L.8e.1[.*R.<kW=Hygz..E.2_.>|.(R.IH.Cu.z.NI.53......gf-?.PmUf...dw.t.Rh....(.V]...w].. .C.
ADATX..[../AC.RT.2.17r...C...{...f.m.b...ecK[..<..$... SVVVVVVVVVVVVV

A4..idh..b%:\.)e.1..#..g+Cl#;'..*..0,F..
9Sd.Ar=.(V...+Mb...ho...7)\. ...,P.Ed.Rep.l. ?y.$..*..&.!
R.u..n.s'sf\l.(.@..E..3..d"..x..0.W%...1tRNS...../;FWF..
VVVVVVVVVVVVVVVVVVVVVVVVVVVVVV. h.X.O..

C:\Users\user\AppData\Local\Opera Software\Opera GX Stable\Cache\Cache_Data\f_000004

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:
SHAT:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Users\user\AppData\Local\Programs\Opera GX\opera.exe

ASCII text, with very long lines (65536), with no line terminators

dropped

183803

5.550411005450225

false

3072:vD/LOhR8mMEX3cWizJCD6MkEwjscab0yAntQ55:7/LOhR2VJIJVMkgS0a
89BB1D0C7C68482CD0C29472820A7EB4
219AE75C8DB6045572D6BB01DFC21A7ACD2B5353
61E6D1BBC432C3963365A2B7BC166FD83A1B884ED3584EFDAAFF66D24E9A4E9B
E546660DAE658F3BFBE90B59A7420C09557DA63A3F55848C1905EDCODEOSAFBI66F741467F3B625A0D2544458B14A88EA314712960C15DD73B30B89F7FDEOFS:
false

unknown

lfunction(){var t={9552:function(t){"use strict";t.exports={aliceblue:[240,248,255],antiquewhite:[250,235,215],aqua:[0,255,255],aquamarine:[127,255,212],azure:[240,255,25
5],beige:[245,245,220],bisque:[255,228,196],black:[0,0,0],blanchedalmond:[255,235,205],blue:[0,0,255],blueviolet:[138,43,226],brown:[165,42,42],burlywood:[222,1
84,135],cadetblue:[95,158,160],chartreuse:[127,255,0],chocolate:[210,105,30],coral:[255,127,80],cornflowerblue:[100,149,237],cornsilk:[255,248,220],crimson:[220
,20,60],cyan:[0,255,255],darkblue:[0,0,139],darkcyan:[0,139,139],darkgoldenrod:[184,134,11],darkgray:[169,169,169],darkgreen:[0,100,0],darkgrey:[169,169,169],da
rkkhaki:[189,183,107],darkmagenta:[139,0,139],darkolivegreen:[85,107,47],darkorange:[255,140,0],darkorchid:[153,50,204],darkred:[139,0,0],darksalmon:[233,150,12
2),darkseagreen:[143,188,143],darkslateblue:[72,61,139],darkslategray:[47,79,79],darkslategrey:[47,79,79],darkturquoise:[0,206,209],darkviolet:[148,0,211],deeppink:
[255,20,147],deepskyblue:[

C:\Users\user\AppData\Local\Opera Software\Opera GX Stable\Cache\Cache_Data\f_000005

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1:
SHA-256:
SHA-512:

C:\Users\user\AppData\Local\Programs\Opera GX\opera.exe

PNG image data, 894 x 512, 8-bit colormap, non-interlaced

dropped

66977

7.975266461134708

false
1536:/x0sD98c6CqLbdagk+EzJO3+idGnv8wXYW8reC:p0sD98c6jaTzJO3F+PXcqC
D65CF3057A2A83C9084460DF1109F701
C638170E13EDOAD777150E6179A9FB05B0ODC4689
1098BCECE02EFE3B0BC68A26ED1E52E743FB055B4A841850B8868DA2037FF7B5

8F9EB5FID363EAB346A9D0E336B3C04AFB46B3EOF378BASDE0143E19C47B10EE8790D9517AD81A87FBD16AED5A83975B9A1C21DD32BE7BBEF45987C579FAE
F59
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Malicious:
Reputation:

Preview:

false

unknown

LHKy/H.:LEL7...\WU....q..<...6Kg
.0.X\....$.../.H...K...KBX.p.C.rd}

C:\Users\user\AppData\Local\Opera Software\Opera GX Stable\Cache\Cache_Data\f_000006

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAT1:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Users\user\AppData\Local\Programs\Opera GX\opera.exe

ASCII text, with very long lines (3571)

dropped

260232

5.548800881054804

false
3072:2AF5QU3Zw2yU/24yI8UNzPQYEFy68aLBO1ggey0enLHW6WEKXgDVRUYodk:2ADw1E4YP9CE1ggeyOenLHJWEkXgpR1
786FEC25873FD2603E79565E8C650611

EFA5922576665757EDOA5B904BEBFODE86165ABE

8D3651B112F945D12CCBCDF9337AB576 ACFOES86A3CFDBF3E09B6FFF42328FES

D7C41548E3EA8097E5BD6A82680C19ACCICAOCEBE6ED8DD1A270100428C652F648EBDAD8BI4CA84F3A940D5F6388676A8B7547B162042E7273F3BC3A9756FDLC
6

false

unknown

version":"49",. . "macros":[{"function":"__u","vtp_component":"PATH","

e"},{"function":"__u","vtp_component":"QUERY","vtp_queryKey":"utm_source

./l Copyright 2012 Google Inc. All rights reserved.. .(function(){..var data = {."resource": {.
vtp_enableMultiQueryKeys":false,"vtp_enablelgnoreEmptyQueryParam":false},{"function

,"vtp_enableMultiQueryKeys":false,"vtp_enablelgnoreEmptyQueryParam":false},{"function":"__u","vtp_component":"URL","vtp_enableMultiQueryKeys":false,"vtp_enable
IgnoreEmptyQueryParam™:false},{"function":"__u","vtp_enableMultiQueryKeys":false,"vtp_enablelgnoreEmptyQueryParam":false},{"function":"__v","vtp_name":"gtm.elem

entClasses","vtp_datalLayerVersion":1},{"function":"__gas","vtp_cookieDomain":"auto","vtp_doubleClick":false,"vtp_setTrackerName":false,"vtp_useDebugVersion":fal
se,"vtp_useHashAutoLink":false,"vtp_decorateFormsAutoLink":false,"vtp_enableLinkld":false,"vtp_enableEcommerce":false,"vtp_trackingld":"UA-4118503-39","vtp_enab
leRecaptchaOption":false,"vitp_

C:\Users\user\AppData\Local\Opera Software\Opera GX Stable\Cache\Cache_Data\f_000007

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAT:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Users\user\AppData\Local\Programs\Opera GX\opera.exe

PNG image data, 683 x 887, 8-bit/color RGBA, non-interlaced

dropped

221871

7.989927789874321

false

3072:frqmFYD3ZeWfRQna8GwPCWHKftOE0Q7DQyeudvV08DDLXY Sk/VxaSSGkXi7:frjWfG7vwHKh3UzvFDHIXMSSGKi7
DA18470476DEB24C61729DE13B781659

594D8E07D1B48914CBB53BB8920B39DF18B7A3AA
DBE41B786CD6A53BCF72DDB1FAFB4D0A920B8E1F1E7FEF54ACAE1E900D290996

1D6556E85FA8FF5C772D44C673DABB6BBEE612087A1F6E1D3CF5E2745EBD1278D370614298174A6DFC55EF2A5774535E8COEE91B71DC6AE78B226D4E3D152E
66

false

unknown

PNG.......IHDR oo W BVIDATX L7 L X Lt W seeseeeeesneseeee s G ?2..mll...Ydkcd.$.q...e.” . .O>{M. " IEAL..I#
>m.]m. L2 2. <ellZ............9. Cij...8 20.].B.YH..Ti\..#.&\..V.w...5.AR....Juu.h..BHV.%.*..D*..U....]..0.ccoeurnnes >..}.2....}1.0.....%..9"..B.q.[R
RAYY..z.Lj..."....;.1.....B(VU.Joo.".aM...ZSS......>.\..56"X.gL...D...Q...M.l/..T..A .B....h..[1.6,--mG.T3&211. (.FPB..5.+,..r..B.....M...g." .(........ gv..8.X...72..C....7<.t..

1Y, w)//B3IK4..&Ra.W..Q:[.2..1dA...3.e. W-2. k. .2\E.g}}}..J.+p..S.W__/..fz{{....54....5...7::..... Y@ {.TBVP...eXq.4....e.h...B.4+VhF... ]:<<.....4.B..."c..UZZ..9.i..S..
7.RiS..gP.xM.).>)n. Lo O ("B L [WW....=..]..C.".@....Q..B-&VaIM..Kp...0.f..... X }B.W." ... Q3......" 4."...Q...a".

C:\Users\user\AppData\Local\Opera Software\Opera GX Stable\Cache\Cache_Data\f_000008

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1:
SHA-256:

C:\Users\user\AppData\Local\Programs\Opera GX\opera.exe

ASCII text, with very long lines (65536), with no line terminators

dropped

125667

5.495889029096188

false

1536:k0ccXHcect/8A4CnW9I0qqapLJ31U8i8bge CuA5gFwWENXufuXufu8uYODguywMWMXZv:vcOcEpN3m8i8OVWXufuXufu87uywtMXI|
F8990BA62F33CB6E3ADFC6BC34F27089

C5D195A8017764976394C20CE6F2765CC48E0B14
5920B740DE64D877C8959FCB54871F598DDCE457E52DCD68309BD21BDE3210D1
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SHA-512:

Malicious:
Reputation:

Preview:

A81184FDEDF0B16E3FB0107DF90F40729B5A6F58A8A3B05C67205B7BBF 13721 FFAO0F8266BC720AFEFB75C8522DF0A604393ADA70003373387BF2BF89FAE327F
F

false
unknown

.colors.svelte-1kkf556{display:contents}.button.svelte-41rzyv.svelte-4 1rzyv{align-items:center;align-self:var(--align-self,stretch) ;pbackground-color:hsl(var(--color-N20))
;border:1px solid hsl(var(--color-N32));border-radius:var(--border-radius,2px);box-sizing:border-box;color:hsl(var(--color-font) ) ;cursor:pointer;display:flex;font-size:var(--
font-size,12px);font-weight:700;justify-content:center;padding:var(--padding,8px 16px);text-align:center;transition:opacity .5s ease-out;vertical-align:middle}.button
.primary.svelte-41rzyv.svelte-41rzyv{background-color:hsl(var(--color-accent));border:1px solid hsl(var(--color-accent));color:hsl(var(--color-font-accent))}.button.prima
ry:hover.desktop.svelte-41rzyv.svelte-41rzyv{background-color:hsl(var(--color-A120));border:1px solid hsl(var(--color-A120))}.button.primary.disabled.svelte-4 1rzyv.svelte-
41rzyv{background-color:hsl(var(--color-A30));border:1px solid hsl(var(--color-A30));color:hsl(var(--color-N32))}.button.secondary.svelte-4 1rzyv.svel

C:\Users\user\AppData\Local\Opera Software\Opera GX Stable\Cache\Cache_Data\f_000009

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAT:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Users\user\AppData\Local\Programs\Opera GX\opera.exe

ASCII text, with very long lines (46335)

dropped

420014

5.574785871915572

false
6144:dadWAD/1+bMPeCE1ggey0enLHJOEkXqpVUrp+uPC3:kOWUbMPrEqgeyOenLHvUrp9u
84D4B8103F7A61D6F7C6EOE363614318
A4F29ABD475FC846284F569AB44F2669D4B29E8B
E80FBC6FCC47E0A8F31C9390EDBE26C255309473AD22B26BF427E60CDBE71455

FD438366CEB52CF38D484AE3CBCE157629109ACEB3A37B32876F66C5CB4EE2E34491C5EFOBA81C75F0A2C22890431CD17DE7BA29A0C47B92674F0A4D05CO7E
25

false
unknown

./l Copyright 2012 Google Inc. All rights reserved.. . (function(w,g){w[g]=w[g]||{};. w[g].e=function(s){return eval(s);};})(window,'google_tag_manager');. .(function(){..var

data = {."resource": {. "version":"362",. . "macros":[{"function":"__e"},{"function":"__u","vtp_component":"PATH","vtp_enableMultiQueryKeys":false,"vtp_enablelgno

reEmptyQueryParam":false},{"function":"__k","convert_null_to":"GA1.2.","vtp_decodeCookie":false,"vtp_name":"_ga"},{"function":"__jsm","vtp_javascript":["template”,

(function(){var a=\"GA1.1.\";return a=",["escape",['macro",2],8,16],".substr(a.length)})();"]},{"function":"__k","convert_null_to":["macro",3],"vtp_decodeCookie":fals

e,"vtp_name":"gclid"},{"function":"__gas","vtp_cookieDomain":"auto","vtp_doubleClick":false,"vtp_setTrackerName":false,"vtp_useDebugVersion":false,"vtp_useHashA

utoLink":false,"vtp_decorateFormsAutoLink":false,"vtp_enableLinkld":false,"vtp_dimension":["list",["map","index","4","dimension",["macro",4]],["'map","index","3","dimensio

C:\Users\user\AppData\Local\Opera Software\Opera GX Stable\Cache\Cache_Data\f_00000a

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:
SHAT:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Users\user\AppData\Local\Programs\Opera GX\opera.exe

Unicode text, UTF-8 text, with very long lines (64032)

dropped

589079

5.505405618282047

false
12288:NZKiQnsx366wF4TPP1fRW+wgVm/K8IYIE34YungLfid5dHMi2ZLrv+njVu7NNPXA:Nhkq366wF4TPP15zbVm/K84E34YungL+
E36AB5D5F38B1A9650E8F6979D8A2C26

C15F8BABC6FB4FEDOF3E952B37499F88C1640D8A
91918AE89458C10C420209F1F1A57CB292B5576DDD195473D2538C7EE3819015

199D0DD038B0C19A4A9405401640C94C4A9FCCC21EA8049872F9EB824C7D71501CDB680613D97A0BA4295BCDOE1C4990355FFFB324F7746C5C7AFF4273E0E1¢
D

false

unknown

function __ vite__mapDeps(indexes) {. if (!__vite_ _mapDeps.viteFileDeps) {. __vite_ mapDeps.viteFileDeps = ["assets/GamesDeals-Y3izAFyA.js","assets/vendor-rii-
AV_l.js","assets/Badges-CulfQk-d.js","assets/Badges-DtURwYrQ.css","assets/index-DtMr640c.js","assets/index-BRRDBs 1E.css","assets/index-DQE_taSP.js","assets/st
rings-D9eBrPdG.js","assets/GamesDeals-BUELdmmC.css","assets/Stores-COUS|B1a.js","assets/Stores-f2rU9E8n.css", "assets/News-BKO8KtbO.js","assets/news-CD
LEVZ7G.js","assets/News-B76hfSrT.css","assets/Trailers-2g7-wYZQ.js","assets/Trailers-D_RtdYi6.css","assets/VideoHero-D4Ko9yo2.js","assets/Hero-KRGNLa6bL.js","ass
ets/TempBanner-DUEimgu3.js","assets/TempBanner-AcaA6408.css","assets/Hero-sTJbxgxT.css","assets/VideoHero-vZN47iXX.css", "assets/CollectiblesHero-BLDVE

pEr.js","assets/CollectiblesHero-v5epPvz7.css","assets/Stream-CQu19eZp.js","assets/IntersectionObserver-DZG7XBCV.js", "assets/campaigns-DNj7talR.js","assets/Togg
le-DtOd5MZa.js","assets/Toggle-DVfzmk57.css", "assets/Stream-

C:\Users\user\AppData\Local\Opera Software\Opera GX Stable\Cache\Cache_Data\f_00000b E

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

C:\Users\user\AppData\Local\Programs\Opera GX\opera.exe

data

dropped

101674

7.996614094375929

true
3072:En77f4gSxZ6PAGfi9Xhb2Bvnv2Qy/bkcVf:Y77wgByXhKBvn+9wced
0A62F36BB38ED6A9I8DD74B807EECEEB6
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SHA1: AF24663D2A25C54526A3659337E1A28A729D7C01

SHA-256: 00E676EB239892B91B389AE4EEOFC68A9451661E28F47799FBD89FBB87357E68

SHA-512: 111057C82D6B1C89EB070C0101853FC4C15398A4AB177CF692B6AA7BE6CIB1138D22ACA06CE99CE 1B25F5FC55F3AEAC7DIFB3724FEB8850BF020E5B323983B
BF

Malicious: false

Reputation: unknown

Preview: [..4.[Ls...L.C.(l... ..€;5.....£.?2?_;mgS2r...G.N.$.L.bT....$...0......|5ur8U.e........ c..8d"l_..6C..6u....0C...k..Q...mj0"B.r<[.|.s....Y...].AM.p-....... Lr....TR.$@.Yz..2.d

K{.W.)0.g...h..M...M..A.u. }.J....6f..R&........B

. \U..%......s*s.e.lJ...9.nu..{.3. L2>@. ......@AQ. .CJQ=$..#).WP.AE...(#....}.Z) EvwDT.3..=..x5¢..g.
ks.1g9...1.@.@....... G.5F.... 1. /.Ywo2.B....Y..j*10@.. el 0LY. MK <) Z 7 BULLLKL LB 4 L r8W L ke nX L 7.U...’8....ya.i.d0...Chw....7
..... C8..9.@.,....80.r.._.X.\.,%...>..J..C\......n.. LU y8a 4+ L BLUYL@RY. <. L0 G MGV DL e FL.@..n06..... 7 . Kgb.qg..\....+.... 7 %=..
.P,.'O.....<p.eZ...cOKe.Z.......... RZ.x.q.....;w..d.uo £ X jur~x ol To L] -Romedi- .u. KU.m.PH......D.C......F.3..2Q..-.....|p...k}

C:\Users\user\AppData\Local\Opera Software\Opera GX Stable\Cache\Cache_Data\f_00000c E

Process: C:\Users\user\AppData\Local\Programs\Opera GX\opera.exe
File Type: Web Open Font Format, CFF, length 61432, version 0.0
Category: dropped

Size (bytes): 61432

Entropy (8bit): 7.993923310479825

Encrypted: true
SSDEEP: 768:+3l04MuQ2Vyq1qjPpFVHTYacNa9qH2Pm4F82dUK9wIPt1jghj9dzF2L0gxo1Ji+b:Wlo/uQ81WPASqWPAJUZjojTKQGtojeaX
MD5: 4F566BFD43217D65E8FID0BC48210E58
SHA1: F7FCCFEAA774D87B004672030CB9265F2CF991A2
SHA-256: 725F78069005B7469C0A72C4BDAABDESE930BAE2486E99FE4CB3BCB32D243A49
SHA-512: EBE9F8EC993FF4CFE328C569F4FEF40438CF0957057B07ABFB0B7A9626FAA347991DCDF3324999526D457602D641583332A5E69D81A512ECF936E31BA017875B
Malicious: false
Reputation: unknown
Preview: wWOFFOTTO
thmtx...X.
031.1... . d oy
ST Ut 7pa Cotn.nOL(L L A 1YL RPN #.1[..0.ExH..|.1&.1&"..%=...A..Qq.S...t

1.0y..Q.p..LXa.y...S. AL ZE N (= T { X< L 5-.<2... UOGUO. ..

C:\Users\user\AppData\Local\Opera Software\Opera GX Stable\Cache\Cache_Data\f_00000d E

Process: C:\Users\user\AppData\Local\Programs\Opera GX\opera.exe
File Type: Web Open Font Format, CFF, length 55672, version 0.0
Category: dropped

Size (bytes): 55672

Entropy (8bit):  7.99177392657553

Encrypted: true

SSDEEP: 1536:hynrwsvx0C2DJkoGtnVF/gBikYVQGtZE9bw6g:gvx0C2DKooVIFTZESbO

MD5: 04F8526527253346D793008EA8590C5C

SHA1: CA301ED4559FEC081BA2CE4014734F5EADAA7361

SHA-256: 3EBBCD0A4043F8D291103EBF9B526EF8311A8F5C3525AF83DF586F30F9B32F4C

SHA-512: F1FA31CA09BC649AC81ACE4C7E5094D09C79D6AA382826FAB7DF3B455E113108180A1DA84E5DE05023970F4FF606EE6C74812AB9C068B037511FC9235D04AF(
3

Malicious: false

Reputation: unknown

Preview:

C:\Users\user\AppData\Local\Opera Software\Opera GX Stable\Cache\Cache_Data\f_00000e

Process: C:\Users\user\AppData\Local\Programs\Opera GX\opera.exe
File Type: SVG Scalable Vector Graphics image

Category: dropped

Size (bytes): 134597

Entropy (8bit):  5.836641103005388

Encrypted: false

SSDEEP: 1536:A6ZPsROeREN3pnqPjuZUPAjtkK5wTYIJkFuWBAUyh1E7slw90dI0DZ2W9u3frAod:JPsQeRE5pgbZFuW63EGj0XQ3TAhmB
MD5: 263D6854FEDAD9A8786A6EFOB4E4A17E

SHAT: C785370539F04E145B2654012FB239BB13B876C1
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SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C9C97A443E09F3EB398FC6E958D8F24C88D85FCC68017B1FB8D40C766EA425FD
03850F93F9AB207D7A417948EB40C1402E3AAAD4B58E923C5332E7DD7D1F57CC8B52E07694D87C853C0AD5FACIA1697461F22E210503DF9607FF836DD7B844E
false

unknown

<svg width="54" height="13" viewBox="0 0 54 13" fill="none" xmlns="http://www.w3.0rg/2000/svg" xmins:xlink="http://www.w3.0rg/1999/xlink">.<rect width="54" heig
ht="13" fill="url(#pattern0)"/>.<defs>.<pattern id="pattern0" patternContentUnits="objectBoundingBox" width="1" height="1">.<use xlink:href="#image0_501_2684" t
ransform="matrix(0.00067089 0 0 0.00281635 -0.178405 -1.97834)"/>.</pattern>.<image id="image0_501_2684" width="2012" height="1508" xlink:href="data:i
mage/png;base64,iVBORWOKGgoAAAANSUhEUgAABOWAAAXKCAYAAACICHBIAAAACXBIWXMAABYIAAAWJQFJUITWAAAAAXNSROIArs4c6QAAAARNQU1BAACX
jwv8YQUAAYhuSURBVHgB7NOJVGVV{S{6/9rn3KnmuQoKKJAZZBBRQIIWHFAalclbORANKhSKkoS0OnU53v/7k+nl5n3TnvZekY3cSSWJ8sdPpR3WGT+zEtk2U7pjBJCqiil
hgMVRRVEGNd75n79XrVGFiGweGurfu8P3Cueecfe49Zw9rr31q/ZakwlAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

C:\Users\user\AppData\Local\Opera Software\Opera GX Stable\Cache\Cache_Data\f_00000f

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAT:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Users\user\AppData\Local\Programs\Opera GX\opera.exe

JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 3840x2160, components 3
dropped

283555

7.7925810252662115

false

6144:/LchEVc7hRYnBKJUp4L8bKd7bij1/Ghf79WY9:6EVIBUU/2d/ijJGhf7N

1E8577FAF290C64DBBA7D4A9C43F34CE

1D09B842B15E59908E810CF361E82749AA20B8D6
7F147B5C47A4CE283D8AE5D0675E2D02A5EE1541083706BE611BFFC58E27DEBC

2598D9E7CC5061396EA01B88C7C00AB53F39B7A7DAB68AAAFABA6B538DES6BA981FEACDA0319497833244AE98F4C83801DF3E997317125D137ABC094A669AC
7B

false
unknown

...... 5000000000000 00000 oooUsOo OSSOSO pLONMIID i 7S /N o T
J(P.e.@..
YBP.,.%

C:\Users\user\AppData\Local\Opera Software\Opera GX Stable\Cache\Cache_Data\f_000010

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAT:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Users\user\AppData\Local\Programs\Opera GX\opera.exe

ASCII text, with very long lines (65450)

dropped

225445

5.378711341053158

false

3072:yhwvwV82wOdix0bgz6Fk7YLUaLdmBRDYH:yhwvwUOExXEQokbasbDYH
645FC548E91F44AA4E1226EE86502370
E4075A2E73B3AB050D85F985847E5DB554B3B2C2
6265CA724F73E24568A94C7EA752B44E491C10231BFC8E80E86CD3F02EAB2E71

F6E58EFEBE5B084703B995C644C4D530F4955909DDBBB23E21F8939DD6C8D57C82A62E249561D4B1CDCDEFDCB42C1747CC166145A936A928C59CC53B51E23|
DE

false
unknown

/*! For license information please see modules.ad6500eebe72fe1c39dd.js.LICENSE.txt */.!function(){var e={4788:function(e,t,n){"use strict";n.d(t,{s:function(){return r}})
;const r=0Object.freeze({IDENTIFY_USER:"identify_user", AUTOTAG_RECORDING:"autotag_recording",TAG_RECORDING:"tag_recording",HEATMAP_HELO:"heat
map_helo",RECORDING_HELO:"recording_helo",REPORT_USER_ID:"report_user_id",MUTATION:"mutation",MOUSE_CLICK:"mouse_click",INPUT_CHOI
CE_CHANGE:"input_choice_change",KEY_PRESS:"key_press",MOUSE_MOVE:"mouse_move",RELATIVE_MOUSE_MOVE:"relative_mouse_move",CLIPBOARD:
"clipboard",PAGE_VISIBILITY:"page_visibility",SCROLL_REACH:"scroll_reach",SCROLL:"scroll",SELECT_CHANGE:"select_change",VIEWPORT_RESIZE:"vie
wport_resize",SCRIPT_PERFORMANCE:"script_performance",REPORT_CONTENT:"report_content",INSERTED_RULE:"inserted_rule",DELETED_RULE:"deleted_ru
le"})},6939:function(e,t,n){"use strict";n.d(t,{f:function(){return f},W:function(){return g}});const r=Object.freeze({LIVE:"LIVE",REVIEW_WEBAPP:"REVI

C:\Users\user\AppData\Local\Opera Software\Opera GX Stable\Cache\Cache_Data\f_000011

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:

C:\Users\user\AppData\Local\Programs\Opera GX\opera.exe
JSON data

dropped

27345

5.24905475138269

false

768:dN+U89700wh+E42555zMrPblFQvtGavalrx4hCbeKkevF3:dN+U89700wh+E425S5zMrPblFQv4Sar5
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MDS5:
SHA1:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

183ADEF418CFCAC3919538D9ABCIAA91
278FC89727946E6B860B253A6CFB28CC2E07CFFD
0504371CDF41E78C944F76FA3E7D145913D00157C9CA2DD5DAC12EFCEF78331C

A9B42B8A9BF484845178174904A4AFB092F4FA6540C8EAF693E0ACF5C974872EE19BEC91D6127DC4AC3F07515C34C02752FEDA83B96565E203DCB3AAS66E3F¢
D

false
unknown

{"data":{"id":5,"order":24,"key":"gx-corner-videos","publishOn":"both","shuffle":false,"countries":[],"exclude Countries":[],"createdAt":"2023-08-25T13:24:41.885Z","update
dAt":"2024-03-29T11:14:09.915Z","publishedAt":"2023-08-25T13:25:04.846Z","notifyDate":null,"hideTitle":null,"debug":null,"design":"both","section Type":[{"__comp
onent":"sections.trailer-section","id":1,"trailers":[{"id":1762,"trailer":"{\"url\":\"https://youtu.be/FgDYQ3MVsLE\"\"title\":\"The Mind-Blowing Creations of Hideo Kojim
a\",\"thumbnail\":\"nttps://i.ytimg.com/vi/FgDYQ3MVsLE/hqdefault.jpg\",\"mime\":\"video/youtube\"\"rawData\":{\"title\":\"The Mind-Blowing Creations of Hideo Kojima\",\"
author_name\":\"Opera GX\",\"author_url\":\"https://www.youtube.com/@OperaGXOfficial\",\"type\":\"video\",\"neight\":113,\"width\":200,\"version\":\"1.0\",\"provider_name
\"\"YouTube\"\"provider_url\":\"https://www.youtube.com/\"\"thumbnail_height\":360,\"thumbnail_width\":480,\"thumbnail_url\":\"https://i.ytimg.com/vi/FgDYQ3M

C:\Users\user\AppData\Local\Opera Software\Opera GX Stable\Cache\Cache_Data\f_000012

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAT:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Users\user\AppData\Local\Programs\Opera GX\opera.exe

JSON data

dropped

66786

5.256787707031287

false

1536:c5+cGw/5f5vfaH8x77vtGg7iCMmKSzBjYhj+9r1IgtDxeyPb5aTS+7GYGALBJ5CE gfRFJMWtDx4
067383EDDB64CDA7E25E5FCD91D96C6E

756A5CC020D3E0295C3E5203AC1092247FF1466B
3A77E980102F32CB0ABB77036078684BFCDCCE9BAO1EE343A4A1B245E4D7E556
56E57CF4CE94F78798420A2F6BCAA4494A0329A5033510939326CA2C76ADC001F5192931F2619A4C3CAB8386341927EF600CEE4C8325F433BA32F283D1AD838LC
false

unknown

{"data":{"id":3,"order":27,"key":"gx-corner-trailers","publishOn":"both","shuffle":false,"countries":[],"excludeCountries":[],"createdAt":"2023-08-25T12:02:56.236 2", "upda
tedAt":"2024-03-29T15:45:12.075Z","publishedAt":"2023-08-25T12:02:58.508Z", "notifyDate":"2023-11-09T15:00:00.000Z", "hide Title":null,"debug":null,"design":"both"
,"sectionType":[{"__component":"sections.trailer-section”,"id":2,"trailers":[{"id":1792,"trailer":"{\"url\":\"https://www.youtube.com/watch ?v=Pzgopn35Gdk&t=35s\",\"title\
"\"Maniac - Launch Trailer\",\"thumbnail\":\"https://i.ytimg.com/vi/Pzgopn35Gdk/hgdefault.jpg\",\"mime\":\"video/youtube\",\"rawData\":{\"title\":\"Maniac - Launch Trail
en\"\"author_name\":\"Transhuman Design\",\"author_url\":\"https://www.youtube.com/@TranshumanDesign\",\"type\":\"video\",\"height\":113,\"width\":200,\"version\":\"1.0\
"\"provider_name\":\"YouTube\"\"provider_url\":\"https://www.youtube.com/A"\"thumbnail_height\":360,\"thumbnail_width\":480,\"thumbnail_url\":\"https://i.yti

C:\Users\user\AppData\Local\Opera Software\Opera GX Stable\Cache\Cache_Data\f_000013

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAT:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Users\user\AppData\Local\Programs\Opera GX\opera.exe

JSON data

dropped

34076

5.288711600282534

false

768:91C0IzJ8n2EDIMf1gjtCeijvcb3095vO0J TzQUVAI+GGff:91XzJ8nH+fNeacbEvzTzQU+9+Gif
01BC5D63FB3DECE27116BB520C2FE6DEA
AB99EBEC5AE2782C99CE45924C0CF47F5ACECT777
CB693F0A8F5A3907175AB18582220296B0DA568BAB242BE9B37A5F8F2474BDA0

1689106225AB144D6469461310B72E3B079CE6ABDBB59878F117E4108C27AAA13AF24D511B3DFBD1BF77BCAB6D2AD7BIEE490BFAFDEBDASF7ECC475AF2A19
3A8

false

unknown

{"data":{"id":8,"key":"gx-corner-upcoming","shuffle":true,"sectionType":[{"__component":"sections.deals","id":2,"filterBy":"platforms","badge":"genre","popUp":true,"tile"
I"regular”,"tag Type":null,"globalTag":null,"games":[{"order":31,"id":446,"url":null,"game"{"id":1327,"title":"Terminator: Survivors","website":"https://store.steampowere
d.com/app/2617340/Terminator_Survivors/","imageOrigin":"https://www.igdb.com/games/terminator-survivors","releaseDate":"2024-10-24T700:00:00.000Z","rating":null,
"genres":[{"id":1,"name":"Action","localizations":[]},{"id":2,"name":"Adventure","localizations":[]},{"id":26,"name":"Survival","localizations":[]},{"id":28,"name":"Open world","lo
calizations":[]}],"platforms":[{"id":9,"name":"Windows","icon":{"id":123,"url":"https://proxy.gxcorner.games/resizer/assets/obraz_2023_08_21_154708998_8ba128313

e.png"}},{"id":6,"name":"Playstation","icon":{"id":120,"url":"https://proxy.gxcorner.games/resizer/assets/obraz_2023_08_21_154553319_59d8559097.png"}},{"id":10,

C:\Users\user\AppData\Local\Opera Software\Opera GX Stable\Cache\Cache_Data\f_000014

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):

Encrypted:

C:\Users\user\AppData\Local\Programs\Opera GX\opera.exe

Unicode text, UTF-8 text, with very long lines (46429), with no line terminators
dropped

46430

5.303853365298302

false
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SSDEEP:
MD5:
SHAT:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

768:0a0FhhR50IlahpjfRys3LzQR04TYYyDMOWPKQ:0aOFnRqDRtzQ64IfWiQ

72BCA04FD669EBBIFC65D59052D0FC00

27E60AEF86F0CB1B2F6B6EDIDFIA4E3BABSEFD21

823804A7807864B44093A3843788F4CD076E89CF4A6FDEB8D153AE5C2C2DF721
56058E4C927563CA37DEC4979AF28A415EA3042A389C0BA22738C76D39131317A703A38A95EABIDI13F116F7C2D1DA62A0A87750F47DECA2DDB3447D64303B1
false

unknown

function UET (o){this.stringExists=function(n){return n&&n.length>0};this.domain="bat.bing.com";this.domainCl="bat.bing.net";this. URLLENGTHLIMIT=4096;this.pageLo
adEvt="pagelLoad";this.customEvt="custom";this.pageViewEvt="page_view";0.Ver=0.Ver!l==undefined&&(0.Ver==="1"||0.Ver===1)?1:2;this.uetConfig={};this.uetConfig.con
sent={enabled:!1,adStorageAllowed:!0,adStorageUpdated:!1,hasWaited:!1,waitForUpdate:0};this.uetConfig.tcf={enabled:!1,vendorld:1126,hasLoaded:!1 timeoutld:null,
gdprApplies:undefined,adStorageAllowed:undefined,measurementAllowed:undefined,personalizationAllowed:undefined};this.beaconParams={};this.supportsCORS
=this.supportsXDR=!1;this.paramValidations={string_currency:{type:"regex",regex:/"[a-zA-Z]{3}$/,error:"{p} value must be ISO standard currency code"},number:{ty
pe:"num",digits:3,max:999999999999},integer:{type:"num",digits:0,max:999999999999},hct_los:{type:"num",digits:0,max:30},date:{type:"regex",regex:/"\d{4}-\d{2}-\
d{2}$/,error:"{p} value must be in YYYY-MM-DD date

C:\Users\user\AppData\Local\Opera Software\Opera GX Stable\Cache\Cache_Data\f_000015

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAT:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Users\user\AppData\Local\Programs\Opera GX\opera.exe

Unicode text, UTF-8 text, with very long lines (22644)

dropped

126185

5.2840701881480125

false
3072:DBKVvA9/BxPCqH+/UQzVqSpXUKOEbuY7f2/X/eY:D7QESpXUKOEbuY7sXT
FE9F1FOFF513C519198BAC39FAF30BC9

69B52E582BA19093697935301 FESA6EC96092307
0A95F5AC572DE9DIDFD32FBFAA58C872067E3BE9FAA594BD85462028C3156470
D3F4A032F3B29E85D4C704183A3377C48E0A60F386D5AB78182056749EB7F30408C9B220A183652525ECBD220927EB3797FC134C958AF3FCA753BBDC11C5F68(
false

unknown

(function(){"use strict";try{self["workbox:core:7.0.0"1&&_()}catch{}const Xa=null,vs=(t,...e)=>{let n=t;return e.length>0&&(n+=":: ${JSON.stringify(e)}'),n};class M extends
Error{constructor(e,n){const r=vs(e,n);super(r),this.name=e,this.details=n}}const er=new Set;function Es(t){er.add(t)}const re={googleAnalytics:"googleAnalytics",prec
ache:"precache-v2" prefix:"workbox",runtime:"runtime",suffix typeof registration<"u"?registration.scope:""}, Yt=t=>[re.prefix,t,re.suffix].filter(e=>e&&e.length>0).join("-
"),xs=t=>{for(const e of Object.keys(re))t(e)},We={updateDetails:t=>{xs(e=>{typeof t[e]=="string"&&(re[e]=t[e])})},getGoogleAnalyticsName:t=>t|| Yt(re.googleAnalytics),get
PrecacheName:t=>t||Yt(re.precache),getPrefix:()=>re.prefix,getRuntimeName:t=>t|| Yt(re.runtime),getSuffix:()=>re.suffix};function tr(t,e){const n=new URL(t);for(const r of
e)n.searchParams.delete(r);return n.hreflasync function Ss(t,e,n,r){const s=tr(e.url,n);if(e.url===s)return t.match(e,r);const i=Object.assign(Object

C:\Users\user\AppData\Local\Opera Software\Opera GX Stable\Cache\Cache_Data\f_000016

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAT:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Users\user\AppData\Local\Programs\Opera GX\opera.exe

PNG image data, 192 x 192, 8-bit/color RGBA, non-interlaced

dropped

19701

7.973255823764334

false
384:biIAWCmMZQe2V/ILPGDH13ufLUFRACRMUGBLYRJHXK96dw:FalL.2VADGx3uzAAuF6Lj6dw
D72CDA1BCB01856F53AB901B70917BA6
COA9FFA00433A04FCEA1D655AE02B25F5039FE5S6
9FACES54CAB63E996D2169BDA0C4B9A90353B140FC800AEEDE8B48696C4F64F471
13743EB949B90BDA73B6271B93D2417982632442DE132ECDESD6124F4BB9916576E0F49163B6846BBDED2420689528849B46B6678CD941BCIAEBAFIE0570F93L

false

unknown

PNG........ IHDR......cc... R.I..L.IDATx....1.D..Ys....J.S.{.nX..h{..@.H.*..Y.S k~..y{"YU.>.g.zvW......0..V.i.gl..w-]1.2P.. . 7t............. W....9..%Y.peU....c[k..5..m[...vW.3s
#......;.]9...A...""G$.HNU.941"B>..j)X.h'CC]2.....Q...6.1V.../9.1Ke...=d..H..B.0.KT.M,j....0...-S..s...Y<w.I6......... i.BB<....X."Nv.M..d77..U.x...t...a."..1.1.D7(..+.... .qT#.
Mu.z.e..g]l.dQ.p.b.;...HZ'"H.P..z ....... Cz|...[...~.G.eC.."l.&IDc....-....".Kd4.c..b......".[.F=A. T..]..0..Di..H..v...S..5.hg. K.t N...w... ..&=]._.{o....olc. YU .y. WSQS$<. ...
=NBie.Jpeh, U.@...C.#..rl.p.._not.L.. L.t.P..w#.S.Ix.,.i..Y....... .DoGl.. ..".q.@.IM.g.M...y. Ar.@...bH.B...[.#e.W._..."J.RH{....+ ..08V6...x...Ihn..)+..|

RA.....Uy...p9..}.1z4... .E.C/?.....nLw.Lgn$....DU.PC~.U.b.c..1.C.."...(0.KT...+..ON.ChooorL 7oL feo_tth..P.B.0E %00 G >HE.g.6.6_

C:\Users\user\AppData\Local\Opera Software\Opera GX Stable\Cache\Cache_Data\f_000017

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):

Encrypted:

C:\Users\user\AppData\Local\Programs\Opera GX\opera.exe
JSON data

dropped

51779

5.337745061554449

false
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SSDEEP:
MDS5:
SHA1:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

1536:W1aGo6wCE3mFI4WMmcwqW/d50Uo00pDSsRtzxSunThVK:Dtd9hQ
67CFF6DB3C62C9A78691EAA28D7C9E37
9702228C44E5FEFBOAD99235E1F72A9553506A2A
B70E17C4E92A0C04DB6BC92FE82C1CECFA3D7742CDFC89ECA498E328AC7CD1D0

3C1D1BA5F3350D535C36012A5566C0EB95767F241A5B6248C524F4CAED92A58C34CODFF65ED26F23653B330388A5421CEEDF1C6BCEABA1C8F647C7ADE169A¢
A7

false

unknown

{"data":{"id":14,"key":"gx-comer-free","shuffle":false,"sectionType":[{"__component":"sections.free-games","filterBy":"platforms","tag":"horizontalAndSub","tile":"regula
r',"globalTag":{"id":6,"name":"FREE","color":"#b81124"},"globalSubTag":null,"popUp":true,"badge":"store","games":[{"id":216,"order":1,"publishedAt":"2024-03-28 T
15:50:00.012Z","game":{"id":1429,"title":"Islets","website":"https://store.steampowered.com/app/1669420/Islets/","imageOrigin":"https://www.igdb.com/games/islet
s","releaseDate":null,"rating":81,"genres":[{"id":2,"name":"Adventure","localizations":[]},{"id":57,"name":"Metroidvania","localizations":[]},{"id":16,"name":"Platformer"
,"localizations":[]}],"platforms":[{"id":9,"name":"Windows","icon":{"id":123,"url":"https://proxy.gxcorner.games/resizer/assets/obraz_2023_08_21_154708998_8ba12
8313e.png"}},{"id":10,"name":"Xbox","icon":{"id":124,"url":"https://proxy.gxcorner.games/resizer/assets/obraz_2023 08 _21_154736126_5b54cab834.png"}},{"id":7,"na
me":"Switch","icon":

C:\Users\user\AppData\Local\Opera Software\Opera GX Stable\Cache\Cache_Data\f_000018

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAT:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Users\user\AppData\Local\Programs\Opera GX\opera.exe

ASCII text, with very long lines (16407)

dropped

16408

5.909998053301081

false

192:Aq3g0E5Tz5TUPbaEMpPbaEMYmbEXnMxxaky FNtKLuqVJttxDxOhbA:L3gR5f5AmhmF4K4ky FnuX/
8F088FF9EE5D46C1FCD3BA3DD2C7DB02

E5E544458BF173FF85B92A06BDCCEEA4A95B0D71
75778581A1075C0E377F170167C582094C9D99CC8C0O13AA2007CEACI57A00399

B5793DD6ED3C22AD53E6AC47808E0B019B8E033BODB3EBEDA493DB45FC1230360BACA395133E2718115166779901944AFA76C7580AA45EFF285F1A981593A0B
5

false
unknown

link svelte-13hojts{background-image:url(data:image/png;base64,iVBORWOKGgoAAAANSUNEUgAAABWAAAACCAYAAABy DA+ UAAAACXBIWXMAAASTAAALEw
EAmpwYAAAFGMIUWHRY TUWBY 29t mFkb2JILnhtcAAAAAAAPDI4CGFja2V0IGJIZ2IuPSLyu78ilGIkPSJXNUOWTXBDZWhpSHpy ZVN6 TIRjemtOWQiPz4gPH

966G 1WbWVO0YSB4bWxuczp4PSJhZG9iZTpuczptZXRhLylgeDpabXB0az0iQWRvYmUgWE 1QIENvemUgNS42L WMxNDggNzkuMTYOMDM2LCAyMDESLzA4LZEZLT
AxOjA20jU3ICAGICAgICAIPiABcmRmOIJERIB4bWxuczpyZGY9ImhOdHABLy93d3cudzMub3JnLzE5OTkvMDIvMjltemRmLXN5bnRheC1ucy MiPiA8cmRmOkRIc2NyaXB0
aW9ulHJkZjphYm91dDOiliB4bWxuczpabXA9ImhOdHABLy9ucy5hZG9iZS5ib20ve GFwLzEUMC8ilHhtbG5zOmRjPSJodHRwOI8veHVybC5vemevZGMvZWxl
bWVudHMvMS4xLylgeG 1 sbnM6cGhvdGzaGIwPSJodHRwOIBVbNMuUYWRVYmUuY29tL3Bob3Rve2hveCaxLjAvIiB4bWxuczpdbXBNTTOiaHROCDovL25zL mFk
b2JILMNVbS94YXAVMS4wL211LylgeG1sbnM6c3RFdNQIImhOdHABLySuCy5hZG9iZS5]b20veGFwLzEUMCzVHIWZS9SZXNVAXJjZUV2ZW50lylgeG1wOkNy
ZWF0b3JUb29sPSJBZG9iZSBQaGI0b3Nob3AgMEUMSACTWFjaW50b3NoKSIgeG1wOkNyZWFOZURhdGUS jlwMAMDMIMDIUMTcBMTKENTCrMDEBMDAIIHht
cDpNb2RpZnIEYXRIPSly

C:\Users\user\AppData\Local\Opera Software\Opera GX Stable\Cache\Cache_Data\f_000019

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAT:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Users\user\AppData\Local\Programs\Opera GX\opera.exe

JSON data

dropped

47661

5.327718495226229

false
768:0Sb3095{tBjtCw0yQUUeYvskOucNUk6/g0rgAv2bbm90jcqi9ysw7ae3YG0ZQIEL:OSbEft3mUUeYvskOXNUk63gAv4zc7w7W
2188A58A16B2F6DF124BAD4233CB6256

6B0D2BC4EDFA662067E8C8928A33176B361C9B71
3134131897B5ED9B45D64F9E1CADF57DB88CEA8125BEFFIB0O3FFBD4C402486A7

84B022039248C7E611E0CE4A8B095B3F80CAFCOBB86F743CAA68DBCC861AF7978E0788DA78F99F15863EECA319C6A797803B786E7424DE90BD0OC85B26D0357(
C

false
unknown

{"data":{"id":10,"key":"gx-corner-top-april","shuffle":true,"sectionType":[{"__component":"sections.deals","id":4,"filterBy":"platforms","badge":"genre","popUp":true,"til
e""regular","tagType":null,"globalTag":null,"games":[{"order":1,"id":479,"url":"https://store.steampowered.com/app/1733240/Phantom_Fury/","game"{"id":1373,"title":"Phan
tom Fury","website":"https://store.steampowered.com/app/1733240/Phantom_Fury/","imageOrigin":"https://www.igdb.com/games/phantom-fury","releaseDate":"2024-04-
23T00:00:00.000Z","rating":null,"genres":[{"id":1,"name":"Action","localizations":[]},{"id":2,"name":"Adventure","localizations":[]},{"id":22,"name":"Shooter","localizations":
[11,"platforms":[{"id":9,"name":"Windows","icon":{"id":123,"url":"https://proxy.gxcorner.games/resizer/assets/obraz_2023 08 _21_154708998 8ba128313e.png"}},{"id":6,"na
me":"Playstation","icon":{"id":120,"url":"https://proxy.gxcorner.games/resizer/assets/obraz_2023_08 21_154553319_59d8559097.png"}},{"id":10,"name":"Xbox","icon"

C:\Users\user\AppData\Local\Opera Software\Opera GX Stable\Cache\Cache_Data\f_00001a

Process:

File Type:

C:\Users\user\AppData\Local\Programs\Opera GX\opera.exe
JSON data
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Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

dropped

116276

5.353899176843121

false
1536:CYHgLADrKm6KIuRvspTTumz1dv9R7v7FEpMSideortzKtwy6pt8S7a/dSjKke8G8:8EpFMD3gyP1
7A5C316861A951EFEBAO6DECFF20C59C

1A76A07EEFBCESAOE4BD092CFIB1696EAC8C7F21
641B3D4BF69D298E85E50637672EB58AE90FBS0EC06459194EEE9887A1774EB5S

3638DF6A72526565716EFABF24B3D2AA1919058A0D2E6A6FBDDDC7B71A0B7A52D1A6F54A5CDA7B237709B409D716DFBC2F3E17F86BA26251305009B292EA1B!
7

false

unknown

{"data":{"id":88,"key":"gx-corner-daily","sectionType":[{"__component":"sections.daily-section","id":1,"topCommunity":[],"items":[{"id":214,"key":"daily-meme-graphics-upg
rade","visible":true,"publishedAt":"2024-03-09T06:00:00.000Z","daily Type":"daily.daily-meme","title":"Graphics upgrade [meme]","category":null,"description":null,"locale"
:null,"label":null,"reactions":[{"id":46,"name":"Rambit 4K","emoticon":"https://proxy.gxcorner.games/resizer/assets/operagx_4k_b99dd2a3f0.png","count":462},{"id
":25,"name":"Aura LOL","emoticon":"https://proxy.gxcorner.games/resizer/assets/gx_Aura_Kek_825b2826b1.png","count":3433},{"id":62,"name":"Rambit Monka","emotico
n":"https://proxy.gxcorner.games/resizer/assets/operagx_monka_4cb62c8907.png","count":508}],"backgroundimage”:null,"image":"https://proxy.gxcorner.games/resizer
/assets/download_194af154d0.png","video":null},{"id":221,"key":"daily-cowboy-bebob-overwatch","visible":true,"publishedAt":"2024-03-09T 14:00:00.000Z","daily Type

":"daily.daily-regul

C:\Users\user\AppData\Local\Opera Software\Opera GX Stable\Cache\Cache_Data\f_00001b

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAT:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Users\user\AppData\Local\Programs\Opera GX\opera.exe

JSON data

dropped

69385

5.276789500895045

false

384:PAglUnYBKICvKr1XicZuyS3IUM1tZfLdt1/obYz+DZL6FtEoHBKWBbHjOsTPOTOb:3Kr1X9S3TMbDobL6F TXxW-+0zLEsbhG
ABBEBF636E729F8FCE0A9DCID0C66953

728BF004E25D1A22DA9647B441829B5A01835AFE
EDB16AC11F09CAB4FC7A5383B9FAF0A09256D3886ADBAIES5BI2931A6005C9896

21C1F218A3B06541B1930B40D5E29F790F74D0DD3B60A3FCCCD38EE86732C40B16D5F59F4B4DBE228D9435D3BC81E0D3959BDA9BES7BC0C21F01578B05BA0E
E3

false
unknown

{"layout":"category_grid","news":[{"article_id":"9aa4b37391115a32d74c16db33982592822a9b30","display_url":"https://www.esquire.com/entertainment/movies/a60341611
/jordan-peele-us-anniversary-restrospective/","image":"https://discover.operacdn.com/assets/tn/lI/mq/9aa4b37391115a32d74c16db33982592822a9b30","publish

er_domain":"www.esquire.com”,"publisher_favicon":"https://sd-images.operacdn.com/api/v1/images/aacb366c74913d44dc504e9eee1232dc62f9ff1b.png", "publishe
r_name":"Esquire: Entertainment","real_url":"https://www.esquire.com/entertainment/movies/a60341611/jordan-peele-us-anniversary-restrospective/","size":[1,1],"t
emplate":"default","title":"Jordan Peele's Us Is Still Scary\u2014and Relevant\u2014as Heck"},{"article_id":"3cd91f5d8f6cbd11bbe0d591c4d4545ab208be56","display_
url":"https://www.eonline.com/news/1398427/breaking-down-beyonces-cowboy-carter-grammys-critics-and-a-nod-to-becky ?cmpid=rss-syndicate-genericrss-us-t

op_stories","image":"https://discover.operacdn.com/assets/tn/l/mg/3cd9

C:\Users\user\AppData\Local\Opera Software\Opera GX Stable\Cache\Cache_Data\f_00001c

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAT:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Users\user\AppData\Local\Programs\Opera GX\opera.exe

ASCII text, with very long lines (24210)

dropped

24211

5.408789306435823

false
384:dgO9rOYFAdaC/G/FzI9A9SdP9iuFuh1ADYzHOZu1x8+tX6Q+HVaQsTx5+u9TJK2W:dgO9rOYFYhaFzI9A9SdP9jchuDY70Zuw
F007061B725432B941E177A1C70E3A22

2F8F8F890F43D4CBB4021D64F11174C1DFA9BFOD

6CF8F6EE951BFFFB675952645EEF32256 AAB3585F62449E98FA9E3823C9503DB
4EF7229D64A96FAE32B829306DB40C08D87C4E0B77FAFBB29B8BBD2D9267FB70C588B71E704CB5E6424400407424EB93792154B37666713BF7360FE975C5EESF
false

unknown

import{S as X,e as x,f as ee,Gas z,Has y,tasu,las m,|,R as b,Y as k,$ as U,x as $,A as w,C as Oe,a2 as O,a3 as ve,y as F,z as M,a1 as _e,L as R,M as N,a0 as v,a9 as
K,af as le,aa as ie,a8 as ne,U as te,Z as Re,_ as re,ad as Ne,aq as ge,ag as $e,D as J,J as se,K as ae,aj as we,E as Ye,Q as Ze,ab as Je,a7 as Ke,v as Ve}from"./vendor-
rii-AV_L.js";import{O as fe,R as Qe,T as Xe,U as xe,V as de,X as et,c as tt,Y as He,Z as pe,_ as je,$ as It,a0 as it,al as Te,a2 as nt,a3 as rt,H as Se,a4 as be,a5 as st,A as
at,B as ft,a6 as Ge,a7 as Ue,W as ot,a8 as ut}from"./App-CxTZVnef.js";import{B as We}from"./Badges-CulfQk-d.js";import"./index-DtMr640c.js";import"./index-DQ
E_taSP.js";import"./strings-D9eBrPdG.js";(function(){try{var n=typeof window<"u"?window:typeof global<"u"?global:typeof self<"u"?self:{},e=new Error().stack;e&&
(n._sentryDebuglds=n._sentryDebuglds||{},n._sentryDebuglds[e]="25840fc6-f5d9-40ab-b59e-5dabb7927ecb",n._sentryDebugldldentifier="sentry-dbid-25840fc6-f5d9-
40ab-b59e-5dabb
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C:\Users\user\AppData\Local\Opera Software\Opera GX Stable\Cache\Cache_Data\f_00001d

Process: C:\Users\user\AppData\Local\Programs\Opera GX\opera.exe
File Type: JSON data

Category: dropped

Size (bytes): 250079

Entropy (8bit): 5.379307520624104

Encrypted: false

SSDEEP: 1536:ScanThWIBOOjer11QOyLJbaCR6pjwSpF6JR/tJh+8NrcOQpEWH4iLzdeKty 1Raxn:DRknxj4aZQém2iyytgJpQszD

MD5: 35BC070C957A5BCC193C9326C1F66D59

SHAT: 4EB7DEDBOCB5216E1181D5187168C1756D407D8A

SHA-256: 7D84DEBADS5B4A038E6D81185B3796ADD562166870E94223A246ADD964FC8AA86

SHA-512: C8B5EB549EE2DD92CB6D810903D20C018DCBY6361C8935ABBF219DB0C330793DD4EA790E2141E678E996AD94E38B2193DF7FC3CD4DA3AT1E69A9BES17B23A8
CéD

Malicious: false

Reputation: unknown

Preview: {"data":{"id":1,"key":"gx-corner-release-calendar","sectionType":[{"__component":"sections.calendar-section","id":3,"games":[{"id":400,"url":null,"hideCta":false,"release

":"2024-03-09T00:00:00.000Z","hotGame":false,"onlyMobile":false,"platforms":[],"cta":{"id":35,"label":"On Steam","locale":"en","localizations":[]},"ctaExpired":null,"tag":
{"id":16,"name":"DEMO","color":"#0a9574"},"game":{"id":1284,"title":"United Penguin Kingdom","website":"https://store.steampowered.com/app/2635350/United_Pengu
in_Kingdom/","imageOrigin":"https://www.igdb.com/games/united-penguin-kingdom","releaseDate":"2024-03-09T00:00:00.000Z","genres":[{"id":25,"name":"Strategy","lo
calizations":[]},{"id":176,"name":"City Builder","localizations":[]},{"id":26,"name":"Survival","localizations":[]}],"platforms":[{"id":9,"name":"Windows","icon":{"id":123,"url":"h
ttps://proxy.gxcorner.games/resizer/assets/obraz_2023_08_21_154708998 8ba128313e.png"}}],"imageCoverVertical":{"id":8057,"url":"https://proxy.gxcorner.games/res

C:\Users\user\AppData\Local\Opera Software\Opera GX Stable\Cache\Cache_Data\f_00001e

Process: C:\Users\user\AppData\Local\Programs\Opera GX\opera.exe

File Type: Unicode text, UTF-8 text, with very long lines (61212), with CRLF line terminators
Category: dropped

Size (bytes): 61309

Entropy (8bit):  5.352009200867432

Encrypted: false

SSDEEP: 768:1xjLZeJ7PoxWPPXIBQU/VOxfe TEe3DLcQKJIQSI5cqFXqf5SRmM3gOYaTUYkfF:Ljo9PoxW3UckJQk5cPtSUX

MD5: 11A51F25A570C35DF4591C8CBBCC72E9

SHAT: C2E8FOD1E72187F8A56BDE6B212A88A9CCCE6FDA

SHA-256: 5D0A9506EE0C2E64325D59451EFF05B24DF4CD07DC65F300B3BC39E28379640D

SHA-512: 1D70C0CC81A2776D7082C7C83FADBFBF3829733935CD3429CF967EB042FD0614D7048D8CA9555540986545B2C0DD2A54848CAB0C4D3081C736D52C44530AC2
Malicious: false

Reputation: unknown

Preview: /* clarity-js v0.7.26: https://github.com/microsoft/clarity (License: MIT) */..!function(){"use strict";var t=Object.freeze({__proto__:null,get queue(){return Ya},get start(){return

Xa},get stop(){return qa},get track(){return La}}),e=Object.freeze({__proto__:null,get clone(){return sr},get compute(){return Ir},get data(){return er},get keys(){return nr},get
reset(){return dr},get start(){return ur},get stop(){return hr},get trigger(){return cr},get update(){return fr}}),n=Object.freeze({__proto__:null,get check(){return yr},get compu

te(){return kr},get data(){return tr},get start(){return br},get stop(){return Er},get trigger(){return wr}}),a=Object.freeze({__proto__:null,get compute(){return Tr},get data(){re

turn Or},get log(){return Mr},get reset(){return _r},get start(){return Nr},get stop(){return xr},get updates(){return Sr}}),r=Object.freeze({__proto__:null,get callbacks(){return
Cr},get clear(){return Wr},get consent(){return Hr},get data(){return Ir},get electron(){return Dr},

C:\Users\user\AppData\Local\Opera Software\Opera GX Stable\Cache\Cache_Data\f_00001f

Process: C:\Users\user\AppData\Local\Programs\Opera GX\opera.exe
File Type: JSON data

Category: dropped

Size (bytes): 85951

Entropy (8bit):  5.34135523647441

Encrypted: false

SSDEEP: 1536:fCs9g|/ TkfVOWI3Iimf5IfEVUTG3V5]9RN:fC4rq0WsimxIfEIGFpN

MD5: 3B7EE2FE66631C3DEE312B48C763C114

SHA1: FBD683F762D126BEF07CAB7D9665EE900B060ABB

SHA-256: E5EF74BBB1D4467D506D261D2C94195AAC068A4BBA9877DDAA38245A523F2B4D

SHA-512: D4EE53747DEA46057D78E9590ADBABB5B8E 1837C0A0DF804DB95C126FC93DE3A651DC9ADI01150940CCDD1462DDECA1F5F98EE28B30E31869AFB5582AC13:
4A8

Malicious: false

Reputation: unknown
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Preview:

[{"url":"https://www.blacknut.com/en/game/62d66fa9dda24019a4b01c55_248-scribble?source=operagx&ae=23","name":"248 Scribble"},{"url":"https://www.black
nut.com/en/game/6241cd00dda24073602eaf2f_7-years-from-now?source=operagx&ae=23","name":"7 Years From Now"},{"url":"https://www.blacknut.com/en/game/59
1b1593b25b233echcbeb5c_a-new-beginning?source=operagx&ae=23","name":"A New Beginning"},{"url":"https://www.blacknut.com/en/game/5e4e9f99dda2403b883067
f1_aer-memories-of-old?source=operagx&ae=23","name":"AER: Memories of Old"},{"url":"https://www.blacknut.com/en/game/60461dd4dda2400c8a96b5e3_ao-tennis-2?
source=operagx&ae=23","name":"AO Tennis 2"},{"url":"https://www.blacknut.com/en/game/5d09e919dda24001ea09836¢c_atv-drift-tricks ?source=operagx&ae=23","name":
"ATV Drift & tricks"},{"url":"https://www.blacknut.com/en/game/607e858cdda2405d3b364da2_avicii-invector?source=operagx&ae=23","name":"AVICII Invector"},{"url":"
https://www.blacknut.com/en/game/651d3ad1dda24047297d5be5_adams-venture-chronicl

C:\Users\user\AppData\Local\Opera Software\Opera GX Stable\Cache\Cache_Data\f_000020

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAT1:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Users\user\AppData\Local\Programs\Opera GX\opera.exe

ASCII text, with very long lines (32781)

dropped

33546

5.613741545231076

false
768:0BnYvZRsmp8mpQ8smpvKAsTNbHesAmuZdRRH6zg5X{Bxcvy+qMyJXolSJsTLChjO:KuRsPVgjmHs50vYsJ
EES8BBABEAD7DE4DEB8FD2F4ED07174A4

4BCA2801EAC65C92127BOBE33EFFB51852556B49
E5EB44CCA16322D4135FAD351AE8C14158B6F99F866E026F625BE133013DEE23

E8EA7CB96B627F2482555D5CB14A8D8619240C98A25643E06BCFDA6287BF8EFCD545686147AD011BD5BC42F11B454DC4F223D118BA7AD38BA6A66870624AC2
B

false

unknown

function __vite__mapDeps(indexes) {. if (!__vite__mapDeps.viteFileDeps) {. __vite__mapDeps.viteFileDeps = ["assets/DailyMeme-DGIR51QW.js","assets/vendor-rii-
AV_L.js","assets/App-CxTZVnef.js","assets/index-DtMr640c.js","assets/index-BRRDBs1E.css","assets/index-DQE_taSP.js","assets/strings-D9eBrPdG.js","assets/App-BV
VRbkhP.css","assets/IntersectionObserver-DZG7XBCV.js","assets/DailyLayout-AJ]TNEUzw.js","assets/DailyLayout-DZ7n9sk7.css","assets/DailyMeme-ZC_nGymJ.cs
s","assets/DailyRegularContent-BuVjgopR.js","assets/DailyRegularContent-D3u5Anw2.css","assets/Daily ThisOrThat-viIwCIK_H.js","assets/Daily ThisOrThat-DtA
GpqOL.css","assets/DailyShort-CQvRSm-o.js","assets/DailyShort-B995v0Zn.css"]. }. return indexes.map((i) => __vite__mapDeps.viteFileDeps]i]).}.import{_ as ce}f
rom"./index-DtMr640Oc.js";import{S as ne,e as se,f as ie,R as B,Y as raw as we,$ as M,x as j,a0 as m,N as V,Aas W,aJ as b,Gas A,a3as N,Has F,Uas uejtas Il as Z,|
as P,al as We,vas Ee,O as Je,abas de,a2 as Y,L as

C:\Users\user\AppData\Local\Opera Software\Opera GX Stable\Cache\Cache_Data\f_000021

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAT:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Users\user\AppData\Local\Programs\Opera GX\opera.exe

JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, baseline, precision 8, 480x360, components 3
dropped

18924

7.954790926183394

false

384:F170w30jYf5Bs7mS5huVWj/gvFc8yW-+mJ4Euj845+CoXIxgzIMM7tU:Fh+6SGkjlvFJJROo1IH7m
D701791C2DE6331066B549DB1FDE5C8B

4830E44DCC36218AE04FEE4D146E33BCOB5A47EE
B67238C92A11972806C94AB137878CBC1B377618435CAF8FEEC6537FB71398F8
226217FD4F1941FB60EA52672C4DBOE692ACOEA92A57A6B78ADEB6E6C0883186A39EC547AA8D31D8D2511614889389158D5C8F4CC58A5A8189AA12771572E215|

false

unknown

...... JFIF Yo - (-(/.(20----5=PB58K9--EaEKSV[][2AemdXIPY[W.......0..0W?7?WWWWWWWWWWWWWWWWWWWWWWWWWW
WWWWWWWWWWWWWWWWWWWWWWWW...... 0 11A.Qaq."......2R... #B...3Sbr...$Cs..45C%D.......cooviririiirine (o

.11QA."a2BR.q..... ?2..1.BB......BB.......BB.....BB.. .BB... l.BB... l.BB... |.BB... |..BB... |.BB... I.BB... |..BB....
B.B......2j?.(~g~.. MG X8J...0.Gper U UW [~ Cotorroe (oG 1o 3051276 _CM> e WM. ~...8]..0.G.....2..7..6.. N6 ...
QV@N...h.e\Z...V..P..)........9..MH....AC..EF.6..2.p". H}..{.3J.cc..B.>..2. bS] &d 2o DM S K (oG 4.} {305, 2..GLi 2F 9. U3
>2.G.;..7F9...U....S.zjq.R.s.J)...a

C:\Users\user\AppData\Local\Opera Software\Opera GX Stable\Cache\Cache_Data\f_000022

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1:
SHA-256:
SHA-512:

C:\Users\user\AppData\Local\Programs\Opera GX\opera.exe

JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, baseline, precision 8, 480x360, components 3
dropped

34151

7.971067697267996

false

768:PnRSVYTKiPvA/58ilkKNVCcWAtF5NXB8HjtN 1kM9YV4y7Hdh80mpVcgZtf:.vRvKi3A/GilZNVchiHIhtOkj5
49E2B0B62F33284F880EA80EOBE89D70

2C69816677009496A8CDF29EFFFEBBE5SAC328F32
6F0C03BE954907FEF1AEAAASQ0F1B64A42B31066FC69B8366B843343E81666DED

EOC7FE7825671DDE9DCE6313B2C46655574E24FF3CD72BA4C84C1BC74F817DB5E3BFEEC1E39480779AC3C1AA1BF9898A577F6030364759AC7FBE8280491291!
C

Copyright Joe Security LLC 2024 Page 38 of 127



Malicious:
Reputation:

Preview:

false

unknown

J1.AQ.."a.2q....B.

] .Q@..QE..QE..Q@. Q@ .Q@..QE..QE..QE..Q@
.Q@. Q@ Q@. Q@ Q@ Q@ Q@ .Q@..QE..QE..CE..QE. Q@ Q@ Q@ Q@ Q@ Q@..Q@..QE..Q@..Q@..Q@. Q@ Q@..0@..0@..Q@..Qe..@
.Q@..0@..0@..Q@..QE..QE..0E..QE@..0E..QE@..0E..QE..QE..QE..QER..QE..QE..0E..Q@..Q@.." x+.sm...$."DJ...=.t.5.m.L.U...."biw.J..TU..z>.p.G..".g.z.
LN Y (.qv(]..s.....j*...z.lle.,.7..-.eJ..G."E...~........ W.]M..ygQ&s.+...W.,....... a}.....p.j.u;....q. b Ul (L) Pmeen. 3 do+mg.w+....e..h..z.Lhooxe
{z?..\7./.OM5.k#.......... — 2._@29-..\7

C:\Users\user\AppData\Local\Opera Software\Opera GX Stable\Cache\Cache_Data\f_000023

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHAT:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Users\user\AppData\Local\Programs\Opera GX\opera.exe

JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, baseline, precision 8, 480x360, components 3
dropped

31169

7.965196413015818

false

768:ubeuvXBR3r1KzEFJ3JxDw5HZ01+8jyesyve:0e2XB55xDQ0/syve

B3C143B38FF236A7AD6F053494B1E177

ECCEECF97B614FE461C19315BAB233D7A41DCESB
9DDED002A0B068C4072F96C6A615BF0A77CE2DB3390103C1DASEC5E8017ED660

E92BAFFD7747A6C811D7121CDB4C7B9B0C26A529034C2E535F76C5E4A6A8764613B21375F301FCE41EF2988D40C0EBBECC2245527C61C1B6E739E65C93B3B3
1

false

unknown

............ Covrerereneeeeeenn L 1."AQa12q.. #R
$Scs...%45....Dtu...6EF. . TQE.QE..E.P..Q@.QE.QE..E.P..Q
@.QE.QE..E.P..Q@.QE.QE..E.P..Q@.QE.QE..E.P..Q@.QE.QE..E.P..Q@.QE.QE..E.P..Q@.QE.OE..E.P..Q@.QE.OE..E.P..Q@.QE.QE..E.P..Q@.QE.OE..E.P..Q@.OE.
QE..E.P..Q@.QE.QE..E.P..Q@.QE.QE..E.P..Q@.QE.QE..E.P..Q@.QE.QE..E.P..Q@.QE.QE..E{j.(............ 4.4VA+.M...5.R|fj..... S+"4p./...[$..M..@|...9R.3#U.....{ 4....
..e[.>.fG5..Sx....en\..>".I'...%QJO.8. _....w=..?..=N..+.E,..."...C".O.55>W.Y.....0.<W..W..O....W.Y<...(y8~A.....i9;.....e=....q:...z3.S....T..Y.ek.V..pV.;.;j..G..{Q..d.@
S$ell2ntx. 5. b.&. T T

C:\Users\user\AppData\Local\Opera Software\Opera GX Stable\Cache\Cache_Data\f_000024

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHAT:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Users\user\AppData\Local\Programs\Opera GX\opera.exe

Unicode text, UTF-8 text, with very long lines (65529), with no line terminators

dropped

104392

5.447610322095709

false
1536:BkDEh3IM8XxGhahyVVoKHEZLs9ccKO4AreJsHxCpSU/GD7a7f1dUWXFFS:BkixGAUVNEZbIHxC4om7a79GazS
78D89DICCO64FBOA09530DA2CO0DD8TE

12E95DFCB58AEF646C8EA70C73FES06BOFF2982F
10B7A6A70DD63473878E033A88A12AC3B6D3C49191FEOCASE3F2BAFD96B80B4C
F888CD2AE12370C6ABA517F0AF32378BCIF5C11E07A21C440971B471822533A30BB2C05C4555EA5BD99531236E9A47A01445A229A2B912ADESBCIFCI1447BA6
false

unknown

import{S as ve,e as Me,f as Ce,a2 as Y,R as O,L as he,Y as N,$ as R,x as D,a0 as w,U as z,ai as re,Z as rt,M as Pe,_ as jt,N as me,A as F,ad as ut,C as Je,aq as bt,n as
di,aF as po,aJ as Xe,h as se,D as mo,T as An,ao as bn,t as S,y as oe,| as C,z as ae,u as le,j as ce,k as ue,J as go,aK as ho,O as yo,al as Ao,o as bo,am as xe,v as xt,G
as fe,H as de,| as pe,al as Ge,Q as ke,ab as Nt,ac as pi,a6 as st,a3 as te,a7 as It,a9 as qgt,af as je}from"./vendor-rii-AV_L.js";import{t as ge,u as No,v as Nn,x as _n,y as
Sn,z as En,A as _o,D as So,E as Eo,| as vo,k as Mo,F as Zt,| as Co,B as wo,G as yt,H as vn}from"./App-CxTZVnef.js";import{c as lo,g as To,a as Mn,t as ko,0 as Yt,b as
Cn}from"./time-ewJhidwX.js";import"./index-DtMr640c.js";import"./index-DQE_taSP.js";import"./strings-D9eBrPdG.js";(function(){try{var e=typeof window<"u"?window:t
ypeof global<"u"?global:typeof self<"u"?self:{},t=new Error().stack;t&&(e._sentryDebuglds=e._sentryDebuglds||{},e._sentryDebuglds[t]="8da8aeb6-e95d-4377-8abc-e1

C:\Users\user\AppData\Local\Opera Software\Opera GX Stable\Cache\Cache_Data\f_000025

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHAT:
SHA-256:

C:\Users\user\AppData\Local\Programs\Opera GX\opera.exe

JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, baseline, precision 8, 480x360, components 3
dropped

28885

7.940251079924301

false

384:mOrvnDZbCY946AyYurYMexwt+Kxn52Ww60YKfUGkzUDQCvpmK+60XcTRXU9C8ZoE 9vF+Ydrel+Kxn5RWDUGWGjLAUXUKMoE
6909E84F1F144505D2376D14F66DE5C9

97A2389BD1BEF3D7A76B8D23A305696C38F8D5BF
83A688ADF108B5F9FB16F2630E7B20A826A6572461A280F9FA029B38E733E5DE
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SHA-512: BDOEEOBA70AE482042593824CB7EE1425E3687F6BC60237E48D92AA8E60555E5272A20A2A4F6D7990C91B6354EB9402285618DBCC469CDA8SFD2C85265D2AC7E

E
Malicious: false

Reputation: unknown

Preview: ... JE I ettt T (O 1.1AQ."aq......2BR..

}L.<~Pd..Dh"G...=.}P....&|.$G.%}D.<~P.d<<.A.>..#..X.
$@.,...{...vR.Oy.A.... A.d.T...(lu...... H.-S..sGy...>.Q..,.r.1

T
.e.8#@:%7.......}.}...e.fG.;.i.Cg{R...i.L j\W.W.\.dy3.F...

C:\Users\user\AppData\Local\Opera Software\Opera GX Stable\Cache\Cache_Data\f_000026

Process: C:\Users\user\AppData\Local\Programs\Opera GX\opera.exe
File Type: ASCII text, with very long lines (45271)

Category: dropped

Size (bytes): 308035

Entropy (8bit):  5.318298420291545

Encrypted: false

SSDEEP: 3072:59pX00TOxalrfHTISWfHBgwvmP{SiGvjclyGnrSTc+yPnsTS2hEKzwuDPIh:XpaxalrHjS8HBgCm37GhsO2hBwM4

MD5: AC954F713DB49D6EBBOBD8ABIESICEEB

SHA1: 54FDEEB8EB04124B05B14C17F491A688A838E5D1

SHA-256: DOB68B4ED4564D03B8A90CAC1F94FCD46CEOF3D702973D305C0E517B1A0772DC

SHA-512: 6696CFA5A9CF8A764D2C294E1AD69DF2B03C4826D8862024EA373C101592B738FE54FC9188BA23E11C91EED8C3FB3CBI5D83A6C484AC42F24EBE77C3EDA48
BE

Malicious: false

Reputation: unknown

Preview: import{V as getDefaultExportFromCjs,aD as commonjsGlobal}from"./vendor-rii-AV_L.js";(function(){try{var t=typeof window<"u"?window:typeof global<"u"?global:typeof

self<"u"?self:{},e=new Error().stack;e&&(t._sentryDebuglds=t._sentryDebuglds||{} t._sentryDebuglds[e]="d6bc7e12-fe38-4f1d-9e8f-8703ec599f58" t._sentryDebugld
Identifier="sentry-dbid-d6ébc7e12-fe38-4f1d-9e8f-8703ec599f58")}catch{}})();function _mergeNamespaces(t,e){for(var r=0;r<e.length;r++){const i=e[r];if(typeof il="string"&&
lArray.isArray(i)){for(const s in i)if(s!=="default"&&!(s in t)){const a=Object.getOwnPropertyDescriptor(i,s);a&&Object.defineProperty(t,s,a.get?a:{enumerable:!0,get:()=>
i[s])}}}return Object.freeze(Object.defineProperty(t,Symbol.toStringTag,{value:"Module"}))}var lottie$2={exports:{}};(function(module,exports){typeof navigator<"u"&&func
tion(t,e){module.exports=e()}(commonjsGlobal,function(){var svgNS="http://www.w3.0rg/2000/svg",locationHref="", _useWebWorker=!1,initialDefaultFrame=-999999,setW
ebWorker=f

C:\Users\user\AppData\Local\Opera Software\Opera GX Stable\Cache\Cache_Data\f_000027

Process: C:\Users\user\AppData\Local\Programs\Opera GX\opera.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, baseline, precision 8, 480x360, components 3
Category: dropped

Size (bytes): 46382

Entropy (8bit):  7.982149997883431

Encrypted: false

SSDEEP: 768:gHzZJ2SLD6MdfOIYtWE0WRpFQ/poWnamhPANN3fIP2u3g2nglfx1BS0at85xHxRq:CJJVANIGEG/G04nPwhw2jfstCxHxRbE3

MD5: 3FD8293AD6D39E4DAAFFB3ES7D379B57

SHAT: FCEB352704BE7F86E1730830896BEF5C758A28F4

SHA-256: EBAD314AC5EDOB58ABF73CA816067A35B8B6CA3356B6E7CCF62B83F4448A6CC5

SHA-512: 7E37166764DAF506A3D707394648B71A87917C7410F713EBFE5D388859A9DB8EC7BBEF584649C94B46E707D2B02FC158389F87DA9F0F1C4FOFAADDDGEEB91A4
A

Malicious: false

Reputation: unknown

Preview: ... T bbbttt R Ebremnroreenroorm 11.."AQa.2q.#...

........... 1.1.AQ."aq

9.0a}.)".}m.\ ..
coodeeng.cfLLL3pa.i.. S.g. W< 2 x..... . W.S.

C:\Users\user\AppData\Local\Opera Software\Opera GX Stable\Cache\Cache_Data\f_000028

Process: C:\Users\user\AppData\Local\Programs\Opera GX\opera.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, baseline, precision 8, 480x360, components 3
Category: dropped

Size (bytes): 55728

Entropy (8bit):  7.98248543718097

Encrypted: false

SSDEEP: 1536:3cW13tnyk6xJH65qJpua+WYMjkHQzRJKPUOHkzmtl:33tnkfa0zug4Q2Mmtl
MD5: FAF5A7CODC5A255EED4473DBEEGEF825

SHAT: 75E6C24FE94DFCIDCACE014E7D266E3BCI6BBA18
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SHA-256: 2C26AA04D0C2EAE9F1799E125C561626DCDFE881B0339F7AAEDB7AF45500F832

SHA-512: E029FDD6491BD12DBE4C1D053682582962F895880ADC6012A257BF7CAB38E78B71B0230796E9107B58714A79283E013CE88279D4409B0722D08F0117D3037D8F
Malicious: false

Reputation: unknown

Preview: 1.."AQ.2aq.#B..

Eeu

. — . g*H.3L........ eF.w..<|%.G.P.....{i......F.Q.10yzOT.O.q t.......(.....S.WC Kk.......... +#..VC..n.MC.r.."|..
LGLAFLOLWrLLX15- < 2. L o W4......dp:77p.bx.pbfA\.m"..(s[]XJ..

C:\Users\user\AppData\Local\Opera Software\Opera GX Stable\Cache\Cache_Data\f_000029

Process: C:\Users\user\AppData\Local\Programs\Opera GX\opera.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, baseline, precision 8, 480x360, components 3
Category: dropped

Size (bytes): 48982

Entropy (8bit): 7.980351047693944

Encrypted: false

SSDEEP: 768:tcakHPtSzOnGUw1wKzaRrC6+65nG/7j6B76gkldYNZrabBMfONNE14PBNHwUU2:tYvcoGaKQrr+MGyNk+Ilv4PBJwUd

MD5: 3720F60FEDD41C793BAE75824F74F5EC

SHAT: B239356B6DC3B63065E87083E07A0DDI2395C9A3

SHA-256: BOD6B083A1D6E9AB4EB7C6B5FI98C8BBECB3B6F806C44A9C782D2E0F46741617A

SHA-512: 042B72121DD20162277ACCAB4FABA72FABE90587C4446F8021492C96FBC734969161C3441DB70293EB737C51C023FB7C61702267651C4AD676FD4A10FE3C4571

Malicious: false

Reputation: unknown

Preview: ... JFIF.. .."AQ2aq....#B
R.br....$3t....... d
..... #...0B0.....#....0'BO"......#.....0°BO 'BO"......#......0°BO".. d ....0'B0O"...
oot OBO o B (G (LT JOSUN - SO I 1.1c0.V..nS.$..11...050 . .|.3..../.DcV..S4...... WU..>4..E:
..aY..Mky/.h.L*:s..30.\U"a..0.......r.......38.U.2.G...(A5.[[W=....... P.b’tu..vdw<.. .x.....Y /.

C:\Users\user\AppData\Local\Opera Software\Opera GX Stable\Cache\Cache_Data\f_00002a

Process: C:\Users\user\AppData\Local\Programs\Opera GX\opera.exe

File Type: ASCII text, with very long lines (59000)

Category: dropped

Size (bytes): 149994

Entropy (8bit): 4.84602990632708

Encrypted: false

SSDEEP: 1536:1kV7f/Al/gcOw1aQie8IMVxbFg2W20UfTR+rLrg:CSOw1aQKVxbFDOUbR+rvg

MD5: F6C5A55CEE02422E137B999BF80B410B

SHAT: EF9EDF54FFD0656A5B86582CC737FDDB834CF2C5

SHA-256: 99FB52370E2691FF26A51DE772CEBE42DED1C9189312035C518F9EF185BC7EDE

SHA-512: 24ED70A60D3BB8B4CCBACABEF6F070C7070D20218E62D7B4DDDE5S63EBD227AF08771C77E1FESBIC011448EBA1EE947F77BB642E72432E80D659C07F35059D!
55

Malicious: false

Reputation: unknown

Preview: /*@cc_on;document.querySelectorAll||(document.querySelectorAll=function(e){var c,t=document.createElement('style'),i=[];for(document.documentElement.firstChild.

appendChild(t),document._gsa=[],t.styleSheet.cssText=e+'{x-gsa:expression(document._gsa && document._gsa.push(this))}',window.scrolIBy(0,0),t.parentNode.removeC
hild(t);document._gsa.length;)(c=document._gsa.shift()).style.removeAttribute('x-gsa'),i.push(c);return document._gsa=null,i}),document.querySelector||(document
.querySelector=function(e){var t=document.querySelectorAll(e);return t.length?t[0]:null});@*/ !(function () {. vart=function (e) {.  return e.replace(/Ms+|\s+$/g, ");. }..
c = function () {.  return new RegExp("(*\s+)" + & + "(\s+|$)");. },. i=function (e,t,c){. for (vari=0;i<e.length;i++) t.call(c, efi]);. };. function e(e) {.
this.element = e;. }. (e.prototype = {. add: function () {. (. arguments,. function (e) {. this.contai

C:\Users\user\AppData\Local\Opera Software\Opera GX Stable\Cache\Cache_Data\f_00002b

Process: C:\Users\user\AppData\Local\Programs\Opera GX\opera.exe
File Type: ASCII text

Category: dropped

Size (bytes): 168929

Entropy (8bit):  4.007094560453527

Encrypted: false

SSDEEP: 1536:abYq5nbbUb42qHrbQbbDFbubAjCbwb7bHb/bXbumbelb1b4bbbybVbRb1bJ/F2sT:r/HHAsY9Bj2
MD5: C9CAAB3A244892710CC32810566B4285

SHAT: 89222142B1083369A27B2B76710D7C78044A4D68

SHA-256: 0560FE562F97D895A6E265D17BC3BIC53DABDIF8FABCFFD4AB5C0662B1D3534F
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SHA-512:
Malicious:
Reputation:

Preview:

6C5C949A524CBF19F7B990870833EE8F257F4024B6638C86740351CDC828C5B5ED687F4C51771E652EE900D6843DBEB0B20D975847935347C1E648955DCFFDF
false
unknown

I(function (e) {. vart={};. functionn(r){. if (i[r]) return t[r].exports;. varo=([r] ={i:r, I: 11, exports: {} });. return e[r].call(o.exports, o, o.exports, n), (0.l = 10), 0.e

xports;. }. (n.m=e),. (nc=t),. (nd=function(e,t,r){. n.o(e,1) || Object.defineProperty(e, t, { enumerable: 10, get: r});. }),. (n.r=function (e){. "undefined"

I= typeof Symbol &&. Symbol.toStringTag &&. Object.defineProperty(e, Symbol.toStringTag, { value: "Module" }),. Object.defineProperty(e, "__esModule", {

value: 10 });. }),. (n.t=function (e, t){. if((1&t&& (e=n(e)),8&t)) returne;. if (4 &t && "object" == typeof e && e && e.__esModule) returne;.  varr=

Object.create(null);. if (. (n.r(r),. Object.defineProperty(r, "default”, { enumerable: |0, value: e }),. 2 &t && "string" I=typeofe). ). for (varoin e).
n.d(. r,. 0

C:\Users\user\AppData\Local\Opera Software\Opera GX Stable\Cache\Cache_Data\index

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAT1:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Users\user\AppData\Local\Programs\Opera GX\opera.exe

FoxPro FPT, blocks size 768, next free block index 3284796353, field type 0

dropped

524656

5.027445846313988E-4

false

3:Lsul7Q:LsR

29EBEAOD6FID7B5FA89C72516588280A
77C5168025DF5F09C21050AAB42CCC550C91B6D6
1ECA1C6E80787DA4E7E75D48B868A7F535B0D06A07A470B85C086BA8CAF51C89
2FCCF4014891CA334222FDC591F2D0684FFIBABEFF3094685EF8A5798CE632294C856D993395D77B97159FFDDEC70689CA3D7B8D0093F6E306E658BABBI9I3AC
false

unknown

C:\Users\user\AppData\Local\Opera Software\Opera GX Stable\System Cache\Cache_Data\data_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:
SHAT:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Users\user\AppData\Local\Programs\Opera GX\opera.exe

data

dropped

45056

0.04469063214076828

false

6:/Fii23PKkN+HPugTbZiRPTrh9S6fkJI7Q37S8Mtk1:d+/NOmxPfhoxMJ637vEU
D0753BA8F9AC14BFC8E9115C76D17D67
1E3739F2CB63A353BDDD97989086E162EEF674B0
A78B62318268283C3C801E8C759AB3727BA5769C6BC23AAAIF3647D60C5EES85

449C942F1DE8BC13311537146AFA0F1AB7837812E2B8F52D7BF3B9406077260119688D931FBE9ECFB1590D49A25EDA6B73C302A451B5823E96EEE3DDI6E2FE7D
A

false

unknown

C:\Users\user\AppData\Local\Opera Software\Opera GX Stable\System Cache\Cache_Data\data_1

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:
SHA1:
SHA-256:
SHA-512:

Malicious:

C:\Users\user\AppData\Local\Programs\Opera GX\opera.exe

data

dropped

270336

0.05722599312702698

false

48:UwSwcL/kfwSwc2i5iM9g0zbr6ei5iMj8g:UVJyVYi5iMIzbOei5iM
595F44D4E26401BD49DADAC8B2BCF35B
10344E8FC3A9CA736CC259B2F213A21A00BFE620
296CD2B453A48D2EECD08644F29549B588E539C75380C1F728767E7A1D29F29D

44CA9E78F85E351DAE5S3A9FD11C3279809DFEB9A2BAB3A71B3D29ACB849E26BA09FDFCI096E5C31852E83AACBDF867A2393469951503727320F4C4999D3B39)
4

false
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Reputation:

Preview:

unknown

C:\Users\user\AppData\Local\Opera Software\Opera GX Stable\System Cache\Cache_Data\data_2

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Users\user\AppData\Local\Programs\Opera GX\opera.exe

data

dropped

1056768

0.278164822408153

false
384:ztLgXJtITaRVAGIEC418ggXJtldkXRJItCIWFUPIALKJtrLCXRJIC:pLaXJtYa13gXJtnXRJt+cPIBJtyXRJt
AB2BBE05B5835E7D99546FC2D02529B7

81517920C3F78957346C1504A5B9DE825D6CIEDS
DC9BB94AB3D191E9327D3B81D27A53DEF3F7D86805D0E5C82666FB1F4A89ACFB

BDABSEC83FBB5374FA5664CB2767EC83514CA6FA794917ED7702AAA4BA6A9CCI609D188EDCEF6A60CBCEFBAB484AESCA8883B898D91BDB75FEF744DE30598¢
25D

false

unknown

C:\Users\user\AppData\Local\Opera Software\Opera GX Stable\System Cache\Cache_Data\data_3

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAT:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Users\user\AppData\Local\Programs\Opera GX\opera.exe

data

dropped

8192

0.012340643231932763

false

3:MsGl3ll:/y

41876349CB12D6DB992F1309F22DF3F0
5CF26B3420FC0302CD0A71E8D029739B8765BE27
E09F42C398D688DCE168570291F1F92D079987DEDA3099A34ADBIEBC0522B30C

E9A4FC1F7CB6AE2901F8E02354A92C4AAA7A53C640DCF692DB42A27A5ACC2A3BFB25A0DEOEBO8ABS3983132016E7D43132EA4292E439BB636AAFD53FB6EF9
07E

false

unknown

C:\Users\user\AppData\Local\Opera Software\Opera GX Stable\System Cache\Cache_Data\f_000001

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:
SHA1:
SHA-256:
SHA-512:
Malicious:

Reputation:

C:\Users\user\AppData\Local\Programs\Opera GX\opera.exe

JSON data

dropped

140775

5.170244966514947

false

1536:Jp3CDOSMieWe1mJXDDRmrAe4xnzR7vvODy:JpSM3We4JTXz9WDy
1EF34DCFC08237E317B9EA5E6494D429
1929EE76DC7603F9F7527ED3370C2723E507714A
07A35BE742E8543E4918EEE6D95068A77E146874BFBOEB8D60904D761C06A9D0
1039DB8A6E2D1EF175B13F57AES85E33575F450E9EA9036D03D2516F1071127175E2C34B9D3D08B71445C87FCCE2DE40FDD23E23FAE3181B552020E6B82E52B
false

unknown
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Preview: {"suggestions": [{"name": "Humble Bundle", "partner_id": "gx_humblebundle_suggestions", "url": "https://www.humblebundle.com/", "thumbnail_url": "https://sd-ima
ges.operacdn.com/api/v1/images/422e375ff749adde024ab3ea5ea01275e40e5f1b.png", "history_patterns": [], "priority": 0, "favicon_url": "https:/sd-images.operacdn.
com/api/v1/images/ad4ac5dd18b5c44cdc22a37217bfec19al3abebd.png”, "real_url": "https://www.tkglhce.com/click-8384705-14473383?sid=operagx-desktop-global”,
"ping_url": "https://speeddials.opera.com/api/v2/ping/gx_humblebundle_suggestions", "keywords": [], "categories": [], "rank": 1, "targeted": true, "ignore_sd_filter": true, "re
quired_dna": [, "forbidden_dna": [J}, {"name": "Fanatical", "partner_id": "gx_fanatical_suggestions”, "url": "https://www.fanatical.com", "thumbnail_url": "https://sd-im
ages.operacdn.com/api/v1/images/4335dc32a6e411f84f57cd66d91181c53788d707.png", "history_patterns": [], "priority": 0, "favicon_url": "https://sd-images.operacdn

.com/api/v1/images/d

C:\Users\user\AppData\Local\Opera Software\Opera GX Stable\System Cache\Cache_Data\f_000002

Process: C:\Users\user\AppData\Local\Programs\Opera GX\opera.exe
File Type: JSON data

Category: dropped

Size (bytes): 541788

Entropy (8bit):  5.186042707102053

Encrypted: false

SSDEEP: 3072:JpSM3We4JTWdslsQeTOrT2INbesvO0IfTv7029UZz1cFxeg9i/RAImas 1:JpR3W5JTUnfNbes8t029sz1cl/RAIRK

MD5: 675383AD7E1EF3C02E7DF37DFOFC2D41

SHA1: B91A68A5C89DC24D238FF1D75CA3E7CFAA0515DB

SHA-256: 756FE8D8D1D3COEBGEOE027475A713F30465A3FCF32F860CBD7F3BCCBB7648BC5

SHA-512: 88ED4970C3D5E1824A18AF9FCOF749C9F1D46EE98422E285BDFDBOBOCFDEFAAFC286425C25CBFOF716B043078583B1BEDFB2FD3C094919EC0AB572573A18E!
2F

Malicious: false

Reputation: unknown

Preview: {"suggestions": [{"name": "Humble Bundle", "partner_id": "gx_humblebundle_suggestions", "url": "https://www.humblebundle.com/", "thumbnail _url": "https://sd-ima

ges.operacdn.com/api/v1/images/422e375ff749adde024ab3ea5ea01275e40e5f1b.png", "history_patterns": [], "priority": 0, "favicon_url": "https:/sd-images.operacdn.
com/api/v1/images/ad4ac5dd18b5c44cdc22a37217bfec19a3abebd1.png”, "real_url": "https://www.tkglhce.com/click-8384705-14473383?sid=operagx-desktop-global”,
"ping_url": "https://speeddials.opera.com/api/v2/ping/gx_humblebundle_suggestions", "keywords": [], "categories": [], "rank": 1, "targeted": true, "ignore_sd_filter": true, "re
quired_dna": [], "forbidden_dna": [J}, {"name": "Fanatical", "partner_id": "gx_fanatical_suggestions", "url": "https://www.fanatical.com”, "thumbnail_url": "https://sd-im
ages.operacdn.com/api/v1/images/4335dc32a6e411f84f57cd66d91181c53788d707.png", "history_patterns”: [], "priority": 0, "favicon_url": "https://sd-images.operacdn

.com/api/v1/images/d

C:\Users\user\AppData\Local\Opera Software\Opera GX Stable\System Cache\Cache_Data\index

Process: C:\Users\user\AppData\Local\Programs\Opera GX\opera.exe

File Type: FoxPro FPT, blocks size 768, next free block index 3284796353, field type 0
Category: dropped

Size (bytes): 524656

Entropy (8bit):  5.027445846313988E-4

Encrypted: false

SSDEEP: 3:Lsul8cD3/:LsU7

MD5: 7A243265D23345D318FB436CD1B6C04B

SHAT: B69638F8C981344078B312DC6FCBE3A499301A9F

SHA-256: 0140C530E78C89C13CEB89BI64A57C125A8A935A45D2424819D640DA6D 170084

SHA-512: 185492621AFD90C1E95B2C1B4339C6DD4D68EFB82FF4BA707E3E22FF988AAF1CE3E5706658D99A5SEA690DEIBE0958BCFB100C3A552BDC2A7D4455AA7777AB:
19

Malicious: false

Reputation: unknown

Preview:

C:\Users\user\AppData\Local\Programs\Opera GX\107.0.5045.79\107.0.5045.79.manifest

Process: C:\Users\user\AppData\Local\Temp\is-NM93K.tmp\OperaGXSetup.exe
File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 225

Entropy (8bit):  4.929804541487484

Encrypted: false

SSDEEP: 6:KdhIRu9TbX+A8/5RFYpThkoklkoX0CdiYCWo0A1G:KLuVA5cp1kvlks07vWBG

MD5: C45BDB4215269232365A5939FDCFD5EF

SHAT: 6947C09E83EDIFF44C747280104CE62C129CE08B

SHA-256: 881561A1AF511D35898655D5233605380EF1E71111781C05F637AE7EC578B216

SHA-512: 0575A827C9C57FD1B7EDA4FDC6B5D710EE87AB3CCB1F74CF3F3E6A771A1EFCE490F549BF90803D237352D6E461E3275EA90B9D41B701E56F8DBFD07F44733E
14
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Malicious:
Reputation:

Preview:

false
unknown

<assembly.. xmIns='urn:schemas-microsoft-com:asm.v1' manifestVersion='1.0'>.. <assemblyldentity.. = name='107.0.5045.79'..  version='107.0.5045.79"..  type='
win32'/>.. <file name='opera_elf.dll'/>..</assembly>..

C:\Users\user\AppData\Local\Programs\Opera GX\107.0.5045.79\Assets\150x150Logo.scale-100.png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Users\user\AppData\Local\Temp\is-NM93K.tmp\OperaGXSetup.exe

PNG image data, 150 x 150, 8-bit/color RGBA, non-interlaced

dropped

2181

7.807674908350133

false

48:Pe+1prHqOWWdnFX5IKhqEiJVk10s5pge/cme:G+1prHgXkhrWqEiJa10ae
B5A21B88B3D8A42DF265817EBEB742BB
EOBE32B4FC158DB4E9783094CCE614922114B742
9635C074C9DSEDDEOBAF3111DBD7DB49CBDC370C4F729C80AC382949F32BE526

21ECEODCF17B038400D09565438FCE8BE61746DAA0250F2FA9D0526BBA3D1CE6F8DASCCE944EF8FA685C5EB6CF857B073D2A50ADA44A44A76D84813871FAA
DO

false

unknown

PNG........ IHDR............. <.q....LIDATX... 1. LB e L m.ml.m.m.m........ [seccc . N-NW..._W..P..R... ... R L1086 Co V> ZPBLE@.......17d..
Ld.R.....9)0.."H[.u.4 .k ...0<.d.1.....0. |pG.m=..a&.e.U(...C..n."".......FB.X...Oi0...z!.... Tx.8;..9.[a...... e PlRdLAL? <y VLA MAO....
?2>u._d. ... E@5..... | =S ..R.ALOHK.2....jx\..5U.a.%."#.nA...6..LW2............. R.jér.v..."..N.GA.8.....>.p.#.X...Q..y.#.2a.)...Qezc\'@.Al....i0...=

o #<U0.04.Z.........Qf.jA Kal}..q.s.y L.Gh.R...tg...F.....gt.6..7YjaU...0.*......3.1#.. =.h0L0B.V..C..T Jm..%...q
~>..-Z]$.mh.%..e4....|n2...N_R.x.>|S...i%.P..QF.d.U8.i. Tl

.1,Cq..8.9.q..hx. .>..Kz...1....VF.)..q.$...._Z-.U...(

C:\Users\user\AppData\Local\Programs\Opera GX\107.0.5045.79\Assets\150x150Logo.scale-100_contrast-white.png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAT:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Users\user\AppData\Local\Temp\is-NM93K.tmp\OperaGXSetup.exe

PNG image data, 150 x 150, 8-bit gray+alpha, non-interlaced

dropped

1828

7.716814612583543

false

48:ulrxgF+qFL9yUaKagPWex0mLgloPdyFKDOY TkogFey6mkAN7G:3wFRoGagTx0A4KDfTko6eCZG
O0BAE0648C3E320C4D439F 158B4FD5531

4E860AE24F03522C89BDF37F3CCC10B54832861E
28CE8FCB22080CE1F69346CB0720BBE5662959E413426F00062B706013DA8C28

6A5E4105CCBE1664546798DB057B93622C9CBD6D5AF4967E6BE4E390A18FECOFFCC807E3331FO09EDODEG3ED85569BE7ECS5EEDSA7C663DF6CE4A5B70E09500
371

false
unknown

PNG.......IHDR...ooroooe. i....IDATX...i]U.......J.RT.H...T..5eV..)b.B.5.@.a.Q.P.c. 2E....eR..P(.....P.......I..s.v...y...u.....Q.EQ.EQ.EQ.EQ.EQ.EQ.EQ.EQ...8.n...j.."....p..
B.]o>9.32.... YL R.FY\8.4....p.K.EY%) 5.0 [* | V.. F..q~.....W61.M5_. 1F...G}..1Z..u. ..*....0S..D.r.).U... jy.#..y.U.;S.-"..n.v.NLUW j.hk..n.........LRe[.i.}..
H.z@.9.9..".v.U9."n.)...DD.iXb... .. V5.~ $.7.]. TM...oiceooo b XL "NG VI L. T.=E.3.. 15, xB.. " 1U..8...xL,7]...D.9..".N.."...c..D..X...c+.L..8M.. [......
f.......R.0R.1.Xh.;ND.=U.ID.a....v..8..."uct... .k.q>.q.jc.+b...F...r. .AN...}....Y J k~.;4.3"U...5.$...n.q.0{. Q... Y_.E..b.=S."4. [.S..Y.60.L..."."...i./"..IM.
>.4ED....1."60x.Cti..4." . (... 4.5.L....0......”W... XX.M..E..C...1.....U...8..<.G.}D....E.kl.8...ED..iL...V.8.."0.C3[DI..gED. A....-..NDL.iBs..O... m..zW...k.A

C:\Users\user\AppData\Local\Programs\Opera GX\107.0.5045.79\Assets\150x150Logo.scale-140.png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1:
SHA-256:
SHA-512:

Malicious:

Reputation:

C:\Users\user\AppData\Local\Temp\is-NM93K.tmp\OperaGXSetup.exe

PNG image data, 210 x 210, 8-bit/color RGBA, non-interlaced

dropped

3140

7.81304512495968

false

96:X4+RWiQZwj2bSjtW8+i2elETWt5nQ1pzuiV8:0zEW8+iZECt9kzuie
7E529063A02E4E83736B0263CB1B82E0
17A3C4B76962E90B1D2FA8A49441157949F4DC78
A36A13A5D5E3D39E3018CCC5F8859944C87256F8BE24A3C08A6BF3CB06A26804

571806725F83FECA90360B246D167A8857EDFDIEDC8DCOEF7EEEF80F291FD06088C405A5653513CB8AA309DF08CD609DF85A95E3379E3E5907566C876CA77ClI
E

false

unknown
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Preview: PNG........ IHDR............. 2B IDATX e {..ng .m...m.Z.m..;;y...s.GI?..Su.k=.T#. #.;.}/\.g..b..a+..... tA}...q..hq Jngke tm S AX.L. B .ci
h...G6L.....;.. T.UO..L..~ee W....=<j....X..0...
) WOG>0FKCGZBQ
C .e..w.N@I..q4. A Y.sy{.."L.p. #< '.-8.1u.C#...0; y<.=
h I 84084,2....89 [D.R.}.r.epl.~..<~"..Ep.b.LA 9. .xVB.IZH.ak.c.L..U..MO...}.n...

C:\Users\user\AppData\Local\Programs\Opera GX\107.0.5045.79\Assets\150x150Logo.scale-140_contrast-white.png

Process: C:\Users\user\AppData\Local\Temp\is-NM93K.tmp\OperaGXSetup.exe
File Type: PNG image data, 210 x 210, 8-bit gray+alpha, non-interlaced
Category: dropped

Size (bytes): 2659

Entropy (8bit): 7.828610258666657

Encrypted: false

SSDEEP: 48:zQX9JrPPPPPPnouwOllbylOhFARjcSY1E1y0fAiKb+Y+GzYvpSYWTX5sPPPPPPPn:z0rPPPPPPojFby+mO0fAiKiySSYWTXqP

MD5: EBE7D27ED3B4CB6566A10165ABFAA941

SHAT1: FDF7C27058CF5DAF7061756E938A33C1BBB26C3D

SHA-256: 0BD63FE653885286E180FBDF6D1DADC66AF242B8ED6BD1D03D8C5ECCC20E91D7

SHA-512: 50EC8592D78F00A6387F06E077EO0DEF88DB26723C0FB8632C4EA06F2E09488DBOFB82EOEB1FO3DA53F9C750F6CEBD29F7889B1DE342E4F0AE69F88C4B7B142!
B

Malicious: false

Reputation: unknown

Preview: PNG.......IHDR.............. V... *IDATX..{]JU}.....".. 1#..D K........5..6B..Q@-+..Iq.(%my.P..C-..Eb..<L5..<CL.1.$wu...f. }........5..Yk...A{}..RJ)..RJ)..RJ)..RJ)..RJ)..RJ)..RJ)..R

Ju.d.Y.b?t..Q.E. u.....$0.-..rK...nw..7. wTF..-...5 roGNeaNLL~707 -l ) R Ye#y L IF2.. 2.6 0. FLL RT<w T H..zw{ k..Y.L.Fm k.ay.W.P.....|..,56G..C...
R.A....1.a}J-.>E...Qe' o co|g.Me+<I$gHM L.y . T.s#.0W.0+....=..4...P"..J...("..]..~...z..h..P.*..QD....Fg.a.7m..W."j..C.q...E...D...
..."c...J.,.../.&rH[M..9.4._ksz..#..bD.....[.D.4M3 ..... 205... <o _KZ%....0S7+..WKf..." %..D.j..IM4A.Z-R K5.....q+-. &j,..GE...... (i EMLL7.ELLUZ.850m... [T]F%Q
20 XX b GEQudULLavRL VL L K ...NWe ..... ZXYT.>. {...-..(uvV.....P.x..m. ku.)q..Z>9vU;.)..xTC.. .(..6..t.1b.0....D

C:\Users\user\AppData\Local\Programs\Opera GX\107.0.5045.79\Assets\150x150Logo.scale-180.png

Process: C:\Users\user\AppData\Local\Temp\is-NM93K.tmp\OperaGXSetup.exe
File Type: PNG image data, 270 x 270, 8-bit colormap, non-interlaced

Category: dropped

Size (bytes): 3904

Entropy (8bit):  7.301300867894784

Encrypted: false

SSDEEP: 48:Fe0zdfrjvg/ofL7NkgKgOLBbg64wL3XtakhXSTxyfO8cg7WZUScsO62vSQ6Q4MCR:JdfrYoDdbJIXBRSMoj6HE26Qr45eg

MDS5: F332E088E89B88070EF1EFBECA5BI0F8

SHAT: 86129A8B1E2E7F78D6CE23C58A37FACIDASES66D

SHA-256: 6A8F64754C75EDCC9ABC1138E44ACBD7064D7E8E2A28783939241DBDEAFA30AS

SHA-512: 2314AAE692C024F914661E46CFD76531DA6C09B94C084FE915A0594625927DF30282D09518A950EAFCFDD2E499B1E4877CF3CDBF5509DE0CC756DADCDE43FL
5

Malicious: false

Reputation: unknown

Preview:

C:\Users\user\AppData\Local\Programs\Opera GX\107.0.5045.79\Assets\150x150Logo.scale-180_contrast-white.png

Process: C:\Users\user\AppData\Local\Temp\is-NM93K.tmp\OperaGXSetup.exe
File Type: PNG image data, 270 x 270, 8-bit gray+alpha, non-interlaced
Category: dropped

Size (bytes): 3673

Entropy (8bit):  7.8322183683928195

Encrypted: false

SSDEEP: 96:nBWR5fosUcvpgnOtkeU4ghCboMmSaj+5UZy:MvHUUMNOtpz4Csz65UZy

MD5: 98BIF7A4F4322E7B46DE392FD20F66E5

SHAT: D009D227522206C40CF592E460C9642CD03B8769

SHA-256: A706B332E6A846357A86C30D0E8BB7697E7DD55C2AE592DD45611DDCEOCOBF14

SHA-512: 3B3E5BAF3CFC57119E0812DE2816DF6C7DCB42E96C4891E47C4F32320FD3BE2F27A0118051A6651595BAAAA30069BB1C0D78AA701744A44534CABE7547D4BE
CD

Malicious: false

Reputation: unknown
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[

C:\Users\user\AppData\Local\Programs\Opera GX\107.0.5045.79\Assets\150x150Logo.scale-80.png

Process: C:\Users\user\AppData\Local\Temp\is-NM93K.tmp\OperaGXSetup.exe
File Type: PNG image data, 120 x 120, 8-bit/color RGBA, non-interlaced
Category: dropped

Size (bytes): 1723

Entropy (8bit): 7.769427546963699

Encrypted: false

SSDEEP: 48:MtXb2ikqrN+EMaUeTPMSEGS6CT/GF2MdJtDHBKZH39Hmgwiw:CXbzrzfUsUGS6A/ETJtHBYNG1iw

MD5: 1F2FB1BF463B2FF2BEC96784DEBFEF84

SHA1: AE6F721AD937FE39F86602F71002435B18BF1EDD

SHA-256: 7E6BOD9EA7FDA1B5CA7A0B01290521DFF943DA4CBF1498412CA7D749DB42C32D

SHA-512: 0C92C4F75E620D0B636CFD83E89C69A44F6A96A00006FBDOB13637BA5DCC77C9B302029E62F4B80766811F31810F9C20AC1A98B65C38789951CAOE19A5BB689
Malicious: false

Reputation: unknown

Preview: .PNG ....5...P..mm.m.m.m.6N )z Ko~ (M LezASeln.,,....0.VW..al6...a.....R0...k.Q..N..P.x.J[0I2..)o..

A X....c.miF..1.16....L8...vb=AQ0.<.X).@...M.....g.... k.., AN...-.R....§...b.. ... %H... 6.g#..h.]q..5._.@dA..c0.;X...a.. .2..~..;. 1. X....q[@R.....4w.v.._.s;.b.s.
Qu5..U.|.6Zj...P.......... \..qa..D.W.L.c~..A.Flg@x..V. .,..D.=.di.Q..0c.N...$ .].PLG..BT. .2...Ln.+nG./..cC.>0.N1.\.C..B..4.1/L.3...T.c.S..bf.0..t.
.Jolaulp'...0/.ik)w.hcM..". ..;"p.Rt....R.g......8.%14..S...<Jf/@..U.h".G.R.D.\..z.4.....<..*2K.S.bj.1....= cfPL$7...S[[M.%H.M..W..T...ZP.aA~...D...+.
~EYK#.ZOZJfA~. fz.].. 7> oV Muvbe Lz PUXCRPL 0 s wl WL T b By 4L G pygA~ L k.

C:\Users\user\AppData\Local\Programs\Opera GX\107.0.5045.79\Assets\150x150Logo.scale-80_contrast-white.png

Process: C:\Users\user\AppData\Local\Temp\is-NM93K.tmp\OperaGXSetup.exe
File Type: PNG image data, 120 x 120, 8-bit gray+alpha, non-interlaced
Category: dropped

Size (bytes): 1425

Entropy (8bit):  7.721284228612739

Encrypted: false

SSDEEP: 24:sRv0SxfLIUEpP3g4/RjUG894TBRVPvhjfghucgXy2nRIWzIXQuohMU9ocyMDh:sRv0sq4/tU10XVPZjhy0lzy9srWeyUh

MD5: 17471BB63ED62A6E545B6B626A763511

SHA1: 586B9EFDE7B3A04580A49F8FE7739593D42D303E

SHA-256: DFD1054F989CDEE25F19EA792F363F042A125CAB537A424F0224BBEE13607E39

SHA-512: F619D963B62EDB07C8077C3C6AE60ED8D3F3DD5BB1D05A2B83DCA1A7A4A346598B055F6C7EA22E05BF281B1DEOF205F5D1054819000759D9450EE1FE8F6491
E

Malicious: false

Reputation: unknown

Preview: PNG........ IHDR...X...X.....M.Y..XIDATx...m..e....}....d...9]9\...r2..L..37...8..."s..SV..].t).*.l..dh.Em.."A ..9."......./..u.}...........v]. KUUUUUUUUUUUUUU...~ p....M.BY..I.
]..Fv.W;.o.d.l.r.{d.r..a..ry..@.>.z.Clgh...... 7{E:d.w.W..ZD.2[.~_..yM.q.l./;GK.....2."s.m..9...{".g...9...i..[$"F..x.Pj9.b[E...,.q. ......v. w..4.LE\....D...9......C".Q.
._EI0].=.Z?.>gD...&Y-b..+E...(f.~" .. "L Z.\h. . S.v.v-KE, .8.... W....Ag.V.....q..yD.<..6...x.d.N....d..2.Q...[."WZ&......v.....Z..VG. k4."..tv..." T.K.L.q..sQZ%.M3V..D.
WDL-Trbn|WouxVILL X _L"n 5 W.2.1U72Z. p.>#.R.p. #QzJI.;,D\..E....Q..zLw..wD.4 j.u....D,.SE<..Bl........U.Z[D..._4K.u...mJ.e...&m.....-7*. X... T.K}.;~...."6(
0L (M.=#.9.{.xHL.E,..v..3. ... X.[E|S.IF.....Cb...r......9....0\X. WM..J..5.&J....].cooe....qd. {EOLY.}D./5.."VV|./4V V. ...i..8i.....ae18...>.q....0... X,

C:\Users\user\AppData\Local\Programs\Opera GX\107.0.5045.79\Assets\70x70Logo.scale-100.png

Process: C:\Users\user\AppData\Local\Temp\is-NM93K.tmp\OperaGXSetup.exe
File Type: PNG image data, 70 x 70, 8-bit/color RGBA, non-interlaced

Category: dropped

Size (bytes): 1564

Entropy (8bit):  7.78686155071436

Encrypted: false

SSDEEP: 24:kO3Sxd5HLMZAoBjXkaBPxrX6hzB6eCvTYJSM2nY2YptQ/ceAV5ulBbYZwix2:MLLMWcV2z8nryWY2SDV5uPsqiw

MD5: C3722E0232EC20AC8F99CCE7A040B294

SHA1: 91CA47DA87EC045ED3EF5D97243167F08FBIE10B

SHA-256: A333D7E4293F5269426B3FCB673A284F3708A66F957DE62403B6570B24BAESF5

SHA-512: 71940B8431E36307BA5176939A169B9259BB6B43C32529A10A12C5EA31447BDDCCAD7EBIEF7CB309B175EE7BD56E70926BD5AA0855D0FD9497547ECD7FF931!
8

Malicious: false

Reputation: unknown
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Preview:
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C:\Users\user\AppData\Local\Programs\Opera GX\107.0.5045.79\Assets\70x70Logo.scale-100_contrast-white.png

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHAT1:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Users\user\AppData\Local\Temp\is-NM93K.tmp\OperaGXSetup.exe

PNG image data, 70 x 70, 8-bit gray+alpha, non-interlaced

dropped

1341

7.829707677562043

false
24:vHNfCYvjHq3yow73tnF7H1r8IR07iBa/ptAFjLmocqM3LNpi+MaG9vz:vHsY7Hq3QzT7H1r8Wr0/zAxfyLNp1Pab
504D80D276ADCCO0163A8E4720013F9E7

6D34A0593FFCE916CD19B66D61004FD7E7EB2CD1
EBBEO0B4761EA8968A0A3FAFB383AC7AE175E98CD31A0F41BDF5FCB43469B58EC
9961259704FF97COE1899A33259F62155B73264E272064F3FA90E64124513C7C8BD6AB69A39C1EFB271ECC2972AB8FD86FB836F22153A9BB35419C3816D11337
false

unknown
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C:\Users\user\AppData\Local\Programs\Opera GX\107.0.5045.79\Assets\70x70Logo.scale-140.png

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHAT:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Users\user\AppData\Local\Temp\is-NM93K.tmp\OperaGXSetup.exe

PNG image data, 98 x 98, 8-bit/color RGBA, non-interlaced

dropped

2005

7.837796638299837

false
48:FtyHJuovwDhIXRvUCvqfPAuwdESKbtU04aQkCInRU8BIbPxbsFIV4hEIA:FtygGwDhIX10HO4KwCAQIMEIA
667BFBAAEB2D2B372B6EO0D4BF4992CE4

4C6C2E07183963F59391945FBEE077B55F8FE6B2A

207519F1C7B6C7509BFEB7B55724997EEC6456 C8BAF55E882E72FC5CD43DA221

AC63A3DD2F6088E7849E3824C35FD58CA78EC77DC31E1F6CBD47DE7CC394318CBA7D2309912206A94180267BE057C2AF5C835424019E2A03EE33A2AB801BA9
4

false

unknown

PNG........ IHDR...b...b............. IDATX.......... S.d.... ~m...g{....[1.q/D.B."....)h.a.o.x.p.r..l.\..b fR.....W.a."..Ix...........58.G.G%D.....0[E.E1D.
<..U<0..6>..- L FXNL KLY Do ?2)jib..F.PH.X..8."..,.R...X..((..G.0..&~a...{..DA<v....H.4Q.u..a. #<Bk..E .b\@"...3...U.\..4M..
.o.mm.m.m.m..$..R9....& .NMW.{.4]...m...h..y/.x.. a[e..7.ua.".ICB.... L& G do FLLMAA& MLVLULLEP XX < (sl QL8R %710 B

S1 @ US." M. 2o " T Al H gL JE7.]=...C.0Z.... VLEE... . 7WVB.LA. V.. K {2.......1.0/Q.{....LD.iK..\... ]G..S +....F3.}2.=F(.....$..D.Ly.... /Q..eU
M £ 8.Con X Y3 0.0.P &S oo b A DT HPfi oot M.}/ U\ ] ARGL...D...Iv. VS

C:\Users\user\AppData\Local\Programs\Opera GX\107.0.5045.79\Assets\70x70Logo.scale-140_contrast-white.png

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHA1:
SHA-256:
SHA-512:
Malicious:

Reputation:

C:\Users\user\AppData\Local\Temp\is-NM93K.tmp\OperaGXSetup.exe

PNG image data, 98 x 98, 8-bit gray+alpha, non-interlaced

dropped

1697

7.76630495035972

false
48:TyhdvOYkuSoLYIWawZM7SkzaacHxXgr4RzhQpKP7C:6JWIEIOuWKCxCSzhQpCC
93223E8777B581E988B703DF82593B17
40A035464C27041CCC87C7935C45100D93D1C948
464AFAF960C32ABDC2C3937A48BF14C5D1A819B017E719FDED591D43A65D94C4
BBA3EE4A71E609625EAB51FOF6DAFCC82CC47BA2C567CC8BF73CF6423056F9171276289BFDCC8428B7C07645097664065EE9B0B78874425BFF800178222FED1
false

unknown
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gG.X..

C:\Users\user\AppData\Local\Programs\Opera GX\107.0.5045.79\Assets\70x70Logo.scale-180.png

Process: C:\Users\user\AppData\Local\Temp\is-NM93K.tmp\OperaGXSetup.exe
File Type: PNG image data, 126 x 126, 8-bit/color RGBA, non-interlaced
Category: dropped

Size (bytes): 2699

Entropy (8bit): 7.8799233652993115

Encrypted: false

SSDEEP: 48:1s+9LgA+9fj19UhKwdgrviOztr/CrWbqCLRTFxFCEEgQq0OI81sqAGz:IISN1gBTOztr/jozdh1yOwl1+

MDS5: 704D0A2693B350E7C463B0FF2143835B

SHA1: 0313AD4C3690A590AC54552D2C27806E73776600

SHA-256: D6367DBC074E37F3488C26BOBAD229BFE99F5C6BBOE28D37B41906C436152B57

SHA-512: 4517B2FA911149885EC5549F3173D3C774716740826873E4B2199C804B17E776A5296565930E5ACDB8D5476710A391B21E6DA8941DF64C525A487DB4619A1EA7
Malicious: false

Reputation: unknown

Preview: PNG........ IHDR...~..~ e RIDATX f.....6.m. j#fm.gm.Am.m.....%_...q.i-.>dh.........q.0!L..]...LC.TF..D.0.8...8.0..|.ILC#$PO<..1P....wX....J..<5...$"O1.YU.

LLn8..GlNULc...J . YQ.mO....

(W1.E..yb.,.abT.A.Ola...6...+!.
K.;.mL.7IN..=.7....sfJ.;.|Q........ }:m..08...y.+.5..D..:
.Jm..61c..8.b.,.. P?&.0........ Al K\s>....d.R.."<e./AS +..0.0q.&B.Y.6..S.IWA....... .3.A." . .GA.UX/|[..Oh..=.[.9...]-l.+.mM.Xu_#)..

C:\Users\user\AppData\Local\Programs\Opera GX\107.0.5045.79\Assets\70x70Logo.scale-180_contrast-white.png

Process: C:\Users\user\AppData\Local\Temp\is-NM93K.tmp\OperaGXSetup.exe
File Type: PNG image data, 126 x 126, 8-bit gray+alpha, non-interlaced
Category: dropped

Size (bytes): 2334

Entropy (8bit):  7.8839656878677005

Encrypted: false

SSDEEP: 48:W/zel9zj1u/VwgVNR+vEgxOfU99BpcZIp9uqRhg4eZDUOBMK:W/zn51gxN4RxHOhUIpkAME/BT

MD5: 39E2FCF13C20103C5F449C06D3A4CF75

SHAT: AESE1BCE2BE17ED450D891864E6AA22642AF39AC

SHA-256: 5D46E4056F3915C279F1FA9EDF61D93529FBCAE5C59D616380EC5D9405B7763D

SHA-512: 8E4902262B064008804D49D1B5F27BB7B8F33ECEFB05181AA69534E1D21662719DD4F8E0677C58215F6C5CA9EB4FB92FCA54A89F9720230AFBF06A70216ABF2€
Malicious: false

Reputation: unknown

Preview: PNG.......IHDR...~...~....H'M....IDATX..{p......1\0<.%.1<........L.(.OP....R.(HKK.3.> (- X.t..5.Q..... #P.HIECXZ.<..5..${.7o.oceo0 oo X< X<U.0.Y< £.5.0.. 7.1 Q...
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C:\Users\user\AppData\Local\Programs\Opera GX\107.0.5045.79\Assets\70x70Logo.scale-80.png

Process: C:\Users\user\AppData\Local\Temp\is-NM93K.tmp\OperaGXSetup.exe

File Type: PNG image data, 56 x 56, 8-bit/color RGBA, non-interlaced

Category: dropped

Size (bytes): 1096

Entropy (8bit):  7.755097954664401

Encrypted: false

SSDEEP: 24:TDh4JYYFMId219dZt07Zcglb4iS/cFEAAabL3/006Fs:B4JBMPVEbCe/006Fs

MD5: 32D3E390613CDDBD639E70DDB2511ACO

SHA1: C96AC088E72D756F31896B16776EF100379F802C

SHA-256: DC20E5AA2B500CD5B5C9F89647D3487810685C94268F22678E27820E2454BB3E

SHA-512: 7381CEB8FEE84F398082177F30DC01593BEEFA729C73B0166AF686BCD25D54312B202D9243834B754769DE41E9A1DEED74CA91A76DCDA918A749CDB4F08C12
B

Malicious: false

Reputation: unknown
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Preview:
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SC.....?c..U.....GQ...,.P.T<...-..|$~....q..n=L..iIF... X....g.......p.6{g8.u"".R..C...Qg..YCN.......... #gM.R..w.....U.j..H5..eF.....i10"..4r.R.[.....0..9{....u.v....X6!>.F *.Nk.....J...5.

P.}.F\.Lk_. - O|.8....U.....c...70 ... Ul.......pdV ... kQ.4....jzf AL
F.4..j.._K.;..z]..0.0>... [.W..Z516.b?....20.....,>.Q.y..- k.wl}V..s.0.. W . _Q..X.=Tcmc{N.P..1. jr2.*~)Z0J.. 7. .F...D.91... . #2N .7 }7 ... $.:P..oc"6l..)n...
|A.G....I'x..oM#.|...e.yT.. k..y.]9...2.20.z~.g"4....e0L }D.>.0..Vv..vE.Qs.\.~...s.........v....T..7..A.9.5.]zQ...Gb.q) .2....e...

C:\Users\user\AppData\Local\Programs\Opera GX\107.0.5045.79\Assets\70x70Logo.scale-80_contrast-white.png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Users\user\AppData\Local\Temp\is-NM93K.tmp\OperaGXSetup.exe

PNG image data, 56 x 56, 8-bit gray+alpha, non-interlaced

dropped

901

7.682141855410327

false
24:x2BZqWXRHKKgILfEDtySHnb98XPABKWstHNMufZ4jJ02C:xZQEC8BywBmPAGpC4jJa
E6ADD5AFC73F7B06FC2348550595F8D6
4D658BDDB93FA6CB423EBC61BD20DB37E4D37DB6
DD6F46D32C3E235508F9E4C7D7F993BD807D955BCA7E63CF3D57C6C4C102F46D

55437DFEA7F68A4572DFC86B5428CBE9DB86C0D32D0B09BA6B7B1CF8E49E5F1BB94285BBDC97D8EE00D70BA75921DB59644787C1BE1672FE37CEE09441F24¢
B6

false
unknown

PNG........ IHDR...8..8........... LIDATx...mh.e...c....#.."aM..fIDh....eFaa......0$3.a.bS.(l..$..@%1-+.,.ge.\.9..=<..}..=.7\7.-///.T.2x.F..Ur5.v.L..lv.-.a.1&.Y!..U.S%..a.
.k V= '.M.PLFl..s.V..B8g.n..9a......Z k....vH..i]V.Yx ..S.8<.?....0.).Ab.zar s ... ~r4] . Ba....... $6.0.1.z..A.Z.HG..r.C..E..<+#Q..P.J.._xYX-..[l'.o.
{..QY.E'V.3. . H...iw.....2a<.W2L0P8K..ILV..).V... oo F&LUSBE.....d...e. T JaK. 4LL(U.". }N\G.RX[&..O...$KK.I$ k.[&..c......S,.v.....(.A0...,...K[&T..

.....G.G.6a.++\..*.7. La.....F...r19..t.U.9.DG.8.0#..j.d..L.~..;B...e.f..*.....b{/...N....' .e$npL.U..fj.l.A...Oa.".F.N8 ..xU......... @7..1%$.,.....n)._ho/U.d....I.C...I...R..)

C:\Users\user\AppData\Local\Programs\Opera GX\107.0.5045.79\CUESDK.x64_2017.dll v

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAT:
SHA-256:
SHA-512:

Malicious:

Antivirus:

Reputation:

Preview:

C:\Users\user\AppData\Local\Temp\is-NM93K.tmp\OperaGXSetup.exe

PE32+ executable (DLL) (GUI) x86-64, for MS Windows

dropped

485344

5.205905061365067

false

6144:alTZkQQzVVTgmAfw5QTzL6+751+qZ0jZdJ:azkQQzVVTgmAfIMQTjO+xt
943CFEC00D31592C1B09C1086CESB39E
DE211386FC16BD90C5D0D9B2527495D36424A131
D2C6EOE2E2C24A1AE11A8D638A5EB11D97F0279946874D13E893AFA520DBD2FE

3728349851899E36EA6B1EAD07BBCCB651661D8B76BDBB199C6B42EF9D56DB4DE9A1F7BCES5DE2AA32A9ECAD44BCC00785519F1FC5BFCF5B6A1F50551B98
CE9D

false

« Antivirus: ReversinglLabs, Detection: 0%
« Antivirus: Virustotal, Detection: 0%, Browse

unknown

@..@.data...
@..@.ISIC..6.... e

C:\Users\user\AppData\Local\Programs\Opera GX\107.0.5045.79\MEIPreload\manifest.json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1:
SHA-256:
SHA-512:

Malicious:

C:\Users\user\AppData\Local\Temp\is-NM93K.tmp\OperaGXSetup.exe

JSON data

dropped

238

4.824253848576346

false

6:v5975JVSS18iMkh26VIcmutLwyAGl/zj//gQNMC:Bbt18l+LIMLqGU/gQNMC
442699C95B20A60470421C6A4D29960F
C7317F2D2414C991C21205BA3C68A187B997E3C1
44844CF3DDEBE80087AEOE6BFOD9326D7EF7D23326D24AC83AF0850BE26923D2

C89CF089F7FEEB80C6DED11F1FCE84287ABE8216A6E05723D1A7FAF567C501C043CD1246FF8DBEE1240D2D79C41B698EF4CC3459589E68E5BFC5BED7FC3A1
50B

false
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https://www.virustotal.com/gui/file/d2c6e0e2e2c24a1ae11a8d638a5eb11d97f0279946874d13e893afa520dbd2fe/detection/f-d2c6e0e2e2c24a1ae11a8d638a5eb11d97f0279946874d13e893afa520dbd2fe-1711539743

Reputation:

Preview:

unknown

{. "name": "MEI Preload", . "icons": {}, . "version": "1.0.7.1652906823", . "manifest_version": 2, . "update_url": "https://clients2.google.com/service/update2/crx", .
"description": "Contains preloaded data for Media Engagement".}.

C:\Users\user\AppData\Local\Programs\Opera GX\107.0.5045.79\MEIPreload\preloaded_data.pb

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Users\user\AppData\Local\Temp\is-NM93K.tmp\OperaGXSetup.exe

data

dropped

8254

6.795641289553097

false

192:bTOpyeS7AOV6EVp/m3FPKk15jjKVcOmQppXavFbelfzrLyp:b TOk7AdEugo5jjK+5QppXaBebzrLyp
D5E4C2634EFF8A9B3FAF432BF406D6D1

A691F5C9877079193C1F7DFB16DBC30BB0372EC9
C6070A157B4E28D16FBCCBD233E93846DDB070C85E1A1BC64469B7A5F 1424FAD

B264E28AC8F111DF01C553445AADC7BCDB3F32A38A1A19D3F9D458270DFEAFS80EFA7144407BD999892022AF9DDEIDBF8AOE19E7212720E1C6511EA9125AFB1
66

false
unknown

.@5..0@..Qy@0@ AK@X@.@W.!@.@.@.A.A.@.@B@.@.@.<A.A2A _..6strea
SRVEORY CONp sten.tid..+v. dou...myvrs..=bb.jl.. #streamfai..P2...nkk........ o2
g...bstrea..W93.178.172.11...49.56.24.2........... secure...|qo.....routk..nitetv.roge..Jmap...ndavide..ci.t...view.abc.ne..O...j....lianonlinenetw..
ogirl..rshow12...ayospor....... mc..s...k......sian..nime.c..n......prof..ba..Mtochk..Zkra..Tg
o.virginme...eo...mbox.skyen..@aplay.O.EOB...d...\W......portal.jo.._...e...ma

..g.....z....serial...r...cuevana..Amovistarplu..a....... f

C:\Users\user\AppData\Local\Programs\Opera GX\107.0.5045.79\Resources.pri

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAT:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Users\user\AppData\Local\Temp\is-NM93K.tmp\OperaGXSetup.exe

data

dropped

3072

3.118957212117411

false
48:Whs+6rek/gF1A6Gbi+4eTy8iPTUucUITUugQTUGUQTUsITUBUQTUQITUUUQTUOI0:WWnep/FFLxPoRJo+0GpoBo6po1oupop0
400817D0A91767CB830767AA94383F31

73F36C895190223F94E4D52657F14454B2BCBA44
35D92C86C1C054D1C03F4E58B83681BBFD8573143EESE4CFB4CBD788A1FFC107
2216DFC65E24961A18A4622FF6D8D8A1330283E64477A0E44BAC5B8FIA4CB5690FCI0F598BBC152214EE6AA8770FE6608C4C809ECE6F2CC73547D8166603B3E1

false

unknown

[mrm_decn_info]............. 8...[mrm_pridescex]......... 8..H..[mrm_hschema] ................. [mrm_res_map__J............. @...[mrm_decn_info]......... Ehooco
W.H.I.T.E...8.0...1.8.0.

[mrm_res_map__J.......@...cccopiiiiiiiiis

C:\Users\user\AppData\Local\Programs\Opera GX\107.0.5045.79\assistant_package v B @

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1:
SHA-256:
SHA-512:
Malicious:

Antivirus:

Reputation:

C:\Users\user\AppData\Local\Temp\is-NM93K.tmp\OperaGXSetup.exe

PE32 executable (GUI) Intel 80386, for MS Windows

dropped

2973528

7.995948649674358

true

49152:nprOnnDiGZgF23VzfajZEGXGt+ TR5P/H2iYyhQivUa6Ta7q1nt89gtTme/dLnUgq:nKnDhZgqajZEqZHXWi7+TaulntuiVL9q
128F7E7285E953D6EA26A318D7A7403A

6423142BE97D4719C8A0F775EA73569E233200DF
550C9209EEA87801ECEC9B2435BA7C5BF333DF38BBFFEE4BBCF4CEF2DOF9FCBE
0018FE73D26BB17877F69AEE8D480A3DD51A55C3B3E1904990889314A04D829D87E78381475EDD0BB23597DCB4323FA379A5395342EA9D117750D3E3693059CL
true

« Antivirus: ReversinglLabs, Detection: 0%
« Antivirus: Virustotal, Detection: 0%, Browse

unknown
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https://www.virustotal.com/gui/file/550c9209eea87801ecec9b2435ba7c5bf333df38bbffee4bbcf4cef2d0f9fcbe/detection/f-550c9209eea87801ecec9b2435ba7c5bf333df38bbffee4bbcf4cef2d0f9fcbe-1711539744

Preview: MZ i @ s I..L.!IRequire Windows..$PE..L.....P................. [ e @@
text....&....... S ‘rdata...5..@...6...%......

h @.@ U." A S Wt.f9.b.At..

. AA..t$..D...3.9.HAL.@...9D$.t..1$.Ph....5@.A...BAS3..... D$.."...[$..u.@ :
P.Q.>.. A..T$.L$...f . AABBf..u..L$.3.19.t. @f. <A.u.S\$.V..C,AHILW3j Z..........Q......3.9F.Y~ 9F .~ f. Af..G@;F |..6....

C:\Users\user\AppData\Local\Programs\Opera GX\107.0.5045.79\d3dcompiler_47.dll v

Process: C:\Users\user\AppData\Local\Temp\is-NM93K.tmp\OperaGXSetup.exe
File Type: PE32+ executable (DLL) (console) x86-64, for MS Windows

Category: dropped

Size (bytes): 4927400

Entropy (8bit): 6.402970220950094

Encrypted: false

SSDEEP: 49152:VCZnRO4XyM53Rkg4ypQqdoRpmruVNYvkaRwvhiDON+YEzl40g/RfzHLeHTRhFRNh:0G2QCwmHPnog/pzHA0/A6

MD5: DD88837D51ECE6061718CAE0A638BB60

SHA1: 02987B303D9F27C7FC8A093COCCA32112E9ED1B0

SHA-256: ABBFD3AB40931DFD337C5D4D34B95F44A0BDD44D56507D740D97278AB254139F

SHA-512: B2C7F4FEB2D323DEC2455710F6B04EF9642803FEF02936DBESA09FC00453F8CBE2CE2E93BA2ESCDES37DAF7342BB14D6C0D49D1700AE86C8C2310863E3FB3!
8E

Malicious: false

Antivirus: « Antivirus: ReversinglLabs, Detection: 0%

« Antivirus: Virustotal, Detection: 0%, Browse
Reputation: unknown

Preview:

C:\Users\user\AppData\Local\Programs\Opera GX\107.0.5045.79\dxcompiler.dLll v

Process: C:\Users\user\AppData\Local\Temp\is-NM93K.tmp\OperaGXSetup.exe
File Type: PE32+ executable (DLL) (console) x86-64, for MS Windows

Category: dropped

Size (bytes): 21868960

Entropy (8bit):  6.5327904051612276

Encrypted: false

SSDEEP: 393216:lkwXSvzEhmbfrZV+m2iG890hvCUD/GVJkshSB:KvN/GVJksAB

MD5: B4B0BB9DC73D5D4B45E35B5CEBB46609

SHAT: 6CD3DE6BC604180F7E3BE7F052F0D1BC67ED7605

SHA-256: AA5DBEBC4765063FBA4D02D24D9FC4B5845D5C8F86418EF7B8514B3C05EDA306

SHA-512: 44DA8661C4C6368FC046C99916B2109EB763B7DIEDBEAG6B1EB70A651C018DEED91C8EE2F3269B10591 ECFC082C85D43E6ECAS555BEADBD 1B83C898ABC1B2
CCA5

Malicious: false

Antivirus: « Antivirus: ReversinglLabs, Detection: 0%

« Antivirus: Virustotal, Detection: 0%, Browse

Reputation: unknown

.L.IThis program cannot be run in DOS mode.$..PE..d

@N

Preview: MZx.

..rdata e

M.. A PoH. XM B ML) (.
......... @..@.data.......@B..n...0B............@....pdata........B.......B............@..@.00cfg..8.....L...... .hL....
.tls jL. .@..._RDATA.\...M....IL............. . U0 PR @..@-reloc....... M.l @B

C:\Users\user\AppData\Local\Programs\Opera GX\107.0.5045.79\dxil.dll v

Process: C:\Users\user\AppData\Local\Temp\is-NM93K.tmp\OperaGXSetup.exe

File Type: PE32+ executable (DLL) (GUI) x86-64, for MS Windows

Category: dropped

Size (bytes): 1519000

Entropy (8bit):  6.516243319485896

Encrypted: false

SSDEEP: 24576:L.Cfhbh3v3mtZDiAQeWj26k410b2nrZ1rgpegQDJqoZtp22GkmgA9u808jQPEdkrT:LCfhbh3v3mtEAQrW41obCraeRhy9oubp

MD5: 044B9B2A5E1CEA24BDEF3A3A81C9B9D6

SHA1: E96670C0681507CC9926CB475AA28A8C9BB7D529

SHA-256: 3FAA3A0B1DD6AD2BA2855D6F82376E223B18A51A39159F5923F2AA33668211E4

SHA-512: A1A41B79884A615D226F744960F666BD2991835A796117278C7D8426217F384A127DC6040C04B1F4BB2707B5BB4464C562CED3881A8FDED6C02263C23B358C1F
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https://www.virustotal.com/gui/file/ab6fd3ab40931dfd337c5d4d34b95f44a0bdd44d56507d740d97278ab254139f/detection/f-ab6fd3ab40931dfd337c5d4d34b95f44a0bdd44d56507d740d97278ab254139f-1711539745
https://www.virustotal.com/gui/file/aa5d6ebc4765063fba4d02d24d9fc4b5845d5c8f86418ef7b8514b3c05eda306/detection/f-aa5d6ebc4765063fba4d02d24d9fc4b5845d5c8f86418ef7b8514b3c05eda306-1711539747

Malicious: false

Antivirus: « Antivirus: ReversinglLabs, Detection: 0%
« Antivirus: Virustotal, Detection: 0%, Browse

Reputation: unknown
Preview: MZ.ooooeieend @i I..L.IThis program cannot be run in DOS mode....$....... @AC.. -.. -.. -.0X).1 -.OX... -.OX(.. -.VU(.. -..R,.. -.. ,.. -.OXS.. -.
OX-.. -.OX.. -.. ... -.OX/.. -.Rich. -. A dellPo O

WPE.d. " " ..@...

C:\Users\user\AppData\Local\Programs\Opera GX\107.0.5045.79\f8eff576-81d5-4419-a836-b36d6019d97c.tmp

Process: C:\Users\user\AppData\Local\Temp\is-NM93K.tmp\OperaGXSetup.exe
File Type: data

Category: dropped

Size (bytes): 405802661

Entropy (8bit): 7.083358086913577

Encrypted: false

SSDEEP:

MDS5: 5A0409605B7CD1C21C44D2AC71C71610

SHA1: D08FC7214FE9BCF860DC8ABEA9C7A0049263BFF4

SHA-256: 2BE333D303ED3ESFDE88637A5DFA0AF56E5047A7413B7E6B3D372A7DE7C8BEBS

SHA-512: 4D2BF9BB50C98F39CES5B4E116D2F73E33090037CC529121D445F66E90527C71D6FBE2C11EBDE36CF5F4AD49EB4500E2751AA273800F93F549458 EECA30E3431
F

Malicious: false

Reputation: unknown

Preview: <assembly.. xmIns='urn:schemas-microsoft-com:asm.v1' manifestVersion='1.0'>.. <assemblyldentity..  name='107.0.5045.79'..  version='107.0.5045.79"..  type='

win32/>.. <file name='opera_elf.dll’/>..</assembly>...PNG........
) _[it.0$Clt 1.>.ZP.B..E@......17d..l.d.R.
A .MA.o >u._.d..

C:\Users\user\AppData\Local\Programs\Opera GX\107.0.5045.79\files_list

Process: C:\Users\user\AppData\Local\Temp\is-NM93K.tmp\OperaGXSetup.exe
File Type: ASCI! text, with CRLF line terminators

Category: dropped

Size (bytes): 4186

Entropy (8bit):  5.234993793603558

Encrypted: false

SSDEEP: 96:t0/Rtp7y Tf85XZyITJhowbO7VHIORFnbwU:Gaf85XMbwbOHIORFnbwU

MD5: 2DC8E2607CA1F7C321FB559287B7CA22

SHA1: C1C7BF3A567FD2D24C348C3C954FEC3EO0F96AEE

SHA-256: 269738732DC4756D0955EF9BBA7DE3A4DD025C0A868EE84E3FFC486817F63672

SHA-512: 080FD30D024EC21B7E50BBDB2FFD69E7E700B2D923171BFC2E47C77E510D663F5DAAFD702017A61C6D399E17705678E182D5F0BF53505181D864F533EEA22FL
1

Malicious: false

Reputation: unknown

Preview: 107.0.5045.79.manifest.. CUESDK.x64_2017.dll..MEIPreload\manifest.json..MEIPreload\preloaded_data.pb..d3dcompiler_47.dIl..dxcompiler.dil..dxil.dll..fonts\Inter-B

lack.ttf..fonts\Inter-Blackltalic.ttf..fonts\Inter-Bold.ttf..fonts\Inter-Boldltalic.ttf..fonts\Inter-ExtraBold.ttf..fonts\Inter-ExtraBoldltalic.ttf..fonts\Inter-ExtraLight.ttf..fonts\Inter-E
xtraLightltalic.ttf..fonts\Inter-Italic.ttf..fonts\Inter-Light.tf..fonts\Inter-Lightltalic.ttf..fonts\Inter-Medium.ttf..fonts\Inter-Mediumltalic.ttf..fonts\Inter-Regular.itf..fonts\Inter-Se
miBold.ttf..fonts\Inter-SemiBoldltalic.ttf..fonts\Inter-Thin.tf..fonts\Inter-Thinltalic.ttf..headless_command_resources.pak..headless_lib_data.pak..headless_lib_strings.
pak..icudtl.dat..installer.exe..libEGL.dII..libGLESv2.dll..localization\bg.pak..localization\bn.pak..localization\ca.pak..localization\cs.pak..localization\da.pak..localization\de.
pak..localization\el.pak..localization\en-GB.pak..localization\en-US.pak..localization\es-419.pak..localizatio

C:\Users\user\AppData\Local\Programs\Opera GX\107.0.5045.79\files_list.1711736395.old (copy)

Process: C:\Users\user\AppData\Local\Programs\Opera GX\107.0.5045.79\installer.exe
File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 4186

Entropy (8bit):  5.234993793603558

Encrypted: false

SSDEEP: 96:t0/Rtp7yTf85XZy|TJhowbO7 ViORFnbwU:Gaf85XMbwbOHIORFnbwU

MD5: 2DC8E2607CA1F7C321FB559287B7CA22

SHAT: C1C7BF3A567FD2D24C348C3C954FEC3EO0FI6AEE

SHA-256: 269738732DC4756D0955EF9BBA7DE3A4DD025C0A868EE84E3FFC486817F63672
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https://www.virustotal.com/gui/file/3faa3a0b1dd6ad2ba2855d6f82376e223b18a51a39159f5923f2aa33668211e4/detection/f-3faa3a0b1dd6ad2ba2855d6f82376e223b18a51a39159f5923f2aa33668211e4-1711539743

SHA-512:

Malicious:
Reputation:

Preview:

080FD30D024EC21B7E50BBDB2FFD69E7E700B2D923171BFC2E47C77E510D663F5DAAFD702017A61C6D399E17705678E182D5F0BF53505181D864F533EEA22FL
1

false
unknown

107.0.5045.79.manifest.. CUESDK.x64_2017.dIl..MEIPreload\manifest.json..MEIPreload\preloaded_data.pb..d3dcompiler_47.dIl..dxcompiler.dil..dxil.dll..fonts\Inter-B
lack.ttf..fonts\Inter-Blackltalic.ttf..fonts\Inter-Bold.ttf..fonts\Inter-Boldltalic.ttf..fonts\Inter-ExtraBold.ttf..fonts\Inter-ExtraBoldltalic.ttf..fonts\Inter-ExtraLight.ttf..fonts\Inter-E
xtraLightltalic.ttf..fonts\Inter-Italic.tf..fonts\Inter-Light.ttf..fonts\Inter-Lightltalic.tf..fonts\Inter-Medium.ttf..fonts\Inter-Mediumltalic.ttf..fonts\Inter-Regular.itf..fonts\Inter-Se
miBold.ttf..fonts\Inter-SemiBoldltalic.ttf..fonts\Inter-Thin.tf..fonts\Inter-Thinltalic.ttf..headless_command_resources.pak..headless_lib_data.pak..headless_lib_strings.
pak..icudtl.dat..installer.exe..libEGL.dII..liIbGLESv2.dll..Iocalization\bg.pak..localization\bn.pak..localization\ca.pak..localization\cs.pak..localization\da.pak..localization\de.
pak..localization\el.pak..localization\en-GB.pak..localization\en-US.pak..localization\es-419.pak..localizatio

C:\Users\user\AppData\Local\Programs\Opera GX\107.0.5045.79\fonts\Inter-Black.ttf

Process:

File Type:

Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAT:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Users\user\AppData\Local\Temp\is-NM93K.tmp\OperaGXSetup.exe

TrueType Font data, 17 tables, 1st "GDEF", 39 names, Microsoft, language 0x409, Copyright 2016 The Inter Project Authorsinter BlackRegular4.000;git-a52131595;RS
MS;Inter-BlackIn

dropped

414140

6.13273327924002

false

6144:s3unFMi82w/+qnJWPziKSQSzzY6XqYQOrBfmPbPGxGI36 DNoAmFFhGj3k4yhP18:s3uV82wWqsPziK4zbBOPb96DNAVS
4154321279162CEAC54088ECA13D3ES9

5E5D8C866C2A7ABFD14A12DF505C4C419A2A56F7
6BDEBEB76083E187C7AE59420BFC24E851EDB572E1A8D97C1C37B7B2DC26148C

04CA175774CBE3F2D83543C01CC388E2715AB7B1378143DB41BACDC7E7EDDFO5D3BEEF476F6ACBE7DDEB34861984EFB5FD7F299EC1820697C440B372D258A
EE7

false

unknown

............ GDEF.m.v.......GPOS<.,... .@.GSUB..B..F..]J@0S/2 ....\..."cmapL........d.cvt P....A....&fpgmb/..
....phmtxE.)... ...-loca.;w....h..-.maxp.t.....$... name.i-....D....post}. xprepldhL..P.......ccoooiiiinn
dw.z.~ crrnrensneeseeee (0000025805 =.NLLP. PRV X Q.88 UV XY
<.?..AC.KK.MM.QQ..ST.[[.]].jk.p.q........%5%..)D..Gl.UV.Zb..du.xz

C:\Users\user\AppData\Local\Programs\Opera GX\107.0.5045.79\fonts\Inter-Blackltalic.ttf

Process:

File Type:

Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAT:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Users\user\AppData\Local\Temp\is-NM93K.tmp\OperaGXSetup.exe

TrueType Font data, 17 tables, 1st "GDEF", 38 names, Microsoft, language 0x409, Copyright 2016 The Inter Project Authorsinter Blackltalic4.000;git-a52131595;RSM
S;Inter-Blacklta

dropped

422324

6.159556140030877

false

6144:PtBc7UQOANXWqSBQVUWrgIWgH70TVMYydoAF4NOEL hwnftlu+hNHzFx05spvD3+p:Pt2+dRWqgVrwYygLhwnfhjh9fZ78
C5C41F7587F272A4C43A265D0286F7BB

916224C963D04B93ED54CE7C201108F398E7E159

D549110689CDDE0821CA2C7148F7B47A097166B4169786A4A9EDE675F5CE87F3
D4B4D01088D9F506368DC19D709B4BA6BE764929B0DD05775841E14CBBEC674F216B81515AE529E95ABFD22ED2F3E2D2774363DD4284C8C8B57D203599555F7
false

unknown

...74GSUB*.@..D<..[.0S/2 B...,...cmap”
-(maxp.D......... namel.,......... postz........}.prepldhL..p...... .
/. 1137 9.R.TT.VW..Y.Z \c..e|.”ee. .
2.2.45. . .<<.>>.KL.QR. .(*...6.7..;.C..LEV.LY [...g.h..m.n...q.s
.................. ALiDe e

LAadd o fg..nin.p.p.

C:\Users\user\AppData\Local\Programs\Opera GX\107.0.5045.79\fonts\Inter-Bold.ttf

Process:

File Type:

Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

C:\Users\user\AppData\Local\Temp\is-NM93K.tmp\OperaGXSetup.exe

TrueType Font data, 17 tables, 1st "GDEF", 35 names, Microsoft, language 0x409, Copyright 2016 The Inter Project AuthorsinterBold4.000;git-a52131595;RSMS;Inter-
BoldInter BoldVe

dropped

415072

6.167283324857092

false

12288:k9zC2w597PziK +bSvkK3sgUN8HkC48AelVMhQ/8:e4iK+61/8
8F2869A84AD71F156A17BB66611EBE22
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SHA1:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

0325B9B3992FA2FDC9C715730A33135696C68A39
0CB1BC1335372D9E3A0CF6F5311C7CCE87AF90D2A777FDEEC18BE605A2A70BC1

3D4315D591DCF7609C15B3E32BCC234659FCDBE4BE24AEF5DBA4AD248AD42FD9AB082250244F99DC801EC21575B7400AACES0A1E8834D5C33404E76A0CAAC
834

false
unknown

v GDEF.MLVLL..L GPOS\N.... .KhGSUB..B..P...]@0S/2 ........
b....$hmtxDt....b...-.loca.0... maxp.t.....8... name.D.....X...Vpost}
dwezl~ cvrerieenneen (0 %100.0..2.5...8.;...=.N...P.P
<2 ACLKK.MM..QQ..S.T...[[...]

...OXhead0|...bh...6hhea. ....
J..L.Z.]f.
R.\V.X.g..s.s..u.v..x.y. s
0%0.%...).D. Gl UV ZD QiU X Ze P.P

C:\Users\user\AppData\Local\Programs\Opera GX\107.0.5045.79\fonts\Inter-BoldItalic.ttf

Process:

File Type:

Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAT:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Users\user\AppData\Local\Temp\is-NM93K.tmp\OperaGXSetup.exe

TrueType Font data, 17 tables, 1st "GDEF", 34 names, Microsoft, language 0x409, Copyright 2016 The Inter Project AuthorsinterBold Italic4.000;git-a52131595;RSMS
;Inter-Boldltali

dropped

420068

6.194498558176303

false

12288:x9g280mWqgaGeWLF7k/oONd1P+yyZQl/xFiwRi98:SZG17k/oOX1PXyqCwRi98

C4C47E3D7ED51A6BB67B7B8088A4BOE3

B190F4E4E8F838C46FFE9507D966EA4D8B37D8CE

5E606F805A71432D4875DE7DAB737BFODEA1187090F0A5190DA9B1BBABO9F57C
B4251618479C52398CA71CFC61AD88230A14145771EF1085AB9288486D7BFC841FOEA222909F8BA6882DB6076DF26BFE37E1C23917569270C86D6E7ADEE7CF1{

false

unknown

22.45. .<<.>>.KL.QR
.................. ADei

C:\Users\user\AppData\Local\Programs\Opera GX\107.0.5045.79\fonts\Inter-ExtraBold.ttf

Process:

File Type:

Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAT:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Users\user\AppData\Local\Temp\is-NM93K.tmp\OperaGXSetup.exe

TrueType Font data, 17 tables, 1st "GDEF", 39 names, Microsoft, language 0x409, Copyright 2016 The Inter Project Authorsinter ExtraBoldRegular4.000;git-a5213159
5;RSMS;Inter-Ext

dropped

416228

6.155971405270021

false
6144:3VpTx/VCC2wfBsJWPziIKSQVES58IgsfnHGR4tGX5/2nHTAI84RSnj3k4yhT18:3Vp+C2wfBDPziK+4suO49IfR98
5061BD7701B1B3339F0C80E69A2136E4

4A028F1FA4DBD6B4BFBFEEC4A5B5E222A005B563
3C13487B8F2EBAOA78CAD4CEFD19272B0F4E53D61C223E6B266DDFOB332E9F1C

65875F9F205CD70D2E1B86FBDA2AC8875637E0B3E0BB37ADEIDA20717B0F17D2108A0CF2AA1B246AFFD73BEA233B510D37D13193801D94E5148D3EC4159653|
C

false
unknown

............ GDEF.m.v........GPOSB...... ..KzGSUB..B..P...]@0S/2 |
...$hmtx:4.7..f..-.loca.>b...."..-.maxp.t. . name(.2X...<....post}.....4...xprepldhL..X.
dw..z|... *,..l.0..2.5...8.;...=.N...P.P..R.V..X.g...s.5...u.V..X.Y.

C:\Users\user\AppData\Local\Programs\Opera GX\107.0.5045.79\fonts\Inter-ExtraBoldItalic.ttf

Process:

File Type:

Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:

C:\Users\user\AppData\Local\Temp\is-NM93K.tmp\OperaGXSetup.exe

TrueType Font data, 17 tables, 1st "GDEF", 38 names, Microsoft, language 0x409, Copyright 2016 The Inter Project Authorsinter ExtraBoldltalic4.000;git-a52131595
;RSMS; Inter-Extr

dropped

422904
6.1847822896243585
false

12288:EMPFfL+{3H4g6WqgDVHGLhDj+359q72808:1khq9Dj+3vrO8
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MDS5: CDEF819CDB20F81FEB8A2ABDEBE9CDAO

SHAT: EB61A79464DE3932A2D892BF50AD0270BE5791E2

SHA-256: 6A2CF89B061033C76C3CD7451113F3D8D29CE2C2E80B273FD60F9474E3927CBC

SHA-512: 04DE3B444603887E130870DCIFFF2F6798D737EA77A376C0ABD62C9114709F7891C95FA1BDDAB70FFO55EBF127C6584CAECC594659F2E8596E72DA9ID62D625E
Malicious: false

Reputation: unknown

Preview: ...

*

C:\Users\user\AppData\Local\Programs\Opera GX\107.0.5045.79\fonts\Inter-Extralight.ttf

Process: C:\Users\user\AppData\Local\Temp\is-NM93K.tmp\OperaGXSetup.exe

File Type: TrueType Font data, 17 tables, 1st "GDEF", 39 names, Microsoft, language 0x409, Copyright 2016 The Inter Project Authorsinter ExtraLightRegular4.000;git-a521315
95;RSMS;Inter-Ex

Category: dropped

Size (bytes): 409996

Entropy (8bit): 6.169466966393304

Encrypted: false

SSDEEP: 12288:XmzU22mZrPziKScOkpPSb+svOwKKpuLpuSZAoM8:yiKcFyKK9SZ7M8

MD5: B7E44012C53F3BCBF154C7C4784FCC14

SHA1: 101ABFE1C234D9E29504A55C7B5911F7E20E9425

SHA-256: 944F65A7C6CDA135C370559E9D7347BFDD45A579FE4DD1EF8BASBC679BCD961D

SHA-512: 67808D6BDAFE9BCF5576DF234C93611BC827D868DDIFOD064E801DDASEFE67883637746458B3A0E51B4B394913C3AC47F56C5C055B3FF013ABEBB66ECIA771
F

Malicious: false

Reputation: unknown

Preview:

A.C..KK..MM..Q.Q...S.T.
................................ " aodBhocoocoonon

C:\Users\user\AppData\Local\Programs\Opera GX\107.0.5045.79\fonts\Inter-ExtraLightltalic.ttf

Process: C:\Users\user\AppData\Local\Temp\is-NM93K.tmp\OperaGXSetup.exe

File Type: TrueType Font data, 17 tables, 1st "GDEF", 38 names, Microsoft, language 0x409, Copyright 2016 The Inter Project Authorsinter ExtraLightltalic4.000;git-a5213159
5;RSMS;Inter-Ext

Category: dropped

Size (bytes): 415636

Entropy (8bit): 6.1951511440882685

Encrypted: false

SSDEEP: 6144:327hgoK+yjo8AIWXWqSBCVUWR2kg4yODRVP8UPLumxDaAan+LHVKLMQyalnxFfmo:323K +tiqWqg3FkgdW3xDayLi78

MD5: 9E18D79ED628E74CASE2EE3BFD6446BD

SHA1: BF763C5CC7C91BFEC5E8E42499CA20AEF4C8B942

SHA-256: BB5488DEFD018CF6CEA85B431A40991F0AB8939C39025E835E809160DCD912A6

SHA-512: 35A128E169D7CBC551C0337D78996E2061F8165E1B61870634A1EE6715199507F5FA140177C8A821401EAA765FC16FCC73E0180A21004803F6FCB9EF512737F3
Malicious: false

Reputation: unknown

Preview: G\....glyf*#:]. ...f...6hhea.w....g....$hmt

........... Frepeennnnenneeeseeeegen > Ho ol XL DY
................................ ".$.
1.1..J.d..fg..n.n...p.p...

C:\Users\user\AppData\Local\Programs\Opera GX\107.0.5045.79\fonts\Inter-Italic.ttf

Process: C:\Users\user\AppData\Local\Temp\is-NM93K.tmp\OperaGXSetup.exe

File Type: TrueType Font data, 17 tables, 1st "GDEF", 34 names, Microsoft, language 0x409, Copyright 2016 The Inter Project Authorsinterltalic4.000;git-a52131595;RSMS;Inter-
ItalicInter It

Category: dropped

Size (bytes): 412848

Entropy (8bit):  6.2017904291058406
Encrypted: false
SSDEEP: 12288:C2vSKsOi+1iqWagfYs0S2S7vWAICBJPHS8:1PqlS2S7v3IcB98
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MDS5: 118ABBE34A2979B66D6838805C56B7CD

SHAT: 7F320CB81660FC6DFFICC5751F8FCC0134847C77

SHA-256: D054D998AE12BE33820B100E0ED3923D513FA5C79C6D4E7CA1953AFEB262EAIB

SHA-512: 5BCAD4A03CED2CE76C5EBF78CD2C1328A4EE27019807F56A48BF8A0F936C57F351F10726C176952F0CF08776A5CES3D34C14D6A848925BE2789408A61678F38
Malicious: false

Reputation: unknown

Preview: ...

.45 <<.>>. KL.QR.

............... AlDuis
Static File Info
General
File type: PE32 executable (GUI) Intel 80386, for MS Windows

Entropy (8bit): 7.609503436410413

TriD: « Win32 Executable (generic) a (10002005/4) 98.04%
« Inno Setup installer (109748/4) 1.08%
« InstallShield setup (43055/19) 0.42%
« Win32 EXE PECompact compressed (generic) (41571/9) 0.41%
« Win16/32 Executable Delphi generic (2074/23) 0.02%

File name: Securitelnfo.com.Adware.Elemental.22.28512.27778.exe

File size: 2'182'176 bytes

MD5: dbb69ee00786bed3e12a04518e0f469a

SHAT: 40a82d88b06e6be8ba82fab34b4a29305466202a

SHA256: dbc32537a29f5eba5406aa3f2ae409eb52ea904e76¢19a74bfb480a8c8c63d69

SHA512: €367614faeebedafl063634b911¢3591¢7c5b0e8c07a843753d809ce27¢050b298ec5d1777ab2aa7¢194810a45e4788ea98e93bf5b053beb375f8ccbab5chcfae
SSDEEP: 24576:Y7FUDowAyrTVE3U5F/E3dwMzD3mseUwgjvKwX901all4gKxKic6QL3E2vVsjECUG:YBUZrEU8BF TleUTKae2Kly029s4C1eH92

TLSH: 4CA5DF3FF268A13EC5AA1B3205B39310997BBA51A81A8C1F47FC344DCF765601E3B656

File Content I..L.1..This program must be run under

Preview: Win32..$7...

File lcon

Icon Hash:

Static PE Info

General
Entrypoint:
Entrypoint Section:
Digitally signed:
Imagebase:
Subsystem:

Image File Characteristics:

DLL Characteristics:

Time Stamp:

TLS Callbacks:

CLR (.Net) Version:

OS Version Major:

OS Version Minor:

File Version Major:

File Version Minor:
Subsystem Version Major:
Subsystem Version Minor:

Import Hash:

Copyright Joe Security LLC 2024

0c0c2d33ceec80aa

Ox4b5eec
.itext

true
0x400000

windows gui

RELOCS_STRIPPED, EXECUTABLE_IMAGE, LINE_NUMS_STRIPPED, LOCAL_SYMS_STRIPPED, BYTES_REVERSED_LO, 32BIT_MACHINE,

BYTES_REVERSED_HI
DYNAMIC_BASE, NX_COMPAT, TERMINAL_SERVER_AWARE
0x63ECF218 [Wed Feb 15 14:54:16 2023 UTC]

e569e6f445d32ba23766ad67d1e3787f
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Authenticode Signature

Signature Valid: true

Signature Issuer: CN=GlobalSign GCC R45 CodeSigning CA 2020, O=GlobalSign nv-sa, C=BE
Signature Validation Error: The operation completed successfully

Error Number: 0

Not Before, Not After « 22/09/2023 15:18:31 03/12/2024 14:05:00

Subject Chain + CN=0OOO NBZ, O=000 NBZ, L=Saint Petersburg, S=Saint Petersburg, C=RU
Version: 3

Thumbprint MD5: 644D93EB2A924788DCIF5A261B15A128

Thumbprint SHA-1: 8FF463CEC205068C449EBE0SBC5EADB1ESBEF78D

Thumbprint SHA-256: AOCBE99ECA1E36FBCEE4434A33A8862414BE13C68E7464DAE8CB84914EEF564E
Serial: 01181B5DC7EF7467C6035C60

Entrypoint Preview
Instruction

push ebp

mov ebp, esp

add esp, FFFFFFA4h

push ebx

push esi

push edi

Xor eax, eax

mov dword ptr [ebp-3Ch], eax
mov dword ptr [ebp-40h], eax
mov dword ptr [ebp-5Ch], eax
mov dword ptr [ebp-30h], eax
mov dword ptr [ebp-38h], eax
mov dword ptr [ebp-34h], eax
mov dword ptr [ebp-2Ch], eax
mov dword ptr [ebp-28h], eax
mov dword ptr [ebp-14h], eax
mov eax, 004B14B8h

call 00007F16BC7F50F5h
Xor eax, eax

push ebp

push 004B65E2h

push dword ptr fs:[eax]

mov dword ptr fs:[eax], esp
xor edx, edx

push ebp

push 004B659Eh

push dword ptr fs:[edx]

mov dword ptr fs:[edx], esp
mov eax, dword ptr [004BE634h]
call 00007F16BC897BE7h
call 00007F16BC89773Ah
lea edx, dword ptr [ebp-14h]
Xor eax, eax

call 00007F16BC80AB94h
mov edx, dword ptr [ebp-14h]
mov eax, 004C1D84h

call 00007F16BC7EFCE7h
push 00000002h

push 00000000h

push 00000001h

mov ecx, dword ptr [004C1D84h]
mov dl, 01h

mov eax, dword ptr [004238ECh]
call 00007F16BC80BD17h
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Instruction

mov dword ptr [004C1D88h], eax
xor edx, edx

push ebp

push 004B654Ah

push dword ptr fs:[edx]

mov dword ptr fs:[edx], esp

call 00007F16BC897C6Fh

mov dword ptr [004C1D90h], eax
mov eax, dword ptr [004C1D90h]
cmp dword ptr [eax+0Ch], 01h
jne 00007F16BC89DE8BAh

mov eax, dword ptr [004C1D90h]
mov edx, 00000028h

call 00007F16BC80C60Ch

mov edx, dword ptr [004C1D90h]

Data Directories

Name

IMAGE_DIRECTORY_ENTRY_EXPORT
IMAGE_DIRECTORY_ENTRY_IMPORT
IMAGE_DIRECTORY_ENTRY_RESOURCE
IMAGE_DIRECTORY_ENTRY_EXCEPTION
IMAGE_DIRECTORY_ENTRY_SECURITY
IMAGE_DIRECTORY_ENTRY_BASERELOC
IMAGE_DIRECTORY_ENTRY_DEBUG
IMAGE_DIRECTORY_ENTRY_COPYRIGHT
IMAGE_DIRECTORY_ENTRY_GLOBALPTR
IMAGE_DIRECTORY_ENTRY_TLS
IMAGE_DIRECTORY_ENTRY_LOAD_CONFIG
IMAGE_DIRECTORY_ENTRY_BOUND_IMPORT
IMAGE_DIRECTORY_ENTRY_IAT
IMAGE_DIRECTORY_ENTRY_DELAY_IMPORT
IMAGE_DIRECTORY_ENTRY_COM_DESCRIPTOR
IMAGE_DIRECTORY_ENTRY_RESERVED

Sections

Name Virtual Address Virtual Size Raw Size
text 0x1000 0xb39e4 0xb3a00
.itext 0xb5000 0x1688 0x1800
.data 0xb7000 0x37a4 0x3800
.bss 0xbb000 0x6de8 0x0

.idata  0xc2000 Oxfdc 0x1000

Copyright Joe Security LLC 2024

Virtual Address
0xc4000
0xc2000
0xc7000
0x0
0x210900
0x0

0x0

0x0

0x0
0xc6000
0x0

0x0
0xc22f4
0xc3000
0x0

0x0

MD5 Xored PE

43af0a9476ca224d8e8461f
1e22c94da

False

185e04b9a1554e31{7{848
515dc890c

False

cab2107c933b696aa5cfOc
c6c3fd3980

False

d41d8cd98f00b204e98009
98ecf8427e

False

e7d1635e2624b124cfdceb
c360ac21cd

False

Virtual Size
0x9a
Oxfdc
0x11000
0x0
0x4320
0x0

0x0

0x0

0x0
0x18
0x0

0x0
0x254
Ox1a4
0x0

0x0

ZLIB Complexity File Type
0.34525867693110646  data
0.54443359375 data
0.36097935267857145  data

0 empty
0.3798828125 data

Is in Section
.edata
.idata

.rsrc

.rdata

.idata

.didata

Entropy Characteristics

6.357635049994181 IMAGE_SCN_CNT_CODE,
IMAGE_SCN_MEM_EXEC
UTE,

IMAGE_SCN_MEM_READ

5.971425428435973 IMAGE_SCN_CNT_CODE,
IMAGE_SCN_MEM_EXEC
UTE,

IMAGE_SCN_MEM_READ

5.048648594372454  IMAGE_SCN_CNT_INITIA
LIZED_DATA,

IMAGE_SCN_MEM_READ

IMAGE_SCN_MEM_WRIT
E

0.0 IMAGE_SCN_MEM_READ
IMAGE_SCN_MEM_WRIT
E

IMAGE_SCN_CNT_INITIA
LIZED_DATA,
IMAGE_SCN_MEM_READ

5.029087481102678

IMAGE_SCN_MEM_WRIT
E
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Name

.didata 0xc3000

.edata  0xc4000

Als 0xc5000

.rdata  0xc6000

.rsrc 0xc7000

Resources
Name

RT_ICON

RT_ICON

RT_ICON

RT_ICON

RT_ICON

RT_ICON

RT_ICON

RT_ICON

RT_ICON

RT_ICON

RT_ICON

RT_ICON

RT_ICON

RT_STRING
RT_STRING
RT_STRING
RT_STRING
RT_STRING
RT_STRING
RT_STRING
RT_STRING
RT_STRING
RT_STRING
RT_STRING
RT_RCDATA
RT_RCDATA
RT_RCDATA
RT_GROUP_ICON
RT_VERSION

Virtual Address

Virtual Size

Ox1a4

0x9a

0x18

0x5d

0x11000

RVA

0xc7678

0xc80e0

0xc8748

0xc8a30

0xc8b58

Oxca180

0xcb028

0xcb8d0

0Oxcbe38

0Oxcd120

0xd1348

0xd38f0

0xd4998

0xd4e00
0xd5160
0xd53c0
0xd581c
0xd5¢c28
Oxd5efc

0xd5fb4

0xd6050
0xd63c4
0xd675¢
Oxd6ac4
0xd6d68
0xd6d78
0xd703c
0xd7068
0xd7124

Copyright Joe Security LLC 2024

Raw Size MD5

0x200 8ced971d8a7705c98b173e False 0.345703125
255d8c9aa7
0x200 8d4e1e508031afe235bf121 False 0.2578125
c80fd7d5f
0x0 d41d8cd98f00b204e98009 False 0
98ecf8427e
0x200 8f2f090acd9622c88a6a852 False 0.189453125
e72f94e96
0x11000  7f89b554871894884a2a46 False 0.18597771139705882
b5f7d43d5a
Size Type Language
0xa68 Device independent bitmap graphic, 64 x  English
128 x 4, image size 2048
0x668 Device independent bitmap graphic, 48 x  English
96 x 4, image size 1152
0x2e8 Device independent bitmap graphic, 32 x  English
64 x 4, image size 512
0x128 Device independent bitmap graphic, 16 x  English
32 x 4, image size 128
0x1628 Device independent bitmap graphic, 64 x  English
128 x 8, image size 4096, 256 important
colors
Oxea8 Device independent bitmap graphic, 48 x  English
96 x 8, image size 2304, 256 important
colors
0x8a8 Device independent bitmap graphic, 32 x  English
64 x 8, image size 1024, 256 important
colors
0x568 Device independent bitmap graphic, 16 x = English
32 x 8, image size 256, 256 important
colors
0x12e5 PNG image data, 256 x 256, 8-bit/color English
RGBA, non-interlaced
0x4228 Device independent bitmap graphic, 64 x  English
128 x 32, image size 16896
0x25a8 Device independent bitmap graphic, 48 x  English
96 x 32, image size 9600
0x10a8 Device independent bitmap graphic, 32 x  English
64 x 32, image size 4224
0x468 Device independent bitmap graphic, 16 x  English
32 x 32, image size 1088
0x360 data
0x260 data
0x45¢ data
0x40c data
0x2d4 data
0xb8 data
0x9c data
0x374 data
0x398 data
0x368 data
0x2a4 data
0x10 data
0x2c4 data
0x2c data
Oxbc data English
0x584 data English

Xored PE  ZLIB Complexity

File Type Entropy

data 2.7509822285969876

data 1.877162954504408

empty 0.0

data 1.3838943752217987

data 3.6934546558404633

Country

United States

United States

United States

United States

United States

United States

United States

United States

United States

United States

United States

United States

United States

United States

United States

Characteristics

IMAGE_SCN_CNT_INITIA
LIZED_DATA,
IMAGE_SCN_MEM_READ

IMAGE_SCN_MEM_WRIT
E

IMAGE_SCN_CNT_INITIA
LIZED_DATA,
IMAGE_SCN_MEM_READ

IMAGE_SCN_MEM_READ
IMAGE_SCN_MEM_WRIT
E

IMAGE_SCN_CNT_INITIA
LIZED_DATA,
IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIA
LIZED_DATA,
IMAGE_SCN_MEM_READ

ZLIB Complexity

0.1174924924924925

0.15792682926829268
0.23387096774193547
0.39864864864864863

0.08339210155148095
0.1023454157782516

0.10649819494584838
0.10838150289017341

0.8712011577424024
0.05668398677373642
0.08475103734439834
0.09920262664165103
0.2047872340425532

0.34375
0.3256578947368421
0.4068100358422939
0.3754826254826255
0.39226519337016574
0.6467391304347826
0.6410256410256411
0.4230769230769231
0.3358695652173913
0.3795871559633027
0.4275147928994083
1.5
0.6384180790960452
1.2045454545454546
0.6170212765957447
0.26345609065155806

Page 60 of 127



Name RVA

RT_MANIFEST 0xd76a8

Imports
DLL

kernel32.dll

comcti32.dll
version.dll

user32.dll

oleaut32.dll

netapi32.dll
advapi32.dll

Exports

Name
TMethodImplementationintercept
__dbk_fcall_wrapper
dbkFCallWrapperAddr

Possible Origin

Language of compilation system

English

Network Behavior

Type Language Country ZLIB Complexity

XML 1.0 document, ASCII text, with English United States 0.3377551020408163
CRLF line terminators

Import

GetACP, GetExitCodeProcess, LocalFree, CloseHandle, SizeofResource, VirtualProtect, VirtualFree, GetFullPathNameW,
ExitProcess, HeapAlloc, GetCPInfoExW, RtlUnwind, GetCPInfo, GetStdHandle, GetModuleHandleW, FreeLibrary,
HeapDestroy, ReadFile, CreateProcessW, GetlLastError, GetModuleFileNameW, SetLastError, FindResourceW,
CreateThread, CompareStringW, LoadLibraryA, ResetEvent, GetVersion, RaiseException, FormatMessageW,
SwitchToThread, GetExitCodeThread, GetCurrentThread, LoadLibraryExW, LockResource, GetCurrentThreadld,
UnhandledExceptionFilter, VirtualQuery, VirtualQueryEx, Sleep, EnterCriticalSection, SetFilePointer, LoadResource,
SuspendThread, GetTickCount, GetFileSize, GetStartupinfoW, GetFileAttributesW, InitializeCriticalSection,
GetSystemWindowsDirectoryW, GetThreadPriority, SetThreadPriority, GetCurrentProcess, VirtualAlloc, GetSysteminfo,
GetCommandLineW, LeaveCriticalSection, GetProcAddress, ResumeThread, GetVersionExW, VerifyVersioninfoW,
HeapCreate, GetWindowsDirectoryW, VerSetConditionMask, GetDiskFreeSpaceW, FindFirstFileW,
GetUserDefaultUILanguage, IstrlenW, QueryPerformanceCounter, SetEndOfFile, HeapFree, WideCharToMultiByte,
FindClose, MultiByteToWideChar, LoadLibraryW, SetEvent, CreateFileW, GetLocalelnfoW, GetSystemDirectoryW,
DeleteFileW, GetLocalTime, GetEnvironmentVariableW, WaitForSingleObject, WriteFile, ExitThread, DeleteCriticalSection,
TlsGetValue, GetDateFormatW, SetErrorMode, IsValidLocale, TIsSetValue, CreateDirectoryW,
GetSystemDefaultUILanguage, EnumCalendarinfoW, LocalAlloc, GetUserDefaultLanglD, RemoveDirectoryW,
CreateEventW, SetThreadlLocale, GetThreadlLocale

InitCommonControls
GetFileVersionInfoSizeW, VerQueryValueW, GetFileVersionInfoW

CreateWindowExW, TranslateMessage, CharLowerBuffW, CallWindowProcW, CharUpperW, PeekMessageW,
GetSystemMetrics, SetWindowLongW, MessageBoxW, DestroyWindow, CharUpperBuffW, CharNextW,
MsgWaitForMultipleObjects, LoadStringW, ExitWindowsEx, DispatchMessageW

SysAllocStringLen, SafeArrayPtrOfindex, VariantCopy, SafeArrayGetLBound, SafeArrayGetUBound, VariantInit, VariantClear,
SysFreeString, SysReAllocStringLen, VariantChangeType, SafeArrayCreate

NetWkstaGetInfo, NetApiBufferFree

ConvertStringSecurityDescriptorToSecurityDescriptorW, RegQueryValueExW, AdjustTokenPrivileges, GetTokenlInformation,
ConvertSidToStringSidW, LookupPrivilegeValueW, RegCloseKey, OpenProcessToken, RegOpenKeyExW

Ordinal Address
3 0x4541a8
2 0x40d0a0
1 0x4be63c
Country where language is spoken Map
-~

United States

(%) Skipped network analysis since the amount of network traffic is too extensive. Please download the PCAP and check manually.

Statistics

Behavior

Copyright Joe Security LLC 2024

@ SecuriteInfo.com.Adware.Elementa...
@ Securitelnfo.com.Adware.Elementa...
@ OperaGXSetup.exe
@ OperaGXSetup.exe
@ OperaGXSetup.exe
@ OperaGXSetup.exe
@ OperaGXSetup.exe
@ Opera_GX_assistant_73.0.3856.38...
assistant_installer.exe
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System Behavior

Click to jump to process

@ assistant_installer.exe

@ installer.exe

@ installer.exe

@ explorer.exe

@ launcher.exe

@ launcher.exe

@ opera_gx_splash.exe

@ opera.exe

@ opera_crashreporter.exe
installer.exe

@ opera.exe

@ opera_crashreporter.exe

@ opera.exe

@ opera_autoupdate.exe

@ opera.exe

@ opera.exe

@ opera.exe

@ opera_autoupdate.exe

@ opera.exe
koksDTqWjvmuJdFhyPG

@ opera.exe

@ koksDTqWjvmuJdFhyPGi

@ opera.exe

iECl.exe

iECl.exe

Analysis Process: Securitelnfo.com.Adware.Elemental.22.28512.27778.exe PID: 6512, Parent PID: 1028

General
Target ID:
Start time:
Start date:
Path:

Wow64 process (32bit):

Commandline:
Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:
Reputation:

Has exited:

File Activities

File Created
File Path

0
19:18:48
29/03/2024

C:\Users\user\Desktop\SecuriteInfo.com.Adware.Elemental.22.28512.27778.exe

true

"C:\Users\user\Desktop\Securitelnfo.com.Adware.Elemental.22.28512.27778.exe"

0x400000
2'182'176 bytes

DBB69EE00786BED3E12A04518E0F469A

true

true

Borland Delphi
low

true

C:\Users\user\AppData\Local\Temp\is-TG3DC.tmp

C:\Users\user\AppData\Local\Temp\is-
TG3DC.tmp\Securitelnfo.c
om.Adware.Elemental.22.28512.27778.tmp

File Deleted
File Path

Attributes Options

directory file |
synchronous io

Completion

success or wait

non alert | open

for backup iden
| open reparse
point

synchronous io
non alert | non
directory file

C:\Users\user\AppData\Local\Temp\is-TG3DC.tmp\SecuriteInfo.com.Adware.Elemental.22.28512.27778.tmp

File Written

Copyright Joe Security LLC 2024

t

success or wait

Completion

success or wait

Count Source Address

1 4AF02B

1 423F32

Count Source Address

1 4272D8

Symbol

CreateDirect
oryW

CreateFileW

Symbol
DeleteFileW
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File Path

C:\Users\user\AppData\Local\Te 0

Offset

mp\is-TG3DC.tmp\Securitelnfo.c 8
om.Adware.Elemental.22.28512.2

7778.tmp

File Read
File Path

Length Value

319948 4d 5a 50 00 02 00 00 00

04 00 0f 00 fd fd 00 00 fd
00 00 00 00 00 00 00 40
00 1a 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 01 00 00 fd
10 00 Oe 1f fd 09 fd 21 fd
01 4c fd 21 fd fd 54 68 69
732070 72 6f 67 72 61
6d 20 6d 75 73 74 20 62
6520 72 75 6e 20 75 6e
64 65 72 20 57 69 6e 33
32 0d 0a 24 37 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00

Offset

C:\Users\user\Desktop\SecuriteInfo.com.Adware.Elemental.22.2 0

8512.27778.exe

C:\Users\user\Desktop\SecuriteInfo.com.Adware.Elemental.22.2 0

8512.27778.exe

C:\Users\user\Desktop\SecuriteInfo.com.Adware.Elemental.22.2 0

8512.27778.exe

Ascii

MZP@!L!This program

Completion

must be run under

Win32$7

Length

64

success or wait

Completion

success or wait

success or wait

success or wait

Count

1

Count

1

Analysis Process: Securitelnfo.com.Adware.Elemental.22.28512.27778.tmp PID: 5996, Parent PID: 6512

General
Target ID:
Start time:
Start date:
Path:

Wow64 process (32bit):

Commandline:

Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:
Reputation:

Has exited:

File Activities

File Created
File Path

1
19:18:48
29/03/2024

C:\Users\user\AppData\Local\Temp\is-TG3DC.tmp\SecuriteInfo.com.Adware.Elemental.22.28512.27778.tmp

true

Source Address

424058

Source Address

423FBC

423FBC

423FBC

Symbol

WriteFile

Symbol

ReadFile

ReadFile

ReadFile

"C:\Users\user\AppData\Local\Temp\is-TG3DC.tmp\Securitelnfo.com.Adware.Elemental.22.28512.27778.tmp" /SL5="$1043A,1055917,832512,C:\Users\us

er\Desktop\Securitelnfo.com.Adware.Elemental.22.28512.27778.exe"

0x400000
3'199'488 bytes

668D5368DEF8B65631C43EECBD50EA48

true

true

Borland Delphi
low

true

C:\Users\user\AppData\Local\Temp\is-NM93K.tmp

Copyright Joe Security LLC 2024

Access

read data or list  device
directory |

synchronize

Attributes

Options

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

Completion

success or wait

Count

1

Source Address

60D5EB

Symbol

CreateDirect
oryW
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File Path

C:\Users\user\AppData\Local\Temp\is-NM93K.tmp\_isetup

C:\Users\user\AppData\Local\Templ\is-
NM93K.tmp\ _isetup\ setup64.tmp

C:\Users\user\AppData\Local\Temp\is-
NM93K.tmp\OperaLib.dll

C:\Users\user\AppData\Local\Temp\is-
NM93K.tmp\CommonConfig_en.json

C:\Users\user\AppData\Local\Temp\is-
NM93K.tmp\Config.json

C:\Users\user\AppData\Local\Temp\is-
NM93K.tmpl\license.txt

C:\Users\user\AppData\Local\Temp\is-NM93K.tmp\is-
T2PA3.tmp

C:\Users\user\Desktop\OperaGX-temp

File Deleted
File Path

Access Attributes Options
read data or list  device directory file |
directory | synchronous io
synchronize non alert | open
for backup ident
| open reparse
point
read attributes |  device synchronous io
synchronize | non alert | non
generic read | directory file
generic write
read attributes |  device synchronous io
synchronize | non alert | non
generic write directory file
read attributes |  device synchronous io
synchronize | non alert | non
generic write directory file
read attributes |  device synchronous io
synchronize | non alert | non
generic write directory file
read attributes |  device synchronous io
synchronize | non alert | non
generic write directory file
read attributes |  device synchronous io
synchronize | non alert | non
generic write directory file
read data or list  device directory file |

directory |
synchronize

C:\Users\user\AppData\Local\Temp\is-NM93K.tmp\CommonConfig_en.json

C:\Users\user\AppData\Local\Temp\is-NM93K.tmp\license.txt

C:\Users\user\AppData\Local\Temp\is-NM93K.tmp\OperaLib.dll

C:\Users\user\AppData\Local\Temp\is-NM93K.tmp\_isetup\ setup64.tmp

File Moved

Old File Path New File Path

C:\Users\user\AppData\Local\Temp\is-
NM93K.tmp\is-T2PA3.tmp

File Written

File Path Offset Length
C:\Users\user\AppData\Local\Te 0 6144
mp\is-NM93K.tmp\_isetup\_setup

64.tmp

Copyright Joe Security LLC 2024

C:\Users\user\AppData\Local\Temp\is-
NM93K.tmp\OperaGXSetup.exe

Value

4d 5a fd 00 03 00 00 00
04 00 00 00 fd fd 00 00 fd
00 00 00 00 00 00 00 40
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 fd 00 00 00 Oe
1f fd Oe 00 fd 09 fd 21 fd
01 4c fd 21 54 68 69 73
2070 72 6f 67 72 61 6d
20 63 61 6e 6e 6f 74 20
62 65 20 72 75 6e 20 69
6e 20 44 4f 53 20 6d 6f
64 65 2e 0d 0d 0a 24 00
00 00 00 00 00 00 5e fd
fd fd 1a fd fd fd 1a fd fd fd
1afd fd fd 6¢c 07 fd fd 17
fd fd fd 1a fd fd fd 02 fd fd
fd 3d 5¢ fd fd 1b fd fd fd
3d 5c fd fd 1b fd fd fd 3d
5c¢ fd fd 1b fd fd fd 52 69
63 68 1a fd fd fd 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 50 45 00
00 64 fd 05 00 60 1c 52
00 00 00 00 00 00 00 00
fd 00 23 00 Ob 02 08 00
00 06 00 00 00 Oe 00 00
00 00 00

synchronous io
non alert | open
for backup ident
| open reparse
point

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Completion

success or wait

success or wait

success or wait

success or wait

Completion

success or wait

Ascii

MZ@!L!This program

cannot be run in DOS
mode.$"=\=\=\RichPE
dR#

Completion

success or wait

Count Source Address Symbol
1 6ADA30 CreateDirect
oryW
1 423762 CreateFileW
1 5CC3DE CreateFileW
1 5CC3DE CreateFileW
1 5CC3DE CreateFileW
1 5CC3DE CreateFileW
1 5CC3DE CreateFileW
1 60C33A CreateDirect
oryW
Count Source Address Symbol
3 60C4D0 DeleteFileW
1 60C4D0 DeleteFileW
1 60C4D0 DeleteFileW
1 60C4D0 DeleteFileW
Count Source Address Symbol
1 60C857 MoveFileW
Count Source Address Symbol
1 4237AD WriteFile
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File Path

C:\Users\user\AppData\Local\Te
mp\is-NM93K.tmp\OperaLib.dll

C:\Users\user\AppData\Local\Te
mp\is-NM93K.tmp\CommonConfig_e
n.json

Copyright Joe Security LLC 2024

Offset

0

0

Length Value

65536

17934

4d 5a fd 00 03 00 00 00
04 00 00 00 fd fd 00 00 fd
00 00 00 00 00 00 00 40
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 10 01 00 00 Oe
1f fd Oe 00 fd 09 fd 21 fd
01 4c fd 21 54 68 69 73
2070 72 6f 67 72 61 6d
20 63 61 6e 6e 6f 74 20
62 65 20 72 75 6e 20 69
6e 20 44 4f 53 20 6d 6f
64 65 2e 0d 0d Oa 24 00
00 00 00 00 00 00 2f 3¢
fd fd 6b 5d fd fd 6b 5d fd
fd 6b 5d fd fd 20 25 fd fd
66 5d fd fd 20 25 fd fd fd
5d fd fd 20 25 fd fd 7e 5d
fd fd fd fd 58 fd 6f 5d fd fd
fd 21 fd 7a 5d fd fd fd 26
fd 72 5d fd fd fd 20 fd 3a
5d fd fd 6b 5d fd fd fd 5d
fd fd 20 25 fd fd 7a 5d fd
fd fd fd 45 fd 2a 5d fd fd
fd ec fd 6f 5d fd fd fd e5
fd 6a 5d fd fd fd fd 5a fd
6a 5d fd fd fd e7 fd 6a 5d
fd

7b 00 0d 00 0a 00 20 00
20 00 20 00 22 00 6f 00

66 00 66 00 65 00 72 00
73 00 22 00 3a 00 5b 00
20 00 0d 00 0a 00 20 00
20 00 20 00 20 00 20 00
20 00 7b 00 0d 00 Oa 00
20 00 20 00 20 00 20 00
20 00 20 00 22 00 6e 00
61 00 6d 00 65 00 22 00
3a 00 20 00 22 00 6f 00

70 0065 00 72 00 61 00
22 00 2c 00 0d 00 0a 00
20 00 20 00 20 00 20 00
20 00 20 00 22 00 74 00
79 00 70 00 65 00 22 00
3a 0020 00 22 00 73 00
74 00 61 00 6e 00 64 00
61 00 72 00 64 00 22 00
2c¢ 00 0d 00 0a 00 20 00
20 00 20 00 20 00 20 00
20 00 22 00 69 00 6e 00
7300 74 00 61 00 6¢ 00
6c 00 4f 00 6e 00 6¢ 00

79 00 41 00 74 00 45 00
78 00 69 00 74 00 22 00
3a 0020 00 74 00 72 00
75 00 65 00 2c 00 0d 00
0a 00 20 00 20 00 20 00
20 00 20 00 20 00 22 00
63 00 6f 00 6e 00 64 00

69 00 74 00 69 00 6f

Ascii

MZ@!L!This program
cannot be run in DOS
mode.$/<K]K]K] %f] %]
Yo~]X0]Z]r]:IK]]
%z]E*]0j}Zjlj]

{ "offers[ { "n
ame": "opera", "type":
"standard",

"installOnlyAtExit": true,
"conditio

Completion

success or wait

success or wait

Count

8

1

Source Address

5CC538

5CC538

Symbol

WriteFile

WriteFile
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File Path

C:\Users\user\AppData\Local\Te
mp\is-NM93K.tmp\Config.json

C:\Users\user\AppData\Local\Te
mp\is-NM93K.tmpl\license.txt

Copyright Joe Security LLC 2024

Offset

0

0

Length Value

25070  7b 00 0d 00 0a 00 20 00
20 00 20 00 20 00 22 00
63 00 6f 00 6d 00 6d 00
65 00 6e 00 74 00 73 00
22 00 3a 00 7b 00 0d 00
0a 00 20 00 20 00 20 00
20 00 20 00 20 00 20 00
20 00 22 00 74 00 61 00
7200 67 00 65 00 74 00
4100 70 00 70 00 22 00
3a 00 22 00 4f 00 70 00
6500 72 00 61 00 47 00
58 00 22 00 2¢c 00 0d 00
0a 00 20 00 20 00 20 00
20 00 20 00 20 00 20 00
20 00 22 00 74 00 61 00
720067 00 65 00 74 00
4100 70 00 70 00 55 00
72 00 6¢ 00 22 00 3a 00
22 00 68 00 74 00 74 00
70 00 73 00 3a 00 2f 00
2f 00 74 00 72 00 79 00
2e 00 6f 00 70 00 65 00
720061 00 2e 00 63 00
6f 00 6d 00 2f 00 37 00
32 00 54 00 52 00 38 00
52 00 37 00 2f 00 4b 00
4c 00 52 00 4¢ 00 35 00
37 00 39 00 2f 00 3f 00
73 00 75 00 62 00 31 00
3d 00 73 00 65 00 74 00
7500 70 00 69 00 6f

11490 45 6e 64 20 55 73 65 72
20 4c 69 63 65 6e 73 65
20 41 67 72 65 65 6d 65
6e 74 0d Oa 4f 70 65 72
61 20 66 6f 72 20 43 6f
6d 70 75 74 65 72 73 0d
0a 4c 617374207570
64 61 74 65 64 3a 20 4f
63 74 6f 62 65 72 20 31
36 2c 20 32 30 32 30 0d
0Oa 0d Oa 54 68 69 73 20
65 6e 64 20 75 73 65 72
20 6¢ 69 63 65 6e 73 65
20 61 67 72 65 65 6d 65
6e 74 20 28 22 45 55 4c
41 22 29 20 67 6f 76 65
72 6e 73 20 79 6f 75 72
20 64 6f 77 6e 6¢ 6f 61
64 20 61 6e 64 2f 6f 72
20 75 73 65 20 6f 66 20
74 68 65 20 65 78 65 63
7574 61 62 6¢ 65 20 63
6f 64 65 20 66 6f 72 20
74 68 65 20 4f 70 65 72
61 20 66 6f 72 20 43 6f
6d 70 75 74 65 72 73 20
64 65 73 6b 74 6f 70 20
73 6f 66 74 77 61 72 65
2061 70 70 6¢ 69 63 61
74 69 6f 6e 2c 20 69 6e
63 6¢ 75 64 69 6e 67 20
61 6e 79 20 75 70 64

Ascii Completion Count Source Address

{ "comments":{ success or wait 1 5CC538
"targetApp":"OperaGX",

"targ

etAppUrl":"https://try.oper

a.c

om/72TR8R7/KLRL579/?

sub1=setupio

End User License success or wait 1 5CC538
AgreementOpera for
ComputersLast updated:
October 16, 2020This
end user license
agreement ("EULA")
governs your download
and/or use of the
executable code for the
Opera for Computers
desktop software
application, including any
upd

Symbol

WriteFile

WriteFile
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File Path Offset Length Value

C:\Users\user\AppData\Local\Te 0 3802 4d 5a 78 00 01 00 00 00

mp\is-NM93K.tmp\is-T2PA3.tmp 04 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
40 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 78 00 00 00
Oe 1f fd Oe 00 fd 09 fd 21
fd 01 4c fd 21 54 68 69
73207072 6f 67 72 61
6d 20 63 61 6e 6e 6f 74
20 62 65 20 72 75 6e 20
69 6e 20 44 4f 53 20 6d
6f 64 65 2e 24 00 00 50
4500 00 4c 01 03 00 fd
fd 02 66 00 00 00 00 00
00 00 00 fd 00 22 01 Ob
01 0e 00 00 50 36 00 00
40 00 00 00 60 25 00 70
fd 5b 00 00 70 25 00 00
fd 5b 00 00 00 40 00 00
10 00 00 00 02 00 00 05
00 01 00 00 00 00 00 05
00 01 00 00 00 00 00 00
00 5¢ 00 00 02 00 00 fd
fd 36 00 02 00 40 fd 00
00 10 00 00 10 00 00 00
00 10 00 00 10 00 00 00
00 00 00 10 00 00 00 00
00 00 00 00 00 00 00 fd
fd 5b 00 fd 00 00

File Read

File Path Offset

C:\Users\user\Desktop\SecuriteInfo.com.Adware.Elemental.22.2 0

8512.27778.exe

C:\Users\user\Desktop\SecuriteInfo.com.Adware.Elemental.22.2 0

8512.27778.exe

C:\Users\user\Desktop\SecuriteInfo.com.Adware.Elemental.22.2 0

8512.27778.exe

C:\Users\user\Desktop\SecuriteInfo.com.Adware.Elemental.22.2 0

8512.27778.exe

C:\Users\user\Desktop\SecuriteInfo.com.Adware.Elemental.22.2 0

8512.27778.exe

C:\Users\user\Desktop\SecuriteInfo.com.Adware.Elemental.22.2 0

8512.27778.exe

C:\Users\user\Desktop\SecuriteInfo.com.Adware.Elemental.22.2 0

8512.27778.exe

C:\Users\user\AppData\Local\Temp\is-NM93K.tmp\CommonConfig_e 0

n.json

C:\Users\user\Desktop\SecuriteInfo.com.Adware.Elemental.22.2 0

8512.27778.exe

C:\Users\user\AppData\Local\Temp\is-NM93K.tmp\Config.json 0

C:\Users\user\AppData\Local\Temp\is-NM93K.tmpl\license.txt 0

Registry Activities
There is hidden Windows Behavior. Click on Show Windows Behavior to show it.

Key Path

Key Path Name Type Data

Analysis Process: OperaGXSetup.exe PID: 1396, Parent PID: 5996

Ascii

MZx@x!L!This program
cannot be run in DOS
mode.$PELf"P6@’ %p[
p%[@\6@]

Length

64

65536

17934

25070
11490

General

Target ID: 3

Start time: 19:18:57

Start date: 29/03/2024

Path: C:\Users\user\AppData\Local\Temp\is-NM93K.tmp\OperaGXSetup.exe

Wow64 process (32bit): true

Copyright Joe Security LLC 2024

Completion

success or wait

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Completion

Completion

Count

724

Count

1

Count

Count

Source Address

423819

Source Address

5CC468

5CC468

5CC468

5CC468

5CC468

5CC468

5CC468

5CC468

5CC468

5CC468
5CC468

Source Address

Source Address

Symbol

WriteFile

Symbol

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile
ReadFile

Symbol

Symbol
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Commandline: "C:\Users\user\AppData\Local\Temp\is-NM93K.tmp\OperaGXSetup.exe" --silent --allusers=0

Imagebase: 0x130000

File size: 3'581'600 bytes

MD5 hash: 3C5239C753641E08EA3C2080FBFD5D51
Has elevated privileges: true

Has administrator true

privileges:

Programmed in: C, C++ or other language

Reputation: low

Has exited: true

File Activities

File Created
File Path Access Attributes Options Completion Count Source Address Symbol
C:\Users\user\AppData\Local\Te read attributes |  device synchronous io  success or wait 1 132E97 CreateFileW
mp\Opera_installer_2403291818577271396.dlI synchronize | non alert | non
generic write directory file
C:\Users\user\AppData\Roaming\Opera Software read data or list  device directory file | success or wait 1 6B8DD0D4 CreateDirect
directory | synchronous io oryW
synchronize non alert | open
for backup ident
| open reparse
point
C:\Users\user\AppData\Roaming\Opera Software\Opera read data or list  device directory file | success or wait 1 6B8DD0D4 CreateDirect
GX Stable directory | synchronous io oryW
synchronize non alert | open
for backup ident
| open reparse
point
C:\Users\user\AppData\Roaming\Opera Software\Opera read data or list  device directory file | success or wait 1 6B8DD0D4 CreateDirect
GX Stable\Crash Reports directory | synchronous io oryW
synchronize non alert | open
for backup ident
| open reparse
point
C:\Users\user\AppData\Roaming\Opera Software\Opera read data or list  device directory file | object name collision 1 6B92E67B CreateDirect
GX Stable\Crash Reports directory | synchronous io oryW
synchronize non alert | open
for backup ident
| open reparse
point
C:\Users\user\AppData\Roaming\Opera Software\Opera read data or list  device directory file | object name collision 1 6B92E67B CreateDirect
GX Stable\Crash Reports\reports directory | synchronous io oryW
synchronize non alert | open
for backup ident
| open reparse
point
C:\Users\user\AppData\Roaming\Opera Software\Opera read data or list  device directory file | object name collision 1 6B92E67B CreateDirect
GX Stable\Crash Reports\attachments directory | synchronous io oryW
synchronize non alert | open
for backup ident
| open reparse
point
C:\Users\user\AppData\Roaming\Opera Software\Opera read attributes |  device synchronous io  success or wait 1 6B9452FA CreateFileW
GX Stable\Crash Reports\settings.dat synchronize | non alert | non
generic read | directory file
generic write
C:\Users\user\AppData\Local\Temp\1396_1212474782 read data or list  device directory file | success or wait 1 6BA31718 CreateDirect
directory | synchronous io oryW
synchronize non alert | open
for backup ident
| open reparse
point
C:\Users\user\AppData\Local\Temp\.opera\Opera GX read data or list  device directory file | success or wait 1 6B8DD0D4 CreateDirect
Installer directory | synchronous io oryW
synchronize non alert | open
for backup ident
| open reparse
point
C:\Users\user\AppData\Local\Temp\.opera\Opera GX append data or  device synchronous io  success or wait 1 6BA3800F CreateFileW
Installer\opera_installer_20240329191858040.log add subdirectory non alert | non
or create pipe directory file
instance | read
attributes |

synchronize
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File Path Access Attributes Options Completion Count Source Address Symbol

C:\Users\user\AppData\Local\Temp\.opera\Opera GX read data or list  device directory file | success or wait 1 6B8DD0D4 CreateDirect
Installer Temp directory | synchronous io oryW
synchronize non alert | open

for backup ident
| open reparse

point

C:\Users\user\AppData\Local\Temp\.opera\Opera GX read data or list  device sequential only |  success or wait 1 6BA31C44 CopyFileW
Installer Temp\OperaGXSetup.exe directory | read non directory file

attributes |

delete | write dac

| synchronize |

generic read |

generic write
C:\Users\user\AppData\Local\Temp\.opera\Opera GX read data or list  device directory file | success or wait 1 6B8DD0D4 CreateDirect
Installer Temp\opera_package_202403291918581 directory | synchronous io oryW

synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user read data or list  device directory file | object name collision 1 6B88A447 HttpSendRe
directory | synchronous io questW
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local read data or list  device directory file | object name collision 1 6B88A447 HttpSendRe
directory | synchronous io questW
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Mi read data or list  device directory file | object name collision 1 6B88A447 HttpSendRe
crosoft\Windows\INetCache directory | synchronous io questW
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user read data or list  device directory file | object name collision 1 6B88A447 HttpSendRe
directory | synchronous io questW
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local read data or list ~ device directory file | object name collision 1 6B88A447 HttpSendRe
directory | synchronous io questW
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Mi read data or list  device directory file | object name collision 1 6B88A447 HttpSendRe
crosoft\Windows\INetCookies directory | synchronous io questW
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user read data or list  device directory file | object name collision 1 6B87D387 HttpSendRe
directory | synchronous io questW
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local read data or list  device directory file | object name collision 1 6B87D387 HttpSendRe
directory | synchronous io questW
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Mi read data or list  device directory file | object name collision 1 6B87D387 HttpSendRe
crosoft\Windows\INetCookies directory | synchronous io questW
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user read data or list  device directory file | object name collision 1 6B87D387 HttpSendRe
directory | synchronous io questW
synchronize non alert | open

for backup ident
| open reparse
point
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File Path Access Attributes Options Completion Count Source Address Symbol

C:\Users\user\AppData\Local read data or list  device directory file | object name collision 1 6B87D387 HitpSendRe
directory | synchronous io questW
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Microsoft\Windows\History read data or list  device directory file | object name collision 1 6B87D387 HttpSendRe
directory | synchronous io questW
synchronize non alert | open

for backup ident
| open reparse

point

C:\Users\user\AppData\Local\Temp\.opera\Opera GX read attributes |  device synchronous io  success or wait 1 6B88A58D CreateFileW
Installer Temp\opera_package_ 202403291918 synchronize | non alert | non
581\opera_package generic write directory file
C:\Users\user\AppData\Local\Temp\.opera\Opera GX read attributes |  device synchronous io  success or wait 1 6B8DBF4F CreateFileW
Installer Temp\opera_package_ 202403291918 delete | syn non alert | non
581\40f6a45c-4b5f-4090-9566-45e04e14d0f6.tmp chronize | directory file

generic read |

generic write
C:\Users\user\AppData\Local\Temp\.opera\Opera GX read attributes |  device synchronous io  success or wait 1 6B88A58D CreateFileW
Installer Temp\opera_package_ 202403291918 synchronize | non alert | non
581\additional_file0.tmp generic write directory file
C:\Users\user\AppData\Local\Temp\.opera\Opera GX read data or list  device directory file | success or wait 1 6B8DD0D4 CreateDirect
Installer Temp\opera_package 202403291918 directory | synchronous io oryW
581\assistant synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\.opera\Opera GX read attributes |  device synchronous io  success or wait 1 6B88A58D CreateFileW
Installer Temp\opera_package_202403291918 synchronize | non alert | non
581\additional_file1.tmp generic write directory file
C:\Users\user\AppData\Local\Temp\.opera\Opera GX read data or list  device directory file | success or wait 1 6B8DD0D4 CreateDirect
Installer Temp\opera_package_202403291918 directory | synchronous io oryW
581\resources synchronize non alert | open

for backup ident
| open reparse

point

C:\Users\user\AppData\Local\Temp\.opera\Opera GX read attributes |  device synchronous io  success or wait 1 6B8DD675 CreateFileW
Installer Temp\opera_package_ 202403291918 synchronize | non alert | non
581\files_list generic write directory file
C:\Users\user\AppData\Local\Temp\.opera\Opera GX read attributes |  device synchronous io  success or wait 1 6B8DD675 CreateFileW
Installer Temp\opera_package_ 202403291918 synchronize | non alert | non
581\server_tracking_data generic write directory file
C:\Users\user\AppData\Local\Temp\.opera\Opera GX read attributes |  device synchronous io  success or wait 1 6B8DD675 CreateFileW
Installer Temp\opera_package_202403291918581\ready  synchronize | non alert | non

generic write directory file
C:\Users\user\AppData\Local\Temp\.opera\Opera GX read attributes |  device synchronous io  success or wait 1 6B88A58D CreateFileW
Installer Temp\opera_package_ 202403291918 synchronize | non alert | non
581\pref_default_overrides generic write directory file
C:\Users\user\AppData\Local\Temp\.opera\Opera GX read data or list  device sequential only | ' success or wait 1 6BA31C44 CopyFileW
Installer Temp\opera_package_202403291918 directory | read synchronous io
581\installer_prefs_include.json.backup attributes | non alert | non

delete | write dac directory file

| synchronize |

generic read |

generic write
C:\Users\user\AppData\Local\Temp\.opera\Opera GX read attributes |  device synchronous io  success or wait 1 6B8DBF4F CreateFileW
Installer Temp\opera_package_ 202403291918 delete | syn non alert | non
581\fe8a43e6-64dd-43a0-981d-b680f4d5d831.tmp chronize | directory file

generic read |

generic write
C:\Users\user\AppData\Local\Temp\.opera\Opera GX read attributes |  device synchronous io  success or wait 1 6B8DBF4F CreateFileW
Installer Temp\opera_package_ 202403291918 delete | syn non alert | non
581\b9f9efb4-84{6-4d94-bf31-8ee44449c69d.tmp chronize | directory file

generic read |

generic write
File Deleted
File Path Completion Count Source Address Symbol
C:\Users\user\AppData\Local\Temp\.opera\Opera GX Installer Temp\OperaGXSetup.exe success or wait 1 6B8DC3AF DeleteFileW
C:\Users\user\AppData\Local\Temp\.opera\Opera GX Installer Temp\opera_package 202403291918 success or wait 1 6B8DC3AF DeleteFileW
581\assistant\Opera_GX_assistant_73.0.3856.382_Setup.exe_sfx.exe
C:\Users\user\AppData\Local\Temp\.opera\Opera GX Installer Temp\opera_package 202403291918 success or wait 1 6B8DDCFA DeleteFileW
581\assistant\assistant_installer.exe
C:\Users\user\AppData\Local\Temp\.opera\Opera GX Installer Temp\opera_package 202403291918 success or wait 1 6B8DDCFA DeleteFileW

581 istant\orowser_assi 1t.exe
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File Path

C:\Users\user\AppData\Local\Temp\.opera\Opera GX Installer Temp\opera_package 202403291918

581\assistant\files_list

C:\Users\user\AppData\Local\Temp\.opera\Opera GX Installer Temp\opera_package 202403291918

581\assistant\mojo_core.dll

C:\Users\user\AppData\Local\Temp\.opera\Opera GX Installer Temp\opera_package 202403291918

581\opera_package

C:\Users\user\AppData\Local\Temp\Opera_installer_2403291818577271396.dll

File Moved
Old File Path

C:\Users\user\AppData\Local\Te
mp\1396_1212474782

C:\Users\user\AppData\Local\Te
mp\.opera\Opera GX Installer T
emp\opera_package_202403291918
581\40f6a45c-4b5f-4090-9566-45
e04e14d0f6.tmp

C:\Users\user\AppData\Local\Te
mp\.opera\Opera GX Installer T
emp\opera_package_202403291918
581\additional_file0.tmp

C:\Users\user\AppData\Local\Te
mp\.opera\Opera GX Installer T
emp\opera_package_ 202403291918
581\additional_file1.tmp

File Written
File Path

C:\Users\user\AppData\Local\Te
mp\Opera_installer_24032918185
77271396.dll

C:\Users\user\AppData\Roaming\
Opera Software\Opera GX Stable
\Crash Reports\settings.dat

C:\Users\user\AppData\Roaming\
Opera Software\Opera GX Stable
\Crash Reports\settings.dat
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Offset

0

New File Path

C:\Users\user\AppData\Local\Temp\.opera

C:\Users\user\AppData\Local\Temp\.opera\Opera GX
Installer Temp\opera_package 202403291918
581\installer_prefs_include.json

C:\Users\user\AppData\Local\Temp\.opera\Opera GX
Installer Temp\opera_package_ 202403291918
581\assistant\Opera_GX_assista
nt_73.0.3856.382_Setup.exe_sfx.exe

C:\Users\user\AppData\Local\Temp\.opera\Opera GX
Installer Temp\opera_package 202403291918
581\resources\custom_partner_content.json

Length Value Ascii

544912 4d 5a 78 00 01 00 00 00

0 04 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
40 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 78 00 00 00
Oe 1f fd Oe 00 fd 09 fd 21
fd 01 4¢ fd 21 54 68 69
732070 72 6f 67 72 61
6d 20 63 61 6e 6e 6f 74
20 62 65 20 72 75 6e 20
69 6e 20 44 4f 53 20 6d
6f 64 65 2e 24 00 00 50
4500 00 4c 01 0a 00 fd
fd 02 66 00 00 00 00 00
00 00 00 fd 00 22 21 Ob
01 0e 00 00 fd 33 00 00
38 1f 00 00 00 00 00 fd
26 00 00 10 00 00 00 00
00 00 00 00 00 10 00 10
00 00 00 02 00 00 05 00
01 00 00 00 00 00 05 00
0100 00 00 00 00 00 fd
5400 00 04 00 00 fd fd
53 00 03 00 40 41 00 00
10 00 00 10 00 00 00 00
10 00 00 10 00 00 00 00
00 00 10 00 00 00 72 fd
3b 00 6d 00 00 00 e0 3b
00 fd 01 00

Ar;m;

40 73 64 50 43 01 00 00 00
03 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
5c 41 fd fd 6d 1a fd 4e fd
3c fd fd 47 48 fd fd

sdPC\AmN<GH

40 73 64 50 43 01 00 00 00
03 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
5c 41 fd fd 6d 1a fd 4e fd
3c fd fd 47 48 fd fd

sdPC\AmN<GH

MZx@x!L!This program
cannot be run in DOS
mode.$PELf"138&TS@

Completion

success or wait

success or wait

success or wait

success or wait

Completion

success or wait

success or wait

success or wait

success or wait

Completion

success or wait

success or wait

success or wait

Count

1

Count

1

Source Address

6B8DDCFA

6B8DDCFA

6B8DDCFA

131979

Source Address

6BA31D33

6B8DC60F

6BA31D33

6BA31D33

Count

1

1

1

Source Address

132F54

6B9451DE

6B9451DE

Symbol

DeleteFileW

DeleteFileW

DeleteFileW

DeleteFileW

Symbol

MoveFileExXW

MoveFileW

MoveFileExXW

MoveFileExW

Symbol

WriteFile

WriteFile

WriteFile
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File Path

C:\Users\user\AppData\Local\Te
mp\.opera\Opera GX Installer\o
pera_installer_202403291918580
40.log

C:\Users\user\AppData\Local\Te
mp\.opera\Opera GX Installer\o
pera_installer_202403291918580
40.log

C:\Users\user\AppData\Local\Te
mp\.opera\Opera GX Installer\o
pera_installer_202403291918580
40.log

C:\Users\user\AppData\Local\Te
mp\.opera\Opera GX Installer\o
pera_installer_202403291918580
40.log

C:\Users\user\AppData\Local\Te
mp\.opera\Opera GX Installer\o
pera_installer_202403291918580
40.log

C:\Users\user\AppData\Local\Te
mp\.opera\Opera GX Installer\o
pera_installer_202403291918580
40.log

C:\Users\user\AppData\Local\Te
mp\.opera\Opera GX Installer\o
pera_installer_202403291918580
40.log

C:\Users\user\AppData\Local\Te
mp\.opera\Opera GX Installer\o
pera_installer_202403291918580
40.log
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Offset

0

105

254

312

367

430

485

547

Length

105

149

58

55

63

55

62

59

Value

5b 30 33 32 39 2f 31 39

31 38 3538 2e 30 35 35
3a 49 4e 46 4f 3a 69 6e

73 74 61 6¢ 6C 65 72 5f

6d 61 69 6e 2e 63 63 28
34 35 33 29 5d 20 4f 70

65 72 61 20 47 58 20 69
6e 73 74 61 6¢ 6¢ 65 72
20 7374 617274 69 6e
67202d 2076 657273
69 6f 6e 20 31 30 37 2¢

30 2e 3530 34 35 2e 37
392053 74 61 62 6¢ 65
Oa

5b 30 33 32 39 2f 31 39

31 38 35 38 2e 30 35 35
3a 49 4e 46 4f 3a 69 6e

7374 61 6¢ 6C 65 72 5f

6d 61 69 6e 2e 63 63 28
34 35 36 29 5d 20 43 6f
6d 6d 61 6e 64 20 6¢ 69
6e 65 3a 20 22 43 3a 5¢
5573 65 72 73 5¢c 61 6¢
66 6f 6e 73 5¢ 41 70 70

44 61 74 61 5¢ 4c 6f 63

61 6¢ 5¢ 54 65 6d 70 5¢
69 73 2d 4e 4d 39 33 4b
2e 74 6d 70 5¢c 4f 70 65

726147 58 53 65 74 75
70 2e 65 78 65 22 20 2d
2d 73 69 6¢ 65 6e 74 20
2d 2d 61 6¢ 6¢ 75 73 65
7273 3d 30 0a

5b 30 33 32 39 2f 31 39

31 38 35 38 2e 30 35 35
3a 49 4e 46 4f 3a 69 6e

7374 61 6¢ 6C 65 72 5f

6d 61 69 6e 2e 63 63 28
34 37 38 29 5d 20 55 6e
69 6e 73 74 61 6¢ 6¢ 3a
30 0a

5b 30 33 32 39 2f 31 39

31 38 35 38 2e 30 35 35
3a 49 4e 46 4f 3a 69 6e

7374 61 6¢ 6C 65 72 5f

6d 61 69 6e 2e 63 63 28
34 37 39 29 5d 20 53 69
6¢c 65 6e 74 3a 31 0a

5b 30 33 32 39 2f 31 39

31 38 35 38 2e 30 35 35
3a 49 4e 46 4f 3a 69 6e

7374 61 6¢ 6C 65 72 5f

6d 61 69 6e 2e 63 63 28
34 38 30 29 5d 20 52 75
6e 20 49 6d 6d 65 64 69
6174 65 6¢ 79 30 Oa

5b 30 33 32 39 2f 31 39

31 38 35 38 2e 30 35 35
3a 49 4e 46 4f 3a 69 6e

7374 61 6¢ 6C 65 72 5f

6d 61 69 6e 2e 63 63 28
34 38 3229 5d 20 42 61
63 6b 65 6e 64 30 0a

5b 30 33 32 39 2f 31 39

31 38 35 38 2e 30 35 35
3a 49 4e 46 4f 3a 69 6e

7374 61 6¢ 6C 65 72 5f

6d 61 69 6e 2e 63 63 28
34 38 33 29 5d 20 49 6e
7369 64 6520 70 61 63
6b 61 67 65 30 Oa

5b 30 33 32 39 2f 31 39

31 38 3538 2e 30 35 35
3a 49 4e 46 4f 3a 69 6e

73 74 61 6¢ 6C 65 72 5f

6d 61 69 6e 2e 63 63 28
34 383429 5d 20 41 75
74 6f7570 64 61 74 65

3a 30 0a

Ascii Completion Count Source Address

[0329/191858.055:INFO:i  success or wait 1 6B8ED6C3
nstaller_main.cc(453)]

Opera GX installer

starting - version 107.0.

5045.79 Stable

[0329/191858.055:INFO:i = success or wait 1 6B8ED6C3
nstaller_main.cc(456)]

Command line:

"C:\Users\user\AppData\

Local\Templ\is-

NM93K.tmp\OperaGXSet

up.exe" --silent --

allusers=0

[0829/191858.055:INFO:i  success or wait 1 6B8ED6C3
nstaller_main.cc(478)]

Uninstall:0

[0329/191858.055:INFO:i = success or wait 1 6BBED6C3
nstaller_main.cc(479)]

Silent:1

[0329/191858.055:INFO:i = success or wait 1 6B8ED6C3
nstaller_main.cc(480)]

Run Immediately0

[0329/191858.055:INFO:i  success or wait 1 6B8ED6C3
nstaller_main.cc(482)]

Backend0

[0329/191858.055:INFO:i  success or wait 1 6B8ED6C3
nstaller_main.cc(483)]

Inside package0

[0329/191858.055:INFO:i  success or wait 1 6B8ED6C3
nstaller_main.cc(484)]

Autoupdate:0

Symbol

WriteFile

WriteFile

WriteFile

WriteFile

WriteFile

WriteFile

WriteFile

WriteFile
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File Path

C:\Users\user\AppData\Local\Te
mp\.opera\Opera GX Installer\o
pera_installer_202403291918580
40.log

C:\Users\user\AppData\Local\Te
mp\.opera\Opera GX Installer\o
pera_installer_202403291918580
40.log

C:\Users\user\AppData\Local\Te
mp\.opera\Opera GX Installer\o
pera_installer_202403291918580
40.log

C:\Users\user\AppData\Local\Te
mp\.opera\Opera GX Installer\o
pera_installer_202403291918580
40.log

C:\Users\user\AppData\Local\Te
mp\.opera\Opera GX Installer\o
pera_installer_202403291918580
40.log
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Offset

606

673

1495

1583

1683

Length

67

822

88

100

103

Value

5b 30 33 32 39 2f 31 39
31 38 35 38 2e 30 35 35
3a 49 4e 46 4f 3a 70 61
79 6¢ 6f 61 64 5f 6d 61
6e 61 67 65 72 5f 69 6d
70 6¢ 2e 63 63 28 39 37
29 5d 20 52 65 61 64 69
6e 67 20 50 61 79 6¢ 6f
6164 Oa

5b 30 33 32 39 2f 31 39

31 38 35 38 2e 30 35 35
3a 49 4e 46 4f 3a 69 6e

7374 61 6¢ 6C 65 72 5f

6d 61 69 6e 2e 63 63 28
36 31 30 29 5d 20 54 72
61 63 6b 69 6e 67 20 64
6174 61 3a 20 5a 57 5a
68 4f 44 52 6b 4d 44 4d
78 4e 57 4d 30 4e 44 4e
6c 59 6a 55 34 5a 44 56
6a 4d 32 45 32 5a 44 67
3559 7a 67 79 4e 7a 41
34 5a 6a 49 79 4f 57 51

7a 4e 7a 67 78 4e 6d 45
77 59 6a 42 68 5a 44 46
6a 4e 7a 41 77 4d 54 6b
35 4e 57 4e 6¢ 4f 54 5a

69 5a 44 70 37 49 6d 4e
76 64 57 35 30 63 6e 6b
69 4f 69 4a 56 55 79 49

73 49 6d 56 6b 61 58 52
70 62 32 34 69 4f 69 4a
7a64 47 51 74 4d 53 49
73 49 6d 6¢ 75 63 33 52
68 62 47 78 6¢ 63 6C 39
75 59 57 31 6¢ 49 6a 6f

69 54 33 42 6¢ 63 6d 46
48 57 46 4e 6C 64 48 56
77 4c 6d 56 34 5a 53 49
73 49 6e 42 79 62 32 52
3159 33 51 69 4f 69

5b 30 33 32 39 2f 31 39
31 38 35 38 2e 30 35 35
3a 49 4e 46 4f 3a 73 65
74 74 69 6e 67 73 5f 69
6d 70 6¢ 2e 63 63 28 37
38 35 29 5d 20 46 6f 75
6e 64 20 33 20 70 61 74
68 73 20 66 6f 72 20 73
74 61 6e 64 61 6¢c 6f 6e
65 20 69 6e 73 74 61 6¢
6c 20 6d 6f 64 65 2e Oa

5b 30 33 32 39 2f 31 39
31 38 35 38 2e 30 35 35
3a 49 4e 46 4f 3a 72 65
73 6f 75 72 63 65 5f 6¢
31 30 6e 5f 68 61 6e 64
6¢c 65 72 2e 63 63 28 31
313329 5d 20 4c 61 6e
67 75 61 67 65 20 6e 6f
74 20 69 6e 20 74 68 65
2061 76 61 69 6¢ 61 62
6¢ 65 20 6¢ 61 6e 67 75
6167 65 73 20 6¢ 69 73
74 3a 20 0a

5b 30 33 32 39 2f 31 39
31 38 35 38 2e 30 35 35
3a 49 4e 46 4f 3a 72 65
73 6f 75 72 63 65 5f 6¢
31 30 6e 5f 68 61 6e 64
6¢ 65 72 2e 63 63 28 31
313929 5d 20 54 72 79
69 6e 67 20 6¢ 61 6e 67
75 61 67 65 20 66 72 6f
6d 20 73 79 73 74 65 6d
2070 72 65 66 65 72 72
6564 20 6¢ 69 73 74 3a
20 65 6e 2d 47 42 0a

Ascii Completion

[0329/191858.055:INFO:  success or wait 1 6B8ED6C3
payload_
manager_impl.cc(97)]

Reading Payload

[0329/191858.055:INFO:i = success or wait 1 6B8ED6C3
nstaller_main.cc(610)]
Tracking data:
ZWZhODRKMDMxNWMO
NDNIYjU4ZDVjM
2E27ZDg5YzgyNzA4ZjlyO
WQzNzgxNmE
wYjBhZDFjNzAWMTK5N
WNIOTZiZDp7I
mNvdW50cnkiOiJVUyls|
mVkaXRpb24
i0iJzdGQtMSIsImluc3Rh
bGxlcl9uY
W1lljoiT3BlcmFHWFNId
HVwLmMV4ZSI
sInByb2R1Y3QiOi

[0329/191858.055:INFO:  success or wait 1 6B8ED6C3
settings_impl.cc(785)]
Found 3 paths for

standalone install mode.

[0329/191858.055:INFO:r = success or wait 1 6B8ED6C3
esource

_110n_handler.cc(113)]

Language not in the

available languages list:

[0329/191858.055:INFO:r = success or wait 1 6BBED6C3
esource

_110n_handler.cc(119)]

Trying language from

system preferred list: en-

GB

Count Source Address

Symbol

WriteFile

WriteFile

WriteFile

WriteFile

WriteFile
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File Path

C:\Users\user\AppData\Local\Te
mp\.opera\Opera GX Installer T
emp\OperaGXSetup.exe

C:\Users\user\AppData\Local\Te
mp\.opera\Opera GX Installer\o
pera_installer_202403291918580
40.log

C:\Users\user\AppData\Local\Te
mp\.opera\Opera GX Installer\o
pera_installer_202403291918580
40.log

C:\Users\user\AppData\Local\Te
mp\.opera\Opera GX Installer\o
pera_installer_202403291918580
40.log

C:\Users\user\AppData\Local\Te
mp\.opera\Opera GX Installer\o
pera_installer_202403291918580
40.log

Copyright Joe Security LLC 2024

Offset

0

1786

1932

2046

2105

Length Value

524288 4d 5a 78 00 01 00 00 00
04 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
40 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 78 00 00 00
Oe 1f fd Oe 00 fd 09 fd 21
fd 01 4¢ fd 21 54 68 69
732070 72 6f 67 72 61
6d 20 63 61 6e 6e 6f 74
20 62 65 20 72 75 6e 20
69 6e 20 44 4f 53 20 6d
6f 64 65 2e 24 00 00 50
4500 00 4c 01 03 00 fd
fd 02 66 00 00 00 00 00
00 00 00 fd 00 22 01 Ob
01 0e 00 00 50 36 00 00
40 00 00 00 60 25 00 70
fd 5b 00 00 70 25 00 00
fd 5b 00 00 00 40 00 00
10 00 00 00 02 00 00 05
00 01 00 00 00 00 00 05
00 01 00 00 00 00 00 00
00 5¢ 00 00 02 00 00 fd
fd 36 00 02 00 40 fd 00
00 10 00 00 10 00 00 00
00 10 00 00 10 00 00 00
00 00 00 10 00 00 00 00
00 00 00 00 00 00 00 fd
fd 5b 00 fd 00 00

146 5b 30 33 32 39 2f 31 39
31 38 35 38 2e 34 33 30
3a 49 4e 46 4f 3a 73 63
6f 70 65 64 5f 64 6f 77 6e
6c 6f 61 64 5f 66 6f 6¢ 64
65 72 2e 63 63 28 35 39
29 5d 20 49 6e 73 74 61
6c 6¢ 65 72 20 64 6f 77
6e 6¢ 6f 61 64 20 66 6f 6¢
64 65 72 3a 20 43 3a 5¢
557365 72 73 5¢c 61 6¢
66 6f 6e 73 5¢ 41 70 70
44 61 74 61 5¢ 4c 6f 63
61 6¢ 5¢ 54 65 6d 70 5¢
2e 6f 70 65 72 61 5¢ 4f
7065 72 61 20 47 58 20
49 6e 73 74 61 6¢ 6c 65
7220 54 65 6d 70 Oa

114 5b 30 33 32 39 2f 31 39
31 38 35 38 2e 34 34 36
3a 49 4e 46 4f 3a 73 65
74 74 69 6e 67 73 5f 69
6d 70 6¢ 2e 63 63 28 31
33 32 37 29 5d 20 49 6e
7374 61 6¢ 6C 20 66 6f
6¢ 64 65 7220 73 65 74
3a 20 43 3a 5¢ 55 73 65
7273 5c 61 6¢ 66 6f 6e
73 5c 417070446174
61 5¢c 4c 6f 63 61 6¢ 5¢
50 72 6f 67 72 61 6d 73
5c 4f 70 65 72 61 20 47
58 0a

59 5b 30 33 32 39 2f 31 39
31 38 35 38 2e 34 34 36
3a 49 4e 46 4f 3a 73 65
74 74 69 6e 67 73 5f 69
6d 70 6¢ 2e 63 63 28 31
33 38 32 29 5d 20 4f 70
6572 61 74 69 6f 6e 3a
20 31 0a

88 5b 30 33 32 39 2f 31 39
31 38 35 38 2e 34 34 36
3a 49 4e 46 4f 3a 6d 61
69 6e 5f 70 72 6f 63 65
73 73 5f 69 6e 73 74 61
6c 6¢ 65 72 5f 72 75 6e
6e 65 72 5f 69 6d 70 6¢
2e 63 63 28 36 38 29 5d
20 42 65 67 69 6e 6e 69
6e 67 20 69 6e 73 74 61
6¢ 6¢ 61 74 69 6f 6e Oa

Ascii Completion

MZx@x!L!This program success or wait 7 6BA31C44
cannot be run in DOS
mode.$PELf"P6@’ %p[

P%@\6@]

[0829/191858.430:INFO:  success or wait 1 6B8ED6C3
scoped_d

ownload_folder.cc(59)]

Installer download folder:

C:\Users\u

ser\AppData\Local\Temp\

.opera\Opera GX Installer

Temp

[0329/191858.446:INFO:  success or wait 1 6B8ED6C3
settings_impl.cc(1327)]

Install folder set:

C:\Users\user\AppData\L

ocal\Programs\Opera GX

[0329/191858.446:INFO:  success or wait 1 6BBED6C3
settings_impl.cc(1382)]

Operation: 1

[0329/191858.446:INFO:  success or wait 1 6BBED6C3
main_pro

cess_installer_runner_im

pl.cc(68)] Beginning

installation

Count Source Address

Symbol

CopyFileW

WriteFile

WriteFile

WriteFile

WriteFile
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File Path

C:\Users\user\AppData\Local\Te
mp\.opera\Opera GX Installer\o
pera_installer_202403291918580
40.log

C:\Users\user\AppData\Local\Te
mp\.opera\Opera GX Installer\o
pera_installer_202403291918580
40.log

C:\Users\user\AppData\Local\Te
mp\.opera\Opera GX Installer\o
pera_installer_202403291918580
40.log

C:\Users\user\AppData\Local\Te
mp\.opera\Opera GX Installer\o
pera_installer_202403291918580
40.log

C:\Users\user\AppData\Local\Te
mp\.opera\Opera GX Installer\o
pera_installer_202403291918580
40.log

Copyright Joe Security LLC 2024

Offset

2193

4027

4140

4206

4295

Length

1834

113

66

89

99

Value

5b 30 33 32 39 2f 31 39
31 38 35 38 2e 34 34 36
3a 49 4e 46 4f 3a 6d 61
69 6e 5f 70 72 6f 63 65
73 73 5f 69 6e 73 74 61
6¢c 6¢ 65 72 5 72 75 6e
6e 65 72 5f 69 6d 70 6¢
2e 63 63 28 31 39 31 29
5d 20 6¢ 61 75 6e 63 68
69 6e 67 20 69 6e 73 74
61 6¢ 6¢ 65 72 20 62 61
63 6b 65 6e 64 3a 20 22
43 3a5¢c 5573657273
5c 61 6¢ 66 6f 6e 73 5¢
41707044 617461 5¢c
4c 6f 63 61 6¢ 5¢ 54 65
6d 70 5¢ 69 73 2d 4e 4d
39 33 4b 2e 74 6d 70 5¢
4f 70 65 72 61 47 58 53
65747570 2e 65 78 65
2220 2d 2d 62 61 63 6b
65 6e 64 20 2d 2d 69 6e
7374 61 6¢ 6¢ 20 2d 2d
69 6d 70 6f 72 74 2d 62
72 6f77 73 65 72 2d 64
6174 61 3d 30 20 2d 2d
65 6e 61 62 6¢ 65 2d 73
74 617473 3d 3120 2d
2d 65 6e 61 62 6¢ 65 2d
69 6e 73 74 61 6¢ 6¢ 65
722d 7374617473 3d
3120 2d 2d 63 6f 6e

5b 30 33 32 39 2f 31 39
31 38 35 38 2e 34 34 36
3a 49 4e 46 4f 3a 77 69
6e 69 6e 65 74 5f 69 6d
70 6¢ 2e 63 63 28 33 33
38 29 5d 20 53 74 61 72
74 69 6e 67 20 64 6f 77
6e 6¢ 6f 61 64 20 66 72
6f 6d 20 68 74 74 70 73
3a 2f 2f 61 75 74 6f 75 70
64 61 74 65 2e 67 65 6f
2e 6f 70 65 72 61 2e 63
6f 6d 2f 67 65 6f 6¢ 6f 63
61 74 69 6f 6e 2f Oa

5b 30 33 32 39 2f 31 39
31 38 35 38 2e 34 34 36
3a 49 4e 46 4f 3a 77 69
6e 69 6e 65 74 5f 69 6d
70 6¢ 2e 63 63 28 37 35
3529 5d 20 53 74 6f 70
70 69 6e 67 20 74 68 65
20 64 6f 77 6e 6¢ 6f 61
64 0a

5b 30 33 32 39 2f 31 39
3138 3538 2e 34 34 36
3a 49 4e 46 4f 3a 70 61

63 6b 61 67 65 5f 66 65
74 63 68 5f 73 65 71 75
65 6e 63 65 72 5f 69 6d
70 6¢ 2e 63 63 28 31 35
3629 5d 2053746172
74 69 6e 67 20 74 68 65
2070 61 63 6b 61 67 65
20 66 65 74 63 68 65 72
Oa

5b 30 33 32 39 2f 31 39
31 38 35 38 2e 34 34 36
3a 49 4e 46 4f 3a 70 61

63 6b 61 67 65 5f 6d 65
746164 6174615f72
65 74 72 69 65 76 65 72
5f 69 6d 70 6¢ 2e 63 63

28 33 33 33 29 5d 20 50
7265706172 69 6e 67
20 74 6f 20 66 65 74 63

68 20 74 68 65 20 64 6f
77 6e 6c 6f 61 64 20 55

52 4c 0a

Ascii Completion Count

[0329/191858.446:INFO:  success or wait 1 6B8ED6C3
main_pro
cess_installer_runner_im
pl.cc(191)] launching
installer backend:
"C:\Users\user\AppData\
Local\Temp\is-
NM93K.tmp\OperaGXS
etup.exe" --backend --
install --import-browser-
data=0 --enable-stats=1 -
-enable-installer-stats=1 -
-con

[0829/191858.446:INFO:  success or wait 1 6B8ED6C3
wininet_impl.cc(338)]

Starting download from

https://autoupdate.geo.

opera.com/geolocation/

[0329/191858.446:INFO:  success or wait 1 6B8ED6C3
wininet_impl.cc(755)]

Stopping the download

[0329/191858.446:INFO:  success or wait 1 6B8ED6C3
package_

fetch_sequencer_impl.cc(

156)] Starting the

package fetcher

[0329/191858.446:INFO:  success or wait 1 6B8ED6C3
package

metadata_retriever_impl.

cc(333)] Preparing to

fetch the download URL

Source Address

Symbol

WriteFile

WriteFile

WriteFile

WriteFile

WriteFile
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File Path

C:\Users\user\AppData\Local\Te
mp\.opera\Opera GX Installer\o
pera_installer_202403291918580
40.log

C:\Users\user\AppData\Local\Te
mp\.opera\Opera GX Installer\o
pera_installer_202403291918580
40.log

C:\Users\user\AppData\Local\Te
mp\.opera\Opera GX Installer\o
pera_installer_202403291918580
40.log

C:\Users\user\AppData\Local\Te
mp\.opera\Opera GX Installer\o
pera_installer_202403291918580
40.log

C:\Users\user\AppData\Local\Te
mp\.opera\Opera GX Installer\o
pera_installer_202403291918580
40.log

Copyright Joe Security LLC 2024

Offset

4394

4483

4621

4692

4827

Length
89

138

71

135

63

Value

5b 30 33 32 39 2f 31 39
31 38 35 38 2e 34 34 36
3a 49 4e 46 4f 3a 70 61

63 6b 61 67 65 5f 6d 65
74 6164617461572
65 74 72 69 65 76 65 72
5f 69 6d 70 6¢ 2e 63 63

28 33 39 31 29 5d 20 46
65 74 63 68 69 6¢ 67 20
74 68 65 20 64 6f 77 6e
6c 6f 61 64 20 55 52 4¢

Oa

5b 30 33 32 39 2f 31 39
31 38 35 38 2e 34 34 36
3a 49 4e 46 4f 3a 77 69
6e 69 6e 65 74 5f 69 6d
70 6¢ 2e 63 63 28 33 33
38 29 5d 20 53 74 61 72
74 69 6e 67 20 64 6f 77
6e 6¢ 6f 61 64 20 66 72
6f 6d 20 68 74 74 70 73
3a 2f 2f 61 75 74 6f 75 70
64 61 74 65 2e 67 65 6f
2e 6f 70 65 72 61 2e 63
6f 6d 2f 76 35 2f 6e 65 74
69 6e 73 74 61 6¢ 6¢ 65
72 2f 67 78 2f 53 74 61
62 6¢ 65 2f 77 69 6e 64
6f 77 73 2f 78 36 34 Oa

5b 30 33 32 39 2f 31 39
31 38 35 39 2e 32 34 33
3a 49 4e 46 4f 3a 77 69
6e 69 6e 65 74 5f 69 6d
70 6¢ 2e 63 63 28 36 31
3129 5d 20 49 6e 69 74
69 61 6¢ 20 7265 71 75
65 73 74 20 63 6f 6d 70
6¢ 65 74 69 6f 6e Oa

5b 30 33 32 39 2f 31 39
31 38 35 39 2e 32 34 33
3a 49 4e 46 4f 3a 77 69
6e 69 6e 65 74 5f 69 6d
70 6¢ 2e 63 63 28 36 33
35 29 5d 20 43 6f 75 6¢
64 20 6e 6f 74 20 67 65
74 20 43 6f 6e 74 65 6e
74 2d 4c 65 6e 67 74 68
20 66 72 6f 6d 20 72 65
73 70 6f 6e 73 65 3a 20
457272 6f 72 20 28 30
78 313344292077 68
69 6¢ 65 20 72 65 74 72
69 65 76 69 6e 67 20 65
7272 6f 72 2e 20 28 30
78 32 46 37 36 29 Oa

5b 30 33 32 39 2f 31 39
31 38 35 39 2e 32 37 34
3a 49 4e 46 4f 3a 77 69
6e 69 6e 65 74 5f 69 6d
70 6¢ 2e 63 63 28 38 38
35 29 5d 20 44 6f 77 6e
6¢ 6f 61 64 20 63 6f 6d
70 6¢ 65 74 65 64 Oa

Ascii

[0329/191858.446:INFO:
package
metadata_retriever_impl.
cc(391)] Fetching the
download URL

[0329/191858.446:INFO:
wininet_impl.cc(338)]
Starting download from
https://autoupdate.geo.
opera.com/v5/netinstaller
/gx/Stable/windows/x64

[0329/191859.243:INFO:
wininet_impl.cc(611)]
Initial request completion

[0329/191859.243:INFO:
wininet_impl.cc(635)]
Could not get Content-
Length from response: Er
ror (0x13D) while
retrieving error. (0x2F76)

[0329/191859.274:INFO:
wininet_impl.cc(885)]
Download completed

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

Count

1

Source Address

6B8ED6C3

6B8ED6C3

6B8ED6C3

6B8ED6C3

6B8ED6C3

Symbol

WriteFile

WriteFile

WriteFile

WriteFile

WriteFile
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File Path

C:\Users\user\AppData\Local\Te
mp\.opera\Opera GX Installer\o
pera_installer_202403291918580
40.log

C:\Users\user\AppData\Local\Te
mp\.opera\Opera GX Installer\o
pera_installer_202403291918580
40.log

C:\Users\user\AppData\Local\Te
mp\.opera\Opera GX Installer\o
pera_installer_202403291918580
40.log

C:\Users\user\AppData\Local\Te
mp\.opera\Opera GX Installer\o
pera_installer_202403291918580
40.log

C:\Users\user\AppData\Local\Te
mp\.opera\Opera GX Installer\o
pera_installer_202403291918580
40.log

Copyright Joe Security LLC 2024

Offset

4890

5121

5192

5327

5390

Length

231

71

135

63

94

Value

5b 30 33 32 39 2f 31 39
3138 35 39 2e 32 37 34
3a 49 4e 46 4f 3a 77 69
6e 69 6e 65 74 5f 69 6d
70 6¢ 2e 63 63 28 33 33
3829 5d 20 53 74 61 72
74 69 6e 67 20 64 6f 77
6e 6¢ 6f 61 64 20 66 72
6f 6d 20 68 74 74 70 73
3a 2f 2f 66 65 61 74 75
7265 73 2e 6f 70 65 72
612d 6170 69 32 2e 63
6f 6d 2f 61 70 69 2f 76 32
2f 66 65 61 74 75 72 65
73 3f 63 6f 75 6e 74 72
79 3d 55 53 26 6¢ 61 6e
67 75 61 67 65 3d 65 6e
2d 47 42 26 75 75 69 64
3d 61 38 31 38 65 37 37
62 2d 31 37 65 34 2d 34
35 32 63 2d 39 31 39 64
2d 38 33 30 65 37 37 31
33 64 37 35 66 26 70 72
6f 64 75 63 74 3d 67 78
26 63 68 61 6e 6e 65 6¢
3d 53 74 61 62 6¢ 65 26
76 65 72 73 69 6f 6e 3d
31 30 37 2e 30 2e 35 30
34 35 2e 37 39 0a

5b 30 33 32 39 2f 31 39
31 38 35 39 2e 32 39 30
3a 49 4e 46 4f 3a 77 69
6e 69 6e 65 74 5f 69 6d
70 6¢ 2e 63 63 28 36 31
3129 5d 20 49 6e 69 74
69 61 6¢ 20 72 65 71 75
65 73 74 20 63 6f 6d 70
6¢ 65 74 69 6f 6e 0a

5b 30 33 32 39 2f 31 39
31 38 35 39 2e 32 39 30
3a 49 4e 46 4f 3a 77 69
6e 69 6e 65 74 5f 69 6d
70 6¢ 2e 63 63 28 36 33
35 29 5d 20 43 6f 75 6¢
64 20 6e 6f 74 20 67 65
74 20 43 6f 6e 74 65 6e
74 2d 4c 65 6e 67 74 68
20 66 72 6f 6d 20 72 65
73 70 6f 6e 73 65 3a 20
457272 6f 72 20 28 30
78 313344292077 68
69 6¢ 65 20 72 65 74 72
69 65 76 69 6e 67 20 65
7272 6f 72 2e 20 28 30
78 32 46 37 36 29 Oa

5b 30 33 32 39 2f 31 39
31 38 35 39 2e 32 39 30
3a 49 4e 46 4f 3a 77 69
6e 69 6e 65 74 5f 69 6d
70 6¢ 2e 63 63 28 38 38
35 29 5d 20 44 6f 77 6e
6¢ 6f 61 64 20 63 6f 6d
70 6¢ 65 74 65 64 Oa

5b 30 33 32 39 2f 31 39
31 38 35 39 2e 32 39 30
3a 49 4e 46 4f 3a 70 61

63 6b 61 67 65 5f 6d 65
74 6164 617461572
6574 72 69 65 76 65 72
5f 69 6d 70 6¢ 2e 63 63

28 34 38 35 29 5d 20 46
65 74 63 68 69 6e 67 20
74 68 65 20 61 64 64 69
74 69 6f 6e 61 6¢ 20 63

6f 6e 66 69 67 0a

Ascii Completion Count

[0329/191859.274:INFO:  success or wait 1 6B8ED6C3
wininet_impl.cc(338)]
Starting download from
https://features.opera-
api2.com/api/v2/features
?count
ry=US&language=en-
GB&uuid=a818e77b-
17e4-452¢-919d-
830e7713d7
5f&product=gx&channel=
Stable&v
ersion=107.0.5045.79

[0329/191859.290:INFO:  success or wait 3 6B8ED6C3
wininet_impl.cc(611)]

Initial request completion

[0329/191859.290:INFO:  success or wait 2 6B8ED6C3
wininet_impl.cc(635)]

Could not get Content-

Length from response: Er

ror (0x13D) while

retrieving error. (0x2F76)

[0329/191859.290:INFO:  success or wait 1 6B8ED6C3
wininet_impl.cc(885)]

Download completed

[0329/191859.290:INFO:  success or wait 1 6BBED6C3
package

metadata_retriever_impl.

cc(485)] Fetching the

additional config

Source Address

Symbol

WriteFile

WriteFile

WriteFile

WriteFile

WriteFile
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File Path Offset Length

C:\Users\user\AppData\Local\Te 5484 224
mp\.opera\Opera GX Installer\o
pera_installer_202403291918580

40.log

C:\Users\user\AppData\Local\Te 5708 71
mp\.opera\Opera GX Installer\o
pera_installer_202403291918580

40.log

C:\Users\user\AppData\Local\Mi 0 1024
crosoft\Windows\INetCache\l[E\T
9RRWRNL \features[1].json

C:\Users\user\AppData\Local\Te 5779 63
mp\.opera\Opera GX Installer\o
pera_installer_202403291918580

40.log

unkno 99
wn

unknown

Copyright Joe Security LLC 2024

Value

5b 30 33 32 39 2f 31 39
31 38 35 39 2e 32 39 30
3a 49 4e 46 4f 3a 77 69
6e 69 6e 65 74 5f 69 6d
70 6¢ 2e 63 63 28 33 33
38 29 5d 20 53 74 61 72
74 69 6e 67 20 64 6f 77
6e 6¢ 6f 61 64 20 66 72
6f 6d 20 68 74 74 70 73
3a 2f 2f 63 6f 6e 66 69 67
2e 67 78 2e 67 61 6d 65
73 2f 76 30 2f 63 6f 6e 66
69 67 3f 75 74 6d 5f 63
61 6d 70 61 69 67 6e 3d
50 57 4e 5f 55 53 5f 50
42 34 5f 33 37 34 32 26
75 74 6d 5f 6d 65 64 69
756d 3d 70 6126 75 74
6d 5f 73 6f 75 72 63 65
3d 50 57 4e 67 61 6d 65
73 26 70 72 6f 64 75 63
74 3d 67 78 26 63 68 61
6e 6e 65 6¢ 3d 53 74 61
62 6¢ 65 26 63 6¢ 69 65
6e 74 3d 6e 65 74 69 6e
7374 61 6¢ 6C 65 72 26
65 64 69 74 69 6f 6e 3d
7374 64 2d 31 0a

5b 30 33 32 39 2f 31 39
31 39 30 30 2e 30 34 30
3a 49 4e 46 4f 3a 77 69
6e 69 6e 65 74 5f 69 6d
70 6¢ 2e 63 63 28 36 31
3129 5d 20 49 6e 69 74
69 61 6¢ 20 7265 71 75
65 73 74 20 63 6f 6d 70
6c 65 74 69 6f 6e 0a

7b 22 66 65 61 74 7572
6573 22 3a 7b 22 30 31
39 37 39 32 39 39 63 38
6364 22 3a7b 2273 74
6174 65 22 3a 22 65 6e
61 62 6¢ 65 64 22 7d 2¢
22 31 33 65 30 32 35 66
36 34 62 64 36 22 3a 7b
227374 61746522 3a
2264 69 73 61 62 6¢C 65
64 22 7d 2¢ 22 31 33 65
65 61 66 38 35 31 64 61
37223a7b?22737461
74 65 22 3a 22 65 6e 61
62 6¢ 65 64 22 7d 2¢ 22
31 3533 32 32 66 34 38
39 39 37 36 22 3a 7b 22
7374 6174 65 22 3a 22
65 6e 61 62 6¢ 65 64 22
7d 2c 22 31 61 64 36 39
62 30 30 37 63 65 35 22
3a7b 227374617465
22 3a 22 65 6e 61 62 6¢
65 64 22 7d 2¢c 22 31 63
34 64 64 64 62 36 35 62
6163223a7b227374
61 74 65 22 3a 22 65 6e
61 62 6¢ 65 64 22 7d 2¢
22 31 64 32 34 64 63 65
6239 3337 61223a7b
227374 617465223a
22 65 6e 61 62 6¢ 65

5b 30 33 32 39 2f 31 39
3139 30 30 2e 30 35 35
3a 49 4e 46 4f 3a 77 69
6e 69 6e 65 74 5f 69 6d
70 6¢ 2e 63 63 28 38 38
35 29 5d 20 44 6f 77 6e
6c 6f 61 64 20 63 6f 6d
70 6¢ 65 74 65 64 0a

Ascii Completion Count

[0329/191859.290:INFO:  success or wait 2 6B8ED6C3
wininet_impl.cc(338)]
Starting download from
https://config.gx.games
/vO/config?
utm_campaign=PWN_US
PB4 _3742&utm_mediu
m=pa&utm_so
urce=PWNgames&produ
ct=gx&chann
el=Stable&client=netinsta
ller&edition=std-1

[0329/191900.040:INFO: 6B8ED6C3
wininet_impl.cc(611)]

Initial request completion

success or wait 1

{"features": success or wait 2 6B8892D3
{"01979299c8c
state":"enabled"},"13e025
f64bd6":
{"state":"disabled"},"13ee
af851da7":
{"state":"enabled"},"
15322f489976":
{"state":"enable
d"},"1ad69b007ce5":
{"state":"e
nabled"},"1c4dddb65bac"
{"stat
e":"enabled"},"1d24dceb9
37a"{"state":"enable

[0329/191900.055:INFO:  success or wait 1 6B8ED6C3
wininet_impl.cc(885)]

Download completed

invalid handle 1 6B9F2B21

Source Address

Symbol

WriteFile

WriteFile

InternetReadFile

WriteFile

WriteFile
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File Path

C:\Users\user\AppData\Local\Te
mp\.opera\Opera GX Installer\o
pera_installer_202403291918580
40.log

unknown

C:\Users\user\AppData\Local\Te
mp\.opera\Opera GX Installer\o
pera_installer_202403291918580
40.log

C:\Users\user\AppData\Local\Te
mp\.opera\Opera GX Installer\o
pera_installer_202403291918580
40.log

C:\Users\user\AppData\Local\Mi
crosoft\Windows\INetCache\lE\9

C680Q69\Opera_GX_107.0.5045.79

_Autoupdate_x64[1].exe

Copyright Joe Security LLC 2024

Offset

5913

unkno
wn

6011

6072

0

Length Value

98 5b 30 33 32 39 2f 31 39
31 39 30 30 2e 33 30 35
3a 45 52 52 4f 52 3a 77
69 6e 69 6e 65 74 5f 69
6d 70 6¢ 2e 63 63 28 39
34 3229 5d 20 52 65 71
7565 73 74 20 63 6f 6d
70 6¢ 65 74 65 64 20 77
69 74 68 20 61 6e 20 75
6e 65 78 70 65 63 74 65
64 20 48 54 54 50 20 73
746174757320 34 30
34 0a

62

61 5b 30 33 32 39 2f 31 39
31 39 30 30 2e 33 30 35
3a 45 52 52 4f 52 3a 77
69 6e 69 6e 65 74 5f 69
6d 70 6¢ 2e 63 63 28 38
36 32 29 5d 20 44 6f 77
6e 6¢ 6f 61 64 20 66 61
69 6¢ 65 64 Oa

92 5b 30 33 32 39 2f 31 39
31 39 30 30 2e 33 30 35
3a 49 4e 46 4f 3a 6d 61
69 6e 5f 70 61 63 6b 61
67 65 5f 64 6f 77 6e 6¢ 6f
61 64 65 72 5f 69 6d 70
6c 2e 63 63 28 37 39 29
5d 20 50 72 65 70 61 72
69 6e 67 20 74 6f 20 66
65 74 63 68 20 74 68 65
20 69 6e 73 74 61 6¢ 6¢C
6572 0a

1018 4d 5a 60 00 01 00 00 00
0400 00 00 fd fd 00 00 fd
00 00 00 00 00 00 00 40
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 60 00 00 00 Oe
1f fd Oe 00 fd 09 fd 21 fd
01 4cfd 21 52 6571 75
69 72 65 20 57 69 6e 64
6f 77 73 0d 0a 24 50 45
00 00 4c 01 04 00 27 00
fd 50 00 00 00 00 00 00
00 00 fd 00 03 01 Ob 01
08 00 00 28 01 00 00 46
00 00 00 00 00 00 fd 2d
0100 00 10 00 00 00 40
01 00 00 00 40 00 00 10
00 00 00 02 00 00 04 00
00 00 00 00 00 00 04 00
00 00 00 00 00 00 00 fd
01 00 00 02 00 00 Oc 7a
08 02 00 00 00 00 00 10
00 00 10 00 00 00 00 10
00 00 10 00 00 00 00 00
00 10 00 00 00 00 00 00
00 00 00 00 00 fd 62 01
00 fd 00 00 00 00 fd 01
00 fd 06 00 00 00 00 00
00 00 00 00 00 58 fd 79
08 fd 29 00

Ascii

[0329/191900.305:ERRO  success or wait

R:wininet_impl.cc(942)]
Request completed with
an unexpected HTTP sta
tus 404

[0329/191900.305:ERRO  success or wait

R:wininet_impl.cc(862)]
Download failed

[0329/191900.305:INFO:
main_pac
kage_downloader_impl.c
¢(79)] Preparing to fetch
the installer

MZ @’ IL!Require
Windows$PEL'P(F-
@@zbXy)

Source Address

6B8ED6C3

6B9F2B21

6B8ED6C3

6B8ED6C3

6B8892D3

Symbol

WriteFile

WriteFile

WriteFile

WriteFile

InternetReadFile
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File Path Offset Length Value Ascii Completion Count Source Address Symbol

C:\Users\user\AppData\Local\Te 0 1018 4d 5260 00 01 0000 00 MZ'@'!L!Require success or wait 49972 6B88AG46 WriteFile
mp\.opera\Opera GX Installer T 04 00 00 00 fd fd 00 00 fd = Windows$PEL'P(F-

emp\opera_package 202403291918 00 00 00 00 00 00 00 40 @@zbXy)

581\opera_package 00 00 00 00 00 00 00 00

00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 60 00 00 00 Oe
1f fd Oe 00 fd 09 fd 21 fd
01 4cfd 21 52 6571 75
69 72 65 20 57 69 6e 64
6f 77 73 0d 0a 24 50 45
00 00 4c 01 04 00 27 00
fd 50 00 00 00 00 00 00
00 00 fd 00 03 01 Ob 01

08 00 00 28 01 00 00 46
00 00 00 00 00 00 fd 2d
0100 00 10 00 00 00 40
0100 00 00 40 00 00 10
00 00 00 02 00 00 04 00
00 00 00 00 00 00 04 00
00 00 00 00 00 00 00 fd
0100 00 02 00 00 Oc 7a
08 02 00 00 00 00 00 10
0000 10 00 00 00 00 10
00 00 10 00 00 00 00 00
00 10 00 00 00 00 00 00
00 00 00 00 00 fd 62 01

00 fd 00 00 00 00 fd 01

00 fd 06 00 00 00 00 00
00 00 00 00 00 58 fd 79

08 fd 29 00
File Read
File Path Offset Length Completion Count Source Address Symbol
C:\Users\user\AppData\Roaming\Opera Software\Opera GX Stable\Crash 0 40 end of file 1 6B945259 ReadFile
Reports\settings.dat
C:\Users\user\AppData\Roaming\Opera Software\Opera GX Stable\Crash 0 40 success or wait 1 6B945259 ReadFile
Reports\settings.dat
C:\Users\user\AppData\Roaming\Opera Software\Opera GX Stable\Crash 0 40 success or wait 1 6B945259 ReadFile
Reports\settings.dat
\Device\Mailslot\opera_installer\C:\Users\user\AppData\Local 0 2048 pending 1 6B807EA4 ReadFile
\Programs\Opera GX
\Device\Mailslot\opera_installer\C:\Users\user\AppData\Local 0 2048 pending 247 6B807EA4 ReadFile
\Programs\Opera GX
\pipe 0 1024 success or wait 1 6BA3046F ReadFile
\pipe 0 1024 pipe broken 1 6BA3046F ReadFile
C:\Users\user\AppData\Local\Temp\.opera\Opera GX Installer T 0 4096 success or wait 1 6B9EDF55 ReadFile

emp\opera_package_202403291918581\installer_prefs_include.json

C:\Users\user\AppData\Local\Temp\.opera\Opera GX Installer T 0 4096 end of file 1 6B9EDF55 ReadFile
emp\opera_package_202403291918581\installer_prefs_include.json

Registry Activities
There is hidden Windows Behavior. Click on Show Windows Behavior to show it.

. Source
Key Path Name Type Old Data New Data Completion Count Address Symbol

Analysis Process: OperaGXSetup.exe PID: 3276, Parent PID: 1396

General

Target ID: 4

Start time: 19:18:57

Start date: 29/03/2024

Path: C:\Users\user\AppData\Local\Temp\is-NM93K.tmp\OperaGXSetup.exe

Wow64 process (32bit): true

Commandline: C:\Users\user\AppData\Local\Temp\is-NM93K.tmp\OperaGXSetup.exe --type=crashpad-handler /prefetch:7 --monitor-self-annotation=ptype=crashpad-handler "-
-database=C:\Users\user\AppData\Roaming\Opera Software\Opera GX Stable\Crash Reports" "--crash-count-file=C:\Users\user\AppData\Roaming\Opera
Software\Opera GX Stable\crash_count.txt" --url=https://crashstats-collector.opera.com/collector/submit --annotation=channel=Stable --annotation=plat=Win32 --
annotation=prod=OperaDesktopGX --annotation=ver=107.0.5045.79 --initial-client-data=0x2e4,0x2e8,0x2ec,0x2c0,0x2f0,0x6bb4623c,0x6bb46248,0x6bb46254

Imagebase: 0x130000
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File size: 3'581'600 bytes

MD5 hash: 3C5239C753641E08EA3C2080FBFD5D51
Has elevated privileges: true
Has administrator true

privileges:

Programmed in: C, C++ or other language
Reputation: low
Has exited: true

File Activities

File Created
File Path

C:\Users\user\AppData\Local\Te
mp\Opera_installer_2403291818579403276.dlI

C:\Users\user\AppData\Roaming\Opera Software\Opera
GX Stable\Crash Reports

C:\Users\user\AppData\Roaming\Opera Software\Opera
GX Stable\Crash Reports\reports

C:\Users\user\AppData\Roaming\Opera Software\Opera
GX Stable\Crash Reports\attachments

C:\Users\user\AppData\Roaming\Opera Software\Opera
GX Stable\Crash Reports\metadata

File Deleted
File Path

C:\Users\user\AppData\Local\Temp\Opera_installer_2403291818579403276.dl|

File Written

File Path Offset Length
C:\Users\user\AppData\Local\Te 0 544912
mp\Opera_installer_24032918185 0
79403276.dll

Copyright Joe Security LLC 2024

Completion

success or wait

object name collision

success or wait

success or wait

success or wait

Completion

Access Attributes Options
read attributes |  device synchronous io
synchronize | non alert | non
generic write directory file
read data or list  device directory file |
directory | synchronous io
synchronize non alert | open
for backup ident
| open reparse
point
read data or list  device directory file |
directory | synchronous io
synchronize non alert | open
for backup ident
| open reparse
point
read data or list  device directory file |
directory | synchronous io
synchronize non alert | open
for backup ident
| open reparse
point
read attributes |  device synchronous io
synchronize | non alert | non
generic read | directory file
generic write
s
Value Ascii
4d 5278 00 01 00 00 00 MZx@x!L!This program

04 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
40 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 78 00 00 00
Oe 1f fd Oe 00 fd 09 fd 21
fd 01 4c fd 21 54 68 69
73207072 6f 67 72 61
6d 20 63 61 6e 6e 6f 74
20 62 65 20 72 75 6e 20
69 6e 20 44 4f 53 20 6d
6f 64 65 2e 24 00 00 50
4500 00 4c 01 0a 00 fd
fd 02 66 00 00 00 00 00
00 00 00 fd 00 22 21 Ob
01 0e 00 00 fd 33 00 00
38 1f 00 00 00 00 00 fd
26 00 00 10 00 00 00 00
0000000000 1000 10
00 00 00 02 00 00 05 00
0100 00 00 00 00 05 00
0100 00 00 00 00 00 fd
54 00 00 04 00 00 fd fd
53 00 03 00 40 41 00 00
10 00 00 10 00 00 00 00
10 00 00 10 00 00 00 00
00 00 10 00 00 00 72 fd
3b 00 6d 00 00 00 e0 3b
00 fd 01 00

cannot be run in DOS
mode.$PEL{"I38&TS@
Ar;m;

uccess or wait

Completion

success or wait

Count

1

Count

1

Count

1

1

132E97

6B20E67B

6B20E67B

6B20E67B

6B20E9B7

Source Address

131979

Source Address

132F54

Source Address

Symbol

CreateFileW

CreateDirect
oryW

CreateDirect
oryW

CreateDirect
oryW

CreateFileW

Symbol

DeleteFileW

Symbol

WriteFile
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File Read

File Path Offset Length Completion Count Source Address
\pipe\crashpad_1396_VPWELDWQUGNWVGGM 0 36 success or wait 1 6B225259
\pipe\crashpad_1396_VPWELDWQUGNWVGGM 0 36 success or wait 1 6B225259
Analysis Process: OperaGXSetup.exe PID: 5068, Parent PID: 1396
General
Target ID: 5
Start time: 19:18:58
Start date: 29/03/2024
Path: C:\Users\user\AppData\Local\Temp\.opera\Opera GX Installer Temp\OperaGXSetup.exe
Wow64 process (32bit): true
Commandline: "C:\Users\user\AppData\Local\Temp\.opera\Opera GX Installer Temp\OperaGXSetup.exe" --version
Imagebase: 0x970000
File size: 3'581'600 bytes
MD5 hash: 3C5239C753641E08EA3C2080FBFD5D51
Has elevated privileges: true
Has administrator true
privileges:
Programmed in: C, C++ or other language
Reputation: low
Has exited: true
File Activities
File Created
File Path Access Attributes Options Completion Count Source Address
C:\Users\user\AppData\Local\Te read attributes |  device synchronous io  success or wait 1 972E97
mp\Opera_installer_2403291818582525068.dII synchronize | non alert | non
generic write directory file
File Deleted
File Path Completion Count Source Address
C:\Users\user\AppData\Local\Temp\Opera_installer_2403291818582525068.dI| success or wait 1 971979
File Written
File Path Offset Length Value Ascii Completion Count Source Address
C:\Users\user\AppData\Local\Te 0 544912 4d 5a 780001000000 MZx@x!L!This program  success or wait 1 972F54
mp\Opera_installer_24032918185 0 04 00 00 00 00 00 00 00  cannot be run in DOS
82525068.dll 00 00 00 00 00 00 00 00 ' mode.$PELf"138&TS@

40 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 78 00 00 00
Oe 1f fd Oe 00 fd 09 fd 21
fd 01 4c fd 21 54 68 69
732070 72 6f 67 72 61
6d 20 63 61 6e 6e 6f 74
20 62 65 20 72 75 6e 20
69 6e 20 44 4f 53 20 6d
6f 64 65 2e 24 00 00 50
4500 00 4c 01 0a 00 fd
fd 02 66 00 00 00 00 00
00 00 00 fd 00 22 21 Ob
01 0e 00 00 fd 33 00 00
38 1f 00 00 00 00 00 fd
26 00 00 10 00 00 00 00
0000000000 1000 10
00 00 00 02 00 00 05 00
0100 00 00 00 00 05 00
0100 00 00 00 00 00 fd
54 00 00 04 00 00 fd fd
53 00 03 00 40 41 00 00
10 00 00 10 00 00 00 00
10 00 00 10 00 00 00 00
0000 10 00 00 00 72 fd
3b 00 6d 00 00 00 e0 3b
00 fd 01 00

Ar;m;
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Symbol
ReadFile
ReadFile

Symbol

CreateFileW

Symbol

DeleteFileW

Symbol

WriteFile
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Analysis Process: OperaGXSetup.exe PID: 652, Parent PID: 1396

General

Target ID: 6

Start time: 19:18:58

Start date: 29/03/2024

Path: C:\Users\user\AppData\Local\Temp\is-NM93K.tmp\OperaGXSetup.exe

Wow64 process (32bit): true

Commandline: "C:\Users\user\AppData\Local\Temp\is-NM93K.tmp\OperaGXSetup.exe" --backend --install --import-browser-data=0 --enable-stats=1 --enable-installer-stats=1 --
consent-given=0 --general-interests=0 --general-location=0 --personalized-content=0 --personalized-ads=0 --launchopera=1 --installfolder="C:\Users\user\App
Data\Local\Programs\Opera GX" --profile-folder --language=en-GB --singleprofile=0 --copyonly=0 --allusers=0 --setdefaultbrowser=1 --pintotaskbar=1 --p
intostartmenu=1 --run-at-startup=1 --server-tracking-data=server_tracking_data --initial-pid=1396 --package-dir-prefix="C:\Users\user\AppData\Local\Te
mp\.opera\Opera GX Installer Temp\opera_package_20240329191858" --session-guid=8ddbc8bc-ca9a-4c2b-a001-468713504759 --server-tracking-blob=N
GFjMjBjZGM20TE2N2RINmJIYjJmY2M2YTBmMZDdmMDY4ZJE3N2Y30OWFNmEXN2RhOTU2NGUYNWUyOTFkYjhINjp7ImNvdW50cnkiOiJVUylsImV
kaXRpb24i0iJzdGQtMSIsImluc3RhbGxIcl9uYW1lljoi T3BlcmFHWFNIdHVwLmMV4ZSIsInByb2R1Y3QiOnsibmFtZSI6Im9wZXJhX2d4In0sInF1ZXJ5ljoiL29wZXJhX
2d4L3NOYWJsZS91ZGI0aW9uL3NOZCO0xP3V0bV9zb3VyY2U9UFdOZ2FZXMmAdXRtX211ZGH bT1wYSZ1dG1fY2FtcGFpZ249UFdOX1VTX1BCNF8
zNzQyJnV0bV9pZD04MDVjOTQ2ZWM3YzUONjgwYjM3ZjU4MmQ1OGRIMTgzMCZ1dG1fY29udGVudD0zNzQyX3NIdHVwaW8iLCJzeXNOZWO0iOnsic
GxhdGZvem0iOnsiYXJjaCl6Ing4NI82NClsIm9we3lzljoiV2IuZG93cylsim9wc3IzLXZIcnNpb24iOilxMClsInBhY2thZ2UiOiJFWEUifX0sInRpbWVzd GFtcCIBIE
3MTE3MzYzMzYuNTMONCIsInVzZXJhZ2VudCl61klubm8gU2V0dXAgNi4yLjliLCJ1dGO0iOnsiY2FtcGFpZ24i0iJQV05fVVNfUEIOXzM3NDILCJjb250ZW5
0ljoiMzcOMI9zZXR 1cGlvliwiaWQiOil4MDVjOTQ2ZWM3YzUONjgwYjM3ZjU4MmQ1OGRIMTgzMClsIm11ZGI1 bSI6InBhliwic29 1cmNIljoiUFdOZ2FtZXM
ifSwidXVpZCl6ImFiN2E4AMGUWLWY 1MjItNDZjMy1iYzdILWQxNzkzYjlwNDhIMiJ9 --silent --desktopshortcut=1 --wait-for-package --initial-proc-handle=7005

000000000000
Imagebase: 0x130000
File size: 3'581'600 bytes
MD5 hash: 3C5239C753641E08EA3C2080FBFD5D51

Has elevated privileges: true

Has administrator true

privileges:

Programmed in: C, C++ or other language
Reputation: low

Has exited: true

File Activities

File Created
File Path Access Attributes Options Completion Count Source Address Symbol
C:\Users\user\AppData\Local\Te read attributes |  device synchronous io  success or wait 1 132E97 CreateFileW
mp\Opera_installer_240329181858612652.dlI synchronize | non alert | non
generic write directory file
C:\Users\user\AppData\Roaming\Opera Software\Opera read data or list  device directory file | object name collision 1 6AC9E67B CreateDirect
GX Stable\Crash Reports directory | synchronous io oryW
synchronize non alert | open
for backup ident
| open reparse
point
C:\Users\user\AppData\Roaming\Opera Software\Opera read data or list  device directory file | object name collision 1 6AC9E67B CreateDirect
GX Stable\Crash Reports\reports directory | synchronous io oryW
synchronize non alert | open
for backup ident
| open reparse
point
C:\Users\user\AppData\Roaming\Opera Software\Opera read data or list  device directory file | object name collision 1 6AC9E67B CreateDirect
GX Stable\Crash Reports\attachments directory | synchronous io oryW
synchronize non alert | open
for backup ident
| open reparse
point
C:\Users\user\AppData\Local\Temp\.opera\Opera GX append data or  device synchronous io  success or wait 1 6ADA800F CreateFileW
Installer\opera_installer_20240329191858956.log add subdirectory non alert | non
or create pipe directory file
instance | read
attributes |
synchronize
C:\Users\user\AppData\Local\Programs\Opera GX read data or list  device directory file | success or wait 1 6AC4D0D4 CreateDirect
directory | synchronous io oryW
synchronize non alert | open
for backup ident
| open reparse
point
C:\Users\user\AppData\Local\Programs\Opera read data or list  device directory file | success or wait 1 6AC4D0D4 CreateDirect
GX\107.0.5045.79 directory | synchronous io oryW
synchronize non alert | open

for backup ident
| open reparse
point
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File Path Access Attributes Options Completion Count Source Address Symbol

C:\Users\user\AppData\Local\Programs\Opera read data or list  device directory file | success or wait 1 6AC4D0D4 CreateDirect
GX\107.0.5045.79\Assets directory | synchronous io oryW
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Programs\Opera read data or list  device directory file | success or wait 1 6AC4D0D4 CreateDirect
GX\107.0.5045.79\fonts directory | synchronous io oryW
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Programs\Opera read data or list  device directory file | success or wait 1 6AC4D0D4 CreateDirect
GX\107.0.5045.79\localization directory | synchronous io oryW
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Programs\Opera read data or list  device directory file | success or wait 1 6AC4D0D4 CreateDirect
GX\107.0.5045.79\MEIPreload directory | synchronous io oryW
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Programs\Opera read data or list  device directory file | success or wait 1 6AC4D0D4 CreateDirect
GX\107.0.5045.79\resources directory | synchronous io oryW
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Programs\Opera read data or list  device directory file | success or wait 1 6AC4D0D4 CreateDirect
GX\107.0.5045.79\resources\standard_themes directory | synchronous io oryW
synchronize non alert | open

for backup ident
| open reparse

point

C:\Users\user\AppData\Local\Programs\Opera read attributes |  device synchronous io  success or wait 1 6AC4BF4F CreateFileW
GX\107.0.5045.79\107.0.5045.79.manifest delete | syn non alert | non

chronize | directory file

generic read |

generic write
C:\Users\user\AppData\Local\Programs\Opera read attributes |  device synchronous io  success or wait 1 6AC4BF4F CreateFileW
GX\107.0.5045.79\f8eff576-81d5-4419-a836-b36d60 delete | syn non alert | non
19d97c.tmp chronize | directory file

generic read |

generic write
C:\Users\user\AppData\Local\Programs\Opera read attributes |  device synchronous io  success or wait 1 6AC4BF4F CreateFileW
GX\107.0.5045.79\Assets\150x150Logo.scale-100.png delete | syn non alert | non

chronize | directory file

generic read |

generic write
C:\Users\user\AppData\Local\Programs\Opera read attributes |  device synchronous io  success or wait 1 6AC4BF4F CreateFileW
GX\107.0.5045.79\Assets\150x150Logo.scale-100_c delete | syn non alert | non
ontrast-white.png chronize | directory file

generic read |

generic write
C:\Users\user\AppData\Local\Programs\Opera read attributes |  device synchronous io  success or wait 1 6AC4BF4F CreateFileW
GX\107.0.5045.79\Assets\150x150Logo.scale-140.png delete | syn non alert | non

chronize | directory file

generic read |

generic write
C:\Users\user\AppData\Local\Programs\Opera read attributes |  device synchronous io  success or wait 1 6AC4BF4F CreateFileW
GX\107.0.5045.79\Assets\150x150Logo.scale-140_c delete | syn non alert | non
ontrast-white.png chronize | directory file

generic read |

generic write
C:\Users\user\AppData\Local\Programs\Opera read attributes |  device synchronous io  success or wait 1 6AC4BF4F CreateFileW
GX\107.0.5045.79\Assets\150x150Logo.scale-180.png delete | syn non alert | non

chronize | directory file

generic read |

generic write
C:\Users\user\AppData\Local\Programs\Opera read attributes |  device synchronous io  success or wait 1 6AC4BF4F CreateFileW
GX\107.0.5045.79\Assets\150x150Logo.scale-180_c delete | syn non alert | non
ontrast-white.png chronize | directory file

generic read |

generic write
C:\Users\user\AppData\Local\Programs\Opera read attributes |  device synchronous io  success or wait 1 6AC4BF4F CreateFileW
GX\107.0.5045.79\Assets\150x150Logo.scale-80.png delete | syn non alert | non

chronize | directory file

generic read |
generic write
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File Path

C:\Users\user\AppData\Local\Programs\Opera
GX\107.0.5045.79\Assets\150x150Logo.scale-80_co
ntrast-white.png

C:\Users\user\AppData\Local\Programs\Opera
GX\107.0.5045.79\Assets\70x70Logo.scale-100.png

C:\Users\user\AppData\Local\Programs\Opera
GX\107.0.5045.79\Assets\70x70Logo.scale-100_contrast-
white.png

C:\Users\user\AppData\Local\Programs\Opera
GX\107.0.5045.79\Assets\70x70Logo.scale-140.png

C:\Users\user\AppData\Local\Programs\Opera
GX\107.0.5045.79\Assets\70x70Logo.scale-140_contrast-
white.png

C:\Users\user\AppData\Local\Programs\Opera
GX\107.0.5045.79\Assets\70x70Logo.scale-180.png

C:\Users\user\AppData\Local\Programs\Opera
GX\107.0.5045.79\Assets\70x70Logo.scale-180_contrast-
white.png

C:\Users\user\AppData\Local\Programs\Opera
GX\107.0.5045.79\Assets\70x70Logo.scale-80.png

C:\Users\user\AppData\Local\Programs\Opera
GX\107.0.5045.79\Assets\70x70Logo.scale-80_contrast-
white.png

C:\Users\user\AppData\Local\Programs\Opera
GX\107.0.5045.79\assistant_package

C:\Users\user\AppData\Local\Programs\Opera
GX\107.0.5045.79\CUESDK.x64_2017.dll

C:\Users\user\AppData\Local\Programs\Opera
GX\107.0.5045.79\d3dcompiler_47.dll

C:\Users\user\AppData\Local\Programs\Opera
GX\107.0.5045.79\dxcompiler.dll

C:\Users\user\AppData\Local\Programs\Opera
GX\107.0.5045.79\dxil.dll

C:\Users\user\AppData\Local\Programs\Opera
GX\107.0.5045.79\files_list

C:\Users\user\AppData\Local\Programs\Opera
GX\107.0.5045.79\fonts\Inter-Black.ttf
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Access

read attributes |
delete | syn
chronize |
generic read |
generic write

read attributes |
delete | syn
chronize |
generic read |
generic write

read attributes |
delete | syn
chronize |
generic read |
generic write

read attributes |
delete | syn
chronize |
generic read |
generic write

read attributes |
delete | syn
chronize |
generic read |
generic write

read attributes |
delete | syn
chronize |
generic read |
generic write

read attributes |
delete | syn
chronize |
generic read |
generic write

read attributes |
delete | syn
chronize |
generic read |
generic write

read attributes |
delete | syn
chronize |
generic read |
generic write

read attributes |
delete | syn
chronize |
generic read |
generic write

read attributes |
delete | syn
chronize |
generic read |
generic write

read attributes |
delete | syn
chronize |
generic read |
generic write

read attributes |
delete | syn
chronize |
generic read |
generic write

read attributes |
delete | syn
chronize |
generic read |
generic write

read attributes |
delete | syn
chronize |
generic read |
generic write

read attributes |
delete | syn
chronize |
generic read |
generic write

Attributes

device

device

device

device

device

device

device

device

device

device

device

device

device

device

device

device

Options

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count

1

Source Address

6AC4BF4F

6AC4BF4F

6AC4BF4F

6AC4BF4F

6AC4BF4F

6AC4BF4F

6AC4BF4F

6AC4BF4F

6AC4BF4F

6AC4BF4F

6AC4BF4F

6AC4BF4F

6AC4BF4F

6AC4BF4F

6AC4BF4F

6AC4BF4F

Symbol

CreateFileW

CreateFileW

CreateFileW

CreateFileW

CreateFileW

CreateFileW

CreateFileW

CreateFileW

CreateFileW

CreateFileW

CreateFileW

CreateFileW

CreateFileW

CreateFileW

CreateFileW

CreateFileW
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C:\Users\user\AppData\Local\Programs\Opera read attributes |  device synchronous io  success or wait 1 6AC4BF4F CreateFileW
GX\107.0.5045.79\fonts\Inter-Blackltalic.ttf delete | syn non alert | non
chronize | directory file

generic read |
generic write

C:\Users\user\AppData\Local\Programs\Opera read attributes |  device synchronous io  success or wait 1 6AC4BF4F CreateFileW
GX\107.0.5045.79\fonts\Inter-Bold.ttf delete | syn non alert | non
chronize | directory file

generic read |
generic write

C:\Users\user\AppData\Local\Programs\Opera read attributes |  device synchronous io  success or wait 1 6AC4BF4F CreateFileW
GX\107.0.5045.79\fonts\Inter-Boldltalic.itf delete | syn non alert | non
chronize | directory file

generic read |
generic write

C:\Users\user\AppData\Local\Programs\Opera read attributes |  device synchronous io  success or wait 1 6AC4BF4F CreateFileW
GX\107.0.5045.79\fonts\Inter-ExtraBold.ttf delete | syn non alert | non
chronize | directory file

generic read |
generic write

C:\Users\user\AppData\Local\Programs\Opera read attributes |  device synchronous io  success or wait 1 6AC4BF4F CreateFileW
GX\107.0.5045.79\fonts\Inter-ExtraBoldltalic.tf delete | syn non alert | non
chronize | directory file

generic read |
generic write

C:\Users\user\AppData\Local\Programs\Opera read attributes |  device synchronous io  success or wait 1 6AC4BF4F CreateFileW
GX\107.0.5045.79\fonts\Inter-ExtraLight.ttf delete | syn non alert | non
chronize | directory file

generic read |
generic write

C:\Users\user\AppData\Local\Programs\Opera read attributes |  device synchronous io  success or wait 1 6AC4BF4F CreateFileW
GX\107.0.5045.79\fonts\Inter-ExtraLightltalic.ttf delete | syn non alert | non
chronize | directory file

generic read |
generic write

C:\Users\user\AppData\Local\Programs\Opera read attributes |  device synchronous io  success or wait 1 6AC4BF4F CreateFileW
GX\107.0.5045.79\fonts\Inter-Italic.ttf delete | syn non alert | non
chronize | directory file

generic read |
generic write

C:\Users\user\AppData\Local\Programs\Opera read attributes |  device synchronous io  success or wait 1 6AC4BF4F CreateFileW
GX\107.0.5045.79\fonts\Inter-Light.ttf delete | syn non alert | non
chronize | directory file

generic read |
generic write

C:\Users\user\AppData\Local\Programs\Opera read attributes |  device synchronous io  success or wait 1 6AC4BF4F CreateFileW
GX\107.0.5045.79\fonts\Inter-Lightltalic.ttf delete | syn non alert | non
chronize | directory file

generic read |
generic write

C:\Users\user\AppData\Local\Programs\Opera read attributes |  device synchronous io  success or wait 1 6AC4BF4F CreateFileW
GX\107.0.5045.79\fonts\Inter-Medium.ttf delete | syn non alert | non
chronize | directory file

generic read |
generic write

C:\Users\user\AppData\Local\Programs\Opera read attributes |  device synchronous io  success or wait 1 6AC4BF4F CreateFileW
GX\107.0.5045.79\fonts\Inter-Mediumltalic.ttf delete | syn non alert | non
chronize | directory file

generic read |
generic write

C:\Users\user\AppData\Local\Programs\Opera read attributes |  device synchronous io  success or wait 1 6AC4BF4F CreateFileW
GX\107.0.5045.79\fonts\Inter-Regular.tf delete | syn non alert | non
chronize | directory file

generic read |
generic write

C:\Users\user\AppData\Local\Programs\Opera read attributes |  device synchronous io  success or wait 1 6AC4BF4F CreateFileW
GX\107.0.5045.79\fonts\Inter-SemiBold.1tf delete | syn non alert | non
chronize | directory file

generic read |
generic write

C:\Users\user\AppData\Local\Programs\Opera read attributes |  device synchronous io  success or wait 1 6AC4BF4F CreateFileW
GX\107.0.5045.79\fonts\Inter-SemiBoldltalic.ttf delete | syn non alert | non
chronize | directory file

generic read |
generic write

C:\Users\user\AppData\Local\Programs\Opera read attributes |  device synchronous io  success or wait 1 6AC4BF4F CreateFileW
GX\107.0.5045.79\fonts\Inter-Thin.ttf delete | syn non alert | non
chronize | directory file

generic read |
generic write
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C:\Users\user\AppData\Local\Programs\Opera read attributes |  device synchronous io  success or wait 1 6AC4BF4F CreateFileW
GX\107.0.5045.79\fonts\Inter-Thinltalic.ttf delete | syn non alert | non
chronize | directory file

generic read |
generic write

C:\Users\user\AppData\Local\Programs\Opera read attributes |  device synchronous io  success or wait 1 6AC4BF4F CreateFileW
GX\107.0.5045.79\headless_command_resources.pak delete | syn non alert | non
chronize | directory file

generic read |
generic write

C:\Users\user\AppData\Local\Programs\Opera read attributes |  device synchronous io  success or wait 1 6AC4BF4F CreateFileW
GX\107.0.5045.79\headless_lib_data.pak delete | syn non alert | non
chronize | directory file

generic read |
generic write

C:\Users\user\AppData\Local\Programs\Opera read attributes |  device synchronous io  success or wait 1 6AC4BF4F CreateFileW
GX\107.0.5045.79\headless_lib_strings.pak delete | syn non alert | non
chronize | directory file

generic read |
generic write

C:\Users\user\AppData\Local\Programs\Opera read attributes |  device synchronous io  success or wait 1 6AC4BF4F CreateFileW
GX\107.0.5045.79\icudtl.dat delete | syn non alert | non
chronize | directory file

generic read |
generic write

C:\Users\user\AppData\Local\Programs\Opera read attributes |  device synchronous io  success or wait 1 6AC4BF4F CreateFileW
GX\107.0.5045.79\installer.exe delete | syn non alert | non
chronize | directory file

generic read |
generic write

C:\Users\user\AppData\Local\Programs\Opera read attributes |  device synchronous io  success or wait 1 6AC4BF4F CreateFileW
GX\107.0.5045.79\installer_helper_64.exe delete | syn non alert | non
chronize | directory file

generic read |
generic write

C:\Users\user\AppData\Local\Programs\Opera read attributes |  device synchronous io  success or wait 1 6AC4BF4F CreateFileW
GX\107.0.5045.79\launcher.exe delete | syn non alert | non
chronize | directory file

generic read |
generic write

C:\Users\user\AppData\Local\Programs\Opera read attributes |  device synchronous io  success or wait 1 6AC4BF4F CreateFileW
GX\107.0.5045.79\launcher.visualelementsmanifest.xml delete | syn non alert | non
chronize | directory file

generic read |
generic write

C:\Users\user\AppData\Local\Programs\Opera read attributes |  device synchronous io  success or wait 1 6AC4BF4F CreateFileW
GX\107.0.5045.79\lIbEGL.dll delete | syn non alert | non
chronize | directory file

generic read |
generic write

C:\Users\user\AppData\Local\Programs\Opera read attributes |  device synchronous io  success or wait 1 6AC4BF4F CreateFileW
GX\107.0.5045.79\libGLESv2.dlI delete | syn non alert | non
chronize | directory file

generic read |
generic write

C:\Users\user\AppData\Local\Programs\Opera read attributes |  device synchronous io  success or wait 1 6AC4BF4F CreateFileW
GX\107.0.5045.79\localization\bg.pak delete | syn non alert | non
chronize | directory file

generic read |
generic write

C:\Users\user\AppData\Local\Programs\Opera read attributes |  device synchronous io  success or wait 1 6AC4BF4F CreateFileW
GX\107.0.5045.79\localization\bn.pak delete | syn non alert | non
chronize | directory file

generic read |
generic write

C:\Users\user\AppData\Local\Programs\Opera read attributes |  device synchronous io  success or wait 1 6AC4BF4F CreateFileW
GX\107.0.5045.79\localization\ca.pak delete | syn non alert | non
chronize | directory file

generic read |
generic write

C:\Users\user\AppData\Local\Programs\Opera read attributes |  device synchronous io  success or wait 1 6AC4BF4F CreateFileW
GX\107.0.5045.79\localization\cs.pak delete | syn non alert | non
chronize | directory file

generic read |
generic write

C:\Users\user\AppData\Local\Programs\Opera read attributes |  device synchronous io  success or wait 1 6AC4BF4F CreateFileW
GX\107.0.5045.79\localization\da.pak delete | syn non alert | non
chronize | directory file

generic read |
generic write
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C:\Users\user\AppData\Local\Programs\Opera read attributes |  device synchronous io  success or wait 1 6AC4BF4F CreateFileW
GX\107.0.5045.79\localization\de.pak delete | syn non alert | non
chronize | directory file

generic read |
generic write

C:\Users\user\AppData\Local\Programs\Opera read attributes |  device synchronous io  success or wait 1 6AC4BF4F CreateFileW
GX\107.0.5045.79\localization\el.pak delete | syn non alert | non
chronize | directory file

generic read |
generic write

C:\Users\user\AppData\Local\Programs\Opera read attributes |  device synchronous io  success or wait 1 6AC4BF4F CreateFileW
GX\107.0.5045.79\localization\en-GB.pak delete | syn non alert | non
chronize | directory file

generic read |
generic write

C:\Users\user\AppData\Local\Programs\Opera read attributes |  device synchronous io  success or wait 1 6AC4BF4F CreateFileW
GX\107.0.5045.79\localization\en-US.pak delete | syn non alert | non
chronize | directory file

generic read |
generic write

C:\Users\user\AppData\Local\Programs\Opera read attributes |  device synchronous io  success or wait 1 6AC4BF4F CreateFileW
GX\107.0.5045.79\localization\es-419.pak delete | syn non alert | non
chronize | directory file

generic read |
generic write

C:\Users\user\AppData\Local\Programs\Opera read attributes |  device synchronous io  success or wait 1 6AC4BF4F CreateFileW
GX\107.0.5045.79\localization\es.pak delete | syn non alert | non
chronize | directory file

generic read |
generic write

C:\Users\user\AppData\Local\Programs\Opera read attributes |  device synchronous io  success or wait 1 6AC4BF4F CreateFileW
GX\107.0.5045.79\localization\fi.pak delete | syn non alert | non
chronize | directory file

generic read |
generic write

C:\Users\user\AppData\Local\Programs\Opera read attributes |  device synchronous io  success or wait 1 6AC4BF4F CreateFileW
GX\107.0.5045.79\localization\fil.pak delete | syn non alert | non
chronize | directory file

generic read |
generic write

C:\Users\user\AppData\Local\Programs\Opera read attributes |  device synchronous io  success or wait 1 6AC4BF4F CreateFileW
GX\107.0.5045.79\localization\fr.pak delete | syn non alert | non
chronize | directory file

generic read |
generic write

C:\Users\user\AppData\Local\Programs\Opera read attributes |  device synchronous io  success or wait 1 6AC4BF4F CreateFileW
GX\107.0.5045.79\localization\hi.pak delete | syn non alert | non
chronize | directory file

generic read |
generic write

C:\Users\user\AppData\Local\Programs\Opera read attributes |  device synchronous io  success or wait 1 6AC4BF4F CreateFileW
GX\107.0.5045.79\localization\hr.pak delete | syn non alert | non
chronize | directory file

generic read |
generic write

C:\Users\user\AppData\Local\Programs\Opera read attributes |  device synchronous io  success or wait 1 6AC4BF4F CreateFileW
GX\107.0.5045.79\localization\hu.pak delete | syn non alert | non
chronize | directory file

generic read |
generic write

C:\Users\user\AppData\Local\Programs\Opera read attributes |  device synchronous io  success or wait 1 6AC4BF4F CreateFileW
GX\107.0.5045.79\localization\id.pak delete | syn non alert | non
chronize | directory file

generic read |
generic write

C:\Users\user\AppData\Local\Programs\Opera read attributes |  device synchronous io  success or wait 1 6AC4BF4F CreateFileW
GX\107.0.5045.79\localization\it.pak delete | syn non alert | non
chronize | directory file

generic read |
generic write

C:\Users\user\AppData\Local\Programs\Opera read attributes |  device synchronous io  success or wait 1 6AC4BF4F CreateFileW
GX\107.0.5045.79\localization\ja.pak delete | syn non alert | non
chronize | directory file

generic read |
generic write

C:\Users\user\AppData\Local\Programs\Opera read attributes |  device synchronous io  success or wait 1 6AC4BF4F CreateFileW
GX\107.0.5045.79\localization\ko.pak delete | syn non alert | non
chronize | directory file

generic read |
generic write
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C:\Users\user\AppData\Local\Programs\Opera read attributes |  device synchronous io  success or wait 1 6AC4BF4F CreateFileW
GX\107.0.5045.79\localization\It.pak delete | syn non alert | non
chronize | directory file

generic read |
generic write

C:\Users\user\AppData\Local\Programs\Opera read attributes |  device synchronous io  success or wait 1 6AC4BF4F CreateFileW
GX\107.0.5045.79\localization\lv.pak delete | syn non alert | non
chronize | directory file

generic read |
generic write

C:\Users\user\AppData\Local\Programs\Opera read attributes |  device synchronous io  success or wait 1 6AC4BF4F CreateFileW
GX\107.0.5045.79\localization\ms.pak delete | syn non alert | non
chronize | directory file

generic read |
generic write

C:\Users\user\AppData\Local\Programs\Opera read attributes |  device synchronous io  success or wait 1 6AC4BF4F CreateFileW
GX\107.0.5045.79\localization\nb.pak delete | syn non alert | non
chronize | directory file

generic read |
generic write

C:\Users\user\AppData\Local\Programs\Opera read attributes |  device synchronous io  success or wait 1 6AC4BF4F CreateFileW
GX\107.0.5045.79\localization\nl.pak delete | syn non alert | non
chronize | directory file

generic read |
generic write

C:\Users\user\AppData\Local\Programs\Opera read attributes |  device synchronous io  success or wait 1 6AC4BF4F CreateFileW
GX\107.0.5045.79\localization\pl.pak delete | syn non alert | non
chronize | directory file

generic read |
generic write

C:\Users\user\AppData\Local\Programs\Opera read attributes |  device synchronous io  success or wait 1 6AC4BF4F CreateFileW
GX\107.0.5045.79\localization\pt-BR.pak delete | syn non alert | non
chronize | directory file

generic read |
generic write

C:\Users\user\AppData\Local\Programs\Opera read attributes |  device synchronous io  success or wait 1 6AC4BF4F CreateFileW
GX\107.0.5045.79\localization\pt-PT.pak delete | syn non alert | non
chronize | directory file

generic read |
generic write

C:\Users\user\AppData\Local\Programs\Opera read attributes |  device synchronous io  success or wait 1 6AC4BF4F CreateFileW
GX\107.0.5045.79\localization\ro.pak delete | syn non alert | non
chronize | directory file

generic read |
generic write

C:\Users\user\AppData\Local\Programs\Opera read attributes |  device synchronous io  success or wait 1 6AC4BF4F CreateFileW
GX\107.0.5045.79\localization\ru.pak delete | syn non alert | non
chronize | directory file

generic read |
generic write

C:\Users\user\AppData\Local\Programs\Opera read attributes |  device synchronous io  success or wait 1 6AC4BF4F CreateFileW
GX\107.0.5045.79\localization\sk.pak delete | syn non alert | non
chronize | directory file

generic read |
generic write

C:\Users\user\AppData\Local\Programs\Opera read attributes |  device synchronous io  success or wait 1 6AC4BF4F CreateFileW
GX\107.0.5045.79\localization\sr.pak delete | syn non alert | non
chronize | directory file

generic read |
generic write

C:\Users\user\AppData\Local\Programs\Opera read attributes |  device synchronous io  success or wait 1 6AC4BF4F CreateFileW
GX\107.0.5045.79\localization\sv.pak delete | syn non alert | non
chronize | directory file

generic read |
generic write

C:\Users\user\AppData\Local\Programs\Opera read attributes |  device synchronous io  success or wait 1 6AC4BF4F CreateFileW
GX\107.0.5045.79\localization\sw.pak delete | syn non alert | non
chronize | directory file

generic read |
generic write

C:\Users\user\AppData\Local\Programs\Opera read attributes |  device synchronous io  success or wait 1 6AC4BF4F CreateFileW
GX\107.0.5045.79\localization\ta.pak delete | syn non alert | non
chronize | directory file

generic read |
generic write

C:\Users\user\AppData\Local\Programs\Opera read attributes |  device synchronous io  success or wait 1 6AC4BF4F CreateFileW
GX\107.0.5045.79\localization\te.pak delete | syn non alert | non
chronize | directory file

generic read |
generic write
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C:\Users\user\AppData\Local\Programs\Opera read attributes |  device synchronous io  success or wait 1 6AC4BF4F CreateFileW
GX\107.0.5045.79\localization\th.pak delete | syn non alert | non
chronize | directory file

generic read |
generic write

C:\Users\user\AppData\Local\Programs\Opera read attributes |  device synchronous io  success or wait 1 6AC4BF4F CreateFileW
GX\107.0.5045.79\localization\tr.pak delete | syn non alert | non
chronize | directory file

generic read |
generic write

C:\Users\user\AppData\Local\Programs\Opera read attributes |  device synchronous io  success or wait 1 6AC4BF4F CreateFileW
GX\107.0.5045.79\localization\uk.pak delete | syn non alert | non
chronize | directory file

generic read |
generic write

C:\Users\user\AppData\Local\Programs\Opera read attributes |  device synchronous io  success or wait 1 6AC4BF4F CreateFileW
GX\107.0.5045.79\localization\vi.pak delete | syn non alert | non
chronize | directory file

generic read |
generic write

C:\Users\user\AppData\Local\Programs\Opera read attributes |  device synchronous io  success or wait 1 6AC4BF4F CreateFileW
GX\107.0.5045.79\localization\zh-CN.pak delete | syn non alert | non
chronize | directory file

generic read |
generic write

C:\Users\user\AppData\Local\Programs\Opera read attributes |  device synchronous io  success or wait 1 6AC4BF4F CreateFileW
GX\107.0.5045.79\localization\zh-TW.pak delete | syn non alert | non
chronize | directory file

generic read |
generic write

C:\Users\user\AppData\Local\Programs\Opera read attributes |  device synchronous io  success or wait 1 6AC4BF4F CreateFileW
GX\107.0.5045.79\MEIPreload\manifest.json delete | syn non alert | non
chronize | directory file

generic read |
generic write

C:\Users\user\AppData\Local\Programs\Opera read attributes |  device synchronous io  success or wait 1 6AC4BF4F CreateFileW
GX\107.0.5045.79\MEIPreload\preloaded_data.pb delete | syn non alert | non
chronize | directory file

generic read |
generic write

C:\Users\user\AppData\Local\Programs\Opera read attributes |  device synchronous io  success or wait 1 6AC4BF4F CreateFileW
GX\107.0.5045.79\mojo_core.dll delete | syn non alert | non
chronize | directory file

generic read |
generic write

C:\Users\user\AppData\Local\Programs\Opera read attributes |  device synchronous io  success or wait 1 6AC4BF4F CreateFileW
GX\107.0.5045.79\notification_helper.exe delete | syn non alert | non
chronize | directory file

generic read |
generic write

C:\Users\user\AppData\Local\Programs\Opera read attributes |  device synchronous io  success or wait 1 6AC4BF4F CreateFileW
GX\107.0.5045.79\opera.exe delete | syn non alert | non
chronize | directory file

generic read |
generic write

C:\Users\user\AppData\Local\Programs\Opera read attributes |  device synchronous io  success or wait 1 6AC4BF4F CreateFileW
GX\107.0.5045.79\opera.exe.sig delete | syn non alert | non
chronize | directory file

generic read |
generic write

C:\Users\user\AppData\Local\Programs\Opera read attributes |  device synchronous io  success or wait 1 6AC4BF4F CreateFileW
GX\107.0.5045.79\opera.pak delete | syn non alert | non
chronize | directory file

generic read |
generic write

C:\Users\user\AppData\Local\Programs\Opera read attributes |  device synchronous io  success or wait 1 6AC4BF4F CreateFileW
GX\107.0.5045.79\opera.visualelementsmanifest.xml delete | syn non alert | non
chronize | directory file

generic read |
generic write

C:\Users\user\AppData\Local\Programs\Opera read attributes |  device synchronous io  success or wait 1 6AC4BF4F CreateFileW
GX\107.0.5045.79\opera_100_percent.pak delete | syn non alert | non
chronize | directory file

generic read |
generic write

C:\Users\user\AppData\Local\Programs\Opera read attributes |  device synchronous io  success or wait 1 6AC4BF4F CreateFileW
GX\107.0.5045.79\opera_125_percent.pak delete | syn non alert | non
chronize | directory file

generic read |
generic write
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C:\Users\user\AppData\Local\Programs\Opera read attributes |  device synchronous io  success or wait 1 6AC4BF4F CreateFileW
GX\107.0.5045.79\opera_150_percent.pak delete | syn non alert | non
chronize | directory file

generic read |
generic write

C:\Users\user\AppData\Local\Programs\Opera read attributes |  device synchronous io  success or wait 1 6AC4BF4F CreateFileW
GX\107.0.5045.79\opera_200_percent.pak delete | syn non alert | non
chronize | directory file

generic read |
generic write

C:\Users\user\AppData\Local\Programs\Opera read attributes |  device synchronous io  success or wait 1 6AC4BF4F CreateFileW
GX\107.0.5045.79\opera_250_percent.pak delete | syn non alert | non
chronize | directory file

generic read |
generic write

C:\Users\user\AppData\Local\Programs\Opera read attributes |  device synchronous io  success or wait 1 6AC4BF4F CreateFileW
GX\107.0.5045.79\opera_autoupdate.exe delete | syn non alert | non
chronize | directory file

generic read |
generic write

C:\Users\user\AppData\Local\Programs\Opera read attributes |  device synchronous io  success or wait 1 6AC4BF4F CreateFileW
GX\107.0.5045.79\opera_autoupdate.licenses delete | syn non alert | non
chronize | directory file

generic read |
generic write

C:\Users\user\AppData\Local\Programs\Opera read attributes |  device synchronous io  success or wait 1 6AC4BF4F CreateFileW
GX\107.0.5045.79\opera_autoupdate.version delete | syn non alert | non
chronize | directory file

generic read |
generic write

C:\Users\user\AppData\Local\Programs\Opera read attributes |  device synchronous io  success or wait 1 6AC4BF4F CreateFileW
GX\107.0.5045.79\opera_browser.dll delete | syn non alert | non
chronize | directory file

generic read |
generic write

C:\Users\user\AppData\Local\Programs\Opera read attributes |  device synchronous io  success or wait 1 6AC4BF4F CreateFileW
GX\107.0.5045.79\opera_browser.dll.sig delete | syn non alert | non
chronize | directory file

generic read |
generic write

C:\Users\user\AppData\Local\Programs\Opera read attributes |  device synchronous io  success or wait 1 6AC4BF4F CreateFileW
GX\107.0.5045.79\opera_crashreporter.exe delete | syn non alert | non
chronize | directory file

generic read |
generic write

C:\Users\user\AppData\Local\Programs\Opera read attributes |  device synchronous io  success or wait 1 6AC4BF4F CreateFileW
GX\107.0.5045.79\opera_elf.dll delete | syn non alert | non
chronize | directory file

generic read |
generic write

C:\Users\user\AppData\Local\Programs\Opera read attributes |  device synchronous io  success or wait 1 6AC4BF4F CreateFileW
GX\107.0.5045.79\opera_gx_splash.exe delete | syn non alert | non
chronize | directory file

generic read |
generic write

C:\Users\user\AppData\Local\Programs\Opera read attributes |  device synchronous io  success or wait 1 6AC4BF4F CreateFileW
GX\107.0.5045.79\Resources.pri delete | syn non alert | non
chronize | directory file

generic read |
generic write

C:\Users\user\AppData\Local\Programs\Opera read attributes |  device synchronous io  success or wait 1 6AC4BF4F CreateFileW
GX\107.0.5045.79\resources\013E742B-287B-4228-A0B9- delete | syn non alert | non
BD617E4E02A4.ico chronize | directory file

generic read |
generic write

C:\Users\user\AppData\Local\Programs\Opera read attributes |  device synchronous io  success or wait 1 6AC4BF4F CreateFileW
GX\107.0.5045.79\resources\07593226-C5C5-438B-8 delete | syn non alert | non
6BE-3F6361CD5B10.ico chronize | directory file

generic read |
generic write

C:\Users\user\AppData\Local\Programs\Opera read attributes |  device synchronous io  success or wait 1 6AC4BF4F CreateFileW
GX\107.0.5045.79\resources\OCD5F3A0-8BF6-11E2-9 delete | syn non alert | non
E96-0800200C9A66.ico chronize | directory file

generic read |
generic write

C:\Users\user\AppData\Local\Programs\Opera read attributes |  device synchronous io  success or wait 1 6AC4BF4F CreateFileW
GX\107.0.5045.79\resources\1AF2CDD0-8BF3-11E2-9 delete | syn non alert | non
E96-0800200C9A66.ico chronize | directory file

generic read |
generic write
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C:\Users\user\AppData\Local\Programs\Opera read attributes |  device synchronous io  success or wait 1 6AC4BF4F CreateFileW
GX\107.0.5045.79\resources\1CF37043-6733-479C-9086- delete | syn non alert | non
7B21A2292DDA.ico chronize | directory file

generic read |
generic write

C:\Users\user\AppData\Local\Programs\Opera read attributes |  device synchronous io  success or wait 1 6AC4BF4F CreateFileW
GX\107.0.5045.79\resources\2A3F5C20-8BF5-11E2-9 delete | syn non alert | non
E96-0800200C9A66.ico chronize | directory file

generic read |
generic write

C:\Users\user\AppData\Local\Programs\Opera read attributes |  device synchronous io  success or wait 1 6AC4BF4F CreateFileW
GX\107.0.5045.79\resources\2F8FOE41-F521-45A4-9691-  delete | syn non alert | non
F664AFAFE67F.ico chronize | directory file

generic read |
generic write

C:\Users\user\AppData\Local\Programs\Opera read attributes |  device synchronous io  success or wait 1 6AC4BF4F CreateFileW
GX\107.0.5045.79\resources\3B6191A0-8BF3-11E2-9E96- delete | syn non alert | non
0800200C9A66.ico chronize | directory file

generic read |
generic write

C:\Users\user\AppData\Local\Programs\Opera read attributes |  device synchronous io  success or wait 1 6AC4BF4F CreateFileW
GX\107.0.5045.79\resources\3BFDFA54-5DD6-4DFF-8 delete | syn non alert | non
B6C-C1715F306D6B.ico chronize | directory file

generic read |
generic write

C:\Users\user\AppData\Local\Programs\Opera read attributes |  device synchronous io  success or wait 1 6AC4BF4F CreateFileW
GX\107.0.5045.79\resources\4C95ADC1-5FD9-449D-B delete | syn non alert | non
C75-77CA217403AE.ico chronize | directory file

generic read |
generic write

C:\Users\user\AppData\Local\Programs\Opera read attributes |  device synchronous io  success or wait 1 6AC4BF4F CreateFileW
GX\107.0.5045.79\resources\5BBBDD5B-EDC7-4168-9 delete | syn non alert | non
F5D-290AF826E716.ico chronize | directory file

generic read |
generic write

C:\Users\user\AppData\Local\Programs\Opera read attributes |  device synchronous io  success or wait 1 6AC4BF4F CreateFileW
GX\107.0.5045.79\resources\66DD4BB6-A3BA-4B11-A delete | syn non alert | non
F7A-FABF23E073B2.ico chronize | directory file

generic read |
generic write

C:\Users\user\AppData\Local\Programs\Opera read attributes |  device synchronous io  success or wait 1 6AC4BF4F CreateFileW
GX\107.0.5045.79\resources\6D3582E1-6013-429F-BB34-  delete | syn non alert | non
C75B90CDD1F8.ico chronize | directory file

generic read |
generic write

C:\Users\user\AppData\Local\Programs\Opera read attributes |  device synchronous io  success or wait 1 6AC4BF4F CreateFileW
GX\107.0.5045.79\resources\76C397A8-9E8E-4706-8203- delete | syn non alert | non
BD2878E9C618.ico chronize | directory file

generic read |
generic write

C:\Users\user\AppData\Local\Programs\Opera read attributes |  device synchronous io  success or wait 1 6AC4BF4F CreateFileW
GX\107.0.5045.79\resources\8D754F20-8BF5-11E2-9E96- delete | syn non alert | non
0800200C9A66.ico chronize | directory file

generic read |
generic write

C:\Users\user\AppData\Local\Programs\Opera read attributes |  device synchronous io  success or wait 1 6AC4BF4F CreateFileW
GX\107.0.5045.79\resources\ab_tests.json delete | syn non alert | non
chronize | directory file

generic read |
generic write

C:\Users\user\AppData\Local\Programs\Opera read attributes |  device synchronous io  success or wait 1 6AC4BF4F CreateFileW
GX\107.0.5045.79\resources\AD2FD2BD-0727-4AF7-8 delete | syn non alert | non
917-AAED8627ED47.ico chronize | directory file

generic read |
generic write

C:\Users\user\AppData\Local\Programs\Opera read attributes |  device synchronous io  success or wait 1 6AC4BF4F CreateFileW
GX\107.0.5045.79\resources\automatic_search_eng delete | syn non alert | non
ines.json chronize | directory file

generic read |
generic write

C:\Users\user\AppData\Local\Programs\Opera read attributes |  device synchronous io  success or wait 1 6AC4BF4F CreateFileW
GX\107.0.5045.79\resources\B478FE0C-0761-41C3-946F- delete | syn non alert | non
CD1340356039.ico chronize | directory file

generic read |
generic write

C:\Users\user\AppData\Local\Programs\Opera read attributes |  device synchronous io  success or wait 1 6AC4BF4F CreateFileW
GX\107.0.5045.79\resources\browser.js delete | syn non alert | non
chronize | directory file

generic read |
generic write
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C:\Users\user\AppData\Local\Programs\Opera read attributes |  device synchronous io  success or wait 1 6AC4BF4F CreateFileW
GX\107.0.5045.79\resources\C665D993-1B49-4C2E-9 delete | syn non alert | non
62C-BEB19993BB86.ico chronize | directory file

generic read |
generic write

C:\Users\user\AppData\Local\Programs\Opera read attributes |  device synchronous io  success or wait 1 6AC4BF4F CreateFileW
GX\107.0.5045.79\resources\CCCED631-6DA2-4060-9 delete | syn non alert | non
824-95737E64350C.ico chronize | directory file

generic read |
generic write

C:\Users\user\AppData\Local\Programs\Opera read attributes |  device synchronous io  success or wait 1 6AC4BF4F CreateFileW
GX\107.0.5045.79\resources\CFCE84E5-9A95-4B3F-B delete | syn non alert | non
8E4-3E98CF7EE6C5.ico chronize | directory file

generic read |
generic write

C:\Users\user\AppData\Local\Programs\Opera read attributes |  device synchronous io  success or wait 1 6AC4BF4F CreateFileW
GX\107.0.5045.79\resources\CFD4BE41-4C6D-496A-A delete | syn non alert | non
DDB-4095DFA1DDOE.ico chronize | directory file

generic read |
generic write

C:\Users\user\AppData\Local\Programs\Opera read attributes |  device synchronous io  success or wait 1 6AC4BF4F CreateFileW
GX\107.0.5045.79\resources\continue_shopping.json delete | syn non alert | non
chronize | directory file

generic read |
generic write

C:\Users\user\AppData\Local\Programs\Opera read attributes |  device synchronous io  success or wait 1 6AC4BF4F CreateFileW
GX\107.0.5045.79\resources\daily_wallpapers.json delete | syn non alert | non
chronize | directory file

generic read |
generic write

C:\Users\user\AppData\Local\Programs\Opera read attributes |  device synchronous io  success or wait 1 6AC4BF4F CreateFileW
GX\107.0.5045.79\resources\default_partner_content.json delete | syn non alert | non
chronize | directory file

generic read |
generic write

C:\Users\user\AppData\Local\Programs\Opera read attributes |  device synchronous io  success or wait 1 6AC4BF4F CreateFileW
GX\107.0.5045.79\resources\doh_providers.json delete | syn non alert | non
chronize | directory file

generic read |
generic write

C:\Users\user\AppData\Local\Programs\Opera read attributes |  device synchronous io  success or wait 1 6AC4BF4F CreateFileW
GX\107.0.5045.79\resources\F3F34CBB-24FF-4830-9 delete | syn non alert | non
E87-1663E7A0A5EE.ico chronize | directory file

generic read |
generic write

C:\Users\user\AppData\Local\Programs\Opera read attributes |  device synchronous io  success or wait 1 6AC4BF4F CreateFileW
GX\107.0.5045.79\resources\F98D4D4C-8AA7-4619-A delete | syn non alert | non
1E7-AC89B24558DD.ico chronize | directory file

generic read |
generic write

C:\Users\user\AppData\Local\Programs\Opera read attributes |  device synchronous io  success or wait 1 6AC4BF4F CreateFileW
GX\107.0.5045.79\resources\FDC2CCAB-E8F9-4620-9 delete | syn non alert | non
1DD-B0B67285997C.ico chronize | directory file

generic read |
generic write

C:\Users\user\AppData\Local\Programs\Opera read attributes |  device synchronous io  success or wait 1 6AC4BF4F CreateFileW
GX\107.0.5045.79\resources\FF57F01A-0718-44B7-8A1F- delete | syn non alert | non
8B15BC33A50B.ico chronize | directory file

generic read |
generic write

C:\Users\user\AppData\Local\Programs\Opera read attributes |  device synchronous io  success or wait 1 6AC4BF4F CreateFileW
GX\107.0.5045.79\resources\FFF3F819-B6CE-4DE6-B delete | syn non alert | non
4E4-8E2618ABCOD9.ico chronize | directory file

generic read |
generic write

C:\Users\user\AppData\Local\Programs\Opera read attributes |  device synchronous io  success or wait 1 6AC4BF4F CreateFileW
GX\107.0.5045.79\resources\partner_speeddials.json delete | syn non alert | non
chronize | directory file

generic read |
generic write

C:\Users\user\AppData\Local\Programs\Opera read attributes |  device synchronous io  success or wait 1 6AC4BF4F CreateFileW
GX\107.0.5045.79\resources\purchases-schemas.json delete | syn non alert | non
chronize | directory file

generic read |
generic write

C:\Users\user\AppData\Local\Programs\Opera read attributes |  device synchronous io  success or wait 1 6AC4BF4F CreateFileW
GX\107.0.5045.79\resources\siteprefs.json delete | syn non alert | non
chronize | directory file

generic read |
generic write
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C:\Users\user\AppData\Local\Programs\Opera read attributes |  device synchronous io  success or wait 1 6AC4BF4F CreateFileW
GX\107.0.5045.79\resources\specific_keywords.json delete | syn non alert | non
chronize | directory file

generic read |
generic write

C:\Users\user\AppData\Local\Programs\Opera read attributes |  device synchronous io  success or wait 1 6AC4BF4F CreateFileW
GX\107.0.5045.79\resources\standard_themes\defa delete | syn non alert | non
ult_dark_theme.zip chronize | directory file

generic read |
generic write

C:\Users\user\AppData\Local\Programs\Opera read attributes |  device synchronous io  success or wait 1 6AC4BF4F CreateFileW
GX\107.0.5045.79\resources\standard_themes\gx-1- delete | syn non alert | non
classic-dark.zip chronize | directory file

generic read |
generic write

C:\Users\user\AppData\Local\Programs\Opera read attributes |  device synchronous io  success or wait 1 6AC4BF4F CreateFileW
GX\107.0.5045.79\resources\standard_themes\gx-1- delete | syn non alert | non
classic-light.zip chronize | directory file

generic read |
generic write

C:\Users\user\AppData\Local\Programs\Opera read attributes |  device synchronous io  success or wait 1 6AC4BF4F CreateFileW
GX\107.0.5045.79\resources\standard_themes\gx-classic- delete | syn non alert | non
dark.zip chronize | directory file

generic read |
generic write

C:\Users\user\AppData\Local\Programs\Opera read attributes |  device synchronous io  success or wait 1 6AC4BF4F CreateFileW
GX\107.0.5045.79\resources\standard_themes\gx-classic- delete | syn non alert | non
light.zip chronize | directory file

generic read |
generic write

C:\Users\user\AppData\Local\Programs\Opera read attributes |  device synchronous io  success or wait 1 6AC4BF4F CreateFileW
GX\107.0.5045.79\resources\video_conference_pop delete | syn non alert | non
out.json chronize | directory file

generic read |
generic write

C:\Users\user\AppData\Local\Programs\Opera read attributes |  device synchronous io  success or wait 1 6AC4BF4F CreateFileW
GX\107.0.5045.79\root_files_list delete | syn non alert | non
chronize | directory file

generic read |
generic write

C:\Users\user\AppData\Local\Programs\Opera read attributes |  device synchronous io  success or wait 1 6AC4BF4F CreateFileW
GX\107.0.5045.79\snapshot_blob.bin delete | syn non alert | non
chronize | directory file

generic read |
generic write

C:\Users\user\AppData\Local\Programs\Opera read attributes |  device synchronous io  success or wait 1 6AC4BF4F CreateFileW
GX\107.0.5045.79\v8_context_snapshot.bin delete | syn non alert | non
chronize | directory file

generic read |
generic write

C:\Users\user\AppData\Local\Programs\Opera read attributes |  device synchronous io  success or wait 1 6AC4BF4F CreateFileW
GX\107.0.5045.79\vk_swiftshader.dll delete | syn non alert | non
chronize | directory file

generic read |
generic write

C:\Users\user\AppData\Local\Programs\Opera read attributes |  device synchronous io  success or wait 1 6AC4BF4F CreateFileW
GX\107.0.5045.79\vk_swiftshader_icd.json delete | syn non alert | non
chronize | directory file

generic read |
generic write

C:\Users\user\AppData\Local\Programs\Opera read attributes |  device synchronous io  success or wait 1 6AC4BF4F CreateFileW
GX\107.0.5045.79\vulkan-1.dll delete | syn non alert | non
chronize | directory file

generic read |
generic write

C:\Users\user\AppData\Local\Programs\Opera read attributes |  device synchronous io  success or wait 1 6AC4BF4F CreateFileW
GX\107.0.5045.79\win10_share_handler.dll delete | syn non alert | non
chronize | directory file

generic read |
generic write

C:\Users\user\AppData\Local\Programs\Opera read attributes |  device synchronous io  success or wait 1 6AC4BF4F CreateFileW
GX\107.0.5045.79\win8_importing.dll delete | syn non alert | non
chronize | directory file

generic read |
generic write

File Deleted
File Path Completion Count Source Address Symbol
C:\Users\user\AppData\Local\Programs\Opera GX\107.0.5045.79\done success or wait 1 6AC4C3AF DeleteFileW
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C:\Users\user\AppData\Local\Temp\Opera_installer_240329181858612652.dll

File Written

File Path Offset
C:\Users\user\AppData\Local\Te 0
mp\Opera_installer_24032918185

8612652.dll

C:\Users\user\AppData\Roaming\ 0
Opera Software\Opera GX Stable
\Crash Reports\settings.dat

C:\Users\user\AppData\Local\Te 0
mp\.opera\Opera GX Installer\o
pera_installer_202403291918589

56.log

Copyright Joe Security LLC 2024

Length
544912

0

40

105

Value

4d 5a 78 00 01 00 00 00
04 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
40 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 78 00 00 00
Oe 1f fd Oe 00 fd 09 fd 21
fd 01 4¢ fd 21 54 68 69
732070726f67 7261
6d 20 63 61 6e 6e 6f 74
20 62 65 20 72 75 6e 20
69 6e 20 44 4f 53 20 6d
6f 64 65 2e 24 00 00 50
4500 00 4c 01 0a 00 fd
fd 02 66 00 00 00 00 00
00 00 00 fd 00 22 21 Ob
01 0e 00 00 fd 33 00 00
38 1f 00 00 00 00 00 fd
26 00 00 10 00 00 00 00
0000 00 0000 10 00 10
00 00 00 02 00 00 05 00
0100 00 00 00 00 05 00
0100 00 00 00 00 00 fd
54 00 00 04 00 00 fd fd
53 00 03 00 40 41 00 00
10 00 00 10 00 00 00 00
10 00 00 10 00 00 00 00
0000 10 00 00 00 72 fd
3b 00 6d 00 00 00 e0 3b
00 fd 01 00

73 64 50 43 01 00 00 00
03 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
5c 41 fd fd 6d 1a fd 4e fd
3c fd fd 47 48 fd fd

5b 30 33 32 39 2f 31 39

313835382e393536
3a 49 4e 46 4f 3a 69 6e

73 74 61 6¢ 6C 65 72 5f

6d 61 69 6e 2e 63 63 28
34 353329 5d 20 4f 70

6572612047 58 20 69
6e 73 74 61 6¢ 6¢C 65 72
20 7374 617274 69 6e
67202d2076657273
69 6f 6e 20 31 30 37 2¢

30 2e 3530 34 35 2e 37
392053 74 61 62 6¢ 65
Oa

Completion Count Source Address
success or wait 1 131979
Ascii Completion Count Source Address
MZx@x!L!This program  success or wait 1 132F54
cannot be run in DOS
mode.$PEL{"I38&TS@
Ar;m;
sdPC\AmN<GH success or wait 1 6ACB51DE
[0329/191858.956:INFO:i = success or wait 1 6AC5D6C3

nstaller_main.cc(453)]
Opera GX installer
starting - version 107.0.
5045.79 Stable

Symbol

DeleteFileW

Symbol

WriteFile

WriteFile

WriteFile
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File Path

C:\Users\user\AppData\Local\Te
mp\.opera\Opera GX Installer\o
pera_installer_202403291918589
56.log

C:\Users\user\AppData\Local\Te
mp\.opera\Opera GX Installer\o
pera_installer_202403291918589
56.log

C:\Users\user\AppData\Local\Te
mp\.opera\Opera GX Installer\o
pera_installer_202403291918589
56.log

C:\Users\user\AppData\Local\Te
mp\.opera\Opera GX Installer\o
pera_installer_202403291918589
56.log

C:\Users\user\AppData\Local\Te
mp\.opera\Opera GX Installer\o
pera_installer_202403291918589
56.log

C:\Users\user\AppData\Local\Te
mp\.opera\Opera GX Installer\o
pera_installer_202403291918589
56.log
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Offset

105

1904

2032

2090

2145

2208

Length

1799

128

58

55

63

55

Value

5b 30 33 32 39 2f 31 39
31 38 35 38 2e 39 35 36
3a 49 4e 46 4f 3a 69 6e
73 74 61 6¢ 6C 65 72 5f
6d 61 69 6e 2e 63 63 28
34 35 36 29 5d 20 43 6f
6d 6d 61 6e 64 20 6¢ 69
6e 65 3a 20 22 43 3a 5¢
5573 65 72 73 5¢c 61 6¢
66 6f 6e 73 5¢ 41 70 70
44 61 74 61 5¢ 4c 6f 63
61 6¢ 5¢ 54 65 6d 70 5¢
69 73 2d 4e 4d 39 33 4b
2e 74 6d 70 5¢c 4f 70 65
726147 58 53 65 74 75
70 2e 65 78 65 22 20 2d
2d 62 61 63 6b 65 6e 64
20 2d 2d 69 6e 73 74 61
6¢ 6¢ 20 2d 2d 69 6d 70
6f 7274 2d 62 72 6f 77
73 65722d 64 617461
3d 30 20 2d 2d 65 6e 61
62 6¢ 65 2d 73 74 61 74
73 3d 31 20 2d 2d 65 6e
61 62 6¢ 65 2d 69 6e 73
74 61 6¢ 6¢65722d 73
74 617473 3d 3120 2d
2d 63 6f 6e 73 65 6e 74
2d 67 69 76 65 6e 3d 30
20 2d 2d 67 65 6e 65 72
61 6¢ 2d 69 6e 74 65 72
65 73 74 73 3d 30 20

5b 30 33 32 39 2f 31 39
31 38 35 38 2e 39 37 31
3a 49 4e 46 4f 3a 69 6e
7374 61 6¢ 6C 65 72 5f
6d 61 69 6e 2e 63 63 28
34 37 35 29 5d 20 49 6e
7374 61 6¢ 6C 20 66 6f
6c 64 65 72 20 66 72 6f
6d 20 63 6f 6d 6d 61 6e
64 20 6¢ 69 6e 65 3a 20
43 3a 5c 5573657273
5¢ 61 6¢ 66 6f 6e 73 5¢
417070 44 61 74 61 5¢
4c 6f 63 61 6C 5¢ 50 72 6f
67 72 61 6d 73 5¢ 4f 70
65 72 61 20 47 58 0a

5b 30 33 32 39 2f 31 39

31 38 35 38 2e 39 37 31
3a 49 4e 46 4f 3a 69 6e

7374 61 6¢ 6C 65 72 5f

6d 61 69 6e 2e 63 63 28
34 37 38 29 5d 20 55 6e
69 6e 73 74 61 6¢ 6¢ 3a
30 0a

5b 30 33 32 39 2f 31 39

3138 35 38 2e 39 37 31
3a 49 4e 46 4f 3a 69 6e

7374 61 6¢ 6C 65 72 5f

6d 61 69 6e 2e 63 63 28
34 37 39 29 5d 20 53 69
6¢ 65 6e 74 3a 31 Oa

5b 30 33 32 39 2f 31 39

31 38 35 38 2e 39 37 31
3a 49 4e 46 4f 3a 69 6e

7374 61 6¢ 6C 65 72 5f

6d 61 69 6e 2e 63 63 28
34 38 30 29 5d 20 52 75
6e 20 49 6d 6d 65 64 69
6174 65 6¢ 79 30 Oa

5b 30 33 32 39 2f 31 39

31 38 35 38 2e 39 37 31
3a 49 4e 46 4f 3a 69 6e

7374 61 6¢ 6C 65 72 5f

6d 61 69 6e 2e 63 63 28
34 38 32 29 5d 20 42 61
63 6b 65 6e 64 31 0a

Ascii Completion Count Source Address

[0329/191858.956:INFO:i  success or wait 1 6AC5D6C3
nstaller_main.cc(456)]
Command line:
"C:\Users\user\AppData\
Local\Templ\is-
NM93K.tmp\OperaGXSet
up.exe" --backend --
install --import-browser-
data=0 --enable-stats=1 -
-enable-installer-stats=1 -
-consent-given=0 --
general-interests=0

[0829/191858.971:INFO:i = success or wait 1 6AC5D6C3
nstaller_main.cc(475)]

Install folder from

command line:

C:\Users\u

ser\AppData\Local\Progr

ams\Opera GX

[0329/191858.971:INFO:i = success or wait 1 6AC5D6C3
nstaller_main.cc(478)]

Uninstall:0

[0329/191858.971:INFO:i  success or wait 1 B6AC5D6C3
nstaller_main.cc(479)]

Silent:1

[0329/191858.971:INFO:i  success or wait 1 6AC5D6C3
nstaller_main.cc(480)]

Run Immediately0

[0329/191858.971:INFO:i  success or wait 1 6AC5D6C3
nstaller_main.cc(482)]

Backend1

Symbol

WriteFile

WriteFile

WriteFile

WriteFile

WriteFile

WriteFile
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File Path

C:\Users\user\AppData\Local\Te
mp\.opera\Opera GX Installer\o
pera_installer_202403291918589
56.log

C:\Users\user\AppData\Local\Te
mp\.opera\Opera GX Installer\o
pera_installer_202403291918589
56.log

C:\Users\user\AppData\Local\Te
mp\.opera\Opera GX Installer\o
pera_installer_202403291918589
56.log

C:\Users\user\AppData\Local\Te
mp\.opera\Opera GX Installer\o
pera_installer_202403291918589
56.log

C:\Users\user\AppData\Local\Te
mp\.opera\Opera GX Installer\o
pera_installer_202403291918589
56.log

C:\Users\user\AppData\Local\Te
mp\.opera\Opera GX Installer\o
pera_installer_202403291918589
56.log

Copyright Joe Security LLC 2024

Offset

2263

2325

2384

2451

3273

3361

Length

62

59

67

822

88

100

Value

5b 30 33 32 39 2f 31 39

31 38 35 38 2e 39 37 31
3a 49 4e 46 4f 3a 69 6e

73 74 61 6¢ 6C 65 72 5f

6d 61 69 6e 2e 63 63 28
34 38 33 29 5d 20 49 6e
73 69 64 65 20 70 61 63
6b 61 67 65 30 Oa

5b 30 33 32 39 2f 31 39

31 38 35 38 2e 39 37 31
3a 49 4e 46 4f 3a 69 6e

7374 61 6¢ 6C 65 72 5f

6d 61 69 6e 2e 63 63 28
34 38 34 29 5d 20 41 75
74 6f7570 64 61 74 65

3a 30 0a

5b 30 33 32 39 2f 31 39
31 38 35 38 2e 39 37 31
3a 49 4e 46 4f 3a 70 61
79 6¢ 6f 61 64 5f 6d 61
6e 61 67 65 72 5f 69 6d
70 6¢ 2e 63 63 28 39 37
29 5d 20 52 65 61 64 69
6e 67 20 50 61 79 6¢ 6f
6164 0a

5b 30 33 32 39 2f 31 39

31 38 35 38 2e 39 37 31
3a 49 4e 46 4f 3a 69 6e

7374 61 6¢ 6¢ 65 72 5f

6d 61 69 6e 2e 63 63 28
36 31 30 29 5d 20 54 72
61 63 6b 69 6e 67 20 64
6174 61 3a 20 5a 57 5a
68 4f 44 52 6b 4d 44 4d
78 4e 57 4d 30 4e 44 4e
6c 59 6a 55 34 5a 44 56
6a 4d 32 45 32 5a 44 67
3559 7a 67 79 4e 7a 41
34 5a 6a 49 79 4f 57 51

7a 4e 7a 67 78 4e 6d 45
77 59 6a 42 68 5a 44 46
6a 4e 7a 41 77 4d 54 6b
35 4e 57 4e 6¢ 4f 54 5a

69 5a 44 70 37 49 6d 4e
76 64 57 35 30 63 6e 6b
69 4f 69 4a 56 55 79 49

73 49 6d 56 6b 61 58 52
70 62 32 34 69 4f 69 4a

7a64 47 51 74 4d 53 49
73 49 6d 6¢ 75 63 33 52
68 62 47 78 6¢ 63 6C 39
75 59 57 31 6¢ 49 6a 6f

69 54 33 42 6¢ 63 6d 46
48 57 46 4e 6¢c 64 48 56
77 4c 6d 56 34 5a 53 49
73 49 6e 42 79 62 32 52
3159 33 51 69 4f 69

5b 30 33 32 39 2f 31 39
31 38 35 38 2e 39 37 31
3a 49 4e 46 4f 3a 73 65
74 74 69 6e 67 73 5f 69
6d 70 6¢ 2e 63 63 28 37
38 35 29 5d 20 46 6f 75
6e 64 20 3320 70 61 74
68 73 20 66 6f 72 20 73
74 61 6e 64 61 6c 6f 6e
65 20 69 6e 73 74 61 6¢
6¢ 20 6d 6f 64 65 2e Oa

5b 30 33 32 39 2f 31 39
31 38 35 38 2e 39 37 31
3a 49 4e 46 4f 3a 72 65
73 6f 75 72 63 65 5f 6¢
31 30 6e 5f 68 61 6e 64
6¢c 65 72 2e 63 63 28 31
313329 5d 20 4c 61 6e
67 75 61 67 65 20 6e 6f
74 20 69 6e 20 74 68 65
2061 76 61 69 6¢ 61 62
6¢ 65 20 6¢ 61 6e 67 75
6167 65 73 20 6¢ 69 73
74 3a 20 0a

Ascii Completion

[0329/191858.971:INFO:i  success or wait 1 6AC5D6C3
nstaller_main.cc(483)]

Inside package0

[0329/191858.971:INFO:i  success or wait 1 6AC5D6C3
nstaller_main.cc(484)]

Autoupdate:0

[0329/191858.971:INFO:  success or wait 1 6AC5D6C3
payload
manager_impl.cc(97)]

Reading Payload

[0329/191858.971:INFO:i = success or wait 1 6AC5D6C3
nstaller_main.cc(610)]
Tracking data:
ZWZhODRKMDMxNWMO
NDNIYjU4ZDVjM
2E27ZDg5YzgyNzA4ZjlyO
WQzNzgxNmE
wYjBhZDFjNzAWMTK5N
WNIOTZiZDp7I
mNvdW50cnkiOidVUyls|
mVkaXRpb24
i0iJzdGQtMSIsImluc3Rh
bGxlcl9uY
W1lljoiT3BlcmFHWFNId
HVwLmMV4ZSI
sInByb2R1Y3QiOi

[0329/191858.971:INFO:  success or wait 1 B6AC5D6C3
settings_impl.cc(785)]
Found 3 paths for

standalone install mode.

[0329/191858.971:INFO:r = success or wait 1 6AC5D6C3

esource

_110n_handler.cc(113)]

Language not in the
available languages list:

Count Source Address

Symbol

WriteFile

WriteFile

WriteFile

WriteFile

WriteFile

WriteFile
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File Path

C:\Users\user\AppData\Local\Te
mp\.opera\Opera GX Installer\o
pera_installer_202403291918589
56.log

C:\Users\user\AppData\Local\Te
mp\.opera\Opera GX Installer\o
pera_installer_202403291918589
56.log

C:\Users\user\AppData\Local\Te
mp\.opera\Opera GX Installer\o
pera_installer_202403291918589
56.log

C:\Users\user\AppData\Local\Te
mp\.opera\Opera GX Installer\o
pera_installer_202403291918589
56.log

C:\Users\user\AppData\Local\Te
mp\.opera\Opera GX Installer\o
pera_installer_202403291918589
56.log

C:\Users\user\AppData\Local\Te
mp\.opera\Opera GX Installer\o
pera_installer_202403291918589
56.log

\Device\Mailslot\opera_install
en\C:\Users\user\AppData\Local
\Programs\Opera GX

C:\Users\user\AppData\Local\Te
mp\.opera\Opera GX Installer\o
pera_installer_202403291918589
56.log

Copyright Joe Security LLC 2024

Offset

3461

3564

3678

3737

3801

3895

32

3983

Length

103

114

59

64

94

88

32

74

Value

5b 30 33 32 39 2f 31 39
31 38 35 38 2e 39 37 31
3a 49 4e 46 4f 3a 72 65
73 6f 75 72 63 65 5f 6¢
31 30 6e 5f 68 61 6e 64
6¢ 65 72 2e 63 63 28 31
313929 5d 20 54 72 79
69 6e 67 20 6¢ 61 6e 67
75 61 67 65 20 66 72 6f
6d 20 73 79 73 74 65 6d
2070 72 65 66 65 72 72
65 64 20 6¢ 69 73 74 3a
20 65 6e 2d 47 42 0a

5b 30 33 32 39 2f 31 39
31 38 35 38 2e 39 37 31
3a 49 4e 46 4f 3a 73 65
74 74 69 6e 67 73 5f 69
6d 70 6¢ 2e 63 63 28 31
33 32 37 29 5d 20 49 6e
73 74 61 6¢ 6¢ 20 66 6f
6c 64 65 72 20 73 65 74
3a 20 43 3a 5¢ 55 73 65
72 73 5¢c 61 6¢ 66 6f 62
73 5c 417070 44 61 74
61 5c 4c 6f 63 61 6¢ 5¢
50 72 6f 67 72 61 6d 73
5c 4f 70 65 72 61 20 47
58 0a

5b 30 33 32 39 2f 31 39
31 38 35 38 2e 39 37 31
3a 49 4e 46 4f 3a 73 65
7474 69 6e 67 73 5f 69
6d 70 6¢ 2e 63 63 28 31
33 38 32 29 5d 20 4f 70
6572 61 74 69 6f 6e 3a
2031 0a

5b 30 33 32 39 2f 31 39
31 38 35 38 2e 39 37 31
3a 49 4e 46 4f 3a 69 6e
7374 61 6¢ 6¢ 65 72 2e
63 63 28 31 39 36 29 5d
20 42 65 67 69 6e 6e 69
6e 67 20 69 6e 73 74 61
6¢ 6¢ 61 74 69 6f 6e Oa

5b 30 33 32 39 2f 31 39
31 38 35 38 2e 39 37 31
3a 49 4e 46 4f 3a 70 65
72 6d 69 73 73 69 6f 6e
5f 67 72 61 6e 74 6f 72 5f
69 6d 70 6¢ 2e 63 63 28
31 33 34 29 5d 20 57 72
69 74 6520 70 72 69 76
69 6¢ 65 67 65 73 20 66
6f 72 20 69 6e 73 74 61
6¢ 6¢ 20 66 6f 6¢ 64 65
723a20310a

5b 30 33 32 39 2f 31 39
31 38 35 38 2e 39 37 31
3a 49 4e 46 4f 3a 69 6e
7374 61 6¢ 6¢ 61 74 69
6f 6e 5f 70 61 63 6b 61

67 65 5f 69 6d 70 6¢ 2e
63 63 28 37 30 29 5d 20
4e 65 65 64 20 74 6f 20
77 61 69 74 20 66 6f 72
20 6163 74 75 61 6¢ 20
70 61 63 6b 61 67 65 0a

20 00 00 00 13 00 00 00
3a 49 6e 73 74 61 6¢ 6¢
6572 20 6d 65 73 73 61
67 65 3a 00 09 00 00 00

5b 30 33 32 39 2f 31 39
3139 32 34 2e 39 38 37
3a 49 4e 46 4f 3a 69 6e
73 74 61 6¢ 6¢ 61 74 69
6f 6e 5f 70 61 63 6b 61
67 65 5f 69 6d 70 6¢ 2e
63 63 28 31 37 32 29 5d
2050 61 63 6b 61 67 65
2069 73 20 72 65 61 64
79 0a

Ascii

[0329/191858.971:INFO:r
esource
_110n_handler.cc(119)]
Trying language from
system preferred list: en-
GB

[0329/191858.971:INFO:
settings_impl.cc(1327)]
Install folder set:
C:\Users\user\AppData\L
ocal\Programs\Opera GX

[0329/191858.971:INFO:
settings_impl.cc(1382)]
Operation: 1

[0329/191858.971:INFO:i
nstaller.cc(196)]
Beginning installation

[0329/191858.971:INFO:
permissi
on_grantor_impl.cc(134)]
Write privileges for install
folder: 1

[0329/191858.971:INFO:i
nstalla
tion_package_impl.cc(70)
] Need to wait for actual
package

:Installer message:

[0329/191924.987:INFO:i
nstalla
tion_package_impl.cc(17
2)] Package is ready

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count

1

171

Source Address

6AC5D6C3

6AC5D6C3

6AC5D6C3

6AC5D6C3

6AC5D6C3

6AC5D6C3

6AB797B8

6AC5D6C3

Symbol

WriteFile

WriteFile

WriteFile

WriteFile

WriteFile

WriteFile

WriteFile

WriteFile
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File Path Offset

C:\Users\user\AppData\Local\Te 4057
mp\.opera\Opera GX Installer\o
pera_installer_202403291918589

56.log

C:\Users\user\AppData\Local\Te 5892
mp\.opera\Opera GX Installer\o
pera_installer_202403291918589

56.log

C:\Users\user\AppData\Local\Te 5956
mp\.opera\Opera GX Installer\o
pera_installer_202403291918589

56.log

\Device\Mailslot\opera_install 11528
er\C:\Users\user\AppData\Local

\Programs\Opera GX

unkno
wn

unknown

C:\Users\user\AppData\Local\Te 6051
mp\.opera\Opera GX Installer\o
pera_installer_202403291918589

56.log

File Read
File Path

Length

1835

64

95

32

106

105

Value

5b 30 33 32 39 2f 31 39
31 39 35 34 2e 37 35 33
3a 49 4e 46 4f 32 62 61
63 6b 65 6e 64 5f 70 72
6f 63 65 73 73 5f 6¢ 61
75 6e 63 68 65 72 5f 69
6d 70 6¢ 2e 63 63 28 31
32 31 29 5d 20 52 75 6e
6e 69 6e 67 20 69 6e 73
74 61 6¢ 6¢ 65 72 20 66
72 6f 6d 20 74 68 65 20
70 6163 6b 61 67 65 20
77 69 74 68 20 63 6f 6d
6d 61 6e 64 20 6¢ 69 6e
65 3a 20 22 43 3a 5¢ 55
73 657273 5¢ 61 6¢ 66
6f 6e 73 5¢ 41 70 70 44
6174 61 5¢ 4c 6f 63 61
6¢ 5¢ 50 72 6f 67 72 61
6d 73 5¢c 4f 70 65 72 61
20 47 58 5¢ 31 30 37 2e
30 2e 35 30 34 35 2e 37
39 5¢ 69 6e 73 74 61 6¢
6c 65 72 2e 65 78 65 22
20 2d 2d 62 61 63 6b 65
6e 64 20 2d 2d 69 6e 69
74 69 61 6¢ 2d 70 69 64
3d 31 33 39 36 20 2d 2d
69 6e 73 74 61 6¢ 6¢ 20
2d 2d 69 6d 70 6f 72 74
2d 62 72 6f 77 73 65 72
2d 64 61 74 61 3d 30

5b 30 33 32 39 2f 31 39
32 30 32 34 2e 30 39 34
3a 49 4e 46 4f 3a 69 6e
7374 61 6¢ 6¢ 65 72 2e
63 63 28 38 35 30 29 5d
20 49 6e 73 74 61 6¢ 6C
61 74 69 6f 6e 20 73 75
63 63 65 65 64 65 64 0a

5b 30 33 32 39 2f 31 39
32 30 32 34 2e 30 39 34
3a 49 4e 46 4f 3a 62 61
63 6b 65 6e 64 5f 70 72
6f 63 65 73 73 5f 69 6e
7374 61 6¢ 6C 65 72 5f
7275 6e 6e 65 72 5f 69
6d 70 6¢ 2e 63 63 28 31
38 37 29 5d 20 49 6e 73
74 61 6¢ 6¢ 65 72 20 62
61 63 6b 65 6e 64 20 65
78 69 74 69 6e 67 Oa

1c 00 00 00 13 00 00 00
3a 49 6e 73 74 61 6¢ 6C
65 72 20 6d 65 73 73 61
67 65 3a 00 01 00 00 00

5b 30 33 32 39 2f 31 39
32 30 32 34 2e 30 39 34
3a 45 52 52 4f 52 3a 69
70 63 5f 73 65 6e 64 65
72 2e 63 63 28 31 31 33
29 5d 20 43 61 6e 6e 6f
742077 72 69 74 65 20
74 6f 20 6d 61 69 6¢ 73
6¢ 6f 74 3a 20 52 65 61

63 68 65 64 20 74 68 65
20 65 6e 64 20 6f 66 20
74 68 65 20 66 69 6¢C 65
2e 20 28 30 78 32 36 29
Oa

Offset

C:\Users\user\AppData\Roaming\Opera Software\Opera GX Stable\Crash 0

Reports\settings.dat

C:\Users\user\AppData\Roaming\Opera Software\Opera GX Stable\Crash
Reports\settings.dat

C:\Users\user\AppData\Local\Temp\.opera\Opera GX Installer T
emp\opera_package 202403291918581\opera_package

Copyright Joe Security LLC 2024

Ascii Completion Count Source Address

[0329/191954.753:INFO:  success or wait 1 6AC5D6C3
backend_
process_launcher_impl.c
¢(121)] Running installer
from the package with
command line: "C:\U
sers\user\AppData\Local\
Programs\Opera
GX\107.0.5045.79\inst
aller.exe" --backend --
initial-pid=1396 --install --
import-browser-data=0

[0829/192024.094:INFO:i = success or wait 1 6AC5D6C3
nstaller.cc(850)]

Installation succeeded

[0329/192024.094:INFO:  success or wait 1 B6AC5D6C3
backend_

process_installer_runner_

impl.cc(187)] Installer

backend exiting

:Installer message: file forced closed 2 6AB797B8

invalid handle 2 6AD62B21

[0329/192024.094:ERRO  success or wait 2 B6AC5D6C3
R:ipc_sender.cc(113)]

Cannot write to mailslot:

Reached the end of the

file. (0x26)

Length Completion Count Source Address

40 success or wait 1 6ACB5259

40 success or wait 1 6ACB5259

1024 success or wait 92 6ACE6FFD

Symbol

WriteFile

WriteFile

WriteFile

WriteFile

WriteFile

WriteFile

Symbol

ReadFile

ReadFile

ReadFile

Page 99 of 127



File Path Offset Length Completion Count Source Address
C:\Users\user\AppData\Local\Temp\.opera\Opera GX Installer T 0 3428 success or wait 1 6ACE70FC
emp\opera_package_202403291918581\opera_package

C:\Users\user\AppData\Local\Temp\.opera\Opera GX Installer T 0 16384 success or wait 8647  6ACE70FC
emp\opera_package_202403291918581\opera_package

Registry Activities

Key Created

Key Path Completion Count Source Address
HKEY_CURRENT_USER\Software\Opera Software success or wait 1 6AC22680

Key Value Created

Key Path Name Type Data Completion Count Source Address
HKEY_CURRENT_USER\SOFTW Last Opera GX  unicode C:\Users\user\AppData\Local\Pr success or wait 1 6AD9E859

ARE\Opera Software

Stable Install P
ath

Analysis Process: OperaGXSetup.exe PID: 4612, Parent PID: 652

General

Target ID:

Start time:

Start date:

Path:

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:
Reputation:

Has exited:

File Activities

File Created
File Path

C:\Users\user\AppData\Local\Te
mp\Opera_installer_2403291818588244612.dll

C:\Users\user\AppData\Roaming\Opera Software\Opera
GX Stable\Crash Reports

C:\Users\user\AppData\Roaming\Opera Software\Opera
GX Stable\Crash Reports\reports

C:\Users\user\AppData\Roaming\Opera Software\Opera
GX Stable\Crash Reports\attachments

File Deleted

7
19:18:58
29/03/2024

ograms\Opera GX\

C:\Users\user\AppData\Local\Temp\is-NM93K.tmp\OperaGXSetup.exe

true

Symbol

ReadFile

ReadFile

Symbol

RegCreateKeyEx
w

Symbol

RegSetValueEx
W

C:\Users\user\AppData\Local\Temp\is-NM93K.tmp\OperaGXSetup.exe --type=crashpad-handler /prefetch:7 --monitor-self-annotation=ptype=crashpad-handler "-

-database=C:\Users\user\AppData\Roaming\Opera Software\Opera GX Stable\Crash Reports

--crash-count-file=C:\Users\user\AppData\Roaming\Opera

Software\Opera GX Stable\crash_count.txt" --url=https://crashstats-collector.opera.com/collector/submit --annotation=channel=Stable --annotation=plat=Win32 --
annotation=prod=OperaDesktopGX --annotation=ver=107.0.5045.79 --initial-client-data=0x308,0x30c,0x310,0x2d8,0x314,0x6aeb623c,0x6aeb6248,0x6aeb6254

0x130000

3'581'600 bytes
3C5239C753641E08EA3C2080FBFD5D51
true

true

C, C++ or other language
low

true

Access Attributes
read attributes |  device
synchronize |

generic write

read data or list  device
directory |

synchronize

read data or list  device
directory |

synchronize

read data or list  device

directory |
synchronize

Copyright Joe Security LLC 2024

Options

synchronous io
non alert | non
directory file

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

Completion Count
success or wait 1
object name collision 1
object name collision 1
object name collision 1

Source Address

132E97

6A74E67B

6A74E67B

6A74E67B

Symbol

CreateFileW

CreateDirect
oryW

CreateDirect
oryW

CreateDirect
oryW
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File Path

C:\Users\user\AppData\Local\Temp\Opera_installer_2403291818588244612.dll

File Written
File Path

C:\Users\user\AppData\Local\Te 0
mp\Opera_installer_24032918185 0

88244612.dll

File Read
File Path

\pipe\crashpad_652_NAVCPLALIASLSMOQ 0 36
\pipe\crashpad_652_NAVCPLALIASLSMOQ 0 36

Completion Count Source Address Symbol

success or wait 1 131979 DeleteFileW

Offset Length Value Ascii Completion Count Source Address Symbol

544912 4d 5a 78 00 01 00 00 00
04 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
40 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 78 00 00 00
Oe 1f fd Oe 00 fd 09 fd 21
fd 01 4¢ fd 21 54 68 69
732070726f67 7261
6d 20 63 61 6e 6e 6f 74
20 62 65 20 72 75 6e 20
69 6e 20 44 4f 53 20 6d
6f 64 65 2e 24 00 00 50
4500 00 4c 01 0a 00 fd
fd 02 66 00 00 00 00 00
00 00 00 fd 00 22 21 Ob
01 0e 00 00 fd 33 00 00
38 1f 00 00 00 00 00 fd
26 00 00 10 00 00 00 00
0000 00 0000 10 00 10
00 00 00 02 00 00 05 00
01 00 00 00 00 00 05 00
0100 00 00 00 00 00 fd
54 00 00 04 00 00 fd fd
53 00 03 00 40 41 00 00
10 00 00 10 00 00 00 00
10 00 00 10 00 00 00 00
0000 10 00 00 00 72 fd
3b 00 6d 00 00 00 e0 3b
00 fd 01 00

MZx@x!L!This program  success or wait 1 132F54 WriteFile

cannot be run in DOS
mode.$PELf"I38&TS@
Ar;m;

Offset Length Completion Count Source Address Symbol

success or wait 2 6A765259 ReadFile

success or wait 1 6A765259 ReadFile

Analysis Process: Opera_GX_assistant_73.0.3856.382_Setup.exe_sfx.exe PID: 4952, Parent PID: 1396

General
Target ID:
Start time:
Start date:
Path:

Wow64 process (32bit):

Commandline:

Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:
Reputation:

Has exited:

File Activities

File Created
File Path

Copyright Joe Security LLC 2024

9
19:19:19
29/03/2024

C:\Users\user\AppData\Local\Temp\.opera\Opera GX Installer
Temp\opera_package_202403291918581\assistant\Opera_GX_assistant_73.0.3856.382_Setup.exe_sfx.exe

true

"C:\Users\user\AppData\Local\Temp\.opera\Opera GX Installer Temp\opera_package_202403291918581\assistant\Opera_GX_assistant_73.0.3856.382_Se
tup.exe_sfx.exe"

0x400000

1'499'104 bytes
E9A2209B61F4BE34F25069A6E54AFFEA
true

true

C, C++ or other language
moderate

true

Access Attributes Options Completion Count Source Address Symbol
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File Path

C:\Users\user\AppData\Local\Temp\.opera\Opera GX
Installer Temp\opera_package 202403291918
581\assistant

C:\Users\user\AppData\Local\Temp\.opera\Opera GX
Installer Temp\opera_package 202403291918
581\assistant\assistant_installer.exe

C:\Users\user\AppData\Local\Temp\.opera\Opera GX
Installer Temp\opera_package_ 202403291918
581 istant\browser _: it.exe

C:\Users\user\AppData\Local\Temp\.opera\Opera GX
Installer Temp\opera_package_ 202403291918
581\assistant\files_list

C:\Users\user\AppData\Local\Temp\.opera\Opera GX
Installer Temp\opera_package 202403291918
581\assistant\mojo_core.dll

File Written
File Path Offset
C:\Users\user\AppData\Local\Te 0

mp\.opera\Opera GX Installer T
emp\opera_package_ 202403291918
581\assistant\assistant_installer.exe

C:\Users\user\AppData\Local\Te
mp\.opera\Opera GX Installer T
emp\opera_package_202403291918
581\assistant\assistant_installer.exe

Copyright Joe Security LLC 2024

Length

65536

458752 65536

Access Attributes Options
read data or list  device directory file |
directory | synchronous io
synchronize non alert | open
for backup ident
| open reparse
point
read attributes |  device synchronous io
synchronize | non alert | non
generic write directory file
read attributes |  device synchronous io
synchronize | non alert | non
generic write directory file
read attributes |  device synchronous io
synchronize | non alert | non
generic write directory file
read attributes |  device synchronous io
synchronize | non alert | non
generic write directory file
Value Ascii

4d 5a 78 00 01 00 00 00
04 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
40 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 78 00 00 00
Oe 1f fd Oe 00 fd 09 fd 21
fd 01 4¢ fd 21 54 68 69
732070726f67 7261
6d 20 63 61 6e 6e 6f 74
20 62 65 20 72 75 6e 20
69 6e 20 44 4f 53 20 6d
6f 64 65 2e 24 00 00 50
4500 00 4c 01 09 00 fd
421560 00 00 00 00 00
00 00 00 fd 00 22 01 Ob
01 0e 00 00 60 16 00 00
fd 05 00 00 00 00 00 fd fd
13 00 00 10 00 00 00 00
00 00 00 00 40 00 00 10
00 00 00 02 00 00 05 00
01 00 00 00 00 00 05 00
0100 00 00 00 00 00 fd
1¢ 00 00 04 00 00 73 53
1c 00 02 00 40 fd 00 00
10 00 00 10 00 00 00 00
10 00 00 10 00 00 00 00
0000 10 00 00 00 1f fd
1a 00 60 00 00 00 7f fd
1a 00 18 01 00

24 30 fd fd fd fd 3d 00 00
00 20 0f fd fd 02 00 00 29
49 fd fd fd 03 fd fd 02 39
fd 0f 42 01 fd fd fd fd Of fd
fd fd fd 1f Of 42 fd 47 Oc
fd 44 24 2c 00 00 00 00
fd 44 24 30 fd fd 74 31 fd
fd 00 00 00 20 0f fd 72 02
00 00 fd 04 fd 00 00 00
00 50 07 Oc 00 fd fd 04 fd
15 fd 0f 7e 06 66 Of fd 02
fd 42 08 fd 47 04 fd 2a 02
00 00 31 fd fd 4d Oc 29 fd
fd fd 03 fd 44 24 20 fd Oc
09 4c 24 28 fd 4¢c 24 24
fd 04 fd fd 44 24 2c fd 4c
2420 fd 75 10 fd 32 02
00 00 fd 5¢c 24 24 fd 07 fd
4d Oc 29 fd fd fd 29 89 54
24 24 fd fd 7e Ob 51 50
52 fd fd Oc 00 fd fd Oc fd
47 04 fd 8b 4d Oc 29 85
fd 7e 1b 56 51 fd 74 24
30 fd fd Oc 00 fd fd Oc 03
74 24 28 fd 74 24 28 fd
47 04 fd 04 fd 74 24 28 fd
0f fd 54 24 24 fd 17 fd 4c
24 24 fd 77 04 fd 44 24

MZx@x!L!This program
cannot be run in DOS
mode.$PELB™" @sS@"

$0=)9BBGDS$,D$0t1
rP~fBG*1M)D$
L3(LSSDS,LS

u2\$$M)) T$$~QPRGM
)~VQ$Ot$(t$(GtH(TSLSS
wD$

Completion

object name collision

success or wait

success or wait

success or wait

success or wait

Completion

success or wait

success or wait

Count

2

Count

26

1

401BAE

40BF44

40BF44

40BF44

40BF44

Source Address

40C086

40C086

Source Address

Symbol

CreateDirect
oryW

CreateFileW

CreateFileW

CreateFileW

CreateFileW

Symbol

WriteFile

WriteFile
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File Path

C:\Users\user\AppData\Local\Te
mp\.opera\Opera GX Installer T
emp\opera_package 202403291918
581\assistant\assistant_installer.exe

C:\Users\user\AppData\Local\Te
mp\.opera\Opera GX Installer T
emp\opera_package 202403291918
581\assistant\assistant_installer.exe

Copyright Joe Security LLC 2024

Offset

589824 65536

720896 65536

Length Value

fd fd 0a 73 Oa fd 44 24 28
0000 00 00 fd 18 fd 44
24 28 00 00 00 00 fd fd fd
fd fd fd fd 06 72 06 04 fd
3c 06 73 76 fd 44 24 08
fd Of 7e 40 10 0Of fd 40 20
fd fd 24 fd 00 00 00 fd 11
0f fd fd fd 44 24 08 fd fd
24 fd 00 00 00 66 0f 7f 44
24 30 fd fd 24 fd 00 00 00
fd 08 fd fd 30 75 71 fd 4b
54 24 08 fd fd 24 fd 00 00
00 50 6a 10 fd 06 00 00
66 Of 6f 44 24 38 fd fd 08
fd fd 74 fd 66 0f fd fd fd
7c¢ 24 18 00 0Of fd 39 04
00 00 fd 0f 7e 05 10 fd 56
00 fd 2c 04 00 00 fd 44
24 08 fd 0f 10 40 10 66 Of
fd 44 24 50 fd 44 24 50 fd
7c 24 08 fd fd 24 fd 03 00
00 31 fd fd fd 0a 00 fd 6¢
24 08 fd 65 fd 5e 5f 5b 5d
fd 10 00 fd 7d 10 00 fd 35
00 00 00 fd 18 00 00 00
0f 45 fd 74 24 2¢ 31 fd 31
fd fd 04 24 00 00 00 00 fd
4424 20 00 00 00 00 Of
fd 4d 5a 03

Ascii

sD$(D$(r<svD$~@@
$D$SDS0$0uqT
$$PjfoD$8tf|$9~V,D$S@fD
$PD$P|$$
11$e”_[J}5Et$,11$D$ Z

31 fd fd fd 06 fd fd 01 fd fd 1|$1D$1!0[11t$@TL$41

fd 09 fd 8b 7c 24 Oc 31 fd
fd 44 24 08 31 fd fd fd Ob
21 4d fd 13 4f 9c 5b 31 fd
31 fd fd 74 24 40 fd fd 02
01 fd 03 54 24 14 01 4b
4c 24 34 fd fd fd fd Ob fd
fd fd fd 02 31 fd fd fd 03
fd fd 07 31 fd 31 fd fd fd
11 03 5¢ 24 3¢ fd fd 0a 03
5c 24 20 fd fd 31 cb 4c 24
18 fd fd Oe 01 fd fd 7c 24
1c 31 fd 5¢ 24 3¢ 31 fd fd
fd 05 21 fd 74 24 14 31 fd
03 1c 24 31 fd fd fd 06 fd
fd 01 fd fd fd 09 fd fd 7¢
24 08 31 fd 6¢ 24 04 31

fd fd fd Ob 21 54 13 fd 6f
2e 68 31 fd 31 fd fd 4c 24
44 1d fd 02 01 fd 03 54 24
10 01 fd fd 74 24 38 fd fd
fd fd Ob fd fd fd fd 02 31
fd fd fd 03 fd fd 07 31 fd
31 fd fd fd 11 03 5¢c 24 40
fd fd Oa 03 5¢ 24 24 fd fd
31 fd fd 74 24 14 fd fd Oe
01 fd fd 7c 24 18 31 89 5¢
24

11\$<\$ 1
L$|$1\$<11t$1$1|$11$1 0.
h11L$D
THt$8111\$@\$$1t$[$1\$

Completion

success or wait

success or wait

Count Source Address

1 40C086

1 40C086

Symbol

WriteFile

WriteFile
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File Path

C:\Users\user\AppData\Local\Te
mp\.opera\Opera GX Installer T
emp\opera_package 202403291918
581 istant\browser : 1t.exe

C:\Users\user\AppData\Local\Te
mp\.opera\Opera GX Installer T
emp\opera_package_ 202403291918
581 istant\browser it.exe

Copyright Joe Security LLC 2024

Offset Length

0 46952

243560 65536

Value

4d 5a 78 00 01 00 00 00
04 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
40 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 78 00 00 00
Oe 1f fd Oe 00 fd 09 fd 21
fd 01 4¢ fd 21 54 68 69
732070 72 6f 67 72 61
6d 20 63 61 6e 6e 6f 74
20 62 65 20 72 75 6e 20
69 6e 20 44 4f 53 20 6d
6f 64 65 2e 24 00 00 50
4500 00 4c 01 0a 00 fd
421560 00 00 00 00 00
00 00 00 fd 00 22 01 Ob
01 0e 00 00 08 27 00 00
0Oc Ob 00 00 00 00 00 fd
36 24 00 00 10 00 00 00
00 00 00 00 00 40 00 00
10 00 00 00 02 00 00 05
00 01 00 00 00 00 00 05
00 01 00 00 00 00 00 00
fd 32 00 00 04 00 00 fd
76 32 00 02 00 40 fd 00
00 10 00 00 10 00 00 00
00 10 00 00 10 00 00 00
0000 00 10 00 00 00 dd
2f 00 5e 00 00 00 31 fd 2f
00 54 01 00

2a 6f 00 31 45 fd fd Oe 00
07 fd 0f 45 fd 5e 5f 5b 5d
fd Oc 00 55 fd fd fd 15 29
6f 00 Of fd 01 fd 00 00 07
fd fd fd Of 4f fd 5d fd 55 fd
fd 53 57 56 fd fd fd 01 fd
fd 67 00 fd 59 10 53 fd 15
20 fd 6f 00 fd 77 04 fd fd
fd 00 00 00 53 fd 15 2a 6f
00 fd 7f 28 00 74 Ob fd 47
28 00 53 fd 15 04 fd 6f 00
fd fd fd 79 00 00 00 fd fd
5e 5f 5b 5d fd fd 00 00 00
fd fd fd fd fd fd fd fd fd fd
fd fd 55 fd fd 31 fd 40 5d
fd 04 00 fd fd fd fd fd fd
55 fd fd 57 56 fd 75 08 fd
7e 10 57 fd 15 20 fd 6f 00
fd fd 04 fd fd fd 36 00 00
00 fd fd 57 fd 15 2a 6f 00
fd fd 5e 5f 5d fd 04 00 fd
fd fd 55 fd fd 56 fd fd fd
5d fd fd fd fd 7d 08 00 74
09 56 fd 77 53 20 00 fd fd
04 fd fd 5e 5d fd 04 00 fd
55 fd fd 57 56 fd 8b 41 08
fd fd 7e 36 31 fd fd Oe fd
Oc fd

Ascii

MZx@x!L!This program
cannot be run in DOS
mode.$PELB "6$@2v
2@/M/T

o1E”_[JUoOJUSWVgYS
owSo(tG(Soy

A [JU1@]JUWVu~W
06Wo"_JUV]itVwS
AUWVA~61

Completion

success or wait

success or wait

Count

48

3

Source Address

40C086

40C086

Symbol

WriteFile

WriteFile
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File Path

C:\Users\user\AppData\Local\Te
mp\.opera\Opera GX Installer T

emp\opera_package 202403291918

581 ist

1L.exe

\browser :

C:\Users\user\AppData\Local\Te
mp\.opera\Opera GX Installer T

emp\opera_package_ 202403291918

581\assistant\mojo_core.dll

Copyright Joe Security LLC 2024

Offset

Length

247178 65536

4

0

32403

Value

08 fd 01 75 Oa fd 45 08 fd
40 18 00 02 00 00 fd 45
08 fd 40 10 fd 56 57 53
50 fd 0d fd fd 23 83 fd 10
fd fd fd 75 04 Ob fd fd 02
33 fd 5f 5e 5b 5d fd 6a Oc
68 68 fd 6f 00 fd fd 67 fd
fd fd 7d 08 00 75 15 fd fd
6a fd fd fd 00 16 00 00 00
07 fd fd fd fd fd fd 47 fd
75 14 fd fd 74 Oa fd fd 01
74 05 fd fd 02 75 83 4d fd
fd fd 75 08 e9 fd fd 59 fd
65 fd 00 56 fd 75 10 fd 75
Oc fd 75 08 fd fd fd fd fd
fd fd 10 fd fd fd 75 fd fd
45 fd fd fd fd fd fd 15 00
00 00 fd 8b 4d fd 64 fd 0d
00 00 00 00 59 5f 5e 5b
fd cb 75 fd fd 75 08 a9 fd
fd 59 cb fd 55 fd fd 5d fd
05 00 00 fd fd 55 fd fd 5d
fd fd 03 00 00 fd fd 55 fd
fd 45 10 53 56 57 3¢ 01
74 32 3¢ 02 74 2e fd 4d
08 33 fd fd 45 Oc 33 fd 33
fd 2b fd 39 4d Oc 1b fd fd
fd 23 fd

4d 5a 78 00 01 00 00 00
04 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
40 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 78 00 00 00
Oe 1f fd Oe 00 fd 09 fd 21
fd 01 4¢ fd 21 54 68 69
732070 72 6f 67 72 61
6d 20 63 61 6e 6e 6f 74
20 62 65 20 72 75 6e 20
69 6e 20 44 4f 53 20 6d
6f 64 65 2e 24 00 00 50
4500 00 4c 01 07 00 fd
421560 00 00 00 00 00
00 00 00 fd 00 22 21 Ob
01 0e 00 00 fd Oc 00 00
46 02 00 00 00 00 00 fd
fd 0a 00 00 10 00 00 00
00 00 00 00 00 00 10 00
10 00 00 00 02 00 00 05
00 01 00 00 00 00 00 05
00 01 00 00 00 00 00 00
fd 0f 00 00 04 00 00 06 fd
0f 00 03 00 40 41 00 00
10 00 00 10 00 00 00 00
10 00 00 10 00 00 00 00
0000 10 00 00 00 14 3f
0Oe 00 74 00 00 00 fd 3f
0Oe 00 fd 00 00

Ascii

UE@E@VWSP#u3_"[Jjh
hog}ujGuttuM
uYeVuuuuEMdY_*MuuYU
JUJUESVW<t2
<t.M3E33+9M#

MZx@x!L!This program
cannot be run in DOS
mode.$PELB™"IF@A?t?

Completion

success or wait

success or wait

Count

1

14

Source Address

40C086

40C086

Symbol

WriteFile

WriteFile
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File Path Offset Length Value Ascii Completion Count Source Address Symbol

C:\Users\user\AppData\Local\Te 425619 65536 fd 2f 0d 10 fd 44 24 40 68 /D$@hUI success or wait 1 40C086 WriteFile
mp\.opera\Opera GX Installer T fd Oe 10 fd fd fd fd fd fd fd ] USWVyttquV(0Xu@xf@

emp\opera_package_202403291918 fd fd fd fd fd fd fd fd fd fd ~ Ov@0XufOx)RPqt”_[JUI

581\assistant\mojo_core.dll 55 fd fd 49 20 fd 01 5d fd  J'UI T USWVUt'9

60 08 fd fd fd fd 55 fd fd
53 57 56 fd 79 74 00 74
71 fd 75 08 fd 56 28 fd fd
fd 00 00 00 Of 1f fd 00 00
00 00 00 fd ¢3 fd 0f 0f fd
fd fd 30 0d 10 fd 58 04 fd
fd 04 fd fd fd fd fd 75 51
fd 00 00 00 fd 40 04 78
66 fd 40 02 20 30 fd 76
10 Of 1f 40 00 fd fd fd fd Of
0f fd fd fd 30 0d 10 fd 58
01 fd fd 04 fd fd fd fd fd
75 fd 66 fd 00 30 78 29 fd
52 50 fd 71 74 86 00 00
fd fd Oc 5e 5f 5b 5d fd 04
00 fd fd fd fd fd fd fd fd fd
fd fd fd 55 fd fd 49 20 fd
01 5d fd 60 04 fd fd fd fd
55 fd fd 49 20 fd 01 5d fd
60 18 fd fd fd fd 55 fd fd
53 57 56 fd fd Oc fd cb 55
08 fd fd fd Ob 00 00 fd fd
fd Ob 00 00 fd fd 74 27 fd
0139 fd

C:\Users\user\AppData\Local\Te 949907 40453 00 00 00 00 00 00 00 00 success or wait 1 40C086 WriteFile
mp\.opera\Opera GX Installer T 00 00 00 00 00 00 00 00
emp\opera_package_ 202403291918 00 00 00 00 00 00 00 00
581\assistant\mojo_core.dll 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00

00 00 00 00 00 00 00
File Read
File Path Offset Length Completion Count Source Address Symbol
C:\Users\user\AppData\Local\Temp\.opera\Opera GX Installer T 0 4096 success or wait 24 40BFBE ReadFile

emp\opera_package_202403291918581\assistant\Opera_GX_assista
nt_73.0.3856.382_Setup.exe_sfx.exe

C:\Users\user\AppData\Local\Temp\.opera\Opera GX Installer T 0 4096 success or wait 516 40BFBE ReadFile
emp\opera_package_202403291918581\assistant\Opera_GX_assista
nt_73.0.3856.382_Setup.exe_sfx.exe

C:\Users\user\AppData\Local\Temp\.opera\Opera GX Installer T 0 32 success or wait 1 40BFBE ReadFile
emp\opera_package_202403291918581\assistant\Opera_GX_assista
nt_73.0.3856.382_Setup.exe_sfx.exe

C:\Users\user\AppData\Local\Temp\.opera\Opera GX Installer T 0 226 success or wait 1 40BFBE ReadFile
emp\opera_package_202403291918581 istant\Opera_GX_assista

nt_73.0.3856.382_Setup.exe_sfx.exe

C:\Users\user\AppData\Local\Temp\.opera\Opera GX Installer T 0 48774 success or wait 2 40BFBE ReadFile
emp\opera_package_202403291918581 istant\Opera_GX_assista

nt_73.0.3856.382_Setup.exe_sfx.exe

C:\Users\user\AppData\Local\Temp\.opera\Opera GX Installer T 0 203996 success or wait 1 40BFBE ReadFile
emp\opera_package_202403291918581 istant\Opera_GX_assista

nt_73.0.3856.382_Setup.exe_sfx.exe
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Analysis Process: assistant_installer.exe PID: 4320, Parent PID: 1396

General

Target ID: 10

Start time: 19:19:20

Start date: 29/03/2024

Path: C:\Users\user\AppData\Local\Temp\.opera\Opera GX Installer Temp\opera_package 202403291918581\assistant\assistant_installer.exe

Wow64 process (32bit): true

Commandline: "C:\Users\user\AppData\Local\Temp\.opera\Opera GX Installer Temp\opera_package_202403291918581\assistant\assistant_installer.exe" --version
Imagebase: 0xc00000

File size: 1'853'5692 bytes

MD5 hash: 4C8FBED0044DA34AD25F781C3D117A66

Has elevated privileges: true

Has administrator true

privileges:

Programmed in: C, C++ or other language
Reputation: moderate

Has exited: true

File Activities

File Created
File Path

C:\Users\user\AppData\Roaming\Opera Software\Opera
GX Stable\Crash Reports

C:\Users\user\AppData\Roaming\Opera Software\Opera
GX Stable\Crash Reports\reports

C:\Users\user\AppData\Local\Te
mp\assistant_installer_20240329191920.log

Access Attributes Options Completion

read data or list  device

directory |
synchronize

read data or list  device

directory |
synchronize

append data or  device

add subdirectory
or create pipe
instance | read
attributes |
synchronize

File Written
File Path Offset Length Value
C:\Users\user\AppData\Roaming\ 0 40 7364 50 43 01 00 00 00

Opera Software\Opera GX Stable
\Crash Reports\settings.dat

C:\Users\user\AppData\Roaming\ 0 40
Opera Software\Opera GX Stable
\Crash Reports\settings.dat

Copyright Joe Security LLC 2024

03 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
5c 41 fd fd 6d 1a fd 4e fd
3c fd fd 47 48 fd fd

73 64 50 43 01 00 00 00
03 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
5c 41 fd fd 6d 1a fd 4e fd
3c fd fd 47 48 fd fd

directory file | object name collision
synchronous io

non alert | open

for backup ident

| open reparse

point

directory file | object name collision
synchronous io

non alert | open

for backup ident

| open reparse

point

synchronous io  success or wait
non alert | non
directory file

Ascii Completion
sdPC\AmN<GH success or wait
sdPC\AmN<GH success or wait

Count Source Address

1 CC5332
1 CC5332
1 C4BDOB

Count Source Address
1 CFA4FA
1 CFA4FA

Symbol

CreateDirect
oryW

CreateDirect
oryW

CreateFileW

Symbol

WriteFile

WriteFile
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File Path Offset Length Value

244 5b 30 33 32 39 2f 31 39
31 39 32 30 2e 38 39 39
3a 49 4e 46 4f 3a 61 73
7369 73 74 61 6e 74 5f
69 6e 73 74 61 6¢ 6¢C 65
72 5f 6d 61 69 6e 2e 63
63 28 31 36 39 29 5d 20
52 75 6e 6e 69 6e 67 20
61737369 737461 6e
74 20 69 6e 73 74 61 6¢
6¢ 65 72 20 77 69 74 68
20 63 6f 6d 6d 61 6e 64
20 6¢ 69 6e 65 20 22 43
3a 5¢ 55 73 65 72 73 5¢
61 6¢ 66 6f 6e 73 5¢ 41
7070 44 6174 61 5¢ 4c
6f 63 61 6¢ 5¢ 54 65 6d
70 5¢ 2e 6f 70 65 72 61
5c 4f 70 65 72 61 20 47
58 20 49 6e 73 74 61 6C
6c 65 72 20 54 65 6d 70
5c 6f 70 65 72 61 5f 70
61 63 6b 61 67 65 5f 32
30 32 34 30 33 32 39 31
39 31 38 35 38 31 5¢ 61
737369737461 6e 74
5c 61737369 737461
6e 74 5f 69 6e 73 74 61
6c 6¢ 65 72 2e 65 78 65
2220 2d2d 76 6572 73
69 6f 6e Oa

C:\Users\user\AppData\Local\Te 0
mp\assistant_installer_2024032
9191920.log

File Read

File Path Offset

C:\Users\user\AppData\Roaming\Opera Software\Opera GX Stable\Crash 0
Reports\settings.dat

C:\Users\user\AppData\Roaming\Opera Software\Opera GX Stable\Crash 0
Reports\settings.dat

C:\Users\user\AppData\Roaming\Opera Software\Opera GX Stable\Crash 0
Reports\settings.dat

Ascii Completion Count Source Address

[0329/191920.899:INFO:  success or wait 1 C4C493
assistan
t_installer_main.cc(169)]
Running assistant
installer with command
line "C:\Users\user\App
Data\Local\Temp\.opera\
Opera GX Installer
Temp\opera_package
_202403291918581\assis
tant\ass
istant_installer.exe" --
version

Length Completion Count Source Address

40 success or wait 1 CFA559

40 success or wait 1 CFA559

40 success or wait 1 CFA559

Analysis Process: assistant_installer.exe PID: 2964, Parent PID: 4320

General

Target ID: 11

Start time: 19:19:20
Start date: 29/03/2024
Path:

Wow64 process (32bit): true

Commandline:

C:\Users\user\AppData\Local\Temp\.opera\Opera GX Installer Temp\opera_package_202403291918581\assistant\assistant_installer.exe

Symbol

WriteFile

Symbol

ReadFile

ReadFile

ReadFile

"C:\Users\user\AppData\Local\Temp\.opera\Opera GX Installer Temp\opera_package_202403291918581\assistant\assistant_installer.exe" --type=crashpad-

handler /prefetch:7 --monitor-self-annotation=ptype=crashpad-handler "--database=C:\Users\user\AppData\Roaming\Opera Software\Opera GX Stable\Crash
Reports" "--crash-count-file=C:\Users\user\AppData\Roaming\Opera Software\Opera GX Stable\crash_count.txt" --url=https://crashstats-collector.opera.com/coll
ector/submit --annotation=channel=Stable --annotation=plat=Win32 --annotation=prod=OperaDesktopGX --annotation=ver=73.0.3856.382 --initial-client-data
=0x270,0x274,0x278,0x24c,0x27¢,0xdb4f48,0xdb4{58,0xdb4f64

Imagebase: 0xc00000
File size: 1'853'592 bytes
MD5 hash: 4C8FBED0044DA34AD25F781C3D117A66

Has elevated privileges:

Has administrator
privileges:

Programmed in:
Reputation:

Has exited:

File Activities

File Created
File Path

true

true

C, C++ or other language
moderate

true

Access Attributes Options

Copyright Joe Security LLC 2024

Completion

Count

Source Address

Symbol
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File Path

C:\Users\user\AppData\Roaming\Opera Software\Opera
GX Stable\Crash Reports

C:\Users\user\AppData\Roaming\Opera Software\Opera
GX Stable\Crash Reports\reports

File Read
File Path

Access Attributes
read data or list  device
directory |
synchronize
read data or list  device
directory |
synchronize

Offset

C:\Users\user\AppData\Roaming\Opera Software\Opera GX Stable\Crash 0

Reports\settings.dat
\pipe\crashpad_4320_BRAQNGZPNYUKGUDX
\pipe\crashpad_4320_BRAQNGZPNYUKGUDX

Analysis Process: installer.exe PID: 3504, Parent PID: 652

General

Target ID: 13

Start time: 19:19:54
Start date: 29/03/2024
Path:

Wow64 process (32bit): false

Commandline:

Options Completion

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

object name collision

directory file |
synchronous io
non alert | open
for backup ident
| open reparse

object name collision

point
Length Completion
40 success or wait
36 success or wait
36 success or wait

C:\Users\user\AppData\Local\Programs\Opera GX\107.0.5045.79\installer.exe

Count Source Address

Symbol

1 CC5332 CreateDirect
oryW
1 CC5332 CreateDirect
oryW
Count Source Address Symbol
1 CFA559 ReadFile
1 CFA559 ReadFile
1 CFA559 ReadFile

"C:\Users\user\AppData\Local\Programs\Opera GX\107.0.5045.79\installer.exe" --backend --initial-pid=1396 --install --import-browser-data=0 --enable-stats=1 --

enable-installer-stats=1 --consent-given=0 --general-interests=0 --general-location=0 --personalized-content=0 --personalized-ads=0 --launchopera=1 --in
stallfolder="C:\Users\user\AppData\Local\Programs\Opera GX" --profile-folder --language=en-GB --singleprofile=0 --copyonly=0 --allusers=0 --setdefault
browser=1 --pintotaskbar=1 --pintostartmenu=1 --run-at-startup=1 --server-tracking-data=server_tracking_data --package-dir="C:\Users\user\AppData\Loca
\Temp\.opera\Opera GX Installer Temp\opera_package_202403291918581" --session-guid=8ddbc8bc-ca9a-4c2b-a001-468713504759 --server-tracking-b
1ob=NGFjMjBjZGM20TE2N2RINmJIYjJmY2M2YTBmMZDdmMDY4ZJE3N2Y30WFjNmEXN2RhOTU2NGUyNWUyOTFkYjhINjp7ImNvdW50cnkiOidVUy
IsimVkaXRpb24i0iJzdGQtMSIsImluc3RhbGxIcl9uYW11ljoi T3BIcmFHWFNIdHVwLmMV4ZSIsInByb2R1Y3QiOnsibmFtZSI6Im9wZXJhX2d4In0sInF1ZXJ5ljoiL29w
ZXJhX2d4L3NOYWJsZS9IZGl0aW9uL3N0ZCOxP3V0bV9zb3VyY2UIUFAOZ2FtZXMmAXRtX211ZGI1bT1wYSZ1dG1fY2FtcGFpZ249UFdOX1VTX1
BCNF8zNzQyJnV0bV9pZD04MDVjOTQ2ZWM3YzUONjgwYjM3Zju4MmQ1OGRIMTgzMCZ1dG1fY29udGVudD0zNzQyX3NIdHVwaW8iLCJzeXNOZWO0i
OnsicGxhdGZvem0iOnsiYXJjaCl6Ing4NI82NClsIm9wce3lzljoiV2IuZG93cylsImOwe3IzLXZIcnNpb24iOilxMClsInBhY2thZ2UiOiJFWE UifX0sInRpbWVzdGFtcC
16ljE3MTE3MzYzMzYuNTMONCIsInVzZXJhZ2VudCl61klubm8gU2V0dXAgNidyLjliLCJ1dG0iOnsiY2FtcGFpZ24i0iJQV05fVVNfUEIOXzM3NDIILCJjb250ZW50ljoi
MzcOMI9zZXR1cGlvliwiaWQiOil4MDVjOTQ2ZWM3YzUONjgwYjM3ZjUu4MmQ10GRIMTgzMClsIm11ZGI1bSI6InBhliwic291cmNIljoiUFdOZ2FtZXMif Swi
dXVpZCI6ImFiIN2E4AMGUWLWY 1MjItNDZjMy 1iY zdILWQxNzkzYjlwNDhIMiJ9 --silent --desktopshortcut=1 --install-subfolder=107.0.5045.79

Imagebase: 0x7ff65f4a0000
File size: 6'949'792 bytes
MD5 hash: 21AD4599ABD2E158DB5128F32D3CC4EE

Has elevated privileges: true

Has administrator true
privileges:
Programmed in: C, C++ or other language

Antivirus matches:

« Detection: 0%, ReversinglLabs

« Detection: 0%, Virustotal, Browse

Reputation: low

Has exited: true

File Activities

File Created
File Path

C:\Users\user\AppData\Local\Te
mp\Opera_installer_2403291819548603504.dlI

C:\Users\user\AppData\Roaming\Opera Software\Opera
GX Stable\Crash Reports

Copyright Joe Security LLC 2024

Access Attributes
read attributes |  device
synchronize |

generic write

read data or list ~ device

directory |
synchronize

Options Completion

synchronous io  success or wait
non alert | non

directory file

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

object name collision

Count Source Address Symbol
1 7FF65F4A2DB4 CreateFileW
1 7FF8A8B2BC80 CreateDirect

oryW
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https://www.virustotal.com/gui/file/f7cb5a7a18fe1102a2f591b6ad7b79c68c972742de2f34691771c1e9ba6bd82d/detection/f-f7cb5a7a18fe1102a2f591b6ad7b79c68c972742de2f34691771c1e9ba6bd82d-1711720343

File Path

C:\Users\user\AppData\Roaming\Opera Software\Opera
GX Stable\Crash Reports\reports

C:\Users\user\AppData\Roaming\Opera Software\Opera
GX Stable\Crash Reports\attachments

C:\Users\user\AppData\Local\Temp\.opera\Opera GX
Installer\opera_installer_20240329191955376.log

C:\Users\user\AppData\Local\Programs\Opera
GX\107.0.5045.79\resources\custom_partner_content.json

C:\Users\user\AppData\Local\Programs\Opera GX\Assets

C:\Users\user\AppData\Local\Programs\Opera
GX\opera.exe

C:\Users\user\AppData\Local\Programs\Opera
GX\launcher.exe

C:\Users\user\AppData\Local\Programs\Opera
GX\server_tracking_data

C:\Users\user\AppData\Local\Programs\Opera
GX\pref_default_overrides

C:\Users\user\Desktop\Opera GX Browser .Ink

C:\Users\user\AppData\Roaming\Microsoft\Windows\Start
Menu\Programs\Opera GX Browser .Ink

C:\Users\user\AppData\Local\Programs\Opera
GX\installation_status.json

C:\Users\user\AppData\Local\Programs\Opera
GX\107.0.5045.79\done

C:\Users\user\AppData\Local\Programs\Opera
GX\28443390-d0c3-48e2-a4b4-b93f535f981b.tmp

Copyright Joe Security LLC 2024

Access

read data or list
directory |
synchronize

read data or list
directory |
synchronize

append data or
add subdirectory
or create pipe
instance | read
attributes |
synchronize

read data or list
directory | read
attributes |
delete | write dac
| synchronize |
generic read |
generic write

read data or list
directory |
synchronize

read data or list
directory | read
attributes |
delete | write dac
| synchronize |
generic read |
generic write

read data or list
directory | read
attributes |
delete | write dac
| synchronize |
generic read |
generic write

read attributes |
synchronize |
generic write

read data or list
directory | read
attributes |
delete | write dac
| synchronize |
generic read |
generic write

read data or list
directory | read
attributes |
delete | write dac
| synchronize |
generic read |
generic write

read data or list
directory | read
attributes |
delete | write dac
| synchronize |
generic read |
generic write

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read attributes |
delete | syn
chronize |
generic read |
generic write

Attributes

device

device

device

device

device

device

device

device

device

device

device

device

device

device

Options

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

synchronous io
non alert | non
directory file

sequential only |
non directory file

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

sequential only |
synchronous io
non alert | non
directory file

sequential only |
synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

sequential only |
synchronous io
non alert | non
directory file

sequential only |
synchronous io
non alert | non
directory file

sequential only |
synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

Completion

object name collision

object name collision

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count

1

1

Source Address

7FF8A8B2BC80

7FF8A8B2BC80

7FF8A8C68B18

7FF8A8A94F2E

7FF8A8AC93DF

7FF8A8A94F2E

7FF8A8A94F2E

7FF8A8AC9AE3

7FF8A8A94F2E

7FF8A8A94F2E

7FF8A8A94F2E

7FF8ABAC9AE3

7FF8ABACYAE3

7FF8ABAC7E9E

Symbol

CreateDirect
oryW

CreateDirect
oryW

CreateFileW

CopyFileW

CreateDirect
oryW

CopyFileW

CopyFileW

CreateFileW

CopyFileW

CopyFileW

CopyFileW

CreateFileW

CreateFileW

CreateFileW
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File Deleted
File Path

C:\Users\user\AppData\Local\Programs\Opera GX\107.0.5045.79\launcher.exe.1711736396.0ld

C:\Users\user\AppData\Local\Programs\Opera GX\107.0.5045.79\root_files_list.1711736395.0ld

C:\Users\user\AppData\Local\Temp\Opera_installer_2403291819548603504.dll

File Moved
Old File Path

C:\Users\user\AppData\Local\Pr
ograms\Opera GX\107.0.5045.79\
files_list

C:\Users\user\AppData\Local\Pr
ograms\Opera GX\107.0.5045.79\
root_files_list

C:\Users\user\AppData\Local\Pr
ograms\Opera GX\107.0.5045.79\
Assets\150x150Logo.scale-100.png

C:\Users\user\AppData\Local\Pr
ograms\Opera GX\107.0.5045.79\
Assets\150x150Logo.scale-100_c
ontrast-white.png

C:\Users\user\AppData\Local\Pr
ograms\Opera GX\107.0.5045.79\
Assets\150x150Logo.scale-140.png

C:\Users\user\AppData\Local\Pr
ograms\Opera GX\107.0.5045.79\
Assets\150x150Logo.scale-140_c
ontrast-white.png

C:\Users\user\AppData\Local\Pr
ograms\Opera GX\107.0.5045.79\
Assets\150x150Logo.scale-180.png

C:\Users\user\AppData\Local\Pr
ograms\Opera GX\107.0.5045.79\
Assets\150x150Logo.scale-180_c
ontrast-white.png

C:\Users\user\AppData\Local\Pr
ograms\Opera GX\107.0.5045.79\
Assets\150x150Logo.scale-80.png

C:\Users\user\AppData\Local\Pr
ograms\Opera GX\107.0.5045.79\
Assets\150x150Logo.scale-80_contrast-
white.png

C:\Users\user\AppData\Local\Pr
ograms\Opera GX\107.0.5045.79\
Assets\70x70Logo.scale-100.png

C:\Users\user\AppData\Local\Pr
ograms\Opera GX\107.0.5045.79\
Assets\70x70Logo.scale-100_contrast-
white.png

C:\Users\user\AppData\Local\Pr
ograms\Opera GX\107.0.5045.79\
Assets\70x70Logo.scale-140.png

C:\Users\user\AppData\Local\Pr
ograms\Opera GX\107.0.5045.79\
Assets\70x70Logo.scale-140_contrast-
white.png

C:\Users\user\AppData\Local\Pr
ograms\Opera GX\107.0.5045.79\
Assets\70x70Logo.scale-180.png

C:\Users\user\AppData\Local\Pr
ograms\Opera GX\107.0.5045.79\
Assets\70x70Logo.scale-180_contrast-
white.png

C:\Users\user\AppData\Local\Pr
ograms\Opera GX\107.0.5045.79\
Assets\70x70Logo.scale-80.png

C:\Users\user\AppData\Local\Pr
ograms\Opera GX\107.0.5045.79\
Assets\70x70Logo.scale-80_contrast-
white.png
C:\Users\user\AppData\Local\Pr

ograms\Opera GX\107.0.5045.79\
Resources.pri

C:\Users\user\AppData\Local\Pr
ograms\Opera GX\107.0.5045.79\
launcher.visualelementsmanifest.xml

Copyright Joe Security LLC 2024

New File Path
C:\Users\user\AppData\Local\Programs\Opera
GX\107.0.5045.79\files_list.1711736395.0ld

C:\Users\user\AppData\Local\Programs\Opera
GX\107.0.5045.79\root_files_list.1711736395.0ld

C:\Users\user\AppData\Local\Programs\Opera
GX\Assets\150x150Logo.scale-100.png

C:\Users\user\AppData\Local\Programs\Opera
GX\Assets\150x150Logo.scale-100_contrast-white.png

C:\Users\user\AppData\Local\Programs\Opera
GX\Assets\150x150Logo.scale-140.png

C:\Users\user\AppData\Local\Programs\Opera
GX\Assets\150x150Logo.scale-140_contrast-white.png

C:\Users\user\AppData\Local\Programs\Opera
GX\Assets\150x150Logo.scale-180.png

C:\Users\user\AppData\Local\Programs\Opera
GX\Assets\150x150Logo.scale-180_contrast-white.png

C:\Users\user\AppData\Local\Programs\Opera
GX\Assets\150x150Logo.scale-80.png

C:\Users\user\AppData\Local\Programs\Opera
GX\Assets\150x150Logo.scale-80_contrast-white.png

C:\Users\user\AppData\Local\Programs\Opera
GX\Assets\70x70Logo.scale-100.png

C:\Users\user\AppData\Local\Programs\Opera
GX\Assets\70x70Logo.scale-100_contrast-white.png

C:\Users\user\AppData\Local\Programs\Opera
GX\Assets\70x70Logo.scale-140.png

C:\Users\user\AppData\Local\Programs\Opera
GX\Assets\70x70Logo.scale-140_contrast-white.png

C:\Users\user\AppData\Local\Programs\Opera
GX\Assets\70x70Logo.scale-180.png

C:\Users\user\AppData\Local\Programs\Opera
GX\Assets\70x70Logo.scale-180_contrast-white.png

C:\Users\user\AppData\Local\Programs\Opera
GX\Assets\70x70Logo.scale-80.png

C:\Users\user\AppData\Local\Programs\Opera
GX\Assets\70x70Logo.scale-80_contrast-white.png

C:\Users\user\AppData\Local\Programs\Opera
GX\Resources.pri

C:\Users\user\AppData\Local\Programs\Opera
GX\launcher.visualelementsmanifest.xml

Completion
success or wait
success or wait

success or wait

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count

Count

7FF8ABAC8388
7FF8ABAC8388
7FF65F4A1ADS

Source Address

7FF8A8C614E7

7FF8A8C614E7

7FF8A8C614E7

7FF8A8C614E7

7FF8A8C614E7

7FF8A8C614E7

7FF8A8C614E7

7FF8A8C614E7

7FF8A8C614E7

7FF8A8C614E7

7FF8A8C614E7

7FF8A8C614E7

7FF8A8C614E7

7FF8A8C614E7

7FF8A8C614E7

7FF8A8C614E7

7FF8A8C614E7

7FF8A8C614E7

7FF8A8C614E7

7FF8A8C614E7

Source Address

Symbol

DeleteFileW
DeleteFileW
DeleteFileW

Symbol

MoveFileExXW

MoveFileExW

MoveFileExXW

MoveFileExXW

MoveFileExXW

MoveFileExXW

MoveFileExXW

MoveFileExW

MoveFileExW

MoveFileExW

MoveFileExW

MoveFileExW

MoveFileExW

MoveFileExW

MoveFileExW

MoveFileExW

MoveFileExW

MoveFileExW

MoveFileExW

MoveFileExXW
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Old File Path

C:\Users\user\AppData\Local\Pr
ograms\Opera GX\107.0.5045.79\
opera.visualelementsmanifest.xml

C:\Users\user\AppData\Local\Pr
ograms\Opera GX\107.0.5045.79\
launcher.exe

C:\Users\user\AppData\Local\Pr
ograms\Opera GX\28443390-d0c3-
48e2-a4b4-b93f535f981b.tmp

File Written
File Path

C:\Users\user\AppData\Local\Te
mp\Opera_installer_24032918195
48603504.dll

C:\Users\user\AppData\Roaming\
Opera Software\Opera GX Stable
\Crash Reports\settings.dat

C:\Users\user\AppData\Local\Pr
ograms\Opera GX\107.0.5045.79\
8eff576-81d5-4419-a836-b36d60
19d97c.tmp

Copyright Joe Security LLC 2024

Offset

0

New File Path

C:\Users\user\AppData\Local\Programs\Opera

GX\opera.visualelementsmanifest.xml

C:\Users\user\AppData\Local\Programs\Opera

GX\107.0.5045.79\launcher.exe.1711736396.0ld

C:\Users\user\AppData\Local\Programs\Opera

GX\installer_prefs.json

Length Value

631952 4d 5a 78 00 01 00 00 00

0 04 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
40 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 78 00 00 00
Oe 1f fd Oe 00 fd 09 fd 21
fd 01 4¢ fd 21 54 68 69
732070726f67 7261
6d 20 63 61 6e 6e 6f 74
20 62 65 20 72 75 6e 20
69 6e 20 44 4f 53 20 6d
6f 64 65 2e 24 00 00 50
4500 00 64 fd 0f 00 fd fd
02 66 00 00 00 00 00 00
00 00 fd 00 22 20 Ob 02
0Oe 00 00 64 3e 00 00 fd
2100 00 00 00 00 20 75
2e 00 00 10 00 00 00 00
00 fd 01 00 00 00 00 10
00 00 00 02 00 00 05 00
02 00 00 00 00 00 05 00
02 00 00 00 00 00 00 fd
62 00 00 04 00 00 fd 60
00 03 00 60 41 00 00 10
00 00 00 00 00 00 10 00
00 00 00 00 00 00 00 10
00 00 00 00 00 00 10 00
00 00 00 00 00 00 00 00
00 10 00 00

40 73 64 50 43 01 00 00 00
03 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
5c 41 fd fd 6d 1a fd 4e fd
3c fd fd 47 48 fd fd

105 3c 6173 73 65 6d 62 6¢
79 0d 0a 20 20 78 6d 6¢
6e 73 3d 27 75 72 6e 3a
73 63 68 65 6d 61 73 2d
6d 69 63 72 6f 73 6f 66
74 2d 63 6f 6d 3a 61 73
6d 2e 76 31 27 20 6d 61
6e 69 66 65 73 74 56 65
72 73 69 6f 6e 3d 27 31
2e 30 27 3e 0d 0a 20 20
3c 6173 73 65 6d 62 6¢
79 49 64 65 6e 74 69 74
79 0d 0a 20 20 20 20 20
20

Completion Count Source Address
success or wait 1 7FF8ABC614E7
success or wait 1 7FF8ABC614E7
success or wait 1 7FF8A8AC860C
Ascii Completion Count Source Address
MZx@x!L!This program  success or wait 1 7FF65F4A2C38
cannot be run in DOS
mode.$PEdf" d>! u.b™A
sdPC\AmN<GH success or wait 1 7FF8A8B4941C
<assembly success or wait 1 7FF8A8ADC10D

xmlins='urn:schemas-
microsoft-com:asm.v1'
manifestVersion='1.0">
<assemblyldentity

Symbol

MoveFileExXW

MoveFileExXW

MoveFileW

Symbol

WriteFile

WriteFile

WriteFile
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File Path Offset

C:\Users\user\AppData\Local\Pr 105
ograms\Opera GX\107.0.5045.79\
8eff576-81d5-4419-a836-b36d60
19d97c.tmp

1780

C:\Users\user\AppData\Local\Pr 1885 128
ograms\Opera GX\107.0.5045.79\
8eff576-81d5-4419-a836-b36d60

19d97c.tmp

C:\Users\user\AppData\Local\Pr 2013 58
ograms\Opera GX\107.0.5045.79\
8eff576-81d5-4419-a836-b36d60

19d97c.tmp

C:\Users\user\AppData\Local\Pr 2071 55
ograms\Opera GX\107.0.5045.79\
8eff576-81d5-4419-a836-b36d60

19d97c.tmp

C:\Users\user\AppData\Local\Pr 2126 63
ograms\Opera GX\107.0.5045.79\
8eff576-81d5-4419-a836-b36d60

19d97c.tmp

C:\Users\user\AppData\Local\Pr 2189 55
ograms\Opera GX\107.0.5045.79\
8eff576-81d5-4419-a836-b36d60

19d97c.tmp

C:\Users\user\AppData\Local\Pr 2244 62
ograms\Opera GX\107.0.5045.79\
8eff576-81d5-4419-a836-b36d60

19d97c.tmp

C:\Users\user\AppData\Local\Pr 2306 59
ograms\Opera GX\107.0.5045.79\
8eff576-81d5-4419-a836-b36d60

19d97c.tmp

Copyright Joe Security LLC 2024

Length Value

6e 61 6d 65 3d 27 31 30
37 2e 30 2e 35 30 34 35
2e 37 39 27 0d 0a 20 20
2020202076 657273
69 6f 6e 3d 27 31 30 37
2e 30 2e 35 30 34 35 2¢
37 39 27 0d 0a 20 20 20
2020 20 74 79 70 65 3d
27 77 69 6e 33 32 27 2f
3e 0d 0a 20 20 3c 66 69
6c 65 20 6e 61 6d 65 3d
27 6f 70 65 72 61 5f 65
6¢C 66 2e 64 6¢ 6C 27 2f
3e 0d Oa 3c 2f 61 73 73
65 6d 62 6¢ 79 3e 0d Oa
fd 50 4e 47 0d Oa 1a 0a
00 00 00 0d 49 48 44 52
00 00 00 fd 00 00 00 fd
08 06 00 00 00 3¢ 01 71
fd 00 00 08 4c 49 44 41
54 78 fd fd fd 31 01 00 00
00 fd 20 fd fd 36 fd 5e 60
1500 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 fd fd 7b 00 fd fd fd fd
00 fd 9f 6d f6 6d 5d 6 6d
6 6d 6 6d fe fc fd fd fd fd
fd fd 5b 73 fd fd fd 93 fd
5f fd fd fd fd fd 4e fd 4e
77 12 fd fd 5f 77 fd

4b fd a7 fd 40 6f fd 79 fd
fd 2f 55 37 fd 63 fd fd 20
4210 fd 33 fd fd fd 3f fd
03 fd fd 7a fd 2e fd 2d fd
25 6¢ 23 1f 5f fd 4f 6d fd
72 0f 4c fd 4b fd 19 fd 14
bf 45 53 fd fd fd 3b fd fd
16 fd 4f fd 4c 43 10 7f 39
7c 05 fd 55 28 28 7¢ 2a
fd 19 7e fd 38 fd fd 03 3a
fd fd 57 fd 74 13 7c 64 29
01 32fd 19 fd 27 fd fd 2e
fd 73 7f 1b 4e fd fd fd fd
fd 74 fd 3f 53 4b fd fd

1e fd fd 10 4f 00 fd 10 fd
fd fd 35 1a fd ¢3 fd 3a fd
10 7e fd fd 04 2¢ 32 54
78 57 fd 09 1¢ 00 fd 6¢ fd
fd 10 fd fd fd 50 fd 1b c6
fd 09 3e db 6e 3c 29 2e

fd 3f fd Ob 5f Oa 2f fd 07
fd fd fd 04 fd fd fd fd 20 fd
7b 10 fd fd 68 fd 1e fd fd
7e fd 56 30 fd fd fd 4f fd
44 1d fd 02 5d fd 03 fd fd
fd 5a fd 02 48 fd fd 30

1c fd 41 3d 28 0f fd fd 03
fd fd fd 1c 47 fd fd fd fd

5afd29 fd 17 61 1d 58 fd
3c 07 3b 04 fd 65 fd fd 2¢
4e fd 1c fd 21 fd fd 59 5¢c
3150 07 fd 03 14 58 27

78 43 fd fd 6b 50 fd 56 33

fd fd 1f fd fd 5e 4a fd 1b
15 fd 6¢ fd 02 58 03 fd fd
03 fd 10 5¢ 37 fd 02 fd fd
37 4c fd fd 78 05 fd 31 fd
7d fd 4b Ob fd 5b 73 fd 7d
00 fd 60 21 fd fd 12 fd 11
3e

fd fd fd 19 78 16 87 1f fd

00 fd fd 49 70 fd fd 22 fd

20 fd fd 73 21 6d 17 fd fd
30 fd 4e fd 5e fd 07 19 6e
fd fd fd 02 7b 08 4a fd 54
1e 06 70 68 0d 54 fd fd fd
28 6b fd fd Oe fd 40

0d 18 05 3b fd 5a 10 43
05 fd fd 7b fd fd 12 fd fd
fd fd fd 4d fd 20 fd 1b fd
fd fd fd a1 01 00 00 04 00
30 fd fd 6a fd 6e 69 73 5e
0100 00 00 00 00 00 00
00 00 00 00

Ascii Completion Count Source Address
name='107.0.5045.79' success or wait 1 7FF8A8ADC10D
version='107.0.5045.79'

type='win32'/> <file

name='opera_elf.dll'/>

</assembly>PNGIHDR<q

LIDATx1

6N {mm]mmm[s_NNw_w

K@oy/U7¢c B3?z.- success or wait 1 7FF8A8ADC10D
%l#OmrLKES;0OLC9

[U((*~8:Wt|d)2'.sNt?SK

05:~,2TxWIPn<). success or wait 1 7FF8A8ADC10D
?_/{h~VOOD]ZHO success or wait 1 7FF8A8ADC10D
A= success or wait 1 7FF8A8ADC10D
(GZ)aX<;e,NIY\1PX'xCkP

V3

AIX\77Lx1}K[s} !> success or wait 1 7FF8A8ADC10D
xIp" s!mON~n{JTphT(k@  success or wait 1 7FF8A8ADC10D
;ZC{M Onis” success or wait 1 7FF8A8ADC10D

Symbol

WriteFile

WriteFile

WriteFile

WriteFile

WriteFile

WriteFile

WriteFile

WriteFile
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File Path

C:\Users\user\AppData\Local\Pr
ograms\Opera GX\107.0.5045.79\
8eff576-81d5-4419-a836-b36d60
19d97c.tmp

C:\Users\user\AppData\Local\Pr
ograms\Opera GX\107.0.5045.79\
8eff576-81d5-4419-a836-b36d60
19d97c.tmp

C:\Users\user\AppData\Local\Pr
ograms\Opera GX\107.0.5045.79\
8eff576-81d5-4419-a836-b36d60
19d97c.tmp

C:\Users\user\AppData\Local\Pr
ograms\Opera GX\107.0.5045.79\
8eff576-81d5-4419-a836-b36d60
19d97c.tmp

C:\Users\user\AppData\Local\Pr
ograms\Opera GX\107.0.5045.79\
8eff576-81d5-4419-a836-b36d60
19d97c.tmp

C:\Users\user\AppData\Local\Pr
ograms\Opera GX\107.0.5045.79\
8eff576-81d5-4419-a836-b36d60
19d97c.tmp

C:\Users\user\AppData\Local\Pr
ograms\Opera GX\107.0.5045.79\
8eff576-81d5-4419-a836-b36d60
19d97c.tmp

C:\Users\user\AppData\Local\Pr
ograms\Opera GX\107.0.5045.79\
8eff576-81d5-4419-a836-b36d60
19d97c.tmp

Copyright Joe Security LLC 2024

Offset

2365

2453

2553

2656

2770

2829

2893

2987

Length

88

100

108

114

59

64

94

74

Value

00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 4f 0b 50 fd 12 fd
29 fd 00 00 00 00 49 45
4e 44 fd 42 60 fd fd 50 4e
47 0d Oa 1a 0a 00 00 00
0d 49 48 44 52 00 00 00
fd 00 00 00 fd 08 04 00
00 00 fd 08 fd 69 00 00
06 fd 49 44 41 54 78 fd fd
fd 69 fd

5d 55 19 06 fd fd fd fd 16
fd 4a Ob 14 52 54 fd 48
11 fd 14 fd 54 1a fd fd 73
65 56 fd 18 29 62 fd 42 fd
35 fd 40 08 61 fd 51 11
10 50 10 63 fd 20 32 45
fd fd 1a fd 65 52 19 fd 18
50 28 fd fd 0d fd fd 50 fd
fd fd fd fd fd fd fd 49 fd fd
fd 73 fd 1f 76 ee fd fd 79
fd 7f fd 75 fd fd fd fd fd fd
51

14 4551 14 4551 14 45
51144551 144551 14
4551 14 4551 14 45 51

Oc fd 18 53 fd 6e fd fd fd

6afd 1522 b3 fd fd fd 70
fd fd 7c 42 fd fd 5d fd 09

fd fd 3e fd fd 9e fd fd fd fd
39 fd 33 32 fd fd fd Oa fd
59 fd 6¢ fd 52 1f fd 2a 79
fd 5¢ fd 38 fd 34 fd fd fd

fd fd 70 fd 4b fd fd 45 59
257d fd

fd 35 fd 68 17 5b 2a fd 7¢
fd 56 fd fd 69 fd 46 fd fd
71 7e fd Oe fd 3b 06 fd 57
36 31 fd 4d 35 5f b9 fd 31
46 11 13 23 47 6a fd fd
49 5a fd fd 75 fd 20 fd 36
fd 2a fd 77 fd fd af fd 6f
53 fd fd 44 fd 72 fd 29 fd
55 fd fd 1c fd 6a 16 79 fd
23 1e fd 79 fd fd 55 fd Oc
3b 53 fd 2d 22 fd fd fd 6e
fd fd 76 fd 5e 69 fd

55 57 fd 6a 13 68 6b fd fd
1b 6e fb 33 fd d9 43 2¢
11 11 fd 4c 52 65 5b fd
69 7f 7d fd fd fd fd 48 fd
7a 40 fd 39 f0 71 fd fd 22
fd 76 fd 55 39 07 22 22
6e fd

29 fd fd fd fd 44 44 fd 69
58 fd 62 fd fd fd fd fd 2a

27 fd fd fd fd 76 35 10 23
fd fd 7e fd 24 fd 37 fd 5d
fd 2e 54 6d fd fd fd cc fd

69 fd fd fd 02 4e fd 2b fd
fd fd 1a 6d fd fd 0a 78

fd 6a 5f fd 27 22 4e 47 fd
5d fd fd 6e 07 6a fd 76 6¢c
7b fd fd 4¢ 73 fd fd fd 3b
fd 54 71 3d 45 fd fd 33 fd
fd fd 31 3b fd 76 fd fd 78
42 fd fd fd 2a 22 5e fd 31
55 fd fd 38 19 fd fd 78 4c
2c 37 5d fd fd fd 44 fd 39
1a 69 fd fd 22 fd fd 4e fd
fd 22 fd fd fd 63 03 fd 44
fd

fd fd 58 fd 16 fd 63 2b 0d
74 fd fd 38 4d fd fd fd 5b
fd 2e fd fd fd fd 22 66 fd
fd fd fd fd fd fd fd fd 52 11
fd 30 52 fd 31 16 fd 58 68
fd fd 3b 4e 44 fd 3d 55 fd
4944fd612e 1511 fdfd
76 fd fd 38 fd fd fd 27 fd

Ascii

Completion

OPIENDB PNGIHDRIIDA ' success or wait

Txi

JUJRTHTseV)bB5@aQP
¢ 2EeRP(PlsvyuQ

EQEQEQEQEQEQEQE
QSnj'p|B]>932YI
R*y\84pKEY%}

success or wait

success or wait

5h[*|ViFq~;W61M5_1FGjl success or wait

Zu *woSDr)Ujy#yU;S-
"nvAi

UWijhkn,LRe[i}Hz@9q"vU ' success or wait

9"'n

)DDiXb*'v5#~$7].Tmi+mx = success or wait

j_"NG]njv{Ls;T=E31;vxB  success or wait

*"AMU8XL,7]D9i"N"cD

Xc+t8M[."fROR1Xh;ND=U success or wait

IDa.v8'

Count

1

Source Address

7FF8A8ADC10D

7FF8A8ADC10D

7FF8A8ADC10D

7FF8A8ADC10D

7FF8A8ADC10D

7FF8A8ADC10D

7FF8A8ADC10D

7FF8A8ADC10D

Symbol

WriteFile

WriteFile

WriteFile

WriteFile

WriteFile

WriteFile

WriteFile

WriteFile
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File Path

C:\Users\user\AppData\Local\Pr
ograms\Opera GX\107.0.5045.79\
resources\custom_partner_conte
nt.json

C:\Users\user\AppData\Local\Pr
ograms\Opera GX\107.0.5045.79\
8eff576-81d5-4419-a836-b36d60
19d97c.tmp

\Device\Mailslot\opera_install
en\C:\Users\user\AppData\Local
\Programs\Opera GX

C:\Users\user\AppData\Local\Pr
ograms\Opera GX\opera.exe

Copyright Joe Security LLC 2024

Value

2f 2f 20 44 55 77 67 6b
7a 705273 32 55 42 5a
44 51 49 37 37 2b 63 54
33 50 36 72 46 43 42 31
413064 54 73 33 32 33
73 30 50 38 56 77 4b 50
4e 78 4a 67 37 55 43 37
36 51 44 62 63 43 52 4d
79 53 55 57 75 36 6f 53
3179 7a 54 43 67 75 52
6¢ 55 59 54 63 69 64 71
70 65 5a 64 74 48 4f 4c
30 39 2f 7a 2b 6¢ 75 50
7a49 48 48 71 422t 76
51 39 72 6e 6d 4b 76 4e
50 4a 70 47 72 42 4a 6b
4b 66 79 74 54 4 75 77
39 76 38 66 72 44 65 5a
61 65 48 36 72 34 69 42
3162 33 49 63 78 58 44
56 42 47 2f 63 5a 69 56
4d 76 68 6a 30 2f 62 39
53 62 41 62 6b 67 4e 39
34 47 55 72 44 6a 49 41
72 48 45 6f 34 39 65 42
4d 46 63 59 4b 75 4c 46
6a 4f 55 6d 62 69 52 75
45 53 46 6e 33 52 6¢ 78
31 53 46 4e 73 50 6b 32
47 45 6f 68 72 52 76 73
62 33 46 7a 68 39 55 48
36 68 77 4b 46 55 45

7563 74 1afd 03 11 Of
6b fd 71 3e 10 71 fd 6a
63 fd 2b 62 fd fd fd 46 fd
fd fd fd 72 fd fd fd fd 41
4e 13 11 fd fd fd 7d 11 fd
fd fd fd 59 fd 4a 13 6b 7e
fd 3b 34 fd 33 22 1e 55 fd
fd 05 11 73 Oc fd 24 11 fd
da fd 6e fd 71 1a 62 7b
11 71 fd 6a fd fd fd fd 0d
83 22 fd 59 5f fd fd 45 09
1afd 62 11 3d fd 53 fd 22
fd 34 fd fd 1c 5b fd fd fd
53 fd 1c 0d fd 59 fd 36 4f
fd 4c fd fd fd

20 00 00 00 13 00 00 00
3a 49 6e 73 74 61 6¢ 6C
65 72 20 6d 65 73 73 61
67 65 3a 00 09 00 00 00

4d 5a 78 00 01 00 00 00
04 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
40 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 78 00 00 00
Oe 1f fd Oe 00 fd 09 fd 21
fd 01 4c fd 21 54 68 69
73207072 6f 67 72 61
6d 20 63 61 6e 6e 6f 74
20 62 6520 72 75 6e 20
69 6e 20 44 4f 53 20 6d
6f 64 65 2e 24 00 00 50
45 00 00 64 fd Ob 00 fd fd
02 66 00 00 00 00 00 00
00 00 fd 00 22 00 Ob 02
0e 00 00 fd 10 00 00 fd
0500 00 00 00 00 10 25
0a 00 00 10 00 00 00 00
004001 0000000010
00 00 00 02 00 00 05 00
02 00 00 00 00 00 05 00
02 00 00 00 00 00 00 60
18 00 00 04 00 00 78 fd
17 00 02 00 60 fd 00 00
fd 00 00 00 00 00 00 10
00 00 00 00 00 00 00 00
10 00 00 00 00 00 00 10
00 00 00 00 00 00 00 00
00 00 10 00 00

Ascii

I
DUwgkzpRs2UBZDQI77
+cT3P6rFC
B1A0dTs323s0P8VwWKP
NxJg7UC76QDb
cCRMySUWu60S1yzTCg
uRIUYTcidgpe
ZdtHOL09/z+luPzIHHqB/
vQ9rnmKvN
PJpGrBJkKfytTOuw9v8fr
DeZaeH6r4
iB1b3IcxXDVBG/cZiVMv
hj0/b9SbAb
kgN94GUrDjIArHE049eB
MFcYKULFjO
UmbiRUESFNn3RIx1SFNs
Pk2GEohrRvs
b3Fzh9UH6hwKFUE

uctkg>qjc+bFrAN}YJk~;4  success or wait

3"Us$ngb
{qj"Y_Eb=S"4[SY60L

:Installer message:

MZx@x!L!This program
cannot be run in DOS
mode.$PEdf"%@ x
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File Path Offset

C:\Users\user\AppData\Local\Pr 0
ograms\Opera GX\launcher.exe

C:\Users\user\AppData\Local\Pr 0 896
ograms\Opera GX\server_trackin
g_data

C:\Users\user\AppData\Local\Pr 0 2
ograms\Opera GX\pref_default_o
verrides

C:\Users\user\AppData\Local\Pr 3334 71
ograms\Opera GX\107.0.5045.79\
8eff576-81d5-4419-a836-b36d60

19d97c.tmp

C:\Users\user\AppData\Local\Pr 3405 74
ograms\Opera GX\107.0.5045.79\
8eff576-81d5-4419-a836-b36d60

19d97c.tmp

Copyright Joe Security LLC 2024

Length Value

524288 4d 5a 78 00 01 00 00 00

04 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
40 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 78 00 00 00
Oe 1f fd Oe 00 fd 09 fd 21
fd 01 4c fd 21 54 68 69
732070 72 6f 67 72 61
6d 20 63 61 6e 6e 6f 74
20 62 65 20 72 75 6e 20
69 6e 20 44 4f 53 20 6d
6f 64 65 2e 24 00 00 50
45 00 00 64 fd 0d 00 fd fd
02 66 00 00 00 00 00 00
00 00 fd 00 22 00 Ob 02
0e 00 00 2e 1b 00 00 fd
07 00 00 00 00 00 fd fd
1200 00 10 00 00 00 00
0040 01 00 00 00 00 10
00 00 00 02 00 00 05 00
02 00 00 00 00 00 05 00
02 00 00 00 00 00 00 fd
2400 00 04 00 00 78 2a
23 00 02 00 60 fd 00 00
10 00 00 00 00 00 00 10
00 00 00 00 00 00 00 00
10 00 00 00 00 00 00 10
00 00 00 00 00 00 00 00
0000 10 00 00

4e 47 46 6a 4d 6a 42 6a
5a 47 4d 32 4f 54 45 32
4e 32 52 69 4e 6d 4a 6¢
59 6a 4a 6d 59 32 4d 32
59 54 42 6d 5a 44 64 6d
4d 44 59 34 5a 6a 45 33
4e 32 59 33 4f 57 46 6a
4e 6d 45 78 4e 32 52 68
4f 54 55 32 4e 47 55 79
4e 57 55 79 4f 54 46 6b
59 6a 68 6¢ 4e 6a 70 37
49 6d 4e 76 64 57 35 30
63 6e 6b 69 4f 69 4a 56
55 79 49 73 49 6d 56 6b
6158 52 70 62 32 34 69
4f 69 4a 7a 64 47 51 74
4d 53 49 73 49 6d 6¢ 75
63 33 52 68 62 47 78 6C
63 6¢ 39 75 59 57 31 6¢
49 6a 6f 69 54 33 42 6¢
63 6d 46 48 57 46 4e 6c
64 48 56 77 4c 6d 56 34
5a 53 49 73 49 6e 42 79
62 32 52 31 59 33 51 69
4f 6e 73 69 62 6d 46 74
5a 53 49 36 49 6d 39 77
5a 58 4a 68 58 32 64 34
49 6e 30 73 49 6e 46 31
5a 58 4a 35 49 6a 6f 69
4c 32 39 77 5a 58 4a 68
58 32 64 34 4c 33 4e 30
59 57 4a 73 5a 53 39

7b 7d

21 fd 38 fd fd fd 45 44 fd
fd 69 4c fd fd fd 56 fd 38
16 fd 22 62 0f 43 33 5b
44 6¢ fd fd 67 45 44 fd fd
5e fd fd 17 fd 2d fd fd fd
4e 44 4c fd 69 42 73 06
fd 4f 34 fd fd 60 6d 5c¢ fd
7a 57 fd fd fd 6b fd

41 fd 9a fd 76 fd fd 2c fd

fd fd 5f 13 71 fd fd 79 5a

44 fd 6e fd fd 68 fd 6a fd

fd fd 1b 50 fd 51 11 67 1b
fd fd 45 2¢ 50 65 fd fd 68
59 fd fd 22 fd 7e 54 fd fd

fd 1b 0d fd 7a 22 fd 21 55
2e 13 fd 40 03 fd 27

Ascii Completion Count Source Address

MZx@x!L!This program success or wait 5} 7FF8ABA94F2E
cannot be run in DOS

mode.$PEdf".@$x*#

NGFjMjBjZGM20OTE2N2 7FF8ABACI9B47
RINmJIYjJmY2
M2YTBmZDdmMDY4ZjE
3N2Y30WFjNmEx
N2RhOTU2NGUyNWUyO
TFKYjhINjp7Im
NvdW50cnkiOiJVUylsIm
VkaXRpb24i
0iJzdGQtMSIsImluc3Rh
bGxIcl9uYW
11ljoiT3BlcmFHWFNIdHV
wLmV4ZSls
InByb2R1Y3QiOnsibmFt
ZS16Im9wZX
JhX2d41n0sInF1ZXJ5ljoi
L29wZXJh
X2d4L3NOYWJsZS9

success or wait 1

{ success or wait 1 7FF8A8A94F2E

I8EDILV8"bC3[DIgEDA- success or wait 1 7FF8A8ADC10D

NDLiBsO'mzWk

Av_qyZDnhjPQgE,PehY" success or wait 1 7FF8A8ADC10D

~Tz"U.@"

Symbol

CopyFileW

WriteFile

CopyFileW

WriteFile

WriteFile
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File Path

C:\Users\user\Desktop\Opera GX
Browser .Ink

C:\Users\user\AppData\Roaming\
Microsoft\Windows\Start Menu\P
rograms\Opera GX Browser .Ink

unknown

C:\Users\user\AppData\Local\Pr
ograms\Opera GX\107.0.5045.79\
8eff576-81d5-4419-a836-b36d60
19d97c.tmp

C:\Users\user\AppData\Local\Pr
ograms\Opera GX\107.0.5045.79\
8eff576-81d5-4419-a836-b36d60
19d97c.tmp

Copyright Joe Security LLC 2024

Offset

0 1435
0 1435
unkno 61
wn

3479 60
3539 153

Length Value

4c¢ 00 00 00 01 14 02 00
00 00 00 00 fd 00 00 00
00 00 00 46 fd 00 00 00
20 00 00 00 fd fd 7b fd 05
fd fd 01 fd fd 7b fd 05 fd
fd 01 24 fd 3a fd 23 fd fd
01 fd 29 23 00 00 00 00
00 01 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 28 02 3a 00 1f 44 47
1a 03 59 72 3f fd 44 fd fd
55 fd fd 6b 30 fd 26 00 01
0026 00 fd 10 00 00 00
20 4d c4 fd fd fd 01 58 fd
69 fd 05 fd fd 01 fd 02 fd
fd 05 fd fd 01 14 00 fd 00
74 00 1c 00 43 46 53 46
16 00 31 00 00 00 00 00
44 57 53 6¢ 12 00 41 70
70 44 61 74 61 00 00 00
74 1a 59 5e fd fd fd 48 fd
67 17 33 fd fd 28 fd fd fd
fd df 67 56 41 fd 47 fd fd
6b fd fd 7f 40 00 09 00 04
00 fd 44 57 53 6¢ 7d 58
57 fd 2e 00 00 00 42 fd
00 00 00 00 07 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 42 64 67 00
4100 70 00 70 00 44

4c¢ 00 00 00 01 14 02 00
00 00 00 00 fd 00 00 00
00 00 00 46 fd 00 00 00
20 00 00 00 fd fd 7b fd 05
fd fd 01 fd fd 7b fd 05 fd
fd 01 24 fd 3a fd 23 fd fd
01 fd 29 23 00 00 00 00
00 01 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 28 02 3a 00 1f 44 47
1a 03 59 72 3f fd 44 fd fd
55 fd fd 6b 30 fd 26 00 01
0026 00 fd 10 00 00 00
20 4d c4 fd fd fd 01 58 fd
69 fd 05 fd fd 01 fd 02 fd
fd 05 fd fd 01 14 00 fd 00
74 00 1c 00 43 46 53 46
16 00 31 00 00 00 00 00
44 57 53 6¢ 12 00 41 70
70 44 61 74 61 00 00 00
74 1a 59 5e fd fd fd 48 fd
67 17 33 fd fd 28 fd fd fd
fd df 67 56 41 fd 47 fd fd
6b fd fd 7f 40 00 09 00 04
00 fd 44 57 53 6¢ 7d 58
57 fd 2e 00 00 00 42 fd
00 00 00 00 07 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 42 64 67 00
4100 70 00 70 00 44

62 fd fd fd 1f 37 14 5f 16
11 €932 4b fd 03 1a fd
1a 75 Oa fd fd 58 fd 23 06
fd 14 fd fd fd 16 fd fd 52
03 fd fd fd fd 61 23 43 3f
fd fd 25 22 26 b4 fd 47 69
fd 79 fd

fd ca fd fd 60 fd fd 7d 11
eb 32 43 44 fd fd 08 3f 15
fd fd 5a fd 14 fd 67 0d fd
54 fd 19 fd 22 fd fd 21 fd
fd 79 fd 09 5f 12 11 5f 30
38 fd fd fd 2d 75 fd fd 4f fd
79 1a 62 fd 37 44 fd 56 fd
fd fd 44 fd fd 60 fd fd 23
62 6e fd Ob fd fd 68 fd fd
45 fd 62 fd 44 7a fd fd 0d
fd 45 35 fd fd 51 fd fd fd
06 fd fd 4a 11 eb fd Ob 71
60 6f 51 29 3d 51 fd fd 46
fd 45fd 72 fd fd 76 fd fd
fd 26 19 fd fd 44 fd fd 5a
fd fd fd 2a fd 35 fd 1a 65

Ascii

LF {{$:#)#(:DGYr?
DUK0&& MXitCF
SF1DWSIAppDatatY*Hg
3(gVAGKk@DWS
[}XW.BBdgAppD

LF {$:#)#(:DGYr?
DUK0&& MXitCF
SF1DWSIAppDatatY”*Hg
3(gVAGk@DWS
[}XW.BBdgAppD

Completion

success or wait

success or wait

invalid handle

b7_2KuX#Ra#C?%"&Giy success or wait

'}2CD?ZgT"ly_ 08-
uOyb7DVD' #bnh
EDzE5QJqoQ=QFErv&D
Z*5e

success or wait

Count

1

1

1

1

Source Address

7FF8A8A94F2E

7FF8A8A94F2E

7FF8A8C1560D

7FF8A8ADC10D

7FF8A8ADC10D

Symbol

CopyFileW

CopyFileW

WriteFile

WriteFile

WriteFile
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File Path

C:\Users\user\AppData\Local\Te
mp\.opera\Opera GX Installer T

emp\opera_package 202403291918

581\installer_prefs_include.js
on.backup

C:\Users\user\AppData\Local\Pr
ograms\Opera GX\107.0.5045.79\
8eff576-81d5-4419-a836-b36d60
19d97c.tmp

C:\Users\user\AppData\Local\Pr
ograms\Opera GX\installation_s
tatus.json

C:\Users\user\AppData\Local\Pr
ograms\Opera GX\107.0.5045.79\
8eff576-81d5-4419-a836-b36d60
19d97c.tmp

C:\Users\user\AppData\Local\Pr
ograms\Opera GX\107.0.5045.79\
done

Copyright Joe Security LLC 2024

Offset

0

3692

0

3768

Length

1216

76

12876

71

Value

7b 22 63 6f 75 6e 74 72
79 22 3a 22 55 53 22 2¢
22 66 65 6174 75 72 65
73 2d 64 6e 61 2d 72 65
717569 72 65 6d 65 6e
7473 22 3a 7b 22 38 31
38 63 33 65 66 31 32 64
30 62 22 3a 7b 22 66 6f
72 62 69 64 64 65 6e 22
3a 5b 22 35 62 33 65 62
34 61 36 63 33 33 35 61
30 36 35 39 64 31 36 64
316131383963 6131
35 35 65 34 34 34 31 65
61 3134 22 5d 2¢ 22 72
657175 69 72 65 64 22
3a 5b 22 36 34 33 33 36
66 62 38 31 61 30 34 38
33 36 65 62 38 31 30 38
64 32 34 66 62 63 61 33
61 61 33 36 38 32 64 62
3061 35225d7d 7d 2¢c
22 66 65 6174 75 72 65
73 2d 72 65 6d 6f 74 65
2d 66 6¢ 61 67 22 3a 22
30 3139 37 39 32 39 39
63 38 63 64 2c 31 33 65
30 32 35 66 36 34 62 64
36 3a 64 69 73 61 62 6¢
65 64 2¢c 31 33 65 65 61
66 38 35 31 64 61 37 2¢
31 35 33 32 32 66 34

3b 11 71 fd 6a fd 7b 4b fd
23 fd fd fd 2e fd 44 fd fd
fd 1922 fd 3b 1a fd 46 11
7100 fd 53 fd 12 fd fd fd
fd 6b fd fd 4e fd fd 75 6b
fd fd fd 17 fd 71 fd fd fd
23 22 fd fd 3f fd fd 12 71
fd fd 75 6a fd 5f 44 d1

7b 22 5f 61 6¢ 6¢ 5f 75 73
65 72 73 22 3a 66 61 6C
73 65 2c 22 5f 6¢ 61 75
6e 63 68 5f 66 72 6f 6d 5f
69 6e 73 74 61 6¢ 6¢ 5f
646972223a747275
65 2c 22 5f 73 6b 69 70
5f 6¢ 61 75 6e 63 68 65
72 22 3a 66 61 6¢ 73 65
2c¢ 22 5f 73 75 62 66 6f
6c 64 65 72 22 3a 22 31
30 37 2e 30 2e 35 30 34
35 2e 37 39 22 2¢ 22 61
70 70 5f 69 64 22 3a 22
3137 313137333633
39 35 22 2¢ 22 63 6f 70
79 5f 6f 6e 6¢ 79 22 3a
66 61 6¢ 73 65 2¢ 22 66
69 6¢ 65 73 22 3a 5b 22
31 30 37 2e 30 2e 35 30
34 35 2e 37 39 2e 6d 61
6e 69 66 65 73 74 22 2c
22 43 5545 53 44 4b 2e
78 36 34 5f 32 30 31 37
2e 64 6¢ 6¢ 22 2¢ 22 4d
45 49 50 72 65 6¢ 6f 61
64 5c 5¢ 6d 61 6e 69 66
65 73 74 2e 6a 73 6f 6e
22 2c 22 4d 45 49 50 72
65 6¢ 6f 61 64 5¢ 5¢ 70
72 65 6c 6f 61 64 65 64
5f 64 61 74 61

fd fd 7e 2a 6e fd 75 11 1f
fd 22 fd 5¢ 2b fd 6e 6b fd
72 fd fd fd 4d 43 fd fd 2b
22 fd 52 6d fd fd 22 fd 34
49 fd 2e 3f 13 4b fd fd fd
be 7a 45 fd fd 06 1a fd fd
fd 12 11 47 fd 76 fd fd 78
fd 64 54 1b 6b fd

75 6e 6b 6e 6f 77 6e

Ascii

{"country":"US","features-
dna-requirements":
{"818c3ef12d0b":
{"forbidden":
['5b3eb4abc335a06
59d16d1a189cal55e4441
eal4"],"required":
['64336fb812a04836eb81
08d24fbca3aa3682db0a5
"I}},"features-remote-
flag":"01979299c8
cd,13e025f64bd6:disable
d,13eeaf851da7,15322f4

:0j{K#.D";FqSkNukg#"?
quj_D

{"_all_users":false,"_laun
ch_f
rom_install_dir":true,"_ski
p_l
auncher":false,"_subfolde
"
07.0.5045.79","app_id":"1
71173
6395","copy_only":false,"f
iles":
["107.0.5045.79.manifest
""C
UESDK.x64_2017.dII","M
ElPreloa
d\\manifest.json","MEIPre
load\\preloaded_data

~*nu"\+nkrMC+"Rm"41.?
KzEGvxdTk

unknown

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

Count

1

1

1

1

Source Address

7FF8A8C613BC

7FF8A8ADC10D

7FF8A8AC9B47

7FF8A8ADC10D

7FF8ABAC9B47

Symbol

CopyFileW

WriteFile

WriteFile

WriteFile

WriteFile
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File Path

C:\Users\user\AppData\Local\Pr
ograms\Opera GX\107.0.5045.79\
8eff576-81d5-4419-a836-b36d60
19d97c.tmp

C:\Users\user\AppData\Local\Pr
ograms\Opera GX\107.0.5045.79\
8eff576-81d5-4419-a836-b36d60
19d97c.tmp

C:\Users\user\AppData\Local\Pr
ograms\Opera GX\107.0.5045.79\
8eff576-81d5-4419-a836-b36d60
19d97c.tmp

C:\Users\user\AppData\Local\Pr
ograms\Opera GX\107.0.5045.79\
8eff576-81d5-4419-a836-b36d60
19d97c.tmp

C:\Users\user\AppData\Local\Pr
ograms\Opera GX\28443390-d0c3-
48e2-a4b4-b93f535981b.tmp

File Read
File Path

Offset

3839

3915

4071

4135

0

Length Value

76 6e fd fd 6a fd 7a 4f 44 fd
fd 34 fd 3e 7a 45 2¢ 77 fd
fd 2b fd 4b 7c 4b fd 11 fd
fd fd fd 50 6d fd fd Oe fd
7ffd 4d 17 11 fd 1d fd fd
fd 69 fd 6¢ 5d 03 fd 39 Ob
45 fd 4c 4d 53 fd 5f fd 35
43 fd 6ffd 11 11 Ob 4d fd
fd 3f fd

156 fd fd 7e 6e fd 6e fd 05 22
22 6e fd fd 2a 3b 7b 4d
44 fd e6 19 fd fd 06 fd 68
fd 8 fd 28 fd fd Oc 7d 22
62 fd 29 fd fd 75 fd fd fd fd
fd Oe fd 51 fd 36 74 fd 3b
2d fd 76 66 fd 32 fd 7c fd
62 11 fd fd 5a fd 54 fd fd
fd 44 3b 56 7a ad fd 70 fd
19 fd 71 fd fd fd 24 fd fd
fd a5 2d 3¢ 25 22 fd 5d fd
1afd 53 fd 01 fd 4a 3f fd
Oc 5b 23 fd fd 47 7b fd 5¢
6d 1b 55 fd 76 fd fd 45 7d
6e 34 fd 30 fd fd 39 fd 1d
4f 3a fd 4e 5a 3a 6d 68 3f
67 fd fd fd

64 5b 24 56 fd fd fd fd fd fd
63 fd 4a 16 7b 15 fd 3b fd
64 5b fd 60 33 3b fd f1 2e
35 fd 3b fd 4a 5e 31 fd 08
6b fd 5d 62 47 06 fd fd 1d
6a fd 35 fd 46 4e fd 07 e4
179 fd 19 36

95 fd fd 5b fd 7e fd 74 fd 17
2c fd 68 Oc 5e 31 fd 65
Oe fd fd fd 43 4b fd 2e 7a
7419 fd 28 fd fd 28 fd fd
28 fd fd 28 fd fd 28 fd fd
28 fd fd 28 fd fd 28 fd fd
28 fd fd 28 fd fd 28 fd fd
28 fd fd 28 fd fd 28 fd fd
28 fd fd 18 fd fd 01 56 fd
fd 74 29 fd €5 00 00 00
00 49 45 4e 44

1672 7b 22 61 6¢ 6¢ 2d 69 6e
7374 61 6¢ 6¢ 65 72 2d
65 78 70 65 72 69 6d 65
6e 74 73 22 3a 5b 22 69
6e 73 74 61 6¢ 6¢ 65 72
2d 65 78 70 65 72 69 6d
65 6e 74 2d 74 65 73 74
40 3222 2c 22 69 6e 73
74 61 6¢ 6¢ 65 72 2d 62
7970617373 2d 6¢ 61
75 6e 63 68 65 72 40 32
22 5d 2¢c 22 61 75 74 6f
757064 61746522 3a
66 61 6¢ 73 65 2c 22 62
72 6f 77 73 65 72 5f 65
64 69 74 69 6f 6e 22 3a
22737464 2d31222c
22 63 6f 75 6e 74 72 79
22 3a 22555322 2c 22
65 6e 61 62 6¢ 65 5f 73
74617473223a7472
75 65 2¢ 22 66 65 61 74
7572 6573 2d 64 6e 61
2d 72 65 71 75 69 72 65
6d 65 6e 74 73 22 3a 7b
22 38 31 38 63 33 65 66
313264 3062223a7b
22 66 6f 72 62 69 64 64
65 6e 22 3a 5b 22 35 62
33 65 62 34 61 36 63 33
33 3561 30 36 35 39 64
313664 31613138

Offset

C:\Users\user\AppData\Roaming\Opera Software\Opera GX Stable\Crash 0

Reports\settings.dat

C:\Users\user\AppData\Roaming\Opera Software\Opera GX Stable\Crash 0

Reports\settings.dat

Copyright Joe Security LLC 2024

Ascii

Completion

jzZOD4>zE ,w+K|KPmMIl]9 = success or wait

ELMS_5CoM?

~nn""n*;{MDh(}"b)uQ6t;-
Vvi2|bZTD;Vzpg$-<%"1SJ?
[#G{\mUVE}n4090
:NZ:mh?g

success or wait

[$VJ{;d[ 3;.5;:JMK]Gj5FNy  success or wait

6

[~t,hA eCK(((((((((((((((Vt success or wait
JIEND

{"all-installer- success or wait

experiments":["installer-
experiment-test@2",
"installer-bypass-
launcher@2"]
,"autoupdate":false,"brow
ser_edition":"std-
1","country":"US"
,"enable_stats":true,"feat
ures-dna-requirements":
{"818c3ef12d0b":
{"forbidden":
["5b3eb4abc3
35a0659d16d1al18

Length
40

40

Completion

success or wait

success or wait

Count

1

Count

1

1

Source Address

7FF8A8ADC10D

7FF8A8ADC10D

7FF8A8ADC10D

7FF8A8ADC10D

7FF8A8AC7587

Source Address

7FF8A8B494B1

7FF8A8B494B1

Symbol

WriteFile

WriteFile

WriteFile

WriteFile

WriteFile

Symbol

ReadFile

ReadFile

Page 119 of 127



File Path Offset Length Completion Count Source Address Symbol

C:\Users\user\AppData\Local\Programs\Opera GX\107.0.5045.79\files_list 0 4096 success or wait 1 7FF8A8COF979 ReadFile
C:\Users\user\AppData\Local\Programs\Opera GX\107.0.5045.79\files_list 0 4096 success or wait 1 7FF8A8COF979 ReadFile
C:\Users\user\AppData\Local\Programs\Opera GX\107.0.5045.79\files_list 0 4096 end of file 1 7FF8AB8COF979 ReadFile
C:\Users\user\AppData\Local\Programs\Opera GX\107.0.5045.79\ 0 4096 success or wait 1 7FF8A8COF979 ReadFile
root_files_list

C:\Users\user\AppData\Local\Programs\Opera GX\107.0.5045.79\ 0 4096 end of file 1 7FF8A8COF979 ReadFile
root_files_list

C:\Users\user\AppData\Local\Temp\.opera\Opera GX Installer T 0 4096 success or wait 1 7FF8A8COF979 ReadFile
emp\opera_package_202403291918581\files_list

C:\Users\user\AppData\Local\Temp\.opera\Opera GX Installer T 0 4096 end of file 1 7FF8A8COF979 ReadFile
emp\opera_package_202403291918581\files_list

C:\Users\user\AppData\Local\Temp\.opera\Opera GX Installer T 0 4096 success or wait 1 7FF8A8COF979 ReadFile
emp\opera_package_202403291918581\pref_default_overrides

C:\Users\user\AppData\Local\Temp\.opera\Opera GX Installer T 0 4096 end of file 1 7FF8A8COF979 ReadFile
emp\opera_package_202403291918581\pref_default_overrides

C:\Users\user\AppData\Local\Temp\.opera\Opera GX Installer T 0 4096 success or wait 1 7FF8A8COF979 ReadFile
emp\opera_package_202403291918581\installer_prefs_include.json

C:\Users\user\AppData\Local\Temp\.opera\Opera GX Installer T 0 4096 end of file 1 7FF8A8COF979 ReadFile
emp\opera_package_202403291918581\installer_prefs_include.json

C:\Users\user\AppData\Local\Programs\Opera GX\107.0.5045.79\ 0 1343488 success or wait 1 7FF8A8COF979 ReadFile
resources\custom_partner_content.json

C:\Users\user\AppData\Local\Programs\Opera GX\107.0.5045.79\ 0 4096 success or wait 1 7FF8A8COF979 ReadFile
resources\custom_partner_content.json

C:\Users\user\AppData\Local\Programs\Opera GX\107.0.5045.79\ 0 4096 end of file 1 7FF8A8COF979 ReadFile
resources\custom_partner_content.json

Analysis Process: installer.exe PID: 6188, Parent PID: 3504

General

Target ID: 14

Start time: 19:19:55

Start date: 29/03/2024

Path: C:\Users\user\AppData\Local\Programs\Opera GX\107.0.5045.79\installer.exe

Wow64 process (32bit): false

Commandline: "C:\Users\user\AppData\Local\Programs\Opera GX\107.0.5045.79\installer.exe" --type=crashpad-handler /prefetch:7 --monitor-self-annotation=ptype=crashpad-

handler "--database=C:\Users\user\AppData\Roaming\Opera Software\Opera GX Stable\Crash Reports" "--crash-count-file=C:\Users\user\AppData\Roaming\O
pera Software\Opera GX Stable\crash_count.txt" --url=https://crashstats-collector.opera.com/collector/submit --annotation=channel=Stable --annotation=
plat=Win64 --annotation=prod=OperaDesktopGX --annotation=ver=107.0.5045.79 --initial-client-data=0x2c8,0x2cc,0x2d0,0x2a4,0x2d4,0x7ff8a8dad180,0x7ff8a8

dad18c,0x7ff8a8dad198
Imagebase: 0x7ff65f4a0000
File size: 6'949'792 bytes
MD5 hash: 21AD4599ABD2E158DB5128F32D3CC4EE

Has elevated privileges: true

Has administrator true

privileges:

Programmed in: C, C++ or other language
Reputation: low

Has exited: true

Analysis Process: explorer.exe PID: 1028, Parent PID: 3504

General

Target ID: 17

Start time: 19:20:02

Start date: 29/03/2024

Path: C:\Windows\explorer.exe

Wow64 process (32bit): false

Commandline: C:\Windows\Explorer.EXE

Imagebase: 0x7ff674740000

File size: 5'141'208 bytes

MD5 hash: 662F4F92FDE3557E86D110526BB578D5
Has elevated privileges: false
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Has administrator false

privileges:

Programmed in: C, C++ or other language
Reputation: high

Has exited: false

Analysis Process: launcher.exe PID: 5656, Parent PID: 3504

General

Target ID: 18

Start time: 19:20:03

Start date: 29/03/2024

Path: C:\Users\user\AppData\Local\Programs\Opera GX\launcher.exe

Wow64 process (32bit): false

Commandline: "C:\Users\user\AppData\Local\Programs\Opera GX\launcher.exe" --start-maximized
Imagebase: 0x7ff738410000

File size: 2'304'416 bytes

MDS5 hash: D737A64C835D918DBE53B2C7724488FF

Has elevated privileges: true

Has administrator true

privileges:

Programmed in: C, C++ or other language
Reputation: low

Has exited: true

Analysis Process: launcher.exe PID: 1220, Parent PID: 1068

General

Target ID: 19

Start time: 19:20:04

Start date: 29/03/2024

Path: C:\Users\user\AppData\Local\Programs\Opera GX\launcher.exe

Wow64 process (32bit): false

Commandline: "C:\Users\user\AppData\Local\Programs\Opera GX\launcher.exe" --scheduledautoupdate 0
Imagebase: 0x7ff738410000

File size: 2'304'416 bytes

MDS5 hash: D737A64C835D918DBE53B2C7724488FF

Has elevated privileges: true

Has administrator true

privileges:

Programmed in: C, C++ or other language
Reputation: low

Has exited: true

Analysis Process: opera_gx_splash.exe PID: 2992, Parent PID: 5656

General

Target ID: 20

Start time: 19:20:05

Start date: 29/03/2024

Path: C:\Users\user\AppData\Local\Programs\Opera GX\107.0.5045.79\opera_gx_splash.exe

Wow64 process (32bit): false

Commandline: "C:\Users\user\AppData\Local\Programs\Opera GX\107.0.5045.79\opera_gx_splash.exe" --instance-name=a7abe095bcfd6dc868442c2e858a30d1
Imagebase: 0x7ff7f8560000

File size: 2'231'200 bytes

MD5 hash: 706FE814240C22A6CB09FBF48CB86020

Has elevated privileges: true

Has administrator true

privileges:
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Programmed in:
Reputation:

Has exited:

C, C++ or other language
low

true

Analysis Process: opera.exe PID: 3656, Parent PID: 5656

General
Target ID:
Start time:
Start date:
Path:

Wow64 process (32bit):

Commandline:

Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:
Reputation:

Has exited:

21

19:20:05

29/03/2024

C:\Users\user\AppData\Local\Programs\Opera GX\opera.exe

false

"C:\Users\user\AppData\Local\Programs\Opera GX\opera.exe" --start-maximized --ran-launcher --instance-name=a7abe095bcfd6dc868442c2e858a30d1 --

splash-handle=1040

0x7ff69a8b0000

1'508'256 bytes
F452A15BC7E4392149F6BB2675EAAA59
true

true

C, C++ or other language
low

true

Analysis Process: opera_crashreporter.exe PID: 5860, Parent PID: 3656

General
Target ID:
Start time:
Start date:
Path:

Wow64 process (32bit):

Commandline:

Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:
Reputation:

Has exited:

22
19:20:06
29/03/2024

C:\Users\user\AppData\Local\Programs\Opera GX\107.0.5045.79\opera_crashreporter.exe

false

"C:\Users\user\AppData\Local\Programs\Opera GX\107.0.5045.79\opera_crashreporter.exe" --type=crashpad-handler /prefetch:7 --monitor-self-annotation=pt

ype=crashpad-handler "--database=C:\Users\user\AppData\Roaming\Opera Software\Opera GX Stable\Crash Reports

--crash-count-file=C:\Users\us

er\AppData\Roaming\Opera Software\Opera GX Stable\crash_count.txt" --url=https://crashstats-collector.opera.com/collector/submit --annotation=channel=
Stable --annotation=plat=Win64 --annotation=prod=OperaDesktopGX --annotation=ver=107.0.5045.79 --initial-client-data=0x284,0x288,0x28¢,0x280,0x290,0x7

ff8a6189628,0x7f8a6189638,0x7f8a6189648
0x7ff6d5ad0000

2'019'744 bytes
26DF88B2E68E23B60COEEAB3E29496BB
true

true

C, C++ or other language
low

true

Analysis Process: installer.exe PID: 2316, Parent PID: 1220

General
Target ID:
Start time:
Start date:
Path:

Wow64 process (32bit):

Commandline:
Imagebase:
File size:

MD5 hash:

Has elevated privileges:

23

19:20:06

29/03/2024
C:\Users\user\AppData\Local\Temp\.opera\OEA40E5ABO06B\installer.exe

false

"C:\Users\user\AppData\Local\Temp\.opera\OEA40E5AB06B\installer.exe" --version
0x7ff69c7c0000

6'949'792 bytes

21AD4599ABD2E158DB5128F32D3CC4EE

true
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Has administrator
privileges:

Programmed in:
Reputation:

Has exited:

true

C, C++ or other language
low

true

Analysis Process: opera.exe PID: 5144, Parent PID: 1028

General

Target ID:

Start time:

Start date:

Path:

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:
Reputation:

Has exited:

Analysis Process: opera_crashreporter.exe PID: 2436, Parent PID: 5144

General

Target ID:

Start time:

Start date:

Path:

Wow64 process (32bit):

Commandline:

Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:
Reputation:

Has exited:

24

19:20:07

29/03/2024

C:\Users\user\AppData\Local\Programs\Opera GX\opera.exe

false

"C:\Users\user\AppData\Local\Programs\Opera GX\opera.exe" --start-maximized --ran-launcher --instance-name=a7abe095bcfd6dc868442c2e858a30d1 --

splash-handle=1040 --lowered-browser
0x7ff69a8b0000

1'508'256 bytes
F452A15BC7E4392149F6BB2675EAAA5S9
false

false

C, C++ or other language
low

false

26
19:20:08
29/03/2024

C:\Users\user\AppData\Local\Programs\Opera GX\107.0.5045.79\opera_crashreporter.exe

false

"C:\Users\user\AppData\Local\Programs\Opera GX\107.0.5045.79\opera_crashreporter.exe" --type=crashpad-handler /prefetch:7 --monitor-self-annotation=pt

ype=crashpad-handler "--database=C:\Users\user\AppData\Roaming\Opera Software\Opera GX Stable\Crash Reports

--crash-count-file=C:\Users\us

er\AppData\Roaming\Opera Software\Opera GX Stable\crash_count.txt" --url=https://crashstats-collector.opera.com/collector/submit --annotation=channel=
Stable --annotation=plat=Win64 --annotation=prod=OperaDesktopGX --annotation=ver=107.0.5045.79 --initial-client-data=0x290,0x294,0x298,0x28c,0x29¢c,0x7

f8a6189628,0x7f8a6189638,0x7f8a6189648
0x7ff6d5ad0000

2'019'744 bytes
26DF88B2E68E23B60COEEAB3E29496BB
false

false

C, C++ or other language
low

false

Analysis Process: opera.exe PID: 2952, Parent PID: 5144

General

Target ID:

Start time:

Start date:

Path:

Wow64 process (32bit):

Commandline:

Imagebase:

28
19:20:09
29/03/2024

C:\Users\user\AppData\Local\Programs\Opera GX\opera.exe

false

"C:\Users\user\AppData\Local\Programs\Opera GX\opera.exe" --type=gpu-process --no-appcompat-clear --start-stack-profiler --ab_tests=GXCTest50-test:DNA-
99214_GXCTest50 --gpu-preferences=WAAAAAAAAADgAAAMAAAAAAAAAAAAAAAAAABgAAAAAAA4AAAAAAAAAAAAAAAAEAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAGAAAAAAAAAAYAAAAAAAAAAGAAAAAAAAACAAAAAAAAAAIAAAAAAAAAA== --mojo-platform-channel-handle=1848 --field-

trial-handle=1860,i,17205455559367761425,8087887266479412671,262144 --variations-seed-version /prefetch:2

0x7ff69a8b0000
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File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:
Reputation:

Has exited:

Analysis Process: opera_autoupdate.exe PID: 5516, Parent PID: 1220

General
Target ID:
Start time:
Start date:
Path:

Wow64 process (32bit):

Commandline:

Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

Antivirus matches:

Reputation:

Has exited:

1'508'256 bytes
F452A15BC7E4392149F6BB2675EAAA59
false

false

C, C++ or other language
low

false

29
19:20:10
29/03/2024

C:\Users\user\AppData\Local\Programs\Opera GX\107.0.5045.79\opera_autoupdate.exe

false

"C:\Users\user\AppData\Local\Programs\Opera GX\107.0.5045.79\opera_autoupdate.exe" --pipeid=oauc_task_piped42b87436846297e467003cba27fe2f4 --
version=107.0.5045.79 --producttype --requesttype=automatic --downloaddir="C:\Users\user\AppData\Local\Temp\.opera\0EA40E5AB06B" --installationdatadi
r="C:\Users\user\AppData\Local\Programs\Opera GX" --operadir="C:\Users\user\AppData\Local\Programs\Opera GX\107.0.5045.79" --installdir="C:\Users\user
\AppData\Local\Programs\Opera GX" --user-data-dir="C:\Users\user\AppData\Roaming\Opera Software\Opera GX Stable" --nometrics --scheduledtask

0x7ff6e8050000

5'751'712 bytes
6026F4719045033EFD7EC6127ED6370C
true

true

C, C++ or other language

« Detection: 0%, ReversingLabs
« Detection: 0%, Virustotal, Browse

low

true

Analysis Process: opera.exe PID: 5436, Parent PID: 5144

General
Target ID:
Start time:
Start date:
Path:

Wow64 process (32bit):

Commandline:

Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:
Reputation:

Has exited:

30

19:20:10

29/03/2024

C:\Users\user\AppData\Local\Programs\Opera GX\opera.exe

false

"C:\Users\user\AppData\Local\Programs\Opera GX\opera.exe" --type=utility --utility-sub-type=network.mojom.NetworkService --lang=en-GB --service-sandbox-
type=none --enable-quic --no-appcompat-clear --start-stack-profiler --ab_tests=GXCTest50-test:DNA-99214_GXCTest50 --mojo-platform-channel-handle=1972 --

field-trial-handle=1860,i,17205455559367761425,8087887266479412671,262144 --variations-seed-version /prefetch:8

0x7ff69a8b0000

1'508'256 bytes
F452A15BC7E4392149F6BB2675EAAAS9
false

false

C, C++ or other language
low

false

Analysis Process: opera.exe PID: 3136, Parent PID: 5144

General
Target ID:
Start time:
Start date:
Path:

31

19:20:10

29/03/2024

C:\Users\user\AppData\Local\Programs\Opera GX\opera.exe
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https://www.virustotal.com/gui/file/4fd8c460b0bb0a976d5e01275ba0afdef02ffbff760cd2cd2981ea6e3fc045e5/detection/f-4fd8c460b0bb0a976d5e01275ba0afdef02ffbff760cd2cd2981ea6e3fc045e5-1711689198

Wow64 process (32bit): false

Commandline: "C:\Users\user\AppData\Local\Programs\Opera GX\opera.exe" --type=utility --utility-sub-type=storage.mojom.StorageService --lang=en-GB --service-sandbox-
type=service --enable-quic --no-appcompat-clear --ab_tests=GXCTest50-test:DNA-99214_GXCTest50 --mojo-platform-channel-handle=2776 --field-trial-hand
le=1860,i,17205455559367761425,8087887266479412671,262144 --variations-seed-version /prefetch:8

Imagebase: 0x7ff69a8b0000

File size: 1'508'256 bytes

MD5 hash: F452A15BC7E4392149F6BB2675EAAA59
Has elevated privileges: false

Has administrator false

privileges:

Programmed in: C, C++ or other language

Reputation: low

Has exited: false

Analysis Process: opera.exe PID: 5372, Parent PID: 5144

General

Target ID: 32

Start time: 19:20:11

Start date: 29/03/2024

Path: C:\Users\user\AppData\Local\Programs\Opera GX\opera.exe

Wow64 process (32bit): false

Commandline: "C:\Users\user\AppData\Local\Programs\Opera GX\opera.exe" --type=utility --utility-sub-type=data_decoder.mojom.DataDecoderService --lang=en-GB --service-
sandbox-type=service --enable-quic --no-appcompat-clear --ab_tests=GXCTest50-test:DNA-99214_GXCTest50 --mojo-platform-channel-handle=3216 --field-t
rial-handle=1860,i,17205455559367761425,8087887266479412671,262144 --variations-seed-version /prefetch:8

Imagebase: 0x7ff69a8b0000
File size: 1'508'256 bytes
MD5 hash: F452A15BC7E4392149F6BB2675EAAA59

Has elevated privileges: false

Has administrator false

privileges:

Programmed in: C, C++ or other language
Reputation: low

Has exited: true

Analysis Process: opera_autoupdate.exe PID: 2972, Parent PID: 5516

General

Target ID: 33

Start time: 19:20:12

Start date: 29/03/2024

Path: C:\Users\user\AppData\Local\Programs\Opera GX\107.0.5045.79\opera_autoupdate.exe

Wow64 process (32bit): false

Commandline: "C:\Users\user\AppData\Local\Programs\Opera GX\107.0.5045.79\opera_autoupdate.exe" --type=crashpad-handler "--user-data-dir=C:\Users\user\Ap
pData\Roaming\Opera Software\Opera GX Stable" /prefetch:7 --monitor-self-annotation=ptype=crashpad-handler "--database=C:\Users\user\AppData
\Roaming\Opera Software\Opera GX Stable\Crash Reports" "--crash-count-file=C:\Users\user\AppData\Roaming\Opera Software\Opera GX Stable\cras
h_count.txt" --url=https://crashstats-collector.opera.com/collector/submit --annotation=channel=Stable --annotation=plat=Win64 --annotation=prod=Opera
DesktopGX --annotation=ver=107.0.5045.79 --initial-client-data=0x22c,0x230,0x234,0x208,0x238,0x7ff6e85938fc,0x 7{f6e8593908,0x7{{68593918

Imagebase: 0x7ff6e8050000
File size: 5'751'712 bytes
MD5 hash: 6026F4719045033EFD7EC6127ED6370C

Has elevated privileges: true

Has administrator true

privileges:

Programmed in: C, C++ or other language
Reputation: low

Has exited: true

Analysis Process: opera.exe PID: 3204, Parent PID: 5144

General
Target ID: 35
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Start time:
Start date:
Path:

Wow64 process (32bit):

Commandline:

Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:
Reputation:

Has exited:

19:20:12
29/03/2024

C:\Users\user\AppData\Local\Programs\Opera GX\opera.exe

false

"C:\Users\user\AppData\Local\Programs\Opera GX\opera.exe" --type=utility --utility-sub-type=data_decoder.mojom.DataDecoderService --lang=en-GB --service-
sandbox-type=service --enable-quic --no-appcompat-clear --ab_tests=GXCTest50-test:DNA-99214_GXCTest50 --mojo-platform-channel-handle=3356 --field-t

rial-handle=1860,i,17205455559367761425,8087887266479412671,262144 --variations-seed-version /prefetch:8

0x7ff69a8b0000

1'508'256 bytes
F452A15BC7E4392149F6BB2675EAAAS9
false

false

C, C++ or other language
low

true

Analysis Process: koksDTqWjvmuldFhyPGiECL.exe

General
Target ID:
Start time:
Start date:
Path:

Wow64 process (32bit):

Commandline:
Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:
Reputation:

Has exited:

36
19:20:13
29/03/2024

PID: 6416, Parent PID: 3504

C:\Program Files (x86)\iVbaHhMGgjRPQdstHmgQTgkbxiYBLxBpyzsEuAKAsKqyZeBOVIMTYbkOnfulVKzSyxpCQrvLHujso\koksDTqWjvmuJdFhyPGIiECl.exe

true

"C:\Program Files (x86)\iVbaHhMGgjRPQdstHmqQTgkbxiYBLxBpyzsEuAKAsKqyZeBOVIMTYbkOnfulVKzSyxpCQrvLHujso\koksDTqWjvmuJdFhyPGIiECl.exe"

0x20000

140'800 bytes
32B8AD6ECA9094891E792631BAEA9717
false

false

C, C++ or other language
high

false

Analysis Process: opera.exe PID: 5336, Parent PID: 5144

General
Target ID:
Start time:
Start date:
Path:

Wow64 process (32bit):

Commandline:

Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:
Reputation:

Has exited:

37
19:20:16
29/03/2024

C:\Users\user\AppData\Local\Programs\Opera GX\opera.exe

false

"C:\Users\user\AppData\Local\Programs\Opera GX\opera.exe" --type=utility --utility-sub-type=data_decoder.mojom.DataDecoderService --lang=en-GB --service-
sandbox-type=service --enable-quic --no-appcompat-clear --ab_tests=GXCTest50-test:DNA-99214_GXCTest50 --mojo-platform-channel-handle=4364 --field-t

rial-handle=1860,i,17205455559367761425,8087887266479412671,262144 --variations-seed-version /prefetch:8

0x7ff69a8b0000

1'508'256 bytes
F452A15BC7E4392149F6BB2675EAAAS9
false

false

C, C++ or other language
low

true

Analysis Process: koksDTqWjvmuldFhyPGiECl.exe

General

Copyright Joe Security LLC 2024

PID: 1096, Parent PID: 3504
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Target ID:

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MDS5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:
Reputation:

Has exited:

38
19:20:17
29/03/2024

C:\Program Files (x86)\iVbaHhMGgjRPQdstHmgQTgkbxiYBLxBpyzsEuAKAsKqyZeBOVIMTYbkOnfulVKzSyxpCQrvLHujso\koksDTqWjvmuJdFhyPGIiECl.exe

true

"C:\Program Files (x86)\iVbaHhMGgjRPQdstHmqQTgkbxiYBLxBpyzsEuAKAsKqyZeBOVIMTYbkOnfulVKzSyxpCQrvLHujso\koksDTqWjvmuJdFhyPGIECI.exe"

0x20000

140'800 bytes
32B8AD6ECA9094891E792631BAEA9717
false

false

C, C++ or other language
high

false

Analysis Process: opera.exe PID: 6452, Parent PID: 5144

General

Target ID:

Start time:

Start date:

Path:

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

Has exited:

Disassembly

@ No disassembly

39
19:20:17
29/03/2024

C:\Users\user\AppData\Local\Programs\Opera GX\opera.exe

false

"C:\Users\user\AppData\Local\Programs\Opera GX\opera.exe" --type=utility --utility-sub-type=data_decoder.mojom.DataDecoderService --lang=en-GB --service-
sandbox-type=service --enable-quic --no-appcompat-clear --ab_tests=GXCTest50-test:DNA-99214_GXCTest50 --mojo-platform-channel-handle=4764 --field-t

rial-handle=1860,i,17205455559367761425,8087887266479412671,262144 --variations-seed-version /prefetch:8

0x7ff69a8b0000

1'508'256 bytes
F452A15BC7E4392149F6BB2675EAAA5S9
false

false

C, C++ or other language

true
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